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14.3.2 Encryption modes

If a slave has a semi-permanent link key (i.e. a combination key or a unit key),
it can only accept encryption on slots individually addressed to itself (and, of
course, in the reverse direction to the master). In particular, it will assume that
broadcast messages are not encrypted. The possible traffic modes are
described in Tabie 14.2. When an entry in the table refers to a link key, it
means that the encryption/decryption engine uses the encryption key derived
from that link key.

Broadcast traffic Individually addressed traffic
No encryption No encryption
No encryption Encryption, Semi-permanent link key

Table 14.2: Possible traffic modes for a slave using a semi-permanent link key.

If the slave has received a master key, there are three possible combinations
as defined in Table 14.3 on page 161. In this case, all units in the piconet uses
a common link key, K Since the master uses encryption keys derived

masier
from this link key for all secure traffic on the piconet, it is possible to avoid
ambiguity in the participating slaves on which encryption key to use. Also in
this case the default mode is that broadcast messages are not encrypted. A
specific LM-command is required to activate encryption — both for broadcast
and for individually addressed traffic.

Broadcast traffic Individually addressed traffic
No encryption No encryption

No encryption Encryption, K, ...,
Encryptfon' K}?IEJ.S'IL‘!" Encryption' Ki?}a.\'h’_‘l"

Table 14.3: Possible encryption modes for a slave in possession of a master key.

The master can issue an LM-command to the slaves telling them to fall back to
their previous semi-permanent link key. Then, regardless of the previous mode
they were in, they will end up in the first row of Tabie 14.2 on page 161; i.e. no
encryption.

14.3.3 Encryption concept

For the encryption routine, a stream cipher algorithm will be used in which
ciphering bits are bit-wise modulo-2 added to the data stream to be sent over
the air interface. The payload is ciphered after the CRC bits are appended, but,
prior to the FEC encoding.
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Each packet payload is ciphered separately. The cipher algorithm £, uses the
master Bluetooth address, 26 bits of the master realtime clock (CLK ,¢.4) and
the encryption key K. as input, see Figura 14.5 on page 162 (where it is
assumed that unit A is the master).

The encryption key K is derived from the current link key, COF, and a random

issued by the master before entering encryption mode. Note that EN_RAND,
is publicly known since it is transmitted as plain text over the air.

Within the £, algorithm, the encryption key K. is modified into another key

denoted K’ . The maximum effective size of this key is factory preset and

may be set to any multiple of eight between one and sixteen (8-128 bits). The
procedure for deriving the key is described in Section 14.3.5 on pags 165,

The real-time clock is incremented for each slot. The £, algorithm is re-initial-

ized at the start of each new packet (i.e. for Master-to-Slave as well as for
Slave-to-Master transmission). By using CLKg_4 at least one bit is changed
between two transmissions. Thus, a new keystream is generated after each re-
initialization. For packets covering more than a single slot, the Bluetooth clock
as found in the first slot is being used for the entire packet.

The encryption algorithm E, generates a binary keystream, X, ..., which is

modulo-2 added to the data to be encrypted. The cipher is symmetric; decryp-
tion is performed in exactly the same way using the same key as used for

encryption.
UNIT A (master) UNITB
EN_RAND,
BD_ADDR ;— BD_ADDR ,—
Eo E
clock ‘A o clock A —
K. —= Ke =
chpher Kc.-'pher
data o 4)(—'3—) 2 —)@—’-
data
datag , <—<_% N <—@<7

| Figure 14.5: Functional description of the encryption procedure
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14.3.4 Encryption algorithm

The system uses linear feedback shift registers (LFSRs) whose output is com-
bined by a simple finite state machine (called the summation combiner) with 16
states. The output of this state machine is the key stream sequence, or, during
initialization phase, the randomized initial start value. The algorithm is pre-
sented with an encryption key K, an 48-bit Bluetooth address, the master

clock bits CLKy6.1, and a 128-bit RAND value. Figure 14.6 on page 163 shows
the setup.

There are four LFSRs (LFSR;,...,.LFSRy) of lengths L, = 25, L, = 31, Ly = 33,
and, L, = 39, with feedback polynomials as specified in Tabile 14.4 on page
184, The total length of the registers is 128. These polynomials are all primi-
tive. The Hamming weight of all the feedback polynomials is chosen to be five
— a reasonable trade-off between reducing the number of required XOR gates

in the hardware realization and obtaining good statistical properties of the gen-
erated sequences.

;.. Summation Combiner Logic
e LFSR1 X !
2--= LFSR2 ¥
g T T
B LFSR3 : E
S L Y XOR i Encrypton Stream 7
: LFSR4 i ¥, '
2, |
F ! . blend
| LT
I 7 z
Gt T4
i B —g .
X RO REsoy | XOR
,‘3 + i 2 2
B T R
Vi
Figure 14.6: Concept of the encryption engine.
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i L; feedback f(/) weight

1 25 (254,204 124 841 5

2 31 (A4 24 4 016 4 12 4 5

3 33 PEE IS S S | 5

4 39 39436 4 284 44 5

Table 14.4: The four primitive feedback polynomials.

Let x/ denote the it symbol of LSFR;. From the four-tuple x/, ..., x} we derive
the value y, as

y= Z 1, (EQ 26)

where the sum is over the integers. Thus y, can take the values 0,1,2,3, or 4.
The output of the summation generator is now given by the following equations

z, =x]®x}?@x}®x} @l e {0,1}, (EQ27)
S0p = (sk 1,89, ) = [#Je {0,1,2,3}, (EQ 28)
Coqg = ()i se ) =5,,,0T[c)®Tle,_,]. (EQ 29)

where T,[.] and 7,[.] are two different linear bijections over GF(4). Suppose

GF(4) is generated by the irreducible polynomial x> + x + 1 , and let o. be a zero
of this polynomial in GF(4). The mappings 7, and T, are now defined as

T,: GF(4) — GF(4)
X Prx
T,: GF(4) — GF(4)
x (ot Dx.

We can write the elements of GF(4) as binary vectors. This is summarized in
Table 145,

Since the mappings are linear, we can realize them using XOR gates; i.e.
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X T [x] T,[x]
00 00 00
01 01 1"
10 10 01
1 1 10

Table 14.5: The mappings T, and T, .

T (x5, x9) P2 (xq, X)),

Ty: (x1, Xg) 1= (g, X1 @ Xg).

14.3.4.1 The operation of the cipher

Figure 14.7 on page 165 gives an overview of the operation in time. The
encryption algorithm shall run through the initialization phase before the start of
transmitting or receiving a new packet. Thus, for multislot packets the cipher is
initialized using the clock value of the first slot in the multislot sequence.

Master — Slave Slave —» Master
s e 5
Init Encrypt/Decrypt Init Encrypt/Decrypt
_—

clock cycles (time)

Figure 14.7: Overview of the operation of the encryption engine. Between each start of a packet
(TX or RX), the LFSRs are re-initialized.

14.3.5 LFSR initialization

The key stream generator needs to be loaded with an initial value for the four
LFSRs (in total 128 bits) and the 4 bits that specify the values of ¢,and ¢ .

The 132 bit initial value is derived from four inputs by using the key stream gen-
erator itself. The input parameters are the key K., a 128-bit random number

RAND, a 48-bit Bluetooth address, and the 26 master clock bits CLK,g_1.

The effective length of the encryption key can vary between 8 and 128 bits.
Note that the actual key length as obtained from £, is 128 bits. Then, within £, ,

the key length is reduced by a modulo operation between K. and a polynomial
of desired degree. After reduction, the result is encoded with a block code in
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order to distribute the starting states more uniformly. The operation is defined
in (EQ 30).

When the encryption key has been created the LFSRs are loaded with their ini-
tial values. Then, 200 stream cipher bits are created by operating the genera-
tor. Of these bits, the last 128 are fed back into the key stream generator as an
initial value of the four LFSRs. The values of ¢, and ¢, , are kept. From this
point on, when clocked the generator produces the encryption (decryption)
sequence which is bitwise XORed to the transmitted (received) payload data.

In the following, we will denote octet / of a binary sequence X by the notation
X1i]. We define bit 0 of X to be the LSB. Then, the LSB of X[i] corresponds to
bit 8i of the sequence X, the MSB of X1i] is bit 8 + 7 of X. For instance, bit 24
of the Bluetooth address is the LSB of ADR[3].

The details of the initialization are as follows:

1. Create the encryption key to use from the 128-bit secret key K. and
the 128-bit publicly known EN_RAND. Let L,1<L< 16, be the
effective key length in number of octets. The resulting encryption key
will be denoted K¢ :

Kex) = g0)(K{x) mod g”)), (EQ 30)

where deg(g\”(x)) = 8L and deg(g}"”(x)) < 128 - 8L . The polynomials
are defined in Tabis 14.6.

2. Shiftinthe 3 inputs K¢, the Bluetooth address, the clock, and the six-
bit constant 111001 into the LFSRs. In total 208 bits are shifted in.

a) Open all switches shown in Figure 14.8 on pags 188;

b) Arrange inputs bits as shown in Figurs 14.8; Set the content of all
shift register elements to zero. Set r = 0.

c) Start shifting bits into the LFSRs. The rightmost bit at each level of
Figure 14.8 is the first bit to enter the corresponding LFSR.

d) When the first input bit at level i reaches the rightmost position of
LFSR;, close the switch of this LFSR.

e) At r = 39 (when the switch of LFSR, is closed), reset both blend
registers ¢y, = ¢y, = 0; Up to this point, the content of ¢, and
¢, , has been of no concern. However, from this moment forward
their content will be used in computing the output sequence.

f) From now on output symbols are generated. The remaining input
bits are continuously shifted into their corresponding shift register.
When the last bit has been shifted in, the shift register is clocked
with input = 0;

Note: When finished, LFSR4 has effectively clocked 30 times
with feedback closed, LFSR; has clocked 24 times, LFSR3 has
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clocked 22 times, and LFSR,4 has effectively clocked 16 times
with feedback closed.

3. To mix initial data, continue to clock until 200 symbols have been
produced with all switches closed (1 = 239 );

4. Keep blendregisters ¢, and ¢, ,, make a parallel load of the last 128
generated bits into the LFSRs according to Figura 14.9 at r = 240;

After the parallel load in item 4, the blend register contents will be updated for
each subsequent clock.

(L) (L)

L | deg | & deg | £&2

1 [8] 00000000 00000000 00000000 00000114 [11%] 00e275a0 abd218d4 cf£928b%b bfechbOBE
2 | [16] | 00000000 0000G0CO 00000000 DOOLOOIE [112] | 0001e3£6 3d7659b3 7£180258 cEfeefef
3 [24] 00000000 00000000 00000000 010000db [104] 000001be f66c6c3a blO3daSa 19159808b
4 [32] | 00000000 00000000 00000001 000000AE 1961 | 00000001 6abBI96S del7467f d3736ads
5 | [40] | 00000000 00000000 00000100 00000039 [88] | 00000000 01630632 9lda50ec 55715247
6 | [48] | 00000000 000000DO DOO10000 00000291 [77] | 00000000 00002c93 S2aabccd 54468311
7 [5&] 00000000 00000000 01000000 00000095 [71] 00000000 000000b3 E7Effce2 79£3a073
8 | [64] | 00000000 D00OOOOL DOOOOOOO 000000Lb [62] | 00000000 00000000 alab8l5b c7ac8025
9 | [721 | 00000000 00000100 00000000 00000609 [49] | 00000000 00000000 0002e980 11debodd
10 | [80] | 00000000 0ODLOGOD 0OOCO0DD 00000215 [42] | 00000000 00000000 0000058 24f9adbb
11 | [88] | 00000000 01000000 00000000 0000013b [35] | 00000000 00000000 0000000c a76024d7
12 | [96] | 00000001 00000000 DOOOOOO 000000dd [28] | 00000000 00000000 00000000 1c9c26b3
13 [104] 00000100 00000000 00000000 00000459d [21] 00000000 00000000 00000000 0026d%e3
14 | [112] | 00010000 00000000 00000000 0OOOOL4E {14] | 00000000 00000000 00000000 00004377
15 | [120] | 01000000 00000000 00000000 0000007 171 00000000 DOO00DOO 00000000 DOODOOBY
16 | [128] | 1 00000000 00000000 00000000 00000000 to} 00000000 00000000 00000000 00000001

Table 14.6: Polynomials used when creating K¢ .
All polynomials are in hexadecimal notation. The LSB is in the rightmost position.

In Figuss 14.8, all bits are shifted into the LFSRs, starting with the least signifi-
cant bit (LSB). For instance, from the third octet of the address, ADR[2], first
ADRyg is entered, followed by ADR 7, etc. Furthermore, CL, corresponds to

CLKj,..., CLys corresponds to CLKog.

Note that the output symbols .\-j,f = 1, ..., 4 are taken from the positions 24, 24,
32, and 32 for LFSR, LFSR,,LFSR3, and LFSRy, respectively (counting the
leftmost position as number 1).
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Figure 14.8: Arranging the input to the LFSRs.

In Figure 14.9, the 128 binary output symbols Zy,..., Z4o7 are arranged in octets
denoted Z[0],..., Z[15]. The LSB of Z[0] corresponds to the first of these sym-
bols, the MSB of Z[15] is the latest output from the generator. These bits shall
be loaded into the LFSRs according to the figure. It is a parallel load and no
update of the blend registers is done. The first output symbol is generated at
the same time. The octets are written into the registers with the LSB in the left-
most position (i.e. the opposite of before). For example, Z,4 is loaded into posi-

tion 1 of LFSR,.

Z[12],

= ¢ = /

«Q ziop | zia | zs) [IJ

Tt 2

J% zZin | zs |z [zl }J
s L . xf
T < (P Z[15],
J—{ Z12] [ ziel | ziio] | z13] HA/[]
- 7 PR,

| i D
«i% zZ3l | oz | z[11] | z[14] | 2[15]-,,5}J
n X:

Figure 14.9: Distribution of the 128 last generated output symbols within the LFSRs.

14.3.6 Key stream sequence

When the initialization is finished, the output from the summation combiner is
used for encryption/decryption. The first bit to use is the one produced at the
parallel load, i.e. at + = 240. The circuit is run for the entire length of the current
payload. Then, before the reverse direction is started, the entire initialization
process is repeated with updated values on the input parameters.
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Sample data of the encryption output sequence can be found in “Appendix V7
on page 888, Encryption Sample Data. A necessary, but not sufficient, condi-
tion for all Bluetooth-compliant implementations is to produce these encryption
streams for identical initialization values.

14.4 AUTHENTICATION

The entity authentication used in Bluetooth uses a challenge-response scheme
in which a claimant's knowledge of a secret key is checked through a 2-move
protocol using symmetric secret keys. The latter implies that a correct claimant/
verifier pair share the same secret key, for example K. In the challenge-
response scheme the verifier challenges the claimant to authenticate a random
input (the challenge), denoted by AU_RAND,, with an authentication code,

denoted by £, , and return the result SRES to the verifier, see Figire 14.10 on
page 164. This figure shows also that in Bluetooth the input to E4 consists of
the tuple AU_RAND, and the Bluetooth device address (BD_ADDR) of the

claimant. The use of this address prevents a simple reflection attack'. The
secret K shared by units A and B is the current link key.

Verifier (Unit A) Claimant (Unit B)
AU RAND, AL RAIND, AU RAND,
— —_— .
BD ADDR BD ADDR
— I E E, a— B
Link k i
ink key Link key
: SRES :
= ’%‘ ¥ ACO
SRES® SRES
2
SRES

Figure 14.10: Challenge-response for the Bluetooth.

The challenge-response scheme for symmetric keys used in the Bluetooth is
depicted in Figure 14.11 on page 170

1. The reflection attack actually forms no threat in Bluetooth because all service requests are
dealt with on a FIFO bases. When pre-emption is introduced, this attack is potentially dan-
gerous.
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Verifier Claimant
(User A) (User B, with identity IDB)

RAND

SRES = Elkey, IDB. RAND)
SRES

SRES™ = E(key. IDB, RAND)

Check: SRES’ = SRES

Figure 14.11: Challenge-response for symmetric key systems.

In the Bluetooth, the verifier is not necessarily the master. The application indi-
cates who has to be authenticated by whom. Certain applications only require
a one-way authentication. However, in some peer-to-peer communications,
one might prefer a mutual authentication in which each unit is subsequently the
challenger (verifier) in two authentication procedures. The LM coordinates the
indicated authentication preferences by the application to determine in which
direction(s) the authentication(s) has to take place. For mutual authentication
with the units of Figure 14.10 on page 158, after unit A has successfully
authenticated unit B, unit B could authenticate unit A by sending a AU_RANDg
(different from the AU_RAND, that unit A issued) to unit A, and deriving the
SRES and SRES’ from the new AU_RANDg, the address of unit A, and the link

key KAB'

If an authentication is successful the value of ACO as produced by £, should
be retained.

14.4.1 Repeated attempts

When the authentication attempt fails, a certain waiting interval must pass
before a new authentication attempt can be made. For each subsequent
authentication failure with the same Bluetooth address, the waiting interval
shall be increased exponentially. That is, after each failure, the waiting interval
before a new attempt can be made, for example, twice as long as the waiting
interval prior to the previous attempt’. The waiting interval shall be limited to a
maximum. The maximum waiting interval depends on the implementation. The
waiting time shall exponentially decrease to a minimum when no new failed
attempts are being made during a certain time period. This procedure prevents
an intruder to repeat the authentication procedure with a large number of differ-
ent keys.

1. An other appropriate value larger than 1 may be used.
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To make the system somewhat less vulnerable to denial-of-service attacks, the
Bluetooth units should keep a list of individual waiting intervals for each unit it
has established contact with. Clearly, the size of this list must be restricted only
to contain the N units with which the most recent contact has been made. The
number N can vary for different units depending on available memory size and
user environment.

14.5 THE AUTHENTICATION AND KEY-GENERATING
FUNCTIONS

This section describes the algorithmic means for supporting the Bluetooth
security requirements on authentication and key generation.

14.5.1 The authentication function E,

The authentication function E, proposed for the Bluetooth is a computationally
secure authentication code, or often called a MAC. E, uses the encryption

function called SAFER+. The algorithm is an enhanced version' of an existing
64-bit block cipher SAFER-SK128, and it is freely available. In the sequel the

block cipher will be denoted as the function 4, which maps under a 128-bit key,
a 128-bit input to a 128-bit output, i.e.

128 128 128
A.: {0,1 0,1 0,1
P A0, 1T x {0,177 = {0, 1} (EQ 31
(kxx) t>r.
The details of 4, are given in the next section. The function E, is constructed

using 4, as follows

128 128 48 32 96
Foo I 1000 1= 001 {0, 1} x{0,1
210, 1% {0, 1} 10,1} {0, 1} x{0,1} (EQ 32)
(K, RAND, address) = (SRES, ACO),
where SRES = Hash(K, RAND,address, 6)[0, ..., 3], where Hash is a keyed hash
function defined as?,
Hash:{0,1}" 2 x 10,13 x {0, 11***x {6, 12} - {0, 1}'*®

3 (EQ 33)
(K, 1y, I, L) ALK [E(, L) +i6 (4,(K, 1)®, 1))]),

and where

1. Itis presently one of the contenders for the Advanced Encryption Standard (AES) submitted
by Cylink, Corp, Sunnyvale, USA

2. The operator +44 denotes bytewise addition mod 256 of the 16 octets, and the operator @4
denotes bytewise XORing of the 16 octets.
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8x16

E40, 13 Ex 16,121 — {0, 1}
(X10, ....,L — 1], L) > (X[i(mod L)] for i =0...15),

(EQ 34)

is an expansion of the L octet word X into a 128-bit word. Thus we see that we
have to evaluate the function 4, twice for each evaluation of £, . The key K for

the second use of 4, (actually 4’,) is offseted from K as follows’

K[0] = (K[0] +233) mod 256, K[1]=K[1]® 229,
K[2] = (K[2] + 223) mod 256, K[3]=K[3]® 193,
K[4] = (K[4] + 179) mod 256, K[5]=K[5]® 167,
K[6] = (K[6]+ 149) mod 256, K[7]=K[7]® 131,

! ) (EQ35)
K[8] = K[8] ® 233, K[9] = (K[9] +229) mod 256,
K[10] = K[10] ® 223, K[11] = (K[11] + 193) mod 256,
K[12] = K[12]® 179, K[13] = (K[13] + 167) mod 256,
K[14] = K[14] @ 149, K[15] = (K[15] + 131) mod 256.

A data flowchart of the computation of £, is depicted in Figiire 14.12 on page
173. E, is also used to deliver the parameter ACO (Authenticated Ciphering
Offset) that is used in the generation of the ciphering key by E, , see equations

(EQ 23} and {E{ 43). The value of ACO is formed by the octets 4 through 15 of
the output of the hash function defined in (EG 33}, i.e

ACO = Hash(K, RAND,address, 6)[4, ..., 15]. (EQ 36)

1. The constants are the first largest primes below 257 for which 10 is a primitive root.
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RAND address
+ 48
K b 4
Y
offset | yor @
- 128 .
K add E
—— [ =6
"

i /\ t xor :16 8-bit xor-ings
add: 16 8-bit additions mod 256

SRES ACO

Figure 14.12: Flow of data for the computation of E .

14.5.2 The functions A, and A’

The function 4, is identical to SAFER*+. It consists of a set of 8 layers, (each

layer is called a round) and a parallel mechanism for generating the sub keys
Kll.p = 1,2,..,17, the so-called round keys to be used in each round. The
function will produce a 128-bit result from a 128-bit “random” input string and a
128-bit “key”. Besides the function 4,, a slightly modified version referred to as
4’, is used in which the input of round 1 is added to the input of the 3rd round.
This is done to make the modified version non-invertible and prevents the use
of 4’, (especially in E,, ) as an encryption function. See Figure 14.13 on pagse
174 for details.

14.5.2.1 _The round computations

The computations in each round are a composition of encryption with a round
key, substitution, encryption with the next round key, and, finally, a Pseudo
Hadamard Transform (PHT). The computations in a round are shown in Figiie
14.13 on page 174. The sub keys for round »,» = 1,2, ..., 8 are denoted
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Ky, (Uil Ky,ljl, 7 = 0,1, ..., 15. After the last round k,,[/] is applied in a similar
fashion as all previous odd numbered keys.

14.5.2.2 The substitution boxes “e” and “I”

In Figure 14.13 on page 174 two boxes occur, marked “e” and “I”. These boxes
implement the same substitutions as used in SAFER+; i.e. they implement

el {0, ...,255} —> {0, ..., 255},
e : i (457 (mod 257)) (mod 256),
l : it>jsti = elf).

Their role, as in the SAFER+ algorithm, is to introduce non-linearity.

0 1 2 3 4 5 6 7 38 9 0 1 12 13 4 15
i' l 1 ! L l Only for A'r in round 3
i } i 1
A & i3 g 8 ,!1 \!] ;;1- W r&. LA o inputfo..15)
il 5 i ? + £ T
AP ST O T 8 & -2 K, 005
, '
ed he od he @0 0 © iI]I{-e]
o I 4 $ & 1 S L8 BT
K, 0] Kzrllsl
: S B P N A - (g | 1 5 T S
I PFHT | PaT | PHT PHT | PHT | | PHT | PHT | PHT |

LTI TR I T I I T]

! PERMUTE: 8 11 12152165109 14130743

NN RN
PHT] PHT PHT I
[ T T ] 1 [ ] . [ [ !

2 X 1 2 X __ ¥ Y ¥ v ¥ v ¥ 1 X
PERMUTE:8 11 12 152 1 6 5109 14 1307 43

11_}1 rlll_rr l‘!fll_Ii!

| e | | e | | enr || pnT T’H'I'| | PHT | | PHT | | PHT |

ANINENEN ST SN

| PERMUTE: 8 11 12152 165109 14 130743

L1 I I 1 | 1]

: o 9 ¥ i F NETCL NG o N N | S 2
I PHT | PHT | PHT PHT | | PHT | PHT | | | pHT

ROUND r, r=1,2,..8

am— 'l'l;' ...... 1.1 I‘ ., Only after last round
I : S 38 & & % ! ! Lﬂ Ky [0.15)
i G 65 ] i

= addition mod 256

P pitwise NOR
PHT{x.y)= (2x+y mod 256, v+y mod 256)

Figure 14.13: One round in 4, and A’, . The permuatation boxes show how input byte indices are

mapped onto oultput byte indices. Thus, position 0 (leftmost) is mapped on position 8, position 1 is
mapped on position 11, et cetera.
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14.5.2.3 Key scheduling

In each round, 2 batches of 16 octet-wide keys are needed. These so-called
round keys are derived as specified by the key scheduling in SAFER+. Figure
14.14 on page 175 gives an overview of how the round keys X,[/] are deter-
mined. The bias vectors B, Bs, ..., B47 are computed according to following
equation:

; (457" mod 257 S :
B,li] = ((45 "% mod 257) mod 256), fori = 0, ..., 15. (EQ 37)
128 bit Key grouped in 16 octets
0 1 14 15
sum octets
™ bit-by-bit
dulo two
1 Select octets
[o 1 14 15 16— LK
+ + i * 0,1.2....,14,15
Rotate each octet left by 3 bit positions
1 1 1 =
Co I TEETESTS Select octets K,
v v ¥ i I 1,23,..,15,16
Rotate each octet left by 3 bit positions
B
T 1 1 1 P 2
Co 1 TEET 6] Select octets K3
* * * + * 2.34,..160
B
I | )
Rotate each octet left by 3 bit positions
Ty Y vy .
Lo 1 1715 _ig}—=f Selethe Ky
16,0.1,...,13,14
By7

Figure 14.14: Key scheduling in A, .

14.5.3 E,-Key generation function for authentication

The key used for authentication is derived through a procedure that is shown in
Figure 14.15 on page 177, The figure shows two different modes of operation
for the algorithm. In the first mode, the function £, should produce on input of a
128-bit RAND value and a 48-bit address, a 128-bit link key K. This mode is
utilized when creating unit keys and combination keys. In the second mode the
function E, should produce, on input of a 128-bit RAND value and an L octet

user PIN, a 128-bit link key K. The second mode is used to create the initializa-
tion key, and also whenever a master key is to be generated.
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When the initialization key is generated, the PIN is augmented with the
BD_ADDR of the claimant unit. The augmentation always starts with the least
significant octet of the address immediately following the most significant octet
of the PIN. Since the maximum length of the PIN used in the algorithm cannot
exceed 16 octets, it is possible that not all octets of BD_ADDR will be used.

This key generating algorithm again exploits the cryptographic function. For-
mally £, can be expressed for mode 1 (denoted E,, ) as

128 48 128
E,.: {0,1 x{0,1 — {0, 1
21t 10,1} {0, 1} {0, 1} (EQ38)

(RAND, address) >4°(X, )
where (for mode 1)

X = RAND[0...14] U (RAND[15] @ 6)

15

EQ 39
Y= Uaddrcss[i(mod 6)] (EQ 39)

i=0

Let L be the number of octets in the user PIN. The augmenting is defined by

(EQ 40)

PIN[0...L — 1] UBD _ADDR[0...min{5, 15~ L}], L<16
PIN’ = { 7o s

PIN[O...L — 1],
where it is assumed that unit B is the claimant. Then, in mode 2, £, (denoted

E,,) can be expressed as

Ey: 10,13 x00,13 % x (1,2, ..., 16} > {0, 1}'**

(EQ41)
(PIN’, RAND, L") = A4(X, Y)
where
15
X= PIN’[7 (mod L],
G/ REVIE A (EQ 42)
i=0
Y = RAND[O0...14] U (RAND[15] @ L"),
and L' = min{ 16, L + 6} is the number of octets in PIN'.
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Mode 1 L Mode 2
RAND ——~4—» PIN® ——p
128 8L’
E,, Exn
BD ADDR ——~— BAND = =
48 _ 128
# 128 i 128
Key Key

Figure 14.15: Key generating algorithm E, and its two modes. Mode 1 is used for unit and

combination keys, while mode 2 is used for K. . and K

init master”

14.5.4 E;-Key generation function for encryption

The ciphering key K. used by E, is generated by E,. The function £, is con-

structed using 4°,.as follows

128 128 9% 128
FOSE 2 W | x 10,1 x10,1 — {0, 1
30 10,1} 10,1} 10,1} {0, 1} (EQ 43)
(K, RAND, COF) = Hash(K, RAND, COF, 12)

where Hash is the hash function as defined by {{ 333, Note that the produced
key length is 128 bits. However, before use within £, the encryption key K.

will be shortened to the correct encryption key length, as described in Sacticn
14.3.5 on page 168. A block scheme of £, is depicted in Figure 14.16.

The value of COF is determined as specified by equation {E< 23).

EN RAND —F—»
128
COF T B,
96 :
Link key ————®
128

Figure 14.16: Generation of the encryption key.
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LINK MANAGER PROTOCOL

This specification describes the Link Manager
Protacol (LMP) which is used for link set-up
and dontrol. The signals are interpreted and fil-
terecg out bi}he Link Manager on the receiving
side;!%nd are not propagated to higher layers.
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1 GENERAL

LMP messages are used for link set-up, security and control. They are trans-
ferred in the payload instead of L2CAP and are distinguished by a reserved
value in the L_CH field of the payload header. The messages are filtered out
and interpreted by LM on the receiving side and are not propagated to higher
layers.

3 $
LM " LMP e LM
' :
LC LC
¥ T
RF RF
* Physical layer if

Figure 1.1: Link Manager's place on the global scene.

Link Manager messages have higher priority than user data. This means that if
the Link Manager needs to send a message, it shall not be delayed by the
L2CAP traffic, although it can be delayed by many retransmissions of individual
baseband packets.

We do not need to explicitly acknowledge the messages in LMP since LC (see
Bassband Specification Section 5, on page §7) provides us with a reliable link.

The time between receiving a baseband packet carrying an LMP PDU and
sending a baseband packet carrying a valid response PDU, according to the
procedure rules in Section 3 on page 193, must be less than the LMP
Response Timeout. The value of this timeout is 30 seconds.
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2 FORMAT OF LMP

LM PDUs are always sent as single-slot packets and the payload header is
therefore one byte. The two least significant bits in the payload header deter-
mine the logical channel. For LM PDUs these bits are set.

L_CH code Logical Channel Information

00 NA undefined

01 UA/I Continuing L2ZCAP message
10 UA/ Start LZCAP message

1 LM LMP message

Table 2.1: Logical channel L_CH field contents.

The FLOW bit in the payload header is always one and is ignored on the
receiving side. Each PDU is assigned a 7-bit opcode used to uniquely identify
different types of PDUs, see Table 5.1 on page 226, The opcode and a one-bit
transaction ID are positioned in the first byte of the payload body. The transac-
tion ID is positioned in the LSB. It is O if the PDU belongs to a transaction initi-
ated by the master and 1 if the PDU belongs to a transaction initiated by the
slave. If the PDU contains one or more parameters these are placed in the pay-
load starting at the second byte of the payload body. The number of bytes used
depends on the length of the parameters. If an SCO link is present using HV1
packets and length of contentis less than 9 bytes the PDUs can be transmitted
in DV packets. Otherwise DM1 packets must be used. All parameters have lit-
tle endian format, i.e. the least significant byte is transmitted first.

The source/destination of the PDUs is determined by the AM_ADDR in the
packet header.

LSB MSB

OpCode and Content
transaction Id

Figure 2.1: Payload body when LM PDUs are sent.

Each PDU is either mandatory or optional. The M/O field in the tables of Sec-~
tign 3 indicates this. The LM does not need to be able to transmit a PDU that is
optional. The LM must recognize all optional PDUs that it receives and, if a
response is required, send a valid response according to the procedure rules in
Section 3. The reason that should be used in this case is unsupported LMP
feature. If the optional PDU that is received does not require a response, no
response is sent. Which of the optional PDUs a device supports can be
requested, see Section 3.11 on page 205.
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3 THE PROCEDURE RULES AND PDUs

Each procedure is described and depicted with a sequence diagram. The fol-
lowing symbols are used in the sequence diagrams:

A B
PDU1
< PDU2
_____ PDU3___ .|
I P, 1L S
< PDUS |

Figure 3.1: Symbols used in sequence diagrams.

PDU1 is a PDU sent from A to B. PDU2 is a PDU sent from B to A. PDU3 is a
PDU that is optionally sent from A to B. PDU4 is a PDU that is optionally sent
from B to A. PDUS5 is a PDU sent from either A or B. A vertical line indicates
that more PDUs can optionally be sent.

3.1 GENERAL RESPONSE MESSAGES

The PDUs LMP_accepted and LMP_not_accepted are used as response mes-
sages to other PDUs in a number of different procedures. The PDU
LMP_accepted includes the opcode of the message that is accepted. The PDU
LMP_not_accepted includes the opcode of the message that is not accepted
and the reason why it is not accepted.

m/o PDU Contents

M LMP_accepted op code

M LMP_not_accepted op code
reason

Table 3.1: General response messages.
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3.2 AUTHENTICATION

The authentication procedure is based on a challenge-response scheme as
described in Baseband Specification Bection 14.4, on page 169, The verifier
sends an LMP_au_rand PDU which contains a random number (the challenge)
to the claimant. The claimant calculates a response, which is a function of the
challenge, the claimant’s BD_ADDR and a secret key. The response is sent
back to the verifier, which checks if the response was correct or not. How the
response should be calculated is described in Baseband Specification Section
14.5.1, on page 171, A successful calculation of the authentication response
requires that two devices share a secret key. How this key is created is
described in Saction 3.2 on page 145, Both the master and the slave can be
verifiers. The following PDUs are used in the authentication procedure:

M/O PDU Contents
M LMP_au_rand random number
M LMP_sres authentication response

Table 3.2: PDUs used for authentication.

3.2.1 Claimant has link key

If the claimant has a link key associated with the verifier, it calculates the
response and sends it to the verifier with LMP_sres. The verifier checks the
response. If the response is not correct, the verifier can end the connection by
sending LMP_detach with the reason code authentication failure, see Saction
3.14 on page 207,

verifier claimant
LM LM
== LMP_au_rand
- LMP_sres

Sequence 1: Authentication. Claimant has link key.

3.2.2 Claimant has no link key

If the claimant does not have a link key associated with the verifier it sends
LMP_not_accepted with the reason code key missing after receiving
LMP_au_rand.

verifier claimant
LM LM
BE— LMP_au_rand
B S LMP_not_accepted

Sequence 2: Authentication fails. Claimant has no link key.
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3.2.3 Repeated attempts

The scheme described in Basshand Specification Section 14.4.1, on page 170
shall be applied when an authentication fails. This will prevent an intruder from
trying a large number of keys in a relatively short time.

3.3 PAIRING

When two devices do not have a common link key an initialization key (Kj,;) is
created based on a PIN and a random number. The K, is created when the
verifier sends LMP_in_rand to the claimant. How the K, is calculated is
described in Basaband Specification Ssction 14.5.3, on page 175, Authentica-
tion then needs to be done, whereby the calculation of the authentication
response is based on K;,;; instead of the link key. After a successful authentica-

tion, the link key is created. The PDUs used in the pairing procedure are:

M/o PDU Contents

M LMP_in_rand random number

M LMP_au_rand random number

M LMP_sres authentication response
M LMP_comb_key random number

M LMP_unit_key key

Table 3.3: PDUs used for pairing.

3.3.1 Claimant accepts pairing

The verifier sends LMP_in_rand and the claimant replies with LMP_accepted.

Both devices calculate K, and an authentication (see Sequence 1) based on
this key needs to be done. The verifier checks the authentication response and
if correct, the link key is created; see Section 3.3.4 on page 198 If the authen-
tication response is not correct the verifier can end the connection by sending

LMP_detach with the reason code authentication failure.

Verifier Claimant
LM LM
e LMP_in_rand
- LMP_accepted

Sequence 3: Claimant accepts pairing.

3.3.2 Claimant requests to become verifier

If the claimant has a fixed PIN it may request a switch of the claimant-verifier
role in the pairing procedure by generating a new random number and send it
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back in LMP_in_rand. If the device that started the pairing procedure has a
variable PIN it must accept this and respond with LMP_accepted. The roles are
then successfully switched and the pairing procedure continues as described in
Section 3.3.1 on page 198

Verifier Claimant
LM LM
= LMP_in_rand
- LMP_in_rand
- LMP_accepted
Claimant Verifier
LM LM

Sequence 4: Claimant accepts pairing but requests to be verifier.

If the device that started the pairing procedure has a fixed PIN and the other
device requests a role switch, the switch is rejected by sending
LMP_not_accepted with the reason pairing not allowed, the pairing procedure
is then ended.

Verifier Claimant
LM LM
B LMP_in_rand
- LMP_in_rand
- LMP_not_accepted

Sequence 5: Unsuccessful switch of claimant-verifier role.

3.3.3 Claimant rejects pairing

If the claimant rejects pairing, it sends LMP_not_accepted with the reason pair-
ing not allowed after receiving LMP_in_rand.

Verifier Claimant
LM LM
o LMP_in_rand
— LMP_not_accepted

Sequence 6: Claimant rejects pairing.

3.3.4 Creation of the link key

When the authentication is finished the link key must be created. This link key
will be used in the authentication between the two units for all subsequent con-
nections until it is changed; see Section 2.4 and Section 3.5. The link key cre-

196 29 November 1999 The Procedure Rules and PDUs

AFFLT0293424

Samsung Ex. 1119 p. 196



BLUETOOTH SPECIFICATION Version 1.0 B page 197 of 1052

Link Manager Protocol Bluetooth

ated in the pairing procedure will either be a combination key or one of the
unit's unit keys. The following rules apply to the selection of the link key:

« if one unit sends LMP_unit_key and the other unit sends LMP_comb_key,
the unit key will be the link key,

+ if both units send LMP_unit_key, the master’'s unit key will be the link key,
« if both units send LMP_comb_key, the link key is calculated as described in
Bassband Specification Section 14.2.2, on page 183,

The content of LMP_unit_key is the unit key bitwise XORed with K;,;;. The con-
tent of LMP_comb_key is LK_RAND bitwise XORed with K;,;;. Any device con-
figured to use a combination key will store the link key in non-volatile memory.

Verifier Claimant
LM LM
T LMP_comb_key or LMP_unit_key
e LMP_comb_key or LMP_unit_key

Sequence 7: Creation of the link key.

3.3.5 Repeated attempts

When the authentication during pairing fails because of a wrong authentication
response, the same scheme is applied as in Section 3.2.3 on page 185, This
prevents an intruder from trying a large number of different PINs in a relatively
short time.

3.4 CHANGE LINK KEY

If two devices are paired and the link key is derived from combination keys, the
link key can be changed. If the link key is a unit key, the units must go through
the pairing procedure in order to change the link key. The contents of the PDU
is protected by a bitwise XOR with the current link key.

m/o PDU Contents
M LMP_comb_key random number
M LMP_unit_key key

Table 3.4: PDUs used for change of link key.

initiating LM
LM
- LMP_comb_key
—- LMP_comb_key

Sequence 8: Successful change of the link key.
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initiating LM
LM

Y

LMP_comb_key
LMP_not_accepted

—
-

Sequence 9: Change of the link key not possible since the other unit uses a unit key.

If the change of link key is successful the new link key is stored in non-volatile
memory, and the old link key is discarded. The new link key will be used as link
key for all the following connections between the two devices until the link key
is changed again. The new link key also becomes the current link key. It will
remain the current link key until the link key is changed again, or until a tempo-
rary link key is created, see Section 3.5 on page 148,

If encryption is used on the link and the current link key is a temporary link key,
the procedure of changing link key must be immediately followed by a stop of
the encryption by invoking the procedure in Seciion 3.6.4 on page 202, Encryp-
tion can then be started again. This is to assure that encryption with encryption
parameters known by other devices in the piconet is not used when the semi-

permanent link key is the current link key.

3.5 CHANGE THE CURRENT LINK KEY

The current link key can be a semi-permanent link key or a temporary link key
key. It can be changed temporarily, but the change is only valid for the session,
see Baseband Specification Section 14.2.1, on page 151, Changing to a tem-
porary link key is necessary if the piconet is to support encrypted broadcast.

M/O | PDU Contents

M LMP_temp_rand random number
LMP_temp_key key

M LMP_use_semi_perm | -
anent_key

Table 3.5: PDUs used to change the current link key.

3.5.1 Change to a temporary link key

In the following, we use the same terms as in Baseband Specification Section
14 2.2.8, on pags 158, The master starts by creating the master key Kaster 88
described in Hassband Specification (EQ 24}, on page 1588, Then the master
issues a random number RAND and sends it to the slave in LMP_temp_rand.
Both sides can then calculate an overlay denoted OVL as OVL= Ejy(current

link key, RAND, 16). Then the master sends K ,5ster Protected by a modulo-2
addition with OVL to the slave in LMP_temp_key. The slave, who knows OVL,
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calculates K aster After this, K aster DECOMes the current link key. It will be the

current link key until a new temporary key is created or until the link key is
changed, see Section 3.4 on page 187,

Master Slave
LM LM

LMP_temp_rand
LMP_temp_key

VY

Sequence 10: Change fo a temporary link key.

3.5.2 Make the semi-permanent link key the current link key

After the current link key has been changed to K, ,,aster» this change can be

undone and the semi-permanent link key becomes the current link key again. If
encryption is used on the link, the procedure of going back to the semi-perma-
nent link key must be immediately followed by a stop of the encryption by
invoking the procedure described in Sgction 3.6.4 on page 262, Encryption can
then be started again. This is to assure that encryption with encryption parame-
ters known by other devices in the piconet is not used when the semi-perma-
nent link key is the current link key.

Master Slave
LM LM
. LMP_use_semi_permanent_key
- LMP_accepted

Sequence 11: Link key changed to the semi-permanent link key.

3.6 ENCRYPTION

If at least one authentication has been performed encryption may be used. If
the master wants all slaves in the piconet to use the same encryption parame-
ters it must issue a temporary key (K aster) @nd make this key the current link
key for all slaves in the piconet before encryption is started, see Saction 3.5 on
page 198, This is necessary if broadcast packets should be encrypted.

M/O | PDU Contents

O LMP_encryption_mode_req encryption mode
O LMP_encryption_key_size req key size

o LMP_start_encryption_req random number
0] LMP_stop_encryption_req -

Table 3.6: PDUs used for handling encryption.
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3.6.1 Encryption mode

First of all the master and the slave must agree upon whether to use encryption
or not and if encryption shall only apply to point-to-point packets or if encryption
shall apply to both point-to-point packets and broadcast packets. If master and
slave agree on the encryption mode, the master continues to give more
detailed information about the encryption.

initiating
LM LM
= LMP_encryption_mode_req
- LMP_accepted or LMP_not_accepted

Sequence 12: Negotiation for encryption mode.

3.6.2 Encryption key size

The next step is to determine the size of the encryption key. In the following we
use the same terms as in Basaband Specification Section 14.3.1, on page
1850. The master sends LMP_encryption_key_size_req including the sug-
gested key size Lsug, m, which is initially equal to Lyay, m- If Liin, s < Lsug, m
and the slave supports Lgg it responds with LMP_accepted and Lgyg, m will
be used as the key size. If both conditions are not fulfilled the slave sends back
LMP_encryption_key_size_req including the slave’s suggested key size Lg,q s.
This value is the slave’s largest supported key size that is less than Lgyg, m-
Then the master performs the corresponding test on the slave's suggestion.
This procedure is repeated until a key size agreement is reached or it becomes
clear that no such agreement can be reached. If an agreement is reached a
unit sends LMP_accepted and the key size in the last
LMP_encryption_key_size_req will be used. After this, the encryption is
started; see Siection 3.6.3 on page 201, If an agreement is not reached a unit
sends LMP_not_accepted with the reason code Unsupported parameter value
and the units are not allowed to communicate using Bluetooth link encryption.".

master slave
LM LM
T LMP_encryption_key_size_req
I —— LMP_encryption_key_size_req
_____________ - LMP_encryption_key_size_req

LMP_accepted

A
Y

Sequence 13: Encryption key size negotiation successful.
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master slave
LM LM
———————— LMP_encryption_key_size_req
I LMP_encryption_key_size_req
_____________ . LMP_encryption_key_size_req
- e LMP_not_accepted

Sequence 14: Encryption key size negotiation failed.

3.6.3 Start encryption

Finally, encryption is started. The master issues the random number
EN_RAND and calculates the encryption key as K.=Ej(current link key,
EN_RAND, COF). See Baseband Specification Seclion 14.2.2.5, on page 158
and 14.2.2.2 for the definition of the COF. The random number must be the
same for all slaves if the piconet should support encrypted broadcast. Then the
master sends LMP_start_encryption_req, which includes EN_RAND. The
slave calculates K, when this message is received and acknowledges with
LMP_accepted. On both sides, K, and EN_RAND are used as input to the
encryption algorithm E,.

Master Slave
LM LM

> LMP_start_encryption_req
LMP_accepted

A

Sequence 15: Start of encryption.

Before starting encryption, higher-layer data traffic must be temporarily
stopped to prevent reception of corrupt data. The start of encryption will be
done in three steps:

1. Master is configured to transmit unencrypted packets, but to receive
encrypted packets.

2. Slave is configured to transmit and receive encrypted packets.
3. Master is configured to transmit and receive encrypted packets.

Between step 1 and step 2, master-to-slave transmission is possible. This is
when LMP_start_encryption_req is transmitted. Step 2 is triggered when the
slave receives this message. Between step 2 and step 3, slave-to-master
transmission is possible. This is when LMP_accepted is transmitted. Step 3 is
triggered when the master receives this message.
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3.6.4 Stop encryption

Master Slave
LM LM
= LMP_stop_encryption_req
— LMP_accepted

Sequence 16: Stop of encryption.

Before stopping encryption, higher-layer data traffic must be temporarily
stopped to prevent reception of corrupt data. Stopping of encryption is then
done in three steps, similar to the procedure for starting encryption.

1. Master is configured to transmit encrypted packets, but to receive unen-
crypted packets.

2. Slave is configured to transmit and receive unencrypted packets.
3. Master is configured to transmit and receive unencrypted packets.

Between step 1 and step 2 master to slave transmission is possible. This is
when LMP_stop_encryption_req is transmitted. Step 2 is triggered when the
slave receives this message. Between step 2 and step 3 slave to master trans-
mission is possible. This is when LMP_accepted is transmitted. Step 3 is trig-
gered when the master receives this message.

3.6.5 Change encryption mode, key or random number

If the encryption mode, encryption key or encryption random number need to
be changed, encryption must first be stopped and then re-started with the new
parameters.

3.7 CLOCK OFFSET REQUEST

When a slave receives the FHS packet, the difference is computed between its
own clock and the master’s clock included in the payload of the FHS packet.
The clock offset is also updated each time a packet is received from the mas-
ter. The master can request this clock offset anytime during the connection. By
saving this clock offset the master knows on what RF channel the slave wakes
up to PAGE SCAN after it has left the piconet. This can be used to speed up
the paging time the next time the same device is paged.

M/O PDU Contents
M LMP_clkoffset_req -
M LMP_clkoffset_res clock offset

Table 3.7: PDUs used for clock offset request.
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Master Slave
LM LM
——— LMP_clkoffsei_req
- LMP_clkoffset_res

Sequence 17: Clock offset requested.

3.8 SLOT OFFSET INFORMATION

With LMP_slot_offset the information about the difference between the slot
boundaries in different piconets is transmitted. This PDU carries the parame-
ters slot offset and BD_ADDR. The slot offset is the time in pus between the
start of the master’s TX slot in the piconet where the PDU is transmitted and
the start of the master’s TX slot in the piconet where the BD_ADDR device is
master.

Before doing a master-slave switch, see Section 3.12 on page 206, this PDU
shall be transmitted from the device that becomes master in the switch proce-
dure. If the master initiates the switch procedure, the slave sends
LMP_slot_offset before sending LMP_accepted. If the slave initiates the switch
procedure, the slave sends LMP_slot_offset before sending LMP_switch_req.
The PDU can also be useful in inter-piconet communications.

M/O | PDU Contents
O LMP_slot_offset slot offset
BD_ADDR

Table 3.8: PDU used for slot offset information.

initiating
LM LM

LMP_slot_offset

Y

Sequence 18: Slot offset information is sent.

3.9 TIMING ACCURACY INFORMATION REQUEST

LMP supports requests for the timing accuracy. This information can be used to
minimize the scan window for a given hold time when returning from hold and
to extend the maximum hold time. It can also be used to minimize the scan
window when scanning for the sniff mode slots or the park mode beacon pack-
ets. The timing accuracy parameters returned are the long term drift measured
in ppm and the long term jitter measured in ps of the clock used during hold,
sniff and park mode. These parameters are fixed for a certain device and must
be identical when requested several times. If a device does not support the tim-
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ing accuracy information it sends LMP_not_accepted with the reason code
unsupported LMP feature when the request is received. The requesting device
must in this case assume worst case values (drift=250ppm and jitter=10us).

M/O | PDU Contents

0] LMP_timing_accuracy_req -

(0] LMP_timing_accuracy_res drift
jitter

Table 3.9: PDUs used for requesting timing accuracy information.

initiating LM
LM
- LMP_timing_accuracy_req
-t LMP_timing_accuracy_res

Sequence 19: The requested device supports timing accuracy information.

initiating LM
LM
= LMP_timing_accuracy_req
=g} LMP_not_accepted

Sequence 20: The requested device does not support timing accuracy information.
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3.10 LMP VERSION

LMP supports requests for the version of the LM protocol. The requested
device will send a response with three parameters: VersNr, Compld and Sub-
VersNr. VersNr specifies the version of the Bluetooth LMP specification that the
device supports. Compld is used to track possible problems with the lower
Bluetooth layers. All companies that create a unique implementation of the Link
Manager shall have their own Compld. The same company is also responsible
for the administration and maintenance of the SubVersNr. It is recommended
that each company has a unique SubVersNr for each RF/BB/LM implementa-
tion. For a given VersNr and Compld, the values of the SubVersNr must
increase each time a new implementation is released. For both Compld and
SubVersNr the value OxFFFF means that no valid number applies. There is no
ability to negotiate the version of the LMP. The sequence below is only used to
exchange the parameters.

M/IO PDU Contents

M LMP_version_req VersNr
Compld
SubVersNr

M LMP_version_res VersNr
Compld
SubVersNr

Table 3.10: PDUs used for LMP version request.

initiating LM
LM

LMP_version_req
= LMP_version_res

Y

Sequence 21: Request for LMP version.

3.11 SUPPORTED FEATURES

The Bluetooth radio and link controller may support only a subset of the packet
types and features described in Baseband Specification and Radic Specifica-
tion. The PDU LMP_features_req and LMP_features_res are used to
exchange this information. A device may not send any packets other than ID,
FHS, NULL, POLL, DM1 or DH1 before it is aware of the supported features of
the other device. After the features request has been carried out, the intersec-
tion of the supported packet types for both sides may also be transmitted.
Whenever a request is issued, it must be compatible with the supported fea-
tures of the other device. For instance, when establishing an SCO link the initi-
ator may not propose to use HV3 packets if that packet type is not supported
by the other device. Exceptions to this rule are LMP switch reg and LMP slot
offset, which can be sent as the first LMP messages when two Bluetooth
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devices have been connected and before the requesting side is aware of the
other side’s features (switch is an optional feature).

m/o PDU Contents
M LMP_features req features
M LMP_features_res features

Table 3.11: PDUs used for features request.

initiating LM
LM
- LMP_features_req
i LMP_features_res

Sequence 22: Request for supported features.

3.12 SWITCH OF MASTER-SLAVE ROLE

Since the paging device always becomes the master of the piconet, a switch of
the master-slave role is sometimes needed, see Basaband Spscification Seg-
tion 10.8.3, on page 123, Suppose device A is slave and device B is master.
The device that initiates the switch finalizes the transmission of the current
L2CAP message and then sends LMP_switch_req.

If the switch is accepted, the other device finalizes the transmission of the cur-
rent L2ZCAP message and then responds with LMP_accepted. After this, the
procedure described from the 2nd bullet in Baseband Speaciiication Section
10.8.3, on page 123 is carried out.

If the switch is rejected, the other device responds with LMP_not_accepted
and no switch is performed.

m/io PDU Contents
o] LMP_switch_req -

Table 3.12: PDU used for master slave switch.

initiating LM
LM
- LMP_switch_req
- LMP_accepted

Sequence 23: Master-slave switch accepted.
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initiating LM
LM
——— LMP_switch_req
- LMP_not_accepted

Sequence 24: Master-slave switch not accepted.

3.13 NAME REQUEST

LMP supports name request to another Bluetooth device. The name is a user-
friendly name associated with the Bluetooth device and consists of a maximum
of 248 bytes coded according to the UTF-8 standard. The name is fragmented
over one or more DM1 packets. When the LMP_name_req is sent, a name off-
set indicates which fragment is expected. The corresponding LMP_name_res
carries the same name offset, the name length indicating the total number of
bytes in the name of the Bluetooth device and the name fragment, where:

« name fragment(N) = name(N + name offset), if (N + name offset) < name length
« name fragment(N) = 0 ,otherwise.

Here 0 <N < 13. In the first sent LMP_name_req, name offset=0. Sequence 25
is then repeated until the initiator has collected all fragments of the name.

M/O PDU Contents

M LMP_name_req name offset

M LMP_name_res name offset
name length
name fragment

Table 3.13: PDUs used for name request.

initiating LM
LM
= LMP_name_req
— LMP_name_res

Sequence 25: Device's name requested and it responses.

3.14 DETACH

The connection between two Bluetooth devices can be closed anytime by the
master or the slave. A reason parameter is included in the message to inform
the other party of why the connection is closed.

m/Oo PDU Contents
M LMP_detach reason
Table 3.14: PDU used for detach.
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initiating LM
LM
o LMP_detach

Sequence 26: Connection closed by sending LMP_detach.

3.15 HOLD MODE

The ACL link of a connection between two Bluetooth devices can be placed in
hold mode for a specified hold time. During this time no ACL packets will be
transmitted from the master. The hold mode is typically entered when there is
no need to send data for a relatively long time. The transceiver can then be
turned off in order to save power. But the hold mode can also be used if a
device wants to discover or be discovered by other Bluetooth devices, or wants
to join other piconets. What a device actually does during the hold time is not
controlled by the hold message, but it is up to each device to decide.

M/0 PDU Contents
(0] LMP_hold hold time
(@] LMP_hold_req hold time

Table 3.15: PDUs used for hold mode.

3.15.1 Master forces hold mode

The master can force hold mode if there has previously been a request for hold
mode that has been accepted. The hold time included in the PDU when the
master forces hold mode cannot be longer than any hold time the slave has
previously accepted when there was a request for hold mode.

Master Slave
LM LM
e LMP_hold

Sequence 27: Master forces slave info hold mode.

3.15.2 Slave forces hold mode

The slave can force hold mode if there has previously been a request for hold
mode that has been accepted. The hold time included in the PDU when the
slave forces hold mode cannot be longer than any hold time the master has
previously accepted when there was a request for hold mode.
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Master Slave
LM LM
= LMP_hold
T LMP_hold

Sequence 28: Slave forces master into hold mode.

3.15.3 Master or slave requests hold mode

The master or the slave can request to enter hold mode. Upon receipt of the
request, the same request with modified parameters can be returned or the
negotiation can be terminated. If an agreement is seen LMP_accepted termi-
nates the negotiation and the ACL link is placed in hold mode. If no agreement
is seen, LMP_not_accepted with the reason code unsupported parameter
value terminates the negotiation and hold mode is not entered.

initiating
LM LM
——————————— LMP_hold_req
=1 LMP_hold_req
== LMP_hold_req
- - LMP_accepted or LMP_not_accepted

Sequence 29: Negotiation for hold mode.

3.16 SNIFF MODE

To enter sniff mode, master and slave negotiate a sniff interval T, and a sniff
offset, Dgpifr, Which specifies the timing of the sniff slots. The offset determines

the time of the first sniff slot; after that the sniff slots follows periodically with the
sniff interval Ty To avoid problems with a clock wrap-around during the ini-

tialization, one of two options is chosen for the calculation of the first sniff slot.
A timing control flag in the message from the master indicates this. Note: Only
bit1 of this field is valid.

When the link is in sniff mode the master can only start a transmission in the
sniff slot. Two parameters control the listening activity in the slave. The sniff
attempt parameter determines for how many slots the slave must listen, begin-
ning at the sniff slot, even if it does not receive a packet with its own AM
address. The sniff timeout parameter determines for how many additional slots
the slave must listen if it continues to receive only packets with its own AM
address.
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Bluetooth.

Mm/0

PDU

Contents

O

(0]

LMP_sniff

LMP_sniff_req

LMP_unsniff_req

timing control flags
Dsniff

Tsniﬂ

sniff attempt

sniff timeout

timing control flags
Dspniff

Tsniff

sniff attempt

sniff timeout

Table 3.16: PDUs used for sniff mode.

3.16.1 Master forces a slave into sniff mode

Master
LM

Slave
LM

LMP_sniff

Sequence 30: Master forces slave into sniff mode.

3.16.2 Master or slave requests sniff mode

The master or the slave can request to enter sniff mode. Upon receipt of the
request, the same request with modified parameters can be returned or the
negotiation can be terminated. If an agreement is seen LMP_accepted termi-
nates the negotiation and the ACL link is placed in sniff mode. If no agreement
is seen, LMP_not_accepted with the reason code unsupported parameter
value terminates the negotiation and sniff mode is not entered.

initiating
LM

LM

Y

A

—
-

o
L

LMP_sniff_req
LMP_sniff_req
LMP_sniff_req

LMP_accepted or LMP_not_accepted

Sequence 31: Negotiation for sniff mode.
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3.16.3 Moving a slave from sniff mode to active mode

Sniff mode is ended by sending the PDU LMP_unsniff_req. The requested
device must reply with LMP_accepted. If the slave requests it will enter active
mode after receiving LMP_accepted. If the master requests, the slave will enter
active mode after receiving LMP_unsniff_req.

initiating LM
LM

Y

LMP_unsniff_reqg
=5t LMP_accepted

Sequence 32: Slave moved from sniff mode to active mode.

3.17 PARK MODE

If a slave does not need to participate in the channel, but still should be FH-
synchronized, it can be placed in park mode. In this mode the device gives up
its AM_ADDR but still re-synchronizes to the channel by waking up at the bea-
con instants separated by the beacon interval. The beacon interval, a beacon
offset and a flag indicating how the first beacon instant is calculated determine
the first beacon instant. After this the beacon instants follow periodically at the
predetermined beacon interval. At the beacon instant the parked slave can be
activated again by the master, the master can change the park mode parame-
ters, transmit broadcast information or let the parked slaves request access to
the channel.

All PDUs sent from the master to the parked slaves are broadcast. These
PDUs (LMP_set_broadcast_scan_window, LMP_modify_beacon,
LMP_unpark_BD_addr_req and LMP_unpark_PM_addr_req) are the only
PDUs that can be sent to a slave in park mode and the only PDUs that can be
broadcast. To increase reliability for broadcast, the packets are made as short
as possible. Therefore the format for these LMP PDUs are somewhat different.
The parameters are not always byte-aligned and the length of the PDUs is vari-
able.

The messages for controlling the park mode include many parameters, which
are all defined in Bassband Specification Section 10.8.4, on page 115. When a
slave is placed in park mode it is assigned a unique PM_ADDR, which can be
used by the master to unpark that slave. The all-zero PM_ADDR has a special
meaning; it is not a valid PM_ADDR. If a device is assigned this PM_ADDR, it
must be identified with its BD_ADDR when it is unparked by the master.
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Bluetooth.

Mm/0 PDU

Contents

0] LMP_park_req

O LMP_park

0] LMP_set_broadcast_scan_window

(0] LMP_modify_beacon

0] LMP_unpark_PM_ADDR_req

O LMP_unpark_BD_ADDR _req

timing control flags
Dg

Tg

Ng

Ag

PM_ADDR
AR_ADDR
Nleeep

DBsIeep

Daccess

Tacoess
Nacc-s!ols

Npoll

Maccess

access scheme

timing control flags
Dg (optional)
broadcast scan window

timing control flags
Dg (optional)
Tg

Ng

Ag

Daccess

TEICCQSS
Nacc-s!ots

Npgol

Maccess

access scheme

timing control flags

Dg (optional)

AM_ADDR

PM_ADDR

AM_ADDR (optional)
PM_ADDR (optional)

(totally 1-7 pairs of AM_ADDR,
PM_ADDR)

timing control flags
Dg (optional)
AM_ADDR
BD_ADDR
AM_ADDR (optional)
BD_ADDR (optional)

Table 3.17: PDUs used for park mode.
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3.17.1 Master forces a slave into park mode

The master can force park mode. The master finalizes the transmission of the
current L2ZCAP message and then sends LMP_park. When this PDU is
received by the slave, it finalizes the transmission of the current LZCAP mes-
sage and then sends LMP_accepted.

Master Slave
LM LM
= LMP_park
- LMP_accepted

Sequence 33: Slave forced into park mode.

3.17.2 Master requests slave to enter park mode

The master can request park mode. The master finalizes the transmission of
the current L2ZCAP message and then sends LMP_park_req. If the slave
accepts to enter park mode it finalizes the transmission of the current L2CAP
message and then responds with LMP_accepted. Finally the master sends
LMP_park. If the slave rejects park mode it sends LMP_not_accepted.

Master Slave
LM LM
L LMP_park_req
=% LMP_accepted
e LMP_park

Sequence 34: Slave accepts to be placed in park mode.

Master Slave
LM LM
- LMP_park_req
- LMP_not_accepted

Sequence 35: Slave rejects to be placed in park mode.

3.17.3 Slave requests to be placed in park mode

The slave can request park mode. The slave finalizes the transmission of the

current L2ZCAP message and then sends LMP_park_req. If the master accepts
park mode it finalizes the transmission of the current L2ZCAP message and then
sends LMP_park. If the master rejects park mode it sends LMP_not_accepted.
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Master Slave
LM LM
- LMP_park_req
= LMP_park

Sequence 36. Master accepts and places slave in park mode.

Master Slave
LM LM
-t LMP_park_req
- LMP_not_accepted

Sequence 37: Master rejecls to place slave in park mode.

3.17.4 Master sets up broadcast scan window

If more broadcast capacity is needed than the beacon train, the master can
indicate to the slaves that more broadcast information will follow the beacon
train by sending LMP_set_broadcast_scan_window. This message is always
sent in a broadcast packet at the beacon slot(s). The scan window starts in the
beacon instant and is only valid for the current beacon.

Master All slaves
LM LM
- LMP_set_broadcast_scan_window

Sequence 38: Master notifies all slaves of increase in broadcast capacity.

3.17.5 Master modifies beacon parameters

When the beacon parameters change the master notifies the parked slaves of
this by sending LMP_modify_beacon. This message is always sent in a broad-
cast packet at the beacon slot(s).

Master All slaves
LM LM
- LMP_maodify_beacon

Sequence 39: Master modifies beacon parameters.

3.17.6 Unparking slaves

The master can unpark one or many slaves by sending a broadcast LMP mes-
sage including the PM_ADDR or the BD_ADDR of the device(s) it wishes to
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unpark at the beacon slot(s). This message also includes the AM_ADDR that
the master assigns to the slave(s). After sending this message, the master
must check the success of the unpark by polling each unparked slave, i.e.
sending POLL packets, so that the slave is granted access to the channel. The
unparked slave must then send a response with LMP_accepted. If this mes-
sage is not received from the slave within a certain time after the master sent
the unpark message, the unpark failed and the master must consider the slave
as still being in park mode.

One message is used where the parked device is identified with the
PM_ADDR, and another message is used where it is identified with the
BD_ADDR. Both messages have variable length depending on the number of
slaves the master unparks. For each slave the master wishes to unpark an
AM_ADDR followed by the PM/BD_ADDR of the device that is assigned this
AM_ADDR is included in the payload. If the slaves are identified with the
PM_ADDR a maximum of 7 slaves can be unparked with the same message. If
they are identified with the BD_ADDR a maximum of 2 slaves can be unparked
with the same message.

Master All slaves
LM LM
= LMP_unpark_BD_ADDR_req

LMP_accepted (from 1* unparked slave)
LMP_accepted (from 2" unparked slave)

A A

Sequence 40: Master unparks slaves addressed with their BD_ADDR.

Master All slaves
LM LM
i LMP_unpark_PM_ADDR_req

LMP_accepted (from 1 unparked slave)
LMP_accepted (from 2" unparked slave)

A A

LMP_accepted (from 7" unparked slave)

A

Sequence 41: Master unparks slaves addressed with their PM_ADDR.

3.18 POWER CONTROL

If the RSSI value differs too much from the preferred value of a Bluetooth
device, it can request an increase or a decrease of the other device's TX
power. Upon receipt of this message, the output power is increased or
decreased one step. See Radio Spacification Section 3.1, on pags 21 for the
definition of the step size. At the master side the TX power is completely inde-
pendent for different slaves; a request from one slave can only effect the mas-
ter's TX power for that same slave.
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Mm/0 PDU Contents
0] LMP_incr_power_req for future use (1 Byte)
O LMP_decr_power_req for future use (1 Byte)
O LMP_max_power -
(0] LMP_min_power -

Table 3.18: PDUs used for power control.

Initiating LM
LM

Y

LMP_incr_power_req
or
LMP_decr_power_req

Sequence 42: A device requests a change of the other device's TX power.

If the receiver of LMP_incr_power_req already transmits at maximum power
LMP_max_power is returned. The device may then only request an increase
again after having requested a decrease at least once. Similarly, if the receiver
of LMP_decr_power_req already transmits at minimum power then
LMP_min_power is returned and the device may only request a decrease
again after having requested an increase at least once.

Initiating LM
LM
- LMP_incr_power_req
= LMP_max_power

Sequence 43: The TX power cannot be increased.

Initiating LM
LM
e LMP_decr_power_req
] LMP_min_power

Sequence 44: The TX power cannot be decreased.

One byte is reserved in LMP_incr/decr_power_req for future use. It could, for
example, be the mismatch between preferred and measured RSSI. The
receiver of LMP_incr/decr_power_req could then use this value to adjust to the
correct power at once, instead of only changing it one step for each request.
The parameter value must be 0x00 for all versions of LMP where this parame-
ter is not yet defined.
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3.19 CHANNEL QUALITY-DRIVEN CHANGE BETWEEN DM
AND DH

A device is configured to always use DM packets or to always use DH packets
or to automatically adjust its packet type according to the quality of the chan-
nel. Nevertheless, all devices are capable of transmitting either DM or DH
packets. The difference between DM and DH is that the payload in a DM
packet is protected with a 2/3 FEC code, whereas the payload of a DH is not
protected with any FEC. If a device wants to automatically adjust between DM
and DH it sends LMP_auto_rate to the other device. Based upon quality mea-
sures in LC, the device determines if throughput will be increased by a change
of packet type. If so, LMP_preferred_rate is sent to the other device. The PDUs
used for this are:

M/0 PDU Contents
0] LMP_auto_rate -
0] LMP_preferred_rate data rate

Table 3.19: PDUs used for quality driven change of the data rate.

LM LM

- LMP_auto_rate

Sequence 45: The left-hand unit is configured to automatically change between DM and DH.

LM LM

-% LMP_preferred_rate

Sequence 46: The right-hand device orders the left-hand device to change data rate.
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3.20 QUALITY OF SERVICE (QoS)

The Link Manager provides Quality of Service capabilities. A poll interval,
which is defined as the maximum time between subsequent transmissions
from the master to a particular slave, is used to support bandwidth allocation
and latency control. The poll interval is guaranteed except when there are colli-
sions with page, page scan, inquiry and inquiry scan.

In addition, master and slave negotiate the number of repetitions for broadcast

packets (NBC), see Baseband Specification Section 5.3, on page 68.
M/O | PDU Contents
M LMP_quality_of_service poll interval
Nec
M LMP_quality_of service_req poll interval
Nac

Table 3.20: PDUs used for quality of service.

3.20.1 Master notifies slave of the quality of service

In this case the master notifies the slave of the new poll interval and Ngc. The
slave cannot reject the notification.

Master Slave
LM LM
= LMP_quality_of_service

Sequence 47: Master notifies slave of new quality of service.
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3.20.2 Device requests new quality of service

In this case the master or slave requests a new poll interval and Ngc.

The parameter Ng¢ is meaningful only when it is sent by a master to a slave.
For transmission of LMP_quality_of service_req PDUs from a slave, this
parameter is ignored by the master. The request can be accepted or rejected.
This will allow the master and slave to dynamically negotiate the quality of ser-
vice as needed.

Initiating
LM LM
. LMP_quality_of_service_req
- LMP_accepted

Sequence 48: Device accepts new quality of service

Initiating
LM LM
e LMP_quality_of service req
- LMP_not_accepted

Sequence 49: Device rejects new quality of service.

3.21 SCO LINKS

When a connection has been established between two Bluetooth devices the
connection consists of an ACL link. One or more SCO links can then be estab-
lished. The SCO link reserves slots separated by the SCO interval, T.,. The
first slot reserved for the SCO link is defined by Ty, and the SCO delay, Dy,

After that the SCO slots follows periodically with the SCO interval. To avoid
problems with a wrap-around of the clock during initialization of the SCO link, a
flag indicating how the first SCO slot should be calculated is included in a mes-
sage from the master. Note: Only bit0 and bit1 of this field is valid. Each SCO
link is distinguished from all other SCO links by an SCO handle. The SCO han-
dle zero is never used.

M/O PDU Contents

SCO handle
timing control flags
D
0 LMP_SCO_link_req TSC"
scCo
SCO packet
air mode
SCO handle
reason

(0] LMP_remove_SCO_link_req

Table 3.21: PDUs used for managing the SCO links.
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3.21.1 Master initiates an SCO link

When establishing an SCO link the master sends a request with parameters
that specify the timing, packet type and coding that will be used on the SCO
link. For each of the SCO packets Bluetooth supports three different voice cod-
ing formats on the air-interface: p-law log PCM, A-law log PCM and CVSD.

The slots used for the SCO links are determined by three parameters controlled
by the master: Tg.,, Dsco and a flag indicating how the first SCO slot should be

calculated. After the first slot, the SCO slots follows periodically with the Tgg,,.

If the slave does not accept the SCO link, but is willing to consider another pos-
sible set of SCO parameters, it can indicate what it does not accept in the error
reason field of LMP_not_accepted. The master then has the possibility to issue
a new request with modified parameters.

The SCO handle in the message must be different from any already existing
SCO link(s).

master slave
LM LM
o= LMP_SCO link_req
= LMP_accepted or LMP_not_accepted

Sequence 50: Master requests an SCO link.

3.21.2 Slave initiates an SCO link

The slave can also initiate the establishment of an SCO link. The slave sends
LMP_SCO_link_req, but the parameters timing control flags and D, are
invalid as well as the SCO handle, which must be zero. If the master is not
capable of establishing an SCO link, it replies with LMP_not_accepted. Other-
wise it sends back LMP_SCO_link_req. This message includes the assigned
SCO handle, Dg, and the timing control flags. For the other parameters, the
master should try to use the same parameters as in the slave request; if the
master cannot meet that request, it is allowed to use other values. The slave
must then reply with LMP_accepted or LMP_not_accepted.

master slave
LM LM
= LMP_SCO_link_req
T LMP_not_accepted

Sequence 51: Master rejects slave’s request for an SCO link.
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master slave
LM LM
—= LMP_SCO_link_req
- LMP_SCO_link_req
- LMP_accepted or LMP_not_accepted

Sequence 52: Master accepts slave’s request for an SCO link.

3.21.3 Master requests change of SCO parameters

The master sends LMP_SCO_link_req, where the SCO handle is the handle of
the SCO link the master wishes to change parameters for. If the slave accepts
the new parameters, it replies with LMP_accepted and the SCO link will
change to the new parameters. If the slave does not accept the new parame-
ters, it replies with LMP_not_accepted and the SCO link is left unchanged.
When the slave replies with LMP_not_accepted it shall indicate in the error rea-
son parameter what it does not accept. The master can then try to change the
SCO link again with modified parameters. The sequence is the same as in
Section 2.21.1 on page 220,

3.21.4 Slave requests change of SCO parameters

The slave sends LMP_SCOQO_link_req, where the SCO handle is the handle of
the SCO link the slave wishes to change parameters for. The parameters tim-
ing control flags and Dy, are not valid in this message. If the master does not
accept the new parameters it replies with LMP_not_accepted and the SCO link
is left unchanged. If the master accepts the new parameters it replies with
LMP_SCO_link_req, where it must use the same parameters as in the slave
request. When receiving this message the slave replies with
LMP_not_accepted if it does not accept the new parameters. The SCO link is
then left unchanged. If the slave accepts the new parameters it replies with
LMP_accepted and the SCO link will change to the new parameters. The
sequence is the same as in Section 3.21.2 on page 220,

3.21.5 Remove an SCO link

Master or slave can remove the SCO link by sending a request including the
SCO handle of the SCO link to be removed and a reason indicating why the
SCO link is removed. The receiving party must respond with LMP_accepted.

initiating
LM LM

Y

LMP_remove SCO _link_req
- LMP_accepted

Sequence 53: SCO link removed.
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3.22 CONTROL OF MULTI-SLOT PACKETS

The number of slots used by a slave in its return packet can be limited. The
master allows the slave to use a maximal number of slots by sending the PDU
LMP_max_slots providing max slots as parameter. Each slave can request to
use a maximal number of slots by sending the PDU LMP_max_slot_req provid-
ing max slots as parameter. The default value is 1 slot, i.e. if the slave has not
been informed about the number of slots, it may only use 1-slot packets. Two
PDUs are used for the control of multi-slot packets.

M/0 PDU Contents
M LMP_max_slot max slots
M LMP_max_slot_req max slots

Table 3.22: PDUs used to control the use of multi-slot packets.

Master Slave
LM LM
- LMP_max_slot

Sequence 54: Master allows slave to use a maximal number of slofs.

Master Slave
LM LM
-t LMP_max_slot_req
- LMP_accepted

Sequence 55: Slave requests to use a maximal number of slots. Master accepts.

Master Slave
LM LM
~- LMP_max_slot_req
= LMP_not_accepted

Sequence 56: Slave requests to use a maximal number of slots. Master rejects.
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3.23 PAGING SCHEME

In addition to the mandatory paging scheme, Bluetooth defines optional paging
schemes; see “Appendix V| on page 893, LMP provides a means to negotiate
the paging scheme, which is to be used the next time a unit is paged.

M/0 PDU Contents

(0] LMP_page_mode_req paging scheme
paging scheme settings
(0] LMP_page_scan_mode_req paging scheme
paging scheme settings

Table 3.23: PDUs used to request paging scheme.

3.23.1 Page mode

This procedure is initiated from device A and negotiates the paging scheme
used when device A pages device B. Device A proposes a paging scheme
including the parameters for this scheme and device B can accept or reject. On
rejection the old setting is not changed. A request to switch back to the manda-
tory scheme may be rejected.

A B
LM LM
2o LMP_page_mode_req

A

LMP_accepted or LMP_not_accepted

Sequence 57: Negotiation for page mode.

3.23.2 Page scan mode

This procedure is initiated from device A and negotiates the paging scheme
used when device B pages device A. Device A proposes a paging scheme
including the parameters for this scheme and device B can accept or reject. On
rejection the old setting is not changed. A request to switch to the mandatory
scheme must be accepted.

A B
LM LM
E LMP_page_scan_mode_req

LMP_accepted or LMP_not_accepted

A

Sequence 58: Negotiation for page scan mode
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3.24 LINK SUPERVISION

Each Bluetooth link has a timer that is used for link supervision. This timer is
used to detect link loss caused by devices moving out of range, a device's
power-down, or other similar failure cases. The scheme for link supervision is
described in Baseband Specification Section 10,11, on page 126. An LMP pro-
cedure is used to set the value of the supervision timeout.

M/O PDU Contents

M LMP_supervision_timeout supervision timeout

Table 3.24: PDU used to set the supervision timeout.

master slave
LM LM
- LMP_supervision_timeout

Sequence 59: Setting the link supervision timeout.
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4 CONNECTION ESTABLISHMENT

After the paging procedure, the master must poll the slave by sending POLL or
NULL packets, with a max poll interval as defined in Tabie 5.8 on page 236,
LMP procedures that do not require any interactions between the LM and the
host at the paged unit’s side can then be carried out.

Paging Paged
unit unit

=z - Baseband page procedure

- - LMP procedures that needs no
interaction between LM and host at
the paged device's side.

o LMP_host_connection_req

([ | LMP_accepted or LMP_not_accepted
LMP procedures for pairing,

- = authentication and encryption.

& LMP_setup_complete

- LMP_setup_complete

Figure 4.1: Connection establishment.

When the paging device wishes to create a connection involving layers above
LM, it sends LMP_host_connection_req. When the other side receives this
message, the host is informed about the incoming connection. The remote
device can accept or reject the connection request by sending LMP_accepted
or LMP_not_accepted.

When a device does not require any further link set-up procedures, it will send
LMP_setup_complete. The device will still respond to requests from the other
device. When the other device is also ready with link set-up, it will send
LMP_setup_complete. After this, the first packet on a logical channel different
from LMP can then be transmitted.

m/o PDU Contents
M LMP_host_connection_req -
M LMP_setup_complete B

Table 4.1: PDUSs used for connection establishment.
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5 SUMMARY OF PDUs

Position
LMP PDU hf‘:g:; . t';”‘ke‘ Fossbie | Contents in
y pe payload

LMP_accepted 2 3 g\h’fl 2} m<« s |op code 2
LMP_au_rand 17 11 DM1 |m< s |random number 2-17
LMP_auto_rate 1 35 Cpdd mes |-

- = DV
LMP_clkoffset_req 1 5 il m—s |-

DV
LMP_clkoffset_res 3 6 gl\\; i m« s |clock offset 2-3
LMP_comb_key 17 g DM1 |m< s |random number 2-17
DM1/

LMP_decr_power_req 2 32 DV m < s |for future use 2
LMP_detach 2 7 BQ’A U mé> s [reason 2
LMP_encryption_key_size 5 16 DM1/ meos |keysize 2
_req DV
LMP_encryption_mode_ 5 15 DM1/ meos  |encryption mode 5
req DV
LMP_features_req 9 39 gl\\; il m« s |features 2-9
LMP_features_res 9 40 BI\\;‘ | me s |features 2-9
LMP_host_connection_req|1 51 gQ{A B mes |-
LMP_hold 3 20 g\h;l” m < s |hold time 2-3
LMP_hold_reqg 3 21 g\l\;‘l i m<« s |hold time 2-3
LMP_incr_power_req 2 31 g\l\;‘l L m <> s |for future use 2
LMP_in_rand 17 8 DM1 |m<« s |random number 2-17
LMP_max_power 3 33 aM1 mes |-

s DV
Table 5.1: Coding of the different LM PDUSs.
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Position
LMP PDU Length lop |PacketiPossibie) ¢ nie in
(bytes) |code |type [direction payload
LMP_max_slot 2 45 gl\\fnﬂ m — s |max slots 2
LMP_max_slot_req 2 46 gl\\; o m « s |max slots 2
LMP_min_power 1 34 DMY/ m«es |-
DV
timing control flags |2
Dg 3-4
Tg 5-6
Ng T
Ag 8
1"
LMP_modify_beacon or 28 DM1 |m—=s |Daccess 9
13
Taccess 10
Nacc-slots i
Npoll 12
Macoesg 13:0-3
access scheme 13:4-7
LMP_name_req 2 1 gt’:” m <> s |name offset 2
name offset 2
LMP_name_res 17 2 DM1 [m<>s |name length 3
name fragment 4-17
op code 2
LMP_not_accepted 3 4 B\T” mes
reason 3
DM/ paging scheme 2
LMP_page_mode_req 3 53 DV mes
paging scheme settings|3
paging scheme 2
LMP_page_scan_mode_ 3 54 g\l\;ﬁ! miesa
req paging scheme settings|3

Table 5.1: Coding of the different LM PDUs.

Summary of PDUs
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Position
LMP PDU :'lfy':g:; e ;’;’:‘“ :i"r:z:*:f] Contents gmayload
timing control flags |2
Dg 3-4
Tg 5-6
Ng 7
Ag 8
PM_ADDR 9
AR_ADDR 10
LMP_park 17 26 |DM |m—s |Nasieep "
Dgsleep 12
Daccess 13
Tazsass 14
Nace-siots 15
N poll 16
Maccess 17:0-3
access scheme 17:4-7
LMP_park_req 1 5 W fnes |
LMP_preferred_rate 2 36 gl\\;‘ U m« s |data rate 2
LMP_quality_of service |4 41 g\h;‘ 1 m-—s T" e =
BC 4
Ir.::('IJP_Quality_of_service_ ” - g\l\lw — :’" inteival j‘3
BC
LMP_remove_SCO_link_ DM1/ SCO handle -
e - ¢ by P reason 3
Table 5.1: Coding of the different LM PDUs.
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Position
LMP PDU :':"g:; i fackel :?::gﬁ Contents in
v fvps payload
SCO handle 2
timing control flags 3
DSCO 4
LMP_SCO_link_req 7 43 DM/ mes
= = DV T 5
5CO
SCO packet 6
air mode 7
timing control flags |2
LMP et broadeast ~ l,or6 |27 IDMI |Im—ss |Ds 3-4
scan_window
broadcast scan window | 5-6
LMP_setup_complete 1 49 DM1 [mes |-
slot offset 2-3
LMP_slot_offset 9 52 gt"” mes
BD_ADDR 4-9
timing control flags 2
Dgniff 3-4
LMP_sniff 10 22 DM1 [m—s |Tgnig 5-6
sniff attempt 7-8
sniff timeout 9-10
timing control flags |2
Dsniﬂ 3-4
LMP_sniff_req 10 23 DM1 Imes  |Tamir 5-6
sniff attempt 7-8
sniff timeout 9-10
DM1/ S
LMP_sres 5 12 DV m <> s |authentication response 2-5
LMP_start_encryption_req |17 17 DM1 |[m —s |random number 2-17
LMP_stop_encryption_req |1 18 g\l\; L m-—s |-
:_MP_superwsnon_nmeou 3 55 g\h;l“ m <> s |supervision timeout  |2-3
LMP_switch_req 1 19 gl\\,ﬁ‘l-" mes |-

Table 5.1: Coding of the different LM PDUs.
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Position
Length |op Packet|Possible 2
LMP PDU (bytes) |code |type |direction Contents ::ayload
LMP_temp_rand 17 13 DM1 |m—s |random number 2-17
LMP_temp_key 17 14 DM1 [m—s |key 2-17
LMP_timing_accuracy_req |1 47 g\l\;ﬂl mes |-
drift 2
LMP_timing_accuracy res |3 48 g\h’d 1 mes
jitter 3
LMP_unit_key 17 10 DM1 me s |key 2-17

timing control flags |2
Dg 3-4

AM_ADDR 1% unpark [5:0-3
EMF_urperk BD_ADDR variable |29 DM1 Im—s
- AM_ADDR 2™ unpark |5:4-7
BD_ADDR 15! unpark |6-11

BD_ADDR 2™ unpark [12-17

timing control flags |2
Dg 3-4

AM_ADDR 1% unpark |5:0-3
LMP_unparic PM_ADDR | onie 130 |oM1 |m—ss

-feq AM_ADDR 2™ unpark [5:4-7

D

PM_ADDR 15! unpark

PM_ADDR 2™ unpark |7

LMP_unsniff_req 1 24 83’1” mes |-
pormanenikey” 1 [© Jov "o |
VersNr 2
LMP_version_req 6 37 gs,w me s |[Compld 3-4
SubVersNr 5-6
VersNr 2
LMP_version_res 6 38 gl\\;m me s |[Compld 3-4
SubVersNr 5-6

Table 5.1: Coding of the different LM PDUSs.

Note1: For LMP_set_broadcast_scan_window, LMP_modify_beacon,
LMP_unpark_BD_ADDR_reqgand LMP_unpark_PM_ADDR_req the parameter
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Dg is optional. This parameter is only present if bitO of timing control flags is O.

If the parameter is not included, the position in payload for all parameters fol-
lowing Dg are decreased by 2.

Note2: For LMP_unpark_BD_ADDR the AM_ADDR and the BD_ADDR of the
ond unparked slave are optional. If only one slave is unparked AM_ADDR b
unpark should be zero and BD_ADDR gnd unpark is left out.

Note3: For LMP_unpark_PM_ADDR the AM_ADDR and the PM_ADDR of the
2nd _ 7" ynparked slaves are optional. If N slaves are unparked, the fields up
to and including the N unparked slave are present. If N is odd, the AM_ADDR

(N+1)" unpark must be zero. The length of the message is x + 3N/2 if N is
even and x + 3(N+1)/2 -1 if N is odd, where x = 2 or 4 depending on if the Dg is
incluDed Or Not (See Note1).

5.1 DESCRIPTION OF PARAMETERS

Length ¢ 2
Name (bytes) Type Unit Detailed
. 0: polling technique
access scheme 1 u_int4
= 1-15: Reserved
0: p-law log
1: A-law log
air mode 1 u_intd
2: CVSD
3-255: Reserved
AM_ADDR 1 u_int4
AR_ADDR 1 u_int8
authentication 4 multiple bytes
response
BD_ADDR 6 multiple bytes
bragdeastsean; |5 u_int16 slots
window
(CLKN4g.» slave -
15
clock offset 2 u_int16 1.25ms | CHMiee master) mod 2
MSbit of second byte not
used.
g see BT Assigned Numbers
Compld = u_int16 Section 2.1 on page 1018
Daccess 1 u_int8 slots
Dg 2 u_int16 slots
Table 5.2: Parameters in LM PDUs.
Summary of PDUs 29 November 1999 N
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Length :
Name (bytes) Type Unit Detailed
Dgsieep 1 u_int8 slots

0: medium rate

data rate 1 u_int8 1: high rate
2-255: Reserved

drift 1 u_int8 ppm

Dsco 1 u_int8 slots

Dgpit 2 u_int16 slots

0: no encryption

1: point-to-point encryption
encryption mode | 1 u_intd 2: point-to-point and
broadcast encryption

3 -255: Reserved

features 8 multiple bytes See Table 5.3 an page 2534
hold time 2 u_int16 slots

jitter 1 u_int8 s

key 16 multiple bytes

key size 1 u_int8 byte

Macoess 1 u_int4 slots

max slots 1 u_intd slots

Nace-slots 1 u_int8 slots

name fragment 14 multiple bytes UTF-8 characters.
name length 1 u_int8 bytes

name offset 1 u_int8 bytes

Ng 1 u_int8

Ngc 1 u_int8

NBsleep 1 u_int8 slots

Npoil 1 u_int8 slots

op code 1 u_int8

0: mandatory scheme
paging scheme 1 u_int8 1: optional scheme 1
2-255: Reserved

Table 5.2: Parameters in LM PDUs.
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Length i -
Name (bytes) Type Unit Detailed
For mandatory scheme:
0: RO
1:R1
2:R2
paging scheme 1 U int8 3-255: Reserved
settings = For optional scheme 1:
0: Reserved
1:R1
2:R2
3-255: Reserved
PM_ADDR 1 u_int8
poll interval 2 u_int16 slots
random number | 16 multiple bytes
able 5.4 on pags
reason 1 u_int8 f,?g Taoie e
SCO handle 1 u_int8
0: HV1
) 1: HV2
SCO packet 1 u_int8
- 2: HV3
3-255: Reserved
slot offset 2 u_int16 us 0 < slot offset < 1250
sniff attempt 2 u_int16 slots
sniff timeout 2 u_int16 slots
SubVersNr 2 u_int16 Defined by each company
supervision time- 5 i Int18 ks
out =
Taccess 1 u_int8 slots
Tg 2 u_int16 slots
bitd = 0: no timing change
bitd = 1: timing change
o bit1 = 0: use initialization 1
;:amézg -oihsia, 1 u_int8 bit1 = 1: use initialization 2
bit2 = 0: access window
bit2 = 1: no access window
bit3-7: Reserved

Table 5.2: Parameters in LM PDUs.
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Length :

Name (bytes) Type Unit Detailed

T 1 u_int8 slots

Tsniff 2 u_int16 slots

: 0: Bluetooth LMP 1.0
VersNr 1 u_int8
B 1-255: Reserved
Ag 1 u_int8 slots

Table 5.2: Parameters in LM PDUSs.

5.1.1 Coding of features

This parameter is a bitmap with information about the Bluetooth radio-, base-
band- and LMP features which a device supports. The bit shall be one if the
feature is supported. The feature parameter bits that are not defined in Tabls
5.3 shall be zero.

©

Byte Supported feature

3-slot packets
5-slot packets
encryption

slot offset
timing accuracy
switch

hold mode

sniff mode

park mode

RSSI

channel quality driven data rate
SCO link

HV2 packets

HV3 packets

u-law log

A-law log

CvsD

paging scheme

N = O~ @ O B W N = O~ O O & W N == O

power control

Table 5.3: Coding of the parameter features.
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5.1.2 List of error reasons

The following table contains the codes of the different error reasons used in LMP.

Reason Description
0x05 Authentication Failure
0x06 Key Missing
Max Number Of SCO Connections To A Device (The maximum number of
Ox0A SCO connections to a particle device has been reached. All allowed SCO
connection handles to that device are used.)
Host Rejected due to limited resources (The host at the remote side has
0x0D rejected the connection because the remote host did not have enough addi-
tional resources to accept the connection.)
Host Rejected due to security reasons (The host at the remote side has
0x0E rejected the connection because the remote host determined that the local
host did not meet its security criteria.)
Host Rejected due to remote device is only a personal device (The host at
the remote side has rejected the connection because the remote host is a
0x0F ; ; 7 ;
personal device and will only accept the connection from one particle
remote host.)
Host Timeout (Used at connection accept timeout, the host did not respond
0x10 to an incoming connection attempt before the connection accept timer
expired.)
0x13 Other End Terminated Connection: User Ended Connection
Ox14 Other End Terminated Connection: Low Resources
0x15 Other End Terminated Connection: About to Power Off
0x16 Connection Terminated by Local Host
Repeated Attempts (An authentication or pairing attempt is made too soon
0x17 : : S =
after a previously failed authentication or pairing attempt.)
0x18 Pairing Not Allowed
0x19 Unknown LMP PDU
Ox1A Unsupported LMP Feature
0x1B SCO Offset Rejected
0x1C SCO Interval Rejected
0x1D SCO Air Mode Rejected
Ox1E Invalid LMP Parameters
Ox1F Unspecified Error
0x20 Unsupported parameter value
0x21 Switch not allowed
0x23 LMP Error Transaction Collision
0x24 PDU not allowed

Table 5.4: List of error reasons.
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5.2 DEFAULT VALUES

Bluetooth.

The Bluetooth device must use these values before anything else has been

negotiated:
Parameter Value
drift 250
jitter 10
max slots 1
poll interval 40

Table 5.5: Default values.

236
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6 TEST MODES

LMP has PDUs to support different Bluetooth test modes, which are used for
certification and compliance testing of the Bluetooth radio and baseband. See
“‘Blusiooth Test Mode” on page 803 for a detailed description of these test
modes.

6.1 ACTIVATION AND DEACTIVATION OF TEST MODE

The test mode is activated by sending LMP_test_activate to the device under
test (DUT). The DUT is always the slave. The link manager must be able to
receive this message anytime. If entering test mode is locally enabled in the
DUT it responds with LMP_accepted and test mode is entered. Otherwise the
DUT responds with LMP_not_accepted and the DUT remains in normal opera-
tion. The reason code in LMP_not_accepted shall be PDU not allowed.

Master Slave
LM LM
- LMP_test_activate
- LMP_accepted

Sequence 60: Activation of test mode successful.

Master Slave
LM LM
- LMP_test_activate
=2 LMP_not_accepted

Sequence 61: Activation of test mode fails. Slave is not allowed to enter test mode.

The test mode can be deactivated in two ways. Sending LMP_test_control with
the test scenario set to "exit test mode" exits the test mode and the slave
returns to normal operation still connected to the master. Sending LMP_detach
to the DUT ends the test mode and the connection.

6.2 CONTROL OF TEST MODE

When the DUT has entered test mode, the PDU LMP_test_control can be sent
to the DUT to start a specific test. This PDU is acknowledged with
LMP_accepted. If a device that is not in test mode receives LMP_test_control it
responds with LMP_not_accepted, where the reason code shall be PDU not
allowed.
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Master
LM

Slave
LM

Y

—
-

LMP_test_control
LMP_accepted

Sequence 62: Control of test mode successful.

Master
LM

Slave
LM

—
-}

LMP_test_control
LMP_not_accepted

Sequence 63: Control of test mode rejected since slave is not in test mode.

6.3 SUMMARY OF TEST MODE PDUs

The PDUs used for test purposes are summarized in the following table. For a
detailed description of the parameters, see Bluatooth Test Made Table 3.2 on

page 8§17,

o| LMP PDU ‘-:"‘ % Packet PPSSiPIE Contents ﬁOSitiOI‘I
= s| a type direction payload
M | LMP_test activate | 1 56 | DM1/DV | m—s -
test scenario 2
hopping mode 3
TX frequency 4
RX frequency 5
M | LMP_test control | 10 | 57 | DM1 m-—s
power control mode | 6
poll period 7
packet type 8
length of test data 9-10
Table 6.1: Test mode PDUs.
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7 ERROR HANDLING

If the Link Manager receives a PDU with unrecognized opcode, it responds
with LMP_not_accepted with the reason code unknown LMP PDU. The opcode
parameter that is echoed back is the unrecognized opcode.

If the Link Manager receives a PDU with invalid parameters, it responds with
LMP_not_accepted with the reason code invalid LMP parameters.

If the maximum response time, see Secticn 1 on page 191, is exceeded or if a
link loss is detected (see Hasaband Spacification Section 16,11, on page 128),
the party that waits for the response shall conclude that the procedure has ter-
minated unsuccessfully.

Erroneous LMP messages can be caused by errors on the channel or system-
atic errors at the transmit side. To detect the latter case, the LM should monitor
the number of erroneous messages and disconnect if it exceeds a threshold,
which is implementation-dependent.

Since LMP PDUs are not interpreted in real time, collision situations can occur
where both LMs initiate the same procedure and both cannot be completed. In
this situation, the master shall reject the slave-initiated procedure by sending
LMP_not_accepted with the reason code 'LMP Error Transaction Collision’.
The master-initiated procedure shall then be completed.
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1 INTRODUCTION

This section of the Bluetooth Specification defines the Logical Link Control and
Adaptation Layer Protocol, referred to as L2CAP. L2CAP is layered over the
Baseband Protocol and resides in the data link layer as shown in Figure 1.1.
L2CAP provides connection-oriented and connectionless data services to
upper layer protocols with protocol multiplexing capability, segmentation and
reassembly operation, and group abstractions. L2ZCAP permits higher level
protocols and applications to transmit and receive L2CAP data packets up to
64 kilobytes in length.

I
High level protocol or applications | = | high level protocol or applications

MNetwork Layer MNetwork Layer

Baseband Baseband

Device #1 | Device #2

Figure 1.1: L2CAP within protocol layers

The “Baseband Specification” on page 33 defines two link types: Synchronous
Connection-Oriented (SCO) links and Asynchronous Connection-Less (ACL)
links. SCO links support real-time voice traffic using reserved bandwidth. ACL
links support best effort traffic. The L2ZCAP Specification is defined for only ACL
links and no support for SCO links is planned.

For ACL links, use of the AUX1 packet on the ACL link is prohibited. This
packet type supports no data integrity checks (no CRC). Because L2CAP
depends on integrity checks in the Baseband to protect the transmitted infor-
mation, AUX1 packets must never be used to transport L2ZCAP packets.

The format of the ACL payload header is shown below. Figiire 1.2 on page 250
displays the payload header used for single-slot packets and Figure 1.3 dis-
plays the header used in multi-slot packets. The only difference is the size of
the length field. The packet type (a field in the Baseband header) distinguishes
single-slot packets from multi-slot packets.
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LsB MSB
2 1 5
L_CH [ FLOW T LENGTH

Figure 1.2: ACL Payload Header for single-siot packets

LSB MSB
2 1 9 4
L_CH FLOW LENGTH undefined

Figure 1.3: ACL Payload Header for muiti-slot packets

The 2-bit logical channel (L_CH) field, defined in Tabie 1.1, distinguishes
L2CAP packets from Link Manager Protocol (page 185) packets. The remain-
ing code is reserved for future use.

L_CH code Logical Channel Information

00 RESERVED Reserved for future use

01 L2CAP Continuation of L2CAP packet
10 L2CAP Start of L2ZCAP packet

11 LMP Link Manager Protocol

Table 1.1: Logical channel L_CH field contents

The FLOW bit in the ACL header is managed by the Link Controller (LC), a
Baseband implementation entity, and is normally set to1 (‘flow on’). Itis setto 0
(‘flow off') when no further L2ZCAP traffic shall be sent over the ACL link. Send-
ing an L2CAP packet with the FLOW bit set to 1 resumes the flow of incoming
L2CAP packets. This is described in more detail in “Bassband Specification”
an page 33.

1.1 L2CAP FUNCTIONAL REQUIREMENTS

The functional requirements for L2ZCAP include protocol multiplexing, segmen-
tation and reassembly (SAR), and group management. Figure 1.4 illustrates
how L2CAP fits into the Bluetooth Protocol Stack. L2ZCAP lies above the Base-
band Protocol (page 33) and interfaces with other communication protocols
such as the Bluetooth Service Discovery Protocol (SDP, page 323), RFCOMM
(page 388), and Telephony Control (TCS, page 429). Voice-quality channels
for audio and telephony applications are usually run over Baseband SCO links.
Packetized audio data, such as IP Telephony, may be sent using communica-
tion protocols running over L2CAP.
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SDP ‘ ‘RFCOMM TCS ‘ ‘ Audio
‘ LMP L2CAP ‘ ‘ Voice
[ ] ]
I ACL 1 SCO
! Baseband

Figure 1.4: L2ZCAP in Bluetooth Protocol Architecture

Essential protocol requirements for L2ZCAP include simplicity and low over-
head. Implementations of LZCAP must be applicable for devices with limited

computational resources. L2CAP should not consume excessive power since

that significantly sacrifices power efficiency achieved by the Bluetooth Radio.
Memory requirements for protocol implementation should also be kept to a
minimum.

The protocol complexity should be acceptable to personal computers, PDAs,

digital cellular phones, wireless headsets, joysticks and other wireless devices

supported by Bluetooth. Furthermore, the protocol should be designed to
achieve reasonably high bandwidth efficiency.

» Protocol Multiplexing

L2CAP must support protocol multiplexing because the Baseband Protocol

does not support any 'type’ field identifying the higher layer protocol being
multiplexed above it. LZCAP must be able to distinguish between upper
layer protocols such as the Service Discovery Protocol (page 323),
RFCOMM (page 385), and Telephony Control (page 429).

« Segmentation and Reassembly

Compared to other wired physical media, the data packets defined by the
Baseband Protocol (page 33) are limited in size. Exporting a maximum

transmission unit (MTU) associated with the largest Baseband payload (341
bytes for DHS packets) limits the efficient use of bandwidth for higher layer

protocols that are designed to use larger packets. Large L2CAP packets
must be segmented into multiple smaller Baseband packets prior to their
transmission over the air. Similarly, multiple received Baseband packets
may be reassembled into a single larger L2ZCAP packet following a simple

integrity check (described in Saction 2.4.2 on page 258). The Segmentation
and Reassembly (SAR) functionality is absolutely necessary to support pro-

tocols using packets larger than those supported by the Baseband.
* Quality of Service

The L2CAP connection establishment process allows the exchange of infor-

mation regarding the quality of service (QoS) expected between two Blue-
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tooth units. Each L2CAP implementation must monitor the resources used
by the protocol and ensure that QoS contracts are honoured.

« Groups

Many protocols include the concept of a group of addresses. The Baseband
Protocol supports the concept of a piconet, a group of devices synchro-
nously hopping together using the same clock. The L2CAP group abstrac-
tion permits implementations to efficiently map protocol groups on to
piconets. Without a group abstraction, higher level protocols would need to
be exposed to the Baseband Protocol and Link Manager functionality in
order to manage groups efficiently.

1.2 ASSUMPTIONS

The protocol is designed based on the following assumptions:

1. The ACL link between two units is set up using the Link Manager Protocol
(page 185). The Baseband provides orderly delivery of data packets,
although there might be individual packet corruption and duplicates. No
more than 1 ACL link exists between any two devices.

2. The Baseband always provides the impression of full-duplex communication
channels. This does not imply that all L2ZCAP communications are bi-direc-
tional. Multicasts and unidirectional traffic (e.g., video) do not require duplex
channels.

3. L2CAP provides a reliable channel using the mechanisms available at the
Baseband layer. The Baseband always performs data integrity checks when
requested and resends data until it has been successfully acknowledged or
a timeout occurs. Because acknowledgements may be lost, timeouts may
occur even after the data has been successfully sent. The Baseband proto-
col uses a 1-bit sequence number that removes duplicates. Note that the
use of Baseband broadcast packets is prohibited if reliability is required
since all broadcasts start the first segment of an L2CAP packet with the
same sequence bit.

1.3 SCOPE

The following features are outside the scope of L2ZCAP’s responsibilities:
« L2CAP does not transport audio designated for SCO links.

« L2CAP does not enforce a reliable channel or ensure data integrity,
that is, L2ZCAP performs no retransmissions or checksum calculations.

« L2CAP does not support a reliable multicast channel. See Saction 4.2.
» L2CAP does not support the concept of a global group name.

252 29 November 1999 Intreduction

AFFLT0293480

Samsung Ex. 1119 p. 252



BLUETOOTH SPECIFICATION Version 1.0 B page 253 of 1052

Logical Link Control and Adaptation Protocol Specification B|uetooth

2 GENERAL OPERATION

The Logical Link Control and Adaptation Protocol (L2CAP) is based around the
concept of ‘channels’. Each one of the end-points of an L2ZCAP channel is
referred to by a channel identifier.

2.1 CHANNEL IDENTIFIERS

Channel identifiers (CIDs) are local names representing a logical channel end-
point on the device. ldentifiers from 0x0001 to Ox003F are reserved for specific
L2CAP functions. The null identifier (0x0000) is defined as an illegal identifier
and must never be used as a destination end-point. Implementations are free
to manage the remaining CIDs in a manner best suited for that particular imple-
mentation, with the provision that the same CID is not reused as a local L2CAP
channel endpoint for multiple simultaneous L2CAP channels between a local
device and some remote device. Tabla 2.1 summarizes the definition and parti-
tioning of the CID name space.

CID assignment is relative to a particular device and a device can assign CIDs
independently from other devices (unless it needs to use any of the reserved
CIDs shown in the table below). Thus, even if the same CID value has been
assigned to (remote) channel endpoints by several remote devices connected
to a single local device, the local device can still uniquely associate each
remote CID with a different device.

CID Description

0x0000 Null identifier

0x0001 Signalling channel

0x0002 Connectionless reception channel
0x0003-0x003F Reserved

0x0040-0xFFFF Dynamically allocated

Table 2.1: CID Definitions

2.2 OPERATION BETWEEN DEVICES

Figure 2.1 on page 254 illustrates the use of CIDs in a communication between
corresponding peer L2CAP entities in separate devices. The connection-
oriented data channels represent a connection between two devices, where a
CID identifies each endpoint of the channel. The connectionless channels
restrict data flow to a single direction. These channels are used to support a
channel 'group’ where the CID on the source represents one or more remote
devices. There are also a number of CIDs reserved for special purposes. The
signalling channel is one example of a reserved channel. This channel is used
to create and establish connection-oriented data channels and to negotiate
changes in the characteristics of these channels. Support for a signalling chan-
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nel within an L2CAP entity is mandatory. Another CID is reserved for all incom-
ing connectionless data traffic. In the example below, a CID is used to
represent a group consisting of device #3 and #4. Traffic sent from this channel
ID is directed to the remote channel reserved for connectionless data traffic.

-—
Connection-oriented Connectionless Signaling
data channe! data channel channel

,\:;_.__._.;.__._.__._.__.;‘Ié. \ .. :_ ‘___ ________ T

Figure 2.1: Channels between devices

Table 2.2 describes the various channels and their source and destination
identifiers. An 'allocated’ channel is created to represent the local endpoint and
should be in the range 0x0040 to OxFFFF. Section 3 un page 258 describes the
state machine associated with each connectionless channel. Ssciion 4.1 on
page 2772 describes the packet format associated with bi-directional channels
and Section 4.2 on page 273 describes the packet format associated with uni-
directional channels.

Channel Type Local CID Remote CID
Connection-oriented Dynamically allocated Dynamically allocated
Connectionless data Dynamically allocated 0x0002 (fixed)
Signalling 0x0001 (fixed) 0x0001 (fixed)

Table 2.2: Types of Channel Identifiers

2.3 OPERATION BETWEEN LAYERS

L2CAP implementations should follow the general architecture described
below. L2ZCAP implementations must transfer data between higher layer proto-
cols and the lower layer protocol. This document lists a number of services that
should be exported by any L2ZCAP implementation. Each implementation must
also support a set of signalling commands for use between L2CAP implemen-
tations. L2ZCAP implementations should also be prepared to accept certain
types of events from lower layers and generate events to upper layers. How
these events are passed between layers is an implementation-dependent pro-
cess.
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Higher Layer
Request 1 ‘ Confirm Response Indication
L2CAP Layer "
Request ._‘- Canfirm Response ‘ 17 Indication

Lower Layer
| '

Figure 2.2: L2ZCAFP Architecture

2.4 SEGMENTATION AND REASSEMBLY

Segmentation and reassembly (SAR) operations are used to improve effi-
ciency by supporting a maximum transmission unit (MTU) size larger than the
largest Baseband packet. This reduces overhead by spreading the network
and transport packets used by higher layer protocols over several Baseband
packets. All L2ZCAP packets may be segmented for transfer over Baseband
packets. The protocol does not perform any segmentation and reassembly
operations but the packet format supports adaptation to smaller physical frame
sizes. An L2CAP implementation exposes the outgoing (i.e., the remote host's
receiving) MTU and segments higher layer packets into 'chunks’ that can be
passed to the Link Manager via the Host Controller Interface (HCI), whenever
one exists. On the receiving side, an L2ZCAP implementation receives 'chunks’
from the HCI and reassembles those chunks into LZCAP packets using infor-
mation provided through the HCI and from the packet header.

Higher Layer Protocol Layer

L2CAP MTU

L2CAP Layer

HCI Max Buffer

Link Manager

Baseband Protocol Layer

Figure 2.3: L2CAP SAR Variables

Segmentation and Reassembly is implemented using very little overhead in
Baseband packets. The two L_CH bits defined in the first byte of Baseband
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payload (also called the frame header) are used to signal the start and continu-
ation of L2ZCAP packets. L_CH shall be 10’ for the first segment in an L2ZCAP
packet and '01’ for a continuation segment. An example use of SAR is shown
in Figurs 2.4,

Payload

Figure 2.4: L2CAP segmentation

2.4.1 Segmentation Procedures

The L2CAP maximum transmission unit (MTU) will be exported using an imple-
mentation specific service interface. It is the responsibility of the higher layer
protocol to limit the size of packets sent to the L2CAP layer below the MTU
limit. An L2CAP implementation will segment the packet into protocol data
units (PDUs) to send to the lower layer. If LZCAP runs directly over the Base-
band Protocol, an implementation may segment the packet into Baseband
packets for transmission over the air. If LZCAP runs above the host controller
interface (typical scenario), an implementation may send block-sized chunks to
the host controller where they will be converted into Baseband packets. All
L2CAP segments associated with an L2ZCAP packet must be passed through
to the Baseband before any other L2ZCAP packet destined to the same unit
may be sent.

2.4.2 Reassembly Procedures

The Baseband Protocol delivers ACL packets in sequence and protects the
integrity of the data using a 16-bit CRC. The Baseband also supports reliable
connections using an automatic repeat request (ARQ) mechanism. As the
Baseband controller receives ACL packets, it either signals the L2CAP layer on
the arrival of each Baseband packets, or accumulates a number of packets
before the receive buffer fills up or a timer expires before signalling the L2CAP
layer.

L2CAP implementations must use the length field in the header of L2ZCAP
packets, see Section 4 on page 272, as a consistency check and discard any
L2CAP packets that fail to match the length field. If channel reliability is not
needed, packets with improper lengths may be silently discarded. For reliable
channels, L2CAP implementations must indicate to the upper layer that the
channel has become unreliable. Reliable channels are defined by having an
infinite flush timeout value as specified in Section 6.2 on pags 280,

Figure 2.5 on pags 257 illustrates the use of segmentation and reassembly
operations to transmit a single higher layer PDU. Note that while there is a one-
to-one mapping between a high layer PDU and an L2CAP packet, the segment
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size used by the segmentation and reassembly routines is left to the implemen-
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tation and may differ from the sender to the receiver.

UOISSIWSUE} PUB UOIE|NPOLW OIpEY _

d8peay dvoZT Id

anujuoes anUUOD anuues  anujuon weg sieudaidde | gajjosjuog juiq
» . se sadA) 1ayord 1008 6 '
[ buy| eeecccceas| puy | gav| | zav] | LAty cwe)oquossy | A2BEUBW YUY
- M, anunuog .. yeg —
vion] eeeeeeeees[zon [ ToW  seosom | asnion
.«.\ | Y4 \ a aiemyos
: \ \\ _ pappaqu3
3 KARY A
[dgsn| eeeesesssses |sasn| [vasn| [casn| [zasn| |1 asn] siayoed | 49A1Q
asnomoooy | SN
sng alempied gsn _ _
[dgsn| eeecccessses [casn||rasn| [casn| [zasn| [1asn| snasomosiovoed | 9ALIQ
= T 85N puag asn
3 i 7
o L i —
", ! / =
e anujuod 3 DNURUO Ty E-ﬂﬂu JoMIp gSN
g l-l-ln.l_ ZI10H —._Uﬂ_ 0] sjayoed Jajsuel | 8sn-10H
: m : 2lemljjosg
peojfed ejep |DH yibuan _mz_.__—:uouwmw_u_ ajpuey :u:uw.._:oo_ m m 1s0 _.._
/f.... m m m sjoyaed BIEP |DH AUBW
*, H : 3 10 projARd 241 o) I1OH
N - - . 1ayaed dy0z wewbag
/.f _ peojhed ejep |9H _ yBua _u::::ou"muu_h_ _m__u:m: co_—umccco_ :
\ :
.f.n peojhed ejep [9H _ ybua _r_m—wuwmn_u_ _a__u.._w: uopsauuoy
f’ -4‘!‘---}:’-‘-
e s i
N e
\ R 1oyoed
..... i 4¥Dz1 Mean
h! e T 0] Lo ELWIou| dvozi
| peoifed dvoz1 ain | wbuar |

Figure 2.5: Segmentation and Reassembly Services in a unit with an HCI
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3 STATE MACHINE

This section describes the L2ZCAP connection-oriented channel state machine.
The section defines the states, the events causing state transitions, and the
actions to be performed in response to events. This state machine is only perti-
nent to bi-directional CIDs and is not representative of the signalling channel or
the uni-directional channel.

Client Server

L T

Upper Profocol Layer Upper Protocol Layer

L2CA Request l T L2CA Confirm L2CA Response l T L2CA Indication

L2CAP_Request

—_—
L2CAP Layer L2CAP Layer
-,
§ ! " L2CAP Response |
LP_Request l T LP_Confirm LP_Response l T LP_Indication

Lower Protocol (LP) Layer Lower Protocol (LP) Layer

Figure 3.1: LZCAP Layer Interactions

Figure 3.1 illustrates the events and actions performed by an implementation of
the L2CAP layer. Client and Server simply represent the initiator of the request
and the acceptor of the request respectively. An application-level Client would
both initiate and accept requests. The naming convention is as follows. The
interface between two layers (vertical interface) uses the prefix of the lower
layer offering the service to the higher layer, e.g., L2ZCA. The interface between
two entities of the same layer (horizontal interface) uses the prefix of the proto-
col (adding a P to the layer identification), e.g., L2ZCAP. Events coming from
above are called Requests (Req) and the corresponding replies are called
Confirms (Cfm). Events coming from below are called Indications (Ind) and the
corresponding replies are called Responses (Rsp). Responses requiring fur-
ther processing are called Pending (Pnd). The notation for Confirms and
Responses assumes positive replies. Negative replies are denoted by a 'Neg’
suffix such as L2ZCAP_ConnectCfmNeg.

While Requests for an action always result in a corresponding Confirmation
(for the successful or unsuccessful satisfaction of the action), Indications do
not always result into corresponding Responses. The latter is especially true, if
the Indications are informative about locally triggered events, e.g., seeing the

1. For simplicity, the stripping of any additional HC| and USB specific information fields prior to
the creation of the baseband packets (Air_1, Air_2, etc.) is not shown in the figure.
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LP_QoSViolationInd in Section 3.1.1 on pags 258, or L2CA_TimeOutind in
Section 3.2.4 on page 264,

initiator acceplor

L2CA Lp Lp L2CA

A_R t
L2 Reques L2CAP_Request

-_____—_'—“————-—__
™ L2CA_Indication

L2CA_Respol
L2CAP_Response _Response

EE—
e

L2CA_Confirm <4 |

\
TIME

Figure 3.2: MSC of Layer Interactions

Figure 3.2 uses a message sequence chart (MSC) to illustrate the normal
sequence of events. The two outer vertical lines represent the L2CA interface
on the initiator (the device issuing a request) and the acceptor (the device
responding to the initiator's request). Request commands at the L2CA inter-
face result in Requests defined by the protocol. When the protocol communi-
cates the request to the acceptor, the remote L2CA entity presents the upper
protocol with an Indication. When the acceptor’'s upper protocol responds, the
response is packaged by the protocol and communicated back the to initiator.
The result is passed back to the initiator's upper protocol using a Confirm mes-
sage.

3.1 EVENTS

Events are all incoming messages to the L2CA layer along with timeouts.
Events are partitioned into five categories: Indications and Confirms from lower
layers, Requests and Responses from higher layers, data from peers, signal
Requests and Responses from peers, and events caused by timer expirations.

3.1.1 Lower-Layer Protocol (LP) to L2CAP events

* LP_ConnectCfm
Confirms the request (see LP_ConnectReq in Section 3.2.1) to establish a
lower layer (Baseband) connection. This includes passing the authentication
challenge if authentication is required to establish the physical link.

« LP_ConnectCfmNeg

Confirms the failure of the request (see LP_ConnectReq in Saction 3.2.1) to
establish a lower layer (Baseband) connection failed. This could be because
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the device could not be contacted, refused the request, or the LMP authenti-
cation challenge failed.

« LP Connectind

Indicates the lower protocol has successfully established connection. In the
case of the Baseband, this will be an ACL link. An L2CAP entity may use to
information to keep track of what physical links exist.

« LP_Disconnectind

Indicates the lower protocol (Baseband) has been shut down by LMP com-
mands or a timeout event.

« LP_QoSCfm
Confirms the request (see LP_QoSReq in Secticn 3.2.1) for a given quality
of service.

+ LP_QoSCfmNeg

Confirms the failure of the request (see LP_QoSReq in Section 3.2.1) for a
given quality of service.

« LP_QoSViolationind

Indicates the lower protocol has detected a violation of the QoS agreement
specified in the previous LP_QoSReq (see Section 3.2.1).

3.1.2 L2CAP to L2CAP Signalling events

L2CAP to L2CAP signalling events are generated by each L2CAP entity follow-
ing the exchange of the corresponding L2CAP signalling PDUs, see Secticn 5.
L2CAP signalling PDUs, like any other L2ZCAP PDUs, are received from a
lower layer via a lower protocol indication event. For simplicity of the presenta-
tion, we avoid a detailed description of this process, and we assume that sig-
nalling events are exchanged directly between the L2CAP peer entities as
shown in Figure 2.1 on page 288,

« L2CAP_ConnectReq

A Connection Request packet has been received.

+ L2CAP_ConnectRsp

A Connection Response packet has been received with a positive result
indicating that the connection has been established.

» L2CAP_ConnectRspPnd

A Connection Response packet has been received indicating the remote
endpoint has received the request and is processing it.

« L2CAP_ConnectRspNeg

A Connection Response packet has been received, indicating that the con-
nection could not be established.

« L2CAP_ConfigReq
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A Configuration Request packet has been received indicating the remote
endpoint wishes to engage in negotiations concerning channel parameters.

« L2CAP_ConfigRsp

A Configuration Response packet has been received indicating the remote
endpoint agrees with all the parameters being negotiated.

« L2CAP_ConfigRspNeg

A Configuration Response packet has been received indicating the remote
endpoint does not agree to the parameters received in the response packet.

« L2CAP_DisconnectReq

A Disconnection Request packet has been received and the channel must
initiate the disconnection process. Following the completion of an L2ZCAP
channel disconnection process, an L2CAP entity should return the corre-
sponding local CID to the pool of 'unassigned’ CIDs.

« L2CAP_DisconnectRsp

A Disconnection Response packet has been received. Following the receipt
of this signal, the receiving L2CAP entity may return the corresponding local
CID to the pool of unassigned CIDs. There is no corresponding negative
response because the Disconnect Request must succeed.

3.1.3 L2CAP to L2CAP Data events

L2CAP_Data
A Data packet has been received.

-

3.1.4 Upper-Layer to L2CAP events
« L2CA ConnectReq

Request from upper layer for the creation of a channel to a remote device.
« L2CA_ConnectRsp

Response from upper layer to the indication of a connection request from a
remote device (see L2CA_Connectind in Section 3.2.4).

« L2CA_ConnectRspNeg

Negative response (rejection) from upper layer to the indication of a connec-
tion request from a remote device (see L2ZCA_Connectind in Saction 3.2.4),

« L2CA_ConfigReq
Request from upper layer to (re)configure the channel.

* L2CA_ConfigRsp

Response from upper layer to the indication of a (re) configuration request
(see L2CA_Configind in Saction 3.2.4).

« L2CA ConfigRspNeg
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A negative response from upper layer to the indication of a (re) configuration
request (see L2CA_Configind in Sgction 3.2.4).

L2CA _DisconnectReq

Request from upper layer for the immediate disconnection of a channel.

L2CA_DisconnectRsp

Response from upper layer to the indication of a disconnection request (see
L2CA_Disconnectind in Section 3.2.4). There is no corresponding negative
response, the disconnect indication must always be accepted.

L2CA DataRead

Request from upper layer for the transfer of received data from L2CAP entity
to upper layer.

L2CA_DataWrite

Request from upper layer for the transfer of data from the upper layer to
L2CAP entity for transmission over an open channel.

3.1.5 Timer events

RTX

The Response Timeout eXpired (RTX) timer is used to terminate the chan-
nel when the remote endpoint is unresponsive to signalling requests. This
timer is started when a signalling request (see Section 5 on page 278)is
sent to the remote device. This timer is disabled when the response is
received. If the initial timer expires, a duplicate Request message may be
sent or the channel identified in the request may be disconnected. If a dupli-
cate Request message is sent, the RTX timeout value must be reset to a
new value at least double the previous value.

Implementations have the responsibility to decide on the maximum number
of Request retransmissions performed at the L2ZCAP level before discon-
necting the channel. The decision should be based on the flush timeout of
the signalling link. The longer the flush timeout, the more retransmissions
may be performed at the physical layer and the reliability of the channel
improves, requiring fewer retransmissions at the L2CAP level. For example,
if the flush timeout is infinite, no retransmissions should be performed at the
L2CAP level.

The value of this timer is implementation-dependent but the minimum initial
value is 1 second and the maximum initial value is 60 seconds. One RTX
timer MUST exist for each outstanding signalling request, including each
Echo Request. The timer disappears on the final expiration, when the
response is received, or the physical link is lost. The maximum elapsed time
between the initial start of this timer and the initiation of channel disconnec-
tion (if no response is received) is 60 seconds.

ERTX

The Extended Response Timeout eXpired (ERTX) timer is used in place of
the RTX timer when it is suspected the remote endpoint is performing addi-
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tional processing of a request signal. This timer is started when the remote
endpoint responds that a request is pending, e.g., when an
L2CAP_ConnectRspPnd event is received. This timer is disabled when the
formal response is received or the physical link is lost. If the initial timer
expires, a duplicate Request may be sent or the channel may be discon-
nected. If a duplicate Request is sent, the particular ERTX timer disappears,
replaced by a new RTX timer and the whole timing procedure restarts as
described previously for the RTX timer.

The value of this timer is implementation-dependent but the minimum initial
value is 60 seconds and the maximum initial value is 300 seconds. Similar to
RTX, there MUST be at least one ERTX timer for each outstanding request
that received a Pending response. There should be at most one (RTX or
ERTX) associated with each outstanding request. The maximum elapsed
time between the initial start of this timer and the initiation of channel discon-
nection (if no response is received) is 300 seconds.

3.2 ACTIONS

Actions are partitioned into five categories: Confirms and Indications to higher
layers, Request and Responses to lower layers, Requests and Responses to
peers, data transmission to peers, and setting timers.

3.2.1 L2CAP to Lower Layer actions

LP_ConnectReq

L2CAP requests the lower protocol to create a connection. If a physical link
to the remote device does not exist, this message must be sent to the lower
protocol to establish the physical connection. Since no more than a single
ACL link between two devices is assumed, see Section 1.2 on page 252,
additional L2ZCAP channels between these two devices must share the
same baseband ACL link.

Following the processing of the request, the lower layer returns with an
LP_ConnectCfm or an LP_ConnectCfmNeg to indicate whether the request
has been satisfied or not, respectively.

LP_QoSReg

L2CAP requests the lower protocol to accommodate a particular QoS
parameter set. Following the processing of the request, the lower layer
returns with an LP_QoSCfm or an LP_QoSCfmNeg to indicate whether the
request has been satisfied or not, respectively

LP_ConnectRsp

A positive response accepting the previous connection indication request
(see LP_Connectind in Section 3.1.1).

LP_ConnectRspNeg

A negative response denying the previous connection indication request
(see LP_Connectind in Ssction 3.1.1).
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3.2.2 L2CAP to L2CAP Signalling actions

This section contains the same names identified in Saction 3.1.2 except the
actions refer to the transmission, rather than reception, of these messages.

3.2.3 L2CAP to L2CAP Data actions

This section is the counterpart of Section 3.1.3. Data transmission is the action
performed here.

3.2.4 L2CAP to Upper Layer actions

» L2CA_Connectind
Indicates a Connection Request has been received from a remote device
(see LZCA_ConnectReq in Section 3.1.4).

« L2CA_ConnectCfm

Confirms that a Connection Request has been accepted (see
(L2ZCAP_ConnectReq in Secticn 3.1.4) following the receipt of a Connection
message from the remote device.

« L2CA_ConnectCfmNeg

Negative confirmation (failure) of a Connection Request (see
L2CA_ConnectReq in Saction 3.1.4). An RTX timer expiration (see
Section 3.1.8 and L2CA_TimeOutind below) for an outstanding Connect
Request can substitute for a negative Connect Response and result in this
action.

« L2CA ConnectPnd

Confirms that a Connection Response (pending) has been received from the
remote device.

« L2CA_Configind
Indicates a Configuration Request has been received from a remote device.

* L2CA_ConfigCfm

Confirms that a Configuration Request has been accepted (see
L2CA_ConfigReq in Section 3.1.4) following the receipt of a Configuration
Response from the remote device.

» L2CA_ConfigCfmNeg

Negative confirmation (failure) of a Configuration Request (see
L2CA_ConfigReq in Section 3.1.4). An RTX timer expiration (see

Section 3.1.5 and L2CA_TimeOutind below) for an outstanding Connect
Request can substitute for a negative Connect Response and result in this
action.
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L2CA_Disconnectind

Indicates a Disconnection Request has been received from a remote device
or the remote device has been disconnected because it has failed to
respond to a signalling request. See Section 3.1.5

L2CA_DisconnectCfm

Confirms that a Disconnect Request has been processed by the remote
device (see L2ZCA_DisconnectReqin Section 3.1.4) following the receipt of a
Disconnection Response from the remote device. An RTX timer expiration
(see Seclion 3.1.5 and L2CA_TimeOutind below) for an outstanding Discon-
nect Request can substitute for a Disconnect Response and result in this
action. Upon receiving this event the upper layer knows the L2CAP channel
has been terminated. There is no corresponding negative confirm.

L2CA _TimeOQutind

Indicates that a RTX or ERTX timer has expired. This indication will occur an
implementation-dependant number of times before the L2ZCAP implementa-
tion will give up and send a L2CA_Disconnectind.

L2CA_QoSViolationInd
Indicates that the quality of service agreement has been violated.

3.3 CHANNEL OPERATIONAL STATES

.

CLOSED

In this state, there is no channel associated with this CID. This is the only
state when a link level connection (Baseband) may not exist. Link discon-
nection forces all other states into the CLOSED state.

W4_L2CAP_CONNECT RSP

In this state, the CID represents a local end-point and an
L2CAP_ConnectReq message has been sent referencing this endpoint and
it is now waiting for the corresponding L2CAP_ConnectRsp message.

W4 _L2CA_CONNECT_RSP

In this state, the remote end-point exists and an L2ZCAP_ConnectReq has
been received by the local L2CAP entity. An L2CA_Connectind has been
sent to the upper layer and the part of the local L2ZCAP entity processing the
received L2ZCAP_ConnectReq waits for the corresponding response. The
response may require a security check to be performed.

CONFIG

In this state, the connection has been established but both sides are still
negotiating the channel parameters. The Configuration state may also be
entered when the channel parameters are being renegotiated. Prior to enter-
ing the CONFIG state, all outgoing data traffic should be suspended since
the traffic parameters of the data traffic are to be renegotiated. Incoming
data traffic must be accepted until the remote channel endpoint has entered
the CONFIG state.
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In the CONFIG state, both sides must issue L2ZCAP_ConfigReq messages —
if only defaults are being used, a null message should be sent, see Saction
5.4 on page 280, If a large amount of parameters need to be negotiated,
multiple messages may be sent to avoid any MTU limitations and negotiate
incrementally — see Section § on page 284 for more details.

Moving from the CONFIG state to the OPEN state requires both sides to be
ready. An L2CAP entity is ready when it has received a positive response to
its final request and it has positively responded to the final request from the
remote device.

« OPEN

In this state, the connection has been established and configured, and data
flow may proceed.

- W4_L2CAP_DISCONNECT RSP

In this state, the connection is shutting down and an L2ZCAP_DisconnectReq
message has been sent. This state is now waiting for the corresponding
response.

- W4 _L2CA DISCONNECT RSP

In this state, the connection on the remote endpoint is shutting down and an
L2CAP_DisconnectReq message has been received. An
L2CA_Disconnectind has been sent to the upper layer to notify the owner of
the CID that the remote endpoint is being closed. This state is now waiting
for the corresponding response from the upper layer before responding to
the remote endpoint.

3.4 MAPPING EVENTS TO ACTIONS

Table 3.1 defines the actions taken in response to events that occur in a partic-
ular state. Events that are not listed in the table, nor have actions marked N/C
(for no change), are assumed to be errors and silently discarded.

Data input and output events are only defined for the Open and Configuration
states. Data may not be received during the initial Configuration state, but may
be received when the Configuration state is re-entered due to a reconfiguration
process. Data received during any other state should be silently discarded.
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Event Current State Action New State
Flag physical link as up and
LP_ConnectCfm CLOSED initiate the L2CAP connec- | CLOSED
tion.
Flag physical link as down
and fail any outstanding
LP_ConnectCfmNeg | CLOSED SeiviGe comwation [edLeelS | o fiaEp
by sending an
L2CA_ConnectCfmNeg
message to the upper layer.
LP_Connectind CLOSED Flag link as up. CLOSED
LP_Disconnectind CLOSED Flag link as down. CLOSED
Send upper layer
. Any except :
LP_Disconnectind CLOSED L2CA_Disconnectind CLOSED
message.
LP_QoSViolationInd Any but OPEN Discard N/C
Send upper layer
L2CA_QoSViolationind Sl
= I = ; : W4 | 2CA
LP_QoSViolationInd OPEN message. If service level is = =
= ; DISCONNECT
guaranteed, terminate the
_RSP
channel.
CLOSED. (CID Send [
dynamicaﬂgr allo- ngA ugzi;:;‘lar:d Option- Wi L2Ch
L2CAP_ConnectReq e ; CONNECT_
cated from free ally: Send peer RSP
pool.) L2CAP_ConnectRspPnd
Send upper layer
L2CAP_ConnectRsp W4 _LICAF_CON L2CA_ConnectCfm mes- CONFIG
= NECT_RSP = .
- sage. Disable RTX timer.
Send upper layer
L2CAP_ConnectRsp | W4 _L2CAP_CON | L2CA_ ConnectPnd mes- N/C
Pnd NECT_RSP sage. Disable RTX timer
and start ERTX timer.
Send upper layer
L2CAP_ConnectRsp | W4_L2CAP_coN | L2CA_ConnectCimNeg
Neg NECT RSP message. CLOSED
= Return CID to free pool.
Disable RTX/ERTX timers.
Send peer
L2CAP_ConfigReq CLOSED L2CAP_ConfigRspNeg N/C
message.
Send upper layer
L2CAP_ConfigReq CONFIG L2CA_Configind message. N/C
Table 3.1: L2ZCAP Channel State Machine
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Event Current State Action New State
Suspend data transmission
at a convenient point. Send
L2CAP_ConfigReq OPEN upper layer CONFIG
L2CA_Configind message.
Send upper layer
L2CA_ConfigCfm message.
Disable RTX timer.
If an L2CAP_ConfigReq
L2CAP_ConfigRsp CONFIG message has been N/C or OPEN
received and positively
responded to, then enter
OPEN state, otherwise
remain in CONFIG state.
: Send upper layer
LECAP. —onfoRse | conFis L2CA_ConfigCfmNeg mes- | N/C
9 sage. Disable RTX timer.
. Send peer
L2CAP_Disconnect | 61 osED L2CAP_DisconnectRsp | NIC
q message.
L2CAP_Disconnect Any except Send upper layer L2CA_ Wi Leoh
; DISCONNECT
Req CLOSED Disconnectind message. RSP
. W4 _|L2CAP_ Send upper layer
:fsCAP—D'm"”ec‘ DISCONNECT | L2CA_DisconnectCfm mes- | CLOSED
P RSP sage. Disable RTX timer.
If complete L2CAP packet
L2CAP_Data OPEN or CONFIG | received, send upper layer | N/C
L2CA_Read confirm.
E:CI-EgscEEamicall Send peer W4 _L2CAP_
L2CA_ConnectReq y LP2CAP_ConnectReq CONNECT_RS
allocated from -
message. Start RTX timer. P
free pool)
W4 _L2CA CONN | Send peer L2CAP_
L2CA_ConnectRsp ECT RSP ConnectRsp me . CONFIG
Send peer
L2CA_ConnectRsp W4_L2CA_CONN | L2CAP_ConnectRspNeg CLOSED
Neg ECT_RSP message.
Return CID to free pool.
Send upper layer L2CA_
L2CA_ConfigReq CLOSED ConfigCfmNeg message. N/C
Send peer
L2CA_ConfigReqg CONFIG L2CAP_ConfigReq N/C
message. Start RTX timer.

Table 3.1: L2CAP Channel State Machine
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Bluetooth.

Event

Current State

Action

New State

L2CA_ConfigReq

L2CA_ConfigRsp

L2CA_ConfigRspNeg
L2CA_Disconnect
Req

L2CA_ DisconnectRsp

L2CA_DataRead

L2CA_DataWrite

Timer_RTX

Timer_ERTX

OPEN

CONFIG

CONFIG

OPEN or CONFIG

W4_L2CA_
DISCONNECT_
RSP

OPEN

OPEN

Any

Any

Suspend data transmission
at a convenient point. Send
peer L2CAP_ConfigReq
message. Start RTX timer.

Send peer
L2CAP_ConfigRsp
message. If all outstanding
L2CAP_ConfigReq mes-
sages have received posi-
tive responses then move in
OPEN state. Otherwise,
remain in CONFIG state.

Send peer L2CAP_
ConfigRspNeg message.

Send peer
L2CAP_DisconnectReq
message. Start RTX timer.

Send peer
L2CAP_DisconnectRsp
message. Return CID to
free pool.

If payload complete, trans-
fer payload to InBuffer.

Send peer L2CAP_Data
message.

Send upper layer
L2CA_TimeOutind
message. If final expiration,
return CID to free pool else
re-send Request.

Send upper layer
L2CA_TimeOutind
message. [f final expiration,
return CID to free pool else
re-send Request.

CONFIG

N/C or OPEN

N/C

W4_L2CAP_
DISCONNECT
_RSP

CLOSED

OPEN

OPEN

CLOSED

CLOSED

Table 3.1: L2CAP Channel State Machine

Figure 3.3 illustrates a simplified state machine and typical transition path
taken by an initiator and acceptor. The state machine shows what events
cause state transitions and what actions are also taken while the transitions
occur. Not all the events listed in Tai:le 2.1 are included in the simplified State

Machine to avoid cluttering the figure.

State Machine
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Bluetooth.

Everl: L2CAP_ConnecReg
Action: L2CA_Corneciing

i
P
-

W4 L3CA_CONNECT RSP | ]

— -~
~
Event: L2CA_ConneciRsp
Agtion: L2CAP_ConrectRsp

Event: LZCAP_ConfigReq
Action: LICAP ConfigRepheg

Event: L2CA_ConfigReg
Action: LICAP ConfigRsp

Event: L2CAP_DisconneciReg
Action: L2CA_Disconnecting
P
P
= el
R
Wa_LI0A_DISCON RSP | 1
~
-~
~
-~
~
Event: L2CA_DiscorneciRsp
Action: L2CAP_DiscorneciRsp -~

Normal Acceptor Path

|
> EventL2CAP_ConnectRs

~ L vont nociRsp

S CONFIG Action: L2CAP_CorfigReq
e =
/ {
i}
.

CLOSED

Event: L2CA_CorreciReg
Action: L2CAP_ConnectReqg

( | Wa_LICAP_CONNECT RSP

{I’ .
-

Y
/ Y Event: L2CAP_ConfigRspheg
| ! Action; LZCAP_ConfigReq
o
L
i
'] Event: LZCAP_ConfigRsp
1 Action: L2CA_ConfigCim
\

-

- I Event: L2CA_Disconnectieq
-7 OPEN Acion: LZCAP_DiscornpciReq

i | Wa_L2CAP_DISCON RSP

Evont: L2CAP_Discormeciisp
Action: L2CA_DisconnectCim

-—

CLOSED .
Normal Intiator Path

Figure 3.3: State Machine Example

Figure 3.4 presents another illustration of the events and actions based around
the messages sequences being communicated between two devices. In this
example, the initiator is creating the first LZCAP channel between two devices.
Both sides start in the CLOSED state. After receiving the request from the
upper layer, the entity requests the lower layer to establish a physical link. If no
physical link exists, LMP commands are used to create the physical link
between the devices. Once the physical link is established, L2ZCAP signals may
be sent over it.

Figure 3.4 is an example and not all setup sequences will be identical to the

one illustrated below.
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Bluetooth.

P

LP_Connectind

LP_ConnectRsp

]

initiator LF L
[CLOSED]
L2CA_ConnectReq
..________‘ LP_ConnectReq LMP
LP_ConnectCfm
e L2ZCAP_ConneciRaq
—_—
_____————-—______
[W4_L2CAP_ ConnectRsp]
L2CAP_ConnectRsp
__——-'—‘_______
L2CA_ConnectCim — - |
L2CA_ConfigReq <:_._________ L2CAP_ConfigReq
[CONFIG] L2CAP ConfigRsp
L2CA_ConfigChn g——T%—— |
L2CA _Configind wg— lg——" | L2CAP_CanfigReq
L2CA_ConfigRsp
T L2CAP_ConfigRsp
e S
—
Data
—_—
R
[OPEN] Data
________.————___-
| Data
___————'_-—_
-« |
L2CA_DisconnectReq
_"‘_“_'-_-h—_,________' L2CAP_DisconnectReq
_____——-—_______‘
[W4d_L2CAP_DisconneciRsp]
L2CAP_DisconnectRsp
L2CA_DisconnectCfm
[CLOSED]
A A

target

[CLOSED]

L2CA_Connectingd

[W4_L2CA_ConnectRsp]

l4———" L2CA_ComnectRsp

[CONFIG]

L2CA_Configind
—

— LA _ConfigRsp

L2CA_CenfigReq

T — L2CA_ConfigCim

[OPEN]

L2CA_Disconnactind

[W4_L2CA_DisconnectRsp]

d———  L2CA_DisconnectRsp

{CLOSED]

Figure 3.4: Message Sequence Chart of Basic Operation
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4 DATA PACKET FORMAT

L2CAP is packet-based but follows a communication model based on chan-
nels. A channel represents a data flow between L2CAP entities in remote
devices. Channels may be connection-oriented or connectionless.

All packet fields use Little Endian byte order.

4.1 CONNECTION-ORIENTED CHANNEL

Figure 4.1 illustrates the format of the L2CAP packet (also referred to as the
L2CAP PDU) within a connection-oriented channel.

L2CAP Header

2 i -3

Length Channel ID Information (payload)

LSB 16 16 MSB

Figure 4.1: L2ZCAP Packet (field sizes in bits)

The fields shown are:
« Length: 2 octets (16 bits)

Length indicates the size of information payload in bytes, excluding the length
of the L2CAP header. The length of an information payload can be up to 65535
bytes. The Length field serves as a simple integrity check of the reassembled

L2CAP packet on the receiving end.

« Channel ID: 2 octets
The channel ID identifies the destination channel endpoint of the packet. The
scope of the channel ID is relative to the device the packet is being sent to.

« Information: 0 to 656535 octets

This contains the payload received from the upper layer protocol (outgoing
packet), or delivered to the upper layer protocol (incoming packet). The min-
imum supported MTU for connection-oriented packets (MTU,,) is negoti-
ated during channel configuration (see Saction 8.1 on page 28%). The
minimum supported MTU for the signalling packet (MTUg;q) is 48 bytes (see
Section 5 on page 275).
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4.2 CONNECTIONLESS DATA CHANNEL

In addition to connection-oriented channels, L2CAP also exports the concept of
a group-oriented channel. Data sent to the 'group’ channel is sent to all mem-
bers of the group in a best-effort manner. Groups have no quality of service
associated with them. Group channels are unreliable; LZCAP makes no guar-
antee that data sent to the group successfully reaches all members of the
group. If reliable group transmission is required, it must be implemented at a
higher layer.

Transmissions to a group must be non-exclusively sent to all members of that
group. The local device cannot be a member of the group, and higher layer
protocols are expected to loopback any data traffic being sent to the local
device. Non-exclusive implies non-group members may receive group trans-
missions and higher level (or link level) encryption can be used to support pri-
vate communication.

byte0 byte1 byte2 byte3

LSB i 4 v ” MSB
Length Channel ID (0x0002)
PSM Information (payload)

Information (cont.)

Figure 4.2: Connectionless Packet

The fields shown are:

« Length: 2 octets

Length indicates the size of information payload plus the PSM field in bytes,
excluding the length of the L2ZCAP header.

« Channel ID: 2 octets
Channel ID (0x0002) reserved for connectionless traffic.

« Protocol/Service Multiplexer (PSM): 2 octets (minimum)

The PSM field is based on the ISO 3309 extension mechanism for address
fields. All content of the PSM field, referred to as the PSM value, must be
ODD, that is, the least significant bit of the least significant octet must be '1'.
Also, all PSM values must be assigned such that the least significant bit of
the most significant octet equals '0’. This allows the PSM field to be
extended beyond 16 bits. The PSM value definitions are specific to L2ZCAP
and assigned by the Bluetooth SIG. For more information on the PSM field
see Saction 5.2 on page 278,
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| ¢ Information: O to 65533 octets
The payload information to be distributed to all members of the group.
Implementations must support a minimum connectionless MTU (MTU,y,) of
670 octets, unless explicitly agreed upon otherwise, e.g., for single opera-
tion devices that are built to comply to a specific Bluetooth profile that dic-
tates the use of a specific MTU for connectionless traffic that is less than
MTU¢p-

The L2CAP group service interface provides basic group management mecha-

nisms including creating a group, adding members to a group, and removing

members from a group. There are no pre-defined groups such as ‘all radios in
| range'
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5 SIGNALLING

This section describes the signalling commands passed between two L2CAP
entities on remote devices. All signalling commands are sent to CID 0x0001.
The L2CAP implementation must be able to determine the Bluetooth address
(BD_ADDR) of the device that sent the commands. Figure 5.1 illustrates the
general format of all L2ZCAP packets containing signalling commands. Multiple
commands may be sent in a single (L2CAP) packet and packets are sent to
CID 0x0001. MTU Commands take the form of Requests and Responses. All
L2CAP implementations must support the reception of signalling packets
whose MTU (MTUg;q) does not exceed 48 bytes. L2ZCAP implementations
should not use signalling packets beyond this size without first testing whether
the implementation can support larger signalling packets.

byte0 byte1 byte2 byte3
LSB ve o e ve MSB

Length 0x0001

Command #1

Command #2

Figure 5.1: Signalling Command Packet Format

Figure 5.2 displays the general format of all signalling commands.

byte0 byte1 byte2 byte3
LSB yte yte yte yte MSB

Code |dentifier Length

data

Figure 5.2: Command format

The fields shown are:
* Code: 1 octet

The Code field is one octet long and identifies the type of command. When a
packet is received with an unknown Code field, a Command Reject packet
(defined in Section 8.1 on page 277) is sent in response.

Up-to-date values of assigned Codes are specified in the latest Bluetooth
'‘Assigned Numbers' document (page 1008). Table 5.1 on page 276 lists the
codes defined by this document. All codes are specified with the most signif-
icant bit in the left-most position.
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Code Description
0x00 RESERVED
0x01 Command reject
0x02 Connection request
0x03 Connection response
0x04 Configure request
0x05 Configure response
0x06 Disconnection request
0x07 Disconnection response
0x08 Echo request
0x09 Echo response
Ox0A Information request
0x0B Information response

Table 5.1: Signalling Command Codes

Identifier: 1 octet

The Identifier field is one octet long and helps matching a request with the
reply. The requesting device sets this field and the responding device uses
the same value in its response. A different Identifier must be used for each
original command. Identifiers should not be recycled until a period of 360
seconds has elapsed from the initial transmission of the command using the
identifier. On the expiration of a RTX or ERTX timer, the same identifier
should be used if a duplicate Request is re-sent as stated in Seciion 3.1.5
o page 262, A device receiving a duplicate request should reply with a
duplicate response. A command response with an invalid identifier is silently
discarded. Signalling identifier 0x0000 is defined to be an illegal identifier
and shall never be used in any command.

Length: 2 octets

The Length field is two octets long and indicates the size in octets of the
data field of the command only, i.e., it does not cover the Code, Identifier,
and Length fields.

Data: 0 or more octets

The Data field is variable in length and discovered using the Length field.
The Code field determines the format of the Data field.
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5.1 COMMAND REJECT (CODE 0x01)

A Command Reject packet is sent in response to a command packet with an
unknown command code or when sending the corresponding Response is
inappropriate. Figure 5.3 displays the format of the packet. The Identifier
should match the Identifier of the packet containing the unidentified code field.
Implementations must always send these packets in response to unidentified
signalling packets.

When multiple commands are included in an L2ZCAP packet and the packet
exceeds the MTU of the receiver, a single Command Reject packet is sent in
response. The identifier should match the first Request command in the
L2CAP packet. If only Responses are recognized, the packet shall be silently
discarded.

byteQ byte1 byte2 byte3d
LSB Xe = ¥= v MSB

Code=0x01 Identifier Length

Reason Data (optional)

Figure 5.3: Command Reject Packet
» Length = 0x0002 or more octets

» Reason: 2 octets
The Reason field describes why the Request packet was rejected.

Reason value Description

0x0000 Command not understood
0x0001 Signalling MTU exceeded
0x0002 Invalid CID in request
Other Reserved

Table 5.2: Reason Code Descriptions

= Data: 0 or more octets

The length and content of the Data field depends on the Reason code. If the
Reason code is 0x0000, “Command not understood”, no Data field is used.
If the Reason code is 0x0001, “Signalling MTU Exceeded”, the 2-octet Data
field represents the maximum signalling MTU the sender of this packet can
accept.

If a command refers to an invalid channel then the Reason code 0x0002 will
be returned. Typically a channel is invalid because it does not exist. A 4-
octet data field on the command reject will contain the local (first) and
remote (second) channel endpoints (relative to the sender of the Command
Reject) of the disputed channel. The latter endpoints are obtained from the
corresponding rejected command. If the rejected command contains only
one of the channel endpoints, the other one is replaced by the null CID
0x0000.
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Reason value Data Length Data value
0x0000 0 octets N/A

0x0001 2 octets Actual MTU
0x0002 4 octets Requested CID

Table 5.3: Reason Data values

5.2 CONNECTION REQUEST (CODE 0x02)

Connection request packets are sent to create a channel between two devices.
The channel connection must be established before configuration may begin.
Figure 5.4 illustrates a Connection Request packet.

byte0 byte1 byte2 byte3
LSB e i - e MSB

Code=0x02

Identifier Length

PSM Source CID

Figure 5.4: Connection Request Packet

» Length = 0x0004 or more octets

» Protocol/Service Multiplexor (PSM): 2 octets (minimum)

The PSM field is two octets (minimum) in length. The structure of the PSM
field is based on the ISO 3309 extension mechanism for address fields. All
PSM values must be ODD, that is, the least significant bit of the least signifi-
cant octet must be '1'. Also, all PSM values must be assigned such that the
least significant bit of the most significant octet equals '0’. This allows the
PSM field to be extended beyond 16 bits. PSM values are separated into
two ranges. Values in the first range are assigned by the Bluetooth SIG and
indicate protocols. The second range of values are dynamically allocated
and used in conjunction with the Service Discovery Protocol (SDP). The
dynamically assigned values may be used to support multiple implementa-
tions of a particular protocol, e.g., RFCOMM, residing on top of L2ZCAP or for
prototyping an experimental protocol.

PSM value Description

0x0001 Service Discovery Protocol
0x0003 RFCOMM

0x0005 Telephony Control Protocol
<0x1000 RESERVED
[0x1001-0xFFFF] DYNAMICALLY ASSIGNED

Table 5.4: Defined PSM Values

278 29 November 1999 Signalling

AFFLT0293506

Samsung Ex. 1119 p. 278



BLUETOOTH SPECIFICATION Version 1.0 B page 279 of 1052

Logical Link Control and Adaptation Protocol Specification B|uetooth

« Source CID (SCID): 2 octets

The source local CID is two octets in length and represents a channel end-
point on the device sending the request. Once the channel has been config-
ured, data packets flowing from the sender of the request must be send to
this CID. In this section, the Source CID represents the channel endpoint on
the device sending the request and receiving the response, while the Desti-
nation CID represents the channel endpoint on the device receiving the
request and sending the response.

5.3 CONNECTION RESPONSE (CODE 0x03)

When a unit receives a Connection Request packet, it must send a Connection
Response packet. The format of the connection response packet is shown in
Figure 5.4,

LSB byte0 byte1 byte2 byte3 MSB
Code=0x03 |dentifier Length
Destina.tion CID ‘ Source CID
Result ‘ Status

Figure 5.5: Connection Response Packet

» Length = 0x0008 octets

« Destination Channel Identifier (DCID): 2 octets
The field contains the channel end-point on the device sending this
Response packet.

« Source Channel Identifier (SCID): 2 octets

The field contains the channel end-point on the device receiving this
Response packet.
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« Result: 2 octets

The result field indicates the outcome of the connection request. The result
value of 0x0000 indicates success while a non-zero value indicates the con-
nection request failed. A logical channel is established on the receipt of a
successful result. Tabie 5.5 defines values for this field. If the result field is
not zero, the DCID and SCID fields should be ignored.

Value Description

0x0000 | Connection successful.

0x0001 | Connection pending

0x0002 | Connection refused — PSM not supported.
0x0003 | Connection refused — security block.

0x0004 | Connection refused — no resources available.

Other Reserved.

Table 5.5: Result values

» Status: 2 octets
Only defined for Result = Pending. Indicates the status of the connection.

Value Description

0x0000 No further information available
0x0001 Authentication pending
0x0002 Autharization pending

Other Reserved

Table 5.6: Status values

5.4 CONFIGURATION REQUEST (CODE 0x04)

Configuration Request packets are sent to establish an initial logical link trans-
mission contract between two L2CAP entities and also to re-negotiate this con-
tract whenever appropriate. During a re-negotiation session, all data traffic on
the channel should be suspended pending the outcome of the negotiation.
Each configuration parameter in a Configuration Request is related exclusively
either with the outgoing or the incoming data traffic but not both of them. In
Section 6 on page 289, the various configuration parameters and their relation
to the outgoing or incoming data traffic are presented. If an L2ZCAP entity
receives a Configuration Request while it is waiting for a response it must not
block sending the Configuration Response, otherwise the configuration pro-
cess may deadlock.

If no parameters need to be negotiated, no options need to be inserted and the
C-bit should be cleared. L2CAP entities in remote devices MUST negotiate all
parameters defined in this document whenever the default values are not
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acceptable. Any missing configuration parameters are assumed to have their
most recently (mutually) explicitly or implicitly accepted values. Event if all
default values are acceptable, a Configuration Request packet with no options
MUST be sent. Implicitly accepted values are any default values for the config-
uration parameters specified in this document that have not been explicitly
negotiated for the specific channel under configuration.

Each configuration parameter is one-directional and relative to the direction
implied by the sender of a Configuration Request. If a device needs to estab-
lish the value of a configuration parameter in the opposite direction than the
one implied by a Configuration Request, a new Configuration Request with the
desired value of the configuration parameter in it needs to be sent in the direc-
tion opposite the one used for the original Connection Request.

The decision on the amount of time (or messages) spent arbitrating the chan-
nel parameters before terminating the negotiation is left to the implementation
but it shall not last more than 120 seconds.

Figure 5.8 defines the format of the Configuration Request packet.

byte0 byte1 byte2 byte3
LSB / y Y / MSB
Code=0x04 |dentifier Length
Destination CID Flags
Options

Figure 5.6: Configuration Request Packet

« Length = 0x0004 or more octets
« Destination CID (DCID): 2 octets

The field contains the channel end-point on the device receiving this
Request packet.

« Flags: 2 octets

Figure 5.7 display the two-octet Flags field. Note the most significant bit is
shown on the left.

MSB LSB

Reserved - Cc

Figure 5.7: Configuration Request Flags field format

C — more configuration requests will follow when set to 1. This flag indicates
that the remote device should not enter OPEN state after agreeing to these
parameters because more parameter negotiations are being sent. Segment-
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ing the Configuration Request packet is necessary if the parameters exceed
the MTUg;q.

Other flags are reserved and should be cleared. L2CAP implementations
should ignore these bits.

« Configuration Options

The list of the parameters and their values to be negotiated. These are
defined in Section 6 on page 289, Configuration Requests may contain no
options (referred to as an empty or null configuration request) and can be
used to request a response. For an empty configuration request the length
field is set to 0x0004.
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5.5 CONFIGURE RESPONSE (CODE 0X05)

Configure Response packets MUST be sent in reply to Configuration Request
packets. Each configuration parameter value (if any is present) in a Configura-
tion Response reflects an 'adjustment’ to a configuration parameter value that
has been sent (or, in case of default values, implied) in the corresponding Con-
figuration Request. Thus, for example, if a configuration parameter in a Config-
uration Request relates to traffic flowing from device A to device B, the sender
of the Configuration Response will only adjust (if needed) this value again for
the same traffic flowing from device A to device B. The options sent in the
Response depend on the value in the Result field. Figure £.8 defines the for-
mat of the Configuration Response packet.

LSB byte0 byte1 byte2 byte3 MSB
Code=0x05 Identifier Length
Sourﬁa ciD I Flags
Result ‘ Config

Figure 5.8: Configuration Response Packet

« Length = 0x0006 or more octets
» Source CID (SCID): 2 octets

The field contains the channel end-point on the device receiving this
Response packet. The device receiving the Response must check that the
Identifier field matches the same field in the corresponding configuration
request command and the SCID matches its local CID paired with the origi-
nal DCID.

« Flags: 2 octets

Figure 5.9 displays the two-octet Flags field. Note the most significant bit is
shown on the left.

MSB LSB

Reserved C

Figure 5.9: Configuration Response Flags field format

C — more configuration responses will follow when set to 1. This flag indi-
cates that the parameters included in the response are a partial subset of
parameters being sent by the device sending the Response packet.

Other flags are reserved and should be cleared. L2ZCAP implementations
should ignore these bits.
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« Result: 2 octets

The Result field indicates whether or not the Request was acceptable. See
Table 5.7 for possible result codes.

Result Description

0x0000 Success

0x0001 Failure — unacceptable parameters
0x0002 Failure — rejected (no reason provided)
0x0003 Failure — unknown options

Other RESERVED

Table 5.7: Configuration Response Result codes

» Configuration Options

This field contains the list of parameters being negotiated. These are
defined in Section § on page 2849, On a successful result, these parameters
contain the return values for any wild card parameters (see Section £.3 on
pags 291) contained in the request.

On an unacceptable parameters failure (Result=0x0001) the rejected
parameters should be sent in the response with the values that would have
been accepted if sent in the original request. Any missing configuration
parameters are assumed to have their most recently (mutually) accepted
values and they too can be included in the Configuration Response if need
to be changed. Recall that, each configuration parameter is one-directional
and relative to the direction implied by the sender of a Configuration
Request. Thus, if the sender of the Configuration Response needs to estab-
lish the value of a configuration parameter in the opposite direction than the
one implied by an original Configuration Request, a new Configuration
Request with the desired value of the configuration parameter in it needs to
be sent in the direction opposite the one used for the original Connection
Request.

On an unknown option failure (Result=0x0003), the option types not under-
stood by the recipient of the Request must be included in the Response.
Note that hints (defined in Section § on page 289), those options in the
Request that are skipped if not understood, must not be included in the
Response and must not be the sole cause for rejecting the Request.

The decision on the amount of time (or messages) spent arbitrating the
channel parameters before terminating the negotiation is left to the imple-
mentation.
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5.6 DISCONNECTION REQUEST (CODE 0x06)

Terminating an L2CAP channel requires that a disconnection request packet
be sent and acknowledged by a disconnection response packet. Disconnection
is requested using the signalling channel since all other L2ZCAP packets sent to
the destination channel automatically get passed up to the next protocol layer.
Figure 5,10 displays a disconnection packet request. The receiver must ensure
both source and destination CIDs match before initiating a connection discon-
nection. Once a Disconnection Request is issued, all incoming data in transit
on this L2ZCAP channel will be discarded and any new additional outgoing data
is not allowed. Once a disconnection request for a channel has been received,
all data queued to be sent out on that channel may be discarded.

byte0 byte1 byte2 byte3
LSB J 5 MSB
Code=0x06 |dentifier Length
Destination CID Source CID

Figure 5.10: Disconnection Request Packet

« Length = 0x0004 octets

« Destination CID (DCID): 2 octets

This field specifies the end-point of the channel to be shutdown on the
device receiving this request.

« Source CID (SCID): 2 octets

This field specifies the end-point of the channel to be shutdown on the
device sending this request.

The SCID and DCID are relative to the sender of this request and must
match those of the channel to be disconnected. If the DCID is not recog-
nized by the receiver of this message, a CommandReject message with
'invalid CID’ result code must be sent in response. If the receivers finds a
DCID match but the SCID fails to find the same match, the request should
be silently discarded.
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5.7 DISCONNECTION RESPONSE (CODE 0x07)

Disconnection responses should be sent in response to each disconnection
request.

byte0 byte1 byte2 byte3
LSB MSB
Code=0x07 Identifier Length
L +
Destination CID Source CID

Figure 5.11: Disconnection Response Packet

« Length = 0x0004 octets

« Destination CID (DCID): 2 octets

This field identifies the channel end-point on the device sending the
response.

« Source CID (SCID): 2 octets

This field identifies the channel end-point on the device receiving the
response.

The DCID and the SCID (which are relative to the sender of the request),
and the Identifier fields must match those of the corresponding disconnec-
tion request command. If the CIDs do not match, the response should be
silently discarded at the receiver.

5.8 ECHO REQUEST (CODE 0x08)

Echo requests are used to solicit a response from a remote L2CAP entity.
These requests may be used for testing the link or passing vendor specific
information using the optional data field. L2ZCAP entities MUST respond to well-
formed Echo Request packets with an Echo Response packet. The Data field
is optional and implementation-dependent. L2ZCAP entities should ignore the
contents of this field.

LSB byte0 byte1 byte2 byte3 VSB

Code=0x08 Identifier Length

Data (optional)

Figure 5.12: Echo Request Packet
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5.9 ECHO RESPONSE (CODE 0x09)

Echo responses are sent upon receiving Echo Request packets. The identifier
in the response MUST match the identifier sent in the Request. The optional
and implementation-dependent data field may contain the contents of the data
field in the Request, different data, or no data at all.

byte0 byte1 byte2 byte3d
LSB 5 4 " i’ MSB

Code=0x09 |dentifier Length

Data (optional)

Figure 5.13: Echo Response Packet

5.10 INFORMATION REQUEST (CODE 0X0A)

Information requests are used to solicit implementation-specific information
from a remote L2CAP entity. LZCAP entities MUST respond to well-formed
Information Request packets with an Information Response packet.

LSB byteO byte1 byte2 byte3 MSB

Code=0x0A Identifier Length

InfoType

Figure 5.14: Information Request Packet

+ Length = 0x0002 octets
» InfoType: 2 octets

The InfoType defines the type of implementation-specific information being
solicited.

Value Description
0x0001 Connectionless MTU
Other Reserved

Table 5.8: InfoType definitions
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5.11 INFORMATION RESPONSE (CODE 0X0B)

Information responses are sent upon receiving Information Request packets.
The identifier in the response MUST match the identifier sent in the Request.
The optional data field may contain the contents of the data field in the
Request, different data, or no data at all.

bytel byte1 byte2 3
LSB Y e e by MSB

Code=0x0B Identifier Length

InfoType Result

Data (optional)

Figure 5.15: Information Response Packet

» InfoType: 2 octets
Same value sent in the request.

* Result: 2 octets

The Result contains information about the success of the request. If result is
"Success", the data field contains the information as specified in Tatis 510,
If result is "Not supported", no data should be returned.

Value Description
0x0000 Success
0x0001 Not supported
Other Reserved

Table 5.9: Information Response Result values

» Data: 0 or more octets

The contents of the Data field depends on the InfoType. For the Connection
MTU request, the data field contains the remote entity’s 2-octet acceptable
connectionless MTU.

InfoType | Data Data Length (in octets)

0x0001 Connectionless MTU | 2

Table 5.10: Information Response Data fields
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6 CONFIGURATION PARAMETER OPTIONS

Options are a mechanism to extend the ability to negotiate different connection
requirements. Options are transmitted in the form of information elements com-
prised an option type, an option length, and one or more option data fields. Fig-
ure 6.1 illustrates the format of an option.

LsSB MSB

type | length |  optondata

byte0  byte1 byte 2 byte 3

Figure 6.1: Configuration option format

« Type: 1 octet

The option type field defines the parameters being configured. The most sig-
nificant bit of the type determines the action taken if the option is not recog-
nized. The semantics assigned to the bit are defined below.

0 - option must be recognized; refuse the configuration request
1 - option is a hint; skip the option and continue processing
« Length: 1 octet

The length field defines the number of octets in the option payload. So an
option type with no payload has a length of 0.

« QOption data
The contents of this field are dependent on the option type.

6.1 MAXIMUM TRANSMISSION UNIT (MTU)

This option specifies the payload size the sender is capable of accepting. The
type is 0x01, and the payload length is 2 bytes, carrying the two-octet MTU size
value as the only information element (see Figure 6.2 on page 280).

Since all L2ZCAP implementations are capable to support a minimum L2CAP
packet size, see Section 4 on page 272, MTU is not really a negotiated value
but rather an informational parameter to the remote device that the local device
can accommodate in this channel an MTU larger than the minimum required. In
the unlikely case that the remote device is only willing to send L2CAP packets
in this channel that are larger than the MTU announced by the local device,
then this Configuration Request will receive a negative response in which the
remote device will include the value of MTU that is indented to transmit. In this
case, it is implementation specific on whether the local device will continue the
configuration process or even maintain this channel.

The remote device in its positive Configuration Response will include the actual
MTU to be used on this channel for traffic flowing into the local device which is
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minimum{ MTU in configReq, outgoing MTU capability of remote device }. The
MTU to be used on this channel but for the traffic flowing in the opposite direc-
tion will be established when the remote device (with respect to this discussion)
sends its own Configuration Request as explained in Saection 5.4 on page 280,

0 31
| type=0x01 | length=2 MTU

Figure 6.2: MTU Option Format

« Maximum Transmission Unit (MTU) Size: 2 octets
The MTU field represents the largest L2ZCAP packet payload, in bytes, that
the originator of the Request can accept for that channel. The MTU is asym-
metric and the sender of the Request shall specify the MTU it can receive on
this channel if it differs from the default value. L2ZCAP implementations must

support a minimum MTU size of 48 bytes. The default value is 672 bytes'.

6.2 FLUSH TIMEOUT OPTION

This option is used to inform the recipient of the amount of time the originator's
link controller / link manager will attempt to successfully transmit an L2CAP
segment before giving up and flushing the packet. The type is 0x02 and the
payload size is 2 octets.

0 31

: type=0x02 | length=2 Flush Timeout

Figure 6.3: Flush Timeout

* Flush Timeout

This value represents units of time measured in milliseconds. The value of 1
implies no retransmissions at the Baseband level should be performed since
the minimum polling interval is 1.25 ms. The value of all 1's indicates an infi-
nite amount of retransmissions. This is also referred to as 'reliable channel’.
In this case, the link manager shall continue retransmitting a segment until
physical link loss occurs. This is an asymmetric value and the sender of the
Request shall specify its flush timeout value if it differs from the default value
of OxFFFF.

1. The default MTU was selected based on the payload carried by two Baseband DH5 pack-
ets (2*341=682) minus the Baseband ACL headers (2*2=4) and L2CAP header (6).
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6.3 QUALITY OF SERVICE (QOS) OPTION

This option specifies a flow specification (flowSpec) similar to RFC 1363 {11
If no QoS configuration parameter is negotiated the link should assume the
default parameters discussed below. The QoS option is type 0x03.

When included in a Configuration Request, this option describes the outgoing
traffic flow from the device sending the request to the device receiving it. When
included in a positive Configuration Response, this option describes the incom-
ing traffic flow agreement as seen from the device sending the response. When
included in a negative Configuration Response, this option describes the pre-
ferred incoming traffic flow from the perspective of the device sending the
response.

L2CAP implementations are only required to support 'Best Effort’ service, sup-
port for any other service type is optional. Best Effort does not require any
guarantees. If no QoS option is placed in the request, Best Effort must be
assumed. If any QoS guarantees are required then a QoS configuration
request must be sent.

The remote device places information that depends on the value of the result
field, see Seciion 5.5 on page 2873, in its Configuration Response. If the
request was for Guaranteed Service, the response shall include specific values
for any wild card parameters (see Token Rate and Token Bucket Size descrip-
tions) contained in the request. If the result is “Failure — unacceptable parame-
ters”, the response may include a list of outgoing flowspec parameters and
parameter values that would make a new Connection Request from the local
device acceptable by the remote device. Both explicitly referenced in a Config-
uration Request or implied configuration parameters can be included in a Con-
figuration Response. Recall that any missing configuration parameters from a
Configuration Request are assumed to have their most recently (mutually)
accepted values. For both Best effort and Guaranteed service, when the QoS
option appears in the Configuration Response, "do not cares" shall be present
where they appeared in the Configuration Request.

0 31
0x03 length=22 Flags | service type |

Token Rate

Token Bucket Size (bytes)
Peak Bandwidth (bytes/second)

Latency (microseconds)

Delay Variation (microseconds)

Figure 6.4: Quality of Service Flow Specification
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« Flags: 1 octet
Reserved for future use and must be set to 0.

« Service Type: 1 octet

This field indicates the level of service required. Table 6.1 defines the differ-
ent services available. If 'No traffic’ is selected, the remainder of the fields
may be ignored because there is no data being sent across the channel in
the outgoing direction.

If '‘Best effort’, the default value, is selected, the remaining fields should be
treated as hints by the remote device. The remote device may choose to
ignore the fields, try to satisfy the hint but provide no response (QoS option
omitted in the Response message), or respond with the settings it will try to
meet.

Value Description

0x00 No traffic

0x01 Best effort (Default)
0x02 Guaranteed

Other Reserved

Table 6.1: Service type definitions

« Token Rate: 4 octets

The value of this field represents the rate at which traffic credits are granted
in bytes per second. An application may send data at this rate continuously.
Burst data may be sent up to the token bucket size (see below). Until that
data burst has been drained, an application must limit itself to the token rate.
The value 0x00000000 indicates no token rate is specified. This is the
default value and implies indifference to token rate. The value OxFFFFFFFF
represents a wild card matching the maximum token rate available. The
meaning of this value depends on the semantics associated with the service
type. For best effort, the value is a hint that the application wants as much
bandwidth as possible. For Guaranteed service the value represents the
maximum bandwidth available at the time of the request.

« Token Bucket Size: 4 octets

The value of this field represents the size of the token bucket in bytes. If the
bucket is full, then applications must either wait or discard data. The value of
0x00000000 represents no token bucket is needed; this is the default value.
The value OxFFFFFFFF represents a wild card matching the maximum
token bucket available. The meaning of this value depends on the semantics
associated with the service type. For best effort, the value indicates the
application wants a bucket as big as possible. For Guaranteed service the
value represents the maximum buffer space available at the time of the
request.

* Peak Bandwidth: 4 octets
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The value of this field, expressed in bytes per second, limits how fast pack-
ets may be sent back-to-back from applications. Some intermediate systems
can take advantage of this information, resulting in more efficient resource
allocation. The value of 0x00000000 states that the maximum bandwidth is
unknown, which is the default value.

« Latency: 4 octets

The value of this field represents the maximum acceptable delay between
transmission of a bit by the sender and its initial transmission over the air,
expressed in microseconds. The precise interpretation of this number
depends on the level of guarantee specified in the Class of Service. The
value OxFFFFFFFF represents a do not care and is the default value.

« Delay Variation: 4 octets

The value of this field is the difference, in microseconds, between the maxi-
mum and minimum possible delay that a packet will experience. This value
is used by applications to determine the amount of buffer space needed at
the receiving side in order to restore the original data transmission pattern.
The value OxFFFFFFFF represents a do not care and is the default value.

6.4 CONFIGURATION PROCESS

Negotiating the channel parameters involves three steps:

1. Informing the remote side of the non-default parameters that the local side
will accept

2. Having the remote side agreeing or disagreeing to these values (including
the default ones); steps (1) and (2) may iterate as needed

3. Repeat steps (1) and (2) for the reverse direction from the (previous) remote
side to the (previous) local side.

This process can be abstracted into a Request negotiation path and a
Response negotiation path.

6.4.1 Request Path

The Request Path negotiates the incoming MTU, flush timeout, and outgoing
flowspec. Tabie 6.2 defines the configuration options that may be placed in the
Configuration Request message and their semantics.

Parameter Description

MTU Incoming MTU information
FlushTO Qutgoing flush timeout
OutFlow QOutgoing flow information.

Table 6.2: Parameters allowed in Request
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6.4.2 Response Path

The Response Path negotiates the outgoing MTU (remote side’s incoming
MTU), the remote side’s flush timeout, and incoming flowspec (remote side’s
outgoing flowspec). If a request-oriented parameter is not present in the
Request message (reverts to default value), the remote side may negotiate for
a non-default value by including the proposed value in a negative Response
message.

Parameter Description

MTU Outgoing MTU information
FlushTO Incoming flush timeout
InFlow Incoming flow information

Table 6.3: Parameters allowed in Response

6.4.3 Configuration State Machine

The configuration state machine shown below depicts two paths. Before leav-
ing the CONFIG state and moving into the OPEN state, both paths must reach
closure. The request path requires the local device to receive a positive
response to reach closure while the response path requires the local device to
send a positive response to reach closure.

CONFIG START
Fomit LICAP Confgile P Lo Event LICA_ColigRog
Acton LICA Configind - Ackon; LICAP_Condgiieq
-~ - A
s -
-
/ 7 Ewnk LZCAP_ConligRsahiog
| | - Ao LICA Conligimbeg
SOUES ~EVED | v Ewent L2CA_ConbigRapheg \ S R e
REQUEST RECEIVED Acterc LICAP_ConbgReshing [ | REQUEST SENT
\
~
~
Everd. LICA_Conbighsp  ~, Event LICAR_Confighsa
Achon: LICAP_Cofghap ~ Acton: L2CA_Configlm
—— 2

-
CONFICG END

__________ - -—

Respanse negoliation path Regquest Negolialtion Path

Figure 6.5: Configuration State Machine

“Appendix A Configuration MSUs” on page 312 provides some configuration
examples.
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7 SERVICE PRIMITIVES

This section presents an abstract description of the services offered by L2ZCAP
in terms of service primitives and parameters. The service interface is required
for testing. The interface is described independently of any platform specific
implementation. All data values use Little Endian byte ordering.

7.1 EVENT INDICATION

Service Input Parameters QOutput Parameters

Eventindication Event, Callback Result

Description:

The use of this primitive requests a callback when the selected indication Event
OCCUrs.

Input Parameters:

Event Type: uint Size: 2 octets
Value Description
0x00 Reserved
0x01 L2CA_Connectind
0x02 L2CA_Configind
0x03 L2CA_Disconnectind
0x04 L2CA_QoSViolationind
other Reserved for future use
Callback Type: function Size: N/A
Event Callback Function Input Parameters
L2CA_Connectind BD_ADDR, CID, PSM, Identifier
L2CA_Configind CID, OutMTU, InFlow, InFlushTO
L2CA_Disconnectind CID
L2CA_QoSViolationInd BD_ADDR

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Event successfully registered
0x0001 Event registration failed
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7.1.1 L2CA_Connectind Callback

This callback function includes the parameters for the address of the remote
device that issued the connection request, the local CID representing the chan-
nel being requested, the Identifier contained in the request, and the PSM value
the request is targeting.

7.1.2 L2CA_Configind Callback

This callback function includes the parameters indicating the local CID of the
channel the request has been sent to, the outgoing MTU size (maximum
packet that can be sent across the channel) and the flowspec describing the
characteristics of the incoming data. All other channel parameters are set to
their default values if not provided by the remote device.

7.1.3 L2CA_Disconnectind Callback
This callback function includes the parameter indicating the local CID the

request has been sent to.

7.1.4 L2CA_QoSViolationind Callback

This callback function includes the parameter indicating the address of the
remote Bluetooth device where the QoS contract has been violated.

7.2 CONNECT
Service Input Parameters Output Parameters
L2CA_ConnectReq PSM, BD_ADDR LCID, Result, Status
Description:

This primitive initiates the sending of an L2CA_ConnectReq message and
blocks until a corresponding L2CA_ConnectCfm(Neg) or L2ZCA_TimeOutind
message is received.

The use of this primitive requests the creation of a channel representing a logi-
cal connection to a physical address. Input parameters are the target protocol
(PSM) and remote device's 48-bit address (BD_ADDR). Output parameters are
the local CID (LCID) allocated by the local L2ZCAP entity, and Result of the
request. If the Result indicates success, the LCID value contains the identifica-
tion of the local endpoint. Otherwise the LCID returned should be set to 0. If
Resultindicates a pending notification, the Status value may contain more
information of what processing is delaying the establishment of the connection.
Otherwise the Status value should be ignored.
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Input Parameters:

Bluetooth.

PSM Type: uint Size: 2 octets
Value Description
OxX XXX Target PSM provided for the connection

BD ADDR Type: unit Size: 6 octets
Value Description
OXX XXX KXXXXXXXK | Unique Bluetooth address of target device

Output Parameters:

LCID Type: uint Size: 2 octets
Value Description
OxX XXX Channel ID representing local end-point of the communication channel if
Result = 0x0000, otherwise set to 0.
Result Type: uint Size: 2 octets
Value Description
0x0000 Connection successful and the CID identifies the local endpoint. Ignore Sta-
tus parameter
0x0001 Connection pending. Check Status parameter for more information
0x0002 Connection refused because no service for the PSM has been registered
0x0003 Connection refused because the security architecture on the remote side
has denied the request
OxEEEE Connection timeout occurred. This is a result of a timer expiration indication
being included in the connection confirm message
Status Type: uint Size: 2 octets
Value Description
0x0000 No further information
0x0001 Authentication pending
0x0002 Authorization pending
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7.3 CONNECT RESPONSE

Service Input Parameters Output Parameters

L2CA_ConnectRsp BD_ADDR, Identifier, Result
LCID, Response, Status

Description:

This primitive represents the L2CA_ConnectRsp.

The use of this primitive issues a response to a connection request event indi-
cation. Input parameters are the remote device's 48-bit address, Identifier sent
in the request, local CID, the Response code, and the Status attached to the
Response code. The output parameter is the Result of the service request.

This primitive must be called no more than once after receiving the callback
indication. This primitive returns once the local L2ZCAP entity has validated the
request. A successful return does indicate the response has been sent over the
air interface.

Input Parameters:

BD _ADDR Type: unit Size: 6 octets
Value Description
109.9.0.0.9.9.0.0.9.0.0.0.4 Unique Bluetooth address of target device
Identifier Type: uint Size: 1 octets
Value Description
OxXX. This value must match the value received in the L2ZCA_Connectind event
described in Saction 7.1.1 on pags 288
LCID Type: uint Size: 2 octets
Value Description
OxX XXX Channel ID representing local end-point of the communication channel
Response Type: uint Size: 2 octets
Value Description
0x0000 Connection successful
0x0001 Connection pending
0x0002 Connection refused — PSM not supported
0x0003 Connection refused — security block
0x0004 Connection refused — no resources available
OxXXXX Other connection response code
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Status Type: uint Size: 2 octets
Value Description
0x0000 No further information available
0x0001 Authentication pending
0x0002 Authorization pending
OxXXXX Other status code

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Response successfully sent
0x0001 Failure to match any outstanding connection request

7.4 CONFIGURE

Service Input Parameters Output Parameters
L2CA_ConfigReq | CID, INMTU, OutFlow, Result, INnMTU, OutFlow,
OutFlushTO, LinkTO OutFlushTO

Description:

This primitive initiates the sending of an L2CA_ConfigReq message and blocks
until a corresponding L2CA_ConfigCfm(Neg) or L2ZCA_TimeOutind message is
received.

The use of this primitive requests the initial configuration (or reconfiguration) of
a channel to a new set of channel parameters. Input parameters are the local
CID endpoint, new incoming receivable MTU (InMTU), new outgoing flow spec-
ification, and flush and link timeouts. Output parameters composing the
L2CA_ConfigCfm(Neg) message are the Result, accepted incoming
MTU(InMTU), the remote side’s flow requests, and flush and link timeouts.
Note that the output results are returned only after the local L2ZCAP entity tran-
sitions out of the CONFIG state (even if this transition is back to the CONFIG
state).

Input Parameters:

CID Type: uint Size: 2 octets
Value Description
OxX XXX Local CID
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Bluetooth.

InMTU Type: uint Size: 2 octets
Value Description
OxX XXX Maximum transmission unit this channel can accept
OutFlow Type: Flow Size: x octets
Value Description
flowspec Quality of service parameters dealing with the traffic characteristics of the
outgoing data flow
OutFlushTO Size 2 octets
Value Description
OxXXXX Number of milliseconds to wait before an L2CAP packet that cannot be
acknowledged at the physical layer is dropped
0x0000 Request to use the existing flush timeout value if one exists, otherwise the
default value (OxFFFF) will be used
0x0001 Perform no retransmissions at the Baseband layer
OxFFFF Perform retransmission at the Baseband layer until the link timeout termi-
nates the channel
LinkTO Size 2 octets
Value Description
OxX XXX Number of milliseconds to wait before terminating an unresponsive link

Output Parameters:

Result Size 2 octets
Value Description
0x0000 Configuration is successful. Parameters contain agreed upon values
0x0001 Failure — invalid CID
0x0002 Failure — unacceptable parameters
0x0003 Failure — signalling MTU exceeded
0x0004 Failure — unknown options
OxEEEE Configuration timeout occurred. This is a result of a timer expiration indica-
tion being included in the configuration confirm
InMTU Size 2 octets
Value Description
0xXXXX Maximum transmission unit that the remote unit will send across this channel
(maybe less or equal to the INMTU input parameter).
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OutFlow Size 2 octets
Value Description
FlowSpec Quality of service parameters dealing with the traffic characteristics of the
agreed-upon outgoing data flow if Result is successful. Otherwise this rep-
resents the requested Quality of Service
OutFlushTO Size 2 octets
Value Description
OxXXXX Number of milliseconds before an L2CAP packet that cannot be acknowl-
edged at the physical layer is dropped. This value is informative of the
actual value that will be used for outgoing packets. It may be less or equal to
the OutFlushTO parameter given as input.

7.5 CONFIGURATION RESPONSE

Service Input Parameters Output Parameters

L2CA_ConfigRsp CID, OutMTU, InFlow Result

Description:
This primitive represents the L2ZCAP_ConfigRsp.

The use of this primitive issues a response to a configuration request event
indication. Input parameters include the local CID of the endpoint being config-
ured, outgoing transmit MTU (which may be equal or less to the OQutMTU
parameter in the L2CA_Configind event) and the accepted flowspec for incom-
ing traffic. The output parameter is the Result value.

Input Parameters:

LCID Type: uint Size: 2 octets
Value Description
OxXXXX Local channel identifier

OutMTU Type: uint Size: 2 octets
Value Description
OxXXXX Maximum transmission unit this channel will send

InFlow Type: Flow Size: x octets
Value Description
FlowSpec Quality of service parameters dealing with the traffic characteristics of the

incoming data flow
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Output Parameters:

Result Size 2 octets
Value Description
0x0000 Configuration is successful. Parameters contain agreed upon values
0x0001 Configuration failed — unacceptable parameters
0x0002 Configuration failed — rejected
0x0003 Configuration failed — invalid CID
0x0004 Configuration failed — unknown options
OxX XXX Reserved

7.6 DISCONNECT
Service Input Parameters Output Parameters
L2CA_DisconnectReq CiD Result

Description:

This primitive represents the L2ZCAP_DisconnectReq and the returned output
parameters represent the corresponding L2CAP_DisconnectRsp or the RTX
timer expiration.

The use of this primitive requests the disconnection of the channel. Input
parameter is the CID representing the local channel endpoint. Output parame-
ter is Result. Resultis zero if a LZCAP_DisconnectRsp is received, otherwise a
non-zero value is returned. Once disconnection has been requested, no pro-
cess will be able to successfully read or write from the CID. Writes in progress
should continue to be processed.

Input Parameters:

CID Type: uint Size: 2 octets
Value Description
0xX XXX Channel ID representing local end-point of the communication channel

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Disconnection successful. This is a result of the receipt of a disconnection
response message
OxEEEE Disconnection timeout occurred.
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7.7 WRITE

Service Input Parameters Output Parameters

L2CA_DataWrite

CID, Length, OutBuffer Size, Result

Description:

The use of this primitive requests the transfer of data across the channel. If the

length of the d

ata exceeds the OutMTU then only the first OutMTU bytes are

sent This command may be used for both connection-oriented and connection-

less traffic.

Input Parame

ters:

CID Type: uint Size: 2 octets
Value Description
OxX XXX Channel ID representing local end-point of the communication channel
Length Type: uint Size: 2 octets
Value Description
OxX XXX Size, in bytes, of the buffer where data to be transmitted are stored
OutBuffer Type: pointer Size: N/A
Value Description
N/A Address of the input buffer used to store the message

Output Parameters:

Size Type: uint Size: 2 octets
Value Description
OxX XXX The number of bytes transferred

Result Type: uint Size: 2 octets
Value Description
0x0000 Successful write
0x0001 Error — Flush timeout expired
0x0002 Error — Link termination (perhaps this should be left to the indication)
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7.8 READ

Service Input Parameters Output Parameters

L2CA DataRead CID, Length, InBuffer Result, N
Description:

The use of this primitive requests for the reception of data. This request returns
when data is available or the link is terminated. The data returned represents a
single L2CAP payload. If not enough data is available, the command will block
until the data arrives or the link is terminated. If the payload is bigger than the
buffer, only the portion of the payload that fits into the buffer will be returned,
and the remainder of the payload will be discarded. This command may be
used for both connection-oriented and connectionless traffic.

Input Parameters:

CcID Type: uint Size: 2 octets
Value Description
OxXXXX CID

Length Type: uint Size: 2 octets
Value Description
OxX XXX Size, in bytes, of the buffer where received data are to be stored

InBuffer Type: pointer Size: N/A
Value Description
N/A Address of the buffer used to store the message

Output parameters:

Result
Value Description
0x0000 Success
N Type: uint Size: 2 octets
Value Description
OxX XXX Number of bytes transferred to InBuffer
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7.9 GROUP CREATE
Service Input Parameters Output Parameters
L2CA_GroupCreate PSM CID

Description:

The use of this primitive requests the creation of a CID to represent a logical
connection to multiple devices. Input parameter is the PSM value that the out-
going connectionless traffic is labelled with, and the filter used for incoming
traffic. Output parameter is the CID representing the local endpoint. On cre-
ation, the group is empty but incoming traffic destined for the PSM value is
readable.

Input Parameters:

PSM Type: uint Size: 2 octets
Value Description
OxX XXX Protocol/service multiplexer value

Output Parameters:

CID Type: uint Size: 2 octets
Value Description
OxX XXX Channel ID representing local end-point of the communication channel

7.10 GROUP CLOSE

Service Input Parameters Output Parameters

L2CA_GroupClose CID Result

Description:

The use of this primitive closes down a Group.

Input Parameters:
CID Type: uint Size: 2 octets
Value Description
OxXXXX Channel ID representing local end-point of the communication channel
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Output Parameters:

Bluetooth.

Result Type: uint Size: 2 octets
Value Description
0x0000 Successful closure of the channel
0x0001 Invalid CID

7.11 GROUP ADD MEMBER

Service

Input Parameters

Output Parameters

L2CA_GroupAddMember

CID, BD_ADDR

Result

Description:

The use of this primitive requests the addition of a member to a group. The

input parameter includes the CID representing the group and the BD_ADDR of
the group member to be added. The output parameter Result confirms the suc-
cess or failure of the request.

Input Parameters:

CID Type: uint Size: 2 octets
Value Description
OxXXXX Channel ID representing local end-point of the communication channel

BD ADDR Type: uint Size: 6 octets
Value Description
OOOOXXXXXXXXX | Remote device address

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Success
0x0001 Failure to establish connection to remote device
Other Reserved
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7.12 GROUP REMOVE MEMBER

Bluetooth.

Service

Input Parameters

Output Parameters

L2CA_GroupRemoveMember | CID, BD_ADDR

Result

Description:

The use of this primitive requests the removal of a member from a group. The
input parameters include the CID representing the group and BD_ADDR of the
group member to be removed. The output parameter Result confirms the suc-
cess or failure of the request.

Input Parameters:

CID Type: uint Size: 2 octets
Value Description
OxX XXX Channel ID representing local end-point of the communication channel
BD_ADDR Type: uint Size: 6 octets
Value Description
OXXAKXXKXXXAKXXX | Unique Bluetooth address device to be removed

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Success
0x0001 Failure — device not a member of the group
Other Reserved
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7.13 GET GROUP MEMBERSHIP

Bluetooth.

Service

Input Parameters

Output Parameters

L2CA_GroupMembership CID

Result, N, BD_ADDR_Lst

Description:

The use of this primitive requests a report of the members of a group. The input
parameter CID represents the group being queried. The output parameter

Result confirms the success or failure of the operation. If the Result is success-
ful, BD_ADDR_Lst is a list of the Bluetooth addresses of the N members of the

group.

Input Parameters:

CID Type: uint Size: 2 octets
Value Description
OxX XXX Channel ID representing local end-point of the communication channel
Output Parameters:
Resuit Type: uint Size: 2 octets
Value Description
0x0000 Success
0x0001 Failure — group does not exist
Other Reserved
N Type: uint Size: 2 octets
Value Description

0x0000-0xFFFF

The number of devices in the group identified by the channel end-
point CID. If Result indicates failure, N should be setto 0

BD ADDR_List Type: pointer Size: N/A
Value Description
DX XXXXXXXXXXXX | List of N unique Bluetooth addresses of the devices in the group

identified by the channel end-point CID. If Result indicates failure,
the all-zero address is the only address that should be returned
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7.14 PING

Service Input Parameters Output Parameters

L2CA_Ping BD_ADDR, ECHO_DATA, Length Result, ECHO_DATA, Size

Description:

This primitive represents the initiation of an L2ZCA_EchoReqg command and the
reception of the corresponding L2CA_EchoRsp command.

Input Parameters:

BD ADDR Type: uint Size: 6 octets
Value Description
100.0.9.0.9.9.0.0.9.9.0.0.4 Unique Bluetooth address of target device.

ECHO_DATA Type: pointer Size: N/A
Value Description
N/A The buffer containing the contents to be transmitted in the data

payload of the Echo Request command.

Length Type: uint Size: 2 octets
Value Description
OxX XXX Size, in bytes, of the data in the buffer.

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Response received.
0x0001 Timeout occurred.

ECHO _DATA Type: pointer Size: N/A
Value Description
N/A The buffer containing the contents received in the data payload of

the Echo Response command.

Size Type: uint Size: 2 octets
Value Description
OxX XXX Size, in bytes, of the data in the buffer.
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7.15 GETINFO
Service Input Parameters Output Parameters
L2CA_Getinfo BD_ADDR, InfoType Result, InfoData, Size
Description:

This primitive represents the initiation of an L2CA_InfoReq command and the
reception of the corresponding L2CA_InfoRsp command.

Input Parameters:

BD ADDR Type: unit Size: 6 octets

Value Description

OXXXXXXXXXXXXX | Unique Bluetooth address of target device

InfoType Type: unit Size: 2 octets
Value Description
0x0001 Maximum connectionless MTU size

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Response received
0x0001 Not supported
0x0002 Informational PDU rejected, not supported by remote device
0x0003 Timeout occurred

InfoData Type: pointer Size: N/A
Value Description
N/A The buffer containing the contents received in the data payload of the Infor-

mation Response command.

Size Type: uint Size: 2 octets
Value Description
OxXXXX Size, in bytes, of the data in the InfoData buffer.
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7.16 DISABLE CONNECTIONLESS TRAFFIC
Service Input Parameters Output Parameters
L2CA_DisableCLT PSM Result

Description:

General request to disable the reception of connectionless packets. The input
parameter is the PSM value indicating service that should be blocked. This
command may be used to incrementally disable a set of PSM values. The use
of the ‘invalid' PSM 0x0000 blocks all connectionless traffic. The output param-
eter Result indicates the success or failure of the command. A limited device
might support only general blocking rather than PSM-specific blocks and would

fail to block a

single non-zero PSM value.

Input Parameters:

PSM Type: uint Size: 2 octets
Value Description
0x0000 Block all connectionless traffic
OxX XXX Protocol/Service Multiplexer field to be blocked

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Successful
0x0001 Failure — not supported
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7.17 ENABLE CONNECTIONLESS TRAFFIC
Service Input Parameters Output Parameters
L2CA_EnableCLT PSM Result
Description:

General request to enable the reception of connectionless packets. The input
parameter is the PSM value indicating the service that should be unblocked.
This command may be used to incrementally enable a set of PSM values. The
use of the ‘invalid’ PSM 0x0000 enables all connectionless traffic. The output
parameter Result indicates the success or failure of the command. A limited
device might support only general enabling rather than PSM-specific filters,
and would fail to enable a single non-zero PSM value.

Input Parameters:

PSM Type: uint Size: 2 octets
Value Description
0x0000 Enable all connectionless traffic
OxXXXX Protocol/Service Multiplexer field to enable

Output Parameters:

Result Type: uint Size: 2 octets
Value Description
0x0000 Successful
0x0001 Failure — not supported
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8 SUMMARY

The Logical Link Control and Adaptation Protocol (L2ZCAP) is one of two link
level protocols running over the Baseband. L2CAP is responsible for higher
level protocol multiplexing, MTU abstraction, group management, and convey-
ing quality of service information to the link level.

Protocol multiplexing is supported by defining channels. Each channel is bound
to a single protocol in a many-to-one fashion. Multiple channels can be bound
to the same protocol, but a channel cannot be bound to multiple protocols.
Each L2CAP packet received on a channel is directed to the appropriate higher
level protocol.

L2CAP abstracts the variable-sized packets used by the Baseband Protocol
(page 33). It supports large packet sizes up to 64 kilobytes using a low-
overhead segmentation-and-reassembly mechanism.

Group management provides the abstraction of a group of units allowing more
efficient mapping between groups and members of the Bluetooth piconet.
Group communication is connectionless and unreliable. When composed of
only a pair of units, groups provide connectionless channel alternative to
L2CAP’s connection-oriented channel.

L2CAP conveys QoS information across channels and provides some admis-
sion control to prevent additional channels from violating existing QoS con-
tracts.
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TERMS AND ABBREVIATIONS

Baseband Baseband Protocol

IETF Internet Engineering Task Force

IP Internet Protocol

IrDA Infra-red Data Association

L CH Logical Channel

LC Link Controller

LM Link Manager

LMP Link Manager Protocol

MTU Maximum Transmission Unit

PPP Point-to-Point Protocol

Reliable Characteristic of an L2ZCAP channel that has an infinite

flush timeout

RFC Request For Comments

SAR Segmentation and Reassembly
Appendix 29 November 1999 317

Samsung Ex. 1119

AFFLT0293545
p- 317



BLUETOOTH SPECIFICATION Version 1.0 B page 318 of 1082

Logical Link Control and Adaptation Protocol Specification Bluetooth

APPENDIX A: CONFIGURATION MSCs

The examples in this appendix describe a sample of the multiple possible con-
figuration scenarios that might occur. Currently, these are provided as sugges-
tions and may change in the next update of the Specification.

Figure tillustrates the basic configuration process. In this example, the devices
exchange MTU information. All other values are assumed to be default.

Device A Device B

A A
L2GC |p Lp L2C

L2CA_ConfigReq
= T |

Slre ______-—-_m_'
[MTU=0x00000100] L2CAP_ConfigReq [~

[~ L2CA_Configind
L2CA_ConfigRsp

Result=Success

] R
L2CA_ConfigCim a—| L2CAP_ConfigRsp
L2CA_ConfigReq
 —  —] Option=0x01
L2CA_Configind a—| L2CAP_CanfigReq MTL=0:00000200)

L2CA_ConfigRsp
Result=Success

—

_-'-_-_-_-__‘_—-———-_
L2CAP_ConfgREp |~~~ | 56A_Configtim

y
TIME

Figure I: Basic MTU exchange

Figure H on page 318 illustrates how two devices interoperate even though one
device supports more options than the other does. Device A is an upgraded
version. It uses a hypothetically defined option type 0x20 for link-level security.
Device B rejects the command using the Configuration Response packet with
result 'unknown parameter’ informing Device A that option 0x20 is not under-
stood. Device A then resends the request omitting option 0x20. Device B
notices that it does not need to such a large MTU and accepts the request but
includes in the response the MTU option informing Device A that Device B will
not send an L2CAP packet with a payload larger than 0x80 octets over this
channel. On receipt of the response, Device A could reduce the buffer allo-
cated to hold incoming traffic.
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Bluetooth.

Device A

L2CA

L2CA_ConfigReq —

Option=0x01
[MTU=0x00000100]
Option=0x20

[Data=0xFA120823]

L2CA_ConfigGfm 4—|

L2CA_ConfigReq —_ |

Oplion=0x01
[MTU=0x00000100]

L2CA_ConfigCim a—|

L2CA_Configind a—]

L2CA_ConfigRsp —

Resull=Success

\J
TIME

—

Device B
CA
LP LP L2
-____—_____‘——-——-
o

L2CAP_ConfigReq

I

L2CAP_ConfigRsp

—
L2CAP_ConfigReq

___-—--—-_-_-_____-
L2CAP_ConfigRsp

.__-—-——-_-_-__-—_-
L2CAP_ConfigReq

—
L2CAP_CanfigRsp

[~ L2CA_Configind

L2CA_ConfigRsp

Result=Unknown option
Option=0x20

[~ L2CA_Configind

L2CA_ConfigRsp

Result=Success
[MTU=0x00000080]

L2CA_ConfigReq

Option=0x01
[MTU=0x00000200]

|~ L2CA_ConfigCfm

J

Figure II: Dealing with Unknown Options

Figure il on page 320 illustrates an unsuccessful configuration request. There
are two problems described by this example. The first problem is that the con-
figuration request is placed in an L2CAP packet that cannot be accepted by the

remote device, due to its size. The remote device informs the sender of this

problem using the Command Reject message. Device A then resends the con-
figuration options using two smaller L2CAP_ConfigReq messages.

The second problem is an attempt to configure a channel with an invalid CID.

For example device B may not have an open connection on that CID

(0x01234567 in this example case).
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Bluetooth.

Device A

L2CA

L2CA_ConfigReq —

L2CA_ConfigCfmNeg 4|

¥
TIME

LP LB

-__._______-——-—-_

L2CAP_ConfigReq
ID=0x1224
DCID=0x01234567
Option=0x01
[MTU=0x00000100
Option=0x20
[Data=BIG]

_-——-—-"____-_-__

L2CAP_CmdReject
ID=0x1234
Reason=0x0001
{MTU exceeded)
Data=0x80

_-__‘—-_—_____——-——.

L2CAP_ConfligReq
ID=0x1235
DCID=0x01234567
Option=0x01
[MTU=0x00000100]
Chagsetio 1

L2CAP_CmdReject
|D=0x1235
Reason=0x0002
{Invalid CID)

_______—-——-—-_-'_-_
L2CAP_CmdReject
ID=0x1236

Reason=0x0002
y (Invalid CID) Y

|

Device B

L2CA

L2CAP_ConfigReq

ID=0x1236
DCID=0x01234567
Option=0x20
[Data=RIG]

Figure lll: Unsuccessful Configuration Request
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