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to the loudness rating, in ITU R79 and at PGA value of 0 dB. Programmable

Gain Amplifiers (PGAS) are used to control the audio level at the terminals by

the user. For conversion between various PCM representations: A-law. u-law

and linear PCM, ITU-T G.711, G.712, G.?14 give guidelines and PCM value

relationships. Zero-code suppression based on ITU-T G.711 is also recom-
mended to avoid network mismatches.

General Audio Recommendations 29 November 1999
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1.7 FREQUENCY MASK

For interfacing a Bluetooth terminal to a digital cellular mobile terminal. a com-

pliance of the CVSD deooder signal to the frequency mask given in the celluiar

standard, is recommended to guarantee correct function of the speech coders.

A recommendation for a frequency mask is given in ‘iabie ‘ifs. figure ‘L3:

shows a plot of the frequency mask for Bluetooth (solid line). The GSM fre-

quency mask (dotted line) is shown in 5'-‘igure 1.3: for comparison.

| i i I I "
3.0 3.4 4.0 fkHzi0.1 0.2 0.3 1.0 2.0

0.5

Figure 1.3.’ Plot ofrecommended frequency mask for Biuetootn. The GSM send frequency
mask is given for comparison (dotted line)

Frequency Upper Limit Lower Limit
{Hz} (dB) {dB}

Table 1.1: Recommended Frequency Mask for Biuetooth

29 November 1999 General Audio Recommendations
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1 BASEBAND TIMERS

This appendix contains a list of all timers defined in this specification. Defini-
tions and default values of the timers are listed below.

All timer values are given in slots.

1.1 LIST OF TIMERS

1.1.1 inquiryTO

The inquiryTO defines the number of slots the inquiry substate will last. Its

value is determined by an HCI command.

1.1.2 pageTO

The page-TO defines the number of slots the page substate can last before a

response is received. Its value is determined by an HCI command.

1.1.3 pagerespT0

In the slave, it defines the number of slots the slave awaits the master's

response, FHS packet, after sending the page acknowledgment ID packet. In

the master, pagerespTO defines the number of slots the master should wait for

the FHS packet acknowledgment before returning to page substate. Both mas-
ter and slave units should use the same value for this timeout, to ensure com-

mon pagefscan intervals after reaching pagerespTO.

The pagerespTO default value is 8 slots.

1.1.4 inqrespT0

In the inquiry scan substate, when a device triggers on an inquiry, it waits a

RAND random number of slots and returns to inquiry scan. The inqRespTO

defines the number of slots the device will stay in the inquiry scan substate

without triggering on an inquiry after the RAND wait period. The timeout value

should preferably be in multiples of an inquiry train period. Upon reaching the

inqrespTO, the device returns to CONNECTION or STANDBY state.

The inqrespTO default value is 128 slots.

1.1.5 newconnectionT0

Every time a new connection is started through paging, scanning, master-slave

Switch or unparking, the master sends a POLL packet as the first packet in the

new connection. Transmission and acknowledgment of this POLL packet is

used to confirm the new connection. If the POLL packet is not received by the

996 29 November 1999 Baseband ‘Timers
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slave or the response packet is not received by the master for newconnectil

on T0 number of slots, both the master and the slave will return to the previous
substate.

newconnectionTO default value is 32 slots.

1.1.6 supervisionT0

The supervisionTO is used by both the master and slave to monitor link loss. If

a device does not receive any packets that pass the HEC check and have the

proper AM_ADDR for a period of supervisi'onTO, it will reset the link supervisi-

onTO will work through hold and sniff periods.

The supervisionTO value is determined by an HCI command. At the baseband

level a default value that is equivalent to 20 seconds will be used.

Baseband 1'|mers 29 November 1999
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1 GENERAL

For the access procedure, several paging schemes may be used. There is one

mandatory paging scheme which has to be supported by all Bluetooth devices.

This scheme has been described in Baseicand Spacifécatir:-n Si-3=‘;?_i0i".= 30$ on

page 9%} In addition to the mandatory scheme, a Biuetooth unit may support

one or more optional paging schemes. The method used for page scan is indi-

cated in the FHS payload, see Basebami SSpecifi<.:atéos‘e Siectien xix-1.‘? .-it on page

58. Three additional optional paging schemes are possible; only optional pag-

ing scheme I has been defined yet.

29 November 1999
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2 OPTIONAL PAGING SCHEME I

In this section the first optional paging scheme is described which may be used

according to the rules specified in Easebai-id Specification Section 10 on page

95 and S;3ecificati<3n Sec-tier: 3.23 on page 223. The paging code for

optional scheme I is 1 (0 is used for the mandatory scheme), see also Base-

band Spet;%i"s<:atéo:': fsecttcc 4.4.1.4 on page :56

The main difference between the first optional paging scheme and the manda-

tory scheme is the construction of the page train sent by the pager. In addition

to transmission in the even master slots, the master is transmitting in the odd
master slots as well. This allows the slave unit to reduce the scan window.

2.1 PAGE

The same 32 frequencies that are used for transmitting ID-packets in the man-

datory paging scheme are used in the optional paging scheme I (for the con-

struction of page trains, see Basepand Spscificaieori Section ‘it .32 on page

The 32 frequencies are also split into an A-train and B train. in contrast

to the mandatory scheme, the same 32 frequencies that are used for transmit-

ting are also used for reception trials, to catch the response from the
addressed device.

The construction of the page train in optional page scheme I differs from the

page train in the mandatory scheme in two ways:

- the page train consists of 10 slots. or 6.25 ms

- the first 8 slots of the train are used to transmit the ID packets, the 9th slot is

used to send a marker packet, and the 10th slot is used for the return of a

slave response

The marker packets precede the return slot, indicating the position where the

slave can respond, and with which frequency. For the marker codes M_|D, bit-

inverted page access codes are used. If a marker code is received at Tm with

frequency fk, a return is expected at nominally Tm+525pS at frequency fk.

Note: The bit-inverted code M_lD to be used as marker code is beneficial for

the implementation of the correlators, because the sign of the correlation peak

can be used to identify the mark code during page scanning. Still, the transmit-

ting party is uniquely identified, since inverted ID packets are not identical to

the ID packets for the device with bit-wise inverted LAP.

The frequency ordering in the train and the frequencies used for the marker and

receive slots change after every train. After 8 trains, all of which have a different

appearance, the entire procedure is repeated. It is, therefore, more appropriate

to talk about subtrains, each with length 6.25ms. Eight subtrains form a super-

train, which is repeated. An example of a supertrain with the eight subtrains is

20 November 1999 Optional Paging Scheme I
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illustrated in F'ig=.sr'e 23%. The supertrain length is 50ms. In this example, the A-

train is assumed with an estimated frequency of f3; as a consequence, the fre-

quencies selected for the train range from to to f15. The marker codes M_lD are

indicated as M; the receive (half) slots are indicated as R.

6.25 ms
 &

wmmulllllalaanlaalaiikfl

wmmaalaalaamlaauanllaflh

wmmaEaInnalaamIuIlnla::
wmmfllllflllfllflfllllllllav
wmmflflflllllflflllflllfllflfl I
wmmalaalaulanlnalnamlafi

wmmlElaalanlanIHamIal::
sumraina I I I I I I I I I I I I I I I I I I ,

I E

Figure 2.1: Exampie of train configuration for optional‘ page scheme i.

Corresponding to the paging modes R0, R1 and R2 of the mandatory scheme,

the optional scheme supports the same three modes as described for the man-

datory scheme in ifiasetsand Specification Section 10.6.2 on page 99

Since the subtrain length is now 10 slots, the 1.28s interval does not cover a

multiple of (sub)trains any longer. Therefore, in contrast to the mandatory

scheme, the exchange from A-train to B-train and vice versa is not based on

the 1.28s interval, but instead on a multiple number of supertrains. For the R1

and R2 modes, the repetition of a supertrain Nsup is indicated in "Estate 2.1
below.

1%
R1 N5up=7?

N3up=154

Table 2.1: Reiation between repetition duration ofA- and B-trains and paging modes R1 and
R2 when SCO iinks are present

Optional Paging Scheme I 29 November 1999
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In accordance with the phase input to the hop selection scheme Xp in (E{.} 4) on

page 135 in the Baseband Specification (Siectien 'l1..’5.2), the phase input Xp_opt

in the optional mode is determined by:

Appendix Vii‘ - Optional Paging Schemes

X;J_rJ;J;=[kQmU, up‘, + ST((:m]] mod 32 (EQ Al )

where kofigemp, is determined by the NB selection and the clock estimation of

the recipient:

kaJ(ly_;‘.£,: op! = + AA-‘tl'E.irI
I H CLK_E]{,_11 + 8 B-train {B0 A3)

and ST is a function determining the structure of the sub- and supertrain:

S'['(t.'nr) = ( cur mod [60 - 2*INT[ ((r.'m mod 160) 4' l8)i’20 ] } mod 16 (1:20 A3)

kofi5eLop,is determined once at the beginning of the repetition period.
The CLKE value as is found at the beginning of the repetition interval is taken

(the repetition interval being the interval in which the same supertrain is

repeated all the time). As long as no train change takes place, kofisewp, is not
updated. cm‘ is a counter which is reset to zero at the beginning of the repeti-

tion interval and is incremented at the half-slot rate (3200 cyclesis)

The first two ID-packets of a train are transmitted in an even numbered slot.

2.2 PAGE SCAN

The basic page scanning is identical to the mandatory scheme except that a
scan duration of 9.5 - 0.625 = 5.9375 ms is sufficient at the slave side.

If a device wants to scan concurrently for the mandatory and optional mode

(e.g. after an inquiry response was sent), the device shall try to identify whether

the paging party uses the optional scheme after an ID packet was caught. This

can be done by train tracing; i.e. the device can determine whether transmis-

sion takes place in consecutive slots (optional paging scheme 1) or in every

over slot (mandatory paging scheme), andior whether mark codes are sent.

2.3 PAGE RESPONSE PROCEDURES

The page response procedures at the master and slave sides are almost iden-

tical to the procedures described in the mandatory mode (see iieseband £3;':e::—

ification Eiection on page 10-4). There are two difierences:

- The page response routine starts after the transmission and reception of the

marker code lv1_|D

- The ID packet sent by recipient is identical to the frequency in which the
marker code was received

For the page response timing, see Figure and Figure

29 November 1999 Optional Paging Scheme I
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Master slot 2p
M M

: fik} f(k+1) :
MASTER

[TRAFFIC

«in raw) f'(m)

H7
:REsPoNsEj :RESPONSE, E TRAFFICI I I I

page hopping sequence I channel hopping sequence

Ma ster slot 2p
M M

:f(k) f(k+1}:
MASTER

I
I
I
I
I
I

f{k+1) 'f'(m)

. I I II
.RESPONSE, ,RESPONSE, I TRAFFIC .I I I |' I

page hopping sequence channel hopping sequence

Figure 2.3: Messaging when marker code is received in second haif sic! of even master slot

2.4 TRAIN TRACING

This section outlines how a slave may search for the mark code although the

current partitioning into A- and B-trains at the master side is not known. Train

tracing means that the slave tries to receive as many page access codes from

the train as possible. to catch a mark code as soon as possible. When search-

ing for the mark codes, or trying to distinguish between the mandatory paging

mode and the optional paging mode, a unit shall set up a hopping pattern for

train tracing after the reception of the first access code. The hopping pattern

Optional Paging Scheme I 29 November 1999 100?
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shall ensure that the transmission and reception is performed with a 50%

probabiiity on the same frequency regardless of the actual frequency set

(16 frequencies) used for paging.

29 November 1999 Optional Paging Scheme I
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1 BLUETOOTH BASEBAND

1.1 THE GENERAL- AND DEVICE-SPECIFIC INQUIRY

ACCESS cones (males)

The Inquiry Access Code is the first level of filtering when finding Bluetooth

devices and services. The main purpose of defining multiple |ACs is to limit the

number of responses that are received when scanning devices within range.

LAP value Usage

lJx9E8B33 Generallunlimited Inquiry Access Code (GIAC)

UXQESBUU Limited Dedicated Inquiry Access Code (LlAC}

OXQESBO1-0x9E8B32, RESERVED FOR FUTURE USE
Ox9E8B34-Dx9E8B3F

Table 1.1: The inquiry Access Codes

The Limited Inquiry Access Code (LIAC) is only intended to be used for limited

time periods in scenarios where both sides have been explicitly caused to enter

this state, usually by user action. For further explanation of the use ofthe LIAC,

please refer to the Generic Access Profile £17}.

In contrast it is allowed to be continuously scanning for the General Inquiry

Access Code (GIACJ and respond whenever inquired.

1.2 THE CLASS OF DEVICEISERVICE FIELD

The Class of DeviceiService (C0D) field has a variable format. The format is

indicated using the ‘Format Type field’ within the CoD. The length of the Format

Type field is variable and ends with two bits different from '11 '. The version field

starts at the least significant bit of the CoD and may extend upwards.

. 24 bits .i

a"ri'ri---
Formal type field

Figure 1. ‘I: General format of Class offlevice/Service

In the ‘format#1' of the CoD (Format Type field = 00), 11 bits are assigned as a

bit-mask (multiple bits can be set) each bit corresponding to a high level

generic category of service class. Currently 7 categories are defined. These

1012 29 November 1999 Bluetooth Baseband
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are primarily ofa ‘public service‘ nature. The remaining 11 bits are used to indi-

cate device type category and other device~specific characteristics.

Any reserved but otherwise unassigned bits, such as in the Major Service
Class field, should be set to O.

23 16 15 8 7 0 bittransmission order

octet 3 octet 2 octet 1 octet transmission order
11 bits - 5 bits -' 6 bits

' . . . . . I when interpreted as a
I Reserved for Service Classes Major device class We endian word

1 Networking — Format type
-— Rendering

— Capturing

Object Transfer
- Audio

-- Telephony
-— Information

Figure 1.2: The Ciass of Device/Service iieid {format type 1). Note the order in which the
octets are sent on the air and stored in rnerr.-oryc

1.2.1 Major Service Classes

Major Service Class

Limited Discoverable Mode‘

(reserved)

(reserved)

(reserved)

Networking (LAN, Adhoc. ...}

Rendering (Printing. Speaker. ...)

Capturing (Scanner. Microphone. ...)

Object Transfer (v-lnbox. v-Folder, ...}

Audio (Speaker. Microphone. Headset service. ...)

Telephony (Cordless telephony. Modem, Headset service, ...)

Information (WEB—server. WAP-server. ...)

Tebie 1.2: Major Service Ciasses

1. As defined in £7;

Bluetooth Baseband 29 November 1999
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1.2.2 Major Device Classes

The Major Class segment is the highest level of granularity for defining a Blue-

tooth Device. The main function of a device is used to determine the major

class grouping. There are 32 different possible major classes. The assignment

of this Major Class field is defined in Taste 3.3.

Code (bits) Major Device Class

bit no of COD

Miscellaneous‘

Computer (desktop, notebook, PDA, organizers, ...)

Phone (cellular, cordless, payphone, modem. ...)

LAN Access Point

Audio (headset, speaker, stereo, ...)

Peripheral (mouse,joysfck, keyboards, ...)

Range 0x06 to 0><1E reserved

Unclassified, specific device code not assigned

Table 1.3: Major Device Classes

1. Used where a more specific Major Device Class code is not suited (but only as speci-
fied in this document. Devices that do not have a major class code assigned can use
the all-1 code until classified’)

1.2.3 The Minor Device Class field

The ‘Minor Device Class field’ (bits 7 to 1 in the COD). are to be interpreted only

in the context of the Major Device Class (but independent of the Service Class

field). Thus the meaning of the bits may change, depending on the value of the

‘Major Device Class field’. When the Minor Device Class field indicates a

device class. then the primary device class should be reported, eg. a cellular

phone that can also work as a cordless handset should use ‘Cellular’ in the
minor device class field.

29 November 1999 Bluetoolh Baseband
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1.2.4 Minor Device Class field - Computer Major Class

Code (bits) Minor Device Class

6 bit no of CoD

Unclassified. code for device not assigned

Desktop workstation

Server-ciass computer

Laptop

Handheld PCIPDA (clam shell)

0

0

0

0

0

0 Palm sized PCJPDA

x Range 0x06-0x7F reserved

Table 1.4: Sub Device Class fieid for the ‘Computer’ Major Crass

1.2.5 Minor Device Class field - Phone Major Class

Code (bits) Minor Device Class

bit no of CoD

Unclassified. code not assigned

Ceilular

Cordiess

Smart phone

Wired modem or voice gateway

Range 0x05-Ox7F reserved

Tabie 1.5: Sub Device Classes for the 'Phone' Major Class

Bluelooih Baseband 29 November 1999
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1.2.6 Minor Device Class field - LAN Access Point Major Class

Code (bits) Minor Device Class

6 ' bit no of CoD

0 ' Fully available

17 - 33% utilized

7

O

0 0 1-17”/o utilized

0

O 33 - 50% utilized

1 50 - 67% utilized

6? — 83°/o utilized

83 — 99% utilized

No Service Available‘

Table 1.6: The LAN Access Point Load Factor field

1. "Device is fully utilized and cannot accept additional connections at this time. please
retry later"

The exact loading formula is not standardized. It is up to each LAN Access

Point implementation to determine what internal conditions to report as a utili-

zation percentage. The only requirement is that the number refiects an ever-

increasing utilization of communication resources within the box. As a recom-

mendation, a client that locates multiple LAN Access Points should attempt to

connect to the one reporting the lowest load.

Code (bits) Minor Device Class

bit no of Col)

Unclassified (use this value if no other apply}

range 0x01-0x0F reserved

Table 1. 7: Reserved sub-field for the LAN Access Point

29 November 1999 Bluetoolh Baseband
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1.2.7 Minor Device Class field - Audio Major Class

Code (bits) Minor Device Class

bit no of COD

Unclassified. code not assigned

Device conforms to the Headset profile

Range 0x02-Ox‘./F reserved

Table 1.8: Sub Device Classes forrhe ‘Audio’ Major Cress

Bluelooih Eiaseband 29 November 1999
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2 LINK MANAGER PROTOCOL (LMP)

2.1 THE LINK MANGER VERSION PARAMETER

Parameter name Assigned values

0 Bluetooth LMP 1.0. E21

1-255 (reserved)

Table 2.1.’ The LMF’ Version Parameter Vaiues

2.2 THE LMP__COMP|D PARAMETER CODES

This is the parameter used in the LMP Version procedure.

Company

Ericsson Mobile Communications

Nokia Mobile Phones

Intel Corp.

IBM Corp.

Toshiba Corp.

(reserved)

Unassigned. For use in internal and interoperability tests before a Company
ID has been assigned. May not be used in products.

Table 2.2: The LMP_Comp.'d parameter codes

29 November 1999 Link Manager Protocol (LMP)
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3 LOGICAL LINK CONTROL AND ADAPTATION

PROTOCOL (LZCAP)

Please see Section for assigned PSM values.

3.1 CHANNEL IDENTIFIERS

Destination CID Protocoliusage Reference

UXOUUU Illegal. should not be used

0240001 L2CAP signalling channel

0x0002 LZCA connection less data

0x0O03 - 0XUU3F (reserved)

Table 3. is Pre-defined i_2CAP Channel identifiers

3.2 PROTOCOL AND SERVICE MULTIPLEXOR (PSM)

SOP

RFCOMM

TCS~BIN

TCS-BlN—CORDLESS

Tabie 3.2: Assigned Protocol and Service Muitipiexor vaiues (PSM)

Logical Link Control and Adaptation Protocol (L2CAF']29 November 1999
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4 SERVICE DISCOVERY PROTOCOL (sop)

4.1 UNIVERSALLY UNIQUE IDENTIFIER (UUID) SHORT
FORMS

The Bluetooth Service Discovery Protocol (SDP) specification defines a way to

represent a range of UU|Ds (which are nominally 128-bits) in a shorter form. A

reserved range of 232 values can be represented using 32—bits (denoted

uuid32). Of these, a sub-range of 215 values can be represented using only 16-

bits (denoted uuid16). Any value in the 232 range that is not assigned in this
document is reserved pending future revisions of this document. In other

words, no value in this range may be used except as specified in this or future

revisions of this document. UUID values outside of this range can be allocated

as described in {"193 for any purpose the allocater desires.

4.2 BASE UNIVERSALLY UNIQUE IDENTIFIER (UUID)

The Base UUID is used for calculating 128-bit UUIDS from ‘short UU|Ds’

(uuid16 and uuid32) as described in the SDP Specification {4}.

BASE_UU ID 00000000-U000-1000-8000-00805F9B34FB

29 November 1999 Service Discovery Protocol (SDP)
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4.3 PROTOCOLS

Mnemonic

Tobie 4.1: Protocol Universafly Unique Identifiers and Names
1. ‘Short UU|D'

Service Discovery Protocol (SDP) 29 November 1999
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4.4 SERVICE CLASSES

{mnemonic UUID Abstracmame
ServiceDiscoveryserverserviceclasslD uuid16: OXTUUU

ElrowseGroupDescriptorserviceclasslD uuid16: 0.11001

Pub|icBrowseGroup uuid16: 0.21002

Seria|Port uuid16: 0x110‘!

LANAccessUsingPPP uuid16: OXHO2

Dia|upNetworking uuid16: OXHO3

|rMCSync uuid16: OXHO4

OBEXObjectPush uuid16: OXHO5

OBEXFi|eTransfer uuid16: 0x1106

|rMCSyncCommand uuid16: 0x110?

Headset uuid16: 0x1108

C'.ord|essTelephony uuid16: Ox1‘i09

Intercom uuid16: 0x1‘i‘10

Fax uuid16: 0x1‘i11

HeadsetAudioGateway uuid16: 0x1112

PnP|nformation uuid16: 0x1200

GenericNetworking uuid16: 0x120? nfa

GenericFi|eTransfer uuid16: 0x1202 nia

GenericAudio uuid16: 0x'i203 nia

GenericTelephony uuid16: Ox1204 nia

Table 4.2: Service Class identifiers and Names

1. If the specified Service Class directly and exactly implies a certain Profile, the Profile is
indicated here (ie. for concrete Service Classes). Leave empty for abstract Service
Classes.

The Profile column in "facts 4.2 indicates which Service Class identifiers that

also directly corresponds to a Bluetooth Profile. It is not allowed to use the Ser-

vice Class UUID unless the service complies with the specified Profile. These

UUlDs might also appear as Profile Identifiers in the

BluetoothProfi|eDescriptorList attribute.

29 November 1999 Service Discovery Protocol (SDP)
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4.5 ATTRIBUTE IDENTIFIER CODES

Mnemonic Attribute ID Reference

ServiceRecordHand|e OXOOUU Biuetoorh Service Discovery
Protocoi (SOP), B luetooth SIG

ServiceC|asslDList 0x0001

ServiceRecordStaIe CIX0002

Servicel D 0x0003

Protoco|DescriptorList UX0004

BrowseGroupList 0x0005

La ng uageBaseAnributelDList 0x0006

ServiceInfoTimeToLive 0x000?

Se-rviceAva i lability DX0008

BIuetoothProfi!eDescriptorList OXOOOQ

DocumentaticnURL OXOOOA

C|iemExecutab|eURL UXOOUB

Icor110 OXOCIUC

IconURL 0x000D

Reserved 0x000E-
OXO1 FF

ServiceName oxooog ... bi

ServiceDescripticn 0x000‘! + b

Providerhiame 0x0O02 + b

Versionhlumbertist 0x0200

ServiceDatabaseS1ate 0x020‘!

GrouplD OXOZDO

Remote audio volume control M03022

Externai network 0x0301

Servioe Version Ox0300

Supported Data Stores List 0x0301

Supported Fcrmais List

Tabie 4.3: Attribute identifiers

Service Discovery Protocol (SDPJ 29 November 1999
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Attribute IDMnemenic Reference

Fax Class 1 Support 0xO302 [123

Fax Class 2.0 Support 0xCl303

Fax Class 2 Support D)<U3D4

Audio Feedback Support DxCl305

Table 4. 3: Attribute identifiers

1. ‘b’ in this table represents a base offset as given by the LanguageBaseAttribute|DList
attribute. For the primary language. ‘b’ must be equal to 0x0100 as described in the
SDP specification.

2. Items in italic are tentative values in this version of the document.

4.6 PROTOCOL PARAMETERS

Parameter mnemonic

L2CAP

TCP or UDP

RFCOMM

Table 4.4: Protocol Parameters

4.7 HOST OPERATING ENVIRONMENT IDENTIFIERS

4.7.1 ClientExecutableURL substitution strings

The operating environment identifier strings have the following format”:

<cpu_type>-¢manufacturer>-[<l<erne|>-]<os>[<version>] E-<0bject_format>]

The general rule is that is that a new identifier should only be defined as

required to differentiate incompatible operating environments concerning an

executable file image. That is, for example different <version>~tags should not

be used for compatible versions of the same operating system.

1. It is based on a format used by the GNU Autoconfig tools

1024 29 November 1999 Service Discovery Protocol (SDP)
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Currently defined tags:

 

CPU-Type ID Description

alpha Digital Alpha‘ compatible

arm ARM‘ core or compatible

1'86 Any Intel‘ 80x86-family compatible CPU

i960 Entel" i960 compatible

jvm Java Virtual Machine*

mips MIPS MIPS* compatible

ppc lBMlMotorola PowerPC* compatible

sh3 Hitachi SH-3* compatible

sh4 Hitachi SH-4" compatible

sparc Sun Sparc* compatible

Kernel ID Description

chorus, linux. javaos, os9. qnx. vxworks

<os> An ‘OS identifier’ as listed below. might appear in the <kernel> field
when the requested ()8 platform is Java based.

OS+Version-Identifiers

amigaos. beos4.5. ejava, epocc, epoce. epocq, epccs. gnu. jre1.1. jre1.2, maoos. macosx.
cs2, cs9. palmos. pjava. pjava1.1. photon, plan9, qnx. rtjava, win95. win98. win2000. wince.
winnt-4l 

Object Fonnat Identifiers‘

aout. bout. coff, elf, jar

Manufacturer Identifiers

amiga*, apple‘. be‘. ericsson*, ibm*, inte|*. lucent*, microsoft*. microware*. motoroIa*.

nokia", palm‘. psion'. qnx’. sun’. symbian". toshiba'. unknown2

1. Only applicable when the object format is not othenvvise uniquely implied by the
identifier string.

2. Use when no other applies.

Service Discovery Protocol (SDP) 29 November 1999
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For Linux, the 'manufacturer‘ field may be used to indicate Linux distribution if

so required (in which case <version> indicates the version of the distribution).
Othenivise use ‘unknown’.

Linux Distribution identifiers

caldera. debian. dlx. doslinux. Iinuxpro. Iinuxware, mandrake, mklinux, redhat. slackware,

stampede. suse, turbolinux. yggdrasil

Example Operating Environment Identifier Strings

i86-rnicrosofl-win95

i86-microsoft-win98

i86-miorosof!-winnt4

al pha-microsofl-win M4

i86-microsofi—win2000

a I pha-microsoft-win2000

i86-be-beos4.5

ppc-be-beosti .5

a rm-syrnbian-epoc3

{B6-unknown-1 i n ux-gnu

sh 3-microsoft-wince

a rm-microsoft-wince

ppc—a ppie-macos

m68|<-a ppie-maoos

ppc-a ppie-macosx

i86-a pple-macosx

m68k-amiga-amigaos

ppc—am iga-arnigaos

jvm-sun-jre1 .2

jvm-sun-pjavai .1

jvm-sun-ejaVa

n168 |<-pain":-palmos-ooff

ppc-i bm-vxworks-pjava1 .2

sparc-sun-javaos-jre1 .2

i88-redhai-Iinux-gnufi

ppc-mkiinux-iinux-gnu

29 November 1999 Service Discovery Protocol (SDP)
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4.7.2 IconURL substitution strings

The IconURL operating environment identifier strings have the following

general format:

<horizon1a |_pixeIs>x<verticaI_pixels>><<coIor_depth>[m].<fi1e_format>

The optional tag ‘m’ indicates monochrome or grayscale. The host is free to try

to matchirequest any graphics file format as indicated by a <fi|e_format> tag,

however at a minimum files conforming to the Portable Network Graphic stan-

dard §‘ié§'§ should be made available at the resulting URL (indicated by

<fi|e_format>=png)2.

File format tag Description

Portable Network Graphics {'28}

Graphics Interchange File format

Windows bitmap

Currently defined IconURL Icon format identifier strings:

Example Icon format Identifier Strings

32x32x8.png 256 color 32 by 32 icon (or 255 colors + transparent}

16x16x8.png

16x16x1m.png Black and white (or monochrome + transparent)

1 Dx10x2m.png 4 gray-scales

2. The use of PNG. and whether a subset of PNG should be required, is currently pending fur-
ther investigation.

Service Discovery Protocol (SDP) 29 November 1999

AFFLT0294255



Samsung Ex. 1019 p. 1028

BLUETOOTH SPECIFICATION Version 1.0 8 page 1028 of1082

Bluetooth Assigned Numbers

5 REFERENCES

[1] Bluetooth Baseband Specification, Bluetooth SIG

[2] Bluetooth Link Manager Specification, Bluetooth SIG

[3] Logical Link Control and Adaptation Protocol Specification, Bluetooth SIG

[4] Bluetooth Service Discovery Protocoi (SDP), Bluetooth SIG

[5] RFCOMM with TS 07.10, Biuetooth SIG

[6] Bluetooth Telephony Control Specification / TCS Binary Bluetooth SIG

['3'] Generic Access Profiie, Bluetooth SIG

[8] Serial Pon‘ Profile, Bluetooth SIG

[9] Headset Profile, Bluetooth SIG

Cordless Telephony Profile. Bluetooth SIG

intercom Profiie, Bluetooth SIG

Fax Profile, Bluetooth SIG

Diai-up Networking Profile, Bluetooth SIG

irDA interoperability, Bluetooth SIG

File Transfer Profile, Bluetooth SIG

Object Push Profile, Bluetooth SIG

Synchronization Profile, Bluetooth SIG

Portable Network Graphics (PNG), _i;a_*;_tgr,{_iw=hyg,;I:g_3,_gz[5,§:‘Ge‘s;;gtxit;:;§_§?_§¢_g§

UUlDs and GUiDs, P. J. Leach et al, t:ttg;::.fhwrxr.*.ieif.orgiénEarner-:*iraftssi

draft-ieacI1w:;L:éds—gL;ir£s~O‘E.t:<1

29 November 1999 References

AFFLT0294256



Samsung Ex. 1019 p. 1029

BLUETOOTH SPECIFICATION Version 1.0 B page 1029 of 1082

Biuetooth Assigned Numbers

6 TERMS AND ABBREVIATIONS

LMP Link Management Protocol

LZCA Logical Link Control and Adaptation. protocol multiplexer layer for
Bluetooth

MTU Maximum Transmission Unit

SAP Service Access Points

Baseband Baseband Protocol

Service Discovery The ability to discover the capability of connecting devices or hosts.

PnP Plug and Play

SAR Segmentation and Reassembly

IP Internet Protocol

Infra Red Data Association

Point-to-Point Protocol

Internet Engineering Task Force

Request For Comments

Terms and Abbreviations 29 November 1999
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1 INTRODUCTION

The goal of this document is to show the interworkings of HCI-Commands and

LM-PDUs. It focuses on the message sequence charts for the procedures

specified in {3} "Bluetooth Host Controller Interface Functional Specification"

with regard to LM Procedures from 32} "Link Manager Protocol".

We illustrate here the most useful scenarios. but we do not cover all possible

alternatives. Furthermore, the message sequence charts do not consider the

transfer error over Air Interface or Host Interface. In all message sequence
charts it is assumed that all events are not masked, so the Host Controller will

not filter out any events.

Notation used in the message sequence charts:

Box:

- Replaces a group of transactions

- Indicates the start of a procedure or a sub-scenario

Note: in a message sequence chart where several sub-scenarios exist, the

sub-scenarios can be executed optionally, consequently, exclusively or inde-

pendently from each other.

Hexagon:

- Indicates a condition that is needed to start the transaction below this

hexagon

Arrow:

- Represents a message, signal or transaction

Comment:

- ";'* *!" indicates editor comments

Introduction 29 November 1999
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2 SERVICES WITHOUT CONNECTION REQUEST

2.1 REMOTE NAME REQUEST

The service Remote Name Request is used to find out the name of the remote

BT Device without an explicit ACL Connection request.

Sending an |-iCl_Remote_Name_Request (BD_ADDR, Page_Scan_

Repetition_Mode. Page_Scan_Mode. C|ock_Offset), the Host expects that its

local BT Device will automatically try to connect to the remote BT Device (with

the specified BD_ADDR). Then the local BT Device shouid try to get the name,

to disconnect, and finally to return the name of the remote BT Device back to

the Host (see 3:.:;‘e 2.‘: Remote Name Request: sub-scenario 1).

Note: if an ACL Connection already exists (see E"-figure 23% Remote Name

Request: sub-scenario 2), the Remote Name Request procedure will be

executed like an optional service. No Paging and no ACL Detachment need to
be done.

29 November 1999 Services wiihoutconneclion request
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HCILM-A HCILM-B

HCI Remote Name Reuest
(BB-_ADDR. .—}

HCI Command Status event

(Status. Nu n1__Crnd_
Cmd_OpCode)

Sub-scenario ‘i: No ACE-. Connection existed => create a temporary ACL Connection
"Pa e" {ID-Packet}

"Pee Res I nse" ID-Packet

FHS BD ADDR. COD...
"FHS-Ask" ID-Packet

F‘ Ll'vlP_name_reqt—res can |_Mp name ,3 Offset
be repeated several limos
dependent on the name 1-MP "ame "35
length ‘I tofiset. name_length. name_ofi'5et)

LMP detach reason

HCI Rennie Name Requesl Complete event
(Status. BD__ADDR.
Remote__Name)

Sub-scenario 2: ACL Connection already exists => No temporary ACE. Connection needed

I" '-MF'_”3m9_"9q"‘"‘-‘5 LMP name re offset

“a” be "g°°"‘°°' “"°'a' Slimes dependenton the 1-MP "ame "35
"Ema '9"QT'1 '1' Eoltset. narne_|ength. name_ofi'set)

HCI Remote Name Request Complete event
(Status. E|D_ADDR‘.

Ren1ole_Nan1e)

Figure 2.1.’ Remote Name Request

2.2 ONE-TIME INQUIRY

Inquiry is used to detect and collect nearby BT Devices. When receiving the

command HCl_lnquiry (LAP, Inquiry_Length, Num_Responses), HC will start

the baseband inquiry procedure with an inquiry Access Code (derived from the

specified LAP) and Inquiry Length. When Inquiry Responses are received, HC
will filter out and then return the information related to the found BT Devices

using one or several Inquiry Result events (Num_Responses, BD_ADDR[l].

Page_Scan_Repetition_Mode[i], Page_Scan_Period_Mode{i],

Page_Scan_Mode[i], C|ass_Of_Device[i], Clock_0ffset{i]) to the Host.

Services without connection request 29 November 1999
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The filtering of found BT Devices is specified in HCl_Set_Event_Fi|ter

(Fi|ter_Type, Fi|ter_Condition_Type, Condition) with the Fi|ter_Type = Inquiry

Result. When the Inquiry procedure is completed, Inquiry Complete event

(Status, Num_Responses) must be returned to the Host. Otherwise, the com-

mand HCl_lnquiry_Cancel( ) will be used to directly stop the inquiry procedure.

HCILM-A
Master

HCI tnuir
(LAP Inq_Lenglh. Nurn_Res]

HCI Commend Status event
(Status. Nu m_(‘. md.

Cm d_0pCode)

Sub-scenario 1; Collection of ET Devices during inquiry Procedure -
"lnuir ' [lD-Packet)

!‘ Random Access
0-10 3 ‘I

J‘ Random Access

"lnui ' [ID-Packet) ‘H023 ‘I

"lnulr [ID Ckei}

FHS [BD ADDR. COD. ..]

HCE Inquiry Result event

(Nun1_Res. BD_AEJDR{i]. .1 I‘ D ' " ""195 ‘I

Suh—sce-nario 2: explicit stop using I-iC|_|nquiry__Canoe| (J
HCI Inui Cancel

I‘ stop inquiry ‘I

HCI Command Complete event
(Num_Cmd. Cmcl_DpCode_

Status}

Sub-scenario 3: stop when lnq_Lenglh expired or Num_Res reached -
HCI In a ui Complete event

(slalus, Nu m_Res)

Figure 2.2.’ One-Time Inquiry

2.3 PERIODIC INQUIRY

Periodic inquiry is needed when the inquiry procedure is to be repeated

periodically. Receipt of the command HCI_Periodic_lnquiry_Mode

(Max_Period_Length, Min_Period_Length, LAP, Inquiry_Length,

Num_Responses) HC will start the periodic Inquiry Mode with the specified

1040 29 November 1999 Services withoutconneclion request
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parameters Iv1ax_Period_Length, Min_Period_Length, |nquiry_Access_code

(derived from LAP) and Inquiry_Length. As in the one-time Inquiry procedure,

only BT Devices that are specified in the HC|_Set_Event_FiIter (Fi|ter_Type,

Fi|ter_Condition_Type, Condition) with the Fi!ter_Type = Inquiry Result will not

be filtered out. Therefore, in the inquiry cycle, one or several Inquiry Result

events (Num_Responses. BD_ADDR[i]. Page_Scan_Repetition_

Ivlodeii], Page_Scan_Period_Mode[i]. Page_Scan_Ivlode[i], C|ass_Of_

Device[i], C|ockflOffset[i]) and Inquiry Complete event (Status.

Nurn_Responses) will be returned to the Host with one. or a list of, found BT

Devices. The periodic Inquiry can be stopped using HCl_Exit_Periodic_

Inquiry_Iv1ode( ).

HCI_Periodic_Inqu|r3.r_Mu-de
[Ma><_Period. Min_Period. _.)

HCI Command Comlete event
(Nun1_Cmr:l. Cmd_OpCode.

Status)

Sub~scenario 1: Collection of BT Devices during an Inquiry Period
"In uir " ID-Packet

J‘ Random Access

I‘ Random Access

"|nuir ' |D—F'ack.et) 04023"

FHS ED ADDR. COD, ..

"|nuiry" [ID-cket)

FHS BD ADDRCOD, ..

HCI Inui Result event In 0 n “mes _‘,(Num_Res, BD_ADDR[i]_ ..)

Sub-scenario 2: explicit exit Periodic Inquiry Mode using HC|_Exit_|nquiry_Mede ()

HCl_Exit_Periodic_Inquiry_Mode 3 I‘ stop periodic
inquiry ‘I

HCI Command Comlete event
(N um_CrncI. Cn1d_OpCode.

Status)

Sub-scenario 3: when Inq_Length expired or Num__Res reached => exit this Inquiry Period
HCI Inui Comlete event

(Status. Num_Res)

Figure 2.3: Periodic Inquiry

Services without connection request 29 November 1999
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3 ACL CONNECTION ESTABLISHMENT AND

DETACHMENT

The overview of the ACL Connection establishment and detachment is shown

in Fig-we 3.? Overview of ACL Connection establishment and detachment.

Pagei'PageRes

I

 Authentication

Encryption

Setup-Com plete

Optional
Activities

ACL-Disconnection

Figure 3.1: Overview ofACt. Connection estabtishmenr and detachment

29 November 1999 AOL connection establishment and detachment
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3.1 ACL CONNECTION REQUEST PHASE

The ACL Connection Request phase is identified between the

HCl_Create_Connection (BD_ADDR, Packet_Type,

Page_Scan_Repetition_Mode, Page_Scan_Mode, C|ock_Oi'-fset,

A||ow_Role_Switch) from the master side and the response from the slave side

with rejection or acceptation on the LM level. Three alternative sub-scenarios

are shown in Figure “mitt. Connection F€eq=.eest cs"; page 1844.

Sub-scenario 1: Slave rejects ACL Connection Request

If the ACL Connection request is rejected by slave, a Connection Complete

event (Status, Connection_Hand|e, BD_ADDR, Link_Type, Encryption_Mode)

will be then returned to Host, whereby the Status will be

copied from the Reason parameter of the command HCl_Reject_Connection_

Request (Reason, BD_ADDR). The parameters Connection_Hand|e and

Encryption_Mode will be meaningless.

Sub-sggnarig 2: Slave accepts ACL Connection Request

When the slave responds with LM P_accepted ( ) correspondent to LM P_host_

connection_req ( ), the ACL Connection Request is accepted. The master will

continue with the ACL Connection Setup, where pairing, authentication or

encryption will be executed.

Sub-scenario 3: Slave accepts ACL Connection Request with Role Change

This case is identified when the slave sends an LMP_switch_req ( ) to initiate

Role Change. If the master accepts, the baseband Master-Slave Switch will be

executed. Thereafter, the ACL Connection Setup will continue.

Note: on the slave side, an incoming connection request can be automatically

accepted by using HC|_Set_Event_Fi|ter (Filter_Type, Fi|ter_Condition_Type,

Condition) with the Fi|ter_Type = 0x02 i"Connection_Setup*i'.

ACL connection establishment and detachment 29 November 1999
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HCILM-A HCILM-B

H Cl CIeate_CorI nection
{BD_:"-\DD R. Pat-J<et_Type ..]

HCI Command Status event
[Statu5. NuIn_Cmd.

Crnd_0pCodei

J’ Muehervfiole '.r Page and Page Response

HCJ Connection Request event
[E-1D_ADDF2. CuD.
Link_Type=AcL}

Sub-scenario 1: Host-B rejects the AOL Connection Request
HC|_Rejet:t_ConnecIion_Reque5t
[Stalus=Host Flegected. BD_ADD
HCI Command Statue event

(Status. Nurn_Cn1d.
CI'nd_DpC.ode]

LMP not accepted
iunwde. reason}

LMP detach {reason}

I’ ARC!-Auk ‘I
HCE Connection Comlehe event HCI Connection Comlem event

[Status=Hoet Reiected. ..3 [Statu5=Hust Repected. ..J

Sub~scen'ario 2: Host—B accepts the ACL Connection Request
Connection Reueel

tBD_ADDR. Role =S|a1.-at
HCI Command Suatus event

Eslatus. Nurn_Crnd.
cmd__opcous1

LMP accepted [opcodej

Sub-scenario 3: Host-8 accepts lhe'ACL Connection Request but requires a Role Change before
HCI Moe! Connection Request

[ED__ADDR. Role=Maeter}
HCI Command Status event

(Status. Nurn_Cn1d.
Crnd_0pCode]

LM P_5|ot_o1‘i"set
[s[at_nfiset, B D_ADD R)

t.MF'_5wi‘tch_req [J

it (Aliow_RoIe:SwiIeh L; 1 1'
=> ac hange ' _.

LMP accepted [opcode]

Masterisiave Switch
I‘ for details see 4,9 Switch Rule fit

opoode=LMF'_hoet_oonnet:t1Dn_reqJ
HCI Role Chan e event HCI Role Chane event

[BD_ADElR. New_RD|e=S|ave] tBD_ADDFI,
New_Ro|e=Master}

Figure 3.2: AOL Connection Request phase

29 November 1999 AOL connection establishment and detachment
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3.2 ACL CONNECTION SETUP PHASE

If the ACL Connection Request phase was successful, the ACL Connection

Setup phase will start, with the goal of executing security procedures tike pair-

ing, authentication and encryption. The ACL Connection Setup phase is suc-

cessfully finished when LMP_setup_comp|ete ( ) is exchanged and the

Connection Complete event (Status=0x0O, Connection_i-iandle, BD_ADDR,

Link_Type, Encryption_Mode) is sent to the Host.

3.2.1 Pairing

if authentication is required and the BT Devices to be connected don't have a

common link key, the pairing procedure on LM Level will be executed using the

PIN Input from Host. During the pairing, the authentication- and link key cre-

ation procedures will be done. Note: the created Link Key can be stored either
in the BT Device or in the Host.

ACL connection establishment and detachment 29 November 1999
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HCILM-A I-1CfLM~B
Master

LMP features res (features

----"1%'(;&;;aa;éa;5':e';;i);m6¢L:'.a1;'ke;"'
.' '_*.?i=_‘_—'~€#}.%%_%i'?.'<_.!<~‘=>'.r~?%F!'+?r*=¢1 ' '

HClL:'nkK Request em-enl
{BD_ADDF-I}

H C |_Lin k_K.ey_Req L:eet_Negat'Ne_Reply

1fno'L|'nk Key from Host
=3 PIN required

HCI PIN Code Request event
{BD_ADDR}

HCI PIN Code Rue-st Rel
[8D_ADDR. PIN_Lengt|‘1. PIN?

HCI Commend Cum Iete event
{N urn_Cmd. Crnd_OpCode.

Status}

LMP_in rand [rand_nrJ
HCI PIN Code Request event

[BD_AElDRp

HC.I_P:N__Code_Req uest_Fzep1y
[BD_ADDR. P|N_L.ength. PIN}

HCI Cummand Com tale event

LMP awe Ed Dame [Num_Cmcl.Cmd_ODCnde.Status:

LMP au rand [rand ml
3‘ Mutual Authenllcatuorl LMP sres aLrtl1 res

based Onthelnmxeyi: LMF‘ au randirand nil
LMP sresiauln res:

LMP_comb_key :rand_nr]
LMP cornb_key (rand nr]

LMP au rand [rand nr]

based on the new LMP—sres Eauuuesl
mmhunation key ‘I LMP au rand{ranr.1 nr}

LMP_5ree1eL|tl1 res:
HCI LINK Key Nmificalnon event HCI Lmk Key Nolrficetinn event

tBD_ADDR. Lin|<_Key] {ElD_ADDR. Lnnk_Key§

Figure 3.3: ACL Connection setup with pairing
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3.2.2 Authentication

if a common link key aiready exists between the BT Devices, pairing is not

needed. Note: a Link Key created during pairing can be stored either in the BT

Device or in the Host. If the parameter Authentication_Enab|e is set, the

authentication procedure has to be executed. Here, the MSC only shows the

case when Authentication_Enab|e is set on both sides.

HC.-‘LM-A HCILM-B
Master Slave

r Auth_Enable = 1 *r J’ Auth_Enabte = 1 *.r

LMP features re features
LMP re3ILIr6$ F85 features

it rAum_EnabIa==1)AND(Link Key -. .
mis-°~edJ=> Link Key required _ -' If(Auth__Enab|e==1)AND(Link Key

He: unm Reuestevem ........9?i§%?9.!..?f..%i.=1!$..*S€%¥..r?9Hi.r?.st.. -'
(ED-ADDR) HO! Link Ke Reuest event

HC|_Link_Ke‘_.r_Request_Rep|y (BD_,q§)DR)
HCI Link Ke Reuest Rel{BD_ADDR. L|nk_KeyJ

HCJ Command Comlete event (Bo-ADD“ Li""—Ke'*')
[Num_Cmd. Cmd_0pCode. HC1Cc-mrnand Comlete event

Status] (Nun1_Cmd. (3rnd_0pCode_
Status)

Authentication

LMP_au_rand (rand_nr]
LMP ares auth res

Lit-‘IF-‘ au rand rand nr
LMP sree auth res

Figure 3.4: ACL Connection setup with authentication

3.3 ENCRYPTION AND CONNECTION SETUP COMPLETE

Once the pairingiauthentication procedure is successful. the encryption proce-

dure will be started. Here, the MSC only shows how to set up an encrypted

point-to-point connection (Encryption_Mode = 1 Ppoint-to-pointi). Note: an

encrypted connection requires an established common link key.

ACL connection establishment and detachment 29 November 1999
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HCILM-A HCILM-B
Master Slave

i‘ Encr_Mode=Pointvlo~PoinI ‘i’ i‘ Encr_Mode=Point—to—Poinl ‘i
I I

Encryption
LMP en tron mode =u

{encr_mode]
LMP acoeted ooode

LMP_encrypIion_key size_req
(key_size]LMP acoetecl ooocle

LMP start en: - nun re
(rand__nr)

LMP acoeled crcode

ACL Setup Complete

LMF’ setup complete 0

LMF' setup cornlete ]

HCI Connection Com lete event

(Slatus=t‘)xUO. ConHand1e. BD__ADDR‘. ..)

_I_

Figure 3. 5: Encryption and Setup complete

HCI CU¢1|1BC1i'DI1 CDI11
(SIatus=Cl><C|0. ConHanEl!e. BD__ADDR. . )

_L

3.4 ACL DISCONNECTION

At anytime, an established ACL Connection can be detached by an

HC|_Disconnect (Connection_Hand|e, Reason). If one or several SCO

Connections exist, they must first be detached before the ACL Connection can
be released.

Note: the disconnection procedure is one-sided and doesn't need an explicit

acknowledgment from the remote LM. So the ARC Acknowledgment from the

LC is needed, to ensure that the remote LM has received the LMP_detach

(reason).

29 November 1999 AOL connection establishment and detachment
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HCILM-A HCJLM-B

9°59E.99’T¥TfiF??99.‘?§§?!¥?F?§?T!€.F3HCI Dlsconnecl

[CunHand|e. Reason]

HCI Command 3|-BIUS Event
(stalus. Num_Cmc£.

Crnd_0pCocle)
LMP_cIetach {reason}

.I" ARQ-Auk ‘I
HCI Drsconnectlon Complete evenl HCi DlSCD|"I|"IECl|O|"I Complete even!

(5talus=0x00. Confiandle. Reason] (Stalus=Dx0D. Cor1Ham:IIe‘, Reason)

_|__|_

Figure 3.6: ACL Disconnection

ACL connection establishment and detachment 29 November 1999
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4 OPTIONAL ACTIVITIES AFTER ACL CONNECTION

ESTABLISHMENT

Message Sequence Charts

4.1 AUTHENTICATION REQUESTED

Authentication can be explicitly executed at any time after an ACL Connection

has been established. If the Link Key was missed in HCILM. the Link Key will

be required from the Host, as in the authentication procedure (see

Note: if the HCILM and the Host don't have the Link Key a PIN Code Request

event will be sent to the Host to request a PIN Code for pairing. A procedure

identical to ACL Connection Setup with Pairing (see '3.§:'.€) will be used.

ACL Connection established

HC|_Authentic.alion_Requested
{ConH andle)

HCI Command Status event
(Status. Nu rn_Crnd.

Cm d_0pCode)

If Link Key missed
=> Link Key request to Host

HCI Link K Reuestevenl
[BD_ADDFt)

HCI Link Ke Reuest Rel
[EID_ADDR. Link_Ke'y)

HCI Command Complete event
tNun1_Cmd. Cmd_OpCode.

Status)
L|\-'lF'_au_rand [rand_nr]

'“ S
=> Link Key request to Host . -

HCI Link Ke Re uesl event
{BD_ADDR)

HC|_L'rnk_|<ey_Requesl_Reply
(BD_ADDR. Link_Key]

HCI Command Com . Iele event
[Num_Cmd, Cmi:l_0pCode.

LMP_sres (auIh_re-5) status)
HCI Authentication Complete event

{Status= 0x00. ConHa note}:

Figure 4.1.’ Authentication Requested

29 November 1999 Optional activities after AC1. Connection
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4.2 SET CONNECTION ENCRYPTION

Using the command HC|_Set_Connection_Encryption (Connection_Hand|e.

EncIyption_Enab|e), the Host is able to switch the encryption of a connection

with the specified Connection_Handle to ONIOFF. This command can be

applied on both the master- and sieve sides (only the master side is shown in

Figure 4:12 Set Connection Encryption). If this command occurs on the slave

side, the only difference is that LMP_encryption_mode_req (encryption_mode)

will be sent from the HCILM Slave. LMP_encryption_key_size_req (key_size)

and LMP_start_encryption_req (rand_nr) will still be requested from the HCILM
master.

Optional activities after ACL Connection establishment 29 November 1999
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Bluetooth-

AESC Conriection established

(Status. Nu m_C met.
Cm d_OpCode}

LM P_en:: ryplion_rn ode_req
{encr_model

LMP acceted 0 ode

LMP encr otion Ke size re
(ke~,-'_si2e]

LMP acceted o ode

LMP start BFIC tron re
(rand_nr)

LMP acceted o ode

HCI Em: lion Chane event
(Status =iJ><DCl. Con Handle. (SlalLrs=0x0U. Con Handle.

E,-,.;r_E name: ON] Encr_Enab|e =ON]

Sub-scenario 2: Set Connection Encryption to "OFF
HCI Set Connection Enc: tion
(C2onHandIe. Encr_EnahIe=OFF)

HCI Command Status event
(Status. Num_Cmd.

Cmd_OnCode) Lll.-1P encr tion mode -..

(encr__n1odel
LMP accepted opcode

LMP stop arm: tion re

LMP aocepted (encode)

HCI Encryption Change event Hci Encryption Change event
(SIaILt5=O:<fl 0. Can Handle, (StaILis=0><Ui'J, ConH anclle,

Enc(_E nab|e=Ol‘-'F) Encr_E nable =OFF)

Figure 4.2.’ Set Connection Encryption

4.3 CHANGE CONNECTION LINK KEY

Using the command HCl_Change_Connection_Link__Key

(Connection_Handle), the Host can explicitly change the common link key
shared between the BT Devices.

29 November 1999 Optional activities after AOL Connection
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Note: if the connection encryption was enabled and the temporary link key was

used, it is the task of the BT Master to automatically restart the encryption (first

stop and then restart) after the link key is successfully changed.

(Status, Nu m_Cmd_

_COl'1'| _ 8')? ran _l‘IF°"’°'"°”°°”°’

LMP au rand rand nr

I‘ Mutual Authentication LMP Eras Sum resbased on the new
mm;-_-inaiion key °.r LMP an rand [rand nr

LMP ares auth res
HCI Link Ke Notification evenl HCI Link Ke Notification event

{BD_ADDR. Linl-<_Key] [BD_ADDR. Llnk_Key)

" If (Enc_r_,Ena;ble==DN) AND (Temp "
Key used) => restart encryption

(ConHandle}

HCI Command Status event

LMP st encr . ion re

LMP accepted an ode

LMP start encr lion re

(rand_nr)
LMP accepted o de

HCI Chane Connection Link Ke Complete event
I[Status=GxUD_ ConHan-file}

Figure 4.3: Change Connection Link Key

4.4 MASTER LINK KEY

The 4.4 Master Link Key shows how the Host can explicitly switch

between the temporary Link Key and the semi-permanent Link Key. Since this

command can only be used for the BT Master, the Link Key switch wilt affect all
connections.

Note: if encryption was enabled, it is the task of the BT Master to restart the

encryption separately for each stave.

Optional activities after ACL Connection establishment 29 November 1999
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HCILM-A
Master

ACL Connection established

-Sub-scenario 1: Switch from Semi-permanent Link Key to Master Link Key
HCI Master Link K

(Key_FIag=0><01!'Masler-LK"i}
HCICon1r11and Status event

(Status. Nu rn_Cn1d.
Cmd_0pCode)

LMP_lemp_ra nci (re nd_nr
LMP tern ke rend nr

i'f'{EncrmEna'bie==CiN]
=> restart ‘encryption

LMP slo encr tinn re
LMP aoceted o ode

LMF’startenc ptionre
(rand_nr)

LMP acceted D Odfi

(Status. Nu n1__C mci.
CmcI_0pCode}

LMP aoceted o ode

__ |f'(Encr_Enab1e==ON} _
=: restart encryption (see above). '

HCE Master Link Ke Com lete event HCI Master Link Ke Com Iete event
(Status=0x00. ConHanurs. I<ey_FIag) (SIaIus=I'J><00. ConHandIe. Keg.r_FIag]

_|__|_

Figure 4.4.’ Master Link Key
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4.5 READ REMOTE SUPPORTED FEATURES

Using the command HCl_Read_Remote_Supported_Features

(Connection_Hand|e) the supported LMP Features of a remote BT Device can

be read. These features contain supported packet types, supported modes,

supported audio coding modes, etc.

Note: if the LMP Features was exchanged during ACL Connection Setup, the

HCILM A may return the Read Remote Supported Features Complete event

(Status, Connection_Hand|e, LMP_Features) without exchange of LMP PDUs.

ACL Connection established
' ..____l___________________'_____________________________________________________________________________________________________________. "'

HCl_Reacl Remote Suported Features
{ConHanclle]

HCI Command Status event

(Status. l‘~lum_Cn1d.
Cmt!_OpCo1:le} LMP features re features

LMl'-"_features_res (features)

HCI Read Remote Su u u rted Features Complete event
(Si3lLES=UXOU, Cont-landle_ Ll.-'lP_ ealures]

_|_

Figure 4.5: Read Remote Supported Features

4.6 READ CLOCK OFFSET

Using the command HCl_Read_C|ock_Offset (Connection_Hand|e) the BT
Master can read the Clock Offset of the BT Slaves. The Clock Offset can be

used to speed up the paging procedure in a later connection attempt. If the

command is requested from the slave device, the HCILM Slave will directly

return a Command Status event and an Read Clock Offset Complete event

without exchange of LMP PDUs.

Optional activities after ACL Connection establishment 29 November 1999
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HCILM-A HCILM-B
Master

AOL Connection established
HCI Read Clock Offset

[CenHand|e]

HCI Command Status event
(Status. Nun'i_Cmd.

CmcI_0pCu-cie) LMP clkoffsel -.

Lh.-'IP_c|t(oifs«e1_res
(e|eck_effset]

HCI Read Clock Offset Comlete event
(Status=0xOD. CcmHand|e_ C|oi::i<_Ofisel]

_I_

Figure 4.6: Read Ciock Offset

4.7 READ REMOTE VERSION INFORMATION

Using HCl_Read_Remote_Version_lnformation (Connection_Hand|e) the ver-

sion information oonsisting of LM P_\/ersion, Manufacturer_Name and

LM P_Subversion from the remote BT Device can be read.

HCILM-A HCILM-B

ACL Connection established _. ___'___
HCI_Rad Remote Version Information

[Con Handle]
HCI Command Status evenl

(Status. Num_C mci.
Cn1d__OpCocIe)

LMP_\.rersien_req
(\."ers.N r. Cempld, Su b\.I'ereNr)

LMP version res
(\«"ersNr. Cempld. Sub\t'ersNr]

HCI Read Remote Version Information Complete event
(Stalus=Dx0D. ConHancI|e. Ltu-'|F’_VarsIon. ..}

Figure 4. 7.’ Read Remote Version infannation
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4.8 Q05 SETU P

To set up the Quality of Service, the command HCl_QoS_Setup

(Connection_Hand|e, Flags, Service_Type, Token_Rate, Peak_Banciwidth,

Latency, Delay_\/ariation) is used.

HCILM-A HCILM-B

HCI 005 Setup
(Cont-landle. Flags. Servlce_Ty'pe. ..}

HCI Command Status event
(Status. Nurn_Cn1d.

Cmd_DpCode} LMP uallt of service re
[pa-ll_inte rval, N_bc]
LMP acceted 0 code

HCI Q05 Selu Comlele evenl HCI Q08 Selu Comlele event
Sta1us=0xE)D. ConHanl:|le. Flags. .. Status=(]x00. ConHanl:IIe. Frags. ..

Figure 4.8.’ C205 Setup

4.9 SWITCH ROLE

The command HC|_Switch_Role (BD_ADDR, Role) can be used to explicitly

switch the current role of the local BT Device for a particular connection with

the specified BT Device (BD_ADDR). The local HCILM has to check whether

the switch is performed or not.

Optional activities after ACL Connection establishment 29 November 1999
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HCILM-A HCILM-B

A_Ci. Coni1eciici_i'_s_e_t‘,tabIishz=.-_§_

Sutuscenario 1: Master requires the
In Mastepacle if Masterlsiave Switch

.I"' Stave-Role "1'

HCI Switch Rule
[BD_ADDR. Rule =S|a\re)
HCI Command Status event

(Status, Nu m_Cmd.
Cmd_OpCode}

LMF’ switch re [}

LMP Slol clfsel
(slol_ol'i'seI. BD_ADDR}
LMP acceted 0 ode)

Sub-scenario 22 Siave |“8qUi|“9S the" Master}
I‘ Master—Ro|e ‘F Slave Switch

HCI Switch Role
(B D_ADDR. Role-=Masle r)

HCI Command Status even!
(Status, Num_Cmd_

LMP slot Lvffsel cmc|_opcode)
(sIol__of‘|'set. BD_ADDR}

LMP switch re

LMP_accepieci (opcaci e)

Masterlsiave Switch
' {common for sub-scenario 1 and 2)

TD D—SwiIch ...

FHS ED ADDR. COD. ..
'FHS—Ack" ID-Packet

Use newchannel ameters
I‘ Slave-Role ‘I if‘ Master~Ro|e ‘.n'

HCI Rule Change evenl HCI Rule Change event
[Slatus=Dx0D_ BD_ADDR. New_RoIe=S|ave) (Sl.alus=0>i0O. BD_ADDR. New_Roie=Masler]

_|__|_

Figure 4.9: Switch Rafe
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5 SCO CONNECTION ESTABLISHMENT AND

DETACHMENT

5.1 SCO CONNECTION SETUP

SCO Connection setup requires an established ACL Connection. It is the task
of the Host to create an ACL Connection first and then the SCO Link.

Note: On the slave side. an incoming connection request can be automatically

accepted by using HC|_Set_Event_Fi|ter (Fi|ter_Type, Fi|ter_Condition_Type,

Condition) with the Fi|ter_Type = 0x02 i*Connection_Setup*i. Furthermore, for

each SCO Link to a BT Device, a separate SCO Connection Handle is needed.

5.1.1 Master activates the SCO Connection setup

To set up an SCO Connection, the HCl_Add_SCO_Connection

(Connection#Hand|e, Packet_Type) command is used. The specified

Connection_Hand|e is related to the ACL Connection that must have been cre-

ated before the HCl_Add_SCO_Connection is issued.

HC:'LM—A

HCI Connection Reuest event

BD_ADDR. CoD. Lnnl<_Type=5CO
HCI Accel Conneclaon Ruest

(ED__ADDR. Role)
HCI Command Status event

(Status. Num_Cmd.
Cmd_OpCode)

HCI Connection Com Iele event HCI Connection Com - Iete event

(3tatus=0><00. SC0_ConHar~dIe. ..) (Status=0xD0, SCO_ConHand|e. ..)

Figure 5.1: SCO Connection setup (activated from master)

SCO Connection establishment and detachment 29 November 1999
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5.1.2 Slave activates the SCO Connection setup

The same command HC|_Add_SCO_Connection (Connection_Hand|e.

Packet_Type) can be used to create an SCO Link when the local BT Device is

a BT Slave. Here the specified Connection_Hand|e belongs to the established

ACL Connection between the BT Devices. Compared to 3?, the only differ-

ence is that the HCILM Slave starts the SCO Setup with LMP_sco_|ink_req
first.

HCILM-A HCILM-B
Master Slave

' JA<'3L"€on'nec1aon est-abIished_ '
HCI Add SCO Connection

[ACL_ConHanci|e'. Pacl-<eI_Tvpe}

HCI Command Status event
(Status. Nun1_CmcI.

Cmd_OpCooe)LMP soc lrnk ~n ..

HCI Connec1ion Request event
[BD_ADDR. CoD. Lini<_Type=SCO

HCI Accet Connection Roast
[BD_ADDR. Role]

HCI Command Status event

(Status. Nu m_Cmd.
Cmd_OoCo-do)

LMF’ acceted ooodej

HCI Connection Complete event HCI Connection Complete event
[ atLis=fl><00_

Figure 5.2: SCO Connection setup (activated from slave)

5.2 SCO DISCONNECTION

An established SCO Connection can be detached at any time. Since several
SCO Connections can exist between a BT Master and a BT Slave, an SCO

Disconnection only removes the SCO Link with the specified SCO Connection
Handle. The other SCO Connections will still exist.

29 November 1999 S00 Connection establishment and
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_ACL Connection established _ '
HCI Disconnect

(SCO_CcmHand|e, Reason)

HCI Command Status event

(Status. Num_Cmd.
Cmd_OpCode) LMP remove sco Ilflk re

I ClDIsoonr1I3ct1on Cornlele event
Status=0x0U. SCO_ConHancl|e. ..}

Figure 5.3: SCO Disconnection

SCO Connection establishment and detachment 29 November 1999
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6 SPECIAL MODES: SNIFF, HOLD, PARK

Entry into sniff, hold or park mode requires an established ACL Connection.

The following table summarizes the modes and the BT Role that can request,

force. activate or exit the modes.

Masterlsleve Mesterfsleve Masterfsleve

Master Mesterfslave Master

Activation Master Masterfslave Master

Release Masterfslave Automatic Masterfs lave

Table 6.1: Summary of modes (Sn.-‘ff, Hold, Park)

6.1 SNIFF MODE

Sniff Mode is used when a slave shall participate in the piconet only in a sniff

interval. For the Sniff Mode negotiation, the Host specifies the

Sniff_Max_lnterval and the Sniff_Min_|nterva| so that HCJLM will be able to

choose the one sniff interval in this range. The used command is

HC|_Sniff_Mode (Connection_Hand|e, Sniff_Max_|nterva|, Sniff_Min_Interva|,

Sniff_Attempt, Sniff_'|'Imeout).
Since Sniff Mode is a periodic mode, the command HC|_Exit_Sniff_Mode

(Connection_Handle) is needed to return to Active Mode.

29 November 1999 Special modes: sniff. hold. park
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HCILM-A HCJLM-B

.. ... ................... . .. ............................ .. ____'}
HCI Sniff Mode

{ConHandle_ Sn'rlf_Max_|nterva|. ..}
HCI Command Status event

(Status. No m_Cmd.
Crnc|_OpCode]

x_ hmasler _! Sub-scenario 1: Master forces Slave in
Sniff Mode _
LMP srnff

{lIm|ng_control_flags_ D_sniI“f. ._

I‘ B=S|ave ‘I

Sutrscenario 2: Master or Slave r B=5|ave

requests Sniff Mode Dr Master 'r’
LMP sniff re

{lIn1Ing_oontro!_flags. D_5nIl’f. .

LMP_a ocepted (opcode)

HCI Mode Chane event

(Status=0><U0. Cont-landle. Current Mode=SnIff. ..] Hcl Mode Chane ever“
(5taIus=0x00_ ConHancIIe. Current_Mode=Sni1°f. ..)

Sub-scenario 3: Exit Sniff "Mode

HCI Exit S|'||fiMDdS
{ConHand|e)

HCI Command Status event
(Status. Nurn_Cn1d.

Crnd_0pCocIe) LMP unsniff --
LMF’ acceted ooode

HCI Mode Chane event

(Sta‘lus=(}xflI'J. ConHancI|e. Current Mode=m:IJve, ..) HCI Mode Chan 3 ever“

‘ (StaI:Js=Ox00. ConHand|e. Currenl_Mode=Aetive. ..

Figure 6.1: Sm'fl' Mode

6.2 HOLD MODE

Hold Mode is useful when a BT Device doesn't want to participate in the

connection for a Hold Mode Length. Using the command HC|_Ho|d_Mode

(Connection_Hand|e, Hold_Max_Length, Ho|d_Min_Length), the Host speci-

fies the Hold_Max_Length and Ho|d_Min_Length. The HCILM will then be able

to negotiate a Hold Mode Length in this range. When the hold mode is started

Special modes: sniff, hold. park 29 November 1999 1063
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or complete, Mode Change event (Status, Connection_

Handle, Current_Mode, Interval) wiii be used to inform the Host about the
actual mode.

Note: the Hold Mode is exited when the Hold Mode Length has expired, so it is

no guarantee that the remote BT Device is immediately active.

HCILM-A HCILM-B

(Status, Nurn_Cmd_
Cn1d_OpCode}

J‘ A= Ma star ‘I

HCI Mode Chan e event

(5talus=0><'D0. ConHand|e. Currenl_Mode=Ho|d. J Hm Mode Chan 9 event
(ST.atus=0x00. ConHand|e. Current__Mode=HoJd. ..)

Hold Mode complete
HC! Ii.-‘lode Chan e event

(siaIus=0x0fl. ConHandIe. CurrenI_Mode=A::live. ..] HCI Mode Chan e event

‘ [S1atLIs=iJx0C|. ConHandfe, Currenl_Mode=AdJw-.1 ..)

Figure 6.2: Hoid Made

29 November 1999 Special modes: sniff. hold. park
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6.3 PARK MODE

Park Mode is used to render the slaves inactive but still synchronized to the

master using the beacon interval. In park mode, broadcast is performed.

6.3.1 Enter park mode

Using the command HCI_Park_lv1ode (Connection__Hand|e,

Beacon_Max_|nterval, Beacon_Min_|nterval) the Host specifies the

Beacon_Max_Interva| and Beacon_Min_lnterva| so that HCILM can set up a

Beacon-Interval in this range for the BT Slaves. In Park Mode, the BT Slave

gives up its AM_ADDR.

Special modes: sniff, hold. park 29 November 1999

AFFLT0294293



Samsung Ex. 1019 p. 1066

BLUETOOTH SPECIFICATION Version 1.0 8 page 1066 of1082

Message Sequence Charts
Bluetooth-

HCILM-A HCILM-B

. E’-&<.3..'.L..9i?9.ri?é§*?§%r?..¥%?=§%§ii$fiE%éi

(ConHani:I|e, BeatxJn_Max_|n1er'vai. ..
HCI Command Status evenl

(Status. Nun-1_CmcI.
Cmd_OpCode)

1' A=Master 'r Sub-scenario 1: Masier forces Slave into Park Mode
LMP |1rk

{timIng_contm|_f‘lags, D_b, ..l

I‘ A=Master ‘I Sub—$cenario 2: Master re uests Siave into Park Made
LMP fk re

LMP acceted oconle

LMP rk
(timnng_c::nlroI_fiags. D_b. ..)

+" A=5|ave ‘I Sub-scenario 3; Slave requests. to be put into Park Mode F‘ B=Masler ‘F

(timing_oontro|_1'1ags. D_b_ ..}

HCI Mode Chane evenl

LMF’ sei broadcast scan WIHCIOW
(timing_conlm|_fIags, D_b, _.)

LMP mndi beacon

(timing_conlroI_iiags. D_b.

Figure 6.3: Enter Park Mode

6.3.2 Exit Park Mode

Since Park Mode is a periodic mode, the command HC|_Exit_F’ark_Mode

(Connec1i0n_Hand|e) will be used to return to Active Mode. A parked BT Slave

can send an Access_Request_Message to request to leave the Park Mode.

It is the task of master HCILM to use LMP_unpark_PM_ADDR_req (..) or

LM P_unpark__BD_ADDR_req (..) to unpark a BT Slave.

1065 29 November 1999 Special modes: sniff. hoid. park

AFFLT0294294



Samsung Ex. 1019 p. 1067

BLUETOOTH SPECIFICATION Version 1.0 B page 1067 of 1082

Message Sequence Charts

(Status. Num_Crnd.
Cmd_OpCode]

Sub-scenario 1: Master unparks Slave
using BD_ADDR

LMP unark ED ADDR re lr_ to all Slaves fir(lImang_con1ro|_fiags. D_b. BD_.-OLDDR. ..]

I‘ A=Masler ‘F

I‘ only from Ihis stave ‘I

Sub—scanar':o 2: Master unparks Slave
using PM_ADDR

L|\-'lP_LInpar|<_PM_ADDR_re Ir. to all Slaves .1,
(IImIn__con1r'o|_flags. D_D. BD_ADDR. .]

1" A=MasIer ‘I

LMP amemed (°°°°d°) .f' only from Ihls slave ':

Sub-scenario 3: Slave unparks itself I‘ B=Masler ‘I

"Access R - .--

LMP unrk ED ADDRIPM ADDR__req
(liming_conlro|_flags. D_b. ..]
LMF‘ aweted ooode

HCI Mode Chane event

HCI Mode Chan e event
(Sta1us=0xU{'J. ConHancl|e. Cun'en1_Mode=AdJve. ..)

_|_

Figure 6.4: Exit Park Made

Speciai modes: sniff, hobd. park 29 November 1999
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7 BUFFER MANAGEMENT, FLOW CONTROL

The HC Data buffers are configured by the HC and managed by the Host. On

initialization, the Host will issue HCI_Read_Buffer_Size. This specifies the

maximum allowed length of HCI data packets sent from the Host to the HC.

and the maximum number of AC1. and SCO data packets that the HC can store

in its buffer. After a connection is created, HC will frequently inform the Host

about the number of sent packets using Number Of Completed Packets event

(Number_of_Hand|es, Connection_Hand|e[|1, HC_Num_Of_

Comp|eted_Packets[i]) (see §“§gu.re 1’ .1 Host-to-HC flow control).

HCILM-A

lnitialisation '
HCI Read Buffer Size

HCI Command Com Iele event
3tatus.ACLD£daPaL‘£ta:tLer'Ig1t1

HCILM-B

"'Act"a'mm.'r's¢'o 'Connec'tion'establish'ed' " ' ' ' ' " " '

Ba se band data acl-cets

HCI-ACL or HCI-SCO data ckets
HCI Number Of Corn ed Packets event

(NLsm_of_Hand|es. ConHand|e[I]_ ._)

Figure 7.1: Host to H6‘ flow contra.‘

Accordingly the HC to Host flow control can be applied in the same way so that

during initialization the Host configures the Buffer Size and later the Host Con-

troller will manage the Host Buffers.

Using HCl_Set_Host_Controller_To_Host_F|ow_Contro|

(F|ow_Control_Enab|e) the Host can decide to apply the HC to Host flow

control or not. For flow control itself HCl_Host_Buffer_Size

(H ost_ACL_Data_Packet_Length. Host_SCO_Data_Packet_Length,

Host_Tota|_Num_ACL_Data_Packets, Host_Tota|_Num_SCO_Data_Packets)

and HC|_Host_Number__Of_Comp|eted_Packets (Number_of_Hand|es,

Conne-ction_Handle[l]. Host_Num_Of_Comp|eted_Paci<ets[l]) will be used (for

details see Figures '}".2 HC to Host Flow Control).

29 November 1999 Buffer management, flow control
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HCILM-A HCILM-B

initialisation

HC1_ Set Hos! Cofilrdier To Host Fiaw Conird
[F|ow__ControI Enabie=0N}
HCI Command Com leia evenl

(Num_Crnd. Cmd _0pv0ode. Stains)

HCI_ Host BLrffer__Size
{Hosl ACL Data Packel LengIh...J

HCI Curnmand Curnlele even!

____»°ir2_L;E1ris::or§c5? c<i?2_o<=:cfio§n'_sesta_bJil=»h9_=_!_'HCIACL or Hcieoo data chats

Baseband data packels

HCI-ACI. or HCI-SCO data packet

HCI_Hnst Number DI Go hated Packeis
Num 0! Handles. Con}-Iandlefil. ..

Figure 7.2: HC to Host Flow Control

Buffer management. flow control 29 November 1999
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8 LOOPBACK MODE

Bluetooth-

8.1 LOCAL LOOPBACK MODE

The local Loopback Mode is used to Ioopback received HCI Commands. and

HCI AOL and HCI SCO packets sent from the Host.

The HC will send four Connection Complete events (one for ACL, three for

S00 Connections) so that the Host can use the Connection_l-fandles to re-

send HCI ACL and HCI SCO Packet to HC. To exit the local Loopback Mode,

HC|_Write_L0opback_Mode (Loopback_Mode=0x{)0] or HC|_Reset ( ) will be
used.

29 November 1999 Loopback Mode
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Enter Local Loopback Mode

HCl_Write_Loopback_Mode
(Loopbaclt_Mode=loca| loopback)

HCI Connection Ccmlele event

Status. ACL_Con Handle, BD_ADDR, Link_Type=ACi_. Encr_Mode)

HCI Connection Complete event
(Status. SCO_ConHendle1, ElD_ADDR, Link_Type=SCO, Enor_Mode}

HCI Connection Complete event
(Status, SCO_ConHandle2. ElD_ADDR, Linl-t_Tv$SCO. Enr:r_Mode}

HCI Connection Complete event
(Status. SCO_CorIHandle3. BD_ADDR. Link_Tvpe=SCO. Encr_l\l'|ode}

HCI Command Complete event
(Nurn_Cmd, Cmd_OpCode=HCl_Write_Loc-pbaok, Status)

Sub-scenario 1: loopback HCI-ACL and HCI-SCO packets ' '
HCI-AOL. HCI-SCO ackels ..

i‘ lcopback all received
HCJ-ACL and HCISCO

HCI-AOL, HCI-SCO packets ._ packets '3

Sub-scenario 2: Ioopback HCI Command packets

HCI-Command packets ..
E‘ Special commands like
HCl_Bufl‘er_Size ._ will not

HCI Loopbeck Command event be looped back '1
(HCl_Command__Packet)

Exit Local Loopback Mode
HCl_Write_Loopback_Mode

(Loopbacl-<_Mcde=no loopback)

HCI Disconnection Complete event
(Status-—‘0x0D, SCO_ConHand|e‘l, Reason)

HCI Disconnection Complete event
(Status=0x00. SCO_ConHand|e2. Reason)

HCI Disconnection Complete event
(Status=0x00, SCO__ConHand|e3. Reason)

HCI Disconnection Complete event
(Status=0x00. ACL_ConHandle. Reason)

HCI Command Complete event
(Num_Cmd. Cmd_0pCode=HC|_Write_Loopback_Mode. Status)

Figure 8. 1: Local Loopback Mode

Loopback Mode 29 November 1999
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8.2 REMOTE LOOPBACK MODE

The remote Loopback Mode is used to loopback all received Baseband AOL

and SCO Date received from a remote BT Device. During remote Loopback

Mode, ACL and SCO Connection can be created. The remote Loophack Mode

can be released with the command HC|_Write_Loopback_Mode

(Loopback_Mode=Ox0O).

HCILM-A HCILM-B

Enter Remote Loopback Mode
HCI Write Looback Mode

{Loopbackq|\-'lode=rerriota loopbatx)
HCI Command Com Iole event

{Nu m_Cmd, Cmd_O pcode.
Status]

Create ACL Connection

Create SCO Connections
HCI-ACL. HCI-SCO - ackels ..

Baseband ACL-. SCO-Packets ..

Baseband ACL-. SCO-Packets ..

HCI-ACL. HC|—SCO packets.

' Exit Remote Loopback Mode

Remove SCO Connections

Remove-ACL Connection

HC|_Wrile_LoopbacJ<_Mcide
(LoopDa ck_Mode =no loopback]

HCI Command Com Iete event
{Nu m_Cmd. Cmd_OpCode.

Status)

Figure 8.2.’ Remote Loopback Mode

29 November 1999 Loopback Mode
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9 LIST OF ACRONYMS AND ABBREVIATIONS

Host Controller

Host Controller Interface

Lower Address Part

Link Controller

Link Manager

Link Manager Protoool

Message Sequence Chart

Protocol Data Unit

List of Acronyms and Abbreviations 29 November 1999

AFFLT0294301



Samsung Ex. 1019 p. 1074

BLUETOOTH SPECIFICATION Version 1.0 B page 1074 of1082

Message Sequence Charts

10 LIST OF FIGURES

Figure 2.1: Remote Name Request 1{}i~i9

Figure 2.2: One-Time inquiry ................................................................. .. ‘iii-‘$13

Figure 2.3: Periedic inquiry ................ ................................................. .3204?

Figure 3. '1: Ovewiew of ACE. Connection esiebiiehment
em‘. detachment ................................................................... .. ‘€042

Figure 3.2: ASL Connection Request phase 15344

Figure 3.3: ASL Elonnecticxn setup with 15:38

Figure 3.4: AC Connection setup with authentication .......................... .104?

Figure 3.5: Ericrypiiora and Seiup oompiete ........................................... .1048

Figure 3.8: ASL Diacorineciirm 1049

Figure -ti-.1: fiuithenticaiiori Requested .................................... ............. .. 1058

Figure 4.2: Set Connection Encrypiien 1952

Figure 4.3: Change Clurmeciion Link Key .............................................. .. “£953

Figure 4.4: aiaster Link Key ................................................................... ,. ‘Z0534

Figure 4.5: Read Rerrscite Eziupporieci Feaiuree ...................................... .. ‘$055

Figure 413: Reed Cieek Offset ................................................................ .. ‘£058

Figure 4.7‘: Read Remote ‘Jersim infurmaiion ....................................... "1956

Figure 4.8: Q03 SE."{l.i§} ........................................................................... ..1i'35?

Figure 4,9: ESwit<:i": Roie .......................................................................... .. ‘H358

Figure 55.1: 3530 Connection setup {aciivatad from mesier} 1059

Figure 5.2: 8:00 C{.3.":f'}8€.‘.§I€Jf1SQi.l.!;) {activated from ‘£060

Figure 5.3: $30 Discuimection ............................................................. .. 1851

Figure 5.1: Sniff iifiode ............................................................................ .1953

Figure 6.2: Hoid Mode

Figure 8.3: Enter Park Made .................................................................. .. 195$

Figure 8.4: Exiti3er1< is-Essie ’2f.i&i'E’

Figure 73%: Hue: ie HG fiow contra} ........................................................ .. WES

Figure "312: Ht,‘ to Hus‘: Fiuw Centre-i ...................................................... .. 1069

Figure 8.1: i.-0r.:ai §..eopTuack 1071

Figure F2-emute i..o<:-phi-Ink 10??

29 November 1999 List of Figures

AFFLTD294302



Samsung Ex. 1019 p. 1075

BLUETOOTH SPECIFICATION Version 1.0 B page 1075 of 1082

Message Sequence Charts

11 LIST OF TABLES

“z”-abie Sajmznasy :3? modes {$3r:tff, Ht;-Ed, Park} .................................

List of Tables 29 November 1999

AFFLT0294303



Samsung Ex. 1019 p. 1076

BLUETOOTH SPECIFICATION Version 1.0 8 page 1076 of1082

Message Sequence Charts

12 REFERENCES

[1] “éiaseis.-anti Sip:-3::ifica‘:%c::~=" an page

[2] “Link Manager F*rr.=t0coE” on paagge "1853

[3] “’r-€33? Corztmiier irwierface Fufifiiéflfiai E3pecifica=‘_'sor:” :1“. page 5‘!

[4] "'i.:3g;i:';eaE E..ireE< {T:JnEr:_>i and Ariagstaticsrx Pr£:~‘!{3€:{_:¥ Sp:-;r:ifi::aiia>n" on page 2:35

29 November 1999 References

AFFLT0294304



Samsung Ex. 1019 p. 1077

BLUETOOTH SPECIFICATION Version 1.0 B page 1077 of 10

fl:
02

Alphabetical Index

Bluetouth.

Numerics

0x?E is-5;:-:5 7.<_=..-i

A

Abor1— is-“-:2} 4:20

ACCESS RIGHTS ACCEPT§F-';:=.§ 451

ACCESS RIGHTS REJECT [F35 455-‘:

ACCESS RIGHTS REQUEST 5&3: 45:

Ack Code {H533 ‘I81

Ack code {H13} H50

Acknowledgement Timer (T1)§F:ii <i{'.==.3

ALERTING gr-’:3§ 4142

asynchronous notifications ii‘-':-1} 5508

AT+CMU)( ii‘-':’l} 399

authentication {Cg ‘.-is'-‘-.

B

basic option gr-‘ -:3 396. §F:‘=§ :3€sé3

Baud Rate it--i:;'-5} ?81

baud rate {Fifi} .'%91,§ri:3;'r?-?.-

beacon 50; 2'5’:

beginning delimiteril-{:31 IP35

Bluetooth §_F:2] 4.1-*5

BOF(0x?E} {FE-.3; rss

Briefcase Trick 5F:4} 5C:=»:;

business card §F:2i 4'55

byte ordering '5; 3%

byte stream {F223 42':

C

Call Control {R3} 43:‘;

CALL PROCEEDING {F1-3} 6.4‘:

Calling Line ldentityfzsg 4:36

checksum1a—e:.'=.] ?8:‘i

CL INFO [§".3} 455::

claimant {C3 1534

clock offset {C} ::‘i:-:_«'

COBS it-iz.’-it J’;-14. 1.H.:.'3] g'H_-3; '.i"E3?‘

COBS code block gi-{:3} ?€<.?

COBS code byte 1:-i.-3} ?3?

combination key at); 19?

commands in T8 07.10 {F-:5; 3936

Configuration distribution =;.’«‘:3,i 44:9

CONNECT {F533 -M2

Connect-request {F-2; 413

Consistent Overhead Byte Stuffing {ir‘:3; ?85

control channel -.

convergence layer ;'i=:‘i_}

CRC is-5:3} 3'32

CRC-CCITT :1-{:33 ‘.1’35.i'r§:3§ ras

CTS is-£13} res:

current link key {C} -‘:95

D

Data Link Connection |dentifieriF:'ij 393

data throughputgzr‘-:1} 391

DOE [T-‘:’=} 3552

default URL 3.-T:-fir; Sill?

delayed loopback gt‘.-‘E 812

Delimiter {H:3; ‘r83

delimiter 0x?E §2—::3} ‘€85

delimiter, Ux?E EH.-Li; 751:!

direction bit 3?‘-:“l; 40:3»

DISC oommand{F.1}4€}o.

DISC command irame {F-. :}

DISCONNECT gr-'-.3; 446

Disconnect-request ;:‘—‘:2j :1‘! $3

DNS ifr":-if sot:

drift :1?! 2%

DTE {rm} 12‘-‘:1; 3-.<3si

DTMF ACKNOWLEDGE ;F:3; 45?

DTMF start & stop §.==:3i 456
DTRIDSR ‘yr; 3' 41:3

1?: 1; ma;
sea

E

EIATIA-232-E E11; 389, {P1}

eliminating zeros §.>€:.'3'§ ?i"s.‘5

emergency call {_>‘-:-31} we

emulated por1s{!=;1}:%é53

encryption {-11} 1:49

ending delimiter {H23} ‘:85

EOF(0x7E) in.-:3} 1:33

Error detection 5!-3;:-5} 33%

error message packet [H:3} ?8.‘.=.. it-i::'~1§ 78:’:

Error Message Packet (Ux05) 1':-!:f-3] we

error packet ii-3:3} res

Error Recovery {E-L3} "383
error recovery {H-.3} rec, {Hf}; 9'34

error recovery procedure {H:3j ‘res, {H13} "385

Error Type iH::1'_§ ‘£853. {H-3; 29519.?

ETSJ TS 07.10 .§.¥=.-2} 421

external call §F:.'-E} 4?}?

29 November 1999

AFFLT0294305



Samsung Ex. 1019 p. 1078

BLUETOOTH SPECIFICATION Version 1.0 B page 1078 of €882

Confidential’ Biuetooth

F

Fast inter member access {F23} -td§;='

FCoff qr: it .131,

FCon gr‘: 1} «:93

flow ccntrol{F:1jrl03

Forbidden Message §t=.-<3} 5:.-1

frame types {F-:1} 3535}

G

generator polynomial ii-{:3} ?85

Get-request {F-.2} 42$:

Group Management {Fe} 435

H

HCI RS232 Transport Layer {l-E-.3} ?‘.’3
header ID {P25} 4:?

hold mode {(3} 208

Host Controller Interface {P-4} 530$

HTML {r~‘-.4} .‘3l_35

HTTP {:-‘trig 50:3. rs.-:2} ass

I

in-band toneslannouncements [.~‘-:.-";; 44:,-

INFO ACCEPT {F3} 452

INFO SUGGEST {i'=:3'; -€52

INFORMATION {§=':3-g -£4-2

initialisation key {C}
intercom call gr?-..'s; rm‘;

Internet Engineering Task Force (|ETF}{_F-4}
fir‘:-4

interoperability {F31} 5*-.1

interrupt iatency 1;i»:;:,§ Y8-:2:

|rCOMM gs.-:3; ms

lrDAf:«":2'; .114

|rMC :92: 425.:

|rOBEX _rs=':2: «ea 4

J

Javascript {FA} 5;‘-I55

jitter :93} 233

L

L2CAP channel {I-“: t; 5:5?

latency requirements 1.9.1} «.56?

link key {-35 tile

link loss notification {F-.1} 3955:. {!—‘:“13»sEi‘r

link supervision {C} ::'24

LISTEN REJECT §_:-“:3; -tile‘.

LISTEN REQUEST 45?;

LISTEN SUGGEST{F’:3{453

Bluetooth.

loop back test {P} Bio

low power mode§F.1}4~'3?r'

M

Management Entity ii‘-':.-tj

Maximum Frame Size (N1){F;':i40fi
Modem Status Command 591:} rssr

multiple bearers g'F:d‘g 508

multiplexer control channel {W} 399

Multipiexer Control commands {W} 401

N

name request 312; ;3i'~'?

negotiation packet§.>~::.'3; rail, gr-1:3} hat

Negotiation Packet (t}x06) ii-t:.’-3 .?':‘E:'

negotiation phase :1-{:33 ?:<.=3

null modem gm} 3:12

null modem emulation {l'-‘:‘=§ 3:»."‘.»

number of data bit [H:.’3} 2930

number of stop bit §H:::'.; rat»

0

OBEXL?-:52}-114

OBEX session protocol {.+“-:23 -317

Obtain access rights {F53} 44%]

output pcwergct 255

P

paging scheme go; 252.3

pairing {C3 195

parity type {E--l:.'-3} ?ai:

park mode {{1} 2%":

payload heade iii} 19::

PIN {C} ":95

PN command §'F;-51402

port emulation entity 5|“-‘:3 4-25

port proxy entity 1; 405

Protocol Mode {His} F32

protocol mode {+3} 178E}

protocol mode 0x13 £H:'3; 'r3:":

protocol mode 0x14 {H35} ‘res

Prcxyfgateway Addressing {F33} F503»

Put-request §'.'-123 419

0

0.931 gr-‘:3; .-23:5

Quality of Service {{3} 218

R

register recalt {.>‘--.3; 456

29 November 1999

AFFLT0294306



Samsung Ex. 1019 p. 1079

BLUETOOTH SPECIFICATION Version 1.0 B page 1079 of 1032

RELEASE is.-3} as-45

RELEASE COMPLETE [.-'-‘:1’.-34-'36

reliability ;i=‘:'I§ 4:3‘?

reliable transmission gr-‘:‘-._: «i-Lia

Response Timer for Multiplexer Control Chan-
nel (T2) §:=:i'g 40$}

resynchronization {i<.:3§ ‘£34

resynchronize {.>-¢::3‘g ?z3F3

retransmission holding buffer {i—l:3} F35, {H:3_i
?'-38

retransmission packets {H:3j ‘mi. {H-.3} ‘#83

RFCOMMl?'.2j&1-4

RFCOMM entity ll~'.-E} 393

RFCOMM multiplexer §l=;":'} 5:95;

RFCOMM reference model [F:‘:§ 395

RFCOMM Server Channel {i-‘-- 1; 405

RFCOMM server channels {R1} .-“"

RFCOMM session {F-‘:1; 3-33. gr‘-.1} . .,-:s

RLS command M32

RPN command ftig rt-:_'=‘.

RS-232 {fit} rsasi, rev; 323:, int; «see

RS232 it-5'3} ?.:*a

RS-232 control signals {.>‘-:1 392. {Fa} 3?)?

RS232 Transport Packet it-i::+.-} We

RSSI go; 215

RTS ;:~i_-.3; ‘res

RTS.-'CTS ,ir~':‘:,i 463, ;.:~«;:3} 2'80

RTSICTS Mode l!--L3} F532

8

SABM commandifi 1} 39s, {F nest:-G

SCO link {cg ’-_-"E!-E

semi-permanent link key if); 198. :6} -1539

SEQ No with Errorgi-1:3;

sequence numbergi-1:3; We

sequence numberiieldiki-3;1?¥5i3. =-=-.3; "7538

Sequence Number with Error field g:-4:3} .785.
gs-i-3;

serial port emulation entity ~;;=‘-‘:1; 3955

service call [T-‘:1-.2} 439

Service Discovery Protocol ire-.-ii .5:’_1't3_ {;-'':.€.‘; 5312

service records {Fm}

SetPath- 1.>‘-:2} 42¢:

SETUP [F533 43:;

SETUP ACKNOWLEDGE L:-‘:33 44':

simple error recovery scheme ii-{:3} "3243

Smart Kiosk §.=':ail stir:

sniff mode it’); 3-:'=%_‘:

SSL gr‘.-43 aria

START DTMF{F::-i145?

_>‘-:1;4cri

Bluetouth.

START DTMF REJECT {F:?5§ 45;’

STOP DTMF _.==:3i 45?

STOP DTMF ACKNOWLEDGE {E-'.?~} 45'?’

supervision timeout ac; 224

synchronization ;_H;:i}

synchronize 12°-L3} 1'33

T

TCP {:24} eras

TCP port number W12} 42?:

TCPIJP gr-':;ag 414

TCS Binary {F131 4133

Tdetect gi-1:3;

Tdetect Time ii-5:5; F82

Tdetect time 1:>-4:3; ‘£88

temporary link keygc; r:-‘ea

test mode {(3} 2.:<i?__ glue} Esiifi

Tiny TP {F12} 415

transmitter test 12:1: 81”:

T3 U7.1U[F."‘:}

TS 07.10 multiplexer [i"".":§ 3553, 5F;il xiii?’

U

UART {J-{:3} ?3i::

UART Settings it-{:35 "re:

UDP {i-14} st.‘-is

Uniform Resource Locators {Fat} 599

unit key {C3 ‘<5?

URL ii’--‘:4; 5:}?

User Addressing ii‘-1:1;

V

vCaIendar i,.-'-‘:25 :11 5

vCard {H2} 4153

verifier {C3 194

vMessage §.5-';:-:; .-1:5

vNotes {F2} 415

W

WAP Client §=‘-'-.4; 5:32

WAP Proxyigateway {F:-=31 E‘:-:53

WAP Server iF:4§ 503

WDP §'F:4} 5:14

Wireless User Group {P3} .445?

WSP {mi 594

WTLS 19:43 5:14

WTP is-.4} E504

WUG{§='::;1}<i-is

29 November 1999

AFFLT0294307



Samsung Ex. 1019 p. 1080

BLUETOOTH SPECIFICATION Version 1.0 8 page 1080 of €332

Confidential’ Biuetooth

X

XML am; 555

XONIXOFF 1:-': ‘I; «$5.33

2

zero elimination {H:3; 'r"§';‘.=‘

29 November 1999

AFFLT0294-303



Samsung Ex. 1019 p. 1081

 

AFFLT0294309

 



Samsung Ex. 1019 p. 1082



Samsung Ex. 1019 p. 1083

Specification Volume 2

Specification

of the Bluetooth System

Wireless connections made easy

3

«x-f /are-‘i‘ “9%7a-27¢’ =;¢¢¢%:3'3 mzzaaaze e

December 15::Ilg!)9:

AFFLT029431 1



Samsung Ex. 1019 p. 1084

 

AFFLT0294312

 



Samsung Ex. 1019 p. 1085

page 3 of 440
Dmcr Day-Munlh-Your N B. Dacuuneml Nu

BLUETOOTH DOC 01 Dec 99 1.c.47.'1.o B
Ruspurlal £1

Profiles of the

Bluetooth System

Version 1.0B

AFFLT029431 3



Samsung Ex. 1019 p. 1086

BLUETOOTH SPECIFICATION Version 1.0 8 page 4 of 440

Profiles of the Biuetooth System Bluetooth-

Revision History

The Revision History is shown in Atspeswriéx % on page 4'13

Contributors

The persons who contributed to this specification are listed in

I-Xpper:-:ii>=: it on page 421.

Web Site

This specification can also be found on the Bluetooth web site:

ratép :."Aw.-W. uetooti": .c€.=m

Disclaimer and copyright notice

THIS SPECIFICATION IS PROVIDED "AS IS” WITH NO WARRANTIES

WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY,

NONINFRINGEMENT, FITNESS FOR ANY PARTICULAR PURPOSE, OR

ANY WARRANTY OTHERWISE ARISING OUT OF ANY PROPOSAL, SPECi~

FICATION OR SAMPLE. All liability, including liability for infringement of any

proprietary rights, relating to use of information in this document is disclaimed.

No license, express or implied, by estoppel or otherwise, to any intellectual

property rights are granted herein.

Copyright © 1999

Telefonaktiebolaget LM Ericsson,

International Business Machines Corporation,

Intel Corporation,

Nokia Corporation,

Toshiba Corporation .

*Third-party brands and names are the property of their respective owners.

AFFLT0294314



Samsung Ex. 1019 p. 1087

BLUETOOTH SPECIFICATION Version 1.0 B page 5 of 440

Bluetouth.

MASTER TABLE OF CONTENTS

For the Core Specification, 599 Vafume 3

Part K:1

i3‘sE?~3ER§C &€3CE$S ?R{}F§LE

Contents ........................................................................................... ..

Far'ewc»rd

intrrsduciion ........................................................................ ..

Profiie Gvarvievq ................................................................. ..

User interface

ivodas ................................................................................ ,.

'25

'39}

20

22

2:3

29

Se-::a.ar§i;r Asnecis ................................................................ .. -

Edie Mode F‘roc.e:ciures................ . ._ ..

Estabiishment Procedures ................................................. .. .

E}{-zfinitécms .......................................................................... .. '

Annex A {Nc3.rma:tive}: Timers and Constanfis ..................... .. ‘

0 Aririex B zfinfarrsiativefi: in;‘oi'ma{i0n Fiows of Reiated

13 References ......................................................................... .. .

Part K:2

Sfifiviflfi mscmzafiv A?1P¥..i£II:‘«‘a“f§£}f~£ PRUFRWE

Centems ........................................................................................... ..

Furewz:-rd

introdizciiorz ........................................................................ ..

Pmfiie C35-werview ................................................................. ..

'U:=5er interface

Service fiéscovery

L2{IAP ................................................................................ ..

Lirzk Ma.n.ags~:r ..................................................................... ..

£.ir:k Contra? ................................................. ..................... ..

Raeferenazsjs ......................................................................... ..

Befiniiions .......................................................................... ..

Appendix A {informative}: Service Ffirirniiix-was the
8l=.ae‘£€.){J’-:5‘: PDEJS ................................................................. ..

...a..a:p-.'x:-~ar;=::<r=.i;=a,om..=.
mm

68

372

‘F3

'}"S3

82

88

88

9‘?

53:2

93

1 December 1999

AFFLT029431 5



Samsung Ex. 1019 p. 1088

BLUETOOTH SPECIFICATION Version 1.0 B page 6 of 440

Bluetonth.

Part K:3

C{}R£)§..E$$ '3'E£.EPi~§¥C}§\&‘s’ ?R{}FELE

Cements ..........................................................................................HS}?

introrjucfiorz ...................................................................... .. ‘EGO

Profiie Ow-3w§e.=w ............................................................... .. *:'{}3

Apgsiécation Layer

TC8-BEN Proceciures 110

Service Diacovery Procedures...........................................‘E20

LZCAP

LM? Proc:edu:':es C}vervia=m:122

LC:

Genera! Access Profile irateroperabiiity Requirements .... ,. 128

fixranex A {informative}: Sigrzafiitxg Fiawss....._..........._..........128

. Tirraers and Counters ....................................................... .. 13:":

References 13$

Lésf. of Figajres ‘E3?

List of ‘rabies .................................................................... "138

‘i

33:‘

3

4

:3

5

7'

8

Q

10

11

‘I2

13

'34

Part K:4

ENTERCQM PRGFSLE

{ixmt-ants ....................................................................................... 141

'1 introduction ...................................................................... .. M3

2 Prafaie Cmerview ............................................................... .. 145

.£\;:,:3Eéc:ati<3n Layer

TC-S

SE1? ¥:1ter‘uperai':i!ity Requirements .................................. ..153

LECAP iI1ter0{J$.=:z'ai3é2E?y Ftequiremenis.............................. .. 1&4

Link Manager :[E.M} Entarogra‘-zrabiiiiy Requirements ........... .. 152':

Link Contra! {LC} Enteroperabiiiiy Requirements .............. ..1£5E3

Generic Access

‘$0 fixnnex A (¥nfm'r:1:.-Hive}: Signafiing flows 158

11 Tirraers and Counters ....................................................... .. 161

'12 LES: of

13 Liséof

1 December 1999

AFFLTO29431 6



Samsung Ex. 1019 p. 1089

BLUETOOTH SPECIFICATION Version 1.0 B page 7 of 440

Bluetouth.

Part K:5

SEWAL PGRY PRGWLE

ficmtrerrts ......................................................................................... ..1$?'

Fnrewmd ............................................................................... . . 1 G9

1 Entmdasction

2 Prcefiie Ovewiew ............................................................... ..‘E'P' 1

3 Appiicatéon

4 RFCQMM Erztero;3era?3iiiiy Requirements ......................... .17‘?

5 i..2£’.‘:AP internpsemhiiiiy Recquirernersts................................W9

6 $23?’ Enter:>g:era§3Eii:3,* R8i'.‘_L£iI‘{-3E"l'E*53:":'E53 .................................. .18‘?

‘F Link €\:1anager{Li’v‘i‘; Enterop:-erabiiity Requérements E83

ijnk Ccmroi (LC) Enteroperabéiity Reqazirerraeiuis .............. .3184

References ....................................................................... .. ‘E 86

10 List of FE3:.:r'es ................................................................... I/E811?

‘ii

Part K:6

HEAESET PRQFELE

Cantsmts ......................................................................................... ..

1 introdzsciion ...................................................................... ..

Profiie f}ver'v'ie'w' ...................... ....................................... ..E0

Appiicaticm Layer.............................................................. ..

Headset Carma! inter0perai3i§§{y Requéremenis ............... ..

Seriai Per‘: Pmfiie

Generic: ficcess Prcsféie ..................................................... ...':‘.‘Ir$‘*-.§()'1(}".-I3-1.-3
Re'~:farences...... ...................................................... ........ ..215

List of Fégurea................................................................... ..2’2ES

(£303

1 December 1999

AFFLTO29431 7



Samsung Ex. 1019 p. 1090

BLUETOOTH SPECIFICATION Version 1.0 B page 8 of 440

Bluetonth.

Part K:7

HEAL-i}P ?€ETW€}RK§¥~&(§ F&{)¥F§i..£

Cmstente ........................................................................................ ..22’E

1 intrcrjucfion ...................................................................... ..

Profiie

fispgaiication Layer

Déaiéing and Coratroi Interoperability Requis'ements...._.......231

Seriai Part Profifie !nier<>;3erabé¥Et\,-' Requirernerzis............... ’

Generic fi‘=.::r.‘-ass Profiie inimoperabiiity Requérements.......

References . .

List 33"‘ Tables: .................................................................... .242

Part K:8

Fm: PRGFELE

Csmtents .................................................................................... ......245

1 introdutfiian.................,......................,_.....................,........2423

Profiie Overview ................................................ ............ .249

Apg.‘-Eécaiion Layer’ ............................................................. .253

Déaéiing and Contra: irztewperabiiity F<equ':.ren'1er:€s .......... I254

Series Part Pmfiie ................................. .................. ...... II256

(3<=.«ns.>.r§c Access F-‘mfiie Enteroperahiéity Requ§remen£s;.......2553

References

List 0? Figures

List 91" "fabies ....................................................................

1 December 1999

AFFLTO29431 8



Samsung Ex. 1019 p. 1091

BLUETOOTH SPECIFICATION Version 1.0 B page 9 of 440

Bluetouth.

Part K:9

1.}-W ACQESS PRQFELE

Qcmtrents ......................................................................................... "26?

Prcrfiha

User intefiaca Aspeacts ..................................................... ..2'?‘£i

Appiicatéon

PPP .................................................................................. .281

RFCOMM ......................................................................... ..28e3~

EierviceDiscovery

%_.’».’<.'3Ai-'3 .............................................................................. .28?

Link Ma.r2ager'

Lfink Cont;ro¥....,. ................................................................ .2530

Maewagarneni E:ns.i§.y Prrkcedwes.H......................................2¥31

'. AFPENSEX A {¥*~é0rmai§v+3): Timers and G€Ju!‘=.¥E?:f53

‘ APPENEJEX E3 {?~e‘ormaiEve): §Vs§c-.r0sc}f'tWindows......_.........._294

- KWPENQEX C {infmrnzaiive}: irstemet F3mto<:oE

Lists?.

¥..a':-ztof Tabies. .................................................................... .. .

Part K:10

GENEREC $8.556"? EXCHANGE PR{)F~‘¥LE

Contents ......................................................................................... .383

FE3i‘E§'9'1.*'{_'§F'd ............................................................................... . .3!) 5

1 intmducmn ...................................................... ........ .398

2 Profiia (Bus.-rvi.ew ............................................................... ..3’iG

3 UsearinterfaceAspects.......................................................3‘£2

fizppéicatéora ‘Layer.............................................................. ..3’33

OEEEEX irfieroperézbiiity Requirements

Saris! Part Profiie interoperability Requir:-",-mt-ants

Generic access Profiie intercyperabiiity Re«:guirs.'-meats ..... ..

1 December 1999

AFFLTO29431 9



Samsung Ex. 1019 p. 1092

BLUETOOTH SPECIFICATION Version 1.0 B page 10 of 440

Bluetonth.

Part K:11

£38356‘? PUSH PRQFELE

Cmstenta ........................................................................................"331

Foreword ............................................................................... .. 33 3

1 introdajction ....................................................................... .334

Pmfiie {Newéew ................................................................ .338

Liser interface

15\p{_:E%ca'tion Layer ............................................................. ..3«4§£$

OESEX ........................................................................ ..... ..3zE8

Service Di3:::3w.=.r'y ............................................................ .155‘?

References

mi?!-5-'=-(.a.§i.\.)
‘xi

Part K:12

FELE TRANSFER PR€}FiLE

Scniems ........................................................................................ .553?’

1 introrjuction ...................................................................... ..3*3O

2 Pmfiie Crvewiaw ...............................................................

Lisa-Er interface

Apgaiécatiun Layer

GBEX ............................................................................... ..3‘?4

Servirze Disccwery ............................................................ "383

References .......................................... . .................... ...... .. 385

~
I

‘N1C3)L3‘!-3-}-
Part K:13

SYNQHRGNEZATEQN PRGFELE

ficntems ........................................................................................ ..

Foreword

irairoduction ...................................................................... ..

Profits S‘

User lniezface Aspects ..................................................... ..

Apgziétlation E..aya-:-r

WMC Synchranizaaion Requirements

GEEK ............................................................................... ..

Serv':r:.e

References ...................................................................... .. 41-11

1 December 1999

AFFLTD294320



Samsung Ex. 1019 p. 1093

BLUETOOTH SPECIFICATION Version 1.0 B page 11 of 440

Bluetooth.

Appendix I

REV§$iC3i’§ EESTGRY . . . . . . . , . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43953

Appendix II

l'.3@N'?fi§fl§.3'¥"{)R$ . . . . . . . , . ‘ . . . . . . . . . . . . . . , . . . . . . . . . . . . . . . . . . . 42’?

Appendix III

ACRQNYMS ANS A$3RE‘:i§.?-‘sT§Q¥\%$ . . . . . . . . . . . . . . . . . . . . . . . . . . . . 429

INDEX 435

1 December 1999

AFFLT0294321



Samsung Ex. 1019 p. 1094

BLUETOOTH SPECIFICATION Version 1.0 8 page 12 of 440

Bluetooth.

1 December 1999

AFFLT0294322



Samsung Ex. 1019 p. 1095

tERlC ACCESS PROFILE

This rofile defines the generic procedures
relatd to di covery of Bluetooth devices

(idle : ode pEocedures) and link management
aspe ts of c nnecting to Bluetooth devices
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procedures related to use of different security
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mon formfit requirements for parameters
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F0 REWORD

Interoperability between devices from different manufacturers is provided for a

specific service and use case, if the devices conform to a Bluetooth SIG-

defined profile specification. A profile defines a selection of messages and pro-

cedures (generally termed capabilities) from the Bluetooth SIG specifications

and gives an unambiguous description of the air interface for specified

service(s) and use case(s).

All defined features are process-mandatory. This means that, if a feature is

used, it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

The purpose of the Generic Access Profile is:

To introduce definitions, recommendations and common requirements related

to modes and access procedures that are to be used by transport and

application profiles.

To describe how devices are to behave in standby and connecting states in

order to guarantee that links and channels always can be established between

Bluetooth devices. and that multi-profile operation is possible. Special focus is

put on discovery, link establishment and security procedures.

To state requirements on user interface aspects. mainly coding schemes and

names of procedures and parameters, that are needed to guarantee a satisfac-

tory user experience.

1.2 SYMBOLS AND CONVENTIONS

1.2.1 Requirement status symbols

In this document (especially in the profile requirements tables), the following

symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the

profile);

'0' for optional to support (used for capabilities that can be used in the profile);

‘('3' for conditional support (used for capabilities that shall be used in case a cer-

tain other capability is supported);

‘X‘ for excluded (used for capabilities that may be supported by the unit but

shall never be used in the profile);

‘WA’ for not applicable (in the given context it is impossible to use this

capability).

Some excluded capabilities are capabilities that, according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices following this profile. Therefore. these features shall never

be activated while a unit is operating as a unit within this profile.

In this specification, the word shall is used for mandatory requirements, the

word should is used to express recommendations and the word may is used for

options.
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1.2.2 Signalling diagram conventions

The following arrows are used in diagrams describing procedures

Figure 1.1: Arrows used in signalling diagrams

In the table above. the following cases are shown: PROC1 is a sub-procedure

initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-pro-

cedure where the initiating side is undefined (may be both A or B). Dashed

arrows denote optional steps. PROC4 indicates an optional sub-procedure ini-

tiated by A, and PROC5 indicates an optional sub-procedure initiated by B.

MSG‘! is a message sent from B to A. MSG2 is a message sent from A to B.

MSG3 indicates an optional message from A to B, and MSG4 indicates a con-

ditional message from B to A.

1.2.3 Notation for timers and counters

'Fmers are introduced specific to this profile. To distinguish them from timers

used in the Bluetooth protocol specifications and other profiles, these timers

are named in the following format: ‘TGAp{nnn)'.

Introduction 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

Object Exchange i
F’r_0_!9-_r_=_t_=_Li9_i_3_l_=-_§t__i

I Service Discovery
L____E!9£9£29L(§FlE)_____i

Logical Link Control and Adaptiation Protocol (LZCAP)

i______Er9_t999t_(I£?§t____* “COM” *..l I._...................................i

Link Manager Protocol (LMP)

Baseband [Link Controller (LC)]

Figure 2.1: Profile stack covered by this profile.

The main purpose of this profile is to describe the use of the lower layers of the

Bluetooth protocol stack (LC and LMP). To describe security related alterna-

tives, also higher layers (LZCAP, RFCOMM and OBEX) are included.

2.2 CONFIGURATIONS AND ROLES

For the descriptions in this profile of the roles that the two devices involved in a

Bluetooth communication can take. the generic notation of the A-party (the

paging device in case of link establishment, or initiatorin case of another pro-

cedure on an established link) and the B-party (paged device or acceptor) is

used. The A-party is the one that, for a given procedure, initiates the establish-

ment of the physical link or initiates a transaction on an existing link.

This profile handles the procedures between two devices related to discovery

and connecting (link and connection establishment) for the case where none of

the two devices has any link established as well as the case where (at least)

one device has a link established (possibly to a third device) before starting the

described procedure.
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Figure 2.2: This profile covers procedures initiated by one device (A) towards another device
(8) that may or may not have an existing Bluetooth link active.

The initiator and the acceptor generally operate the generic procedures

according to this profile or another profile referring to this profile. If the acceptor

operates according to several profiles simultaneously, this profile describes

generic mechanisms for how to handle this.

2.3 USER REQUIREMENTS AND SCENARIOS

The Bluetooth user should in principle be able to connect a Bluetooth device to

any other Bluetooth device. Even if the two connected devices don't share any

common application, it should be possible for the user to find this out using
basic Bluetooth capabilities. When the two devices do share the same applica-

tion but are from different manufacturers, the ability to connect them should not

be blocked just because manufacturers choose to call basic Bluetooth capabil-

ities by different names on the user interface level or implement basic proce-
dures to be executed in different orders.

2.4 PROFILE FUNDAMENTALS

This profile states the requirements on names, values and coding schemes

used for names of parameters and procedures experienced on the user inter-
face level.

This profile defines modes of operation that are not service or profile-specific,

but that are generic and can be used by profiles referring to this profile, and by

devices implementing multiple profiles.

This profile defines the genera! procedures that can be used for discovering

identities, names and basic capabilities of other Bluetooth devices that are in a

mode where they can be discoverable. Only procedures where no channel or

connection establishment is used are specified.

This profile defines the general procedure for how to create bonds (i.e. dedi-

cated exchange of link keys) between Bluetooth devices.
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This profile describes the general procedures that can be used for establishing
connections to other Bluetooth devices that are in mode that allows them to

accept connections and service requests.

2.5 CONFORMANCE

Bluetooth devices that do not conform to any other Bluetooth profile shall con-

form to this profile to ensure basic interoperability and co-existence.

Bluetooth devices that conform to another Bluetooth profile may use adapta-

tions of the generic procedures as specified by that other profile. They shall,

however, be compatible with devices compliant to this profile at least on the

level of the supported generic procedures.

If conformance to this profile is claimed, all capabilities indicated mandatory for

this profile shall be supported in the specified manner (process-mandatory).

This also applies for all optional and conditional capabilities for which support is

indicated. All mandatory capabilities, and optional and conditional capabilities

for which support is indicated, are subject to verification as part of the Blue-

tooth certification program.
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3 USER INTERFACE ASPECTS

3.1 THE USER INTERFACE LEVEL

In the context of this specification, the user interface level refers to places

(such as displays. dialog boxes. manuals. packaging, advertising, etc.) where

users of Bluetooth devices encounters names. values and numerical represen-

tation of Bluetooth terminology and parameters.

This profile specifies the generic terms that should be used on the user inter-

face level. These terms should be translated into languages supported by the

Bluetooth device according to tables provided by the Bluetooth SIG.

3.2 REPRESENTATION OF BLUETOOTH PARAMETERS

3.2.1 Bluetooth device address (BD_ADDR)

3. 2. 1. 1 Definition

BD_ADDR is the unique address of a Bluetooth device as defined in it}. it is

received from a remote device during the device discovery procedure.

3. 2. 1.2 Term on user interface level

When the Bluetooth address is referred to on Ul level, the term ‘Bluetooth
Device Address’ should be used.

3. 2. 1.3 Representation

On BB level the BD_ADDR is represented as 48 bits 3}}.

On the UI level the Bluetooth address shall be represented as 12 hexadecimal

characters, possibly divided into sub-parts separated by’:’.

(E.g.. '0UOC3E3A4B69‘ or '00:0C:3E:3A:4B:69‘.) At Ul level. any number shall

have the M88 -> LSB (from left to right) 'natura|‘ ordering (e.g., the number '16’

shall be shown as '0x10'}.

3.2.2 Bluetooth device name (the user-friendly name)

3. 2.2. 1 Definition

The Bluetooth device name is the user-friendiy name that a Bluetooth device

presents itself with. It is a character string returned in Llv1P_name_res as

response to a LMP_name_req.
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3.2.2.2 Term on user interface fevei

When the Bluetooth device name is referred to on Ul level, the term ‘Bluetooth
Device Name’ should be used.

;3.2.2.;3 Representation

The Bluetooth device name can be up to 248 bytes maximum according to

It shall be coded according to Unicode UTF-8 (i.e. name entered on Ul level

may be down to 82 characters if UCS-2 is used).

A device can not expect that a general remote device is able to handle more
than the first 40 characters of the Bluetooth device name. If a remote device

has limited display capabilities, it may use only the first 20 characters.

3.2.3 Bluetooth passkey (Bluetooth PIN)

g. 2. 3. 1 Definition

The Bluetooth PIN is used to authenticate two Bluetooth devices (that have not

previously exchanged link keys) to each other and create a trusted relationship

between them. The PIN is used in the pairing procedure (see 1":3e{;tiort 19.2) to

generate the initial link key that is used for further authentication.

The PIN may be entered on UI level but may also be stored in the device; e.g.

in the case of a device without sufficient MMI for entering and displaying digits.

3.2.3.2 Terms at user interface ievei

When the Bluetooth PIN is referred to on Ul level, the term ‘Bluetooth Passkey‘
should be used.

;3.2.,3.;3 Regresentafion

The Bluetooth PIN has different representations on different level. PINBB is

used on baseband level, and PINU, is used on user interface level.

PINBB is the PIN used by for calculating the initialization key during the pair-

ing procedure. PINU. is the character representation of the PIN that is entered

on Ul level. The transformation between PINBB and PIN U. shall be according to
Unicode UTF-8.

According to {T}. PINBB can be 128 bits (16 bytes). When PIN is entered on UI

level (PINUI), it is to be coded into PINBB according to Unicode UTF~8 (i.e. if a
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device supports entry of characters outside the Unicode range 0x00 - 0x7F, the

maximum number of characters in the PINUI may be less than 16).

Examples:

Usefientered code Corresponding PlNB5[D..!ength-1] . I
(value as a sequence of octets in hexadecimal notation)

‘0123’ length = 4. value = 0x30 0x31 0x32 0x33

‘Ar|ich‘ length = 7. value = 0xC:3 0x84 0x72 0x6C 0x69 0x63 0x68

All Bluetooth devices that support the bonding procedure and support PIN

handling on U] tevel shall support Ul level handling of PINS consisting of deci-

mal digits. In addition, devices may support Ul level handling of PlNs consisting

of general characters.

lfa device has a fixed PIN (i.e. PIN is stored in the device and cannot be

entered on Ul level during pairing), the PIN shall be defined using decimal dig-

its. A device that is expected to pair with a remote device that has restricted Ul

capabilities should ensure that the PIN can be entered on UI level as decimal

digits.

3.2.4 Class of Device

3.2.4. 1 Definition

Class of device is a parameter received during the device discovery procedure,

indicating the type of device and which types of service that are supported.

3.2.4.2 Term on user interface level

The information within the Class of Device parameter should be referred to as

’B|uetooth Device Class‘ (i.e. the major and minor device class fields) and

‘Bluetooth Service Type’ (i.e. the service class field). The terms for the defined

Bluetooth Device Types and Bluetooth Service Types are defined in fit}.

When using a mix of information found in the Bluetooth Device Class and the

Bluetooth Service Type, the term ‘Bluetooth Device Type’ should be used.

3. 2. 4. 3 Representation

The Class of device is a bit field and is defined in {H}. The Ul-level representa-

tion of the information in the Class of device is implementation specific.

User interface aspects 1 December 1999
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3.3 PAIRING

Two procedures are defined that make use of the pairing procedure defined on

LMP level (LMP-pairing, see Se-ct‘scn ”i{7.:??). Either the user initiates the bonding

procedure and enters the passkey with the explicit purpose of creating a bond

(and maybe also a secure relationship) between two Bluetooth devices, or the

user is requested to enter the passkey during the establishment procedure

since the devices did not share a common link key beforehand. In the first

case, the user is said to perform ‘bonding (with entering of passkey)‘ and in the

second case the user is said to ‘authenticate using the passkey‘.
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4 MODES

Procedure

Discoverability modes

Non-discoverable mode

Limited discoverable mode

General discoverable mode

Connectability modes

Non-connectable mode

Connectabie mode

Pairing modes

Non-pairable mode

Pairable mode 1
C1: If limited discoverable mode is supported. non-discoverable mode is mandatory,
otherwise optional.

C2: A Bluetooth device shall support at least one discoverable mode (limited orland
general).

C3: If the bonding procedure is supported. support for pairable mode is mandatory.
otherwise optional.

Table 4.1: Conformance requirements related to modes defined in this section

4.1 DISCOVERABILITY MODES

With respect to inquiry, a Bluetooth device shall be either in non-discoverable

mode or in a discoverable mode. (The device shall be in one. and only one,

discoverability mode at a time.) The two discoverable modes defined here are

called limited discoverable mode and general discoverable mode. Inquiry is

defined in 11;.

When a Bluetooth device is in non-discoverable mode it does not respond to

inquiry.

A Bluetooth device is said to be made discoverable, or set into a discoverable

mode, when it is in limited discoverable mode or in general discoverable mode.

Even when a Bluetooth device is made discoverable it may be unable to

respond to inquiry due to other baseband activity it}. A Bluetooth device that

does not respond to inquiry for any of these two reasons is called a silent
device.
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4.1.1 Non-discoverable mode

4.1.1.1 Definition

When a Bluetooth device is in non-discoverable mode, it shall never enter the

INQU|RY_RESPONSE state.

4.1.1.2 Term on Ui«ievei

Bluetooth device is ‘non-discoverable‘ or in ‘non-discoverable mode’.

4.1.2 Limited discoverable mode

4.1.2.1 Definition

The limited discoverable mode should be used by devices that need to be

discoverable only for a limited period of time, during temporary conditions or for

a specific event. The purpose is to respond to a device that makes a limited

inquiry (inquiry using the LIAC).

A Bluetooth device should not be in limited discoverable mode for more than

TGAp(104). The scanning for the limited inquiry access code can be done

either in parallel or in sequence with the scanning of the general inquiry access

code. When in limited discoverable mode. one of the following options shall be
used.

4.1.2.1.1 Parallel scanning

When a Bluetooth device is in limited discoverable mode. it shall enter the

lNQUlRY_SCAN state at least once in TGAp(102) and scan for the GIAC and

the LIAC for at least TGAp(101).

4.1.2.1.2 Sequential scanning

When a Bluetooth device is in limited discoverable mode, it shall enter the

lNQU|RY_SCAN state at feast once in TGAp(102) and scan for the GIAC for at

least TGAp(101} and enter the iNQUiRY_SCAN state more often than once in

TGAp(102) and scan for the LIAC for at least TGAp(101).

If an inquiry message is received when in limited discoverable mode, the entry

into the lNQUlRY_RESPONSE state takes precedence over the next entries

into lNQU|RY_SCAN state until the inquiry response is completed.
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4. 1.2. 2 Conditions

When a device is in limited discoverable mode it shall set bit no 13 in the Major

Service Class part of the Class of Deviceiservice field {'1 3}.

4.1.2. Term on i-level

Bluetooth device is ’discoverabie' or in ‘discoverable mode’.

4.1.3 General discoverable mode

4. 1.3. 1 Definition

The general discoverable mod-<3 shall be used by devices that need to be

discoverable continuously or for no specific condition. The purpose is to

respond to a device that makes a general inquiry (inquiry using the GIAC).

4. 1.3. 2 Conditions

When a Bluetooth device is in general discoverable mode, it shall enter the

lNQUlRY_SCAN state more often than once in TGAp(102) and scan for the

GIAC for at least TGAp(101).

A device in general discoverable mode shall not respond to a LIAC inquiry.

4.1. . Term on i-ievei

Bluetooth device is ‘discoverable’ or in ‘discoverable mode’.

4.2 CONNECTABILITY MODES

With respect to paging, a Bluetooth device shall be either in non-connectable

mode or in connectable mode. Paging is defined in {'1}.

When a Bluetooth device is in non-connectable mode it does not respond to

paging. When a Bluetooth device is in connectable mode it responds to paging.

4.2.1 Non-connectable mode

4.2.1. 1 Definition

When a Bluetooth device is in non-connectable mode it shall never enter the

PAGE_SCAN state.
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4.2.1.2 Term on Ui-ievei

Bluetooth device is ‘non-connectable’ or in ’non-connectable mode‘.

4.2.2 Connectable mode

4.2. 2.1 Definition

When a Bluetooth device is in connectable mode it shall periodically enter the

PAGE_SCAN state.

4.2.2.2 Term on Ui-ievei

Bluetooth device is ‘connectabie' or in 'connectab|e mode‘.

4.3 PAIRING MODES

With respect to pairing, a Bluetooth device shall be either in non-pairable mode

or in pairable mode. In pairabie mode the Bluetooth device accepts paring —

i.e. creation of bonds — initiated by the remote device, and in non-pairable

mode it does not. Pairing is defined in [ ii and

4.3.1 Non-pairable mode

4.3.1.1 Definition

When a Bluetooth device is in non-pairable mode it shall respond to a received

LM P_in_rand with LM P_not_accepted with the reason pairing not aiiowed.

4.3.1.2 Term on U!-ievei

Bluetooth device is ‘non-bondab|e' or in ‘non-bendable mode’ or “does not

accept bonding".

4.3.2 Pairable mode

4.3.2.1 Definition

When a Bluetooth device is in pairable mode it shall respond to a received

LMP_in_rand with LMP_accepted (or with LMP_in_rand if it has a fixed PIN).

4.3.2.2 Term on Ui-ievei

Bluetooth device is ‘bondab|e' or in ‘bendable mode‘ or “accepts bonding".
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5 SECURITY ASPECTS

Authentication

Security modes

Security mode 1

Security mode 2

Security mode 3

C1: If security mode 1 is the only security mode that is supported, support for authentication
is optionai. otherwise mandatory. (Note: support for LMP-authentication and LMP-pairing is
mandatory according {2} independent of which security mode that is used.)

C2: If security mode 1 is not the only security mode that is supported. then support for at
least one of security mode 2 or security mode 3 is mandatory.

Tabie 5.1: Conformance requirements related to the generic authentication procedure and the
security modes defined in this section

5.1 AUTHENTICATION

5.1.1 Purpose

The generic authentication procedure describes how the LMP-authentication

and LMP-pairing procedures are used when authentication is initiated by one

Bluetooth device towards another, depending on if a link key exists or not and if

pairing is allowed or not.

5.1.2 Term on Ul level

'B|uetooth authentication’.
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5.1.3 Procedure

Authentication
start

_ - iinis yesauthenticated
already?

FID-

Y.

Lfail

-l tn1p_authentication
ok-

WS
.. _. I

fail l l- lrnp__pairing

Gk ..

- i
authentication -

failed authentication ck :I

Figure 5.1: Definition of the generic authentication procedure.

5.1.4 Conditions

The device that initiates authentication has to be in security mode 2 or in

security mode 3.

5.2 SECURITY MODES

The following flow chart describes where in the channel establishment proce-

dures initiation of authentication takes place, depending on which security
mode the Bluetooth device is in.
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Figure 5. 2: iiiustration of channei establishment using different security modes.
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When authentication is initiated towards a Bluetooth device, it shall act accord-

ing to {2} and the current pairing mode, independent of which security mode it
is in.

Generic Access Profile

5.2.1 Security mode 1 (non-secure)

When a Bluetooth device is in security mode 1 it shall never initiate any secu-

rity procedure (i.e., it shall never send LMP_au_rand, LMP_in_rand or

LM P_encryption_mode_req).

5.2.2 Security mode 2 (service level enforced security)

When a Bluetooth device is in security mode 2 it shall not initiate any security

procedure before a channel establishment request (L2CAP_ConnectReq) has

been received or a channel establishment procedure has been initiated by

itself. (The behavior of a device in security mode 2 is further described in §_'§{,*}.)

Whether a security procedure is initiated or not depends on the security

requirements of the requested channel or service.

A Bluetooth device in security mode 2 should classify the security requirements

of its services using at least the following attributes:

- Authorization required;

- Authentication required;

- Encryption required.

Note.‘ Security mode ‘i can be considered (at least from a remote device point

of view) as a special case of security mode 2 where no service has registered

any security requirements.

5.2.3 Security modes 3 (link level enforced security)

When a Bluetooth device is in security mode 3 it shall initiate security proce-

dures before it sends LMP_|ink_setup_comp|ete. (The behavior of a device in

security mode 3 is as described in E23.)

A Bluetooth device in security mode 3 may reject the host connection request

(respond with LMP_not_accepted to the LMF’_host_connection_req) based on

settings in the host (e.g. only communication with pre-paired devices allowed).
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6 IDLE MODE PROCEDURES

The inquiry and discovery procedures described here are applicable only to the

device that initiates them (A). The requirements on the behavior of B is accord-

ing to the modes specified in Sectiori 4 and to {:2}.

General inquiry

Limited inquiry

Name discovery

Device discovery

Bonding

C1: If initiation of bonding is supported. support for at least one inquiry procedure is manda-
tory, otherwlse optional.

(Note: support for LMP-pairing is mandatory {2}}

6.1 GENERAL INQUIRY

6.1.1 Purpose

The purpose of the general inquiry procedure is to provide the initiator with the

Bluetooth device address, clock, Class of Device and used page scan mode of

general discoverable devices (i.e. devices that are in range with regard to the

initiator and are set to scan for inquiry messages with the General Inquiry

Access Code). Also devices in limited discoverable mode will be discovered

using general inquiry.

The general inquiry should be used by devices that need to discover devices

that are made discoverable continuously or for no specific condition.

6.1.2 Term on UI level

‘Bluetooth Device Inquiry‘.
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6.1.3 Description

list of
Bluetooth

Device
Addresses

Figure 6. ‘i: Generai inquiry ,i-snare B is a device in non-discoverabie mode, 8' is a device in
iimited discoverabie mode and B" is a device in generai discoverable mode. (Note that aii
discoverabie devices are discovered using general inquiry, independent of which discoverabie
mode they are in.)

6.1.4 Conditions

When general inquiry is initiated by a Bluetooth device, it shall be in the

INQUIRY state for at least TGAp(100) and perform inquiry using the GIAC.

In order to receive inquiry response, the remote devices in range have to be

made discoverable (limited or general).

6.2 LIMITED INQUIRY

6.2.1 Purpose

The purpose of the limited inquiry procedure is to provide the initiator with the

Bluetooth device address. clock, Ctass of Device and used page scan mode of

limited discoverable devices. The latter devices are devices that are in range

with regard to the initiator, and may be set to scan for inquiry messages with

the Limited Inquiry Access Code, in addition to scanning for inquiry messages

with the General Inquiry Access Code.

The limited inquiry should be used by devices that need to discover devices

that are made discoverable only for a limited period of time, during temporary

conditions or for a specific event. Since it is not guaranteed that the
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discoverable device scans for the LIAC, the initiating device may choose any

inquiry procedure (general or limited). Even if the remote device that is to be

discovered is expected to be made limited discoverable (e.g. when a dedicated

bonding is to be performed), the limited inquiry should be done in sequence

with a general inquiry in such a way that both inquiries are completed within the

time the remote device is limited discoverable, i.e. at least TGAp(1O3).

6.2.2 Term on Ul level

'B|uetooth Device Inquiry‘.

6.2.3 Description

list of
Bluetooth

Device
Addresses

Figure 6.2: Limited inquiry where Bis a device in non-discoverabie mode, 8’ is a device in
iimifed discoverabie mode and B" is a device in generai discoverabie mode. {Note that oniy
limited discoverabie devices can be discovered using iimiied inquiry.)

6.2.4 Conditions

When limited inquiry is initiated by a Bluetooth device, it shall be in the

INQUIRY state for at least TGAp(100) and perform inquiry using the LIAC.

In order to receive inquiry response, the remote devices in range has to be
made limited discoverable.
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6.3 NAME DISCOVERY

6.3.1 Purpose

The purpose of name discovery is to provide the initiator with the Bluetooth

Device Name of connectable devices (i.e. devices in range that will respond to

Paging)-

6.3.2 Term on Ul level

‘Bluetooth Device Name Discovery’.

6.3.3 Description

6.3. 3.1 Name reguest

Name request is the procedure for retrieving the Bluetooth Device Name from

a connectable Bluetooth device. It is not necessary to perform the full link

establishment procedure (see Section $3.?) in order to just to get the name of
another device.

Paging

LMP name re

LMP detach

Figure 6.3: Name request procedure.

6. 3. 3.2 Name discovery

Name discovery is the procedure for retrieving the Bluetooth Device Name

from connectable Bluetooth devices by performing name request towards

known devices (i.e. Bluetooth devices for which the Bluetooth Device

Addresses are available).
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list of
Bluetooth

Device
Addresses

Name request

Name request

Name request

list of
Bluetooth

Device Names

Figure 6.4: Name discovery procedure.

6.3.4 Conditions

In the name request procedure. the initiator will use the Device Access Code of

the remote device as retrieved immediately beforehand — normally through an

inquiry procedure.

6.4 DEVICE DISCOVERY

6.4.1 Purpose

The purpose of device discovery is to provide the initiator with the Bluetooth

Address, clock, Class of Device, used page scan mode and Bluetooth device
name of discoverable devices.

6.4.2 Term on Ul level

‘Bluetooth Device Discovery‘.
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6.4.3 Description

During the device discovery procedure, first an inquiry (either general or lim-

ited) is performed, and then name discovery is done towards some or all of the

devices that responded to the inquiry.

initiate make discoverable & connectable
device discovery

is! of discovered Bluetooth devices
(Bluetooth Device Addresses)

Na me discovery
ist cfdiscovered Bluetooth devices

(Bluetooth Device Names)

Figure 6. 5: Device discovery procedure.

6.4.4 Conditions

Conditions for both inquiry (genera! or limited) and name discovery must be ful-

filled (i.e. devices discovered during device discovery must be both discover-

able and connectable).

6.5 BONDING

6.5.1 Purpose

The purpose of bonding is to create a relation between two Bluetooth devices

based on a common link key (a bond). The link key is created and exchanged

(pairing) during the bonding procedure and is expected to be stored by both
Bluetooth devices, to be used for future authentication.

In addition to pairing, the bonding procedure can involve higher layer initializa-

tion procedures.

6.5.2 Term on Ul level

‘Bluetooth Bonding‘
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6.5.3 Description

Two aspects of the bonding procedure are described here. Dedicated bonding

is what is done when the two devices are explicitly set to perform only a cre-

ation and exchange of a common link key.

General bonding is included to indicate that the framework for the dedicated

bonding procedure is the same as found in the normal channel and connection

establishment procedures. This means that pairing may be performed suc-

cessfully ifA has initiated bonding while B is in its normal connectable and

security modes.

The main difference with bonding, as compared to a pairing done during link or

channel establishment, is that for bonding it is the paging device (A) that must
initiate the authentication.

6. 5.3. 1 enerai bondin

initiate bondin make airable
(BD_ADDR)

Delete link key to
paged device

Link esiabiish rnent

Channel establishment

Higher layer initiatisation

Channel release

LMP detach

aired dE\|'l'Ce'-3

Figure 6.6: General description ofbonding as being the iink esiebiisnmeni procedure executed
under specific conditions on both devices, foiiowed by an opfionai higher iayer initaiization
process.
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6.5.3.2 Dedicated bonding

make pairable

Paging

LMP_name_req

LMP_host_connection_re

LMPacce _u ted

Authentication

LMP detach

Figure 6.7’: Bonding as performed when the purpose of the procedure is only to create and
exchange a iink key between two Biuetooth devices.

6.5.4 Conditions

Before bonding can be initiated, the initiating device (A) must know the Device

Access Code of the device to pair with. This is normally done by first perform-

ing device discovery. A Bluetooth Device that can initiate bonding (A) should

use limited inquiry, and a Bluetooth Device that accepts bonding (B) should

support the limited discoverable mode.

Bonding is in principle the same as link establishment with the conditions:

- The paged device (B) shall be set into pairable mode. The paging device (A)

is assumed to allow pairing since it has initiated the bonding procedure.

The paging device (the initiator of the bonding procedure, A) shall initiate
authentication.

Before initiating the authentication part of the bonding procedure, the paging

device should delete any link key corresponding to a previous bonding with

the paged device.

If the paging device does not intend to initiate any higher layer initialization

during bonding, it need not send LMP_host_request before initiating
authentication.
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7 ESTABLISHMENT PROCEDURES

-M
1 Link establishment ' .:

2 Channel establishment .-

Connection establishment .-

Table 7.1: Establishment procedures

The establishment procedures defined here do not inciude any discovery part.

Before establishment procedures are initiated, the information provided during

device discovery (in the FHS packet of the inquiry response or in the response

to a name request) has to be available in the initiating device. This information
is:

- The Bluetooth Device Address (BD_ADDR) from which the Device Access

Code is generated;

- The system clock of the remote device;

- The page scan mode used by the remote device.

Additional information provided during device discovery that is useful for mak-

ing the decision to initiate an establishment procedure is:

- The Class ofdevice;

- The Device name.

7.1 LINK ESTABLISHMENT

7.1.1 Purpose

The purpose of the link establishment procedure is to establish a physical link

(of AOL type) between two Bluetooth devices using procedures from {E} and

Exil-

7.1.2 Term on Ul level

‘Bluetooth link estabiishment’
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7.1.3 Description

In this sub-section, the paging device (A) is in security mode 3. The paging

device cannot during link establishment distinguish if the paged device (B) is in

security mode 1 or 2.

7.1.3.‘! B in security mode 1 or 2

make connectabie

Switch negotiation

Link setup

LMP host connection re

LMP acoeted

Authentication

Encryption negotiation

Link setup complete

Figure 7'. 1: Link estabiishment procedure when the paging device (A) is in security mode 3 and
the paged device (8) is in security mode 1 or 2.
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7.1.3.2 B in security mode 3

make connectable

Paging

' M" ' ' ' é-witch. “negotiation” '” '

"""Li}{k'gté.¥{ui$'WW

LMP_host_connection_req

L|'vlF'_accepted

Authentication

Authentication

Encryption negotiation

Link setup complete

Figure ?. 2: Link establishment procedure when both the paging device (A) and the paged
device (B) are in security mode 3.

7.1.4 Conditions

The paging procedure shall be according to it} and the paging device should

use the Device access code and page mode received through a previous

inquiry. When paging is completed, a physical link between the two Bluetooth
devices is established.

If role switching is needed (normally it is the paged device that has an interest

in changing the masterislave roles) it should be done as early as possible after

the physical link is established. If the paging device does not accept the switch,

the paged device has to consider whether to keep the physical link or not.

Both devices may perform link setup (using LMP procedures that require no

interaction with the host on the remote side). Optional LMP features can be

used after having confirmed (using LMP_feature_req) that the other device

supports the feature.
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When the paging device needs to go beyond the link setup phase, it issues a

request to be connected to the host of the remote device. If the paged device is

in security mode 3, this is the trigger for initiating authentication.

Generic Access Profile

The paging device shall send LMP_host_connection_req during link establish-

ment (ie. before channel establishment) and may initiate authentication only

after having sent LMP_host_connection_request.

After an authentication has been performed, any of the devices can initiate

encryption.

Further link configuration may take place after the LMP_host_connection_req.

When both devices are satisfied, they send LMP#setup_complete.

Link establishment is completed when both devices have sent

LM P_setup_comp|ete.

7.2 CHANNEL ESTABLISHMENT

7.2.1 Purpose

The purpose of the channel establishment procedure is to establish a Blue-

tooth channel (a logical link) between two Bluetooth devices using {.3}.

7.2.2 Term on UI level

'B|uetooth channel establishment’.

7.2.3 Description

In this sub-section, the initiator (A) is in security mode 3. During channel

establishment, the initiator cannot distinguish if the acceptor (B) is in security
mode 1 or 3.
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7.2.3.1 B in security mode 2

established link

L2CAP_Con nectReq

Authentication

' ' 'iéfi¢Eypz':§h'aé'gdi:éiibri' ' '

LZCAP ConnectRsp(+)

Figure 7.3: Channei estabiishment procedure when the initiator (A) is in security mode 3 and
the acceptor (B) is in security mode 2.

7.2.3.2 B in security mode 1 or3

L2CAP_Con nectReq

L2CAP ConnectRsp(+

Figure 7. 4: Channei estabtishment procedure when the initiator (A) is in security mode 3 and
the acceptor (B) is in security mode 1 or 3.

7.2.4 Conditions

Channel establishment starts after link establishment is completed when the

initiator sends a channel establishment request (L2CAP_ConnectReq).

Depending on security mode. security procedures may take place after the
channel establishment has been initiated.

Channel establishment is completed when the acceptor responds to the chan-

nel establishment request (with a positive L2CAP_C0nnectRsp).
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7.3 CONNECTION ESTABLISHMENT

7.3.1 Purpose

The purpose of the connection establishment procedure is to establish a con-

nection between applications on two Bluetooth devices.

7.3.2 Term on Ul level

'Bluetooth connection establishment’

7.3.3 Description

In this sub-section, the initiator (A) is in security mode 3. During connection

establishment, the initiator cannot distinguish if the acceptor (B) is in security
mode 1 or 3.

7. 3. 3.1 Bin security mode 2

established channel

connect_est_req

iiiiinenaicai-..a}.' I

Encryption negotiation

connec!_est_acc

Figure 7.5: Connection estabiishmeni‘ procedure when the initiator {A} is in security mode 3
and the acceptor (B) is in security mode 2.
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7.3.3.2 B in security mode 1 or3

established channel

connect BS1 re

connect__est_acc

Figure 7.6: Connection establishment procedure when the initiator (A) is in security mode 3
and the acceptor (B) is in security mode 1 or 3.

7.3.4 Conditions

Connection establishment starts after channel establishment is completed,

when the initiator sends a connection establishment request (’connect_est_req’

is application protocol-dependent). This request may be a TCS SETUP mes-

sage {5} in the case of a Bluetooth telephony application Cordiess TeEe{3?‘.t.}!':y

ir'3".rofi:ie, or initialization of RFCOMM and establishment of DLC {4} in the case of

a serial port-based application Port Profits (although neither TCS or

RFCOMM use the term ‘connection’ for this).

Connection establishment is completed when the acceptor accepts the

connection establishment request (’connect_est_acc' is application protocol

dependent).

7.4 ESTABLISHMENT OF ADDITIONAL CONNECTION

When a Bluetooth device has established one connection with another

Bluetooth device, it may be available for estabiishment of:

A second connection on the same channel, andior

A second channel on the same link, andior

- A second physical link.

if the new establishment procedure is to be towards the same device, the secu-

rity part of the establishment depends on the security modes used. If the new

establishment procedure is to be towards a new remote device, the device

should behave according to active modes independent of the fact that it

already has another physical link established (unless allowed co-incident radio

and baseband events have to be handled).

Establishment procedures 1 December 1999

Bluetooth.

AFFLT0294361



Samsung Ex. 1019 p. 1134

BLUETOOTH SPECIFICATION Version 1.0 8 page 52 of440

Generic Access Profile
Bluetooth-

8 DEFINITIONS

In the following, terms written with capital letters refer to states.

8.1 GENERAL DEFINITIONS

Mode A set of directives that defines how a device will respond to certain
events.

Idle As seen from a remote device, a Bluetooth device is idle, or is in idle

mode. when there is no link established between them.

Bond A relation between two Bluetooth devices defined by creating, exchang-

ing and storing a common link key. The bond is created through the bonding or

LMP-pairing procedures.

3.2 CONNECTION-RELATED DEFINITIONS

Physical channel A synchronized Bluetooth baseband-compliant RF hopping
sequence.

Piconet A set of Bluetooth devices sharing the same physical channel defined

by the master parameters (clock and BD_ADDR).

Physical link A Baseband-level connection‘ between two devices established
using paging. A physical link comprises a sequence of transmission slots on a

physical channel alternating between master and slave transmission slots.

ACL link An asynchronous (packet-switched) connection‘ between two
devices created on LMP level. Traffic on an ACL link uses ACL packets to be
transmitted.

SCO link A synchronous (circuit-switched) connection‘ for reserved bandwidth
communications; e.g. voice between two devices, created on the LMP level by

reserving slots periodically on a physical channel. Traffic on an SCO link uses

SCO packets to be transmitted. SCO links can be established only alter an
ACL link has first been established.

Link Shorthand for an ACL link.

PAGE A baseband state where a device transmits page trains, and processes

any eventual responses to the page trains.

PAGE_SCAN A baseband state where a device listens for page trains.

1. The term connection‘ used here is not identical to the definition below. It is used in the
absence of a more concise term.
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Page The transmission by a device of page trains containing the Device

Access Code of the device to which the physical link is requested.

Page scan The listening by a device for page trains containing its own Device
Access Code.

Channel A logical connection on L2CAP level between two devices serving a

single application or higher layer protocol.

Connection A connection between two peer applications or higher layer

protocols mapped onto a channel.

Connecting A phase in the communication between devices when a connec-

tion between them is being established. (Connecting phase follows after the

link establishment phase is completed.)

Connect (to service) The establishment ofa connection to a Service. If not

already done, this includes establishment ofa physical link, link and channel as
well.

8.3 DEVICE-RELATED DEFINITIONS

Discoverable device A Bluetooth device in range that will respond to an

inquiry (normally in addition to responding to page).

Silent device A Bluetooth device appears as silent to a remote device if it does

not respond to inquiries made by the remote device. A device may be silent

due to being non-discoverable or due to baseband congestion while being
discoverable.

Connectable device A Bluetooth device in range that will respond to a page.

Trusted device A paired device that is explicitly marked as trusted.

Paired device A Bluetooth device with which a link key has been exchanged

(either before connection establishment was requested or during connecting

phase).

Pre-paired device A Bluetooth device with which a link key was exchanged,

and the link key is stored, before link establishment.

Un-paired device A Bluetooth device for which there was no exchanged link

key available before connection establishment was request.

Known device A Bluetooth device for which at least the BD_ADDR is stored.

Un-known device A Bluetooth device for which no information (BD_ADDR,

link key or other) is stored.
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Authenticated device A Bluetooth device whose identity has been verified

during the lifetime of the current link, based on the authentication procedure.

8.4 PROCEDURE-RELATED DEFINITIONS

Paging A procedure for establishing a physical link of ACL type on baseband

level, consisting of a page action of the initiator and a page scan action of the

responding device.

Link establishment A procedure for establishing a link on LMP level. A link is

established when both devices have agreed that LMP setup is completed.

Channel establishment A procedure for establishing a channel on L2CAP
level.

Connection establishment A procedure for creating a connection mapped
onto a channei.

Creation of a trusted relationship A procedure where the remote device is

marked as a trusted device. This includes storing a common link key for future

authentication and pairing (if the link key is not available).

Creation of a secure connection. A procedure of establishing a connection,

including authentication and encryption.

Device discovery A procedure for retrieving the Bluetooth device address,

clock. class-of-device field and used page scan mode from discoverable
devices.

Name discovery A procedure for retrieving the user-friendly name (the Blue-

tooth device name) of a connectable device.

Service discovery Procedures for querying and browsing for services offered

by or through another Bluetooth device.

8.5 SECURITY-RELATED DEFINITIONS

Authentication A generic procedure based on LMP-authentication if a link key

exists or on LMP-pairing if no link key exists.

LMP-authentication An LMP level procedure for verifying the identity of a

remote device. The procedure is based on a challenge-response mechanism

using a random number, a secret key and the BD_ADDR of the non-initiating

device. The secret key used can be a previously exchanged link key or an ini-

tialization key created based on a PIN (as used when pairing).

Authorization A procedure where a user of a Bluetooth device grants a

specific (remote) Bluetooth device access to a specific service. Authorization
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implies that the identity of the remote device can be verified through authenti-
cation.

Authorize The act of granting a specific Bluetooth device access to a specific

service. it may be based upon user confirmation, or given the existence of a

trusted relationship.

LMP-pairing A procedure that authenticates two devices, based on a PIN, and

subsequently creates a common link key that can be used as a basis for a

trusted relationship or a (single) secure connection. The procedure consists of

the steps: creation of an initialization key (based on a random number and a

PIN), LMP-authentication based on the initialization key and creation of a com-

mon link key.

Bonding A dedicated procedure for performing the first authentication, where

a common link key is created and stored for future use.

Trusting The marking of a paired device as trusted. Trust marking can be done

by the user, or automatically by the device (e.g. when in pairable mode) after a

successful pairing.
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9 ANNEX A (NORMATIVE): TIMERS AND CONSTANTS

The following timers are required by this profile.

Timer Recommended . .

value Description Comment
Normal time span that a
Blueteoth device performs
inquiry.

Minimum time in

lNQU|RY_SCAN.

Maximum time between

repeated INQU lRY_SCAN
enterings.

A Bluetooth device shall
not be in a discoverable

mode less than TGAp(1D3).

A Bluetooth device should
not be in limited discover-
able mode more than

TGAp{10-4).

Used during inquiry and
device discovery.

A discoverable Bluetooth
device enters

INQUlRY_SCAN for at least

TGAp{1) every TGAPFIO2}.

Maximum value of the

inquiry scan interval.

Tiriquiry scan-

Minimum time to be
discoverable.

Recommended upper limit.

Tabie 9.1: Defined GAP timers
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Generic Access Profile

10.1 LMP-AUTHENTICATION

The specification of authentication on link level is found in

Verifier Claimant
(initiator)

inil_autheniication

(link key or Kinit) {link key or Kinit)

Generate
random number

|mp_au rand

Calculate Calculate

challenge response

Figure 10.1: LMP-authentication as defined by _:‘2;’.

(ok or fail)

The secret key used here may be either an already exchanged link key or an

initialization key created in the LMP—pairing procedure.

Annex B (Informative): Information flows of related procedures 1 December 1999

AFFLT0294367



Samsung Ex. 1019 p. 1140

BLUETOOTH SPECIFICATION Version 1.0 8 page 58 of440

Generic Access Profile

10.2 LMP-PAIRING

The specification of pairing on link level is found in E2}.

Verifier .

<'“‘“a‘°'i

Generate
random number

LMP_in_rand

LM P_accepted

Calculate Kinit Calculate Kinit

|mp—authentication

create link key

Figure 10.2: LMP-pairing as defined in {E}.

The PIN used here is PNBB.

The create link key procedure is described in section 3.3.4 of [2] and section

14.2.2 of [1]. In case the link key is based on a combination key, a mutual

authentication takes place and shall be performed irrespective of current secu-

rity mode.

10.3 SERVICE DISCOVERY

The Service Discovery Protocol {.3} specifies what PDUS are used over-the-air

to inquire about services and service attributes. The procedures for discovery

of supported services and capabilities using the Service Discovery Protocol are

described in the fie-rvice E3':scov'e_.*y* .f5.ppi':r.:atic.2n ifirctiirs. This is just an example.

1 December 1999 Annex B (Informative): Information flows of
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initiate service discovery make connectable

Link establishment

C hannel establishment

service discovery session '

Channel release

LMP detach

Figure 10.3: Service discovery procedure.
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FOREWORD

Interoperability between devices from different manufacturers is provided for a

specific service and use case, if the devices conform to a Bluetooth SIG-

defined profile specification. A profile defines a selection of messages and

procedures (generaiiy termed capabiiifies) from the Bluetooth SIG specifica-

tions, and gives an unambiguous description of the air interface for specified

service(s) and use case(s).

All defined features are process-mandatory. This means that, if a feature is

used, it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

It is expected that the number of services that can be provided over Bluetooth

links will increase in an undetermined (and possibly uncontrolled) manner.

Therefore, procedures need to be established to aid a user of a Bluetooth-

enabled device to sort the ever-increasing variety of services that will become

available to himiher. While many of the Bluetooth-enabled services that may be

encountered are currently unknown, a standardized procedure can still be put

into place on how to locate and identify them.

The Bluetooth protocol stack contains a Service Discovery Protocol (SDP)

BT_SDP_spec:{?} that is used to locate services that are available on or via

devices in the vicinity of a Bluetooth enabled device. Having located what

services are available in a device, a user may then select to use one or more of

them. Selecting, accessing, and using a service is outside the scope of this

document. Yet, even though SDP is not directly involved in accessing services,

information retrieved via SDP facilitates service access by using it to properly
condition the local Bluetooth stack to access the desired service.

The service discovery profile defines the protocols and procedures that shall

be used by a service discovery application on a device to locate services in

other Bluetooth-enabled devices using the Bluetooth Service Discovery Proto-

col (SDP). With regard to this profile, the service discovery application is a spe-
cific user~initiated application. In this aspect, this profile is in contrast to other

profiles where service discovery interactions between two SDP entities in two

Bluetooth-enabled devices result from the need to enable a particular transport

service (e.g. RFCOMM, etc.), or a particular usage scenario (e.g. file transfer,

cordless telephony, LAN AP, etc.) over these two devices. Service discovery

interactions of the latter kind can be found within the appropriate Bluetooth

usage scenario profile documents.

The service discovery in the other profile documents has a very narrow scope;

e.g. learning about the protocols and related protocol parameters needed for

accessing a particular service. Nevertheless, the fundamentals of the service

discovery procedures covered in this profile document, and the use of the

Bluetooth protocols in support of these procedures can be replicated in other

profile documents as well. The only difference is that for the other profiles

these procedures are initiated by application-level actions within the applica-

tions described by the corresponding profiles, as opposed to user-level actions

for this profile.
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SDP provides direct support for the following set of service inquiries:

- Search for services by service class;

- Search for services by service attributes; and

- Service browsing.

The generic service discovery application considered for this profile also

covers the above service inquiry scenarios.

The former two cases represent searching for known and specific services.

They provide answers to user questions like: “Is service A, or is service A with

characteristics B and C, available?" The latter case represents a general

service search and provides answers to questions like: “What services are

available?“ or “What services of type A are available?"

The above service inquiry Scenarios can be realized two-fold:

- By performing the service searches on a particular device that a user ‘con-

sciously’ has already connected to, andior

By performing the service searches by ‘unconsciously connecting to

devices discovered in a device's vicinity.

Both of the above approaches require that devices need first to be discovered,

then linked with, and then inquired about the services they support.

1.2 SYMBOLS AND CONVENTIONS

This profile uses the symbols and conventions specified in {section 1.2 of the

Generic Access Profile

Introduction 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

Figure 2.‘: shows the Bluetooth protocols and supporting entities involved in

this profile.

SrvDscApp

L

LZCA layer

Baseband

Figure 2.1: The Biuetooth protocoi stack for the service discovery profiie

The service discovery user application (SrvDscApp) in a local device (LocDev)

interfaces with the Bluetooth SDP client to send service inquiries and receive

service inquiry responses from the SDP servers of remote devices (RemDevs)

BT_SDP_spec:{?}. SDP uses the connection-oriented (CO) transport service in

LZCAP, which in turn uses the baseband asynchronous connectionless (ACL)

links to ultimately carry the SDP PDUs over the air.

Service discovery is tightly related to discovering devices. and discovering

devices is tightly related to performing inquiries and pages. Thus, the SrvD-

scApp interfaces with the basebancl via the BT_modu|e__Cntrl entity that

instructs the Biuetooth module when to enter various search modes of opera-

tion.1

1. The BT_module_Cntr| may be part ofa Bluetooth stack implementation {and thus be shared
by many Biuetooth-aware applications} or a ‘lower part’ of the SrvDscApp. Since, no
assumptions about any particular stack or SrvDscApp implementations are made, the
BT__modu|e*Cntrl entity represents a logical entity separate from the SrvDscApp, which may
or may not be part of the SrvDscApp itseif. a stack component. or any other appropriate
piece of code.
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The service records database (DB) shown in E3'igi.:r'e 2.? next to an SDP server

is a logical entity that serves as a repository of service discovery-related infor-

mation. The ‘physical form’ of this database is an implementation issue outside

the scope of this profile.

2.2 CONFIGURATIONS AND ROLES

The following roles are defined in this profile:

- Local device (LocDev): A LocDev is the device that initiates the service

discovery procedure. A LocDev must contain at least the client portion of the

Bluetooth SDP architecture BT_SDP_spec:{?'g. A LocDev contains the ser-

vice discovery application (SrvDscApp) used by a user to initiate discoveries

and display the results of these discoveries.

Remote Device(s) (RemDev(s)): A RemDev is any device that participates

in the service discovery process by responding to the service inquiries gen-

erated by a LocDev. A RemDev must contain at least the server portion of

the Biuetooth SDP architecture BT_SDP_spec:g’}’}. A RemDev contains a

service records database, which the server portion of SDP consults to

create responses to service discovery requests.

The LocDev or RemDev role assigned to a device is neither permanent nor

exclusive. A RemDev may also have a SrvDscApp installed into it as well as an

SDP client, and a LocDev may also have an SDP server. In conjuction with

which device has an SrvDscApp installed, an SDP-client installed, and an

SDP-server installed, the assignment of devices to the above roles is relative to

each individual SDP (and related) transaction and which device initiates the

transaction. Thus. a device could be a LocDev for a particular SDP transaction,

while at the very same time be a RemDev for another SDP transaction.

With respect to this profile, a device without a Ul (directly or indirectly available)

for entering user input and returning the results of service searches is not con-
sidered as a candidate for a LocDev. Nevertheless, even if such a device is not

considered as a candidate for a LocDev, the procedures presented in the fol-

lowing sections can still apply if applications running in such a device need to

execute a service discovery transaction.
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/’-_r_'e].luJ..!r phone
I Internet bridge!

Figure 2.2: A typicai service discovery scenario

The figure above shows a local device (the notebook) inquiring for services

among a plethora of remote devices.

2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are the following:

- Search for services by service class.

- Search for services by service attributes. and

- Service browsing.

The first two cases represent searching for known and specific services. as

part of the user question “ls service A, or is service A with characteristics B and

C. available?" The latter case represents a general service search that is a

response to the user question "What services are available?"

This profile implies the presence of a Bluetooth-aware, user-level application,

the SrvDscApp, in a LocDev that interfaces with the SDP protocol for locating

services. In this aspect. this profile is unique as compared to other profiles. It is

a profile that describes an application that interfaces to a specific Bluetooth

protocol to take full advantage of it for the direct benefit of an end-user.
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2.4 PROFILE FUNDAMENTALS

Before any two Bluetooth-equipped devices can communicate with each other

the foilowing may be needed:

- The devices need to be powered-on and initialized. Initialization may require

providing a PIN for the creation of a link key, for device authorization and

data encryption.

- A Bluetooth link has to be created, which may require the discovery of the

other device's BD_ADDR via an inquiry process, and the paging of the other
device.

While it may be seem natural to consider a LocDev serving as a Bluetooth

master and the RemDev(s) serving as Bluetooth s|ave(s), there is no such

requirement imposed on the devices participating in this profile. Service discov-

ery as presented in this document can be initiated by either a master or a slave

device at any point for which these devices are members of the same piconet.

Also, a slave in a piconet may possibly initiate service discovery in a new pico-

net, provided that it notifies the master of the original piconet that it will be

unavailable (possibly entering the hold operational mode) for a given amount of

time.2

The profile does not require the use of authentication andior encryption. If any

of these procedures are used by any of the devices involved, service discovery

will be performed only on the subset of devices that pass the authentication

and encryption security ‘roadblocks’ that may impose to each other. In other

words, any security restrictions for SDP transactions are dictated by the secu-

rity restrictions already in place (if any) on the Bluetooth link.

2.5 CONFORMANCE

If conformance to this profile is claimed. all capabilities indicated mandatory for

this profile shall be supported in the specified manner (process-mandatory).

This also applies to all optional and conditional capabilities for which support is

indicated. All mandatory capabilities, and optional and conditional capabilities

for which support is indicated, are subject to verification as part of the

Bluetooth certification program.

2. Recall that a master of a piconet cannot initiate a new piconet. Since a piconet is ultimately
identified by the EiD_ADDR and the Bluetooth clock of its master. the latter piconet will be
identical to and indistinguishable from the former.
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3 USER INTERFACE ASPECTS

3.1 PAIRING

No particular requirements regarding pairing are imposed by this profile. Pair-

ing may or may not be performed. Whenever a LocDev performs service dis-

covery against as yet ‘unconnected’ RemDev(s), it shall be the responsibility of

the SrvDscApp to allow pairing prior to connection, or to by-pass any devices

that may require pairing first. This profile is focused on only performing service

discovery whenever the LocDev can establish a legitimate and useful base-

band link3 with RemDev( )_

3.2 MODE SELECTION

This profile assumes that, under the guidance of the SrvDscApp, the LocDev

shall be able to enter the inquiry andior page states. It is also assumed that a

RemDev with services that it wants to make available to other devices (eg.

printer, a LAN DAP, a PSTN gateway, etc.) shall be able to enter the inquiry

scan andior page scan states. For more information about the inquiry and page
related states see Sectiar: 8.

Since the SrvDscApp may also perform service inquiries against already con-

nected RemDevs, it is not mandatory according to the profile that a LocDev

always be the master of a connection with a RemDev. Similarly, a RemDev

may not always be the slave of a connection with a LocDev.

3. A legitimate and useful baseband link is a Bluetooth baseband link that is properly authenti-
cated and encrypted {if so desired), whenever any of these options are activated by any of
the devices participating in this profile.
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4 APPLICATION LAYER

4.1 THE SERVICE DISCOVERY APPLICATION

In this subsection, the operational framework of the SrvDscApp is presented.“
Figure 4.1 shows alternative possibilities for a SrvDscApp.

.-245.1 r-..-i.- tr}.-r.1.'
deg: 1' red 5;.-

lh-gpglry Ir.‘-J-Ir‘
SrvD ocl\pp_J\ SrvDscApp_B 5 rvbe cApp_C.'

Figure 4.1: Three possible SrvDscApps

The SrvDscApp alternatives shown in F-ig=..=re 4.1, which are not exhaustive by

any means, achieve the same objectives but they follow different paths for

achieving them. In the first alternative (SrvDscApp_A), the SrvDscApp on a

LocDev inquires its user to provide information for the desired service search.

Following this. the SrvDscApp searches for devices, via the Bluetooth inquiry

procedure. For each device found, the LocDev will connect to it, perform any

necessary link Set-up. see related procedures in {?.ene:'§{_~. Access Profile {Z3},

and then inquire it for the desired services. In the second alternative

(SrvDscApp“ B), the inquiry of devices is done prior to collecting user input for

the service search.5

4. This profile does not dictate any particular implementation for a SevDisApp. It only presents
the procedures needed to achieve its objectives.

5. Device inquiries may even occur by means outside the scope of a particular SrvDscApp
implementation. But. since such other means are not guaranteed to exist, it is recommended
that the SrvDscApp activates device inquiries too.
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