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1 INTRODUCTION

1.1 DOCUMENT SCOPE

This document is intended for Bluetooth implementers who wish to take advan-
tage of the dynamic, ad-hoc characteristics of the Bluetooth environment in
providing access to value-added services using the WAP environment and pro-
tocols.

Bluetooth provides the physical medium and link control for communications
between WAP client and server. This document describes how PPP may be
used to achieve this communication.

The information contained in this document is not sufficient to allow the imple-
mentation of a general-purpose WAP client or server device. Instead, this doc-
ument provides the following information:

= An overview of the use of WAP in the Bluetooth environment will explain
how the concept of value-added services fits within the Bluetooth vision.
Examples are given of how the WAP value-added services model can be
used to fulfil specific Bluetooth usage models.

« The WAP Services Overview attempts to place the WAP environment in a
familiar context. Each component of WAP is introduced, and is contrasted
with equivalent Internet protocols (where applicable).

* A discussion of WAP in the Bluetooth Piconet describes how the particular
structure of Bluetooth communications relates to WAP behaviors.

« Finally, the Interoperability Requirements describe the specific Bluetooth
features that must be implemented in order to ensure interoperability
between any two WAP enabled Bluetooth devices.
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2 THE USE OF WAP IN THE BLUETOOTH ENVIRONMENT

2.1 VALUE-ADDED SERVICES

The presence of communications capabilities in a device is unlikely to be an
end in itself. The end users are generally not as interested in the technology as
in what the technology allows them to do.

Traditional telecommunications relies on voice communications as the single
application of the technology, and this approach has been successful in the
marketplace. As data communications services have become more widely
available, there is increasing pressure to provide services that take advantage
of those data capabilities.

The Wireless Application Protocol Forum was formed to create a standards-
based framework, in which value-added data services can be deployed, ensur-
ing some degree of interoperability.

2.2 USAGE CASES

The unigue quality of Bluetooth, for the purposes of delivering value-added ser-
vices, is the limited range of the communications link. Devices that incorporate
Bluetooth are ideally suited for the receipt of location-dependent services. The
following are examples of how the WAP client / server model can be applied to
Bluetooth usage cases.

2.2.1 Briefcase Trick

Figure 2.1: The 'Briefcase Trick’ Hidden Computing Scenario

The Briefcase Trick usage case allows the user’s laptop and mobile phone to
communicate, without user intervention, in order to update the user's e-mail.
The user can review the received messages from the handset, all without
removing the laptop from its storage in a briefcase.
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2.2.2 Forbidden Message

@

Figure 2.2: The Forbidden Message' Hidden Computing Scenario

The Forbidden Message usage case is similar to the briefcase trick. The user
can compose messages in an environment where no dial-up connection is pos-
sible. At a later time the laptop wakes up, and checks the mobile phone to see
if it is possible to send the pending messages. If the communications link is
present, then the mail is transmitted.

2.2.3 WAP Smart Kiosk

The WAP Smart Kiosk usage case allows a user to connect a mobile PC or
handheld device to communicate with a Kiosk in a public location. The kiosk
can provide information to the device that is specific to the user’s location. For
example, information on flights and gates in an airport, store locations in a
shopping centre, or train schedules or destination information on a railway plat-
form.
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3 WAP SERVICES OVERVIEW

The Wireless Application Protocol is designed to provide Internet and Internet-
like access to devices that are constrained in one or more ways. Limited com-
munications bandwidth, memory, processing power, display capabilities and
input devices are all factors driving the development of WAP. Although some
devices may only exhibit some of the above constraints, WAP can still provide
substantial benefit for those devices as well.

The WAP environment typically consists of three types of device: the WAP Cli-
ent device, the WAP Proxy/gateway and WAP Server. In some cases the WAP
Proxy/gateway may also include the server functionality.

Internet

WAP Client Base Station WAP Server/Proxy

Figure 3.1: Typical WAP Environment

3.1 WAP ENTITIES

3.1.1 WAP Client

The WAP Client device is usually found in the hands of the end user. This
device can be as powerful as a portable computer, or as compact as a mobile
phone. The essential feature of the client is the presence of some type of dis-
play and some type of input device.

The WAP Client is typically connected to a WAP Proxy/gateway through a wire-
less network. (Figure 2.2 on page 503) This network may be based on any
available technology. The WAP protocols allow the network to exhibit low reli-
ability and high latency without interruption in service.
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3.1.2 WAP Proxy/Gateway

The WAP Proxy/gateway acts as an interface between the wireless network,
and the larger Internet. The primary functions of the proxy are to provide DNS
name resolution services to WAP client devices and translation of Internet pro-
tocols and content formats to their WAP equivalents.

3.1.3 WAP Server

The WAP Server performs a function that is similar to a server in the Internet
world. In fact, the WAP server is often an HTTP server. The server exists as a
storage location for information that the user can access. This 'content’ may
include text, graphics, and even scripts that allow the client device to perform
processing on behalf of the server.

The WAP Server logic may exist on the same physical device as the Proxy/
gateway, or it may reside anywhere in the network that is reachable from the
Proxy/gateway.

The server may fill the role of an HTTP server, a WSP server, or both.

3.2 WAP PROTOCOLS

The WAP environment consists of a layered protocol stack that is used to iso-
late the user agents from the details of the communications network. Figuira 4.1
o page 5046 illustrates the general architecture of the WAP protocol stack.
Bluetooth will provide an additional data bearer service, appearing at the bot-
tom of this diagram.

Other Services and
Applications

Bearars:

| Gsm ||15-136 || COMA [[PHS |[ CDPD || PDC-P || iDEN || FLEX || Ete..

Figure 3.2: WAP Protocol Stack
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3.2.1 Wireless Datagram Protocol (WDP)

The WDP layer provides a service interface that behaves as a socket-based
UDP implementation. For a bearer service based on IP, then this layer is UDP.
For bearer which do not provide a UDP service interface, then an implementa-
tion of WDP must be provided to act as an adaptation layer to allow socket-
based UDP datagrams over the native bearer.

3.2.2 Wireless Transaction Protocol (WTP)

The WTP layer provides a reliable datagram service on top of the WDP (UDP)
layer below.

3.2.3 Wireless Transport Layer Security (WTLS)

The WTLS layer is an optional component of the protocol stack that provides a
secure data pipe between a client WSP session and its peer server WSP ses-
sion. In the current version of the WAP specification, this session will terminate
at the WAP server. There is currently a proposal before the WAP Forum for a
proxy protocol, which will allow the intermediate WAP proxy to pass WTLS traf-
fic across the proxy/gateway without decrypting the data stream.

3.2.4 Wireless Session Protocol (WSP)

The WSP layer establishes a relationship between the client application, and
the WAP server. This session is relatively long-lived and able to survive service
interruptions. The WSP uses the services of the WTP for reliable transport to
the destination proxy/gateway.

3.3 CONTRASTING WAP AND INTERNET PROTOCOLS

The intent and implementation of the WAP protocol stack has many parallels
with those of the Internet Engineering Task Force (IETF). The primary objective
of the WAP Forum has been to make Internet content available to devices that
are constrained in ways that make Internet protocols unsuitable for deploy-
ment.

This section compares the roles of the WAP protocol stack’s layers with those
of the IETF.

3.3.1 UDP/WDP

At the most basic layer, WAP and Internet protocols are the same. The WAP
stack uses the model of a socket-based datagram (UDP) service as its trans-
port interface.

Some Internet protocols also use the UDP service, but most actually use a
connection-oriented stream protocol (TCP).
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3.3.2 WTP/TCP

The wireless transport protocol (WTP) provides services that, in some
respects, fill the same requirements as TCP. The Internet Transmission Control
Protocol (TCP) provides a reliable, connection-oriented, character-stream
protocol that is based on IP services. In contrast, WTP provides both reliable
and unreliable, one-way and reliable two-way message transports. The trans-
port is optimized for WAP's 'short request, long response’ dialogue characteris-
tic. WTP also provides message concatenation to reduce the number of
messages transferred.

3.3.3 WTLS/SSL

The Wireless Transport Layer Security (WTLS) is derived from the Secure
Sockets Layer (SSL) specification. As such, it performs the same authentica-
tion and encryption services as SSL.

3.3.4 WSP/HTTP

Session services in WAP are provided by the Wireless Session Protocol
(WSP). This protocol incorporates the semantics and functionality of HTTP 1.1,
while adding support for long-lived sessions, data push, suspend and resume.
Additionally, the protocol uses compact encoding methods to adapt to narrow-
band communications channels.

3.3.5 WML/HTML

The markup language used by WAP is a compact implementation that is simi-
lar to HTML, but optimized for use in hand-held devices. WML is an XML-
defined markup language.

3.3.6 WMLScript/JavaScript

WAP also incorporates a scripting language that is similar to JavaScript, but
adapted to the types of constrained devices that WAP is targeted for.
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4 WAP IN THE BLUETOOTH PICONET

In many ways, Bluetooth can be used like other wireless networks with regard
to WAP. Bluetooth can be used to provide a bearer for transporting data
between the WAP Client and its adjacent WAP Server.

Additionally, Bluetooth’s ad hoc nature provides capabilities that are exploited
uniquely by the WAP protocols.

41 WAP SERVER COMMUNICATIONS

The traditional form of WAP communications involves a client device that com-
municates with a Server/Proxy device using the WAP protocols. In this case
the Bluetooth medium is expected to provide a bearer service as specified by
the WAP architecture.

4.1.1 Initiation by the Client Device

When a WAP client is actively 'listening’ for available Bluetooth devices, it can
discover the presence of a WAP server using Bluetooth’s Service Discovery
Protocol.

WAP Proxy
| Gateway

WAP
Client

Figure 4.1: WAP Server / Proxy in Piconet

In Figurs 4.1, stage 1 the WAP Client device is moving into range of the WAP
Proxy/gateway's piconet. When the client detects the presence of the WAP
proxy/gateway, it can automatically, or at the client's request, connect to the
server.
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4.1.1.1 Discovery of Services

The client must be able to determine the specific nature of the WAP proxy/
gateway that it has detected. It is expected that the Bluetooth Service Discov-
ery Protocol will be used to learn the following information about the server:

+ Server Name — this is a user readable descriptive name for the server.

« Server Home Page Document Name — this is the home page URL for the
server. This is optional.

« Server/Proxy Capability — indicates if the device is a WAP content server, a
Proxy or both. If the device is a Proxy, it must be able to resolve URLs that
are not local to the Server/Proxy device.

In Figure 4.1, stage 2, the device is communicating with the WAP proxy/gate-
way. All WAP data services normally available are possible.

4.1.2 Termination by the Client Device

In Figure 4.1, stage 3, the device is exiting the piconet. When the device
detects that communication has been lost with the WAP proxy/gateway, it may
optionally decide to resume communications using the information obtained at
discovery.

For example, a client device that supports alternate bearers may query the
alternate address information of the server when that capability is indicated.
The information should be cached for later access because the client device
may leave the piconet at any time, and that information will no longer be avail-
able.

In the WAP Smart Kiosk example above, if the user wishes to continue
receiving information while out of Bluetooth range, the Kiosk would provide an
Internet address to the client device. When Bluetooth communications are not
possible, the device could use cellular packet data to resume the client-server
session.

This capability is implementation-dependent, and is provided here for illustra-
tive purposes only.

4.1.3 Initiation by the Server Device

An alternative method of initiating communications between a client and server
is for the server to periodically check for available client devices. When the
server device discovers a client that indicates that it has WAP Client capability,
the server may optionally connect and push data to the client.

The client device has the option of ignoring pushed data at the end user’s dis-
cretion.

WAP in the Bluetooth Piconet 29 November 1999 507
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4.1.3.1 Discovery of Services

Through the Bluetooth Service Discovery Protocol, the server can determine
the following information about the client:

+ Client Name - this is a friendly format name that describes the client device

« Client capabilities — this information allows the server to determine basic
information regarding the client’s Bluetooth-specific capabilities

4.2 IMPLEMENTATION OF WAP FOR BLUETOOTH

In order to effectively implement support for WAP over Bluetooth, certain capa-
bilities must be considered.

4.2.1 WDP Management Entity

Associated with an instance of the WDP layer in the WAP Protocol Stack is an
entity that is responsible for managing the services provided by that layer. The
WDP Management Entity (WDP-ME) acts as an out-of-band mechanism for
controlling the protocol stack.

4.2.1.1 _Asynchronous Notifications

The WDP-ME will need to be able to generate asynchronous notifications to
the application layer when certain events occur. Example notifications are:

« New Client Node Detected

« New Server Node Detected

« Client Node Signal Lost

+ Server Node Signal Lost

« Server Push Detected (detected as unsolicited content)

Platform support for these events is implementation-specific. All of the listed

events may be derived through the Bluetooth Host Controller Interface
(page 517), with the exception of Server Push.

4.2.1.2 Alternate Bearers

An implementation of WAP on a particular device may choose to support multi-
ple bearers. Methods of performing bearer selection are beyond the scope of
this document. The procedure to be followed is implementation-dependent.
See Section 4.1.2 above.
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4.2.2 Addressing

Two basic types of addressing are being used in the WAP environment: User
Addressing and Proxy/gateway Addressing. User addressing describes the
location of objects within the network, and is independent of the underlying
bearer. Proxy/Gateway Addressing describes the location of the WAP proxy/
gateway that the device is communicating with. Proxy/Gateway addressing is
dependent on the bearer type.

The end user deals mainly with Uniform Resource Locators (URL). These
addresses are text strings that describe the document that is being accessed.
Typically, the Proxy/gateway in conjunction with Internet Domain Name.

Servers resolve these strings into network addresses.

The address of the WAP Proxy/gateway is usually a static value that is config-
ured by the user or network operator. When the user enters a URL, the request
is forwarded to the configured WAP proxy/gateway. If the URL is within the
domain of a co-located server, then it indicates that the document is actually
WAP content. If the URL is outside of the WAP proxy/gateway’s domain, then
the WAP Proxy/gateway typically uses DNS name resolution to determine the
IP address of the server on which the document resides.

The client device would first identify a proxy/gateway that is reachable through
Bluetooth, then it would use the service discovery protocol to present the user
with a server name or description. When the user selects a server, then the
WAP client downloads the home page of the server (as determined by the dis-
covery process; see saciion 4.1.1.1 on pags 507) Once the user has navigated
to the home page of the desired server, then all subsequent URLs are relative
to this home page. This scenario presumes that the WAP Proxy/gateway and
WAP Content server are all co-located in the Bluetooth device, although this
structure is not required for interoperability.

A WAP Proxy/gateway/Server will typically provide a default URL containing

the home page content for the server. A proxy-only device typically provides no
URL or associated content.

4.3 NETWORK SUPPORT FOR WAP
The following specifies a protocol stack, which may be used below the WAP

components. Support for other protocol stack configurations is optional, and
must be indicated through the Bluetooth Service Discovery Protocol.

4.3.1 PPP/RFCOMM

Devices that support Bluetooth as a bearer for WAP services using PPP pro-
vide the following protocol stack support:

WAP in the Bluetooth Piconet 29 November 1999 509
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uetooth.
Client Server
WAP WAP
UDP ubDP
IP IP
PPP PPP
RFCOMM RFCOMM
L2CAP L2CAP
BB/LMP BB/LMP

Figure 4.2: Protocol Support for WAP

For the purposes of interoperability, this document assumes that a WAP client
conforms to the role of Data Terminal as defined in LAN Access Profile using
PPP {&i. Additionally, the WAP server or proxy device is assumed to conform to
the role of the LAN Access Point defined in {&].

The Baseband (page 33), LMP (page 185) and L2CAP (page 245) are the OSI
layer 1 and 2 Bluetooth protocols. RFCOMM (page 3885) is the Bluetooth adap-
tation of GSM TS 07.10 {1i. SDP (zage 322)is the Bluetooth Service Discovery
Protocol.

PPP is the IETF Point-to-Point Protocol [3i. WAP is the Wireless Application
Protocol stack and application environment {&i.
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5 INTEROPERABILITY REQUIREMENTS

5.1 STAGE 1 - BASIC INTEROPERABILITY

Stage 1 interoperability for WAP over Bluetooth (all mandatory):

* Provide WAP Class A device compliance {7}

* Provide, through service discovery mechanisms, the network address for
devices that support WAP proxy/gateway functionality.

5.2 STAGE 2 - ADVANCED INTEROPERABILITY

Stage 2 interoperability for WAP over Bluetooth (mandatory):
« All Stage 1 interoperability requirements are supported

* Provide Server Name and information about Server/Proxy capabilities
through service discovery.

* Provide Client Name and information about Client Capabilities through ser-
vice discovery.

= Asynchronous Notifications for Server.
« Asynchronous Notifications for Client.

Interoperability Requirements 29 November 1999 511
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6 SERVICE DISCOVERY

6.1 SDP SERVICE RECORDS

Service records are provided as a mechanism through which WAP client
devices and proxy/gateways become aware of each other dynamically. This
usage differs from other WAP bearers in that the relationship between the two
devices will be transitory. That is, a Bluetooth device will not have a bearer-
specific address configured or provisioned to a specific proxy/gateway.

Clients and proxy/gateways become aware of each other as they come in prox-
imity of one another. The Bluetooth Service Discovery Protocol allows the
devices to query the capabilities of each other as listed in the Interoperability
Requirements section of this document.

Table 6.1 shows the service record for the WAP Proxy/gateway device.

Iltem Definition Type Value AttriD | Req
ServiceClassIDList 0x0001 | M
ServiceClass0 WAP Proxy/Gateway | UUID | WAP M
BluetqothPrpﬁIe M
DescriptorList

ProfileDescriptor0 0x0009 | M

Profile Supported Profile uuID b‘:m‘;‘;‘;fss{' 4 M

Version Profile Version Uint16 | (varies) M
Protoc_;ol . o
DescriptorList

Descriptor0 UDP uuib | UDP 0]

Parameter0 WSP Connectionless | i1 | 9200 (default) o
Session Port No.

Parameter1 WTP Session Port No. | Uint16 | 9201 (default) (0]

Parametor2 WSP Secure Connec- | .16 | 9202 (defauit) o)
tionless Port No.

WTP Secure Session

Parameter3 Port No. Uint16 | 9203 (default) 0]

Parameter4 WAP vCard Port No. Uint16 | 9204 (default) 0]

Parameter5 WAP vCal Port No. Uint16 | 9205 (default) (0]

Parameter6 WAP vCard Secure | ;1116 | 9206 (defautt o
Port No.

Parameter? VAP viall Deciie Uint16 | 9207 (default) o)

Port No.

Table 6.1: Service Record format for WAP Proxy/Gateway devices
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Item Definition Type | Value AttriD | Req
. (varies, e.g.
ServiceName Displaydble String | 'Airport infor-
Text name T
mation’)
NetworkAddress IF Network Address Uint32 | (varies) M
of Server
0x01 = Origin
Server;
. Indicates if device is : 0x02 = Proxy,
WAP Gateway origin server or proxy sl 0x03 = Origin M
Server and
Proxy
HomePageURL URLofhomepade | ypy c1t

document

Table 6.1: Service Record format for WAP Proxy/Gateway devices
*. Stage 2 interoperability requirements.

1. If this parameter is omitted, then a default is assumed for origin servers as:
http://networkaddress/ndex.wml

Item Definition Type | Value AttriD | Req
ServiceClass|DList 0x0001 | M
ServiceClass0 WAP Client UUID | WAP_CLIENT M
BluetoothProfile M
DescriptorList
ProfileDescriptor0 0x0009 | M
LANAccess
Profile Supported Profile uuiD UsingPPP 4] M
Version Profile Version Uint16 | (varies) M
) Displayable . .
ServiceName B e S Gl String | (varies) (0]
Table 6.2: Service Record format for WAP Client devices
Service Discovery 29 November 1999 513
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6.2 SDP PROTOCOL DATA UNITS

Bluetooth.

Table 6.3 shows the specified SDP PDUs (Protocol Data Units), which are
required for WAP Interoperability.

Ability to Send | Ability to Retrieve
:;EU ShP Fou WAP WAP WAP WAP
Client | Proxy | Client Proxy
1 SdpErrorResponse M M M M
2 SdpServiceSearchAttributeRequest M 0] M M
3 SdpServiceSearchAttributeResponse M M M M

Table 6.3: SDP PDU':s

6.3 SERVICE DISCOVERY PROCEDURE

In the simplest form, the signaling can be like this:

WAP Client or Proxy

WAP Client or Proxy

SdpServiceSearchAttributeRequest

=

SdpServiceSearchAttributeResponse

<

WAP service discovery procedures are symmetrical. Each device must be able
to handle all of the PDUs without regard for the current device role. A minimal

implementation must return the service name string.

514
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1 INTRODUCTION

This document describes the functional specifications for the Host Controller
Interface (HCI). The HCI provides a uniform interface method of accessing the
Bluetooth hardware capabilities. The next two sections provide a brief overview
of the lower layers of the Bluetooth software stack and of the Bluetooth hard-
ware. Section 2, provides an overview of the Lower HCI Device Driver Interface
on the host device. Section 3, describes the flow control used between the
Host and the Host Controller. Section 4, describes each of the HCI Commands
in details, identifies parameters for each of the commands, and lists events
associated with each command.

1.1 LOWER LAYERS OF THE BLUETOOTH SOFTWARE
STACK

Software

Firmware

Figure 1.1: Overview of the Lower Software Layers

Figure 1.1, provides an overview of the lower software layers. The HCI firm-
ware implements the HCl Commands for the Bluetooth hardware by accessing
baseband commands link manager commands, hardware status registers,
control registers, and event registers.
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Several layers may exist between the HCI driver on the host system and the
HCI firmware in the Bluetooth hardware. These intermediate layers, the Host
Controller Transport Layer, provide the ability to transfer data without intimate
knowledge of the data.

Usaer Data

Othor Higher
Layer Driver

Other Higher

Layer Driver

HCI Firmwara : _; > t

hysical Bus Driver {U: Physical Bus (USB.PC Physical Bus (USB, PC

PC Card,Other) Dri Card, Other) Firmware Card, Other) Firmware
Physical Bus Physical Bus

Hardware ] software ] Hardwars Hardware

D Firmware

Figure 1.2: End to End Overview of Lower Software Layers to Transfer Data

Figure 1.4, illustrates the path of a data transfer from one device to another.
The HCI driver on the Host exchanges data and commands with the HCI firm-
ware on the Bluetooth hardware. The Host Control Transport Layer (i.e. physi-
cal bus) driver provides both HCI layers with the ability to exchange information
with each other.

The Host will receive asynchronous notifications of HCI events independent of
which Host Controller Transport Layer is used. HCI events are used for notify-
ing the Host when something occurs. When the Host discovers that an event
has occurred it will then parse the received event packet to determine which
event occurred.

1.2 BLUETOOTH HARDWARE BLOCK DIAGRAM

A general overview of the Bluetooth hardware is outlined in Figure 1.3 on page
528. It consists of an analog part — the Bluetooth radio, and a digital part — the
Host Controller. The Host Controller has a hardware digital signal processing
part —the Link Controller (LC), a CPU core, and it interfaces to the host environ-
ment. The hardware and software parts of the Host Controller are described
below.
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_ Bluelcaoth Hosl Contro!ier "‘i ! RFUNK
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Extemal CPU | Link baseband | Rad:o
itefaces | © % oo [ % Convoler(C) ‘_lnte_rraoe" Bluclocth Rado

Figure 1.3: Bluetooth Hardware Architecture Overview.

1.2.1 Link Controller

The Link Controller (LC) consists of hardware and software parts that perform
Bluetooth baseband processing, and physical layer protocols such as ARQ-
protocol and FEC coding.

The functions performed by the Link Controller include:

« Transfer types with selected Quality-of-Service (QoS) parameters

» Asynchronous transfers with guaranteed delivery using hardware fast Auto-
matic Repeat reQuest (FARQ). Frames can be flushed from the retransmis-
sion buffer, for use with isochronous data

« Synchronous transfers

« Audio coding. A power-efficient hardware implementation of a robust 64
Kbits/s Continuous Variable Slope Delta (CVSD) coding, as well as
64 Kbits/s log-PCM

+ Encryption

1.2.2 CPU Core

The CPU core will allow the Bluetooth module to handle Inquiries and filter
Page requests without involving the host device. The Host Controller can be
programmed to answer certain Page messages and authenticate remote links.

The Link Manager (LM) software runs on the CPU Core. The LM discovers
other remote LMs and communicates with them via the Link Manager Protocol
(LMP) to perform its service provider role using the services of the underlying
Link Controller (LC). For details see “"Link Manager Frotocel” on page 188
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1.3 POSSIBLE PHYSICAL BUS ARCHITECTURES

Bluetooth devices will have various physical bus interfaces that could be used
to connect to the Bluetooth hardware. These buses may have different archi-
tectures and different parameters. The Bluetooth Host Controller will initially
support two physical bus architectures, USB, and PC Card.

1.3.1 USB HCI Architecture

The following block diagram shows the Bluetooth connection to the Host PC
via the USB HCI. USB can handle several logic channels over the same single
physical channel (via Endpoints). Therefore control, data, and voice channels
do not require any additional physical interfaces. Note that there is no direct
access to registers/memory on the Bluetooth module over USB. Instead, this is
done by using the appropriate HClI Commands and by using the Host Control-
ler Transport Layer interface.

CPU Core ! -
‘ > <Ly, uUsB System

E<t]
>
RF Link | &L s |
Module Controller I ol o U= controter [ Bus >
‘ Manager) ‘ L4 A | _

4 e

Figure 1.4: Bluetooth Block Diagram with USB HCI

1.3.2 PC Card HCI Architecture

Besides the USB interface, derivatives of the ISA bus (Compact Flash/PC Card
interfaces) are an option for an integrated PC solution. Unlike USB, all traffic
between the Host and the Bluetooth module will go across the PC Card bus
interface. Communications between the host PC and the Bluetooth module will
be primarily done directly via registers/memory. The following block diagram
shows the data flow for a PC-Card HCI.

=
|
; CPU Core bl '
RF Link ‘ ! ‘ 5| < Commends g, Cardbus System
- > - > (Link -« O —PC-Card—p> - >
Module Controller o ‘ W 6 <o 7| Comoler [ Bus
I 4_.V.Uh7!:._b - }
Figure 1.5: Bluetooth Block Diagram with PC-Card HCI
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2 OVERVIEW OF HOST CONTROLLER TRANSPORT
LAYER

The host driver stack has a transport layer between the Host Controller driver
and the Host Controller. On a laptop, this transport layer might be PC Card or
Universal Serial Bus (USB).

The main goal of this transport layer is transparency. The Host Controller driver
(which talks to the Host Controller) should not care whether it is running over
USB or a PC Card. Nor should USB or PC Card require any visibility into the
data that the Host Controller driver passes to the Host Controller. This allows
the interface (HCI) or the Host Controller to be upgraded without affecting the
transport layer.

The Host Controller Transport Layer is described in separate documents for
each physical media.

- "HCH USE Transport Layer” on pags 759,
- "HCI R8232 Transport Layer” on page 775.
- "HOHUARY Transport Layer” on page 7985,
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3 HCI FLOW CONTROL

Flow control is used in the direction from the Host to the Host Controller to
avoid filling up the Host Controller data buffers with ACL data destined for a
remote device (connection handle) that is not responding. It is the Host that
manages the data buffers of the Host Controller.

On Initialization, the Host will issue the Read_Buffer_Size command. Two of the
return parameters of this command determine the maximum size of HCI ACL and
SCO Data Packets (excluding header) sent from the Host to the Host Controller.
There are also two additional return parameters that specify the total number of
HCI ACL and SCO Data Packets that the Host Controller can have waiting for
transmission in its buffers. When there is at least one connection to another device,
or when in local loopback mode, the Host Controller uses the Number Of Com-
pleted Packets event to control the flow of data from the Host. This event contains
a list of connection handles and a corresponding number of HCI Data Packets that
have been completed (transmitted, flushed, or looped back to the Host) since the
previous time the event was returned (or since the connection was established, if
the event has not been retumed before for a particular connection handle). Based
on the information returned in this event, and the return parameters of the
Read_Buffer_Size command that specify the total number of HCI ACL and SCO
Data Packets that can be stored in the Host Controller, the Host can decide for
which Connection Handles the following HCI Data Packets should be sent. After
every time it has sent an HCI Data Packet, the Host must assume that the free
buffer space for the comresponding link type (ACL or SCO) in the Host Controller
has decreased by one HCI Data Packet. When the Host receives a new Number
Of Completed Packets event, the Host gets information about how much the buffer
usage has decreased since the previous time the event was returned. It can then
calculate the actual current buffer usage. While the Host Controller has HCI data
packets in its buffer, it must keep sending the Number Of Completed Packets
event to the Host at least periodically, until it finally reports that all the pending ACL
Data Packets have been transmitted or flushed. The rate with which this event is
sent is manufacturer specific. Note that Number Of Completed Packets events will
not report on SCO connection handles if SCO Flow Control is disabled. (See
Read/Write_SCO_Flow_Control_Enable on page 658 and pags 653.)

Note that for each individual Connection Handle, the data must be sent to the
Host Controller in HCI Data Packets in the order in which it was created in the
Host. The Host Controller must also transmit data on the air that is received
from the Host for a given Connection Handle in the same order as it is received
from the Host. Furthermore, data that is received on the air from another
device must, for the corresponding Connection Handle, be sent in HCI Data
Packets to the Host in the same order as it is received. This means that the
scheduling is made on a Connection Handle basis. For each individual Con-
nection Handle, the order of the data must not be changed from the order in
which the data has been created.

HCI Flow Control 29 November 1999 529
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In certain cases, flow control may also be necessary in the direction from the
Host Controller to the Host. There is therefore a command —
Set_Host_Controller_To_Host_Flow_Control — to turn flow control on or off in
that direction. If turned on, it works in exactly the same way as described
above. On initialization, the Host uses the Host_Buffer_Size command to notify
the Host Controller about the maximum size of HCI ACL and SCO Data Pack-
ets sent from the Host Controller to the Host. The command also contains two
additional command parameters to notify the Host Controller about the total
number of ACL and SCO Data Packets that can be stored in the data buffers of
the Host. The Host then uses the Host Number Of Completed Packets com-
mand in exactly the same way as the Host Controller uses the Number Of
Completed Packets event (as was previously described in this section). The
Host_ Number_Of Completed Packets command is a special command for
which no command flow control is used, and which can be sent anytime there
is a connection or when in local loopback mode. This makes it possible for the
flow control to work in exactly the same way in both directions, and the flow of
normal commands will not be disturbed.

When the Host receives a Disconnection Complete event, the Host can
assume that all HCI Data Packets that have been sent to the Host Controller
for the returned Connection_Handle have been flushed, and that the corre-
sponding data buffers have been freed. The Host Controller does not have to
notify the Host about this in a Number Of Completed Packets event. If flow con-
trol is also enabled in the direction from the Host Controller to the Host, the
Host Controller can after it has sent a Disconnection_Complete event assume
that the Host will flush its data buffers for the sent Connection_Handle when it
receives the Disconnection_Complete event. The Host does not have to notify
the Host Controller about this in a Host_Number_Of Completed_Packets com-
mand.
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4 HCI COMMANDS

4.1 INTRODUCTION

The HCI provides a uniform command method of accessing the Bluetooth hard-
ware capabilities. The HCI Link commands provide the Host with the ability to
control the link layer connections to other Bluetooth devices. These commands
typically involve the Link Manager (LM) to exchange LMP commands with remote
Bluetooth devices. For details see “Link Manager Protoca!” on page 185,

The HCI Policy commands are used to affect the behavior of the local and
remote LM. These Policy commands provide the Host with methods of influ-
encing how the LM manages the piconet. The Host Controller & Baseband,
Informational, and Status commands provide the Host access to various regis-
ters in the Host Controller.

HCI commands may take different amounts of time to be completed. There-
fore, the results of commands will be reported back to the Host in the form of
an event. For example, for most HCl commands the Host Controller will gener-
ate the Command Complete event when a command is completed. This event
contains the return parameters for the completed HCI command. To detect
errors on the HCI-Transport Layer a response timeout needs to be defined
between the Host Controller receiving a command and sending a response to
the command (e.g. a Command Complete or Command Status event). Since
the maximum response timeout is strongly dependent on the HCI-Transport
Layer used, it is recommended to use a default value of one second for this
timer. This amount of time is also dependent on the number of commands
unprocessed in the command queue.

4.2 TERMINOLOGY

Baseband Packet: The smallest unit of data that is transmitted by one device to
another, as defined by the “Basshand Specification” on pags 338,

Packet: A higher-level protocol message than the baseband packet, currently
only L2CAP (see “Lagical Link Conirol and Adaptation Protoeol Specification”
on page 245) is defined, but additional packet types may be defined later.

Connection Handle: A connection handle is a 12-bit identifier which is used to
uniquely address a data/voice connection from one Bluetooth device to
another. The connection handles can be visualized as identifying a unique data
pipe that connects two Bluetooth devices. The connection handle is maintained
for the lifetime of a connection, including when a device enters Park, Sniff, or
Hold mode. The Connection Handle value has local scope between Host and
Host Controller. There can be multiple connection handles for any given pair of
Bluetooth devices but only one ACL connection.

Event: A mechanism that the HCI uses to notify the Host for command comple-
tion, link layer status changes, etc.
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4.3 DATA AND PARAMETER FORMATS

« All values are in Binary and Hexadecimal Little Endian formats unless other-
wise noted

* In addition, all parameters which can have negative values must use 2's
complement when specifying values

« Arrayed parameters are specified using the following notation: Parame-
terA[i]. If more than one set of arrayed parameters are specified (e.g.
ParameterA[i], ParameterBl[i]), then the order of the parameters are as fol-
lows: ParameterA[0], ParameterB[0], ParameterA[1], ParameterB[1],
ParameterA[2], ParameterB[2], ... ParameterA[n], ParameterB[n]

* Unless noted otherwise, all parameter values are sent and received in Little
Endian format (i.e. for multi-byte parameters the rightmost (Least Significa-
tion Byte) is transmitted first)

« All command and event parameters that are not-arrayed and all elements in
an arrayed parameter have fixed sizes (an integer number of bytes). The
parameters and the size of each not arrayed parameter (or of each element
in an arrayed parameter) contained in a command or an event is specified
for each command or event. The number of elements in an arrayed parame-
ter is not fixed.

4.4 EXCHANGE OF HCI-SPECIFIC INFORMATION

The Host Controller Transport Layer provides transparent exchange of HCI-
specific information. These transporting mechanisms provide the ability for the
Host to send HCI commands, ACL data, and SCO data to the Host Controller.
These transport mechanisms also provide the ability for the Host to receive
HCI events, ACL data, and SCO data from the Host Controller.

Since the Host Controller Transport Layer provides transparent exchange of
HCl-specific information, the HCI specification specifies the format of the com-
mands, events, and data exchange between the Host and the Host Controller.
The next sections specify the HCI packet formats.

4.4.1 HClI Command Packet

The HCI Command Packet is used to send commands to the Host Controller
from the Host. The format of the HCI Command Packet is shown in Figure 4.1,
and the definition of each field is explained below. When the Host Controller
completes most of the commands, a Command Complete event is sent to the
Host. Some commands do not receive a Command Complete event when they
have been completed. Instead, when the Host Controller receives one of these
commands the Host Controller sends a Command Status event back to the
Host when it has begun to execute the command. Later on, when the actions
associated with the command have finished, an event that is associated with
the sent command will be sent by the Host Controller to the Host. However, if
the command does not begin to execute (there may be a parameter error or the
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command may currently not be allowed), the event associated with the sent
command will not be returned. The Command Status event will, in this case,
return the appropriate error code in the Status parameter. On initial power-on,
and after a reset, the Host can send a maximum of one outstanding HCI Com-
mand Packet until a Command Complete or Command Status event has been
received. If an error occurs for a command for which a Command Complete
event is returned, the Return_Parameters field may not contain all the return
parameters specified for the command. The Status parameter, which explains
the error reason and which is the first return parameter, will always be returned.
If there is a Connection_Handle parameter or a BD_ADDR parameter right
after the Status parameter, this parameter will also be returned so that the Host
can identify to which instance of a command the Command Complete event
belongs. In this case, the Connection_Handle or BD_ADDR parameter will
have exactly the same value as that in the corresponding command parameter.
It is implementation specific whether more parameters will be returned in case
of an error.

Note: The BD_ADDR return parameter of the command Read_BD_ADDR is
not used to identify to which instance of the Read_BD_ADDR command the
Command Complete event belongs. It is therefore not mandatory for the Host
Controller to return this parameter in case of an error.

If an error occurs for a command for which no Command Complete event is
returned, all parameters returned with the event associated with this command
may not be valid. The Host must take care as to which parameters may have
valid values depending on the value of the Status parameter of the Complete
event associated with the given command. The Command Complete and Com-
mand Status events contain a parameter called
Num_HCI_Command_Packets, which indicates the number of HCl| Command
Packets the Host is currently allowed to send to the Host Controller. The Host
Controller may buffer one or more HClI command packets, but the Host Con-
troller must start performing the commands in the order in which they are
received. The Host Controller can start performing a command before it com-
pletes previous commands. Therefore, the commands do not always complete
in the order they are started. The Host Controller must be able to accept HCI
Command Packets with up to 255 bytes of data excluding the HC| Command
Packet header.

Each command is assigned a 2 byte Opcode used to uniquely identify different
types of commands. The Opcode parameter is divided into two fields, called
the OpCode Group Field (OGF) and OpCode Command Field (OCF). The
OGF occupies the upper 6 bits of the Opcode, while the OCF occupies the
remaining 10 bits. The OGF of 0x3F is reserved for vendor-specific debug
commands. The OGF of Ox3E is reserved for Bluetooth Logo Testing. The
organization of the Opcodes allows additional information to be inferred without
fully decoding the entire Opcode.
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Note: the OGF composed of all ‘ones’ has been reserved for vendor-specific
debug commands. These commands are vendor-specific and are used during
manufacturing, for a possible method for updating firmware, and for debugging.

0 4 8 12 16 20 24 28 31
OpCode Parameter Total Parameter 0
OCF |  OGF Length
Parameter 1 Parameter ...
®
°
°
Parameter N-1 Parameter N

Figure 4.1: HCI Command Packet

Op_Code: Size: 2 Bytes
Value Parameter Description
OxXXXX OGFRange (6 bits): 0x00-0x3F (0x3E reserved for Bluetooth logo testing
and 0x3F reserved for vendor-specific debug commands)
OCF Range (10 bits): 0x0000-0x03FF
Parameter_Total_Length: Size: 1 Byte
Value Parameter Description
OxXX Lengths of all of the parameters contained in this packet measured in
bytes. (N.B.: total length of parameters, not number of parameters)
Parameter 0 - N: Size: Parameter Total Length
Value Parameter Description
OxXX Each command has a specific number of parameters associated with it.
These parameters and the size of each of the parameters are defined for
each command. Each parameter is an integer number of bytes in size.
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4.4.2 HCI Event Packet

The HCI Event Packet is used by the Host Controller to notify the Host when
events occur. The Host must be able to accept HCI Event Packets with up to
255 bytes of data excluding the HCI Event Packet header. The format of the
HCI Event Packet is shown in Figure 4.2, and the definition of each field is
explained baiow,

0 4 8 12 16 20 24 28 31
Parameter Total '
Event Code Length Event Parameter 0
Event Parameter 1 Event Parameter 2 | Event Parameter 3
L
-]
L4
Event Parameter N-1 Event Parameter N ‘
Figure 4.2: HCI Event Packet
Event_Code: Size: 1 Byte
Value Parameter Description
OxXX Each event is assigned a 1-Byte event code used to uniquely identify dif-

ferent types of events.

Range: 0x00-0xFF (The event code OxFF is reserved for the event code
used for vendor-specific debug events. In addition, the event code OxFE is
also reserved for Bluetooth Logo Testing)

Parameter_Total Length: Size: 1 Byte
Value Parameter Description
OxXX Length of all of the parameters contained in this packet, measured in
bytes
Event_Parameter O - N: Size: Parameter Total Length
Value Parameter Description
OxXX Each event has a specific number of parameters associated with it. These
parameters and the size of each of the parameters are defined for each
event. Each parameter is an integer number of bytes in size.
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4.4.3 HCI Data Packets

Bluetooth.

HCI Data Packets are used to exchange data between the Host and Host Con-
troller. The data packets are defined for both ACL and SCO data types. The
format of the HCI ACL Data Packet is shown in Figure 4.3, and the format of
the SCO Data Packet is shown in Figure 4.4. The definition for each of the
fields in the data packets is explained belcw.

0 4 8

12

24

28 31

Connection Handle

PB

Flag

BC
Flag

Data Total Length

Data

Figure 4.3: HCI ACL Data Packet
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Connection_Handle:

Value

Parameter Description

OxXXX

Connection Handle to be used for transmitting a data packet or segment.
Range: 0x0000-0x0EFF (0x0F00 - 0xOFFF Reserved for future use)

The first time the Host sends an HCI Data Packet with Broadcast_Flag set
to 01b (active broadcast) or 10b (piconet broadcast) after a power-on or a
reset, the value of the Connection_Handle parameter must be a value
which is not currently assigned by the Host Controller. The Host must use
different connection handles for active broadcast and piconet broadcast.
The Host Controller must then continue to use the same connection han-
dles for each type of broadcast until a reset is made.

Note: The Host Controller must not send a Connection Complete event
containing a new Connection_Handle that it knows is used for broadcast.
Note: In some situations, it may happen that the Host Controller sends a
Connection Complete event before having interpreted a Broadcast packet
received from the Host, and that the Connection_Handles of both Connec-
tion Complete event and HCI Data packet are the same. This conflict has
to be avoided as follows:

If a Connection Complete event is received containing one of the connec-
tion handles used for broadcast, the Host has to wait before sending any
packets for the new connection until it receives a Number Of Completed
Packets event indicating that there are no pending broadcast packets
belonging to the connection handle. In addition, the Host must change the
Connection_Handle used for the corresponding type of broadcast to a
Connection_Handle which is currently not assigned by the Host Controller.
This Connection_Handle must then be used for all the following broad-
casts of that type until a reset is performed or the same conflict situation
happens again. However, this will occur very rarely.

The Host Controller must, in the above conflict case, be able to distinguish
between the Broadcast message sent by the Host and the new connection
made (this could be even a new SCO link) even though the connection
handles are the same.

For an HCI| Data Packet sent from the Host Controller to the Host where
the Broadcast_Flag is 01 or 10, the Connection_Handle parameter should
contain the connection handle for the ACL connection to the master that
sent the broadcast.

Note: Connection handles used for Broadcast do not identify an ACL
point-to-point connection, so they must not be used in any command hav-
ing a Connection_Handle parameter and they will not be returned in any
event having a Connection_Handle parameter except the Number Of
Completed Packets event.

Flags:

Size: 2 Bits

The Flag Bits consist of the Packet_Boundary_Flag and Broadcast_Flag. The

Packet _Boundary_Flag is located in bit 4 and bit 5, and the Broadcast_Flag is

located in bit 6 and 7 in the second byte of the HCI ACL Data packet.
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Packet_Boundary_Flag: Size: 2 Bits
Value Parameter Description
00 Reserved for future use
01 Continuing fragment packet of Higher Layer Message
10 First packet of Higher Layer Message (i.e. start of an L2CAP packet)
11 Reserved for future use
Broadcast_Flag (in packet from Host to Host Controller): Size: 2 Bits
Value Parameter Description
00 No broadcast. Only point-to-point.
01 Active Broadcast: packet is sent to all active slaves.
10 Piconet Broadcast: packet is sent to all slaves, including slaves in ‘Park’
mode.
11 Reserved for future use.
Broadcast_Flag (in packet from Host Controller to Host ): Size: 2 Bits
Value Parameter Description
00 Point-to-point
01 Packet received at an active slave (either Active Broadcast or Piconet
Broadcast)
10 Packet received at a slave in ‘Park’ mode (Piconet Broadcast)
11 Reserved for future use.
Data_Total_Length: Size: 2 Bytes
Value Parameter Description
OxXXXX Length of data measured in bytes.
0 8 12 16 20 24 28 31
Connection Handle Reserved Data Total Length
Data

Figure 4.4: HCI| SCO Data Packet
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Connection_Handle:

Bluetooth.

Size: 12 Bits

Value

Parameter Description

OxXXX

Connection handle to be used to for transmitting a SCO data packet or

segment.

Range: 0x0000-0x0EFF (0x0OF00- OxOFFF Reserved for future use)

The Reserved Bits consist of four bits which are located from bit 4 to bit 7 in the
second byte of the HCI SCO Data packet.

Reserved: Size: 4 Bits
Value Parameter Description
XXXX Reserved for future use.
Data_Total_Length: Size: 1 Byte
Value Parameter Description
OxXX Length of SCO data measured in bytes
HCI Commands 29 November 1999 539
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4.5 LINK CONTROL COMMANDS

The Link Control commands allow the Host Controller to control connections to
other Bluetooth devices. When the Link Control commands are used, the Link
Manager (LM) controls how the Bluetooth piconets and scatternets are estab-
lished and maintained. These commands instruct the LM to create and modify
link layer connections with Bluetooth remote devices, perform Inquiries of other
Bluetooth devices in range, and other LMP commands. For the Link Control
commands, the OGF is defined as 0x01.

Command Command Summary Description

inguiry The inguiry command will cause the Bluetooth
device to enter Inquiry Mode. Inquiry Mode is used
to discovery other nearby Bluetooth devices.

inquiny Cancel The inguiry_Cancel command will cause the Blue-
tooth device to stop the current Inquiry if the Blue-
tooth device is in Inquiry Mode.

Periogic_inguiry_Moda The Fariodic_inguiry_Mode command is used to
configure the Bluetooth device to perform an auto-
matic Inquiry based on a specified period range.

Exit Periodic inguiry Modse The Exit_Fericdininguiry_Mods command is used
to end the Periodic Inquiry mode when the local
device is in Periodic Inquiry Mode.

Create Connaction The Creale Cornneciion command will cause the
link manager to create an ACL connection to the
Bluetooth device with the BD_ADDR specified by
the command parameters.

Disconnact The Disgonnect command is used to terminate an
existing connection.

Add_SCO_Cennection The Add_SCCG_Connection command will cause
the link manager to create a SCO connection using
the ACL connection specified by the Connection
Handle command parameter.

Acsept Connaction_Reguest The Accspt Conpection Raguest command is
used to accept a new incoming connection request.

Rajact Connaction Regqusst The Rejeci Conneclion Feguest command is
used to decline a new incoming connection
request.

Link Key Reguest Reply The Link Key Reguest Meply command is used

to reply to a Link Key Request event from the Host
Controller, and specifies the Link Key stored on the
Host to be used as the link key for the connection
with the other Bluetooth device specified by
BD_ADDR.
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Command

Command Summary Description

Link Key Regusst Negative Henly

PiN_Code_Reguest_Reply

FIN Code Reguast Magative Haply

-

Change Conneclion_Packet T

Authentication Requasted

Zel Connection_Encryption

Changs Connection Link_Key

Master Link May

Remote_Name_ Requast

Read Remcte Version information

Reac Clock Offsel

mand is used to reply to a Link Key Request event
from the Host Controller if the Host does not have a
stored Link Key for the connection with the other
Bluetooth Device specified by BD_ADDR.

The Fili_Code Raguest Ranly command is used
to reply to a PIN Code Request event from the
Host Controller and specifies the PIN code to use
for a connection.

The PiN_Code_Reduesl Negalive_Raply com-
mand is used to reply to a PIN Code Request event
from the Host Controller when the Host cannot
specify a PIN code to use for a connection.

The Change Cornection_Packel Typs command
is used to change which packet types can be used
for a connection that is currently established.

The Auihantization_HMeduesied command is used
to establish authentication between the two
devices associated with the specified Connection
Handle.

The Sat_Connection _Encrypiion command is used
to enable and disable the link level encryption.

The Changa Connention_Link_Key command is
used to force both devices of a connection associ-
ated to the connection handle, to generate a new
link key.

The dastar Link _Key command is used to force
both devices of a connection associated to the con-
nection handle to use the temporary link key of the
Master device or the regular link keys.

The Hemole Name Hedquesi command is used to
obtain the user-friendly name of another Bluetooth
device.

The Rean _Remote Supporied_Featiures com-
mand requests a list of the supported features of a
remote device.

The Head Ramota Mersion infcrmation command
will read the values for the version information for
the remote Bluetooth device.

The Read_Clock _(OFssf command allows the Host
to read the clock offset of remote devices.

HCI Commands

29 November 1999

541

Bluetooth.

AFFLT0293769

Samsung Ex. 1019 p. 541



BLUETOOTH SPECIFICATION Version 1.0 B page 542 of 1082

Host Controller Interface Functional Specification BIU etooth
4.5.1 Inquiry
Command OCF Command Parameters Return Parameters
HCI_Inquiry 0x0001 | LAP, Inquiry_Length,
Num_Responses

Description:

This command will cause the Bluetooth device to enter Inquiry Mode. Inquiry
Mode is used to discover other nearby Bluetooth devices. The LAP input
parameter contains the LAP from which the inquiry access code shall be
derived when the inquiry procedure is made. The Inquiry_Length parameter
specifies the total duration of the Inquiry Mode and, when this time expires,
Inquiry will be halted. The Num_Responses parameter specifies the number of
responses that can be received before the Inquiry is halted. A Command Sta-
tus event is sent from the Host Controller to the Host when the Inquiry com-
mand has been started by the Bluetooth device. When the Inquiry process is
completed, the Host Controller will send an Inquiry Complete event to the Host
indicating that the Inquiry has finished. The event parameters of Inquiry Com-
plete event will have a summary of the result from the Inquiry process, which
reports the number of nearby Bluetooth devices that responded. When a Blue-
tooth device responds to the Inquiry message, an Inquiry Result event will
occur to notify the Host of the discovery.

A device which responds during an inquiry or inquiry period should always be
reported to the Host in an Inquiry Result event if the device has not been
reported earlier during the current inquiry or inquiry period and the device has
not been filtered out using the command Set_Event_Filter. If the device has
been reported earlier during the current inquiry or inquiry period, it may or may
not be reported depending on the implementation (depending on if earlier
results have been saved in the Host Controller and in that case how many
responses that have been saved). It is recommended that the Host Controller
tries to report a particular device only once during an inquiry or inquiry period.

Command Parameters:

LAP: Size: 3 Bytes
Value Parameter Description
0x9E8BO0—- This is the LAP from which the inquiry access code should be derived
0X9E8B3F when the inquiry procedure is made; see “Biustooth Assigned NMumbers”
on page 1009,
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Inquiry_Length: Size: 1 Byte
Value Parameter Description
N = 0xXX Maximum amount of time specified before the Inquiry is halted.
Size: 1 byte

Range: 0x01 — 0x30
Time =N *1.28 sec
Range: 1.28 — 61.44 Sec

Num_Responses: Size: 1 Byte
Value Parameter Description
0x00 Default. Unlimited number of responses.
OxXX Maximum number of responses from the Inquiry before the Inquiry is
halted.
Range: 0x01 — OxFF

Return Parameters:
None.
Event(s) generated (unless masked away):

A Command Status event is sent from the Host Controller to the Host when the
Host Controller has started the Inquiry process. An Inquiry Result event will be
created for each Bluetooth device which responds to the Inquiry message. In
addition, multiple Bluetooth devices which respond to the Inquire message may
be combined into the same event. An Inquiry Complete event is generated
when the Inquiry process has completed.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Inquiry Complete
event will indicate that this command has been completed. No Inquiry Com-
plete event will be generated for the canceled Inquiry process.
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4.5.2 Inquiry_Cancel

Command OCF Command Parameters Return Parameters

HCI_Inquiry_Cancel 0x0002 Status

Description:

This command will cause the Bluetooth device to stop the current Inquiry if the
Bluetooth device is in Inquiry Mode. This command allows the Host to interrupt
the Bluetooth device and request the Bluetooth device to perform a different
task. The command should only be issued after the Inquiry command has been
issued, a Command Status event has been received for the Inquiry command,
and before the Inquiry Complete event occurs.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Inguiry_Cancel command succeeded.
0x01-0xFF Inquiry_Cancel command failed. See Tahiz &.1 on page 745 for list of
Error Codes.

Event(s) generated (unless masked away):

When the Inquiry Cancel command has completed, a Command Complete
event will be generated. No Inquiry Complete event will be generated for the
canceled Inquiry process.
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4.5.3 Periodic_Inquiry_Mode

Command OCF Command Parameters Return Parameters
HCI_Periodic_ 0x0003 | Max_Period_Length, Status
Inquiry_Mode Min_Period_Length,

LAP,

Inquiry_Length,

Num_Responses

Description:

The Periodic_Inquiry_Mode command is used to configure the Bluetooth
device to enter the Periodic Inquiry Mode that performs an automatic Inquiry.
Max_Period_Length and Min_Period_Length define the time range between
two consecutive inquiries, from the beginning of an inquiry until the start of the
next inquiry. The Host Controller will use this range to determine a new random
time between two consecutive inquiries for each Inquiry. The LAP input param-
eter contains the LAP from which the inquiry access code shall be derived
when the inquiry procedure is made. The Inquiry_Length parameter specifies
the total duration of the InquiryMode and, when time expires, Inquiry will be
halted. The Num_Responses parameter specifies the number of responses
that can be received before the Inquiry is halted. This command is completed
when the Inquiry process has been started by the Bluetooth device, and a
Command Complete event is sent from the Host Controller to the Host. When
each of the periodic Inquiry processes are completed, the Host Controller will
send an Inquiry Complete event to the Host indicating that the latest periodic
Inquiry process has finished. The event parameters of Inquiry Complete event
will have a summary of the result from the previous Periodic Inquiry process,
which reports the number of nearby Bluetooth devices that responded. When a
Bluetooth device responds to the Inquiry message an Inquiry Result event will
occur to notify the Host of the discovery.

Note: Max_Period_Length > Min_Period_Length > Inquiry_Length

A device which responds during an inquiry or inquiry period should always be
reported to the Host in an Inquiry Result event if the device has not been
reported earlier during the current inquiry or inquiry period and the device has
not been filtered out using the command Set_Event_Filter. If the device has
been reported earlier during the current inquiry or inquiry period, it may or may
not be reported depending on the implementation (depending on if earlier
results have been saved in the Host Controller and in that case how many
responses that have been saved). It is recommended that the Host Controller
tries to report a particular device only once during an inquiry or inquiry period.
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Command Parameters:
Max_Period_Length: Size: 2 Bytes
Value Parameter Description
N = OxXXXX Maximum amount of time specified between consecutive inquiries.
Size: 2 bytes
Range: 0x03 — OxFFFF
Time =N * 1.28 sec
Range: 3.84 — 83884 .8 Sec
0.0 - 23.3 hours
Min_Period_Length: Size: 2 Bytes
Value Parameter Description
N = OxXXXX Minimum amount of time specified between consecutive inquiries.
Size: 2 bytes
Range: 0x02 — OxFFFE
Time =N *1.28 sec
Range: 2.56 — 83883.52 Sec
0.0 — 23.3 hours
LAP: Size: 3 Bytes
Value Parameter Description
0x9E8BOO- This is the LAP from which the inquiry access code should be derived
OX9ESB3F when the il_'nquiry procedure is made, see "Blusaisoth Assigned Numbers”
an pages 1008,
Inquiry_Length: Size: 1 Byte
Value Parameter Description
N = 0xXX Maximum amount of time specified before the Inquiry is halted.
Size: 1 byte
Range: 0x01 — 0x30
Time =N *1.28 sec
Range: 1.28 — 61.44 Sec
Num_Responses: Size: 1 Byte
Value Parameter Description
0x00 Default. Unlimited number of responses.
OxXX Maximum number of responses from the Inquiry before the Inquiry is
halted.
Range: 0x01 — OxFF
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Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Periodic Inquiry Mode command succeeded.
0x01-0xFF Periodic Inquiry Mode command failed. See YTabie § 1 on page 745 for list
of Error Codes.

Event(s) generated (unless masked away):

The Periodic Inquiry Mode begins when the Host Controller sends the Com-
mand Complete event for this command to the Host. An Inquiry Result event
will be created for each Bluetooth device which responds to the Inquiry mes-
sage. In addition, multiple Bluetooth devices which response to the Inquiry
message may be combined into the same event. An Inquiry Complete event is
generated when each of the periodic Inquiry processes has completed. No
Inquiry Complete event will be generated for the canceled Inquiry process.
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4.5.4 Exit_Periodic_Inquiry_Mode

Command OCF Leimiena Return Parameters
Parameters

HCI_Exit_Periodic_Inquiry_Mode 0x0004 Status

Description:

The Exit Periodic Inquiry Mode command is used to end the Periodic Inquiry
mode when the local device is in Periodic Inquiry Mode. If the local device is
currently in an Inquiry process, the Inquiry process will be stopped directly and
the Host Controller will no longer perform periodic inquiries until the Periodic
Inquiry Mode command is reissued.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Exit Periodic Inquiry Mode command succeeded.
0x01-0xFF Exit Periodic Inquiry Mode command failed. See Table €. on pags 748 for
list of Error Codes.

Event(s) generated (unless masked away):

A Command Complete event for this command will occur when the local device
is no longer in Periodic Inquiry Mode. No Inquiry Complete event will be gener-
ated for the canceled Inquiry process.
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4.5.5 Create_Connection

Return

Command OCF Command Parameters
Parameters

HCI_Create_Connection 0x0005 BD_ADDR,

Packet_Type,
Page_Scan_Repetition_Mode,
Page_Scan_Mode,
Clock_Offset,
Allow_Role_Switch

Description:

This command will cause the Link Manager to create a connection to the Blue-
tooth device with the BD_ADDR specified by the command parameters. This
command causes the local Bluetooth device to begin the Page process to cre-
ate a link level connection. The Link Manager will determine how the new ACL
connection is established. This ACL connection is determined by the current
state of the device, its piconet, and the state of the device to be connected. The
Packet_Type command parameter specifies which packet types the Link Man-
ager shall use for the ACL connection. The Link Manager must use only the
packet type(s) specified by the Packet_Type command parameter for sending
HCI ACL Data Packets. Multiple packet types may be specified for the Packet
Type parameter by performing a bit-wise OR operation of the different packet
types. The Link Manager may choose which packet type to be used from the
list of acceptable packet types. The Page_Scan_Repetition_Mode and
Page_Scan_Mode parameters specify the page scan modes supported by the
remote device with the BD_ADDR. This is the information that was acquired
during the inquiry process. The Clock_Offset parameter is the difference
between its own clock and the clock of the remote device with BD_ADDR. Only
bits 2 through 16 of the difference are used, and they are mapped to this
parameter as bits 0 through 14 respectively. A Clock_Offset_Valid_Flag,
located in bit 15 of the Clock Offset parameter, is used to indicate if the Clock
Offset is valid or not. A Connection handle for this connection is returned in the
Connection Complete event (see below). The Allow_Role_Switch parameter
specifies if the local device accepts or rejects the request of a master-slave
role switch when the remote device requests it at the connection setup (in the
Role parameter of the Accept_Connection_Request command) (before the
local Host Controller returns a Connection Complete event). For a definition of
the different packet types see the “Basshand Specification” on page 34

Note: At least one packet type must be specified. The Host should enable as
many packet types as possible for the Link Manager to perform efficiently.
However, the Host must not enable packet types that the local device does not
support.
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Command Parameters:
BD_ADDR: Size: 6 Bytes
Value Parameter Description
159.9.0.9.9.9.0.9.9.0.9.04 BD_ADDR of the Device to be connected.
Packet_Type: Size: 2 Bytes
Value Parameter Description
0x0001 Reserved for future use.
0x0002 Reserved for future use.
0x0004 Reserved for future use.
0x0008 DM1
0x0010 DH1
0x0020 Reserved for future use.
0x0040 Reserved for future use.
0x0080 Reserved for future use.
0x0100 Reserved for future use.
0x0200 Reserved for future use.
0x0400 DM3
0x0800 DH3
0x1000 Reserved for future use.
0x2000 Reserved for future use.
0x4000 DM5
0x8000 DH5
Page_Scan_Repetition_Mode: Size: 1 Byte
Value Parameter Description
0x00 RO
0x01 R1
0x02 R2
0x03 — OxFF Reserved.
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Page Scan_Mode: Size: 1 Byte
Value Parameter Description
0x00 Mandatory Page Scan Mode.
0x01 Optional Page Scan Mode |.
0x02 Optional Page Scan Mode II.
0x03 Optional Page Scan Mode llI.
0x04 — OxFF Reserved.
Clock_Offset: Size: 2 Bytes
Bit format Parameter Description
Bit 14.0 Bit 16.2 of CLKslave-CLKmaster.
Bit 15 Clock_Offset Valid_Flag

Invalid Clock Offfset =0
Valid Clock Offset = 1

Allow_Role_Switch: Size: 1 Byte
Value Parameter Description
0x00 The local device will be a master, and will not accept a master-slave

switch requested by the remote device at the connection setup.

0x01 The local device may be a master, or may become a slave after
accepting a master-slave switch requested by the remote device at the
connection setup.

0x02-0xFF Reserved for future use.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Create Connection command, the Host
Controller sends the Command Status event to the Host. In addition, when the
LM determines the connection is established, the Host Controller, on both
Bluetooth devices that form the connection, will send a Connection Complete
event to each Host. The Connection Complete event contains the Connection
Handle if this command is successful.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.
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4.5.6 Disconnect

Command OCF Command Parameters Return Parameters
HCI_Disconnect 0x0006 | Connection_Handle,
Reason

Description:

The Disconnection command is used to terminate an existing connection. The
Connection_Handle command parameter indicates which connection is to be
disconnected. The Reason command parameter indicates the reason for end-
ing the connection. The remote Bluetooth device will receive the Reason com-
mand parameter in the Disconnection Complete event. All SCO connections on
a physical link should be disconnected before the ACL connection on the same
physical connection is disconnected.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxX XXX Connection Handle for the connection being disconnected.

Range: 0x0000-0x0EFF (0xOF00 - OxOFFF Reserved for future use)

Reason: Size: 1 Byte
Value Parameter Description
0x13-0x15, Other End Terminated Connection error codes (0x13-0x15) and Unsup-
Ox1A ported Remote Feature error code (0x1A) see Table 8.1 on page 745 for

list of Error Codes.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Disconnect command, it sends the
Command Status event to the Host. The Disconnection Complete event will
occur at each Host when the termination of the connection has completed, and
indicates that this command has been completed.

Note: No Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Disconnection
Complete event will indicate that this command has been completed.
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4.5.7 Add_SCO_Connection

Return

Command OCF Command Parameters
Parameters

HCI_Add_SCO_Connection | 0x0007 Connection_Handle,
Packet_Type

Description:

This command will cause the link manager to create a SCO connection using
the ACL connection specified by the Connection_Handle command parameter.
This command causes the local Bluetooth device to create a SCO connection.
The Link Manager will determine how the new connection is established. This
connection is determined by the current state of the device, its piconet, and the
state of the device to be connected. The Packet_Type command parameter
specifies which packet types the Link Manager should use for the connection.
The Link Manager must only use the packet type(s) specified by the
Packet_Type command parameter for sending HCl SCO Data Packets. Multi-
ple packet types may be specified for the Packet_Type command parameter by
performing a bitwise OR operation of the different packet types. The Link Man-
ager may choose which packet type is to be used from the list of acceptable
packet types. A Connection Handle for this connection is returned in the Con-
nection Complete event (see below).

Note: SCO-Connection can only be created when an ACL Connection already
exists. For a definition of the different packet types, see the “Baseband Speacifi-
cation” on page 33

Note: At least one packet type must be specified. The Host should enable as
many packet types as possible for the Link Manager to perform efficiently.
However, the Host must not enable packet types that the local device does not
support.

Command Parameters:

Connection_Handle Size 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle for the ACL connection being used to create an SCO
connection.
Range: 0x0000-0x0EFF (0x0FO00 - OxOFFF Reserved for future use)
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Packet_Type: Size: 2 Bytes

Value Parameter Description

0x0001 Reserved for future use.

0x0002 Reserved for future use.

0x0004 Reserved for future use.

0x0008 Reserved for future use.

0x0010 Reserved for future use.

0x0020 HV1

0x0040 Hv2

0x0080 HV3

0x0100 Reserved for future use.

0x0200 Reserved for future use.

0x0400 Reserved for future use.

0x0800 Reserved for future use.

0x1000 Reserved for future use.

0x2000 Reserved for future use.

0x4000 Reserved for future use.

0x8000 Reserved for future use.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Add_SCO_Connection command, it
sends the Command Status event to the Host. In addition, when the LM deter-
mines the connection is established, the Host Controller, on both Bluetooth
devices that form the connection, will send a Connection Complete event to
each Host. The Connection Complete event contains the Connection Handle if
this command is successful.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.
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4.5.8 Accept_Connection_Request

Command OCF Command Parameters Return Parameters

HCI_Accept_Connection | 0x0009 | BD_ADDR,
Request Role

Description:

The Accept_Connection_Request command is used to accept a new incoming
connection request. The Accept_Connection_Request command shall only be
issued after a Connection Request event has occurred. The Connection
Request event will return the BD_ADDR of the device which is requesting the
connection. This command will cause the Link Manager to create a connection
to the Bluetooth device, with the BD_ADDR specified by the command param-
eters. The Link Manager will determine how the new connection will be estab-
lished. This will be determined by the current state of the device, its piconet,
and the state of the device to be connected. The Role command parameter
allows the Host to specify if the Link Manager shall perform a Master-Slave
switch, and become the Master for this connection. Also, the decision to accept
a connection must be completed before the connection accept timeout expires
on the local Bluetooth Module.

Note: when accepting SCO connection request, the Role parameter is not used
and will be ignored by the Host Controller.

Command Parameters:

BD _ADDR: Size: 6 Bytes
Value Parameter Description
1159,9.9.9.9.9.0.9.9.0.0.9 ¢ BD_ADDR of the Device to be connected
Role: Size: 1 Byte
Value Parameter Description
0x00 Become the Master for this connection. The LM will perform the Master/
Slave switch.
0x01 Remain the Slave for this connection. The LM will NOT perform the Mas-
ter/Slave switch.

Return Parameters:

None.
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Event(s) generated (unless masked away):

The Accept_Connection_Request command will cause the Command Status
event to be sent from the Host Controller when the Host Controller begins set-
ting up the connection. In addition, when the Link Manager determines the con-
nection is established, the Host Controllers on both Bluetooth devices that form
the connection will send a Connection Complete event to each Host. The Con-
nection Complete event contains the Connection Handle if this command is
successful.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.
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4.5.9 Reject_Connection_Request

Command OCF Command Parameters Return Parameters

HCI_Reject_Connection | 0x000A | BD_ADDR, Reason
_Request

Description:

The Reject_Connection_Request command is used to decline a new incoming
connection request. The Reject_Connection_Request command shall only be
called after a Connection Request event has occurred. The Connection
Request event will return the BD_ADDR of the device that is requesting the
connection. The Reason command parameter will be returned to the connect-
ing device in the Status parameter of the Connection Complete event returned
to the Host of the connection device, to indicate why the connection was
declined.

Command Parameters:

BD_ADDR: Size: 6 Bytes
Value Parameter Description
10.0.9.9.9.9.0.9.9.6.0.9.¢ BD_ADDR of the Device to reject the connection from.
Reason: Size: 1 Byte
Value Parameter Description
0x0D-0x0F Host Reject Error Code. See Tabtie €.1 on page 745 for list of Error Codes
and descriptions.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Reject_Connection_Request command,
the Host Controller sends the Command Status event to the Host. A Connec-
tion Complete event will then be sent, both to the local Host and to the Host of
the device attempting to make the connection. The Status parameter of the
Connection Complete event, which is sent to the Host of the device attempting
to make the connection, will contain the Reason command parameter from this
command.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.
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4.5.10 Link_Key_Request_Reply

Command OCF amman Return Parameters
Parameters

HCI_Link_Key_Request_Reply | 0x000B | BD_ADDR, Link_Key | Status, BD_ADDR

Description:

The Link_Key Request_Reply command is used to reply to a Link Key
Request event from the Host Controller, and specifies the Link Key stored on
the Host to be used as the link key for the connection with the other Bluetooth
Device specified by BD_ADDR. The Link Key Request event will be generated
when the Host Controller needs a Link Key for a connection.

When the Host Controller generates a Link Key Request event in order for the
local Link Manager to respond to the request from the remote Link Manager
(as a result of a Create_Connection or Authentication_Requested command
from the remote Host), the local Host must respond with either a
Link_Key_Request_Reply or Link_Key_Request_Negative_Reply command
before the remote Link Manager detects LMP response timeout. (See “Link
Manager Protocol” on page 185))

Command Parameters:

BD _ADDR: Size: 6 Bytes
Value Parameter Description
(P00 0000009994 BD_ADDR of the Device of which the Link Key is for.
Link_Key: Size: 16 Bytes
Value Parameter Description
OXXXXXXXXXXX | Link Key for the associated BD_ADDR.
1 9.0.0.9.6.0.0.0.0.04
PO 00.9.00.0.0.0.64

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Link_Key Request Reply command succeeded.
0x01-0xFF Link_Key Request Reply command failed. See Tzabia 8.1 on page 745 for
list of Error Codes.
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Value Parameter Description

OxXXXXXXXX | BD_ADDR of the Device of which the Link Key request reply has
XXXX completed.

Event(s) generated (unless masked away):

The Link_Key_ Request_Reply command will cause a Command Complete
event to be generated.
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4.5.11 Link_Key_Request_Negative_Reply

Command OCF Command Parameters Return Parameters

HCI_Link_Key Request | 0x000C | BD_ADDR Status, BD_ADDR
_Negative_Reply

Description:

The Link_Key Request_Negative_Reply command is used to reply to a Link
Key Request event from the Host Controller if the Host does not have a stored
Link Key for the connection with the other Bluetooth Device specified by
BD_ADDR. The Link Key Request event will be generated when the Host Con-
troller needs a Link Key for a connection.

When the Host Controller generates a Link Key Request event in order for the
local Link Manager to respond to the request from the remote Link Manager
(as a result of a Create_Connection or Authentication_Requested command
from the remote Host), the local Host must respond with either a
Link_Key_Request_Reply or Link_Key_Request_Negative_Reply command
before the remote Link Manager detects LMP response timeout. (See “Link
Manager Protocol” on page 185.)

Command Parameters:
BD_ADDR: Size: 6 Bytes

Value Parameter Description

OXXXXXXXXXXX | BD_ADDR of the Device which the Link Key is for.
XX

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Link_Key_Request_Negative_Reply command succeeded.
0x01-0xFF Link_Key_Request_Negative_Reply command failed. See Tabie 8.1 on:
page 745 for list of Error Codes.

BD_ADDR: Size: 6 Bytes

Value Parameter Description

OxXXXXXXXX | BD_ADDR of the Device which the Link Key request negative reply has
XXXX completed.

Event(s) generated (unless masked away):

The Link_Key Request_Negative_Reply command will cause a Command
Complete event to be generated.
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4.5.12 PIN_Code_Request_Reply

Command OCF Hanunand Return Parameters
Parameters
HCI_PIN_Code_Request_Reply | 0x000D | BD_ADDR, Status, BD_ADDR
PIN_Code_Length,
PIN_Code

Description:

The PIN_Code_Request_Reply command is used to reply to a PIN Code
request event from the Host Controller, and specifies the PIN code to use for a
connection. The PIN Code Request event will be generated when a connection
with remote initiating device has requested pairing.

When the Host Controller generates a PIN Code Request event in order for the
local Link Manager to respond to the request from the remote Link Manager
(as a result of a Create_Connection or Authentication_Requested command
from the remote Host), the local Host must respond with either a
PIN_Code_Request_Reply or PIN_Code_Request_Negative_Reply com-
mand before the remote Link Manager detects LMP response timeout. (See
“Link Manager Protecol” on page 185))

Command Parameters:

BD_ADDR: Size: 6 Bytes

Value Parameter Description

OXXXXXXXXXXX | BD_ADDR of the Device which the PIN code is for.
XX

PIN_Code_Length: Size: 1 Byte
Value Parameter Description
OxXX The PIN code length specifics the length, in bytes, of the PIN code to
be used.

Range: 0x01-0x10

PIN_Code: Size: 16 Bytes

Value Parameter Description

OxXXXXXXXXXX | PIN code for the device that is to be connected. The Host should insure
XXXXXXXXKXXX | that strong PIN Codes are used. PIN Codes can be up to a maximum of
KAXXXXXXXXXK | 128 bits. The MSB of the PIN Code occupies byte zero.

HCI Commands 29 November 1999 561

Samsung Ex. 1019

AFFLT0293789
p- 561



BLUETOOTH SPECIFICATION Version 1.0 B

page 562 of 1382

Host Controller Interface Functional Specification BIU etooth
Return Parameters:
Status: Size: 1 Byte
Value Parameter Description
0x00 PIN_Code_Request_Reply command succeeded.
0x01-0xFF PIN_Code_Request_Reply command failed. See Tatla £ 1 on page 745
for list of Error Codes.
BD_ADDR: Size: 6 Bytes
Value Parameter Description
OxXXXXXXXX | BD_ADDR of the Device which the PIN Code request reply has
HXXXX completed.

Event(s) generated (unless masked away):

The PIN_Code_Request_Reply command will cause a Command Complete
event to be generated.
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4.5.13 PIN_Code_Request_Negative_Reply

Command OCF Command Parameters Return Parameters

HCI_PIN_Code_ 0x000E | BD_ADDR Status, BD_ADDR
Request_Negative Reply

Description:

The PIN_Code_Request_Negative_Reply command is used to reply to a PIN
Code request event from the Host Controller when the Host cannot specify a
PIN code to use for a connection. This command will cause the pair request
with remote device to fail.

When the Host Controller generates a PIN Code Request event in order for the
local Link Manager to respond to the request from the remote Link Manager
(as a result of a Create_Connection or Authentication_Requested command
from the remote Host), the local Host must respond with either a
PIN_Code_Request_Reply or PIN_Code_Request_Negative_Reply com-
mand before the remote Link Manager detects LMP response timeout. (See
“Link Manager Protocot” on page 185.)

Command Parameters:
BD_ADDR: Size: 6 Bytes

Value Parameter Description

OXXXXXXXXXXXXX | BD_ADDR of the Device which this command is responding to.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 PIN_Code Request Negative Reply command succeeded.
0x01-0xFF PIN_Code_Request_Negative_ Reply command failed. See Tatia &.1 on

page 7450 for list of Error Codes.

BD_ADDR: Size: 6 Bytes

Value Parameter Description

OxXXXXXXXX | BD_ADDR of the Device which the PIN Code request negative reply has
XXXX completed.

Event(s) generated (unless masked away):

The PIN_Code_Request_Negative_Reply command will cause a Command
Complete event to be generated.
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4.5.14 Change_Connection_Packet_Type

Command OCF Command Parameters Return Parameters

HCI_Change_Connection_ | 0x000F | Connection_Handle,

Packet_Type Packet_Type

Description:

The Change_Connection_Packet_Type command is used to change which
packet types can be used for a connection that is currently established. This
allows current connections to be dynamically modified to support different
types of user data. The Packet_Type command parameter specifies which
packet types the Link Manager can use for the connection. The Link Manager
must only use the packet type(s) specified by the Packet_Type command
parameter for sending HCI Data Packets. The interpretation of the value for the
Packet_Type command parameter will depend on the Link_Type command
parameter returned in the Connection Complete event at the connection setup.
Multiple packet types may be specified for the Packet_Type command parame-
ter by bitwise OR operation of the different packet types. For a definition of the
different packet types see the "Bassband Specification” on page 33.

Note: At least one packet type must be specified. The Host should enable as
many packet types as possible for the Link Manager to perform efficiently.
However, the Host must not enable packet types that the local device does not
support.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to for transmitting and receiving voice or

data. Returned from creating a connection.
Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)

Packet_Type: Size: 2 Bytes
For ACL Link_Type

Value Parameter Description

0x0001 Reserved for future use.

0x0002 Reserved for future use.

0x0004 Reserved for future use.

0x0008 DMm1
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Bluetooth.

Value Parameter Description
0x0010 DH1
0x0020 Reserved for future use.
0x0040 Reserved for future use.
0x0080 Reserved for future use.
0x0100 Reserved for future use.
0x0200 Reserved for future use.
0x0400 DM3
0x0800 DH3
0x1000 Reserved for future use.
0x2000 Reserved for future use.
0x4000 DM5
0x8000 DH5

For SCO Link Type

Value Parameter Description

0x0001 Reserved for future use.

0x0002 Reserved for future use.

0x0004 Reserved for future use.

0x0008 Reserved for future use.

0x0010 Reserved for future use.

0x0020 HV1

0x0040 Hv2

0x0080 HV3

0x0100 Reserved for future use.

0x0200 Reserved for future use.

0x0400 Reserved for future use.

0x0800 Reserved for future use.

0x1000 Reserved for future use.

0x2000 Reserved for future use.

0x4000 Reserved for future use.

0x8000 Reserved for future use.
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Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Change Connection Packet Type com-
mand, the Host Controller sends the Command Status event to the Host. In
addition, when the Link Manager determines the packet type has been
changed for the connection, the Host Controller on the local device will send a
Connection Packet Type Changed event to the Host. This will be done at the
local side only.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Connection
Packet Type Changed event will indicate that this command has been
completed.
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4.5.15 Authentication_Requested

Command OCF Command Parameters Return Parameters
HCI_Authentication_ 0x0011 | Connection_Handle
Requested

Description:

The Authentication_Requested command is used to try to authenticate the
remote device associated with the specified Connection Handle. The Host
must not issue the Authentication_Requested command with a
Connection_Handle corresponding to an encrypted link. On an authentication
failure, the Host Controller or Link Manager shall not automatically detach the
link. The Host is responsible for issuing a Disconnect command to terminate
the link if the action is appropriate.

Note: the Connection_Handle command parameter is used to identify the other
Bluetooth device, which forms the connection. The Connection Handle should
be a Connection Handle for an ACL connection.

Command Parameters:

Connection_Handle: Size 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to set up authentication for all Connection

Handles with the same Bluetooth device end-point as the specified Con-
nection Handle.

Range: 0x0000-0x0EFF (0x0F00 - 0xOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Authentication Requested command, it
sends the Command Status event to the Host. The Authentication Complete
event will occur when the authentication has been completed for the connec-
tion and is indication that this command has been completed.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Authentication
Complete event will indicate that this command has been completed.

Note: When the local or remote Host Controller does not have a link key for the
specified Connection_Handle, it will request the link key from its Host, before
the local Host finally receives the Authentication Complete event.
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4.5.16 Set_Connection_Encryption

Command OCF Command Parameters Return Parameters
HCI_Set_Connection_ 0x0013 | Connection_Handle,
Encryption Encryption_Enable

Description:

The Set_Connection_Encryption command is used to enable and disable the
link level encryption. Note: the Connection_Handle command parameter is
used to identify the other Bluetooth device which forms the connection. The
Connection Handle should be a Connection Handle for an ACL connection.
While the encryption is being changed, all ACL traffic must be turned off for all
Connection Handles associated with the remote device.

Command Parameters:

Connection_Handle: Size 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to enable/disable the link layer encryption

for all Connection Handles with the same Bluetooth device end-point as
the specified Connection Handle.

Range: 0x0000-0x0EFF (0xOF00 - 0xOFFF Reserved for future use)

Encryption_Enable: Size: 1 Byte
Value Parameter Description
0x00 Turn Link Level Encryption OFF.
0x01 Turn Link Level Encryption ON.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Set_Connection_Encryption command,
the Host Controller sends the Command Status event to the Host. When the
Link Manager has completed enabling/disabling encryption for the connection,
the Host Controller on the local Bluetooth device will send an Encryption
Change event to the Host, and the Host Controller on the remote device will
also generate an Encryption Change event.

Note: no Command Complete event will be sent by the Host Controller to indi-
cate that this command has been completed. Instead, the Encryption Change
event will indicate that this command has been completed.
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4.5.17 Change_Connection_Link_Key

Command OCF Command Parameters Return Parameters

HCI_Change_Connection_ | 0x0015 | Connection_Handle
Link_Key

Description:

The Change_Connection_Link_Key command is used to force both devices of
a connection associated with the connection handle to generate a new link key.
The link key is used for authentication and encryption of connections.

Note: the Connection_Handle command parameter is used to identify the other
Bluetooth device forming the connection. The Connection Handle should be a
Connection Handle for an ACL connection. If the connection encryption is
enabled, and the temporary link key is currently used, then the Bluetooth
master device will automatically restart the encryption.

Command Parameters:

Connection_Handle: Size 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle used to identify a connection.
Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Change_Connection_Link_Key com-
mand, the Host Controller sends the Command Status event to the Host. When
the Link Manager has changed the Link Key for the connection, the Host Con-
troller on the local Bluetooth device will send a Link Key Notification event and
a Change Connection Link Key Complete event to the Host, and the Host Con-
troller on the remote device will also generate a Link Key Notification event.
The Link Key Notification event indicates that a new connection link key is valid
for the connection.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Change
Connection Link Key Complete event will indicate that this command has been
completed.
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4.5.18 Master_Link_Key

Command OCF Command Parameters | Return Parameters

HCI_Master_Link_Key 0x0017 Key_Flag

Description:

The Master Link Key command is used to force the device that is master of the
piconet to use the temporary link key of the master device, or the semi-
permanent link keys. The temporary link key is used for encryption of broad-
cast messages within a piconet, and the semi-permanent link keys are used for
private encrypted point-to-point communication. The Key_Flag command
parameter is used to indicate which Link Key (temporary link key of the Master,
or the semi-permanent link keys) shall be used.

Command Parameters:

Key_Flag: Size: 1 Byte
Value Parameter Description
0x00 Use semi-permanent Link Keys.
0x01 Use Temporary Link Key.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Master_Link_Key command, the Host
Controller sends the Command Status event to the Host. When the Link Man-
ager has changed link key, the Host Controller on both the local and the remote
device will send a Master Link Key Complete event to the Host. The Connec-
tion Handle on the master side will be a Connection Handle for one of the exist-
ing connections to a slave. On the slave side, the Connection Handle will be a
Connection Handle to the initiating master.

The Master Link Key Complete event contains the status of this command.
Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Master Link Key
Complete event will indicate that this command has been completed.
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4.5.19 Remote_Name_Request

Return

Command OCF Command Parameters
Parameters

HCI_Remote_Name_Request | 0x0019 | BD_ADDR,
Page_Scan_Repetition_Mode,
Page_Scan_Mode,
Clock_Offset

Description:

The Remote_Name_Request command is used to obtain the user-friendly
name of another Bluetooth device. The user-friendly name is used to enable
the user to distinguish one Bluetooth device from another. The BD_ADDR
command parameter is used to identify the device for which the user-friendly
name is to be obtained. The Page_Scan_Repetition_Mode and
Page_Scan_Mode command parameters specify the page scan modes sup-
ported by the remote device with the BD_ADDR. This is the information that
was acquired during the inquiry process. The Clock_Offset parameter is the
difference between its own clock and the clock of the remote device with
BD_ADDR. Only bits 2 through 16 of the difference are used and they are
mapped to this parameter as bits 0 through 14 respectively. A
Clock_Offset_Valid_Flag, located in bit 15 of the Clock_Offset command
parameter, is used to indicate if the Clock Offset is valid or not.

Note: if no connection exists between the local device and the device corre-
sponding to the BD_ADDR, a temporary link layer connection will be estab-
lished to obtain the name of the remote device.

Command Parameters:

BD_ADDR: Size: 6 Bytes
Value Parameter Description
OxXXXXXXXXXXX | BD_ADDR for the device whose name is requested.
XX
Page_Scan_Repetition_Mode: Size: 1 Byte
Value Parameter Description
0x00 RO
0x01 R1
0x02 R2
0x03 — OxFF Reserved.
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Page _Scan_Mode: Size: 1 Byte
Value Parameter Description
0x00 Mandatory Page Scan Mode.
0x01 Optional Page Scan Mode |.
0x02 Optional Page Scan Mode II.
0x03 Optional Page Scan Mode 1.
0x04 — OxFF Reserved.
Clock_Offset: Size: 2 Bytes

Bit format Parameter Description
Bit 14.0 Bit 16.2 of CLKslave-CLKmaster.
Bit 15 Clock_Offset Valid_Flag

Invalid Clock Offfset = 0
Valid Clock Offset = 1

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Remote_Name_Request command, the
Host Controller sends the Command Status event to the Host. When the Link
Manager has completed the LMP messages to obtain the remote name, the
Host Controller on the local Bluetooth device will send a Remote Name
Request Complete event to the Host. Note: no Command Complete event will
be sent by the Host Controller to indicate that this command has been com-
pleted. Instead, only the Remote Name Request Complete event will indicate
that this command has been completed.
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4.5.20 Read_Remote_Supported_Features

Command Rotim
Command OCF Parameter
Parameters 5

HCI_Read_Remote_Supported_Features | 0x001B Connection_Handle

Description:

This command requests a list of the supported features for the remote device

identified by the Connection_Handle parameter. The Connection_Handle must
be a Connection_Handle for an ACL connection. The Read Remote Supported
Features Complete event will return a list of the LMP features. For details see

“Link Manager Profocol” on page 185,

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Specifies which Connection Handle's LMP-supported features list to get.
Range: 0x0000-0x0EFF (0x0F00 - 0xOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Read Remote Supported Features
command, the Host Controller sends the Command Status event to the Host.
When the Link Manager has completed the LMP messages to determine the
remote features, the Host Controller on the local Bluetooth device will send a
Read Remote Supported Features Complete event to the Host. The Read
Remote Supported Features Complete event contains the status of this com-
mand, and parameters describing the supported features of the remote device.
Note: no Command Complete event will be sent by the Host Controller to indi-
cate that this command has been completed. Instead, the Read Remote Sup-
ported Features Complete event will indicate that this command has been
completed.
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4.5.21 Read_Remote_Version_Information

Command OCF Command Parameters Retin
Parameters

HCI_Read_Remote_Version_ 0x001D | Connection_Handle

Information

Description:

This command will obtain the values for the version information for the remote
Bluetooth device identified by the Connection_Handle parameter. The
Connection_Handle must be a Connection_Handle for an ACL connection.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Specifies which Connection Handle's version information to get.
Range: 0x0000-0x0EFF (0xOF00 - 0xOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Read_Remote Version_Information
command, the Host Controller sends the Command Status event to the Host.
When the Link Manager has completed the LMP messages to determine the
remote version information, the Host Controller on the local Bluetooth device
will send a Read Remote Version Information Complete event to the Host. The
Read Remote Version Information Complete event contains the status of this
command, and parameters describing the version and subversion of the LMP
used by the remote device.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the Read Remote
Version Information Complete event will indicate that this command has been
completed.
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4.5.22 Read_Clock_Offset

Command OCF Command Parameters Return Parameters

HCI_Read Clock Offset | 0x001F | Connection_Handle

Description:

Both the System Clock and the clock offset of a remote device are used to
determine what hopping frequency is used by a remote device for page scan.
This command allows the Host to read clock offset of remote devices. The
Connection_Handle must be a Connection_Handle for an ACL connection.
This command could be used to facilitate handoffs of Bluetooth devices from
one device to another.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 bits meaningful)
Value Parameter Description
OxXXXX Specifies which Connection Handle's Clock Offset parameter is returned.
Range: 0x0000-0x0EFF (0x0OF00 - OxOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the Read_Clock_Offset command, the Host
Controller sends the Command Status event to the Host. If this command was
requested at the master and the Link Manager has completed the LMP mes-
sages to obtain the Clock Offset information, the Host Controller on the local
Bluetooth device will send a Read Clock Offset Complete event to the Host.
Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, only the Read Clock
Offset Complete event will indicate that this command has been completed. If
the command is requested at the slave, the LM will immediately send a
Command Status event and a Read Clock Offset Complete event to the Host,
without an exchange of LMP PDU.
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4.6 LINK POLICY COMMANDS

The Link Policy Commands provide methods for the Host to affect how the Link
Manager manages the piconet. When Link Policy Commands are used, the LM
still controls how Bluetooth piconets and scatternets are established and main-
tained, depending on adjustable policy parameters. These policy commands
modify the Link Manager behavior that can result in changes to the link layer
connections with Bluetooth remote devices.

Note: only one ACL connection can exist between two Bluetooth Devices, and
therefore there can only be one ACL HCI Connection Handle for each physical
link layer Connection. The Bluetooth Host Controller provides policy adjust-
ment mechanisms to provide support for a number of different policies. This
capability allows one Bluetooth module to be used to support many different
usage models, and the same Bluetooth module can be incorporated in many
different types of Bluetooth devices. For the Link Policy Commands, the OGF
is defined as 0x02.

Command Command Summary Description

Hoid Maode The Haold_Mede command is used to alter the
behavior of the LM and have the LM place the local

or remote device into the hold mode.

The Sniff kods command is used to alter the
behavior of the LM and have the LM place the local
or remote device into the sniff mode.

Sniit Maode

it Sniff_Mode The Exit_Sniff Mode command is used to end the

sniff mode for a connection handle which is currently
in sniff mode.

Park_Mode The Fark_hods command is used to alter the
behavior of the LM and have the LM place the local

or remote device into the Park mode.

Exil_Park_Mode The Exit_Fark _Mods command is used to switch
the Bluetooth device from park mode back to active

mode.

oS Setup The Qo8 _Setun command is used to specify Qual-
ity of Service parameters for a connection handle.

Raola Discovery The Rete_Discovary command is used for a Blue-
tooth device to determine which role the device is

performing for a particular Connection Handle.

The Switch Rale command is used for a Bluetooth
device switch the current role the device is per-
forming for a particular connection with the speci-
fied Bluetooth device

Switeh_Role
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Command

Command Summary Description

Wit Lindg_FPolicy

Read Link Policy

Setlings

Settings

The Read_Link_Policy_Seftings command will
read the Link Policy settings for the specified Con-
nection Handle. The Link Policy settings allow the
Host to specify which Link Modes the LM can use
for the specified Connection Handle.

The Write_Link Fuliny Saflings command will
write the Link Policy settings for the specified Con-
nection Handle. The Link Policy settings allow the
Host to specify which Link Modes the LM can use
for the specified Connection Handle.
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4.6.1 Hold_Mode

Command OCF Command Parameters Return Parameters

HCI_Hold_Mode 0x0001 Connection_Handle,
Hold_Mode_Max_Interval,
Hold_Mode_Min_Interval

Description:

The Hold_Mode command is used to alter the behavior of the Link Manager,
and have it place the ACL baseband connection associated by the specified
Connection Handle into the hold mode. The Hold_Mode Max_Interval and
Hold_Mode_Min_Interval command parameters specify the length of time the
Host wants to put the connection into the hold mode. The local and remote
devices will negotiate the length in the hold mode. The Hold_Mode_Max_
Interval parameter is used to specify the maximum length of the Hold interval
for which the Host may actually enter into the hold mode after negotiation with
the remote device. The Hold interval defines the amount of time between when
the Hold Mode begins and when the Hold Mode is completed. The Hold_
Mode_Min_Interval parameter is used to specify the minimum length of the
Hold interval for which the Host may actually enter into the hold mode after the
negotiation with the remote device. Therefore the Hold_Mode_Min_Interval
cannot be greater than the Hold_Mode_Max_Interval. The Host Controller will
return the actual Hold interval in the Interval parameter of the Mode Change
event, if the command is successful. This command enables the Host to sup-
port a low-power policy for itself or several other Bluetooth devices, and allows
the devices to enter Inquiry Scan, Page Scan, and a number of other possible
actions.

Note: the connection handle cannot be of the SCO link type.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxX XXX Connection Handle to be used to identify a connection.

Range: 0x0000-0x0EFF (0xOF00 - OxOFFF Reserved for future use)

Hold_Mode_Max_Interval: Size: 2 Bytes
Value Parameter Description
N = OxXXXX Maximum acceptable number of Baseband slots to wait in Hold Mode.

Time Length of the Hold = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001-0xFFFF
Time Range: 0.625ms - 40.9 sec
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Hold_Mode_Min_Interval: Size: 2 Bytes
Value Parameter Description
N = 0xXXXX Minimum acceptable number of Baseband slots to wait in Hold Mode.

Time Length of the Hold = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001-0xFFFF
Time Range: 0.625 msec - 40.9 sec

Return Parameters:
None.
Event(s) generated (unless masked away):

The Host Controller sends the Command Status event for this command to the
Host when it has received the Hold_Mode command. The Mode Change event
will occur when the Hold Mode has started and the Mode Change event will
occur again when the Hold Mode has completed for the specified connection
handle. The Mode Change event signaling the end of the Hold Mode is an esti-
mation of the hold mode ending if the event is for a remote Bluetooth device.
Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, only the Mode
Change event will indicate that this command has been completed. If an error
occurs after the Command Status event has occurred, then the status in the
Mode Change event will indicate the error.
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4.6.2 Sniff_Mode

Command OCF Command Parameters Return Parameters

HCI_Sniff_ Mode 0x0003 Connection_Handle,
Sniff_Max_Interval,
Sniff_Min_Interval,
Sniff_Attempt,
Sniff_Timeout

Description:

The Sniff Mode command is used to alter the behavior of the Link Manager and
have it place the ACL baseband connection associated with the specified Con-
nection Handle into the sniff mode. The Connection_Handle command param-
eter is used to identify which ACL link connection is to be placed in sniff mode.
The Sniff_Max_Interval and Sniff_Min_Interval command parameters are used
to specify the requested acceptable maximum and minimum periods in the
Sniff Mode. The Sniff_Min_Interval cannot be greater than the
Sniff_Max_lInterval. The sniff interval defines the amount of time between each
consecutive sniff period. The Host Controller will return the actual sniff interval
in the Interval parameter of the Mode Change event, if the command is suc-
cessful. The slave will listen at the end of every actual sniff interval, for the
period specified by the Sniff_Attempt command parameter. The slave will con-
tinue listening for packets for an additional period specified by Sniff_Timeout,
as long as it is receiving packets. This command enables the Host to support a
low-power policy for itself or several other Bluetooth devices, and allows the
devices to enter Inquiry Scan, Page Scan, and a number of other possible
actions.

Note: in addition, the connection handle cannot be one of SCO link type.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (0xOF00 - 0xOFFF Reserved for future use)

Sniff_Max_Interval: Size: 2 Byte

Value Parameter Description

N = 0xXXXX | Maximum acceptable number of Baseband slots between each sniff
period.

(Sniff_Max_Interval >= Sniff_Min_Interval)
Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF

Time Range: 0.625 msec - 40.9 Seconds
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Sniff_Min_Interval: Size: 2 Byte
Value Parameter Description
N = 0xXXXX Minimum acceptable number of Baseband slots between each sniff
period.

(Sniff_Max_Interval >= Sniff_Min_Interval)
Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF

Time Range: 0.625 msec - 40.9 Seconds

Sniff_Attempt: Size: 2 Byte

Value Parameter Description

N = OxXXXX Number of Baseband slots for sniff attempt.
Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF

Time Range: 0.625 msec - 40.9 Seconds

Sniff_Timeout: Size: 2 Byte

Value Parameter Description

N = 0xXXXX Number of Baseband slots for sniff timeout.
Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF

Time Range: 0.625 msec - 40.9 Seconds

Return Parameters:
None.
Event(s) generated (unless masked away):

The Host Controller sends the Command Status event for this command to the
Host when it has received the Sniff_Mode command. The Mode Change event
will occur when the Sniff Mode has started for the specified connection handle.
Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead only the Mode
Change event will indicate that this command has been completed. If an error
occurs after the Command Status event has occurred, then the status in the
Mode Change event will indicate the error.
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4.6.3 Exit_Sniff_Mode

Command OCF Command Parameters Return Parameters

HCI_Exit_Sniff Mode 0x0004 | Connection_Handle

Description:

The Exit_Sniff_Mode command is used to end the sniff mode for a connection
handle, which is currently in sniff mode. The Link Manager will determine and
issue the appropriate LMP commands to remove the sniff mode for the associ-
ated Connection Handle.

Note: in addition, the connection handle cannot be one of SCO link type.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (0xOF00 - 0xOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

A Command Status event for this command will occur when Host Controller
has received the Exit_Sniff Mode command. The Mode Change event will
occur when the Sniff Mode has ended for the specified connection handle.
Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, only the Mode
Change event will indicate that this command has been completed.
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4.6.4 Park_Mode

Command OCF Command Parameters Return Parameters

HCI_Park_Mode 0x0005 | Connection_Handle,
Beacon_Max_Interval,
Beacon_Min_Interval

Description:

The Park Mode command is used to alter the behavior of the Link Manager,
and have the LM place the baseband connection associated by the specified
Connection Handle into the Park mode. The Connection_Handle command
parameter is used to identify which connection is to be placed in Park mode.
The Connection_Handle must be a Connection_Handle for an ACL connection.
The Beacon Interval command parameters specify the acceptable length of the
interval between beacons. However, the remote device may request shorter
interval. The Beacon_Max_Interval parameter specifies the acceptable longest
length of the interval between beacons. The Beacon_Min_Interval parameter
specifies the acceptable shortest length of the interval between beacons.
Therefore, the Beacon Min Interval cannot be greater than the Beacon Max
Interval. The Host Controller will return the actual Beacon interval in the Inter-
val parameter of the Mode Change event, if the command is successful. This
command enables the Host to support a low-power policy for itself or several
other Bluetooth devices, allows the devices to enter Inquiry Scan, Page Scan,
provides support for large number of Bluetooth Devices in a single piconet, and
a number of other possible activities.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify a connection.

Range: 0x0000-0x0EFF (0x0F00 - 0xOFFF Reserved for future use)

Beacon_Max_Interval: Size: 2 Bytes
Value Parameter Description
N = 0xXXXX Maximum acceptable number of Baseband slots between consecutive
beacons.

Interval Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF
Time Range: 0.625 msec - 40.9 Seconds
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Beacon_Min_Interval Size: 2 Bytes
Value Parameter Description
N = 0xXXXX Minimum acceptable number of Baseband slots between consecutive
beacons

Interval Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF
Time Range: 0.625 msec - 40.9 Seconds

Return Parameters:
None.
Event(s) generated (unless masked away):

The Host Controller sends the Command Status event for this command to the
Host when it has received the Park_Mode command. The Mode Change event
will occur when the Park Mode has started for the specified connection handle.
Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, only the Mode
Change event will indicate that this command has been completed. If an error
occurs after the Command Status event has occurred, then the status in the
Mode Change event will indicate the error.
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4.6.5 Exit_Park_Mode

Command OCF Command Parameters Return Parameters

HCI_Exit_Park_Mode 0x0006 | Connection_Handle

Description:

The Exit_Park_Mode command is used to switch the Bluetooth device from
park mode back to active mode. This command may only be issued when the
device associated with the specified Connection Handle is in Park Mode. The
Connection_Handle must be a Connection_Handle for an ACL connection.
This function does not complete immediately.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (0xOF00 - 0xOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

A Command Status event for this command will occur when the Host Controller
has received the Exit_Park_Mode command. The Mode Change event will
occur when the Park Mode has ended for the specified connection handle.
Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, only the Mode
Change event will indicate that this command has been completed.
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4.6.6 QoS_Setup

Command OCF Command Return Parameters
Parameters

HCI_QoS_Setup 0x0007 Connection_Handle,
Flags,
Service_Type,
Token_Rate,
Peak_Bandwidth,
Latency,
Delay_Variation

Description:

The QoS_Setup command is used to specify Quality of Service parameters for
a connection handle. The Connection_Handle must be a Connection_Handle
for an ACL connection. These QoS parameter are the same parameters as
L2CAP QoS. For more detail see “Logical Link Control and Adaptation Frotocol
Spacification” on page 245, This allows the Link Manager to have all of the
information about what the Host is requesting for each connection. The LM will
determine if the QoS parameters can be met. Bluetooth devices that are both
slaves and masters can use this command. When a device is a slave, this com-
mand will trigger an LMP request to the master to provide the slave with the
specified QoS as determined by the LM. When a device is a master, this com-
mand is used to request a slave device to accept the specified QoS as deter-
mined by the LM of the master. The Connection_Handle command parameter
is used to identify for which connection the QoS request is requested.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify which connection for the QoS
Setup.
Range: 0x0000-0x0EFF (0x0F0O0 - OxOFFF Reserved for future use)

Flags: Size: 1 Byte

Value Parameter Description

0x00 — OxFF Reserved for Future Use.
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Service_Type: Size: 1 Byte
Value Parameter Description
0x00 No Traffic.
0x01 Best Effort.
0x02 Guaranteed.
0x03-0xFF Reserved for Future Use.
Token_Rate: Size: 4 Bytes
Value Parameter Description

OxXXXXXXXX | Token Rate in bytes per second.

Peak_Bandwidth: Size: 4 Bytes

Value Parameter Description

OxXXXXX XXX | Peak Bandwidth in bytes per second.

Latency: Size: 4 Bytes

Value Parameter Description

OXXXXXXXXX | Latency in microseconds.

Delay Variation: Size: 4 Bytes

Value Parameter Description

OxXXXXXXXX | Delay Variation in microseconds.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Host Controller receives the QoS_Setup command, the Host Con-
troller sends the Command Status event to the Host. When the Link Manager
has completed the LMP messages to establish the requested QoS parameters,
the Host Controller on the local Bluetooth device will send a QoS Setup Com-
plete event to the Host, and the event may also be generated on the remote
side if there was LMP negotiation. The values of the parameters of the QoS
Setup Complete event may, however, be different on the initiating and the
remote side. The QoS Setup Complete event returned by the Host Controller
on the local side contains the status of this command, and returned QoS
parameters describing the supported QoS for the connection.

Note: No Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, the QoS Setup
Complete event will indicate that this command has been completed.
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4.6.7 Role_Discovery

Command OCF Command Parameters | Return Parameters

HCI_Role_Discovery | 0x0009 | Connection_Handle Status, Connection_Handle,
Current_Role

Description:

The Role_Discovery command is used for a Bluetooth device to determine
which role the device is performing for a particular Connection Handle. The
Connection_Handle must be a Connection_Handle for an ACL connection.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
03X XXX Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (OxOF00 - OxOFFF Reserved for future use)

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Role_Discovery command succeeded,
0x01-0xFF Role_Discovery command failed. See iabis .1 on pags 745 for list of

Error Codes.

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify which connection the

Role_Discovery command was issued on.
Range: 0x0000-0x0EFF (0xOF00 - OxOFFF Reserved for future use)

Current_Role: Size: 1 Byte
Value Parameter Description
0x00 Current Role is Master for this Connection Handle.
0x01 Current Role is Slave for this Connection Handle.

Event(s) generated (unless masked away):

When the Role_Discovery command has completed, a Command Complete
event will be generated.
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4.6.8 Switch_Role

Command OCF Command Parameters Return Parameters

HCI_Switch_Role 0x000B | BD_ADDR, Role

Description:

The Switch_Role command is used for a Bluetooth device to switch the current
role the device is performing for a particular connection with another specified
Bluetooth device. The BD_ADDR command parameter indicates for which con-
nection the role switch is to be performed. The Role indicates the requested
new role that the local device performs.

Note: the BD_ADDR command parameter must specify a Bluetooth device for
which a connection already exists.

Command Parameters:

BD_ADDR: Size: 6 Bytes

Value Parameter Description

OXXXXXXXXXXX | BD_ADDR for the connected device with which a role switch is to be
XX performed.

Role: Size: 1 Byte
Value Parameter Description
0x00 Change own Role to Master for this BD_ADDR.
0x01 Change own Role to Slave for this BD_ADDR.

Return Parameters:
None.
Event(s) generated (unless masked away):

A Command Status event for this command will occur when the Host Controller
has received the Switch_Role command. When the role switch is performed, a
Role Change event will occur to indicate that the roles have been changed,
and will be communicated to both Hosts.

Note: no Command Complete event will be sent by the Host Controller to
indicate that this command has been completed. Instead, only the Role
Change event will indicate that this command has been completed.
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4.6.9 Read_Link_Policy_Settings

Command OCF Command Parameters Return Parameters
HCI_Read_Link_Policy | 0x000C | Connection_Handle Status,
Settings Connection_Handle

Link_Policy_Settings

Description:

This command will read the Link Policy setting for the specified Connection
Handle. The Link_Policy_Settings parameter determines the behavior of the
local Link Manager when it receives a request from a remote device or it deter-
mines itself to change the master-slave role or to enter the hold, sniff, or park
mode. The local Link Manager will automatically accept or reject such a
request from the remote device, and may even autonomously request itself,
depending on the value of the Link_Policy_Settings parameter for the corre-
sponding Connection_Handle. When the value of the Link_Policy_Settings
parameter is changed for a certain Connection_Handle, the new value will only
be used for requests from a remote device or from the local Link Manager itself
made after this command has been completed. The Connection_Handle must
be a Connection_Handle for an ACL connection. By enabling each mode indi-
vidually, the Host can choose any combination needed to support various
modes of operation. Multiple LM policies may be specified for the
Link_Policy_Settings parameter by performing a bitwise OR operation of the
different activity types.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (0xOF00 - 0xOFFF Reserved for future use)

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Link_Policy_Settings command succeeded.
0x01-0xFF Read_Link_Policy Settings command failed. See Takis £.1 on page 748
for list of Error Codes.
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Connection_Handle:

Bluetooth.
Size: 2 Bytes (12 Bits meaningful)

Value Parameter Description

OxXXXX

Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (0x0F00 - 0xOFFF Reserved for future use)

Link_Policy_Settings Size: 2 Bytes
Value Parameter Description
0x0000 Disable All LM Modes.
0x0001 Enable Master Slave Switch.
0x0002 Enable Hold Mode.
0x0004 Enable Sniff Mode.
0x0008 Enable Park Mode.
0x0010 Reserved for Future Use.
0x8000

Event(s) generated (unless masked away):

When the Read_Link_Policy Settings command has completed, a Command

Complete event will be generated.
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4.6.10 Write_Link_Policy_Settings

Command OCF Command Parameters | Return Parameters
HCI_Write_Link_Policy | 0x000D | Connection_Handle, Status,
Settings Link_Policy_Settings Connection_Handle

Description:

This command will write the Link Policy setting for the specified Connection
Handle. The Link_Policy_Settings parameter determines the behavior of the
local Link Manager when it receives a request from a remote device or it deter-
mines itself to change the master-slave role or to enter the hold, sniff, or park
mode. The local Link Manager will automatically accept or reject such a
request from the remote device, and may even autonomously request itself,
depending on the value of the Link_Policy_Settings parameter for the corre-
sponding Connection_Handle. When the value of the Link_Policy_Settings
parameter is changed for a certain Connection_Handle, the new value will only
be used for requests from a remote device or from the local Link Manager itself
made after this command has been completed. The Connection_Handle must
be a Connection_Handle for an ACL connection. By enabling each mode indi-
vidually, the Host can choose any combination needed to support various
modes of operation. Multiple LM policies may be specified for the
Link_Policy_Settings parameter by performing a bitwise OR operation of the
different activity types.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)
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Link_Policy_Settings Size: 2 Bytes

Value Parameter Description

0x0000 Disable All LM Modes Default.

0x0001 Enable Master Slave Switch.

0x0002 Enable Hold Mode.

0x0004 Enable Sniff Mode.

0x0008 Enable Park Mode.

0x0010 Reserved for Future Use.

0x8000

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Link_Policy_Settings command succeeded.
0x01-0xFF Write_Link_Policy_Settings command failed. See Tabie & 1 on pags 748
for list of Error Codes.

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxX XXX Connection Handle to be used to identify a connection.
Range: 0x0000-0x0EFF (0xOF00 - 0xOFFF Reserved for future use)

Event(s) generated (unless masked away):

When the Write_Link_Policy_Settings command has completed, a Command
Complete event will be generated.
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Bluetooth.

4.7 HOST CONTROLLER & BASEBAND COMMANDS

The Host Controller & Baseband Commands provide access and control to
various capabilities of the Bluetooth hardware. These parameters provide con-
trol of Bluetooth devices and of the capabilities of the Host Controller, Link
Manager, and Baseband. The host device can use these commands to modify
the behavior of the local device. For the HCI Control and Baseband Com-

mands, the OGF is defined as 0x03

Command

Command Summary Description

Sat_Event Mask

Feasat

Set Bvant Fillar

Filush

Head PIN Type

Wiite PIN_Tvpe

Create_New_Unil_Key

Read Stored Link Key

Write Storad Link Key

The S Event Mask command is used to
control which events are generated by the HCI
for the Host.

The Resei command will reset the Bluetooth
Host Controller, Link Manager, and the radio
module.

The Saf_Evant Fiter command is used by the
Host to specify different event filters. The Host
may issue this command multiple times to
request various conditions for the same type of
event filter and for different types of event filters.

The Fiush command is used to discard all data
that is currently pending for transmission in the
Host Controller for the specified connection
handle, even if there currently are chunks of
data that belong to more than one L2CAP
packet in the Host Controller.

The Read PIN_Type command is used for the
Host to read the value that is specified to indi-
cate whether the Host supports variable PIN or
only fixed PINs.

The Writs PN YType command is used for the

Host to specify whether the Host supports vari-
able PIN or only fixed PINs.

The Create _New Linil Key command is used
to create a new unit key.

The Read Stored Link Key command pro-
vides the ability to read one or more link keys
stored in the Bluetooth Host Controller.

The Write Stored Link Key command pro-
vides the ability to write one or more link keys
to be stored in the Bluetooth Host Controller.
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Command

Command Summary Description

Deiste_Stored_Link_Key

Read_Locai Name

Fead Connsction_Accept Timaouwt

Wiite Connection_AccepdTimaout

Kead Pags Timeout

Wiite Page_Timeout

Read _Scan_Ensble

The Delete Stored Link_Key command pro-

vides the ability to remove one or more of the

link keys stored in the Bluetooth Host Control-
ler.

The Change iLaocal Mame command provides
the ability to modify the user-friendly name for
the Bluetooth device.

The Read Local Name command provides the
ability to read the stored user-friendly name for
the Bluetooth device.

The Reag Connmction_AcceptTimaout com-
mand will read the value for the Connection_
Accept_Timeout configuration parameter, which
allows the Bluetooth hardware to automatically
deny a connection request after a specified
period has occurred, and to refuse a new con-
nection.

write the value for the Connection_Accept
Timeout configuration parameter, which allows
the Bluetooth hardware to automatically deny a
connection request after a specified period has
occurred, and to refuse a new connection.

The Head Page Timeout command will read
the value for the Page_Reply_Timeout configu-
ration parameter, which allows the Bluetooth
hardware to define the amount of time a con-
nection request will wait for the remote device
to respond before the local device returns a
connection failure.

The Wiita_Page_Timeoui command will write
the value for the Page Reply_Timeout configu-
ration parameter, which allows the Bluetooth
hardware to define the amount of time a con-
nection request will wait for the remote device
to respond before the local device returns a
connection failure.

The Raad Scan Enable command will read the
value for the Scan_Enable configuration param-
eter, which controls whether or not the Blue-
tooth device will periodically scan for page
attempts and/or inquiry requests from other
Bluetooth devices.
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Bluetooth.

Command

Command Summary Description

At Dovmm ek
Wiite Scan_Enabile

Read Page Scan Achvily

Write _Page Scan Acthvily

Read inauiry Scan Activity

Write inoquiny

Scarn_Activity

Read Auihantication Enabie

Arife Authentication Enable

Read Encryption Mode

The Write_Scan_Enabie command will write
the value for the Scan_Enable configuration
parameter, which controls whether or not the
Bluetooth device will periodically scan for page
attempts and/or inquiry requests from other
Bluetooth devices.

read the values for the Page_Scan_Interval and
Page_Scan_Window configuration parame-
ters. Page_Scan_Interval defines the amount of
time between consecutive page scans.
Page_Scan_Window defines the duration of the
page scan.

The Write_Page Scan_Activity command will
write the value for Page_Scan_Interval and_
Page_Scan_Window configuration parame-
ters. Page_Scan_Interval defines the amount of
time between consecutive page scans.
Page_Scan_Window defines the duration of the
page scan.

The Read_inguiry_Scan_ Activity command will
read the value for Inquiry_Scan_|Interval and
Inquiry_Scan_Window configuration parame-
ters. Inquiry_Scan_Interval defines the amount
of time between consecutive inquiry scans.
Inquiry_Scan_Window defines the amount of
time for the duration of the inquiry scan.

The Write inquiry_SeanActivity command will
write the value for Inquiry_Scan_Interval and
Inquiry_Scan_Window configuration parame-
ters. Inquiry_Scan_|Interval defines the amount
of time between consecutive inquiry scans.
Inquiry_Scan_Window defines the amount of
time for the duration of the inquiry scan.

The Read Auihantication Enable command
will read the value for the Authentication_
Enable parameter, which controls whether the
Bluetooth device will require authentication for
each connection with other Bluetooth devices.

The Write_Authantication_Enable command
will write the value for the Authentication_
Enable parameter, which controls whether the
Bluetooth device will require authentication for
each connection with other Bluetooth devices.

The Read Encryption Mode command will
read the value for the Encryption_Mode param-
eter, which controls whether the

Bluetooth device will require encryption for
each connection with other Bluetooth devices.
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Command

Command Summary Description

Write Enoryplion_Mode

Read Ciass of Devics

Write_Ulass_of Device

Read Voice Selling

Wiite Voice Setling

Read Autormatic Flush Timeout

Write Automnalic Flush Timeout

Read Num_ Broadeasi Retransmissions

Write Num_Broadoast Retranamissions

The Write_Encryption_Mode command will
write the value for the Encryption_Mode param-
eter, which controls whether the

Bluetooth device will require encryption for
each connection with other Bluetooth devices.

The Read Class_of {wvice command will read
the value for the Class_of Device parameter,
which is used to indicate its capabilities to other
devices.

The Write Claas_of Devica command will write
the value for the Class_of Device parameter,
which is used to indicate its capabilities to other
devices.

The Read Voice Seiting command will read
the values for the Vioice_Setting parameter,
which controls all the various settings for the
voice connections.

The Wiita Voice Zetting command will write
the values for the Voice Setting parameter,
which controls all the various settings for the
voice connections.

The Read_Automatic_Flush_Timeout will read
the value for the Flush_Timeout parameter for
the specified connection handle. The Flush_
Timeout parameter is only used for ACL con-
nections.

The Write Automatic Flish Timeout will write
the value for the Flush_Timeout parameter for
the specified connection handle. The Flush_
Timeout parameter is only used for ACL con-
nections.

The Raad Num_Broadcasi Retransmissions
command will read the parameter value for the
Number of Broadcast Retransmissions for the
device. Broadcast packets are not acknowl-
edged and are unreliable. This parameter is
used to increase the reliability of a broadcast
message by retransmitting the broadcast mes-
sage multiple times.

The Wirite Num_ Broadcast Retranamissions
command will write the parameter value for the
Number of Broadcast Retransmissions for the
device. Broadcast packets are not acknowl-
edged and are unreliable. This parameter is
used to increase the reliability of a broadcast
message by retransmitting the broadcast mes-
sage multiple times.

HCI Commands 29 November 1999

597

Bluetooth.

AFFLT0293825

Samsung Ex. 1019 p. 597



BLUETOOTH SPECIFICATION Version 1.0 B page 598 of 1082

Host Controller Interface Functional Specification BI
uetooth.
Command Command Summary Description
Read Hold Mode Actvity The Read Hald Mode Achtivity command will

read the value for the Hold_Mode_Activity
parameter. This value is used to determine
what activity the device should do when itis in
hold mode.

A

Wiite Hold Mods Activity The Write Hidd Moda Activity command will
write the value for the Hold_Mode_Activity
parameter. This value is used to determine
what activity the device should do when it is in
hold mode.

Raad Transmil Power Level The Hsad Transmil Power Level command
will read the values for the Transmit_Power
Level parameter for the specified Connection
Handle.

Read_SCO_Flow _Control_Enable The Read SCO_Fiow Control_Enable com-
mand provides the ability to read the
SCO_Flow_Control_Enable setting. By using
this setting, the Host can decide if the Host
Controller will send Number Of Completed
Packets events for SCO Connection Handles.

Writse SCO_Fiow Control Enabie The Write SO Flaw Control_Enabie com-
mand provides the ability to write the
SCO_Flow_Control_Enable setting. By using
this setting, the Host can decide if the Host
Controller will send Number Of Completed
Packets events for SCO Connection Handles.

Sat_Host_Cordroller_To_Host Fiow _Co | The Sei_Host_Controfler ¥o_Host Flow _Contral

nirol command is used by the Host to turn flow control
on or off in the direction from the Host Controller
to the Host.

Host_Buffar_Size The Hoesi Buffer Size command is used by the

Host to notify the Host Controller about its
buffer sizes for ACL and SCO data. The Host
Controller will segment the data to be transmit-
ted from the Host Controller to the Host, so that
data contained in HCI Data Packets will not
exceed these sizes.

Host Number_Of_Completed _Packets The Host_Number_Of_Compleled _Packets
command is used by the Host to indicate to the
Host Controller when the Host is ready to
receive more HCI packets for any connection
handle.

Read Link Supervision Timeoui The Read Link Supsrvision Timeoud
command will read the value for the
Link_Supervision_Timeout parameter for the
device. This parameter is used by the master or
slave Bluetooth device to monitor link loss.
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Command

Command Summary Description

Ny

Write Link_Supervision_Timeout

i1

Read Number OF Suppeded IAC

Read_Current IAC_LAP

Write Current |AC LAP

Read Page Scan_Period Mode

Wrile Fage Scan Perind Mode

Read Fage Scan_Mode

Wiite_Page_Scan_Mods

The Write Link_Supervision_Timeout command
will write the value for the Link_Supervision_

Timeout parameter for the device. This parame-

ter is used by the master or slave Bluetooth
device to monitor link loss.

The Read Nurmbar Of Suppered IAG
command will read the value for the number of
Inquiry Access Codes (IAC) that the local
Bluetooth device can simultaneously listen for
during an Inguiry Scan.

The Read_Current IAC_LAP command will
read the LAP(s) used to create the Inquiry
Access Codes (IAC) that the local Bluetooth
device is simultaneously scanning for during
Inquiry Scans.

The Write Currant AT LAF will write the
LAP(s) used to create the Inquiry Access
Codes (IAC) that the local Bluetooth device is
simultaneously scanning for during Inquiry
Scans.

The Raad_Page Scan_ Perind Mode com-
mand is used to read the mandatory
Page_Scan_Period_Mode of the local
Bluetooth device.

The VWrile Fage Scan_Perind_Mode com-
mand is used to write the mandatory

Page Scan_ Period Mode of the local
Bluetooth device.

The Read Fage Scan_Mode command is
used to read the default Page_Scan_Mode of
the local Bluetooth device.

The Wiita_Page Szan Mode command is
used to write the default Page_Scan_Mode of
the local Bluetooth device.
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4.7.1 Set_Event_Mask

Bluetooth.

Command

OCF

Command Parameters

Return Parameters

HCI_Set Event Mask

0x0001

Event_Mask

Status

Description:

The Set_Event_Mask command is used to control which events are generated
by the HCI for the Host. If the bit in the Event_Mask is set to a one, then the
event associated with that bit will be enabled. The Host has to deal with each
event that occurs by the Bluetooth devices. The event mask allows the Host to
control how much it is interrupted.
Note: the Command Complete event, Command Status event and Number Of
Completed Packets event cannot be masked. These events always occur. The
Event_Mask is a bit mask of all of the events specified in Tabie 5.1 on page

703,

Command Parameters:

Event_Mask: Size: 8 Bytes
Value Parameter Description
0x0000000000000000 No events specified
0x0000000000000001 Inquiry Complete event
0x0000000000000002 Inquiry Result event
0x0000000000000004 Connection Complete event
0x0000000000000008 Connection Request event
0x0000000000000010 Disconnection Complete event
0x0000000000000020 Authentication Complete event
0x0000000000000040 Remote Name Request Complete event
0x0000000000000080 Encryption Change event
0x0000000000000100 Change Connection Link Key Complete event
0x0000000000000200 Master Link Key Complete event
0x0000000000000400 Read Remote Supported Features Complete event
0x0000000000000800 Read Remote Version Information Complete event
0x0000000000001000 QoS Setup Complete event
0x0000000000002000 Command Complete event
0x0000000000004000 Command Status event
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0x0000000000008000 Hardware Error event
0x0000000000010000 Flush Occurred event
0x0000000000020000 Role Change event
Value Parameter Description
0x0000000000040000 Number Of Completed Packets event
0x0000000000080000 Mode Change event
0x0000000000100000 Return Link Keys event
0x0000000000200000 PIN Code Request event
0x0000000000400000 Link Key Request event
0x0000000000800000 Link Key Notification event
0x0000000001000000 Loopback Command event
0x0000000002000000 Data Buffer Overflow event
0x0000000004000000 Max Slots Change event
0x0000000008000000 Read Clock Offset Complete event
0x0000000010000000 Connection Packet Type Changed event
0x0000000020000000 QoS Violation event
0x0000000040000000 Page Scan Mode Change event
0x0000000080000000 Page Scan Repetition Mode Change event
0x0000000100000000 Reserved for future use
to
0x8000000000000000
0x00000000FFFFFFFF Default (All events enabled)

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Set_Event _Mask command succeeded.
0x01-0xFF Set Event_Mask command failed. See Taide .1 on page 745 for list of

Error Codes.

Event(s) generated (unless masked away):

When the Set Event Mask command has completed, a Command Complete
event will be generated.
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4.7.2 Reset
Command OCF Command Parameters Return Parameters
HCI_Reset 0x0003 Status

Description:

The Reset command will reset the Bluetooth Host Controller, Link Manager,
and the radio module. The current operational state will be lost, and all queued
packets will be lost. After the reset is completed, the Bluetooth device will enter
standby mode.

Note: after the reset has completed, the Host Controller will automatically
revert to the default values for the parameters for which default values are
defined in this specification.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Reset command succeeded, was received and will be executed.
0x01-0xFF Reset command failed. See Tabie £ 1 on page 745 for list of Error Codes.

Event(s) generated (unless masked away):

Before the Reset command will be executed, a Command Complete event
needs to be returned to indicate to the Host that the Reset command was
received and will be executed.
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4.7.3 Set_Event_Filter

Command OCF Command Parameters Return Parameters

HCI_Set_Event_Filter 0x0005 | Filter_Type, Status
Filter_Condition_Type,

Condition

Description:

The Set_Event_Filter command is used by the Host to specify different event
filters. The Host may issue this command multiple times to request various
conditions for the same type of event filter and for different types of event fil-
ters. The event filters are used by the Host to specify items of interest, which
allow the Host Controller to send only events which interest the Host. Only
some of the events have event filters. By default (before this command has
been issued after power-on or Reset) no filters are set, and the
Auto_Accept_Flag is off (incoming connections are not automatically
accepted). An event filter is added each time this command is sent from the
Host and the Filter_Condition_Type is not equal to 0x00. (The old event filters
will not be overwritten). To clear all event filters, the Filter_Type = 0x00 is used.
The Auto_Accept_Flag will then be set to off.

To clear event filters for only a certain Filter_Type, the Filter_Condition_Type =
0x00 is used. The Inquiry Result filter allows the Host Controller to filter out
Inquiry Result events. The Inquiry Result filter allows the Host to specify that
the Host Controller only sends Inquiry Results to the Host if the Inquiry Result
event meets one of the specified conditions set by the Host. For the Inquiry
Result filter, the Host can specify one or more of the following Filter Condition
Types:

1. A new device responded to the Inquiry process

2. A device with a specific Class of Device responded to the Inquiry process
3. A device with a specific BD_ADDR responded to the Inquiry process

The Inquiry Result filter is used in conjunction with the Inquiry and Periodic
Inquiry command. The Connection Setup filter allows the Host to specify that
the Host Controller only sends a Connection Complete or Connection Request
event to the Host if the event meets one of the specified conditions set by the

Host. For the Connection Setup filter, the Host can specify one or more of the
following Filter Condition Types:

1. Allow Connections from all devices
2. Allow Connections from a device with a specific Class of Device
3. Allow Connections from a device with a specific BD_ADDR
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For each of these conditions, an Auto_Accept_Flag parameter allows the Host
to specify what action should be done when the condition is met. The Auto_
Accept_Flag allows the Host to specify if the incoming connection should be
auto accepted (in which case the Host Controller will send the Connection
Complete event to the Host when the connection is completed) or if the Host
should make the decision (in which case the Host Controller will send the Con-
nection Request event to the Host, to elicit a decision on the connection).

The Connection Setup filter is used in conjunction with the Read/Write__
Scan_Enable commands. If the local device is in the process of a page scan,
and is paged by another device which meets one on the conditions set by the
Host, and the Auto_Accept_Flag is off for this device, then a Connection
Request event will be sent to the Host by the Host Controller. A Connection
Complete event will be sent later on after the Host has responded to the incom-
ing connection attempt. In this same example, if the Auto_Accept Flag is on,
then a Connection Complete event will be sent to the Host by the Host Control-
ler. (No Connection Request event will be sent in that case.)

The Host Controller will store these filters in volatile memory until the Host
clears the event filters using the Set_Event_Filter command or until the Reset
command is issued. The number of event filters the Host Controller can store is
implementation dependent. If the Host tries to set more filters than the Host
Controller can store, the Host Controller will return the "Memory Full" error
code and the filter will not be installed.

Note: the Clear All Filters has no Filter Condition Types or Conditions.

Note: In the condition that a connection is auto accepted, a Link Key Request
event and possibly also a PIN Code Request event and a Link Key Notification
event could be sent to the Host by the Host Controller before the Connection
Complete event is sent.

If there is a contradiction between event filters, the latest set event filter will
override older ones. An example is an incoming connection attempt where
more than one Connection Setup filter matches the incoming connection
attempt, but the Auto-Accept_Flag has different values in the different filters.
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Command Parameters:
Filter_Type: Size: 1 Byte
Value Parameter Description
0x00 Clear All Filters (Note: In this case, the Filter_Condition_type and Condi-
tion parameters should not be given, they should have a length of O bytes.
Filter_Type should be the only parameter.)
0x01 Inquiry Result.
0x02 Connection Setup.
0x03-0xFF Reserved for Future Use.

Filter Condition Types: For each Filter Type one or more Filter Condition types

exists.

Inquiry_Result_Filter_Condition_Type:

Size: 1 Byte

Value Parameter Description

0x00 A new device responded to the Inquiry process.
(Note: A device may be reported to the Host in an Inquiry Result event
more than once during an inquiry or inquiry period depending on the
implementation, see description in Saction 4 5.1 on page 542 and Ssction
4.5.3 on page H458)

0x01 A device with a specific Class of Device responded to the Inquiry process.

0x02 A device with a specific BD_ADDR responded to the Inquiry process.

0x03-0xFF Reserved for Future Use

Connection_Setup_Filter_Condition_Type:

Size: 1 Byte

Value Parameter Description

0x00 Allow Connections from all devices.

0x01 Allow Connections from a device with a specific Class of Device.
0x02 Allow Connections from a device with a specific BD_ADDR.
0x03-0xFF Reserved for Future Use.

Condition: For each Filter Condition Type defined for the Inquiry Result Filter
and the Connection Setup Filter, zero or more Condition parameters are
required — depending on the filter condition type and filter type.

Condition for Inquiry_Result_Filter_Condition_Type = 0x00

Condition: Size: 0 Byte
Value Parameter Description
The Condition parameter is not used.
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Condition for Inquiry_Result_Filter_Condition_Type = 0x01
Condition:
Size: 6 Bytes
Class_of Device: Size: 3 Bytes
Value Parameter Description
0x000000 Default, Return All Devices.
OxXXXXXX Class of Device of Interest.
Class_of Device Mask: Size: 3 Bytes

Value

Parameter Description

OxXXXXXX

Bit Mask used to determine which bits of the Class of Device parameter
are ‘'don’t care’. Zero-value bits in the mask indicate the ‘don’t care’ bits

of the Class of Device.

Condition for Inquiry_Result_Filter_Condition_Type = 0x02

Condition:
Size: 6 Bytes
BD _ADDR: Size: 6 Bytes
Value Parameter Description
OXXXXXXXXXXX | BD_ADDR of the Device of Interest
XX
Condition for Connection_Setup_Filter_Condition_Type = 0x00
Condition:
Size: 1 Byte
Auto_Accept_Flag: Size:1 Byte
Value Parameter Description
0x01 Do NOT Auto accept the connection.
0x02 Do Auto accept the connection.
0x03 — OxFF Reserved for future use.
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Condition for Connection_Setup_Filter_Condition_Type = 0x01
Condition:
Size: 7 Bytes
Class_of Device: Size: 3 Bytes
Value Parameter Description
0x000000 Default, Return All Devices.
OxXXXXXX Class of Device of Interest.
Class_of Device Mask: Size: 3 Bytes

Value

Parameter Description

(122.9,0,0.9.0.¢

Bit Mask used to determine which bits of the Class of Device parameter
are ‘don’t care’. Zero-value bits in the mask indicate the ‘don’t care’ bits

of the Class of Device.

Auto_Accept_Flag: Size: 1 Byte
Value Parameter Description
0x01 Do NOT Auto accept the connection.
0x02 Do Auto accept the connection.
0x03 — OxFF Reserved for future use.
Condition for Connection_Setup_Filter_Condition_Type = 0x02
Condition:
Size: 7 Bytes
BD _ADDR: Size: 6 Bytes
Value Parameter Description
OXXXXXXXXXXX | BD_ADDR of the Device of Interest.
XX
Auto_Accept_Flag: Size: 1 Byte
Value Parameter Description
0x01 Do NOT Auto accept the connection.
0x02 Do Auto accept the connection.
0x03 — OxFF Reserved for future use.
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Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Set_Event_Filter command succeeded.
0x01-0xFF Set_Event_Filter command failed. See Tabie §.1 on pags 745 for list of
Error Codes.

Event(s) generated (unless masked away):

A Command Complete event for this command will occur when the Host Con-
troller has enabled the filtering of events. When one of the conditions are met,
a specific event will occur.
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4.7.4 Flush

Command OCF Command Parameters Return Parameters

HCI_Flush 0x0008 Connection_Handle Status, Connection_Handle

Description:

The Flush command is used to discard all data that is currently pending for
transmission in the Host Controller for the specified connection handle, even if
there currently are chunks of data that belong to more than one L2CAP packet
in the Host Controller. After this, all data that is sent to the Host Controller for
the same connection handle will be discarded by the Host Controller until an
HCI Data Packet with the start Packet_Boundary_Flag (0x02) is received.
When this happens, a new transmission attempt can be made. This command
will allow higher-level software to control how long the baseband should try to
retransmit a baseband packet for a connection handle before all data that is
currently pending for transmission in the Host Controller should be flushed.
Note that the Flush command is used for ACL connections ONLY. In addition to
the Flush command, the automatic flush timers (see section 4.7.31 on page
647) can be used to automatically flush the L2CAP packet that is currently
being transmitted after the specified flush timer has expired.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify which connection to flush.
Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Flush command succeeded.
0x01-0xFF Flush command failed. See izhia 6.1 an page 745 for list of Error Codes.
Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify which connection the flush com-
mand was issued on.
Range: 0x0000-0x0EFF (0x0F00 - 0xOFFF Reserved for future use)
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Event(s) generated (unless masked away):

The Flush Occurred event will occur once the flush is completed. A Flush
Occurred event could be from an automatic Flush or could be cause by the
Host issuing the Flush command. When the Flush command has completed, a
Command Complete event will be generated, to indicate that the Host caused
the Flush.
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4.7.5 Read_PIN_Type

Command OCF Command Parameters Return Parameters

HCI|_Read PIN_Type 0x0009 Status, PIN_Type

Description:

The Read_PIN_Type command is used for the Host to read whether the Link
Manager assumes that the Host supports variable PIN codes only a fixed PIN
code. The Bluetooth hardware uses the PIN-type information during pairing.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read PIN_Type command succeeded.
0x01-0xFF Read PIN_Type command failed. See Table 8.1 on page 745 for list of

Error Codes.

PIN_Type: Size: 1 Byte
Value Parameter Description
0x00 Variable PIN.
0x01 Fixed PIN.

Event(s) generated (unless masked away):

When the Read_PIN_Type command has completed, a Command Complete
event will be generated.
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4.7.6 Write_PIN_Type

Command OCF Command Parameters Return Parameters

HCI_Write_PIN_Type 0x000A | PIN_Type Status

Description:

The Write_PIN_Type command is used for the Host to write to the Host Con-
troller whether the Host supports variable PIN codes or only a fixed PIN code.
The Bluetooth hardware uses the PIN-type information during pairing.

Command Parameters:

PIN_Type: Size: 1 Byte
Value Parameter Description
0x00 Variable PIN.
0x01 Fixed PIN.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write PIN Type command succeeded.
0x01-0xFF Write PIN Type command failed. See Tabie &.1 on nage 748 for list of
Error Codes.

Event(s) generated (unless masked away):

When the Write_PIN_Type command has completed, a Command Complete
event will be generated.
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4.7.7 Create_New_Unit_Key

Command OCF Command Parameters | Return Parameters

HCI_Create_New_Unit Key | 0x000B Status

Description:

The Create_New_Unit_Key command is used to create a new unit key. The
Bluetooth hardware will generate a random seed that will be used to generate
the new unit key. All new connection will use the new unit key, but the old unit
key will still be used for all current connections.

Note: this command will not have any effect for a device which doesn’t use unit
keys (i.e. a device which uses only combination keys).

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Create New Unit Key command succeeded.
0x01-0xFF Create New Unit Key command failed. See Tabie 8.1 an pags ¥45 for list
of Error Codes.

Event(s) generated (unless masked away):

When the Create_New_Unit_Key command has completed, a Command Com-
plete event will be generated.
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4.7.8 Read_Stored_Link_Key

Command OCF Command Parameters Return Parameters

HC|_Read_Stored 0x000D | BD_ADDR, Status,

Link_Key Read_All_Flag Max_Num_Keys,
Num_Keys_Read

Description:

The Read_Stored_Link_Key command provides the ability to read one or more
link keys stored in the Bluetooth Host Controller. The Bluetooth Host Controller
can store a limited number of link keys for other Bluetooth devices. Link keys
are shared between two Bluetooth devices, and are used for all security trans-
actions between the two devices. A Host device may have additional storage
capabilities, which can be used to save additional link keys to be reloaded to
the Bluetooth Host Controller when needed. The Read_All_Flag parameter is
used to indicate if all of the stored Link Keys should be returned. If
Read_All_Flag indicates that all Link Keys are to be returned, then the
BD_ADDR command parameter must be ignored The BD_ADDR command
parameter is used to identify which link key to read. The stored Link Keys are
returned by one or more Return Link Keys events.

Command Parameters:

BD_ADDR: Size: 6 Bytes
Value Parameter Description
109.9.9.9.9.9.0.0.9.0.9.04 BD_ADDR for the stored link key to be read.

Read All_Flag: Size: 1 Byte
Value Parameter Description
0x00 Return Link Key for specified BD_ADDR.
0x01 Return all stored Link Keys.
0x02-0xFF Reserved for future use.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Stored_Link_Key command succeeded.
0x01-0xFF Read_Stored_Link_Key command failed. See Tatls 6.1 ari page 745 for
list of Error Codes.
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Max_Num_Keys: Size: 2 Byte
Value Parameter Description
OxXXXX Maximum Number of Link Keys which the Host Controller can store.

Range: 0x0000 — OxFFFF

Num_Keys Read: Size: 2 Bytes
Value Parameter Description
OxXXXX Number of Link Keys Read.

Range: 0x0000 — OxFFFF

Event(s) generated (unless masked away):

Zero or more instances of the Return Link Keys event will occur after the com-
mand is issued. When there are no link keys stored, no Return Link Keys
events will be returned. When there are link keys stored, the number of link
keys returned in each Return Link Keys event is implementation specific.
When the Read Stored Link Key command has completed a Command Com-
plete event will be generated.
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4.7.9 Write_Stored_Link_Key

Command OCF bonimang Return Parameters
Parameters

HCI_Write_Stored_Link_Key 0x0011 | Num_Keys_To_Write, Status,
BD_ADDR]Ji], Num_Keys_Written
Link_Key(i]

Description:

The Write_Stored_Link_Key command provides the ability to write one or more
link keys to be stored in the Bluetooth Host Controller. The Bluetooth Host Con-
troller can store a limited number of link keys for other Bluetooth devices. If no
additional space is available in the Bluetooth Host Controller then no additional
link keys will be stored. If space is limited and if all the link keys to be stored will
not fit in the limited space, then the order of the list of link keys without any
error will determine which link keys are stored. Link keys at the beginning of the
list will be stored first. The Num_Keys_Written parameter will return the num-
ber of link keys that were successfully stored. If no additional space is avail-
able, then the Host must delete one or more stored link keys before any
additional link keys are stored. The link key replacement algorithm is imple-
mented by the Host and not the Host Controller. Link keys are shared between
two Bluetooth devices and are used for all security transactions between the
two devices. A Host device may have additional storage capabilities, which can
be used to save additional link keys to be reloaded to the Bluetooth Host Con-
troller when needed.

Note: Link Keys are only stored by issuing this command.

Command Parameters:

Num_Keys_To_Write: Size: 1 Byte
Value Parameter Description
OxXX Number of Link Keys to Write.

BD _ADDR [i]: Size: 6 Bytes * Num_Keys _To_Write
Value Parameter Description
179.0.9.0.6.9.0.9.9.6.0.0.4 BD_ADDR for the associated Link Key.

Link_Key[i]: Size: 16 Bytes * Num_Keys_To_Write
Value Parameter Description
OXXXXXXXXXXX | Link Key for the associated BD_ADDR.
KXXXXKXKXXXX
XXAHKXHXAKXKXXX
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Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Stored_Link_Key command succeeded.
0x01-0xFF Write_Stored_Link_Key command failed. See faidde 5.1 an page 745 for

list of Error Codes.

Num_Keys_Written: Size: 1 Bytes
Value Parameter Description
0xXX Number of Link Keys successfully written.

Range: 0x00 — OxFF

Event(s) generated (unless masked away):

When the Write_Stored_Link_Key command has completed, a Command
Complete event will be generated.
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4.7.10 Delete_Stored_Link_Key

Bluetooth.

Command OCF Command Parameters Return Parameters
HCI_Delete_Stored 0x0012 | BD_ADDR, Status,
Link_Key Delete_All_Flag Num_Keys_Deleted

Description:

The Delete_Stored_Link_Key command provides the ability to remove one or
more of the link keys stored in the Bluetooth Host Controller. The Bluetooth
Host Controller can store a limited number of link keys for other Bluetooth
devices. Link keys are shared between two Bluetooth devices and are used for
all security transactions between the two devices. The Delete_All_Flag param-
eter is used to indicate if all of the stored Link Keys should be deleted. If the
Delete_All_Flag indicates that all Link Keys are to be deleted, then the
BD_ADDR command parameter must be ignored This command provides the
ability to negate all security agreements between two devices. The BD_ADDR
command parameter is used to identify which link key to delete. If a link key is
currently in use for a connection, then the link key will be deleted when all of
the connections are disconnected.

Command Parameters:

BD_ADDR: Size: 6 Bytes
Value Parameter Description
150,.0.9.9.9.9.0.0.9.9.9.94 BD_ADDR for the link key to be deleted.
Delete_All_Flag: Size: 1 Byte
Value Parameter Description
0x00 Delete only the Link Key for specified BD_ADDR.
0x01 Delete all stored Link Keys.
0x02-0xFF Reserved for future use.
Return Parameters:
Status: Size: 1 Byte
Value Parameter Description
0x00 Delete_Stored_Link Key command succeeded.
0x01-0xFF Delete_Stored_Link_Key command failed. See Tabie &.1 on page 745 for
list of Error Codes.
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Bluetooth.
Num_Keys_Deleted: Size: 2 Bytes
Value Parameter Description
OxXXXX Number of Link Keys Deleted

Event(s) generated (unless masked away):

When the Delete_Stored_Link_Key command has completed, a Command
Complete event will be generated.
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4.7.11 Change_Local_Name

Command OCF Command Parameters Return Parameters

HCI_Change_Local_Name 0x0013 | Name Status

Description:

The Change_Local_Name command provides the ability to modify the user-
friendly name for the Bluetooth device. A Bluetooth device may send a request
to get the user-friendly name of another Bluetooth device. The user-friendly
name provides the user with the ability to distinguish one Bluetooth device from
another. The Name command parameter is a UTF-8 encoded string with up to
248 bytes in length. The Name command parameter should be null-terminated
(0x00) if the UTF-8 encoded string is less than 248 bytes.

Note: the Name Parameter is transmitted starting with the first byte of the
name. This is an exception to the Little Endian order format for transmitting
multi-byte parameters.

Command Parameters:

Name: Size: 248 Bytes

Value Parameter Description

A UTF-8 encoded User-Friendly Descriptive Name for the device.

The UTF-8 encoded Name can be up to 248 bytes in length. If it is shorter
than 248 bytes, the end is indicated by a NULL byte (0x00).

Null terminated Zero length String. Default.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Change_Local_Name command succeeded.
0x01-0xFF Change_Local_Name command failed. See Tahle 8.1 on nage 745 for
list of Error Codes.

Event(s) generated (unless masked away):

When the Change_Local_Name command has completed, a Command Com-
plete event will be generated.
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4.7.12 Read_Local_Name

Command OCF Command Parameters Return Parameters

HCI|_Read Local Name 0x0014 Status, Name

Description:

The Read_Local_Name command provides the ability to read the stored user-
friendly name for the Bluetooth device. The user-friendly name provides the
user the ability to distinguish one Bluetooth device from another. The Name
return parameter is a UTF-8 encoded string with up to 248 bytes in length. The
Name return parameter will be null terminated (0x00) if the UTF-8 encoded
string is less than 248 bytes.

Note: the Name Parameter is transmitted starting with the first byte of the
name. This is an exception to the Little Endian order format for transmitting
multi-byte parameters.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Local_Name command succeeded
0x01-0xFF Read_Local_Name command failed see Table £.1 on page 745 for list of

Error Codes

Name: Size: 248 Bytes

Value Parameter Description

A UTF-8 encoded User Friendly Descriptive Name for the device.

The UTF-8 encoded Name can be up to 248 bytes in length. If it is
shorter than 248 bytes, the end is indicated by a NULL byte (0x00).

Event(s) generated (unless masked away):

When the Read_Local Name command has completed a Command Complete
event will be generated.
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4.7.13 Read_Connection_Accept_Timeout

Command OCF Command Parameters Return Parameters

HCI_Read_Connection_ | 0x0015 Status,

Accept_Timeout Conn_Accept_Timeout

Description:

This command will read the value for the Connection_Accept_Timeout configu-
ration parameter. The Connection_Accept_Timeout configuration parameter
allows the Bluetooth hardware to automatically deny a connection request after
a specified time period has occurred and the new connection is not accepted.
The parameter defines the time duration from when the Host Controller sends
a Connection Request event until the Host Controller will automatically reject
an incoming connection.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Connection_Accept_Timeout command succeeded.
0x01-0xFF Read_Connection_Accept_Timeout command failed. See Table &.1 on

page 745 for list of Error Codes.

Conn_Accept_Timeout: Size: 2 Bytes
Value Parameter Description
N = OxXXXX Connection Accept Timeout measured in Number of Baseband slots.

Interval Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — 0xB540
Time Range: 0.625 msec -29 seconds

Event(s) generated (unless masked away):

When the Read_Connection_Timeout command has completed, a Command
Complete event will be generated.
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4.7.14 Write_Connection_Accept_Timeout

Command OCF Command Parameters Return Parameters

HCI_Write_Connection_ | 0x0016 | Conn_Accept_Timeout Status
Accept_Timeout

Description:

This command will write the value for the Connection_Accept_Timeout configu-
ration parameter. The Connection_Accept_Timeout configuration parameter
allows the Bluetooth hardware to automatically deny a connection request after
a specified time interval has occurred and the new connection is not accepted.
The parameter defines the time duration from when the Host Controller sends
a Connection Request event until the Host Controller will automatically reject
an incoming connection.

Command Parameters:

Conn_Accept _Timeout: Size: 2 Bytes
Value Parameter Description
N = 0xXXXX Connection Accept Timeout measured in Number of Baseband slots.

Interval Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — 0xB540

Time Range: 0.625 msec - 29 seconds

Default: N = Ox1FAD Time = 5 Sec

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Connection_Accept_Timeout command succeeded.
0x01-0xFF Write_Connection_Accept_Timeout command failed. See Tali= &.1 on
page 7AE for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Connection_Accept_Timeout command has completed, a
Command Complete event will be generated.
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4.7.15 Read_Page_Timeout

Command OCF Command Parameters Return Parameters

HC|_Read Page Timeout | 0x0017 Status,
Page_Timeout

Description:

This command will read the value for the Page_Timeout configuration parame-
ter. The Page_Timeout configuration parameter defines the maximum time the
local Link Manager will wait for a baseband page response from the remote
device at a locally initiated connection attempt. If this time expires and the
remote device has not responded to the page at baseband level, the connec-
tion attempt will be considered to have failed.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Page_Timeout command succeeded.
0x01-0xFF Read_Page_Timeout command failed. See ializ £.1 on page 745 for list

of Error Codes.

Page_Timeout: Size: 2 Bytes
Value Parameter Description
N = OxXXXX Page Timeout measured in Number of Baseband slots.

Interval Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF
Time Range: 0.625 msec -40.9 Seconds

Event(s) generated (unless masked away):

When the Read_Page_Timeout command has completed, a Command Com-
plete event will be generated.
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4.7.16 Write_Page_Timeout

Command OCF Command Parameters Return Parameters

HCI_Write_Page_Timeout 0x0018 Page Timeout Status

Description:

This command will write the value for the Page_Timeout configuration parame-
ter. The Page_Timeout configuration parameter defines the maximum time the
local Link Manager will wait for a baseband page response from the remote
device at a locally initiated connection attempt. If this time expires and the
remote device has not responded to the page at baseband level, the connec-
tion attempt will be considered to have failed.

Command Parameters:

Page_Timeout: Size: 2 Bytes
Value Parameter Description
0 Illegal Page Timeout. Must be larger than 0.
N = 0xXXXX Page Timeout measured in Number of Baseband slots.

Interval Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0001 — OxFFFF

Time Range: 0.625 msec -40.9 Seconds

Default: N = 0x2000 Time = 5.12 Sec

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Page_Timeout command succeeded.
0x01-0xFF Write_Page_Timeout command failed. See Tahle 8.1 an pags 745 for list
of Error Codes.

Event(s) generated (unless masked away):

When the Write_Page_Timeout command has completed, a Command Com-
plete event will be generated.
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4.7.17 Read_Scan_Enable

Command OCF Command Parameters | Return Parameters

HCI_Read_Scan_Enable | 0x0019 Status, Scan_Enable

Description:

This command will read the value for the Scan_Enable parameter. The
Scan_Enable parameter controls whether or not the Bluetooth device will peri-
odically scan for page attempts and/or inquiry requests from other Bluetooth
devices. If Page_Scan is enabled, then the device will enter page scan mode
based on the value of the Page_Scan_Interval and Page_Scan_Window
parameters. If Inquiry_Scan is enabled, then the device will enter Inquiry Scan
mode based on the value of the Inquiry_Scan_Interval and Inquiry_Scan_
Window parameters.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Scan_Enable command succeeded.
0x01-0xFF Read_Scan_Enable command failed. See Taiie £.1 on page 745 for list of

Error Codes.

Scan_Enable: Size: 1 Byte
Value Parameter Description
0x00 No Scans enabled.
0x01 Inquiry Scan enabled.

Page Scan disabled.

0x02 Inquiry Scan disabled.
Page Scan enabled.

0x03 Inquiry Scan enabled.
Page Scan enabled.

Event(s) generated (unless masked away):

When the Read_Scan_Enable command has completed, a Command Com-
plete event will be generated.
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4.7.18 Write_Scan_Enable

Command OCF Command Parameters Return Parameters

HCI_Write_Scan_Enable 0x001A | Scan_Enable Status

Description:

This command will write the value for the Scan_Enable parameter. The
Scan_Enable parameter controls whether or not the Bluetooth device will peri-
odically scan for page attempts and/or inquiry requests from other Bluetooth
devices. If Page_Scan is enabled, then the device will enter page scan mode
based on the value of the Page_Scan_Interval and Page_Scan_Window
parameters. If Inquiry_Scan is enabled, then the device will enter Inquiry Scan
mode based on the value of the Inquiry_Scan_Interval and Inquiry_Scan_
Window parameters.

Command Parameters:

Scan_Enable: Size: 1 Byte
Value Parameter Description
0x00 No Scans enabled. Default.
0x01 Inquiry Scan enabled.

Page Scan disabled.

0x02 Inquiry Scan disabled.
Page Scan enabled.

0x03 Inquiry Scan enabled.
Page Scan enabled.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Scan_Enable command succeeded.
0x01-0xFF Write_Scan_Enable command failed. See Tzhis 8.1 on pags 745 for list of
Error Codes.

Event(s) generated (unless masked away):

When the Write_Scan_Enable command has completed, a Command Com-
plete event will be generated.
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4.7.19 Read_Page_Scan_Activity

Command OCF Command Parameters Return Parameters
HC|_Read Page Scan_ | 0x001B Status,
Activity

Page_Scan_Interval,
Page_Scan_Window

Description:

This command will read the value for Page_Scan_Activity configuration param-
eters. The Page_Scan_Interval configuration parameter defines the amount of
time between consecutive page scans. This time interval is defined from when
the Host Controller started its last page scan until it begins the next page scan.
The Page_Scan_Window configuration parameter defines the amount of time
for the duration of the page scan. The Page_Scan_Window can only be less
than or equal to the Page_Scan_Interval.

Note: Page Scan is only performed when Page_Scan is enabled (see 4.7.17
and 4.7.18).

A changed Page_Scan_Interval could change the local Page_Scan_
Repetition_Mode (see “Basahand Specification” on page 33, Keyword: SR-
Mode).

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Page_Scan_Activity command succeeded.
0x01-0xFF Read_Page_Scan_Activity command failed. See Tabis 8.1 on pags 748

for list of Error Codes.

Page_Scan_lInterval: Size: 2 Bytes

Value Parameter Description

N = 0xXXXX Size: 2 Bytes
Range: 0x0012 — 0x1000
Time =N * 0.625 msec

Range: 11.25 msec — 2560 msec
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Page_Scan_Window: Size: 2 Bytes
Value Parameter Description

N = 0xXXXX

Size: 2 Bytes

Range: 0x0012 — 0x1000

Time =N *0.625 msec

Range: 11.25 msec — 2560 msec

Event(s) generated (unless masked away):

When the Read_Page_Scan_Activity command has completed, a Command
Complete event will be generated.
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4.7.20 Write_Page_Scan_Activity

Command OCF Command Parameters Return Parameters
HCI_Write_Page_Scan_ | 0x001C | Page_Scan_|Interval, Status
Activity Page_Scan_Window

Description:

This command will write the value for Page_Scan_Activity configuration
parameter. The Page_Scan_Interval configuration parameter defines the
amount of time between consecutive page scans. This is defined as the time
interval from when the Host Controller started its last page scan until it begins
the next page scan. The Page_Scan_Window configuration parameter defines
the amount of time for the duration of the page scan. The Page_Scan_Window
can only be less than or equal to the Page_Scan_Interval.

Note: Page Scan is only performed when Page_Scan is enabled (see 4.7.17
and 4.7.18). A changed Page_Scan_Interval could change the local Page_
Scan_Repetition_Mode (see “Basetiand Specification” on pags 33, Keyword:
SR-Mode).

Command Parameters:

Page_Scan_lInterval: Size: 2 Bytes

Value Parameter Description

N = OxXXXX Size: 2 Bytes

Range: 0x0012 — 0x1000

Time =N * 0.625 msec

Range: 11.25 msec —2560 msec
Default: N = 0x0800

Time = 1.28 Sec

Page_Scan_Window: Size: 2 Bytes

Value Parameter Description

N = OxXXXX Size: 2 Bytes

Range: 0x0012 — 0x1000

Time = N * 0.625 msec

Range: 11.25 msec — 2560 msec
Default: N = 0x0012

Time = 11.25 msec
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Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Page_Scan_Activity command succeeded.
0x01-0xFF Write_Page_Scan_Activity command failed. See Tapl: €. on page 748
for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Page_Scan_Activity command has completed, a Command
Complete event will be generated.
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4.7.21 Read_Inquiry_Scan_Activity

Command OCF Command Parameters Return Parameters

HCI_Read_ 0x001D Status,

Inquiry_Scan_Activity Inquiry_Scan_|Interval,

Inquiry_Scan_Window

Description:

This command will read the value for Inquiry_Scan_Activity configuration
parameter. The Inquiry_Scan_lInterval configuration parameter defines the
amount of time between consecutive inquiry scans. This is defined as the time
interval from when the Host Controller started its last inquiry scan until it begins
the next inquiry scan.

The Inquiry_Scan_Window configuration parameter defines the amount of time
for the duration of the inquiry scan. The Inquiry_Scan_Window can only be less
than or equal to the Inquiry_Scan_Interval.

Note: Inquiry Scan is only performed when Inquiry_Scan is enabled see 4.7.17
and 4.7.18).

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Inquiry_Scan_Activity command succeeded.
0x01-0xFF Read_Inquiry_Scan_Activity command failed. See Tabie 8.1 on pags 745

for list of Error Codes.

Inquiry_Scan_Interval: Size: 2 Bytes

Value Parameter Description

N = OxXXXX Size: 2 Bytes

Range: 0x0012 - 0x1000
Time =N * 0.625 msec
Range: 11.25-

2560 msec
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Inquiry_Scan_Window:

Bluetooth.
Size: 2 Bytes

Value

Parameter Description

N = 0xXXXX

Size: 2 Bytes

Range: 0x0012 — 0x1000

Time =N *0.625 msec

Range: 0.625 msec — 2560 msec

Event(s) generated (unless masked away):

When the Read_Inquiry_Scan_Activity command has completed, a Command
Complete event will be generated.
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4.7.22 Write_Inquiry_Scan_Activity

Command OCF Command Parameters Return Parameters
HCI_Write_Inquiry_ 0x001E | Inquiry_Scan_Interval, Status
Scan_Activity Inquiry_Scan_Window

Description:

This command will write the value for Inquiry_Scan_Activity configuration
parameter. The Inquiry_Scan_Interval configuration parameter defines the
amount of time between consecutive inquiry scans. This is defined as the time
interval from when the Host Controller started its last inquiry scan until it begins
the next inquiry scan.

The Inquiry_Scan_Window configuration parameter defines the amount of time
for the duration of the inquiry scan. The Inquiry_Scan_Window can only be less
than or equal to the Inquiry_Scan_Interval.

Note: Inquiry Scan is only performed when Inquiry_Scan is enabled (see
4.7.17 and 4.7.18).

Command Parameters:

Inquiry_Scan_Interval: Size: 2 Bytes

Value Parameter Description

N = 0xXXXX Size: 2 Bytes

Range: 0x0012 — 0x1000
Time = N * 0.625 msec
Range: 11.25 — 2560 msec
Default: N = 0x0800

Time = 1.28 Sec

Inquiry_Scan_Window: Size: 2 Bytes

Value Parameter Description

N = 0xXXXX Size: 2 Bytes

Range: 0x0012 — 0x1000

Time = N * 0.625 msec

Range: 11.25 msec — 2560 msec
Default: N = 0x0012

Time = 11.25 msec
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Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Inquiry_Scan_Activity command succeeded.
0x01-0xFF Write_Inquiry_Scan_Activity command failed. See Yabie § 1 on page 745
for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Inquiry_Scan_Activity command has completed, a Command
Complete event will be generated.
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4.7.23 Read_Authentication_Enable

Command OCF Command Parameters Return Parameters
HCI_Read_ 0x001F Status,
Authentication_Enable Authentication_Enable

Description:

This command will read the value for the Authentication_Enable parameter.
The Authentication_Enable parameter controls if the local device requires to
authenticate the remote device at connection setup (between the
Create_Connection command or acceptance of an incoming ACL connection
and the corresponding Connection Complete event). At connection setup, only
the device(s) with the Authentication_Enable parameter enabled will try to
authenticate the other device.

Note: Changing this parameter does not affect existing connections.
Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Authentication_Enable command succeeded.
0x01-0xFF Read_Authentication_Enable command failed.See Taile 6.1 an pags 745

for list of Error Codes.

Authentication_Enable: Size: 1 Byte
Value Parameter Description
0x00 Authentication disabled.
0x01 Authentication enabled for all connections.
0x02-0xFF Reserved

Event(s) generated (unless masked away):

When the Read_Authentication_Enable command has completed, a Com-
mand Complete event will be generated.
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4.7.24 Write_Authentication_Enable

Command OCF Command Parameters Return Parameters

HCI_Write_ 0x0020 | Authentication_Enable Status
Authentication_Enable

Description:

This command will write the value for the Authentication_Enable parameter.
The Authentication_Enable parameter controls if the local device requires to
authenticate the remote device at connection setup (between the
Create_Connection command or acceptance of an incoming ACL connection
and the corresponding Connection Complete event). At connection setup, only
the device(s) with the Authentication_Enable parameter enabled will try to
authenticate the other device.

Note: Changing this parameter does not affect existing connections.

Command Parameters:

Authentication_Enable: Size: 1 Byte
Value Parameter Description
0x00 Authentication disabled. Default.
0x01 Authentication enabled for all connection.
0x02-0xFF Reserved

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write Authentication_Enable command succeeded.
0x01-0xFF Write Authentication_Enable command failed. See Tabis §.1 on pags 745
for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_ Authentication_Enable command has completed, a Command
Complete event will be generated.
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4.7.25 Read_Encryption_Mode

Command OCF Command Parameters Return Parameters

HCI_Read_Encryption_Mode | 0x0021 Status,
Encryption_Mode

Description:

This command will read the value for the Encryption_Mode parameter. The
Encryption_Mode parameter controls if the local device requires encryption to
the remote device at connection setup (between the Create_Connection com-
mand or acceptance of an incoming ACL connection and the corresponding
Connection Complete event). At connection setup, only the device(s) with the
Authentication_Enable parameter enabled and Encryption_Mode parameter
enabled will try to encrypt the connection to the other device.

Note: Changing this parameter does not affect existing connections.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Encryption_Mode command succeeded.
0x01-0xFF Read_Encryption_Mode command failed. See Tahis 8.1 an pags 745 for

list of Error Codes.

Encryption_Mode: Size: 1 Byte
Value Parameter Description
0x00 Encryption disabled.
0x01 Encryption only for point-to-point packets.
0x02 Encryption for both point-to-point and broadcast packets.
0x03-0xFF Reserved.

Event(s) generated (unless masked away):

When the Read_Encryption_Mode command has completed, a Command
Complete event will be generated.
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4.7.26 Write_Encryption_Mode

Command OCF Command Parameters | Return Parameters

HCI_Write_Encryption_Mode 0x0022 | Encryption_Mode Status

Description:

This command will write the value for the Encryption_Mode parameter. The
Encryption_Mode parameter controls if the local device requires encryption to
the remote device at connection setup (between the Create_Connection com-
mand or acceptance of an incoming ACL connection and the corresponding
Connection Complete event). At connection setup, only the device(s) with the
Authentication_Enable parameter enabled and Encryption_Mode parameter
enabled will try to encrypt the connection to the other device.

Note: Changing this parameter does not affect existing connections.

A temporary link key must be used when both broadcast and point-to-point traf-
fic shall be encrypted.

The Host must not specify the Encryption_Mode parameter with more encryp-
tion capability than its local device currently supports, although the parameter
is used to request the encryption capability to the remote device. Note that the
Host must not request the command with the Encryption_Mode parameter set
to either 0x01 or 0x02, when the local device does not support encryption. Also
note that the Host must not request the command with the parameter set to
0x02, when the local device does not support broadcast encryption.

Note that the actual Encryption_Mode to be returned in an event for a new con-
nection (or in a Connection Complete event) will only support a part of the
capability, when the local device requests more encryption capability than the
current remote device supports. For example, 0x00 will always be returned in
the event when the remote device supports no encryption, and either 0x00 or
0x01 will be returned when it supports only point-to-point encryption.

Command Parameters:

Encryption_Mode: Size: 1 Byte
Value Parameter Description
0x00 Encryption disabled. Default.
0x01 Encryption only for point-to-point packets.
0x02 Encryption for both point-to-point and broadcast packets.
0x03-0xFF Reserved.
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Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Encryption_Mode command succeeded.
0x01-0xFF Write_Encryption_Mode command failed. See Yabie 8.1 on pags 745 for
list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Encryption_Mode command has completed, a Command
Complete event will be generated.
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4.7.27 Read_Class_of _Device

Command OCF Command Parameters | Return Parameters

HCI|_Read Class_of Device | 0x0023 Status,
Class_of Device

Description:

This command will read the value for the Class_of Device parameter. The
Class_of_Device parameter is used to indicate the capabilities of the local
device to other devices.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Class_of Device command succeeded.
0x01-0xFF Read_Class_of_Device command failed. See Tatiz 6.1 or: page 745 for

list of Error Codes.

Class_of Device: Size: 3 Bytes

Value Parameter Description

(102.9.0.9.9.0.¢ Class of Device for the device.

Event(s) generated (unless masked away):

When the Read_Class_of Device command has completed, a Command
Complete event will be generated.
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4.7.28 Write_Class_of_Device

Command OCF Command Parameters Retuin
Parameters
HCI_Write_Class_of _Device 0x0024 Class_of _Device Status

Description:

This command will write the value for the Class_of Device parameter. The
Class_of Device parameter is used to indicate the capabilities of the local
device to other devices.

Command Parameters:

Class_of Device: Size: 3 Bytes

Value Parameter Description

(1)2.9.0.0.0.0.¢ Class of Device for the device.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Class_of _Device command succeeded.
0x01-0xFF Write_Class_of Device command failed. See Taule .1 on page 745 for
list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Class_of Device command has completed, a Command
Complete event will be generated.
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4.7.29 Read_Voice_Setting

Command OCF Command Parameters | Return Parameters

HCI_Read Voice Setting | 0x0025 Status,
Voice_Setting

Description:

This command will read the values for the Voice_Setting parameter. The
Voice_Setting parameter controls all the various settings for voice connections.
These settings apply to all voice connections, and cannot be set for individual
voice connections. The Voice_Setting parameter controls the configuration for
voice connections: Input Coding, Air coding format, input data format, Input
sample size, and linear PCM parameter.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Voice_Setting command succeeded.
0x01-0xFF Read_Voice_Setting command failed. See Table € 1 on page 745 for list
of Error Codes.

Voice_Setting: Size: 2 Bytes (10 Bits meaningful)
Value Parameter Description
DOXXXXKXXX Input Coding: Linear
(1hD.9.9.0.0.9.9.0.4 Input Coding: u-law Input Coding
110),:9:9.6.9.9.0.9.4 Input Coding: A-law Input Coding
(5,9.9.9.9.9.9.0.¢ Reserved for Future Use
XXOOXXKXXX Input Data Format: 1's complement
XXOTXXXXXX Input Data Format: 2's complement
XXTOXXKXXXX Input Data Format: Sign-Magnitude
KXTTXXXXXX Reserved for Future Use
XXXXOXXXXX Input Sample Size: 8-bit (only for Liner PCM)
1 9.9.0.6D.0.9.9.0.4 Input Sample Size: 16-bit (only for Liner PCM)
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Value Parameter Description
XXXXXnnnXX Linear_PCM_Bit_Pos: # bit positions that MSB of sample is away
from starting at MSB (only for Liner PCM).
KXXXXXXX00 Air Coding Format: CVSD
XXXXKXKXX01 Air Coding Format: u-law
XXXXXXXX10 Air Coding Format: A-law
KXXXKXXX1 Reserved

Event(s) generated (unless masked away):

When the Read_Voice_Setting command has completed, a Command Com-
plete event will be generated.
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4.7.30 Write_Voice_Setting

Command

OCF Command Parameters Return Parameters

HCI_Write_Voice Setting

0x0026 Status

Voice Setting

Description:

This command will write the values for the Voice_Setting parameter. The
Voice_Setting parameter controls all the various settings for the voice connec-
tions. These settings apply to all voice connections and cannot be set for indi-
vidual voice connections. The Voice_Setting parameter controls the
configuration for voice connections: Input Coding, Air coding format, input data
format, Input sample size, and linear PCM parameter.

Command Parameters:

Voice_Setting:

Size: 2 Bytes (10 Bits meaningful)

Value Parameter Description

[1[0).9.9.9.0.9.9.0.4 Input Coding: Linear

D1XXXXKXKX Input Coding: p-law Input Coding

TOXKXXXXXX Input Coding: A-law Input Coding

L P.9.9.9.0.9.0.9.4 Reserved for Future Use

XXOOXXKKXXX Input Data Format: 1's complement

b AIh D 9.0.9.0.0.4 Input Data Format: 2's complement

XXTOXXKXXX Input Data Format: Sign-Magnitude

P OGED 0.9.¢.0.0¢ Reserved for Future Use

KXXKOXKXKX Input Sample Size: 8 bit (only for Liner PCM)

XXKXIXXKXXX Input Sample Size: 16 bit (only for Liner PCM)

XXXXXnnnXX Linear_PCM_Bit_Pos: # bit positions that MSB of sample is away
from starting at MSB (only for Liner PCM)

XXXXXXXX00 Air Coding Format: CVSD

XXXXKXXXX01 Air Coding Format: u-law

XXXXXXXX10 Air Coding Format: A-law

XXXXXKXK 11 Reserved

0001100000 Default Condition
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Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Voice_Setting command succeeded.
0x01-0xFF Write_Voice_Setting command failed. See table £.1 an page Y48 for list of
Error Codes.

Event(s) generated (unless masked away):

When the Write_Voice_Setting command has completed, a Command Com-
plete event will be generated.
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4.7.31 Read_Automatic_Flush_Timeout

Command OCF Command Parameters | Return Parameters
HCI|_Read_Automatic_Flush_ | 0x0027 | Connection_Handle Status,
Timeout Connection_Handle,

Flush_Timeout

Description:

This command will read the value for the Flush_Timeout parameter for the
specified connection handle. The Flush_Timeout parameter is used for ACL
connections ONLY. The Flush_Timeout parameter defines the amount of time
before all chunks of the L2ZCAP packet, of which a baseband packet is currently
being transmitted, are automatically flushed by the Host Controller. The timeout
period starts when a transmission attempt is made for the first baseband
packet of an L2ZCAP packet. This allows ACL packets to be automatically
flushed without the Host device issuing a Flush command. The
Read_Automatic_Flush_Timeout command provides support for isochronous
data, such as video. When the L2CAP packet that is currently being transmit-
ted is automatically ‘flushed’, the Failed Contact Counter is incremented by
one. The first chunk of the next LZCAP packet to be transmitted for the speci-
fied connection handle may already be stored in the Host Controller. In that
case, the transmission of the first baseband packet containing data from that
L2CAP packet can begin immediately. If the next LZCAP packet is not stored in
the Host Controller, all data that is sent to the Host Controller after the flush for
the same connection handle will be discarded by the Host Controller until an
HCI Data Packet having the start Packet_Boundary_Flag (0x02) is received.
When this happens, a new transmission attempt will be made.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Specifies which Connection Handle's Flush Timeout to read.
Range: 0x0000-0x0EFF (0x0F00 - 0xOFFF Reserved for future use)

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Automatic_Flush_Timeout command succeeded.
0x01-0xFF Read_Automatic_Flush_Timeout command failed. See Tahia 6.1 on pags
44 for list of Error Codes.
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Connection_Handle: Size: 2 Bytes (12 Bits meaningful)

Value Parameter Description

OxXXXX Specifies which Connection Handle’s Flush Timeout has been read.
Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)

Flush_Timeout: Size: 2 Bytes
Value Parameter Description
0 Timeout = «=; No Automatic Flush

N = OxXXXX Flush Timeout = N * 0.625 msec
Size: 11 bits
Range: 0x0001 — OxO7FF

Event(s) generated (unless masked away):

When the Read_Automatic_Flush_Timeout command has completed, a
Command Complete event will be generated.
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4.7.32 Write_Automatic_Flush_Timeout

Command OCF Command Parameters | Return Parameters
HCI_Write_Automatic_Flush_ | 0x0028 | Connection_Handle, Status,
Timeout Flush_Timeout Connection_Handle

Description:

This command will write the value for the Flush_Timeout parameter for the
specified connection handle. The Flush_Timeout parameter is used for ACL
connections ONLY. The Flush_Timeout parameter defines the amount of time
before all chunks of the L2CAP packet, of which a baseband packet is currently
being transmitted, are automatically flushed by the Host Controller. The timeout
period starts when a transmission attempt is made for the first baseband
packet of an L2ZCAP packet. This allows ACL packets to be automatically
flushed without the Host device issuing a Flush command. The
Write_Automatic_Flush_Timeout command provides support for isochronous
data, such as video. When the L2CAP packet that is currently being transmit-
ted is automatically ‘flushed’, the Failed Contact Counter is incremented by
one. The first chunk of the next L2ZCAP packet to be transmitted for the speci-
fied connection handle may already be stored in the Host Controller. In that
case, the transmission of the first baseband packet containing data from that
L2CAP packet can begin immediately. If the next LZCAP packet is not stored in
the Host Controller, all data that is sent to the Host Controller after the flush for
the same connection handle will be discarded by the Host Controller until an
HCI Data Packet having the start Packet_Boundary_Flag (0x02) is received.
When this happens, a new transmission attempt will be made.

Command Parameters:

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Specifies which Connection Handle's Flush Timeout to write to.

Range: 0x0000-0x0EFF (0x0OFO00 - OxOFFF Reserved for future use)

Flush_Timeout: Size: 2 Bytes
Value Parameter Description
0 Timeout = e; No Automatic Flush. Default.

N = OxXXXX Flush Timeout = N * 0.625 msec
Size: 11 bits
Range: 0x0001 — Ox07FF

HCI Commands 29 November 1999 649

Samsung Ex. 1019

AFFLT0293877
p. 649



BLUETOOTH SPECIFICATION Version 1.0 B page 650 of 1082

Host Controller Interface Functional Specification BIU etooth

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Automatic_Flush_Timeout command succeeded.
0x01-0xFF Write_Automatic_Flush_Timeout command failed. See Tabie § 1 on page

745 for list of Error Codes.

Connection_Handle: Size: 2 Bytes (12 Bits meaningful)
Value Parameter Description
OxXXXX Specifies which Connection Handle's Flush Timeout has been written.

Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)

Event(s) generated (unless masked away):

When the Write_ Automatic_Flush_Timeout command has completed, a
Command Complete event will be generated.
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4.7.33 Read_Num_Broadcast_Retransmissions

Command OCF Gormang Return Parameters
Parameters

HCI_Read_Num_Broadcast_ | 0x0029 Status, Num_Broadcast_Retran
Retransmissions

Description:

This command will read the device's parameter value for the Number of Broad-
cast Retransmissions. Broadcast packets are not acknowledged and are unre-
liable. The Number of Broadcast Retransmissions parameter is used to
increase the reliability of a broadcast message by retransmitting the broadcast
message multiple times. This parameter defines the number of times the
device will retransmit a broadcast data packet. This parameter should be
adjusted as the link quality measurement changes.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Num_Broadcast_Retransmissions command succeeded.
0x01-0xFF Read_Num_Broadcast_Retransmissions command failed. See faile 5.1

on page 745 for list of Error Codes.

Num_Broadcast_Retran: Size: 1 Byte
Value Parameter Description
N = 0xXX Number of Broadcast Retransmissions = N

Range 0x00-0xFF

Event(s) generated (unless masked away):

When the Read_Num_Broadcast Retransmission command has completed,
a Command Complete event will be generated.
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4.7.34 Write_Num_Broadcast_Retransmissions

Command OCF Command Parameters Return Parameters

HCI_Write_ Num_Broadcast | 0x002A | Num_Broadcast_Retran Status

Retransmissions

Description:

This command will write the device's parameter value for the Number of Broad-
cast Retransmissions. Broadcast packets are not acknowledged and are unre-
liable. The Number of Broadcast Retransmissions parameter is used to
increase the reliability of a broadcast message by retransmitting the broadcast
message multiple times. This parameter defines the number of times the
device will retransmit a broadcast data packet. This parameter should be
adjusted as link quality measurement change.

Command Parameters:

Num_Broadcast_Retran: Size: 1 Byte
Value Parameter Description
N = 0xXX Number of Broadcast Retransmissions = N

Range 0x00-0xFF
Default: N = 0x01

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Num_Broadcast_Retransmissions command succeeded.
0x01-0OxFF Write. Num_Broadcast Retransmissions command failed. See Tabie § 1
i page 745 for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_ Num_Broadcast Retransmissions command has completed,
a Command Complete event will be generated.
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4.7.35 Read_Hold_Mode_Activity

Command OCF Sanunand Return Parameters
Parameters

HCI_Read_Hold_Mode_Activity 0x002B Status, Hold_Mode_Activity

Description:

This command will read the value for the Hold_Mode_Activity parameter. The
Hold_Mode_Activity value is used to determine what activities should be sus-
pended when the device is in hold mode. After the hold period has expired, the
device will return to the previous mode of operation. Multiple hold mode activi-
ties may be specified for the Hold_Mode_Activity parameter by performing a
bitwise OR operation of the different activity types. If no activities are sus-
pended, then all of the current Periodic Inquiry, Inquiry Scan, and Page Scan
settings remain valid during the Hold Mode. If the Hold_Mode_Activity parame-
ter is set to Suspend Page Scan, Suspend Inquiry Scan, and Suspend Periodic
Inquiries, then the device can enter a low-power state during the Hold Mode
period, and all activities are suspended. Suspending multiple activities can be
specified for the Hold_Mode_Activity parameter by performing a bitwise OR
operation of the different activity types.The Hold Mode Activity is only valid if all
connections are in Hold Mode.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Hold_Mode_Activity command succeeded.
0x01-0xFF Read Hold Mode Activity command failed. See Tabie & 1 on page 745
for list of Error Codes.
Hold _Mode_Activity: Size: 1 Byte
Value Parameter Description
0x00 Maintain current Power State.
0x01 Suspend Page Scan.
0x02 Suspend Inquiry Scan.
0x04 Suspend Periodic Inquiries.
0x08-0xFF Reserved for Future Use.
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Event(s) generated (unless masked away):

When the Read_Hold_Mode_Activity command has completed, a Command
Complete event will be generated.
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4.7.36 Write_Hold_Mode_Activity

Cimand OCF Command Return
Parameters Parameters
HCI_Write_Hold_Mode_Activity | 0x002C | Hold_Mode_Activity Status

Description:

This command will write the value for the Hold_Mode_Activity parameter. The
Hold_Mode_Activity value is used to determine what activities should be sus-
pended when the device is in hold mode. After the hold period has expired, the
device will return to the previous mode of operation. Multiple hold mode activi-
ties may be specified for the Hold_Mode_Activity parameter by performing a
bitwise OR operation of the different activity types. If no activities are sus-
pended, then all of the current Periodic Inquiry, Inquiry Scan, and Page Scan
settings remain valid during the Hold Mode. If the Hold_Mode_Activity parame-
ter is set to Suspend Page Scan, Suspend Inquiry Scan, and Suspend Periodic
Inquiries, then the device can enter a low power state during the Hold Mode
period and all activities are suspended. Suspending multiple activities can be
specified for the Hold_Mode_Activity parameter by performing a bitwise OR
operation of the different activity types. The Hold Mode Activity is only valid if
all connections are in Hold Mode.

Command Parameters:

Hold_Mode_Activity: Size: 1 Byte
Value Parameter Description
0x00 Maintain current Power State. Default.
0x01 Suspend Page Scan.
0x02 Suspend Inquiry Scan.
0x04 Suspend Periodic Inquiries.
0x08-0xFF Reserved for Future Use.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_Hold_Mode_Activity command succeeded.
0x01-0xFF Write_Hold_Mode_Activity command failed. See Tabie §.1 on page 745
for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Hold_Mode_Activity command has completed, a Command
Complete event will be generated.
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4.7.37 Read_Transmit_Power_Level

Command OCF Command Parameters Return Parameters
HC|_Read_Transmit_ | 0x002D | Connection_Handle, Status,
Power_Level Type Connection_Handle,

Transmit_Power_Level

Description:

This command will read the values for the Transmit_Power_Level parameter
for the specified Connection Handle. The Connection_Handle must be a
Connection_Handle for an ACL connection.

Command Parameters:

Connection_Handle:

Size: 2 Bytes (12 Bits meaningful)

Value Parameter Description
0xXXXX Specifies which Connection Handle's Transmit Power Level setting to
read.
Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)
Type: Size: 1 Byte
Value Parameter Description
0x00 Read Current Transmit Power Level.
0x01 Read Maximum Transmit Power Level.
0x02-0xFF Reserved
Return Parameters:
Status: Size: 1 Byte
Value Parameter Description
0x00 Read_Transmit_Power_Level command succeeded.
0x01-0xFF Read_Transmit_Power Level command failed. See Tebie &1 on pags
48 for list of Error Codes.

Connection_Handle:

Size: 2 Bytes (12 Bits meaningful)

Value Parameter Description
OxXXXX Specifies which Connection Handle’s Transmit Power Level setting is
returned.
Range: 0x0000-0x0EFF (0xOFQ0 - 0xOFFF Reserved for future use)
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Transmit_Power_Level: Size: 1 Byte
Value Parameter Description
N = 0xXX Size: 1 Byte (signed integer)
Range: -30 <N <20
Units: dBm

Event(s) generated (unless masked away):

When the Read_Transmit_Power_Level command has completed, a Com-
mand Complete event will be generated.
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4.7.38 Read_SCO_Flow_Control_Enable

Command OCF Command Parameters Return Parameters
HCI_Read SCO_ 0x002E Status,
Flow_Control_Enable SCO_Flow_Control_Enable

Description:

The Read_SCO_Flow_Control_Enable command provides the ability to read
the SCO_Flow_Control_Enable setting. By using this setting, the Host can
decide if the Host Controller will send Number Of Completed Packets events
for SCO Connection Handles. This setting allows the Host to enable and dis-
able SCO flow control.

Note: the SCO_Flow_Control_Enable setting can only be changed if no con-
nections exist.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Read_SCO_Flow_Control_Enable command succeeded
0x01-0xFF Read_SCO_Flow_Control_Enable command failed see Taiile §.1 on page

748 for list of Error Codes

SCO_Flow_Control_Enable: Size: 1 Byte
Value Parameter Description
0x00 SCO Flow Control is disabled. No Number of Completed Packets events

will be sent from the Host Controller for SCO Connection Handles.

0x01 SCO Flow Control is enabled. Number of Completed Packets events will
be sent from the Host Controller for SCO Connection Handles.

Event(s) generated (unless masked away):

When the Read_SCO_Flow_Control_Enable command has completed a Com-
mand Complete event will be generated.
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4.7.39 Write_SCO_Flow_Control_Enable

Command OCF Command Parameters Return Parameters

HCI_Write_ SCO_Flow | 0x002F | SCO_Flow Control Enable | Status
_Control_Enable

Description:

The Write_SCO_Flow_Control_Enable command provides the ability to write
the SCO_Flow_Control_Enable setting. By using this setting, the Host can
decide if the Host Controller will send Number Of Completed Packets events
for SCO Connection Handles. This setting allows the Host to enable and dis-
able SCO flow control.

Note: the SCO_Flow_Control_Enable setting can only be changed if no con-
nections exist.

Command Parameters:

SCO_Flow_Control Enable: Size: 1 Byte
Value Parameter Description
0x00 SCO Flow Control is disabled. No Number of Completed Packets events
will be sent from the Host Controller for SCO Connection Handles.
Default
0x01 SCO Flow Control is enabled. Number of Completed Packets events will
be sent from the Host Controller for SCO Connection Handles.

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Write_ SCO_Flow_Control_Enable command succeeded
0x01-0xFF Write_SCO_Flow_Control_Enable command failed see Tabie & 1 on page
746 for list of Error Codes

Event(s) generated (unless masked away):

When the Write_SCO_Flow_Control_Enable command has completed a Com-
mand Complete event will be generated.
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4.7.40 Set_Host_Controller_To_Host_Flow_Control

Command OCF Command Parameters | Return Parameters

HCI_Set Host_Controller_ | 0x0031 | Flow_Control_Enable Status
To_Host_Flow_Control

Description:

This command is used by the Host to turn flow control on or off in the direction
from the Host Controller to the Host. If flow control is turned off, the Host
should not send the Host_ Number_Of Completed_Packets command. That
command will be ignored by the Host Controller if it is sent by the Host and flow
control is off.

Command Parameters:

Flow_Control_Enable: Size: 1 Byte
Value Parameter Description
0x00 Flow control off in direction from Host Controller to Host. Default.
0x01 Flow control on in direction from Host Controller to Host.
0x02-0xFF Reserved

Return Parameters:

Status: Size: 1 Byte
Value Parameter Description
0x00 Set_Host_Controller_To_Host_Flow_Control command succeeded.
0x01-0xFF Set_Host_Controller_To_Host_Flow_Control command failed. See abie
&.1 an page 7458 for list of Error Codes.

Event(s) generated (unless masked away):

When the Set_Host_Controller_To_Host_Flow_Control command has
completed, a Command Complete event will be generated.
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