
Samsung Ex. 1019 p. 496

BLUETOOTH SPECIFICATION Version 1.0 8 page 496 of1082

Jnteroperabflfty Requirements for Biue-tooth as a WAP Bearer uetooth-

29 November 1999

AFFLT0293724



Samsung Ex. 1019 p. 497

BLUETOOTH SPECIFICATION Version 1.0 B page 497 of 1082

Inreroperabiffljx Requirements for Biuetooth as a WAP Bearer uetouth.

CONTENTS

immsziuction ..................................................................................... "$99

1.’! Documantficope

The Use sf WA?’ in the Eiuatouth Environment .......................... "599

2.1 ‘JaIue—.a:*£dedServices..............................................................5OG

2.2 Usage: Cases

2.2.2 Fhrbidden

2.2.3 WAP Smart Kiosk ...................................................... .59!

Wk? Services Gvrewiew ................................................................ ".552

3.‘? ‘1s’*JAP §':".r':iiiia-‘BS ..........................................................................

3.3.1 “.:"J'.«5.F* Ciieni ................................................................ ..5{}2

3.3.2 WAF3 §’rc»xyfGateway ................................................. .1393

13-.’§.3 \.;‘.*‘.£‘sP Server...............................................................

WA?“ é”->ram>r;9Es ....................................................................... . .503

3.2.‘: Wireless: Datagrarn F‘a'o?ocr;i (W'CJP} .......................... ..504

3.2.2 Wéreaiess Transaction Protocoi {WT§=‘) . ......5£}-«3

3.2.3 Wireiess ?ra:“=:=..;302"3; §..aye.=r Se.-*.".=.;rit3,«' {‘v‘~.r‘TL8}

3.2.4 Wireiess Session £'~=mé.acoi‘

Coratrasténg WAP amt; interwar: F>ro:;:3cr.>!s ...............................
3.3.1 Ui":>P.=’WE3F’ ................................................................. ..

WTP.F‘f*C1P .................................................................. .. - .

WT2..$.=‘SSL ................................................................. .. - .

WSF’:‘1~iTTP ................................................................ .. .

i;‘.’fz;‘i{.I'£—~E'E'¥v‘;E_ ............................................................... .. ‘ '

WMLSc:'i;:t.*‘Ja\-'35“-:<;rig3i. ............................................... .. '

9*’ .9-3 M

$1-7f:}.r-_....\§-'§'_,.\§ F»'~5$*’1’~*’1'~*3‘ <$3<.)‘=.-ii-"

29 November 1999

AFFLT0293725



Samsung Ex. 1019 p. 498

BLUETOOTH SPECIFICATION Version 1.0 B page 498 of 1082

Interoperabiffty Requirements for Biue-tooth as a WAP Bearer
Bluetonth.

é WA? in the Biuetaeth Féconet ...................................................... "585

an

451.3

‘WA? Server Commzmicatioma ......................... ..

4.1.1 inétéation by the Céiant

4-.1.‘i.1 Discovea"yo:'ServEces ........... ..

4.1.2 "i'ern1inaiion bythe Ciient

4.1.3 initéaticm by the Server Device

4.1.3.1 Discoveryof

inxgmameratatiozu of WA? fez‘ Biuemoth .............. ..

4.2. ‘E ‘uifffi?’ ?-fianagemesut Entity ..................... ..

4.2.1.1 Asynchronous Neiifications
4.2.1.2 Aitemate

4.2.2 Addressing .......................................... ..

Network Su;Jp0rt'1:rWAP ................................ ..
4.3.1

.................... "598

.506

..................... . 50?’

E30"?

E30"?

.................... .. 558

................... ..5{3E3

. 5G8

538

....................

.................... ..5{3Q

509

iniemperabiiity Fiequirememzs. ...................................................... .. 511
5.1 Siege 1 — Basia: !n?erc:;3erai*.-iiitg.-' ....................... .. .................... “$311

5.2 Stage 2 1’-\ci~.ranc:eci interogaerabéiiiy ...................................... .. 511

$awice fliscuvery .......................................................................... ..5?2
£13.?

$3.2

6.3

SUP Service Recmds

SEEP Frotuczai Data Units

Servicze discovery ;3rc.=r:=:-adure

512

SM

534

Refarentxes ...................................................................................... .. 5'3 5

29 November 1999

AFFLTD293726



Samsung Ex. 1019 p. 499

BLUETOOTH SPECIFICATION Version 1.0 B page 499 of 1082

interoperabifiry Requirements for Biuetooth as a WAP Bearer uetooth.

1 INTRODUCTION

1.1 DOCUMENT SCOPE

This document is intended for Bluetooth implementers who wish to take advan-

tage of the dynamic, ad-hoc characteristics of the Bluetooth environment in

providing access to value-added sewices using the WAP environment and pro-
toools.

Bluetooth provides the physical medium and link control for communications

between WAP client and server. This document describes how PPP may be
used to achieve this communication.

The information contained in this document is not sufficient to allow the imple-

mentation of a generat-purpose WAP ciient or server device. Instead, this doc-

ument provides the following information:

- An overview of the use of WAP in the Bluetooth environment will explain

how the concept of value-added services fits within the Bluetooth vision.

Examples are given of how the WAP value-added services model can be

used to fulfil specific Bluetooth usage models.

The WAP Services Overview attempts to place the WAP environment in a

familiar context. Each component of WAP is introduced, and is contrasted

with equivalent Internet protocols (where applicable).

A discussion of WAP in the Bluetooth Piconet describes how the particular
structure of Bluetooth communications relates to WAP behaviors.

Finally. the Interoperability Requirements describe the specific Bluetooth

features that must be implemented in order to ensure interoperability

between any two WAP enabled Bluetooth devices.
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2 THE USE OF WAP IN THE BLUETOOTH ENVIRONMENT

2.1 VALUE-ADDED SERVICES

The presence of communications capabilities in a device is unlikely to be an

end in itself. The end users are generally not as interested in the technology as

in what the technology allows them to do.

Traditional telecommunications relies on voice communications as the single

application of the technology, and this approach has been successful in the

marketplace. As data communications services have become more widely

available, there is increasing pressure to provide services that take advantage

of those data capabilities.

The Wireless Application Protocol Forum was formed to create a standards-

based framework, in which value-added data services can be deployed, ensur-

ing some degree of interoperability.

2.2 USAGE CASES

The unique quality of Bluetooth, for the purposes of delivering value-added ser-

vices, is the limited range of the communications link. Devices that incorporate

Bluetooth are ideally suited for the receipt of location-dependent services. The

following are examples of how the WAP ciient 1’ server mode! can be applied to

Bluetooth usage cases.

2.2.1 Briefcase Trick

Figure 2.1: The ‘Briefcase Trick‘ Hidden Computing Scenario

The Briefcase Trick usage case allows the user’s laptop and mobile phone to

communicate, without user intervention, in order to update the user's e-maii.

The user can review the received messages from the handset, all without

removing the laptop from its storage in a briefcase.

29 November 1999 The Use of WAP In the Bluetoolh Environment
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2.2.2 Forbidden Message

Figure 2.2: The ‘Forbidden Message’ Hidden Computing Scenario

The Forbidden Message usage case is similar to the briefcase trick. The user

can compose messages in an environment where no dial-up connection is pos-

sible. At a later time the laptop wakes up, and checks the mobile phone to see

if it is possible to send the pending messages. If the communications link is

present, then the mail is transmitted.

2.2.3 WAP Smart Kiosk

The WAP Smart Kiosk usage case allows a user to connect a mobile PC or

handheld device to communicate with a kiosk in a public location. The kiosk

can provide information to the device that is specific to the user's location. For

exampie, information on flights and gates in an airport, store locations in a

shopping centre. or train schedules or destination information on a railway plat-
form.
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3 WAP SERVICES OVERVIEW

The Wireless Application Protocol is designed to provide Internet and Internet-

like access to devices that are constrained in one or more ways. Limited com-

munications bandwidth. memory, processing power, display capabilities and

input devices are all factors driving the development of WAP. Although some

devices may only exhibit some of the above constraints, WAP can still provide
substantial benefit for those devices as well.

The WAP environment typically consists of three types of device: the WAP Cli-

ent device. the WAP Proxylgateway and WAP Server. In some cases the WAP

Proxyfgateway may also include the server functionality.

WAP Client Base Station WAP Server.-‘Proxy

Figure 3. 1: Typical WAP Environment

3.1 WAP ENTITIES

3.1.1 WAP Client

The WAP Client device is usually found in the hands of the end user. This

device can be as powerful as a portable computer, or as compact as a mobile

phone. The essential feature of the client is the presence of some type of dis-

play and some type of input device.

The WAP Client is typically connected to a WAP Proxyigateway through a wire-

less network. (Figure on page 503) This network may be based on any

available technology. The WAP protocols allow the network to exhibit low reli-

ability and high latency without interruption in service.
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3.1.2 WAP Proxyi‘Gateway

The WAP Proxyigateway acts as an interface between the wireless network,

and the larger Internet. The primary functions of the proxy are to provide DNS

name resolution services to WAP ciient devices and transiation of Internet pro-

tocols and content formats to their WAP equivalents.

3.1.3 WAP Server

The WAP Server performs a function that is similar to a server in the Internet

world. In fact. the WAF’ server is often an HTTP server. The server exists as a

storage location for information that the user can access. This ‘content’ may

include text, graphics, and even scripts that allow the client device to perform

processing on behalf of the server.

The WAP Server logic may exist on the same physical device as the Proxy.’

gateway, or it may reside anywhere in the network that is reachable from the

Proxyigateway.

The server may fill the role of an HTTP server, a WSP server, or both.

3.2 WAP PROTOCOLS

The WAP environment consists of a layered protocol stack that is used to iso-

late the user agents from the details of the communications network. Figisre «3.1

on page fitit‘; illustrates the general architecture of the WAP protocol stack.

Bluetooth will provide an additional data bearer service, appearing at the bot-

tom of this diagram.

. . ._..E .....:..__ _E _.:_. . . other Services and
Mnlications

Té-#6:?-:=%¥%“= -';'?‘.1'= IW°Pi\ .\. ..\.. ..,\.

Beams: .. E:
|os!.I as-136 com Pl-IS cow PDC—P | iDI'-.‘N | max ||stc... E?

Figure 3.2: WAP Protocol Stack
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3.2.1 Wireless Datagram Protocol (WDP)

The WDP layer provides a service interface that behaves as a socket-based

UDP implementation. For a bearer service based on IP, then this layer is UDP.

For bearer which do not provide a UDP service interface, then an implementa-

tion of WDP must be provided to act as an adaptation layer to allow socket-

based UDP datagrams over the native bearer.

3.2.2 Wireless Transaction Protocol (WTP)

The WTP layer provides a reliable datagram service on top of the WDP (U DP)

layer below.

3.2.3 Wireless Transport Layer Security (WTLS)

The WTLS layer is an optional component of the protocol stack that provides a

secure data pipe between a client WSP session and its peer server WSP ses-

sion. In the current version of the WAP specification, this session will terminate

at the WAP server. There is currently a proposal before the WAP Forum for a

proxy protocol, which will allow the intermediate WAP proxy to pass WTLS traf-

fic across the proxyigateway without decrypting the data stream.

3.2.4 Wireless Session Protocol (WSP)

The WSP layer establishes a relationship between the client application. and

the WAP server. This session is relatively long-lived and able to survive service

interruptions. The WSP uses the services of the WTP for reliable transport to

the destination proxyigateway.

3.3 CONTRASTING WAP AND INTERNET PROTOCOLS

The intent and implementation of the WAP protocol stack has many parallels

with those of the Internet Engineering Task Force (IETF). The primary objective
of the WAP Forum has been to make Internet content available to devices that

are constrained in ways that make Internet protocols unsuitable for deploy-
ment.

This section compares the roles of the WAP protocol stack‘s layers with those
of the IETF.

3.3.1 UDPIWDP

At the most basic layer, WAP and lntemet protocols are the same. The WAP

stack uses the model of a socket-based datagram (UDP) service as its trans-

port interface.

Some Internet protocols also use the UDP service, but most actually use a

connection-oriented stream protocol (TCP).

29 November 1999 WAP Services Overview
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3.3.2 WTPITCP

The wireless transport protocol (WTP) provides services that, in some

respects, fill the same requirements as TCP. The Internet Transmission Control

Protocol (TCP) provides a reliable, connection-oriented, character-stream

protocol that is based on IP services. In contrast, WTP provides both reliable

and unreliable, one-way and reliable two-way message transports. The trans-

port is optimized for WAP’s ‘short request, long response’ dialogue characteris-

tic. WTP also provides message concatenation to reduce the number of

messages transferred.

3.3.3 WTLSISSL

The Wireless Transport Layer Security (WTLS) is derived from the Secure

Sockets Layer (SSL) specification. As such, it performs the same authentica-

tion and encryption services as SSL.

3.3.4 WSPIHTTP

Session services in WAP are provided by the Wireless Session Protocol

(WSP). This protocol incorporates the semantics and functionality of HTTP 1.1,

while adding support for long-lived sessions, data push, suspend and resume.

Additionally, the protocol uses compact encoding methods to adapt to narrow-
band communications channels.

3.3.5 WMUHTML

The markup language used by WAP is a compact implementation that is simi-

lar to HTML, but optimized for use in hand-held devices. WML is an XML-

defined markup language.

3.3.6 WMLScripti'JavaScript

WAP also incorporates a scripting language that is similar to JavaScript, but

adapted to the types of constrained devices that WAP is targeted for.

WAP Services Overview 29 November 1999
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4 WAP IN THE BLUETOOTH PICONET

In many ways, Bluetooth can be used like other wireless networks with regard

to WAP. Bluetooth can be used to provide a bearer for transporting data

between the WAP Client and its adjacent WAP Server.

Additionally, B|uetooth’s ad hoc nature provides capabilities that are exploited

uniquely by the WAP protocols.

4.1 WAP SERVER COMMUNICATIONS

The traditional form of WAP communications involves a client device that com-

municates with a Serverl’Proxy device using the WAP protocols. In this case

the Bluetooth medium is expected to provide a bearer service as specified by
the WAP architecture.

4.1.1 Initiation by the Client Device

When a WAP client is actively ‘listening’ for available Bluetooth devices, it can

discover the presence of a WAP server using B|uetooth's Service Discovery
Protocol.

WAP Proxy
I Gateway

Figure 4. 1: WAP Server / Proxy in Piconet

In Pigure dist, stage 1 the WAP Client device is moving into range of the WAP

Proxyigateway's piconet. When the client detects the presence of the WAP

proxyigateway, it can automatically, or at the client's request, connect to the
server.
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4. 1.1. 1 Disco very of Services

The client must be able to determine the specific nature of the WAP proxy!

gateway that it has detected. It is expected that the Bluetooth Service Discov-

ery Protocol will be used to learn the following information about the server:

- Server Name — this is a user readable descriptive name for the server.

- Server Home Page Document Name — this is the home page URL for the

server. This is optional.

Server!Proxy Capability — indicates if the device is a WAP content server, a

Proxy or both. If the device is a Proxy, it must be able to resolve URLs that

are not local to the Server!Proxy device.

In Figgtira 4:32, stage 2, the device is communicating with the WAP proxyigate—

way. All WAP data services normally available are possible.

4.1.2 Termination by the Client Device

In i5=ig_;1.ir-:-3 4.1, stage 3. the device is exiting the piconet. When the device

detects that communication has been lost with the WAP proxylgateway, it may

optionally decide to resume communications using the information obtained at

discovery.

For example, a client device that supports alternate bearers may query the

alternate address information of the server when that capability is indicated.
The information should be cached for later access because the client device

may leave the piconet at any time, and that information will no longer be avail-
able.

In the WAP Smart Kiosk example above, if the user wishes to continue

receiving information while out of Bluetooth range, the Kiosk would provide an
Internet address to the client device. When Btuetooth communications are not

possible. the device could use cellular packet data to resume the client-server
SBSSIOFI.

This capability is impiementation-dependent, and is provided here for illustra-

tive purposes only.

4.1.3 Initiation by the Server Device

An alternative method of initiating communications between a client and server

is for the server to periodically check for available client devices. When the

server device discovers a client that indicates that it has WAP Client capability,

the server may optionally connect and push data to the client.

The client device has the option of ignoring pushed data at the end user’s dis-
cretion.

WAP in the Bluetooth Piconet 29 November 1999
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4 . 1'. 3.1 Discovery ofServices

Through the Bluetooth Service Discovery Protocol, the server can determine

the following information about the client:

' Client Name — this is a friendly format name that describes the client device

- Client capabilities — this information allows the server to determine basic

information regarding the client's Bluetooth-specific capabilities

4.2 IMPLEMENTATION OF WAP FOR BLUETOOTH

In order to effectively implement support for WAP over Bluetooth, certain capa-
bilities must be considered.

4.2.1 WDP Management Entity

Associated with an instance of the WDP layer in the WAP Protocol Stack is an

entity that is responsible for managing the services provided by that layer. The

WDP Management Entity (WDP-ME) acts as an out-of-band mechanism for

controlling the protocol stack.

4.2.1.1 Asynchronous Notifications

The WDP-ME will need to be able to generate asynchronous notifications to

the application layer when certain events occur. Example notifications are:

- New Client Node Detected

- New Server Node Detected

' Client Node Signal Lost

- Server Node Signal Lost

- Server Push Detected (detected as unsolicited content)

Platform support for these events is implementation-specific. All of the listed

events may be derived through the Bluetooth Host Controller Interface

(page 51?), with the exception of Server Push.

4.2.1.2 Aiternate Bearers

An implementation of WAP on a particular device may choose to support multi~

ple bearers. Methods of performing bearer selection are beyond the scope of

this document. The procedure to be followed is implementation-dependent.
See F‘.-tactics 4.'§..’:‘: above.
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4.2.2 Addressing

Two basic types of addressing are being used in the WAP environment: User

Addressing and Proxyfgateway Addressing. User addressing describes the

location of objects within the network, and is independent of the underlying

bearer. Proxyi'Gateway Addressing describes the location of the WAP proxy!

gateway that the device is communicating with. Proxyi'Gateway addressing is

dependent on the bearer type.

The end user deals mainly with Uniform Resource Locators (URL). These

addresses are text strings that describe the document that is being accessed.

Typically, the Proxyigateway in conjunction with Internet Domain Name.

Servers resolve these strings into network addresses.

The address of the WAP Proxyigateway is usually a static value that is config-

ured by the user or network operator. When the user enters a URL, the request

is forwarded to the configured WAP proxyigateway. If the URL is within the

domain of a co-located server. then it indicates that the document is actually

WAP content. If the URL is outside of the WAP proxyi'gateway’s domain, then

the WAP Proxyigateway typically uses DNS name resolution to determine the
H3 address of the server on which the document resides.

The client device would first identify a proxyigateway that is reachable through

Bluetooth, then it would use the service discovery protocol to present the user

with a server name or description. When the user selects a server, then the

WAP client downloads the home page of the server (as determined by the dis»-

covery process; see section 4.1.1.? on page 559'?) Once the user has navigated

to the home page of the desired server, then all subsequent URLs are relative

to this home page. This scenario presumes that the WAP Proxyigateway and

WAP Content server are all co-located in the Bluetooth device, although this

structure is not required for interoperability.

A WAP Proxyigatewayiserver will typically provide a default URL containing

the home page content for the server. A proxy-only device typically provides no
URL or associated content.

4.3 NETWORK SUPPORT FOR WAP

The following specifies a protocol stack, which may be used below the WAP

components. Support for other protocol stack configurations is optional, and

must be indicated through the Bluetooth Service Discovery Protocol.

4.3.1 PPPIRFCOMM

Devices that support Bluetooth as a bearer for WAP services using PPP pro-

vide the following protocol stack support:

WAP in the Bluetooth Piconet 29 November 1999

AFFLT0293737



Samsung Ex. 1019 p. 510

BLUETOOTH SPECIFICATION Version 1.0 8 page 510 of1082

interoperability Requirements for Bluetooth as a WAP Bearer
Bluetooth-

RFCOMM RFCOMM

Figure 4.2.’ Protocol Support for WAP

For the purposes of interoperability, this document assumes that a WAP client

conforms to the role of Data Terminal as defined in LAN Access Profile using

PPP £8}. Additionally, the WAP server or proxy device is assumed to conform to

the role of the LAN Access Point defined in {$3}.

The Baseband (page 323), LMP (page 185) and LZCAP (page 245) are the OSI

layer 1 and 2 Bluetooth protocols. RFCOMM 35:35) is the Bluetooth adap-

tation of GSM TS 07.10 {#1. SDP (page 323) is the Bluetooth Service Discovery
Protocol.

PPP is the IETF Point-to-Point Protocol E33. WAP is the Wireless Application

Protocol stack and application environment

29 November 1999 WAP in the Bluetooth Pioonel
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5 INTEROPERABILITY REQUIREMENTS

5.1 STAGE 1 — BASIC INTEROPERABILITY

Stage 1 interoperability for WAP over Bluetooth (all mandatory):

- Provide WAP Class A device compliance £7’:

- Provide, through service discovery mechanisms, the network address for

devices that support WAP proxyigateway functionality.

5.2 STAGE 2 — ADVANCED INTEROPERABILITY

Stage 2 interoperability for WAP over Bluetooth (mandatory):

- All Stage 1 interoperability requirements are supported

- Provide Server Name and information about Server.’Proxy capabilities

through service discovery.

Provide Client Name and information about Client Capabilities through ser-

vice discovery.

Asynchronous Notifications for Server.

Asynchronous Notifications for Client.

Interoperability Requirements 29 November 1999
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6 SERVICE DISCOVERY

6.1 SDP SERVICE RECORDS

Service records are provided as a mechanism through which WAP client

devices and proxyigateways become aware of each other dynamically. This

usage differs from other WAP bearers in that the relationship between the two

devices will be transitory. That is, a Bluetooth device will not have a bearer-

specific address configured or provisioned to a specific proxyigateway.

Clients and proxyfgateways become aware of each other as they come in prox-

imity of one another. The Bluetooth Service Discovery Protocol allows the

devices to query the capabilities of each other as listed in the Interoperability

Requirements section of this document.

‘facts 5.‘: shows the service record for the WAP Proxyfgateway device.

Definition

Ser\riceC|asslDList

ServiceC|assU WAP ProxyiGateway

BluetoothProfi le

Descriptorust

ProfileDescriptorO

LANAccess

Profile Supported Profile Usingppp W

Version Profile Version (varies)

Protocol

Descriptorust

Descriptorfl UDP UDP

WSP Conneclionless

Parametero Session Port No. 9200 (default)

Paramete-r1 WTP Session Port No. 9201 (defauiij

WSP Secure Connec-

Parameterz lionless Port No. 9202 (defaufl)

WTP Secure Session

Parameter3 Port No 9203 (defauit)

Parameters‘-I WAP vCard Port No. 9204 (defauir)

Parameter5 9205 (default!)WAP vCai Port No.

WAP vCard Secure

Parameter6 Port No_ 9206 (defauitj

WAP vCal Secure
Parameter? 9207 (default!)Port No.

Table 6.1: Service Record format for WAP Proxy/Gatevvay devices

29 November 1999 Service Discovery
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Item Defl n itlon Value

(varies, e.g.
‘Airport infor-
mation‘)

DispiayableServiceName
Text name

IP Network Address (Varies)of Server

0x01 = Origin
Server;

Indicates if device is . 0x02 = Proxy;

origin server or proxy M03 2 Origin
Server and

Proxy

NetworkAddress

WAPGateway‘

URL of home page
HomePageURL document

Tebie 6.1: Service Record fame: for WAP Proxy/Gateway devices

*. Stage 2 interoperabiity requirements.

T. If this parameter is omitted, then a default is assumed for origin servers as:
http:i.-‘networks-oidress/1ndex.wm|

ServiceC|ass|DList

Serviceclassfl K UUID WAP_CL|ENT
B|uetoothProfi|e

DescriptorList

Profi|eDescriptor0

LANAcce-ss

Profile Supported Profile Usingppp W

Version Profile Version (varies)

DisplayableServiceName .
Text name of client String (varies)

Tabie 6.2: Service Record format for WAP Ciienr devices
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6.2 sop PROTOCOL DATA uuns

'i"ai3ia shows the specified SDP PDUs (Protocol Data Units). which are

required for WAP Interoperability.

Ability to Send Ability to Retrieve

SDP PD” WAP WAP WAP WAP
Client Proxy Client Proxy

M M M MSdpErrorResponse

Sd pServiceSearchmlri buteRequest

Sd pSeNiceSearchAtlributeRespor1se

Table 6.3.’ SDP PDUIS

6.3 SERVICE DISCOVERY PROCEDURE

In the simplest form, the signaling can be like this:
Ico.\xxw.\-«x“xxxxmxxxxxx-aw.\-ax-o.\-ax-o.\-aw.\-ax-9%.-o.w.xxx\-o.\-«xxxxxxwxxxwtxxxxxxx-ax-o.\-aw.\-ax-aux-ax-o.w.\-o.\-«x-o.\-o.w\xxxxmxxwfixxxxxxxxx-exxx-A».\-mmxvxmxmxmxwxmx-«xv-.\x\\m\x\\x\\\§

3 E .

WAP Client or Proxy iv‘ 3 WAP Client or Proxy
\\r.\\r.\\rL\\9.\\o.\\9.\\9.\\9.\\r\\\9.\\9.\rvs\\>.\\.\\n.\\r.\\n.\ \r.\\ra\\r.\\r\\\o.\\o.\T.\Vx\V.\Vx\\o.\\r.\rv\\\.x\\.>.\ru\\r:.\\V\\ru\\ru\\r.\\ra\\r\\\r\\\9.\\9.xv.\\r.\\§\\\V.\V.vvs\\.x\\.x\ru\\r.\\ru\\ru\\r\\\r.\\r.\\ru\\r\\\o.\\n.\\r.\\r.\\o.\

§ Sd pServiceSearchAttrIbuteReq uest §Q S
Q Z:::=::=::=:::2::=:::==) gi

mxmmwwxvmxmxmmxwwsvmv.:s\>.:w\\\w\wq~évmvmwmwmwwvmwwvia-n:o>.:s\¢:s~:\\\\\:\\~.\a~\r\v:\wN\:\~ru\\n:\\r.:\\n:\\wn:\\§\wm:smwwamxmxmxwmvavmmwxvmmvmxmmvm
\

§ SdpServiceSearchAttributeResponset _______________________
Q < ————————————————————— -—-v. YB\A\\DL\\N\\A\\D.\\E\\\n\\A\\b.\\9.\\9.\$\EW.\V\\\b.\\9.\K$$\KVA“\\v.\\N\\A\\B.\\EV.\\n\\A\\b.\\9.\\9.\\b.\N(\V\\\b.\$\V\\hb.\\9.VA\A\\‘4.\\N\\‘D.\B.\\EV.\\E\}§A\$\\9.\\9.\\‘r.\N(\\9.\\b.\“\V\\\b.\$\Em\N\\V\\N\\‘D.\D.\\E\\\A\\A\

MIA’/N/MIN//h$IYIAV4!/»V/MlfivgAI/JV:
§5

§“
§3§

§
§§
3
t

ym

WAP service discovery procedures are symmetrical. Each device must be able

to handle all of the PDUS without regard for the current device role. A minimal

implementation must return the service name string.
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1 INTRODUCTION

This document describes the functional specifications for the Host Controller

Interface (HCI). The HCI provides a uniform interface method of accessing the

Bluetooth hardware capabilities. The next two sections provide a brief overview

of the lower layers of the Bluetooth software stack and of the Bluetooth hard-

ware. Section 2, provides an overview of the Lower HCI Device Driver Interface
on the host device. Section describes the flow control used between the

Host and the Host Controller. Section 4, describes each of the HCI Commands

in details, identifies parameters for each of the commands, and lists events
associated with each command.

1.1 LOWER LAYERS OF THE BLUETOOTH SOFTWARE

STACK

Software

Firmware

Figure 1.1: Overview of the Lower Software Layers

Figure 3.1, provides an overview of the lower software layers. The HCI firm-

ware implements the HCI Commands for the Bluetooth hardware by accessing

baseband commands link manager commands, hardware status registers.

control registers, and event registers.
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Several layers may exist between the HCI driver on the host system and the

HCI firmware in the Bfuetooth hardware. These intermediate layers, the Host

Controller Transport Layer, provide the ability to transfer data without intimate

knowledge of the data.

Other Hlyxlr
IJ)IIl Dnvnr

s= :3$h!t!!.R¥£§Stl!'=§!aI!B:.s:.-.-2.-
Ea-Inland cantrlclinr

.9.‘-:2 --Hl§RtQflWi"t!!9."tllK|R- 9.-.
-Eanhanu Can-lmllnr

Physical fiua (US$39 Flltrslcl &_:I (USE. PG
Cum. cum] Fmrm-an: Gun. On-m; Fa-mun:

flnyilenl BusHardwul
|:| $fiFln-an
D Firrnwun

|:I Hardware

Figure 1.2: End to End Overview of Lower Software Layers to Transfer Data

.=’-"igure 1.2, illustrates the path of a data transfer from one device to another.

The HCI driver on the Host exchanges data and commands with the HCI firm-

ware on the Bluetooth hardware. The Host Control Transport Layer (i.e. physi-

cal bus) driver provides both HCI layers with the ability to exchange information
with each other.

The Host will receive asynchronous notifications of HCI events independent of

which Host Controller Transport Layer is used. HCI events are used for notify-

ing the Host when something oocurs. When the Host discovers that an event

has occurred it will then parse the received event packet to determine which
event occurred.

1.2 BLUETOOTH HARDWARE BLOCK DIAGRAM

A general overview of the Bluetooth hardware is outlined in Figgure 1.3 or: gsrzge

It consists ofan analog part — the Bluetooth radio, and a digital part — the

Host Controller. The Host Controller has a hardware digital signal processing

part —~the Link Controller (LC), a CPU core, and it interfaces to the host environ-

ment. The hardware and software parts of the Host Controller are described
below.

Introduction 29 November 1999
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!=' Bluelcoth Host Controller . . . FEUN‘

CPU Llnlt husband Riadio ‘Cl:
cure ' ' G°nWlfirlL9l : 'Interlaoe' Bmhm mm

Figure 1.3: Biuetooth Hardware Architecture Overview.

1.2.1 Link Controller

The Link Controller (LC) consists of hardware and software parts that perform

Bluetooth baseband processing. and physical layer protocols such as ARC)-

protocol and FEC coding.

The functions performed by the Link Controller include:

- Transfer types with selected Quality-of-Service (Q08) parameters

- Asynchronous transfers with guaranteed delivery using hardware fast Auto-

matic Repeat reQuest (fARQ). Frames can be flushed from the retransmis-

sion buffer. for use with isochronous data

Synchronous transfers

Audio coding. A power-efficient hardware implementation of a robust 64

Kbitsis Continuous Variable Slope Delta (CVSD) coding, as well as

64 Kbitsis log-PCM

Encryption

1.2.2 CPU Core

The CPU core will allow the Bluetooth module to handle Inquiries and filter

Page requests without involving the host device. The Host Controller can be

programmed to answer certain Page messages and authenticate remote links.

The Link Manager (LM) software runs on the CPU Core. The LM discovers

other remote LMs and communicates with them via the Link Manager Protocol

(LMP) to perform its service provider role using the services of the underlying

Link Controller (LC). For details see “Link vianager .5-”’roto::::-E" on page ‘:83

29 November 1999 introduction
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1.3 POSSIBLE PHYSICAL BUS ARCHITECTURES

Bluetooth devices will have various physical bus interfaces that could be used

to connect to the Bluetooth hardware. These buses may have different archi-

tectures and different parameters. The Bluetooth Host Controller will initially

support two physical bus architectures, USB. and PC Card.

1.3.1 USB HCI Architecture

The following block diagram shows the Bluetooth connection to the Host PC

via the USB HCl. USB can handle several logic channels over the same single

physical channel (via Endpoints). Therefore control, data, and voice channels

do not require any additional physical interfaces. Note that there is no direct

access to registersimemory on the Bluetooth module over USB. Instead. this is

done by using the appropriate HCI Commands and by using the Host Control-

ler Transport Layer interface.
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Figure 1.4: Biuetooth Biocir Diagram with USB HO!

1.3.2 PC Card HCl Architecture

Besides the USB interface, derivatives of the ISA bus (Compact F|ashiPC Card

interfaces) are an option for an integrated PC solution. Unlike USB, all traffic

between the Host and the Bluetooth module will go across the PC Card bus
interface. Communications between the host PC and the Bluetooth module will

be primarily done directly via registersimemory. The following block diagram
shows the data flow for a PC-Card HCI.
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Figure 1.5: Biuetocth Biocir Diagram with PC-Card HCi
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2 OVERVIEW OF HOST CONTROLLER TRANSPORT

LAYER

The host driver stack has a transport layer between the Host Controller driver

and the Host Controller. On a laptop, this transport layer might be PC Card or

Universal Serial Bus (USB).

The main goal of this transport layer is transparency. The Host Controller driver

(which talks to the Host Controller) should not care whether it is running over

USB or a PC Card. Nor should USB or PC Card require any visibility into the

data that the Host Controller driver passes to the Host Controller. This allows

the interface (HCI) or the Host Controller to be upgraded without affecting the

transport layer.

The Host Controller Transport Layer is described in separate documents for

each physical media.

- "'HCi U538 "Transport Layer" an page }’£~i£i.

- “HCZ R3232 'T.r'anspsr‘t i.aysi‘“ an page ‘F?’ '.

- “HG! iJ:='\¥-T‘ Transpr:-at Layer“ on page
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3 HCI FLOW CONTROL

Flow control is used in the direction from the Host to the Host Controller to

avoid filling up the Host Controller data buffers with ACL data destined for a

remote device (connection handle) that is not responding. It is the Host that

manages the data buffers of the Host Controller.

On Initialization, the Host will issue the Read_Bufl‘er_Size command. Two of the

return parameters of this command determine the maximum size of HCI AOL and

SCO Data Packets (excluding header) sent from the Host to the Host Controller.

There are also two additional return parameters that specify the total number of

HCI ACL and SCO Data Packets that the Host Controller can have waiting for
transmission in its bufl‘ers. When there is at least one connection to another device,

or when in local loopback mode, the Host Controller uses the Number Of Com-

pleted Packets event to control the flow of data from the Host. This event contains

a list of connection handles and a corresponding number of HCI Data Packets that

have been completed (transmitted, flushed, or looped back to the Host) since the

previous time the event was returned (or since the connection was established, if

the event has not been returned before for a particular connection handle). Based

on the infonnation returned in this event, and the return parameters of the

Read_Buffer_Size command that specify the total number of HCI AC1. and SCO
Data Packets that can be stored in the Host Controller, the Host can decide for

which Connection Handles the following HCI Data Packets should be sent. After

every time it has sent an HCI Data Packet, the Host must assume that the free

buffer space for the corresponding link type (ACL or 800) in the Host Controller

has decreased by one HCI Data Packet. When the Host receives a new Number

Of Completed Packets event, the Host gets information about how much the buffer

usage has decreased since the previous time the event was returned. It can then

calculate the actual current buffer usage. While the Host Controller has HCI data

packets in its buffer, it must keep sending the Number Of Completed Packets

event to the Host at least periodically, until it finally reports that all the pending ACL
Data Packets have been transmitted or flushed. The rate with which this event is

sent is manufacturer specific. Note that Number Of Completed Packets events will

not report on SCO connection handles if SCO Flow Control is disabled. (See

ReadiWrite_SCO_F|ow_Control_Enable on page 658 and

Note that for each individual Connection Handle, the data must be sent to the
Host Controller in HCI Data Packets in the order in which it was created in the

Host. The Host Controller must also transmit data on the air that is received

from the Host for a given Connection Handle in the same order as it is received

from the Host. Furthermore, data that is received on the air from another

device must, for the corresponding Connection Handle, be sent in HCI Data
Packets to the Host in the same order as it is received. This means that the

scheduling is made on a Connection Handle basis. For each individual Con-

nection Handle, the order of the data must not be changed from the order in
which the data has been created.

HCI Flow Control 29 November 1999
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In certain cases. flow control may also be necessary in the direction from the
Host Controller to the Host. There is therefore a command —

Set_Host_Contro||er_To_Host_Flow_Control — to turn flow control on or off in

that direction. if turned on, it works in exactly the same way as described

above. On initialization, the Host uses the Host_Buffer_Size command to notify
the Host Controller about the maximum size of HCI ACL and SCO Data Pack-

ets sent from the Host Controlier to the Host. The command also contains two

additional command parameters to notify the Host Controller about the total
number of ACL and SCO Data Packets that can be stored in the data buffers of

the Host. The Host then uses the Host_Number_Of_Comp|eted_Packets com»

mand in exactly the same way as the Host Controller uses the Number Of

Completed Packets event (as was previously described in this section). The

Host_Number_Of__Comp|eted_Packets command is a special command for

which no command flow control is used, and which can be sent anytime there

is a connection or when in local loopback mode. This makes it possible for the

flow control to work in exactly the same way in both directions, and the flow of
normal commands will not be disturbed.

When the Host receives a Disconnection Complete event. the Host can
assume that all HCI Data Packets that have been sent to the Host Controller

for the returned Connection_Hand|e have been flushed, and that the corre-

sponding data buffers have been freed. The Host Controller does not have to

notify the Host about this in a Number Of Completed Packets event. If flow con-
trol is also enabled in the direction from the Host Controiier to the Host, the

Host Controller can after it has sent a Disconnection_Complete event assume

that the Host will flush its data buffers for the sent Connection_l-iandle when it

receives the Disconnection_Complete event. The Host does not have to notify

the Host Controller about this in a Host_Number_Of_Completed_Packets com-
mand.
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4 HCI COMMANDS

4.1 INTRODUCTION

The HCI provides a uniform command method of accessing the Bluetooth hard-

ware capabilities. The HCI Link commands provide the Host with the ability to

control the link layer connections to other Bluetooth devices. These commands

typically involve the Link Manager (LM) to exchange LMP commands with remote

Bluetooth devices. For details see “i..ini«. E‘~J€ana;_;ez- Protec-at" on page '1. 85.

The HCI Policy commands are used to affect the behavior of the local and

remote LM. These Policy commands provide the Host with methods of influ-

encing how the LM manages the piconet. The Host Controller 8. Baseband,

informational, and Status commands provide the Host access to various regis-
ters in the Host Controller.

HCI commands may take different amounts of time to be completed. There-

fore, the results of commands will be reported back to the Host in the form of

an event. For example, for most HCI commands the Host Controller will gener-

ate the Command Complete event when a command is completed. This event

contains the return parameters for the completed HCI command. To detect

errors on the HCI-Transport Layer a response timeout needs to be defined

between the Host Controller receiving a command and sending a response to

the command (e.g. a Command Complete or Command Status event). Since

the maximum response timeout is strongly dependent on the HCI-Transport

Layer used, it is recommended to use a default value of one second for this

timer. This amount of time is also dependent on the number of commands

unprocessed in the command queue.

4.2 TERMINOLOGY

Basebano‘ Packet: The smallest unit of data that is transmitted by one device to

another, as defined by the "8aseba.nd Specification" on page 3'3.

Packet: A higher-level protocol message than the baseband packet, currently

only L2CAP (see “i..og%t:aE Link tT:c.m3:roi and .-'3\ci:«3,z':t::=zti:'.=r: §~”3rot.<3:_tei :"Spe(:i'Fit:at§r:n“

on page 2635) is defined, but additional packet types may be defined later.

Connection Handle: A connection handle is a 12-bit identifier which is used to

uniquely address a dataivcice connection from one Bluetooth device to

another. The connection handles can be visualized as identifying a unique data

pipe that connects two Bluetooth devices. The connection handle is maintained

for the lifetime of a connection, including when a device enters Park. Sniff, or

Hold mode. The Connection Handle value has local scope between Host and

Host Controller. There can be multiple connection handles for any given pair of

Bluetooth devices but only one ACL connection.

Event: A mechanism that the HCI uses to notify the Host for command comple-

tion, link layer status changes, etc.

HCI Commands 29 November 1999
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4.3 DATA AND PARAMETER FORMATS

- All values are in Binary and Hexadecimal Little Endian formats unless other-
wise noted

In addition, all parameters which can have negative values must use 2's

complement when specifying values

Arrayed parameters are specified using the following notation: Parame-

terA[i}. If more than one set of arrayed parameters are specified (e.g.

ParameterA[i], ParameterB[i]), then the order of the parameters are as fol-

lows: ParameterA[O], ParameterB[0], ParameterA[1], ParameterB[1],

ParameterA[2], ParameterB{2], ParameterA[n], ParameterB[n]

Unless noted otherwise. all parameter values are sent and received in Little

Endian format (i.e. for multi-byte parameters the rightmost (Least Significa-

tion Byte) is transmitted first)

All command and event parameters that are not-arrayed and all elements in

an arrayed parameter have fixed sizes (an integer number of bytes). The

parameters and the size of each not arrayed parameter (or of each element

in an arrayed parameter) contained in a command or an event is specified

for each command or event. The number of elements in an arrayed parame-
ter is not fixed.

4.4 EXCHANGE OF HCI-SPECIFIC INFORMATION

The Host Controller Transport Layer provides transparent exchange of HCI-

specific information. These transporting mechanisms provide the ability for the

Host to send HCI commands, ACL data, and SCO data to the Host Controller.

These transport mechanisms also provide the ability for the Host to receive
HCI events, ACL data, and SCO data from the Host Controller.

Since the Host Controller Transport Layer provides transparent exchange of

HCI-specific information, the HCI specification specifies the format of the com-

mands. events. and data exchange between the Host and the Host Controller.

The next sections specify the HCI packet formats.

4.4.1 HCI Command Packet

The HCI Command Packet is used to send commands to the Host Controller

from the Host. The format of the HCI Command Packet is shown in Figure -1.1,

and the definition of each field is explained beiow. When the Host Controller

completes most of the commands. a Command Complete event is sent to the

Host. Some commands do not receive a Command Complete event when they

have been completed. Instead, when the Host Controller receives one of these
commands the Host Controller sends a Command Status event back to the

Host when it has begun to execute the command. Later on, when the actions
associated with the command have finished, an event that is associated with

the sent command will be sent by the Host Controller to the Host. However, if

the command does not begin to execute (there may be a parameter error or the

532 29 November 1999 HCI Commands
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command may currently not be allowed), the event associated with the sent

command will not be returned. The Command Status event will, in this case,

retum the appropriate error code in the Status parameter. On initial power-on.

and after a reset, the Host can send a maximum of one outstanding HCI Com-

mand Packet until a Command Complete or Command Status event has been

received. If an error occurs for a command for which a Command Complete

event is returned, the Return_Parameters field may not contain all the return

parameters specified for the command. The Status parameter, which explains

the error reason and which is the first return parameter, will always be returned.

If there is a Connection_Handle parameter or a BD_ADDR parameter right

after the Status parameter, this parameter will also be returned so that the Host

can identify to which instance of a command the Command Complete event

belongs. In this case, the Connection_gHand|e or BD_ADDR parameter will

have exactly the same value as that in the corresponding command parameter.

It is implementation specific whether more parameters will be returned in case
of an error.

Note: The BD‘_ADDR return parameter of the command Read_BD‘_ADDR is

not used to identity to which instance of the Read_BD_ADDR command the

Command Complete event belongs. It is therefore not mandatory for the Host

Controller to return this parameter in case of an error.

if an error occurs for a command for which no Command Complete event is

returned, all parameters returned with the event associated with this command

may not be valid. The Host must take care as to which parameters may have

valid values depending on the value of the Status parameter of the Complete

event associated with the given command. The Command Complete and Com-

mand Status events contain a parameter called

Num_HC|_Command_Packets, which indicates the number of HCI Command

Packets the Host is currently allowed to send to the Host Controller. The Host

Controller may buffer one or more HCI command packets, but the Host Con-

troller must start performing the commands in the order in which they are

received. The Host Controller can start performing a command before it com-

pletes previous commands. Therefore. the commands do not always complete

in the order they are started. The Host Controller must be able to accept HCI

Command Packets with up to 255 bytes of data excluding the HCI Command
Packet header.

Each command is assigned a 2 byte Opcode used to uniquely identify different

types of commands. The Opcode parameter is divided into two fields, called

the OpCode Group Field (OGF) and OpCode Command Field (OCF). The

OGF occupies the upper 6 bits of the Opcode. white the OCF occupies the

remaining 10 bits. The OGF of 0x3F is reserved for vendor-specific debug

commands. The OGF of 0x3E is reserved for Bluetooth Logo Testing. The

organization of the Opcodes allows additional information to be inferred without

fully decoding the entire Opcode.

HCI Commands 29 November 1999
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Note: the OGF composed of all ‘ones’ has been reserved for vendor-specific

debug commands. These commands are vendor—specific and are used during

manufacturing, for a possible method for updating firmware, and for debugging.

Parameter Total

Length
Parameter

Para meter 0

Parameter 1

Parameter N—1 Parameter N

Figure 4.1: HCi Command Packet

Op_ Code: Size: 2 Bytes

Parameter Description

OGFRange (6 bits}: 0x00-Ux3F (0x3E reserved for Biuetooth logo testing
and 0x3F reserved for vendor-specific debug commands)

OCF Range (10 bits): 0x0000-iJxiJ3FF

Parameter_Totai_i_ength.' Size: 1 Byte

Parameter Description

Lengths of all of the parameters contained in this packet measured in
bytes. (N.B.: total length of parameters, n_o_t number of parameters)

Parameter 0 - N: Size: Parameter Total‘ Length

Parameter Description

Each command has a specific number of parameters associated with it.
These parameters and the size of each of the parameters are defined for
each command. Each parameter is an integer number of bytes in size.

29 November 1999 HCI Commands
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4.4.2 HCI Event Packet

The HCI Event Packet is used by the Host Controller to notify the Host when

events occur. The Host must be able to accept HCI Event Packets with up to

255 bytes of data excluding the HCI Event Packet header. The format of the

HCI Event Packet is shown in §::4gttr€-3 4.2, and the definition of each field is

explained taeizaw.

4 12 ‘I5 20 24

Parameter Total I
Event Code Event Parameter 0

Length

Event Parameter 1 Event Parameter 2 Event Parameter 3

Event Parameter N-1 Event Parameter N

Figure 4.2: HCi Event Packet

Event_Cocie: Size: 1 Byte

Parameter Description
Each event is assigned a 1-Byte event code used to uniquely identify dif-
ferent types of events.

Range: UXUU-OXFF {The event code UXFF is reserved for the event code
used for vendor-specific debug events. In addition. the event code 0xFE is
also reserved for Bluetooth Logo Testing)

Parameter_Totai_Length: Size: 1 Byte

Parameter Description

Length of all of the parameters contained in this packet, measured in
bytes

Event_ Parameter 0 - N: Size: Parameter Totai Length

Parameter Description

Each event has a specific number of parameters associated with it. These
parameters and the size of each of the parameters are defined for each
event. Each parameter is an integer number of bytes in size.

HCI Commands 29 November 1999
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4.4.3 HCI Data Packets

HCI Data Packets are used to exchange data between the Host and Host Con-

troller. The data packets are defined for both AOL and SCO data types. The

format of the HCI ACL Data Packet is shown in .5-"igure 4.3, and the format of

the SCO Data Packet is shown in Féggore 4.4. The definition for each of the

fields in the data packets is explained below.

4 8 24

Connection Handle Data Total Length

Figure 4. 3: Hci ACL Data Packet
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Connection_Handle.‘ Size: 12 Bits

Parameter Description

Connection Handle to be used for transmitting a data packet or segment.

Range: UXUUUU-UXCIEFF (UXUFUU - UXUFFF Reserved for future use}

The first time the Host sends an HCI Data Packet with Broadcast_Flag set
to 01 b {active broadcast) or 10b (piconet broadcast) aftera power-on or a
reset. the value of the Connection_Handle parameter must be a value
which is not currently assigned by the Host Controller. The Host must use
different connection handles for active broadcast and piconet broadcast.
The Host Controller must then continue to use the same connection han-

dles for each type of broadcast until a reset is made.

Note: The Host Controller must not send a Connection Complete event
containing a new Connection_Handle that it knows is used for broadcast.
Note: In some situations, it may happen that the Host Controller sends a
Connection Complete event before having interpreted a Broadcast packet
received from the Host. and that the Connection_Handles of both Connec-
tion Complete event and HCl Data packet are the same. This conflict has
to be avoided as follows:

If a Connection Complete event is received containing one of the connec-
tion handles used for broadcast, the Host has to wait before sending any
packets for the new connection until it receives a Number 01' Completed
Packets event indicating that there are no pending broadcast packets
belonging to the connection handle. in addition, the Host must change the
Connection_Handle used for the corresponding type of broadcast to a
Connection_Handie which is currently not assigned by the Host Controller.
This Connection_Handle must then be used for all the following broad-
casts of that type until a reset is performed or the same conflict situation
happens again. However, this will occur very rarely.

The Host Controller must, in the above conflict case, be able to distinguish
between the Broadcast message sent by the Host and the new connection
made (this could be even a new SCO link) even though the connection
handles are the same.

For an HCI Data Packet sent from the Host Controller to the Host where

the Broadcast_F|ag is 01 or 10. the Connection_Handle parameter should
contain the connection handle for the ACL connection to the master that
sent the broadcast.

Note: Connection handles used for Broadcast do not identify an ACL
point-to-point connection, so they must not be used in any command hav-
ing a Connection_Handle parameter and they will not be returned in any
event having a Connection_Handle parameter except the Number Of
Completed Packets event.

Flags: Size.‘ 2 Bits

The Fiag Bits consist of the Packet_Bounciaiy_Fiag and Broadcast_Fiag. The

Packet_Bouno‘ary_Fiag is iocated in bit 4 and bit 5, and the Broadcast_Fiag is

located in bit 6 and 7 in the second byte of the HCi ACL Data packet.

HCI Commands 29 November 1999

Bluetooth.

AFFLT0293765



Samsung Ex. 1019 p. 538

BLUETOOTH SPECIFICATION Version 1.0 8 page 538 of 3082

Host Controiter interface Functions! Specification uetuoth-

Packet_Boundary_Fiag.' Size: 2 Bits

Parameter Description

Reserved for future use

Continuing fragment packet of Higher Layer Message

First packet of Higher Layer Message {i.e. start of an L2CAP packet}

Reserved for future use

Broadcast_Fiag (in packet from Host to Host Controiier): Size: 2 Bits

Parameter Description

No broadcast. Only point-to-point.

Active Broadcast: packet is sent to aii active slaves.

Piconet Broadcast: packet is sent to all slaves, including siaves in ‘Park’
mode.

Reserved for future use.

Broao'cast_Fiag (in packet from Host Controiier to Host): Size: 2 Bits

Value Parameter Description

Point-to-point

Packet received at an active slave {either Active Broadcast or Piconet
Broadcast}

Packet received at a slave in ‘Park’ mode {Piconet Broadcast}

Reserved for future use.

Data_ Totai_i_engti1.' Size: 2 Bytes

Parameter Description

Length of data measured in bytes.

Connection Handle Data Total La ngth

Figure 4. 4: HCi SCO Data Packet
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Connection_Handie.'

Parameter Description

Connection handle to be used to for transmitting a SCO data packet or
segment.

Range: OXUUUU-UXUEFF (0xOFOiJ- UXOFFF Reserved for future use)

The Reserved Bits consist of four bits which are iocated from bit 4 to bit 7 in the

second byte of the HCi SCO Data packet.

Reserved: Size: 4 Bits

Value Parameter Description

— Reserved for future use.

Data_ Tota.-‘_Length: Size: 1 Byte

 Parameter Description
Length of SCO data measured in bytes

HCI Commands 29 November 1999
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4.5 LINK CONTROL COMMANDS

The Link Control commands allow the Host Controller to control connections to

other Bluetooth devices. When the Link Control commands are used, the Link

Manager (LM) controls how the Bluetooth piconets and scatternets are estab-

lished and maintained. These commands instruct the LM to create and modify

link layer connections with Bluetooth remote devices, perform Inquiries of other

Bluetooth devices in range. and other LMP commands. For the Link Control

commands, the OGF is defined as 0x01.

Command Command Summary Description

iricuiry

irrr:,uir;»'_Can::ei

F»‘er§oc:‘c___i {ii}1:=f}-‘“_i‘u’i()ijiEi

EXi‘i___Pe:“§<Jdi’.’I.__il’!Q1.ii?'y__i‘./§-Giiéé

Cr-sats__(3onrsecticn

Disconnect

fi‘\<J£§_f:3{3C} Ccnraeatticn

Accept Genre-ctson Reqajest

i-"tr.-ject_Ccnnscticn_Request

t. sni<__‘i{e‘y___Rerg i.iQEif“_Re§E§f,'

The iriqi,i§ry command will cause the Bluetooth
device to enter Inquiry Mode. Inquiry Mode is used
to discovery other nearby Bluetooth devices.

The §nquI=ry_C?ancei command will cause the Blue-
tooth device to stop the current inquiry if the Blue-
tooth device is in inquiry Mode.

The i»"-e.":'()i::ié:::____in<;L:§:'y___§‘~'i:3e§e command is used to
configure the Biuetooth device to perform an auto-
matic lnquiry based on a specified period range.

The E><i:__Pe.>'icdic,_ia:quir3,r_‘i’»‘ic:ie command is used
to end the Periodic Inquiry mode when the local
device is in Periodic inquiry Mode.

The CE“(:.’E':ie___.r_:0i'E?“1t3C§iOr1 command will cause the
link manager to create an ACL connection to the
Bluetooth device with the BD_ADDR specified by
the command parameters.

The Disconnect command is used to terminate an

existing connection.

The r5.d::'_8C(}_€3cnr=ec;iicn command will cause
the link manager to create a SCO connection using
the ACL connection specified by the Connection
Handle command parameter.

The Aa:capi___{2c2*:necticn____Re<:usst com mand is
used to accept a new incoming connection request.

The R-s.jeci_{2orme<;iicr:_Her3iuesi command is
used to decline a new incoming connection
request.

The 5._ii':§»€__‘i‘(.iE9f,.'___E"-{fs£}:LEiE!i"S‘i_‘_§:'i<Z‘§3i§€ command is used
to reply to a Link Key Request event from the Host
Controiler, and specifies the Link Key stored on the
Host to be used as the link key for the connection
with the other Bluetooth device specified by
BD_ADDR.
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Command Command Summary Description

£..-E ni<___i-§ey___Reques%__Na§aiive__ 57-tact}:

F-’EN___(3c<ie___Ftei:gaJesai___i€c;;E;v

Piixtwcc-:te__i'~2eques§_j~iegative__§¥te§3i3.«

C3nangs___=;Tonr:aciioi1___i7*a<:5<et___Tyce

r\-titheni§r;at§ot:__§~2equcsted

5Eet___f;onnect§on___iE:ncr‘ypt§on

Cieartgewflors r~.eciion_,_Lini<___§{sy

?viasEer_A_i_.ini<___?(-ey

Re:note__:\£aine__Raqnest

Rea«:i_‘_Resnoie_‘_:“a'I.ipporier£____Fea:‘ures

RF.‘-2-?tt:i__R£t%ii'i{)i£2__"./€i!'SisL:-?‘i__ti'}it2:i':‘!'iaii{}ft

i~'€sar5___t’;iocig___Ciffsat

The Lini<sy__§31ednast_j‘~iegat€ve_Reo§y com-
mand is used to reply to a Link Key Request event
from the Host Controller if the Host does not have a

stored Link Key for the connection with the other
Bluetooth Device specified by BELADDR.

The Pi.N___CIos:ie____§<{a3eouest___i’ieg:al5.» command is used
to reply to a PIN Code Request event from the
Host Controller and specifies the PIN code to use
for a connection.

The Pi timcodemfieo nes1“_i\5egaiive=.=M.='%epiy com»
mand is used to reply to a PIN Code Request event
from the Host Controller when the Host cannot

specify a PIN code to use for a connection.

The Ci1ange____C-"Jo ner.-ti-.'.:r*.___ Pa:.“.I=<s:‘___?ype command
is used to change which packet types can be used
for a connection that is currently established.

The .«‘-‘sL;iieent§ca:io:a__¥~Eeooested command is used
to establish authentication between the two

devices associated with the specified Connection
Handle.

The F.~'.ai___i.‘1oi"-.nactsonjlincryotion command is used
to enable and disable the link level encryption.

The {Ihange___'C.'I-onnectéor:_“Lini<__}‘{e}r command is
used to force both devices of a connection associ-

ated to the connection handle. to generate a new
link key.

The §vEast.=_.-r__i_€ni»<_“t-iey command is used to force
both devices of a connection associated to the con-

nection handle to use the temporary link Key of the
Master device or the regular link Keys.

The ?ten:ci'e_Narrie_i‘~1eqnest command is used to
obtain the user-friendly name of another Bluelooth
device.

The I>‘%ead____:’~‘Lemote___Si;pporte<i_‘_Feat:1res com-
mand requests a list of the supported features of a
remote device.

The SH‘:eadME~1einois__\.=’ers§ora__%r:i'orinatide: command
will read the values for the version information for
the remote Bluetooth device.

The :'{eac3___CSoci<___Ot¥se§ command allows the Host
to read the clock offset of remote devices.
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4.5.1 inquiry

Command Parameters Return Parameters
HC|_lnquiry LAP, Inquiry_Length,

Num_Responses

Description:

This Command will cause the Bluetooth device to enter Inquiry Mode. Inquiry

Mode is used to discover other nearby Bluetooth devices. The LAP input

parameter contains the LAP from which the inquiry access code shall be

derived when the inquiry procedure is made. The lnquiry_Length parameter

specifies the total duration of the Inquiry Mode and, when this time expires,

Inquiry will be halted. The Nurn_Responses parameter specifies the number of

responses that can be received before the Inquiry is halted. A Command Sta-

tus event is sent from the Host Controller to the Host when the Inquiry com-

mand has been started by the Bluetooth device. When the Inquiry process is

completed. the Host Controller will send an Inquiry Complete event to the Host

indicating that the Inquiry has finished. The event parameters of Inquiry Com-

plete event will have a summary of the result from the Inquiry process, which

reports the number of nearby Bluetooth devices that responded. When a Blue-

tooth device responds to the Inquiry message, an Inquiry Result event will

occur to notify the Host of the discovery.

A device which responds during an inquiry or inquiry period should always be

reported to the Host in an Inquiry Result event if the device has not been

reported earlier during the current inquiry or inquiry period and the device has

not been filtered out using the command Set_Event_Filter. If the device has

been reported earlier during the current inquiry or inquiry period, it may or may

not be reported depending on the implementation (depending on if earlier

results have been saved in the Host Controller and in that case how many

responses that have been saved). It is recommended that the Host Controller

tries to report a particular device only once during an inquiry or inquiry period.

Command Parameters:

LAP: Size: 3 Bytes

Value Parameter Description

0x9E8BUO—

DX9E8B3F
This is the LAP from which the inquiry access code should be derived

when the inquiry procedure is made; see “E-Siuatootn Assigned i~i:im'sers"
on page 'ii'}E3E§.
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inquiry_i_ength:

Parameter Description

Maximum amount of time specified before the Inquiry is halted.

Size:‘l byte

Range: 0x01 — 0x30

Time = N *1.28 sec

Range: 1.28 — 61.44 Sat:

Num_Responses: Size: 1 Byte

Parameter Description

Default. Unlimited number of responses.

Maximum number of responses from the Inquiry before the Inquiry is
halted.

Range: 0x01 — ClxFF

Return Parameters:

None.

Event(s) generated (unless masked away):

A Command Status event is sent from the Host Controller to the Host when the

Host Controller has started the Inquiry process. An Inquiry Result event will be

created for each Bluetooth device which responds to the Inquiry message. In

addition, multiple Bluetooth devices which respond to the Inquire message may

be combined into the same event. An Inquiry Complete event is generated

when the Inquiry process has completed.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Inquiry Complete

event will indicate that this command has been completed. No Inquiry Com-

plete event will be generated for the canceled Inquiry process.
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4.5.2 Inquiry_Cance|

Command Command Parameters Return Parameters

HC|_Inquiry_Cancei Status

Description:

This command will cause the Bluetooth device to stop the current Inquiry if the

Bluetooth device is in Inquiry Mode. This command allows the Host to interrupt

the Bluetooth device and request the Biuetooth device to perform a different

task. The command should only be issued after the inquiry command has been

issued. a Command Status event has been received for the inquiry command.

and before the inquiry Complete event occurs.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 inquiry_Cance| command succeeded.

0x01-OXFF inquiry_Cancei command failed. See "aabzia 13.1 on page Tfaéfi for list of
Error Codes.

Event(s) generated (unless masked away):

When the Inquiry Cancel command has completed, a Command Complete

event will be generated. No Inquiry Complete event will be generated for the

canceled inquiry process.

29 November 1999 HCI Commands

AFFLT0293772



Samsung Ex. 1019 p. 545

BLUETOOTH SPECIFICATION Version 1.0 B page 545 of 1082

Host Controiier interface Functional Specification
Bluetooth

4.5.3 Periodic_Inquiry_Mode

Command Command Parameters Return Parameters

HCl_Periodic_

|nqulry_Mode

Max_Period_Length, Status

Min_Period_Length,

LAP.

lnquiry_Length,

Num_Responses

Description:

The Periodic_Inquiry_Mode command is used to configure the Bluetooth

device to enter the Periodic Inquiry Mode that performs an automatic Inquiry.

Max_Period_Length and lv1in_Period_Length define the time range between

two consecutive inquiries, from the beginning of an inquiry until the start of the

next inquiry. The Host Controller will use this range to determine a new random

time between two consecutive inquiries for each Inquiry. The LAP input param«

eter contains the LAP from which the inquiry access code shall be derived

when the inquiry procedure is made. The lnquiry_Length parameter specifies

the total duration of the Inquirylvlode and, when time expires, Inquiry will be

halted. The Num_Responses parameter specifies the number of responses

that can be received before the Inquiry is halted. This command is completed

when the Inquiry process has been started by the Bluetooth device, and a

Command Complete event is sent from the Host Controller to the Host. When

each of the periodic Inquiry processes are completed, the Host Controller will

send an Inquiry Complete event to the Host indicating that the latest periodic

Inquiry process has finished. The event parameters of Inquiry Complete event

will have a summary of the result from the previous Periodic Inquiry process,

which reports the number of nearby Bluetooth devices that responded. When a

Bluetooth device responds to the Inquiry message an Inquiry Result event will

occur to notify the Host of the discovery.

Note: Max_Period_Length > Min_Period_Length > |nquiry_Length

A device which responds during an inquiry or inquiry period should always be

reported to the Host in an Inquiry Result event if the device has not been

reported earlier during the current inquiry or inquiry period and the device has

not been filtered out using the command Set_Event_Fiiter. If the device has

been reported earlier during the current inquiry or inquiry period, it may or may

not be reported depending on the implementation (depending on if earlier

results have been saved in the Host Controller and in that case how many

responses that have been saved). It is recommended that the Host Controller

tries to report a particular device only once during an inquiry or inquiry period.
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Command Parameters:

Max_Pen'od_i_engrh:

Value Parameter Description

Size: 2 Bytes

N = UXXXXX Maximum amount of time specified between consecutive inquiries.

Size: 2 bytes

Range: 0x03 — UXFFFF
Time = N * 1.28 sec

Range: 3.84 — 83884.8 Sec
0.0 — 23.3 hours

Min_Period_Length.' Size: 2 Bytes

Parameter Description

Minimum amount of time specified between consecutive inquiries.

Size: 2 bytes

Range: 0x02 — UXFFFE
Time = N * 1.28 sec

Range: 2.58 — 83883.52 Sec
0.0 — 23.3 hours

Size: 3 Bytes

 Parameter Description
0x9E8B0O—

0X9E8B3F
This is the LAP from which the inquiry access code should be derived
when the inquiry procedure is made, see "1*I*;i:.a-:2:§l;-<>ti~l As-sig;:':e<i i~isimE3ers"
on page ‘!l3i39.

inquiny_Lengih.' Size: 1 Byte

Parameter Description

Maximum amount of time specified before the Inquiry is halted.

Size: 1 byte

Range: 0x01 — 01:30
Time = N ‘ 1.28 sec

Range: 1.28 — 81.44 Sec

Num_Res,oonses: Size: 1 Byte

Parameter Description

Default. Unlimited number of responses.

Maximum number of responses from the Inquiry before the Inquiry is
halted.

Range: 0x01 — OXFF
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Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Periodic Inquiry Mode command succeeded.

0x01«0xFF Periodic Inquiry Mode command failed. See iabie 3 1 on page ‘hf-E3 for list
of Error Codes.

Event(s) generated (unless masked away):

The Periodic Inquiry Mode begins when the Host Controller sends the Com-

mend Complete event for this command to the Host. An Inquiry Result event

will be created for each Biuetooth device which responds to the Inquiry mes-

sage. In addition, multiple Bluetooth devices which response to the Inquiry

message may be combined into the same event. An Inquiry Complete event is

generated when each of the periodic Inquiry processes has completed. No

Inquiry Complete event will be generated for the canceled Inquiry process.
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4.5.4 Exit_Periodic_|nquiry_Mode

command Return ParametersParameters

HC |_Exit_Period ic_I nq u iry_Mode

Description:

The Exit Periodic Inquiry Mode command is used to end the Periodic Inquiry

mode when the local device is in Periodic Inquiry Mode. If the local device is

currently in an Inquiry process, the Inquiry process will be stopped directly and

the Host Controller will no longer perform periodic inquiries until the Periodic

Inquiry Mode command is reissued.

Command Parameters:

None.

Return Parameters:

Status: Size.‘ 1 Byte

Value Parameter Description

0x00 Exit Periodic Inquiry Mode command succeeded.

0x01-OXFF Exit Periodic Inquiry Mode command failed. See ‘fable 6. ‘E on ghaggeis 'E’=ié‘: for
list of Error Codes.

Event(s) generated (unless masked away):

A Command Complete event for this command will occur when the local device

is no longer in Periodic Inquiry Mode. No Inquiry Complete event will be gener-

ated for the canceled Inquiry process.
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4.5.5 Create_Connection

Command OCF Command Parameters ReturnParameters

HCl_Create_Con nection BD_ADD R.

Packet_Type,

Page_Scan_Repetiticn_Mode.

Page_Scan_Mode.

Clock_Offset,

A||cw_Role_Switch

Description:

This command will cause the Link Manager to create a connection to the Blue-

tooth device with the BD_ADDR specified by the command parameters. This

command causes the local Bluetocth device to begin the Page process to cre-

ate a link level connection. The Link Manager will determine how the new ACL

connection is established. This ACL connection is determined by the current

state of the device, its piconet, and the state of the device to be connected. The

Packet_Type command parameter specifies which packet types the Link Man-

ager shall use for the ACL connection. The Link Manager must use only the

packet type(s) specified by the Packet_Type command parameter for sending

HCI ACL Data Packets. Multiple packet types may be specified for the Packet

Type parameter by performing a bit—wise OR operation of the different packet

types. The Link Manager may choose which packet type to be used from the

list of acceptable packet types. The Page_Scan_Repetition_Mode and

Page_Scan_Mode parameters specify the page scan modes supported by the

remote device with the BD_ADDR. This is the information that was acquired

during the inquiry process. The C|ock_Offset parameter is the difference

between its own clock and the clock of the remote device with BD_ADDR. Only

bits 2 through 16 of the difference are used, and they are mapped to this

parameter as bits 0 through 14 respectively. A C|ock_Offset_Va|id_F|ag.

located in bit 15 of the C|ock_Offset parameter, is used to indicate if the Clock
Offset is valid or not. A Connection handle for this connection is returned in the

Connection Complete event (see below). The Allow_Ro|e_Switch parameter

specifies if the local device accepts or rejects the request of a master-slave

role switch when the remote device requests it at the connection setup (in the

Role parameter of the Accept_Connection_Request command) (before the

local Host Controller returns a Connection Complete event). For a definition of

the different packet types see the “Baset;anci S:'i;:Jscificaticn" on page 33.

Note: At least one packet type must be specified. The Host should enable as

many packet types as possible for the Link Manager to perform efficiently.

However, the Host must not enable packet types that the local device does not

support.
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Command Parameters:

BD_ADDR.' Size: 6 Bytes

Parameter Description

BD_ADDR of the Device to be connected.

Size: 2 Bytes

OXXXXXXXXXXXXX

Pecke1‘_ Type:

Parameter Description

Reserved for future use.

Reserved for future use.

Reserved for future use.

DM1

DH1

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

DM3

DH3

Reserved for future use.

Reserved for future use.

DM5

DH5

Page_Scan_Repetition_Mode: Size: 1 Byte

Parameter Description

0x00

0x01

0x02

0x03 -— UXFF
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Page_Scan_li/iode:

Parameter Description

0x00 Mandatory Page Scan Mode.

0x01 Optional Page Scan Mode I.

0x02 Optional Page Scan Mode ll.

0x03

0x04 — UXFF

Optional Page Scan Mode Ill.

Reserved.

Ciocirfl Offset: Size: 2 Bytes

Bit format Parameter Description

Bit 16.2 of CL|<slave-CLKmaster.

C|ocl<_Otfset_Va|id_F|ag
Invalid Clock Offfset = 0

Valid Clock Offset = 1

Aiiow_Roie_Switch.' Size: 1 Byte

Parameter Description

The local device will be a master. and will not accept a master-slave
switch requested by the remote device at the connection setup.

The local device may be a master, or may become a slave after
accepting a master-slave switch requested by the remote device at the
connection setup.

0x02-0xFF Reserved for future use.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Create Connection command, the Host

Controller sends the Command Status event to the Host. In addition, when the

LM determines the connection is established, the Host Controller, on both

Bluetooth devices that form the connection. will send a Connection Complete

event to each Host. The Connection Complete event contains the Connection
Handle if this command is successfut.

Note: no Command Complete event will he sent by the Host Controller to

indicate that this command has been completed. Instead, the Connection

Complete event will indicate that this command has been completed.
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4.5.6 Disconnect

Command Command Parameters Return Parameters

HC|_Disconnect Connection_Handle.
Reason

Description:

The Disconnection command is used to terminate an existing connection. The

Connection_Hand|e command parameter indicates which connection is to be

disconnected. The Reason command parameter indicates the reason for end-

ing the connection. The remote Bluetooth device will receive the Reason com-

mand parameter in the Disconnection Complete event. All SCO connections on

a physical link should be disconnected before the ACL connection on the same

physical connection is disconnected.

Command Parameters:

Connection_Handle.' Size: 2 Bytes (12 Bits meaningful)

Parameter Description

' Connection Handle for the connection being disconnected.
Range: DXUUGG-GXOEFF (DXOFUG - DXOFFF Reserved for future use}

Size: 1 Byte

Value Parameter Description

' Other End Terminated Connection error codes (0x13-0x15) and Unsup-
0x1A ported Remote Feature error code (Eix1A) see Table on page M5 for

list of Error Codes.

0x13«0x15.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Disconnect command, it sends the

Command Status event to the Host. The Disconnection Complete event will

occur at each Host when the termination of the connection has completed, and

indicates that this command has been completed.

Note: No Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Disconnection

Complete event will indicate that this command has been completed.
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4.5.7 Add_SCO_Connection

Parameters

HCl_Add_SCO_Connection 0x000? Ccnnecticn_Hand|e,

Packet_Type

Description:

This command will cause the link manager to create a SCO connection using

the ACL connection specified by the Connection_Hand|e command parameter.
This command causes the local Bluetooth device to create a SCO connection.

The Link Manager will determine how the new connection is established. This

connection is determined by the current state of the device, its piconet, and the

state of the device to be connected. The Packet_Type command parameter

specifies which packet types the Link Manager should use for the connection.

The Link Manager must only use the packet typeis) specified by the

Packet_Type command parameter for sending HCI SCO Data Packets. Multi-

ple packet types may be specified for the Packet_Type command parameter by

performing a bitwise OR operation of the different packet types. The Link Man-

ager may choose which packet type is to be used from the list of acceptable

packet types. A Connection Handle for this connection is returned in the Con-

nection Complete event (see below).

Note: SCO-Connection can only be created when an ACL Connection already

exists. For a definition of the different packet types, see the “i3asst':and S:}p-:-2cifi--

cation" on page 33.

Note: At least one packet type must be specified. The Host Should enable as

many packet types as possible for the Link Manager to perform efficiently.

However, the Host must not enabie packet types that the local device does not
Support.

Command Parameters:

Connection_Han-die Size 2 Bytes (12 Bits meaningfui)

Parameter Description

Connection Handle for the ACL connection being used to create an SCO
connection.

Range: UXUUUO-UXOEFF (UXUFUU - Elx0FFF Reserved forfuture use}
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Packet_ Type: Size: 2 Bytes

Parameter Description

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

HV1

HV2

HV3

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Add_SCO_Connection command, it

sends the Command Status event to the Host. In addition, when the LM deter-

mines the connection is established, the Host Controller. on both Bluetooth

devices that form the connection. will send a Connection Complete event to

each Host. The Connection Complete event contains the Connection Handle if
this command is successful.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Connection

Complete event will indicate that this command has been completed.
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4.5.8 Accept_Connection_Request

Command OCF Command Parameters Return Parameters

HCl_Accept_Connection UXUUU9 BD_ADDR,

Request Role

Description:

The Accept_Connection_Request command is used to accept a new incoming

connection request. The Accept_Connection_Request command shall only be

issued after a Connection Request event has occurred. The Connection

Request event will return the BD_ADDR of the device which is requesting the

connection. This command will cause the Link Manager to create a connection

to the Bluetooth device, with the BD_ADDR specified by the command param-

eters. The Link Manager will determine how the new connection will be estab-

lished. This will be determined by the current state of the device, its piconet,

and the state of the device to be connected. The Role command parameter

allows the Host to specify if the Link Manager shall perform a Master-Slave

switch, and become the Master for this connection. Also, the decision to accept

a connection must be completed before the connection accept timeout expires
on the local Bluetooth Module.

Note: when accepting SCO connection request, the Role parameter is not used

and will be ignored by the Host Controlier.

Command Parameters:

BD_ADDR.' Size: 6 Bytes

Value Parameter Description

OXXXXXXXXXXXXX BD_ADDR of the Device to be connected

Size: 1 Byte

Parameter Description

Become the Master for this connection. The LM will perform the Masteri
Slave switch.

Remain the Slave for this connection. The LM will NOT perform the Mas-
terislave switch.

Return Parameters:

None.
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Event(s) generated (unless masked away):

The Accept_Connection_Request command will cause the Command Status

event to be sent from the Host Controller when the Host Controller begins set-

ting up the connection. In addition, when the Link Manager determines the con-

nection is established, the Host Controllers on both Bluetooth devices that form

the connection will send a Connection Complete event to each Host. The Con-

nection Complete event contains the Connection Handle if this command is
successful.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Connection

Complete event will indicate that this command has been completed.
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4.5.9 Reject_Connection_Request

Command Command Parameters Return Parameters

HCl_Reject_Connection OXDUUA BD_ADDR, Reason
Request

Description:

The Reject_Connection_Request command is used to decline a new incoming

connection request. The Reject_Connection_Request command shall only be

called after a Connection Request event has occurred. The Connection

Request event will return the BD_ADDR of the device that is requesting the

connection. The Reason command parameter will be returned to the connect-

ing device in the Status parameter of the Connection Complete event returned

to the Host of the connection device, to indicate why the connection was
declined.

Command Parameters:

BD_ADDR.' Size: 6 Bytes

Value Parameter Description

OXXXXXXXXXXXXX BD_AD DR of the Device to reject the connection from.

Size: 1 Byte

Value Parameter Description

OXOD-OXOF Host Reject Error Code. See 'l'at:ie .1 M5 for list of Error Codes
and descriptions.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Reject_Connection_Request command.
the Host Controller sends the Command Status event to the Host. A Connec-

tion Complete event will then be sent, both to the local Host and to the Host of

the device attempting to make the connection. The Status parameter of the

Connection Complete event, which is sent to the Host of the device attempting

to make the connection, will contain the Reason command parameter from this
command.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Connection

Complete event will indicate that this command has been completed.
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4.5.10 Link_Key_Request_Reply

Command
Return Parameters

Parameters

HC|_Link_Key_Request_Rep|y BD_ADDR. Link_Key Status. BD_ADDR

Description:

The Link_Key_Request_Rep|y command is used to reply to a Link Key

Request event from the Host Controiler, and specifies the Link Key stored on

the Host to be used as the link key for the connection with the other Bluetooth

Device specified by BD_ADDR. The Link Key Request event will be generated

when the Host Controller needs a Link Key for a connection.

When the Host Controller generates a Link Key Request event in order for the

local Link Manager to respond to the request from the remote Link Manager

(as a result of a Create_Connection or Authentication_Requested command

from the remote Host), the local Host must respond with either a

Link_Key_Request_Rep|y or Link_Key_Request_Negative_RepIy command

before the remote Link Manager detects LMP response timeout. (See "Lini-t

ivianagier Prctccci" en page 185.)

Command Parameters:

BD_ADDR: Size: 6 Bytes

@Parameter Description
OXXXXXXXXXXXXX BD_ADDR of the Device of which the Link Key is for.

Size: 16 Bytes

Value Parameter Description

CIXXXXXXXXXXX Link Key for the associated BD_ADDR.
XXXXXXXXXXX
XXXXXXXXXXX

Return Parameters:

Status.‘ Size: 1 Byte

 Parameter Description
0x00 Link_Key_Request_Rep|y command succeeded.

OX0‘!-OXFF Lin|<__Key#Request*Repiy command failed. See Taste $3.1 er page 7’-if“: for
list of Error Codes.
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BD_ADDR:

Value Parameter Description

OXXXXXXXXX BD_ADDR of the Device of which the Link Key request reply has
XXXX completed.

Event(s) generated (unless masked away):

The Link Key_Request_Rep|y command will cause a Command Complete
event to Be generated.
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4.5.11 Link_Key_Request_Negative_Rep|y

Command Parameters Return Parameters

Status. BD_ADDR

Command

HC|_Link_Key_Request OXUUUC BD_ADDR
_Negative_Rep|y

Description:

The Link_Key_Request_Negative_Rep|y command is used to repiy to a Link

Key Request event from the Host Controller if the Host does not have a stored

Link Key for the connection with the other Bluetooth Device specified by

BD_ADDR. The Link Key Request event will be generated when the Host Con-

troller needs a Link Key for a connection.

When the Host Controller generates a Link Key Request event in order for the

local Link Manager to respond to the request from the remote Link Manager

(as a result of a Create_Connection or Authentication_Requested command

from the remote Host), the local Host must respond with either a

Link_Key_Request_Rep|y or Link_Key_Request_Negative_Reply oommand

before the remote Link Manager detects LMP response timeout. (See "Link

.'x»taaagge:' i>3rcte:;:3E"" on 185.)

Command Parameters:

BD_ADDR': Size: 6 Bytes

Parameter Description

OXXXXXXXXXXX BD_ADDR oi the Device which the Link Key is for.
XX

Return Parameters:

Status: Size.‘ 1' Byte

Parameter Description

0x00 LinkwKey__Request_NegativewReply command succeeded.

0x01-O)-:FF Lirik_Key_Request_Negative_Rep|y command failed. See ‘iataie 8.‘; or:
page T»-35 for list of Error Codes.

BD_ADDR.' Size: 6 Bytes

Parameter Description

OXXXXXXXXX BD_ADDR of the Device which the Link Key request negative reply has
XXXX completed.

Event(s) generated (unless masked away):

The Link_Key_Request_Negative_Rep[y command will cause a Command

Complete event to be generated.
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4.5.12 P|N_Code_Request_Rep|y

Command
Command Return Parameters

Parameters

HCI_PIN_Code_Request_Rep|y UXUUUD BD_ADDR. Status.BD_ADDR

PlN_Code_Length,

PIN_Code

Description:

The P|N_Code_Request_Rep|y command is used to reply to a PM Code

request event from the Host Controller, and specifies the PIN code to use for a

connection. The PIN Code Request event will be generated when a connection

with remote initiating device has requested pairing.

When the Host Controller generates a PIN Code Request event in order for the

local Link Manager to respond to the request from the remote Link Manager

(as a result of a Create_Connection or Authentication_Requested command

from the remote Host), the local Host must respond with either a

P|N_Code_Request_Rep|y or PIN_Code_Request_Negative_Rep|y com-

mand before the remote Link Manager detects LMP response timeout. (See

“L.Eni< Manager i3‘t‘otoco§” on 185.)

Command Parameters:

BD_/IDDR: Size: 6 Bytes

Parameter Description

OXXXXXXXXXXX BD_ADDR of the Device which the PIN code is for.

PiN__Code__i_ength: Size: 1 Byte

Parameter Description

The PIN code length specifics the length, in bytes. of the PIN code to
be used.

Range: 0x01-0x10

Size: 16 Bytes

Parameter Description

DXXXXXXXXXXX PIN code for the device that is to be connected. The Host should insure

XXXXXXXXXXX that strong PIN Codes are used. PIN Codes can be up to a maximum of
XXXXXXXXXXX 128 bits. The MSB of the PIN Code occupies byte zero.
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Return Parameters:

Status: Size: 1' Byte

Value Parameter Description

0x00 PlN_Code_Request_Reply command succeeded.

0x01-0xFF PlN_Code_Request_Rep|y command failed. See ‘l'a:3Ee:- 531 or: pa;-go ‘MES
for list of Error Codes.

BD_ADDR:

 Parameter Description
OXXXXXXXXX BD_ADDR of the Device which the PIN Code request reply has
XXXX completed.

Event(s) generated (unless masked away):

Size: 6 Bytes

The P|N_Code_Request_Reply command will cause a Command Complete

event to be generated.
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4.5.13 PIN_Code_Request_Negative_Rep|y

Command OCF Command Parameters Return Parameters

HCl_PlN_Code_ UXUUUE BD_ADDR Status. BD_ADDR
Req uest_Negatlve Reply

Description:

The PIN_Code_Request_Negative_Rep|y command is used to reply to a PIN

Code request event from the Host Controller when the Host cannot specify a

PIN code to use for a connection. This command will cause the pair request
with remote device to fail.

When the Host Controller generates a PIN Code Request event in order for the

local Link Manager to respond to the request from the remote Link Manager

(as a result of a Create_Connection or Authentication_Requested command

from the remote Host), the local Host must respond with either a

P|N_Code_Request_Rep|y or PIN_Code_Request_Negative_Rep|y com-

mand before the remote Link Manager detects LMP response timeout. (See

"Link Marsager i—3>:'otoco§“ on page 185.)

Command Parameters:

BD_ADDF.’.' Size: 6 Bytes

 Parameter Description
DXXXXXXXXXXXXX BD_ADDR of the Device which this command is responding to.

Return Parameters:

Status.‘ Size.‘ 1 Byte

Value Parameter Description

0x00 PlN_Code_Request_Negative_Reply command succeeded.

0x01-0xFF PlNWCode__Request_Negative_Reply command failed. See Tania '=.' on
page ?4*.I€=i} for list of Error Codes.

BD_ADDR.' Size: 6 Bytes

Parameter Description

UXXXXXXXXX BD_ADDR of the Device which the PiN Code request negative reply has
XXXX completed.

Event(s) generated (unless masked away):

The PlN_Code_Request_Negative_Rep|y command will cause a Command

Complete event to be generated.
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4.5.14 Change_Connection_Packet_Type

Command Command Parameters Return Parameters

Con nection_Handle.

Packet_Type

HC |_Change_Connection_

Packet_Type

Description:

The Change_Connection_Packet_Type command is used to change which

packet types can be used for a connection that is currently established. This

allows current connections to be dynamically modified to support different

types of user data. The Packet_Type command parameter specifies which

packet types the Link Manager can use for the connection. The Link Manager

must only use the packet type(s) specified by the Packet_Type command

parameter for sending HCI Data Packets. The interpretation of the value for the

Packet__Type command parameter will depend on the Link_Type command

parameter returned in the Connection Complete event at the connection setup.

Multiple packet types may be specified for the Packet_Type command parame-

ter by bitwise OR operation of the different packet types. For a definition of the

different packet types see the ”'r3asefpand Spec':fi<:ataon" on page 33.

Note: At least one packet type must be specified. The Host should enable as

many packet types as possible for the Link Manager to perform efficiently.

However, the Host must not enable packet types that the local device does not

support.

Command Parameters:

Connectior.I_Hano‘ie.' Size: 2 Bytes (12 Bits meaningfui)

 Parameter Description
Connection Handle to be used to for transmitting and receiving voice or
data. Returned from creating a connection.

Range: UXUUUU-CXOEFF (OXOFUU - OXOFFF Reserved for future use}

Packet_ Type: Size: 2 Bytes

For ACL Link_ Type

Parameter Description
Reserved forfuture use.

Reserved for future use.

Reserved forfuture use.

DM1
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Parameter Description

DH1

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

DM3

DH3

Reserved for future use.

Reserved for future use.

DM5

DH5

For SCO Link Type

Parameter Description

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

HV1

HV2

HV3

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.

Reserved for future use.
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Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Change Connection Packet Type com-
mand, the Host Controller sends the Command Status event to the Host. In

addition, when the Link Manager determines the packet type has been

changed for the connection, the Host Controller on the local device will send a

Connection Packet Type Changed event to the Host. This will he done at the

local side only.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Connection

Packet Type Changed event will indicate that this command has been

completed.
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4.5.15 Authentication_Requested

Command Command Parameters Return Parameters

HCl_Authentication_

Requested

Connection_Hand|e

Description:

The Authentication_Requested command is used to try to authenticate the

remote device associated with the specified Connection Handle. The Host

must not issue the Authentication_Requested command with a

Connection_Hand|e corresponding to an encrypted link. On an authentication

failure, the Host Controller or Link Manager shall not automatically detach the

link. The Host is responsible for issuing a Disconnect command to terminate

the link if the action is appropriate.

Note: the Connection__Hand|e command parameter is used to identify the other
Bluetooth device, which forms the connection. The Connection Handle should
be a Connection Handle for an ACL connection.

Command Parameters:

Connection_Handie.' Size 2 Bytes (12 Bits meaningfui)

Parameter Description

Connection Handle to be used to set up authentication for all Connection
Handles with the same Bluetooth device end-point as the specified Con-
nection Handle.

Range: OXUUUU-UXCIEFF (UXUFUU - 0x0FFF Reserved for future use)

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Authentication_Requested command, it

sends the Command Status event to the Host. The Authentication Complete

event will occur when the authentication has been completed for the connec-

tion and is indication that this command has been compteted.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Authentication

Complete event will indicate that this command has been completed.

Note: When the local or remote Host Controller does not have a link key for the

specified Connection_Hand|e, it will request the link key from its Host, before

the local Host finally receives the Authentication Complete event.
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4.5.16 Set_Connection_Encryption

Command Command Parameters Return Parameters

HC|_Set_Connection_
Encryption

Connection_i-iandle.
Encrypiion_Enable

Description:

The Set_Connection_Encryption command is used to enable and disable the

link level encryption. Note: the Connection_Hand|e command parameter is

used to identify the other Bluetooth device which forms the connection. The
Connection Handle should be a Connection Handle for an ACL connection.

While the encryption is being changed, all ACL traffic must be turned off for all
Connection Handles associated with the remote device.

Command Parameters:

Conneciion_i-iandie: Size 2 Bytes (12 Bits meaningfui)

Value Parameter Description

Connection Handle to be used to enableidisable the link layer encryption
for all Connection Handles with the same Bluetooth device end-point as
the specified Connection Handle.

Range: 0320000-UXOEFF (OXOFOO - OXOFFF Reserved for future use)

Encrypiion_Enabie: Size: 1 Byte

Value Parameter Description

0x00 ' Turn Link Level Encryption OFF.

0x01 Turn Link Level Encryption ON.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Set_Connection_Encryption command.
the Host Controller sends the Command Status event to the Host. When the

Link Manager has completed enablingidisabling encryption for the connection,

the Host Controller on the local Bluetooth device will send an Encryption

Change event to the Host, and the Host Controller on the remote device will

also generate an Encryption Change event.

Note: no Command Complete event will be sent by the Host Controller to indi-

cate that this command has been completed. instead, the Encryption Change

event will indicate that this command has been completed.
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4.5.17 Change_Connection_Link_Key

Command Command Parameters Return Parameters

HCl_Change_Connection_ Connection_Hand|e

Link__Key

Description:

The Change_Connection_Link_Key command is used to force both devices of

a connection associated with the connection handle to generate a new link key.

The link key is used for authentication and encryption of connections.

Note: the Connection_Handle command parameter is used to identify the other

Bluetooth device forming the connection. The Connection Handle should be a

Connection Handle for an ACL connection. If the connection encryption is

enabled, and the temporary link key is currently used. then the Bluetooth

master device will automatically restart the encryption.

Command Parameters:

Conr.-ection_Handie.' Size 2 Bytes (12 Bits meaningfui)

Parameter Description

Connection Handle used to identify a connection.

Range: UXUUUU-UXUEFF (UXUFUU - UXOFFF Reserved forfuture use}

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Change_Connection__Link_Key com-
mand, the Host Controller sends the Command Status event to the Host. When

the Link Manager has changed the Link Key for the connection, the Host Con-

troller on the local Bluetooth device will send a Link Key Notification event and

a Change Connection Link Key Complete event to the Host, and the Host Con-

troller on the remote device will also generate a Link Key Notification event.

The Link Key Notification event indicates that a new connection link key is valid
for the connection.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Change

Connection Link Key Complete event will indicate that this command has been

completed.
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4.5.18 Master_Link_Key

Command Command Parameters Return Parameters

HC |_Masier_Link_Key Key_Flag

Description:

The Master Link Key command is used to force the device that is master of the

piconet to use the temporary link key of the master device, or the semi-

permanent link keys. The temporary link key is used for encryption of broad-

cast messages within a piconet, and the semi-permanent link keys are used for

private encrypted point-to-point communication. The Key_F|ag command

parameter is used to indicate which Link Key (temporary link key of the Master,

or the semi-permanent link keys) shall be used.

Command Parameters:

Key_Fiag.' Size: 1 Byte

Parameter Description
0x00 Use semi-permanent Link Keys.

0x01 Use Temporary Link Key.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Master_Link_Key command, the Host
Controller sends the Command Status event to the Host. When the Link Man-

ager has changed link key, the Host Controller on both the local and the remote

device will send a Master Link Key Complete event to the Host. The Connec-
tion Handle on the master side will be a Connection Handle for one of the exist-

ing connections to a slave. On the slave side, the Connection Handle will be a

Connection Handle to the initiating master.

The Master Link Key Complete event contains the status of this command.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Master Link Key

Complete event will indicate that this command has been completed.
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4.5.19 Remote_Name_Request

Command OCF Command Parameters ReturnParameters

HCl_Remote_Na me_Request BD_ADDR.

Page_Scan_Repetition_Mode,

Page_Scan_Mode,

Clock_Offset

Description:

The Remote_Name_Request command is used to obtain the user~friend|y

name of another Bluetooth device. The user-friendly name is used to enable

the user to distinguish one Bluetooth device from another. The BD_ADDR

command parameter is used to identify the device for which the user-friendly

name is to be obtained. The Page_Scan_Repetition_|‘v1ode and

Page_8can_Mode command parameters specify the page scan modes sup-

ported by the remote device with the BD_ADDR. This is the information that

was acquired during the inquiry process. The C|ock_Offset parameter is the
difference between its own clock and the clock of the remote device with

BD_ADDR. Only bits 2 through 16 of the difference are used and they are

mapped to this parameter as bits 0 through 14 respectively. A

C|ock_0ffset_Va|id_F|ag. located in bit 15 of the C|oc|<_Offset command

parameter. is used to indicate if the Clock Offset is valid or not.
Note: if no connection exists between the local device and the device corre-

sponding to the BD_ADDR, a temporary link layer connection will be estab-
lished to obtain the name of the remote device.

Command Parameters:

BD_ADDR.' Size: 6 Bytes

Value Parameter Description

OXXXXXXXXXXX BD_ADDR for the device whose name is requested.

Page_Scan_Repetition__Mode: Size: 1 Byte

Parameter Description

0x00

0x01

0X02

0x03 — UXFF
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Page_Scan_Mode.'

Bluetooth-

Size: 1 Byte

0x00

0x01

0x02

0x03

0x04 — UXFF

Ciock_ Offset:

Parameter Description

Mandatory Page Scan Mode.

Optional Page Scan Mode l.

Optional Page Scan Mode ll.

Optional Page Scan Mode lll.

Reserved.

Size: 2 Bytes

Bit format Parameter Description

Bit 15.2 of CLKslave-CLl<master.

Clock_Offset_Valid_F|ag
Invalid Clock Offfset = 0

Valid Clock Offset = 1

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Remote_Name_Request command. the
Host Controller sends the Command Status event to the Host. When the Link

Manager has completed the LMP messages to obtain the remote name, the
Host Controller on the local Bluetooth device will send a Remote Name

Request Complete event to the Host. Note: no Command Complete event will

be sent by the Host Controller to indicate that this command has been com-

pleted. lnstead, only the Remote Name Request Complete event will indicate

that this command has been completed.
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4.5.20 Read_Remote_Supported_Features

Command OCF command
Parameters 5

HC1_Read_Remote_Supponed_Features 0x001 B Con nection_Hand|e‘

Description:

This command requests a list of the supported features for the remote device

identified by the Connection_Hand|e parameter. The C0nnection_Hand|e must

be a Connection_Hand|e for an ACL connection. The Read Remote Supported

Features Complete event will return a list of the LMP features. For details see

ivlaneger Proio::o§"" on page 185.

Command Parameters:

Connection_Handie.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Specifies which Connection Handle‘s LMP-supported features list to get.

Range: OXUUUU-UXDEFF (OXUFUU - UXDFFF Reserved for future use)

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Read_Remote_Supported_Features

command, the Host Controller sends the Command Status event to the Host.

When the Link Manager has completed the LMP messages to determine the
remote features, the Host Controller on the local Bluetooth device will send a

Read Remote Supported Features Complete event to the Host. The Read

Remote Supported Features Complete event contains the status of this com-

mand, and parameters describing the supported features of the remote device.

Note: no Command Complete event will be sent by the Host Controller to indi-

cate that this command has been completed. Instead, the Read Remote Sup-

ported Features Complete event will indicate that this command has been

completed.
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4.5.21 Read_Remote_Version_lnformation

Pa rarneters

HC|_Read_Remote_Version_ 0x001D Connection_Handle
I nformation

Description:

This command will obtain the values for the version information for the remote

Bluetooth device identified by the Connection_Handle parameter. The

Connection_Hand|e must be a Connection_Hand|e for an ACL connection.

Command Parameters:

Connecti'on_Hano‘ie: Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Specifies which Connection Handle‘s version information to get.

Range: UXUUUU-OXOEFF (UXOFUU - (}x0FFF Reserved for future use}

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Read_Remote_Version_|nformation

command, the Host Controller sends the Command Status event to the Host.

When the Link Manager has completed the LMP messages to determine the

remote version information, the Host Controller on the local Bluetooth device

will send a Read Remote Version Information Complete event to the Host. The

Read Remote Version Information Complete event contains the status of this

command, and parameters describing the version and subversion of the LMP

used by the remote device.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Read Remote

Version Information Complete event will indicate that this command has been

completed.
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4.5.22 Read_C|ock_Offset

Command OCF Command Parameters Return Parameters

HCl_Read_Clock_Offset 0xU01F Connection_Hand|e

Description:

Both the System Clock and the clock offset of a remote device are used to

determine what hopping frequency is used by a remote device for page scan.
This command allows the Host to read clock offset of remote devices. The

Connection_Hand|e must be a Connection_Hand|e for an ACL connection.
This command could be used to facilitate handoffs of Bluetooth devices from

one device to another.

Command Parameters:

Connection_Handie.' Size: 2 Bytes (12 bits meaningfui)

Parameter Description

Specifies which Connection HandIe‘s Clock Offset parameter is returned.

Range: OXUUUU-UXUEFF (OXUFUU - UXOFFF Reserved forfuture use)

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the Read_C|ock_Offset command. the Host
Controller sends the Command Status event to the Host. if this command was

requested at the master and the Link Manager has completed the LMP mes-

sages to obtain the Clock Offset information, the Host Controller on the local

Bluetooth device will send a Read Clock Offset Complete event to the Host.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, only the Read Clock

Offset Complete event will indicate that this command has been completed. If

the command is requested at the slave, the LM will immediately send a

Command Status event and a Read Clock Offset Complete event to the Host,

without an exchange of LMP PDU.
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4.6 LINK POLICY COMMANDS

The Link Policy Commands provide methods for the Host to affect how the Link

Manager manages the piconet. When Link Policy Commands are used, the LM

still controls how Bluetooth piconets and scatternets are established and main-

tained. depending on adjustable policy parameters. These policy commands

modify the Link Manager behavior that can result in changes to the link layer
connections with Bluetooth remote devices.

Note: only one ACL connection can exist between two Bluetooth Devices, and

therefore there can only be one ACL HCI Connection Handle for each physical

link layer Connection. The Biuetooth Host Controller provides policy adjust-

ment mechanisms to provide support for a number of different policies. This

capability allows one Bluetooth module to be used to support many different

usage models, and the same Biuetooth module can be incorporated in many

different types of Bluetooth devices. For the Link Policy Commands, the OGF
is defined as 0x02.

Command Summary Description

The §--i<ai;:i___t~itcdq:- command is used to alter the
behavior of the LM and have the LM place the local
or remote device into the hold mode.

SnE§f__Mcds The E3niff___¥~it<:o'e command is used to alter the
behavior of the LM and have the LM place the local
or remote device into the sniff mode.

Eix=t_‘_S3n§ftj__i.«io«:ie The EXii‘__E-;"!'Eifii__i'v§{ii‘.5€E3 command is used to end the
sniff mode for a connection handle which is currently
in sniff mode.

P.=;rE«;__i\/Sade The e'—"ari<,_Mo<ie command is used to alter the
behavior of the LM and have the LM place the local
or remote device into the Park mode.

E.<ii__ParE<_i‘v‘iode The E-.'xit_Pa:'.i<__tvtc<ie command is used to switch
the Bluetooth device from park mode back to active
mode.

The Q05-}__‘_Sets,'-:3 command is used to specify Qual-
ity of Service parameters for a connection handle.

Rr;-§e~_D§soss-cry The Rcie_“Disr;ou'-my command is used for a Blue-
tooth device to determine which role the device is

performing for a particular Connection Handie.

E3w:t-2:.-n___¥£oie The ’~'3‘e'\I'§:.C§.3‘___§‘2'.‘:i|5§ command is used for a Bluetooth
device switch the current role the device is per-
forming for a particular connection with the speci-
fied Bluetooth device
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command Command Summary Description

Reari___Lirk__Pnlicy___53eiiir':gs The ReecI___Lim'—'.___Policy__Seit§rigs command will
read the Link Policy settings for the specified Con-
nection Handle. The Link Policy settings allow the
Host to specify which Link Modes the LM can use
for the specified Connection Handle.

Ws~.te.___i.i:':%___F-*<:ii<:y___t‘~3ett§n§;ss The ‘J‘.z’rs'ie___i..i:1i<___§V’e::§§l:y___Ssaa:ét:ng;s command will
write the Link Policy settings for the specified Con-
nection Handle. The Link Policy settings allow the
Host to specify which Link Modes the LM can use
for the specified Connection Handle.
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4.6.1 HoId_Mode

Command Command Parameters Return Parameters

HC|_HoId_Mode Connection_Handle.

Ho|d_Mode_Max_|r1terva|,

Hcld_Mcde_Min_|nterva|

Description:

The Hold__Mode command is used to alter the behavior of the Link Manager,

and have it place the ACL baseband connection associated by the specified

Connection Handle into the hold mode. The Ho|d_Mode_Max_|nterva| and

Hold_Mode_lvlin_|nterva| command parameters specify the length of time the

Host wants to put the connection into the hold mode. The local and remote

devices will negotiate the length in the hold mode. The Ho|d_Mode_Max_

Interval parameter is used to specify the maximum length of the Hold interval

for which the Host may actually enter into the hold mode after negotiation with
the remote device. The Hold interval defines the amount of time between when

the Hold Mode begins and when the Hold Mode is completed. The Hold_

Mode_Min_Interva| parameter is used to specify the minimum length of the

Hold interval for which the Host may actually enter into the hold mode after the

negotiation with the remote device. Therefore the Hold_Mode_Min_lnterva|

cannot be greater than the Hoid_Mode_Max_lnterval. The Host Controller will

return the actual Hold interval in the Interval parameter of the Mode Change

event, if the command is successful. This command enables the Host to sup-

port a low-power policy for itself or several other Bluetooth devices, and allows

the devices to enter Inquiry Scan, Page Scan, and a number of other possible
actions.

Note: the connection handle cannot be of the SCO link type.

Command Parameters:

Connection_Handie.' Size: 2 Bytes (12 Bits meaningful)

Parameter Description

Connection Handie to be used to identify a connection.

Range: UXUUUU-UXOEFF {UXOFOG - UXOFFF Reserved for future use)

Hoid_Mode_Max_iniervai.' Size: 2 Bytes

Parameter Description

N = UXXXXX Maximum acceptable number of Baseband slots to wait in Hold Mode.

Time Length of the Hold = N * 0.525 msec {1 Baseband slot)

Range for N: UXUUU1-UXFFFF

Time Range: U.625ms - 40.9 sec
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Hoid_Moo‘e_Min_intervai.' Size: 2 Bytes

Parameter Description

N = UXXXXX Minimum acceptable number of Baseband slots to wait in Hold Mode.

Time Length of the Hold = N " 0.625 rnsec (1 Baseband slot)

Range for N: UXOOO1-OXFFFF

Time Range: 0.625 msec - 40.9 sec

Return Parameters:

None.

Event(s) generated (unless masked away):

The Host Controller sends the Command Status event for this command to the

Host when it has received the Ho|d_Mode command. The Mode Change event

will occur when the Hold Mode has started and the Mode Change event will

occur again when the Hold Mode has completed for the specified connection

handle. The Mode Change event signaling the end of the Hold Mode is an esti-

mation of the hold mode ending if the event is for a remote Bluetooth device.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, only the Mode

Change event will indicate that this command has been completed. If an error

occurs after the Command Status event has occurred, then the status in the

Mode Change event will indicate the error.
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4.6.2 Sniff_Mode

Command Command Parameters Return Parameters

HC|_SnitT_Mode Connection_Handie.

Sr1iff_Max_|nterva|,

Sr1iff_Mir1_|nterva|,

Sr1iff__Attempt.

Sr1ifi_Timeout

Description:

The Sniff Mode command is used to alter the behavior of the Link Manager and

have it place the ACL baseband connection associated with the specified Con-

nection Handle into the sniff mode. The Connection_Handle command param-

eter is used to identify which ACL link connection is to be placed in sniff mode.

The Sniff_l'v1ax_lnterval and Sniff_l'v1in_|nterva| command parameters are used

to specify the requested acceptable maximum and minimum periods in the

Sniff Mode. The Sniff_iv1in_lnterva| cannot be greater than the

Sniff_iv‘|a><_|nterval. The sniff interval defines the amount of time between each

consecutive sniff period. The Host Controller will return the actual sniff interval

in the Interval parameter of the Mode Change event, if the command is suc-

cessful. The slave will listen at the end of every actual sniff interval, for the

period specified by the Sniff_Attempt command parameter. The slave will con-

tinue listening for packets for an additional period specified by Sniff_'l':meout,
as long as it is receiving packets. This command enables the Host to support a

low-power policy for itself or several other Bluetooth devices, and allows the

devices to enter Inquiry Scan, Page Scan, and a number of other possibte
actions.

Note: in addition. the connection handle cannot be one of SCO link type.

Command Parameters:

Connection_Handie: Size: 2 Bytes (12 Bits meanfngfui)

Parameter Description

OXXXXX Connection Handle to be used to identify a connection.

Range: UXUUUU-UXUEFF (OXOFOO - UXOFFF Reserved for future use}

Sniff__Max_intervai.' Size: 2 Byte

Parameter Description

N = OXXXXX Maximum acceptable number of Baseband slots between each sniff
period.

{3nifi_lv!ax_|nterva| >= Sniff_Min_lnterva|)

Length = N " 0.625 msec (1 Baseband slot)

Range for N: OXDDD1 — IJXFFFF

Time Range: 0.625 msec - 40.9 Seconds
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Sniff_Min_inrervai:

Bluetooth.

Size: 2 Byte

N = OXXXXX

Parameter Description

Minimum acceptable number of Baseband slots between each sniff
period.

{Sniff_Max_lnterval >= Sniff_Mln_lnterval)

Length = N * 0.625 msec (1 Baseband slot)

Range for N: OXDDD1 — UXFFFF

1"lme Range: 0.625 msec - 40.9 Seconds

Sniff_A ttempt:

N = UXXXXX

Parameter Description

Number of Baseband slots for sniff attempt.

Length = N ' 0.625 msec (1 Baseband slot)

Range for N: 0x0001 — 0xFFFF

Time Range: 0.625 msec - 40.9 Seconds

Size: 2 Byte

Sniff_Timeou1‘:

Parameter Description

Number of Baseband slots for sniff timeout.

Length = N * 0.625 msec (1 Baseband slot)

Range for N: 0x0001 — 0xFFFF

1"lme Range: 0.625 msec - 40.9 Seconds

Size: 2 Byte

Return Parameters:

None.

Event(s) generated (unless masked away):

The Host Controller sends the Command Status event for this command to the

Host when it has received the Sniff_M0de command. The Mode Change event

will occur when the Sniff Mode has started for the specified connection handle.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead only the Mode

Change event will indicate that this command has been completed. If an error
occurs after the Command Status event has occurred, then the status in the

Mode Change event will indicate the error.
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4.6.3 Exit_Sniff_Mocie

Command Command Parameters Return Parameters

HC|_Exit_Sniff_lV|ode Conr1ection_HandIe

Description:

The Exit_Sniff_Mode command is used to end the sniff mode for a connection

handle. which is currently in sniff mode. The Link Manager will determine and

issue the appropriate LMP commands to remove the sniff mode for the associ-
ated Connection Handle.

Note: in addition. the connection handle cannot be one of SCO link type.

Command Parameters:

Connection_Hano‘ie: Size: 2 Bytes (1' 2 Bits meaningful)

Parameter Description

Connection Handie to be used to identify a connection.

Range: UXUUUU-OXOEFF (UXOFUU - (}x0FFF Reserved for future use}

Return Parameters:

None.

Event(s) generated (unless masked away):

A Command Status event for this command will occur when Host Controller

has received the Exit_Sniff_Mode command. The Mode Change event will

occur when the Sniff Mode has ended for the specified connection handle.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, only the Mode

Change event will indicate that this command has been completed.
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4.6.4 Park_lli|ode

Command Command Parameters Return Parameters

HCl_Park_N|ode Connection_HandIe.

Beacon_Max_Interva|,

Beacon_Min_lnterva|

Description:

The Park Mode command is used to alter the behavior of the Link Manager,

and have the LM place the baseband connection associated by the specified

Connection Handle into the Park mode. The Connection_t-landle command

parameter is used to identify which connection is to be placed in Park mode.

The Connection_Handte must be a Connection_Hand|e for an ACL connection.

The Beacon Interval command parameters specify the acceptable length of the

interval between beacons. However, the remote device may request shorter

interval. The Beacon_Max_Interval parameter specifies the acceptable longest

length of the interval between beacons. The Beacon_Min_|nterva| parameter

specifies the acceptable shortest length of the interval between beacons.

Therefore, the Beacon Min Interval cannot be greater than the Beacon Max
Interval. The Host Controller will return the actual Beacon interval in the Inter-

val parameter of the Mode Change event, if the command is successful. This

command enables the Host to support a |ow~power policy for itself or several

other Bluetooth devices. allows the devices to enter Inquiry Scan. Page Scan.

provides support for large number of Bluetooth Devices in a single piconet, and

a number of other possible activities.

Command Parameters:

Connection_Handie.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Connection Handle to be used to identify a connection.

Range: UXUUUU-UXUEFF (UXUFUU - UXUFFF Reserved for future use}

Beacon_Max_intervai.' Size: 2 Bytes

Value Parameter Description

N = UXXXXX Maximum acceptable number of Baseband slots between consecutive
beacons.

Interval Length = N * 0.625 msec {1 Baseband slot)

Range for N: 0xDDD1 — 0xFFFF

Time Range: 0.625 msec ~ 40.9 Seconds
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Beacon_Min_intervai Size: 2 Bytes

Parameter Description

Minimum acceptable number of Baseband slots between consecutive
beacons

Interval Length = N * 0.825 msec (‘I Baseband slot)

Range for N: UXOOO1 — CIXFFFF

Time Range: 0.625 msec - 40.9 Seconds

N = DXXXXX

Return Parameters:

None.

Event(s) generated (unless masked away):

The Host Controller sends the Command Status event for this command to the

Host when it has received the Park_Mode command. The Mode Change event

will occur when the Park Mode has started for the specified connection handle.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, only the Mode

Change event will indicate that this command has been completed. If an error
occurs after the Command Status event has occurred, then the status in the

Mode Change event will indicate the error.
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4.6.5 Exit_Park_Mode

Command OCF Command Parameters Return Parameters

HCl_Exil_Park_Mode OXUOUS Connection_Hand|e

Description:

The Exit_Park_Mode command is used to switch the Bluetooth device from

park mode back to active mode. This command may only be issued when the

device associated with the specified Connection Handle is in Park Mode. The

Connection_Hand|e must be a Connection_Hand|e for an ACL connection.

This function does not complete immediately.

Command Parameters:

Connection#Handie: Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Connection Handle to be used to identify a connection.

Range: UXUUUU-UXUEFF (UXUFUU - OXOFFF Reserved forfuture use)

Return Parameters:

None.

Event(s) generated (unless masked away):

A Command Status event for this command will occur when the Host Controller

has received the Exit__Park_Mode command. The Mode Change event will

occur when the Park Mode has ended for the specified connection handle.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, only the Mode

Change event will indicate that this command has been completed.
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4.6.6 QoS_Setup

HC|_QoS_Setup

Command
Return Parameters

Parameters

Connection_Hand|e,

Flags,

Service_Type,

Token_Rate.

Peak*Bandwiclth.

Latency.

Deiay_Variation

Description:

The QoS_Setup command is used to specify Quality of Service parameters for

a connection handle. The Connection_Hand|e must be a Connection_Handle

for an ACL connection. These Q08 parameter are the same parameters as

LZCAP Q08. For more detail see "Logical Link Contrast and Adaptatieit Prater:-:1!

E~2pscitica§ion" page 2453. This allows the Link Manager to have all of the

information about what the Host is requesting for each connection. The LM will

determine if the Q08 parameters can be met. Biuetooth devices that are both
slaves and masters can use this command. When a device is a slave. this com-

mand will trigger an LMP request to the master to provide the slave with the

specified Q08 as determined by the LM. When a device is a master, this com-

mand is used to request a slave device to accept the specified Q08 as deter-

mined by the LM of the master. The Connection_Hand|e command parameter

is used to identify for which connection the Q08 request is requested.

Command Parameters:

Connection_i-iandie: Size: 2 Bytes (12 Bits meaningfui)

Parameter Description
Connection Handle to be used to identity which connection for the 008
Setup.

Range: UXUUUU-UXOEFF (DXDFUU - UXUFFF Reserved for future use}

Size: 1 Byte

Value Parameter Description

0x00 — UXFF Reserved for Future Use.
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Service_ Type: Size: 1 Byte

Value Parameter Description

0x00 No Traffic.

0x01 Best Effort.

0x02 Guaranteed.

DXD3-UXFF Reserved for Future Use.

Token_Rate: Size: 4 Bytes

Value

OXXXXXXXXX

Parameter Description

Token Rate in bytes per second.

Peai<_Bandwidth.' Size: 4 Bytes

Parameter Description

UXXXXXXXXX Peak Bandwidth in bytes per second.

Latency: Size: 4 Bytes

Value Parameter Description

Latency in microseconds.

Deiay_ Variation: Size: 4 Bytes

Parameter Description

DXXXXXXXXX Delay Variation in microseconds.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Host Controller receives the QoS_Setup command, the Host Con-

troller sends the Command Status event to the Host. When the Link Manager

has completed the LMP messages to establish the requested Q08 parameters,

the Host Controller on the local Bluetooih device will send a Q08 Setup Com-

plete event to the Host, and the event may also be generated on the remote

side if there was LMP negotiation. The values of the parameters of the Q08

Setup Complete event may, however, be different on the initiating and the

remote side. The Q08 Setup Complete event returned by the Host Controller
on the local side contains the status of this command. and returned Q03

parameters describing the supported Q08 for the connection.

Note: No Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, the Q08 Setup

Complete event will indicate that this command has been completed.
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4.6.? Role_Discovery

Command Parameters Return Parameters

HC|_Role_Discovery CIXUUU9 Connection_Handle Status,Connection_HandIe,

Cu rrent_Ro|e

Description:

The Role_Disoovery command is used for a Bluetooth device to determine

which role the device is performing for a particular Connection Handle. The

Connection_Handle must be a Connection_Handle for an ACL connection.

Command Parameters:

Connection_Handie.' Size: 2 Bytes (12 Bits meaningfut)

Parameter Description

Connection Handle to be used to identify a connection.

Range: DXDUOG-GXOEFF (DXOFGG - DXOFFF Reserved for future use}

Return Parameters:

Status: Size.‘ 1' Byte

Value Parameter Description

0x00 Role_Discovery command succeeded.

DX01-CIXFF Role_Disoovery command failed. See ‘iatzse 8.! on page '."‘-'15‘: for list of
Error Codes.

Connection_Hano'ie.' Size: 2 Bytes (12 Bits meaningful)

Parameter Description

Connection Handle to be used to identify which connection the
Ro|e_Discovery command was issued on.

Range: [H0000-0xOEFF {UXOFUU - DXOFFF Reserved for future use}

Curren t_Roie.' Size: 1 Byte

Value Parameter Description

0X00 Current Role is Master for this Connection Handle.

OX0‘! Current Role is Slave for this Connection Handle.

Event(s) generated (unless masked away):

When the Ro|e_Discovery command has completed, a Command Complete

event will be generated.
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4.6.8 Switch_Ro|e

Command Command Parameters Return Parameters

HCl_Switch_Ro|e BD_)'-KDDR, Role

Description:

The Switch_Roie command is used for a Biuetooth device to switch the current

role the device is performing for a particular connection with another specified

Bluetooth device. The BD_ADDR command parameter indicates for which con-

nection the role switch is to be performed. The Role indicates the requested

new role that the local device performs.

Note: the BD_ADDR command parameter must specify a Bluetooth device for

which a connection already exists.

Command Parameters:

BD_ADDF.’.' Size: 6 Bytes

Parameter Description

OXXXXXXXXXXX BD_ADDR for the connected device with which a role switch is to be
performed.

Size: 1 Byte

Parameter Description

Change own Role to Master for this BD_ADDR.

Change own Role to Slave for this BD_ADDR.

Return Parameters:

None.

Event(s) generated (unless masked away):

A Command Status event for this command will occur when the Host Controller

has received the Switch_Ro|e command. When the role switch is performed, a

Role Change event will occur to indicate that the roles have been changed,
and will be communicated to both Hosts.

Note: no Command Complete event will be sent by the Host Controller to

indicate that this command has been completed. Instead, only the Role

Change event will indicate that this command has been completed.
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4.6.9 Read_Link_Po|icy_Settings

Command Command Parameters Return Parameters

HC|_Reacl_LinK_Po|icy_ OXOUUC Connection_l-landle Status,

Settings Connection Handle

Li n |<_Po| ':cy_Settings

Description:

This command will read the Link Policy setting for the specified Connection

Handle. The Link_Po|icy_Settings parameter determines the behavior of the

local Link Manager when it receives a request from a remote device or it deter-

mines itself to change the master-slave role or to enter the hold, sniff, or park

mode. The local Link Manager will automatically accept or reject such a

request from the remote device, and may even autonomously request itself,

depending on the value of the Linl<_Po|icy_Settings parameter for the corre-

sponding Connection_Hand|e. When the value of the Link_Po|icy_Settings

parameter is changed for a certain Connection_Hand|e, the new value will only

be used for requests from a remote device or from the local Link Manager itself

made after this command has been completed. The Connection_Hand|e must

be a Connection_Handie for an ACL connection. By enabling each mode indi-

vidually, the Host can choose any combination needed to support various

modes of operation. Multiple LM policies may be specified for the

Link_Poiicy_Settings parameter by performing a bitwise OR operation of the

different activity types.

Command Parameters:

Connection_Hano‘te: Size: 2 Bytes (12 Bits meaningfut)

Parameter Description

Connection Handle to be used to identify a connection.

Range: UXUUUU-UXOEFF (DXOFOG - C-x0FFF Reserved for future use)

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Re-ad_Link_Po|icy_Settings command succeeded.

0x01-OXFF Read_Linl<_Policy_Seitings command failed. See E3? on page ?¥‘.-':‘:-
for list of Error Codes.
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Conneciion_Handie.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Connecilon Handle to be used to identify a connection.

Range: UXUUUU-UXCIEFF (UXUFUU - 0:-(OFFF Reserved for future use}

i_ini<_Poiicy_Sen‘ings Size: 2 Bytes

Value Parameter Description

0240000 Disable All LM Modes.

0x0-301 Enable Master Slave Switch.

0x0002 Enable Hold Mode.

0x0004 Enable Sniff Mode.

0x0008 Enable Park Mode.

0x0010 Reserved for Future Use.

Ox8000

Event(s) generated (unless masked away):

When the Read_Link_Po|icy_Settings command has completed, a Command

Complete event will be generated.
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4.6.10 Write_Link_Po|icy_Settings

Command Command Parameters Return Parameters

HC|_Write_Link_Po|icy_ OXOUUD Connection_i-landle. Status.

Settings Link_Poiicy_Settings Con nection_H andle

Description:

This command will write the Link Policy setting for the specified Connection

Handle. The Link_Po|icy_Settings parameter determines the behavior of the

local Link Manager when it receives a request from a remote device or it deter-

mines itself to change the master-slave role or to enter the hold. sniff. or park

mode. The local Link Manager will automatically accept or reject such a

request from the remote device, and may even autonomously request itself,

depending on the value of the Link_Policy__Settings parameter for the corre-

sponding Connection_Hand|e. When the value of the Link_Pc|icy_Settings

parameter is changed for a certain Connection_Handle, the new vaiue will only

be used for requests from a remote device or from the local Link Manager itself

made after this command has been completed. The Connection_Handle must

be a Connection_Hand|e for an ACL connection. By enabling each mode indi-

vidually. the Host can choose any combination needed to support various

modes of operation. Multiple LM policies may be specified for the

Link_Policy_Settings parameter by performing a bitwise OR operation of the

different activity types.

Command Parameters:

Connection_Hano‘ie.' Size: 2 Bytes (12 Bits meaningful)

 Parameter Description
Connection Handle to be used to identify a connection.

Range: UXUUUU-CXOEFF (UXCIFUU - OXCIFFF Reserved for future use)
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l'_ini<_Poiicy_Setiings Size: 2 Bytes

Value Parameter Description

OXOOUU Disable All LM Modes Default.

0:-(0001 Enable Master Slave Switch.

0x0O02 Enable Hold Mode.

OXDOO4

Ox0008

0x001 0

Enable Sniff Mode.

Enable Park Mode.

Reserved for Future Use.

OXSOOO

Return Parameters:

Status.‘ Size: 1 Byte

 Parameter Description
0x00 Write_Linl<_Po|icy_Settings command succeeded.

0x01-0xFF Write_Linl<_Policy_Settings command failed. See Yams £3 ‘E page Trif;
for list of Error Codes.

Connec:tion_Handie.' Size: 2 Bytes (12 Bits meaningful)

Parameter Description

Connection Handle to be used to identify a connection.

Range: UXUUUU-UXUEFF (OXUFUU - UXCIFFF Reserved for future use)

Event(s) generated (unless masked away):

When the Write_Link_Po|icy_Settings command has completed, a Command

Complete event will be generated.
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4.7 HOST CONTROLLER 8: BASEBAND COMMANDS

The Host Controller & Baseband Commands provide access and control to

various capabilities of the Bluetooth hardware. These parameters provide con-

trol of Bluetooth devices and of the capabilities of the Host Controller, Link

Manager. and Baseband. The host device can use these commands to modify
the behavior of the local device. For the HCI Control and Baseband Com-

mands. the OGF is defined as 0x03

Command Summary Description

The .*3ei___tZ-Ivcr1t____i~:ia command is used to
control which events are generated by the HCI
for the Host.

The Reset command will reset the Bluetooth

Host Controller. Link Manager, and the radio
module.

F$et_E-;'ee*.t_§'-':"Eter The SetmEvenL_i-'-titer command is used by the
Host to specify different event filters. The Host
may issue this command multiple times to
request various conditions for the same type of
event filter and for different types of event filters.

The i—"i=.ss'n command is used to discard all data

that is currently pending for transmission in the
Host Controller for the specified connection
handle. even if there currently are chunks of
data that belong to more than one LZCAP
packet in the Host Controller.

The 'Rear£____:’—-‘li\5____Ty_or-: command is used for the
Host to read the value that is specified to indi-
cate whether the Host supports variable PIN or
only fixed PlNs.

W.-'~:ta__='-‘Ete___'i’ype The ‘~:Ta’r':'t-.":=____PiN___3"yg>e command is used for the
Host to specify whether the Host supports vari-
able PIN or only fixed PlNs.

CreatemNew____t;'nlt___i<ey The f;reats___New"_t.in§t___i<.ey command is used
to create a new unit key.

t~"<~t-.'-sc:__E:1tored#L%ni<__i<ey The §'\’é,*£i-‘_‘i__\“‘?-Es':.-:'é.*o‘-___i,':tt.5<__KE331 command pro-
vides the ability to read one or more link keys
stored in the Bluetooth Host Controller.

‘.:°vr€ie___1“»toresc___ =..ta':ir___Key The ifv'rite___’S:creri.___E.inkmKey command pro-
vides the ability to write one or more fink keys
to be stored in the Bluetooth Host Controller.
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£3eiete___Stored__Li«r':l<_i<Tey The Dsiete_Stcred__LI=r':i<__i€ey command pro-
vides the ability to remove one or more of the
link keys stored in the Bluetooth Host Control-
ler.

(2hanga___i..e::cai___Narne The C§18i‘E§;§€3‘__i,.EI1€'}:Eii_‘_N£ii'T'ifi? command provides
the ability to modify the user—friendiy name for
the Bluetooth device.

Ree1Li__Loi:ai_Nan'ie The Resd__i-cca's__i\ian'ee command provides the
ability to read the stored user-friendly name for
the Bluetooth device.

itead___Conrsection___A<:ceg:it___'i'ime::is£ The i"*?i‘i?sEE(§_‘_ Connaction___s\cce;::i__"§'i em.-oist com»
mand will read the value for the Connection_
Acceptjimeout configuration parameter. which
allows the Bluetooth hardware to automatically
deny a connection request after a specified
period has occurred. and to refuse a new con-
nection.

Wr;'ts=_e__{3or=. rzectitaiimac ::epi.__'i'i=":2ec iii The ‘v‘v'i~; ie__{3oe:r:e i3t::tJi‘t__fiXC~':.é.= p';__‘i'§neeout will
write the value for the Connection_Accept_
Timeout configuration parameter, which allows
the Bluetooth hardware to automatically deny a
connection request after a specified period has
occurred. and to refuse a new connection.

f-'{ead_PagaM'Ti:ne:3u§ The i-'*Zead__PagemT'::nerJui command will read
the value for the Page_Rep|y_'l'imeout configu-
ration parameter. which allows the Bluetooth
hardware to define the amount of time a con-

nection request will wait for the remote device
to respond before the local device returns a
connection failure.

W:“=.Ie_Page_T:meout The W:"=IEe_Page_Timeos.:t command will write
the value for the F'age_Reply_Timeout configu-
ration parameter. which allows the Bluetooth
hardware to define the amount of time a con-

nection request will wait for the remote device
to respond before the local device returns a
connection failure.

Read__ocai:_E::at>§a The Read__Sceri__Ena'-taie command will read the
value for the Scan_Enable configuration param-
eter, which controis whether or not the Blue-

tooth device wiil periodically scan for page
attempts andior inquiry requests from other
Biuetooth devices.
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‘u“vr§te__Scan___Estable The v"v'r§te___f§can___Enahie command will write
the value for the Scan_EnabIe configuration
parameter, which controls whether or not the
Bluetooth device will periodically scan for page
attempts andior inquiry requests from other
Bluetooth devices.

n___r\c-tivily The F<aan'___i’a§;s___$can___;\cti~,=§:*3.* com mand will
read the values for the Page_Scan__lnlerval and
Page_Scan_Window configuration parame-
ters. Page_Scan_|nterva| definesthe amount of
time between consecutive page scans.
Page_Scan_Window defines the duration of the
page scan.

S:‘an_,Ac?=.~;lt'y The WritemPage__3can___;‘3.ctiv§ty command will
write the value for Page_Scan_|nterva| and_
Page_Scan_'-Nindow configuration parame-
ters. Page_Scan_|nterva| defines the amount of
time between consecutive page scans.
Page_Scan__Window defines the duration of the
page scan.

RFi3(§“_i:15“:i5E{yd‘_ScElE':____,*5.Ct§‘v’Et§s The ivlearimlno,::ar;.g_‘$Ecar=____Actsvitv command will
read the value for lnquiry_Scan_lntervaI and
|nquiry_Scan_Window configuration parame-
ters. lnqulry_Scan_lnterva| defines the amount
of time between consecutive inquiry scans.
|nquiry__Scan__Window defines the amount of
time for the duration of the inquiry scan.

Wréte__‘§ :"-.-f2itiii}.'_"$Cfit‘: ___;’=.ctivltv The ‘v’\’F§itE___§W21E.ilfy__.St)Ei'1___f-i.i:iik*it}* command will
write the value for |nquiry_Scan_|ntervaI and
Inquiry_Scan_'-Nindow configuration parame-
ters. lnquiry__Scan_lnterva| defines the amount
of time between consecutive inquiry scans.
|nquiry_Scan_Window defines the amount of
time for the duration of the inquiry scan.

R9€‘§t‘.§‘__?'-“.ijii":-.’:ti‘. tit)-EEi.i().":__‘:*:':i'i£%i£)5£2 The Read___:9n_iilna:1tE2::atécn__‘i}Is'sal)ie com mand
will read the value for the Authenticatlon__
Enable parameter. which controls whether the
Bluetooth device will require authentication for
each connection with other Bluetooth devices.

‘A-'rs'i-e.>__.r?\Llinanticatlt>r1__Er2abis The ‘»,-'\*'r§‘ie.=__/-‘\Lel?ee:'*..iication__E:eai:le command
will write the value for the Authentication_
Enable parameter, which controls whether the
Bluetooth device will require authentication for
each connection with other Bluetooth devices.

Raad___Er:cry'ptlon___i‘v‘lode The Rt-P?3€iM_En(2r};'§)t§Grl____?V§0£§8 command will
read the value for the Encryption_Mode param-
eter. which controls whether the

Bluetooth device will require encryption for
each connection with other Bluetootn devices.
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Wrs'te_Er1cryction__t.*iode The Wr=Ite_Enc:ryptéon__tv§ode command will
write the value for the Encryption_Mode param-
eter. which controls whether the

Bluetooth device wiil require encryption for
each connection with other Bluetooth devices.

¥Qear.'=___€I:iass___oi___E3evica The Rosrt___i3tass___cf__,i}av:<:a command will read
the value for the Class_of_Device parameter,
which is used to Indicate its capabilities to other
devices.

Write__f.1iass__oiwE)e‘.iice The WriEewclasswcimfirsvicea command will write
the value for the C|ass_of_Device parameter,
which is used to indicate its capabilities to other
devices.

t~‘€eao___vc§ce___EEetting The Read____\/oir:e___EEett§ng command will read
the values for the Voioe_Setting parameter,
which controls all the various settings for the
voice connections.

Wr;'ts=_e__Voirgemiiettirlg The ‘r‘v'.=~;te__‘v'oice__E$ettir:g; command will write
the values for the Voice_Setting parameter,
which controls all the various settings for the
voice connections.

Resti__AutomaticwFii;sie_w‘§’irnecut The P?aa<t__Automatic_fii1st2__‘£'imeout will read
the value for the Flush_Timeout parameter for
the specified connection handle. The F|ush_
Timeout parameter is only used for ACL con-
nections.

v‘.ir§te___Auto.:'n atic___F'ia:s§a____‘{':r:2ecut The ‘J r§te__Aut‘o:na£ic___Fiush___Tsmeoui will write
the value for the F|ush_Timeout parameter for
the specified connection handle. The F|ush_
Timeout parameter is only used for ACL con-
nections.

Rear.‘-__rtanr__Brcacicasi_}’tetsarssmissioras The Rearimttasrn__Broa<icasi__f~Eat:ar:srcissécas
command will read the parameter value for the
Number of Broadcast Retransmissions for the

device. Broadcast packets are not acknowl-
edged and are unreliable. This parameter is
used to increase the reliability of a broadcast
message by retransmitting the broadcast mes-
sage multiple times.

ti‘-ir§te___hitsrrt___E3road:::ast___Retrarzsrs2:ss:orss The ‘ii.-‘r§§re___:’*.‘tin':___}3road=2:asi___Retsarssrswissiortsa
command will write the parameter value for the
Number of Broadcast Retransmissions for the

device. Broadcast packets are not acknowl-
edged and are unreliable. This parameter is
used to increase the reliability of a broadcast
message by retransmitting the broadcast mes-
sage multiple times.
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Read____H«::ld___§vtode___fi\cti»'éty The Read___Hcid___i~.toda___:3tctivity command will
read the value for the Ho|d__Mode__Activity
parameter. This value is used to determine
what activity the device should do when it is in
hold mode.

Wl‘:’tEii___i'€iiiEt5___?‘..’i:)<tieEi___.5tt)tivii5i The ii‘-:‘i‘éte.____¥-telcwtvio=:£e___Activity command will
write the value for the Hold_lvlode_Activity
parameter. This value is used to determine
what activity the device should do when it is in
hold mode.

Readm‘?rar1siniiwPr3\vorwLevei The Heaaiem‘?rans:ra€t_PowerwLevet command
will read the values for the Transmit_F‘ower_
Level parameter for the specified Connection
Handle.

Ftear£__:'5C£}___Fir;n.v__t'3ci:trot__EnaEu1e The F2eac'_‘_SC30___FE..-w__{)cntrcl___Eriabte com-
mand provides the ability to read the
SCO_Flow_Contro|_Enab|e setting. By using
this setting, the Host can decide if the Host
Controller will send Number Of Completed
Packets events for SCO Connection Handles.

Wrstr.~___.S€3C=___F§ow___Ccntrci___iEnabis The Wréta___.SCIC=___Fiow___Ccntro§___tEa1ahee com-
mand provides the ability to write the
SCO__FlowdContro|__Enab|e setting. By using
this setting. the Host can decide if the Host
Controller will send Number Of Completed
Packets events for SCO Connection Handles.

5Eea=E_I>~t<3st__€I2or:i roIier__‘ic___i~l<:>3§___§"§s:»w__C:: The E-3et___Host___{IlontroEEer__?t>___H::s§_i"'l::w__{3:::ritrol
mrcl command is used by the Host to turn flow control

on or off in the direction from the Host Controller
to the Host.

I"§0SiMt3i.Ei:ft3t__f5iéi8 The t‘!.ost__£3=Ji¥erwSi2:e command is used by the
Host to notify the Host Controller about its
buffer sizes for AOL and SCO data. The Host

Controller will segment the data to be transmit-
ted from the Host Controller to the Host. so that
data contained in HCI Data Packets will not
exceed these sizes.

i-to-st__i\51:rr:t:sr__Oi___Comcteted___Pattkets The Host_t\§orr:her__G§___Co-.'='=.pleted___Pacl«:ets
command is used by the Host to indicate to the
Host Controller when the Host is ready to
receive more HCI packets for any connection
handie.

The Rcac'____i.iné<___$uper\:is:ore___‘fimeotsi.
command will read the value for the

Linl<_Supervisa'on_Timeout parameter for the
device. This parameter is used by the master or
slave Bluetooth device to monitor link loss.
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Write E.ini<__Su;aervisicn___TEn':ec:;t The 'v"..’.rE€e LE:2§<__$uoervision___?isnecu§ command
will write the value for the Link_Supervision_
Timeout parameter for the device. This parame-
ter is used by the master or slave Bluetooth
device to monitor link loss.

¥Qea<.'=___Nurni:aae;__()if__Stipa;)c:'le::l___l:l\{I The FQeac§___Ntsrs:ts-ar__()'i__53;s;:ag>orted___§i‘x{i:
command will read the value for the number of

Inquiry Access Codes (lAC} that the local
Biuetooth device can simultaneousiy listen for
during an Inquiry Scan.

i»‘<eslt;;_(3:;rr=.ai:t_i.-€t(J_"Li\P The i-‘tr-.'--slr:'v_(.‘.=.:.i.*-'ss‘..t__:ii‘~.(2__t..¢\i*‘ command will
read the LAP(s) used to create the Inquiry
Access Codes {IACJ that the local Bluetooth
device is simultaneously scanning for during
Inquiry Scans.

‘Jlir§te__C=.;r.rent~lA€2__t.AP The ‘fv‘r§te__{:urrent__éA{3__t.!>.F* will write the
LAP(s} used to create the Inquiry Access
Codes (IAC) that the local Bluetooth device is
simultaneously scanning for during Inquiry
Scans.

Reac§__Fagem3can___PerEod___iviode The F'<eac§___i"age___51cah___ §'-"er§od‘__tvEc-.’.le com-
mand is used to read the mandatory
Page_Scan_Period_Mode of the local
Bluetooth device.

’\irs'ia__i3*ag;swE$<;a«>rr_Fer§od_}viods The ‘mit-ezmi?‘2ege__S£canjteréadmtxctode com-
mand is used to write the mandatory
Page_Scen_Period_Mode of the local
Bluetooth device.

Read__Pag;e_‘Scara__t-ficde The F2ear.5___:¥?ag;e__S<;ar1___i«;tode comma nd is
used to read the default Page_Sca n_Mode of
the locai Bluetooth device.

‘.«-“:.’:"=Jtsa__i’a»gen_£-Sstarejvicd-s The W5‘-Ite__Page__Scars_?uia>de command is
used to write the default Page_Scan_Mode of
the local Bluetooth device.
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4.7.1 Set_Event_Mask

Command Command Parameters Return Parameters

HC l_Set_Event_Mask Event_ivlask Status

Description:

The Set_Event_iv'iask command is used to control which events are generated

by the HCI for the Host. If the bit in the Event_ivlask is set to a one, then the
event associated with that bit will be enabled. The Host has to deal with each

event that occurs by the Bluetooth devices. The event mask allows the Host to

control how much it is interrupted.

Note: the Command Complete event, Command Status event and Number Of

Completed Packets event cannot be masked. These events always occur. The

Event_Mask is a bit mask of all of the events specified in Tabie 5.1 on pagge
‘Z03.

Command Parameters:

Eveni‘_Mask: Size: 8 Bytes

Value Parameter Description

UXOUUUUUUUUUUOOUUU No events specified

OXOCIUUUUUUUGOOOUU1 Inquiry Complete event

OXOODDDOOUOGOOOOOZ

DXOUDDDUOUGOOOODD4

OXOOOOOUUUUGOOOOOB

inquiry Result event

Connection Complete event

Connection Request event

OXOOOOODUODUOOOCHO Disconnection Complete event

DXOUUUUUUUUODODDZO

0x000UOUUUl}O000040

OXOOOOOOOUOODOOOBO

Authentication Complete event

Remote Name Request Complete event

Encryption Change event

0x00000lJOUO0000100 Change Connection Link Key Complete event

0x0000OiJlJ0[}0000200

0x0{l0D0O0Ei00000400

OXOOUOOUOUUOOOOBOO

Master Link Key Complete event

Read Remote Supported Features Complete event

Read Remote Version information Complete event

0x000000UU00001000 Q08 Setup Complete event

0x00000lJiJ000002000 Command Complete event

0x00000UEiflEiO004000 Command Status event
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OXOOODDUOUUEIDDSOOO I Hardware Error event

U'XOUUOUUUUUUU10000 Flush Occurred event

0x000000O000020000 Role Change event

Value Parameter Description

0x0000000000040000 Number Of Completed Packets event

OXOUUUUUUUUUOSUOOO Mode Change event

0x0000000000100000 Return Link Keys event

OXOOOOODDDUEIEOOOOO PlN Code Request event

DXOOOOOODOEIMDDDOO Link Key Request event

GXOOOOODOOOUBOOOOO Link Key Notification event

0x0000000001000000 Loopback Command event

OXCIOOUOUUUUZOOOOOO Data Buffer Overflow event

D)<UO00UUUUU4UUOOOO Max Slots Change event

0x000-3000008000000 Read Clock Offset Complete even!

0x0000DDOD1UUOC-000 Connection Packet Type Changed event

OXOOOOOUUDZDOGOOOO QoS Violation event

0X0000UOUU4UUU'U'C|00 Page Scan Mode Change event

OXOOOODOOEJBUOGOOOO Page Scan Repetition Mode Change event

Ox0000000100000000 Reserved forfuture use

to

0x80000000000D0000

OXOOOOOOOUFFFFFFFF Default (All events enabled}

Return Parameters:

Status: Size: 1 Byte

Parameter Description
0x00 Set_Event_Mask command succeeded.

0x01-OXFF Set_Event_Mask command failed. See ‘I’-«.“:i;»la ti’! on page ?:‘+.‘S for list of
Error Codes.

Event(s) generated (unless masked away):

When the Set_Event_MaSk command has completed, a Command Complete

event will be generated.
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4.7.2 Reset

Command Command Parameters Return Parameters

HC|_Reset Status

Description:

The Reset command will reset the Bluetooth Host Controller, Link Manager,

and the radio module. The current operational state will be lost, and all queued

packets will be lost. After the reset is completed, the Bluetooth device will enter

standby mode.

Note: after the reset has completed, the Host Controller will automatically

revert to the default values for the parameters for which default values are

defined in this specification.

Command Parameters:

None.

Return Parameters:

Status: Size: 1' Byte

Value I Parameter Description
0x00 Reset command succeeded. was received and will be executed.

0x01-0xFF Reset command failed. See Taste 3 1 ca pagsa 'I’£:~fé for list ofError Codes.

Event(s) generated (unless masked away):

Before the Reset command will be executed, a Command Complete event
needs to be returned to indicate to the Host that the Reset command was

received and will be executed.
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4.7.3 Set_Event_Fi|ter

Command OCF Command Parameters Return Parameters

HCl_Set_Event_Fi|ter 0xU005 Filter_Type.

Fi|ter_Condition_Type_
Condition

Status

Description:

The Set__Event_Fi|ter command is used by the Host to specify different event

filters. The Host may issue this command multiple times to request various

conditions for the same type of event filter and for different types of event fil-

ters. The event filters are used by the Host to specify items of interest, which

allow the Host Controller to send only events which interest the Host. Only

some of the events have event filters. By default (before this command has

been issued after power-on or Reset) no filters are set, and the

Auto_Accept_F|ag is off (incoming connections are not automatically

accepted). An event filter is added each time this command is sent from the

Host and the Fi|ter_Condition_Type is not equal to 0x00. (The old event filters

will not be ovenivritten). To clear all event filters, the Fi|ter_Type = 0x00 is used.

The Auto_Accept_F|ag will then be set to off.

To clear event filters for only a certain Fi|ter_Type, the Fi|ter_Condition_Type =

0x00 is used. The Inquiry Result filter allows the Host Controller to filter out

Inquiry Result events. The Inquiry Result filter allows the Host to specify that

the Host Controller only sends Inquiry Results to the Host if the Inquiry Result

event meets one of the specified conditions set by the Host. For the Inquiry

Result filter, the Host can specify one or more of the following Filter Condition

Types:

1. A new device responded to the Inquiry process

2. A device with a specific Class of Device responded to the Inquiry process

3. A device with a specific BD_ADDR responded to the Inquiry process

The Inquiry Result filter is used in conjunction with the Inquiry and Periodic

Inquiry command. The Connection Setup filter altows the Host to specify that

the Host Controller only sends a Connection Complete or Connection Request

event to the Host if the event meets one of the specified conditions set by the

Host. For the Connection Setup filter, the Host can specify one or more of the

following Filter Condition Types:

1. Allow Connections from all devices

2. Allow Connections from a device with a specific Class of Device

3. Allow Connections from a device with a specific BD_ADDR

HCI Commands 29 November ‘I999

Bluetooth.

AFFLT0293831



Samsung Ex. 1019 p. 604

BLUETOOTH SPECIFICATION Version 1.0 8 page 604 of 3082

Host Controiier interface Functions! Specification
Bluetooth-

For each of these conditions, an Auto_Accept_F|ag parameter allows the Host

to specify what action should be done when the condition is met. The Auto#

Accept_Flag allows the Host to specify if the incoming connection should be

auto accepted (in which case the Host Controller will send the Connection

Complete event to the Host when the connection is completed) or if the Host

should make the decision (in which case the Host Controller will send the Con-

nection Request event to the Host, to elicit a decision on the connection).

The Connection Setup filter is used in conjunction with the Readi'Write_

Scan_Enable commands. If the local device is in the process of a page scan,

and is paged by another device which meets one on the conditions set by the

Host, and the Auto_Accept_F|ag is off for this device, then a Connection

Request event will be sent to the Host by the Host Controller. A Connection

Complete event will be sent later on after the Host has responded to the incom-

ing connection attempt. In this same example, if the Auto_Accept_Flag is on,

then a Connection Complete event will be sent to the Host by the Host Control-

ler. (No Connection Request event will be sent in that case.)

The Host Controller will store these filters in volatile memory until the Host

clears the event filters using the Set_Event_Fi|ter command or until the Reset
command is issued. The number of event filters the Host Controller can store is

implementation dependent. If the Host tries to set more filters than the Host

Controller can store, the Host Controller will return the "Memory Fu||" error
code and the filter will not be installed.

Note: the Clear All Filters has no Filter Condition Types or Conditions.

Note: In the condition that a connection is auto accepted, a Link Key Request

event and possibly also a PIN Code Request event and a Link Key Notification

event could be sent to the Host by the Host Controller before the Connection

Complete event is sent.

If there is a contradiction between event filters, the latest set event filter will

override older ones. An example is an incoming connection attempt where

more than one Connection Setup filter matches the incoming connection

attempt, but the Auto-Accept_F|ag has different values in the different filters.
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Command Parameters:

Fiiter_Type: Size: 1 Byte

Value Parameter Description

Clear Ali Filters (Note: In this case, the Filter_Condition_iype and Condi-
tion parameters should not be given. they should have a length oft} bytes.
FiEter_Type should be the only parameter.)

0x01

0x02

inquiry Result.

Connection Setup.

0x03-0xFF Reserved for Future Use.

Fiiter Condition Types: For each Fitter Type one or more Fiiter Condition types
exists.

inquiry_Resuit_Fiiter_Condition_Type: Size.’ 1 Byte

Parameter Description

A new device responded to the Inquiry process.
(Note: A device may be reported to the Host in an Inquiry Result event
more than once during an inquiry or inquiry period depending on the
implementation, see description in Section 4.5.1 on :)‘.Eii‘;f% and Section
«sf: 3 554:3)

UX01

0x02

0x03-OXFF

A device with a specific Class of Device responded to the Inquiry process.

A device with a specific BD_ADDR responded to the Inquiry process.

Reserved for Future Use

Connection_Setup_Fiiter_Condition_ Type.‘ Size: 1 Byte

Value Parameter Description

0x00 Allow Connections from all devices.

0x01 Aliow Connections from a device with a specific Class of Device.

0x02 Allow Connections from a device with a specific BD_ADDR.

0X03-UXFF Reserved for Future Use.

Condition: For each Fitter Condition Type defined for the inquiry Resuit Fiiter

and the Connection Setup Fiiter, zero or more Condition parameters are

required — depending on the fitter condition type and fitter type.

Condition for inquiry_Resuit_Fiiter_Condition_Type = 0x00

Condition:

Value Parameter Description

The Condition parameter is not used.
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Condition for tnquir]/_ResuiLFiiter_Condition_ Type = 0x01

Condition:

Size: 6 Bytes

Ctass_of_Device: Size: 3 Bytes

Parameter Description

0x000D00

Dx)<XXX>(X

Default, Return All Devices.

Ciass of Device of Interest.

Ciass_of_Device_Mask.' Size: 3 Bytes

Value Parameter Description

Bit Mask used to determine which bits of the Class of Device parameter
are ‘don't care’. Zerc-value bits in the mask indicate the ‘don't care’ bits
of the Class of Device.

OXXXXXXX

Condition for inquit}/_Resui1;Fiiter_Condition_Type = 0x02

Condition:

Size: 6 Bytes

BD_ADDR: Size: 5 Bytes

Parameter Description

OXXXXXXXXXXX BD_ADDR of the Device of Interest

Concfltion for Connection_Setup_Fiiter_Condition_ Type = 0x00

Condition:

Size: 1 Byte

Auto_Accept_Ftag: Sizer? Byte

Parameter Description

0x01 Do NOT Auto accept the connection.

0x02 Dc Auto accept the connection.

0x03 — 0xFF Reserved for future use.
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Condition for Connection_Setup_Fiiter_Condition_ Type = 0x01

Condition:

Size: 7 Bytes

Ciass_of_Device: Size: 3 Bytes

Parameter Description

0x000{J00 Default, Return All Devices.

DXXXXXXX Class of Device of Interest.

Ciass_of_Device_Mask: Size: 3 Bytes

Value Parameter Description

UXXXXXXX Bit Mask used to determine which hits of the Class of Device parameter
are ‘don’t care‘. Zero-value bits in the mask indicate the ‘don't care’ bits
of the Class of Device.

Auto_Accept_Fiag.' Size: 1' Byte

Parameter Description

0x01 Do NOT Auto accept the connection.

0x02 Do Auto accept the connection.

0x03 — 0xFF Reserved for future use.

Condition for Connection_Setup_Fiirer_Condition_Type = 0x02

Condition:

Size: 7 Bytes

BDwADDR: Size: 6 Bytes

Parameter Description

0xX><><X)<><><><><>< BD_*ADDR of the Device of Interest.

Autofi/tcce,ot_Fiag.' Size: 1 Byte

Value Parameter Description

0x01 Do NOT Auto accept the connection.

0x02 Do Auto accept the connection.

0x03 — 0xFF Reserved for future use.
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Return Parameters:

Status: Size.‘ 1' Byte

Value Parameter Description

0x00 Sei_Event_Fi|ter command succeeded.

0x01-0xFF Sei_Event_Fi|ier command failed. See Tahie 8.‘; on §)8r;ge2: ‘V453 for list of
Error Codes.

Event(s) generated (unless masked away):

A Command Complete event for this command will occur when the Host Con-

troller has enabled the filtering of events. When one of the conditions are met,

a specific event will occur.
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4.7.4 Flush

Command Command Parameters Return Parameters

HCI_F|ush Connection_Handle Status, Conneclion_HandIe

Description:

The Flush command is used to discard all data that is currently pending for

transmission in the Host Controller for the specified connection handle, even if

there currently are chunks of data that belong to more than one LZCAP packet

in the Host Controller. After this, all data that is sent to the Host Controller for

the same connection handle will be discarded by the Host Controller until an

HCI Data Packet with the start Packet_Boundary_F|ag (0x02) is received.

When this happens. a new transmission attempt can be made. This command

will allow higher-level software to control how long the baseband should try to

retransmit a basebanci packet for a connection handle before all data that is

currently pending for transmission in the Host Controller should be flushed.
Note that the Flush command is used for ACE. connections ONLY. in addition to

the Flush command, the automatic flush timers (see section <t.}’.3t on page

84'?) can be used to automatically flush the L2CAP packet that is currently

being transmitted after the specified flush timer has expired.

Command Parameters:

Connection_Handie.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Connection Handle to be used to identify which connection to flush.

Range: UXUUUU-UXOEFF (UXUFUU - UXUFFF Reserved for future use}

Return Parameters:

Status: Size: 1 Byte

Parameter Description

0x00 Flush command succeeded.

0x01—0xFF Flush command failed. See ‘ilsahie 5.‘: on ‘£45 for list of Error Codes.

Connection_Handle.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Connection Handle to be used to identify which connection the flush com
mand was issued on.

Range: UXUUUU-UXOEFF (UXUFUU - UXOFFF Reserved forfuture use)
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Event(s) generated (unless masked away):

The Flush Occurred event wiil occur once the flush is completed. A Flush

Occurred event could be from an automatic Flush or could be cause by the

Host issuing the Flush command. When the Flush command has completed, a

Command Complete event will be generated, to indicate that the Host caused
the Flush.

29 November 1999 HCI Commands

AFFLT029383B



Samsung Ex. 1019 p. 611

BLUETOOTH SPECIFICATION Version 1.0 B page 611 of 1082

Host Controiier interface Functional Specification uetooth.

4.7.5 Read_PIN_Type

Command OCF Command Parameters Return Parameters

HCJ_Read_P|N_Type UXUUU9 Status. PlN_Type

Description:

The Read_P|N_Type command is used for the Host to read whether the Link

Manager assumes that the Host supports variable PIN codes only a fixed PIN

code. The Bluetooth hardware uses the PIN-type information during pairing.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Read_F’|N_Type command succeeded.

0x01-0xFF Read_P|N_Type command failed. See Table EEK: page for Fist of
Error Codes.

Size: 1 Byte

Parameter Description

Variable PIN.

Fixed PIN.

Event(s) generated (unless masked away):

When the Read_PIN_Type command has completed. a Command Complete

event will be generated.

HCI Commands 29 November 1999

AFFLT0293839



Samsung Ex. 1019 p. 612

BLUETOOTH SPECIFICATION Version 1.0 8 page 812 of 3882

Host Conrroiier interface Functions.‘ Specification
Bluetooth-

4.7.6 Write_P|N_Type

Command Command Parameters Return Parameters

HC|_Write_P|N_Type OXOOOA PIN_Type Status

Description:

The Write_PiN_Type command is used for the Host to write to the Host Con-

troller whether the Host supports variable PIN codes or only a fixed PIN code.

The Bluetooth hardware uses the PIN~type information during pairing.

Command Parameters:

P!N_ Type: Size: 1 Byte

Parameter Description
0x00 Variable PIN.

OX0‘! Fixed PIN.

Return Parameters:

Status.‘ Size.‘ 1 Byte

Parameter Description
DX00 Write PIN Type command succeeded.

OX0‘!-OXFF Write PIN Type command failed. See Tabis 5.‘: ma page “.545 for list of
Error Codes.

Event(s) generated (unless masked away):

When the Write_PlN_Type command has completed. a Command Complete

event will be generated.
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4.7.7 Create_New_Unit_Key

Command Command Parameters Return Parameters

HCl_Create_New_U n it_Key Status

Description:

The Create_New_Unit_Key command is used to create a new unit key. The

Bluetooth hardware will generate a random seed that will be used to generate

the new unit key. All new connection will use the new unit key, but the old unit

key will still be used for all current connections.

Note: this command will not have any effect for a device which doesn't use unit

keys (i.e. a device which uses only combination keys).

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

 Parameter Description
0x00 Create New Unit Key command succeeded.

0x01-0xFF Create New Unit Key command failed. See ‘fssaéuée -an g)ag;<=.- '.m:'': for list
of Error Codes.

Event(s) generated (unless masked away):

When the Create_New_Unit_l-(ey command has oompieted, a Command Com-

plete event will be generated.
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4.7.8 Read_Stored_Link_Key

Command Command Parameters Return Parameters

HC|_Read_Stored_ OXUUUD BD_ADDR. Status.

Lin k_Key Read_Al|__F|ag Max_N um_Keys,

N u m_Keys_Read

Description:

The Read_Stored_Link_Key command provides the ability to read one or more

link keys stored in the Bluetooth Host Controller. The Bluetooth Host Controiler

can store a limited number of link keys for other Biuetooth devices. Link keys

are shared between two Bluetooth devices, and are used for all security trans-

actions between the two devices. A Host device may have additional storage

capabilities, which can be used to save additional link keys to be reloaded to

the Bluetooth Host Controller when needed. The Read_A||_F|ag parameter is

used to indicate if all of the stored Link Keys shouid be returned. If

Read_All_Flag indicates that all Link Keys are to be returned, then the

BD_ADDR command parameter must be ignored The BD_ADDR command

parameter is used to identify which link key to read. The stored Link Keys are

returned by one or more Return Link Keys events.

Command Parameters:

BD_ADDR.' Size: 6 Bytes

Parameter Description

0x)<XXXXXXXX)()(X BD_ADDR for the stored link key to be read.

Reao‘_A.-‘.-‘_Fiag.' Size: 1 Byte

0x00 Return Link Key for specified BD_ADDR.

0x01 Return all stored Link Keys.

0X02-UXFF Reserved for future use.

Return Parameters:

Status: Size.‘ 1' Byte

Value Parameter Description

0x00 Read__Stored_Link_Key command succeeded.

0x01-0xFF Read_Stored_Link_Key command failed. See “feasts 6.‘: {are gases ‘I-43’ for
list of Error Codes.
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Max_Num_Keys:

Parameter Description

Maximum Number of Link Keys which the Host Controller can store.

Range: UXUUUU — OXFFFF

Num_Keys_Read: Size: 2 Bytes

Parameter Description

Number of Link Keys Read.

Range: OXUUUU — OXFFFF

Event(s) generated (unless masked away):

Zero or more instances of the Return Link Keys event will occur after the com-

mand is issued. When there are no link keys stored, no Return Link Keys

events will be returned. When there are link keys stored, the number of link

keys returned in each Return Link Keys event is implementation specific.

When the Read Stored Link Key command has completed a Command Com-

plete event will be generated.

HCI Commands 29 November 1999

AFFLT0293843



Samsung Ex. 1019 p. 616

BLUETOOTH SPECIFICATION Version 1.0 8 page 816 of 3882

Host Coniroiier interface Functional Specification
Bluetooth-

4.7.9 Write_Stored_Link_Key

Command OCF command Return ParametersParameters

HC|_Wriie_Stored_Link_Key Num_Keys_To_Wriie, Status.

BD_ADDR[i], Num_Keys_Wriiien

Link_Key[i]

Description:

The Write_Stored_Link_Key command provides the ability to write one or more

link keys to be stored in the Bluetooth Host Controller. The Bluetooth Host Con-

troller can store a limited number of link keys for other Bluetooth devices. if no

additional space is available in the Bluetooth Host Controller then no additional

link keys will be stored. If space is limited and if all the link keys to be stored will

not fit in the limited space, then the order of the list of link keys without any

error will determine which link keys are stored. Link keys at the beginning of the

list will be stored first. The Num_Keys_Written parameter will return the num-

ber of link keys that were successfully stored. if no additional space is avail-

able, then the Host must delete one or more stored link keys before any

additional link keys are stored. The link key replacement algorithm is imple-

mented by the Host and not the Host Controller. Link keys are shared between

two Bluetooth devices and are used for all security transactions between the

two devices. A Host device may have additional storage capabilities, which can

be used to save additional link keys to be reloaded to the Bluetooth Host Con-
troller when needed.

Note: Link Keys are only stored by issuing this command.

Command Parameters:

Num_Keys_To_Wri'te.‘ Size: 1 Byte

Parameter Description

Number of Link Keys to Write.

BD_ADDR pj: Size: 6 Bytes * Num_Keys_ To_ Write

%
OXXXXXXXXXXXXX BD_ADDR for the associated Link Key.

Link_Key[i].' Size: 16 Bytes * Num_Keys_ To_ Write

Value Parameter Description

CIXXXXXXXXXXX Link Key for the associated BD_ADDR.
XXXXXXXXXXX
XXXXXXXXXXX
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Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Write_Stored_Link_Key command succeeded.

OX01-CIXFF Writs.-_Stored_Link_Key command failed. See ‘E’.-sa':::isa 5.1 can page: E45 for
list of Error Codes.

Num_Keys_ Written: Size: 1 Bytes

Parameter Description

Number of Link Keys successfully written.

Range: 0x00 - UXFF

Event(s) generated (unless masked away):

When the Write_Stored_Link_Key command has completed. a Command

Complete event will be generated.
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4.7.10 DeIete_Stored_Link_Key

Command Command Parameters Return Parameters

HC|_De|ete_Stored_

Lin k_Key De|ete_A||_F|ag

BD_ADDR, Status.

N u m_Keys_De|etecl

Description:

The De|ete_Stored_Lini<_Key command provides the ability to remove one or

more of the link keys stored in the Bluetooth Host Controller. The Bluetooth

Host Controller can store a limited number of link keys for other Bluetooth

devices. Link keys are shared between two Bluetooth devices and are used for

all security transactions between the two devices. The De|ete_A|l_F|ag param-

eter is used to indicate if all of the stored Link Keys should be deleted. If the

De|ete_All_Flag indicates that all Link Keys are to be deleted. then the

BD_ADDR command parameter must be ignored This command provides the

ability to negate all security agreements between two devices. The BD_ADDR

command parameter is used to identify which link key to delete. If a link key is

currently in use for a connection, then the link key will be deleted when all of
the connections are disconnected.

Command Parameters:

BD_ADDR: Size: 6 Bytes

OXXXXXXXXXXXXX BD_ADDR for the link key to be deleted.

Deiete_Aii_Fiag: Size: 1 Byte

Value Parameter Description

0x00 Delete only the Link Key for specified BD_ADDR.

0x01 Delete all stored Link Keys.

0x02-OXFF Reserved for future use.

Return Parameters:

Status: Size.‘ 1 Byte

Value Parameter Description

0x00 De|ete_Stored_Link_Key command succeeded.

0x01—0xFF Deiete_Stored_Link_Key command failed. See Taste 6.’? on page ‘hit? for
list of Error Codes.
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Parameter Description

-Number of Link Keys Deleted

Event(s) generated (unless masked away):

When the De|ete_Stored_Link_Key command has completed, a Command

Complete event will be generated.
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4.7.11 Change_Loca|_Name

Command Command Parameters Return Parameters

HC l_Change_Local_N arne Name Status

Description:

The Change_Loca|_Name command provides the ability to modify the user-

friendly name for the Bluetooth device. A Bluetooth device may send a request

to get the user-friendly name of another Bluetooth device. The user-friendly

name provides the user with the ability to distinguish one Bluetooth device from

another. The Name command parameter is a UTF-8 encoded string with up to

248 bytes in length. The Name command parameter should be null-terminated

(0xO0) if the UTF-8 encoded string is less than 248 bytes.

Note: the Name Parameter is transmitted starting with the first byte of the

name. This is an exception to the Little Endian order format for transmitting

multi-byte parameters.

Command Parameters:

Name: Size: 248 Bytes

Parameter Description

A UTF-8 encoded User-Friendly Descriptive Name for the device.

The UTF-8 encoded Name can be up to 248 bytes in length. If it is shorter
than 248 bytes, the end is indicated by a NULL byte (0X00}.

Nult terminated Zero length String. Default.

Return Parameters:

Status.‘ Size: 1 Byte

Parameter Description
0x00 Change_Local_Name command succeeded.

0x01-OXFF Change_Local_Name command faited. See Table 63.1 page ?f;£: for
list of Error Codes.

Event(s) generated (unless masked away):

When the Change_Loca|_Name command has completed, a Command Com-

plete event will be generated.
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4.7.12 Read_Loca|_Name

Command Command Parameters Return Parameters

HCl_Read_Loca |_Na me Status. Name

Description:

The Read_Loca|_Name command provides the ability to read the stored user-

friendiy name for the Bluetooth device. The user-friendiy name provides the

user the ability to distinguish one Biuetooth device from another. The Name

return parameter is a UTF-8 encoded string with up to 248 bytes in length. The

Name return parameter will be null terminated (OXOO) if the UTF-8 encoded

string is less than 248 bytes.

Note: the Name Parameter is transmitted starting with the first byte of the

name. This is an exception to the Little Endian order format for transmitting

multi-byte parameters.

Command Parameters:

None.

Return Parameters:

Status.‘

Parameter Description

0x00 Read_Local_Name command succeeded

0x01-0xFF Read_i..ocaLNarne command failed see ‘i‘;a;";ée 55.‘: en ?-425 for list of
Error Codes

Size: 248 Bytes

Parameter Description

A UTF-8 encoded User Friendly Descriptive Name for the device.

The UTF-8 encoded Name can be up to 248 bytes in length. If it is
shorter than 248 bytes. the end is indicated by a NULL byte (OXOO).

Event(s) generated (unless masked away):

When the Read_Loca|_Name command has completed a Command Complete

event will be generated.
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4.7.13 Read_Connection_Accept_Timeout

Command Command Parameters Return Parameters

HC |_Read_Con nection_ Status.

AC°ept—-nmeout Conn Accept Timeout

Description:

This command will read the value for the Connection_Accept_Timeout configu-

ration parameter. The Connection_Accept_Timeout configuration parameter

allows the Biuetooth hardware to automatically deny a connection request after

a specified time period has occurred and the new connection is not accepted.

The parameter defines the time duration from when the Host Controller sends

a Connection Request event until the Host Controller will automatically reject

an incoming connection.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Parameter Description

0x00 Read__Connection_Accept_Timeout command succeeded.

0x01-OXFF Read_Conneciion_Accept_‘F meout command failed. See Ta his 53. ‘E
page trifii for list of Error Codes.

Conn_Accept_ Timeout: Size: 2 Bytes

Value Parameter Description

N = UXXXXX Connection Accept Timeout measured in Number of Baseband slots.

interval Length = N * 0.625 msec (1 Baseband slot)

Range for N: 0x0001 — 0xB54EI

Time Range: 0.625 msec -29 seconds

Event(s) generated (unless masked away):

When the Read_Connection_Timeout command has completed. a Command

Complete event will be generated.
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4.7.14 Write_Connection_Accept_Timeout

Command OCF Command Parameters Return Parameters

HCl_Write_Connection_ 0xU016 Conn_Accept_Timeout Status
Accept_Tlmeout

Description:

This command will write the value for the Connection_Accept_Timeout configu-

ration parameter. The Connection_Accept_'Fmeout configuration parameter

allows the Bluetooth hardware to automatically deny a connection request after

a specified time interval has occurred and the new connection is not accepted.

The parameter defines the time duration from when the Host Controller sends

a Connection Request event until the Host Controller will automatically reject

an incoming connection.

Command Parameters:

Conn_Accept_ Timeout: Size: 2 Bytes

Value Parameter Description

N = UXXXXX Connection Accept Timeout measured in Number of Baseband slots.

Interval Length = N * 0.625 msec {1 Baseband slot)

Range for N: OXOOO1 — 0xB540

Time Range: 0.625 msec - 29 seconds
Default: N = 0x1FAO Time = 5 Sec

Return Parameters:

fiatus.‘ Size: 1 Byte

Parameter Description
0x00 Write_Connecticn_Accept_Timeout command succeeded.

C:-x01-0xFF Writeflconne::ticn_Accept_Timeout command failed. See 6. '2 on
M5 for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Connection_Accept_Timeout command has completed, a

Command Complete event will be generated.
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4.7.15 Read_Page_Timeout

Command Command Parameters Return Parameters

HC |_Read_Page_Timeout Status.

Page_Timeout

Description:

This command will read the value for the Page_Timeout configuration parame-

ter. The Page_'I'Imeout configuration parameter defines the maximum time the

local Link Manager will wait for a baseband page response from the remote

device at a locally initiated connection attempt. If this time expires and the

remote device has not responded to the page at baseband level, the connec-

tion attempt will be considered to have failed.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Read_Page_Timeout command succeeded.

0X01—0xFF Read_Page_Timeout command failed. See Taizsé-:3 Fifi on t:-sage M95 for list
of Error Codes.

Page_ Timeout: Size: 2 Bytes

Value Parameter Description

N = OXXXXX Page Timeout measured in Number of Baseband slots.

Interval Length = N * 0.625 msec (1 Baseband slot)

Range for N: OXOOO1 - OXFFFF

Time Range: 0.625 msec -40.9 Seconds

Event(s) generated (unless masked away):

When the Read_Page_Timeout command has completed, a Command Com»

plete event will be generated.
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4.7.16 Write_Page_Timeout

Command Command Parameters Return Parameters

HCl_Write_Page_Timeout Page_Timeout Status

Description:

This command will write the value for the Page_'I'Imeout configuration parame-

ter. The Page_Timeout configuration parameter defines the maximum time the

local Link Manager will wait for a baseband page response from the remote

device at a locally initiated connection attempt. If this time expires and the

remote device has not responded to the page at baseband level. the connec-

tion attempt will be considered to have failed.

Command Parameters:

Page_ Timeout: Size: 2 Bytes

Parameter Description

Illegal Page Timeout. Must be larger than 0.

Page Timeout measured in Number of Baseband slots.

Interval Length = N * 0.625 msec {1 Baseband siot)

Range for N: OXOOO1 — 0xFFFF

Time Range: 0.625 msec -40.9 Seconds
Default: N = 0x200!) Time = 5.12 Sec

Return Parameters:

Status.‘ Size: 1 Byte

Parameter Description
0x00 Write_Page_Timeout command succeeded.

C-X01-OXFF Write__Page__Timeout command failed. See Taiute 8.‘: ;)a§iE.= 7:15‘: for list
of Error Codes.

Event(s) generated (unless masked away):

When the Write_Page_Timeout command has completed, a Command Com-

plete event will be generated.
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4.7.17 Read_Scan_Enable

Command Command Parameters Return Parameters

HC|_Read_Scan_EnabIe Status. Scan_Enab|e

Description:

This command will read the vaiue for the Scan_Enab|e parameter. The

Scan_Enab|e parameter controls whether or not the Bluetooth device will peri-

odically scan for page attempts andtor inquiry requests from other Bluetooth

devices. If Page_Scan is enabled, then the device will enter page scan mode

based on the value of the Page_Scan_lnterva| and Page_Scan_Window

parameters. If lnquiry_Scan is enabted, then the device will enter Inquiry Scan

mode based on the value of the |nquiry_Scan_interva| and lnquiry_Scan_

Window parameters.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Read_Scan_Enab|e command succeeded.

0x01-OXFF Read_Scan_Enab|e command failed. See Taibia 8.? on sage .?r:~fS for list of
Error Codes.

Scan_Enabie: Size: 1 Byte

Value Parameter Description

No Scans enabled.

inquiry Scan enabled.
Page Scan disabled.

Inquiry Scan disabled.
Page Scan enabled.

inquiry Scan enabled.
Page Scan enabled.

Event(s) generated (unless masked away):

When the Read_Scan_Enab|e command has completed. a Command Com-

plete event will be generated.
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4.7.18 Write_Scan_Enab|e

Command Command Parameters Return Parameters

Scan_E na bie StatusHCI_Write_Scan_Enab|e

Description:

This command will write the value for the Scan_Enab|e parameter. The

Scan_Enab|e parameter controls whether or not the Bluetooth device will peri-

odically scan for page attempts andior inquiry requests from other Bluetooth

devices. If Page_Scan is enabled, then the device will enter page scan mode

based on the value of the Page_Scan_|nterva| and Page_Scan_Window

parameters. If lnquiry_Scan is enabled, then the device will enter Inquiry Scan

mode based on the value of the |nquiry_Scan_lnterva| and lnquiry_Scan_

Window parameters.

Command Parameters:

Scan_Enabie: Size: 1 Byte

Parameter Description

No Scans enabled. Default.

Inquiry Scan enabled.

Page Scan disabled.

Inquiry Scan disabled.
Page Scan enabled.

Inquiry Scan enabled.
Page Scan enabled.

Return Parameters:

Status: Size: 1 Byte

Va I use

DXOO

Parameter Description

Write_Scan_EnabIe command succeeded.

0x01-0xFF Wrlte__Scan__EnabIe command failed. See ‘§'ai:::';a tilt es‘-. page 'r‘«f.£~ for list of
Error Codes.

Event(s) generated (unless masked away):

When the Write_Scan_Enab|e command has completed, a Command Com-

plete event will be generated.
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4.7.19 Read_Page_Scan_Activity

Command Command Parameters Return Parameters

HC|_Read_Page_Scan_ Status.

Activity Page Scan Interval

Page_Scan_Window

Description:

This command will read the value for Page_"Scan_Activity configuration param-

eters. The Page_Scan_lnterval configuration parameter defines the amount of

time between consecutive page scans. This time interval is defined from when

the Host Controller started its last page scan until it begins the next page scan.

The Page_Scan_Window configuration parameter defines the amount of time

for the duration of the page scan. The Page_Scan*Window can only be less

than or equal to the Page_Scan_Interva|.

Note: Page Scan is only performed when Page_Scan is enabled (see 4.'?'.'t'?

and 4.'i'.’i8).

A changed Page_Scan_lnterva| could change the local Page_Scan_

Repetition_Mode (see “'£~Ea:'s.sbar:r.i Spec;ificat.ir_:n" or: page Keyword: SR-

Mode).

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Read_Page_Sca n_Activity command succeeded.

0x01-{JXFF Read_Page_Scan_Activity command failed. See Tapas 8.1. on ME‘:
for list of Error Codes.

Page__Scan_intervai.' Size: 2 Bytes

Parameter Description

Size: 2 Bytes

Range: Dx0012 — 0x1000
Time = N * 0.625 msec

Range: 11.25 msec — 2560 msec
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Page_Scan_ Window:

Parameter Description

N = UXXXXX Size: 2 Bytes

Range: 0x0012 — Ox1000
1"1me = N * 0.625 msec

Range: 11.25 meet: — 2560 msec

Event(s) generated (unless masked away):

When the Read_Page_Scan_Activity command has completed, a Command

Complete event will be generated.
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4.7.20 Write_Page_Scan_Activity

Command Command Parameters Return Parameters

HC|_Write_Page_Scan_ Ox00‘|C Page_Scan_|nterva|. Status

Activity Page Scan Window

Description:

This command will write the value for Page_Scan_Activity configuration

parameter. The Page_Scan_|nterva| configuration parameter defines the

amount of time between consecutive page scans. This is defined as the time

interval from when the Host Controller started its last page scan until it begins

the next page scan. The Page_Scan_Window configuration parameter defines

the amount of time for the duration of the page scan. The Page_Scan_Window

can only be less than or equal to the Page_Scan“lnterval.

Note: Page Scan is only performed when Page_Scan is enabled (see 4.? '1?

and 4.'i’.’3$). A changed Page_Scan_|nterval could change the local Page_

Scan_Repetition_Mode (see “E§as:,et3:-arrd Sm-3eiticatior:" on page 33, Keyword:

SR-Mode).

Command Parameters:

Page_Scan_ini‘ervai: Size: 2 Bytes

Parameter Description

Size: 2 Bytes

Range: 0x0012 ~ Dx1000
Time = N * 0.625 msec

Range: 11.25 msec -2560 msec
Default: N = C-X0800

Time = 1.28 See

Page_Scan_ Window: Size: 2 Bytes

Value Parameter Description

N = 0xXX)()< ‘ Size: 2 Bytes
Range: 0x0012 — Ox1000

Time = N * 0.625 msec

Range: 11.25 msec — 2560 msec
Default: N = C-X0012

Time = 11.25 msec
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Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00

OX0‘! -OXFF

Write_Page_Scan_Activity command succeeded.

Writs.-_Page_Scan_Aclivily command faiied. See 'i'at3§e:- 6."! :34 gasssge "3455
for list of Error Codes.

Event(s) generated (unless masked away):

When the Wz1'te_Page_Scan_Activity command has completed, a Command

Complete event will be generated.
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4.7.21 Read_Inquiry_Scan_Activity

Command Command Parameters Return Parameters

HC |_Read_ Status.

|nq”iry—SCan—AcfiV"y |nquiry_Scan__|ntervaI,

|nquiry_Scan_Window

Description:

This command will read the vaiue for lnquirymScan_Activity configuration

parameter. The lnquiry__Scan__|nterval configuration parameter defines the

amount of time between consecutive inquiry scans. This is defined as the time

interval from when the Host Controller started its last inquiry scan until it begins

the next inquiry scan.

The |nquiry_Scan_Window configuration parameter defines the amount of time

for the duration of the inquiry scan. The lnquiry_Scan_Window can oniy be less

than or equal to the |nquiry_Scan_|nterva|.

Note: Inquiry Scan is only performed when lnquiry_Scan is enabled see at. ?. 1 1-’

and 4.'.7.’i8).

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Read_lnquiry_Sca n_Activity command succeeded.

0x01-OXFF Readfilnquiry_Scan__Activity command failed. See Taiaie 6.1 or: page "M5
for list of Error Codes.

inquiry/_Scan_intervai.' Size: 2 Bytes

Value Parameter Description

N = OXXXXX - Size: 2 Bytes
Range: 0xO012 — 0x10DU

Time = N * 0.625 msec

Range: 11.25 —
2560 msec
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inquiry_Scan_ Window:

Parameter Description

N = UXXXXX Size: 2 Bytes

Range: 0x0012 — Ox1000
1"1me = N * 0.625 msec

Range: 0.625 msec — 2560 msec

Event(s) generated (unless masked away):

When the Read_|nquiry_Scan_Activity command has completed, a Command

Complete event will be generated.
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4.7.22 Write_Inquiry_Scan_Activity

Command Command Parameters Return Parameters

HC |_Write_i nquiry_
Sca n_Activity

lnquiry_Scan_|ntervai. Status

inq uiry_Scan_Window

Description:

This command will write the value for |nquiry_Scan_Activity configuration

parameter. The lnquiry_Scan_|nterva! configuration parameter defines the

amount of time between consecutive inquiry scans. This is defined as the time

interval from when the Host Controiier started its last inquiry scan until it begins

the next inquiry scan.

The |nquiry_Scan_Window Configuration parameter defines the amount of time

for the duration of the inquiry scan. The lnquirywScan_Window can only be less

than or equal to the |nquiry_Scan__|nterva|.

Note: Inquiry Scan is only performed when Inquiry_Scan is enabled (see

éji’. 1'? and 4.'.?'.'i8).

Command Parameters:

inquiry_Scan_intervai: Size: 2 Bytes

Value Parameter Description

N = OXXXXX Size: 2 Bytes

Range: Dx0Ei12 — Dx‘l{JOU
Time = N * 0.525 msec

Range: 11.25 — 2560 msec
Default: N = Dx0800

Time = 1.28 Sec

inquiry/_Scan_ Window: Size: 2 Bytes

Parameter Description

N = OXXXXX Size: 2 Bytes

Range: 0x0012 - 0x1000
Time = N * 0.825 msec

Range: 11.25 msec — 2560 msec
Default: N = 0x0012

Time = 11.25 msec
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Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00

OX0‘! -OXFF

Write_|nquiry_Scar1_Activity command succeeded.

Write-_|nquiry_Scan_Activity command failed. See "Taste £3‘ 1 on §)s_sg3e?.- "345
for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_|nquiry_Scan_Activity command has completed, a Command

Complete event will be generated.
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4.7.23 Read_Authentication_Enab|e

Command Command Parameters Return Parameters

HC |_Read_ Status.

Authentication_Enab|e Authentication_Enable

Description:

This command will read the value for the Authentication_Enabie parameter.

The Authentication_Enab|e parameter controls if the local device requires to

authenticate the remote device at connection setup (between the

Create_Connection command or acceptance of an incoming ACL connection

and the corresponding Connection Complete event). At connection setup, only

the device(s) with the Authentication_Enab|e parameter enabled will try to
authenticate the other device.

Note: Changing this parameter does not affect existing connections.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Parameter Description

0x00 Read_Authentication_Enab|e command succeeded.

0x01-OXFF Read_Authentication_Enab|e command faiied.See Taiisie $3.7: on page ?-45
for list of Error Codes.

Authentication_Enabie: Size: 1 Byte

Parameter Description

Authentication disabled.

Authentication enabled for all connections.

0x02-DXFF

Event(s) generated (unless masked away):

When the Read_Authentication_Enabie command has completed, a Com-

mand Complete event will be generated.
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4.7.24 Write_Authentication_Enable

Command Command Parameters Return Parameters

HCI_Write_ Authentication_Enab|e Status

Authentioation__Enab|e

Description:

This command will write the value for the Authentication_Enab|e parameter.

The Authentication_Enab|e parameter controis if the local device requires to

authenticate the remote device at connection setup (between the

Create_Connection command or acceptance of an incoming ACL connection

and the corresponding Connection Complete event). At connection setup, only

the device(s) with the AuthenticatiDn_Enabie parameter enabled will try to
authenticate the other device.

Note: Changing this parameter does not affect existing connections.

Command Parameters:

Authentication_Enabie.' Size: 1 Byte

Parameter Description

Authentication disabled. Default.

Authentication enabled for all connection.

Return Parameters:

0X02-OXFF

Status.‘ Size: 1' Byte

Value Parameter Description

0x00 Write Authenticatlon_Enab!e command succeeded.

0x01-0xFF Write Authentication_Enable command failed. See Tabée on page ?f.f's
for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Authentication_Enable command has completed, a Command

Complete event will be generated.
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4.7.25 Read_Encryption_Mode

Command Command Parameters Return Parameters

HC |_Read_Encryption_Mocle Status.

Encryption_Mode

Description:

This command will read the value for the Encryption_Mode parameter. The

Encryption_Mode parameter controls if the local device requires encryption to

the remote device at connection setup (between the Create_Connection com-

mand or acceptance of an incoming ACL connection and the corresponding

Connection Complete event). At connection setup, only the device(s) with the

Authentication_Enab|e parameter enabled and Encryption_iv1ode parameter

enabled will try to encrypt the connection to the other device.

Note: Changing this parameter does not affect existing connections.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Read_Encrypiion_Mode command succeeded.

OX01-UXFF Read_Encryption_Mode command failed. See Tapas ii‘: on page ‘F-15 for
list of Error Codes.

Size: 1 Byte

Value Parameter Description

0x00 Encryption disabled.

0x01 Encryption only for point-to-point packets.

0x02 Encryption for both point-to-point and broadcast packets.

UX03-UXFF Reserved.

Event(s) generated (unless masked away):

When the Read_Encryption_Mode command has completed, a Command

Complete event will be generated.

29 November 1999 HCI Commands

AFFLT0293866



Samsung Ex. 1019 p. 639

BLUETOOTH SPECIFICATION Version 1.0 B page 639 of 1082

Host Controiier interface Functional Specification uetooth.

4.7.26 Write_Encryption_Mode

Command Command Parameters Return Parameters

HCl_Wrile_Encryption_Mode 0x0022 Encryption_Mode Status

Description:

This command will write the value for the Encryption_Mode parameter. The

Encryption_Mode parameter controls if the local device requires encryption to

the remote device at connection setup (between the Create_Connection com-

mand or acceptance of an incoming ACL connection and the corresponding

Connection Complete event). At connection setup, only the device(s) with the

Authentication_Enabie parameter enabled and Encryption_|\i|ode parameter

enabled will try to encrypt the connection to the other device.

Note: Changing this parameter does not affect existing connections.

A temporary link key must be used when both broadcast and point-to-point traf-

fic shall be encrypted.

The Host must not specify the Encryption_lv'lode parameter with more encryp-

{ion capability than its local device currently supports, although the parameter

is used to request the encryption capability to the remote device. Note that the

Host must not request the command with the Encryption_Mode parameter set

to either 0x01 or 0x02, when the local device does not support encryption. Also

note that the Host must not request the command with the parameter set to

0x02, when the local device does not support broadcast encryption.

Note that the actual Encryption_Mode to be returned in an event for a new con-

nection (or in a Connection Complete event) will only support a part of the

capability, when the local device requests more encryption capability than the

current remote device supports. For example. 0x00 will always be returned in

the event when the remote device supports no encryption, and either 0x00 or

0x01 will be returned when it supports only point-to-point encryption.

Command Parameters:

Encrj/ption_il/lode.‘ Size: 1 Byte

Parameter Description
0x00 Encryption disabled. Default.

0x01 Encryption onty for point-to-point packets.

0x02 Encryption for both point-to-point and broadcast packets.

0x03-UXFF Reserved.
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Return Parameters:

Status: Size: 1' Byte

Value Parameter Description

0x00 Write_Encryption_Mcde command succeeded.

0x01-0xFF Write_EncrypIion_Mode command failed. See ‘:"ah=.e 8.’: -:::a~. gmg;<=,- 'i’d:": for
list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Encryption_Mode command has completed, a Command

Complete event will be generated.
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4.7.27 Read_C|ass_of_Device

Command Command Parameters Return Parameters

HCl_Read_C lass_of_DevEce Status.

Class_of__Device

Description:

This command will read the value for the C|ass_of_Device parameter. The

C|ass_of_Device parameter is used to indicate the capabilities of the local
device to other devices.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Descrlptlon

0x00

0x01-OXFF

Read_C|ass_of_Device command succeeded.

Read“Class_of__De-vice command failed. See "fable 6.‘: on osgge }’4?.~.‘ for
list of Error Codes.

Ciass_of__De vice: Size: 3 Bytes

Parameter Description

OXXXXXXX Class of Device for the device.

Event(s) generated (unless masked away):

When the Read_Class_of_Device command has completed. a Command

Complete event will be generated.
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4.7.28 Write_C|ass_of_Device

Command OCF Command Parameters ReturnParameters

HC|_Wriie_C|ass_of_Device Ciass_of_Device

Description:

This command will write the value for the C|ass_of_Device parameter. The

C|ass_of_Device parameter is used to indicate the capabilities of the local
device to other devices.

Command Parameters:

Ciass_of_Device: Size: 3 Bytes

Parameter Description
Dx)<XXXXX Class of Device for the device.

Return Parameters:

Status: Size: 1 Byte

Parameter Description
0x00 Write_C|ass_ot_Device command succeeded.

0x01«0xFF Wrile_C|ass_o{_Device command failed. See Taisiaes 8.1 on. serge ‘F45; for
list of Error Codes.

Event(s) generated (unless masked away):

When the Write_C|ass_of_Device command has completed, a Command

Complete event will be generated.
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4.7.29 Read_Voice_Setting

Command Command Parameters Return Parameters

HCl_Read_Voice_Setti ng Status,

Voice_Setting

Description:

This command will read the values for the Voice_Setting parameter. The

Voice_Setting parameter controls all the various settings for voice connections.

These settings apply to all voice connections. and cannot be set for individual

voice connections. The Voice_Setting parameter controls the configuration for

voice connections: Input Coding, Air coding format, input data format, Input

sample size, and linear PCM parameter.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Parameter Description

0x00 Read_Voice_Setting command succeeded.

DXO1-OXFF Read_Voice_Setting command failed. See 'i'3t:!e {"1 '2 on page ‘iéfi for list
of Error Codes.

Voice_Setting: Size: 2 Bytes (10 Bits meaningfui)

Value Parameter Description

OUXXXXXXXX input Coding: Linear

01XX)<XXXXX input Coding: _u-law Input Coding

10XXXXXXXX Input Coding: A-law Input Coding

11 XXXXXXXX Reserved for Future Use

XXOOXXXXXX Input Data Format: 1‘s complement

XX01)(XXJ<XX Input Data Format: 2's complement

XMOXXXXXX Input Data Format: Sign-Magnitude

)()(11XXXX)()( Reserved for Future Use

XXXXDXXXXX input Sample Size: 8-bit (only for Liner PCM)

XXXX1XXXXX Input Sampie Size: 16-bit (only for Llner PCM)
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_Parameter Description
>(X)<X><nnn)(X Linear_PCM_Bil_Pos: # bit positions that MSB of sample is away

from starting at MSB (only for Liner PCM).

XXXXXXXX00 Air Coding Formal: CVSD

XXXXXXXX01 Air Coding Format: _u~|aw

XXXXXXXXW Air Coding Forn1ai:A-law

XXXXXXXX11 Reserved

Event(s) generated (unless masked away):

When the Read_Voice_Setting command has completed, a Command Com-

plete event will be generated.
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4.7.30 Write_Voice_Setting

Command Command Parameters Return Parameters

HCl_Write_Voice_Setting Voice_Setti rig Status

Description:

This command will write the values for the Voice_Setting parameter. The

Voice_Setting parameter controls all the various settings for the voice connec-

tions. These settings apply to all voice connections and cannot be set for indi~

vidual voice connections. The Voice_Setting parameter controls the

configuration for voice connections: input Coding. Air coding format. input data

format. Input sample size. and linear PCM parameter.

Command Parameters:

Voice_Setring: Size: 2 Bytes (10 Bits meaningfui)

Value Parameter Description

DOXXXXXXXX Input Coding: Linear

01XXXXXXXX input Coding: u-law Input Coding

10XX)(XXX)(X Input Coding: A-law input Coding

11XXXXXXXX Reserved for Future Use

XXOOXXXXXX input Data Format: 1's complement

XX01XXX}<XX input Data Format: 2's complement

XX‘t0)(XX)<XX input Data Format: Sign-Magnitude

X)<11XXXXXX Reserved for Future Use

XXXXOXXXXX Input Sampie Size: 8 bit {only for Liner PCM)

XXXX1X)(XXX Input Sample Size: 18 bit {only for Liner PCM)

XXXX)<nnnXX Linear_PCM_Bit_Pos: # bit positions that MSB of sample is away
from starting at MSB (only for Liner PCM}

XXXXXXXX00 Air Coding Format: CVSD

XXXXXXXX01 Air Coding Format: ti-law

XXXXXXXX10 Air Coding Format: A-law

XXXXXXXX11 Reserved

0001100000 Default Condition
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Return Parameters:

Status: Size: 1' Byte

Value Parameter Description

0x00 Write_Voice_Setting command succeeded.

0x01-0xFF Wri!e_Voice_SeIting command failed. See 'i':%t)E£2 6.1 cm peg;-2': 74:": for list of
Error Codes.

Event(s) generated (unless masked away):

When the Write_Voice_Setting command has completed, a Command Com-

plete event will be generated.
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4.7.31 Read_Automatic_F|ush_Timeout

Command Command Parameters Return Parameters

Status ,

Connection_Hand|e,

F|ush_Timeout

HCl_Read_Automatic_Flush_
Timeout

0x002? Connection_HandFe

Description:

This command will read the value for the F|ush_Timeout parameter for the

specified connection handle. The F|ush_'Fmeout parameter is used for ACL

connections ON LY. The F|ush_Timeout parameter defines the amount of time

before all chunks of the L2CAP packet, of which a baseband packet is currently

being transmitted, are automaticatly flushed by the Host Controller. The timeout

period starts when a transmission attempt is made for the first baseband

packet of an L2CAP packet. This allows ACL packets to be automatically

flushed without the Host device issuing a Flush command. The

Read__Autornatic_Flush_'limeout command provides support for isochronous

data, such as video. When the LZCAP packet that is currently being transmit-

ted is automatically ‘flushed‘, the Failed Contact Counter is incremented by

one. The first chunk of the next L2CAP packet to be transmitted for the speci-

fied connection handte may already be stored in the Host Controller. In that

case. the transmission of the first baseband packet containing data from that

L2CAP packet can begin immediately. If the next L2CAP packet is not stored in

the Host Controller, all data that is sent to the Host Controller after the flush for

the same connection handle will be discarded by the Host Controller until an

HCI Data Packet having the start Packet_Boundary_Fiag (0x02) is received.

When this happens, a new transmission attempt will be made.

Command Parameters:

Connection_Handie.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Specifies which Connection Hand|e’s Flush Timeout to read.

Range: UXUUUQ-GXDEFF (UXUFUU - OXC-FFF Reserved for future use)

Return Parameters:

Status.‘ Size: 1 Byte

Value Parameter Description

0x00 Read_Automatic_Flush_Timeout command succeeded.

OX0‘!-0xFF Read__Autornatic_Flush__Timeout command failed. See 'i":.:t»ie 6. ‘E on page
i’¢>l:"> for list of Error Codes.
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Conneci‘ion_Handie.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

OXXXXX Specifies which Connection Handles Flush 'Fmeout has been read.

Range: UXUUUU-UXUEFF {UXOFUU - OXOFFF Reserved for future use}

Fiush_ Timeout: Size: 2 Bytes

Parameter Description

0 Timeout = so; No Automatic Flush

N = OXXXXX Flush Timeout: N * 0.625 rnsec

Size: 11 bits

Range: OXUOU1 — EIXOYFF

Event(s) generated (unless masked away):

When the Read_Autornatic_F|ush_'I1meout command has completed, a

Command Complete event will be generated.
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4.7.32 Write_Automatic_F|ush_Timeout

Command Command Parameters Return Parameters

HCl_Write_Automatic_Flush_ Ux0028 Connection_Hand|e, Status.

T'me°"“ F|ush_Timeout Connection_Hand|e

Description:

This command will write the value for the Flush_'|'Imeout parameter for the

specified connection handle. The F|ush_'I'Imeout parameter is used for ACL

connections ON LY. The Flush_Timeout parameter defines the amount of time

before all chunks of the L2CAP packet. of which a baseband packet is currently

being transmitted, are automaticaily flushed by the Host Controller. The timeout

period starts when a transmission attempt is made for the first baseband

packet of an L2CAP packet. This allows ACL packets to be automatically

flushed without the Host device issuing a Flush command. The

Write_Automatic_Ftush_‘|7meout command provides support for isochronous

data, such as video. When the L2CAP packet that is currently being transmit-

ted is automatically ‘flushed’, the Failed Contact Counter is incremented by

one. The first chunk of the next L2CAP packet to be transmitted for the speci-

fied connection handle may already be stored in the Host Controller. In that

case, the transmission of the first baseband packet containing data from that

L2CAP packet can begin immediately. If the next L2CAP packet is not stored in
the Host Controller, all data that is sent to the Host Controller after the flush for

the same connection handle will be discarded by the Host Controller until an

HCI Data Packet having the start Packet_Boundary_Flag (0x02) is received.

When this happens, a new transmission attempt will be made.

Command Parameters:

Connection_Handie.' Size.‘ 2 Bytes (‘i2 Bits meaningfui)

Value i Parameter Description
DxXXX)< Specifies which Connection HandIe’s Flush Timeout to write to.

Range: UXUUUU-UXOEFF (OXUFUU ~ Eix0FFF Reserved forfuture use}

F.-‘ush_ Timeout: Size: 2 Bytes

Value Parameter Description

0 - Timeout = no; No Automatic Flush. Default.

Flush Timeout = N * 0.625 msec

Size: 11 bits

Range: OXOOO1 ~ Ox0?FF
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Return Parameters:

Status: Size.‘ 1' Byte

Value Parameter Description

0x00 Write_Auiomaiic_F|ush_Timeout command succeeded.

0x01-0xFF Wri!e_Auiomaiic_F|ush_Timeout com mand failed . See Tania 3 1 en page
Mfii for list of Error Codes.

Connection_Handie.' Size: 2 Bytes (12 Bits meaningfui)

Value Parameter Description

Specifies which Connection Handle's Flush "Fmeout has been written.

Range: UXUUUO-UXOEFF {UXOFUU ~ 0x0FFF Reserved for future use}

Event(s) generated (unless masked away):

When the Write_Automatic_Flush_Timeout command has completed, a

Command Complete event will be generated.
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4.7.33 Read_Num_Broadcast_Retransmissions

Parameters

HCl_Read_Nu m_B roadcast_ 0xC-O29 Status . N u m_Broadcast_Retran
Retransmissions

Description:

This command will read the device's parameter value for the Number of Broad-

cast Retransmissions. Broadcast packets are not acknowledged and are unre-

liable. The Number of Broadcast Retransmissions parameter is used to

increase the reliability of a broadcast message by retransmitting the broadcast

message multiple times. This parameter defines the number of times the

device will retransmit a broadcast data packet. This parameter should be

adjusted as the link quality measurement changes.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Parameter Description

0x00 Read_Num_Broadcast_Retransmissions command succeeded.

0x01-0xFF Read_Num__Broadcast_Retransmissions command failed. See ‘table ii}
on page M5 for list of Error Codes.

Num#Broadcasr_Retran: Size: 1 Byte

Parameter Description

Number of Broadcast Retransmissions : N

Range 0x00-0xFF

Event(s) generated (unless masked away):

When the Read_|\tum_Broadcast_Retransmission command has completed,

a Command Complete event will be generated.
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4.7.34 Write_Num_Broadcast_Retransmissions

Command Command Parameters Return Parameters

HCl_Write_Num_Broadcast_ UXDOZA Num_Broadcast_Retran Status
Retransmissions

Description:

This command will write the device's parameter value for the Number of Broad-

cast Retransmissions. Broadcast packets are not acknowledged and are unre-

liable. The Number of Broadcast Retransmissions parameter is used to

increase the reliability of a broadcast message by retransmitting the broadcast

message multiple times. This parameter defines the number of times the

device will retransmit a broadcast data packet. This parameter should be

adjusted as link quality measurement change.

Command Parameters:

Num_Broadcast_Retran.' Size: 1 Byte

Parameter Description

Number of Broadcast Retransmissions = N

Range 0X00-UXFF
Default: N = 0x01

Return Parameters:

Status.‘ Size: 1 Byte

Value Parameter Description

0x00 Write_N u m_Broadcast_Retransmissions com mand succeeded.

0x01-OXFF Write_Num_Broadcast_Retransrnissions command failed. See Tataie ii 1
er: page }’-:»:”> for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Num_Broadcast_Retransmissions command has completed,

a Command Complete event will be generated.
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4.7.35 Read_Ho|cl_Ililocie_Activity

Command OCF command Return ParametersParameters

HCi_Read_Ho|d_lv'lode_Activity Status, Hoid_Mode_Activity

Description:

This command will read the value for the Ho|d_Mode_Activity parameter. The

Ho!d_Mode_Activity value is used to determine what activities should be sus-

pended when the device is in hold mode. After the hold period has expired, the

device will return to the previous mode of operation. Multiple hold mode activi-

ties may be specified for the Ho|d_lv!ode_Activity parameter by performing a

bitwise OR operation of the different activity types. If no activities are sus-

pended. then all of the current Periodic Inquiry. Inquiry Scan, and Page Scan

settings remain valid during the Hold Mode. If the Ho|d_Mode_Activity parame-

ter is set to Suspend Page Scan, Suspend Inquiry Scan, and Suspend Periodic

Inquiries, then the device can enter a tow-power state during the Hold Mode

period, and all activities are suspended. Suspending multiple activities can be

specified for the Ho|d_Mode_Activity parameter by performing a bitwise OR

operation of the different activity types.The Hold Mode Activity is only valid if all
connections are in Hold Mode.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Byte

Parameter Description

0x00 Read_HoId_N|ode_Activity command succeeded.

0x01-DXFF Read_Ho|d_Mode_Activity command failed. See ‘taste E3 '1 on :1.-.=.ge '?'»$:i§
for list of Error Codes.

Hoid_Mode_A ctivity: Size: 1 Byte

Value Parameter Description

0x00 Maintain current Power State.

0x01 Suspend Page Scan.

0x02 Suspend Inquiry Scan.

0x04 Suspend Periodic inquiries.

0x08-0xFF Reserved for Future Use.
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Event(s) generated (unless masked away):

When the Read_Ho1d_Mode__Activity command has completed, a Command

Complete event will be generated.
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4.7.36 Write_HoId_Mode_Activity

command OCF Command ReturnParameters Parameters

HCl_Write_HoId_Mode_Activity CIx002C Hoid_Mode_AcIivity

Description:

This command will write the value for the Ho|d_Mode_Activity parameter. The

Hoid_Iv1ode_Activity value is used to determine what activities should be sus-

pended when the device is in hold mode. After the hold period has expired, the

device will return to the previous mode of operation. Multiple hold mode activi-

ties may be specified for the Ho|d_Mode_Activity parameter by performing a

bitwise OR operation of the different activity types. If no activities are sus-

pended, then all of the current Periodic Inquiry, Inquiry Scan, and Page Scan

settings remain valid during the Hold Mode. If the HoId_Mode_Activity parame-

ter is set to Suspend Page Scan, Suspend Inquiry Scan, and Suspend Periodic

Inquiries, then the device can enter a low power state during the Hold Mode

period and all activities are suspended. Suspending multiple activities can be

specified for the Ho|d_ivIode_Activity parameter by performing a bitwise OR

operation of the different activity types. The Hold Mode Activity is only valid if
all connections are in Hold Mode.

Command Parameters:

Hoid_Mode_Acriviry: Size: 1 Byte

Parameter Description

0x00 Maintain current Power State. Default.

0x01 Suspend Page Scan.

0x02 Suspend Inquiry Scan.

@2404 Suspend Periodic inquiries.

0x08-0xFF Reserved for Future Use.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Write_HoId_Mode_Activity com mand succeeded.

0x01-0xFF

for iist of Error Codes.

Event(s) generated (unless masked away):

When the Write_Ho|d_Mode_Activity command has completed, a Command

Complete event will be generated.
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4.7.37 Read_Transmit_Power_LeveI

Command Command Parameters Return Parameters

HCl_Read_Transmit_ Connection_Handle. Status,

Power_Leve| Type Connection_Hand|e,

Transmit_Power_Levei

Description:

This command will read the vaiues for the Transrnit__Power_Levei parameter

for the specified Connection Handle. The Connection_Hand|e must be a

Connection_Hand|e for an ACL connection.

Command Parameters:

Con-nection_Hano'ie.' Size: 2 Bytes (12 Bits meaningfui)

Parameter Description

Specifies which Connection Handle’s Transmit Power Level setting to
read.

Range: 0x0El0t}»0x0EFF {UXCIFUU - DXOFFF Reserved for future use)

Size: 1 Byte

Value Parameter Description

0x00 Read Current Transmit Power Level.

0x01 Read Maximum Transmit Power Level.

0x02—0xFF Reserved

Return Parameters:

Status.‘ Size: 1 Byte

 Parameter Description
DX00 Read_Transmit_Power_Leve| command succeeded.

0x01-OXFF Read_Transmit__Power__Level command failed. See ‘fame on page»
‘ME for list of Error Codes.

Connecrion_Handle.' Size: 2 Bytes (12 Bits meaningful)

Parameter Description

Specifies which Connection HandIe’s Transmit Power Level setting is
returned.

Range: UXUUUU-OXOEFF (DXOFOU - UXOFFF Reserved for future use)
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Transm."t_Power_Leve!.' Size: 1 Byte

Parameter Description

Size: 1 Byte (signed integer)

Range: -30 S N S 20
Units: dBm

Event(s) generated (unless masked away):

When the Read_Transmit_Power_Level command has completed, a Com-

mand Complete event will be generated.
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4.7.38 Read_SCO_F|ow_Contro|_Enabie

Command Command Parameters Return Parameters

HC|_Read_SCO_ Status.
F low_Contro|_Enable SCO_F|ow_Contro |_Enab|e

Description:

The Read_SCO_F|ow_C0ntro|_Enable Command provides the ability to read

the SCO_F|ow_Controi_Enab|e setting. By using this setting, the Host can

decide if the Host Controller will send Number Of Completed Packets events

for SCO Connection Handles. This setting allows the Host to enable and dis-
able SCO flow control.

Note: the SCO_F|ow_Control_Enable setting can only be changed if no con-
nections exist.

Command Parameters:

None.

Return Parameters:

Sfatus: Size: 1 Byte

Parameter Description

0x00 Read_SCO_Flow_Contro|_Enable command succeeded

C-x01-0xFF Read_SCO_Flow_Comro|_Enable command failed see 'fs;*;le Sf
‘E’-*4-8 for list of Error Codes

SCO_Fiow_ Contro.-'_Enabie.' Size: 1 Byte

Value Parameter Description

SCO Flow Control is disabled. No Number of Completed Packets events
will be sent from the Host Controller for SCO Connection Handles.

SCO Flow Control is enabled. Number of Completed Packets events will
be sent from the Host Controller for SCO Connection Handles.

Event(s) generated (unless masked away):

When the Read_SCO_F|ow_Control_Enabie oommand has completed a Com-

mand Complete event will be generated.
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4.7.39 Write_SCO_F|ow_Control_Enab|e

Command Command Parameters Return Parameters

HCl_Write_SCO_Flow UXUUZF SCO_Flow_Control_EnabIe Status
_Contro|_Enable

Description:

The Write_SCO_F|ow_Contro|_Enab|e command provides the ability to write

the SCO_F|ow_Contro|_Enable setting. By using this setting. the Host can

decide if the Host Controller will send Number Of Completed Packets events

for SCO Connection Handles. This setting allows the Host to enable and dis-
able SCO flow control.

Note: the SCO_Flow_Control_Enab|e setting can only be changed if no con-
nections exist.

Command Parameters:

SCO_Fiow_Controi_Enab.~‘e.' Size: 1 Byte

Parameter Description

SCO Flow Control is disabled. No Number of Completed Packets events
will be sent from the Host Controller for SCO Connection Handles.

Default

SCO Flow Control is enabled. Number of Completed Packets events will
be sent from the Host Controller for SCO Connection Handles.

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Write_SCO_F|ow_Control_Enable command succeeded

0x01-0xFF Write_SCO_FIow_ControI_Enable command failed see ":'.*~;t:se 53.1 on page
?-t€E for list of Error Codes

Event(s) generated (unless masked away):

When the Write_SCO_F|ow_Contro|_Enabie command has completed a Com-

mand Complete event will be generated.
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4.7.40 Set_Host_Contro||er_To_Host_F|ow_Control

Command Command Parameters Return Parameters

HC|_Set_Host_Contro||er_
To_Host_F1ow_Contro|

F|ow_Contro|_Enabte Status

Description:

This command is used by the Host to turn ftow control on or off in the direction
from the Host Controller to the Host. If flow control is turned off. the Host

should not send the Host__Number_“Of_Comp|eted__Packets command. That

command will be ignored by the Host Controller if it is sent by the Host and flow
control is off.

Command Parameters:

Flow_ Contmi_Enabie.' Size: 1 Byte

Parameter Description

0x00 Flow control off in direction from Host Controller to Host. Default.

Ox-31 Flow control on in direction from Host Controlter to Host.

0x02-OXFF Reserved

Return Parameters:

Status: Size: 1 Byte

Value Parameter Description

0x00 Set_Host_Control|er_To_Host_Flow_Cor1trol command succeeded.

OXCI1-OXFF Set_Host_Controtler_To_Host_F|ow_Control command failed. See Ta‘-:\~ie
t'2'.'i on ,:aag;s }’4.‘:'i3 for list of Error Codes.

Event(s) generated (unless masked away):

When the Set_Host_Controller_To_Host_Flow_Contro| command has

completed. a Command Complete event will be generated.
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