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6.3 IDLE MODE PROCEDURES

The table shows the support status for Idle mode procedures within this profile

Procedure Support in DT | Support in GW
1 General inquiry M N/A
2 Limited inquiry 0] N/A
3 Name discovery 0] N/A
4 Device discovery o] N/A
5 Bonding M (Note 1) M (Note 1)

Note 1: See section 6.3.1

Table 6.3: Idle mode procedures

6.3.1 Bonding

It is mandatory for the DT to support initiation of bonding, and for the GW to
accept bonding.
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FAX PROFILE

This profile defines the requirements for
Bluetooth devices necessary for the support
of the Fax use case. The requirements are
expressed inj terms of end-user services, and
by d@fining ghe features and procedures that
are frequired for interoperability between
Bllfetooth§ levices in the Fax use case.
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1 INTRODUCTION

Bluetooth.

1.1 SCOPE

The Fax profile defines the protocols and procedures that shall be used by
devices implementing the fax part of the usage model called ‘Data Access
Points, Wide Area Networks’ (see Bluetooth SIG MRD).

A Bluetooth cellular phone or modem may be by a computer as a wireless fax

modem to send or receive a fax message.

1.2 PROFILE DEPENDENCIES

In Figurs 1.1, the Bluetooth profile structure and the dependencies of the pro-
files are depicted. A profile is dependent upon another profile if it re-uses parts
of that profile, by implicitly or explicitly referencing it. Dependency is illustrated
in the figure: a profile has dependencies on the profile(s) in which it is con-

tained — directly and indirectly.

o

'CS-BIN-based Profiles

Application Profile

| Service Discovery ||| Cordless
| 1 | Telephony Profile

] :{ Intercom Profile

Dial-up Networking
Profile

Fax Profile

Headset Profile
LAN Access Profile

Generic Object Exchange
Profile

g File Transfer
L Profile

Object Push Profile

\

[ Synchronization
| Profile

i

Figure 1.1: Bluetooth Profiles

As indicated in the figure, the Fax profile is dependent upon both the Serial
Port Profile and the Generic access profile — details are provided in Section &
Serial Port Profile on page 256 and Section 8 Generic Access Profile Interoper

ability Requiremsnts on page 259,
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1.3 SYMBOLS AND CONVENTIONS

1.3.1 Requirement status symbols

In this document, the following symbols are used:
« ‘M’ for mandatory to support
« 'O’ for optional to support

« ‘X for excluded (used for capabilities that may be supported by the unit but
which shall never be used in the use case)

« ‘C’ for conditional to support

« ‘N/A’ for not applicable (in the given context it is impossible to use this
capability)

Some excluded capabilities are capabilities that, according to the relevant
Bluetooth specification, are mandatory. These are features that may degrade
operation of devices in this use case. Therefore, these features shall never be
activated while a unit is operating as a unit within this use case.

Within the scope of this Fax profile, the expression ‘Fax class” is used as a
shortcut to ‘facsimile service class” as defined by [}, {3}, {4] and {4]. This is not
to be confused with Bluetooth service class.
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1.3.2 Signalling diagram conventions

The following arrows are used in diagrams describing procedures:

Bluetooth.

A

Mandatory signal sent by A

Optional signal sent by B

Mandatory procedure witiated by B

-

——— - - —— l = s -~

~

Optional procedure initiated by A :;-
-

- - e -

<
“'\

1=

Mandatory procedure initiated by either A or B

Figure 1-2 Arrows used in signalling diagrams
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application
(Modem driver)

Application
(Modem emulation)

<t+—D

Dialling and control | <[> | Dialling and control

SRR,

Gateway side Data terminal side

Figure 2.1: Protocol model

The Baseband, LMP and L2CAP are the OSlI layer 1 and 2 Bluetooth protocols.
RFCOMM is the Bluetooth adaptation of GSM TS 07.10 {1}, used for providing
serial port emulation. SDP is the Bluetooth Service Discovery Protocol. Dialling
and control (see Section 4) defines the commands and procedures used for
automatic dialling and control over the asynchronous serial link provided by the
lower layers.

The modem emulation layer shown in Figure 2.1 is the entity emulating the
modem, and the modem driver is the driver software in the data terminal.

For the shaded protocols/entities in Figure 2.1, The Serial Port Profile is used
as base standard. For these protocols, all requirements stated in Serial Port
Profile apply, except in those cases where this profile explicitly states devia-
tions.

Note: Although not shown in the model above, it is assumed by this profile that
the application layer has access to some lower layer procedures (for example
SCO link establishment).
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2.2 CONFIGURATIONS AND ROLES

The figures below show two typical configurations of devices for this profile:

Cellular phone

Figure 2.2: Fax profile, example with cellular phone

Modem

Figure 2.3: Fax profile, example with modem

The following roles are defined for this profile:

Gateway (GW) — This is the device that provides facsimile services. Typical
devices acting as gateway are cellular phones and modems.

Data Terminal (DT) — This is the device that uses the facsimile services of the
gateway. Typical devices acting as data terminals are laptops and desktop
PCs.

In the rest of this document, these terms are only used to designate these
roles.

For purposes of mapping the Fax profile to the conventional modem system
architecture, the GW is considered Data Circuit Endpoint (DCE), and the DT is
considered Data Terminal Endpoint (DTE).
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2.3 USER REQUIREMENTS AND SCENARIOS

The Fax profile defines the usage of a GW by a DT as a wireless modem to
send or receive fax messages

The following restrictions apply to this profile:

a) The GW (cellphone or modem) is not required to be able to report
and/or discriminate between different call types for incoming calls.

b) This profile requires support for one-slot packets only. This means
that this profile ensures that data rates up to 128 kbps can be
used. Support for higher rates are optional.

c) Only one call at a time is supported.
d) The profile only supports point-to-point configurations.

e) Since in this profile there is no way defined to discriminate
between 2 SCO channels originating from the same device, it is
manufacturer specific as to deal with the situation where there are
multiple applications requiring the use of multiple SCO channels
originating from the same device.

f) This profile does not support multiple instances of its
implementation in the same device.

2.4 PROFILE FUNDAMENTALS

Here is a brief summary of the interactions that take place when a DT wants to
use the facsimile services of a GW.

1. If the DT does not have the Bluetooth Address of the GW, the DT has to
obtain the address; e.g. using the Device discovery procedure, see Section
&.4 of Generic Access profile.

2. The Fax profile mandates the use of a secure connection through the
authentication procedure (see Sectian 5.1 of Generic Access profile), and
encryption of all user data through the baseband / LMP encryption mecha-
nisms (see Saction & of the Generic Access profile).

. Link establishment is always initiated by the DT.
. There are no fixed master / slave roles.
. The fax call is established.

a o A W

. The GW and DT provide serial port emulation. For the serial port emulation,
the serial port profile (see Serial Port Frofile) is used. The serial port emula-
tion is used to transport the user data, modem control signals and AT com-
mands between the GW and the DT. AT-commands are parsed by the GW
and responses are sent to the DT.

7. An optional SCO link may be used to transport fax audio feedback.

8. After the fax call has been cleared, the channel and link will be released as
well.
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2.5 CONFORMANCE

When conformance to this profile is claimed, all capabilities indicated manda-
tory for this profile shall be supported in the specified manner (process
mandatory). This also applies for all optional and conditional capabilities for
which support is indicated. All mandatory capabilities, and optional and condi-
tional capabilities, for which support is indicated, are subject to verification as
part of the Bluetooth certification program.
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3 APPLICATION LAYER

This section describes the service requirements on units active in the Fax
profile.

3.1 SERVICE OVERVIEW

Table 3.1 shows the required services:

Services Support in DT Support in GW
1. Data call without audio feedback N/A N/A
2 Data call with audio feedback N/A N/A
3. Fax services without audio feedback M M
4 Fax services with audio feedback o @]
5, Voice call N/A N/A

Table 3.1: Application layer procedures

3.2 DATA CALLS

The support of data calls is not covered by this profile.
Refer to Diai-up Networking Profile.

3.3 FAX SERVICE

At least one of the following fax classes of service is mandatory for both the
GW and the paired DT (see Secticn 4.1.2):

Fax Class 1 TIA-578-A {2} and ITU T.31 {4}

Fax Class 2.0 TIA-592 {3iand ITU T.32 {&}

Fax Service Class 2 — No industry standard exists (manufacturer specific).
Optionally, audio feedback may be provided (see Section 4.2).

The GW shall emulate a modem connected via a serial port. The Sarial Fort

Frofiie is used for RS-232 emulation, and RFCOMM running on top of the
serial port profile provides the modem emulation.

3.4 VOICE CALLS

The support of voice calls is not covered by this profile. Refer to Cordigss Teis-
phony Profile.
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4 DIALLING AND CONTROL INTEROPERABILITY
REQUIREMENTS

4.1 AT COMMAND SET USED

To guarantee that basic functionality can always be provided, it is required that
a GW device supports the commands and responses as defined in the sup-
ported fax class of service(s):

Fax Class 1 TIA-578-A {2} and ITU T.31 {4)
Fax Class 2.0 TIA-592 i3} ] and ITU T.32 {5}

Fax Service Class 2 — No industry standard exists (manufacturer specific).

4.1.1 Command syntax, Protocols and Result Codes

Refer to each specific implemented fax service class document for a descrip-
tion of the required commands, protocols and result codes.

4.1.2 Fax Service Class selection procedure

This profile does not require a specific service class of fax. This profile
supports 2 standards-based fax ‘classes’ — fax class 1 {2}, {4i and fax class 2.0
{3}, [5]1 — and a third manufacturer-specific pseudo-standard, fax class 2 (no
industry reference standard exists).

The DT shall check the GW SDP or perform an ‘AT+FCLASS” command to dis-
cover the fax class of service(s) supported by the GW.

Bluetooth devices implementing this profile must support a minimum of one fax
service class, but may support any or all fax services classes.
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4.2 CALL PROGRESS AUDIO FEEDBACK

The GW or DT may optionally be able to provide audio feedback during call
establishment. This clause applies only to gateways/data terminals that are
able to provide audio feedback.

SCO links are used to transport the digitized audio over the Bluetooth link. The
GW shall take all initiatives for SCO link establishment. The setting of the M
parameter (see {&], Section 6.3.14) controls whether the GW provides audio
feedback.

If a GW provides audio feedback for a call, the GW shall use the ‘initiate SCO
link’ procedure (see Link Manager protocol) to establish the audio link when the
DCE goes off-hook.

Depending on the setting of the M parameter, the GW releases the audio link
when the DCE has detected a carrier or when the DCE goes on-hook. The
‘remove SCO link' procedure (see [Link Manager protocol]) shall be used for
audio link release.

If SCO link establishment fails, the call establishment shall proceed without the
audio feedback.

This profile assumes that the DT is not active in any other profile that uses
SCO links while it is operating in the Fax profile. Therefore, behavior is

not defined for a situation where multiple SCO links are established simulta-
neously.
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5 SERIAL PORT PROFILE

This profile requires compliance to the Serial Port Frofile. For the purposes of
reading the Serial Port Profile, the GW shall always be considered to be Device
B and the DT shall always be considered to be Device A.

The following text together with the associated sub-clauses define the require-
ments with regards to this profile in addition to the requirements defined in the
Serial Port Profile.

5.1 RFCOMM INTEROPERABILITY REQUIREMENTS

For RFCOMM, no additions to the requirements stated in Searizl Port Profile
apply.

5.2 L2CAP INTEROPERABILITY REQUIREMENTS

For the L2CAP layer, no additions to the requirements stated in Serial Port Pro-
file apply.

5.3 SDP INTEROPERABILITY REQUIREMENTS

Table 5.1 lists all entries in the SDP database of the GW defined by this profile.
The ‘Status’ column indicates whether the presence of this field is mandatory
or optional.

The codes assigned to the mnemonics used in the ‘Value’ column and the
codes assigned to the attribute identifiers can be found in Bluetooth Assigned
Numbers.

Iltem Definition: | Type: Value: Status | Default
Service Class ID List M
Service Class #0 uuiD Generic (0]
Telephony
Service Class #1 uuiD Fax M
Protocol Descriptor List M
Protocol #0 uuID L2CAP M
Protocol #1 UuID RFCOMM M
Parameter for Protocol #1 | Server Uint8 N = server M
Channel channel #

Table 5.1: Service Database Entries
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Item Definition: | Type: Value: Status | Default
Service Name Displayable | String Service-provider 0] ‘Fax’
Text name defined
Audio Feedback Support Boolean | True/False 0] False
Fax Class 1 Support Boolean | True/False 0] False
Fax Class 2.0 Support Boolean | True/False 0 False
Fax Class 2 Support Boolean | True/False O False
BluetoothProfile Descrip- M
torList
Profile #0 uuID Fax M
Parameter for Profile #0 Version Uint16 0x0100° 0] 0x100

Table 5.1: Service Database Entries
*. Indicating version 1.0

5.4 LINK MANAGER (LM) INTEROPERABILITY

REQUIREMENTS

In addition to the requirements for the Link Manager as stated in the “Setiat
Port Frofile” on page 185, this profile requires support for SCO links, in both
the GW and DT. The support is conditional upon the ability to provide audio

feedback."

Serial Port Profile

1 December 1999
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5.5 LINK CONTROL (LC) INTEROPERABILITY
REQUIREMENTS

In the table below, all LC capabilities required by this profile are listed.

Capabilities g:gel’:;:‘ L“ gwport i ‘E‘;pport in
5 Packet types
N HV3 packet (0] C1 c2
7 Voice codec
c CVSD 0 C1 c2

C1: The support for this capability is mandatory for gateways that are able to provide audio
feedback to the DT.

C2: The support for this capability is mandatory for data terminals that are able to provide
audio feedback to the user.

Table 5.2: Baseband/LC capabilities

5.5.1 Class of Device usage
A device which is active in the GW role of the Fax profile shall, in the Class of
Device field:

1. Set the ‘Telephony’ bit in the Service Class field (see Bluetooth Assigned
Numbers)

2. Indicate ‘Phone’ as Major Device class (see Bluetooth Assigned
Numbers)

This may be used by an inquiring device to filter the inquiry responses.
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6 GENERIC ACCESS PROFILE INTEROPERABILITY
REQUIREMENTS

Fax Profile

This profile requires compliance to the Generic Access Profile.

This section defines the support requirements with regards to procedures and
capabilities defined in Generic Access Profile.

6.1 MODES

The table shows the support status for Modes within this profile.

o g:pport in gt\.:\;:port in
1 Discoverability modes
Non-discoverable mode N/A
Limited discoverable mode N/A o]
General discoverable mode N/A
2 Connectability modes
Non-connectable mode N/A X
Connectable mode N/A M
3 Pairing modes
Non-pairable mode M M
Pairable mode (0] M
Table 6.1: Modes
Generic Access Profile Interoperability Requirements 1 December 1999 259
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6.2 SECURITY ASPECTS

Bluetooth.

The table shows the support status for Security aspects within this profile.

Procedure g:pport in gtwport in
1 Authentication M M
2 Security modes
Security mode 1 N/A b4
Security mode 2 C1 C1
Security mode 3 c1 c1

C1: Support for at least one of the security modes 2 and 3 is mandatory

Table 6.2: Security aspects

6.3 IDLE MODE PROCEDURES

The table shows the support status for Idle mode procedures within this profile.

Procedure Support in DT | Support in GW
1 General inquiry M N/A
2 Limited inquiry 0] N/A
3 Name discovery @) N/A
4 Device discovery 0] N/A
5 Bonding M (Note 1) M (Note 1)

Note 1: See section 6.3.1

Table 6.3: Idle mode procedures

6.3.1 Bonding

It is mandatory for the DT to support initiation of bonding, and for the GW to
accept bonding.

260
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“\.LAN ACCESS PROFILE

This document is a LAN Access Profile for
Bluetooth devices. Firstly, this profile defines
Bluetooth-enabled devices can access
the services of a LAN using PPP. Secondly,
this profile shows how the same PPP mecha-
nisms are L$ed to form a network consisting
of jfwo Blugtooth-enabled devices.
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1

INTRODUCTION

1.1 SCOPE

This profile defines LAN Access using PPP over RFCOMM. There may be
other means of LAN Access in the future.

PPP is a widely deployed means of allowing access to networks.

PPP provides authentication, encryption, data compression and multi-
protocol facilities. PPP over RFCOMM has been chosen as a means of pro-
viding LAN Access for Bluetooth devices because of the large installed base
of devices equipped with PPP software.

It is recognized that PPP is capable of supporting various networking proto-
cols (e.g. IP, IPX, etc.). This profile does not mandate the use of any particu-
lar protocol. However, since IP is recognized as the most important protocol
used in today's networks, additional IP-related information is provided in an

appendix. The use of these other PPP protocols is not discussed.

This profile does not deal with conferencing, LAN emulation, ad-hoc net-
working or any other means of providing LAN Access. These functions are,
or may be, dealt with in other Bluetooth profiles.

This profile defines how PPP networking is supported in the following situa-

tions.

a) LAN Access for a single Bluetooth device.

b) LAN Access for multiple Bluetooth devices.

c¢) PC to PC (using PPP networking over serial cable emulation).
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1.2 PROFILE DEPENDENCIES

Bluetooth.

In Figure 1.1, the Bluetooth profile structure and the dependencies of the
profiles are depicted. A profile does have dependencies — direct and indirect —
on the profile(s) within which it is contained, as illustrated in the figure.

In particular, this LAN Access profile is dependent on the Serial Port and
Generic Access profiles.

/

Genenc Access Proflle

TCS BtN-based Profiles

- [ service Discovery
il .j Profle

'[

Cordless Telephony

e —.—._

P rof' le

] { Intercom Proflle} :

T

:.Z 5_ Seriai Port Prafile

:. k Profile

( Dial-up Networkmg

[ Fax Profile

f Headset Profile

§ LAN Access Profile §

"-::"":::

Generic Ob;ect Exchange y

File Transfer
| Profnle

e N

Object Push Profile

Profile

Synchronization

Figure 1.1: Bluetooth Profiles

1.3 SYMBOLS AND CONVENTIONS

This profile uses the symbols and conventions specified in Saction

Generic Access Profile {13].

1.2 of the

270
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2 PROFILE OVERVIEW

21 PROTOCOL STACK

The figure below shows the protocols and entities used in this profile.

Data Terminal LAN Access Point

Figure 2.1: Protocol Stack

PPP is the IETF Point-to-Point Protocol [&]. PPP-Networking is the means of
taking IP packets to/from the PPP layer and placing them onto the LAN. This
mechanism is not defined by this profile but is a well-understood feature of
Remote Access Server products.

The Baseband [ i}, LMP {2} and L2CAP |3 are the OSI layer 1 and 2 Bluetooth
protocols. RFCOMM {4} is the Bluetooth adaptation of GSM TS 07.10 {&}. SDP
is the Bluetooth Service Discovery Protocol {&].

ME is the Management Entity which coordinates procedures during initializa-
tion, configuration and connection management.

2.2 CONFIGURATIONS AND ROLES

The following roles are defined for this profile.

LAN Access Point (LAP) — This is the Bluetooth device that provides access to
a LAN (e.g. Ethernet, Token Ring, Fiber Channel, Cable Modem, Firewire,
USB, Home Networking). The LAP provides the services of a PPP Server. The
PPP connection is carried over RFCOMM. RFCOMM is used to transport the
PPP packets and it can also be used for flow control of the PPP data stream.
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Data Terminal (DT) — This is the device that uses the services of the LAP. Typi-
cal devices acting as data terminals are laptops, notebooks, desktop PCs and

PDAs. The DT is a PPP client. It forms a PPP connection with a LAP in order to
gain access to a LAN.

This profile assumes that the LAP and the DT each have a single Bluetooth
radio.’

2.3 USER REQUIREMENTS AND SCENARIOS

The following scenarios are covered by this profile.

1. A single DT uses a LAP as a wireless means for connecting to a Local Area
Network (LAN). Once connected, the DT will operate as if it were connected
to the LAN via dial-up networking. The DT can access all of the services pro-
vided by the LAN.

LAN Access Point

Data Terminal

Figure 2.2: LAN Access by a single DT.

1. Products with multiple radios can still conform to this profile. The LAP and DT roles can be
adopted independently by each radio.
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2. Multiple DTs use a LAP as a wireless means for connecting to a Local Area
Network (LAN). Once connected, the DTs will operate as if they were con-
nected to the LAN via dial-up networking. The DTs can access all of the ser-
vices provided by the LAN. The DTs can also communicate with each other

via the LAP.2

LAN Access Point

Data Terminal B

ta Terminal A

Figure 2.3: LAN Access by multiple DTs.

3. PC to PC connection. This is where two Bluetooth devices can form a single
connection with each other. This scenario is similar to a direct cable connec-
tion commonly used to connect two PCs. In this scenario, one of the devices
will take the role of a LAP, the other will be a DT. See Appeandix 13.1 for
more details of how this can be configured.

PCA

Figure 2.4: PC to PC connection.

Some LAP products may have an internal LAN or use the PSTN to access the
Internet or corporate networks. The dial-up mechanisms to achieve the Internet
connection are specific to the LAP. The DTs are totally unaware of these activi-
ties — except maybe in the event of longer connection times and traffic delays.

2. The DTs will be able to communicate with each other only if the required services (e.g. DNS)
are available on the LAN.
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2.4 PROFILE FUNDAMENTALS

Here is a brief summary of the interactions between a DT and a LAP. Subse-
quent sections in this profile provide more detail for each of the following steps.

1

6.
7.

. The first step is to find a LAP that is within radio range and is providing a

PPP/RFCOMM/L2CAP service. For example, the DT user could use some
application to find and select a suitable LAP.

. If there is no existing baseband physical link, then the DT requests a base-

band physical link with the selected LAP. At some point after the physical
link establishment, the devices perform mutual authentication. Each device
insists that encryption is used on the link — see Section 3.1.

. The DT establishes a PPP/RFCOMM/L2CAP connection.
. Optionally, the LAP may use some appropriate PPP authentication mecha-

nism (e.g. CHAP {21}). For example, the LAP may challenge the DT's user
to authenticate himself or herself; the DT must then supply a username and
password. If these mechanisms are used and the DT fails to authenticate
itself, then the PPP link will be dropped.

. Using the appropriate PPP mechanisms, a suitable IP address is negotiated

between the LAP and the DT.
IP traffic can now flow across the PPP connection.
At any time the DT or the LAP may terminate the PPP connection.

2.5 CONFORMANCE

If conformance to this profile is claimed, all capabilities indicated mandatory for
this profile shall be supported in the specified manner (process-mandatory).
This also applies to all optional and conditional capabilities for which support is
indicated. All mandatory capabilities, and optional and conditional capabilities
for which support is indicated, are subject to verification as part of the
Bluetooth certification program.

274
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3 USER INTERFACE ASPECTS

This profile is built upon the Generic Access Profile,

* When reading Generic Access Profile, DevA (the connection initiator) is
equivalent to DT, and DevB is equivalent to the LAP.

« All the mandatory requirements defined in Generic Access Profile are man-
datory for this profile.

« Unless otherwise stated below, all the optional requirements defined in
Generic Access Profile are optional for this profile.

3.1 SECURITY

It is recognized that security in a wireless environment is of paramount impor-
tance.

Both the LAP and the DT must enforce that encryption is operating on the
baseband physical link while any PPP traffic is being sent or received. The LAP
and the DT will refuse any request to disable encryption. Therefore, Bluetooth
pairing must occur as a means of authenticating the users. A PIN or link key
must be supplied, even if the default PIN is used. The default PIN for LAN
access is a zero length PIN. Failure to complete the pairing process will pre-
vent access to the LAN Access service.

A more sophisticated product may require further authentication, encryption
and/or authorization.
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3.2 GENERIC MODES

Bluetooth.

The following modes are defined in Saction 4 of Generic Access Profile {131
This profile requires the following support.

Modes

Support in LAP

Support in DT

Discoverability modes
Non-discoverable mode
Limited discoverable mode
General discoverable mode
Connectability modes
Non-connectable mode
Connectable mode

Pairing modes
Non-pairable mode

Pairable mode

Table 3.1: Generic Mode requirements table

Notes

1. A typical use for the Non-discoverable mode is where the LAP is intended
for personal use only. The DT would remember the identity of the LAP and

never need to use the Bluetooth inquiry mechanism.

2. A typical use for the General discoverable mode is where the LAP is
intended for general use. The DT would not be expected to remember the
identity of all the LAPs that it uses. The DT is expected to use the Bluetooth
inquiry mechanism to discover the LAPs in range.

276
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3.3 ADDITIONAL PARAMETERS

The following parameter is mandatory for the LAP. Optionally it may be config-
urable by the LAP administrator.

Maximum number of users. Different products have different capabilities and
resource limitations that will limit the number of simultaneous users that they
can support. The administrator of the LAP may choose to further limit the num-

ber of simultaneous users.3

» Single-user mode is when the maximum number of users is configured to
allow only a single user. In this mode, either the DT or the LAP may be the
master of the piconet. Single-user mode means that a single DT has exclu-

sive access to a LAP.

* Multi-user mode is when the maximum number of users is configured to
allow more than one user. In this mode, the LAP must always become the
master of the piconet. If the DT refuses to allow the LAP to become master,
then the DT cannot gain access to the LAN.

3. The fewer simultaneous users there are using a Bluetooth radio, the more bandwidth will be
available to each. A LAP can be restricted to a single user.

4. There are situations where a DT may wish to connect to a LAP and still remain the master of
an existing piconet. For example, a PC is the master of a piconet with connections to a
Bluetooth mouse and a Bluetooth video projector. The PC then requires a connection to the
LAP, but must remain master of the existing piconet. If, for some reason, the PC can only be
a member of one piconet, then the LAP must be a piconet slave. This situation is only possi-
ble if the LAP's ‘maximum number of users’' parameter has been configured to 1; i.e. single-
user mode.
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4 APPLICATION LAYER

Section Feature Support in LAP | Support in DT
4.1 Initialization of LAN Access service M X
42 Shutdown of LAN Access service M X
4.3 Establish LAN Connection C1 M
4.4 Lost LAN Connection X M
4.5 Disconnect LAN Connection M

Table 4.1: Application-layer requirements table

C1: Currently the LAP is not required to initiate a LAN connection establish-
ment. In the future, a LAP may initiate a connection (e.g. as part of some form
of LAP-initiated hand-off).

4.1 INITIALIZATION OF LAN ACCESS POINT SERVICE

This procedure initiates the configuration of the device as a LAP. This operation
involves setting the following parameters:

+ All the configurable parameters defined in Saction 3.2, (For example, maxi-
mum number of users, discoverability mode, etc.)

+ The required Bluetooth PINs and/or link keys.

* Any appropriate PPP configuration options (e.g. authentication, compres-
sion) can be configured. In order to ensure interoperability, a LAP shall not
require connecting DTs to perform any PPP authentication, until the LAP
administrator has configured PPP authentication.

When initialization is complete, the device will be able to accept PPP connec-
tions.

For products whose main role is that of a LAP, this initialization procedure is
typically run automatically when the device is powered up.

For other products (e.g. PCs, Notebooks, etc.), this initialization procedure
allows the user to configure the product as an access point, so that a DT can
connect to it.
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4.2 SHUTDOWN OF LAN ACCESS POINT SERVICE

This procedure stops the device from acting as a LAP.
* The PPP Server is shutdown — as defined in Seclion 5.2,

» Optionally, a product may take steps to prevent un-authorized Bluetooth
access at a later time by deleting some of the stored link keys.

4.3 ESTABLISH LAN CONNECTION

Normally the DT will initiate the establishment of a connection to the LAN.

1. The first step is to select a LAP and a suitable PPP/RFCOMM service that it
provides. This selection may be done in one of the following ways:

» The DT user is presented with a list of LAPs that are within radio range, and
the services that they provide. The user can then select a LAP/service from
the list provided.

« The DT user is presented with a list of services that are being provided by
the LAPs that are within radio range. Where the same service is provided by
multiple LAPs (i.e. identical ServiceClass-IDs), the application may choose
to show the service only once. The user can then select a service from the
list provided. The DT will automatically select a suitable LAP that provides
the selected service.

« The DT user enters the name of the service that is required, e.g. ‘network’,
or ‘Meeting #1’ (see Saction 7.1 for more information on service names).
The DT will automatically select a suitable LAP that provides the required
service.

« Some application on the DT automatically searches for and selects a suit-
able LAP/service.

Whatever means is used, the result of the selection process must be a LAP
that is within radio range and a PPP/RFCOMM service that it provides.

In all cases, the Bluetooth Service Discovery mechanisms are used to retrieve
service information. This service information provides all the information
required to create the RFCOMM connection in step 4.

2. Optionally, the DT user (or application) is allowed to enter a Bluetooth
Authentication PIN or link key supplied by the application. If no PIN is
entered, then a zero-length PIN is used.

3. Optionally, the DT user (or application) is allowed to enter a username and
password for PPP authentication. If some PPP authentication mechanism is
used and the user does not initially supply the username and password,
then he/she may be prompted for them later in the connection establish-
ment.
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4. When the user (or application) activates the connection, then a PPP applica-
tion is started, to attempt to establish a connection to the selected access
point/service using the procedures in 12.1.

More complex situations (e.g. hand-off of a DT between LAPs) may require the
LAP to initiate the establishment of a connection. These situations are possi-
ble, but are outside the scope of this document.

4.4 LOST LAN CONNECTION

If the LAN connection is lost for any reason, then the DT user (or application)
must be notified of connection failure.

Optionally, the application may allow re-establishment of the connection to the
same (or similar) LAP/service. The application could remember the previous
LAP, service, PIN, link key, username and password and use them to allow
speedy or automatic re-establishment of the LAN connection. The procedures
described in Saction 5.1 will be used.

4.5 DISCONNECT LAN CONNECTION

Either the LAP or the DT may terminate the LAN Connection at any time —
using the procedures in Seciion 5.4.
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5 PPP

PPP/RFCOMM operation in this profile is similar to PPP operation in normal
dial-up networking, except that this profile omits the use of AT commands; PPP
starts as soon as the RFCOMM link is established. By contrast, in dial-up net-
working, AT commands are used to establish the link, then PPP starts commu-
nicating.

The LAP exports a PPP Server interface [£1. This specification does not require
any particular means of achieving the ‘appearance’ of a PPP Server. One
implementation of a LAP could contain a PPP Server. Alternatively, the LAP
could be some kind of PPP proxy, where PPP packets are transferred to/from a
PPP server somewhere else on the network.

The following text, together with the associated sub-clauses, defines the man-
datory requirements with regard to this profile.

Section Procedure Support in LAP | Support in DT
51 Initialize PPP M X
5,2 Shutdown PPP M X
53 Establish PPP Connection M M
54 Disconnect PPP Connection M M
5.5 PPP Authentication Protocols O o}

Table 5.1: PPP capabilities

5.1 INITIALIZE PPP

On the LAP, the existence of a PPP Server shall be registered in the Service
Discovery Database. The service attributes are defined in 7.1.

A device in the DT role does not register PPP in the Service Discovery Data-
base. However, it is possible for a device to be both a LAP and a DT, therefore
the device could register PPP in the Service Discovery Database as defined
above.

PPP is a packet-oriented protocol, whereas RFCOMM expects serial data
streams. Therefore, the PPP layer must use the serialization mechanisms
described in {4},
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5.2 SHUTDOWN PPP

All existing PPP connections are disconnected.

The PPP layer disables or removes the PPP service entry from the Service
Discovery Database.

5.3 ESTABLISH PPP CONNECTION

If there is no existing RFCOMM session between the LAP and the DT, then the
device initiating the PPP connection shall first initialize RFCOMM (see Zaction
£). The device obtains the RFCOMM Server channel to use from the service
information it discovered earlier.

Using the Link Control Protocol (LCP) &}, the LAP and DT negotiate a PPP
link.

Part of the LCP is the negotiation of the Maximum Transmission Unit (MTU) to
be used on the PPP link — see {§] for details. This profile places no require-

ments on the negotiated MTU.5

Depending upon its capabilities and configuration (see 3.2), a LAP may have
multiple PPP sessions in operation simultaneously.

5.4 DISCONNECT PPP CONNECTION

The following reasons will cause PPP to terminate the connection:
1. User intervention.

2. Failure of the RFCOMMY/L2CAP connection. The RFCOMM/L2CAP connec-
tion may fail for several reasons. For example, when the radio link has failed
or the device has been out of range for an excessive amount of time; see [31.

3. Termination by the LAP, if the access point can no longer provide the appro-
priate service. The reasons that would cause this are very dependent on the
implementation of the LAP, but they could include (a) detection of duplicate
IP addresses, (b) loss of connection to the LAN, (c) loss of connectivity to
the PPP Server, or (d) loss of connection to the required IP subnet.

4. Some implementation-specific policy decision made by an application that is
running on the LAP or the DT.

PPP handles each of the above situations differently. Reasons 1, 3 and 4
above result in a controlled disconnection at each protocol layer. Reason 2
above requires different processing.

5. Some products may use the LCP negotiation process to insist on specific values for the
MTU. For example, a simple LAP with an Ethernet connection may wish to have a suitable
MTU, so that IP packets do not require fragmentation when transmitted from Bluetooth to
Ethernet.
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When the PPP connection is terminated, either by user intervention or auto-
matically by the LAP, then the PPP layer takes the following steps:

1. Gracefully terminate the IPCP connections (as defined in {24]). This will
cause the IP interface to be disabled.

2. Gracefully terminate the LCP connections (as defined in [&]),

3. Disconnect the RFCOMM connection (as defined in Serial Fort Profile)
When the RFCOMM/L2CAP connection suddenly terminates, then the PPP
layer takes the following steps:

1. Terminate the IPCP connections (as defined in {Z4}). This will cause the IP
interface to be disabled.

2. Terminate the LCP connections (as defined in [&}).

5.5 PPP AUTHENTICATION PROTOCOLS

Optionally, a LAP may be configured to use one or more of the PPP authentica-
tion protocols. These protocols allow a network administrator to control access
to the network. The use of these PPP protocols does not form part of this pro-

file. They are mentioned here for information only.

PPP supports a number of authentication protocols including the following:

« PPP Challenge Handshake Authentication Protocol (CHAP) {21}

« Microsoft PPP CHAP Extensions {2}

« PPP Authentication {23}

* PPP Extensible Authentication Protocol (EAP) {23}

Typically, the user needs to supply a username and password in order to gain

authorization to use the PPP connection. If the authentication fails, then the
PPP connection is normally dropped.

The PPP authentication protocols are independent of the Bluetooth authentica-
tion mechanisms. A network administrator may choose to use any combination
of the PPP and Bluetooth mechanisms.
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6 RFCOMM

This section describes the requirements on RFCOMM in units complying with
the LAN Access Profile.

This profile is built upon the Serial Port Profile {1{}]. The requirements defined
in the Serial Port Profile Section 4, “REFCOMM interoperabiiity Requiraments,”
on pages 177, apply to this profile.

« When reading {10}, DevA (the connection initiator) is equivalent to DT and
DevB is equivalent to the LAP.

« All the mandatory requirements defined in the Serial Port Profile Seciion 4
on page 177 are mandatory for this profile.

= All the optional requirements defined in the Serial Port Profile Saction 4 on
page 177 are optional for this profile.

In addition:

1. In order to maximize packet throughput, it is recommended that RFCOMM
should make use of the 3 and 5 slot baseband packets.

2. As defined in {4] section 2, the speed of RFCOMM connections is not config-
urable by the user. RFCOMM will transfer the data as fast as it can. The
actual transfer rate will vary, depending upon the other Bluetooth traffic on
the baseband link. In particular, the connection speed will not be artificially
held at some typical serial port value; e.g. 19200.
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7 SERVICE DISCOVERY

A LAP will be capable of providing one or more services for connecting to a
LAN. For example, different services could provide access to different IP sub-
nets on the LAN. The DT'’s user must be able to choose which of the LAN
access services he or she requires.

7.1 SDP SERVICE RECORDS

Each LAP will provide one Service Class for PPP/RFCOMM services. A LAP
may contain multiple instances of this Service Class; e.g. access to multiple
subnets. Where the access point provides more than one PPP/RFCOMM ser-
vice, the service selection is based on service attributes. These services are
made public via the SDP.

The service record will have the following attributes. The syntax and usage of
these attributes is defined in {&].

Bluetooth.

S Mand. Default
f Vi
Item Definition /Opt. Type alue Valiie
ServiceClassIDList Mand.
ServiceClass0 UUID for "LAN Access | Mand. UuID See {11} See {11}
using PPP"
ProtocolDescriptorList Mand.
Protocol0 UUID for L2CAP Mand. uuIiD See {11} See {11}
protocol
Protocol1 UUID for RFECOMM Mand. uuID See {11} See {11}
protocol
ParameterQ Server channel Mand. UInt8 varies varies
ProfileDescriptorList Opt.
Profile #0 Uuid for “LAN Access UuID see {11} see {it}
using PPP"
Parameter0 Version "1.00" Uint16 | 0x0100 0x0100
ServiceName Displayable Opt. String Configurable ‘LAN Access
name using PPP’
ServiceDescription Displayable Opt. String Configurable ‘LAN Access
Information using PPP’
ServiceAvailability Load Factor Opt. Uint8 Dynamic Dynamic
IpSubnet Displayable Opt. String Configurable Configurable
Information

Service Discovery
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The actual values of universal attribute IDs are defined in the Assigned Num-
bers specification {11} section 4. Values that are of the type UUID are defined in
the Assigned Numbers specification {1} section 4.

The ServiceName attribute is a short user-friendly name for the service;
e.g. ‘Corporate Network’, ‘Conference#1’, etc.

The ServiceDescription attribute is a longer description of the service. For
example. “This network is provided for our guests. It provides free Internet
Access and printing services. No username or password are required.”

The ServiceAvailability attribute may be used in conjunction with the Load-
Factor field of the CoD defined for LAN Access Points — see {11} section
1.2.6.

The IpSubnet attributelD is (0x0200). This attribute is a displayable string
containing subnet definition of the network, e.g. “191.34.12.0/24". The first 4
numbers define the IP subnet in dotted-decimal notation. The fifth number,
after the “/” character, is the number of subnet bits to use in the subnet
mask; e.g. 24 means a subnet mask of 255.255.255.0.

286
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8 L2CAP

This section describes the requirements on L2CAP in units complying with the
LAN Access Profile.

This profile is built upon the Serial Port Profile {1£]. The requirements defined

in the Serial Port Profile Section &, “L2CAP interoperability Requiraments,” on

page 178 apply to this profile.

* When reading {10}, DevA (the connection initiator) is equivalent to DT and
DevB is equivalent to the LAP.

» All the mandatory requirements defined in the Serial Port Profile seciion 5
on pages 1749 are mandatory for this profile.

+ All the optional requirements defined in the Serial Port Profile Section S on
page 179 are optional for this profile.
In addition:

1. The MTU used at the L2CAP layer is determined by the RFCOMM parame-
ter ‘maximum frame size' — see Seciion 6 on page 284,
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9 LINK MANAGER

This section describes the requirements on Link Manager in units complying
with the LAN Access Profile.

This profile is built upon the Serial Port Profile {1{}]. The requirements defined
in the Serial Port Profile Section 7, “Link Manager (LM} interoperahiiity
Requirements,” on page 183 apply to this profile.

« When reading {10}, DevA (the connection initiator) is equivalent to DT and
DevB is equivalent to the LAP.

« All the mandatory requirements defined in the Serial Port Profile Section 7
on page 183 are mandatory for this profile.

+ The following optional requirements defined in the Serial Port Profile Section
7 on page 183 are mandatory for this profile.

Procedure Support in LAP Support in DT
Authentication M M
Pairing M M
Encryption M M
Request master/slave switch M X
Perform master/slave switch M M

Table 9.1: LMP procedures

+ All the remaining optional requirements defined in the Serial Port Profile
Section 7 on page 183 are optional for this profile.

In addition:

« For bandwidth reasons, it is advisable but not mandatory for both devices to
use multi-slot packets.

« When the LAP is configured in single-user mode (i.e. maximum number of
users is 1), then the LAP may be either the master or the slave of the pico-
net.

+ When the LAP is configured in multi-user mode (i.e. maximum number of
users is more than 1), then the LAP must be the master of the piconet.
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9.1 PROFILE ERRORS

The LAP must deny access to the PPP service if the DT fails to comply with the
requirements of this profile, as follows:

1. Failure to complete the pairing process.

2. Failure to comply with a request to enable encryption on the baseband con-
nection.

3. Failure by the DT to comply with a request to perform a master/slave switch.
The LAP only requests a master/slave switch when it is configured in multi-
user mode. In this mode the LAP must be the master of the piconet.

The LAP must reject all attempts by the DT to perform the following operations
(see {Z] section 5.1.2 for the appropriate LMP rejection reasons):

4. Requesting that encryption be disabled. The error code “Host Rejected due
to security reasons” is used.

5. Requesting that the LAP switch to be a slave when the LAP is configured to
be in multi-user mode. The error code “Unspecified Error” is used.

6. Requesting that a new connection be made when the LAP already has its
configured maximum number of users. The error code “Other End Termi-
nated Connection: Low Resources” is used.
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10 LINK CONTROL

This section describes the requirements on Link Control in units complying with
the LAN Access Profile.

This profile is built upon the Serial Port Profile {1{}]. The requirements defined

in the Serial Port Profile, Section &, "Link Conirol (LO) inleroperability Reguire-
ments,” on pags 184, apply to this profile.

« When reading {10}, DevA (the connection initiator) is equivalent to DT and
DevB is equivalent to the LAP.

+ All the mandatory requirements defined in the Serial Port Profile, Saction 8§
on page 184, are mandatory for this profile.

+ All the optional requirements defined in the Serial Port Profile, Section & on
page 184, are optional for this profile.

« The timer definitions defined in the Serial Port Profile, Section & on page
1&4, are not used in this profile.
In addition:

1. The Non-discoverable and General Discoverable Modes of the LAP (i.e.
how InquiryScan is used) are defined in the Generic Access Profile {13},
Section 4 on page 29,

2. In order to discover the nearby LAPs, a DT must use the General Inquiry
procedure defined in the Generic Access Profile {13}, Section & on page 37.
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11 MANAGEMENT ENTITY PROCEDURES

The following text together with the associated sub-clauses defines the manda-
tory requirements with regard to this profile.

Section Procedure Support in LAP Support in DT
1.1 Link Establishment M M
11.2 Single/Multi-user mode M N/A

Table 11.1: Management Entity Procedures

11.1 LINK ESTABLISHMENT

Link Establishment is required for communication between a LAP and a DT.
The Link Establishment procedure is started as a direct consequence of the
user operations described in “Establish LAN Connection” Section 4.3,

1. The DT first performs a General Inquiry to discover what LAPs are within
radio range, see Generic Access Profile, Section § on page 37. Having per-
formed the inquiry, the DT will have gathered a list of responses from nearby
LAPs.

2. The DT sorts the list according to some product-specific criteria. The LAN
Access Point CoD contains a field called ‘Load Factor’, see {11} section
1.2.6. Itis recommended (but not mandated) that this field is used to sort the
list.

3. The DT shall start with the LAP at the top of the list and try to establish a link
with it, see Generic Access Profile, Saction 7.1 on page 45. Any error or
failure to establish a link shall cause the DT to skip this LAP. The DT will
attempt to establish a link the next LAP in the list.

4. If there are no more LAPs in the list, the DT shall not proceed with further
link establishment procedures. Link establishment has to be re-initiated.

The following subsections apply.

11.1.1 No responses to inquiry

If the DT did not get any response during inquiry, the DT shall not proceed with
further link establishment procedures. Link establishment has to be re-initiated
by the user or an application.
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11.1.2 No response to paging

If a LAP does not respond to paging attempts, the DT shall skip this LAP.

11.1.3 Pairing

During link establishment, the LAP and DT are paired, which means that the
DT and LAP build a security wall towards other devices.

11.1.4 Errors

If any LM procedure or Service Discovery procedure fails, or if link is lost at any
time during link establishment, then the DT shall skip this LAP.

11.2 MAXIMUM NUMBER OF USERS

When the LAP is configured to allow multiple users, then the LAP must be the
master of the piconet, see 3.Z. In this mode, the Management Entity on the
LAP ensures that the LAP remains the master of the Bluetooth piconet.

While in multi-user mode, the LAP shall request that it become the master of
any new baseband physical link. If, for any reason, the LAP cannot remain the
master, then the baseband physical link shall fail. The LMP {Z] allows a device
to (a) request a master/slave switch, and also (b) to refuse to comply with a
request to perform a master/slave switch, see {1} section 10.9.3.
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12 APPENDIX A (NORMATIVE): TIMERS AND

COUNTERS

No specific timers are

required by this profile.

Timer name Recommended value Description Comment
Table 12.1: Defined timers
No specific counters are required by this profile.

Counter name Proposed value Description Comment

Table 12.2: Defined Counters

The following parameters are required by this profile.

Parameter

Description

Discoverability mode
Connectability mode
Pairing mode

Maximum users

Controls whether the DT can discover the LAP.

Controls whether the DT can be connected to the LAP.
Controls whether the DT can be pair with the LAP.

The maximum the number of simultaneous users/connections.

Table 12.3: Defined parameters

APPENDIX A (Normative): Timers

and counters 1 December 1999
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13 APPENDIX B (NORMATIVE): MICROSOFT
WINDOWS

This section contains various bits of information relating to Microsoft Windows
and how it can be used in this profile.

13.1 PC-2-PC CONFIGURATION

This section contains information for configuring two PCs to form a connection.
This configuration is independent of Bluetooth. This configuration is the same
whether a serial cable or Bluetooth is used to make the connection.

It is known that Windows '98 comes with a PPP server and that this PPP
Server can be used to achieve the PC-to-PC feature. Detailed configuration
information is available at the following Web sites.

Microsoft Direct Cable Connection & Dial-up networking:
http://support.microsoft.com/support/windows/ServiceWare/
Win95/33BKKC22.ASP

http://www.wown.com/
http://www.tecno.demon.co.uk/dcc.html
http://www.cs.purdue.edu/homes/kime/directcc/directcc95.htm

This application requires some exchange of text strings before the PPP
connection will become operational. The client PC sends the string ‘CLIENT’
and the server must reply with ‘CLIENTSERVER'.

The tools provided by Windows '98 configure one PC as the server and the
other as the client. The PC configured as the server can share its resources
with the client, but not vice versa.

294
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14 APPENDIX C (INFORMATIVE): INTERNET
PROTOCOL (IP)

The use of IP in this profile is optional. This section is provided for information
only.

This section contains various bits of IP information that relate to various parts
of this profile.

14.1 IP INTERFACES

14.1.1 Interface Enabled

The PPP layer in the DT will enable an IP interface when the IPCP link has
been established and a suitable IP address has been negotiated. Typically, the
DT will only have one PPP session in operation and only need one IP interface.

The DT may also need to configure its default gateway — WINS, DNS, etc. This
profile does not define how this configuration is achieved. Mechanisms exist
within PPP for supplying this information, see {24}. Other mechanisms may be
used as appropriate.

In the event a DT has multiple IP interfaces, we rely on the IP protocol layer
within the DT to select the correct interface to use for transmitting packets.

14.1.2 Interface Disabled
When the PPP connection is terminated or aborted, then the IP interface is dis-

abled. The IP protocol stack will then remove that IP address from its routing
tables.

14.2 THE IPCP PROTOCOL

Optionally, a LAP may be configured to support the IP protocol. The use of this
PPP protocol does not form part of this profile. It is mentioned here for informa-
tion only.

If supported, the IPCP protocol must be fully supported as defined in {24},

The following sub-sections concerning IPCP are informational only. They
briefly describe certain aspects of IPCP. See {24] for full details.
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14.2.1 IPCP Connection

IPCP only starts to operate after (a) the PPP connection has been established
using LCP and optionally (b) the user has been authenticated.

The IPCP protocol negotiates certain parameters between the LAP and the DT.

Once the IPCP connection is established, and a suitable IP address has been
negotiated, then IP interface is enabled.

14.2.2 IP Address Allocation

The DT will require an IP address in order to operate on the LAN. Current PPP
implementations allow only three possibilities:

1. The IPCP option is used to specify a pre-configured IP address. If this IP
address is not suitable on the LAN, then the IPCP link will not be estab-
lished.

2. The IPCP option is used to request a suitable IP configuration from a PPP
Server.

3. The IPCP Mobile-IP options are used to request a specified IP configuration.
When moving between access points on the same LAN, it may be advanta-
geous for the DT to continue using the same IP configuration.

14.2.3 DNS and NBNS addresses

Optionally, the LAP support could include the IPCP extensions defined in
RFC1877 (defined by Microsoft). These extensions define the negotiation of
primary and secondary Domain Name System (DNS) and NetBIOS Name
Server (NBNS) addresses.

14.2.4 NetBIOS over IP

The NetBIOS protocol is used by Microsoft Windows to implement many of its
networking features. The NetBIOS protocol can be carried over IP packets as
defined in {29} and [3{].
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FOREWORD

The purpose of this document is to work as a generic profile document for all
application profiles using the OBEX protocol.

Interoperability between devices from different manufacturers is provided for a
specific service and usage model if the devices conform to a Bluetooth SIG
defined profile specification. A profile defines a selection of messages and pro-
cedures (generally termed capabilities) from the Bluetooth SIG specifications
and gives an unambiguous description of the air interface for specified ser-
vice(s) and usage model(s).

All defined features are process-mandatory. This means that if a feature is
used, it is used in a specified manner. Whether the provision of a feature is
mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

The Generic Object Exchange profile defines the protocols and procedures
that shall be used by the applications providing the usage models which need
the object exchange capabilities. The usage model can be, for example, Syn-
chronization, File Transfer, or Object Push model. The most common devices
using these usage models can be notebook PCs, PDAs, smart phones, and
mobile phones.

1.2 BLUETOOTH PROFILE STRUCTURE

In Figurs 1.1, the Bluetooth profile structure and the dependencies of the pro-
files are depicted. A profile is dependent upon another profile if it re-uses parts
of that profile, by implicitly or explicitly referencing it. Dependency is illustrated
in the figure: a profile has dependencies on the profile(s) in which it is con-
tained — directly and indirectly. For example, the Object Push profile is depen-
dent on Generic Object Exchange, Serial Port, and Generic Access profiles.

™

TCS-BIN-based Profiles

Cordless [ Intercom Profile :
Telephony Profile

| Service Discovery | |
| Application Profile |

Generic Object Exchan
Dial-up Networking Pf{;ﬂ; ject Exchange
Profile

File Transfer
Fax Profile Profile

D o SO

Headsst BProfile Object Push Profile

o

Synchronization
LAN Access Profile Profile

Figure 1.1: Bluetooth Profiles
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1.3 BLUETOOTH OBEX-RELATED SPECIFICATIONS

Bluetooth Specification includes five separate specifications for OBEX and
applications using it.

L

Bluetooth IrDA Interoperability Specification {i}

Defines how the applications can function over both Bluetooth and IrDA.
Specifies how OBEX is mapped over RFCOMM and TCP.

Defines the application profiles using OBEX over Bluetooth.

. Bluetooth Generic Object Exchange Profile Specification (This

specification)
Generic interoperability specification for the application profiles using OBEX.

Defines the interoperability requirements of the lower protocol layers (e.g.
Baseband and LMP) for the application profiles.

. Bluetooth Synchronization Profile Specification {21

Application Profile for the Synchronization applications.

Defines the interoperability requirements for the applications within the Syn-
chronization application profile.

Does not define the requirements for the Baseband, LMP, L2CAP, or
RFCOMM.

. Bluetooth Fiig Transfer Profile Specification {3}

Application Profile for the File Transfer applications.

Defines the interoperability requirements for the applications within the File
Transfer application profile.

Does not define the requirements for the Baseband, LMP, L2CAP, or
RFCOMM.

. Bluetooth Chiect Push Profile Specification [4]

Application Profile for the Object Push applications.

Defines the interoperability requirements for the applications within the
Object Push application profile.

Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.

Introduction 1 December 1999 307
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1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols
In this document, the following symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the
profile);

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that shall be used in case a cer-
tain other capability is supported);

‘X' for excluded (used for capabilities that may be supported by the unit but
shall never be used in the profile);

‘N/A' for not applicable (in the given context it is impossible to use this
capability).

Some excluded capabilities are capabilities that, according to the relevant
Bluetooth specification, are mandatory. These are features that may degrade
operation of devices following this profile. Therefore, these features shall never
be activated while a unit is operating as a unit within this profile.

308 1 December 1999 Introduction

AFFLT0294618

Samsung Ex. 1019 p. 1390



BLUETOOTH SPECIFICATION Version 1.0 B page 309 of 440

Generic Object Exchange Profile B|uet00th

1.4.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures:

A B
PROC1
e
PROC2
.
PROC3
- -
(PROC4)
=
(PROCS5)
-
MSG1
-
MSG2
e
(MSG3)
g
(MSG4)
o

Table 1.1: Arrows used in sighaling diagrams

In the table above, the following cases are shown: PROC1 is a sub-procedure
initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-
procedure where the initiating side is undefined (may be both A and B).
PROC4 indicates an optional sub-procedure initiated by A, and PROC5
indicates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.
MSG3 indicates an optional message from A to B, and MSG4 indicates an
optional message from B to A.
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application g } Application

Client Server

OBEX 4P OBEX

RFCOMM | SDP «¢—— | RFCOMM | SDP

Client side Server side

Figure 2.1: Protocol model

The Baseband {5}, LMP &} and L2CAP {7} are the OSl layer 1 and 2 Bluetooth
protocols. RFCOMM (&1 is the Bluetooth adaptation of GSM TS 07.10 {¢]. SDP
is the Bluetooth Service Discovery Protocol [1i. OBEX {1} is the Bluetooth
adaptation of IrOBEX {111

The Application Client layer shown in Figure 2.1 is the entity sending and
retrieving data object from the Server using the OBEX operations. The applica-
tion Server is the data storage to and from which the data object can be sent or
retrieved.

2.2 CONFIGURATIONS AND ROLES
The following roles are defined for this profile:

Server — This is the device that provides an object exchange server to and
from which data objects can be pushed and pulled, respectively.

Client — This is the device that can push or/and pull data object(s) to and from
the Server.
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2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are the following:
* Usage of a Server by a Client to push data object(s)
» Usage of a Server by a Client to pull data object(s)

The following restrictions apply to this profile:

a) For the device containing the Server, it is assumed that the user
may have to put it into the discoverable and connectable modes
when the inquiry and link establishment procedures, respectively,
are processed in the Client (see Generic Access Profile).

b) The profile only supports point-to-point configurations. As a result,
the Server is assumed to offer services only for one Client at a
time. However, the implementation may offer a possibility for
multiple Clients at a time but this is not a requirement.

2.4 PROFILE FUNDAMENTALS

The profile fundamentals, with which all application profiles must comply, are
the following:

1. Before a Server is used with a Client for the first time, a bonding procedure
including the pairing may be performed (see Zection 7.3.1). This procedure
must be supported, but its usage is dependent on the application profiles.
The bonding typically involves manually activating bonding support and
entering a Bluetooth PIN code (see Seaction 7.3.1) on the keyboards of the
Client and Server devices. This procedure may have to be repeated under
certain circumstances; for example, if a common link key (as a bonding
result) is removed on the device involved in the object exchange.

2. In addition to the link level bonding, an OBEX initialization procedure may be
performed (see Section 5.3) before the Client can use the Server for the first
time. The application profiles using GOEP must specify whether this proce-
dure must be supported to provide the required security level.

3. Security can be provided by authenticating the other party upon connection
establishment, and by encrypting all user data on the link level. The authen-
tication and encryption must be supported by the devices; but whether they
are used depends on the application profile using GOEP.

4. Link and channel establishments must be done according to the procedures
defined in GAP (see Section 7.1-7.2 in {14}). Link and channel establishment
procedures in addition to the procedures in GAP must not defined by the
application profiles using GOEP.

5. There are no fixed master/slave roles.
6. This profile does not require any lower power mode to be used.
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3 USER INTERFACE ASPECTS

User interface aspects are not defined in this profile. They are instead defined
in the application profiles, where necessary.
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4 APPLICATION LAYER

This section describes the service capabilities which can be utilized by the
application profiles using GOEP.

41 FEATURE OVERVIEW

Table 4.1 shows the features which the Generic Object Exchange profile pro-
vides for the application profiles. The usage of other features (e.g. setting the
current directory) must be defined by the applications profiles needing them.

Feature no. | Feature

1 Establishing an Object Exchange session
2 Pushing a data object
3 Pulling adata object

Table 4.1: Features provided by GOEP

4.2 ESTABLISHING AN OBJECT EXCHANGE SESSION

This feature is used to establish the object exchange session between the Cli-
ent and Server. Before a session is established, payload data cannot be
exchanged between the Client and the Server. The usage of the OBEX opera-
tions for establishing an OBEX session is described in Section 5.4,

4.3 PUSHING A DATA OBJECT

If data needs to be transferred from the Client to the Server, then this feature is
used. The usage of the OBEX operations for pushing the data object(s) is
described in Sschion 5.5,

4.4 PULLING A DATA OBJECT

If data need to be transferred from the Server to the Client, then this feature is
used. The usage of the OBEX operations for pulling the data object(s) is
described in Saction 5.6,
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5 OBEX INTEROPERABILITY REQUIREMENTS

5.1 OBEX OPERATIONS USED

Table 5.1 shows the OBEX operations which are specified by the OBEX proto-
col. The application profiles using GOEP must specify which operations must
be supported to provide the functionality defined in the application profiles.

Operation no. OBEX Operation
1 Connect

2 Disconnect

3 Put

4 Get

5 Abort

6 SetPath

Table 5.1: OBEX Operations

The IrOBEX specification does not define how long a client should wait for a
response to an OBEX request. However, implementations which do not provide
a user interface for canceling an OBEX operation should wait a reasonable
period between a request and response before automatically canceling the
operation. A reasonable time period is 30 seconds or more.

5.2 OBEX HEADERS

Tabie 5.2 shows the specified OBEX headers.

Header no. OBEX Headers

1 Count
Name
Type
Length
Time

Description

~N o o AW N

Target
8 HTTP
Table 5.2: OBEX Headers
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Header no. OBEX Headers
9 Body
10 End of Body
11 Who
12 Connection ID
13 Authenticate Challenge
14 Authenticate Response
15 Application Parameters
16 Object Class

Table 5.2: OBEX Headers

Applications profiles dedicated to specific usage models must specify which of
these headers must be supported.

5.3 INITIALIZATION OF OBEX

If the OBEX authentication is supported and used by the Server and the Client,
the initialization for this authentication (see also Seclion £.4.2) must be done
before the first OBEX connection can be established. The initialization can be
done at any time before the first OBEX connection. The initialization of the
OBEX authentication requires user intervention on both the Client device and
the Server device.

Authentication is done using an OBEX password, which may be the same as a
Bluetooth PIN code on the link level. Even if the user uses the same code for
link authentication and OBEX authentication, the user must enter these codes
separately. After entering the OBEX password in both the Client and Server,
the OBEX password is stored in the Client and the Server, and it can be used in
the future for authenticating the Client and the Server. When an OBEX connec-
tion is established, the devices must authenticate each other if the OBEX
authentication is enabled.

5.4 ESTABLISHMENT OF OBEX SESSION

For the Object Exchange, the OBEX connection can be made with or without
OBEX authentication. In the next two subsections, both of these cases are
explained. All application profiles using GOEP must support an OBEX session
without authentication.
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5.4.1 OBEX Session without Authentication

Figure 5.1 depicts how an OBEX session is established using the CONNECT
operation.

| Devices have established an
i RFCOMM connection.
I

CONNECT request (See Table 4)

CONNECT response (See Table 5)

OBEX session is established if
the response includes the 0xAQ
(Success, final bit set) response
code.

-

Figure 5.1: Establishment of OBEX Session without Authentication

The CONNECT request indicates a need for connection and may also indicate
which service is used. The fields in the CONNECT request are listed below:

Ei:;:';r Name Value | Status | Explanation

Field Opcode for CONNECT 0x80 M E

Field Connect Packet Length Varies | M -

Field OBEX Version Number Varies | M -

Field Flags Varies | M -

Field Max OBEX Packet Length | Varies | M -

Header | Target Varies | C1 Used to indicate the specific

Service.

Table 5.3: Fields and Headers in CONNECT Request

C1: The use of the Target header is mandatory for some application profiles.
The application profiles define explicitly whether they use it or not. For the Tar-
get header, the example value could be ‘IRMC-SYNC' to indicate the IrMC syn-
chronization service. The target header is placed after the Maximum OBEX
Packet Length field in the CONNECT request.
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The response to the CONNECT request includes the fields listed below:

Flowd Name Value | Status | Explanation

Header

Field Response code for CON- | Varies | M 0xAO for success

NECT request
Field Connect Response Packet | Varies | M -
Length

Field OBEX Version Number Varies | M -

Field Flags Varies | M -

Field Max OBEX Packet Length | Varies | M -

Header | ConnectionlD Varies | C2 The header value specifies the
current connection to the spe-
cific service.

Header | Who Varies | C2 The header value matches the
Target header value.

Table 5.4: Fields and Headers in CONNECT Response

C2: The Who and Connection ID headers must be used if the Target header is
used in the Connect request. These headers are placed after the Maximum
OBEX Packet Length field in the response to the CONNECT request.

OBEX Interoperability Requirements
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5.4.2 OBEX Session with Authentication

The OBEX authentication scheme is based on the HTTP scheme but does not
have all the features and options. In GOEP, OBEX authentication is used to
authenticate the Client and the Server. Figura 5.2 depicts establishment of an
OBEX session with authentication.

Client .' _ Sgrver

FrssT s T e E e 1
evices have established an :
FCOMM connection. i
CONNECT request including
TARGET header (See Table 6)

CONMNECT response including
Unauthorized-Response code and
Authenticate-Challenge header (See
Table 7)

CONNECT request including Target,
Authenticate-Challenge, and
Authenticate-Response Headers (See
Table 8)

CONNECT response including
Authenticate-Response, Who, and
ConnectionlD headers (See Table 9)

F 3

OBEX session is established if
the response includes the 0xAQ :
(Success, final bit set) response |
code from the server and the .
i
1
1

authentication response from the
server is acceptable.

Figure 5.2: Establishment of OBEX Session with Authentication

The first CONNECT request indicates a need for connection and which service
is used. The fields and the header in the CONNECT request are listed below:

Eleid) Name Value | Status | Explanation
Header
Field Opcode for CONNECT 0x80 M -

Field Connect Packet Length Varies | M -
Field OBEX Version Number Varies | M -

Table 5.5: Fields and Headers in CONNECT Request when Authentication Used
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Field/
Header Name Value | Status | Explanation
Field Flags Varies | M -
Field Max OBEX Packet Length | Varies -
Header | Target Varies | C1 Used to indicate the specific
Service

Table 5.5: Fields and Headers in CONNECT Request when Authentication Used

C1: The usage of the Target header is dependent on the application profile
utilizing GOEP. The example value for the Target header can be IRMC-SYNC’
to indicate the IrMC synchronization service.

The first response to the CONNECT request from the Server, which authenti-
cates the Client, includes the following fields and headers:

Field/

Haadar Name Value | Status | Explanation

Field Response code for CON- | Varies | M 0x41 for Unauthorized, because
NECT request OBEX authentication is used.

Field Connect Response Packet | Varies | M -
Length

Field OBEX Version Number Varies | M -

Field Flags Varies | M -

Field Max OBEX Packet Length | Varies | M -

Header | Authenticate Challenge Varies | M Carries the digest-challenge

string.

Table 5.6: Fields and Headers in First CONNECT Response when Authenticating

The second CONNECT request has the following fields and headers in this

order:
;i:;:’;r Name Value | Status | Explanation
Field Opcode for CONNECT 0x80 M -
Field Connect Packet Length Varies | M -
Field OBEX Version Number Varies | M -
Field Flags Varies | M -
Field Max OBEX Packet Length | Varies | M -

Table 5.7: Fields and Headers in Second CONNECT Request when Authentication Used

OBEX Interoperability Requirements
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Field/
Header

Header

Header

Header

Name

Target

Authenticate Challenge

Authenticate Response

Value

Varies

Varies

Varies

Status

C1

Explanation

Carries the digest-challenge
string.

Carries the digest-response
string. This is the response to
the challenge from the Server.

Table 5.7: Fields and Headers in Second CONNECT Request when Authentication Used

C1:see Tahie 8.5

The second response to the CONNECT request has the following fields and

headers:

Field/

Hiadas Name Value | Status | Explanation

Field Response code for Varies | M OxAO for success

CONNECT request
Field Connect Response Packet | Varies | M -
Length

Field OBEX Version Number Varies | M -

Field Flags Varies | M -

Field Max OBEX Packet Length | Varies | M -

Header | ConnectionID Varies | M The header value specifies the
current connection to the spe-
cific service.

Header | Who Varies | M The header value matches the
Target header value.

Header | Authenticate Response Varies | M Carries the digest-response

string. This is the response to
the challenge from the Client.

Table 5.8: Fields and Headers in Second CONNECT Response when Authenticating

If the response code from the Server is successful, and the Client accepts the

authentication response from the Server, the session is established and
authenticated.
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5.5 PUSHING DATA TO SERVER

The data object(s) is pushed to the Server using the PUT operation of the
OBEX protocol. The data can be sent in one or more OBEX packets.
The PUT request must include the following fields and headers:

Field/ :

Hosdar Name Value Status | Explanation

Field Opcode for PUT 0x020r | M -

0x82

Field Packet Length Varies | M -

Header | ConnectionlD Varies | C1 The header value specifies the current
connection to the specific service.

Header | Name Varies | M The header value is the name of a sin-
gle object, object store, or log informa-
tion.

Header | Body/End of Body | Varies | M End of Body identifies the last chunk of
the object body.

Table 5.9: Fields and Headers in PUT Request

C1: The ConnectionlD header is mandatory if the Target header is used when
establishing the OBEX session.

Other headers, which can be optionally used, are specified in {111

The response packet for the PUT request has the following fields and headers:

Field/

Header | NMe Value Status | Explanation

Field Responsecode | 0x90or | M 0x90 for continue or 0xAO for success
for PUT OxAOQ

Field Packet Length | Varies M -

Table 5.10: Fields and Headers in PUT Response

Other headers, which can be optionally used, are specified in |11}
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5.6 PULLING DATA FROM SERVER

The data object(s) is pulled from the Server using the GET operation of the
OBEX protocol. The data can be sent in one or more OBEX packets. The first
GET request includes the following fields and headers.

Field/

Hoador Name Value | Status | Explanation

Field Opcode for GET | 0x03 M -
Field Packet Length Varies | M -

Header | ConnectionlD Varies | C1 The header value specifies the current
connection to the specific service.

Header | Type Varies | C2 Indicates the type of the object to be
pulled.

Header | Name Varies | C2 The header value is the name of a
single object, object store, or log
information.

Table 5.11: Fields and Headers in GET Request

C1: The ConnectionID header is mandatory if the Target header is used when
establishing the OBEX session.

C2: Either the Type header or the Name header must be included in the GET
request when it is sent to the server.

Other headers, which can be optionally used, are specified in {11].
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The response packet for the GET request has the following fields and headers:

Flowd Name Value | Status | Explanation
Header
Field Response code for Get 0x90 M 0x90 or 0xAOQ if the packet is the
or last the object
0xA0
Field Packet Length Varies | M B
Header | Name Varies | O The header value is the name
of a single object, object store,
or log information.
Header | Body/End of Body Varies | M End of Body identifies the last
chunk of the object body.

Table 5.12: Fields and Headers in GET Response

Other headers, which can be optionally used, are specified in |111].

5.7 DISCONNECTION

see Chapter 2.2.2 in [ 1].
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6 SERIAL PORT PROFILE INTEROPERABILITY
REQUIREMENTS

This profile requires compliance to the protocol requirements of the Sarial Port
Profiie (SeP) [12]. For the purposes of reading the SeP [12], the Server shall
always be considered to be Device B and the Client shall always be considered
to be Device A.

The following text, together with the associated sub-clauses, defines the
requirements with regards to this profile — in addition to the requirements
defined in {%i.

6.1 RFCOMM INTEROPERABILITY REQUIREMENTS

For the RFCOMM layer, no additions to the requirements stated in Saction 4 of
Serial Port Profile apply.

6.2 L2CAP INTEROPERABILITY REQUIREMENTS

For the L2CAP layer, no additions to the requirements stated in Saction & of
Serial Port Profite apply.

6.3 SDP INTEROPERABILITY REQUIREMENTS

These requirements are defined by the application profiles. Thus, none of the
requirements defined in the SeP profile (Saciicn 8 in {12]) apply to this profile.

6.4 LINK MANAGER (LM) INTEROPERABILITY
REQUIREMENTS

For the LM layer, no additions to the requirements stated in Saction 7 of Serial
Port Frofiie apply.

6.5 LINK CONTROL (LC) INTEROPERABILITY
REQUIREMENTS

In the table below, LC capabilities differing from the capabilities required by the
SeP profile (Ssction 8in [12]) are listed.

i Support in : Support in
Capabilities bisetiand Support in Server Client
5. Packet types
L HV1 packet M X X
Table 6.1: Baseband/LC capabilities
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Capabilities Sppon Support in Server | ZUPPEM 1"

M HV2 packet 0] X X

N HV3 packet o} X X

O | DV packet M X A

T Voice codec

A A-law 0}

B u-law o

c CVSsD ©)

Table 6.1: Baseband/LC capabilities

6.5.1 Inquiry and Inquiry Scan

For this profile, the Limited discoverable mode (see Saction 7.1) should be
used; but, if the Server device for some reason (e.g. lack of a sufficient user
interface) wants to be visible at all times, the General discoverable mode (see
Section 7.1) can be used instead. The client device must support the General

inquiry procedure (see Section 7.3), and should also support the Limited
inquiry procedure.

If the Limited inquiry procedure is supported, it should be used primarily. When
this procedure is initiated in the Client, the client must perform this procedure
for at least Tgap(100) (see Saction 6.2.4 in GAP [14]). After the execution of
the Limited inquiry procedure, the device may fall back to perform the General
inquiry procedure. The device must support this fall-back functionality if the
Limited inquiry procedure is supported. The fall-back procedure may or may
not require user intervention. When general inquiry is initiated by the Client
after limited inquiry, it shall be in this General limited procedure state for at
least Tgap(100) (see Section 8.2.4 in GAP {14]).

For the inquiry, the returned CoD in the FHS packet must indicate that Object
Transfer service is supported (see {13}). The major and minor device classes
depend on the device supporting this profile. Therefore, usage of them is not
defined in this profile.

The Limited Inquiry, Device Discovery and Name Discovery procedures are
described in Section §.2-6.4 in the Generic Access profile {14].
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7 GENERIC ACCESS PROFILE INTEROPERABILITY
REQUIREMENTS

This profile requires compliance to the Generic Access Profile. This section
defines the support requirements with regards to procedures and capabilities
defined in GAP.

7.1 MODES

Table 7.1 shows the support status for Modes within this profile.

Procediire Sl.{pport in Support in
Client Server
1 Discoverability modes
Non-discoverable mode N/A M
Limited discoverable mode N/A C1
General discoverable mode N/A C1
2 Connectability modes
Non-connectable mode N/A
Connectable mode N/A M
3 Pairing modes
Non-pairable mode N/A M
Pairable mode N/A M

Table 7.1: Modes

C1: The Limited discoverable mode should be used, but if the Server device for
some reason (e.g. lack of a sufficient user interface) wants to be visible at all
times, the General discoverable mode can be used instead.

7.2 SECURITY ASPECTS

Table 7.2 shows the support status for Security aspects within this profile.

Piacadiiie Support in Support in
Client Server
1 Authentication M M
2 Security modes
Table 7.2: Security aspects
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Security modes 1 M M
Security modes 2 C1 C1
Security modes 3 C1 C1

Table 7.2: Security aspects

C1: Support for at least one of the security modes 2 and 3 is mandatory.

7.3 IDLE MODE PROCEDURES

Tabie 7.3 shows the support status for Idle mode procedures within this profile.

.
1 General inquiry M N/A
2 Limited inquiry 0] N/A
3 Name discovery M N/A
“ Device discovery M N/A
5 Bonding M (Note 1) M (Note 1)
Note 1: see section 7.3.1

Table 7.3: Ildle mode procedures

7.3.1 Bonding

It is mandatory for the Client and Server to support bonding. Bonding may be
required before permitting communication between a Client and a Server.
During bonding, the Client and Server are paired, which means that the Client
and Server establish a security association (a common link key). This requires
that an identical Bluetooth PIN code be entered on both the Client and Server
devices.

The usage of bonding is optional for both Client and Server. The bonding
procedures are defined in Saction 6.5 in GAP [14].
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FOREWORD

This document, together with the Generic Object Exchange profile and the
Generic Access profile, forms the Object Push usage model.

Interoperability between devices from different manufacturers is provided for a
specific service and usage model if the devices conform to a Bluetooth SIG
defined profile specification. A profile defines a selection of messages and pro-
cedures (generally termed capabilities) from the Bluetooth SIG specifications
and gives an unambiguous description of the air interface for specified ser-
vice(s) and usage model(s).

All defined features are process-mandatory. This means that if a feature is
used, it is used in a specified manner. Whether the provision of a feature is
mandatory or optional is stated separately for both sides of the Bluetooth air
interface.

1 December 1999 333

AFFLT0294643
Samsung Ex. 1019 p. 1415



BLUETOOTH SPECIFICATION Version 1.0 B page 334 of 440

Object Push Profile Blu&tﬂﬂth
1 INTRODUCTION

1.1 SCOPE

The Object Push profile defines the requirements for the protocols and proce-
dures that shall be used by the applications providing the Object Push usage
model. This profile makes use of the Genearic Object Exchange Profile (GOEP)
{101 to define the interoperability requirements for the protocols needed by
applications. The most common devices using these usage models can be
notebook PCs, PDAs, and mobile phones.

The scenarios covered by this profile are the following:

« Usage of a Bluetooth device, e.g. a mobile phone to push an object to the
inbox of another Bluetooth device. The object can for example be a busi-
ness card or an appointment.

+ Usage of a Bluetooth device; e.g. a mobile phone to pull a business card
from another Bluetooth device.

+ Usage of a Bluetooth device; e.g. a mobile phone to exchange business
cards with another Bluetooth device. Exchange defined as a push of a busi-
ness card followed by a pull of a business card.

1.2 BLUETOOTH PROFILE STRUCTURE

In Figure 1.1 Bluetooth Profiles, the Bluetooth profile structure and the depen-
dencies of the profiles are depicted. A profile is dependent upon another profile
if it re-uses parts of that profile, by implicitly or explicitly referencing it. Depen-
dency is illustrated in the figure: a profile has dependencies on the profile(s) in
which it is contained — directly and indirectly. For example, the Object Push
profile is dependent on Generic Object Exchange, Serial Port, and Generic
Access profiles.

334 1 December 1999 Introduction

AFFLT0294644

Samsung Ex. 1019 p. 1416



BLUETOOTH SPECIFICATION Version 1.0 B page 335 of 440

Object Push Profile Bluetooth

Service Discovery | ! | Cordless | Intercom Profile
Telephony Profile |

Appl. Profile

Dial-up Networking
Profile

Headset Profile

LAN Access Profile

Figure 1.1: Bluetooth Profiles

1.3 BLUETOOTH OBEX-RELATED SPECIFICATIONS
Bluetooth Specification includes five separate specifications for OBEX and
applications using OBEX.

1. Bluetooth IrDA Interoperability Specification {7].

» Defines how the applications can function over both Bluetooth and IrDA.
« Specifies how OBEX is mapped over RFCOMM and TCP.

= Defines the application profiles using OBEX over Bluetooth.

2. Bluetooth Gengrie Obiect Exchangs Profile Specification [18]
= Generic interoperability specification for the application profiles using OBEX.

« Defines the interoperability requirements of the lower protocol layers (e.g.
Baseband and LMP) for the application profiles.

3. Bluetooth Synchranization Profile Specification {151
» Application Profile for Synchronization applications.

+ Defines the interoperability requirements for the applications within the
Synchronization application profile.

* Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.
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4. Bluetooth Fiie Transier Frofile Specification {14}

» Application Profile for File Transfer applications.

« Defines the interoperability requirements for the applications within the File
Transfer application profile.

* Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.

5. Bluetooth Object Push Profile Specification (this specification)
» Application Profile for Object Push applications.

« Defines the interoperability requirements for the applications within the
Object Push application profile.

* Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.

1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols
In this document, the following symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the
profile);

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that shall be used in case a
certain other capability is supported);

‘X' for excluded (used for capabilities that may be supported by the unit but
shall never be used in the profile);

‘N/A' for not applicable (in the given context it is impossible to use this
capability).

Some excluded capabilities are capabilities that, according to the relevant
Bluetooth specification, are mandatory. These are features that may degrade
operation of devices following this profile. Therefore, these features shall never
be activated while a unit is operating as a unit within this profile.
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1.4.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures:

A B
PROC1
-
PROC2
>
PROC3
-
(PROC4)
>
(PROCS)
-z
MSG1
i
MSG2
=
(MSG3)
-
(MSG4)
B

Table 1.1: Arrows used in sighaling diagrams

In the table above, the following cases are shown: PROC1 is a sub-procedure
initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-
procedure where the initiating side is undefined (may be both A and B).
PROC4 indicates an optional sub-procedure initiated by A, and PROC5
indicates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.
MSG3 indicates an optional message from A to B, and MSG4 indicates an
optional message from B to A.
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2 PROFILE OVERVIEW

Bluetooth.

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application g 3 Application

Push Client Push Server

OBEX <«—> OBEX

RFCOMM | SDP i4—— p RFCOMM

SDP

Push Client side Push Server side

Figure 2.1: Protocol model

The Baseband {1}, LMP {2} and L2CAP {3} are the OSl layer 1

and 2 Bluetooth

protocols. RFCOMM {4} is the Bluetooth adaptation of GSM TS 07.10 {&]. SDP
is the Bluetooth Service Discovery Protocol [£]. OBEX {7} is the Bluetooth

adaptation of IrOBEX {&1.

The RFCOMM, L2CAP, LMP and Baseband interoperability requirements are

defined in Section § in GOEP {10].

2.2 CONFIGURATIONS AND ROLES

&P

Objects Being Pushed (@ %j}
>

o~ Objects Being
Pulled
Push Client Push Server

Figure 2.2: Push and Pull Example between two Mobile Phones
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The following roles are defined for this profile:

Push Server — This is the server device that provides an object exchange
server. In addition to the interoperability requirements defined in this profile, the
Push Server must comply with the interoperability requirements for the server
of the GOEP if not defined in the contrary.

Push Client — This is the client device that pushes and pulls objects to and
from the Push Server. In addition to the interoperability requirements defined in
this profile, the Push client must also comply with the interoperability require-
ments for the client of the GOEP, if not defined to the contrary.

2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are:

» Usage of a Push Client to push an object to a Push Server. The object can,
for example, be a business card or an appointment.

« Usage of a Push Client to pull a business card from a Push Server.
» Usage of a Push Client to exchange business cards with a Push Server.

The restrictions applying to this profile are the same as in the GOEP.

The push operation described in this profile pushes objects from the Push Cli-
ent to the inbox of the Push Server.

2.4 PROFILE FUNDAMENTALS
The profile fundamentals are the same as defined in the GOEP.

Link level authentication and encryption are mandatory to support and optional
to use.

Bonding is mandatory to support and optional to use.
OBEX authentication is not used.

This profile does not mandate the server or client to enter any discoverable or
connectable modes automatically, even if they are able to do so. On the Push
Client side, end-user interaction is always needed to initiate the object push,
business card pull or business card exchange.
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3 USERINTERFACE ASPECTS

3.1 MODE SELECTION, PUSH SERVERS

Object Exchange mode affects the Push Server. It enables Push Clients to
push and pull objects to and from the Push Server. The Push Clients can also
try to pull objects from the Push Server in this mode. The Push Server does not
have to support the pulling feature, but it must be able to respond with an
appropriate error message.

When entering this mode, Push Servers should:

set the device in Limited Discoverable Mode (see Generic Access Profile),

must ensure that the Object Transfer bit is set in the CoD (see [1§}),

and must ensure that a service record is registered in the SDDB (see Saction §).

Public devices, devices that want to be visible at all times, or devices that can
not supply a user interface to enable Object Exchange mode shall use General
Discoverable Mode (see {13}) instead of Limited Discoverable Mode.

It is recommended that this mode be set and unset by user interaction.

3.2 FUNCTION SELECTION, PUSH CLIENTS

« There are three different functions associated with the Object Push profile:
« Object Push function

* Business Card Pull function

+ Business Card Exchange function

The Object Push function initiates the function that pushes one or more
objects to a Push Server.

The Business Card Pull function initiates the function that pulls the business
card from a Push Server.

The Business Card Exchange function initiates the function that exchanges
business cards with a Push Server.

The three functions should be activated by the user. They should not be
performed automatically without user interaction.

When the user selects one of these functions, an inquiry procedure will be
performed to produce a list of available devices in the vicinity. Requirements on
inquiry procedures are discussed in Saction 8.5.1 of the GOEP {1(L
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3.3 APPLICATION USAGE EVENTS

In the following sections (3.3.1-3.3.3), the presented scenarios work as exam-
ples.Variations in the actual implementations are possible and allowed.

3.3.1 Object Push

When a Push Client wants to push an object to a Push Server, the following
scenario can be followed. If authentication is used the user might have to enter
a Bluetooth PIN at some point.

Push Client Push Server

The user sets the device into Object
Exchange mode.

The user of the Push Client selects the
Object Push function on the device.

A list of Push Servers that may support the
Object Push service is displayed to the user.

The user selects a Push Server to push the
object to.

If the selected device does not support the
Object Push service, the user is prompted to
select another device.

When an object is received in the Push
Server, it is recommended that the user of
the Push Server be asked to accept or reject
the object.

It is recommended that the user is notified of
the result of the operation.

3.3.2 Business Card Pull

When a Push Client wants to pull the business card from a Push Server the
following user interaction can be followed.

If authentication is used, the user might have to enter a Bluetooth PIN at some
point.
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Push Client Push Server

The user of the Push Client selects the
Business Card Pull function on the
device.

A list of Push Servers that may support the
Object Push service is displayed to the user.

The user selects a Push Server to pull the
business card from.

If the selected device does not support the
Object Push service, the user is prompted to
select another device.

It is recommended that the user is notified of
the result of the operation.

The user sets the device into Object
Exchange mode.

Some devices might ask the user whether or
not to accept the request to pull the business
card from his device.

3.3.3 Business Card Exchange

When a Push Client wants to exchange business cards with a Push Server, the
following user interaction can be followed.

If authentication is used, the user might have to enter a Bluetooth PIN at some

point.

Push Client

The user of the Push Client selects the
Business Card Exchange function on the
device.

A list of Push Servers that may support the
Object Push service is displayed to the user.

The user selects a Push Server to exchange
business cards with.

If the selected device does not support the
Object Push service, the user is prompted to
select another device.

Push Server

The user sets the device into Object
Exchange mode.
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Push Client

It is recommended that the user is notified of
the result of the operation.

Push Server

When a Push Client tries to exchange busi-
ness cards with the Push Server, it is recom-
mended that the user of the Push Server is
asked to accept or reject the business card
offered by the Push Client. Some devices
might also ask the user whether or not to
accept the request to pull the business card
from his device.

User interface aspects
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4

APPLICATION LAYER

This section describes the feature requirements on units active in the Object
Push, Business Card Pull and Business Card Exchange use cases.

4.1 FEATURE OVERVIEW

Table 4.1 shows the features covered by the Object Push profile.

Bluetooth.

s v
1. Object Push M M
2 Business Card Pull ] o
3. Business Card Exchange o] o*

Table 4.1: Application layer features

*

Optional, but the server must be able to respond with an error code on a pull request,
even if it doesn't support this feature

4.2 OBJECT PUSH FEATURE

This feature lets a Push Client send one or more objects to a Push Server.

4.2.1 Content Formats

To achieve application level interoperability, content formats are defined for
Object Push. For some applications content formats have been specified.

Phone Book applications must support data exchange using the vCard 2.1
content format specified in {11}. The properties that are mandatory to sup-
port are listed in Chapter 7 of {&]. If a phone book application supports
another content format it must still support the vCard 2.1 content format. If a
device does not have a phone book application it does not have to support
the vCard 2.1 content format.

Calendar applications must support data exchange using the vCalendar 1.0
content format specified in {t2]. The properties that are mandatory to sup-
port are listed in Chapter 8 of {3]. If a calendar application supports another
content format it must still support the vCalendar 1.0 content format. If a
device does not have a calendar application it does not have to support the
vCalendar 1.0 content format.

Messaging applications must support data exchange using the vMessage
content format specified in Chapter 9 of {#i. If a messaging application sup-
ports another content format it must still support the vMessage content for-

344
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mat as specified in Chapter 9 of {3]. If a device does not have a messaging
application it does not have to support the vMessage content format.

+ Notes applications must support data exchange using the vNote content for-
mat specified in Chapter 10 of [4]. If a notes application supports another
content format it must still support the vNote content format as specified in
Chapter 10 of [9]. If a device does not have a notes application it does not
have to support the vNote content format.

It is highly recommended that a Push Client does not try to send objects of a
format that the Push Server does not support. See Section & for information on
how to find out which formats the Push Server supports.

The content formats supported by a Push Server must be identified in the
SDDB.

4.2.2 Application Procedure

It is mandatory for Push Servers to be able to receive multiple objects within an
OBEX connection. It is not mandatory for Push Clients to be able to send multi-
ple objects during an OBEX connection. The Push Client uses one PUT opera-
tion for each object it wants to send. It is not mandatory to support sending or
receiving of multiple objects within a single PUT operation.

Tabie 4.2 shows the application procedure required by the Push Client to push
one or more objects to a Push Server.

Push Client Details
OBEX CONNECT. Target Header must not be used.

One or more OBEX PUTs for sending one or
more objects.

OBEX DISCONNECT

Table 4.2: Application layer procedure for Object Push

For a detailed description of OBEX operations see Saction 5.

4.3 BUSINESS CARD PULL FEATURE

A Push Client can optionally supply the functionality needed to pull a business
card from a Push Server.

It is optional for the Push Server to support the business card pull feature.
However, it must be able to respond to pull requests with an error message,
see Saction H.6.
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4.3.1 Owner’s Business Card

Devices that support the business card pull and business card exchange

services must store the owner’s business card in the OBEX Default Get Object.
Some devices (e.g. public devices) might hold information in the owner's busi-
ness card that is relevant to the device rather than to the owner of the device.

The Default Get Object does not have a name; instead it is identified by its
type. To achieve the ultimate application level interoperability, both the Push
Client and the Push Server must support the vCard 2.1 content format speci-
fied in {111,

See {8} for a discussion on the Default Get Object.

4.3.2 Application Procedure Business Card Pull

Table 4.3 shows the application procedure required by the Push Client to per-
form a Business Card Pull from a Push Server.

Push Client Details
OBEX CONNECT. Target Header must not be used.

OBEX GET vCard of server’s business card | Type Header must be set to “text/x-vcard”.
(defauit get object). Name Header must not be used.

OBEX DISCONNECT.

Table 4.3: Application layer procedure for Business Card Pull

For a detailed description of OBEX operations see Section 5.

4.4 BUSINESS CARD EXCHANGE FEATURE

A Push Client can optionally supply the functionality needed to exchange busi-
ness cards with a Push Server.

It is optional for the Push Server to support the business card exchange fea-
ture. It must, however, be able to respond to exchange requests with an error
message, see Saction 5.6,

4.4.1 Owner’s Business Card

See Business Card Pull feature.

4.4.2 Application Procedure Business Card Exchange

Table 4.4 shows the application procedure required by the Push Client to per-
form a Business Card Exchange with a Push Server.
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Push Client Details
OBEX CONNECT. Target Header must not be used.

OBEX PUT vCard with client's business
card.

OBEX GET vCard of server's business card
(default get object).

OBEX DISCONNECT.

Type Header must be set to "text/x-vcard".
Name Header must not be used.

Table 4.4: Application layer procedure for Business Card Exchange

For a detailed description of OBEX operations see Section 5.

Application layer
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5 OBEX

5.1 OBEX OPERATIONS USED

Tabie 5.1 shows the OBEX operations, which are required in the Object Push
profile.

Oeration | oBEX Operation | Push Client Push Server
1 Connect M M
2 Disconnect M M
3 Put M M
4 Get 0 M
5 Abort M M

Table 5.1: OBEX Operations

5.2 OBEX HEADERS

5.2.1 OBEX Headers for the Object Push Feature

Table 5.2 shows the specified OBEX headers which are required in the Object
Push profile for the Object Push feature.

lr-:oe-ader OBEX Headers Push Client Push Server
1 Count X X
2 Name M M
3 Type O O
4 Length M M
5 Time O (0]
6 Description 0] (0]
7 Target X X
8 HTTP 0] O
9 Body M M
10 End of Body M M
Table 5.2: OBEX Headers used for the Object Push feature
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:‘:ader OBEX Headers Push Client Push Server

1 Who X X

12 Connection ID X X

13 Authenticate Challenge X X

14 Authenticate Response X X

15 Application Parameters X X

16 Object Class X X

Table 5.2: OBEX Headers used for the Object Push feature

5.2.2 OBEX Headers for the Business Card Pull and Exchange Features

Table 5.3 shows the specified OBEX headers which are required in the Object
Push profile for the Business Card Pull and Exchange features.

ﬂoe-ader OBEX Headers Push Client Push Server
1 Count X X
2 Name M M
3 Type M M
4 Length M M
a Time o} o}
6 Description (0] (@]
7 Target X X
8 HTTP o} O
9 Body M M
10 End of Body M M
1 Who X X
12 Connection ID X X
13 Authenticate Challenge X X
14 Authenticate Response X X
15 Application Parameters X X
16 Object Class X X
Table 5.3: OBEX Headers used for the business card pull and business card exchange
features
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5.3 INITIALIZATION OF OBEX

Since OBEX authentication is not used by this profile, OBEX initialization is not
applicable.

5.4 ESTABLISHMENT OF OBEX SESSION

See Section 5.4.1, in GOEP for a description of OBEX connection establish-
ment without authentication.

The Push Client does not use the target header when establishing an OBEX
connection.

5.5 PUSHING DATA

It is highly recommended that the Push Client use the Type Header when
pushing objects to the Push Server.

See Saction 8.5 in GOEP.

5.6 PULLING DATA

In the Object Push Profile, the Push Client only pulls data from the Push Server
when it is getting the Default Get Object (owner’s business card).

If there is no Default Get Object, the Push Server must respond with the error
response code “NOT FOUND" {§}. The Push Client must be able to understand
this error response code.

The Push Client must use the Type Header when getting the Default Get
Object from the Push Server.

The Name Header is not used when getting the Default Get Object from the
Push Server. If the Push Client sends a non-empty Name header, the Push
Server should respond with the response code “FORBIDDEN"{&.

See Seciion 5.8 in GOEP.

5.7 DISCONNECTION

See Section 5.7 in GOEPR.
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6 SERVICE DISCOVERY

Bluetooth.

6.1 SD SERVICE RECORDS

The SD service record for the Object Push service is defined in Tabis &1,
A Push Client does not provide any SD service records.

W Type . Sta- | Default
Item Definition Size Value AttriD L | Uakia
Service Class ID List Seeiifif [ M
Service Class #0 uuID OBEXObjectPush M
Protocol Descriptor Seeiis [ M
List
Protocol ID #0 uuID L2CAP M
Protocol ID #1 uuiD RFCOMM M
Param #0 Channel Uint8 Varies M
l Protocol 1D #2 uuID OBEX M
Service Name Display- String Varies Seefifil | O "OBEX
able Text Object
name Push”
BluetoothProfileDe- See{ii | O
scriptorList
Profile 1D #0 Supported uuID OBEXObjectPush OBEX-
profile Object-
Push
[16]
Version #0 Profile ver- | uint16 Varies 0x0100
sion
Supported Formats Supported Data Ele- Formats: Seeiifif | M
List Formats ment 0x01 = vCard 2.1
List Sequence 0x02 = vCard 3.0
of Uint8 0x03 = vCal 1.0
0x04 =iCal 2.0
0x05 = vNote (as
defined in [9])
0x06 = vMessage
(as defined in [9])
0xFF = any type of
object.

Table 6.1: Object Push Service Record

*. Values that are of the type UUID are defined

in the Assigned Numbers specification {15].

Service Discovery
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6.2 SDP PROTOCOL DATA UNITS

Bluetooth.

Table 6.2 shows the specified SDP PDUs (Protocol Data Units), which are
required in the Object Push profile.

ﬁg.u SbF fhy Push Client Push Server
1 SdpErrorResponse M M
2 SdpServiceSearchAttributeRequest M M
3 SdpServiceSearchAttributeResponse | M M

Table 6.2: SDP PDUs
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FOREWORD

This document, together with the Generic Object Exchange profile and the
Generic Access profile form the File Transfer usage model.

Interoperability between devices from different manufacturers is provided for a
specific service and usage model if the devices conform to a Bluetooth SIG-
defined profile specification. A profile defines a selection of messages and
procedures (generally termed capabilities) from the Bluetooth SIG specifica-
tions, and gives an unambiguous description of the air interface for specified
service(s) and usage model(s).

All defined features are process-mandatory. This means that if a feature is
used, it is used in a specified manner. Whether the provision of a feature is
mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

The File Transfer profile defines the requirements for the protocols and proce-
dures that shall be used by the applications providing the File Transfer usage
model. This profile uses the Generic Object Exchange profile (GOEP) as a
base profile to define the interoperability requirements for the protocols needed
by the applications. The most common devices using these usage models can
be (but are not limited to) PCs, notebooks, and PDAs.

The scenarios covered by this profile are the following:

« Usage of a Bluetooth device (e.g. a notebook PC) to browse an object store
(file system) of another Bluetooth device. Browsing involves viewing objects
(files and folders) and navigating the folder hierarchy of another Bluetooth
device. For example, one PC browsing the file system of another PC.

« A second usage is to transfer objects (files and folders) between two
Bluetooth devices. For example, copying files from one PC to another PC.

+ A third usage is for a Bluetooth device to manipulate objects (files and fold-
ers) on another Bluetooth device. This includes deleting objects, and
creating new folders.

1.2 BLUETOOTH PROFILE STRUCTURE

In Figurs 1.1, the Bluetooth profile structure and the dependencies of the pro-
files are depicted. A profile is dependent upon another profile if it re-uses parts
of that profile, by implicitly or explicitly referencing it. Dependency is illustrated
in the figure: a profile has dependencies on the profile(s) in which it is con-
tained — directly and indirectly.
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Service Discovery | .
Profile Telephony Profile |

Dial-up Networking

Figure 1.1: Bluetooth Profiles

1.3 BLUETOOTH OBEX-RELATED SPECIFICATIONS

Bluetooth Specification includes five separate specifications for OBEX and
applications using OBEX.

1.

Bluetooth IrDA Interoperability Specification {11.

Defines how the applications can function over both Bluetooth and IrDA.
Specifies how OBEX is mapped over RFCOMM and TCP.

Defines the application profiles using OBEX over Bluetooth.

. Bluetooth Generic Object Exchangs Profile Specification {2}

Generic interoperability specification for the application profiles using OBEX.

Defines the interoperability requirements of the lower protocol layers (e.g.
Baseband and LMP) for the application profiles.

. Bluetooth Synichronization Profils Specification {3}

Application Profile for Synchronization applications.

Defines the interoperability requirements for the applications within the
Synchronization application profile.

Does not define the requirements for the Baseband, LMP, L2CAP, or
RFCOMM.
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4. Bluetooth File Transfer Profile Specification (This Specification)

» Application Profile for File Transfer applications.

« Defines the interoperability requirements for the applications within the File
Transfer application profile.

* Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.

5. Bluetooth Obhiect Push Profile Specification 4]
» Application Profile for Object Push applications.

« Defines the interoperability requirements for the applications within the
Object Push application profile.

* Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.

1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols

In this document (especially in the profile requirements tables in Annex A), the
following symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the
profile);

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that shall be used in case a
certain other capability is supported);

‘X' for excluded (used for capabilities that may be supported by the unit but
shall never be used in the profile);

‘N/A’ for not applicable (in the given context it is impossible to use this
capability).

Some excluded capabilities are capabilities that, according to the relevant
Bluetooth specification, are mandatory. These are features that may degrade
operation of devices following this profile. Therefore, these features shall never
be activated while a unit is operating as a unit within this profile.
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1.4.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures:

A B
PROC1
-
PROC2
=
PROC3
- >
(PROC4)
=
(PROCS)
=i
MSG1
it
MSG2
(MSG3)
]
(MSG4)
e

Table 1.1: Arrows used in sighaling diagrams

In the table above, the following cases are shown: PROC1 is a sub-procedure
initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-
procedure where the initiating side is undefined (may be both A and B).
PROC4 indicates an optional sub-procedure initiated by A, and PROCS indi-
cates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.
MSG3 indicates an optional message from A to B, and MSG4 indicates an
optional message from B to A.
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application 4 5 Application

File Transfer Client FileTransfer Server

OBEX 44— OBEX

RFCOMM | <4——» RFCOMM

File Transfer Client side File Transfer Server side

Figure 2.1: Protocol model

The Baseband {5}, LMP [6] and L2CAP {7} are the OSl layer 1 and 2 Bluetooth
protocols. RFCOMM {£] is the Bluetooth adaptation of GSM TS 07.10 {9]. SDP
is the Bluetooth Service Discovery Protocol {121 OBEX [} is the Bluetooth
adaptation of IrOBEX {111,

The RFCOMM, L2CAP, LMP, and Baseband interoperability requirements are
defined in GOEP.

2.2 CONFIGURATIONS AND ROLES

Objects Being Pushed

Objects Being
Client Pulled Server

Figure 2.2: Bi-directional File Transfer Example between two Personal Computers
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The following roles are defined for this profile:

Client — The Client device initiates the operation, which pushes and pulls
objects to and from the Server. In addition to the interoperability requirements
defined in this profile, the Client must also comply with the interoperability
requirements for the Client of the GOEP if not defined in the contrary. The
Client must be able to interpret the OBEX Folder Listing format and may
display this information for the user.

Server — The Server device is the target remote Bluetooth device that provides
an object exchange server and folder browsing capability using the OBEX
Folder Listing format. In addition to the interoperability requirements defined in
this profile, the Server must comply with the interoperability requirements for
the Server of the GOEP if not defined in the contrary.

2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are the following:

» Usage of the Client to browse the object store of the Server. Clients are
required to pull and understand Folder Listing Objects. Servers are required
to respond to requests for Folder Listing Objects. Servers are required to
have a root folder. Servers are not required to have a folder hierarchy below
the root folder.

« Usage of the Client to transfer objects to and from the Server. The transfer
of objects includes folders and files. Clients must support the ability to push
or pull files from the Server. Clients are not required to push or pull folders.
Servers are required to support file push, pull, or both. Servers are allowed
to have read-only folders and files, which means they can restrict object
pushes. Thus, Servers are not required to support folder push or pull.

» Usage of the Client to create folders and delete objects (folders and files) on
the Server. Clients are not required to support folder/file deletion or folder
creation. Servers are allowed to support read-only folders and files, which
means they can restrict folder/file deletion and creation.

A device adhering to this profile must support Client capability, Server
capability or both. The restrictions applying to this profile are the same as in the
GOEP.

2.4 PROFILE FUNDAMENTALS

The profile fundamentals are the same as defined in Saction 2.4 in GOEP {2].
Support for link level authentication and encryption is required but their use is
optional.

Support for OBEX authentication is required but its use is optional.

This profile does not mandate the server or client to enter any discoverable or
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connectable modes automatically, even if they are able to do so.

On the Client side, end-user intervention is always needed to initiate file
transfer (see Chapter 3).

Support of bonding is required but its use is optional.
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3 USER INTERFACE ASPECTS

3.1 FILE TRANSFER MODE SELECTION, SERVERS

Servers must be placed in File Transfer mode. This mode enables a Client to
perform file transfer operations with the Server. When entering this mode, File
Transfer Servers should set the device in Limited Discoverable mode (see
Generic Access Profile), ensure that the Object Transfer Bit is set in the CoD
(see {15]), and register a service record in the SDDB (see secticn & on pags
383).

It is recommended that this mode be set and unset by user interaction, when
possible. Public devices, devices that want to be visible at all times, or devices
that can not supply a user interface to enable File Transfer mode shall use
General Discoverable mode (see Genaric Access Profile) instead of Limited
Discoverable mode.

3.2 FUNCTION SELECTION, CLIENTS

Clients provide file transfer functions to the user via a user interface. An exam-
ple of a file transfer user interface is a file-tree viewer to browse folders and
files. Using such a system file-tree viewer, the user can browse and manipulate
files on another PC, which appears in the network view.

File Transfer Applications provide the following functions.

Select Server Selecting the Server from a list of possible Servers, and
setting up a connection to it.

Navigate Folders Displaying the Server’s folder hierarchy, including the files
in the folders, and moving through the Server’s folder hier-
archy to select the current folder. The current folder is
where items are pulled and/or pushed.

Pull Object Copying a file or a folder from the Server to the Client.
Push Object Copying a file or folder from the Client to the Server.
Delete Object Deleting a file or folder on the Server.

Create Folder Creating a new folder on the Server.

When the user selects the Select Server function, an inquiry procedure will be
performed to produce a list of available devices in the vicinity. Requirements on

inquiry procedures are discussed in Saction 8.8.1 of the GOEP {21
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3.3 APPLICATION USAGE

Bluetooth.

In this section, the presented scenarios work as examples. Variations in the
actual implementations are possible and allowed.

When the Client wants to select a Server the following user interaction can be

followed:

Client

The user of the Client selects the File
Transfer Application on the device.

A list of Servers that may support the File
Transfer service is displayed to the user.

The user selects a Server in which to con-
nect. The connection may require the user
to enter a password for authentication. If
both link level authentication and OBEX
authentication is required, then the user will
need to be prompted for two passwords.

After the connection is complete, including
any authentication, the contents of the
Server's root folder are displayed.

Server

The user sets the device into File Transfer
mode. A Server typically does not need to
provide any other user interaction.

If the Client requires authentication of the
Server, then the Server will need to prompt
the user for a password. If both link level
authentication and OBEX authentication are
required, then the user will need to be
prompted for two passwords.

368 1 December 1999
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as described above.

Bluetooth.

The following user interaction shows how the user of the Client performs file
transfer functions. The operations assume a Server has already been selected

Client

The user is presented with the folder
hierarchy of the Server. The first presenta-
tion has the root folder selected as the
current folder.

The user chooses a folder to be the current
folder. The contents of this folder are dis-
played.

To push a file from the Client to the Server,
the user selects a file on the Client and acti-
vates the Push Object function. The object
is transferred to the current folder on the
Server.

To pull a file from the Server, the user
selects a file in the current folder of the
Server and activates the Pull Object func-
tion. The user is notified of the result of the
operation.

To delete a file on the Server, the user
selects the file in the Server’s current folder
and activates the Delete Object function.
The user is notified of the result of the oper-
ation.

To create a new folder on the Server, the
user activates the Create Folder function.
This function requests a name from the user
for the folder. When complete, a new folder
is created in the Server's current folder.

Server

User interface aspects
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4 APPLICATION LAYER

This section describes the feature requirements on units active in the File
Transfer use case.

4.1 FEATURE OVERVIEW

The File Transfer application is divided into three main features, as shown in
the Table 4.1 below.

Support in Support in
Features File Transfer File Transfer
Client Server
1. Folder Browsing M M
2. Object Transfer:
File Transfer M M
Folder Transfer 0] o
3. Object Manipulation 0] oF

Table 4.1: Application layer procedures

*. Optional, but the server must be able to respond with an appropriate error code, even if
it doesn't support these capabilities.

4.2 FOLDER BROWSING

A file transfer session begins with the Client connecting to the Server and pull-
ing the contents of the Server's root folder. When an OBEX connection is
made, the Server starts out with its current folder set to the root folder. The
contents of folders must be transferred in the Folder Listing format specified in
111

Table 4.2 shows the application procedure required by the Client to connect to
the Server and pull the contents of the root folder.
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Bluetooth.

Client
OBEX CONNECT.

Pull the contents of the Server’s
root folder using GET.

Details

Target Header must be set to the Folder Browsing

UuID:

F9EC7BC4-953C-11D2-984E-525400DC9E09.

This UUID is sent in binary (16 bytes) with most
significant byte sent first (0xF9 is sent first).

The Type Header must be set to the MIME-type of
the Folder Listing Object (x-obex/folder-listing).
The Connect ID header must be set to the value
returned in the Connect operation. A Name
header is not used.

Table 4.2: Application layer procedure for File Transfer Connect

Browsing an object store involves displaying folder contents and setting the
‘current folder’. The OBEX SETPATH command is used to set the current
folder. To display a folder hierarchy starting with the root folder, the Client must
read the root folder contents using GET. It must then retrieve the contents of all
sub-folders using GET. If the sub-folders contain folders, then the Client must
retrieve the contents of these folders and so on. To retrieve the contents of a
folder, the Client must set the current folder to the sub-folder using SETPATH,
then pull the sub-folder contents using GET. Tahie 4.3 shows the application
procedure required for retrieving the contents of a sub-folder.

Client

Set the current folder to the sub-
folder using OBEX SETPATH.

Pull the contents of the sub-folder
using GET.

Set the current folder back to the
root folder using OBEX SETPATH.

If the parent of the sub-folder is not
the root folder, then set the current
folder to the parent folder using
SETPATH.

Details

Name header is set to the name of the sub-folder.
Connect |ID header is required.

No Name is sent, since the sub-folder is the current
folder. The Type Header must be set to the MIME-

type of the Folder Listing Object (x-obex/folder-list-
ing). Connect ID header is required.

Name header is empty. Connect ID header is
required.

The Backup flag is set and no Name header is sent.
Connect |ID header is required.

Table 4.3: Application layer procedure for Folder Browsing

Application layer
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4.3 OBJECT TRANSFER

Objects are transferred from the Client to the Server using OBEX PUT, and
objects are transferred from the Server to the Client using OBEX GET.
Transferring files requires a single PUT or GET operation per file. Transferring
folders requires transferring all the items stored in a folder, including other
folders. The process of transferring a folder may require that new folders be
created. The SETPATH command is used to create folders.

Tabie 4.4 shows the application procedure for transferring a folder from the Cli-
ent to the Server. If the folder contains other folders, then these other folders
are transferred using the same method. The folder is transferred to the current

folder on the Server.

Client

Create a new folder (if it does not

already exist) in the Server's current
folder using SETPATH. The current
folder is changed to this new folder.

Push all files to the new folder using
a PUT command for each file.

Folders are created using SET-
PATH.

Set the current folder back to the
parent folder using SETPATH.

Details

Name header is set to the name of the new folder.
Connect ID header is required.

The Name header is set to the name of the file. Con-
nect ID header is required.

Name header is set to folder name. This application
procedure is applied recursively to each folder. Con-
nect ID header is required.

The Backup flag is set and no Name header is sent.

Connect ID header is required.

Table 4.4: Application layer procedure for Pushing a Folder

Table 4.5 shows the application procedure for transferring a folder from the

Server to the Client.

Client

Set the current folder to the folder
which is to be transferred using
SETPATH.

Pull the contents of the folder using
GET.

Pull all files to the new folder using a
GET command for each file.

Pull all Folders to the new folder
using this application procedure.

Set the current folder back to the
parent folder, using SETPATH.

Details

The Name header is set to the name of the folder.
Connect ID header is required.

A Name header is not sent, and the Type Header
must be set to the MIME-type of the Folder Listing
Object (x-obex/folder-listing).

The Name header is set to the name of the file. Con-
nect ID header is required.

This application procedure is applied recursively to
each folder.

The Backup flag is set and no Name header is sent.
Connect ID header is required.

Table 4.5: Application layer procedure for Pulling a Folder
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44 OBJECT MANIPULATION

A Client can delete folders and files on a Server. It can also create new folders
on a Server. A brief summary of these functions is shown below.

+ Afile is deleted by using a PUT command with the name of the file in a
Name header and no Body header.

= An empty folder is deleted by using a PUT command with the name of the
folder in a Name header and no Body header.

= A non-empty folder can be deleted in the same way as an empty folder but
Servers may not allow this operation. If a Server refuses to delete a non-
empty folder it must return the “Precondition Failed” (0xCC) response code.
This response code tells the Client that it must first delete all the elements of
the folder individually before deleting the folder.

« A new folder is created in the Server's current folder by using the SETPATH
command with the name of the folder in a Name header. If a folder with that
name already exists, then a new folder is not created. In both cases the cur-
rent folder is set to the new folder.

Application layer 1 December 1999 373
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5 OBEX

5.1 OBEX OPERATIONS USED

Tabie 5.1 shows the OBEX operations, which are required in the File Transfer
profile.

gg'erat“’“ OBEX Operation | Client Server
1 Connect M M
2 Disconnect M M
3 Put M M
4 Get M L
5 Abort M M
6 SetPath M M

Table 5.1: OBEX Operations
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5.2 OBEX HEADERS

Bluetooth.

Table 5.2 shows the specified OBEX headers, which are required in the File

Transfer profile.

Header no. OBEX Headers Client Server
1 Count O 0
2 Name M M
3 Type M M
& Length M M
5 Time 0 0]
6 Description 0 0]
7 Target M M
8 HTTP (@] 0]
9 Body M M
10 End of Body M M
1 Who M M
12 Connection ID M M
13 Authenticate Challenge M M
14 Authenticate Response M M
15 Application Parameters X X
16 Object Class X X

Table 5.2: OBEX Headers

5.3 INITIALIZATION OF OBEX

Devices implementing the File Transfer profile can optionally use OBEX authen-
tication. The initialization procedure is defined in Saction 5.3 of GOEP {2

5.4 ESTABLISHMENT OF OBEX SESSION

The OBEX connection must use a Target header set to the File Browsing
UUID, FOEC7BC4-953C-11D2-984E-525400DCSE09. This UUID is sent in
binary (16 bytes) with OxF9 sent first. OBEX authentication can optionally be
used. This profile follows the procedures described in Saction 5.4 of GOEP {2}
with the Target, Connection ID, and Who headers being mandatory.

OBEX
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5.5 BROWSING FOLDERS

Browsing folders involves pulling Folder Listing objects and setting the current
folder. Navigating a folder hierarchy requires moving forward and backward by
changing the current folder. Upon completion of the OBEX Connect operation
the Server's current folder is the root folder.

5.5.1 Pulling a Folder Listing Object

Pulling a Folder Listing object uses a GET operation and follows the procedure
described in Sgction 5.6 of GOEP {21. The Connection ID and Type headers
are mandatory. A Name header containing the name of the folder is used to
pull the listing of a folder. Sending the GET command without a name header is
used to pull the contents of the current folder. Typically, a folder browsing appli-
cation will pull the contents of the current folder, so a Name header is not used.
The Type header must be set to ‘x-obex/folder-listing'.

5.5.2 Setting the Current Folder (Forward)

Setting the current folder requires the SETPATH operation. The SETPATH
request must include the following fields and headers:

Eisie Name Value Status | Explanation

Header

Field Opcode for 0x82 M -

SETPATH

Field Packet Length Varies | M -

Field Flags 0x02 M ‘Backup level' flag is set to 0 and ‘Don't
Create’ flag is set to 1.

Field Constants 0x00 M Constants are not used, and the field
must be set to 0.

Header | Connection ID Varies M Connection D is set to the value
returned by the Server during the
OBEX Connect operation. This must
be the first header.

Header | Name Varies M Name of the folder.

Table 5.3: Fields and Headers in SETPATH Request for Setting Current Folder (Forward)
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The response packet for the SETPATH request has the following fields and
headers:

Field/ ;

Haadas Name Value Status Explanation

Field Responsecode | OxADor | M 0xAO for success or 0xC4 if the folder
for SETPATH 0xC4 does not exist.

Field Packet Length | Varies M -

Table 5.4: Fields and Headers in SETPATH Response for Setting Current Folder (Forward)

Other headers such as Description can optionally be used.

5.5.3 Setting the Current Folder (Backward)

Setting the current folder back to the parent folder requires the SETPATH oper-
ation. The SETPATH request must include the following fields and headers
(note that a Name header is not used):

Field/

Hoida: Name Value Status | Explanation

Field Opcode for SET- 0x82 M -

PATH

Field Packet Length Varies | M B

Field Flags 0x03 M ‘Backup level' flag is setto 1 and ‘Don’t
Create’ flag is set to 1.

Field Constants 0x00 M Constants are not used, and the field
must be set to 0.

Header | Connection ID Varies M Connection ID is set to the value
returned by the Server during the
OBEX Connect operation. This must
be the first header.

Table 5.5: Fields and Headers in SETPATH Request for Setting Current Folder (Backward)
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The response packet for the SETPATH request has the following fields and
headers:

Field/ ;

aadar Name Value Status Explanation

Field Responsecode | OxADor | M 0xAOD for success, or 0xC4 if the current
for SETPATH 0xC4 folder is the root.

Field Packet Length | Varies M -

Table 5.6: Fields and Headers in SETPATH Response for Setting Current Folder (Backward)

Other headers, such as Description, can optionally be used.

5.5.4 Setting the Current Folder (Root)

Setting the current folder to the root requires the SETPATH operation. The
SETPATH request must include the following fields and headers:

Fleld/ Name Value Status | Explanation

Header

Field Opcode for SET- 0x82 M -

PATH

Field Packet Length Varies | M -

Field Flags 0x02 M ‘Backup level' flag is set to 0 and ‘Don't
Create’ flag is setto 1.

Field Constants 0x00 M Constants are not used, and the field
must be set to 0.

Header | Connection ID Varies M Connection |D is set to the value
returned by the Server during the
OBEX Connect operation. This must
be the first header.

Header | Name Empty M Name header is empty.

Table 5.7: Fields and Headers in SETPATH Request for Setting Current Folder (Root)
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The response packet for the SETPATH request has the following fields and
headers:

Field/

Headar Name Value Status Explanation
Field Responsecode | 0xAO M 0xAO for success.
for SETPATH

Field Packet Length | Varies M -

Table 5.8: Fields and Headers in SETPATH Response for Setting Current Folder (Root)

Other headers, such as Description, can optionally be used.

5.6 PUSHING OBJECTS

Pushing object involves pushing files and folders.

5.6.1 Pushing Files

Pushing files follows the procedure described in Section 5.5 of GOEP {2}. The
Connection ID header is mandatory.

5.6.2 Pushing Folders

Pushing folders involves creating new folders and pushing files. It may also
involve navigating through the folder hierarchy. Navigation is described in Sec-
tion 5.5 on page 376. Pushing files is described in Section 5.8.1 on page 378,
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5.6.2.1 Creating New Folders

Bluetooth.

Creating a new folder requires the SETPATH operation. The SETPATH request
must include the following fields and headers:

Field/

Heador Name Value Status | Explanation

Field Opcode for SET- 0x82 M -

PATH

Field Packet Length Varies | M -

Field Flags 0x00 M ‘Backup level' flag is set to 0 and ‘Don't
Create’ flag is set to 0.

Field Constants 0x00 M Constants are not used, and the field
must be set to 0.

Header | Connection ID Varies M Connection ID is set to the value
returned by the Server during the
OBEX Connect operation. This must
be the first header.

Header | Name Varies M Name of the folder.

Table 5.9: Fields and Headers in SETPATH Request for Creating a Folder.

The response packet for the SETPATH request has the following fields and

headers:
Fleld] Name Value Status Explanation
Header
Field Responsecode | 0xAOor | M 0xAOQ for success or 0xC1 if the current
for SETPATH 0xC1 folder is read only and creation of a new
folder is unauthorized.
Field Packet Length | Varies M -

Table 5.10: Fields and Headers in SETPATH Response for Creating a Folder

Other headers such as Description can optionally be used.

380
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5.7 PULLING OBJECTS

Pulling objects involves pulling files and folders.

5.7.1 Pulling Files

Pulling files follows the procedure described in Ssciion 5.6 of GOEP {Z]. The
Connect ID header is mandatory.

5.7.2 Pulling Folders

Pulling folders involves navigating the folder hierarchy, pulling folder listing
objects and pulling files. Navigating the folder hierarchy and pulling folder list-
ing-objects is described in Ssction §.5 on pags 376, Pulling files is described in
Section 5.7.1 on page 381.

5.8 MANIPULATING OBJECTS
Manipulating objects includes deleting objects and creating new folders. Creat-

ing new folders is described in Section 5.6.2.1 on page 38C, Creating New
Folders. Deleting objects involves deleting files and folders.

5.8.1 Deleting Files

Deleting a file requires the PUT operation. The PUT request must include the
following fields and headers (note that no Body or End Body headers are sent):

Field/

Header Name Value Status | Explanation

Field Opcode for PUT 0x82 M -

Field Packet Length Varies | M -

Header | ConnectionlD Varies M Connection ID is set to the value
returned by the Server during the
OBEX Connect operation. This must
be the first header.

Header | Name Varies M The header value is the name of the

object to delete.

Table 5.11: Fields and Headers in PUT Request for Delete
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Bluetooth.

The response packet for the PUT request has the following fields and headers:

£l Name Value Status Explanation
Header
Field Response code | OxAO, M 0xAOD for success, 0xC1 for unautho-
for PUT 0xC1 or rized (e.g. read only) or 0xC4 if the file
0xC4 does not exist.
Field Packet Length | Varies M -

Table 5.12: Fields and Headers in PUT Response for Delete

Other headers such as Description can optionally be used.

5.8.2 Deleting Folders

A folder can be deleted using the same procedure used to delete a file (see
Section 5.8.1 on page 381). Deleting a non-empty folder will delete all its con-
tents, including other folders. Some Servers may not allow this operation and
will return the “Precondition Failed” (0xCC) response code, indicating that the
folder is not empty. In this case the Client will need to delete the contents
before deleting the folder.

5.9 DISCONNECTION

See Section 5.7 in GOEP {2,
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6 SERVICE DISCOVERY

6.1 SD SERVICE RECORDS

The service belonging to the File Transfer profile is a server, which enables
bi-directional generic file transfer. OBEX is used as a session protocol for this
service. The following service records must be put into the SDDB.

Item Definition: Tg.(pef Value:* AttrlD Status Detault
Size: Value
Service Class ID List See [15] | M
Service Class #0 UUID | OBEX-
File
Transfer
Protocol Descriptor list See {15} | M
Protocol ID #0 UUID | L2CAP
Protocol 1D #1 UuID | RFCOM M
M
Param CHANNEL | Uint8 | Varies M
#0
Protocol ID #2 UuUID | OBEX M
Service name Display- String | Varies See {15} | O “OBEX
able Text Eile
Haing Trans-
fer
BluetoothProfileDe- See {15} | O
scriptorList
Profile ID #0 Supported | UUID | OBEX OBEX
profile File- File
Transfer
Transfer
18]
Param Profile ver- | uint16 | 0x100 0x100
#0 sion

Table 6.1: File Transfer Service Record

* UUID values are defined in the Assigned Numbers document.
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6.2 SDP PROTOCOL DATA UNITS

Bluetooth.

Table 19 shows the specified SDP PDUs (Protocol Data Units) which are

required in the File Transfer profile.

:Eu SDP PDU Server | Client

1 SdpErrorResponse M M

2 SdpServiceSearch M M
AttributeRequest

3 SdpServiceSearch M M
AttributeResponse

Table 6.2: SDP PDUs Minimal Requirements
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FOREWORD

This document, together with the Generic Object Exchange profile and the
Generic Access profile forms the Synchronization usage model.

Interoperability between devices from different manufacturers is provided for a
specific service and usage model if the devices conform to a Bluetooth-SIG
defined profile specification. A profile defines a selection of messages and pro-
cedures (generally termed capabilities) from the Bluetooth SIG specifications
and gives an unambiguous description of the air interface for specified ser-
vice(s) and usage model(s).

All defined features are process-mandatory. This means that if a feature is
used, it is used in a specified manner. Whether the provision of a feature is
mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

The Synchronization profile defines the requirements for the protocols and pro-
cedures that shall be used by the applications providing the Synchronization
usage model. This profile makes use of the Generic Object Exchange profile
(GOEP) to define the interoperability requirements for the protocols needed by
applications. The most common devices using these usage models might be
notebook PCs, PDAs, and mobile phones.

The scenarios covered by this profile are:

+ Usage of a mobile phone or PDA by a computer to exchange PIM (Personal
Information Management) data, including a necessary log information to
ensure that the data contained within their respective Object Stores is made
identical. Types of the PIM data are, for example, phonebook and calendar
items.

« Use of a computer by a mobile phone or PDA to initiate the previous
scenario (Sync Command Feature).

« Use of a mobile phone or PDA by a computer to automatically start
synchronization when a mobile phone or PDA enters the RF proximity of the
computer

1.2 BLUETOOTH PROFILE STRUCTURE

In Figurs 1.1, the Bluetooth profile structure and the dependencies of the pro-
files are depicted. A profile is dependent upon another profile if it re-uses parts
of that profile, by implicitly or explicitly referencing it. Dependency is illustrated
in the figure: a profile has dependencies on the profile(s) in which it is con-
tained — directly and indirectly.
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| Service Discovery | Cordless Intercom Profile
| Application Profile ot

: Object Push Profile
e, Synchronization
LAN Access Profile Profile

Figure 1.1: Bluetooth Profiles

1.3 BLUETOOTH OBEX RELATED SPECIFICATIONS

Bluetooth Specification includes five separate specifications for OBEX and
applications using OBEX.

1.

Bluetooth IrDA Interoperability Specification {1].

Defines how the applications can function over both Bluetooth and IrDA.
Specifies how OBEX is mapped over RFCOMM and TCP.

Defines the application profiles using OBEX over Bluetooth.

. Bluetooth Generic Ghiect Exchangs Profile Specification {21
i g p i

Generic interoperability specification for the application profiles using OBEX.

Defines the interoperability requirements of the lower protocol layers (e.g.
Baseband and LMP) for the application profiles

Bluetooth Synchronization Profile Specification (This Specification)
Application Profile for Synchronization applications.

Defines the interoperability requirements for the applications within the
Synchronization application profile.

Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.
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4. Bluetooth Fiie Transfer Frofile Specification {3}

» Application Profile for File Transfer applications.

« Defines the interoperability requirements for the applications within the File
Transfer application profile.

* Does not define the requirements for the Baseband, LMP, L2ZCAP, or
RFCOMM.

5. Bluetooth Obhiect Push Profile Specification 4]
» Application Profile for Object Push applications.

« Defines the interoperability requirements for the applications within the
Object Push application profile.

* Does not define the requirements for the Baseband, LMP, L2CAP, or
RFCOMM.

1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols
In this document, the following symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the
profile);

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that shall be used in case a
certain other capability is supported);

‘X' for excluded (used for capabilities that may be supported by the unit but
shall never be used in the profile);

‘N/A' for not applicable (in the given context it is impossible to use this
capability).

Some excluded capabilities are capabilities that, according to the relevant
Bluetooth specification, are mandatory. These are features that may degrade
operation of devices following this profile. Therefore, these features shall never
be activated while a unit is operating as a unit within this profile.
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1.4.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures:

A B
PROC1
-
PROC2
-
PROC3
- -
(PROC4)
| o
(PROCS5)
-
MSG1
-
MSG2
s
(MSG3)
-4
(MSG4)
-

Table 1.1: Arrows used in sighaling diagrams

In the table above, the following cases are shown: PROC1 is a sub-procedure
initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-
procedure where the initiating side is undefined (may be both A and B).
PROC4 indicates an optional sub-procedure initiated by A, and PROCS indi-
cates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.
MSG3 indicates an optional message from A to B, and MSG4 indicates an
optional message from B to A.
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application g b Application
IrMC Client IrMC Server

OBEX . OBEX

RFCOMM | SDP [¢—— p RFCOMM | SDP

IrMC Client side IrMC Server side

Figure 2.1: Protocol model

The Baseband {5}, LMP &} and L2CAP {7} are the OSl layer 1 and 2 Bluetooth
protocols. RFCOMM (&1 is the Bluetooth adaptation of GSM TS 07.10 {¢]. SDP
is the Bluetooth Service Discovery Protocol [1i. OBEX {1} is the Bluetooth
adaptation of IrOBEX {111

The IrMC Client layer shown in Figure 2.1 is the entity processing the synchro-
nization according to the IrMC specification {12}, and the IrMC server is the
server software compliant to the IrMC specification.

The RFCOMM, L2CAP, LMP, and Baseband interoperability requirements are
defined in Saciion 6 in GOEP{Z].

2.2 CONFIGURATIONS AND ROLES

Figure 2.2 depicts a synchronization example in which a mobile phone acts as
an IrMC server and a PC notebook as an IrMC Client. The IrMC Client (PC)
pulls the PIM data from the IrMC server and synchronizes this data with data
stored in the IrMC client. After that, the IrMC client puts this synchronized data
back to the IrMC server.
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1. PIM data needed to
be synchronized

2. Synchronized
PIM data

Mobile Phone Notebook

Figure 2.2: Synchronization Example with Mobile Phone and Computer

The following roles are defined for this profile:

IrMC Server — This is the IrMC server device that provides an object exchange
server. Typically, this device is a mobile phone or PDA. In addition to the
interoperability requirements defined in this profile, the IrMC server must com-
ply with the interoperability requirements for the server of the GOEP, if not
defined to the contrary.

If the IrMC Server also provides the functionality to initiate the synchronization,
then it must act as a client temporarily. In this case, it must also comply with the
requirements with the client of the GOEP if not defined in the contrary.

IrMC Client — This is the IrMC client device, which contains a sync engine and
pulls and pushes the PIM data from and to the IrMC Server. Usually, the IrMC
Client device is a PC. Because the IrMC Client must also provide functionality
to receive the initialization command for synchronization, sometimes it must
temporarily act as a server. In addition to the interoperability requirements
defined in this profile, the IrMC server must also comply with the interoperabil-
ity requirements for the server and client of the GOEP if not defined to the con-
trary.

2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are:

» Usage of an IrMC Server by an IrMC Client to pull the PIM data needed to
be synchronized from the IrMC Server, to synchronize this data with the data
on the IrMC Client, and to push this synchronized data back to the IrMC
Server.

« Usage of an IrMC Client by an IrMC Server to initiate the previous scenario
by sending a sync command to the IrMC Client.

» Automatic synchronization initiated by the IrMC client.
The restrictions applying to this profile are the same as in the GOEP. In addi-

tion to these restrictions, the peer-to-peer synchronization is not supported by
the BT synchronization.
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2.4 PROFILE FUNDAMENTALS

The profile fundamentals are the same as defined in Saction 2.4 in GOEP {2},
with the addition of the requirements that bonding, link level authentication, and
encryption (Fundamentals 1 and 3 in GOEP) must always be used for this pro-
file. The OBEX authentication (Fundamental 2 in GOEP) as an application-
level security mechanism must be supported by the devices providing this pro-
file, but this profile does not mandate that it must be used.

In this profile, because both the IrMC Client and IrMC Server can act as a client
(IrMC Server temporarily), both can initiate link and channel establishments;
i.e. create a physical link between these two devices.

This profile does not mandate the IrMC server or client to enter any discover-
able or connectable modes automatically, even if they are able to do so. This
means that the end-user intervention may be needed on both the devices
when, for example, the synchronization is initiated on the IrMC client device.
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3 USER INTERFACE ASPECTS

3.1 MODE SELECTION

There are two modes associated with the Synchronization profile.
+ Initialization Sync mode
* General Sync mode

In the Initialization Sync mode, the IrMC Server is in the Limited discoverable
able, and Pairable modes (See Saciion 4 in GAP [1€}). The IrMC Client does
not enter this mode in this profile. It is recommended that the Limited Inquiry
procedure (Section 6.2 in GAP{18]) is used by the IrMC Client when discover-
ing the IrMC server. Requirements on inquiry procedures are discussed in Sag-
fion §.5.1 of the GOEP {21

In the General Sync mode, the device is in the Connectable mode. Both the
IrMC Client and Server can enter this mode. For the IrMC Server, this mode is
used when the IrMC Client connects the server and starts the synchronization
at the subsequent times after pairing. For the IrMC Client, the mode is used
when the synchronization is initiated by the IrMC server.

The devices are not required to enter these modes automatically without user
intervention, even if they can do so. When entering either of these modes,
IrMC Server and Client must ensure that the Object Transfer bit is set in the
CoD (See {15]), and register a service record in the SDDB (See Section 7).

3.2 APPLICATION USAGE EVENTS

In the following sections (Haction 3.2,1-3.2.3), the presented scenarios work as
examples and variations in the actual implementations are possible and
allowed.

User interface aspects 1 December 1999 399

AFFLT0294709

Samsung Ex. 1019 p. 1481



BLUETOOTH SPECIFICATION Version 1.0 B

page 400 of 440

Synchronization Profile

3.2.1 Synchronization Scenario

Bluetooth.

When an IrMC Client wants to synchronize with an IrMC Server for the first
time, the following scenario (Tabie 3.1) can be followed:

Step | IrMC Client IrMC Server
1 The IrMC server device must be in the
General Sync mode. If the device is not
in this mode, the user must activate this
mode on the device.
2 The user activates an application for
synchronization.
3 A list of devices in the RF proximity of
the IrMC client is displayed to the user.
4 The user selects a device to be con-
nected and synchronized.
5 The user is alerted if the device does
not support the Synchronization fea-
ture, and the user may select another
possible device (Step 4).
6 The Bluetooth PIN code is requested from the user and entered on both devices.
7 If OBEX authentication is used, the user enters the password for the OBEX authen-
tication on both devices.
8 The first synchronization is processed.
9 The user may be notified of the result
of the operation.

Table 3.1: Usage Events for First Time Synchronization

At subsequent times, when the bonding is done, the scenario below
(Tabie 3.2) can be followed.:

Step | IrMC Client IrMC Server
1 The IrMC server device must be in the
General Sync mode. If the device is not
in this mode, the user must activate this
mode on the device.
2 The user of the IrMC Client selects the
Synchronization feature on the device,
or another event triggers the synchro-
nization to start in the IrMC client.
3 The synchronization is processed.
4 The User may be notified of the result
of the operation.

Table 3.2: Usage Events after First Time Synchronization

400
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3.2.2 Sync Command Scenario

Bluetooth.

When an IrMC Server wants to initiate synchronization, and when the bonding
and the possible OBEX initialization are done, the scenario below (Tabie 3.3)

can be followed:

Step | IrMC Client

IrMC Server

1 The IrMC Client should be in the Gen-
eral Sync mode, without user interven-
tion. Otherwise this operation is not

applicable.
2
3 The synchronization is processed.
4

The user selects the Sync Command
feature in the IrMC Server, and the syn-
chronization is initiated with the IrMC cli-
ent. On the IrMC Server device, the user
has earlier configured the IrMC Client to
which the sync command is sent.

The User may be notified of the result of

the operation.

Table 3.3: Usage Events of Sync Command Scenario

3.2.3 Automatic Synchronization Scenario

When it is desired that an IrMC Server and Client synchronize automatically,
and when the bonding and (possible) OBEX initialization are done, the
scenario below (Tahie 3.4) can be followed.

Step | IrMC Client IrMC Server
1 The IrMC Server enters the RF proximity of the IrMC
Client. The Client notices it, and starts the synchroni-
zation without any notification to the User. The IrMC
Server must be constantly in the General Sync mode
so that the IrMC Client can notice the presence of the
server in its RF vicinity.
2 The synchronization is processed.
3 The User may be notified of the result of the operation on both the devices.
Table 3.4: Usage Events of Automatic Synchronization Scenario
User interface aspects 1 December 1999 40
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4 APPLICATION LAYER

This section describes the feature requirements on units active in the Synchro-
nization use case.

4.1 FEATURE OVERVIEW

Table 4.1 shows the required services:

Festures M Clnt | IrMC Server
1. Synchronization of one or more of the following M M
cases:
Synchronization of phonebooks
Synchronization of calendars
Synchronization of emails
Synchronization of notes
2. Sync Command M O
3. Automatic Synchronization ‘ 0] M

Table 4.1: Application layer features

4.2 SYNCHRONIZATION FEATURE

The support of Synchronization with IrMC level 4 functionality is mandatory for
both IrMC Clients and IrMC Servers. The requirements for IrMC Synchroniza-
tion are defined in the IrMC spec (See also Sectian §). Bluetooth Synchroniza-
tion must support at least one of the following cases (i.e. the application
classes):

1. Synchronization of phonebooks

2. Synchronization of calendars

3. Synchronization of messages

4. Synchronization of notes

To achieve application level interoperability, the content formats are defined for
Bluetooth Synchronization. The content formats are dependent on the applica-
tion classes, which are designed for the different purposes. The supported
application classes must be identified in terms of the data stores in the SDDB

of the IrMC Server (See Saciion 7.1.1). For the application classes the content
format requirements are:

402 1 December 1999 Application layer

AFFLT0294712

Samsung Ex. 1019 p. 1484



BLUETOOTH SPECIFICATION Version 1.0 B page 403 of 440

Synchronization Profile Bluetooth

* Phone Book applications must support data exchange using the vCard 2.1
content format specified in {131. Section 7 of IrMC Specification {12} includes
extensions to vCard2.1, which must also be supported by the actual imple-
mentations.

» Calendar applications must support data exchange using the vCalendar 1.0
content format specified in {14].

+ Messaging applications must support data exchange using the vMessage
content format in Section 9 of {12].

» Notes applications must support data exchange using the vNote content for-
mat specified in Section 10 of {1Z].

The above requirements are the minimal requirements, and the application
utilizing any of these classes may store its objects in any internal content for-
mat the implementer chooses.

The support for the various mandatory and optional fields of the content for-
mats listed above shall be in accordance with the IrMC Specification {12].

4.3 SYNC COMMAND FEATURE

This feature means that the IrMC client device works temporarily as a server
and is able to receive a Sync Command from the IrMC server, which in this
case acts temporarily as a client. This Sync Command orders the IrMC client to
start synchronization with the IrMC Server.

After sending the sync command and getting the response for it, the IrMC
Server must terminate the OBEX session and the RFCOMM data link connec-
tion.

This feature must be supported by the IrMC Client and it can optionally be sup-
ported by the IrMC Server. The formal requirements for this feature are defined
in Section 5.8 in {121,

4.4 AUTOMATIC SYNCHRONIZATION FEATURE

In this feature, the IrMC Client can start the synchronization when the IrMC
Server enters the RF proximity of the IrMC Client. Basically, this means that, on
the Baseband level, the IrMC Client pages the IrMC Server at intervals and,
when it finds that the IrMC Server is in the range, the IrMC Client can begin
synchronization.

The support of this feature is optional for the IrMC Client but mandatory for the
IrMC Server. This means that the IrMC Server must offer a capability to put the
server device into the General Sync mode so that it does not leave this mode
automatically.
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