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Approved for use through 10/31/2002. OMB 0651-0032

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB controt number.

UTILITY Attorney Docket No. | 40055-0008 o ™\
PATENT APPLICATION First Inventor I David A. FARBER et al. o N
IDENTIFYING DATA IN A DATA PROCESSING SYSTEM aoH
TRANSMITTAL e a%
N
(Only for new nonprovisional applications under 37 C.F.R. 1.53(b)) Express Mail Label No. | ch C\S)
Assistant Commissioner for Patents cc'? A

APPLICATION ELEMENTS

See MPEF chapter 600 conceming utility patent application contents.

ADDRESS TO:

Box Patent Application
Washington, DC 20231

1. Fee Transmittal Form (e.g., PTO/SB/17)
(Submit an original and a duplicate for fee processing)
2.

Applicant claims small entity status.
3. X

See 37 CFR 1.27.
Specification [Total Pages ‘E 1

(preferred arrangement set forth below)
- Descriptive title of the Invention
- Cross Reference to Related Applications
- Statement Regarding Fed sponsored R & D
- Reference to sequence listing, a tabie,
or a computer program listing appendix
- Background of the Invention
- Brief Summary of the Invention
- Brief Description of the Drawings ( if filed)
- Detailed Description
- Claim(s)
- Abstract of the Disclosure

4. Drawing(s) (35 U.S.C.113) [Total Sheets| 31 1
5. Oath or Declaration [Total Pages
a. ] Newly executed (original or copy)

b. Copy from a prior application (37 CFR 1.63 (d))
(for a continuation/divisional with Box 18 completed)

i. ] DELETION OF INVENTOR(S)

Signed statement attached deleting inventor(s)
named in the prior application, see 37 CFR
1.63(d)(2) and 1.33(b).

6. Application Data Sheet. See 37 CFR 1.76

p—y
—

7. ] CD-ROM or CD-R in dupticate, large table or
Computer Program (Appendix)
8. Nucleotide and/or Aminc Acid Sequence Submission
(if applicable, all necessary)
a. [_] Computer Readable Form (CRF)
b. Specification Sequence Listing on:
i. [ CD-ROM or CD-R (2 copies); or
ii. [ paper
c. [[] Statements verifying identity of above copies

AGCCOMPANYING APPLICATIONS PARTS

9.[C] Assignment Papers (cover sheet & document(s))

10. 37 C.F.R.§3.73(b) Statement  [_] Power of
(when there is an assignee) Attorney

1. ] English Translation Document (if applicable)

12.[1  Information Disclosure "1 Copies of IDS
Statement (IDS)/PTO-1449 - Citations

13.1X  Preliminary Amendment

14.[X]  Retumn Receipt Postcard (MPEP 503)

(Should be specifically itemized)

15.[1 Certified Copy of Priority Document(s)
(if foreign priority is claimed)

16.[] Nonpublication Request under 35 U.S.C. 122
(b)(2)(B)(i). Applicant must attach form PTO/SB/35
or ifs equivalent.

17. Other: Revocation of Power of Attomey

or in an Application Data Sheet under 37 CFR 1.76:
[J Continvation Divisionat
Prior application information:

18.If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in a preliminary amendment,

{1 Continuation-in-part (CIP)

Examiner Jean Raymond Homere
For CONTINUATION or DIVISIONAL APPS only: The entire disclosure of the prior application, from which an oath or declaration is supplied
under Box 5h, is considered a part of the disclosure of the accompanying or divisional application and is hereby incorporated by reference.
The incorporation can only be relied upon when a portion has been inadvertently omitted from the submitted application parts.

of prior application No: 09 / 887,723
Group / Art Unit: 2177

17. CORRESPONDENCE ADDRESS

26633
B Customer Number or Bar Code Label ) ) R or [0  Correspondence address below

{Insert Customer No. or Attach bar code label here)
Name
Address
City | State | Zip Code
Country | Telephone I Fax
(Name (Print/Type) Brian Siritzkyéﬁ( Registration No. (Attomey/Agent)} 37,497

& ! A 1

LS/gnature Y) O \ M Date 12 \2«’5 03

A l) / A
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| o . . Approved for use through 04/30/2003. OMB 0651-0032
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required 1 respond 1o w¥tollection of information unless it displays a valid OMB control number.

§ Complete if Known
R4k .
a F EE TRAN SMITTAL Applicatiosr-Number ) Unassigned
> for FY 2003 Filing Date Concurrently Herewith
[ S " N
Effective 01/01/2003. Patent fees are subject to annual revision, First Named Inventor David A. FARBER et al..
_C'.:» Examiner Name Unassigned
L [] Applicant claims small entity status. See 37 CFR 1.27 - -
] Art Unit Unassigned
O' TOTAL AMOUNT OF PAYMENT } ($) 770.00 Attorney Docket No. . 40055-0008
METHOD OF PAYMENT (check one) FEE CALCULATION (continued)
B Check [ Credit card [[J Money Order "} Other [ Nene | 3. ADDITIONAL FEES
[T} Deposit Account:
Deposit Large  Entity Small  Entity Fee
Account | 08-1641 (Docket No. 40055-0008) | Fee Fee Fee  Fee Fee Description Paid
Number Code (%) Code (3)
Deposit 1051 130 2051 65 Surcharge - ate filing fee or oath
Account { Heller Ehrman White & McAuliffe LLP ] 1052 50 2052 25 if’czhv";g:h'cg"’ provisional filing fec
Name 1053 130 1053 130 Non-English specification
The Commissioner is authorized to: (check all that apply) 1812 2,520 1812 2520 iz; ii[lli)nif::ig;qucst for ex parte
(7] Charge fee(s) indicated below [} Credit any overpayments 1804 920% 1804  920% gcqugsdng publication of SIR prior to
xaminer action
B Charge any additional fee(s) during the pendency of this application 1805 1,840* 1805 1840° Eﬁxﬁ;ﬁ;is‘;gicmm of SIR after
Emg;ggzef;:g ;’;g;ff;fd below, except for the filing fee tothe above- | 105) 119 3251 55 Exiension for reply within first month
FEE CALCULATION 1252 420 2252 10 Exiensionforveplywithin second
1. BASICFILING FEE 1253 950 2253 475  Extension for reply within third month
Large Entity  Small Entity Fee Description Fee Paid 1254 1.480 2254 740 Extension for reply within fourth
Fee Fee Fee Fee ’ mom.h} o
Code %) Code [63) 1255 2010 2255 1,005 Extcxt;‘smn for reply within fifth
* : ’ mon!
1001 770 2001 385 Utility filing fee 770 1401 330 2401 165  Notice of Appeal
1002 340 2002 170 Design filing fee 1402 330 2402 165  Filing a brief in support of an appeal
1003 530 2003 265 Plant filing fee 1403 290 2403 145 Request for oral hearing
104 770 2004 385 Reissuefilngfee [} 1451 1510 1451 1510 Feltontoimsincapublicusc
1005 160 2005 80 Z:Vi“""“' filing [ 1452 10 2452 55 Petition to revive - unavoidable
SUBTOTAL (1) | 3) 770 1453 1,330 2453 665  Petition to revive - unintentional
2. EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1501 1,330 2501 665 Utility issue fee (or reissue)
Fee from L
Extra Claims below Fee Paid 1502 480 2502 240 Design issue fee
[ 4] o= | o]x | HED 1503 640 2503 320  Plantissue fee
Caependent A= ofx [ 86 ][0 |} 1460 130 1460 130 Pesitions to the Commissioner
Multiple Dependent l l =[ 1807 50 1807 50 Processing fee under 37 CFR 1.17(q)
Large Entity Small Entity Fee Description L . .
Fee Fee Fee Fee 1806 180 1806 180 g:}:‘:mmm of Information Disclosure
Code [63] Code (%)
1202 18 2202 9 Claims in excess of 20 8021 40 8021 40 Recording each patent assignment per
propesty (times number of properties)
1201 86 2201 43 Independent claims in excess of 3 | 1809 770 2809 385 Filing a submission after final
rejection (37 CFR 1.129(a))
1203 290 2203 145 Multiple dependent claim, if not 1810 770 2810 385 For each additional invention to be
paid examined (37 CFR 1.129(b))
1204 86 2204 43 **Reissue independent claims 1801 770 2801 385 Request for Continued Examination
, over original patent (RCE)
1205 18 2205 9 **Reissue claims in excess of 20 1802 900 1802 900 Request for expedited examination of
and over original patent a design application
SUBTOTAL (2) | (%) } Other fee (specify),
*%or number previously paid, if greater; For Reissues, see above * Reduced by Basic Filing Fee Paid SUBTOTAL (3) | %))
SUBMITTED BY 7 Complete (if applicable)
A AL pp
Name ban/hpe) | Brian biigky A\ hegisration No- | 37,497 | etephone | 202-912-2000
K (Antorney/Agent) I
Signature / L_) VG’V\)Q/”\ Date | 1% 1.:5 I U] 3 I Customer No. 26633
4 W;\}Eg?‘;;{nfomminn on this form may become public. Credit eadd inforbation shonld oot
! ded on this form. Provide eredit ¢card information and authorization on PT0-2038. . .
This collection of information is required by 37 CFR 1.17 and 1.27. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) an
application. Confidentiality is govemed by 35 1).5.C. 122 and 37 CFR 1.14. This collection is esti d to take ¥2 mi 1 comp including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 10 complete this form and/or suggestions for reducing this
burden, should be sent 1o the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Dep of C Washi DC 20231, DO NOT SEND FEES OR COMPLETED

FORMS TO THIS ADDRESS. SEND TO: Mail Stop ___, Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450,
I you need assistance in completing ihe form, call 1-800-PTO-9199 (1-800-786-9) 99)and. ~
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U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB controf number.
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UTILITY Attorney Docket No, | 40055-0008 a I
PATENT APPLIC AT|ON First Inventor David A. FARBER et al. E ’QJ ==
TRAN SM‘TTAL IDENTIFYING DATA IN A DATA PROCESSING SYSTEM (/J o ===
Tille DN =0
G | ==
Lol W "'4—'.(('&
(Only for new nonprovisional applications under 37 C.F.R. 1.53(b)) Express Mail Label No. | C"g C"S) ==
Assistant Commissioner for Patents éi? =
APPLICATION ELEMENTS ADDRESS TO:  Box Patent Application ===
See MPEFP chapter 600 conceming utility patent application contents. Washington, DC 20231
1. Fee Transmittal Fomrn (e.g., PTO/SB/17) 7.L] CD-ROM or CD-R in duplicate, large table or
{Submit an original and a duplicate for fee processing) Computer Program (Appendix)
2] Applicant claims small entity status. 8. Nucleotide and/or Amino Acid Sequence Submission
See 37 CFR 1.27. (if applicable, all necessary)
3. Specification [Total Pages m 1 a. ] Computer Readable Form (CRF)
(preferred arrangement set forth below) b. Specification Sequence Listing on:
- Descriptive title of the invention i. [J CD-ROM or CD-R (2 copies); or
- Cross Reference to Related Applications i. paper
- Statement Regarding Fed sponsored R & D D e N .
- Reference to sequence fisting, a lable, c. | | Statements verifying identity of above copies
or a computer program listing appendix ACCOMPANYING APPLICATIONS PARTS
- Background of the Invention
- Brief Summary of the Invention 9.[J  Assignment Papers (cover sheet & document(s))
- Brief Description of the Drawings { if filed) e
- Detailed Deacription 10. 37 C.F.R§3.73(b) Statement  [] Power of
- Claim(s) {when there is an assignee) Attomey
- Abstract of the Disclosure 11.[]  English Transiation Document (if applicable)
4, Drawing(s) (35 U.S.C.113)  [Total Sheets| 31 1 | 12.[0  information Disclosure ] Copies of IDS
5. Oath or Declaration [Total Pages | 1 ] Stat?rr?ent (IDS)PTO-1449 - Citations
a. ] Newly executed (originat or copy) 13.00  Pretiminary /.\mendment
b. [X Copy from a prior application (37 CFR 1.63 (d)) 14.1  Retumn Receipt Postcard (MPEP 503)
for ntinuation/divisional with Box 18 ¢ loted (Should be specifically itemized)
_ ffor a continuation/divisional with Box 18 completed) | 1x ] Gertified Copy of Priority Document(s)
1 QELETION OF INVENTOR(S) (if foreign priority is claimed)
Signed statement attached deleting inventor(s) 16.[.]  Nonpublication Request under 35 U.S.C. 122
named in the prior application, see 37 CFR (b)2)(B)(). Applicant must attach form PTO/SB/35
1.63(d)(2) and 1.33(b). \ h. APD
6.[X Application Data Sheet. See 37 CFR 1.76 or its equivalent,
-kl App ‘ : 17. Other: Revocation of Pawer of Attomey
18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in a preliminary amendment,
or in an Application Data Sheet under 37 CFR 1.76:
[] Continuation [ Divisional [7] Continuation-in-part (CIP) of prior application No: 09 / 887,723
Prior application information: Examiner Jean Raymond Homere Group / Art Unit: 2177
For CONTINUATION or DIVISIONAL APPS only: The entire disclosure of the prior application, from which an oath or declaration is supplied
under Box 5b, is considered a part of the disclosure of the accompanying or divisional application and is hereby Incorporated by reference.
The incorporation can only be relied upon when a portion has been inadvertently omitted from the submitted application parts.
SO~
17. CORRESPONDENCE ADDRESS
26633 .
X Customer Number or Bar Code Label - B or [ Comespondence address below
{Insert Customer No. or Attach bar code label here)
Name
Address
City ] State | Zip Code
Country ] Telephone l Fax
. . L . ) A
( Name (Print/Type) Brian Smtzk)zﬁ Registration No. (Attorney/Agent) 37,497
/) ‘A i
ignature y "
LSgnau \)Q\/y{k\:\/\ Date ll\l'é 03 J
o \) / 1
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4 N Complete if Known
i ]
FEE TRAN SMITTAL Application:Number Unassigned
for FY 2003 Filing Date Concurrently Herewith
Effective 01/01/2003. Patent fees are subject to annual revision. First Named Inventor David A. FARBER et al..
Examiner Name Unassigned
Applicant claims small entity status. See 37 CFR 1.27 - -
LI App 4 Art Unit Unassigned
TOTAL AMOUNT OF PAYMENT I ($) 770.00 Attomey Docket No. 40055-0008
METHOD OF PAYMENT (check one) FEE CALCULATION (continued)
Check  [JCreditcard  [] Money Order  {JOther  [INome | 3.  ADDITIONAL FEES
[} Deposit Account:
Deposit Large Entity  Small  Entity Fee
Account | 08-1641 (Docket No. 40055-0008) ] Fee Fee Fee Fee Fee Description Paid
Number Code (3] Code (%)
Deposit 1051 130 2051 65 Surcharge - late filing fee or oath
Account I Heller Ehrman White & McAuliffe LLP ! 1052 5o 2052 25 Surcharge- hieprovisional fling fec
Name 1053 130 1053 130  Non-English specification
The Commissioner is authorized to: (check all that apply) 1812 2,520 1812 2,520 r)l:; g?h%a?i;?ucs' for ex parte
7] Charge fee(s) indicated below Credit any overpayments 1804 920* 1804 920*  Requesting publication of SIR prior to
Examiner action
Charge any additional fee(s) during the pendency of this application 1805 1.840* 1805 1,840° gc‘gr‘:Sﬁ“ggf‘b’icaﬁ““ of SIR after
X micr action
D Charge fee(§) indicated below, except for the filing fee to the above- 1251 110 2251 55 Extension for reply within first month
identified deposit account,
FEE CALCULATION 1252 420 2252 210  Exiension forreply within second
1. BASICFILING FEE 1253 950 2253 475  Extension for reply within third month
Large Entity Small Entity Fee Description Fee Paid 1254 1,480 2254 740 Extension for reply within fourth
Fee Fee Fee Fee month
Code %) Code [¢3] 1255 2.010 2255 1,005 Exmt;fion for reply within fifth
’ ’ mon

1001 770 2001 385 Utility filing fee 770 I 1401 330 2401 165  Notice of Appeal

1002 340 2002 170 Design filing fee 1402 330 2402 165  Filing a brief in support of an appeal

1003 530 2003 265 Plant filing fee 1403 290 2403 145 Request for oral hearing

1004 70 204 385  Reissuefilmgfoe [ || 1451 1510 1451 Lsto  Teriono miuionpublicuse

1005 160 2005 80 ::"‘5“’“"" fiing [ 1452 110 2452 55 Petition o revive - wnavoidable

SUBTOTAL (1) [ (€3] 770 1453 1,330 2453 665  Petition to revive - unintentional
2. EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1501 1330 2501 665 Utlity issue fee (or reissuc)
Fee from L.
Extra Claims below Fee Paid 1502 480 2502 240 Design issue fee

phieell a0k = | ] x| 18 )= 0 Jf 1503 640 2503 320  Plmtissuefec
Conependent ae= [ o ]x | 86 | =[ 0} 1460 130 1460 130  Petitions to the Commissioner
Multiple Dependent { | = 1807 50 1807 50 Processing fee under 37 CFR 1.17(q)

Large Entity Small Entity Fee Description - . N

Feo Fee Fee Fee 1806 120 1806 180 gumb:mssmn of mformation Disclosure
Code ® Code 5] "
1202 18 2202 9 Claims in excess of 20 8021 40 8021 40 Recording each patent assignment per
property (times number of properties)
1201 86 2201 43 Independent claims in excessof 3§ 1809 770 2809 385 Filing a submission after final
rejection (37 CFR 1.129(a))
1203 290 2203 145 Multiple dependent claim, if not 1810 770 2810 385 For each additional invention to be
paid examined (37 CFR 1.129(b))
1204 86 2204 43 **Reissue independent claims 1801 770 2801 385 Request for Continued Examination
over original patent (RCE)
1205 18 2205 9 **Reissue claims in excess of 20 1802 900 1802 200 Request for expedited examination of
and over otiginal patent a design application
SUBTOTAL (2) | %) |1 Other fee (specify)

**or number previously paid, if greater, For Reissues, see above * Reduced by Basic Filing Fee Paid SUBTOTAL (3) | (5)]
SUBMITTED BY Vi Complete (if applicable)
Name (Prin/Type) | Brign é(ii{ky A Registration No. | 37 497 | etephone | 202-912-2000

(Atorney/Agent)
Signature / L) WV\_}@V\ Daie 12 2_5 I 0 S Customer No. 26633
W::‘!'I:_:?Jnrormaﬁon on this form may become public. Credit eand infortnation should oot
ded on this form. Provide eredit card information and authorization an PT0O-2038.
This collection of i jon is requited by 37 CFR 1.17 and 1.27. The information IS reqmrtd 0 oblam or retain 3 bcncf't by the public which is to fic (and by tht USPTO 10 process) an
application. Confidentiality is governed by 35 1.5.C. 122 and 37 CFR 1.14. This coll is d to take 12 mib including gathering, preparing, and submitting the completed

application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of txme you rcquxvc to complete this form and/or suggestions for reducing this
burden, should be sent tp the Chiel Information Officer, U.S, Patent and Trademark Office, U.S. D» of C chi DC 20231. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Mail Stop ___, Commissioner for Patents, P.O. Box 1450 Alexandria, VA 22313-1450.

¥ you need assi.\'mnce in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and ~~'~~ ==~~~
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Plaase type a plus sign (+) inside this box -——)E PTOISBAS (03-01)

el
e - Appruved for use through 10/38/2002. OME 06510032
R4 LS. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
e Under the Papeswaork Reduction Act of 1995, nn persons are required to respond to a collacion of information urless it displays a vafid OMB control numbe,
¢ UTILITY Aflorney Docket No. [ 40055.0008 S\
- PATENT APPL|CA‘|’|0N First inventor [ David A. FARBER et al o ANl ==
IDENTIFYING DATA IN A DATA PROCESSING SYSTEM Do} ==
TRANSMI ITAL Tite 5 %1 =9
(Only for new nonprovisional applications under 37 C.FR. 1.53(b)) | Express Mai Label No. | md g&‘
APPLICA M S Assistant Commissioner for Patents S§ M
L TK?N ELEMENT ADDRESS TO:  BoxPatent Aot =]
See MPEP chapter 600 conceming utility patent application contents. Washington, DC 20231
1. Fee Transmittal Form (e.g., PTO/SB/M7) 7.[] CD-ROM or CD-R in duplicate, large table or
(Submit an onigingl end @ duplicate: for fee processing) Computer Program (Appendix)
20 Applicant claims small entity status. 8. Nucleotide and/or Amino Add Sequence Submission
See 37 CFR 1.27. (i applicable, all necessary)
3 Specification [Tolal Pages @ ] a. [[] Computer Readable Form (CRF)
(ﬁfegied wa::ﬁm:tnml :‘5: foéihbalow) b. Specification Sequence Listing on:
- Descrip! e antion A ;
: Roloroncs to Rlatad Appications :i %(;g—pg:)m or CD-R (2 copies); or
ﬁew 0 00 umﬁma m,,f o c. [ Statements verifying identity of above copies
©f a computar program listing appendix ACCOMPANYING APPLICATIONS PARTS
- Background of the Invantion
- Brief Summary of the Invention 9.[]  Assignment Papers (cover sheet & document(s))
Detaied D a® Drawings (4 fiec) 10. 37 C.F.R§3.73(b) Statement  [] Power of
- Claim{(s) {when there is an assignes) Altomey
- Abstract of the Disciosure 11. ]  English Translation Document (if applicable)
4 Drawing(s) (35 U.S.C.113)  [Total Sheeis| 31 1 §12.[] information Disciosure [ Coples of IDS
5. Qath or Declaration ' [Total Pages [1 | | _ Stetement (IDSYPTO-1443 - Citations
[ newly executed (original or copy) 13. Preliminary WMmt
b. [ Copy from a prior application (37 CFR 1.63 (d)) 4.5 Retum Receipt Posicard (MPEP 503)
(for a continuation/divisional with Box 18 completed) (Should be specifically itermi260)
15.[1 Certified Copy of Priority Document(s)
n) gELETéON OF 'NVE':;?R‘@ e O (it foreign priority is claimed)
igned statement attached deleling lnventor(s 16. Nonpublication Request under 35 U.S.C. 122
;‘mx'g)‘f&%"{"m- 808 37 CFR (BX2)B)). Applicant must attach form PTO/SB/35
=3 o ’ or lis equivalent.
6. [ Application Data Sheet. See 37 CFR 1.76 17.10  Other: Revocation of Power of Attomey

16, If 2 CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in 3 preliminary emendment,
orin an Application Data Sheet under 37 CFR 1.76:

[ Continustion BI Divishonal [ Continuation-in-part {CIP) of prior application No: 09/ 887.723

Prior application i Jean Baymond Homere Group / Art Unit: 2171
For CONTINUATION or DIVISIONAL APPS only The entire disclosure of the prior application, from which an oath or decluraﬂon is supplled
under Box §b, Is considered a part of the discl ¢ of the panying or divisional applicotion and is hereby i (]
The incorporation ean only be relied upon when a portion has been inadvertently omitted from the submitted application pam

17. CORRESPONDENCE ADDRESS

& Customer Number or Bar Code Label o o or [0 Comespandancs address below
Insen Customer No. or Attach bar code label here

Nams
Address
City | ~Sta(a l Zip Code
Country Telephone Fax
Name (Print/Type) Brian Siritzky, f\"( " Registration No. (Attornay/Agent) 37,497
Ufgnatum ( )D‘\ yd?)\«/> Date 12123 03 )
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., n Y L Approved for use through 04/30/2003, OMB 0651-0032
¢ Patent and Trademerk Office: US. DEPARTMENT OF COMMERCE "
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LUnder the Pm Reduciion Act of 1995, wo porsons are required 10 respond io ;A'bollmwnormfmm onless it displays o valid OMB control pumber.
. T‘ Complete if Known
&t
FEE TRANSMITTAL ApplicationNumber Unassigned
for FY 2003 Filing Date Concurrently Herewith
Effective 01/01/2003. Patent fees are subject w annual revision. First Named Inventor David A. FARBER etal..
Examiney Name Unassigned
licant claims small entity status. See 37 CFR 1.27 - -
\ L] App y Art Unit Unassigned
TOTAL AMOUNT OF PAYMENY I ($) 770.00 Arnomey Docket No. X 400550008
,.——-........"":-..r it
METHOD OF PAYMENT (check one) FEE CALCULATION (continued)
B check  [JCrediterds [ MoneyOrder [JOmer [TImosc | 3.  ADDITIONAL FEES
] Deposit Account:
Deposit Lavge  Entlty SuwmD  Entity P
Account | 08-1641 (Docket No. 40055-0008) 1 Fee Fee  Fee  Fee Fee Description Pt
Number Code (3] Code H
. [{13]] 130 2051 65 Surchurge - late filing fee or oath
Deposit - N
Account | Helles Ehrman White & McAuliffe LLP | |02 so aos2 a5 Serchemse. b provision) Ming e
Name 1053 130 1053 130 Won-English specification
The Commissioner Is authoelzed to: (check alf that apply) 1812 2520 1812 252 For ﬁﬁn.fn ;;neqnw for ex pare
[ Charge fee(s) indicated below Credis any overpayments 1804 9200 1804 920°  Requesting publicetion of SIR prior o
Examiner sction
g Charge eny additional fee(s) during the pendency of this applicati 1805 1.840° 1305 1,840° wﬁgﬁgmm of SIR after
Charge fee(s) indicated below, except for the fillag fee 1o the above- v
Hentified devesit N 1251 1o 21 55 Extension fos reply within first month
FEE CALCULATION 122 420 252 210 Extensionforreply within second
1. BASIC FILING FEE 1253 950 2253 475 Exiension fos reply within third nomih
Lagge Eatlty Small Eatity Fee Deseyiption Fee Paid Extension for reply within fourth
Fes Fee Fee Fee 1254 1,480 2254 740 month
Code ()  Code  (5) 1255 2000 2255 1,005 Extension forreply within fifh
TON|
1601 710 20M 385 Utility filing fee 770 1401 330 2401 165  Notice of Appeal
1002 340 2002 570 Design filing fee 1402 330 2402 165  Filing a buief in suppost of an appeal
1003 530 2003 265 Plamt filing fee 1403 290 2403 145 Request for oval hearing
. . Petition to fustitute a public use
1004 770 2004 38s Reissue filing fee l 1454 LS10 1450 1510 procesding
100 o 2008 80 Provisional filing L0 wsz 10 2452 55 pesitionto revive- waavidsble
SUBTOTAL (1) | ® 770 J| 1453 1330 2453 665  Petition w revive - suintentional
2. EXTRA CLAIM FEES FOR UTILITY AND REISSUE 101 1330 2501 665 Uity issue fee (or reissuc)
Fee from L
Extra Clafims Below Fee Pald 1502 480 ' 2502 240 Design issue fee
s A= 0] | Bl o 1503 60 253 320 Plamissscfes
Chependenmt [T5] geea [ o] x| 86 ] -[ 0 1460 130 1460 130  Pesitions to the Commissioner
Muliiple Dependent | ] =f 1807 50 1807 50  Processing fee under 37 CFR 1.17(g)
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7018/213987
IDENTIFYING DATA IN A DATA PROCESSING SYSTEM

BACKGROUND OF THE INVENTIONV

1. Field of the invention
This invention relates to data processing

systems and, more particularly, to data processing
systems wherein data items are identified by
substantially unique identifiers which depend on all of
the data in the data items and only on the data in the
data items. '

2. Background of the Invention
Data processing (DP) systems, computers,

networks of computers, or the like, typically offer users
and programs various ways to identify the data in the
systems. - |

Users typically identify data in the data
processing system by giving the data some form of name.
For examéle, a typical operating system (0S) on a
computer provides a file system in which data items are
named by alphanumeric identifiers. Programs typically
identify data in the data procéssing system using a
location or address. For example, a program hay identify
a record in a file or database by using a record number
which serves to locate that record.

In all but the most primitive operating
systems, users and programs are able to create and use

"collections of named data items, these collections

themselves being namgd by identifiers. These named
collections can then, themselves, be made part of other
named collections. For example, an 0OS may provide
mechanisms to group files (data items) into directories
(collections). These directories can then, themselves be
made part of other directories. A data item may thus be
identified relative to these nested directories using a
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sequence of names, or a so~called pathname, which definesg
a path through the directories to a particular data item
(file or directory).

As another example, a database management
system may group data records (data items) into tables
and then group these tables into database files
(collections). The complete address of any data record
can then be specified using the database file name, the
table name, and the record number of that data record.

Other examples of identifying data items
include: identifying files in a network file system,
identifying objects in an object-oriented database,
identifying images in an image database, and identifying
articles in a text database.

‘ In general, the terms "data® and “data item" as
used herein refer to sequences of bits. Thus a data item
may be the contents of a file, a portion of a file, a
page in memory, an object in an object-oriented progran,
a digital message, a digital scanned image, a part of a
video or audio signal, or any other entity which can be
represented by a sequence of bits. The term "data
processing" herein refers to the processing of data
items, and is sometimes dependent on the type of data
item being processed. For example, a data processor for
a digital image may differ from a data processor for an
audio signal.

In all of the prior data processing systems the
names or identifiers provided to identify data items (the
data items being files, directories, records in the
database, objects in object-oriented programming,
locations in memory @r on a physical device, or the likef
are always defined relative to a specific context. For
instance, the file identified by a particular file name
can only be determined when the directory containing the
file (the context) is known. The file identified by a
pathname can be determined only when the file system
(context) is known. Similarly, the addresses in a
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piocess address space, the keys in a database table, or
domain names on a global computer network such as the
Internet are meaningful only because they are specified
relative to a context. 1 o

In prior art systems for identifying data items
there is no direct relationship between the data names
and the data item. The same data name in two different
contexts may refer to different data items, and two
different data names in the same context may refer to the
same data item. ‘

In addition, because there is no correlation
between a data name and the data it refers to, there is
no a priori way to confirm that a given data item is in
fact the one named by a data name. For instance, in a DP
system, if one processor requests that another processor
deliver a data item with a given data name, the
requesting processor cannot, in general, verify that the
data delivered is the correct data (given only the name).
Therefore it may require further processing, typically on

" the part of the requestor, to verify that the data item

it has obtained is, in fact, the item it requested.

A common operation in a DP system is adding a
new data item to the system. When a new data item is
addedzto the system, a name can be assigned to it only by
updating the context in which names are defined. Thus
such systems require a centralized mechanism for the
managément of names. Such a mechanism is required even
in a multi-processing system when data items are created
and identified at separate processors in distinct
locations, and in which there is no other need for
communication when dgta items are added.

In many data processing systems or
environﬁents, data items are transferred between
different locations in the system. These locations may
be processors in the data processing system, storage
devices, memory, or the like. For example, one processor
may obtain a data item from another processor or from an
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external storage device, such as a floppy disk, and may
incorporate that data item into its system (using the
name provided with that data item).

However, when a processor (or'some location)

"obtains a data item from another location in the DP

system, it is possible that this obtained data item is

‘already present in the system (either at the location of

the processor or at some other location accessible by the
processor) and therefore a duplicate of the data item is
created. This situation is common in a network data
processing environment where proprietary software
products are installed from floppy disks onto several
processors sharing a common file server. In these
systems, it is often the case that the same product will
be installed on several systemé, so0 that several copies
of each file will reside on the common file server.

In some data processing systems in which
several processors are connected in a network, one system
is designated as a cache server to ﬁaintain master copies
of data items, and other systems are designated as cache
clients to copy local copies of the master data items )
into a local cache on an as-needed basis.‘mggggzgwggianzw
cached item, a cache client musg/eitﬁéff;;load the cached
item, be informed of changes to the cached item, or
confirm that the master item corresponding to the cached
item has not changed. In other words, a cache client
must synchronize its data items with those on the cache
server. This synchronization may involve reloading data
items onto the cache client. The need to keep the cache
synchronized or reload it adds significant overhead to
existing caching mechanisms. :

In view of the above and other problems with
prior art systems, it is therefore desirable to have a
méchanism which allows each processor in a multiprocessor
system to determine a common and substantially unicque
identifier for a data item, using only the data in the
data item and not relying on any sort of context.
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It is further desirable to have a m chanism for
reducing multiple copies of data items in a data
processing system and to have a mechanism which enables
the identification of identical data items so as to
reduce multiple copies. It is further desjirable to
determine whether two instances of a data item are in
fact the same data itém, and to perform various other
systems’ functions and applications on data items without
relying on any context information or properties of the
data item. ‘ ,

It is also desirable to provide such a
mechanism in such a way as to make it transparent to
users of the data processing system, and it is desirable
that a single mechanism be used to address each of the
problems described above. A

 SUMMARY OF THE INVENTION

This invention provides, in a data processing
system, a method and apparatus for identifying a data
item in the system, where the identity of the data item
depends on all of the data in the data item and only on
the data in the data item. Thus the identity of a data
item is independent of its name, origin, location,
address, or other information not derivable directly from
the data, and depends only on the data itself.

This invention further provides an apparatus
and a method for determining whether a particular data
item is present in the system or at a location in the
system, by examining only the data identities of a
plurality of data items. ,

Using the method or apparatus of the present
invention, the efficiency and integrity of a data
processing system can be improved. The present invention
improves the design and operation of a data storage
system, file system, relational database, object-oriented
database, or the like that stores a plurality of data
items, by making possible or improving the design and
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operation of at least somé or all of the following
features:
the system stores at most one copy of any data

item at a given location, even when multiple data names

in the system refer to the same contents;

the system avoids copying data from source to
destination locations when the destination locations
already have the data;

the system provides transparent access to any
data item by reference only to its identity and
independent of its present location, whether it be local,
remote, or offline;

the system caches data items from a server, so
that only the most recently accessed data items need be
retained; ‘

when the system is being used to cache data
items, problems of maintaining cache consistency are
avoided;

the system maintains a desired level of
redundancy of data items in a network of servers, to
protect against failure by ensuring that multiple copies
of the data items are present at different locations in
the system;

‘the system automatically archives data items as
they are created or modified;

the system provides the size, age, and location
of groups of data items in order to decide whether they
can be safely removed from a local file sysfem;

the system can efficiently record and preserve
any collection of data items;

the system.can efficiently make a copy of any
collection of data items, to support a version control
mechanism for groups of the data items; '

_ the system can publish data items, allowing
other, possibly anonymous, systems in a network to gain
access to the data items and to rely on the availability
of the data items;
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the system can maintain a local inventory of
all the data items located on a given removable medium,
such as a diskette or CD-ROM, the inventory is '
independent of other properties of the data items Ssuch as
their name, location, and date of creation; -

the system allows closely related sets of data
items, such as matching or corresponding directories on
disconnected computers, to be periodically resynchronized
with one another; ‘ :

the system can verify that data retrieved from

‘another location is the desired or requested data, using

only the data identifier used to retrieve the data;

the system can prove possession of specific
data items by content without disclosing the content of
the data items, for purposes of later legal verification
and to provide anonymity;

the system tracks possession of specific data
items according to content by owner, independent of the
name, date, or other properties of the data item, and
tracks the uses of specific data items and files by
content for accounting purposes.

other objects, features, and characteristics of
the present invention as well as the methods of operation
and functions of the related elements of structure, and
the combination of parts and economies of manufacture,
will become more apparent upon consideration of the
following description and the appended claims with
reference to the accompanying drawings, all of which form
a part of this specification. ' '

BRIEF DESCRIPTION OF THE DRAWINGS
FIGURE 1 depicts a typical data processing

system in which a preferred embodiment of the present

invention operates; :
FIGURE 2 depicts a hierarchy of data items

stored at any location in such a data processing system;
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FIGURES 3-9 depict data structures used to
implement an embodiment of the present invention; and

FIGURES 10(a)-28 are flow charts depicting
operation of various aspects of the present invention.

DETAILED DESCRIPTION OF THE PRESENTLY PREFERRED-
» EXEMPLARY EMBODIMENTS

An embodiment of the present invention is now
described with reference to a typical data processing
system 100, which, with reference to FIGURE 1, includes
one or more processors (or computers) 102 and various
storage devices 104 connected in some way, for example by
a bus 106. ' ' 4

Fach processor 102 includes a CPU 108, a memory
110 and one or more local storage devices 112. The CPU
108, memory 110, and local storage device ‘112 may be
internally connected, for example by a bus 114. Each
processor 102 may also include other devices (not shown),
such as a keyboard, a display, a printer, and the like.

In a data processing system 100, wherein more
than one processor 102 is used, that is, in a
multiprodessor system, the processors may be in one of
various relationships. For example, two processors 102
may be in a client/server, clignt/client, or a
server/server relationship. These inter—-processor
relationships may be dyﬁamic, changing depending on
particular situations and functions. Thus, a particular
processor 102 may change its rélationship to other
processors as needed, essentially setting up a peer—to-
peer relationship with other processors. in a peer-to-
peer relationship, sometimes a particular processor 102
acts as a client processor, whereas at other times the
same processor acts as a server processor. In other
words, there is no hierarchy imposed on or required of
processors 102.

' In a multiprocessor system, the processors i02
may be homogeneous or heterogeneous. Further, in a

8
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mﬁltiprocessor data processing system 100, some or all of
the processors 102 may be disconnected from the network
of processors for periods of time. Such disconnection
may be part of the normal operation of the systeﬁ 100 or
it may be because a. particular processor 102 is in need
of repair.

Within a data processing system 100, the data
may be organized ﬁo form a hierarchy of data storage
elements, wherein lower level data storage elements are
combined to form higher level elements. This hieraxrchy
can consist of, for exampie, processors, file systems,
regions, directories, data files, segments, and the like.
For example, with reference to FIGURE 2, the data items
on a particular processor 102 may be organized or
structured as a file system 116 which comprises regions
117, each of which comprises directories 118, each of
which can contain other directories 118 or files 120.
Each file 120 being made up of one or more data segments
122. '

In a typical data processing system, sone or
all of these elements can be named by users givén.certain
implementation specific naming conventions, the name (or
pathname) of an element being relative to a context. In
the context of a data processing system 100, a pathname
is fully specified by a processor name, a filesystem
name, a sequence of zero or more directory names
identifying nested directories, and a final file name.
(Usually the lowest level elements, in this case segments
122, cannot be named by users.)

In other words, a file system 116 is a
collection of directpfies 118. A‘directory 118 is a
collection of named files 120 -- both data files 120 and
other directory files 118. A file 120 is a named data
item which is either a data file (which may be simple or
compound) or a directory file 118. A simple. file 120
consists of a single data segment 122. A compound file
120 consists of a sequence of data segments 122. A data
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segment 122 is a fixed sequence of bytes. An important
property of any data segment is its size, the number of

bytes in the sequence.
A single processor 102 may access one or more

file systems 116, and a single storage device 104 may

contain one or more file systems 116, or portions of a
file system 116. For instance, a file system 116 may
span several storage devices 104. '

In order to implement controls in a file
system, file system 116 may be divided into distinct
regions, where eaéh region is a unit of management and
control. A region consists of a given directory 118 and
is identified by the pathname (user defined) of the
directory.

In the following, the term "location", with
respect to a data processing system‘lob, refers to any of
a particular processor 102 in the system, a memory of a
particular processor, a storage device, a removable
storage medium (such as a floppy disk or compact disk),
or any other physical location in the system. The term
"loqal" with respect to a particular processor 102 refers
to the memory and storage devices of that particular
processor. _ ‘

'In the following, the terms "True Name®, %data
identity" and "data identifier” refer to the
substantially unique data identifier for a particular
data item. The term "True File" refers to the actual
file, segment, or data item identified by a True Name.

A file system for a data processing system 100
is now described which is intended to work with an
existing operating system by augmenting some of the
operating system’s file management system codes. The
embodiment provided relies on the standard file
management primitives for actually storing to and
retrieving data items from disk, but uses the mechanisms
of .the present invention to reference and access those
data items.

10
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The processes and mechanisms (sexrvices)
provided in this embodiment are grouped into the
following categories: primitive mechanisms, operating
system mechanisms, remote mechanisms, background
mechanisms, and extended mechanisms.

Primitive mechanisms provide fundamental
capabilities used to support other mechanisms. The
following primitive mechanisms are described:

1. Calculate True Name;

2. Assimilate Data Item;

3. New True File;.

4. Get True Name from Path;

5. Link path to True Name;

6. Realize True File from Location;
7. Locate Remote File;

8. Make True File Local;

9. Create Scratch File;

10. Freeze Directory; '

11. Expand Frozen Directory;

12. Delete True File; ‘

13. Process Audit File Entry;

14. Begin Grooming;

15, Select For Removal; and

16. End Grooming.

Operating system mechanisms provide typical
familiar file system mechanisms, while méintaininq the
data structures required to offer the mechanisms of the
present invention. Operating system mechanisms are
designed to augment existing operating systems, and in
this way to make the present invention compatible with,
and generally transparent to, existing applications. The
following operating system mechanisms are described:

1. Open File;

2. Close File;

3. Read File;

4. Write File;

5. Delete File or Directory:

11
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6. Copy File or Directory;

7. Move File or Directory;
8. Get File Status; and
9. Get Files in Directory.

Remote mechanisms are used by the operating
system in responding to requests from other processors.
These mechanisms enable the capabilities of the present
invention in a peer-to-peer network mode of operation.
The following remote mechanisms are described:

1. Locate True File;
2. Reserve True File;
3. Request True File;
4. Retire True File;
5. Cancel Reservation;
6. Acquire True Fiie;

7. Lock Cache;

8. Update Cache; and

9. Check Expiration Date.

Background mechanisms are intended to run
occasionally and at a low priority. These provide
automated management capabilities with respect to the
preéent invention. The following background mechanisms
are described:

1. Mirror True File;

2. Groom Region;

3. Check for Expired Links; and

4, Verify Region; and

5. Groom Source List.

Extended mechanisms run within application
programs over the operating system. These mechanisms
provide solutions to.specific problems and applications.'
The following extended mechanisms are described:

i. Inventory Existing Directory;
2. Inventory Removable, Read-only files;
3. Synchronize directories;
4. Publish Region;
5. Retire Directory;
12
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6. Realize Directory at location;

7. Verify True File;
8. ° Track for accounting purposes; and
9. Track for licensing purposes.

The file system herein described maintains
sufficient information to provide a variety of mechanisnms’
not ordinarily offered by an operating system, some of
which are listed and described here. Various processing
performed by this embodiment of the present invention
will now be described in greater detail.

In some embodiments, some files 120 in a data
processing system 100 do not have True Names because they
have been recently received or created or modified, and
thus their True Names have not yet been computed. A file
that does not yet have a True Name is called a scratch
file. The process of assigning a True Namé to a file is
referred to as assimilation, and is described later.

Note that a scratch file may have a user provided name.-

Some of the processing'performed by the present
invention can take place in a background mode or'on a
delayed or as-needed basis. This background processing
is used to determine infofmation that is not immediately
regquired by the system or which may never be required.

As an example, in some cases a scratch file is being
changed at a rate greater than the rate at which it is
useful to determine its True Name. In these cases,
determining the True Name of the file can be postponed or
performed in the background. '

Data Structures -

The following daté structures, stored in memory
110 of one of more processors 102 are used to implement
the mechanisms described herein. The data structures can
be local to each processor 102 of the system 100, or they
can reside on only some of the processors 102.

13
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The data structures described are assumed to
reside on individual peer processors 102 in the data
processing system 100. However, they can also be shared
by placing them on a remote, shared file server (for

instance, in a local area network of machines). In order

to accommodate sharing data structures, it is necessary
that the processors accessing'the shared database use the
appropriate locking ﬁechniques’to ensure that changes to
the shared database do not interfere with one another but
are appropriately serialized. These locking techniques
are well understood by ordinarily skilled programmers of
distributed applications. )

, It is sometimes desirable to allow some regions
to be local to a particular processor 102 and other
regions to be shared among proéessors 102. {(Recall that
a region is a unit of file system management and control

- consisting of a given directory identified by the

pathname of the directory.) In the case of local and
shared regions, there would be both local and shared
versions of each data structure. Simple changes to the
processes described below must be made to ensure that
appfopriate data structures are selected for a given
operatlon.

The local directory extensions (LDE) table 124
is a data structure which provides information about
files 120 and directories 118 in the data processing
system 100. The local directory extensions table 124 is
indexed by a pathname or contextual name (that is, a user
provided name) of a file and includes the True Name for
most files. The information in local directory extension
table 124 is in addition to that provided by the native '
f11e system of the operating system.

The True File registry (TFR) 126 is a data
store for listing actual data itewms which have True
Names, both files 120 and segments 122. When such data
items occur in the True File registry 126 they are known
as True Files. True Files are identified in True File

14
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régistry 126 by their True Names or identities. The
table True File registry 126 also stores location,
dependency, and migration information about True Files.

, The region table (RT) 128 defines areas in the
network storage which are to be managed separately.
Region table 128 defines the rules for access to and
migration of files 120 among various regions with the
local file system 116 and reméﬁe-peer file systems.

The source table (ST) 130 is a list of the
sources of True Files other than the current True File
registry 126. The source table 130 includes removable
volumes and remote processors. '

"The audit file (AF) 132 is a list of records
indicating changes to be made in local or remote files,
these changes to be processed in background.

The accounting log (AL) 134 is a log of file
transactions used to create accounting information in a
manner which preserves the identity of files being
tracked independenﬁ of théir name or location.

' The license table (LT) 136 is a table
identifying files, which may only be used by licensed
users, in a manner independent of their name or location,
and the users licensed to use them.

etai escriptions of t Data Structures

' The following table summarizes the fields of an
local directory extensions table ehtry, as illustrated by
record 138 in FIGURE 3.

Field Description

Region ID identifies the region in which this file is
) contairfed.

Pathname the user provided name or contextual name

of the file or directory, relative to the
region in which it occurs.

True Name the computed True Name or identity of the
file or directory. This True Name is not
always up to date, and. it is set to a
special value when a file is modified and
is later recomputed in the background.

15
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Typ indicates whether the file is a data file
or a directory.

Scratch the physical location of the file in the

File ID file system, when no True Name has been
calculated for the file. As noted above,
such a file is called a scratch file.

Time of the last access time to this file. If this

last file is ‘a directory, this is the last

access access time to any file in the directory.

Time of the time of last change of this file. If

last modi~- | this file is a directory, this is the last

fication modification time of any file in the
directory.

safe flag’ indicates that this file (and, if this file
is a directory, all of its subordinate
files) have been backed up on some other
system, and it is therefore safe to remove .
them.

Lock flag indicates whether a file is locked, that
is, it is being modified by the local pro-
cessor or a remote processor. Only one
processor may modify a file at a time.

Size the full size of this directory (including
all subordinate files), if all files in it
were fully expanded and duplicated. For a
file that is not a directory this is the
size of the actual True File.

owner the identity of the user who owns this
file, for accounting and license tracking
purposes . ‘

Each record of the True File registry 126 has
the fields shown in the True File registry record 140 in

FIGURE 4.

The True File registry 126 consists of the

database described in the table below as well as the
actual True Files idgntified by the True File IDs below.’

" Pield

Description

True Name

computed True Name or identity of
the file.

16
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Compressed

{ File ID

compressed version of the True File -
may be stored instead of, or in
addition to, an uncompressed
version. This field provides the
identity of the actual
representation of the compressed
version of the file,

Grooming ,
delete count

tentative count of how many
references have been selected for
deletion during a grooming
operation.

Time of last
access

most recent date and time the
content of this file was accessed.

date and time after which thiévfile

Expiration

: may be deleted by .this server.
Dependent processor IDs of other processors
processors which contain references to this

True File.

SourCe IDs

source ID(s) of zero or more
sources from which this file or
data item may be retrieved.

True File ID

identity or disk location of the
actual physical representation of
the file or file segment. It is
sufficient to use a filename in the
registration directory of the
underlying operating system. The
True File ID is absent if the
actual file is not currently
present at the current location.

Use count

number of other records on this
processor which identify this True
File.

A region table 128, specified by a directory’
pathname, records storage policies which allow files in
the file system to be stored, accessed and migrated in
different ways. Sto;age policies are programmed in a
configurable way using a set of rules described below.

.Each region table record 142 of region table
128 includes the fields described in the following table

(with reference to FIGURE 5):
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Description

Region

ID

internally used identifier for this
region.

Region

file system

file system on the local processor of
which this region is a part.

Region

pathname

a pathname relative to the region file
system which defines the location of
this region. The region consists of
all files and directories subordinate
to this pathname, except those in a
region subordinate to this region.

5 Mirror

processor (s)

zero or more identifiers of processors
which are to keep mirror or archival
copies of all files in the current
region. Multiple mirror processors
can be defined to form a mirror group.

Mirror
} count

duplication

number of copies of each file in this

region that should be retained in a

Region

status

mirror group.

specifies whether this region is local
to a single processor 102, shared by
several processors 102 (if, for
instance, it resides on a shared file
server), or managed by a remote
processor.

Policy

the migration policy to apply to this
region. A single region might
participate in several policies. The
policies are as follows (parameters in
brackets are specxfled as part of the
pollcy)
region is a cached version from
[processor iD};
region is a member of a mirror set
defined by (processor 1ID].
region is to be archived on
[processor IiD).
region is to be backed up locally,
by placing new copies in [reglon
-~ ID].
region is read only and may not be
changed. _
region is published and expires on
[date].
Files in this region should be
conpressed,

10

for True Files,

A source table 130 1dent1f1es a source location

The source table 130 is also used to

18

GOOG-1019-Page 25 of 156




-l

10

15

20

identify client processors making reservations on the
current processor. Each source record 144 of the source
table 130 includes the fields summarized in the féllowing
table, with reference to FIGURE 6: ‘

Field Daescription

source ID internal identifier used to identify a
particular source.

source type of source‘location:

type Removable Storage Volume

Local Regiocm

Cache Server
Mirror Group Server
Cooperative Server
Publishing Server

Client
source includes information about the rights
rights of this processor, such as whether it

can ask the local processor to store
data items for it.

source measurement of the bandwidth, cost,
availabil~ | and reliability of the connection to
ity this source of True Files. The avail-

ability is used to select from among
several possible sources. )

source information on how the local processor
location is to access the source. This may be,
for example, the name of a removable
storage volume, or the processor ID
and region path of a region on a
remote processor.

The audit file 132 is a table of events ordered
by timestamp, each record 146 in audit file 132 including
the fields summarized in the following table (with
reference to FIGURE 7):

rield Description

Original Name | path of the file in guestion.

Operation whether the file was created, read,
written, copied or deleted.

Type specifies whether the source is a file
- or a directory.
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Description

Processor ID

ID of the remote processor generating
this event (if not local).

Timestamp time and date file was closed (required
only for accessed/modified files).
- | Pathname Name of the file (required only for

rename) .

True Nane

computed True Name of the file. This is
used by remote systems to mirror changes
to the directory and is filled in during
background processing.

-

Each record 148 of the accounting log 134

records an event which may later be used to provide

information for billing mechanisms. Each accounting log

entry record 148 includes at least the information

summarized in

the following table, with reference to

FIGURE 8:

¥isld Description

date of date and time of this log entry.

entry

type of Entry types include create file,

entry delete file, and transmit file.

True Name True Name of data item in question.

owner identity of the user responsible for
this action.

Each record 150 of the license table 136
records a relationship between a licensable data item and

the user licensed to have access to it. Each license

table record 150 includes the information summarized in

the following

table,”with reference to FIGURE 9:

Pield

Description

True Name

True Name of a data item subject to
license validation.
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Field Description

licensee identity of a user authorized to have
access to this object.

Various other data structures are employed on
some or all of the processors 102 in the data processing
system 100. Each processor 102 has a global freeze lock
(GFL) 152 (FiGUREvl), which is used to prevent
synchronization errors when a directory is frozen or
copied. Any processor 102 may include a special archive
directory (SAD) 154 into which directories may be copied
for the purposes of archival. Any processor 102 nmay
include a special media directory (SMD) 156, into which
the directories of removable volumes are stored to form a
media inventory. Each processor has a grooming lock 158,
which is set during a grooming operation. During this
period the grooming delete count of True file registry
entries 140 is active, and no True Files should be
deleted until grodming is complete. While grooming is in
effect, grooming information includes a table of
pathnames selected for deletion, and keeps track of the
amount of space that would be freed if all of the files
were deleted.

Primitive Mechanisms

The first of the mechanisms provided by the
present invention, primitive mechanisms, are now
described. The mechanisms described here depend on
underlying data management mechanisms to create, éopy,
read, and delete data items in the True File registry
126, as identified by a True File ID. This support may
be provided by an underlying operating system or disk

storage manager.

The following primitive mechanisms are
described: '

1. Calculate True Name;

2. Assimilate Data Item;
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3.
4.
5.
6.
7.
8.
9.
10.
11.
12,
13.
14.
15.
16.

1. : ca

New Tru File;

Get True Name from Path; .

Link Path to Tru Nanme;

Realize True ¥Fil from Location;
Locate Remote File;

‘Make True File Local;

Create Scratch File;
Freeze Directory;

Expand Frozen Directory;
Delete True File;

Process Awdit File Entry;
Begin Grooming; _
Select For Removal; and
End Grooming.

ulate True a

A True Name is computed hsing a function, MD,
which reduces a data block B of arbitrary length to a

relatively small, fixed size identifier, the True Name of

the data block,

such that the True Name of the data block

is virtually guaranteed to represent the dataAblock B and
only data block B.
The function MD must have the following

properties:
1.

The domain of the function MD is the set
of all data items. The range of the

function MD is the set of True Names.

The function MD must take a data item of
arbitrary length and reduce it to an
integer value in the range 0 to N-1, where
N is the cardinality of the set of True '
Names. That is, for an arbitrary length
data block B, 0 £ MD(B) < N.

The results of MD(B) must be evenly and
randomly distributed over the range of N,
in such a way that éimple or regular
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changes to B are virtually guaranteed to
produce a different value of MD(B).

4. It must be computationally difficult to
find a different value B’ such that
MD(B)=MD(B’). '

‘5. The function MD(B) must be efficiently

computed.

A family of functions with the above properties
are the so-called nmessage digest functions, which are
used in digital security systems as technigques for
authentification of data.- These functions (or
algorithms) include MD4, MD5, and SHA. '

In the presently preferred embodiments, either
MD5 or SHA is emploved as the basis for the computation
of True Names. Whichever of these two message digest
functions is employéd, that same function must be
employed on a system-wide basis.. _

It is impossible to define a function having a
unigue output for éach possible input when the number of
elements in the range of the function is smaller than the
number of elements in its domain. However, a crucial
observation is that the actual data items that will be
encountered in the operation of any system embodying this
invention form a very sparse subset of all the possible
inputs. ,

. A colliding set of data items is defined as a
set wherein, for one or more pairs x and y in the set,
MD(x) = MD(y). Since a function conforming to the
requirements for MD must evenly and randomly distribute
its outputs, it is possible, by making the range of the
function large enougg, to make the probability B
arbitrarily small that actual inputs encountered in the
operation of an embodiment of this invention will form a
colliding set. ’ ’

To roughly gquantify the probability of a
co;lision, assume that there are no more than 2 storage
devices in the world, and that each storage device has an
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average of at most 2% different data items. Then there
are at most 2°® data items in the world. If the outputs
of MD range between 0 and 2“8, it can be demonstrated
that the probability of a collision is approximately 1 in
2”. Dpetails on the derivation of these probability
values are found, for example, in P. Flajolet and A.M.
Odlyzko, "Random Mapping Statistics," Lecture Notes in
Computer Science 434: Advances in Cryptolegy -- Eurocrypt
'89 Proceedings, Springer-Vexrlag, pp. 329-354.

Note that for some less preferred embodiments
of the present invention, lower probabilities of
uniqueness may be acceptable, depending on the types of
applications and mechanisms used. - In some embodiments it
may also be useful to have more than one level of True
Naﬁes, with some of the True Names having different

‘degrees of uniqueness. If such a scheme is implemented,

it is necessary to ensure that less unique True Names are
not propagated in the systeﬁ.

While the invention is described herein using
only the True Name of a data item as the identifier for
the data item, other prefefred embodiments use taéged,
typed, categorized or classified data items and use a
combination of both the True Name and the tag, type,
catégory or class of the data item as an identifier.
Examples of such categorizations are files, directories,
and segments; executable files and data files, and the
like. Examples of classes are classes of objects in an
object-oriented system.4 In such a system, a lowver degree
of True Name unigueness is acceptable over the entire
universe of data items, as iong as sufficient uniqueness
is provided per category of data items. This is because
the tags provide an additional level of uniqueness.

A mechanism for calculating a True Name given a
data item is now described, with reference to FIGURES
10(a) and 10(b).

A simple data item is a data item whose size is
less than a particular given size (which must be defined
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in each particular implementation of the invention). To
determine the True Name of a simple data item, with -
reference to FIGURE 10(a), first compute the MD function
(described above) on the given simple data item (Step
$212). Then append to the resulting 128 bits, the byte
length modulo 32 of the data item (Step S214). The
resulting 160-bit value is the True Name of the simple
data item. _

A compound data item is one whose size is
greater than the partiéular given size of a simple data
item. To determine the True Name of an arbitrary (simple
or compound) data item, with reference to FIGURE 10(b),
first determine if the data item is a simple or a
compound data item (Sfep £216). If the data item is a
simple data item, then compute its True Name in step S218
(using steps S212 and S214 described above), otherwise
partition the data item into segmehts (Step $220) and
assimilate each segment (Step S$222) (the primitive
mechanism, Assimilate a Data Item, is described below),
computing the True Name of the segment. Then create an
inairect block consisting of the computed segment True
Names (Step S224). An indirect block is a data item
which consists of the sequence of True Names of the
segments. Then, in step $226, assimilate the indirect
block and compute its True Name. Finally, reblacé the
final thirty-two (32) bits of the resulting True Name
(that is, the length of the indirect block) by the length
modulo 32 of the compound data item (Step $228).  The
result is the True Name of the compound data item.

Note that the compound data item may be so
large that the indirgect block of segment True Names is
itself a compound data item. In this case the mechanism
is invoked recursively until only simple data items are
beiné processed.

Both the use of segments.and the attachment of
a length to the True Name are not sﬁrictly reguired in a
system using the present invention, but are currently
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embodiment.

2. Assimilate Data Ttem
A mechanism for assimilating a data item

(scratch file or segment) into a file system, given the
scratch file ID of the data item, is now described with
reference to FIGURE 11. The purpose of this mechanism is
to add a given data item to the True File registry 126.
If the data item already exists in the True File registry
126, this will be discovered and used during this
process,‘and the duplicate will be eliminated.

Thereby the system storeé at most one copy of
any data item or file by content, even when multiple
names refer to the same content.

First, determine the True Name of the data item
corresponding to the given scratch File ID using the
Calculate True Name primitive mechanism (Step $230).
Next, loock for an entry for the Trué Name in the True
File registry 126 (Step $232) and determine whether a
True Name entry, record 140, exists in the True File
registry 126. . If the entry record includes a
corresponding True File ID or compressed File ID (Step
$237), delete the file with the scratch File ID (Step
$238). Otherwise store the given True File ID in the
entry record (step 5239).

If it is determined (in step S232) that no True
Name entry exists in the True File registry 126, then, in
Step $236, create a new entry in the True File registry
126 for this True Name. Set the True Name of the entry
to the calculated True Name, set the use count for the
new entry to one, store the given True File ID in the
entry and set the other fields of the entry as
appropriate.
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Because this procedure may take some time to
compute, it is intended to run in background'after a file
has ceased to change. In the meantime, the file is
considered an unassimilated scratch file. ‘ '

3. New True File

The New True File process is invoked when
processing the audit file 132, some time after a True
File has been assimilated (using the Assimilate Data Item
primitive mechanism). Given a local directory extensions
table entry record 138 in the local directory extensions
table 124, the New True File process can provide the
following steps (with reference to. FIGURE 12), depending
on how the local processor is configured:

First, in step 5238, examine the local
directory extensions table entry record 138 to determine
whether the file is locked by a cache servér. If the
file is locked, then add the ID of the cache server to
the dependent procéssor list of the True File registry
table 126, and then send a message to the cache server to
update the cache of the current processor using the
Update Cache remote mechanism (Step 242).

If desired, compress the True File (Step S246),
and, 1if desired, mirror the True File using the Mirror
True File background mechanism (Step S248).

4. Get True Name from Path

The True Name of a file can be used to identify
a file by contents, to confirm that a file matcheé its
original contents, or to compare two files. The ,
mechanism to get a True Name given the pathname of a file
is now described with reference to FIGURE 13.

First, search the local directory extensions
table 124 for the entry record 138 with the given
pathname (Step $250). If the pathname is not found, this
process fails and no True Name corresponding to the given
pathname exists. Next, determine whether the local
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directory extensions table entry record 138 includes a
True Name (Step S$252), and if so, the mechanism’s task is
complete. Otherwise, determine whether the local

~directory extensions table entry record 138 identifies a

directory (Step S5254), and if so, freeze the directory
(Step S$256) (the primitive mechanism Freeze Directory is
described below) .

Otherwise, in step S258, assimilate the file
(using the Assimilate Data Item primitive mechanism)
defined by the Filé_ID field to generate its True Name
and store its True Name in the local directory extensions
entry record. Then return the True Name identified by
the local directory extensions table 124.

5. Link Path to True Name

The mechanism to link a path to a True Name
provides a way of creating a new directory entry record
identifying an existing, assimilated file. This basic
process may be used to copy, move, and rename files
without a need to copy their contents. The mechanism to
link a path to a True Name is now described with
reference to FIGURE 14.

First, if desired, confirm that the True Name
exists locally by searching for it in the True Name
registry or local directory extensions table 135 (Step
5260). Most uses of this mechanism will require this
form of validation. Next, search for the path in the
local directory extensions table 135 (Step S262).
Confirm that the directory containing the file named in
the path already exists (Step S264). If the named file .
itself exists, delete the File using the Delete True File
operating system mechanism (see below) (Step S268).

Then, create an entry record in the local
directory extensions with the specified path (Step $270)
and update the entfy record and other data structures as
follows: fill in the True Name field of the entry with
the specified True Name; increment the use count for the
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True File registry entry record 140 of the corresponding
True Name; note whether the entry is a directory by
reading the True File to see if it contains a tag (magic
number) indicating that it represents a frozen direCtory
(see also the description of the Freeze Directory
primitive mechanism regarding the tag); and compute and
set the other fields of the local directory extensions
appropriately. For instance, search the region table 128
to identify the region of the path, and set the time of
last access and time of last modification to the current

-

time.

6. Realize True File from Location

This mechanism is used to try to make a local
copy of a True File, given its True Name and the name of
a source location (processor or media) that may contain
the True File. This mechanism is now described with
reference to FIGURE 15.

First, in step S272, determine whether the
location specified is a processor. If it is determined
that the location specified is a processor, then send a
Request True File message (using the Request True File
remote mechanism) to the femote procéssor and wait for a
response (Step S274). If a negati?e response is received
or no response is received after a timeout period, this
mechanism fails. If a positive response is received,
enter the True File returned in the True File registry
126 (Step $276). (If the file received was compressed,
enter the True File ID in the compressed File ID field.)

If, on the other hand, it is determined in step
5272 that the locatign specified is not a proceésor, '
then, if necessary, request the user or operator to mount
the indicated volume (Step S278). Then (Step $280) find-
the indicated file on the given volume and assimilate the
file using the Assimilate Data Item primitive mechanism.
If the volume does not contain a True File registry 126,
search the media inventory to find the path of the file
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on the volume. If no such file can be found, this
mechanism fails. ' ‘
At this point, whether or not the location is

~determined (in step $272) to be a processor, if desired,

verify the True File (in step 5282).

7. v Locate Remote File

This mechanism allows a processor to locate a
file or data item from a remote source of True Files,
when a specific source is unknown or unavailable. A
client processor system mdy ask one of several or many
sources whether it can supply a data object with a given
True Name. The steps to perform this mechanism are as
follows (with reference to FIGURE 16).

The client processor 102 uses the source table
145 to select one or more source processors (Step 5284).
If no source processor can be found, the mechanism fails.
Next, the client processor 102 broadcasts to the selected
sources a reguest to locate the file with the given True
Name using the Locate True Filé femote mechanism (Step
széa). The request to locate may be augmented by asking
to propagate this request to distant servers. The client
processor'then waits for one or more servers to respond
positively (Step 5288). After all servers respond
negatively, or after a timeout period with no positive
response, the mechanism repeats selection (Step $5284) to
attempt to identify alternative sources. If any selected
source processor responds, its processor ID is the result
of this mechanism. Store the processor ID in the source
field of the True File regiétry entry record 140 of the
given True Name (Step S29%90). .

If the source location of the True Name is a
different processor or medium than the destination {Step
$290a), perform the following steps:

(i) Look up the True File registry entry
record 140 for the corresponding True Name, and add the
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source location ID to th 1list of sources for the True
Name (Step S290b); and )

(ii) If the source is a pubiishing.system,
determine the expiration date on the publishing system
for the True Name and add that to the list of sourcés.:
If the source is not a publishing system, send a message
to reserve the True File on the source processor (Step
$290c¢) . .

Source selection in step S284 may be based on
optimizations involving general availability of the
source, access time,'bandwidth, and transmission cost,
and ignoring previously selected processors which did not
respond in step S288.

8. Make True File Local

This mechanism is used when a True Name is
known and a locally accessible copy of the corresponding
file or data item is required. This mechanism makes it
possible to actually read the data in a True File. The
mechanism takes a True Name and returns when there is a
local, accessible copy of the True File in the True File
registry 126. This mechanism is described here with
reference to the flow chart of -FIGURE 17. A

First, look in the True File registry 126 for a
True File entry record 140 for the correspondihg True
Name (Step $2%2). If no such entry is found this
mechanism fails. If there is already a True File ID for
the entry (Step 5294), this mechanism’s task is complete.
If there is a compressed file ID for the entry (Step
S296), decompress the file corresponding to the file ID
(Step $298) and store the decompressed file ID in the
entry (Step-  $300). This mechanism is then complete.

If there is no True File ID for the entry (Step
5294) and there is no compressed file ID for the entry
(Step 5296), then continue searching for the requested
file. At this time it may be necessary to notify the
usef that the system is searching for the requested file.
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If there are one or more source IDs, then
select an order in which to attempt to realize the source
ID (Step S304). The order may be based on optimizations
involving general availability of the source, access
time, bandwidth, and transmission cost. For each source

in the order chosen, realize the True File from the

source location (using the Realize True File from
Location primitive mechanism), until the True File is
realized (Step $306). If it is realized, continue with
step S294. If no known source can realize the True File,
use the Locate Remote Filé'primitive mechanism to attempt
to find the True File (Step S5308). If this succeeds,
realize the True File from the identified source location
and continue with step $296.

9. Create Scratch File

A scratch copy of a file is reguired when a
file is being created or is about to be modified. The
scratch copy is stored in the file system of the
underlying operating system. The scratch copy is
eventually assimilated when the audit file record entry
146 is processed by the Process Audit File Entry
primitive mechanism. This Create Scratch File mechanism
requires a local directory extensions table entry record
138. When it succeeds, the local directory extensions
table entry record 138 contains the scratch file ID of a
scratch file that is not contained in the True File
registry 126 and that may be modified. This mechanism is
now described with reference to FIGURE 18.

' First determine whether the scratch file should
be a copy of the existing True File (Step S$310): If so,
continue with step S$312. Otherwise, determine whether
the local directory extensions table entry record 138
identifies an existing True File (Step 8316), and if so,
delete the True File using the Delete True File primitive
mechanism (Step $318). Then create a new, empty scratch
file and store its scratch file ID in the local directory

32

GOOG-1019-Page 39 of 156




10

15

20

25

30

a5

ext nsions table entry record 138 (Step 5320). This
mechanism is then complete. .

If the local directory extensions table entry
record 138 identifies a scratch file ID (Step $312), then
the entry already has a scratch file, so this mechanism
succeeds. ‘ .

If the local directory extensions table entry
record 138 identifies a True File (S8316), and there is no
True File ID for the True File (S312), then make the True
File local using the Make True File Local primitive
mechanism (Step S$322). If there is still no True File
ID, this mechanism fails.

There is now a local True File for this file.
If the use count in the corresponding True File registry
entry record 140 is one (Step $326), save the True File
ID in the scratch file ID of the local directory
extensions table entry record 138, and remove the True
File registry entry record 140 (Step $328). (This step
makes the True File into a scratch file.) This
mechanism’s task is complete.

Otherwise, if the use count in the
corresponding True File registry entry record 140 is not
one (in step S326), copy the file with the given True
File ID to a new scratch file, using the Read File 0S8
mechanism and store its file ID in the local directory
extensions table entry record 138 (Step $330), and reduce
the use count for the True File by one. If there is
insufficient space to make a copy, this mechanism fails.

10. Freeze Directory ,

This mechanism freezes a directory in order to’
calculate its True Name. Since the True Name of a
directory is a function of the files within the
directory, they must not change during the computation of
the True Name of the directory. This mechanism requires

the pathname of a directory to freeze. This mechanism is

described with reference to FIGURE 19.
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In step $332, add one to the global freeze
lock. Then search the local directory extensions table
124 to find each subordinate data file and directory of
the given directory, and freeze each subordihate
directory found using the Freeze Directory primitive
mechanism (Step $334). Assimilate each unassimilated
data file in the directory using the Assimilate Data Item
primitive mechanism (Step S336). Then create a data item
which begins with a tag or marker (a "magic number")
being a unigque data item indicating that this data item
is a frozen directory (Step S$337). Then list the file
name and True Name for each file in the current directory
(Step S338). Record any additional information required,
such as the type, time of last access and modification,
and size (Step S340). Next, in step S$342, using the
Assimilate Data Item primitive mechanism, assimilate the
data item created in step S338. The resulfing True Name
is the True Name of the frozen directory. Finally,
subtract one from ﬁhe global freeze lock (Step 5344) .

11. Expand Frozen Directory

This mechanism expands a frozen directory in a
given location. It requires a given pathname into which
to expand the directory, and the Tfue Name of the
directory and is desc:ibed with reference to FIGURE 20.

' First, in step $346, make the True File with
the given True Name local using the Make True File Local
primitive mechanism. Then read each directory entry in
the local file created in step S346 (Step S348). For
each such directory entry, do the following: _

' Create a fyll pathname using the given pathnamé
and the file name of the entry (Step 5550); and
link the created path to the True Name (Step
$352) using the Link Path to True Name primitive

mechanism.
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12. Delete True File

This mechanism deletes a reference to a True
Name. The underlying True File is not removed from the

True File registry 126 unless there are no additional

references to the file. With reference to FIGURE 21,
this mechanism is performed as follows: 4

If the global freeze lock is on, wait until the
global freeaze lock is turned off (Step S$354). This
prevents deleting a True File while a directory which
might refer to it is beirng frozen. Next, find the Trué
File registry entry record 140 given the True Name (Step
$356). 'If the reference count field of the True File
registry 126 is greater than zero, subtract one from the
reference count field (Step S$358). If it is determined
{in step'836o) that the reference count field of the True
File registry entry record 140 is zero, and if there are
no dependent systems listed in the True File registry
entry record 140, then perform the following steps:

(i) If the True File is a simple data item,
then delete the True File, otherwise,

' (ii) (the True File is a compound data item)
for each True Name in the data item, recursively delete
the True File corresponding to the True Name (Step S5362).

.(iii) Remove the file indicated by the True
File ID and compressed file ID from the True File
registry 126, and remove the True File registry entry
record 140 (Step S$364).

13. Process Audit File Entry

This mechanism performs tasks which are
regquired to maintain _information in the local diréatory
extensions table 124 and True File registry 126, but
which can be delayed while the processor is busy doing
more time-critical tasks. Entries 142 in the audit file
132 should be processed at a background priority as long
as there are entries to be processed. With reference to
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FIGURE 22, the steps for processing an entry are as
follows:

Determine the operation in the entry 142
currently being processed (Step S365). 1If the operation
indicates that a file was created or written (Step S366),
then assimilate the file using the Assimilate Data Item
primitive mechanism (Step S$368), use the New True File
primitive mechanism to do additional desired processing
(such as cache update, compression, and mirroring) (Step
$369), and record the newly computed True Name for the
file in the audit file record entry (Step 8370).

Otherwise, if the entry being processed:
indiéates that a compound data item or directory was
copied (or deleted) (Step $376), then for each component
True Name in the compound data item or directory, add (or
subtract) one to the use count of the True File registry
entry record 140 corresponding to the component True Name
(Step S$378). ]

In all céses, for each parent directory. of the
given file, update the size, time of last access, and
time of last modification, according to the operétion in
the audit record (Step S$379).

Note that the audit record is not removed after
procéssing, but is retained for some reasonable period so
that it may be used by the Synchronize Directory extended
mechanism to allow a disconnected remote processor to
update its representation of the local system.

14. Beain Grooming

This mechanism makes it possible to select a
set of files for remgval and determine the overall amount
of space to be recovered. With reference to FIGURE 23,
first verify that the global grooming lock is currently
unlocked (Step 5382). Then set the global grooming lock,
set the total amount of space freed during grooming to

- zero and empty the list of files selected for deletion
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(Step $384). For each True File in the True File
registry 126, set the delete count to zero (Step $386).

15. . Select For Removal

This grooming mechanism tentatively selects a
pathname to allow its corresponding True File to be
removed. With reference to FIGURE 24, first find the
local directory extensions table entry record 138
corresponding to the given pathname (Step S388). Then
find the True File registry entry record 140
corresponding to the True File name in the local
directory extensions table entry record 138 (Step S$390).
Add one to the grooming delete count in the True File
registry entry record 140 and édd the pathname to a list
of files selected for deletion (Step $392). If the
grooming delete count of the True File registry entry
record 140 is equal. to the use count of the True File
registry entry record 140, and if the there are no
entries in the dependency list of the True File registry
entry record 140, then add the size of the file indicated
by the True File ID and or compressed file ID to the
total amount of space freed during grooming (Step 5394).

16. ‘ oomi

This grooming mechanism ends the grooming phase
and removes all files selected for removal. With
reference to FIGURE 25, for each file in the list of
files selected for deletion, delete the file (Step S396)
and then unlock the global grooming lock (Step S$398).

e j e jsms
The next of the mechanisms provided by the
present invention, operating system mechanisms, are now
described. '
' The following operating system mechanisms are
described: '
1. Open File;
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2. Close File;

3. Read File;
4. Write File;.
5. Delete Fil or Directory;
6. Copy File or Directory;
7. Move File or Directory;
8. Get File Status; and
9. Get Files in Directory.
1. Open File

A mechanism to open a file is described with
reference to FIGURE 26. This mechanism is given as input
a pathname and the type of access required for the file
(for example, read, write, read/write, create, etc.) and
produces either the File ID of the file to be opened or
an indication that no file should bé opened. The local
directory extensions table record 138 énd_fegion table
record 142 associated with the opened file are associated
with the opén file for later use in other processing
functions which refer to the file, such as read, wriie,
and close. .

First, detefmine whether or not the named file
exists locally by examining the local directory
extensions table 124 to determine Qhether‘there is an
entfy cqrresponding to the given pathname (Step 5400).

If it is determined that the file name does not exist
locally, then, using the access type, determine whether
or not the file is being created by this opening process
(Step S402). If the file is not being created, pfohibit
the open (Step S404). If the file is being. created, N
create a zero~length_scratch file using an entry in local
directory extensions table 124 and produce the scratch
file ID of this scratch file as the result (Step 5406) .

'If, on the other hand, it is determined in step
5400 that the file name does exist locally, then
determine the region in which the file is located by
searching the region table 128 to find the record 142
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with the longest region path which is a prefix of the
file pathname (Step $408). This record identifies the
region of the specified fil .

Next, determine using the access type, whether
the fileé is being opened for writing or whether it is
being opened only for reading (Step S5410). If the file
is being opened for reading only, then, if the file is a
scratch file (Step S419), return the scratch File ID of
the file (Step S424). otherwise get the True Name from
the local directory extensions table 124 and make a local
version of the True File associated with the True Name
using the Make True File Local primitive mechanism, and
then return the True File ID associated with the True
Name (Step S420).

If the file is not being opened for reading
only (Step S410), then, if it is determined by inspecting
the region table entry record 142 that the file is in a
read-only directory (Step S416), then prohibit the
opening (Step S422).

If it is determined by inspecting the region
table 128 that the file is in a cached region (Step
5423), then send a Lock Cache message to the
corresponding cache server, and wait for a return message
(Step S418). If the return message says the file is
alreédy-locked, prohibit the opening.

If the access type indicates that the file
being modified is being rewritten completely (Step S419),
30 that the original data will not be required, then
Delete the File using the Delete File 0S mechanism (Step
5421) and perform step S406. Otherwise, make a scratch
copy of the file (Step S417) and produce the scratch file
ID of the scratch file as the result (Step S424).

2. ose. le
' This mechanism takes as input the local

directory extensions table entry record 138 of an open
file and the data maintained for the open file. To close
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a fil , add an entry to the audit file indicating the
time and operation (create, read or write). The audit
file processing (using the Process Audit File Entry
primitive mechanism) will take care of assimilating‘the
file and thereby updating the other records;

3. Read File

To-read a file, a program must provide'the
offset and length of the data to be read, and the
location of a buffer into which to copy the data read.

The file to be read from is identified by an
open file descriptor which includes a File ID as computed
by the Open File operating system mechanism defined
above. The File ID may identify either a scratch file or
a True File (or True File segment). If the File ID
identifies a True File, it may be either a simple or a
compound True File. Reading a file is acconplished by
the following steps: '

In the case where the File ID identifies a
scratch file or a simple True File, use the read
capabilities of the underlying operating system.

In the case where the File ID identifies a
compound file, break the read operation into one or more
read operations on component segments as follows:

A. Identify the segment(s) to be read by
dividing the specified file offset and length each by the
fixed size of a segment (a system dependent paraméter),

‘to determine the segment number and number of segments

that must be read.

. B. For each segment number computed above, do
the following: -
i. Read the compound True File index

block to determine the True Name of the segment to be
read. ’

ii. Use the Realize True File from
Location primitive mechanism to make the True File
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segment available locally. (If that mechanism fails, the
Read File mechanism fails). A
iii. Determine the File ID of the True

File specified by the True Name corresponding to this

segment.

» iv. Use the Read File mechanism
(recursively) to read from this segment into the
corresponding location in the specified buffer.

4. Write File

File writing uses the file ID and data
management capabilities of the underlying operating
system. File access (Make File Local described above)
can be deferred until tbe first read or write.

5. Delete File or Directory

The process of deleting a file, for a given
pathname, is described here with reference to FIGURE 27.

First, determine the local directory extensions
table entry record 138 and region table entry record 142
for the file (Step  S422). If the file has no local
directory extensions table entry record 138 or is locked
or is in a read-only region, prohibit the deletion.

AIdenfify the corresponding True File given the
True Name of the file being deleted using the True File
registry 126 (Step S424). If the file has no True Nanme,
(Step S426) then delete the scratch copy of the file
based on its scratch file ID in the local directory
extensions table 124 (Step S427), and continue with step
s428. ‘

If the file has a True Name and the True File’s
use count is one (Step S429), then delete the True File
(Step S430), and continue with step $428.

If the file has a True Name and the True File’s
use count is greater than one, reduce its use count by
one (Step S431). Then proceed with step S428.
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In Step S428, delet the local directory
extensions table entry record, and add an entry to the
audit file 132 indicating the time and the operation
performed. (delete). ‘ ‘

6. Copy File or Directory

A mechanism is provided to copy a file or
directory given a source and destination processor and
pathname. The Copy File mechanism does not actually copy
the data in the file, only the True Name of the file.
This mechanism is performed as follows:

(A) Given the source path, get the True Name
from the path. If this step fails, the mechanism fails.

(B) Given the True Name and the destination

path, link the destination path to the True Name.

(C) If the source and destination processors
have different True File registries, find (or, if
necessary, create) an entry for the True Name in the True
File registry table 126 of the destination processor.
Enter into the source ID field of this new entry the
source processor identity.

(D) Add an entry to the audit file 132
indicating the time and operation performed (copy).

This mechanism addresses capability of the
system to aveid copying data from a source location to a
destination location when the destination already has the
data. In addition, because of the ability to freeze a
directory, this mechanism also addresses capability of
the system immediately to make a copy of any collection
of files, thereby to support an efficient version control
mechanisms for groups of files. '

7. oV ile or Directo

A mechanism is described which moves (or
renames) a file from a source path to a destination path.
The move operation, like the copy operation, requires no
actual transfer of data, and is performed as follows:
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(A) Copy the file from the source path to the
destination path. o
(B) If the source path is different from the

~destination path, delete the source path.

8. Get File Status

This mechanism takes a file pathname and
provides information about the pathname. First the local
directory extensions table entfy'record 138 corresponding:
to the pathname giVen is found. If no such entry exists,
then this mechanism fails, otherwise, gather information
about the file and its corresponding True File from the
local directory extensions table 124. The information
can include any information shown in the data structures,
including the size, type, owner, True Name, sources, tine
of last access, time of last modification,-state (local
or not, assimilated or not, compressed or not), use
count, expiration date, and reservations.

9. Get Files in Directory

This mechanism enumerates the files in a
directory. It is used (implicitly) whenever it is
necessary to determine whether a file exists (is present)
in a directory. For instance, it is implicitly used in
the Open File, Delete File, Copy File or Directory, and
Move File operating system mechanisms, because the files
operated on are referred to by pathnames containing
directory names. The mechanism works as follows:

The local directory extensions table 124 is
searched for an entry 138 with the given directory
pathname. If no suck entry is found, or if the entry
found is not a.directory, then this mechanism fails.

. If there is a corresponding True File field in
the local directory extensions table record, then it is
assumed. that the True File represents a frozen directory.
The Expand Frozen Directory primitive mechanism is used
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in the local directory extensions table. A '

Finally, the local di:ectory extensions table
124 is again searched, this time to find each directory
subordinate to the given directory. The names found are
provided as the result. '

Remote Mechanisms
The remote mechanisms provided by the present

invention are now describéd. Recall that remote

' mechanisms are used by the operating system in responding

to requests from other processors. These mechanisms
enable the capabilities of the present invention in a
peer-to-peer network mode of operation.

In a presently preferred embodiment, pProcessors
communicate with each other using'a remote procedure call
(RPC) style interface, running over one of any number of
communication protocols such as IPX/SPX or TCP/IP. Each
peer processor which provides access to its True File
registry 126 or file regions, or which depénds on another
peer processor, provides a number of mechanisms which can
be used by its peers. ‘

' The following remote mechanisms are described:

1. Locate True File;

2. Reserve True File;

3. Reguest True File;

4. Retire True File;

5. Cancel Reservation;

6. Acguire True File;

7. Lock Gache;

8. Updaté Cache; and

9. Check Expiration Date.-
1. cate e

This mechanism allows a remote processor to
determine whether the local processor contains a copy of
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a specific True File. The mechanism begins with a True
Name and a flag indicating whether to forward requests
for this file to other servers. This mechanism is now

described with reference to FIGURE 28.

First determine if the True File is available
locally or if there is some indication of where the True
File is located (for example, in the Source IDs field).
Look up the requésted True Name in the True File registry
126 (Step S432).

If a True File registry entry record 140 is not
found for this True Name (Step S434), and the flag .
indicates that the request is not to be forwarded (Step
S436),'respond negatively (Step S438). That is, respond
to the effect that the True File is not available.

One the other hand, if a True File registry
entry record 140 is not found (Step 5434), and the flag
indicates that the request for this True File is to be
forwarded (Step S$436), then forward a request for this
True File to some other processors in the system (Step
S442). If the source table fot the current processor
identifies one or more publishing servers which should
have a copy of this True File, then forward the reguest
to each of those publishing servers (Step $S436).

) 'If a True File registry entry record 140 is
found for the required True File (Step S434), and if the
entry includes a True File ID or Compressed File ID (Step
5440), respond positively (Step S444). If the entry
includes a True File ID then this provides the identity
or disk location of the actual physical representation of
the file or file segment required. If the entry inciude_
a Compressed File ID, then a compressed version of the '
True File may be stored instead of, or in addition to, an
uncompressed version. This field provides the identity
of the actual representaﬁion of the compressed version of
the file.

If the True File registry entry record 140 is
found (Step S434) but does not include a True File ID
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(the File ID is absent if the actual file is not
currently present at the current 1o¢ation) (Step S440),
and if the True File registry entry record 140 inéludes
one or more source processors, and if the request éan be
forwarded, then forward the request for this True File to
one or more of the source processors (Step $444).

2. 'Beéerve True File

This mechanism allows a remote proééssor to
indicate that it depends on the local processor for
access to a specific True File. It takes a True Name as
input. This mechanism is described here. ‘

(A) Find the True File registry entry record
140 associated with the given True File. If no entry
exists, reply negatively. .

(B) If the True File registry entry record 140
does not include a True File ID or compressed File ID,
and if the True File registry entry record 140 includes
no source IDs for removable storage volumes, then. this
processor does not have access to a copy of the given
file. Reply negatively.

(C} Add the ID of the sending proceésor to the
list of dependent processors for the True File registry
entry record 140. Reply positively, with an indication
of whether the reserved True File is on line or off line.

3. Reguest True File

This mechanism allows a remote processor to
regquest a copy of a True File from the local processor.
It requires a True Name and responds positively by
sending a True File back to the requesting processor.
The mechanism operates as follows:

(A) Find the True File registry entry record

140 associated with the given True Name. If there is no

such True File registry entry record 140, reply
negatively.
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(B) Make the True File local using the Make
True File Local primitive mechanism. If this mechanism
fails, the Request True File pechénism also fails.

(C) Send the local True File in either it is
uncompressed or compressed form to the requesting remote
processor. Note that if the True File is 'a compound
file, the components are not sent.

(D) If the remote file is listed in the
dependent process list of the True File registry entry
record 140, remove it.

4. . Retire True File
This mechanism allows a remote processor to

indicate that it no longer plans to maintain a copy of a
given True File. An alternate source of the True File

can be specified, if, for instance, the True File is

being moved from one server to another. It begins with a
True Name, a requesting processor ID, and an optional
alternate source. This mechanism operates as follows:

(A) Find a True Name enﬁry in the True File
registry 126. If there is no entry for this True Nane,
this mechanism’s task is complete.

- (B) Find the requesting processor on the
source list and, if it is there, remove it.

(C) If an alternate source is provided, add it
to the source list for the True File reglistry entry
record 140. . .
(D) If the source list of the True File
registry entry record 140 has no items in it, use the
Locate Remote File primitive mechanism to search for
another copy of the file. If it fails, raise a serious -
error. - N
5. Cancel Reservation

This mechanism allows a remote processor to

. indicate that it no longer requires access to a True File

stored on the local processor. It begins with a True
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Name and a requesting processor ID and proceeds as

follows:

‘ (A) Find the True Name entry in the True File
registry 126. If there is no entry for this True Name,
this mechanism’s task is complete.

(B) Remove the identity of the requesting
processor from the list of dependent processors, if it
appears.

(C) 1If the list of dependent processors
becomes zero and the use count is also zero, delete the

True File.

6. Acguire True File

This mechanism allows a remote processor to
insist that a local processor make a copy of a specified
True File. It is used, for example, when a cache client

wants to write through a new version of a file. The

Acquire True File mechanism beginé with a data item and
an optional True Name for the data item and proceeds as
follows:
‘ (A) confirm that the requesting processor has
the right to require the local processor to acquire data
items. If not, send a negative reply.

(B) Make a local copy of the data item

transmitted by the remote processor.

(C) Assimilate the data item into the True
File registry of the local processor.

(D) If a True Name was provided with the file,
the True Name calculation can be avoided, or the
mechanism can verify that the file received matches the
True Name sent. - .

(E) Add.§n entry in the dependent processor
1ist of the true file registry record indicating that the
requesting processor depends on this copy of the given
True File. v

(F) Send a positive reply.
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7. Lock Cache

This mechanism allows a remote cache client to
lock a local file so that local users or other cache
clients cannot change it while the remote processor is
using it. The mechanism begins with a pathname and
proceeds as follows:

(A) Find the local directory extensions table
entry record 138 of the specified pathname. If no such
entry exists, reply negatively.

(B) If an local directory extensions table
entry record 138 exists and is already locked, reply
negatively that the file is already locked.

(€) If an local directory extensions table

‘entry record 138 exists and is not locked, lock the

entry. Reply positively.

8. Update Cache

This mechanism allows a reﬁote cache client to
unlock a local file and update it yith new contents. It
begins with a pathname and a True Name. The file
corresponding to the True Name nmust be accessible from
the remote processor. This mechénism operates as
follows:

Find the local directory extensions table entry
record 138 corresponding to the given pathname. Reply
negatively if no such entry exists or if the entry is not
locked.

Link the given pathname to the given True Name
using the Link Path to True Name primitive mechanism.

Unlock the local directory extensions table
entry record 138 and return positively.

-

9. Check Expiration Date

Return current or new expiration date and
possible alternative source to caller.
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Background Processes and Mechanisms

The background processes and mechanisms
provided by the present invention are now described.
Recall that background mechanisms are intended to run
occasioﬁally and at a low priority to provide automated
management capabilities with respect to the present

invention.

The following background mechanisms are
described:

i. Mirror True File;

2. Groom Reg}bn;

3. Check fofAExpired Links;

4. Verify Region; and

5. Groom Source List.
1. Mirro ue File

This mechanism is used to ensure that files are
available in alternate locations in mirror groups or .
archived on archival servers. The mechanism depends on
application-specific migration/archival criteria (size,
time since last access, number of copies required, numbey
of existing alternative sources) which determine under
what conditions a file should be moved. The Mirror True
File mechanism operates as follows, using the True File
specified, perform the following steps: _

(A) Count the number of available locations of
the True File by inspecting the source list of the True
File registry entry record 140 for the True File. This
step determines how many coples of the True File are
available in the system. ' ,

{(B) If the True File meets the specified
migration criteria,’select a mirror group server to which
a copy of the file should be sent. Use the Acquire True
File remote mechanism to copy the True File to the
selected mirror group server. Add the identity of the
selected system to the source list for the True File,
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2. Groom Redqgion

This mechanism is used to automatically free up
space in a processor by deleting data items that may be
available elsewhere. The mechanism depends on
application-specific grooming criteria (for instance, a
file may be removed if there is an alternate online
source for it, it has not been accessed in a given number
of days, and it is larger than a given size). This
mechanism operates as follows:

Repeat the following steps (i) to (iii) with
more aggressive grooming criteria until sufficient spaée
is freed or until all gréoming criteria have been
exercised. Use grooming information to determine how
much space has been freed. Recall that, while grooming
is in effect, grooming informatidn includes a table of
pathnames selected for deletion, and keeps track of the -
amount of space that would be freed if all of the files
were deleted. ’

(i) Begin Grooming (using the primitive
mechanism) .

(ii) For each pathname in the specified region,
for the True File corresponding to the pathname, if the
True File is present, has at least one alternative
source, and meets application specific grooming criteria
for the region, select the file for removal (using the
primitive mechanism).

(1ii) End Grooming (using the primitive
mechanism) .

If the region is used as a cache, no other
processors are dependent on True Files to which it
rafers, and all such’True Files are mirrored elsevhere.
In this case, True Files can be removed with impunity. '
For a cache region,‘ihe grobming criteria would
ordinarily eliminate the least recently accessed True
Files first. This is best done by sorting the True Files
in'the region by the most recent access time before
performing step (ii) above. The application specific
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File encountered (beginning with the least recently used)

‘until the required amount of free space is reached.

3. ec or Expired Links

This mechanism is used to determine whether
dependencies on published files should be refreshed. The
following steps describe the operation of this mechanism:

For each pathname in the specified region, for
each True File corresponding to the pathname, perform the
following step: )

If the True File registry entry record 140
corresponding to the True File contains at least one
source which is a publishing server, and if the
expiration date on the dependency is past or close, then
perform the following steps:

(A) Determine whether the True File registry
entry record cpntdins other sources which have not
expired.
(B) Check the True Name expiration of the
server. If the expiration date has been extended, or an
alternate source is suggested, add the source to the True
File registry entry record 140. ’

(C) If no acceptable alternate source was
found in steps (A} or (B) abové, make a local copy of the
True File. '

{D) Remove the expired source.

4. Verify Region

This mechanism can be used to ensure that the
data items in the True File registry 126 have not been
damaged accidentally or maliciously. The operation of
this mechanism is described by the following steps:

(A) Search the local directory extensions
table 124 for each pathname in the specified region and
then perform the following steps:
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(i) Get the True File name corresponding
to the pathname;

(ii) If the True File registry entry 140
for the True File does not have a True File ID or
compressed file ID, ignore it.

(iii) Use the Verify True File mechanism

(see extended mechanisms below) to confirm that the True

File specified is correct.

5. om_Source Lis

The source 1ist in a True File entry should be
groomed sometimes to erisure there are not too many mirror
or afchive copies. When a file is deleted or when a
region definition or its mirror criteria are changed, it
may be necessary to inspect the affected True Files to
determine whether there are too many mirror copiéso _This
can be done with the following steps:

For each affected True File,

(A) Search the local directory extensions
table to find each region that refers to the True File.
. (B) Create a set of "required sources®,
initially empty.

(C) For each region found,

A (a) determine the mirroring criteria for
that region,
{b) determine which sources for the True

File satisfy the mirroring criteria, and
(¢) add these sources to the set of
required sources. : _

(D) For each source in the True File registry
entry, if the source_identifies a remote processor (as '
opposed to removablg media), and if the source is not a
publisher, and if the source is not in the set of
required sources, then eliminate the source, and use the
cancel Reservation remote mechanism to eliminate the
given processor from the list of dependent processors
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‘record d at the remote processor identified by the

sourc .

xte d_Mechanisms

The extended mechanisms provided by th present
invention are now described. Recall that extended
mechanisms run within application programs over the
operating system to provide solutions to specific
problems and applications. '

The following extended mechanisms are

described: ’ ,
1. Inventory Existing Directory;
2. Inventory Removab;é, Read-only Files;
3. Synchronize Directories;
4. Publish Region; .
5. Retire Directory; ,
6. Realize Dxrectcry at Location,
7. Verify True File;
8. Track for Accounting Purposes; and
9. Track for Licensing Purposes.
1. v sti irecto

This mechanism determines the True Names of
files in an existing on-line directory in the underlying
operating system. One purpose of this mechanism is to
install True Name mechanisms in an existing file system.

An effect of such an installation is to
eliminate immediately all duplicate files from the file
system being traversed. If several file systems are
inventoried in a single True File registry, duplicates
across the volumes are also eliminated.

(A} Trauwerse the underlying file system in the
operating system. For each file encountered, excluding
directories, perform the following:

: (i) Assimilate the file encountered
(using the Assimilate Pile primitive mechanism). This
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process computes its True Name and moves its data into
the True File registry 126. : _

(ii) Create a pathname consisting of the
path to the volume directory and the relative path of the
file on the media. Link this path to the computed True
Name using the Link Path to True Name primitive

mechanisnm.

2. Inventory Removable, Read-only Files
A'sYstem with access to removable, read-only

media volumes (such as WQRM disks and CD-ROMs) can create
a usable inventory of the files on these disks without
having to make online copies. These objects can then be
ﬁsed for archival pﬁrposes, directory overlays, or other
needs. An operatof must request that an inventory be
created for such a volume. - ‘

This mechanism allows for maintaining
jnventories of the contents of files and data items on
removable media, such as diskettes and CD-ROMs, indepen-
dent of other properties of the files such as name,
location, and date of creation.

The mechanism creates an online inventory of
the files on one or more removable volumes, such as a
floppy disk or CD-ROM, when the data on the volume is
represented as a directory. The inventory service uses a
True Name to identify each file, providing a way to
locate the data independent of its name, date of
creation, or location. '

The inventory can be used for archival of data.

_(making it possible to avoid archiving data when that

data is already on a_separate volume), for grooming
(making it possible_to delete infrequently accessed files
if they can be retrieved from removable volumes), for
version control (making it possible to generate a new
version of a CD-ROM without having te copy the old
version), and for other purposes.
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The inventory is made by creating a volume
directory in the media inventory in which each file named

'jdentifies the data item on the volume being inventoried.

Data items are not copied from the removable volume
during the inventory process. .

An operator must request that an inventory be
created for a specific volume. Once created, the volume
directory can be frozen or copied like any other
directory. Data items from either the physical volume or
the volume directory can be accessed using the Open File
operating system mechanish which will cause them to be
read from the physical volume using the Realize True File
from Location primitive mechanism.

To create an inventory the following steps are
taken:. '

(A) A volume directory in the medié inventory
is created to correspond to the volume being inventoried.
Its contextual name identifies the specific volunme.

(B) A source table entry 144 for the volune is"
created in the source table 130. This entry 144
identifies the physical source volume and the volume
directory created in step (A).

(C) The filesystem on the volume is traversed.
For each file encountered, excluding directories, the

'following steps are taken:

(i) The True Name of the file is
computed. An entry is created in the True Name registry
124, including the True Name of the file using the
primitive mechanism. The source field of the True Name
registry entry 140 identifies the source table ehtry 144.

(ii) A pathname is created consisting of '
the path to the volume directory and the relative path of
the file on the media. This path is linked to the
computed True Name using Link Path to True Name primitive
mechanism. ‘ ‘

(D) After all files have been inventoried, the
volume directory is frozen. The volume directory. serves
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as a table of contents for the volume. It can be copied
using the Copy File or Directory primitive mechanism to
create an "overlay" directory which can then be modified,
making it possible to edit a virtual copy of a read-only
medium.

3. Synchronize Directories

Given two versions of a directory derived from
the same starting point, this mechanism creates a new,
synchronized version which includes the changes from
each. Where a file is changed in both versions, this
mechanism provides a user exit for handling the
discrepancy. By using True Names, comparisons are
instantaneous, and ho,copies of files are necessary.

This mechanism lets a local processor
synchronize a directory to account for changes made at a
remote processor. Its purpose is to bring a local copy
of a directory up to date after a period of no
communication between the local and remote processor.
Such a period might occur if the local processor were a
mobile processor detached from its server, or if two
distant processors were run independently and updated
nightly.

~ An advantage of the described synchronization
process is that it does not depend on synchronizing the
clocks of the local and remote processors. However, it
does require that the local processor track its position
in the remotekprocessor’s audit file.

This mechanism does not resolve changes made
simultaneously to the same file at several sites. If
that occurs, an external resolution mechanism such as,
for example, operatgr intervention, ié regquired.

The mechanism takes as input a start time, a
local directory pathname, a remote processor name, and a
remote directory pathname name, and it operates by the
following steps:
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(A) Request a COpPY of the audit file 132 from
the remote processor using the Request True File remote
mechanism. '

(B) For each entry 146 in the audit file 132
after the start time, if the entry indicates a change to
a file in the remote directory, perform the following'
steps:

(i)k Compute the pathname of the
corresponding file in the local directory. Determine the
True'Name of the corresponding file.

(ii) If the True Name of the local file is
the same as the old True Name in the audit file, or if
there is no local file and the audit entry indicates a
new file is being created, link the new True Name in the
audit file to the local pathname using the Link Path to
True Name primitive mechanism.

(iii) otherwise, note that there is a
problem with the synchronizatioh by sending a message to
the operator or to a problem resolution program,
indicating the local pathname, remote pathname, remote
processor, and time of change.

(C) After synchronization is complete, record
the time of the final change. This time is to be used as
the new start time the next time this directory is
synchronized with the same remote processor.

4. Publish Region

The publish region mechanism allows a processor
to offer the files in a region to any client processors
for a limited period of time.

The purposg of the service is to eliminate any:
need for client progessors to make reservations with the
publishing processor. This in turn makes it possible for
the publishing processor to service a much largexr number
of clients. '

, When a region is published, an expiration date
is defined for all files in the region, and is propagated
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into the publishing system’s True File registry entry
record 140 for each file.

When a remote file is copied, for instance
using the Copy File operating system mechanism, the
expiration date is copied into the source field of the
client’s True File registry entry record 140. When the
source 1is a publishing system, no debendency need be
created.

The client processor must occasionally and in
background, check for expired links, to make sure it
still has access to these files. This is described in the
background mechanism Check for Expired Links.

5. Retire Directo

This mechanism makes it possible to eliminate
safely the True Files in a directory, or at least
dependencies on them, after ensuring that any client
processors depending on those files remove their
dependencies. The files in the directory are not
actually deleted by this process. The directory can be
deleted with the Delete File 6perating system mechanisn.

The mechanism takes the pathname of a given
directory, and optionally, the identification of a
preferred alternate source processor for clients to use.
The mechanism performs the following steps:

(A) 'Traverse the directory. For each file in
the directory, perform the following steps:

(i) Get the True Name of the file from
its path and find the True File registry entry 140
associated with the True Name.

(ii) petermine an alternate source for the
True File. If the source IDs field of the TFR entry g
includes the preferred alternate source, that is the
alternate source. If it does not, but includes some

other source, that is the alternate source. If it
" contains no alternate sources, there is no alternate

gource.

59

GOOG-1019-Page 66 of 156




10

15

20

25

30

35

& S

(iii) For each dependent processor in
the True File registry entry 140, ask that processor to
#etire the True File, specifying an alternate source if
one was determined, using the remote mechanism.

6. Realize birector at Location

This mechanism allows the user or operating
system to force copies of files from some source location
to the True File registry 126 at a given location. The
purpose of the mechanism is to ensure that files are
accessible in the event the source location becomes
inaccessible. This can happen for instance if the source
or given location are on mobile computers, or are on
removable media, or if the network connection to the
source is expected to become unavailable, or if the
gource is being retired.

This mechanism is provided in the following
steps for each file in the given directory, with the
exception of subdirectories: '

(A) Get the local directofy extensions table
entry record 138 given the pathname of the file. Get the
True Name of the local directory extensions table entry
record 138. This service assimilates the file if it has
not already been assimilated.

(B) Realize the corresponding True File at the
given location. This service causes it to be copied to
the given location from a remote system or removable
media.

7. Verify True File
This mechanism is used to verify that the data

item in a True”File’reqistry 126 is indeed the correct -
data item given its True Name. Its purpose is to guard
against device errors, maliclious changes, or other
problems. '

' If an exrror is found, the system has the
ability to "heal® itself by finding another source for
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the True File with the given name. It may also be
desirable to verify that the error hasvnotlpropaqated to
other systems, and to log the problem or indicate it to
the computer operator. These details are not described
here. '

To verify a data item that is not in a True
File registry 126, use the calculate True Name primitive
mechanism described above.

The basic mechanism begins with a True Name,
and operates in the following steps: '

(A) Find the True File registry entry record
140 corresponding to the given True Name. ‘

(B) If there is a True.File ID for the True
File registry entry record 140 then use it. Otherwise,
indicate that no file exists to verify.

(€¢) Calculate the True Name of the data item
given the file ID of the data item. '

(D) Confirm that the calculated True Name is
equal to the given True Name.

(E) If the True Names are not equal, there is
an error in the True File registry 126. Remove the True
File ID from the True File registry entry record 140 and
place it somewhere else. Indicate that the True File
registry entry record 140 contained an error.

8. i u ses

This mechanism provides a way to know reliably
which files have been stored on a system or transmitted
from one system to another. The mechanism can be used as
a basis for a value-based accounting system in which
charges are based on_the identity of the data stored or':
transmitted, rather than simply on the number of bits.

This mechanism allows the system to track
posseasion of specific data items according to content by
owner, independent of the nane, date, or other properties

 ofgthe data item, and tracks the uses of specific data

items and files by content for accounting purposes. True
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names make it possible to identify each file briefly yet
uniquely for this purpose. .

Tracking the identities of files requires
maintaining an accounting log 134 and processing it for
accounting or billing purposes. The mechanism operates
in the following sﬁeps:

(A) Note every time a file is created or
deleted, for instance by monitoring audit entries in the
Process Audit File Entry primitive mechanism. When such
an event is encountered, create an entry 148 in the
accounting log 134 that shows the responsible party and
the identity of the file created or deleted.

.(B) Every time a file is transmitted, for
instance when a file is copied with a Regquest True File
remote mechanism or an Acquire True File remcote
mechanism, create an entry in the accounting log 134 that
shows the responsible party, the identity of the file,
and the source and destination processors.

(C) Occasionally run an agcounting program to
process the accounting log 134, distributing the events
to the account feqords of each responsible party. The
account records can evehtually be summarized for billing
purposes.

9, Track for Licensing Purposes
This mechanism ensures that licensed files are
not used by unauthorized parties. The True Name provides
a safe way to identify licensed material. This service
allows proof of possession of sbecific files according to
thelr contents without disclosing their contents.
Enforcing use of valid licenses can be active
(for example, by refusing to provide access to a file
without authorization) or passive (for example, by
creating a report of users who do not have proper
authorization). .
' One possible way to perform license validation
ig to perform occasional audits of employee systems. The
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s rvice described hérein relies on True Names to support
such an audit, as in the following steps;' ‘

(A) For each licensed product, record in the
license table 136 th True Name of kKey files in the -~
product (that is, files which are reguired in order to
use the product, and which do not occur in other
products) Typically, for a software product, this would
include the main execﬁtable'image and perhaps other major
files such as clip-art, séripts,‘or'online help. Also
record the identity of each system which is authorized to
have a copy of the file. . _

(B) Occasionally, compare the contents of each
user processor against the license table 136. For each
True Name in the license table do the following:

(i) Unless the user processor is
authorized to have a copy of the file, confirm that the
user processor does not have'azcopy of the file using the
Locate True File mechanism. ,

' (ii) If the user processor is found to
have a file that it is not‘authoriZed to have, record the
user processor and True Name. in a license violation
table. o '

The System in'Opératioh

'~ Given the mechanisms aescribed above, the
operation of a typical DP system employing these '
mechanisms is now described in order to demonstrate how
the present invention meets its requirements and
capabilities. » A

In operation, data items (for example, files,

database records, messages,bdata segmehts, data blocks,
directories, instances of'ébject classes, and the like)
in a DP system employing the present invention are
idehtified by substantially unigue idéntifiers {(True
Names) , the identifiers depending on all of the data in
the data items and only on the data in the data items.
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The primiﬂive mechanisms Calculate Tru Name and
Assimilate Data Item support this property. For any
given data item, using the calculate Tru Nam' primitive
mechanism, a substantially unique identifier or True Name
for that data item can be determined.

Further, in operation of a DP'system
incorporating the present invention, multiple copies of
data items are avoided (unless they are required for some
reason such as backups or mirror copies in a fault~
tolerant system). Multipie cobies,of data items are
avoided even when multiple names refer to the same data
item. The primitive mechanisms Assimilate Data ITtems and
New True File support this property. Using the -
Assimilate Data Item primitive mechanisn, if a data item
already exists in the system, as indicated by an entry in
the True File registry 126, this existence will be
discovered by this mechanism, and the duplicate data item
(the new data item) will be eliminated (or not added).

Thus, for example, if a data file is being copied onto a

system from a floppy disk, if;'based on the True Name of
the data file, it is determined that the data file
alfeady exists in the system (by the same or some other
name), then the duplicate copy will not be installed. If
the data item was being installed on the system by some
name other than its éurrent name, then, using the Link
Path to True Name primitive mechanism, the other (or new)
name can be linked to the already existing data item.

' In general, the mechanisms of the present
invention operate in such a way as to avoid recreating an
actual data item at a location when a copy of that data
item is already present at that location. In the case of

‘a copy from a floppy disk, the data item (file) may have

to be copied (into a scratch file) before it can be
determined that it is a duplicate. This is because only
one processor is involved. On the other hand, in a
multiprocessor environment or DP 'system, each processor
has a record of the True Names of the data items on that
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processor. When a data item is to be copi d to another

location (another processor) in the DP system, all that
is necessary is to examine the True Name of the data item
prior to the copying. If a data item with th same True
Name already exists at the destination location
(processor), then there is no need to copy the data item.
Note that if a data item which already exists locally at
a destination location is still copied to the destination
location (for example, because the remote'systeﬁ did not
have a True Name for the data item or because it arrives
as a stream of un-named‘qata), the Assimilate Data Item
primitive mechanism~&il; prevent multiple copies of the
data item from being created. '

Since the True Name of a large data item (a
compound data item) is derived from and based on the True
Names of components of the data iteh, copying of an
entire data item can be avoide@. Vsince some (or all) of
the components of a large data item may already be
present at a destination location, only those components
which are not present there need be éopied. This
property derives from the manner in which True Names are
determined.

When a file is cobied by the Copy File or
Directory operating system hechanism, only the True Nane
of the file is actually replicated.

When a file is opened (using the Open File
operating system mechanism), it uses the Make True File
Local primitive mechanism (either directly or indirectly
through the Create Scratch File primitive mechanism) to
create a local copy of the file. The Open File operating
system mechanism uses the Make True File Local primitive
mechanism, which uses the Realize True File from Lccatiéﬁ
primitive mechanism, which, in turn uses the Regquest True
File remote mechanism.

The Request True File remote mechanism copies
only a single data item from one processor to another.

If the data item is a compound file, its component
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segments are not copied, only the indirect block is
copied. The segments are copied only when they are read
(or otherwise needed).

The Read File operating system mechanism
actually reads data. The Read File‘mechanism is aware of
compound files and indirect blocks, and it uses the
Realize True File from Location primitive mechanism to
make sure that component segments are locally available,
and then uses the operating system file mechanisms to
read data from the local file. - '

Thus, when a compound file is copied from a
remote system, only its True Name is copied. When it is
opened, only its indirect block is copied. When the
corresponding file is read, the required component
segments are realized‘and therefore copied.

In operation data items can be accessed by
reference to their identities (True Names) independent of
their present location. The actual data item or True
File corresponding to a given data identifier or True
Name may reside anywhere in the system (that is, locally,
remotely, offline, etc). If a required True File is
present locally, then the data in the file can be
accessed. If the data item is not present locally, there
are a number of ways in which it can be obtained from
wherever it is present. Using the source IDs field of
the True FPile registry table, the location(s) of copies
of the True File corresponding to a given True Name can
be determined. The Realize True File from Location
primitive mechanism tries to make a local copy of a True
File, given its True Name and the name of a source
location (processor gr media) that may contain the True
Pile. If, on the other hand, for some reason it is not ~
known where there is a copy of the True File, or if the

processors identified in the source IDs field do not

respond with the required True File, the processor

" requiring the data item can make a general request for

the data item using the Request True File remote
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mechanism from all processors in the system that it can
contact. _
AS a result, the system provides transparent

access to any data item by reference to its data

'identity, and independent of its present location.

In operation, data items in the‘system can be
verified and have their integrity checked. This is from
the manner in which True Names are determined. This can
be used for security purposes, for instance, to check for
viruses and to verify that data retrieved from another
location is the desired and requested data. For example,
the system might store the True Names of all executable
applications on the system and ﬁhen periodically
redetermine the True Names of each of these applications
to ensure that they match the stored True Names. Any
change in a True Name potentially signals corruption in
the system and can be further investigated. The Verify
Region background mechanism and the Verify True File
extended mechanisms provide direct. support for this mode
of operation. The Verify Region mechanism is used to
ensure that the data items in the True File registry have
not been damaged accideﬁtally or maliciously. The Verify
True File mechanism verifies that a data item in a True
File registry is indeed the correct data item given its
True Name. '

Once a processor has determined where (that is,
at which other processor or location) a copy of a data
item is in the DP system, that processor might need that
other processor or location to keep a copy of that data
item. For example, a processor might want to delete
local copies of data items to make space available
locally while knowipg that it can rely on retrieving the
data from somewhere else when needed. To this end the
system allows a processor to Reserve (and cancel the
reservation of) True Files at remote locations (using the
remote mechanism). In this way the remote locations are
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put on notice that another location is relying on the
presence of the True File at their location.

A DP system employing the present invention can
be made into a fault-tolerant system by providing a
certain amount of redundancy of data items at multiple
locations in the system. Using the Acquire True File and
Reserve True File remote mechanisms, a particular '
processor can implement its own form of fault-tolerance
by copying data items to other processors and then
reserving them there. However, the system also pfovides
the Mirror True File background mechanism to mirror (make
copies) of the True File available elsewhere in the
system. Any degree of redundancy (limited by the number
of processors or locations in the‘system) can be
implemented. As a result, this invention maintains a
desired degree or level of redundancy in a network of
processors, to protect against failure of any particular
processor by ensuring that multiple copies of data items
exist at different locations.

The data structures used to implement various
features and mechanisms of this invention store a variety
of useful information which can be used, in conjunction
with the various mechanisms, to implement storage schemes
and policies in a DP system employing the invention. For
example, the size, age and location of a data item (or of
groups of data items) is provided. This information can
be used to decide how the data items should be treated.
For exahpla, a processor may implement a policy of
deleting local copies of all data items over a certain
age 1f other copies of those data items are present
elsevhere in the system. The age (or variations on the.:
age) can be determiped using the time of last access or
modification in the local directory extensions table, and
the presence of other copies of the data item can be
determined either from the Safe Flag or the source IDs,
or by checking which other processors in the system have
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copies of the data item and then reserving at least one
of those copies.

‘ In operation, the system can keep track of data
items regardless of how those items are named by users
{or regardleés of whether the data items even have
names) . The system can also track data items that have
different names (in different or the same location) as
well as different data items that have the same name.

'Since a data item is identified by the data in the iten,

without regard for the context of the data, the problems
of inconsistent naming in'a DP system are overcome.

In operation, the system can publish data
items, allowing other, possibly anonymous, systems in a
network to gain access to the data items and to rely on
the availability of these data items. ‘True Names are
globally unique identifiers which can be published simply
by copying them. For example, a user might create a
textual representation of a file on system A with True
Name N (for instance as . a he*adecimal string), and post
it on a computer bulletin board. Another user on system
B could create a directory entry F for this True Name N

"by using the Link Path teo True Name primitive mechanism.

(Alternatively, an application could be developed which
hides the True Name from the users, but provides the same
public transfer service.) '

When a program on system B attempts to open
pathname P linked to True Nane N, the Locate Remote File
primitive mechanism would be used, and would use the
Locate True File remote mechanism to search for True Nanme
N on one or more remote processors, such as»systeh A. If
system B has access to system A, it would be able to '
realize the True File (using the Realize True File from
Location primitive mechanism) and use it locally.
Alternatively, system B could find True Name N by
accessing any publicly available True Name server, if the
server could eventually forward the request to system A.
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Clients of a local server can indicate that
they depend on a given True File (using the Reserve True
File remote mechanism) so that the True File is not '
deleted from the server registry as long as some client
requires access to it. (The Retire True File remote
mechanism is used to indicate that a client no longer
needs a given True File.)

A publishing server, on the other hand, may
want to provide access to many clients, and possibly
anonymous onés, without incurring the overhead of’
tracking dependencies for each client. Therefore, a
public server can provide expiration dates for True Files
in its registry. This allows client systems to safely
maintain references to a True File on the public server.
The Check For Expiredeinks background mechanism allows
the client of a publishing server to occasionally confirm
that its dependencies on the publishing server are safe.

In a variation of this aspect of the invention,
a processor that'is newly connected (or reconnected after
some absence) to the system can thain a current version
of all (or of needed) data in ﬁhe system by reguesting it
from a server processor. Any such processor can send a
request to update or resynchronize all of its directories
(starting at a root directory), simply by using the
Synchronize Directories extended mechanism on the needed
directories. |

Using the accounting log-or some other user
provided mechanism, a user can prove the existence of
certaln data items at certain times. By publishing (in a
public place) a list of all True Names in the system on a
given day (or at some given time), a user can later refer
back to that 1list tg show that a particular data item waé
present in the system at the time that list was
published. Such a mechanism is useful in trackihg, for
exanple, laboratory notebooks or the like to prove dates
of.cohception of inventions. Such a mechanism also
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permits proof of possession of a data item at a
particular date and time.

The accounting log file can also track the. use
of specific data items and files by content for
accounting purposes. For instance, an information .
utility company can determine the data identities of data
items that are stored and transmitted through its
computer systems, and use these identities to provide
bills to its customers based on the identities of the
data items being transmitted (as defined by the
substantially unique identifier). The assignment of
prices for storing and transmitting specific True Files
would be made by the information utility and/or its data
suppliers; this information would be joined periodically
with the information in the accounting log file to
produce customer statements.

Backing up data items in a DP system employing
the present invention can be done based on the True Names
of the data items. By tracking backups using True Names,
duplication in the backups is prevented. In operation,
the system maintains a backup record of data identifiers
of data items already backed up, and invokes the Copy
File or Directory operating system mechanism to copy only
those data items whose data identifiers are not recorded
in the backup record. Once a data item has been backed
up, it can be restored by retrieving it from its backup
location, based on the identifier of the data item. '
Using the backup record produced by the backup to
identify the data item, the data item can be obtained
using, for example, the Make True File Local primitive
mechanism. - A A
In operation, the system can be used to cache :
data items from a server, so that only the most recently
accessed data items need be retained. To operate in this
way, & cache client is configured to have a local
registry (its cache) with a remote Local Directory
Egtenaions table (from the cache server). Whenever a
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file is opened (or read), the Local Directory Extensions
table is used to identify the True Name, and the Make
True File Local primitive mechanism inspects the local
registry. When the local registry already has a copy,
the fiie is already cached. Otherwise, the Locate True
File remote mechanism is used to get a copy of the file.
This mechanism consults the cache server and uses the
Request True File remote mechanism to make a local copy,
effectively loading the cache.

The Groom Cache background mechanism flushes
the cache, removing the léast-recently-used files from
the cache client’s True File registry. While a file is
being modified on a cache client, the Lock Cache and

Update Cache remote mechanisms prevent other clients from

trying to modify the same file.

In operation, when the system is being used to
cache data items, the problems of maintaining cache
consistency are avoided.

To access a cache and to £ill it from its
server, a key is required to identify the data item
desired. Ordinarily, the key is a name or address (in
this case, it would be the pathname of a file). If the
data associated with such a key is changed, the client’s
cache becomes inconsistent; when the cache client refers
to that hame, it will retrieve the wrong data. In order
to maintain cache consistency it is necessary to notify
every client immediately whenever a change occurs on the
server. '

By using an embodiment of the present _
invention, the cache key unigquely identifies the data it
represents. When the data associated with .a name '
changes, the key itgelf changes. Thus, when a cache
client wishes to access the modified data associated with
a given file name, it will use a new key (the True Name
of the new file) rather than the key to the old file
contents in its cache. The client will always request
the correct data, and the old data in its cache will be

72

GOOG-1019-Page 79 of 156




10

15

20

25

30

35

ev ntually aged and flushed by the Groom Cache background
mechanism.

' Because it is not necessary to immediately
notify clients when changes on the cache server occur,
the present 1nvent1on makes it possible for a single
server to support a much larger number of clients than is
otherwise possible.

In operation, the system automatically archives
data items as they are created or modified.  After a file
is created or modified, the Close File operating system
mechanism creates an audit file record, which is
eventually processed by the Process Audit File Entry _
primitive mechanism. This mechanism uses the New True
File primitive mechanism for any file which is newly
created, which in turn uses the Mirror True File
background mechanism if the True File is in a mirrored or
archived region. This mechanism causes one or more
copies of the new file to be made on remote processors.

In operation, the system can efficiently record
and preserve any collection of data items. The Freeze
Directory primitive mechanism creates a True File which
identifies all of the files in the directory and its
subordinates, Because this True File includes the True
Names of its constituents, it represents the exact
contents of the directory tree at the time it was frozen.
The frozen directory can be copled with its components

praeserved.

The Acqguire True File remote mechanismA(used in
mirroring and archiving) preserves the directory tree
structure by ensuring that all of the component seéments
and True Files in a gompound data item are actually
copled to & remote gystem. Of course, no transfer is
necessary for data items already in the registry of the
remote system.

In operation, the system can efficiently make a
copy of any collection of data items, to support a
version control mechanism for groups of the data items.
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The Freeze Directory primitive mechanism is
used to create a collection of data items.. The
constituent files and segments referred to by the frozen
directory are maintained in the registry, without any
need to make copies of the constituents each time the
directory is frozen.

Whenever a pathname is traversed, the Get Files
in Directory operating system mechanism is used, and when
it éncounters a frozen directory, it uses the Expand
Frozen Directory primitive mechanism. .

A frozen directbry can be copied from one
pathname to another efficiently, merely by copying its
True Name. The Copy File operating system mechanism is
used to copy a frozen directory. _

Thus it is possible to efficiently create
copies of different versions of a directory, thereby
creating a record of its history (hence a version control
system) .

In operation, the system.can maintain a local
inventory of all the data items located on a given
removable medium, such as a diskette or CD-ROM. The

" inventory is independent of other properties of the data

items such as their name, location, and date of creation.

The Inventory Existing Directory extended
mechanish provides a way to create True File Registry
entries for all of the files in a directory. One use of
this inventory 1is as a way to pre-load a True File
registry with backup record information. Those files in
the registry (such as previously installed software)
which are on the volumes inventoried need not be backed
up onto other volumeg.

The Inveniory Removable, Read-only Files
extended mechanism not only determines the True Names for
the files on the medium, but also records directory
entries for each file in a frozen directory structure.
By copying and modifying this directory, it is possible
to create an on line patch, or small modification of an
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existing read-only file. For example, it is possible to
create an online representation of a modified CD-ROM,
such that the unmodified files are actually on the
CD-ROM, and only the modified files are online.

In operation, the system tracks possession of
specific data items according to content by owner,
independent of the name, date, or other properties of the
data item, and tracks the uses of specific data items and
files by content for accounting purposes. Using the
Track for Accounting Purposes extended mechanism provides
a way to know reliably which files have been stored on a
system or transmitted from one system to another.

elationa i -ori eg tabas

Although the preferred embodiment of this
invention has been presented in the context of a file
system, the invention of True Names would be egually
valuable in a relational or objecteériented database. A
relational or object-oriented database system using True
Names would have similar benefits to those of the file
system émploying the invention. For instance, such a
database would permit efficient elimination of duplicate
records, support a cache for records, simplify the
process of maintaining cache consistency, provide
location-independent access tovrecords, maintain archives
and histories of records, and synchronize with distant or
disconnected systems or databases.

The mechanisms described above can be gasily
modified to serve in such a database environment. The
True Name registry would be used as a repository of o
database records. Jjl1 references to records would be via
the True Name of the record. {(The Local Directory
Extensions table is an example of a primary index that
uses the True Name as the unigue identifier of the
desired records.)
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In such a database, the operations of
inserting, updating, and deleting records would be
implemented by first assimilating records into the
registry, and then updating a primary key index to map
the key of the record to its contents by using the True
Name as a pointer to the contents.

The mechanisms described in the preferred
embodiment, or similar mechanisms, would be employed in
such a system. These mechanisms could include, for
example, the mechanisms for calculating true names,
assimilating, locéting,Q;ealizing, deleting, copying, and
moving True Files, for mirroring True Files, for
maintaining a cache of True Files, for grooming True

Files, and other mechanisms based on the use of

substantially unique identifiers.

While the invention has been described in

‘connection with what is presently considered to be the

most practical and preferred embodiments, it is to be
understood that the invention is not to be limited to the
disclosed embodiment, but on the.contrary, is intended to
cover various modifications and equivalent arrangements
included within the spirit and scope of the appended
claims.
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WHAT IS CLAIMED IS:

1. In a data processing system, an apparatus
comprising: '

identity means for determining, for any of a
plurality of data items in the system, a substantially
unique identifier, said identifier depending on all of
the data in the data item and only on the data in the
data item; and ' '

existence means for determining whéthgr a
particular data item is piesent in the system, by
examining the identifiers of the plurality of data items.

2. An apparatus as in claim 1, further
comprising: A

local existence means for determining whether
an instance of a particular data item is present at a
particular location in the system, based on the
identifier of the data item.

3. An apparatus as in claim 2, wherein each
location contains a distinct plurality of data items, and
wherein said local existence means determines whether a
particular data item is present at a particular location
in the system by examining the identifiers of the

plurality of data items at said particular location in

the systenm.

4. An apparatus as in claim 2, further
comprising: ’

data assocjating means for making and
maintaining, for a data item in the system, an
association between the data item and the identifier of
the data item; and

access means for accessing a particular data
item using the identifier of the data item.
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5. An apparatus as in claim 2, further
comprising: :
duplication means for copying a data item from
a source to a destination in the data processing system,
by providing said destination with the data item only if
it is determined using the data identifier that the data

item is not present at the destination.

6. An apparatus as in c¢laim 4, further
comprising: ' '

assimilation means for assimilating a new data
item into the systenm, said assimilation means invoking
said identity means to determine the identifier of the
new data item and ithking said data associating means to
associate the new data item with its identifier.

7. An apparatus as in claim 4, further
comprising:

duplication means for duplicating a data item
from a source location to a destination location in the
data processing system, based on the identifier of the
data item, said'ddplication means invoking said local
existence means to determine whether an instance of the
data item is present at the destination location, and
invoking said access means to provide said destination
with the data item only if said local existence means
determines that no instance of the data item is present
at the destination.

8. An apparatus as in claim 7, further
comprisings _ . ' } »
backup means for making copies of data items iﬁ
the system, said backup means maintaining a backup record
of identifiers of data items backed up, and invoking

duplication means to copy only those data items whose

"data identifiers are not recorded in the backup record.

78

GOOG-1019-Page 86 of 156




10

15

20

25

30

9. An apparatus as in claim 8, further
comprising:

recovery means for retrieving a data item
previously backed up by said backup means, based on the
identifier of the data item, said recovery means using
the backup record to identify the data item, and invoking

access means to retrieve the -data item.

10. An apparatus as in claim 2, wherein a
location is a computer among a network of computers, the
apparatus further comprising:

remote existence means for determining whether
a data item is present at a remdte location in the system
from a current location in the system, based on the
identifier of the data item, said remote location using
local existence means at the remote location to determine
whether the data item is present at the remote location,
and providing the current location with an indication of
the presence of the data item at the remote location.

11. An apparatus as in claim 4, wherein a

" location is a computer among a network of computers, the

apparatus further comprising:
regquesting means for requesting a data item at
a current location in the system from a remote location

in the system, based on the identifier of the data item,

said remote location using access means at the remote
location to obtain the data item and to send it to the
current location if it is present.

12. An apparatus as in claim 1, further
comprising: -

context means for making and maintaining a
context association between at least one contextual name
of a data item in the system and theiidentifier of the
data item; and
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referencing means for obtaining the identifier
of a data item in the system given a contextual name for
the data item, using said context association.

13. An apparatus as in claim 12, further
comprising:

assignment means for assigning a data item to a
contextual name, invoking said identity means to
determine the identifier of the data item, and invoking
said context means to make or modify the cohtext'
association between the contextual name of the data item
and the identifier of the data item.

14. An apparatus as in claim 12, further
comprising:

data associating means for making and
maintaining, for a data item in the system, an
association between the data item and the identifier of
the data item; , .

access means for accessing a particular data
item using the identifier of the particular data item;
and

contextual name access means for accessing a
data item in the system for a given context name of the
data item, determining the data identifier associated
with the given context name, and invoking said access
means to access the data item using the data identifier.

15. An apparatus as in claim 11, further
comprising:

transparent access means for accessing a data,'
item from one of several locations, using the identifier:
of the data item, said transparent access means invoking

'said local existence means to determine if the particular

data item is present at the current location, and, in the
case when the particular data item is not present at the
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current location, invoking said requesting means to
obtain the data item from a remote location.

16. . An apparatus as in claim 15, further
comprising:

identifier copy means for copying an identifier
of a data item from a source location to a destination

location.

17. An apparatus as in claim 15, further
comprising: -
context means for making and maintaining a
context association between a contextual name of a data
item in the system and the identifier of the data item;.

context copy means for copying a data item from
a source location to a destination location, given the
contextual name of the data item, by copying only the
context association between_the’contextﬁal identifier and
the data identifier from the source location to the '
destination location; and

transparent referencing means for obtaihing a
data item from one of several locations the system given
a contextual name for the data item, said transparent
referencing means invoking said context association to
determine the data identifier of a data item given a
contextual name, and invoking said transparent access

means to access the data item from one of several

locations given the identifier of the data item.

i8. An apparatus as in clainm 1, wherein at
leant some of said data items are compound data items,
each compound data jtem including at least some componenﬁ
data items in a . fixed sequence, and wherein the identity
reans determines the identifier of a compound data item
based on each component data item of the compound data
item.
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19. An apparatus as in claim 18, wherein said
compound data items are fileé and said component data
items are segments, and wherein the identity means
determines the identifier of a file based on the
identifier of each data segment of the file.

20. An apparatus as in claim 18, wherein said
compound data items are directories and said component
data items are files or subordinate directories, and

:whereln the 1dent1ty means determlnes the identifier of a

given directory based on éach file and subordinate
directory within the given directory-.

21. An apparatus as in claim 11, further
comprising: '

means for advertlslng a data item from a
location in the system to at least one other location in

the system, said means for advertising providing each of

said at least one other location with the data identifier
of the data item, and providing the data item to only
those locations of said other locations that request said
data item in response to said providing.

22. An apparatus as in claim 18, further
compr1sxng.

local existence means for determlnlng whether a
particular data item is present at a particular location
in the system, based on the identifier of the data item;
and '

compound copy means for copying a data item
from a source to a dgstination in the data . processing
system, said compound copy means invoking said local
existence means to determine whether the data item is
present at the destination, and to determine, when the

‘data item is a compound data item, whether the component

data items of the compound data item are present at the
destination, and providing said destination with the data
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item only if said local existence means determines that
the data item is not present at the destination, and
ﬁroviding said destination with each component data item
only if said local existence means determines that -the
component data item is not present at the destination.

23. An apparatus as in claim 11, further
comprising: _
means for verifying the integrity a data item

. obtained from said requesting means in response to.

providing said requesting with a particular data
identifier, to confirm that the data item obtained from
the requesting means is the same data item as the data
item requested, said verifying means invoking said
identity means to determine the data identifier of the
obtained data item, and comparing said determined data
identifier with said particular data identifier to verify
said obtained data item.

24. An apparatus as in claim 2, wherein a
location is at least one of a storage location and a
processing location, and wherein a storage location is at
least one of a data storage device and a data storage
volume, and wherein a processing location is at least one
of a data processor and a computer.

25, An apparatus as in claim 3, wherein at
least some of said data items are compound data items,
each compound data item including at least some component
data items in a fixed sequence, and wherein the identity
means determines the_identifier of a compound data item
based on the ldentifier of each component data item of
the compound data item.

26. An apparatus as in claim 3, further
comprising:
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context associating means for making and
maintaining a context association, for any data item in
th system, between the identifier of the data item and
at least one contextual name of the data item at a
particular location in the systen;

means for obtaining the identifier of a data
item in the system given a contextual name for the data
item at a particular location in the system; and

logical copy means for associating the data
identifier corresponding to a contextual name at a source
location with a contextudl name at a destination location
in the data processing system.

27. An apparatus as in'claim 25, wherein said
compound data items are files and said component data

" items are segments, and wherein the identity means

determines the identifier of a file based on the
identifier of each data segment of the file.

28. An apparatus as in claim 25, further

comprising:

compound copy means for copying a data item
from a source location to a destination location in the
data processing system, said compound copy means invoking
said local existence means to determine whether the data
item is present at the destination, and to determine,
vhen the data item is a compound data item, whether the
component data items of the compound data item are
present at the destination, and providing said
destination with the data item only if said local
existence means detegymines that the data item is not
present at tha.destination, and providing said
destination with each component data item only if said
local existence means determines that the component data

item is not present at the destination.
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29. An apparatus as in any of claims 1-28,
wherein a data item is at least one of a file, a database
iecord, a message, a data segment, a data block, a .
directory, and an instance an object class.

30. A method of identifying a data item in a
data processing system for subsequent access to the data
item, the method comprising the steps of: '

determining a substantially unique identifier
for the data item, said identifier depending on all of
the data in the data item and on the data in the data
item; and

accessing a data item in the system using the
identifier of the data item. '

31. A method as in claiml3o, further
comprising the step of: ,

making and maintaining, for a plurality of data
items in the system, an association between each of the
data items and the identifier of.each of the data items,
wherein said accessing step accesses a data item via the
association.

‘ 32. A method as in claim 31, further
comprising the step of:
assimilating a new data item into the system,

-by determining the identifier of the new data item and

associating the new data item with its identifier.

33. A method for duplicating a given data item
from a source locatign to a destination location in a '
data processing system, the method comprising the steps
of: '

determining a substantially unique identifier
for the given data item, said identifier depending on all
of the data in the data item and only on the data in the
data item;
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determining, using said data identifier,
whether said data item is present at said destination
location; and '

based on said determining, providing said
destination location with said data item only if said:
data item is not present at said destination.

14. A method as in claim 33, wherein said
given data item is a compound data item having a
plurality of component data items, the method further
comprising the steps of: ’
for each data item of said component data
items,
obtaining the component data
identifier of the data item by determining a
substantially unique identifier for the data
item, said identifier depending on all of the
data in the data item and only on the data in
the data item;
determining, using said obtained
component data identifier, whether said data
item is present at said destination; and
based on said determining, providing
sald destination with said data item only if
said data item is not present at said
destination.

35. A method for determining whether a
particular data item is present in a data processing
system, the method cowprising the steps of:

(A) for egch data item of a plurality of data
items in the system, '

" (i) determining a substantially unique
identifier for the data item, said identifier
depending on all of the data in the data item
and only on the data in the data item; and
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(ii) making and maintaining a set of

identifiers of said plurality of data items;

and

(B)

for the particular data item,
(i) determining a particular

substantially unique identifier for the data

item,

said identifier depending on all of the

data in the data item and only on the data in

the data item; and

(ii) determining whether said particular

identifier is in said set of data items.

36.

A method of backing up, of a plurality of

data items, data items modified since a previous backup

time in a data processing system, the method comprising

the steps of:
(A)

maintaining a backup record of identifiers

of data items backed up at the previous backup

time; and

(B)

37.

for each of said plurality of data. items,
(i) determining a substantially.unique
identifier for the data item, said
identifier depending on all of the data in
the data item and only on the data in the
data item;

(ii) determining those data items of the

‘plurality of data items whose identifiers

are not in the backup record; and .

(iii) based on said determining, copying
only those data items whose data .
idensities are not recorded in the backup
record.

A méthod as in claim 36, further

comprising the step of:
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38. A method of locating a particular data
item at a location in a data processing system, the
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method comprising the steps of:

(A) determining a substantially unique
identifier for the data item, said identifier
depending on all of the data in the data item
and oﬁly on the data in the data item;
(B) requesting the particular data item by
sending the data identifier of the data item
from the requestor location to at least one
location of a plurality of provider locations
in the system; and ‘
(¢) on at least some of said provider
locations, ‘
' (a) for each data item of a plurality of
data items at said provider locations,
(1) determining,a substantially unigue
identifier for the data item, said
identifier depending on all of the data in
the data item and only on the data in the
data item; and
(ii) making and maintaining a set of
identifiers of data items,
(b) determining, based on said set of
identifiers, whether the data item
corresponding to the requested data
identifier is present at said provider
locatjion; and .
({c) .based on said determining, when said
provider location determines that the
particular data item is present at the
provider location, notifying said
requestor that the provider has a copy of
the given data item.
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. 39. The method of claim 38, further comprising
the steps of: ' B
(a) for each data item of a plurality of data
items at said provider locations,
making and maintaining an association
between the data item and the identifier
of the data item, - _
(b) in response to said notifying, said client
location copying said data item from one of
- said responding‘remote‘locations, using said
association to access the data item given the
data identifier.

40, A method of locating a particular data
item among a plurality of locations, each of said
locations having a plurality of data items, the method
comprising the steps of: . ‘

- determining, for the particular data item and
for each data item of the plurélity of data items, a
substantially unique identifier for the data item, said
identifier depending on all of the data in the data item
and only on the data in the data item; and '
determining the presence of the particular data

item in each of said plurality of locations by _
determining whether the identifier of the particular data

item is present at each of said locations.

41. The method of claim 30, wherein said step
of accessing further comprises the steps of, for a given
data identifier and for a given current location and a '
remote location in 4#he system:

determining whether the data item corresponding
to the given data identifier is present at the current
location, and

. based.on said determining, if said data item is
not present at the current location, fetching the data
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item from a remote location in the system to the current

location.

42. The method of claim 41, further comprising
the steps of: ‘
for each contextual name at a location,
making and maintaining a context
association between the context name of a data item and
the identifier of said data item, and when some context
association changes at said current location, and
notifyiné,kaid remote location of a
modification to the context association.

43. The method of claim 42, further comprising
the step of:

at said remote location, updating the
association between the contextual identifier of the data
item and the identifier of the data item.

44. The method of claim 43, further comprising
the step of:

from said remote location, notifying all other
locations that said data item has been modified, by
providing the contextual identifier and data identifier
of said data item to said other locations.

45. The method of claim 44, further comprising
the step of, at each location notified that the data item
has been modified:

rmodifying an association between the contextual
identifier of the daga item and the data identifier of '
the data item, to record that the data item has been
modified.

46. A method of eliminating a data item at a
given location in a data processing system when said data
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jtem can be obtained from another location in the system,
the method comprising the steps of:

det rmining a substantially unique ldentlfler
for the data, said identifier depending on all of th
data in the data item and only on the data in the data
item;

making and maintaining a source assoclation
between the data identifier and at least one location at
which said data item is known to be present; and

based on said source association, if said data
item is present at said other location, removing the data
item from the given location.

47. A method of deleting a data item from a
location in a data processing system, the method
comprising the steps of:

for each of a plurality.of data items in the
system: ,
determining a substantially unique identifier
for the data, said identifier depending on all of the
data in the data item and only on the data in the‘data
item; and

making and maintaining, an association between
each of the data items and the unigque identifier of the
data items; and

for a given data item: .

determining a substantially unique identifier
for the data, said identifier depending on all of the
data in the data item and only on the data in the data
item; and )

determining whether a contextual identifier or;
a compound data iteam or a remote processor in the system
refers to the unique identifier of the data item, and
based on said determining, deleting said data item and
its association if no other contextual identifier or
compound data item or remote processor refers to said
data item.

91

GOOG-1019-Page 99 of 156




(Y]

.10

15

20

25

30

® :

48. The method of claim 47, wherein said
determining is based on a use count for the data item,
and wherein said data item is deleted only if said use
count indicates that no other contextual identifier or
compound data item or remote processor in the system
refers to the data item.

) 49. A method of substantially synchronizing
data items at a client location in a data processing
system after a period of independent changes on the
client and another location in the system, given a
context, the method comprising the steps of:

making and maintaining a list of changes to the
context association between each context name of a data
jtem and the identifier of said data item, in the given
context and during the period of ihdependént change;’

obtaining the list of changes from the other
location for the given context; and,

for each context name in the list of changes

' updating the context identifier
associations at the client whenever it is determined that
the context association of the given context name changed
either only at the client or only at the other location
during the period if independent changes; and

performing a conflict-resolution task such
as notifying an operator of the client location, whenever
it is determined that ﬁhe.context,association changed at
both the client and the other location.

$0. A method as in claim 49, wherein said
1ists are maintained,k as gqueues based on a temporal order}
and wherein, at said client location, said replacing is
based on said temporal order.

51. A method of maintaining at least a
predetermined number of copies of a given data item in a

data processing system, at different locations in the
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one wherein
identifier,
in the data

and wherein

data processing system, said data processing system being

data is identified by a substantially unique
said identifier depending on all of the data
item and only on the data in the data item,
any data item in the system may be accessed

using only the identifier of the data item, the method
comprising the steps of: ‘

(i) sending, from a first location in the
system, the data identifier of the given data
item to other locations in the system; and

(ii) in responaé to said sending, at each of

said other locations,

(A) determining whether the data item
corresponding to the data identifier is present
at the other location, and based on said

determining, and
(B)  informing said first location whether said

data item is present at the other location; and

(iii) in response to said informing from said

‘other locations, at said first location,

(A) determining whether said data item is

present in at least the predetermined number of

other locations, and based on said deﬁermining,

‘(B) when less than the predetermined number of

other locations have a copy of the data item,

regquesting some locations that do not have a

copy of the data item make a copy of the data
item.

52. A method as in claim 51, wherein said step
(3ii) further comprises the step of: )
(C) whenemore than the predetermined number of

other locations have a copy of the data item, requesting

some locations that do have a copy of the data item
delete the copy of the data item.
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53. A method as in any of claims 30-52,
wherein said data items are at least one of a file, a

database record, a message, a data segment, a data block,
a directory, and an instance of an object class.
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ABSTRACT OF THE DISCLOSURE

IDENTIFYING DATA IN A DATA PROCESSING SYSTEM

In a data processing system, a mechanism
jdentifies data items by substantially unique identifiers
which depend on all of the data in the data items and
only on the data in the data items. Existence means
determine whether a particular data item is present in
the system, by examining the identifiers of the plurality

of data items.
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IDENTIFYING DATA IN A DATA PROCESSING SYSTEM -
the specification of which (CHECK applicable BOX(ES)) o
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-> -> and (if applicable to U.S. or PCT application) was amended on

I hereby state that I have reviewed and understand the contents of the above identified specification, including the claims, as amended by any amendment:
referred to above. I acknowiedge the duty to disclose all information known to me 1o be material to patentability as defined in 37 C.F.R. 1.56. I hercby
claim foreign priority benefits under 35 U.S.C. 119/36S of any foreign application(s) for patent or inventor's certificate listed below and have also identified
below any forcign application for patent or inventor's certificate filed by me or my assignee disclosing the subject matter claimed in this application and having
a filing date (1) before that of the application on which priority is claimed, or (2) if no pﬁoxity claimed, before the filing date of this application:

PRIOR FOREIGN APPLICATION(S) Date first Laid- Date Patented - Priority Claimed

Number Country Day/MONTH /Year Filed open or Published or Granted Yes No

[ hereby claim the benefit under-35 U.S.C. 120/365 of all United States applications listed below and PCT international applications listed above or below
and, if this is a continuation-in-pari:(CIP ) application, insofar as the subject matter disclosed and claimed in this application is in-addition to that disclosed
in such prior applications, I acknowledge the duty to disclose all information known to me to be material to patentability as defined in 37 CF.R. 1.56 which
became available between the filing date of each such prior application and the national or PCT international filing date of this application:

PRIOR U.S. OR PCT APPLICATION(S) ' . Status

Application No. (series code /serial n0.) Day/MONTH/Year Filed pending. abandoned. patented

{ hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are believed 1o be
true; and further that these statements were made with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false statements may jeopardize the validity of the
application or any patent issued thereon. . .

And 1 hereby appoint Cushman Darby & Cushman,L.L.P. 1100 New York Avenue, N.W,, Ninth Floor, East Tower Washington, D.C. 20005-3918, telephone
number 861-3000 (to whom all communications are to be directed), and the below-named persons (of the same address) individually and collectively my
attorneys 1o prosecute this application and to transact all business in the Patent and Trademark Office connected therewith and with the resulting patent,
and [ hereby authorize them to act and rely on instructions from and communicate directly with the person/assignee/attomey/firm/ organization who/which
first sends/seat this case to them and by whom/which I hereby declare that I have consented after full disclosure to be represented unless/until T instruct
Cushman, Darby & Cushman in writing to the contrary. ‘ :

Paul N. Kokulis 16773 Edward M. Prince 22429 Dale S. Lazar 28872  Michelle N. Lester 32331

Raymond F, Lippitt 17519  Donald B. Deaver 23048  Glenn 1. Perry 28458 Jeflrey A. Simenauer 31933
G. Lloyd Knight 17698 . David W. Brinkman 20817 Kendrew H. Colton 30368 Robert A. Molan 29834
Carl G. Love 18781  George M. Sirilla 18221  Chris Comuntzis 31097 G. Pau! Edgell 24238
Edgar H. Martin 20534  Donald J. Bird 25323  Wallace G. Walter 27843  Lynn E. Eccleston 35861
William K. West, Jr. 22057 W. Warren Taltavull 25647  Lawrtence Harbin 27644  Frederick S. Frei 27105
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Inventor's Name (typed) David A, FARBER US.A.
First Middle Initial ow . Family Name © Country of Citizenship
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First Middle Initial Family Name Country of Citizenship
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Post Office Address (Include Zip Code) 3140 Whisperwoods Court, Northbrook. B. 60062
3. INVENTOR'S SIGNATURE: Date
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.§en“t By: Kinetech Inc.; ' ' B30 299 7608 ; - ng-16-03 1&4AM; Page 2/4

Please typa  plus aign (+) inside this box ' -3 B
. : L . PTO/SBI82 (10-00)
Approved for use (hroush 10/3-/2002. OMB 0651-0038 - -
Patent and Trademark Office; U.S. DEPARTVENT OF COMMERCE

Under the Paperwork Reoudlonwonoﬁ.‘;.'no( are raguec 1 respond to 3 collection of Informstion unless It disptays @ valid OMB convol numbar.
Application Number ) 09/987,723
REVOCATION OF POWER OF Flling Date - | November 15, 201
Flrst Named Inventor ’ Farber
: ATTORNEY OR - -
AUTHORIZATION OF AGENT | Group At Unit a7
' : : ' Examiner Name » - -1 Homere, Jean ) 1
T Attomey Dockel Number -39685-0036 © "

| hereby revoke all previous powers of attorney or authonzahons of agent given iy the above—
identified application:

(X A Power of Attomey or Authorizatid_n of Agent is submitted hsrewith.

OR . .
(] Please change the correspondence address for the above-identified appliation to;
- > fxﬁﬁi?xﬁ%ﬁ'do‘
0 Cqstomer Number L . | — Number Har Code
OR
Ol Firmor
Individual Name
Address ’
Address
City -
Country s ' State ' | zZIP l
Telephone - . Fax )

1 am the:

[7] Applicant/inventor.

Assignee of record of undivided part interest.
Certificate under 37 CFR 3.73(b) is enclosed,

SIGNATURE of Appllcarﬁ or Assignee of R_ecprd

Name Cineten Trne, by Ezea Guomad, Uf.
Signature | éf';_,____ (ol O -
Date Toky 16 2603

NOTE: Signalures of all the invefitors or essignees of record of the entire interest ar thetr representat: va(s) are reqmred
Submit multiple forms it more than one signature Is required see below’.
B *Total of 2 forms are submitted.
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- ) PTO/SBISZ (10-00)

Approved for use through 1013172002, OMB 0651-0038

Patent and Trademarx Office; U.S. DEPARTMENT OF COMMERCE

_Under the Paperwork Reduction Act of 1995 70 persons are required to respond to a collection of Inf ion unless il displays a valid OMS control number., ‘
Application Number .09/987,723 L
) Filing Date i November 15, 2001
REVQCATION OF POWER OF First Named Inventor - Fatber
ATTORNEY OR :
" AUTHORIZATION OF AGENT | Group Art Uni 2
o Examiner Name - o Homere, Jean
Attorney Docket Number 39685-0036

I hereby revoke all previous powers of attorney or authorizations of agent given in the above-
"| identified application: _

" [ A Power of Attorney or Authorization of Agent is submitted herewith.
- OR : . . , )
(] Please chang'e the correspondence address for the above-identified application to:

. Place Custormner
[2 Customer Number | ' | m— Number Bar Code
. . Label here
OR
OFirmor
" Individual Name
Address
Address
City : _
Country . o State | | ZIP l
Telephone I Fax |
[am the:

[ Applicant/inventor. -

B Assignee of record of undivided part interest.
- Certificate under 37 CFR 3.73(b} is enclosed.

. SIGNATURE of Applicant or Assignee of Record

Name : E\/-(:-"I' gp(AWij Q’\W? (‘/p‘yv._f(; (a‘,‘g" («Hc-Vlan.

la km‘/‘ff’ﬂw}
Signature % M
Date 'S /2 ¢ /y 3

NOTE: Signatures of all the inventors or assxgnees of record of the entire interest or their representative(s) are requ»red
Submit multipte forms if more than one signature is required, see below*.

| I _"Total of 2 forms are submitied.
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U.S, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Unda the Paperwork Reduction Act of 1995, no persons are required to respond to a coliection of lnformahon unless i d’xspiays a valid OMB control number.

Application Number 09/987,723 .
) . , Filing Date November. 15, 2001
POWER OF ATTORNEY OR |2 o
' : | First Named Inventor aroer
AUTHORIZATION OF AGENT o " 77
' Examiner Name Homere, Jean . :
AN Attorney Docket Number . | 39685-0036 - .. .= * = 4
| hereby appoint: ‘ . .' .
) Practitioners at Customer Number I 26633 L—-———’ Zﬁ,?bguss:.mczga
OR _ Label here
[J Practitioner(s) named below: -
Name Registration Number

as mylour attorney(s).or agent(s) fo prosecute the apphcanon identified above, and to transact all Business ln the Patent and |
Trademark Office connected therewith, - .

OR .

OR

B Practitioners at Customer Number

D The abovamenhoned Customer Number

Please change the correspondence address for the abov&identiﬁed application to:

26633

Place Customer
Number Bar Code .
Label here

"B Fmor
Individual Name

Address

Address

City

| State |

[z |

Country

- Telephone

JFax l

I amthe:

[J. applicanttinventor.

Bd Assignee of record of an undivided part interest, -
Certificate under 37 CFR 3.73(b) is enclosed. (Form PTO/SBI96),

SIGNATURE of Applicant or Asslgnee of Record

Name E/'Lc.b IS, lg,u../-/f"l_ . Seaw/ (a/ﬂa/wlﬂ Cou 5o | (qb[c'VVc‘rU
Signature @_é/ M 4 L\.l'vw/ft'lﬂf’f Twe
Date c/ig/c3

NOTE: Signatures of all the inveftors ér assignees of record of the entire interest or their representatlve(s) are requured
Submit multiple forms if more than one signature is required, see below®.

BI_“Totat of 2 forms are submifled
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‘Sent By: Kinetech Inc.; - 630 299 7608 ; .  Jul-16-03 604/\»4; Page 3/4

Piaasetypaemn@(o)mmmm -—)[3 " orosuet o
. L - " Approved for use theough 1031/2002. OMB 0851-0035

U.S. Patent s Trademark Office; U.S. DEF ARTMENT OF COMMERCE
Undar the Pme:wuk Redudmn Act of 1995 no persons are requited 16 respond to a collection of information uniess i dsplays a valid OMB control number,

e : Application Numbar 09/987,723
AT ; Filing Date . . | Novembar 15, 2201
POWER OF ATTORNEY OR  |——0—= :
\ S First Named Inventor Farber
AUT'HORIZATION OF AGENT Group Arl Unit 2917
‘ ' Examiner Name - | Homere, Jean R
\ 'f ‘ - Attorney Docket Number 39685-0036 - )
I hereby appoint: _
- B Practitioners at Cuslomer Number 26633 : }_. - B Zt’r%g“g;‘;’gi’d . -
OR - : Label here
0 Praculloner(s) named below: . ] »
Nane‘ ‘ Registration Number

as mylour attorney(s) or ageni(s) o prosecute the apprcabon identified above and to {ransact all business in the Patent and
Trademark Office connected therewith.

Please change the correspondence address for the above-idenlified application to:

[’] .The abovementioned Customer Number. " .| ptace Customer
OR 1 Number Bar Code
14 practitioners at Customer Number 26633 ' Labal here
OR

{2 Am or
individual Name

Address
Address ) ,
cy . .. " [ state | " [ zP |
Counlry o ' ’
Telephone . o } Fax J :

1 am the:

[j Applicant/tnventor.

Assignes of record of an undivided part interast.
Certificate under 37 CER 3.73(b) is enclosed, (Form PTQISB/S6).

- SIGNATURE of Applicant or Assignee of Record

Name | %4 \ME,TECH#IALQ by Ezen Goedmad A 2.
Signature 4 A e ! R ——

NOTE: Signalures of all the inventoi® or assngnees ol racord of the entire interes! or their representatlve(s) are required.
Submit multiple forms if more than one signature is required, see below*,
B Tolal of 2 forms are submitied.
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: PTO/S 8196(08-00)

Apprwedfovuse fhrough 10/31[2002 OMB 06851-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under mPapeworkRedumMoHB% mwmmmwmmmbawmdmmwnmadspbysavammmm

STATEMENT UNQER 37 CFR 3 73(b)

ApptlcanUPatent Owners: Cable & Wu'eless Internet Services, Inc. and
Kinetech, Inc, -

Application No/Patent No.: 09/987,723 ‘Filed/lssue Date: November 15, 2001

" Entitled: Identifying Data in a Data Processing Systenm

_cable & Wireless Inteinet Sefvices, Ine, x| Corporation ;
(Name of Assignge) o (Type of A&s:gnee, 8.9, wpomhon, partnership, umversity govermnemagency et:)

states that it is>

1. E] the assignee of the enlire right, titie, and mterest: or
2. @ an assignee of an undivided part interest

in the patent applncahonlpatent |dent|f' ed above by virfue of either:

A.[0 An assignment from the inventor(s) of the patent appllcahonlpatent identified above. The assignment was

recorded in the Patent and Trademark Office at Reel , Frame , or for which a copy thereof is
attached, .
OR
B.B3 A chain of title from the mventor(s) of the palent apphcahonlpatent identified above to the current assngnee as
shown below: )
1. From: Inventors To: Kinetech‘ Inc.

The document was recorded in the United States Patent and Trademark Ofﬁoe al
Reel 012313, Frame 0446, or for which a copy thereof is attached,

2. From: Klnetech Ing, ' To:Digitat lgg d. Ing.
The document was recorded in the United States Patent and Trademark Office at

Ree! 013306, Frame 0780, or for which & copy thereof is attached.

3, From:Digital Istand, Inc, To:Cable & Wireless Internel Services, Inc. (Name chan 1)

The document was recorded in the United Stales Patent and Trademark Office at . ' -
Reel , Frame , or for which a copy thereof is attached. ’

[0 Additional documents in the chain of title are listed on a supplemental sheet.

B9 -Copies of assignments or othér documents In the chain of title are attached,

[NOTE A separale copy (i.e., the original assignment document or a frue copy of the original document)
must be submitted to Assignment Division in accordance with 37 CFR Pan 3, lf the assignment is to ba
_ recorded in the records of the USPTO. See MPEP 302.8)

The undersigned (whose mle is supplied below) is empowered to sngn this stalement behagliof the asslgnae.
slsfos D

~ Date ’ """ signature
Efic T.6 Lm//L [
Typed or printed hame » s
{c"l!’// ()/ﬂd./‘r%f ((/"\S" /
Title
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.“§ent By: v‘Kinetech Inc.; 630 299 7608 ; .dyi:16-03 ‘OSAM; Page. 4/4

PTQ/SBSE (08-00) |
tor use through 10/3 Y2002. OMB 065 $-0031
\L.S. Palont and deamark Offico; U.S. DEPAFTMENT OF COMMERCE
Under the Puwworkhadudmw(ol 1995, ho persens sre required o respond to a cobudien of Fift urisss & displays a valikd OMB conbrol number,

TATEMENT UNDER 37 CFR 3.73(b)

Appfcam!PalentOwners Kinetech, Anc. and

W*Wmmmmmc

Application No/Patent No.: 49/987, 723 Filed/lssue Date: November 15, 2001

Entiled: Tdenlilyiny Dats in u Data Processing Systém

Kinetech, Inc. ) 8 Carnoration

{Nams of Assignes) . (Yype uf Assignoe, 0.9., corporation, p rship, ivarslty, g t egency, elc)
slales lhal itis: ' B '

1. [ theassignee of the enure fight, title, and interest; or
2. [ enassignee of an undivided part interest

in the patent application/patent a‘dehliﬁad above by virtue of either:

AR An assngnment from the inventor(s) of the palent application/patent identified above. The assignment was
recorded in the Patent and Trademark Office at Rcoi 012313, Frame 0446, or for which & copy lhereot is

attached.
"OR
B. J Achain of title from the inventor(s), of the patent application/patent identified above, to the curranl assignee as
shown bolow, .
"1, From: ' . To

The document was recorded in the Umted States Pateni and Trademark Office at
Reel , Frame . o for which a copy thereof is attached,

2. From:_____ ) Tor____.
The ducument was recorded in the United States Palem and Trademmk Difice al .
Reel , Frame . or for which a copy thereof is altached.
3. From . To._ . .
The document was recorded in the United States Patent and Trademark Ofﬂce at
Resl . Frame . or for which a copy thereof is attached. -

()} Additionat documents in the chain of title are listed on a supplemental sheeét,

& Copies of assignments or other documents in the chain of title sre altached.

. [NOTE: A separate copy (i.e., the original assignment document or a true copy of the original document)
must be submitted to Assignment Division in accordance with 37 CFR Pan 3, if the assignment is ‘o be
recorded in the records of the USPTO. See MPEP 302.8)

.- The undersxgned (whose titie is supplied below) is empowered 10 sign lhls 5lalemenl on behalf of the issignsee.
te . ! Sngnatura

el
EzrA (vpunman
Typed or printed name

\ice FQE'S\DENT'-
The -
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Attorney Docket No. 40055-0008

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
David A. FARBER et al.

Application No.: Unassigned Art Unit: Unassigned
Filed: Concurrently Herewith Examiner: Unassigned

Title: IDENTIFYING DATA IN A DATA PROCESSING SYSTEM

PRELIMINARY AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Prior to examination, please amend the above-identified Application as set forth in the

Amendments below.
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In The Specification:

Page 1, following the title, please insert the following:

--This application 1s divisional of U.S. Application No. 09/987,723, filed November 13,
2001, which is a continuation of U.S. Application No. 09/283,160, filed April 1, 1999, issued as U.S.
Patent No. 6,415,280, which is a continuation of U.S. Application No. 08/960,079, filed October 24
1997, issued as U.S. Patent No. 5,978,791, which is a continuation of U.S. Application No.
08/425,160, filed April 11, 1995, now abandoned. The entire contents of each of the above-

2>

identified applications are hereby incorporated by reference.-—-
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In The Claims:

Claims 1-45 (Cancelled).

46.  (Original) A method of eliminating a data item at a given location in a data
processing system when said data item can be obtained from another location in the system, the
method comprising the steps of:

determining a substantially unique identifier for the data, said identifier depending on
all of the data in the data item and only on the data in the data item;

making and maintaining a source association between the data identifier and at least
one location at which said data item is known to be present; and

based on said source association, if said data item is present at said other location,

removing the data item from the given location.

47.  (Onginal) A method of deleting a data item from a location in a data processing

system, the method comprising the steps of;

for each of a plurality of data items in the system:

determining a substantially unique identifier for the data, said identifier depending on
all of the data in the data item and only on the data in the data item; and

making and maintaining, an association between each of the data items and the unique
identifier of the data items; and

for a given data item:

determining a substantially unique identifier for the data, said identifier depending on
all of the data in the data item and only on the data in the data item; and

determining whether a contextual identifier or a compound data item or a remote
processor in the system refers to the unique identifier of the data item, and based on said
determining, deleting said data item and its association if no other contextual identifier or compound

data item or remote processor refers to said data item.
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48. (Original) The method of claim 47, wherein said determining is based on a use count for
the data item, and wherein said data item is deleted only if said use count indicates that no other

contextual identifier or compound data item or remote processor in the system refers to the data item.

49. (Original) A method of substantially synchronizing data items at a client location in a
data processing system afier a period of independent changes on the client and another location in the
system, given a context, the method comprising the steps of:

making and maintaining a list of changes to the context association between each
context name of a data item and the identifier of said data item, in the given context and during the
period of independent change;
obtaining the list of changes from the other location for the given context; and,
for each context name in the list of changes
updating the context identifier associations at the client whenever it is
determined that the context association of the given context name changed either only at the client or
only at the other location during the period if independent changes; and
performing a conflict-resolution task such as notifying an operator of the client
location, whenever it is determined that the context association changed at both the client and the

other location.

Claims 50-53 (Cancelled).
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REMARKS

Applicants respectfully request that the foregoing amendments be made before examination

of the present application. A first office action on the merits is awaited.

Respectfully submitted,

Dated: \Q/\Q/%‘ 200% By: ( \%ﬂﬂ

| \ Brian Siritzky ) _J

Registration No: 37,497
HELLER EHRMAN WHITE Customer Number 26633
and McAULIFFE LLP
1666 K Street, N.W., Suite 300
Washington, D.C. 20006
Telephone (202) 912-2000
Facsimile (202) 912-2020
5
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