United States Patent

US006578158B1

(12) (10) Patent No.: US 6,578,158 B1
Deitz et al. 45) Date of Patent: Jun. 10, 2003
(549) METHOD AND APPARATUS FOR 5,922,077 A 7/1999 Espy et al. ... e 11477
PROVIDING A RAID CONTROLLER 6,129,027 A1 * 2/2001 El-Batal ...... ... 370/222
HAVING TRANSPARENT FAILOVER AND 6,219,753 B1 * 4/2001 Richardson .. ... 711/114
FAILBACK 6,330,687 B1 * 12/2001 Griffith ....ooovieeiiiinn, 714/6
* cited b i
(75) Inventors: William G. Deitz, Niwot, CO (US); ctied by examuner
Keith Short, T.aFayette, CO (US) Primary Examiner—Robert Beausoliel
) . . . Assistant Examiner—Marc Duncan
(73) Assignee: I{lternatl(')nal Business Machines (74) Attorney, Agent, or Firm—Dorsey & Whitney LLP
Corporation, Armonk, NY (US)
(€) ABSTRACT
(*) Notice: Subject to any disclaimer, the term of this )
patent is extended or adjusted under 35 A method and apparatus for controlling a memory system
U.S.C. 154(b) by O days. 100 comprising a p%urahty of controllers 10§ connected by
a fibre channel arbitrated loop 145 to provide transparent
. failover and failback mechanisms for failed controllers. The
(21)  Appl. No.: 09/429,523 controllers 105 are adapted to transfer data between a data
(22) Filed: Oct. 28, 1999 storage system 120 and at least one host computer 110 in
5 response to instructions therefrom. In the method, a unique
(1) Inte CLT GO6F 11/00 identifier is provided to each controller 105. The operation
(52) U..S. Cle o, 714/11; 714/5 of the controllers 105 is then monitored and, when a failed
(58) Field of Search ..., 714/6,7, 8, 11, controller is detected, a failover procedure is performed on
714/710, 5; 711/114 a surviving controller. The failover procedure includes dis-
) . abling the failed controller and instructing the surviving
(56) References Cited controller to assume the identity of the failed controller.

U.S. PATENT DOCUMENTS

5,237,658 A 8/1993 Walker et al. .............. 395/200
5,274,645 A * 12/1993 Idleman et al. ........... 371/10.1
5,367,669 A 11/1994 Holland ct al. ............. 395/575

Thus, the surviving controller is capable of responding to
instructions addressed to it and instructions addressed to the
failed controller, and the failure of the failed controller is
transparent to the host computer 110. A computer program
and a computer program product for implementing the

5,553,230 A * 9/1996 Pelersen el al. .. ... 395/180 method are also provided
5,757,642 A 5/1998 Jones ........... e 364/134 sop :
5,790,775 A * 8/1998 Marks et al. .......... 395/182.07
5,812,754 A * 9/1998 Tuietal. ............. 395/182.04 25 Claims, 4 Drawing Sheets

110a 110b

\ \

HOST COMPUTER HOST COMPUTER
1554 1553 1559 1558
HBA HBA HBA HBA
L]

100 A
[ HB Ny

[ I
=
o
o =
o an
o o

- mmmm—mmm
—
<
o
o

1962~ LM N0~
FALCOVER FALLOVER
PORT | | PORT PORT | | PORT

ACTIVE INACTIVE

05" covROLLER

)
S

ey

130--"

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Jun. 10, 2003 Sheet 1 of 4 US 6,578,158 Bl

HOST COMPUTER 10
HBA ~\-1552 155" HBA
} 1
100 Y Y
N HUB 1504 . HUB 100
a ] [
IS RRSIRY B S B R N
L CEEN
5" | (- Ty T Te~, | { | | 166
ACTVE T [PRER ACTVE T TFALLOVER
PORT PORT | | . | LLPCRL PO m
0a—t1_ROM CPU -1 ROM cPU
180a—"LCACHE (| 10— {CACHE ™~ 1050
052 CONTROLLER 205 CONTROLLER
120 : A
N é é é 9 140a :
: N |
5 CEEEHE]Y
13-} A

- - = = - ——— = = = — = =d

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent

Jun.

10, 2003 Sheet 2 of 4

US 6,578,158 B1

1102 110b
\ \
HOST COMPUTER HOST COMPUTER
155A 1558 155 1558
HBA HBA HBA HBA
Iy :f 4 :4
100\» / | Yy ; ! ; : \
M52 | HUB R HUB 1150
—T7 T -
9~ | e 200 1)
FALLOVER FALLOVER
PORT PORT PORT PORT
ACTVE | [ INACTIVE NACTIVE] | ACTIVE
A [™-105b
1052
CONTROLLER CONTROLLER
o - A 5
| % 0000 M !
: B !
i 8888 "o | !
- CEEE A

. e — — — —— — m m  — —  — — — — ——————— = ———

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Jun. 10, 2003 Sheet 3 of 4 US 6,578,158 Bl
v
( START ) RESPOND TO 110
INSTRUCTIONS FOR
Y SURVIVINGAND ™
PROVIDE UNIQUE FAILED CONTROLLERS | 5y
9210~ IDENTIFIER
A 4
Y POLL FAILED
COW%\{I}%ATE CONTROLLER ™
25" IDENTIFER 250
- FAILED
"y CONTROLLER
BEGIN DUAL- REPLACED?
ACTIVE OPERATION |
1 225
EXCHANGE PINGS CO%%‘JEATE
A DENTFER | 259
230
T
DETECTED? CONTROLLER
ASSUMES IDENTITY OF [™~260
FAILED CONTROLLER
DISABLE FAILED - -
235~  CONTROLLER '
Y RESUME DUAL-
ASSS,“:"E Aﬂ%%m 270/ ACTIVE OPERATION
207 CONTROLLER T
SYSTEM
REBOOTED?
START
FIG. 3
A L A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Jun. 10, 2003 Sheet 4 of 4 US 6,578,158 Bl

280
h B
2571 N
]
B B,
3571 TN 2071 "N
FAILBACK FAILOVER
320" UNIT 295" UNIT

P REINITLIRE)IEATION | DISABLING P INITIkﬂ%TION
325 N 300 UNIT 30 i

FIG. 4

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




