PCT/US99/01988

WO 99/39285

3/30

(s)18ureyuo)

g¢ Ol

SHiEE, (RWEH1ERa. - Exhibit 1002 - Page 239

SUBSTI TR

_ Jueu|
[eJuo
plmI) (1 2u)
13UIRJUOY 19)ndwio) [euosiad
. JEMS 00
(9 ans) (1 aug) 1 (s)saurejuo)
UONBISHIOM
UONBISHIOM %,. )
_ NYM _ _ abed qam
ENTEITT
((famaeo )
(zons)
JEIVEN
(s)iurejuo) (s)iaureyuo)
JEINELS
(s)1sureyuo) (s)iaurejuo) (s)iaurejuo) (s)iaureyuo)
(s)i8urRu0)
JEINEIS




PCT/US99/01988

4/30

E M RS (s)1ureyuo)
EMaJe .
_ jeuenul = abei0ig
JouEIu0 fevared)| (_Aewareo )
(s)seureluo) (v us)
JOUIENOD 13UIBJUOD
Aemajen) j E Remayes) (s)1aureiuo)
98ls (1 aus _
UONBISHIOM UONEISHIOM abelois (e au9)
Remolen| | abeq gam
L
- JENE
abeiols
Aemajes) =

8¢ Ol

p Inc. - Exhibit 1002 - Page 240

Inc. and Yel
26)

E

Petitioners Twitter

WO 99/39285

Aemajen

(s)1aurejuo)

19MBS -

abel0is
Remajen

(s)18urgluo

G 8IS afieioig a
s ENSIED | T aug)
JONBS
(s)iaureyu0) (s)18ureyuo)
1888
abeio)s

(s)1aurejuod

(s)1aurejuo)

abeliols
Aemajen)

abeiois
Aemajen)

abel0ig
Aemaiey)

(s)1aurejuo)

abeloig

Aemajen)

SUBSTITUTE SHEET (RUL



WO 99/39285

PCT/US99/01988
5/30
T VU s i
| ceemmmes=msccsssesssemessessecosssssnsoocoossssses . :
'i Container Gateway 200 '
" Gateway Storage 205 :
i Analysis Engine 400 :
! Data Reporting Means 600 i
E Data Collection Means 700 ;
E Execution Engine 500 i
: 5061 Al :
! Editors :
: 506120 B :
' 125 :
E 506 | 9081 210 :
l 908 510 !
: o [4041] 404{4041 20 | - U :
‘ 710 "
: 908120 :
: ! | 5061 ':
: : 506120| 506 ‘;
& - :
I Search Engine 320 :
{ E Search Interface 300 :
| :
3 Database 900 '
¥ '
| 5
s :
|1 '
| ¢ Site 1 J ‘
| :
I i
I ':
| 4 '

SUBSTITUTE Sﬁ(&ﬁﬁ&erﬁéﬂﬁgrﬁé%nd Yelp Inc. - Exhibit 1002 - Page 241



WO 99/39285

PCT/US99/01988
6/30
N 201

} ____________ M
| E
[ H
i i
4 :
| ’ [
| Container Gateway 200 :
L Gateway Storage 205 :
: ' Analysis Engine 400 :
| i Data Reporting Means 600 E
]I ; Data Collection Means 700 ;
| i Execution Engine 800 =
!} :
| § 5261 Al ;
| E(1il1t%rs :
| b20 210 ;

: 928 510 .
Il : e |4241]424|424120| - '6i:l|8 E
| i 928120 i
§ l 5261 5
s 526120| 526 ;
| L== - :
b Search Engine 320 :
: , Search Interface 300 :
i :
L Database 900 '
| 3 l
! :
|4 :
|} :
| Site 2 d)ﬂ :
3 :
¥ :
2 E

SUBSTITUTE Sl‘fﬁ%ﬁne&{wlﬁ% Iﬂ%)and Yelp Inc. - Exhibit 1002 - Page 242



PCT/US99/01988

WO 99/39285

7130

lll|I-|IIII.I||.I-I.....I-Illll..iIllllllll.llllillil.ll..llllllll.lllI|I|.I..I|I|I.l||II|I|
lllllllllllllllllllllllllllllllllll

i
1
" :
i
1 '
~— 1 '
=] | \
ol | .-
I : "
| o :
=X 221 E "
_QI/\m m112 :
_ :
1
| _.
- =) )
N i
- 218 3 “
- E “
i
- 3 i _.
_ : =l o » :
1 Q| S i
—
| 2| g __
- Oln =) .
" ol > o 4/ '
_ [] = (0] < ]
) == o™ ™ i
| Sl ~ I
c —— — 5 -.nl.w i
_ " o ) Lo o [ap] Qlu 1
1 (&) 4] ™ ~ ) "
_ " .l m..u B\ A 1
4 L}
]
_ " 3L “
|-y “
| — _
1
| = .
1 — !
_ ! [oe) I
' ™ "
| ; =) 1
]
| .
| "
L]
| _
! 1
_ 1 "

FIG. 2E
SUBSTITUTE Sﬁ%gllﬁf&{ i etlacﬁﬁnd Yelp Inc. - Exhibit 1002 - Page 243



PCT/US99/01988

WO 99/39285

10

g

- = = = e = e e e W MR R AR R S e e e e R e e e S e e A

lllllllllllllllll
llllllllllllllllllllllllllllllllllllllllllllllllllllllll

Ly
ooOowmo
=0
or—Od
(1W]
&
=
[re]
22| =
| @ <
o (e)]
u
RIS - S
> @ Ml s
o| < ol
=l (=) ol
| © (3]
=1 I ..ne
o] O | N
O|h =l =19
5| = X S8 N
elz > S|8 <
tw <3 43 ] @
na1 L <t ()] Pt
HEIE e - o
n mv_ Fa
o2 <t
< <
o Ao
o
(aV]
v
e0]
=T
()]

FIG. 2F
SUBSTITUTE S}'iﬁwfﬁ{wtet Ii%fnd Yelp Inc. - Exhibit 1002 - Page 244



PCT/US99/01988

WO 99/39285

9/30

10

(o

lllllllllllllllllllllll
llllllllllllllllllllllllllllllllll

@
oomno
=0
o0l
L
&
Mul.wg ~—
VIR B
) (o))
2Slw
Qe
U_Jn/_ 0
o | o
2| D
ol
=2
©|S
Ol
s|g 4/
..wW
=@ 6
e|3 4
——
Q|° 2
o
(aV]
-~
(e 0]
{Te]
()]

FIG. 2G

SUBSTITUTE S}?ﬁﬁoileﬁ{wﬁeé Iﬁcéfnd Yelp Inc. - Exhibit 1002 - Page 245



PCT/US99/01988

WO 99/39285

10/30

— — —

Illllllllllllil[lllllllllllrllll

Illllul.llllll.lllllllllll.lllr..lllll.l

All
Editors
110
125
210
510
610
710

Independent Analysis Engine
400

Independent Execution Engine
500
Data Collection Means
700
Data Reporting Means
800

Database 900

FIG. 2H

SUBSTITUTE Sﬁ%lﬁlter& i ehhfﬁind Yelp Inc. - Exhibit 1002 - Page 246

Site 6 }

Illllllllullllcllll.l-llllllllllllllllclltllll.lllll



WO 99/39285

PCT/US99/01988
11/30
- U ]
= ]
—J
]
L] 0] i
e 1100
O O e
= = L 1300
ey T _ 1400
= 1500
- 10900000
0 1 10800000
- . —1 10700000
110600000
10500000
FIG. 3A

SUBSTITUTE Sﬁ%@qﬂ?ﬁﬁftlﬁ%?nd Yelp Inc. - Exhibit 1002 - Page 247



WO 99/39285

PCT/US99/01988
12/30
o[l
] [ D
]
1
O o -
O ] 1]
= 0
O
1] N O
i
10400000
0 . 1 10300000
- | —1 10200000
1 10100000
_ 10000000
FIG. 3B

Petition

ers Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 248
SUBSTITUTE SHEET (RULE 26)



WO 99/39285 PCT/US99/01988
13/30
P (100)
; Any Unique .

Any Unique Contginerigation Any Unique
Container (100) Process (1098) Content (01)
Unique Gateway Unique Search Unique Interface

(200) Process (2) (4)
Unique Output Unique Processor Unique Memory

Device (16) (CPU) (18) Means (22)

Any Unique Unique Input Unique Communication

Process (8) Device (24) Means (28)
Unique Data Storage : Unique Search

Device (20) Unique Bus (12) Interface (300)

Any Unique Any Unique Any Unique

Editor (y) (7) Engine (z) (9) Network (a)

. Any Unique Class of Any Unique Class of

Any Ld“'.q“e Proqessg%t process at any Unique Device, Process or
any Unique Device class of Devices 990 Content 999

Unique Input Device
Process 240

Unique Output Device
Process 160

Unique Interface
Process

SUBSTITUTE SHEET (RU

FIG. 3C

Petitioners Twiit‘eé Iﬁc. and Yelp Inc. - Exhibit 1002 - Page 249

6)




WO 99/39285

101000

102000

103000

104000

105000

106000

107000

108000

109000

120000

121000

123000

125000

127000

129000

PCT/US99/01988
14/30
Container Registers 101000 to 129000
il 100
Gateway 200 |
O s O
Container System
History Gateway Storage 205 History 110000
Active Time Active Space | 111000
Passive Time Passive Space | 112000
Containerized
Neutral Time Eler&ents Neutral Space | 113000
Containment Identity 114000
Inclusion Value 115000
. Ownership
Ownership Addresses 116000
Creator Proportionate
Profile Ownership 1 1_7 000
Points Receptivity 118000
Other Reg. Influence 119000
Reporting Neutrality 122000
Acquire Create 124000
Content Title Content Key | 126000
Content Title Security 128000
Parent
J e _J
Y R
120 120
FIG. 4

SUBSTIT@TEOWTM‘E@W‘C' - Exhibit 1002 - Page 250



WO 99/39285

Container in Glass
Displayed (10361)

15/30

| Input - Select Container

PCT/US99/01988

Level (10100)
Levels Displayed (10200)
1 Enter
i Input - Select Container Identity
Class (10300) 10695
v v V4
Input - Create | Input-Sent | Input - Locate
(10400) (10500) (10600)
1
CO“ta'{}%ﬂS;“p'ata Containers Available (Location “061@"'
(10510) v
v Input - Selgé:; 5
tai 1
Input - Add, Modify or v Container (10620)
—  Delete Content Input - Select Container Y
(10700) (10520) (Permission (10630) )
I 4 / Y
- : Input - Name and /L
—-»@'t E)E?gts(sig)ntalnﬁ_‘ / Password (10640)
v ¥
| Input - Add or Select
l Register (10540)
A l
Available Input - Modity/Dei%_
Registers (10550) Register (10565)
Input - Select Register Input - Edit Register
(10500) (10570) “.
|
Y
Publish (11100)
E-C Locations (11200) )—:]
Input - Select Residence (11300)
FIG. 5 >, System Publishes (11400) /~

SUBSTITUTE SHEET (

Petitionerii\_/}(il[i% Inc. and Yelp Inc. - Exhibit 1002 - Page 251

26)



WO 99/39285 PCT/US99/01988

16/30
_ |
s , ' L Input - Containerize or Select Container
gz E e E e Level (301 00)
' Containerize i!:!
L (1100 i
| (seeFig.5) 1 | (__ Levels Avallable (30200)
| ./
-1 Input - Select Container Level (30300)
Input - Edit/ System Searches Available
Enter Search { Containers Containers/Sites
(30310) | (30400) (30410)
l System Submits l
to Analysis
Search Template Exchange (30500) Input - Select
Options (30320) - - Container (30420)
Analysis Engine
Searches Data-
base (30600)
Input - Select System Accesses System Goes
Search (30330) Containers. Sites to Container
or Templates (30430)
(30700)
~ /~ Container on
l \._ Screen (30440)
Input - User Review
(30450)
Input - Select Gateway Records
Operation (30460) | (SOYBOO) l_
Obtain Result Vﬁgﬁﬁ?ﬁi}ﬂ‘
(30470) ) Collection |1,

: ' 1
| I (600,700) - I'
I (see Fig. 8) ﬂ

‘-—-!

FIG. 6

SUBSTITUTE SHﬁEQF i&%&% Eg and Yelp Inc. - Exhibit 1002 - Page 252



WO 99/39285

PCT/US99/01988
17/30
[ ™" "Containerize or Select Container
___ T N .. Fr—
ol e
5 (1 10) ::;: " Levels Available ;
Input - Select Container Level
---------------- | it |
: ! Search Transits
, ' Input Enter System Searches Do
—> : L Gateway
Wi B NN conisines |} (32100
T 1 System Submits
_____________ to Analysis
..~ Search Options 1 _1___Exchange _ | .
LN @290y . werememergemneonns
-------- Analysis Engine
Searches Data-
11 ___base ___ i : v
\ Input - Select ! Gateways Interact
+Search | with Registers
""""""" (32200)
e e b | -1
i iSystem Accesses! ! v
i :lCont_?_mers Sltes: : Container Gateways Store
. 1 orTemplates ; . Registers Altered Information
(32500) (32300)
Registers Interact Gateways Report
/w Search > Information
Interface (32600) Registers (32400)
! Analysis Engines 1411
Database (900) [€—— stores, Analyzes !i!:
T " and Instructs (40 ):l‘}:
': Execution - : : ::
: Engines i
E (500) i}:'

FIG. 7

-
e

SUBSTITUTE SHﬁLEQP i{(\iﬁ_,% |EC and Yelp Inc. - Exhibit 1002 - Page 253




WO 99/39285

Engines Available
(70330)

Input - Select
Engine (70500)

18/30

PCT/US99/01988

Input - Select Colection or
Reporting (70100)

v

(Container Levels Available (70200) )

v

input - Select Container Level (70300)

v

v .r.. .

/ \nput - Edit Collection / L Evaion |
Parameters (70510) : En%lfnle :

" )

s e
- —

"\' -

“'-..--_..-ﬁ

System Distributes
Parameters at

Level to Engines

(70520)

L/

Containers
Available (70320)

Input - Select
Gateway (70400)

Input - Edit Reporti

ng
Parameters (70410)

v

System Distributes
Parameters at

Analysis Engines
Collect from
Gateways Using
New Paramemters
(70530)

- -
——————

Analysis
Engine
._(see Fig.9) |

\
R
i
]
J

SUBSTITUTE SH

.""--—.. _———

Databases (900)

Level to Gateways
(70420)

Gateways Report to
Analysis Engines
Using New
Paramemters
(70430)

—>

FIG. 8

ll Sub-analysis

I (70440)

|
|
|
 (see Fig. 87) )

T —— — -

e s |tt I&c and Yelp Inc. - Exhibit 1002 - Page 254



WO 99/39285

PCT/US99/01988
19/30
conp—
' Analysis |
+  Engine |
o (400) ;
LL:--:--“--*—-----—. emma l ammn -* ST
Eh N —F-ié.-;- N _E:,:: Communication Means (800) E‘ o I—:;g- -B-“_ -EE‘.' e
| t ;::f,'.*___"::a |
' Analysis |
‘ Engine
:___(4002 __,:
(40-100)
Analyzes, Determines, Compiles
Instruction On
I
v v v v ¥ v
Container Storage Access Search
Container Contents Schemes Routes Templates Gateway
(40120) (40130) (40140) (40150)
Yo Y v v Y v
ST | Move or Move or Alter Add, Delete, Alter
v Fig.5 _3 Copy Copy Gateway Change Gateway
Wz Containers Containers Pointers Search Registers
to New to New (40145) Phrases & & Pointers
Containers Reference (40165)
Objects
l (40155) J
v v
v
Instructs Execution Engine
(40200)
Y
I Communication Means (800) l
Y
Containerized Instructions Transit
Gateways (40300)
Y _
] |
™ “Fig. 12 |
| (automated) _|.|'|'I
FlG 9 .\(40400)/4

== Pmgtitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 255

SUBSTITUTE SHEET (RULE

26)




WO 99/39285

PCT/US99/01988
20/30
EXECUTION ENGINE
I Communication Means (800)
Receives Instructions from Analysis
Engine (50100)
o) %_' s
' Execution ,
' Engine |
:H_(SOO)__,l
l Communication Means (800) l
v
Containerized Instructions
Transit Gateways (50200)
¥ v v Y ¥ v
Create Alter Alter Alter Alter Alter
Containers Container Storage Access Search Gateway
(50210) Contents (50240) Routers Templates Instruc-
(50230) (50250) (50260) tions
e T e =
;'-"':":‘F;%":":g:":’:"':,‘ﬁ:: Move or Move or Alter Add, Delete, Alter
:(autogi ated) i Copy Copy Gateway Change Gateway
H (50215) 1| |Containers Containers Pointers Search Registers
k oo to New to New (50255) Phrases & & Pointers
e Containers Storage Reference (50275)
(50235) (50245) Objects
(50265)

l

l

v

l

FIG. 10

Petitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 256

SUBSTITUTE SHEET (RULE 26)




WO 99/39285 PCT/US99/01988

21/30

GATEWAY EDITOR

{

: Input - Containerize or Select
'L Gateway Level (20100)

------------

| o i Geve!s Available (20200)
| (see Fig. 5)_ i wL
T Input - Select Gateway Level
(20300)
Available Gateways System Searches Available Gateway
(20600) Gateways (20500) Templates (20700)
Input - Select ' Input - Select Gateway
Gateway Level Template
(20610) (20710)
System Goes to System Goes to
Gateway Template
(20620) (20720)

Gateway on Screen @mplate on Scree)
' (208630) (20730)

|| Input - Edit Gateway Input - Edit or Create | |
(20640) Gateway (20740)

FIG. 11

SUBSTITUTE SI_I?%%O era{ﬁltetlﬁ%ﬁnd Yelp Inc. - Exhibit 1002 - Page 257




WO 99/39285 PCT/US99/01988

22/30

GATEWAY PROCESS

System Operation, Search Process or
Element/Process Container in Transit
(21100)

Container Transits
Gateway (21200)

'

Gateways Interact with

l Registers (21300)
Container Registers Gateways Store (21400)
Altered (21500) Container Information
Registers Interact /w Gateways Report
Search Interface = Registers Information
(21600) (21700)

| e

l_AnaIysis Engines
Reporting and } 5| Stores, Analyzes
Collection (600,700) and Instructs
(see Fig. 8) —>_ (21800)

o
=

Execution Engine
Data{)g%ieog)toms Executes
Instructions
(21900)

by A 4

Communication Means (300)

FIG. 12

. SUBSTITUTE SI‘PI%L.IE) er(sli.rﬁi?‘etlicéﬁnd Yelp Inc. - Exhibit 1002 - Page 258




WO 99/39285

PCT/US99/01988
23/30
/ 201
Fe———————m—————————————— e —
|| Higher
I k:agll;:saﬂs »! Search Interface 300
I'l Engine l
I 408
{ v Search Engine 320
| | Higher
| | Logical .
| |Execution 3| Data Reporting Means 600 <
| | Engine
| 5%8 — Analysis Engine 400
by
ll Engomtpgssing Data Collection Means 700
ontainer
{ Gateway _l
: Execution Engine 500
1 N
: v
| Independent Gateway 707
| v =
| 9061 —> 8061 e
I —
I '
I
I 505 -
‘ 4040|908 > 806 (808129
: . [ 5081 |
I 506
| o it T
|
|
|
|
|
g i i ey . S S e i e
FIG. 13A

SUBSTITUTE Sﬁﬁw&rﬁlfﬁi Iﬂ%)and Yelp Inc. - Exhibit 1002 - Page 259



WO 99/39285

PCT/US99/01988

24/30
_[ 201
Y _ S
|
|
|
t
: 9061 8061 |
| 5057
| i 9091
| 505120 408
I |908120 404120 > 806129
| 505 | 908 404 |901{909120 I 5081
: 5906120 506
| | |
|
|
|
1
|
e
FIG. 13B

SUBSTITUTE Sﬁf&%qerfﬁwhlrfﬁﬁnd Yelp Inc. - Exhibit 1002 - Page 260



WO 99/39285

PCT/US99/01988
25/30
/ 201
e e e
!I Higher
|| Ao —>{ Search Interface 300
' Engine ¢
|1 408
: v Search Engine 320
| | Higher
| | Logical -
| |Execution 3| Data Reporting Means 600 <
| | Engine ; )
| 508 ‘4 Analysis Engine 400
Ly
: Engomtpassing Data Collection Means 700
ontainer
! Gateway ~
: Execution Engine 500
1 1
: v
| Independent Gateway 707
| ] X v
| > 9081 > 8081 l‘
! -
| =
‘ —
: - 484|909
‘ C1404L])| 908 —»{|I..J | | eos {806129
: %09 5061
| 506
| - |
|
1
|
|
l
Do o e s il s s S e, s s S e i i
FIG. 13C

SUBSTITUTE S}i’ﬁtgolne{ﬁi\yf% I£c6)and Yelp Inc. - Exhibit 1002 - Page 261



PCT/US99/01988

WO 99/39285

26/30

acl Ol

/21888 8duspisey 921888 sa|ny Jajsibay uQ
ma ‘siuf) paidog jo Bumodey Bunoeieiu) pue Aemajes) Jepu “Aud Gcie88
pUB UOND8]I00 Bleq YBNoIYL |e—  MBN Ul PaJSON 'SAUD JBYI0 Ui |<— 18UIBJUOD MB)N Ul SBpisaY
pasiesddy suibug sisjeuy sjoela|u| “1u9) paidoD) Bunisues | Jauteluog paidog Bunisues|
121888 Aemajen) Juspusdapu 221888 Bunoday £c1888 $21888 Aemaien
ybnosy ) Buissed papiodey || 10 U0Y8|0D leq SHEMY  |—» ssaibuj uodn sigisibey > Aq passiy
uoneuuojuj saisibey uoijewiojuy Jajsibay 18UjU0D) SPI0J3Y Aemalen sia)sibay Jaurejuo)
0c1888
sa|ny ssalb3 jjes pue 641888 811888 L11888
Kemalen) Aq pasally Siaisiboy|<«| _ ssaib3 uodn sivisibay ||  pejeaydng Jeurgjuod siglsifay Jaulejuog Ljim
jaurejuo) buisuel] 1auleu0) spiosy Aemees) pue panoiddy uoronisul sjoes)u| uononssul Ado)
611888 “uQ pig 0} paidod
£11888 suibu3 b1 1988 auibu3 siskueuy Aq| | /pejeaydng 8q o} Jaureluo) 911888 Jaureyuo)
uoiR03(j07) Bjeq woiy spodey—»| pasedwo) abesn eoepalul L»|  pajonnsuooay swaing {9 ssaibuj uodn Aemajen) Aq
S8AI908Y auibu3 sishjeuy yoseas pue suibu3 yosess Jseulualaq suibu3 sishjeuy papi0day uononnsul Adod
211888 suibu3 sishjeuy 111888 Buinoday 011888 601888 Jouteju0)
18UBIH 1xaN Jo Juapuadapu) f«—{ pue UONIB||0] EIEQ 0} < Kemajer) [eoibo saybi |« o1 ssaibuj uodn fema)ey)
saniag Buoday/uonos|io) uoneuoju| spjoH Aemajen 1XaN 0} spoday Aemajes £q papi02ay uononasu] Ado)
G0 1888 Jayjouy 0} aUQ 901888 £01888 auibu3 801888
WoJj JSUBIUOD PAISAN > 18uIBju0) Jayjouy 0} »  U0IN9SXT 0} Speojumoq > Kemajer) Saljipo
SO\ 0} BUILLIBIB( SIBUIRU0) PAAOJ JaUIBJuO) PaisaN auibu3 sishjeuy J1aubiH aulbu3 uoyndex3
01888 £01888 Aemajes) Bunisuel| 201888 Aemajen o) 101888
sia)sibay palyoads <—] 9lIym suononisu| Aemajey) |<— speojumo( <«—|  auibug uopndex3 o}
aredwo) siaulejuo) 9AI908Y SIBuIelu0) aulbu3 uonnaex3 speojumoq auibu3 sishjeuy

- Page 262

itioners_Twitter, |

SUBSTITUTE SHEET (RULE'28] ™ =™



WO 99/39285

PCT/US99/01988
27/30
Corl:t“a?ner Registers View Content Tools Window Help
7 C
New Select [~ 1402 File [— 1407 78
Open Search 1403 Container [~ 1408
Save Acquire |— 1404 Acquire [— 1409 > 1419
Save As Edit |—-1405 Edit [— 1410
Create |—1406 Create [—1411
Search
™ 1412
Acguire I~ 1413 Add, Dﬁ:}agqb?cquire L— 1418
Edit — 1414 I_I | ]
Create [ 1415 ] [
Print |~ 1416 D EI:_—\-/ 120
Container- L 1417 E‘ m
ize
= =
- ] [ e

FIG.

14

SUBSTITUTE Sl_ﬁg‘%cine(ﬁimgg Té)and Yelp Inc. - Exhibit 1002 - Page 263




WO 99/39285

PCT/US99/01988
28/30
¢ 1501
v \ \ \ \ Y
Gateway | | Registers Rules View Tools Window Help
N )
New Select || Transiting — 1502
Open Search Ingress [— 1503
Save Acquire Egress [— 1504 > 1513
savehs || Edt |[jmeral 1505
External |
Search Create ||interaction[— 199¢ p
[ 1507
Acquire N 1508
Edit — 1509
Create — 1510
Print ~~ 1511
Container-|__
ize 1512
Exit

FIG.

15

SUBSTITUTE Sﬁ%ﬁliﬂfﬁ\ﬂtftlrEG?d Yelp Inc. - Exhibit 1002 - Page 264




WO 99/39285

PCT/US99/01988
29/30
Search S?(%r;h View Scope Tools || Window || Help
New Select [~ 1602 Range — 1607 W K1625
Open Search 1603 Level [~ 1608
Save Acquire |— 1604 Acquire |— 1609 > 1513
Save As Edit [— 1605 Edit 1610
1615 | select Create — 1612 Create ~—1611 y
1616 | Search Conitza{.;ner-“_1613
1617 | Acquire Insert [— 1614
161?—' Ee (enter search)
1619 | Create 1623
16%9_,, Print
1621 |Container
— -ize
16%2_, Insert
Exit
FIG. 16

SUBSTITUTE Sﬁﬁ% eﬁ{t/_\jlieé Ich?nd Yelp Inc. - Exhibit 1002 - Page 265



WO 99/39285

PCT/US99/01988
30/30
24
C
C—1401
[ SO 2 U 2 2N 2N 2
' File i‘ Edit " Insert .: View E: Tools .: Window .E Help :
L New |
': Open ‘——
E Save ll-*-
ESaveAs:r-t—
maeseocss 402
| Print e
1403 |Container-
M ize [
1493 Matrix |

- - -

( 1404 ( 1406
Con}ainer Matrix
-ize

Fia. 17

SUBSTITUTE Sﬁ%%)nef(s}{wftla%ind Yelp Inc. - Exhibit 1002 - Page 266




INTERNATIONAL SEARCH REPORT

International application No.
PCT/US95/01988

Al CLASSIFICATION OF SUBJECT MATTER

IPC(6) :GOsF 17/30, 3/14
US CL :Please See Extra Sheel.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification sysiem followed by classification symbols)

U.S. : Please See Extra Sheet.

Documentation searched other than minimum documentation to the extent that such documents are included inthe fields searched

MICROSOFT COMPUTER DICTIONARY

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

APS, PRO-QUEST

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 5,768,510 A (GISH et al) 16 June 1998, column 5. 1-36
A US 5,848,246 A (GISH et al) 08 December 1998, column 5. 1-36

D Further documents are listed in the continuation of Box C.

L]

See patent family annex.

. Special categories of cited documents:

“A" document defining the general state of the art which is not considered
to be of particular relevance

‘E* earlier document published on or after the intemational filing date

‘L document which may throw doubts on priority claim(s) or which is
cited to blish the publication date of h itation or other
special reason (as specified)

0" document referring to an oral disct , use, exhibiti or other
means

“pr document published prior to the intemational filing date but later then

the priority date claimed

"o

&

later d t published after the & ional filing date or priority
dats and not in conflict with the application but cited w understand
the principle or theory undesrlying the invention

document of particular relevence; the claimed invention cannot be
cansidered novel or cannot be considered to involve an inventive step
whea the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step whon the document is
combined with one or more other such d ts, such combinati
being obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

03 JUNE 1999

Date of mailing of the international search report

15JUN 1999

Name and mailing address of the ISA/US
Commissioner of Patents and Trademarks
Box PCT
Washington, D.C. 20231

Facsimile No.  (703) 305-3230

Authorized officer ﬂ
o

RUAY LIAN HO
Telephone No. (703) 305-3

Porm PCT/ISA/210 (second sheet)(July 1992) »
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INTERNATIONAL SEARCH REPORT International application No.
PCT/US99/01988

A. CLASSIFICATION OF SUBJECT MATTER:
UsS CL :

707/1. 2. 3, 4.5, 6, 7. 8. 9. 10, 100, 101, 102, 103, 104, 200, 201, 202, 203, 204, 205, 206; 709/202, 203, 218,
228; 7137200, 201

B. PIELDS SEARCHED
Minimum documentation searched
Classification System: U.S.

707/1. 2. 3. 4,5,6,7, 8,9, 10, 100, 101, 102, 103, 104, 200, 201, 202, 203, 204, 205, 206; 709/202, 203, 218,
228; 7137200, 201

Form PCT/ISA/210 (extra sheet)(July 1992) » )\
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Potent and Trademork Office
Address: COMMISSIONER FOR PATENTS

B Hox 1450

Alexondria, Vinmnia 22X13-1450

WWWUEplo. gov

*BIBDATASHEET*

Bib Data Sheet

CONFIRMATION NO. 1910

FILING OR 371(c)
SERIAL NUMBER DATE CLASS GROUP ARTUNIT | ATTORNEY
00/284,113 04/07/1999 o7 o .
’ RULE 3726-US
APPLICANTS

MICHAEL DE ANGELO, SANTA BARBARA, CA,

e & CONTlNUING DATA e ek e o o o ok ok ok e o ok ok ok ok e o ok ok o o o e e

This application is a 371 of PCT/US99/01988 01/28/1999
which claims benefit of 60/073,209 01/30/1998

Lk FOREIGN APPLICATIONS s s o ol ok o ok ok o ok ok ok e e ok o e e o

|IF REQUIRED, FOREIGN FILING LICENSE GRANTED
** 04/12/2000

Foreign Priority claimed D yes a no

35 USC 119 (a-d) conditions (] 0.0 STATE OR SHEETS TOTAL INDEPENDENT]

st o ol el after COUNTRY | DRAWING | CLAIMS CLAIMS
llowance CA 30 36 3

\Verified and

lAcknowledged Examiner's Signature Initials

IADDRESS

Fish & Richardson

500 Arguello Street

Sute 500

Redwood City ,CA 94063

TITLE

SYSTEM AND METHOD FOR CREATING AND MANIPULATING INFORMATION CONTAINERS WITH
DYNAMIC REGISTERS

O Al Fees

U 1.16 Fees ( Filing )

FILING FEE [FEES: Authority has been given in Paper D 1.17 Fees ( Processing Ext. of
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT time )

669 No. __for following: d 1.18 Fees ( Issue )

. Other

O Credit
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T RECEIVED

! IN THE UNITED STATES UL 19 99

Jegggn®  PATENT AND TRADEMARK OFFICE Group 3700
APPLICANT: .Michael De Angelo ; ECEIvgp
SERIAL NO.: 09/284,113 AY =5 2
FILING DATE: April 7, 1999 Group 2 0
TITLE: System And Method For Creating And Manipulating Information /|

Containers With Dynamic Registers [) W
EXAMINER: Unknown ’#; !
GROUP ART UNIT: Unknown
ATTY. DKT. NO.: 3726
CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United S
envelope addresseg to: A?istant Commissioner For Patents, Washington, D,

Dated: 7 YA 94 By: _
7 GregT. Sueoka, Reg/ No.: 33,800

ASSISTANT COMMISSIONER FOR PATENTS
WASHINGTON, DC. 20231

INFORMATION DISCLOSURE STATEMENT |
Under 37 CFR §§ 1.56 and 1.97-98
SIR:

Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified
form PTO-1449 listing references for consideration by the Examiner. A copy is enclosed
herewith of each listed reference which may be material to the examination of this application,
and with respect to which there may be a duty to disclose.

The filing of this Information Disclosure Statement shall not be construed as a
representation regarding the completeness of the list of references, or that inclusion of a reference
in this list is an admission that it is prior art or is pertinent to this application, or that a search has
been made, or as an admission that the information listed is, or may be considered to be, material
to patentability, or that no other material information exists, and shall not be construed as an
admission against interest in any manner.
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O Th;s application relies, imder 35U.S.C. § 120, on thc; earlier filing date of prior
application Serial No. [SERIAL NUMBER], filed on [FILING DATE], and the
references cited therein are hereby referenced, but are not required to be provided
in this application under 37 CFR § 1.98(d).

The Information Disclosure Statement submitted herewith is being filed:

O

O

within three months of the filing date of the application, or date of entry

into the national stage of an international application, or before the mailing

date of a first official action on the merits, whichever event last occurred;

OR

after three months of the filing date of this national application or the date

of entry of the national stage in an international application, or after the

mailing date of the first official action on the merits, whichever event last

occurred, but before the mailing date of the first to occur of either:

a final action under 37 CFR §1.113; OR

a notice of allowance under 37 CFR §1.311; AND

attached hereto is the fee of $240, as set forth under 37 CFR
§1.17(p), for submission of this Information Disclosure Statement
under 37 CFR.§ 1.97(c); OR

Applicant certifies pursuant to 37 CFR § 1.97(e) that:

(1)
@)
a

|

OR

|

each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application not
more than three months prior to the filing of this Statement;
OR

no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application or,
to the knowledge of the person signing this certification
after making reasonable inquiry, was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement.

before the payment of the issue fee but after the mailing date of the first to

occur of either:
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, [1]  afinal action under 37 CFR § 1.113; OR
[2] a notice of allowance under 37 CFR § 1.311; AND
in accordance with the requirements of 37 CFR § 1.97(d):
O Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

O

each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application not
more than three months prior to the filing of this Statement;
OR

no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application or,
to the knowledge of the person signing this certification
after making reasonable inquiry, was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND

0 Applicant hereby respectfully petitions for the consideration of

the accompanying Information Disclosure Statement under 37 CFR
§ 1.97(d)(2); AND
O Applicant submlts the petition fee of $130 as set forth in 37 CFR §

1.17().

M Applicant submits that no fee is required for the consideration of the

accompanying Information Disclosure Statement.

Consideration of the listed references and favorable action are solicited.

Respectfully submitted,

MICHAEL DE ANGELO /Z

Dated: /M 7 / 777

Greg T. Sueoka, Reg. ‘No 33,800
Fenwick & West LLP
Two Palo Alto Square
Palo Alto, CA 94306
Tel.: (650) 858-7194
Fax.: (650) 494-1417
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f . 2, . Approved for use thfough xx/sx/xx, OMB 0651-0031
[ A Ak Q
iy \a’x 3/ Patent and Trademark Office: U.S. DEPARTMENT O O
0001/PTO 94L.S. Depqgm%nt of Commerce L OS
Rev. 10/95 \w&ﬁd Trademark Office Application Number 09/284,113

Filing Date April 7, 1999

TRANSM'TTAL FORM First Named Inventor ~ | Michael De Angelo REGE

o ——.

- .

) be used for all correspondence during pendency of ;
fto filod a,;plication) 9P 4 Group Art Unit Number | Unknown JU\_ i 9 1997
l Examiner Name Unknown
| ___Group(3700
| Total Number of Pages in This Submission | *§ Attomey Docket Number | 3726
I

ENCLOSURES (check all that apply)

D Fee Transmittal Form (in duplicate) D Issue Fee Transmittal
O check Enclosed [0 Letter to Chief Draftsperson ' RECE I VED
- ) J.Zl Retum Receipt Postcard O rFormal Drawing(s): ’MAY -5 2000
. [ Response to Notice to File Missing Parts [ ]1Sheet(s) of Figure(s) [ ] G‘.O up 27
i D Assignment & Recordation vaer Sheet D Appeal Communication to Board of Appeals and ' OO
! [ Dedaration Interferences -
, D Small Entity Statement D Appeal Communication to Group
M information Disclosure Statement & PTO-1449 (Appeal Notice, Brief, Reply Brief)
[ copies of IDS Cited References [J certified Copy of Priority Document(s)
; D Request for Corrected Filing Receipt D After Allowance Communication to Group
' D Request for Correction of Recorded Assignment D = _ -
D Amendment/Response: [ ] Page(s) D :: = 1}
[0 Ater Final O ',* N *:l
; D Status Request D c . :’]
i D Revocation and Power of Attorney D w B -
= O

REMARKS: *Does not include total pages of cited references

N

p.3

A L L
“SIGNATURE OF ATFORNEY OR AGENT

Signature: N /5%7 /C/z(&o\

Attomey/Reg. No.: Grég T. Sueoka / Reg./ No.: 33,800 I Dated: I July 7, 1999

CERTIFICATE OF MAILING

uding the enclosures identifigd/above, is being deposited with the United States Postal Service as
: The Assistant Commissio: r Patents, Washington, D.C. 20231 on the date shown below. If
the Express Mail Mailing Number is fillggtin below, then this correspo, ce is being deposited with the United States Postal Service "Express
Mail Post Office to Addressee” servjeé pursuant to 37 CFR 1.10.

Signature: /0 % % Ao

Typed or Printed Name: I Greg T. Sudoka [ Dated: ] July 7, 1999
Express Mail Mailing Number (optional): I

| Rev. 07/06/99

SEPEPS | P T T TR RS, T

| hereby certify that this correspondence, j
first class mail in an envelope address
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UNITED STATES DEQI’MENT OF COMMERCE

Patent and Trademark Office

Address: ASSISTANT COMMISSIONER FOR PATENTS
Washington, D.C. 2023

09/284113

U.S. APPLICATION NO. I [ FIRST NAMED APPLICANT l ATTY. DOCKET MO,
09/224,1 13 DE ANGELO v 3726 US
l B INTERNATIONAL APPLICATION NGO |
| 5611 | FOT/US99/01988
GREG T SUEOKA
FENWICE & WEST I_ 1A, FILING DATE [ rRoRiTY 0aTE |
TWO PALO ALTO SEUARE
PALD ALTO CA 94304 01/28/939 Q1730798
‘ DATE MAILED. ni/13/a0

NOTIFICATION OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C. 371
AND 37 CFR 1.494 OR 1.495

1. The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as E a
Designated Office (37 CFR 1.494), D an Elected Office (37 CFR 1.495), has determined that the above
identified international application has met the requirements of 35 U.S.C. 371, and is ACCEFTED for
national patentability examination in the United States Patent and Trademark Office.

2. The United States Application Number assigned to the application is shown above and the relevant dates

are:
:Aémg._’cf_lﬂﬂi cAprif T, 1999
35 U.S.C. 102(e) DATE DATE OF RECEIPT OF

35 U.S.C. 371 REQUIREMENTS

A Filing Receipt (PTO-103X) will be issued for the present application in due course. THE DATE
APPEARING ON THE FILING RECEIPT AS THE "FILING DATE" IS THE DATE ON WHICH
THE LAST OF THE 35 U.S.C. 371(C) REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE.
THIS DATE IS SHOWN ABOVE. The filing date of the above identified application is the international
filing date of the international application (Article 11(3) and 35 U.S.C. 363). Once the Filing Receipt has
been received, send all correspondence to the Group Art Unit designated thereon.

3. A request for immediate examination under 35 U.S.C. 371(f) was received on o Jpﬂ LT [99‘?

and the application will be examined in turn.

4, The following items have been received:
U.S. Basic National Fee.
1A Copy of the international application in:
[] 2 non-English language.
[ English.
Translation of the international application into English.
Qath or Declaration of inventors(s) for DO/EO/US.
[] Copy of Article 19 amendments. [C] Translation of Article 19 amendments into English.
The Article 19 amendments [] have have not been entered.
The International Preliminary Examination Report in English and its Annexes, if any.
[] Copy of the Annexes to the International Preliminary Examination Report (IPER).
Translation of Annexes to the IPER into English.
The Annexes [_] have [7] have not been entered.
Preliminary amendment(s) filed and
Information Disclosure Statement(s) filed and
[ Assignment document.
[14 Power of Attorney and/or Change of Address.
Substitute specification filed
Statement Claiming Small Entity Status.
Priority Document.
[#] Copy of the International Search Report [] and copies of the references cited therein.
[] Other:

Applicant is reminded that any communication to the United States Patent and Trademark Office must be
mailed to the address given in the heading and include the U.S. application no. shown above. (37 CFR 1.5)

Barbara Campbsi)

g
Telephone: (703) (703) 305-3631

FORM PCT/DO/EO/903 (December 1997)
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PTO/SB/21 (modified)
«$; Approved for use through xx/xx/xx, OMB 0651-0031

Patent and Trademark Office: U S. DEPARTMENT OF COMMERCE

0001/PTO u.s. Depaﬂ?‘neatof»@ﬁ'mmerce ]
Rev. 10/95 Patent and Trademark Office | APPlication Number 09/ 284,113

Filing Date April 7, 1999

TRANSM HTTA[L FO RM First Named Inventor

Michael De Angelo

(to be used for all correspondence during pendency of

ENCLOSURES (check all that apply)

Fee Transmittal Form (in duplicate)
[ check Enclosed

Issue Fee Transmittal

00LP UBLNBO HO3L

0O

Letter to Chief Draftsperson

OO

Revocation and Power of Attomey

[X] Retum Receipt Postcard [] Formal Drawing(s):
D Response to Notice to File Missing Parts ’ [ 1Sheet(s) of Figure(s)[ ]
D Assignment & Recordation Cover Sheet E] Appeal Communication to Board of Appeals and
(] Dectaration Interferences
[C] small Entity Statement {T] Appeal Communication to Group
[J information Disclosure Statement & PTO-1449 (Appeal Notice, Brief, Reply Brief)
[ copies of IDS Cited References [] certified Copy of Priority Document(s)
{X] Request for Corrected Filing Receipt (] After Allowance Communication to Group
(:] Request for Correction of Recorded Assignment X Copy of Official Filing Receipt
(] AmendmentResponse: ‘[ 1 Page(s) X Copy of executed Verified Statement Claiming
Small Entity Status
[] After Final J
Status Request O

filad application) Gl'OUp Art Unit Number 2771

Ce

Examiner Name not yet known %

. . - . N

Total Number of Pages in This Submission | § Attorney Docket Number | 3726 o
- 0

[ on ]

<>
m—

REMARKS:

/A
_SIGNATURE OF ATTORNEY OR AGENT

Signaure: e, A
ignature \ A

Attorney/Reg. No.: G(eg T. Sueoka /R@g. No.: v33,800 )

| Dated: | Mmay 8, 2000

CERTIFICATE OF MAILING

I hereby certify that this correspondence, including the enclosures identified above, is being deposited with the United States Postal Service as
first class mail in an envelope addressed to: The Assistant Commnss:/aner for Patents, Washington, D.C. 20231 on the date shown below. If

the Express Mail Mailing Number is filled in Jselow, then this corresgidndence is being deposlted with the United States Postal Service "Express
Mail Post Office to Addressee” servi uant to 37 CFR 1. 10

Signature: . /%

Typed or Printed Name? | Greg T. Sueoka l Dated: | May 8, 2000

Express Mail Mailing Number (optibnal): J

SENNEREL

Petitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 275



ﬂ-‘m’:‘“w,rxwm - e

.
he .
- - - °
- ad :

IN THE UNITED STATES

-
™
2 o
PATENT AND TRADEMARK OFFICE o £
™~
—_ O
APPLICANT: Michael De Angelo = =
B
SERIAL NO.: 09/284,113 S
o
FILING DATE: April 7, 1999
TITLE: System And Method For Creating And Manipulating Information
Containers With Dynamic Registers
EXAMINER:

not yet known
GROUP ART UNIT: 2771

ATTY. DKT. NO.: 3726

CERTIFICATE OF MAILING
[ hereby certify that this correspondence is being deposited with the

United States/Postal Service rst class mail in an
envelope addressed to: Assistant Commissioner For Patents, Washington, 20231, on the dgte shown below:
Dated: mﬂf) Y 2ove

By: %7
J Greg”T. Sueoka, Rég. No.: 33,800

ASSISTANT COMMISSIONER FOR PATENTS
APPLICATION PROCESSING DIVISION
CUSTOMER CORRECTION BRANCH"
WASHINGTON, DC. 20231

REQUEST FOR CORRECTED FILING RECEIPT .
SIR: .

Enclosed is a copy of the Official Filing Receipt. It contains the following error:

1. The filing receipt does not indicate small entity status, as evidenced by the

executed Verified Statement Claiming Small Entity Status (37 CFR 1.9(f) & 1.27(c))—Small
Business Concern, a copy of which is enclosed.

Please issue a corrected Filing Receipt rectifying this error.

o] The correction is not due to any error by the Applicant and therefore no
fee is due. :
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: 2
%—s
O Since at least one of the correction\igue to
n,

, :3 cant's error, payment in the
amount of $25, pursuant to 37 CFR § 1.19(h), is enclosed™

Respectfully submitted,
MICHAEL DE ANGELO

Dated: m‘j cgr 200 By: %

Greg T. Sueoka, Reg No.: 33,800
Fenwick & West LLP

Two Palo Alto Square
Palo Alto, CA 94306
Tel.: (650) 858-7194
Fax.: (650) 494-1417

00L2 ¥3LN3I I3l
g0z 92 NAf
SETAEREL

21114/03726/DOCS/1042815.1
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ﬁle:///c:/APPS/preexam/correspondence/ L.htm
ooz UNITED STATES DEPARTMENT OF
FILING RECEIPT COMMERCE "ﬁ
(R RA MM R MR A g Patent and Trademark Off P
Address: ASSISTANT SECRETARY AND
*0C000000005048164° . COMMISSIONER OF PATENT AND TRADEMARK
Washington, D.C. 20231
APPLICATION NUMBER | FILING DATE ORNART | FIL FEE RECD | ATTY.DOCKET.NO | DRAWINGS c&ﬁ IND ct_elas
09/284,113. 04/07/1999. 2771 524 . 3726-US~ 30 35; S {‘)
S
—_T o =
GREG T SUEOKA ~ m :
FENWICK & WEST RECEIVED 2 35
TWO PALO ALTO SQUARE APR . - <
PALO ALTO, CA 94306 | ‘R 18 2008 =
FENWICK & WESTLLP

Date Mailed: 04/13/2000

Receipt is acknowledged of this nonprovisional Patent Application. it will be considered in its order and you will

be notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING
DATE, NAME OF APPLICANT, and TITLE ‘OF INVENTION when inquiring about this application. Fees

transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on this’
receipt. If an error is noted on this Filing Receipt, please write to the Office of Initial Patent Examination's
Customer Service Center. Please provide a copy of this Filing Receipt with the ‘changes noted thereon. If
you received a "Notice to File Missing Parts" for this application, piease submit any corrections to this
Filing Receipt with your reply to the Notice. When the PTO processes: the reply to the Notice, the PTO"
will generate another Filing Receipt incorporating the requested corrections (if appropriate): '

Applicant(s) ‘ "
MICHAEL DE ANGELO, SANTA BARBARA, CA UNITED STATES; -

i

Continuing Data as Claimed by Applicant ‘ C ' % .f)ﬁﬁ&\\ EI\'\ ‘-\.\J 5“7{“,{5
THIS APPLICATION IS A 371 OF PCT/US99/01988 01/28/1999 - "'." .
WHICH CLAIMS BENEFIT'OF 60/073,209 01/30/1998 ’ ’ ‘

Foreign Applications

if Required, Foreign Filing License Granted 04/12/2000

*k

Title

SYSTEM AND METHOD FOR CREATING AND MANIPULATING INFORMATION
CONTAINERS WITH DYNAMIC REGISTERS ~

Preliminary Class

707

Data entry by : BARRETO, NGA Team : OIPE Date: 04/13/2000

)00 0L 0 0 00 A 0

Petitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Pagedgl?in/00 6:58 PM



R R )

[ 55
i "MAY 12 2000 © \ o
:J Patent and Trademark Office: U.S. DEPARTMENT OF COM ; ERCE
VERIFIED STA T QL G SMALL ENTI_TY STATUS Docket Number (Optional):
(37CFR 1. 9(1) —~SMALL BUSINESS CONCERN 3726
™
Applicant or Patentee: Michae} De Angelo () >0
— <~ = m
Application or Patent No.: o S 1
. ™ =)
Filing Date or Issue Date: - N ﬂ
. —
Title: ons
= ,
I hereby declare that [ am =S O

0

N

{ ] the owner of the small business concem identified below: S
[X] an official of the small business concern empowered to act on behalf of the concem identified below: ©

NAME OF SMALL BUSINESS CONCERN ___ Ematrix Corporation

ADDRESS OF SMALL BUSINESS CONCERN___104 West Anapamu, Suite C

Santa Barbara, California 93101

I hereby declare that the above identified small business concern qualifies as a small business concemn as defined in
13 CFR 121.12, and reproduced in 37 CFR 1.9(d), for purposes of paying reduced fees to the United States Patent and
Trademark Office, in that the number of employees of the concem, including those of its affiliates, does not exceed 500 persons.
For purposes of this statement, (1) the number of employees of the business concern is the average over the previous fiscal year
of the concemn of the persons employed on a full-time, part-time or temporary basis during each of the pay periods of the fiscal
year, and (2) concerns are affiliates of each other when either, directly or indirectly, one concern controls or has the power to
control the other, or a third party or parties controls or has the power to control both. .
I hereby declare that rights under contract or law have been conveyed to and remain wnh the small business concern
identified above with regard to the invention described in:
[X] the specifi cation filed herewith with title as listed above.
[ ] the application identified above.
[ ] the patent identified above.

If the rights held by the above identified small busmess concern are not exclusive, each individual, concem or
organization having rights in the invention must file separate verified statements averring to their status as small entities, and no
rights to the invention are held by any person, other than the inventor, who would not qualify as an independent inventor under

37CFR 1.9(c) if that person made the invention, or by any concern which would not qualify as a small business concern under
37 CFR 1.9(d), or a nonprofit organization under 37 CFR 1.9(e).

Each such person, concern or organization having any rights in the invention is listed belov:
[X} No such person, concern, or organization exists.

{ ] Each such person, concern or organization is listed below:

Separate verified statements are required from each named person, concern or organization having rights to the -
invention averring to their status as small entities. (37 CFR 1.27)

I acknowledge the duty to file, in this application or patent, notification of any change in status resulting in loss of
entitlement to small entity status prior to paying, or at the time of paying, the earliest of the issue fee or any maintenance fee due
after the date on which status as a small entity is no longer appropriate. (37 CFR 1.28(b))

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United

States Code, and that such willful false statements may jeopardize the validity of the application, any patent issuing thereon, or
any patent to which this verified statement is directed.

NAME OF PERSON SIGNING _Michael De Angelo
TITLE OF PERSON IF OTHER THAN OWNER Officer

ADDRESS OF PERSON /140/4 / / : L |
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HYPERMEDIA OBJECT MANAGEMENT

FIELD OF THE INVENTION

This application relates to object oriented programming and, in

particular, to management of distributed objects via the World Wide Web.
BACKGROUND OF THE INVENTION

The past several years have seen an explosive growth of the use of

distributed objects. Now, a single system may be composed of objects
obtained from different vendors and having different interfaces. Such objects
are called "heterogeneous objects.” Thus, a system can be formed of a large
and rapidly changing number of heterogeneous objects. Such a system
requires a flexible and adaptive approach for system and application
management. Conventionally, a heterogeneous system is managed by way of
object-specific presentation facilities, i.e., by way of a user front-end that was
written for each type of heterogeneous object. Such an approach is, however,
too expensive in both development time and maintenance and administrative
costs. In addition, conventional object management is often achieved through
a single management center. Use of a single center is not efficient when a
large number of objects need to be managed.

SUMMARY OF THE INVENTION

The present invention overcomes the problems and disadvantages of

the prior art by using a hypermedia approach to object management. In this
approach, each object is akin to a hypermedia document. The described
embodiment of the present invention uses the World Wide Web hypermedia
system. In a preferred embodiment of the present invention, a user initializes
browser software that allows the user to browse and change various attributes
of objects in the system. The browser communicates with a server that
includes an http adapter and a gateway. The gateway can access objects in
the system and generate HTML code in accordance with the objects.

A described embodiment of the present invention uses hierarchical tree-

oriented objects. In a first embodiment, these objects are "self-describing”
1
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(also called "introspective"). The server queries the objects in response to the
queries from the browser and each queried object responds with information
about itself. In another preferred embodiment, the server initiates queries of
the objects and retains this information for use in responding to later queries
from the browser.

In accordance with the purpose of the invention, as embodied and
broadly described herein the invention is a sysfem for managing objects,
including a first server, comprising: a first receiver portion configured to
receive a request in a hypermedia format; a first translator portion configured to
convert the hypermedia request to an object request;a sender portion
configured to send the object request to.an object manager; a second receiver
portion configured to receive a response from the object manager; and a
second translator portion configured to convert the object manager response to

the hypermedia format. _
In further accordance with the purpose of this invention, as embodied

and broadly described herein the invention is a method for browsing objects,
where a browser communicates with a server, comprising the steps, performed
by the browser, of: sending an initial URL to the server; receiving first data
from the server, where the first data specifies an object corresponding to the
URL; sending user-entered data associated with the object to the server; and
receiving second data from the server, where the second data specifies a
second object corresAponding to the user-entered data.

Advantages of the invention will be set forth in part in the description
which follows and in part will be obvious from the description or may be
learned by practice of the invention. The advantages of the invention will be
realized and attained by means of the elements and combinations particularly
pointed out in the appended claims and equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute

a part of this specification, illustrate several embodiments of the invention and,

together with the description, serve to explain the principles of the invention.

2
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5 Fig. 1 is a block diagram of a computer system in accordance with a
preferred embodiment of the present invention.
Fig. 2 is another block diagram of a computer syétem in accordance
witﬁ a preferred embodiment of the present invention.
Fig. 3 is a diagram of data sent between a browser, server, and object
10 manager in accordance with the embodiment of Fig. 1.
Fig. 4 is a diagram of a format in which objects are organized.
Fig. 5 shows another example of a page displayed by the browser.
Figs. 6(a) and 6(b) show an example of HTML that causes the browser

to display a portion of the page of Fig. 5.

15 Figs. 7(a) through 7(c) show further examples of HTML that result in

the portions of page of Fig. 5.
Figs. 8(a) and 8(b) show several examples of ORM (Object Resource

Management) requests made by the server to the object manager and the -
resulting responses from the object manager. |

20 Fig. 9 shows another page displayed by the browser.
Fig. 10 shows layers of functions available to the object manager.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Reference will now be made in detail to a preferred embodiment of the

inven't_ion, an example of which is illustrated in the accompanying drawings.
25 Wherever possible, the same reference numbers will be used throughout the
drawings to refer to the same or like parts.

l. System Overview
Fig. 1 is a block diagram of a computer system 100 in accordance with

a preferred embodiment of the present invention. Computer system 100

30 includes a first computer 110 and a second computer 120. First computer 110

and second computer 120 -are-connected together via line 106, which 'can be,

. for example, a LAN, a WAN, or an internet connection. Line 106 can also
represent a wireless connection, such. as, a cellular. network connection. .

First computer 110 includes a CPU 102; a memory 104; input/output

35 lines 105; an input device 160, such as a keyboard or mouse; and a display

3
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device 150, such as a display terminal. First computer 110 also inc-ludes an
input device 161 that reads computer instructions stored on computer readable
medium 162. These instructions are the instructions of e.g., browser software
130. Memory 104 of first computer 110 includes browser software 130,
Hypertext Markup Language (HTML) 135, and objects 132. A person of
ordinary skill in the art will understand that memory'104 also contains
additional information, such as application programs, operating systems, data,
etc., which are not shown in the figure for the sake of clarity.

Second computer 120 includes a CPU 102" and a memory 104°,
Memory 104' of second computer 120 includes server software 140, an object
manager (ORM) 142, and objects 144. HTML 135 in the memory of first
computer 110 was downloaded over line 106 from server 140 of second
computer 120. A person of ordinary skill in the art will understand that
memory 104" also contains additional information, such as application
programs, operating systems, data, etc., which are not shown in the figure for
the .sake of clarity. Server 140, object manager 142, and objects 144 can also
be located in memory 104 of first computer 110.

It will be understood by a person of ordinary skill in the art that
Ccomputer system 100 can also include numerous elements not shown in the
Figure for the sake of clarity, such as disk drives, keyboards, display devices,
network connections, additional memory, additional CPUs, LANS, input/output
lines, etc.

The following paragraphs provide a general discussion of the World
Wide Web ("the Web"). The Web is built around a network of “server”
computers, such as second computer 120, which exchange requests and data
with each other using the hypertext transfer protocol ("http"). A human
designer designs the layout of a Web page, which is then specified using HTML
("Hypertext Markup Language”). Several versions of HTML are currently in
existence. Examples include HTML versions.2.0 and 3.0, as-specified by the
WWW Consortium of MIT. The HTML used in the described embodiment of

the invention includes frames, forms, and tables, as are known to persons of

4
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ordinary skill in the art.
A user views a Web page using one of a number of commercially

available "browser" programs. The browser submits an appropriate http
request to establish a communications link with a Web server of the network.
A typical http request references a Web page by its unique Uniform Resource
Locator {("URL"). A URL identifies the Web server hosting that Web page, so
that an http .request for access to the Web page can be routéd to the
appropriate Web server for handling. Web pages can also be linked graphically
to each other. _

Fig. 2 is an additional block diagram of a computer system in
accordance with a preferred embodiment of the present invention. Browser
130 communicates with server 140. Server 140 includes an http adaptér 202
and a management gateway 204. Http Adapter 202. handles communication
via the known http protocol. Management gateway 204 communicates with
object manager 142. Server 140 communicates with one or more objects 132,
144 using a request/response (RR) protocol, such as the ORM (Object Resource
Management) protocol, which is discussed below. Note that objects 132 and
144 can be located on the same or different physical computers or machines.
Server 140 also communicates with external interface 206, which
communicates using the known SNMP and CMIP protocols. Server 140 alsd
communicates with external gateway 208, which communicates using the
known SNMP and CMIP protocols. The system can contain more than ane
servers 140 and more objects than are shown in Fig. 4.

Fig. 3 is a diagram of data sent between a browser, server, and object
manager in accordance with the embodiment of Fig. 1. In the example of Fig.
3, the user has already begun execution of browser software 130. In step
302, the user enters the URL of server 140 by way of browser 130. The
browser sends a request to the server and, in step 304, the server responds
with the HTML to generate a home page. The home page allows the user to
enter a URL (or to chose a URL from those known provided within the HTML of

the home page). The user can then chose to set/browse objects in the system,
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as described below. The user can also request information and statistics about
once or more objects in the system.

In step 306, the user enters a URL of an object by way of browser
130. Server 140 converts the URL to a request to an object manager. For
example, in the described embodiment, server 140 converts the URL to an
ORM request, as described below. The ORM request is sent to the object
manager, which returns object data in steps 308 and 310. Server 140
converts the object data into HTML, which is sent to browser 130 in step 312.
The HTML may be based on a predetermined page template known to the
server. Alternately, the format of a page may be determined "on the fly" based
on the information obtained from the object manager. Server 140 converts all
pathnames, such as object-links in the object data (see Fig. 4) to URLs in HTML
and vice versa. Thus, if a user clicks on an area in a page displayed by the
browser that_ corresponds to an object-link, browser 130 has the URL
corresponding to that object-link. This new URL is sent to the server, which
obtains the page information and sends HTML to display information for the
object connected to the object-link.

Steps 314 through 320 represent a "set” mode, in which the user
enters new values for an object by way of browser 130. In step 314, the user
indicates that he wishes to enter "set" mode. This indication is usually
accomplished by clicking on a button in the current page (thus, the HTML
generated by server 140 should include HTML for this button). In step 3186,
server 140 sends a "form" for set mode. In step 318, the user enters new
values into the form and clicks on "submit" lor "apply”, (see Fig. 5), as is
known to persons of ordinary skill in the art. Server 140 converts the
submitted form to, for example, an ORM request, as described below. The
ORM request is sent to the object manager, which returns object data in steps
317 and 319. Server 140 converts the object data of step 319 into HTML,
which is sent to browser 130 in step 320.

Steps 322 through 332 represent a "browse" mode, in which the user

views values associated with an object by way of browser 130. In step 322,

6
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the user indicates that he wishes to enter "browse" mode. This indication is
usually accomplished by clicking on a button in the current page (thus, the
HTML generated by server 140 should include HTML for this button). In step
324, server 140 sends a "form™ for browse mode. In step 326, the user
enters new values into the form and clicks on "submit” (or "apply”, see Fig. 5),
as is known to persons of ordinary skill in the art. Server 140 converts the
submitted form to, for example, an ORM request, as described below. The
ORM request is sent to the object manager, which returns data corresponding
to the object in steps 328 and 330. Server 140 converts the response of step
330 into HTML, which is sent to browser 130 in step 332.

ll. Hypermedia Object Management

A. Object Organization

Fig. 4 is a diagram of a format in which objects are organized in a
preferred embodiment. This organization is transparent to server 140 and
browser 130. It will be understood that the present invention can be used with
a number of object organizations and with a number of object management
protocols. The embodiment described herein uses the ORM protocol, as
described below.

The model of Fig. 4 assumes the following:

1) Management operations can be mapped to two basic operations:
a) Get an attribute (or a set of attributes) of an object and b) set an attribute
(or set of attributes) of an object.

2) AIll entities to be managed can be organized as a directed tree with
nodes and leaves where the nodes are either {callable) objects or components
(sub-parts of objects) with attributes as the leaves (with combined name/pair
values), and _

3) All knowledge about management operations and attributes is built
into and controlled by the managed object.

Fig. 4 shows the following types of entities:

1) Objects
Objects encapsulate and control management aspects and respective
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‘5 management operations. In the described embodiment, an object is identified
by a "pathname," which is the destination for object calls. Each manageable
object has its own virtual tree of components, attributes, and object-links.

2} Components '
Components are the primary structuring mechanism within an object.

10 Component sub-trees may be of arbitrary depth and component nodes may
contain any number of object-links, other sub-components, or attributes.

3} Attributes '
Attributes describe specific aspects of a component within an dbject
(for example, "status=running” describes the state of a resource). Attribute

15 nodes have additional properties beyond name and value, such s access mode

and data type. Attribute nodes are leaves and do not have children.

4) Object-links

Object-links contain an object reference to a related object. As every
object is responsible for its own virtual tree of resources, one object can

20 provide a reference (hyperlink) to another object. Thus, in the described
embodiment, a first object can have links to a second object, so that objects
can be "walked"” by way of browser 130.

5) Relations
Objects and components are the primary means for structuring and

25 ‘navigation' in the described embodiment. Attributes have values that
characterize the state of the resource. All operations {browsing and attribute
retrieval/setting) are performed with respect to a single ievel of the tree (e.g.,
relative to a specific parent).

Server 140 preferably issues the following requests to object manager

30 142:

1) Get a list of linked objects,

2) Get a list of components and/or sub-components,

3) Get a list of attributes,

4) Set a list of attributes (Along with name/value pairs for each
35 attribute), and
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5) Get an extended list of attributes, which returns meta-information
about the attribute, such as data type, allowed access mode (ro, rw) or valid
ranges of new attribute values. Within the ORM model, all management
operations are mapped to these five operations. Thus, every managed object

preferably supports these five operations.
It should be understood that the attributes and object types shown in

the examples herein are included only for the purposes of example. The

present invention can be practiced using any appropriate object organization

and type.

B. Server Interface

In the described embodiment, all messages passing in and out of server
140 are ASCIli messages. -

A example URL for object 402 of Fig. 4 would look like:

Http://ham/get/objectRoot/Component1/Component2/
A example URL for attribute 404 of Fig. 4 would look like:
Http://ham/get/objectRoot/Component1/Component2/Attr1/

in both of these URLs, "ham" stands for "HyperMedia Adapter to
Management" and represents the address of server 140; "get"” (this could also
be "set”) represents an operation to be performed on an object or attribute; and
the remainder of the URL represents the tree of the object or attribute known
to the object manager. Other URLs may also include additional information
use, for example, by the object manager.

Fig. 5 shows a page displayed by browser 130 in "set" mode. Fig. 5
shows the values of attributes for a "Configuration™ object component. These
attributes include: -

1) Status 520, ,

2) Maximum Concurrency 523,

3) Trace Level 524,

4) OSL Traces Enabled 526,

5) Script directory/Vol. 528,

6) Script File 530,
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7) Cache Tcl Scripts 532,

8) Tcl Trace Enabled 534, and

9) Maximum Size of Synthesized Page 536.

Fig. 5 also shows an entry 522 for changing the status attribute. It
should be understood that the attributes of Fig. 5 are presented for the sake of
example only and are not to be taken in a limiting sense. Fig. 5 also shows a
reset button 540 and an apply button 550. When the user clicks reset button,
original attribute values are returned. When apply button 550 is clicked,
browser 130 posts a form, as is known to persons of ordinary skill in the art.

Figs. 6(a) and 6(b) show an example of HTML generated by server 140.
When browser 130 interprets the HTML of Fig. 6, it generates the portion
containing attribute values 520-536 and buttons 540, 550 of Fig. 5. Figs. 7(a)
through 7(c) show an example of HTML generated by server 140. When
browser 130 interprets the HTML 702, 704, and 706 of Figs. 7(a) through
7{c), it generates portions 502, 506, and 504, respectively, of Fig. 5.

Fig. 9 shows another page displayed by browser 130 in accordance
with HTML generated by server 140. The page of Fig. 9 is used to browse
objecté, but cannot change the attributes of objects.

The previous paragraphs discuss the browser GUI presented to the user
and how server 140 translates between HTML and a protocol understood by
the object manager. The following paragraphs describe the protocol used to
communicate with object manager 142 about objects and to change objects in
accordance with the HTML received by the server.

Figs. 8(a) and 8(b) show several examples of ORM requests made by
the server 140 to object manager 142 and the resulting responses from object
manager 142. Pages of the description shows formats of such requests
and responses. Request 802 is an example of an OrmGet request sent from
server 140 to object manager 142. The format of an OrmGet request is:

OrmGet: pathname

entity types

where pathname is a name of an object or an attribute. Possible entity types

10
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are: "Object" (all known objects at this level), "Component” (a list of all
components below the level of the path specified in the OrmGet), "Attribute"” (a
list of attributes for the current node; for every attribute, its name and
"stringified value is returned; if the pathname already navigates to an attribute,
the object manager returns the empty string), "Info” (returns "meta-attributes"
such as mode, range and unit), and <none$ (i.e., an empty string). .

In request 802 of Fig. 8, the server "knows"” about an object
"HyperMedia Adapter NSK", possibly from receiving a URL from browser 130.
Line 820 represents a version of the server (e.g., version 1.0). Line 822 is an
"OrmGet" request for object "HyperMedia Adapter NSK". Server 140 requests
information from object manager 142 about entity types (Info), Component,
and Object ({lines 824).

Response 804 is generated by object manager 142 and sent to server
140. The object has four components, no info, and no objects at the same
level. As seen in step 312 of Fig. 3, server 140 generates HTML 604 of Fig.
7(c) in accordance with response 804 and sends the generated HTML to
browser 130.

Assuming that the user wants to browse information about the
Configuration component of object "HyperMedia Adapter NSK", browser 130
sends a request to server 140 to this effect. Server 140 then sends request
806 to the object manager, which responds with response 808. Request 806
is similar to request 802, but the pathname in line 830 is "HyperMedia
Adapter NSK/Configuration".

Response B08 includes attributes for the "Info" entity. Thus, the
response includes an attribute value, mode, field, and range for each of ten
attributes of the component "Configuration”. As seen in step 332 of Fig. 3,
server 140 generates the HTML of Figs. 6(a) and 6(b) in accordance with
response BO8 and sends the generated HTML to browser 130 (see Fig. 5)

Assuming that the user wants to change one or more attributes of the
Configuration component of object "HyperMedia Adapter NSK", browser 130

sends a request to server 140 to this effect {(assuming that the browser is in

11

Petitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 296



WO 98/02831 PCT/US97/11885

5 "set” mode). Server 140 then sends request 810 to the object manager,
which responds by sending a status value (not shown).
A format of the OrmSet request is:
OrmSet: pathname
Attribute: name
10 Value: val
where "name"” and "val" respectively, represent an attribute name and an
attribute value. This command is shown in line 840. The command can
include more than 'one Attribute/Value pairs.
In the example, request 810 specifies new values for eight attributes of
15 component "Configuration.” Assuming that no error occurs when the object
manager changes the attribute values, server 140 generates HTML reflecting
the new attribute values in accordance with the response and sends the
generated HTML to browser 130 (not shown).
A preferred embodiment of the present invention has a server that
20 interfaces with "self describing” (or "introspective") objects. The server sends
requests to and receives responses from an ORM (Object Resource Manager).
The system may include more than one ORM and more than one server. Each
server may "know" about zero or more ORMs. Thus, the system is not
centralized and does not necessarily depend on a central point to interface with
25 the objects.
C. The Object Manager
1. Self Describing Objects
Fig. 4 shows an example of object organization in a preferred
embodiment of the present invention. Pages of the description, shows
30 examples of an ORM Server Support Library API (Application Program
Interface) supported by the object manager to access objects in a preferred
embodiment of the present invention. The routines in the AP! of pages are
used by object manager (e.g., ORM 142 of Fig. 1) to receive requests from.
server 140 and to prépare responses to the requests. - It will be understood be
35 persons of ordinary skill in the art that any object manager can be used in

12
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conjunction with the present invention, as long as the object manager is
capable of communicating with server 140 and of fulfiling GetOrm and SetOrm
requests from server 140,

Fig. 10 shows layers of functions available to the object manager. A
Protocol layer 1002 handles the ORM protocol, e.g., decodes the request from
server 140, initiates the corresponding functions, and aséembles an ORM
response. Protocol layer 1002 is the lowest layer and drives all calls to the
upper layers by calling "registered" functions. A Node layer 1004 handles
navigation between nodes, ie.e, parsing the pathname to locate the virtual
node, which represents some management entity.

A Handle layer 1006 maps "virtual nodes" to real objects/data. Such a
mapping results in a "handle.” Handles are explicitly requested and released.
An Aspects layer 1008 handles instances that are made up from more than one
ORM tree. For example, the "statistics” Component is not a single Component
n the tree, but is generated by the object manager. As another example, some
attributes depend on others and cannot be modified independently, but have to
be treated as a siﬁgle, atomic operation. These groups of attributes within an
instance are called "aspects" and the corresponding Aspect layer is provided to
extract and modify groups of attributes within an instance. _

An Attribute layer 1010 retrieves or updates a single attribute (of an
aspect) and provides the meta information corresponding to this attribute. A
Conversion layer handles the actual conversion of attributes between the
external (ORM) and the internal (native) presentation. This layer also converts

states and bitmaps to "friendly strings.”

2. Web Agents
In another preferred embodiment of the present invention, the objects

are not self-describing. In such an embodiment, one or more servers 140 in
the system performs a "worm" function, i.e., one or more servers 140 follow
object-links between objects and save all the information available concerning

those objects. When a request is received from browser 130, server 140

13
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sends its collected data to browser 130 (assuming that the collected data is
not older than a threshold age value).

In summary, the present invention allows a user to manage objects by
way of hypermedia, such as the world wide web. In a preferred embodiment,
the objects are self-describing and respond to questions about themselves from
one or more object managers. A server communicates with the object
manager(s) and generates HTML from responseé received from the object
manager. Conventional browser software allows a user to indicate which
objects he wishes to browse or change. Using a conventional hypermedia
request/response protocol, the browser and server communicate to obtain
information about objects and their attributes. The server also translates
HTML/URLs received from the browser to requests to the object manager.
Such a system allows a non-centralized object management system.

Other embodiments will be apparent to those skilled in the art from
consideration of the specification and practice of the invention disclosed herein.
It is intended that the specification and examples be considered as exemplary
only, with a true scope of the invention being indicated by the following claims

and equivalents.

14
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5. Browse (readonly) and Change (read write)

modes are differentiated by different

URL's. For the Change mode an HTML input form is created with user interface ele-
ments dependant on the meta information provided with attributes. Dependant
from this meta information, simple text input-or numeric input fields, popup boxes

or radio buttons are generated. 2

6. A submit of this HTML form resuits in an HTTP POST request. which appears at the

managements adapter with a special URL and the list of name/value pairs from the
input form. These values can be checked against the information now retrieved from
the object (see above) and a ORM SetAttribute request is send to the respective
object. This object initiates the intended state changes or returns an error to the
adapter, which then creates a new page, which reflects the outcome of the operation.

7. Access control can be either applied by the generic HTTP adapter, filtering POST
methods for example or by the called object itself using principal identifiers in the
ORM request. ;

5.3 Events and Alerts

Compared to SNMP or CMIF, ORM has no event or trap mechanism. With this respect it
is much closer to the NSK management protocol called SPI. Instead event and alert sup-
port is provided by another mechanism (and object) within MSF, called Alert Facility,
which is built on top of the Common Execution Environment (CEE).

15
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6.0 ORM Protocol

6.1 General Characteristics

The ORM protocol is a simple request response protocol constructed out of lines of ASCIl
text and terminated by newline, to browse through the managed object and change its
state. [n this way, it is directly comparable to the HTTP protocol.

[t is bytestream oriented, as it contains no length fields or has any fixed structure, but the
individual items are separated by special characters, i.e. colons and newlines.

The logical end of a protocol unit is determined by an empty line i.e. a line with a newline
character as the first character.

Remark: The decision for a pure ASCII protocol may be surprising, as MSF has a well
defined presentation layer/ protocol by [DL/PCU/GLU, but ORM is designed to support
self contained object management, e.g. all manageable aspects of an object should be
described by the managed object (or its manager) itself and just known by it. This
implies, that a lot of human readable information has to be shipped with this protocol
and using a pure ASCII protocol seemed quite natural. In addition the browsing nature of ~
the protocol would have resulted in a quite unhandy IDL structure of unbounded
sequences of any’s or unbounded strings, probably with another layer of unbounded
types above. Using ASCII strings simplifies the creation of protocol units. Last not least,
ORM must also support the entities provided to build the MSF infrastructure itself, e.g.
must also be available with and without these execution environments.

Internally the ORM protocol (ORM-P) is a tagged line protocol, as every line starts with a
tag word followed by the tag value separated by a colon and terminated by an end of line
character’(newlirig). The'protocol itsélf supports boxcarring (e.g. consolidated requests).
Errors are reported inline with the data i.e., where they occur, by special error tags.

Request and response units are constructed the same way and the response is merely a
“filled out” or “completed” request and as such, the information in it is self describing
(i.e. need not necessarily correlated with the request). This is not true for authentication
information, which is not mirrored in the response.

The ORM-P basically supports two kinds of operations:

1. getentities (OrmGet)

2. setattributes (OrmSet).

The two keywords OrmGet and OrmSet at the beginning of every sub-request describe
the intended operation (ie. are the operation tags).

In addition to these two basic operations there is a preamble required for every (consoli-
dated) ORM packet, identifying the originators protocol version (tag OrmVersion) and in
the case of a request, there is an optional tag, to pass authentication information from the
client to the server (OrmWho). -
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6.2 Pathnames:

Pathnames provide the necessary navigation and identification information to locate a
specific aspect-of an object (or its internal entities). The different parts of the pathname
usually are also the names of the entities in the generated user interface and as such,
should be “friendly”, descriptive names. -

A pathname consists of a “/* separated list of components, which in tum may contain
any printable character including whitespace.

For the current version, characters in the pathname components are restricted to the
printable set of ASCII characters but may be extended to cover all printable ISO-8859-1
characters in the future (ORM-P is “8-bit clean”, but this restriction is just to be more flex-
ible in the choice of user interface construction).

There are two special component names, which follow the POSIX convention for filesys-
tem tree navigation: “.~ and “..”. These are only allowed in conjunction with an OrmPath
tag and refer to the current node and to the parent of the current node respectively, where
the “current node” must have been defined by a previous ORM sub-request in the same
protocol unit (i.e. OrmGet or OrmSet). An attempt to traverse the parent of the root of the
tree is treated as an erroneous pathname (compare with “cd” in a POSIX system).

6.3 Error Reporting (OrmError):

Errors are reported, where they are detected, i.e. the error tag (OrmError) usually appears
directly behind the error causing tag in the response. This allows some kind of identifica-
tion of the failed subrequest or protocol item even for large consolidated requests.

An error tag in the response also indicates, where the request was aborted. Previous sub-
requests in the same ORM packet may have been processed’. An error tag (OrmError)
has a constant and a variable part, where the constant part identifies the kind of error, the
variable part is used for additional hints, what caused the error. As the error is reported
with a context, this context provides valuable information for error explanations.

The Format of an error protocol item:

OrmError:<decimal errorcode> <stringcode>:<variable part®\n°®

6.4 Version Support: OrmVersion:

The first line in every protocol unit must identify the highest protocol version number,
this protocol unit complies to. The actual version is 1.0!

1. When the ORM requests are issued via the IDL interface, the error also appears 2 an exception with the
exception detail showing the actual ORM error code.
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eg.

OrmVersion:<major>.<minor>

A server/application may respond to this request with an error VersionMissmatch fol-
lowed by its desired version id.

6.4.1 Protocol Conformance & Protocol Errors:

Unknown tags should be ignored unless they appear at a position, where another tag is
required (an attribute tag must be followed by a value tag for example). If the latter
occurs, the unidentified or unexpected tag is placed in the response message followed by
an error tag with “ProtocolFailure”

6.5 Principal Identification Information: OrmWho

For the purpose of propagating the identification of a principal causing the request or to

be used with the request, ORM-P supports a protocol item to ship any kind of (encoded)

principal identifier with a request in the following way: :
OrmWho:<principal identifier>

Up to now, neither the <id-scheme> nor the encoding or interpretation of the “encoded-
princpal-identifier” are specified in any detail by ORM-P but are up to the application
and require an agreement between the ORM-P client and server. This may be subject of

change!
6.6 Browse Operation: OrmGet

The operation tag “OrmGet* has to be followed by a colon (*:” - the tag separator) and
usually is followed by a “pathname”. As every ORM protocol item, the operation tag fol-
lowed by the optional pathname has to be terminated by a newline character. This first
line is followed by a list of entity type specifyers requested.

6.6.1 Entity Types
The OrmGet request is followed by a list of type specifyers to describe the kinds of entities
requested for browsing. Allowed types (and entity specifyers) are:

* Object.
requests a list of all known object links at this level. A friendly name and the link-
address (NOR) is returned per object.

* Component
A list of all components below the level of the path spedified in the GET line is
requested. A list of names is returned.

o Attribute
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A list of attributes for the current node is requested. For every attribute its name
(Name:<name>) and its stringified value (Value:cvalue) is returned. If the path in the
OrmGet line already navigates to a single attribute, the returned name is the empty

string.

« Info (implies Attributes)
This type addresses the same type of entities as “Attributes”, but here meta informa-
tion in addition to the name/value pair is requested. as there is Field for identifying
the type of input expected, Mode to describe the access mode (read, read-write or
write) and the so called hints (Range and Unit), which can be used by the user-interface
to generate a more sophisticated presentation of the attribute. These info fields are
described below in detail in the response section.

» <Empty>
An empty type specifyer indicates that the validity of the pathname should be
checked, but no information is requested.

As all ORM protocol items, every single type specifyer is terminated by a newline.

Examples:

1)OrmGet:/telnet/windows\n
Component\n
\n

2)0OrmGet:/telnet /windows/#ptyl/status\n

Attribute\n
OrmPath:../../pty2/status\n
Atcribute\n
\n
3)OrmGet: /telnet\n
Objecti\n
Component\n
Info\n
\n

Note: Leading blanks in front of the tag or the tag value are ignored as well as .lines,
whose first character is a “#”.

The OrmGet request may be called without a pathname specification (e.g. “OrmGet\n")
mwhidt_aseﬁmmtobjectitseuhmiumcedandﬂwmdyvaﬁdtypespedfyuis
“Object”, which will return the “friendly” name of this object manger and its link address
(Note: this link address may be another one, as the request was sent to, i.e. this allows
redirecting the management requests to another object reference).

6.62 OrmGet Response

The response to a OrmGet request merely mirrors the request, but here the type specifyers
are used as tags (to type the following entity) followed by the name of the entity (sepa-
rated by “:*) followed by a newline character. The name item is followed by a type
dependent list of additional tagged items, describing further properties of this entity.

Although the partial responses below are listed per entity type, they appear in the same
response unit in the same sequence as in the corresponding request unit, ie. if the latter

19

BNSDOCID: <WO___S802831A1_|_> Petitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 304



WO 98/02831 PCT/US97/11885

requested entity types by the sequence “Object\nComponent\ Attribute\n”, then the
response will first list all available objects at this level followed by all available compo-
nents followed by all available attribute/value pairs. If a requested type is not available
at the specified level, an empty tag of that type (with a colon) is returned.

The response unit for an OrmGet request starts with the common response header (i.e.
OrmVersion:<version>) followed by the “OrmGet: <pathname>" line followed by any
number of the following constructs.

6.6.3 Object Entities:

Syntax:

<object-item> ::= “Object® ([*“:" <string> *\n°*
<object-link>) *\n*

<object-link> ::= *Link® *:* <string>

Example:

Object:Network Service Layer\n
Link:<obj-reference>\n

Object:Media Access Layer\n
Link:<obj-reference>\n

\n (if this is the end of the response!}

6.6.4 Component Entities: (have no additional properties)

Syntax:
<component-item> ::= “Component”® -[*:” <string>] *\n~”

Example:

Component :Configuration\n
Component:Statistics\n
\n (if this is the end of the response!)

6.6.5 Attribute Entities (simple request)

sSyntax:

<attribute-item> ::= *Attribute” (*:” <string> *\n*
<attribute-value>] *\n°*
<attribute-value> ::= "Value® *:7 <string>

Example:
Attribute:Packets sent\n
Value:1234\n
Attribute: Packets received\n
Value:4321\n

20
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6.6.6 Attribute Entities (Info request):

syntax:

<attribute-item> ::= “Attribuce® [*®:° <string> *\n°*
<attribute-info> | *\n”]
<attribute-info> ::= <attribute-value> *\n* (cnt)
<attribute-mode>“\n* (cnt)
<attribute-field> *\n° (cnt}
{<attribute-range> *\n“]|
(cattribute-unit> *\n”]
sMode:* [“RO?|*WO*|“RW*](*P°]
*Field:* <ORM-fieldtype>
“Range:” <ORM-range-definition>
sUnit:* <string>

<attribute-mode>
<attribute-field>::
<attribute-range>::
<attribucte-unit>

nnunmn

Example:
Atcribute:Statusi\n
Value:Running\n
Mode : RO\n
Field:String\n
Attribute:New Status\n
Value:Running\n
Mode : WO\D

Type: Enum\n
Range:Stopped, Aborted\n

Here the sequence of the different info tags is not relevant, but “Attribute” always starts a
new property set for the next attribute. The “Range” and “Unit” tags are optional.

For “ORM-field type” and “ORM-range-definition™ see below.

Errors & Exceptions specific to this request

NoSuchNode: :

The path specified does not point to a legal virtual node.This exror is only reported

immediately after a “Orm[Get/Set/Path}:cpathname>" commuand.

InvalidOperation: ;

The path specifies a node, which can not support the requested entity type, an

“ Attribute” request for an “Object” node or vice versa for example. This error is
after a type specifyer, listing the type specifyer (without a colon) followed by

a newline followed by the error tag.

6.7 Modification Requests: OrmSet

The set request starts with the set-tag “OrmSet" followed by a pathname followed by a
newline. The pathname at minimum must contain the name of the root e.g. * [ <root-

name>" (i.e. an empty pathname is not allowed!).

21
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This line is followed by a sequence of line pairs containing the name of the attribute and
its value, e.g.

Syntax:

catcripute-item> ::= “Attribute® (*:° <string> *\n*
<attribute-value>} *\n*

cattribute-value> ::= "Value:” <gtring>

Example:

.Attribute:New Status\n

value:Suspended\n

Attribute:Reset Statistics\n

Value:Yes\n

\n (if this is the end of the protocol unit}

6.7.1 OrmSet Responses:

If no error occurred, the response to the OrmSet request is a copy of the request itself.
Otherwise an error-tag may appear somewhere in the response, and if the underlying
request/response protocol permits, the response is flagged with an error indicator.

The effect of an erroneous OrmSet sub-request is application dependant, but it is recom-
mended, that a OrmSet sub-request either succeeds completely or has no effects at all

(atomidcity).

Any OrmSet requests pmcéding a failed one are not affected, any subsequent requests are
ignored.

6.7.2 Error-Returns:

* NoSuchNode: _
The path specified does not point to a legal virtual node. This error is only reported
immediately after a “SET:<pathname>" command.

* NoSuchAttribute:
The string following an “Attribute:” tag does not identify a legal attribute. The error-
tag follows the ~Attribute:” tag (including the string).

* ValueQutOfRange
The value specified is not within the range of legal new values for this attribute. The
error tag follows the value-tag line.

» Valuelnconsistent

The set of attribute values in the request were no consistent or contradictory
¢ InvalidOperation:

The designated Attribute is not writeable.

« NoPermission:

The access rights of the requester do not allow to set the designated attribute.(This
error and the previous one may have some overlap)
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' 6.8 Request Type Independent Errors:

« ProtocolError:

If pairs of tagged lines are expected and the sequence of pairs is not completed or an
unknown or context illegal tag is detected, this error is generated, following the erro-

neous tagged line.
o InternalError:

An internal error in the application/server was the cause, that this request could not
be completed. (allocation failure, mangled structures). This indicates a severe error at

the server side.
e BufferTooSmall:

The response buffer spedified is too small to return the full response.
* NoSpace:

Some internal buffer could not be allocated or was to small for the requested opera-
tion.

6.9 ORM Attribute Info Descriptions:

Within the ORM protocol there are two ways to retrieve an attribute: the short form
returns just the name of the attribute and its value and the long form, returning addi-
tional meta information for every attribute, which can be used to create reasonable user

interface elements by the ORM client.
The following fields appear n the extended description:

- Field: identifies the kind of field, this attribute should be preseated in

- Mode: identifies applicable operations (readonly, read/write, writconly)

- Range: Provides hints for input checking and for user interface generation
- Unit: a free form field often describing the metric of the value or scale.

6.9.1 ORM Field Types:
Although in principal, the ORM field type item (Field) allows any princpal character
string, the ORM support library and the user interface generator (HITML synthesizer) will
only support a limited set of predefined field types, to ease the presentation of attributes.
If a feld type is not recognized, the default “String” is assumed.
6.9.1.1 Field: Integer
The ORM protocol does not distinguish between unsigned and signed integers, e.g. every
ascii string representing an integer may be prefixed by a “-" or a “+”. There is also no size
information in the field type. Any range restrictions have to be specified in the Range sec-
tion.

Syntax:

Field:Integer

23
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6.9.12 Field: Real

The field type Real identifies decimal floating point values. The allowed input formats are
those of the POSIX 1003.2 scanf function for float and double values.

Syatax:

Field:Real

6.9.1.3 Field:HexOctet -
This field type is used to display and enter binary data as pairs of hexadecimal character
Syntax: '

Field:HexOctet (a sequence of hexadecimal digits)

6.9.1.4 Compound-Field Types:

The last set of field types allow much finer control of the input, an end user may provide
to the ORM-P client side (or the client of the client...). These types are named Enum and
Set, where Enum specifies a “one out of m” field and Set specifies a “n out of m” Geld.

Both types are only valid with an appropriate Range field in the hints section, where the
possible alternatives must appear in a comma separated list.

These two types often transformed into “Pop-Up” menus (Enum) or option lists (Set) or
similar by.the.user interface.generator. -

Syntax:

Field:Enum (single selection from “Range:”)
Field:Set (multiple choices from “Range:‘)

6.9.2 ORM Attribute Modes:

To generate reasonable user interfaces (as far as possible without object/component spe-
dific knowledge), the generator must know, whether an attribute is “read-only”, “read-
write” or “write-only”. The latter is used to signal to the user interface, that this attribute
should be only shown in “change-attribute” frames, if those are distinguished from pure
browsing frames. An extension to these basic modes is provided for writable attributes to
indicate, that an attribute value is mandatory, by appending the letter “M~

The different modes are simply encoded as two-letter strings followed by an optional
“P", e.g.

Syntax

- RO Read-Only

- WO(M] Write-Only{non-null value mandatory]
- RW([M] Read-Write(non-null value mandatory)
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6.9.3 Range Identifiers:

The range identifier, tagged with “Range:” is used as a kind of hint (and therefore it is
optional except for the compound fields) to the user interface generator, what kind of
input/output field it should generate. In addition the information can be used to check
any optional input and give the end-user appropriate responses or hints, if these input
checks fail.

The range hints are type spedfic and as such different conventions are defined to specify
valid ranges for an input field. The type independent convention is to separate alterna-
tives by a comma “,” and sequences by three subsequent dots “...":

6.9.3.1 Range Specifications for Integer Fields:

Valid range specifications for the integer types are:

Range:1.4.8.16 valid: 1 of the values listed

Range:20...60 valid: all numbers between 20 and 60 including
Range:0... valid: every integer including 0 (up to typemax)
Range:-20...+20 valid: every integer between -20 and +20 incl.
Range: valid: every pos/neg integer within type

6.9.32 Range Specifications fro Floating Point Fields:

Valid range specifications for the real types are:

Range:0.1,0.5,0.8 valid: one of the values listed
Range:0.le-3...0.1 valid: reals between 0.0001 and-0.1

6.9.3.3 Range Specifications for String Fields

If the ﬁzstrangevaluesta:tswithadigit,&mmgehdim&sdﬁmﬂtemmmumorﬂ\e
range of valid string lengths. If the first character is non numeric, the range is interpreted
similar to the compound Enum field below, ie. one of these strings may be selected, but a
different user interface element may be used (a list box). If the first character of the range
string is a comma “,”, uﬂsptwvidedsumgsindtemmmasepaﬂmdlhtmmauedas
examples, where the possible input is not restricted to the given alternatives. A major use
of this kind of string selection is in file selection boxes.

Syntax:

Range:1l...20 valid: strings with minimum length of 1
and max length ¢f 20 characters

Range:10 valid: a string with at max 20 characters.

Range:, filel.c,file2.c filel.c or file2.c are valid options,but
other input is also wvalid
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6.9.3.4 Range Specification for Compound Fields:

For the Enum and the Set type fields lists of alternatives are required in the range section.
The comma separated list identifies the different options a user is allowed to select.

Syntax:

Range:<comma separated list of alternatives>
Example:

For Enum (choose one of)

Range :STOP, SUSPEND, ABORT

For field :type Set (choose n or none of)

Range:Trace IP,Trace UDP, Trace TCP

6.9.4 The Unit Specification:

The “Unit” specification is a free form string and currently not interpreted by the user
interface generator. If present, it will append this string behind the value field as one
would do with a unit description like “1.4 inches”. Another important purpose of this
field is for the use with customized object specific management pages (if used within an
HTML environment). Here the unit could be used to identify an application specific type
for example.

6.10 Navigation Request: Path

This request extends the previous operation (OrmGet or OrmSet) to a new subtree and fol-
lows these tags in its syntax. It may appear everywhere, whete a OrmGet or OrmSet tag
may appear. except that it must be preceded by one of these items in the same protocol
unit. It usually is only found in sequences of ORM statements resulting from a “Dump”

request! :

Syntax:
OrmPath: <pathname>

Semantics: Extends the previous OrmGet or a OrmSet request into another subtree within
the same object

6.11 Summary of ORM Error Codes:

NoPermission: 1 _
The cumrent authentication can not be used to perform the requested operation

NoSuchiNode: 2
The pathname specified. in a Orm{Get/Set/Path] request does not point to a known
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node.

NoSuchAtmbuze 3
The atribute specified in a OrmSet request could not bc found

NoSuchObiject: 4
The Object specified could not be found.

InvalidOperation: 5

The operation requested is not valid for this type of entiry. ( Examplc attribute is not
writable, request components of an attribute) |

ProtocolFailure: 6
A sequence of tags was encountered, which could not be parsed and decoded.

VersionMissmatch: 7
The object could not deal with the version of the request packet.

CommunicationError: 8 _
This is a client side error to map lower level communication errors too, if necessary.

ValueQutOfRange: 9

The value passed in with a set request for an attribute is not within the allowed range
and could not be accepted. '

Valueinconsistent: 10
The combination of values passed with a set request is not acceptable.

NoSpace: 12
The request could not be completed because of internal space restrictions in the object.

BufferTooSmall: 13

The response to the request exceeds the size of the response buffer provided by the
underlying protocol.

IntermmalError: 14
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ApplicationError: 15

These two errors are used to repornt back implementation problems like corrupt data
structures, where the IntemalError usually is generated by the ORM support library,
the ApplicationError instead is issued by-the higher “application™ layers.
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3.1 ORM Protocol Layer And Upcall Interfaces
This section was generated from <stifin> by CDOC on Sun Jan 29 17:00:50 1995,

ORM Application Context

Application Server Capsules may serve different kind of requests and therefor may have
multipte domains of objects to be managed listening on multiple ports. Following the
ORM model, this may result in muluple parallel independant trees.

The ORM parser supports this by maintaining an application context, which has to be
passed to the protocol layer to handle a request (there is also an opaque aall-context,
which may be passed to the protocol layer, but this isn’t interpreted by the ssl).

The application context contains besicle (an opaque pointer) to the (virtual) root of the
virtual tree, mainly a list of tree/application specific function pointers. Before the first
request can be passed on to the ORM protocol layer, this context has to be established
with the ORAM SSL via a call to ORM _Contextlnitialize.

Accordingly there exists a function ta informy ORM that this application context is not
needed anymore (release).

The following lists the function prototype definitions for actual functions to be provided,
when establishing a context.

Note: Some functions are defined to return pointers to character strings (ORM _String). If
the ORM protocol handier is used it is guaranteed, that the same function will not be
called. befare the string is copied or otherwise not needed anymore. This allows the use
of a single private string buffers per function, if necessary.

3.1.1 Authentication

The following list of functions are included to enable an application to maintain its own
authenticated context. The ORM protocol just allows to forward some authentication
related information from the client to the server (WHO...). This is passed on to the appli-
cation layer as is, if encountered by the parser. The actual meaning of this data is applica-
tion and user interface dependant.

3.1.2 Function Type ORM_AuthenticateFunc

Performs any necessary authentication or preparation of authentication structures. Usu-
ally, the authentication information is used to setup some context in the call-context,
which is passed to the node/handlie layer upcalls. [t is up to the application layer to
free/clear such context after return from the protocol layer.

29

BNSDOCID: <WO___8802831A1_I_> Petitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 314



WO 98/02831 PCT/US97/11885

Declaration:
typecef TPM_Statis (SCRM_AuthenticsteFunc)
SRM_Appla’llintexthDes callzzntext, s jne°,
SAM_Strang authstring rs° i1pn oy
Fields-
callcontent An opaque pointer to any kind of context, the caller has estab-
lished.This passed to the node and handle layer.
authstring The string, the client passed in his request, if any. Usually
uid:passwd
status ORM_ENoError: if successfull, ORM_EPermissionDenied, if

authentication unknown.

3.1.3 ORM_AuthFuncDef

This structure 1s used to pass the Authentication function to ORM_Contextlnitialize

Declaration:
typedef xmruoczt SRM__Auth®unzTzg |
SPM_A 1zacefuns zach:
1 tgce

.nslef:

3.1.3 Virtual Node & Tree Function Types

The following hst of functions (function types) are used to access the virtual tree of com-
ponents. attributes and linked objects. They usually don't deal with application specific
data.

3.1.5 Function Type ORM_Node!LookUpFunc
This is the central function for the traversal of the tree .

Retums an upaque pointer to a virtual node, which may subsequently be called to
retrieve propertivs or children of spevitic types.

Declaration:
typeder IFM_3Stazusg (*CRM_Modelookipfunzs )
3PM_Applalilentextber zallcconzext, /" in =/
URM_AscNodeDer F-1-3 /7 in ey
CRM_String catnname, r° in ey
2PM ArzieceDet ‘node, /° oyt e/

- |

:Trpelet “ni_type /* out e°/

Fields-
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1s an opaque pointer to the application specific call context pro-
vided with the Do_Request function.

Opaque Pointer to root of virtual tree. This may be NULL. and is
taken from the application context.

1s a / separated list of component names optionally preceded by
the name of the object (e.g. if the first component matches the roots
object name, strip it, eise take the first component to be a child
under the applications root). Support for un‘x style directory navi-
gation . and .. is highly recommended/required. A pathname of ..
applied to the root with request type Object should return the root
name and the actual servers link address (NOR)

The opaque node pointer, if found
The ORM _NodeType of the node found

ORM _ENoError in case of success, or any other ORM error in case
of failure.

3.1.6 Function Type ORM_NodeChildNextFunc

Used to subsequently scan the children of a single parent. Returns the next child of type
type of parent parent, which logically follows the child returned by the previous call to
NodeChildNext(), now passed in as lastchild. E.g. If lastchild is set to NULL the logically first
child of this parent s rexquested. If there are no children (of the requested type), then
NULL must be returned with ORM_Status set to ORM_NoError.

Declaration:
cypedef URM_Staztaz | *CRM_N:ideclhildNextfunc )
2PM_Agplai.lontextber raillconzext, /Y in */
CRM_ASpNodeDef Tarent, A i
:R.‘-!-'P.;-prlcaeoet iasnechild, s in 4
-:FI.\CN:- ycesat wvpe, i ofey: Ml
SPM_AnpN>ielec *:child, £ out =/

THM scr-ing

i
Fields:

callcontext

parent

lastchild

Ly

“name *f Qa4 T

is an opaque pointer to the application specific call context pro-
vided with the Do_Request function.

Opaque pointer to the virtual parent node.

Opaque pointer to the last child returned by a call to this function
(in this request). or NULL to request the first child.

The tvpe of entity, which is requested (ORM_ObjectType,
ORM_CompunentType, ORM_AttributeType or ORM_AnyType).
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Pointer where to store the reference to the node found

Pointer to name of node found.

status value. Possible status values, see below!

3.1.7 Function Type ORM_NodeChildByNameFunc

The little sister of ORM_NodeLookUp. Looks for a child with name childname directly
under the given parent parent. This function is primarily used within the processing of
Set- Attribute requests. If there 1s no child with this name, return NULL and an error sta-

tus (see below)

Declaration:

typedef

Fields.
parent
childname
child
child _type

refurns

CRM_3Status {"ORM_NecdeclhildByvMameFune ) (
SPM_~Acplalliloncercies callccrtext, /e in oy

CFM_Acorisdeloef fFarenr, /® in 9y

zhildname, it oin ey
*zhild, % oyt v/
*thild_=zyge /s° outr o

Opaque pointer to the virtual parent node.

Name of the child (attribute), i.e. every printable char except '/
Pointer where to store the reference to the node found

Painter to tvpe of node found.

ORM _ENoError if child was found, else ORM_ENoSuchNode.

. 3.1.8 Function Type ORM_NodeTypeGetFunc

“returns the type (enum ORM_NodeTypeDef) of the given node.

Declaration:

typedef CRM_N-zeTypelaf ("CRM_NcdeTypeGetFunce ) ¢
CRM_~fcpotsnefes alae 70 oin ey

1
Fields
node

returns

BNSDOCID: <WO___9802831A1_I_>

A pointer to a virtual node

a valid type or ORM_NodeTypeUnknown.
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3.1.9 Function Type ORM_NodeNameGetFunc
returns the name (ORM_String) of the given node.
Declaration:

reing (*7RM _NodeNameGezFunc )
f et re in =/

Fields:
nuide a pointer to a virtual node
refurns a valid null terminated string of characters or NULL

3.1.10 Function Type ORM_NodeNotFoundTrapFunc

This function is kind of special by providing the application layer a chance, if the lookup
of a node failed.to create that node.

Normally, referencing a non-existent node in the pathname of an ORM request is treated
as an error. except this 15 an internal ORM restore request. Reloading an ORM tree into an
application may encounter subtrees, which where dynamically created by the application
during a previous run (usually via a New subtree).

This function is totally application dependant and is not covered by the ORM-SSL other
than via this hook.

Declaration:
cygedar IBM Izatus (TCFM stizZeNzzFfecundTlrapfunc) ¢
e vuptln Tt WA, i g
el R EING b 5. A me omy
TPMA_Rag.assr Toneleld temiest, S L
SHA AnpNIwalel _ Tmewnlrae +* out o/
Fields:
parent Reference to parent node
name Name of node not found under this parent.
reast Kind of ORM request (get/set/dump/restore) causing this lookup
failure.
newnode Where to store the reference to the new node, if one was created.
returns ORM_ENoError, if a node with the given name was created else

ORM_ENoSuchNode.
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3.1.11 Structure ORM_NodeFuncDef
This structure bundles the virtual tree related functions for passing to Contextlnitialize

Note: The ORM_NodeNotFoundTrapFunc is not included in this function array, because
it is application special anyway and must be passed explicitly, see Contextinitialise()

Declaration:
typaeder strucs CPM_NcdeFuncTag |
CRM_N~delco«UcFunc lookup:

SPM_NoZelhlliNexcfunc childnext:
IRM_MNuY dEyNama? oo childoyrame:
typegec:
namege::

- i

3.1.12 Application Handles

The following two function types are used to link the virtual nodes in the tree to (parts of
actual application data instances, visible to the ORM support layer as opaque handles.
When an application handle is requested from the application layer, real things happen to
start and it is assumed, that the instances are valid and available, until explicitly released
by the ORM laver. The handles together with the aspect (identifying the type of handle to
the application’ will be passed to the application specific functions, when actual values
have to be accessad (either for get or set). If these functions are not set in the ORM context,
NULL will be passed mnto those calls for both, the handle and the handleciass.

3.1.13 Function Type ORM_HandleGetFunc

Request (and lock) an actual handle (pointer to an application level instance) and a han-
dleclass based on the current virtual node and the current principal.

Declaration:
SEPRIEI -t smAT Ll 0 e o =gndieSetiens b ¢
SR “t e ca.liinztext,,® ina =
~.cge, D § AL
_ T 29, fY in ey
CR4 _Ascrantlelef “hardle, /e out e/ -
CRM_~ipiaspentlec ‘aspect /° out °/
) :
Fields:
callcontex: is an opaque pointer to the application specific call context pro-
v ided with the Do_Request function.
rande Pointer to current Node.
op Operation Code, e.g. ORM_Request
handle Pointer, where to store the handle reference
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aspec! _ Pointer, where to store the aspect reference

returns ORM_ENoError if no error occured or any of the ORM error codes.

3.1.14 Function Type ORM_HandleReleaseFunc

Returns a given handle back to the application layer. This should be more understood as
an unlock operation than a free! -

Declaration:
typedef w:id (*C2M_HandlePe leasefunc ) |
:Fs_.&pp:a‘..‘.:on:excbef callceonzexc, /® 1n */
CPM_AppHariielef aandle, /v in %/
TuM AppAlrestlef aspecet, 2% an. €
TEM .. _@svTslel " 7w g m
? I
Fields.
callcortext 15 an opaque pointer to the application specitic call context pro-
vided with the Do_Request function.
handle a handle obtained via a call to HandleGet
aspect Aspect as returned from HandleGet
op Operation Code, e.g. ORM_Request

3.1.15 Function Type ORM_ObjectLinkGetFunc

Retrieve the Object Link from a nade of type Object given the node, the handle and the
aspect. The standard Handle Layer functions just return the link stored in the corre-
sponding field in the node struct.

Declaration:
typedef CRM _3STatys t*OFM_HandleCtijectlinkGezfunc ) |
TRM ansNaizlef nzse; r® iR ey
SRAM_Acpianclelel mandle, ieoamosd
TEM nLrgfea. cmtad aspese, s oy S
s DR 4 Ea o
Fields:
node ' Reference to node of Object Type
handle Reference to application defined handle as returned from Han-
dleCet
asprgt. Reference to application defined aspect as returned from Han-
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link Location where to store the reference to the stringified link infor-
mation
returns ORM_ENoError if successfull, else ORM_InvalidOperation, if the

node is not of tvpe Object

3.1.16 Function Type ORM_AttributeDescrGetFunc

Retrieve the opaque reference unique to a node of type Attribute (usually the attribute
descriptor), given the node, the handle and the aspect. The standard Handle Layer func-
tions just return the pointer stored in the corresponding field in the node struct.

Declaration:
Tvpedas LRM eyl 10 TTM =andlizkttributelescGetTunc )
N ~z22e, AL S )
andlae " in °v
:spece, S oin e/
het a4 carzztzibdesc s ourn o/
Fields:
nade Reference to node of Object Type
handle Reference to application defined handle as returned from Han-
dleGet
aspect ' Reference to application defined aspect as returned from Han-
dleCet
attribdesc Location where to store the reference to the attribute information
returns ORM_ENoError if successfull, else ORM_InvalidOperation, if the

node is not of type Object

3.1.17 Structure ORM_HandleFuncDef

This structure bundles the handle related functions for passing to Contextinitialize

36

Petitioners Twitter, Inc. and Yelp Inc. - Exhibit 1002 - Page 321




WO 98/02831 PCT/US97/11885

Declaration:
typedef sorust ..;RM_!-—:an:;'l\.\i‘-.-:.c:ag l
SPM_Handl=zGezfunc getr:
CRY_sanzlePeleasefunc raseave;

cRM_#andledbeczlinkie
CAM_Hardleattoibutedes

) CRM_HanalefuncDef:

Funs liak:
eGetfuanc attrikb:

-
=

3.1.18 Accessing Application Data: Aspects

the following group of functions (function types) has to be provided to access actual val-
ues of the application either for retrieval or for updating. All functions in this group are
mandatory, if the ORM protocol layer is used.

3.1.19 Function Type ORM_AspectCallGetFunc

This function retrieves an aspect from the application layer, e.g. a reference to a blob of
native application data (a pointer to a (part of) an application data structure, or a
response buffer ...). The ORM protocol layer calls this function once for every unique
handle/aspect combination (and not per Attribute) within a single AttributeGet Request._
[f the HandleGet Function returns a different pair or there are no more attribute nodes to
process, the current aspect is released!

Declaration:
tvgedei URM 2tatis U LFM BeczezzCallGetFunc) |
-:l_ﬂ_'-l_.:._ag:ra.e:.;;e.-:-ei rantl=, re ial =
JAM AzpAaspsctlel zZ5pect, i W)
SAM_SepElRrane sl »surcens /* out */
B
Fields:
handle Handle as retrieved from HandleGet
aspect Aspect Reference, as retrieved from HandleCet
current Where to store the reference to the current value (opaque)

3.1.20 Function Type ORM_AspectCallinitFunc

This function requests an aspect container from the application layer, e.g. a reference to a
blob, where new attribute values can be selectivly written to to perform AttributeSet
requests. In addition hte application layer may return a reference to the current aspects
values (cmp CallGet). which is passed unchanged to the CallSet routine. The ORM proto-
col layer calls this function once for every unique handle/aspect combination (and not
per Attribute) within a single AttributeSet Request. If the HandleGet Function returns a
different pair for a node or there are no more attribute nodes to process, the CallSet func-
tion is called (Note: AspectRelease is only called for aspects retrieved via CallGet!) The
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ORM SSL Implementation of these functions copies the current values and returns a ref-
erence to this copy in new and a reference to the current values in current.

Declaration:
cun T _AspeetCalllnitienc) (
tandle, FToan =/
b e e wyl
*new, F LA - S
TeurIent f* cut */
Fields:
handle Handle as retrieved from HandleGet
aspect Aspect Reference, as retrieved from HandleCet
neie Where to store the reference to the native blob to update with new
attribute values (opaque)
current Where to store the reference to the current aspect (opaque)

3.1.21 Function Type ORM_AspectCallSetFunc

This function is called to actually apply the new attribute values for the current aspect by
the application laver. [t is up to the aspect/application layer, to check the values in the
reqquest structure for validity and consistency and to determine which attributes got new
values (by comparison with the current values). In addition it is the responsibility of the
aspect/application laver to deallocate any structures allocated by AspectCallinit. Only if
the Set-Function is not called, the call to AspectRelease is performed.

The ORM protocol layer calls Set-function once for every unique handle/aspect combina-
tion (and not per Attribute) within a single AttributeSet Request. If the HandleGet Func-
tion returns a different pair for a node or there are no more attribute nodes to process, the
CallSet function is called (Note: AspectRelease is only called for aspects retrieved via
CallCet!) The ORM SSL Implementation of these functions copies the current values and
returns a reference to this copy in new and a reference to the current values in current.

Declaration:

“ypeds! leM Status (¢ TFM_AspectCallSetsuns) |

LN

SPM_ASgpiHanzliele nendle, r ¥ RN mf
otM_AcphsnecnTel A REACE, IFe in %
TPM_Apclaisrzrlef new, de in v/
TRH_Auvplenfoclef surrent, VAL & L
SRA STEIAG *radecail fT out o/
¥
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aspect  Aspect Reference, as retrieved from HandleGet

Where to store the reference to the native blob to update with new

request
attribute values (opaque)

Where to store the reference to the current aspect (opaque)

current
rsdetail Where to store a textual hint, why the call failed, if any.
returns ORM_ENoError if new values could be applied successfully, else

ORM_ERange.

3.1.22 Function Type ORM_AspectReleaseFunc

Used to tell the application laver, that the reference retrieved via an AspectCet or Aspec-
tInit call is no longer needed anymore by the ORM layer. This function is called, when
GetHandle returns a new handle aspect call within a AttributeGet processing or a conver-
sion in an AttributeSet processing failed.

Declaration:
TyFesa’ .. ¢ IFM AjzZ&lt naleaszefunc) (
- £ ;A‘._'..-,.;:. SR L
TEe Loanl et ATL o ) ] o AL L 4
CAM_PegoescTypelel 1IgTVDe AR &
52
Fields:
handle Handle as retrieved from HandleGet
aspect Aspect Reference, as retrieved from HandleGet
current Reference to data as returned from AspectCallinit or Aspect-
CallGer.
reqtype ORM_RequestGet or ORM_RequestSet depending whether this

dataptr resulted from an AspectGet or Aspectinit call.

3.1.23 ORM_AspectFuncDef

This function groups the function pointers of the aspect layer
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Declaration:

Cyfedef :-euct IRM_AspectFuncTag |
TPM_Aspestlaliletiuns zs.lget:
'.‘R:-'.:r-s;:e.:':-al.i::-.:z‘:‘;.:;: Talliniz:
CRM_AspacslallSetfuns callses:
CRM_Arfpecinrelessefans scliease;
PolEM 2ageccunclel

3.1.24 Attribute Functions

The following group of functions is called to actually perform the the single attribute
Get/Set and the corresponding conversions between the applications native and the
ORM (ascii) presentation.

3.1.25 Data Structure: ORM_AttributelnfoDef

This structure is used to return the all the meta information and the actual value of an
attribute. ftis passed by reference to the application/attribute layer to be filled. Note: The
string pointers do not point to valid buffers. when passed to the attribute layer!

L 1) EURECLWNIIET AwiE!
s N IR RZAL: 3271641, 3TRING, HIXOCT,
- MES z
WAl a= “TE TeiiEnt Vaéaau: In its ascil presentatice
B S SN gzizrel: The renze string
cenitr  lgtiltal The unitl striag
Declaration

Lypels: osneoo0t JRM_MmsrlinutelnfoTag

R | Theue;
LR L L U de
PR L O B
RNy cange;
=4 _srim: Wit

M Rttt.nutelnfalzf;s

3.1.26 Function Type ORM_AttributeNativeToStringFunc

This function converts the applications native value of an attribute, specified by handle,
aspect and the attribute descriptor to a C-string (ORM_String).
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Declaration:

tvpedef CAM_3t3zus

Fields:
ham-ﬂt
aspect
al-frll'u!r:il: r
Jdataptr
strvalue

retwrnus

3.1.27 Func

PCT/US97/11885

«CRM tr-ripuzeNativeTcSzzingfunc) (
o

(
IAM _AzpHancle

= f handle, I ign ey
SPM_Appispectretl aspect, L pn ey
.T-?M_app.\rtrib:es:r:ef acttrcibcescr, pe oy ey
IAM_acpDacaPtrle: dacaptr, £ in =4
=-.\1:5'::;..':q ssgrvail.e 1 gur =

Handle as obtained from the last call to HandleGet or NULL.
Aspect as returned from the last call to HandleGet or NULL
Attribute Descriptor as returned form AttribDescrGet call.
Opaque Pointer as returned from AspectGetCall.

Where to store the reference to the converted value.

ORM_ENoError (Null) if conversion was successfull, else a valid
ORM Error return code.

tion Type ORM _AttributeNativeTolnfo

This function performs the same as the previous function ORM _AttnibuteNativeToString,
except that i also provides the additional meta information to this attribute, as far as availa-

ble.
Declaration:
typecdef CPM_3canus i*CRM_Aticibutaliat iveToInfcFuns) |
URM_AppFandleCef nandle, I in */
LAM_Arphsoect Cer aspect, /* ia =/
tEM Arpizzrintescrbel atewribgcescr, /" ia */
R " e A i ‘1At apt e, P gm
T4 Rttiiruzeinfaled into s in, ingirect out */
) a
Fields:
handle Handle as obtained from the last call to HandleGet or NULL.
aspect Aspect as returned from the last call to HandleGet or NULL
attribdescr Attribute Descriptor as returned form AttribDescrGet call.
dataptr Opaque Pointer as returned from AspectGetCall.
extref Pointer to structure, where to store the string references.
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returns ORM_ENoError (Null) if conversion was successfull, else a valid
ORM Error return code.

3.1.28 Function Type ORM_AnributeS{ringToNativeFunc

This function converts an ORM_String value for an attribute into the applications native
presentation. The conversion should be done into the structure (dataptr) obtained by a
call to AspectCalilnit().

Declaration:
Trpedef TRM_Status (CCAM_2tsributeSsred nzTaKNativefunc) (
SV _rophRanalelel nandle, w L S
éspect, /e in e/
2torisdescy, 7% 1o ey
dazaprr, ‘" in, indire~s cut =/
strva.ue 28 an =
i
Fields: _
handle Handle as obtained from the last call to HandleGet or NULL.
aspect Aspect as returned from the last call to HandleGet or NULL
attribdescr Attribute Descriptor as returned form AtiribDescrGet call.
dataptr Opaque Pointer as returned from AspectGetCall.
stroalue New value as a C-String (ascii).

returns ORM_ENoError (Null) if conversion was successfull, else a valid
ORM Error return code. :

3.1.29 Structure ORM_AttributeFuncDef
This structure bundles the attribute related functions for passing to Contextinitialize

Declaration:

typaedef stiucsc SPM o Attriz -tefuncTag |
CRM_ArzributeStringroNiziveFune stringtonative;
-:PM_.\::r::;u:.e.\'a:ive'rcst.:inq!‘unc nativeccestring:
CRM_AttriruzeNativaToInfsFurc infetcstring:

TFM_AttrlsiteFansoef:

3.1.30 Structure ORM_ContextDef

This is an internal structure to ORM and opaque to the application layer. It stores the
function pointers and the information of the root nede.

Note: This structure ahd tRe related’ procedure definitions may change
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authfuncs Pointer to list of authentication related functions or NULL, if no
application specific authentication is needed.

notfound No description

3.1.32 ORM_ContextRelease
Release an Apphcaton Context.

Prototype:

vid
C8M CzrtextFeleaze’l CORM _Trontextlef contxtll

Parameters:

contxt Pointer to application context as obtained from
ORM _Contextinitialize

3.1.33 ORM_DoRequest

This function calls the protocol layer to parse an ORM request received and act on it
accordingly via upcalls to functions in the application context, i.e. this is the function to
be dispatched, when ORM requests are received on a server port.

Prototype:

=) . 4o
el TR,
tsZ.e3%,
r.zalen,
zeszxnse,
: *maxres
Parameters:
apptxt The application context reference as returned from
ORM_Contextinitialize.
callctat An arbitrary call context (reference) maintained by the application
layer and passed to the authentication, node and handle upcalls.
request Pointer to received ORM request
reqlen Length of request buffer in bytes
response Pointer to allocated response buffer
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maxresp Reference to maximum response buffer length in b

_ ytes, on return,
* points to number of bytes used in response. buffer
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3.2 ORM Node Layer
This section was generated from <stdin> by CDOC on Fri Jan 27 19:59:34 1995.

The ORM Node layer adds another level of ORM application/server support, as it actu-
ally maintains a tree structure to access the application level datastructures.

This level is accessed from the application/server level via the ORM_Node... functions to
actually build /destroy the tree of objects, components and attributes.

On the other side it is called from the protocol level and frees up the application to pro-
vide the appropriate functions for navigation and name space/entity management itself. .

3.2.1 Application Handles

The nodes of the node laver provide a tree structured view to application/server level
data, but they wisuathy) do not contain the actual data. A link to the actual instances of
application level data 1s maintained by handles and aspects. Both are opaque to the ORM-
Node level but are interpreted at the layer on top of ORM-Node. Typically the handle is a
pointer to some application level instance, and the aspect is a pointer, index or type iden-
tifier, which identifies the type of the instance

3.2.2 The ORM_Node Structure
Instances of this structure maintain the tree of virtual components, objects and attributes
Every node has a name and a type, identifying the three different entity types: Object,

Componuent ur Attribute. Object and Attribute nodes are leaf nodes, e.g. they can't have
children. ;

In addition, every node has a parent and a next pointer, to link the actual tree structure.

Only component nodes have a pointer to the list of children.

Object Nodes have an additional attribute, called the Link (or Link-Info which usually is
a stringified NOR).

Attribute Nodes reference a single attribute by, which is characterize by additional infor-
mation like

* a value type, which describes the kind of value e.g. integer (different sizes), real
(sizes!), string, stngle-selection or multiple choice

* a value mode, specifying this attribute as read-only read-write, write-only or persist-
ant.

* hints section, which contains additional information for use by the user-interface crea-
tor, e.g. valid ranges for this value and a unit string. Both values are optional.

The nodes provide a tree structured view to application/ server level data, but they (usu-
ally) do not contain the actual data.
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3.2.3 Struct NodeDef

Declaration:
“yordef Truct ZRM_NodeTag
IFM NcooeTyrelet Tyse:
ahcre e
char faame;

stroct ORM_NbdeTag *carent:
strost CPM_ModeTag  Tnext:

ZRHM_AnpHandlelef . handle:
CRAM_Azphscezilel aspect:

202 a0

$ il SEM Nieeliy SIivde:

LR SRM_NILETAY "AMEL;

O ORIEN odenef:

Fields.

type indentifies the type of entity, this node describes, i.e.
ORM_NodeType|Object, Component Attribute, Unknown]

flag Internal use

name The name of the node (object, component or attribute name

parent pointer to the parent in the tree, NUL for the root of the tree.

"eat ’ puinter to next sibbling in chain. This defines the order in which
nodes of a given type appear in the response

handle an opaque pointer for use by the upper layers

aspect another opaque identifier for use by the upper layers

u.comp union variant for component nodes

ucomp.first pointer to first child of this component node

tconmgs hast paintec.to last child of this component node .. A

uattrip union variant for attribute nodes

u.attrib descr opacque pointer for use by upper layers
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w.object ftnk pointer to stringified link-address of this object (NOR), e.g. the
hyperlink ;
3.2.4 ORM_NodeCreate

Creates a new unlinked node. Usually only used by convenience functions and to create
the root node.

Prototype:
CRM_lizelet
CrM _M:ielrearnz( IRM_String name, e A v
ZPM_NozeTypelel type Y i =/
Parameters:
name The name of this node (for navigation)
type The type of this node. This type also determines which functions -

can be applied to this node later on.

3.2.5 ORM_NodeDelete

Deletes the given node and all its children e.g. returns the space allocated Note: if the
nodes parent pointer is not NULL, the node will not be deleted.

Prototype:

ire

SFM _ldelm st TR ML LeTED bl Simnd W
Parameters:

node The node (and the subtree) to delete

32.6 ORM_NodeAttach

Attaches a node (and its subtree) into an existing tree as a new subtree. Every node (sub-
tree) is in at most 1 tree!

Prototype:
SRM NS3eACIAIN. JRM Relationbef relatiorn. VAL s o
SPM NzdeDel relative, £ A wF
R4 McdeDet subtree /* in */
|
Parameters:
47
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relation : Flag either ORM_NodeSibbling or ORM_NodeChild, specifying
the role of the relative node, e.g. its a sibbling or its the parent of the
subtree to attach. If its a parent, the new node will be attached at
the end of all children, if its a sibbling, it will be placed right before

this child.
relatize : an existing node, either parent of sibbling
subtree No description

3.2.7 ORM_NodeDetach

Detaches a subtree from the current root tree. This ¢ ~ays has to be called, before a sub-
tree is actually dealiocated. The subtree may also be reattached in the same tree again
after this call

Prototype:

P T S A LEM NSl surtree c9 10 @

No parameter descriptions are available.

3.2.8 ORM_NodeHandleSet

Sets the handle in the given node (see also ORM_Node<convenience functions>)

Prototype:
- <FAM Nizgmznilevait URM_NcdeDet ncce, /° in o/
ORM_Acpiandlelef nandle fe ia =/
)
Parameters:
node Reference to node structure of any type.
handle Reference to opaque handle.

3.2.9 ORM_NodeHandleGet
Retrieves the handle from a given node

Prototype:

ine

ZP_Naozadacalaban (0 CRM_NoZelef acde, /T in </
SRM AcpHendlefetr chandle fe out °/
P

- No parameter descriptions are available.
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3.2.10 ORM_NodeAspectSet

Sets the aspect in the given nade (Gee also ORM_Node<convenience functions>)

Prototype:

SRM_NcdeAspectiel | oRM_tcdelef node, = ia. %f
:R.\i_;\;p&.speczsef aspect - I in %f
i3

Parameters:

nade Reference to node structure of any valid node type.

aspect Reference Lo opaque aspect description.

3.2.11 ORM_NodeAspectGet
Retrieves the aspect from a given node

Prototype:

.-
aia

Ao s hepses wem i T8 Mudebaf nsce. f= in */
;;._\q_,‘._-e-,-,-,-,'-.spe:'.cet *aspect /ot =/

No parameter descriptions are available.

3.2.12 ORM_,NodeAttributeDeschet

Sets the attribute description of an attribute node

Prototype:
WAM N el LTelud i Tl SRM_NodeDet ncde, f= in o/
:-f-tx__A;;:a:r.ribCesc::"e! acttrik A I
¥y
Parameters:
node Reference to node structure of type Attribute.
attrib Reference to opaque attribute description

3.2.13 ORM_NodeAttributeDescrGet

Cets the attribute description of an attribute node
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Prototype:

AN
CaM_MNoceAtcripuzelescrZez (| DRM_NodeDet ncde, /® in y
TFM_ApcAttrTibDeszc:lef *atcrib /* our =y
)i

No parameter descriptions are available.

3.2.14 ORM_NodeObjectLinkSet

Sets the link of an object node

Prototype:
CRM_HonecDrernlincietd IRM_NMielef node, e oan w
IEM_Strang  liek /* an *:
Parameters:
node Reference to node structure of ty pe Object.
link Stringified version of the address/nor to call this object.

3.2.15 ORM_NodeObjectLinkGet
Cets the linkaddress of an object node

Prototype:

LT B o

e R P _NudeDat acde, Lo Ry ey
“3M Stroin riing e cus */
1:

No parameter descriptions are available.

3.2.16 ORM_NodeObjectAdd

for an explanations i paramters, see above. Return created node if operation succeeded
else NULL. .
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Prototype: .
LRM_ticcehaef
cRM MzizeCziettAdal cRM_PelationDef reiatiorn, /* in
CRM_NodeDef relative, /* in
2FM_3Scring name, 1= &0
CRH_AppﬁandleQef handle, /" in
csa*apphspec;cef aspect, /% in
ChM_String linkcadcr /* in
|
No parameter descriptions are available.
3.2.17 ORM_NodeComponentAdd
Prototype:
sam sodelef
CaM_NsdeCeomponentacdt CRM_PeliationCef zeliation, /* in
) :R}t_No-‘JeDet‘ ralative, /* in
SRM_String name, /* ina
Txx_h;pﬁandleﬂef hardle, " in
:Rx_A;pAspec::ef aspect = _in
kg
No parameter descriptions are available.
3.2.18 ORM_NodeAttributeAdd
Prototype:
CPM_Mzzmelel
UMM MiZeArtziIuiedAnd CR4_SelazicnCef celiacicn, Je in
IEM_aelef zz.ative, /* in
wrd_Srring name, I* Ln
IpP:4_AppEanileZef handle, I* in
:Rx_AppAapec:Def aspect, f® in
Gan_nppannzib:eacrbeﬁ actribdescr I* in

1z

No parameter descriptions are available.
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3.3 ORM Aspect Layer _
This section was generated from <stdin> by CDOC on Sun Jan 29 17:00:51 1995. .

The ORM aspect laver adds another level of ORM application/server support on top of
the ORM Node/Handle layer, and supports the retrieval and modification of aspects, i.e.
groups of attributes-from or into application data structures, once those have been regis-
tered with this layer. : ' ;

This level has no additional (down-call) functions but defines data structures to be pro-
vided by the application layer. These are then accessed/used by the aspect upcall func-
tions, if those have been registered with the ORM protocol layer.

The Aspect layer implementation of the ORM-SSL works as follows:

On AspectCallCet requests, just a pointer is returned which points at offset bytes (as set
in the aspext descriptor) from the beginning of the handle. On AspectCalllnit calls, a copy
of the aspect. e s12¢ bytes from the area pointed to by handle. starting from offset, is

~ taken into a private memory area. This copy is then passed to the Attribute conversion
routines to write the new values into. On AspectCallSet calls, the application level set
function as denoted by the aspect descriptor is called and the private copy (request struc-
ture) is released afterward.

3.3.1 Function Type ORM_AspectSetFunc

This function is called from the aspect layer to actually apply the new attribute values to
the application layer and /or initiate the requested state changes. This function usually
should not Block. e.g. should not wait until the initiated staté change is completed. Any
kind ot intermediate state should instead be visible to a client on request (i.e. not
STOPPED -> STARTED. but STOPPED -> STARTING -> STARTED, if starting implies a
heavier aperation.

Declaration:

CAM_Stazus

typed2? ("IRM_&suneciS2tTunc)(
CRM Acpisnniede! nandle, CHE B L
SeM_Artecntestrlastie? aspecr, w e ey

T AmelztaFirlef T=gues:, r* in =/

Frzied surcent, DR iy
*errortest F* oat */
Fields:
handle the handle as returned from HandleCet
aspect Reference to the aspectdescr.
reuest Copy vf the aspect as'described by the aspectdesct'updated with

new values.
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Reference to aspect within handle

v;fhere to store a pointer to a short textual description if the
requested values could NOT be applied.

ORM_ENoError if all new values could be applied, or
ORM_EParameterList if paremter set is inconsistent or
ORM_EMissingAttribute if a mandatory attribute is NULL.

3.3.2 The ORM_AspectDescrDef

This descriptor maintains information about the application data structure (usually refer-
ences by the ORM_AppHandle) or parts of it. It describes the binary size, the offset
within the handle, and contains pointers to functions to actually retrieve or modify this
aspect of the application instance.

Note: It is currently open, whether there should be a procedural interface to set up the
aspect descriptor instead of providing a structure type definition to be passed initialized
by the application code.

Declaration:

Fields:
namie

offsct

sizc

fag

sclf

appex!

appid

BNSDOCID: <WO___8802831A1_I_>

TEM AsLeuiieiitTag

*name;
nifser;
R 4~
1‘iq;

CEM_Aspestietfunc ettt

L:ng
vaid

aopid;
Tappext:

| ORM_Ascec:D22cclef:

Pointer to name string, for identification mainly.

The offset in bytes within the instance, where this aspect starts.
This usually is the offset of a sub structure in the instance.

The size in bytes of the instance, the application handle pointer
points to. For set-requests, the container for the new value is cre-
ated by copying the handle, and inserting the new values in it.

If set to ORM _AspectGetindirect, the offset indicates the offsetto a
pointer, pointing to another structure of the above size.

Pointer to function, which is called to apply (a set of) new values to
an application instance.

any value of pointer size the application wants to store with the
aspect. This may be used to store a create_aspect function pointer.

Opaque identifier, which may be used by the applications layer
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3.4 ORM Attribute Layer
This section was generated from <stdin> by CDOC on Fri Jan 27 19:59:34 1995.

The ORM Attnbute laver adds another level of ORM application/server support on top
of the ORM nude layer, by providing (list of) attribute descriptors, which simply initial-
ized by the application code. allowe automatic conversion and generation of the attribute
meta informanon, requested by the ORM protocol layer.

The implementation of the attribute layer in the ORM SSL assumes, that it is converting
to and from a binary blob of data. identified by the (lower level) aspect descriptor. The
goal of this layer is to reduce the coding effort needed by the application writer at this
layer, just to provide some initialized descriptors and pass them to the ORM SSL via sin-
gle calls per every instance created.

3.4.1 The ORM_AttributeDescriptorDef

This data structure describes a single attribute, e.g. its native type and mode, its size,
pointers to cunversion functions In addition it maintains hooks for preset meta-info like -
Urnit and Ranyv.

Declaration:
typedei strust P _AttrizuteDescrTag |
cRM_String name;
SRM _AtnriTliyreles datactype;
TPM_Ant i Hidelel aszcessmods;
FHM. Jeeces range;
et L 5 A
fiEe - . offaez:
e size:;
ek o : sEllsiringfuns nativetostsing:

7 ingToNativeFunc stringtonatcive:
CRM_Acplsnvestershzglief ccnvarg;
I OPM_AscributeDescclef:
Fields:
nanie : The name of the attribute.
datatypn [ he ty pe of data of this attribute (ORM_AttributeTypeDef). This is
a superset of the data types, the ORM protocol defines and used to
etermine implicit conversion routines.
mode The allowed access modes of this attribute out of
ORM_AttribMode values, e.g. read-only, write- only, read-write.
range A string describing the allowed ranges for new values for read-
write or write-only attributes only. This is a ORM hint, and as such
optional
1t A unit string (usually ms, Mb, etc.) which may be used by object

SPeCitic user interface generators in any way, and by default if
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present is placed behind the attribute value. This is also an ORM
hint and as such optional.

A function pointer to an application specific conversion function,
to convert between native and ORM presentations. Note: This is
not to be confused with the similar functions of the ORM_Context
structure. For the <conversion-function> to be called, the
ORM_Node conversions functions have to be setup in the

ORM_Context. ’

An opaque pointer to any argument, the conversion function may
need to convert this attribute.

3.4.2 ORM_AttributeCreate

This function combines several actions required to register an attribute of a (new)
instance with the ORM SSL, i.e. it creates an attribute node under the given parent (which
must be of ORM_NodeTypeComponent) and attaches the attribute description and the

handle information to it.

Prototype:
in-
JEM ATt siTulelzsated
SEM_ITaenet ralative, £ L ®:
FM delatisniet relaciorn, fToin 7
1PM_ArnzituteZestrlisched accritc-desce,/* in */
vm4 aspestlesszlistDef aspectdescr,/* in */
IRM_Acpiiandielerd nandle, /v in */
SEM Nodelef snew s= out =f
\ B
Parameters:
relatizy pointer to relative node. If relation is set ORM_NodelsParent, then
this has to be a node of ORM_NodeTypeComponent. If relation is
set to ORM_NodelsSibbling, then this node can be of any valid
node type. _
relation Either ORM_NodelsParent, if the node relative should be the par-

attribdescr
aspechldeser

handle

new

BNSDOCID: <WO__9802831A1_1_>

ent of the new attribute node, or ORM_NodelsSibbling, if the new
attribute node should be inserted after the relative node as a sib-

bling.
No description
No description

Pointer to the application instance this attribute belongs to or
ORM_Handlelnherit (-1), if the handle should be taken from the
parent (or its parent and so on).

Pointer to new attribute node or NULL on failure.
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3.4.3 ORM_AttributeDestroy

This function detaches the attribute node from the tree of nodes if any, deletes the node
structure and deletes any depending structures, i.e. the attribute descriptor.

In the current implementation this function' maps directly to ORM_NodeDestroy, but
nevertheless this function should be called for attribute nodes created with functions of
this laver to be able to deallocate any dynamic memory.

Prototype:

int

CRM_At=TciZusalectroy! 28M_NodeDef attzncde)
Parameters:

attrnode Pointer to attrbute rnode.

3.4.4 ORM_AttributeListCreate

This is another convenience functions to add a list of attributes to a component. The
given node must be a of component type and is used as the parent for the new list of
attributes ( which is appended to the end of the list of child-nodes). The pointer to the
attribute descriptor now points to an array of those descriptors, where the end of the
array is marked by a descriptor whose name pointer is NULL.

Prototype:
int
CiM_Attiicanelostiizeats(
w2 Nohmlef parent, /" ina =/
SPM AooHenileles handle, /" in *¢
TiM_soperntesurned aspectiescr, 4% in )
~FA_Att:iinetelescclistDel attrdesczlisc, /* in */
Loabeiie attrccunt ;" an v/
Parameters:
parent Pointer to an existing component node, who is the parent node of
all newly created attribute nodes.
handle Pointer to the application instance, all attribute belongs to or
ORM _Handlelnherit (-1), which indicates, that the actual handle is
determined by the parent (which again may have its handie set to
ORM_Handlelnherit!)
aspectdescr No description
attrdescriist Pointer to an array of ORM_AttributeDescr, with name=NULL in

the last element if attrcount is < 0.
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attreowod The number of attribute descriptors in the list or the number of ini-
tial attributes from this list to attach to this node or -1, if the end of
the list (array) should be determined by a NULL nodeinfo pointer.
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3.5 ORM Attribute Conversion Support
This section was generated from <stdin> by CDOC on Sun Jan 29 18:13:38 1995.

This part or the ORM Server Support Layer provides functions for converting generic
ORM data types between their native (binary) and the ORM (ASCII) presentation. The
interface between the attribute and the conversion layer is defined by to function types,
one for converting application native data into an ORM representation, one to convert
ORM attribute value strings into the applications native presentation. Beside the conver-
sion functions provided by the ORM-SSL, every application may provide its own special
converters as long as their interfaces conform these function types.

3.5.1 Function Type ORM_ConverterNativeToString

This function is called to convert a single native value into its string representation. In
addition to the value string it may generate the range and unit strings, if the pointer val-
ues passed are non-null. If the converter function returns NULL in these pointers, the
lower (attribute) layer mav provide default strings if any.

Memory Allocation: The memory to hold the converted string value(s) has to be provided
by the converter function. It is reasonable to use static memory for this purpose, becausée
before the converter function is called again, the ORM protocol layer will copy the strings

returned.
Declaration:
1ys#e34: IRM _Zianis (0 JiM_T<inverterNetiveToStringFunc) {
TPM_Auplarnyfurlef ptr, st i wy
Sice = Size, i®in ey
SRM_ArctrifutelaescrliscDef catatype, f* in »/
<PM_ApplonvertezArgbDet s<convarg, /* in =/
CRM_String *strvaiue, /* out */
CRM_Ztring *strrange, /" out =/
SRM_Shring *scrunit i* our =/
):
Fields:
ptr Address of native data element (e.g. attribute value) h
size Byte-size of data element
datatype One of the ORM_AttributeTypes identifying the type of the native
data element and its mapping to an ORM Protocol data type (??is
this overloaded ??)
conrg Any kind of argument (pointer) for this converter (as provided
with the attribute descriptor for ex.)
stronlue Where to store the pointer to the converted value string.
strrange -~ ' Where 1o store the reference to the optional range string. - .
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strunit Where to store the reference to the optional unit string.

3.5.2 Function Type ORM_ConverterStringToNative

This function is called to convert a single ORM string value into its native presentation.
The pointer for the result usually points into a set of different attributes, e.g. an aspect,
which usually is a (partial) copy of some application data instance.

Memory Allocation: The destination pointer provided references some valid memory (e.g.
an aspect), but for references (the native value is a C-string for ex.), there is usually not
enough space for the referenced value. This space must be allocated/provided by the
converter itself. It is legal, to reference the original string as passed in to the converter
function, but then the AspectCallSet function should make a copy. if the string is needed
beyond this call.

Declaration:

sypedet IPM_3Szazus (F SPM_ConverterStringTeNaciveFunc) (
;F}'".\;pD&taPt rDe € desct, ' in w/
Tize L . size, Jiws ey ekl
“PM srzrorTvneleld datatype, rmokny Wy
IF4_soplonvesterdrgDef cenvarg, L R
S R strvalue fiw xe e
LI
Fields:
dest Acddress/destination of native data element (e.g. attribute value)
maxsize Maximum byte-size of data element
datatypy One of the ORM_AttributeTypes identifying the type of the native
Jdata element
CanTary Any kind of data (pointer) for this converter as provided with the
attribute descriptor
strvaluce The new attribute value in its ascii presentation.
returns ORM_ENoError if conversion was successfull and the resulting

attribute value is valid or ORM_ERangeError.

3.5.3 ORM Built In Conversion Functions
The followiny functions are provided to convert generic C datatypes between their ORM
and their native presentation. in addition sub functions are provided to support the spe-

cial ORM SELECT and MCHOICE types, which are called by the generic converters.
Along with these sets two new data structure (types) are introduced. :
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3.5.4 Function ORM_GenericNativeToString

This function converts standard C-data types into their ASCII presentation. It returns
only the converted value, but does not support the range and unit parts (e.g. returns
NULL for those, if requested). In case of SELECT or MCHOICE functions, this function
calls the related ORM _Select.. or ORM_MChoice functions.

Note: It is currently open, whether the conversion argument conwarg may be used to spec-
ify a format string a la printf. Furthermore it is currently open, whether a NULL conver-
sion function in the attribute descriptor should be directed to this (default) function.

Arguments as for ORM _ConverterNativeToString!

Prototype:
CRM_35ta:os IFM_Jene:z.:NativeTiString(
SEM_Acpbatarzrlel | L& i iy
Lad@ L maxsize, m g omit
CRM_pterinTygedel type, e oinovy
CRM_azrCenve:terArgDel cenvarg, FYEn vy
SRM_sString *scrvalue, I=: ogr *f
2PM_Scring *rangevalue, 22 out: =/
“RA4 ZtTina *strunit /* cut */

Lo

No parameter descriptions are available.

3.5.5 Function ORM_GenericStringToNative

This function converts ASCII C-strings into standard C-datatypes. in case of SELECT or
MCHOICE functions, this function calls the related ORM_Select.. or ORM_MChoice
functions.

Note: It is currently open, whether the conversion argument convarg may be used to spec-
ifv a format string a la sscanf. Furthermore it is currently open, whether a NULL conver-
sion function in the attribute descriptor should be directed to this (default) function.

Arguments as for ORM_ConverterString ToNative!

Prototype:
CRM_3tazus ORM_Jenesic3irinaToNactive !
CRM_AcpbataPrrDe: Ftr, L L
s1ze_* maxsize, fe in */
SPM_AtctricTyrelCe? type, £+ in =/
e Laploanverzerarybef convarqg, i B L
M _Cir.ng scrvalue ¥ S Y

No parameter descﬁptions are available.
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3.5.6 Structure ORM_StringMapDef

This type of structure is used to map strings to binary values and vice versa. It may be
used to convert internal flags and states to friendly names. StringMaps must be termi-
nated by an entry with name set to NULL. -

Declaration:
svredef :truct SRM_ScringMapTag |
IPM_Zitzing Tame!
IPM Vawv @V
VBN aNTen sHaples:
Fields:
name Friendly name for this key.
key The binary native value of the key

3.5.7 ORM_StringMapToString

This function maps a value key to a string using the given StringMap. It returns the string
of that map entry, whose key s eual to the given key, else it returns the string passed in

notfound.
Prototype:
CPM_Strang
CAM StrimaMaglissing( TRM 3¢ ringMegoes map,
cPM_Xev kay,
TEM STrifg nzcfound)
Parameters.
o "ointer to a sequence of map entries
key Binary key value. ’
notfound string to give back, if none of the keys in the map matched.

3.5.8 ORM_StringMapToKey

This function maps a string value to a binary key using the given StringMap. it returns
the key of that map entry, whose string is equal to the given key, else it returns the key
passed in inralidkey.

Prototype:
CRM_¥ey
CRM_ZrraingMaptoiey( CAM_3tringMaglef map,
<RM_Jstrcing name,
CRM_Xaoy invalidkey):
Parameters:
61
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map Pointer to a sequence of map entries
name No description
invalidkey No description

3.5.9 Structure ORM_StateMapDef

This structure is used to map states into strings, where a state is assumed to have a distinct
set of possible next states, depending on the current value. E.g. this structure can be used
to derive the set of possible new values i.e. it can provide the range value for a state

attribute.

Otherwise it is used similar to the simpler StringMap structure. StateMaps must be termi-
nated by an entry with name set to NULL.

Declaration
TateMapTaqg | Vv ot of Thne V.S ALY ey

H TCLaze;
AM_Imrzing  validnexts:
TeRM_stateMapDef:

Fields:
name Frieﬁdly name for this key.
state The binary native value of this state
valulnexts String of comma separated names of next valid states which may

iollow this state.

3.5.10 ORM_StateMapToString

Convert an encoding of a state into a friendly name using the given statemap. If the state
could not be found, the string passed in notfound is returned.

Prototype:
b S S T
SHM snaleMARIIAIILAT  TRM_StateMaplef mag,
ir_Fev StLan-,
CxM_Scring =nctfound):
Parameters:
map Pointer to a (name=NULL) terminated state map.
state the binary state
natforond string to return, if none of the entries in the map had exactly the

given state key.
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3.5.11 ORM_StateMapToKey

Convert a string representation of a state into a native encoding of a state using the given
statemap. If the string could not be found, the state passed in invalidstate is returned.

Prototvpe:
opM. Yey
CRM_zrateMapToiey | CRM_5zateMaplef map,
CRM_String name,
CRM_Key invalidstate):
Parameters:
map Pointer to a (name=NULL) terminated state map.
name No descrniption
invalidstate No description

3.5.12 ORM_StateMapNextByKey

Return the comma separated list of valid next states given the current state.

Prototype:

V)

KM 3tring
TRM St anfaMaplizxt2vKey ( :.R.‘-l_;‘.r.a:e:-‘.apbef map,
S 3creln3 zzaze).

r

Parameters:
map Pointer to a (name=NULL) terminated state map.
state the binary state
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3.6 ORM Dump & Restore Support
This section was generated from <stdin> by CDOC on Fri Jan 27 19:59:34 1995.

This module of the ORM Server Support Library supports the dump and restore of com-
plete subtrees, and therefore can be used to save the current configuration to a persistant
storage media (i.e. the MSF Warehouse) and reload it from there. The actual IO functions
are currently not supported by this layer or the support library at all!

Dump and Restore are functions of the ORM SSL and not of the ORM protocol (i.e. there
is no DUMP or RESTORE request delined in the protocol). -

This implies, that these functions have to be dispatched out of the application layer
explicitly. One (intended) way to dispatch those functions interactively is to provide
pseudo components in every subtree, which should be independent storable/reloadable.
These contain the required parameters like Warehouse location or version name as
attributes. An Attribute-Set request to this subtree then results in the execution of the cor-
responding runction.

Under the layered view of the ORM SSL, these two functions belong to the protocol layer,
as they use (nearly) the same functionality of the higher layers via upcalls.

3.6.1 General Model:

Starting from a given node, which is used as the root of the relevant subtree to dump, all
components, vbject links and writable attributes with their meta information are recur-
siviy extracted relative to the current subtree root. The extended / meta information on
the persistent media can be used to interprete the stored attributes and apply changes to
the stored version without the ORM server/application alive but through special clients
(by an ORM/Warehouse gateway for example).

The dumped ORM tree can be used to reload the whole subtree at any time, by providing
the node and call the restore function of the ORM SSL (which is a special kind of Set-
Request).

This special kind of SET request creates a new situation, as components (or any new sub-
tree) may have bevn created dvnamically by the ORM server application on request. On
the next cold start of the application, these subtrees do not exist.

This results in failed lookup requests by the ORM protocol layer, which usually is treated
as an error (remember: ORM-P has no direct support for object/component creation, but
this is emulated by sets of writeonly attributes in separate subtrees, i.e. New..). To handle
this case, the application can provide a special function during application context setup
to create new instances including the ORM subtree (ORM_NodeNotFound TrapFunc(Q).

A parameter is passed to this creation function, which indicates, whether this situation
was caused by a regular ORM protocol request or by an internally generated restore
request, so the appheatton code can still decide to refuse the creation. .
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This function extracts the ORM entities in the subtree pointed to by subtree into the char-
acter buffer, so 1t can be used by a later ORM_Restore function (or can be used as'a subre-
quest in a regular ORM protocol request).

it is the responsibility of the caller to provide a sufficient buffer, which can hold the sub-
tree information of the given depth!

Prototype:

ZSRM ftatis

2PM_Tanpd ;?x_AFpﬂndeD¢£ subnIee,
SINS depzn,
sl what,,
JHM 3tring cuffer,
L::é *maxlen
|
Parameters:

subtrec

|ff.'p”l

what

buffer

maxlen

The root of the subtree to dump. All navigation information is
saved relative to this node.

The depth, up to which entities in this subtree should be extracted.
A'depth of 0 means, direct childs of the given sub-root only, i.e. if
the subtree points to a component node with an attribute node as
ane of its direct children, the name of the attribute would be
extracted, but not the value or other extended attribute informa-
tion, if depth=0. A depth of -1 extracts the whole subtree, inde-
pendent of its depth.

Is a bitmask, defining what kind of entities should be extracted:
ORM_DumpSetObjects ORM_DumpSetComponents
ORM_DumpSetAttributes ORM_DumpSetWritable
ORM_DumpSetDefault = Objects| Components| Writable
ORM_DumpSetEveryThing = Objects| Components | Attributes

The address of a character buffer, where to store the extracted
entity information

Pointer to the maximum length of this buffer. On return, maxlen
will contain the number of bytes used in this buffer including the
C-String "\0’ terminator.

3.6.3 ORM_Restore

Function to reload the saved ORM information into an existing subtree, where at least the
root of the given subtree has to exist. Note: Because the restore request may fail with some
attribute modifications already performed, an application may want to call ORM_Dump

BNSDOCID: <WO___9802831A1_|_>
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(into a temporary buffer) before actually calling ORM_Restore, to be able to undo the par-
tial operations.

Prototype:
<FM _Eraytuy
SAM_ferxtiie, “PM_szziniizler  sub:ree,
TEM STimpn ruffer,
st *length
).
Parameters:
subtree Node of the subtree to load the management information into.
buffer pointer to ORM subrequest sequence.
length pointer to length of the request. On return, this will contain the

number of bytes processed from this request.
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3.7 ORM SSL Generic Datatypes
tifndef _ORM_TYPE_H :
tdefine _ORM_TYPE_H

re ; .
* Some gener:c definizisns, may become obsclete
-/

typecef erum

TAl3e,

True

I poelean:
tifndef NULL i
tdefine NULL (void =)0
fendif
typedef uns.gned l:znj size_z:
tdef.me 25M er-| caze, zffzmz) (void 'Jllaize_t.ilbas¢1+{=ize_t;{o:taetlg

=yl o (X

* How requests and responses are passed to the ORM protocol layer

typedaf :tma:s *JRM_Regues:tDef:
tvegezei :nars *ZRM_Respcnsedef:
’-

* The prinz:pal zype >f everv ORM protocol entity, e.g. names and values,
* but alsT wsed moSt Te=SIrings.
./

typedef char *ORM_String:

* Used €fzr SzateMaps and 3:zring Maps as the lookup key

tysedef .:5n3 LAM Key:

‘fl
* The following are various opaque handles. Opaque mainly to the protocol
* layer put also for the lower of two scacked layers.

./
typedef void *CRM_AppNodeDef:
typedef wvoid *CRM_AppHandleDef:
typedef w12 *IAM_AppAsceztDef:
typesai vl *IAM_ApgplazafrrDef:
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Typedef vo::z "CRM_ApPFAtiribDescrDef:
typedef -o:1a "CPM_AppCa’ilontextDef:
tyredef vz.d 'SEM_AppC::Te::erA:gDef:
f-
® Valid Azzess mczes far an attribute
-/

typedef enum .

JRM_AttrimMsdeRrc,
GRH:A::r::HodeWO.
CRM_AttricModeRWP
} SRM_Azz:z:pMoceDef:

il .
* Known (natcjive) Zazazyres, which are Supported by the Generic converter
7

rt

-~

"

m
nom

£ ow

e !

PAEY v
l I
R

TvCeren

TYreieiact, ’* L out of many +/

. Zizlyceizace, /* 1 cut of many, but with dynamic range =/
DEH_A:::;bfyperth:, /* bilnary switch ON/OFF YES/NO =/
ORH_A::::b?ypeﬁChoice, /* n out of many =/

ORM_AttrinTyreUnknown
| ORM_AcccipTypenes:
/e
* ORM Errcr CTosdes, used 43 well by the protocoi as by the ORM SsL
s/

typedef an_n

<RM_ENzErro:r, /° lperation successfull! sy
ORM_EPerm:ss:z-, /* None or wrong auth.information =/
ORM_ENosSuchNcae, /" some name in pathname could not be found ¢/
ORH_ENOSuan::r;bu:e. /* Attribute in Set-Request doesn‘t exisc =/
ORM_ENcSuchObsest, /* Object/Manager could not be found */
DRH_E:nvalidOpe:ation, /* Operation not applicable to node type */
ORM_EProtros=ol, /* ORM protocol violation =1
CRM_EC:mmur:zaz:zn, /* lower level comm error 2

SRM_ERange, : /® new attzibute value out of range =/
ORM_=Pazamezert:sz, /' 3et of actributes not applicable */
cau_zx;ss;:;a;::;:uce. /" mandatory attrib. missing or NULL */
ORM_Crc3paze, /* internal allocation *;

<RM_TlisE_fie., *" fesponse buffer s/
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ORM_EIntecnal, /* ORM Internal error => bug */
CRM_EApglicat:cn, ‘* applicat:on level error -> bug */

| CRM_Sctacus:

--zes .n zhe wiri-al

2 -
e+ Z3M =zaT_ .sel:TgInent Tan have ¢

ee. Note, that only nodes of type
nildren'

typedef enum |
CRM_NodeTypelnknown,
CHM_Node?ypeODject.
SRM_NcdeTypeCcomporent,
DRM_chaTypeh::rLbune.
IRM_MlcdeTvoeAny
:RM_S:neT?pe:ef:

)‘.

= Tygpes I IFM Le3-e3 -=-~at the Dump and Restore reguests are
& fmawl gy ok ummaE IR 1, ecut only available within the ORM

* sarves SuUgESTi -iSrTa

a4

typedef enum !
CRM_Requesch:e::Ge:.
CRM_Re;:es::ampcnen:Ge:.
:aH_Req;esnAt::ibuneGet.
IPM RezzTestAtz urelinfoGer,
2PM RET

-2z

g T

IRM_Regoesten,
CFM_ARequestOump,
CRM_ReguestRestore

| CRM_Regues:TypeCef:

tenasf
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5 WHAT IS CLAIMED IS:
1. A system for managing objects, including a first server, comprising:
a first receiver portion configured to receive a request in a

hypermedia format;
a first translator portion configured to convert the hypermedia

0 request to an object request;
a sender portion configured to send the object request to an object
manager;
a second receiver portion configured to receive a response from
the object manager; and
5 a second translator portion configured to convert the object
Mmanager response to the hypermedia format.
2. The system of claim 1, further comprising a second server, including:
a third receiver portion configured to receive a request in a

hypermedia format:
0 a third translator portion configured to convert the hypermedia

request to an object request;
a second sender portion configured to send the object request to

an object manager;
a fourth receiver portion configured to receive a response from the

5 object manager; and
a fourth translator portion configured to convert the object

Mmanager response to the hypermedia format.
3. The system of claim 1, further comprising:
a second sending portion configured to send the hypermedia

0 format data from the sender portion to a browser to be displayed.
4. The system of claim 1, where the object manager manages a self-

describing object.
5. The system of claim 1, where the object manager manages a non-self,

describing object.
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5 6. The system of claim 5, where the object manager performs a "worm"”
function.

7. A method for browsing objects, where a browser communicates with
a server, comprising the steps, performed by the browser, of:
sending an initial URL to the server;
0 | receiving first data from the sérver, where the first data specifies
an object corresponding to the URL;
sending user-entered data associated with the object to the server;
and
receiving second data from the servér, where the second data
5 specifies a second object corresponding to the user-entered data.

8. The method of claim 7,
wherein the step of sending an initial URL to the server comprises

the step of sending an initial URL known to the browser, where the URL is the
URL of the server.

0 9. The method of claim 7,
wherein the step of sending an initial URL to the server comprises

the step of sending an initial URL entered by the user, where the URL is the URL
of the server. |

10. The method of claim 7,
5 wherein the step of sending user-entered data associated with the

object to the server includes the step of indicating a "set" operation in the user-
entered data.

11. The method of claim 7,
wherein the step of sending user-entered data associated with the

0 object to the server includes the step of indicating a "get"” operation in the user-

entered data.
12. The method of claim 7, wherein the step of receiving second data

from the server includes the step of receiving data corresponding to an attribute

value of the object.
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9 13. The method of claim 7, wherein the step of receiving second data
from the server includes the step of receiving data corresponding to a second
object linked to the first object via an object-link.

14. A computer program product comprising:
a computer usable medium having computer readable code

0 embodied therein for managing objects, the computer program product
comprising:

computer readable program code devices configured to cause a
computer to effect receiving a request in a hypermedia format:

computer readable program code devices configured to cause a

5 computer to effect converting the hypermedia request to an object request:

computer readable program code devices configured to cause a
computer to effect sending the object request to an object manager;

computer readable program code devices configured to cause a
computer to effect receiving a response from the object manager; and

0 computer readable program code devices configured to cause a
computer to effect converting the object manager response to a second

hypermedia format.
15. The computer program product of claim 14, further comprising:

computer readable program code devices configured to cause a

5 computer to effect sending the second hypermedia format data to a browser to

be displayed.
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