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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

NEW BAY CAPITAL, LLC

Petitioner

V.

VIRNETX, INC.

Patent Owner

\

Case IPR2013,-00377 (Patent 7,418,504 B2)

Before SALLY C. MEDLEY, MICHAEL P..TIERNEY, KARL D. EASTHOM,
and STEPHEN C. SIU, Administrative Patent Judges.

MEDLEY, Administrative Patent Judge.

JUDGMENT

Termination of the Proceeding

37 C.F.R. § 42.73

- On November 6, 2013, Petitioner New Bay Capital, LLC (“New Bay’,’) filed

an unopposed motion to terminate this proceeding, representing that New Bay is

abandoning the contest. Paper 13 at 1. New BayA’s abandonment of the contest is
construed as a request for entry of adverse judgment. 317 C.F.R. § 42.73(b)(4) );
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see also 35 U.S.C. § 325(d) (describing effects of “the same or substantially the

same prior art or arguments previously . . . presented to the Office”).

I This case is in the preliminary proceeding stage; no institution of a trial has

been made.‘ Based on the facts of this case, it is appropriate to enter judgment.2

Therefore, the motion to terminate the proceeding is granted. ’

Accordingly, it is

ORDERED that New Bay’s unopposed motion to terminate is granted;

FURTHER ORDERED that the proceeding is terminated.

For PETITIONER:

Robert M. Asher

rasher@,sunsteinlaw.com

Jeffrey T. Klayman '

'1klayman@sunsteinlaw.com

For PATENT OWNER:

Joseph E. Palys
'ose h. al swfinne an.com

Naveen Modi

naveen.modi@finnegan.com

I A preliminary proceeding begins with the filing of a petition for instituting a trial .
and ends with a written decision as to whether a trial will be instituted. 37 C.F.R.

' §42.2.

2 A judgment means a final written decision by the Board, or a termination of a
proceeding. 37 C.F.R. § 42.2.
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Rev ()8/10)

Mail Stop 8 RE PORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

l’.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK

in Compliance with 35 lJ.S.C. § 290 and/or 15 U.S.C. § 1 l 16 you are hereby advised that a court action has been
tiled in the i.i_S. District Court Eastern District of Texas Tyler Division on the following

El "l'rademarks or M Patents. ( [:1 the patent action involves 35 U.S.C. § 292.):

D(')CKl:"l‘ NO. DATE Fill-Ll) U.S. DlS'l'RlC'l‘ COURT
6:13—cv—OO351 4/22/2013 Eastern District of Texas T Ier Division

PI.AlNTll’l“ DT,Fl'iND/\NT

Virnetx inc. and Science Applications international Microsoft Corporation
Corporation

PATENT OR DATE OF PATENT
'l' RAl)HMAI{K NO. OR TRADi:2MARK

In the above—w“nLitled case. the following p2itcnti’s)/ tradcmarl<(s) have been included:

DATE INCLUDED INCLUDED BY

E] Amendment E] Answer B Cross Bill El Other Pleading

.I.I{:‘gg'4N/JIQERN 0 mm: OF PATENT HOLDER OF PATENT OR TRADEMARK

I 7, 997, 174
7

IlOl..Dl-LR OF i‘A'l'EN'l OR'l'RAl)F.MARl\'

In the abovc4—<:ntitIcd case. the following decision has been rendered orjudgcmcnt issued:

l)l£ClSl()N/JIJDGEMENT

(BY) DEPUTY Cl.F;RK

Copy l—UpoII initiation ofaction, mail this copy to Director Copy 3—Upon termination ofaction, mail this copy to Director
(Topy 2——Upon filing document adding patcnt(s), mail this copy to Director Copy 4———(,‘asc file copy
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Case 6:13-cv-00351 Document 3 Filed 04/22/13 Page 1 of 2 PagelD #: 467
Rev. [)8/l 0)

Mail Stop 8 REPORT ()N THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 223l3-I450 TRADEMARK

T0:

In Compliance with 35 U.S.C. § 290 and/or 15 I,'.S.C. § I I I6 you are hereby advised that a court action has been

filed in the U.S. District (‘mm Eastern District of Texas Tyler Division on the following

CI Trademarks or [Z Patents. ( D the patent action involves 35 U'S4C‘. § 292.):

DOCKEI‘ NO. DATE FILED U i)is'1‘RiC'i‘COURI‘
6:13-cv-00351 4/22/2013 Eastern District of Texas T Ier Division

PLAINTIFF l)I-L|'|tNl)/\l\T

VirnetX inc. and Science Applications international Microsoft Corporation
Corporation

PATENT OR DA’l'l:I OI’ PATENT

TRAI)I:’IVlARI{ NO. OR TRAIJEMARK HOLDER OF PATENT OR TRADEMARK

In the i.lb()VC'-'\)f1ilIICd case, the following patcnt(s)/ tradcmarI<(s) have bcun included:
DATE INCLUDED INCLUDED BY

C] Amendment I] Answer [:1 Cross Bill |:] Other Pleading

.l,K§‘g:E\/IxTRC£RNO HOI DER OF P/\TEi\'T OR TRADEMARK

' 7, 7 8 7 . 7 ii
’)

In the above--vcntitled case. the following decision has been rcnclcrcd or judgement issued:
DECISION/.II}D(,iE7\/IENT

(BY) DEPUTY CIERK

Copy l—Upon initiation of action, mail this copy to Director Copy 3-—Upon termination ofaction. mail this copy to Director
(‘opy 2—Upon filing document adding patcnt(s), mail this copy to Director Copy 4——-(‘asc file copy
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UNITED STATES PATENT AND TRADEMARK OFFICE IIVITFIT) STATES DEPARTVIFIVT OF (‘,Oi\’|'iVlF‘.R(“,F}
United States Patent and Trademark Office
Address. COM1\/IISST0\IFIfi‘, FOR PATENTSP O Box 1 4 50

Alexandria, Yngriia Z2313-1450Vvviwuspto gov

APPLICATION NUIVIBER FILING OR 371(C) DATE FIRST NANIED APPLICANT ATTY. DOCKET NO./TITLE

07 75 80-0063

11/840,560 08/17/2007 Victor Larson (VRNK-1CP3CN2
CONFIRMATION NO. 1537

23630 POWER OF ATTORNEY NOTICE

McDermott Will & Emery

The McDermott mug liiiiiillliimillugliylillilliliillgiiliillliliiliiiillii
500 North Capitol Street, N.W.
Washington, DC 20001

Date Mailed: 12/04/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/03/2012.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE IIVITFIT) STATES I)F'.PAR'I'\IF'.\l'I‘ OF (‘,Ol\’|'lVIF‘.R(“,FI
United States Patent and Trademark Office
Addless. COI\/II\/IISST0\IFIF‘, FOR PATENTSP O Box 14 50

Alexandria, Yngriia Z2313-1450\vvi.w.uspt0.g0V

APPLICATION NUIVIBER FILING OR 371 DATE FIRST NANIED APPLICANT ATTY. DOCKET NO./TITLE

07 75 80-0063

II/840,560 08/I 7/2007 Victor Larson (VRNK-I CP3CN2
CONFIRMATION NO. 1537

22852 POA ACCEPTANCE LETTER

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER

;3¢NEW YORK AVENUE! NW llllllmlmlIilugliylllllllllllllgilllll:lllllilillll
WASHINGTON, DC 20001-4413

Date Mailed: 12/04/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/03/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/rbe11/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PATENT

Customer No. 22,852

Attorney Docket Nos. 117980008; 117980012

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Inter Partes Reexamination of:

Victor LARSON et al. Control Nos.: 95/001,856; 95/001,789

U. S. Patent No. 7,921,211 Group Art Unit: 3992

Issued: April 5, 2011 Examiner: Roland G. Foster

For: AGILE NETWORK PROTOCOL FOR

SECURE COMMUNICATIONS

USING SECURE DOMAIN NAMES

Confirmation Nos. 4051; 6053\/\/\/\/xy\./\a\/\/\y\/
Mail Stop Inter Partes Reexam
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

REVOCATION OF POWER OF ATTORNEY,

STATEMENT UNDER 37 C.F.R. § 3.73(b),
AND GRANT OF NEW POWER OF ATTORNEY

The undersigned, a representative authorized to sign on behalf of the assignee owning all

of the interest in U.S. Patent No. 7,921,211 (“the ’21l patent”), hereby revokes all previous

powers of attorney or authorization of agent granted in the ’2ll patent before the date of

execution hereof.

In compliance with 37 C.F.R. § 3.73(b), the undersigned verifies that VirnetX Inc. is the

assignee of the entire right, title, and interest in the ’211 patent by virtue of an assignment

recorded in the U.S. Patent and Trademark Office at Reel 019722, Frame 0525 on August 21,

2007.

The undersigned representative of the assignee hereby grants its power of attorney to the

patent practitioners associated with Finnegan, Henderson, Farabow, Garrett & Dunner,

-1-
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Attorney Docket Nos. 117980008; 11798.0012
Control Nos. 95/001,856; 95/001,789

L.L.P., Customer Numbcr 22,852, to transact all business in the Patent and Trademark Office

connected with the ’211 patent, including the reexamination proceedings assigned control nos.

95/001,856 and 95/001,789, and in any other proceedings involving the ’2ll patent.

Please also send all future correspondence concerning the ’211 patent to the address

associated with Finnegan, Henderson, Farabow, Garrett & Dunner, L.L.P., Customer
r

Number 22,852.

Dated; 1 1/30/12 By;
Sarneer Mathur /J’

Vice President, Corporate Development and Product

Marketing
VirnetX Inc.
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Electronic Acknowledgement Receipt

14368873

Confirmation Number:

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

Title oflnventlonz DOMAIN NAMES

First Named Inventor/Applicant Name: Wctor Larson

Customer Number: 23630

Filer Authorized By: Joseph Edwin Palys.

Attorney Docket Number: 077580-0063 (VRNK—1CP3CN2

Filing Date: 17-AUG-2007

Time Stamp: 16:08:20

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

Power of Attorney Patent_POA_211.pdf eea3lll9-13 34I(4b7882e0ed995 b6db5 1 e3
[03 89

Information:
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Total Files Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.



11

Page I of I

UNITED STATFS DEPAR'I‘MI!TN'l‘ OF COMMERCE
United States Patent nd Trademark Office
Adda-n: MMISSIONER R PATENTS. . Box I650

Akxndrin. Vuylnia Till}-N50wvn-.u:p1.o.5uv

CONFIRMATION N0. 1537
Bib Data Sheet

FILING OR 371(C)
SERIAL NUMBER DATE GROUP ART UNIT DOCKET NO.

11/840.560 00/17/2007 2453 077580-0063
RULE (VRNK-1CP3CN2

- PPLICANTS

Victor Larson, Fairfax, VA;

Robert Dunham Short Ill, Leesburg, VA;
Edmund Colby Munger, Crownsville, MD;
Michaeivlfilliamson, South Riding, VA;

V t fIfi*fl*it*fifii***I'k*I'**i*l'*

This application is a CON of 10/714,849 11/18/2003 PAT 7418504
which is a CON of 09/558,210 04/26/2000 ABN
which is a CIP of 09/504,783 02/15/2000 PAT 6502135
which is a CIP of 09/429,643 10/29/1999 PAT 7010604
which claims benefit of 60/106,261 10/30/1998
and claims benefit of 60/137,704 06/07/1999

1 tililitlfttiiilliili

IF REQUIRED, FOREIGN FILING LICENSE GRANTED
" 08/29/2007

STATE OR SHEETS TOTAL INDEPENDEN
COUNTRY DRAWING CLAIMS CLAIMS

VA 40 3 3

IDDRESS
r2852

ITLE

‘ GILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

FILING FEE FEES: Authority has been given in Paper
RECEIVED No. to charge/credit DEPOSIT ACCOUNT

for following:
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UNITED STATES PATENT AND TRADEMARK OFFICE IIVITFIT) STATES I)F'.PAR'I'\IF'.\l'I‘ OF (‘,Ol\’|'lVIF‘.R(“,FI
United States Patent and Trademark Office
Addless. COI\/II\/IISST0\IFIF‘, FOR PATENTSP O Box 14 50

Alexandria, Yngriia Z2313-1450\vvi.w.uspt0.g0V

APPLICATION NUIVIBER FILING OR 371 DATE FIRST NANIED APPLICANT ATTY. DOCKET NO./TITLE

07 75 80-0063

II/840,560 08/I 7/2007 Victor Larson (VRNK-I CP3CN2
CONFIRMATION NO. 1537

22852 POA ACCEPTANCE LETTER

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER

;3¢NEW YORK AVENUE! NW llllllmlmlIilugliylllllllllllllillglllilllillillillll
WASHINGTON, DC 20001-4413

Date Mailed: 02/08/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/06/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/sdsteVe11s011/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE IIVITFIT) STATES DEPARTVIFIVT OF (‘,Oi\’|'iVlF‘.R(“,F}
United States Patent and Trademark Office
Address. COMI\/IISSTO\IFIF‘, FOR PATENTSPO Box1450

Alexandria, Yngriia Z2313-1450Vvviwuspto gov

APPLICATION NUIVIBER FILING OR 371(C) DATE FIRST NA.V[iD APPLICANT ATTY. DOCKET NO./TITLE

07 75 80-0063

11/840,560 08/17/2007 Victor Larson (VRNK-1CP3CN2
CONFIRMATION NO. 1537

23630 POWER OF ATTORNEY NOTICE

McDermott Will & Emery

Sggsmgalegg 25353096 lrilllmlliimIilugliylullullulliilillguillllillillillilliil
Date Mailed: 02/08/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/06/2012.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

lsdstevensonl

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Document code: WFEE

United States Patent and Trademark Office

Sales Receipt for Accounting Date: 04/15/2011

AMULLINS SALE #00000028 Mailroom Dt: 04/15/2011 090527 11840560
01 FC :8012 15.00 DA
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UNITED STATES PATENT AND TRADEMARK OEEICE
UNITED STATES DEPARTIVIENT OF COMNIERCE
United States Patent and Trademark Office
Address: COM1\/IISS IONER FOR PATENTS

PO Box 1450
Alexandria Virginia 22313-1450
www.uspto gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

1 53 711/840.560 04/05/2011 7921211 077580-0063 (VRNK—1CP3CN2

23630 7590 03/15/2011

McDen11ott Will & Emery
600 13th Street, NW

Washington, DC 20005-3096

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Tenn Adjustment is 701 day(s). Any patent to issue from the above—identified application will

include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information

Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the

Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee

payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management

(ODM) at (571)-272-4200.

APPLICANT(S) (Please see PAIR WEB site http://pair.11spto.gov for additional applicants):

Victor Larson, Fairfax, VA;

Robert Dui1l1a111 Short III, Leesburg, VA;
Edmund Colby Munger, Crownsville, MD;
Michael Williamson, South Riding, VA;

IR103 (Rev. 10/09)
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1 1840560 -§@lQ"!2453

Subst. for form 1449/PTO . J ‘ Complete if Known
SUPPLEMENTAL , . .

INFORMATION DISCLOS -'4-L. A'°°"°“"°" ””'“"°' Au;l’:f;5"2‘:mAPPLICANT A ' 7 1‘ Filing Date
(Use as many sheets as necessarfi First Named Inventor Victor Larson

21 57Art Unit

Examiner Name VU, Kim Y.

077580-0063 (VRNK-1CP3CN2)Docket Number"
U.S. PATENT DOCUMENTS

Document Number Publication Date

Number-Iona Codamu-rv MM'°°'* “ V“

EXAMlNER'S Pages. Columns. Lines, WhereINITIALS Relevant Passages or Relevant
Figures Appear

Name of Patentee or Applicant
of Cited Document

05/10/1994
04/23/1996
09/08/1998

10/13/1 998

04/27/1999

05/17/1999
08/31/1999

09/07/1999
09/12/2000
08/30/2005

07/04/2006

09/22/1998 -
06/20/2000 '
01/09/2001
05/01/2001
05/01/2001
03/02/2004

04/25/2000
06/12/2001

Carmi

Atkinson
Birrell et al.

Caronni et al.

Wesin er, Jr. et al.
Victor She mov
B an Whittles
Stockwell et al.
Alkhatib
Rosenber et al.
Whittle et al.

Grai Miller et al.
Liu

Gilbrech
Bots at al.

Arrow et al.
Hoke et al.

Smorodinsk et al.

Karlsson, et al.

5,511,122

5,805,803

5,822,434

5,898,830
60/134,547

60/151,563
5 950 195

6,119,171

6,937,597
7,072,964
09/399.753
6,079,020

6,173,399

6.226.748
6,226,751
6,701,437

6,055,574
6,246,670

>>>>>>>>>)> .a_n..s..|..s.A_n.5_p 00O@080OO _n.a_n.u.5o 0301-F0)-IOIDOJN8A
j

_ j

-
j

‘j
j
j
j

j 1

gj
1-

j'1
,1

Mi
ii
lj

>>—I—l oo cooou

FOREIGN PATE NT DOC UME NTS

EXAMINER‘S Foreign Patent Document Publication Date Name of Patentee or Pages. Columns. Lines
'"”“L3 cm: Country Coda:-Number:-l0nd MM_pg.ywy Applicant ot Cited Document Where Relevant

Figures Appear

03-30-2000 Science Applications
- oration

Comsec Corporation
Science Applications

- ration

1151/!"
B100 woo - -
31oo2 wo o1/mares

3c5
..8' E(D'1:19'.6.:1E O0

1 1-23-2000

03-08-2001

D ,.

|5ii ET0-.:E‘; 3.:2E O0

III.lliiiliilll
EXAMINER DATE CONSIDERED

/Krisna Liml 03/14/2910 ,
J

‘EXAMINER: initial it reference considered. whether or not citation is in conformance with MPEP 609. Draw line through citation it not in oontorrnance and not considered. .
Inctude copy at this term with next communlatlan to applicant
1 Applicants unique citation designation number (optional). 2 Aaplicant Is to place a check mark here it English language Translation is attached.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./
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11840560 - GAU: 2453

Subst. for term 1449IPTO 1 complete if Known

fi,‘fl;PRLlfirf|gLA;|scL°sU, Application Number 11/340,550
August 17, 2oo7APPLICANT ' 2' '‘i“"9 We

(Use as many sheets as necessary) First Named Inventor Victor Larson
Art Unit

Examiner Name

W 1 Docket Number
1 us. PATENT DOCUMENTS

EXAMINER‘S
INITIALS

VU. Kim Y.

077580-0063 (VRNK-1CP3CN2)

Publication Date ‘ Pages. Columns. Lines, Where
Numbehxmg c°da,,,,,,_,, MM-DD-YYYY Name 0‘ Patentee or Apphcant Relevant Passages or Relevant

' of Cited Document F59...” MW,

.46 1,334
353,841
, I as, I 75
,I67,904

7,039,713

6,757,740
6.752, I66

687,746
6 338,082
6,333,272

6,314,463
6,298,341
6,262,987

I 2/02/08
04/08/08
03/06/07

0 1 /23/07
05/02/06
06/29/04

06/22/04
02/03/04
01/08/02
I 2/25/01

I I /06/0 1
1 0/02/01
07/ 1 7/0 I

Lu et al.

Kono, et al.

Mc1(eeth, James A.
Devara'an, et at.
Van Gunter, et al.

Parekh, et al.
Lull, et al.
Shuster. et al.

Schneider, EricCOOOOOCOOOOOWIOIQNNNNIUNNN O\DOO\IO\bits)-0 KDUJUJC/JUJ(flU)(/JV)!/IUJUIUIIIIEEEEEEEEEEEEEE
§35 2C3E’

UI&

VJ Abbott, et al.
-

j

j
j
j

j

11 3
1
j
j
j
i
j

 Wilson, Ste hen K.
Wesiner, et al
Garland R0 er Charles, et al.

Skene, et al.

04/ 1 8/00
07/2 1/59

I 2/06/0 I

> Cu (sure3
A1035

A1036

US

US

US

6,052,788
2 895,502
2001/004974 I

3.’ o

. FOREIGN PATENT DOCUMENTS

, EXAMlNER's Foreign Patent Document Publication Date Name ot Patentee or Pages. Columns. Lines Translation
. INITIALS C"-E counw cog” _Nw-"be; ._1ang MM_oD_yyyy Applicant OI Cited DOCUITIGHI Where Relevant

No_ Code: (i! known) Figures Appear

' 
OTHER ART (Including Author, Title, Date, Pertlnent Pages, Etc.)

EXAMINER'S Include name at the author (in CAPITAL LETFERS). title at the article (when appropriate), title of the item
INITIALS one (book. magazine. journal, serial. symposium. catalog. etc.). date. page(s). volume-issue number(s). publisher,

No_ city andlor country where published.

‘David Kosiur. “Building and Managing Virtual Private Networks” (1998)

_-P. Mockapetris, ‘Domain Names - Implementation and Specification.‘ Network working Group, RFC 1035C1241 November 1 987

—Request for Inter Partes Reexamination of Patent No. 6,502,135. dated Nov. 25. 2009.

—Request for Inter Partes Reexamination of Patent No. 7,188,180. dated Nov. 25. 2009. I
L EXAMINER /Krisna Um] DATE CONSIDERED 03/14/2010
‘EXAMINER: Inltlal it reference considered. whether or not citation is in conformance with MPEP 609. Draw Ilne through citation it not in conformance and not considered.
Indude copy ot this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.
esm 1638591-I.0775Il0.0063

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./

(D II)
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l’;\R'l‘ 3 ~ Fl*Jl£(S) TRANSM lT'l‘Al.

(‘nnipletc and send this form, together with applicable l'ee(s), in: Mail Mail Stop ISSUE FI~ZECnnmiissinner for Patents
I’.(). Box 1451)
Alexandria, Virginia 223 l 3~ 1451!

nrlfgg, (571)~273—2885

lNS’;"l{t,“E;"I‘lO.\’S: This ‘ibrrn should bc tlszitl for trunsntitttng the ISSUE Flili and l’lll3l.lC,’:~\'I‘lO;\' 1111 (if required}. Bloclis I thrtattgh 5 ahoaild be conipleml
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Electronic Patent Application Fee Transmittal

Filing Date: 17-Aug-2007

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

Tltle oflnventlonz DOMAIN NAMES

First Named Inventor/Applicant Name: Wctor Larson

Filer: Toby H. Kusmer./Kelly Ciarmataro

Attorney Docket Number: 077580-0063 (VRNK-1CP3CN2

Filed as Large Entity

Utility under 35 USC 11 1 (a) Filing Fees

Sub-Total in

USD($)

Basic Filing:

Claims:

Description Fee Code Quantity

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-lssuance:

Utility Appl issue fee 1501 1510
T 300

510

l 300 1Publ. Fee— early, voluntary, or normal I 1504 I
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Sub-Total in

Description USD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)
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Electronic Acknowledgement Receipt

9405577

Confirmation Number:

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

Title oflnventlonz DOMAIN NAMES

First Named Inventor/Applicant Name: Wctor Larson

Customer Number: 23630

Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number: 077580-0063 (VRNK—1CP3CN2

Filing Date: 17-AUG-2007

Time Stamp: 11:33:22

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

PaymentType Deposit Account

Payment was successfully received in RAM $1810

Deposit Account 501133

Authorizeduser —
The Director ofthe USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part l.zip (ifappI.)

113503

5fd038c90d‘)6cS7d6fl l2f‘24cl C339dd4l 3d
5a89

The page size in the PDF is too large. The pages should be 8.5 X 11 or A4. Ifthis PDF is submitted,the pages will be resized upon entry into the
Image File Wrapper and may affect subsequent processing

Issue Fee Payment (PTO-85B) PartB.pdf

Warnings:

Fee Worksheet (PTO—875) fee—info.pdf 7c9(7e1faaZ35598f10ff3d335e5dfe(56315
lea

Information:

Total Files Size (in bytes) 145546

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF CO)/IIVEERCE
Uujleil States Patent and T["<lLIt‘]lI.d['k Office
Address: COl\/13/IISSIONER FOR PATENTS

PO. Box 1450
Alexandria. Virginia 22313-1430
www usptn gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

23630 7590 01/19/2011 EXANHNER

McDermott Will & Emery LMKRISM

6oomhsrreet=Nwv
Washington, DC 20005-3096 2453

DATE MAILED: 01/19/2011

APPLICATION NO. FILING DATE FIRST NAIVIED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/840,560 08/17/2007 Victor Larson 077580-0063 1537

TITLE OF INVENTION: AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOI/iAY1‘NNN*A1\%’§ W2

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE FEE TOTAL FEE(S) DUE DATE DUE

NO $300 $0 $1 8 10nonprovisional $1510 04/19/2011

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOVVED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAVVAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID VVITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. TIHS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
VVILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOVV
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE Shown above.

II. PART B — FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USFTO) with your ISSUE FEE and PUBLICATION FEE (if required). If yoI1 are charging the fee(s) to your deposit account, Section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee Inust be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as a11 equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL—85 (Rev. 08/07) Approved for use Lhrough 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450

or1 (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "1-EE A1)1_)RESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (NoLe;USeE1oCk 1f0rmycEmg3ofaddms5:, Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. 1'his certificate cannot be used for any other accompanying

papers. Each additional paper. such as an assignment or formal drawing. mustave its own certificate of mailing or transmission.23630 7590 01/19/2011
Certificate of Mailing or Transmission

lVlCl)€l"lTlOl[ & Emery I hereby certify that this Fee(s) Transmittal is being deposited with the United

600 13th Street NW’ S(tiates Pczistal Skelrvice vlvith sufficient postage ggr first glass mailbin an fnvelorie_ ’ ‘ a dresse to e Mai Stop ISSUE FEE a ress a ove. or eing acsimi e
Waslnngton, DC 20005-3096 transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Deposilofs ualnr.)

(Signature)

(Date)

APPLICATION NO. FILING DATE FIRST NAIVIED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/840.560 08/17/2007 Victor Larson 077580-0063 1537

TITLE OF INVENTION: AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOT/1.AY1‘§Nr§*Al\%’§ W2

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE FEE TOTAL FEE(S) DUE DATE DUE

NO $0nonprovisional $1510 $300 $1810 04/19/2011

EXAMINER ART UNIT CLASS-SUBCLASS

LIM, KRISNA 709-223 000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CF 1 1.363). . .

(1) the names of up to 3 registered patent attorneys

3 Change of correspondence address (or Change of Correspondence or agents OR, alternatively.
Address Orm PTO/SB/122) attached‘ (2) the name of a single firm (having as a member a 2
:l "Fee Address“ indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
’TO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 reglstered Patent i1t10I‘I1€_5YS 01“ agents. If 110 name 13
Number is required, listed, no name will be printed.

3. ASSIGNE3 NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

DLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate as signee category or categories (will not be printed on the patent) : D lndividua D Corporation or other private group entity D Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 3 Payment by credit card. Eorm P"O-2038 is attached.
3 Advance Order _ # of Copies :IThe Director is hereby authorized to charge the required fee(s), any deficiency, or credit any \overpayment, to Deposit Account Number (enelose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

3 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. :l b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. T is collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will varv de endin upon the individual case. Any comments on the amount of time you require to com lete
this form and/or suggestions for reducing this burden, should be sent to the C ief lngormation Officer, US. Patent and Trademark Office, US. Department of Commerce, .O.Box 1450. Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unless it displays a valid OMB control number.

PTO1.-85 (Rev. 08/07) Approved for use through 08/31/2010. OVIB 0651-0033 US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF CO)/Il\/[ERCE
Uujletl States Patent and T["<lLlt‘]lI.d['k Office
Address: COl\/13/IISSIONER FOR PATENTS

P.O. Box 1450
Alexandria‘ Virginia 2231?-1430
www usptn gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/840,560 08/17/2007 Victor Larson 077580-0063 1537Ex. ' ’

23630 7590 01/19/2011 E LINER

McDermott Will & Emery LMKRISM

6oomhsrreet=Nwv
Washington, DC 20005-3096 2453

DATE MAILED: 01/19/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 470 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 470 day (s).

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at l—(888)—786—0l01 or

(571)-272-4200.

Page 3 of 3
PTOL—85 (Rev. 08/07) Approved for use Lhrough 08/31/2010.
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Application No. App|icant(s)

_ _ _ 11/840,560 LARSON ET AL.
Notice of Allowabrlrty Examiner

Krisna Lim

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed). a Notice of Allowance (PTOL—85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1 . E This communication is responsive to the amendment filed 1/10/2011.

2. E The allowed c|aim(s) is/are 4-63.

3. El Acknowledgment is made of a claim for foreign priority under 35 U.S.C.§119( )—(d) or (f).

a) D All b) E] Some* c) D None of the:

1. El Certified copies of the priority documents have been received.

2. El Certified copies of the priority documents have been received in Application No.

3. El Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. I] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. El CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

(a) El including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO—948) attached
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Pursuant to 37 C.F.R 1.109 and M.P.E.P 1302.14, the following is an Examiner's

Statement of Reasons for Allowance:

The prior arts of record do not teach or suggest a domain name service system

configured and arranged to be connected to a communication network, to store a

plurality of domain names and corresponding network addresses, to receive a query for

a network address, and to indicate in response to the query whether the domain name

service system supports establishing a secure communication link.

The examiner considers the applicants‘ claims 4-63 to be allowable based on the

claim interpretation and the aforesaid prior arts of record.

Any comments considered necessary by applicant must be submitted no later than

the payment of the Issue Fee and, to avoid processing delays, should preferably

accompany the Issue Fee. Such submissions should be clearly labeled "Comments on

Statement of Reasons for Allowance."

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956.

The examiner can normally be reached on Tuesday to Friday from 7:10 AM to 5:40 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Krista Zele, can be reached on 571-272-7288. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-

8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic
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Business Center (EBC) at 866-217-9197 (toll-free).

KI

January 11, 2011

/Krisna Lim/

Primary Examiner, Art Unit 2453
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to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete.
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
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information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
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Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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U.S.C. 371 and other applicable requirements a Form PCT/DOIEOI903 indicating acceptance of the application as a
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New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
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Docket No.: 077580-0063 (VRNK—1CP3CN2) PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of Victor Larson et al. : Customer Number: 23630

Confirmation Number: 1537

Application No.: 11/840,560 Group A1“: Unit: 2453

Filed: August 17, 2007 Examiner: Lim, Krisna

For: AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING
SECURE DOMAIN NAMES

AMENDMENT “B”

Mail Stop AF
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Office action dated October 21, 2010, please amend the above-

identified application and consider the accompanying remarks as follows:

Amendments to the claims begin on page 2 of this paper

Remarks begin on page 10 of this paper.

DM_US 27302974—1.077580.0063
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Amendments to the claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

1-3. (Cancelled)

4. (Previously Presented) A system for providing a domain name service for

establishing a secure communication link, the system comprising:

a domain name service system Configured and arranged to be connected to a

communication network, store a plurality of domain names and corresponding

network addresses, receive a query for a network address, and indicate in response

to the query whether the domain name service system supports establishing a

secure communication link.

5. (Previously Presented) The system of claim 4, wherein at least one of the plurality

of domain names comprises a top—level domain name.

6. (Previously Presented) The system of claim 5, wherein the top—level domain

name is a non—standard top—level domain name.

7. (Previously Presented) The system of claim 6, wherein the non—standard top—level

domain name is one of .scom, .sorg, .snet, .sgov, .sedu, .smil and .sint.

8. (Previously Presented) The system of claim 5, wherein the domain name service

system is configured to authenticate the query using a cryptographic technique.

9. (Previously Presented) The system of claim 4, wherein the communication

network includes the Internet.

10. (Previously Presented) The system of claim 4, wherein the domain name service

system comprises an edge router.

11. (Previously Presented) The system of claim 4, wherein the domain name service

system is connectable to a virtual private network through the communication network.

(2)
DM_US 27302974—l.O77580.0063
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12. (Previously Presented) The system of claim 11, wherein the virtual private

network is one of a plurality of secure communication links in a hierarchy of secure

communication links.

13. (Previously Presented) The system of claim 11, wherein the virtual private

network is based on inserting into each data packet communicated over a secure communication

link one or more data values that vary according to a pseudo—random sequence.

14. (Previously Presented) The system of claim 11, wherein the virtual private

network is based on a network address hopping regime that is used to pseudorandomly change

network addresses in packets transmitted between a first device and a second device.

15. (Previously Presented) The system of claim 11, wherein the virtual private

network is based on comparing a value in each data packet transmitted between a first device and

a second device to a moving window of valid values.

16. (Previously Presented) The system of claim ll, wherein the virtual private

network is based on a comparison of a discriminator field in a header of each data packet to a

table of valid discriminator fields maintained for a first device.

17. (Previously Presented) The system of claim 4, wherein the domain name service

system is configured to respond to the query for the network address.

18. (Previously Presented) The system of claim 4, wherein the domain name service

system is configured to provide, in response to the query, the network address corresponding to a

domain name from the plurality of domain names and the corresponding network addresses.

19. (Previously Presented) The system of claim 4, wherein the domain name service

system is configured to receive the query initiated from a first location, the query requesting the

network address associated with a domain name, wherein the domain name service system is

configured to provide the network address associated with a second location, and wherein the

domain name service system is configured to support establishing a secure communication link

between the first location and the second location.

DM_US 27302974—l.O77580.0063
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20. (Previously Presented) The system of claim 4, wherein the domain name service

system is connected to a communication network, stores a plurality of domain names and

corresponding network addresses, and comprises an indication that the domain name service

system supports establishing a secure communication link.

21. (Previously Presented) The system of claim 4, wherein at least one of the plurality

of domain names is reserved for secure communication links.

22. (Previously Presented) The system of claim 4, wherein the domain name service

system comprises a server.

23. (Previously Presented) The system of claim 22, wherein the domain name service

system further comprises a domain name database, and wherein the domain name database stores

the plurality of domain names and the corresponding network addresses.

24. (Previously Presented) The system of claim 4, wherein the domain name service

system comprises a server, wherein the server Comprises a domain name database, and wherein

the domain name database stores the plurality of domain names and the corresponding network

addres ses.

25. (Previously Presented) The system of claim 4, wherein the domain name service

system is configured to store the corresponding network addresses for use in establishing secure

communication links.

26. (Previously Presented) The system of claim 4, wherein the domain name service

system is configured to authenticate the query for the network address.

27. (Previously Presented) The system of claim 4, wherein at least one of the plurality

of domain names comprises an indication that the domain name service system supports

establishing a secure communication link.

28. (Previously Presented) The system of claim 4, wherein at least one of the plurality

of domain names comprises a secure name.

29. (Previously Presented) The system of claim 4, wherein at least one of the plurality

(4)
DM_US 27302974—l.O77580.0063
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of domain names enables establishment of a secure communication link.

30. (Previously Presented) The system of claim 4, wherein the domain name service

system is configured to enable establishment of a secure communication link between a first

location and a second location transparently to a user at the first location.

31. (Previously Presented) The system of claim 4, wherein the secure communication

link uses encryption.

32. (Previously Presented) The system of claim 4, wherein the secure communication

link is capable of supporting a plurality of services.

33. (Previously Presented) The system of claim 32, wherein the plurality of services

comprises a plurality of communication protocols, a plurality of application programs, multiple

sessions, or a combination thereof.

34. (Previously Presented) The system of claim 33, wherein the plurality of

application programs comprises items selected from a group consisting of the following: video

conferencing, e—mail. a word processing program, and telephony.

35. (Previously Presented) The system of claim 32, wherein the plurality of services

comprises audio, video, or a combination thereof.

36. (Previously Presented) The system of claim 4, wherein the domain name service

system is configured to enable establishment of a secure communication link between a first

location and a second location.

37. (Previously Presented) The system of claim 36, wherein the query is initiated

from the first location, wherein the second location comprises a computer, and wherein the

network address is an address associated with the computer.

38. (Previously Presented) The system of claim 4, wherein the domain name service

system comprises a domain name database connected to a communication network and storing a

plurality of domain names and corresponding network addresses for communication, wherein the

domain name database is configured so as to provide a network address corresponding to a

(5)
DM_US 27302974—1.077580.0063
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domain name in response to a query in order to establish a secure communication link.

39. (Currently Amended) A non—transitory machine—readable medium comprising

instructions executable in a domain name service system, the instructions comprising code for:

connecting the domain name service system to a communication network; storing a plurality of

domain names and corresponding network addresses; receiving a query for a network address;

and indicating in response to the query whether the domain name service system supports

establishing a secure communication link.

40. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for storing the plurality of domain names and

corresponding network addresses including at least one top—level domain name.

41. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for responding to the query for the network address.

42. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for providing, in response to the query, the network

address corresponding to a domain name from the plurality of domain names and the

corresponding network addresses.

43. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for receiving the query for a network address associated

with a domain name and initiated from a first location, and providing a network address

associated with a second location, and establishing a secure communication link between the first

location and the second location.

44. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for indicating that the domain name service system

supports the establishment of a secure communication link.

45. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for reserving at least one of the plurality of domain

names for secure communication links.

DM_US 27302974—l.O77580.0063
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46. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the code resides on a server.

47. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for storing a plurality of domain names and

corresponding network addresses so as to define a domain name database.

48. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the code resides on a server, and the instructions comprise code for creating a domain

name database configured to store the plurality of domain names and the corresponding network

addresses.

49. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for storing the corresponding network addresses for use

in establishing secure communication links.

50. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the instructions comprise code for authenticating the query for the network address.

51. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein at least one of the plurality of domain names includes an indication that the domain

name service system supports the establishment of a secure communication link.

52. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein at least one of the plurality of domain names includes a secure name.

53. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein at least one of the plurality of domain names is configured so as to enable establishment

of a secure communication link.

54. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the domain name service system is configured to enable establishment of a secure

communication link between a first location and a second location transparently to a user at the

first location.

DM_US 27302974—1.077580.0063
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55. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the secure communication link uses encryption.

56. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the secure communication link is capable of supporting a plurality of services.

57. (Currently Amended) The non—transitory machine—readable medium of claim 56,

wherein the plurality of services comprises a plurality of communication protocols, a plurality of

application programs, multiple sessions, or a combination thereof.

58. (Currently Amended) The non—transitory machine—readable medium of claim 57,

wherein the plurality of application programs comprises items selected from a group consisting

of the following: video conferencing, e—mail, a word processing program, and telephony.

59. (Currently Amended) The non—transitory machine—readable medium of claim 56,

wherein the plurality of services comprises audio, video, or a combination thereof.

60. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the domain name service system is configured to enable establishment of a secure

communication link between a first location and a second location.

61. (Currently Amended) The non—transitory machine—readable medium of claim 60,

wherein the instructions include code for receiving a query initiated from the first location,

wherein the second location comprises a computer, and wherein the network address is an

address associated with the computer.

62. (Currently Amended) The non—transitory machine—readable medium of claim 39,

wherein the domain name service system comprises a domain name database connected to a

communication network and storing a plurality of domain names and corresponding network

addresses for communication, wherein the domain name database is configured so as to provide a

network address corresponding to a domain name is response to the query in order to establish a

secure communication link.

63. (Currently Amended) A method of providing a domain name service for

(8)
DM_US 27302974—1.077580.0063
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establishing a secure Communication link, the method comprising:

connecting a domain name service system to a communication network[[,]];

storing a plurality of domain names and corresponding network addresses; and

upon receiving a query for a network address for communication, indicating whether the

domain name service system supports establishing a secure communication link.

DM_US 27302974—1.077580.0063
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REMARKS

Claims 4-63 are in the application. Claims 4-38 are being resubmitted as previously

presented, and Claims 39-63 have been amended in order to more clearly define the invention.

Claims 39-62 have been rejected under 35 U.S.C. § 101 for claiming non-statutory

subject matter. Claims 4-63 have been rejected on the ground of nonstatutory obviousness-type

double patenting as being unpatentable over claims 1-59 of U.S. Patent No. 7,418,504. These

rejections are respectfully traversed and reconsideration is requested in view of the foregoing

amendments and following remarks

35 U.S.C. § 10]

Claims 39-62 have been rejected under 35 U.S.C. § 101 for claiming non-statutory

subject matter. The Office Action recommends that the term “non-transitory” be added to the

claims to overcome this rejection. The Applicant has amended claims 39-62 accordingly. The

Applicant respectfully requests withdrawal of this rejection.

Double-Patenting

Claims 4-63 have been rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1-59 of U.S. Patent No. 7,418,504. The Applicant

concurrently submits a terminal disclaimer to overcome this rejection. Accordingly, the

Applicant respectfully request withdrawal of this rejection and submits that the claims are in

condition for allowance.

Typographical Error

The Office Action noted a typographical error in claim 63 — a comma and semicolon were

together. The Applicant has amended claim 63 to correct this typographical error.

DM_US 27302974-1.077.580.0063
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CONCLUSION

Claims 4-63, the remaining claims in the application are now considered in condition for

allowance. An early and favorable action thereon is therefore earnestly solicited.

Please charge the Terminal Disclaimer Fee and any shoitage of fees due in connection

with the filing of this paper, to Deposit Account 50-1133 and please credit any excess fees to

such deposit account.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

/Toby H. Kusmer/

Toby l-l. Kusmer

Registration No. 26,418

28 State Street Please recognize our Customer No. 23,630

Boston, MA 02109 as our correspondence address.
Phone: 617.535.4065

Facsimile: 617.535.3800

E—mail address: tkusmer@mWe.com

Date: December 22, 2010

DM_US 27302974—1.077580.0063
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This is a courtesy reminder that new correspondence is available for this
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email address(es) associated with your customer number:

mweipdocket@mwe.com

Please verify that these email addresses are correct.

To view your correspondence online or update your email addresses, please

visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair.
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at EBC@uspto.gov or call 1-866-217-9197.
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6)IZ CIaim(s)1 is/are rejected.
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8)I:I CIaim(s)jare subject to restriction and/or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)I:I The drawing(s) filed onj is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
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11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

Certified copies of the priority documents have been received.

Certified copies of the priority documents have been received in Application No.j

Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attach ment(s)

1) El Notice of References Cited (PTO-892) 4) El Interview Summary (PTO-413)
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Paper No(s)/Mail Date j. 6) D Other: j.
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20101017
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1. Claims 4-63 are newly added for examination, and claims 1-3 was canceled.

2. As required by M.P.E.P. 609(C), the applicant's submissions of the Information

Disclosure Statement dated 4/02/2010, 08/04/2010, 12/14/2009, 11/06/2009,

09/08/2009, 05/19/2009, 02/24/2009, 01/22/2009 and 12/16/2008 is acknowledged by

the examiner and the cited references have been considered in the examination of the

claims now pending. As required by M.P.E.P 609 C(2), a copy of the PTOL—1449

initialed and dated by the examiner is attached to the instant office action.

3. The specification is objected to as failing to provide proper antecedent basis for

the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (0). Correction

of the following is required: The specification does not mention or define "computer

readable medium" which is found in claims 39-62. Depending on the definition given

"computer readable medium" may include embodiments that are not statutory in view of

35 USC § 101. Therefore, the applicant should amend the specification giving

"computer machine readable medium" a definition that would be available to one having

ordinary skill in the art at the time of the invention so that it can be determined if the

limitations are statutory.

4. In claim 63, line 3, there is a typographical error because a comma and a

semicolon are together.

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

6. Claims 39-62 are rejected under 35 U.S.C. §101 because they are rejected

under 35 US.C. § 101 as on-statutory subject matter.



67

Application/Control Number: 11/840,560

Art Unit: 2453

The broadest reasonable interpretation of a claim drawn to a computer readable

medium (also called machine readable medium and other such variations) typically

covers forms of non-transitory tangible media and transitory propagating signals per se

in view of the ordinary and customary meaning of computer readable media, particularly

when the specification is silent. See MPEP 2111.01. See In re Nuijten, 500 F.3d 1346,

1356-57 (Fed. Cir. 2007) (transitory embodiments are not directed to statutory subject

matter) and Interim Examination Instructions for Evaluating Subject Matter Eligibility

under 35 u.s.c. § 101, Aug. 24, 2009; p. 2.

Note: Applicants are recommended to change "computer readable medium" to "non—

transitory computer readable medium" to the claim. By adding “non-transitory”

language would not raise the issue of new matter even the specification is silent

because the broadest reasonable interpretation relies on the ordinary and customary

meaning that includes signal per se.

7. The nonstatutory double patenting rejection is based on a judicially created

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent

and to prevent possible harassment by multiple assignees. A nonstatutory

obviousness-type double patenting rejection is appropriate where the conflicting claims

are not identical, but at least one examined application claim is not patentably distinct

from the reference claim(s) because the examined application claim is either anticipated
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by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140

F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29

USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.

1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422

F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ

644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)

may be used to overcome an actual or provisional rejection based on a nonstatutory

double patenting ground provided the conflicting application or patent either is shown to

be commonly owned with this application, or claims an invention made as a result of

activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with

37 CFR 3.73(b).

8. Claims 4-63 are rejected on the ground of nonstatutory obviousness—type double

patenting as being unpatentable over claims 1-59 of U.S. Patent No. 7,418,504.

Although the conflicting claims are not identical, they are not patentably distinct from

each other because they are directed to a system for providing a domain name service

for establishing a secure communication link and having similar components and

functions. The differences are the modifications of the claimed languages. For

example, in claim 4 of the present application uses the language of "a domain name
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service system configured and arranged to be connected" while the claim 1 of the

patent uses the similar language without "and arranged‘. Another example, in claim 39

of the present application uses the language of "indicating in response to the guegy

whether the domain name service system supports establishing a secure

communication link” while the claim 36 of the patent uses the language of “supporting

an indication that the domain name service system supports establishing a secure

communication link" instead. And another example is the difference between claim 63

of the present application and claim 60 of the patent. The difference is the present

application uses the language of "the domain name service system comprises an

indication that the domain name service system supports establishing a secure

communication link” at the beginning of step while claim 63 of the present application

uses the language of “indicating whether the domain name service system supports

establishing a secure communication link".

Applicant's amendment necessitated the new ground(s) of rejection presented in this

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).

Applicant is reminded of the extension oftime policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE—MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956

The examiner can normally be reached on Tuesday to Friday from 7:10 AM to 5:40 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Krista Zele, can be reached on 571-272-7288. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-
8300.

Information regarding the status of an application may be obtained from the

PatentApp|ication Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

KI

October 19, 2010

/Krisna Lim/

Primary Examiner, Art Unit 2453
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‘Aventail Corp., “VPN Server V2.0 Administration Gulde,” (1997). (VPN, Aventail)

-KGoldschlag. et al. “Privacy on the Internet,'’ Naval Research Laboratory. Center for HighC1025 Assurance Comuter S stems 1997 . Goldschla I, Onion Routin

EXAMINER DATE CONSIDERED I
. /Krlsna Llml 0344/2033

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 509. Draw line through citation if not in conformance and not considered.
Include copy of this Iorm with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

ALL REFERENCES CONSlDEE)EII,‘l EXCEPT WHERE UNEE) THROUGH. /K.I...l'



82

31840560 ~ CEAUZ 2453

Subst. for form 1449/PTO Comp|e‘|;e if Known

SUPPLEMENTAL “I840 560
INFORMATION DISCLOSURE STATEMENT BY

(Use as many sheets as necessary) Victor Larson

2157

vu, Kim Y.

-Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAM|NER‘S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS (book, magazine. journal. serial. symposium, catalog. etc.), date, page(s). volume-issue number(s). publisher,

city and/or country where published.

Microsoft Corp., IP Security for Microsoft Windows NT Server 5.0 (1997) (printed from
1998 PDC DVD—ROM . IP Securit , Microsoft Prior Art VPN Technolo

Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,
Microsoft Prior Art VPN Technolo

Microsoft Corp., Routing and Remote Access Service for Windows NT Server
Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-
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C1077 Telcordia, ANX

Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information with
DNS <draft-eitf-cat-krb-dns-|ocate—oo.txt> June 21, 1999 . Hornstein, DNS SRV
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Bhattacharya et. al. "An LDAP Schema for Configuration and Administration of |PSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).

C1079 Bhattcha a LDAP VPN

B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode,” IPSEC Working Group,
C1080 Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies
(2000). (Goncalves, Checkpoint FW)
Due to difficult locatin this reference, a co has not been - rovided

“Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources,”
FirstVPN, Jan 2000 . FirstVPN Microsoft

Gulbrandsen, Vixie, & Esibov, A DNS RR for specifying the location of services (DNS
SRV, IETF RFC 2782 Februa 2000 . RFC 2782, DNS SRV

MITRE Organization, “Technical Description,” Collaborative Operations in Joint
Exeditiona Force Exeriment JEFX 99 Februa 2000 . MITRE, SIPRNET

Computing and
EC253 (I) 30mSmE <9 A zo w

G 4:.T‘at \l L. E Nooo >
I

°_ 5m:1"o .3 ‘Z '07

Kindred et al, “Dynamic VPN Communities‘: Implementation and Experience," DARPA
Information Survivability Conference and Exposition ll (June 2001). (DARPA, VPN

01007 ANX 101: Basic ANX Service Outline. (Outline, ANX)

C1000 ANX 201: Advanced ANX Service. (Advanced, ANX)

01009 Appendix A: Certificate Profile for ANX |Psec Certificates. (Appendix, ANX)

Assured Digital Products. (Assured Digital)

C1090 Due to difficul locatin - this reference, a co has not been

Aventail Corp., “Aventail AutoSOCKS the Client Key to Network Security,” Aentail
C1091 Cororation White Paer. Network Securit , Aventail

Cindy Moran, "DISN Data Networks: Secret Internet Protocol Router Network
C1092 S|PRNet Moran, SIPRNET

01003 Data Fellows F-Secure VPN+ (F-Secure VPN+)

"lnterim Operational Systems Doctrine for the Remote Access Security Program (RASP)
C1094 Secret DiaI—ln Solution. RASP, SIPRNET

Onion Routing, "Investigation of Route Selection Algorithms," available at
C1095 ://www_onion—router.net/Archives/Route/index.himI. Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net,” Washington Technology. (Secure,
C1096 SIPRNET
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C1097 SPARTA "Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS)

Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
C1098 SIPRNET

Publically available emails relating to FreeS/WAN (MSFTVXO0O18833-
C1099 MSFTVX00019206 . FreeSNVAN emails, FreeSNVAN

C1100 Kaufman et al., “lmpIementing |Psec," (Copyright 1999) (Implementing |Psec)

Network Associates Gauntlet Firewall For Unix User’s Guide Version 5.0 (1999).

Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version
C1102 5.0 1999 Gauntlet Gettin Started Guide — NT, Firewall Products

twork Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999)
C1103 Gauntlet Unix Gettin Started Guide, Firewall Products

C1104 Gauntlet Unix Release Notes, Firewall Products
Network Associates Gauntlet Firewall For Windows N T Administrator’s Guide Version

C1105 5.0 (1999) (Gauntlet NT Administrator's Guide, Firewall Products

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall
C1106 rytion Guide Version 3.1 1996 Gauntlet Firewall-to-Firewall, Firewall Products

Network Associates Gauntlet Firewall Global Virtual Private Network Users Guide for

C1103 Guide Version 5.0 1999 Gauntlet Unix GVPN, GVPN
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C1109 Dan Sterne Dynamic Virtual Private Networks (May 23 2000) (Sterne DVPN, DVPN)

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21 1999) (Kindred
C1110 DVPN, DVPN

C1111 March 9 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
C1112 2000 Kindred DVPN Caabilit ,DVPN 11
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C1113 1808-1811 TurchiDVPN email, DVPN

C1114 Quickstart,DVPN

Virtual Private Network Demonstration dated March 21, 1998 (SPARTA00001844-54)
C1115 DVPN Demonstration, DVPN

GTE lnternetworking & BBN Technologies DARPA Information Assurance Program
C1116 Integrated Feasibilit Demonstration (/FD) 1.1 Plan March 10, 1998 IFD 1.1, DVPN

Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at

http://www.microsoft.com/technet/archive/winntaslproddocslinetconctservicelcpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is rior art to the atents-insuit.

Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide —
Connection Manager, available at
http:/lwww.microsoftcom/technetlarchivelwinntas/proddocs/inetconctservicelcmak.mspx

(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.

Microsoft Corp. Autodial Heuristics, available at http://support.microsoft.com/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit.

Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at
://msdn2.microsoft.com/en-us/librar /ms809332 rinter asx Carilol

available at

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:/lmsdn2.microsoft.com/en-usllibrarylms809320(printer).aspx (DCOM Business

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http://msdn2.microsoft.com/en—us/Iibrarylms809340(printer).aspx (DCOM Technical
Overview |

--Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROMC1125 DCOM Architecture
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDC DVD—ROM (DCOM Business

C1126 Overview ll

Microsoft Corp., DCOM—Carip|o Home Banking Over The Internet White Paper
C1127 Microsoft 1996 available in PDC DVD-ROM Carilo it

Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available in
C1128 PDC DVD-ROM DCOM Solutions in Action

Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
C1129 in PDC DVD—ROM DCOM Technical Overview II

125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at
c1130 htt:/lmsdn2.rnicrosoft.comlen-us/librar lms810277 rinter asx Suh

126. Aaron Skonnard, Essential Winlnet313-423 (Addison Wesley Longman 1998)
c1131 Essential Winlnet

Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Servers, (1998) available at
htt:llmsdn2.microsoft.com/enus/librar /ms811078 .

Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition,

http:/lwww.microsoft.comltechnet/archIve/winntas/proddocs/inetconctservice/bcgstart.ms
x Internet Connection Services I

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athttpzllwww.microsoft.com/technet/archive/winntaslproddocs/inetconctservice/bcgstrtc.
ms x Internet Connection Services II

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at
http:/lwww.microsoft.comltechnetlprodtechnoll ie/deploy/deployslappendb.mspx (IE5

C1135 Cororate Develoment

Mark Minasi, Mastering Windows NT Server4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press
C1137 1998 Hands On

Microsoft Corp., MS Point-to—Point Tunneling Protocol (Windows NT 4.0), available at
htt zllwww.microsoftcom/technet/archivelwinntaslmaintainlfeatusabilit / t w 3.ms x

Sheet
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Z

Kenneth Gregg, et al., Microsoft Windows NT Server Administrators Bible 173-206, 883-
911, 974-1076 IDG Books Worldwide 1999 Gre -

Microsoft Corp., Remote Access (Windows), available at http://msdn2.microsoft.com/en-
us/librar /bb545687 VS.85, rinter .asx Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at

http://www.microsoft.com/technet/archive/winntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art

c1141
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit.

Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://www.microsoft.com/technet/archivelwinntasl deploy/confeatlvpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of

C1142
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents-in-suit.

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399
C1143 IDG Books Worldwide 1998 Network Plumbin

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
- Remote Access Service, Available at

http:/lwww.microsoft.com/technet/archIve/winntas/proddocsl rras40/rrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of

C1144
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents-in-suit. 13

Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at
http://www.microsoft.com/technet/archivelwinntas/proddocsIrras40Irrasch05.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon

C1145 information and belief, this reference is rior art to the atents-in-suit.

F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
C1146 Due to difficult Iocatin this reference, a co - has not been rovided

‘IF-Secure, F-Secure NameSun‘er (May 1999) (from FSECURE 00000003) (ameSurferC1147 3

(
‘-F-Secure, F-Secure VPN Administrator's Guide (May 1999) from FSECURE 00000003)C1148 F-Secure VPN 3

‘ F-Secure, F-Secure SSH Users 8. Administrators Guide (May 1999) (from FSECUREC1149 00000003 SSH Guide 3

--F-Secure, F-Secure ssH2.o for Windows NT and 95 (May 1999) (from FSECUREC1150 00000003 SSH 2.0 Guide 3
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F-Secure, F-Secure VPN+ Administrator’s Guide (May 1999) (from FSECURE
C1151 00000003 VPN+ Guide 3

C1152 F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)

C1153 F-Secure, F-Secure SSH (1996) from FSECU RE 00000005) (F-Secure SSH 6)

F—Secure F Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE
C1154 00000006 F-Secure SSH 2.0 Guide 6

F—Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
C1155 Due to difficul this reference, a co has not been rovided

F-Secure, F-Secure SSH User’s & Administratofs Guide (Sept. 1998) (from FSECUR
C1156 00000009 SSH Guide 9

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
C1157 00000009 F-Secure SSH 2.0 Guide 9

C1158 F-Secure F-Secure VPN+ (Sept 1998) (from FSECURE 00000009) (VPN+ Guide 9)

F-Secure, F-Secure Management Tools, Administrator’s Guide (1999) (from FSECURE
C1159 00000003 F-Secure Manaement Tools

F-Secure, F-Secure Desktop, Users Guide (1997) (from FSECURE 00000009)
C1160 FSecure Deskto User's Guide

C1161 SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager)

F-Secure F Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)
C1162 FSecure VPN+

IRE, lnc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
_ ' ' ' this reference, a co has not been rovided
IRE/SafeNet lnc., VPN Technologies Overview (March 28, 2000) SafenetVPN Overview)

C1164 [Due to difficul locating this reference, a cop has not been rovided]
IRE, lnc., SafeNet/ Security Center Technical Reference Addendum (June 22, 1999) (Safenet

C1165 Addendum
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IRE, |nc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,
C1166 2000 VPN Polic Manaers stem Descrition

IIRE, |nc., About SafeNet l VPN Policy Manager (1999) (About Safenet VPN PolicyC1167 Manaer

IRE, Inc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)

C1168 Due to difficult locatin this reference, a co has not been rovided
Trusted Information Systems, Inc., Gauntlet Internet Firewall, Firewall Product Functional

C1169 Summa Jul 22, 1996 Gauntlet Functional Summa

Trusted Information Systems, Inc, Running the Gauntlet Internet Firewall, An
Administrator’s Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet

c1170 Internet Firewall

Ted Harvvood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)
C1171 ’ Windows NT Harvvood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions:

lmplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
C1172 1999 Windows NT Mathers

C1173 Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999)

C1174 156. Finding Your Way Through the VPN Maze (1999) ("PGP")

C1175 Linux FreeSNVAN Overview (1999) (Linux FreeSl\NAN) Overview)

C1176 Timestep, The Business Case for Secure VPNs (1998) (“TimeStep”)

WatchGuard Technologies, |nc., WatchGuard Firebox System Powerpoint (2000)

C1177 Due to difficult locatin this reference, a co has not been rovided
WatchGuard Technologies, lnc., MSS Firewall Specifications (1999)

01178 Due to difficult locatin this reference, a co has not been rovided
WatchGuard Technologies, Inc, Request for Information, Security Services (2000)

Due to difficult locatin this reference, a co has not been rovided
WatchGuard Technologies, Inc, Protecting the Internet Distributed Enterprise, White
Paper (February 2000)
Due to difficult locatin this reference, a co has not been rovided
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- WatchGuard Technologies, Inc., WatchGuard LiveSecurity for MSS Powerpoint (Feb. 14C1181 2000

WatchGuard Technologies, Inc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)
Due to difficult locatin - this reference, a co - has not been

ir Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)
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Integrated Feasibi/it Demonstration (IFD) 1.2 Reort, Rev. 1.0 Setember 21, 1998
BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April

01185 30, 1998

C1186 DARPA, Dynamic Virtual Private Network (VPN) Powerpoint

C1187 GTE lnternetworking, Contractor’s Program Progress Report (March 16-April 30, 1998)
Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure

C1188 Characterization Janua 30,2001

C1189 Virtual Private Networking Countermeasure Characterization (March 30, 2000)

C1190 Virtual Private Network Demonstration (March 21, 1998)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and

C1191 Integrated Security Management (2000)

C1192 Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000)

C1193 NAI Labs, IFE 3.1 Integration Demo (2000)

C1194 Information Assurance, Science FairAgenda (2000)
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Due to difficul locating this reference, a cop has not been provided]

Aventail Corp., “Aventail ExtraWeb Server v3.2 Administrator’s Guide,” (1999). (Aventail
ExtraWeb 3.2, Aventail)

' ' locating this reference, a cop has not been provided]

Kaufman et al, “Implementing lPsec," (Copyright 1999). (Implementing IPSEC, VPN
C1067 REFERENCES

C1068 UNDERLYING SECURITY TECHNOLOGIES 'f-
nologies Ltd. (1999) (Check‘Point, Checkpoint FW) ' ‘ ‘

I ' this reference, a cop has not been rovided]

I Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services‘ (DNS

, <draft-ietf—dnsind-frc2052bis-02.txt> Januar 1999). Gulbrandsen 99," DNS SRV)
C.“.Sc‘ott', et al.‘ Vin‘uaI‘Private'Networks, O'Reilly and Associates,,lnc._,_ 2nd ed. (Jan.

‘ 1999 . Scott VPNs I

:_ M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
' Draft, (01/15/1999). (RFC 2543 Internet Draft 12) - A »
- [Due to difficulty locating this reference, a cop has not been provided]

Goldschlag, et al., "Onion Routing for Anonymous and Private Internet Connections,"
‘ Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,

1999 Telehon ,Schu|zrinne

M. Handley, et al. “SIP: Session Initiation Protocol," Network Working Group, RFC 2543
and Internet Drafts 12/96-3/99 . Handle , RFC 2543

Telcordia Technologies, "ANX Release 1 Document Corrections,” AIAG (May 11, 1999).
C1077 Telcordia, ANX
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Bhattacharya et. al. "An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (\/PNs)", IETF Internet Draft (October 1999).

01079 Bhattcha a LDAP VPN

B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group,
C1080 Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies
(2000). (Goncalves, Checkpoint FW)
[Due to difficul locating this reference, a co has not been - rovided

Gulbrandsen, Vixie, & Esjbov, ADNS RR for specifying the‘ location of services (DNS
, IETF RFC 2782 (February 2000). (RFC 2782, DNS SRV)

Kindred et al, “Dynamic VPN Communities: Implementation and Experience," DARPA
‘information Survivability Conference and Exposition ll (June 2001). (DARPA, VPN '
SYSTEMS ‘

_ANX 101: Basic ANX Service..O.ut|ine. (Outline, ANX)
—ANX 201: Advanced ANX Service. (Advanced, ANX)
_Appendix A: Certificate Profile for ANX |Psec Certificates. (Appendix, ANX)

-Assured Digital Products. (Assured Digital)-C1090 [Due to difficul locating this reference, a cop has not been rovided] I
_-Aventail Corp., “Aventail AutoSQCKS~the Client-Key to Network Security,” AventailC1091 Cororation White Paer. Network Securit ,Aventai|

C1092 SlPRNet .” Moran, SIPRNET--Cindy Moran, "DlSN Data Networks: Secret Internet Protocol Router Network -
_Data Fellows F-Secure VPN+ (F-Secure VPN+) 2

01094 Secret Dia|—ln Solution. RASP, SIPRNET1——
Onion Routing, “lnvestigation of Route Selection Algorithms," available at -2//www.onion—router.net/Archives/Route/index.html. Route Selection, Onion Routin

_ Secure Computing, "Bu||et-Proofing an Army Net,” Washington Technology. (Secure,C1096 SIPRNET
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INITIALS Cl-I-E (book. magazine, journal. serial. symposium. catalog, elc.), date, page(s), volume-issue number(s), publisher,
N0, city andlor country where published.

SPARTA “Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS)
Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,

C1098 SIPRNET

Publically available emails relating to Frees/WAN (MSFTVX00O18833-
C1099 MSFTVX00019206 . FreeSNVAN emails, FreeSNVAN

Kaufman et al., “Implementing lPsec,” (Copyright 1999) (Implementing IPsec)
Network Associates Gauntlet Firewall For Unix User's Guide Version 5.0 (1999).

C1101 Gauntlet User's Guide— Unix, Firewall Products
- Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version

C1102 5.0 (1999) (Gauntlet Gettin Started Guide — NT, Firewall Products)
: Network Associates Gauntlet Firewall,F,or Unix Getting Started_Guide Version 5.0 (1999)

01103 Gauntlet Unix Gettin Started Guide, Firewall Products
Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)

C1104 Gauntlet Unix Release Notes, Firewall Products “"

A _ _ A Network Associates Gauntlet Firewall For Windows NT Administrators Guide Version
C1105 5.0 (1999) GauntIet'NT Administrator's’G’uidé}"‘Firewall Products) * 1

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall—tc»Fi'rewa/l
C1106 " Encryption Guide Version 3.1 (1996) (Gauntlet Firewall-to—Firewal|, Firewall Products)

Network Associates Gauntlet Firewall Global Virtual Private Network User's Guide for

C1107 Windows'NT Version 5.0 (1999) Gauntlet NT GVPN, GVPN
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network Users

01108 Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN)

C1109 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN DVPN)
Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred

C1110 DVPN, DVPN

C1111 March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
C1112 2000 Kindred DVPN Caabilit ,DVPN 11 .
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01113 1808-1811 Turchi DVPN email, DVPN-—
C1114 Quickstart,DVPN .I-
C1115 DVPN Demonstration, DVPNZ-

--GTE Internetworking & BBN Technologies DARPA Information Assurance Program .C1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at -

httpzllwww.microsoft.comltechnet/archivelwinntaslproddocs/inetconctservicelcpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is rior art to the patents-insult.)

Microsoft Corp. Windows NT Server Product Documentation: Administration KitGuide —
Connection Manager,..available at_ _ f
-http:/Iwww.microsoftcomltechnetlarchivelwinntaslproddocs/inetconctservicelcrnak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon»
information and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp. Autodial Heuristics, available at http://support.microsoftcom/kbl1 64249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit. ‘
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at

://msdn2.microsoft.com/en-us/Iibra /ms809332 rinter .as x Carilo I
Marc Levy, COM Internet Services (Apr. 23, 1999), available at
htt:Ilmsdn2.microsoft.comlen-usllibra /ms809302 ' . x Lev
Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at

:l/msdn2.rnicrosoft.comlen-usllibrar lms809311 rinter .asx Horstmann

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:llmsdn2.rnicrosoft.com/en-usllibrary/ms809320(printer).aspx (DCOM Business
Overview l

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:llmsdn2.microsoftcomlen-usllibrarylms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp, DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture

EXAMINER /Kfisna Um/, DATE CONSIDERED O3/r14/2910
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--Microsoft Corp, DCOM — The Distributed Component Object Model, A BusinessOverview White Paper (Microsoft 1997) available in PDCDVD-ROM (DCOM Business
c112e Overview ll

--Microsoft Corp., DCOM—Cariplo Home Banking Over The Internet White PaperC1127 (Microsoft 1996 available in PDC DVD-ROM Cariplo II ~ I
Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available in

-PDC DVD-ROM DCOM Solutions in Action
--Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 1201129 in PDC DVD-ROM DCOM Technical Overview II)

I
126.Aaron Skonnard, Essential Winlnet 313-423 (Addison Wesley Longman 1998)01131 Essential Winlnet ’ : .

Microsoft Corp. Installing, Configuring. and Using PPTP with Microsoft Clients and
Servers, (1998)‘available at

C1132 htt:/lmsdn2.microsoft.com/enus/libra /ms811078 ' . '

A Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, ‘ "
httpzllwww.microsofi.com/technet/archive/winntas/proddocs/inetconctservice/bcgstart.ms

C1133‘ x Internet Connection Services I » » —

. Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
' - athttp://wvvw.microsoft.com/technet/archive/winntas/proddocs/Inetconctservice/bcgstrtc.

C1134 x Internet Connection Services ll

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at

http://www.microsoft.com/technetlprodtechnoll ieldeploy/depIoy5/appendb.mspx (IE5
C1135 Cororate Develo

Mark Minasi, Mastering Windows NT Server4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

C1137 1998 Hands OnIH
Microsoft Corp., MS Point—to—Point Tunneling Protocol (Windows NT 4.0), available at
htt ://www.microsoft.com/technet/archivelwinntaslmaintainlfeatusabilit I t w 3.ms x

C1138

Kenneth Gregg, et al., Microsoft Windows NT Server Administrators Bible 173-206, 883-
01139 911, 974-1076 IDG Books Worldwide 1999 Gre ~

- Microsoft Corp., Remote Access (Windows), available at httptllmsdn2.microsoft.com/en-C1140 us/libra lbb545687 S.85,rinter .asx Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
httpzllwww.microsoft.com/technetlarchivelwinntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://www.microsoftcomltechnetlarchivelwinntasl deploylconfeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents-in-suit.
Anthony Northrup, NT. Network Plumbing: Routers, Proxies, and Web Services 299-399
IDG Books Worldwide 1998 Network Plumbin

Microsoft Corp., Chapter 1‘— Introduction to Windows NT Routing with Routingand
Remote Access Service, Available at

http://www.microsoft.com/technetlarchive/winntaslproddocsl rras40/rrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such‘ as;Windows‘N,T 4.0. Accordingly,.upon. information_an_d,belief,
this reference is rior art to the patents-in-suit.) 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large—Scale Configurations, available at ' ‘
http://www.rnicrosoft.com/technet/archive/winntaslproddocs/rras40/rraschO5.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.
F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
Due to difficult locatin this reference, a co has not been provided]

3

I

F Secure, F-Secure NameSurfer(May 1999) (from FSECURE 00000003) (NameSurfer -
F-Secure, F-Secure VPN Administratofs Guide (May 1999) (from FSECURE 00000003) -
F-Secure VPN 3

00000003 SSH Guide 3 ' —
C1150 00000003 SSH 20 Guide 3-—

/Kiyigfla Um/I DATE CONSIDERED G3/.3 O
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INITIALS C11-E (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

No_ city andlor country where published.

F-Secure, F-Secure VPN+ Administrator’s Guide (May 1999) (from FSECURE
01151 00000003 VPN+ Guide 3

C1152 F-Secure, F—Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
C1153 F—Secure, F-Secure SSH (1996) (from FSECU RE 00000006) (F—Secure SSH 6)

F—Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE
C1154 00000006 F-Secure SSH 2.0 Guide 6

F—Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
[Due to difficul Iocatin this reference, a co - has not been provided]

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. ‘1998) (from FSECURE
00000009 F—Secure SSHi2.0 Guide 9 ' ' - -

C1153 F—Secure, F-Secure VPN+ (Sept. 1993) (from FSECU RE ooooooos) (VPN+ Guide 9

01159 00000003 F-Secure Manaement Tools 0— 
‘ F—Secure, F-Secure Desktop, Usefs Guide‘(-I997)-(from FSECURE 00000009)» A _

C1160 Fsecure Deskto User's Guide)

C1161 ' SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager)
,F_-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)

C1162 Fsecure VPN+

IRE, lnc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
C1163 [Due to difficul Iocatin this reference, a cop has not been provided]

‘IRE/SafeNet lnc., VPN Technologies Overview (March 28. 2000) (Safenet VPN Overview)
C1164 [Due to difficulty locating this reference, a copy has not been provided]

IRE, lnc., SafeNet / Security Center Technical Reference Addendum (June 22, 1999) (Safenet
C1165 Addendum '

EXAMINER 1 I, _ 1 DATECONSIDERED 1
/Knena Lam, 1 03/14/2010
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IRE, lnc., System Description for VPN Policy Manag
01166 2000 VPN Polio Manaer S stem Descrition

--IRE, lnc., About SafeNet l VPN Policy Manager (1999) (About Safenet VPN PolicyC1167 Manaer A -

IRE, lnc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)
[Due to difficult locating this reference,
Trusted information Systems, lnc., Gauntlet
Summary Jul 22, 1996 (Gauntlet Functional Summa
Trusted information Systems, lnc., Running the Gauntlet lntemet Firewall, An .
Administrator’s Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet

. Internet Firewall .

Hanrvood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions: . _
lmplernetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
1999 Wind6W'§'NT’Matheis . . ..

Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999) ._
156. Finding Your'Way Through the VPN Maze (1999) "PGP" .. _( ) ' .

Linux Frees/WAN Overview (1999) (Linux FreeS/\NAN) Overview)

TimeStep, The Business Case for Secure VPNs (1998) (“TimeStep") ‘
WatchGuard Technologies, lnc., WatchGuard Firebox System Powerpoint (2000)
Due to difficult locating this reference, a co - has not been rovided] ‘

WatchGuard Technologies, lnc., MSS'Firewall Specifications (1999)
[Due to difficulty locating this reference, a cop has not been provided]
WatchGuard Technologies, lnc., Request for Information, Security Services (2000)
[Due to difficult locating this reference, a co - has not been provided]
WatchGuard Technologies, lnc., Protecting the Internet Distributed Enterprise, White
Paper (February 2000)
Due to difficult locatin this reference, a cop has not been rovided]
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WatchGuard Technologies, lnc., WatchGuard Livesecurity for MSS Powerpoint (Feb. 14
2000

WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)
[Due to difficulty locatin this reference, a co - has not been provided]
Air Force Research Laboratory, Statement of Work for information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)
Janua 29, 1998)

EXAM|NER'S
lNlT|ALS C |TE

NO.

-

-
-01133

GT

-integrated Feasibility Demonstr '
C1185 30, 1998-BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April -

—DARPA, Dynamic Virtual Private ‘Network (VPN) Powerpoint ’
_GTE lnternetworking, Contractor's Program Progress Report (March 16-April 30, 1998)
E.Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure‘G'1‘1‘B8 - -Characterization (Janua 30, 2001)

j Virtual Private Networking Counlenneasure Characterization (March 30, 2000

Virtual Private Network Demonstration (March 21, 1998)

),

Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000) -
NAl Labs, IFE 3.1 Integration Demo (2000) -
Information Assurance, Science Fair Agenda (2000) -

EXAMINER DATE CONSIDERED A
/itrisna Liml G3/14//2919
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C1066 [Due to difficul Iocatin this reference, a co has not been provided]

--Kaufman et al, “Implementing IPsec," (Copyright 1999). (Implementing IPSEC, VPNC1067 REFERENCES

:Network Solutions, Inc. "EnabIing SSL," NSI Registry (1999). (Enabling SSL,C1068 UNDERLYING SECURITY TECHNOLOGIES

Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW) ‘ ‘

[Due to difficult Iocatin this reference, a cop has not been provided]

_ Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNS
1999 . Gulbrandsen 99, DNS SRV)

‘Draft, (O1/15/1999). (RFC 2543 Internet Draft 12)
[Due to difficult locating this reference, a copy has not been provided]

Goldschlag, et aI., "Onion Routing for Anonymous and Private Internet Connections,"
Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,

H. Schulzrinne, "|nternet Telephony: architecture and protocols — an IETF perspective,"
Comuter Networks, Vol. 31, No. 3 Februa 1999 . Telehon , Schulzrinne

Network Working Group, RFC 2543
and Internet Drafts 12/96-3/99 Handle , RFC 2543

- FreeSNVAN Project, Linux Frees/WAN Compatibility Guide (March 4, 1999).C1076 atibilit Guide, FreeS/WAN

‘ZTelcordia Technologies, "ANX Release 1 Document Corrections,” AIAG (May 11, 1999).C1077 Telcordia, ANX

_ Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm information withC1078 DNS <draft-eitf-cat—krb-dns—Iocate-oo.txt> June 21, 1999 . Hornstein, DNS SRV
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).

01079 Bhattcha a LDAP VPN I

B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group,
C1080 Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies

(2000). (Goncalves, Checkpoint FW)
[Due to difficul locatin this reference, a cop has not been rovided

Technical Description," Collaborative Operations in Joint
eriment JEFX 99 Februa 2000. M|TRE,‘SlPRNET

Kindred et al, “Dynamic VPN Communities: Implementation and Experience," DARPA
‘ Information Survivability Conference and Exposition ll (June 2001). (DARPA, VPN

—Appendix Arcertificate Profile for ANX |Psec Certificates. (Appendix, ANX)

-Assured Digital Products. (Assured Digital)C1090 [Due to difficult locating this reference, a cop has not been provided]

‘-Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security," Aventailc1091 ' ' . ‘ Aventail

Cindy Moran, "DlSN Data Networks: Secret ‘Internet Protocol Router Network
C1092 SlPRNet Moran, SIPRNET

—Data Fellows F-Secure VPN+ (F-Secure VPN+)
"Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)

C1094 Secret Dial-In Solution. RASP, SIPRNET

Onion Routing, "Investigation of Route Selection Algorithms," available at
Route Selection, Onion Routin
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C1097 SPARTA "Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS)

C1098 SIPRNET

C1099 MSFTVX00O19206 . FreeS/\NAN emails, FreeS/WAN

Kaufman et aI., “Implementing lPsec," (Copyright 1999) (Implementing |Psec)

Network Associates Gauntlet Firewall For Unix Users Guide Version 5.0 (1999).
Gauntlet User's Guide — Unix, Firewall Products

Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version

5.0 (1999) (Gauntlet Gettin Started Guide — NT, Firewall Products)
Network Associates Gauntlet Firewallfor Unix Getting Started Guide Version 5. 0 (1 999)
Gauntlet Unix Gettin Started Guide, Firewall Products

Network Associates Release Notes Gauntlet_Firewall for Unix 5.0 (March 19, 1999)
C1104 Gauntlet Unix Release Notes, Firewall Products

J 1 Network Associates Gauntlet Firewall For Windows NT Administrator’s Guide Version
C1105 5.0 1999) (Gauntlet NT Administrator’s Guide, Firewall Products “ * - " - *

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall
C1106 Encryption Guide Version 3.1 (1996) (Gauntlet Firewall—to—Firewall, Firewall Products)

r

C1107 Windows NT Version 5.0 (1999) Gauntlet NT GVPN, GVPN

C1108 Guide Version 5.0 1999 (Gauntlet Unix GVPN, GVPN)

C1109 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred
C1110 DVPN, DVPN '

C1111 March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
C1112 2000 Kindred DVPN Caabilit ,DVPN 11
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October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTA00001712-1714,
C1113 1808-1811 Turchi DVPN email, DVPN

C1114 Quickstart,DVPN ‘ZH
C1115 DVPN Demonstration, DVPN1—

--GTE lnternetvvorking & BBN Technologies DARPA Information Assurance ProgramC1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) IFD 1.1, DVPN
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide -
Connection Point Services, available at

http:llwvvw.microsoft.comltechnetlarchive/winntas/proddocs/inetconctservice/cpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is rior art to the atents-insuit.)

Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide —
» . Connection Manager, available at H ‘ 1

http://www.microsoftcomltechnet/archive/winntas/proddocs/inetconctservicelcrnalcmspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.

Microsoft Corp. -Autodial Heuristics, available at http:/lsupport.microsoft.com/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Cariploz Distributed Component Object Model, (1996) available at

://msdn2.microsoft.com/en-us/llbra /ms809332 rinter .asx Carilo I
Marc Levy,
htt://msdn2.microsoft.com/e

Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at
://msdn2.microsoft.comlen-usllibrar /ms809311 rinter .asx Horstmann

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
httpzl/msdn2.microsoft.comlen-us/library/ms809320(printer).aspx (DCOM Business

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/lmsdn2.microsoft.com/en-us/Iibrary/ms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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Microsoft Corp, DCOM —The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDC "DVD-ROM (DCOM Business

C1126 Overview ll ‘

Microsoft Corp., DCOM—Cariplo Home Banking Over The Internet White Paper
C1127 Microsoft 1996 available in PDC DVD-ROM (Cariplo II

-Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available inC1128 PDC DVD-ROM DCOM Solutions in Action

Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
C1129 in PDC DVD-ROM (DCOM Technical Overview II)

-125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available atC1130 htt:llmsdn2.rnicrosoft.com/en-us/librar /ms8‘I0277 rinter .asx Suh

C1131 Essential Winlnet1
Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Sewers, (1998) available at '

C1132 htt://msdn2.microsoft.com/enus/libra /ms811078 ' . '

Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, 1
http://www.microsoft.com/technetlarchivelwinntas/proddocslinetconctservicelbcgstart.ms

C1133 x Internet Connection Servicesl -

_ Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
. .. athttp://www.microsoft.com/technetlarchive/winntaslproddocslinetconctservlce/bcgstrtc.
C1134 mspx Internet Connection Services ll)

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:EnabIing
Connections with the Connection Manager Administration Kit, available at

http:/Iwvvw.microsoft.com/technet/prodtechnoll ieldep|oyldep|oy5/appendb.mspx (IE5
Cororate Develo ment

Mark Minasi, Mastering Windows NT Server 4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

01137 1998 Hands OnIH
. Microsoft Corp., MS Point—to—Point Tunneling Protocol (Windows NT 4.0), available at

htt :/lwww.microsoft.comltechnet/archivelwinntas/maintainlfeatusabilit I t w 3.ms x
C1138

--Kenneth Gregg, et al., Microsoft Windows NT Server Administrators Bible 173-206, 883-C1139 911, 974-1076 IDG Books Worldwide 1999 Gre -

--Microsoft Corp., Remote Access (Windows), available at http://msdn2.microsoft.com/en-C1140 us/llbra lbb545687 V8.85, ' , x Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://www.rnicrosoft.com/technetlarchivelwinntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents—in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http:/lwww.microsoft.com/technet/archive/winntasl deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of

C1142
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents—in-suit.

Anthony Northrup, NT Network Plumbing: Routers,
C1143 IDG Books Worldwide 1998 Network Plumbin

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routingand
Remote Access Service, Available at
http://www.microsoft.com/technet/archivelwinntas/proddocsl rras40/rrasch01.mspx (Intro
to R_R_AS) (Althoughundated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is prior art to the patents—in—sult. 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at
httptl/www.microsoft.com/technetlarchive/winntas/proddocs/rras40lrrasch05.mspx
(Large—Sca|e Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0; Accordingly, upon
information and belief, this reference is rior art to the atents-in—suit.
F-Secure, F-Secure Evaluation Kit (May 1999) (FSECU RE 00000003) (Evaluation Kit 3)
[Due to difficult locatin - this reference, a copy has not been provided]
F-Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer -
3

C1148 F-Secure VPN 3--F-Secure, F-Secure VPN Administrator's Guide (May 1999) (from FSECURE ooooooos) -
C1149 .ooooooo3 SSH Guide 3I-—
C1150 ooooooos SSH 2.0 Guide 3I-—
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F-Secure, F-Secure VPN+ Administrator’s Guide (May 1999) (from FSECURE
00000003 VPN+ Guide 3

F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)

( (F-Secure, F-Secure SSH 1996) from FSECURE 00000006) (F-Secure SSH 6)

C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
Due to difficult locating this reference, a cop has not been provided]

F-Secure, F-Secure SSH Usefs & Administrators Guide (Sept. 1998) (from FSECU RE
00000009 SSH Guide 9 7‘ i if '
F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE »
00000009 F-Secure SSH 2.0 Guide 9 * » - -- -

F-Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (\/PN+ Guide 9

F-Secure, F-Secure Management Tools, Administrator‘s Guide (1999) (from FSECURE~—»
00000003 F-Secure Manaement Tools

" F-Secure, F-Secure Desktop, Usefs Guide (1997) (from FSECURE 00000009) -~-E~~»--——~»
Fsecure Deskto User's Guide)

SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager) I —

) ( )F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998 from FSECURE 00000009
Fsecure VPN+ _

IRE. lnc., SafeNet/Soft-PK Version 4 (March 28. 2000) (Soft-PK Version 4) —
Due to difficult Iocatin - this reference, a cop has not been provided

[Due to difficulty locating this reference, a copy has not been provided]I
C1165 Addendum1
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01166 2000 VPN Polic Manaer S stem DescritionI-
c11s7 Manaer .I-

-'IRE, lnc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNetVPN Policy Manager)
C1168 [Due to difficulty locating this reference, a cop has not been provided]

C1169 Summary (Jul 22, 1996) (Gauntlet Functional SummaI-—
Trusted Information Systems, lnc., Running the Gauntlet lnternet Firewall, An
Administrators-Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet

C1170 Internet Firewall

c1171 ‘--Ted Harwood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999) -
Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions:

Almplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
c1172 ’ ' ’ ’ - 1

Bernard Aboba et al., Securing l_2TP using IPSEC (February 2, 1999) H
156. Finding Your way Through the VPN Maze (1999) ( PGP") _
Linux FreeSNVAN Overview (1999) (Linux FreeSNVAN) Overview)
Timestep, The Business Case for Secure VPNs (1998) (“Timestep )
WatchGuard Technologies, lnc., WatchGuard Firebox System Powerpoint (2000)
[Due to difficult locatin - this reference, a co has not been provided]
WatchGuard Technologies, Inc, MSS Firewall Specifications (1999)
[Due to difficulty locating this reference, a cop has not been rovided]
WatchGuard Technologies, lnc., Request for Information, Security Services (2000)
[Due to difficult locatin this reference, a co has not been provided]

ologies, lnc., Protecting the Internet Distributed Enterprise, White

this reference, a co c has not been rovided
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C1181 2000 'IH—
IIWatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHOReleaset Notes (July 21, 2000)

C1182 Due to difficul locatin this reference, a copy has not been rovided]
Air Force Research Laboratory, Statement of Work for lnforrnation Assurance System
Architecture and Integration, PR No. N—8—6106 (Contract No. F30602-98—C—0012)

C1183

GTE lnternetworking 8. BBN Technologies DARPA lnforrnation Assurance Program
C1184 Integrated Feasibility Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998)

BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April -
_C1185 30,1998 .

C1136 DARPA, Dynamic Virtual Private Network (VPN) Powerpoint A
GTE Internetvvorking, Contractor"s_Program Progress Report (March 16-April 30, 1998)

. Darrell Kindred, Dynamic Virtual Private Networks (D VPN) Countermeasure
-C1188 Characterization Janua 30,2001)

Virtual Private Networking Countermeasure Characterization (March 30. 2000)
C1190 Virtual Private Network Demonstration (March 21, 1998) -

Information AssurancelNAl Labs, Dynamic Virtual Private Networks (VPNs) and —
C1191 Integrated Security Management (2000)

Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000) —
NAI Labs, IFE 3.1 Integration Demo (2000)

C119,, Information Assurance, Science Fair Agenda (2000)
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Exeditionar Force Exeriment JEFX 99 Februa 2000 . MITRE, SIPRNET
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_ , Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA '
" Information-Survivabilityconference-and Exposition ll ‘(June 2001). (DARPA, VPN
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Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net,” Washington Technology. (Secure,
SIPRNET
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Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
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C1100 Kaufman et al., "Implementing IPsec,” (Copyright 1999) (Implementing lPsec)

- Network Associates Gauntlet Firewall For Unix users Guide Version 5.0 (1999).C1101 ' '

Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version
C1102 5.0 1999) (Gauntlet Gettin Started Guide — NT, Firewall Products)

-cuos
_C1104 I

5.0 (1999) Gauntlet NT Administrator's Guide, Firewall Products 0
A Trusted Information Systems, inc, Gauntlet Internet Firewall Firewall-to-Firewall

’ -to-Firewall, Firewall Products)

C-1107’ Windows NT Version 5.0 1999) Gauntlet NT GVPN, GVPN1
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network Users

C1108 Guide Version 5.0 (1999 (Gauntlet Unix GVPN, GVPN)

C1109 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)
Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred
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C1111 March 9. 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
C1112 2000 Kindred DVPN Caabilit ,DVPN 11
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--October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTA00O01712-1714,01113 1808-1811 Turchi DVPN email, DVPN

JamesJust & Dan Sterne Security Quickstart Task Update (February 5, 1997) (Securityc1114 Quickstart, DVPN
Virtual Private Network Demonstration dated March 21, 1998 (SPARTAOO0O1844—54)

C1115 DVPN Demonstration, DVPN

- GTE Internetworking & BBN Technologies DARPA lnforrnation Assurance ProgramC1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
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Marc Levy, COM Internet Services (Apr. 23, 1999), available at
httzllmsd . ' ' .

Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at
:/lmsdn2.microsoftcom/en-us/Iibrar /ms809311 rinter .asx Horstmann

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:llmsdn2.microsoft.com/en-us/library/ms809320(printer).aspx (DCOM Business
Overview I

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/Imsdn2.microsoft.com/en—usllibrary/ms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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Overview White Paper (Microsoft 1997) available in PDC'DVD-ROM (DCOM Business
Overview II

Microsoft Corp., DCOM—Carip|o Home Banking Over The Internet White PaperI
-‘Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available inC1128 PDC DVD-ROM DCOM Solutions in Action

--Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12C1129 in PDC DVD-ROM DCOM Technical Overview II)

--125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available atC1130 htt:l/msdn2.microsoft.comlen-usllibra lms810277 rinter .asx Suh

C1131 Essential Winlnet1
Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and

--Sewers, (1998) available at I I ' " ’ ‘AC1132 htt:l/msdn2.microsoft.com/enus/Iibra /ms811078 ' . '

. Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, ~
http://www.microsoft.com/technet/archive/winntaslproddocslinetconctservice/bcgstart.ms

C1133 x Internet Connection Services I -

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athttpf//www.microsoftcom/technet/archive/winnta-slproddocs/inetconctservice/bogstrtc.

C1134 msx Internet Connection Services ll)

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enab|ing
-Connections with the Connection Manager Administration Kit, available at

http:/lwvvw.microsoft.com/technet/prodtechnoll ieldeployldeploy5/appendb.mspx (IE5
C1135

‘C1135
-01137

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
htt ://wvvw.rnicrosoft.com/technet/archive/winntaslmaintain/featusabilit l t w 3.ms x

IMicrosoft Corp, DCOM — The Distributed Component Object Model, A BusinessC1126
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://www.microsoftcom/technet/archive/winntas/plan/pptpudst.mspx (Understanding
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Microsoft Corp., Windows NT 4.0: Virtual Private Networking, availableat
http://www.n1iCrosoft.com/technetlarchivelwinntasl deploylconfeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of

C1142
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents—in-suit.

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399
C1143 IDG Books Worldwide,1998 Network Plumbin

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
Remote Access Service, Available at

http://www.rnicrosoft.com/technet/archive/winntas/proddocsl rras40lrrasch01.mspx (Intro

C1144

to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windo_wslsuch‘as Windows NT 4.0. Accordingly, upon information and belief, ,
this reference is rior art to the patents-in—suit.) 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations. available at «
httpzl/www.microsoft.com/technet/archive/winntaslproddocs/rras40/rrasch05.mspx
(Large—Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
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C1147 3--F—Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer -
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01149 .00000003 SSH Guide 3I-—
C1150 00000003 SSH 2.0 Guide 31H—
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0,153 F—Secure, F-Secure SSH (1996) (from FSECU RE 00000006) F-Secure SSH 6) _(

F—Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE
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C1158 F—Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9) - A

C1159 00000003 F-Secure Manaement Tools 
I I ‘ F-Secure‘, F-Secure Desktop, Users Guide (1997) (from FSECURE 00000009) « .

C1160 (FSecure'Deskto User's Guide)

‘C1161 SafeNet, lnc.. VPN Policy Manager (January 2000) (VPN Policy Manager) =
A ) F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)
C1162 Fsecure VPN+ _

IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
Due to difficul locating this reference, a has not been - rovided

C1164-lRElSafeNet |nc., VPN Technologies Overview (March 23. 2000) (Safenet VPN Oveiew) -

I 

Due to difficulty locating this reference, a copy has not been - rovided][

IRE, Inc., SafeNet/ Security Center Technical Reference Addendum (June 22, 1999) (Safenet
C1165 Addendum
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IRE, lnc., System Descripti
C1166 2000 VPN Polic Manaer S stem Descri '

--IRE, lnc., About SafeNet/VPN Policy Manager (1999) (About SafenetVPN PolicyC1167 Manaer

--IRE, lnc., SafeNeWPN Policy ManagerVPN Policy Manager)
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C1169 Summary (July 22, 1996 (Gauntlet Functional Summary1-
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C1170 Internet Firewall ’
Ted Hanivood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)
Windows NT Hanivood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions: ,
lmplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing

7 1999 Windows NT Mathers ' “”
Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999) E I if I
156. Finding Your Way Through the VPN Maze (1999) "PGP"( ) , .. . . .

Linux Frees/WAN Overview (1999) (Linux FreeSNVAN) Overview)

Timestep, The Business"Case for Secure VPNs (1998) (“TimeStep")
WatchGuard Technologies; lnc., WatchGuard Firebox System Powerpoint (2000)
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WatchGuard Technologies, lnc., MSS Firewall Specifications (1999)
[Due to difficult locating this reference, a co has not been provided]
WatchGuard Technologies, lnc., Request for Information, Security Sen/ices (2000)
[Due to difficult locatin this reference, a cop has not been y-rovided]
WatchGuard Technologies, lnc., Protecting the Internet Distributed Enterprise, White
Paper (February 2000) . ,
Due to difficult locatin this reference, a co - has not been rovided
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C1181 2000I
WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO
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Air Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)

C1183 v

GTE.lnternetworking & BBN Technologies DARPA Information Assurance Program
C1184 ’ Integrated Feasibilit Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998)

BBN Information Assurance Contract, T/S Labs Monthly Status Report (March 16-April
C1185 30 1998

DARPA, Dynamic Virtual Private Network (VPN) Powerpornt
C1137-~— GTE Internetworking, Contractors Program Progress Report (March 16—AprIl 30, 1998)

Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure
C1188 Characterization Janua 30, 2001

c1191~~, Integrated Security Management (2000)

NAI Labs, IFE 3.1 Integration Demo (2000) _
Information Assurance, Science FairAgenda (2000) I 3
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_C1195 Darrell Kindred et al., Proposed Threads for /FE 3.1 (January 13, 2000
-C1196 IFE 3.1 Technology Dependencies (2000) .
EC1197 IFE 3.1 Topology (February 9, 2000) -

Information Assurance, information Assurance integration: IFE 3.1, Hypothesis & Thread
C1198 Development (January 10-11, 2000)

C1199 Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2

C1200 2000)
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(2000)
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C1205 Prior Art VPN Technolo
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).

c1079 Bhattcha a LDAP VPN -

'_ C1080 Internet Draft 02 10/15/1999 . Patel '---B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group, -

-Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies(2000). (Goncalves, Checkpoint FW)
C1081 Due to difficul locating this reference, a co has not been provided]

"Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources,”
C1082 FirstVPN, Jan 2000 . FirstVPN Microsoft

Gulbrandsen, Vixie, & Esibov, A DNS RR for specifying the location of services (DNS
C1083 (Februa 2000). RFC 2782, DNS SRV)

_, MITRE Organization, “TechnicalDescription," Collaborative Operations in Joint ‘' C1084 Exeditiona Force Exeriment’ JEFX 99 Februa 2000 . MITRE, SIPRNET

. chulzrinne, et al. “Application-Layer Mobility Using SlP," Mobile Computing and
C1085 Communications Review, Vol. 4,‘No. 3. no 47-57 Jul 2000 . Alication, SIP

Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA
Information Survivability Conference and Exposition II (June 2001). (DARPA, .V.PN.

(I)70 .5 E—i ‘n W '11 O N‘J onN

" C1086

C1087 ANX 101: Basic ANX Service.Out|ine. (Outline, ANX)

C1038 ANX 201: Advanced ANX Service. (Advanced, ANX)

C1089 Appendix A: Certificate Profile for ANX |Psec Certificates. (Appendix, ANX)

Assured Digital Products. (Assured Digital)
C1090 [Due to difficul locating this reference, a cop has not been - rovided

Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security," Aventail
C1091 .

Cindy Moran, "DlSN Data Networks: Secret Internet Protocol Router Network
C1092 SlPRNet ." Moran, SIPRNET

C1093 Data Fellows F—Secure VPN+ (F-Secure VPN+)

"Interim Operational Systems Doctrine for the Remote Access Security Program RASP)
C1094 Secret Dial—ln Solution. RASP. SIPRNET

Onion Routing, “Investigation of Route Selection Algorithms," available at
C1095 ://www.onion-router.net/Archives/Route/index.html. Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net," Washington Technology. (Secure,
C1096 SIPRNET
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C1097 SPARTA “Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS)

Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
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Publically available emails relating to FreeSNVAN (MSFTVX00018833—
C1099 MSFTVX00019206 . FreeSl\NAN emails, FreeSl\NAN

C1100 Kaufman et aI.. “Implementing lPsec,” (Copyright 1999) (Implementing |Psec)
Network Associates Gauntlet Firewall For Unix Users Guide Version 5.0 (1999).

C1101 Gauntlet User's Guide — Unix, Firewall Products

- Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version01102 5.0 (1999) (Gauntlet Gettin Started Guide — NT, Firewall Products) '

-Network Associates Gauntlt Firewall For Unix Getting Started Guide Version 5.0 (1999)C1103 Gauntlet Unix Gettin Started Guide, FirewalI'Products

Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)C1104 (Gauntlet Unix Release Notes. Firewall Products '

1Network Associates Gauntlet Firewall For I/I/indows NT Administrators Guide VersionC1105 ” 5.0 1999' Gauntlet NT Administrator’s‘Guide; Firewall Products)

Trusted Information Systems,_lnc. Gauntlet Internet Firewall Firewa/l-to-FirewallC1106 Encryption Guide’ Version 3.1 (1996) (Gauntlet Firewal|—to-Firewall. Firewall Products)

C1107 Windows NT Version 5.0 (1999) (Gauntlet NT GVPN, GVPN
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network Users

C1108 Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN) A . ‘

Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)

‘Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21 1999) (KindredC1110 DVPN, DVPN

01111 March 9, 1998 D namic Securit Perimeter, DVPN 'I
Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,

01112 2000 Kindred DVPN Caabilit , DVPN 11
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Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at -
://msdn2.microsoft.com/en-usllibra /ms809332 rinter .asx Cari lo I

Marc Levy, COM Internet Services (Apr. 23, 1999), available at -
2//msdn2.microsoft.com/en-us/Iibrar lms809302 rinter .asx Lev

C U).2 6‘ ‘Im -. i3U7 ooo (D to —-L -—L

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/lmsdn2.microsoft.com/en-us/Iibrarylms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business

--Overview White Paper (Microsoft 1997) available in PDC‘DVD—ROM (DCOM BusinessC1126 Overview ll

-Microsoft Corp., DCOM—Caripio Home Banking Over The Internet White Paper-C1127 Microsoft 1996 available in PDC DVD—ROM (Carip|o ii
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--Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12C1129 in PDC DVD-ROM (DCOM Technical Overview ll)

C1131 Essential Wininet1
Microsoft Corp. installing, Configuring, and Using PPTP with Microsoft Clients and
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C1132 htt:l/msdn2.microsoft.com/enusllibra /ms811078 ' . '

' ’ Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, 1 '1 ~ ~
http:/lwww.rnicrosoft.com/technet/archive/winntas/proddocs/inetconctservicelbcgstart.ms

C1133 x Internet Connection Services i ' -

- Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athtlp://www.microsoft.comltechnetlarchive/winntaslproddocslinetconctservice/bcgstrtc.

C1134 msx Internet Connection Services ll

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at

http://wvvw.microsoft.comltechnetlprodtechnoll ie/deploy/depioy5/appendb.mspx (IE5
C1135 Cor orate Develo ment

Mark Minasi, Mastering Windows NT Sen/er4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press
C1137 1998 Hands On

' Microsoft Corp., MS Point—to-Point Tunneling Protocol (Windows NT 4.0), available at
htt ://www.microsoft.comltechnet/archive/winntas/maintain/featusabilit I t w 3.ms x

C1138

Kenneth Gregg, et al., Microsoft Windows NT Sen/erAdministrator’s Bible 173-206, 883-
C1139 911, 974-1076 IDG Books Worldwide 1999 Gre o

- Microsoft Corp., Remote Access (Windows), available at httptl/msdn2.microsoft.com/en-C1140 usllibra /bb545687 S.85,rinter .asx Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://wvvw.microsoft.com/technet/archivelwinntas/plan/pptpudst.mspx (Understanding
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Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
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VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

C1142 this reference is rior art to the atents—in—suit.

--Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-3991 ~- ~ - C1143 IDG Books Worldwide 1998 Network Plumbin
Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
Remote Access Service, Available at

http://www.microsoft.com/technet/archive/winntas/proddocsl rras40/rrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as -Windows NT 4.0. Accordingly, upon information.an_d_,b_elief,
this reference is prior art to the atents—in—suit.) 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at —
http://www.microsoft.com/technet/archive/winntas/proddocs/rras40/rrasch05.mspx
(Large—Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents—in—suit.
F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
Due to difficulty locatin - this reference, a co - has not been provided

F Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer
3

F-Secure, —Secure VPN Administratofs Guide (May 1999) (from FSECURE 00000003)
F Secure VPN 3

C1149 .00000003 SSH Guide 3I-—
C1150 00000003 SSH 2.0 Guide 3I-—
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F-Secure, F-Secure VPN+ Administrators Guide (May 1999) (from FSECURE
C1151 00000003 VPN+ Guide 3

—F-Secure, F—Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
_F—Secure, F-Secure SSH (1996) (from FSECU RE 00000006) (F-Secure SSH 6)

F-Secure. F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECU RE
C1154 00000006 F—Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
C1155 [Due to difficul locating this reference, a cop has not been rovided]

FA-Secure, F—Secure SSH Users & Administrators Guide (Sept. 1998) (from FSECU RE
C1156 00000009 SSH Guide 9

, F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
' C1157 00000009 F-’Secure'SSH 2.0 Guide 9

—F-Secure. F-Secure VPN+ (Sept. 1993) (from FSECU RE 00000009) (VPN+ Guide 9)
F-Secure, F-Secure Management Tools, Administrators Guide (1999) (from FSECURE

C1159 00000003 F-Secure Manaement Tools

0 F-S‘ec'i.‘Ir‘e, F-Secure Desktop, Users'Guide-(1997) (from FSECURE 00000009) A —
C1160 Fsecure Deskto User's Guide)

_SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager)
F-Secure. F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)

C1162 Fsecure VPN+ .

IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
C1163 [Due to difficul Iocatin this reference, a cop has not been - rovided

C1164 [Due to difficult locating this reference, a copy has not been provided]1—
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, IRE, lnc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,
C1166 2000 VPN Polic Manaer S stem Descrition

--IRE, Inc., About SafeNet/VPN Policy Manager (1999) (About Safenet VPN PolicyC1167 Manaer

IRE, Inc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)
[Due to difficult locating this reference, a co - has not been provided]

C1169 Summary Jul 22, 1996 Gauntlet Functional Summa )H
Trusted Information Systems, lnc., Running the Gauntlet lntemet Firewall, An
Administrator’s Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the'Gauntlet
Internet Firewall

Ted Harwood, Windows NT Tenninal Server and Citrix Metaframe (New Riders" 1999)
indows NT Harwood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions: 2
_/mplemetning Tenninal Server and Citrix MetaFrame (Macmillan Technial Publishing

‘ 1999 ' Win‘dc’>w§"NT“I\'llathers ‘ ‘ A .

Bernard Aboba et aI., Securing L2TP using IPSEC (February 2, 1999

156. Finding Your Way Through the VPN Maze (1999) "PGP"< ) ,
Linux Frees/WAN Overview (1999) (Linux Frees/WAN) Overview)

Timestep, The Business Case for Secure VPNs (1998) ("TlmeStep")
WatchGuard Technologies, Inc., WatchGuard Firebox System Powerpoint (2000)
[Due to difficult locatin this reference, a cop has not been rovided]
WatchGuard Technologies, Inc., MSS Firewall Specifications (1999)
[Due to difficult locatin - this reference, a cop has not been rovided]
WatchGuard Technologies, Inc., Request for Information, Security Services (2000)
[Due to difficult locating this reference, a co - has not been rovided]
WatchGuard Technologies, Inc., Protecting the Internet Distributed Enterprise, White
Paper (February 2000)
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WatchGuard Technologies, lnc., WatchGuard Livesecurity for MSS Powerpoint (Feb. 14
c1151 2000

WatchGuard Technologies, Inc., MSS Version 2.5, Add-On for WatchGuard SOHO
. . .. Releaset Notes (July 21, 2000)

C1182 [Due to difticul locatin this reference, a cop has not been rovided]
Air Force Research Laboratory, Statement of Work for information Assurance System
Architecture and Integration, PR No. N—8-6106(ContractNo. F30602-98-C—0012)

GTE lnternetworking & BBN Technologies DARPA lnforrnation Assurance Program
Integrated Feasibility Demonstration (IFD) 1.2 Reort, Rev. 1.0 Setember 21, 1998
BBN Information Assurance Contract, TlS Labs Monthly Status Report (March 16—April -
30, 1993 , . ,

DARPA, Dynamic Virtual Private Network (VPN) Powerpoint ‘
GTE lnternetworking, Contractors Program Progress Report (March 16-April 30, 1998)
Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure
Characterization Janua 30, 2001 ~

Virtual Private Networking Countermeasure Characterization (March 30, 2000) " ', ' 1’
Virtual Private Network Demonstration (March 21, 1998) -
Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and
integrated Security Management (2000 A -.
Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000) -
NAI Labs, IFE 3.1 Integration Demo (2000) -
information Assurance, Science FairAgenda (2000) ‘ ‘
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— C1195 Darrell Kindred et aI., Proposed Threads for IFE 3.1 (January 13, 2000) -
—IFE 3.1 Technology Dependencies (2000) ‘
_IFE 3.1 Topology (February 9, 2000)

Information Assurance, Information Assurance integration: IFE 3.1, Hypothesis & Thread
Development (January 10-11, 2000) ‘
Information AssurancelNAl Labs, Dynamic Virtual Private Networks Presentation (2000)

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2
2000

ceiNA| Labs, Dynamic Virtual Private Networks Presentation v43

Technolo for the Internet Auust1, 1999 VPNA

Network Associates Products — PGP-Total Network Security Suite, Dynamic Virtual
Private Networks (1999) .

Microsoft Corporation‘, Mic‘fosoft’Proxy Server 2.0 (1997) (Proxy Server-2.40, Microsoft

David Johnson et. al., A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson, Microsoft
Prior Art VPN Technolo

Microsoft Corporation, Settingf Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFT\/X00157288) (Setting Server Parameters, Microsoft Prior Art VPN
Technolo

c1207 Technolo-H
C1208 ArtVPN Technolo-—
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kswp.html (1997). (Socks, Aventail)
C1023 [Due to difficult locating this reference. a cop has not been provided]

C1024 Aventail Corp.. “VPN Server V2.0 Administration Guide." (1997). (VPN, Aventail)

Goldschlag. et al. “Privacy on the Internet," Naval Research Laboratory. Center for High
c1025 Assurance Comuters stems 1997. Goldschla I, Onion Routin

EXAMINER DATE CONSIDERED

lKrEsna Lirnl 03/5 4/2030

‘EXAMINER: Initial if reference considered. whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

(3)

ALL REFERENCES CONSHDERED EXCEPT WHERE UNEE) THROUGH. /K1.../'



167

'ii84G560 ~ CEAUZ 2453

Subst. forforrn 1449lPTO Complete if Known

SUPPLEMENTALINFORMATION DISCLOSURE STATEMENT BY :?p"°gt'°" N“'“be' "'84°'56°
APPLICANT Ilrng ate August 17, 2007
(Use as many sheets as necessary) First Named Inventor Victor Larson

Art Unit 2157

Examiner Name VU, Kim Y.

Docket Number 077580-0053 <VRNK-1CP3°N2I
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate). title of the item
INITIALS cn-E (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

NO. city andlor country where published.

Microsoft Corp., installing Configuring and Using PPTP with Microsoft Clients and
-Servers (1997 . Using PPTP, Microsoft Prior Art VPN Technolog )
- Microsoft Corp., IP Security for Microsoft Windows NT Server 5.0 (1997) (printed fromC1027 1998 PDC DVD-ROM . IP Securit , Microsoft Prior Art VPN Technolo

Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,

C1028 Microsoft Prior Art VPN Technolo

Microsoft Corp., Routing and Remote Access Service for Windows NT Server
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Based Virtual Private Networks (VPNs)”, IETF Internet Draft (October 1999).
Bhattcha a LDAP VPN

B. Patel, et al. "DHCP Configuration of IPSEC Tunnel Mode,” IPSEC Working Group,
C1080 Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check PointFireWail -1 Administration Guide, McGraw-Hill Companies
(2000). (Goncalves, Checkpoint FW)
Due to difficul locating this reference, a cop has not been provided

IBhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSecC1079

Gulbrandsen, Vixie, Esi_bov, A DNS RR for specifying the location of services (DNS
SRI/), IETF RFC 2782 Februa 2000). (RFC 2782, DNS SRV)

H. Schulzrinne, et al. “Application-Layer Mobilit
Communications Review, Vol. 4, No. 3. - . 47-

Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA' ’ '
' Information Survivabilityconference and Exposition ll (—June 2001). (DARPA, VPN '

:ANX 101: Basic ANX Service Outline. (Outline, ANX)
ANX 201: Advanced ANX Service. (Advanced, ANX)
Appendix A: Certificate Profile for ANX lPsec Certificates. (Appendix, ANX)

- Assured Digital Products. (Assured Digital)c1090 [Due to difficult locating this reference, a cop has not been provided]
Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security,” Aventail

C1091 Cororation White Pa er. Network Securit ,Aventail

Cindy Moran, "DlSN Data Networks: Secret Internet Protocol Router Network
C1092 SIPRNet ." Moran, SIPRNET

-Data Fellows F—Secure VPN+ (F—Secure VPN+)
“Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)

C1094 Secret Dial-In Solution. RASP, SIPRNET

- Onion Routing, “Investigation of Route Selection Algorithms,” available atC1095 ://www.onion-router.net/Archives/Route/index.html. Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net," Washington Technology. (Secure,
c1095 SIPRNET
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_SPARTA “Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS) :

C1098 SIPRNET ~-‘I
C1099 MSFTVXOO019206 . Frees/WAN emails, FreeSNVAN-:Publlcally available emails relating to FreeSNVAN (MSFTVX00018833- I

_Kaufman et aI.. “Implementing IPsec,” (Copyright 1999) (Implementing lPsec)

--Network Associates Gauntlet Firewall For Unix Usefs Guide Version 5.0 (1999).C1101 Gauntlet User's Guide — Unix. Firewall Products

-Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version01102 5.0 (1999 Gauntlet Gettin Started Guide — NT. Firewall Products

--Network Associates Gauntlet Firewall For Unix,Getting Started Guide Version 5.0 (1999)C1103 Gauntlet Unix Gettin Started Guide, Firewall Products

C1104 Gauntlet Unix Release Notes, Firewall Products . -I
A _ _ ‘Network Associates Gauntlet Firewall For Windows NT Administratofs Guide Version

C1105 ‘5.0’ 1999 Gal.lnt|et’NT Administrator's Guide, Firewall Products) ‘

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewal/
Encryption Guide Version 3.1 (1996) (Gauntlet FirewaIl—to—FirewaII, Firewall Products

C1107 Windows NT Version 5.0 (1999) (Gauntlet NT GVPN. GVPNI
C1108 Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN) .1-
j

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred
C1110 DVPN. DVPN

Dan Sterne et.al. TIS Dynamic Security Perimeter Research Project Demonstration
C1111 March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
01112 2000 Kindred DVPN Caabilit ,DVPN 11
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October

C1113 1808-1811 Turchi DVPN email, DVPN

--James Just 8. Dan Sterne Security Quickstart Task Update (February 5, 1997) (Sec 'tyc1114 Quickstart, DVPN

-C1115 DVPN Demonstration, DVPN-
GTE Internetworking & BBN Technologies DARPA Information Assurance Program
Integrated Feasibility Demonstration (IFD) 1.1 Plan March 10. 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Sewer Product Documentation: Administration Guide —
Connection Point Services, available at

httpzl/www.microsoft.com/technet/archive/winntas/proddocs/inetconctservicelcpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is prior art to the atents—insuit.)

(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp. Autodial Heuristics, available at http://supportmicrosoft.com/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at

:/lmsdn2.microsoftcomlen-us/libra /ms809332 ' 'lo|

Marc Levy, COM Internet Services (Apr. 23, 1999), available at
://msdn2.microsoft.comlen-us/libra /ms809302 rinter .asx Le

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/lmsdn2.microsoft.com/en-us/Iibrarylms809340(printer).aspx (DCOM Technical

Microsoft Corp. Windows.NT Server Product Documentation: Administration Kit Guide —
Connection Manager,..available at < V _

http://www.microsoft.com/technet/archivelwinntas/proddocslinetconctservice/crnak.mspx

Overview l

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDCDVD-ROM (DCOM Business

C1126 Overview II

-C1127 Microsoft 1996 available in PDC DVD-ROM Cariplo IIC
- Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available inC1128 PDC DVD—ROM DCOM Solutions in Action

Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
C1129 in PDC DVD-ROM (DCOM Technical Overview II)

125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at

126. Aaron Skon
Essential Winlnet

Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Servers, (1998) available at ' ‘ ’ '

://msdn2.microsoft.com/enus/libra lms811078 .

Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition,
httpzllwww.microsoft.com/technet/archivelwinntaslproddocs/inetconctservicelbcgstart.ms

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
‘ » 'athttp://www.microsoft.com/technetlarchivelwinntas/proddocs/inetconctservicelbcgstrtc.

x Internet Connection Services II)

I Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at

http://www.microsoft.comltechnetlprodtechnoll ie/deploy/deploy5/appendb.mspx (IE5
C1135 Cororate Develo

Mark Minasi, Mastering Windows NT Server4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press
01137 1998 Hands On

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
htt :l/www.microsoft.com/technetlarchlvelwinntaslmaintain/featusabilit l t w 3.ms x

Kenneth Gregg, et al., Microsoft Windows NT Server Administratofs Bible 173-206, 883-
911, 974-1076 IDG Books Worldwide 1999 Gre o

-C1140 us/libra lbb545687 $.85, ' . x Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://www.microsoft.com/technet/archivelwinntaslplan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://www.microsoft.comItechnetlarchivelwinntasl deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

C1142 this reference is rior art to the atents-in-suit.
Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 2199-399

C1143 IDG.Books Worldwide 1998 Network Plumbin
Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
Remote Access Service, Available at

http:/lwww.microsoft.com/technet/archivelwinntaslproddocsl rras40/rrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as'Wlndows NT 4.0. Accordingly, uponinformation and belief,
this reference is prior art to the patents-in-suit. 13 ‘
Microsoft-Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at
http://www.rnicrosoft.com/technet/archive/winntas/proddocs/rras40/rrasch05.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit. -
F—Secure, F—Secure Evaluation Kit (May 1999) (FSECU RE 00000003) (Evaluation Kit 3)
[Due to difficult Iocatin - this reference, a co has not been rovided]
F-Secure, F-Secure NameSun‘er (May 1999) (from FSECURE 00000003) (NameSurfer -
3

F—Secure, F-Secure VPN Administrator’s Guide (May 1999) (from FSECURE 00000003) -
F-Secure VPN 3 1

00000003 SSH Guide 3-
00000003 SSH 2.0 Guide 3-
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F-Secure, F-Secure VPN+ Administrators Guide (May 1999) (from FSECURE
C1151 00000003 VPN+ Guide 3

-F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
_F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 6)

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE
C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
01155 Due to difficulty locating this reference, has not been - rovided

-Secure, F-Secure SSH Users & Administrators Guide (Sept. 1998) (from FSECU RE
C1156 00000009 SSH Guide9 4

-F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE"c1157 '00000009 F-"Secure SSH 2.0 Guide 9 ~ —~ --

F-Secure. F-Secure VPN+ (Sept. 1998) (from FSECU RE 00000009) (VPN+ Guide 9)
I “ ' F-Secure, F-Secure Management Tools, Administrators Guide (1999) (from FSEGURE

C1159 00000003 F-Secure Manaement Tools .'

F:sec'ure',' F-Secure Desktop, Users Guidei(‘1997) (from -FSEGURE 00000009) ~C1160 Fsecure Deskto Users Guide

-SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager)

F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)C1162 I FSecure VPN+

IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
C1163 Due to difficult locatin this reference, a cop has not been rovided]-

_~ |REISafeNet Inc., VPN Technologies Overview (March 28, 2000) (Safenet VPN Overview)C1164

i "T,.
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IRE, lnc., System Description for VPN Policy Manager and SafeNet/Sol‘tPK (March 30,
2000 VPN Polic Manaer S stem Descrition

IRE, Inc., About SafeNetI VPN Policy Manager (1999) (About SafenetVPN Policy
Manaer

IRE, lnc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)
[Due to difficult locating this reference, a co - has not been g-rovided]
Trusted Information Systems, lnc., Gauntlet Internet Firewall, Firewall Product Functional
Summary (Jul 22, 1996 (Gauntlet Functional Summary)
Trusted Information Systems, Inc, Running the Gauntlet lntemet Firewall, An
Administratofs Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet
Internet Firewall

Ted Hanrvood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)
Windows NT Hanivood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions:
lmplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
1999 Windows NT Mathers ' ' 1 ‘ ' t ‘
Bernard Aboba et aI., Securing L2TP using IPSEC (February 2, 1999) I W
156. Finding Your Way Through the VPN Maze (1999) ("PGP" ) .. . ._

Linux Frees/WAN Overview (1999) (Linux FreeSNVAN) Overview)

TimeStep, The Business Case for Secure VPNs (1998) ("TimeStep )
WatchGuard Technologies, |nc., WatchGuard Firebox System Powerpoint (2000)
Due to difficul locating this reference, a co - has not been - rovided]

WatchGuard Technologies, Inc, MSS Firewall Specifications (1999)
Due to difficul this reference, a co - has not been rovided]

WatchGuard Technologies, |nc., Request for Information, Security Services
[Due to difficult locating this reference, a co has not been rovided
WatchGuard Technologies, Inc, Protecting the Internet Distributed Enterprise, White
Paper (February 2000)
[Due to difficul locating this reference, has not been rovided
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C1181 2000--WatchGuard Technologies, Inc, WatchGuard Livesecurity for MSS Powerpoint (Feb. 14 -
WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)

C1182 ' ' I locatin this reference, a co - has not been - rovided]
Air Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602—98-C-0012)

C1183 .

GTE lnternetworking & BBN Technologies DARPA Information Assurance Program
C1184 Integrated Feasibili Demonstration (IFD) 1.2 Report, Rev. 1.0 Setember 21, 1998

I BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April
C1185 30, 1998

C1135 DARPA, Dynamic Virtual Private Network (VPN) Powerpoirit '
GTE lnternetworking, Contractors Program Progress Report (March 16-April 30, 1998)
Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure '

C1188 Characterization (Janua 30, 2001) ’

C1191 Integrated Security Management (2000) .H
NAI Labs, IFE 3.1 Integration Demo (2000)
Information Assurance, Science Fair Agenda (2000)
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C1195 Darrell Kindred et al., Proposed Threads for IFE 3.1 (January 13, 2000) -
IFE 3.1 Technology Dependencies (2000) -

C1197 IFE 3.1 Topology (February 9, 2000) -
Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread

C1198 Development (January 10-11, 2000)

Information AssurancelNAl Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2

01200 2000

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.3

(2000) - . '

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFTVXOO157288) (Setting Server Parameters, Microsoft Prior Art VPN
Technolo

C1207 Technolo ‘1-
C1208 ArtVPN Technolo1-
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M. Shane Stigler & Mark A Linsenbardt, HS 4 and Proxy Server 2 (1999) (Stigler, Microsoft
C1209 Prior Art VPN Technolo

_-David G. Schaer, MCSE Test Success: Proxy Server 2 (1998) (Schaer, Microsoft Prior ArtC1210
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In re Application of Victor Larson et al. : Customer Number: 23,630

Confirmation Number: 1537

Application No.: 11/840,560 Group A1“: Unit: 2453

Filed: August 17, 2007 Examiner: Lim, Krisna

For: AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING
SECURE DOMAIN NAMES

REVISED AMENDMENT “A”

MS Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Advisory Office action dated July 15, 2010, and the substantive Office

action on the merits dated March 19, 2010, please amend the aboVe—identified application and

consider the accompanying remarks as follows:

Amendments to the specification begin on page 2 of this paper.

Amendments to the claims begin on page 3 of this paper

Remarks begin on page 10 of this paper.
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Amendments to the specification:

Please delete paragraph [0001] in its entirety, and substitute therefor:

[0001] This application claims priority from and is a continuation of a co—pending

U.S. application serial number 10/714,849, filed November 18, 2003, now U.S. Patent No.

7 418 504 which is a continuation of U.S. application serial number 09/558,210. filed April 26,

2000, now abandoned, which in turn is a continuation—in—part of previously—filed U.S. application

serial number 09/504,783, filed on February 15, 2000, now U.S. Patent No. 6,502,135, issued

December 31, 2002, which in turn claims priority from and is a continuation—in—part patent

application of previously—filed U.S. application serial number 09/429,643, filed on October 29,

1999, now U.S. Patent No. 7,010,604, issued March 07, 2006. The subject matter of U.S.

application serial number 09/429,643, now U.S. Patent No. 7010 604 which is bodily

incorporated herein, derives from provisional U.S. application numbers 60/106,261 (filed

October 30, 1998) and 60/137,704 (filed June 7, 1999) both now abandoned. The present

application is also related to U.S. application serial number 09/558,209, filed April 26, 2000,

now abandoned, and which is incorporated by reference herein.

BST99 1655790-1.077580.0063
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Amendments to the claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

l.—3. (Cancelled)

4. (New) A system for providing a domain name service for establishing a secure

communication link. the system comprising:

a domain name service system configured and arranged to be connected to a

communication network, store a plurality of domain names and corresponding

network addresses, receive a query for a network address, and indicate in response

to the query whether the domain name service system supports establishing a

secure communication link.

5. (New) The system of claim 4, wherein at least one of the plurality of domain

names comprises a top—level domain name.

6. (New) The system of claim 5, wherein the top—level domain name is a non—

standard top—level domain name.

7. (New) The system of claim 6, wherein the non— standard top—level domain name is

one of .scom, .sorg, .snet, .sgov, .sedu, .smil and .sint.

8. (New) The system of claim 5, wherein the domain name service system is

configured to authenticate the query using a cryptographic technique.

9. (New) The system of claim 4. wherein the communication network includes the

Internet.

10. (New) The system of claim 4, wherein the domain name service system

comprises an edge router.

11. (New) The system of claim 4, wherein the domain name service system is

connectable to a virtual private network through the communication network.

BST99 1655790-l .O77580.0063
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12. (New) The system of claim 11, wherein the virtual private network is one of a

plurality of secure communication links in a hierarchy of secure communication links.

13. (New) The system of claim 11, wherein the virtual private network is based on

inserting into each data packet communicated over a secure communication link one or more

data values that vary according to a pseudo—random sequence.

14. (New) The system of claim 11, wherein the virtual private network is based on a

network address hopping regime that is used to pseudorandomly change network addresses in

packets transmitted between a first device and a second device.

15. (New) The system of claim 11, wherein the virtual private network is based on

comparing a value in each data packet transmitted between a first device and a second device to a

moving window of valid values.

16. (New) The system of claim 11, wherein the virtual private network is based on a

comparison of a discriminator field in a header of each data packet to a table of valid

discriminator fields maintained for a first device.

17. (New) The system of claim 4, wherein the domain name service system is

configured to respond to the query for the network address.

18. (New) The system of claim 4, wherein the domain name service system is

configured to provide, in response to the query, the network address corresponding to a domain

name from the plurality of domain names and the corresponding network addresses.

19. (New) The system of claim 4, wherein the domain name service system is

configured to receive the query initiated from a first location, the query requesting the network

address associated with a domain name, wherein the domain name service system is configured

to provide the network address associated with a second location, and wherein the domain name

service system is configured to support establishing a secure communication link between the

first location and the second location.

20. (New) The system of claim 4, wherein the domain name service system is

BST99 1655790-l .O77580.0063
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connected to a communication network, stores a plurality of domain names and corresponding

network addresses, and comprises an indication that the domain name service system supports

establishing a secure communication link.

21. (New) The system of claim 4, wherein at least one of the plurality of domain

names is reserved for secure communication links.

22. (New) The system of claim 4, wherein the domain name service system

CO1'1’1pI‘lSCS 3. SCI'VCI'.

23. (New) The system of claim 22, wherein the domain name service system further

comprises a domain name database, and wherein the domain name database stores the plurality

of domain names and the corresponding network addresses.

24. (New) The system of claim 4, wherein the domain name service system

comprises a sewer, wherein the server comprises a domain name database, and wherein the

domain name database stores the plurality of domain names and the Corresponding network

addresses.

25. (New) The system of claim 4, wherein the domain name service system is

configured to store the corresponding network addresses for use in establishing secure

communication links.

26. (New) The system of claim 4, wherein the domain name service system is

configured to authenticate the query for the network address.

27. (New) The system of claim 4, wherein at least one of the plurality of domain

names comprises an indication that the domain name service system supports establishing a

secure communication link.

28. (New) The system of claim 4, wherein at least one of the plurality of domain

I12l1’1’1€S COII1pI‘lS€S 21 SCCUIB name.

29. (New) The system of claim 4, wherein at least one of the plurality of domain

names enables establishment of a secure communication link.

BST99 1655790-l .O77580.0063
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30. (New) The system of claim 4, wherein the domain name service system is

configured to enable establishment of a secure communication link between a first location and a

second location transparently to a user at the first location.

31. (New) The system of claim 4, wherein the secure communication link uses

encryption.

32. (New) The system of claim 4, wherein the secure communication link is capable

of supporting a plurality of services.

33. (New) The system of claim 32, wherein the plurality of services comprises a

plurality of communication protocols, a plurality of application programs, multiple sessions, or a

combination thereof.

34. (New) The system of claim 33, wherein the plurality of application programs

comprises items selected from a group consisting of the following: video conferencing, e—mail, a

word processing program, and telephony.

35. (New) The system of claim 32, wherein the plurality of services comprises audio,

video, or a combination thereof.

36. (New) The system of claim 4, wherein the domain name service system is

configured to enable establishment of a secure communication link between a first location and a

second location.

37. (New) The system of claim 36, wherein the query is initiated from the first

location, wherein the second location comprises a computer, and wherein the network address is

an address associated with the computer.

38. (New) The system of claim 4, wherein the domain name service system

comprises a domain name database connected to a communication network and storing a

plurality of domain names and corresponding network addresses for communication, wherein the

domain name database is configured so as to provide a network address corresponding to a

domain name in response to a query in order to establish a secure communication link.

BST99 1655790-l .O77580.0063
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39. (New) A machine—readable medium comprising instructions executable in a

domain name service system, the instructions comprising code for: connecting the domain name

service system to a communication network; storing a plurality of domain names and

corresponding network addresses; receiving a query for a network address; and indicating in

response to the query whether the domain name service system supports establishing a secure

communication link.

40. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for storing the plurality of domain names and corresponding network addresses

including at least one top—1evel domain name.

41. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for responding to the query for the network address.

42. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for providing, in response to the query, the network address corresponding to a

domain name from the plurality of domain names and the corresponding network addresses.

43. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for receiving the query for a network address associated with a domain name and

initiated from a first location, and providing a network address associated with a second location,

and establishing a secure communication link between the first location and the second location.

44. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for indicating that the domain name service system supports the establishment of

a secure communication link.

45. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for reserving at least one of the plurality of domain names for secure

communication links.

46. (New) The machine—readable medium of claim 39, wherein the code resides on a

SCI'VCI'.
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47. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for storing a plurality of domain names and corresponding network addresses so

as to define a domain name database.

48. (New) The machine—readable medium of claim 39, wherein the code resides on a

server, and the instructions comprise code for creating a domain name database configured to

store the plurality of domain names and the corresponding network addresses.

49. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for storing the corresponding network addresses for use in establishing secure

communication links.

50. (New) The machine—readable medium of claim 39, wherein the instructions

comprise code for authenticating the query for the network address.

51. (New) The machine—readable medium of claim 39, wherein at least one of the

plurality of domain names includes an indication that the domain name service system supports

the establishment of a secure communication link.

52. (New) The machine—readable medium of claim 39, wherein at least one of the

plurality of domain names includes a secure name.

53. (New) The machine—readable medium of claim 39, wherein at least one of the

plurality of domain names is configured so as to enable establishment of a secure communication

link.

54. (New) The machine—readable medium of claim 39, wherein the domain name

service system is configured to enable establishment of a secure communication link between a

first location and a second location transparently to a user at the first location.

55. (New) The machine—readable medium of claim 39, wherein the secure

communication link uses encryption.

56. (New) The machine—readable medium of claim 39, wherein the secure

communication link is capable of supporting a plurality of services.

BST99 1655790-1.077580.0063
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57. (New) The machine—readable medium of claim 56, wherein the plurality of

services comprises a plurality of communication protocols, a plurality of application programs,

multiple sessions, or a combination thereof.

58. (New) The machine—readable medium of claim 57, wherein the plurality of

application programs comprises items selected from a group consisting of the following: video

conferencing, e—mail, a word processing program, and telephony.

59. (New) The machine—readable medium of claim 56, wherein the plurality of

services comprises audio, video, or a combination thereof.

60. (New) The machine—readable medium of claim 39, wherein the domain name

service system is configured to enable establishment of a secure communication link between a

first location and a second location.

61. (New) The machine—readable medium of claim 60, wherein the instructions

include code for receiving a query initiated from the first location, wherein the second location

comprises a computer, and wherein the network address is an address associated with the

computer.

62. (New) The machine—readable medium of claim 39, wherein the domain name

service system comprises a domain name database connected to a communication network and

storing a plurality of domain names and conesponding network addresses for communication,

wherein the domain name database is configured so as to provide a network address

corresponding to a domain name is response to the query in order to establish a secure

communication link.

63. (New) A method of providing a domain name service for establishing a secure

communication link, the method comprising: connecting a domain name service system to a

communication network, ; storing a plurality of domain names and corresponding network

addresses; and upon receiving a query for a network address for communication, indicating

whether the domain name service system supports establishing a secure communication link.

BST99 1655790-l .O77580.0063
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REMARKS

The response filed 28 June 2010 is being resubmitted with the amendment to the

specification, paragraph [0001], marked to indicate the changes made. This response is therefore

now compliant with the requirements of 37 C.F.R. §§ 1.121 and 1.4.

Claims 4-63 remain in the application. Claims 1-3 have been cancelled, subject to

refilling those claims in a continuation application of the present application. Claims 4-63 have

been added by this amendment. The Examiner’s attention is directed to the parent application,

Applicant’s patent, U.S. Patent No. 7,418,504 (the “’504 Patent”). Pending claims 4-63 are

similar to claims 1-59 of the ‘504 Patent, except that they have been modified to add the

limitation in independent claim 4 (and similar limitations to claims 39 and 63) that there is an

indication in response to a query whether the domain name service system supports establishing a

secure communication link. New claim 19 (corresponding to claim 16 of the ‘504 Patent) has

also been amended with minor changes.

In the Official action on the merits of March 19, 2010, the Examiner has objected to the

disclosure because the first paragraph of the specification needs to be updated. The Examiner

has also indicated that the information disclosure statement filed May 19, 2009 fails to comply

with 37 C.F.R. § 1.98(a)(3) because it does not include a concise explanation of the relevance of

each of the cited references. Claims 1 has been rejected under 35 U.S.C. §1 12, second

paragraph, as indefinite, while claims 2-3 have been rejected under 35 U.S.C. §112, second

paragraph, as being incomplete for omitting essential steps. Claim 2 has also been rejected under

35 U.S.C. §112, first paragraph, because one skilled in the art clearly would not know how to use

the claimed invention. Claims 1-3 have been rejected on the ground of non-statutory

obviousness-type double patenting as being unpatentable over claim 1 of U.S. Patent No.

7,418,504 (from which the current applications claims priority). Finally claims 1-3 have been

rejected under 35 U.S.C. § 102(e) as being anticipated by Shrader (US Patent No 5,864,666).

The objections and rejections are traversed and reconsideration is respectfully requested in View

of the foregoing amendments and following remarks.

Regarding the Examiner’s objection to the specification, the Examiner has requested that

applicants indicate the current status of the applications identified in paragraph [0001].

10.
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Applicants accordingly have amended paragraph [0001] to comply with the Examiner’s request.

Accordingly, the objection should be withdrawn.

The Examiner has indicated that the information disclosure statement filed May 19, 2009

fails to comply with 37 C.F.R. § 1.98(a)(3) because it does not include a concise explanation of

the relevance. As stated in applicants’ document:

All of the documents herein submitted have been produced by Microsoft

Corp. in VirnetX Inc. and Science Applications International Corp. v. Microsoft

Corp. civil action currently pending before the U.S. District Court for the Eastern

District of Texas. Although the undersigned attorney has not reviewed these

documents to assess their materiality, these documents are submitted under the

assumption that they may be material to the patentability of the claims pending in

this application.

While applicants’ regret the large number of documents cited in the litigation by the

opposing party, the inability to review the documents, and therefore the inability to assess the

materiality of the references, nevertheless applicants felt compelled to cite the references in the

file history of the present application, because the two patents in the cited litigation (US Patent

Nos. 6,502,135 B1 and 7,188,180 B2) and that of the present application all relate to secure

communications. The present application claims priority from a chain of applications, including

the one that issued as U.S. Patent No. 6,502,135. U.S. Patent No. 7,188,180 claims priority from

a chain of applications, including the same one that issued as U.S. Patent No. 6,502, 135.

Accordingly, the applicants request that the Examiner reconsider his position, and review and

enter the information disclosure statement of May 19, 2010.

Regarding the rejection of Claims 1 has been rejected under 35 U.S.C. §112, second

paragraph, as indefinite, the Examiner states that “it is unclear from where a query is sent”, “it is

unclear from where the query message is requesting a secure computer network address,” “it is

unclear how a portal authenticates a query,” and finally “the interrelationship or interfunction

between a portal and a domain name database is unclear.” It is submitted that these cited

limitations do n_()t make the claims indefinite. The source of the query message can be from any

source in communication with the system for providing a domain name service. As recited in

new claim 4, the domain name service system is configured and arranged to be (1) connected to a

communication network, (2) store a plurality of domain names and corresponding network

11.
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addresses, (3) receive a query for a network address, and (4) indicate in response to the query

whether the domain name service system supports establishing a secure communication link. All

four limitations are required by the claim.

The Examiner also finds fault since there is no express recitation of the interrelationship

between the portal and domain database. While the applicants disagree with this rejection, none

of the currently presented Claims include the limitation of “the portal.” Accordingly, this

objection is believed to be overcome.

The Examiner also believed that original claim 2-3 were incomplete for “omitting

essential structural cooperative relationships of elements, such omission amounting to a gap

between the necessary structural connections.” Claims 4-63 recite adequate limitations to satisfy

the statutory requirements of 35 U.S.C. §ll2.

Claim 4 recites the restrictive limitations of a domain name service system required to be

“configured and arranged to be connected to a communication network, store a plurality of

domain names and corresponding network addresses, receive a query for a network address, and

indicate in response to the query whether the domain name service system supports establishing a

secure communication link.”

Claim 39 recites “a machine—readable medium comprising instructions executable in a

domain name service system, the instructions comprising code for: connecting the domain name

service system to a communication network; storing a plurality of domain names and

corresponding network addresses; receiving a query for a network address; and indicating in

response to the query whether the domain name service system supports establishing a secure

communication link.” This clearly provides limitations acceptable under 35 U.S.C. §ll2.

Finally, claim 63 recites “a method of providing a domain name service for establishing a

secure communication link, the method comprising: connecting a domain name service system to

a communication network; storing a plurality of domain names and corresponding network

addresses; and upon receiving a query for a network address for communication, indicating

whether the domain name service system supports establishing a secure communication link.”

Claim 63 recites method steps that clearly recite method limitations within the requirements of

12.
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35 U.S.C. §ll2.

Finally, original claim 2 was also rejected under 35 U.S.C. §1l2, first paragraph, is not

supported by an “undue breadth asserted utility or a well established utility.” Applicants

disagree. New claim 4 recites that the system provides “a domain name service for establishing a

secure communication link.” New claim 39 recites a “machine—readable medium comprising

instructions executable in a domain name service system, the instructions comprising code for

connecting the domain name service system to a communication network; storing a plurality of

domain names and corresponding network addresses; receiving a query for a network address;

and indicating in response to the query whether the domain name service system supports

establishing a secure communication link.”

Claims 1-3 have been rejected on the ground of non—statutory obviousness—type double

patenting as being unpatentable over claim 1 of U.S. Patent No. 7,418,504 (from which the

current applications claims priority). Applicants agree to submit a terminal disclaimer should the

Examiner maintain this rejection against new claims 4-63.

Finally claims 1-3 have been rejected under 35 U.S.C. § 102(e) as being anticipated by

Shrader (US Patent No 5,864,666). The latter patent describes a system for administering

tunneling on a firewall computer between a secure computer network and a nonsecure computer

network (col. 1, lines 40 and 41). The system includes a user interface. The user interface is

presented having a first pane in which a tunnel definition can be entered. A query is run on an

entered tunnel definition to determine whether any existing tunnel definitions match the entered

tunnel definition. The results of the query are then displayed on a scatter bar in another pane in

the user interface. Locations of matching tunnel definitions are then indicated by lines through

the scatter bar. A small bar is displayed proximate to the scatter bar. The small bar indicates the

position of the displayed list of tunnel definitions relative to a complete list of tunnel definitions

represented by the scatter bar. At this point, an action may be performed on a selected definition.

(col 1., lines 53-65).

The patent reference also describes the use of an Internet firewall product that allows

administrators to create a physical firewall between a secure network and an unsecured network.

The firewall product is described as providing a number of functions including “specialized

l 3.
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domain name services.” (col. 2, lines 11-18). However “lP tunneling is a feature provided by

internet firewalls which is the primary subject of the present invention.”

The “IP Tunnel Query Page” is shown in detail in Figs. 6 and 7, and is described in

detail in col. 7, line 34—col. 10, line 46. Clearly the page is used by a human administrator to

determine tunnel definitions.

The reference thus describes a system to allow a human network administrator to

administer tunneling on a firewall computer between a secure computer network and a nonsecure

computer network. The system includes an interface that provides graphical depictions of

tunnels between addresses in the networks as lines connecting icons representing network

addresses. The system allows the user to display a selected tunnel definition in response to the

user input. The only apparent query that the system responds to is a “query on an entered tunnel

definition to determine whether any existing tunnel definitions match the entered tunnel

definition.” Clearly the system of Shrader does not provide a domain name service system

“configured and arranged to be connected to a communication network, store a plurality of

domain names and corresponding network addresses, receive a query for a network address, and

indicate in response to the query whether the domain name service system supports establishing a

secure communication link”, as recited in applicants’ claim 4, nor a “machine—readable medium

comprising instructions executable in a domain name service system, the instructions comprising

code for: connecting the domain name service system to a communication network; storing a

plurality of domain names and corresponding network addresses; receiving a query for a network

address; and indicating in response to the query whether the domain name service system

supports establishing a secure communication link,” as recited in applicants claim 39, nor a

“method of providing a domain name seryice for establishing a secure communication link, the

method comprising: connecting a domain name service system to a communication network, ;

storing a plurality of domain names and corresponding network addresses; and upon receiving a

query for a network address for communication, indicating whether the domain name service

system supports establishing a secure communication link,” as recited in applicants’ claim 63.

In summary therefore, the remaining claims 4-63, the remaining claims in the application,

are believed to be in condition for allowance. An early and favorable action thereon is therefore

14.
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earnestly solicited.

The Examiner is invited to call the undersigned agent if there are any questions.

To the extent necessary, a petition for an extension of time under 37 C.F.R. 1.136 is

hereby made. Please charge any shortage in fees due in connection with the filing of this paper,

including extension of time fees, to Deposit Account 50-1133 and please credit any excess fees

to such deposit account.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

/Toby H. Kusmer/

Toby l-1. Kusmer

Registration No. 26,418

28 State Street Please recognize our Customer No. 23630

Boston, MA 02109 as our correspondence address.
Phone: 617.535.4065

Facsimile: 617.535.3800

e—mail address: tkusmer@mwe.com

Date: August 6, 2010
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Description

FIELD OF THE INVENTION

The invention relates generally to establishing
secure virtual private networks. The invention relates
specifically to a pseudo network adapter for capturing,
encapsulating and encrypting messages or frames.

BACKGROUND

In data communications it is often required that
secure communications be provided between users of
network stations (also referred to as "network nodes") at
different physical locations. Secure communications
must potentially extend over public networks as well as
through secure private networks. Secure private net-
works are protected by "firewalls", which separate the
private netvvorkfrom a public network. Firewalls ordinar-
ily provide some combination of packet filtering, circuit
gateway, and application gateway technology, insulating
the private network from unwanted communications
with the public network.

One approach to providing secure communications
is to form a virtual private network. In a virtual private
network, secure communications are provided by
encapsulating and encrypting messages. Encapsulated
messaging in general is referred to as "tunneling“. Tun-
nels using encryption may provide protected communi-
cations between users separated by a public network,
or among a subset of users of a private network.

Encryption may for example be performed using an
encryption algorithm using one or more encryption
"keys“. When an encryption key is used, the value of the
key determines how the data is encrypted and
decrypted. When a public-key encryption system is
used, a key pair is associated with each communicating
entity. The key pair consists of an encryption key and a
decryption key. The two keys are formed such that it is
unteasible to generate one key from the other. Each
entity makes its encryption key public, while keeping its
decryption key secret. When sending a message to
node A, for example, the transmitting entity uses the
public key of node A to encrypt the message, and then
the message can only be decrypted by node A using
node A's private key.

In a symmetric key encryption system a single key
is used as the basis for both encryption and decryption.
An encryption key in a symmetric key encryption system
is sometimes referred to as a "shared" key. For exam-
ple, a pair of communicating nodes A and B could com-
municate securely as follows: a first shared key is used
to encrypt data sent from node A to node B, while a sec-
ond shared key is to be used to encrypt data sent from
node B to node A. In such a system, the two shared
keys must be known by both node A and node B. More
examples of encryption algorithms and keyed encryp-
tion are disclosed in many textbooks, for example

"Applied Cryptography - Protocols, Algorithms, and
Source Code in C", by Bruce Schneier, published by
John Wiley and Sons, New York, New York, copyright
1994.

Information regarding what encryption key or keys
are to be used, and how they are to be used to encrypt
data for a given secure communications session is
referred to as "key exchange material". Key exchange
material may for example determine what keys are used
and a time duration for which each key is valid. Key
exchange material for a pair of communicating stations
must be known by both stations before encrypted data
can be exchanged in a secure communications session.
How key exchange material is made known to the com-
municating stations for a given secure communications
session is referred to as "session key establishment".

A tunnel may be implemented using a virtual or
"pseudo" network adapter that appears to the communi-
cations protocol stack as a physical device and which
provides a virtual private network. A pseudo network
adapter must have the capability to receive packets
from the communications protocol stack, and to pass
received packets back through the protocol stack either
to a user or to be transmitted.

A tunnel endpoint is the point at which any encryp-
tion/decryption and encapsulation/decapsulation pro-
vided by a tunnel is performed. In existing systems, the
tunnel end points are predetermined network layer
addresses. The source network layer address in a
received message is used to determine the "creden-
tials" of an entity requesting establishment of a tunnel
connection. For example. a tunnel server uses the
source network layer address to determine whether a
requested tunnel connection is authorized. The source
network layer address is also used to determine which
cryptographic key or keys to use to decrypt received
messages.

Existing tunneling technology is typically performed
by encapsulating encrypted network layer packets (also
referred to as "trames") at the network layer. Such sys-
tems provide "network layer within network layer"
encapsulation of encrypted messages. Tunnels in exist-
ing systems are typically between firewall nodes which
have statically allocated IP addresses. In such existing
systems, the statically allocated IP address of the fire-
wall is the address of a tunnel end point within the fire-
wall. Existing systems fail to provide a tunnel which can
perform authorization based for an entity which must
dynamically allocate its network layer address. This is
especially problematic for a user wishing to establish a
tunnel in a mobile computing environment, and who
requests a dynamically allocated IP address from an
Internet Service Provider (ISP).

Because existing virtual private networks are based
on network layer within network layer encapsulation.
they are generally only capable of providing connection-
less datagram type services. Because datagram type
services do not guarantee delivery of packets, existing
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tunnels can only easily employ encryption methods over
the data contained within each transmitted packet.
Encryption based on the contents of multiple packets is
desirable, such as cipher block chaining or stream
ciphering over multiple packets. For example, encrypted
data would advantageously be formed based not only
on the contents of the present packet data being
encrypted, but also based on some attribute of the con-
nection or session history between the communicating
stations. Examples of encryption algorithms and keyed
encryption are disclosed in many textbooks, for exam-
ple "Applied Cryptography - Protocols, Algorithms, and
Source Code in C", by Bruce Schneier, published by
John Wiley and Sons, New York, New York, copyright
1994.

Thus there is required a new pseudo network
adapter providing a virtual private network having a
dynamically determined end point to support a user in a
mobile computing environment. The new pseudo net-
work adapter should appear to the communications pro-
toool stack of the node as an interface to an actual

physical device. The new pseudo network adapter
should support guaranteed, in-order delivery of frames
over a tunnel to conveniently support cipher block
chaining mode or stream cipher encryption over multi-
ple packets.

SLIMMARY QF THE INVENTIQN

A new pseudo network adapter is disclosed provid-
ing a virtual private network. The new system includes
an interface for capturing packets from a local commu-
nications protocol stack for transmission on the virtual
private network The interface appears to the local com-
munications stack as a network adapter device driver
for a network adapter.

The invention, in its broad form, includes a pseudo
network adapter as recited in claim 1, providing a virtual
network and a method therefor as recited in claim 9.

The system as described hereinafter further
includes a Dynamic Host Configuration Protocol
(DHCP) server emulator, and an Address Resolution
Protocol (ARP) server emulator. The new system indi-
cates to the local communications protocol stack that
nodes on a remote private network are reachable
through a gateway that is in turn reachable through the
pseudo network adapter. The new pseudo network
adapter includes a transmit path for processing data
packets from the local communications protocol stack
for transmission through the pseudo network adapter.
The transmit path includes an encryption engine for
encrypting the data packets and an encapsulation
engine for encapsulating the encrypted data packets
into tunnel data frames. The pseudo network adapter
passes the tunnel data frames back to the local commu-
nications protocol stack for transmission to a physical
network adapter on a remote server node.

Preferably, as described hereinafter, the pseudo

network adapter includes a digest value in a digest field
in each of the tunnel data frames. A keyed hash function
is a hash function which takes data and a shared cryp-
tographic key as inputs, and outputs a digital signature
referred to as a digest. The value of the digest field is
equal to an output of a keyed hash function applied to
data consisting of the data packet encapsulated within
the tunnel data frame concatenated with a counter

value equal to a total number of tunnel data frames pre-
viously transmitted to the remote server node. In
another aspect of the system, the pseudo network
adapter processes an Ethernet header in each one of
the captured data packets, including removing the
Ethernet header.

The new pseudo network adapter further includes
an interface into a transport layer of the local communi-
cations protocol stack for capturing received data pack-
ets from the remote server node, and a receive path for
processing received data packets captured from the
transport layer of the local communications protocol
stack. The receive path includes a decapsulation
engine, and a decryption engine, and passes the
decrypted, decapsulated data packets back to the local
communications protocol stack for delivery to a user.

Thus there is disclosed a new pseudo network
adapter providing a virtual private network having
dynamically determined end points to support users in a
mobile computing environment. The new pseudo net-
work adapter provides a system for capturing a fully
formed frame prior to transmission. The new pseudo
network adapter appears to the communications proto-
col stack of the station as an interface to an actual phys-
ical device. The new pseudo network adapter further
includes encryption capabilities to conveniently provide
secure communications between tunnel end points
using stream mode encryption or cipher block chaining
over multiple packets.

BRIEF DESCRIPTION OF THE DRAWINGS

A more detailed understanding of the invention may
be had from the following description of a preferred
embodiment, given by way of example and to be under-
stood in conjunction with the accompanying drawing in
which:

9 Fig. 1 is a block diagram showing the Open Sys-
tems Interconnection (OSI) reference model;

Fig. 2 is a block diagram showing the TCP/IP inter-
net protocol suite;

Fig. 3 is a block diagram showing an examplary
embodiment of a tunnel connection across a public
network between two tunnel servers:

Fig. 4 is a flow chart showing an examplary embod-
iment of steps performed to establish a tunnel con-
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nection;

Fig. 5 is a flow chart showing an examplary embod-
iment of steps performed to perform session key
management for a tunnel connection;

Fig. 6 is a block diagram showing an examplary
embodiment of a relay frame;

Fig. 7 is a block diagram showing an examplary
embodiment of a connection request frame;

Fig. 8 is a block diagram showing an examplary
embodiment of a connection response frame;

Fig. 9 is a block diagram showing an examplary
embodiment of a data frame;

Fig. 10 is a block diagram showing an examplary
embodiment of a close connection frame;

Fig. 11 is a state diagram showing an examplary
embodiment of a state machine forming a tunnel
connection in a network node initiating a tunnel
connection;

Fig. 12 is a state diagram showing an examplary
embodiment of a state machine forming a tunnel
connection in a server computer;

Fig. 13 is a state diagram showing an examplary
embodiment of a state machine forming a tunnel
connection in a relay node;

Fig. 14 is a block diagram showing an examplary
embodiment of a tunnel connection between a cli-

ent computer (tunnel client) and a server computer
(tunnel server);

Fig. 15 is a block diagram showing an examplary
embodiment of a pseudo network adapter;

Fig. 16 is a block diagram showing an examplary
embodiment of a pseudo network adapter;

Fig. 17 is a flow chart showing steps performed by
an examplary embodiment of a pseudo network
adapter during packet transmission;

Fig. 18 is a flow chart showing steps performed by
an examplary embodiment of a pseudo network
adapter during packet receipt;

Fig. 19 is a data flow diagram showing data flow in
an examplary embodiment of a pseudo network
adapter during packet transmission;

Fig. 20 is a data flow diagram showing data flow in

an examplary embodiment of a pseudo network
adapter during packet receipt;

Fig. 21 is a diagram showing the movement of
encrypted and unencrypted data in an examplary
embodiment of a system including a pseudo net-
work adapter;

Fig. 22 is a diagram showing the movement of
encrypted and unencrypted data in an examplary
embodiment of a system including a pseudo net-
work adapter; and

Fig. 23 is a flow chart showing steps initialization of
an examplary embodiment of a system including a
pseudo network adapter.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Now with reference to Fig. 1 there is described for
purposes of explanation, communications based on the
Open Systems Interconnection (OSI) reference model.
In Fig. 1 there is shown communications 12 between a
first protocol stack 10 and a second protocol stack 14.
The first protocol stack 10 and second protocol stack 14
are implementations of the seven protocol layers (Appli-
cation layer, Presentation layer, Session layer, Transport
layer, Network layer, Data link layer, and Physical layer)
of the OSI reference model. A protocol stack implemen-
tation is typically in some combination of software and
hardware. Descriptions of the specific services provided
by each protocol layer in the OSI reference model are
found in many text books, for example "Computer Net-
works", Second Edition, by Andrew S. Tannenbaum,
published by Prentice-Hall, Englewood Cliffs, New Jer-
sey, copyright 1988.

As shown in Fig. 1, data 11 to be transmitted from a
sending process 13 to a receiving process 15 is passed
down through the protocol stack 10 of the sending proc-
ess to the physical layer 9 for transmission on the data
path 7 to the receiving process 15. As the data 11 is
passed down through the protocol stack 10, each proto-
col layer prepends a header (and possibly also appends
a trailer) portion to convey information used by that pro-
tocol layer. For example, the data link layer 16 of the
sending process wraps the information received from
the network layer 17 in a data link header 18 and a data
link layer trailer 20 before the message is passed to the
physical layer 9 for transmission on the actual transmis-
sion path 7.

Fig. 2 shows the TCP/IP protocol stack. Some pro-
tocol layers in the TCP/IP protocol stack correspond
with layers in the OSI protocol stack shown in Fig. 1.
The detailed services and header formats of each layer
in the TCP/IP protocol stack are described in many
texts, for example "lnternetworking with TCP/IP, Vol. 1:
Principles, Protocols, and Architecture", Second Edi-
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tion, by Douglas E. Comer, published by Prentice-Hall,
Englewood Cliffs, New Jersey, copyright 1991. The
Transport Control Protocol (TCP) 22 corresponds to the
Transport layer in the OSI reference model. The TCP
protocol 22 provides a connection-oriented, end to end
transport service with guaranteed, in-sequence packet
delivery. In this way the TCP protocol 22 provides a reli-
able, transport layer connection.

The IP protocol 26 corresponds to the Network
layer of the OSI reference model. The IP protocol 26
provides no guarantee of packet delivery to the upper
layers. The hardware link level and access protocols 32
correspond to the Data link and Physical layers of the
OSI reference model.

The Address Resolution Protocol (ARP) 28 is used
to map IP layer addresses (referred to as '‘IP
addresses") to addresses used by the hardware link
level and access protocols 32 (referred to as "physical
addresses" or "MAC addresses"). The ARP protocol
layer in each network station typically contains a table of
mappings between IP addresses and physical
addresses (referred to as the "ARP cache"). When a
mapping between an IP address and the corresponding
physical address is not known, the ARP protocol 28
issues a broadcast packet (an “ARP request" packet) on
the local network. The ARP request indicates an IP
address for which a physical address is being
requested. The ARP protocols 28 in each station con-
nected to the local network examine the ARP request,
and if a station recognizes the IP address indicated by
the ARP request, it issues a response (an "ARP
response" or "ARP reply" packet) to the requesting sta-
tion indicating the responder's physical address. The
requesting ARP protocol reports the received physical
address to the local IP layer which then uses it to send
datagrams directly to the responding station. As an
alternative to having each station respond only for its
own IP address, an ARP server may be used to respond
for a set of IP addresses it stores internally, thus poten-
tially eliminating the requirement of a broadcast
request. In that case, the ARP request can be sent
directly to the ARP server for physical addresses corre-
sponding to any IP address mappings stored within the
ARP server.

At system start up, each station on a network must
determine an IP address for each of its network inter-

faces before it can communicate using TCP/IP. For
example, a station may need to contact a server to
dynamically obtain an IP address for one or more of its
network interfaces. The station may use what is referred
to as the Dynamic Host Configuration Protocol (DHCP)
to issue a request for an IP address to a DHCP server.
For example, a DHCP module broadcasts a DHCP
request packet at system start up requesting allocation
of an IP address for an indicated network interface.

Upon receiving the DHCP request packet, the DHCP
server allocates an IP address to the requesting station
for use with the indicated network interface. The
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requesting station then stores the IP address in the
response from the server as the IP address to associate
with that network interface when communicating using
TCP/IP.

Fig. 3 shows an example configuration of network
nodes for which the presently disclosed system is appli-
cable. In the example of Fig. 3, the tunnel server A is an
initiator of the tunnel connection. As shown in Fig. 3, the
term "tunneI relay" node is used to refer to a station
which fonrvards data packets between transport layer
connections (for example TCP connections).

For example, in the present system a tunnel relay
may be dynamically configured to forward packets
between transport layer connection 1 and transport
layer connection 2. The tunnel relay replaces the
header information of packets received over transport
layer connection 1 with header information indicating
transport layer connection 2. The tunnel relay can then
fonrvard the packet to a firewall, which may be com/en-
iently programmed to pass packets received over trans-
port layer connection 2 into a private network on the
other side of the firewall. In the present system, the tun-
nel relay dynamically forms transport layer connections
when a tunnel connection is established. Accordingly
the tunnel relay is capable of performing dynamic load
balancing or providing redundant service for fault toler-
ance over one or more tunnel servers at the time the
tunnel connection is established.

Fig. 3 shows a Tunnel Server A 46 in a private net-
work N1 48, physically connected with a first Firewall
50. The first Firewall 50 separates the private network
N1 48 from a public network 52, for example the Inter-
net. The first Firewall 50 is for example physically con-
nected with a Tunnel Relay B 54, which in turn is
virtually connected through the public network 52 with a
Tunnel Relay 0. The connection between Tunnel Relay
B and Tunnel Relay C may for example span multiple
intervening forwarding nodes such as routers or gate-
ways through the public network 52.

The Tunnel Relay 0 is physically connected with a
second Firewall 58, which separates the public network
52 from a private network N2 60. The second Firewall
58 is physically connected with a Tunnel Server D 62 on
the private network N2 60. During operation of the ele-
ments shown in Fig. 3, the Tunnel Server D 62 provides
routing of IP packets between the tunnel connection
with Tunnel Server A 46 and other stations on the pri-
vate network N2 60. In this way the Tunnel Server D 62
acts as a router between the tunnel connection and the

private network N2 60.
During operation of the elements shown in Fig. 3.

the present system establishes a tunnel connection
between the private network N1 48 and the private net-
work N2 60. The embodiment of Fig. 3 thus eliminates
the need for a dedicated physical cable or line to provide
secure communications between the private network 48
and the private network 60. The tunnel connection
between Tunnel Server A 46 and Tunnel Server D 62 is
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composed of reliable, pair-wise transport layer connec-
tions between Tunnel Server A 46 (node "A"), Tunnel
Relay B 54 (node "B"), Tunnel Relay C 56 (node “C"),
and Tunnel Server D 62 (node “D"). For example, such
pair-wise connections may be individual transport layer
connections between each node A and node B, node B
and node 0, and node C and node D. In an alternative
embodiment, as will be described below, a tunnel con-

nection may alternatively be formed between a stand-
alone PC in a public network and a tunnel server within
a private network.

Fig. 4 and Fig. 5 show an example embodiment of
steps performed during establishment of the tunnel con-
nection between Tunnel Server A 46 (node "A") and
Tunnel Server D 62 (node "D") as shown in Fig. 3. Prior
to the steps shown in Fig. 4, node A selects a tunnel
path to reach node D. The tunnel path includes the tun-
nel end points and any intervening tunnel relays. The
tunnel path is for example predetermined by a system
administrator for node A. Each tunnel relay along the
tunnel path is capable of finding a next node in the tun-
nel path, for example based on a provided next node
name (or "next node arc"), using a predetermined nam-
ing convention and service, for example the Domain
Name System (DNS) of the TCP/IP protocol suite.

During the steps shown in Fig. 4, each of the nodes
A, B and C perform the following steps:

resolve the node name of the next node in the tun-

nel path, for example as found in a tunnel relay
frame;

establish a reliable transport layer (TCP) connec-
tion to the next node in the tunnel path;

forward the tunnel relay frame down the newly
formed reliable transport layer connection to the
next node in the tunnel path.

As shown for example in Fig. 4, at step 70 node A
establishes a reliable transport layer connection with
node B. At step 72 node A identifies the next down-
stream node to node B by sending node B a tunnel relay
frame over the reliable transport layer connection
between node A and node B. The tunnel relay frame
contains a string buffer describing all the nodes along
the tunnel path (see below description of an example
tunnel relay frame format). At step 74, responsive to the
tunnel relay frame from node A, node B searches the
string buffer in the relay frame to determine if the string
buffer includes node B's node name. If node B finds its

node name in the string buffer, it looks at the next node
name in the string buffer to find the node name of the
next node in the tunnel path.

Node B establishes a reliable transport layer con-
nection with the next node in the tunnel path, for exam-
ple node C. Node B further forms an association
between the reliable transport layer connection between

Node A and Node B, over which the relay frame was
received, and the newly formed reliable transport layer
connection between Node B and Node C, and as a
result forwards subsequent packets received over the
reliable transport layer connection with Node A onto the
reliable transport layer connection with Node C, and
vice versa. At step 76 node B forwards the tunnel relay
frame on the newly formed reliable transport layer con-
nection to node C.

At step 78, responsive to the relay frame forwarded
from node B, node 0 determines that the next node in
the tunnel path is the last node in the tunnel path, and
accordingly is a tunnel server. Node C may actively
determine whether alternative tunnel servers are availa-

ble to form the tunnel connection. Node C may select
one of the alternative available tunnel servers to form

the tunnel connection in order to provide load balancing
or fault tolerance. As a result node C may form a trans-
port layer connections with one of several available tun-
nel servers, for example a tunnel server that is relatively
underutilized at the time the tunnel connection is estab-

lished. In the example embodiment, node C establishes
a reliable transport layer connection with the next node
along the tunnel path, in this case node D.

Node C further forms an association between the

reliable transport layer connection between Node B and
Node (3, over which the relay frame was received, and
the newly formed reliable transport layer connection
between Node 0 and Node D, and as a result forwards
subsequent packets received over the reliable transport
layer connection with Node B to the reliable transport
layer connection with Node D, and vice versa. At step 80
node 0 forwards the relay frame to node D on the newly
formed reliable transport layer connection.

Fig. 5 shows an example of tunnel end point
authentication and sharing of key exchange material
provided by the present system. The present system
supports passing authentication data and key exchange
material through the reliable transport layer connections
previously established on the tunnel path. The following
are provided by use of a key exchange/authentication
REQUEST frame and a key exchange/authentication
RESPONSE frame:

a) mutual authentication of both endpoints of the
tunnel connection;

b) establishment of shared session encryption keys
and key lifetimes for encrypting/authenticating sub-
sequent data sent through the tunnel connection;

d) agreement on a shared set of cryptographic
transforms to be applied to subsequent data; and

e) exchange of any other connection-specific data
between the tunnel endpoints, for example strength
and type of cipher to be used, any compression of
the data to be used, etc. This data can also be used
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by clients of this protocol to qualify the nature of the
authenticated connection.

At step 90 a key exchange/authentication request
frame is fonrvarded over the reliable transport layer con-
nections formed along the tunnel path from node A to
node D. At step 92, a key exchange/authentication
response frame is fonrvarded from node D back to node
A through the reliable transport layer connections. The
attributes exchanged using the steps shown in Fig. 5
may be used for the lifetime of the tunnel connection. In
an alternative embodiment the steps shown in Fig. 5 are
repeated as needed for the tunnel end points to
exchange sufficient key exchange material to agree
upon a set of session parameters for use during the tun-
nel connection such as cryptographic keys, key dura-
tions, and choice of encryption/decryption algorithms.

Further in the disclosed system, the names used for
authentication and access control with regard to node A
and node D need not be the network layer address or
physical address of the nodes. For example, in an alter-
native embodiment where the initiating node sending
the tunnel relay frame is a stand-alone PC located
within a public network the user's name may be used
for authentication and/or access control purposes. This
provides a significant improvement over existing sys-
tems which base authorization on predetermined IP
addresses.

Fig. 6 shows the format of an example embodiment
of a tunnel relay frame. The tunnel frame formats shown
in Figs. 6, 7, 8 and 9 are encapsulated within the data
portion of a transport layer (TCP) frame when transmit-
ted. Alternatively, another equivalent, connection-ori-
ented transport layer protocol having guaranteed, in-
sequence frame delivery may be used. The example
TCP frame format, including TCP headerfields, is con-
ventional and not shown.

The field 100 contains a length of the frame. The
field 102 contains a type of the frame, for example a
type of RELAY. The field 104 contains a tunnel protocol
version number. The field 106 contains an index into a

string buffer field 112 at which a name of the originating
node is located, for example a DNS host name of the
node initially issuing the relay frame (node A in Fig. 3).
The fields following the origin index field 106 contain
indexes into the string buffer 112 at which names of
nodes along the tunnel path are located. For example
each index may be the offset of a DNS host name within
the string buffer 112. In this way the field 108 contains
the index of the name of the first node in the tunnel path,
for example node B (Fig. 3). The field 110 contains the
index of the name ofthe second node in thetunnel path,
etc. The field 112 contains a string of node names of
nodes in the tunnel path.

During operation of the present system, the initiat-
ing node, for example node A as shown in Fig. 3, trans-
mits a tunnel relay frame such as the tunnel relay frame
shown in Fig. 6. Node A sends the tunnel relay frame to

the first station along the tunnel path, for example node
B (Fig. 3), over a previously established reliable trans-
port layer connection. Node B searches the string buffer
in the tunnel relay frame to find its node name, for exam-
ple its DNS host name. Node B finds its node name in
the string buffer indexed by path index 0, and then uses
the contents of path index 1 110 to determine the loca-
tion within the string buffer 112 of the node name of the
next node along the tunnel path. Node B uses this node
name to establish a reliable transport layer connection
with the next node along the tunnel path. Node B then
fonrvards the relay frame to the next node. This process
continues until the end node of the tunnel route, for

example tunnel server D 62 (Fig. 3) is reached.

Fig. 7 shows the format of an example embodiment
of a key exchange/key authentication request frame.
The field 120 contains a length of the frame. The field
122 contains a type of the frame, for example a type of
REQUEST indicating a key exchange/key authentica-
tion request frame. The field 124 contains a tunnel pro-
tocol version number. The field 126 contains an offset of

the name of the entity initiating the tunnel connection.
for example the name of a user on the node originally
issuing the request frame. This name and key exchane
material in the request frame are used by the receiving
tunnel end point to authenticate the key
exchange/authentication REQUEST. The name of the
entity initiating the tunnel connection is also use to
authorize any subsequent tunnel connection, based on
predetermined security policies of the system. The field
128 contains an offset into the frame of the node name

of the destination node, for example the end node of the
tunnel shown as node D 62 in Fig. 3.

The field 130 contains an offset into the frame at

which key exchange data as is stored, for example
within the string buffer field 138. The key exchange data
for example includes key exchange material used to
determine a shared set of encryption parameters for the
life of the tunnel connection such as cryptographic keys
and any validity times associated with those keys. The
key exchange data, as well as the field 132, further
include information regarding any shared set of crypto-
graphic transforms to be used and any other connec-
tion-specific parameters, such as strength and type of
cipher to be used, type of compression of the data to be
used, etc. The field 134 contains flags, for example indi-
cating further information about the frame. The field 136
contains client data used in the tunnel end points to con-
figure the local routing tables so that packets for nodes
reachable through the virtual private network are sent
through the pseudo network adapters. In an example
embodiment, the string buffer 138 is encrypted using a
public encryption key of the receiving tunnel end point.

During operation of the present system, one of the
end nodes of the tunnel sends a key exchange/authen-
tication REQUEST frame as shown in Fig. 7 to the other
end node of thetunnel in order to perform key exchange
and authentication as described in step 90 of Fig. 5.
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Fig. 8 shows the format of an example embodiment
of a key exchange/key authentication response frame,
referred to as a connection RESPONSE frame. The

field 150 contains a length of the frame. The field 152
contains a type of the frame, for example a type of con-
nection RESPONSE indicating a key exchange/key
authentication request frame. The field 154 contains a
tunnel protocol version number.

The field 156 contains an offset into the frame at

which key exchange data as is stored, for example
within the string buffer field 163. The key exchange data
for example includes key exchange material to be used
for encryption/decryption over the life of the tunnel con-
nection and any validity times associated with that key
exchange material. The key exchange data, as well as
the field 158, further includes information regarding any
shared set of cryptographic transforms to be applied to
subsequent data and any other connection-specific
parameters, such as strength and type of cipher to be
used, any compression of the data to be used, etc. The
field 160 contains flags, for example indicating other
information about the frame. The client data field 162

contains data used by the pseudo network adapters in
the tunnel end points to configure the local routing
tables so that packets for nodes in the virtual private
network are sent through the pseudo network adapters.
The string buffer includes key exchange material. The
string buffer is for example encrypted using a public
encryption key of the receiving tunnel end point, in the
this case the initiator of the tunnel connection.

During operation of the present system, one of the
end nodes of the tunnel sends a key exchange/authen-
tication RESPONSE frame as shown in Fig. 7 to the
other end node of the tunnel in order to perform key
exchange and authentication as described in step 92 of
Fig. 5.

Fig. 9 shows the format of an example embodiment
of an tunnel data frame used to communicate through a
tunnel connection. Fig. 9 shows how an IP datagram
may be encapsulated within a tunnel frame by the
present system for secure communications through a
virtual private network. The field 170 contains a length
of the frame. The field 172 contains a type of the frame,
for example a type of DATA indicating a tunnel data
frame. The field 174 contains a tunnel protocol version
number.

The fields 176, 178 and 182 contain information

regarding the encapsulated datagram. The field 180
contains flags indicating information regarding the
frame. The field 184 contains a value indicating the
length of the optional padding 189 at the end of the
frame. The frame format allcwvs for optional padding in
the event that the amount of data in the frame needs to

be padded to an even block boundary for the purpose of
being encrypted using a block cipher. The field 186 con-
tains a value indicating the length of the digest field 187.

The data frame format includes a digital signature
generated by the transmitting tunnel end point referred

to as a "digest". The value of the digest ensures data
integrity, for example by detecting invalid frames and
replays of previously transmitted valid frames. The
digest is the output of a conventional keyed crypto-
graphic hash function applied to both the encapsulated
datagram 190 and a monotonically increasing
sequence number. The resulting hash output is passed
as the value of the digest field 187. The sequence
number is not included in the data frame. In the example
embodiment, the sequence number is a counter main-
tained by the transmitter (for example node A in Fig. 3)
of all data frames sent to the receiving node (for exam-
ple node D in Fig. 3) since establishment of the tunnel
connection.

In order to determine if the data frame is invalid or a

duplicate, the receiving node decrypts the encapsulated
datagram 190, and applies the keyed cryptographic
hash function (agreed to by the tunnel end nodes during
the steps shown in Fig. 5) to both the decrypted encap-
sulated datagram and the value of a counter indicating
the number of data frames received from the transmitter
since establishment of the tunnel connection. For exam-

ple the keyed hash function is applied to the datagram
concatenated to the counter value. If the resulting hash
output matches the value of the digest field 187, then
the encapsulated datagram 190 was received correctly
and is not a duplicate. If the hash output does not match
the value of the digest field 187, then the integrity check
fails, and the tunnel connection is closed. The field 188

contains an encrypted network layer datagram, for
example an encrypted IP datagram.

The encapsulated datagram may be encrypted
using various encryption techniques. An example
embodiment of the present system advantageously
encrypts the datagram 190 using either a stream cipher
or cipher block chaining encryption over all data trans-
mitted during the life of the tunnel connection. This is
enabled by the reliable nature of the transport layer con-
nections within the tunnel connection. The specific type
of encryption and any connection specific symmetric
encryption keys used is determined using the steps
shown in Fig. 5. Thefields in the tunnel data frame other
than the encapsulated datagram 188 are referred to as
the tunnel data frame header fields.

Fig. 10 is a block diagram showing an example
embodiment of a '‘close connection" frame. The field

190 contains the length of the frame. The field 191 con-
tains a frame type, for example having a value equal to
CLOSE. Field 192 contains a value equal to the current
protocol version number of the tunnel protocol. The field
193 contains a status code indicating the reason the
tunnel connection is being closed.

During operation of the present system, when end
point of a tunnel connection determines that the tunnel
connection should be closed, a close connection frame

as shown in Fig. 10 is transmitted to the other end point
of the tunnel connection. When a close connection

close frame is received, the receiver closes the tunnel
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connection and no further data will be transmitted or

received through the tunnel connection.

Fig. 11 is a state diagram showing an example
embodiment of forming a tunnel connection in a node
initiating a tunnel connection. In Fig. 11, Fig. 12, and
Fig. 13, states are indicated by ovals and actions or
events are indicated by rectangles. For example the tun-
nel server node A as shown in Fig. 3 may act as a tunnel
connection initiator when establishing a tunnel connec-
tion with the tunnel server node D. Similarly the client
system 247 in Fig. 14 may act as a tunnel connection
initiator when establishing a tunnel connection with the
tunnel server. The tunnel initiator begins in an idle state
194. Responsive to an input from a user indicating that
a tunnel connection should be established, the tunnel
initiator transitions from the idle state 194 to a TCP

Open state 195. In the TCP Open state 195, the tunnel
initiator establishes a reliable transport layer connection
with a first node along the tunnel path. For example, the
tunnel initiator opens a socket interface associated with
a TCP connection to the first node along the tunnel
path. In Fig. 3 node A opens a socket interface associ-
ated with a TCP connection with node B.

Following establishment of the reliable transport
layer connection in the TCP Open state 195, the tunnel
initiator enters a Send Relay state 197. In the Send
Relay state 197, the tunnel initiator transmits a relay
frame at 198 over the reliable transport layer connec-
tion. Following transmission of the relay frame, the tun-
nel initiator enters the connect state 199. If during
transmission of the relay frame there is a transmission
error, the tunnel initiator enters the Network Error state

215 followed by the Dying state 208. In the Dying state
208, the tunnel initiator disconnects the reliable trans-

port layer connection formed in the TCP Open state
195, for example by disconnecting a TCP connection
with Node B. Following the disconnection at 209, the
tunnel initiator enters the Dead state 210. The tunnel ini-

tiator subsequently transitions back to the Idle state 194
at a point in time predetermined by system security con-
figuration parameters.

In the Connect state 199, the tunnel initiator sends
a key exchange/authentication REQUEST frame at 200
to the tunnel server. Following transmission of the key
exchange/authentication REQUEST frame 200, the tun-
nel initiator enters the Response Wait state 201. The
tunnel initiator remains in the Response Wait state 201
until it receives a key exchange/authentication
RESPONSE frame 202 from the tunnel server. Afler the

key exchange/authentication RESPONSE frame is
received at 202, the tunnel initiator enters the Author-

ized state 203, in which it may send or receive tunnel
data frames. Upon receipt of a CLOSE connection
frame at 216 in the Authorized state 203, the tunnel ini-

tiator transitions to the Dying state 208.
Upon expiration of a session encryption key at 211,

the tunnel initiator enters the Reconnect state 212, and
sends a CLOSE connection frame at 213 and discon-

nects the TCP connection with the first node along the
tunnel path at 214. Subsequently the tunnel initiator
enters the TCP Open state 195.

If during the authorized state 203, a local user
issues an End Session command at 204, or there is a
detection of an authentication or cryptography error in a
received data frame at 205, the tunnel initiator enters

the Close state 206. During the Close state 206 the tun-
nel initiator sends a CLOSE connection frame at 207 to
the tunnel server. The tunnel initiator then enters the

Dying state at 208.
Figure 12 is a state diagram showing the states

within an example embodiment of a tunnel server, for
example node D in Fig. 3 or tunnel server 253 in Fig. 14.
Thetunnel server begins in an Accept Wait state 217. In
the Accept Wait state 217, the tunnel server receives a
request for a reliable transport layer connection, for
example a TCP connection reguest 218 from the last
node in the tunnel path prior to the tunnel server, for
example Node C in Fig. 3. In response to a TCP con-
nection request 218 the tunnel server accepts the
request and establishes a socket interface associated
with the resulting TCP connection with Node C.

Upon establishment of the TCP connection with the
last node in the tunnel path prior to the tunnel server,
the tunnel server enters the Receive Relay state 219. In
the Receive Relay state 219, the tunnel server waits to
receive a relay frame at 220, at which time the tunnel
server enters the Connect Wait state 221. If there is

some sort of network error 234 during receipt of the
relay frame at 219, the tunnel server enters the Dying
state 230. During the Dying state 230 the tunnel server
disconnects at 231 the transport layer connection with
the last node in the tunnel path prior to the tunnel
server. After disconnecting the connection, the tunnel
server enters the Dead state 232.

In the Connect Wait state 221, the tunnel server
waits for receipt of a key exchange/authentication
REQUEST frame at 222. Following receipt of the key
exchange/authentication REQUEST frame at 222, the
tunnel server determines whether the requested tunnel
connection is authorized at step 223. The determination
of whether the tunnel connection is authorized is based

on a name of the tunnel initiator, and the key exchange
material within the key exchange/authentication
REQUEST frame.

If the requested tunnel connection is authorized the
tunnel server sends a key exchange/authentication
RESPONSE frame at 224 back to the tunnel initiator. If

the requested tunnel connection is not authorized, the
tunnel server enters the Close state 228, in which it
sends a close connection frame at 229 to the tunnel cli-

ent. Following transmission of the CLOSE connection
frame at 229, the tunnel server enters the Dying state
230.

If the requested tunnel connection is determined to
be authorized at step 223, the tunnel server enters the
Authorized state 225. In the Authorized state, the tunnel
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server transmits and receives tunnel data frames

between itself and the tunnel initiator. If during the
Authorized state 225, the tunnel server receives a
CLOSE connection frame at 233, the tunnel server tran-
sitions to the Dying state 230. If during the authorized
state 225, the tunnel server receives an end session
command from a user at 226, then the tunnel server
transitions to the Close state 228, and transmits a close
connection frame at 229 to the tunnel initiator. If the tun-

nel server in the Authorized state 225 detects an integ-
rity failure in a received packet, the tunnel server
transitions to the Close state 228. In the close state 228
the tunnel server sends a CLOSE connection frame at

229 and subsequently enters the Dying state 230.

Fig. 13 is a state diagram showing an example
embodiment of a state machine within a tunnel relay
node. The tunnel relay node begins in an Accept Wait
state 235. When a request is received to form a reliable
transport layer connection at 236, a reliable transport
layer connection is accepted with the requesting node.
For example, a TCP connection is accepted between
the relay node and the preceding node in the tunnel
path.

The relay node then transitions to the Receive
Relay state 237. During the Receive Relay state 237,
the relay node receives a relay frame at 238. Following
receipt of the relay frame at 238, the relay node deter-
mines what fonrvarding address should be used to for-
ward frames received from the TCP connection

established responsive to the TCP connect event 236. If
the next node in the tunnel path is a tunnel server, the
forwarding address may be selected at 239 so as to
choose an underutilized tunnel server from a group of
available tunnel servers or to choose an operational
server where others are not operational.

Following determination of the forwarding address
or addresses in step 239, the relay node enters the For-
ward Connect state 240. In the Forward Connect state

240, the relay node establishes a reliable transport layer
connection with the node or nodes indicated by the for-
warding address or addresses determined in step 239.

Following establishment of the new connection at
event 241, the tunnel relay enters the Fonrvard state
242. During the Forward state 242, the relay node for-
wards all frames between the connection established at

236 and those connections established at 241. Upon
detection of a network error or receipt of a frame indicat-
ing a closure of the tunnel connection at 243, the tunnel
relay enters the Dying state 244. Following the Dying
state 244, the relay node disconnects any connections
established at event 241. The relay node then enters
the Dead state 246.

Fig. 14 shows an example embodiment of a virtual
private network 249 formed by a pseudo network
adapter 248 and a tunnel connection between a tunnel
client 247 and a tunnel server 253 across a public net-
work 251. The tunnel server 253 and tunnel client 247

are for example network stations including a CPU or

microprocessor, memory, and various I/O devices. The
tunnel server 253 is shown physically connected to a
private LAN 256 including a Network Node 1 257 and a
Network Node 2 258, through a physical network
adapter 254. The tunnel server 253 is further shown
physically connected with a firewall 252 which sepa-
rates the private LAN 256 from the public network 251.
The firewall 252 is physically connected with the public
network 251. The tunnel server 253 is further shown

including a pseudo network adapter 255. The client sys-
tem 247 is shown including a physical network adapter
250 physically connected to the public network 251 .

During operation of the elements shown in Fig. 14,
nodes within the virtual private network 249 appear to
the tunnel client 247 as if they were physically con-
nected to the client system through the pseudo network
adapter 248. Data transmissions between the tunnel cli-
ent and any nodes that appear to be within the virtual
private network are passed through the pseudo network
adapter 248. Data transmissions between the tunnel cli-
ent 247 and the tunnel server 253 are physically accom-
plished using a tunnel connection between the tunnel
client 247 and the tunnel server 253.

Fig. 15 shows elements in an example embodiment
of a pseudo network adapter such as the pseudo net-
work adapter 248 in Fig. 14. In an example embodiment
the elements shown in Fig. 15 are implemented as soft-
ware executing on the tunnel client 247 as shown in Fig.
14. In Fig. 15 there is shown a pseudo network adapter
259 including a virtual adapter driver interface 263, an
encapsulation engine 264, an encryption engine 265, a
decapsulation engine 268, and a decryption engine
266. Further shown in the pseudo network adapter 259
are an ARP server emulator 270 and a Dynamic Host
Configuration Protocol (DHCP) server emulator.

The pseudo network adapter 259 is shown inter-
faced to a TCP/IP protocol stack 260, through the virtual
adapter driver interface 260. The TCP/IP protocol stack
260 is shown interfaced to other services in an operat-
ing system 261, as well as a physical network adapters
driver 262. The physical network adapter's driver 262 is
for example a device driver which controls the operation
of a physical network adapter such as physical network
adapter 250 as shown in Fig. 14.

During operation of the elements shown in Fig. 15,
the pseudo network adapter 259 registers with the net-
work layer in the TCP/IP stack 260 that it is able to reach
the IP addresses of nodes within the virtual private net-
work 249 as shown in Fig. 14. For example, the pseudo
network adapter on the client system registers that it
can reach the pseudo network adapter on the server.
Subsequently, a message from the tunnel client
addressed to a node reachable through the virtual pri-
vate network will be passed by the TCP/IP stack to the
pseudo network adapter 259. The pseudo network
adapter 259 then encrypts the message, and encapsu-
Iates the message into a tunnel data frame. The pseudo
network adapter 259 then passes the tunnel data frame
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back to the TCP/IP protocol stack 260 to be sent
through to the physical network adapter in the tunnel
server. The tunnel server passes the received data
frame to the pseudo network adapter in the server,
which de-encapsulates and decrypts the message.

Fig. 16 shows a more detailed example embodi-
ment of a pseudo network adapter 280. The pseudo
network adapter 280 includes a virtual network adapter
driver interface 288. The transmit path 290 includes an
encryption engine 292, and an encapsulation engine
294. The encapsulation engine 294 is interfaced with a
TCP/IP transmit interface 312 within a TCP/IP protocol
stack, for example a socket interface associated with
the first relay node in the tunnel path, or with the remote
tunnel end point if the tunnel path includes no relays.

In the example embodiment of Fig. 16, the pseudo
network adapter 280 appears to the TCP/IP protocol
stack 282 as an Ethernet adapter. Accordingly, ethernet
packets 286 for a destination addresses understood by
the TCP/IP protocol stack to be reachable through the
virtual private network are passed from the TCP/IP pro-
toool stack 282 to the virtual network adapter interface
288 and through the transmit path 290. Similarly, ether-
net packets 284 received through the pseudo network
adapter 280 are passed from the receive path 296 to the
virtual network adapter interface 288 and on to the
TCP/IP protocol stack 282.

Further shown in the pseudo network adapter 280
of Fig. 16 is a receive path 296 having a decryption
engine 298 interfaced to the virtual network adapter
interface 288 and a decapsulation engine 300. The
decapsulation engine 300 in turn is interfaced to a
TCP/IP receive function 314 in the TCP/IP protocol
stack 282, for example a socket interface associated
with the first relay in the tunnel path, or with the remote
tunnel end point if the tunnel path includes no relays.
The pseudo network adapter 280 further includes an
ARP server emulator 304 and a DHCP server emulator

306. ARP and DHCP request packets 302 are passed
to the ARP server emulator 304 and DHCP server emu-

lator 306 respectively. When a received packet is
passed from the receive path 296 to the TCP/IP stack
282, a receive event must be indicated to the TCP/IP
stack 282, for example through an interface such the
Network Device Interface Specification (NDIS), defined
by Microsoft” Corporation.

Also in Fig. 16 is shown is an operating system 310
coupled with the TCP/IP protocol stack 282. The
TCP/IP protocol stack 282 is generally considered to be
a component part of the operating system. The operat-
ing system 310 in Fig. 16 is accordingly the remaining
operating system functions and procedures outside the
TCP/IP protocol stack 282. A physical network adapter
308 is further shown operated by the TCP/IP protocol
stack 282.

During operation of the elements shown in Fig. 16,
a user passes data for transmission to the TCP/IP pro-
toool stack 282, and indicates the IP address of the

node to which the message is to be transmitted, for
example through a socket interface to the TCP layer.
The TCP/IP protocol stack 282 then determines
whether the destination node is reachable through the
virtual private network. If the message is for a node that
is reachable through the virtual private network, the
TCP/IP protocol stack 282 an ethernet packet 286 cor-
responding to the message to the pseudo network
adapter 280. The pseudo network adapter 280 then
passes the ethernet packet 286 through the transmit
path, in which the ethernet packet is encrypted and
encapsulated into a tunnel data frame. The tunnel data
frame is passed back into the TCP/IP protocol stack 282
through the TCP/IP transmitfunction 312 to be transmit-
ted to the tunnel server through the tunnel connection.
In an example embodiment, a digest value is calculated
for the tunnel data frame before encryption within the
transmit path within the pseudo network adapter.

Further during operation of the elements shown in
Fig. 16, when the TCP/IP protocol stack 282 receives a
packet from the remote endpoint of the TCP/IP tunnel
connection, for exarrple the tunnel server, the packet is
passed to the pseudo network adapter 280 responsive
to a TCP receive event. The pseudo network adapter
280 then decapsulates the packet by removing the tun-
nel header. The pseudo network adapter further
decrypts the decapsulated data and passes it back to
the TCP/IP protocol stack 282. The data passed from
the pseudo network adapter 280 appears to the TCP/IP
protocol stack 282 as an ethernet packet received from
an actual physical device, and is the data it contains is
passed on to the appropriate user by the TCP/IP proto-
col stack 282 based on information in the ethernet

packet header provided by the pseudo network adapter.
Fig. 17 is a flow chart showing steps performed by

an example embodiment of a pseudo network adapter
during packet transmission, such as in the transmit path
290 of Fig. 14. The TCP/IP protocol stack determines
that the destination node of a packet to be transmitted is
reachable through the virtual LAN based on the destina-
tion IP address of the packet and a network layer routing
table. At step 320 the packet is passed to the pseudo
network adapter from the TCP/IP protocol stack. As a
result, a send routine in the pseudo adapter is triggered
for example in the virtual network adapter interface 288
of Fig. 16.

At step 322 the pseudo network adapter send rou-
tine processes the Ethernet header of the packet pro-
vided by the TCP/IP stack, and removes it. At step 324.
the send routine determines whether the packet is an
AFlP request packet. If the packet is an AFlP request
packet for an IP address of a node on the virtual LAN.
such as the pseudo network adapter of the tunnel
server, then step 324 is followed by step 326. Other-
wise, step 324 is followed by step 330.

At step 326, the ARP server emulator in the pseudo
network adapter generates an ARP reply packet. For
example, if the ARP request were for a physical address
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corresponding to the IP address of the pseudo network
adapter on the tunnel server, the ARP reply would indi-
cate a predetermined, reserved physical address to be
associated with that IP address. At step 328 the pseudo
network adapter passes the AFlP response to the virtual
network adapter interface. The virtual network adapter
interface then indicates a received packet to the TCP/IP
protocol stack, for example using an NDIS interface.
The TCP/IP protocol stack then processes the ARP
response as if it had been received over an actual phys-
ical network.

At step 330 the send routine determines whether
the packet is a DHCP request packet requesting an IP
address for the pseudo network adapter. If so, then step
330 is followed by step 332. Otherwise, step 330 is fol-
lowed by step 334.

At step 334, the DHCP server emulator in the
pseudo network adapter generates a DHCP response.
The format of DHCP is generally described in the DHCP
RFC. At step 328 the pseudo network adapter passes
the DHCP response to the virtual network adapter inter-
face, for example indicating an IP address received from
the tunnel server in the client data field of the key
exchange/authentication RESPONSE frame. The vir-
tual network adapter interface then indicates a received
packet to the TCP/IP protocol stack. The TCP/IP proto-
col stack then processes the DHCP response as if it had
been received over an actual pin/sical network.

At step 334 the pseudo network adapter encrypts
the message using an encryption engine such that only
the receiver is capable of decrypting and reading the
message. At step 336 the pseudo network adapter
encapsulates the encrypted message into a tunnel data
frame. At step 338 the pseudo network adapter trans-
mits the tunnel data frame through the tunnel connec-
tion using the TCP/IP protocol stack.

Fig. 18 is a flow chart showing steps performed by
an example embodiment of a pseudo network adapter
during packet receipt, such as in the receive path 296 of
Fig. 14.

At step 350, the pseudo network adapter is notified
that a packet has been received over the tunnel connec-
tion. At step 352 the pseudo network adapter decapsu-
lates the received message by removing the header
fields of the tunnel data frame. At step 354 the pseudo
network adapter decrypts the decapsulated datagram
from the tunnel data frame. At step 356, in an example
embodiment, the pseudo network adapter forms an
Ethernet packet from the decapsulated message. At
step 358 the pseudo network adapter indicates that an
Ethernet packet has been received to the TCP/IP proto-
col stack through the virtual network adapter interface.
This causes the TCP/IP protocol stack to behave as if it
had received an Ethernet packet from an actual Ether-
net adapter.

Fig. 19 shows the data flow within the transmit path
in an example embodiment of a pseudo network
adapter. At step 1 370, an application submits data to be

transmitted to the TCP protocol layer 372 within the
TCP/IP protocol stack. The application uses a conven-
tional socket interface to the TCP protocol layer 372 to
pass the data, and indicates the destination IP address
the data is to be transmitted to. The TCP protocol layer
372 then passes the data to the IP protocol layer 374
within the TCP/IP protocol stack. At step 2 376, the
TCP/IP protocol stack refers to the routing table 378 to
determine which network interface should be used to
reach the destination IP address.

Because in the example the destination IP address
is of a node reachable through the virtual private net-
work, the IP layer 374 determines from the routing table
378 that the destination IP address is reachable through
pseudo network adapter. Accordingly at step 3 380 the
TCP/IP protocol stack passes a packet containing the
data to the pseudo network adapter 382.

At step 4 384, the pseudo network adapter 382
encrypts the data packets and encapsulates them into
tunnel data frames.

The pseudo network adapter 382 then passes the
tunnel data frames packets back to the TCP protocol
layer 372 within the TCP/IP protocol stack through a
com/entional socket interface to the tunnel connection

with the first node in the tunnel path.
The TCP protocol layer 372 then forms a TCP layer

packet for each tunnel data frame, having the tunnel
data frame as its data. The TCP frames are passed to
the IP layer 374. At step 5 386 the routing table 378 is
again searched, and this time the destination IP
address is the IP address associated with the physical
network adapter on the tunnel server, and accordingly is
determined to be reachable over the physical network
adapter 390. Accordingly at step 6 388 the device driver
390 for the physical network adapter is called to pass
the packets to the physical network adapter. At step 7
392 the physical network adapter transmits the data
onto the physical network 394.

Fig. 20 is a data flow diagram showing data flow in
an example embodiment of packet receipt involving a
pseudo network adapter. At step 1 410 data arrives over
the physical network 412 and is received by the physical
network adapter and passed to the physical network
driver 414. The physical network driver 414 passes the
data at step 2 418 through the IP layer 420 and TCP
layer 422 to the pseudo network adapter 426 at step 3
424, for example through a conventional socket inter-
face. At step 4 428 the pseudo network adapter 426
decrypts and decapsulates the received data and
passes it back to the IP layer of the TCP/IP protocol
stack, for example through the TDI (Transport Layer
Dependent Interface AP I) of the TCP/IP stack. The data
is then passed through the TCP/IP protocol stack and to
the user associated with the destination IP address in

the decapsulated datagrams at step 5 430.
Fig. 21 shows data flow in an example embodiment

of packet transmission involving a pseudo network
adapter. Fig. 21 shows an example embodiment for use
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on a Microso ”" Windows 95”" PC platform. In Fig. 21 a
user application 450 passes unencrypted data to an
interface into the TCP layer of the TCP/IP protocol, for
example the Winsock API 452. The user indicates a
destination IP address associated with a node reacha-

ble through a virtual private network accessible through
the pseudo network adapter.

The TCP layer 454 passes the data to the IP layer
456, which in turn passes the data to the Network
Device Interface Specification Media Access Control
(NDIS MAC) interface 458. The pseudo network
adapter 459 has previously registered with the routing
layer (IP) that it is able to reach a gateway address
associated with the destination IP address for the user

data. Accordingly the IP layer uses the NDIS MAC layer
interface to invoke the virtual device driver interface 460

to the pseudo network adapter 459. The pseudo net-
work adapter 459 includes a virtual device driver inter-
face 460, an ARP server emulator 462, and a DHCP
server emulator 464.

In the example embodiment of Fig. 19, the pseudo
network adapter 459 passes the data to a tunnel appli-
cation program 466. The tunnel application program
466 encrypts the IP packet received from the IP layer
and encapsulates it into a tunnel data frame. The tunnel
application then passes the tunnel data frame including
the encrypted data to the WinSock interface 452, indi-
cating a destination IP address of the remote tunnel end
point. The tunnel data frame is then passed through the
TCP layer 454, IP layer 456, NDIS MAC layer interface
458, and physical layer 468, and transmitted on the net-
work 470. Since the resulting packets do not contain a
destination IP address which the pseudo network
adapter has registered to convey, these packets will not
be diverted to the pseudo network adapter.

Fig. 22 is a data flow diagram showing data flow in
an example embodiment of packet transmission involv-
ing a pseudo network adapter. The embodiment shown
in Fig. 22 is for use on a UNIX platform. In Fig. 20 a user
application 472 passes unencrypted data to a socket
interface to the TCP/IP protocol stack in the UNIX
socket layer 474, indicating a destination IP address of
a node reachable through the virtual private network.

The UNIX socket layer 474 passes the data through
the TCP layer 476 and the IP layer 478. The pseudo
network adapter 480 has previously registered with the
routing layer (IP) that it is able to reach a gateway asso-
ciated with the destination IP address for the user data.

Accordingly the IP layer 478 invokes the virtual device
driver interface 482 to the pseudo network adapter 480.
The IP layer 478 passes the data to the pseudo network
adapter 480. The pseudo network adapter 480 includes
a virtual device driver interface 482, and a DHCP server
emulator 484.

In the example embodiment of Fig. 22, the pseudo
network adapter 480 passes IP datagrams to be trans-
mitted to a UNIX Daemon 486 associated with the tun-

nel connection. The UNIX Daemon 486 encrypts the IP

packet(s) received from the IP layer 478 and encapsu-
Iates them into tunnel data frames. The UNIX Daemon

486 then passes the tunnel data frames to the UNIX
socket layer 474, through a socket associated with the
tunnel connection. The tunnel data frames are then

processed by the TCP layer 476, IP layer 478, data link
layer 488, and physical layer 490 to be transmitted on
the network 492. Since the resulting packets are not
addressed to an IP address which the pseudo network
adapter 480 has registered to com/ey, the packets will
not be diverted to the pseudo network adapter 480.

Fig. 23 is a flow chart showing steps to initialize a
example embodiment of a virtual private network. The
steps shown in Fig. 23 are performed for example in the
tunnel client 247 as shown in Fig. 14. At step 500 a tun-
nel application program executing in the tunnel client
sends a tunnel relay frame to the tunnel server. At step
502 the tunnel application program sends a tunnel key
exchange/authentication REQUEST frame to the tunnel
server. The tunnel application in the tunnel server
ignores the contents of the client data field in the tunnel
key exchange/authentication REQUEST frame. The
tunnel application in the tunnel server fills in the client
data field in the tunnel key exchange/authentication
RESPONSE frame with Dynamic Host Configuration
Protocol (DHCP) information, for example including the
following information in standard DHCP format:

1) IP Address for tunnel client Pseudo Network
Adapter
2) IP Address for tunnel server Pseudo Network
Adapter
3) Routes to nodes on the private network physi-
cally connected to the tunnel server which are to be
reachable over the tunnel connection.

At step 504 the tunnel application receives a tunnel
key exchange/authentication RESPONSE frame from
the tunnel server. The client data field 508 in the tunnel

connection response is made available to the pseudo
network adapter in the tunnel client. The tunnel applica-
tion in the tunnel client tells the TCP/IP stack that the

pseudo network adapter in the tunnel client is active.
The pseudo network adapter in the tunnel client is
active and ready to be initialized at step 510.

The tunnel client system is configured such that it
must obtain an IP address for the tunnel client pseudo
network adapter dynamically. Therefore the TCP/IP
stack in the tunnel client broadcasts a DHCP request
packet through the pseudo network adapter. Accord-
ingly, at step 512 the pseudo network adapter in the cli-
ent receives a conventional DHCP request packet from
the TCP/IP stack requesting a dynamically allocated IP
address to associate with the pseudo network adapter.
The pseudo network adapter passes the DHCP request
packet to the DHCP server emulator within the pseudo
network adapter, which forms a DHCP response based
on the client data 508 received from the tunnel applica-
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tion. The DHCP response includes the IP address for
the client pseudo adapter provided by the tunnel server
in the client data. At step 514 the pseudo network
adapter passes the DHCP response to the TCP/IP
stack.

At step 520, the tunnel application modifies the
routing tables within the tunnel client TCP/IP stack to
indicate that the routes to the nodes attached to the pri-
vate network to which the tunnel server is attached all

are reachable only through the pseudo network adapter
in the tunnel server. The IP address of the pseudo net-
work adapter in the tunnel server provided in the client
data is in this way specified as a gateway to the nodes
on the private network to which the tunnel server is
attached. In this way those remote nodes are viewed by
the TCP/IP stack as being reachable via the virtual pri-
vate network through the client pseudo network
adapter.

At step 516 the pseudo network adapter in the tun-
nel client receives an ARP request for a physical
address associated with the IP address of the pseudo
network adapter in the tunnel server. The pseudo net-
work adapter passes the ARP request to the ARP
server emulator, which forms an ARP reply indicating a
reserved physical address to be associated with the IP
address of the pseudo network adapter in the tunnel
server. At step 518 the pseudo network adapter passes
the ARP response to the TCP/IP stack in the tunnel cli-
ent. In response to the ARP response, the TCP/IP stack
determines that packets addressed to any node on the
virtual private network must be initially transmitted
through the pseudo network adapter.

In an example embodiment the present system
reserves two physical addresses to be associated with
the pseudo network adapter in the client and the pseudo
network adapter in the server respectively. These
reserved physical addresses are used in responses to
ARP requests passed through the pseudo network
adapter for physical addresses corresponding to the IP
addresses for the pseudo network adapter in the client
and the pseudo network adapter in the server respec-
tively. The reserved physical addresses should have a
high likelihood of not being used in any actual network
interface.

While the invention has been described with refer-

ence to specific example embodiments, the description
is not meant to be construed in a limiting sense. Various
modifications of the disclosed embodiments, as well as

other embodiments of the invention, will be apparent to
persons skilled in the art upon reference to this descrip-
tion. Specifically, while various embodiments have been
described using the TCP/IP protocol stack, the invention
may advantageously be applied where other communi-
cations protocols are used. Also, while various flow
charts have shown steps performed in an example
order, various implementations may use altered orders
of step in order to apply the invention. And further, while
certain specific software and/or hardware platforms

have been used in the description, the invention may be
applied on other platforms with similar advantage. It is
therefore contemplated that the appended claims will
cover any such modifications or embodiments which fall
within the scope of the invention.

Claims

1. A pseudo network adapter providing a virtual pri-
vate network, comprising:

an interface for capturing packets from a local
communications protocol stack for transmis-
sion on said virtual private network, said inter-
face appearing to said local communications
protocol stack as a network adapter device
driver for a network adapter connected to said
virtual private network;
a first server emulator, providing a first reply
packet responsive to a first request packet cap-
tured by said interface for capturing packets
from said local communications protocol stack
fortransmission on said virtual private network.
said first request packet requesting a network
layer address for said pseudo network adapter.
said first reply indicating a network layer
address for said pseudo network adapter; and
a second server emulator, providing a second
reply packet responsive to an second request
packet captured by said interface for capturing
packets from said local communications proto-
col stack for transmission on said virtual private
network, said second request packet request-
ing a physical address corresponding to a net-
work layer address of a second pseudo
network adapter, said second pseudo network
adapter located on a remote server node, said
second reply indicating a predetermined.
reserved physical address.

The pseudo network adapter of claim 1, further
comprising a means for indicating to said local com-
munications protocol stack that said predeter-
mined, reserved physical address is reachable
through said pseudo network adapter, wherein said
means for indicating modifies a data structure in
said local communications protocol stack indicating
which nodes or networks are reachable through
each network interface of the local system.

The pseudo network adapter of claim 1, further
comprising a means for indicating to said local com-
munications protocol stack that one or more nodes
on a remote private network connected to said
remote server node are reachable through a gate-
way node equal to said second pseudo network
adapter on said remote server node.
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4. The pseudo network adapter of claim 1, further
comprising:

a transmit path for processing data packets
captured by said interface for capturing packets
from said local communications protocol stack
for transmission on said virtual private network;
an encryption engine, within said transmit path,
for encrypting said data packets;
an encapsulation engine, within said transmit
path, for encapsulating said encrypted data
packets into tunnel data frames; and
a means for passing said tunnel data frames
back to said local communications protocol
stack for transmission to a physical network
adapter on said remote server node.

The pseudo network adapter of claim 4, wherein
said transmit path further includes means for stor-
ing a digest value in a digest field in each of said
tunnel data frames, said digest value equal to an
output of a keyed hash function applied to said data
packet encapsulated within said tunnel data frame
concatenated with a counter value equal to a total
number of tunnel data frames previously transmit-
ted to said remote server node.

The pseudo network adapter of claim 4, wherein
said transmit path further includes means for
processing an Ethernet header in each one of said
captured data packets, said processing of said
Ethernet header including removing said Ethernet
headen

The pseudo network adapter of claim 1, further
comprising:

an interface into a transport layer of said local
communications protocol stack for capturing
received data packets from said remote server
node.

The pseudo network adapter of claim 7, further
comprising:

a receive path for processing received data
packets captured by said interface into said
transport layer of said local communications
protocol stack for capturing received data pack-
ets from said remote server node;
an decapsulation engine, within said receive
path, for decapsulating said received data
packets by removing a tunnel frame header;
an decryption engine, within said receive path,
for decrypting said received data packets: and
a means for passing said received data pack-
ets back to said local communications protocol
stack for delivery to a user.

9. A method for providing a pseudo network adapter
for a virtual private network, comprising the steps
of:

capturing packets from a local communications
protocol stack for transmission on said virtual
private network, said capturing through an
interface appearing to said local communica-
tions stack as a network adapter device driver
for a network adapter connected to said virtual
private network;
issuing a first reply packet responsive to a first
request packet captured by said interface for
capturing packets from said local communica-
tions protocol stackfor transmission on said vir-
tual private network. said first request packet
requesting a network layer address for said
pseudo network adapter, said first reply indicat-
ing a network layer address for said pseudo
network adapter; and
issuing a second reply packet responsive to a
second request packet captured by said inter-
face for capturing packets from said local com-
munications protocol stack for transmission on
said virtual private network, said second
request packet requesting a physical address
corresponding to a network layer address of a
second pseudo network adapter, said second
pseudo network adapter located on a remote
server node, said AFlP Reply indicating a pre-
determined, reserved physical address.

10. The method of claim 9, further comprising indicat-
ing to said local communications protocol stack that
said predetermined, reserved plwsical address is
reachable through said pseudo network adapter.
wherein said step of indicating to said local commu-
nications protocol stack modifies a data structure in
said local communications protocol stack indicating
which nodes or networks are reachable through
each network interface of the local system.

. The method of claim 9, further comprising indicat-
ing to said local communications protocol stack that
one or more nodes on a remote private network
connected to said remote server node are reacha-

ble through a gateway node equal to said second
pseudo network adapter on said remote server
node, wherein said step of indicating to said local
communications protocol stack that one or more
nodes on said remote private network connected to
said remote server node are reachable through a
gateway node equal to said second pseudo net-
work adapter on said remote server node modifies
a network layer routing table in said local communi-
cations protocol stack.

12. The method of claim 9, further comprising:
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processing data packets captured by said inter-
face for capturing packets from said local com-
munications protocol stack for transmission on
said virtual private network in a transmit data
path;

encrypting said data packets in an encryption
engine, within said transmit path;
encapsulating said encrypted data packets into
tunnel data frames by an encapsulation
engine, within said transmit path; and
passing said tunnel data frames back to said
local communications protocol stack for trans-
mission to a physical network adapter on said
remote server node, wherein said transmit path
further includes storing a digest value in a
digest field in each of said tunnel data frames,
said digest value equal to an output of a keyed
hash function applied to said data packet
encapsulated within said tunnel data frame
concatenated with a counter value equal to a
total number of tunnel data frames previously
transmitted to said remote server node.

13. The method of claim 12. wherein said transmit path
further includes processing an Ethernet header in
each one of said captured data packets, said
processing of said Ethernet header including
removing said Ethernet header.

. The method of claim 9, further comprising captur-
ing received data packets from said remote server
node through an interface into a transport layer of
said local communications protocol stack, further
comprising:

processing received data packets captured by
said interface into said transport layer of said
local communications protocol stack for captur-
ing received data packets from said remote
server node in a receive path;
decapsulating said received data packets by
removing a tunnel frame header in an decapsu-
lation engine, within said receive path;
decrypting said received data packets in a
decryption engine within said receive path; and
passing said received data frames packets
back to said local communications protocol
stack for delivery to a user.

. The method of claim 9, wherein said network layer
address for said pseudo network adapter and said
predetermined, reserved physical address is com-
municated to said pseudo network adapter from
said remote server node as client data in a connec-

tion response frame.
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Description

FIELD OF THE INVENTION

This invention is related to the field of data communications, and more particularly to a method and means for
establishing an automatic reconfiguration of a user terminal among alternative tasks.

BACKGROUND OF THE INVENTION

With the increasing popularity of personal computers over the last several years has come a striking growth in
transaction-oriented computer-to-computer communications (as opposed to bulk-data transfers among such comput-
ers). For convenience herein such transaction-oriented computer-to-computer communications will be described by the
shorthand term “information transaction". That growth in the use of computers for such information transactions has
unquestionably been fueled by the existence of an international infrastructure for implementing such data communica-
tions, known as the Internet. And, driven by the burgeoning demand for such information transaction services, the Inter-
net has itself experienced explosive growth in the amount of traffic handled.

At least partly in response to that demand, a new level of accessibility to various information sources has recently
been introduced to the Internet, known as the World Wide Web (“WWW”). The WWW allows a user to access a uni-
verse of information which combines text, audio, graphics and animation within a hypermedia document. Links are con-
tained within a WWW document which allow simple and rapid access to related documents. Using a system known as
the HyperText Markup Language (“HTML”), pages of information in the WWW contain pointers to other pages, those
pointers typically being a key word (commonly known as a hyperlink word). When a user selects one of those key
words, a hyperlink is created to another information layer (which may be in the same, or a different information server),
where typically additional detail related to that key word will be found.

In order to facilitate implementation of the WWW on the Internet, new software tools have been developed for user
terminals, usually known as Web Browsers, which provide a user with a graphical user interface means for accessing
information on the Web, and navigating among information layers therein. A commonly used such Web Browser is that
provided by Netscape.

The substantial growth in the use of computer networks, and particularly the WWW, for such information transac-
tions, has predictably led to significant commercialization of this communications medium. For example, with the WWW,
a user is not only able to access numerous information sources, some public and some commercial, but is also able to
access "catalogs" of merchandise, where individual items from such a catalog can be identified and ordered, and is able
to carry out a number of banking and other financial transactions. As will be obvious, such commercial transactions will
typically involve sensitive and proprietary information, such as credit card numbers and financial information of a user.
Thus, with the growth of commercial activity in the Internet, has also come a heightened concern with security.

It is well known that there are persons with a high level of skill in the computer arts, commonly known as “hackers”,
who have both the ability and the will to intercept communications via the Internet. Such persons are thereby able to
gain unauthorized access to various sensitive user information, potentially compromising or misappropriating such
information.

The vulnerability of such sensitive user information to misuse when so transmitted via the Internet is a phenomena
which has only recently received wide public attention. Unless such security concerns can be quickly addressed and
alleviated, the commercial development of this new communications medium may be slowed or even stalled altogether.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the invention to provide an acceptable level of security for sensitive or proprietary infor-
mation associated with information transactions in a public network, such as the Internet. That object is realized through
an arrangement whereby an on-line information transaction is bifurcated between a generalized information access
portion of such a transaction and an exchange of sensitive user information. With such a bifurcation, the generalized
information access portion of the transaction, which generally would constitute the more substantial (in terms of net-
work resources) portion of the transaction would be handled via a non-secure network usually a public network such
as the Internet. The portion of the transaction involving sensitive user information, on the other hand, would be handled
by a separate secure connection, such as a private network, or intranetwork. An important characteristic of this bifurca-
tion arrangement is the provision of a means for automated reconfiguration of a user terminal as between accessing
the generalized information via the non-secure network and access to the secure communications network for the
exchange of sensitive user information. Such an automated reconfiguration will be carried out without the necessity for
any action on the part of the user, and indeed will be largely invisible to the user. In a further embodiment of the inven-
tion, a transfer of data is provided from a public to a private network, wherein data selected by a user from a public net-



249

EP 0 814 589 A2

work site may be arranged and displayed at a user terminal and, subject to further user selection/confirmation activity,
thereafter transferred to a private network.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 depicts an illustrative case of information transactions carried out via a public network such as the Internet.
Figure 2 shows the architecture of a browser as would typically be applied for accessing a hypermedia web page.
Figure 3 illustrates the primary elements of the reconfigurable dual-path method of the invention.
Figure 4 depicts in flow chart form the basic jump capability of the methodology of the invention.
Figures 5A & 5B (generally designated collectively herein as "Figure 5") depict in flow chart form the "shopping

cart" capability of the methodology of the invention.
Figure 6A & 6B (generally designated collectively herein as "Figure 6") depict in flow chart form the stored config-

uration capability of the methodology of the invention.
Figure 7A & 7B (generally designated collectively herein as "Figure 7") depict in flow chart form the off—line form

capability of the methodology of the invention.

DETAILED DESCRIPTION

For clarity of explanation, the illustrative embodiment of the present invention is presented as comprising individual
functional blocks. The functions these blocks represent may be provided through the use of either shared or dedicated
hardware, including, but not limited to, hardware capable of executing software.

Figure 1 depicts an illustrative case of information transactions carried out via the Internet. As seen in the figure,
an exemplary user obtains access to the Internet by First connecting, via a Terminal 11 0 having an associated Browser
111, to an Internet Service Provider 112 selected by the user. That connection between the user and the Internet Serv-
ice Provider will typically be made via the Public Switched Telephone Network (PSTN) from a modem associated with
the user's Terminal to a network node in the Internet maintained by the selected Internet Service Prcwider.

Once the user has obtained access to the selected Internet Service Provider, an address is provided for connection
to another user or other termination site and such a connection is made via the Internet to that destination location. As

can be seen from the figure, communication via the Internet may be either user-to-user, as from Terminal 110 to Termi-
nal 130, or from a user to a node representing an information source accessed via the Internet, such as Public Site 1 20.

It will of course be understood that the Internet provides service to a large number of users and includes a large
number of such Public Sites, but the illustration provides the essential idea of the communication paths established for
such Internet communication. It will also be understood that a number of service classifications are supported by the
Internet, with the World Wide Web service, which represents a preferred embodiment for the public network aspect of
the method of the invention, being one of the currently most heavily trafficked of such services.

The Web Browser, such as depicted at 111, can be seen as a software application operating in conjunction with a
user terminal (such as Terminal 110) which provides an interface between such a user terminal and the particular func-
tionality of the WWW information site. The architecture of such a browser is generally described in terms of three main
components, as illustrated in Figure 2. At the top level is the Browser 201, which enables the acquisition of information
pages from a WWW server (beginning, in all cases, with the "home page” for that server), for display at a display device
associated with the terminal. The Browser also provides the necessary interface for the terminal with the HTML func-
tionality used by the server to provide access to other linked information layers.

The second level of the browser architecture is the TCP/IP Stack 202, which handles the communications protocols
used for connecting the terminal to the WWW server. The bottom level of this architecture is the Dialer 203, which typ-
ically handles the function of providing dialing and setup digits to a modem, as illustrated at 204, such a modem gener-
ally being a part of the terminal. Normally, upon receiving dialing and other setup information from the dialer, the modem
would cause a connection to be made via the PSTN to the Internet Service Provider selected for that terminal.

After a connection is established in this manner to the Internet Service Provider, an address would be provided for
the WWW information node sought to be contacted, a connection to that node made through the Internet, and the home
page for that node caused to be displayed at the terminals display device. A user would then select a key word in that
home page, typically by clicking on the word with a mouse or similar device, and, upon transmission of that selection
signal to the WWW server, a hyperlink would be created to the linked information layer and the open page of that layer
would be caused to be displayed at the user terminal.

As explained above, serious questions have been raised in respect to the security of communications via the public
Internet. (Note, that the discussion herein is focused on the Internet, and particularly the WWW functionality of the Inter-
net, as a preferred embodiment of such public data communication networks generally, but the methodology of the
invention will be applicable to any such network.) To address this problem, the methodology of the invention begins with
a bifurcation of the information transaction between a user and the selected information transaction provider into a por-
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tion related to sensitive or proprietary user information, and other information comprising that transaction. With such a
bifurcation, it becomes possible to provide substantial security for that proprietary information by use of an alternative
communications path for that separated portion of the transaction via a private network, or intranetwork -- i.e., a con-
nection between a user's terminal and a secure serving node on that private network. It is anticipated that a coordina-
tion means will be established in respect to the management of information among the public and private network
elements of the bifurcated information transaction.

In its basic form, this methodology may be carried out by the user terminal initiating a call via the Internet to a
selected WWW node, and upon establishing connection to that node, proceeding with the desired information transac-
tion up to the point where an exchange of sensitive or proprietary information were required. At that point the user ter-
minal would be instructed by the WWW server to terminate that connection (i.e., hangup) and to place a new call to an
identified private network server for the necessary exchange of sensitive information.

However, in order to accomplish such a dual-path transaction, it is necessary that the browser at the user terminal
be reconfigured to provide the dialing, authorization (i.e., login and password), and other needed information for
accessing the alternative private network, in order to implement the proprietary portion of the transaction. It will also
usually be the case that, upon completion of that private-netvvorktransaction, the original dialer, stack and browser con-
figurations will need to be restored, in order for the terminal to retain its normal Internet access functionality. Such a
reconfiguration and subsequent restoral of the necessary parameters in the browser, stack and dialer is likely to be well
beyond the capabilities of the average user.

Accordingly, as a further embodiment of the inventive methodology, an automated browser reconfiguration means
is provided which interoperates with the browser. This browser reconfiguration means is described in detail hereafter
and will be referred to as the "Bridging Software".

Figure 3 provides an illustration of the primary elements of the reconfigurable dua|—path method of the invention.
As seen in the figure, a first path comparable to the Internet link shown in Figure 1, between User Terminal 301 and
WW Serving Node 330 (via Browser 302, Modem 303, Internet Service Provider 310, and Internet 320) is provided.
However, an alternative path is now provided from the output of Modern 303 to Private Server 350. That path is illus-
trated as being via the PSTN, which is generally regarded as being highly secure, but an alternative dedicated or other
more-secure path between the User Terminal 301 and the Private Server 350 could as well be provided. In keeping with
the discussion above, Browser 302 shown in Figure 3 would also include the Bridging Software installed as a helper
application for implementing the automatic reconfiguration of the Browser.

In the operation of this system, a user would normally make an initial connection to an Internet application, such as
the application represented by WWW Serving Node 330, which, e.g., might be a shopping application, afinancial trans-
action, or the provision of an enrollment form for off-line preparation. After conducting all, or some portion of an infor-
mation transaction short of an exchange of sensitive or proprietary information, including a capture by the user's
terminal of needed information from the public site, a user provides a signal indicative of an end to that portion of that
transaction. During the course of the public portion of the information transaction, specially configured files are sent
from the WWW serving node to the Bridging Software associated with Browser 302. Such files contain instructions for
the Bridging Software to store information-like products -- e.g., for selected items from a catalog, forms for enrollment,
or non-secure portions of a financial transaction, and reconfiguration information for dialing and logging into the private
portion of the transaction. The Bridging Software then hangs up the Internet connection, edits the user termina|‘s
browser, stack and dialer files to reconfigure the terminal to connect to the private server. Prior to automatic redialing
of the new private site for the user, the Bridging Software may be instructed by the application operating at WWW
Server Node 330 to display items chosen for purchase, or to display a form for the end-user to complete off-line before
dialing the private application. Upon connecting to the private application and completing the transaction as to the user
sensitive information in a private environment, the Bridging Software then restores the end-user software to the dialing
and authorization parameters required to dial to the public Internet.

A particularly advantageous application of the automated reconfiguration and information transfer methodology of
the Bridging Software is that it adds value to certain WWW servers which do not possess the Common Gateway Inter-
face (“CGI’) capability -- i.e., a provision of specialized functions on the server beyond just displaying HTML files, and
are accordingly unable to accomplish anytransactional processing in respect to items selected by a user. In effect, such
a non-CGI server, on its own, can only serve as a ‘‘billboard'' for the items represented in its database.

However, with the collection and redelivery process of the Bridging Software, a data capture and processing mech-
anism can be implemented for servers operating in a non-CGI environment -- such servers being incapable of more
than the simple delivery of static data packets corresponding to available items. The data set enabled by the Bridging
Software is a mechanism for augmenting such limited server capabilities by defining a flexible mechanism for the
receipt, display, and delivery of arbitrary data from one site to another.

In such a scenario, the Bridging Software receives a “shopping cart" item list from the host as a data-set defined
with a static MIME data packet associated with the Bridging Software. This information comprising the data-set may be
updated, displayed to the user in a “read-only" fashion, or presented to the user for order selection.
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During the process of interacting with the WWW server, a user may trigger HTML links resulting in additional MIME
packets for the Bridging Software being delivered to the client. These packets allow items to be added and/or removed
from the specified data set or presented to the user for local confirmation. The user will interact with a pop-up screen
provided by the Bridging Software which presents the items available with product information, such as part number,
description, unit cost, etc. The user identifies those items which are to be placed into the “shopping cart" and the quan-
tity of items desired. Upon completion of the form, the Bridging Software stores the order in a format suitable for sub-
sequent delivery to the private server site.

An additional feature provided by the methodology of the Bridging Software is an automated mechanism for provid-
ing compatibility with user terminals not previously having the Bridging Software included with the termina|'s browser.
To that end, the Bridging Software located at an accessed public network site initially checks to see if the browser coun-
terpart for that software is loaded at the calling user terminal. If yes, the heretofore described processes of the Bridging
Software go forward. It not however, a request is sent through the public host to download the Bridging Software to the
calling terminal. After such a download, a helper application loads the Bridging Software to the terminals browser.

I. Illustrative Embodiments

A variety of browser reconfiguration applications are supported by the automated browser reconfiguration means
of the invention. Four essentially diverse capabilities of this invention, which support such applications, are described
hereafter as illustrative embodiments of the invention.

A. Basic Jump Capabilities

In this configuration, which is illustrated in flow chart form in Figure 4, an end-user is connected to a chosen WWW
serving node (where a desired information product is made available) via a modem and an Internet browser associated
with the user‘s terminal (Step 401 of Figure 4). After conducting an information transaction with the selected WWW
serving node for some interval (determined in relation to the specific application accessed), the user clicks on a hyper-
text link, or picture, to begin an automated process which will cause that public session to be terminated and a new con-
nection established to an alternate private data network (Step 402).

In response to that user action, a data message containing parameter reconfiguration instructions is passed from
the WWW server application to the Bridging Software at the user's terminal (Step 403). Upon receiving such instruc-
tions, the Bridging Software edits the user‘s on-line communications software parameters, reconfiguring that software
to dial the alternate data network (Step 404). This reconfiguration is fully automatic and transparent to the user, and
includes parameters such as modem dial number, Iogin, password, and TCP/IP addresses. At that point, the Bridging
Software causes the modem to disconnect the current data network connection, shutting down the browser, and to then
dial the alternate private data network (Step 405).

With the establishment of a connection to the private server on the alternate data network, the user interacts with
the alternate data network application as appropriate (Step 406), and after an interval completes his activity with the
alternate data network and provides an indication of such completion (Step 407). A data message containing parame-
ter reconfiguration instructions is then passed from the alternate data network application to the Bridging Software
(Step 408).

At that point, the Bridging Software again edits the user‘s on-line communications software parameters, reconfig-
uring them to dial the original public data network, or another preselected network (Step 409). As with the first recon-
figuration, this configuration is automatic and includes parameters such as modem dial number, Iogin, password, and
TCP/IP addresses. The Bridging Software automatically causes the current private data network to be disconnected by
the modem (Step 410), and if appropriate, causes the original public data network to be redialed (Step 411). When
such a reconnection to the public data network is established, the end-user would then continue his application in the
public data network.

B. “Shopping Cart” Capability

With this configuration, illustrated in flow chart form in Figure 5, a user begins by establishing a connection to a
WWW application (assuming for the moment that the application is non-CGI enabled) at a serving node for that appli-
cation, using the Internet browser and modem associated with the user's terminal (Step 501 of Figure 5). Upon finding
an item in that application to be saved, or remembered for later consideration, or purchase, the user clicks on a hyper-
text link, or picture, representing that item (Step 502). That application then sends a data message to the Bridging Soft-
ware containing information about the items selected (Step 503) and such information is stored by the Bridging Soft-
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ware in the "shopping cart" file in the user's terminal (Step 504). Such selection download and storage steps (i.e., steps
502, 503 & 504) are repeated for as many items as the user chooses to select. At any point after the Bridging Software
has received the first set of item selection information, the user can instruct the Bridging Software to cause those
selected items about which such information has been received to be displayed locally (at the user's terminal), where
the user may review or edit (including deletion if desired) the collection of items theretofore selected. The application
may also control display characteristics such as color and font for such locally displayed items. Note that in the case of
a CGI-enabled application, the application itself will keep track of the items selected by the user and only download the
totality of the selected items at the end of the selection process, and accordingly, the described local display option will
not be applicable to such a CGI-enabled application.

At the point of completion of his “shopping”, the user clicks on a hyper-text link or picture to "check out” (Step 505),
which will begin a process of causing a jump to an alternate data network for the completion of sensitive portions of the
transaction. To that end, a data message containing parameter reconfiguration instructions is passed from the WWW
application to the Bridging Software (Step 506). It is to be noted that, as a security measure, information such as the
new dial number, IP address, home page, configuration data (e.g., login, password, DNS address) may be passed over
the public network in encrypted form.

Upon receiving such reconfiguration instructions, the Bridging Software edits the user's on-line communications
software parameters, reconfiguring that software to dial the alternate data network (Step 50H. This reconfiguration is
fully automatic and transparent to the user, and includes parameters such as modem dial number, login, password, and
TCP/IP addresses. At that point, the Bridging Software causes the modem to disconnect the current data network con-
nection, shutting down the browser, and to then dial the alternate data network (Step 508).

The Bridging Software passes the stored “shopping cart" data captured from the WWW application to the alternate
network application (Step 509), where that data may be displayed for the user, permitting the user to confirm and/or
modify the data (Step 510). The user interacts with the alternate data network application as appropriate, and after an
interval completes his activity with the alternate data network (Step 511) and thus, by providing an appropriate comple-
tion signal to the application, completing the private portion of the information transaction (Step 512). A data message
containing parameter reconfiguration instructions is then passed from the alternate data network application to the
Bridging Software (Step 513).

The Bridging Software, at this point, again edits the user's on-line communications software parameters, reconfig-
uring them to dial the original (or another pre-defined) data network (Step 514). As with the first reconfiguration, this
configuration is automatic and includes parameters such as modern dial number, login, password, and TCP/IP
addresses. The Bridging Software automatically causes the current private data network to be disconnected by the
modem (Step 515), and if appropriate, causes the original public data networkto be redialed (Step 516). When such a
reconnection is established to the point in the public data network where the user had left off to handle the secured
aspects of his information transaction, the user would then continue his application in the public data network

0. Stored Configuration Capabilities

For this configuration, depicted in flow chart form in Figure 6, an end-user is connected to a chosen WWW serving
node (where a desired information product is made available) via a modem and an Internet browser associated with the
user's terminal (Step 601 of Figure 6). The user selects a hypertext link or picture associated with the WWW application
by clicking on such link or picture (Step 602). A data message containing parameter reconfiguration instructions and an
application icon (related to the selected hypertext link or picture) is passed from the WWW application to the Bridging
Software (Step 603).

The Bridging Software creates an icon for display at the user's terminal, and saves a Bridging Software configura-
tion file that is associated with that icon (Step 604). Such Bridging Software actions are automatic and multiple selec-
tions may he captured in this manner. At this point the user may continue the on-line session, or, if all desired selections
have been made, a signal is provided from the user that the session should be discontinued (Step 605). The Bridging
Software then automatically disconnects the current data network connection (Step 606).

After disconnecting from the WWW application, and following an interval determined by the user, a new application
is selected by the user by clicking on the appropriate new icon displayed at the user's terminal (Step 607). The Bridging
Software receives the reconfiguration instructions from the file associated with the selected icon (Step 608).

The Bridging Software edits the user's on-line communications software parameters, reconfiguring that software to
dial the alternate data network (Step 609). The Bridging Software then automatically starts the user's Internet browser
software and causes the alternate network application to be dialed by the modem associated with that terminal (Step
610). Upon establishing a connection to the alternate network, the user interacts with that application and completes
the transaction to the user's satisfaction (Step 611). After a signal is sent to the alternate network indicating such com-
pletion of the user's activity (Step 612), a data message containing parameter reconfiguration instructions is passed
from the alternate data network application to the Bridging Software (Step 613). That Software then causes the user's
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terminal configuration parameters to be reset (Step 614) and the alternate data network to be automatically discon-
nected (Step 615).

D. Off-Line Form Capability

In this configuration, depicted in flow chart form in Figure 7, an end-user is connected to a chosen WWW serving
node (where a desired information product is made available) via a modem and an Internet browser associated with the
user's terminal (Step 701 of Figure h. The user selects a hypertext link or picture associated with an off-line form appli-
cation -- an exemplary such form being an HTML-based form -- by clicking on such link or picture (Step 702). A data
message containing parameter reconfiguration instructions for the Bridging Software, the selected off-line-form appli-
cation, and an optional icon (related to the selected hypertext link or picture) is passed from the WWW application to
the Bridging Software (Step 703). Note that the selected oft-line form may be for either single or multiple use.

In the case of a delayed or multiple use of the selected form, the Bridging Software may create an icon for display
at the user's terminal, and will save a Bridging Software configuration file that is associated with that icon (Step 704).
The form in question is also saved on the user's terminal. Such Bridging Software actions are automatic. At this point
the user may continue the on-line session, or, if all desired selections have been made, a signal is provided from the
user that the session should be discontinued (Step 705). The Bridging Software then automatically disconnects the cur-
rent data network connection (Step 706).

After disconnecting from the WWW application, two cases are to be considered as to the further processing of the
selected form: (1) an immediate single use of the form and (2) either a delayed or multiple use of the form. In the first
case, the Bridging Software edits the user's on-line communications software parameters, reconfiguring that software
to dial the alternate data network. The Bridging Software then automatically starts the user's Internet browser software
which is caused to display the off-line form. The user then completes the off-line form and chooses a “Submit Form"
button displayed at his terminal.

In the second case, the Bridging Software will have created an icon for display at the user's terminal and saved a
Bridging Software configuration file associated with that icon. Following an interval determined by the user, the off-line-
form application is started by the user by clicking on the new form icon displayed at the user's terminal (Step 707). The
Bridging Software receives the reconfiguration instructions from the tile associated with the selected icon (Step 708).

The Bridging Software edits the user's on-line communications software parameters, reconfiguring that software to
dial the alternate data network (Step 709). The Bridging Software then automatically starts the user's Internet browser
software which is caused to display the off-line form (Step 710). The user then completes the off-line form and chooses
a “Submit Form" button displayed at his terminal (Step 711).

In either thefirst or second case, following activation of the “Submit Form" button, the alternate network application
is then caused to be dialed by the Bridging Software. Upon establishing a connection to the alternate network, the form
data is passed to the alternate network (Step 712). The user then interacts with that application and completes the
application (Step 713). After a signal is sent to the alternate network indicating such completion of the user's activity
(Step 714),a data message containing parameter reconfiguration instructions is passed from the alternate data network
application to the Bridging Software (Step 715). That Software then causes the user's terminal configuration parame-
ters to be reset (Step 716) and the alternate data network to be automatically disconnected (Step 71 7).

CONCLUSION

A system and method has been described for the automatic switching of an information transaction between two
or more alternate networks. This functionality, which incorporates a reconfiguration means designated herein as the
Bridging Software, supports the movement of application specific data from one on-line environment to another. Among
potential applications of this process for passing data between different environments are: selected items for purchase
("shopping cart"), captured data from forms. and other server captured data such as web pages visited.

The Bridging Software reconfiguration means is intended to work with various Web Browser software implementa-
tions, including the Netscape Personal Edition (NPE) Software for Windows 3.1 and 3.1 1, and which represents a work-
ing embodiment for the invention. The Bridging Software installs itself as a helper application within the browser
application and utilizes a special MIME type configuration file to pass reconfiguration and "shopping cart" information
from the server to the client software.

When an application requires a user to re—connect to a private application, a reconfiguration file is passed to the
Bridging Software helper application via a CGI script or simple hyper-text link. The helper application disconnects the
current data connection, reconfigures the dial parameters (dial #, Iogin password, DNS address, and home page) and
initiates the dial program so the end-user can access the private application.

When the end-user connects to the private application, the Bridging Software reconfiguration means provides the
new “private server" application with data collected from the “public server", and the application resumes in a private.
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secure environment.

The Bridging Software allows both short term and long term storage of dial configurations. Configurations passed
to the Bridging Software can be designated as single use configurations and discarded after the application has termi-
nated, or saved and displayed to the end-user as a dial choice by the Bridging Software.

Although the present embodiment of the invention has been described in detail, it should be understood that vari-
ous changes, alterations and substitutions can be made therein without departing from the spirit and scope of the inven-
tion as defined by the appended claims. In particular, it is noted that. while the invention has been primarily described
in terms of a preferred embodiment based on an automatic reconfiguration between a public and a private data net-
work. any the methodology of the invention will be equally applicable to any set of alternate networks.

Claims

1. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;

receiving information from said serving node in said first data network for effecting a reconfiguration of said
communications path for said transaction from said first connection in said first data network to a second con-
nection in a second data network; and

automatically connecting said terminal device to a serving node in said second data network via said second
connection.

2. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;

selecting at least one information item from a data base of said information items provided at said serving node
in said first data network;

causing said selected information items to be downloaded to said terminal device via said first connection;
receiving information from said serving node in said first data network for effecting a reconfiguration of said
communications path for said transaction from said first connection in said first data network to a second con-
nection in a second data network; and

automatically connecting said terminal device to a serving node in said second data network via said second
connection.

3. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;

identifying at least one data network application from a data base of said data network applications provided
at said serving node in said first data network;
receiving information from said serving node in said first data network for reconfiguring said terminal device for
implementation of a communication path via an alternate connection between said terminal device and at least
one of said identified data network applications in a second data network; and
in response to a selection signal from a user, automatically connecting said terminal device to a selected one
of said identified data network applications via said alternate connection.

4. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;

selecting an off-line form application from a data base provided at said serving node in said first data network;
receiving information from said serving node in said first data network for reconfiguring said terminal device for
implementation of a communication path via a second connection between said terminal device and said
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selected off-line form application in a second data network; and

in response to, a selection signal from a user, automatically connecting said terminal device to said selected
off-line form application.

The method for managing a transaction of Claim 1 or 2 including the further step of recognizing a signal to recon-
figure said communications path from said first connection to said second connection.

The method for managing a transaction of Claim 3 wherein said selected data network application is operated at a
sewing node in said second data network.

The method for managing a transaction of Claim 4 wherein said selected off-line form application is operated at a
serving node in said second data network.

The method for managing a transaction of one of the Claims 1, 2, 6 or 7 wherein said serving nodes in said first
and said second data networks are manifested in a common node.

The method for managing a transaction of Claim 1 or 2 wherein said step of receiving information includes the fur-
ther step of effecting said reconfiguration of said communications path.

. The method for managing a transaction of Claim 1 or 2 wherein said step of automatically connecting includes the
step of automatically disconnecting said first connection prior to implementation of said second connection.

. The method for managing a transaction of Claim 1 or 2 including the further steps of:

automatically disconnecting said second connection in response to a user signal; and
reconfiguring said terminal device to enable, in response to user instruction, an implementation of a connection
via an identified data network.

. The method for managing a transaction of Claim 11 wherein said step of automatically reconfiguring said terminal
device includes the step of effecting said implementation of said connection via said identified data network.

. The method for managing a transaction of Claim 2 wherein said step of causing said selected information items to
be downloaded includes the further step of causing said selected information items to be displayed at said terminal
device.

. The method for managing a transaction of Claim 13 wherein said displayed selected items can be edited by a user
at said terminal device.

. The method for managing a transaction of Claim 13 wherein display characteristics for said displayed selected
items can be controlled at said terminal device.

. The method for managing a transaction of Claim 2 wherein said step of automatically connecting includes the step
of uploading said selected information items from said terminal device to said service provider via said second con-
nection.

. The method for managing a transaction of Claim 3 including the further steps of:

automatically disconnecting said alternate connection in response to a user signal; and
reconfiguring said terminal device to enable implementation of a pre-selected connection between said termi-
nal device and an identified data network.

. The method for managing a transaction of Claim 17 wherein said step of automatically reconfiguring said terminal
device includes the further step of effecting said implementation of said pre-selected connection.

. The method for managing a transaction of Claim 4 including the further step of downloading from said serving node
in said first data network to said terminal device of an off-line form related to said off-line form application.

. The method for managing a transaction of Claim 4 including the further step of uploading said downloaded off-line



256

EP 0 814 589 A2

form from said terminal device to said selected off-line form application, after processing by a user.

. The method for managing a transaction of Claim 4 including the further steps of:

automatically disconnecting said connection to said selected off-line form application in response to a user sig-
nal; and

reconfiguring said terminal device to enable implementation of a pre-selected connection between said termi-
nal device and an identified data network.

. The method for managing a transaction of Claim 21 wherein said step of automatically reconfiguring said terminal
device includes the further step of effecting said implementation of said pre-selected connection.

. A method for managing connections between a terminal device and at least one information source/processor
wherein at least two of said connections are implemented via separate communications networks, comprising the
steps of:

recognizing a signal for connection to an information source/processor via a communications network other
than a communications networkfor which a predetermined connection is configured;
causing said terminal device to implement a connection to said information source/processor via said other
communications network; and

upon termination of said information source/processor connection via said other communications network,
automatically reconfiguring a connection criteria in said terminal device to enable said terminal device to imple-
ment, in response to user instruction, a connection via an alternative one of said communications networks.

. The method for managing connections of Claim 23 wherein said recognizing step occurs at a point when said ter-
minal device is connected to a given source/processor.

. The method for managing connections of Claim 23 wherein information items may be selected by a user at said
terminal device from said given source/processor, and including the further step of causing said selected informa-
tion items to be downloaded from said source/processor to said terminal device.

. The method for managing connections of Claim 25 wherein said step of effecting connection includes the further
step of uploading said selected information items from said terminal device to said other information source/proc-
essor.

. The method for managing connections of Claim 26 wherein said selected information items are processed by said
user at said terminal device prior to uploading to said other information source/processor.

. The method for managing connections of Claim 24 including the further step of causing said given source/proces-
sor to download to said terminal device configuration data for enabling said step of effecting connection to said
other information source/processor.

. The method for managing connections of Claim 24 including the further step of causing said other source/proces-
sor to download to said terminal device configuration data for enabling said step of automatically restoring a prior
connection criteria in said terminal device.

. A method for enhancing security of certain data in an on-line information transaction comprising the steps of:

bifurcating said information transaction into afirst portion comprising said certain data and a remaining portion,
wherein said remaining portion is carried out via a public on-line communications connection between a termi-
nal device and a public information server;
causing said first portion to be carried out via a secure private on-line communications connection between
said terminal device and a private information server; and
automatically reconfiguring network access means in said terminal device to switch between said public con-
nection and said private connection.
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FIG. 6B
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231 7792

VIRTUAL PRIVATE NETWORK ON APPLICATION GATEWAY

 m

Field 9: the lngentign

The present invention pertains generally to network communications, and

in particular to a system and method for securely transferring information

between firewalls over an unprotected network.

Baskzmnndlnicunafinn

Firewalls have become an increasingly important part ofnetwork design.

Firewalls provide protection of valuable resources on a private network while

allowing communication and access with systems located on an unprotected

network such as the Internet. In addition, they operate to block attacks on a

private network arriving from the unprotected network by providing a single

connection with limited services. A well designed firewall limits the security

problems ofan Internet connection to a single firewall computer system. This

allows an organization to focus their network security efforts on the definition of

the security policy enforced by the firewall. An example ofa firewall is given in

“SYSTEM AND METHOD FOR PROVIDING SECURE INTERNETWORK

SERVICES” by Boebert et 21. (PCT Published Application No. W0 96/13] 13,

published on May 2, 1996), the description ofwhich is hereby incorporated by

reference. Another description ofa firewall is provided by Dan Thomson in

“Type Enforcement: the new security model”, Proceedings: Multimedia.‘ Full-

Service Impact on Business, Education, and the Home, SPIE Vol. 2617, p. 143,
August 1996. Yet another such system is described in “SYSTEM AND

METHOD FOR ACHIEVING NETWORK SEPARATION” by Gooderum et 21].

(PCT Published Application No. WO 97/29413, published on August 14, 1997),

the description of which is hereby incorporated by reference. All the above

systems are examples ofapplication level gateways. Application level gateways

use proxies or other such mechanisms operating at the application layer to

process tra.fl"1c through the firewall. As such, they can review not only the
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message trafic but also message content. In addition, they provide

authentication and identification services, access control and auditing.

Data. to be transferred on unprotected networks like the Internet is

susceptible to electronic eavesdropping and accidental (or deliberate) corruption.

Although a firewall can protect data within a private network from attacks

launched from the unprotected network, even that data is vulnerable to both

eavesdropping and corruption when 1ransferrcd from the private network to an

external machine. To address this danger, the Internet Engineering Task Force

(IETF) developed a standard for protecting data transferred between firewalls

over an unprotected network. The Internet Protocol Security (IPSEC) standard

calls for encrypting data before it leaves the first firewall, and then decrypting

the data when it is received by the second firewall. The decrypted data is then

delivered to its destination, usually a user workstation connected to the second

firewall. For this reason IPSEC encryption is sometimes calledfircwaIl-to-

firewall encryption (FFE) and the connection between a workstation connected

to the first firewall and a client or server connected to the second firewall is

termed a virtualprivate network, or VPN.

The two main components of IPSEC security are data encryption and

sender authentication. Data encryption increases the cost and time required for

the eavesdropping party to read the transmitted data. Sender authenfication

ensures that the destination system can verify whether or not the encrypted data

was actually sent from the workstation that it was supposed to be sent from. The

IPSEC standard defines an encapsulated payload (ESP) as the mechanism used

to transfer encrypted data. The standard defines an authentication header (AH)
as the mechanism for establishing the sending workstation's identity.

Through the proper use of encryption, the problems of eavesdropping and
corruption can be avoided; in effect, a protected connection is established from

the internal network connected to one firewall through to an internal network

connected to the second firewall. In addition, IPSEC can be used to provide a

protected connection to an external computing system such as a portable
personal computer.
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IPSEC encryption and decryption work within the IP layer ofthe network

protocol stack. This means that all communication between two IP addresses

will be protected because all interfirewall communication must go through the IP

layer. Such an approach is preferable over encryption and decryption at higher

levels in the network protocol stack since when encryption is performed at layers

higher than the IP layer more work is required to ensure that all supported

communication is properly protected. In addition, since IPSEC encryption is

handled below the Transport layer, IPSEC can encrypt data sent by any

application. IPSEC therefore becomes a transparent add-on to such protocols as
TCP and UDP.

Since, however, IPSEC decryption occurs at the IP layer, it can be

difiicult to port IPSEC to an application level gateway while still maintaining
control at the proxy over authentication, message content, access control and

auditing. Although the IPSEC specification in RFC 1825 suggests the use of a

mandatory access control mechanism in a rnulti-level secure (MLS) network to

compare a seemity level associated with the message with the security level of

the receiving process, such an approach provides only limited utility in an

application level gateway environment. In fact, implementations on application

level gateways to date have simply relied on the fact that the message was

IPSEC-encrypted as assurance that the message is legitimate and have simply

decoded and forwarded the message to its destination. This creates, however, a

potential chink in the firewall by assuming that the encrypted communication
has access to all services.

What is needed is a method ofhandling IPSEC messages within an

application level gateway which overcomes the above deficiencies. The method

should allow control over access by an IPSEC connection to individual services
within the internal network.

 E3

The present invention is a system and method for regulating the flow of

messages through a firewall having a network protocol stack, wherein the

network protocol stack includes an Internet Protocol (IP) layer, the method
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comprising the steps ofdetermining, at the IP layer, if a message is encrypted, if

the message is not encrypted, passing the unencrypted message up the network

protocol stack to an application level proxy, and ifthe message is encrypted,

decrypting the message and passing the decrypted message up the network

protocol stack to the application level proxy, wherein the step ofdecrypting the

message includes the step ofexecuting a procedure at the IP layer to decrypt the
message.

According to another aspect of the present invention, a system and

method is described for authenticating the sender of a message within a

computer system having a network protocol stack, wherein the network protocol

stack includes an Internet Protocol (IP) layer, the method comprising the steps of

determining, at the IP layer, ifthe message is encrypted, ifthe message is

encrypted, deerypdng the message, wherein the step ofdecrypting the message

includes the step of executing a procedure at the IP layer to decrypt the message,

passing the decrypted message up the network protocol stack to an application

level proxy, determining an authentication protocol appropriate for the message,
and executing the authentication protocol to authenticate the sender of the

message.

hereof, and which is shown by way ofillustration only, specific embodiments in

which the invention may be practiced. It is to be understood that other

embodiments may be utilized and structural changes may be made without

departing from the scope of the present invention.

In the drawings, where like numerals refer to like components throughout
the several views:

Figure I is a functional block diagram ofan application level gateway-

implemented firewall-to-firewall encryption scheme according to the present
30 invention;
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Figure 2 is a block diagram showing access control checking of both

encrypted and unencrypted messages in network protocol stack according to the

present invention;

Figure 3 is a block diagram of a representative application level gateway-

implemented firewall-to-firewall encryption scheme;

Figure 4 is a block diagram of one embodiment of a network-separated

protocol stack implementing IPSEC according to the present invention; and

Figure 5 is a functional block diagram ofa firewall-to-workstation

encryption scheme according to the present invention.

c' ' oftheP E '

In the following detailed description of the preferred embodiment,

references made to the accompanying drawings which form a part hereof, and in

which is shown by way of illustration specific preferred embodiments in which

the invention may be practiced. These embodiments are described in sufficient

detail to enable those skilled in the art to practice the invention, and it is to be

understood that other embodiments may be utilized and that structural, logical,

physical, architectural, and electrical changes may be made without departing

from the spirit and scope of the present invention. The following detailed

description is, therefore, not to be taken in a limiting sense, and the scope of the

present invention is defined only by the appended claims and their equivalents.

A system 10 which can be used for firewall-to-firewall encryption (FFE)

is shown in Figure 1. In Figure 1, system 10 includes a workstation 12

communicating through a firewall 14 to an unprotected network 16 such as the

Internet. System 10 also includes a workstation 20 communicating through a

firewall 18 to unprotected network 16. In one embodiment, firewall 18 is an

application level gateway.

As noted above, IPSEC encryption and decryption work within the IP

layer of the network protocol stack. This means that all communications

between two IP addresses will be protected because all interfirewall

communication must pass through the IP layer. IPSEC takes the standard
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Internet packet and converts it into a carrier packet. The carrier packet is

designed to do two things: to conceal the contents ofthe original packet

(encryption) and to provide a mechanism by which the receiving firewall can

verify the source of the packet (authentication). In one embodiment of the

present invention, each IPSEC carrier packet includes both an authentication

header used to authenticate the sending machine and an encapsulated payload

containing encrypted data. The authentication header and the encapsulated

payload features of IPSEC ‘can, however, be used independently. As required in

RFC 1825, DES-CBC is provided for use in encrypting the encapsulated payload

while the authentication header uses keyed MD5.

To use IPSEC, you must create a security association (SA) for each

destination IP address. In one embodiment, each SA contains the following
information:

— Security Parameters Index (SP1) - The index used to find a SA on

receipt of an IPSEC datagram.

Destination IP address - The address used to find the SA and

trigger use of IPSEC processing on output.

The peer SPI - The SP] value to put on a IPSEC datagram on

output.

The peer IP address — The destination IP address to be put into the

packet header if IPSEC Tunnel mode is used.

The Encryption Security Payload (ESP) algorithm to be used.

The ESP key to used for decryption of input datagtams.

The ESP key to used for encryption of output datagrams.

The authentication (AH) algorithm to be used.

The AH key to be used for validation of input packets.

The AH key to be used for generation of the authentication data

for output datagrams.

The combination ofa given Security Parameter Index and Destination IP

address uniquely identifies a particular “Security Association.” In one
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embodiment, the sending firewall uses the sending userid and Destination

Address to select an appropriate Security Association (and hence SP1 value).

The receiving firewall uses the combination of SP] value and Source address to

obtain the appropriate Security Association.

A security association is normally one-way. An authenticated

cornrnurrications session between two firewalls will normally have two Security

Parameter Indexes in use (one in each direction). The combination of a

particular Security Parameter Index and a particular Destination Address

uniquely identifies the Security Association.

More information on the specifics ofan IPSEC FFE implementation can

be obtained from the standards developed by the IPSEC work group and

documented in Security Architecturefor IP (RFC 1825) and in RFC's 1826-
1 829.

When a datagram is received from unprotected network 16 or is to be

transmitted to a destination across unprotected network 16, the firewall must be

able to determine the algorithms, keys, etc. that must be used to process the

datagram correctly. In one embodiment, this information is obtained via a

security association loolcup. In one such embodiment, the lookup routine is

passed several arguments: the source IP address ifthe datagram is being received

from network 16 or the destination IP address ifthe datagram is to be transmitted

across network 16, the SP1, and a flag that is used to indicate whether the lookup

is being done to receive or transmit a datagram.

When an IPSEC datagram is received by firewall 18 from unprotected

network 16, the SP1 and source IP address are determined by looking in the

datagram. In one embodiment a Security Association Database (SADB) stored

within firewall 18 is searched for the entry with a matching SPI. In one such

embodiment, security associations can be set up based on network address as

well as a more granular host address. This allows the network administrator to

create a security association between two firewalls with only a couple of lines in

a configuration file on each machine. For such embodiments, the entry in the

Security Association Database that has both the matching SP1 and the longest
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address match is selected as the SA entry. In another such embodiment, each SA

has a prefix length value associated with the address. An address match on a SA

entry means that the addresses match for the number of bits specified by the

prefix length value.

There are two exceptions to this search process. First, when an SA entry

is set marked as being dynamic it implies that the user of this SA may not have a

fixed IP address. In this case the match is fully determined by the SP1 value.

Thus it is necessary that the SP1 values for such SA entries be unique in the

SADB. The second exception is for SA entries marked as tunnel mode entries.

In this case it is normally the case that the sending entity will hide its source

address so that all that is visible on the public wire is the destination address. In

this case, like in the case where the SA entries are for dynamic IP addresses, the

search is done exclusively on the basis of the SP1.

When transmitting a datagram across unprotected network 16 the SADB

is searched using only the destination address as an input. In this case the entry

which has the longest address match is selected and returned to the calling
routine.

In one embodiment, if firewall 18 receives datagams which are

identified as either an lP_PROT0_IPSEC_BSP or IP_PROTO_IPSBC_AH

protocol datagram, there must be a corresponding SA in the SADB or else

firewall 18 will drop the packet and an audit message will be generated. Such an

occurrence might indicate a possible attack or it might simply be a symptom of

an erroneous key entry in the Security Association Database.

In a system such as system 10, application level gateway firewall 18 acts

as a buffer unprotected network 16 and workstations such as

workstation 20. Messages coming from unprotected network 16 are reviewed

and a determination is made as to whether execution of an authentication and

identification protocol is warranted. In contrast to previous systems, system 10

also performs this same determination on IPSEC-encrypted messages. If

desired, the same authentication and identification can be made on messages to

be transferred from Workstation 20 to unprotected network 16. Figure 2
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illustrates one way of authenticating both encrypted and unencrypted messages

in a system such as system 10.

In the system of Figure 2 a network protocol stack 40 includes a physical

layer 42, an Internet protocol (IP) layer 44, a Transport layer 46 and an

application layer 48. Such a protocol stack exists, for instance on application

level gateway firewall 18 ofFigure 1. An application executing in application

layer 48 can communicate to an application executing on another system by

preparing a message and transmitting it through one ofthe existing transport

services executing on transport layer 46. Transport layer 46 in turn uses a

process executing in IP layer 44 to continue the transfer. Physical layer 42

provides the software needed to transfer data through the communication

hardware (e.g., a network interface card or a modern). As noted above, IPSEC

executes within IP layer 44. Encryption and authentication is transparent to the

host as long as the network administrator has the Security Association Database

correctly configured and a key management mechanism is in place on the
firewall.

In application level gateway firewall 18, a proxy 50 operating within

application layer 48 processes messages transferred between internal and

external networks. All network-to-network traflic must pass through one of the

proxies within application layer 48 before being the transfer across networks is

allowed. A message arriving from external network 16 is examined at IP layer

44 and an SADB is queried to determine if the source address and SPI are

associated with an SA. In the embodiment shown in Figure 2, an SADB Master

copy 52 is maintained in persistent memory at application layer 48 while a copy

54 of SADB is maintained in volatile memory within the kernel. If the message

is supposed to be encrypted, the message is decrypted based on the algorithm

and key associated with the particular SA and the message is transferred up

through transport layer 46 to proxy 50. Proxy 50 examines the source and

destination addresses and the type of service desired and decides whether

authentication of the sender is warranted. If so, proxy 50 initiates an

authentication protocol. The protocol may be as simple as requesting a user
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name and password or it may include a challenge/response authentication

process. Proxy 50 also looks to see whether the message coming in was

encrypted or not and may factor that into whether a particular type of

authentication is needed. In Telnet, for instance, user name/password

authentication may be slmcient for an FFE link while the security policy may

dictate that a more stringent challengelresponse protocol is needed for

unencrypted links. In that case, proxy 50 will be a Telnet proxy and it will base

its authentication protocol on whether the link was encrypted or not.

Since IPSEC executes within IP layer 44 there is no need for host

firewalls to update their applications. Users that already have IPSEC available

on their own host machine will, however, have to request that the firewall

administrator set up SA’s in the SADB for their trafic.

In the embodiment shown in Figure 2, a working copy 54 of the Security

Association Database consisting of all currently active SA's is kept resident in

memory for ready access by IP layer processing as datagrams are received and

transmitted. In addition, a working master copy 52 of the SADB is maintained

in a file in nonvolatile memory. During system startup and initialization

processing the content of all of the required SA’s in master SADB 52 is added to

the working copy 54 stored in kernel memory.

In one embodiment, firewall 18 maintains different levels of security on

internal and external network interfaces. It is desirable for a firewall to have

different levels of security on both the internal and external interfaces. In one

embodiment, firewall 18 supports three difierent levels, numbered 0 through 2.

These levels provide a simple policy mechanism that controls permission for

both in-bound and out-bound packets.

Level 0 - do not allow any in-bound or out-bound traffic unless there is a

security association between the source and destination.
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- Level 1 - Allow both in-bound and out-bound non-IPSEC traffic but

force the use ofIPSEC ifa SA exists for the address. (T0 support this firewall

18 must look for a SA for each invbound datagz-am.)

- Level 2 - allow NULL security associations to exist. NULL associations

are just like normal security associations, except no encryption or authentication

transform is performed on in-bound or out-bound packets that correspond to this

NULL association. With Level 2 enabled, the machine will still receive

unprotected traffic. but it will not transmit unless Level 1 is enabled.

The default protection level established when the Security Association

Database (SADB) is initialized at boot time is 1 for in-bound traflic and 2 for

out-‘bound traffic.

An Access Control List, or ACL, is a list of rules that regulate the flow of

Internet connections through a firewall. These rules control how a firewa1l’s

sewers and proxies will react to connection attempts. “Then a server or proxy

receives an incoming connection, it performs an ACL check on that connection.

An AOL check compares a set ofparameters associated with the

connection against a list ofAC]. rules. The rules determine whether the

connection is allowed or denied. A rule can also have one or more side effects.

A side effect causes the proxy to change its behavior in some fashion. For

example, a common side effect is to redirect the destination IP address to an

alternate machine. In addition to [P connection attempts, ACL checks can also

made on the console logins and on logins made from serial ports. Finally, ACL

checks can also be made on behalfof IP access devices, such as a Cisco box,

through the use of the industry standard TACACS+ protocol.

In one embodiment, the ACL is managed by an acld daemon running in

the kernel of firewalls 10 and 30. The acid daemon receives two types of

requests, one to query the ACL and one to administer it. In one such

embodiment, the ACL is stored in a relational database such as the Oracle

database for fast access. By using such a database, query execution is .

asynchronous and many queries can be executing concurrently. In addition,

these types ofdatabases are designed to manipulate long lists ofrules quickly
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and efficiently. These qualifies ensure that a given query cannot hang up the

process that issued the query for any appreciable time (> 1-2 seconds).

In one such embodiment, the database can hold up to 100,000 users and

up to 10,000 hosts but can be scaled up to the capacity of the underlying

database engine. The results of an ACL check is cached, allowing repeated

checks to be turned around very quickly-

Applications on firewalls 10 and 30 can query acld to determine if a

given connection attempt should be allowed to succeed. In one embodiment, the

types of applications (i.e. “agents") that can make ACL queries can be divided

into four classes:

1) Proxies. These allow connections to pass through firewall 10 or 30 in

order to provide access to a remote service. They include tnauthp

(authenticated telnet proxy), pftp (FTP proxy), httpp (HTTP proxy), and

tcpgsp (TCP generic service proxy).

Servers. These provide a service on the firewall itself. They include ftpd

and httpd.

Login agents. Login agent is a program on the firewall that can create a

Unix shell. It is not considered a server because it cannot receive IP

connections. One example is /usrlbin/login when used to create a dialup

session or a console session on firewall 10 or 30. Another example is the

command rrole.

Network Access Servers (NAS). NAS is a remote IP access device,

typically a dialup box manufactured by such companies as Cisco or

Bridge. The NAS usually provides dialup telnet service and may also

provide SLIP or PPP service.

Proxies, servers, login agents, and NASes make queries to acld to

determine if a given connection attempt should be allowed to succeed. All ofthe

agents except NAS make their queries directly. NAS, because it is remote, must

communicate via an auxiliary daemon that typically uses an industry standard

protocol such as RADIUS or TACACS+. The auxiliary daemon (e.g., tacradd)

in turn forwards the query to local acld.
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As a side effect of the query, acld tells the agent ifauthentication is

needed. If no authentication is needed, the connection proceeds immediately.

Otherwise acld provides (as another side effect) a list ofallowed authentication

methods that the user can choose from. The agent can present a menu of choices

or simply pick the first authentication method by default. Typical authentication

methods include plain password, SNK DSS, SDI Secu.rID, LOCKout DES, and

LOCKout FORTEZZA. In one embodiment, the list of allowed authentication

methods varies depending on the host name, user name, time of day, or any

combination thereof.

In the case of a Level 0 policy, it would be safe to assume that all

incoming traffic is encrypted or authenticated. In the case ofLevels 1 through 2,

a determination must be made whether or not a security association exists for a

given peer. Otherwise an application may believe that in-bound traffic has been

authenticated when it really has not. (That is why it is necessary to look for an

SA on input of each non-IPSEC datagram.)

In one embodiment, a flag which accompanies the message as it is sent

from IP layer 44 to proxy 50 indicates whether the incoming message was or was

not encrypted. In another embodiment, proxy 50 accesses Security Association

Database 54 (the table in the kernel can be queried via an SADB routing socket

(PF-SADB)) to determine whether or not a security association exists for a given

peer.. The SADB socket is much like a routing socket found in the stock BSD

4.4 kernel (protocol family PF-ROUTE) except that PF-SADB sockets are used

to maintain the Security Association Database (SADB) instead of the routing

table. Because the private keys used for encryption, decryption, and keyed

authentication are stored in this table, access must be strictly prohibited and

allowed to only administrators and key management daemons. Care must be

taken when allowing user-level daemons access to /dev/mem or /dev/kmem

as well, since the keys are stored in kernel memory and could be exposed with

some creative hacking.

In one embodiment, a command-line tool called sadb is used to support

the generation and maintenance of in-kernel version 54 of SADB. The primary
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interface between this tool and the SADB is the PF-SADB socket. The kernel

provides socket processing to receive client requests to add, update, or change

entries in in-kernel SADB 54. As noted above, the default protection level

established when the Security Association Database (SADB) is initialized at boot

fime is 1 for in-bound traffic and 2 for out-bound traffic. This may be changed

by the use of the sadb command.

The existing sadb command was derived fiom the NIST implementation

of IPSEC. As noted above, this tool is much like route in that it uses a special

socket to pass data structures in and out ofthe kernel. There are three commands

recognized by the sadb command: get, set, delete. The following simple shell

script supports adding and removing a single SA entry to SADB 54. It shows

one embodiment ofa parameter order for adding a SA to the SADB.

# I /bin/sh
if [ $# -ne 11
then

echo "usage: $0 <on>|<off>" >&2
exit 1

f i

ONOF1-"==$ 1

addsa ()

{
IPADDRESS=$2
PEERADDRESS=0.0.0.0

PREFIXLEN=O # Num Of bits, 0 => full 32
bit match

LOCALADDR.ESS=0 . D . O . 0

REALADDRESS=0.0.0.0

PORT=0

PROTOCOL=O

UID=O

DESALG=l

IVLEN=4

DESKEY=0bOb0bOb0b0b0b0b
DESKEYLEN=8

AHALG-—-1 # l = MD5

AHKEY=30313233343S36373031323334353637

AHKEYLEN=16 # bytes

LOCAL_SPI=$l
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PEER__S PI = $ 1

'I'UNNEL_MODE=0
AHRESULTLBN=4

cOMBINED_MODE=1 # On output, 1
AH; 0 = AH, then ESP

DYNAMIC_FLAG=0

if [ "$ONOFF" = "on"
then

./sadb add dst $IPADDRESS SPREFIXLEN $LOCAL_SPI

SUID SPEERADDRESS $PEER_SPI $TUNNEL_MODE SLOCALADDRESS
SREALADDRESS $PROTOCOL SPORT SDESALG $IVLEN $DESKEYLEN

$DESKEY $DESKEYLEN SDESKEY $AHALG SAHKEYLEN $AHKEY

$AHKEYLEN SAHKEY $AHREsULTLEN $COMINED_MODE
$DYNAMIC_FLAG
else

./sadb delete dst SIPADDRESS $LOCAL-SPI
fi

}

# Get down to work:

addsa 500 172.17.128.115 # number6.sctc.com

The current status of in-kernel SADB 54 can be obtained with the sadb

command. The get option allows dumping the entire SADB or a single entry. In

one embodiment, the complete dump approach uses /dev/kmem to find the

information. The information may be presented as follows:

# sadb get dst

Local-SPI Address-Family Destination-Addr

Preflx_1ength UID M

Peer-Address Peer—SPI Transport-Type
Local-Address Real-Address
Protocol Port

ESP_A1g_ID ESP_IVEC_Length

ESP_Enc_Key_length ESP_Bnc_ESP_Key
EsP_Dec_Key_length ESP_Dec_ESP_Key

AH_Alg_ID AH_Data_Length

AH;§en_Key_Length AH_Gen_Key

AH_Check_Key_Length AH_Check_Key
combined_Mode Dynamic_Flag
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40

S00 INET: nurnbezt-6.sctc.com 0 0

0.0.0.0 500 Transport(0) 0
0.0.0.0 0.0.0.0

None None

DES/CBC-RPC1829(1) 4
8 0b0b0b0bObObObOb

8 0b0b0bOb0bOb0bOb

MD5-RFC1828»(1) 4

16 30313233343536373031323334353637

16 30313233343536373031323334353637

ESP+AH(l) 0

501 INET: spokes.sctc.com 0 0

0.0.0.0 501 'I'ransport(O) 0
0.0.0.0.0.0.0.0

None None

DES/CBC-RFC:L829(l) 4
8 obobobobobobobob

8 Ob0b0b0bOb0bDbOb

MD5—R.FCl828(l) 4
16 30313233343536373031323334353637

I 6 3031323334353637303l3233 34353637
ESP+AH(l) 0

End of list .

When a new entry is added to in-keme1SADB 54, the add process first

checks to see that no existing entry will match the values provided in the new

entry. If no match is found then the entry is added to the end of the existing

SADB list.

To illustrate the use and administration of an FFE, we'll go through an

example using FFE 70 in Figure 3. Firewalls 14 and 13 are both applicafion

level gateway firewalls implemented according to the present invention.

Workstations H2 and H3 both Want to communicate with H1. For the

administrator of firewalls 14 and 18. this is easy to accomplish. The

administrator sets up a line something like this (we'll only show the IP address

part and SPI parts of the SA, since they're the trickiest values to configure. Also,

assume that we are using tunnel mode):

# Hypothetical SW1 Config File


