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#

# Fields are laid out in the following manner:
# srcaddrornet= localSPI= peeraddr= peerSPI::
realsrcaddr= localaddr= key=

# The following entry sets up a tunnel between hosts
behind Swi
# and hosts behind SW2.
sYc=172.16.0.0 localSPI=666 peer=192.168.100.5
peersSPI=777 \
realsrcaddr=192.168.100.5 localaddrs=0.0.0.0
key=0xdeadbeeffadebabe

Hypothetical SW2 Config File
Fields are laid out in the following manner:

srcaddrornet= localSPI= peeraddr= peerSPI=
realsrcaddr= localaddr= key=

H WK

# The following entry'sets up a tunnel between hosts
behind SW1 and
# hosts behind SwW2.
src=172.17.0.0 localSPI=777 peer=192.168.20.1
peerSPI=666 \
realsrcaddr=192.168.20.1 localaddr=0.0.0.0 \
key=0xdeadbeeffadebabe

With this setup, all traffic is encrypted using one key, no matter who is
talking to whom. For example, traffic from H2 to Hl as well as traffic from H3
to HI will be encrypted with one key. Although this setup is small and simple, it
may not be enough.

What happens if H2 cannot trust H3? In this case, the administrator can
set up security associations at the host level. In this case, we have o rely on the
SPI field of the SA, since the receiving firewall cannot tell from the datagram
header which host behind the sending firewall sent the packet. Since the SPI is
stored in IPSEC datagrams, we can do a leokup to obtain its value, Below are
the sample configuration files for both firewalls again, but this time, each host
combination communicates with a different key. Moreover, H2 excludes H3

from communications with Hl, and H3 excludes H2 in the same way.
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# Hypothetical SW1l Config File

#

# Fields are laid out in the following manner:
# srcaddrornet= localSPI= peeraddr= peerSPI=
realsrcaddr= localaddr= key=

# The following entry sets up a secure link between H2
and Hl
src=172.16.0.2 localSPI=666 peer=192.168.100.5
peerSPI=777 \

realsrcaddr=192.166.100.5
localaddrs=178.17.128.71 \

key=0x0alal0alalbalalala

# The following entry sets up a secure link between H3
and Hl
src=172.16.0.1 localSPI=555 peer=192.168.100.5
peerSPI=888 \

realsrcaddr=192.168.100.5
localaddrs=178.17.128.71 \

key=0%x0b0b0b0ob0b0b0bOb

Hypothetical SW2 Config File
Fields are laid out in the following manner:

gsrcaddrornet= localSPI= peeraddr= peerSPI=
realsrcaddr= localaddr= key=

#
#
#
#

# The following entry sets up a secure link between H2
and H1l
8rc=172.17.128.71 localSPI=777 peer=1592.168.20.1
peersSPI=666 \
realsrcaddr=192.168.20.1 localaddrs=172.16.0.2 \
key=0x0al0albalalalaldala

# The following entry sets up a secure link between H3
and H1l
src=172.17.128.71 localSPI=888 peer=192.168.20.1
peerSPI=555 \
realsrcaddr=192.168.20.1 localaddre=172.16.0.1 \
key=0x0b0b0b0b0b0b0ob0b

Figure 4 is a block diagram showing in more detail one embodiment of
an IPSEC-cnabled application level gateway firewall 18. Application level
gateway firewall 18 provides access control checking of both encrypted and
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unencrypted messages in a more secure environment due to its network-

separated architecture. Network separation divides & system into a set of

independent regions or burbs, with a domain and a protocol stack assigned to
each burb. Each protocol stack 40x has its own independent set of data
structures, including routing information and protocol information. A given
socket will be bound to a single protocol stack at creation time and no data can

pass between protocol stacks 40 without going through proxy space. A proxy 50

therefore acts as the go-between for transfers between domains. Because of this,

a malicious attacker who gains contro! of one of the regions is prevented from

being able to compromise processes executing in other regions. Network

separation and its application to an application level gateway is described in

“SYSTEM AND METHOD FOR ACHIEVING NETWORK SEPARATION”,

U.S. Application No. 08/599,232, filed February 9, 1996 by Gooderum et al.

In the system shown in Figure 4, the in-bound and out-bound datagram
processing of a security association continues to follow the conventions defined
by the network separation model. Thus all datagrams received on or sent to 2
given burb remain in that burb once decrypted. In one such embodiment SADB
socket 78 has been defined to have the type ‘sadb’. Each proxy 50 that requires
access to SADB socket 78 to execute its query as to whether the received
message was encrypted must have create permission to the sadb type.

The following is list of specific requirements that a system such as is
shown in Figure 4 must provide. Many of the requirements were discussed in
the information provided earlier in this document.

1. Firewall applications may query the IPSEC subsystem to determine if
traffic with a given address is guaranteed to be encrypted.

2. Receipt of an unencrypted datagram from an address that has a SA results
in the datagram being dropped and an audit message being generated.

3. On receipt of encrypted protocol datagramns the SADB searches will be
done using the SPI as the primary key. The source address will a
secondary key. The SA returned by the search will be the SA which
matches the SPI exactly and has the longest match with the address.
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A search of the SADB for a SPI that finds an entry that is marked as SA
for a dynamic IP will not consider the address in the search process.

A search of the SADB for a SPI that finds an entry that is marked as a SA
for a tunnel mode connection will to consider the address if it is (0.0.0.0)
i.e INADDR.

On receipt of a non-IPSEC datagram the SADB will be searched for an
entry that matches the src address. Ifa SA is found the datagram will be
dropped and an audit message seat.

SADB searches on output will be done using the DST address as key. If
morc than one SA entry in the SADB has that address the first one with
the maximum address match will be returned.

The SADB must be structured so that searches are fast regardless if the
search is done by SPI or by address.

The SADB must provide support for connections to a site with a fixed
SPI but changing IP address. SA entries for such connections will be
referred to as Dynamic Address Sites, or just Dynamic entries.

When a dynamic entry is found by a SPI search, the current datagram’s
SRC address, which is required to ensure that the return datagrams are
properly encrypted, will be recorded in the SA only after the AH
checking has passed successfully. (This is because if the address is
recorded before AH passes then an attacker can cause return packets of
an outgoing connection to be transmitted in the clear.)

A failure of an AH check on a dynamic entry results in an audit message.
In an embodiment where the firewall requires that all connections use
both AH and ESP, on receipt the order should be AH first ESP second.
The processing structure on both input and output should try to minimize
the number of SADB required lookups.

Returning to Figure 4, in onc embodiment firewall 18 includes a crypto

engine interface 80 used to encrypt an IPSEC payload. Crypto engine interface

80 may be connected to a software encryption engine 82 or to a hardware
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encryption engine 84. Engines 82 and 84 perform the actual encryption function
using, for example, DES-CBC. In addition, software encryption engine 82 may
include the keyed MDS algorithm used for AH.

{n one embodiment, crypto engine interface 80 is a utility which provides
a consistent interface betwcen the software and hardware encryption engines. As
shown in Figure 4, in one such embodiment interface 80 only supports the use of
the use of hardware cryptographic engine 84 for IPSEC ESP processing. The
significant design issuc that interface 80 must deal with is that use of a hardware
encryption engine requires that the processing be down in disjoint steps
operating in different interrupt contexts as engine 84 completes the various
processing steps.

The required information is stored in a request structure that is bound to
the IP datagram being processed. The request is of type crypto_request_t.
This structure is quite large and definitely does not contain 2 minimum state set.

In addition to the definition of the request data structure, this software
implementing interface 80 provides two functions which isolate the decision of
which cryptographic engine to use. The crypt_des_encrypt function is for
use by the IP output processing to encrypt a datagram. The
crypt_des_decrypt function is for use by the IP input processing to
decrypt a datagram. If hardware encryption engine 84 is present and other
hardware usage criteria are met the request is enqueued on a hardware processing
queue and a return code indicating that the cryptographic processing is in
progress is returned. If software engine 82 is used, the return code indicates that
the cryptographic processing is complete. In the former case, the continuation of
the IP processing is delayed until after hardware encryption is done. Otherwise
it is completed as immediately in the same processing stream.

There are two software cryptographic engines 82 provided in the IPSEC
software. One provides the MDS algorithm used by the IPSEC AH processing,
and the other provides the DES algorithm used by the IPSEC ESP processing.
This software can be obtained from the US Government IPSEC implementation.
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In one embodiment hardware cryptographic engine 84 is provided by a
Cylink SafeNode processing board. The interface to this hardware card is
provided by the Cylink device driver. A significant aspect of the Cylink card
that plays a major part in the design of the IPSEC Cylink driver is that the card
functions much like a low level subroutine interface and requires software
support to initiate each processing step. Thus to encrypt or decrypt an individual
datagram there are a minimum of two steps, one to set the DES initialization
vector and one to do the encryption. Since the IP processing can not suspend
itself and wait while the hardware completes and then be rescheduled by the
hardware interrupt handler, in one embodiment a finite state machine is used to
tie sequences of hardware processing elements together. In one such
embodiment the interrupt handler looks at the current state, executes a defined
after state function, transitions to the state and then executes that state’s start
function.

One function, cyl_enqueue_request, is used to initiate cither an
encrypt or a decrypt action. This function is designed to be called by
cryptographic engine interface 80. All of the information required to initiate the
processing as well as the function to be performed after the encryption operation
is completed is provided in the request structure. This function will enqueue the
request on the hardware request queuc and stant the hardware processing if
necessary.

A system 30 which can be used for firewall-to-workstation encryption is
shown in Figure 5. In Figure 5, system 30 includes a workstation 12
communicating through a firewall 14 to an unprotected network 16 such as the
Internet. System 30 also includes a workstation 32 communicating directly with
firewall 14 through unprotected network 16. Firewall 14 is an application level
gateway incorporating IPSEC handling as described above. (It should be noted
that IPSEC security cannot be used to authenticate the personal identity of the
scnder for a firewall to firewall transfer. When IPSEC is used, however, on a

single user machine such as a portable personal computer, IPSEC usage should
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be protected with a personal identification number (PIN). In these cases IPSEC
can be used to help with user identification to the firewall)

According to the IPSEC RFC'’s, you can use either tunnel or transport
mode with this embodiment based on your security needs. In certain situations,
the communications must be sent in tunnel mode to hide unregistered addresses.

Although specific embodiments have been illustrated and described
herein, it will be appreciated by those of ordinary skill in the art that any
arrangement which is calculated to achieve the same purpose may be substituted
for the specific embodiment shown. This application is intended 1o cover any
adaptations or variations of the prescnt invention. Therefore, it is intended that

this invention be limited only by the claims and the equivalents thereof.
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What is claimed is:

1. A method of regulating the flow of messages through a firewall having a
network protocol stack, wherein the network protocol stack includes an Intemet
Protocol (IP) layer, the method comprising the steps of:

determining, at the IP layer, if a message is encrypted;

if the message is not encrypted, passing the unencrypted message up the
network protocol stack to an application level proxy; and

if the message is encrypted, decrypting the message and passing the
decrypted message up the network protocol stack to thg application level proxy,
wherein the step of decrypting the message includes the step of executing a

procedure at the IP layer to decrypt the message.

2. A method of authenticating the sender of a message within a computer
system having a network protoco! stack, wherein the network protocol stack
includes an Internet Protocol (IP) layer, the method comprising the steps of

determining, at the IP layer, if the message is encrypted;

if the message is encrypted, decrypting the message, wherein the step of
decrypting the message includes the step of executing a process at the IP layer to
decrypt the message;

passing the decrypted message up the network protocol stack to an
application level proxy;

determining an authentication protocol appropriate for the message; and

executing the authentication protocol to authenticate the sender of the

message.

3. ‘The method according to claim 2 wherein the step of determining an
authentication protocol appropriate for the message includes the steps of:
determining a source IP address associated with the message; and
determining the authentication protocol associated with the source IP
address.
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4, The method according to claim 2 wherein the message includes security
parameters index and wherein the step of determining an authentication protocol
appropriate for the message includes the steps of:

determining the authentication protocol associated with 8 dynamic IP
address, wherein the step of determining the authentication protoco} includes the
step of looking up 2 security association based on the security parameters index;

determining a current address associated with the dynamic source IP
address; and

binding the current address to the security parameters index.

5. A firewall, comprising:

a first communications interface;

a second communications interface;

a network protocol stack connected to the first and the second
communications interfaces, wherein the network protocol stack includes an
Internet Protocol (IP) layer and a transport layer;

a decryption procedure, operating at the IP layer, wherein the decryption
procedure decrypts encrypted messages received at one of said first and second
communications interfaces and outputs decrypted messages; and

a proxy, connected to the transport layer of said network protocol stack.
wherein the proxy receives decrypted messages from the decryption procedure
and executes an authentication protocol based on the content of the decrypted

message.

6. A firewall, comprising:

a first cornmunications interface;

a second comrunications interface;

a first network protocol stack connected to the first communications
interface, wherein the first network protocol stack includes an Internet Protocol

(P) layer and a transport layer;
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a second network protocol stack connected to the second
communications interface, wherein the second petwork protocol stack includes
an Internet Protocol (IP) layer and a transport layer;

a decryption procedure, operating at the IP layer of the first network
protocol stack, the decryption procedure receiving encrypted messages received
by said first communications interface and outputting decrypted messages; and

a proxy, connected to the transport layers of said first and second network
protocol stacks, the proxy receiving decrypted messages from the decryption
procedure and cxécuting an authentication protocol based on the content of the

decrypted message.

7. The firewall according to claim 6 wherein the firewall further includes:
a third communications interface; and
a third network protocol stack connected to the third comrnunications
interface and to the proxy, wherein the third network protocol stack includes an
Internet Protocol (IP) layer and a transport layer and wherein the second and
third network protocol stacks are restricted to first and second burbs,

respectively.

8. A method of establishing a virtual private network between a firstand a
second network, wherein each network includes an application level gateway
fSirewall which uses a proxy operating at the application layer to process traffic
through the firewall, wherein each firewall includes a network protocol stack and
wherein each network protoco) stack includes an Internet Protocol (IP) layer, the
method comprising the steps of:

transferring a connection request from the first network to the second
network;

determining, at the IP layer of the network protocol stack of the second

network’s firewall, if the connection request is encrypted;
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if the connection request is encrypted, decrypting the request, wherein the
step of decrypting the request includes the step of executing a procedure at the IP
layer of the second network’s firewall to decrypt the message;

passing the connection request up the network protocol stack to an
application level proxy;

determining an authentication protocol appropriate for the connection
request;

executing the authentication protocol to authenticate the connection
request; and

if the connection request is authentic, establishing an active connection
between the first and second networks.

9. The method according to claim 8 wherein the step of executing the
authentication protocol includes the step of executing program code within the
firewal! of the second network to mimic a challenge/response protocol executing

on a server internal to the second network.

10.  The method according to claim 8 wherein the step of executing the
authentication protocol includes the step of executing program code to execute

the authentication protocol in line to the session.

11.  The method according to claim 8 wherein the step of determining an
authentication protocol includes the step of determining if the connection request
arrived encrypted and sclecting the authentication protocol based on whether the

connection request was encrypted or not encrypted.
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‘WO 98/27783 PCT/IB97/01563

VIRTUAL PRIVATE NETWORK SERVICE PROVIDER
FOR ASYNCHRONOUS TRANSFER MODE NETWORK

Technical Field

The invention relates generally to asynchronous transfer mode (“ATM”)
networks and virtual private networks (“VPN™), such as those offered by MCI
and Sprint, and, more particularly, to a method of using a VPN to transfer
data over a data network, with third-party billing.

Background of the Invention

Telephone service provide}__"_s offer third-party billing. For example, local
and long distance telephone conipanies offer calling cards for third party
billing.

VPNs exist to provide the sense of a private network among a
company’s locations. The lines/trunks of a VPN are actually shared among
several companies, to reduce costs, yet to each company the VPN appears to
be that company’s own private network. However, a user at a remote data
terminal, such as a portable computer in a hotel room, can not immediately
charge his company for the access time to a data net, such as the Internet.
Instead, his access time is charged to his hotel room, and so he must pay the
inflated rates that hotels charge for phone service.

What is needed is a VPN service provider that offers remote access for
users belonging to a VPN, user authorizations to prevent delinquent access
into the VPN, and convenient third-party billing.

Summary of the Invention

The present invention, accordingly, provides a system and method for
using a VPN service provider to transfer data over a data network to a final
destination, with third-party billing. The method comprises the steps of:
prompting the user at a data terminal to select a destination, password, and
call type; selecting a VPN through the data network; giving an encryption key
to the user, and then prompting the user for a password and a user

identification; verifying the password, and providing an authorization code to

-1-
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the user; and allowing the user to transfer the data through the data network
to the final destination, using the authorization code.

In another feature of the invention, the method further comprises
negotiating for more bandwidth for the user, and including within the
authorization code a grant of additional bandwidth.

In another feature of the invention, the method further comprises
encrypting the user’s password, and sending the user identification and the
encrypted password to the VPN service provider.

In another feature of the invention, the method further comprises a
step of sending a set-up message to the data network.

In another feature of the invention, the method further comprises a
step of the VPN service provider decrypting the encrypted password.

A technical advantage achieved with the invention is that it shifts or
defers costs from an end user to a bulk purchaser of data network services.
Another technical advantage achieved with the invention is that it permits
end users mobility while attaining a virtual appearance on a corporate
intranet.

Brief Description of the Drawings

Fig. 1 is a system block diagram of a VPN service provider of the
present invention.

Fig. 2 is a flow chart depicting the method of the present invention, as
implemented by application software on a user terminal.

Fig. 3 is the initial screen display of the user interface of the
application software.

Figs. 4A and 4B are call flow diagrams, illustrating the preferred
sequence of steps of the method of the present invention.

Figs. 5A, 5B, 5C, 5D, 5E, and 5F comprise a flow chart depicting the

method of the present invention, as implemented by switching control point
software.
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Description of the Preferred Embodiment

In Fig. 1, the VPN service provider system of the present invention is
designated generally by a reference numeral 10. The VPN service provider
system 10 includes a VPN 12. The VPN 12 may be a corporate, government,
association, or other organization’s telephone/data line “network. The VPN
service provider system 10 also includes access lines 13 from the VPN 12 to a
data network 14, such as the Internet, or an ATM network. The VPN service
provider system 10 also includes access lines 16 from the data network 14 to a
long distance phone company 18, such as AT&T, MCI, or Sprint. The VPN
service provider system 10 also includes access lines 20 from the data network
14 to a called party 22, such as, for example, American Express reservations
service. The VPN service provider system 10 also includes access lines 24
from the data network 14 to a remote user terminal 26, such as a portable
computer in a hotel room. The user terminal 26 includes user application
software 28, which provides the interface for the user to enter the number to
be called, the user identification number, and the user’s authorization code.
The VPN service provider system 10 also includes VPN service provider
software 30, located in a switching control point (SCP) device 32, which, in the
preferred embodiment may be physically located anywhere. The SCP 32
connects to the data network 14 via access lines 36. One possible physical
location for the SCP 32 is on the premises of a local phone company central
switch building 34. However, even when located within the building 34, the
SCP 32 connects to the local phone company switches via the data network
14. The local phone company switches connect to the data network 14 via
access lines 38.

In an alternate embodiment, the VPN service provider software 30 and
the SCP device 32 may be located on the premises of an independent provider

of local phone service, or on the premises of an independent VPN service
provider.
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Referring now to Fig. 2, the application software 28 begins the data
transfer process in step 50. In step 52, the user is presented with a screen
display.

Referring now to Fig. 3, a screen display 100 displays the following
information requests: whether the call is a direct call 102 or a VPN call 104,
the number the user desires to call 106, the VPN user ID 108, and the user
password 110. The user is also presented with the option to make the call
112, or to quit 114.

Referring back to Fig. 2, in step 54 the user terminal sends to the SCP
32 the information captured through the graphical user interface (“GUT”) in
step 52 within a user network interface (“UNI”) setup message. In step 56 the
user terminal 26 waits for a connect message from the SCP 32. In step 58 the
user terminal 26 determines if a connection was made. If no connection was
made, then in step 60 the user application software 28 displays an error
message to the user, and returns to step 50 to begin again the data transfer
process.

If a connection was made, then in step 62 the user terminal 26 sends
the VPN user ID to the SCP 32. In step 64 the user terminal 26 waits for an
encryption key from the SCP 32. In step 66, having received the encryption
key from the SCP 32, the user application software 28 encrypts the user’s
password, and sends it to the SCP 32. In step 68 the user terminal 26 waits
for authentication of the user. In step 70 the user application software 28
determines if the SCP 32 authorizes the user to make the call.

If the user is not authorized, then in step 72 the user terminal 26
displays an error message, terminates the connection, blanks the screen
display 100, and returns to step 50 to begin again the data transfer process.

If the user is authorized, then in step 74 the VPN service provider software 30
sets up the billing, and authorizes it. In step 76 the user terminal 26 sends a
“release”, meaning to terminate or disconnect the connection, to the SCP 32.
In step 78 the user terminal 26 sends a setup message to the number listed by
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the user as the “number to call”, that is, to the final destination. In step 80
the user terminal 26 waits for a connection. In step 82.the user terminal 26
determines if a connection was made.

If a connection to the final destination was not made, then the user
application software 28 returns to step 72, in which step the user terminal 26
displays an error message, terminates the connection, blanks the screen
display 100, and returns to step 50 to begin again the data transfer process.
If a connection to the final destination was made, then in step 84 the user
terminal 26 exchanges user data, services, and/or value added or user specific
applications with the computer at the address, that is, the telephone number,
of the final destination. In step 86 the user selects the option presented to
him to release, or terminate, the call. In step 88 the user terminal 26 sends a
release message to the final destination. In step 90 the data network 14
sends billing information to the SCP 32. In step 92 the application software
28 ends the data transfer process.

Fig. 4A and Fig. 4B are call flow diagrams, showing the sequence of
messages in the method of the preferred embodiment. These diagrams
present the same method as the flow chart of Fig. 2. The horizontal arrows
represent the messages sent and received. The vertical lines represent the
various devices involved in sending and receiving the messages. For example,
the top left arrow in Fig. 4A represents a message sent from the user terminal
26, labeled “Macintosh” in Fig.4A, to an interface with a public network. The
user terminal 26 can be any brand of a work station computer, a desktop
computer, a laptop computer, or even a notebook computer. The interface
could be any interface, but in the example of Fig. 4A and Fig. 4B, the
interface is imagined to be at a hotel, where a business traveler is using the
method of the present invention. Thus, the interface is labeled “Hotel ATM
Interface”, which is not shown in Fig. 1. The vertical line labeled “Public
ATM Network” is the same as the data network 14 in Fig. 1. The vertical line
labeled “Moe’s VPN Service” represents the VPN service provider software 30

-5-
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within the SCP 32. The vertical line labeled “T'ravel ATM Interface” is not
shown in Fig. 1, but is located between the called party 22 and the data
network 14. The vertical line labeled “Travel Service” is one example of the
called party 22 shown in Fig. 1. In the example of Fig. 4A and Fig. 4B, the
business traveler is imagined to be using the method of the present invention
to contact a travel service to make reservations for his next airline flight. In
Figs. 4A and 4B the designation “Ack” represents “acknowledge”, and the
designation “Cmp” represents “complete”.

Referring now to Fig. 5, the VPN service provider software 30 begins
the data transfer process in step 300 by waiting for an event. The event it
waits for is a setup message on a signaling port of the SCP 32, to be received
from the user terminal 26. In step 302, having monitored the signaling ports,
and the SCP 32 having received a setup message, the VPN service provider
software 30 assigns a call condense block (“CCB”) to the setup message, based
on a call reference number. The CCB is a software data structure for tracking
resources associated with the call. The call reference number is a number,
internal to the SCP, for tracking calls. In step 304 the VPN service provider
software 30 compiles the connect message. In step 306 the VPN service
provider software 30 sends a connect message to the calling address, that is,
the hotel room from which the user is calling. In step 308 the VPN service
provider software 30 condenses, that is, it remains in a wait state for that
call.

Referring now to Fig. 5B, in step 310 the VPN service provider software
30 waits for an event by monitoring the signaling ports of the SCP 32. After
the SCP 32 receives a connect acknowledge message from the user terminal
26, then in step 312 the VPN service provider software 30 accesses the CCB,
based on the call reference number. In step 314 the VPN service provider
software 30 condenses.

Referring now to Fig. 5C, in step 316 the VPN service provider software
30 waits for dialog on a data port of the SCP 32. After the SCP 32 receives a
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VPN ID on a data port, the VPN service provider software 30 verifies the VPN
ID in step 318. In step 320 the VPN service provider software 30 determines
if the VPN ID is valid. If the VPN ID is not valid, then in step 322 the SCP
32 sends a reject message over an assigned switch virtual circuit (“SVC”). The
SVC is a channel over the data network 14. In step 324 the VPN service
provider software 30 waits for dialog. In step 326, because the VPN ID is
valid, the VPN service provider software 30 assigns an encryption key to the
user terminal 26, in step 328 sends the encryption key over the assigned SVC
to the user terminal 26, and in step 330 waits for dialog.

Referring now to Fig. 5D, in step 332 the VPN service provider software
30 waits for dialog. When the SCP 32 receives the encrypted password from
the user terminal 26 at a data port, then in step 334 the VPN service provider
software 30 verifies the password, and determines in step 336 if the password
is valid. If the password is not valid, then in step 338 the SCP 32 sends a
reject message over the assigned SVC to the user terminal, and in step 340
waits for dialog. If the password is valid, then in step 342 the VPN service
provider software 30 assigns an authorization token to the user terminal 26,
in step 344 sends the token over an assigned SVC to the user terminal 26,
and in step 346 waits for dialog.

Referring now to Fig. 5E, in step 348 the VPN service provider software
30 waits for an event. When the VPN service provider software 30 senses
that the SCP 32 has received on a signaling port a release message from the
user terminal 26, then in step 350 the VPN service provider software 30
accesses the CCB, based on the call reference number of the user terminal 26,
in step 352 compiles a release complete message, in step 354 sends a release
complete message to the user terminal 26, and in step 356 condenses.

Referring now to Fig. 5F, in step 358 the VPN service provider software
30 waits for an event. When the VPN service provider software 30 senses
that the SCP 32 has received on a signaling port a third-party billing setup

message from the user terminal 26, then in step 360 the VPN service provider
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software 30 verifies the token just received from the user terminal 26, to
determine, in step 362, if it is the same token that the VPN service provider
software 30 sent to the user terminal 26 in step 344. If the token is not valid,
then in step 364 the SCP 32 sends a release message to the terminal 26, and
in step 366 condenses. If the token is valid, then in step 368 the SCP 32
sends a modified third-party billing setup message to the data network 14,
and in step 370 condenses.

Although an illustrative embodiment of the invention has been shown
and described, other modifications, changes, and substitutions are intended in
the foregoing disclosure. Accordingly, it is appropriate that the appended
claims be construed broadly and in a manner consistent with the scope of the

invention.
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WHAT IS CLAIMED IS:

1. A computerizéd method of a virtual private network service
provider with third party billing, using a virtual private network to transfer
data over a data network to a final destination, the method comprising the
steps of:

a. prompting the user at a data terminal to select a destination,

password, and call type;

b. selecting a virtual private network through the data network;

giving an encryption key to the user, and then prompting the
user for a password and a user identification;

d. verifying the password, and providing an authorization code to
the user; and

e. allowing the user to transfer the data through the data network
to the final destination, using the authorization code.
2. The method of claim 1, wherein step (d) further comprises

negotiating for more bandwidth for the user, and including within the
authorization code a grant of additional bandwidth.

3. The method of claim 2, wherein step (¢) further comprises
encrypting the user’s password, and sending the user identification and the
encrypted password to the virtual private network service provider.

4. The method of claim 3, further comprising, after step (a), the step
of sending a set-up message to the data network.

5. The method of claim 4, further comprising, after step (c), the step
of the virtual private network service provider decrypting the encrypted
password.

6. An apparatus for providing a datalink connection from a user
terminal to a data network and to a virtual private network, with third party
billing, comprising:

a. an interface between the user terminal and the data network;
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b. a switching control point device connected to the data network,
the switching control point device connected to a computer; and

c. a computer-readable medium encoded with a method of using the
virtual private network and the data network, with third party
billing, the computer-readable medium accessible by the
computer.

7. The apparatus of claim 6, wherein the method comprises
negotiating for more bandwidth for the user, and including within an
authorization code a grant of additional bandwidth.

8. The apparatus of claim 7, wherein the method further comprises
encrypting a user’s password, and temporarily storing the user identification
and the encrypted password.

9. The apparatus of claim 8, wherein the method further comprises
sending a set-up message to the data network.

10. The apparatus of claim 9, wherein the method further comprises
decrypting the encrypted password.

11. A computer-readable medium encoded with a method of using a
virtual private network, with third party billing, the method comprising the
steps of:

a. prompting the user at a data terminal to select a destination,

password, and call type;

b. selecting a virtual private network through the data network;
giving an encryption key to the user, and then prompting the
user for a password and a user identification;

d. verifying the password, and providing an authorization code to
the user; and

€. allowing the user to transfer the data through the data network

to the final destination, using the authorization code.

- 10 -
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12. The computer-readable medium of claim 11 wherein step (d)
further comprises negotiating for more bandwidth for the user, and including
within the authorization code a grant of additional bandwidth.

13. The computer-readable medium of claim 12 wherein step (c)
further comprises encrypting the user’s password, and sending the user
identification and the encrypted password to the virtual private network
service provider.

14. The computer-readable medium of claim 13 further comprising,
after step (a), the step of sending a set-up message to the data network.

15. The computer-readable medium of claim 14 further comprising,
after step (c), the step of the virtual private network service provider
decrypting the encrypted password.

16. An apparatus for providing a datalink connection from a user
terminal to a data network and to a virtual private network, with third party
billing, comprising:

a. means for prompting a user at the data terminal to select a

destination, password, and call type;

b. means for selecting the virtual private network through the data
network;
c. means for giving an encryption key to the user, and then

prompting the user for a password and a user identification;
d. means for verifying the password, and providing an authorization
code to the user; and
e. means for allowing the user to transfer data through the data
network to a final destination, using the authorization code.
17. The apparatus of claim 16, further comprising means for
negotiating for more bandwidth for the user, and including within the

authorization code a grant of additional bandwidth.
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18. The apparatus of claim 17, further comprising means for
encrypting the user’s password, and sending the user identification and the
encrypted password to the virtual private network service provider.

19. The apparatus of claim 18, further comprising means for sending”
a set-up message to the data network.

20. The apparatus of claim 19, further comprising means for
decrypting the encrypted password.
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MULTI-ACCESS VIRTUAL PRIVATE NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates a system and method for
allowing private communications over an open network, and
in particular to a virtual private network which provides
data encryption and mutual authentication services for both
client/server and peer-to-peer applications at the

applications, transport driver, and network driver levels.

2. Discussion of Related Art

A virtual private network (VPN) is a system for
securing communications between computers over an open
network such as the Internet. By securing communications
between the computers, the computers are linked together as
if they were on a private local area network (LAN),
effectively extending the reach of the network to remote
sites without the infrastructure costs of constructing a

private network. As a result, physically separate LANs
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can work together as if they were a single LAN, remote
computers can be temporarily connected to the LAN for
communications with mobile workers or telecommuting, and
electronic commerce can be carried out without the risks

inherent in using an open network.

In general, there are two approaches to virtual
private networking, illustrated in Figs. 1A and 1B. The
first is to use a dedicated server 1, which may also
function as a gateway to a secured network 2, to provide
encryption and authentication services for establishment of
secured links 3 between the server 1 and multiple clients
4-6 over the open network 7, represented in Fig. 1A as a
cloud, while the second is to permit private communications
links 8 to be established between any two computers or
computer systems 9-12 on network 7, as illustrated in Figqg.

1B.

The advantages of a client/server arrangement such as
the one shown in Fig. 1A are that the server can handle
functions requiring the majority of the computing
resources, increasing the number of potential clients, and
that management of the network, including key management is
centralized. The disadvantage of a client/server network
of this type 1is that peer-to-peer communications 1links
between applications on the client computers cannot utilize
the security and management functions provided by the

server, leaving such communications unprotected. On the
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other hand, the advantage of the direct peer-to-peer
approach illustrated in Fig. 1B is that it permits secured
links to be established between any computers capable of
carrying out the required security functions, with the
disadvantages being the cost of configuring each computer
to carry-out encryption, authentication, and key management

functions, and the lack of central control.

In both the client/server and peer-to-peer approaches,
a virtual private network can in theory be based either on
applications level technology or can operate at a lower
level. Generally, however, peer-to-peer "tunneling"
arrangements require modification of the lower layers of a
computer’s communications architecture, while client/server
arrangements can use the applications level approach
because less modification of the clients is required, and
thus the two approaches are in practice mutually exclusive.
The present invention, on the other hand, seeks to provide
a virtual private network which utilizes a client/server
approach, including centralized control of encryption,
authentication, and key management functions, while at the
same time enabling secured peer-to-peer communications
between applications, by utilizing the server to provide
authentication and session key generation functions for
both client to server communications and peer-to-peer
communications, providing a virtual private network capable
of serving both as an extended intranet or wide area

network (WAN), and as a commercial mass marketing network,
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with high 1level mutual authentication and encryption

provided for all communications.

In order to completely integrate the two approaches
and maximize the advantage of each approach, the invention
maintains the applications level infrastructure of prior
client server private networking arrangements, while adding
shims to lower levels in order to accommodate a variety of
peer-to-peer communications applications while utilizing
the applications level infrastructure for authentication
and session key generation purposes. This results in the
synergistic effect that not only are existing peer-to-peer
tunneling schemes and applications level client server
security arrangements combined, but they are combined in a

way which greatly reduces implementation costs

In order to understand the present invention, it is
necessary to understand a few basic concepts about computer
to computer communications, including the éoncepts of
"layers" and communications protocols, and of mutual
authentication and file encryption. Further information
about layers and protocols can be found in numerous sources
available on the Internet, a few of which are listed at the
end of this section, while a detailed description of a
mutual authentication and encryption system and method
suitable for use in connection with the present invention
can be found in U.S. Patent No. 5,602,918, which is

incorporated herein by reference. In general, the basic
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communications protocols and architecture used by the
present invention, as well as authentication, encryption,
and key management schemes, are already well-known, and can
be implemented as a matter of routine programming once the
basic nature of the invention is understood. The changes
made by the present invention to the conventional client
server virtual private network may be thought of as,
essentially, the addition of means, most conveniently
implemented as shims, which add a secured mutual
authentication and session key generation channel between
the server and all parties to a communication, at all

levels at which a communication can be carried out.

Having explained the key differences between the
present invention and existing systems, the basic concepts
of layers and so forth will now be briefly explained by way
of background. First, the concept of "layers,” "tiers,"
and "levels," which essential to an understanding of the
invention, simply refers to libraries or sets of software
routines for carrying out a group of related functions, and
which can conveniently be shared or called on by different
programs at a higher level to facilitate programming,
avoiding duplication and maximizing computer resources.
For example, the Windows NT device driver architecture is
made up of three basic layers, the first of which is the
Network Driver Interface Specification (NDIS 3.0) layer,
the second of which is called the Transport Driver

Interface (TDI) 1layer, and the third being the file
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systems. These layers are generically referred to as the
network driver layer, the transport or transport driver

layer, and the applications layer.

In the Windows NT architecture, the TDI layer formats
data received from the various file systems or applications
into packets or datagrams for transmission to a selected
destination over the open network, while the NDIS layer
controls the device drivers that send the data, packets, or
IP datagrams, for example by converting the stream of data
into a waveform suitable for transmission over a telephone
line or a twisted pair cable of the type known as an

Ethernet.

By providing layers in this manner, an applications
software programmer can design an application program to
supply data to the TDI layer without having to re-program
any of the specific functions carried out by that layer,
and all of the transmission, verification, and other
functions required to send a message will be taken care of
the TDI layer without further involvement by the
applications software. In a sense, each "layer" simply
accepts data from the higher layer and formats it by adding
a header or converting the data in a manner which is
content independent, with retrieval of the data simply
involving reverse conversion or stripping of the headers,
the receiving software receiving the data as if the

intervening layers did not exist.

330



WO 99/11019 PCT/US98/17198
In the case of Internet communications, the most
commonly used set of software routines for the transport or
TDI layer, which takes care of the data formatting and
addressing, is the TCP/IP protocol, in which the transport
control protocol (TCP) packages the data into datagrams and
provides addressing, acknowledgements, and checksum
functions, and the internet protocol (IP) further packages
the TCP datagrams into packets by adding additional headers
used in routing the packets to a destination address.
Other transport protocols which can be included in the TDI
layer include the user diagram protocol (UDP), the internet
control message protocol (ICMP), and non-IP based protocols

such as Netbeui or IPX.

Additional ‘“protocols" are may be used at the
applications level, although these protocols have nothing
to do with the present invention except that they may be
included in the applications programs served by the
network. Common applications level protocols which utilize
the TCP/IP protocol include hypertext transfer protocol
(HTTP), simple mail transfer protocol (SMTP), and file
transfer protocol (FTP), all of which operate at the layer

above the transport layer.

Some applications are written to directly call upon
the TCP functions. However, for most applications
utilizing a graphical user interface conveniently rely on

a set of software routines which are considered to operate
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above the TDI layer, and are known as sockets. Sockets
serve as an interface between the TCP set of functions, or
stack, and various applications, by providing libraries of
routines which facilitate TCP function calls, so that the
application simply has to refer to the socket library in
order to carry out the appropriate function calls. For
Wwindows applications, a commonly used non-proprietary
socket is the Windows socket, known as winsock, although
sockets exist for other operating systems or platforms, and
alternative sockets are also available for windows,

including the Winsock 2 socket currently under development.

In order to implement a virtual private network, the
encryption and authentication functions must be carried out
at one of the above "levels," for example by modifying the
network drivers to encrypt the IP datagrams, by inserting
authentication headers into the TCP/IP stacks, or by
writing applications to perform these functions using the
existing drivers. If possible, it is generally desirable
to minimize modification of the existing levels by adding
a layer to perform the desired functions, calling upon the
services of the layer below, while utilizing the same
function calls so that the higher layer also does not need
to be modified. Such a layer is commonly referred to as a

"shim."

As indicated above, the preferred approach to

implementing client/server virtual private networks is to
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use an applications level security system to encrypt files
to be transmitted, and to then utilize existing
communications layers such as Winsock, or TCP/IP directly.
This is the approach taken by the commercially available
access control system known as SmartGATE™, developed by V-
one Corp. of Germantown, Md., which provides both
encryption and mutual authentication at the applications
level utilizing a dedicated server known as an
authentication server and authentication client software
installed at the applications level on the client
computers. A description of the manner in which encryption
and mutual authentication is carried out may be found in
the above-cited U.S. Patent No. 5,602,918. wWhile the
principles of the invention are applicable to other
client/server based virtual private networks, SmartGATE™ is
used as an example because it provides the most complete
range of mutual authentication and encryption services

currently available.

The present invention can be implemented using the
existing SmartGATE™ system, but adds mutual authentication
and encryption services to lower layers by intercepting
function calls or data packets and, during initialization
of a communications 1link, establishing separate channels
between the party initiating the communication and the
authentication server, and between the authentication
server and the party which is to share in the

communication, so as to mutually authenticate the parties
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with respect to the server, and so as to establish a
session key which can be wused for further direct

communications between the parties.

A number of protocols exist which can be used, in
total or in part, to implement the mutual authentication
and encryption services at the lower layers, using the same
pasic authentication and encryption scheme currently
implemented by SmartGATE™ at the applications level. These
include, by way of example, the SOCKS protocol, which
places a shim between the TDI or transport layer and the
applications, and the commercially available program, known
as SnareNet, which operates at the network driver level and
can be directly utilized in connection with the present

invention.

on the other hand, a network level implementation such
as the SKIP protocol, which operates below the TDI layer to
encrypt the datagrams, and which in its description
explicitly precludes the generation of session keys (see
the above cited U.S. Patent No. 5,602,918), is
fundamentally different in concept than the present
invention. Similarly, alternative implementations such as
Point-to-Point Tunneling Protocol (PPTP) which involve
modifying the TCP/IP stack and/or hardware to provide
encryption, as opposed to inserting shims, are not utilized
by the preferred embodiment of the present invention,

although individual aspects of the protocol could perhaps

10
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be used, and the present system could be added to computers

also configured to accept PPTP communications.

The SmartGATE™ system uses public key and DES
encryption to provide two-way authentication and 56-bit
encrypted communications between a server equipped with the
SmartGATE program and client computers equipped with a
separate program. Currently, SmartGATE™ operates at the
highest level, or applications level, by using shared
secret keys to generate a session key for use in further
communications between the authentication server or gateway
and the client program. Since the session key depends on
the secret keys at the gateway and client sides of the
communication, mutual authentication is established during
generation of the session key, which can then be used to

encrypt further communications.

when installed on a client system, the SmartGATE™
client software reads a request for communications by an
applications program, such as a browser program, and then
proceeds to establish its own communications link with the
destination server to determine if the server is an
authentication server. If it is not, «control of
communications is relinquished, but if it is, then the
security program and the server carry out a
challenge/response routine in order to generate the session
key, and all further communications are encrypted by the

security program. Although this program is placed between

11
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the Winsock 1layer and the applications, it does not
function as a shim, however, because it only affects

communications directed to the authentication server.

Having briefly summarized the concepts used by the
present invention, including the concepts of layers,
protocols, and shims, and having described a specific
applications level security program which is to be modified
according to the present invention by adding shims in a way
which enables secured authentication and session key
generation channels to be set up from the lower layers, it
should now be possible to understand the nature of the
invention, and in particular how it integrates the two
approaches to virtual private networking in a way which
greatly expands the concept and yet can easily be
implemented. More details will be given below, but as a
final observation in this background portion of the patent
specification, it should be noted that while the overall
concept of the invention is in a sense very simple, it is
fundamentally at odds with present approaches. For
example, the 1literature is replete with references to
conflicts between VPN standards and implementations, as
exemplified by the title of an article from LAN Times On-
Line, 9/96, (http://www.wcmh.com/), which reads Clash Over
VPN Supremacy. Even a cursory search of the available
literature indicates that the amount of information and
choices available to those wishing to set up a virtual

private network is overwhelming. One can choose between

12
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Netscape Communications Secure Socket Layer, Open Market
Inc.’s Secure HTTP, Microsoft’s PPTP, among others.
However, all of these approaches operate at a single level,
and force a choice between establishing a network of the
type shown in Fig. 1A and a network of the type shown in
Fig. 1B. Only the present invention offer the advantages
of both approaches, without the inflexibility of
client/server arrangements or the costs of more distributed

architectures.

For further information on the various competing VPN
protocols and systems, see also The Development of Network
Security Technologies, Internet Smartsec, 2/97
(http://www.smartsec.se), which compares SmartGATE™ to
other application level security systems, including PPTP,
SSL, and S-HTTP; Point-To-Point Tunneling Protocol (PPTP)
Frequently Asked Questions, Microsoft Corp., date unknown,
(http://www.microsoft.com), Simple Key-Management for
Internet Protocols (SKIP), Aziz et al., date unknown,
(http://skip.incog.com), and SOCKS Protocol Version 5, RFC
1928, Leech et al., 3/96 (http://andrew2.andrew.cmu.edu)
(this document describes a protocol involving a TDI shim).
For more general information on security problems, Internet
protocols, and sockets, see Introduction to the Internet
Protocols, Charles L. Hedrick, Rutgers University, 1987
(http://oac3.hsc.uth.tmc.edu); Windows Sockets -~ Where

Necessity is the Mother of Reinvention, Stardust
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Technologies, Inc., 1996, (http//www.stardust.com), and

Secure Internet Connections, LAN Times, 6/17/96 (Ibid).

SUMMARY OF THE INVENTION

It is accordingly a principal objective of the
invention to provide a client/server virtual private
network which is capable not only of carrying out
authenticated secure communications over an open network
between an authentication server and clients, but also

authenticated secure peer-to-peer communications.

It is also an objective the invention to provide a
virtual private network that provides data encryption and
mutual authentication for both client/server and peer-to-
peer communications for different-types of applications,
using both the applications level and lower levels of a

communications hierarchy.

It is a further objective of the invention to provide
a client/server virtual private network which can provide
both client/server and peer-to-peer encryption and
authentication services for any application sharing a
specified socket or sockets, whether or not the application

is recognized by the encryption and authentication program.

It is a still further objective of the invention to

provide a client/server virtual private network which can

14
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provide encryption and authentication services at the
applications level, transport driver interface level, and
network interface level, without the need for modifying
either the communication driver or network driver, or any

sockets utilizing the communications driver interface.

It is yet another objective of the invention to
provide a virtual private network which provides encryption
and authentication services for peer-to-peer communications
while maintaining centralized control of key distribution

and management functions.

Finally, it is also an objective of the invention to
provide a virtual private network which provides encryption
and authentication services for peer-to-peer communications
and in which registration is carried out by a central

gateway server.

These objectives of the invention are accomplished by
providing a virtual private network for communicating
between a server and clients over an open network and in
which the clients are equipped with an applications level
encryption and mutual authentication program which includes
at least one shim positioned above either the socket,
transport driver interface, or network interface layers of
a client computers communications hierarchy, and which
intercepts function calls or data packets in order to

authenticate the parties to the communication by
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establishing secured channels between the server and the
parties to the communication, prior to establishment of the
secured communications link between the parties, in order
to carry out mutual authentication and session key

generation functions.

More particularly, according to the principles of a
preferred embodiment of the invention, client
communications software is provided which, at the socket or
transport driver interface levels, intercepts function
calls to the socket or transport driver and directs calls
to the authentication server in order to perform encryption
and authentication routines, and at the network driver
interface, performs encryption and authentication functions
by intercepting the datagrams or data portions of the
packets transmitted by the transport driver interface based
on communications between the authentication server and the
client. According to this aspect of the invention, a
system of providing authentication and encryption services
for the purpose of establishing a virtual private network
includes a plurality of shims arranged to operate at
different protocol levels in order to establish a common

secure communications link to an authentication server.

In one especially preferred embodiment of the
invention, the client software includes a winsock shim
arranged to intercept function calls to the Winsock library

on a client machine and redirect initial communications

16
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through the authentication «client software to the
authentication server, so that any function calls to the
Winsock library of programs are intercepted by the shim and
carried out by the applications level security program. In
this embodiment, the client authentication software
substitutes its own function calls for the original
function calls in order to establish a secured
communications link to the authentication server over which
such functions as mutual authentication between the client
and server, indirect authentication of peer applications by
the now trusted server, session key generation, are carried
out, as well as ancillary functions such as on-line
registration (OLR), utilizing the unmodified original

Winsock library and TCP/IP communications stacks.

By inserting a shim at the Winsock level, an
applications 1level client/server based security program
such as SmartGATE™ can be used to provide secure
communications for any application which utilizes the
winsock library. In addition, by including analogous shims
at other levels, the invention can be used to secure
virtually any communications application, including those
which by-pass the TDI layer and communicate directly with

the network driver level.

Instead of the current array of mutually exclusive
alternative methods and systems of establishing secured

communications over an open network, the invention thus
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provides a single integrated method and system capable of
carrying out both client/server communications and peer-to-
peer communications between a wide variety of
communications applications regardless of whether the
applications use a socket or even commonly accepted
internet protocols, with complete mutual authentication and
encryption of data files at all levels and between all

parties to the network.

It will be appreciated that the term "virtual private
network" is not to be taken as limiting, and that the
principles of the invention can be applied to any remote
access schemes which utilize the Internet or other
relatively insecure networks to provide access for remote

users, corporate intranets, and electronic commerce.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1A is a schematic diagram of a client/server

virtual private network.

Fig. 1B is a schematic diagram of an alternative
virtual private network based on peer-to-peer

communications.

Fig. 2 1is a functional block diagram showing the
operation of an applications level security program in a

conventional communications network hierarchy.
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Fig. 3 is a functional block diagram showing the
communications network hierarchy of Fig. 1, modified to
provide a second layer of service in accordance with the

principles of a preferred embodiment of the invention.

Fig. 4 is a functional block diagram showing the
communications network hierarchy of Fig. 2, modified to
provide a third layer of service in accordance with the

principles of the preferred embodiment.

Fig. 5 is a functional block diagram showing the
communication network hierarchy of Fig. 3, modified to
provide a fourth layer of service in accordance with the

principles of the preferred embodiment.

Fig. 6 is a schematic diagram of a virtual private
network utilizing the principles of the preferred

embodiment of the invention.

Fig. 7 is a flowchart illustrating a method of

implementing the system of the preferred embodiment.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 2 1illustrates the operation of a client
authentication program which is utilized in the present
invention. An example of such a program is the SmartGATE™

program discussed briefly above, although other
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applications level security programs, whether or not token
pased, could be modified in a manner similar to that
discussed in the following description. The illustrated
hierarchy is the Windows NT architecture, although versions
of SmartGATE™ exist for other architectures, and the
invention could easily be adapted for use with any version
of SmartGATE™, including UNIX and MacIntosh versions, as
well as for use with applications level security programs
designed for communications architectures other than those
supported by SmartGATE™. Conversely, it is intended that
the present invention can be used with authentication and
encryption schemes other than that used by SmartGATE™ and
disclosed in U.S. Patent No. 5,602,918. For purposes of
convenience, therefore, the software represented by
SmartGATE™ is simply referred to as client authentication

software.

In addition, it noted that the client computer
architectures illustrated in Figs. 3-6, which are modified
versions of the architecture of Fig. 2, is to be used with
an overall network layout such as the one illustrated in
Fig. 6, which includes an authentication server that may be
a SmartGATE™ server, or another server depending on the
client authentication software. The invention is not
merely the addition of shims to the client software, but
involves the manner in which the shims are used in the
establishment of the authentications and key generation

links to the server.
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Turning to Fig. 2, which provides background for the
description of the invention illustrated in Figs. 3-6, the
client authentication software 20 is situated above the
boundary of the transport or TDI layer 21 and is designed
to utilize a socket 22, such as Winsock, to carry out
communications with the authentication server 23 shown in
Fig. 6 by means of a transport protocol such as TCP/IP,
UDP, or the like, which in turn supply datagrams or packets
to a hardware driver layer 24, such as NDIS 3.0, of a

network or modem connection 25.

In operation, the client authentication software 20
intercepts interconnect calls 26 form client authentication
software supported applications 27 and, if the calls are
directed to the authentication server 23, or to a server 28
situated on a secured network whose access is controlled by
the authentication server, establishes a secured
communications link to the server by executing appropriate
function calls 29 to the socket library, which in turn
transmits function calls 30 to the TDI layer, causing the
TDI layer to form datagrams Or packets 31. Datagrams oOr
packets 31 are then formatted over packaged for
transmission by the hardware drivers 24 and sent to the
communications network in the form of Ethernet packets or
analog signals 32 containing the original datagrams from
the TDI layer. Once the secured communications link has
been established, client authentication software 20

encrypts all further data communications 34 from
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applications 27, which are indicated by dashed lines,
before handing them off to the next lower layer in the form
of encrypted files 35. The dashed lines are shown in Fig.
2 as extending only to the TDI layer 21, because the
datagrams formed by the TDI layer are indistinguishable as
to content, but it is to be understood that datagrams or
packets 31 carry both the communications used to establish
the secure channel, and the encrypted files subsequently

sent therethrough.

Finally, in the case of SmartGATE™, the
authentication client software utilizes either a smart card
or secured file to supply the secret keys used during
authentication to generate a session key for encryption of
further communications, and also to carry out certain other
encryption and authentication functions, although it is of
course within the scope of the invention to use key
distribution and authentication methods which do not rely
on smartcards or tokens, and the tokens are not involved in
any of the basic communications functions of the client

authentication software 20.

In addition to the applications 27 which communicate
with the server via the authentication/encryption software
20, a typical system will have a number of additional
software applications 36 and 37 capable of carrying out
communications over the open network, but which the

authentication client software is not configured to handle,
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and which are not specifically adapted or intended to carry
out communications with the authentication server. These
are referred to herein as peer-to-peer applicatioms, and
can include applications which use the same sockets as the
authentication client software, applications which directly
call upon a transport driver interface stack, whether using
the same protocol as the authentication client software or
another protocol, all of which are intended to be
represented by the TDI layer, and applications which are
written to call directly upon the hardware drivers. These
peer-to-peer applications may have their own encryption and
authentication capabilities, but cannot utilize the
services of the authentication server or client software,
and therefore the function calls made by the applications
and the files transmitted are indicated by separate

reference numerals 40-43.

It will be appreciated by those skilled in the art
that 1lower layer application programs which generate
packets in forms other than those represented by the TDI
layer are also possible, and should be considered within
the scope of the invention, but at present virtually all
open network applications use at least one of the TDI
protocols, and thus while these programs may interact
directly with the network driver layer, and require a
network driver layer shim, as will be discussed below, are
illustrated for purposes of convenience as part of the TDI

layer applications.
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Turning now to a preferred embodiment of the
invention, the arrangement shown in Fig. 3 modifies the
arrangement of Fig. 2 by adding a socket shim 50 between
the socket 22 utilized by the authentication client
software 20, the peer-to-peer applications 36 which also
utilize the socket 20, and the authentication client
software itself. The shim 50 operates by hooking or
intercepting call initiation function calls 40 made to the
socket and, in response thereto, having the authentication
client software initiate communications with the
authentication server 23, shown in Fig. 6, in order to
carry out the authentication protocol, as will be discussed
in more detail below. Sshim 50 also causes files 41
intended for the TDI layer to be diverted to the
authentication software for encryption based on the session
keys generated during the initial communications with the
authentication server, and transmission as encrypted files
51 addressed to the peer application, also shown in Fig. 6,
which could also be an application on the application

server 28.

Since the basic authentication client software is
designed to send all communications directly to the
authentication server, while the peer-to-peer applications
are designed only to communicate with "peers" 45 and not
with the authentication server, the principal function of
shim 50 is to arrange for the destination of address of the

communication to be supplied to both the authentication
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client software and to authentication server, even though
the peer application assumes that it is communicating only
with the peer application. This function permits session
key encrypted communications to be forwarded directly to
the peer application, as illustrated in Fig. 6, while the
latter function provides the authentication server with the
client address so that the authentication server can
establish a secured and authenticated link with the peer
application, via authentication client software on the peer
computer, and transmit the session key to the peer
application or at least enable the peer application to
recreate the session so that it can decrypt the encrypted

files received directly from the client application.

Thus, while it is appreciated that the use of socket
shims is well-known, as mentioned above, the socket shim
shown in Fig. 2 has the unique function of enabling direct
peer-to-peer communications with mediation by the
authentication server, permitting the highest level of
authentication service and collateral functions. In
addition, because of the mediation by the key server, the
peer applications do not need to have a shared secret key,
allowing centralized key management, with only the
authentication server having access to all of the client’s

secret keys.

Figs. 4 shows the wvariation of the client

authentication software 20 in which a TDI shim 52 similar
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in function to the socket shim 50 is provided above the TDI
layer. Like the socket shim, implementation of the TDI
shim essentially simply involves diverting certain
information to the client software in order to establish a
communications link with the authentication server, and
subsequently perform encryption to obtain encrypted files
54 for transmission directly through the TDI layer in the
usual manner. As with the socket shim, TDI shims are not
new and can be implemented in known manner, by intercepting
TDI service requests, but with the difference from prior
TDI shims that the TDI shim works with the authentication
software 20 and authentication server to authenticate

communications and generate a session key.

Finally, as shown in Fig. 5, a further layer of
authentication and encryption may be added by adding a
network driver shim 55, either to the arrangement shown in
Fig. 3 without the TDI shim, in combination with the TDI
shim shown in Fig. 4, or in combination with the TDI shim
of Fig. 4 but not the socket shim, to provide for
authentication of communications at the network driver
layer. At this layer, the shim 55 intercepts IP packets
from applications 56, but instead of referring back to the
applications level routine, checks the destination address
(which can be in TCP format, UDP format, and so forth),
establishes a session key by communications with the
authentication server, converts the session key into a

format which can be used to encrypt the IP packet, and
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sends the IP packet towards the destination, all by
carrying out the necessary operations at the network driver
level, in a manner similar to that utilized by the above-
mentioned SnareNet software program, but with the
difference that the authenticating communications link and
key generation is carried out by packets addressed to a
corresponding layer 56 of the authentication server, which

may be further connected to an applications server 57.

It will be noted that since the IP packets are not
distinguishable by content, the network driver layer shim
could be used as an additional level of security, rather
than as an alternative to applications level encryption,
with the encrypted files generated by software 20 being
further encrypted by shim 55 before transmission to the

authentication server or associated gateway.

The overall system utilizing the authentication client
software illustrated in Figs. 3-5 1is schematically
illustrated in Fig. 6. The principal components of the
overall system are the client computers containing software
of the type illustrated in Figs. 2-5, including client
authentication software 20 and shims 50, 53, and/or 55, and
applications with communications capabilities (represented
by applications 27, 36, 37, and 56 on one client, and
application 45 on the other). For purposes of
illustration, the client of Figs. 6 is thus depicted as

including applications for communicating at the highest
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levels, such as the SmartGATE™ proxy application,
applications for communicating at the network driver level
with corresponding applications connected to the lower
layer of the authentication server, and peer-to-peer
applications with no capability of communicating with
SmartGATE™, but which use sockets or TDI protocols

recognized by the shims.

In the case of the SmartGATE™ proxy application,
communications are established in the same manner as in the
currently available version of the sSmartGATE™
authentication client software, and as described in U.S.
Patent No. 5,602,918, the communications 1link being
indicated by arrows 60 and 61, with arrow 60 representing
the client/server response channel used to authenticate the

parties and generate the session key.

In the case of a peer-to-peer application, in which
the clients wish to communicate over a direct link 62, the
invention provides for the function calls establishing the
communications to be intercepted and the initialization
procedure routed through channel 61 to the authentication
server 23. Server 23 then opens a secured channel 63 to
the authentication client software 20 associated with peer
application 45 by performing the same mutual authentication
procedure performed for the purpose of establishing channel
63, and once the channel is established with its own

session key, transmits information using the channel 63
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session key which allows the client to recreate the channel
60 session key for use in decrypting communications sent
over channel 62. Alternatively, after establishing channel
63, the channel 60 session key could be used to transmit
back to the original sending party information necessary to
recreate the channel 63 session key. In either case, the
authentication server is thus used to establish a fully
authenticated "tunnel" between the peer applications
without the need to modify any of the sockets, TDI
protocols, or hardware drivers on either of the client
computers. While the transmitting peer application has no
way of directly authenticating the receiving peer, only a
receiving peer authenticated by the authentication server
will be able to generate the necessary session keys, and
thus each of the parties to the communication is

effectively authenticated.

For the lower layer application 56, a similar protocol
may be employed, in which the attempted communication
between lower layer applications is intercepted, and the
communications link to the authentication server is used to
generate a session key, which is then used to encrypt the
packets or datagrams being sent. In this case, the
destination must be the lower layer of the authentication
server, and thus the communications link is indicated by a

separate channel 67.
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Finally, the procedures associated with the network
illustrated in Fig. 6 are summarized in the flowchart of
Fig. 7. For communications directly with the applications
level portion of the server 23, steps 100-103 are used,
while for peer-to-peer communications, steps 104-109 are
used, and for network driver level communications, steps

110-114 are used.

In particular, step 100 by which the applications
level authentication program 20 illustrated in Figs. 3-5
receives a call initiation request, either directly from a
supported applications program 27 or from a programs 36 and
37 via one of the shims 50 and 53, step 101 is step by
which the program 20 addresses the authentication server,
step 102 is the step by which the client and server are
mutually authenticated and the session keys generated
using, for example, the procedure described in U.S. Patent
No. 5,602,918, and step 103 is the step by which program 20
encrypts further communications received directly or via
shims 50 and 53 from the applications programs 27, 36, and

37.

For peer-to-peer communications, step 105, which is
part of step 100, is the step by which the peer address is
supplied to program 20, steps 106 and 107 are identical to
steps 101 and 102, step 108 is the step by which
communications channel 63 shown in Figure 6 is established,

step 109 is the step by which the destination computer
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authenticated by the server is enabled to decrypt
communications received over channel 62, and step 110 is
the step by which program 20 encrypts the communications.
It will of course be appreciated that these steps represent
only a summary of the steps involved in carrying out the

present invention, and that further steps will be apparent

to those skilled in the art based on the above description

of the apparatus and software portions of the preferred

embodiment of the invention.

Having thus described various preferred embodiments of
the invention, those skilled in the art will appreciate
that variations and modifications of the preferred
embodiment may be made without departing from the scope of
the invention. It is accordingly intended that the
invention not be 1limited by the above description or
accompanying drawings, but that it be defined solely in

accordance with the appended claims.
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I claim:

1. Apparatus for carrying out communications over a
multi-tier virtual private network, said network including
a server and a plurality of client computers, the server
and client computers each including means for transmitting
data +to and 7receiving data from an open network,
comprising:

means for intercepting function calls and requests for
service sent by an applications program on one of said
client computers to a lower level set of communications
drivers; and

means for causing an applications level authentication
and encryption program in said one of said client computers
to communicate with the server, generate said session key,
and encrypt files sent by the applications program before

transmittal over said open network.

2. Apparatus as claimed in claim 1, further comprising
means for intercepting files packaged by a transport driver
interface layer to form packets and encrypting the packets
using a session key generated during communications with a

lower layer of the server.

3. A method as claimed in claim 1, further comprising
means for intercepting a destination address during

initialization of communications between said one of said
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client computers and a second of said client computers on
said virtual private network;

means for causing said applications level
authentication and encryption program to communicate with
the server to carry out functions a.) and b.);

means for transmitting said destination address to
said server;

means for causing said server to carry-out functions
a.) and b.) with respect to the second of said two client
computers;

means for enabling said second of said two client
computers to recreate the session key;

means for causing said authentication software to
encrypt files to be sent to the destination address using
the session key; and

means for transmitting the encrypted files directly to

the destination address.

4. Apparatus as claimed in claim 3, wherein said means
for intercepting the destination address is carried out by
a shim positioned between a peer-to-peer applications
program and a layer of a communications driver architecture

of said one of the two client computers.

5. A multi-tier virtual private network, comprising:
a server and a plurality of client computers, the

server and client computers each including means for
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transmitting data to and receiving data from an open

network,

wherein said means for transmitting data to and

receiving data from the open network includes, in any

client computer initiating communications with the server:

applications level encryption and

authentication software arranged to communicate

with the server in order to: a.) mutually

authenticate the server and the client computer

initiating communications with the server and b.)

generate a session key for use by the client

computer initiating communications to encrypt

files;

at least one lower level set of

communications drivers;

and a shim arranged to intercept function

calls and requests for service sent by an

applications program to the lower level set of

communications drivers in order to cause the

applications level authentication and encryption

program to communicate with the server, generate

said session key, and encrypt files sent by the

applications program before transmittal over said

open network.

6. A multi-tier virtual private network as claimed in

claim 5,

wherein said lower level set of communications

drivers includes a network driver layer, a transport driver
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interface layer arranged to package applications files as
packets capable of being routed over the open network and
supply the packets to the network driver layer for
transmission to the open network, and an applications
socket for facilitating service requests by said
applications program to the transport driver interface
layer, and wherein said shim is a socket shim positioned
between the applications program and the socket to
intercept function calls to the socket in order to cause
the applications level authentication and encryption
program to communicate with the server, dgenerate said
session key, and encrypt files sent by the applications
program before the files are packaged by the transport

driver interface layer.

7. A multi-tier virtual private network as claimed in
claim 6, wherein said applications program is a peer-to-
peer communications program, and wherein a peer application
destination address, included in said function calls to the
socket, is diverted by the socket shim and wherein a
destination address including said intercepted function
calls is supplied to the server during communications with
the server, causing the service to establish a
communications 1link with a peer application, mutually
authenticate the peer application, and enable the peer
application to reconstruct the session key in order to
receive encrypted files sent by the peer-to-peer

communications program over the open network.
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8. A multi-tier virtual private network as claimed in
claim 6, further including a transport driver interface
shim positioned between the transport driver interface
layer and a second applications program, for intercepting
requests from the second applications program for service
by the transport driver interface layer in order to cause
the applications level authentication and encryption
program to communicate with the server, generate said
session key, and encrypt files sent by the applications
program before the files are packaged by the transport

driver interface layer.

9. A multi-tier virtual private network as claimed in
claim 8, further comprising a network driver layer shim
positioned between the network driver layer and the
transport driver interface layer and arranged to intercept
files packaged by the transport driver interface layer and
encrypt the files using a session key generated during

communications with a lower layer of the server.

10. A multi-tier virtual private network as claimed in
claim 5, wherein said lower level set of communications
drivers includes a network driver layer, and a transport
driver interface layer arranged to package applications
files as packets capable of being routed over the open
network and supply the packets to the network driver layer
for transmission to the open network, and wherein said shim

is a transport driver interface layer shim positioned
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between the applications program and the transport driver
interface layer to intercept service requests by the
applications program to the transport driver interface
layer in order to cause the applications level
authentication and encryption program to communicate with
the server, generate said session key, and encrypt files
sent by the applications program before the files are

packaged by the transport driver interface layer.

11. A multi-tier virtual private network as claimed in
claim 10, wherein said applications program is a peer-to-
peer communications program, and wherein a peer application
destination address, included in said intercepted requests
for service, is diverted by the transport driver interface
layer shim and supplied to the server during communications
with the server, causing the service to establish a
communications 1link with a peer application, mutually
authenticate the peer application, and enable the peer
application to reconstruct the session key in order to
receive encrypted files sent by the peer-to-peer

communications program over the open network.

12. A multi-tier virtual private network as claimed in
claim 10, further comprising a network driver layer shim
positioned between the network driver layer and the
transport driver interface layer and arranged to intercept

files packaged by the transport driver interface layer and
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encrypt the files using a session key generated during

communications with a lower layer of the server.

13. A multi-tier virtual private network, comprising:

a server and a plurality of client computers, the
server and client computers each including means for
transmitting data to and receiving data from an open
network,

wherein said means for transmitting data to and
receiving data from the open network includes, in any
client computer initiating communications with the server:

applications level encryption and
authentication software arranged to communicate
with the server in order to: a.) mutually
authenticate the server and the client computer

initiating communications with the server and b.)

generate a session key for use by the client

computer initiating communications to encrypt
files; and

at least one lower level set of
communications drivers,

wherein said lower level set of
communications drivers includes a network driver
layer, a transport driver interface layer
arranged to package applications files as packets
capable of being routed over the open network and
supply the packets to the network driver layer

for transmission to the open network, and a
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network driver layer shim positioned between the
transport driver interface layer and the network
driver 1layer and arranged to intercept files
packaged by the transport driver interface layer
and encrypt the files wusing a session key
generated during communications with a lower

layer of the server.

14. A multi-tier virtual private network, comprising:

a server and a plurality of client computers, the
server and client computers each including means for
transmitting data to and receiving data from an open
network,

wherein said means for transmitting data to and
receiving data from the open network includes, in any
client computer initiating communications with the server:

applications level encryption and
authentication software arranged to communicate
with the server in order to: a.) mutually
authenticate the server and the client computer

initiating communications with the server and b.)

generate a session key for use by the client

computer initiating communications to encrypt
files; and

further comprising means for securing peer-to-peer
communications between applications on two of said client
computers, said peer-to-peer communications securing means

comprising:
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means for intercepting a destination address
during initialization of communications by a
first of said two client computers;

means for causing said authentication
software to communicate with the server to carry
out functions a.) and b.);

means for transmitting said destination
address to said server;

means for causing said server to carry-out
functions a.) and b.) with respect to the second
of said two client computers;

means for enabling said second of said two
client computers to recreate the session key;

means for causing said authentication
software to encrypt files to be sent to the
destination address using the session key;

means for transmitting the encrypted files

directly to the destination address.

15. A multi-tier virtual private network as claimed in
claim 14, wherein said means for intercepting the
destination address comprises a shim positioned between the
peer-to-peer applications program and a layer of a
communications driver architecture of said first of the two

client computers.

16. A multi-tier virtual private network as claimed in

claim 5, wherein said shim is positioned above a socket,

40

364



WO 99/11019 PCT/US98/17198

the socket being positioned above a transport driver layer

of said communications driver architecture.

17. A multi-tier virtual private network as claimed in
claim 5, wherein said shim is positioned above a transport

driver layer of said communications driver architecture.

18. Computer software for installation on a client
computer of a multi-tier virtual private network, said
network including a server and a plurality of client
computers, the server and client computers each including
means for transmitting data to and receiving data from an
open network,
wherein said computer software includes:
applications level encryption and
authentication software arranged to communicate
with the server in order to: a.) mutually
authenticate the server and the client computer
initiating communications with the server and b.)
generate a session key for use by the client
computer initiating communications to encrypt
files;
and a shim arranged to intercept function
calls and requests for service sent by an
applications program to a lower level set of
communications drivers in order to cause the
applications level authentication and encryption

program to communicate with the server, generate
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said session key, and encrypt files sent by the
applications program before transmittal over said

open network.

19. Computer software as claimed in claim 18, wherein said
lower level set of communications drivers includes a
network driver layer, a transport driver interface layer
arranged to package applications files as packets capable
of being routed over the open network and supply the
packets to the network driver layer for transmission to the
open network, and an applications socket for facilitating
service requests by said applications program to the
transport driver interface layer, and wherein said shim is
a socket shim positioned between the applications program
and the socket to intercept function calls to the socket in
order to cause the applications level authentication and
encryption program to communicate with the server, generate
said session key, and encrypt files sent by the
applications program before the files are packaged by the

transport driver interface layer.

20. Computer software as claimed in claim 19, wherein said
applications program is a peer-to-peer communications
program, and wherein a peer application destination
address, included in said function calls to the socket, is
diverted by the socket shim and wherein a destination
address including said intercepted function calls is

supplied to the server during communications with the
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server, causing the service to establish a communications
link with a peer application, mutually authenticate the
peer application, and enable the peer application to
reconstruct the session key in order to receive encrypted
files sent by the peer-to-peer communications program over

the open network.

21. Computer software as claimed in c¢laim 19, further
including a transport driver interface shim positioned
between the transport driver interface layer and a second
applications program, for intercepting requests from the
second applications program for service by the transport
driver interface layer in order to cause the applications
level authentication and encryption program to communicate
with the server, generate said session key, and encrypt
files sent by the applications program before the files are

packaged by the transport driver interface layer.

22. Computer software as claimed in claim 21, further
comprising a network driver layer shim positioned between
the network driver layer and the transport driver interface
layer and arranged to intercept files packaged by the
transport driver interface layer and encrypt the files
using a session key generated during communications with a

lower layer of the server.

23. Computer software as claimed in claim 18, wherein said

lower level set of communications drivers includes a
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network driver layer, and a transport driver interface
layer arranged to package applications files as packets
capable of being routed over the open network and supply
the packets to the network driver layer for transmission to
the open network, and wherein said shim is a transport
driver interface layer shim positioned between the
applications program and the transport driver interface
layer to intercept service requests by the applications
program to the transport driver interface layer in order to
cause the applications level authentication and encryption
program to communicate with the server, generate said
session key, and encrypt files sent by the applications
program before the files are packaged by the transport

driver interface layer.

24. Computer software as claimed in claim 23, wherein said
applications program is a peer-to-peer communications
program, and wherein a peer application destination
address, included in said intercepted requests for service,
is diverted by the transport driver interface layer shim
and supplied to the server during communications with the
server, causing the service to establish a communications
link with a peer application, mutually authenticate the
peer application, and enable the peer application to
reconstruct the session key in order to receive encrypted
files sent by the peer-to-peer communications program over

the open network.
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25. Computer software as claimed in claim 23, further
comprising a network driver layer shim positioned between
the network driver layer and the transport driver interface
layer and arranged to intercept files packaged by the
transport driver interface layer and encrypt the files
using a session key generated during communications with a

lower layer of the server.

26. Computer software for installation on a client
computer of a multi-tier virtual private network, said
network including a server and a plurality of client
computers, the server and client computers each including
means for transmitting data to and receiving data from an
open network,
wherein said computer software includes:
applications level encryption and
authentication software arranged to communicate
with the server in order to: a.) mutually
authenticate the server and the client computer
initiating communications with the server and b.)
generate a session key for use by the client
computer initiating communications to encrypt
files; and
at least one lower level set of
communications drivers,
wherein said lower level set of
communications drivers includes a network driver

layer, a transport driver interface layer
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arranged to package applications files as packets
capable of being routed over the open network and
supply the packets to the network driver layer
for transmission to the open network, and a
network driver layer shim positioned between the
transport driver interface layer and the network
driver layer and arranged to intercept files
packaged by the transport driver interface layer
and encrypt the files using a session key
generated during communications with a lower

layer of the server.

27. Computer software for installation on a client
computer of a multi-tier virtual private network, said
network including a server and a plurality of client
computers, the server and client computers each including
means for transmitting data to and receiving data from an
open network,

wherein said computer software includes:
applications level encryption and authentication software
arranged to communicate with the server in order to: a.)
mutually authenticate the server and the client computer
initiating communications with the server and b.) generate
a session key for use by the client computer initiating
communications to encrypt files; and

further comprising means for securing peer-to-peer

communications between applications on two of said client
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computers, said peer-to-peer communications securing means
compriéing:
means for intercepting a destination address
during initialization of communications by a
first of said two client computers;
means for causing said authentication
software to communicate with the server to carry
out functions a.) and b.);
means for transmitting said destination
address to said server;
means for causing said server to carry-out
functions a.) and b.) with respect to the second
of said two client computers;
means for enabling said second of said two
client computers to recreate the session key;
means for <causing said authentication
software to encrypt files to be sent to the
destination address using the session key;
means for transmitting the encrypted files

directly to the destination address.

28. Computer software as claimed in claim 27, wherein said
means for intercepting the destination address comprises a
shim positioned between the peer-to-peer applications
program and a layer of a communications driver architecture

of said first of the two client computers.
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29. Computer software as claimed in claim 27, wherein said
shim is positioned above a socket, the socket being
positioned above a transport driver layer of said

communications driver architecture.

30. Computer software as claimed in claim 27, wherein said
shim is positioned above a transport driver layer of said

communications driver architecture.

31. A method of carrying out communications over a multi-
tier virtual private network, said network including a
server and a plurality of client computers, the server and
client computers each including means for transmitting data
to and receiving data from an open network, comprising the
steps of:

intercepting function calls and requests for service
sent by an applications program in one of said client
computers to a lower level set of communications drivers;

causing an applications level authentication and
encryption program said one of said client computers to
communicate with the server, generate said session key, and
encrypt files sent by the applications program before

transmittal over said open network.

32. A method as claimed in claim 31, further comprising
the step of intercepting files packaged by a transport

driver interface layer to form packets and encrypting the
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packets using a session key generated during communications

with a lower layer of the server.

33. A method as claimed in claim 31, further comprising
the step of intercepting a destination address during
initialization of communications between said one of said
client computers and a second of said client computers on
said virtual private network;
causing said applications level
authentication and encryption program to
communicate with the server to carry out
functions a.) and b.);
transmitting said destination address to
said server;
causing said server to carry-out functions
a.) and b.) with respect to the second of said
two client computers;
enabling said second of said two client
computers to recreate the session key;
causing said authentication software to
encrypt files to be sent to the destination
address using the session key; and
transmitting the encrypted files directly to

the destination address.

34. A method as claimed in claim 33, wherein said step of
intercepting the destination address is carried out by a

shim positioned between a peer-to-peer applications program
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and a layer of a communications driver architecture of said

one of the two client computers.
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Over-the-air re-programming of radio transceivers

This invention relates to radio transmitter/receivers and in particular it
relates to a method of re-programming radio transmitter/receivers over-the -

air.

A radio transmitter/receiver (transceiver) such as a radiotelephone is
designed for operation with particular types of networks such as GSM 900
or DCS 1800. Intended use of the radiotelephone with a particular
network(s) in a restricted geographical area, however, requires that the
telephone be configured so as properly to communicate with the particular
network (s). The user of a radiotelephone will usually have a telephone
which has been configured for communication with a so called “home
network”. The home network is the local network usually most used by the

subscriber.

The area within which a user of e.g. a GSM radiotelephone may operate,
however, is considerable and is not limited to the home network but may be
used on many other networks throughout the world. Use of a handset

outside the home network is known as “roaming”.

When the radiotelephone is to be used in roaming it is often necessary for it
to have a configuration different to that for use with the home network. It is
possible for re-configuration of radio transmitter/receivers to be effected by

means of signals received across the air interface.
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It is also convenient for the radio to be re-configurable over the air interface
so as to support different types of communication and user applications e.g.
addition of address book manager, whether or not it is located in the home

network.

Over the air re-programming of radio receivers is well known in the art and
reference may be made to US patent 5 381 138 for example. The capability
to obtain programming data from a network is particularly useful for a

roaming radio transmitter/receiver.

When beginning operation in an area for which the radiotelephone is not
configured and it is required to download the data for reconfiguration from
one of the available networks, a communication link must first be
"established with the network of interest. It has been proposed that a pilot
channel be established in all areas from which the roaming radiotelephone

may obtain the data necessary for reconfiguration.

A pilot channel of this type, however, will require a relatively large

bandwidth to allow a sufficiently fast transfer of the data required.

According to the invention there is provided a method of downloading
reprogramming data from a network for installation in a radio
transmitter/receiver comprising initial communication from a first dedicated

channeél of relatively small bandwidth broadcasting at least the frequency
and radio access parameters of a second channel of relatively large

bandwidth from which reprogramming data may be downloaded.
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Examples of the invention will now be described in more detail with

reference to the accompanying figures in which

figure 1 Illustrates the logical structure of the bootstrap channel

dgure 2 Is a flow diagram of a reconfiguration process

figure 3 Is a flow diagram of an alternative reconfiguration process

A roaming radio transmitter/receiver (mobile) is located in a region served
by one or more networks and the user wishes to communicate with a
network from which he can obtain reprogramming data and subsequently
begin communicating with the network in the communication mode

selected.

A pilot channel broadcast is maintained in the region and contained in the
pilot channel broadcast there is at least sufficient information for the mobile
to connect to a second channel which we shall call the bootstrap channel.
Conveniently the pilot channel will be broadcast in all regions over a
standardised radio interface. Only a small bandwidth is required for the pilot
channel because of the small amount of information contained in the

broadcast.
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The small bandwidth requirement makes the task of standardisation much
easier with respect to the pilot channel. The wider bandwidth channels are

more conveniently assigned locally for ease of implementation.

The Pilot Channel (P_CH ) broadcasts a list of sets of parameters
corresponding to networks available in the region. The mobile receives the
network transmission through the P_CH. If the existing configuration of
the mobile is matched to the available regional radio schemes, then a second
channel the bootstrap channel (B_CH) is logically mapped onto the selected
transmission rhode. The base station and mobile exchange information over

this dedicated logical channel.

The Bootstrap channel is logically mapped on top of one of the default
modes of the terminal; a mapping of a logical B_CH onto the physical GSM
channel for instance may be implemented. Once the mapping has been
effected tﬁe terminal may download data from the base station. The
hootstrap channels provided by each operator may accommodate differing

services with regard to the applications available for downloading.
The flow diagram shown at fig 3 depicts a reconfiguration procedure.

When the mobile is switched on, it reads the Pilot Channel broadcast. The
mobile must be configured to support the (standardised) radio interface of
the Pilot Channel. The Pilot Channel carries local radio parameters
(standards supported in the regional environment in which the mobile is

located). After processing the received information, the mobile
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communicates with the base station through the Bootstrap Channel,
provided that the mobile has the minimum resources required by its local
radio environment. Prior to the change of channel, P CHto B _CH, a
logical mapping of the Bootstrap Channel is performed within the mobile on

the selected air interface.

‘When operation on a local B_CH transmission has been established, the
user may wish to change some properties or the performance of his mobile
and can request supply of the desired services from the network. If no
changes are required then the mobile adopts the default transmission mode

in stand-by and releases the allocated B_CH.

If the user requests a change then communication between the base station
and mobile is maintained for the exchange, the nature of which will depend
on the capabilities of both mobile and network. At least 3 conditions can

affect the nature of this information exchange.

Firstly, the mobile may not be able to support the required software. Where
the mobile is not able to support the required software, no communication
channel is available to the mobile from the existing network resources and

use of the mobile within the region will therefore not be possible.

. Secondly, the required software may be stored already in the mobile’s
memory. In this situation there is no need to download a software module
but the allocated B_CH connection is maintained for further operations as

described.
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Thirdly, the software module required to support a different type of
communication or user application may need to be downloaded from the
base station. Where the download of a software module is required, initially
a selection script is downloaded to the mobile followed by downloading and

installation of the required software.

When the installation of the required software into the mobile has been
completed, the mobile signals to the network the achievement of correct
reconfiguration. On receipt of the “correct reconfiguration” signal from the
mobile details of the mobile identity and its present configuration are

entered on the network database (to license the product for instance) .

With reference to figure 1, the logical structure of the bootstrap channel will
include 2 logical sub-channels : a download channel and a signalling control
channel (S_CH). The signalling control channel assists in the reduction of

errors in transmission so as to allow correct software download.

In the above example, the first channel, the Pilot Channel, is standardised
and the mobile must be configured to support the radio interface for the
Pilot Channel. The second (bootstrap) channel may be subject to local
definition through logical mapping on a local transmission mode e.g. GSM,
DECT and the mobile is not initially configured to support the radio

interface for the bootstrap channel..
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An example of a method of reprogramming providing greater flexibility will
now be given. In this example the mobile is configured to support the radio
interfaces for both the first, dedicated relatively small bandwidth (Pilot)
channel and the second relatively large bandwidth (bootstrap) channel. That
is to say that when the mobile is switched on in most and preferably all
regions, the network can communicate with the mobile via both pilot and

bootstrap channels.

In order for the mobile always to have the appropriate radio interface for the
bootstrap channel then this channel would need also to be standardised (in
addition to the Pilot Channel). The parameters of the bootstrap channels
provided in different regions may have local variations in terms of e.g.

allocated frequency, data rate and available user applications.

With reference to figure 3 which is a flow diagram of the reconfiguration
process for this example, the mobile when switched on reads the Pilot
Channel broadcast. The allocated frequency and radio resource parameters
for the bootstrap channel contained in the pilot channel broadcast are
processed and any required logical mapping effected. After processing the
received information, the mobile communicates with the base station

through the Bootstrap Channel.

The condition likely to be experienced in the previous example whereby the
mobile is not able to support the required software and no communication
channel is available to the mobile from the existing network resources does

not apply in this arrangement. The communication via the bootstrap
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- channel allows the request for and supply of the software module necessary
to establish communication with the network. The transfer to the bootstrap
channel does not depend on the existing configuration of the mobile since
the bootstrap channel is standardised in this example and the mobile is

equipped to interface, via the pilot channel, with the bootstrap channel.

The services and structure offered by the Bootstrap Channel are common for
both of the above examples, however, the requirements on the terminals and

networks differ.

The bootstrap channel will provide the following services by means of over
-the-air (OTA) reconfiguration :

capability Exchange - the terminal provides some information to the
network on its current configuration and capabilities.

module Selection : at this stage the user specifies the software that his
terminal requires to download. This operation could be compared to an
installation script.

data download : transfer of the data. In some cases software code will have
to be downloaded whilst in other cases the software may already be
implemented in the mobile. In the latter case, a set-up mechanism would be

sufficient to initiate the reconfiguration.

Once the mobile and the base station are synchronised on the bootstrap

channel, information exchange can begin.
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Claims

1. A method of downloading reprogramming data from a network for
installation in a radio transmitter/receiver comprising initial communication
from a first dedicated channel of relatively small bandwidth broadcasting at
least the frequency and radio access parameters of a second channel of
relatively large bandwidth from which reprogramming data may be

downloaded.

2. A method of downloading reprogramming data from a network as in
claim 1 where first, dedicated relatively small bandwidth channel has a

standard radio interface common to many network locations.

3. A method of downloading reprogramming data from a network as in
claim 2 where second relatively large bandwidth channel has a standard

radio interface common to many network locations.

4. A method of downloading reprogramming data from a network as in
claims 1 to 3 where first, dedicated relatively small bandwidth channel
broadcasts a list of sets of parameters corresponding to networks available

in the region.

5. A method of downloading reprogramming data from a network as in
claim 1 where the radio transmitter/receiver is configured to support the
radio interfaces for both the first, dedicated relatively small bandwidth

| ‘éhar.mél and the second relatively large bandwidth channel.
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-1-

FIELD OF THE INVENTION

The invention relates generally to the field of digital communications systems and methods,
and more particularly to systems and methods for easing communications between devices

connected to public networks such as the Internet and devices connected to private networks.
BACKGROUND OF THE INVENTION

Digital networks have been developed to facilitate the transfer of information, including data
and programs, among digital computer systems and other digital devices. A variety of types of
networks have been developed and implemented, including so-called "wide-area networks" (WAN's)
and "iocal area networks" (LAN's), which transfer information using diverse information transfer
methodologies. Generally, LAN's are implemented ovér relatively small geographical areas, such
as within an individual office facility or the like, for transferring information within a particular
office, company or similar type of organization. On the other hand, WAN's are generally
implemented over relatively large geographical areas, and may be used to transfer information
between LAN's as well as between devices that are not connected to LAN's. WAN's also include

public networks, such as the Internet, which can carry information for a number of companies.

Several problems have arisen in connection with communication overa network, particularly
a large public WAN such as the Intemnet. Generally, information is transferred over a network in
message packets, which are transferred from one device, as a source device, to another device as a
destination device, through one or more routers or switching nodes (generally, switching nodes) in
the network. Each message packet includes a destination address which the switching nodes use to
route the respective message packet to the appropriate destination device. Addresses over the
Internet are in the form of an "n"-bit integer (where "n" may be thirty two or 128), which are difficult
for a person to remember and enter when he or she wishes to enable a message packet to be

transmitted. To relieve a user of the necessity of remembering and entering specific integer Internet
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addresses, the Intemnet provides second addressing mechanism which is more easily utilized by
human operators of the respective devices. In that addressing mechanism, Internet domains, such
as LAN's, Internet service providers ("ISP's") and the like which are connected in the Internet, are
identified by relatively human-readable names. To accommodate the use of human-readable names,
nameservers, also referred to as DNS servers, are provided to resolve the human-readable names to
the appropriate Internet addresses. When an operator at one device, wishing to transmit a message
packet to another device, enters the other device's human-readable name, the device will initially
contact a nameserver. Generally, the nameserver may be part of the ISP itself or it may be a
particular device which is accessible through the ISP over the Internet; in any case, the ISP will
identify the nameserver to be used to the device when the device logs in to the ISP. If, after being
contacted by the device, the nameserver has or can obtain an integer Internet address for the
human-readable domain name, it (that is, the nameserver) will provide the integer Internet address
corresponding to the humén—readable domain name .t.o ihe o;ieratpr‘é device. The device, in turn,
can thereafter include the integer Internet address returned by the nameserver in the message packet
and provide the message packet to the ISP for transmission over the Internet in a conventional
manner. The Intermnet switching nodes use the integer Internet address to route the message packet

to the intended destination device.

Other problems arise, in particular, in connection with the transfer of information over a
public WAN such as the Intefnct. One problem is to ensure that information transferred over the
WAN that the source device and the destination device wish to maintain confidential, in fact,
remains confidential as against possible eavesdroppers which may intercept the information. To
maintain confidentiality, various forms of encryption have been developed and are used to encrypt
the information prior to transfer by the source device, and to decrypt the information after it has been
received by the destination device. If it is desired that, for example, all information transferred
between a particular source device and a particular destination device is maintained confidential, the
devices can establish a "secure tunnel" therebetween, which essentially ensures that all information

to be transferred by the source device to the destination device is encrypted (except for certain
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protocol information, such as address information, which controls the flow of network packets
through the network between the source and destination devices) prior to transfer, and that the
encrypted information will be decrypted prior to utilization by the destination device. The source
and destination devices may themselves perform the encryption and decryption, respectively, or the
encryption and decryption may be performed by other devices prior to the message packets being

transferred over the Internet.

A further problem that arises in particular in connection with companies, government
agencies, and private organizations whose private networks, which may be LAN's, WAN's or any
combination thereof, are connected to public WAN's such as the Intemet, is to ensure that their
private networks are secure against others whom the companies do not wish to have access thereto,
or to regulate and control access by others whom the respective organizations may wish to have
limited access. To accommodate that, the organizations typically connect their private networks to
the public WAN's through a limited number of gateways sometimes referred to as “firewalls,"
through which all network traffic between the internal and public networks pass. Typically, network
addresses of domains and devices in the private network "behind" the firewall are known to
nameservers which are provided in the private network, but are not available to nameservers or other
devices outside of the private network, making communication between a device outside of the

private network and a device inside of the private network difficult.

SUMMARY OF THE INVENTION

Particular and preferred aspects of the invention are set out in the accompanying
independent and dependent claims. Features of the dependent claims may be combined with those
of the independent claims as appropriate and in combinations other than those explicitly set out in

the claims.
The invention provides a new and improved system and method for easing communications

between devices connected to public networks such as the Internet and devices connected to private
networks by facilitating resolution of secondary addresses, such as the Internet's human-readable

addresses, to network addresses by nameservers or the like connected to the private networks.
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In brief summary, an embodiment of the invention provides a system comprising a virtual private
network and an external device interconnected by a digital network. The virtual private network has a
firewall, at least one internal device and a nameserver each having a network address. The internal
device also has a secondary address, and the nameserver is configured to provide an association between
the secondary address and the network address. The firewall, in response to a request from the
external device to establish a connection therebetween, provides the external device with the network
address of the nameserver. The external device, inresponse to a request from an operator or the like,
including the internal device's secondary address, requesting access to the internal device, generates
a network address request message for transmission over the connection to the firewall requesting
resolution of the network address associated with the secondary address. The firewall provides the
address resolution request to the nameserver, and the nameserver provides the network address
associated with the secondary address to the firewall. The firewall, in turn, provides the network
address in a network address response message for transmission over the connection to the external
device. The external device can thereafter use the network address so provided in subsequent

communications with the firewall intended for the internal device.

BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiments of the invention are described hereinafter, by way of example

< only, with reference to the accompanying drawings, in which:

FIG. 1 is a functional block diagram of a network constructed in accordance with the

invention.

DETAILED DESCRIPTION OF AN ILLUSTRATIVE EMBODIMENT
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FIG. 1 is a functional block diagram of a network 10 constructed in accordance with the
invention. The network 10 as depicted in FIG. 1 includes an Internet service provider ("ISP") 11
which facilitates the transfer of message packets among one or more devices 12(1) through 12(M)
(generally identified by reference numeral 12(m)) connected to ISP 11, and other devices, generally
identified by reference numeral 13, over the Internet 14, thereby to facilitate the transfer of
information in message packets among the devices 12(m) and 13. The ISP 11 connects to the
Internet 14 over one or more logical connections or gateways or the like (generally referred to herein
as "connections™) genéra[ly identified by reference numeral 41. The ISP 11 may be a public ISP,
in which case it connects to devices 12(m) which may be controlled by operators who are members
of the general public to provide access by those operators to the Internet. Alternatively, ISP 11 may
be a private ISP, in which case the devices 12(m) connected thereto are generally operated by, for
example, employees of a particular company or governmental agency, members of a private

organization or the like, to provide access by those employees or members to the Internet.

Asis coﬁventional, the Intenet comprises a mesh of switching nodes (nofseparately shown)
which interconnect ISP's 11 and devices 13 to facilitate the transfer of méssage packets thereamong,
The message packets transferred over the Internet 14 conform to that defined by the so-called
. Internet protocol "IP" and include a header portion, a data portion, and may include a error detection
and/or cdtrection portion. VThe header portion includes information used to tre{ﬁs;.feé the message
packet through the Internet 14, including, for example, a destination address that identifies the device
that is to receive the message packet as the destination device and a source address that identifiés the
device which generated the message packet. For each message packet, the destination ‘and source .
addresses are each in the form of an integer that uniquely identifies the respective déstination"an:d
source devices. The switching nodes comprising the Internet 14 use at least the destination addres;
of each respective message packet to route it (that is, the respective message packet) to the
destination device, if the destination device is connected to the Internet, or to an ISP 11 or other
device connected to the Internet 14, which, in turn, will forward the message packet to the

appropriate destination. The data portion of each message packet includes the data to be transferred
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in the message packet, and the error detection and/or correction portion contains error detection
and/or correction information which may be used to veﬁfy that the message packet was correctly
transferred from the source to the destination device (in the case of error detection information), and
correct selected types of errors if the message packet was not correctly transferred (in the case of

error correction information).

The devices 12(m) connected to ISP 11 may comprise any of a number of types of devices
which communicate over the Internet 14, including, for example, personal computers, computer
workstations, and the like, with other devices 13. Each device 12(m) communicates with the ISP
11 to transfer message packets thereto for transfer over the Internet 14, or to receive message packets
therefrom received by the ISP 11 over the Intemnet 14, using any convenient protocol such as the
well-known point-to-point protocol ("PPP") if the device 12(m) is connected to the ISP 11 using a
point-to-point link, any conventional multi-drop network protocol if the device 12(m) is connected
to the ISP 11 over a multi-drop network such as the Ethernet, or the like. The devices 12(m) are
generally constructed according to the conventional “stored-program computer architectufe,
including, for example, a system unit, a video display unit and operator input devices such as a
keyboard and mouse. A system unit generally includes processing, memory, mass storage devices
such as disk and/or tape storage elements and other elements (not separately shown), including
network and/or telephony interface devices for interfacing the respective device to the ISP 11. The
processing devices process programs, including application programs, under control of an operating
system, to generate processed data. Tﬁe video display unit permits the device to display processed
aata and processing status to the user, and the operator input device enables the user to input data

“and control processing.

These elements of device 12(m), along with suitable programming, cooperate to provide
device 12(m) with a number of functional elements including, for example, an operator interface 20,
a network interface 21, a message packet generator 22, a message packet receiver and processor 23,
an ISP log-on control 24, an Internet parameter store 25 and, in connection with the invention, a

secure message packet processor 26. The operator interface 20 facilitates reception by the device
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12(m) of input information from the operator input device(s) of device 12(m) and the display of
output information to the operator on the video display device(s) of the device 12(m). The network
interface 21 facilitates connection of the device 12(m) to the ISP 11 using the appropriate PPP or
network protocol, to transmit message packets to the ISP 11 and receive message packets therefrom.
The network interface 21 may facilitate connection to the ISP 11 over the public telephone network
to allow for dial-up networking of the device 12(m) over the public telephone system. Alternatively
or in addition, the network interface 21 may facilitate connection through the ISP 11 over, for
example, a conventional LAN such as the Ethernet. The ISP log on control 24, in response to input
provided by the operator interface 20 and/or in response to requests from programs (not shown)
being processed by the device 12(m), communicates through the network interface 21 to facilitate
the initialization ("log-on") of a communications session between the device 12(m) and the ISP 11,
during which communications session the device 12(m) will be‘able to transfer information, in the
form of, message packets with other devices over the Internet 14, as well as other devices 12(m")
(m'#m) connected to the ISP 11 or to other ISP's. During a log-on operai'tion, the ISP ldg-bn control
24 receives the Internet protocol ("IP") parameters which will be used in connectiox_i with message

packet generation during the communications session.

During a communications session, the message packet generator 22, in response to input
proyified by the operator through the operatof interface 20, and/or in response to requests from
prograrii's (not separately shown) being processéd by the device 12(m), generates message packets
for transmission through the network interface 21. The network interface 21 also receives message
packets from the ISP 11 and provides them to message packet receiver and processor 23 for
processing and provision to the operator interface 20 and/or other programs (not shown) being
processed by the device 12(m). If the received message packets contain information, such as Web
pageé or the like, which is to be displayed to the operator, the information can be provided to the
operator interface 20 to enable the information to be displayed on the device's video display unit.
In addition or altematively, the information may be provided to other programs (not shown) being

processed by the device 12(m) for processing.
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Generally, elements such as the operator interface 20, message packet generator 22, message
packet receiver and processor 23, ISP log-on control 24 and Intermet parameter store 25 may
comprise elements of a conventional Internet browser, such as Mosaic, Netscape Navigator and

Microsoft Intemet Explorer.

In connection with the invention, as noted above the device 12(m) also includes a secure
message packet processor 26. The secure message packet processor 26 facilitates the establishment
and use of a "secure tunnel," which will be described below, between the device 12(m) and another
device 12 (m") (m'+#m) or 13. Generally, in a secure tunnel, information in at least the data portion
of message packets transferred between device 12(m) and a specific other device 12(m') (m'#m) or
13 is maintained in secret by, for example, encrypting the data portion prior to transmission by the
source device. Information in other portions of such message packets may also be maintained in
secret, except for the information that is required to facilitate the transfer of the respective message
packet between the devices, including, for example, at least the destination information, so as to
allow the Internet's switching nodes and ISP's to identify the device that is to receive the message

packet.

In addition to ISP 11, a number of other ISP's may connect to the Internet, as represented by
arrows 16, facilitating communications between devices which are connected to those other ISP's

with other devices over the Internet, which may include the devices 12(n) connected to ISP 11.

The devices 13 which devices 12(m) access and communicate with may also be any of 2
number of types of devices, including personal computers, computer workstations, and the like, and
also including mini-and mainframe computers, mass storage systems, compute servers, local area
networks ("LAN's") and wide area networks ("WAN's") inclading such devices and numerous other
types of devices which may be connected directly or indirectly to the networks. In connection with
the invention, at least one of the devices will include at least one private network, identified as
virtual private network 15, which may be in the form of a LAN or WAN. The virtual private

network 15 may comprise any of the devices 12(m'") (m'#m) (thereby connecting to the Internet 14
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through an ISP) or 13 (thereby connecting directly to the Internet 14); in the illustrative embodiment
described herein, the virtual private network 15 will be assumed to comprise adevice 13. The virtual
private network 15 itself includes a plurality of devices, identified herein as a firewall 30, 2 plurality
of servers 31(1) through 31(S) (generally identified by reference numeral 31(s)) and a nameserver
32, all interconnected by a communication link 33. The firewall 30 and servers 3 1(s) may be similar
to any of the various types of devices 12(m) and 13 described herein, and thus may include, for
example, personal computers, computer workstations, and the like, and also including mini-and
mainframe computers, mass storage systems, compute servers, local area networks ("LAN's") and
wide area networks ("WAN's") including such devices and numerous other types of devices which

may be connected directly or indirectly to the networks.

As noted above, the devices, including devices 12(m) and devices 13, communicate by
transferring message packets over the Internet. The devices 12(m) and 13 can transfer information
in a "peer-to-peer" manner, in a "client-server" manner, or both. Generally, in a "peer-to-peer”
message packet transfer, a device merely transfers information in one or more message packets to
another device. On the other hand, in a "client-server” manner, a device, operating as a client, can
transfer a message packet to another device, operating as a server to for example, initiate service by

the other device. A number of types of such services will be appreciated by those skilled in the art,
including, for example, the retrieval of ini'ormation from the other device, to enable the other device
to perform processing operations, and the like. If the server is to provide information to the client,
it (that is, the server) may generally be referred to as a storage server. On the other hand, if the
server is to perform processing operations at the request of the client, it (that is, the server) may
generally be referred to as a compute server. Other types of servers, for performing other types of

services and operations at the request of clients, will be appreciated by those skilled in the art.

In a client/server arrangement, device 12(m) requiring service by, for example, a device 13,
generates one or more request message packets requesting the required service, for transfer to the
device 13. The request message packet includes the Internet address of the device 13 that is, as the

destination device, to receive the message packet and perform the service. The device 12(m)
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transfers the request message packet(s) to the ISP 11. The ISP 11, in turn, will transfer the message
packet over the Intemnet to the device 13. If the device 13 is in the form of a WAN or LAN, the
WAN or LAN will receive the message packet(s) and direct it (them) to a specific device connected

therein which is to provide the requested service.

In any case, after the device 13 which is to provide the requested service receives the request
message packet (s), it will process the request. If the device 12(m) which generated the request
message packet(s), or its operator, has the required permissions to request the service from the device
13 which generated the request -message packet, if the requested service is to initiate the transfer of
information from the device 13 as a storage server to the device 12(m) as client, the device 13 will
generate one or more response message packets including the requested information, and transmit
the packet(s) over the Internet 14 to the ISP 11. The ISP 11, in turn, will transfer the message
packet(s) to the device 12(m). On the other hand, if the requested service is to initiate processing
by the device 13 as a compute server, the device 13 will perform the requested computation
service(s). In addition, if the device 13 is to return processed data generated during the computations
to the device 12(m) as client, the device 13 will generate one or more response message packet(s)
including the processed data and transmit the packet(s) over the‘ Intenet 14 to the ISP 11. The ISP
11, in turn, will transfer the message packet(s) to the device 12(m). Corresponding operations may
be performed by the devices 12(m) and 13, ISP 11 and Intermnet 1;1 in connection with other types

of services which may be proﬁded by the server devices 13.

As noted above, each message packet that is generated by devices 12(m) and 13 for
transmission over the Internet 14 includes a destination address, which the switching nodes use to
route the respective message packet to the appropriate destination device. Addresses over the
Internet are in the form of an "n"-bit integer (where "n" currently may be thirty two or 128). To
relieve, in particular, an operator of a device 12(m) of the necessity of remembering specific integer
Internet addresses and providing them to the device 12(m) to initiate generation of a message packet
for transmission over the Internet, the Internet provides a second addressing mechanism which is

more easily utilized by human operators of the respective devices. In that addressing mechanism,
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Internet domains, such as LAN's, Intemet service providers ("ISP's") and the like which are
connected in the Intemnet, are identified by relatively human-readable names. To accommodate
human-readable domain names, ISP 11 is associated with a nameserver 17 (which may also be
referred to as a DNS servers), which can resolve the human-readable domain names to provide the
appropriate Internet address for the destination referred to in the respective human-readable name.
Generally, the nameserver may be part of or cornected directly to the ISP 11, as shown in FIG. 1,
or it may be a particular device which is accessible through the ISP over the Internet. In any case,
as noted above, when the device 12(m) logs on to the ISP 11 during 2 communications session, the
ISP 11 will assign various Internet protocol ("IP") parameters which the device 12(m) is to use
during the communications session, which will be stored in the Internet parameter store 25. These

IP parameters include such information as

(2) an Intemet address for the device 12(m) which will identify the device 12(m) during the

communications session, and

(b) the identification of a nameserver 17 that the device 12(m) is to use during the

communications session.

The device 12(m), when it generates message packets for transfer, will include its Internet address
(itemn (a) above) as the source address. The device(s)13 which receives the respective message
packets can use tﬁe source address from message packets received from the device 12(m) in message
packets which they (that is, device(s) 13) generate for transmission to the device 12(m), thereby to
enable the Internet to route the message packets generated by the respective device 13 to the device
12(m). If the device 12(m) is to access the nameserver 17 over the Internet 14, the nameserver
identification provided by the ISP 11 (item (b) above) will be in the form of an integer Internet
address which will allow the device 12(m) to generate messages to the nameserver 17 requesting
resolution of human-readable Internet addresses into integer Internet addresses. The ISP 11 may also
assign other IP parameters to the device 12(m) when it logsonto the ISP 11, including, for example,

the identification of a connection to the Internet 14 that is to be used for messages transmitted by the
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device 12(m), particularly if the ISP 11 has multiple gateways. Generally, the device 12(m) will
store the Internet parameters in the Internet parameter store 25 for use during the communications

session.

When an operator operating device 12(m) wishes to enable the device 12(m) to transmit a
message packet to a device 13, he or she provides the Internet address for the device 13 to the device
12(m), through the operator interface 20, and information, or the identification of information
maintained by the device 12(m) that is to be transmitted in the message. The operator interface 20,
in turn, will enable the packet generator 22 to the required packets for transmission through the ISP

11 over the Internet 11. If
(i) the operator has provided the integer Internet address, or

(ii) the operator has provided the human-readable Internet address, but the packet generator
22 already has the integer Intemet address which corresponds to the human-readable Internet address

provided by the operator,

the packet generator 22 may generate the packets directly upon being enabled by the operator

interface 20, and provide them to the network interface 21 for transmission to the ISP 11.

However, if the operator has provided the human-readable Internet address for the device 13
to which the packets are to be transferred, and if the packet generator 22 does not already have the
corresponding integer Internet address therefor, the packet generator 22 will enable the network
address to be obtained from the nameserver 17 identified in the IP parameter store 25. In that
operation, the packet generator 22 will initially contact nameserver 17 to attempt to obtain the
appropriate integer Intemnet address from the nameserver 17. In these operations, the device 12(m)
will generate appropriate message packets for transmission to the nameserver 17, using the
nameserver's integer Internet address as provided by the ISP 11 when it (that is, the device 12(m))
logs on at the beginning of the communications session. In any case, if the nameserver 17 has or can

obtain the integer Intenet address for the human-readable name, it (that is, the nameserver 17) will
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provide the integer Internet address to the device 12(m). The integer Intermnet address will be
received by the packet generator 22 through the network interface 21 and packet receiver and
processor 23. After the packet generator 22 receives the integer Internet address, it can generate the
necessary message packets for transmission to the device 13 through the network interface 21 and

ISP 11.

As noted above, one of the devices 13 connected to the Internet 14 is virtual private network
15, the virtual private network 15 including a firewall 30, a plurality of devices identified as servers
31(s), and a nameserver 32 interconnected by a communication link 33. The servers 31(s), firewall
30 and nameserver 32 can, as devices connected in a LAN or WAN, transfer information in the form
of message packets thereamong. Since the firewall 30 is connected to the Internet 14 and can receive
message packets thereover it has an Intemet address. In addition, at least the servers 31(s) which can
be accessed over the Intemet also have respective Internet addresses, and in that connection the
nameserver 32 serves to resolve human-readable Internet addresses for servers 31(s) internal to the

virtual private network 15 to respective integer Internet addresses.

Generally, the virtual private network 15 is maintained by a company, governmental agency,
organization or the like, which desires to allow the servers 31(s) to access other devices outside of
the virtual private network 15 and transfer information thereto over the Internet 14, but which also
desires to limit access to the servers 31(s) by devices 12(m) and other devices over the Internet 14
in a controlled manner. The firewall 30 serves to control access by devices external to the virtual
private network 15 to servers 31(s) within the virtual private nerwork 15. In that operation, the
firewall 30 also connects to the Internet 14, receives message packets therefrom for transfer to a
server 31(s). If the message packet indicates that the source of the message packet is requesting
access to the particular server 31(s), and if the source is authorized to access the server 31(s), the
firewall 30 will forward the message packet over the communication link 33 to the server 31(s). On
the other hand if the source is not authorized to access the server 31(s), the firewall 30 will not
forward the message packet to the server 31(s), and may, instead, transmit a response message packet

to the source device indicating that the source was not authorized to access the server 31(s). The
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firewall may be similar to other devices 31(s) in the virtual private network 15, with the addition of

one or more connections to the Internet, which are generally identified by reference numeral 43.

Communications between devices external to the virtual private network 15, such as device
12(m), and adevice, such as a server 31(s), inside the virtual private network 15, may be maintained
over a secure tunnel between the firewall 30 and the external device as described above to maintain
the information transferred therebetween secret while being transferred over the Internet 14 and
through the ISP 11. A secure tunnel between device 12(m) and virtual private network 15 is
represented in FIG. 1 by logical connections identified by reference numerals 40, 42, and 44; it will
be appreciated that the logical connection 42 comprises one of the logical connections 41 between
ISP 11 and Internet 14, and logical connection 44 comprises one of the logical connections 43

between the Internet 14 and the firewall 30.

Establishment of a secure tunnel can be initiated by device 12(m) external to the virtual
private network 15. In that operation, the device 12(m), in response to a request from its operator,
generates a message packet for transfer through the ISP 11 and Internet 14 to the firewall 30
requesting establishment of a secure tunnel between the device 12(m) and firewall 30. The message
packet may be directed to a predetermined integer Internet address associated with the firewall 30
which is reserved for secure tunnel establishment requests, and which is known to and provided to
the device 12(m) by the nameserver 17. If the device 12(m) is authorized to access a server 31(s)
in the virtual private network 15, the client 12(m) and firewall 30 engage in a dialog, comprising one
or more message packets transferred therebetween over the Internet 14. During the dialog, the
firewall 30 may provide the device 12(m) with the identification of a decryption algorithm and
associated decryption key which the device 12(m) is to use in decrypting the encrypted portions of
message packets which the virtual private network transmits to the device 12(m). In addition, the
firewall 30 may also provide the device 12(m) with the identification of an encryption algorithm and
associated encryption key which the device 12(m) is to use in encrypting the portions of message
packets which the device 12(m) transmits to the virtual private network 15 which are to be

encrypted; alternatively, the device 12(m) can provide the identification of the encryption algorithm
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and key that it (that is device 12(m)) will use to the firewall 30 during the dialog. The device 12(m)
canstore in its IP parameter store 25 information concerning the secure tunnel, including information
associating the identification of the firewall 30 and the identifications of the encryption and
decryption algorithms and associated keys for message packets to be transferred over the secure

tunnel.

Thereafter, the device 12(m) and firewall 30 can transfer message packets over the secure
tunnel. The device 12(m), in generating message packets for transfer over the secure tunnel, makes
use of the secure péckct processor 26 to encrypt the portions of the message packets which are to be
encrypted prior to transmission by the network interface 21 to the ISP 11 for transfer over the
Internet 14 to the firewall 30, and to decrypt the encrypted portions of the message packets received
by the device 12(m) which are encrypted. In particular, after the packet generator 22 generates a
message packet for transmission to the firewall 30 over the secure tunnel, it will provide the message
packet to the secure packet processor 26. The secure packet processor 26, in turn, encrypts the
portions of the message packet that are to be encrypted, using the encryption algorithm and key.
After the firewall 30 receives a message packet from the device 12(m) over the secure tunnel, it will
decrypt it and, if the intended recipient of the méssage packet is another device, such as a server
31(s), in the virtual private network 14, it (that is, the firewall 30) will transfer the message packet

to that other device over the communication link 33.

For amessage packet that is to be transferred by adevice, such as a server 31(s), in the virtual
private network 15 to the device 12(m) over the secure tunnel, the firewall 30 will receive such to
the message packet over the communication link 33 and encrypt the message packet for transfer over
the Internet 14 to the ISP 11. The ISP 11, in turn, forwards the message packet to the device 12(m),
in particular to its network interface 21. The network interface 21 provides the message packet to
the secure packet processor 26, which decrypts the encrypted portions of the message packet, using

the decryption algorithm and key.
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A problem arises in connection with accesses by a device, such as device 12(m), which is
external to the virtual private network 15, and a device, such as a server 31(s), which is external to
the firewall, namely, that nameserver 17 is not provided with integer Internet addresses for servers
31(s) and other devices which are in the virtual private network 15, except for integer Internet
addresses associated with the firewall 30. Thus, the device 12(m), after the operator has entered the
human-readable Internet address, will not be able to obtain the integer Internet address of the server

31(s) which is to be accessed from that nameserver 17.

To accommodate this problem, when the device 12(m) and firewall 30 cooperate to establish
a secure tunnel therebetween, in addition to possibly providing the device 12(m) with the
identifications of the encryption and decryption algorithms and keys which are to be used in
connection with the message packets transferred over the secure tunnel, the firewall 30 also provides
the device 12(m) with the identification of a nameserver, such as nameserver 32, in the virtual
private network 15 which the device 12(m) can access to obtain the appropriate integer Internet
addresses for the human-readable Intemnet addresses which may be provided by the operator of
device 12(m). The identification of nameserver 32 is also stored in the IP parameter store 25, along
with the identification of nameserver 17 which was provided by the ISP 11 when the device 12(m)
logged on to the ISP 11 at the beginning of a communications session. Thus, when the device 12(m)
is to transmit a message packet to a device, such as a server 31(s) in the virtual private network 14
using a human-readable Internet address provided by, for example, an operator, the device 12(m)
will initially access the nameserver 17, as described above, to attempt to oﬁtain the integer Internet
address associated with the human-readable Internet address. Since nameserver 17 is outside of the
virtual private network 15 and will not have the information requested by the device 12(m), it wil]. '
send a response message packet so indicating. The device 12(m) will thereafter generate a request
message packet for transmission to the nameserver 32 through the firewall 30 and over the secure
tunnel. If the nameserver 32 has an integer Intemnet address associated with the human-readable
Internet address in the request message packet provided by the device 12(m), it will provide the

integer Internet address in a manner that is generally similar to that described above in connection
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with nameserver 18, except that the integer Internet address will be provided by the nameserver 32
in a message packet directed to the firewall 30, and tﬁe firewall 30 will thereafter transmit the
message packet over the secure tunnel to the device 12(m). In the message packet transmitted by
the firewall 30, it will be appreciated that the integer Internet address in the message packet will be
in the data portion of the message packet transferred over the secure tunnel and, accordingly, will
be in encrypted form. The message packet will be processed by the device 12(m) in a manner
similar to that described above in connection with other message packets received by it over the
secure tunnel, that is, the message packet will be decrypted by the secure packet processor 26 prior
to being provided to the packet receiver and processor 23 for processing. The integer Internet
address for the server 31(s) can be cached in an access control list ("ACL") in the IP parameter store
25, along with the association of the human-readable Internet address thereto, an indication that the
server 31(s) associated with that human-readable Internet address is to be accessed through the
firewall 30 of the virtual private network 15, and the identifications of the encryption and decryption
algorithms and keys to be used for encrypting and decrypting the appropriate portions of the message

packets transmitted to server 31(s) and received from server 31(s).

It will be appreciated that, if the nameserver 32, in response to a message packet from the
device 12(m) requesting the nameserver 32 to provide an integer Internet address for a human-
readable Internet address provided by the device 12(m), if the nameserver 32 does not have an
association between the human-readable Internet address; and an integer Internet address, the
nameserver 32 can provide a response message packet so indicating. If the device 12(m) has
identification of other nameservers, such as may be associated with other virtual private networks
(not shown), to which it (that is, device 12(m)) may have access, then the device 12(m) can atiempt
to access the other nameservers in a similar manner as described above. If the device 12(m) is
unable to obtain an integer Intemet address associated with the human-readable Internet address
from any of the nameservers to which it has access, and which generally will be identified in its IP
parameter store 25, it will generally be unable to access a device having the human-readable Internet

address, and may so notify its operator or program which requested the access.
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With this background, operations performed by the device 12(m) and virtual private network
15 in connection with the invention will be described in detail. Generally, operations proceed in two
phases. In the first phase, the device 12(m) and virtual private network 15 cooperate to establish a
secure tunnel through the Internet 14. In that first phase, the virtual private network 15, in particular
the firewall 30 provide the identification of a nameserver 32, and may also provide the encryption
and decryption algorithm and key information, as described above. In the second phase, after the
secure tunnel has been established, the device 12(m) can use the information provided during the
first phase in connection with generating and transferring message packets to one or more servers
31(s) in the virtual private network 15, in the process obtaining resolution human-readable Internet
addresses to integer Internet addresses as necessary from the nameserver 32 that was identified by

the firewall 30 during the first phase.

Thus, in the first (secure tunnel establishment) phase, the device 12(m) initially generates a
message packet requesting establishment of a secure tunne! for transfer to the firewall 30. The
message packet will include an integer Internet address for the firewall (which may have been
provided by the device's operator or a program being processed by the device 12(m) or have been
provided by a the nameserver 17 after a human-readable Internet address was provided by the
operator or a program), and which, in particular, is to enable the firewall 30 to establish secure
tunnels therewith. If the firewall 30 accepts the secure tunnel establishment request, and if the
firewall 30 provides the encryption and decryption algorithms and keys as noted above, it (that is,
the firewall) will generate a response message packet for transmission to the device 12(m) that
identifies the encryption and decryption algorithms and keys; as noted above, this response message
packet will not be encrypted. When the device 12(m) receives the response message, the
identifications of the encryption and decryption algorithms and keys will be stored in the IP

parameter store 235.

At some point later in the first phase, the firewall 30 will also generate a message packet for
transmission to the device 12(m) that includes the integer Internet address of the nameserver 32. For

this message packet, the portion of the message packet that contains the integer Internet address of
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the nameserver 32 will be encrypted, using encryption algorithm and key that can be decrypted using
the decryption algorithm and key provided in the response message packet described above. This

message will generally have a structure
"<IIA(FW),IIA(DEV12(m))><SEC_TUN>
<ENCR<<IIA(FW),IIA(DEV_12(m))><DNS_ADRS:IIA(NS_32)>>>"
where

(i) "ILA(FW)" represents the source address, that is, integer Intemet address of the firewall
30,

(ii) "ITA(DEV_12(m))" represents the destination address, that is, the integer Internet address
of the device 12(m),

(iif) "DNS_ADRS:IIA(NS) indicates that "IIA(NS_32)" represents the integer Internet

address of the nameserver 32, the nameserver which the device 12(m) is authorized to use, and
(iv) "ENCR<....>" indicates that the information between brackets "<" and >" is encrypted.

The initial portion of the message "<IIA(FW),[IA(DEV_12(m))>" forms at least part of the header
portion of the message, and "<ENCR<<IIA(FW),IIA(DEV_12(m))><IIA(NS)>>>" represents at
least part of the data portion of the message. The "<SEC_TUN>" represents an indicator in the
header indicating that the message is being transferred over the secure tunnel, thereby indicating that

the data portion of the message contaihs encrypted information.

After the device 12(m) receives the message from the firewall 30 as described above, since
the message packet contains the <SEC_TUN> indicator, its network interface 21 will transfer the
encrypted portion "<ENCR<<ITAFW),IIA(DEV_12(m))><DNS_ADRS:IIA(NS_32)>>>" to the
secure packet processor 26 for processing. The secure packet processor will decrypt the encrypted

portion, determine that the portion "ITA(NS_32)" is the integer Internet address of a nameserver, in
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particular nameserver 32, that the device 12(m) is authorized to use, and store that address in the [P
parameter store 25, along with an indication that message packets thereto are to be transferred to the
firewall 30 and that data in the message packets is to be encrypted using the encryption algorithm
and key previously provided by the firewall 30. It will be appreciated that, since the integer Internet
address of nameserver 32 is transferred from the firewall to the device 12(m) in encrypted form, it

will be maintained in confidence even if the packet is intercepted by a third party.

Depending on the particular protocol used to establish the secure tunnel, the firewall 30 and
device 12(m) may also exchange message packets containing other information than that described

above.

As noted above, in the second phase, after the secure tunnel has been established, the device
12(m) can use the information provided during the first phase in connection with generating and
transferring message packets to one or more of the servers 31(s) in the virtual private network 15.
In those operations, if the operator of device 12(m), or a program being processed by device 12(m),
wishes to have device 12(m) transmit a message packet to a server 31(s) in the virtual private
network 15, if the operator, through the operator interface 20, or the program provides a human-
readable Internet address, the device 12(m), in particular the packet generator 22, will initially
determine whether the IP parameter store 25 has cached therein an integer Internet address that is
associated with the human-readable Internet address. If not, the packet generator 22 will generate
a request message packet for transfer to the nameserver 17 requesting it to provide the integer
Internet address associated with the human-readable Internet address. If the nameserver 17 has an
integer Internet address associated with the human-readable Internet address, it will provide‘the
integer Internet address to the device 12(m). It will be appreciated that this may occur if the human-
readable Internet address in the request message packet has been associated with adevice 13 external
to the virtual private network 15, as well as with a server 32(s) in the virtual private network 13.
Thereafter, the device 12(m) can use the integer Internet address to generate message packets for

transfer over the Intemet as described above.
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Assuming, on the other hand, that the nameserver 17 does not have a integer Internet address
associated with the human-readable Internet address, it (that is, the nameserver 17) will provide a
response message packet so indicating to the device 12(m). Thereafter, the packet generator 22 of
device 12(m) will generate a request message packet for transmission to the next nameserver
identified in its IP parameter store 25 requesting that nameserver to provide the integer Internet
address associated with the human-readable Internet address. If that next nameserver is nameserver
32, the packet generator 22 will provide the message packet to the secure packet processor 26 for
processing. The secure packet processor 26, in turn, will generate a request message packet for

transfer over the secure tunnel to the firewall 30. This message will generally have a structure
<ITADEV_12(m)),IAFW)><SEC_TUN>
<ENCR<<IIA(DEV_12(m)),IIANS_32))><IIA_REQ>>>"

where

(i) "HA(DEV_12(m))" represents the source address, that is, integer Internet address of the

device 12(m)

(ii) "ILA(FW)" represents the destination address, that is, the integer Internet address of the
firewall 30

(iii) "TIA(NS_32)" represents the address of the nameserver 32 -

(iii) "<<ITA(DEV_12(m)),IIA(NS_32))><IIA_REQ>>" represents the request message
packet generated by the packet generator 22, where "<IIA(DEV_1 2(m)j JIA(NS_32)> represents the
header portion of the request message packet, and "<IIA_REQ>" represents the data portion of the

request message packet,

(iv) "ENCR<....>" indicates that the information between brackets "<" and >" is encrypted,

and
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(v) "<SEC_TUN>" represents an indicator in the header portion of the message packet
generated by the secure packet generator 26 indicating that the message is being transferred over the

secure tunnel, thereby indicating that the data portion of the message contains encrypted information.

When the firewall 30 receives the request message packet generated by the secure packet
processor 26, it will decrypt the encrypted portion of the message packet to obtain
<<[TA(DEV_12(m)),IIA(NS_32))><IIA_REQ>>" represents the request message packet as
generated by the packet generator 22. After obtaining the req;xest message packet, the firewall 30
will transmit it over the communication link 33 to the nameserv;:r 32. In that process, depending
on the protocol for transmission of message packets over the communication link 33, the firewall
30 may need to modify the request message packet to conform to the protocol of communication link

33.

A fter the nameserver 32 receives the request message packet, it will process it to determine
whether it has an integer Internet address associated with the human-readable Internet address
provided in the request message packet. If the nameserver determines that it has such an integer
Internet address, it will generate a response message packet including the integer Internet address

for transmission to the firewall. Generally, the response message packet will have a structure:

<<IIA(NS_32),IA(DEV_12(m))><IIA_RESP>>

where

(i) "IIA(NS_32)" represents the source address, that is, integer Internet address of the

nameserver 32,

(ii) "IIA(DEV_12(m))" represents the destination address, that is, integer Internet address of

the device 12(m), and
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(iii) "ITA_RESP" represents the integer Internet address associated with the human-readable

Internet address.

After the firewall 30 receives the response message packet, since communications with device 12(m)
are over the secure tunnel therebetween, it (that is, the firewall 30) will encrypt the response message
packet received from the nameserver 32 and generate a message packet for transmission to the device
12(m) including the encrypted response message packet. Generally, the message packet generated

by the firewall 30 has the structure:
"<IIA(FW),ITA(DEV12(m))><SEC_TUN>
<ENCR<<IIA(NS_32),[IA(DEV_12(m))><IIA_RESP>>>"
where

(i) "IIA(FW)" represents the source address, that is, integer Internet address of the firewall
30, '

(i) "IIA(DEV_12(m))" represents the destination address, that is, the integer Internet address
of the device 12(m), L

(iii) "SEC_TUN" represents an indicator in the header portion of the message packet
generated by the secure packet generator 26 indicating that the message is being transferred over the
secure tunnel, thereby indicating that the data portion of the message contains encrypted information,

and:

(iv) "ENCR<....>" indicates that the information between brackets “<" and >" (which

constitutes the response message packet received from the nameserver 32) is encrypted.

In addition, depending on the protocol for transmission of message packets over the communication
link 33, the firewall 30 may need to process and/or modify the message packet to conform to the

protocol of Internet 14,
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When the device 12(m) receives the message packet from the firewall 30, it (that is, the
message packet) will be provided to the secure packet processor 26. The secure packet processor
26, in turn, will decrypt the encrypted portion of the message packet to obtain the integer Internet
address associated with the human-readable Internet address, and load that information in the IP
parameter store 25. Thereafter, the device can use that integer Internet address in generating
message packets for transmission to the server 31(s) which is associated with the human-readable

Internet address.

It will be appreciated that, if the nameserver 32 does not have an integer Internet address
associated with the human-readable Internet address provided by the device 12(m) in the request
ﬁnéssage packet, it (that is, nameserver 32) can so indicate in the response message packet generated
thereby. The firewall 30 will, in response to the response message packet provided by the
nameserver 32, also generate a message packet for transmission to the device 12(mn), the message
packet including an encrypted portion comprising the response message packet generated by the
nameserver 32. After the device 12(m) receives the message packet, the encrypted portion will be
decrypted by the secure packet processor 26, which, in turn, will notify the packet generator 22 that
the nameserver 32 does not have an integer Internet address associated with the hurr}an-readable
Internet address. Thereafter, if the IP parameter store 25 contains the identification of another
nameserver, the packet generator 22 of device 12(m) will generate a request“‘message packet for
transmission to the next nameserver identified in its IP parameter store 25 requesting that nameserver
to provide the integer Internet address associated with the human-readable Internet address. On the
other hand, if the IP parameter store 25 does not contain the identification of another nameserver,
the packet genefator 22 can notify the operator interface 20 or program that it is will be unablé to
generate a message packet for transmission to a device associated with the human-readﬁble Internet

address provided thereby.

An embodiment of the invention can provide a number of advantages. For example, it
can provide a system for easing communications between devices connected to a public network

such as the Internet 14, and devices connected to private networks such as virtual private network

15, by facilitating resolution
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of human-readable addresses to network addresses by a nameservers connected to the private

networks over a secure tunnel.

It will be appreciated that numerous modifications may be made to the arrangement described
above in connection with FIG. 1. For example, although the network 10 has been described such
that the identification of the encryption and decryption algorithms and keys are exchanged by the
device 12(m) and firewall 30 during the dialog during which the secure tunnel is established, it will
be appreciated that that information may be provided by the device 12(m) and firewall 30 separately

from the establishment of a secure tunnel therebetween.

In addition, although an embodiment of the invention has been described in connection with the Internet,
it will be appreciated that an embodiment of the invention can be used in connection with any network. Further,
although an embodiment has been described in connection with a network which provides for human-readable
network addresses, it will be appreciated that an embodiment can be used in connection with any network which

provides for any form of secondary or informal network address arrangements.

It will be appreciated that a system in accordance with the invention can be constructed in
whole or in part from special purpose hardware or a general purpose computer system, or any
combination thereof, any portion of which may be controlled by a suitable program. Any program
may in whole or in part comprise part of or be stored on the system in a conventional manner, or it

may in whole or in part be provided in to the system over a network or other mechanism for

transferring information in a conventional manner. Thus, such a computer program can form a product
operable, when run on a computer, to provide the required functionality of an embodiment of the
invention. The computer program product can be provided on a carrier medium, for example, a computer
readable medium such as, for example, a memory, disc or other storage medium, or a transmission
medium such as a telecommunications channel providing, for example, electrical, optical, wireless or
other transmission. In addition, it will be appreciated that the system may be operated and/or otherwise
controlled by means of information provided by an operator using operator input elements (not shown) =
which may be connected directly to the system or which may transfer the information to the system over

a network or other mechanism for transferring information in a conventional manner.
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The foregoing description has been limited to a specific embodiment of this invention. It will
be apparent, however, that various variations and modifications may be made to the invention, with

the attainment of some or all of the advantages of the invention.
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CLAIMS

1. A system comprising a virtual private network and an external device which communicate over

a digital network,

the virtual private network having a firewall, at least one internal device and a nameserver
each having a network address, the internal device also having a secondary address, the nameserver

being configured to provide an association between the secondary address and the network address,

the firewall, in response to a request from the external device to establish a connection
therebetween, being configured to provide the external device with the network address of the

nameserver, and

the external device, in response to arequest requesting access to the internal device including
the internal device's secondary address, being configured to generate a network address request
message for transmission over the connection to the firewall requesting resolution of the network
address associated with the secondary address, the firewall being configured to provide the address
resolution request to the nameserver, the nameserver being configured to provide the network
address associated with the secondary address, the firewall in turn being further cohﬁgured to

provide the network address in a network address response message for transmission over the

TR

connection to the external device.

2. A system according to claim 1, wherein the external device is further configured to use the _
network address provided in the network address response message in generating at least one

message for transmission to the internal device.
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3. A system according to claim 1 or claim 2, wherein the external device is configured to connect to the

network through a network service provider.

4. A system according to claim 3, wherein the external device is configured to establish a

communications session with the network service provider, the network service provider providing
the external device with the identification of a further nameserver, the further nameserver being
configured to provide an association between a secondary address and a network address for at least

one device.

5. A system according to any preceding claim, wherein the external device is configured to maintain a list of
nameservers which have been identified to said external device, the external device being configured
to interrogate successive ones of the nameservers in the list in response to arequest requesting access
to another device, said request including a secondary address for said other device, until said external
device receives a network address, in each interrogation the external device being configured to
generate a said network address request message for transmission over the netwbrk for response by

one of said nameservers in said list and to receive a network address response message therefrom.

6. A system according to any preceding claim, wherein the connection between the external device and the

firewall is a secure tunnel, in which at least some portion of messages transferred between the

external device and the firewall is encx;y'pted.

7. A method of operating a system comprising a virtual private network and an external device
interconnected by a digital network, the virtual private network having a firewall, at least one

internal device and a nameserver each having a network address, the internal device also having a
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secondary address, the nameserver being configured to provide an association between the secondary

address and the network address, the method comprising the steps of:

A. enabling the firewall, in response to a request from the external device to establish a
connection therebetween, provide the external device with the network address of the

nameserver; and
B. enabling

Q) the external device, in response to a request requesting access to the internal device
including the internal device's secondary address, to generate a network address
request message for transmission over the connection to the firewall requesting

resolution of the network address associated with the secondary address,
(ii)  the firewall to provide the address resolution request to the nameserver,

(iii)  thenameserverto provide the network address associated with the secondary address,

and

(iv)  the firewall to provide the network address in a network address response message

for transmission over the connection to the external device.

8. A method according to claim 7, wherein the external device is further enabled to use the network
address provided in the network address response message in generating at least one.message for.

transmission to the internal device.

9. A method according to claim 7 or claim 8, wherein the external device is enabled to connect to the

network through a network service provider.
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10. A method according to claim 9, wherein the external device is enabled to establish a

communications session with the network service provider, the network service provider being
enabled to provide the external device with the identification of a further nameserver, the further
nameserver being enabled to provide an association between a secondary address and a network

address for at least one device.

11. A method according to any one of claims 7 to 10, wherein the external device is enabled to maintain a

list of nameservers which have been identified to said external device, the external device being enabled

to interrogate successive ones of the nameservers in the list in response to a request requesting access
to another device, said request including a secondary address for said other device, until said external
device receives a network address, in each interrogation the external device being enabled to
generate a said network address request message for transmission over the network for response by

one of said nameservers in said list and to receive a network address response message therefrom.

12. A method according to any one of claims 7 to 10, wherein the connection between the external device

and the firewall is a secure tunnel, in which at least some portion of messages transferred between the

* éxternal device and the firewall is encrypted.

13.A computer program product for use in connection with a virtual private network and an external
device interconnected by a digital network, the virtual private network having a firewall, at least one
internal device and a nameserver each having a network address, the internal device also having a

secondary address, the nameserver being configured to provide an association between the secondary
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address and the network address, the computer program product comprising :

a nameserver identification code module configured to enable the firewall, in response to a
request from the external device to establish a connection therebetween, to provide the

external device with the network address of the nameserver,

anetwork address request message generating code module for enabling the external device,
in response to a request requesting access to the ‘internal device including the internal
device's secondary address, to generate a network address request message for transmission
over the connection to the firewall requesting resolution of the network address associated

with the secondary address,

an address resolution request forwarding module for enabling the firewall to provide the

address resolution request to the nameserver,

a nameserver control module for enabling the nameserver to provide the network address

associated with the secondary address, and

. anetwork address response message forwarding module for enabling the firewall to provide
the network address in a network address response message for transmission over the

connection to the external device.

14. A computer program product according to claim 13, further comprising a network address

utilization module configured to enable the external device to use the network address provided in

the network address response message in generating at least one message for transmission to the

internal device.
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I5. A computer program product according to claim 13 or claim 14, further comprising a network service

provider control module for enabling the external device to connect to the network through a

network service provider.

16. A computer program product according to claim 15, wherein the network service provider
control module includes a communications session establishment module for enabling the external
device to a communications session with the network service provider and receive therefrom

identification of a further nameserver.

17. A computer program product according to any one of claims 13 to 16, further including nameserver
interrogation control module for enabling the external device to maintain a list of nameservers which have

been identified to said external device, and to interrogate successive ones of the nameservers in the list

in response to a request requesting access to another device, said request including a secondary
address for said other device, until said external device receives a network address, ir. eziéii : }7
interrogation the external device being enabled to generate a said Vnet‘“'/orkv address réquest me'ssa_gé e
for transmission over the network for response by one of said nameservers in said list and to vref:-éi,\?é -

a network address response message therefrom.

18. A computer program product according to any one of claims 13 to 16, wherein the connection between the
external device and the firewall is a secure tunnel, in which at least some portion of messages

transferred between the external device and the firewall is encrypted.
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19. A computer program product according to any one of claims 13 to 18 on a carrier medium.

20. A computer program product according to claim 19, wherein the carrier medium is a computer readable

medium.

21. A computer program product according to claim 19, wherein the carrier medium is a transmissions

medium.

22. A system substantially as hereinbefore described with reference to the accompanying drawings.

23. A method substantially as hereinbefore described with reference to the accompanying drawings.

24. A computer program product substantially as hereinbefore described with reference to the accompanying

drawings.
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

438




PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 11/840,560 08/17/2007 |:| To be Mailed
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [] ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). o (c))
[] sEARCH FEE
(37 CFR1.16(K). (i) or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR118(0), (B} or (4) N/A N/A N/A N/A
(T3?TC/-\F|;??_1%I('I\;I)S minus20= | * X$ = ORI xs =
INDEPENDENT CLAIMS , N _ _
(37 CFR 1.16(h) minus 3 = xX$ = Xs =
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
f;%;gﬂ?‘ SIZE FEE is $250 ($125 for small entity) for each
( 166s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
= 06/28/2010 | arrer PREVIOUSLY EXTRA RATE®) | Fee ®) RATE (5) FEE ($)
E AMENDMENT PAE FOR
S ;r?et(?)ly (37 CFR « 60 Minus | = 20 =40 X $ = OR | X $52= 2080
[a)
z e 2 Minus | =3 =0 x$ = OR || x s220= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD'L OR  ADDL 2080
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | reE (5 RATE (3) FEE ($)
— AMENDMENT PAID FOR
5| o e * Minus | * = x$ = oR | xs =
= | et Minus | = - xs = or [xs =
E |:| Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

Legal Instrument Examiner:

/WANDA D. MITCHELL/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

439



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
U.S. Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

23630 e 07/15/2010

McDermott Will & Emery Paper
600 13th Street, NW per No.
Washington, DC 20005-3096

Application No.: 11/840,560 Date Mailed: 07/15/2010

First Named Inventor: Larson, Victor, Examiner: LIM, KRISNA

Attorney Docket No.: 077580-0063 (VRNK- Art Unit: 2453
1CP3CN2

Confirmation No.: 1537 Filing Date: 08/17/2007

Please find attached an Office communication concerning this application or proceeding.

Commissioner for Patents
PTO-90c (Rev.08-06)

440



Application No. Applicant(s)
Notice of Non-Compliant Amendment | 11/840,560 LARSONET AL.
(37 CFR 1.121) Art Unit
1700

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

The amendment document filed on 28 June, 2010 is considered non-compliant because it has failed to meet the

requirements of 37 CFR 1.121 or 1.4. In order for the amendment document to be compliant, correction of the following
item(s) is required.

THE FOLLOWING MARKED (X) ITEM(S) CAUSE THE AMENDMENT DOCUMENT TO BE NON-COMPLIANT:
Xl 1. Amendments to the specification:
X A. Amended paragraph(s) do not include markings.
[] B. New paragraph(s) should not be underlined.
[ c. other .

[ 2. Abstract:

[] A. Not presented on a separate sheet. 37 CFR 1.72.
[ B. Other }

[] 3. Amendments to the drawings:
] A. The drawings are not properly identified in the top margin as “Replacement Sheet,” “New Sheet,” or
“Annotated Sheet” as required by 37 CFR 1.121(d).
[] B. The practice of submitting proposed drawing correction has been eliminated. Replacement drawings

showing amended figures, without markings, in compliance with 37 CFR 1.84 are required.
[0 C. Other .

[] 4. Amendments to the claims:

1 A. A complete listing of all of the claims is not present.

[] B. The listing of claims does not include the text of all pending claims (including withdrawn claims)

] C. Each claim has not been provided with the proper status identifier, and as such, the individual status
of each claim cannot be identified. Note: the status of every claim must be indicated after its claim
number by using one of the following status identifiers: (Original), (Currently amended), (Canceled),
(Previously presented), (New), (Not entered), (Withdrawn) and (Withdrawn-currently amended).

] D. The claims of this amendment paper have not been presented in ascending numerical order.
] E. Cther: )

[ 5. Other (e.g., the amendment is unsigned or not signed in accordance with 37 CFR 1.4): For further explanation
of the amendment format required by 37 CFR 1.121, see MPEP § 714.

TIME PERIODS FOR FILING A REPLY TO THIS NOTICE:
1. Applicant is given no new time period if the non-compliant amendment is an after-final amendment or an amendment

filed after allowance, or a drawing submission (only) If applicant wishes to resubmit the non-compliant after-final
amendment with corrections, the entire corrected amendment must be resubmitted.

2. Applicant is given one month, or thirty (30) days, whichever is longer, from the mail date of this notice to supply the
correction, if the non-compliant amendment is one of the following: a preliminary amendment, a non-final amendment
(including a submission for a request for continued examination (RCE) under 37 CFR 1.114), a supplemental
amendment filed within a suspension period under 37 CFR 1.103(a) or (c), and an amendment filed in response to a
Quayle action. If any of above boxes 1 to 4 are checked, the correction required is only the corrected section of the
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Docket No.: 077580-0063 (VRNK-1CP3CN2) PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Application of Victor Larson et al. : Customer Number: 23630
. Confirmation Number: 1537
Application No.: 11/840,560 Group Art Unit: 2453
Filed: August 17, 2007 Examiner: Lim, Krisna

For:  AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING
SECURE DOMAIN NAMES

AMENDMENT “A”

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Office action dated March 19, 2010, please amend the above-identified

application and consider the accompanying remarks as follows:

Amendments to the specification begin on page 2 of this paper.
Amendments to the claims begin on page 3 of this paper

Remarks begin on page 10 of this paper.
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Amendments to the specification:
Please delete paragraph [0001] in its entirety, and substitute therefor:

[0001] This application claims priority from and is a continuation of a co-pending
U.S. application serial number 10/714,849, filed November 18, 2003, now U.S. Patent No.
7,418,504; which is a continuation of U.S. application serial number 09/558,210, filed April 26,
2000, now abandoned, which in turn is a continuation-in-part of previously-filed U.S. application
serial number 09/504,783, filed on February 15, 2000, now U.S. Patent No. 6,502,135, issued
December 31, 2002, which in turn claims priority from and is a continuation-in-part patent
application of previously-filed U.S. application serial number 09/429,643, filed on October 29,
1999, now U.S. Patent No. 7,010,604, issued March 07, 2006. The subject matter of U.S.
application serial number 09/429,643, now U.S. Patent No. 7,010,604 which is bodily
incorporated herein, derives from provisional U.S. application numbers 60/106,261 (filed
October 30, 1998) and 60/137,704 (filed June 7, 1999), both now abandoned. The present
application is also related to U.S. application serial number 09/558,209, filed April 26, 2000,

now abandoned, and which is incorporated by reference herein.
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Amendments to the claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

1.-3. (Cancelled)

4. (New) A system for providing a domain name service for establishing a secure

communication link, the system comprising:

a domain name service system configured and arranged to be connected to a
communication network, store a plurality of domain names and corresponding
network addresses, receive a query for a network address, and indicate in response
to the query whether the domain name service system supports establishing a

secure communication link.

5. (New) The system of claim 4, wherein at least one of the plurality of domain

names comprises a top-level domain name.

6. (New) The system of claim 5, wherein the top-level domain name is a non-

standard top-level domain name.

7. (New) The system of claim 6, wherein the non-standard top-level domain name is

one of .scom, .sorg, .snet, .sgov, .sedu, .smil and .sint.

8. (New) The system of claim 5, wherein the domain name service system is

configured to authenticate the query using a cryptographic technique.

9, (New) The system of claim 4, wherein the communication network includes the

Internet.

10. (New) The system of claim 4, wherein the domain name service system

comprises an edge router.

11. (New) The system of claim 4, wherein the domain name service system is

connectable to a virtual private network through the communication network.

3)
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12. (New) The system of claim 11, wherein the virtual private network is one of a

plurality of secure communication links in a hierarchy of secure communication links.

13. (New) The system of claim 11, wherein the virtual private network is based on
inserting into each data packet communicated over a secure communication link one or more

data values that vary according to a pseudo-random sequence.

14. (New) The system of claim 11, wherein the virtual private network is based on a
network address hopping regime that is used to pseudorandomly change network addresses in

packets transmitted between a first device and a second device.

15. (New) The system of claim 11, wherein the virtual private network is based on
comparing a value in each data packet transmitted between a first device and a second device to a

moving window of valid values.

16. (New) The system of claim 11, wherein the virtual private network is based on a
comparison of a discriminator field in a header of each data packet to a table of valid

discriminator fields maintained for a first device.

17. (New) The system of claim 4, wherein the domain name service system is

configured to respond to the query for the network address.

18. (New) The system of claim 4, wherein the domain name service system is
configured to provide, in response to the query, the network address corresponding to a domain

name from the plurality of domain names and the corresponding network addresses.

19. (New) The system of claim 4, wherein the domain name service system is
configured to receive the query initiated from a first location, the query requesting the network
address associated with a domain name, wherein the domain name service system is configured
to provide the network address associated with a second location, and wherein the domain name
service system is configured to support establishing a secure communication link between the

first location and the second location.

20. (New) The system of claim 4, wherein the domain name service system is

“)
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connected to a communication network, stores a plurality of domain names and corresponding
network addresses, and comprises an indication that the domain name service system supports

establishing a secure communication link.

21. (New) The system of claim 4, wherein at least one of the plurality of domain

names is reserved for secure communication links.

22. (New) The system of claim 4, wherein the domain name service system

COl’l’lpI‘iSCS a SE€rver.

23. (New) The system of claim 22, wherein the domain name service system further
comprises a domain name database, and wherein the domain name database stores the plurality

of domain names and the corresponding network addresses.

24, (New) The system of claim 4, wherein the domain name service system
comprises a server, wherein the server comprises a domain name database, and wherein the
domain name database stores the plurality of domain names and the corresponding network

addresses.

25. (New) The system of claim 4, wherein the domain name service system is
configured to store the corresponding network addresses for use in establishing secure

communication links.

26. (New) The system of claim 4, wherein the domain name service system is

configured to authenticate the query for the network address.

27. (New) The system of claim 4, wherein at least one of the plurality of domain
names comprises an indication that the domain name service system supports establishing a

secure communication link.

28. (New) The system of claim 4, wherein at least one of the plurality of domain

names comprises a secure name.

29. (New) The system of claim 4, wherein at least one of the plurality of domain

names enables establishment of a secure communication link.

&)
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30. (New) The system of claim 4, wherein the domain name service system is
configured to enable establishment of a secure communication link between a first location and a

second location transparently to a user at the first location.

31. (New) The system of claim 4, wherein the secure communication link uses
encryption.
32. (New) The system of claim 4, wherein the secure communication link is capable

of supporting a plurality of services.

33. (New) The system of claim 32, wherein the plurality of services comprises a
plurality of communication protocols, a plurality of application programs, multiple sessions, or a

combination thereof.

34, (New) The system of claim 33, wherein the plurality of application programs
comprises items selected from a group consisting of the following: video conferencing, e-mail, a

word processing program, and telephony.

35. (New) The system of claim 32, wherein the plurality of services comprises audio,

video, or a combination thereof.

36. (New) The system of claim 4, wherein the domain name service system is
configured to enable establishment of a secure communication link between a first location and a

second location.

37. (New) The system of claim 36, wherein the query is initiated from the first
location, wherein the second location comprises a computer, and wherein the network address is

an address associated with the computer.

38. (New) The system of claim 4, wherein the domain name service system
comprises a domain name database connected to a communication network and storing a
plurality of domain names and corresponding network addresses for communication, wherein the
domain name database is configured so as to provide a network address corresponding to a

domain name in response to a query in order to establish a secure communication link.

(6)

BST99 1644644-2.077580.0063

447



Application No.: 11/840,560
June 28, 2010

39. (New) A machine-readable medium comprising instructions executable in a
domain name service system, the instructions comprising code for: connecting the domain name
service system to a communication network; storing a plurality of domain names and
corresponding network addresses; receiving a query for a network address; and indicating in
response to the query whether the domain name service system supports establishing a secure

communication link.

40. (New) The machine-readable medium of claim 39, wherein the instructions
comprise code for storing the plurality of domain names and corresponding network addresses

including at least one top-level domain name.

41. (New) The machine-readable medium of claim 39, wherein the instructions

comprise code for responding to the query for the network address.

42. (New) The machine-readable medium of claim 39, wherein the instructions
comprise code for providing, in response to the query, the network address corresponding to a

domain name from the plurality of domain names and the corresponding network addresses.

43, (New) The machine-readable medium of claim 39, wherein the instructions
comprise code for receiving the query for a network address associated with a domain name and
initiated from a first location, and providing a network address associated with a second location,

and establishing a secure communication link between the first location and the second location.

44, (New) The machine-readable medium of claim 39, wherein the instructions
comprise code for indicating that the domain name service system supports the establishment of

a secure communication link.

45, (New) The machine-readable medium of claim 39, wherein the instructions
comprise code for reserving at least one of the plurality of domain names for secure

communication links.

46. (New) The machine-readable medium of claim 39, wherein the code resides on a

SCIver.
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47. (New) The machine-readable medium of claim 39, wherein the instructions
comprise code for storing a plurality of domain names and corresponding network addresses so

as to define a domain name database.

48. (New) The machine-readable medium of claim 39, wherein the code resides on a
server, and the instructions comprise code for creating a domain name database configured to

store the plurality of domain names and the corresponding network addresses.

49, (New) The machine-readable medium of claim 39, wherein the instructions
comprise code for storing the corresponding network addresses for use in establishing secure

communication links.

50. (New) The machine-readable medium of claim 39, wherein the instructions

comprise code for authenticating the query for the network address.

51. (New) The machine-readable medium of claim 39, wherein at least one of the
plurality of domain names includes an indication that the domain name service system supports

the establishment of a secure communication link.

52. (New) The machine-readable medium of claim 39, wherein at least one of the

plurality of domain names includes a secure name.

53. (New) The machine-readable medium of claim 39, wherein at least one of the
plurality of domain names is configured so as to enable establishment of a secure communication

link.

54, (New) The machine-readable medium of claim 39, wherein the domain name
service system is configured to enable establishment of a secure communication link between a

first location and a second location transparently to a user at the first location.

55. (New) The machine-readable medium of claim 39, wherein the secure

communication link uses encryption.

56. (New) The machine-readable medium of claim 39, wherein the secure

communication link is capable of supporting a plurality of services.
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57. (New) The machine-readable medium of claim 56, wherein the plurality of
services comprises a plurality of communication protocols, a plurality of application programs,

multiple sessions, or a combination thereof.

58. (New) The machine-readable medium of claim 57, wherein the plurality of
application programs comprises items selected from a group consisting of the following: video

conferencing, e-mail, a word processing program, and telephony.

59. (New) The machine-readable medium of claim 56, wherein the plurality of

services comprises audio, video, or a combination thereof.

60. (New) The machine-readable medium of claim 39, wherein the domain name
service system is configured to enable establishment of a secure communication link between a

first location and a second location.

61. (New) The machine-readable medium of claim 60, wherein the instructions
include code for receiving a query initiated from the first location, wherein the second location
comprises a computer, and wherein the network address is an address associated with the

computer.

62. (New) The machine-readable medium of claim 39, wherein the domain name
service system comprises a domain name database connected to a communication network and
storing a plurality of domain names and corresponding network addresses for communication,
wherein the domain name database is configured so as to provide a network address
corresponding to a domain name is response to the query in order to establish a secure

communication link.

63. (New) A method of providing a domain name service for establishing a secure
communication link, the method comprising: connecting a domain name service system to a
communication network, ; storing a plurality of domain names and corresponding network
addresses; and upon receiving a query for a network address for communication, indicating

whether the domain name service system supports establishing a secure communication link.
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REMARKS

Claims 4-63 remain in the application. Claims 1-3 have been cancelled, subject to
refilling those claims in a continuation application of the present application. Claims 4-63 have
been added by this amendment. The Examiner’s attention is directed to the parent application,
Applicant’s patent, U.S. Patent No. 7,418,504 (the ‘504 Patent”). Pending claims 4-63 are
similar to claims 1-59 of the ‘504 Patent, except that they have been modified to add the
limitation in independent claim 4 (and similar limitations to claims 39 and 63) that there is an
indication in response to a query whether the domain name service system supports establishing a
secure communication link. New claim 19 (corresponding to claim 16 of the ‘504 Patent) has

also been amended with minor changes.

In the Official action of March 19, 2010, the Examiner has objected to the disclosure
because the first paragraph of the specification needs to be updated. The Examiner has also
indicated that the information disclosure statement filed May 19, 2009 fails to comply with 37
C.F.R. § 1.98(a)(3) because it does not include a concise explanation of the relevance of each of
the cited references. Claims 1 has been rejected under 35 U.S.C. §112, second paragraph, as
indefinite, while claims 2-3 have been rejected under 35 U.S.C. §112, second paragraph, as being
incomplete for omitting essential steps. Claim 2 has also been rejected under 35 U.S.C. §112,
first paragraph, because one skilled in the art clearly would not know how to use the claimed
invention. Claims 1-3 have been rejected on the ground of non-statutory obviousness-type
double patenting as being unpatentable over claim 1 of U.S. Patent No. 7,418,504 (from which
the current applications claims priority). Finally claims 1-3 have been rejected under 35 U.S.C. §
102(e) as being anticipated by Shrader (US Patent No 5,864,666). The objections and rejections
are traversed and reconsideration is respectfully requested in view of the foregoing amendments

and following remarks.

Regarding the Examiner’s objection to the specification, the Examiner has requested that
applicants indicate the current status of the applications identified in paragraph [0001].
Applicants accordingly have amended paragraph [0001] to comply with the Examiner’s request.

Accordingly, the objection should be withdrawn.

The Examiner has indicated that the information disclosure statement filed May 19, 2009

10,
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fails to comply with 37 C.F.R. § 1.98(a)(3) because it does not include a concise explanation of

the relevance. As stated in applicants’ document:

All of the documents herein submitted have been produced by Microsoft
Corp. in VirnetX Inc. and Science Applications International Corp. v. Microsoft
Corp. civil action currently pending before the U.S. District Court for the Eastern
District of Texas. Although the undersigned attorney has not reviewed these
documents to assess their materiality, these documents are submitted under the
assumption that they may be material to the patentability of the claims pending in
this application.

While applicants’ regret the large number of documents cited in the litigation by the
opposing party, the inability to review the documents, and therefore the inability to assess the
materiality of the references, nevertheless applicants felt compelled to cite the references in the
file history of the present application, because the two patents in the cited litigation (US Patent
Nos. 6,502,135 B1 and 7,188,180 B2) and that of the present application all relate to secure
communications. The present application claims priority from a chain of applications, including
the one that issued as U.S. Patent No. 6,502,135. U.S. Patent No. 7,188,180 claims priority from
a chain of applications, including the same one that issued as U.S. Patent No. 6,502, 135.
Accordingly, the applicants request that the Examiner reconsider his position, and review and

enter the information disclosure statement of May 19, 2010.

Regarding the rejection of Claims 1 has been rejected under 35 U.S.C. §112, second
paragraph, as indefinite, the Examiner states that “it is unclear from where a query is sent”, “it is
unclear from where the query message is requesting a secure computer network address,” “it is
unclear how a portal authenticates a query,” and finally “the interrelationship or interfunction
between a portal and a domain name database is unclear.” It is submitted that these cited
limitations do not make the claims indefinite. The source of the query message can be from any
source in communication with the system for providing a domain name service. As recited in
new claim 4, the domain name service system is configured and arranged to be (1) connected to a
communication network, (2) store a plurality of domain names and corresponding network
addresses, (3) receive a query for a network address, and (4) indicate in response to the query

whether the domain name service system supports establishing a secure communication link. All

four limitations are required by the claim.
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The Examiner also finds fault since there is no express recitation of the interrelationship
between the portal and domain database. While the applicants disagree with this rejection, none
of the currently presented claims include the limitation of “the portal.” Accordingly, this

objection is believed to be overcome.

The Examiner also believed that original claims 2-3 were incomplete for “omitting
essential structural cooperative relationships of elements, such omission amounting to a gap
between the necessary structural connections.” Claims 4-63 recite adequate limitations to satisfy

the statutory requirements of 35 U.S.C. §112.

Claim 4 recites the restrictive limitations of a domain name service system required to be
“configured and arranged to be connected to a communication network, store a plurality of
domain names and corresponding network addresses, receive a query for a network address, and
indicate in response to the query whether the domain name service system supports establishing a

secure communication link.”

Claim 39 recites “a machine-readable medium comprising instructions executable in a
domain name service system, the instructions comprising code for: connecting the domain name
service system to a communication network; storing a plurality of domain names and
corresponding network addresses; receiving a query for a network address; and indicating in
response to the query whether the domain name service system supports establishing a secure

communication link.” This clearly provides limitations acceptable under 35 U.S.C. §112.

Finally, claim 63 recites “a method of providing a domain name service for establishing a
secure communication link, the method comprising: connecting a domain name service system to
a communication network; storing a plurality of domain names and corresponding network
addresses; and upon receiving a query for a network address for communication, indicating
whether the domain name service system supports establishing a secure communication link.”
Claim 63 recites method steps that clearly recite method limitations within the requirements of

35U.8.C. §112.

Finally, original claim 2 was also rejected under 35 U.S.C. §112, first paragraph, is not

supported by an “undue breadth ... asserted utility or a well established utility.” Applicants

12)
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disagree. New claim 4 recites that the system provides “a domain name service for establishing a
secure communication link.” New claim 39 recites a “machine-readable medium comprising
instructions executable in a domain name service system, the instructions comprising code for
connecting the domain name service system to a communication network; storing a plurality of
domain names and corresponding network addresses; receiving a query for a network address;
and indicating in response to the query whether the domain name service system supports

establishing a secure communication link.”

Claims 1-3 have been rejected on the ground of non-statutory obviousness-type double
patenting as being unpatentable over claim 1 of U.S. Patent No. 7,418,504 (from which the
current applications claims priority). Applicants agree to submit a terminal disclaimer should the

Examiner maintain this rejection against new claims 4-63.

Finally claims 1-3 have been rejected under 35 U.S.C. § 102(e) as being anticipated by
Shrader (US Patent No 5,864,666). The latter patent describes a system for administering
tunneling on a firewall computer between a secure computer network and a nonsecure computer
network (col. 1, lines 40 and 41). The system includes a user interface. The user interface is
presented having a first pane in which a tunnel definition can be entered. A query is run on an
entered tunnel definition to determine whether any existing tunnel definitions match the entered
tunnel definition. The results of the query are then displayed on a scatter bar in another pane in
the user interface. Locations of matching tunnel definitions are then indicated by lines through
the scatter bar. A small bar is displayed proximate to the scatter bar. The small bar indicates the
position of the displayed list of tunnel definitions relative to a complete list of tunnel definitions
represented by the scatter bar. At this point, an action may be performed on a selected definition.

(col. 1., lines 53-65).

The patent reference also describes the use of an Internet firewall product that allows
administrators to create a physical firewall between a secure network and an unsecured network.
The firewall product is described as providing a number of functions including “specialized
domain name services.” (col. 2, lines 11-18). However “IP tunneling is a feature provided by

internet firewalls which is the primary subject of the present invention.”

The “IP Tunnel Query Page” is shown in detail in Figs. 6 and 7, and is described in

13)
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detail in col. 7, line 34-col. 10, line 46. Clearly the page is used by a human administrator to

determine tunnel definitions.

The reference thus describes a system to allow a human network administrator to
administer tunneling on a firewall computer between a secure computer network and a nonsecure
computer network. The system includes an interface that provides graphical depictions of
tunnels between addresses in the networks as lines connecting icons representing network
addresses. The system allows the user to display a selected tunnel definition in response to the
user input. The only apparent query that the system responds to is a “query on an entered tunnel
definition to determine whether any existing tunnel definitions match the entered tunnel
definition.” Clearly the system of Shrader does not provide a domain name service system
“configured and arranged to be connected to a communication network, store a plurality of
domain names and corresponding network addresses, receive a query for a network address, and
indicate in response to the query whether the domain name service system supports establishing a
secure communication link”, as recited in applicants’ claim 4, nor a “machine-readable medium
comprising instructions executable in a domain name service system, the instructions comprising
code for: connecting the domain name service system to a communication network; storing a
plurality of domain names and corresponding network addresses; receiving a query for a network
address; and indicating in response to the query whether the domain name service system
supports establishing a secure communication link,” as recited in applicants claim 39, nor a
“method of providing a domain name service for establishing a secure communication link, the
method comprising: connecting a domain name service system to a communication network, ;
storing a plurality of domain names and corresponding network addresses; and upon receiving a
query for a network address for communication, indicating whether the domain name service

system supports establishing a secure communication link,” as recited in applicants’ claim 63.

In summary therefore, the remaining claims 4-63, the remaining claims in the application,
are believed to be in condition for allowance. An early and favorable action thereon is therefore

earnestly solicited.
The Examiner is invited to call the undersigned agent if there are any questions.

To the extent necessary, a petition for a one month extension of time under 37 C.F.R.

(14)
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1.136 is hereby made. Please charge any shortage in fees due in connection with the filing of this
paper, including extension of time fees, to Deposit Account 50-1133 and please credit any excess

fees to such deposit account.

Respectfully submitted,
McDERMOTT WILL & EMERY LLP
[Toby H. Kusmer/

Toby H. Kusmer
Registration No. 26,418

28 State Street Please recognize our Customer No. 23,630
Boston, MA 02109 as our correspondence address.

Phone: 617.535.4065

Facsimile: 617.535.3800

E-mail address: tkusmer@mwe.com

Date: June 28, 2010
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(54) PACKET TRANSMISSION SYSTEM

ury [Jhel]
¥

(57)Abstract:

PURPOSE: To prevent the leakage of data by
providing a means controlling the order of packet by
a prescribed definition to the reception and
transmission side, deciding the logical channel of
each packet in the order of sending at the
transmission side and restoring the data string of the
packet received from each logical channel at the
reception side.

CONSTITUTION: Data X, Y, Z to be sent of data 1,
4, 7 are split at each packet, a transmisson order rule
control section 10 is used to share the packets into
logical channels A, B, C of data 2, 5, 8. In this case,
the sent order is changed according to the sequence
restriction of the control section 10. Thus, the packet

data are sent in the entirely difference order from that of the packet data constituting the
original data 1, 4, 7 to be sent. At the reception side, the packet data received from each
logical channel (2, 5, 8) is rearranged by a reception side order rule control section 11 to
obtain reception data X, Y, Z of data 3, 6, 7. Thus, the leakage of the data from the
transmission line and the decoding are prevented.
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Partial translation ot Cited Document |

Cited Document 1 (JP-A (Kokai) S62-214744)

The order of packet data in each logical channel of the present invention is
different from those in logical channels 2, 5, and 8 of the conventional packet
transmission system as shown in F ig. 5 in that correct information cannot be obtained at
the receiver even if the data in one logical channel are aligned sequentially, as indicated
by 2,5,and 8 in Fig. 1. Therefore, at the receiver, it is necessary to realign the data
received from each logical channel with reference to the same order rule as that used at
the transmitter.

Fig. 2 shows an example of the order rule. When arranged in a table indicated
by 12, this order rule forms a matrix in which 24 types of numerals from Al to C8,
configured by the combination of the logical channel numbers of A, B, and C, and the
sequence numbers from | to 8, correspond to the packet data from X1 to Z8 obtained by
dividing the corresponding transmission data X,Y, and Z.

Fig. 3 shows an example of processing at the transmitter. When the data to be
transmitted via the logical channel A of 2 are selected from the transmission data X, Y,
and Z of 1, 4, and 7, the order rule shown in the table 12 in Fig. 3 is used to send out the
packets in the order of X, Y2, 25, Y, Y7, and Zg to the logical channel A. The same
applies to the data to be transmitted via the logical channels B and C of 5 and 8.

Fig. 4 shows an example of processing at the receiver. For example, the data
X1, Y2, Z3, Y, Y7, and Z4 received from the logical channel! A indicated by 2 are aligned
in each position of the received data X, Y, and Z indicated by 3, 6, and 9 according to
the order rule of the logical channel A as shown in table 12 of Fig. 3. The same
processing is executed for the other lo gical channels to restore the received data XY,
and Z.

465



ToAtesd P et

OBHHFHELE
FEE2 - 214744

@B FAEWHF (JP)
eRBFAFHFIE (A

&int Cl.* @BES FREEES @5 BEFI62F(1987) 9 218
H 04 L 9/00 B — 7240— 5K
11/20 102 A—T117-5K
11/26 M17—-5K ZFEZEXRK XWRK RBAoH 1 (241
QRBOLHF  ~F v EEHR
e BFA PE61—56812
@H B PE61(1986) 3 A17H
@% B F X E 7B EFAEUTIEM EXeH B MRS TS8R
@ B & F H B A WEFMELT 1 8 HALSHE THERASEIITEAN
O R A HALHB UM HRRTRBEMEREAS 4 TH6 S
SR B A HEBLE NI BB 1K
L] b} 3 (kD EHE)
1. BYOAK Ry s PEBRFRD—~D I, B MM L3 HMic

Ny o bEEESFRK
2. MFHMRORIE
(1) XML ERALETHEONAEF v XU

EHALF -5 s FHBMULTERT 3 A

Fo bGEBEFRILENT. Z@ME /M AL

Yo bPORBRUERBOMFEETHOEZD K

HE-THATINAFAMUABSERERS. =

DEFERAMUMERIILY, ZMMTIEEMRT

2B o9 FPORBF Yy R NRUXLE KE L R

ZEL. RAMTREQAFyEIULSBBLE

RE s bDF-2AOUTET > L LML

Lty sy bEREFR.

3. 2o RS

(EREDHBEY)

AR\ AY o PEEFAKEY . BHEXA
BOHBESD 0. GEBRLTT -2 4538
KAM, ChABABUMTENB L EH<CDIC
Ay g b EERAFAKRT 5.

BWTHMORAF »y 2V EBAL. F- 8 &%
Ty rRBMUTERTAHFRANS S (CCITT,
X.258%) .
MEARRRDODIOBRAY o FEBEIFXERT.
1,4, TREMLEd2 LT 3F-2X, v, 2
T&U.:hi%hfﬂﬂvu#ﬁﬂb.z.&
BNRAF ¥y XIVA, B, CKkBALTE+DA
ForTF -84 RMA~EAT S, BAMTIL.
ERAF v AN ERBBUAAY o hF -5 g
Yo ABSMKEAIE. 3, 6, 9B
F-5X, Y, 2%4835,

2E. BAT-SERCNET S oM TR L
TR, AAUERAEE60-54544F00re
5 h 3.

(RUAMBELE>ET 2MES)

ERHEF ST, 2N TOHF Y
ANBBLAY b~ BRI Y. A h
ThF -3 0RMETIED. F-252mL L

—249—

466



WTRBABLEAS Y FOMRANTE, F— 5 5%
SHARMAT I ENIHEAB - 2.

ERMOEME. ERLEIETEIF-20%
AEMIFT IR . F-2BRT 3130 o
FPEERFRR-2EHAMAAMLEBILTESET
BIEREY. BELEIETEF -2 AELR
ErLBABRBUMHEAIZ L nDAR
Yy b EEAXERBRT I LB 3.
(HMELEEMRT S DD FER)

AR BEELEILTAEF-s%. B—0
BAF»INVEBEITR., F- 2L ARTIHN
DAy FEBLEDPUDEHERAMIZE Y, <
DHrDR-LRAF Yy ANERALTHHESRT
3. BN EHEAMERERLEI LT B
—EREORA Sy o FEYORMETYOEMN AR
BULZRAT 3R - R BB - ORMFERY &
>3, Ao retMT 58T, EEL &S &
FTE2F-82RBT53—-HOAr o rE LRAN
K-> THENMMBMRBELT S, 5ok
ERMTIMTR. AR/CEERABRCRED, 2 &

BF. EBHO XA HDVWTEMIZ L Y B
LB 202
BLAKERFO Ay v rEBFRERT. 1
4, TOXRMBLEILEBF-38X, Y, Z& %
hEL AT FPSWL. LODKRBMMMER ™
BBEAVT, thEFLOAS sy &2, 5, 8
DERAFYyRNVA, B, CREBYHIIE., 20
B, Z2LUTIMFGBBBLO0OOMAERM R
TREE¢E3. ->T. SRBMFy2rNL2, 5,
BEkiR. BROM. BHLEI LT 23RDF
=8 1.4, TEMRART Ao rF-2rit e
of:<lo7’:ﬂ!¥1‘. Ry oy hF-—3XAEREH
bTtkns. AMMTIE. 2, 5, BoANA
FrARNIURMLERAY 2 rF-2%. 11D
ZRUMEAMMMB L URALAL. 3, 6
TORMBF -2 X, Y, 2485,

ERFBILETI3BNAF Yy RN LD o b F
—IOMEIL. BEBMURTRKRDAY o FE%
HAORAAF»yRN2, 5, BLRAAEY. B1@
D2, 5, BRRTHRXKLILSODAMF» X LVAD

161 62-214714 (2)
HMBERBREYZ@LEAY o FERIE 4RO
F-s@edRT 3.

(# 18

ARG, FT-S0MM e T A2 580
L. BRLEIETEAY Yy FROMFER S E
ERICWLTAIS U T YUY ILEII LT 60
THS., RSy o P ERTIR. B o R D
LB ORBF Yy XANBRRUL —F U ARB %
AwT. B8 E2BMOTF -2 MOMENDS %
TAoTwslkh, RRMTEEALEAY o 1 F
— AL BLOIMNBROALTEBLADF — &
AEURIHEIILABBTHS.
EBWILECTIR, ZEML2EMICH S L
DERLERHAF » 2 NEL - S U XBKS O R
S2RBEUEMAY s FORREEEAT I DO
BMFERABERS., COMEMBMEEAYr o Fic l
ERE ERAEVE £ R WY N R rE T
BT, TOoF-sMeBUREES., o THA
AUMERLELZVLDARBLTLMBIET® 2,
(FRH)

F-3 MM ZLETHRMMTHEEL WK
EBILATERN, 5T, ZAMTIZ., B
EHLALBMFERMESMLT. SRNAF v 20U
POERBLAF - St MERAEIEI2WHAS 5.
B2RALNMAAMO IRNERT. coOMEAD
Wik, L2ERTF-TABRLELEGS. A,
B, CORBF*»RXUVBRBLLINBB8DY -4
ABEFLOBIAEGH L THBREIAIAL 5
CBETOD24MMDBFL. “hicNET 2%
BF-—3X, Y, Z2HMLEXLABZ8 )R
Ty rF -3 kR EEEETRY oS 2R B,
BIBLEBMOLANERT.
EBTF -8 X, Y, Z&Y. 20RMF v 2NA
HAOTEMBTE3F -2 s ART 282, W38 0
FoTWNIZERLEMESRMER T, RaF

1,4, 72

YRANALHLULT, Xou Yauo Z4, Yo, Y,,
ZDRMETAY s r B+ 5,
FrYrFINB. CHUTEMBTAIF -2 AT S

Sts8onm

5.
BABCABMNORMMERT., MAE. 24C

—250—

467



TYTRBFYy FANVALYREBLETF-5%. X,

Ya, Yeu Yo, Z24i2. M3FDFTF - T W

L2TRLENAF ¥ R IVAOKERDICHE W,

Z!:
K RENI%ZMMF-2%X, Y, ZD*¥
BORHAF » R IVK
Z8F-5%Xx, Y,

3.,
hEFhouBEHEh 3,
DVWTHLRERRXOLBE T,

6,

ZEATEHE B,

TE. MFERHMEE. F-7vBRATCERT SN

RoEsL. HAATERT 3 HR AL S0 3.
(B HR)

ARHLINIE. BE5HLLDEDSAERAER
MELaTWIHEOHE. "F 9y PF-S80EL
WEXRBATAL. -T. MERANMNE® S X h
TORBEZRRELVWRBET IS EAMET.
F-3O0BHEFILTOYRAS S, L. X8
HiLENTR. MMORAFy XN EBHT B3
L, BEAAF XN CHBEOLHN s OEARIIED W
LTERT 3. CoBicizwAmicl
AFOEREMBILBRLTEERT I8 S 3 2
H. T BOHEB LI EBRLBRND S,

. “.(‘_- 3
HFiffesn B i
Brifnsdsssaleslo.ln 5 vy ] $ary
Z Y, Y,’Y.JX.IZ. Y, {Y a.u‘t::_ . 1%
e ]
L.
Yy
[ R ; 7, }s
L Mg jrra C A
Aier-p | Is ] Crlcr s Edale ik 8 5 ary
z
o] L,-JZ x,flffz.Hx i _;: z
el Pl
Rl I I e
Z ' i i
‘ |
: 1
s 13311 0 hrsed
i ip ooy

3M8262-214744 (3)

4. BEOMM R

BLIAREBSNO Ay » " ERFRERTT 5
E.ﬂzamtﬁ%fmnaﬂﬁﬂmm—ﬂ&i
THE. BIATEBRAL LI ERW@OLAN L =
Tﬂ.mdﬂu*ﬁﬁnxaimmmﬁuﬂ&ﬁ
TE.MSE&%%@K#7F§EHK&&WT
EEATH 5.

1.4, 7808535,
3.6, 9-2@F—45,
2,5, 8-HMFv R,

LO-Z{8 80 /e pdmoyas.
1L RMMMER e,

REAANAL Y/ [T -

A X1 Y2 Z2 Ye Y1 Ze | X6 | xa

8 Y1 Ys r41 Xa Y4 Ys Ye 21

[ Zt Xz | X3 Xs Z4 Zs X1 g

—
AS A4 [AY fA2 AL [Z-ra8%
ol vel z Ay
7 6 2] Yz Xy -

/ I hekn A

—251—

468



6

®mdx
| X F3
IRIE et A ]
I Al as] Al Azl Az T A Do ikt
/ 24 Yz | Xt Wb ]
Yz
(2%

\___L,_/

s

—252—

469

1HBI62-214744 (4)

®mOoO®R
("‘_,l_"v . [0 Ly
CIPUN .3 38 Wityern A [ s ]
L T Aaladaladalada - 2 SRR
* A X x
::’,;;’_‘ CQ afxp[x an. X3 (Xt E:> :_5_;:
L.Xe. %
L _Xt. .
X
A BN T Je
Wiy F-T- t81e yexi/8 N
anrs ssfoJes]nln} 5 e ]
Y
Ys[Ye|Ys Y

L] k]
Wityezw C 2
Hey 1iCajc -8 (72 wetres

L. Zs . 2
2| bl nlzd nlzn () o

S

.o

i




Cited Docriment 2

cransiared by Coniputer

PATENT ABSTRACTS OF JAPAN

(11)Publication number : 10-070531
(43)Date of publication of application : 10.03.1998

(5D)Int.CL HO4L 12/22
GOG6F 13/00
H04K 1/00

(21)Application number : 08-223898 (7DApplicant : BROTHER IND LTD

(22)Date of filing : 26.08.1996 (72)Inventor : SUZUKI MASASHI
MATSUDA KAZUHIKO
SAGOU AKIRA
KONDO HIROMOTO
YASUI TSUNEO

(54) DATA COMMUNICATION SYSTEM AND RECEIVER
(57)Abstract:
PROBLEM TO BE SOLVED: To provide a
data communication system capable of
satisfactorily preventing the leakage of data to
be communicated.
L | [‘IGT" +  SOLUTION: A personal computer 1 bi-sects
] 3 M it B S I R b__g data to be transmitted, adds transmission source

.. data and transmission time data to the respective

C
=

L b = . bisected data and transmits respective data to

" ez] different servers 7a and 7b through different
communication routes. Then the respective
servers 7a and 7b transmit each received data to
a server 5 through the communication route.
The server 5 judges whether or not the
transmission source data and transmission time
data of the received data is matched with those of the already received data, and at the
time they are matched, the received data is combined with the already received to obtain

data before bisecting.
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* NOTICES *

JPO and INPIT are not responsible for any damages caused by the use of this
translation.

1.This document has been translated by computer. So the translation may not reflect the
original precisely.

2.%*** shows the word which can not be translated.

3.In the drawings, any words are not translated.

CLAIMS

[Claim(s)]

[Claim 1]A data communication system provided with a sending set characterized by
comprising the following which transmits data, and a receiving set which receives the
above-mentioned data transmitted from this sending set.

A data dividing means into which it has two or more repeating installation which relays
separately the above-mentioned data transmitted to the above-mentioned receiving set
via a different communication path from the above-mentioned sending set, and the
above-mentioned sending set divides the above-mentioned data at plurality.

An identification data grant means to give identification data which matches the data
with each data divided in this data dividing means mutually.

A data sending means which transmits each data in which the above-mentioned
identification data was given to the mutually different above-mentioned repeating
installation.

A data-coupling means to combine the data which have and have identification data in
which the above-mentioned receiving set corresponds mutually among each data
received in a data receiving means which receives data separately from each
above-mentioned repeating installation, and this data receiving means.

[Claim 2]The data communication system according to claim 1, wherein the
above-mentioned identification data contains transmission source data showing
common transmitting origin, and transmission time data showing having been mostly
transmitted to identical time.

[Claim 3]The data communication system according to claim 1 or 2, wherein the
above-mentioned identification data contains a serial number which has numerals
common to at least a part.

[Claim 4]A receiving set comprising:

A data receiving means which receives data separately via mutually different repeating
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installation.

A data-coupling means to combine the data which have the above-mentioned
identification data mutually corresponding among data received from each data received
in this data receiving means in an identification data extraction means to extract
predetermined identification data, and the above-mentioned data receiving means.

DETAILED DESCRIPTION

[Detailed Description of the Invention]

[0001]

[Field of the Invention]This invention relates to the data communication system
provided with the sending set which transmits data, and the receiving set which receives
the data transmitted from the sending set, and a receiving set applicable to the data
communication system.

[0002]

[Description of the Prior Art]Conventionally, in this kind of data communication system,
receiving the data which transmitted data from the sending set via the telephone line and
the cable, and was transmitted from that sending set with a receiving set is performed.
Performing such data communications through the Internet is also considered in recent
years.

[0003]

[Problem(s) to be Solved by the Invention]However, in this kind of data communication
system, since the whole data was transmitted and received via a telephone line, a cable,
etc., the data which spreads a telephone line, a cable, etc. may have been monitored by
the 3rd person. For this reason, it was difficult to prevent disclosure of the data which
communicates. Especially the Internet was easy to access and it was much more
difficult to prevent disclosure of data.

[0004]Then, the invention according to claim 3 was made [ that especially the invention
according to claim 2 simplifies composition further for the purpose of the invention
according to claim 1 to 3 providing the data communication system which can prevent
disclosure of the data which communicates good, and ] for the purpose of performing
the reconstitution of data much more correctly. The invention according to claim 4 was
made for the purpose of providing a receiving set applicable to the data communication
system.

[0005]
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[The means for solving a technical problem and an effect of the invention] The
invention according to claim 1 made since the above-mentioned purpose was attained,
In the data communication system provided with the sending set which transmits data,
and the receiving set which receives the above-mentioned data transmitted from this
sending set, Have two or more repeating installation which relays separately the
above-mentioned data transmitted to the above-mentioned receiving set via a different
communication path from the above-mentioned sending set, and. The data dividing
means to which the above-mentioned sending set divides the above-mentioned data into
plurality, and an identification data grant means to give the identification data in which
the data is mutually matched with each data in which it was divided in this data dividing
means, The data sending means which transmits each data in which the
above-mentioned identification data was given to the mutually different
above-mentioned repeating installation, It **** and is characterized by having a
data-coupling means to combine the data which have identification data in which the
above-mentioned receiving set corresponds mutually among each data received in the
data receiving means which receives data separately from each above-mentioned
repeating installation, and this data receiving means.

[0006]In this invention constituted in this way, a sending set divides data into plurality
by a data dividing means, and gives the identification data which matches data with the
data of each which was divided mutually by an identification data grant means. A
sending set transmits each data in which the above-mentioned identification data was
given to mutually different repeating installation by a data sending means. Then, each
repeating installation relays each data separately via a mutually different
communication path, and a receiving set receives each above-mentioned data separately
from each repeating installation by a data receiving means. Then, a receiving set
combines the data which have identification data mutually corresponding among each
received data by a data-coupling means.

[0007]For this reason, data combined by a data-coupling means of a receiving set is in
agreement with data before division by a data dividing means of a sending set. That is,
it means that data before division was transmitted even to a receiving set. Data by which
each above-mentioned communication path is spread via repeating installation is data
after division by ******** and a data dividing means. For this reason, even if data by
which a communication path is spread is monitored, that data will not be in agreement
with data before division.

[0008]Therefore, in this invention, disclosure of data which communicates can be
prevented good. As a communication path, a telephone line, the Internet besides a cable,
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ete. are applicable, and also when it is any, disclosure of data can be prevented good. In
addition to the composition according to claim 1, the invention according to claim 2 is
characterized by the above-mentioned identification data containing transmission source
data showing common transmitting origin, and transmission time data showing having
been mostly transmitted to identical time.

[0009]That is, data after the above-mentioned division is usually transmitted to the
almost same time (a difference is less than 1 minute) from the same sending set. So, in
this invention, transmission source data which expresses common transmitting origin to
the above-mentioned identification data, and transmission time data showing having
been mostly transmitted to identical time are included. For this reason, in a receiving set,
data can be combined easily and it can restore. A common sending set is also equipped
with a function which gives transmission source data and transmission time data in
many cases. Therefore, when this invention is applied to such a sending set, even if it
does not provide composition special as an identification data grant means, the
above-mentioned sending set can be realized.

[0010] Therefore, in addition to the effect according to claim 1, in this invention, an
effect that it can simplify further produces composition of a sending set. The invention
according to claim 3 is characterized by the above-mentioned identification data
containing a serial number which has numerals common to at least a part in addition to
the composition according to claim 1 or 2.

[0011]In this invention constituted in this way, data after division is matched using a
serial number which has common numerals at least in part. For this reason, the data
after division can be matched very correctly. For example, when each data after division
is long and transmission time of each data shifts substantially, each data can be matched
good.

[0012]Therefore, in addition to the effect of the invention according to claim 1 or 2, in
this invention, an effect that it can restore much more correctly produces data after
division. The receiving set according to claim 4 is provided with the following.

A data receiving means which receives data separately via mutually different repeating
installation.

An identification data extraction means to extract predetermined identification data
from each data received in this data receiving means.

A data-coupling means to combine the data which have the above-mentioned
identification data mutually corresponding among data received in the above-mentioned

data receiving means.
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[0013]With this invention constituted in this way, a data receiving means receives data
separately via mutually different repeating installation, and an identification data
extraction means extracts predetermined identification data from each received data.
Then, a data-coupling means combines the data which have identification data mutually
corresponding among data received in a data receiving means.

[0014]For this reason, this invention is applicable good as a receiving set in the data
communication system according to any one of claims 1 to 3. the above-mentioned
identification data may contain transmission source data showing common transmitting
origin, and transmission time data showing having been mostly transmitted to identical
time, may contain a serial number which boils a part at least and has common numerals,
and may be a thing of other gestalten.

[0015]

[Embodiment of the Invention]Next, an embodiment of the invention is described with a
drawing. Drawing 1 is an outline lineblock diagram showing the data communication
system which applied this invention. This embodiment applies this invention to the
network print system using the Internet.

[0016]As shown in drawing 1, the personal computer (henceforth a personal computer)
1 of the users as a sending set is connected to the server 5 as a receiving set by the side
of a print service station via the Internet which connects many providers 3. For this
reason, if data is transmitted towards the server 5 from the personal computer 1, that
data will be spread via [ the adjoining provider 3 ] one by one. The data which
communicates the Internet top is once memorized to the two providers 3a and 3b who
exist on a different communication path, and the servers 7a and 7b as repeating
installation which changes an address (address of a transmission destination) and
transmits are connected to them.

[0017]The personal computer 1 and the servers 5, 7a, and 7b are all the computers of the
common knowledge provided with the external memory or the modem for
communication besides CPU, ROM, and RAM, and the printer 13 is further connected
to the server 5 via the print server 11. This system is for transmitting image data etc. to
the server 5 of a print service station (printer) from users' (customer) personal computer
1, and performing image formation with the printer 13. The servers 5, 7a, and 7b may
be FTP (file transfer protocol) servers, or may be mail servers.

[0018]Next, processing of the personal computer 1 in this system and the servers 5, 7a,
and 7b is explained using drawing 2 - the flow chart of four. Users' personal computer 1
will perform processing of drawing 2, if transmission of data is directed via the
keyboard etc. which are not illustrated. If processing is started as shown in drawing 2,
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the data first transmitted in S1 will be read, and the data will be divided into two by S3
continuing. The 1st data after division is transmitted to the 1st address corresponding to
the server 7a, by S7, the 2nd data after division is transmitted to the 2nd address
corresponding to the server 7b, and processing is ended S5 continuing. In transmission
of the data in S5 and S7, the transmission source data showing the address of the
personal computer 1 which is a transmitting agency, and the transmission time data
showing the transmission time are given to the data to transmit. Since this processing is
common knowledge, it is not explained in full detail here. It is good also considering
which of the data after division as the 1st at S5 and S7.

[0019]On the other hand, the server 7a carries out repeat execution of the processing
shown in drawing 3. The server 7b also carries out repeat execution of the same
processing. As shown in drawing 3, when processing was started, and it judges whether
data was received or not and receives in S11 (S11:YES), it shifts to S13. The received
data is stored in a predetermined memory by the routine of the common knowledge
which is not illustrated. In S13, the received data is transmitted to the prescribed address
corresponding to the server 5, and it shifts to S11. When data is not received (S11:NO),
it stands by in S11 as it is.

[0020]For this reason, if the data after the personal computer 1 dividing is transmitted to
the servers 7a and 7b by processing of drawing 2 (S5, S7), by processing of drawing 3,
the servers 7a and 7b will receive each data after division separately (S11;YES), and
will transmit that data to the server 5 (S13). That is, the data after division is transmitted
to the server 5 via a different communication path.

[0021]Next, drawing 4 is a flow chart showing the processing in which the server 5
carries out repeat execution. If processing is started, when it judges whether data was
received or not and receives in S21 (S21:YES), it will shift to $S23. The received data is
stored in a predetermined memory by the routine of the common knowledge which is
not illustrated. In S23, the transmission source data given to the data judges whether a
match has a match, i.e., the address of a transmitting agency, in the data which already
receives and is stored in the memory. The data whose transmission time which shifts to
S25 and transmission time data expresses in the already received data if there are data
received in S21 and data whose address of a transmitting agency corresponds
(S823:YES) corresponds mostly judges whether it is in it.

[0022]When an affirmative judgment is carried out by S25, the data received in S21 and
the corresponding data which already received and was stored in the memory are the
data continuously transmitted by S5 of drawing 2, and S7. Then, the data after
combination is sent to the print server 11 in S29 which combines two data in S27 and
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continues in this case (S25:YES), and it returns to S21. Then, image formation with the
printer 13 is performed based on the data after combination, i.e., the data read in S1 of
drawing 2. On the other hand, when a negative judgment is carried out by SS21, S23, or
235, nothing is done but it returns to S21 as it is.

[0023]Thus, in this system, it can restore by the server 5 and image formation of the
data transmitted via a communication path which divides with the personal computer 1
and is different can be carried out with the printer 13. The data spread via each provider
3 is data after division, respectively. For this reason, even if the data spread via each
provider 3 is monitored, that data will not be in agreement with the data before division.
Therefore, in this system, disclosure of the data which communicates can be prevented
good. In this system, the data which should be combined in S27 is identified with
transmission source data and transmission time data. The common personal computer is
also equipped with the function which gives transmission source data and transmission
time data in many cases. In this system, since such a general function is used,
processing can be simplified further.

[0024]Next, other embodiments of this invention are described using drawing 5 - the
flow chart of seven. In this embodiment, since only processing of each part differs from
the above-mentioned embodiment, the numerals used by drawing 2 are used as it is. In
drawing 5 -7, the same numerals are given to drawing 2 - the same processing as four,
and detailed explanation of processing is omitted to them.

[0025]Drawing S is a flow chart showing the processing which the personal computer 1
performs, when transmission of data is directed. After reading the data to transmit (S1)
and dividing the data into two if processing is started as shown in drawing 5 (S3), it
shifts to S31. In S31, a serial number is generated using a random number etc. from
current time. As a serial number, the thing containing numerals other than numbers,
such as the alphabet, may be adopted. In S33 continuing, "1" of the serial number and a
number is given to the 1st data, and "2" of the above-mentioned serial number and a
number is given to the 2nd data in S35. Then, each data after the division to which the
serial number etc. were given is transmitted to the 1st and 2nd addresses (it corresponds
to the servers 7a and 7b), and processing is ended (S5, S7).

[0026]Drawing 6 is a flow chart showing the processing in which the servers 7a and 7b
carry out repeat execution. If data is received (S11:YES), it will shift to S41, and it is
Judged whether the serial number is given to the data. When given (S41:YES), it shifts
to S13, and data is transmitted to the prescribed address corresponding to the server 5,
and it shifts to S11. When data is not received (S11:NO), and when the serial number is
not given (S41:NO), it shifts to S11 as it is. That is, since it is not the data transmitted
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by S5 of drawing 5, and S7 when the serial number is not given, other routines which
are not illustrated perform the usual processing as the servers 7a and 7b.

[0027]Drawing 7 is a flow chart showing the processing in which the server 5 carries
out repeat execution. In this processing, if data is received (S21:YES), it will shift to
S51, and it is judged whether the serial number is given to that data. It is Judged whether
there are what was given to the data, and a thing which has the same serial number in
the data which shifts to S53 when given (S51:YES), already receives, and is stored in
the memory.

[0028]When an affirmative judgment is carried out by S53, the data received in S21 and
the corresponding data which already received and was stored in the memory are the
data continuously transmitted by S5 of drawing 5, and S7. Then, two data is combined
in this case (S27), and it sends to the print server 11 (529). Then, image formation with
the printer 13 is performed based on the data after combination. On the other hand,
when a negative judgment is carried out by SS21, S51, or 53, nothing is done but it
returns to S21 as it is.

[0029]When this embodiment also divides data and makes a different communication
path spread like the above-mentioned embodiment, disclosure of data can be prevented
good. In this system, the data after division is matched using the serial number. For this
reason, data can be restored much more correctly. For example, when each data after
division is long and the transmission time of each data shifts substantially (i.e., when S5
of drawing 5 and the interval of S7 become large etc.), each data is matched good.
When there is no serial number in data (S41:NO), the servers 7a and 7b perform the
usual processing. For this reason, it is not necessary to extend the servers 7a and 7b for
the above-mentioned processing.

[0030]The processing which gives the transmission source data and transmission time
data in S5 and S7 in each above-mentioned embodiment, And in processing of S33 and
S35, processing of S3 for an identification data grant means to a data dividing means. In
transmitting processing of the data in S5 and S7, processing of S21 to a data sending
means to a data receiving means. The processing which extracts transmission source
data [ in/ to a data-coupling means / in processing of S27 / $23, S25, S51, and S53 1
transmission time data, or a serial number is equivalent to an identification data
extraction means, respectively.

[0031]This invention is not limited to the above-mentioned embodiment at all, and can
be carried out with various gestalten in the range which does not deviate from the gist of
this invention. For example, this invention is applicable to the data communication
system using various communication paths, such as a telephone line, a cable, radio
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besides using the Internet a data communication system. However, the Internet is very
easy to access. Therefore, when it applies to the data communication system using the
Internet like the above-mentioned embodiment, the effect of the leakage control of the
data based on this invention becomes much more remarkable.

[0032]Although this invention is applied to the server 5 of a receiver in the
above-mentioned embodiment to the network print system which connected the printer
13, in addition to this, this invention is applicable to various data communication
systems. For example, it is applicable also to the system which only transmits and
receives data. In this case, what is necessary is just to omit processing (drawing 4,
drawing 7) of the five serverS29.

DESCRIPTION OF DRAWINGS

[Brief Description of the Drawings]

[Drawing 1]It is an outline lineblock diagram showing the data communication system
which applied this invention.

[Drawing 2]It is a flow chart showing processing of the transmitting side personal
computer of the system.

[Drawing 3]It is a flow chart showing processing of the server for relay of the system.
[Drawing 4]It is a flow chart showing processing of the receiver server of the system.
[Drawing S]It is a flow chart showing other gestalten of processing of the
above-mentioned transmitting side personal computer.

[Drawing 6]It is a flow chart showing other gestalten of processing of the
above-mentioned server for relay.

Drawing 7]It is a flow chart showing other gestalten of processing of the
above-mentioned receiver server.
[Description of Notations]
1 -- Personal computer 3 -- Provider 5, 7a, 7b -- Server

11 -- Print server 13 -- Printer
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(54) INTERCEPT PREVENTION METHOD IN ASYNCHRONOUS TRANSFER

MODE COMMUNICATION

(57)Abstract:

PURPOSE: To prevent intercept without losing high
speed performance of the asynchronous transfer
mode(ATM) by using optional one of plural virtual
bus identifiers (VPI) and virtual line identifiers
(VCI) allocated to one call channel at random so as
to transfer a cell.

CONSTITUTION: Plural VPI, VCI are assigned to
one call channel and one of the plural VCI, VPI
allocated is used at random optionally to transfer a
cell. Since the VPI, VCI relating to the same call
channel are always changed in the unit of cells
through a transmission line 9 between a transmission
node and a reception node, even when a cell having
the specific VPI, VCI is extracted, it is impossible to
collect the communication content of the specific

call. Even when all cells on the transmission line 9 are collected, it is difficult to extract a

cell of the specific call and the intercept is prevented. Furthermore, since only the VPI and

VClI are revised in the unit of cells, the processing of the header 2 is easy and intercept is
prevented without losing the high speed performance of the ATM.
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Partial translation of Cited Document 3

Cited Document 3 (JP-A (Kokai) H04-363941)

<l>
{0019]
[Effects of the Invention]

As explained above, in the method of preventing intercept in ATM
communication of the present invention, a plurality of VPIs and VCls which identify a
channel multiplexed by cells are allocated, and are differentiated in each cell. Thus, it
is impossible to collect a communication content of a specific call, even when specitic
VPIs and VCls are extracted. Accordingly, the method enables prevention of intercept.
Furthermore, since only VPIs and VCls are converted in this method, header processing
does not become complicated and a circuit configuration becomes simple.

Accordingly, the present method enables prevention of intercept without losing high
speed performance of ATM.

<2>

[Explanations of Letters or Numerals]

1, cell; 2, header; 3, information field; 4, virtual path identifier (VPI) field; 5, virtual
channel identifier (VCI) field; 6, information field; 7 and 8, nodes; 9, transmission line;
10, eavesdropping device; 11, input transmission line; 12 and 13, output transmission
lines; 14 and 15, output buffers; 16 and 17, highways; 21, header processing circuit; 22
and 23, memory control circuits; 24 and 25, memories; 26, central processing device; 27,
random selection circuit; 31 and 32, words; 41, 42, 43, 44, and 45, fields; 51, 52, 53, 54,
55, 56, 57, and 58, control lines.
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(57)Abstract:

PURPOSE: To reduce the cost of an exchange
and further to enforce a fault restoration without
providing a device concentratedly restoring a
fault by omitting a redundant hardware
constitution for securing the high reliability of
an exchange.

CONSTITUTION: An incoming exchange 6 is
@ provided with a fault restoration message

---------------------------- ~"""h.e  generation part 12 as a means transmitting a
fault restoration message to a virtual pass. A

HEA R
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fault restoration message cell has a destination

g
* %
#*
T
am
3L

area and a message area. On the destination
area, information for reaching a transmitting

® exchange 1 is mounted via one or more
repeating exchanges 2 to 5 and 7 to 9. The repeating exchanges 2 to 5 and 7 to 9 are
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provided with a fault restoration message cell information mounting parts 14 mounting
null band information on the repeating exchanges 2 to 5 and 7 to 9 in the message area
of the routing fault restoration message cell. By this constitution, constitution, the cost
of the exchange is reduced and further, the restoration is made possible without
providing a device concentrately performing a fault restoration.
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* NOTICES *

JPO and INPIT are not responsible for any damages caused by the use of this
translation.

1.This document has been translated by computer. So the translation may not reflect the
original precisely.

2.%*** shows the word which can not be translated.

3.In the drawings, any words are not translated.

CLAIMS

[Claim(s)]

[Claim 1]JAn ATM communication network comprising:

Two or more subscriber exchange.

Two or more physical transmission lines which connect between [ this ] two or more
subscriber exchange.

In an ATM communication network which is provided with a transit exchange inserted in
two or more of these physical transmission lines and with which a virtual path is set up
among said two or more subscriber exchange, to said subscriber exchange. Have a means to
send out a fault restoration message cell to a virtual path, and this fault restoration message
cell, A means to have a destination area and a message area, and for information for arriving
at the destination area via one or more transit exchanges at subscriber exchange of the other
party to be carried, and to make empty band region information on the transit exchange carry
in a message area of said fault restoration message cell via which it goes in said transit
exchange.

[Claim 2]The ATM communication network according to claim 1 provided with a means to
add the number of transit exchanges carried in this hop counter field whenever a hop counter
field which carries the number of transit exchanges via which it goes in said message area
was provided and a fault restoration message cell passed to said transit exchange.

[Claim 3]The ATM communication network according to claim 1 or 2 with which a means
to equip said subscriber exchange with a means to recognize the possibility of failure of a
transit exchange inserted in a virtual path, and to send out said fault restoration message cell
sends out a fault restoration message cell according to an output of this means to recognize.
[Claim 4]Said subscriber exchange is equipped with a means to receive a fault restoration
message cell which comes via two or more virtual paths, The ATM communication network
according to any one of claims 1 to 3 provided with a means to choose a virtual path used
according to the number of empty band region information included in this fault restoration
message cell, and transit exchanges.

[Claim 5]a virtual path set as subscriber exchange -- present -- a virtual path of business and
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a spare virtual path, and two or more virtual paths that can become being set up beforehand,
and, this -- present, when the possibility of failure to a transit exchange inserted in a virtual
path of business has been recognized, Said subscriber exchange sends out a fault restoration
message cell to a virtual path of said reserve, and two or more virtual paths which can
become, respectively, A fault restoration method choosing two or more either virtual path of
said reserve or virtual paths which can become according to the number of empty band
region information and transit exchanges which were carried in this fault restoration message
cell in subscriber exchange used as an address of this fault restoration message cell.

[Claim 6]A way a large number distribute, said subscriber exchange exists in one
communications network, and each subscriber exchange performs a fault restoration method
according to claim 5 on an autonomous distribution target.

[Claim 7]a virtual path set as subscriber exchange -- present -- a virtual path of business and
a spare virtual path, and two or more virtual paths that can become being set up beforehand,
and, this -- present, even if there is no failure of a transit exchange inserted in a virtual path
of business, Said subscriber exchange sends out a fault restoration message cell to a virtual
path of said reserve, and two or more virtual paths which can become, respectively, In
subscriber exchange used as an address of this fault restoration message cell. A standby
method of fault restoration choosing beforehand two or more either virtual path of said
reserve or virtual paths which can become as a spare virtual path candidate according to the
number of empty band region information and transit exchanges which were carried in this
fault restoration message cell.

[Claim 8]A way a large number distribute, said subscriber exchange exists in one
communications network, and each subscriber exchange performs a standby method of the
fault restoration according to claim 7 on an autonomous distribution target.

[Claim 9]A fault restoration method, wherein it addresses subscriber exchange in one
communications network to other subscriber exchange belonging to self which sets a virtual
path as self, and/or its communications network and it sends out a fault restoration message
cell to a virtual path, respectively.

DETAILED DESCRIPTION

[Detailed Description of the Invention]

[0001]

[Industrial Application]This invention is used for an ATM (Asynchronous Transfer Mode)
communications network. It is related with the fault restoration art over failure of the
communication apparatus especially inserted in the transmission line.

[0002]

[Description of the Prior Art]The virtual channel hair drier (Virtual Channel Handler,
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switchboard) which switches by an ATM communication network making a unit physically
a virtual channel (Virtual Channel: it is called following VC), It is connected by the
transmission line and the virtual path hair drier (Virtual Path Handler: VPH or cross connect,
XC) which sets up the route of information transfer by making a virtual path (Virtual Path:
henceforth VP) into a unit is constituted. Theoretically, between VCH is connected by VP
and the termination of VP is carried out by VCH via zero or one or more VPH(s).
[0003]The fault restoration method for failure of the conventional communication apparatus
is shown in drawing 12. Drawing 12 is a figure showing the concept of the conventional

fault restoration method. There is fault restoration of VP level shown in the fault restoration
and drawing 12 (a) of the physical level shown in drawing 12 (b) in the conventional fault
restoration method. making the physical transmission-line link double, in order to realize
fault restoration of a physical level -- one side -- present -- business -- a system and another
side are made into the reserve system. if -- present -- business -- if failure occurs in the
communication apparatus of a system -- present -- business -- it changes from a system to a
reserve system, and failure is restored. However, in the fault restoration of a physical level, a
physical transmission-line link must be made double and there is always a problem that a
network resource cannot be used efficiently.

[0004]Then, there is the fault restoration method of VP level which applied the concept of
VP which is the feature of an ATM communication network. VP is identified by VPI
(Virtual Path Identifier) in the header area given to the cell which is a functional information
unit, and a course is set up in VPH by the pass connection (routing) table which described
the connection destination of the path. Fault restoration of VP level is realized by switching
VP cut by failure to VP which bypassed the locating fault and was newly formed using the
ability of the course and capacity of VP to set up independently. It is based on the detour
path information to which the central post office which is supervising the ATM
communication network unitary was especially set beforehand at the time of a failure
occurrence, and is each node () within the net. [ VCH and ] The fault restoration method
with which a centralized control system and each node make an autonomous distribution
target look for and restore a detour path for the method which controls to VPH and others is
called self healing method. As compared with the fault restoration of a physical level, it
excels in the fault restoration of VP level with the point that the network resource of a
transmission line can be used efficiently, or the point that it can respond to change of a net
flexibly. Therefore, the fault restoration method which combined the physical level and VP
level is applied as the conventional fault restoration method.

[0005]

[Problem(s) to be Solved by the Invention]However, in the fault restoration method of only
the conventional physical level and VP level, sake [ premised ], a high reliability
switchboard is required for failure of VCH (switchboard). In the ATM communication
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network with which two or more media are intermingled, although the reliability demanded
for every media differed, the switchboard was designed satisfy reliability according to the
reliability demanded most highly, and it was redundant not much to the media which do not
require reliability. Although drawing 13 is a key map of the high-reliability-ized switchboard,
in the high-reliability-ized switchboard, the switch part, the I/O part, and the CPU section
have doubled like drawing 13, and these units are further combined by the crossing route.
The cost of the high-reliability-ized switchboard will become high about 6 times from 4
times compared with the cost of a switchboard with simple composition by such
double-ization.

[0006]This invention is carried out to such a background and is a thing.

It is providing the ATM communication network and the fault restoration method of
performing the measure against fault restoration on condition of the purpose.

An object of this invention is to provide the ATM communication network and the fault
restoration method the redundant hardware constitutions for securing the high-reliability of a
switchboard are omissible. An object of this invention is to provide the ATM
communication network and the fault restoration method of reducing the cost of a
switchboard. An object of this invention is to provide the ATM communication network and
the fault restoration method of performing fault restoration, without forming the device
which performs fault restoration intensively.

[0007]

[Means for Solving the Problem]When applying a switchboard with simple composition as a
communication apparatus, it is necessary to restore quickly VC route obstacle at the time of
failure of a switchboard. Then, this invention provides a method of restoring VC route
obstacle quickly at the time of failure of a switchboard. As the method, at the time of failure
of a switchboard, in order to restore a working route obstacle between arrival-and-departure
switchboards, a fault restoration message cell is sent out from an incoming exchange, A
switchboard exchanges information with an autonomous distribution target, and notifies
reticulated voice to *****¥** 3 route is changed, and a route obstacle by switchboard
failure is restored by VC route level. This is called self healing of VC route level.

[0008]In conventional technology, although self healing of VP level was performed, there is
a place by which it is characterized [ of this invention ] in the ability to restore VC route
obstacle at the time of switchboard failure by self healing of VC route level.

[0009]That is, the first viewpoint of this invention is an ATM communication network
which is provided with two or more physical transmission lines which connect between

[ this ] two or more subscriber exchange with two or more subscriber exchange, and a transit
exchange inserted in two or more of these physical transmission lines and with which a
virtual path is set up among said two or more subscriber exchange.

[0010]Here a place by which it is characterized [ of this invention ] to said subscriber
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exchange. Have a means to send out a fault restoration message cell to a virtual path, and
this fault restoration message cell, Have a destination area and a message area, it is carried
by information for arriving at the destination area via one or more transit exchanges at
subscriber exchange of the other party, and to said transit exchange. It is in a place provided
with a means to make empty band region information on the transit exchange carry in a
message area of said fault restoration message cell via which it goes.

[0011]Whenever a hop counter field which carries the number of transit exchanges via
which it goes in said message area is provided and a fault restoration message cell passes to
said transit exchange, it is desirable to have a means to add the number of transit exchanges
carried in this hop counter field.

[0012]As for a means to equip said subscriber exchange with a means to recognize the
possibility of failure of a transit exchange inserted in a virtual path, and to send out said fault
restoration message cell, it is desirable to send out a fault restoration message cell according
to an output of this means to recognize.

[0013]It is desirable to equip said subscriber exchange with a means to receive a fault
restoration message cell which comes via two or more virtual paths, and to have a means to
choose a virtual path used according to the number of empty band region information
included in this fault restoration message cell and fransit exchanges.

[0014]A place by which the second viewpoint of this invention is the fault restoration
method, and it is characterized [ the ], a virtual path set as subscriber exchange -- present -- a
virtual path of business and a spare virtual path, and two or more virtual paths that can
become being set up beforehand, and, this -- present, when the possibility of failure to a
transit exchange inserted in a virtual path of business has been recognized, Said subscriber
exchange sends out a fault restoration message cell to a virtual path of said reserve, and two
or more virtual paths which can become, respectively, In subscriber exchange used as an
address of this fault restoration message cell, it is in a place which chooses two or more
either virtual path of said reserve or virtual paths which can become according to the number
of empty band region information and transit exchanges which were carried in this fault
restoration message cell.

[0015]1t is the feature that a large number distribute, said subscriber exchange exists in one
communications network in this fault restoration method, and each subscriber exchange
performs this fault restoration method on an autonomous distribution target.

[0016]A place by which the third viewpoint of this invention is a fault restoration standby
method, and it is characterized [ the ], a virtual path set as subscriber exchange -- present -- a
virtual path of business and a spare virtual path, and two or more virtual paths that can
become being set up beforehand, and, this -- present, even if there is no failure of a transit
exchange inserted in a virtual path of business, Said subscriber exchange sends out a fault
restoration message cell to a virtual path of said reserve, and two or more virtual paths which
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can become, respectively, In subscriber exchange used as an address of this fault restoration
message cell. It is in a place which chooses beforehand two or more either virtual path of
said reserve or virtual paths which can become as a spare virtual path candidate according to
the number of empty band region information and transit exchanges which were carried in
this fault restoration message cell.

[0017]1t is the feature that a large number distribute, said subscriber exchange exists in one
communications network in this fault restoration standby method, and each subscriber
exchange performs this fault restoration standby method on an autonomous distribution
target.

[0018]A place by which the fourth viewpoint of this invention is the fault restoration method,
and it is characterized [ the ], Subscriber exchange in one communications network is in a
place which addresses to other subscriber exchange belonging to self which sets a virtual
path as self, and/or its communications network, and sends out a fault restoration message
cell to a virtual path, respectively.

[0019]Although that expression [ like ] which is a communication apparatus which is
different in subscriber exchange and a transit exchange is used in this specification, this is
for explaining plainly and a communication apparatus of the same hardware constitutions
can realize it.

[0020]

[Function]In the method of this invention, by self healing of VC route level. Since a fault
restoration message cell is sent out from an incoming exchange, a switchboard can exchange
information with an autonomous distribution target, and can notify reticulated voice to
Frxkdkxx* aroute can be changed and VC route obstacle at the time of switchboard failure
can be restored, The necessity which uses a high reliability switchboard is lost and cost
reduction is planned by using a switchboard with simple composition.

[0021]The fault restoration message cell which an incoming exchange sends out reaches
¥ARAXEAXX via a virtual path. The virtual path beforehand defined as a virtual path which can
turn into a spare virtual path may be sufficient as this virtual path, and the unspecified virtual
path in which failure is not recognized may be sufficient as it.

[0022]A fault restoration message cell collects the empty band region information on the
virtual path passed while reaching ******** from an incoming exchange. If a way of
speaking is changed, the transit exchange inserted in the virtual path to pass carries the
empty band region information in a self transit exchange in the message area of a fault
restoration message cell, when passing a fault restoration message cell. The number of the
transit exchanges passed simultaneously also carries as information. In ******%x* empty
band region information and a number of a transit exchange of passed information are
referred to, and the virtual path optimal as a spare virtual path is chosen. Henceforth, a
virtual channel is set as this virtual path, and communication is resumed.
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[0023]sending out of a fault restoration message cell -- present -- the virtual path of business
-- Or -- present -- it may control to be carried out when a certain failure has been recognized
by the transit exchange on the virtual path of business -- by carrying out. Or it is also good to
send out a fault restoration message cell also at the time of usual, and to always choose the
virtual path candidate optimal as a spare virtual path.

[0024]In this invention, it is characterized [ main ] by each switchboard contained in an
ATM communication network carrying out such fault restoration control to autonomous
distribution.

[0025]

[Example]

(The first example) The composition of the first example of this invention is explained with
reference to drawing 1 - drawing 5. Drawing 1 is an entire configuration figure of this
invention. Drawing 2 is an important section block lineblock diagram of an incoming
exchange. Drawing 3 is a lineblock diagram of a fault restoration message cell. Drawing 4 is
an important section block lineblock diagram of a transit exchange. Drawing 5 is an
important section block lineblock diagram of ***#***x*

[0026]******** | and the incoming exchange 6 whose this invention is subscriber exchange,
and physical transmission-line P-R which connects this *****%** | and between
incoming-exchange 6, It is an ATM communication network which is provided with the
transit exchanges 2, 3, 4, 5, 7, 8, and 9 inserted in this physical transmission-line P-R and
with which a virtual path is set up between ******** | and the incoming exchange 6.
[0027]Here the place by which it is characterized [ of this invention ] to the incoming
exchange 6. Have the fault restoration message cell generation part 12 as a means to send out
a fault restoration message cell to a virtual path, and this fault restoration message cell, Have
the destination area H and message area M, and the information for arriving at the
destination area H at ******** | via the one or more transit exchanges 2, 3,4, 5,7, 8,and 9
is carried, It is in the place which equipped the transit exchanges 2, 3,4, 5, 7, 8, and 9 with
the fault restoration message cell information mount part 14 as a means which makes the
empty band region information on the transit exchanges 2, 3, 4, 5, 7, 8, and 9 carry in
message area M of the fault restoration message cell via which it goes.

(0028]In this invention example, in order to explain plainly, express as if it was the
communication apparatus provided with hardware constitutions which are different,
respectively in ******** 1 the incoming exchange 6, and the transit exchanges 2, 3, 4, 5, 7,
8, and 9, but. These are realizable as one communication apparatus provided with each
function in common.

[0029]1t is provided by hop counter field HC which carries the number of the transit
exchanges 2, 3, 4, 5, 7, 8, and 9 via which it goes in message area M, and to the transit
exchanges 2, 3, 4, 5, 7, 8, and 9. Whenever a fault restoration message cell passes, a means
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to add the number of the transit exchanges carried in this hop counter field HC was
combined with the fault restoration message cell information mount part 14, and it has it.
[0030]******** 1 and the incoming exchange 6 are equipped with the failure detection part
10 as the transit exchanges 2, 3, 4, 5, 7, and 8 inserted in the virtual path, and a means to
recognize the possibility of failure of nine, The fault restoration message cell generation part
12 sends out a fault restoration message cell according to the output of this failure detection
part 10.

[0031]******** ] s equipped with the spare-routes set part 16 as a means which receives
the fault restoration message cell which comes via two or more virtual paths, A means to
choose the virtual path used according to the number of the empty band region information
included in this fault restoration message cell and transit exchanges was combined with the
spare-routes set part 16, and it has it.

[0032]VC route is set as the incoming exchange 6 through one or more VP from ******** |
In *#****%% 1 when a call occurs, a certain route is chosen from two or more VC routes,
and a call admission judging (Connection Admission Control:CAC) is performed. For
example, selection of a route is chosen at random. It becomes call loss, if a call is received
by CAC, VC connection will be set up and a call will not be received by it.

[0033]Next, operation of the first example of this invention is explained with reference to
drawing 6. Drawing 6 is a figure for explaining operation of the first example of this

invention. As shown in drawing 6, only paying attention to one working route, the failure
recovery method of the first example of this invention when failure occurs is shown in the
transit exchange 5. The working route (1->4->5->6) is set up via two transit exchanges
between ******** ] and the incoming exchange 6, a working route is this time, and it is B.
The zone of [Mbps] is used.

[0034]To this working route, a call is received after CAC, and VC connection is set up or it
is cut. The usage band of this working route is called for, for example in ******** | by
observing the number of cells currently used by the working route in a certain window size.
There are a jumping window and a sliding window as a window used for observation.
[0035]Here, a jumping window is the observation method which changes without a window
position (observation post) overlapping with a constant period, and a sliding window is the
observation method which changes gradually, while a window position overlaps with a
constant period. When it says very roughly, observation with a high-speed jumping window
is an advantage, and observation with an exact sliding window is an advantage.

[0036]In drawing 6 which prepares for a working route becoming unusable and sets up two
or more spare routes beforehand by failure, two spare routes (the route P:1->2->3->6, the
route R:1->7->8->9->6) are set up. When failure occurs, the switchboard 1 from a twist and
the incoming exchange 6 recognize that a working route is in an unusable state to the cell
which notifies alarm, and others. the call of VC newly demanded after a failure occurrence

503



JP A No. Hei09-18492
9/12

although relief of VC connection set as the working route at present is not performed -- the
maximum reception ******** __ ap alternative route is searched like. Here, the sender and
¥Axxkx%x 1 to which the incoming exchange 6 sends out a fault restoration message cell
serve as Chooser which receives a fault restoration message cell, changes it out of spare
routes, and chooses a route. The incoming exchange (sender) 6 sends out a fault restoration
message cell, in order to investigate the state to spare routes. A fault restoration message cell
investigates the state of VP on the course of the spare routes P and R in accordance with the
course of the spare routes P and R. The route R is raised to an example and explained.
Minimum bmin(4) channel-information RD of a (1) hop counter HC(2) hop limit HL(3) VP
intact zone is written in message area [ of a fault restoration message cell ] M as a pay load.
The hop limit HL is beforehand set up in consideration of delay conditions and others. The
value of minimum by, is made into infinity and the value of minimum bp,;, is written in the
fault restoration message cell. The fault restoration message cell which goes via the route R
is sent out to the transit exchange 9 from the incoming exchange 6, and in the transit
exchange 9, if it b<Bpin Becomes, it will make the value of the intact VP zone b byin. In the
transit exchange 9, b is called for, when VP intact zone in a certain window size observes the
number of use cells. There are a jumping window and a sliding window as a window used
for observation. Hop counter HC is further sent out to the following switchboard, unless it
counts up one and the hop limit HL is exceeded, whenever it goes via the transit exchange
9->8->7. However, spare routes are usually set up beforehand not exceed a hop limit. In the
following switchboard 8, it is b= 2, and since it is b<Bmin, it is set to bmin=2. Repeating the
process of fault restoration message cell sending out similarly, a fault restoration message
cell reaches ******** ] The fault restoration message cell A sent out on spare-routes P
reaches ******** 1 similarly. One or more ******** | are chosen as a route of a switch
destination from the spare routes P or R in consideration of the usage band B, and the
spare-routes information (minimum bmi, of VP intact zone, hop number) and others of a
working route. In the example of drawing 7, although drawing 7 is a figure showing the
route change situation in the first example of this invention, since the minimum of VP intact
zone is [ the route P ] the largest in spare routes, the route P is chosen as a route of a switch
destination, and the route P is used as a working route after fault restoration.
[0037]Therefore, since a switchboard exchanges information with an autonomous
distribution target by sending out of a fault restoration message cell, a route is changed at the
time of failure of a switchboard and failure is restored, Even if it is not a high reliability
switchboard like before made double, using a switchboard with simple composition, or since
it can do, the cost reduction of a switchboard can be planned.

[0038]The (second example), next the second example of this invention are described with
reference to drawing 8. Drawing 8 is a figure for explaining operation of the second example

of this invention. Although the fault restoration message cell was sent out in the first
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example of this invention at the time of a failure occurrence, At the second example of this
invention, it is usually the incoming exchange (sender) 6 to RM (Resource Management)
also by the time like drawing 8. A cell is sent out and the state of the spare routes P and R is
supervised. Operation of an RM cell is the same as operation of the fault restoration message
cell of the first example of this invention. Out of the spare routes P or R, in consideration of
the usage band B, and the spare-routes information (minimum by, of VP intact zone, hop
number) and others of a working route, it has ******** (Chooser) 1 at the time of the
obstacle of a working route, and it determines the route of the switch destination.
[0039]Here, an RM cell is periodically sent out from the incoming exchange (sender) 6, and
*EXEXXXX (Chooser) 1 which received the RM cell updates the route of the switch
destination according to reticulated voice. The sending-out interval of an RM cell is
determined from the degree of change of reticulated voice.

[0040]When failure occurs, the switchboard 1 from a twist recognizes that a working route is
in an unusable state to the cell which notifies alarm, and others. The switchboard 1 from
RAxAAR®* is changed to the switch destination route with which it equipped usual at the time
of a working route obstacle, and the obstacle of a working route is used as a working route.
[0041]Therefore, shortening of fault restoration time can be attained by sometimes sending
out RM (Resource Management) cell from the incoming exchange (sender) 6, sometimes
supervising the state of spare routes, and usually deciding the switch destination route to be
it in preparation for the time of the obstacle of a working route.

[0042]The (third example), next the third example of this invention are described with
reference to drawing 9. Drawing 9 is a figure for explaining operation of the third example

of this invention. In the first example of this invention, the spare routes P and R were set up
beforehand, and the fault restoration message cell was sent out on spare-routes P and R at the
time of a failure occurrence. In the third example of this invention, the spare routes P and R
are not set up beforehand, but a fault restoration message cell is sent out with flooding
(Flooding) like drawing 9, and ******** | chooses spare routes according to the fault
restoration message cell which reached ******** |

[0043]Here, flooding is "Flood, i.e., the term based on the image of sending out a cell to the
unspecified direction just like a "flood",", and it uses for the meaning of sending out a fault
restoration message cell to all the switchboards which send out VP to a self-switchboard.
[0044]As the first example of this invention explained, minimum bpin(4)
channel-information RD of a (1) hop counter HC(2) hop limit HL(3) VP intact zone is
written in the pay load of a fault restoration message cell. The hop limit HL is beforehand set
up in consideration of delay conditions and others. The value of minimum bmin is made into
infinity and the value of minimum by, is written in the fault restoration message cell.
[0045]First, the incoming exchange (sender) 6 sends out a fault restoration message cell to
all the switchboards which send out VP to a self-switchboard. The switchboard which
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received the fault restoration message cell will make the value of the intact VP zone b byp, if
it b<Bmin Becomes. In a switchboard, b is called for, when VP intact zone in a certain
window size observes the number of use cells. The information on the switchboard via
which it went is written in as channel information. Whenever hop counter HC goes via a
switchboard, one is counted up, and if it is over the hop limit HL or has already gone via the
same switchboard by channel information RD, a fault restoration message cell will be
discarded. Otherwise, a fault restoration message cell is further sent out to all the
switchboards which send out VP to a self-switchboard, the switchboard which received the
fault restoration message cell repeats the same operation, and a fault restoration message
reaches ********‘

[0046]One or more ******** (Chooser) 1 are chosen from the fault restoration message cell
which arrived as a route of a switch destination in consideration of the route information
(minimum b, of VP intact zone, hop number) and others based on the usage band B and the
fault restoration message cell which arrived of a working route.

[0047]Therefore, fault restoration which was flexibly equivalent to net topology, VP
capacity, and other change can be performed by sending out a fault restoration message cell
with flooding, and making a fault restoration message cell reach ******** 1, without setting
up spare routes beforehand.

[0048] The fault restoration concept by the fault restoration method of this invention is
shown in drawing 10 and drawing 11. Drawing 10 is a figure showing the concept of the

fault restoration method of this invention. Drawing 11 is a key map of the ATM
communication network which applied the fault restoration method of this invention.
Drawing 10 (b) and (c) is a fault restoration concept of VP level and a physical level known
from the former. An ATM communication network can consist of this inventions, without
using a highly reliable switchboard by performing fault restoration of VC route level, as
shown in drawing 11 as shown in drawing 10 (a).

[0049]

[Effect of the Invention]As explained above, according to this invention, fault restoration
control on condition of failure of a switchboard can be performed. For this reason, the
redundant hardware constitutions for securing the high-reliability of a switchboard are
omissible. Therefore, the cost of a switchboard can be reduced. Fault restoration can be
performed without forming the device which performs fault restoration intensively.

DESCRIPTION OF DRAWINGS

[Brief Description of the Drawings]
[Drawing 1]The entire configuration figure of this invention.
[Drawing 2]The important section block lineblock diagram of an incoming exchange.
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[Drawing 3]The lineblock diagram of a fault restoration message cell.

[Drawing 4]The important section block lineblock diagram of a transit exchange.
[Drawing 5]The important section block lineblock diagram of ********

[Drawing 6]The figure for explaining operation of the first example of this invention.
[Drawing 7]The figure showing the route change situation in the first example of this
invention.

[Drawing 8]The figure for explaining operation of the second example of this invention.
[Drawing 9]The figure for explaining operation of the third example of this invention.
[Drawing 10]The figure showing the concept of the fault restoration method of this invention.
[Drawing 11]The key map of the ATM communication network which applied the fault
restoration method of this invention.

[Drawing 12]The figure showing the concept of the conventional fault restoration method.
[Drawing 13]The key map of the high-reliability-ized switchboard.

[Description of Notations]

1 o 3k o ok ok o ok ok

2-5, 7-9 Transit exchange

6 Incoming exchange

10 Failure detection part

12 Fault restoration message cell generation part

14 Fault restoration message cell information mount part

16 Spare-routes set part

H Destination area

HC Hop counter

HL Hop limit

M Message area

RD Channel information

bmin minimum

P, Q, and R Route
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an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application No. Applicant(s)

11/840,560 LARSON ET AL.
Office Action Summary Examiner Art Unit

Krisna Lim 2453

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 17 August 2007.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-3 is/are pending in the application.

4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X Claim(s) 1-3 is/are rejected.
7)[] Claim(s)_____is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on isfare: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 6) D Other: _____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100314
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Application/Control Number: 11/840,560 Page 2
Art Unit: 2453

Claims 1-3 are presented for examination.

The disclosure is objected to because of the following informalities:
(a) On page 1, the text of the first paragraph should be updated with the current
status of the cited applications such as U.S. Patent Application Serial No., a filing date,

U.S. Patent No., and the issued date. Appropriate correction is required.

The information disclosure statement filed 5/19/2009 fails to comply with 37 CFR
1.98(a)(3) because it does not include a concise explanation of the relevance. It has
been placed in the application file, but the information referred to therein has not been

considered.

Claim 1 is rejected under 35 U.S.C. § 112, second paragraph, as being indefinite for
failing to particularly point out and distinctly claim the subject matter which applicant
regards as the invention.

At line 3, it is unclear from where a query message is sent. At line 4, it is unclear
from where the query message is requesting a secure computer network address. It is
unclear how a portal authenticates a query. Moreover, the interrelationship or inter-

function between a portal and a domain name database is unclear.

Claims 2-3 rejected under 35 U.S.C. 112, second paragraph, as being incomplete for
omitting essential steps, such omission amounting to a gap between the steps. See
MPEP § 2172.01. The omitted steps are: providing (sending/receiving) a query for a
secure computer network address, authenticating the query, and providing an indication
that the apparatus supports a secure network connections, etc.
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Claims 2-3 are rejected under 35 U.S.C. 112, second paragraph, as being incomplete
for omitting essential structural cooperative relationships of elements, such omission
amounting to a gap between the necessary structural connections. See MPEP

§ 2172.01. The omitted structural cooperative relationships are: providing
(sending/receiving) a query for a secure computer network address, authenticating the
query, and providing an indication that the apparatus supports a secure network

connections, etc.

The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the manner and process of
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall
set forth the best mode contemplated by the inventor of carrying out his invention.

Claim 2 is rejected under 35 U.S.C. 112, first paragraph. Specifically, since the
claimed invention is not supported by either an undue breath (i.e., a single means claim
that does not appear in combination with another element) asserted utility or a well
established utility for the reasons set forth above, one skilled in the art clearly would not

know how to use the claimed invention.

The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory
obviousness-type double patenting rejection is appropriate where the conflicting claims
are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
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Application/Control Number: 11/840,560 Page 4
Art Unit: 2453

double patenting ground provided the conflicting application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with
37 CFR 3.73(b).

Claims 1-3 are rejected on the ground of nonstatutory obviousness-type double
patenting as being unpatentable over claim 1 of U.S. Patent No. 7,418,504. Although
the conflicting claims are not identical, they are not patentably distinct from each other
because they are directed to a system for providing a secure domain name service over
a computer network comprising: a portal (domain name service system) connected to a
computer network, the portal authenticating a query for a secure computer network
address (an indication of the support of establishing a secure communication link); and
a domain name database (to store a plurality of domain names) connected to the
computer network through the portal, the domain name database storing secure
computer network addresses for the computer network. The different is the broadest

interpretation of the claimed languages.

The following is a quotation of the appropriate paragraphs of 35 U.S.C. §102 that
form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act
of 1999 (AIPA) and the Intellectual Property and High Technology Technical

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting
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directly or indirectly from an international application filed before November 29, 2000.
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior

to the amendment by the AIPA (pre-AIPA 35 U.S.C. 102(e)).

Claims 1-3 are rejected under 35 U.S.C. §102(e) as being anticipated by Shrader
[U.S. Patent No. 5,864,666].

Shrader anticipates the invention substantially as claimed. Taking claims 1-3 as

an exemplary claim, the reference anticipates a system for providing a secure domain
name service over a computer network (i.e., see the abstract, col. 4 (lines 11-23, 47-
54), and col. 5 (lines 1-12)), comprising: a portal connected to a computer network, the
portal authenticating a query (i.e., see col. 4, line 51) for a secure computer network
address; and a domain name database (DB is inherent in any computer system)
connected to the computer network through the portal, the domain name database
storing secure computer network addresses for the computer network, wherein a
computer network address having a top level domain reserved for secure network

connections (i.e., see permit 9.24.104.241, etc. of Fig. 7).

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.
The references are cited in the Form PTO-892 for the applicant's review.

A shortened statutory period for response to this action is set to expire 3 (three)
months and 0 (zero) days from the mail date of this letter.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In
no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

If NO period for reply is specified above, the maximum statutory period will apply
and will expire SIX (6) MONTHS from the mailing date of this communication.

Failure to reply within the set or extended period for reply will, by statute, cause
the application to become ABANDONED (35 U.S.C. § 133).
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Any reply received by the Office later than three months after the mailing date of
this communication, even if timely filed, may reduce any earned patent term adjustment.
See 37 CFR 1.704(b).

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Krisna Lim whose telephone number is 571-272-3956
The examiner can normally be reached on Tuesday to Friday from 7:10 AM to 5:40 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Joseph Thomas, can be reached on 571-272-6776. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free).

Kl
March 14, 2010

/Krisna Lim/
Primary Examiner, Art Unit 2453
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c1060 | RFC 2401 (November 1998). (RFC 2401, UNDERLYING SECURITY TECHNOLOGIES)
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9

c1061_| [Due to difficulty locating this reference, a copy has not been provided]

Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security

c1062 | Working Group (December 1998). (DNSSEC-7)

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/15/1998). (RFC 2543 Internet Draft 11)

c1063_| [Due to difficulty locating this reference, a copy has not been provided]
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Aventail Corp., “Aventail Connect 3.1/2.6Administrator's Guide,” (1999). (Aventail
Administrator 3.1, Aventail)
c1064 | [Due to difficulty locating this reference, a copy has not been provided]
Aventail Corp., “Aventail Connect 3.1/2.6 User's Guide,” (1999). (Aventail User 3.1,
Aventail)
c10e5_| [Due to difficulty locating this reference, a copy has not been provided]
Aventail Corp., “Aventail ExtraWeb Server v3.2 Administrator’'s Guide,” (1999). (Aventail
ExtraWeb 3.2, Aventail)
c1066 | [Due to difficulty locating this reference, a copy has not been provided]
Kaufman et al, “Implementing IPsec,” (Copyright 1999). (Implementing IPSEC, VPN
c1067 | REFERENCES)
Network Solutions, Inc. “Enabling SSL,” NSI Registry (1999). (Enabling SSL,
c1068 | UNDERLYING SECURITY TECHNOLOGIES)
Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW)
c1069 | [Due to difficulty locating this reference, a copy has not been provided]
Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNS
c1070 | SRV), <draft-ietf-dnsind-frc2052bis-02.txt> (January 1999). (Gulbrandsen 99, DNS SRV)
C. Scott, et al. Virtual Private Networks, O'Reilly and Associates, Inc., 2nd ed. (Jan.
c1071 | 1999). (Scott VPNs)
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (01/15/1999). (RFC 2543 Internet Draft 12)
c1072_| [Due to difficulty locating this reference, a copy has not been provided]
Goldschlag, et al., “Onion Routing for Anonymous and Private Internet Connections,”
Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,
c1073 | 1999). (Goldschlag Ill, Onion Routing)
H. Schulzrinne, “Internet Telephony: architecture and protocols — an IETF perspective,”
c1074 | Computer Networks, Vol. 31, No. 3 (February 1999). (Telephony, Schulzrinne)
M. Handley, et al. “SiP: Session Initiation Protocol,” Network Working Group, RFC 2543
€1075 | and Internet Drafts (12/96-3/99). (Handley, RFC 2543)
FreeS/WAN Project, Linux FreeS/WAN Compatibility Guide (March 4, 1999).
c1076 | (FreeS/WAN Compatibility Guide, FreeS/WAN)
Telcordia Technologies, “ANX Release 1 Document Corrections,” AIAG (May 11, 1999).
c1077 | (Telcordia, ANX)
Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information with
c1078 | DNS <draft-eitf-cat-krb-dns-locate-o0o.txt> (June 21, 1999). (Hornstein, DNS SRV)
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of IPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).

c1079 | (Bhattcharya LDAP VPN)

B. Patel, et al. "DHCP Configuration of IPSEC Tunnel Mode,” IPSEC Working Group,
c1080_| Internet Draft 02 (10/15/1999). (Patel)

Goncalves, et al. Check Point FireWall -1 Administration Guide, McGraw-Hill Companies
(2000). (Goncalves, Checkpoint FW)

c1081_| [Due to difficulty locating this reference, a copy has not been provided]
“Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources,”
c1082 | FirstVPN, (Jan 2000). (FirstVPN Microsoft)

Gulbrandsen, Vixie, & Esibov, A DNS RR for specifying the location of services (DNS
c1083 | SRV), IETF RFC 2782 (February 2000). (RFC 2782, DNS SRV)

MITRE Organization, “Technical Description,” Collaborative Operations in Joint

c1084 | Expeditionary Force Experiment (JEFX) 99 (February 2000). (MITRE, SIPRNET)

H. Schulzrinne, et al. "Application-Layer Mobility Using SIP,” Mobile Computing and
c1085 | Communications Review, Vol. 4, No. 3. pp. 47-57 (July 2000). (Application, SIP)
Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA
Information Survivability Conference and Exposition Il (June 2001). (DARPA, VPN
c1086 | SYSTEMS)

c10s7 |ANX 101: Basic ANX Service Outline. (Outline, ANX)

cioss | ANX 201: Advanced ANX Service. (Advanced, ANX)

c1ose |Appendix A: Certificate Profile for ANX IPsec Certificates. (Appendix, ANX)

Assured Digital Products. (Assured Digital)

c1090 | [Due to difficulty locating this reference, a copy has not been provided]

Aventail Corp., “Aventail AutoSOCKS the Client Key to Network Security,” Aventail
c1091 | Corporation White Paper. (Network Security, Aventail)

Cindy Moran, “DISN Data Networks: Secret Internet Protocol Router Network

c1092 | (SIPRNet).” (Moran, SIPRNET)

c10e3 | Data Fellows F-Secure VPN+ (F-Secure VPN+)

“Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)
c1094 | Secret Dial-In Solution. (RASP, SIPRNET)

Onion Routing, “Investigation of Route Selection Algorithms,” available at

c1095 | http://www.onion-router.net/Archives/Route/index.html. (Route Selection, Onion Routing)
Secure Computing, “Bullet-Proofing an Army Net,” Washington Technology. (Secure,
c1096 | SIPRNET)
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cio97 | SPARTA “Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS)

Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
c1098 | SIPRNET)

Publically available emails relating to FreeS/WAN (MSFTVX00018833-

c1099 | MSFTVX00019206). (FreeS/WAN emails, FreeS/WAN)

c1100 | Kaufman et al., “Implementing IPsec,” (Copyright 1999) (Implementing IPsec)

Network Associates Gauntlet Firewall For Unix User’s Guide Version 5.0 (1999).

c1101 | (Gauntlet User's Guide — Unix, Firewall Products)

Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version

c1102 | 5.0 (1999) (Gauntlet Getting Started Guide — NT, Firewall Products)

Network Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999)

c1103 | (Gauntlet Unix Getting Started Guide, Firewall Products)

Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)

¢1104 | (Gauntlet Unix Release Notes, Firewall Products)

Network Associates Gauntlet Firewall For Windows NT Administrator’s Guide Version

c1105 | 5.0 (1999) (Gauntlet NT Administrator's Guide, Firewall Products)

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall

c1106 | Encryption Guide Version 3.1 (1996) (Gauntlet Firewall-to-Firewall, Firewall Products)

Network Associates Gauntlet Firewall Global Virtual Private Network User's Guide for

c1107 | Windows NT Version 5.0 (1999) (Gauntlet NT GVPN, GVPN)

Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User's

c1108 | Guide Version 5.0 (1999) (Gauntlet Unix GVPN, GVPN)

c110e | Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred

c1110 | DVPN, DVPN)

Dan Sterne et.al. TIS Dynamic Security Perimeter Research Project Demonstration

c1111 | (March 9, 1998) (Dynamic Security Perimeter, DVPN)

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,

c1112 | 2000) (Kindred DVPN Capability, DVPN) 11
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October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTA00001712-1714,
C1113 | 1808-1811) (Turchi DVPN email, DVPN)
James Just & Dan Sterne Security Quickstart Task Update (February 5, 1997) (Security
Cc1114 | Quickstart, DVPN)
Virtual Private Network Demonstration dated March 21, 1998 (SPARTA00001844-54)
c1115 | (DVPN Demonstration, DVPN)
GTE Internetworking & BBN Technologies DARPA Information Assurance Program
c1116 | Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at
http://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/cpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
c1117_|reference is prior art to the patents-insuit.)
Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide -
Connection Manager, available at
http://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/cmak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
c1118 | information and belief, this reference is prior art to the patents-in-suit.)
Microsoft Corp. Autodial Heuristics, available at http://support.microsoft.com/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
c1119 | and belief, this reference is prior art to the patents-in-suit.)
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at
C1120 | http://msdn2.microsoft.com/en-us/library/ms809332(printer).aspx (Cariplo 1)
. Marc Levy, COM Internet Services (Apr. 23, 1999), available at
c1121 | http://msdn2.microsoft.com/en-us/library/ms809302(printer).aspx (Levy)
Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at
c1122 | http://msdn2.microsoft.com/en-us/library/ms809311(printer).aspx (Horstmann)
Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http://msdn2.microsoft.com/en-us/library/ms809320(printer).aspx (DCOM Business
Cc1123 | Overview 1)
Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http://msdn2.microsoft.com/en-us/library/ms809340(printer).aspx (DCOM Technical
C1124 | Overview |)
Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
c1125 | (DCOM Architecture)
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDC DVD-ROM (DCOM Business
c1126 | Overview il)
Microsoft Corp., DCOM—Cariplo Home Banking Over The Internet White Paper
c1127 | (Microsoft 1996) available in PDC DVD-ROM (Cariplo 11)
Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available in
c1128 | PDC DVD-ROM (DCOM Solutions in Action)
Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
c1129 | in PDC DVD-ROM (DCOM Technical Overview II)
125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at
C1130 | hitp://msdn2.microsoft.com/en-us/library/ms810277(printer).aspx (Suhy)
126. Aaron Skonnard, Essential Wininet 313-423 (Addison Wesley Longman 1998)
c1131 | (Essential WinInet)
Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Servers, (1998) available at
c1132_ | http://msdn2.microsoft.com/enus/library/ms811078(printer).aspx (Using PPTP)
Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition,
http://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/bcgstart. ms
C1133 | px (Internet Connection Services 1)
Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athttp://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/bcgstrtc.
C1134 | mspx (Internet Connection Services 11)
Microsoft Corp., Internet Explorer 56 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at
http://www.microsoft.com/technet/prodtechnol/ ie/deploy/deploy5/appendb.mspx (IES
€1135 | Corporate Development)
Mark Minasi, Mastering Windows NT Server 4 1359-1442 (6th ed., January 15,
c1136_| 1999)(Mastering Windows NT Server)
Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press
C1137_| 1998) (Hands On)
Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
http://www.microsoft.com/technet/archive/winntas/maintain/featusability/pptpwp3.mspx
c138 | (MS PPTP)
Kenneth Gregg, et al., Microsoft Windows NT Server Administrator’s Bible 173-206, 883-
c1139 | 911, 974-1076 (IDG Books Worldwide 1999) (Gregg)
Microsoft Corp., Remote Access (Windows), available at http://msdn2.microsoft.com/en-
C1140 | us/library/bb545687(VS.85, printer).aspx (Remote Access)
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. Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at

http://www.microsoft.com/technet/archive/winntas/plan/pptpudst.mspx (Understanding

PPTP NT 4) (Although undated, this reference refers to the operation of prior art

versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

c1141 | and belief, this reference is prior art to the patents-in-suit.)

Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at

http://www.microsoft.com/technet/archive/winntas/ deploy/confeat/vpntwk.mspx (NT4

VPN) (Although undated, this reference refers to the operation of prior art versions of

Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

c1142 | this reference is prior art to the patents-in-suit.)

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399

c1143 | (IDG Books Worldwide 1998) (Network Plumbing)

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and

Remote Access Service, Available at

http://www.microsoft.com/technet/archive/winntas/proddocs/ rras40/rrasch01.mspx (Intro

to RRAS) (Although undated, this reference refers to the operation of prior art versions of

Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

c1144 | this reference is prior art to the patents-in-suit.) 13

Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for

Large-Scale Configurations, available at

http://www.microsoft.com/technet/archive/winntas/proddocs/rras40/rrasch05.mspx

(Large-Scale Configurations) (Although undated, this reference refers to the operation of

prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon

c1145 |information and belief, this reference is prior art to the patents-in-suit.)

F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)

c1146_| [Due to difficulty locating this reference, a copy has not been provided]

F-Secure, F-Secure NameSurfer (May 1999) (from FSECURE 00000003) (NameSurfer

Cc1147 | 3)

F-Secure, F-Secure VPN Administrator's Guide (May 1999) (from FSECURE 00000003)

c1148 | (F-Secure VPN 3)

F-Secure, F-Secure SSH User's & Administrator's Guide (May 1999) (from FSECURE

C1149 | 00000003) (SSH Guide 3)

F-Secure, F-Secure SSH2.0 for Windows NT and 95 (May 1999) (from FSECURE

c1150 | 00000003) (SSH 2.0 Guide 3)

EXAMINER DATE CONSIDERED / [
Krisna Lim/ 0371472010

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 608. Draw line through citation if not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

(12)
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./

553



11840560 - GAU: 2453

Subst. for form 1449/PTO Complete if Known

SUPPLEMENTAL —

INFORMATION DISCLOSURE STATEMENT BY Application Number 11/840,560

APPLICANT Filing Date August 17, 2007

(Use as many sheets as necessary) First Named Inventor Victor Larson
Art Unit 2157
Examiner Name VU, Kim Y.

Sheet | 13 | of | 17 Docket Number 077580-0063 (VRNK-1CP3CN2)

OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)
 EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS cITE | (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
NO. | city and/or country where published.
. F-Secure, F-Secure VPN+ Administrator's Guide (May 1999) (from FSECURE

c1151_| 00000003) (VPN+ Guide 3)
ci1s2 | F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)

c11s3 | F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 6)

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE

C1154 | 00000006) (F-Secure SSH 2.0 Guide 6)

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
c1155 | [Due to difficulty locating this reference, a copy has not been provided]

F-Secure, F-Secure SSH User's & Administrator's Guide (Sept. 1998) (from FSECURE
c1156 | 00000009) (SSH Guide 9)

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
c1157__| 00000009) (F-Secure SSH 2.0 Guide 9)

ciise | F-Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9)

F-Secure, F-Secure Management Tools, Administrator's Guide (1999) (from FSECURE
c1159 | 00000003) (F-Secure Management Tools)

F-Secure, F-Secure Desktop, User's Guide (1997) (from FSECURE 00000009)

c1160 | (FSecure Desktop User's Guide)

c1161 SafeNet, Inc., VPN Policy Manager (January 2000) (VPN Policy Manager)

F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)
c1162_| (FSecure VPN+)

IRE, Inc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)

c1163 | [Due to difficulty locating this reference, a copy has not been provided]
IRE/SafeNet Inc., VPN Technologies Overview (March 28, 2000) (Safenet VPN Overview)
C1164 | [Due to difficulty locating this reference, a copy has not been provided]

IRE, Inc., SafeNet / Security Center Technical Reference Addendum (June 22, 1999) (Safenet
C1165 | Addendum)
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. IRE, Inc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,

c1166_| 2000) (VPN Policy Manager System Description)

IRE, Inc., About SafeNet / VPN Policy Manager (1999) (About Safenet VPN Policy
c1167 | Manager)

IRE, Inc., SafeNet/VPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)

c1168 | [Due to difficulty locating this reference, a copy has not been provided]

Trusted Information Systems, Inc., Gauntlet Internet Firewall, Firewall Product Functional
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Trusted Information Systems, Inc., Running the Gauntlet Internet Firewall, An
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c1170 | Internet Firewall)
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Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions:
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c1173 | Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999)

c1174 | 156. Finding Your Way Through the VPN Maze (1999) ("PGP")

c117s | Linux FreeS/WAN Overview (1999) (Linux FreeS/WAN) Overview)

c1176 | TimeStep, The Business Case for Secure VPNs (1998) (“TimeStep”)

WatchGuard Technologies, Inc., WatchGuard Firebox System Powerpoint (2000)
c1177_| [Due to difficulty locating this reference, a copy has not been provided]
WatchGuard Technologies, Inc., MSS Firewall Specifications (1999)

c1178 | [Due to difficulty locating this reference, a copy has not been provided]
WatchGuard Technologies, Inc., Request for Information, Security Services (2000)
c1179_| [Due to difficulty locating this reference, a copy has not been provided]
WatchGuard Technologies, Inc., Protecting the Internet Distributed Enterprise, White

Paper (February 2000)
c1180_| [Due to difficulty locating this reference, a copy has not been provided]
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v WatchGuard Technologies, Inc., WatchGuard LiveSecurity for MSS Powerpoint (Feb. 14

c1181_]2000)

WatchGuard Technologies, Inc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)

c1182 | [Due to difficulty locating this reference, a copy has not been provided]

Air Force Research Laboratory, Statement of Work for information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)
c1183 | (January 29, 1998)

GTE Internetworking & BBN Technologies DARPA Information Assurance Program
c1184 | Integrated Feasibility Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998)
BBN Information Assurance Contract, T/S Labs Monthly Status Report (March 16-April
c1185 |30, 1998)

c11ee | DARPA, Dynamic Virtual Private Network (VPN) Powerpoint

c11s7 | GTE Internetworking, Contractor’s Program Progress Report (March 16-April 30, 1998)

Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure
c1188 | Characterization (January 30, 2001)
c11sg | Virtual Private Networking Countermeasure Characterization (March 30, 2000)

c1190 | Virtual Private Network Demonstration (March 21, 1998)

Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and
c1191 | Integrated Security Management (2000)
c1192 | Information Assurance/NAl Labs, Create/Add DVPN Enclave (2000)

ci193 | NAl Labs, IFE 3.1 Integration Demo (2000)
ci1e4 |Information Assurance, Science Fair Agenda (2000)
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. c1195 | Darrell Kindred et al., Proposed Threads for IFE 3.1 (January 13, 2000)

c119e | IFE 3.1 Technology Dependencies (2000)
c1197 | IFE 3.1 Topology (February 9, 2000)

Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread
c1198 | Development (January 10-11, 2000)
c1199 | Information Assurance/NAl Labs, Dynamic Virtual Private Networks Presentation (2000)

Information Assurance/NAIl Labs, Dynamic Virtual Private Networks Presentation v.2
C1200 | (2000)

information Assurance/NAl Labs, Dynamic Virtual Private Networks Presentation v.3
(2000)

c1201_|[Due to difficulty locating this reference, a copy has not been provided]

T. Braun et al., Virtual Private Network Architecture, Charging and Accounting

C1202 | Technology for the Internet (August 1, 1999) (VPNA)

Network Associates Products — PGP Total Network Security Suite, Dynamic Virtual
C1203 | Private Networks (1999)

Microsoft Corporation, Microsoft Proxy Server 2.0 (1997) (Proxy Server 2.0, Microsoft
C1204 | Prior Art VPN Technology)

David Johnson et. al., A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson, Microsoft
c1205 | Prior Art VPN Technology)

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFTVX00157288) (Setting Server Parameters, Microsoft Prior Art VPN
Cc1206 | Technology)

Kevin Schuler, Microsoft Proxy Server 2 (1998) (Schuler, Microsoft Prior Art VPN

c1207 | Technology)

Erik Rozell et. al., MCSE Proxy Server 2 Study Guide (1998) (Rozell, Microsoft Prior 15
c1208 | Art VPN Technology) '
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C1209

M. Shane Stigler & Mark A Linsenbardt, //S 4 and Proxy Server 2 (1999) (Stigler, Microsoft
Prior Art VPN Technology)

C1210

David G. Schaer, MCSE Test Success: Proxy Server 2 (1998) (Schaer, Microsoft Prior Art
VPN Technology)

C1211

John Savill, The Windows NT and Windows 2000 Answer Book (1999) (Savill, Microsoft
Prior Art VPN Technology)

C1212

Network Associates Gauntlet Firewall Global Virtual Private Network User's Guide for
Windows NT Version 5.0 (1999) (Gauntlet NT GVPN, GVPN)

C1213

Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User’s
Guide Version 5.0 (1999) (Gauntlet Unix GVPN, GVPN)

C1214

File History for-U.S. Application Serial No. 09/653,201, Applicant(s): Whittle Bryan, et al.,
Filing Date 08/31/2000.

C1215

AutoSOCKS v2.1, Datasheet,
http://web.archive.org/web/19970212013409/www.aventail.com/prod/autoskds. html

C1216

Ran Atkinson, Use of DNS to Distribute Keys, 7 Sept. 1993,
http://ops.ietf.org/lists/namedroppers/namedroppers. 199x/msg00945.html

C1217

FirstVPN Enterprise Networks, Overview

C1218

Chapter 1: Introduction to Firewall Technology, Administration Guide; 12/19/07,
http://www.books24x7.com/book/id_762/viewer_r.asp?bookid=762&chunked=41065062

C1218

The TLS Protocol Version 1.0; January 1999; page 65 of 71.

C1220

Elizabeth D. Zwicky, et al., Building Internet Firewalls, 2nd Ed.

C1221

Virtual Private Networks — Assured Digital Incorporated — ADI 4500,
http://web.archive.org/web/19990224050035/www.assured-
digital.com/products/prodvpn/adia4500.htm

C1222

Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;
http://web.archive.org/web/11980210013830/interdyn.com/Accessware.html

C1223

Extended System Press Release, Sept. 2, 1997; Extended VPN Uses The Internet to
Create Virtual Private Networks, www.extendedsystems.com

C1224

Socks Version 5; Executive Summary;
http://web.archive.org/web/199970620031945/www.aventail.com/educate/whitepaper/socks
wp.html

C1225

Internet Dynamics First to Ship Integrated Security Solutions for Enterprise Intranets and
Extranets; Sept. 15, 1997; http://web.archive.org/web/19980210014150/interdyn.com

C1226

Emails from various individuals to Linux IPsec re: DNS-LDAP Splicing
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B1000 WO 001/17775 03-30-2000 Science Applications Yes No
International Corporation
B1001 WO 00/70458 11-23-2000 Comsec Corporation
B1002 WO 01/016766 03-08-2001 | nf;f"g;ﬁn’;pcpgf;‘g:’a"tfon
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Microsoft Corporation’s Fourth Amended Invalidity Contentions dated Jan. 5, 2009,
coss | VirnetX Inc. and Science Applications International Corp. v. Microsoft Corporation,
Appendix A of the Microsoft Corporation’s Fourth Amended Invalidity Contentions dated
c999 |Jan. 5, 2009.
Concordance Table For the References Cited in Tables on pages 6-15, 71-80 and 116-
124 of the Microsoft Corporation’s Fourth Amended Invalidity Contentions dated Jan. 5,
c1000 }2008.
1. P. Mockapetris, “DNS Encoding of Network Names and Other Types,” Network
c1001 | Working Group, RFC 1101 (April 1989) (RFC1101, DNS SRV)
DNS-related correspondence dated September 7, 1993 to September 20, 1993. (Pre KX,
KX Records)
c1002 | [Due to difficulty locating this reference, a copy has not been provided]
R. Atkinson, “An Internetwork Authentication Architecture,” Naval Research Laboratory,
c1003 | Center for High Assurancé Coriputing Systems (8/5/93). (Atkinson' NRL, KX Records)
Henning Schulzrinne, Personal Mobility For Multimedia Services In The Internet,
Proceedings of the Interactive Distributed Multimedia Systems and Services European
" |c1o04 | Workshop at 143 (1996). (Schulzrinne 96)
1~ [Microsoft Corp., Microsoft Virtual Private Networking: Using Point-to-Point Tunnelmg
Protocol for Low-Cost, Secure, Remote Access Across the Internet (1996) (printed from
c1005 | 1998 PDC DVD-ROM). (Point to Point, Microsoft Prior Art VPN Technology) _
“Safe Surfing: How to Build a Secure World Wide Web Connection,” IBM Technical =~~~ '
c1006 | Support Organization, (March 1996). (Safe Surfing, WEBSITE ART)
Goldschlag, et al., “Hiding Routing Information,” Workshop on Information Hiding, ™~
c1007 | Cambridge, UK (May 1996). (Goldschlag I, Onion Routing)
“IPSec Minutes From Montreal’, IPSEC Working Group Meeting Notes, T
http://www.sandleman.ca/ipsec/1996/08/msg00018.htmi (June 1996). (IPSec Mmutes
c1008 | FreeS/WAN)
J. M. Galvin, “Public Key Distribution with Secure DNS,” Proceedings of the Sixth
c1009 | USENIX UNIX Security Symposium, San Jose, California, July 1996. (Galvin, DNSSEC)
J. Gilmore, et al. “Re: Key Management, anyone? (DNS Keying),” IPSec Working Group
c1010 | Mailing List Archives (8/96). (Gilmore DNS, FreeS/WAN)
' H. Orman, et al. “Re; ‘Re: DNS? was Re: Key Management, anyone?” IETF IPSec
c1011 | Working Group Mailing List Archive (8/96-9/96). (Orman DNS, FreeS/WAN)
Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNS
c1012 | SRV), IETF RFC 2052 (October 1996). (RFC 2052, DNS SRV)
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C1013

Freier, et al. “The SSL Protocol Version 3.0,” Transport Layer Security Working Group
(November 18, 1996). (SSL, UNDERLYING SECURITY TECHNOLOGY)

Draft, (12/02/1996). (RFC 2543 Internet Draft 1)
c1014

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

[Due to difficulty locating this reference, a copy has not been provided]

€1015

M.G. Reed, et al. “Proxies for Anonymous Routing,” 12th Annual Computer Security
Applications Conference, San Diego, CA, Dec. 9-13, 1996. (Reed, Onion Routing)

C1016

Kenneth F. Alden & Edward P. Wobber, The AltaVista Tunnel: Using the Intemnet to
Extend Corporate Networks, Digital Technical Journal (1997) (Alden, AltaVista

c1017 | (1997). (AIAG, ANX)

Automative Industry Action Group, "ANX Release 1 Document Publication,” AIAG

Publications (1997). (AIAG Release, ANX)

Automative Industry Action Group, “ANX Release 1 Draft Document Publlcatton * AIAG

c1018
' "Aventail Corp., “AutoSOCKS v. 2.1 Datasheet,” available at

http://www .archive.org/web/19970212013409/www. aventanl com/prod/autoskst html

(1997). (AutoSOCKS, Aventail)

C1019
* - ~“TAventail Corp. “Aventail VPN Data Sheet,” available at -

[Due to difficulty locating this reference, a copy has not been provided]

http://www.archive.ora/web/19970212013043/www. aventa|l com/prod/vpndata html

.lc1020 |:(1997).(Data Sheet, Aventail)

Aventail Corp., “Directed VPN Vs. Tunnel,” available at

http://iweb.archive.ora/web/19970620030312/www. aventall com/educate/dwectvpn html

c1021 | (1997). (Directed VPN, Aventail)

White Paper available at

Aventail Corp., “Managing Corporate Access to the Internet " Aventall AutoSOCKS

http://web.archive.org/web/199706200303 12/www.aventail.com/educate/whitepaper/ip

c1022 | mwp.html (1997). (Corporate Access, Aventail)

Aventail Corp., “Socks Version 5,"” Aventail Whitepaper, available at

http://web.archive.org/web/19970620030312/www.aventail.com/educate/whitepaper/soc

kswp.html (1997). (Socks, Aventail)
c1023

[Due to difficulty locating this reference, a copy has not been provided]

C1024

Aventail Corp., “VPN Server V2.0 Administration Guide,” (1997). (VPN, Aventail)

c1025 | Assurance Computer Systems (1997). (Goldschlag I, Onion Routing)

Goldschlag, et al. “Privacy on the Internet,” Naval Research Laboratory, Center for High
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Microsoft Corp., Installing Configuring and Using PPTP with Microsoft Clients and
c1026 | Servers (1997). (Using PPTP, Microsoft Prior Art VPN Technology)
Microsoft Corp., /P Security for Microsoft Windows NT Server 5.0 (1997) (printed from
c1027 | 1998 PDC DVD-ROM). (IP Security, Microsoft Prior Art VPN Technology)
Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,
c1028 | Microsoft Prior Art VPN Technology)
Microsoft Corp., Routing and Remote Access Service for Windows NT Server
NewOpportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-
c1029 | ROM).(Routing, Microsoft Prior Art VPN Technology)
Microsoft Corp., Understanding Point-to-Point Tunneling Protocol PPTP (1997) (printed
'c1030 | from 1998 PDC DVD-ROM). (Understanding PPTP, Microsoft Prior Art VPN Technology)
J. Mark Smith et.al., Protecting a Private Network: The AltaVIsta F/rewall Dlgltal )
¢1031 | Technical Journal (1 997). (Smith, AltaVista)
Naganand Doraswamy /mplementation of Virtual Private Networks (VPNs) with
c1032 | /PSecurity, <draft-ietf-ipsec-vpn-00.txt> (March 12, 1997). (Doraswamy)
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
~- -- | Draft, (03/27/1997). (RFC 2543 Internet Draft 2). e
c1033 | [Due to difficulty locating this reference, a copy has not been provnded]
Aventail Corp., “Aventail and Cybersafe to Provide Secure Authentication For Internet
and Intranet Communication,” Press Release, April 3, 1997. (Secure Authentication,
C1034 | Aventail)
D. Wagner, et al. “Analysis of the SSL 3.0 Protocol " (April 15, 1997). (Analys:s
c1035 | UNDERLYING SECURITY TECHNOLOGIES)
Automotive Industry Action Group, “ANXO Certification Authority Service and Directory
Service Definition for ANX Release 1,” AIAG Telecommunications Project Team and
c1036 | Bellcore (May 9, 1997). (AIAG Defintion, ANX)
Automotive Industry Action Group, “ANXO Certification Process and ANX Registration
Process Definition for ANX Release 1,” AIAG Telecommunications Project Team and
c1037 | Bellcore (May 9, 1997). (AIAG Certification, ANX)
Aventail Corp., “Aventail Announces the First VPN Solution to Assure Interoperability
€1038 | Across Emerging Security Protocols,” June 2, 1997. (First VPN, Aventail)
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Syverson, et al. “Private Web Browsing,” Naval Research Laboratory, Center for High 8
c1039 | Assurance Computer Systems (June 2, 1997). (Syverson, Onion Routing)

Bellcore, “Metrics, Criteria, and Measurement Technique Requirements for ANX Release
1,” AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG

c1040 | Requirements, ANX)

M. Handley, H. Schulzrinne, E. Schooler, internet Engineering Task Force, Internet
Draft, (07/31/1997). (RFC 2543 Internet Draft 3)

c1041 | [Due to difficulty locating this reference, a copy has not been provided]

R. Atkinson, “Key Exchange Delegation Record for the DNS,” Network Worklng Group,
c1042 |RFC 2230 (November 1997). (RFC 2230, KX Records)

M. Handley, H. Schulzrinne, E. Schooler, internet Engineering Task Force Internet
Draft, (11/11/1997). (RFC 2543 Internet Draft 4)

c1043 | [Due to difficulty locating this reference, a copy has not been provided]

1998 Microsoft Professional Developers Conference DVD (1998 PDC DVD-ROM"):
(including screenshots captured therefrom and produced as MSFTVX 00018827-

c1044 |00018832). (Conference, Microsoft Prior Art VPN Technology)

Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDC
c1045 | DVD-ROM) (Overview, Microsoft Prior Art VPN Technology)--

Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle M/m-Camp—— :
Seminar attendees get first look at the performance and capabilities of Windows NT 5.0
(1998) (available at hap //www.microsoft.com/presspass/features/1998/10-

c1o46 | 19nt5.mspxpftrue).(NT Beta, Microsoft Prior Art VPN Technology)

“What ports does SSL use” available at stason.org/TULARC/security/ssl-talk/3-4-What-
c1047 | ports-does-ssl-use.html (1998). (Ports, DNS SRV)

Aventail Corp., “Aventail VPN V2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple,” Press Release,
c1048 | January 19, 1998. (VPN V2.6, Aventail)

R. G. Moskowitz, “Network Address Translation Issues with IPsec,” Internet Draft,

c1049 | Internet Engineering Task Force, February 6, 1998. (Moskowitz)

H. Schulzrinne, et al, “Internet Telephony Gateway Location,” Proceedings of IEEE
INfocom ‘98, The Conference on Computer Communlcatlons Vol. 2 ( March 29 — April 2,
c1050 | 1998). (Gateway, Schulzrinne)
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C. Huitema, 45 al. “Simple Gateway Control Protocol,” Version 1.0 (May 5, 1998).
c1051 .| (SGCP)
DISA “Secret Internet Protocol Router Network,” SIPRNET Program Management Office
c1052 | (D3113) DISN Networks, DISN Transmission Services (May 8, 1998). (DISA, SIPRNET)
' M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, internet
Draft, (05/14/1998). (RFC 2543 Internet Draft 5)
c1053 | [Due to difficulty locating this reference, a copy has not been provided]
© 7| M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (06/17/1998). (RFC 2543 Internet Draft 6) ’
c1054 | [Due to difficulty locating this reference, a copy has not been provided]
D. McDonald, et al. “PF_KEY Key Management API, Version 2,” Network Working
1c1055 | Group, RFC 2367 (July 1998). (RFC 2367) ]
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet )
| Draft, (07/16/1998). (RFC 2543 Internet Draft 7) - . B
c1056 | [Due to difficulty locating this reference, a copy has not been provided]
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet™
. Draft, (08/07/1998). (RFC 2543 Internet Draft 8)
~lc10s7 | [Due to difficulty locating.this reference, a copy has not been provided]. .
Microsoft Corp., Company Focuses on Quality and Customer Feedback (August 18,
c1058 | 1998). (Focus, Microsoft Prior Art VPN Technology)
M. Handley, H. Schulzrinne, E, Schooler, Internet Engineering Task Force, Internet
. Draft, (09/18/1998). (RFC 2543 Internet Draft 9)

c1059 | [Due to difficulty locating this reference, a copy has not been provided]
[ Atkinson, et al. “Security Architecture for the Internet Protocol,” Network Working Group,
c1060 | RFC 2401 (November 1998). (RFC 2401, UNDERLYING SECURITY TECHNOLOGIES) -
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9
c1061 | [Due to difficulty locating this reference, a copy has not been provided]
Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security
c1062 | Working Group (December 1998). (DNSSEC-7) '

- | M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

Draft, (12/15/1998). (RFC 2543 Internet Draft 11)
c1063_| [Due to difficulty locating this reference, a copy has not been prowded]
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Aventail Corp., “Aventail Connect 3.1/2.6Administrator’s Guide,” (1999). (Aventail
Administrator 3.1, Aventail)

c1084 | [Due to difficulty locating this reference, a copy has not been provided]
Aventail Corp., “Aventail Connect 3.1/2.6 User's Guide,” (1999). (Aventail User 3.1,
Aventail)

c10s5 | [Due to difficulty locating this reference, a copy has not been provided]
Aventail Corp., “Aventail ExtraWeb Server v3.2 Administrator's Guide,” (1999). (Aventail
ExtraWeb 3.2, Aventail)

c1066 | [Due to difficulty locating this reference, a copy has not been provided]
Kaufman et al, “Implementing IPsec,” (Copyright 1999). (Implementing IPSEC, VPN
c1067 | REFERENCES)

Network Solutions, Inc. “Enabling SSL,” NSI Registry (1999) (Enabhng SSL,

c1068 | UNDERLYING SECURITY TECHNOLOGIES)

c1069 | [Due to difficulty locating this reference, a copy has not been provided]
"I Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNS
c1070 | SRV), <draft-ietf-dnsind-frc2052bis-02.txt> (January 1999). (Gulbrandsen 99, DNS SRV)

c1071 | 1999). (Scott VPNs)
- -~ | M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

'| Draft, (01/15/1999). (RFC 2543 Internet Draft 12)
c1072 | [Due to difficulty locating this reference, a copy has not been provided]
Goldschlag, et al., “Onion Routing for Anonymous and Private Internet Connections,”
| Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,
c1073 | 1999). (Goldschlag lll, Onion Routing)
' H. Schulzrinne, “Internet Telephony: architecture and protocols an 1ETF perspective,”
c1074 | Computer Networks, Vol. 31, No. 3 (February 1999). (Telephony, Schulzrinne)
M. Handley, et al. “SIP: Session Initiation Protocol,” Network Working Group, RFC 2543
c1075 |and Internet Drafts (12/96-3/99). (Handley, RFC 2543)
FreeS/WAN Project, Linux FreeS/WAN Compatibility Guide (March 4, 1999).
c1076 | (FreeS/WAN Compatibility Guide, Free SIWAN)
Telcordia Technologies, "ANX Release 1 Document Corrections,” AIAG (May 11, 1999).
c1077 | (Telcordia, ANX)
Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information with
clo78 | DNS <draft-eitf-cat-krb-dns-locate-oo.txt> (June 21, 1999). (Hornstein, DNS SRV)
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of IPSec
Based Virtual Private Networks (VPNs)”", IETF Internet Draft (October 1999).
c1079 | (Bhaticharya LDAP VPN)
B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode,” IPSEC Working Group,
c1080 | Internet Draft 02 (10/15/1999). (Patel)
Goncalves, et al. Check Point FireWall -1 Administration Guide, McGraw-Hill Companies
(2000). (Goncalves, Checkpoint FW)
ci081 |[Due to difficulty locating this reference, a copy has not been provided]
“Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources, "
ci082 | FirstVPN, (Jan 2000). (FirstVPN Microsoft)
Gulbrandsen, Vixie, & Esibov, A DNS RR for specifying the location of services (DNS
c1083 | SRV), IETF RFC 2782 (February 2000). (RFC 2782, DNS SRV)
| [MITRE Organization, “Technical Description,” Collaborative Operations in Joint

c1084 | Expeditionary Force Experiment (JEFX) 99 (February 2000). (MITRE, SIPRNET) o
H. Schulzrinne, et al. "Application-Layer Mobility Using SIP,” Mobile Computing and
c1085 | Communications Review, Vol. 4, No. 3. pp. 47-57 (July 2000). (Application, SIP) T

Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA '

[+ == ~|information Survivability Conference and Exposition Il (June 2001). (DARPA, VPN . - "] ... .. | oo
c1086 | SYSTEMS) ‘ -
cios7 | ANX 101: Basic ANX Service.Outline. (Outline, ANX)

cioss | ANX 201: Advanced ANX Service. (Advanced, ANX)
c1ose | Appendix A: Certificate Profile for ANX IPsec Certificates. (Appendix, ANX)
Assured Digital Products. (Assured Digital)

c1090 | [Due to difficulty locating this reference, a copy has not been provided]

Aventail Corp., “Aventail AutoSOCKS the Client-Key to Network Security,” Aventail
c1091 | Corporation White Paper. (Network Security, Aventail)

Cindy Moran, “DISN Data Networks: Secret Internet Protocol Router Network
c1092 | (SIPRNet).” (Moran, SIPRNET)

ciogs | Data Fellows F-Secure VPN+ (F-Secure VPN+)

“Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)
c1094 | Secret Dial-In Solution. (RASP, SIPRNET)

Onion Routing, “Investigation of Route Selection Algorithms,” available at

c1095 | http://www.onion-router.net/Archives/Route/index.html. (Route Selection, Onion Routing)
Secure Computing, “Bullet-Proofing an Army Net,” Washington Technology. (Secure,
c1006 | SIPRNET)
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c10s7 | SPARTA “Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS)
Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
c1098 | SIPRNET)
Publically available emails relating to FreeS/WAN (MSFTVX00018833-
c1099 | MSFTVX00019206). (FreeS/WAN emails, FreeS/WAN)
c1100 | Kaufman et al., “Implementing IPsec,” (Copyright 1999) (Implementing IPsec)
Network Associates Gauntlet Firewall For Unix User's Guide Version 5.0 (1999).
c1101 | (Gauntlet User's Guide — Unix, Firewall Products)

: Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version
c1102 | 5.0 (1999) (Gauntlet Getting Started Guide — NT, Firewall Products)

: Network Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999)

c1103 | (Gauntiet Unix Getting Started Guide, Firewall Products)
Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)
c1104 | (Gauntlet Unix Release Notes, Firewall Products) ~
| Network Associates Gauntlet Firewall For Windows NT Administrator's Guide Versron
c1105 | 5.0 (1999) (Gauntlet NT Administrator's Guide, Firewall Products) -
Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall
c1106 | Encryption Guide Version 3.1 (1996) (Gauntlet Firewall-to-Firewall, Firewall Products)
Network Associates Gauntlet Firewall Global Virtual Private Network User’s Guide for
c1107 | Windows NT Version 5.0 (1999) (Gauntiet NT GVPN, GVPN)
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User's
c1108 | Guide Version 5.0 (1999) (Gauntlet Unix GVPN, GVPN)
c1100 | Dan-Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)
Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred
c1110 | DVPN, DVPN)
Dan Sterne et.al. TIS Dynamic Security Perimeter Research Project Demonstration
c1111 | (March 9, 1998) (Dynamic Security Perimeter, DVPN)
Darrell Kindred Dynamic Virtual Private Networks Capablllty Description (January 5,
c1112 |2000) (Kindred DVPN Capability, DVPN) 11
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October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTAOODO1712-1714,
c1113 | 1808-1811) (Turchi DVPN email, DVPN)
James Just & Dan Sterne Security Quickstart Task Update (February 5, 1997) (Security
c1114 | Quickstart, DVPN) ,
Virtual Private Network Demonstration dated March 21, 1998 (SPARTA00001844-54)
c1115 | (DVPN Demonstration, DVPN)
GTE Internetworking & BBN Technologies DARPA Information Assurance Program
c111e | Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at :
http:/lwww.microsoft.com/technet/archive/winntas/proddocs/inetconctservicelcp'sops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
c1117 | reference is prior art to the patents-insuit.)
Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide —
Connection Manager,.available at. _ )
-http:/lwww.microsoft-.comltechnet/archive/winntas/p_roddocs/inetconctservice/cﬁ\ak.mspx
- (Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon-
ci118 | information and belief, this reference is prior art to the patents-in-suit.) ’
Microsoft Corp. Autodial Heuristics, available at http://support.microsoft.com/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
c1119 |and belief, this reference is prior art to the patents-in-suit.) B ’
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at
C1120 http://msdn2.microsoft.comlen-us/library/m5809332(printer).aspx (Cariplo 1)
Marc Levy, COM Internet Services (Apr. 23, 1999), available at
Cc1121 hﬁp://msdn2.microsoft.com/en-usllibrary/m5809302(printer).aspx (Levy)
— | Markus Horstmann and Mary Kirtiand, DCOM Architecture (July 23, 1997), available at
C1122 http://msan.microsoft.com/en-us/librarylm580931 1(printer).aspx (Horstmann)
Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:l/msdnz.microsoft.com/en-us/library/m5809320(printer).aspx (DCOM Business
c1123 | Overview )
Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http://msdnz.microsoft.com/en-us/library/m5809340(printer).aspx (DCOM Technical
c1124 | Overview )
Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
c1125 |(DCOM Architecture)
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDC DVD- ROM (DCOM Business
c1126 | Overview II)
Microsoft Corp., DCOM—Caano Home Banking Over The Internet White Paper
c1127 | (Microsoft 1996) available in PDC DVD-ROM (Cariplo 1I)
Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available in
c1128 | PDC DVD-ROM (DCOM Solutions in Action)
Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
c112¢ |in PDC DVD-ROM (DCOM Technical Overview 11)
125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at
c1130 | http://msdn2.microsoft.com/en- us/hbrary/m581 0277 (printer).aspx (Suhy)
— - -] 126. Aaron Skonnard, Essential Wininet 313-423 (AddlSOﬂ Wesley Longman 1998)
c1131 | (Essential Winlnet)
Microsoft Corp. Installing, Configuring, and Using PPTP with Mlcrosoft Clients and
Servers, (1998) available at
| c1132 | hitp://msdn2.microsoft.com/enus/library/ms811078(printer).aspx (Using PPTP)
Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, R
http://lwww.microsoft. com/technet/archlve/wmntas/proddocs/unetconctservnce/bcgstart ms
c1133 | px (Internet Connection Services !) -
Microsoft Corp., Internet Connection Services for RAS Commercial Edition, available
- | athttp:/iwww.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/bcgstrtc.
c1134 | mspx (Internet Connection Services I1)
Microsoft Corp., internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at
http://www.microsoft.com/technet/prodtechnol/ ie/deploy/deploy5/appendb.mspx (IES
c1135 | Corporate Development)
Mark Minasi, Mastering Windows NT Server 4 1359-1442 (6th ed., January 15,
c1136 | 1999)(Mastering Windows NT Server)
Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press
c1137 | 1998) (Hands On)
Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
http://www.microsoft.com/technet/archive/winntas/maintain/featusability/pptpwp3. mspx
c1138 | (MS PPTP)
Kenneth Gregg, et al., Microsoft Windows NT Server Administrator's Bible 173-206, 883-
c1139 | 911, 974-1076 (IDG Books Worldwide 1999) (Gregg)
Microsoft Corp., Remote Access (Windows), available at http://msdn2.microsoft.com/en-
c1140 | us/library/bb545687(VS.85,printer).aspx (Remote Access)

EXAMINER . o DATE CONSIDERED
/Krisna Lim/ 03/14/2010

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.

Include copy of this form with next communication to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Transiation is attached.

ALL BREFERENCES CONSiBEREQ]EXCEPT WHERE LINED THROUGH. /K.LJ/

569



FOTGUNAONSENNG, | NS

11840560 - GAU: 2453

NO. | city and/or country where published.

Subst. for form ;14'?'%?0 Complete if Known
S MATION DISCLOSURE STATEMENT BY Application Number 11/840,560
APPLICANT Filing Date August 17, 2007
(Use as many sheets as necessary) First Named Inventor Victor Larson
Art Unit 2157
Examiner Name VU, KimY.
Sheet | 12 | of | 17 Docket Number 077580-0063 (VRNK-1 CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)
EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS ciTe | (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

c1141 | and belief, this reference is prior art to the patents-in-suit.)

Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http:/lwww.microsoft.com/technetlarchive/winntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

c1142 | this reference is prior art to the patents-in-suit.)

Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://www.microsoft.com/technetlarchive/winntas/ deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

= | c1143 | (IDG Books Worldwide 1998) (Network Plumbing)

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399

Remote Access Service, Available at

c1144 | this reference is prior art to the patents-in-suit.) 13

Microsoft Corp., Chapter 1'— Introduction to Windows NT Routing with Routing"and

http:/lwww.microsoft.com/technetlarchive/winntas/proddocs/ rras40/rrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as:Windows NT 4.0. Accordingly, upon. information.and_belief,

Large-Scale Configurations, available at

Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for

http://www.microsoft.com/technetlarchivelwinntas/proddocs/rras40/rrasch05.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
c1145 |information and belief, this reference is prior art to the patents-in-suit.)

F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
c1146 | [Due to difficulty locating this reference, a copy has not been provided]

c1147_|3)

F-Secure, F-Secure NameSurfer (May 1999) (from FSECURE 00000003) (NameSurfer

c1148 | (F-Secure VPN 3)

F-Secure, F-Secure VPN Administrator’s Guide (May 1999) (from FSECURE 00000003)

c1149 |.00000003) (SSH Guide 3)

F-Secure, F-Secure SSH User's & Administrator's Guide (May 1999) (from FSECURE

c1150 | 00000003) (SSH 2.0 Guide 3)

F-Secure, F-Secure SSH2.0 for Windows NT and 95 (May 1999) (from FSECURE

fKiisna Lim/
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F-Secure, F-Secure VPN+ Administrator's Guide (May 1999) (from FSECURE
c1151 | 00000003) (VPN+ Guide 3)
ci1s2 | F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)

ci1s3 | F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 86)

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE
c1154 | 00000006) (F-Secure SSH 2.0 Guide 6)
F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
c1155 | [Due to difficulty locating this reference, a copy has not been provided]
] F-Secure, F-Secure SSH User’s & Administrator's Guide (Sept. 1998) (from FSECURE
c1156 | 00000009) (SSH Guide 9) o

| F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
“|c11s7 | 00000009) (F-Secure SSH2.0 Guide 8) -~ — ~ ' : :
ci1ss | F-Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9)

F-Secure, F-Secure Management Tools, Administrator's Guide (1999) (from FSECURE -
c1159 | 00000003) (F-Secure Management Toals)

: F-Secure, F-Sécure Desktop, User's Guide:(1997)-(from FSECURE 00000009)-
c1160 | (FSecure Desktop User’s Guide) .
C1161 SafeNet, Inc., VPN Policy Manager (January 2000) (VPN Policy Manager)

F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)
c1162 | {(FSecure VPN+)

IRE, Inc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)

c1163 | [Due to difficulty locating this reference, a copy has not been provided]
IRE/SafeNet Inc., VPN Technologies Overview (March 28, 2000) (Safenet VPN Overview)
c1164 | [Due to difficuity locating this reference, a copy has not been provided]

IRE, Inc., SafeNet / Security Center Technical Reference Addendum (June 22, 1999) (Safenet
C1165 | Addendum) :
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IRE, Inc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,
c1166 |2000) (VPN Policy Manager System Description)
IRE, Inc., About SafeNet / VPN Policy Manager (1999) (About Safenet VPN Policy
c1167 | Manager) :
IRE, Inc., SafeNet/VPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)
c1168 | [Due to difficulty locating this reference, a copy has not been provided]
Trusted Information Systems, Inc., Gauntlet Internet Firewall, Firewall Product Functional
c1ie9 | Summary (July 22, 1996) (Gauntlet Functional Summary)
Trusted Information Systems, Inc., Running the Gauntlet internet Firewall, An )
Administrator's Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet
c1170 -| Internet Firewall) .
Ted Harwood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)
c1171 | (Windows NT Harwood) 79 )
Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions: .
Implemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
c1172 | 1999) (Windows NT Mathefs) -~ ~° : v ~ -
c1173 | Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999)
c1174 | 156. Finding Your Way Through the VPN Maze (1999) ("PGP")
ci175 | Linux FreeS/WAN Overview (1999) (Linux FreeS/WAN) Overview)
C1176 TimeStep, The Business Case for Secure VPNs (1998) (“TimeStep”) -
WatchGuard Technologies, Inc., WatchGuard Firebox System Powerpoint (2000)
c1177 | [Due to difficulty locating this reference, a copy has not been provided]
WatchGuard Technologies, Inc., MSS Firewall Specifications (1999)
c1178 | [Due to difficulty locating this reference, a copy has not been provided]
WatchGuard Technologies, Inc., Request for Information, Security Services (2000)
c1179 | [Due to difficulty locating this reference, a copy has not been provided]
WatchGuard Technologies, Inc., Protecting the Internet Distributed Enterprise, White
Paper (February 2000)
c1180 | [Due to difficulty locating this reference, a copy has not been provided]
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WatchGuard Technologies, Inc., WatchGuard LiveSecurity for MSS Powerpoint (Feb. 14
c1181 | 2000)
WatchGuard Technologies, Inc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)
c11s2 | [Due to difficulty locating this reference, a copy has not been provided]
Air Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and-Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)
c1183 | (January 29, 1998)
GTE Internetworking & BBN Technologies DARPA Information Assurance Program
c11s4 |Integrated Feasibility Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998)
BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April
c1185 | 30, 1998)
c11ss | DARPA, Dynamic Virtual Private Network (VPN) Powerpoint
ci187 |GTE Internetworking, Contractor's Program Progress Report (March 16-April 30, 1998)
_ Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure ’
<}-c1188 -| Characterization (January 30, 2001) -
ci1se | Virtual Private Networking Countermeasure Characterization (March 30, 2000)°
‘1190 | Virtual Private Network Demonstration (March 21, 1998)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and
c1191 | Integrated Security Management (2000) :
c1192 Information Assurance/NAl Labs, Create/Add DVPN Enclave (2000)
ci193 | NALabs, IFE 3.1 Integration Demo (2000)
1194 | Information Assurance, Science Fair Agenda (2000)
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c1195 | Darrell Kindred et al., Proposed Threads for IFE 3.1 (January 13, 2000)

c1196 |IFE 3.1 Technology Dependencies (2000)

c1197 | IFE 3.1 Topology (February 9, 2000)

Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread
ci198 | Development (January 10-11, 2000) '

c1199 | Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2
c1200 |(2000)

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.3
2000

C1201 EDue ’Zo difficulty locating this reference, a copy has not been provided]

T. Braun et al., Virtual Private Network Architecture, Charging and Accounting

c1202 | Technology for the Internet (August 1, 1999) (VPNA)

TNetwork Associates Products — PGP Total Network Security Suite, Dynamic Virtual
c1203 | Private Networks (1999)
Microsoft Corporation, Microsoft Proxy Server 2.0 (1997) (Proxy-Server 2.0, Microsoft~— -}
c1204 | Prior Art VPN Technology) ’

David Johnson et. al., A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson, Microsoft
c1205 | Prior Art VPN Technology) .

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFTVX00157288) (Setting Server Parameters, Microsoft Prior Art VPN
c1206 | Technology)

Kevin Schuler, Microsoft Proxy Server 2 (1998) (Schuler, Microsoft Prior Art VPN

c1207 | Technology)

Erik Rozell et. al., MCSE Proxy Server 2 Study Guide (1998) (Rozell, Microsoft Prior 15
c1208 | Art VPN Technology)
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M. Shane Stigler & Mark A Linsenbardt, /IS 4 and Proxy Server 2 (1999) (Stigler, Microsoft

C1209 | Prior Art VPN Technology)

David G. Schaer, MCSE Test Success: Proxy Server 2 (1998) (Schaer, Microsoft Prior Art

c1210 | VPN Technology)

John Savill, The Windows NT and Windows 2000 Answer Book (1999) (Savill, Microsoft

€1211 | Prior Art VPN Technology)

Network Associates Gauntlet Firewall Global Virtual Private Network User's Guide for

c1212 | Windows NT Version 5.0 (1999) (Gauntlet NT GVPN, GVPN)

_jNetwork Associates Gauntlet Firewall For UNIX Global Virtual Private Network User's

c1213 | Guide Version 5.0 (1999) (Gauntlet Unix GVPN, GVPN)

: | File History for U.S. Application Serial No. 09/653,201, Applicant(s): Whittle Bryan, et al.,
C1214 | Filing Date 08/31/2000.

AutoSOCKS v2.1, Datasheet,

¢1215 | http:/Aweb.archive.org/web/19870212013409/www.aventail.com/prod/autoskds. htmi

Ran Atkinson, Use of DNS to Distribute Keys, 7 Sept. 1993, .

¢1216 | http://ops.ietf.org/lists/namedroppers/namedroppers. 199x/mngOQ45 html

c1217 | FirstVPN Enterprise Networks, Overview

--| Chapter 1: Introduction to Firewall Technology, Administration Guide; 12/19/07,

c1218 | http:/iwww.books24x7.com/book/id_762/viewer r.asp?bookid=7628&chunked=41065062

c1219 | The TLS Protocol Version 1.0; January 1999; page 65 of 71.

c1220 | Elizabeth D. Zwicky, et al., Building Internet Firewalls, 2nd Ed.

Virtual Private Networks — Assured Digital Incorporated — ADI 4500,
http://web.archive.org/web/18930224050035/www .assured-

c1221 | digital.com/products/prodvpn/adia4500.htm

Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;
C1222 | http://web.archive.org/web/11980210013830/interdyn.com/Accessware.htm)

Extended System Press Release, Sept. 2, 1997; Extended VPN Uses The Internet to
c1223 | Create Virtual Private Networks, www.extendedsystems.com

Socks Version 5; Executive Summary;

hitp.//web.archive.org/web/19997062003 1945/www.aventail. com/educate/whltepaper/socks
C1224 [ wp.htmi

Internet Dynamics First to Ship Integrated Security Solutions for Enterprise Intranets and
C1225 | Extranets; Sept. 15, 1997; http://web.archive.org/web/19980210014150/interdyn.com
c1226 | Emails from various individuals to Linux IPsec re: DNS-LDAP Splicing
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