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METHOD OF COMMUNICATIONS AND

COMMUNICATION NETWORK INTRUSION PROTECTION METHODS AND

INTRUSION ATTEMPT DETECTION SYSTEM

This application is a continuation-in-part application ofU.S. Serial No. 60/134,547

filed May 17, 1999.

Background Art

Historically, every technology begins its evolution focusing mainly on performance

parameters, and only at a certain developmental stage does it address the security aspects of

its applications. Computer" and communications networks follow this pattern in a classic

way. For instance, first priorities in development of the lntemet were reliability,

survivability, optimization ofthe use ofcommunications channels, and maximization oftheir

speed and capacity. With anotable exception ofsome government systems, communications

security was not an early high priority, if at all. Indeed, with a relatively low number of

users at initial stages of lntemet development, as well as with their exclusive nature,

problems of potential cyber attacks would have been almost unnatural to address,

considering the magnitude of other technical and organizational problems to overcome at

that time. Furthermore, one of the ideas of the lntemet was “democratization” of

communications channels and ofaccess to information, which is almost contradictory to the

concept of security. Now we are faced with a situation, which requires adequate levels of

security in communications while preserving already achieved “democratization” of_

communications channels and access to information.

All the initial objectives ofthe original developers ofthe Internet were achieved with

results spectacular enough to almost certainly surpass their expectations. One of the most

remarkable results of the lntemet development to date is the mentioned “democratization”.

However in its unguarded way “democratization” apparently is either premature to a certain

percentage ofthe lntemet users, or contrary to human nature, or both. The fact remains that

this very percentage of users presents a serious threat to the integrity of national critical

infrastructure, to privacy of information, and to further advance ofcommerce by utilization
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of the Internet capabilities. At this stage it seems crucial to address security issues but, as

usual, it is desirable to be done within already existing structures and technological

conventions.

Existing communications protocols, while streamlining communications, still lack

underlying entropy sufficient for security purposes. One way to increase entropy, ofcourse,

is encryption as illustrated by U.S. Patent No. 5,742,666 to Finley. Here each node in the

Internet encrypts the destination address with a code which only the next node can

unscramble.

Encryption alone has not proven to be a viable security solution for many

communications applications. Even within its core purpose, encryption still retains certain

security problems, including distribution and safeguarding ofthe keys: Besides, encryption

represents a “ballast", substantially reducing information processing speed and transfer time.

These factors discourage its use in many borderline cases.

Another way is the use of the passwords. This method has been sufficient against

humans, but it is clearly not working against computers. Any security success of the

password-based security is temporary at best. Rapid advances in computing power make

even the most sophisticated password arrangement a short-term solution.

Recent studies clearly indicate that the firewall technology, as illustrated by U.S.

Patent No. 5,898,830 to Wesinger et al., also does not provide a sufficient long-term solution

to the security problem. While usefiil to some extent, it cannot alone withstand the modern

levels of intrusion cyber attacks.

On the top of everything else, none of the existing security methods, including

encryption, provides protection against denial of service attacks. Protection against denial

of service attacks has become a critical aspect of communication system security. All

existing log-on security" systems, including those using encryption, are practically

defenseless against such attacks. Given a malicious intent of a potential attacker, it is

reasonable to assume that, even having failed with an intrusion attempt, the attacker is still

capable ofdoing harm by disabling the system with a denial ofservice attack. Since existing

systems by definition have to deal with every log-on attempt, legitimate or not, it is certain

that these systems cannot defend themselves against a denial of service attack.
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The deficiencies ofexisting security methods for protecting communications systems

leads to the conclusion that a new generation of cyber protection technology is needed to

achieve acceptable levels of security in network communications.

Summary of the Invention

It is a primary object of the present invention to provide a novel and improved

method of communications, and a novel and improved communication network intrusion

protection method and systems and novel and improved intrusion attempt detection method

and systems, adapted for use with a wide variety of communication networks including

Internet based computers, corporate and organizational computer networks (LANS), e-

commerce systems, wireless computer communications networks, telephone dial-up systems,

wireless dial-up systems, wireless telephone and computer communications systems, cellular

and satellite telephone systems, mobile telephone and mobile communications systems,

cable based systems and computer databases, as well as protection of network nodes such

as routers, switches, gateways, bridges, and frame relays.

Another object of the present invention is to provide a novel and improved

communication network intrusion protection method and system which provides address

agility combined with a limited allowable number of log-on attempts.

Yet another object of the present invention is to provide a novel and improved

intrusion protection method for a wide variety of communication and other devices which

may be accessed by a number, address code, and/or access code. This number, address code,

and/or access code is periodically changed and the new number, address code, or access code

is provided only to authorized users. The new number, address code, or access codeimay be

provided to a computer or "a device for the authorized user and not be accessible to others.

This identifier causes the user's computer to transmit the otherwise unknown and

inaccessible number, address code, and/or access code.

A still further object of the present invention is to provide a novel and improved

communication network intrusion protection method and system wherein a plurality of

different cyber coordinates must be correctly provided before access is granted to a protected

communications unit or a particular piece of information. If all or some cyber coordinates
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are not correctly provided, access is denied, an alarm situation is instigated and the affected

cyber coordinates may be instantly changed.

For the purposes ofthis invention cyber coordinates are defined as a set ofstatements

determining location of an object (such as a computer) or a piece of infonnation (such as a

computer file) in cyber space. Cyber coordinates include but are not limited to private or

public protocol network addresses such as an IP address in the Internet, a computer port

number or designator, a computer or database directory, a file name or designator, a

telephone number , an access number and/or code, etc.

These and other objects of the present invention are achieved by providing a

communication network intrusion protection method and system where a potential intruder

must first guess where a target computer such as a host workstation is in cyber space and

to predict where the target computer such as a workstation will next be located in cyber

space. This is achieved by changing a cyber coordinate (the address) or a plurality of cyber

coordinates for the computers such as workstations on a determined or random time schedule

and making an unscheduled cyber coordinates change when the system detects an intrusion

attempt. A limited number of log-on attempts may be permitted before an intrusion attempt

is confirmed and the cyber coordinates are changed. A management unit is provided for

generating a random sequence of cyber coordinates and which maintains a series of tables

containing current and the next set of addresses. These addresses are distributed to

authorized parties, usually with use of an encryption process.

The present invention further provides for a piece of information, a computer or a

database intrusion protection method and system where a potential intruder must first guess

where a target piece of information such as a computer file or a directory is in cyber space

and to predict where the target piece of infonnation will be next in cyber space. This is

achieved by changing a cyber coordinate or a plurality ofcyber coordinates for the piece of

information on a determined or random time schedule and making an unscheduled cyber

coordinates change when the system detects an intrusion attempt. A limited number of 10g-

on attempts may be permitted before an intrusion attempt is confirmed and the coordinates

changed. A management unit is provided for generating a random sequence of cyber

coordinates and which maintains a series of tables containing current and the next set of

cyber coordinates. These coordinates are distributed to authorized parties, usually by means
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of an encryption process.

The intrusion attempt detection methods and systems are provided to the protected

devices and pieces of information as described above by means of categorizing a log-on

attempt when all or some of the correct cyber coordinates are not present as an intrusion

attempt and by instigating an alarm situation.

BriefDescription of the Drawings

Figure 1 is a block diagram of the communication network protection system of the

present invention;

Figure 2 is a flow diagram showing the operation of the system of Figure 1;

Figure 3 is a block diagram of a second embodiment of the communication network

protection system of the present invention;

Figure 4 is a flow diagram showing the operation of the system of Figure 3;

Figure 5 is a block diagram of a third embodiment of the communication network

protection system of the present invention;

Figure 6 is a flow diagram showing the operation of the system of Figure 5; and

Figure 7 is a block diagram of a fourth embodiment of the communication network

protection system of the present invention.

Description of the Preferred Embodiments

Existing communications systems use fixed coordinates in cyber space for the

communications source and communications receiver. Commonly accepted terminology for

the Internet refers to these cyber coordinates as source and destination IP addresses. For
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purposes of an unauthorized intrusion into these communication systems, the situation of

a cyber attack might be described in military terms as shooting at a stationary target

positioned at known coordinates in cyber space. Obviously, a moving target is more secure

than the stationary one, and a moving target with coordinates unknown to the intruder is

more secure yet. The method of the present invention takes advantage of the cyber space

environment and the fact that the correlation between the physical coordinates ofcomputers

or other communication devices and their cyber coordinates is insignificant.

While it is difficult to change the physical coordinates of computers or other

communications devices, their cyber coordinates (cyber addresses) can be changed much

easier, and in accordance with the present invention, may be variable and changing over

time. In addition to varying the cyber coordinates over time, the cyber coordinates can

immediately be changed when an-attempted intrusion is sensed. Furthermore, making the

current cyber coordinates available to only authorized parties makes a computer or other

communications device a moving target with cyber coordinates unknown to potential

attackers. In effect, this method creates a device which perpetually moves in cyber space.

Considering first the method of the present invention as applied to computers and

computer networks, the computer’s current cyber address may serve also as its initial log-on

password with a difference that this initial log-on password is variable. A user, however, has

to deal only with acomputer’s permanent identifier, which is, effectively its assigned “name”

within a corresponding network. Any permanent identifier system can be used, and an

alphabetic “name” system seems to be reasonably user-friendly. One of such arrangements

would call for using a computer’s alphabetic Domain Name System, as a cyber address

permanent identifier, while subjecting its numeric, or any other cyber address to a periodic

change with regular or irregular intervals. This separation will make the security system

transparent to the user, who will have to deal only with the alphabetic addresses. In effect, ‘

the user’s computer would contain an “address book” where the alphabetic addresses are

permanent, and the corresponding variable addresses are more complex and periodically

updated by a network’s management. While a user is working with other members of the

network on the name or the alphabetic address basis, the computer conducts communications

based on the corresponding variable numeric or other addresses assigned for that particular

time.
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A variable address system can relatively easily be made to contain virtually any level

ofentropy, and certainly enough entropy to defy most sophisticated attacks. Obviously, the

level ofprotection is directly related to the level of entropy contained in the variable address

system and to the frequency of the cyber address change.

This scenario places a potential attacker in a very difficult situation when he has to

find the target before launching an attack. If a restriction on a number of allowable log-on

tries is implemented, it becomes more difficult for an attacker to find the target than to

actually attack it. This task of locating the target can be made difficult if a network’s cyber

address system contains sufficient entropy. This difficulty is greatly increased ifthe security

system also limits the number of allowable log-on tries, significantly raising the entropy

density.

For the purpose of this invention, entropy density is defined as entropy per one

attempt to guess a value of a random variable.

Figure 1 illustrates a simple computer intrusion protection system l O which operates

in accordance with the method ofthe present invention. Here, a remote user’s computer 12

is connected to a protected computer 14 by a gateway router or bridge 16. A management

system 18 periodically changes the address for the computer 14 by providing a new address

from a cyber address book 20 which stores a plurality of cyber addresses. Each new cyber

address is provided by the management system 18 to the router 16 and to a user computer

address book 22. The address book 22 contains both the alphabetic destination address for

the computer 14 which is available to the user and the variable numeric cyber address which

is not available to the user. When the user wants to transmit a packet of information with

the alphabetic address for the computer 14, this alphabetic address is automatically

substituted for the current numerical cyber address and used in the packet.

With the reference to Figures 1 and 2, when a packet is received by the gateway

router or bridge 16 as indicated at 24, the cyber address is checked by the gateway router or

bridge at 26, and if the destination address is correct, the packet is passed at 28 to the

computer 14. If the destination address is not correct, the packet is directed to a security

analysis section 30 which, at 32 determines if the packet is retransmitted with a correct

address within a limited number of log-in attempts. If this occurs, the security analysis

section transmits the packet to the computer 14 at 28. However, if no correct address is
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received within the allowed limited number of log-in attempts, the packet is not transmitted

to the computer 14 and the security analysis section activates an alarm section 34 at 36 which

in turn causes the management section to immediately operate at 38 to change the cyber

address.

Sophisticated cyber attacks often include intrusion through computer ports other than

the port intended for a client log-on. If a system principally described in connection with

Figures 1 and 2 is implemented, the port vulnerability still represents an opening for an

attack from within the network, that is if an attacker has even a low-level authorized access

to a particular computer and thus knows its current variable address.

Computer ports can be protected in a way similar to protection ofthe computer itself.

In this case port assignment for the computer becomes variable and is changed periodically

in a manner similar to that described in connection with Figures 1 and 2. Then, a current

assignment ofa particular port is communicated only to appropriate parties and is not known

to others. At the same time, similarly to methods described, a computer user would deal

with permanent port assignments, which would serve as the ports’ permanent “names".

This arrangement in itselfmay not be sufficient, however, to reliably protect against

a port attack using substantial computing power because of a possible insufficient entropy

density. Such a protection can be achieved by implementing an internal computer “port

router” which would serve essentially the same role for port identifiers as the common

gateway router or bridge 16 serves for computer destination addresses.

With reference to Figures 3 and 4 wherein like reference numerals are used for

components and operations which are the same as those previously described in connection

with Figures 1 and 2, a port router 40 is provided prior to the protected computer 14, and this

port router is provided with a port number or designator by the management unit 18. This

port number or designator is also provided to the user address book 22 and will be changed

when the cyber address is changed, or separately. Thus, with reference to Figure 4, once the

cyber address has been cleared at 26, the port number or designator is examined at 42. Ifthe

port number is also correct, the data packet will be passed to the computer 14 at 28. If the

port number is initially incorrect, the packet is directed to the security analysis section 30

which at 32 determines if the packet is retransmitted with the correct port number within the

limited number of log—in attempts.
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The port protection feature can be used independently ofother features ofthe system.

It can effectively protect nodes of the infrastructure such as routers, gateways, bridges, and

frame relays from unauthorized access. This can protect systems from an attacker staging

a cyber attack from such nodes.

The method and system of the present invention may be adapted to provide security

for both Internet based computer networks and private computer networks such as LANS.

Internet structure allows the creation of an Internet based Private Cyber Network

(PCN) among a number ofIntemet-connected computers. The main concern for using the

Internet for this purpose as an alternative to the actual private networks with dedicated

communication channels is security of Internet-based networks.

The present invention facilitates establishment of adequate and controllable level of

security for the PCNs. Furthermore, this new technology provides means for flexible
structure of a PCN, allowing easy and practically instant changes in its membership.

Furthermore, it allows preservation ofadequate security in an environment where a computer

could be a member of multiple PCNs with different security requirements. Utilizing the

described concept, a protected computer becomes a “moving target” for the potential

intruders where its cyber coordinates are periodically changed and the new coordinates are

communicated on a “need to know” basis only to the other members of the PCN authorized

to access this computer along with appropriate routers and gateways. This change ofcyber

coordinates can be performed either by previous arrangement or by communicating future

addresses to the authorized members prior to the change. Feasible frequency of such a

change can range from a low extreme ofa stationary system changing cyber coordinates only

upon detection ofa cyber attack to an extremely high frequency such as with every packet.

The future coordinates can be transmitted either encrypted or unencrypted. Furthermore,

each change of position of each PCN member can be made random in terms of both its

current cyber coordinates and the time of the coordinates change. These parameters of a

protected PCN member’s cyber moves are known only to the PCN management, other PCN

members with authorization to communicate with this particular member, and appropriate

gateways and routers. PCN management would implement and coordinate periodic cyber

coordinates changes for all members ofthe PCN. While the PCN management is the logical

party to make all the notification of the cyber coordinates changes, in certain instances it
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could be advantageous to shift apart of this task to a PCN member computer itself. With

certain limitations, the routers and gateways with the “need to know” the current address of

the protected computer are located in cyber space in the general vicinity of the protected

computer. In such instances the protected computer could be in a better position to make the

mentioned notifications of nearby routers and gateways.

The address changes could be done simultaneously for all the members ofthe PCN,

or separately, particularly ifsecurity requirements for the members substantially differ. The

latter method is advantageous, for instance, if some of the computers within the PCN are

much more likely than others to be targeted by potential intruders. A retail banking PCN

could be an example ofsuch an arrangement where the bank’s computer is much more likely

to be attacked than a customer’s computer. It should be noted that, while in certain cases

some members of the PCN may not require any protection at all, it still is prudent to provide

it as long as the computer belongs to a protected PCN. The correct “signature” ofthe current

“retum address” would serve as additional authenticity verification. In the above example

of the retail banking, while many customers’ computers may not require any protection,

assigning variable addresses to them would serve as an additional assurance to the bank that

every log-on is authorized. In fact, this system automatically provides two-tier security. In

order to reach a protected computer, the client computer has to know the server computer

current cyber address in the first place. Then, even ifa potential intruder against odds “hits”

the correct current address the information packet is screened for the correct “signature" or

return address. If that signature does not belong to the list of the PCN’s current addresses,

the packet is rejected. In high security instances this should trigger an unscheduled address

change of the protected computer.

With the reference to Figures 5 and 6 which illustrate this two—tier security system,

a network management unit 44 provides different unique cyber coordinates to the address

books for each computer in the system (two computers 12 and 14 with address books 22 and

46 respectively being shown). Now when the computer 12 sends a data packet to the

computer 14, the gateway router or bridge 16, first checks for the correct current destination

address for the computer 14 at 26 in the manner previously described. If the destination

address is correct, a source address sensor 48 checks at 50 to determine if the correct source

address (i.e. return address) for the computer 12 is also present. Ifboth correct addresses are
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present, the data packet is passed to the computer 14 at 28, but if the correct source address

is not present, the data packet is passed to the security analysis section 30 where at 32 where

it is determined if a correct source address is received within the acceptable number of log-

on tries. Ifthe correct return address is not received, an alarm situation is activated at 36 and

the network management system operates at 38 to change the cyber address ofthe computer

14

In addition to the penetration (hacking) detection and protection, the system above

provides real—time detection of a cyber attack and protection against “flooding” denial of

service attacks. A gateway router or bridge 16 filters all the incorrectly addressed packets

thus protecting against “flooding”. Further yet, since the “address book” of the protected

network contains only trusted destinations, this system also protects against instructive

viruses or worms if such are present or introduced into the network. For the purposeofthis ;

invention, an instructive virus or worm is defined as a foreign unit of software introduced

into a computer system so it sends certain computer data to otherwise unauthorized parties

outside of the system.

Elements of the system described above are: a gateway router or bridge 16, a

computer protection unit, and a management unit. A gateway router or bridge represents an

element of collective defense for the network, while the source address filter and the “port

router" and filter represent a unit of individual defense for a member computer. This

individual defense unit (server unit) can be implemented either as a standalone computer, as

a card in the protected computer, as software in the protected computer, or imbedded into the

protected computer operating system. For further improvement of the overall security, port

assignments can be generated autonomously from the management unit thus creating a “two

keys” system in a cryptographic sense. This would allow for security to still be in place even

if a security breach happened at the security management level.

The method and system ofthe present invention minimize human involvement in the

system. The system can be configured in such a way that computer users deal only with

simple identifiers or names permanently assigned to every computer in the network. All the

real (current) cyber coordinates can be stored separately and be inaccessible to the user, and

could be available to the appropriate computers only. This approach both enhances security

and makes this security system transparent to the user. The user deals only with the simple
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alphabetic side of the “address book", and is not bothered with the inner workings of the

security system. A telephone equivalent of this configuration is an electronic white pages

residing in a computerized telephone set, which is automatically updated by the telephone

company. The user just has to find a name, and push the “connect" button while the

telephone set does the rest of the task.

A numeric cyber address system, based on the Internet host number could be

relatively easily utilized for the discussed security purposes, however a limitation exists for

this address system in its current form represented by the IPv.4 protocol. This limitation is

posed by the fact that the address is represented by a 32-bit number. 32-bit format does not

contain suffi cient entropy in the address system to enable establishment ofadequate security.

This is a particularly serious limitation in regard to securing an entire network. The

availability of the network numbers are limited to the extent that not only entropy, but a

simple permanently assigned number is becoming more and more difficult to obtain with the

rapid expansion of the Internet.

If this address system is to be used for the security purposes, than the format of the

host number should be adequately expanded to create sufficient size ofthe address numbers

field in the system. If this is done, than the corresponding address in the Domain Name

System (DNS) could be conveniently used as permanent identifier for a particular computer

and the Internet host number would be variable, creating a moving regime of a protected

computer. Currently being implemented IPv.6 (IPNG) protocol solves this problem by

providing sufficient entropy.

Another way to achieve the same goal is to use the DNS address as a variable for

security purposes. This way, the traditional Intemet DNS address system would not be

affected and no change in format is required. The relevant part of the protected computer’s

DNS address would become a variable, utilizing more characters than the alphabet, with a

very large number of variations, also creating sufficient level of entropy.

Yet another way to implement the same method is to utilize the geographic zone-

based system. While its utilization is somewhat similar to the DNS system, it offers some

practical advantages for security use. Naturally, when a computer is protected by a security

system, it is still essential to preserve the communication redundancy of the Internet

communications. However, the redundancy may suffer if only a limited number of the
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routers and gateways are informed of the protected computer current cyber address. This

effect could be particularly important with the members of a particular protected network

vastly remote in geographic terms. The necessary notification of a large number of the

routers and gateways can also become problematic, not only technically, but also because

it can decrease the level of security. In this sense a geographic zone—based system offers ‘

advantages since the variable part ofthe computer’s cyber address could be made to involve

only certain geographic locale while initial routing of the information packet could be done

by the traditional method. After the packet has been moved to the general vicinity of the

addressee computer, it would get into the area of the “informed” routers and gateways. This

scheme would simplify the notification process of the routers as well as improve security by

limiting the number of the “need to know" parties. It is important to recognize that, after

the “general” part of the cyber address caused the information packet to arrive in a cyber

vicinity ofthe addressee, virtually any, even private, address system can be used for the rest

ofhe the delivery. This would further increase the level ofunderlying entropy in the system.

While certain specific address systems have been discussed, it is an important quality

of the present invention that it can be implemented with virtually any address system.

Corporate and organizational computer networks such as LANs or, at least those in

closed configurations, do not possess as much vulnerability to cyber attacks as lntemet-based

networks. However, even in these cases, their remote access security is a subject ofconcern.

This is especially visible when a private network (PN) contains information of different

levels of confidentiality with access restricted to appropriate parties. In other words, along

with other generally accessible organizational information, an organizational PN can contain

information restricted to certain limited groups. Enforcement of these restrictions requires

a remote access security system. Usually these security systems employ a password-based

scheme ofone type or another and, perhaps, a firewall. However, reliance on passwords may

not be entirely justified since the passwords can be lost or stolen, giving a malicious insider

with a low access level a reasonable chance ofaccess to information intended only for higher

levels ofaccess. Furthermore, in some cases use ofcracking techniques from such a position

is not entirely out of the question. Such an occurrence can relatively easily defeat both the

password and the firewall. This would prevent a LAN from a cyber attack launched from

within the network.
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The present invention provides adequate security to such PCNs without reliance on

the passwords and to limit access to only appropriate computers. Then, the task of overall

information access security practically would be narrowed down to control of physical

access to a particular computer, usually a less complicated feat.

Similarly to the systems described for lntemet-based networks, a “closed” LAN as

well as an Intemet-based LAN can be protected by implementation of periodic changes of

the members’ network addresses and communicating those changes to the appropriate

parties. This way, the lowest access level computers would have the lowest rate of address

change. The rate ofthe address change would increase with the level ofaccess. This system

would ensure that all the PCN computers with legitimate access to a particular computer

within the ‘PCN would be informed of its location. Furthermore, it will ensure that the
current location of a computer with restricted information would be unknown to the parties

without the legitimate access clearance. For instance, a superior’s computer would be able

to access his subordinate’s computer but not vice versa.

Also similarly to the systems described for the PCNs, a PCN computer would contain

an “address book" where the user can see and use only the permanent side of it with

identifiers of all computers accessible to him while the actual communication functions are

performed by the computer using the variable side of the “address book” periodically

updated by the PN management. To further enhance security, in addition to the computer

address system management, the PCN Administrator can implement an automatic security

monitoring system where all wrongly addressed log-on attempts would be registered and

analyzed for security purposes.

Thus the method and system ofthe present invention would allow reliable protection

against unauthorized remote access to information from within a PN while providing a great

deal of flexibility, where the granted access can be revised easily and quickly.

A greatly enhanced intrusion protection system and method can be achieved by

combining the operating systems of Figures 1-6. Now an arriving data packet would first

be screened by a gateway router or a similar device for a correct destination address. Ifthe

destination address is correct, the packet is passed for further processing. If the destination

address is incorrect, the alarm is triggered and the packet is passed to the network security

managing unit for security analysis.
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The packet with correct destination address is then screened for a correct source

address. Ifthe source address is correct, the packet is passed to the receiver computer. Ifthe

source address is incorrect, the alarm is triggered and the packet is passed to the network

security managing unit for security analysis.

Then, the packet with a correct destination address and a correct source address is

screened for a correct allowed port coordinate such as port number. If the port coordinate

is correct, the packet is passed for further processing. If the port coordinate is incorrect, the

alarm is triggered and the packet is passed to the network security managing unit for security

analysis.

Finally, the packet with a correct destination and source addresses and a correct port

designator is screened for data integrity by application of authentication check such as a

checksum. If the authentication check is passed, the packet is passed to the "addressee

computer. If the authentication check is failed, the alarm is triggered and the packet is

passed to the network security managing unit for security analysis.

The security managing unit analyses all the alarms and makes decisions on necessary

unscheduled changes of addresses for appropriate network servers. Also, it can notify law

enforcement and pass appropriate data on to it.

Figure 7 illustrates an enhanced computer intrusion protection system indicated

generally at 52 for one or more network computers 54. A gateway router or a bridge 58

includes a destination address filter 60 which receives data packets which pass in through

a load distribution switch 62. A non-interrogatable network address book 64 stores current

network server addresses for the destination address filter 60, and the destination address

filter checks each data packet to determine if a legitimate destination address is present.

Packets with legitimate destination addresses are forwarded to a source address filter

66, while packets with illegitimate destination addresses are sent to a security analysis

section 68 in a management unit 70.

When a preset traffic load level is reached indicating that an attempt at flooding is

being made, the destination address filter causes the load distribution switch 62 to distribute

traffic to one or more parallel gateway routers or bridges which collectively forward

legitimate traffic and dump the flooding traffic. An alternative arrangement would call for

the load distribution function to be done irrespective of the load, utilizing all the parallel



899

wo 00/70453 ' 1° ' PCT/US00/08219

gateways all the time. A source address table 74 stores accessible server’s designators and

- corresponding current addresses for all system sewers which may legitimately have access

to the computer or computers 54. These addresses are accessed by the source address filter

which determines whether or not an incoming data packet with the proper destination address

originates from a source with a legitimate source address entered in the source address table

74. If the source address is determined to be legitimate, the data packet is passed to a port

address filter 76. Data packets with an illegitimate source address are directed to the security

analysis section 68. Alternatively, source address screening can be done at the gateway

router or bridge 58 first prior to port filter 76.

A port protection table 78 includes the current port assignments for the computer or

computers 54, and these port assignments are accessed by the port designator filter 76 which

then determines if an incoming data packet contains legitimate port designation. If it does,

it is passed to an actual address translator 80 which forwards the data packet to the specific

computer or computers 54 which are to receive the packet. If an illegitimate port address is

found by the port address filter 76, the data packet is transmitted to the security analysis

section 68.

The management unit 70 is under the control of a security administrator 82. A

network membership master file 84 stores a master list of legitimate server’s designators

along with respective authorized access lists and corresponding current cyber coordinates.

The security administrator can update the master list by adding or removing authorized

access for every protected computer. An access authorization unit 86 distributes the

upgraded relevant portions of the master lists to the address books of the respective

authorized servers.

A random character generator 88 generates random characters for use in fonning

current port designators, and provides these characters to a port designator forming block 90.

This port designator forming block forms the next set ofnetwork current port designators in

conjunction with the master list and these are incorporated for transmission by a port table

block 92. Alternatively, port designators can be formed in the computer unit instead of the

management unit.

Similarly, a random character generator 94 generates random characters for use in

forming current server addresses, and provides these characters to a server address forming
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block 96. This server address fbrming block forms the next set of current network server

addresses, and an address table 98 assigns addresses to servers designated on the master list.

A coordinator/dispatcher block 100 coordinates scheduled move of network servers

to their next current addresses, provides the next set of network addresses for appropriate

servers and routers and coordinates unscheduled changes ofaddresses on command from the

security analysis unit 68. The coordinator/dispatcher block l00 may be connected to an

encode/decode block 102 which decodes received address book upgrades from input 104 and

encodes new port and server destination addresses to be sent to authorized servers in the

system over output 106. Where encoding ofnew cyber coordinates is used, each authorized

computer in the network will have a similar encoding/decoding unit.

The security analysis unit 68 analyses received illegitimate data packets and detects

attack attempts. Ifneeded, the security analysis unit orders the coordinator/dispatcher block

100 to provide an unscheduled address change and diverts the attack data packets to an

investigation unit 108. This investigation unit simulates the target server keeping a dialog

alive with the attacker to permit security personnel to engage and follow the progress of the

attacker while tracing the origin of the attack.

Providing security against intrusion for e-commerce systems presents a unique

problem, for an important peculiarity of an e-commerce system is that its address must be

publicly known. This aspect represents a contradiction to the requirement of the address

being known to authorized parties only. , However, the only information intended for the

general public usually relates to a company catalog and similar material. The rest of the

information on a merchant’s network is usually considered private and thus should be

protected. Using this distinction, a merchant's e-commerce site should be split into two

parts: public and private. The public part is set up on a public “catalog” server with a fixed

IP address and should contain only information intended for the general public. The rest of

the corporate information should be placed in a separate network and protected as described

in relation to Figures 1-7.

When a customer has completed shopping and made purchasing decisions concerning

the terms and price of the sale, pertinent for the transaction, information is placed in a

separate register. This register is periodically swept by a server handling financial

transactions (“fmancial" server), which belongs to the protected corporate network. In fact,
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the “catalog” server does not know the current address of thc financial transactions server.

Thus, even if an intruder penetrates the “catalog" server, the damage is limited to the

contents of the catalog and the intruder cannot get an entry to the protected corporate

network.

The financial server, having received pending transaction data, contacts the customer,

offering a short-term temporary access for finalizing the transaction. In other words, the

customer is allowed access just long enough to communicate pertinent financial data such

as a credit card number and to receive a transaction confirmation at which point the session

is terminated, the customer is diverted back to the catalog server and the financial server is

moved to a new cyber address thus making obtained knowledge of its location during the

transaction obsolete.

Dial-up communications systems, in respect to their infrastructure channels

susceptibility to transmission intercept by unrelated parties, can be separated into two broad

categories: easily interceptable, such as cellular and satellite telephone systems and relatively

protected such as conventional land-line based telephone systems. Relatively protected

systems such as conventional land—line based telephone systems can be protected in the

following way. Phone numbers, assigned by a telephone company to a dial-up telephone-

based private network serve as the members’ computer addresses. As described previously,

such a private network can be protected from unauthorized remote access by implementing

periodic changes in the addresses, i.e. telephone numbers assigned to the members for

transmission by the network along with other designators such as access codes and

communicating the changed numbers to the appropriate parties.

For the conventional land-line dial-up telephone systems, while the “last mile”

connection remains constant, the assigned telephone numberis periodically changed, making

the corresponding computer a moving target for a potential attacker. In this case the

telephone company serves as the security system manager. It assigns the current variable

telephone numbers to the members ofa protected, private network, performs notification of

all the appropriate parties, and changes the members’ current numbers to a new set at an

appropriate time. The telephone company switches naturally serve in the role ofrouters, and

thus they can be programmed to perform surveillance of the system, to detect potential

intrusion attacks and to issue appropriate alarms.
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Periodically changing the current assigned numbers creates system entropy for a

potential intruder, making unauthorized access difficult. Obviously, the implementation of

this security system is dependent on availability of sufficient vacant numbers at a particular

facility of the telephone company. Furthermore, for a variety of practical reasons it is

advisable to keep ajust vacated number unassigned for a certain period oftime. All this may

require additional number capacity at the telephone company facility in order to enable it to

provide remote access security to a larger number of personal networks while preserving a

comfortable level of system entropy.

. If the mentioned additional capacity is not available, or a still higher level ofentropy

is desired, it could be artificially increased by adding an access code to the assigned number.

This would amount to adding virtual capacity to the system, and would make a combination

of the phone number and access code an equivalent of a computer‘s telephone address. In

effect, this would make a dialed number larger than the conventional format. This method

makes a virtual number capacity practically unlimited and, since the process is handled by

computers without human involvement, it should not put any additional burden on a user.

With or without a virtual number capacity, utilization of this method allows the intrusion

attempts to be easily identified by their wrong number and/or code. At the same time,

implementation of this system might require some changes in dialing protocols as well as

additional capabilities of the telephone switching equipment.

Entropy density can be increased by limiting the number of allowable connection

attempts. Similarly to the method described previously, telephone company switching

equipment can be made to perform a role of an outside security barrier for the private

network. In this case wrongly addressed connection attempts should be analyzed in order

to detect possible “sweeping”. If such an attempt is detected, tracing the origin of the

attempt and notifying thelappropriate phone company should not present a problem even

with the existing technology.

The simplest form of private network protection under the proposed method and

system is when at a predetermined time all the members ofa particular network are switched

to the new “telephone book” of the network. However, in some cases required level of

security for some members of the same private network could substantially differ, or they

may face different levels of security risk. In such cases frequency of the phone number
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change could be set individually" with appropriate notification of the other members of the

network. This differentiation enables the telephone company to offer differentiated levels

of security protection to its customers even within the same private network.

A telephone company can also offer its customers protected voice private networks

which would provide a higher level of privacy protection than the presently used “unlisted

numbers.” In this configuration the customers’ telephone sets are equipped with a

computerized dialing device with remotely upgradeable memory which would allow each

member ofa protected voice network to contain the network “telephone book” and that book

is periodically updated by the telephone company.

The telephone company would periodically change the assigned telephone numbers

of a protected network to a new set of current numbers. These new numbers would be

communicated to the members of a protected voice network through updating their

computerized dialing devices.

As a derivative of the described system, an updateable electronic telephone directory

system can be also implemented. In this case a customer‘s phone set would include a

computerized dialing device with electronic memory containing a conventional telephone

directory and a personal directory as well. This telephone directory can be periodically

updated on-line by the telephone company.

Easily interceptable systems such as cellular and satellite telephone systems, in

addition to the protection described above, can be protected from “cloning” when their signals

can be intercepted and the “identity” of the phone can be cloned for gaining unauthorized

access and use of the system by unauthorized parties.

Mobile telephone and mobile communications systems are protected in a manner

similar to networks or land based telephone systems. In this instance, the novel and improved

method of changing cyber‘ coordinates is designed to reliably protect mobile phone systems

from unauthorized use commonly known as cloning as well as to make intercept ofwireless

communications more difficult than it is at present. With this system the static wireless phone

number or other similar identifier is not used for identification and authorization. Instead, a

set of private identifiers is generated known only to the phone company and base stations

controlling mobile phone calls and used to continually update the mobile phone and base

station directories with current valid identifiers. This approach provides vastly superior
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protection over current methods’ requiring that each call be intercepted in order to track and

keep current with changing identifiers. Immediate detection of unauthorized attempts to use

a cloned phone is realized and law enforcement may be notified in near real time for

appropriate action.

Other electronic devices using wireless communications can be protected by the

methods and systems described above.

Finally, computers often contain databases with a variety of information. That

information in a database often has wide-ranging levels of sensitivity or commercial value.

This creates a situation when large computers serve multiple users with vastly different levels

ofaccess. Furthermore, even within the same level ofaccess, security considerations require

compartmentalization of information when each user has to have access to only a small

portion of the database.

The existing systems try to solve this situation by utilizing passwords and internal

firewalls. As it was mentioned earlier, password-based systems and firewalls are not

sufficient against computerized attacks. In practical terms it means that a legitimate user with

a low level ofaccess, utilizing hacking techniques from his station, potentially can break into

even the most restricted areas of the database.

This problem can be solved by using the method of the present invention. A piece of

information such as a file or a directory in a computer exists in cyber space. Accordingly, it

has its cyber address, usually expressed as a directory and/or a file name which defines its

position in a particular computer file system. This, in effect, represents the cyber coordinates

of that piece of information within a computer.

As described earlier, information security. can be provided if a system manager

periodically changes the directories and/or file names in the system, i.e. the cyber addresses

of the information, and notifies only appropriate parties of the current file names. This

method would ensure that each user computer knows locations of only files to which it has

legitimate access. Furthermore, a user would not even know ofexistence ofthe files to which

he has no access.

To further strengthen the system and make it user-friendly, the user would have a

personal directory similar to an address book, where only permanent directory and/or file

names are accessible to him, while the variable side of the “address book” would be
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accessible only to the system manager and upgraded periodically. In this arrangement

variable directory and/or file names can contain any required level of entropy, further

increasing resistance to attacks from within the system. Additionally, an internal “router" or

“filter” can also perform information security monitoring functions, detect intrusion attempts

and issue appropriate alarms in real time.

Obviously, in order to ensure information security in such arrangement any computer-

wide search by keywords or subject should be disabled and substituted with a search within

specific clients’ “address books".

The systems and methods described above allow for creation of a feasible

infrastructure protection system such as a national or international infrastructure protection

system. When detected at specific points cyber attacks are referred to such a system for
further analysis and a possible action by law enforcement authorities.
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I claim:

1. A method for protecting a communications device which is connected to a

communications system against an unauthorized intrusion which includes:

providing the communications device with at least one identifier,

providing the at least one identifier for use in accessing the communications device

to entities authorized to access said communications device,

sensing the presence or absence of said identifier before granting access to said

communications device,

providing access to said communications device when the use of said at least one

correct identifier is sensed

denying access to said communications device and providing said communications

device with at least one new identifier when the absence of the correct at least one identifier

is sensed during an attempt to access said communications device, and providing said at least

one new identifier to entities authorized to access said communications device.

2. The method ofclaim 1 which includes periodically changing the at least one

identifier and providing the changed at least one identifier to the entities authorized to access

said communications device.

3. The method ofclaim 1 which includes providing said communications device

with a plurality of separate identifiers,

sensing the presence or absence of all of said plurality of identifiers before granting

access to said communications device,

providing access to said communications device when the use ofall ofsaid identifiers

is sensed, and

denying access to said communications device and providing said communications

device with a new plurality of identifiers to replace the previous plurality of identifiers when

the absence of any one of the correct identifiers is sensed.

The method of claim 3 which includes periodically changing said plurality of
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separate identifiers and providing the changed identifiers to the entities authorized to access

said communications device.

5. The method of claim 1 which includes permitting a predetermined number of

attempts to access said communications device with a correct at least one identifier after the

absence of the correct at least one identifier is sensed before providing said communications

device with at least one new identifier,

and providing access to said communications device if the correct at least one

identifier is sensed during the predetermined number of attempts to access.

6. The method of claim 2 wherein said communications system is a telephone

system and said communications device is a telephone.

7. The method of claim 1 wherein said communications system is a computer

network with said entities authorized to access said communications device being authorized

computers having access to said computer network, said communications device including

at least one host computer having access to said computer network.

8. The method of claim 7 which includes periodically changing the at least one

identifier for the host computer and providing the changed at least one identifier to the

authorized computers.

9. The method of claim 7 which includes providing the authorized computers

with an unchangeable, accessible address for the host computer which is used by the

authorized computer to activate and transmit the at least one identifier for the host computer

when the authorized computer initiates access to the host computer.

10. The method of claim 8 which includes providing each authorized computer

with an authorized computer identifier,

providing the host computer with a destination identifier,

causing each authorized computer to access said host computer with at least a host
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computer destination identifier and the authorized computer identifier,

sensing the presence or absence ofboth said host computer destination identifier and

an authorized computer identifier before granting access to said host computer,

providing access to said host computer when the use of both a correct host computer

destination identifier and an authorized computer identifier is sensed, and

denying access to said host computer and providing said host computer with a new

host computer destination identifier when the absence of either a correct host computer

destination identifier or a correct authorized computer identifier is sensed.

11. The method of claim 10 which includes permitting a predetermined number

of attempts to access said host computer with both a correct host computer destination

identifier and an authorized computer identifier after the absence of a correct host computer

destination identifier or an authorized computer identifier is sensed before providing said host

computer with a new host computer destination identifier, and

providing access to said host computer if correct host computer destination and

authorized computer identifier are sensed during the predetermined number of attempts to

access the host computer.

12. The method ofclaim 1 1 which includes storing said host computer destination

identifier as an inaccessible identifier in said authorized computers, and providing said

authorized computers with an unchangeable, accessible host computer address, which will

activate and transmit the host computer destination identifier when an authorized computer

initiates access to the host computer.

13. The method of claim 8 which includes providing said host computer with a

host computer destination identifier and a host computer port identifier,

causing each authorized computer to access said host computer with at least the host

computer destination identifier and the host computer port identifier,

sensing the presence or absence ofboth said host computer destination identifier and

said host computer port identifier before granting access to said host computer,

providing access to said host computer when the use ofboth a correct host computer
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destination identifier and a correct host computer port identifier are sensed, and

denying access to said host computer and providing said host computer with a new

destination identifier and port identifier when the absence of either or both of a correct host

computer destination or port identifier is sensed.

14. The method of claim 13 which includes permitting a predetermined number

of attempts to access said host computer with both a correct host computer destination and

port identifier when either or both an incorrect host computer destination or port identifier is

sensed before providing said host computer with a new destination and port identifier, and

providing access to said host computer ifboth correct host computer destination and

port identifiers are sensed during the predetermined number of attempts to access said host

computer.

1 S. The method ofclaim 14 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computers and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and transmit the host computer destination and port identifiers when an authorized

computer initiates access to said host computer.

16. An intrusion protection method for protecting a host computer connected to

a computer communications system which includes one ormore authorized computers having

access to said computer communications system which are authorized to access said host

computer which includes:

providing each authorized computer with an authorized computer identifying address,

providing said host computer with a host computer destination identifier and a host

computer port identifier,

providing said host computer destination identifier and said host computer port

identifier to said authorized computers,

causing each authorized computer to access said host computerwith the host computer

destination and port identifiers and said authorized computer identifying address,

sensing the presence or absence ofsaid host computer destination and port identifiers
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and said authorized computeridentifying address before granting access to said host

computer,

providing access to said host computer when the use of correct computer destination

and port identifiers and a correct authorized computer identifying address is sensed, and

denying immediate access to said host computer when the absence ofany one or more

of the correct host computer destination and port identifiers or the authorized computer

identifying address is sensed.

17. The method of claim 16 which includes periodically changing the host

computer destination and port identifiers and providing these changes to the authorized

computers.

18. The method ofclaim l 7 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and transmit the host computer destination and port identifiers when an authorized

computer initiates access to said host computer.

19. The method of claim 16 which includes changing the host computer

destination and port identifiers when access is denied to said host computer after at least one

access attempt has been made and providing these changed identifiers to the authorized

computers.

20. The method of claim 16 which includes permitting a predetermined number

of attempts to access said» host computer with correct host computer destination and port

identifiers and a correct authorized computer identifying address after the absence of at least

a correct one of said identifiers and authorized computer identifying address is sensed by the

host computer and

providing access to said host computer ifcorrect host computer destination and port

identifiers and a correct authorized computer identifying address are sensed during the

predetermined number of attempts to access said host computer.



911

wo 00/70458 ' 28 ' PCT/US00/08219

21 . The method ofclaim l9 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and cause transmission of the host computer destination and port identifiers when an

authorized computer initiates access to said host computer.

22. The method of claim 20 which includes changing the host computer

destination and port identifiers when access is denied to said host computer after at least one

access attempt has been made and providing these changed identifiers to the authorized

computers.

23. The method ofcl aim 22 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and cause transmission of the host computer destination and port identifiers when an

authorized computer initiates access to said host computer.

24. A method of communication. with a remote entity over a communication

system which includes

providing the remote entity with at least one remote entity cyber coordinate identifier,

providing the remote entity cyber coordinate identifier to one or more base entities

authorized to communicate with said remote entity,

periodically changing the remote entity cyber coordinate identifier to a new remote

entity cyber coordinate identifier and

providing the new remote entity cyber coordinate identifier to said one or more base

entities.

25. ‘The method of claim 24 which includes changing the remote entity cyber

coordinate identifier to a new cyber coordinate identifier in response to an attempt to

communicate with said remote entity with an incorrect remote entity cyber coordinate

identifier and
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providing the new remote entity cyber coordinate identifier to said one or more base

entities.
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SYSTEM AND METHOD FOR INTERCONNECTING MULTIPLE VIRTUAL

PRIVATE NETWORKS

This application claims priority to the following provisional patent

applications, which are incorporated herein by reference in their entireties:

(1) Provisional Application Serial No. 60/151,563, titled ‘Method &

Apparatus For a Globalized Automotive Network & Exchange,” filed on August 31,

1999, and having reference no. 99,532 (479.83581).

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to virtual private networks. More particularly,

the present invention relates to virtual private networks wherein in each virtual private

network, multiple service providers can be utilized by the trading partners of the

virtual private network. The end—to—end service quality of the connection within the

virtual private network is guaranteed to meet minimum requirements. The end-to-end

service quality encompasses numerous factors including: network services;

interoperability; performance; reliability; disaster recovery and business continuity;

security; customer care; and trouble handling. The system and method of the present

invention is directed to the interconnection ofmultiple virtual private networks each

having multiple service providers. Furthermore the present invention encompasses a

system and method for interconnecting multipleinterconnect providers, such as

exchange points, exchange networks, direct connect or transit service providers,

between the multiple virtual private networks. Finally, the present invention employs

an end-to-end overseer across the multiple virtual private networks.
Description of the Related Art

Early in 1994, the automotive industry recognized the need for global network

services that would support more new demanding automotive business applications.

The purpose of this network service was to simplify complex, redundant, outdated

connection methods while minimizing costs and ensuring the management, security,

reliability, and performance essential to the automotive industry. Transport Control

Protocolflntemet Protocol (TCP/11°) was endorsed as the standard suite for electronic
data communications.

SUBSTITUTE SHEET (RULE 26)
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Ultimately in 1995, the industry formed a Telecommunications Project Team

to oversee the design and development of a common global communication

infrastructure supporting automotive industry application initiatives (later called the

Automotive Network eXchange (ANX) Implementation Task Force). The Task Force,

in June 1997, published the initial results of the technical design process for this new

network service, called the Automotive Network eXchange (ANX), in “ANX Release

1 Draft Document Publication” (TEL-2 01.00). This reference is incorporated herein

by reference in its entirety. The TEL—2 specification undergoes constant updating and

correction.

The ANX system is a business-to—business communications infrastructure that

provides a uniform, secured link between trading partners, such as manufacturers and

suppliers, in the automotive industry. The is a subscription-based network

composed of Certified Service Providers (CSP). CSPs are providers of LP network

service that have satisfied certain service end-to—end quality. CASPS are certificate

authority service providers. The Certified Exchange Point Operator (CEPO) provides

services to interconnect CSPS. CEPOs also must satisfy certain end-to-end service

quality requirements.

Trading Partners (TP) are registered end users, or subscribers, of the ANX

system such as automotive parts manufacturers, suppliers, original equipment

manufacturers, and car manufacturers. The ANX system allows TPs to communicate,

exchange information, and transact business with other TPs over the ANX network.

The TP may utilize any TCP/JP-compliant application program to exchange

information with other TPs. The registered TP selects the TPs with which it wants to

communicate and thereafier may gain access to and receive communications from

those selected TPs." As a result, the ANX system allows each TP to develop its own

virtual private network with its customers and vendors.

The ANX system significantly reduces the complexity of connecting to

multiple trading partners. Since there are diverse communication protocols for the

trading partners, separate links are required to access each trading partner.

By having a single private network operated under a unifonn protocol,

interconnectivity between various trading partners is substantially simplified. In

addition, ANX offers improved end-to-end service quality. For example, if an auto

manufacturer needs to place with its parts supplier an order for car seats, the
2
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manufacturer may submit over the ANX system its confidential CAD drawings

' directly to the supplier. The manufacturer may also fill out the order form that the

supplier may have for filling orders and timely submit over the ANX system due to its

high reliability and performance.

The CSP and the CEPO must satisfy certain performance and security

requirements in order to be certified under the ANX. The certification process is

disclosed in ANX Release 1 Document Publication (TEL-2 02.00), which is

incorporated herein by reference in its entirety.

The ANX VPN permits the use of a plurality of different IPSec devices. By

virtue of the TEL-2 specification and the certification process all of the designated

IPSec device are guaranteed to communicate with one another across the ANX VPN.

While the ANX was originated out of the need to interconnect automotive

related companies, it is not limited to that industry. Any company/industry may

become a TP, e.g. an aerospace company, a healthcare company, etc. ANX has

become known as the Advanced Network eXchange.

With the advent of the Internet, global communication has become a reality.

While the Internet works well for non-mission critical applications, such as

transmitting and receiving e-mail and hosting websites, it has some drawbacks for

business-to-business commerce and communication that require stringent end-to—end

service quality. Quality concerns are in the area of end-to-end service quality as

explained previously.

For example, when two companies want to communicate over the Internet, the

lag between the systems at each company will be different virtually every time. The

connection each has through their service provider, i.e. 14.4K, 28.8K, 56K, ISDN,

DSL, Tl, ctc., plus the number of servers through which the connection is directed

contribute to the resulting time lag between the two companies. Depending upon the

type of information transmitted, the two parties may require a maximum acceptable

time lag. Due to the nature of the Internet, it cannot guarantee such a maximum time

lag. Furthermore, the two companies may desire that service assistance be available

at certain times or 24 hours a day. The Internet has no such guarantees for help

availability in a multi-provider environment. Such a lack of guaranteed bandwidth,

latency and reliability are major impediments to business—to-business commerce and

communication over the Internet.

SUBSTITUTE SHEET (RULE 26)
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In recent years the number of electronic viruses and hacker attacks has

increased dramatically. A company considering conducting business-to-business

commerce over the Internet runs the risk of making their intranet vulnerable to such

viruses and attacks with the potential related loss of data.

In order to address the security issue, some companies have developed virtual

private networks (VPNs). Secure VPNs permit a company to communicate with any

other entity on the network without the risk of increased vulnerability to viruses and

hackers. However, while VPNs can connect to other VPNs over the Internet by

providing authentication, access control, confidentiality and data integrity, there is

still no way the end-to-end quality of the connection can be guaranteed to meet a

required set of minimum standards in a multi-provider setting.

A secure VPN is a communication network that is secured with encryption and

authentication. Secure VPNs are based on multiple technologies, for example [PSec,

tunneling, certification and shared secret authentication. IPSec is the security

standard established by the Internet Engineering task Force (IETF). Tunneling

permits private networks to cross the Internet using unregistered IP addresses.

SUMMARY OF TI-IE INVENTION

From the foregoing, it is desirable to provide a system and method for

interconnecting multiple VPNs each using multiple service providers while offering a

minimum standard of end-to-end service quality.

The system and method of the present invention utilizes an overseer that

defines the service quality, continually qualifies service providers as meeting that

service quality, and resolves end-to-end issues across multiple interconnected virtual

private networks, such as the ANX. When connecting multiple virtual private

networks according "to the system and method of the present invention multiple

interconnect providers are interconnected, and the manner in which these interconnect

providers are interconnected so that the quality and reliability standards is met are

another aspect of the present invention.

Certification of IPSec devices permits interoperability for encryption, integrity

and authentication across the product of all IPSec vendors. When two subscriber

companies both use certified IPSec equipment then they can provide each other with

controlled access to each other’s networks.
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Based on the foregoing, an object of the present invention is to provide a

system and method of interconnecting multiple VPNs each using multiple service

providers while offering a minimum standard of end-to-end connection quality and

reliability.

Another object of the present invention is to provide a system and method of

interconnecting multiple VPNS having an overseer that resolves end-to-end issues

across multiple virtual private networks.

Still another object of the present invention is to provide a system and method

of connecting multiple virtual private networks in which multiple interconnect

providers are interconnected so that the end-to-end service quality is met.

DETAILED DESCRIPTION OF THE DRAWINGS

The foregoing and other attributes of the present invention will be described

with respect to the following drawings in which:

Fig. 1 is a block diagram of two interconnected virtual private networks

according to the present invention;

Fig. 2 is a configuration of governance and management of separate virtual

private networks;

Fig. 3 is a configuration of governance and management of interconnected

virtual private networks according to the present invention;

Fig. 4 is an interconnection configuration for governance of multiple inter-

connected virtual private networks according to the present invention;

Fig. 5 is a flow chart showing contractual obligations according to the present

invention;

Fig. 6 is a diagram illustrating end-to-end latency in a virtual private network

having multiple service providers;
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Fig. 7 is a diagram illustrating end-to-end availability in a virtual private

network having multiple service providers;

Fig. 8 is a diagram illustrating trouble handling in a virtual private network

having multiple service providers;

Fig. 9 is a diagram illustrating an accountability model for a single virtual

private network having multiple service providers;

Fig. 10 is a diagram illustrating an accountability model for multiple virtual

private networks having multiple service providers according to the present invention;

Fig. 11 is a diagram illustrating end-to-end interconnection of two virtual

private networks according to the present invention;

Fig. 12 is a diagram illustrating a trouble escalation model for interconnection

of two virtual private networks according to the present invention;

Fig. 13 is a diagram illustrating a multiple virtual private network fee model

for interconnection of two virtual private networks according to the present invention;

is a diagram illustrating interconnection of two virtual private networks using a

multiple transit certified service providers according to the present invention;

Fig. 14 is a diagram illustrating interconnection of two virtual private

networks using a single transit certified service provider according to the present

invention;

Fig. 15 is a diagram illustrating interconnection of two virtual private

networks using a multiple transit certified service providers according to the present

invention;

Figs. 16 is a diagram illustrating interconnection of multiple virtual private

networks using a multiple transit certified service providers, where no single transit
6
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certified service provider connects all of the virtual private networks according to the

present invention; and

Figs. 17a - c are alternative configurations for interconnecting multiple virtual

5 private networks according to the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 shows a block diagram of two interconnected virtual private networks

20 and 22. The present system and method of the interconnecting multiple virtual

private networks is not intended to be limited to only these types ofnetworks and has

applicability to a wide variety of virtual private networks.

Each virtual private network 20 and 22 is shown having a trading partner (TP)

24 and 26, respectively. While Fig. 1 shows only one TP 24 and 26 for each virtual

private network, there can in fact be hundred or thousands of such TPs for each virtual

private network. Fig. l is intended to define the end-to-end service quality concept,

and for such a purpose, only one TP 24 and 26 is need for each virtual private network

20 and 22.

The end-to-end service quality, provided by the present system and method of

interconnecting multiple virtual private networks, cannot be achieved by simply

interconnecting two virtual private networks, such as 20 and 22, with a wire. The

end-to-end service quality incorporates a user-centric philosophy, where the user is

the TP or subscriber. The user is guaranteed a minimum level of service

encompassing factors that include: network services; interoperability; performance;

reliability; disaster recovery and business continuity; security; customer care; and

trouble handling. Simply connecting the two virtual private networks 20 and 22 with

a wire will not achieve the minimum satisfactory levels for these factors.

’l‘o achieve such minimum levels of satisfactory performance for these factors

the system and method must include a way to resolve disputes between the two virtual

private networks. Referring to Fig. 2, each VPN 20 and 22 is shown as having its

own governance, program management, coopetition policy, contracts, service

assurance, and service description. While each virtual private network can operate

with a successful level of end-to-end service quality when each VPN is not

interconnected to another VPN, the governance, program management, coopetition

policy, contracts, service assurance, and service description may need to be revised

when interconnecting two or more VPNs in order to maintain the end-to-end service

quality. It will be appreciated that at the very least the interconnection of at least two

VPNs adds at least one additional level of complexity with regard to service between

the VPNs.
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One resolution is shown in Fig. 3, in which each VPN 20 and 22 maintain

their own governance, but the program management, coopetition policy, contracts,

service assurance, and service description for the two VPNs 20 and 22 are unified.

Such unification means that where the parameters for the program management,

coopetition policy, contracts, service assurance, and service description of the two

VPNs 20 and 22 are different, the parameter used in one of the networks is chosen as

the acceptable minimum standard or a compromise parameter different from the

parameter used in each or the VPNs is agreed upon. It is possible that the parameters

for communication within each VPN need not change, while the new parameters are

used only when communicating between VPNs. Fig. 3 further shows that the system

and method contemplate connecting more than two VPNs.

One configuration for governance of multiple interconnected VPNs is shown

in Fig. 4. In this scenario each VPN has its own program overseer (POVER) 30, and ' V

a global, or multiple virtual private network, overseer 32 is provided to resolve issues

between the POVERs 30. Arrows are shown between the POVERs 30 indicating that

the POVERs 30 are free to resolve their issues without requiring the GOVER 32. The

GOVER is called on when direct POVER-to-POVER resolution fails. Each of the

POVERs 30 governs one of the regional VPNs, while the GOVER 32 oversees the

interconnection of the VPNs.

The GOVER is responsible for end-to-end quality assurance, and in particular

acts as an inter-VPN interconnection certifier. The GOVER certifies interconnection

facilities, and certifies a global CASP-CASP trust model. The GOVER also is an

inter-VPN arbitrator that steps in when POVERs carmot resolve trouble between

them.

Since the VPNs are used to running their networks in isolation, the

interconnection of multiple VPNs has unique issues such as resolving trouble and

conflicts between the VPNs and maintenance of minimum end-to-end service quality

across the multiple programs. Since the system and method of the present invention

are directed to providing specific end-to-end service quality, it must be possible for

TPs to quantify the end-to~end service quality levels, and these service quality levels

must be sufficient to allow applications to work across the multiple VPNs. Therefore,

a high level ofmetric compatibility and measurement techniques are required.
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.In the ANX type VPN each TP, CSP and CEP must meet specified criteria to

become certified and to maintain that certification. The certification provides the TPs

. or subscribers with confidence that the level or transport and security will meet their

business needs. The ANX type VPN utilizes multiple CSPs. On one level it is easier

to run a VPN where all TPs are required to use a single CSP. The use ofmultiple

CSPs in the ANX type VPN fosters competition between the CSPs and allows the

VPN to reach TPs that may not be serviced by a single CSP. The implementation of

multiple CSPs, however, brings with it the drawback of insuring that the CSPs can

talk to one another. Whether the connection fi'om one TP to another TP within the

same VPN is through a single CSP of two CSPs should be invisible to the TPs. The

TPs need never know when one or more CSPs are used for any particular connection.

The certification process ensures that the TPs use one of the certified lIPSec devices at

their premises, and that the CSPs will utilize certified equipment and meet certain

metrics so as to achieve the end-to-end service quality guaranteed to the TPs. In this

manner, the multiple CSPs will be able to communicate with one another. The CSPs

must meet business criteria, technical metrics, ongoing monitoring, trouble-handling

criteria, routing registry criteria, and domain name registry criteria to achieve and

maintain certification.

Fig. 5 shows the contractual obligations of the members of an ANX—type

VPN. The TPs 40 contract with the VPN, as denoted in Fig. 5 by the arrows to the

overseer 50, and contract with one of the multiple CSPs 42. The CSPs contract with

the VPN and with the CEPO 44. The CEPO 44 contracts with the VPN. Each entity

is responsible for the services that that entity provides.

The technical metrics for achieving end-to-end service quality in the ANX-

type network include among other metrics, latency and availability. Fig. 6 illustrates

the end-to-end latency within the ANX network. The TPl router 60 is connected to

ANX CSP1 62, which in turn is connected to ANX CEPO 64. TP2 router 66 is

connected to ANX CSP; 68, which is connected to ANX‘ CEPO 64. The packet

latency from each router 60 and 66 through the corresponding CSP is 125 msec. The

latency through the ANX CEPO is on the order of microseconds. The total packet

latency through the network is therefore only slightly more than 250 msec.

Fig. 7 illustrates the end-to-end availability metric. The Access network
between the TP~l router 60 and the ANX CSP1 62 is permitted to be unavailable 43.80

10
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hours/year. The ANX CS1’; 62 may only be unavailable 2.63 hrs./year. The trunk 65

between the ANX CSP1 62 and the ANX CEPO may only be unavailable 1.76

hrs./year. The ANX CEPO may only be unavailable 0.44 hours/year. The foregoing

availabilities yield a total of 99.895% availability or 9.22 hours per year downtime.

The outline for how trouble is handled within the ANX-type VPN is shown in

Fig. 8. There are effectively five layers of trouble handling. At the first level trouble

between TPs is handled directly between the two TPs. Similarly, issues between the

TPs and the CSPs are handled between the two parties. CSPs and the CEPOS also

resolve their troubles between the troubled parties. A network overseer is provided to

handle troubles that cannot be handled in the foregoing scenarios. The overseer can

take complaints from the TPS, the CSPs, and the CEPOs.

A key to providing predictable end-to-end service quality is that the ‘FPS must

know the level of service they receive. To this end four service provider

accountability levels exist. First, service providers, both interconnect providers and

CSPs, must timely fix infrequent service provider troubles. Second, there must be

end-to-end service provider cooperation to handle any troubles. Third, recourse must

be provided to resolve disputes in the event of disagreement between CSPs and/or

interconnect providers. Fourth, recourse must be provided to resolve continued non-

compliance with the end—to-end service quality.

Referring to Figs. 9 and 10, charts for single VPN and interconnected VPNs

are shown, respectively. In Fig. 9, the CSPs 70, CEPOS 72 and CASPS 74 are

accountable to the POVER 76. The POVER 76 is accountable to the body 78

representing the TPs. The body 78 is accountable a regional/national arbitration body

80. Where multiple VPNS are interconnected in Fig. 10, the CSPs 70, the CEPOS 72,

and CASPS 74 are accountable to the POVERs 76. The POVERS 76 are accountable

to a GOVER 77, which in turn is accountable to the body 78. The body 78, instead of

being accountable to the regional/national arbitration body 80, is accountable to an

international arbitration body 82.

The GOVER/POVER model is but one way to oversee ensuring of the end-to-

end service quality and metric compatibility. How the ANX-type networks are

connected will be discussed below. In this context there must be five key types of

end-to-end technology compatibility: 1 network interconnection that ensures a trading

partner on one VPN can reach any trading partner on the other VPN; 2 routing
ll
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compatibility that ensures any trading partner on one VPN can logically reach nay TP

on the other VPN; 3 naming compatibility, e.g. so the web names or e-mail names of

any trading partner on one VPN can be resolved to an address that is routable over the

two VPNS; 4 IPSec compatibility; and 5 digital security certificate compatibility

across multiple VPNs. While Figs. 9 and 10 refer to regional/national VPNS and

international arbitration, the VPNs need not be limited to a specific country or

geographical area. Any ANX-type VPN, regardless of the location of its subscribers

could be interconnected.

While Fig. l illustrated the interconnection of two VPNS 20 and 22, a

significant element is missing. Fig. ll shows two VPNS, that have multiple service

providers, which are connected through an inter-program service provider, also called

an interconnect provider. The Tel-2 specification is still used as the basic guide in

determining the end-to-end service quality, however regional or particular VPN

peculiarities, referred to as deltas, must be considered when establishing the

interconnected end-to-end service quality standards.

Returning to the GOVER/POVER model for overseeing interconnected VPNS;

Fig. 12 illustrates an end—to—end trouble escalation model. It is expected that CSPs

will work together to resolve trouble before contacting a POVER Similarly, the

POVERs and/or the POVERS and the interconnect provider are expected to work

together to resolve trouble before contacting the GOVER.

When expanding from a single VPN to interconnected VPNS the inherent

costs ofrunning the system naturally increase. How such costs are distributed is an

important part of the system. As shown in Fig. 13, the POVERs 100 pay fees to the

GOVER to offset the costs ofmaintaining the GOVER. The VPNs having multiple

service providers inturn pay fees to support the POVER. Furthermore the

interconnect providers pay a certification fee to the GOVER for certification as a

interconnect provider between VPNs. V

There are multiple methods of interconnecting multiple VPNS with

interconnect providers. As shown in Fig. 14, all the VPNs, having multiple service

providers, can be interconnected using a single interconnect provider. Alternatively,

all the VPNs can be interconnected by multiple interconnect providers, as shown in

Fig. 15, thereby creating competition between the interconnect providers, just as there

is competition between the CSPs in a single XNX-type VPN. Finally, as shown in
12
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Fig. 16, where no suitable "interconnect provider is available to connect all he VPNs

having multiple service providers, multiple interconnect providers are used. These

interconnect providers service different combinations of VPNs. In Fig. 16,

interconnect provider 120 interconnects V"PNs having multiple service providers 122,

124, and 126. Interconnect provider 130 interconnects VPNS having multiple service

providers 132 and 126. As a result, a TP of VPN 132 must connect through both

Interconnect provider 130 and Interconnect provider 120 to reach TPs of either VPN

122 or 124.

How the multiple VPNs interconnect will directly affect the resulting end-to-

end service quality. Figs. 17a-c illustrate potential configurations ofmultiple VPNs.

In Fig. 17a 21 first TP 200 connects to a first CSP 210. The CSP210 connects to a first

exchange point 220. The TP 200, CSP 210, and the exchange point 220 are within a

first VPN 240. A second TP 250 connects to a second CSP 260, which connects to a

second exchange point 270. The TP 250, CSP 260 and exchange point 270 are Within

a second VPN 280. The two VPNs 240 and 280 are interconnected by an

Interconnect provider 300, which is connected to the exchange points 220 and 270.

In Fig. 17b TP 200, CSP 210, exchange point 220 and Interconnect provider

300 are connected in the same manner shown in Fig. 17a. While the second TP 250 is

connected to the CSP 260, the exchange point 270 is not provided. Instead CSP 260

is shown as connecting directly to the Interconnect provider 300. This embodiment

encompasses the situation where the Interconnect provider 300 and CSP 260 are the

same entity or are directly wired. Fig. 17c is similar to Fig. 16b,

Except that the interconnect provider also acts as a CSP 320, and a third TP 310 is

connected directly to the Interconnect provider 300/CSP 320.

As stated previously, while the end-to-end service quality is based upon the

TEL-2 specification, the degree to which the TEL-2 specification needs to be

modified to interconnect multiple VPNs depends upon the chosen complexity of the

interconnection. An xNX-type VPN uses a maximum of two CSPs between any two

TPS. A larger value, either three or four, is needed for multiple VPNS. The

Interconnect provider will account for one additional CSP, and for configuration set

forth in Fig. 16, two Interconnect providers are employed in addition to the two CSPs

yielding four CSPS.
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Havingvdescribed several embodiments of the system and method for

interconnecting multiple virtual private networks in accordance with the present _

invention, it is believed that other modifications, variations and changes will be

suggested to those skilled in the art in view ofthe description set forth above. It is

therefore to be understood that all such variations, modifications and changes are

believed to fall within the scope of the present invention as defined in the appended

claims. — ~ — 7
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What is claimed is:

1. A system of interconnecting multiple virtual private networks, each of said

multiple private networks having multiple service providers, comprising:

at least one interconnect provider for connecting said multiple virtual private

networks,

said multiple virtual private networks connected through said at least one

interconnect provider having minimum standards for cross network services, virtual

private network interoperability, inter-network performance, inter-network reliability,

disaster recovery and business continuity, inter-network security, inter-network

customer care, and inter-network trouble handling.

2. A system as recited in claim 1, further comprising a maximum acceptable

latency between subscribers to different ones of said multiple virtual private networks.

3. A system as recited in claim 1, further comprising a maximum acceptable

number of service providers between subscribers to different ones of said multiple

virtual private networks.

4. A system as recited in claim 1, further comprising a minimum acceptable

period of unavailability of interconnected multiple virtual private networks.

5. A system as recited in claim 1, wherein each of said multiple virtual private

networks comprises a program overseer to ensure end-to-end service quality across

each of said multiple virtual private networks.

6. A system as recited in claim 5, further comprising a global overseer to

ensure end-to-end service quality across multiple ones of said multiple virtual private

networks.

7. A system as recited in claim 6, wherein said global overseer resolves

disputes between ones of said program overseers for said multiple virtual private

networks or said program overseers and said at least one interconnect provider.
1 5
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8. A system as recited in claim 5, wherein said program overseer for each one

of said multiple virtual private networks resolves disputes between service providers

within said one of said multiple virtual private networks.

9. A system as recited in claim 6, wherein each of said program overseers and

said multiple interconnect providers provides financial support to run said global
overseer.

10. A system as recited in claim 1, wherein management of said multiple

virtual private networks, contracts by between service providers and interconnect

providers, service assurance, service description and how service providers and

interconnect providers collaborate and compete are unified across said multiple virtual

private networks to ensure end-to—end service quality.

11. A system as recited in claim 1, comprising multiple interconnect

providers, wherein no one interconnect provider services all of said multiple virtual

private networks.

12. A method of interconnecting multiple interconnection providers between

multiple virtual private networks, each of said virtual private networks having

multiple subscribers, multiple service providers and at least one exchange point

interconnecting said multiple service providers, with guaranteed end—to-end service

quality, comprising the steps of:

providing at‘ least one interconnect provider disposed between a first set of

said multiple service providers in one of said multiple virtual private networks and a

second set of multiple service providers in a second one of said multiple virtual

private networks.

13. A method of interconnecting multiple interconnection providers between

multiple virtual private networks as recited in claim 12, wherein one of said at least

one transit service providers is also one of said multiple service providers within at

least one of said multiple virtual private networks.
1 6
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14. A method of interconnecting multiple interconnection providers between

_ multiple virtual private networks as recited in claim 12, further comprising the step of

certifying all of said multiple service providers in all of said multiple virtual private

networks, said multiple transit service providers, and said exchange points to ensure

minimum end-to-end quality and security levels are maintained.

15. A method of interconnecting multiple interconnection providers between

multiple virtual private networks as recited in claim 12, comprising the further step of

providing at least one exchange point between a first set of said multiple service

providers in one of said multiple virtual private networks and said at least one

interconnect service provider.

16. A method of interconnecting multiple interconnection providers between

multiple virtual private networks as recited in claim 12, wherein a maximum number

of service providers between two subscribers within one of said multiple virtual

private networks is two, and the maximum number of said service providers and

transit service providers between subscribers of different ones of said multiple virtual

private networks is three.

17. A method of interconnecting multiple interconnection providers between

multiple virtual private networks as recited in claim 15, fiirther comprising the step of

providing at least one second exchange point between a second set of said multiple

service providers in another one of said multiple virtual private networks and said at

least one transit service provider.

18. A system of interconnecting multiple virtual private networks, each of

said multiple private networks having multiple service providers, comprising:

at least one interconnect provider for connecting said multiple virtual private

networks,

each of said multiple virtual private networks comprising a program overseer

to ensure end-to—end service quality across each of said multiple virtual private

networks, and
1 7
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a global overseer to ensure end-to-end service quality across multiple ones of

said multiple virtual private networks,

said multiple virtual private networks connected through said at least one

interconnect provider have: minimum standards for cross network services; virtual

private network interoperability; inter-—network performance; inter-network reliability;

disaster recovery and business continuity; inter-network security; inter-network

customer care; and inter—network trouble handling.

19. A system as recited in claim 18, further comprising a maximum

acceptable latency between subscribers to different ones of said multiple virtual

private networks.

20. A system as recited in claim 18, further comprising a maximum

acceptable number of service providers between subscribers to different ones of said

multiple virtual private networks.

21. A system as recited in claim 18, further comprising a minimum acceptable

period ofunavailability of interconnected multiple virtual private networks.

22. A system as recited in claim 18, wherein said global overseer resolves

disputes between ones of said program overseers for said multiple virtual private

networks or said program overseers and said at least one interconnect provider.

23. A system as recited in claim 18, wherein said program overseer for each

one of said multiple virtual private networks resolves disputes between service

providers Within said one of said multiple virtual private networks.

24. A system as recited in claim 18, wherein each of said program overseers

and said multiple interconnect providers provides financial support to run said global

OVCTSCCI.

25. A system as recited in claim 18, wherein management of said multiple

virtual private networks, contracts by between service providers and interconnect
1 8
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providers, service assurance, service description and how service providers and

interconnect providers collaborate and compete are unified across said multiple virtual

private networks to ensure end-to-end servicequality.

26. A system as recited in claim 18, comprising multiple interconnect

providers, wherein no one interconnect provider services all of said multiple virtual

private networks.
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mwial much (u ,p,,,;fi,d) document of particular relevance; the elauncd Invention cannot benonsidored to involve an inventive atop when the documnnt in
document referring, to on oral di-Ieloaure. uae. exhibition at other combined with one or more other such documents, Iucb combinationmean: being 0bVl|7ul to a person skilled in the on

document published priorto the international filing date but later than document numb”. of “N W“ Pawn‘ ‘may
the priority date claimed

Date of the actual completion of the intemationnl search Date of mailing of the international search report

l0 OCTOBER 2000

Name and mailing address of the lSA/U S Authorized officcr 'Commissioner of Patents and Trademarks
B PCT

“fghmmi Dc. 20231 MOUSTAFA M. MEKY
Facsimile No. (703) 305-3230 Telephone No. (703) 305-9697

Form PCTIISA/210 (second sheet) (July 1993)’!
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Docket No.: 0775 80-0063 PATENT

IN THE UNITED STA ATENT AND TRADEMARK OFFICE

Applicant: Victor Larson, et al. Customer No.: 23630

Appl. No.: 11/840,560 Confirmation No.2 1537

Filed: August 17= 2007 CERTIFICATE or MAILING (37 CFR. § 1.8(n))
I hereby certify that this correspondence is being deposited

Title: with the United‘States Postal Service with sufficient postage
SECURE COMMUNICATIONS X33iiiéisffgll.$§?§'§2iZ§§Rpl;:l.l§,'$3 i§‘J§'?l’§o,

Alexandria, VA 22313-1450 on May 19, 2009.

Grp./A.U. 2157

Examiner: VU, Kim Y.

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

TRANSMITTAL LETTER

Enclosed for filing in connection with the above-referenced patent application are the following
‘I documents:

1) Information Disclosure Statement (2 pages)

2) Information Disclosure Statement by Applicant (Form 1449) (17 pages);

3) 6 Boxes of cited references B1000-B1002 and C998-C1226;

0 (Please note that references are arranged in order starting from Box 1)

4) Return receipt postcard.

There are no fees due with the filing of this Information Disclosure Statement. However, the

Commissioner is hereby authorized to charge any additional fees that may be required, or credit any

overpayment, to our Deposit Account No. 50-1133.

Re y submitted,
smer, Reg. No.: 26,418

McDennott Will & Emery LLP
28 State Street

Boston, MA 02109-1775

Telephone: (617) 535-4065

Facsimile: (617) 535-3800

Date: May 19, 2009
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PATENT

ENT AND TRADEMARK OFFICE

Applicant: Victor Larson, et al. Customer No.: _23630

Appl. No.: 11/840,560 Confirmation No.: 1537

Filed: August 17, 2007

Title: I hereby certify that this correspondence is being deposited
with the Unitedlstates Postal Service with sufficient postage

USING SECURE DOMAIN NAMES Z32i§§§Z‘fo”é‘2L.2?§§L§Zr‘§fl‘pl;§$.‘iZ,"I1.‘E§'. i§‘J§'§’l’s°o,
Alexandria, VA 22313-1450 on May 19, 2009.

CERTIFICATE or MAILING (:7 cm § l.8(a))

Grp./A.U. 2157

Examiner: VU, Kim Y.

Mail Stop: Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Dear Sir:

In accordance with the provisions of 37 CFR. 1.56, 1.97 and 1.98, the attention of the

Patent and Trademark Office is hereby directed to the documents listed on the attached form PTO-

1449. It is respectfully requested that the documents be expressly considered during the prosecution

of this application, and that the documents be made of record therein and appear among the

"References Cited" on any patent to issue therefiom.

This Information Disclosure Statement is being filed before the receipt of a First Office

Action on the merits for above-referenced application; therefore, no fees are believed to be due

with the filing of this paper.

All of the documents herein submitted have been produced by Microsoft Corp. in

VimetX Inc. and Science Applications International Corp. v. Microsofi Corp. civil action

currently pending before the U.S. District Court for the Eastern District of Texas. Although the

undersigned attorney has not reviewed these documents to assess their materiality, these

documents are submitted under the assumption that they may be material to the patentability of

the claims pending in this application. As indicated in form 1449 enclosed herewith, the hard

copies of some of the documents listed have not been located and therefore are not included with

(1)
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this IDS submission. The undersigned attorney will file the missing documents with the U.S.

Patent Office if or as soon as they become available. The Examiner is invited to call the

undersigned attorney for any questions regarding the missing documents.

This Statement is not to be interpreted as a representation that the cited publications are

material, or that no other relevant information exists. Nor shall the citation of any publication

herein be construed per se as a representation that such publication is prior art. Moreover, the

Applicant understands that the Examiner will make an independent evaluation of the cited

publications.

If the Examiner applies any of the documents as prior art against any claim in the

application and applicants determine that the cited document does not constitute "prior art" under

United States law, applicant reserves the right to present to the office the relevant facts and law

regarding the appropriate status of such documents. Applicants further reserve the right to take

appropriate action to establish the patentability of the disclosed invention over the listed

documents, should one or more of the documents be applied against the claims of the present

application.

Please charge any shortage in fees due in connection with the filing of this paper, including

extension of time fees, to Deposit Account 50-1133 and please credit any excess fees to such

deposit account.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

Toby .

Registrati No. 26,418

28 State Street Please recognize our Customer No.

Boston, MA 02109 23630 as our correspondence address.
Phone: 617-535-4065

Facsimile: 617-535-3800

Date: May 19, 2009
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DOC code: IDS PTOlSBl08a (11-03). . . . . A df th h 1231/2000. OMB 0051-0031

Doc description: Information Disclosure Statement (IDS) Filed US Patent and Tragzrzzfk o‘:E::eU_:lE,g'EPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 11840560

Filing Date 2007-08-17

INFORMATION DISCLOSURE First Named Inventor Larson, eta|_

STATEMENT BY APPLICANT
(Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number 077580-063(VRNK-1CP3CN2)

U.S.PATENTS -

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner ' Patent Number ' Issue Date Name of Patentee or ApplicantInitial of cited Document

5771239 1998-06-23 Moroney, et al_

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Co|umns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner ' Publication Number Kind Publication Name of Patentee or Applicant|nitia|* Code1 Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.-

FOREIGN PATENT DOCUMENTS -

. . . . . . Name of Patentee or PageS’C°|umnS'LineS
Examiner Cite Foreign Document Kind Publication where Relevant

Code4 Date gpplicant of cited Passages or Relevantocument .
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Examiner Cite

EFS Web 2.1.8
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Application Number 11840560

Filing Date 2007-08-17
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT An Unit

(Not for submission under 37 CFR1.99) |

First Named Inventor Larson, et al.

Examiner Name

Attorney Docket Number 077580-063(VRNK-1CP3CN2)

FASBENDER, A., et al., Variable and Scalable Security: Protection of Location Information in Mobile IP, IEEE VTS,
46th, 1996, 5 pp.

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 3 Enter office that issued the document, by the two—|etter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.‘l6 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.8
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Application Number 11840560

Filing Date 2007-08-17
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR1.99)

First Named Inventor Larson, et at.

Art Unit

Examiner Name |
Attorney Docket Number 077580-063(VRNK-1CP3CN2)

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

None

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Date WY-MM-DD) 2°°9+°2+24
Name/Print Atabak R. Royaee Registration Number 59,037

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.8
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the

application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application

which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.8
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Electronic Acknowledgement Receipt

48481 96

Confirmation Number:

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

Title oflnventlonz DOMAIN NAMES

First Named Inventor/Applicant Name: Wctor Larson

Customer Number: 23630

Filer Authorized By: Atabak R Royaee

Attorney Docket Number: 077580-0063 (VRNK—1CP3CN2

Filing Date: 17-AUG-2007

Time Stamp: 15:33:46

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

Information Disclosure Statement (IDS) 77580_O63_US_|DS_Form_SB
Filed (SB/08) _O8a.pdf 7eeal3SScS2S5e7l9b1 c62Sed840cc70d917

18ab

Information:
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731920

NPL Documents VRNK_NPLREFERENCE.PDF
7P If6487fiaflarlflrlfi(I47fh7h67aP8fl(=8rU§r

3f713

Information:

Total Files Size (in bytes) 1340058

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOC code: IDS PTOlSBl08a (11-03). . . . . A df th h 1231/2000. OMB 0051-0031

Doc description: Information Disclosure Statement (IDS) Filed US Patent and Tragzrzzfk o‘:E::eU_:lE,g'EPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 11840560

Filing Date 2007-08-17

lNF0RMA-“ON DISCLOSURE First Named Inventor Larson, eta|_

STATEMENT BY APPLICANT
(Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number 077580-063(VRNK-1CP3CN2)

U.S.PATENTS -

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner ' Patent Number ' Issue Date Name of Patentee or ApplicantInitial of cited Document

5303302 1994-04-12

5629984 1997-05-13

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner ' . . ' Publication Name of Patentee or Applicant
. . ,, Publication Number .Initial Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Co|umns,Lines
Examiner ' Foreign Document ' Publication where Relevant

|nitia|* Number3 Date Applicant of clled Passages or RelevantDocument .
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS -

EFS Web 2.1.8
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Application Number 11840560

Filing Date 2007-08-17
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR1.99)

First Named Inventor Larson, et at.

Art Unit

Examiner Name |
Attorney Docket Number 077580-063(VRNK-1CP3CN2)

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Examiner Cite

If you wish to add additional non—patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered |
*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number ofthe patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.

EFS Web 2.1.8
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Application Number 11840560

Filing Date 2007-08-17
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR1.99)

First Named Inventor Larson, et at.

Art Unit

Examiner Name |
Attorney Docket Number 077580-063(VRNK-1CP3CN2)

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

None

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Date WY-MM-DD) 20090122
Name/Print Atabak R. Royaee Registration Number 59,037

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.8
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the

application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application

which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.8
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Electronic Acknowledgement Receipt

4656424

Confirmation Number:

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

Title oflnventlonz DOMAIN NAMES

First Named Inventor/Applicant Name: Wctor Larson

Customer Number: 23630

Filer Authorized By: Atabak R Royaee

Attorney Docket Number: 077580-0063 (VRNK—1CP3CN2

Filing Date: 17-AUG-2007

Time Stamp: 13:46:38

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

607962
Information Disclosure Statement (IDS) 77580_O63_US_|DS_Form_SB

Filed (SB/08) _O8a.pdf 04lle30bd7S6d35c0b9I d77bb84e63Sl2ae
13381

Information:
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Total Files Size (in bytes) 607962

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOC code: IDS PTOlSBl08a (11-08). . . . . A df th h 1231/2000. OMB 0051-0031

Doc description: Information Disclosure Statement (IDS) Filed US Patent and Tragzrzzfk o‘:E::eU_:lE,g'EPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 11840560

Filing Date 2007-08-17

lNF0RMA-“ON DISCLOSURE First Named Inventor Larson, eta|_

STATEMENT BY APPLICANT
(Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number 077580-063(VRNK-1CP3CN2)

U.S.PATENTS -

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner ' Patent Number ' Issue Date Name of Patentee or ApplicantInitial of cited Document

5384848 1995-01-00

6223287 2001-04-00 Douglas, et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner ' . . ' Publication Name of Patentee or Applicant
. . ,, Publication Number .Initial Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Co|umns,Lines
Examiner ' Foreign Document ' Publication where Relevant

|nitia|* Number3 Date Applicant of clled Passages or RelevantDocument .
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS -

EFS Web 2.1.8
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Application Number 11840560

Filing Date 2007-08-17
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR1.99)

First Named Inventor Larson, et at.

Art Unit

Examiner Name |
Attorney Docket Number 077580-063(VRNK-1CP3CN2)

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Examiner Cite

If you wish to add additional non—patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered |
*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number ofthe patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.

EFS Web 2.1.8
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Application Number 11840560

Filing Date 2007-08-17
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR1.99)

First Named Inventor Larson, et at.

Art Unit

Examiner Name |
Attorney Docket Number 077580-063(VRNK-1CP3CN2)

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

2 None
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature ITHKI Date (YYYY-MM—DD) 2008-12-16

Name/Print Toby H. Kusmer Registration Number 26,418

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.8



971

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the

application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application

which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.8
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Electronic Acknowledgement Receipt

4461869

Confirmation Number:

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

Title oflnventlonz DOMAIN NAMES

First Named Inventor/Applicant Name: Wctor Larson

Customer Number: 23630

Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number: 077580-0063 (VRNK—1CP3CN2

Filing Date: 17-AUG-2007

Time Stamp: 11:22:27

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

_ _ 608039
Information Disclosure Statement (IDS) 77580_O63_US_|DS_Form_SB

Filed (SB/08) _O8a.pdf d493887728d7b4b7c41592654601Za7c0l9
80342

Information:
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Total Files Size (in bytes) 608039

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trnelcmurk Ufficc
Address. 7 '1\fl\HSEI]Q,\TR FOR FATISNTSWm: 50

Alexan ' 2231:.-1450wwwuspto gov

APPLICATION NUMBER FILING OR 371( ) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

11/840,560 08/17/2007 Victor Larson 077580-0063

(VRNK-1CP3CN2

CONFIRMATION NO. 1537

23630
MCDERMOTT WILL & EMERY LLP
28 STATE STREET

BOSTON, MA02109-1775

Title: AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN
NAMES

Publication No. US-2008-0040792-A1
Publication Date: 02/14/2008

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date
are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases
via the Internet at www.uspto.gov. The direct link to access the publication is currently

http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the

publication to applicant. A copy of the publication may be obtained from the Office upon payment

of the appropriate fee set forth in 37 CFR 1.19(a)(1). Orders for copies of patent application
publications are handled by the USPTO‘s Office of Public Records. The Office of Public Records

can be reached by telephone at (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759,
by mail addressed to the United States Patent and Trademark Office, Office of Public Records,
Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions

and the dates of receipt of correspondence filed in the Office, may also be accessed via the

Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of
the Patent Application Information and Retrieval (PAIR) system. The direct link to access this

status information is currently http://pair.uspto.gov/. Prior to publication, such status information is

confidential and may only be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling
the Patent Electronic Business Center at 1-866-217-9197.

Pre-Grant Publication Division, 703-605-4283
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UVITFID STATES I)FIPAR'I'\IFI\I'I‘ OF COIWIVIFIRCFI
United States Patent and Traolenlark Uffice
Adduss. CUI\/II\/IISST0\TI7.I7. FUR PATENTSPO. BOX 1450

AIk‘)\aIILIlI.i'cL Y1.1gJI.ia Z2313-1450Vvvwiauspto gov

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS

3 311/840,560 08/17/2007 2157 1130 077580-0063 (VRNK-1CP3CN2
CONFIRMATION NO. 1537

23630 UPDATED FILING RECEIPT
MCDERMOTT WILL & EMERY LLP

28 em smear IllllllllIlllIlllIllllIllmlmllllllllwllllflllllllllllllllllllllIllllllllllll
BOSTON, MA 02109-1775

Date Mailed: 11/08/2007

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
write to the Office of Initial Patent Examination's Filing Receipt Corrections. Please provide a copy of this
Filing Receipt with the changes noted thereon. If you received a "Notice to File Missing Parts" for this

application, please submit any corrections to this Filing Receipt with your reply to the Notice. When the
USPTO processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections

App|icant(s)
Victor Larson, Fairfax, VA;

Robert Dunham Short Ill, Leesburg, VA;
Edmund Colby Munger, Crownsville, MD;

Michael Williamson, South Riding, VA;
Assignment For Published Patent Application

VirnetX, |nc., Scotts Valley, CA
Power of Attorney: The patent practitioners associated with Customer Number 3630

Domestic Priority data as claimed by applicant
This application is a CON of 10/714,849 11/18/2003
which is a CON of 09/558,210 04/26/2000 ABN
which is a CIP of 09/504,783 02/15/2000 PAT 6,502,135
which is a CIP of 09/429,643 10/29/1999 PAT 7,010,604
which claims benefit of 60/106,261 10/30/1998
and claims benefit of 60/137,704 06/07/1999

Foreign Applications

If Required, Foreign Filing License Granted: 08/29/2007

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is us 11/840,560

Projected Publication Date: 02/14/2008

Non-Publication Request: No
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Early Publication Request: No
Title

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN
NAMES

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must

issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicants license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self—heIp "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1—866—999-HALT (I-866-999-4158).
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and

Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE UVITFID STATES DFIPARTVIFIVT OF COIWIVIFIRCFI
United States Patent and Traolenlark Uffice
Addless. CUI\/II\/ITSST0\TI7.I7, FUR PATENTSPO. BOX 1450

Alexandlia. Y1.1gJl.ia Z2313-1450Vvvwuuspba gov

07 75 80-0063

11/840,560 08/ I 7/2007 Victor Larson (VRNK-I CP3CN2
CONFIRMATION NO. 1537

23630 POA ACCEPTANCE LETTER

MCDERMOTT WILL & EMERY LLP

§%§;,gTN.; mE2E1E9_1775 IlillllllillIlugliilllllllllllilillllllllIllllmluilll
Date Mailed: 10/31/2007

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 10/22/2007.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Isnguyenl

Office of Initial Patent Examination (571) 272-4000 or 1-800-PTO-9199
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\o—;LC\~0'~'V’ .

RECEIVE

"~i - TPADEMARK OFFICE !T 9. I or ‘ '
United States Pntent and Trademark Office
Addreu:COMIMISS O R FOR PATENTS

It. - - 5...

APPLICATION NUMBER I FILING OR 37] (c) DATE FIRST NAMED APPLICANT ‘ ATTORNEY DOCKET NUMBER
. 077580-0063 (VRNK-

l 1/840,560 08/17/2007 Victor Larson 1 CP3cN2

CONFIRMATION NO. 1537

FORMALITIES
LETTER

23630 I
MCDERMOTT W|LL—& EMERY LLP
28 STATE STREET

BOSTON, MA 02109-1775

Date Mailed: O8/30/2007

NOTICE TO FILE MISSING PARTS OF NoI\IPRovisIoI\IAL APPLICATION

FILED UNDER 37 CFR 1.53(b)

Filing Date Granted

Qms Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

o The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required. -

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

0 To avoid abandonment, a surcharge (for late submission of filing fee, s_earch fee, examination fee, or oath or
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing items
identified in this notice. .

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $130 for a non-small entity

0 $130 Surcharge.

Replies should be mailed to: Mail Stop Missing Parts 10/30/2007RHEBRRHT0000000350113311840560
01FC:1051
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Page 2 of 2

Commissioner for Patents

P.O. Box 1450

Alexandria ’VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
httgszl/sponal.usgto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http:IIwww.uspto.govIebc. -

. ‘ ‘

Ifyou are not using EFS- Web to submityour reply, you must include a copy ofthis notice.

Otficegt 0% ' atent Examination (571) 272-4000, _or 1-800-PTO-9199
PART 1 - ATTORNEY/APPLICANT COPY
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— PATENT

077580-0063 (VRNK-lCP3CN2)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson et al.

Serial No: 11/840,560

Filing Date: August 17, 2007

Group Art Unit: 2157
Examiner: To Be Determined

Title: AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Docket No: _ 77580-0063 (VRNK-1CP3CN2)

CERTIFICATE UNDER 37 CFR§1.1l] OF MAILING BY "EXPRESS MAIL"
EV 942454832 US Date

1 hereby certify that this correspondence is being deposited with the United States Postal Services “Express Mail Post Office to Addressee“ service '
under 37 CFR § 1.10 on the date indicated above and is addressed to the Commissioner for Patents PSO. Box 1450, Alexandria, VA 22313-1450.

/.

Date: /0, 07 Cynt Joseph

Mail Stop: Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
TRANSMITTAL LETTER

Enclosed herewith for filing‘ in the above-identified patent application please find the following:

Response to Notice to File Missing Parts;

Statement Under 37 C.F.R. §1.63(d)(1)(iv);

Joint Declaration And Power of Attorney for Patent Application;

The Change in Power of Attorney and Correspondence Address Under 37 C.F.R. §l .63(d)(4);

. Copy of Notice to File Missing PartsiofNonprovisional Application;‘and
6. Return Postcard.

In connection with the foregoing matter, please charge any additional fees which may be due, or
credit any overpayment, to Deposit Account Number 50-1133. A duplicate copy of this letter is
provided for this pugpose. _

Respectfully submitted,

Date: I/0'L5'07'
Toby Kusmer, Esq.

Registration Number 26,418
McDermott, Will & Emery LLP
28 State Street

Boston, MA- 02109-1775

Telephone: (617) 535-4000

Facsimile: (617)535-3800

E-mail: tkusmer@mwe.comBST99 1555831-1 . 077580 . 0063
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PATENT

077580-0063 (_VRNK-lCP3CN2)

PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson et al.

Serial No: 11/840,560

Filing Date: August 17, 2007

Group Art Unit: 2157
Examiner: To Be Determined

Title: AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Docket No: 77580-0063 (VRNK-1CP3CN2)

CERTIFICATE UNDER 37 CFR § I.l0 OF MAILING BY "EXPRESS MAIL"
EV 942454832 US Date

I hereby certify that this correspondence is being deposited with the United States Postal Services “Express Mail Post Office to Addressee" service
under 37 CFR § l.I0 on the date indicated above and is addressed to the Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ale /0 O7 Cyn aloseph

Mail Stop: Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE TO FILE MISSING PARTS

Sir:

In response to the Notice to File Missing Parts of Non-Provisional Application, dated August 30,

2007, Applicant submits the required executed Declaration under 37 C.F.R. § 1.63(d)(1)(iv).

The Commissioner is also authorized to charge the surcharge fee of$1 30.00 and/or any further fees

which may be due, and/or credit any overpayment to Deposit Account Number 50-1133.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

Reg. No. 26,418
28 State Street

A Boston, MA 02109-1775

DD Telephone: (617) 535-4065

Facsimile: (617)535-3800

e-mail: tkusmer@mwe.com
BST99 1555829-1i077580.0063
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r PATENT

077580-0063 (VRNK-1CP3CN2)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson et al.

Serial No: 11/840,560

Filing Date: August 17, 2007

Group Art Unit: 2157

Examiner: { To Be Determined '

Title: AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Docket No: 77580-0063 (VRNK-1CP3CN2)

CERTIFICATE UNDER 37 CFR LII) OF MAILING BY "EXPRESS MAIL"
EV 942454832 US Date

I hereby certify that this correspondence is being deposited with the United States Postal Services “Express Mail Post Office to Addressee" service
under 37 CFR § M0 on the date indicated above and is addressed to the Commissio er for Patents, x I450, Alexandria, VA 22313-1450.

Date: 9.6.

Mail Stop: Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

STATEMENT UNDER 37 C.F.R. § 1.63§d[§1]§iv[

In accordance with 37 C.F.R. § 1.63(d)(1)(iv), for the above-identified continuation

application, Applicants hereby submit a copy of the original Declaration filed in the prior

application. The above-identified application is a continuation of U.S. Application Serial No.

10/714,849, filed November 18, 2003, which is a continuation of U.S. Application Serial No.

09/558,210, filed April 26, 2000, which is a continuation-in-part of U.S. Application No.

09/504,783, filed February 15, 2000, which is a continuation-in-part of U.S. Application No.

09/429,643, filed October 29, 1999, which claims the benefit under 35 U.S.C. ll9(e) to U.S.

Provisional Application Nos. 60/106,261, filed October 30, 1998, and 60/137,704, filed June 7,

1999.
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Application No. I 1/840,560
Filed August 17, 2007
Page 2 of2

The Commissioner is hereby authorized to charge any fees due with the filing of this

paper to Deposit Account No. 50-1133.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

Toby . Kusmer, P.C.

Reg. No. 26,418
28 State Street

Boston, MA 02109-1775

DD Telephone: (617) 535-4065

Facsimile: (617)535-3800

e-mail: tkusmer@mwe.com

BST99 1555825-li077580.0063
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Banner & Witcoff Ref. No. 004179.001 l 1
Client Ref. No. IOOO7-Lont.

JOINT DECLARATION FOR PATENT APPLICATION

the below named inventors, we hereby declare that:

residence, post office address and citizenship are as stated below next to our names;

65740308“ We bé1i6V6 We are the Original, firs! andjoint invenrbors ofthe subjectmatter which is claimed and for which a patent is
sought onthe invention entitled AN AGILE NETWORK PROTOCQL EQR §§(,;[;35COMMQ E 1CA‘l"IONS USING SECURE
DOMAIN NAMES the specification ofwhich

K4 is attached hereto.

D was filed on __:as Application Serial Number
applicable). '

I] was filed under the Patent Cooperation Treaty (PCT) and accorded International Application
No. filed and amended on (ifany).

and was amended on (if

‘We hereby state that we have reviewed and understand the contents oftbe above-identified specification, including the
claims, as amended by any amendment referred to above.

We hereby acknowledge the duty to disclose information which is material to patentability in accordance with Title 37,
Code ofFederal Regulations, §l .56(a).

Prior Foreign Application(s)
We hereby claim foreign priority benefits under Title 35, United States Code. §l 19 ofany foreign application(s) for

patent or irtventofs certificate listed below and have also identified below any foreign application(s) for patent or inventors
certificate having a filing date before that ofthe application-on which priority is claimed:

Prior United States Provisional Appl.ication(s)
We hereby claim priority benefits under Title 35, United States Code, §l19(e)(l) ofany U.S. provisional applicationlisted below: '

.. -
. 9. : 9 ‘lb-;' ., '

so/106,26
sonmo4 wmews»

...' c .

Prior United States Applicafion(s)

We hereby claim the benefit under Title 35, United States Code, §l20 ofany United States applicatian(s) listed below
and, insofar as the subject matter ofeach ofthe claims ofthis application is not disclosed in the prior United States application in

the manner provided by the first paragraph ofTitle 35, United States Code, §l 12, we acknowledge the dutyto disclose material

information as defined in Title 37, Code of Federal Regulations, §].56(a) which occurred between the filing date of the prior '
application and the national or PCT imemational filing date ofthis application:

BANNER & WFFCOFF, LTD. . Rev 1.1 10199-2001
Page 1 of2

2/3
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Banner & WitcoffRef. No. 30479.000l I 1
Client Ref. No. 10007-Cont.

1...

Power of Attorney
And we hereby appoint both jointly and severally, as our anomeys with full power ofsubstiurtion and revocation, to

prosecute this application and to transact all business in the Patent and Trademark Oflice connected herewith the practitioners at

Customer Number. 22907 (WDC)

Please address all correspondence and telephone communications mthe address and telephone number forthis CustomerNmnbcr.

We hereby declare that all smnements made herein of our own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge (hat willful
false statements and the like so made are punishable by fine or imprisonment, or both, under Section 1001 ofTitle 18 of the

United States Code and that such willfirl false statements may jeopardize the validity ofthc application or any patent issuingthereon.

Sigrature Q.‘ £3, Date I I [ /51 a
Full Name ofFirst Inventor _ Larson Victor

, Family Name First Given Name Second Given Name

Residence in Vy_gg'' ia Citizenship USA
Post Ofiioe Address 12026 Lisa Marie Cmg, Egigfg, Virv1___'nia 3033

Signature Date

Full Name ofSecond Inventor Short. 11! Robert Qmfig

Family Name First Given Name Second Given Name
Residence Leesb Vir inia CifimnMp 
Post Ofiice Address 38710 Goose Creek Lane Leesbur Vir inia 20175

Signature Date

Full Name ofThird Inventor M_ungr_e_r Edmund Calm
‘ Family Name First Given Name ' Second Given Name

Residence Crownsville land CWmsm 
PostOfliceAddress 1101 acaCo Cr e.M land 21032

Family Name ‘ First Given ‘Name Second Given Name

Residence u ‘d’ 4: Vircrini - Citizenship USA
Post Oflice Address 26203 Ocala Circl South Ridin . V' inia 20152

BANNER 8: WITCOFF, LTD. Rzv1..I l0~09-2001
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. uU0479.00l ll

10007-Cont.

INT DECLARATION FOR PATENT APPLICATION

0” 3 6 2007
'3. the below name inventors, we hereby declare that:0‘ ‘

~-r ost office address and citizenship are as stated below next to our names;

We believe we are the original, first and joint inventors of the subject matter which is claimed and for which a patent is
sought on the invention entitled AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES, the specification ofwhich

E is attached hereto. ‘
D was filed on as Application Serial Number and was amended on (if

applicable).

E] was filed under the Patent Cooperation Treaty (PCT) and accorded International Application
No. , filed , and amended on (if any).

We hereby state that we have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendment referred to above.

We hereby acknowledge the duty to disclose information which is material to patentability in accordance with Title 37,
Code of Federal Regulations, §l .56(a).

Prior Foreign Application(s)

We hereby claim foreign priority benefits under Title 35, United States Code, §l 19 of any foreign application(s) for
patent or inventor's certificate listed below and have also identified below any foreign application(s) for patent or inventor's
certificate having a filing date before that of the application on which priority is claimed:

\

Prior United States Provisional Application(s)

We hereby claim priority benefits under Title 35, United States Code, §1l9(e)(l) ofany U.S. provisional applicationlisted below:

dad’ 3% V«.4: -as, a .D '...>s=m.a§

30 October 1998

Prior United States Application(s)

We hereby claim the benefit under Title 35, United States Code, §120«ofany United States app1ication(s) listed below
and, insofar as the subject matter ofeach ofthe claims ofthis application is not disclosed in the prior United States application in
the manner provided by the first paragraph ofTitle 35, United States Code, §l 12, we acknowledge the duty to disclose material

information as defined in Title 37, Code of Federal Regulations, §l.56(a) which occurred between the filing date of the prior
application and the national or PCT international filing date of this application:

 

ANNER & WITCOFF, LTD. Rs, 1,, 1009.000.
Page 1 of 2
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Banner & Witcoff Ref. No. 0004790001] 1
Client Ref. No. l00O7—ConL

Date of Filing Status —— Patented,

Application Serial No. (Day, Month. Year) Pending, Abandoned
09/558210 26 M12000
09/504783 15Februarv2000
09/429-643 29 October 1999

Power of Attorney

And we hereby appoint. both jointly and severally, as our attorneys with full power of substitution and revocation, to
prosecute this application and to transact all business in the Patent and Trademark Office connected herewith the practitioners at:

Customer Number: 22907 (WDC)

Please address all correspondence and telephone communications to the address and telephone number for this Customer
Number.

We hereby declare that all statements made herein of our own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or imprisonment, or both, under Section 100] of Title 18 or the
United States Code and that such willful false statements may jeopardize the validity of the application or any patent issuing
thereon.

V Signature ’ Date
Full Name of First Inventor Larson Victor
 

- Family Name First Given Name Second Given Name

Residence Fairfax, Virginia Citizenship USA
Post Office Address 12026 Lisa Marie Court Fairfax Vir 'nia 22033

Signature ' ' l ‘_ Date /7 / 7/Ca’ 2
Full Name of Second Inventor‘ . Rob-ert Dunham

First Given Name Second Given Name

Residence Leesburo. Vir inia Citizenship USA
Post Office Address 38710 Goose Creek Lane Leesbura. Viroinia 20175

Signature Da
to

Full Name of Third Inventor Munger lflmund Colby
Family Name First Given Name Second Given Name

Residence Crownsville, Magland Citizenship USA
Post Office Address 1101 O aca Court Crownsville. Marvland 21032

Signature . Date
Full Name of Fourth Inventor Williamson Michael

Family Name First Given Name Second Given Name
Residence South Riding. Virginia Citizenship USA
Post Office Address 26203 Ocala Circle, South Riding, Virginia 20152

 

BANNER 81 WITCOFF, LTD. Ru ]_1 10.09.2901

Page 2 of 2
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Banner & Witeoff Ref. No. 00O479.0
Client Ref. No. l00O7—Cont.

JOllNT DECLARA TENT APPLICATION

As the below named inventors, we hereby declare that:

Our residence, post office address and citizenship are as stated below next to our names;

We believe we are the original, first and joint inventors ofthe subject matter which is claimed and for which a patent is
sought on the invention entitled AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES the specification of which

P13 is attached hereto.

E] was filed on as Application Serial Number and was amended on (if
applicable) .

[:1 was filed under the Patent Cooperation Treaty (PCT) and accorded International Application
No. filed , and amended on (if any).

We hereby state that we have reviewed and understand the contents ofthe above-identified specification, including the
claims, as amended by any amendment referred to above.

We hereby acknowledge the duty to disclose information which is material to patcntability in accordance with Title 37,

Code ofFederal Regulations, §l.56(a).

Prior Foreign Application(s)

We hereby claim foreign priority benefits under Title 35, United States Code, §l 19 of any foreign application(s) for
patent or inventor's certificate listed below and have also identified below any foreign application(s) for patent or invcntor's
certificate having a filing date before that of the application on which priority is claimed:

Priority Claimed

Date of Filing Date ofIssue Under 35 U-5-C
Application No. (day month year) (day month year)

Prior United States Provisional Application(s)

We hereby claim priority benefits under Title 35, United States Code, §ll9(e)(1) of any U.S. provisional application
listed below:

page ofpmng Priority Claimed
U.S. Provisional Application No. (day month year) Under 35 U.S.C. §1l9(e)(l)

Yes60/106361 3°0°=°b=r 1998 —
6°/137,704 7 June 1999

Prior United States Application(s)

We hereby claim the benefit under Title 35, United States Code, §l20 ofany United States application(s) listed below
and, insofar as the subject matter ofeach ofthe claims ofthis application is not disclosed in the prior United States application in

the manner provided by the first paragraph ofTitle 35, United States Code, §l l2, we acknowledge the duty to disclose material

infomiation as defined in Title 37, Code ofFederal Regulations, §1.56(a) which occurred between the filing date of the prior
application and the national or PCT intemational filing date of this application:

 

\NNER & WITCOFF, LTD. R, H ..,m_2oo.

Page 1 of 2
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Banner & Witcoff Ref. No. 000479.000] l 1
Client Ref. No. 10007-Cont.

Date of Filing Status — Patented,

Application Serial No. (Day, Month, Year) Pending, Abandoned

Power of Attorney 1
And we hereby appoint, both jointly and severally, as our attorneys with full power of substitution and revocation, to

prosecute this application and to transact all business in the Patent and Trademark Office connected herewith the practitioners at:

Customer Number: 22907 (WDC)

Please address all correspondence and telephone communications to the address and telephone number for this Customer
Number.

We hereby declare that all statements made herein of our own knowledge are true and that all statements made on
information and beliefare believed to be true; and further that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or impn'sonment, or both, under Section 1001 of Title 18 of the

United States Code and that such willful false statements may jeopardize the validity of the application or any patent issuingthereon.

Signature Date
Full Name ofFirst Inventor Larson Victor

Family Name First Given Name Second Given Name
Residence Fairfax, Virgigja Citizenship USA
Post Office Address 12026 Lisa Mme Court, Fairfax, Virginia 22033

Signature Date
Full Name of Second Inventor Short III Robert Dunltam

Family Name First Given Name Second Given Name

Residence Leesbgrg, Virginia Citizenship USA
Post Office Address 38710 Goose Creek lane, Leesburg, Virginia 20175

Signature
Full Name ofThird Inventor

Family Na.me First Given Name Second Given Name

Residence Crownsville, Mgcland Citizenship USA
Post Oflice Address 1 101 Opaca Court, Crownsville_ Maryland 21032

Signature Date
Full Name of Fourth Inventor Williamson Michael

Family Name First Given Name Second Given Name

Residence South Ridin Vir inia Citizenship USA
Post Office Address 26203 Ocala Circle, South giding, Virginia 20152

3ANNER & WITCOFF, LTD. Rev 1.: 1009-2001
Page 2 of 2
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, PATENT

077580-0063 (VRNK-1CP3CN2)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson et al.

Serial No: 11/840,560

Filing Date: August 17, 2007

Group Art Unit: 2157
Examiner: To Be Determined

Title: AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Docket No: 77580-0063 (VRNK-1CP3CN2)

CERTIFICATE UNDER 37 CFR§ 1.l0 OF MAILING BY "EXPRESS MAIL"
EV 942454832 US Date

I hereby certify that this correspondenceis being deposited with the United States Postal Services “Express Mail Post Office to Addressee" service under
37 CFR § _1 . 10 on the date indicated above and is addressed to the Commissioner for Patents. P.O. Box 1450, Alexandria, VA 22313-1450.

Date: /0_ 2% . 0/7  
Mail Stop: Missing Parts
Commissioner for Patents

P.O. Box 1450 '

Alexandria, VA 22313-1450

THE CHANGE IN POWER ATTORNEY
AND CORRESPONDENCE ADDRESS UNDER 37 C.F.R. §‘1.63 gdQ§4[

Dear Sir:

In accordance with 37 C.F.R. § 1.63 (d)(4) and pursuant to the Power of Attorney and

7 Change of Correspondence Address filed on October 22,. 2007, Applicants in the above-identified

patent application have revoked all powers of attorney previously gi-ven in connection with the prior

application and have appointed the following attorneys, with full power of substitution, to transact all

business in the Patent and Trademark Office connected therewith:

All attorneys associated with CUSTOMER NUMBER 23630
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Application No. 11/840,560
Filed August 17,2007
Page 2 of2

It is requested that all correspondence regarding this patent application be directed to:

Toby H. Kusmer, P.C.

McDermott Will & Emery LLP
28 State Street

Boston, Massachusetts 02109-1775

Telephone: (617) 535-4065'

Facsimile: (617) 535-3800

E-mail: tkusmer@mwe.com

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

Toggjfil. Kusmer, P.C.
Reg. No. 26,418
28 State Street

Boston, MA 02109-1775

DD Telephone: (617) 535-4065

Facsimile: (617)535-3800

e-mail: tkusmer@mwe.com

BST99 I 555828-I .077580,0063
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PTO/SB/21 (10-07)
Approved for use through 10/31/2007. OMB 0651-0031

TRANSM ITTAL August 17. 2007

First Named Inventor Vim, Lam“

Examiner Name .

(to be used for all correspondence after initial filing)  Not YQI Asslgned
Total Number of Pages in This Submission Attorney Docket Number 0775890063 (VRNIQICPBCNZI

ENCLOSURES (Check all that apply)

El After Allowance Communication to TCFee Transmittal Form

I:I Fee Attached

Drawing(s)

_ _ Appeal Communication to Board
I-'°e”e'”9'reIeIed Papers of Appeals and interferences

Appeal Communication to TC
PeIIII0n (Appeal Notice, Brief, Reply Brief)
Petition to Convert to a I _
provisional Application Proprietary Information
Power of Attorney, Revocation
Change of Correspondence Address Statue I-ener

Other Enc|osure(s) (please identify
Terminal Disclaimer beiow);

I:I Amendment/Reply
I:I After Final

I:I Affidavits/dec|aration(s)
Extension of Time Request

Express Abandonment Request Request for Refund

CD, Number of CD(s)

DDIZIHDIZIDD
Information Disclosure Statement

I:I Landscape Table on CD
Certified Copy of Priority
Document(s)

Repiy to Missing Parisi No fees are believed to be due with the filing of this paper: however. the commissioner is hereby
incompiete Appiicaiion authorized to charge any necessary fees in relation to this filing to Deposit Account No.

Reply to Missing Parts 50-1133.
under 37 CFR 1.52 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
Firm Name

McDERMOTT WILL & EMERY LLP

/ATABAK R. ROYAEE/
Printed name

ATABAK R. ROYAEE

CERTIFICATE OF TRANSMISSIONIMAILING

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below:

Signature lATABAK R. ROYAEE/

Typed or printed name ATABAK R ROYAEE O°I°ber 22’ 2007
This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc code; 077580 .s— C C is :6 PTOISBIBO (O1-06)
Approved for use through 12l31f2D08. OMB 0651-0035

‘ U 3. Patent and Trademark Office; U 3 DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection oi intormatlon unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE U$PTO

I hereby revoke all previous powers of attorney given in the application identified in the attached statement under
37 CFR 3.73(b).

I hereby appoint:
‘V . . .

Practitioners associated with the Customer
OR

B Practltioner(s) named below (if more than ten practitioners are to be named. then a customer number must be used):

as atlorneyis) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in
connection with any and all patent applications assigned only to the undersigned according to the USPTO assignment records or
assignment documents attached to this form in accordance with 37 CFR 3.73(b).

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.713(1)) to:

The address associated with Customer
OR

t:§g}},ig{1a]Name McDermott Will 3. Emery LLP
Address 28 State Street

Boston Slate MA Zip 02109

U.S.A.

Telephone (617) 535-4035 “A Email tkusn1er@mwe.com

Assignee Name and Address:
VTRNETX. INC.
5615 SCOTTS VALLEY DRIVE, SUITE I10

SCOTTS VALLEY. CALIFORNIA 95066

A copy of this form, together with a statement under 37 CFR 3.73(b) Form PTOISBI96 or equivalent) is
required to be filed in each application in which this form is used. The s tement under 37 CFR 3.73(b) may
be completed by one of the practitioners appointed in this form if the apfiointed practitioner is authorized toact on behalf of the assignee. and must identify the application in which t is Power of Attorney is to be filed.

SIGNATURE of Assignee of Record
- whose signature y’ e is s plied below is authorized to act on behalf of the assign

This collection of lniormation is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U483. 12 and 37 CFR 1311 and 1.14. This collection is estimated to
take 3 minutes to complete. including gathering. preparing. and submitting the completed application form to the USPTO Time will vary depending upon
the individual case, Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to
lhechiet information Officer, US. Patent and Trademark Otiice, U S» Department of Commerce, PO. Box 1450. Alexandria, VA 22313-1450. DO NOT
SEND FEES DR COMPLETED FORMS To THIS ADDRESS, SEND TO: commissioner for Parents. PO. Box 1450, Alexandria. VA 22313-1450

Ifyou need assistance In completing the farm. call 1-B00~PTO-9199 and select option 2.
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PTO/SB/00 (04-07)
Approved tor use through 09/30/2007, OMB 0651-0031

U 5 Patent and Trademark Office; U S. DEPARTMENT OF COMMERCE
Under the Pa = ‘ : ulred to res cnd to a collection at information unless it dis la 5 a vaiid OMB control number.

STATEMENT UNDER 37 CFR 3.7303)

AppiicantIPateni Owner: VIRNETX, INC. M

Application No./Patent No.: 11/840 560 Filed/issue Date: AUGUST 17, 2007

Emmed; AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING
SECURE DOMAIN NAMES

_M_ VIRNETX, _rr_~rc , a CORPORATION
(Name or Assignee) (Type of Assiqnoe. o o . corporation. partnership. university, government agency, etc)

states that it is:

1. E2] the assignee of the entire right, title. and interest; or

2. D an assignee of less than the entire right, title and interest
(The extent (by percentage) of its ownership interest is %)

in the patent appiication/patent identified above by virtue of either:

A. D An assignment from the inventoris) of the patent appiicationlpatent identified above, The assignment was recorded in the United
States Patent and Trademark Oftice at Reel , Frame . or for which a copy thereof is aitatched.

OR

B. [Z] A chain of titie from the inventoris), of the patent application/patent identified above, to the current essignee as foiiows:

1- FY0011, TOI
The document was recorded in the United States Patent and Trademark Office at

Reei Qi27;2 , Frame 0321 , or forwhich a copy thereof is attached,

2. From: sgigugg Applipmigns imgmmignai cgmgmgign To; yimgrx mg
The document was recorded in the United States Patent and Trademark Office at

Real 913122 , Frame 9525 , or for which a copy thereof is attached.

3. From; ______________________mA________________ To:
The document was recorded in the United States Patent and Trademark Office at

Real __________________ ,Frame _____________ .orforwhichacopythereoi is attached.

D Additional documents in the chain of title are listed on a supplemental sheet.

[I As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was, or
concurrently is being. submitted for recordaiion pursuant to 37 CFR 3.11.

[NOTE: A separate copy (Le. a true copy of the original assignment document(s)) must be submitted to Assignment Division In
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. §§§ MFEP 302,08]

orized in ct on behaii of the assignea.

6 /9 a
Date

13/ Kara"
Telephone number

This coiieciion of information is required by 37 CFR 3.7302)‘ The information is required to obtain or retain a benefit by the pubiio which is to file (and b the USPTO to process)
an application. Confidentiality is governed by 35 use. 122 and 37 CFR 1.11 and t 14. This collection is estimated to take 12 minutes to compete, including gathering.

reparino. and submitting the compieted application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount oi time you require0 comp ate this form and/or suggestions for reducing this burden. shouid be sent to the Ohio in orrnahon Officer. US. Patent and Trademark Office. US, Department of
Commerce, PD. Box 1450. Alexandria, VA 22318-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND TO: Commissioner for Patents.
P.O. BOX 1450. Alexandria. VA 22313-1450.

Ifyou need assistance in completing the fvmt, ca/i i«800~PTO-9199 and select option 2.
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Electronic Acknowledgement Receipt

2348564

Confirmation Number:

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS

Tme °' '""e"t'°": USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23530

Atabak R Royaee

Attorney Docket Number: 077580-0063 (VRNK-1CP3CN2

Receipt Date: 22-OCT-2007

Filing Date: 17-AUG-2007

Time Stamp: 10:51 :50

Filer Authorized By:

Application Type: Utility under 35 USC 11‘l(a)

Payment information:

File Listing:

Document
Number

File Size(Bytes)
Document Description /Message Digest Part /Zip (if app”

Miscellaneous Incoming Letter Transmitta|_63.pdf a13UlB771d9l05a27e6d9d2AaecA3c64
078c65d4

Warnings:
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Information:

356731

Power of Attorney POA,63.pdf 0a89bdl2a8b24ab1c15dl09875b96b79
6108dc15

Information:

Total Files Size (in bytes) 403547

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Postcard, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/R0/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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/Y‘ .1 .é‘.;:2.. .———_—C

00110/04/2007 12:31 FAX

McDerm0tt . 0 H‘ cEN§R§EFEA',‘[gE§'?,TER
W111 &Emery OCT 0 h 2007
Boston Brussels Chicago Dusseldorf London Los Angles Nliami Munich
New York Orange county Rome San Diego silicon Valley Washington, D.C.
Strategic alliance with MWE China Law Omces (Shanghai)

FACSIMILE

Date: October 4; 2007 Time Sent:
, .

To: Company: Facsimile No: Telephone No:

Commissioner for Patents U.S. Patent and Trademark Office 1.571.273.8300

 

From: _ Toby I-I. Kusmer. P.C. Direct Phone: 61 7.S35.4065

E-Mail: tkusmer@mwe.com Direct Fax: 617.535.3800

Sent By: Cynthia Joseph Direct Phone; 617535.41 1 1

Client/Matter/Tkpr.' 77580-O63/5496 Original to Follow by Mail:

Number ofPages, Including Cover:

Re: In re Application of: Victor Larson, ct a].

Serial No.: 11/840,560

Filing Date: August 17, 2007

Title: An Agile Network Protocol For Secure Communications Using Secure Domain Names
Docket No.: 77580-063 (VRNK-lCP3CN2)

 
Message:

Please enter the attached Status Inquiry.

The information contained in this facsimile message is legally privileged and confidential infonnatlon intended only for the use of the
individual or entity named above. If the reader of this message is not the intended recipient, you are hreby notified that any dissemination.
distribution. or copy of this facsimile is strictly prohibited. If you have received this facsimile in error, please notify us immediately by
telephone and return the original message to us at the below address by mail. Thank you.
IF YOU no NOT RECEIVE ALL or THE PAGES, PLEASE CALL AS soon AS POSSIBLE.

Main Facsimile: 617.535.3800 Facsimile Operator: 617.535.4000

U.S. practice conducted through Mcoermott mu 8. Emery LLP.
28 State Street Boston. Massachusetts 02109-1775 Telephone: 617.535.4000
BST99 1 53854-1 .0‘7758U.006J

PAGE 112' RCVD AT 10l4l2D0? 12:36:31 PM [Eastern Daylight Time] * SVRIUSPTO-EFXRF-3119 ‘ DN|S:273830D * CSID; ’ DURATION (mm-ss):0ll-52
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RECENED

10/04/2007 12:31 max . CENTRALFAX cEN'i'EFl_

OCT 01 2007

PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson, et al.
Serial No: 1 1/840,560
Filing Date: August 17, 2007

Title: An Agile Network Protocol For Secure Communications
Using Secure Domain Names

Group Art Unit: 2157 1
Confirmation No.: 1537

Docket No: 77580-063 (VRNK-1CP3CN2_)

Commissioner for Patents
P. O. Box 1450

Alexandria, VA 22313-1450

Sir:

STATUS INQUIRY.

Applicants make a request as to the status of the above-identified application and for

information as/to when they might expect to receive an Office Action.

Respectfully submitted,

Registra ' _ umber 26,418

McDe1'm0t‘l: Will & Emery LLP
28 State Street

Boston, Massachusetts 02109-1775

Telephone: (617) 535-4065

Facsimile: (617) 535~380O

e-mail: tkusmer@mwe.com

CERTIFICATE OF TRANSMISSION
I hereby certify that Ibis comcspondenoc is being facsimile transmitted, via Facsimile No. 571.273.8300, to the U.S. Patent and
Trademark Office and is addressed to: Commissioner For Patents. P. O. Box 1450. Alexander, VA 22313-1450 on the date indicatedbelow.

9 _ .

BST99 |55374l-l.0775B0.0063

PAGE 212‘ RCVD AT 101412007 12:36:31 PM [Eastern Daylight Time] ” SVR:USPTO-EFXRF-3119 ‘ DNlS:2730300* CSIDI * DURATION (mm-Ss):00-52



1000

I T E UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE

Q‘ United States Patent and Trademark Office2”’ /\LILI.lt':S.C()1\{I\{I:ISS:IC’.\T:R. FOR I’A'|'l‘IN'|'SF0 Bu): I450
Alexandria. ‘I/irgirja 2231:»-1450\\'ww.u:pIo gov

APPLICATION NUMBER F'L'N§A‘°T’E37‘(°) GRP ART UNIT FIL FEE REC‘D ATTY.DOCl<ET.NO TOT CLAIMS IND CLAIMS

077580-0063

11/840,560 08/17/2007 2157 1000 (VRNK_1CP3CN2 3 3

CONFIRMATION NO. 1537

23630 FILING RECEIPT
MCDERMOTT WILL & EMERY LLP
28 STATE STREET

BOSTON, MA02109-1775

Date Mailed: 08/30/2007

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any
correspondence concerning the application must include the following identification information: the U.S.
APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF INVENTION. Fees

transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please write to the Office of Initial Patent
Examination's Filing Receipt Corrections. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections

Applicant(s)
Victor Larson, Fairfax, VA;

Robert Dunham Short Ill, Leesburg, VA;
Edmund Colby Munger, Crownsville, MD;
Michael Williamson, South Riding, VA;

Assignment For Published Patent Application

VirnetX, Inc., Scotts Valley, CA

Power of Attorney: None

Domestic Priority data as claimed by applicant

This application is a CON of 10/714,849 11/18/2003
which is a CON of 09/558,210 04/26/2000 ABN
which is a CIP of 09/504,783 02/15/2000 PAT 6,502,135
which is a CIP of 09/429,643 10/29/1999 PAT 7,010,604
which claims benefit of 60/106,261 10/30/1998
and claims benefit of 60/137,704 06/07/1999

Foreign Applications

If Required, Foreign Filing License Granted: 08/29/2007

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is

US11/840,560

Projected Publication Date: To Be Determined — pending completion of Missing Parts
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Non-Publication Request: No

Early Publication Request: No

Title

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT—member country. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent" and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordance with its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/Index.htmI.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of
Commerce initiative, this website includes self—help "toolkits" giving innovators guidance on how to protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
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revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign Assetscontrol, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COIWMER CE
United States Patent and Trademark Office
Addnm:CON.EM1SSION'ER FOR PATENTSH0. Box M50

A.IcxnndxiI,VII');inin 223134450. www.u:pto.gov

APPLICATION NUMBER FILING OR 371 (0) DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER

. 077580-0063 (VRNK-
11/840,560 08/17/2007 Vlctor Larson 1CP3CN2

CONFIRMATION NO. 1537

23630 FORMALITIES
MCDERMOTT WILL & EMERY LLP LE1-rER
28 STATE STREET

BOSTON, MA 02109-1775

Date Mailed: 08/30/2007

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR1.53(b)

Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

o The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required. '

The applicant needs to "satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

c To avoid abandonment. a surcharge (for late submission of filing fee, search fee, examination fee, or oath or
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing items
identified in this notice.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $130 for a non—sma|l entiw

0 $130 Surcharge.

Replies should be mailed to: Mail Stop Missing Parts
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Commissioner for Patents

P.O. Box 1450

Alexandria VA 223_13-1450

Registered users-of EFS—Web may alternatively submit their reply to this notice via EFS—Web.
https://sportal.usgto.gov/authenticate/AuthenticateUserLoca|EPF.html -

For more information about EFS—Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at httg:/Iwww.uspto.gov/ebc.‘

Ifyou are not using EFS- Web to submityour reply, you must include a copy ofthis notice. H‘

Patent Examination (571) 272-4000, or 1-800-PTO-9199

PART .3 - OFFICE COPY
S
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Express Mail Label No.

UTILITY PATENT APPLICATION TRANSMITTAL .,77530-.,0?§fCf{,§'£;,cp3CN2)
(Large Entity) _ _ , .
_ . . , Total Pages In this Submission

(Only for new nonprovisional applications under 37 CFR 1. 53(b))

COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, VA 22313-1450

Transmitted herewith for filing under 35 U.S.C. 111(a) and 37 C.F.R. 1.53(b) is a new utility patent application for an
invention entitled:

AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

d invented by:

Victor Larson, Robert Dunham Short III, Edmund Colby Munger and Michael Williamson

If a CONTINUATION APPLICATION, check appropriate box and supply the requisite information:

XI Continuation II Divisional II Continuation-in-part(ClP) ofpriorapplication No.: 10/714,849

Which is a:

Z] Continuation I] Divisional I] Continuation-in-part(ClP) otpriorapplication No": 09/558,210

Which is a:

II Continuation II Divisional Z] Continuation-in—part(CIP) of prior application No.: 09[5Q4,783

Enclosed are:

Application Elements

1. II Filing fee as calculated and transmitted as described below

XI Specification having 83 pages and including the following:

Descriptive Title of the Invention

Cross References to Related Applications (if applicable)I.ll&L>SJ
Statement Regarding Federally-sponsored Research/Development (if applicable)

Reference to Sequence Listing, a Table, or a Computer Program Listing Appendix

Background of the Invention

Brief Summary of the Invention

Brief Description of the Drawings (if filed)

Detailed Description

Claim(s) as Classified Below
lE[5§]|2<JL>.<Jl?_<lL>.<JL.l

Abstract of the Disclosure

Page 1 of4 POIULRG/REV11
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UTILITY PATENT APPLICATION TRANSMITTAL .,7758o_00?§f5f§NN£;,cp3CN2) 1
(Large Entity)

(Only for new nonprovisional applications under 37 CFR 1.53(b)) (Total Pag<¥MWth§S 
Application Elements (Continued)

K Drawing(s) (when necessary as prescribed by 35 USC 113)

X! Formal Number of Sheets

:1 informal Number of Sheets

Oath or Declaration

:1 Newly executed (original or copy) 1:1 Unexecuted

:1 Copy from a prior application (37 CFR ’l.63(d)) (for continuation/divisional application only)

:1 With Power of Attorney 1:1 Without Power of Attorney

3 DELET/ON OF lNVENTOR(S)

Signed statement attached deleting inventor(s) named in the prior application,
see 37 CMF'IR¢ 1.63(d)(2) and 1.33(b).

Incorporation By Reference {usable if Box 4b is checked)
The entire disclosure of the prior application, from which a copy of the oath or declaration is supplied under
Box 4b, is considered as being part of the disclosure of the accompanying application and is hereby

incorporated by reference therein

.a.o.U.n>l3e:rs»
CD ROM or CD-R in duplicate, large table or Computer Program (Appendix)

Application Data Sheet (See 37 CFR 1.76)

Nucleotide and/or Amino Acid Sequence Submission (if applicable, all must be included)

i :1 Computer Readable Form (CRF)

. :1 Specification Sequence Listing on:

i. :1 CD—ROM or CD—R (2 copies); or

ii. :1 Paper

Statement(s) Verifying Identical Paper and Computer Readable Copy

Accompanying Application Parts

Assignment Papers (cover sheet & document(s))

37 CFR 3.”/'3(B) Statement (when there is an assignee)

English Translation Document (if applicable)

Information Disclosure Statement/PTO-1449 [:1 Copies of lDS Citations

l_lLJ

Preliminary Amendment

Return Receipt Postcard (MPEP 503) (Should be specifically itemized)

Certified Copy of Priority Document(s) (if foreign priority is claimed)

Certificate of Mailing

C] First Class 1:1 Express Mail (Specify Label No):

Ul_1Dl_ll:1L_l

Page 2 of4 PCHULRG/REV11
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UTlLlTY PATENT APPLICATION TRANSMITTAL 077580-003?f5‘f§I.§i,§;1¢p3cN2,
(Large Entity)

(Only for new nonprovisional applications under 37 CFR 1. 53(b))
Total Pages in this Submission

Accompanying Application Parts (Continued)

1?. E] Additional Enclosures (please identify below):

Request That Application Not Be Published Pursuant To 35 U.S.C. 122(b)(2)

18. [1 Pursuant to 35 U.S.C. t22(b)(2), Applicant hereby requests that this patent application not be
published pursuant to 35 U.S.C. 122(b)(1). Applicant hereby certifies that the invention disclosed in

this application has not and will not be the subject of an application filed in another country, or under

a multilateral international agreement, that requires publication of applications 18 months after filing
of the application.

Warning

An applicant who makes a request not to publish, but who subsequently files in a foreign

country or under a multilateral international agreement specified in 35 U.S.C. 122(b)(2)(B)(i),

must notify the Director of such filing not later than 45 days after the date of the filing of
such foreign or international application. A failure of the applicant to provide such notice

within the prescribed period shall result in the application being regarded as abandoned,

unless it is shown to the satisfaction of the Director that the delay in submitting the notice
was unintentional.

Other:

Additional priority information is provided in the Application Data Sheet.

Page 3 of4 P01ULRGIREVl1
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UTILITY PATENT APPLICATION TRANSMITTAL 0775g0_00?§f$:§£;,Cpscm,
Lar e Enti( _ g , y Total Pages in this Submission

(Only for new nonprov/sional applications under 37 CFR 1. 53(b))

Fee Calculation and Transmittal

CLAIMS AS FILED

For #Filed #Allowed #Extra Rate

Total Claims I 3 $50.00
Indep. Claims 1 \ $200.00
Multiple Dependent Claims (check if applicable) C]

Total # of Pages in Specification i 83 Total # of Drawing Sheets I 40
Total # of Sheets l 123 l Application Size Fee $250.00

Basic Fee $300.00

Search Fee $500.00

______ W W Examination Fee $200.00

OTHER FEE (specify purpose) $0100

TOTAL FILING FEE $1,250.00

:1 A check in the amount of to cover the filing fee is enclosed.

Xi The Director is hereby authorized to charge and credit Deposit Account No“ 50-1133
as described below.

Charge the amount of $1,450.00 as filing fee.

Credit any overpayment.

Charge any additional filing fees required under 37 C.F.R. 1.16 and 1.17.

Charge the issue fee set in 37 CFR. 118 at the mailing of the Notice of Allowance,

pursuant to 37 CMFIRI 1.311(b).

U Payment by credit card. Form PTO—2038 is attached.
WARNING: information on this form may become public. Credit card information should not be

included on this form. Provide credit card information and  tion on PTO-2038.
Dated: August 17, 2007

Signature

Toby . Kusmer, P.C.

Reg. No. 26,418

McDermott Will & Emery LLP

Customer Number: 23,630 28 5”“ Street
Boston, MA 02109

Telephone: 617-535-4065
Facsimile: 617-535-3800

e-mail: tkusmer@mwe.com
PEHULRG/REV11
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Express Mail Label No.

UTILITY PATENT APPLICATION TRANSMITTAL .,77530-.,0?§fCf{,§'£;,cp3CN2)
(Large Entity) _ _ , .
_ . . , Total Pages In this Submission

(Only for new nonprovisional applications under 37 CFR 1. 53(b))

COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, VA 22313-1450

Transmitted herewith for filing under 35 U.S.C. 111(a) and 37 C.F.R. 1.53(b) is a new utility patent application for an
invention entitled:

AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

d invented by:

Victor Larson, Robert Dunham Short III, Edmund Colby Munger and Michael Williamson

If a CONTINUATION APPLICATION, check appropriate box and supply the requisite information:

XI Continuation II Divisional II Continuation-in-part(ClP) ofpriorapplication No.: 10/714,849

Which is a:

Z] Continuation I] Divisional I] Continuation-in-part(ClP) otpriorapplication No": 09/558,210

Which is a:

II Continuation II Divisional Z] Continuation-in—part(CIP) of prior application No.: 09[5Q4,783

Enclosed are:

Application Elements

1. II Filing fee as calculated and transmitted as described below

XI Specification having 83 pages and including the following:

Descriptive Title of the Invention

Cross References to Related Applications (if applicable)I.ll&L>SJ
Statement Regarding Federally-sponsored Research/Development (if applicable)

Reference to Sequence Listing, a Table, or a Computer Program Listing Appendix

Background of the Invention

Brief Summary of the Invention

Brief Description of the Drawings (if filed)

Detailed Description

Claim(s) as Classified Below
lE[5§]|2<JL>.<Jl?_<lL>.<JL.l

Abstract of the Disclosure

Page 1 of4 POIULRG/REV11
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UTILITY PATENT APPLICATION TRANSMITTAL .,7758o_00?§f5f§NN£;,cp3CN2) 1
(Large Entity)

(Only for new nonprovisional applications under 37 CFR 1.53(b)) (Total Pag<¥MWth§S 
Application Elements (Continued)

K Drawing(s) (when necessary as prescribed by 35 USC 113)

X! Formal Number of Sheets

:1 informal Number of Sheets

Oath or Declaration

:1 Newly executed (original or copy) 1:1 Unexecuted

:1 Copy from a prior application (37 CFR ’l.63(d)) (for continuation/divisional application only)

:1 With Power of Attorney 1:1 Without Power of Attorney

3 DELET/ON OF lNVENTOR(S)

Signed statement attached deleting inventor(s) named in the prior application,
see 37 CMF'IR¢ 1.63(d)(2) and 1.33(b).

Incorporation By Reference {usable if Box 4b is checked)
The entire disclosure of the prior application, from which a copy of the oath or declaration is supplied under
Box 4b, is considered as being part of the disclosure of the accompanying application and is hereby

incorporated by reference therein

.a.o.U.n>l3e:rs»
CD ROM or CD-R in duplicate, large table or Computer Program (Appendix)

Application Data Sheet (See 37 CFR 1.76)

Nucleotide and/or Amino Acid Sequence Submission (if applicable, all must be included)

i :1 Computer Readable Form (CRF)

. :1 Specification Sequence Listing on:

i. :1 CD—ROM or CD—R (2 copies); or

ii. :1 Paper

Statement(s) Verifying Identical Paper and Computer Readable Copy

Accompanying Application Parts

Assignment Papers (cover sheet & document(s))

37 CFR 3.”/'3(B) Statement (when there is an assignee)

English Translation Document (if applicable)

Information Disclosure Statement/PTO-1449 [:1 Copies of lDS Citations

l_lLJ

Preliminary Amendment

Return Receipt Postcard (MPEP 503) (Should be specifically itemized)

Certified Copy of Priority Document(s) (if foreign priority is claimed)

Certificate of Mailing

C] First Class 1:1 Express Mail (Specify Label No):

Ul_1Dl_ll:1L_l

Page 2 of4 PCHULRG/REV11
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UTlLlTY PATENT APPLICATION TRANSMITTAL 077580-003?f5‘f§I.§i,§;1¢p3cN2,
(Large Entity)

(Only for new nonprovisional applications under 37 CFR 1. 53(b))
Total Pages in this Submission

Accompanying Application Parts (Continued)

1?. E] Additional Enclosures (please identify below):

Request That Application Not Be Published Pursuant To 35 U.S.C. 122(b)(2)

18. [1 Pursuant to 35 U.S.C. t22(b)(2), Applicant hereby requests that this patent application not be
published pursuant to 35 U.S.C. 122(b)(1). Applicant hereby certifies that the invention disclosed in

this application has not and will not be the subject of an application filed in another country, or under

a multilateral international agreement, that requires publication of applications 18 months after filing
of the application.

Warning

An applicant who makes a request not to publish, but who subsequently files in a foreign

country or under a multilateral international agreement specified in 35 U.S.C. 122(b)(2)(B)(i),

must notify the Director of such filing not later than 45 days after the date of the filing of
such foreign or international application. A failure of the applicant to provide such notice

within the prescribed period shall result in the application being regarded as abandoned,

unless it is shown to the satisfaction of the Director that the delay in submitting the notice
was unintentional.

Other:

Additional priority information is provided in the Application Data Sheet.

Page 3 of4 P01ULRGIREVl1



1012

UTILITY PATENT APPLICATION TRANSMITTAL 0775g0_00?§f$:§£;,Cpscm,
Lar e Enti( _ g , y Total Pages in this Submission

(Only for new nonprov/sional applications under 37 CFR 1. 53(b))

Fee Calculation and Transmittal

CLAIMS AS FILED

For #Filed #Allowed #Extra Rate

Total Claims I 3 $50.00
Indep. Claims 1 \ $200.00
Multiple Dependent Claims (check if applicable) C]

Total # of Pages in Specification i 83 Total # of Drawing Sheets I 40
Total # of Sheets l 123 l Application Size Fee $250.00

Basic Fee $300.00

Search Fee $500.00

______ W W Examination Fee $200.00

OTHER FEE (specify purpose) $0100

TOTAL FILING FEE $1,250.00

:1 A check in the amount of to cover the filing fee is enclosed.

Xi The Director is hereby authorized to charge and credit Deposit Account No“ 50-1133
as described below.

Charge the amount of $1,450.00 as filing fee.

Credit any overpayment.

Charge any additional filing fees required under 37 C.F.R. 1.16 and 1.17.

Charge the issue fee set in 37 CFR. 118 at the mailing of the Notice of Allowance,

pursuant to 37 CMFIRI 1.311(b).

U Payment by credit card. Form PTO—2038 is attached.
WARNING: information on this form may become public. Credit card information should not be

included on this form. Provide credit card information and  tion on PTO-2038.
Dated: August 17, 2007

Signature

Toby . Kusmer, P.C.

Reg. No. 26,418

McDermott Will & Emery LLP

Customer Number: 23,630 28 5”“ Street
Boston, MA 02109

Telephone: 617-535-4065
Facsimile: 617-535-3800

e-mail: tkusmer@mwe.com
PEHULRG/REV11



1013

Application Data Sheet

lApVp|icVati¢n Information V V V VV
'A9Vp!Vi9§ti9n N9m§>9r:; VVV V V .n9tVVa§§i9n§siV.. VV

EVi!in9V.Pat§::..V.V V V VV I VV VVA99u§t%997

.éV\.VVi?Vi2.!iV9VVaVti.VV<?.VVr!VVTiV/9%?-VV:  V V. V. .VVV.C.29.n!.ir1L.4faVti9nV

§uVt2jVectMatteVr:: 4| V I V V mility

I. §99V99V§tV§q §.!a§§ifi9atiV9nVVVV VV V

l $V9_999V§t¢dVGVr9up. Art Unit
lCD-BQM 9t..CD:RV. V

Vt2¢r.9fV99p!9§VV9f_9VP§ V

‘b VV
VC VmV99t¢rV.R¢adab!eVEgrm (CVRF)

9fCRVF 1* V. VV 4
Title: An Agile Network Protocol For

Secure Communications Using

VVVV V. V V 44

’Att9rn§x .P99..ls9tV V. > V V 9V.7?'5.8Q-996$ (VRNK-1QPV~3<V%N%.)
!3§:g1a§§tVf9r!§Var!y...VP99!i9aVti9n:; N9  

B§gue$tVf9rVVVVNV9r1:P9l2.li9§ti9nV:; 1 V

V. §999§:V§t¢dVDrawin9 Fiswer:
2VVVI9t§!..l2.rawin9 SVh§9t§V:: V V V VV V
"V§m_a!l.VEntity.:: VV VV V. V

.......V. VtyVP€2n9minati9n Name VV V

E? 19!? V!Vn9!9d¢<i::

V99ntraV9t 9r €.3rantVVVNu.rVnt>V9r§V:; V. V V

LV§e9r§9yVQr§¢rVinVPar§n!Apple; I

Applicant.Vmffirrmation  V V  
V A9pIi<;antVVVAVuVth9rity Ty.VrVV>€=;:. V lnv§nt9r 1..

Vfirimary Qiti;§n%hipVQ9untry::V V V V
V§!atu$;V:VV  _!!VQapa9ity

§3iveVVrVvV Naméi:

'
5 .NameVVV$yffixV::
V Qity éf R¢.s.idén9§;:

Initial 8/17/2007
BST99 1549891-1 .O77580..OO63



1014

,§i._a..tg gr PTr9vinTgg gf R.g§ig¢n9g:T; T
’ 9giiniry.T9f R§§iggnT9g:; V -V »\
V $ir¢ei_T9f rgaiiing gggressrr
i Qiiy gi mTgiiing ggcirgggrr

TT T. gihmgiiing gggfgggz;
Qggniry 9tT_mgTiiinTg ag_grg§§;:

,TPg§tg! gr Zip Qggg gf mailing gg<§fgg$:: ‘

. Ag.giiT9griTi._Agih9riiy Tyggté TT
T.Eiim.gw Qiiizgnghip i?9iiriiryT::T _

§i.<'Tiiti_i§;:_ T

;§3ivegTNgm<;;:  

K T T
‘T€?ii.y gf Rggiggnggs: T .

I Stgig or Pr9vinT¢¢ gf Rg$ig¢n9¢::
Qggnt?y__gf RTg$id¢nT9g::

’T §iig9iTTT9f rimiiirig agqres§_:;
Qiiy T91‘ mgi_iingTgggr TT T. T

§.tT-éiiggr P.TTrT9vin.gg 9i maiiing agigTr¢$$::

9gi!ni.ry 9.i.mgTiiing gsigirggsz:
Pgstal or Zip Code of mailing a'cicii¢s$;:

raw»

A.e.9ii9gniTA_gihgrity Typgzz >

..ErimgTryT 9iii§gn§hiTg Ggiiritryé;

T§tgiu$=TT=TTT _ I

Tiigmgsz

Mi<TidT.i_g Ngnigsé

TTFT.<f:iriiiiTiT/

, i§ianie..$Tiifii%x;=
City éf 'R;esig%ah¢e::

T$Tigig gr ’PTEg.vin9g éi Aiiiesigénigwgtt
5 Qggniry .gfTRg§id¢n9gt:
TT$iiggt..éfT m.giiingT .s::iT§iTcTirs'::§§::

* Git)’ 9fTiii§i!iU9 ?§!9!i'eSS'3

T§i.«faTi¢_= gr .F’.TIfgvin.g9 gi mgiiing ?igig§.re§§:;
E?9iirii.ry 9iTmg..iiing ggTgrg§.s;;T

. Pgsiai or Zip Code of mailing a¢i<ire$$::

BST99 l549891—1 .07758O fl 0063

T 12025 Tl:i$a Marie C<?iii’t

T ..F§irf‘??(.

23933 T

. invgriigrz

EgiTi Qapggity

TT Eigiggri

1 imirihgm

.§_iigri

iii >

T.LTgg§gurg T

TT i./TTTATTTT

§Ti.3T.7iTC_> 999%? Qrggk Lang

H .iT:§‘~?§i?WS3 V

TTTVATT V V

20175

7 ‘irixignigrii
T

T I Egii Ca9g<__=iiyTT T

T§T3.9ii9y T

Mgnggr >

V §;c9wn§viii9T

‘TM? TT 7

1191 QTpg9g Gggri

ST2Ti:9wn§vi!i<?

.. 7
@1932

Page 2 of4
Initial 8/17/2007



1015

A9p!i9ant__A9th9rity Type: >

.E?ri..ma.r_y Qiti;§n$hi99 Céwntry _ .9

§tat9§...9 9

Name

Middle N§.“3?

F§m!!y99.Na_m§ 9

9

Qt)./. 9f R§sid.s=n9<:3 ......._ . 9 V  

= §tat§ 9r Pr?)/i.n.9¢ 9f R§§5@§U9§.

,999ntry..9f..R.§§i<1§n9§ 9

$tr¢¢t9_9f. Mailing Address

Qity 9fM.§!!in99Addr§§§..9.9 ..

$t§t9.9r .PF9YiF!.9<? 9f Mailing, A<.i§ir§§§

’ ¢orres»b°ndeh9e |nf0rmati90’h’
9 Q97r§§.P9.”£j.?U9‘? .QU$t,9.”..‘§T NE'Wb‘s‘.’T?§ 9

‘ Bepfesehtative Information
1 R§9F¢$§‘.“i§!t3V§ C.?&!§t9D1<.?F

_lL)VOnj‘és»t__ic Priqriuty’ Information L
Applicationz: Continuity

Type:

2 This appiicatiohh
%
O9/558,210

is a continuation of

isé confinuaiidh of V

lbs’ a Cohtinuéfiéih-in—part
‘ of

1 INS‘ a coniinuation-in—parLt
of

. éiaimé fhé b“er1Aef’i‘tV under

35 U.S.C. 119(8) to

: 69/5d4,?83

'69/4”2”§,é4é

(3V|4a.i‘f'r1si.he ’b”e‘nef”i"t uAhVdeVr

.35 U:3.:Q.- 1.1..9(§) ’FP

, Oé/4211643

:Foreign Pfiorinty |nMformVationV

BST99 1549891-1 9077580.OO63

 u_.s_

1 Mi9ha9!

i§i9iin'99
.1\/..A9...

2620.3_.O9a|a Circle

Vifi$!_9nt9rw4  V

..99th Ri.QiU9

i5arént filing
Date::

’N°v.¢w9b¢.r99.1[3.;?503
% .69.!" 26y 29.90.. .9

February 15, 2000

Application::

.1 V
99/.§§3:?...?9

X O9/504,783

(5c’Edber 29, 199969/429,643

66/166,261 ’ 1c3cto"beré6Q19éé

999/19%,%o4 A June 1999

Initial 8/17/2007



1016

l\ppViic‘at‘i'on nuémberz: i5Wi.Vi‘iAnVg i5été:i M M i5riority éiaimedz:1
I

.1.

I
I
I

V W  

.VA$V$i9“9_¢ Information . % .. .%.. V7
A 7'

i%%§§r§<2t..9fm§iIin9 §§_i..<!_r9§§:: V ’ .155 ._ 091$ Valley Prfw $9it911Q .
%.%.City.9f !’T1:T=.!i'..i.“£2J. addr '2 . iI.$99tt§,.9.|Fl9yw.
'M§tat¢orP.r9vin.¢99fm§!iiin9 ‘ 192$

_.
%P9§ta! 9r,Z@p.999!§,w 91‘ maiiine .'~;19!<§r§§§:;  .. 95956 7

Initial 8/17/2007
BST99 1549391-1 077580 oosa



1017

Attorney Docket No. 077580-0063 (VRNK-lCP3CN2)

AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING

SECURE DOMAIN NAMES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority from and is a continuation of a co—pending

U.S. application serial number 10/714,849, filed November 18, 2003, which is a continuation of

U.S. application serial number 09/558,210, filed April 26, 2000, now abandoned, which is a

continuation—in—part of previously—fi1ed U.S. application serial number 09/504,783, filed on

February 15, 2000, now U.S. Patent No. 6,502,135, issued December 31, 2002, which claims

priority from and is a continuation—in—part patent application of previously—filed U.S. application

serial number 09/429,643, filed on October 29, 1999, now U.S. Patent No. 7,010,604, issued

March 07, 2006. The subject matter of U.S. application serial number 09/429,643, which is

bodily incorporated herein, derives from provisional U .S. application numbers 60/106,261 (filed

October 30, 1998) and 60/137,704 (filed June 7, 1999). The present application is also related to

U .S. application serial number 09/558,209, filed April 26, 2000, now abandoned, and which is

incorporated by reference herein.

BACKGROUND OF THE INVENTION

[0002] A tremendous variety of methods have been proposed and implemented to

provide security and anonymity for communications over the Internet. The variety stems, in part,

from the different needs of different Internet users. A basic heuristic framework to aid in

discussing these different security techniques is illustrated in FIG. 1. Two terminals, an

originating terminal 100 and a destination terminal 110 are in communication over the Internet.

It is desired for the communications to be secure, that is, immune to eavesdropping. For

example, terminal 100 may transmit secret information to terminal 110 over the Internet 107.

Also, it may be desired to prevent an eavesdropper from discovering that terminal 100 is in

communication with terminal 110. For example, if terminal 100 is a user and terminal 110 hosts

a web site, terminal 100’s user may not want anyone in the intervening networks to know what

web sites he is “visiting.” Anonymity would thus be an issue, for example, for companies that

want to keep their market research interests private and thus would prefer to prevent outsiders

from knowing which web- sites or other Internet resources they are “visiting.” These two

security issues may be called data security and anonymity, respectively.

BST99 15475224 077580 0063
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[0003] Data security is usually tackled using some form of data encryption. An

encryption key 48 is known at both the originating and terminating terminals 100 and 110. The

keys may be private and public at the originating and destination terminals 100 and 110,

respectively or they may be symmetrical keys (the same key is used by both parties to encrypt

and decrypt). Many encryption methods are known and usable in this context.

[0004] To hide traffic from a local administrator or ISP, a user can employ a local

proxy server in communicating over an encrypted channel with an outside proxy such that the

local administrator or ISP only sees the encrypted traffic. Proxy servers prevent destination

servers from determining the identities of the originating clients. This system employs an

intermediate server interposed between client and destination server. The destination server sees

only the Internet Protocol (IP) address of the proxy server and not the originating client. The

target server only sees the address of the outside proxy. This scheme relies on a trusted outside

proxy server. Also, proxy schemes are vulnerable to traffic analysis methods of determining

identities of transmitters and receivers. Another important limitation of proxy servers is that the

server knows the identities of both calling and called parties. In many instances, an originating

terminal, such as terminal A, would prefer to keep its identity concealed from the proxy, for

example, if the proxy server is provided by an Internet service provider (ISP).

[0005] To defeat traffic analysis, a scheme called Chaum’s mixes employs a proxy

server that transmits and receives fixed length messages, including dummy messages. Multiple

originating terminals are connected through a mix (a server) to multiple target servers. It is

difficult to tell which of the originating terminals are communicating to which of the connected

target servers, and the dummy messages confuse eavesdroppers’ efforts to detect communicating

pairs by analyzing traffic. A drawback is that there is a risk that the mix server could be

compromised. One way to deal with this risk is to spread the trust among multiple mixes. If one

mix is compromised, the identities of the originating and target terminals may remain concealed.

This strategy requires a number of alternative mixes so that the intermediate servers interposed

between the originating and target terminals are not determinable except by compromising more

than one mix. The strategy wraps the message with multiple layers of encrypted addresses. The

first mix in a sequence can decrypt only the outer layer of the message to reveal the next

destination mix in sequence. The second mix can decrypt the message to reveal the next mix and

-2-
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so on. The target server receives the message and, optionally, a multi~layer encrypted payload

containing return information to send data back in the same fashion. The only way to defeat such

a mix scheme is to collude among mixes. If the packets are all f1xed—length and intermixed with

dummy packets, there is no way to do any kind of traffic analysis.

[0006] Still another anonymity technique, called ‘crowds,’ protects the identity of the

originating terminal from the intermediate proxies by providing that originating terminals belong

to groups of proxies called crowds. The crowd proxies are interposed between originating and

target terminals. Each proxy through which the message is sent is randomly chosen by an

upstream proxy. Each intermediate proxy can send the message either to another randomly

chosen proxy in the “crowd” or to the destination. Thus, even crowd members cannot determine

if a preceding proxy is the originator of the message or if it was simply passed from another

proxy.

[0007] ZKS (Zero-Knowledge Systems) Anonymous IP Protocol allows users to

select up to any of five different pseudonyms, while desktop software encrypts outgoing traffic

and wraps it in User Datagram Protocol (UDP) packets. The first server in a 2+-hop system gets

the UDP packets, strips off one layer of encryption to add another, then sends the traffic to the

next server, which strips off yet another layer of encryption and adds a new one. The user is

permitted to control the number of hops. At the final server, traffic is decrypted with an

untraceable IP address. The technique is called onion—routing. This method can be defeated using

traffic analysis. For a simple example, bursts of packets from a user during low-duty periods can

reveal the identities of sender and receiver.

[0008] Firewalls attempt to protect LANS from unauthorized access and hostile

exploitation or damage to computers connected to the LAN. Firewalls provide a server through

which all access to the LAN must pass. Firewalls are centralized systems that require

administrative overhead to maintain. They can be compromised by virtual-machine applications

(“applets”). They instill a false sense of security that leads to security breaches for example by

users sending sensitive information to servers outside the firewall or encouraging use of modems

to sidestep the firewall security. Firewalls are not useful for distributed systems such as business

travelers, extranets, small teams, etc.

SUMMARY OF THE INVENTION

BST99 lS4752?.—l 077580 0063
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[0009] A secure mechanism for communicating over the internet, including a

protocol referred to as the Tunneled Agile Routing Protocol (TARP), uses a unique two—layer

encryption format and special TARP routers. TARP routers are similar in function to regular IP

routers. Each TARP router has one or more IP addresses and uses normal IP protocol to send IP

packet messages (“packets” or “datagrams”). The IP packets exchanged between TARP

terminals via TARP routers are actually encrypted packets whose true destination address is

concealed except to TARP routers and servers. The normal or “clear” or “outside” lP header

attached to TARP IP packets contains only the address of a next hop router or destination server.

That is, instead of indicating a final destination in the destination field of the IP header, the

TARP packet’s IP header always points to a next—hop in a series of TARP router hops, or to the

final destination. This means there is no overt indication from an intercepted TARP packet of the

true destination of the TARP packet since the destination could always be next-hop TARP router

as well as the final destination.

[0010] Each TARP packet’s true destination is concealed behind a layer of

encryption generated using a link key. The link key is the encryption key used for encrypted

communication between the hops intervening between an originating TARP terminal and a

destination TARP terminal. Each TARP router can remove the outer layer of encryption to reveal

the destination router for each TARP packet. To identify the link key needed to decrypt the outer

layer of encryption of a TARP packet, a receiving TARP or routing terminal may identify the

transmitting terminal by the sender/receiver IP numbers in the cleartext IP header.

[0011] Once the outer layer of encryption is removed, the TARP router determines

the final destination. Each TARP packet 140 undergoes a minimum number of hops to help foil

traffic analysis. The hops may be chosen at random or by a fixed value. As a result, each TARP

packet may make random trips among a number of geographically disparate routers before

reaching its destination. Each trip is highly likely to be different for each packet composing a

given message because each trip is independently randomly determined. This feature is called

agile routing. The fact that different packets take different routes provides distinct advantages by

making it difficult for an interloper to obtain all the packets forming an entire multi—packet

message. The associated advantages have to do with the inner layer of encryption discussed

BST99 l547522-1 077580 0063
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below. Agile routing is combined with another feature that furthers this purpose; a feature that

ensures that any message is broken into multiple packets.

[0012] The IP address of a TARP router can be changed, a feature called IP agility.

Each TARP router, independently or under direction from another TARP terminal or router, can

change its IP address. A separate, unchangeable identifier or address is also defined. This

address, called the TARP address, is known only to TARP routers and terminals and may be

correlated at any time by a TARP router or a TARP terminal using a Lookup Table (LUT). When

a TARP router or terminal changes its IP address, it updates the other TARP routers and

terminals which in turn update their respective LUTS.

[0013] The message payload is hidden behind an inner layer of encryption in the

TARP packet that can only be unlocked using a session key. The session key is not available to

any of the intervening TARP routers. The session key is used to decrypt the payloads of the

TARP packets permitting the data stream to be reconstructed.

[0014] Communication may be made private using link and session keys, which in

turn may be shared and used according to any desired method. For example, public/private keys

or symmetric keys may be used.

[0015] To transmit a data stream, a TARP originating terminal constructs a series of

TARP packets from a series of IP packets generated by a network (IP) layer process. (Note that

the terms “network layer,” “data link layer,” “application layer,” etc. used in this specification

correspond to the Open Systems Interconnection (OSI) network terminology.) The payloads of

these packets are assembled into a block and chain-block encrypted using the session key. This

assumes, of course, that all the IP packets are destined for the same TARP terminal. The block is

then interleaved and the interleaved encrypted block is broken into a series of payloads, one for

each TARP packet to be generated. Special TARP headers IPT are then added to each payload

using the IP headers from the data stream packets. The TARP headers can be identical to normal

IP headers or customized in some way. They should contain a formula or data for deinterleaving

the data at the destination TARP terminal, a time—to—live (TTL) parameter to indicate the number

of hops still to be executed, a data type identifier which indicates whether the payload contains,

for example, TCP or UDP data, the sender’s TARP address, the destination TARP address, and

BST99 15475224 077530 0063
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an indicator as to whether the packet contains real or decoy data or a formula for filtering out

decoy data if decoy data is spread in some way through the TARP payload data.

[0016] Note that although chain-block encryption is discussed here with reference to

the session key, any encryption method may be used. Preferably, as in chain block encryption, a

method should be used that makes unauthorized decryption difficult without an entire result of

the encryption process. Thus, by separating the encrypted block among multiple packets and

making it difficult for an interloper to obtain access to all of such packets, the contents of the

communications are provided an extra layer of security.

[0017] Decoy or dummy data can be added to a stream to help foil traffic analysis by

reducing the peak—to—average network load. It may he desirable to provide the TARP process

with an ability to respond to the time of day or other criteria to generate more decoy data during

low traffic periods so that communication bursts at one point in the Internet cannot be tied to

communication bursts at another point to reveal the communicating endpoints.

[0018] Dummy data also helps to break the data into a larger number of

inconspicuously—sized packets permitting the interleave window size to be increased while

maintaining a reasonable size for each packet. (The packet size can be a single standard size or

selected from a fixed range of sizes.) One primary reason for desiring for each message to be

broken into multiple packets is apparent if a chain block encryption scheme is used to form the

first encryption layer prior to interleaving. A single block encryption may be applied to a portion,

or entirety, of a message, and that portion or entirety then interleaved into a number of separate

packets. Considering the agile IP routing of the packets, and the attendant difficulty of

reconstructing an entire sequence of packets to form a single block-encrypted message element,

decoy packets can significantly increase the difficulty of reconstructing an entire data stream.

[0019] The above scheme may he implemented entirely by processes operating

between the data link layer and the network layer of each server or terminal participating in the

TARP system. Because the encryption system described above is insertable between the data link

and network layers, the processes involved in supporting the encrypted communication may be

completely transparent to processes at the IP (network) layer and above. The TARP processes

may also be completely transparent to the data link layer processes as well. Thus, no operations

at or above the Network layer, or at or below the data link layer, are affected by the insertion of

_ 5 -
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the TARP stack. This provides additional security to all processes at or above the network layer,

since the difficulty of unauthorized penetration of the network layer (by, for example, a hacker)

is increased substantially. Even newly developed servers running at the session layer leave all

processes below the session layer vulnerable to attack. Note that in this architecture, security is

distributed. That is, notebook computers used by executives on the road, for example, can

communicate over the Internet without any compromise in security.

[0020] IP address changes made by TARP terminals and routers can be done at

regular intervals, at random intervals, or upon detection of “attacks.” The variation of IP

addresses hinders traffic analysis that might reveal which computers are communicating, and

also provides a degree of immunity from attack. The level of immunity from attack is roughly

proportional to the rate at which the IP address of the host is changing.

[0021] As mentioned, IP addresses may be changed in response to attacks. An attack

may be revealed, for example, by a regular series of messages indicating that a router is being

probed in some way. Upon detection of an attack, the TARP layer process may respond to this

event by changing its IP address. In addition, it may create a subprocess that maintains the

original IP address and continues interacting with the attacker in some manner.

[0022] Decoy packets may be generated by each TARP terminal on some basis

determined by an algorithm. For example, the algorithm may be a random one which calls for the

generation of a packet on a random basis when the terminal is idle. Alternatively, the algorithm

may be responsive to time of day or detection of low traffic to generate more decoy packets

during low traffic times. Note that packets are preferably generated in groups, rather than one by

one, the groups being sized to simulate real messages. In addition, so that decoy packets may be

inserted in normal TARP message streams, the background loop may have a latch that makes it

more likely to insert decoy packets when a message stream is being received. Alternatively, if a

large number of decoy packets is received along with regular TARP packets, the algorithm may

increase the rate of dropping of decoy packets rather than forwarding them. The result of

dropping and generating decoy packets in this way is to make the apparent incoming message

size different from the apparent outgoing message size to help foil traffic analysis.

[0023] In various other embodiments of the invention, a scalable version of the

system may be constructed in which a plurality of IP addresses are preassigned to each pair of
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communicating nodes in the network. Each pair of nodes agrees upon an algorithm for

“hopping” between IP addresses (both sending and receiving), such that an eavesdropper sees

apparently continuously random IP address pairs (source and destination) for packets transmitted

between the pair. Overlapping or “reusable” IP addresses may be allocated to different users on

the same subnet, since each node merely verifies that a particular packet includes a valid

source/destination pair from the agreed~upon algorithm. Source/destination pairs are preferably

not reused between any two nodes during any given end-to—end session, though limited IP block

sizes or lengthy sessions might require it.

[0024] Further improvements described in this continuation—in—part application

include: (1) a load balancer that distributes packets across different transmission paths according

to transmission path quality; (2) a DNS proxy server that transparently creates a virtual private

network in response to a domain name inquiry; (3) a large~to-small link bandwidth management

feature that prevents denial-of service attacks at system chokepoints; (4) a traffic limiter that

regulates incoming packets by limiting the rate at which a transmitter can be synchronized with a

receiver; and (5) a signaling synchronizer that allows a large number of nodes to communicate

with a central node by partitioning the communication function between two separate entities.

[0025] The present invention provides key technologies for implementing a secure

virtual Internet by using a new agile network protocol that is built on top of the existing Internet

protocol (IP). The secure virtual Internet works over the existing Internet infrastructure, and

interfaces with client applications the same way as the existing Internet. The key technologies

provided by the present invention that support the secure virtual Internet include a “one-click”

and “no~c1ick” technique to become part of the secure virtual Internet, a secure domain name

service (SDNS) for the secure virtual Internet, and a new approach for interfacing specific client

applications onto the secure virtual Internet. According to the invention, the secure domain name

service interfaces with existing applications, in addition to providing a way to register and serve

domain names and addresses.

[0026] According to one aspect of the present invention, a user can conveniently

establish a VPN using a “one—click” or a “no—click” technique without being required to enter

user identification information, a password and/or an encryption key for establishing a VPN. The

advantages of the present invention are provided by a method for establishing a secure
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communication link between a first computer and a second computer over a computer network,

such as the Internet. In one embodiment, a secure communication mode is enabled at a first

computer without a user entering any cryptographic information for establishing the secure

communication mode of communication, preferably by merely selecting an icon displayed on the

first computer. Alternatively, the secure communication mode of communication can be enabled

by entering a command into the first computer. Then, a secure communication link is established

between the first computer and a second computer over a computer network based on the

enabled secure communication mode of communication. According to the invention, it is

determined whether a secure communication software module is stored on the first computer in

response to the step of enabling the secure communication mode of communication. A

predetermined computer network address is then accessed for loading the secure communication

software module when the software module is not stored on the first computer. Subsequently, the

proxy software module is stored in the first computer. The secure communication link is a virtual

private network communication link over the computer network. Preferably, the virtual private

network can be based on inserting into each data packet one or more data values that vary

according to a pseudo—random sequence. Alternatively, the virtual private network can be based

on a computer network address hopping regime that is used to pseudorandomly change computer

network addresses or other data values in packets transmitted between the first computer and the

second computer, such that the second computer compares the data values in each data packet

transmitted between the first computer and the second computer to a moving window of valid

values. Yet another alternative provides that the virtual private network can be based on a

comparison between a discriminator field in each data packet to a table of valid discriminator

fields maintained for the first computer.

[0027] According to another aspect of the invention, a command is entered to define

a setup parameter associated with the secure communication link mode of communication.

Consequently, the secure communication mode is automatically established when a

communication link is established over the computer network.

[0028] The present invention also provides a computer system having a

communication link to a computer network, and a display showing a hyperlink for establishing a

virtual private network through the computer network. When the hyperlink for establishing the
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virtual private network is selected, a virtual private network is established over the computer

network. A non-standard top—level domain name is then sent over the virtual private network

communication to a predetermined computer network address, such as a computer network

address for a secure domain name service (SDNS).

[0029] The present invention provides a domain name service that provides secure

computer network addresses for secure, non~standard top-level domain names. The advantages

of the present invention are provided by a secure domain name service for a computer network

that includes a portal connected to a computer network, such as the Internet, and a domain name

database connected to the computer network through the portal. According to the invention, the

portal authenticates a query for a secure computer network address, and the domain name

database stores secure computer network addresses for the computer network. Each secure

computer network address is based on a non-standard top—level domain name, such as .scom,

.sorg, .snet, .snet, .sedu, .smil and .sint.

[0030] The present invention provides a way to encapsulate existing application

network traffic at the application layer of a client computer so that the client application can

securely communicate with a server protected by an agile network protocol. The advantages of

the present invention are provided by a method for communicating using a private

communication link between a client computer and a server computer over a computer network,

such as the Internet. According to the invention, an information packet is sent from the client

computer to the server computer over the computer network. The information packet contains

data that is inserted into the payload portion of the packet at the application layer of the client

computer and is used for forming a virtual private connection between the client computer and

the server computer. The modified information packet can be sent through a firewall before

being sent over the computer network to the server computer and by working on top of existing

protocols (i.e., UDP, ICMP and TCP), the present invention more easily penetrates the firewall.

The information packet is received at a kernel layer of an operating system on the server side. It

is then determined at the kernel layer of the operating system on the host computer whether the

information packet contains the data that is used for forming the virtual private connection. The

server side replies by sending an information packet to the client computer that has been

modified at the kernel layer to containing virtual private connection information in the payload

-10-
BST99 l547522~l 077580 0063



1027

Attorney Docket No. 077580-0063 (VRNK-1CP3CN2)

portion of the reply information packet. Preferably, the information packet from the client

computer and the reply information packet from the server side are each a UDP protocol

information packet. Alternative, both information packets could be a TCP/IP protocol

information packet, or an ICMP protocol information packet.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] FIG. 1 is an illustration of secure communications over the Internet according

to a prior art embodiment.

[0032] FIG. 2 is an illustration of secure communications over the Internet according

to a an embodiment of the invention.

[0033] FIG. 3a is an illustration of a process of forming a tunneled IP packet

according to an embodiment of the invention.

[0034] FIG. 3b is an illustration of a process of forming a tunneled IP packet

according to another embodiment of the invention.

[0035] FIG. 4 is an illustration of an OSI layer location of processes that may be used

to implement the invention.

[0036] FIG. 5 is a flow chart illustrating a process for routing a tunneled packet

according to an embodiment of the invention.

[0037] FIG. 6 is a flow chart illustrating a process for forming a tunneled packet

according to an embodiment of the invention.

[0038] FIG. 7 is a flow chart illustrating a process for receiving a tunneled packet

according to an embodiment of the invention.

[0039] FIG. 8 shows how a secure session is established and synchronized between a

client and a TARP router.

[0040] FIG, 9 shows an IP address hopping scheme between a client computer and

TARP router using transmit and receive tables in each computer.

[0041] FIG. 10 shows physical link redundancy among three Internet Service

Providers (ISPS) and a client computer.

[0042] FIG. 11 shows how multiple IP packets can be embedded into a single

“frame” such as an Ethernet frame, and further shows the use of a discriminator field to

camouflage true packet recipients.
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[0043] FIG. 12A shows a system that employs hopped hardware addresses, hopped

IP addresses, and hopped discriminator fields.

[0044] FIG. 12B shows several different approaches for hopping hardware addresses,

IP addresses, and discriminator fields in combination.

[0045] FIG. 13 shows a technique for automatically re—establishing synchronization

between sender and receiver through the use of a partially public sync value.

[0046] FIG. 14 shows a “checkpoint” scheme for regaining synchronization between

a sender and recipient.

[0047] FIG. 15 shows further details of the checkpoint scheme of FIG. 14.

[0048] FIG. 16 shows how two addresses can be decomposed into a plurality of

segments for comparison with presence vectors.

[0049] FIG. 17 shows a storage array for a receiver’s active addresses.

[0050] FIG. 18 shows the receiver’s storage array after receiving a sync request.

[0051] FIG. 19 shows the receiver’s storage array after new addresses have been

generated. FIG. 20 shows a system employing distributed transmission paths.

[0052] FIG, 21 shows a plurality of link transmission tables that can be used to route

packets in the system of FIG. 20.

[0053] FIG. 22A shows a flowchart for adjusting weight value distributions

associated with a plurality of transmission links.

[0054] FIG. 22B shows a flowchart for setting a weight value to zero if a transmitter

turns off.

[0055] FIG. 23 shows a system employing distributed transmission paths with

adjusted weight value distributions for each path.

[0056] FIG. 24 shows an example using the system of FIG. 23.

[0057] FIG. 25 shows a conventional domain—name look-up service.

[0058] FIG. 26 shows a system employing a DNS proxy server with transparent VPN

creation.

[0059] FIG. 27 shows steps that can be carried out to implement transparent VPN

creation based on a DNS look-up function.
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[0060] FIG. 28 shows a system including a link guard function that prevents packet

overloading on a low-bandwidth link LOW BW.

[0061] FIG. 29 shows one embodiment of a system employing the principles of FIG.

28.

[0062] FIG. 30 shows a system that regulates packet transmission rates by throttling

the rate at which synchronizations are performed.

[0063] FIG. 31 shows a signaling server 3101 and a transport server 3102 used to

establish a VPN with a client computer.

[0064] FIG. 32 shows message flows relating to synchronization protocols of FIG.

31.

[0065] FIG. 33 shows a system block diagram of a computer network in which the

“one—click” secure communication link of the present invention is suitable for use.

[0066] FIG. 34 shows a flow diagram for installing and establishing a “one—click”

secure communication link over a computer network according to the present invention.

[0067] FIG. 35 shows a flow diagram for registering a secure domain name according

to the present invention.

[0068] FIG. 36 shows a system block diagram of a computer network in which a

private connection according to the present invention can be configured to more easily traverse a

firewall between two computer networks.

[0069] FIG. 37 shows a flow diagram for establishing a virtual private connection

that is encapsulated using an existing network protocol.

DETAILED DESCRIPTION OF THE INVENTION

[0070] Referring to FIG. 2, a secure mechanism for communicating over the internet

employs a number of special routers or servers, called TARP routers 122-127 that are similar to

regular IP routers 128-132 in that each has one or more IP addresses and uses normal IP protocol

to send normal—looking IF packet messages, called TARP packets 140. TARP packets 140 are

identical to normal IP packet messages that are routed by regular IP routers 128-132 because

each TARP packet 140 contains a destination address as in a normal IP packet, However, instead

of indicating a final destination in the destination field of the IP header, the TARP packet’s 140

IP header always points to a next-hop in a series of TARP router hops, or the final destination,
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TARP terminal 110. Because the header of the TARP packet contains only the next-hop

destination, there is no overt indication from an intercepted TARP packet of the true destination

of the TARP packet 140 since the destination could always be the next-hop TARP router as well

as the final destination, TARP terminal 110.

[0071] Each TARP packet’s true destination is concealed behind an outer layer of

encryption generated using a link key 146. The link key 146 is the encryption key used for

encrypted communication between the end points (TARP terminals or TARP routers) of a single

link in the chain of hops connecting the originating TARP terminal 100 and the destination

TARP terminal 110. Each TARP router 122-127, using the link key 146 it uses to communicate

with the previous hop in a chain, can use the link key to reveal the true destination of a TARP

packet. To identify the link key needed to decrypt the outer layer of encryption of a TARP

packet, a receiving TARP or routing terminal may identify the transmitting terminal (which may

indicate the link key used) by the sender field of the clear IP header. Alternatively, this identity

may be hidden behind another layer of encryption in available bits in the clear IP header. Each

TARP router, upon receiving a TARP message, determines if the message is a TARP message by

using authentication data in the TARP packet. This could be recorded in available bytes in the

TARP packet’s IP header. Alternatively, TARP packets could be authenticated by attempting to

decrypt using the link key 146 and determining if the results are as expected. The former may

have computational advantages because it does not involve a decryption process.

[0072] Once the outer layer of decryption is completed by a TARP router 122-127,

the TARP router determines the final destination. The system is preferably designed to cause

each TARP packet 140 to undergo a minimum number of hops to help foil traffic analysis. The

time to live counter in the IP header of the TARP message may be used to indicate a number of

TARP router hops yet to be completed. Each TARP router then would decrement the counter and

determine from that whether it should forward the TARP packet 140 to another TARP router

122-127 or to the destination TARP terminal 110. If the time to live counter is zero or below

zero after decrementing, for an example of usage, the TARP router receiving the TARP packet

140 may forward the TARP packet 140 to the destination TARP terminal 110. If the time to live

counter is above zero after decrementing, for an example of usage, the TARP router receiving

the TARP packet 140 may forward the TARP packet 140 to a TARP router 122-127 that the
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current TARP terminal chooses at random. As a result, each TARP packet 140 is routed through

some minimum number of hops of TARP routers 122-127 which are chosen at random.

[0073] Thus, each TARP packet, irrespective of the traditional factors determining

traffic in the Internet, makes random trips among a number of geographically disparate routers

before reaching its destination and each trip is highly likely to be different for each packet

composing a given message because each trip is independently randomly determined as

described above. This feature is called agile routing. For reasons that will become clear shortly,

the fact that different packets take different routes provides distinct advantages by making it

difficult for an interloper to obtain all the packets forming an entire multi—packet message. Agile

routing is combined with another feature that furthers this purpose, a feature that ensures that any

message is broken into multiple packets.

[0074] A TARP router receives a TARP packet when an IP address used by the

TARP router coincides with the IP address in the TARP packet’s IP header IPc. The IP address

of a TARP router, however, may not remain constant. To avoid and manage attacks, each TARP

router, independently or under direction from another TARP terminal or router, may change its

IP address. A separate, unchangeable identifier or address is also defined. This address, called

the TARP address, is known only to TARP routers and terminals and may be correlated at any

time by a TARP router or a TARP terminal using a Lookup Table (LUT). When a TARP router

or terminal changes its IP address, it updates the other TARP routers and terminals which in turn

update their respective LUTS. In reality, whenever a TARP router looks up the address of a

destination in the encrypted header, it must convert a TARP address to a real IP address using its

LUT.

[0075] While every TARP router receiving a TARP packet has the ability to

determine the packet’s final destination, the message payload is embedded behind an inner layer

of encryption in the TARP packet that can only be unlocked using a session key. The session key

is not available to any of the TARP routers 122-127 intervening between the originating I00 and

destination 110 TARP terminals. The session key is used to decrypt the payloads of the TARP

packets 140 permitting an entire message to be reconstructed.

[0076] In one embodiment, communication may be made private using link and

session keys, which in turn may be shared and used according any desired method. For example,
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a public key or symmetric keys may be communicated between link or session endpoints using a

public key method. Any of a variety of other mechanisms for securing data to ensure that only

authorized computers can have access to the private information in the TARP packets 140 may

be used as desired.

[0077] Referring to FIG. 3a, to construct a series of TARP packets, a data stream 300

of IP packets 207a, 207b, 2070, etc., such series of packets being formed by a network (IP) layer

process, is broken into a series of small sized segments. In the present example, equal—sized

segments 1-9 are defined and used to construct a set of interleaved data packets A, B, and C.

Here it is assumed that the number of interleaved packets A, B, and C formed is three and that

the number of IP packets 207a-20'/c used to form the three interleaved packets A, B, and C is

exactly three. Of course, the number of IP packets spread over a group of interleaved packets

may be any convenient number as may be the number of interleaved packets over which the

incoming data stream is spread. The latter, the number of interleaved packets over which the data

stream is spread, is called the interleave window.

[0078] To create a packet, the transmitting software interleaves the normal IP packets

207a et. seq, to form a new set of interleaved payload data 320. This payload data 320 is then

encrypted using a session key to form a set of session-key—encrypted payload data 330, each of

which, A, B, and C, will form the payload of a TARP packet. Using the IP header data, from the

original packets 207a-207c, new TARP headers IPT are formed. The TARP headers IPT can be

identical to normal IP headers or customized in some way. In a preferred embodiment, the TARP

headers IPT are IP headers with added data providing the following information required for

routing and reconstruction of messages, some of which data is ordinarily, or capable of being,

contained in normal IP headers:

1. A window sequence number —— an identifier that indicates where the packet

belongs in the original message sequence.

2. An interleave sequence number —— an identifier that indicates the interleaving

sequence used to form the packet so that the packet can be deinterleaved along with other

packets in the interleave window.

3. A time-to-live (TTL) datum ~—— indicates the number of TARP-router—hops to be

executed before the packet reaches its destination. Note that the TTL parameter may provide a
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datum to be used in a probabilistic formula for determining whether to route the packet to the

destination or to another hop.

4. Data type identifier —— indicates whether the payload contains, for example,

TCP or UDP data.

5. Sender’s address —~ indicates the sender’s address in the TARP network.

6. Destination address —~ indicates the destination terminal’s address in the TARP

network.

7. Decoy/Real —— an indicator of whether the packet contains real message data or

dummy decoy data or a combination.

[0079] Obviously, the packets going into a single interleave window must include

only packets with a common destination. Thus, it is assumed in the depicted example that the IP

headers of IP packets 207a—207c all contain the same destination address or at least will he

received by the same terminal so that they can be deinterleaved. Note that dummy or decoy data

or packets can be added to form a larger interleave window than would otherwise be required by

the size of a given message. Decoy or dummy data can be added to a stream to help foil traffic

analysis by leveling the load on the network. Thus, it may be desirable to provide the TARP

process with an ability to respond to the time of day or other criteria to generate more decoy data

during low traffic periods so that communication bursts at one point in the Internet cannot be tied

to communication bursts at another point to reveal the communicating endpoints.

[0080] Dummy data also helps to break the data into a larger number of

inconspicuously—sized packets permitting the interleave window size to be increased while

maintaining a reasonable size for each packet. (The packet size can be a single standard size or

selected from a fixed range of sizes.) One primary reason for desiring for each message to be

broken into multiple packets is apparent if a chain block encryption scheme is used to form the

first encryption layer prior to interleaving. A single block encryption may be applied to a portion,

or the entirety, of a message, and that portion or entirety then interleaved into a number of

separate packets.

[0081] Referring to FIG. 3b, in an alternative mode of TARP packet construction, a

series of IP packets are accumulated to make up a predefined interleave window. The payloads

of the packets are used to construct a single block 520 for chain block encryption using the
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session key. The payloads used to form the block are presumed to be destined for the same

terminal. The block size may coincide with the interleave window as depicted in the example

embodiment of FIG. 3b. After encryption, the encrypted block is broken into separate payloads

and segments which are interleaved as in the embodiment of Fig 3a. The resulting interleaved

packets A, B, and C, are then packaged as TARP packets with TARP headers as in the Example

of FIG. 3a. The remaining process is as shown in, and discussed with reference to, FIG. 3a.

[0082] Once the TARP packets 340 are formed, each entire TARP packet 340,

including the TARP header IPT, is encrypted using the link key for communication with the

first—hop-TARP router. The first hop TARP router is randomly chosen. A final unencrypted IP

header IPc is added to each encrypted TARP packet 340 to form a normal IP packet 360 that can

be transmitted to a TARP router. Note that the process of constructing the TARP packet 360

does not have to be done in stages as described. The above description is just a useful heuristic

for describing the final product, namely, the TARP packet.

[0083] Note that, TARP header IPT could be a completely custom header

configuration with no similarity to a normal IP header except that it contain the information

identified above. This is so since this header is interpreted by only TARP routers.

[0084] The above scheme may be implemented entirely by processes operating

between the data link layer and the network layer of each server or terminal participating in the

TARP system. Referring to FIG. 4, a TARP transceiver 405 can be an originating terminal 100, a

destination terminal 110, or a TARP router 122-127. In each TARP Transceiver 405, a

transmitting process is generated to receive normal packets from the Network (IP) layer and

generate TARP packets for communication over the network. A receiving process is generated to

receive normal IP packets containing TARP packets and generate from these normal IP packets

which are “passed up” to the Network (IP) layer. Note that where the TARP Transceiver 405 is a

router, the received TARP packets 140 are not processed into a stream of IP packets 415 because

they need only be authenticated as proper TARP packets and then passed to another TARP router

or a TARP destination terminal 110. The intervening process, a “TARP Layer” 420, could be

combined with either the data link layer 430 or the Network layer 410. In either case, it would

intervene between the data link layer 430 so that the process would receive regular IP packets

containing embedded TARP packets and “hand up” a series of reassembled IP packets to the
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Network layer 410. As an example of combining the TARP layer 420 with the data link layer

430, a program may augment the normal processes running a communications card, for example,

an Ethernet card. Alternatively, the TARP layer processes may form part of a dynamically

loadable module that is loaded and executed to support communications between the network

and data link layers.

[0085] Because the encryption system described above can be inserted between the

data link and network layers, the processes involved in supporting the encrypted communication

may be completely transparent to processes at the IP (network) layer and above. The TARP

processes may also be completely transparent to the data link layer processes as well. Thus, no

operations at or above the network layer, or at or below the data link layer, are affected by the

insertion of the TARP stack. This provides additional security to all processes at or above the

network layer, since the difficulty of unauthorized penetration of the network layer (by, for

example, a hacker) is increased substantially. Even newly developed servers running at the

session layer leave all processes below the session layer vulnerable to attack. Note that in this

architecture, security is distributed. That is, notebook computers used by executives on the road,

for example, can communicate over the Internet without any compromise in security.

[0086] Note that IP address changes made by TARP terminals and routers can be

done at regular intervals, at random intervals, or upon detection of “attacks.” The variation of IP

addresses hinders traffic analysis that might reveal which computers are communicating, and

also provides a degree of immunity from attack. The level of immunity from attack is roughly

proportional to the rate at which the IP address of the host is changing.

[0087] As mentioned, IP addresses may be changed in response to attacks. An attack

may be revealed, for example, by a regular series of messages indicates that a router is being

probed in some way. Upon detection of an attack, the TARP layer process may respond to this

event by changing its IP address. To accomplish this, the TARP process will construct a TARP-

formatted message, in the style of Internet Control Message Protocol (ICMP) datagrarns as an

example; this message will contain the machine’s TARP address, its previous IP address, and its

new IP address. The TARP layer will transmit this packet to at least one known TARP router;

then upon receipt and validation of the message, the TARP router will update its LUT with the

new IP address for the stated TARP address. The TARP router will then format a similar
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message, and broadcast it to the other TARP routers so that they may update their LUTs. Since

the total number of TARP routers on any given subnet is expected to be relatively small, this

process of updating the LUTs should be relatively fast. It may not, however, work as well when

there is a relatively large number of TARP routers and/or a relatively large number of clients;

this has motivated a refinement of this architecture to provide scalability; this refinement has led

to a second embodiment, which is discussed below.

[0088] Upon detection of an attack, the TARP process may also create a subprocess

that maintains the original IP address and continues interacting with the attacker. The latter may

provide an opportunity to trace the attacker or study the attacker’s methods (called “f'1shbowling”

drawing upon the analogy of a small fish in a fish bowl that “thinks” it is in the ocean but is

actually under captive observation). A history of the communication between the attacker and the

abandoned (fishbowled) IP address can be recorded or transmitted for human analysis or further

synthesized for purposes of responding in some way.

[0089] As mentioned above, decoy or dummy data or packets can be added to

outgoing data streams by TARP terminals or routers. In addition to making it convenient to

spread data over a larger number of separate packets, such decoy packets can also help to level

the load on inactive portions of the Internet to help foil traffic analysis efforts.

[0090] Decoy packets may be generated by each TARP terminal 100, H0 or each

router 122-127 on some basis determined by an algorithm. For example, the algorithm may be a

random one which calls for the generation of a packet on a random basis when the terminal is

idle. Alternatively, the algorithm may be responsive to time of day or detection of low traffic to

generate more decoy packets during low traffic times. Note that packets are preferably generated

in groups, rather than one by one, the groups being sized to simulate real messages. In addition,

so that decoy packets may be inserted in normal TARP message streams, the background loop

may have a latch that makes it more likely to insert decoy packets when a message stream is

being received. That is, when a series of messages are received, the decoy packet generation rate

may be increased. Alternatively, if a large number of decoy packets is received along with

regular TARP packets, the algorithm may increase the rate of dropping of decoy packets rather

than forwarding them. The result of dropping and generating decoy packets in this way is to

make the apparent incoming message size different from the apparent outgoing message size to
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help foil traffic analysis. The rate of reception of packets, decoy or otherwise, may be indicated

to the decoy packet dropping and generating processes through perishable decoy and regular

packet counters. (A perishable counter is one that resets or decrements its value in response to

time so that it contains a high value when it is incremented in rapid succession and a small value

when incremented either slowly or a small number of times in rapid succession.) Note that

destination TARP terminal 110 may generate decoy packets equal in number and size to those

TARP packets received to make it appear it is merely routing packets and is therefore not the

destination terminal.

[0091] Referring to FIG. 5, the following particular steps may be employed in the

above— described method for routing TARP packets.

- S0. A background loop operation is performed which applies an algorithm which determines

the generation of decoy IP packets. The loop is interrupted when an encrypted TARP packet

is received.

S2. The TARP packet may be probed in some way to authenticate the packet before

attempting to decrypt it using the link key. That is, the router may determine that the packet

is an authentic TARP packet by performing a selected operation on some data included with

the clear IP header attached to the encrypted TARP packet contained in the payload. This

makes it possible to avoid performing decryption on packets that are not authentic TARP

packets.

S3. The TARP packet is decrypted to expose the destination TARP address and an indication

of whether the packet is a decoy packet or part of a real message.

S4. If the packet is a decoy packet, the perishable decoy counter is incremented.

S5. Based on the decoy generation/dropping algorithm and the perishable decoy counter

value, if the packet is a decoy packet, the router may choose to throw it away. If the received

packet is a decoy packet and it is determined that it should be thrown away (S6), control

returns to step S0.

S7. The TTL parameter of the TARP header is decremented and it is determined if the TTL

parameter is greater than zero.

S8. If the TTL parameter is greater than zero, a TARP address is randomly chosen from a list

of TARP addresses maintained by the router and the link key and IP address corresponding
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to that TARP address memorized for use in creating a new IP packet containing the TARP

packet.

S9. If the TTL parameter is zero or less, the link key and IP address corresponding to the

TARP address of the destination are memorized for use in creating the new IP packet

containing the TARP packet.

S 10. The TARP packet is encrypted using the memorized link key.

S 11. An IP header is added to the packet that contains the stored IP address, the encrypted

TARP packet wrapped with an IP header, and the completed packet transmitted to the next

hop or destination.

[0092] Referring to FIG. 6, the following particular steps may be employed in the

above— described method for generating TARP packets.

S20. A background loop operation applies an algorithm that determines the generation of

decoy IP packets. The loop is interrupted when a data stream containing IP packets is

received for transmission.

S21. The received IP packets are grouped into a set consisting of messages with a constant IP

destination address. The set is further broken down to coincide with a maximum size of an

interleave window The set is encrypted, and interleaved into a set of payloads destined to

become TARP packets.

S22. The TARP address corresponding to the IP address is determined from a lookup table

and stored to generate the TARP header. An initial TTL count is generated and stored in the

header. The TTL count may be random with minimum and maximum values or it may be

fixed or determined by some other parameter.

S23. The window sequence numbers and interleave sequence numbers are recorded in the

TARP headers of each packet.

S24. One TARP router address is randomly chosen for each TARP packet and the IP address

corresponding to it stored for use in the clear II’ header. The link key corresponding to this

router is identified and used to encrypt TARP packets containing interleaved and encrypted

data and TARP headers.
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S25. A clear IP header with the first hop router’s real IP address is generated and added to

each of the encrypted TARP packets and the resulting packets.

[0093] Referring to FIG. 7, the following particular steps may be employed in the

above- described method for receiving TARP packets.

S40. A background loop operation is performed which applies an algorithm which

determines the generation of decoy IP packets. The loop is interrupted when an encrypted

TARP packet is received.

S42. The TARP packet may be probed to authenticate the packet before attempting to

decrypt it using the link key.

S43. The TARP packet is decrypted with the appropriate link key to expose the destination

TARP address and an indication of whether the packet is a decoy packet or part of a real

message.

S44. If the packet is a decoy packet, the perishable decoy counter is incremented.

S45. Based on the decoy generation/dropping algorithm and the perishable decoy counter

value, if the packet is a decoy packet, the receiver may choose to throw it away.

S46. The TARP packets are cached until all packets forming an interleave window are

received.

S47. Once all packets of an interleave window are received, the packets are deinterleaved.

S48. The packets block of combined packets defining the interleave window is then

decrypted using the session key.

S49. The decrypted block is then divided using the window sequence data and the IPT

headers are converted into normal IPC headers. The window sequence numbers are integrated

in the IPC headers.

S50. The packets are then handed up to the IP layer processes.

I . SCALABILITY ENHANCEMENTS

The IP agility feature described above relies on the ability to transmit IP[0094]

address changes to all TARP routers. The embodiments including this feature will be referred to

as “boutique” embodiments due to potential limitations in scaling these features up for a large

network, such as the Internet. (The “boutique” embodiments would, however, be robust for use
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in smaller networks, such as small virtual private networks, for example). One problem with the

boutique embodiments is that if IP address changes are to occur frequently, the message traffic

required to update all routers sufficiently quickly creates a serious burden on the Internet when

the TARP router and/or client population gets large. The bandwidth burden added to the

networks, for example in ICMP packets, that would be used to update all the TARP routers could

overwhelm the Internet for a large scale implementation that approached the scale of the Internet.

In other words, the boutique system’s scalability is limited.

[0095] A system can be constructed which trades some of the features of the above

embodiments to provide the benefits of IP agility without the additional messaging burden. This

is accomplished by IP address—hopping according to shared algorithms that govern IP addresses

used between links participating in communications sessions between nodes such as TARP

nodes. (Note that the IP hopping technique is also applicable to the boutique embodiment.) The

IP agility feature discussed with respect to the boutique system can be modified so that it

becomes decentralized under this scalable regime and governed by the above-described shared

algorithm. Other features of the boutique system may be combined with this new type of IP-

agility.

[0096] The new embodiment has the advantage of providing IP agility governed by a

local algorithm and set of IP addresses exchanged by each communicating pair of nodes. This

local governance is session-independent in that it may govern communications between a pair of

nodes, irrespective of the session or end points being transferred between the directly

communicating pair of nodes.

[0097] In the scalable embodiments, blocks of IP addresses are allocated to each node

in the network. (This scalability will increase in the future, when Internet Protocol addresses are

increased to 128-bit fields, vastly increasing the number of distinctly addressable nodes). Each

node can thus use any of the IP addresses assigned to that node to communicate with other nodes

in the network. Indeed, each pair of communicating nodes can use a plurality of source IP

addresses and destination IP addresses for communicating with each other.

[0098] Each communicating pair of nodes in a chain participating in any session

stores two blocks of IP addresses, called netblocks, and an algorithm and randomization seed for

selecting, from each netblock, the next pair of source/destination IP addresses that will be used to
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transmit the next message. In other words, the algorithm governs the sequential selection of IP-

address pairs, one sender and one receiver IP address, from each netblock. The combination of

algorithm, seed, and netblock (IP address block) will be called a “hopblock.” A router issues

separate transmit and receive hopblocks to its clients. The send address and the receive address

of the IP header of each outgoing packet sent by the client are filled with the send and receive IP

addresses generated by the algorithm. The algorithm is “clocked” (indexed) by a counter so that

each time a pair is used, the algorithm turns out a new transmit pair for the next packet to be sent.

[0099] The router’s receive hopblock is identical to the client’s transmit hopblock.

The router uses the receive hopblock to predict what the send and receive IP address pair for the

next expected packet from that client will be. Since packets can be received out of order, it is not

possible for the router to predict with certainty what IP address pair will be on the next

sequential packet. To account for this problem, the router generates a range of predictions

encompassing the number of possible transmitted packet send/receive addresses, of which the

next packet received could leap ahead. Thus, if there is a vanishingly small probability that a

given packet will arrive at the router ahead of 5 packets transmitted by the client before the given

packet, then the router can generate a series of 6 send/receive IP address pairs (or “hop window”)

to compare with the next received packet. When a packet is received, it is marked in the hop

window as such, so that a second packet with the same IP address pair will be discarded. If an

out—of~sequence packet does not arrive within a predetermined timeout period, it can be

requested for retransmission or simply discarded from the receive table, depending upon the

protocol in use for that communications session, or possibly by convention.

[00100] When the router receives the client’s packet, it compares the send and receive

IP addresses of the packet with the next N predicted send and receive IP address pairs and rejects

the packet if it is not a member of this set. Received packets that do not have the predicted

source/destination IP addresses falling with the window are rejected, thus thwarting possible

hackers. (With the number of possible combinations, even a fairly large window would be hard

to fall into at random.) If it is a member of this set, the router accepts the packet and processes it

further. This link—based IP—hopping strategy, referred to as “IHOP,” is a network element that

stands on its own and is not necessarily accompanied by elements of the boutique system

described above. If the routing agility feature described in connection with the boutique
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embodiment is combined with this link—based IP-hopping strategy, the router’s next step would

be to decrypt the TARP header to determine the destination TARP router for the packet and

determine what should be the next hop for the packet. The TARP router would then forward the

packet to a random TARP router or the destination TARP router with which the source TARP

router has a link~based IP hopping communication established.

[00101] Figure 8 shows how a client computer 801 and a TARP router 811 can

establish a secure session. When client 801 seeks to establish an IHOP session with TARP router

811, the client 801 sends “secure synchronization” request (“SSYN”) packet 821 to the TARP

router 811. This SYN packet 821 contains the client’s 801 authentication token, and may be sent

to the router 811 in an encrypted format. The source and destination IP numbers on the packet

821 are the client’s 801 current fixed IP address, and a “known” fixed IP address for the router

811. (For security purposes, it may be desirable to reject any packets from outside of the local

network that are destined for the router’s known fixed IP address.) Upon receipt and validation

of the client’s 801 SSYN packet 821, the router 811 responds by sending an encrypted “secure

synchronization acknowledgment” (“SSYN ACK”) 822 to the client 80]. This SSYN ACK 822

will contain the transmit and receive hopblocks that the client 801 will use when communicating

with the TARP router 811. The client 801 will acknowledge the TARP router’s 811 response

packet 822 by generating an encrypted SSYN ACK ACK. packet 823 which will be sent from the

client’s 801 fixed IP address and to the TARP router’s 811 known fixed IP address. The client

801 will simultaneously generate a SSYN ACK ACK packet; this SSYN ACK packet, referred

to as the Secure Session Initiation (SS1) packet 824, will be sent with the first { sender, receiver}

IP pair in the client’s transmit table 921 (FIG. 9), as specified in the transmit hopblock provided

by the TARP router 811 in the SSYN ACK packet 822. The TARP router 811 will respond to the

SSI packet 824 with an SS1 ACK. packet 825, which will be sent with the first { sender, receiver}

IP pair in the TARP r0uter’s transmit table 923. Once these packets have been successfully

exchanged, the secure communications session is established, and all further secure

communications between the client 801 and the TARP router 811 will be conducted via this

secure session, as long as synchronization is maintained. If synchronization is lost, then the client

801 and TARP router 802 may re—establish the secure session by the procedure outlined in

Figure 8 and described above.
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[00102] While the secure session is active, both the client 901 and TARP router 911

(FIG. 9) will maintain their respective transmit tables 921, 923 and receive tables 922, 924, as

provided by the TARP router during session synchronization 822. It is important that the

sequence of IP pairs in the client’s transmit table 921 be identical to those in the TARP router’s

receive table 924; similarly, the sequence of IP pairs in the client’s receive table 922 must be

identical to those in the router’s transmit table 923. This is required for the session

synchronization to be maintained. The client 901 need maintain only one transmit table 921 and

one receive table 922 during the course of the secure session. Each sequential packet sent by the

client 901 will employ the next {send, receive} IP address pair in the transmit table, regardless of

TCP or UDP session. The TARP router 911 will expect each packet arriving from the client 90]

to bear the next IP address pair shown in its receive table.

[00103] Since packets can arrive out of order, however, the router 911 can maintain a

“look ahead” buffer in its receive table, and will mark previously—received IP pairs as invalid for

future packets; any future packet containing an IP pair that is in the look-ahead buffer but is

marked as previously received will be discarded. Communications from the TARP router 911 to

the client 901 are maintained in an identical manner; in particular, the router 911 will select the

next IP address pair from its transmit table 923 when constructing a packet to send to the client

901, and the client 901 will maintain a look-ahead buffer of expected IP pairs on packets that it is

receiving. Each TARP router will maintain separate pairs of transmit and receive tables for each

client that is currently engaged in a secure session with or through that TARP router.

[00104] While clients receive their hopblocks from the first server linking them to the

Internet, routers exchange hopblocks. When a router establishes a link—based IP—hopping

communication regime with another router, each router of the pair exchanges its transmit

hopblock. The transmit hopblock of each router becomes the receive hopblock of the other

router. The communication between routers is governed as described by the example of a client

sending a packet to the first router.

[00105] While the above strategy works fine in the IP milieu, many local networks that

are connected to the Internet are Ethernet systems. In Ethernet, the IP addresses of the

destination devices must be translated into hardware addresses, and vice versa, using known

processes (“address resolution protocol,” and “reverse address resolution protocol”). However, if
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the linl<— based IP—hopping strategy is employed, the correlation process would become explosive

and burdensome. An alternative to the link~based IP hopping strategy may be employed within

an Ethernet network. The solution is to provide that the node linking the Internet to the Ethernet

(call it the border node) use the link~based 1P-hopping communication regime to communicate

with nodes outside the Ethernet LAN. Within the Ethernet LAN, each TARP node would have a

single IP address which would be addressed in the conventional way. Instead of comparing the

{ sender, receiver} IP address pairs to authenticate a packet, the intra-LAN TARP node would

use one of the 1P header extension fields to do so. Thus, the border node uses an algorithm

shared by the intra—LAN TARP node to generate a symbol that is stored in the free field in the IP

header, and the intra-LAN TARP node generates a range of symbols based on its prediction of

the next expected packet to be received from that particular source IP address. The packet is

rejected if it does not fall into the set of predicted symbols (for example, numerical values) or is

accepted if it does. Communications from the intra-LAN TARP node to the border node are

accomplished in the same manner, though the algorithm will necessarily be different for security

reasons. Thus, each of the communicating nodes will generate transmit and receive tables in a

similar manner to that of Figure 9; the intra-LAN TARP nodes transmit table will be identical to

the border node’s receive table, and the intra—LAN TARP node’s receive table will be identical to

the border node’s transmit table.

[00106] The algorithm used for IP address—hopping can be any desired algorithm. For

example, the algorithm can be a given pseudo-random number generator that generates numbers

of the range covering the allowed IP addresses with a given seed. Alternatively, the session

participants can assume a certain type of algorithm and specify simply a parameter for applying

the algorithm. For example the assumed algorithm could be a particular pseudo—random number

generator and the session participants could simply exchange seed values.

[00107] Note that there is no permanent physical distinction between the originating

and destination terminal nodes. Either device at either end point can initiate a synchronization of

the pair. Note also that the authentication/synchronization-request (and acknowledgment) and

hopblock-exchange may all be served by a single message so that separate message exchanges

may not be required.
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[00108] As another extension to the stated architecture, multiple physical paths can be

used by a client, in order to provide link redundancy and further thwart attempts at denial of

service and traffic monitoring. As shown in Figure 10, for example, client 1001 can establish

three simultaneous sessions with each of three TARP routers provided by different ISPS 1011,

1012, 1013. As an example, the client 1001 can use three different telephone lines 1021, 1022,

I023 to connect to the ISPS, or two telephone lines and a cable modem, etc. In this scheme,

transmitted packets will be sent in a random fashion among the different physical paths. This

architecture provides a high degree of communications redundancy, with improved immunity

from denial-of— service attacks and traffic monitoring.

2. FURTHER EXTENSIONS

[00109] The following describes various extensions to the techniques, systems, and

methods described above. As described above, the security of communications occurring

between computers in a computer network (such as the Internet, an Ethernet, or others) can be

enhanced by using seemingly random source and destination Internet Protocol (IP) addresses for

data packets transmitted over the network. This feature prevents eavesdroppers from determining

which computers in the network are communicating with each other while permitting the two

communicating computers to easily recognize whether a given received data packet is legitimate

or not. In one embodiment of the above—described systems, an IP header extension field is used

to authenticate incoming packets on an Ethernet.

[00110] Various extensions to the previously described techniques described herein

include: (1) use of hopped hardware or “MAC” addresses in broadcast type network; (2) a self

synchronization technique that permits a computer to automatically regain synchronization with

a sender; (3) synchronization algorithms that allow transmitting and receiving computers to

quickly re-establish synchronization in the event of lost packets or other events; and (4) a fast-

packet rejection mechanism for rejecting invalid packets. Any or all of these extensions can be

combined with the features described above in any of various ways.

A. Hardware Address Hopping

[00111] Internet protocol-based communications techniques on a LAN—or across any

dedicated physical medium»-typically embed the IP packets within lower-level packets, often

referred to as “frames.” As shown in FIG. 11, for example, a first Ethernet frame 1150 comprises
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a frame header 1101 and two embedded IP packets 1P1 and IP2, while a second Ethernet frame

1160 comprises a different frame header 1104 and a single IP packet IP3. Each frame header

generally includes a source hardware address 1101 A and a destination hardware address 1101 B;

other well—known fields in frame headers are omitted from FIG. 11 for clarity. Two hardware

nodes communicating over a physical communication channel insert appropriate source and

destination hardware addresses to indicate which nodes on the channel or network should receive

the frame.

[00112] It may be possible for a nefarious listener to acquire information about the

contents of a frame and/or its communicants by examining frames on a local network rather than

(or in addition to) the IP packets themselves. This is especially true in broadcast media, such as

Ethernet, where it is necessary to insert into the frame header the hardware address of the

machine that generated the frame and the hardware address of the machine to which frame is

being sent. All nodes on the network can potentially “see” all packets transmitted across the

network. This can be a problem for secure communications, especially in cases where the

communicants do not want for any third party to be able to identify who is engaging in the

information exchange. One way to address this problem is to push the address—hopping scheme

down to the hardware layer. In accordance with various embodiments of the invention, hardware

addresses are “hopped” in a manner similar to that used to change IP addresses, such that a

listener cannot determine which hardware node generated a particular message nor which node is

the intended recipient.

[00113] FIG. 12A shows a system in which Media Access Control (“MAC”) hardware

addresses are “hopped” in order to increase security over a network such as an Ethernet. While

the description refers to the exemplary case of an Ethernet environment, the inventive principles

are equally applicable to other types of communications media. In the Ethernet case, the MAC

address of the sender and receiver are inserted into the Ethernet frame and can be observed by

anyone on the LAN who is within the broadcast range for that frame. For secure

communications, it becomes desirable to generate frames with MAC addresses that are not

attributable to any specific sender or receiver.

[00114] As shown in FIG. 12A, two computer nodes 1201 and 1202 communicate

over a communication channel such as an Ethernet. Each node executes one or more application
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programs 1203 and 1218 that communicate by transmitting packets through communication

software 1204 and 1217, respectively. Examples of application programs include video

conferencing, e~mail, word processing programs, telephony, and the like. Communication

software 1204 and 1217 can comprise, for example, an OSI layered architecture or “stack” that

standardizes various services provided at different levels of functionality.

[00115] The lowest levels of communication software 1204 and 1217 communicate

with hardware components 1206 and 1214 respectively, each of which can include one or more

registers 1207 and 1215 that allow the hardware to be reconfigured or controlled in accordance

with various communication protocols. The hardware components (an Ethernet network interface

card, for example) communicate with each other over the communication medium. Each

hardware component is typically pre-assigned a fixed hardware address or MAC number that

identifies the hardware component to other nodes on the network. One or more interface drivers

control the operation of each card and can, for example, be configured to accept or reject packets

from certain hardware addresses. As will be described in more detail below, various

embodiments of the inventive principles provide for “hopping” different addresses using one or

more algorithms and one or more moving windows that track a range of valid addresses to

validate received packets. Packets transmitted according to one or more of the inventive

principles will be generally referred to as “secure” packets or “secure communications” to

differentiate them from ordinary data packets that are transmitted in the clear using ordinary,

machine—correlated addresses.

[00116] One straightforward method of generating non~attributable MAC addresses is

an extension of the IP hopping scheme. In this scenario, two machines on the same LAN that

desire to communicate in a secure fashion exchange random-number generators and seeds, and

create sequences of quasi—random MAC addresses for synchronized hopping. The

implementation and synchronization issues are then similar to that of II’ hopping.

[00117] This approach, however, runs the risk of using MAC addresses that are

currently active on the LAN——which, in turn, could interrupt communications for those

machines. Since an Ethemet MAC address is at present 48 bits in length, the chance of randomly

misusing an active MAC address is actually quite small. However, if that figure is multiplied by

a large number of nodes (as would be found on an extensive LAN), by a large number of frames
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(as might be the case with packet voice or streaming video), and by a large number of concurrent

Virtual Private Networks (VPNS), then the chance that a non-secure machine’s MAC address

could be used in an address—hopped frame can become non—trivial. In short, any scheme that runs

even a small risk of interrupting communications for other machines on the LAN is bound to

receive resistance from prospective system administrators. Nevertheless, it is technically

feasible, and can be implemented without risk on a LAN on which there is a small number of

machines, or if all of the machines on the LAN are engaging in MAC-hopped communications.

[00118] Synchronized MAC address hopping may incur some overhead in the course

of session establishment, especially if there are multiple sessions or multiple nodes involved in

the communications. A simpler method of randomizing MAC addresses is to allow each node to

receive and process every incident frame on the network. Typically, each network interface

driver will check the destination MAC address in the header of every incident frame to see if it

matches that machine’s MAC address; if there is no match, then the frame is discarded. In one

embodiment, however, these checks can be disabled, and every incident packet is passed to the

TARP stack for processing. This will be referred to as “promiscuous” mode, since every incident

frame is processed. Promiscuous mode allows the sender to use completely random,

unsynchronized MAC addresses, since the destination machine is guaranteed to process the

frame. The decision as to whether the packet was truly intended for that machine is handled by

the TARP stack, which checks the source and destination IP addresses for a match in its IP

synchronization tables. If no match is found, the packet is discarded; if there is a match, the

packet is unwrapped, the inner header is evaluated, and if the inner header indicates that the

packet is destined for that machine then the packet is forwarded to the IP stack—-otherwise it is

discarded.

[00119] One disadvantage of purely-random MAC address hopping is its impact on

processing overhead; that is, since every incident frame must be processed, the machine’s CPU is

engaged considerably more often than if the network interface driver is discriminating and

rejecting packets unilaterally. A compromise approach is to select either a single fixed MAC

address or a small number of MAC addresses (e.g., one for each virtual private network on an

Ethernet) to use for MAC—hopped communications, regardless of the actual recipient for which

the message is intended. In this mode, the network interface driver can check each incident frame
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against one (or a few) pre-established MAC addresses, thereby freeing the CPU from the task of

physical- layer packet discrimination. This scheme does not betray any useful information to an

interloper on the LAN; in particular, every secure packet can already be identified by a unique

packet type in the outer header. However, since all machines engaged in secure communications

would either be using the same MAC address, or be selecting from a small pool of predetermined

MAC addresses, the association between a specific machine and a specific MAC address is

effectively broken.

[00120] In this scheme, the CPU will be engaged more often than it would be in non-

secure communications (or in synchronized MAC address hopping), since the network interface

driver cannot always unilaterally discriminate between secure packets that are destined for that

machine, and secure packets from other VPNS. However, the non-secure traffic is easily

eliminated at the network interface, thereby reducing the amount of processing required of the

CPU. There are boundary conditions where these statements would not hold, of course—e.g., if

all of the traffic on the LAN is secure traffic, then the CPU would be engaged to the same degree

as it is in the purely—random address hopping case; alternatively, if each VPN on the LAN uses a

different MAC address, then the network interface can perfectly discriminate secure frames

destined for the local machine from those constituting other VPNS. These are engineering

tradeoffs that might be best handled by providing administrative options for the users when

installing the software and/or establishing VPNS.

[00121] Even in this scenario, however, there still remains a slight risk of selecting

MAC addresses that are being used by one or more nodes on the LAN. One solution to this

problem is to formally assign one address or a range of addresses for use in MAC—hopped

communications. This is typically done via an assigned numbers registration authority; e.g., in

the case of Ethernet, MAC address ranges are assigned to vendors by the Institute of Electrical

and Electronics Engineers (IEEE). A formally-assigned range of addresses would ensure that

secure frames do not conflict with any properly-configured and properly-functioning machines

on the LAN.

[00122] Reference will now be made to FIGS. 12A and 12B in order to describe the

many combinations and features that follow the inventive principles. As explained above, two

computer nodes 1201 and 1202 are assumed to be communicating over a network or
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communication medium such as an Ethernet. A communication protocol in each node (1204 and

1217, respectively) contains a modified element 1205 and 1216 that performs certain functions

that deviate from the standard communication protocols. In particular, computer node 1201

implements a first “hop” algorithm 1208X that selects seemingly random source and destination

IP addresses (and, in one embodiment, seemingly random IP header discriminator fields) in order

to transmit each packet to the other computer node. For example, node 1201 maintains a transmit

table 1208 containing triplets of source (S), destination (D), and discriminator fields (DS) that

are inserted into outgoing IP packet headers. The table is generated through the use of an

appropriate algorithm (e. g., a random number generator that is seeded with an appropriate seed)

that is known to the recipient node 1202. As each new IP packet is formed, the next sequential

entry out of the sender’s transmit table 1208 is used to populate the IP source, IP destination, and

IP header extension field (e.g., discriminator field). It will be appreciated that the transmit table

need not be created in advance but could instead be created on—the-fly by executing the algorithm

when each packet is formed.

[00123] At the receiving node 1202, the same IP hop algorithm 1222X is maintained

and used to generate a receive table 1222 that lists valid triplets of source IP address, destination

IP address, and discriminator field. This is shown by virtue of the first five entries of transmit

table 1208 matching the second five entries of receive table 1222. (The tables may be slightly

offset at any particular time due to lost packets, misordered packets, or transmission delays).

Additionally, node 1202 maintains a receive window W3 that represents a list of valid 1P source,

IP destination, and discriminator fields that will be accepted when received as part of an

incoming 1P packet. As packets are received, window W3 slides down the list of valid entries,

such that the possible valid entries change over time. Two packets that arrive out of order but are

nevertheless matched to entries within window W3 will be accepted; those falling outside of

window W3 will be rejected as invalid. The length of window W3 can be adjusted as necessary

to reflect network delays or other factors.

[00124] Node 1202 maintains a similar transmit table 1221 for creating IP packets and

frames destined for node 1201 using a potentially different hopping algorithm 1221 X, and node

1201 maintains a matching receive table 1209 using the same algorithm 1209X. As node 1202

transmits packets to node 1201 using seemingly random IP source, IP destination, and/or
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discriminator fields, node 1201 matches the incoming packet values to those falling within

window W1 maintained in its receive table. In effect, transmit table 1208 of node 1201 is

synchronized (i.e., entries are selected in the same order) to receive table 1222 of receiving node

1202. Similarly, transmit table 1221 of node 1202 is synchronized to receive table 1209 of node

1201. It will be appreciated that although a common algorithm is shown for the source,

destination and discriminator fields in FIG. 12A (using, e. g., a different seed for each of the three

fields), an entirely different algorithm could in fact be used to establish values for each of these

fields. It will also be appreciated that one or two of the fields can be “hopped” rather than all

three as illustrated.

[00125] In accordance with another aspect of the invention, hardware or “MAC”

addresses are hopped instead of or in addition to IP addresses and/or the discriminator field in

order to improve security in a local area or broadcast-type network. To that end, node 1201

further maintains a transmit table 1210 using a transmit algorithm 121OX to generate source and

destination hardware addresses that are inserted into frame headers (e.g., fields 1101A and 1101

B in FIG. 11) that are synchronized to a corresponding receive table 1224 at node 1202.

Similarly, node I202 maintains a different transmit table 1223 containing source and destination

hardware addresses that is synchronized with a corresponding receive table 1211 at node 1201.

In this manner, outgoing hardware frames appear to be originating from and going to completely

random nodes on the network, even though each recipient can determine whether a given packet

is intended for it or not. It will be appreciated that the hardware hopping feature can be

implemented at a different level in the communications protocol than the IP hopping feature

(eg, in a card driver or in a hardware card itself to improve performance).

[00126] FIG. 12B shows three different embodiments or modes that can be employed

using the aforementioned principles. In a first mode referred to as “promiscuous” mode, a

common hardware address (eg, a fixed address for source and another for destination) or else a

completely random hardware address is used by all nodes on the network, such that a particular

packet cannot be attributed to any one node. Each node must initially accept all packets

containing the common (or random) hardware address and inspect the IP addresses or

discriminator field to determine whether the packet is intended for that node. In this regard,

either the IP addresses or the discriminator field or both can be varied in accordance with an
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algorithm as described above. As explained previously, this may increase each node’s overhead

since additional processing is involved to determine whether a given packet has valid source and

destination hardware addresses.

[00127] In a second mode referred to as “promiscuous per VP ” mode, a small set of

fixed hardware addresses are used, with a fixed source/destination hardware address used for all

nodes communicating over a virtual private network. For example, if there are six nodes on an

Ethernet, and the network is to be split up into two private virtual networks such that nodes on

one VPN can communicate with only the other two nodes on its own VPN, then two sets of

hardware addresses could be used: one set for the first VPN and a second set for the second

VPN. This would reduce the amount of overhead involved in checking for valid frames since

only packets arriving from the designated VPN would need to be checked. IP addresses and one

or more discriminator fields could still be hopped as before for secure communication within the

VPN. Of course, this solution compromises the anonymity of the VPNS (i.e., an outsider can

easily tell what traffic belongs in which VPN, though he cannot correlate it to a specific

machine/person). It also requires the use of a discriminator field to mitigate the vulnerability to

certain types of DOS attacks, (For example, without the discriminator field, an attacker on the

LAN could stream frames containing the MAC addresses being used by the VPN; rejecting those

frames could lead to excessive processing overhead. The discriminator field would provide a

low-overhead means of rejecting the false packets.)

[00128] In a third mode referred to as “hardware hopping” mode, hardware addresses

are varied as illustrated in FIG. I 2A, such that hardware source and destination addresses are

changed constantly in order to provide non-attributable addressing. Variations on these

embodiments are of course possible, and the invention is not intended to be limited in any

respect by these illustrative examples.

B. Extending the Address Space Address

[00129] Address hopping provides security and privacy. However, the level of

protection is limited by the number of addresses in the blocks being hopped. A hopblock denotes

a field or fields modulated on a packet—wise basis for the purpose of providing a VPN. For

instance, if two nodes communicate with IP address hopping using hopblocks of 4 addresses (2

bits) each, there would be 16 possible address—pair combinations. A window of size 16 would
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result in most address pairs being accepted as valid most of the time. This limitation can be

overcome by using a discriminator field in addition to or instead of the hopped address fields.

The discriminator field would be hopped in exactly the same fashion as the address fields and it

would be used to determine whether a packet should be processed by a receiver.

[00130] Suppose that two clients, each using four—bit hopblocks, would like the same

level of protection afforded to clients communicating via 1P hopping between two A blocks (24

address bits eligible for hopping). A discriminator field of 20 bits, used in conjunction with the 4

address bits eligible for hopping in the IP address field, provides this level of protection. A 24-bit

discriminator field would provide a similar level of protection if the address fields were not

hopped or ignored. Using a discriminator field offers the following advantages: (1) an arbitrarily

high level of protection can be provided, and (2) address hopping is unnecessary to provide

protection. This may be important in environments where address hopping would cause routing

problems.

C. Synchronization Techniques

[00131] It is generally assumed that once a sending node and receiving node have

exchanged algorithms and seeds (or similar information sufficient to generate quasi-random

source and destination tables), subsequent communication between the two nodes will proceed

smoothly. Realistically, however, two nodes may lose synchronization due to network delays or

outages, or other problems. Consequently, it is desirable to provide means for re-establishing

synchronization between nodes in a network that have lost synchronization.

[00132] One possible technique is to require that each node provide an

acknowledgment upon successful receipt of each packet and, if no acknowledgment is received

within a certain period of time, to re-send the unacknowledged packet. This approach, however,

drives up overhead costs and may be prohibitive in high-throughput environments such as

streaming video or audio, for example.

[00133] A different approach is to employ an automatic synchronizing technique that

will be referred to herein as “self—synchronization.” In this approach, synchronization

information is embedded into each packet, thereby enabling the receiver to re—synchronize itself

upon receipt of a single packet if it determines that is has lost synchronization with the sender. (If

communications are already in progress, and the receiver determines that it is still in sync with
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the sender, then there is no need to re-synchronize.) A receiver could detect that it was out of

synchronization by, for example, employing a “dead-man” timer that expires after a certain

period of time, wherein the timer is reset with each valid packet. A time stamp could be hashed

into the public sync field (see below) to preclude packet—retry attacks.

[00134] In one embodiment, a “sync field” is added to the header of each packet sent

out by the sender. This sync field could appear in the clear or as part of an encrypted portion of

the packet. Assuming that a sender and receiver have selected a random-number generator

(RNG) and seed value, this combination of RNG and seed can be used to generate a random-

number sequence (RNS). The RNS is then used to generate a sequence of source/destination IP

pairs (and, if desired, discriminator fields and hardware source and destination addresses), as

described above. It is not necessary, however, to generate the entire sequence (or the first N-l

values) in order to generate the Nth random number in the sequence; if the sequence index N is

known, the random value corresponding to that index can be directly generated (see below).

Different RNGS (and seeds) with different fundamental periods could be used to generate the

source and destination IP sequences, but the basic concepts would still apply. For the sake of

simplicity, the following discussion will assume that IP source and destination address pairs

(only) are hopped using a single RNG sequencing mechanism.

[00135] In accordance with a “self-synchronization” feature, a sync field in each

packet header provides an index (i.e., a sequence number) into the RNS that is being used to

generate IP pairs. Plugging this index into the RNG that is being used to generate the RNS yields

a specific random number value, which in turn yields a specific IP pair. That is, an IP pair can be

generated directly from knowledge of the RNG, seed, and index number; it is not necessary, in

this scheme, to generate the entire sequence of random numbers that precede the sequence value

associated with the index number provided.

[00136] Since the communicants have presumably previously exchanged RNGS and

seeds, the only new information that must be provided in order to generate an IP pair is the

sequence number. If this number is provided by the sender in the packet header, then the receiver

need only plug this number into the RNG in order to generate an IP pair —~ and thus verify that

the IP pair appearing in the header of the packet is valid. In this scheme, if the sender and

receiver lose synchronization, the receiver can immediately re~synchronize upon receipt of a
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single packet by simply comparing the IP pair in the packet header to the IP pair generated from

the index number. Thus, synchronized communications can be resumed upon receipt of a single

packet, making this scheme ideal for multicast communications. Taken to the extreme, it could

obviate the need for synchronization tables entirely; that is, the sender and receiver could simply

rely on the index number in the sync field to validate the IP pair on each packet, and thereby

eliminate the tables entirely.

[00137] The aforementioned scheme may have some inherent security issues

associated with it —— namely, the placement of the sync field. If the field is placed in the outer

header, then an interloper could observe the values of the field and their relationship to the IP

stream. This could potentially compromise the algorithm that is being used to generate the IP-

address sequence, which would compromise the security of the communications. If, however, the

value is placed in the inner header, then the sender must decrypt the inner header before it can

extract the sync value and validate the IP pair; this opens up the receiver to certain types of

denial—of—service (DoS) attacks, such as packet replay. That is, if the receiver must decrypt a

packet before it can validate the 11’ pair, then it could potentially be forced to expend a

significant amount of processing on decryption if an attacker simply retransmits previously valid

packets. Other attack methodologies are possible in this scenario.

[00138] A possible compromise between algorithm security and processing speed is to

split up the sync value between an inner (encrypted) and outer (unencrypted) header. That is, if

the sync value is sufficiently long, it could potentially be split into a rapidly-changing part that

can be viewed in the clear, and a fixed (or very slowly changing) part that must be protected. The

part that can be viewed in the clear will be called the “public sync” portion and the part that must

be protected will be called the “private sync” portion.

[00139] Both the public sync and private sync portions are needed to generate the

complete sync value. The private portion, however, can be selected such that it is fixed or will

change only occasionally. Thus, the private sync value can be stored by the recipient, thereby

obviating the need to decrypt the header in order to retrieve it. If the sender and receiver have

previously agreed upon the frequency with which the private part of the sync will change, then

the receiver can selectively decrypt a single header in order to extract the new private sync if the

communications gap that has led to lost synchronization has exceeded the lifetime of the
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previous private sync. This should not represent a burdensome amount of decryption, and thus

should not open up the receiver to denial-of-service attack simply based on the need to

occasionally decrypt a single header.

[00140] One implementation of this is to use a hashing function with a one-to—one

mapping to generate the private and public sync portions from the sync value. This

implementation is shown in FIG. 13, where (for example) a first ISP 1302 is the sender and a

second ISP 1303 is the receiver. (Other alternatives are possible from FIG. 13.) A transmitted

packet comprises a public or “outer” header 1305 that is not encrypted, and a private or “inner”

header 1306 that is encrypted using for example a link key. Outer header 1305 includes a public

sync portion while inner header 1306 contains the private sync portion. A receiving node

decrypts the inner header using a decryption function 1307 in order to extract the private sync

portion. This step is necessary only if the lifetime of the currently buffered private sync has

expired. (If the current1y—buffered private sync is still valid, then it is simply extracted from

memory and “added” (which could be an inverse hash) to the public sync, as shown in step

1308.) The public and decrypted private sync portions are combined in function 1308 in order to

generate the combined sync 1309. The combined sync (1309) is then fed into the RNG (1310)

and compared to the IP address pair (131 1) to validate or reject the packet.

[00141] An important consideration in this architecture is the concept of “future” and

“past” where the public sync values are concerned. Though the sync values, themselves, should

be random to prevent spoofing attacks, it may be important that the receiver be able to quickly

identify a sync value that has already been sent —— even if the packet containing that sync value

was never actually received by the receiver. One solution is to hash a time stamp or sequence

number into the public sync portion, which could be quickly extracted, checked, and discarded,

thereby validating the public sync portion itself.

[00142] In one embodiment, packets can be checked by comparing the

source/destination IP pair generated by the sync field with the pair appearing in the packet

header. If (1) they match, (2) the time stamp is valid, and (3) the dead-man timer has expired,

then re—synchronization occurs; otherwise, the packet is rejected. If enough processing power is

available, the dead-man timer and synchronization tables can be avoided altogether, and the

receiver would simply resynchronize (e.g., validate) on every packet.

-40-
BST99 l547522-1.077580 0063



1057

Attorney Docket No. 077580-0063 (VRNK—1CP3CN2)

[00143] The foregoing scheme may require large-integer (e.g., 160-bit) math, which

may affect its implementation. Without such large-integer registers, processing throughput would

be affected, thus potentially affecting security from a denial~of-service standpoint. Nevertheless,

as large integer math processing features become more prevalent, the costs of implementing such

a feature will be reduced.

D. Other Synchronization Schemes

[00144] As explained above, if W or more consecutive packets are lost between a

transmitter and receiver in a VPN (where W is the window size), the receiver’s window will not

have been updated and the transmitter will be transmitting packets not in the receiver’s window.

The sender and receiver will not recover synchronization until perhaps the random pairs in the

window are repeated by chance. Therefore, there is a need to keep a transmitter and receiver in

synchronization whenever possible and to re-establish synchronization whenever it is lost.

[00145] A “checkpoint” scheme can be used to regain synchronization between a

sender and a receiver that have fallen out of synchronization. In this scheme, a checkpoint

message comprising a random IP address pair is used for communicating synchronization

information. In one embodiment, two messages are used to communicate synchronization

information between a sender and a recipient:

1. SYNC_REQ is a message used by the sender to indicate that it wants to synchronize; and

2. SYNC_ACK is a message used by the receiver to inform the transmitter that it has been

synchronized.

[00146] According to one variation of this approach, both the transmitter and receiver

maintain three checkpoints (see FIG. 14):

1. In the transmitter, ckptmo (“checkpoint old”) is the IP pair that was used to re—send the

last SYNC_REQ packet to the receiver. In the receiver, ckpt_o (“checkpoint old”) is the

IP pair that receives repeated SYNC__REQ packets from the transmitter.

In the transmitter, ckpt_n (“checkpoint new”) is the IP pair that will be used to send the

next SYNC_REQ packet to the receiver. In the receiver, ckpt__n (“checkpoint new”) is the

IP pair that receives a new SYNC_REQ packet from the transmitter and which causes the

receiver’s window to be re—aligned, ckpt__o set to ckpt_n, a new ckpt__n to be generated

and a new ckpt_r to be generated.
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In the transmitter, ckpt_r is the IP pair that will be used to send the next SYNC_ACK

packet to the receiver. In the receiver, ckptfir is the IP pair that receives a new

SYNC_ACK packet from the transmitter and which causes a new ckpt_n to be generated.

Since SYNC_ACK is transmitted from the receiver ISP to the sender ISP, the transmitter

ckpt_r refers to the ckpt_r of the receiver and the receiver ckpt_r refers to the ckpt_r of

the transmitter (see FIG. 14).

When a transmitter initiates synchronization, the IP pair it will use to transmit the next data

packet is set to a predetermined value and when a receiver first receives a SYNC_REQ, the

receiver window is updated to be centered on the transmitter’s next IP pair. This is the primary

mechanism for checkpoint synchronization.

[00147] Synchronization can be initiated by a packet counter (e.g., after every N

packets transmitted, initiate a synchronization) or by a timer (every S seconds, initiate a

synchronization) or a combination of both. See FIG. 15. From the transmitter’s perspective, this

technique operates as follows: (1) Each transmitter periodically transmits a “sync request”

message to the receiver to make sure that it is in sync. (2) If the receiver is still in sync, it sends

back a “sync ack” message. (If this works, no further action is necessary). (3) If no “sync ack”

has been received within a period of time, the transmitter retransmits the sync request again. If

the transmitter reaches the next checkpoint without receiving a “sync ack” response, then

synchronization is broken, and the transmitter should stop transmitting. The transmitter will

continue to send syne_reqs until it receives a sync_ack, at which point transmission is

reestablished.

[00148] From the receiver’s perspective, the scheme operates as follows: (1) when it

receives a “sync request” request from the transmitter, it advances its window to the next

checkpoint position (even skipping pairs if necessary), and sends a “sync ack” message to the

transmitter. If sync was never lost, then the “jump ahead” really just advances to the next

available pair of addresses in the table (i.e., normal advancement).

[00149] If an interloper intercepts the “sync request” messages and tries to interfere

with communication by sending new ones, it will be ignored if the synchronization has been

established or it will actually help to re—establish synchronization.
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[00150] A window is realigned whenever a re-synchronization occurs. This

realignment entails updating the receiver’s window to straddle the address pairs used by the

packet transmitted immediately after the transmission of the SYNC_REQ packet. Normally, the

transmitter and receiver are in synchronization with one another. However, when network events

occur, the receiver’s window may have to he advanced by many steps during resynchronization.

In this case, it is desirable to move the window ahead without having to step through the

intervening random numbers sequentially. (This feature is also desirable for the auto-sync

approach discussed above).

E. Random Number Generator with a Jump—Ahead capability

[00151] An attractive method for generating randomly hopped addresses is to use

identical random number generators in the transmitter and receiver and advance them as packets

are transmitted and received. There are many random number generation algorithms that could

be used. Each one has strengths and weaknesses for address hopping applications.

[00152] Linear congruential random number generators (LCRS) are fast, simple and

well characterized random number generators that can be made to jump ahead n steps efficiently.

An LCR generates random numbers X1, X2, X3 Xk starting with seed X0 using a recurrence

Xi=(a XH + b) mod c, (1)

where a, b and c define a particular LCR. Another expression for Xi,

X;=((ai(X0+b)—b)/(a—l )) mod c (2)

enables the jump—ahead capability. The factor al can grow very large even for modest i if left

unfettered. Therefore some special properties of the modulo operation can be used to control the

size and processing time required to compute (2). (2) can be rewritten as:

Xi=(al(X0(a—1)»+b)-b)/(a—1) mod c. (3)

It can be shown that:

(ai(X0(a-l)+b)—b)/(a-1) mod c =

((almod((a—l)c)(X0(a-1)+b) —b) /(a—1)) mod c (4).

[00153] (X0(a-1)+b) can be stored as (X0(a—1)+b) mod c, b as b mod c and compute a5

mod((a—l)c) (this requires O(log(i)) steps).
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[00154] A practical implementation of this algorithm would jump a fixed distance, n,

between synchronizations; this is tantamount to synchronizing every n packets. The window

would commence 17 IP pairs from the start of the previous window. Using Xjw, the random

number at the jll‘ checkpoint, as X0 and n as i, a node can store a“ mod((a- l)c) once per LCR

and set

[00155] Xj+1W=Xn(j+1)=((a“ mod((a—1)c) (XJ-W (a—1)+b)—b)/(a-l))mod c, (5)

to generate the random number for the j+1Tl‘ synchronization. Using this construction, a node

could jump ahead an arbitrary (but fixed) distance between synchronizations in a constant

amount of time (independent of n).

[00156] Pseudo-random number generators, in general, and LCRS, in particular, will

eventually repeat their cycles. This repetition may present vulnerability in the IP hopping

scheme. An adversary would simply have to wait for a repeat to predict future sequences. One

way of coping with this vulnerability is to create a random number generator with a known long

cycle. A random sequence can be replaced by a new random number generator before it repeats.

LCRS can be constructed with known long cycles. This is not currently true of many random

number generators.

[00157] Random number generators can be cryptographically insecure. An adversary

can derive the RNG parameters by examining the output or part of the output. This is true of

LCGS. This vulnerability can be mitigated by incorporating an encryptor, designed to scramble

the output as part of the random number generator. The random number generator prevents an

adversary from mounting an attacl<—-e.g., a known plaintext attack»-against the encryptor.

F. Random Number Generator Example

[00158] Consider a RNG where a=3l,b=4 and c=l5. For this case equation (1)

becomes:

Xi=(31 XH + 4) mod 15. (6)

If one sets X0=1, equation (6) will produce the sequence l, 5, 9, 13, 2, 6, 10, 14, 3, 7, ll,

0, 4, 8, 12. This sequence will repeat indefinitely. For a jump ahead of 3 numbers in this

sequence a“= 313=29791, c*(a—1)=l5*30=450 and an mod((a-l)c) =

313mod(l5*30)=2979lrnod(450)=91. Equation (5) becomes:
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((91 (Xi30+4)-4)/30)mod 15 (7).

Table 1 shows the jump ahead calculations from (7) . The calculations start at 5 and jump

TABLE 1

(Xi30+4) 91 (.Xi30+4)-4 ((91 (Xi30+4)—4)/30 l XH3
l54 14010 467 2

64 5820 194 14

I 424 38580 1286

4 334 30390 1013244 22200

G. Fast Packet Filter

[00159] Address hopping VPNS must rapidly determine whether a packet has a valid

header and thus requires further processing, or has an invalid header (a hostile packet) and

should be immediately rejected. Such rapid determinations will be referred to as “fast packet

filtering.” This capability protects the VPN from attacks by an adversary who streams hostile

packets at the receiver at a high rate of speed in the hope of saturating the receiver’s processor (a

so—called “denial of service” attack). Fast packet filtering is an important feature for

implementing VPNS on shared media such as Ethernet.

[00160] Assuming that all participants in a VPN share an unassigned “A” block of

addresses, one possibility is to use an experimental “A” block that will never be assigned to any

machine that is not address hopping on the shared medium. “A” blocks have a 24 bits of address

that can be hopped as opposed to the 8 bits in “C” blocks. In this case a hopblock will be the “A”

block. The use of the experimental “A” block is a likely option on an Ethernet because:

1. The addresses have no validity outside of the Ethernet and will not be routed out to a

valid outside destination by a gateway.

There are 224 (-16 million) addresses that can be hopped within each “A” block. This

yields >280 trillion possible address pairs making it very unlikely that an adversary

would guess a valid address. It also provides acceptably low probability of collision

between separate VPNS (all VPNS on a shared medium independently generate random

address pairs from the same “A” block).
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The packets will not be received by someone on the Ethernet who is not on a VPN

(unless the machine is in promiscuous mode) minimizing impact on non~VPN computers.

[00161] The Ethernet example will be used to describe one implementation of fast

packet filtering. The ideal algorithm would quickly examine a packet header, determine whether

the packet is hostile, and reject any hostile packets or determine which active IP pair the packet

header matches. The problem is a classical associative memory problem. A variety of techniques

have been developed to solve this problem (hashing, B——trees etc). Each of these approaches has

its strengths and weaknesses. For instance, hash tables can be made to operate quite fast in a

statistical sense, but can occasionally degenerate into a much slower algorithm. This slowness

can persist for a period of time. Since there is a need to discard hostile packets quickly at all

times, hashing would be unacceptable.

H. Presence Vector Algorithm

[00162] A presence vector is a bit vector of length 2“ that can be indexed by n—bit

numbers (each ranging from 0 to 2" -1). One can indicate the presence of k n—bit numbers (not

necessarily unique), by setting the bits in the presence vector indexed by each number to 1.

Otherwise, the bits in the presence vector are 0. An 11-bit number, x, is one of the k numbers if

and only if the x”‘ bit of the presence vector is 1. A fast packet filter can be implemented by

indexing the presence vector and looking for a 1, which will be referred to as the “test.”

[00163] For example, suppose one wanted to represent the number 135 using a

presence vector. The 135”‘ bit of the vector would be set. Consequently, one could very quickly

determine whether an address of 135 was valid by checking only one bit: the 135"‘ bit. The

presence vectors could be created in advance corresponding to the table entries for the IP

addresses. In effect, the incoming addresses can be used as indices into a long vector, making

comparisons very fast. As each RNG generates a new address, the presence vector is updated to

reflect the information. As the window moves, the presence vector is updated to zero out

addresses that are no longer valid.

[00164] There is a trade—off between efficiency of the test and the amount of memory

required for storing the presence vector(s). For instance, if one were to use the 48 bits of hopping

addresses as an index, the presence vector would have to be 35 terabytes. Clearly, this is too

large for practical purposes. Instead, the 48 bits can be divided into several smaller fields. For
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instance, one could subdivide the 48 bits into four 12-bit fields (see FIG. 16). This reduces the

storage requirement to 2048 bytes at the expense of occasionally having to process a hostile

packet. In effect, instead of one long presence vector, the decomposed address portions must

match all four shorter presence vectors before further processing is allowed. (If the first part of

the address portion doesn’t match the first presence vector, there is no need to check the

remaining three presence vectors).

[00165] A presence vector will have a l in the y"‘ bit if and only if one or more

addresses with a corresponding field of y are active. An address is active only if each presence

vector indexed by the appropriate sub-field of the address is 1.

[00166] Consider a window of 32 active addresses and 3 checkpoints. A hostile packet

will be rejected by the indexing of one presence vector more than 99% of the time. A hostile

packet will be rejected by the indexing of all 4 presence vectors more than 99.9999995% of the

time. On average, hostile packets will be rejected in less than 1.02 presence vector index

operations.

[00167] The small percentage of hostile packets that pass the fast packet filter will be

rejected when matching pairs are not found in the active window or are active checkpoints.

Hostile packets that serendipitously match a header will be rejected when the VPN software

attempts to decrypt the header. However, these cases will be extremely rare. There are many

other ways this method can be configured to arbitrate the space/speed tradeoffs.

I. Further Synchronization Enhancenents

[00168] A slightly modified form of the synchronization techniques described above

can be employed. The basic principles of the previously described checkpoint synchronization

scheme remain unchanged. The actions resulting from the reception of the checkpoints are,

however, slightly different. In this variation, the receiver will maintain between 000 (“Out of

Order”) and 2><WINDOW_SIZE+OoO active addresses (I 5000 SWINDOW_SIZE and

WINDOW_SIZE 21). OoO and WINDOW_SIZE are engineerable parameters, where O00 is

the minimum number of addresses needed to accommodate lost packets due to events in the

network or out of order arrivals and WINDOW__SIZE is the number of packets transmitted

before a SYNC_REQ is issued. FIG. 17 depicts a storage array for a receiver’s active addresses.
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