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USENIX UNIX Securit S mosium, San Jose, California, Jul 1996. Galvin, DNSSEC
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Freier, et al. "The SSL Protocol Version 3.0," Transport Layer Security Working Group
/C1013 November 18, 1996 . SSL, UNDERLYING SECURITY TECHNOLOG

IM. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetC1014
Draft, (12/02/1996). (RFC 2543 Internet Draft 1)
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M.G. Reed, et al. “Proxies for Anonymous Routing," 12th Annual Computer Security -C1015 A lications Conference, San Dieo, CA, Dec. 9-13, 1996. Reed, Onion Routin

C1016 Extend Corporate Networks, Digital Technical Journal (1997 Alden, AltavistaKenneth F. Alden & Edward P. Wobber, The Alta Vista Tunnel: Using the Internet to -
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(1997). (AutoSOCKS, Aventail) - -
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-'htt ://web.archive.or /web/19970620030312/www.aventail.com/educate/white a er/sockswp.html (1997). (Socks, Aventail)
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—Aventail Corp., “VPN server V2.0 Administration Guide,” (1997). (VPN, Aventail)
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_ Microsoft Corp., Installing Configuring and Using PPTP with Microsoft Clients and
Microsoft Corp., IP Security for Microsoft Windows NT Server 5.0 (1997) (printed from
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Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,

Microsoft Corp., Routing and Remote Access Service for Windows NT Server
Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-

, Ljnderstanding Point-to-Point Tunneling Protocol PPTP (1997) (printed
from 1998 PDC DVD-ROM Understandin PPTP, Microsoft Prior Art VPN Technolo

J. Mark Smith et.a|., Protecting a Private Network: The Altavisfa

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
- Draft-, (O3/27/:1,~997~)~. (-RFC»-2543 Internet Draft 2) .
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Syverson, et al. “Private Web Browsing," Naval Research Laboratory, Center for High 8
C1039 Assurance Comuter S stems June 2, 1997 . S erson, Onion Routin

Bellcore, "Metrics, Criteria, and Measurement Technique Requirements for ANX Release
1," AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG

C1040 IReuirements, ANX

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (07/31/1997). (RFC 2543 Internet Draft 3)

C1041 Due to difficul Iocatin this reference, a co - has not been rovided

C1042 RFC 2230 November 1997 . RFC 2230, KX Records1-
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/11/1997). (RFC 2543 Internet Draft 4) ’
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1998 Microsoft Professional Developers Conference DVD (“1998 PDC DVD-ROM”)

(including screenshots captured therefrom and produced as MSFTVX 00018827-
00018832). (Conference. Microsoft Prior Art VPN Technolo

Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle Mini—Cam
Seminar attendees get first look at the performance and capabilities of Windows NT 5.0
(1998) (available at hap //www.microsoft.com/presspass/features/1998/10-

orts-does-ssl-use.html 1998 Ports, DNS SR

Aventail Corp., "Aventail VPN \-/2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple," Press Release,

H. Schulzrinne, et al, "Internet Telephony Gateway Location," Proceedings of IEEE
INfocom '98, The Conference on Computer Communications, Vol. 2 ( March 29 ~— April 2,

,-.
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-C. Huitema, 45 al. “Simple Gateway Control Protocol," Version 1.0 (May 5, 1998).C1051 SGCP

--DISA “Secret Internet Protocol Router Network," SIPRNET Program Management OfficeC1052 D3113 DISN Networks, DISN Transmission Services Ma 8, 1998 . DISA, SIPRNET

IM. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (05/14/1998). (RFC 2543 Internet Draft 5)
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M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (06/17/1998). (RFC 2543 Internet Draft 6)

C1054 [Due to difficul locating this reference, a co has not been provided]

D. McDonald, et al. “PF_KEY Key Management API, Version 2," Network Working
C1055 Grou, RFC 2367 Jul 1998. RFC 2367

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (O7/16/1998). (RFC 2543 Internet Draft 7) "
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M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (08/07/1998). (RFC 2543 Internet Draft 8)
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C1058 1998). (Focus, Microsoft Prior Art VPN Technoloy

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet“

Draft, (O9/18/1998). (RFC 2543 Internet Draft 9)
C1059 [Due to difficulty locating this reference, a cop has not been provided]

C1060 RFC 2401 November 1998 . RFC 2401, UNDERLYING SECURITY TECHNOLOGIES

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9

C1061 [Due to difficult locating this reference, a cop has not been provided]
Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security

C1052 Workin Grou December 1998 . DNSSEC—7

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/15/1998). (RFC 2543 Internet Draft 11)
Due to difficul locating this reference, a co - has not been - rovided]
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Aventail Corp., “Aventail Connect 3.1/2.6Administrator's Guide," (1999). (Aventail
Administrator 3.1, Aventail)

C1064 ' ' Iocatin - this reference, a co has not been provided]

Aventail Corp., "AventaiI Connect 3.1/2.6 User’s Guide," (1999). (Aventail User 3.1,

01065 Due to difficul Iocatin this reference, a co has not been provided]

I.Aventail Corp., “Aventail ExtraWeb Server v3.2 Administrator's Guide," (1999). (AventailExtraWeb 3.2, Aventail)

C1066 [Due to difficul Iocatin this reference, a co has not been provided]

--Kaufman et al, “Implementing IPsec," (Copyright 1999). (Implementing IPSEC, VPNC1067 REFERENCES

:Network Solutions, Inc. "EnabIing SSL," NSI Registry (1999). (Enabling SSL,C1068 UNDERLYING SECURITY TECHNOLOGIES

Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW) ‘ ‘

[Due to difficult Iocatin this reference, a cop has not been provided]

_ Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNS
1999 . Gulbrandsen 99, DNS SRV)

‘Draft, (O1/15/1999). (RFC 2543 Internet Draft 12)
[Due to difficult locating this reference, a copy has not been provided]

Goldschlag, et aI., "Onion Routing for Anonymous and Private Internet Connections,"
Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,

H. Schulzrinne, "|nternet Telephony: architecture and protocols — an IETF perspective,"
Comuter Networks, Vol. 31, No. 3 Februa 1999 . Telehon , Schulzrinne

Network Working Group, RFC 2543
and Internet Drafts 12/96-3/99 Handle , RFC 2543

- FreeSNVAN Project, Linux Frees/WAN Compatibility Guide (March 4, 1999).C1076 atibilit Guide, FreeS/WAN

‘ZTelcordia Technologies, "ANX Release 1 Document Corrections,” AIAG (May 11, 1999).C1077 Telcordia, ANX

_ Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm information withC1078 DNS <draft-eitf-cat—krb-dns—Iocate-oo.txt> June 21, 1999 . Hornstein, DNS SRV
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).

01079 Bhattcha a LDAP VPN I

B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group,
C1080 Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies

(2000). (Goncalves, Checkpoint FW)
[Due to difficul locatin this reference, a cop has not been rovided

Technical Description," Collaborative Operations in Joint
eriment JEFX 99 Februa 2000. M|TRE,‘SlPRNET

Kindred et al, “Dynamic VPN Communities: Implementation and Experience," DARPA
‘ Information Survivability Conference and Exposition ll (June 2001). (DARPA, VPN

—Appendix Arcertificate Profile for ANX |Psec Certificates. (Appendix, ANX)

-Assured Digital Products. (Assured Digital)C1090 [Due to difficult locating this reference, a cop has not been provided]

‘-Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security," Aventailc1091 ' ' . ‘ Aventail

Cindy Moran, "DlSN Data Networks: Secret ‘Internet Protocol Router Network
C1092 SlPRNet Moran, SIPRNET

—Data Fellows F-Secure VPN+ (F-Secure VPN+)
"Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)

C1094 Secret Dial-In Solution. RASP, SIPRNET

Onion Routing, "Investigation of Route Selection Algorithms," available at
Route Selection, Onion Routin
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C1097 SPARTA "Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS)

C1098 SIPRNET

C1099 MSFTVX00O19206 . FreeS/\NAN emails, FreeS/WAN

Kaufman et aI., “Implementing lPsec," (Copyright 1999) (Implementing |Psec)

Network Associates Gauntlet Firewall For Unix Users Guide Version 5.0 (1999).
Gauntlet User's Guide — Unix, Firewall Products

Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version

5.0 (1999) (Gauntlet Gettin Started Guide — NT, Firewall Products)
Network Associates Gauntlet Firewallfor Unix Getting Started Guide Version 5. 0 (1 999)
Gauntlet Unix Gettin Started Guide, Firewall Products

Network Associates Release Notes Gauntlet_Firewall for Unix 5.0 (March 19, 1999)
C1104 Gauntlet Unix Release Notes, Firewall Products

J 1 Network Associates Gauntlet Firewall For Windows NT Administrator’s Guide Version
C1105 5.0 1999) (Gauntlet NT Administrator’s Guide, Firewall Products “ * - " - *

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall
C1106 Encryption Guide Version 3.1 (1996) (Gauntlet Firewall—to—Firewall, Firewall Products)

r

C1107 Windows NT Version 5.0 (1999) Gauntlet NT GVPN, GVPN

C1108 Guide Version 5.0 1999 (Gauntlet Unix GVPN, GVPN)

C1109 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred
C1110 DVPN, DVPN '

C1111 March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
C1112 2000 Kindred DVPN Caabilit ,DVPN 11

EXAMINER 7 1 ' DATE CONSIDERED ' ,1.
/Krisna Liml O3’/Mzmfi
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October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTA00001712-1714,
C1113 1808-1811 Turchi DVPN email, DVPN

C1114 Quickstart,DVPN ‘ZH
C1115 DVPN Demonstration, DVPN1—

--GTE lnternetvvorking & BBN Technologies DARPA Information Assurance ProgramC1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) IFD 1.1, DVPN
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide -
Connection Point Services, available at

http:llwvvw.microsoft.comltechnetlarchive/winntas/proddocs/inetconctservice/cpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is rior art to the atents-insuit.)

Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide —
» . Connection Manager, available at H ‘ 1

http://www.microsoftcomltechnet/archive/winntas/proddocs/inetconctservicelcrnalcmspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.

Microsoft Corp. -Autodial Heuristics, available at http:/lsupport.microsoft.com/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Cariploz Distributed Component Object Model, (1996) available at

://msdn2.microsoft.com/en-us/llbra /ms809332 rinter .asx Carilo I
Marc Levy,
htt://msdn2.microsoft.com/e

Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at
://msdn2.microsoft.comlen-usllibrar /ms809311 rinter .asx Horstmann

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
httpzl/msdn2.microsoft.comlen-us/library/ms809320(printer).aspx (DCOM Business

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/lmsdn2.microsoft.com/en-us/Iibrary/ms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture

DATE CONSIDERED 03/-M/2019
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EXAM|NER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
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Microsoft Corp, DCOM —The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDC "DVD-ROM (DCOM Business

C1126 Overview ll ‘

Microsoft Corp., DCOM—Cariplo Home Banking Over The Internet White Paper
C1127 Microsoft 1996 available in PDC DVD-ROM (Cariplo II

-Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available inC1128 PDC DVD-ROM DCOM Solutions in Action

Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
C1129 in PDC DVD-ROM (DCOM Technical Overview II)

-125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available atC1130 htt:llmsdn2.rnicrosoft.com/en-us/librar /ms8‘I0277 rinter .asx Suh

C1131 Essential Winlnet1
Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Sewers, (1998) available at '

C1132 htt://msdn2.microsoft.com/enus/libra /ms811078 ' . '

Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, 1
http://www.microsoft.com/technetlarchivelwinntas/proddocslinetconctservicelbcgstart.ms

C1133 x Internet Connection Servicesl -

_ Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
. .. athttp://www.microsoft.com/technetlarchive/winntaslproddocslinetconctservlce/bcgstrtc.
C1134 mspx Internet Connection Services ll)

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:EnabIing
Connections with the Connection Manager Administration Kit, available at

http:/Iwvvw.microsoft.com/technet/prodtechnoll ieldep|oyldep|oy5/appendb.mspx (IE5
Cororate Develo ment

Mark Minasi, Mastering Windows NT Server 4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

01137 1998 Hands OnIH
. Microsoft Corp., MS Point—to—Point Tunneling Protocol (Windows NT 4.0), available at

htt :/lwww.microsoft.comltechnet/archivelwinntas/maintainlfeatusabilit I t w 3.ms x
C1138

--Kenneth Gregg, et al., Microsoft Windows NT Server Administrators Bible 173-206, 883-C1139 911, 974-1076 IDG Books Worldwide 1999 Gre -

--Microsoft Corp., Remote Access (Windows), available at http://msdn2.microsoft.com/en-C1140 us/llbra lbb545687 V8.85, ' , x Remote Access

,, . , /EXAMINER /magma Um’, DATECONSIDERED 93,14,313
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://www.rnicrosoft.com/technetlarchivelwinntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents—in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http:/lwww.microsoft.com/technet/archive/winntasl deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of

C1142
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents—in-suit.

Anthony Northrup, NT Network Plumbing: Routers,
C1143 IDG Books Worldwide 1998 Network Plumbin

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routingand
Remote Access Service, Available at
http://www.microsoft.com/technet/archivelwinntas/proddocsl rras40/rrasch01.mspx (Intro
to R_R_AS) (Althoughundated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is prior art to the patents—in—sult. 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at
httptl/www.microsoft.com/technetlarchive/winntas/proddocs/rras40lrrasch05.mspx
(Large—Sca|e Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0; Accordingly, upon
information and belief, this reference is rior art to the atents-in—suit.
F-Secure, F-Secure Evaluation Kit (May 1999) (FSECU RE 00000003) (Evaluation Kit 3)
[Due to difficult locatin - this reference, a copy has not been provided]
F-Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer -
3

C1148 F-Secure VPN 3--F-Secure, F-Secure VPN Administrator's Guide (May 1999) (from FSECURE ooooooos) -
C1149 .ooooooo3 SSH Guide 3I-—
C1150 ooooooos SSH 2.0 Guide 3I-—

EXAMINER DATE CONSIDERED , ,
/i<i-isna Liml 03/1 4/20? 0
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F-Secure, F-Secure VPN+ Administrator’s Guide (May 1999) (from FSECURE
00000003 VPN+ Guide 3

F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)

( (F-Secure, F-Secure SSH 1996) from FSECURE 00000006) (F-Secure SSH 6)

C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
Due to difficult locating this reference, a cop has not been provided]

F-Secure, F-Secure SSH Usefs & Administrators Guide (Sept. 1998) (from FSECU RE
00000009 SSH Guide 9 7‘ i if '
F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE »
00000009 F-Secure SSH 2.0 Guide 9 * » - -- -

F-Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (\/PN+ Guide 9

F-Secure, F-Secure Management Tools, Administrator‘s Guide (1999) (from FSECURE~—»
00000003 F-Secure Manaement Tools

" F-Secure, F-Secure Desktop, Usefs Guide (1997) (from FSECURE 00000009) -~-E~~»--——~»
Fsecure Deskto User's Guide)

SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager) I —

) ( )F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998 from FSECURE 00000009
Fsecure VPN+ _

IRE. lnc., SafeNet/Soft-PK Version 4 (March 28. 2000) (Soft-PK Version 4) —
Due to difficult Iocatin - this reference, a cop has not been provided

[Due to difficulty locating this reference, a copy has not been provided]I
C1165 Addendum1

EXAMINER DATE CONSIDERED
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01166 2000 VPN Polic Manaer S stem DescritionI-
c11s7 Manaer .I-

-'IRE, lnc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNetVPN Policy Manager)
C1168 [Due to difficulty locating this reference, a cop has not been provided]

C1169 Summary (Jul 22, 1996) (Gauntlet Functional SummaI-—
Trusted Information Systems, lnc., Running the Gauntlet lnternet Firewall, An
Administrators-Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet

C1170 Internet Firewall

c1171 ‘--Ted Harwood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999) -
Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions:

Almplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
c1172 ’ ' ’ ’ - 1

Bernard Aboba et al., Securing l_2TP using IPSEC (February 2, 1999) H
156. Finding Your way Through the VPN Maze (1999) ( PGP") _
Linux FreeSNVAN Overview (1999) (Linux FreeSNVAN) Overview)
Timestep, The Business Case for Secure VPNs (1998) (“Timestep )
WatchGuard Technologies, lnc., WatchGuard Firebox System Powerpoint (2000)
[Due to difficult locatin - this reference, a co has not been provided]
WatchGuard Technologies, Inc, MSS Firewall Specifications (1999)
[Due to difficulty locating this reference, a cop has not been rovided]
WatchGuard Technologies, lnc., Request for Information, Security Services (2000)
[Due to difficult locatin this reference, a co has not been provided]

ologies, lnc., Protecting the Internet Distributed Enterprise, White

this reference, a co c has not been rovided

EXAMINER DATE CONSIDERED 0

litrisna Liml
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C1181 2000 'IH—
IIWatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHOReleaset Notes (July 21, 2000)

C1182 Due to difficul locatin this reference, a copy has not been rovided]
Air Force Research Laboratory, Statement of Work for lnforrnation Assurance System
Architecture and Integration, PR No. N—8—6106 (Contract No. F30602-98—C—0012)

C1183

GTE lnternetworking 8. BBN Technologies DARPA lnforrnation Assurance Program
C1184 Integrated Feasibility Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998)

BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April -
_C1185 30,1998 .

C1136 DARPA, Dynamic Virtual Private Network (VPN) Powerpoint A
GTE Internetvvorking, Contractor"s_Program Progress Report (March 16-April 30, 1998)

. Darrell Kindred, Dynamic Virtual Private Networks (D VPN) Countermeasure
-C1188 Characterization Janua 30,2001)

Virtual Private Networking Countermeasure Characterization (March 30. 2000)
C1190 Virtual Private Network Demonstration (March 21, 1998) -

Information AssurancelNAl Labs, Dynamic Virtual Private Networks (VPNs) and —
C1191 Integrated Security Management (2000)

Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000) —
NAI Labs, IFE 3.1 Integration Demo (2000)

C119,, Information Assurance, Science Fair Agenda (2000)
EXAMINER DATE CONSIDERED

/Krisna Liml 03/i4/2010

‘EXAMINER: initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
include copy ol this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

ALL REFERENCES CONSl{I)EREi3{1E)><C3EPT WHERE UNEE) THROUGH. /K.L./'



591

'ii84G560 ~ CEAUZ 2453

Subst. forlorm 1449IPTO Cgmplete if Known
SUPPLEMENTAL . .
INFORMATION DISCLOSURE STATEMENT BY App"°a"°" N”'“be' 1"840550
APPLICANT August 17, 2007
(Use as many sheets as necessary)

Examiner Name

D°°ket Number 077580-0063 <VRNK-1°P3°N2l
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate). title of the item
INITIALS CITE (book, magazine, journal. serial, symposium, catalog, etc.), date, page(s). volume-issue number(s). publisher,

N0_ city andlor country where published.

C1195 Darrell Kindred et al., Proposed Threads for IFE 3.1 (January 13, 2000) -
C1195 IFE 3.1 Technology Dependencies (2000) -
C1197 IFE 3.1 Topology (February 9, 2000) :

Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread
C1198 Development January 10-11, 2000)

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)

-Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2C1200 2000)
Information AssurancelNAI Labs, Dynamic Virtual Private Networks Presentation v.3

(2000)
[Dueto difficul locating this reference, a cop has not been - rovided]
T. Braun et aI., Virtual Private Network Architecture, Charging and Accounting
Technolo for the Internet Auust 1, 1999 VPNA

Network Associates Products - PGP Total Network Security Suite,'Dynamic Virtual
Private Networks 1999

Microsoft Corporation;"MIc'ros'oft Proxy Server 2.0 (1997) (Proxy Server 2.0, Microsoft .

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFTVXO0157288) (Setting Sewer Parameters, Microsoft Prior Art VPN
Technolo

C1207 Technolo ' '}H—
C1208 ArtVPNTechnoloI-I

EXAMINER /: ; - - DATECONSIDERED I I
mirsna Laml 33,; 4,2019
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Network Associates Gauntlet Firewall
Windows NT Version 5.0 1999)

Network Associates Gauntlet Firewall
Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN)
File History for U.S. Application Serial No. 09/653,201, Applicant(s): Whittle Bryan, et al.,

Date 08/31/2000. ~ ‘
AutoSOCKS V2.1, Datasheet,

:l/web.archive.orlwebl19970212
Ran Atkinson, Use of DNS to Distribute Keys, 7 Sept. 1993,

- /listslnamedro erslnamedro ers.199xlms 00945.html

Chapter 1: Introduction to Firewall Technology, Administration Guide; 12/19/07,
http:/lwww.books24x7.com/book/id__762/viewer r.asp?bookid=762&chunked=41065062
The TLS Protocol Version 1.0; January 1999; page 65 of 71.

Building lnterne_t Firewalls, 2nd Ed.

rtual Private Networks — Assured Digital incorporated — ADI 4500;
http://web.archive.orglweblt 9990224050035/www.assured-
di itaI.com/ - roductsl rodv - n/adia4500.htm
Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;
htt:llweb.archive.orlwebl11980210013830/interd n.comlAccessware.html
Extended System Press Release, Sept. 2, 1997; Extended VPN Uses The Internet to

works, www.extendeds stems.com

Socks Version 5; Executive Summary;
http://web.archive.orglwebl199970620031945/www.aventail.com/educate/whitepaper/socks

Internet Dynamics First to Ship lntegr
Extranets; Set. 15, 1997; htt:/lweb.archive.orlwe

DATE CONSIDERED

03/14/2010

‘EXAMINER: Initial it reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
BST99 1620066-l.077580.0063

ALLAREFERENCES CONSIDERED §.)§C3Ei'-Ti” WHERE i_lE\iE{) THROUGH. /'K.i.../’



593

11840580 ~ HQAEEQE3

Subst. for fonn 1449/PTO ‘ " Complete if Known

|SNL|':%SCL0S .._ Application Number 11/840,560
August 17, 2007APPLICANT Filing Date

(Use as many sheets as necessary) First Named Inventor Victor Larson
2157Art Unit

Examiner Name ' VU, Kim Y.

D°°'<e* Number 077530-0063 iVRNK-1°P3°N2i
U.S. PATENT DOCUMENTS

EXAM|NER'S
INITIALS

U0Or:3 (D :1.. 2 C3o-to -. Pages. Columns, Lines, Where
Relevant Passages or Relevant

Figures Appear

“TE '’“b'i°a”°“ 93“? Name of Patentee or A licant
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A1000

A1001
A1003

A1004

A1005
A1006

A1007

100
A1009

A1010

A1011
A1012

A1013

5,311,593 05/10/1994

5,511,122 04/23/1996 Atkinson

5,805,803 09/08/1998 Birrell et al.
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“lPSec Minutes From Montreal", IPSEC Working Group Meeting Notes,
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_ White Paper available at
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. orate Access, Aventail
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Microsoft Corp., Routing and Remote Access Service for Windows NT Server
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D. Wagner, et al. “Analysis of the SSL 3.0 Protocol," (April 15, 1997). (Analysis,
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--Automotive Industry Action Group, “ANXO Certification Process and ANX RegistrationProcess Definition for ANX Release 1,” AIAG Telecommunications Project Team and
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Syverson, et al. "Private Web Browsing," Naval Research Laboratory, Center for High 8
C1039 uter S stems June 2, 1997 . S verson, Onion Routin

Bellcore, “Metrics, Criteria, and Measurement Technique Requirements for ANX Release
1," AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG

C1040 'Reuirements, ANX

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (07/31/1997). (RFC 2543 |nt_ernet Draft 3)

C1041 Due to difficul locatin this reference, a co '

R. Atkinson, “Key Exchange Delegation Record for the DNS," Network Working Group,
RFC 2230 November 1997 . RFC 2230, KX Records

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/11/1997). (RFC 2543 Internet Draft 4) ' _ , ..
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1998 Microsoft Professional Developers Conference DVD (“1998 PDC DVD-ROM”) ‘ 1
(including screenshots captured therefrom and produced as MSFT\/X 00018827-
00018832). Conference, Microsoft Prior Art VPN Technolo )
Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDC
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Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle Mini-Camp~--1 -~ 1*
Seminar attendees get first look at the performance and capabilities of Windows NT 5.0
(1998) (available at hap //www.microsoft.comlpresspass/features/1998/10-
19nt5.msxftrue .(NT Beta, Microsoft Prior Art VPN Technolo

Aventail Corp., “Aventail VPN \'/2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple," Press Release,

H. Schulzrinne, et at, "Internet Telephony Gateway.Location," Proceedings of IEEE
lNfocom '98, The Conference on Computer Communications, Vol. 2( March 29 — April 2,
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C. Huitema, 45 al. “Simple Gateway Control Protocol," Version 1.0 (May 5, 1998).
SGCP .

DISA "Secret Internet Protocol Router Network." SIPRNET Program Management Office
D3113 DISN Networks, DISN Transmission Services Ma 8, 1998 . DISA, SIPRNET

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (05/14/1998). (RFC 2543 Internet Draft 5)
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M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (06/17/1998). (RFC 2543 Internet Draft 6)
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D. McDonald, et al. "PF_I<EY Key Management API_ Version 2,” Network Working
Grou, RFC 2367 Jul 1998 . RFC 2367 ‘

AM. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet‘
Draft, (O7/16/1998). (RFC 2543 Internet Draft 7) " ‘F I ‘ '
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M. Handley, H. Schulzrinne, E.) Schooler, Internet Engineering Task Force, Internet " ‘
Draft, (08/07/1998). (RFC 2543 Internet Draft 8) I ’
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Microsoft Corp., Company Focuses on Quality and Customer Feedback (August 18; T 7'
1998 . Focus, Mlcrosoft,Prior Art VPN -Technolo )

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

Draft, (09/18/1998). (RFC 2543__In_ternet Draft 9)
[Due to difficulty locating this reference, a copy has not been provided]

Atkinson, et al. "Security Architecture for the Internet Protocol," Network Working Group,
RFC 2401 November 1998 . RFC 2401, UNDERLYING SECURITY TECHNOLOGIES

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

-.Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9C1061 [Due to difficult locating this reference, a cop has not been provided]

C1062 Workin Grou December 1998 . DNSSEC-71-
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

-IDraft, (12/15/1998). (RFC 2543 Internet Draft 11)01053 [Due to difficult locating this reference, a co - has not been rovided
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Aventail Corp.. “Aventail Connect 3.1/2.6Administrator's Guide,” (1999). (Aventail
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Aventail Corp.. "Aventail ExtraWeb Server V3.2 Administrator's Guide.” (1999). (Aventail
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Kaufman etal. “Implementing IPsec," (Copyright 1999). (Implementing IPSEC, VPN
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Arnt Gulbrandsen &— Paul ixie,'A DNS RR for specifying the location of services (DNS
1999 . Gulbrandsen 99, DNS SRV)

" _' C. Scottj-1et‘aI.‘IVirtual Private Networks, O’Rei|Iy<and Associates, Inc., 2nd ed. (Jan. ’ I r

M. Handley. H. Schulzrinne. E. Schooler, Internet Engineering Task Force, Internet
Draft. (01/15/1999). (RFC 2543.lnternet Draft 12)
[Due to difficulty locating this reference, a cop has not been - rovided]

Goldschlag. et al.. "Onion Routing for Anonymous and Private Internet Connections,”
Nava|_Research Laboratory, Center for High Assurance Computer Systems (January 28.
1999 . Goldschla III. Onion Routin '

H. Schulzrinne. ‘'Internet Telephony: architecture and protocols — an IET F perspective,"
Comuter Networks, Vol. 31, No.3 Februar 1999. Telehon , Schulzrinne

M. Handley, et al. “SIP: Session Initiation Protocol," Network Working Group. RFC 2543
and Internet Drafts 12/96-3/99 . Handle . RFC2543

- FreeSNVAN Project. Linux Frees/WAN Compatibility Guide (March 4, 1999).
Frees/WAN Comatibilit Guide, FreeSNVAN

-‘Telcordia Technologies. "ANX Release 1 Document Corrections." AIAG (May 11, 1999).C1077 Telcordia, ANX

--Ken Hornstein & Jeffrey Altman. Distributing Kerberos KDC and Realm Information withC1078 DNS <draft-eitf-cat-krb—dns-locate-oo.txt> June 21, 1999 . Hornstein, DNS SRV)
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’ -to-Firewall, Firewall Products)
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- GTE Internetworking & BBN Technologies DARPA lnforrnation Assurance ProgramC1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at . »

http://www.microsoft.corn/technet/archivelwinntaslproddocslinetconctservicelcpsops.ms
px (Connection‘Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is rior art to the patents-insuit.)

Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide —
Connection.Manager, available at, (

httpzllwww.microsoft.comltechnetlarchivelwinntaslproddocslinetconctservicelcriiak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon;
information and belief, this reference is rior art to the atents-in-suit.

Microsoft Corp. Autodial Heuristics, available at http://support.microsoftcom/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows, such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is’ rior—art to the atents-in—suit.
Microsoft Corp., Cariploz Distributed Component Object Model, (1996) available at

zllmsdn2.microsoftcom/en-us/libra lms809332 rinter .asx Cari lo I

Marc Levy, COM Internet Services (Apr. 23, 1999), available at
httzllmsd . ' ' .

Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at
:/lmsdn2.microsoftcom/en-us/Iibrar /ms809311 rinter .asx Horstmann

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:llmsdn2.microsoft.com/en-us/library/ms809320(printer).aspx (DCOM Business
Overview I

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/Imsdn2.microsoft.com/en—usllibrary/ms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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Overview White Paper (Microsoft 1997) available in PDC'DVD-ROM (DCOM Business
Overview II

Microsoft Corp., DCOM—Carip|o Home Banking Over The Internet White PaperI
-‘Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available inC1128 PDC DVD-ROM DCOM Solutions in Action

--Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12C1129 in PDC DVD-ROM DCOM Technical Overview II)

--125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available atC1130 htt:l/msdn2.microsoft.comlen-usllibra lms810277 rinter .asx Suh

C1131 Essential Winlnet1
Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and

--Sewers, (1998) available at I I ' " ’ ‘AC1132 htt:l/msdn2.microsoft.com/enus/Iibra /ms811078 ' . '

. Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, ~
http://www.microsoft.com/technet/archive/winntaslproddocslinetconctservice/bcgstart.ms

C1133 x Internet Connection Services I -

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athttpf//www.microsoftcom/technet/archive/winnta-slproddocs/inetconctservice/bogstrtc.

C1134 msx Internet Connection Services ll)

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enab|ing
-Connections with the Connection Manager Administration Kit, available at

http:/lwvvw.microsoft.com/technet/prodtechnoll ieldeployldeploy5/appendb.mspx (IE5
C1135

‘C1135
-01137

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
htt ://wvvw.rnicrosoft.com/technet/archive/winntaslmaintain/featusabilit l t w 3.ms x

IMicrosoft Corp, DCOM — The Distributed Component Object Model, A BusinessC1126
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://www.microsoftcom/technet/archive/winntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents—in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, availableat
http://www.n1iCrosoft.com/technetlarchivelwinntasl deploylconfeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of

C1142
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents—in-suit.

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399
C1143 IDG Books Worldwide,1998 Network Plumbin

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
Remote Access Service, Available at

http://www.rnicrosoft.com/technet/archive/winntas/proddocsl rras40lrrasch01.mspx (Intro

C1144

to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windo_wslsuch‘as Windows NT 4.0. Accordingly, upon information and belief, ,
this reference is rior art to the patents-in—suit.) 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations. available at «
httpzl/www.microsoft.com/technet/archive/winntaslproddocs/rras40/rrasch05.mspx
(Large—Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon

C1145 information and belief, this reference is rior art to the atents—in-suit. ~ -A

--F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)C1146 [Due to difficulty locatin this reference, a co - has not been provided]

C1147 3--F—Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer -
C1143 F—Secure VPN 3--F-Secure, F—Secure VPN Administratofs Guide (May 1999) (from FSECURE 00000003) -
01149 .00000003 SSH Guide 3I-—
C1150 00000003 SSH 2.0 Guide 31H—
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I F—Secure, F-Secure VPN+ Administrators Guide (May 1999) (from FSECURE
01151 00000003 VPN+ Guide 3

2O

C1152 F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
0,153 F—Secure, F-Secure SSH (1996) (from FSECU RE 00000006) F-Secure SSH 6) _(

F—Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE
C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)-
C1155 [Due to difficul Iocatin this reference, a co - has not been rovided
_ F-Secure, F-Secure SSH Users & Administrators Guide (Sept. 1998) (from FSECURE

C1156 00000009 SSH Guide 9 ’ ‘ ’

A . V F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
01157‘ 00000009 F-Secure SSH 2.0 Guide 9 ‘

C1158 F—Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9) - A

C1159 00000003 F-Secure Manaement Tools 
I I ‘ F-Secure‘, F-Secure Desktop, Users Guide (1997) (from FSECURE 00000009) « .

C1160 (FSecure'Deskto User's Guide)

‘C1161 SafeNet, lnc.. VPN Policy Manager (January 2000) (VPN Policy Manager) =
A ) F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)
C1162 Fsecure VPN+ _

IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
Due to difficul locating this reference, a has not been - rovided

C1164-lRElSafeNet |nc., VPN Technologies Overview (March 23. 2000) (Safenet VPN Oveiew) -

I 

Due to difficulty locating this reference, a copy has not been - rovided][

IRE, Inc., SafeNet/ Security Center Technical Reference Addendum (June 22, 1999) (Safenet
C1165 Addendum
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IRE, lnc., System Descripti
C1166 2000 VPN Polic Manaer S stem Descri '

--IRE, lnc., About SafeNet/VPN Policy Manager (1999) (About SafenetVPN PolicyC1167 Manaer

--IRE, lnc., SafeNeWPN Policy ManagerVPN Policy Manager)
C1168 [Due to difficulty locating this reference, a cop has not been provided

C1169 Summary (July 22, 1996 (Gauntlet Functional Summary1-
Trusted Information Systems, lnc., Running the Gauntlet lntemet Firewall, An
Administrators Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet

C1170 Internet Firewall ’
Ted Hanivood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)
Windows NT Hanivood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions: ,
lmplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing

7 1999 Windows NT Mathers ' “”
Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999) E I if I
156. Finding Your Way Through the VPN Maze (1999) "PGP"( ) , .. . . .

Linux Frees/WAN Overview (1999) (Linux FreeSNVAN) Overview)

Timestep, The Business"Case for Secure VPNs (1998) (“TimeStep")
WatchGuard Technologies; lnc., WatchGuard Firebox System Powerpoint (2000)
Due to difficul locating this reference, a cop has not been rovided

WatchGuard Technologies, lnc., MSS Firewall Specifications (1999)
[Due to difficult locating this reference, a co has not been provided]
WatchGuard Technologies, lnc., Request for Information, Security Sen/ices (2000)
[Due to difficult locatin this reference, a cop has not been y-rovided]
WatchGuard Technologies, lnc., Protecting the Internet Distributed Enterprise, White
Paper (February 2000) . ,
Due to difficult locatin this reference, a co - has not been rovided
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C1181 2000I
WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO

‘ Releaset Notes (July 21, 2000)
C1182 [Due to difficult locatin - this reference, a copy has not been '

Air Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)

C1183 v

GTE.lnternetworking & BBN Technologies DARPA Information Assurance Program
C1184 ’ Integrated Feasibilit Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998)

BBN Information Assurance Contract, T/S Labs Monthly Status Report (March 16-April
C1185 30 1998

DARPA, Dynamic Virtual Private Network (VPN) Powerpornt
C1137-~— GTE Internetworking, Contractors Program Progress Report (March 16—AprIl 30, 1998)

Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure
C1188 Characterization Janua 30, 2001

c1191~~, Integrated Security Management (2000)

NAI Labs, IFE 3.1 Integration Demo (2000) _
Information Assurance, Science FairAgenda (2000) I 3
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_C1195 Darrell Kindred et al., Proposed Threads for /FE 3.1 (January 13, 2000
-C1196 IFE 3.1 Technology Dependencies (2000) .
EC1197 IFE 3.1 Topology (February 9, 2000) -

Information Assurance, information Assurance integration: IFE 3.1, Hypothesis & Thread
C1198 Development (January 10-11, 2000)

C1199 Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2

C1200 2000)

Information AssuranceINA| Labs, Dynamic Virtual Private Networks Presentation v.3
(2000)
[Dueto difficul
T. Braun et aI.,

C1202 Technolo for the Internet Auust 1, 1999 VPNA
Network Associates Products — PGP Total Network Security Suite, Dynamic Virtual »

C1203 Private Networks 1999

Microsoft Corporation‘; Microsoft Proxy Server 2.0 (1997) (Proxy Server 2.0, Microsoft»-—-=~ — -
C1204 Prior Art VPN Technolo

David Johnson et. .al., A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson,-Microsoft
C1205 Prior Art VPN Technolo

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFT\/X0O157288) (Setting Server Parameters, Microsoft Prior Art VPN

C1206 Technolo

Kevin Schuler, Microsoft Proxy Server 2 (1998) (Schuler, Microsoft Prior Art VPN
c1207 Technolo '

( (Erik Rozell et. al., MCSE Proxy Server2 Study Guide 1998) Rozell, Microsoft Prior 15
C1208 Art VPN Technolo )
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John Savill, The Windows NT and Win
Prior Art VPN Technolo "“
Network Associates Gauntlet Firewall Global Virtual Private Network Users Guide for"
Windows NT Version 5.0 1999) (Gauntlet NT GVPN, GVPN)
Ne ' For UNIX Global Virtual Private Network Users
Guide Version 5.0 let Unix GVPN, GVPN)

ry for U.S. Application Serial No. 09/653,201, Applicant(s): Whittle Bryan, et al.,
'Da‘te“08/31/2000. - - ‘

AutoSOCKS v2.1, Datasheet,
httn :/lweb.archive.or/web/19970212013409/www.aventaiI.com/- rodlautoskdshtml
Ran Atkinson, Use of DNS to Distribute Keys, 7 Sept. 1993,

://os.ietf.or/lists/namedro erslnamedro ers.199x/ms

_C1217 prise Networks. Overview " “T”
Chapter 1: Introduction to Firewall Technology, Administration Guide; 12/19/07,

C1218 http:/lwvvw.books24x7.com/book/id 762/viewer_r.asp?bookid=762&chunked=41065062
The TLS Protocol Version 1.0; January 1999; page 65_of 71.

Building Internet Firewalls, 2nd Ed.

Virtual Private Networks — Assured Digital Incorporated — ADI 4500;
0224050035/www.assured—

Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;
:l/web.archive.or/web/11980210013830/interd n.com/Accessware.html

Extended System Press Release, Sept. 2, 1997', Extended VPN Uses The Internet to
Create Virtual Private Networks, www.extendeds stems.com
Socks Version 5; Executive Summary;
http://web.archive.org/web/199970620031945/www.aventail.com/educatelwhitepaper/socks

p Integrated Security Solutions for Enterprise Intranets and
://web.archive.or/web/199802100141Solinterd n.com
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Proceedings of the Interactive Distributed Multimedia Systems and Services European
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Protocol for Low-Cost, Secure; Remote Access Across the Internet (1996) (printed from

"lPSec Minutes From Montreal”, IPSEC Working Group Meeting Notes,
http://wvvw.sand|eman.ca/ipsec/1996/08/msg00018.html (June 1996). (|PSec Minutes,

J. M. Galvin, “Public Key Distribution with Secure DNS,” Proceedings of the Sixth
mosium, San Jose, California, Jul 1996. Galvin, DNSSEC
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C1013 November 18, 1996 . SSL, UNDERLYING SECURITY TECHNOLOGI-
M. Handley, H. Schulzrinne, E. SchooIer_ Internet Engineering Task Force, Internet

-Draft, (12/02/1996). (RFC 2543 Internet Draft 1)C1014 [Due to difficult locating this reference, a co - has not been rovided]

M.G. Reed, et al. “Proxies for Anonymous Routing," 12th Annual Computer SecurityC1015 A Iications Conference, San Dieo, CA, Dec. 9-13, 1996. Reed, Onion Routin
I Kenneth F. Alden & Edward P. Wobber, The Alta Vista Tunnel: Using the lntemet to

Extend Corporate Networks, Di ital Technical Journal (1997) (Alden, Altavista

Automative Industry Action Group, “ANX Release 1 Document£PubIication,” AIAG

Automative Industry ‘Action Group, “ANX Release 1 Draft Document Publication," AIAG
Publications 1997 . AIAG Release, ANX ‘

'AventaiICorp., “AutoSOCKS v. 2.1 Datasheet," available at ' ‘ ' “
htt ://www.archive.or Iweb/19970212013409/www.aventaiI.com'l rod/autosk2ds.htmI

(1997). (AutoSOCKS, Aventail) ‘ ,
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Aventail Corp. “Aventail VPN Data Sheet," available at
' htt ://www.archive.or /web/19970212013043/www.aventai|.com/ rod/v ndata.htm|

1997-).(Data Sheet, Aventail) .

Aventail Corp., “Directed VPN Vs. Tunnel," available at
htt :l/web.archive.or /web/19970620030312/www.avenlail.com/educate/directv n.htmI

1997 . Directed VPN, Aventail ‘

Aventail Corp., "Managing Corporate Access to the Internet," Aventail AutoSOCKS
White Paper available at ’
htt :l/web.archive.or /webl19970620030312/www.aventai|.com/educatelwhite a er/i

.htmI 1997. Cororate Access, Aventail

Aventail Corp., “Socks Version 5," Aventail Whitepaper, available at
htt :l/web.archive.or /web/19970620030312/www.aventail.com/educate/white a er/soc

kswp.htmI (1997). (Socks, Aventail)
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Microsoft Corp., Installing Configuring and Using PPTP with Microsoft Clients and
01026 Servers (1997 . (Using PPTP, Microsoft Prior Art VPN Technolo

Microsoft Corp., IP Security for Microsoft Windows NT Server 5.0 (1997) (printed from
01027 1998 PDC DVD-ROM . IP Securit , Microsoft Prior Art VPN Technolo

Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,

C1028 Microsoft Prior Art VPN Technolo

Microsoft Corp., Routing and Remote Access Service for Windows NT Server
Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-

c1o29 ROM Routin, Microsoft Prior Art VPN Technolo

Microsoft Corp., Understanding Point-to-Point Tunneling Protocol PPTP (1997) (printed
C1030 from 1998 PDC DVD-ROM . Understandin PPTP, Microsoft Prior Art VPN Technolo '

J. Mark Smith et.aI., Protecting a Private Network: The Alta Vista Firewall, Digital
01031 Technical Journal 1997 . Smith, Altavista ‘ ‘ “ ‘

Naganand Doraswamy Implementation of Virtual Private Networks (VPNs) with_/Psecurity, <draft-ietf—ipsec-vpn-O0.txt> (March 12, 1997 . Doraswam )

IIM. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetI I» - Draft, (03/27/1997). (RFC 2543~|nternet Draft 2) I’ . .
C1033 [Due to difficulty Iocatin - this reference, a co has not been provided]

T Aventail Corp., “Aventai| and Cyhersafe to Provide Secure Authentication For Internet
and Intranet Communication," Press Release, April 3, 1997. (Secure Authentication,

c1034 Aventail)

- D. Wagner, et al. "Analysis of the SSL 3.0 Protocol," (April 15, 1997). (Analysis,C1035 UNDERLYING SECURITY TECHNOLOGIES

Automotive Industry Action Group, "ANXO Certification Authority Service and Directory
Service Definition for ANX Release 1," AIAG Telecommunications Project Team and

- C1036 Bellcore Ma 9, 1997 . AIAG Defintion, ANX

Automotive Industry Action Group, "ANXO Certification Process and ANX Registration
Process Definition for ANX Release 1,”. AIAG Telecommunications Project Team and
Bellcore Ma 9, 1997. AIAG Certification, ANX

Aventail Corp., "Aventai| Announces the First VPN Solution to Assure Interoperability
' Securit Protocols," June 2, 1997. First VPN, Aventail
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Syverson, et al. "Private Web Browsing," Naval Research Laboratory, Center for High 8
01039 Assurance Comuter S stems June 2, 1997 . S erson, Onion Routin

-.Bellcore, "Metrics, Criteria, and Measurement Technique Requirements for ANX ReleaseC1040 . A
1,” AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG
Reuirements, ANX

I.M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (07/31/1997). (RFC 2543 Internet Draft 3)
C1041 Due to difficul Iocatin this reference, a co - has not been provided]

C1042 RFC 2230 November 1997 . RFC 2230, KX Records1-

--M. Handley, I-l_. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (11/11/1997). (RFC 2543 Internet Draft 4)
C1043 , [Due to difficul locating this reference, a copy has not been - rovided]

-'1998 Microsoft Professional Developers Conference DVD ("1998 PDC DVD-ROM") ' r '(including screenshots captured therefrom and produced as MSFT\/X 00018827-
C1044 00018832). (Conference, Microsoft Prior Art VPN Technolo

--Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDCC1045 DVD-ROM) Overview, Microsoft Prior Art VPN Technolog ) . . .
Microsoft Corp;, Windows NT 5.0 Beta Has Public Premiere at Seattle Mini-Camp -- ‘
Seminarattendees get first look at the performance and capabilities of Windows NT 5.0
(1998) (available at hap //wvvw.microsoft.com/presspass/features/1998/10-

C1046 19nt5.msxftrue . NT Beta, Microsoft Prior Art VPN Technolo

--“What ports does SSL use" available at stason.orglTULARC/security/ssl-talk/3-4-WhaI-c1047 . . .

Aventail Corp., "Aventail VPN V2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple," Press Release,

01048 19, 1998. VPN V2.6, Aventail

‘-R. G. Moskowitz, “Network Address Translation Issues with lPsec,” Internet Draft,C1049 Internet Enineerin Task Force, Februar 6, 1998. Moskowitz

H. Schulzrinne, et al, "Internet Telephony Gateway Location," Proceedings of IEEE
INfocom ‘98, The Conference on Computer Communications, Vol. 2 ( March 29 - April 2,

C1050 1998 . Gatewa , Schulzrinne
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--C. Huitema, 45 al. "Simple Gateway Control Protocol,” Version 1.0 (May 5, 1998).C1051 SGCP

--DISA “Secret Internet Protocol Router Network,” SIPRNET Program Management OfficeC1052 D3113 DISN Networks, DISN Transmission Services Ma 8, 1998 . DISA, SIPRNET

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (05/14/1998). (RFC 2543 Internet Draft 5)
[Due to-difficul Iocatin this reference, a cop has not been rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet '
Draft, (06/17/1998). (RFC 2543 Internet Draft 6)

C1054 [Due to difficul locatin this reference, a copy has not been provided]

D. McDonald, et al. “PF_KEAY Key Management API, Version 2," Network Working
C1055 Grou, RFC 2367 Jul 1998. RFC 2367

__ M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet"
' Draft, (07/16/1998). (RFC 2543 Internet Draft 7) '

[Due to difficul locatin this reference, a co - has not been rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet '*
Draft, (08/07/1998). (RFC-2543 Internet Draft 8)

c1o57- [Due tovdifficulty Iocatingthis reference, a copy has not been provided]
Microsoft Corp., Company Focuses on Quality and Customer Feedback (August 18,

01058 1998). (Focus, Microsoft PriorArt VPN Technoloy

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (09/18/1998). (RFC 2543 Internet Draft 9)

C1059 [Due to difficulty locating this reference, a copy has not been provided]

C1060 RFC 2401 November 1998 . RFC 2401, UNDERLYING SECURITY TECHNOLOGIES

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet J ‘ '
Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9

C1061 [Due to difficult locating this reference, a cop has not been - rovided
Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security

C1062 Workin Grou December 1998 . DNSSEC-7

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/15/1998). (RFC 2543 Internet Draft 11)
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Aventail Corp., "Aventail Connect 3.1/2.6 User's Guide," (1999). (Aventail User 3.1,
Aventail)
Due to difficul locating this reference, a co has not. been rovided

Aventail Corp., “Aventail ExtraWeb Server V3.2 Administrator’s Guide," (1999). (Aventail
ExtraWeb 3.2, Aventail)
Due to difficul locating this reference, a coy has not been - rovided]

_-Kaufman et al, "Implementing IPsec," (Copyright 1999). (Implementing IPSEC, VPNC1067 REFERENCES

--Network Solutions, Inc. "Enab|ing SSL,” NSI Registry (1999). (Enabling SSL,C1068 UNDERLYING SECURITY TECHNOLOGIES

Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW)
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Goldschlag, et al., “Onion Routing for Anonymous and Private Internet Connections,”
Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,
1999 . Goldschla Ill, Onion Routin

H. Schulzrinne, “Internet Telephony: architecture and protocols— an IETF perspective,"
Comuter Networks, Vol. 31, No.3 Februa 1999 Telehon , Schulzrinne

M. Handley, et al. “SIP: Session Initiation Protocol," txletwork Working Group, RFC 2543
and Internet Drafts 12/96-3/99 Handle , RFC 2543

Frees/WAN Project, Linux FreeS/lg/VAN Compatibility Guide (March 4, 1999).
Frees/WAN Comatibilit Guide, Frees/WAN

:Telcordia Technologies, "ANX Release 1 Document Corrections,” AIAG (May 11, 1999).C1077 Telcordia, ANX

--Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information withC1078 DNS <draft-eitf—cat—krb-dns-locate-oo.txt> June 21, 1999 . Hornstein, DNS SRV
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).

c1079 Bhattcha a LDAP VPN -

'_ C1080 Internet Draft 02 10/15/1999 . Patel '---B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group, -

-Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies(2000). (Goncalves, Checkpoint FW)
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"Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources,”
C1082 FirstVPN, Jan 2000 . FirstVPN Microsoft

Gulbrandsen, Vixie, & Esibov, A DNS RR for specifying the location of services (DNS
C1083 (Februa 2000). RFC 2782, DNS SRV)

_, MITRE Organization, “TechnicalDescription," Collaborative Operations in Joint ‘' C1084 Exeditiona Force Exeriment’ JEFX 99 Februa 2000 . MITRE, SIPRNET

. chulzrinne, et al. “Application-Layer Mobility Using SlP," Mobile Computing and
C1085 Communications Review, Vol. 4,‘No. 3. no 47-57 Jul 2000 . Alication, SIP

Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA
Information Survivability Conference and Exposition II (June 2001). (DARPA, .V.PN.

(I)70 .5 E—i ‘n W '11 O N‘J onN

" C1086

C1087 ANX 101: Basic ANX Service.Out|ine. (Outline, ANX)

C1038 ANX 201: Advanced ANX Service. (Advanced, ANX)

C1089 Appendix A: Certificate Profile for ANX |Psec Certificates. (Appendix, ANX)

Assured Digital Products. (Assured Digital)
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Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security," Aventail
C1091 .

Cindy Moran, "DlSN Data Networks: Secret Internet Protocol Router Network
C1092 SlPRNet ." Moran, SIPRNET

C1093 Data Fellows F—Secure VPN+ (F-Secure VPN+)

"Interim Operational Systems Doctrine for the Remote Access Security Program RASP)
C1094 Secret Dial—ln Solution. RASP. SIPRNET

Onion Routing, “Investigation of Route Selection Algorithms," available at
C1095 ://www.onion-router.net/Archives/Route/index.html. Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net," Washington Technology. (Secure,
C1096 SIPRNET
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C1097 SPARTA “Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS)

Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
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Publically available emails relating to FreeSNVAN (MSFTVX00018833—
C1099 MSFTVX00019206 . FreeSl\NAN emails, FreeSl\NAN

C1100 Kaufman et aI.. “Implementing lPsec,” (Copyright 1999) (Implementing |Psec)
Network Associates Gauntlet Firewall For Unix Users Guide Version 5.0 (1999).

C1101 Gauntlet User's Guide — Unix, Firewall Products

- Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version01102 5.0 (1999) (Gauntlet Gettin Started Guide — NT, Firewall Products) '

-Network Associates Gauntlt Firewall For Unix Getting Started Guide Version 5.0 (1999)C1103 Gauntlet Unix Gettin Started Guide, FirewalI'Products

Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)C1104 (Gauntlet Unix Release Notes. Firewall Products '

1Network Associates Gauntlet Firewall For I/I/indows NT Administrators Guide VersionC1105 ” 5.0 1999' Gauntlet NT Administrator’s‘Guide; Firewall Products)

Trusted Information Systems,_lnc. Gauntlet Internet Firewall Firewa/l-to-FirewallC1106 Encryption Guide’ Version 3.1 (1996) (Gauntlet Firewal|—to-Firewall. Firewall Products)

C1107 Windows NT Version 5.0 (1999) (Gauntlet NT GVPN, GVPN
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network Users

C1108 Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN) A . ‘

Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)

‘Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21 1999) (KindredC1110 DVPN, DVPN

01111 March 9, 1998 D namic Securit Perimeter, DVPN 'I
Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,

01112 2000 Kindred DVPN Caabilit , DVPN 11
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C1113 1808-1811 Turchi DVPN email, DVPN--October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTA00001712-1714, -
c1114 Quickstart, DVPNI——
C1115 DVPN Demonstration, DVPN1—

-‘GTE Internetworking & BBN Technologies DARPA Information Assurance ProgramC1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan March 10, 1998 IFD 1.1, DVPN)
Microsoft Corp. Windows NT Sewer Product Documentation: Administration Guide —
Connection Point Services, available at ' '
http:llwww.microsoft.com/technet/archive/winntaslproddocs/Inetconctservice/cpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is prior art to the patents-insuit.)
Microsoft Corp. Windows NT Sewer Product Documentation: Administration Kit Guide —
Connection Manager,..avaiIable at
http:/lwww.microsoft.com/technet/archivelwinntaslproddocs/inetconctservice/cmak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, uponv '
information and belief, this reference is rior art to the atents—in-suit.
Microsoft Corp. Autodial Heuristics, available at http:/lsupport.microsoftcom/kbl164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in—suit.

Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at -
://msdn2.microsoft.com/en-usllibra /ms809332 rinter .asx Cari lo I

Marc Levy, COM Internet Services (Apr. 23, 1999), available at -
2//msdn2.microsoft.com/en-us/Iibrar lms809302 rinter .asx Lev

C U).2 6‘ ‘Im -. i3U7 ooo (D to —-L -—L

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/lmsdn2.microsoft.com/en-us/Iibrarylms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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li<risIia Liml 03/14/2019

‘EXAMINER: Initial it reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.

1AvvI=ant'suneearnEeFeeeinre esntwttisttiiEttt1e*1%:*§ArcEtd‘f“§Iitti3iE’a‘é‘“iffi<iTE‘f€B“i‘i‘fi ROUGH. /'K.I.../’



620

11840560 ~ CEAUZ 2453

Subst. for form 1449/PTO Complete if Known

l?ftlll=|:)PlKl’-h[l:iLI'rE|'(‘l)IlAl'3_lSCLOSURE STATEMENT BY A_9p'i°ati°" N”'"be' "’84°’56°
Filing Date August 17,

(Use as many sheets as necessary) First Named inventor Victor Larson
Art Unit 21 57

Examiner Name VU, Kim Y.

Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author. Title, Date, Pertinent Pages, Etc.)
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business

--Overview White Paper (Microsoft 1997) available in PDC‘DVD—ROM (DCOM BusinessC1126 Overview ll

-Microsoft Corp., DCOM—Caripio Home Banking Over The Internet White Paper-C1127 Microsoft 1996 available in PDC DVD—ROM (Carip|o ii
I
--Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12C1129 in PDC DVD-ROM (DCOM Technical Overview ll)

C1131 Essential Wininet1
Microsoft Corp. installing, Configuring, and Using PPTP with Microsoft Clients and

" Servers, (1998) available at A
C1132 htt:l/msdn2.microsoft.com/enusllibra /ms811078 ' . '

' ’ Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, 1 '1 ~ ~
http:/lwww.rnicrosoft.com/technet/archive/winntas/proddocs/inetconctservicelbcgstart.ms

C1133 x Internet Connection Services i ' -

- Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athtlp://www.microsoft.comltechnetlarchive/winntaslproddocslinetconctservice/bcgstrtc.

C1134 msx Internet Connection Services ll

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at

http://wvvw.microsoft.comltechnetlprodtechnoll ie/deploy/depioy5/appendb.mspx (IE5
C1135 Cor orate Develo ment

Mark Minasi, Mastering Windows NT Sen/er4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press
C1137 1998 Hands On

' Microsoft Corp., MS Point—to-Point Tunneling Protocol (Windows NT 4.0), available at
htt ://www.microsoft.comltechnet/archive/winntas/maintain/featusabilit I t w 3.ms x

C1138

Kenneth Gregg, et al., Microsoft Windows NT Sen/erAdministrator’s Bible 173-206, 883-
C1139 911, 974-1076 IDG Books Worldwide 1999 Gre o

- Microsoft Corp., Remote Access (Windows), available at httptl/msdn2.microsoft.com/en-C1140 usllibra /bb545687 S.85,rinter .asx Remote Access
EXAMINER DATE CONSIDERED

iitxisna Liml 03/i 4/201 0
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://wvvw.microsoft.com/technet/archivelwinntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents—in—suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://wvvw.microsoft.com/technetlarchivelwinntasl deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

C1142 this reference is rior art to the atents—in—suit.

--Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-3991 ~- ~ - C1143 IDG Books Worldwide 1998 Network Plumbin
Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
Remote Access Service, Available at

http://www.microsoft.com/technet/archive/winntas/proddocsl rras40/rrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as -Windows NT 4.0. Accordingly, upon information.an_d_,b_elief,
this reference is prior art to the atents—in—suit.) 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at —
http://www.microsoft.com/technet/archive/winntas/proddocs/rras40/rrasch05.mspx
(Large—Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents—in—suit.
F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
Due to difficulty locatin - this reference, a co - has not been provided

F Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer
3

F-Secure, —Secure VPN Administratofs Guide (May 1999) (from FSECURE 00000003)
F Secure VPN 3

C1149 .00000003 SSH Guide 3I-—
C1150 00000003 SSH 2.0 Guide 3I-—

EXAMINER _ _ 1 DATE CONSIDERED
/Knsna Liml {)3/14/2910

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in contonnance and not considered.
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F-Secure, F-Secure VPN+ Administrators Guide (May 1999) (from FSECURE
C1151 00000003 VPN+ Guide 3

—F-Secure, F—Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
_F—Secure, F-Secure SSH (1996) (from FSECU RE 00000006) (F-Secure SSH 6)

F-Secure. F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECU RE
C1154 00000006 F—Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
C1155 [Due to difficul locating this reference, a cop has not been rovided]

FA-Secure, F—Secure SSH Users & Administrators Guide (Sept. 1998) (from FSECU RE
C1156 00000009 SSH Guide 9

, F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
' C1157 00000009 F-’Secure'SSH 2.0 Guide 9

—F-Secure. F-Secure VPN+ (Sept. 1993) (from FSECU RE 00000009) (VPN+ Guide 9)
F-Secure, F-Secure Management Tools, Administrators Guide (1999) (from FSECURE

C1159 00000003 F-Secure Manaement Tools

0 F-S‘ec'i.‘Ir‘e, F-Secure Desktop, Users'Guide-(1997) (from FSECURE 00000009) A —
C1160 Fsecure Deskto User's Guide)

_SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager)
F-Secure. F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)

C1162 Fsecure VPN+ .

IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
C1163 [Due to difficul Iocatin this reference, a cop has not been - rovided

C1164 [Due to difficult locating this reference, a copy has not been provided]1—
C1165 Addendum1—

EXAMINER I , _ I DATE CONSIDERED
iKrIsria Lam, _ ()3/1 4/2310
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, IRE, lnc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,
C1166 2000 VPN Polic Manaer S stem Descrition

--IRE, Inc., About SafeNet/VPN Policy Manager (1999) (About Safenet VPN PolicyC1167 Manaer

IRE, Inc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)
[Due to difficult locating this reference, a co - has not been provided]

C1169 Summary Jul 22, 1996 Gauntlet Functional Summa )H
Trusted Information Systems, lnc., Running the Gauntlet lntemet Firewall, An
Administrator’s Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the'Gauntlet
Internet Firewall

Ted Harwood, Windows NT Tenninal Server and Citrix Metaframe (New Riders" 1999)
indows NT Harwood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions: 2
_/mplemetning Tenninal Server and Citrix MetaFrame (Macmillan Technial Publishing

‘ 1999 ' Win‘dc’>w§"NT“I\'llathers ‘ ‘ A .

Bernard Aboba et aI., Securing L2TP using IPSEC (February 2, 1999

156. Finding Your Way Through the VPN Maze (1999) "PGP"< ) ,
Linux Frees/WAN Overview (1999) (Linux Frees/WAN) Overview)

Timestep, The Business Case for Secure VPNs (1998) ("TlmeStep")
WatchGuard Technologies, Inc., WatchGuard Firebox System Powerpoint (2000)
[Due to difficult locatin this reference, a cop has not been rovided]
WatchGuard Technologies, Inc., MSS Firewall Specifications (1999)
[Due to difficult locatin - this reference, a cop has not been rovided]
WatchGuard Technologies, Inc., Request for Information, Security Services (2000)
[Due to difficult locating this reference, a co - has not been rovided]
WatchGuard Technologies, Inc., Protecting the Internet Distributed Enterprise, White
Paper (February 2000)

' ' locatin this reference, a co - has not been

EXAMINER ‘ i ‘ 1 DATE CONSIDERED ’
ii<ris-ma Llml
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WatchGuard Technologies, lnc., WatchGuard Livesecurity for MSS Powerpoint (Feb. 14
c1151 2000

WatchGuard Technologies, Inc., MSS Version 2.5, Add-On for WatchGuard SOHO
. . .. Releaset Notes (July 21, 2000)

C1182 [Due to difticul locatin this reference, a cop has not been rovided]
Air Force Research Laboratory, Statement of Work for information Assurance System
Architecture and Integration, PR No. N—8-6106(ContractNo. F30602-98-C—0012)

GTE lnternetworking & BBN Technologies DARPA lnforrnation Assurance Program
Integrated Feasibility Demonstration (IFD) 1.2 Reort, Rev. 1.0 Setember 21, 1998
BBN Information Assurance Contract, TlS Labs Monthly Status Report (March 16—April -
30, 1993 , . ,

DARPA, Dynamic Virtual Private Network (VPN) Powerpoint ‘
GTE lnternetworking, Contractors Program Progress Report (March 16-April 30, 1998)
Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure
Characterization Janua 30, 2001 ~

Virtual Private Networking Countermeasure Characterization (March 30, 2000) " ', ' 1’
Virtual Private Network Demonstration (March 21, 1998) -
Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and
integrated Security Management (2000 A -.
Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000) -
NAI Labs, IFE 3.1 Integration Demo (2000) -
information Assurance, Science FairAgenda (2000) ‘ ‘

EXAMINER I I ‘ I DATECONSIDERED
rKrisna Lam; 33/14/2913
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— C1195 Darrell Kindred et aI., Proposed Threads for IFE 3.1 (January 13, 2000) -
—IFE 3.1 Technology Dependencies (2000) ‘
_IFE 3.1 Topology (February 9, 2000)

Information Assurance, Information Assurance integration: IFE 3.1, Hypothesis & Thread
Development (January 10-11, 2000) ‘
Information AssurancelNAl Labs, Dynamic Virtual Private Networks Presentation (2000)

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2
2000

ceiNA| Labs, Dynamic Virtual Private Networks Presentation v43

Technolo for the Internet Auust1, 1999 VPNA

Network Associates Products — PGP-Total Network Security Suite, Dynamic Virtual
Private Networks (1999) .

Microsoft Corporation‘, Mic‘fosoft’Proxy Server 2.0 (1997) (Proxy Server-2.40, Microsoft

David Johnson et. al., A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson, Microsoft
Prior Art VPN Technolo

Microsoft Corporation, Settingf Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFT\/X00157288) (Setting Server Parameters, Microsoft Prior Art VPN
Technolo

c1207 Technolo-H
C1208 ArtVPN Technolo-—

EXAMINER i ‘ ,1 ' / DATECONSIDERED
’K"3“"*L‘m" . 03/14/2010
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country where published. ‘

-VPN Technolo
John Savill, The Vlfrndows NT and Windows 2000 Answer Book (1999) (SaviIl, Microsoft
Prior Art VPN Technolo
Network Associates Gauntlet Firewall Global Virtual Private Network User’s Guide for
Windows NT Version 5.0 (1999) Gauntlet NT GVPN. GVPN)

_ T I! For UNIX Global Virtual Private
Guide Version 5. let Unix GVPN, GVPN)
File History for U.S. Application Serial No. 09/653,201. AppIicant(s): Whittle Bryan, et al.,
" Date 08/31/2000. .

S v2.1, Datasheet,
9970212013409/www.aventail.com/- rod/autoskds.html

Chapter 1: Introduction‘ to Firewall Technology, Administration Guide; 12/19/07,
http:/lwww.books24x7.com/booklld 762lviewer_r.asp?bookid=762&chunked=41065062
The TLS Protocol Version 1.0; January 1999; page 65 of 71.

et al., Building Internet Firewalls, 2nd Ed.

Virtual Private Networks — As
httpzl/web.archive.org

' italcomlroductslo
Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;

:llweb.archive.orlweb/11980210013830/interd n.com/Accessware.html
Extended System Press Release. Sept. , ; s The Internet to
Create Virtual Private Networks, www.extendeds stems.com
Socks Version 5; Executive Summary;
http://web.archive.org/web/199970620031945/www.aventail.com/educatelwhitepaper/socks
w

Internet Dynamics First to Ship Integrated Security Solutions for Enterprise Intranets and
Extranets; Se t. 15, 1997; htt:llweb.archive.or/web/19980210014150/interd n.com

lPsec re: DNS-LDAP Splicing

" I 03/14/2010
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B1000 WO 001/17775 O3-30-2000 Science Applications

WO 00/70458

WO 01/016766

1 1-23-2000

03-08-2001

->E’.1: 9%'53-. 30 m2:...o39» EQ 0Fri’ °:2923r: 33 33
Comsec Corporation

B1002 Science Applications

_. C3 ..

mI
E0—.=E 5.3E 0O . O-.E’.6.=

<::; go ....a: :§>~ no O .—.L
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Microsoft Corporation's Fourth Amended Invalidity Contentions dated Jan. 5, 2009,
C998 VirnetX Inc. and Science Alications International Cor. v. Microsoft Cororation,

Appendix A of the Microsoft Corporation's Fourth Amended Invalidity Contentions dated
C999 Jan. 5, 2009.

Concordance Table For the References Cited in Tables on pages 6-15, 71-80 and 116-

124 of the Microsoft Corporation's Fourth Amended Invalidity Contentions dated Jan. 5,
C1000

C1001 Workin Grou, RFC 1101 Aril1989 RFC1101, DNS SRV-
DNS—related correspondence dated September 7, 1993 to September 20, 1993. (Pre KX,
KX Records)

[Due to difficult Iocatin - this reference, a cop has not been - rovided

http://www.sand|eman.ca/ipsec/1996/08/msg00018.html (June 1996). (lPSec Minutes,

J. M. Galvin, "Public Key Distribution with Secure DNS,” Proceedings of the Sixth
' osium, San Jose. California, Jul 1996. Galvin, DNSSEC

C1006 .

C1007 ' .

“lPSec Minutes From Montreal", IPSEC Working Group Meeting Notes,

C1009

c1011

-C1012 SRV), IETF RFC 2052 October 1996). RFC 2052, DNS SRV
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01013 November 18, 1996 . SSL. UNDERLYING SECURITY TECHNOLOGY1-
M. Handley. H. Schulzrinne, E. Schooler, Internet Engineering Task Force. Internet
Draft. (12/02/1996). (RFC 2543 Internet Draft 1)

C1014 [Due to difficul locating this reference, a cop has not been rovided]
. . , I. “Proxies for Anonymous Routing," 12th Annual Computer Security

C1015 A lications Conference, San Dieo. CA. Dec. 9-13. 1996. Reed. Onion Routin
' Kenneth F. Alden & Edward P. Wobber, The Alta Vista Tunnel: Using the lntemet to

C1016 Extend Corporate Networks, Digital Technical Journal (1997 (Alden. Altavista

C1017 1997. AlAG.ANX

C1018 Publications 1997. AIAG Release.ANX9
Aventail Corp.. “AutoSOCKS v. 2.11 Datasheet,” available at
htt ://www.archive.or /web/19970212013409lwww.aventai|.coml rod/autosk2ds.html

(1997). (AutoSOCKS. Aventail)
[Due to difficulty locatin this reference, a cop has not been provided

Aventail Corp. “Aventail VPN Data Sheet," available at -
htt ://wvvw.archive.or /web/19970212013043/www.aventail.com/ rod/v ndata.html

(1997).(Data Sheet, Aventail

Aventail Corp.. "Directed VPN Vs. Tunnel," available at
htt ://web.archive.or /web/19970620030312/www.aventail.com/educate/directv n.htm|

1997 . Directed VPN. Aventail

Aventail Corp.. “Managing Corporate Access to the Internet.'’ Aventail AutoSOCKS
White Paper available at
htt ://web.archive.or /web/19970620030312/www.aventail.com/educate/white a er/i

.html 1997. Cororate Access, Aventail .

Aventail Corp.. "Socks Version 5," Aventail Whitepaper. available at
htt ://web.archive.or lweb/19970620030312/www.aventail.com/educate/white a er/soc

kswp.html (1997). (Socks, Aventail)
C1023 [Due to difficult locating this reference. a cop has not been provided]

C1024 Aventail Corp.. “VPN Server V2.0 Administration Guide." (1997). (VPN, Aventail)

Goldschlag. et al. “Privacy on the Internet," Naval Research Laboratory. Center for High
c1025 Assurance Comuters stems 1997. Goldschla I, Onion Routin
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Microsoft Corp., installing Configuring and Using PPTP with Microsoft Clients and
-Servers (1997 . Using PPTP, Microsoft Prior Art VPN Technolog )
- Microsoft Corp., IP Security for Microsoft Windows NT Server 5.0 (1997) (printed fromC1027 1998 PDC DVD-ROM . IP Securit , Microsoft Prior Art VPN Technolo

Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,

C1028 Microsoft Prior Art VPN Technolo

Microsoft Corp., Routing and Remote Access Service for Windows NT Server

Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-
C1029 ROM . Routin, Microsoft Prior Art VPN Technolo

_-Microsoft Corp., Understanding Point-to—Point Tunneling Protocol PPTP (1997) (printed01030 from 1998 PDC DVD-ROM . Understandin PPTP, Microsoft Prior Art VPN Technolo

J. Mark Smith et.al., Protecting a Private Network: The Altavista Firewall, Digital
C1031 Technical Journal 1997 . Smith, Altavista

Naganand Doraswamy implementation of Virtual Private Networks (VPNs) with
C1032 IPSecurity, <draft—ietf—isec-vpn—0O.txt> (March 12, 1997 . Doraswam

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (03/27/1997). (RFC 2543 Internet Draft 2)
[Due to difficulty Iocatin this reference, a cop has not been provided]
Aventail Corp., “Aventail and Cybersafe to Provide Secure Authentication For Internet
and Intranet Communication,” Press Release, April 3, 1997. (Secure Authentication,

c1034 Aventail)

D. Wagner, et al. "Analysis of the SSL 3.0 Protocol," (April 15, 1997). (Analysis, A’ E
C1035 UNDERLYING SECURITY TECHNOLOGIES

Automotive Industry Action Group, “ANXO Certification Authority Service and Directory
Service Definition for ANX Release 1," AIAG Telecommunications Project Team and
Bellcore Ma 9, 1997. AIAG Defintion,ANX '

Automotive Industry Action Group, "ANXO Certification Process and ANX Registration
Process Definition for ANX Release 1," AIAG Telecommunications Project Team and
Bellcore Ma 9, 1997. AIAG Certification,ANX

Aventail Corp., "AventaiI Announces the First VPN Solution to Assure Interoperability
Across Emerin Securit Protocols," June 2, 1997. First VPN, Aventail
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-Syverson, et al. "Private Web Browsing," Naval Research Laboratory, Center for High 8-C1039 Assurance Comuter S stems June 2, 1997 . S erson, Onion Routin
Bellcore, “Metrics, Criteria, and Measurement Technique Requirements for ANX Release
1," AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG

c1o4o Reuirements, ANX

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (07/31/1997). (RFC 2543 Internet Draft 3)

C1041 [Due to difficul locatin - this reference. a co has not been provided

C1042 RFC 2230 November 1997 . RFC 2230, KX Records

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/11/1997). (RFC 2543 Internet Draft 4)

_c1o43, [Due to difficul locating this reference, a co has not been provided

I1998 Microsoft Professional Developers Conference DVD ("1998 PDC DVD—ROM") " -(including screenshots captured therefrom and produced as MSFT\/X 00018827-
C1044 " 00018832). (Conference, Microsoft Prior Art VPN Technolo )

Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDC
‘ C1045 DVD-ROM Overview, Microsoft Prior Art VPN Technolog 4

Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle Mini-Camp‘ ‘ — -
. Seminar attendees get first look at the performance and capabilities of Windows NT 5.0

(1998) (available at hap /lwvvw.microsoft.com/presspass/featuresl1998/10-
C1046 19nt5.msxftrue . NT Beta, Microsoft Prior Art VPN Technolo

"What ports does SSL use" available at stason.orglTULARC/security/ssl-talk/3-4-What
c1047 orts-does-ssl-use.htm| 1998 . Ports, DNS SRV

Aventail Corp., “Aventail VPN V2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple," Press Release,

C1048 Janua 19, 1998. VPN V2.6, Aventail

R. G. Moskowitz, "Network Address Translation Issues with IPsec,” Internet Draft,
C1049 lnternetEnineerin

H. Schulzrinne, et al, "lnternet Telephony Gateway.Location," Proceedings of IEEE
INfocom ‘98, The Conference on Computer Communications, Vol. 2 ( March 29 - April 2,

c1050 ‘1998 . Gatewa , Schulznnne
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C. Huitema, 45 al. “Simple Gateway Control Protocol,“ Version 1.0 (May 5, 1998).
C1051 SGCP

- DISA “Secret Internet Protocol Router Network," SIPRN ET Program Management OfficeC1052 D3113 DISN Networks, DISN Transmission Services Ma 8, 1998 . DISA, SIPRNET

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (05/14/1998). (RFC 2543 Internet Draft 5)

C1053 Due to difficul locatin this reference, a cop has not been - rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (06/17/1998). (RFC 2543 Internet Draft 5)

C1054 Due to difficul locatin this reference, a cap has not been rovided]

C1055 Grou, RFC 2367 Jul 1998 . (RFC 2367 ’

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (07/16/1998). (RFC 2543 Internet Draft 7) “

C1056 [Due to difficul locatin this reference, a cop has not been rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (O8/07/1998). (RFC 2543 Internet Draft 8)

' C1057 [Due to difficulty locating this reference, a co - has not been provided] .

C1058 1998). (Focus, Microsoft Prior Art VPN Technoloi—
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet ' ‘

--Draft, (O9/18/1998). (RFC 2543 Internet Draft 9)c1059 [Due to difficul locatin - this reference, a co - has not been provided]

‘-Atkinson, et al. “Security Architecture for the Internet Protocol," Network Working Group,01060 RFC 2401 November 1998 . RFC 2401, UNDERLYING SECURITY TECHNOLOGIES

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

--Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9C1061 Due to difficul locating this reference, a cop has not been provided]

C1062 Workin Grou December 1998 . DNSSEC-7—-Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security -
Draft, (12/15/1998). (RFC 2543 Internet Draft 11)

C1063 Due to difficul locatin this reference, a co has not been rovided]--M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet -
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--Aventail Corp., “Aventail Connect 3.1/2.6Administrator’s Guide,” (1999). (AventailAdministrator 3.1, Aventail)
C1064 Due to difficul locating this reference, a cop has not been rovided]

-.Aventail Corp., “Aventail Connect 3.1/2.6 User’s Guide,” (1999). (Aventail User 3.1,Aventail)
C1065 Due to difficult locating this reference, a cop has not been - rovided]

Aventail Corp., "Aventail Extraweb Sewer v3.2 Administrator's Guide," (1999). (Aventail
Extraweb 3.2, Aventail)
Due to difficul locating this reference, a cop has not been rovided]

Kaufman et al, “Implementing lPsec," (Copyright 1999). (Implementing IPSEC, VPN
REFERENCES

Network Solutions, Inc. "Enabling SSL,” NSI Registry (1999). (Enabling SSL,
UNDERLYING SECURITY TECHNOLOGIES

Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW)

C1069 [Due to difficul Iocatin this reference, a cop has not been provided]
’ Arnt Gulbrandsen & Paul Vixie, A DNSSRR for specifying the location of services ‘(DNS

-frc2052bis-02.txt> Januar 1999 . Gulbrandsen 99, DNS SRV)

Draft, (01/15/1999). (RFC 2543 Internet Draft 12)
[Due to difficult Iocatin this reference, a cop has not been rovided]

Goldschlag, et al., "Onion Routing for Anonymous and Private Internet Connections,”

Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,

:
_-Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information withC1078 DNS <draft-eitf-cat-krb-dns-locate-oo.txt> June 21, 1999 . Hornstein, DNS SR
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Based Virtual Private Networks (VPNs)”, IETF Internet Draft (October 1999).
Bhattcha a LDAP VPN

B. Patel, et al. "DHCP Configuration of IPSEC Tunnel Mode,” IPSEC Working Group,
C1080 Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check PointFireWail -1 Administration Guide, McGraw-Hill Companies
(2000). (Goncalves, Checkpoint FW)
Due to difficul locating this reference, a cop has not been provided

IBhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSecC1079

Gulbrandsen, Vixie, Esi_bov, A DNS RR for specifying the location of services (DNS
SRI/), IETF RFC 2782 Februa 2000). (RFC 2782, DNS SRV)

H. Schulzrinne, et al. “Application-Layer Mobilit
Communications Review, Vol. 4, No. 3. - . 47-

Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA' ’ '
' Information Survivabilityconference and Exposition ll (—June 2001). (DARPA, VPN '

:ANX 101: Basic ANX Service Outline. (Outline, ANX)
ANX 201: Advanced ANX Service. (Advanced, ANX)
Appendix A: Certificate Profile for ANX lPsec Certificates. (Appendix, ANX)

- Assured Digital Products. (Assured Digital)c1090 [Due to difficult locating this reference, a cop has not been provided]
Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security,” Aventail

C1091 Cororation White Pa er. Network Securit ,Aventail

Cindy Moran, "DlSN Data Networks: Secret Internet Protocol Router Network
C1092 SIPRNet ." Moran, SIPRNET

-Data Fellows F—Secure VPN+ (F—Secure VPN+)
“Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)

C1094 Secret Dial-In Solution. RASP, SIPRNET

- Onion Routing, “Investigation of Route Selection Algorithms,” available atC1095 ://www.onion-router.net/Archives/Route/index.html. Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net," Washington Technology. (Secure,
c1095 SIPRNET
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_SPARTA “Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS) :

C1098 SIPRNET ~-‘I
C1099 MSFTVXOO019206 . Frees/WAN emails, FreeSNVAN-:Publlcally available emails relating to FreeSNVAN (MSFTVX00018833- I

_Kaufman et aI.. “Implementing IPsec,” (Copyright 1999) (Implementing lPsec)

--Network Associates Gauntlet Firewall For Unix Usefs Guide Version 5.0 (1999).C1101 Gauntlet User's Guide — Unix. Firewall Products

-Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version01102 5.0 (1999 Gauntlet Gettin Started Guide — NT. Firewall Products

--Network Associates Gauntlet Firewall For Unix,Getting Started Guide Version 5.0 (1999)C1103 Gauntlet Unix Gettin Started Guide, Firewall Products

C1104 Gauntlet Unix Release Notes, Firewall Products . -I
A _ _ ‘Network Associates Gauntlet Firewall For Windows NT Administratofs Guide Version

C1105 ‘5.0’ 1999 Gal.lnt|et’NT Administrator's Guide, Firewall Products) ‘

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewal/
Encryption Guide Version 3.1 (1996) (Gauntlet FirewaIl—to—FirewaII, Firewall Products

C1107 Windows NT Version 5.0 (1999) (Gauntlet NT GVPN. GVPNI
C1108 Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN) .1-
j

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred
C1110 DVPN. DVPN

Dan Sterne et.al. TIS Dynamic Security Perimeter Research Project Demonstration
C1111 March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
01112 2000 Kindred DVPN Caabilit ,DVPN 11
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October

C1113 1808-1811 Turchi DVPN email, DVPN

--James Just 8. Dan Sterne Security Quickstart Task Update (February 5, 1997) (Sec 'tyc1114 Quickstart, DVPN

-C1115 DVPN Demonstration, DVPN-
GTE Internetworking & BBN Technologies DARPA Information Assurance Program
Integrated Feasibility Demonstration (IFD) 1.1 Plan March 10. 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Sewer Product Documentation: Administration Guide —
Connection Point Services, available at

httpzl/www.microsoft.com/technet/archive/winntas/proddocs/inetconctservicelcpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is prior art to the atents—insuit.)

(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp. Autodial Heuristics, available at http://supportmicrosoft.com/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at

:/lmsdn2.microsoftcomlen-us/libra /ms809332 ' 'lo|

Marc Levy, COM Internet Services (Apr. 23, 1999), available at
://msdn2.microsoft.comlen-us/libra /ms809302 rinter .asx Le

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/lmsdn2.microsoft.com/en-us/Iibrarylms809340(printer).aspx (DCOM Technical

Microsoft Corp. Windows.NT Server Product Documentation: Administration Kit Guide —
Connection Manager,..available at < V _

http://www.microsoft.com/technet/archivelwinntas/proddocslinetconctservice/crnak.mspx

Overview l

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture

EXAMINER oATEcoNsIoEREo
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDCDVD-ROM (DCOM Business

C1126 Overview II

-C1127 Microsoft 1996 available in PDC DVD-ROM Cariplo IIC
- Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available inC1128 PDC DVD—ROM DCOM Solutions in Action

Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
C1129 in PDC DVD-ROM (DCOM Technical Overview II)

125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at

126. Aaron Skon
Essential Winlnet

Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Servers, (1998) available at ' ‘ ’ '

://msdn2.microsoft.com/enus/libra lms811078 .

Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition,
httpzllwww.microsoft.com/technet/archivelwinntaslproddocs/inetconctservicelbcgstart.ms

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
‘ » 'athttp://www.microsoft.com/technetlarchivelwinntas/proddocs/inetconctservicelbcgstrtc.

x Internet Connection Services II)

I Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at

http://www.microsoft.comltechnetlprodtechnoll ie/deploy/deploy5/appendb.mspx (IE5
C1135 Cororate Develo

Mark Minasi, Mastering Windows NT Server4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press
01137 1998 Hands On

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
htt :l/www.microsoft.com/technetlarchlvelwinntaslmaintain/featusabilit l t w 3.ms x

Kenneth Gregg, et al., Microsoft Windows NT Server Administratofs Bible 173-206, 883-
911, 974-1076 IDG Books Worldwide 1999 Gre o

-C1140 us/libra lbb545687 $.85, ' . x Remote Access
EXAMINER /Krisna Um}, DATE CONSIDERED 4/201 0
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://www.microsoft.com/technet/archivelwinntaslplan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://www.microsoft.comItechnetlarchivelwinntasl deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

C1142 this reference is rior art to the atents-in-suit.
Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 2199-399

C1143 IDG.Books Worldwide 1998 Network Plumbin
Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
Remote Access Service, Available at

http:/lwww.microsoft.com/technet/archivelwinntaslproddocsl rras40/rrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as'Wlndows NT 4.0. Accordingly, uponinformation and belief,
this reference is prior art to the patents-in-suit. 13 ‘
Microsoft-Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at
http://www.rnicrosoft.com/technet/archive/winntas/proddocs/rras40/rrasch05.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit. -
F—Secure, F—Secure Evaluation Kit (May 1999) (FSECU RE 00000003) (Evaluation Kit 3)
[Due to difficult Iocatin - this reference, a co has not been rovided]
F-Secure, F-Secure NameSun‘er (May 1999) (from FSECURE 00000003) (NameSurfer -
3

F—Secure, F-Secure VPN Administrator’s Guide (May 1999) (from FSECURE 00000003) -
F-Secure VPN 3 1

00000003 SSH Guide 3-
00000003 SSH 2.0 Guide 3-
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F-Secure, F-Secure VPN+ Administrators Guide (May 1999) (from FSECURE
C1151 00000003 VPN+ Guide 3

-F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
_F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 6)

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE
C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
01155 Due to difficulty locating this reference, has not been - rovided

-Secure, F-Secure SSH Users & Administrators Guide (Sept. 1998) (from FSECU RE
C1156 00000009 SSH Guide9 4

-F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE"c1157 '00000009 F-"Secure SSH 2.0 Guide 9 ~ —~ --

F-Secure. F-Secure VPN+ (Sept. 1998) (from FSECU RE 00000009) (VPN+ Guide 9)
I “ ' F-Secure, F-Secure Management Tools, Administrators Guide (1999) (from FSEGURE

C1159 00000003 F-Secure Manaement Tools .'

F:sec'ure',' F-Secure Desktop, Users Guidei(‘1997) (from -FSEGURE 00000009) ~C1160 Fsecure Deskto Users Guide

-SafeNet, lnc., VPN Policy Manager (January 2000) (VPN Policy Manager)

F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)C1162 I FSecure VPN+

IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
C1163 Due to difficult locatin this reference, a cop has not been rovided]-

_~ |REISafeNet Inc., VPN Technologies Overview (March 28, 2000) (Safenet VPN Overview)C1164

i "T,.

[Due to difficulty locating this reference, a copy has not been provided]

C1165 Addendum—
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IRE, lnc., System Description for VPN Policy Manager and SafeNet/Sol‘tPK (March 30,
2000 VPN Polic Manaer S stem Descrition

IRE, Inc., About SafeNetI VPN Policy Manager (1999) (About SafenetVPN Policy
Manaer

IRE, lnc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)
[Due to difficult locating this reference, a co - has not been g-rovided]
Trusted Information Systems, lnc., Gauntlet Internet Firewall, Firewall Product Functional
Summary (Jul 22, 1996 (Gauntlet Functional Summary)
Trusted Information Systems, Inc, Running the Gauntlet lntemet Firewall, An
Administratofs Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet
Internet Firewall

Ted Hanrvood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)
Windows NT Hanivood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions:
lmplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
1999 Windows NT Mathers ' ' 1 ‘ ' t ‘
Bernard Aboba et aI., Securing L2TP using IPSEC (February 2, 1999) I W
156. Finding Your Way Through the VPN Maze (1999) ("PGP" ) .. . ._

Linux Frees/WAN Overview (1999) (Linux FreeSNVAN) Overview)

TimeStep, The Business Case for Secure VPNs (1998) ("TimeStep )
WatchGuard Technologies, |nc., WatchGuard Firebox System Powerpoint (2000)
Due to difficul locating this reference, a co - has not been - rovided]

WatchGuard Technologies, Inc, MSS Firewall Specifications (1999)
Due to difficul this reference, a co - has not been rovided]

WatchGuard Technologies, |nc., Request for Information, Security Services
[Due to difficult locating this reference, a co has not been rovided
WatchGuard Technologies, Inc, Protecting the Internet Distributed Enterprise, White
Paper (February 2000)
[Due to difficul locating this reference, has not been rovided
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C1181 2000--WatchGuard Technologies, Inc, WatchGuard Livesecurity for MSS Powerpoint (Feb. 14 -
WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)

C1182 ' ' I locatin this reference, a co - has not been - rovided]
Air Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602—98-C-0012)

C1183 .

GTE lnternetworking & BBN Technologies DARPA Information Assurance Program
C1184 Integrated Feasibili Demonstration (IFD) 1.2 Report, Rev. 1.0 Setember 21, 1998

I BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April
C1185 30, 1998

C1135 DARPA, Dynamic Virtual Private Network (VPN) Powerpoirit '
GTE lnternetworking, Contractors Program Progress Report (March 16-April 30, 1998)
Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure '

C1188 Characterization (Janua 30, 2001) ’

C1191 Integrated Security Management (2000) .H
NAI Labs, IFE 3.1 Integration Demo (2000)
Information Assurance, Science Fair Agenda (2000)
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C1195 Darrell Kindred et al., Proposed Threads for IFE 3.1 (January 13, 2000) -
IFE 3.1 Technology Dependencies (2000) -

C1197 IFE 3.1 Topology (February 9, 2000) -
Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread

C1198 Development (January 10-11, 2000)

Information AssurancelNAl Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2

01200 2000

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.3

(2000) - . '

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFTVXOO157288) (Setting Server Parameters, Microsoft Prior Art VPN
Technolo

C1207 Technolo ‘1-
C1208 ArtVPN Technolo1-
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M. Shane Stigler & Mark A Linsenbardt, HS 4 and Proxy Server 2 (1999) (Stigler, Microsoft
C1209 Prior Art VPN Technolo

_-David G. Schaer, MCSE Test Success: Proxy Server 2 (1998) (Schaer, Microsoft Prior ArtC1210

IPrior Art VPN Technolo
Network Associates Gauntlet Firewall Global Virtual Private Network User's Guide for

-Windows NT Version 5.0 1999) (Gauntlet NT GVPN, GVPN)
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network UsefsEC1213 Guide Version 5.0 1999 Gauntlet Unix GVPN, GVPN) .

Ag” . _ File History for U.S. Application Serial No. 09/653,201, Applicanl(
‘ " Date 08/31/2000. - 1

AutoSOCKS v2.1, Datasheet,
:l/web.archive.or/web/199

of DNS to Distribute Keys, 7 Sep

Chapter 1: Introduction to Firewall Technology, Administration Guide; 12/19/07,
http://www.books24x7.comlbook/id 762/viewer_r. as - ?bookid=762&chunked=4106
The TLS Protocol Version 1.0; Janua

et al., Building Internet Firewalls,*2nd Ed.

Virtual Private Networks — Assured Digital Incorporated — ADI 4500;
http:/Iweb.archive.org/web/19990224050035/www.assured-

‘ ital.com/roductslrodvn/adia4500.htm A
Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;

:llweb.archive.or/web/119802100138 n.comIAccessware.html
ss Release, Sept. 2,
Networks, wwwexlendeds stemscom

Socks Version 5; Executive Summary;
http://web.archive.org/webl199970620031945lwww.aventail.com/educatelwhitepaper/socks
W .html

Internet Dynamics First to Ship Integrated Security Solutions for Enterprise Intranets and
://web.archive.or/web/19980210014150/interd n.com

lPsec re: DNS-LDAP Splicing
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DNS-related correspondence dated September 7, 1993 to September 20, 1993. (Pre KX,
C1002 KX Records -

M. Handley, H. Schulzrinne, E. Schooler, lntemet Engineering Task Force, Internet Draft,
C1014 12/02/1996 . RFC 2543 Internet Draft 1

Aventail Corp., “AutoSOCKS v. 2.1 Datasheet," available at
htt ://www.archive.or /webl19970212013409/www.aventai|.com/ rodlautosk2ds.htm| (1997).
AutoSOCKS, Aventail

Aventail Corp., "Socks Version 5," Aventail Whitepaper, available at
htt ://web.archive.or lweb/19970620030312/www.aventaiI.com/educate/white a er/soc kswp.htmI

C1023 1997. Socks,Aventai|

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1033 03/27/1997 . RFC 2543 Internet Drafl2

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1041 07/31/1997 . RFC 2543 Internet Draft 3

M. Handley, H. Schulzrinne, E. Schooler, lntemet Engineering Task Force, Internet Draft,
C1043 11/11/1997 . RFC 2543 Internet Draft 4

M. Handley, H. Schulzrinne, E. Schooler, lntemet Engineering Task Force, Internet Draft,
C1053 05/14/1998 . RFC 2543 lntemet Draft 5

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1054 06/17/1998 . RFC 2543 lntemet Draft6

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1056 07/16/1998 . RFC 2543 Internet Draft 7

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1057 08/07/1998 . RFC 2543 Internet Draft 8

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Drafi,
C1059 09/18/1998 . RFC 2543 Internet Draft 9

E’‘‘‘”'”“ lKrIsna Liml °"TE°°“5'°“‘E° 03/14/2010

‘EXAMINER: Initial it reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy ol this form with next communication to applicant. .
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

(1)

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /'K.I.../'



645

11840560 ~ CEAUZ 2453

Complete if Known

INFORMATION DISCLOSURE STATEMENT BY F‘“"9 We A"9"st 17» 2°07
APPLICANT First Named Inventor Victor Larson

(Use as many sheets as necessary) A,-t Unit 21 57

Vu- Kim Y-
D°°'<e* Number 077580-0063 IVRNK-1°P3°N2l

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
cm; (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
NQ_ city and/or country where published.
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References Nos. C1240-C1243 submitted herewith were cited in the Request for Inter

Partes Reexamination of Patent filed for U.S. Patent Nos. 6,502,135 and 7,188,180. Although
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regarding the appropriate status of such documents. Applicant further reserves the right to take

appropriate action to establish the patentability of the disclosed invention over the listed

documents, should one or more of the documents be applied against the claims of the present

application.
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MCD OTT WILL &/EMERY LP

'¥Atabak R. Royaee

Registration No. 59,037

28 State Street Please recognize our Customer No.
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Phone: 617-535-4065

Facsimile: 617-535-3800

Date: December 14, 2009
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TIIICI with the Unitcdgstatcs Postal Service with sufficient postage
SECURE COMMUNICATIONS ?l“a§§?.2°§.Z3€“;L$‘£.§.Y331Z?{‘§3.‘§i‘i£'S§§3.Z.§TR "W

Commissioner for Patents, PO. Box 1450, Alexandria, VA22313-1450 on November 6, 2009.

Grp./A.U. 2157

Examiner: VU, Kim Y.

Mail Stop: Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

Dear Sir:

In accordance with the provisions of 37 C.F.R. 1.56, 1.97 and 1.98, the attention of the

Patent and Trademark Office is hereby directed to the documents listed on both the attached forms

PTO-1449. It is respectfully requested that the documents be expressly considered during the

prosecution of this application, and that the documents be made of record therein and appear among

the "References Cited" on any patent to issue therefrom.

This Supplemental Information Disclosure Statement is being filed before the receipt of a

First Office Action on the merits for above-referenced application; therefore, no fees are believed

to be due with the filing of this paper.

References Nos. C1227-C1239 submitted herewith are those produced by Microsoft

Corp. in VimetX Inc. and Science Applications International Corp. v. Microsoft Corp. civil

action currently pending before the U.S. District Court for the Eastern District of Texas.

Although the undersigned agent has not reviewed these documents to assess their materiality,

these documents are submitted under the assumption that they may be material to the
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patentability of the claims pending in this application. This Statement is not to be interpreted as

a representation that the cited publications are material, or that no other relevant information

exists. Nor shall the citation of any publication herein be construed per se as a representation

that such publication is prior art. Moreover, the Applicant understands that the Examiner will

make an independent evaluation of the cited publications.

If the Examiner applies any of the documents as prior art against any claim in the

application and applicants determine that the cited document does not constitute "prior art" under

United States law, applicant reserves the right to present to the office the relevant facts and law

regarding the appropriate status of such documents. Applicant further reserves the right to take

appropriate action to establish the patentability of the disclosed invention over the listed

documents, should one or more of the documents be applied against the claims of the present

application.

The Examiner is invited to call the undersigned agent for any questions regarding the

IDS. The Commissioner is hereby authorized to charge any shortage in fees due in connection with

the filing of this paper, including extension of time fees, to Deposit Account 50-1133 and please

credit any excess fees to such deposit account.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

Atabak R. Royaee

Registration No. 59,037

28 State Street Please recognize our Customer N0.

Boston, MA 02109 23630 as our correspondence address.
Phone: 617-535-4065

Facsimile: 617-535-3800

Date: November 6, 2009
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Complete if KnownSubst. for form 1449lPTO

SUPPLEMENTAL 11/840560

INFORMATION DISCLOSURE STATEME A"9"5‘ 17» 2°07
Aw=ucA~r ~
(Use as many sheets as necessary) _ 2157

077580-0063 (VRNK-1CP3CN2)

EX/\MINER'S
Document Number Name of patentee or Appficant Pages, Columns, Lines, WhereINITIALS _ - 1 W1, . Relevant Passages or Relevant

Number Kind COde2{lknu ) of Clted Document Figures Appear

FOREIGN PATENT DOCUMENTS

Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines Translation
C1-[E coumy C°de,_N1,,,1be, ,_K,,,d MM_DD_yyyy Applicant of Cited Document Where Relevant

codes (if known) Figures Appear

OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)
EXAMINER'S Include name of the author (in CAPITAL LETTERS), title ofthe article (when appropriate), title of the item

INITIALS C11-E (book, magazine, journal. serial, symposium. catalog, etc.), date, page(s). volume-issue number(s). publisher,
city and/or country where published.

C1177 WatchGuard Technologies, Inc., WatchGuard Firebox System Powerpoint (2000)

C1178 WatchGuard Technologies, lnc., MSS Firewall Specifications (1999)

01179 WatchGuard Technologies, |nc., Request for Information, Security Services (2000)

WatchGuard Technologies, lnc., Protecting the Internet Distributed Enterprise, White
C1180 Paer(Februa 2000)

WatchGuard Technologies, Inc, WatchGuard Livesecurity for MSS Powerpoint (Feb. 14
C1181 2000) (resubmitted

WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO
C1182 Release Notes Jul 21, 2000

EXAMINER‘S
INITIALS

ZZ
Z

EXAMINER DATE CONSIDERED

‘EXAMINER: initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy ol this form with next communication to applicant.
1 Applicants’ unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

BST99 I 630394-I 077580.006}
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[0 -0% eq

‘.1 077580-0063 (VRNK-1CP3CN2) PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Victor Larson, et al. _- Customer No.2 23630

Appl. No.: 11/840,560 Confirmation No.: 1537 .

Filed: August 17, 2007 ' CERTIFICATE OF MAILING (37 CFR.§ I.8(a))

I hereby certify that this correspondence is being deposited

vvith the United_States Postal Service with sufficient postage
V13 Express Mail N0. EV643770387US under 37 CFR l.3(a)in an envelope addressed to: Mail Stop Amendment.
Commissioner for Patents, PO. Box 1450, Alexandria, VA22313-1450 on October 6, 2009.

Grpi./A.U.i 2157

Examiner: VU, Kim Y.

Mail Stop Amendment
Commissioner for Patents 5

P.O. Box 1450

Alexandria, VA 22313-1450

TRANSMITTAL LETTER

Enclosed for filing in connection with the above-referenced patent application are the following
documents:

1) Supplemental Information Disclosure Statement (2 pages)

2) Information Disclosure Statement by Applicant (Form 1449) (1 page);

3) Copies of six (6) references listed in the IDS (C1177 to C1182); and

4) Return receipt postcard.

There are no fees due with the filing of this Information Disclosure Statement. However, the

Commissioner is hereby authorized to charge any additional fees that may be required, or
credit any overpayment, to our Deposit Account No. 50-1133.

Respectf lly submitted

Date: October 6, 2009

Atabak R. Royaee, Reg. No.: 59,037

McDermott Will & Emery LLP
28 State Street

Boston, MA 02109-1775

Telephone: (617) 535-4065

Facsimile: (617) 535-3800BST99 1620060-1.077580.0063



660

PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

$2,,” /:9?&1'RA°¢’ . .
Applicant: Victor Larson, et a]. Customer No.: 23630

Appl.No.: 11/840,560 Confim1ationNo.: 1537

Filed: August 17, 2007 CERTIFICATE OF MAILING (37 CFR. § l.8(a))

I hereby certify that this correspondence is being

Title: deposited with the United States Postal Service with
SECURE COMMUNICATIONS i‘.§$'§3‘5§i{”f§{§fa§§‘3'§§i5i§$L §.li‘3li‘s’s6§i3t7t,7;"i3t§i.US ~

Stop Amendment, Commissioner for Patents, P.O. Box1450, Alexandria, VA 22313-1450 on October 6, 2009.

Grp./A.U. 2157

Examiner: VU, Kim Y.

Mail Stop: Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

Dear Sir:

In accordance with the provisions of 37 C.F.R. 1.56, 1.97 and 1.98, the attention of the

Patent and Trademark Office is hereby directed to the documents listed on the attached form PTO-

1449. It is respectfully requested that the documents be expressly considered during the prosecution

of this application, and that the documents be made of record therein and appear among the

"References Cited" on any patent to issue therefrom.

This Supplemental Information Disclosure Statement is being filed before the receipt of a

First Office Action on the merits for above-referenced application; therefore, no fees are believed

to be due with the filing of this paper.
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Reference Nos. C1177—C1 180 and C 1182 submitted herewith are those previously listed

in the IDS filed on 05/19/09, but whose copies were not available at the time. Also, reference

No. C1181 is being resubmitted because it has been supplemented with additional pages. This

Statement is not to be interpreted as a representation that the cited publications are material, or

that no other relevant information exists. Nor shall the citation of any publication herein be

construed per se as a representation that such publication is prior art. Moreover, the Applicant

understands that the Examiner will make an independent evaluation of the cited publications.

If the Examiner applies any of the documents as prior art against any claim in the

application and applicants determine that the cited document does not constitute "prior art" under

United States law, applicant reserves the right to present to the office the relevant facts and law

regarding the appropriate status of such docmnents. Applicants further reserve the right to take

appropriate action to establish the patentability of the disclosed invention over the listed

documents, should one or more of the documents be applied against the claims of the present

application.

Please charge any shortage in fees due in connection with the filing of this paper, including

extension of time fees, to Deposit Account 50-1133 and please credit any excess fees to such

deposit account.

Respectfully submitted,

McD OTT WILL & EMERY LLP

Atabak R. Royaee

Registration No. 59,037

28 State Street Please recognize our Customer No.

Boston, MA 02109 23630 as our correspondence address.
Phone: 617-535-4108

Facsimile: 617-535-3800

Date: October 6,2009
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Complete if Known
Subst. fo orm‘1§49/PTO - -

SUPPLEMENTAL ,, _' Application Number 11/840,560
INFORMATION DISCLOSURE s ATEMEN A"9“5‘ 17» 2°°7

APPLICANT 65;: 0 ; Victor Larson
3 2 V049(Use as many sheets as necessary) 21 57

Vu, Kim Y.

077580-0063 (VRNK-1CP3CN2)

EXAMINER'S Document Number Publication Date Name of patentee or Appiicant Pages, Columns, Lines, WhereINITIALS . N ,K~ C d . Relevant Passages or Relevant
“"“’°' '"° ° ‘’”’‘‘’'°""’ of Cited Document Figufe5Appeaf

FOREIGN PATENT DOCUMENTS

Foreign Patent Document Publication Date Name of Patentee or Pages. Columns, Lines Translation
cm; Countfy co¢5,_N._,mi,a, ._K,,,d MM_DD_yyyy Applicant of Cited Document Where Relevant

_ Codes (if known) Figures Appear

OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)
EXAMlNER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item

INITIALS cn-E (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
city and/or country where published.

DNS-related correspondence dated September 7, 1993 to September 20, 1993. (Pre KX,
KX Records A

M. Handley, H. Schulzrinne, E. Schooler, lntemet Engineering Task Force, Internet Draft,
C1014 12/02/1996 . RFC 2543 Internet Draft 1

Aventail Corp., "AutoSOCKS v. 2.1 Datasheet," available at
htt ://vvvvw.archive.or /web/19970212013409/www.aventai|.com/ rod/autosk2ds.htm| (1997).
AutoSOCKS, Aventail

Aventail Corp., "Socks Version 5," Aventail Whitepaper, available at
htt ://web.archive.or /web/19970620030312/wvvw.aventaiI.com/educate/white a er/soc kswp.htm|

C1023 1997 . Socks, Aventail

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
01033 03/27/1997 . RFC 2543 Internet Draft 2

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1041 07/31/1997 . RFC 2543 Internet Draft 3

M. Handley, H. Schulzrinne, E. Schooler, lntemet Engineering Task Force, Internet Draft,
C1043 11/11/1997 . RFC 2543 lntemet Draft 4

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1053 05/14/1998 . RFC 2543 Internet Draft 5

M. Handley, H. Schulzrinne, E. Schooler, lntemet Engineering Task Force, Internet Draft,
C1054 06/17/1998 . RFC 2543 lntemet Draft6

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1056 07/16/1998 . RFC 2543 Internet Draft 7

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1057 08/07/1998 . RFC 2543 Internet Draft 8

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
C1059 09/13/1998 . RFC 2543 Internet Draft 9

EXAMINER DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this fonn with next communication to applicant. -
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

EXAM|NER'S
INITIALS

ZO

C1002

-

(1)



663

Complete if Known

INFORMATION DISCLOSURE STATEMENT BY August 17. 2007
APPLICANT First Named Inventor Victor Larson

(Use as many sheets as necessary) A,-t Unit 2157

Examiner Name Vu, Kim Y,

nDocket Number 077580-0063 (VRNK-1CP3CN2)

OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item

Cm; (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
NO_ city and/or country where published.

- M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,C1061 11/12/1998. RFC 2543 Internet Draft10

M. Handley, H. Schulzrinne. E. Schooler, Internet Engineering Task Force, Internet Draft,
C1063 12/15/1998 . RFC 2543 Internet Draft 11

' ., "Aventai| Connect 3.1/2.6Administrator’s Guide," (1999). (Aventail
C1064 Administrator 3.1, Aventail

Aventail Corp., "Aventai| Connect 3.1/2.6 User's Guide," (1999). (Aventail User 3.1,

EXAMIN ER'S
INITIALS

C1065

Aventail Corp., "Aventai| ExtraWeb Server V3.2 Administrators Guide," (1999). (Aventail
C1066 Extraweb 3.2, Aventail

—Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW) 2

C1072 01/‘I5/‘I999 . RFC 2543 Internet Draft 12-M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, -
Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies

C1081 2000. Goncalves, CheckointF\N

C1090 Assured Digital Products. (Assured Digital)

C1145 F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)

C1155 F—Secure, F—Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)

C1163 IRE, Inc.. SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft—PK Version 4)

C1164 IRE/SafeNet |nc., VPN Technologies Overview (March 28, 2000) (Safenet VPN Overview)

IRE, Inc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
C1168 VPN Polic Manaer

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.3
C1201 2000

EXAMINER ' DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this fonn with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.BST99 1628600-I.077580.0063
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Docket No.2 077580-0063 _ PATENT

IN THE UNITE .ATENT AND TRADEMARK OFFICE

Applicant: Victor Larson, et al. Customer No.: 23630

Appl. No.: 11/840,560 Confirmation No.1 1537

Filed: August 17, 2007 CERTIFICATE or MAILING (37 can :5 l.8(a))

I hereby certify that this correspondence is being deposited

Title: with the Uniled.Stales Postal Service with sufficienl postage
SECURE COMMUNICATIONS ¥;i§’:Z'5§.i,,?l“;La’?;.’§.l?.i’ZlZ%’§Z.‘,ii?;‘:‘§33.Z§7“ "“°’

Commissioner for Patents, PO. Box 1450, Alexandria, VA22313-1450 on September 8. 2009.

Grp./A.U. 2157 . _

Examiner: VU, Kim Y. mil §i"°A"él"

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

TRANSMITTAL LETTER

Enclosed for filing in connection with the above-referenced patent application are the following
documents:

1) Supplemental Information Disclosure Statement (2 pages)

Information Disclosure Statement by Applicant (Form 1449) (2 pages);

Copies of twenty-seven references listed in the IDS; and

Return receipt postcard.

There are no fees due with the filing of this Information Disclosure Statement. However, the
Commissioner is hereby authorized to chargelany additional fees that may be required, or credit any

overpayment, to our Deposit Account No. 50-1 133.

Respectfully submitted,

Date: September 8, 2009

tabak R. Royaee, Reg. No.: 59,037

McDerrnott Will & Emery LLP
28 State Street

Boston, MA 02109-1775

Telephone: (617) 535-4065

Facsimile: (617) 535-3800BST99 1620060-l.077580.0063
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Docket No.: 077580-0063 I . PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Victor Larson, et al. Customer No.: 23630

Appl.No.: 11/840,560 ConfirmationNo.: 1537

Filed: August 17, 2007 CERTIFICATE OF MAILING (37 CFR. § I.8(a))

I hereby certify that this correspondence is being

Title: deposited with the Dnited States Postal Service with
SECURE COMMUNICATIONS Z1‘ILi‘§3‘8°p§“"fi§(?;“;§’;f.'§ii§l§“pL £li’ai¥;‘L’.Z7‘lii?.”S

N Stop Amendment, Commissioner for for Patents, PO.Box 1450, Alexandria, VA 22313-1450 on September 8.
2009.

Grp./A.U. 2157

Examiner: VU, Kim Y.

Mail Stop: Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

Dear Sir:

In accordance with the provisions of 37 C.F.R. 1.56, 1.97 and 1.98, the attention of the

Patent and Trademark Office is hereby directed to the documents listed on the attached form PTO?

1449. It is respectfiilly requested that the documents be expressly considered during the prosecution

of this application, and that the documents be made of record therein and appear among the

"References Cited" on any patent to issue therefrom.

This Supplemental Information Disclosure Statement is being filed before the receipt of a

First Office Action on the merits for above-referenced application; therefore, no fees are believed

to be due with the filing of this paper.
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The twenty-seven (27) documents submitted herein are those previously listed in the IDS

filed on 05/19/09, but whose copies were not available at the time. This Statement is not to be

interpreted as a representation that the cited publications are material, or that no other relevant

information exists. Nor shall the citation of any publication herein be construed per se as a

representation that such publication is prior art. Moreover, the Applicant understands that the

Examiner will make an independent evaluation of the cited publications.

If the Examiner applies any of the documents as prior art against any claim in the

application and applicants determine that the cited document does not constitute "prior art" under

United States law, applicant reserves the right to present to the office the relevant facts and law

regarding the appropriate status of such documents. Applicants further reserve the right to take

appropriate action to establish the patentability of the disclosed invention over the listed

documents, should one or more of the documents be applied against the claims of the present

application.

Please charge any shortage in fees due in connection with the filing of this paper, including

extension of time fees, to Deposit Account 50-1133 and please credit any excess fees to such

deposit account.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

Atabak R. Royaee

Registration No. 59,037

28 State Street Please recognize our Customer No.

Boston, MA 02109 23630 as our correspondence address.
Phone: 617-535-4108

Facsimile: 617-535-3800

Date: September 8, 2009
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Subst. for form 1449/PTO ‘ com plete if Known
SUPPLEMENTAL . .

INFORMATION DISCLOSURE STATEMENT BY A"""°""'°" N”"‘°e' "'84°'56°
APPLICANT F'“"9 We
(Use as many sheets as necessary) First Named Inventor

A" “'1”
Examine’ Name
Docket Number

U.S. PATENT DOCUMENTS

'EXAM|NER'S CITE Document Number Publication Date ame f pate.-‘tee or A “Cant Pages, Columns. Lines, Where
INITIALS N0. Numbe,._Kind code, (,,mW MM-DD—YYYY N O . pp Relevant Passages or Relevant

of Cited Document Figures Appear

j—5.311.s93 05/10/1994T
j—5.511.122 04/23/1996T
j—5.8o5.so3 09/08/1998 Birrenetai. L

_-—
‘-—
-Z—

_l—
1:-
“—
‘j—
—1—
-209/399,753 09/22/1998 Grai Miller et al. —

A1013
—
6,173,399 —
6.226.748 —
6.226.751 —
6.701.437 —
—
Z_
_———

FOREIGN PATENT DOCUMENTS

EXAMINER'S Foreign Patent Document Publication Date Name of Patentee or Pages, Columns. Lines Translation
INITIALS CITE cgunuy c0de,_N.,mb.,, ._K;nd MM_DD_yyyY Applicant of Cited Document Where Relevant

Codes (if known) Figures Appear

W0 001/17775 03-30-2000 Science Applications
International Cororation

Comsec Corporation
Science Applications

International Cororation

>>3>>> -__.__._. oooooo i—l—L-ai-I CDIZONOUUIA

B1000

W

Z

1001

B1002

WO 00/70458

WO 01/016766

1 1-23-2000

03-08-2001

EXAMINER DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

(1)
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SUDSI. fOl' form 1449/PTO Com p|ete Known

$”""LE“"E””L ws4o.ssoINFORMATION DISCLOSURE STATEMENT BY __

Filing Date AlIgUSt 17,
(Use as many sheets as necessary) Victor Larson

2157

VU, Kim Y.

Docket Number 077580-0063 lVRNK-1CP3°N2l
oTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
city and/or country where published.

Microsoft Corporation’s Fourth Amended Invalidity Contentions dated Jan. 5, 2009,
VirnetX Inc. and Science Alications International Cor. v. Microsoft Cororation,

Concordance Table For the References Cited in Tables on pages 6-15, 71-80 and 116-

124 of the Microsoft Corporation's Fourth Amended Invalidity Contentions dated Jan. 5,

KX Records)

Due to difficult locatin -
R. Atkinson,
Center for Hih Assurance Corn

Henning Schulzrinne, Personal Mobility For Multimedia Services In The Internet,
Proceedings of the Interactive Distributed Multimedia Systems and Services European

Microsoft Corp., Microsoft Virtual Private Networking: Using Point-to-Point Tunneling
Protocol for Low—Cost, Secure, Remote Access Across the Internet (1996) (printed from

“IPSec Minutes From Montreal", IPSEC Working Group Meeting Notes.
httpzl/www.sandleman.ca/ipsec/1996/08/msg00018.html (June 1996). (lPSec Minutes,

J. M. Galvin, "Public Key Distribution with Secure DNS," Proceedings of the Sixth
' osium, San Jose, California, Jul 1996. Galvin, DNSSEC

Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services {DNS
C1012 SRV, IETF RFC 2052 October 1996 . RFC 2052, DNS SRV

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.
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Subst. for form 1449/PTO Comp|ete Known
SUPPLEMENTAL . .

INFORMATION DISCLOSURE STATEMENT BY A‘°°"°"“'°" N"'"be' 1“84°'56°
Filing Date August 17,

(Use as many sheets as necessary) First Named Inventor Victor Larson
Art Unit 2157

Examiner Name VU, Kim Y.

D°<='<ei Number 077530-0053 IVRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
C11-E (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
No_ city andlor country where published.

i Freier, et al. "The SSL Protocol Version 3.0,” Transport Layer Security Working GroupC1013 November 18, 1996 . SSL, UNDERLYING SECURITY TECHNOLOGY

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/02/1996). (RFC 2543 Internet Draft 1)

C1014 Due to difficult locatin this reference, a co has not been rovided
M.G. Reed, et al. “Proxies for Anonymous Routing," 12th Annual Computer Security

C1015 A lications Conference, San Dieo, CA, Dec. 9-13, 1996. Reed, Onion Routin
Kenneth F. Alden & Edward P. Wobber, The Alta Vista Tunnel: Using the Internet to

C1016 Extend Cororate Networks, Diital Technical Journal 1997 Alden, Altavista

Automative Industry Action Group, "ANX Release 1 Document Publication,” AIAG
C1017 1997 . AIAG, ANX

Automative Industry Action Group, “ANX Release 1 Draft Document Publication," AIAG
C1018 Publications 1997 . AIAG Release, ANX

Aventail Corp., “AutoSOCKS v. 2.1 Datasheet,” available at
htt ://www.archive.or /web/19970212013409/www.aventai|.com/ rod/autosk2ds.html

(1997). (AutoSOCKS, Aventail)

Due to difficult locatin - this reference, a co - has not been
Aventail Corp. "Aventail VPN Data Sheet,” available at
htt ://www.archive.or /web/19970212013043/www.aventai|.com/ rod/v ndata.htm|

1997 . Data Sheet, Aventail

Aventail Corp., "Directed VPN Vs. Tunnel," available at
htt ://web.archive.or /web/19970620030312/www.aventail.com/educateldirectv n.html

1997 . Directed VPN, Aventail
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C1134 msx Internet Connection Services ll

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at
http://www.microsoft.comltechnetlprodtechnoll ie/deploy/deploy5/appendb.mspx (IE5

C1135 Cororate Develoment

Mark Minasi, Mastering Windows NT Server4 1359-1442 (6th ed., January 15,
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httpzllwww.microsoft.com/technetlarchivelwinntaslproddocsl rras40/rraschO1.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
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C1147 3

F-Secure, F-Secure VPN Administrator's Guide (May 1999) (from FSECURE 00000003)
C1148 F-Secure VPN 3

F-Secure, F—Secure SSH User’s & Administrator's Guide (May 1999) (from FSECURE
C1149 00000003 SSH Guide 3

F-Secure, F-Secure SSH2.0 for Windows NT and 95 (May 1999) from FSECURE
C1150 00000003 SSH 2.0 Guide 3
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--Internet Dynamics First to Ship Integrated Security Solutions for Enterprise Intranets andc1225 Extranets; Set. 15, 1997; htt://web.archive.or/web/19980210014150/interd n.com

‘Emails from various individuals to Linux |Psec re: DNS-LDAP Splicing -
EXAMINER DATE CONSIDERED

‘EXAMINER: Initial it reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy ot this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.
BST99 1620066- I .0775 80.0063



684

—
—
—

—
—
_
—

—
—
=
.
—
:

Complete if Known

Application Number 11/840,560

August 17, 2007
Victor Larson

2157

’ VU, Kim Y.

077580-0063 (VRNK-1CP3CN2)

SUPPLEMENTAL _ _ _‘ "
INFORMATION DISCL "-’ STATEMENT BY

APPLICANT Filing Date
(Use as many sheets as necessary) First Named Inventor

Art Unit

Examiner Name

D°°*<e* Number
U.S. PATENT DOCUMENTS

U8r:3toE’. Zc3cr (ll —.
Pages, Columns, Lines, Where
Relevant Passages or Relevant

Figures Appear

EXAMINER‘S CITE Publication Date '

mm“-5 N°- Number—Kind Code: (rt Irnmm‘ MM'DD’WW N am L?I loam

A1000

A1001

A1003

5,311,593

5,511,122
5,805,803

5,822,434

5,898,830
60/134,547

60/151,563

5,950,195 ‘

6,119,171

6,937,597

7,072,964

09/399,753

6,079,020

6,173,399

6,226,748
6,226,751

6,701,437 1 1
6,055,574

6,246,670

05/10/1994

04/23/1996

09/08/1998

10/1 3/1998

04/27/1999

05/17/1999

08/31/1999

09/07/1999

09/12/2000
08/30/2005

07/04/2006

09/22/1998

06/20/2000

01/09/2001

05/01/2001

05/01/2001
03/02/2004

04/25/2000

06/12/2001

Carmi

Atkinson

Birrell et al.

Caronni et al.

Wesiner, Jr. et al.
Victor She mov
B an Whittles

Stockwell et al.

Alkhatib
Rosenber et al.

Whittle et al.
Grai Miller etal.

Liu

Gilbrech

Bots et al.

Arrow et al.

)>>)> _._._. O08 cum»:

)>> _._. oo coon

)>J>)>)> —L—§—Lé COCO __._. -l>OJf\)—¥ .:‘ .
Smorodinsk et al.

Karlsson, et al.

)>)>)>>)> ..._......._. ooooo fi_\4_|—L coco‘:ono
FOREIGN PATENT DOCUMENTS

Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines Translation
CITE ‘ country c°de;-Numbef . ,p(ind MM_DD_yYyY Applicant of Cited Document Where Relevant

Code: (if known) Figures Appear

WO 001/17775

EXAM|NER'S
lNlTlALS

B1000 03-30-2000 Science Applications
International Corporation

Comsec Corporation
Science Applications

International Co oration

1

B1002

WO 00/70458

WO 01/016766

1 1-23-2000

03-08-2001

on —-zc

EXAMINER DATE CONSIDERED

‘EXAMINER: initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

(1)



685

Subst. for form 1449/PTO Complete if Known
SUPPLEMENTAL . .

INFORMATION DISCLOSURE STATEMENT BY Ap""°a"°" Numb” "’84°’56°

(Use as many sheets as necessary) Victor Larson
2157

VU, Kim Y.

Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS C”-E (book, magazine, journal, serial, symposium. catalog, etc.), date, page(s), volume-issue number(s), publisher,

NO. city andlor country where published.

Microsoft Corporation's Fourth Amended Invalidity Contentions dated Jan. 5, 2009,
C993 VirnetX Inc. and Science A lications International Cor. v. Microsoft Cor

C999

Concordance Table For the References Cited in Tables on pages 6-15, 71-80 and 116-

124 of the Microsoft Corporation's Fourth Amended Invalidity Contentions dated Jan. 5,

1. P. Mockapetris, "DNS Encoding of Network Names and Other Types,“ Network
Workin Grou, RFC 1101 A ri|1989 RFC1101, DNS SR

DNS-related correspondence dated September 7, 1993 to September 20, 1993. (Pre KX,
KX Records) ‘

[Due to difficul locatin" this reference, a co has not been provided]
R. Atkinson,

9' Center for Hi'h‘"Assuiance"Corifutin .

Henning Schulzrinne, Personal Mobility For Multimedia Services In The Internet,
Proceedings of the Interactive Distributed Multimedia Systems and Services European-

0OO _._...._. ooo3CG rug—-o

Microsoft Corp., Microsoftvirtual Private Networking: Using Point—to-Point Tunneling
Protocol for Low—Cost, Secure, Remote Access Across the Internet (1996) (printed from

1998 PDC DVD—ROM). Point to Point, Microsoft Prior Art VPN Technolo
“Safe Surfing: How to Build a Secure World Wide Web Connection," IBM Technical ' *

, WEBSITE ART

Goldschlag, eta
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Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-

I C1029 ROM . Routin, Microsoft Prior Art VPN Technoio

"C1030

Naganand Doraswamy implementation of Virtual Private Networks (VPNs) with
C1032 /Psecurit , <draft-ietf-Isec-vpn-00.txt> (March 12, 1997). Doraswam

M. Handiey, H. Schuizrinne, E. Schooier, Internet Engineering Task Force, Internet ’
* - ~—-— -- Draft,-(03/27/1997). (RFC 2543 Internet Draft 2)» . . . . .. . .

C1033 [Due to difficui iocatin this reference, a cop has not been provided]

V , Aventaii Corp., “Aventaii and Cybersafeto Provide Secure Authentication For Internet
and intranet Communication,” Press Release, April 3, 1997. (Secure Authentication,

C1034

‘ZD. Wagner, et al. “Analysis of the SSL 3.0 Protocol," (April 15, 1997). (Analysis, ' IC1035 UNDERLYING SECURITY TECHNOLOGIES

Automotive industry Action Group, "ANXO Certification Authority Service and Directory
Service Definition for ANX Release 1," AIAG Telecommunications Project Team and

01036 Beiicore Ma 9, 1997 . AIAG Defintion, ANX

Automotive industry Action Group, “ANXO Certification Process and ANX Registration

--Process Definition for ANX Release 1,” AIAG Telecommunications Project Team andC1037 Beiicore Ma 9, 1997 . AIAG Certification, ANX

Aventaii Corp., "Aventail Announces the First VPN Solution to Assure interoperability
Across Emer' Securit Protocols,” June 2, 1997. First VPN,Aventail
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‘DVD-ROM Overview, Microsoft Prior—Art VPN Technolog )~ .
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Aventail Corp., "Aventail VPN V2.6 Includes Support for More Than Ten Authentication

R. G. Moskowitz,
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INfocom ‘98, The Conference on Computer Communications, Vol. 2 (March 29 —April 2,

DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



689

Subst. for form 1449/PTO Complete if Known

SUPPLEMENTAL wmssoINFORM ION DISCLOSURE STATEMENT BY
APPLICATJT Filing Date August 17, 2007
(Use as many sheets as necessary) First Named Inventor Victor Larson

Art Unit 2157

Examiner Name VU, Kim Y.

I“Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS Cm; (book, magazine, journal, serial, symposium, catalog, etc.), date. page(s), voIume—issue number(s), publisher,

No_ city and/or countrywhere published.

C. Huitema, 45 al. “Simple Gateway Control Protocol," Version 1.0 (May 5, 1998).
C1051 . SGCP
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M. Handley, H". Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet"““'
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M’. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet‘
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December 1998 DNSSEC-7 ' - '

M. Handley, H. Schulzrinne, E. Schooler, Internet-Engineering Task Force, Internet
Draft, (12/15/1998). (RFC 2543 Internet Draft 11) ~ .
Due to difficul locatin - this reference, a co - has not been rovided]

EXAMINER DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



690

Subst. for town 1449IPTO Complete if Known

SUPPLEMENTAL wmseoINFORMATION DISCLOSURE STATEMENT BY
APPLICANT Filing Date August 17, 2007
(Use as many sheets as necessary) First Named Inventor Victor Larson

Art Unit 2157

Examiner Name VU, Kim Y.

m-Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS Cm; (book, magazine, journal, serial. symposium, catalog. etc.). date, page(s), volume-issue number(s), publisher,

N0. city and/or country where published.

Aventail Corp., “Aventail Connect 3.1/2.6Administrator's Guide,“ (1999). (Aventail
Administrator 3.1, Aventail)

C1064 [Due to difficul locating this reference, a cop has not been provided]
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ExtraWeb 3.2, Aventail)

' locating this reference, a cop has not been provided]

Kaufman et al. “Implementing IPsec,” (Copyright 1999). (Implementing IPSEC, VPN
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Check Point Software Technologies Ltd. (1999) (Check'Point, Checkpoint FW)

C1069’ [Due to difficul Iocatin - this reference, a cop has not been provided]
' Amt Gulbrandsen & Paul Vixie, A DNS RR for specifying the "location of services" (DNS

C1070 , <draft-ietf-dnsind-frc2052bis-02.txt> Januar 1999). Gulbrandsen 99," DNS SRV)
C.“.S’c‘ott', et al.‘ Virtual ‘Private Networks, O'Reilly and Associate_s,.lnc._,_ 2nd ed. (Jan.

C1071 ‘ 1999 Scott VPNs I

:_ M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
’ ' Draft, (01/15/1999). (RFC 2543 Internet Draft 12) - «

C1072.‘
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Goldschlag, et al., "Onion Routing for Anonymous and Private Internet Connections,”

-Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,C1073 1999 . Goldschla Ill, Onion Routin W .. .

-H. Schulzrinne, “Internet Telephony: architecture and protocols — an'|ETF perspective,"C1074 Comuter Networks, Vol. 31, No. 3 Februa 1999 . Telehon , Schulzrinne

_-M. Handley, et al. “SIP: Session Initiation Protocol," Network Working Group, RFC 2543C1075 and Internet Drafts 12/96-3/99 . Handle

-:Frees/WAN Project, Linux Frees/WAN Compatibility Guide (March 4, 1999).C1076 Frees/WAN Comatibilit Guide, Frees/WAN

C1077 Telcordia, ANXX—
--Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm information withC1078 DNS <draft-eitf-cat-krb-dns-locate—oo.txt> June 21, 1999 . Hornstein, DNS SRV
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Bhattacharya et. al. "An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).
Bhattcha a LDAP VPN

B. Patel, et al. "DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group,
lnternetDraft 02 10/15/1999 . Patel

Goncalves, et al. Check Point FireWall -1 Administration Guide, McGraw-Hill Companies

(2000). (Goncalves, Checkpoint FW)
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MITRE Organization, "Technical Description,” Collaborative Operations in Joint " " "
Exeriment JEFX 99' Februa 2000 . MITRE, SIPRNET ’

. "App|ication-Layer Mobility Using SIP,” Mobile Computing and
Communications Review, Vol. 4, No. 3. -- 47-57 Jul 2000 . A Iication, SIP I

C1086

C1088

C1089

ANX 101: Basic ANX Service..O.ut|ine. (Outline, ANX)

ANX 201: Advanced ANX Service. (Advanced, ANX)

Appendix A: Certificate Profile for ANX |Psec Certificates. (Appendix, ANX)

[Due to difficult locating this reference, a cop has not been rovided]
Aventail Corp., “Aventail AutoSOCKS~the Client-Key to Network Security," Aventail
Cororation White Pa . Network Securit ,Aventail

Cindy Moran, "D|SN Data Networks: Secret Internet Protocol Router Network
SIPRNet .” Moran, SIPRNET

)Data Fellows F-Secure VPN+ (F-Secure VPN+

"|nterim Operational Systems Doctrine for the Remote Access Security Program (RASP)
Secret Dial-In Solution. RASP, SIPRNET

Onion Routing, "Investigation of Route Selection Algorithms,” available at
htt://www.onion—router.netlArchives/Routelindex.html. Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net," Washington Technology. (Secure,
C1096 SIPRN ET

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in confomiance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

C1 090

C1091

C1092

C1093

C1094

C1095

(3)

I I



692

Subst. for form 1449/PTO Complete if Known
SUPPLEMENTAL . . —

INFORMATION DISCLOSURE STATEMENT BY A"""°a"°" N”'"b°r "’34°'56°
APPLICANT August 17, 2007
(Use as many sheets as necessary) Victor Larson

2157

VU, Kim Y.

nDocket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER’S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS CITE (book, magazine, journal, serial, symposium, catalog. etc.), date. page(s). volume-issue number(s), publisher.

NO. city andlor country where published.

_SPARTA “Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS) -
Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
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Publically available emails relating to FreeS/WAN (MSFTVX00018833-
C1099 MSFTVXO0019206 . FreeS/INAN emails, FreeSlINAN

—Kaufman et aI., “|mplementing lPsec," (Copyright 1999) (Implementing IPsec) -

--Network Associates Gauntlet Firewall For Unix Users Guide Version 5.0 (1999).C1101 Gauntlet User's Guide — Unix, Firewall Products
A Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version

5.0 (1999) (Gauntlet Gettin Started Guide .— NT, Firewall Products)
Network Associates Gauntlet Firewall,For Unix Getting Started,Guide Version 5.0 (1999)
Gauntlet Unix Gettin Started Guide, Firewall Products

Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)
Gauntlet Unix Release Notes, Firewall Products

Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall
(Gauntlet Firewall-to-Firewall, Firewall Products)

"I"/Vlndows‘NT Version 5.0 (1999) (Gauntlet NT GVPN, GVPN
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User‘s

Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN)

Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred
DVPN, DVPN

Dan Sterne et.aI. TIS Dynamic Security Perimeter Research Project Demonstration
March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
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C1114 Quickstart, DVPN . .1-
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--GTE lnternetworking & BBN Technologies DARPA Information Assurance Program .C1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at 1

http://wvvw.microsoft.com/technet/archive/winntaslproddocslinetconctservice/cpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this

C1117 reference is rior art to the atents-insult.)
Microsoft Corp. Windows NT Server Product Documentation: Administration Kit,Guide —
Connection Manager,..available at_ _ f
http:/Iwww.microsoftcomltechnetlarchivelwinntaslproddocs/inetconctservicelcmak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit. '
Microsoft Corp. Autodial Heuristics, available at http:/lsupport.microsoftcom/kb/1621249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit. ‘
Microsoft Corp., Cariplo: Distributed Component Object Model,

://msdn2.microsoftcom/en-us/Iibra /ms809332 rinter .as

Marc Levy, COM Internet Services (Apr. 23, 1999), available at
htt:l/msdn2.microsoft.com/en-us/libra lms809302 rinter .asx Lev
Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at

rinter .asx Norstmann

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:llmsdn2.microsoft.com/en-us/librarylms809320(printer).aspx (DCOM Business

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http://msdn2.microsoft.comlen-usllibrary/ms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD—ROM
DCOM Architecture
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‘Microsoft Corp., DCOM—Carip|o Home Banking Over The Internet White Paper-C1127 (Microsoft 1996 available in PDC DVD—ROM Cariplo II ' E
- Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available inC1128 PDC DVD—ROM DCOM Solutions in Action

Microsoft Corp, DCOM Technical Overview White Paper (Microsoft 1996) available 12
in PDC DVD-ROM DCOM Technical Overview II)

125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at
. x Suh

- —126. Aaron Skonnard, Essential Winlnet 313-423 (Addison Wesley Longman 1998)

Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Servers, (1998) available at

Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition,
http:/lwvvw.microsoft.com/technet/archivelwinntas/proddocs/Inetconctservicelbcgstart.ms
x Internet Connection Services I » » «

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athttp:/lwww.microsoft.com/technet/archivelwinntas/proddocs/inetconctservice/bcgstrtc.

x Internet Connection Services II)

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:EnabIing
Connections with the Connection Manager Administration Kit, available at

http://www.microsoft.comltechnet/prodtechnoll ieldeploy/depIoy5/appendb.mspx (IE5
Cororate Develoment

C1136 1999 Masterin Windows NT Serverffi
C1137 1998 Hands OnI—

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at

-.htt 2//www.rnicrosoft.com/technetlarchivelwinntas/malntainlfeatusabilitI t w 3.ms xC1138

Kenneth Gregg, et al., Microsoft Windows NT ServerAdministratoi”s Bible 173-206, 883-
C1139 911, 974-1076 IDG Books Worldwide 1999 Gre

- Microsoft Corp., Remote Access (Windows), available at httpzllmsdn2.mIcrosoft.com/en-C1140 us/Iibra lbb545687 S.85,rinter .asx Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://wvvw.microsoft.com/technet/archive/winntas/plan/pptpudst.mspx (Understanding
PPTP ‘NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents—in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at

‘ httpzllwww.microsoftcom/technetlarchivelwinntasl deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,

C1142 this reference is rior art to the

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399
C1143 IDG Books Worldwide 1998 Network Plumbin

Microsoft Corp., Chapter 1- Introduction to Windows NT Routing with Routingand
Remote Access Service, Available at

http://www.microsoft.c0m/technet/archive/winntaslproddocsl rras40lrrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such‘ as;Windows NT 4.0. Accordingly,.upon.information_and_belief,
this reference is rior art to the patents-in-suit.) 13
Microsoft Corp., Windows NT Sewer Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at ' ’
http://www.microsoftcom/technet/archive/winntaslproddocs/rras40/rrasch05.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents—in-suit.
F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
[Due to difficult locatin this reference, a co has not been provided]
F-Secure, F-Secure Namesurfer (May 1999) (from FSECU RE 00000003) (Namesurfer
3

F-Secure, F-Secure VPN Administrators Guide (May 1999) (from FSECURE 00000003) -
F-Secure VPN 3
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C1151 00000003 VPN+ Guide 3

F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure'SSH 6)

C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
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_F;S_ecure, F-Secure SSH User's & Administrator's Guide (Sept. 1998) (from FSECURE
00000009 SSH Guide 9 I ‘ '

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
00000009 F-Secure SSH2.0 Guide 9 v— ‘ " ' ' - -

F-Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9

01159 00000003 F-Secure Manaement Tools

F-Secure, F-Secure Desktop, Users Guide‘(«1'997)-(from FSECU RE 00000009) AC1160 (Fsecure Deskto User's Guide) -

SateNet, Inc., VPN Policy Manager (January 2000) (VPN Policy Manager) I

C1162 FSecure VPN+-F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009) -
C1163 [Due to difficul Iocatin this reference, a cop has not been provided]-IRE. Inc., SafeNet/Soft-PK Version 4 (March 23, 2000) (Soft-PK Version 4) -
-‘IRE/SafeNet Inc., VPN Technologies Overview (March 28, 2000) (Safenet VPN Overview)01164 [Due to difficulty locating this reference, a copy has not been provided]

-IRE, Inc., SafeNet/ Security Center Technical Reference Addendum (June 22, 1999) (SafenetC1165 Addendum

EXAMINER I DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEF 609. Draw line through citation if not in confcnnance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant’: unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



697

Subst. for form 1449lPTO co.-np|e1e if Known
SUPPLEMENTAL . .
INFORMATION DISCLOSURE STATEMENT BY A"°"°a“°" N”"‘b°' ”’84°'56°

Filing Date AUgUSt 17,
(Use as many sheets as necessary) First Named Inventor

Art Unit

Examiner Name

“Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMlNER'S Include name of the author (in CAP|TAL LETTERS), title of the article (when appropriate), title of the item
INITIALS (3175 (book. magazine, journal, serial, symposium, catalog. etc.), date, page(s), volume~issue number(s), publisher,

NO. city andlor country where published.

- IRE, lnc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,C1166 2000 VPN Polic Manaer S stem Descrition

-IRE, lnc., About SafeNet/VPN Policy Manager (1999) (About Safenet VPN PolicyC1167 Manaer A -
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C1185 30:-BBN Information Assurance Contract, TlS Labs Monthly Status Report (March 16-April I, 1998
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_IFE 3.1 Technology Dependencies (2000)
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C1198 Development (January 10-11, 2000) ‘

—Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2

C1200 2000
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T. Braun et al., Virtual Private Ne
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' Network Associates Products — PGP Total Network Security Suite, Dynamic Virtual
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C1209 Prior Art VPN Technolo

David G. Schaer, MCSE Test Success: Proxy Server 2 (1998) (Schaer, Microsoft Prior Art
C1210 VPN Technolo

John Savill, The Windows NT and Windows 2000 Answer Book (1999) (savill, Microsoft _
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, File History for U.S. Application Serial No. 09/653,201. Applicant(s): Whittle Bryan, et al., ‘
C1214 Filin Date 08/31/2000. --

AutoSOCKS v2.1, Datasheet,
C1'2"1‘5’ ihtt://web.archive.or/web/19970212013409/www.aventail.coml~ rod/autoskds.html

Ran Atkinson, Use of DNS to Distribute Keys, 7 Sept. 1993,
C1216 ' :l/os.ietf.or/lists/namedro ers/namedro ers.199x/ms00945.html

FirstVPN Enterprise Networks, Overview
- Chapter 1: Introduction to Firewall Technology, Administration Guide; 12/19/07,

http://www.books24x7.com/book/id_762/viewer_r.asp?bookid=762&chunked=41065062

C1219 The TLS Protocol Version 1.0; January 1999; page 65 of 71. ~

Elizabeth D. Zwicky, et al., Building Internet Firewalls, 2nd Ed.

Virtual Private Networks — Assured Digital Incorporated — ADI 4500;
http://web.archive.org/web/19990224050035/www.assured—
di - italcoml - roductsl - rodv - n/adia4500.htm

Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;
hit -:/lweb.archive.orlwebl11980210013830Iinterd n.comlAccessware.html

Extended System Press Release. Sept. 2, 1997; Extended VPN Uses The Internet to
c1223 Create Virtual Private Networks, www.extendeds stems.com

Socks Version 5; Executive Summary;
http:/lweb.archive.org/web/199970620031945/wvvw.aventailcomleducatelwhitepaper/socks

.html

Internet Dynamics First to Ship Integrated Security Solutions for Enterprise Intranets and
Extranets; Set. 15, 1997; htt:lIweb.archive.or/webl19980210014150linterd n.com

C1225 Emails from various individuals to Linux IPsec re: DNS-LDAP Splicing
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Karlsson,‘ et al.
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1. P. Mockapetris, "DNS Encoding of Network Names and Other Types," Network
' ,RFC 1101 (A '

DNS-related correspondence dated September 7, 1993 to September 20, 1993. (Pre KX,

KX Records) V V _ H H T
[Due to difficult" locating this "reference, a cop has not’bee‘n"p‘rovided]

Henning Schulzrin ne, Personal Mobility For Multimedia -Services In The Internet,
Proceedings of the Interactive Distributed Multimedia Systems and Services European

"Safe Surfing: How to Build a Secure World Wide Web Connection," IBM Technical
. , WEBSITE ART

"lPSec Minutes From Montreal", IPSEC Working Group Meeting Notes,
http://www.sandIeman.ca/ipsec/1996/O8/msg00018.htmI (June 1996). (IPSec Minutes,

J. M. Galvin, “Public Key Distribution with Secure DNS," Proceedingsiof the Sixth
USENIX UNIX Securit S mosium, San Jose, California, Jul 1996. Galvin, DNSSEC

H. Orman, et al. "Re: ‘Re: DNS? was Re: Key Management, anyone?” IETF |PSec
‘ Mailin List Archive 8/96-9/96 . Orman DNS, FreeSNVAN
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C1013 November 18, 1996 . SSL, UNDERLYING SECURITY TECHNOLOGY

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/02/1996). (RFC 2543 Internet Draft 1)

C1014 [Due to difficult locating this reference, a cop has not been provided]
M.G. Reed, et al. “Proxies for Anonymous Routing,” 12th Annual Computer Security

C1015 A lications Conference, San Dieo, CA, Dec. 9-13, 1996. Reed, Onion Routin
7 Kenneth F. Alden & Edward P. Wobber, The Altavista Tunnel: Using the Internet to

C1016 Extend Corporate Networks, Digital Technical Journal (1997 Alden, Altavista

Automative Industry Action Group, "ANX Release 1 Document Publication," AIAG
C1017 1997 . AIAG, ANX

Automative Industry Action Group, "ANX Release 1 Draft Document Publication,” AIAG '
C1018 Publications 1997 . AIAG Release, ANX‘

Aventail Corp., “AutoSOCKS v. 2.1 Datasheet,” available at
htt ://www.archive.or lweb/19970212013409/www.aventai|.com/ rod/autosk2ds.html

(1997). (AutoSOCKS, Aventail) ' -' -
[Due to difficult locating this reference, a cop has not been provided
‘Aventail Corp. "Aventail VPN Data Sheetfl-available-at
htt I//www.archive.or lwebl19970212013043/www.aventai|.com/ rod/v ndata.htm|

(,1 997). Data Sheet, Aventail) » — ,

Aventail Corp., “Directed VPN Vs. Tunnel," available at
htt ://web.archive.or /web/19970620030312/www.aventail.com/educate/directv n.htm|

‘ 1997 . Directed VPN, Aventail

Aventail Corp., “Managing Corporate Access to the Internet," Aventail AutoSOCKS
White Paper available at
htt ://web.archive.or /webI19970620030312/www.aventail.com/educate/white a erli

.html 1997. Cororate Access,Aventail

Aventail Corp., “Socks Version 5," Aventail Whitepaper, available at
htt ://web.archive.or /web/19970620030312/www.aventai|.com/educate/white a er/soc

kswp.html (1997). (Socks, Aventail)
c1o23 [Due to difficulty locating this reference. a copy has not been provided]

C1024 Aventail Corp., “VPN Server V2.0 Administration Guide," (1997). (VPN, Aventail)
Goldschlag, et al. "Privacy on the Internet," Naval Research Laboratory, Center for High

C1025 Assurance Comuter S stems 1997 . Goldschla I, Onion Routin
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Microsoft Corp., Microsoft Windows NT Active Directory: An introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,

C1028 Microsoft Prior Art VPN Technoio

Microsoft Corp., Routing and Remote Access Service for Windows NT Server
Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-

C1029 ROM . Routin, Microsoft Prior Art VPN Technoio

Microsoft Corp., l_Jnderstanding Point-to-Point Tunneling Protocol PPTP (1997) (printed
from 1998 PDC DVD—ROM Understandin PPTP, Microsoft PriorArt VPN Technoio

J. Mark Smith et.al., Protecting a Private Network: The Altavista Firewall, Digital
Technical Journal 1997 Smith, Altavista ’ ‘

Naganand Doraswamy Implementation of Virtual Pnvate Networks (VPNs) with’
lPSecurity, <draft-ietf-isec-vpn-00.txt> (March 12, 1997). (Doraswamy

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
- Draft-, (O3/27/.1997): (RFC--2543 Internet Draft 2) .

[Due to difficulty locatin - this reference, a co has not been

Aventail Corp., _"_Aventai| and Cybersafe to Provide Secure Authentication Fr Internet
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Automotive industry Action Group, “ANXO Certification Process and ANX Registration
Process Definition for ANX Release 1," AIAG Telecommunications Project Team and

Aventail Corp., "Aventail Announces the First VPN Solution to Assure Interoperability
Across Emerin Securit Protocols," June 2, 1997. First VPN, Aventail
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Syverson, et al. “Private Web Browsing," Naval Research Laboratory, Center for High 8
C1039 Assurance Comuter S stems June 2, 1997 . S erson, Onion Routin

Bellcore, “Metrics, Criteria, and Measurement Technique Requirements for ANX Release
1,” AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG

C1040 .Re uirements, ANX

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (07/31/1997). (RFC 2543 Internet Draft 3)

C1041 Due to difficul this reference, a co has not been rovided

C1042 RFC 2230 November 1997 . RFC 2230, KX RecordsZH
. M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

Draft, (11/11/1997). (RFC 2543 Internet Draft 4) ' A
C1043 [Due to difficul locating this reference, a co - has not been provided]

1998 Microsoft Professional Developers Conference DVD ("1998 PDC DVD-ROM”)

(including screenshots captured therefrom and produced as MSFT\/X 00018827-
C1044 00018832). Conference, Microsoft Prior Art VPN Technolo

Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle Mini-Cam
Seminar attendees get first look at the performance and capabilities of Windows NT 5.0
(1998) (available at hap //wvvw.microsoft.com/presspass/features/1998/10-

orts-does-ssl-use.html 1998 Ports, DNS SR

Aventail Corp., “Aventail VPN \/2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple," Press Release,

R. G. Moskowitz,
Internet Enineerin Task Force, Februar 6, 1998. Moskowitz

H. Schulzrinne, et al, “Internet Telephony Gateway Location," Proceedings of IEEE
INfocom ‘98, The Conference on Computer Communications, Vol. 2 ( March 29 - April 2,
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-C. Huitema, 45 al. “Simple Gateway Control Protocol," Version 1.0 (May 5, 1998).C1051 SGCP

-DISA “Secret Internet Protocol Router Network,” SIPRNET Program Management OfficeC1052 D3113 DISN Networks, DISN Transmission Services Ma 8, 1998 . DISA, SIPRNET

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (05/14/1998). (RFC 2543 Internet Draft 5)

C1053 [Due to difficul locatin this reference, a cop has not been - rovided]

IM. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (06/17/1998). (RFC 2543 Internet Draft 6)
C1054 [Due to difficul this reference, a cop has not been provided]

D. McDonald, et al. “PF_KEY Key Management API, Version 2," Network Working
Grou, RFC 2367 Jul 1998 . RFC 2367

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (O7/16/1998). (RFC 2543 Internet Draft 7) " 8
Due to difficul locatin this reference, a cop has not been rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (08/07/1998). (RFC 2543 Internet Draft 8)
[Due to difficulty |ocating.this reference, a copy has not been provided]

Microsoft Corp., Company Focuses on Quality and Customer Feedback (August 18,
1998). (Focus, Microsoft PriorArt VPN Technoloy

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet“

Draft, (09/18/1998). (RFC 2543 Internet Draft 9)
[Due to difficulty locating this reference, a cop has not been provided]

-Atkinson, et al. “Security Architecture for the Internet Protocol," Network Working Group,01050 RFC 2401 November 1 998 . RFC 2401, UNDERLYING SECURITY TECHNOLOGIES

--M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (11/12/1998). (RFC 2543 Internet Draft 10) 9
C1081 [Due to difficult locating this reference, a cop has not been provided]

C1052 Workin Grou December 1998 . DNSSEC—71-
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/15/1998). (RFC 2543 Internet Draft 11)

C1063 Due to difficul locating this reference, a co - has not been - rovided]
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Aventail Corp., “Aventail Connect 3.1/2.6Administrator's Guide," (1999). (Aventail
Administrator 3.1, Aventail)

C1064 [Due to difficul this reference, a co has not been provided]

-.Aventail Corp., “AventaiI Connect 3.1/2.5 User's Guide," (1999). (Aventail User 3.1,Aventail)
C1065 ' ' ' this reference, a co has not been provided]

--Aventail Corp., “Aventail Extraweb Server v3.2 Administrator's Guide," (1999). (AventailExtraWeb 3.2, Aventail)

C1065 [Due to difficul Iocatin this reference, a co has not been provided]

_-Kaufman et al, "Implementing IPsec," (Copyright 1999). (Implementing IPSEC, VPNC1067 REFERENCES

Network Solutions, Inc. "Enabling SSL,” NSI Registry (1999). (Enabling SSL,
C1068 UNDERLYING SECURITY TECHNOLOGIES

- Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW) ‘ ‘C1069 Due to difficult Iocatin this reference, a cop has not been provided]

I _ Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNSC1070 , <draft-ietf-dnsind-frc2052bis-O2.txt> (Janua 1999 . Gulbrandsen 99, DNS SRV)

iC: Scott, et al. Virtual Private Networks; O~’~RelI|y and Associates, Inc., 2nd ed. (Jan.C1071 1999 . Scott VPNs

-.M.Handley, H. Schulzrinne, E. SchooIer,.Internet Engineering Task Force, Internet‘Draft, (01/15/1999). (RFC 2543 Internet Draft 12)
C1072 [Due to difficult locating this reference, a copy has not been provided]

' ‘Goldschlag, et al., "Onion Routing for Anonymous and Private Internet Connections,"

g Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,
C1073 1999 . Goldschla Ill, Onion Routin

‘‘H. Schulzrinne, "Internet Telephony: architecture and protocols — an IETF perspective,”C1074 uter Networks, Vol. 31, No.3 Februa 1999 . Telehon , Schulzrinne

- M. Handley, et al. "SlP: Session Initiation Protocol," Network Working Group, RFC 2543C1075 and Internet Drafts 12/96-3/99 . Handle , RFC 2543

‘-FreeSNVAN Project, Linux Frees/WAN Compatibility Guide (March 4, 1999).C1076 FreeSANAN Comatibilit Guide, FreeSNVAN

C1077 Telcordia, ANX:-
--Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information withC1078 DNS <draft-eitf-cat—krb-dns—Iocate-oo.txt> June 21, 1999 . (Hornstein, DNS SRV
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Bhattacharya et. al. "An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)”, IETF Internet Draft (October 1999).
Bhattcha a LDAP VPN

B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group,
Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw—Hill Companies

(2000). (Goncalves, Checkpoint FW)
[Due to difficul locatin - this reference, a cop has not been rovided

"Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources,”
FirstVPN, Jan 2000 . FirstVPN Microsoft

Gulbrandsen, V,ixie, & Esibov, A DNS RR for specifying the location of services (DNS
SRV, IETF RFC 2782 Februa 2000). (RFC 2782, DNS SR ‘

MITRE Organization, “Technical Description,” Collaborative Operations in Joint
Exeditiona Force Exeriment JEFX 99 Februa 2000 . MITRE,‘ SIPRNET

H. Schulzrinne, et al. “Application-Layer Mobility Using SIP," Mobile Computing and
' 57 Jul 2000 A lication, SIPCommunications Review, Vol. 4, No. 3. - . 47- .

nd Experience," DARPA

' Information Survivability Conference and Exposition ll (June 2001). (DARPA, VPN
Kindred et al, "Dynamic VPN Communities: Implementation a

Assured Digital Products. (Assured Digital)
[Due to difficult locatin this reference, a cop has not been provided]

c1091

-C1092
—

-C1094

Data Fellows F—Secure VPN+ (F—Secure VPN+)

Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)
Secret Dial-In Solution. RASP, SIPRNET

- Onion Routing, “Investigation of Route Selection Algorithms," available at01095 htt://vwvw.onion-router.net/Archives/Route/index.html. Route Selection, Onion Routin

Secure Computing, “Bullet-Proofing an Army Net," Washington Technology. (Secure,-C1096 SIPRNET
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C1097 SPARTA “Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS)

Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
SIPRNETC1098

Publically available emails relating to FreeSNVAN (MSFTVX00018833-
C1099 MSFTVXOO019206 . Frees/WAN emails, FreeS/lNAN

C1100 Kaufman et al., “Implementing lPsec,” (Copyright 1999) (Implementing |Psec)
Network Associates Gauntlet Firewall For Unix Users Guide Version 5.0 (1999).

c1101 Gauntlet User's Guide — Unix, Firewall Products

-Network Associates Gauntlet Firewall For Windows NT Getting Started Guide VersionC1102 5.0 (1999) (Gauntlet Gettin Started Guide — NT, Firewall Products)

-Network Associates Gauntlet Firewallfor Unix Getting Started Guide Version 5.0 (1999)c1103 Gauntlet Unix Gettin Started Guide, Firewall Products

Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)
C1104 Gauntlet Unix Release Notes, Firewall Products -

Network Associates Gauntlet Firewall For Windows NT Administrator’s Guide version

i" A c"11'o5 "5.0 1999) Gauntlet NT Administrator’s Guide, Firewall Products " '

--Trusted Information Systems, Inc. Gauntlet lntemet Firewall Firewall-tc>Firewall ’C1106 Encryption Guide Version 3.1 (1996) (Gauntlet Firewall—to—FlrewalI, Firewall Products)

C1107 Windows NT Version 5.0 (1999) Gauntlet NT GVPN, GVPN)

C1108 Guide Version 5.0 (1999 (Gauntlet Unix GVPN, GVPN)

C1109
Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred

c111o DVPN, DVPN '

C1111 March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
c1112 ' " ,DVPN 11
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--October 7, and 28 1997 email frC1113 1808-1811 Turchi DVPN email, DVPN

C1114 Quickstart, DVPN ‘ZH
C1115 DVPN Demonstration, DVPNIH

--GTE lnternetvvorking & BBN Technologies DARPA lnfonnation Assurance ProgramC1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan (March 10, 1998) IFD 1.1, DVPN
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at

http:lIwww.microsoft.comltechnetlarchive/winntas/proddocs/inetconctservice/cpsops.ms
px (Connection Point Services) (Although undated, this reference refers to the operation
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is rior art to the atents-insult.)

Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide —
» _ Connection Manager, available at y _ ~ _ _

http://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/cmak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp. -Autodial Heuristics, available at http:l/support.microsoftcom/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents—in—suit.
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at

1//msdn2.microsoft.com/en-usllibra /ms809332 rinter .asx Carilol

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:llmsdn2.rnicrosoft.com/en—us/library/ms809320(prlnter).aspx (DCOM Business

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
httpzllmsdn2.microsoft.com/en-usllibrary/ms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDCDVD-ROM (DCOM Business

C1126 Overview ll ‘

Microsoft Corp., DCOM—Cariplo Home Banking Over The Internet White Paper
C1127 Microsoft 1996 available in PDC DVD—ROM (Carip|o ll

Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available in
C1128 PDC DVD-ROM DCOM Solutions in Action

Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
C1129 in PDC DVD-ROM (DCOM Technical Overview II)

-125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available atC1130 htt:/lmsdn2.microsoft.com/en—us/librar /ms810277 rinter .asx Suh

c1131 Essential Winlnet1
Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and

“IServers, (1998) available atC1132 htt://msdn2.microsoftcom/enus/libra /ms811078 ' . '

Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, "
_ http://www.microsoft.comltechnet/archivelwinntas/proddocs/inetconctservice/bcgstart.ms

C1133 x Internet Connection Services I -

_ Microsoft Corp., Internet Connectioneservices for RAS, Commercial Edition, available
. .. " athttp:/lwww.microsoft.com/technefjarchive/winntaslproddocslinetconctservice/bcgstrtc.
C1134 mspx Internet Connection Services ll)

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide —Appendix B:Enabling
Connections with the Connection Manager Administration Kit, available at

http:/lwww.microsoftcom/technetlprodtechnoll ie/deploy/deploy5/appendb.mspx (IE5
Cororate Develo ment

Mark Minasi, Mastering Windows NT Server 4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server

C1137 1998 Hands On1—
. Microsoft Corp., MS Point—to—Point Tunneling Protocol (Windows NT 4.0), available at

‘Ihtt :l/wvvw.microsoft.com/technet/archivelwinntas/maintain/featusabilit / t w 3.ms xC1138

--Kenneth Gregg. et al., Microsoft Windows NT ServerAdminlstratofs Bible 173-206, 883-01139 911, 974-1076 IDG Books Worldwide 1999 Gre -

--Microsoft Corp., Remote Access (Windows), available at http://msdn2.microsoft.com/en-C1140 us/libra Ibb545687 V8.85, ' . x Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http://www.microsoft.com/technetlarchivelwinntasiplanlpptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://wvvw.microsoft.comltechnet/archive/winntasl deploy/confeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents-in-suit.
Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399
IDG Books Worldwide 1998 Network Plumbin

Microsoft Corp., Chapter 1 -— Introduction to Windows NT Routing with Routingand
Remote Access Service, Available at

http:/lwww.microsoft.com/technetlarchive/winntaslproddocsl rras40lrrasch01.mspx (Intro
to RR_AS) (Although_undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is prior art to the patents-in-suit. 13 ’
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large—Scale Configurations, available at
http://www.microsoft.com/technetlarchive/winntas/proddocs/rras40/rrasch05.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.
F-Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
[Due to difficult locatin - this reference, a copy has not been rovided]
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Filing Date
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F-Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer -
3

F-Secure, F-Secure VPN Administratofs Guide (May 1999) (from FSECURE 00000003)
F-Secure VPN 3

C1149 00000003 SSH Guide 3-—
C1150 00000003 SSH 2.0 Guide 3I-—
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F-Secure. F-Secure VPN+ Administrator's Guide (May 1999) (from FSECURE
C1151 00000003 VPN+ Guide 3

C1152 F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
01153 F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 6)

C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
cop has not been provided]

2

F-Secure, F-
00000009 F-Secure SSH 2.0 Guide 9

F-Secure, F-

C1159 00000003 F-Secure Manaement Tools
F-Secure, F-Secure Desktop, Use

C1160 Fsecure Deskto User's Guide)

C1161 SafeNet, Inc., VPN Policy Manager (January 2000) (VPN Policy Manager) -7 7 —
F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)

C1162 Fsecure VPN+

IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
Due to difficult Iocatin - this reference, a cop has not been provided

C1164 [Due to difficulty locating this reference, a co has not been provided]I
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IRE, lnc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,
C1166 2000 VPN Polic Manaer S stem Descrition

--IRE, Inc., About SafeNet I VPN Policy Manager (1999) (About Safenet VPN PolicyC1157 Manaer

IRE, lnc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)

C1168 [Due to difficulty locating this r '

C1169 Summary (Jul 22, 1996) (Gauntlet Functional SummaI-—
Trustedelnformation Systems, lnc., Running the Gauntlet Internet Firewall, An
Administrators-Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet

C1170 Internet Firewall ‘
Ted Harwood, Windows NT Temiinal Server and Citrix Metaframe (New Riders 1999)

C1171

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions:

_ Implemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing
C1172 he ~1999 Windows NT‘Mathe-rs ' ' « »~~ — F-

C1173 Bernard Aboba et al., Securing l_2TP using IPSEC (February 2, 1999)
156. Finding Your Way Through the VPN Maze (1999) ("PGP") .
Linux FreeSNVAN Overview (1999) (Linux FreeS/WAN) Overview)

Timestep, The Business Case for Secure VPNs (1998) (“Timestep”)
WatchGuard Technologies, lnc., WatchGuard Firebox System Powerpoint (2000)

C1177 [Due to difficult locatin this reference, a cop has not been provided]
WatchGuard Technologies, |nc., MSS Firewall Specifications (1999)

C1178 [Due to difficulty locating this reference, a cop has not been rovided]
WatchGuard Technologies, Inc., Request for Information, Security Services (2000)
[Due to difficult locating this reference, a cop has not been provided]
WatchGuard Technologies, lnc., Protecting the Internet Distributed Enterprise, White
Paper (February 2000)
Due to difficult locating this reference, a co o has not been rovided
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-WatchGuard Technologies, lnc., WatchGuard Livesecurity for MSS Powerpoint (Feb. 14C1181 2000

WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)

'fficuI this reference, a copy has not been provided]
Air Force Research Laboratory, Statement of Work for lnforrnation Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602—98-C-0012)
Janua 29,1998

GTE lnternetworking & BBN Technologies DARPA Information Assurance Program ‘
Integrated Feasibility Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998)
BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April -
30, ‘I998 .

DARPA, Dynamic Virtual Private Network (VPN) Powerpoint -- V
GTE Internetworking, Contractofs Program Progress Report (March 16—April 30, 1998) —

Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure - ‘
Characterization Janua 30,2001)
Virtual Private Networking Countermeasure Characterization (March 30, 2000)
Virtual Private Network Demonstration (March 21, 1998) -

Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and -
Integrated Security Management (2000)
Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000) -
NAI Labs, IFE 3.1 Integration Demo (2000)
Information Assurance, Science Fair Agenda (2000) —

DATE CONSIDERED
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Docket Number 077580-0063 WRNK-1CP3°N2l
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C1195 Darrell Kindred et aI., Proposed Threads for IFE 3.1 (January 13, 2000) -
C1195 IFE 3.1 Technology Dependencies (2000) -
C1197 IFE 3.1 Topology (February 9, 2000) -

Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread
C1198 Development (January 10-11, 2000)

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2

C1200 2000)

IInformation Assurance/NAI Labs, Dynamic Virtual Private, Networks Presentation v.3C1201
(2000)
[Dueto difficul locating this reference, a cop has not been rovided]
T. Braun et al., Virtual Private Network Architecture, Charging and Accounting

c1202 Technolo for the Internet Auust 1, 1999 VPNA

Network Associates Products — PGP Total Network Security Suite," Dynamic Virtual
C1203 Private Networks (1999

Microsoft Corporation;"MIc'ros'oft Proxy Server 2.0 (1997) (Proxy Server 2.0, Microsoft »
C1204 Prior Art VPN Technolo

- David Johnson et. al., A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson, MicrosoftC1205 Prior Art VPN Technolo

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFTVXOO157288) (Setting Sewer Parameters, Microsoft Prior Art VPN

C1206 Technolo

--Kevin Schuler, Microsoft Proxy Server 2 (1998) (Schuler, Microsoft1Prior Art VPNC1207 Technolo

Art VPN Technolo-Erik Rozell et. al., MCSE Proxy Server2 Study Guide (1998) (Rozell, Microsoft Prior 15 - ‘C1208

EXAMINER DATE CONSIDERED
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Include na ‘ LETTERS), title of the article (when appropriate). title of the item (book,
cn-E magazine, journal, serial, symposium, catalog. etc.), date, page(s), voIume—issue number(s), publisher, city and/or

untry whe p. co re ublished.

M Shane Stigler & Mark A Linsenbardt, /IS 4 and Proxy Server 2 (1999) (Stigler, Microsoft
Prior Art VPN Technolo
David G. Schaer, MCSE Test Success: Proxy Server 2 (1998) (Schaer, Microsoft Prior Art

k Associates Gauntlet Firewall
Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN)
File History for US. Application Serial No. 09/653,201, Applicant(s): Whittle Bryan, et al.,

" Date 08/31/2000. ~

AutoSOCKS v2.1, Datasheet,
htt://web.archive.or/web/19970212
Ran Atkinson, Use of DNS to Distribute Keys, 7 Sept. 1993,

- :-//os.ietf.orlIists/namedro ers/namedro - ers.199x/ms 00945.htmI

Chapter 1: Introduction to Firewall Technology, Administration Guide; 12/19/07,
http:/lwww.books24x7.com/book/id__762lviewer r.asp?bookid=782&chunked=41065062
The TLS Protocol Version 1.0; January 1999; page 65 of 71.

et al., Building Internet Firewalls, 2nd Ed.

Virtual Private Networks — Assured Digital Incorporated — ADI 4500;
http://web.archive.org/webI19990224050035/www.assured-
di o ital.com/ - roductsl rodv - n/adia4500.htm
Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;

:l/web.archive.or/webI11980210013830/interd n.com/Accessware.html
Extended System Press Release, Sept. 2, 1997; Extended VPN Uses The Internet to
Create Virtual Private Networks, wwwextendeds stems.com
Socks Version 5; Executive Summary;
http://web.archive.org/webl199970620031945/www.aventail.com/educate/whitepaperlsocks

Internet Dynamics First to Ship Integrated Security Solutions for Enterprise Intranets and
1997; htt2//web.archive.or/web/19980210014150/interd n.com

|Psec re: DNS-LDAP Splicing
DATE CONSIDERED

‘EXAMINER: Initial If reference considered, whether or not citation is in conformance with MPEF 609. Draw line through citation it not in conformance and not considered.
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D°°'<e* Number 077530-0053 (VRNK-1°P3°N2>
U.S. PATENT DOCUMENTS

CITE Document Number Publication Date Name of pater-‘tee or Applicant Pages. Columns, Lines, Where

NO MM-DD-YYYY of Cited Document Relevantgisgggéespggfielevant
A1000 - 5,311,593 05/10/1994 Carmi
A1001 - 5,511,122 04/23/1996 Atkinson
A1003 5,805,803 09/08/1998 Birrell et al.

A1004, 5,822,434 10/13/1998 Caronni et al.

A1005 5,898,830 04/27/1999 Wesiner, Jr. et al.
A1006 60/134,547 05/17/1999 Victor She mov

A1007 60/151,563 08/31/1999 B an Whittles

A1008 5,950,195 09/07/1999 Stockwell et al.

A1009 6,119,171 ' 09/12/2000 Alkhatib

A1010 6,937,597 08/30/2005 Rosenber et al.

A1011 7,072,964 07/04/2006 Whittle et al.

A1012 09/399,753 09/22/1998 Grai Miller et al. .

A1013 6,079,020 06/20/2000 Liu

A1014 6,173,399 01/09/2001 Gilbrech

1 A1015 6,226,748 05/01/2001 7 Bots etal.

— A1016 6,226,751 05/01/2001 Arrow et al.
‘ ’ A1017’ 6,701,437 7' 03/02/2004 Hoke et al.

A1018 6,055,574 04/25/2000 Smorodinsk et al.
A1019 6,246,670 06/12/2001 Karlsson, et al.

EXAM|NER'S
INITIALS

-I:,.' ,_1x:
FOREIGN PATENT DOCUMENTS

EXAMlNER'S ‘Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines Translation
INITIALS cn-E Country Code3.Nurnber “Kind MM.Dg_wyy Applicant of Cited Document Where Relevant

No_ Code: (it known) Figures Appear

B1000 WO 001/17775 03-30-2000 Science Applications Yes
International Corporation

B1001 WO 00/70458 11-23-2000 Comsec Corporation

_ Science Applications
B1002 W0 01/016766 03 08-2001 International Co oration

EXAMINER DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP $09. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.
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Microsoft Corporation's Fourth Amended Invalidity Contentions dated Jan. 5, 2009,
C998 VirnetX Inc. and Science A lications International Cor. v. Microsoft Cororation,

Appendix A of the Microsoft Corporations Fourth Amended Invalidity Contentions dated
C999 Jan. 5, 2009.

Concordance Table For the References Cited in Tables on pages 6-15, 71-80 and 116-

124 of the Microsoft Corporation's Fourth Amended Invalidity Contentions dated Jan. 5,
C1000

--1. P. Mockapetris, "DNS Encoding of Network Names and Other Types,” Network»C1001 Workin Grou, RFC 1101 A ri|1989 RFC1101, DNS SR

DNS-related correspondence dated September 7, 1993 to September 20, 1993. (Pre KX,
K)( Records) _

[Due to difficul locating this reference.'a cop has not been provided]
R. Atkinson,

k "C'e‘nter‘for HihAssurance"Com ‘ ' .

Henning Schulzrinne, Personal Mobility For Multimedia Sen/ices In The Internet, "
Proceedings of the Interactive Distributed Multimedia Systems and Services European

Microsoft Corp., Microsoft Virtual Private Networking: Using Point—to—Point Tunneling
Protocol for Low-Cost, Secure, Remote Access Across the Internet—(1996) (printed from

1998 PDC DVD—ROM). (Point to Point, Microsoft Prior Art VPN Technolog )

“Safe Surfing: How to Build a Secure World Wide Web Connection," IBM Technical
. , WEBSITE ART

"|PSec Minutes From Montreal", IPSEC Working Group Meeting Notes,
http://www.sandleman.ca/ipsec/1996/08lmsg00018.html (June 1996). (|PSec Minutes,

USENIX UNIX Securit S m 1996. Galvin, DNSSEC

-‘Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNSC1012 SR , IETF RFC 2052 October 1995). (RFC 2052, DNS SRV

‘EXAMINER: Initial if reference considered. whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this torm with next communication to applicant.
1 Applicants unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

J. M. Galvin, “Public Key Distribution with Secure DNS,” Proceedings of the Sixth -
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“Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)
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N0_ city and/or country where published.

--Freier, et al. "The SSL Protocol Version 3.0," Transport Layer Security Working GroupC1013 November 18, 1996 . SSL, UNDERLYING SECURITY TECHNOLOG

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/02/1996). (RFC 2543 Internet Draft 1)

C1014 [Due to difficul locating this reference, a cop has not been rovided]

--M.G. Reed, et al. “Proxies for Anonymous Routing," 12th Annual Computer SecurityC1015 A Iications Conference, San Dieo, CA, Dec. 9-13, 1996. Reed, Onion Routin

-Kenneth" F. Alden & Edward P. Wobber, The Altavista Tunnel: Using the Internet toC1016 Extend Corporate Networks, Digital Technical Journal (1997) (Alden, A|taVista

Automative Industry Action Group, “ANX Release 1 Document Publication," AIAG
C1017 1997 . AIAG, ANX ,

Automative Industry Action Group, "ANX Release 1'Draft Document Publication,” AIAG
C1018 Publications 1997 . AIAG Release, ANX

‘ Aventail Corp., “AutoSOCKS v. 2.1 Datasheet," availab‘/e‘at
htt ://www.archive.or /web/19970212013409/www.aventaiI.com/ rod/autosk2ds.htmI

(1997). (AutoSOCKS, Aventail) ’ — .
[Due to difficult locating this reference, a cop has not been rovided]
Aventail Corp. -“Aventail VPN Data Sheet," available at— -- . . .
htt ://www.archive.or /web/19970212013043/wvvw.aventaiI.com/ rod/v ndata.htm|

(1997).(Data Sheet, Aventail) - -

Aventail Corp., “Directed VPN Vs. Tunnel,” available at
htt ://web.archive.or /web/19970620030312/www.aventaiI.com/educate/directv n.htm|
1997 . Directed VPN, Aventail

Aventail Corp., “Managing Corporate Access to the Internet,’’ Aventail AutoSOCKS
_ White Paper available at

htt ://web.archive.or /web/19970620030312/www.aventai|.com/educate/white a er/i
. orate Access, Aventail

Aventail Corp., "Socks Version 5," Aventail Whitepaper, available at
htt ://web.archive.or /webl19970620030312/www.aventailcomleducate/white a er/soc

kswp.html (1997). (Socks, Aventail)
C1023 [Due to difficulty locating this reference, a copy has not been provided]

C1024 Aventail Corp., “VPN Server V2.0 Administration Guide," (1997). (VPN, Aventail)

Goldschlag, et al. "Privacy on the Internet,” Naval Research Laboratory, Center for High
C1025 Assurance Comuter S stems 1997 . Goldschla I Onion Routin

EXAMINER DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
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Microsoft Corp., Installing Configuring and Using PPTP with Microsoft Clients and
C1026 Servers (1997 . Using PPTP, Microsoft Prior Art VPN Technolog

_-Microsoft Corp., IP Security for Microsoft Windows NT Server 5.0 (1997) (printed fromC1027 1998 PDC DVD-ROM . IP Securit , Microsoft Prior Art VPN Technolo

Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,

C1028 Microsoft Prior Art VPN Technolo

Microsoft Corp., Routing and Remote Access Service for Windows NT Server
Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-

c1o29 ROM . Routin, Microsoft PriorArt VPN Technolo

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate). title of the item
INITIALS cn-E (book, magazine, journal. serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

No_ city and/or country where published.

__ _ Microsoft Corp., Understanding Point-to-Point Tunneling Protocol PPTP (1997) (printed
C1030 from 1998 PDC DVD-ROM . Understandin PPTP, Microsoft Prior Art VPN Technolo

J. Mark Smith et.al., Protecting a Private Network: The Alta Vista Firewall, Digital
C1031 Technical Journal 1997 Srriith, Altavista “ ‘ V

_-Naganand Doraswamy Implementation of Virtual Private Networks {VPNs) with ” ’ AC1032 lPSecurity, <draft—ietf—ipsec—vpn—O0.txt> (March 12, 1997). (Doraswamy)

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet‘ ‘ V '
= » Draft, (03/27/1997). (RFC 2543»lnternet Draft 2) .

C1033 [Due to difficul Iocatin - this reference, a cop has not been provided] ..

HAventail Corp., "Aventail and Cybersafe to Provide Secure Authentication For Internet
C1034 , _ M H V

D. Wagner, et al. “Analysis of the SSL 3.0 Protocol," (April 15, 1997). (Analysis,
C1035 UNDERLYING SECURITY TECHNOLOGIES «

Automotive Industry Action Group, “ANXO Certification Authority Service and Directory
Service Definition for ANX Release 1," AIAG Telecommunications Project Team and

moss 'Bellcore Ma 9, 1997. AIAG Defintion, ANX

Automotive Industry Action Group, “ANXO Certification Process and ANX Registration
Process Definition for ANX Release 1,” AIAG Telecommunications Project Team and

01037 Bellcore Ma 9, 1997 . AIAG Certification, ANX

Aventail Corp., “Aventail Announces the First VPN Solution to Assure interoperability
Across Emerin Securit Protocols," June 2, 1997. First VPN, Aventail

EXAMINER
C1038

DATE CONSIDERED

077580-0063 (VRNK-1CP3CN2)
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--Syverson, et al. "Private Web Browsing," Naval Research Laboratory, Center for High 8C1039 Assurance Comuter S stems June 2, 1997 . S erson, Onion Routin

Bellcore, "Metrics, Criteria, and Measurement Technique Requirements for ANX Release
1," AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG

C1040 Reuirements, ANX - -

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (07/31/1997). (RFC 2543 Internet Draft 3)

C1041 Due to difficul Iocatin this reference, a co has not been '

C1042 RFC 2230 November 1997 . RFC 2230, KX Records1-
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/11/1997). (RFC 2543 Internet Draft 4) ' _ _ ..

A C1043 [Due to difficult locating this reference, a cop has not been provided
1998 Microsoft Professional Developers Conference DVD ("1998 PDC DVD-ROM")

(including screenshots captured therefrom and produced as MSFTVX 00018827-
C1044 00018832). Conference, Microsoft Prior Art VPN Technolo

Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDC
C1045“ DVDIROM) (Overview, Microsoft Prior Art VPN Technolog ) - . .

Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle Mini-Camp’--1 -~ --—
Seminar attendees get first look at the performance and capabilities of Windows NT 5.0
(1998) (available at hap //wvwv.microsoft.comlpresspass/features/1998/10-

C1046 . xftrue .(NT Beta, Microsoft Prior Art VPN Technolo

-orts—does—ss|-use.html 1998 . (Ports, DNS SR ,
Aventail Corp., “Aventail VPN V2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple," Press Release,

C1048 Janua 19, 1998. VPN V2.6, Aventall

--R. G. Moskowitz, "Network Address Translation Issues with lPsec," Internet Draft,C1049 Internet Enineerin Task Force, Februar 6, 1998. Moskowitz

H. Schulzrinne, et al, “Internet Telephony Gateway Location,” Proceedings of IEEE
lNfocom '98, The Conference on Computer Communications, Vol. 2 ( March 29 - April 2,

C1050 1998 . Gatewa , Schulzrlnne
EXAMINER DATE CONSIDERED
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--C. Huitema, 45 al. "Simple Gateway Control Protocol," Version 1.0 (May 5, 1998).C1051 SGCP .

--DISA “Secret Internet Protocol Router Network," SIPRNET Program Management OfficeC1052 D3113 DISN Networks, DISN Transmission Services Ma 8, 1998 . DISA, SIPRNET

IM. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (05/14/1998). (RFC 2543 Internet Draft 5) ’
C1053 [Due to difficul Iocatin this reference, a co has not been provided

« M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (06/17/1998). (RFC 2543 Internet Draft 6)

C1054 [Due to difficul locating this reference, a cop has not been provided]

D. McDonald, et al. "PF_l_(EY Key Management API, Version 2,” Network Working
Grou, RFC 2367 Jul 1998 . RFC 2367 ’

AM. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet‘
Draft, (07/16/1998). (RFC 2543 Internet Draft 7) - " ~ ‘ '
[Due to difficul locating this reference, a co - has not been rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet " ‘
Draft, (08/07/1998). (RFC 2543 Internet Draft 8) ‘
[Due to difficulty locating thisreference, a copy hasnot been provided ,,

Microsoft Corp., Company Focuses on Quality and Customer Feedback (August’18;' ' ’
1998 . Focus, Microsoft,Pr‘ior Art VPN -Technolo ) »

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (09/18/1998). (RFC 2543_Vlnternet_Draft 9)

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9
[Due to difficult locating this reference, a cop has not been provided]
Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security
Workin Grou December 1998. DNSSEC-7

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/15/1998). (RFC 2543 Internet Draft 11)
[Due to difficult locating this reference, a co - has not been rovided
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Aventail Corp., “Aventail Connect 3.1/2.6Administrator’s Guide,” (1999). (Aventail
Administrator 3.1, Aventail) -
Due to difficul locating this reference, a cop has not been - rovided

Aventail Corp., “Aventail Connect 3.1/2.6 User's Guide," (1999). (Aventail User 3.1,
Aventail) .
Due to difficult ' this reference, a cop has not. been rovided .

IAventail Corp., "Aventail ExtraWeb Server v3.2 Administrator's Guide," (1999). (AventailExtraWeb 3.2, Aventail) ,

C1056 [Due to difficul locating this reference, a co - has not been provided]

--Kaufman et al, “Implementing lPsec," (Copyright 1999 . (Implementing IPSEC, VPNC1067 REFERENCES '
)

Network Solutions, Inc. "Enabling SSL," NSI Registry (1999). (Enabling SSL,
C1068 UNDERLYING SECURITY TECHNOLOGIES

Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW)'

Arnt Gulbrandsen &« Paul ixie,‘A DNS RR for specifying the location of services (DNS
1999 . Gulbrandsen 99, DNS SRV)

i _' C. Scott,-I1et‘al.‘ Virtual Private Networks, O’Reilly~and Associates, |nc., -2nd ed. (Jan. 1 I i

. M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet '
Draft, (01/15/1999). (RFC 2543.|nternet Draft 12)
[Due to difficulty locating this reference, a co - has not been provided]

Goldschlag, et al., "Onion Routing for Anonymous and Private Internet Connections,"
Nava|_Res_earch Laboratory, Center for High Assurance Computer Systems (January 28,
1999 . Goldschla lll, Onion Routin '

H. Schulzrinne, '‘Internet Telephony: architecture and protocols —— an IETF perspective,"
Comuter Networks, Vol. 31, No. 3 Februar 1999 . Telehon , Schulzrinne

M. Handley, et al. "SIP: Session Initiation Protocol," Network Working Group, RFC 2543
and Internet Drafts 12/96-3/99 . Handle , RFC-2543

* FreeSNVAN Project, Linux Frees/WAN Compatibility Guide (March 4, 1999).
Frees/WAN Comatibilit Guide, FreeSNVAN

-‘Telcordia Technologies, "ANX Release 1 Document Corrections," AIAG (May 11, 1999).C1077 Telcordia, ANX

--Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information withC1078 DNS <draft-eitf-cat-krb—dns-locate-oo.txt> June 21, 1999 . Hornstein, DNS SR
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).
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Goncalves, et al. Check Point FireWall -1 Administration Guide, McGraw—Hill Companies
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[Due to difficul locating this reference, a co has not been provided

H. Schulzrinne, et al.
Review, Vol.4’, No. 3. no 47 57 Jul 2000 A lication, SIP

Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA '

ANX 201: Advanced ANX Service. Advanced, ANX)(

oducts. (Assured Digital)
locating thisreference, a cop has not been provided]

Cindy Moran, “DlSN Data Networks: Secret Internet Protocol Router Network
SIPRNet ." Moran, SIPRNET

Data Fellows F-Secure VPN+ (F-Secure VPN+)

“lnterim Operational Systems Doctrine for the Remote Access Security Program (RASP)
Secret Dial-In Solution. RASP, SIPRNET

Onion Routing, “Investigation of Route Selection Algorithms," available at
2//www.onion-router.net/Archives/Route/index.html. Route Selection. Onion Routin

Secure Computing, “Bullet-Proofing an Army Net,” Washington Technology. (Secure,
SIPRNET
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_C109, SPARTA “Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS)

--Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,01098 SIPRNET

--Publically available emails relating to FreeS/\NAN (MSFTVXO0018B33-C1099 MSFTVX00O19206 . FreeSNVAN emails, FreeS/lNAN

-Kaufman et al., “Implementing IPsec," (Copyright 1999) (implementing lPsec)
Network Associates Gauntlet Firewall For Unix Users Guide Version 5.0 (1999).

C1101 Gauntlet User's Guide — Unix, Firewall Products

--Network Associates Gauntlet Firewall For Windows NT Getting Started Guide VersionC1102 5.0 1999 Gauntlet Gettin Started Guide — NT, Firewall Products)

- Network Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999)C1103 Gauntlet Unix Gettin Started Guide, Firewall Products A

_ _ Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)
C1104 Gauntlet Unix Release Notes, Firewall Products

Network Associates Gauntlet Firewall For Windows NT Administrator’s Guide Version. H...-:~-~ —-V

1 F 5.0 ‘1999)’ Gauntlet NT Administrator's Guide, Firewall Products 1

-Trusted Information Systems, Inc. Gauntlet lntemet Firewall Firewall-to-FirewallC1106 tion Guide Version 3.1 (1996) Gauntlet Firewall-to-Firewall, Firewall Products)

C1107 Windows NT Version 5.0 (1999) Gauntlet NT GVPN, GVPN

C1108 Guide Version 5.0 (1999 (Gauntlet Unix GVPN, GVPN)

C1109 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)
Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred

C1110 DVPN, DVPN

C1111 March 9, 1998 D namic Securit Perimeter, DVPN

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
C1112 2000 Kindred DVPN Caabilit ,DVPN 11
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C1113 1808-1811 Turchi DVPN email, DVPN1-—
01114 uickstart, DVPNI-—

--Virtual Private Network Demonstration dated March 21, 1998 (SPARTA00001844-54)C1115 DVPN Demonstration, DVPN

GTE lnternetvvorking & BBN Technologies DARPA information Assurance Program
C1116 integrated Feasibili Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)

Microsoft Corp. Windows NT Server Product Documentation: Administration Guide -
Connection Point Services, available at »

, _ ‘ _ http://www.microsoft.com/technetlarchivelwinntaslproddocslinetconctservicelcpsops.ms
px (Connection‘Point Services) (Although undated, this reference refers to the operation

01117
of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is prior art to the patents—insuit.)

‘ Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide —
. 2. . - Connectlon.Manager, available at, b_

http://www.microsoft.com/technetlarchive/winntas/proddocs/inetconctservicelcrhak.mspx
. (Connection Manager) (Although undated, this reference refers to the operation of prior

- C1118
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon.
information and belief, this reference is rior art to the atents-in-suit.

Microsoft Corp. Autodial Heuristics, available at http://support.microsoftcom/kbl164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows, such as Windows NT 4.0. Accordingly, upon information

C1119 and belief, this reference is’rior—art to the atents-in-suit.

--Microsoft Corp., Cariploz Distributed Component Object Model, (1996) available atc112o httzllmsdn2.microsoftcomlen-us/libra /ms809332 rinter .asx Carilo I

-Marc Levy, COM Internet Services (Apr. 23, 1999), available atC1121 httzllmsdn2.microsoft.comlen—usllibrar /ms809302 '

--Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available atC1122 htt:l/msdn2,microsoft.com/en-us/librar /ms809311 rinter .asx Horstmann
Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at

, http://msdn2.microsoft.com/en—usllibrary/ms809320(printer).aspx (DCOM Business
01123 Overview I

-.Microsoft Corp., DCOM Technical Overview (Nov. 1996), available atC1124
http:/lmsdn2.microsoft.com/en—us/library/ms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
C1125 DCOM Architecture H
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Overview White Paper (Microsoft 1997) available in PDCDVD-ROM (DCOM Business
Overview ll

Microsoft Corp., DCOM—Carip|o Home Banking Over The Internet White Paper
C1127 Microsoft 1996 available in PDC DVD-ROM Cariplo it

Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available in
C1128 PDC DVD—ROM DCOM Solutions in Action

Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12
C1129 in PDC DVD—ROM (DCOM Technical Overview II)

I
-Essential Winlnet

Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and
Servers, (1998) available at i 7 ' ' ’ ‘A

C1132 htt:l/msdn2.microsoft.comlenus/Iibra /ms811078 ' . '

. Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, A ~
http:/lwww.microsoft.com/technet/archivelwinntaslproddocslinetconctservice/bcgstart.ms

C1133 x Internet Connection Services! -

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athttp:/lwww.microsoftcomltechnet/archivelwlnnta-s/proddocs/Inetconctservice/bogstrtc.

C1134 msx Internet Connection Services It)

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enab|ing
Connections with the Connection Manager Administration Kit, available at

http://wvvw.microsoft.com/technet/prodtechnoll ieldepIoyldeploy5/appendb.mspx (IE5
C1135

Mark Minasi, Mastering Windows NT Server 4 1359-1442 (6th ed., January 15,
C1136 1999 Masterin Windows NT Server 4

- Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft PressC1137 1998 Hands On

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
htt :l/www.microsoft.com/technet/archive/winntas/maintainlfeatusabilit I t w 3.ms x

C1138

IMicrosoft Corp, DCOM — The Distributed Component Object Model, A Business01126

Kenneth Gregg, et al., Microsoft Windows NT Server Administrators Bible 173-206, 883-
C1139 911, 974-1076 IDG Books Worldwide 1999 Gre

- Microsoft Corp., Remote Access (Windows), available at http:/lmsdn2.microsoft.com/en-C1140 us/libra /bb545687 VS.85,rinter .asx Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http:llwww.rnlcrosoft.com/technet/archivelwinntaslplanlpptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operationof prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents-in-suit. . . .
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://www.microsoft.comltechnetlarchivelwinntasl deploylconfeat/vpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents-in-suit.

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399
IDG Books Worldwide_1998 Network Plumbin

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and
Remote Access Service, Available at V

http:/lwww. microsoft.com/technet/archlvelwinntas/proddocsl rras40lrrasch01.mspx (Intro
to RRAS) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windo_ws"such"as Windows NT 4.0. Accordingly, upon information and belief. ,
this reference is rior art to the patents-in—suit.) 13
Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for
Large-Scale Configurations, available at <
http:/lwww.microsoft.com/technet/archivelwinntaslproddocs/rras40/rrasch05.mspx
(Large-Scale Configurations) (Although undated, this reference refers to the operation of
prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit. ~ --
F-Secure, F—Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)
[Due to difficulty locatin this reference, a co - has not been provided]
F-Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer -
3

C1148 F-Secure VPN 3- F-Secure, F-Secure VPN Administrators Guide (May 1999) (from FSECURE 00000003) -
C1149 00000003 SSH Guide 3---
C1150 00000003 SSH 2.0 Guide 3---
 DATE CONSIDERED
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F-Secure, F-Secure VPN+ Administrator’s Guide (May 1999) (from FSECURE
C1151 00000003 VPN+ Guide 3

C1152 F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
C1153 F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 6)

C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
01155 Due to difficul this reference, a co - has not been rovided]

__ F-Secure, F-Secure SSH Users & Administrator’s Guide (Sept. 1998) (from FSECURE
C1156 00000009 SSH Guide 9 ’ ‘ ’

_ , F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
01157 00000009 F-Secure SSH 2.0 Guide 9 0

‘ F-Secure, F-Secure Management Tools, Administratofs Guide (1999 from FSECURE
C1159 00000003 F-Secure Manaement Tools

F-Secure; F-Secure Desktop, Users Guide (1997) (from FSECURE 00000009) «
C1160 FSecure Deskto User's Guide) -

1 F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)
C1162 Fsecure VPN+ _

IRE. |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)
C1163 Due to difficul locating this reference, a co - has not been rovided

IRE/SafeNet lnc.. VPN Technologies Overview (March 28. 2000) (Safenet VPN Oveiew) -C1164 Due to difficult locating this reference, a copy has not been provided]I
IRE, lnc.. SafeNet/ Security Center Technical Reference Addendum (June 22, 1999) (Safenet

C1165 Addendum
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C1158 F-Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9) - A
" -

‘C1161 SafeNet, lnc.. VPN Policy Manager (January 2000) (VPN Policy Manager) -
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IRE, lnc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30,
C1166 2000 VPN Polic Manaer S stem Descrition

IRE, lnc., About SafeNet/ VPN Policy Manager (1999) (About Safenet VPN Policy
C1167 Manaer

IRE, lnc., SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet
VPN Policy Manager)
[Due to difficulty locating this reference, a co - has not been provided]

Summary (July 22, 1996 (Gauntlet Functional Summa
Trusted Information Systems, lnc., Running the Gauntlet Internet Firewall, An
Administrators Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet
Internet Firewall ’

Ted Harwood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999)
Windows NT Harwood 79

Todd W. Matehrs and Shawn P. Genoway, Windows NT" Thing Client Solutions: _
lmplemetning Terminal Server and Citrix MetaFrame (Macmillan Technial Publishing

' 1999 Windows NT Mathers ' T” -
Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1599) I A "A
156. Finding Your Way Through the VPN Maze (1999) ("PGP") .
Linux Frees/WAN Overview (1999) (Linux FreeSNVAN) Overview)

TimeStep, The Busines's"'Case for Secure VPNs (1998) (“Timestep”)
WatchGuard Technologies; lnc., WatchGuard Firebox System Powerpoint (2000)
Due to difficult locating this reference, a cop has not been rovided]

WatchGuard Technologies, lnc., MSS Firewall Specifications (1999)
[Due to difficult locating this reference, a cap has not been provided]
WatchGuard Technologies, lnc., Request for Information, Security Services (2000)

ating this reference, a cop has not been
gies, lnc., Protecting the Internet Distributed Enterprise, White

Paper (February 2000)
locatin

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



732

SUDSI. for fOflT| 1449/PTO C°mp|ete Known
SUPPLEMENTAL . .
INFORMATION DISCLOSURE STATEMENT BY A"‘°"°a"°" N”'"°e' "’34°'56°
APPLICANT August 17, 2007
(Use as many sheets as necessary)

Examiner Name

Docket Number 077580-0063 IVRNK-1 CF’-‘1<=N2>
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS cn-E (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

NO. city andlor country where published.

C1181 2000IS
WatchGuard Technologies, lnc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)

C1182 [Due to difficult locatin this reference, a co y has not been
Air Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)

C1183

GTE lnternetworking & BBN Technologies DARPA Information Assurance Program
C1184 ' -Integrated Feasibilit Demonstration (IFD) 1.2 Report, Rev. 1.0 (September 21, 1998

BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16 '
C1185 30, 1998 .

ynamic Virtual Private Network (VPN) Powerpoint ‘
(GTE lnternetworking, Contractofs Program Progress Report (March 16-April 30, 1998)
Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure

-C1188 Characterization Janua 30, 2001

Virtual Private Networking Countermeasure Characterization (March 30, 2000)
"c1190"

C1191»; Integrated Security Management (2000)I
I
I_

Information Assurance Science Fair Agenda (2000)
DATE CONSIDERED I '

‘EXAMINER: Initial it reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicants unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.



733

Subst. for form 1449/PTO
SUPPLEMENTAL

INFORMATION DISCLOSURE STATEMENT BY
APPLICANT
(Use as many sheets as necessary)

Complete if Known

11/840,560

August 17, 2007
Victor Larson

2157

Examiner Name VU, Kim Y,

Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S

INITIALS CHE
NO.

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item

_C1195

Application Number

(book, magazine, journal, serial, symposium. catalog. etc.), date, page(s), volume-issue number(s), publisher,

C1 196

city andlor country where published.

Darrell Kindred et aI., Proposed Threads for IFE 3.1 (January 13, 2000)

IFE 3.1 Technology Dependencies (2000) .

IFE 3.1 Topology (February 9, 2000)

Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread
Development (January 10-11, 2000)
information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)

Information AssurancelNAl Labs, Dynamic Virtual Private Networks Presentation v.2
2000

Information AssurancelNA| Labs, Dynamic Virtual Private Networks Presentation V3
(2000)
[Dueto difficul
T. Braun et aI.,
Technolo for the Internet Auust1, 1999 VPNA

Network Associates Products — PGP Total Network Security Suite, Dynamic Virtual »
Private Networks (1999

Microsoft Corporation‘; Miciosoft Proxy Server 2.0 (1997) (Proxy~Server 2.0, Microsoft»-—-r

Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0
CD labeled MSFTVX00157288) (Setting Server Parameters, Microsoft Prior Art VPN
Techn

Kevin Schuler, Microsoft Proxy Server 2 (1998) (Schuler, Microsoft Prior Art VPN
Technolo '

Erik Rozell et. aI., MCSE Proxy Server 2 Study Guide (1998) (Rozell, Microsoft Prior 15
C1203 Art VPN Technolo

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



734

SUDSI. for form 1449/PTO Comp|ete Known
SUPPLEMENTAL Application Number 11i34o,5eo
INFORMATION DISCLOSURE STATEMENT BY _,APPLICANT Filing Date August 17, 2007

M11 077580-0063 IVRNK-1<=P3CN2>t Pages, Etc.)

EXAMlNER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate). title of the item (book,
INITIALS cm; magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or

NO. country where published.

M. Shane Stigler & Mark A Linsenbardt, HS 4 and Proxy Server 2 (1999) (Stigler, Microsoft
C1209 Prior Art VPN Technolo

-David G. Schaer, MCSE Test Success: Proxy Server 2 (1998) (Schaer, Microsoft Prior ArtC1210 VPN Technolo

Guide Version 5.0 (1999) Gaunt

File History for U.S. Application Serial No. 09
" "Date“08/31/2000.

AutoSOCKS v2.1, Datasheet,
htt 2//web.archive.orlweb/19970212013409/www.aventaiI.com/- rod/autoskdshtml
Ran Atkinson, Use of DNS to Distribute Keys, 7 Sept. 1993,

://0s.ietf.or/lists/namedro - erslnamedro - ers.199x/ms
prise Networks, Overview "W"

Chap duction to Firewall Technology, Administration Guide; 12/19/07,
http://www.books24x7.com/booklid_762/viewer r.asp?bookid=762&chunked=41065062
The TLS Protocol Version 1.0; January 1999; page 65_of 71.

et al., Building Internet Firewalls, 2nd Ed.

Virtual Private Networks — Assured Digital Incorporated — ADI 4500;
http:/Iweb.archive.orglweb/19990224050035Iwww.assured-
di ita|.com/ - roductsl - rodv - n/adia4500.htm
Accessware — The Third Wave in Network Security, Conclave from Internet Dynamics;

://web.archive.or/web/11980210013830/interd n.com/Accessware.htmI
Extended System Press Release, Sept. 2, 1997', Extended VPN Uses The Internet to
Create Virtual Private Networks, www.extendeds stems.com
Socks Version 5; Executive Summary;
http://web.archive.org/web/199970620031945/www.aventail.com/educate/whitepaper/socks

Internet Dynamics First to Ship Integrated Security ‘Solutions for Enterprise Intranets and
Extranets; Set. 15, 1997; htt:/Iweb.archive.or/web/19980210014150Iinterd n.com

‘ ' lPsec re: DNS-LDAP Splicing
DATE CONSIDERED

‘EXAMINER: Initial it reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this town with next communication to applicant.1 Applicants unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.
BST99 1620066-l.077580.0063



735

.12
— 3

Subst. for form 1449/PT Comp|ete Known
SUPPLEMENTAL _ _ , A ,. ,. N b

INFORMATION DISCL ~'e‘T--"—~ ATEMENT BY ppmawn um er Au11I8t4$152107gus .

(Use as many sheets asn P First Named Inventor Victor Larson .Art Unit 2157

Examiner Name VU, Kim Y.

D°0'<ei Number 077580-0063 (VRNK-1CP3CN2>
U.S. PATENT DOCUMENTS

EXAMlNER‘S CITE Publication Date ‘ Pages, Columns, Lines, Where
lNmALS Name of Patentee or ApplicantNO. N b _K» dc d MM-DD-YYYY . Relevant Passages or Relevant

um at m '3 em " Of Cited Document Figures Appear

A1000

A1001

A1003

5,311,593

5,511,122

5,805,803

5,822,434

5,898,830

60/134,547
60/151,563

5,950,195

6,119,171

6,937,597

7,072,964

09/399,753

6,079,020 .
6,173,399

6,226,748
6,226,751

6,701,437 ' '
6,055,574

6,246,670

05/10/1994

04/23/1996

09/08/1998

10/13/1998

04/27/1999
05/17/1999

08/31/1999

09/07/1999

09/12/2000

08/30/2005

07/04/2006

09/22/1998 .

08/20/2000

01/09/2001

05/01/2001 Bots et al.

05/01/2001 Arrow et al.

03/02/2004 Hoke et al.
04/25/2000 Smorodinsk etal.

06/12/2001 Karlsson, et al.

Carmi

Atkinson

Birreil et al.

Caronni et al.

Wesiner, Jr. et al.
Victor She mov

B an Whittles _
Stockwell et al.

Alkhatib

Rosenber et al.

Whittle et al.

Grai Miller et al.

Liu

Gilbrech

)>)>Il>>)> ._._._._._. oooog ~ro1u14s

ca8C3(D E’. zE3U’E

)>>J>)>)>)>> _i..a.;_\_|....\ OOOOOOO ué£—|._A—I O10!-ts—‘O¢D
l

J>)>J>)> _._._._. oooo -A-A-fi-L «nous:

FOREIGN PATENT DOCUMENTS

Foreign Patent Document Publication Date
CITE Country Codé3—Nurnber 4 -Kind MM-DD-YYYY

Code: (if known)

W0 001/17775

EXAMlNER'S Name of Patentee or Pages, Columns, Lines Translation
INITIALS Applicant of Cited Document Where Relevant

Figures Appear

03-30-2000 Science Applications
international Corporation

Comsec Corporation
Science Applications

international Co oration

z .0

B1000

B1001 WO 00170458

B1002 W0 01/016766

1 1-23-2000

03-08-2001

EXAMINER DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this lorm with next communication to applicant.
1 Applicant’: unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

(1)



736

Subst. for form 1449IPTo Complete if Known
SUPPLEMENTAL . .

INFORMATION DISCLOSURE STATEMENT BY A"""°""°" N”'“b°' "’84°'5°°
APPLICANT Filing Date August 17, 2007
(Use as many sheets as necessary) First Named Inventor Victor Larson

2157

VU, Kim Y.

077580-0063 (VRNK-1CP3CN2)

OTHER ART'(lncluding Author, Title, Date, Pertinent Pages, Etc.)
EXAM|NER‘S Include name of the author (in CAPITAL LETTERS). title of the article (when appropriate), title of the item

INITIALS CITE (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
No. city and/or country where published.

Microsoft Corporation’s Fourth Amended Invalidity Contentions dated Jan. 5, 2009,
C998 VirnetX Inc, and Science A lications International Cor. v. Microsoft Cororation,

Appendix A of the Microsoft Corporation's Fourth Amended Invalidity Contentions dated
C999 Jan. 5, 2009.

Concordance Table For the References Cited in Tables on pages 6-15, 71-80 and 116-

124 of the Microsoft Corporation's Fourth Amended Invalidity Contentions dated_Jan. 5,

1. P. Mockapetris, “DNS Encoding of Network Names and Other Types," Network
' , RFC 1101 Aril1989 RFC1101, DNS SRV

Henning Schulzrinne, Personal Mobility For Multimedia Services In The Internet,
Proceedings of the Interactive Distributed Multimedia Systems and Services European

Suport Oranization, March 1996 . Safe Surfin, WEBSITE ART

Goldschlag, et al., "Hiding Routing lnformation," Workshop on Information Hiding, "" ‘ “
Cambride, UK (Ma 1996 . Goldschla ll, Onion Routin
"lPSec Minutes From Montreal”, IPSEC Working Group Meeting Notes,

http://www.sandleman.caIipsec/1996/08/msgO0018.html (June 1996). (|PSec Minutes,

J. M. Galvin, “Public Key Distribution with Secure DNS,” Proceedings of the Sixth
osium, San Jose, California, Jul 1996. Galvin, DNSSEC

--Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNSC1012 SRW, IETF RFC 2052 October 1996). (RFC 2052, DNS SRV

‘EXAMINER: Initial il reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



737

Subst. for form 1449/PTO Comp|ete if Known

SUPPLEMENTALINFORMATION DISCLOSURE STATEMENT BY A°p"°"“'°" Nmber "’84°'56°
APPLICANT Filing Date August 17, 2007
(Use as many sheets as necessary) Victor Larson

2157

VU, Kim Y.

D°°I<el Number °7758°-°°53 (VRNK-1°P3°N-°-I
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMlNER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate). title of the item
INITIALS cn-E (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume—Issue numberts). publisher,

NO. city and/or country where published.

Freier, et al. "The SSL Protocol Version 3.0," Transport Layer Security Working Group
C1013 November 18, 1996 . SSL, UNDERLYING SECURITY TECHNOLOG

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet

_ Draft, (12/02/1996). (RFC 2543 Internet Draft 1)
C1014 [Due to difficult locating this reference, a copy has not been rovided]

M.G. Reed, et al. "Proxies for Anonymous Routing," 12th Annual Computer Security
C1015 A lications Conference, San Dieo, CA, Dec. 9-13, 1996. Reed, Onion Routin

‘ ' Kenneth F. Alden & Edward P. Wobber, The Altavista Tunnel: Using the Internet to

01016 Extend Corporate Networks, Di Ital Technical Journal (1997) (Alden, A|taVista

Automative Industry Action Group, “ANX Release 1 Document:Pub.Iication," AIAG

Automative lndustry‘Action Group, “ANX Release 1 Draft Document Publication," AIAG
Publications 1997 . AIAG Release, ANX ‘

’Aventai|Corp., "AutoSOCKS v. 2.1 Datasheet," available at ' ' ' “
htt ://www.archive.or /web/19970212013409/www.aventai|.coml rod/autosk2ds.html

(1997). (AutoSOCKS, Aventail) ‘ _
[Due to difficul Iocatin this reference, a cop has not been rovided]

«Aventail Corp. “Aventail VPN Data Sheet," available at
htt ://www.archive.or /web/19970212013043/www.aventaIl.com/ rod/v ndata.html

(1997~).(Data Sheet, Aventail)
Aventail Corp., “Directed VPN Vs. Tunnel," available at
htt ://web.archive.or /web/19970620030312/www.aventai|.com/educate/directv n.html

1997 . Directed VPN, Aventail ‘

Aventail Corp., “Managing Corporate Access to the Internet,‘’ Aventail AutoSOCKS
White Paper available at ’
htt ://web.archive.or lwebl19970620030312/www.aventail.comleducate/white a er/i

.htmI 1997. Cororate Access, Aventail

Aventail Corp., “Socks Version 5," Aventail Whitepaper, available at
htt ://web.archive.or lwebl19970620030312/www.aventai|.comleducatelwhite a er/soc

kswp.htmI (1997). (Socks, Aventail)
[Due to difficulty locating this reference, a copy has not been provided]

--Goldschlag, et al. “Privacy on the Internet,’’ Naval Research Laboratory, Center for HighC1025 Assurance Comuter S stems 1997 . Goldschla I, Onion Routin
EXAMINER DATE CONSIDERED

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicants unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



738

Subst. for form 1449/PTO

SUPPLEMENTAL
INFORMATION DISCLOSURE STATEMENT BY
APPLICANT
(Use as many sheets as necessary)

Complete if Known

11/840,560

August 17, 2007
Victor Larson

2157

VU, Kim Y.

Application Number

Filing Date
First Named Inventor

Art Unit

Examiner Name

D°°l<el Number

1 OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)
city andlor country where published.

EXAMlNER‘S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS cn-E (book, magazine, ioumal. serial, symposium. catalog, etc.), date, page(s), volume-issue number(s), publisher,

NO.

- Microsoft Corp., Installing Configuring and Using PPTP with Microsoft Clients andC1026 Servers (1997 . (Using PPTP, Microsoft Prior Art VPN Technolog

--Microsoft Corp., IP Security for Microsoft Windows NT Server 5.0 (1997) (printed fromC1027 1998 PDC DVD-ROM . IP Securit , Microsoft Prior Art VPN Technolo

Microsoft Corp., Microsoft Windows NT Active Directory: An Introduction to the Next
Generation Directory Services (1997) (printed from 1998 PDC DVD-ROM). (Directory,

C1028 Microsoft Prior Art VPN Technolo

Microsoft Corp., Routing and Remote Access Service for Windows NT Server
Newopportunities Today and Looking Ahead (1997) (printed from 1998 PDC DVD-

C1029 ROM Routin, Microsoft Prior Art VPN Technolo

Microsoft Corp., Understanding Point-to-Point Tunneling Protocol PPTP (1997) (printed
C1030 from 1998 PDC DVD-ROM . Understandin PPTP, Microsoft Prior Art VPN Technolo

J. Mark Smith et.aI., Protecting a Private Network: The Altavista Firewall, Digital
C1031 Technical Journal 1997. Smith, Altavlsta ‘

Naganand Doraswamy Implementation of Virtual Private Networks (VPNs) with
C1032 lPSecurity, <draft-ietf-isec-vpn-00.txt> March 12, 1997 . Doraswam )

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
A ~ - - Draft, (03/27/1997). (RFC 2543-Internet Draft 2) or . .

‘C1033 [Due to difficulty locatin - this reference, a cop has not been provided]

_ Aventail Corp., “Aventail and Cybersafe to Provide Secure Authentication For Internet
and Intranet Communication," Press Release, April 3, 1997. (Secure Authentication,

C1034 Aventail) .

- D. Wagner, et al. “Analysis of the SSL 3.0 Protocol," (April 15, 1997). (Analysis,C1035 UNDERLYING SECURITY TECHNOLOGIES

Automotive Industry Action Group, "ANXO Certification Authority Service and Directory
Service Definition for ANX Release 1,” AIAG Telecommunications Project Team and

- C1036 Bellcore Ma 9, 1997. AIAG Defintion,ANX

Automotive Industry Action Group, "ANXO Certification Process and ANX Registration
Process Definition for ANX Release 1,”. AIAG Telecommunications Project Team and

C1037 Bellcore Ma 9, 1997 . AIAG Certification, ANX

--Aventail Corp., "Aventai| Announces the First VPN Solution to Assure InteroperabilityC1038 Across Emerin Securit Protocols," June 2, 1997. First VPN, Aventail
EXAMINER DATE CONSIDERED

077580-0063 (VRNK-1CP3CN2)

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this form vvilh next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.



739

Subst. for form 1449/PTO Comp|ete if Known
SUPPLEMENTAL . .
INFORMATION DISCLOSURE STATEMENT BY A'°""°a"°" N”'"be' "’84°'55°

(Use as many sheets as necessary) First Named Inventor Victor Larson
Art Unit 21 57

Examiner Name VU, Kim Y.

“Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS cn-E (book. magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

N0_ city and/or country where published.

Syverson, et al. “Private Web Browsing," Naval Research Laboratory, Center for High 8
C1039 Assurance Comuter S stems June 2, 1997 . S erson, Onion Routin

Bellcore, “Metrics, Criteria, and Measurement Technique Requirements for ANX Release
1," AIAG Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG , ,

C1040 Reuirements, ANX

I.M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (07/31/1997). (RFC 2543 Internet Draft 3)
C1041 Due to difficul Iocatin this reference, a co - has not been provided

C1042 RFC 2230 November 1997 . RFC 2230, KX Records1-

--M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (11/11/1997). (RFC 2543 Internet Draft 4)
C1043 , [Due to difficul locating this reference, a copy has not been provided]

-I1998 Microsoft Professional Developers Conference DVD (“1998 PDC DVD-ROM”) 1 ~ »(including screenshots captured therefrom and produced as MSFT\/X 00018827-
C1044 00018832). (Conference, Microsoft Prior Art VPN Technolo

-:Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDCC1045 DVD-ROM) Overview, Microsoft Prior Art VPN Technolog ) . .
Microsoft Corp;, Windows NT 5.0 Beta Has Public Premiere at SeattIe‘Mini—Camp -1 -
Seminarattendees get first look at the performance and capabilities of Windows NT 5.0
(1998) (available at hap //wvvw.microsoft.com/presspass/features/1998/10-

c1o4e 19nt5.msxftrue . NT Beta, Microsoft Prior Art VPN Technolo

I v _
Aventail Corp., "AventaiI VPN V2.6 Includes Support for More Than Ten Authentication
Methods Making Extranet VPN Development Secure and Simple," Press Release,

C1048 19, 1998. VPN V2.6, Aventail

‘-R. G. Moskowitz,C1049 Internet Enineerin Task Force, Februar 6, 1998. Moskowitz

H. Schulzrinne, et al, “Internet Telephony Gateway Location," Proceedings of IEEE
INfocom '98, The Conference on Computer Communications, Vol. 2 ( March 29 - April 2,

01050 1998. Gatewa ,Schulzrinne
EXAMINER DATE CONSIDERED

‘EXAMINER: Initial it reference considered, whether or not citation is in conformance with MPEP 609, Draw line through citation if not in confonnance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.



740

Subst. forfonn 1449/PTO Complete if Known

SUPPLEMENTAL . . b
INFORMATION DISCLOSURE STATEMENT BY A"""°a"°" NW" 3' "’84°'55°
APPLICANT Filing Date August 17, 2007
(Use as many sheets as necessary) First Named Inventor Victor Larson

An Unit 21 57

Examiner Name VU, Kim Y.

“D°°'<e* N“"‘be' °7753°'°°53 lVR“K"°"3°“2l
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER’S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS cm; (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

NO. city and/or country-where published.

-C. Huitema, 45 al. "Simple Gateway Control Protocol," Version 1.0 (May 5, 1998).C1051 SGCP

--DISA "Secret Internet Protocol Router Network,” SIPRNET Program Management OfficeC1052 D3113 DISN Networks, DISN Transmission Services Ma 8, 1998 . DISA, SIPRNET

-M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, InternetDraft, (05/14/1998). (RFC 2543 Internet Draft 5)
C1053 [Due to-difficul locatin this reference, a co has not been rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (06/17/1998). (RFC 2543 Internet Draft 6)

C1054 [Due to difficul locating this reference, a copy has not been provided]

D. McDonald, et al. “PF_KE_Y Key Management API, Version 2,” Network Working
Grou, RFC 2367 Jul 1998. RFC 2367

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, lnternetj
Draft, (07/18/1998). (RFC 2543 Internet Draft 7)
[Due to difficul locatin this reference, a co - has not been rovided]

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet '*
Draft, (08/07/1998). (RFC-2543 Internet Draft 8)

c1o57- [Due to difficulty Iocatingthis reference, a copy has not been rovided]

C1058 1998 . Focus, Microsoft Prior Art VPN Technolo

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet '
Draft, (09/18/1998). (RFC 2543 Internet Draft 9)

C1059 [Due to difficulty locating this reference, a copy has not been provided]

C1060 RFC 2401 November 1998 . RFC 2401, UNDERLYING SECURITY TECHNOLOGIES

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet I ‘ ‘
Draft, (11/12/1998). (RFC 2543 Internet Draft 10) 9

C1061 [Due to difficult locating this reference, a cop has not been provided

C1062 Workln Grou December 1998 . DNSSEC-7

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet
Draft, (12/15/1998). (RFC 2543 Internet Draft 11)
Due to difficult locating this reference, a cop has not been rovided]

EXAMINER DATE CONSIDERED

‘EXAMINER: Initial it reference considered, inmether or not citation is in conformance with MPEP 609. Draw line through citation it not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here it English language Translation is attached.

I



741

Subst. for form 1449/PTO Complete if Known
SUPPLEMENTAL . .
INFORMATION DISCLOSURE STATEMENT BY A"""°a"°" N""‘°e' 1"84°'5°°
APPLICANT August 17, 2007
(Use as many sheets as necessary) Victor Larson

2157

VU, Kim Y.

Docket Number 077580-0063 (VRNK-1CP3CN2)
OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER'S Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
INITIALS CITE (book, magazine, journal, serial, symposium, catalog, etc.), date. page(s). volume-issue number(s), publisher,

NO. city and/or country where published.

Aventail Corp., “Aventail Connect 3.1/2.6Administrator’s Guide,” (1999). (Aventail

y Administrator 3.1, Aventail) -
C1064 Due to difficul locating this reference, a cop has not been rovided]

‘ ‘ Aventail Corp., “Aventail Connect 3.1/2.6 User's Guide," (1999). (Aventail User 3.1,
Aventail) .

C1065 Due to difficul locating this reference, a cop has not. been rovided]-

-.Aventail Corp., "Aventail ExtraWeb Sewer v3.2 Administrator's Guide," (1999). (AventailExtraWeb 3.2, Aventail)
C1066 Due to difficul locating this reference, a co y has not been - rovided]

--Kaufman etal, “Implementing lPsec," (Copyright 1999). (Implementing IPSEC, VPNC1067 REFERENCES

Network Solutions, Inc. “Enabling SSL," NSI Registry (1999). (Enabling SSL,
C1068 UNDERLYING SECURITY TECHNOLOGIES

nologies Ltd. (1999) (Check Point, Checkpoint FW)
this reference, a cop has not been provided]

Arnt'GuIbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNS

SRV), <draft-ietf—dnsind—frc2052bis-

I Draft, (01/15/1999). (RFC 2543 Internet Draft 12)
[Due to difficulty locating this reference, a cop has not been provided]

Goldschlag, et aI., “Onion Routing for Anonymous and Private Internet Connections,”
Naval Research Laboratory, Center for High Assurance Computer Systems (January 28,

H. Schulzrinne, "Internet Telephony: architecture and protocoI.s‘— an IETF perspective,”
1999 Telehon , Schulzrinne

Network Working Group, RFC 2543
and Internet Drafts 12/96-3/99 Handle RFC 2543

FreeS/INAN Project, Linux Free'S/WAN Compatibility Guide (March 4, 1999).
Frees/WAN Comatibilit Guide, FreeSNVAN

:Telcordia Technologies, "ANX Release 1 Document Corrections,” AIAG (May 11, 1999).01077 Telcordia, ANX

--Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information withC1078 DNS <draft—eitf—cat-krb-dns-locate-oo.txt> (June 21, 1999 . Hornstein, DNS SRV
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Bhattacharya et. al. “An LDAP Schema for Configuration and Administration of lPSec
Based Virtual Private Networks (VPNs)", IETF Internet Draft (October 1999).
Bhattcha a LDAP VPN -

B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode,” IPSEC Working Group,
Internet Draft 02 10/15/1999 . Patel

Goncalves, et al. Check Point Firewall -1 Administration Guide, McGraw-Hill Companies

(2000). (Goncalves, Checkpoint FW)
Due to difficul locatin this reference, a co has not been provided]

Kindred el al. "Dynamic VPN Communities‘: Implementation and Experience,” DARPA
Information Survivability Conference and Exposition ll (June 2001). (DARPA,..V.PN.

_ANX 101: Basic ANX Service.Outline. (Outline, ANX)
—ANX 201: Advanced ANX Service. (Advanced, ANX)

Appendix A: Certificate Profile for ANX |Psec Certificates. (Appendix, ANX)

--Assured Digital Products. (Assured Digital)C1090 [Due to difficul locating this reference, a cop has not been - rovided

--Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security," AventailC1091 Cororation White Paer. Network Securit ,AventaiI

C1092 S|PRNet ." Moran, SIPRNET--Cindy Moran, “DlSN Data Networks: Secret Internet Protocol Router Network -
_Data Fellows F-Secure VPN+ (F—Secure VPN+) -

"Interim Operational Systems Doctrine for the Remote Access Security Program (RASP)
C1094 Secret Dial-In Solution. RASP, SIPRNET

Onion Routing, “lnvestigation of Route Selection Algorithms," available at
C1095 ://www.onion—router.net/Archives/Route/index.html. Route Selection, Onion Routin

Secure Computing, “BuIIet-Proofing an Army Net,” Washington Technology. (Secure,
C1096 SIPRNET
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C1097 SPARTA "Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS)

Standard Operation Procedure for Using the 1910 Secure Modems. (Standard,
01098 SIPRNET

Publically available emails relating to FreeSNVAN (MSFTVXOO018833-
c1099 MSFTVX00O19206 . FreeS/WAN emails, FreeS/INAN

C1100 Kaufman et al., “Implementing IPsec," (Copyright 1999) (Implementing lPsec)
Network Associates Gauntlet Firewall For Unix Usefs Guide Version 5.0 (1999).

C1101 Gauntlet User's Guide — Unix, Firewall Products

Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version

C1102 5.0 (1999) (Gauntlet Gettin Started Guide — NT, Firewall Products)

‘ Network Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999)
C1103 Gauntlet Unix Gettin Started Guide, FIrewaIl"Products

_ Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999)
C1104 (Gauntlet Unix Release Notes, Firewall Products *

, Network Associates Gauntlet Firewall For Windows NT Administrator’s Guide Version
C1105 ’ 5.0 1999)"Gaunt|et NT Administrator's ‘Guide, Firewall Products)

_ Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall
C1106 Encryption Guide Version 3.1 (1996) (Gauntlet Firewall-to-Firewall, Firewall Products)

C1107 Windows NT Version 5.0 1999 Gauntlet NT GVPN, GVPN 
C1108 Guide Version 5.0 (1999) Gauntlet Unix GVPN, GVPN)

C1109 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)
Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred

C1110 DVPN, DVPN

Dan Sterne et.al. TIS Dynamic Security Perimeter Research Project Demonstration
C1111 March 9, 1998 D namic Securit Perimeter, DVPN '

Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5,
C1112 2000 Kindred DVPN Caabilit
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C1113 1808-1811 Turchi DVPN email, DVPNI-
c1114 Quickstart, DVPNI-
c1115 DVPN Demonstration, DVPNI-

--GTE lnternetworking & BBN Technologies DARPA Information Assurance ProgramC1116 Integrated Feasibility Demonstration (IFD) 1.1 Plan March 10, 1998 IFD 1.1, DVPN)
Microsoft Corp. Windows NT Server Product Documentation: Administration Guide —
Connection Point Services, available at 1'
http:/lwww.microsoft.comltechnetlarchivelwinntaslproddocslinelconctservicelcpsops.ms
px (Connection Pointservices) (Although undated, this reference refers to the operation

' of prior art versions of Microsoft Windows. Accordingly, upon information and belief, this
reference is prior art to the patents-insult.)
Microsoft Corp. Windows NT Sewer Product Documentation: Administration Kit Guide -
Connection Manager,..available at _ _ .

http://www.microsoft.com/technetlarchive/winntaslproddocslinetconctservicelcmak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior
art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon’ ‘
information and belief," this reference is rior art to the atents-in-suit.
Microsoft Corp. Autodial Heuristics, available at http:/lsupport.microsoftcom/kb/164249
(Autodial Heuristics) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information
and belief, this reference is rior art to the atents—in—suit.
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at

://msdn2.microsoftcom/en—us/libra /ms809332 ' ‘lol

Marc Levy, COM Internet Services (Apr. 23, 1999), available at
htt:l/msdn2.microsoft.com/en-us/librar /ms809302 rinter .asx Lev
Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at

x Horstmann

Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at
http:Ilmsdn2.microsoft.comlen-us/Iibrarylms809320(printer).aspx (DCOM Business

Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
httpzllmsdn2.microsoft.com/en-usllibraryIms809340(printer).aspx (DCOM Technical
Overview I

Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM
DCOM Architecture
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Microsoft Corp, DCOM — The Distributed Component Object Model, A Business
Overview White Paper (Microsoft 1997) available in PDC'DVD—ROM (DCOM Business

C1126 Overview II

-Microsoft Corp., DCOM—Cariplo Home Banking Over The Internet White Paper-C1127 Microsoft 1996 available in PDC DVD-ROM (Carip|o II
-C1128
- Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12C1129 in PDC DVD-ROM (DCOM Technical Overview II)

I
C1131 Essential Winlnetf

Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and

-Servers, (1998) available at _C1132 htt:l/msdn2.microsoftcom/enus/libra lms811078 ‘ . '

' Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, a " ~ "
http://www.microsoft.com/technetlarchivelwinntaslproddocsfinetconctservice/bcgstart.ms

C1133 x Internet Connection Services I I

- Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
athttp:llwvvw.microsoft.comltechnetlarchivelwinntaslproddocslinetconctservice/bcgstrtc.

C1134 x Internet Connection Services It

Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B:Enab|ing
Connections with the Connection Manager Administration Kit, available at

http://www.microsoft.comltechnetlprodtechnoll ie/deployldeploy5/appendb.mspx (IE5
C1135 Cor orate Develo ment

--Mark Minasi, Mastering Windows NT Server4 1359-1442 (6th ed., January 15,C1136 1999 Masterin Windows NT Server

--Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft PressC1137 1998 Hands On

' Microsoft Corp., MS Point—to—Point Tunneling Protocol (Windows NT 4.0), available at
htt :l/www.microsoft.comltechnetlarchive/winntaslmaintain/featusabilit l t w 3.ms x

C1138

- Kenneth Gregg, er al., Microsoft Windows NT Server Administrators Bible 173-206, 883-C1139 911, 974-1076 IDG Books Worldwide 1999 Gre -

- Microsoft Corp., Remote Access (Windows), available at httptllmsdn2.microsoft.com/en-C1140 us/libra lbb545687 VS.85,rinter .asx Remote Access
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Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http:/lwvvw.microsoft.comltechnetlarchivelwinntas/plan/pptpudst.mspx (Understanding
PPTP NT 4) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information

C1141 and belief, this reference is rior art to the atents-in-suit.
Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http:/lwwvv.microsoft.com/technetlarchivelwinntasl deploy/confeatlvpntwk.mspx (NT4
VPN) (Although undated, this reference refers to the operation of prior art versions of

C1142
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief,
this reference is rior art to the atents-in-suit.

Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399
* -- ~ - C1143 IDG Books Worldwide 1998 Network Plumbin

Microsoft Windows such as -Windows NT 4.0. Accordingly, upon informationandcbelief,
this reference is prior art to the atents-in-suit.) 13

Microsoft Corp., Chapter 1 — Introduction to Windows NT Routing with Routing and ' 1
Remote Access Service, Available at

httpzllwww.microsoft.comltechnet/archivelwinntaslproddocsl rras40lrrasch01.mspx (Intro
_ to RRAS) (Although undated, this reference refers to the operation of prior art versions of

C1144

prior art versions of Microsoft Windows such as Windows NT 4.0. Accordingly, upon
information and belief, this reference is rior art to the atents-in-suit.
F—Secure, F-Secure Evaluation Kit (May 1999) (FSECURE 00000003) (Evaluation Kit 3)

C1146 [Due to difficulty locatin - this reference, a co - has not been provided

C1147 3-F-Secure, F-Secure Namesurfer (May 1999) (from FSECURE 00000003) (Namesurfer -
F-Secure, F—SeCure VPN Administrators Guide (May 1999) (from FSECURE 00000003) -

C1148 F-Secure VPN 3

C1149 00000003 SSH Guide 3H—
C1150 00000003 SSH 2.0 Guide 3-—
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Microsoft Corp., Windows NT Sewer Product Documentation: Chapter 5 — Planning for
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(Large—Sca|e Configurations) (Although undated, this reference refers to the operation of

C1145
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F-Secure, F-Secure VPN+ Administratofs Guide (May 1999) (from FSECURE
c1151 00000003 VPN+ Guide 3

F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)
_F-Secure, F-Secure SSH (1996) (from FSECURE 00000005) (F-Secure SSH 6)

F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECU RE
C1154 00000006 F-Secure SSH 2.0 Guide 6

F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00000009) (Evaluation Kit 9)
C1155 [Due to difficul locating this reference, a cop has not been rovided]

, F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE
C1157 00000009 F-’Secure'SSH 2.0 Guide 9

( ( )F-Secure, F-Secure VPN+ Sept. 1998) (from FSECURE 00000009) VPN+ Guide 9

--F-Secure, F-Secure Management Tools, Administratofs Guide (1999) (from FSECUREC1159 00000003 F-Secure Manaement Tools

F-S:ec'Lir‘e, F-Secure Desktop, User’s‘Guide'(1997) (from FSECURE O0000009)- -
C1160 FSecure Deskto User's Guide

_SafeNet, Inc., VPN Policy Manager (January 2000) (VPN Policy Manager)

-F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009)C1162 FSecure VPN+ .

--IRE, |nc., SafeNet/Soft-PK Version 4 (March 28, 2000) (Soft-PK Version 4)C1163 [Due to difficul Iocatin this reference, a cop has not been rovided

C1164 [Due to difficult locating this reference. a copy has not been provided]1—
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C1167 Manaer1-
IRE, lnc., SafeNeWPN Policy Manager Quick Stan‘ Guide Version 1 (1999) (SafeNet
VPN Policy Manager)

C1168 [Due to difficult Iocatin this reference, a co has not been provided]

C1169 Summary Jul 22, 1996 Gauntlet Functional Summa )1-
Trusted Information Systems, lnc., Running the Gauntlet lntemet Firewall, An
Administrator’s Guide to Gauntlet Version 3.0 (May 31, 1995) (Running the'Gauntlet

c1170 Internet Firewall

-Ted Hanrvood, Windows NT Tenninal Server and Citrix Metaframe (New Riders 1999). C1171 '

Todd W. Matehrs and Shawn P. Genoway, Windows NT Thing Client Solutions: _
) _lmplemetning Terminal Server and Citrix MetaFrarne (Macmillan Technial Publishing

1999 ' Win”dow§“NT"Mathers ' ‘“ I .

Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999)

156. Finding Your Way Through the VPN Maze (1999) ("PGP"
Linux FreeSNVAN Overview (1999) (Linux FreeSNVAN) Overview)

Timestep, The Business Case for Secure VPNs (1998) ("TimeStep")
WatchGuard Technologies, Inc, WatchGuard Firebox System Powerpoint (2000)
[Due to difficult Iocatin this reference, a cop has not been provided]
WatchGuard Technologies, lnc., MSS Firewall Specifications (1999) ‘
[Due to difficul ' this reference, a cap has not been rovided]
WatchGuard Technologies, lnc., Request for information, Security Services (2000)
[Due to difficult Iocatin this reference, a co - has not been rovided]
WatchGuard Technologies, Inc. Protecting the Internet Distributed Enterprise, White
Paper (February 2000) ‘
Due to difficult Iocatin this reference, a co - has not been _
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-WatchGuard Technologies, Inc., WatchGuard LiveSecurity for MSS Powerpoint (Feb. 14c1131 2000

WatchGuard Technologies, Inc., MSS Version 2.5, Add-On for WatchGuard SOHO
Releaset Notes (July 21, 2000)

' ' this reference, a cop has not been rovided]

Air Force Research Laboratory, Statement of Work for Information Assurance System
Architecture and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012)
Janua 29,1998

GTE lnternetworking 8. BBN Technologies DARPA Information Assurance Program
Interated Feasibility Demonstration (IFD) 1.2 Report, Rev. 1.0 Setember 21, 1998
BB Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April
30, 1998

Characterization (Janua 30, 2001 ~

Integrated Security Management (2000) ~ .

Information Assurance, Science FairAgenda (2000) ‘ ‘
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-Darrell Kindred et aI., Proposed Threads for IFE 3.1 (January .13, 2000) -
_IFE 3.1 Technology Dependencies (2000) -
_IFE 3.1 Topology (February 9, 2000) -

Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread
C1198 Development (January 10-11, 2000) "

_Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)
Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.2

01200 2000

Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation v.3
(2000)

01201 [Due to difficul locating this reference, a cop has not been provided]
T. Braun et aI., Virtual Private Network Architecture, Charging and Accounting

C1202 Technolo for the Internet Auust 1, 1999 VPNA

~ Network Associates Products - PGP-Total Network Security Suite, Dynamic Virtual -
_ C1203 Private Networks (1999) .

* Microsoft Corporation,’ Mic‘rosoft’Proxy Server 2.0 (1997) (Proxy Server-2.0, Microsoft-
C1204 Prior Art VPN Technolo

David Johnson et. al., A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson, Microsoft
c1205 Prior Art VPN Technolo

Microsoft Corporation, Setting‘ Server Parameters (1997 (copied from Proxy Server 2.0

C1206 TechnoloI‘CD labeled MSFT\/X00157288) (Setting Server Parameters, Microsoft Prior Art VPN -
C1207 Technolo1-—

Erik Rozell et. aI., MCSE Proxy Server2 Study Guide (1998) (Rozell, Microsoft Prior 15
C1208 Art VPN Technolo
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Appendix A: Certificate Profile for ANX lPsec Certificates. (Appendix, ANX)
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Windows NT Version 5.0 (1999) (Gauntlet NT GVPN, GVPN
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network Usefs
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C1129 in PDC DVD-ROM (DCOM Technical Overview ll)

Microsoft Corp. installing, Configuring, and Using P_PTP with Microsoft Clients and
Servers, (1998) available at ' ‘ ” ‘
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http://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservicelbcgstart.ms

' x Internet Connection Services I 4

Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available
‘ » athttp://www.microsoftcom/technetlarchive/winntas/proddocs/inetconctservice/bogstrtc.
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This application is related in subject matter to and claims priority from

provisional U.S. application serial number 60/101,431, filed on September 22, 1998.
The contents of that application are bodily incorporated herein.

BAQEGROQEQ QF THE INVEE [ION

1. [echnigal Eield

This invention relates generally to computer systems and networks. More

particularly, the invention relates to systems and methods for providing user-defined
collaborative environments for transacting business or electronic commerce.

2. Related Iggoggafion

Following hurricane Andrew, many insurance companies sought to limit their

risk by withdrawing coverage from coastal areas. While this made good sense for the
specific companies, it was not acceptable from a societal perspective. The cities,
towns, homes and businesses built near the coasts could not afford to go without
insurance, nor could the financial institutions that loaned money on these properties
afford the risk. The problem facing the insurance companies was not the absolute

magnitude of the risk, but the concentration of the risks in one area, leading to the
possibility ofvery large losses resulting from a single event.

One law firm had conceived the idea ofproviding a mechanism for insurance

companies to exchange risk. Companies with a high exposure in one area (e.g.
Florida windstorrns) could reduce their risk by ceding part ofthis to another company
with non-coincident risk (e.g. California earthquakes) and assume part of the second

company’s risk in return. A company (CATEX) was formed to conduct such trading,
but the trading rules had yet to be defined and the trading infrastructure had not yet
been developed. CATEX postulated that the key barrier to insurance risk trading was
determining the relative risk of different perils in different regions. One approach
suggested by CATEX was to try to estimate these relative risks (termed relativities)
for a broad set of perils and regions, to provide an initial basis for trading.

It was recognized, for various reasons, that this could not be done feasibly
because: general estimates of risk, rather than the risk for specific locations,
buildings, ships, etc. would be inadequate for commerce; there were many risks to
evaluate given all of the permutations of location, perils, and structure; and
companies would not be willing to trade risk based strictly on a third-party's analysis

1
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An analysis of the problem, however, indicated that estimating the relativities -
was not essential to facilitate trading, or, in a broader sense, that trading was the only

way to address the problem of insuring concentrated risk. The key difficulty
determining how to create greater efficiency in the reinsurance market, whether by
introducing new instruments (like swaps), bringing new capital to the market,
connecting more buyers to more traders, or reducing the cost ofplacing reinsurance.
It was determined that the above concept could be implemented in an electronic

trading system that could play an important role in promoting these factors, and
could, in fact, transform the reinsurance market, which is not very automated. A

system that allowed trading was developed and implemented. A more detailed
description of this system, as enhanced in accordance with various inventive
principles herein (referred to as “first-generation” complex insnument trading
technology), are provided below. More generally, as electronic commerce (and
business-to-business commerce, in particular) has grown, various companies have

developed soflware tools and services to facilitate transactions on the Internet and
over private networks. E-Bay, for example, hosts a well-known web site that
operates a transaction model (a so—called “concurrent auction”) that permits buyers
to submit bids on items offered by individuals. Lotus Notes provides a network-

oriented system that allows users within a company to collaborate on projects. _
Oracle Corporation hosts various transaction engines for clients that pay to host such
services on a web site. DIGEX Corporation similarly hosts web-based application

programs including various transaction engines. Other companies sell so-called
“shrink wrap" software that allows individuals to set up web sites that provide

catalog ordering facilities and the like.

Some Internet service providers, such as America Online, host “chat rooms"

that permit members to hold private discussions with other members who enter
various rooms associated with predetermined topics. A company known as

blueonlinecom hosts a web site that facilitates collaboration on construction projects.
Various virtual private networks have been created to facilitate communication

provided very limited fimctionality (e.g., e-mail services); are not user-defined (they
must be created and installed by system administrators); and they cannot be easily

destroyed when they are no longer needed.
2
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The aforementioned products and services are generally not well suited to .

facilitating complex electronic transactions. As one example, most conventional
services are predefined (not user-defined) and are centrally administered. Thus, for
example, a group of companies desiring to collaborate on a project must fit their
collaboration into one of the environment models provided by an existing service

provider (or, alternatively, build a custom system at great expense).

Suppose, for example, that a group of high school students needs to
collaborate on a research paper that requires soliciting volunteers for a survey on drug

use, conducting the survey, brainstorming on the survey results, posing follow-up

questions to survey participants anonymously, publishing a report summarizing the
results, and advertising the report for sale to newspapers and radio stations. This

project requires elements of communication among persons inside a defined group
(those writing the paper) and outside the group (e.g., survey participants); conducting
research (conducting the survey, compiling the results, comparing the results vdth

other surveys published by news sources; and brainstorming on the meaning of the

results); and conducting a commercial transaction (e.g., publishing the survey in
electronic formand making it available at a price to those who might be interested

in the results). No existing software product or service is available to meet the

specific needs of this research team. Creating a user-defined environment including
tools and communication facilities to perform such a task would be prohibitively

expensive. Even if such a tailor-made environment could be created, it would be
difficult to disassemble the environment (computers, networks, and software) after

the project was completed.

In short, there is a need to provide a user-defined collaborative environment

that is tailored to the needs of particular groups that conduct communication,

research, electronic transactions, and deal-making.

SQ Y OF THE, INVENTION

A first embodiment of the invention, referred to as a complex instrument

trading engine (CITE), facilitates negotiation between two or more parties. In this
embodiment, a set of negotiation tools and techniques such as anonymous email,

secure communication, document retention, and bid and proposal listing services are

provided in order to facilitate the negotiation and execution of complex instruments
such as connacts between corporations, governments, and individuals.

3
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A second embodiment of the invention, referred to as a dynamic collaborative .

environment (DCE), allows members of a group to define a dynamic virtual private
network (DVPN) environment including user-selected tools that facilitate
communication, research, analysis, and electronic transactions both within the group

and outside the group. The environment can be destroyed easily when it is no longer
needed. Multiple environments can co-exist on the same physical network of

computers.

Although the two embodiments are described separately for ease of

comprehension, it should be understood that the two embodiments share many
features and, in fact, the second embodiment could include some or all of the features

of the first embodiment in a generalized collaborative system. Consequently,

references to a specific embodiment in the following description should not be

deemed to limit the scope of features or tools included in each embodiment.

Moreover, references to specific applications, such as the reinsurance industry,

. should not be deemed to limit the application of the invention to any particular field.

BRIEF DESCQPTION OF THE DRAWINGS

FIG. 1A shows a four—step model of deal making including meeting, analysis,

negotiation, and closing the deal.

FIG. 1B shows contract formation among a group ofparties to a contract.

FIG. 2 shows a listing display system showing all offers for contracts and

responses thereto.

FIG. 3 shows details of a listing that has been selected by a user.

FIG. 4 shows one possible implementation of a reply card definition screen.

FIG. 5 shows one possible implementation of a document management

screen. 2

FIG. 6 shows one possible implementation of a screen indicating persons

having access to a shared folder.

FIG. 7 shows a list of consummated deals in the system.
FIG. 8A shows detailed information regarding a completed trade.

FIG. 8B shows a deal summary including structured and unstructured

information concerning the deal.

FIG. 9 shows a “flip widget” in a first state.

FIG. 10 shows a “flip widget” in a second state.
4
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FIG. 9A shows a more detailed example of a “flip widget” in a first state.

FIG. 10A shows a more detailed example of a “flip widget” in a second state.

FIG. 11 shows method steps that can be carried out to define, create, and

destroy an environment according to a second embodiment of the invention.

of the invention can be implemented.

FIGS. 13A through 13C show one possible user interface for creating a group

and identifying group members.

FIG. 14A shows one possible user interface for selecting group members from

1

2

3

4

5 FIG. 12 shows one possible system architecture in which various principles
6

7

8

9

1 0 one or more lists.

1 1 FIG. 14B shows one possible user interface for selecting group members by

12 composing invitations.

1 3 FIG. 14C shows one possible user interface for selecting group members by

14 composing an advertisement.

1 5 FIG. 15 shows a banner advertisement 150! displayed on a web site, wherein

1 6 the banner advertisement solicits participation in a group.

1 7 FIG. 16 shows one possible user interface for selecting communication tools

1 8 to be made available to group members.

19 FIG. 17 shows one possible user interface for selecting research tools to be

2 0 made available to group members.

21 FIG. 18 shows one possible user interface for selecting transaction engines

22 to be made available to group members.

2 3 FIG. 19 shows one possible user interface for selecting participation engines

24 to be made available to group members.

2 5 FIG. 20A shows an authentication screen for group members to gain access

2 6 to a newly created environment.

27 FIG. 20B shows a web page generated for a specific user-defined
28 environment, including tools available to group members having access to the
2 9 enviromnent.

3 0 FIG. 21 shows one possible method of generating environments in accordance

3 1 with various aspects of the present invention.

32 FIG. 22 shows one possible data storage arrangement for storing and

3 3 manipulating brain writing cards.
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DETAILED DESCRIPTION OF’ THE PREFEBEEQ EMBODIMEE! S

A. COMPLE STRUMENT TRADING ENG EMBODIME

A first embodiment of the present invention provides a second-generation
version of a complex instrument trading system. The second-generation system

includes specialized tools that were not included in the first version of the prior art

CATEX insurance trading system described above. These tools represent a

substantial improvement over the first generation and incorporate new concepts of

communications in a trading environment, and other capabilities that did not exist in

the first generation technology. In addition, it is believed that many of these tools are

also applicable to software systems other than the Complex Instrument Trading

Engine or Negotiating System (CITE) described herein. Thus, the inventive
principles are not limited to trading systems for complex instruments, nor even to

trading systems in general.

Primarily, the tools described herein ameliorate certain difficulties associated

with trading of complex instruments. Complex instruments are instruments where

there is more than one dimension for negotiation. As compared to such instruments

as securities, complex instrument transactions take longer to research and

consummate and require more extensive documentation. For example, stock trading

employs a simple instrument (a share) and negotiation focuses on one dimension
(price) while insurance contracts have many dimensions (term, price, coverage,
definitions of perils, etc.). The stock market is relatively simple to automate -- as

soon as bid and asked prices match, the deal is concluded in an instant according to

the rules of the exchange. Automation of complex trading is much more difficult,

since the parties must negotiate and reach agreement on multiple dimensions and
document that agreement using an instrument specific to the precise agreement.

Automation ofcomplex instrument trading is more difficult in every way than trading

simple instruments. I

The trading model behind the Complex Instrument Trading Engine or
Negotiating System is built around a simple, four-step model of deal making.

Referring to FIG. 1A, the steps are as follows:

1. Meeting: Potential buyers connect with potential sellers with reciprocal
interests. This connection does not mean that a deal will necessarily be concluded but

simply that the two parties have some basis for continuing discussion. In simple
6
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instrument trading, it is typically only necessary to advertise quantity and price -

offered or sought. Offers for complex instruments must include substantially more
detail and (frequently) extensive attachments or exhibits. H

2. gesearch/Analysis: Each company considers its own position and/or offer
and the counter party's position. Using information and analytic tools from various

sources, including internal resources and resources provided by or through the trading

system, each party does research and refines its position. The multiple dimensions
of complex instruments increases the analytical complexity and limits the value of
a simple market price. As indicated by the arrows in FIG. 1, this step is usually

performed iteratively with the negotiation.

3. Negotiation: Parties to the negotiation speak directly and exchange

whatever infonnation is necessary to advance the deal. As indicated by the arrows

in FIG. IA, this step is usually performed iteratively with the research step.

4. §_lgs_e: the companies negotiate and sign an instrument that documents the
deal. This can be a complete and detailed contract, or it may be a simple

memorandum. In simple instrument trading, the actual trade agreement is often

standardized by the exchange. In complex instrument trading, the agreement must

be more specific to the deal, though it is possible to use such tools and fill-in-the
blank forms.

Within a system using these complex instrument tools, trading parties can

place offers to buy, sell, or trade in a public area, and examine such offers (“listings”)
posted by others. Using advanced communications tools the parties can conduct
initial discussions to determine if a placement is possible. Using tools described

herein, the initial contact can be done anonymously.

If a deal seems possible, the system preferably provides access to the

extensive information necessary to assess the possible deal. This can include static

information (e.g. reports or data) maintained within the system, links to information

providers outside the system, online analytical tools, and links to providers of
analytical services.

For complex instruments, the process of negotiating a deal is contemplated
to be an iterative one, with successive stages of analysis and discussion. The need

for extensive communication is one of the critical distinctions between trading of

simple instruments (e.g. retail sale) and complex instruments. Complex instrument
7
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trading requires dialog and more -- exchange of documents (ofien voluminous), .

consultation with counsel and intermediaries, conferencing, and working together on

the final agreement. For electronic commerce to have an impact in complex

instrument trading, it must support and facilitate this communication, and not force

traders to fall back on methods and technology outside the electronic trading

environment.

The final step is closing the deal. The companies can negotiate a contract

online. Tools provide sample, fill-in the blank contracts and memoranda of

understanding as a starting point. Negotiators can begin with these, or they can use

one of their own. Collaborative sofiware makes it possible to display text

simultaneously on each negotiator's screen and to work on the language together.

When the contract is final, the system allows for secure, online signature, though

companies not comfortable with electronic signature for very large deals may print

a hard copy and sign it conventionally.

By creating electronic exchanges for complex instrument trading, the CITE

tools can have a fundamental and positive impact on many areas of commerce:

1. An electronic exchange makes it possible to put an offer in front of more

people more quickly than could be infonned through direct contact, even allowing

for active intermediaries or brokers.

2. Traders can advertise and conclude deals without the need for an

intermediary when they have adequate support or internal resources.

3. Through better communications, wider exposure for offers, and the first

steps towards standard contract language, electronic trading of complex instruments

can substantially reduces transaction costs.

4. With lower transaction costs, it is possible to conclude deals that were not

possible with higher overhead.

5. Through the immediate posting of the results of trades, pricing is moved

towards a market basis, reducing research and analysis costs enormously. This

speeds placement.

6. Smaller exposure means lower risk, and market pricing is an adequate

surrogate for analytically derived pricing in some circumstances. Together these

factors make it possible for traders to participate in markets or market segments in

which they would not normally do business.
8
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7. By making it possible for all companies, large and small, to talk directly.

to each other, electronic trading of complex instruments can lead to the

democratization of the marketplace increasing competition. ‘

Overall, electronic trading of complex instruments has the potential to

improve the efficiency of markets enormously, and to establish markets in areas of

commerce that are currently done through intermediaries or on a one-on-one basis.

The trading tools described herein are designed to facilitate electronic trading of

complex instruments. The first-generation complex instrument trading tools broke
\DG)\10\U'lrFUJ|\)I—‘

new ground in the extension of electronic commerce into new and more complicated

markets. The table below summarizes the areas of new and improved technology,P-‘ O

organized into the four steps of the general complex instrument trading model.

Phase First Generation Advanced

Complex Instrument Trading Complex Instrument Trading
Technolo ; PRIOR ART Techno lo 3

Meet Operates on private Operates on private network
network only or over the Internet

Post listing to a board by

Post a listing to board by filling out a form
filling out a form Listings and responses can

have attachments and

Display listing summary documents
in 8 table Display listing summary in a

table, with sorting by title,

date, market type, buy/sell,

Search listings by key or listing number.
word Search listings by keyword

Register keywords with an
electronic "agent" that

. _~ monitors listingsand sends

Post response to listing notice of relevant new
On board listings by Email

Post response to listing on
board

Send private response

(anonymously or with name
attached).

Esmbush Response can be through a
communications with "reply card" designed by the
lister by following up on trader posting a listing, to
Contact l1'1fOI'In3tlOn in Structure I-espgnses
lisungs “Smg Direct connection between

““°°““°‘?‘°d_ listings and communications
communications tools tool

I-‘ I-'
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Negotiation

Internet access to

research resources, on

line and third-party

analysis

Requires private network
Directory of contact
information for all traders

Connection between

directory and Email
client.

Directory not linked to
other components of the

system

Anonymous mail

application providing for
communications between

two individuals‘

Anonymous mail
delivered to mail client

No attachments for

anonymous mail

No system for central

repository of documents

‘ Requires private network

Online signature of

uploaded document
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Internet access to research

resources, on line and third-

party analysis
Research resources

searchable using the same

search engine and display as
used for listings.
Online dialo s / user -

Works on Internet or private
network

Directory of contact
information for all traders.

Direct connection between

directory and Email client
Direct connection between

directory and online
conferencing software

Directory linked to listings
and document management
tool

Anonymous mail application

providing for .
communications between

individuals or groups of

people working together

Anonymous mail does not

require separate Email client
software

Anonymous mail supports
attachments

Intemet-based system for

distributions and sharing of
documents.

Password and secure has

. rotection for documents.

Internet or private network

Online signature of uploaded
document

Registration I closure of deal

through a fill-in form

Provision for digital

signature and archiving of
all documents associated
with a deal

Referring to FIG. 1B, one aspect of the system within the framework of the

10
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negotiation/analysis loop shown in FIG. 1, is the ability to define one or more -

contracts, for example, in the parlance of the reinsurance trade, “slip sheets.” Various

members of a group of authorities modify the contract causing it gradually to take a

final form that is either rejected as untenable or accepted as a finalized deal. The

system exposes various aspects of the contract and attendant documents to the

appropriate participants in the transaction, also providing each with a level of

authority to add, delete, or modify dociunents as well as the evolving contract or

contracts (assuming there may be various contract templates being discussed). These

filters (filter 1 through filter 4, for example), as shown in FIG. 1B, determine the

authority of the party (Party 1-Party 4) to modify or see the data object, whether it is

a document or a slip sheet. The system combines this system offilters with signature

technology for closing the deal; that is, implementing signatures so that an

enforceable contract is generated.

A deal is like any other data object and once it is defined and entered, it

carurot be modified. Elements of the deal can be “signed” such as documents

attached to a contract (for example, Contract 1 has documents D1 and D2 attached

to (combined with) it. Together these elements, the contract and the attachments,

define the deal. Also, the entire deal 245 can be signed using a signature device

(‘\vidget”) S8. Other documents may relate to a deal but not be attached. These can

be viewed using a document manager described further below.

Listing Systg-r_n

Referring to FIG. 2, a listing screen displays all offers for contracts, for

example offer 314, as well as responses to them, for example, response 313. The

parameters of the offers and responses to them are shown in columns, the heading of

each of which may be selected to sort the listings by that heading, for example

heading 315 ifclicked would sort by the unique index number for the listing. Notice

that the responses (for example, response 313) are shown indented to indicate a series

of elements of a dialogue-thread. As indicated, the responses have a “daughter”

relationship to the parent listings. That is, listing 314 is a parent and reply 313 is a

daughter. The daughters remain in their hierarchical position beneath the parent

despite sorting by the column headings. This makes the tabular sort scheme

compatible with a threaded display, which is useful to show dialogues.

Referring now also to FIG. 3, when a user invokes a display of the details of
11
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a listing by clicking on an index hyperlink 312 to show the details of the listing, a.

user interface element displays the lister’s defined parameters of the listing. As

shown, various parameters are displayed, many of which are hyperlinked.‘ For

example, attachments 304 may be selected to display the corresponding attachments.

A detailed description 301 may be provided as well as specific instructions for

responding 302. A reply button 303 permits the user to reply. Activating the reply

button 303 will either invoke a standard public reply screen which creates a new

listing similar to the parent listing or a special reply defined by a reply card which is

further described below.

A reply to a listing can take the form of a public reply that invokes a screen

substantially the same as FIG. 3 but with blank spots for entry of reply information.

A more useful kind of response element is a reply card that can be defined by the

lister. This is because in negotiations on complex transactions such as reinsurance

contracts and, for example, pollution emission allowances, the parties with whom a

lister would be willing to trade are limited in terms of certain criteria. These criteria

will vary from one type of transaction to another.

In an active trading system, the number of listings can quickly grow to a large

number and quickly exceed the number which can conveniently be displayed in a

single table. Several capabilities are built into the system to address this problem.

First, by default, listings are presented in order fi'om newest to oldest. Second, the

sort capabilities previously described allow users to modify the standard order.

Third, the total market may be divided into subcategories. In the area of insurance

catastrophe risk, these could include categories for dififerent lines of insurance (e.g.

marine, aviation, commercial buildings). Fourth, users may enter search criteria to

identify a subsetof listings ofparticular interest.

Searching listings: A user may enter a keyword such as "hurricane" to

identify all listings that contain that word in the title, description, and (optionally)

attachments. To improve the reliability of the search, users are provided access to

a standard lexicon when composing a listing. In the first embodiment, this capability

is invoked by pressing the right mouse button while the cursor is any field of the

listing. A list of common terms is displayed. The user can select the term of

interest, which is then placed into the text of the listing at the insertion point marked

by the cursor. For example, a listing for insurance risk would typically include a
12
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field for geographic scope (i.e. the location of the properties to be insured). When .

in this field, the lexicon displayed would include terms such as "California" and

"Coastal Florida". Choosing a term from the lexicon insures uniformity of

terminology across listings and between the search engine and the listings.

"California" will be used rather than a mix of "Ca", "CA", "Calif", etc. The search

is further improved by symantic indexing. Essentially, this means that synonymous

terms are grouped, so that searches for one will find the other. A person who

searches for "California" will get listings for "Los Angeles" that do not include the

word "Califomia".

The search engine can include an agent capability. This agent capability

offers the user the option of saving a search, after the user reviews the results and

deems them acceptable. This search is retained in a library ofsearches along with the

email address of the owner of the agent. The search is retained in the library until

is it either deleted by the user when it is no longer needed or automatically deleted

in a cleanup of searches older than a certain date. Whenever a new listing is placed

on the system, all of the saved searches are executed. If the new listing meets any

of the search criteria, a message is sent to the owner of that criterion via email or

instant messaging.

A model was developed to allow a lister to define a set ofcriteria and request

a set of information from any respondents in the form of an anonymous reply “car ."

The card defines a set of requested information which may be packaged as a

document object and placed in the document manager system and connected with

each listing. A user would download the reply card and fill the card out and send it

back to the posting party.

A document object, called a reply card, is made available to a respondent

through the document manager. The respondent is permitted to retain his anonymity

as is the lister. Each may communicate with the other through an Amail system

described in more detail below. The respondent supplies the requested information

and sends the data to the lister. A system in the listing manager allows a lister to

define a reply card having any particular fields and instructions required of a

respondent. Some of the information required may be obtained automatically from

a set of default data stored on the respondent’s computer.

Referring to FIG. 4, a reply card definition screen is invoked to define the
13
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parameters of a new listing. The new listing is‘defined using a user-interface element.

looking much like FIG. 3. While the details are not critical, the definition of reply

card involves, in essence, the definition of a user-interface control such as a dialog

with radio buttons, text boxes, etc. These are definable for server-side

implementation through HTML and are well known so the details are not discussed

here. The lister defines a set of controls that allow the entry by a replying party of

the information that the lister requires. The reply card is stored as any other

information object and may be organized and accessed through the document
\O0)\lO\U'lol>bJk\)l-‘

manager described below. FIG. 4 shows a simple example of a format of a reply

card.I-‘ O

A reply card is created by a user when posting a new listing. The lister1-‘ I-'

specifies the information that must be included in a response, and the type ofl>-‘ N

information object to display for the data element (e.g. a text box, check box, radio

button). The system then creates an HTML page to collect the requested information.

When a respondent clicks "Reply Card" on the listing screen, the page is displayed.

All of the responses are automatically entered into a database created automatically

0-’ OJ

6-‘ oh

I-‘ U1

I-‘ (h

when the reply card is composed. As each respondent fills out a reply card, a new

record is added to the database of the system and the lister is permitted to view it

I-' \I

I-‘ (D

through an appropriate filter as discussed above.I-' \O

{O 0 Signature System

As business is increasingly done in an electronic environment, electronic[U I-'

signature and approval is becoming more critical. The typical electronic signatureN! to

model has focused on two aspects:

1. Electronic validation ofthe user - specifically determining that the person

viewing a dociunent on line is the authorized signatory; and

2. Validating the document being signed by a means that either prevents

IQ lo)

M uh

I0 U1

N OI

modification of a document or will reveal whether changes have been made.K) x]

Methods for validation of identity range from simple personal identificationIQ CO

numbers or passwords, to electronic signature pads, and more advanced methods ofl0 l0

biogenic validation such as fingerprint or retinal patterns. Methods for documentDJ 0

validation range from simple archiving of one or more copies in a read-only model(J P-‘

or inaccessible location to methods based on mathematical algoritluns that create aC»! to

characteristic number or alphanumeric string for a document. These strings areDJ 01

14
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termed "elecnonic signatures." Changes to the document change the electronic .

signatures. Because the signatures are much shorter than the documents, very many

documents have precisely the same signature, but the algorithms to calculate the

signature are very difiicult to invert, so that it is effectively impossible to deduce a

meaningful change to a document that will preserve a specific signature.

These two aspects of electronic signature are highly developed, but there has

been little analysis or development of the general process by which documents can

be signed.

The invention allows for secure and reliable routing of documents, for which

signatures are required, to a specified list of signatories. Unlike prior art systems,

such as ordering or accounts payable systems which have highly structured signature

procedures tailored to a specific process, the present invention provides a flexible

method and system that allows a signature-type of authority/requirement to be

attached any kind of information object. The method is sufficiently abstract, flexible,

and general that it can be applied in many contexts aside from the CITE embodiment

described in the present specification.

One signature method/device employs the following steps:

1. Registration of signatories — This process provides a register of identifiers

indicating entities with signatory authority and correlates these identifiers with the

information objects for which the signatory authority is applicable. The same register

may also be used to identify other types of authority in the system in which the

signature device is implemented. For example, document read authority,

modification authority, exclusive access to documents, etc. may also be provided in

the same register. Signature registration may be provided automatically in certain

systems where registration of, for example, read/write authority is provided since any

entity with signatory authority would in ahnost all instances, also be provided with

some other kind of authority, most notably, read authority. Thus, where the signatory

system is embedded in certain kinds of systems, it may be that no particular

additional method or device is required to implement signatory registration since an

existing register may already exist or be required for other purposes.

Registration information includes the general categories of information listed

below. Definitions of specific fields within these categories are a function of the

specific implementation of the signature system or the parent system. The following
15
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are exemplary:

1. Identity — unique identifier of the entity, the organization(s) with which the

entity is affiliated, other relevant information. i
2. Contact information — information indicating how the entity can be

reached, how documents and mail messages can be routed to the entity.

3. Security Information — a password for each class of signature as described

further below.

2. Classes of signatures — The device/method provides a variety of classes of
\D(D\)U\U'luJ>bJl\Jl-‘

signature, each associated with a unique level of approval or level of commitment.

For example, a class of signature—authority can be defined that representsI-‘ O

individuals, for example, with authority to sign contracts only below a set amount,I-' l-'

or for expenses relating only to one department of an organization, or within certainI-4 [0

time constraints, etc. The signatory system maintains this taxonomy of possiblel-' la}

signature types in a database with a unique identifier for each level of authorityI-‘ oh

defined. The system allows the creation and deletion of classes. Each class is

preferably permitted to be named and a descriptive definition attached to each class.

I-‘ U1

I-‘ O1

3. Defining a Set of Signatures - Using an appropriate user interface element, theI-‘ \I

user of the system selects an information object (for example, a document, file, or

collection of such objects) requiring signature(s). The entity originating the signature

process then identifies the entity or entities required to sign the object. The

I-‘ G)

|-' \O

N O

specification of the signers can proceed either by the selection of individuals from aIx) 9-‘

list supported by the above defined entity register. Alternatively, in an environmentto K)

where individuals are strongly bound to organizations, for example, it can proceedl\J (J

by selecting the list oforganizations that will sign and, within each organization, theIx) ob

person who will sign. The list is built by a series of selections. Afier each selectionI0 U1

from the list, the user indicates his/her desire to add the selected individual to a listto 01

of required signatories. The user interfaces provides for entries in which all theN) x!

selected signatories are required or only one of the selected signatories are required.B.) (D

For example, if more than one entity is selected from the list prior to theM 0

selection (e.g., clicking an “Add” button), the system may require a signature fromDJ O

any of the people selected, but not all of them. To require signature from everyDJ 0-‘

member of the group, the initiator may select one person, then "add", select the

second, then "add", and so on. Thus, adding a group with one “ad " command would
l6

la-J IO

U) lid
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provide an “any signature will suffice" list and adding members individually would .

require a signature from that individual or entity. Note that this technique may also

be used to define combinations of required and “any of" groups. .

For eachsigner or group of signers selected in a single “add” command, the

initiator of the signing sequence must specify the class of signature associated with

the person for the document being signed. This may be selected from a list of

signature classes (see item 2). If the specific implementation of the signature process

only supports one class of signature, the selection of class may be omitted.

4. Random or §en'a1 Order of Sigature — Afier or concurrent with the creation of a

signature list, the initiator specifies whether signatures must be in order or if a

specific order is not required. For purposes of defining the order of signature,

individuals who are selected as a group are considered as occupying a single place

in the sequence.

5. Docigent Authentication — Upon initiating a signature sequence, the information

object is authenticated by means of a secure hash algorithm. The specific hashing

algorithm is a matter of design choice or may made dependent on a user’s choice.

There are several possible hash algorithms available in the public domain. The

electronic signature produced by the secure hash algorithm is archived with the

information object in a secure repository. If the information object is, for example,

a record in a database, the contents of the record are copied to a file in delimited

format for archival purposes. If the object is a table, the table is exported prior to

archive.

6. Document Routing — Upon initiation of a signature sequence, the initiator

specifies how the signatories are to be informed. The options are:

0 No notification from the signature system

0 Email message

0 Email message with attachment of the information object.

0 Posting on a signature web site

The system accepts and implements the chosen method, which may be connected to

the signature or a single choice applied to all signatories. Alternatively, the method

of notification may be stored with the signature class definitions. In a signature

process with no required order, e-mail notice may be sent simultaneously to all of the

17
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designated individualstat the time of initiation. If the process is serial, only the first .

person may be notified. The electronic signature of the information object may be

included in an e-mail message.

7. _Accessing the signature system — The signature system can be implemented for

access via a web browser or database client-server software across the lntemet, an

intranet, a LAN, or a WAN. Access to the system will typically require a password,

but this may not be necessary on a secure network. Upon access to the system a user

will have the option to display a list of all of the information objects which he or she

has signed or is being asked to sign. For each object, the display can include the

following information:

0 Object name

0 Description of object (text, mime, size, date)

a List of scheduled signatories

o Date each person signed

0 Class of signature for each person

0 Electronic signature produced by the secure hash algorithm

If the object is available (viewable) on line, the display may also include a link to

display or download the object.

8. Validatior_i ofthe Object at Time gffiiggature — Ifthe user downloads or views the

object, the system will execute the secure hash algorithm to calculate the electronic

signature. This will be displayed so that the potential signer can compare it to the

signature calculated at the time the process was initiated. If the user has previously

downloaded the object or received it as an attachment to an Email, the user may

access the secure hash code through the signature system and apply it to the version

on the user's disk.

9. Signing a Document - After the user has determined that an information object

is authentic and that the contents merit signature, he or she can affix a signature by

authenticating his or her identity. Various means ofauthentication may be used. The

means of authentication may be at the discretion of the manager of the signature

system. Such means may include personal identification numbers, passwords,

authentication based on computer address or information stored on the signer’s

computer, third party validation using a public key or other security infrastructure,

18
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or biogenic (fingerprint-recognition, retina scan) methods.

After a document is signed, the date of signature is recorded in a database so

that the display to other potential signers is updated. If the signature process is serial,

the next person in the sequence is notified. E-mail notice can be sent to all signers

when the last signature is collected.

10. Eollow-up — At the time a signature process is initiated, the initiator can select

a time (in hours, days, or a time or date-certain) for automated follow-up. If a

document is not signed within the specified period after notice, a follow-up e-mail

can be sent as a reminder. Additional reminders may be sent at the same interval if

the object has not been signed. The reminders can be sent automatically by the

system according to user-input specifications.

1 1. Qancellation — The initiator ofa signature sequence can modify the sequence at

any time, except that a signer can not be deleted from the list once they have signed

an object.

12. Trggsfer of authority —— The individual initiating a sequence can transfer the right

to modify the list signature list to another individual in the system with appropriate

validation of identity.

Document Mgagg;

Successfully conducting commerce over an electronic network requires the

exchange not only of messages, but of substantial blocks of information in the form

of documents and data. Beyond simply transferring files fiom hand to hand, it is

often necessary for multiple parties to work on a document simultaneously or

serially, to track changes, and to maintain a record of versions. Two general

architectures have emerged for document management, which can be termed a "mail

model" and a "repository model." Under the mail model, documents are attached to

messages and circulated person to person. Under the repository model, documents

are placed in a central location. There are advantages and disadvantages to each. At

a summary level:

—Mall Model Repository Model
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Compact storage -- only
one version of a file need

to be stored. Natural

group of files on the basis
of subject or access

group. Supports good

configuration
document flow and management and version

a messaging. control.

Dating is
automatic.

Creates multiple Not push in the sense that
versions of a users are automatically

document, informed of new

confounding documents. Security
configuration model is more
management and complicated than for
version control. email. Prior

Does not easily arrangement is necessary

couple to online to access arepository.
collaboration.

Many mail servers
limit size of
attachment.

Relatively high

effort to prepare
messaes.

Disadvantages

A browser-based document management model and tool combines the best

features of repository model and the mail model, for document dissemination and

sharing across the Internet or an intranet.

General Architegtgre — The general architecture of the system combines two basic

components: (1) a database ofdirectories and documents and (2) a directory ofusers.

The directory of‘documents lists documents (of any type) contained in the system,

and folders that can contain documents or other folders. The directory of users

contains a list of individuals and organizations that can access the system, with

passwords and/or other information necessary to validateiidentity and to establish

authority.

Representation of docur_nent — The term “document" is used here in the broadest

sense of any file that can be stored magnetically or electronically. Preferably, each

file is given a unique name consisting of a string of no more than 256 characters.

Preferably, the character set is limited to those members of the ASCII character set
20
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which are displayable or printable. Thus, such codes as "escape" which have no .

visible representation, would be excluded. This is the file name that is displayed for

purposes of identifying the document to the users. There is also an actual file name
(which is not shown to users) to identify where copies of the file are stored in the

central repository. Certain other information is kept in addition to the name of the

file. This includes the following:

1. Data of creation

2. Date entered into repository

3. Person who entered the document into the repository

4. Description

5. Size of the document

6. Document type if known

7. Date of last update

8. Access password (optional) stored in encrypted form

9. File folder(s) where the document appears

10. Actual file name

In addition to the above information, data indicating whether the file is

checked-out and to what entity, and the identities of entities that have checked the

document out and returned it in the past are also stored. The term “checking out” is

described further below. These functions related to file change control and

configuration management, which are discussed later.

User database — A database contains information on all individuals who can currently

access the system or who previously had access up to an administratively determined

retention period. This database includes standard contact information including

physical and electronic addresses. Security data such as passwords and/or encryption

keys is also maintained. In a combined system such as the presently described

system, the same database or registry of users can be employed for the document

manager as for the signature system. .

fljgh level directories — The entire document management system can be divided into

a number of high level directories that the user can display, one at a time. These

include, at a minimum, a "Private" directory of files and folders visible only to the

user, and a "Public" directory of files and folders visible to all users. Additional

high-level directories can be created by the system administrator as needed. These
21
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could correspond to projects, business units, or any other logical basis. At any point .

in the use of the document management system, a user can see and select from the

high level directories to which the user has access. The name of the currently open

directoryycan be always displayed on the screen.

Qjgplayjng the contents of a high-level directog — When a user selects a high-level

directory, the repository displays a series of file folders against the lefi margin of the

active window. File folders whose contents are displayed are shown as open folders.

File folders who contents are not displayed are shown as closed folders. A folder is
\D(D\l0'\U'lJ>LAJl\Jl-‘

opened or closed by clicking a single time. When a folder is opened, the contents are

shown with an indent to indicate the parent/child relationship between the folder andl--' 0

its contents. Each folder can contain files, shown by an icon representing a printedI-' l-'

page and other folders, represented by an image of a closed folder.

Information about a folder — Information about each folder is displayed on the same

line, to the right of the folder icon. This information is as follows, from left to right:

1. Name of the folder

2. Number of files in the folder, or the word "empty"

3. Accessibility of the folder

Accessibility refers to user access rights to a folder which may private relative to the

entity that created it, restricted (limited to a subset ofpeople who can access the high

level directory), or shared (available to everyone with access to the high-level

directory). The level of access to a directory is indicated by the words "private",

l-' M

P‘ L»)

I-‘ ah

I-‘ U'|

5-’ 01

l-‘ ~l

I-‘ (1)

I-' KO

N O

N l-3

"restricted" or "shared."

If the directory is restricted, clicking on the word restricted displays a list of

N N

N («J

the entities that have access to the folder. This list is a series ofhyperlinks. Clicking

on the name ofa person pulls up detailed contact information (discussed below). The

M :5

[0 U1

objective is to facilitate communications between people with a shared interest in a

file.

Information about a file — Infonnation about a file is displayed to the right of the file

icon. From lefi to right, the first item displayed is the name. This is followed by the

word "details." Clicking on "details," causes the document management system to

Ix) O\

M \l

ID no

N KO

DJ 0

display complete information about the file (see Item 2, above), the person who

placed the document in the file, (see Item 3, above), and the person who most

la) I-‘

DJ I0

DJ (J recently modified the file.
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Information about people/entities, and the link to communications ~ Information.

about people/entities with access to the system is displayable at several points in the

document manager system:

1. by accessing the directory of users

2. when creating a new folder with "restricted" access

3. when displaying detailed information about a file (see #7)

4. when displaying information about a restricted directory (see #6)

Whenever such information is displayed, contact information from the database is

rendered along with the name. Depending on the implementation, this can include

complete contact info (multiple addresses, telephone and fax numbers, and email

addresses), or some of the contact information may be restricted, in which case it is

not displayed.

Creating a new top level folder — A new folder is created within a high-level

directory, for example by clicking a button labeled “new folder." This can bring up

a dialog in which the user assigns a name to the new folder and selects the type of

access (private, shared, or restricted) rights to be assigned. If the document is

restricted, the user specifies the entities (organizations and/or people) that can access

the folder. If the creator of the folder specifies that an organization has access to a

folder, all individuals associated with that organization may be granted access.

Folders to which a user does not have access may remain hidden or not displayed.

Alternatively, these folders can be shown with some indication that they are not

accessible, for example, by ghosting.

Functions related to a folder — Once a folder is defined, a user can execute the

following options.

1. Create a subfolder, using the same process described in 9

2. Add a document to the folder, using the process described in 11

3. Delete the folder, if it is empty

4. Modify access to the folder using the same tools used to specify access

initially

The fimctions can be invoked by, for example, clicking on the appropriate label to the

right of the name of the folder icon.

Adding a file — Users add a document using a dialog box that prompts for the

following information:
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1. Location of file - may be entered by user, or selected through a standard .

file browse dialog

2. Name to be used for the file in the repository

3. Version number or name (optional)

4. Password or encryption key (optional)

5. Description (optional)

6. Access rules (read only or read-write)

After entering the above information, the user either aborts or initiates upload.

The information listed above is recorded along with the name of the person entering

the document, and date and time.

File ogtion§ — The following functions may be provided, preferably for every file in

the system:

1. Delete (with confirmation)

2. Archive. The file is removed from main repository, but a copy is retained

outside the repository. It may be restored though manual intervention.

3. View or download: a copy of the file is brought to the user’s computer.

This file can be modified there for the individual user’s use. A modified

version can be uploaded as a new file or diflerent version of a current one, but

a file in the repository can only be replaced if the user has it checked out.

4. Check out / check in (see below)

5. Forward (see below)

6. Change Password. The old password must be entered followed by a new

password and confirmation.

7. Move: copy or more a document fromione folder to another.

The functions may be invoked, for example by clicking on a label

corresponding to the function, which can be displayed to the right of the name of the

file. Not all options are shown to all users. If an entity does not have write-access

to a file, the entity may not delete it, archive it, check it in or out, or change the

password.

Qheck in / ggheck Qut — All entities with write access to a file may check it out. By

checking the file out, the entity reserves the exclusive write to save changes to a file.

A person may not replace a file that is checked out. To check out a file, the user

selects this option from the list of functions associated with the file. The user can
24
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then enter an expected return date and a reason that the file is checked out or the .

changes to be made. This information is available to all others who can view the file.

Each check in or check out is recorded in a permanent log. After a file is checked

out, the "check out" button or link is changed to read "check in."

1

2

3

4

5 Each individual can check in only the files that he or she has checked out.

6

7

8

9

This is done by clicking "check in." The user may then upload a new version of the

file by specifying the location of the file on disk, or indicate that the version of the

file currently in the repository is to be retained. After a file is checked in, the check

button is changed back to "check out" and the file can be checked out by another

1 0 user.

11 Forwardigg — A file can be forwarded to any other user of the system. When the

12 forward function is invoked, a list of users is displayed. The sender selects one or

13 more users. Upon confirmation, a copy of the document is placed in folder labeled

14 "in box" in each recipients private directory.

1 5 Referring to FIG. 5, a main screen for the document manager creates (using

1 6 server-side scripting) a user-interface display with some ofthe features ofa Windows

17 Explorei® —type display. File and folder icons are shown along with an array

18 features arranged next to each. The similarities with Windows Explorer® fairly well

19 end there, however. Each of the properties shown next to each file/folder entry

2 0 invokes a feature.

21 A parameter object W “Details” invokes a detailed display of the

22 corresponding document object. The details can include contact information about

23 the creator of poster of the document or other data as desired. This data can be

24 hyperlinked and a return button can be provided to return the display back to the

2 5 screen shown in FIG. 5. Clicking the "details" button to the right of any document

2 6 brings up the display which can include the name, contact information, and other

27 details about the person who loaded the document into the system, similar

28 information about a person who has the document checked out, and, optionally, a

2 9 description of the document and information on its change history.

3 0 A parameter object X “Forward” simply sends the document to a selected

31 user. A selection screen can be invoked to allow selection of the recipient of the

32 document from the user registry. Of course, since most correspondence can be

3 3 handled on the server side, the user is, in reality, simply notified of the transfer and
25
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the recipient’s action to view the document simply invokes a sewer side feature to .

display the document. The document is not actually transferred bodily to the

recipient since the recipient, as a registrant logged in the user registry, can access it

through the server by requesting to do so.

A parameter object U “Check-in" checks in a document that has been checked

out. Other users may view the document, but not modify it when it is checked out.

This button is not accessible to users that have not checked the document out and

may be displayed ghosted or not displayed at all. A similar button can be displayed
\0OJ\10\UInI>l.dl\)l--‘

if a document that is not checked out may be checked out by the user authorized to

see the document manager displayed shown in FIG. 5.I-' O

A parameter object T “Download” actually transfers a copy of the documentl-‘ l-‘

to the client computer. Another object S “Delete" allows the document to be deleted.I-' N

A new document can be added by clicking “New Document” Q. These are fairlyP‘ LG

I-’ J3 conventional notions, except for their placement on the screen and the fact that each

is filtered depending on the user's rights.

Note that when a folder is created, access to the folder can be restricted to the

I-‘ U1

I-' 0\

creator, shared with everyone (in which case the folder is created in the publicl-‘ \l

directory), or shared with a select group of other users. The other users can be|-'' C0

selected by company or organization (providing access to all individuals in theI-‘ ‘O

organization) or by individual within an organization. These are all selectableN 0

through a linked selection control where if one selects a company in one selectionN l-'

control, it shows employees in the linked selection control.

A parameter object P “Shared” displays a hyperlinked page that shows all

IQ I0

5) La)

users with access rights to the document. This page allows a user that places aRs) ob

document in the document manager or a user that has pertinent modify rights, to alterN U1

the parties that have access to the document. Also, it allows a user with read-onlyIx) 0\

rights to see the list ofusers that can access that document. The names of the sharingto \l

parties are hyperlinked to invoke the user’s email client to allow fast sending of email

(which again may be performed server-side without actual transfer) or conventionally

to Q

Ix.) KO

Lu 0 or selectively. If a folder is shared, the word "Shared" appears to the right of the

folder. Clicking on "Shared" brings up the list ofperson who can access the folder,on I-‘

as shown in FIG. 6. Each name is a hyperlink to detailed contact information.

FIG. 7 shows a list of all deals that were completed through the system. The

26
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trade number (left column of the grid) is a hyper link to detailed information.

FIG. 8A shows detailed information about a completed trade. It shows the

party to the trade, the price or rate, and a description of what was traded. The

particular nomenclature is specific to a market. For insurance, for example, price is

termed rate, and the summary of a deal is the slip sheet. A complete contract can be

attached. Included documents can be downloaded to view on line. The intended

signatories to a deal are shown (there can be more than two).

If a signatory has actually signed the document electronically, the date and

time are shown. No date and time are shown for parties that have not yet signed.

The amount of information displayed on the screen is dependent on the identity of

the person viewing the screen. The viewer can be blocked fi"om viewing any

information about a deal, or certain fields, such as the contract details or the name of

signatories. ,

Note that the detail screen ofFIG. 8A would also show attached exhibits. The

FIG. 8A display is the basic device for signing deals. A similar device would be used

for signing documents.

Referring to FIG. 8B, all of the information necessary to document a deal is

pulled together through the screen below. The deal summary includes highly

structured information on parties, dates, terms, etc., as well as unstructured

information in the form of attachments. The bottom part of the page allows the

person registering the deal to designate the intended signatories. When the signers

affix their electronicsignature, they are doing so to all of the documents in the deal,

including the attachments. These are archived and protected from tampering using

secure hash technology. In this way it is possible to create a reliable, on line

electronic signature to a complex deal, without risk of repudiation.

Note that any number of exhibits can be added to the UI device of FIG. 8B

since the list scrolls from the bottom each time a second exhibit is added. The user

interface has self-explanatory elements for defining information about the deal.

Ano ous a’

For purposes of the following description, a “subscriber” is a person or entity

that subscribes to an anonymous mail system to be described below. Certain types

of negotiations and communications require anonymous initial contact, followed by

some period of anonymous discourse, leading to eventual disclosure of the parties’
27
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identities. In the course of a typical sale or business deal, the initiating party begins .

either by contacting one or more targeted potential trading partners or advertising to

a community ofpotential partners. While the identity of the initial offeror is usually

clear in any direct contact, it need not be so in advertising. In certain cases it could

be problematic for the initiating party to reveal his or her identity:

A party to a deal can have difficulty controlling the method of contact once

the party’s identity is known. If a company is known to be in the market for office

space, for example, the party may be subjected to badgering by real estate firms

outside the established bidding process. Executives of the company may be contacted

directly in an effort to influence the decision.

Disclosure of intent may adversely affect the market. If a large company

begins to acquire land in an area, the price can rise very quickly. Simple exploration

of an option can make the option more costly or even impossible.

Disclosure of intent may adversely impact the reputation or standing of a

company. An insurance company that determines that it is over exposed to a certain

peril (e. g. hurricane losses in the Southeastern U.S.) would reveal that situation to

their competitors and investors by a large public solicitation.

While anonymity can be crucial for the initiator of a deal, it can be equally

important for the respondent for the same reasons. The need for controlled anonymity

has been addressed by several methods that were initially developed for paper

communications and have been extended to analogues in telephonic and computer

communications.

0 Numbered mail boxes, including government and private

0 Communications through a mediator

0 Anonymous voice mail drops

0 The use of pseudonyms in computer e-mail and dialogs.

These methods have several serious shortcomings:

0 The method may only allow anonymity one side.
0 There is no inherent mechanism to validate the credentials and intent

on an anonymous party

0 Use of a pseudonym may invalidate its future use by associating the

name with a specific party
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0 Manually mediated communications are slow

0 The creation and deletion of pseudonyms may not be completely

within the control of the party, imposing an overhead cost (in cash or labor)

and/or delay in creating a new name

0 In most systems, a person with multiple pseudonymous mailboxes or

e-mail addresses will receive communications in several different places

(mailboxes or accounts), thus requiring multiple logons/passwords.

0 Routing of messages received anonymously requires manual

forwarding to all relevant parties by the individual with access to the

anonymous mail box or email account.

0 There is no mechanism to reveal actual identities in a secure and

mutually acceptable way.

The present invention addresses these deficiencies by providing two-way

anonymous commtmications, a central point of collection for messages sent to

multiple pseudonymous addresses, connection of multiple parties to a single

anonymous account, and a mechanism to reveal identities to all parties to a deal

simultaneously, by mutual consent. In summary, the anonymous mail system is a

server side system that allows clients to create anonymous handles on the fly. It also

allows them to share anonymous handles among multiple recipients so that the group

ofrecipients appears as a single recipient to the sender using the anonymous handle.

It is like a transparent mailing group. When mail is sent to an anonymous handle, it

is sent to all members of the group.

Multiple Systems — In contrast to the first-generation anonymous mail system, the

present system allows for multiple anonymous mail (Amail) systems. Each Amail

system operates in association with a conventional e-mail server, and uses the e-mail

server for communications with non-subscribers, subscribers to Amail systems other

than the local one, and for forwarding messages to the subscribers Email client

sofiware.

Eegistration — Subscribers to an anonymous mail system (Amail) each complete a

registration that provides:

0 Contact information (name, address, telephone number, fax, etc.)

9 Information to determine whether they the party is qualified to

29
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participate in the communications exchange. For example, if the system were .

to be used between and among real-estate agents, registrants to the system

might be required to supply a real estate license number. i
0 Association with an organization (if appropriate)

0 Additional information on the individual or organization that may be

of use to others in the Amail system to determine the suitability of the party

as a partner in negotiations.

The additional information can include such factors as credit ratings, assets, or the
\.DCO\lO\U1J>LaJl\Jl-‘

region in which the company does business. The specific information required

depends on the application. Insurance, real estate, energy marketing, etc. would allI-‘ 0

have different data of interest.I-‘ I-'

Validation — Depending on the business model and role of the organization operatingF‘ to

the Amail exchange, the organization can either accept the information provided byI-‘ L-J

the subscriber, or verify the information and provide verification as part of theI-‘ 53>

service. Upon acceptance of a subscription applications and validation of theF‘ U1

background information if necessary, the use is assigned an Amail user ID andI-' 0\

l~-' \]
password.

In the first version of the Amail system, logon was automatic from the generalD-‘ (13

application (CATEX); there was no separate user ID and password. In alternativeI-' \O

versions, the Amail system can provide its own user ID and password, with theM O

ability to bypass logon when it accessed from other applications with acceptable userI0 F‘

validation. All of the actual contact information and validation information arets) ls)

maintained in a database. Validation information was not provided in the first

version of CATEX.

Assignment of an Email addresg — Each subscriber must provide an Internet
accessible Email address or be assigned an e-mail address in the Amail system. The

first version of the Amail required that the user have an Email address on the system.

to l.rJ

I0 Ih

20 U1

to 0'!

N! x}

The new version works directly with e-mail systems other than the Amail.10 (D

Logon — Subscribers access the Amail system by connecting an Amail web page

provided either over the Internet or on an Intranet. The subscriber enters a user name

Ix) \D

DJ 0

and password. The first version of Amail was not browser-based and worked only0-! I"

over a LAN or WAN, not over the Internet or an intranet.D) N
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Avajlgble Qctions — After logon, the subscriber can access the following functions: .

0 Manage aliases

0 Compose an anonymous message

0 Read Amail messages. In the original CATEX system, the user could

not access messages from within the Amail application.

0 Log off

Managing Aliases - Aliases are directly under user control. Afier logon, a user can:

0 Add a new aliases

0 Delete an existing alias

o Create a free-form note associated with a new alias, or edit the note for an

existing alias that will be accessible to recipients from the alias.

0 Identify other subscribers to whom messages to alias should be forwarded

0 Identify other subscribers with permission to generate messages fi’om the alias

These last two features make it possible for a group of subscribers to share an alias,

allowing them share communications and work together more effectively. The user
will:

Compose §_!_1 anonugous message - Afier logon, a user can create and send an

anonymous message. After the option is selected, the system will display a message

creation screen with the following features:

1. A list of aliases currently owned by the user (i.e. created by the user and

not deleted), for the user to select the alias from which the message will

originate.

2. A subject box for the mail.

3. A list of the e-mail and alias addresses to which messages can be sent for
the user to select one or more. The original version could only send to one

alias. The user can also supply an lntemet e-mail address of system.

4. A list of the e-mail and alias addresses to which copies of the messages

can be sent for the user to select one or more. The user may also supply an

Internet e-mail address off system. The original version did not include a

“CC" feature.

5. A space where the message can be typed, allowing for users to paste text

copies form another system using the Windows-based clipboard utility.

3l
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6. A check boic to select whether the sender is willing to reveal his identify .

to the recipient on mutual consent.

7. A check box to select whether the copies ofthe message should be sent to

other subscribers who share the Alias. The original version allowed only one

subscriber to access an alias.

Delivery gfMessages — After an Amail message has been composed (see step 7), it
is delivered as follows.

1. The body of the email message is modified by adding a header including

routing information and an indication of whether the sender is willing to reveal
identities if there is reciprocal concurrence. The message would appear as shown

below. The items in italics are new since the original (prior art) version. The first

generation ofthe anonymous mail system did not allow for communications between

multiple Amail systems and, hence, did not list the Amail system name in the list of

respondents. The first generation system also did not allow for multiple recipients.
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This message was sent anonymouslyfrom alias: Amail system name: alias
The message was sent to:

Amail system name: alias

Amail system name: alias (cc)

Amail system name: alias
The sender is willing to reveal identities.

[Original body of the message]

2. If the message is sent to a specific, non-anonymous e-mail address, Amail

composes and transmits a standard Email message. The sender is listed as

“amail.admin.alias@xx)otx" where ‘5(xxxx” is the address ofthe standard mail server

supporting the mail system. Off-system access was not a feature of the first version.

3. If a message is sent to an alias on the local or any other related Amail

system, and the owner of the alias has an off system email address, a message is sent

as in step 1, above, In addition, however, the message is stored in an Amail message

database for access through the Amail system interface. The original version did not

have an Amail message database.

4. If a message has been sent to an alias for which there is no associated

conventional mail account, the message is stored in the Amail message database. The

Amail message database contains a repository for all messages, listing the

subscriber(s) associated with the alias to which the message was addressed. The

database contains the message (including sender, addressees, and ccs), date and time

of transmission, and the alias of the subscriber to which the message was sent. The

original version did not have an Amail message database.

5. If the option was checked to send copies to other that share the alias (see

above), copies of the message are placed in the message database for the subscribers

associated with each of the aliases.

Rggeipt of Messages — Messages sent from the Amail system can be received in a

standard e-mail client by Amail subscribers and non-subscribers.

Amail subscribers can also receive messages through an Amail reader

interface. All messages received are placed in the Amail message database (see

above). Since an alias can be associated with more than one subscriber, the Amail

message database can list more than one subscriber as an "owner" of the message

even if it was sent to only one alias. When a user logs on and selects the option to
33
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read Amail messages (see above) the messages are rendered as an HTML page .

through a browser. Messages to all of the aliases associated with the user are

displayed. Each message has a hotlink to respond to send a message back to the
sending alias. Each message also has a link to display the background and validation

information and note associated with the alias (see above). The original version did

not provide an Amail viewer nor did it provide for display ofvalidation information.

Regpondigg from off System from Amail — Individuals from off system can respond

to Amail messages using the standard reply feature of their mail server. Messages
\O(D\lO'\U1o¥>bJ!\)r-I

will be returned to the reply address (see above). Messages received by the

conventional e-mail server supporting the Amail system will forward the message to0-‘ O

the Amail message repository for the alias listed in the return address. Responding5-‘ I-'

from a standard Email client was not provided in the original version.

Flip W1dget

Increasingly, computer applications are delivered through browsers over the

I-‘ l\)

I-‘ (J

0-‘ 35

F‘ U1 Internet or an intranet. There are many design considerations in building a system

D-' 0\ for browser delivery in contrast to delivery as conventional client server application.

Two related considerations are the graphic richness of a browser screen and the time0-‘ x1

0-‘ (D lag to render a new screen. Partly because good web pages contain complex graphics

and partly because the Internet can be a relatively slow network, it is important toD-' \.O

design a web application to make few unnecessary wholesale screen changes. It isIx) C

more economical from the perspective ofdata transmission and, hence, from responseIx) I-’

time, to create a “flat” rather than “deep" hierarchy of screens, and change only the[U K)

IQ DJ
part of a screen that is minimally necessary.

For example, it is better in a data query to provide a single screen that allowsNI 13>

a user to specify astate and city within the state than to provide a first screen for the

state, followed by a second screen for the city. As the function of screens becomes

(0 U1

[0 0'!

more complex, however, it becomes an increasingly difficult challenge to fit all ofI0 \I

the options onto the screen (particularly when a useriselects a lower screenls) (1)

resolution) and while maintaining a clean appearance. The invention described here

provides a tool that allows the Internet application developer to display an effectively

unlimited number of options in a very small space using a very familiar and intuitive

K) \.0

L») 0

(J P‘

bi) [0 display feature.

Ap‘peargce — The “Flip Widget” tool renders a graphical object representing two
34
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rows of file folders, overlapping. The labels on the front row are visible, the labels .

on the second row are obscured by the fiont row of tabs, but the edges of the apparent

back tabs are visible. The number of the apparent tabs displayed in each row is a

function of the screen resolution and the length of the longest label entered by the

user.

fl he Elig jab - In one embodiment, the rightmost tab on the front row is labeled

“FLIP". When a user actuates this tab, the response is as described below.

Database oflabels and links — In creating the display, the application programmer

enters a set ofpaired values. Each pair consists of(1) text of the label to be displayed

and a tab, and (2) the name of an HTML link, either within or external to the page to

be rendered when the tab is selected.

g£t_i9_n_— Upon rendering a page containing the flip widget, the two-row tab display

shows the first “n” options from the list of labels and links. The value of “n”

represents the maximum number that can be displayed while allowing room for the

flip tab. Upon clicking any of these tabs, the corresponding link is executed. Upon

clicking the flip tab, the two-row tab display is changed to reflect the next “n" options

from the list of labels and links, retaining the flip tab on the right. If there are fewer

than :1 options remaining, the flip widget will either display the last n options, or

whatever number remain supplement by as many options are needed from the start

ofthe list. Clicking the flip tab when the list has been completed starts the cycle over

again with the first option.

Referring to FIGS. 9 and 10, a flip widget in a first state is shown in FIG. 9.

In the first state, any of the tabs A through E can be selected and the corresponding

set of controls displayed. For example, in FIG. 9, tab B has been selected and the

controls 430-432 are displayed. Ifthe flip tab 410 is selected, a next row of tabs is

brought forward so that the display appears as in FIG. 10 with tabs F through J

showing. In FIG. 10, tab G has been selected and the corresponding controls 435-

437 are displayed. I

FIGS. 9A and 10A show a more detailed example ofhow a flip widget can be

used to organize functions available to a user. For example, suppose that one

application is a commodity futures trading system that permits a user to execute

trades, review prices, and obtain other information relating to various metals such as

gold, silver, and platinum. As shown in FIG. 9A, for example, controls or functions
35
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430, 431, and 432 (e.g., execute a trade, review current prices, and the like) are .

associated with a “gold” category and can be invoked easily when that category is at

the forefront of the flip widget as shown. Clicking one of the other tabs (e.g., silver

tab 400) would bring the functions associated with that category to the forefront

while allowing the user to readily select other categories visible behind the front.

Clicking “other markets" tab 410 would change the selection of front-row tabs to a

different set ofcategories, as shown in FIG. 10A. The “other markets” tab 410 could

be continually clicked to rotate through a plurality of groupings of markets, each

having a set of functions or controls associated therewith. “

A flip widget can be implemented in conjunction with the first or second

embodiments of the present invention in order to permit many difierent functions to

be displayed in a small screen space. The flip widget is a deviceto organize many

different functions in a logical way, and can be used as a tool for building an interface

to multiple applications. As one example, in a DCE (described in more detail

below), there may exist u functions (e.g. bulletin boards, chat rooms, e-mail, a-mail,

transaction engines, and the like) the specific availability ofwhich can be defined by

a user who creates the collaborative environment. This collection can change over

time. Accordingly, the interface cannot be “hard coded" for a particular user.

One way to represent an indefinite (and potentially large) number of functions

in a small space is with tabs resembling a file folder, with a graphic element

representing hidden cards, implying that the user can reach the functionality on the

cards by paging (i.e. flipping) to them. The flip widget makes it possible to provide

a link to a list of applications maintained in a database rather than requiring that they

be hard coded. Prograrnming logic for storing folder labels in a database, linking

those labels with associated functions and activating them using browser-type

buttons, and for performing the display features described above, are conventional

and no fitrther elaboration is necessary. Although the "flip widget” provides one

method of structuring a user interface to structure a user’s view of application

functions, other methods can ofcourse be used.

B. D C C L TIV ENVIR NT

In a second embodiment of the invention, a dynamic, user-defined

DIME

collaborative enviromnent can be created in accordance with a set of tools and

method steps. As explained previously, this system differs significantly from
36
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conventional networked environments in that: (1) the environment (including access .

and features) is user—defined, rather than cennally defined by a system adrninisnator;

(2) each environment can be easily destroyed after completion of its intended
purpose; (3) users can specify a group ofparticipants entitled to use the environment

and can define services available to those participants, including offering

participation to unknown potential users; (4) the networked environment (including

access features and facilities) can cross corporate and other physical boundaries; and

(5) the environment offers a broad selection of tools that are oriented to

communication, research, analysis, interaction, and deal-making among potential

group members. Moreover, in a preferred embodiment, the environment is

implemented using web browser technology, which allows functions to be provided

with a minimtun ofprogramming and facilities communication over the Internet.

FIG. 11 shows various method steps that can be carried out to define, create,

and destroy an environment according to a second embodiment of the invention. The

term “enviromnent” as used herein refers to a group of individuals (or computers,

corporations, or similar entities) and a set of fiinctions available for use by that group

when they are operating within the environment. It is of course possible for one

individual to have access to more than one environment, and for the same functions

to be available to different groups ofpeople in different environments.

The process of creating a collaborative environment involves the migration

of tools and information resources available in the library of the environment

generator into a specific collaborative environment. The collaborative

environment can include / link_ to any application available to the environment

generator. It can also include applications specific to the environment provided

that theses are accessible through Internet protocols.

Underlying the environment is a directory of users, information about

users, and their authorities. The core structure for the environment user database

should conform to a directory standard - typically DAP (Directory Access

Protocol) or LDAP (the lightweight directory access protocol). The environment

generator has access to its own directory of users and to the user directories of the

environments it has generated. The directory of an environment can be populated

initially by selecting users from the environment generator’s directories. These

are added to the directory of the environment in one of two ways depending on the
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specific implementation. Directory records can be copies from the environment

generators user database to a separate database for the environment or a flag can

be added to the user data record in the environment generators users database to

indicate that the user has access to the environment. The second, simple model is

useful when all users in an environment have equal authority. A separate user

database (directory) is necessary for an environment when the environment has its

own security / authority model.

Additional members can be added through a set of standard application /

subscription routines. These then become known to the environment generator (as

well as the specific environment) providing the foundation for greater speed and

efficiency in creating subsequent environment.

Beginning in step 1101, a new group is created by identifying it (i.e., giving

it a name, such as “West High School Research Project,” and describing it (e.g.,

providing a description of its piupose). The process ofcreating a group and defining

functions to be associated with the group can be performed by a user having access

to the system without the need for system administrator or other similar special

privileges (e.g., file protection privileges, adding/deleting application program

privileges, etc.). In this respect, environments are, according to preferred

embodiments, completely user-defined according to an easy-to-use set of browser-

driven user input screens. The principles described herein are thus quite different

fi'orn conventional systems in which a central system administrator in a local area

network can define “groups” of e-mail participants, and can install application

programs such as spreadsheets, word processing packages, and the like on each

computer connected to the network. Moreover, according to various preferred

embodiments, the facilities provided to group members can be provided through a

web—based interface, thus avoiding the need to install software packages on a user’s

computer.

It is also contemplated that various methods ofobtaining payment for creating

or joining groups can be provided. For example, when a new environment or group

is created, the person or entity creating the group can be charged a fixed fee with

payment made by credit card or other means. Alternatively, a service fee can be

imposed based on the number of members that join, the specific functions made

available to the group, or a combination of these. Moreover, fees could be charged
38

SUBSTITUTE SHEET (RULE 28)



809

WO 00117775

6-‘

O\.O03\lO\U1o3>lA!l\Jl-‘
I-' 1-"

I-' N

|*-' LG

1-‘ ID-

9-‘ U1

I-‘ 0'!

I-‘ \I

I-' 03

I-‘ KO

M O

[U D-‘

M M

I\) L»)

I0 03>

N U’!

M 01

I0 \I

M oo

N \O

UJ 0

la) 1-‘

(.11.! IO

U.) L»)

PCT/US99/2 I 934

to members that join the group. The amount of the fee could also be based on the .

length of time that the environment exists or is used.

Although not specifically shown in FIG. 11, step 1101 can include the step

of creating a new entry in a database table (e.g., a relational or object-oriented

database) to store information concerning the new group and the environment in

which the group will operate. Database entries related to the group, including some

or all of the information described below, can be created as the environment is

defined. It is assumed that one or more computers are linked over a network as

described in more detail below in order to permit the environment to be created, used,

and destroyed, and that a database exists on one or more of these computers to store

information concerning the environment.

In step 1102, the group members are identified. According to various

embodiments, the group members can be identified in three different ways (or

combinations thereof), as indicated by sub-steps 1102a, 1102b, and 1102c in FIG. 11.

It is contemplated that group members can span physical networks and computer

systems, such as the Internet. Consequently, group members can include employees

of different corporations, government agencies, and the like. In contrast to

conventional virtual private networks, both the group members and the functions

made available to those group members are entirely user—selected, thus permitting a

broad range ofpersons to easily create, use, and destroy virtual private networks and

associated functionality.

First, in step 1102a, group members can be identified by selecting them fi’orn

a list of known users that are to be included in the group. For example, within a

corporation or similar entity, a list of internal e-mail addresses can be provided, or

an electronic version of a phone list or other employee list can be provided. If the

hosting computer system is associated with a school, then a.1ist of students having

accounts on the computer (or those in other schools that are known or connected to

the host) can be provided. From outside a corporate entity, users can be selected

based on their e-mail addresses (e.g., by specifying e-mail addresses that are

accessible over the Internet or a private or virtually private network). In this step, the

environment creator specifies or compels group members to belong to the group.

Second, in step 1102b, group members can be invited to join the group by

composing an invitation that accomplishes that purpose. For example, a group
39
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creator may choose to send an invitation via e-mail to all members of the corporation, .

or all members of a particular department within the corporation, all students in a

school or region, or members of a previously defined group (e.g., the accounting

department, or all students in a particular teacher's class). The invitation would

typically identify the purpose of the group and provide a button, hyperlink, or other

facility that allows those receiving the invitation to accept or decline participation in

the group. As those invited to join the group accept participation, their responses can

be stored in a database to add to those members already in the group. Invitations

could have an expiration date or time afier which they would no longer be accepted.

As invitees join the group, the group creator can be automatically notified via e-mail

of their participation.

Third, in step 1102c, group members can be solicited by way of an

advertisement that is sent via e-mail, banner advertisement on a web site, or the like.

Persons that see the advertisement can click on it to join the group. It is also possible

for advertisements to have a time limit, such that after a predetermined time period

no more responses will be accepted. The primary difference between advertising

participation in a group and inviting participation in a group is that invitations are

sent to lcnown entities or groups, while advertisements are displayed to potentially

unknown persons or groups.

It will be appreciated that group members can be selected using combinations

of steps ll02a, 1102b, and 1102c. For example, some group members can be

directly selected from a list, while others are solicited by way of invitation to

specifically identified invitees, and yet others are solicited by way of an

advertisement made available to unknown entities.

In step 1103, the functions to be made available to the group are selected. For

example, the group can be provided with access to an auction transaction engine; a

survey tool; research tools; newswires or news reports; publication tools; blackboard

facilities; videoconferencing facilities; and bid-and-proposal packages. Further

details of these facilities and tools are provided herein. The group creator selects

from among these functions, preferably by way of an easy-to-use web browser

interface, and these choices are stored in a database and associated with the group

members. Additionally, the group creator can specify links to other web-based or

network-based applications that are not included in the list by specifying a web site
40
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address, executable file location, or the like. The group creator can also define shared ,

data libraries that will be accessible to group members.

In step 1104, the enviromnent is created (which can include the step of

generating a web page corresponding to the group and providing user interface
selection facilities such as buttons, pull-down menus or the like) to permit group

members to activate the functions selected for the group. In some embodiments,

access to the group may require authentication, such as a user identifier and password

that acts as a gateway to a web page on which the environment is provided. Other

techniques for ensuring that only group members access the group functions and

shared information can also be provided. A web page can be hosted on a central

computer at an address that is then broadcast to all members of the group, allowing

them to easily find the environment.

In step 1105, group members collaborate and communicate with one another

using the facilities and resources (e.g., shared data) available to group members. In

the example provided above, for example, a group of high school students

collaborating on a school research project could advertise for survey participants;

conduct an on-line survey; compile the results; communicate the results among the

group members; brainstorm about the results using various brainstorming tools;

conduct a videoconference including group members at various physical locations;

compile a report summarizing the results and exchange drafts of the report; and

publish the report on a web site, where it could optionally be offered for sale through
the use of an on-line catalog transaction engine. The group could even contact a

book publisher and negotiate acontract to publish the report in book form using bid

and proposal tools as described herein.

In step 1106, afier the environment is no longer needed, it can be destroyed

by the person or entity that created the group. Again, in contrast to conventional

systems, the destruction of the environment is preferably controlled entirely by the

user that created the environment, not a system administrator or other person that has

special system privileges. Destruction of the environment would typically entail

deleting group entries from the database so that they are no longer accessible.

FIG. 12 shows one possible system architecture for implementing the steps

described above. As shown in FIG. 12, an Internet Protocol-accessible web server

1201 is coupled through a firewall 1202 to the Internet 1203. The web server includes
41
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an environment generator 1201a which can comprise a computer program that ,

generates user-defined environments as described above. Further details of this

computer program are provided herein with reference to FIG. 21.

Web server 1201 can include an associated system administrator terminal

1204, one or more CD-ROM archives 1205 for retaining permanent copies of files;

disk drives 1206 for storing files; a database server 1207 for storing relational or

object-oriented databases, including databases that define a plurality of user-

controlled environments; a mail server 1208; and one or more application servers

1209 that can host application programs that implement the tools in each

environment. Web server 1201 can also be coupled to an intranet 1210 using IP-

compatible interfaces. Intranet 1210 can in turn be coupled to other application

servers 1211 and one or more user computers 1212 from which users can create,

participate in, and destroy environments as described herein, preferably using

standard web browsers and IP interfaces. Web server 1201 can also be coupled to

other user computers 1217 through the Internet 1203; to additional application

servers 1215 through another firewall 1216; and to another IP-accessible web server

1213 through a firewall 1214.

It will be appreciated that the system architecture shown in FIG. 12 is only

one possible approach for providing a physically networked system in which user-

defined network environments can be created and destroyed in accordance with the

principles of the present invention. It is contemplated that application programs that

provide tools used in a particular user—defined environment can be located on web

server 1201, on user computers 1217, on application servers 1215, on application

servers 1209, on application servers 1211, or on any other computer that provides
communication facilities for communicating with web server 1201. It will also be

appreciated that web pages that provide access to each user-defined environment

need not physically reside on web server 1201, but could instead be hosted on any

of various computers shown in FIG. 12, or elsewhere.

Reference will now be made to exemplary steps and user interfaces that can

be used to carry out various principles of the invention, including steps of creating

a group. selecting group members, and defining functions to be made available to

group members in the environment.

FIGS. 13A through 13C show one possible user interface for creating a group
42
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and identifying group members. In FIG. 13A, a user gains access to an environment _

creation tool by way of an authentication process. This may be a simple usemame

and password device as shown in FIG. 13A, or it could be some other mechanism

intended to verify that the user has access to the environment creation tool. In the

case of a corporation, school, or other entity that already provides a log-in procedure

to access the entity’s network, such log-in procedure could serve to authenticate the

user for the purpose of creating a new environment. It should be appreciated that

user authentication is not essential to carrying out the inventive principles.

Moreover, although it is contemplated that for ease of use (and to minimize

programming) web browsers and web pages be used to receive user~defined

information to create each environment, other approaches are of course possible.

In FIG. l3B, the user is prompted to create a new group by supplying a group

name (e.g., “Joe’s Homework”) and a brief description of the group. This

information is preferably stored in a database file and associated with group members

and functions available to those group members.

In FIG. 13C, the user is prompted to identify group members. As described

previously, group members are preferably identified in one of three ways (or

combinations of these): (1) selection from a list of lcnown group members; (2)

inviting known candidates to join the group; or (3) advertising for new members.

When the user clicks one ofthe options in FIG. l3C, he or she is prompted to supply

additional infonnation as shown in FIGS. 14A through 14C.

Beginning with FIG. 14A, for example, group members can be individually

specified by entering an e-mail address (e.g., an internal or external e-mail address)

in a text form data entry region and/or by selecting from a previously known list.

This screen permits the user to compel attendance in the group by specifying names

and/or e-mail addresses to which group messages will be sent. All those added to the

group in this manner will be provided with access to the environment corresponding

to the group. Aliases and pre-defmed groups could also be specified as the basis for

membership (e.g., all those in the accounting department of a corporation, or all

students in a high school).

Each member of a group might have a group email account, or they may use

an off-system email account. Off-system email addresses can be maintained in a

database of users. Mail sent to the group email address is preferably forwarded off-
43

SUBSTITUTE SHEET (RULE 26)



814

wo oo/17775 ' _ PCTIUS99/21934

system, protecting the actual email address of the person unless that person wishes _

to give out that address. New members can be added until the group is completed.

Although not explicitly shown in FIG. l4A, it is contemplated that new members

can be added to a previously defined group after the environment has already been

When group members are selected or specified, the user creating the

environment can also create a password for each user in the group in order to enable

1

2

3

4

5 created.
6

7

8 those in the group to access the environment. Alternatively, when a user visits the
9 environment, the enviromnent can retrieve a “cookie" from the user’s computer to

10 determine whether the user is authorized to access the environment. If no cookie is

1 1 available, the user could be prompted to supply certain authentication information

12 (e.g., the company for whom he or she works, etc.) In yet another approach,

13 authentication could occur by way of e-mail address (i.e., when the user first visits

14 the environment, he or she is prompted to enter an e-mail address). If the e-mail

1 5 address does not match one of those selected for the group, access to the environment

1 6 would be denied.

1 7 Turning to FIG. 14B, prospective group members can also be “invited" to join

1 8 the group. The user creating the environment can specify one or more e-mail

1 9 addresses to which an invitation will be sent. The invitation can be a simple text

2 0 message, or it could be a more sophisticated video or audio message. An expiration

2 1 date can also be associated with the invitation, such that responses to the invitation

22 received afier the date will not be accepted. Software resident in web server 1201

2 3 (FIG. 12) receives responses to the invitations and adds members to the appropriate

24 group or drops them if the expiration date has passed or the prospective group

2 5 member declines participation. Prospective members can join the group by sending

2 6 a reply with a certain word in the message (e.g., “OK” or “I join”); by clicking on a

2 7 button in an e-mail message; or by visiting a web site identified in the invitation.

28 Turning to FIG. 14C, group members can also be solicited by creating an

2 9 advertisement directed primarily at potential group members that are unknown. The

3 0 advertisement could include, for example, a banner ad comprising text, video, and/or

3 1 audio clips. The graphic should conform to the size designated for the ad on the web

3 2 page. The ad could be posted on a web site by uploading the graphic through a web

3 3 interface and, optionally providing a URL on the screen ofFIG. 14C to link to if the
44
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advertisement is clicked. Software on the group page can render advertisements on .

a page either (a) every time the page is displayed, (b) in rotation with other ads; or

(c) when characteristics of the user match criteria specified for the ad.

The advertisement can include an expiration date afier which responses would

no longer be accepted. Advertisements could range from the very specific (e.g., an

advertisement posted on a school's home page advertising participation in Joe's

research project on drug use at the school) to more general (e.g., an advertisement

that says “we’re looking for minority contractors looking to establish a long-tenn

\O(l3\)0\UlJ>hJI\)|-‘
relationship with us" that is posted on web sites that cater to the construction

I’-‘ 0 industry.

A qualification option can also be provided to screen prospective groupi-‘ F‘

members. For example, if an advertisement seeks minority contractors to participateI-‘ N

on a particular construction project, selecting the “qualify" option would screenI-' 0)

responses by routing them to the user that created the group (or some other authority)

before the member is added to the group. Those responding to the advertisement

F‘ J5

P‘ U1

could be notified that they did not pass the qualifications for membership in theD-' G\

0-‘ \l group, or that further information is required (e.g., documents evidencing
I-' (D qualifications) before participation in the group will be permitted. Alternatively, an

automatic qualification process can be provided to allow a prospective member tob-‘ \D

join if the person fills in certain information on the response (e.g., e-mail address,[0 O

birthdate that meets certain criteria, or the like).

As shown in FIG. 15, a banner ad displayed on a web site invites minority

I0 0-4

20 N)

contractors to join a group that bids on information technology contracts. Thosets) DJ

interested in the advertisement click a button, which leads them to another site (not(0 oh

shown) requiring that they provide certain information (qualification infonnation,I0 U1

I0 0\ name, age, company registration information, etc.) This information is then
Is) \1 forwarded to web server 1201 which either pre-screens the information according to

pre-established criteria, or notifies the user creating the group that a prospective[U (D

member has requested access to the group. In the latter case, the user could screenM \O

the applicant and grant access to the group.

FIG. 16 shows one possible user interface for selecting communication tools

(J 0

la) 9-"

to be made available to group members. This screen can be presented to the userU’ to

creating the environment afier the group has been identified and its membersDJ OJ
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selected. It is contemplated that a variety of communication tools can be provided, .

including a bulletin board service; advertisements; white pages (e.g., a listing of

members, their e-mail addresses, telephone numbers, and the like); yellow pages

(e.g., a listing of services or companies represented by group members, with

promotional and contact information); document security (e.g., shared access secure

document storage services); anonymous e-rnail (described above with respect to the

first embodiment); threaded dialogs; a group newsletter creation tool;

videoconferencing; and even other user-provided applications that can be specified

by name and location (e.g., URL). Details of these services are provided below.

According to various preferred embodiments,. dynamic collaborative

environments are designed to integrate tools from multiple sources provided that they

are web-accessible (i.e., they operate according to Internet Protocol and/or HTML-

type standards). The categories listed above provide a reasonable taxonomy of the
tools necessary for collaboration, but this list can be extended to include virtually

every class of sofiware such as computer-assisted design, engineering and financial

analysis tools and models, office applications (such as word processing and

spreadsheets), access to public or proprietary databases, multimedia processing and

editing tools, and geographic information systems. The following describes some

of the communication tools that can be provided:

figlletjn boards. A bulletin board (see, e.g., FIG. 2) lists notices posted by

group members, which may be offers to buy or sell, but need not be limited to such

offers. Many types of bulletin board services are of course conventional and no

further discussion is necessary in order to implement one of these services.

Nevertheless, in one embodiment the following data items (attributes) can be

provided for each notice appearing on the bulletin board: an item number, a title, the

date posted, and one or more special attributes defined by the user. The attributes

may include a field to indicate whether a listing is a “buy” or “sell “ offer. The board

can be provided with an integrated sorting capability. By clicking on the heading

ofeach column, the user can sort the entries in, alternately, ascending or descending

order. Thus, it is possible to organize the records from oldest to newest or newest to

oldest, or to separate buy and sell offers. To limit the values on a board, a search

capability can also be provided, such that only those entries that meet the search

criteria are displayed.
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Advertisements. In a typical environment of a dynamically created network .

there are a number of fixed places for advertisements — the top of a page for a banner,

the bottom of a page for a banner, and space on the side for small ads. The creator

of the environment may choose to use none, any, or all of these spaces for

advertisements. Once a space is designated for advertising, group members may

place adds by completing a template that provides payment information (if required),

the text for the ad (any standard image format), and a link to be executed if the ad is

clicked by someone viewing the ad.

Each user is responsible for providing functionality behind the link. The ad

may be displayed persistently (every time a page is displayed), in rotation with other

ads for the same place, or may be triggered on the basis of user characteristics

including purchasing history. Revenue can be collected for placement (fixed price

regardless of how many times an ad is displayed), per time that the ad is displayed,

or per click on the ad. The virtual private network provides the front-end to facilitate

online placement of the ad. Display can be done by linking pages to standard ad

display code, available off the shelf from several sources. This code provides for

rotation of the ads. Sofiware for customization (i.e. choosing the ad based on user

characteristics) is available commercially from several sources.

White pages. White pages provide a comprehensive listing or directory of

members with information about them and information regarding how to contact

them. Various types ofcommercially available software can be used to manage such

directories, and it is elementary to code typical directories that have fixed contents

for each member.

A web-accessible directory can be used in accordance with various

embodiments of the invention. One type of directory that can be provided differs

from directories having fixed structures. The key differences are as follows:

(a) User control over infoggatign Users enter and maintain their own

information directly, rather than through a central organization. This provides more

immediate update of data and reduces transcription errors. It makes it simple, for

example, for people to change their phone number when they are temporarily

working at another location.

(b) Multiple points for gualigg contgol. The data regarding each user can be

displayed to the user periodically (e.g.30, 60, and 90 days), and the user prompted to
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update and verify the data. A feedback capability can be provided for members of .

a group to report errors they find. Email addresses can be “pinged" periodically to

determine if they still exist. In addition, server management staff can periodically

review accounts that have had recent activity.

(c) Qbject structure. A directory entry consists of a collection of data

elements. These elements include such things as name for addressing (Dr. John D.

Smith), sort name (Smith, John D), or primary work telephone (800-555-1212).

Traditional mail systems have a fixed number of rigidly formatted elements. In one
\D(D\)O‘IU‘ln¥>(a-Dix)!-'

embodiment. a more flexible approach can be used in that individuals identify which

elements they wish to add to the collection comprising their directory entry. ForI-‘ 0

example, aperson can add 3, 4, 5 or more telephone numbers attaching a note to eachIt-4 Pd

explaining its use (e.g. “for emergencies after 8PM”).I-" [0

(d) Direct link to communications tools. Where a directory refers to a contact0-‘ U)

l-' 95 method (e.g. a telephone number), the method can be invoked directly from an entry
I-4 U1 if the necessary sofiware is available. For example, phone number can be dialed,

email messages initiated, or a word processing session initiated with letter andI-‘ O'\

envelope templates, preloaded with address information.0-‘ \l

(e) Descriptive information. In addition to contact information, each directoryIt-‘ on

can contain information describing the entry (individual or business). TheI’-" \O

description can be different in each group or it can be the same. The descriptive isN! 0

free form, with the exception that the user may drop in terms from a group-specificI0 I-‘

lexicon. This lexicon can include terms specific to the industry (e.g. “fuel system”)N l\)

for the automotive industry, or preferred forms of standard terms (e.g. “California"

rather than “CA”, “Ca”, or “Calif.”). Standardization of terms in this way makes

IO U)

[0 Ab

search the directory more reliable.

Xellow pages. Conventional “yellow pages” products provide a one level

classification of directory entries designed to facilitate identification of and access

Ix) U’!

N G'\

N \l

to an individual or organization with specific interests and capabilities. Within(0 G)

[U \D industries, and particularly online, multi-level hierarchical directories are common,

DJ (3 with the multiple levels providing more precise classification. There are numerous

commercial products for maintaining online yellow page type classification systems.la! 0-‘

Any web-accessible directory can be connected to a DVPN group. Ala‘ IQ

preferred method offered with the system integrates the classification system with the
48
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descriptive field in a directory entry. Every time a standard term pertaining to a .

classification is pulled from the lexicon, the entry is added to that classification in the

hierarchical sort. In addition to hierarchical access, this correspondence between the

traditional hierarchical sort and the free-forrn description with standardized terms

makes it possible to access records via search rather than browsing the hierarchy.

Searching makes it possible to identify an organization with multiple capabilities

(e.g. “brake repair" and “frame straightening“). This search capability is much like

a general web-search using a tool like AltaVista’s or Inktomi’s search engine and can

use the same search engine, but differs in that material being search is in a precisely

defined domain (group members), the information being searched is limited and

highly quality controlled (i.e. group directory entries), and has a precision rooted in

a precise vocabulary (the lexicon used in preparing the description).

Document repositom. Any commercial web-enabled document repository

can be integrated into a group. Examples are Documentum and PC DOCS. An

improved version offered specifically with the DVPN package was described above.

Document securig. Within the document repository various tools can be

provided to protect the security ofdocuments. These include (1) limiting access to

a document to certain people or groups; (2) only displaying the directory entry for

documents to people who can access it; (3) password protection; (4) encryption; (5)

secure archive in read only mode on a third—party machine; (6) time—limited access

and (7) a secure hash calculation.

All of the above are conventional except for time-limited access and the

secure hash calculation. Software for limiting access to a document to a certain

period is available from lntertrust, among others. A secure hash is a number that is

characteristic of - the document calculated according to a precisely defined

rnathernatical algorithm. There are several secure hash algorithms, and implementers

can develop their won. They are “trap door” in nature. That is, the calculation can

be performed with reasonable effort, but the inverse of the function is

computationally intractable. The classic example of a trap door function is

multiplication of very large prime number (on the scale of hundreds of digits). The

product can be calculated with relative case, but factoring the product (the inverse

function) is very time consuming, making if effectively impossible with generally

available hardware. This method is used in public key encryption, but can be applied
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equally well in secure hash, though other trap door functions are preferred, in
particular, the one specified by the U.S. Department ofCommerce as FITPS standard
180. Code to implement this standard can be developed from published algorithms.

Anonyngous e-mail (described above with respect to the first embodiment);

a specific topie,.added serially, not in real time. They are threaded in the sense that
new topics can branch off from a single topic, and topics can merge. According to
one embodiment; threaded dialogs differ from conventional news group functionality

1

2

3

4

5 fl hgeaded dialogs. Threaded dialogs are a collection of messages addressing
6

7

8

9 in that (1) users can initiate new topics; (2) users can post a message to one topic,

1 0 then indicate that the message pertains to other topic as well; (3) browsers reading a

1 1 message may continue down the original thread or one of the alternates if other topics

12 are suggested.

1 3 Group newsletter creation tool. A newsletter creation tool can be used to link

1 4 columns provided by multiple users (and maintained as separate web documents) into
15 a whole through an integrating outline maintained by an “editor”. The purpose of

1 6 the tool is to provide the look and feel of an attractive single document to a disparate

17 collection. To create the newsletter the editor generates an outline identifying an

1 8 author for each component and a layout. Art for the first page can be provided.

1 9 Through messaging, the authors are provided a link to upload their content. Content

2 0 is templated to include a title, date, a by line, one or more graphic elements, a

2 1 summary for the index, and text. The editor may allow documents to go directly to

22 “publication” or require impose a review and editing step.

2 3 Chat groups. Real time chat room sofiware is widely available from many

2 4 sources including freeware and shareware.

2 5 Audio ariglvideoconferencing. Commercially available tools for web-based

2 6 audio and video conferencing can be included in the group functionality. Examples

2 7 are Net Meeting and Picture Tel sofiware.

2 8 FIG. 17 shows one possible user interface for selecting research tools to be

29 made available to group members. As shown in FIG. 17, various tools such as a

3 0 mortgage calculator, LEXIS/NEXIS access, news services, Valueline, and other

3 1 research tools can be provided by checking the appropriate box on the display. All

3 2 of these research tools are conventional and commercially available (via web-based

3 3 links and the like).
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FIG. 18 shows one possible user interface for selecting transaction engines

to be made available to group members. As shown in FIG. 18, many different types

of transaction engines can be provided to group members, including electronic data

interchange (EDI) ordering; online catalog ordering; various types of auctions; sealed

online discussion) and online Delphi (collaborative estimation of a numerical

parameter). The following describes various types of transaction engines in more
detail. Enhanced features (i.e., those that differ from conventional products) are

1

2

3

4

5 bids; bid and proposal tools; two-party negotiated contracts; brain writing (moderated
6

7

8

9 highlighted in gray text.

1 0 A. Order plagemgt (online catflgg) transaction engine

11 An order placement or online catalog engine allows the buyer to place an

12 order for a quantity of items at a stated fixed price, essentially ordering from an

13 online catalog. The catalog contains the description and specification of the

14 offerings. The catalog may be publicly accessible (Subtype la) or provided for a

15 specific customer (Subtype lb). Prices are included in the catalog but may be
16 customer specific, may vary with quantity purchased, terms of delivery and

17 performance (e.g. cheaper if not required immediately). The catalog can represent
1 8 a single company’s ofiering or an aggregate of the offerings fi'om several companies.
19 The catalog can range from a sales-oriented web site designed for viewing by

20 customers, to a engine designed only accept orders sent via electronic data

2 1 interchange (EDI). Note that the catalog can be shopper oriented (i.e. designed to

22 sell) or a simple, machine-readable list of available items and prices. The following
23 describes in more detail steps that can be executed to create an online catalog:

1. Enter and maintain a framework for catalog

1.1. Enter/ delete / edit categories. Categories are titles for groups of items, such

as “furniture” or “solvents"

1.2. Enter / delete / edit subcategories. Subcategories are categories within

categories, effectively establishing a hierarchy of products. Example:
furniture/dining room/tables.

1.3. Create groups of categories and subcategories (e.g. “see also...."). The

grouping allows a person browsing items to be referred to another category

that may contains items of interest. For example, someone may reach the

furniture/dining room/tables and then be referred to
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fumiture/office/conference room tables where other suitable tables may be .

listed, or to fumiture/dining room/chairs to buy chairs that make the table.

This cross-referencing transforms the hierarchical arrangement of

categories into a web.

listed below. The system allows users to enter this information and provides

basic quality assurance.

2.1. Catalog item number

1

2

3

4

5 2. Enter / edit / delete items in catalog by entering and updating the information
6

7

8

9 2.2. Supplier part nurnber(s)

1 0 2.3. Name of item

11 2.4. Description

12 2.5. Photos and drawings

13 2.6. Specifications (depends on item type). Different items have different

14 specifications. For example, a computer printer can have color vs. black

1 5 and white, dots per inch resolution, paper size, etc. In contrast to a fixed,

1 6 hard coded catalog, the specification section of the general purpose

17 catalog engine the user prepares the specification section by selecting

18 parameters from a list and then specifying a value for that parameter.

1 9 The parameter list contains values such as length, width, height, voltage,

2 0 color, resolution etc. It is can be extended by the manager of the auction

2 1 environment. A lister selects a necessary parameter (e.g. length, then

2 2 enter the value, such as 14"). The specification section is a concatenation

23 of individual specifications.

2 4 2.7. First available date

2 5 2.8. Last available date

2 6 2.9. Category (categories) into which the item fits

2 7 2.10. Alternate suggestion(s) ifproduct not available

2 8 2.11. Related and associated products (e.g. printer supplies for a printer or other

2 9 household items with the same pattern.

30 2.12. Additional information at the option of the individual or organization

3 1 listing the item.

3 2 . Enterl update pricing information

33 3.1. Simple price. The fixed prices is per item or per unit. The price must
52
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specify the

3.2. Pricing algorithm -- link to code for pricing algorithm

. Take Orders

There are two variants: 4a: manual purchase in which a person browses a catalog

and selects and item for purchase and 4b: automated order in which a purchase

is initiated by an electronic message.

Variant 4a‘ Manual Purchase

4.1. Potential buyers access the catalog by drilling down through the category
t.ooo\|o\u1.:>o.:wt—:

/ subcategory tree or

4.2. Buyers search fields in catalog to identify the appropriate item. The searchI-‘ 0

may examine the title, description, or any of the specification fields.O-' I-“

4.3. Display general information for item(s) meetings specificationsF‘ l\)

4.4. Allow user to modify search or to select specific item if the items displayedl-‘ U)

to do not meet his requirementsI-‘ 58>

4.5. Display detailed information for selected itemI—‘ U1

4.6. Display the fixed price or calculate price if prices is based on an algorithm.

The pricing algorithm may include parameter such as characteristics or

affiliation of the users (e.g. affiliated with a pre-negotiated discount

F‘ 05

l-4 \l

0-‘ 03

H \D program) , delivery date and mode, and quantity.

. Offer the option to purchase or search again if they choose not to purchase.to O

. If the buyer opts to proceed with the purchase, then check the availability ofto I-‘

the item by linking to the sellers inventory system

4.8.1. Ifthe item is available then execute an ‘add to basket’. That is, place

M I\)

M [J

it on a list of items designated for purchase.M vii

4.8.2. If the item is not available, then execute the contingent response:

4.8.2.1. Offer delivery at predicted date

4.8.2.2. Temiinate the sale, but offer to deliver or notify when next the

to U'|

Is.) (7\

M \l

item is next available.M (D

4.8.2.3. Suggest alternate items[0 $0

4.8.2.4. Report ‘sorry’ and abort transactionon O

4.9. Offer option to purchase addition optionshi I-4

Lu N 4.9.1. Ifoffer is accepted, execute from step 4.1

hi In’ 4.9.2. If offer is not accepted, proceed with step 4.10
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4.10. Conclude the transaction

4.10.1. Collect shipping information, offer options

4.10.2. Collect payment infonnation

4.10.3. Validate payment

4.10.4. Summan'ze order

4.10.5. Obtain final authorization

4.10.6. Generate receipt

Variant 4b: rn ed order done usin an DI electronic da a 'nterchan e
\D(D\l0'\U1o¥>-(Alix)!-‘

message

4.1 Accept requests for item5-‘ O

1-‘ P 4.2 Return price and confirmation of availability

Note that users may conduct transactions without employing EDI. It isF‘ N

1-‘ U) possible, however, for members to agree on a transaction EDI format either by
|-' J3 completing a template within the system or selecting a pre-established EDI format
P‘ U‘! from a library. This library can include formats developed by recognized standards

organizations (e.g. UNEDIFACT or ANSI) or formats developed specifically for an

industry or a trading environment. Once there is agreement on a format, transactions

can be initiated, concluded, and confirmed through the exchange of appropriate EDI

messages. As many commercial ordering, accounts payable, accounts receivable and

1-‘ O'\

1-‘ \I

I-‘ G)

|-' \O

enterprise resource planning systems have an EDI interface the collaborative

environment should have the capability to forward the message to the order

fulfillment system.

B. English Auction Transaction Engine

In anEnglish Auction, a single item is offered for sale to many buyers. The

N O

N 1-‘

N N

t0‘lU obhl
auction can be open or limited to pre-qualified bidders. The buyers offer bids in turn,

each succeeding all prior bids. The highest bid received at any point in the auction

is visible to all buyers. The identity of the highest bidder may or may not be visible

(0 U1

10 G’!

[0 x!

to traders. Buyers may increase their bids in response to this information. Award

is to the highest bidder at the end of trading. The end of trading is reached when

there are no higher bids during an interval that may be formally defined or

K) 03

N \D

C») 0

DJ I-‘ determined by the manager of the auction at the time of execution.

There are two models for the access to the transactions. In the first model,

all buyers and sellers are members of the group. In the second model, all sellers are

DJ kl

la) UJ
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members of the group, but buyers can include members and non-members. If non- -

members are allowed to buy, the creator the transaction ‘must enter a new URL for

buyers. This is a sub-URL of the main group URL. A registration process may be
established for the buyer URL.

In live auctions (as opposed to online) all traders are connected at the same

time, and the duration of the auction is brief— typically only a few minutes. In online

trading, it is not necessary for all of the bidders to be present (i.e. connected at the

same time). To distinguish between these two options they are designated (a)
\Om\lO‘tU'Inl>t.aJl\)1-J

concurrent (everyone bidding at the same time) and (b) batch (not everyone

connected simultaneously. The manager of the auction can set the minimum bid1-‘ O

and the minimum increment.

1. The first step in conducting an auction is to collect information on the items being

1-‘ H

offered for sale. This is done online. (The information collected includes:

1.1. Identity of seller. Note that the business rules of the auction may require

advance registration ofsellers to verify their identity.

1.2. Descriptions, optionally including attachments and photographs, independent

certifications or appraisals, and anything else in digital form necessary or

useful in determining the value of the item.

1.3. Reserve price

1.4. Minimum increment

1.5. Time offered for sale

1.6. Time bidding is scheduled to end

1.7. Verify the seller's consent to the rules of the auction house regarding

delivery, payment, responsibility for non payment, etc.

. If the business rule of the auction house is to require payment up front, collect

payment either by:

2.1. Debiting a deposit account

2.2. Charging to account for billing

2.3. Collecting online payment such as through a credit card.

. Post information about auction, including:

3.1. Description of items to be auction

3.2. Auctions rules:

3.2.1. Qualification process for bidders
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3.2.2. Time of bidding

3.2.3. Criterion for ending bidding — time between bids

3.2.4. Legal statement —- responsibilities of buyer and seller, limitation of

liability

4. Execute qualification process (optional)

4.1. Admit bidders who are qualified based on past participation

4.2. Provide fill-in-the blank qualification form new bidders

4.3. Collect information

4.4. Conduct automated review or manual review

4.5. Inform prospective bidder of qualification or not

Variant a : one ent auction

5. Conduct Auction

5.1. Fifieen minutes prior to appointed time for auction, display “Welcome"

screen with space for qualified bidder to enter an alias or handle to be used

in the auction. Screen should have a description of the object. Show time

until auction starts. Auto refresh at 15 second intervals.

5.2. At appointed time, display the main auction page with the following
information:

5.2.1. Description / picture of item for auction stored in a separate, static

frame of the PC so that it does not need to be downloaded each cycle.

5.2.2. Current bid (initially the reserve price)

5.2.3. Suggested next bid (e.g. current + 3 * increment)

5.2.4. Button to accept suggested next bid

5.2.5. Field to enter bid higher than suggested next

5.2.6. Handle of the highest bidder

5.3. Refresh main auction page at 15 second intervals

5.4. Collect bids, either

5.4.1. Notice that the suggested bid was accepted.

5.4.2. Bid higher than accepted bid

5.4.3. If new bid is lower than current highest, disgard

5.4.4. Ifhigher than current highest then

5.4.4.1. Log identity ofhighest bidder

5.4.4.2. Update highest bid
56
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5.4.4.3.

6. Ifnobody accepts the suggested bid, then

6.1. Reduce suggested next bid _

6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

6.8.

. Settle with winning bidder, two models

Update next suggested bid

If accepted, resume normal sequence

If not accepted, reduce suggested next bid

If accepted, resume normal sequence

If not, begin close

“Going once ...”, if response, resume normal sequence, else

“Going twice ..." if response, resume normal sequence, else

Done. Display closing screen

7.1. Connect buyer to seller for direct settlement

7.2. Collect money from buyer, deduct fee, convey amount to seller

Variant (Q): batch (Le. time limited) auction

Conventional on-line batch (time limited) auctions are common. E-bay is

the most prominent example. This process description continues from step 4 of

the English auction description as the startup of the concurrent and batch auctions

are the same.

5. Conduct auction: Until closing time for an item:

5.1. On entry to system display the following for the potential buyer:

5.1.1. Latest listing

5.1.2. Categories

5.1.3. Search screen

5.2. On selection of categories:

5.2.1.

5.2.2.

5.2.3.

Execute dill down

Retrieve count of items that meet criteria

If more count is less than 25 (or other small number (n)

consistent with the layout of the screen) retrieve all items that meet

criterion

5.2.4.

expiration time

5.2.5. Display link list to all items in list, sort order should be

auction with nearest deadline to most distant

57
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5.2.5.1. Item name

5.2.5.2. Time till end of auction

5.2.5.3. Highest current bid

5.2.6. On user selection of the item, display same information as above plus

5.2.6.1 . Description

5.2.6.2. Photo (if any)

5.2.6.3. Attachments (if any)

5.2.7. Ifeount is more than :1, display further drill-down options as
\0lD\l0'\Uluhb-I20!-I

well as item information above

5.3. Accept new bid through the display screen

5.3.1. Log bids in order, reject if bid is not higher than last high bid by

D-' O

D-4 0-‘

increment.

5.3.2. Ifbid is rejected, tell bidder that their bid is not sufficient

5.3.3. Update database recording highest bid, bidder, time ofbid

5.3.4. Display screen to user to confirm that their bid is the highest

. When the time limit is reached, determine if a new bid has been received in the

last 3 minutes (or other short time period). If so, extent the bidding time by 3

minutes (or other short time period) and execute step 5 with a new closing time.

D-' I\)

I-' U.)

0-‘ oh

l>-‘ U1

0-‘ Ch

I-4 x}

I-5 CC

. When the time limit is reached, including all extensions under step 6, thenI-' KO

7.1. Email message to highest bidder that they won

7.2. Add transaction to completed deals

7.3. Update splash and add screens

7.4. Settle with winning bidder-- two models:

7.4.1. Connect buyer to seller for direct settlement

7.4.2. Collect money fiom buyer, deduct fee, convey amount to seller

S}, Dutch Auction T_r:_ir_;§a§1jQn Engine

A Dutch auction, like a standard auction, involves the sale of a single item or

batch with fixed specifications. There is one seller, and many potential buyers. The

seller sets the prices, ideally higher than any buyer’s maximum bid price. The

offered price is reduced by a fixed increment at fixed intervals until a buyer ‘accepts
the price. The purchase goes to the first buyer in to accept the price. In the physical

world (as opposed to the online world), Dutch auctions are rarely if ever run

concurrently. In a live trading room, it could be difficult to determine which buyers
58
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was first to commit to a price when several are willing to pay the same amount. The .

Dutch auction is relatively simple to implement in an electronic enviromnent. There "

are, at present, no online Ducth Auctions of which the inventors are aware.

1. Enter and maintain a framework for catalog

as “furniture” or “solvents"

1.2. Enter / delete / edit subcategories. Subcategories are categories within

categories, effectively establishing a hierarchy of products. Example:

1

2

3

4

5 1.1. Enterl delete / edit categories. Categories are titles for groups of items, such

6

7

8

9 furniture/dining roorn/tables.

10 . . Create groups of categories and subcategories (e.g. see also. . ..). The

1 1 grouping allows a person browsing items to be referred to another category

12 that may contains items of interest. For example, someone may reach the

13 furniture/dining room/tables and then be referred to

14 furniture/office/conference room tables where other suitable tables may be

15 listed, or to furniture/dining room/chairs to buy chairs that make the table.

16 This cross referencing makes transforms the hierarchical arrangement of

1'7 categories into a web.

1 8 2. Execute qualification process (optional)

1 9 2.1. Admit bidders who are qualified based on past participation

2 0 2.2. Provide fill-in-the blank qualification fonn new bidders

2 1 2.3. Collect information

22 2.4. Conduct automated review or manual review

2 3 2.5. Inform prospective bidder of qualification or not

24 . Collect information on items to be auctioned and owners, including

2 S 3.1. Identity of seller

2 6 3.2. Descriptions, optionally including attachments and photogaphs, independent

2 7 certifications or appraisals, or other information necessary to establish the

2 8 value of the tiern A

2 9 3.3. Categorization’ ,

3 0 3.4. Starting price

3 1 3.5. Increment, Interval for reduction

3 2 3 .6. Minimum price

3 3 3.7. Obtain consent to rules (possibly as part of regisuation/qualification process)
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3.8. Collect to conduct auction if item is

3.9. Calculate time to take item off auction by determining the number of steps

(intervals) necessary to reduce price from the starting price to the
minimum

3.10. Record all of the above infonnation in the Dutch auction database

. Cull expired options

4.1. Search database periodically for items where current time is later than time

to take item off auction (2.9)

4.2. Inform owner that item was not sold

4.3. Delete entry from database

4.4. Prompt for revised terms start of another auction, create new entry if user

takes option

. When the buyer enters the system display a list ofhigh level categories, a prompt

for search criteria, and/or a link to a search page. Allow user to drill down

through categories or enter search parameters.

5.1. Retrieve count of items that meet criteria

5.2. If more count is less than 25 (or other small number (n) consistent with the

layout of the screen) retrieve all items that meet criterion

5.3. If count is more than n, retrieve n auctions with nearest expiration time

5.4. Display link list to all items in list, sort order should be auction with nearest

deadline to most distant

5.4.1. Item name

5.4.2. Time till end of auction

5.4.3. Current price:

5.4.3.1. Retrieve starting price (SP) and increment (IS)

5.4.3.2. Calculate number of intervals since start of auction (INT)

5.4.3.3. Determine price = SP — (INT "' $)

5.5. On click, display same information as above plus

5.6. Description

5.7. Photo (if any)

5.8. Attachments (if any)

5.9. The display screen should include a button that allows the buyer to purchase

the item at the selected price.
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6. When the user clicks the “buy” button

6.1. Email message to highest bidder that they won

6.2. Add transaction to completed deals database

6.3. Settle with winning bidder—— two models:

6.3.1. Connect buyer to seller for direct settlement

6.3.2. Collect money from buyer, deduct fee if any for auction and

payment services, convey the remainder to seller.

[2, ljevegse English Auction Transaction Engine

In a reverse auction, there are multiple buyers to one seller. Prices come

\O‘D\JO\l.11rbl4-JIUO-I
down rather than up. There are many variants of a reverse auction. The variantD-' Q

discussed here is a reverse English auction. Reverse auctions have beenI-’ I-‘

l-' I\)
implemented on line in Open Markets.

The process for posting an item for bid and for qualifying bidders is theP’ Lu)

same as for other auctions. The difference here is that the buyer may optionallyI-‘ ob-

set a maximum price.1-‘ U1

1. Accessing the list of items sought

Potential bidders access items sought by working through a hierarchy of

categories and subcategories or entering search criteria, as for other auctions. A

list of items within the category/subcategory and/or meeting the search criteria

is displayed. The user may then

1.1. Terminate the session on finding no suitable items

1.2. Revise the search criteria

1.3. Select an item on which to bid

. If the user selects an item on which that may wish to bid, detailed information

about the items is displayed. This item may include the following information:

2.1. Name

2.2. Seller

2.3. Description

2.4. Detailed specifications for items

2.5. Delivery requirements

2.6. Proposed terms

2.7. Current low bid

3. If the user determines that they should bid, he accesses the bid entry screen from
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the detailed description in Step 2 above. Making a bid consists of entering the .

following information:

3.1. New, lower bid

3.2. Comments pertaining to any special tenns, features, or conditions

3.3. Attachments containing relevant additional information and any

certifications required by the buyer

4. On receipt ofbid, there are two options — either all bids are accepted, or bids are

accepted only after review of information by the buyer.

4.1. Case 1: all bids are accepted

4.1.1. New bid is checked to determine if it is lower than prior bid

4.1.2. If so, then

4.1.2.1. bidder is notified that their bid is currently the lowest

4.1.2.2.

4.1.2.3.

4.1.3. lfnot, then

4.1.3.1. Bidder is notified that their bid is not the lowest

4.1.3.2.

4.2. Case 2: bids are accepted afier review by buyer

seller is notified of new low bid

bid database is updated

Bid screen is displayed so that bidder may lower bid

4.2.1. Buyer is notified ofbid via email or online message

4.2.2. Buyer accesses complete information on the proposed bid through the

system

4.2.3. Buyer select accept bid or reject bid.

4.2.4. Ifbid is accepted, then

4.2.4.1. Bidder is notified that their bid is currently the lowest

4.2.4.2. Bid database is updated

4.2.5. Ifbid is not accepted, then

4.2.5. 1.

4.2.5.2.

above

4.2.5.3.

5. When time period has expired and there have been no bids within a short

Buyer enters reason for not accepting bid

Bidder is infomied that bid is rejected with reason stated

Bidder may access the bid screen to revise offer

specified interval, then

5.1. If at least one bid less than the maximum has been received, then:
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5.1.1. Notify low bidder that their offer was successful

5.1.2. Add transaction to completed deals database

5.1.3. Settle with winning bidder-- two models:

5.1.3.1.

5.1.3.2.

Connect or introduce buyer to seller for direct settlement

Collect money from buyer, deduct fee if any for auction and

payment services, and convey the remainder to seller.

5.2. If no bid less than the maximum has been received, the

5.2.1. Notify buyer

5.2.2. Allow buyer to revise bid criteria

E. Sgaled Bid Transaction Engine

In a sealed bid system, the buyer publishes or distributes detailed, fixed

specification to a number ofpotential bidders (who may or may not be

prequalified). Bidders submit binding bids by a specified deadline, in a specific

format that allows ready comparison. The competitive bidding process is

distinguished from the bid and proposal process by the complexity of the

specifications and the bids. In a simple competitive bid, competition among the

bidders is along one or two readily quantified dimensions (always including price)

and there is little or no room for variation in the form or specifications of the

offering. Comparison of the bids is elementary.

The process for posting an item for bid and for qualifying bidders is the

same as for other transactions as is the method to identify items on which to bid

either using the hierarchy of categories and subcategories or a search engine.

1. If the user selects an item on which he may wish to bid, detailed information

about the items is displayed. This item may include the following information:

1.1. Name

1.2. Seller

1.3. Description

1.4. Detailed specifications for items including all infonnation necessary to

prepare a bid

1.5. Bid instruction including specification for any documentation the buyer may

required with a bid (e.g. proof of bonding or license)

1.6. Notice of any fees for bid registration

1.7. Delivery requirements

SUBSTITUTE SHEET (RULE 25)



834

W0 00/17775

I--’

O\D(1J\l0\Ulil>(a.!l\)F-3
l-’ P

l-‘ M

F‘ U)

I-‘ vb

|-‘ Ul

I-‘ 0\

I-J \l

I-4 03

l-‘ \.0

Ix) O

N I-‘

Ix) [0

IO U1

N J?-

N Ul

M O\

to \l

Is) on

M \O

(J O

(J F‘

‘PC!’/US99/21 934

1.8. Proposed terms

2. After review of the bid requirements, the user may choose not to bid or may enter

a bid. The process for entering a bid consists of preparing a bid package,

including the price offered and any necessary supporting documentation. This

is done by completing an online form, with provision for attachments. The bid

is submitted through the system where it goes into a database ofbids that are not

openedto the closing time for the bidding process.

3. At the closing time, all bid packages are conveyed to the buyer.

3.1. If there are no bids, the buyer is offered the opportunity to revise the request

for bids.

3.2. If there are multiple bids, the buyer reviews the bids and selects the lowest

priced qualifying bid. They buyer informs the seller and arranges payment

and delivery in accord with the terms stated in the bid package.

E, Qgder Matching Transaction Engine

In an order-matching system there are many potential buyers. Each posts

binding offer to buy (bid amount) or sell (asked amount). The process proceeds in

real time. The order matching system constantly compares bid and asked and, when

a match is found within a specified spread, the deal is concluded. No accepted offer

can be repudiated, but offers may be withdrawn before a deal is consummated. The

strike price is posted so that buyers and sellers can modify their offerings in real time.

The items traded are fungible so that price is the only decision. For the market to

operate efficiently the items traded must be tightly defined and the terms ofsale must

be fixed and determined in advance. This is typically done by the operation or an

exchange, with the order-matching engine operating in the background. To insure

that the items traded are well defined, and the terms of sale are rigid example of an

order matching process in stock trading on an exchange.

Users of an order-matching engine are all potential buyers and seller. They

are qualified in advance using a process like that outlined by for auction with the

extension that deposit accounts are frequently required given the speed of

transactions in exchange environments.

l. Establish and maintain items to be traded. All functions in this category are

reserved to the manager of the exchange or a designee.

To add (i.e. “list” and idem), enter
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1.1. Unique item number or symbol

1.2. Description of item (e.g. Sears Class A Common Stock)

1.3. Terms and conditions ownership (e.g. who can own) if any

1.4. Trading units (e.g. shares, blocks, etc.)

1.5. Additional information as required by the rules of the exchange

To delete (i.e. “delist” and item)

1.6. Select the item to be deleted

1.7. Confirm deletion

. On entry to the system, potential buyers and sellers can review the price of the

\Om\lO\U1ab(aJl\)|-I
last transaction of any item, either through a list or a search by item name orI-' O

I-‘ I’-‘ symbol. The current highest asked and lowest bid price are also shown.

. An offer to sell is posted by entering the following information:0-‘ (U

3.1. Item number or symboll--‘ 0.1

l-‘ :5 3.2. Quantity offered

3.3. Proposed price (“asked")

3.4. Seller

3.5. Offers may be revise at any time prior to consummation of a deal

1-‘ U1

I-‘ O}

l-‘ \l

. An offer to buy is posted by entering the following informationI-' 0)

4.1. Item number or symbol

4.2. Quantity offered

4.3. Proposed price (“asked")

4.4. Buyer

4.5. Offers may be revised at any time prior to consummation of a deal

I-‘ \D

N 0

IO I-'

N M

N DJ

. Offers to buy and sell are constantly reviewed by-the software. When there is anN 33>

offer to buy and sell at a price within a preset difference. When prices match,M U1

buyers and sellers are notified of the transaction, and the transaction is recorded.N 01

N x] The display of the last transaction price, the highest bid and the lowest asked
to (1)

price is updated.

6. The transaction is conveyed to the backend accounting system of the exchange.

G. Bjd md Emggsal

The bid and proposal process is typically used for procurement of large or

N \D

ha 0

LA) 3-‘

complex products or services, in which cost is not the only factor. Cost must be

weighed against the buyer‘s assessment of the quality and suitability of an offering
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and the ability of the bidder to deliver the product or perform the specified services. .

The bid and proposal process is conducted between one buyer (possibly

representing a consortium) and many potential sellers, sometimes organized ‘into
teams. The buyer issues specifications that may be general or highly specific, brief

or very lengthy. The specifications may be distributed freely or to a list of qualified

buyers.

With physical RFPS, the size and the associated cost of distribution make it

common practice to advertise the availability of the RFP first, sending copies only

to those that request it. Frequently, the requestors are required to supply information

to establish their qualifications to bid. While cost is not an issue in electronic

dissemination ofRFPS, the model of advertising prior to distribution is still useful in

managing the qualification ‘process. V This is addressed as variant (a) is this

description. Variant (b) requires no prequalification.

In a competitive bid on fixed requirements (sealed bid or auction), there is

typically very little communication between buyer and seller between publication of

the request and submission of the bids. The requirements are comparatively simple,

clear, and unambiguous. In contrast, the bid and proposal process may involve

considerable communication between buyer and seller. The process may begin with

a bidders’ conference to answer questions about the requirements. Additional

questions from bidders may be accepted, though not all need be answered.

Questions and answers may be made available to all bidders or the response may be

in private. This dialog is crucial for two reasons. First, it helps the bidders

understand the requirements and to be responsive in their bids. Second, it is not

unusualifor the bidders’ questions to identify some point of ambiguity, error, or

contradiction in the specifications, leading to a modification of the RFP. The

diverse perspectives of the bidders, and the close attention required on their part to

prepare a bid inherently provides an excellent review of the RFP.

The initial phase of the RFP process concludes with submission of the bids,

but this is far from the conclusion of the process. Commonly, questions arise from

the review of the proposals. These may relate to a specific submission or have

broader implications, leading to modification of the requirements. The list of

bidders can be culled to the best candidates. These are asked to answer questions

about their proposals and to provide additional and clarifying information.
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The process described here is built around the document repository described.

elsewhere in this application. Through this process of refinement, the list of bidders
is narrowed to one or two with whom a contract is negotiated. The process of

negotiation is addressed as a separate transaction type (Negotiation Engine) as it may

be conducted without the bid and proposal process.

Variant (A 1: with pre-Qualification

1. Software supports the user in creating a web site for the proposal process.
(D\lO\U1abh.)I\)l-1

Initially this site manages the process for requesting the request for proposal

(RFP), qualifying bidders, and disseminating the RFP.

. Supported by the system sofiware, the bidder creates and RFP advertisement by

2.1. entering a summary ofthe RFP.

2.2. entering a summary of the information needed’ to qualify as a bidder or
2.3. attaching a form (HTML web page or template for paper form) for entering

qualifying information

. The RFP advertisement includes file transfer software for uploading qualifying

information to the repository.

. Disseminate RFP advertising

4.1. Post on public bulletin board or

4.2. Disseminate via mail to selected users

When users access the system, issue them an encryption key and PIN to be used

for subsequent uploads and communications to verify their identity.

. Receive requests for RFP in repository

6.1. Prompt for key

6.2. Encrypt submission

6.3. Upload-

6.4. Generate receipt — should include an authentication number

. Disseminate RFP to selected user, either:

7.1. Attach to return Email or

7.2. Post the RFP in a repository fi'om which qualified prospective bidders may

download the file. If the repository model is used. provide notice of the

posting via email including any necessary PINS and codes to access the

repository

7.3. When a prospective bidder downloads an RFP, issue an encryption key to be
67
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used in submitting proposal

8. The RFP site also includes a page through which prospective bidders can submit

questions. Questions and answers are posted to the site. '

. Updates to the schedule and amendments to the RFP are posted to the site

, All access to the site is recorded to verify that prospective bidders have received

critical information. Direct contact may be used when it is determined that a

bidder had not accesses the site since critical new information was posted.

I 1. Bidders prepare their proposal and then upload them to a repository for proposals
lOm\lO\lJ1obtA-|l\ll—-’

using sofiware built into the proposal site.

1 1.1. Prompt for keyI’-‘ O

1 1.2. Encrypt submission

1 1.3. Upload

11.4. Generate secure hash number to prevent tampering with the

1-‘ 5-'

I-' [U

1-‘ LA)

submission1-‘ 05

11.5. Generate receipt including secure hash number and authentication1-‘ (.11

codeI-‘ Ch

12. After initial proposals are received, the process moves into a phase commonly

termed the “best and final process” in which the proposals are reviewed, the list

narrowed, and the proposals refined.

12.1. Create separate secure environment (i.e. web site with repository) for

each respondent

12.2. Exchange materials through repository (described elsewhere in this

filing)

12.3. Records and receipt each access

12.4. Generate key for revised proposal

12.5. Receive proposal using process in 11

12.6. Repeat from step 11 as many times as necessary

The remainder of the process is completed as a negotiated deal, described below.

Vgjant B: no Qre-ggalification;

Proceed as above, beginning with Step 6 and not requiring a key for download of the

RFP.
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H. Neggtiatigg De§| Engine

An engine for negotiating a deal can be built around the capability of the

system to create a temporary virtual private network through the web. A temporary

network is created for the negotiation. Access to the network is limited to the parties

of the negotiation, their advisors and counsel, and, potentially, arbitrators and

regulators. The members ofthe negotiating environment have access to the complete

set of tools described in this filing including those for communications (email,

anonymous mail, online chat, threaded dialogs, and audio and video collaboration),

the library of standard contract instruments, the tools for document signature and

authentication, and the document repository. Using these tools in a secure

environment they can negotiate, close, and register a deal.

FIG. 19 shows one possible user interface for selecting participation engines

to be made available to group members. The term “participation engine“ refers

generally to collaboration tools that provide features beyond merely communicating

among group members. Various services such as an on—line survey tool, a DELPHI

model tool; brain writing tool; and real-time polling can be provided.

A. Online Survey

In online polling or surveying, the person creating the poll uses and

automated tool (new to this application) to build simultaneously an online

questionnaire and a database to collect the results. The user builds the questionnaire

by entering a series of questions and an associated data collection widget for each.

The polling tool builds the database and the data entry screen. The data entry

screen consists of two columns. The left column is a series of questions. The right

column is the data entry tool appropriate to the question. Various data entry tools

can be provided to respond to the query, including such things as:

1. yes / no radio buttons

true / false radio buttons

slider with scale from 1-5, 1-10, etc.

fill-in-the-blank text box

numeric field

multiple check boxes (e.g. strongly disagree, disagree, agree, strongly

agree)

Other data entry types may be added.
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As each question / data collection widget is added, the polling tool creates the .

database. The database includes one record per data collection form. Creating the

database structure simply means adding one new field to each record definition for

each question. The type of data collection widget defines the format of the field, as

follows:
«A H II 11

1. yes / no radio buttons: one character field, limited to y or it

true / false radio buttons: one character field, limited to “y” or “n"

slider: real number field, with appropriate range check

fill-in-the-blank text box: text box

numeric field: real number or integer

multiple check boxes: integer field with range check from 1 to number of

boxes

Every data entry screen provides a “save" and “cancel” button. Save writes to the

database. Cancel exits the entry screen without saving.

The survey, once composed as described above exists as a web page. This

page can be embedded in web applications. It can be made available on a site

available to the entire Internet, on an Intranet, or in a dynamically created

environment. Alternatively, it can be distributed via e-mail. When the form is

completed, the submit button transmits the value entered to the database that is

created at the time the form is generated. Access to the database is controlled by the

rules of the database system. It may be limited to the individual who creates the

survey form and database, but it may be accessible other users in the survey

developers organization, as determined by the database administrator. Distribution

of the result of the analysis is at the discretion and control of the individual managing

the survey. This manager may be the individual who creates the survey, but the

actual creator may be acting on behalfof the survey manager. Results may be kept

private, posted to the Internet, and intranet, or a collaborative environment,

distributed via e-mail within an organization, or, if the information is available, sent

via e-mail to the participants in the survey.

B, Online Delphi Engine

The online Delphi engine allows real-time collaboration in estimating or

predicting an outcome that can be expressed numerically. For example, the method

can be used to develop a consensus forecast of grain prices. The method has been
70
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in used since the 1970s, but has not previously been adapted to online processes. .

One possible method is as follows:

1. Establish the session

1.1. Within an online community, the moderator of the sessionicreates the brain

writing session by entering the following information:

1.1.1. Name ofmoderator

1.1.2. Title of the session

1.1.3. Description of the session

1.1.4. Background reading as references or attachments

1.1.5. Start date for the session

1.1.6. Scheduled end for the session

1.1.7. Access to the session:

1.1.7.1. URL for access

1.1.7.2. Open to all or invitees only for observation

1.1.7.3.

1.1.8. Payment information if required

Open to all or invitees only for participation

. Optionally, the session may be advertised on line

. Ifthe session is private, invitations with logon keys must be distributed via email,

actual mail, or download.

. Optionally, the moderator may rim on online applications and qualification

process

. Prior to the start of the session, the moderator must describe precisely the value

to be estimated. The definition must be completely unambiguous.

. Each participant connects at the start of the session. On connecting, they question

is posed (e.g. “What will be the price of West Texas intermediate oil in

December?")

. Each participant enters a munber a brief (1 paragraph maximum) explanation of

their reasoning. V

8. When the participant is done entering their estimate, they click “Done".

9. Each paiticipant’s estimate and explanation is recorded.

10. Each participant then sees the summary screen.
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11. Estimates are arrayed graphically from top to bottom of the screen, from lowest .

to highest. The value is stated as is the associated comment, but the source of

the comment is not revealed.

12. Participants can review the estimates and comments, send an anonymous message

to the author or any comment, or amend their answers.

13. The session terminates when the time expires, or when the moderator determines

that there it is no longer appropriate to continue. The operator may determine

this is based on declining participation or, ifparticipation is high, the moderator

may extend the deadline.

14. Participants and observers may access the final display of estimates, again

arrayed from top to bottom, lowest to highest.

C. grain Writing

Brain writing is a variant of a method for facilitated group discussion termed

brainstorming. The objective of brainstorming is to maintain the focus of the

discussion while encouraging creative input and recognizing the contributions of all

members of the group. It seeks to avoid problems with a few individuals dominating

the discussion, with junior staff deferring to senior staff, and with new ideas being

abandoned before than can be developed fully. Brain storming has been commonly

used since the late 1960s. Brain writing is a more intense method that relies on joint

writing rather than discussion. What is presented here is adaptation of that method

to an online environment. It is believed to be the first such adaptation.

1. Establish the session

1.1. Within an online community, the moderator of the session creates the brain

~wn'ting session by entering the following information:

1.1.1. Name of moderator

1.1.2. Title of the session

1.1.3. Description of the session

1.1.4. Background reading as references or attachments

1.1.5. Start date for the session

1.1.6. Scheduled end for the session

1.1.7. Access to the session:

1.1.7.1. URL for access

1.1.7.2. Open to all or invitees only for observation
72
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1.1.7.3. Open to all or invitees only for participation

1.1.8. Payment information if required

. Optionally, the session may be advertised on line

. If the session is private, invitations with logon keys must be distributed via email,

actual mail, or download.

. Optionally, the moderator may run on online applications and qualification

process

. Prior to the start of the session, the moderator must list some number (typically

5-10) of questions or hypotheses to be explored. (e.g. “ Our company should

create a spinoff to develop and commercialize the new breast cancer vaccine”)

This may be done by the moderator alone, in-consultation with the participants,

or with other outside the session.

. Each question or hypothesis becomes a “Card”.

. Participants may enter the session any time afier the start. A password may be

required if the session is not open.

. On entry into the system, a user if given a card at random. The card consists of

the initial question or hypothesis plus all comments entered on the card by other

participants.

. After reviewing the card, the participant may add his or her own comments to the

bottom. Afier entering comments, the participant clicks “Done" to return the

card to the pile.

. When a participant returns a card to the pile, they received another card, chosen

at random (preferably) or selected by the user. This process continues until the

opt to exit. They may reenter at any time up to the conclusion of the session.

. When a card is returned to the pile, it is become available for assignment to the

next participant. The card includes the additions of the most recent participant.

. A participant may opt to return the card without addition ifhe or she has nothing

to add. i

. Participants may create new cards when new ideas come to mind. These are

treated in exactly the same way as original cards.

. Observers may view any card but may not add to them.

. The moderator may limit participation to a set number at any time so that there

is a sufficient number of cards to keep the participants fully occupied.
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16. The session terminates when the time expires, or when the moderator determines.

that there it is no longer appropriate to continue. The operator can determine this

based on declining participation or, if participation is high, the moderator “may

extend the deadline.

17. The raw cards are distributed at the conclusion to all participants. The moderator

or another individual is charged preparing a summary and arranging follow-up.

FIG. 22 shows one possible scheme for storing brain card writing data

elements. In accordance with one embodiment, each brain writing card comprises

a data structure including the following elements:

1. Brain writing session number: Serially assigned number to differentiate

brainwriting sessions. A session is the set of all cards pertaining to a

particular topic.

Card number: A Serially assigned sequence number

Initial Comment : The question or comment used to initiate the discussion

(e.g. “SAIC should purchase a company that produces Internet server

software”

Date and time card started

Date and time card closed

Comments: A collection (i.e. a set of unlimited length) containing the

comments added by participants in the brainwriting session.

Date of additional comment: Date and time that each additional comment

was added.

Commenter: Name or user ID of the person adding each additional

comment. Ideally, brainwriting should be anonymous to encourage open

dialog. Accordingly, this field may be omitted from an implementation.

Some organizations, however, may wish to track this information

without making it visible to users, or in some cases to attribute comments.

When the user has finished defining the group and specifying its functions,

environment generator 1201a (FIG. 12) creates an environment accessible to the

group members and including the functions specified during the environment

definition process. As shown in FIG. 20A, for example, a web page can be created

for the newly created environment, including those functions that were selected by

the user that created the group. All group members are notified of the existence and
74
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location of the environment, and each group member can use the functions provided _

in the environment to collaborate on a project or conduct business.

FIG. 20B shows what an environment might look like to a group member

after entering the environment. As shown in FIG. 20B, for example, a news banner

announces the latest news for the group. Additionally, specific communication tools,

research tools, transaction engines, and participation engines are made available to

group members, which can be executed by appropriate mouse clicks in accordance

with the inventive principles. According to various inventive principles, each tool

shown on the web page is accessible through a hyperlink to a web-based program that

performs predefined functions as set forth above. For example, clicking on “online

catalog" would link the group member to a web page that implements an online

ordering engine as described previously. Users can navigate through the various

tools using conventional web browser features (i.e., forward, backward, etc.). It may

be desirable to implement some or all of such sofiware using server-side scripting or

other similar means consistent with the system configuration of FIG. 12.

FIG. 21 shows how environment generator 1201a. can create multiple

environments including virtual private facilities, which can be implemented through

web pages that contain hyperlinks to functions available to members of each group

or environment. An environment definition software component 2106 implements

steps 1101 through 1103 of FIG. 11 in order to create one or more environments

2107. (In one embodiment, each group can also be provided with a copy of an

environment generator 2106 in order to create sub-groups that draw on the

applications and directory structure created for the group). As a user identifies group

members and selects fimctions to be provided for the environment in which the group

will collaborate, environment definition component 2106 stores information relating

to the selected members and functions in databases. Each environment can include

a web page (not shown in FIG. 21) and directories, tools and other applications

specific for each created group.

Based on user selections of the type illustrated in FIGS. 13 through 19,

environment generator 2106 creates an environment 2107 containing one or more

web pages with links to the selected tools. Environment generator 2106 retrieves

information from various information sources including a directory of

communication tools 2101 (e.g., including descriptions of tools and URL/IP
75
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addresses of web applications to set up each communication tool); directory of .

transaction engines 2102 (e.g., including descriptions of transaction engines and the

URL/IP addresses of web-based applications to set up each transaction engine);

directory of research tools 2103 (similar to above); list of global data objects 2104

(e.g._, a dictionary of data elements from which the directory of each group can be

composed); and a directory of applications 2105 (e.g., a description of available

applications and URL/IP addresses of pages to set up access to applications).
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WE CLAIM;

1. A method of negotiating a deal over a network of computers, the network

including at least one or more computers connected to the Internet, the method

comprising the steps of:

(1) posting, on an electronic list that can be viewed over the Internet,

information regarding one or more offers to form a contract;

(2) posting on the electronic list one or more responses to the one or more

offers;

(3) researching the one or more responses to determine whether they satisfy

one or more contract criteria;

(4) negotiating over the network between at least two parties to accept or

modify one or more of the responses; and

(5) electronically signing a document to consummate the contract.

2. The method of claim 1, wherein step (1) comprises the step of displaying

offers and responses in a parent-daughter spatial relationship on a computer display.

3. The method of claim 1, further comprising the step of sorting the one or

more offers and one or more responses according to a user-selected sort order.

4. The method of claim 1, wherein steps (1) and (2) are done anonymously,

such that each party to the contract cannot determine the identity of the other party

to the contract.

5. The method of claim 4, further comprising the step of simultaneous

revealing the identity of each party prior to step (5).

6. The method of claim 4, wherein steps (1) and (4) comprise the step_of

sharing a single anonymous e-mail alias among a plurality of users.

7. The method of claim 1, further comprising the steps of:

(6) registering keywords with an electronic agent that monitors the one or

more offers and providing an e-mail address to be notified upon a keyword match;

and

(7) in response to the electronic agent detecting the keyword match,

transmitting a message to the e-mail address provided in step (6).

8. The method ofclaim 1, wherein step (2) comprises the step of clicking on

a hyperlink linking the information posted in step (1) to a reply card.

9. The method of claim 7, wherein step (2) comprises the step of requiring
77
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the submission of certain information before the reply card will be accepted.

10. The method of claim 1, wherein steps (3) and (4) are performed a

plurality of times for a single contract, such that modifications are made to the one
or more responses.

11. The method of claim 1, further comprising the step of electronically

registering a plurality of entities that have signatory authority and correlating the

registered entities with one or more documents to which signatures can be affixed.

12. A method of displaying information on a computer display,

comprising the steps of:

(l) displaying a first plurality of graphical objects each having a shape of a

file folder comprising a folder face and a labeled tab, wherein the first plurality of

graphical objects are stacked in a cascading arrangement; and

(2) in response to user activation of a “flip” tab, changing the graphical

objects displayed in step (1) to show a second plurality of graphical objects each

having a shape of a file folder comprising a folder face and a labeled tab,

wherein each of the first and second plurality of graphical objects can be

brought to a foreground position in front of other graphical objects by clicking on

a corresponding labeled tab.

13. The method of claim 12, wherein each of the first and second plurality

of graphical objects has associated therewith one or more fimctions displayed on

the folder face thereof, wherein user can activate the one or more functions by

clicking thereon.

14. A method of creating a user-defmed networked environment across a

plurality of computers without requiring system". administrator-level privileges,

comprising the steps of:

(1) creating a group by providing a group identifier, a group description,

and by specifying a plurality of group members entitled to use the user-defined

networked environment; ’

(2) selecting a plurality of web-based communication, collaboration, and

transaction tools from a list of available tools, wherein the selected tools are to be

made available to the plurality of group members specified in claim 1; and

(3) through the use of computer software, automatically creating the user-
defined networked environment by creating a web page accessible to the plurality
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of group members selected in step (1), wherein the web page provides access to

the plurality of tools selected in step (2).

15. The method of claim 14, wherein step (1) comprises the step of

inviting a plurality of individuals to join the group by transmitting an invitation to

prospective group members.

16. The method ofclaim 14, wherein step ( 1) comprises the step of

advertising an invitation to join the group by posting an advertisement for

prospective group members, wherein at least some of the prospective group

members are unknown to the user creating the networked environment.

17. The method of claim 14, further comprising the step of screening

prospective members that respond to the advertisement in order to determine

whether they should be added to the group.

18. The method of claim 14, further comprising the steps of electronically

collaborating among group members using the user-defined networked

environment.

19. The method of claim 14, further comprising the step of destroying the

user-defined networked environment when it is no longer needed.

20. The method of claim 14, wherein step (2) comprises the step of

selecting a transaction engine that implements an auction to members of the

group.

21. The method of claim 14, wherein step (2) comprises the step of

selecting a transaction engine that implements an on-line electronic survey

comprising survey questions that are to be answered electronically by survey

participants.

22. The method of claim 14, wherein step (2) comprises the step of

selecting a transaction engine that implements a bid-and-proposal tool that permits

group members to electronically submit bids on one or more proposals.

23. The method of claim 14, wherein step (2) comprises the step of

selecting an online ordering engine that permits group members to electronically

order goods or services in the user-defined networked environment.

24. The method of claim 14, wherein step (2) comprises the step of

selecting an Electronic Data Interchange (EDI) compatible interface that executes

electronic commercial transactions between two or more group members.
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25. The method of claim 14, wherein step (2) comprises the step of a

selecting an electronic brain-writing tool that permits participants to brainstorm

using electronic idea cards. '
26. A system for implementing a user-defined networked environment

that can be created without the need for system administrator-level privileges,

comprising:

a plurality ofnetworked computers that communicate using Internet

Protocol;

a plurality ofweb browsers executing on the plurality ofnetworked

computers;

a database that stores information concerning the user-defined networked

environment; and

a computer program executing on one or more of the plurality of

networked computers, wherein the computer program performs the steps of:

(1) permitting a user to create a group comprising a plurality of group

members;

(2) permitting the user to select a plurality ofweb-based communication,

collaboration, and transaction tools from a list of available tools, wherein the

selected tools are to be made available to the plurality of group members; and

(3) automatically generating a web page accessible to the plurality of

group members, wherein the web page provides access to the plurality of tools

selected in step (2) to the plurality of group members.
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