
1 MICROSOFT 1002

AC) 120 Rev 08/10)

  

 

TO' Mail Stop 8 RE PORT ON THE
’ Director of the US. Patent and Trademark Office FILING OR DETERMINATION OF AN

PO. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK

in Compliance with 35 [1.8.0 § 290 and/or 15 U.S.C. § 1 l 16 you are hereby advised that a court action has been
filed in the l,l_S. District Court Eastern District of Texas Tyler Division on the following

[:1 Trademarks or M Patents. ( 1:] thcpatcnt action involves 35LJ.S.(. § 292.):

DOCKET NO. DATE Fill-Ll)
6113—CV—00351 4/22/2013

PLAINTIFF

VirnetX inc. and Science Applications international
Corporation

  
 

 

 

US. DIS'I'RlC'l‘ COURT
Eastern District of Texas T Ier Division

DEFENDANT 
  Microsoft Corporation

  
 
  

   

  

PATENT 0R DATE OF PATENT
TRADEMARK NO. 0R TRADEMARK

In the aboveeficnlitled case. the following pzitcntl’sfl trademark(s) have been included:

DATE INCLUDED lNCLUDED BY
I] Amendment

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK

‘7, 99 ’7, Q7 kl. -
——
—_
——
—_

 
 

HOLDER OF PATENT OR TRADEMARK 

 
 

 

 

 

  
 

C] Answer [:1 Cross Bill [:1 Other Pleading  

 
 

HOLDER OF PATENT 0R TRADEMARK

In the above~~cntitlcd case. the following decision has been rendered orjudgcmcnt issued:

[)1 iClSlON/JIJDGEMENT

(BY) DEPUTY CLERK 
Copy l—Upon initiation ofaction, mail this copy to Director Copy 3—Upon termination ofaction, mail this copy to Director
(Tom Z—Upon filing document adding patent“), mail this copy to Director Copy 4—Casc file copy
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Case 6:13-cv-00351 Document 3 Filed 04/22/13 Page 1 of2 PageID #: 467
Rev, [)S/l 0)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313—1450 TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 LLSL‘. § 1 l 16 you are hereby advised that a court action has been

filed in the Us. District Court Eastern District of Texas Tyler Division on the following

El Trademarks or [Z Patents. (Dthepatent action involves 35 U.SC § 292.):

  
 
 

 
 

  
 

DOCKET NO.
6:13-CV-00351

PLAINTIFF

DATE FILED
4/22/201 3

us. DISTRICT COUR r
Eastern District of Texas T Ier Division

l)l-1|‘|€Nl)/\l\'l"  
 

 

 

 
 
 

 
 

VirnetX inc. and Science Applications international
Corporation

[3);]:184011k:[3:]: HOLDER Ol“ I’A'I 'ENT OR TRADEMARK

In the above—entitled case, the following patcnttsh’ trademark(s) have been included:
DATE INCLUDED INCLUDED BY

E] Amendment [I Answer E] Cross Bill C] Other Pleading
PATENT OR DATE OF PATENT .. s ,

TRADEMARK NO. (JR TRADEMARK HOLDER OF mm“ OR TRADEMARK

I mm at _

 Microsoft Corporation

   
 
  
  

   

 
In the above-Mentitled case. the following decision has been rendered or judgement issued:

DF,(TISl()N/ilUD(,iE\/1ENT

(BY) DEPUTY Cl ,ERK 
Copy l—Upon initiation ofaction, mail this copy to Director Copy 3—Upon termination ofaction, mail this copy to Director
(‘opy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—(‘ase file copy
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UNITED STATES PATENT AND TRADEMARK OFFICE UVTTET‘I STATES DEPAR'IWIFNT 0F COM'MERCFI
United States Patent and Trademark Office
Arkh'ess. COMMTSSTOVFR FOR PATENTSPO Box 1450

Alexandria,‘.’ugnia 22313-1450wvmmsptdgov
 

  APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET No./TITLE

10/714,849 11/18/2003 Victor Larson 117980007; 117980011
CONFIRMATION NO. 3154

22852 POA ACCEPTANCE LETTER

FINN EGAN, HENDERSON, FARABOW, GARRETT & DUNNER

LLP H||i|||| ||||||||||||| IIULII1II|||II|||II|H III III |||||lI|||||U |||i||i|||||||| |||| i|||000000058 00 7
901 NEW YORK AVENUE, NW
WASHINGTON, DC 20001—4413

Date Mailed: 12/14/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/03/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/zabraha/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE UVITET‘I STATES DEPAR'IWIFN'I‘ 0F COM'MFIRCFI
United States Patent and Trademark Office
Addless. COMMISSTOVFIR FOR PATENTSPO Box 1450

Alexandriay‘hjgnia 22313-1450 
wvmmsptogov

 

 
APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAB/[ED APPLICANT ATTY. DOCKET NOJTITLE

10/714,849 11/18/2003 Victor Larson
CONFIRMATION NO. 3154

23630 POWER OF ATTORNEY NOTICE

McDermott Will & Emery

The McDermott Building l|||l|||||||||||||||||Illlilllllllllllllllll|||||Illi|||||ll|||||l|||l||l||||l|||l|||l|||
500 North Capitol Street, NW. 000000058 00 37
Washington, DC 20001

Date Mailed: 12/14/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/03/2012.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/zabraha/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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PATENT

Customer No. 22,852

Attorney Docket Nos. 11798.0007; 11798.0011

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Inter Partes Reexamination of:

Victor LARSON et al. Control Nos: 95/001,851; 95/001,788

U. S. Patent No. 7,418,504 Group Art Unit: 3992

Issued: August 26, 2008 Examiner: Roland G. Foster

For: AGILE NETWORK PROTOCOL FOR
SECURE COMMUNICATIONS

USTNG SECURE DOMAIN NAMES

Confirmation Nos. 1688; 5823vvvvvvvvvvv
Mail Stop Inter Partes Reexam
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

REVOCATION OF POWER OF ATTORNEY,

STATEMENT UNDER 37 C.F.R. § 3.73(b),
AND GRANT OF NEW POWER OF ATTORNEY

The undersigned, a representative authorized to sign on behalf of the assignee owning all

of the interest in US. Patent No. 7,418,504 (“the ’504 patent”), hereby revokes all previous

powers of attorney or authorization of agent granted in the ’504 patent before the date of

execution hereof.

In compliance with 37 C.F.R. § 3.73(b), the undersigned verifies that VirnetX Inc. is the

assignee of the entire right, title, and interest in the ’504 patent by virtue of an assignment

recorded in the US. Patent and Trademark Office at Reel 018757, Frame 0326 on January 10,

2007.

The undersigned representative of the assignee hereby grants its power of attorney to the

patent practitioners associated with Finnegan, Henderson, Farabow, Garrett & Dunner,

-1-
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Attorney Docket Nos. 117980007; 117980011
Control Nos. 95/001,851; 95/001,788

L.L.P., Customer Number 22,852, to transact all business in the Patent and Trademark Office

connected with the ’504 patent, including the reexamination proceedings assigned control nos.

95/001,851 and 95/001,788, and in any other proceedings involving the ’504 patent.

Please also send all future correspondence concerning the ’504 patent to the address

associated with Finnegan, Henderson, Farabow, Garrett & Dunner, L.L.P., Customer

 

Number 22,852.

Dated: 11/30/12 By: /
Sameer Mathur

Vice President, Corporate Development and Product
Marketing
VirnetX Inc.

-2-
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Electronic Acknowledgement Receipt 

14368453

Confirmation Number: 

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

TItle oflnventlon: DOMAIN NAMES

 

First Named Inventor/Applicant Name: \fictor Larson

Customer Number: 23630

—Joseph EdWIn PaIySI/Connle SlSk
Filer Authorized By: Joseph Edwin Palys. 

Attorney Docket Number:

Filing Date: 18-Nov-2003

Time Stamp: 15:51 :19

 
 

Application Type: Utility under 35 USC 111(a) 

Payment information:

Document Document Descri tion FileSize(Bytes)/ Multi Pages
Number P Message Digest Part /.zip (ifappl.)

Power of Attorney Patent_POA_504.pdf da46b2cbb41d37e3l69699lb630e03de8l3
14809

Information:
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Total Files Size (in bytes) 55965 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

Ifa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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A0 [20 Rev. 08110

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. 8011450 ACTION REGARDING A PATENT OR
Alexandria, VA 223134450 TRADEMARK 

In Compiiance with 35 U.S.C. § 290 and/or i5 U.S.C. § 1 l 16 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern DiSiriCt of Texas — Tyler Division on the foliowing

I] Trademarks or MFaienis. ( I] the patent Action‘inleves 35 U.S.C. § 292.):

DOCKET N04 DATE FILED U .5. DISTRICT COURT
6:11-cv-18 1/12/2011 Eastern District of Texas — T ler Division

PLAINTIFF DEFENDANT 
  

 

  
Milel Networks Corp.. et al. Vimetx, Inc.

_—_
_—_
———

 

  
  

 

  
in the above—entitled case, the following pa lenl(s)/ trademark(5) have been included:

DATE INCLUDED INCLUDED BY

[:1 Amendment I] Answer 13 Cross Bill 1] Other Pleading
PATENT 0R DATE OF PATENT 7

TRADEMARK N0. OR TRADEMARK HOLDER 0F PATENT OR TRADEMARK

  —_—
—__
_——

In the aboveA-‘entiiled case, the foilowing decision has been rendered orjudgement issued:

DEClSIDN/JUDGEM ENT

(BY) DEPUTY CLERK 
Copy lw—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy I—Upon fiiing document adding patent(s}. mail this copy to Director Copy 4—Cnse file copy
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  arr {0714?th
IN THE UNITED STATES

PATENT AND TRADEMARK OFFICE

In re patent of
VimetX Inc.

Patent No. 7418504

Issued: Augist 26, 2008

For: Agile network protocol for secure communications using secure domain names

Submission of Prior Art Under 37 CFR 1.501

Hon. Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Sir:

The undersigned herewith submits in the above-identified patent the following prior art

which is pertinent and applicable to the patent and is believed to have a bearing on the

patentability of at least claim 1 thereof:

Valencia US. 6,308,213 October 23, 2001

The reference discloses a method for creating a secure dial-up session from a remote

client to a local network through an intemet service provider strikingly similar to the

device ofVimetX Inc. It is believed that the reference has a bearing on the patentability

of at least claim 1 of the VimetX Inc. patent.

Insofar as claim 1 is concerned, the reference clearly anticipates the claimed subject
matter under 35 U.S.C. 102.

Below is a list of other references which affect one or more of the claims in the oatent.

US$918018 usss92900 usssawzs US$864683

M—

  

  

 
 

  
    

    
    

      
    

    

    

usmwa

usveanss

usvswse usvsweo
usmezsl   
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US7325°63

US7299501 usnsnsa
U57269577 usnsosss
US7251784 US7246148
US7225249 US7209902
US7181613 US7149771
US7145898 us7136359
US7133845 US7116669
US7113508 US7095854
US7088727 uswmao
us7062781 us7058696
US7051212 US7039679

64 us7028088 US7024392
US7020111 usesasoos
U56968571 u56944657
US6940840 U56925564
US6915329 056886035 US6883034
u56874026 US6836548
ussasms U56816966
US6804743 U56791993
US6782427 use763376
use757286 U56745229
U5674204o U56731625 US6728737
U56718319 usemezez
U56707805
use683876 US6672775

U56665733 US6657956 —

 
 

C m\lO U) H to  
 
 
   
 

 
 
 
 

  
C U1 (D 0‘0 \lW U10

C m an mU1 4:\l \D u:

US$654697 U56650631 U56647418 U56640243 US$633S72 U5663 1402 US$618353
US$611528 U56606378 US$603857 U56603763 U56601005 U56598081 U56590894
U56587474 U56584094 US6571290

US6560236 US6542569

U56538988 mmU56526508
U56519546 _————m
US6510519 “mm——
U56488211
US6470340

U56456608 “Mm
U56449344
US6434504
US$412074 US6405272

HEM—— U56389480US6385644
U56370448 US6366558

CC mm mIgH33%Nb

 
 

 

  
 

   

C m Ch I.» LO m on I.» H

 
WU56345300
MUS6336141

US6285658
U56275941 U56272523

 
  

MU56249787 [mm——

mumUS6230194 “m
M  
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M

US6014702

U56003090

m————
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W

US$963746

"mUS$961620 US$960411

U55951581
US$949761 USS949753

m uss943230 ussa41947 US$940591 US$940396USS938732 US$938729

uss933596 US$933591 US$933428
US$930786
US$923853 US$923016

USS920542 US$917997
uss917sz1 USS917820 u55915001
US$910987

USS907620 US$901332
US$894479
USS889776

US5883956 US$87824155872849
55870386

US5867665 USS867484

 
CCCC MU'IU‘U‘ UlUIU'IUI mmmw NNWWngw\lHm othU'ImNN
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C
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ussasssm usssssozo ussss49o1 ussssa9oo ussssases U55352312 usssszsm mm-
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   US$850517 U55850451 U55850446 US$848399 U55848396 U55848258 U55848233
US$845087 US$845080 US$845073 USS84SO7O 55845067 U55844896 U55844888

 
  

 C
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ussaoezgz ussaoszas usssosnza ussaossae ussaossn ussaosg15 ussaosazo
usssossm ussaosms usseossge usssossss ussaosssn ussaozssaUS$802290

USS799086
US$802367
USSBOZZBS

CCCC mmmm U'IVIU'IU!ummmWOOD LDNNUIONU’IOOLDMDKDN OHONUS$802316 US$802306 US$802304 USSSOZBOZ
U55802053 US$802047 US$802043 USS799154
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Wuss49ooso US$483654
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ussa71399 USS469554 uss4s9s4o USS467452 uss4esas1 uss4ssaao U55465291 USS463772
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C II) VI 3) \l OI N U1 ID
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—_—_—_—W
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U55406557 US$402394 US5398248
US$396494mmUS5386548
US$386542 USS375219
USS375207 ”55373559 US5369688
US$369571 US$355472
US$355453 USS343477
U5534l499WUS53373°9
US$333183mm

m
 U55313465

ussaossez usssoe437 _m ussao1337
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U54766402 Us4748668

us4734907
us4672535

US4670857

US4578531 US4577313
U54567600 Us4533948

u5452937o US4528589 US4491983 US4479228
US4455605 U54445833 us4424414

US4420068 u54417245 US4403297 us440077o
U54376299 us4345315 us4326098
US4303904 us4227253

us4218582 US4207609 US4160129
U54034347 us3540080

USH1641 EP1621961 EP1349043 EP1251653 EP1029292
EP1004076 EP0990206 EP0853406

 

 

 

 
 

EP0752674

EP0737907 EP0590861
EP0580350

m— EP0256768

wo9723988 wo9704410
wo9630840 wo9604741

wo9so1023 wosaissaa W09315581 W09313481 W0930854S
WO8700373

680814589 680659112

AU°692872

Respectfully submitted,

Ray Selig, Es/
M-CAM, Inc.

210 Ridge-McIntire Road, Suite 300
Charlottesville, VA 22903

Certificate of Service

Ihereby certify on this 14th day of January 2011, that a true and correct copy of the
forgoing “Submission of Prior Art” was mailed by first-class mail, postage paid, to:

VimetX Inc..

c/o McDermott Will & Emery

600 13th Street, NW

Washington DC 20005-3096

Ray Selig

15
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QAO 120

Mail Stop 8 REPORT ON THE
Director of the US. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

PO. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 UrS.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the US. District Court Eastern D'smd Of Texas on the following Patents or D Trademarks:

DOCKEEHB-‘cv—M 7 DATE FHSW1 /201 0 U'S' DISTRICT COURT Eastern District of Texas
PLAINTIFF DEFENDANT

VirnetX Inc., - Aastra USA, Inc., Aastra Technologies Ltd., Apple, Inc.,
Cisco Systems, Inc., NEC Corporation, and NEC
Corporation of America

 
In the above—entitled case, the following patent(s)/ trademark (s) have been included:

DATE INCLUDED INCLUDED BY

I] Amendment I:| Answer I] Cross Bill I] Other Pleading
PATENT 0R DATE OF PATENT

TRADEMARK N0 0R TRADEMARK HOLDER OF PATENT 0R TRADEMARK
1

Z

In the above—wentitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

 

  
 
 
 

  

 
CLERK (BY) DEPUTY CLERK

Copy i-—Up0n initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2——Upon filing document adding patent (5). mail this copy to Director Copy 4—Case file copy

16
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UNITED STATES PATENT AND TRADEMARK OEEICE
UNITED STATES DEPARTIVIENT 0F COMNIERCE
United States Patent and Trademark Office
Address: COMIVIISS IONER FOR PATENTS

PO Box 1450
Alexandria Virginia 22313-1450
www.uspt0 gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

10/714,849 08/26/2008 7418504 3154

 

23630 7590 08/05/2008

MCDERMO'l'T WILL & EMERY LLP
28 STATE STREET

BOSTON, MA 02109—1775

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment is 646 day(s). Any patent to issue from the above-identified application will

include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information

Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the

Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee

payments should be directed to the Customer Service Center of the Office of Patent Publication at

(571)-272-4200.

APPLICANT(S) (Please see PAIR WEB site http://pairllsptogov for additional applicants):

Victor Larson, Fairfax, VA;

Robert Durham Short III, Leesburg, VA;
Edmund Colby Munger, Crownsville, MD;
Michael Williamson, South Riding, VA;

IR103 (Rev. 11/05)

17
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APPLICATION NO. FILING DATE

10/714,849 11/18/2003

23630 7590 07/25/2008
MCDERMOTT \VILL & EMERY LLP
28 STATE STREET

BOSTON, MA 02109-1775

 
FIRST NAM < ) INVENTOR   

Victor Larson

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0 Box 1450
Alexandria, Virginia 22313-1450
wwwuspto gov

ATTORNEY DOCKET NO. CONFIRMATION NO.
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Application No. Applicant(s)

_ _ 10/714,849 LARSON ET AL.
Response to Rule 312 Communication . .Examiner Art Unit

Krisna Lim 2153 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address —

1. IX The amendment filed on 09 July 2008 under 37 CFR 1.312 has been considered, and has been:

a) E entered.

b) IX entered as directed to matters of form not affecting the scope of the invention.

c) [I disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)

and the required fee to withdraw the application from issue.

d) [I disapproved. See explanation below.

e) I] entered in part. See explanation below.

lGlenton B. Burgess/ /Krisna Lim/
Supervisory Patent Examiner, Art Unit 2153 Primary Examiner, Art Unit 2153

U.S. Patent and Trademark Office

PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20080722
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. _ u [I /
OK TO ENTER. .K.L., PATENT

, Customer No. 23630
07/22/2008 Attorney Docket No. 077580-0042 (VRNK-1CP3CN)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Larson et al. Group Art Unit: 2153

Serial No.: 10/714,849 Examiner: LIM, Krisna

Filed: November 18, 2003
Confirmation No.2 3154

For: Agile Network Protocol For Secure

Communications Using Secure
Domain Names

  

CERTIFICATE OF MAILING 0R TRANSMISSION

 

I hereby certify that this correspondence is being deposited with the US, Postal Service as first class mail in an envelope addressed
to Mail Stop: Amendment. Commissioner for Patents, P. O. Box 1450, Alexandria, VA 22313-1450, or filed online via EFS-Web to
the USPTO, on the date indicated below

Date: July 9, 2008 ‘ ‘ Qo line dreu
  

Mail Stop Issue Fee
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313—1450

AMENDMENT AFTER A NOTICE OF ALLOWANCE

Under 37 C.F.R. 1.312

Sir:

Pursuant to 37 C.F.R. § 1.312, this amendment is filed concurrently with the

payment of the issue fee. Consideration of the following amendment remarks is

respectfully requested.

Amendment to the Specification is reflected in this paper at page 2.

Remarks follow the amendment section of this paper at page 3.

BST99 1581899-10775800042
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PART B — FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mafl Mail Stop ISSUE REECommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Ea; (571)—273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required. Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees Wlll e mailed to the current corres ondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate " EE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Notchsi: Block] for any change ofaddrcss) NOW: A CC”! 1.03“: 0 Infill”! can on y 6 use for 011155th “131 mgs 0f! e
Fee(s) Transmittal].~ This certi icate cannot be used for any other accompanying

papers, Each additional paper, _such as an assignment or formal drawing, mustave its own certificate of mailing or transmiSSion.

 

23630 7590 04/10/2008
Certificate of Mailing or Transmission

MCDERMOTT WILL & EMERY LLP I hereb certigy that this Feegsl) Transmittal is being deposited with the United
28 STATE STREET States ostal ervice with so icient postage for first class mail in an envelope

addressed to the Mail Stop ISSUE FEE address above, or bein facsimileBOSTON, MA 02109-1775 transnutted to the USPTO( 71) 273-2885, on the date indicated be ow.
 

 

  

 

 
Jacuueline I. Andreu (Dcpositor‘snamc)

L.
IQ y in 2008 (mm)

APPLICATION NO, FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/714,849 1 1/13/2003 Victor Larson 3154
TITLE OF INVENTION: AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

N0 $0nonprovisional $1440 $300 $1740 07/ 1 0/2008

LIM, KRISNA 2153 709-226000

  
 

 

 

  1. Chan e of correspondence address or indication of "Fee Address" (37
CFR i. 63).

El Chan e of corresspondence address (or Change of CorrespondenceAddress orm PTO/ B/ 122) attached.

D "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, lislMcDermott Will & Emery , LLP
(1) the names of up to 3 registered patent attorneys lor agents OR, altematrvely,

(2) the name ofa single firm (having as a member a 2
registered anomey or agent) and the names of up to
2 re istered patent attorneys or agents. If no name is 3
list , no name will be printed.

  
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assifigeplis identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed forrecordation as set forth in 37 CF . Completion of this form is NOT a substitute for filing an assignment,

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

VirnetX, Inc. Scotts Valley, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : D Individual DI] Corporation or other private group entity El Government 

4a. The following fce(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee El A check is enclosed.

Xi Publication Fee (No small entity discount permitted) D Payment by credit card‘ Form PTO—2038 is attached.
XI Advance Order » # of Co ics 5 .The Director is hereby authorized to charge r i fee 5) any deficiency or credit an

p overpayment, to Deposit Account Number ngf‘i gig Eericlose an extra cbpy of this fgrm), 
U! . Change in Entity Status (from status indicated above)

:l a, Applicant claims SMALL ENTITY status. See 37 CFR 1.27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2).
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of theUnited States Patent and Trademark Office.

/’
Authorized Signature 1 Date July 9, 2008

'Iloby . Kusmer 26,418I

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality/is governed by 35 U.S.C. 122 and 37 CFR 114. T is collection is estimated to take 12 minutes to complete, including gathering, preparing, and
subrrutting the completed application form to the USPTO. Time will va de endin upon. the individual case, Any comments on the amount of time you require to com lete
this form and/or su gestions for reducing this burden, should be sent to t e C ief In onnation Officer, US. Patent and Trademark Office, US Department of Commerce, .0
Box 1450, Alexan ~ a, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner for Patents, PO. Box 1450,
Alexandria, Virginia 22313-1450,
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

 
 

 

  

Typed or printed name Registration No.
 
 

 

PTOL-BS (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651—0033 US Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
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PATENT

Customer No. 23630

Attorney Docket No. 077580-0042 (VRNK-1CP3CN)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Larson et 6/, Group Art Unit: 2153

Serial No.: 10/714,849 Examiner: LIM, Krisna

Filed: November 18, 2003
Confirmation No.: 3154

For: Agile Network Protocol For Secure

Communications Using Secure
Domain Names

  

CERTIFICATE OF MAILING OR TRANSMISSION

 

i hereby certify that this correspondence is being deposited with the US, Postal Service as first class mail in an envelope addressed
to Mail Stop: Amendment, Commissioner for Patents, P 0 Box 1450, Alexandria, VA 22313-1450, or filed online via EFS-Web to
the USPTO‘ on the date indicated below

Date: July 9, 2008 ‘ ‘ Q“c line dreu
 

Mail Stop Issue Fee
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313—1450

AMENDMENT AFTER A NOTICE OF ALLOWANCE

Under 37 C.F.R. 1.312

Sir:

Pursuant to 37 C.F.R. § 1.312, this amendment is filed concurrently with the

payment of the issue fee. Consideration of the following amendment remarks is

respectfully requested,

Amendment to the Specification is reflected in this paper at page 2.

Remarks follow the amendment section of this paper at page 3.

BST99 1581899-10775800042
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Application No, 10/714,849
Larson et al.

Filed: November 18, 2003

AMENDMENTS TO THE SPECIFICAION:

In the specification, on page 1, after the first paragraph, before the title

"BACKGROUND OF THE INVENTION,” please insert the following title and paragraph:

GOVERNMENT CONTRACT RIGHTS

This invention was made with Government support under Contract No. 360000—

1999—000000—00-000-000 awarded by the Central Intelligence Agency. The

Government has certain rights in the invention.

BST991581899~1077580 0042
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Application No. 10/714,849
Larson et al,

Filed: November 18, 2003

REMARKS

The specification has been amended to refer to certain contract rights retained by

the Central Intelligence Agency of the United States Government. No new matter has

been added. Entry of the amendment is respectfully requested.

Pursuant to MPEP § 2732 explaining 37 C.F.R. § 1.104(c)(10), this amendment

(which is a letter regarding government interests) does not constitutes a failure of the

applicants to engage in reasonable efforts to conclude processing or examination of the

application and should not result in reduction of Patent Term Adjustment for the above—

referenced application. See MPEP 2732 and Clarification of 37 CFR 1.704(c)(10) —

Reduction of Patent Term Adjustment for Certain Types of Papers Filed After a Notice

of Allowance has been Mailed, 1247 Off. Gaz. Pat. Office 111 (June 26, 2001).

No fee is believed to be due with the filing of this paper. However, the

Commissioner is hereby authorized to charge our deposit account 50-1133 for any fee

required for consideration and entry of this amendment.

To the extend necessary, a petition for an extension of time under 37 C.F.R. §

1.136 is hereby made. Please grant any extension of time required to enter this

response and charge any additional required fees to our deposit account 50-1133.

Respectfully submitted,

MCDERMOTT, WlLL 8. EMERY, LLP

//

Dated: July 9, 2008 By:_ "5 _
Toby Kusmer, RegNo. 26,418
Atabak R. Royaee, Reg. No. 59,037

MCDERMOTT, WlLL 8. EMERY, LLP
28 State Street

Boston, Massachusetts 02109—1775

Tel. (617) 535-4065

Fax: (617) 535-3800

(2)BST99 15818994 077580 0042
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Electronic Patent Application Fee Transmittal

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS

mm of Invent'on: USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson 

Filer: Toby H. Kusmer./Jacqueline Andreu

Filed as Large Entity

Utility Filing Fees

Basic Filing:

Claims:
 

Miscellaneous-Filing:

Patent-Appeals-and-lnterterence: 

Post-AI|owance-and-Post-Issuance:

Utility Appl'Issue fee 1501 - 1440 1440

Publ. Fee- early, voluntary, or normal ‘ 1504 ‘ ‘ 0‘ 
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Sub-Total in

Description Quantity USD($) 

Extension-of-Time: Miscellaneous:

Total in USD ($)
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Electronic Acknowledgement Receipt 

3586347

Confirmation Number: 

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS

mm of Invent'on: USING SECURE DOMAIN NAMES

 

First Named Inventor/Applicant Name: Victor Larson

“—
Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number:

Time Stamp: 11:31 :29

 

 
 

Application Type: Utility under 35 USC 111(a) 

Payment information:

Payment Type Deposit Account

Payment was successfully received in RAM $1740

 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
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File Listing:

Document . . File Size(Bytes) Multi PagesNumber Document Descrlptlon m /Message Digest Part/.zip (ifappl.)
195729

Issue Fee Payment (PTO-858) IssueFeePayment.pdf —‘
BI D762257ebl0al94d0054194033a6585

3591133

Warnings:

. 217784
Amendment after Notice of Allowance

(Rule 312) Amendmentpdf 33a6cccba21 6530e5lad977ba030ba7lc
6940i99

Warnings:

Information:

Fee Worksheet (PTO-06) fee-info.pdf

 
B46a14l07943433d6326837a4719b313

c1741leb

Warnings:

Total Files Size (in bytes) 421829

  
 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

 

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/R0/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMIVEERCE
United States Patent and Trademark Office
Address: CONMISSIONER FOR PATENTS

PO. Box 1450
Alexandria. Virginia 22313-1430
www uspm gov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

MCDERMOTT WILL & EMERY LI .P LIM’ KRIS“
TS STATES

BOSTON, MA 02109—1775 2153
DATE MAILED: 04/10/2008

APPLICATION NO. FILING DATE FIRST NAIVIED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/714,849 11/18/2003 Victor Larson 3154
TITLE OF INVENTION: AGILE NETW'ORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAIVIES

 
   APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE bEE TOTAL FEE(S) DUE DATE DUE

NO $0nonprovisional $1440 $300 $1740 07/10/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAIWINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION fl THE MERITS E CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGI’ITS.
THIS APPLICATION IS SUBJECT TO WITHDRAVVAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS

STATUTORY PERIOD CANNOT fl EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORIVI
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B — FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if rcquircd). If you arc charging thc fcc(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing an applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL—85 (Rev. 08/07) Approved for use Lhrough 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450

or m (571 )-273—2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apéxropriate. All further correspondence including the Patent. advance orders and notification of maintenance fees will be mailed to the current correspondence address asin icated unless corrected below or directed otherwise in Block 1. by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

 

maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (No.5; Use Block 1 for any 911ng ofaddlesg) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. 1'his certificate cannot be used for any other accompanying

papers. Each additional paper. such as an assignment or formal drawing. mustave its own certificate of mailing or transmission.

 

23630 7590 04/10/2008
Certificate of Mailing or Transmission

MCDERMOTT WllJ.‘ & EMERY lil up I hereby certify that this Fee(s) Transmittal is being deposited with the United
28 STATE STREET States Postal Service with sufficient postage for first class mail in an envelope

” V addressed to the Mail Stop ISSUE FEE address above. or being facsimile
B05 1 ON. MA 02109-1775 transmitted to the USPTO (571) 273—2885. on the date indicated below.

(Deposiloi's name)

(Signature)

(Date)

10/714.849 11/18/2003 Victor Larson 3154
TITLE OF INVENTION: AGILE NETW'ORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAlVIES

 
   APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE FEE TOTAL FEE(S) DUE DATE DUE

NO $0$1440 $300 $1740 07/10/2008

EXAMINER ART UNIT CLASS-SUBCLASS

LIM. KRISNA 2153 709—226000

nonprovisional

 

1. Change of correspondence address or indication of "Fee Address" (37
CF 1 1.363).

3 Change of correspondence address (or Change of CorrespondenceAddress orm PTO/SB/ 122) attached.

3 ”Fee Address" indication (or "Fee Address" Indication formjTO/SB/47; Rev 03—02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page. list
(1) the names of up to 3 registered patent attorneys
or agents OR. alternatively.

(2) the name of a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is
listed. no name will be printed.

m 
3. ASSIGNEE NAVIE AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

)LEASE NOTE: Unless an assignee is identified below. no assignee data will appear on the patent. If an assignee is identified below. the document has been filed for
rccordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

 
 

Please check the appropriate assignee category or categories (will not be printed on the patent) : D lndividua D Corporation or other private group entity D Government 
  

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) :1 Payment by credit card. Form PTO—2038 is attached.
3 Advance Order — # of Copies :IThe Director is hereby authorized to charge the required fee(s), any deficiency. or credit any \overpayment. to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

3 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. :l b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).
NOTE: The Issue Fee and Publication Fee (if required) wi11 not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date
  

Typed or printed narne Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. T is collection is estimated to take 12 minutes to complete. including gathering. preparing. and
submitting the completed application form to the USPTO. Time will varv de endin upon the individual case. Any comments on the amount of time you require to com lete
this form and/or suggestions for reducing this burden. should be sent to the C ief ln ormation Officer. US. Patent and Trademark Office, US. Department of Commerce. .0.
Box 1450. Alexandria. Virginia 2231371450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents. PO. Box 1450.
Alexandria. Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection ofinformation unless it displays a valid OMB control number.

PTOI.—85 (Rev. 08/07) Approved for use through 08/31/2010. OVlB 065l—0033 US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMNEERCE
United States Patent and Trademark Office
Address: CONMISSIONER FOR PATENTS

PO. Box 1450
Alexandria. Virginia 22318-1430
www uspm gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

 
10/714,849 11/18/2003 Victor Larson 3154

MCDERMOTT WII 1L & EMERY LI 1P LIM’ KRISNA
TS STATES

BOSTON, MA 02109—1775 2153
DATE MAILED: 04/10/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 663 day(s). 1f the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 663 day (s).

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or

(571)-272-4200.

Page 3 0f 3
PTOL—85 (Rev. 08/07) Approved for use Lhrough 08/31/2010.
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Application No. Applicant(s)

10/714,849 LARSON ET AL.
 

Notice of Allowability Examiner Art Unit

Krisna Lim 2153 

 
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL—85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. E This communication is responsive to the amendment filed 3/12/08.

2. XI The allowed claim(s) is/are 2-12 and 28-76.

3. I] Acknowledgment is made ofa claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a) [I All b) [I Some* c) [I None of the:

1. El Certified copies of the priority documents have been received.

2. El Certified copies of the priority documents have been received in Application No.

3. El Copies ofthe certified copies ofthe priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” ofthis communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [I A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. I] CORRECTED DRAWINGS (as “replacement sheets”) must be submitted.

(a) El including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached

1) El hereto or 2) [I to Paper No./Mai| Date

(b) [I including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mai| Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. El DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

  
 

Attachment(s)
1. El Notice of References Cited (PTO-892) 5. El Notice of Informal Patent Application

2. El Notice of Draftperson's Patent Drawing Review (PTO-948) 6. El Interview Summary (PTO-413),
Paper No./Mai| Date .

3. IE Information Disclosure Statements (PTO/SB/08), 7. IX Examiner's Amendment/Comment
Paper No./Mai| Date

4. El Examiner's Comment Regarding Requirement for Deposit 8. IX Examiner's Statement of Reasons for Allowance
of Biological Material

9. El Other

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mai| Date 20080331
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Application/Control Number: 10/714,849 Page 2

Art Unit: 2153

Examiner's Amendment

An Examiner's Amendment to the record appears below. Should the changes and/or

additions be unacceptable to applicant, an amendment may be filed as provided by 37

C.F.R.. 1.312. To ensure consideration of such an amendment, it MUST be submitted

no later than the payment of the Issue Fee.

In the claims:

Cancel claims 13-25.

Pursuant to 37 C.F.R 1.109 and M.P.E.P 1302.14, the following is an

Examiner's Statement of Reasons for Allowance:

The prior arts of record do not teach or a domain name service system configured

to be connected to a communication network, to store a plurality of domain names and

corresponding network addresses, to receive a query for a network address, and to

comprise an indication that the domain name service system supports establishing a

secure communication link.

The examiner considers the applicants' claims 2-12 and 28-76 to be allowable

based on the claim interpretation and the aforesaid prior arts of record.

Any comments considered necessary by applicant must be submitted no later than

the payment of the Issue Fee and, to avoid processing delays, should preferably

accompany the Issue Fee. Such submissions should be clearly labeled "Comments on

Statement of Reasons for Allowance."

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956
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Application/Control Number: 10/714,849 Page 3

Art Unit: 2153

The examiner can normally be reached on Monday to Friday from 9:30 AM to 6:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Glenton Burgess, can be reached on 571-272-3949. The fax phone

KL

March 31, 2008

/Krisna Lim/

Primary Examiner, Art Unit 2153
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In Re Application Of: Victor Larson, et al.

Application No. Filing Date Examiner

10/714,849 November 18, 2003 Krisna Lim

COMMISSIONER FOR PATENTS:

This is a statement under the provisions of 37 CFR 1.97(e) in the above-identified application.

Check applicable statement herebelow:

Statement Under 37 CFR 1.97(e)(1)

Each item of information contained in the accompanying Information Disclosure Statement was first cited in

any communication from a foreign patent office in a counterpart foreign application not more than three
months prior to the filing of the Information Disclosure Statement.

Statement Under 37 CFR 1.97(e)(2)

No item of information contained in the accompanying Information Disclosure Statement was cited in a

communication from a foreign patent office'in a counterpart foreign application. and. to the knowledge of the
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Group Art Unit: 2153
Examiner: Krisna Lim

Confirmation No: 3154

Title: An Agile Network Protocol for Secure Communications Using
Secure Domain Names

Docket No: 775804142 (VRNK—ICP3CN)

CERTIFICATE OF MAILING 0R TRANSMISSION

E hereby certify that this correspondence is being deposited with the U 3‘ Postal Service as first class mail in an
envelope addressed to: Commissioner for Patents, 1’ O Box 1450, Atexandria, VA 223134450, or facsimile
transmitted (571~273~8300} to the USPTO. on the date indicated below

Date: 1,2Marc112008 .,

E? 8JacquelineAndrea
MS Amendment

Commissioner for Patents

PO, Box 1450

Alexandria, VA 223134450

Sir:

AMENDMENT “C” AFTER FILING AN RCE

This paper is a response to the Notice of Allowance dated 29 October 2007 and is

being filed as a part of a Request for Continued Prosecution filed on 29 January 2007 in

order to insure that the Information Disclosure Statement filed on November 8, 2007 is

considered by the Examiner, and to add additional dependent claims to claims previously

allowed,

The Applicants request reconsideration and further examination in view of the

following:

Amendments to the Claims, as reflected in the listing of claims beginning on

page 2 of this paper; and

Remarks, beginning on page 14 of this paper.
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Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the

application:

Listing of Claims:

1‘ (Canceled)

2, (Previously presented) The system of ciaim 29, wherein the top—level domain

name is a non-standard top—level domain name.

3. (Original) The system of claim 2, wherein the non—standard top—level domain

name is one of score, “sorg, .snet, ,Sgov, (sedu, sun} and isint.

4, (Previously presented) The system of claim 28, wherein the communication

network includes the Internet.

5. (Previously presented) The system of claim 28, wherein the domain name

service system comprises an edge router.

6. (Previously presented) The system of claim 29, wherein the domain name

service system is configured to authenticate the query using a cryptographic technique.

7. (Previously presented) The system of Claim 28, wherein the domain name

service system is connectable to a virtual private network through the communication

network.

8‘. (Previously presented) The system of claim 7, wherein the virtual private

network is One of a plurality of" secure communication links in a hierarchy of secure

communication links

BS‘I‘QQ1563374—10775800042 Page 2 of 14
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9. (Previously presented) The system of claim 7, wherein the virtual private

network is based on inserting into each data packet communicated over a secure

communication link one or more data values that vary according to a pseudo-random

sequence.

10. (Previously presented) The system of claim 7, wherein the virtual private

network is based on a network address hopping regime that is used to pseudorandomly

change network addresses in packets transmitted between a first device and a second

device

1 1. (Previously presented) The system of claim 7, wherein the virtual private

network is based on comparing a value in each data packet transmitted between a first

device and a second device to a moving window of'valid values.

12, (Previously presented) The system of claim 7, wherein the virtual private

network is based on a comparison of a discriminator field in a header of each data packet

to a table of valid discriminator fields maintained for a first device.

13. (Withdrawn) A method for registering a secure domain name, comprising

steps of:

receiving a request for registering a secure domain name;

verifying ownership information for an equivalent non—secure domain name

corresponding to the secure domain name;

registering the secure domain name in a secure domain name service when the

ownership information for the equivalent non~secure domain name is consistent with

ownership information for the secure domain name.

14. (Withdrawn) The method according to claim 13, wherein the step of verifying

ownership information includes steps of:

determining whether the equivalent non-secure domain name corresponding to the

secure domain name has been registered in a nonwsecure domain name service; and

1351991563314-10775500042 Page 3 of 14
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querying whether the equivalent non-secure domain name should be registered in

the nonsecure domain name service when the equivalent non—secure domain name has not

been registered in the non-secure domain name service.

15. (Withdrawn) A computer—readable storage medium, comprising:

a storage area; and computer-readable instructions for a method for registering a

secure domain name, the method comprising steps of:

receiving a request for registering a secure domain name;

verifying ownership information for an equivalent nonmsecure domain name

corresponding to the secure domain name; and

registering the secure domain name in a secure domain name service when the

ownership information for the equivalent non-secure domain name is consistent with

ownership information for the secure domain name

161 (Withdrawn) The computer—readable medium according to ciairn 15, wherein

the step of' verifying ownership information includes steps of:

determining whether the equivalent non—secure domain name corresponding to the

secure domain name has been registered in a non-secure domain name service; and

querying whether the equivalent nonwsecure domain name should be registered in

the nonasecure domain name service when the equivalent nonwsecure domain name has

not been registered in the non—secure domain name service.

17. (Withdrawn) A method for registering a domain name, comprising steps of:

(i) receiving a request for registering a first domain name;

(ii) verifying ownership information for a second domain name corresponding to

the first domain name; and

(iii) registering the first domain name when the ownership information for the

second domain name is consistent with ownership information for the first domain name.

asiss 3563374~% 077530 0042 Page 4 of 14
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18. (Withdrawn) The method of claim 17, wherein the first domain name

comprises a nonstandard topwlevel domain and the second domain name comprises a

standard top~levcl domain.

19. (Withdrawn) The method of claim 17, further comprising the step of storing

information corresponding to the registration performed in step (iii) in a database separate

from a database storing information for standard domain name registrations.

20A (WithdraWn) The method according to claim 17, wherein the step of verifying

ownership information includes steps of:

(a) determining whether the second domain name has been registered in a domain

name service; and

(b) querying whether the second domain name should be registered in the domain

name service when the second domain name has not been registered in the domain name

services

21 , (Withdrawn) A computer—readable medium, comprising computerwreadable

instructions for a method for registering a domain name, the method comprising steps of:

(i) receiving a request for registering a first domain name;

(ii) verifying ownership information for a second domain name corresponding to

the first domain name; and

(iii) registering the first domain name when the ownership information for the

second domain name is consistent with ownership information for the first domain name.

22” (Withdrawn) The computer readable medium of claim 21, wherein the first

domain name comprises a non—standard top-level domain and the second domain name

comprises a standard top level domain.

23. (Withdrawn) The computer—readable medium of claim 21, wherein the step of

verifying ownership information includes steps of:

[35199 563314.10775500042 Page 5 of M
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(a) determining whether the second domain name has been registered in a domain

name service; and

(b) querying whether the second domain name should be registered in the domain

name service when the second domain name has not been registered in the domain name

service.

24. (Withdrawn) The method of claim 13, wherein the secure domain name has a

top—level domain reserved for secure network connections.

25‘ (Withdrawn) The computer—readable storage medium of claim 15, wherein the

secure domain name has a top—level domain reserved for secure network connections.

26. (Canceled).

27‘ (Canceled).

28. (Previously presented) A system for providing a domain name service for

establishing a secure communication link, the system comprising:

a domain name service system configured to be connected to a communication

network, to store a plurality of domain names and corresponding network addresses, to

receive a query for a network address, and to comprise an indication that the domain

name service system supports establishing a secure communication link.

29‘ (Previously presented) The system of claim 28, wherein at least one of the

plurality of domain names comprises a top—level domain name.

30. (Previously presented) The system of claim 28, wherein the domain name

service system is configured to respond to the query for the network address.

3]. (Previously presented) The system of claim 28, wherein the domain name

service system is configured to provide, in response to the query, the network address

nsr99 55633744 077580 car: Page 6 of 14
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corresponding to a domain name from the plurality of domain names and the

corresponding network addresses,

.32, (Previously presented) The system of claim 28, wherein the domain name

service system is configured to receive the query initiated from a first location, the query

requesting the network address associated with a domain name, wherein the domain

name service system is configured to provide the network address associated with a

sec0nd location, and wherein the domain name service system is configured to support

establishing a secure communication link between the first location and the second

location,

33. (Previously presented) T he system of claim 28, wherein the domain name

service system is connected to a communication network, stores a plurality of domain

names and corresponding network addresses, and comprises an indication that the domain

name service system supports establishing a secure communication link

34, (Previously presented) The system of claim 28, wherein at ieast one of the

plurality of domain names is reserved for secure communication links,

35, (Previously presented) The system of claim 28, wherein the domain name

SBWiCB system comprises a SCIVCI’.

36. (Previously presented) The system of claim 35, wherein the domain name

service system further comprises a domain name database, and wherein the domain name

database stores the plurality of domain names and the corresponding network addresses,

37. (Previously presented) The system of claim 28, wherein the domain name

service system comprises a server, wherein the server comprises a domain name

database, and wherein the domain name database stores the plurality of domain names

and the corresponding network addresses.

ssras 5563374-: 077580 can Page 7 of 14
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38. (Previously presented) The system of claim 28, wherein the domain name

service system is configured to store the corresponding network addresses for use in

establishing secure communication links.

39. (Previously presented) The system of claim 28, wherein the domain name

service system is configured to authenticate the query for the network address

40” (Previously presented) The system of claim 28, wherein at least one of the

plurality of domain names comprises an indication that the domain name service system

supports establishing a secure communication link.

4L (Previously presented) The system of claim 28= wherein at least one of the

plurality of domain names comprises a secure name

42. (Previously presented) The system of claim 28, wherein at least one of the

plurality of domain names enables establishment of a secure communication link.

43. (Previously presented) The system of claim 28, wherein the domain name

service system is configured to enable establishment of a secure communication link

between a first location and a second location transparently to a user at the first location.

44, (Previously presented) The system of'claim 28, wherein the secure

communication link uses encryption.

45. (Previously presented) The system of claim 28, wherein the secure

communication link is capable of supporting a plurality ofservices,

46‘ (Previously presented) The system of claim 45, wherein the plurality of

services comprises a plurality of communication protocols, a plurality of application

programs, multiple sessions, or a combination thereof.

Bsr991563374-107758000r2 Page 8 of 14
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474 (Previously presented) The system of claim 46, wherein the plurality of

application programs comprises items selected from a group consisting of the following:

video conferencing, e-mail, a word processing program, and telephony,

48. (Previously presented) The system of claim 45, wherein the plurality of

services comprises audio, video, or a combination thereof

49‘ (Previously presented) The system of claim 28, wherein the domain name

service system is configured to enable establishment ofa secure communication link

between a first location and a second locatiOn,

50, (Previously presented) The system of claim 49, wherein the query is initiated

from the first location, wherein the second location comprises a computer, and wherein

the network address is an address associated with the computer

51,. (Previously presented) The system of claim 28, wherein the domain name

service system comprises a domain name database connected to a communication

network and storing a plurality of domain names and corresponding network addresses

for communication,

wherein the domain name database is configured so as to provide a network

address corresponding to a domain name in response to a query in order to establish a

secure communication link.

52, (Previously presented) A machine—readable medium comprising instructions

executable in a domain name service system, the instructions comprising code for:

connecting the domain name service system to a communication network;

storing a plurality of domain names and corresponding network addresses;

receiving a query for a network address; and

supporting an indication that the domain name service system supports

establishing a secure communication link,

ssrsg 1563374~1 0775er 0042 Page 9 of 14
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53. (Previously presented) A method of providing a domain name service for

establishing a secure communication link, the method comprising:

connecting a domain name service system to a communication network, the

domain name service system comprising an indication that the domain name service

system supports establishing a secure communication link;

storing a plurality of domain names and corresponding network addresses; and

receiving a query for a network address for communication,

54. (New) The machinemreadable medium of claim 52, wherein the instructions

comprise code for storing the plurality of domain names and corresponding network

addresses including at least one top—level domain name.

55. (New) The machine—readable medium of claim 52, wherein the instructions

comprise code for responding to the query for the network address

56. (New) The machine—readable medium of claim 52, wherein the instructions

comprise code for providing, in response to the query, the network address corresponding

to a domain name from the plurality of domain names and the corresponding network

addresses

57. (New) The machine-readable medium of claim 52, wherein the instructions

comprise code for receiving the query for a network address associated with a domain

name and initiated from a first location, and providing a network address associated with

a second location, and establishing a secure communication link between the first

location and the second location.

58, (New) The machinenreadable medium ofclaim 52, wherein the instructions

comprise code for indicating that the domain name service system supports the

establishment of a secure communication link.

as my lSGSJN-l 077ch 0042 Page 10 of 14
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59. (New) The machine-«readable medium ofclaim 52, wherein the instructions

comprise code for reserving at least one of the plurality of domain names for secure

communication links.

60. (New) The machinewreadabie medium of claim 52, wherein the code resides

on a SEWER

61. (New) The machine-readable medium of claim 52, wherein the instructions

comprise code for storing a plurality of domain names and corresponding network

addresses so as to define a domain name database.

62. (New) The machine—readable medium of claim 52, wherein the code resides

on a server, and the instructions comprise code for creating a domain name database

configured to store the plurality of domain names and the corresponding network

addresses.

63. (New) The machineqeadable medium of claim 52, wherein the instructions

comprise code for storing the corresponding network addresses for use in establishing

secure communication links.

64. (New) The machine-readable medium of claim 52, wherein the instructions

comprise code for authenticating the query for the network address.

65. (New) The machine-readable medium of claim 52, wherein at least one of the

plurality of domain names includes an indication that the domain name service system

supports the establishment of'a secure communication link.

66. (Now) The machine—readable medium ofclaim 52, wherein at least one of the

plurality of domain names includes a secure name.

ESI'99156337440775800042 Page 11 of 14
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67, (New) The machine-readable medium of claim 52, wherein at least one of the

plurality of domain names is configured so as to enable establishment of a secure

communication link.

63. (New) The machine-readable medium of claim 52, wherein the domain name

service system is configured to enable establishment of a secure communication link

between a first location and a second location transparently to a user at the first location

69, (New) The machinenreadable medium of claim 52, wherein the secure

communication link uses encryption

70, (New) The machineqeadable medium ofclaim 52, wherein the secure

communication link is capable of supporting a plurality of services.

71. (New) The machine—readable medium of claim 70, wherein the plurality of

services comprises a plurality of communication protocols, a plurality of application

programs, multiple sessions, or a combination thereof.

72, (New) The machine—readable medium of claim 7], wherein the plurality of

application programs comprises items selected from a group consisting of the following:

video conferencing, e-inail, a word processing program, and telephony,

73. (New) The machine—readable medium of claim 70, wherein the plurality of

services comprises audio, video, or a combination thereof.

74. (New) The machine—readable medium of claim 52, wherein the domain name

service system is configured to enable establishment of a secure communication link

between a first location and a second location.

‘75, (New) The machine~readable medium of claim 74, wherein the instructions

include code for receiving a query initiated from the first location, wherein the second

55199 553374": 0775300042 Page i2 of 14
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location comprises a computer, and wherein the network address is an address associated

with the computer.

76. (New) The machine~readable medium of ciaim 52, wherein the domain name

service system comprises a domain name database connected to a communication

network and storing a plurality of domain names and corresponding network addresses

for communication,

wherein the domain name database is configured so as to provide a network

address corresponding to a domain name in response to the query in order to establish a

secure communication link‘
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REMARKS

Claims 2,25 and 28-76 remain in the application. Claims 1, 26 and 27 have been

previously canceled. Claims 54—76 have been added by this amendment. Claims 13~25,

drawn to a non—elected invention, are withdrawn from consideration Applicants note

with appreciation that claims 2-25 and 28—53 have been previously allowed.

New claims 54-76 are all dependent either directly or indirectly from claim 52“

Since claim 52 was previously allowed, the dependent claims are also believed to be

allowable Because each dependent claim is deemed to define an additional aspect of the

invention, the individual consideration of each on its own merits is respectfully requested.

Accordingly, all of the pending claims currently under consideration, claims 20.5

and 28~76, are believed to be in condition for allowance, An early and favorable action

thereon is therefore earnestly solicited,

The Commissioner is hereby authorized to charge any necessary fees with regard

to this filing to our Deposit Account No 50—1133.

if a telephone conference will expedite prosecution of the application, the

Examiner is invited to telephone the undersigned,

Respectfully submitted,

McDERMOTT WILL & EMERY LLP

 Date: March 12. 2008
 

To y H usmer, PC, Reg. No 26,418

Attorney for Applicants
28 State Street

Boston, MA 021094775

DD Telephone: (617) 535—4065

Facsimile: (617)535—3800

e—mail: tkusmer@mwe.com

ssr991563374-10775300042 Page 14 of 14

69



70

SHEET “1“ OF __1‘
 

 
 
 

 
 

 
 

ATTY DOCKET NO

077580-0042
INFORMATION DISCLOSURE

CITATION IN AN

APPLICATION

SERIAL NO

101714349 
  
 

 

  

APPLICANT

Larson at al.

FILING DATE GROUP

Nov. 18 2003 2153

US. PATENT DOCUMENTS

(P1704449)

EXAMINER'S
ENITIALS

CITE
ND

Document Number Publication Bate Name of Patentee or Applicant of Cited Pages. Coiumns. Lines, Where
Number—Kind Code: (”MN MM-DD-YYYY Document Refevant Passages or Relevant

Figures Appear

III

III—
A94 ”5 6,425,003 Bl _/23/2002 Herzog el. al

IIIII
IIIIIWesinger, Jr. et a1~
IIIIIWesinger Jr et M
II2006/0059337 A1 _/16/2006 Poiyironen ct al

III—I

 i!-now m-
  

  

  

 
 

 

 

FOREIGN PATENT DOCUMENTS

EXAMINER'S Foreign Patent Document Pubilcallon Date Name of Palenlee or Pages. Columns. Lines Translation
INITIALS CITE Com-“n1 Guam—Number “Kind MM-DD—YYYY Applicant of Cited Document Where Relevant

NO Cndasrlnmmm} Figures Appear YES NO

OTHER ART Includin- Author. Title. Date. Pertinent Pages Eta}
EXAMINER’S Include name of the author (in CAPIIAL LE'I IERS). tilte of the article (when appropriate). title of the item (boon magazine

lmTIALS CITE N0 journal. serial. symposium. catalog. etc i. date. pagem, votume—Issue numbefis). publishers city andlor country where
published

 
 

 

  

 
 
 

EXAMINER DATE CONSIDERED

 
 

”EXAMINER: Initial ii reference considered. whether or not citation Is in conformance with MPEF 609 Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant
1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if Engiish language Transiatlcn is attached

BSI9‘J 15666894 077580 0042

70

 



71

Electronic Acknowledgement Receipt 

2985054

Confirmation Number: 

AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS

mm of Invent'on: USING SECURE DOMAIN NAMES

 

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Filer Authorized By: Atabak R Royaee 

Attorney Docket Number:

Receipt Date: 12-MAR-2008

Filing Date: 18—Nov-2003

Time Stamp: 11:36:43

 
 

Application Type: Utility under 35 USC 111(a) 

Payment information:

File Listing:

Document . . File Size(Bytes) Multi PagesNumber Document Description m /Message Digest Part /.zip (ifappl.)

Miscellaneous Incoming Letter Transmittalpdf 1 338261665b0787943931a99079281 De
53ac78 19

Warnings:

Information:

71

 



72

636661

Amendment After Final Amendmentpdf 72370al6206564636b323| 277cl27d4a
6b1a49d2

Information:

Information Disclosure Statement

Letter SupplementalStatement.pdf 2311305951111 1651530d9a30020b5d615
d2d61c61

Information: 

Information Disclosure Statement

(ID)S Filed ezzal dalccdblabmladab7a6894b08d2
2dOObBa

Warnings:

Information:

This is not an USPTO supplied IDS fillable form

Total Files Size (in bytes) 873597

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

  
New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office
II a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/R0/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
 

72



73
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Victor Larson et al. Customer N0.: 23,630

Appl. No. : 10/714,849 Confirmation N0.: 3154

FIled : NOVeInber 18, 2003 CERTIFICATE OF MAILING (37 CFR.§ 1.801))
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Grp./A.U. : 2153
Examiner: : LIM, Kristina .

Jae line A u

Mail Stop Amendment
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313—1450

TRANSMITTAL LETTER

Enclosed for filing in connection with the above-referenced patent application are the

following documents:

1) Amendment “C” After Filing An RCE

2) Supplemental Information Disclosure Statement

3) IDS Form PTO-1449 (1 page)

The Commissioner is hereby authorized to charge any fees that may be required for filing

ofthe above-listed papers to our Deposit Account No. 50-1 133.

Respectfully submitted,

McDERMOTT WHL & EMERY LLP

Date: March 12, 2008 Wfl/L %%
Atabak R. Royaee, Reg. N0.: 59,037

McDermott Will & Emery LLP
28 State Street

Boston, MA 02109—1775

Telephone: (617) 535—4108
Facsimile: (617) 535—3 800
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In accordance with the provisions of 37 CFR. 156, 1,97 and 1.98, the attention of the Patent and

Trademark Office is hereby directed to the documents listed on the form PTO—1449 filed

January 29, 2008. It is respectfully requested that the documents be expressly considered during the

prosecution of this application, and that the documents be made of record therein and appear among

the "References Cited" on any patent to issue therefrom,

This Statement is being filed as a substitution of the statement submitted on January 29, 2008, in

which the undersigned agent’s registration number was incorrect A replacement form PTO—1449 for

the one filed on Jan. 29, 2008 is also submitted herewith
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This Statement is not to be interpreted as a representation that the cited publications are

material, that an exhaustive search has been conducted, or that no other relevant information

exists. Nor shall the citation of any publication herein be construed per as as a representation that

such publication is prior art, Moreover, the Applicant understands that the Examiner will make an

independent evaluation of the cited publications.

No fees are believed to be due with the filing of this paper. However, the Commissioner is hereby

authorized to charge any required fees to Deposit Account 50—2133.

Respectfully submitted,

McDE OTT WILL & EMERY LLP

, at. @961,
Atabak R. Royace

Registration No, 59,037

28 State Street Please recognize our Customer No. 23630

Boston, MA 02109 as our correspondence address.
Phone: 617635—4108

Facsimile: 617635-3800

Date: March 12, 2008
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 January 29. 2008
 

   
 
 
 

 

 
 
 
   
 

 
  
 

Trademark 017109 on -. -ata shown balm». r _
monwm-mvau
must: ~-
  

Thls collection at information Is muted by 37 CFR 1,114.1he intern-abort ls required to obtain orreialn a benefit by the public Mitch is to tile (and by the USPTO
to process) an application, Confidentiality ls governed by 35 U50. 122 and 37 CFR 1.11 and 1.14. This ooIiBCtlon is estimated in iaka 12 minutes in mule“:
int‘Juiing gathcthg, preparing, and submitting the completed applltztion form too-ta USPTO. Time will vary dependlng upon the individual case. Any comments
on the amount chime you require to complete this form and/or suggestions tor reduo'ng this burden. mu be sent to the Chief information Officer. US. Patent
and Trademark Office. US. Decathlon! of Commerce. PD. Box 1150, Alexandria, VA 22315-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND To: Mail Stop RCE. Commissioner for Pm, P.O. Box 1450. Alexandria, VA 22313-1130.
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91/29/08 TUE'17:17 FAX 817 535 3889 MCDERMO’I‘I‘ WILL & EMERY
 

loos

RECEIVED

CENTRAL FAX GENTER

. JAN 2 9 2008
Docket No.: 077580-0042 PATENT

Applicant : Victor Larson et al. Customer No.: 23,630
Appl. No. : 10/714,849 Confirmation No.: 3154
Filed : November 13, 2003 can-[mun op “mum; (31 cm. 51.10)

Title : AN AGILE NETWORK PROTOCOL lhmby certify that this eomspondence is being deposited with the
FOR SECURE COMIVIUNICATIONS United sine: mun Service with sufficient postage u "Express Mail
USING SECURE DOMAIN NAMES mmmm‘rt‘i’pifif‘pf6.°$2:‘1':?&°k1’::.m

VA 22313-1450 on January n, 2002;.

Grp./A.U. I 2153 Btprus MailMIiling Libel: avmassossus
Examiner: : LIM, Krisna

 

SUPPLEMENTAL INFORMATIQE QISCLOSURE STATEMENT

Mail Stop RCE
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

In accordance with the provisions of 37 CPR. 1.56, 1.97 and 1.98, the attention of the Patent and
Trademark Office is hereby directed to the documents listed on the attached form PTO-1449. It is

respectfully requested that the documents be expressly considered during the prosecution of this

application, and that the documents be made of record therein and appear among the "References

Cited" on any patent to issue therefrom.

This Information Disclosure Statement is being filed concurrently with an RCE for the above-

referenced application.

8:199 155864 9-! 07758110042
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. u13

01/29/08 'TUEnl7il7 Fax 617 535 3889 MCDERMOTT WILL 8: EMERY .007
 

This Statement is not to be interpreted as a representation that the cited publications are

material, that an exhaustive search has been conducted, or that no other relevant information

exists. Nor shall the citation of any publication herein be construed per 3:2 as a representation that

such publication is prior art. Moreover, the Applicant understands that the Examiner will make an

independent evaluation of the cited publications.

No fees are believed to be due with the filing of this paper. However, the Commissioner is hereby

authorized to charge any required fees to Deposit Account 50—1133.

Respectfully submitted,

McDERMO'IT WILL & EMERY LLP

Mafia
Atabak R. Royaee

Registration No. 26,418

28 State Street Please recognize our Customer No. 23630
Boston, MA 02109 as our correspondence address.
Phone: 617-535-4108

Facsimile: 617—535—3800

Date: January 29, 2008 '

BST99 l558649-l.077580.00u2
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_- 01/29/08 TUE 17:17 FA.X_ 617 535 3869 MCDERMOTI‘ WILL 8: EMERY .008
RECEIVED

cmmom

 

  
 
 

'——_0RMANCLURE
CITATION IN AN

APPLICATION

(PTO-1449)

CITE DocumenI Number PubIIcation Date Name of Patentee or Applicant at ClIed Pages, columns, Lines. Where
INITIALS NO. Number-KIM “(Imam MM—DD—YYYY Documem ReIevam gauge: or RelevanlF urea Appear

”El—WM—
—_|}_———
_ n_———‘
—--_mmz-Harm- et a}. —;
—--————
_A96 _—-——,

-——-_I'ufi—
_Ilfl—— Pol honen etal- —

—

 
 

  
  

    
  
  
  

  

  
 
  

  

  

 
 

 

 

 

 
 

 

EXAMINER‘S Foreign Patent DocumenI PublieaIIon Date Name of Patentee or Pages. Columns. Lines Translation
INITIALS CITE Baum, codmfiunhar‘fina ””0qu ApplicanI of CIIed Document Where Relmnxcoaaow known) 519“,“ Appear Yes No 

 

 

 

 
 

ant Paes Em.

Include name of the author (In CAPITAL LETTERS). We of the edit": (when appropriate). title of me Ilom (book, magazine.
journal. aanal. symposIum. catalog, etu)‘ date. page(s)_ veIume—issue number(s), publisher. clIy and/or country wherepublished

  
  DRTE CONSIDERED (

, I . __ . _ ._ _l
‘EXAMINER: Initial if reverence answered, whether or not cIIation is In unniarmance with MPEP 609. Draw Iine mmuuh 6118“" if "0‘ In WHPOMEME and "0‘
considered. Include copy a! this mm with next communication In applicant.
1 Applicant‘s unique eltauon dosignefiun number (opuonal). 2 AanIeanI ls Io place a check mark here if Engush language TransIaIIon is washed.

  

 
    

   
  

         

38199 15556494377580.0042

PAGE SIB ” RCVD AT 1129I20084118i32 PM [Eastern Standard Time] * SVRIUSPTO-EFXRF-5f43‘ DNISZ2733300 * CSIDIW 535 3859 * DURATION (mm-SS)103-06

84



85

r
4

01/29/03 'Il‘UE'l'T-zlr'y FAX 817 535 3889 MCDERMO'I'I‘ WILL 8: EMERY
     

_ I001

McDermott
. RECEIVED

W111 &Emery CENTRAL FAX cm

Boston Brussels Chicago Dusseldorl London Los Angela Miami Milan _ JAN 2 9 2008
Munich NewYork Orange County Rome San Diego Silicon Valley Washington. D.C.

FACSIMILE

_ January 29, 2008 Time
Date. Sent:

To: Company: Facsimile No: Telephone No: >

Mail Stop: RCE USPTO 571-273-8300

M

From: Atabak R. Royaee Direct Phone: 617.535.4108

E-Mail: aroyaee@mwe.corn

Sent By: Jackie Andreu Direct Phone: 617—53 5-41 10

Client/Malter/Tkpr: 077580-0042 (VRNK-1 CPSCN) Original to Follow by Mail No
‘ Number of Pages, Including 8

Cover:M

Message:

BST99 15598744074280.0016

M
The information conlained in this facsimile message is legally privileged and confidential information intended only for the use of the
individual or entity named above. If the reader of this message is not the intended recipient, you are hereby notified that any dissemination.
distribution, or copy oi this facsimile is strictly prohibited. If you have received this facsimile in ermr, please notify us immediately by
telephone and return the original message to us at the below address by mail. Thank you.
IF YOU DO NOT RECEIVE ALL OF THE PAGES. PLEASE CALL AS SOON AS POSSIBLE.

Main Facsimile: 517.535.3800 Facsimile Operator. 617.535.4000

U.S. practice conducted through McDermott Will 8. Emerya- n. . ............r.....~~no- n04 no-1 77R Tnlpnhnnn' 617 535.4000

PAGE 1l8 * Rcvn' 'Ai 1090008 E13352 PM [Eastern Standard Time]* snusnosrxrrr-srn * Dmsmsaoo' csromr 535 3869 . DURATION (mm-ss):i)3-06

85



86

-

01/29/08 TUE'17:18 FAX 817 535 3889 MCDERMOTT WILL & EMERY .002

RECEIVED

CENTRAL FAX CENTER

JAN 2 9 2008 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson

Application No.: 1 Ol714.849

Filing Date: November 18, 2003

Docket Number: 077580-0042 (VRNK-1CP3CN)

Title: AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Examiner: Lim. Krisna

Art Unit: 2153

 

CERTIFICATE OF MAILING OR TRANSMISSION

l hereby certify that this correspondence is being deposited with the US. Postal Service via Express Mail Label No.
EV942455055US in an envelope addressed to Mail Stop: RCE. Commissioner for Palcnts. P- 0- BOX 1450, Alexandria. VA
22313-1450, or facsimile transmitted (57 I 473—83 00) to the USPTO. on the date indicated below.

  
 

Date: January 29, 2008

MAIL STOP RCE
Commissioner for Patents
P.O. Box 1450

Alexandria. VA 22313-1450

TRANSMI'I‘I'AL LETTER

Applicants transmit herewith the following document in the above-identified application:

1) Request for Continued Examination (RCE) (1 page);
2) Power of Attorney (1 page);
3) Statement Under 37 CFR 3.73(b) (1 page);
4) Supplemental Information Disclosure Statement (2 pages); and
5) Information Disclosure Statement by Applicant (Form 1449) (1 page).

The Commissioner is authorized to charge the RCE fee of $810.00, and/or any other
fees that may due or credit any fees to our Deposit Account Number 50-1133.

  Date: January 29, 2008
Atabak R. Royaee, R09. 0. 59,037
McDermott Will & Emery LLP
28 State Street

Boston, Massachusetts 02109-1775

Telephone: é617)535-4108Facsimile: ( 17) 535-3800

351W 1563433-l.077580.00l0
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ommcam‘ifl

_01/29/os TUE 17:13 FAX 317 535 3339 MCDERMOTI‘ .WILL 3; Emmy JAN 2 9 2008 .004

. - proraarao-or-aaD°° Code. 077530‘ODH?” Approveorurusemmuwnzmrzooe.oueoaa(1-ooag
US. Patent and Trademark Office; U 3 DEPARTMENT OF COMMERCE

thePaparmRedmtinnAototteasmomma anmwmmwamdeWMeuuwmeWMmm hm.Under

POWER OF ATTORNEY T0 PROSECUTE APPLICATIONS BEFORE THE USPTO

byI here revoke all previous powers of attorney given In the application identified in the attached statement under
37 CFR 3.730)).

I herehy appoint :
Practitioners unpainted with the Customer '

OR ' ‘

   
  

 
 

 

 
  
  

 
 
 

 

 

as attorney(a) or spams) to represent the undersigned before the United States Patent and Trademark Ofiioe (USPTO) in
connection with any and all patent applications assigned mm the undersigned according to the USPTD assignment records or
ass-- t'tmant documents attached to this form in accordance with 37 CPR 8.75m). -

Please change the conaspondanaa address for the application identified in the attached statement under 37 CFR 3.7309) to:

E The address associated with Guatdrhot 23330

McDermott Wit] 6 Emery LLP

n

 
   

 
 
 

cm _

Assignee Narno and Address:
VIRNETX. the.
5515 SCOTTS VALLEY DRIVE. SUITE 110
SCO'I‘TS VALLEY. CALIFORNIA 95066

 
  

 
 

  
 

 

 
  
 

  

 

  
 

  

   A cow of this form, together with a statement under 37 CFR 3.73th) germ PTOISBISG or equivalent) is
required to he tiled in each application in which this form is used. The s ternent under 37 CFR 3.1303) may
be completed by one of the practitioners appointed In this form if the apflolnted practitioner is authorized toact on behalf of the «alums, and must identify the apptloation in which t to Power of Attomay I: to be filed. 
 

 

 

 
 

 

   

 
   

a!” V L I.
- / _. t , /- .1/1,,-Date mm;A I

.1-I)!t{ma-z—Telephone We.P

This collection at mom-ration r: tenured by :7 CFR 1.31. 1.32 and 1.3:. The Information Is requlml to obtain or retain a benefit by the public which is to
tile (and by the USPTO to precaution application. Confidentiality is governed by 35 0.6.0.122 and STCFR Hi and Mt. This eoiieotienis estimated to
huh 3 minutes to complete. including gathering. preparing. and submitting the completed application form to the USPTol Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this term andlar BHQBBBIDMB tor reducing this burden. ahmrtd be sent to
the Chief Mormon 0mm. U.S. Patantvan'o Trademark om. U S. Daputmenl a1 Commerce. P,0. Boot i450. Alexandria, VA 22313-1460. DO NOT
SEND FEES OR'COMPLETED FORMS TO THIS ADDRESS. SEND TO: Comm[of Patents. P-O. Butt 1450. Nennorta. VA 22313-1450.

 

rrwpm-rr «mums In comm lhofarrn. anti l-aooPTO-Dtfl and select option 2.
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, . RECEIVED
' . . CENTRAI FAX ENTER01/29/03 TUE 17:17 FAX 617 535 3889 MCDERMOTT WILL 8; EMERY c .005

JAN 2 9 2008
PTO/seinerown

Awroved tor use through 0913012007. OMB 0651-0031
0.5. Patent and Trademrit Office; US. DEPARTMENT OF COMMERCE

= . uired to res . - d to a collection or Information unless it dis - = . a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73m)

 
Under the Pa - :

   

 

Applicant/Patent Owner: Virnetx Inc. .

  
  
  

Application NoJPatent No.: 10/714 849 Filednesue Date: Nov. 18, 2003
   

Entitled: Agile Network Protocol For Secure Communications Using Secure Domain Names

 Vimetx Inc. , a Commtion

(Nlmn at Ania-too) (Twe of neurones, e.u.. corporation. pummhin. urdverolry. gwenmm sauna], etc.)

  

 

 

  
  
  

states that it is: 

 1. [I] the assignee of the entire right, title. and Interest; or

2. D an assignee of less than the entire right, title and interest
(The extent (by percentage) of its ownership interest is %)

 

in the patent application/patent identified above by virtue of either:

A. D An assignment from the inventorts) of the patent applieationlpdtent Identified above. The assignment was recorded in the United
States Patent and Trademark Office at Real , Frame . or for which a copy thereof is attalched.

  

 
  

OR

a. [Z] A chain ofiitle from the inventorts), of the patent applicatiompateht Identified above. to the mutant assignee as follows:

  1- Fm" QWWW Tu:W
The document was recorded In the United States Patent and Trademark Office at
Real ___ii.l£11.l__ . Frame 0008 , or for which a copy thereof is attached.  

  
 

 

2. Front: Momma..— T05 #mmw
The document was recorded in the United States Patent and Trademark Office at
Real _._li.i.31£.7_._ , Frame ___0325_ . or for which a copy thereofis attached. 

3. From: ' To:
The document was recorded in the UnitedStates Patent and Tie emark Office at
Reel , Frame . or for which a cow thereof is attached. 
 

  
  
  
  
 
  

  

 
 

 E Additional documents-in the chain of title are listed on a supplemental sheet.

 As required by :57 CPR 3.73(b)(1)(l). the documentary evidence of the chain of title irorn the original owner to the esslgnee was. or
concurrently is being. submitted for recordation pursuant to 57 CFR 3.11.

[NOTE: A separate copy (1.9.. a true copy oi the original assignment documenitsi) must be submitted to Assignment Division in
accordance with 37 CFR Part 3. to record the assignment in the records of the USPTO. m MPEP 302.081

The undersigned (whose title Is supplied below) is authorized to act on behalf of the assigned.

lie‘izoo
Signature Date

Toby H. Kusmer, PC — Reg. No. 26 ,418 (617) 535-4065
Printed or Typed Name Telephone number

Attorney at McDermott Will & Emery LLP
Title.

This collection of intomtatlon is required by :7 CFR 3.7303). The inrormet‘ion is required to obtain or retain a benefit by the public which is to tile (and by the USPIO to DIV-8.55)
an application. Confidentiality is governed 35 1.1.6.6. 122 and 37 CFR 1.11 and 1.14. This ooliection is estimated in take 12 minutes to complete, lnctudrng gathenng.
predation. and submrtting the completed app ication term to the USPTO. Time will vary depending upon the individual ease. Any comments on the amunt or time you require0 comps 3 this term and/or suggestions for raducin this burden. should be sent to the Chief Information Officer. U.S. Patent and Trademark Office. US. Department of
Cmmeme. PD. Bear 1450. Alexandria, VA 23134 50. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents,9.0. Box 1450. Alexandria. VA 22313-1450.

 

 
  

rrmu medaasnram in canoieuna the form. cell read-P704199 and select option 2.
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PTO-I449 (Modified) ATI'Y. DOCKET NO.
000479.001 I I

US. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE , APPLICANT

Victor [arson at al.

INFORMATION DISCLOSURE STATEMENT
BY APPLICANT FILING DATE GROUP ART UNIT

Herewith J30 2 /5r-

U.S. PATENT DOCUMENTS

Inn—unnu-lt IL; , NUMBER CLASS CLASS DATE

'-—-_“n-
—m--
IK mm m“-‘-
n—I—HII-
manna-ml!-

 
  

  
 

‘

  Ly
 

  

 

 

FOREIGN PATENT DOCUMENTS

EXAMINER DOCUMENT _INITIAL NUMBER

_9924 575

 
 
 

  

 
 

l n DD “RR
#22129 :ru4b

—
mun“
I“_'-   

-- I‘. Srisunsh ct 31.. "DNS cxtmsions to Nawork Addms Translators", July 1993, 27 page:
-- laurie Wells, “Security Icon". October I9, I998. I page
-- W. Stallings. ‘Crypmgntphy And New/0:1: Security“. 2” Edition, Gupta [3, IP Security, June 8. I998. pags 399-440
-- w. Stallings. "New Cryptognpby and Nawork Security Book", June 8,1998. 3 page

FASBENDER. KESDOGAN, and KURI'I'l: "Variable and Scalable Security. Protection of Location Informationat
Mobil: IF" [BEE publication. I996 page: 963-967

 
EXAMINER: Initial citation influence mu considered. Draw line through citation irnot in conformance to MP5? 609 and not cmsidaed.
Include copy of this form with next mum-imitation to applicant  
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addmnfi: COMMISSIONER FOR PATENTS

Po. Box 1450 
Alexandria. Virginia 22313-1450www.uspm.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ' TTORNEY DOCKET NO. CONFIRMATION No.

10/714,849 11l18/2003 Victor Larson 007170.00025 3154

7590 01/08/2008

BANNER & WITCOFF. LTD. LIM, KRISNA
1100 13th STREET, N.W.
sunwoo

WASHINGTON, DC 20005-4051 2153

MAIL DATE DELIVERY MODE

01/08/2008 PAPER

NOTICE OF NON-COMPLIANT INFORMATION DISCLOSURE STATEMENT

An Information Disclosure Statement (IDS) filed ”151017 in the above-identified application fails to
meet the requirements of 37 CFR 1.97(d) for the reason(s) specified below. Accordingly, the IDS will be
placed in the file, but the information referred to therein has not been considered.

The IDS is not compliant with 37 CFR 1.97(d) because:

Eée IDS lacks a statement as specified in 37 CFR 1.97(e).

CI The IDS lacks the fee set forth in 37 CFR 1.17(p).

CI The IDS was field after the issue fee was paid. Applicant may wish to consider filing a petition to

withdraw the application from issue under 37 CFR 1.313(0) to have the IDS considered. See
MPEP 1308.

Page 1 of 1FORM PTOM327-B (Rev. 03/07)
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PTO- l 449 (Modified)

US. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE APPLICANT

Victor [arson ct al.

INFORMATION DISCLOSURE STATEMENT
BY APPLICANT FILING DATE GROUP ART UNIT

Herzurith TED

 
US. PATENT DOCUMENTS

Christian Huitama

  

 

 
DOCUMENT

NUMBER DATE COUNTRY CLASS

mm m_ms

2;

i3Ii§;l

Smh Report (data! ION/02), International Application No. PCT[USN/1326]

-F. Halsall. ”Data Communications, Computer Networks And Open Systems", Chopra 4. Protocol Basin. I996, pagm I98-203

FASBENDER. KEDOOAN. and KUBITZ: “Variable and Scalable Security" Protection oflncation Informationin
Mobile IP". IEEE publication, I996, past: 963-967 

m Wm W
EXAMINER: Initial citation it‘rcl‘ercnce was considered. Draw line through citation if not in conformance to MPEP 609 and not cansidaed.
Include copy of this form with next communication to applicant
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(Loam ‘ jg‘

PATENT 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Victor Larson et al. Customer No.: 23,630

Appl. No. : 10/714,849 Confirmation No.: 3154
Filed : November 18, 2003 CERTIFICATE OF MAILING (37 CFR.§ 1.10)

Title : AN AGILE NETWORK PROTOCOL [h b “y m “h, d , b _ a ,t d .th mare y cc 1 3 IS correspon ence IS eing epos: e w: e

FOR SECURE COMMUNICATIONS United States Postal Service with sufficient postage as “Express Mail
Post Office to Addressee" under 37 CFR 1110 in an envelope

USING SECURE DOMAIN NAMES addressed to Commissioner for Patents, PO. Box 1450, Alexandria,
VA 22313-1450 on November 8, 2007.

Grp./A.U. : 2153 Express Mail Mailing Label: av 942455095 us

Examiner: : LIM, Krisna H - .
Cyn Joseph

INFORMATION DISCLOSURE STATEMENT

Mail Stop Amendment
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

In accordance with the provisions of 37 CFR. 1.56, 1.97 and 1.98, the attention of the Patent and

Trademark Office is hereby directed to the documents listed on the attached form PTO-1449. It is

respectfully requested that the documents be expressly considered during the prosecution of this

application, and that the documents be made‘ of record therein and appear among the "References

Cited" on any patent to issue therefrom.

This Information Disclosure Statement is being filed before the receipt of a Final Office Action

for the above-referenced application. The commissioner is authorized to charge a submission fee of

$180.00 to our Deposit Account No. 50-1133.

This Statement is not to be interpreted as a representation that the cited publications are

material, that an exhaustive search has been conducted, or that no other relevant information

exists. Nor shall the citation of any publication herein be construed per se as a representation that

11/13/2007 THBUYENE 00000002 501133 10714849

01 FC:1606 180.00 1111

BST99 1556883-1 0775800042
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:<

10/714,849

such publication is prior art. Moreover, the Applicant understands that the Examiner will make an

independent evaluation of the cited publications.

Please charge any shortage in fees due in connection with the filing of this paper, including

extension of time fees, to Deposit Account 50-1133 and please credit any excess fees to such deposit

account.

Respectfully submitted,

McD RMOTT WILL & EMERY LLP

 
Atabak R. Royaee

Registration No. 59,037

28 State Street Please recognize our Customer No. 23630

Boston, MA 02109 as our correspondence address.
Phone: 617-535-4108

Facsimile: 617—535-3800

Date: November 8 , 2007

BST99 15568834077580.0042
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10/714,849

SHEET 1 OF 4

SERIAL NO.

10/714,849  
 

  
 

ATTY, DOCKET NO.

077580-0042
 

 

_.| ORMATION DISCLOSURE  

  

 

 
   

  

APPLICANT

Larson et al.

FILING DATE GROUP
(”01449)

US. PATENT DOCUMENTS

EXAMINER'S DocumentNumber Publication Date Pages_Co|umns.Lines,Where
INITIALS N0. Number-Kind Codezmnaw MM—DD~YYYY Document Relevant Passages or Relevant

’ Figures Appear

---——-—_
--_-_—

-———_
-_—__
-—-—_

—--—--—_
—--__-—_
_-E_-——
—-_——
_A10-_—_—
—-_——_
— A” I_—__
— A13-_———
—--_--_—
——_—_
_-————
—A17_—__
_-___—
— A19_—__
__-————
—__——
—___
—-l__-_—
_-——_
_-_———
— A26 l_--—_
—-—_-——
_ A”I____
— ”9_—__
—-E_——_
— A31-————

EXAMINER DATE CONSIDERED4

‘EXAMINER: Initial ii reference considered, whether or not citation is in conformance with MPEP 609 Draw line through citation if not in conlormance and not
considered. Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

BST99 l556883-I .077580 0042
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10/714,849

 
 

  
 

  
 

  
 

 
 

SHEET A OF A

INFORMATION DISCLOSURE ATTY. DOCKET NO. SERIAL N0.

CITATION IN AN 077580-0042 10/714,349

APPLICATION

APPLICANT

Larson et al.

FILING DATE

Nov. 18, 2003

US. PATENT DOCUMENTS

 
 

GROUP

(PTO-1449) 2153 
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To enable a single computer (T) to provide the destina-
tion endpoints tor multiple virtual circuits (SVC) from a
computer (M) under test. both computers (MD are allo-

 

llllllilllillillilliillillllliilllllllll||l||HillllllllllllHllllilHlll

(11) EP 0 836 306 A1

EUROPEAN PATENT APPLICATION

(51) Int. CLS: H04L 29/06, H04Q 11/04

- Terrasse, Denis
38320 Eybens (FR)

(74) Representative:
Squibbs, Robert Francis
Intellectual Property Section,
Legal Department,
Hewlett-Packard ance,
Etablissements de Grenoble

F-38053 Grenoble Cédex 9 (FR)

Remarks:

The application is published incomplete as filed
(Article 93 (2) EPC). A claim No.7 is missing.

System providing for multiple virtual circuits between two network entitles
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module running address-changing processes (70,71)
that avoids the IP layers (20) of both computers from
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and each will result in the creation of a respective virtual
circuit (SVC) between the computers (M,T).
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Description

Field of the Invention

The present invention relates to a system providing
for multiple virtual circuits between two network entities
for use in particular, but not exclusively. in the testing of
network node apparatus providing lP messaging over
an ATM network.

W

As is well-known, the internet Protocol (lP) uses a
scheme of IP addresses by which every connection of a
node to the internet has a unique IP address. lP
addresses are high-level addresses in the sense that
they are independent oi the technology used for the
underlying network to which a node is connected. Each
node will also have a low-level. networkdependent
address (often caliled the MAC address) that is actually
used for addressing at the network level and the IP pro-
tocol suite includes a address reolution protocol (ARP),
logically positioned below the IP layer itself, that is
responsible for translating between lP addresses con-
tained in a message and the local MAC addresses.

An increasingly important technology for local area
networks is ATM. ATM (Asynchronous Transfer Mode) is
a multiplexing and switching technique for transferring
data across a network using fixed sized cells that are
synchronous in the sense that they appear strictly peri-
odically on the physical medium. Each cell comprises a
payload portion and a header, the latter including a label
that associates the cell with an instance of communica-

tion between sending and receiving network end sys-
tems; this instance of communication may involve the
transfer of many cells from the sending end system.
possibly to multiple receiving end systems. ATM is asyn-
chronous in the sense that cells belonging to the same
instance of communication will not necessarily appear
at periodic intervals.

In ATM. the labels appended to the cells are fixed-
size context dependent labels, that is. they are only
understandable in the light of context information
already established at the interpreting network node,
the label generally being replaced at one node by the
label required for the next node. In other words. ATM is
a virtual circuit technology requiring a set up phase for
each instance of communication to establish the appro-
priate label knowledge at each node. Of course. to set
up a desired communication. it is still necessary to iden-
tify uniquely the nodes forming the communication end
points and this is achieved by using ATM addresses.
generally of a significance limited to the particular ATM
network concerned.

The process of sending IP messages (datagrams)
over a ATM network. including the operation of the
required ATM ARP system. is set out in RFC 1577 of the
IETF Internet Engineering Task Force) dated January
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1993. This RFC assumes an arrangement in which a
sending node will only establish a single vircuit circuit to
a given destination IP address (of course. this one vir-
cuit circuit may carry multiple connections between
respective pairings of high-level end points in the
nodes).

Figure t of the accompanying drawings is 3 dia-
gram illustrating the basic mechanism by which two
machines M and T exchange IP datagrams over a
switched virtual cirCuit (SVC) established across an
ATM network The machines M and T have respective
IP addresses IM and l-r and respective ATM addresses
AM and AT; each machine knows its own addresses. An
ATMARP server S knows the IP and ATM addresses of

all active nodes on the network, including machines M
and T; more particularly. server S maintains an ARP
table 15 associating the IP address of each node with its
ATM address. The server S maintains open a respective
SVC (switched virtual circuit) to each active node and
the identity of this SVC is held in the AFlP table 15; thus.
in the Figure 1 example. the server 8 is in communica-
tion with machine M over an SVC identified as SVC "1"
at the sewer. and the server S is in communication with
machine T over an SVC identified as SVC "2" at the
server S. At machines M and T these virtual circuits are

independentiy identified - thus at machine M its SVC to
the server S is identified as SVC '3" whilst at machine T
its SVC to the server S is identified as SVC "5".

The communications interface 18 in each oi the

machines M and T comprises three main layers.
namely: an IP layer 20 responsible for forming lP data-
game (including source and destination iP addresses)
for transmission ad for filtering incoming datagrams; an
intermediate IP/ATM layer 21 tor determining the SVC
corresponding to the destination lP address of an out-
going datagram; and an ATM layer 22, including the low-
level network intertace hardware. for sending and
receiving datagrams packaged in ATM cells over SVCs.

The IP/ATMIayer 2t maintains an ARP cache table
27 which like the table 15 of the server 8 contains asso-
ciations between IP address, ATM address and SVC.
Thus, table 27 of machine M contains an entry of the lP
address is. ATM address A5. and SVC identity '3' for
the server S. and similarly, table 27 of machine T con-
tains an entry of the lP address ls. ATM address A5. and
SVC identity "5" for the server 8. The cache table 27
only holds information relevant to current SVCs of the
machine concerned so that during the initial establish-
ment of a SVC to a new destination. the cache table
must be updated with relevant information from the
ATMARP server S; this general process will be
described in more detail hereinafter with reference to

Figure 2. For the present, it will be assumed that an
SVC has already been established between machines
M and T and that the cache tables contain the relevant

information (in particular, mche table 27 of machine M
contains an entry with the iP address IT. ATM address
AT. and SVC identity “4" for machine 'l'. and cache table
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27 of machine T contains an entry with the IP address
IM. ATM address AM and SVC identity '9' for machine
M).

Considering now the case of a high-level applica-
tion in machine M wanting to send a message to
machine T. this application passes the message to the
IP layer 20 together with the destination IP address IT.
lP layer 20 packages the message in one (or more) dat-
agrams 25A with a destination IP address of IT and
source lp address of lM. Datagram 25A is then passed
to the lP/ATM layer 21 which executes an lP-to-SVC
lookup task 30 to determine from table 27 the SVC to be
used for sending the datagram to its destination address
IT; in the present case. table 27 returns the SVC identity
”4" and the layer 21 passes this identity together with
the datagram 25A to the ATM layer 22 which then sends
the datagram in ATM cells on SVC "4". The datagram is
in due course received by machine T and passed up by
layers 22 and 21 to the lP layer 20 where a filtering task
29 determines from the datagram destination address
that the datagram is indeed intended for machine T; the
contents of the datagram are then passed to the rele-
vant high-level application. In the present example. this
high-level application produces a reply message which
it passes to the IP layer 20 together with the required
return address, namely the source lP address in the
received datagram 25A. lP layer 20 generates datagram
258 with the received return address as the destination

address. the IP address lT of machine T being included
as the source address. The datagram 258 is passed to
IP/ATM layer 21 where IP-to-SVC lookup task 30 deter-
mines trom cache table 27 that the required destination
can be reached over SVC "9'. This information together
with datagram 258 is then passed to ATM layer 22
which transmits the datagram in ATM cells over SVC '9"
to machine M. When the datagram is received at
machine M if is passed up to the IP layer 20 where it is
filtered by task 29 and its contents then passed on to the
relevant high-level application.

Figure 2 of the accompanying drawings illustrates
in more detail the functioning of the IP/ATM layers 21 of
machines M and T in respect of datagram transmission
from machine M to machine T. it being appreciated that
the roles of the two layers 21 are reversed for transmis-
sion in the opposite direction. More particularly. upon
the lP-to-SVC lookup task 30 being requested to send a
datagram to IP address IT, it first carries out a check of
the cache table 27 (step 31) to determine if there is an
existing entry for IT (and thus an SVC. assuming that
entries are only maintained whilst an SVC exists). Step
32 checks the result of this lookup - if an SVC already
exists (in this case. SVC "4"), then step 39 is executed
in which the datagram is passed together with the iden-
tity of the relevant SVC to the ATM layer 22; however. if
the lookup was unsuccessful. task 30 executes steps 33
to 38 to set up an SVC to destination IT before executing
step 39.

The first step 33 of the setup process involves the
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sending of an ARP request to the ATMARP server S
over the relevant SVC requesting the ATM address cor-
responding to IT. Server responds with ATM address A1-
which is received by task 30 at step 34.

Task 30 new updates the cache table 27 with the IP
address IT and ATM address Ar (step 35). Next. task 30
requests (step 36) the ATM layer 22 to establish a new
SVC to ATM address Ar and this initiates an SVC setup
process 28 which may be executed in any appropriate
manner and will not be described in detail herein. In due

course, process 28 returns the identity of the SVC that
has been set up to A1- (In this case. SVC "4"), this iden-
tity being received at step 37 of task 30. Finally. cache
table 30 is updated at step 38 by adding the SVC iden-
tity ('4') to the entry already containing l1- and Ar.

In machine T. the setup of the new SVC to the
machine from machine M is handled by the setup proc-
ess 28 of machine T. The process 28 informs the
lP/ATM layer that a new SVC has been setup and this
triggers execution of an update task 40 to update the
cache table 27 of machine T. More particularly. on the
new SVC indication being received (step 41). a first
update step 42 is carried out to add an entry to the table
confining the identity of the new SVC (in the present
etample '9'). and the ATM address AM of the node at
the other end of the SVC; at this stage. the correspond-
ing IP address is not known to machine T. in order to
obtain this IP address. an inverse AFlP request is now
made to machine M (step 43). in due course a response
is received (step 44) containing the IP address of
machine M. The cache table 27 is then updated at step
45 with the lP address IM of machine M and the IP/ATM
layer is now ready to effect lP-to-SVC translations for
datagrams intended for machine M.

The inverse AFlP request sent by machine T to
machine M is handled by an inverse ARP task 50 that
examines the request (step 51) and on finding that it
contains the ATM address AM, responds with the IP
address IM of machine M (stay 52).

To facilitate explanation of the pretened embodi-
ment of the invention hereinafter. the messages across
the boundary between the IP/ATM layer 21 and the ATM
layer 22 have been labelled in Figure 2 as follows where
superscript "T" indicates an outgoing message (that is,

from the lP/ATM layer to the ATM layer) and the super-
script "Ft" indicates incoming messages (that is. from
the ATM layer to the IP/ATM layer):

X1 T - outgoing ARP request;
X2” - incoming ARP response;
X3T - outgoing SVC setup request:
X4“ - incoming SVC setup done indication;
X5" - incoming new SVC indication;
X6T - outgoing INARP request:
X6H - incoming INARP request;
X7T - outgoing lNAFlP response;
XBT - outgoing datagram;
XSR - incoming datagram.
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It will be appreciated that machines connecting to
an ATM network. such as machines M and T as well as
the sewer S. are designed to handle a large number of
virtual circuits simultanteously. If in testing such a
machine (machine M in the following discussion) it is
desired to fully stress the machine under test. then the
design limit of concurrently operating virtual circuits
must be simultaneously used. However. as already indi-
cated, current practice is that only one virtual circuit is
established to each distinct lP address. As a result,
since generally each machine that might be used to test
machine M has only one network connection and there-
fore only one IP address. it machine M is designed to
operate up to N virtual circuits simultaneously. then it
requires N machines to test machine M. Such an
arrangement is illustrated in Figure 3 where the N
machines are constituted by the server S and (N1)
other machines here represented as machines T1 to
T(N-t). Such an arrangement is generally impractical as
N may be as high as 1024 or more.

It is an object of the present invention to provide a
mechanism that enables, inter alia, the foregoing test
problem to be overcome.

Summary of the Invention

According to the present invention. there is pro-
vided a system in which a plurality of entities are con-
nected to a network ad can exchange messages across
virtual circuits set up over the network between said
entities, each entity having a operative high-level
address on the network, and each entity comprising:

-- high-level messaging means for handling mes-
sage transmission and receipt on the basis of the
aforesaid high-level addresses, the high-level mes-
saging means comprising means for including in
outgoing messages the operative high-level
address of the entity as a source identifier and the
operative high level address of the intended recipi-
ent entity as a destination identifier. and means for
filtering incoming messages according to the desti-
nation identifier contained in the message:
-- virtual-circuit means for providing virtual circuits
between the entity and other entities, there being a
respective virtual circuit for each different destina—
tion identifier in use, and

-- intermediate means for passing an outgoing mes-
sage from the high-level messaging means to that
one of the virtual circuits provided by the virtual-cir-
Cuit means which corresponds to the destination
identifier of the message;

characterised in that each of a first and a second one

of the entities has a plurality of virtual high-level
addresses aesociated with it that are different from the

operative high-level address of the entity, the virtual
high-level addresses being usable by the messaging
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means of the first and second entities as destination

identifiers in outgoing messages; and In that between
the intermediate means of the first and second entities,
there are provided address-changing means respon-
sive to each of at least some of the messages sent
between these entities with a said virtual high-level
address as its destination identifier, to change that
address to the operative hightevel address of the corre-
sponding entity and to change the operative high—level
address provided as the source identifier of the mes-
sage into one of the said virtual high-level addresses
associated with the sending entity in dependence on the
virtual high-level address initially provided as the desti-
nation identifier of the same message.

By virtue of this arrangement, it is possible to estab-
lish a plurality of virtual cirwits between the first and
second entities by using the different virtual high-level
addresses of the entities as the destination identifiers in

messages exchanged between the entities. the receiv-
ing high-level adressing means accepting such mes-
sages due to the address-changing means having
changed the destination identifier to the operative high-
level address of the receiving entity. By also changing
the source identifier, it is possible to retain in the mes-
sage information sufficient to associate any reply mes-
sage with a particular one of the virtual circuits
established with the sending entity (in particular. the
reply message can be sent back over the same virtual
circuit as the message to which it is a reply - however, if
desired, it is also possible to use a separate virtual cir-
cuit for the reply messages).

Preferably. the address-changing means comprises
first address-changing functionality for effecting the
aforesaid changes for messages sent from the first
entity to the second entity, and second address-chang-
ing functionality for effecting these changes for mes-
sages sent from the second entity to the first entity, both
the first and second address-changing functionalities
being provided in the second entity. This configuration is
well suited for testing the ability of network node appa-
ratus to concurremly operate a plurality of virtual circuits
where the network node apparatus is operative to
establish a virtual circuit for each different high-level
destination address being handled; more particularly,
the network node apparatus serves as the aforesaid
first entity, and is caused to send messages to at least
some of the vial high-level addresses associated with
the second entity. By placing the address-changing
means in the second entity, no modifications are
needed to the network node apparatus in order for it to
be able to establish a plularity of virtual circuits with the
second entity.

Advantageously, the address-changing means
effects a predetermined transformation on the virtual
high-level address forming the initial destination identi-
fier of a said message in order to form the virtual high-
level address to be used for the source identifier of that

message. For example, this transformation may simply
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involved changing the address by one (where the
address is numeric in form).

The present invention is particularly applicable to
systems in which the high-level addresses are lP
addresses and the network is an ATM network

Brief Dgsgrlpflon ol the Drawings

A system embodying the invention will now be
described. by way of non-limiting example, with refer-
ence to the accompanying diagrammatic drawings. in
which:

. Figure 1 is a diagram of a known system for send-
ing IP datagrams over 3 ATM network
between two machines M and T;

is a diagram illustrating the steps canied
out by the Figure 1 system in establishing
a virtual circuit between machines M and
T:
is a diagram of a known test arrangement
for testing the ability of a machine M to
concurremly operate multiple virtual cir-
cuits;
is a diagram showing a test arrangement
embodying the invention for testing the
ability of a machine M to concurrently
operate multiple virtual circuits;
is a diagram similar to Figure 1 but show-
ing a system embodying the invention in
which multiple virtual circuits are estab-
lished between machines M and T;

is a diagram illustrating the processing
effected by a module VNS disposed in
machine T of the Figure 5 system when
machine M initiates the opening 01 a new
virtual circuit between machines M and
T; and '

is a diagram illustrating the processing
effected by a module VNS disposed in
machine T of the Figure 5 system when
machine T initiates the opening of a new
virtual circuit between machines M and T.

. Figure 2

. Figure 3

. Figure 4

. Figure 5

. Figure 6

. Figure 7

Best Mode of Carrying cm the Invention

The embodiment of the invention now to be

described provides a system in which it is possible to
establish a plurality of SVCs (switched virtual circuits)
across an ATM network for the exchange of IP data-
grams between two machines M and T whereby it is
possible to test the ability of machine M to concurrently
operate a plurality of virtual circuits without needing to
provide a respective destination machine for each SVC
operated by machine M. The overall test arrangement is
illustrated in Figure 4 where machine M operates N
SVCs over ATM network 10. one SVC being with
ATMARP server S and (N-1) SVCs being with machine
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T. According to the preferred embodiment. the estab-
lishment of multiple concurrent SVCs between machine
M and T is effected without modification to machine M.

Figure 5 shows a system embodying the present
invention, this system being similar to that of Figure 1
but being operative to provide a plurality of concurrent
SVCs 65 between machines M and T In the Figure 5
system. the machines M and T and the server S are
assumed to operate in the same way and have the
same IP and ATM addresses as in Figure 1; in addition,
in Figure 5 the same SVCs are established between the
server 8 and the machines M and T as in Figure 1. The
Figure 5 system includes. however. added functionality
provided by processes 70 and 71 which in Figure 5 are
shown independent of machines M and T but in practice
would be provided either distributed between machines
M and T or wholly in one of these machines; in a pre-
ferred embodiment. the processes 70 and 71 are pro-
vided in machine T.

In accordance with the present invention. each
machine M and T is allocated a number of virtual iP

addresses different from its operative (or 'real') IP
address (this latter address being the one which the IP
layer knows about for inclusion as the source address in
outgoing datagrams and upon which filtering is carried
out by task 29). Thus. machine M is allocated virtual IP

addresses 'M(1)' IM(2),......IM®...; similarly. machine T is
allocated virtual IP addresses IT“), 'T(2): ...... ITO)...Each of these virtual IP addresses is entered into

table 15 of ATMAFlP server S together with the ATM
address of the corresponding one of the machines M,T;

thus virtual IP address W is associated with ATM
adiress AM and virtual IP address |T(D is associated
with ATM address Ar.

Now. if the communications interface 18 of machine

M is asked to send a message to IP address 'Tm- IP
layer 20 will construct a datagram 25A having a destina-

tion address of IT“) and a source address of IM. The lP-
to-SVC task 30 of lP/ATM layer 21 then acts in the man—
ner already described to fetch the ATM address cone-

sponding to 'Tli) from sewer S and set up an SVC (here
identified by 'p") towards machine T; the cache table 27
is updated appropriately. The datagram 25A is now sem
by ATM layer over SVC(p) to machine T.

If no further action is taken, the datagram 25A, after
receipt at machine T. will be rejected by the filter task 29

as the destination address ITO) of the datagram differs
from the operative lP address IT known to task 29 of
machine T. Accordingly. a process 70 is provided that
recognises the destination address of datagram 25A as
being a virtual lP address of machine T and substitutes
the real IP address of machine T for the virtual address

in the destination field of the datagram 25A. The data-
gram will now be allowed through by filter task 29 of
machine T.

However, a further difficultly remains. If only the
destination address is changed, the resultant datagram
contains no indication that the datagram was not ordi-
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narily sent with the real IP address of machine T; any
reply will therefore be sent on an SVC set up to take dat-
agrams from machine M to the real IP address of
machine M. This SVC would end up taking all the reply
messages for messages sent from machine M to
machine T over all the SVCs set up in respect of the vir-
tual IP addresses allocated to machine T. This is clearly
undesirable. To avoid this. the source address of data-
gram 25A is also changed by process 70. More particu-
larly. the source address is changed from the real IP
address of machine M to one of the virtual lP addresses

MD of this machine. the virtual address chosen being
dependent on the original virtual IP address forming the
destination address of the datagram. As a result. all dat-
agrams 25A having the same virtual destination
address end up alter operation of process 70 as data-
grams 25AA with the same virtual source address,
whereas datagrams 25A having different initial virtual
destination addresses end up as datagrams 25AA with
different source addresses. The process ol changing
the source address preferably involves a predetermined
transformation of the virtual destination address - for

example. to obtain the required virtual source address,
the virtual destination address can simply be incre-
mented by one (there would thus exist, for example, a
set of even virtual IP addresses for machine M and a

corresponding set of odd virtual IP addresses for
machine T. each even virtual IP address of machine M
being associated with the immediately adjacent. lower-
valued, odd virtual IP address of machine T).

The addresschanging process 70 must be carried
out on datagram 25A alter operation of the lP-to-SVC
task 30 in machine M and prior to the filter task 29 in
machine T. in addition, whilst the two address-hanging
operations of process 70 need not be carried out at the
same time or at the same location (though it is, of
course. convenient to do so), the changing of the source
address must be done whilst the initial virtual destina-
tion address is still available.

The contents of datagram 25AA are passed by IP
layer 20 of machine T to a high-level application which,
in the present example. produces a reply that it passes

to layer 20 for sending back to IP address IMO): that is. to
the source address contained in datagram 25AA. Layer
20 produces a datagram 253 with source address IT

and destination address |M(D- Next. lP-to-SVC task 30 of
layer 21 looks up the destination address in the cache
table 27 to find out the SVC to be used lor the reply. ll,
as will normally be the case, the same SVC is to be
used for the reply as mrried the original datagram 25A

with destination address le, then the SVC setup proc-
ess will have been arranged to enter the address MO) in
cache table 27 against that SVC (in present case, iden-

tified to machine T by "q"); a lookup on 'Ma) will thus
return "q" as the required SVC. However, if it is desired
to use a different SVC for datagrams 253 passing from
T to M as used for datagrams 25A passing from M to T,

then the first lockup on le by task 30 will not identify an
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SVC and task 30 must then initiate set up of a new SVC.

Assuming that the same SVC is to be used for the

' datagrams 253 with destination address le as for the
datagrams 25A with destination address ITO). then alter
task 30 has identified SVC(q) as the appropriate SVC.
the datagram 253 is passed to the ATM layer 22 for
sending out over SVC(q). In due course, machine M
receives this datagram and passes it up to IP layer 20;
however. before the datagram reaches this layer. it must
undergo address-change processing similar to that car-
ried out on datagram 25A. More particularly. the virtual

destination address 'Ma) must be changed to the real IP
address IM of machine M, and the real source address
l1- of machine T must be changed to the virtual IP

address le of machine T associated with the virtual
destination address W. This address-change process-
ing is carried out by process 71.

Vlfith regard to the source address change, where
the corresponding change was effected for datagram
25A by incrementing by one the virtual destination

address 'T0) of that datagram. then for datagram 253,
the source address is changed to the destination

address 'Mu) decremented by one.
In a similar mamer to process 70. process 71 must

be carried out on datagram 253 alter operation of the
lP-to-SVC task 30 in machine T and prior to the litter
task 29 in machine M. In addition, whilst the two
address-changing operations of process 71 need not be
carried out at the same time or at the same location. the

changing of the source address must be done whilst the
initial virtual destination address is still available.

Following operation of process 71. datagram 2533

with source address le and destination address IN. is
allowed through by filter task 29 and the contents of the
datagram are passed to the relevant high-level applica-
tion.

Having described the general mechanism by which
virtual IP addresses can be used for exchanging data-
grams 25A and 258 across a SVC between machines
M and T, the issue will now be addressed as to how the
cache table 27 in machine T is updated on SVC setup to
associate the new SVC (that is. SVC(q) at machine T)

with the virtual IP address We) of machine M (this is
required where the same SVC is to be used for the reply
datagram 253 as for the original datagram 25A). It will
be appreciated that when the task 40 (see Figure 2) is
executed, the INARP request sent to machine M will
only return the real IP address IM of machine M. there
being no other intormation available to the update task
40 by which any other result could be obtained from the
INARP task 50; clearly, something additonal needs to
be done for update task 40 to be able to associate the

virtual IP address 'Ma) with the newly created SVC(q) in
table 27. In fact. there are a number of ways in which the
update task could be informed that the IP address to be

associated with SVC(q) is 'Mu)~ For example. the update
task 40 could be arranged to send a request back over
the newly-created SVC(q) asking machine M to identity

103



104

11 EP 0 836 306 A1 12

the destination lP address lT(i) it associates with that
SVC; from this intormation, the update task could deter-

mine the associated virtual IP address IMO) of machine
M (assuming there is a predetermined relation between
the two as is the case in the described embodiment)
and then update table 27 accordingly. An alternative
approach that avoids sending a special request to
machine M is to wait for machine M to supply the desti-

nation IP address IT“) in the first lP datagram 25A sent
over the new SVC(q), the update task then deriving the

required address 'Ma) as described above.
A variant of this latter approach is to leave the

update task 40 unchanged but provide an additional
process that:

(a) delays the INARP request until the destination

address le of the first datagram from machine M
to machine T can be captured;

(b) uses the captured address le as the source
address of the INARP request that is now sent on to
machine M.

The INARP response from machine M will therefore

have a destination address 'TG) and a source address
(that forms the substance of the lNARP response) of IM.
By ensuring that this response datagram is subject to
the processing effected by process 70. the source data

in the INARP response will be changed to le by the
time the response reaches the update task 40. Thus.
the required updating of the table 27 of machine T can
be achieled without modification to the existing tasks of
machines M and T but simply by the addition of a further
process for effecting steps (a) and (b) described above.

This approach is the preferred one for updating table 27
and is the one used in the module described below with

reference to Figures 6 and 7.
The above-described system involving the alloca-

tion of multiple virtual IP addresses to machines M and
T and the provision of the address-changing processes
70 and 71, permits multiple SVCs to be concurrently
operated between the machines M and T thereby ena-
bling implementation of the test arrangement depicted
in Figure 4. Of course, when testing the machine M, it is
desirable that no changes are made to this machine;
accordingly. it is preferred for such a test arrangement to
implement the address-changing processes 70 and 71
in machine T.

The implementation of the address-changing proc-
esses 70 and 71, and of the INARP request modification
process. can conveniently by done by inserting a mod-
ule (hereinafter called the VNS module) between the
IP/ATM layer 21 and the ATM layer 22 of machine T; in
fact. an instance of this module is created for each SVC,
this being relatively easy to implement when using a
STREAMS type l/O implementation as provided in most
UNIX systems (convenienfly one stream is provided for
each SVC and the VNS module is pushed onto each
stream when the stream is created).
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The messages passing across the boundary
between layers 21 and 22 have already been described
above with reference to Figure 2 and the processing
effected bythe VNS module on each of these messages
will next be described. First, the situation of Figure 5 will
be considered where it is machine M that initiates the

setting up of a new SVC to machine T. The first mes-
sage received by the VNS module will be the SVC setup
indication message X5R and this is passed through the
VNS module without modification (see Figure 6). Next.

the INARP request X6T is received and is subject to the
modification process 82 described above. namely it is
delayed until the first IP datagram 25A is received and

the address le attracted and used for the source
address of the INARP request. The INARP response
X7” is then received and subject to the address-chang-
ing process 70.lP datagrams X8“ from machine M to
machine T are also subject to the address-changing
process 70. IP datagrams X8T from machine T to
machine M are subject to address-changing process
71.

Figure 7 depicts the processing effected by the
VNS module in the situation where it is the machine T

rather than the machine M that initiates SVC setup. The
messages passing through the VNS module in this case
are those shown crossing the boundary between layers
21 and 22 in Figure 2 for machine M. The first four mes-
sages X1T, X3T. X2”, and X4H are passed through with-
out modification. The lNAFtP request received from
machine M is subject to the modification process 82.
being delayed until the destinafion address of the first IP
datagram from machine T to machine M can be cap-
tured and used as the source address of the lNAFlP

request. The lNARP response X7T is subjected to proc-
ess 71 as are lP datagrams X8T from machine T to
machine M. IP datagrams X8R from machine M to
machine T are subjected to process 70.

it will be appreciated that many variants are possi-
ble to the above-described embodiment of the inven-

tion. It will also be appreciated that the invention is not
limited to switched virtual circuits but can equally be
applied to permanent virtual circuits. Furthermore. the
setting up of multiple virtual circuits between two
machines can be used not only for implementing the
test arrangement described above with reference to Fig-
ure 4 but also for other purposes.

Although the present invention has been described
in the context of high-level addresses constituted by IP
addresses and virtual circuits set up across an ATM net-
work. the invention can be applied to other types high-
Ievel addresses and other types of virtual-circuit net-
work. For example, the high-level addresses could be
MAC addresses in the case of a network in the form of

a emulated LAN (ELAN) over an ATM network

Claims

1. A system in which a plurality of entities are con-
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nected to a network and can exchange messages
across virtual circuits set up over the network
between said entities. each entity having an opera-
tive high-level address on the network. and each
said entity comprising:

-— high-level messaging means for handling
message transmission and receipt on the basis
of said high-level addresses. said high-level
messaging means comprising means for
including in outgoing ones of said messages
the operative high-level address of the entity as
a source identifier and the operative high level
address of the intended recipient entity as a
destination identifier, and means for filtering
incoming ones of said messages according to
the destination identifier contained in the mes-
sage:

-- virtual-circuit means for providing virtual cir-
cuits between the entity and other said entities.
there being a respective virtual circuit for each
different destination identifier in use. and

-- intermediate means for passing an outgoing
message from said high-level messaging
means to that one of the virtual circuits pro-
vided by the virtual-circuit means which corre-
sponds“ to the destination identifier of the
message;

characterised in that each of a first and a second

said entity has a plurality of virtual high-level
addresses associated with it that are different from

said operative high-level address of the entity. said
virtual high-level addresses being usable by the
messaging means of said first and second entities
as destination identifiers in outgoing messages;
and in that between said intermediate means of

said first and second entities, there are provided
address-changing means responsive to each of at
least some of said messages sent between these
entities with a said virtual high-level address as its
destination identifier to change that address to the
said operative high-level address of the corre-
sponding entity, and to change the operative high-
level address provided as the source identifier of
the message into one of the said virtual high-level
addresses associated with the sending entity in
dependence on the virtual high-level address ini-
tially provided as the destination identifier of the
same message.

2. A system according to claim 1, wherein said
address-changing means effects a predetermined
transformation on the virtual high-level address
forming the initial destination identifier of a said
message to which the address-hanging means is
responsive in order to form the virtual high-level
address to be used for the source identifier of that
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message.

3. A system according to claim 2, wherein said
address-changing means is responsive to mes-
sages sent in both directions between said first and
second entities with virtual high-level addresses as
destination identifiers, the said transformation
effected in respect of such messages sent in one
said direction being the reverse of the transforma-
tion effected in respect of other such messages
sent in the opposite said direction.

4. A system according to claim 1, wherein said
address-changing means comprises first address-
changing functionality for effecting said changes for
messages sent from said first entity to said second
entity, and second address-changing functionality
for effecting said changes for messages sent from
said second entity to said first entity. both said first
and second address-changing functionalities being
provided in said second entity.

5. A system according to claim 1, wherein said
address-changing means comprises first address-
changing functionality for effecting said changes for
messages sent from said first entity to said second
entity, and second address-changing functionality
for effecting said changes for messages sent from
said second entity to said first entity. the two said
address-changing functionalities being provided in
respective ones of said first and second entities.

6. A system according to claim 1, wherein:

-- each said entity has a low-level address on
the network;
-- said intermediate means of each entity fur-
ther comprises:

-- first association means for providing an
association between the destination identi-

fier of a outgoing message and the low-
level address of the corresponding said
entity,
-- second association means for providing
an association between the destination

identifier of an outgoing message and a
said virmal circuit,

said intermediate means using its second
association means to identity from the destina-
tion identifier of a said outgoing message which
virtual circuit is to be passed the message
where such virtual circuit exists, and otherwise
first passing a request to the said virtual circuit
means of the same entity to establish a virtual
circuit to the entity having the low-level address
identified by said first association means as
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associated with the destination identifier of the

outgoing message; and
-- the said virtual-circuit means of each entity
includes setup means responsive to a said
request from the imermediate means of the 5
same entity to establish a virtual circuit to the
said entity having the low-level address pro-
vided in said request, said setup means caus-
ing the intermediate means to update its
second association means to associate the 10

newly-established virtual circuit with the said
destination identifier relevant to said request;

the first association means of each oi said first and

second entities serving to provide an association 15
between the virtual high-level addresses of the
other of said first and second entities and the low-

level address of that other entity.

8. A system according to claim 7, further compris- 20
ing a network server containing associations
between high-lelel addresses and low-level
addresses, said first association means of each

said entity comprising means for interrogating said
network server for a required association. 25

9. A system according to claim 7, wherein said sec-
ond association means comprises cache means for
temporarily holding said associations between said
destination identifiers and currently corresponding so
virtual circuits.

10. A system according to any one of claims 1 to 9,
wherein said high‘level addresses are lP addresses ,1
and said network is 3 ATM network 35

11. A system according to any one of claims 1 to 9.
wherein said high-level addresses are MAC
addresses and said network is a emulated LAN
over an ATM network. 40

12. A method of testing the ability of network node
apparatus to operate a plurality of virtual circuits at
the same time. said network node apparatus being
arranged to establish a virtual circuit for each ditter- 45
ent high-level destination address being handled,
said method involving setting up a system accord-
ing to claim 4 with said network node apparatus as
said first entity. and causing the network node
apparatus to send messages to at least some of 50
said virtual high-level addresses associated with
said second entity.

55
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USEB—QEFINED DYNAMIC COLLABORATIVE ENVIRONMENTS

This application is related in subject matter to and claims priority from

provisional US. application serial number 60/ 101 ,431, filed on September 22, 1998.
The contents of that application are bodily incorporated herein.

BACKGRO OF THE NTIO

1. Technical Field

This invention relates generally to computer systems and networks. More

particularly, the invention relates to systems and methods for providing user-defined
collaborative environments for transacting business or electronic commerce.

2. gelated lnfomation I
Following hurricane Andrew, many insurance companies sought to limit their

risk by withdrawing coverage from coastal areas. While this made good sense for the

specific companies, it was not acceptable from a societal perspective. The cities,
towns, homes and businesses built near the coasts could not afford to go without

insurance, nor could the financial institutions that loaned money on these properties

afford the risk. The problem facing the insurance companies was not the absolute

magnitude of the risk, but the concentration of the risks in one area, leading to the

possibility of very large losses resulting from a single event.
One law firm had conceived the idea ofproviding a mechanism for insurance

companies to exchange risk. Companies with a high exposure in one area (e.g.
Florida windstorms) could reduce their risk by ceding part of this to another company

with non-coincident risk (e.g. California earthquakes) and assume part of the second

company’s risk in return A company (CATEX) was formed to conduct such trading,
but the trading rules had yet to be defined and. the trading infrastructure had not yet

been developed CATEX postulated that the key barrier to insurance risk trading was

determining the relative risk of different perils in different regions. One approach

suggested by CATEX was to try to estimate these relative risks (termed relativities)

for a broad set ofperils and regions, to provide an initial basis for trading.

It was recognized, for various reasons, that this could not be done feasibly

because: general estimates of risk, rather than the risk for specific locations,

buildings, ships, etc. would be inadequate for commerce; there were many risks to

evaluate given all of the permutations of location, perils, and structure; and

companies would not be willing to trade risk based strictly on a third-party's analysis
1
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An analysis of the problem, however, indicated that estimating the relativities -

was not essential to facilitate trading, or, in a broader sense, that trading was the only

way to address the problem of insuring concentrated risk. The key difficulty was
determining how to create greater efficiency in the reinsurance market, whether by

introducing new instruments (like swaps), bringing new capital to the market,

connecting more buyers to more traders, or reducing the cost ofplacing reinsurance.

It was determined that the above concept could be implemented in an electronic

trading system that could play an important role in promoting these factors, and

could, in fact, transform the reinsurance market, which is not very automated. A

system that allowed trading was developed and implemented. A more detailed

description of this system, as enhanced in accordance with various inventive

principles herein (referred to as “first-generation” complex instrument trading

technology), are provided below. More generally, as electronic commerce (and

business-to-business commerce, in particular) has grown, various companies have

developed software tools and services to facilitate transactions on the lntemet and

over private networks. E-Bay, for example, hosts a well-known web site that

operates a transaction model (a so-called “concurrent auction”) that permits buyers

to submit bids on items offered by individuals. Lotus Notes provides a network-

oriented system that allows users within a company to collaborate on projects.

Oracle Corporation hosts various transaction engines for clients that pay to host such

services on a web site. DIGEX Corporation similarly hosts web-based application

programs including various transaction engines. Other companies sell so-called

“shrink wrap” software that allows individuals to set up web sites that provide

catalog ordering facilities and the like.

Some lntemet service providers, such as America Online, host “chat rooms”

that permit members to hold private discussions with other members who enter

various rooms associated with predetermined topics. A company known as

blueonlinecom hosts a web site that facilitates collaboration on construction projects.

Various virtual private networks have been created to facilitate cormnunication

among computer users across the Internet and other networks, but these networks

provided very limited functionality (e.g., e-mail services); are not user-defined (they

must be created and installed by system administrators); and they cannot be easily

destroyed when they are no longer needed.
2
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The aforementioned products and services are generally not well suited to -

facilitating complex electronic transactions. As one example, most conventional

services are predefined (not user—defined) and are centrally administered. Thus, for
example, a group of companies desiring to collaborate on a project must fit their

collaboration into one of the environment models provided by an existing service
provider (or, alternatively, build a custom system at great expense).

Suppose, for example, that a group of high school students needs to

collaborate on a research paper that requires soliciting volunteers for a survey on drug

use, conducting the survey, brainstorming on the survey results, posing follow-up

questions to survey participants anonymously, publishing a report summarizing the
results, and advertising the report for sale to newspapers and radio stations. This

project requires elements of communication among persons inside a defined group

(those writing the paper) and outside the group (e.g., survey participants); conducting
research (conducting the survey, compiling the results, comparing the results with

other surveys published by news sources; and brainstorming on the meaning of the

results); and conducting a commercial transaction (e.g., publishing the survey in
electronic form and making it available at a price to those who might be interested

in the results), No existing sofiware product or service is available to meet the

specific needs of this research team. Creating a user—defined environment including
tools and communication facilities to perform such a task would be prohibitively

expensive. Even if such a tailor-made environment could be created, it would be
difficult to disassemble the environment (computers, networks, and software) after

the project was completed.

In short, there is a need to provide a user-defined collaborative environment

that is tailored to the needs of particular groups that conduct communication,

research, electronic transactions, and deal-making.

SUMMARY OF THE INVENT!ON

A first embodiment of the invention, referred to as a complex instrument

trading engine (CITE), facilitates negotiation between two or more parties. In this
embodiment, a set of negotiation tools and techniques such as anonymous email,
secure communication, document retention, and bid and proposal listing services are

provided in order to facilitate the negotiation and execution ofcomplex instruments
such as contracts between corporations, governments, and individuals.

3
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A second embodiment of the invention, referred to as a dynamic collaborative .

environment (DCE), allows members of a group to define a dynamic virtual private
network (DVPN) environment including user-selected tools that facilitate
communication, research, analysis, and electronic transactions both within the group

and outside the group. The environment can be destroyed easily when it is no longer

needed. Multiple environments can co-exist on the same physical network of

computers.

Although the two embodiments are described separately for ease of

comprehension, it should be understood that the two embodiments share many
features and, in fact, the second embodiment could include some or all of the features
of the first embodiment in a generalized collaborative system. Consequently,

references to a specific embodiment in the following description should not be

deemed to limit the scope of features or tools included in each embodiment.

Moreover, references to specific applications, such as the reinsurance industry,

should not be deemed to limit the application of the invention to any particular field.

RIEF DESCRIPTION OF THE DRAWINGS_B_________.____—-—————

FIG. 1A shows a four-step model of deal making including meeting, analysis,

negotiation, and closing the deal.

FIG. 1B shows contract formation among a group ofparties to a contract.

FIG. 2 shows a listing display system showing all offers for contracts and

responses thereto. '
FIG. 3 shows details of a listing that has been selected by a user.

FIG. 4 shows one possible implementation of a reply card definition screen.

FIG. 5 shows one possible implementation of a document management
screen.

FIG. 6 shows one possible implementation of a screen indicating persons

having access to a shared folder.

FIG. 7 shows a list ofconsummated deals in the system.

FIG. 8A shows detailed information regarding a completed trade.

FIG. 8B shows a deal summary including structured and unstructured

information concerning the deal.

FIG. 9 shows a “flip widget” in a first state.

FIG. 10 shows a “flip widget” in a second state.
4
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FIG. 9A shows a more detailed example of a “flip widget” in a first state.

FIG. 10A shows a more detailed example of a “flip widget” in a second state.

FIG. 11 shows method steps that can be carried out to define, create, and

destroy an environment according to a second embodiment of the invention.
FIG. 12 shows one possible system architecture in which various principles

of the invention can be implemented.

FIGS. 13A through 13C show one possible user interface for creating a group

and identifying group members.

FIG. 14A shows one possible user interface for selecting group members from

one or more lists.

FIG. 143 shows one possible user interface for selecting group members by

composing invitations.

FIG. 14C shows one possible user interface for selecting group members by

composing an advertisement.

FIG. 15 shows a banner advertisement 1501 displayed on a web site, wherein

the banner advertisement solicits participation in a group.

FIG. 16 shows one possible user interface for selecting communication tools

to be made available to group members.

FIG. 17 shows one possible user interface for selecting research tools to be

made available to group members.

FIG. 18 shows one possible user interface for selecting transaction engines

to be made available to group members.

FIG. 19 shows one possible user interface for selecting participation engines

to be made available to group members.

FIG. 20A shows an authentication screen for group members to gain access

to a newly created environment.

FIG. 20B shows a web page generated for a specific user-defined

environment, including tools available to group members having access to the

environment.

FIG. 21 shows one possible method of generating environments in accordance

with various aspects of the present invention.

FIG. 22 shows one possible data storage arrangement for storing and

manipulating brain writing cards.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMEE 1 S

A. SQOMPLEX INSTRUMENT TRADING ENGINE EMBODIMENT

A first embodiment of the present invention provides a second-generation

version of a complex instrument trading system. The second-generation system

includes specialized tools that were not included in the first version of the prior art

CATEX insurance trading system described above. These tools represent a

substantial improvement over the first generation and incorporate new concepts of

communications in a trading environment, and other capabilities that did not exist in

the first generation technology. In addition, it is believed that many of these tools are
also applicable to software systems other than the Complex Instrument Trading

Engine or Negotiating System (CITE) described herein. Thus, the inventive

principles are not limited to trading systems for complex instruments, nor even to

trading systems in general.

Primarily, the tools described herein ameliorate certain difficulties associated

with trading of complex instruments. Complex instruments are instruments where
there is more than one dimension for negotiation. As compared to such instruments

as securities, complex instrument transactions take longer to research and

consummate and require more extensive documentation. For example, stock trading

employs a simple instrument (a share) and negotiation focuses on one dimension

(price) while insurance contracts have many dimensions (term, price, coverage,
definitions of perils, etc). The stock market is relatively simple to automate -- as

soon as bid and asked prices match, the deal is concluded in an instant according to

the rules of the exchange. Automation of complex trading is much more difficult,

since the parties must negotiate and reach agreement on multiple dimensions and

document that agreement using an instrument specific to the precise agreement.

Automation of complex instrument trading is more difficult in every way than trading

simple instruments.

The trading model behind the Complex Instrument Trading Engine or

Negotiating System is built around a simple, four-step model of deal making.

Referring to FIG. 1A, the steps are as follows:

1. Meeting: Potential buyers connect with potential sellers with reciprocal

interests. This connection does not mean that a deal will neceSsarily be concluded but

simply that the two parties have some basis for continuing discussion. In simple
6
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instrument trading, it is typically only necessary to advertise quantity and price -

offered or sought. Offers for complex instruments must include substantially more

detail and (frequently) extensive attachments or exhibits. -
2. Research/Analysis: Each company considers its own position and/or offer

and the counter party's positiorL Using information and analytic tools fiom various

sources, including internal resources and resources provided by or through the trading

system, each party does research and refines its position. The multiple dimensions
of complex instruments increases the analytical complexity and limits the value of

a simple market price. As indicated by the arrows in FIG. 1, this step is usually
performed iteratively with the negotiation.

3. fleggtiation: Parties to the negotiation speak directly and exchange
whatever information is necessary to advance the deal. As indicated by the arrows

in FIG. 1A, this step is usually performed iteratively with the research step.

4. mg: the companies negotiate and sign an instrument that documents the

deal. This can be a complete and detailed contract, or it may be a simple

memorandum. In simple instrument trading, the actual trade agreement is often

standardized by the exchange. In complex instrument trading, the agreement must

be more specific to the deal, though it is possible to use such tools and fill-in-the
blank forms.

Within a system using these complex instrthent tools, trading parties can

place offers to buy, sell, or trade in a public area, and examine such offers (“listings”)

posted by others. Using advanced communications tools the parties can conduct
initial discussions to determine if a placement is possible. Using tools described

herein, the initial contact can be done anonymously.

If a deal seems possible, the system preferably provides access to the

extensive information necessary to assess the possible deal. This can include static

information (e.g. reports or data) maintained within the system, links to information

providers outside the system, online analytical tools, and links to providers of

analytical services.

For complex instruments, the process of negotiating a deal is contemplated

to be an iterative one, with successive stages of analysis and discussion. The need

for extensive communication is one of the critical distinctions between trading of

simple instruments (e.g. retail sale) and complex instruments. Complex instrument
7
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trading requires dialog and more -- exchange of documents (often voluminous), -

consultation with counsel and intermediaries, conferencing, and working together on

the final agreement. For electronic commerce to have an impact in complex

instrument trading, it must support and facilitate this communication, and not force

traders to fall back on methods and technology outside the electronic trading

environment.

The final step is closing the deal. The companies can negotiate a contract

online. Tools provide sample, fill-in the blank contracts and memoranda of

understanding as a starting point. Negotiators can begin with these, or they can use

one of their own. Collaborative sofiware makes it possible to display text

simultaneously on each negotiator's screen and to work on the language together.

When the contract is final, the system allows for secure, online signature, though

companies not comfortable with electronic signature for very large deals may print

a hard copy and sign it conventionally,

By creating electronic exchanges for complex instrument trading, the CITE

tools can have a fimdamental and positive impact on many areas of commerce:

1. An electronic exchange makes it possible to put an offer in front of more

people more quickly than could be informed through direct contact, even allowing

for active intermediaries or brokers.

2. Traders can advertise and conclude deals without the need for an

intermediary when they have adequate support or internal resources.

3. Through better communications, wider exposure for offers, and the first

steps towards standard contract language, electronic trading ofcomplex instruments

can substantially reduces transaction costs.

4. With lower transaction costs, it is possible to conclude deals that were not

possible with higher overhead.

5. Through the immediate posting of the results of trades, pricing is moved

towards a market basis, reducing research and analysis costs enormously. This

speeds placement.

6. Smaller exposure means lower risk, and market pricing is an adequate

surrogate for analytically derived pricing in some circumstances. Together these

factors make it possible for traders to participate in markets or market segments in

which they would not normally do business.

8
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7. By making it possible for all companies, large and small, to talk directly.

to each other, electronic trading of complex instruments can lead to the

democratization of the marketplace increasing competition.

Overall, electronic trading of complex instruments has the potential to

improve the efficiency ofmarkets enormously, and to establish markets in areas of

commerce that are currently done through intermediaries or on a one-on-one basis.

The trading tools described herein are designed to facilitate electronic trading of

complex instruments. The first-generation complex instrument trading tools broke

new ground in the extension of electronic commerce into new and more complicated

markets. The table below summarizes the areas of new and improved technology,

organized into the four steps of the general complex instrument trading model.

Advanced

Complex Instrument Trading
Technolo ;

Operates on private Operates on private network
network only or over the Internet

Post listing to a board by

Post a listing to board by filling out a form
filling out a form Listings and responses can

have attachments and

Display listing summary documents

in a table Display listing summary in a
table, with sorting by title,

date, market type, buy/sell,

Search listings by key or listing number.

word Search listings by keyword

Register keywords with an
electronic "agent" that

monitors listings and sends

Post response to listing notice of relevant new

on board listings by Email

Post response to listing on
board

Send private response

(anonymously or with name
attached).

EStabliSh. . . Response can be through a
communications wrth "reply car n designed by the
lister by following up on trader posting a listing, to
contact information in structure responses
listings usrng Direct connection between

uncome9ted_ listings and communications
communrcatrons tools tool
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Internet access to research

resources, on line and third-_

party analysis
0 Research resources

searchable using the same

search engine and display as

used for listings.
Online dialo s / user 2 ou-s

0 Works on Internet or private
network

0 Directory of contact
information for all traders.

0 Direct connection between

directory and Email client
. Direct connection between

directory and online
conferencing soflware

0 Directory linked to listings

and document management
tool

0 Anonymous mail application

providing for
communications between

individuals or groups of

people working together

0 Anonymous mail does not

require separate Email client
sofiware

0 Anonymous mail supports
attachments

o Intemet-based system for

distributions and sharing of
documents.

0 Password and secure has

. rotection for documents.

Internet or private network

0 Online signature of uploaded
- document

0 Registration / closure of deal
through a fill-in form

- Provision for digital

signature and archiving of
all documents associated

with a deal

 Internet access to

research resources, on

line and third-party

analysis

Analysis 
 
 
  
  
  

 
  
 
 

  

   
 
 

Requires private network

0 Directory of contact
information for all traders

0 Connection between

directory and Email
client.

Negotiation

  
 
 

  
 

 
 
 

  

   

 
 
 
 

  
 

 
 

 
 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 

 - Directory not linked to

other components of the
system

- Anonymous mail

application providing for
communications between

two individuals

 
 

  
 

 
 
 

 
 

 
 
 
 

- Anonymous mail
delivered to mail client

0 No attachments for

anonymous mail

 
 

  

  
 

 
 0 No system for central

repository of documents

  
   

 
 

 

 

 
 
 

 
 

 
 
 

Requires private network

0 Online signature of

uploaded document  
  

   
  
  

  

2 Referring to FIG. 1B, one aspect of the system within the framework of the
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negotiation/analysis loop shown in FIG. 1, is the ability to define one or more .

contracts, for example, in the parlance of the reinsurance trade, “slip sheets." Various

members of a group of authorities modify the contract causing it gradually to take a

final form that is either rejected as untenable or accepted as a finalized deal. The

system exposes various aspects of the contract and attendant documents to the

appropriate participants in the transaction, also providing each with a level of

authority to add, delete, or modify documents as well as the evolving contract or

contracts (assuming there may be various conUact templates being discussed). These

filters (filter 1 through filter 4, for example), as shown in FIG. 1B, determine the

authority of the party (Party l-Party 4) to modify or see the data object, whether it is

a document or a slip sheet. The system combines this system of filters with signature

technology for closing the deal; that is, implementing signatures so that an

enforceable contract is generated.

A deal is like any other data object and once it is defined and entered, it

cannot be modified. Elements of the deal can be “signed” such as documents

attached to a contract (for example, Contract 1 has documents D1 and D2 attached

to ‘(combined with) it. Together these elements, the contract and the attachments,

define the deal. Also, the entire deal 245 can be signed using a signature device

(“widge ”) S8. Other documents may relate to a deal but not be attached. TheSe can

be viewed using a document manager described further below.

W

Referring to FIG. 2, a listing screen displays all offers for contracts, for

example offer 314, as well as responses to them, for example, response 313. The

parameters of the offers and responses to them are shown in columns, the heading of

each of which may be selected to sort the listings by that heading, for example

heading 315 ifclicked would sort by the unique index number for the listing. Notice

that the responses (for example, response 313) are shown indented to indicate a series

of elements of a dialogue-thread. As indicated, the responses have a “daughter"

relationship to the parent listings. That is, listing 314 is a parent and reply 313 is a

daughter. The daughters remain in their hierarchical position beneath the parent

despite sorting by the column headings. This makes the tabular sort scheme

compatible with a threaded display, which is useful to show dialogues.

Referring now also to FIG. 3, when a user invokes a display of the details of
11
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a listing by clicking on an index hyperlink 312 to show the details of the listing, a.

user interface element displays the lister’s defined parameters of the listing. As

shown, various parameters are displayed, many of which are hyperlinked. I For

example, attachments 304 may be selected to display the corresponding attachments.

A detailed description 301 may be provided as well as specific instructions for

responding 302. A reply button 303 permits the user to reply. Activating the reply

button 303 will either invoke a standard public reply screen which creates a new

listing similar to the parent listing or a special reply defined by a reply card which is

further described below.

A reply to a listing can take the form of a public reply that invokes a screen

substantially the same as FIG. 3 but with blank spots for entry of reply information.

A more useful kind of response element is a reply card that can be defined by the

lister. This is because in negotiations on complex transactions such as reinsurance

contracts and, for example, pollution emission allowances, the parties with whom a

lister would be willing to trade are limited in terms ofcertain criteria. These criteria

will vary from one type of transaction to another.

In an active trading system, the number of listings can quickly grow to a large

number and quickly exceed the number which can conveniently be displayed in a

single table. Several capabilities are built into the system to address this problem.

First, by default, listings are presented in order from newest to oldest. Second, the

sort capabilities previously described allow users to modify the standard order.

Third, the total market may be divided into subcategories. In the area of insurance

catastrophe risk, these could include categories for different lines of insurance (e.g.

marine, aviation, commercial buildings). Fourth, users may enter search criteria to

identify a subset of listings of particular interest.

Searching listings: A user may enter a keyword such as "hurricane" to

identify all listings that contain that word in the title, description, and (optionally)

attachments. To improve the reliability of the search, users are provided access to

a stande lexicon when composing a listing. In the first embodiment, this capability

is invoked by pressing the right mouse button while the cursor is any field of the

listing. A list of common terms is displayed. The user can select the term of

interest, which is then placed into the text of the listing at the insertion point marked

by the cursor. For example, a listing for insurance risk would typically include a
12
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field for geographic scope (i.e. the location of the properties to be insured). When .

in this field, the lexicon displayed would include terms such as "California" and

"Coastal Florida". Choosing a term from the lexicon insures uniformity of

terminology across listings and between the search engine and the listings.

"California" will be used rather than a mix of "Ca", "CA", "Calif", etc. The search

is further improved by symantic indexing. Essentially, this means that synonymous

terms are grouped, so that searches for one will find the other. A person who

searches for "California" will get listings for "Los Angeles" that do not include the

word "California".

The search engine can include an agent capability. This agent capability

offers the user the option of saving a search, alter the user reviews the results and

deems them acceptable. This search is retained in a library of searches along with the

email address of the owner of the agent. The search is retained in the library until

is it either deleted by the user when it is no longer needed or automatically deleted

in a cleanup of searches older than a certain date. Whenever a new listing is placed

on the system, all of the saved searches are executed. If the new listing meets any

of the search criteria, a message is sent to the owner of that criterion via email or

instant messaging.

A model was developed to allow a lister to define a set ofcriteria and request

a set of information from any respondents in the form ofan anonymous reply “card."

The card defines a set of requested information which may be packaged as a

document object and placed in the document manager system and connected with

each listing. A user would download the reply card and fill the card out and send it

back to the pOSting party. A I

A document object, called a reply card, is made available to a respondent

through the document manager. The respondent is permitted to retain his anonymity

as is the lister. Each may communicate with the other through an Amail system

described in more detail below. The respondent supplies the requested information

and sends the data to the lister. A system in the listing manager allows a lister to

define a reply card having any particular fields and instructions required of a

respondent. Some of the information required may be obtained automatically from

a set of default data stored on the respondent’s computer.

Referring to FIG. 4, a reply card definition screen is invoked to define the

13
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parameters of a new listing. The new listing is defined using a user-interface element.

looking much like FIG. 3. While the details are not critical, the definition of reply

card involves, in essence, the definition of a user-interface control such as a dialog

with radio buttons, text boxes, etc. These are definable for server-side

implementation through HTML and are well known so the details are not discussed

here. The lister defines a set of controls that allow the entry by a replying party of

the information that the lister requires. The reply card is stored as any other

information object and may be organized and accessed through the document

manager described below. FIG. 4 shows a simple example of a format of a reply

card.

A reply card is created by a user when posting a new listing. The lister

specifies the information that must be included in a response, and the type of

information object to display for the data element (e.g. a text box, check box, radio

button). The system then creates an HTML page to collect the requested information.

When a respondent clicks "Reply Car " on the listing screen, the page is displayed.

All of the responses are automatically entered into a database created automatically

when the reply card is composed. As each respondent fills out a reply card, a new

record is added to the database of the system and the lister is permitted to view it

through an appropriate filter as discussed above.

Signature System

As business is increasingly done in an electronic environment, electronic

signature and approval is becoming more critical. The typical electronic signature

model has focused on two aspects:

1. Electronic validation of the user — specifically determining that the person

viewing a document on line is the authorized signatory; and

2. Validating the document being signed by a means that either prevents

modification of a document or will reveal whether changes have been made.

Methods for validation of identity range from simple personal identification

numbers or passwords, to electronic signature pads, and more advanced methods of

biogenic validation such as fingerprint or retinal patterns. Methods for document

validation range from simple archiving of one or more copies in a read—only model

or inaccessible location to methods based on mathematical algorithms that create a

characteristic number or alphanumeric string for a document. These strings are
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termed "electronic signatures." Changes to the document change the electronic .

signatures. Because the signatures are much shorter than the documents, very many

documents have precisely the same signature, but the algorithms to calculate the

signature are very difficult to invert, so that it is effectively impossible to deduce a

meaningful change to a document that will preserve a specific signature.

These two aspects of electronic signature are highly developed, but there has

been little analysis or development of the general process by which documents can

be signed.

The invention allows for secure and reliable routing of documents, for which

signatures are required, to a specified list of signatories. Unlike prior art systems,

such as ordering or accounts payable systems which have highly structured signature

procedures tailored to a specific process, the present invention provides a flexible

method and system that allows a signature-type of authority/requirement to be

attached any kind of information object. The method is sufficiently abstract, flexible,

and general that it can be applied in many contexts aside from the CITE embodiment

described in the present specification.

One signature method/device employs the following steps:

1. Reg’stration of signatories — This process provides a register of identifiers

indicating entities with signatory authority and correlates these identifiers with the

information objects for which the signatory authority is applicable. The same register

may also be used to identify other types of authority in the system in which the

signature device is implemented. For example, document read authority,

modification authority, exclusive access to documents, etc. may also be provided in

the same register. Signature registration may be provided automatically in certain

systems where registration of, for example, read/write authority is provided since any

entity with signatory authority would in almost all instances, also be provided with

some other kind of authority, most notably, read authority. Thus, where the signatory

system is embedded in certain kinds of systems, it may be that no particular

additional method or device is required to implement signatory registration since an

existing register may already exist or be required for other purposes.

Registration information includes the general categories of information listed

below. Definitions of specific fields within these categories are a function of the

specific implementation of the signature system or the parent system. The following
15
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1 are exemplary:

2 1. Identity — unique identifier of the entity, the organization(s) with which the

3 entity is affiliated, other relevant information. .

4 2. Contact information — information indicating how the entity can be

5 reached, how documents and mail messages can be routed to the entity.

6 3. Security Information — a password for each class of signature as described

7 further below.

8 2. Classes of signatures — The device/method provides a variety of classes of

9 signature, each associated with a unique level of approval or level of commitment.

10 For example, a class of signature—authority can be defined that represents

11 individuals, for example, with authority to sign contracts only below a set amount,

12 or for expenses relating only to one department of an organization, or within certain

13 time constraints, etc. The signatory system maintains this taxonomy of possible

14 signature types in a database with a unique identifier for each level of authority

15 defined. The system allows the creation and deletion of classes. Each class is

1 6 preferably permitted to be named and a descriptive definition attached to each class.

1 7 3. Q,efining a Se]; of Signatures — Using an appropriate user interface element, the

18 user ofthe system selects an information object (for example, a document, file, or

1 9 collection of such objects) requiring signature(s). The entity originating the signature

2 0 process then identifies the entity or entities required to sign the object. The

2 1 specification of the signers can proceed either by the selection of individuals from a

2 2 list supported by the above defined entity register. Alternatively, in an environment

2 3 where individuals are strongly bound to organizations, for example, it can proceed

2 4 by selecting the list oforganizations that will sign and, within each organization, the

2 5 person who will sign. The list is built by a series of selections. After each selection

2 6 from the list, the user indicates his/her desire to add the selected individual to a list

27 of required signatories. The user interfaces provides for entries in which all the

2 8 selected signatories are required or only one of the selected signatories are required.

2 9 For example, if more than one entity is selected from the list prior to the

3 0 selection (e.g., clicking an “Add" button), the system may require a signature from

31 any of the people selected, but not all of them. To require signature from every

32 member of the group, the initiator may select one person, then "add", select the

3 3 second, then "add", and so on. Thus, adding a group with one “add" command would
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provide an “any signature will suffice" list and adding members individually would -

require a signature from that individual or entity. Note that this technique may also

be used to define combinations of required and “any of” groups. '

For each signer or group of signers selected in a single “add" command, the

initiator of the signing sequence must specify the class of signature associated with

the person for the document being signed. This may be selected from a list of

signature classes (see item 2). If the specific implementation of the signature process

only supports one class of signature, the selection of class may be omitted.

4. Random or Serial Order of Signature — Afier or concurrent with the creation of a

signature list, the initiator specifies whether signatures must be in order or if a

specific order is not required. For purposes of defining the order of signature,

individuals who are selected as a group are considered as occupying a single place

in the sequence.

5. Document Authentication — Upon initiating a signature sequence, the information

object is authenticated by means of a secure hash algorithm. The specific hashing

algorithm is a matter of design choice or may made dependent on a user’s choice.

There are several possible hash algorithms available in the public domain. The

electronic signature produced by the secure hash algorithm is archived with the

information object in a secure repository. If the information object is, for example,

a record in a database, the contents of the record are copied to a file in delimited

format for archival purposes. If the object is a table, the table is exported prior to

archive. .

6. Document Routing — Upon initiation of a signature sequence, the initiator

specifies how the signatories are to be informed. The options are:

I No notification from the signature system

0 Email message

0 Email message with attachment of the information object.

0 Posting on a signature web site

The system accepts and implements the chosen method, which may be connected to

the signature or a single choice applied to all signatories. Alternatively, the method

of notification may be stored with the signature class definitions. In a signature

process with no required order, e-mail notice may be sent simultaneously to all of the
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designated individuals at the time of initiation. If the process is serial, only the first .

person may be notified. The electronic signature of the information object may bei

included in an e-mail message.

7. Accessing the signature system — The signature system can be implemented for

access via a web browser or database client-server sofiware across the Internet, an

intranet, a LAN, or a WAN. Access to the system will typically require a password,

but this may not be necessary on a secure network. Upon access to the system a user

will have the option to display a list of all of the information objects which he or she

has signed or is being asked to sign. For each object, the display can include the

following information:

0 Object name

0 Description of object (text, mime, size, date)

0 List of scheduled signatories

0 'Date each person signed

- Class of signature for each person

0 Electronic signature produced by the secure hash algorithm

If the object is available (viewable) on line, the display may also include a link to

display or download the object.

8. Validation ofthe Object at Time of Signggge — If the user downloads or views the

object, the system will execute the secure hash algorithm to calculate the electronic

signature. This will be displayed so that the potential signer can compare it to the

signature calculated at the time the process was initiated. If the user has previously

downloaded the object or received it as an attachment to an Email, the user may

access the secure hash code through the signature system and apply it to the version

on the user's disk.

9. Signing a Document — Afier the user has determined that an information object

is authentic and that the contents merit signature, he or she can affix a signature by

authenticating his or her identity. Various means ofauthentication may be used. The

means of authentication may be at the discretion of the manager of the signature

system. Such means may include personal identification numbers, passwords,

authentication based on computer address or information stored on the signers

computer, third party validation using a public key or other security infrastructure,

18

SUBSTITUTE SHEET (RULE 26)

132



133

W0 00/] 7775 PCTlUS99/21934

1

2

3

4

5

6

7

8

9

01

11

12

13

14

15

15

17

1a

19

2o

21

22

23

24

25

25

, 27

' 28

or biogenic (fmgerprint-recognition, retina scan) methods.

Alter a document is signed, the date of signature is recorded in a database so

that the display to other potential signers is updated If the signature process is serial.
the next person in the sequence is notified. E-mail notice can be sent to all signers

when the last signature is collected.

10. Follow-up ~ At the time a signature process is initiated, the initiator can select

a time (in hours, days, or a time or date-certain) for automated follow-up. If a

document is not signed within the specified period after notice, a follow-up e-mail

can be sent as a reminder. Additional reminders may be sent at the same interval if

the object has not been signed. The reminders can be sent automatically by the

system according to user-input specifications.

1 1. Qancellatjon — The initiator of a signature sequence 'can modify the sequence at

any time, except that a signer can not be deleted from the list once they have signed

an object.

12. Transfer of authorig — The individual initiating a sequence can transfer the right

to modify the list signature list to another individual in the system with appropriate

validation of identity.

Dggggent Manager

Successfully conducting commerce over an electronic network requires the

exchange not only ofmessages, but of substantial blocks of information in the form

of documents and data. Beyond simply transferring files from hand to hand, it is

often necessary for multiple parties to work on a document simultaneously or

serially, to track changes, and to maintain a record of versions. Two general

architectures have emerged for document management, which can be termed a "mail

model" and a "repository model. " Under the mail model, documents are attached to

messages and circulated person to person. Under the repository model, documents

”are placed in a central location. There are advantages and disadvantages to each. At
a summary level:

—Mail Model Repository Model

19

SUBSTITUTE SHEET (RULE 26)

133



134

WO 00/17775 PCTlUS99/21934

 
  

 
 
 

 
 

 

 
 

 
 

 
 

Compact storage -- only
one version of a file need

to be stored. Natural

group of files on the basis
of subject or access

group. Supports good

configuration

management and version
control.

Precise routing on a

document specific
basis. Push in the

recipient is
informed of a new
document.

Coupling between
document flow and

a messaging.

Dating is
automatic.

Creates multiple
versions of a

document,

confounding

configuration

management and
version control.

Does not easily

couple to online
collaboration.

Many mail servers
limit size of

attachment.

Relatively high
effort to prepare

 Advantages

  
  

 
 

 
 

 
 

 
  

  
  
 

 

 

 
 

 
 
 
 
 

 

 
 

 

 
 
 

  

  Not push in the sense that
users are automatically
informed of new

documents. Security
model is more

complicated than for
email. Prior

arrangement is necessary

to access a repository.

Disadvantages

 
 
  
  
 
  

 
 

 
 

 

 
 
 

  
  

  

  
 

A browser-based document management model and tool combines the best

features of repository model and the mail model, for document dissemination and

sharing across the Internet or an intranet.

1

2

3

4

5 General Architecture — The general architecture of the system combines two basic

6 components: (1) a database of directories and documents and (2) a directory ofusers.

7 The directory ofdocuments lists documents (of any type) contained in the system,

8 and folders that can contain documents or other folders. The directory of users

9 contains a list of individuals and organizations that can access the system, with

10 passwords and/or other information necessary to validate identity and to establish

1 1 authority.

12 Representation of document — The term “document” is used here in the broadest

13 sense ofany file that can be stored magnetically or electronically. Preferably, each

14 file is given a unique name consisting of a string of no more than 256 characters.

15 Preferably, the character set is limited to those members of the ASCII character set
20
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which are displayable or printable. Thus, such codes as "escape" which have no ~

visible representation, would be excluded. This is the file name that is displayed for

purposes of identifying the document to the users. There is also an actual file name

(which is not shown to users) to identify where copies of the file are stored in the

central repository. Certain other information is kept in addition to the name of the

file. This includes the following:

1. Data of creation

2. Date entered into repository

3. Person who entered the document into the repository

4. Description

5. Size of the document

6. Document type ifknown

7. Date of last update

8. Access password (optional) stored in encrypted form

9. File folder(s) where the document appears

10. Actual file name

In addition to the above information, data indicating whether the file is

checked-out and to what entity, and the identities of entities that have checked the

document out and returned it in the past are also stored. The term “checking out" is

described further below. These functions related to file change control and

configuration management, which are discussed later.

User database — A database contains information on all individuals who can currently

access the system or who previously had access up to an administratively determined

retention period. This database includes standard contact information including

physical and electronic addresses. Security data such as passwords and/or encryption

keys is also maintained. In a combined system such as the presently described

system, the same database or registry of users can be employed for the document

manager as for the signature system.

High level directories - The entire document management system can be divided into

a number of high level directories that the user can display, one at a time. These

include, at a minimum, a "Private" directory of files and folders visible only to the

user, and a "Public" directory of files and folders visible to all users. Additional

high-level directories can be created by the system administrator as needed. These
21
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could correspond to projects, business units, or any other logical basis. At any point .

in the use of the document management system, a user can see and select from the

high level directories to which the user has access. The name of the currently open

directory can be always displayed on the screen.

Displaying the contents of a high-level directog — When a user selects a high-level

directory. the repository displays a series of file folders against the left margin of the

active window. File folders whose contents are displayed are shown as open folders.

File folders who contents are not displayed are shown as closed folders. A folder is

opened or closed by clicking a single time. When a folder is opened, the contents are

shown with an indent to indicate the parent/child relationship between the folder and

its contents. Each folder can contain files, shown by an icon representing a printed

page and other folders-represented by an image of a closed folder.
Information about a folder — Information about each folder is displayed on the same

line, to the right of the folder icon. This information is as follows, from lefl to right:

1. Name of the folder

2. Number of files in the folder, or the word "empty"

3. Accessibility of the folder

Accessibility refers to user access rights to a folder which may private relative to the

entity that created it, restricted (limited to a subset ofpeople who can access the high

level directory), or shared (available to everyone with access to the high-level

directory). The level of access to a directory is indicated by the words "private",

"restricted" or "shared."

If the directory is restricted, clicking on the word restricted displays a list of

the entities that have access to the folder. This list is a series ofhyperlinks. Clicking

on the name ofa person pulls up detailed contact information (discussed below). The

objective is to facilitate communications between people with a shared interest in a

file.

Information about a file — Information about a file is displayed to the right of the file

icon. From lelt to right, the first item displayed is the name. This is followed by the

word "details." Clicking on "details," causes the document management system to

display complete information about the file (see Item 2, above), the person who

placed the document in the file, (see Item 3, above), and the person who most

recently modified the file.
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Information about people/entities, Ed the link to communications - Information.

about people/entities with access to the system is displayable at several points in the

document manager system:

1. by accessing the directory ofusers

2. when creating a new folder with "restricted" access

3. when displaying detailed information about a file (see #7)

4. when displaying information about a restricted directory (see #6)

Whenever such information is displayed, contact information from the database is

rendered along with the name. Depending on the implementation, this can include

complete contact info (multiple addresses, telephone and fax numbers, and email

addresses), or some of the contact information may be restricted, in which case it is

not displayed.

Creating a new top level folder — A new folder is created within a high-level

directory, for example by clicking a button labeled “new folder.” This can bring up

a dialog in which the user assigns a name to the new folder and selects the type of

access (private, shared, or restricted) rights to be assigned. If the document is

restricted, the user specifies the entities (organizations and/or people) that can access

the folder. If the creator-of the folder specifies that an organization has access to a

folder, all individuals associated with that organization may be granted access.

Folders to which a user does not have access may remain hidden or not displayed.

Alternatively, these folders can be shown with some indication that they are not

accessible, for example, by ghosting.

Functions relatfl to a folder —- Once a folder is defined, a user can execute the

following options.

1. Create a subfolder, using the same process described in 9

2. Add a document to the folder, using the process described in 11

3. Delete the folder, if it is empty

4. Modify access to the folder using the same tools used to specify access

initially

The functions can be invoked by, for example, clicking on the appropriate label to the

right of the name of the folder icon.

Adding a file — Users add a document using a dialog box that prompts for the

following information:
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1. Location of file - may be entered by user, or selected through a standard .

file browse dialog

2. Name to be used for the file in the repository

3. Version number or name (optional)

4. Password or encryption key (optional)

5. Description (optional)

6. Access rules (read only or read-write)

Afier entering the above information, the user either aborts or initiates upload.

The information listed above is recorded along with the name of the person entering

the document, and date and time.

File options — The following functions may be provided, preferably for every file in

the system:

1. Delete (with confirmation)

2. Archive. The file is removed from main repository, but a copy is retained

outside the repository. It may be restored though manual intervention.

3. View or download: a copy of the file is brought to the user’s computer.

This file can be modified there for the individual user’s use. A modified

version can be uploaded as a new file or different version ofa current one, but

a file in the repository can only be replaced if the user has it checked out.

4. Check out / check in (see below)

5. Forward (see below)

6. Change Password. The old password must be entered followed by a new

password and confirmation.

7. Move: copy or more a document from one folder to another.
The functions may be invoked, for. example by clicking on a label

corresponding to the function, which can be displayed to the right of the name ofthe

file. Not all options are shown to all users. If an entity does not have write—access

to a file, the entity may not delete it, archive it, check it in or out, or change the

password.

Check in / Check Out — All entities with write access to a file may check it out. By

checking the file out, the entity reserves the exclusive write to save changes to a file.

A person may not replace a file that is checked out. To check out a file, the user

selects this option from the list of functions associated with the file. The user can
24
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then enter an expected return date and a reason that the file is checked out or the .

changes to be made. This information is available to all others who can view the file.

Each check in or check out is recorded in a permanent log. After a file is checked

out, the "check out" button or link is changed to read "check in."

Each individual can check in only the files that he or she has checked out.

This is done by clicking "check in." The user may then upload a new version of the

file by specifying the location of the file on disk, or indicate that the version of the

file currently in the repository is to be retained. Afier a file is checked in, the check

button is changed back to "check out" and the file can be checked out by another

user.

Forwarding —- A file can be forwarded to any other user of the system. When the

forward function is invoked, a list of users is displayed. The sender selects one or

more users. Upon confirmation, a copy of the document is placed in folder labeled

"in box" in each recipients private directory.

Referring to FIG. 5, a main screen for the document manager creates (using

server—side scripting) a user-interface display with some of the features of a Windows

Explorer® -type display. File and folder icons are shown along with an array

features arranged next to each. The similarities with Windows Explorer® fairly well

end there, however. Each of the properties shown next to each file/folder entry

invokes a feature.

A parameter object W “Details” invokes a detailed display of the

corresponding document object. The details can include contact information about

the creator of poster of the document or other data as desired. This data can be

hyperlinked and a return button can be provided to return the display back to the

screen shown in FIG. 5. Clicking the "details" button to the right of any document

brings up the display which can include the name, contact information, and other

details about the person who loaded the document into the system, similar

information about a person who has the document checked out, and, optionally, a

description of the document and information on its change history.

A parameter object X “Forward” simply sends the document to a selected

user. A selection screen can be invoked to allow selection of the recipient of the

document from the user registry. Of course, since most correspondence can be

handled on the server side, the user is, in reality, simply notified of the transfer and
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the recipient’s action to view the document simply invokes a server side feature to .

display the document. The document is not actually transferred bodily to the

recipient since the recipient, as a registrant logged in the user registry, can access it

through the server by requesting to do so.

A parameter object U “Check-in" checks in a document that has been checked

out. Other users may view the document, but not modify it when it is checked out.

This button is not accessible to users that have not checked the document out and

may be displayed ghosted or not displayed at all. A similar button can be displayed

if a document that is not checked out may be checked out by the user authorized. to

see the document manager displayed shown in FIG. 5.

A parameter object T “Download" actually transfers a copy of the document

to the client computer. Another object S “Delete” allows the document to be deleted.

A new document can be added by clicking “New Document” Q. These are fairly

conventional notions, except for their placement on the screen and the fact that each

is filtered depending on the user’s rights.

Note that when a folder is created, access to the folder can be restricted to the

creator, shared with everyone (in which case the folder is created in the public

directory), or shared with a select group of other users. The other users can be

selected by company or organization (providing access to all individuals in the

organization) or by individual within an organization. These are all selectable

through a linked selection control where if one selects a company in one selection

control, it shows employees in the linked selection control.

A parameter object P f‘Shared" displays a hyperlinked page that shows all

users with access rights to the document. This page allows a user that places a

document in the document manager or a user that has pertinent modify rights, to alter

the parties that have access to the document. Also, it allows a user with read-only

rights to see the list ofusers that can access that document. The names ofthe sharing

parties are hyperlinked to invoke the user’s email client to allow fast sending ofemail

(which again may be performed server-side without actual transfer) or conventionally

or selectively. If a folder is shared, the word "Shared" appears to the right of the

folder. Clicking on "Shared" brings up the list of person who can access the folder,

as shown in FIG. 6. Each name is a hyperlink to detailed contact information.

FIG. 7 shows a list of all deals that were completed through the system. The
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trade number (left column of the grid) is a hyper link to detailed information.

FIG. 8A shows detailed information about a completed trade. It shows the

party to the trade, the price or rate, and a description of what was traded. The

particular nomenclature is specific to a market. For insurance, for example, price is

termed rate, and the summary of a deal is the slip sheet. A complete contract can be

attached. Included documents can be downloaded to view on line. The intended

signatories to a deal are shown (there can be more than two).

If a signatory has actually signed the document electronically, the date and

time are shown. No date and time are shown for parties that have not yet signed.

The amount of information displayed on the screen is dependent on the identity of

the person viewing the screen. The viewer can be blocked from viewing any

information about a deal, or certain fields, such as the contract details or the name of

signatories.

Note that the detail screen ofFIG. 8A would also show attached exhibits. The

FIG. 8A display is the basic device for signing deals. A similar device would be used

for signing documents.

Referring to FIG. 8B, all of the information necessary to document a deal is

pulled together through the screen below. The deal summary includes highly

structured information on parties, dates, terms, etc., as well as unstructured

information in the form of attachments. The bottom part of the page allows the

person registering the deal to designate the intended signatories. When the signers

affix their electronic signature, they are doing so to all of the documents in the deal,

including the attachments. These are archived and protected from tampering using

secure hash technology. In this way it is possible to create a reliable, on line

electronic signature to a complex deal, without risk of repudiation.

Note that any number of exhibits can be added to the UI device of FIG. 8B

since the list scrolls from the bottom each time a second exhibit is added. The user

interface has self-explanatory elements for defining information about the deal.

Anonmous Mail

For purposes of the following description, a “subscriber” is a person or entity

that subscribes to an anonymous mail system to be described below. Certain types

of negotiations and communications require anonymous initial contact, followed by

some period of anonymous discourse, leading to eventual disclosure of the parties'
27
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identities. In the course of a typical sale or business deal, the initiating party begins .

either by contacting one or more targeted potential trading partners or advertising to

a community ofpotential partners. While the identity ofthe initial offeror is usually

clear in any direct contact, it need not be so in advertising. In certain cases it could

be problematic for the initiating party to reveal his or her identity:

A party to a deal can have difficulty controlling the method ofcontact once

the party’s identity is known. If a company is known to be in the market for omce

space, for example, the party may be subjected to badgering by real estate firms

outside the established bidding process. Executives of the company may be contacted

directly in an effort to influence the decision.

Disclosure of intent may adversely affect the market. If a large company

begins to acquire land in an area, the price can rise very quickly. Simple exploration

of an option can make the option more costly or even impossible.

Disclosure of intent may adversely impact the reputation or standing of a

company. An insurance company that determines that it is over exposed to a certain

peril (e.g. hurricane losses in the Southeastern US.) would reveal that situation to

their competitors and investors by a large public solicitation.

While anonymity can be crucial for the initiator of a deal, it can be equally

important for the respondent for the same reasons. The need for controlled anonymity

has been addressed by several methods that were initially developed for paper

communications and have been extended to analogues in telephonic and computer

communications.

- Numbered mail boxes, including government and private

0 Communications through a mediator

- Anonymous voice mail drops

0 The use of pseudonyms in computer e-mail and dialogs.

These methods have several serious shortcomings:

- The method may only allow anonymity from one side.

0 There is no inherent mechanism to validate the credentials and intent

on an anonymous party

0 Use of a pseudonym may invalidate its future use by associating the

name with a specific party
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o Manually mediated communications are slow

0 The creation and deletion of pseudonyms may not be completely

within the control of the party, imposing an overhead cost (in cash or labor)

and/or delay in creating a new name

0 In most systems, a person with multiple pseudonymous mailboxes or
e-mail addresses will receive communications in several different places

(mailboxes or accounts), thus requiring multiple logons/passwords.

0 Routing of messages received anonymously requires manual

forwarding to all relevant parties by the individual with access to the

anonymous mail box or email account.

0 There is no mechanism to reveal actual identities in a secure and

mutually acceptable way.

The present invention addresses these deficiencies by providing two-way

anonymous communications, 3 central point of collection for messages sent to

multiple pseudonymous addresses, connection of multiple parties to a single

anonymous account, and a mechanism to reveal identities to all parties to a deal

simultaneously, by mutual consent. In summary, the anonymous mail system is a

server side system that allows clients to create anonymous handles on the fly. It also

allows them to share anonymous handles among multiple recipients so that the group

of recipients appears as a single recipient to the sender using the anonymous handle.

It is like a transparent mailing group. When mail is sent to an anonymous handle, it

is sent to all members of the group.

Multiple Systems — In contrast to the first-generation anonymous mail system, the

present system allows for multiple anonymous mail (Amail) systems. Each Amail

system operates in association with a conventional e-mail server, and uses the e—mail

server for communications with non-subscribers, subscribers to Amail systems other

than the local one, and for forwarding messages to the subscribers Email client

sofiware.

Registration — Subscribers to an anonymous mail system (Amail) each complete a

registration that provides:

0 Contact information (name, address, telephone number, fax, etc.)

0 Information to determine whether they the party is qualified to
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participate in the communications exchange. For example, if the system were .

to be used between and among real-estate agents, registrants to the system

might be required to supply a real estate license number. i

0 Association with an organization (if appropriate)

0 Additional information on the individual or organization that may be

of use to others in the Amail system to determine the suitability of the party

as a partner in negotiations.

The additional information can include such factors as credit ratings, assets, or the

region in which the company does business. The specific information required

depends on the application. Insurance, real estate, energy marketing, etc. would all

have different data of interest.

Validation — Depending on the business model and role of the organization operating

the Amail exchange, the organization can either accept the information provided by

the subscriber, or verify the information and provide verification as part of the

service. Upon acceptance of a subscription applications and validation of the

background information if necessary, the use is assigned an Amail user ID and

password.

In the first version of the Amail system, logon was automatic from the general

application (CATEX); there was no separate user ID and password. In alternative

versions, the Amail system can provide its own user ID and password, with the

ability to bypass logon when it accessed from other applications with acceptable user

validation. All of the actual contact information and validation information are

maintained in a database. Validation information was not provided in the first

version of CATEX.

Assignment of an Email address — Each subscriber must provide an Internet

accessible Email address or be assigned an e-mail address in the Amail system. The

first version of the Amail required that the user have an Email address on the system.

The new version works directly with e-mail systems other than the Amail.

ng_n_— Subscribers access the Amail system by connecting an Amail web page

provided either over the Internet or on an Intranet. The subscriber enters a user name

and password. The first version of Amail was not browser-based and worked only

over a LAN or WAN, not over the Internet or an intranet.
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Available functions - Alter logon, the subscriber can access the following functions: .

I Manage aliases '

o Compose an anonymous message

0 Read Amail messages. In the original CATEX system, the user could

not access messages from within the Amail application.

0 Log off

Managing Aliases —— Aliases are directly under user control. After logon, a user can:

0 Add a new aliases

0 Delete an existing alias

o Create a free-form note associated with a new alias, or edit the note for an

existing alias that will be accessible to recipients from the alias.

0 Identify other subscribers to whom messages to alias should be forwarded

0 Identify other subscribers with permission to generate messages from the alias

These last two features make it possible for a group of subscribers to share an alias,

allowing them share communications and work together more effectively. The user

will:

Compose an anonymous message — Afier logon, a user can create and send an

anonymous message. After the option is selected, the system will display a message

creation screen with the following features:

1. A list of aliases currently owned by the user (i.e. created by the user and

not deleted), for the user to select the alias from which the message will

originate.

2. A subject box for the mail.

3. A list of the e—mail and alias addresses to which messages can be sent for

the user to select one or more. The original version could only send to one

alias. The user can also supply an lntemet e-mail address off system.

4. A list of the e—mail and alias addresses to which copies of the messages

can be sent for the user to select one or more. The user may also supply an

Internet e-mail address off system. The original version did not include a

“CC" feature.

5. A space where the message can be typed, allowing for users to paste text

copies form another system using the Windows-based clipboard utility.
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6. A check box to select whether the sender is willing to reveal his identify .

to the recipient on mutual consent.

7. A check box to select whether the copies of the message should be sent to

other subscribers who share the Alias. The original version allowed only one

subscriber to access an alias.

Deliveg of Messages -— After an Amail message has been composed (see step 7), it

is delivered as follows.

1. The body of the email message is modified by adding a header including

routing information and an indication of whether the sender is willing to reveal

identities if there is reciprocal concurrence. The message would appear as shown

below. The items in italics are new since the original (prior art) version. The first

generation of the anonymous mail system did not allow for communications between

multiple Amail systems and, hence, did not list the Amail system name in the list of

respondents. The first generation system also did not allow for multiple recipients.
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   This message was sent anonymouslyfrom alias: Amail system name: alias
The message was sent to:

Amail system name: alias

Amail system name: alias (cc)

Amail system name: alias

The sender is willing to reveal identities.

[Original body of the message]

 

 
 
 

2. Ifthe message is sent to a specific, non-anonymous e-mail address, Amail

composes and transmits a standard Email message. The sender is listed as

“amail.ad1nin.alias@xmx” where “xxxxx” is the address of the standard mail server

supporting the mail system. Off-system access was not a feature of the first version.

3. If a message is sent to an alias on the local or any other related Amail

system, and the owner of the alias has an off system email address, a message is sent

as in step 1, above. In addition, however, the message is stored in an Amail message

database for access through the Amail system interface. The original version did not

have an Amail message database.

4. If a message has been sent to an alias for which there is no associated

conventional mail account, the message is stored in the Amail message database. The

Amail message database contains a repository for all messages, listing the

subscribeds) associated with the alias to which the message was addressed. The

database contains the message (including sender, addressees, and cos), date and time

of transmission, and the alias of the subscriber to which the message was sent. The

original version did not have an Amail message database.

5. If the option was checked to send copies to other that share the alias (see

above), copies of the message are placed in the message database for the subscribers

associated with each of the aliases.

Receipt of Messages — Messages sent from the Amail system can be received in a

standard e-mail client by Amail subscribers and non-subscribers.

Amail subscribers can also receive messages through an Amail reader

interface. All messages received are placed in the Amail message database (see

above). Since an alias can be associated with more than one subscriber, the Amail

message database can list more than one subscriber as an "owner" of the message

even if it was sent to only one alias. When a user logs on and selects the option to
33

SUBSTITUTE SHEET (RULE 26)

147

 

 



148

wmqmmbmwi—I

wL»)MIL»)NNNNNNNNNNHHI—‘l—‘H

WO 00/17775 PCT/US99I21934

read Amail messages (see above) the messages are rendered as an HTML page .

through a browser. Messages to all of the aliases associated with the user are

displayed. Each message has a hotlink to respond to send a message back to the
sending alias. Each message also has a link to display the background and validation

information and note associated with the alias (see above). The original version did

not provide an Amail viewer nor did it provide for display ofvalidation information.

Responding from off System from Amail — Individuals from off system can respond

to Amail messages using the standard reply feature of their mail server. Messages

will be returned to the reply address (see above). Messages received by the

conventional e-mail server supporting the Ainail system will forward the message to

the Amail message repository for the alias listed in the return address. Responding

from a standard Email client was not provided in the original version.

Fl' Wi et

Increasingly, computer applications are delivered through browsers over the

Internet or an intranet. There are many design considerations in building a system

for browser delivery in contrast to delivery as conventional client server application.

Two related considerations are the graphic richness ofa browser screen and the time

lag to render a new screen. Partly because good web pages contain complex graphics

and partly because the Internet can be a relatively slow network, it is important to

design a web application to make few unnecessary wholesale screen changes. It is

more economical from the perspective of data transmission and, hence, from response

time, to create a “flat” rather than “deep” hierarchy of screens, and change only the

part of a screen that is minimally necessary.

For example, it is better in a data query to provide a single screen that allows

a user to specify a state and city within the state than to provide a first screen for the

state, followed by a second screen for the city. As the fimction of screens becomes

more complex, however, it becomes an increasingly difficult challenge to fit all of

the options onto the screen (particularly when a user selects a lower screen

resolution) and while maintaining a clean appearance. The invention described here

provides a tool that allows the Intemet application developer to display an effectively

unlimited number of options in a very small space using a very familiar and intuitive

display feature.

Appearance —- The “Flip Widget” tool renders a graphical object representing two
34
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rows of file folders, overlapping. The labels on the front row are visible, the labels .

on the second row are obscured by the front row of tabs, but the edges of the apparent

back tabs are visible. The number of the apparent tabs displayed in each row is a

fimction of the screen resolution and the length of the longest label entered by the

user.

W— In one embodiment, the rightmost tab on the front row is labeled

“FLIP”. When a user actuates this tab, the response is as described below.

Database of labels and links — In creating the display, the application programmer

enters a set ofpaired values. Each pair consists of (1) text of the label to be displayed

and a tab, and (2) the name of an HTML link, either within or external to the page to

be rendered when the tab is selected.

m-Upon rendering a page containing the flip widget, the two-row tab display

shows the first “n” options fi'om the list of labels and links. The value of “n”

represents the maximum number that can be displayed while allowing room for the

flip tab. Upon clicking any of these tabs, the corresponding link is executed. Upon

clicking the flip tab, the two-row tab display is changed to reflect the next “11” options

from the list of labels and links, retaining the flip tab on the right. If there are fewer

than n options remaining, the flip widget will either display the last n options, or

whatever number remain supplement by as many options are needed from the start

of the list. Clicking the flip tab when the list has been completed starts the cycle over

again with the first option.

Referring to FIGS. 9 and 10, a flip widget in a first state is shown in FIG. 9.

In the first state, any of the tabs A through E can be selected and the corresponding

set of controls displayed. For example, in FIG. 9, tab B has been selected and the

controls 430-432 are displayed. If the flip tab 410 is selected, a next row of tabs is

brought forward so that the display appears as in FIG. 10 with tabs F through J

showing. In FIG. 10, tab G has been selected and the corresponding controls 435-

437 are displayed.

FIGs. 9A and 10A show a more detailed example ofhow a flip widget can be

used to organize functions available to a user. For example, suppose that one

application is a commodity futures trading system that permits a user to execute

trades, review prices, and obtain other information relating to various metals such as

gold, silver, and platinum. As shown in FIG. 9A, for example, controls or functions
35
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430, 431, and 432 (e.g., execute a trade, review current prices, and the like) are .

associated with a “gold" category and can be invoked easily when that category is at

the forefront of the flip widget as shown. Clicking one of the other tabs (e.g., silver

tab 400) would bring the fiinctions associated with that category to the forefront

while allowing the user to readily select other categories visible behind the fiont.

Clicking “other markets” tab 410 would change the selection of front-row tabs to a

different set ofcategories, as shown in FIG. 10A. The "other markets” tab 410 could

be continually clicked to rotate through a plurality of groupings of markets, each

having a set of functions or controls associated therewith.

A flip widget can be implemented in conjunction with the first or second

embodiments of the present invention in order to permit many different functions to

be displayed in a small screen space. The flip widget is a device to organize many

different functions in a logical way, and can be used as a tool for building an interface

to multiple applications. As one example, in a DCE (described in more detail

below), there may exist It ftmctions (e.g. bulletin boards, chat rooms, e-mail, a-mail,

transaction engines, and the like) the specific availability ofwhich can be defined by

a user who creates the collaborative environment. This collection can change over

time. Accordingly, the interface cannot be “hard coded" for a particular user.

One way to represent an indefinite (and potentially large) number of fimctions

in a small space is with tabs resembling a file folder, with a graphic element

representing hidden cards, implying that the user can reach the functionality on the

cards by paging (i.e. flipping) to them. The flip widget makes it possible to provide

a link to a list of applications maintained in a database rather than requiring that they

be hard coded. Programming logic for storing folder labels in a database, linking

those labels with associated functions and activating them using browser-type

buttons, and for performing the display features described above, are conventional

and no further elaboration is necessary. Although the “flip widget” provides one

method of structuring a user interface to structure a user’s view of application

fiinctions, other methods can ofcourse be used.

B. DYNAMIC COLLABORATIVE ENVIROEMENT EMBQDIMENT

In a second embodiment of the invention, a dynamic, user-defined

collaborative environment can be created in accordance with a set of tools and

method steps. As explained previously, this system differs significantly from
36
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conventional networked environments in that: (1) the environment (including access .

and features) is user-defined, rather than centrally defined by a system administrator;

(2) each environment can be easily destroyed afler completion of its intended

purpose; (3) users can specify a group ofparticipants entitled to use the environment

and can define services available to those participants, including offering

participation to unknown potential users; (4) the networked environment (including

access features and facilities) can cross corporate and other physical boundaries; and

(5) the environment offers a broad selection of tools that are oriented to

communication, research, analysis, interaction, and deal-making among potential

group members. Moreover, in a preferred embodiment, the environment is

implemented using web browser technology, which allows functions to be provided

with a minimum ofprogramming and facilities communication over the lntemet.

FIG. 11 shows various method steps that can be carried out to define, create,

and destroy an environment according to a second embodiment of the invention. The

term “environment" as used herein refers to a group of individuals (or computers,

corporations, or similar entities) and a set of functions available for use by that group

when they are operating within the environment. It is of course possible for one

individual to have access to more than one environment, and for the same functions

to be available to different groups ofpeople in different environments.

The process ofcreating a collaborative environment involves the migration

of tools and information resources available in the library of the environment

generator into a specific collaborative environment. The collaborative

environment can include / link. to any application available to the environment

generator. It can also include applications specific to the environment provided

that theses are accessible through Internet protocols.

Underlying the environment is a directory of users, information about

users, and their authorities. The core structure for the environment user database

should conform to a directory standard — typically DAP (Directory Access

Protocol) or LDAP (the lightweight directory access protocol). The environment

generator has access to its own directory of users and to the user directories of the

environments it has generated. The directory of an environment can be populated

initially by selecting users from the environment generator’s directories. These

are added to the directory of the environment in one of two ways depending on the
37
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specific implementation. Directory records can be copies from the environment

generators user database to a separate database for the enviromnent or a flag can

be added to the user data record in the environment generators users database to

indicate that the user has access to the environment. The second, simple model is

useful when all users in an environment have equal authority. A separate user

database (directory) is necessary for an environment when the environment has its

own security/ authority model.

Additional members can be added through a set of standard application /

subscription routines. These then become known to the environment generator (as

well as the specific environment) pr0viding the foundation for greater speed and

efficiency in creating subsequent environment.

Beginning in step [101, a new group is created by identifying it (i.e., giving

it a name, such as “West High School Research Project,” and describing it (e.g.,

providing a description of its purpose). The process ofcreating a group and defining

functions to be associated with the group can be performed by a user having access

to the system without the need for system administrator or other similar special

privileges (e.g., file protection privileges, addingdeleting application program

privileges, etc.). In this respect, environments are, according to preferred

embodiments, completely user-defined according to an easy-to-use set of browser-

driven user input screens. The principles described herein are thus quite different

from conventional systems in which a central system administrator in a local area

network can define “groups” of e-mail participants, and can install application

programs such as spreadsheets, word processing packages, and the like on each

computer connected to the network. Moreover, according to various preferred

embodiments, the facilities provided to group members can be provided through a

web-based interface, thus avoiding the need to install software packages on a user's

computer.

It is also contemplated that various methods ofobtaining payment for creating

or joining groups can be provided. For example, when a new environment or group

is created, the person or entity creating the group can be charged a fixed fee with

payment made by credit card or other means. Alternatively, a service fee can be

imposed based on the number of members that join, the specific functions made

available to the group, or a combination of these. Moreover, fees could be charged
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to members that join the group. The amount of the fee could also be based on the .

length of time that the environment exists or is used.

Although not specifically shown in FIG. 11, step 1101 can include the step

of creating a new entry in a database table (e.g., a relational or object-oriented

database) to store information concerning the new group and the environment in

which the group will operate. Database entries related to the group, including some

or all of the information described below, can be created as the environment is

defined. It is assumed that one or more computers are linked over a network as

described in more detail below in order to permit the environment to be created, used,

and destroyed,.and that a database exists on one or more of these computers to store

information concerning the environment.

In step 1102, the group members are identified. According to various

embodiments, the group members can be identified in three different ways (or

combinations thereof), as indicated by sub-steps 1102a, 1102b, and 1102c in FIG. 11.

It is contemplated that group members can span physical networks and computer

systems, such as the Internet. Consequently, group members can include employees

of different corporations, government agencies, and the like. In contrast to

conventional virtual private networks, both the group members and the fianctions

made available to those group members are entirely user-selected, thus permitting a

broad range of persons to easily create, use, and destroy virtual private networks and

associated functionality.

First, in step 1 102a, group members can be identified by selecting them from

a list of lmown users that are to be included in the group. For example, within a

corporation or similar entity, a list of internal e-mail addresses can be provided, or

an electronic version of a phone list or other employee list can be provided. If the

hosting computer system is associated with a school, then a list of students having

accounts on the computer (or those in other schools that are known or connected to

the host) can be provided. From outside a corporate entity, users can be selected

based on their e-mail addresses (e.g., by specifying e-mail addresses that are

accessible over the Internet or a private or virtually private network). In this step, the

environment creator specifies or compels group members to belong to the group.

Second, in step 1102b, group members can be invited to join the group by

composing an invitation that accomplishes that purpose. For example, a group
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creator may choose to send an invitation via e-mail to all members ofthe corporation, .

or all members of a particular department within the corporation, all students in a

school or region, or members of a previously defined group (e.g, the accounting

department, or all students in a particular teacher’s class). The invitation would

typically identify the purpose of the group and provide a button, hyperlink, or other

facility that allows those receiving the invitation to accept or decline participation in

the group. As those invited to join the group accept participation, their responses can

be stored in a database to add to those members already in the group. Invitations

could have an expiration date or time afier which they would no longer be accepted.

As invitees join the group, the group creator can be automatically notified via e-mail

of their participation.

Third, in step 1102c, group members can be solicited by way of an

advertisement that is sent via e-mail, banner advertisement on a web site, or the like.

Persons that see the advertisement can click on it to join the group. It is also possible

for advertisements to have a time limit, such that after a predetermined time period

no more responses will be accepted. The primary difference between advertising

participation in a group and inviting participation in a group is that invitations are

sent to known entities or groups, while advertisements are displayed to potentially

unknown persons or groups.

It will be appreciated that group members can be selected using combinations

of steps 1102a, 1102b, and 1102c. For example, some group members can be

directly selected from a list, while others are solicited by way of invitation to

specifically identified invitees, and yet others are solicited by way of an

advertisement made available to unknown entities.

In step 1103, the functions to be made available to the group are selected. For

example, the group can be provided with access to an auction transaction engine; a

survey tool; research tools; newswires or news reports; publication tools; blackboard

facilities; videoconferencing facilities; and bid-and—proposal packages. Further

details of these facilities and tools are provided herein. The group creator selects

from among these functions, preferably by way of an easy-to-use web browser

interface, and these choices are stored in a database and associated with the group

members. Additionally, the group creator can specify links to other web-based or

network-based applications that are not included in the list by specifying a web site
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address, executable file location, or the like. The group creator can also define shared _

data libraries that will be accessible to group members.

In step 1104, the environment is created (which can include the step of

generating a web page corresponding to the group and providing user interface

selection facilities such as buttons, pull-down menus or the like) to permit group

members to activate the functions selected for the group. In some embodiments,

access to the group may require authentication, such as a user identifier and password

that acts as a gateway to a web page on which the environment is provided. Other

techniques for ensuring that only group members access the group functions and

shared information can also be provided. A web page can be hosted on a central

computer at an address that is then broadcast to all members of the group, allowing

them to easily find the environment.

In step 1105, group members collaborate and communicate with one another

using the facilities and resources (e.g., shared data) available to group members. In

the example provided above, for example, a group of high school students

collaborating on a school research project could advertise for survey participants;

conduct an on-line survey; compile the results; communicate the results among the

group members; brainstorm about the results using various brainstorming tools;

conduct a videoconference including group members at various physical locations;

compile a report summarizing the results and exchange drafts of the report; and

publish the report on a web site, where it could optionally be offered for sale through

the use of an on-line catalog transaction engine. The group could even contact a

book publisher and negotiate a‘contract to publish the report in book form using bid

and proposal tools as described herein.

In step 1106, after the environment is no longer needed, it can be destroyed

by the person or entity that created the group. Again, in contrast to conventional

systems, the destruction of the environment is preferably controlled entirely by the

user that created the environment, not a system administrator or other person that has

special system privileges. Destruction of the environment would typically entail

deleting group entries from the database so that they are no longer accessible.

FIG. 12 shows one possible system architecture for implementing the steps

described above. As shown in FIG. 12, an Internet Protocol—accessible web server

120] is coupled through a firewall 1202 to the Internet 1203. The web server includes
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an environment generator 1201a which can comprise a computer program that _

generates user-defined environments as described above. Further details of this

computer program are provided herein with reference to FIG. 21.

Web server 1201 can include an associated system administrator terminal

1204, one or more CD-ROM archives 1205 for retaining permanent copies of files;

disk drives 1206 for storing files; a database server 1207 for storing relational or

object-oriented databases, including databases that define a plurality of user-

conlrolled environments; a mail server 1208; and one or more application servers

1209 that can host application programs that implement the tools in each

environment. Web server 1201 can also be coupled to an intranet 1210 using IP-

compatible interfaces. Intranet 1210 can in turn be coupled to other application

servers 1211 and one or more user computers 1212 from which users can create,

participate in, and destroy environments as described herein, preferably using

standard web browsers and IP interfaces. Web server 1201 can also be coupled to

other user computers 1217 through the Internet 1203; to additional application

servers 1215 through another firewall 1216; and to another IP-accessible web server

1213 through a firewall 1214.

It will be appreciated that the system architecture shown in FIG. 12 is only

one possible approach for providing a physically networked system in which user-

defined network environments can be created and destroyed in accordance with the

principles of the present invention. It is contemplated that application programs that

provide tools used in a particular user-defined environment can be located on web

server 1201, on user computers 1217, on application servers 1215, on application

servers 1209, on application servers 1211, or on any other computer that provides

communication facilities for communicating with web server 1201. It will also be

appreciated that web pages that provide access to'each user-defined environment

need not physically reside on web server 1201, but could instead be hosted on any

of various computers shOWn in FIG. 12, or elsewhere.

Reference will now be made to exemplary steps and user interfaces that can

be used to carry out various principles of the invention, including steps of creating

a group, selecting group members, and defining functions to be made available to

group members in the environment.

FIGS. 13A through 13C show one possible user interface for creating a group
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and identifying group members. In FIG. 13A, a user gains access to an environment ,

creation tool by way of an authentication process. This may be a simple usemarne

and password device as shown in FIG. 13A, or it could be some other mechanism

intended to verify that the user has access to the environment creation tool. In the

case of a corporation, school, or other entity that already provides a log-in procedure

to access the entity’s network, suCh log-in procedure could serve to authenticate the

user for the purpose of creating a new environment. It should be appreciated that

user authentication is not essential to carrying out the inventive principles.

Moreover, although it is contemplated that 'for ease of use (and to minimize

programming) web browsers and web pages be used to receive user-defined

information to create each environment, other approaches are of course possible.

In FIG. 138, the user is prompted to create a new group by supplying a group

name (e.g., “Joe’s Homework") and a brief description of the group. This

information is preferably stored in a database file and associated with group members

and functions available to those group members.

In FIG. 13C, the user is prompted to identify group members. As described

previously, group members are preferably identified in one of three ways (or

combinations of these): (1) selection from a list of known group members; (2)

inviting known candidates to join the group; or (3) advertising for new members.

When the user clicks one of the options in FIG. 13C, he or she is prompted to supply

additional information as shown in FIGS. 14A through 14C.

- Beginning with FIG. 14A, for example, group members can be individually

specified by entering an e-mail address (e.g., an internal or external e—mail address)

in a text form data entry region and/or by selecting fi'om a previously known list.

This screen permits the user to compel attendance in the group by specifying names

and/or e-mail addresses to which group messages will be sent. All those added to the

group in this manner will be provided with access to the environment corresponding

to the group. Aliases and pre—defined groups could also be specified as the basis for

membership (e.g., all those in the accounting department of a corporation, or all

students in a high school).

Each member of a group might have a group email account, or they may use

an off-system email account. Off-system email addresses can be maintained in a

database of users. Mail sent to the group email address is preferably forwarded off—
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system, protecting the actual email address of the person unless that person wishes .

to give out that address. New members can be added until the group is completed.

Although not explicitly shown in FIG. 14A, it is contemplated that new members

can be added to a previously defined group afler the environment has already been

created.

When group members are selected or specified, the user creating the

environment can also create a password for each user in the group in order to enable

those in the group to access the environment. Alternatively, when a user visits the

environment, the environment can retrieve a “cookie” from the user’s computer to

determine whether the user is authorized to access the environment. Ifno cookie is

available, the user could be prompted to supply certain authentication information

(e.g., the company for whom he or she works, etc.) In yet another approach,

authentication could occur by way of e-mail address (i.e., when the user first visits

the environment, he or she is prompted to enter an e-mail address). If the e-mail

address does not match one of those selected for the group, access to the environment

would be denied.

- Turning to FIG. 14B, prospective group members can also be “invited” to join

the group. The user creating the environment can specify one or more e-mail

‘ addresses to which an invitation will be sent. The invitation can be a simple text

message, or it could be a more sophisticated video or audio message. An expiration

date can also be associated with the invitation, such that responses to the invitation

received after the date will not be accepted. Software resident in web server 1201

(FIG. 12) receives responses to the invitations and adds members to the appropriate

group or drops them if the expiration date has passed or the prospective group

member declines participation. Prospective members can join the group by sending

a reply with a certain word in the message (e.g., “OK" or “I join”); by clicking on a

button in an e-mail message; or by visiting a web site identified in the invitation.

Turning to FIG. 14C, group members can also be solicited by creating an

advertisement directed primarily at potential group members that are unknown. The

advertisement could include, for example, a banner ad comprising text, video, and/or

audio clips. The graphic should conform to the size designated for the ad on the web

page. The ad could be posted on a web site by uploading the graphic through aweb

interface and, optionally providing a URL on the screen ofFIG. 14C to link to if the
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advertisement is clicked. Sofiware on the group page can render advertisements on

a page either (a) every time the page is displayed, (b) in rotation with other ads; or

(c) when characteristics of the user match criteria specified for the ad. I

The advertisement can include an expiration date after which responses would

1

2

3

4

5 no longer be accepted. Advertisements could range from the very specific (e.g., an

6 advertisement posted on a school’s home page advertising participation in Joe’s

7 research project on drug use at the school) to more general (e.g., an advertisement

8 that says “we’re looking for minority contractors looking to establish a long-term

9 relationship with us" that is posted on web sites that cater to the construction

1 0 industry.

11 A qualification option can also be provided to screen prospective group

12 members. For example, if an advertisement seeks minority contractors to participate

13 on a particular construction project, selecting the “qualify” option would screen

14 responses by routing them to the user that created the group (or some other authority)

15 before the member is added to the group. Those responding to the advertisement

16 could be notified that they did not pass the qualifications for membership in the

17 group, or that further information is required (e.g., documents evidencing

1 8 qualifications) before participation in the group will be permitted. Alternatively, an

19 automatic qualification process can be provided to allow a prospective member to

20 join if the person fills in certain information on the response (e.g., e-mail address,-

2 l birthdate that meets certain criteria, or the like). .

2 2 As shown in FIG. 15, a banner ad displayed on a web site invites minority

23 contractors to join a group that bids on information technology contracts. Those

24 interested in the advertisement click a button, which leads them to another site (not

25 shown) requiring that they provide certain information (qualification information,

2 6 name, age, company registration information, etc.) This information is then

2 7 forwarded to web server 1201 which either pre-screens the information according to

28 pre-established criteria, or notifies the user creating the group that a prospective

2 9 member has requested access to the group. In the latter case, the user could screen

3 0 the applicant and grant access to the group.

3 1 FIG. 16 shows one possible user interface for selecting communication tools

32 to be made available to group members. This screen can be presented to the user

33 creating the environment afier the group has been identified and its members
45

SUBSTITUTE SHEET (RULE 25)

159



160

mmqmmtwaI—I

mmmmMMMMMMMNMNl-‘HHHHH
|_i

wwwoxomqmtnustI—Iowooqmmtwaijg

W0 00/l 7775 PCI'IUS99/2 I934

selected. It is contemplated that a variety of communication tools can be provided, .

including a bulletin board service; advertisements; white pages (e.g., a listing of

members, their e-mail addresses, telephone numbers, and the like); yellow pages

(e.g., a listing of services or companies represented by group members, with

promotional and contact information); document security (e.g., shared access secure

document storage services); anonymous e-mail (described above with respect to the

first embodiment); threaded dialogs; a group newsletter creation tool;

videoconferencing; and even other user-provided applications that can be specified

by name and location (e.g., URL). Details of these services are provided below.

According to various preferred embodiments, dynamic collaborative

environments are designed to integrate tools from multiple sources provided that they

are web-accessible (i.e., they operate according to Internet Protocol and/or HTML-

type standards). The categories listed above provide a reasonable taxonomy of the

tools necessary for collaboration, but this list can be extended to include virtually

every class of sofiware such as computer-assisted design, engineering and financial

analysis tools and models, office applications (such as word processing and

spreadsheets), access to public or proprietary databases, multimedia processing and

editing tools, and geographic information systems. The following describes some

of the communication tools that can be provided:

Bulletin boards. A bulletin board (see, e.g., FIG. 2) lists notices posted by

group members, which may be offers to buy or sell, but need not be limited to such

offers. Many types of bulletin board services are of course conventional and no

fiirther discussion is necessary in order to implement one of these services.

Nevertheless, in one embodiment the following data items (attributes) can be

provided for each notice appearing on the bulletin board: an item number, a title, the

date posted, and one or more special attributes defined by the user. The attributes ,

may include a field to indicate whether a listing is a “buy” or “sell “ offer. The board

can be provided with an integrated sorting capability. By clicking on the heading

of each column, the user can sort the entries in, alternately, ascending or descending

order. Thus, it is possible to organize the records from oldest to newest or newest to

oldest, or to separate buy and sell offers. To limit the values on a board, a search

capability can also be provided, such that only those entries that meet the search

criteria are displayed.
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Advertisements. In a typical environment ofa dynamically created network .

there are a number of fixed places for advertisements - the top of a page for a banner,

the bottom of a page for a banner, and space on the side for small ads. The creator

of the environment may choose to use none, any, or all of these spaces for

advertisements. Once a space is designated for advertising, group members may

place adds by completing a template that provides payment information (if required),

the text for the ad (any standard image format), and a link to be executed if the ad is

clicked by someone viewing the ad.

Each user is responsible for providing functionality behind the link. The ad

may be displayed persistently (every time a page is displayed), in rotation with other

ads for the same place, or may be triggered on the basis of user characteristics

including purchasing history. Revenue can be collected for placement (fixed price

regardless of how many times an ad is displayed), per time that the ad is displayed,

or per click on the ad. The virtual private network provides the fiont-end to facilitate

online placement of the ad. Display can be done by linking pages to standard ad

display code, available off the shelf from several sources. This code provides for

rotation of the ads. Software for customization (Le. choosing the ad based on user

characteristics) is available commercially from several sources.

White pages. White pages provide a comprehensive listing or directory of

members with information about them and information regarding how to contact

them. Various types ofcommercially available software can be used to manage such

directories, and it is elementary to code typical directories that have fixed contents

for each member.

A web-accessible directory can be used in accordance with various

embodiments of the invention. One type of directory that can be provided differs

from directories having fixed structures. The key differences are as follows:

(a) User control over information Users enter and maintain their own

information directly, rather than through a central organization. This provides more

immediate update of data and reduces transcription errors. It makes it simple, for

example, for people to change their phone number when they are temporarily

working at another location.

(b) Multiple points for gualifl control. The data regarding each user can be

displayed to the user periodically (e.g.30, 60, and 90 days), and the user prompted to
47

SUBSTITUTE SHEET (RULE 25)

161



162

tomammaswmr—a

wuwwNNNNNMNNMMHHHHHH

WO 00/17775 PCTIUS99/21934

update and verify the data. A feedback capability can be provided for members of ,

a group to report errors they find. Email addresses can be “pinged“ periodically to

determine if they still exist. In addition, server management staff can periodically

review accounts that have had recent activity.

(c) Object structure. A directory entry consists of a collection of data

elements. These elements include such things as name for addressing (Dr. John D.

Smith), sort name (Smith, John D), or primary work telephone (800-555-1212).

Traditional mail systems have a fixed number of rigidly formatted'elements. In one

embodiment, a more flexible approach can be used in that individuals identify which

elements they wish to add to the collection comprising their directory entry. . For

example, a person can add 3, 4, 5 or more telephone numbers attaching a note to each

explaining its use (e.g. “for emergencies alter 8PM”).

(d) Direct link to communications tools. Where a directory refers to a contact

method (e.g. a telephone number), the method can be invoked directly from an entry

if the necessary software is available. For example, phone number can be dialed,

email messages initiated, or a word processing session initiated with letter and

envelope templates, preloaded with address information.

(e) Descriptive information. In addition to contact information, each directory

can contain information describing the entry (individual or business). The

description can be different in each group or it can be the same. The descriptive is

free form, with the exception that the user may drop in terms from a group-specific

lexicon. This lexicon can include terms specific to the industry (e.g. “fuel system")

for the automotive industry, or preferred forms of standard terms (e.g. “California”

rather than “CA", “Ca", or “Calif.”). Standardization of terms in this way makes

search the directory more reliable.

Yellow pages. Conventional “yellow pages” products provide a one level

classification of directory entries designed to facilitate identification of and access

to an individual or organization with specific interests and capabilities. Within

industries, and particularly online, multi—level hierarchical directories are common,

with the multiple levels providing more precise classification. There are numerous

commercial products for maintaining online yellow page type classification systems.

Any web-accessible directory can be connected to a DVPN group. A

preferred method offered with the system integrates the classification system with the
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descriptive field in a directory entry. Every time a standard term pertaining to a .

classification is pulled from the lexicon, the entry is added to that classification in the

hierarchical sort. In addition to hierarchical access, this correspondence between the

traditional hierarchical sort and the free-form description with standardized terms

makes it possible to access records via search rather than browsing the hierarchy.

Searching makes it possible to identify an organization with multiple capabilities

(e.g. “brake repair” and “frame straightening“). This search capability is much like

a general web-search using a tool like AltaVista’s or Inktomi’s search engine and can

use the same search engine, but differs in that material being search is in a precisely

defined domain (group members), the information being searched is limited and

highly quality controlled (i.e. group directory entries), and has a precision rooted in

a precise vocabulary (the lexicon used in preparing the description).

Document repositog. Any commercial web-enabled document repository

can be integrated into a group. Examples are Documentum and PC DOCs. An

improved version offered specifically with the DVPN package was described above.

Document security. Within the document repository various tools can be

provided to protect the security ofdocuments. These include (1) limitng access to

a document to certain people or groups; (2) only displaying the directory entry for

documents to people who can access it; (3) password protection; (4) encryption; (5)

secure archive in read only mode on a third-party machine; (6) time-limited access

and (7) a secure hash calculation.

All of the above are conventional except for time—limited access and the

secure hash calculation. Sofiware for limiting access to a document to a certain

period is available from lntertrust, among others. A secure hash is a number that is

characteristic of the document calculated according to a precisely defined

mathematical algorithm. There are several secure hash algorithms, and implementers

can develop their won. They are “trap door" in nature. That is, the calculation can

be performed with reasonable effort, but the inverse of the function is

computationally intractable. The classic example of a trap door function is

multiplication of very large prime number (on the scale of hundreds of digits). The

product can be calculated with relative ease, but factoring the product (the inverse

function) is very time consuming, making if effectively impossible with generally

available hardware. This method is used in public key encryption, but can be applied
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equally well in secure hash, though other trap door functions are preferred, in

particular, the one specified by the US. Department ofCommerce as FIPS standard
180. Code to implement this standard can be developed fi‘om published algorithmis.

Anonmous e-mail (described above with respect to the first embodiment);

l breaded dialogs. Threaded dialogs are a collection of messages addressing

a specific topic, added serially, not in real time. They are threaded in the sense that

new topics can branch off from a single topic, and topics can merge. According to

one embodiment, threaded dialogs differ fi'om conventional news group fimctionality

in that (1) users can initiate new topics; (2) users can post a message to one topic,

then indicate that the message pertains to other topic as well; (3) browsers reading a

message may continue down the original thread or one of the alternates if other topics

are suggested.

Group newsletter creation tool. A newsletter creation tool can be used to link

columns provided by multiple users (and maintained as separate web documents) into
a whole through an integrating outline maintained by an “editor". The purpose of

the tool is to provide the look and feel of an attractive single document to a disparate

collection. To create the newsletter the editor generates an outline identifying an

author for each component and a layout. Art for the first page can be provided.

Through messaging, the authors are provided a link to upload their content. Content

is templated to include a title, date, a by line, one or more graphic elements, a

summary for the index, and text. The editor may allow documents to go directly to

“publication” or require impose a review and editing step.

Chat goups. Real time chat room software is widely available from many

sources including fi‘eeware and shareware.

Audio and videoconferencing. Commercially available tools for web-based

audio and video conferencing can be included in the group fimctionality. Examples

are. Net Meeting and Picture Tcl sofiware.

FIG. 17 shows one possible user interface for selecting research tools to be

made available to group members. As shown in FIG. 17, various tools such as a

mortgage calculator, LEXIS/NEXIS access, news services, Valueline, and other

research tools can be provided by checking the appropriate box on the display. All

of these research tools are conventional and commercially available (via web-based

links and the like).
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1 FIG. 18 shows one possible user interface for selecting transaction engines

2 to be made available to group members. As shown in FIG. 18, many different types

3 of transaction engines can be provided to group members, including electronic data
4 interchange (EDI) ordering; online catalog ordering; various types of auctions; sealed

5 bids; bid and proposal tools; two-party negotiated contracts; brain writing (moderated

6 online discussion) and online Delphi (collaborative estimation of a numerical

7 parameter). The following describes various types of transaction engines in more

8 detail. Enhanced features (i.e., those that differ from conventional products) are

9 highlighted in gray text.

10 A. Order placement (online catggg) transaction eggine

11 An order placement or online catalog engine allows the buyer to place an

12 order for a quantity of items at a stated fixed price, essentially ordering from an

13 online catalog. The catalog contains the description and specification of the

14 offerings. The catalog may be publicly accessible (Subtype 1a) or provided for a

15 specific customer (Subtype 1b). Prices are included in the catalog but may be

1 6 customer specific, may vary with quantity purchased, terms of delivery and

17 performance (e.g. cheaper if not required immediately). The catalog can represent

1 8 a single company’s offering or an aggregate of the offerings from several companies.

19 The catalog can range fi'om a sales-oriented web site designed for viewing by

2 0 customers, to a engine designed only accept orders sent via electronic data

2 1 interchange (EDI). Note that the catalog can be shopper oriented (i.e. designed to

22 sell) or a simple, machine-readable list of available items and prices. The following

23 describes in more detail steps that can be executed to create an online catalog:

24 1. Enter and maintain a framework for catalog

25 1.1. Enter/ delete / edit categories. Categories are titles for groups of items, such

2 6 as “furniture” or “solvents”

27 1.2. Enter / delete / edit subcategories. Subcategories are categories within

28 categories, effectively establishing a hierarchy of products. Example:

2 9 fumiture/dining room/tables.

30 1.3. Create groups of categories and subcategories (e.g. “see also....”). The

3 1 grouping allows a person browsing items to be referred to another category

32 that may contains items of interest. For example, someone may reach the

3 3 fumiture/dining room/tables and then be referred to
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furniture/offitie/conference room tables where other suitable tables may be .

listed, or to furniture/dining room/chairs to buy chairs that make the table.

This cross-referencing transforms the hierarchical arrangement of

categories into a Web.

2. Enter/ edit / delete items in catalog by entering and updating the information

listed below. The system allows users to enter this information and provides

basic quality assurance.

2.1. Catalog item number

2.2. Supplier part number(s)

2.3. Name of item

2.4. Description

2.5. Photos and drawings

2.6. Specifications (depends on item type). Different items have different

specifications. For example, a computer printer can have color vs. black

and white, dots per inch resolution, paper size, etc. In contrast to a fixed,

hard coded catalog, the specification section of the general purpose

catalog engine the user prepares the specification section by selecting

parameters from a list and then specifying a value for that parameter.

The parameter list contains values such as length, width, height, voltage,

color, resolution etc. It is can be extended by the manager of the auction

environment. A lister selects a necessary parameter (e.g. length, then

enter the value, such as 14”). The specification section is a concatenation

of individual specifications.

2.7. First available date

2.8. Last available date

2.9. Category (categories) into which the item fits

2.10. Alternate suggestion(s) if product not available

2.1 1. Related and associated products (e.g. printer supplies for a printer or other

household items with the same pattern.

2.l2. Additional information at the option of the individual or organization

listing the item.

3. Enter/ update pricing information

3.1. Simple price. The fixed prices is per item or per unit. The price must
52
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1 specify the

2 3.2. Pricing algorithm -- link to code for pricing algorithm

3 4. Take Orders

4 There are two variants: 4a: manual purchase in which a person browses a catalog

5 and selects and item for purchase and 4b: automated order in which a purchase

6 is initiated by an electronic message.

7 Variant 4a: Manual Eurchase

8 4.1. Potential buyers access the catalog by drilling down through the category

9 / subcategory tree or ,

1 0 4.2. Buyers search fields in catalog to identify the appropriate item. The search

1 1 may examine the title, description, or any of the specification fields.

12 4.3. Display general information for item(s) meetings specifications

13 4.4. Allow user to modify search or to select specific item if the items displayed

14 to do not meet his requirements

15 4.5. Display detailed information for selected item

16 4.6. Display the fixed price or calculate price if prices is based on an algorithm.

17 The pricing algorithm may include parameter such as characteristics or

18 affiliation of the users (e. g. affiliated with a pre-negotiated discount

19 program) , delivery date and mode, and quantity.

2 0 4.7. Offer the option to purchase or search again if they choose not to purchase.

2 1 4.8. If the buyer opts to proceed with the purchase, then check the availability of

22 the item by linking to the sellers inventory system

23 4.8.1. If the item is available then execute an ‘add to basket’. That is, place

24 it on a list of items designated for purchase.

25 4.8.2. If the item is not available, then execute the contingent response:

2 6 4.8.2.1. Offer delivery at predicted date

2 7 4.8.2.2. Terminate the sale, but offer to deliver or notify when next the

2 8 item is next available.

2 9 4.8.2.3. Suggest alternate items

3 0 4.8.2.4. Report ‘sorry’ and abort transaction

3 1 4.9. Offer option to purchase addition options

3 2 4.9.1. Ifoffer is accepted, execute from step 4.1

3 3 4.9.2. Ifoffer is not accepted, proceed with step 4.10
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4.10. Conclude the transaction

4.10.1. Collect shipping information, offer options

4.10.2. Collect payment information

4.10.3. Validate payment

4.10.4. Summarize order

4.10.5. Obtain final authorization

4.10.6. Generate receipt

Vang}; 4h: automated order, done using an EDI (electronic data interchange)

mg;

4.1 Accept requests for item

4.2 Return price and confirmation of availability

Note that users may conduct transactions without employing EDI. It is

possible, however, for members to agree on a transaction EDI format either by

completing a template within the system or selecting a pre-established EDI format

from a library. This library can include formats developed by recognized standards

organizations (e.g. UNEDIFACT or ANSI) or formats developed specifically for an

industry or a trading environment. Once there is agreement on a format, transactions

can be initiated, concluded, and confirmed through the exchange of appropriate EDI

messages. As many commercial ordering, accounts payable, accounts receivable and

. enterprise resource planning systems have an EDI interface the collaborative

environment should have the capability to forward the message to the order

fulfillment system.

B. English Auction Tflsaction Engine

In an English Auction, a single item is offered for sale to many buyers. The

auction can be open or limited to pre-qualified bidders. The buyers offer bids in turn,

each succeeding all prior bids. The highest bid received at any point in the auction

is visible to all buyers. The identity of the highest bidder may or may not be visible

to traders. Buyers may increase their bids in response to this information. Award

is to the highest bidder at the end of trading. The end of trading is reached when

there are no higher bids during an interval that may be formally defined or

determined by the manager of the auction at the time of execution.

There are two models for the access to the transactions. In the first model,

all buyers and sellers are members of the group. In the second model, all sellers are
54
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members of the group, but buyers can include members and non-members. If non- -

members are allowed to buy, the creator the transaction must enter a new URL for

buyers. This is a sub-URL of the main group URL. A registration process may be

established for the buyer URL.

In live auctions (as opposed to online) all traders are connected at the same

time, and the duration ofthe auction is brief- typically only a few minutes. In online

trading, it is not necessary for all of the bidders to be present (i.e. connected at the

same time). To distinguish between these two options they are designated (a)

concurrent (everyone bidding at the same time) and (b) batch (not everyone

connected simultaneously. The manager of the auction can set the minimum bid

and the minimum increment.

1. The first step in conducting an auction is to collect information on the items being

offered for sale. This is done online. The information collected includes:

1.1. Identity of seller. Note that the business rules of the auction may require

advance registration of sellers to verify their identity.

1.2. Descriptions, optionally including attachments and photographs, independent

certifications or appraisals, and anything else in digital form necessary or

useful in determining the value of the item.

1.3. Reserve price

1.4. Minimum increment

1.5. Time offered for sale

1.6. Time bidding is scheduled to end

1.7. Verify the seller’s consent to the rules of the auction house regarding

delivery, payment, responsibility for non payment, etc.

2. If the business rule of the auction house is to require payment up front, collect

payment either by:

2.1. Debiting a deposit account

2.2. Charging to account for billing

2.3. Collecting online payment such as through a credit card.

3. Post information about auction, including:

3.1. Description of iterr'is to be auction

3.2. Auctions rules:

3.2.1. Qualification process for bidders
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3.2.2. Time ofbidding

3.2.3. Criterion for ending bidding — time between bids

3.2.4. Legal statement — responsibilities of buyer and seller, limitation of

liability

4. Execute qualification process (optional)

4.]. Admit bidders who are qualified based on past participation

4.2. Provide fill-in-the blank qualification form new bidders

4.3. Collect information

4.4. Conduct automated review or manual review

4.5. Inform prospective bidder of qualification or not

Variant (a ): concurrent auction

5. Conduct Auction

5.1. Fifteen minutes prior to appointed time for auction, display “Welcome”

screen with space for qualified bidder to enter an alias or handle to be used

in the auction. Screen should have a description of the object. Show time

until auction starts. Auto refresh at 15 second intervals. I

5.2. At appointed time, display the main auction page with the following

information:

5.2.1. Description / picture of item for auction stored in a separate, static

flame of the PC so that it does not need to be downloaded each cycle.

. 5.2.2. Current bid (initially the reserve price)

5.2.3. Suggested next bid (e.g. current + 3 * increment)

5.2.4. Button to accept suggested next bid

5.2.5. Field to enter bid higher than suggested next

5.2.6. Handle of the highest bidder '

5.3. Refresh main auction page at 15 second intervals

5.4. Collect bids, either

5.4.1. Notice that the suggested bid was accepted

5.4.2. Bid higher than accepted bid

5.4.3. If new bid is lower than current highest, disgard

5.4.4. Ifhigher than current highest then

5.4.4.1. Log identity ofhighest bidder

5.4.4.2. Update highest bid
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5.4.4.3. Update next suggested bid

6. If nobody accepts the suggested bid, then

6.1. Reduce suggested next bid

6.2. If accepted, resume normal sequence

6.3. Ifnot accepted, reduce suggested next bid

6.4. If accepted, resume normal sequence

6.5. If not, begin close

6.6. “Going once ...”, if response, resume normal sequence, else

6.7. “Going twice ..." if response, resume normal sequence, else

6.8. Done. Display closing screen

7. Settle with winning bidder, two models

7.1. Connect buyer to seller for direct settlement '

7.2. Collect money from buyer, deduct fee, convey amount to seller

Variant (b): batch (i.e. time limited) auction

Conventional on-line batch (time limited) auctions are common. E-bay is

the most prominent example. This process description continues from step 4 of

the English auction description as the startup of the concurrent and batch auctions
are the same.

5. Conduct auction: Until closing time for an item:

5.1. On entry to system display the following for the potential buyer:

5.1.1. Latest listing

5.1.2. Categories

5.1.3. Search screen _

5.2. On selection of categories:

5.2.1. Execute dill down

5.2.2. Retrieve count of items that meet criteria

5.2.3. If more count is less than 25 (or other small number (n)

consistent with the layout of the screen) retrieve all items that meet

criterion

5.2.4. If count is more than n, retrieve n auctions with nearest

expiration time

5.2.5. Display link list to all items in list, sort order should be

auction with nearest deadline to most distant
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5.2.5.1. Item name

5.2.5.2. Time till end of auction

5.2.5.3. Highest current bid

5.2.6. On user selection of the item, display same information as above plus

5.2.6.1. Description

5.2.6.2. Photo (if any)

5.2.6.3. Attachments (if any)

5.2.7. If count is more than n, display further drill-down options as

well as item information above

5.3. Accept new bid through the display screen

5.3.1. Log bids in order, reject if bid is not higher than last high bid by

increment.

5.3.2. Ifbid is rejected, tell bidder that their bid is not sufficient

5.3.3. Update database recording highest bid, bidder, time of bid

5.3.4. Display screen to user to confirm that their bid is the highest

6. When the time limit is reached, determine if a new bid has been received in the
last 3 minutes (or other short time period). If so, extent the bidding time by 3

minutes (or other short time period) and execute step 5 with a new closing time.

When the time limit is reached, including all extensions under step 6, thenS

7.1. Email message to highest bidder that they won

7.2. Add transaction to completed deals

7.3. Update splash and add screens

7.4. Settle with winning bidder-- two models:

7.4.1. Connect buyer to seller for direct settlement

7.4.2. Collect money from buyer, deduct fee, convey amount to seller

C. Dutch Auction lransaction Engine

A Dutch auction, like a standard auction, involves the sale of a single item or

batch with fixed specifications. There is one seller, and many potential buyers. The

seller sets the prices, ideally higher than any buyer’s maximum bid price. The

offered price is reduced by a fixed increment at fixed intervals until a buyer accepts

the price. The purchase goes to the first buyer in to accept the price. In the physical

world (as opposed to the online world), Dutch auctions are rarely if ever run

concurrently. In a live trading room, it could be difficult to determine which buyers
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was first to commit to a price when several are willing to pay the same amount. The .

Dutch auction is relatively simple to implement in an electronic environment. There

are, at present, no online Ducth Auctions of which the inventors are aware.

1. Enter and maintain a framework for catalog

1.1.

1.2.

'13.

Enter/ delete / edit categories. Categories are titles for groups of items, such

as “furniture" or “solvents”

Enter / delete / edit subcategories. Subcategories are categories within

categories, effectively establishing a hierarchy of products. Example:

furniture/dining room/tables.

Create groups of categories and subcategories (e.g. see also. . ..). The

grouping allows a person browsing items to be referred to another category

that may contains items of interest. For example, someone may reach the

fitmittue/dining room/tables and then be referred to

fumiture/office/conference room tables where other suitable tables may be

listed, or to furniture/dining room/chairs to buy chairs that make the table.

This cross referencing makes transforms the hierarchical arrangement of

categories into a web.

2. Execute qualification process (optional)

2.1.

2.2.

2.3.

2.4.

2.5.

Admit bidders who are qualified based on past participation

Provide fill-in-the blank qualification form new bidders

Collect information

Conduct automated review or manual review

Inform prospective bidder of qualification or not

3. Collect information on items to be auctioned and owners, including

3.1. Identity of seller

3.2. Descriptions, opnonally including attachments and photographs, independent

3.3.

3.4.

3.5.

3.6.

3.7.

certifications or appraisals, or other information necessary to establish the

value of the tiem

Categorization

Starting price

Increment, Interval for reduction

Minimum price

Obtain consent to rules (possibly as part of registration/qualification process)
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3.8. Collect to conduct auction if item is

3.9. Calculate time to take item off auction by determining the number of steps

(intervals) necessary to reduce price from the starting price to‘ the
minimum

3.10. Record all of the above information in the Dutch auction database

Cull expired options

4.1. Search database periodically for items where current time is later than time

to take item off auction (2.9)

4.2. Inform owner that item was not sold

4.3. Delete entry from database

4.4. Prompt for revised terms start of another auction, create new entry if user

takes option

When the buyer enters the system display a list ofhigh level categories, a prompt

for search criteria, and/or a link to a search page. Allow user to drill down

through categories or enter search parameters.

5.1. Retrieve count of items that meet criteria

5.2. If more count is less than 25 (or other small number (n) consistent with the

layout of the screen) retrieve all items that meet criterion

5.3. If count is more than n, retrieve n auctions with nearest expiration time

5.4. Display link list to all items in list, sort order should be auction with nearest

deadline to most distant

5.4.]. Item name

5.4.2. Time till end of auction

5.4.3. Current price:

5.4.3.1. Retrieve starting price (SP) and increment (IS)

5.4.3.2. Calculate number of intervals since start of auction (INT)

5.4.3.3. Determine price = SP — (INT * $)

5.5. On click, display same information as above plus

5.6. Description

5.7. Photo (if any)

5.8. Attachments (if any)

5.9. The display screen should include a button that allows the buyer to purchase

the item at the selected price.
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6. When the user clicks the “buy" button

6.1. Email message to highest bidder that they won

6.2. Add transaction to completed deals database

6.3. Settle with winning bidder-- two models:

6.3.1. Connect buyer to seller for direct settlement

6.3.2. Collect money from buyer, deduct fee if any for auction and

payment services, convey the remainder to seller.

D. Reverse English Auction Transaction Engine

In a reverse auction, there are multiple buyers to one seller. Prices come

down rather than up. There are many variants of a reverse auction. The variant

discussed here is a reverse English auction. Reverse auctions have been

implemented on line in Open Markets.

The process for posting an item for bid and for qualifying bidders is the

same as for other auctions. The difference here is that the buyer may optionally

set a maximum price.

1. Accessing the list of items sought

Potential bidders access items sought by working through a hierarchy of

categories and subcategories or entering search criteria, as for other auctions. A

list of items within the category/subcategory and/or meeting the search criteria

is displayed. The user may then

1.1. Terminate the session on finding no suitable items -

1.2. Revise the search criteria

1.3. Select an item on which to bid

If the user selects an item on which that may wish to bid, detailed information

about the items is displayed. This item may include the following information:

2.1. Name

2.2. Seller

23. Description

24. Detailed specifications for items

2.5. Delivery requirements

2.6. Proposed terms

2.7. Current low bid

3. If the user determines that they should bid, he accesses the bid entry screen from
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1 the detailed description in Step 2 above. Making a bid consists of entering the .

2 following information:

3 3.1. New, lower bid

4 3.2. Cements pertaining to any special terms, features, or conditions

5 3.3. Attachments containing relevant additional information and any

6 certifications required by the buyer

7 '4. On receipt of bid, there are two options — either all bids are accepted, or bids are

8 accepted only afier review of information by the buyer.

9 4.1. Case 1: all bids are accepted

1 0 4.1.1. New bid is checked to determine if it is lower than prior bid

11 4.1.2. If so, then

12 4.1.2.1. bidder is notified that their bid is currently the lowest

13 4.1.2.2. seller is notified of new low bid

14 4.1.2.3. bid database is updated

15 4.1.3. Ifnot, then

16 4.1.3.1. Bidder is notified that their bid is not the lowest

17 4.1.3.2. Bid screen is displayed so that bidder may lower bid

18 4.2. Case 2: bids are accepted after review by buyer

19 4.2.1. Buyer is notified of bid via email or online message

2 0 4.2.2. Buyer accesses complete information on the proposed bid through the

2 1 system

22 4.2.3. Buyer select accept bid or reject bid.

23 4.2.4. Ifbid is accepted, then

24 4.2.4.1. Bidder is notified that their bid is currently the lowest

25 4.2.4.2. Bid database is updated

26 4.2.5. Ifbid is not accepted, then

2 7 4.2.5.1. Buyer enters reason for not accepting bid

2 8 4.2.5.2. Bidder is informed that bid is rejected with reason stated

2 9 above

3 0 4.2.5.3. Bidder may access the bid screen to revise offer

31 5. When time period has expired and there have been no bids within a short

3 2 specified interval, then

3 3 5.1. If at least one bid less than the maximum has been received, then:
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5.1.1. Notify low bidder that their offer was successful

5.1.2. Add transaction to completed deals database

5.1.3. Settle with winning bidder-- two models:

5.1.3.1. Connect or introduce buyer to seller for direct settlement

5.1.3.2. Collect money from buyer, deduct fee if any for auction and

payment services, and convey the remainder to seller.

5.2. If no bid less than the maximum has been received, the

5.2.1. Notify buyer

5.2.2. Allow buyer to revise bid criteria

E. §ealed gig Transaction Engine

In a sealed bid system, the buyer publishes or distributes detailed, fixed

specification to a number ofpotential bidders (who may or may not be

prequalified). Bidders submit binding bids by a specified deadline, in a specific

format that allows ready comparison. The competitive bidding process is

distinguished from the bid and proposal process by the complexity of the

specifications and the bids. In a simple competitive bid, competition among the

bidders is along one or two readily quantified dimensions (always including price)

and there is little or no room for variation in the form or specifications of the

offering. Comparison of the bids is elementary.

The process for posting an item for bid and for qualifying bidders is the

same as for other transactions as is the method to identify items on which to bid

either using the hierarchy of categories and subcategories or a search engine.

1. If the user selects an item on which he may wish to bid, detailed information

about the items is displayed. This item may include the following information:

1.1. Name

1.2. Seller

1.3. Description

1.4. Detailed specifications for items including all information necessary to

prepare a bid i

1.5. Bid instruction including specification for any documentation the buyer may

required with a bid (e.g. proof of bonding or license)

1.6. Notice of any fees for bid registration

- 1.7. Delivery requirements
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1.8. Proposed terms

2. After review of the bid requirements, the user may choose not to bid or may enter

a bid. The process for entering a bid consists of preparing a bid package,

including the price offered and any necessary supporting documentation. This

is done by completing an online form, with provision for attachments. The bid

is submitted through the system where it goes into a database ofbids that are not

opened to the closing time for the bidding process.

At the closing time, all bid packages are conveyed to the buyer.

3.]. If there are no bids, the buyer is offered the opportunity to revise the request

for bids.

3.2. Ifthere are multiple bids, the buyer reviews the bids and selects the lowest

priced qualifying bid. They buyer informs the seller and arranges payment

and delivery in accord with the terms stated in the bid package.

F. Order Matching Transaction Engine

In an order-matching system there are many potential buyers. Each posts

b.)

binding offer to buy (bid amount) or sell (asked amount). The process proceeds in

real time. The order matching system constantly compares bid and asked and, when

a match is found within a specified spread, the deal is concluded. No accepted offer

can be repudiated, but offers may be withdrawn before a deal is consummated. The

strike price is posted so that buyers and sellers can modify their offerings in real time.

The items traded are fungible so that price is the only decision. For the market to

operate efficiently the items traded must be tightly defined and the terms ofsale must

be fixed and determined in advance. This is typically done by the operation or an

exchange, with the order-matching engine operating in the background. To insure

that the items traded are well defined, and the terms of sale are rigid example of an

order matching process in stock trading on an exchange.

Users of an order-matching engine are all potential buyers and seller. They

are qualified in advance using a process like that outlined by for auction with the

extension that deposit accounts are frequently required given the speed of

transactions in exchange environments.

1. Establish and maintain items to be traded. All functions in this category are

reserved to the manager of the exchange or a designee.

To add (i.e. “list” and idem), enter
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1.1. Unique item number or symbol

1.2. Description of item (e.g. Sears Class A Common Stock)

1.3. Terms and conditions ownership (e.g. who can own) if any

1.4. Trading units (e.g. shares, blocks, etc.)

1.5. Additional information as required by the rules of the exchange

To delete (i.e. “delist” and item)

1.6. Select the item to be deleted

1.7. Confirm deletion

On entry to the system, potential buyers and sellers can review the price of the

last transaction of any item, either through a list or a search by item name or

symbol. The current highest asked and lowest bid price are also shown.

An offer to sell is posted by entering the following information:

3.1. Item number or symbol

3.2. Quantity offered

3.3. Proposed price (“asked”)

3.4. Seller

3.5. Offers may be revise at any time prior to consummation of a deal

An offer to buy is posted by entering the following information

4.1. Item number or symbol

4.2. Quantity offered

4.3. Proposed price (“asked")

4.4. Buyer

4.5. Offers may be revisedat any time prior to consummation of a deal

Offers to buy and sell are constantly reviewed by the software. When there is an

offer to buy and sell at a price within a preset difference. When prices match,

buyers and sellers are notified of the transaction, and the transaction is recorded.

The display of the last transaction price, the highest bid and the lowest asked

price is updated.

The transaction is conveyed to the backend accounting system of the exchange.

G. Bid and Proposal

The bid and proposal process is typically used for procurement of large or

complex products or services, in which cost is not the only factor. Cost must be

weighed against the buyer’s assessment of the quality and suitability of an offering
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and the ability of the bidder to deliver the product or perform the specified services. ,

The bid and proposal process is conducted between one buyer (possibly

representing a consortium) and many potential sellers, sometimes organized'into

teams. The buyer issues specifications that may be general or highly specific, brief

or very lengthy. The specifications may be distributed freely or to a list of qualified

buyers.

With physical RFPs, the size and the associated cost of distribution make it

common practice to advertise the availability of the RFP first, sending copies only

to those that request it. Frequently, the requestors are required to supply information

to establish their qualifications to bid. While cost is not an issue in electronic

dissemination of RFPs, the model of advertising prior to distribution is still useful in

managing the qualification process. This is addressed as variant (a) is this

description. Variant (b) requires no prequalification.

In a competitive bid on fixed requirements (sealed bid or auction), there is

typically very little communication between buyer and seller between publication of

the request and submission of the bids. The requirements are comparatively simple,

clear, and unambiguous. In contrast, the bid and proposal process may involve

considerable communication between buyer and seller. The process may begin with

a bidders’ conference to answer questions about the requirements. Additional

questions from bidders may be accepted, though not all need be answered.

Questions and answers may be made available to all bidders or the response may be

in private. This dialog is crucial for two reasons. First, it helps the bidders

understand the requirements and to be responsive in their bids. Second, it is not

unusual for the bidders’ questions to identify some point of ambiguity, error, or

contradiction in the specifications, leading to a modification of the RFP. The

diverse perspectives of the bidders, and the close attention required on their part to

prepare a bid inherently provides an excellent review of the RFP.

The initial phase of the RFP process concludes with submission of the bids,

but this is far from the conclusion of the process. Commonly, questions arise from

the review of the proposals. These may relate to a specific submission or have

broader implications, leading to modification of the requirements. The list of

bidders can be culled to the best candidates. These are asked to answer questions

about their proposals and to provide additional and clarifying information.
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The process described here is built around the document repository described.

elsewhere in this application. Through this process of refinement, the list ofbidders

is narrowed to one or two with whom a contract is negotiated. The process of

negotiation is addressed as a separate transaction type (Negotiation Engine) as it may

be conducted without the bid and proposal process.

Variant (A): with Ere-qualification

1. Software supports the user in creating a web site for the proposal process.

Initially this site manages the process for requesting the request for proposal

(RFP), qualifying bidders, and disseminating the RFP.

Supported by the system software, the bidder creates and RFP advertisement by

2.1. entering a summary ofthe RFP.

2.2. entering a summary of the information needed to qualify as a bidder or

2.3. attaching a form (HTML web page or template for paper form) for entering

qualifying information

The RFP advertisement includes file transfer software for uploading qualifying

information to the repository.

Disseminate RFP advertising

4.1. Post on public bulletin board or

4.2. Disseminate via mail to selected users

When users access the system, issue them an encryption key and PIN to be used

for subsequent uploads and communications to verify their identity.

Receive requests for RFP in repository

6.1. Prompt for key

6.2. Encrypt submission

6.3. Upload

6.4. Generate receipt - should include an authentication number

Disseminate RFP to selected user, either:

7.1. Attach to return Email or

7.2. Post the RFP in a repository from which qualified prospective bidders may

download the file. If the repository model is used, provide notice of the

posting via email including any necessary PINS and codes to access the

repository

7.3. When a prospective bidder downloads an RFP, issue an encryption key to be
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used in submitting proposal

The RFP site also includes a page through which prospective bidders can submit

questions. Questions and answers are posted to the site.

Updates to the schedule and amendments to the RFP are posted to the site
All access to the site is recorded to verify that prospective bidders have received

critical information. Direct contact may be used when it is determined that a

bidder had not accesses the site since critical new information was posted.

. Bidders prepare their proposal and then upload them to a repository for proposals

using software built into the proposal site.

1 1.1. Prompt for key

112. Encrypt submission

1 1.3. Upload

11.4. Generate secure hash number to prevent tampering with the

submission

11.5. Generate receipt including secure hash number and authentication

code

After initial proposals are received, the process moves into a phase commonly

termed the “best and final process” in which the proposals are reviewed, the list

narrowed, and the proposals refined.

12.1. Create separate secure environment (i.e. web site with repository) for

each respondent

12.2. Exchange materials through repository (described elsewhere in this

filing) ‘

12.3. Records and receipt each access

12.4. Generate key for revised proposal

12.5. Receive proposal using process in 11

12.6. Repeat from step 11 as many times as necessary

The remainder of the process is completed as a negotiated deal, described below.

Variant B: no pre—g ualification:

Proceed as above, beginning with Step 6 and not requiring a key for download of the

RFP.
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H. Negotiation Deg] Engine

An engine for negotiating a deal can be built around the capability of the

system to create a temporary virtual private network through the web. A temporary

network is created for the negotiation. Access to the network is limited to the parties

of the negotiation, their advisors and counsel, and, potentially, arbitrators and

regulators. The members of the negotiating environment have access to the complete

set of tools described in this filing including those for communications (email,

anonymous mail, online chat, threaded dialogs, and audio and video collaboration),

the library of standard” contract instruments, the tools for document signature and

authentication, and the document repository. Using these tools in a secure

environment they can negotiate, close, and register a deal.

FIG. 19 shows one possible user interface for selecting participation engines

to be made available to group members. The term “participation engine" refers

generally to collaboration tools that provide features beyond merely communicating

among group members. Various services such as an on-line survey tool, a DELPHI

model tool; brain writing tool; and real-time polling can be provided.

A. Online Survey

In online polling or surveying, the person creating the poll uses and

automated tool (new to this application) to build simultaneously an online

questionnaire and a database to collect the results. The user builds the questionnaire

by entering a series of questions and an associated data collection widget for each.

The polling tool builds the database and the data entry screen. The data entry

screen consists of two columns. The left column is a series of questions. The right

column is the data entry tool appropriate to the question. Various data entry tools

can be provided to respond to the query, including such things as;

yes / no radio buttons 7
true / false radio buttons

slider with scale from 1-5, 1-10, etc.

fill-in-the—blank text box

numeric field99:594.“?
multiple check boxes (e.g. strongly disagree, disagree, agree, strongly

agree)

Other data entry types may be added.

69

SUBSTITUTE SHEET (RULE 25)

183



184

W0 00/l7775 PCI‘IUS99/‘2l 93-1

‘D'CD\I0\U1“>-b)Nl—‘

WWWWNNNNNNNNNNHHHHH

As each question / data collection widget is added, the polling tool creates the .

database. The database includes one record per data collection form. Creating the

database structure simply means adding one new field to each record definition for

each question. The type of data collection widget defines the format of the field, as

follows:

1. yes / no radio buttons: one character field, limited to “y” or “n”

2. true / false radio buttons: one character field, limited to “y” or “n”

3. slider: real number field, with appropriate range check

4. fill-in-theoblank text box: text box

5. numeric field: real number or integer

6. multiple check boxes: integer field with range check from 1 to number of

boxes

Every data entry screen provides a “save” and “cancel” button. Save writes to the

database. Cancel exits the entry screen without saving.

The survey, once composed as described above exists as a web page. This

page can be embedded in web applications. It can be made available on a site

available to the entire Internet, on an Intranet, or in a dynamically created

environment. Alternatively, it can be distributed via e-mail. When the form is

completed, the submit button transmits the value entered to the database that is

created at the time the form is generated. Access to the database is controlled by the

rules of the database system. It may be limited to the individual who creates the

survey form and database, but it may be accessible other users in the survey

developers organization, as determined by the database administrator. Distribution

of the result of the analysis is at the discretion and control of the individual managing

the survey. This manager may be the individual who creates the survey, but the

actual creator may be acting on behalf of the survey manager. Results may be kept

private, posted to the Internet, and intranet, or a collaborative environment,

distributed via e-mail within an organization, or, if the information is available, sent

via e-mail to the participants in the survey.

B. Online Delphi Engine

The online Delphi engine allows real-time collaboration in estimating or

predicting an outcome that can be expressed numerically. For example, the method

can be used to develop a consensus forecast of grain prices. The method has been
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in used since the 19705, but has not previously been adapted to online processes. .

One possible method is as follows:

1.

8.

9.

Establish the session

1.1. Within an online community, the moderator of the session creates the brain

writing session by entering the following information:

1.1.1. Name of moderator

1.1.2. Title of the session

1.1.3. Description of the session

1.1.4. Background reading as references or attachments

1.1.5. Start date for the session

1.1.6. Scheduled end for the session

1.1.7. Access to the session:

1.1.7.1. URL for access

1.1.7.2. Open to all or invitees only for observation

1.1.7.3. Open to all or invitees only for participation

1.1.8. Payment information if required

Optionally, the session may be advertised on line

Ifthe session is private, invitations with logon keys must be distributed via email,

actual mail, or download.

Optionally, the moderator may run on online applications and qualification

process

Prior to the start of the session, the moderator must describe precisely the value

to be estimated. The definition must be completely unambiguous.

Each participant connects at the start of the session. On connecting, they question

is posed (e.g. “What will be the price of West Texas intermediate oil in

December?")

Each participant enters a number a brief (1 paragraph maximum) explanation of

their reasoning.

When the participant is done entering their estimate, they click “Done”.

Each participant’s estimate and explanation is recorded.

10. Each participant then sees the summary screen.
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11. Estimates are arrayed graphically from top to bottom of the screen, from lowest .

to highest. The value is stated as is the associated cement, but the source of

the comment is not revealed. .

12. Participants can review the estimates and comments, send an anonymous message

to the author or any comment, or amend their answers.

13. The session terminates when the time expires, or when the moderator determines

that there it is no longer appropriate to continue. The operator may determine

this is based on declining participation or, ifparticipation is high, the moderator

may extend the deadline.

14. Participants and observers may access the final display of estimates, again

arrayed from top to bottom, lowest to highest.

C. Brain Writing

Brain writing is a variant of a method for facilitated group discussion termed

brainstorming. The objective of brainstorming is to maintain the focus of the

discussion while encouraging creative input and recognizing the contributions of all

members of the group. It seeks to avoid problems with a few individuals dominating

the discussion, with junior staff deferring to senior staff, and with new ideas being

abandoned before than can be developed frilly. Brain storming has been commonly

used since the late 19605. Brain writing is a more intense method that relies on joint

writing rather than discussion. What is presented here is adaptation of that method

to an online environment. It is believed to be the first such adaptation.

1. Establish the session

1.1. Within an online community, the moderator of the session creates the brain

writing session by entering the following information:

1.1.]. Name of moderator

1.1.2. Title of the session

1.1.3. Description of the session

1.1.4. Background reading as references or attachments

1.1.5. Start date for the session

1.1.6. Scheduled end for the session

1.1.7. Access to the session:

1.1.7.1. URL for access

1.1.7.2. Open to all or invitees only for observation
72

SUBSTITUTE SHEET (RULE 26)

186



187

W0 00/17775 PCT/US99/21934

mummepr—a
11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

3"!"

F

10.

11.

12.

13.

14.

15.

1.1.7.3. Open to all or invitees only for participation

1.1.8. Payment information if required

Optionally, the session may be advertised on line

If the session is private, invitations with logon keys must be distributed via email,

actual mail, or download.

Optionally, the moderator may run on online applications and qualification

process

Prior to the start of the session, the moderator must list some number (typically

5-10) of questions or hypotheses to be explored. (e.g. “ Our company should

create a spinoff to develop and commercialize the new breast cancer vaccine”)

This may be done by the moderator alone, in consultation with the participants,

or with other outside the session.

Each question or hypothesis becomes a “Card".

Participants may enter the session any time after the start. A password may be

required if the session is not open. '

On entry into the system, a user if given a card at random. The card consists of

the initial question or hypothesis plus all comments entered on the card by other

participants.

After reviewing the card, the participant may add his or her own comments to the

bottom. After entering comments, the participant clicks “Done” to return the

card to the pile.

When a participant returns a card to the pile, they received another card, chosen

at random (preferably) orselected by the user. This process continues until the

opt to exit. They may reenter at any time up to the conclusion of the session.

When a card is returned to the pile, it is become available for assignment to the

next participant. The card includes the additions of the most recent participant.

A participant may opt to return the card without addition ifhe or she has nothing

to add.

Participants may create new cards when new ideas come to mind. These are

treated in exactly the same way as original cards.

Observers may view any card but may not add to them.

The moderator may limit participation to a set number at any time so that there

is a sufficient number of cards to keep the participants fully occupied.

73

SUBSTITUTE SHEET (RULE 26)

187



188

W0 00/l 7775

\DGJQO'tUluthl-J
10

11

12

13

14

15

16

17

18

19

2O

21

22

23

24

25

26

27

28

29

30

31

32

33

PCT/US99/‘21934

16. The session terminates when the time expires, or when the moderator determines.

that there it is no longer appropriate to continue. The operator can determine this

based on declining participation or, if participation is high, the moderator may

extend the deadline.

17. The raw cards are distributed at the conclusion to all participants. The moderator

or another individual is charged preparing a summary and arranging follow-up.

FIG. 22 shows one possible scheme for storing brain card writing data

elements. In accordance with one embodiment, each brain writing card comprises

a data structure including the following elements:

1. Brain writing session number: Serially assigned number to differentiate

brainwriting sessions. A session is the set of all cards pertaining to a

particular topic.

Card number: A Serially assigned sequence number

Initial Comment : The question or comment used to initiate the discussion

(e.g. “SAIC should purchase a company that produces Internet server

sofiware"

Date and time card started

Date and time card closed

Comments: A collection (i.e. a set of unlimited length) containing the

comments added by participants in the brainwriting session.

Date of additional comment: Date and time that each additional comment

was added.

Commenter: Name or user ID of the person adding each additional

comment. Ideally, brainwriting should be anonymous to encourage open

dialog. Accordingly, this field may be omitted from an implementation.

Some organizations, however, may wish to track this information

without making it visible to users, or in some cases to attribute comments.

When the user has finished defining the group and specifying its functions,

environment generator 1201a (FIG. 12) creates an environment accessible to the

group members and including the functions specified during the environment

definition process. As shown in FIG. 20A, for example, a web page can be created

for the newly created environment, including those fimctions that were selected by

the user that created the group. All group members are notified of the existence and
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location of the environment, and each group member can use the functions provided _

in the environment to collaborate on a project or conduct business.

FIG. 2013 shows what an environment might look like to a group member

after entering the environment. As shown in FIG. 20B, for example, a news banner

announces the latest news for the group. Additionally, specific communication tools,

research tools, transaction engines, and participation engines are made available to

group members, which can be executed by appropriate mouse clicks in accordance

with the inventive principles. According to various inventive principles, each tool

shown on the web page is accessible through a hyperlink to a web-based program that

performs predefined functions as set forth above. For example, clicking on “online

catalog” would link the group member to a web page that implements an online

ordering engine as described previously. Users can navigate through the various

tools using conventional web browser features (i.e., forward, backward, etc.). It may

be desirable to implement some or all of such software using server-side scripting or

other similar means consistent with the system configuration of FIG. 12.

FIG. 21 shows how environment generator 1201a can create multiple

environments including virtual private facilities, which can be implemented through

web pages that contain hyperlinks to functions available to members of each group

or environment. An environment definition software component 2106 implements

steps 1101 through 1103 of FIG. 11 in order to create one or more environments

2107. (In one embodiment, each group can also be provided with a copy of an

enviromnent generator 2106 in order to create sub—groups that draw on the

applications and directory structure created for the group). As a user identifies group

members and selects ftmctions to be provided for the environment in which the group

will collaborate, enviromnent definition component 2106 stores information relating

to the selected members and fimctions in databases. Each environment can include

a web page (not shown in FIG. 21) and directories, tools and other applications

specific for each created group.

Based on user selections of the type illustrated in FIGS. 13 through 19,

environment generator 2106 creates an environment 2107 containing one or more

Web pages with links to the selected tools. Environment generator 2106 retrieves

information from various information sources including a directory of

communication tools 2101 (e.g., including descriptions of tools and URL/1P
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addresses of web applications to set up each communication tool); directory of .

transaction engines 2102 (e.g., including descriptions of transaction engines and the

URL/1P addresses of web-based applications to set up each transaction engine);

directory of research tools 2103 (similar to above); list of global data objects 2104

(e.g., a dictionary of data elements from which the directory of each group can be

composed); and a directory of applications 2105 (e.g., a description of available

applications and URL/[P addresses of pages to set up access to applications).
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WE CLAIM:

l. A method ofnegotiating a deal over a network of computers, the network

including at least one or more computers connected to the Internet, the method

comprising the steps of:

(l) posn'ng, on an electronic list that can be viewed over the Internet,

information regarding one or more offers to form a contract;

(2) posting on the electronic list one or more responses to the one or more

offers;

(3) researching the one or more responses to determine whether they satisfy

one or more contract criteria;

(4) negotiating over the network between at least two parties to accept or

modify one or more of the responses; and

(S) electronically signing a document to consummate the contract.

2. The method of claim 1, wherein step (1) comprises the step ofdisplaying

offers and responses in a parent-daughter spatial relationship on a computer display.

3. The method of claim 1, further comprising the step of sorting the one or

more offers and one or more responses according to a user-selected sort order.

4. The method of claim 1, wherein steps (1) and (2) are done anonymously,

such that each party to the contract carmot determine the identity of the other party

to the contract.

5. The method of claim 4, further comprising the step of simultaneous

revealing the identity of each party prior to step (5).

6. The method of claim 4, wherein steps (1) and (4) comprise the step of

sharing a single anonymous e—mail alias among a plurality ofusers.

7. The method of claim 1, further comprising the steps of:

(6) registering keywords with an electronic agent that monitors the one or

more offers and providing an e-mail address to be notified upon a keyword match;

and

(7) in response to the electronic agent detecting the keyword match,

transmitting a message to the e-mail address provided in step (6).

8. The method ofclaim 1, wherein step (2) comprises the step ofclicking on

a hyperlink linking the information posted in step (1) to a reply card.

9. The method of claim 7, wherein step (2) comprises the step of requiring
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the submission of certain information before the reply card will be accepted.

10. The method of claim 1, wherein steps (3) and (4) are performed a

plurality of times for a single contract, such that modifications are made to the one
or more responses.

11. The method of claim 1, further comprising the step of electronically

registering a plurality of entities that have signatory authority and correlating the

registered entities with one or more documents to which signatures can be affixed.

12. A method of displaying information on a computer display,

comprising the steps of:

(1) displaying a first plurality of graphical objects each having a shape of a

file folder comprising a folder face and a labeled tab, wherein the first plurality of

graphical objects are stacked in a cascading arrangement; and

(2) in response to user activation of a “flip" tab, changing the graphical

objects displayed in step (1) to show a second plurality of graphical objects each

having a shape of a file folder comprising a folder face and a labeled tab,

wherein each of the first and second plurality of graphical objects can be

brought to a foreground position in front of other graphical objects by clicking on

a corresponding labeled tab.

13. The method of claim 12, wherein each of the first and second plurality

of graphical objects has associated therewith one or more functions displayed on

the folder face thereof, wherein user can activate the one or more functions by

clicking thereon.

14. A method of creating a user-defined networked environment across a

plurality of computers without requiring system administrator—level privileges,

comprising the steps of:

_ (1) creating a group by providing a group identifier, a group description,

and by specifying a plurality of group members entitled to use the user-defined

networked environment;

(2) selecting a plurality of web-based communication, collaboration, and

transaction tools from a list of available tools, wherein the selected tools are to be

made available to the plurality of group members specified in claim 1; and

(3) through the use of computer sofiware, automatically creating the user-

defined networked environment by creating a web page accessible to the plurality
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of group members selected in step (1), wherein the web page provides access to

the plurality of tools selected in step (2).

15. The method ofclaim 14, wherein step (1) comprises the step of

inviting a plurality of individuals to join the group by transmitting an invitation to

prospective group members.

16. The method ofclaim 14, wherein step (1) comprises the step of

advertising an invitation to jdin the group by posting an advertisement for

prospective group members, wherein at least some of the prospective group

members are unknown to the user creating the networked environment.

17. The method of claim 14, further comprising the step of screening

prospective members that respond to the advertisement in order to determine

whether they should be added to the group.

18. The method of claim 14, further comprising the steps of electronically

collaborating among group members using the user-defined networked

environment.

19. The method of claim 14, further comprising the step of destroying the

user-defined networked environment when it is no longer needed.

20. The method of claim 14, wherein step (2) comprises the step of

selecting a transaction engine that implements an auction to members of the

group.

21. The method ofclaim 14, wherein step (2) comprises the step of

selecting a transaction engine that implements an on-line electronic survey

comprising survey questions that are to be answered electronically by survey

participants.

22. The method of claim 14, wherein step (2) comprises the step of

selecting a transaction engine that implements a bid—and—proposal tool that permits

group members to electronically submit bids on one or more proposals.

23. The method of claim 14, wherein step (2) comprises the step of

selecting an online ordering engine that permits group members to electronically

order goods or services in the user-defined networked environment.

24. The method of claim 14, wherein step (2) comprises the step of

selecting an Electronic Data Interchange (EDI) compatible interface that executes

electronic commercial transactions between two or more group members.
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25. The method of claim 14, wherein step (2) comprises the step of a

selecting an electronic brain-writing tool that permits participants to brainstorm

using electronic idea cards.

26. A system for implementing a user-defined networked environment

that can be created without the need for system administrator-level privileges,

comprising:

a plurality of networked computers that communicate using Internet

Protocol;

a plurality ofweb browsers executing on the plurality ofnetworked

computers;

a database that stores information concerning the user-defined networked

environment; and

a computer program executing on one or more of the plurality of

networked computers, wherein the computer program performs the steps of:

(l) permitting a user to create a group comprising a plurality of group

members;

(2) permitting the user to select a plurality ofweb~based communication,

collaboration, and transaction tools fiom a list of available tools, wherein the

selected tools are to be made available to the plurality of group members; and

(3) automatically generating a web page accessible to the plurality of

group members, wherein the web page provides access to the plurality of tools

selected in step (2) to the plurality of group members.
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NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature ' Date

 

 

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.31 I. The information is re uired to obtain or retain a benefit b the public which is to file (and by the USPTO to process)an application. Confidentiality_is governed by 35 U.S.C. 122‘and 37 CFR 1.14. T is collection is estimated to take 1 minutes to complete, including gathering, preparing, an

submitting the completed application form to the USPTO. Time Will vary de ending upon the individual case. Any comments on the amount of time you require to com Ietethis form and/or su gestions for reducmg this burden, should be sent to t e C ief In ormation Officer, U.S. Patent and Trademark Office, US. Department of Commerce, .0.
Box 1450, Alexan Ina, Vll¥lnlfi 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, PO. Box 1450,Alexandria, Virginia 2231 -l450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PTOL-BS (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United Stntes Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSI".O. Box 1450

Alexandria. Virginia 223 13< 1450
www.usplo.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

 
10/714,849 11/1 8/2003 Vim Larson 00717000025 3154

BANNER & WITCOFF, LTD. LIM, KRISNA
noonmsmm-w-

SUITE 1200 2153
WASHINGTON’ DC 200054051 ' DATE MAILED: 10/29/2007

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000) '

The Patent Term Adjustment to date is 663 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 663 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).'

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at l-(888)-786-0101 or

(571)-272-4200.

Page 3 of 3
PTOL-SS (Rev. 08/07) Approved for use through 08/31/2010.
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Application No. Applicant(s)

 

10/714,849 LARSON ET AL.
Notice of Allowability Examiner Art Unit

Krisna Lim 2153 -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address—

All claims being allowable. PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to the amendment filed 7/11/07.

2. E The allowed cIaim(s) is/are 2—12 and 28-53.

3. [j Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a) C] All b) [1 Some" c) E] None of the:

1. E] Certified copies of the priority documents have been received.

2. E] Certified copies ofthe priority documents have been received in Application No._

3. El Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17,2(a)).

" Certified copies not received:_

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. Ci A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [j CORRECTED DRAWINGS (as “replacement sheets") must be submitted.

(a) El including changes required by the Notice of Draflsperson's Patent Drawing Review ( PTO-948) attached

1) III hereto or 2) CI to Paper No./Mai| Date_. '

(b) E] including changes required by the attached Examiner’s Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indlcia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. I] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. El Notice of References Cited (PTO-892) ‘ 5. I] Notice of Informal Patent Application

2. E] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. C] Interview Summary (PTO-413),
Paper No./Mail Date_ .

3. Information Disclosure Statements (PTO/SB/OB), 7. IX] Examiner's AmendmenUComment
Paper No.lMai| Date

4. E] Examiner's Comment Regarding Requirement for Deposit 8. IX] Examiner's Statement of Reasons for Allowance
of Biological Material

9. C] Other .

US. Patent and Trademark Office

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20070917
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Application/Control Number: 10/714,849 . Page 2
Art Unit: 2153

Examiner‘s Amendment

An Examiner's Amendment to the record appears below. Should the changes and/or

additions be unacceptable to applicant, an amendment may be filed as provided by 37

C.F.R.. 1.312. To ensure consideration of such an amendment, it MUST be submitted

no later than the payment of the Issue Fee.

In the claims:

Cancel claims 13-25.

Pursuant to 37 C.F.R 1.109 and M.P.E.P 1302.14, the following is an Examiner's

Statement of Reasons for Allowance:

The prior arts of record do not teach or a domain name service system configured

to be connected to a communication network, to store a plurality of domain names and

corresponding network addresses, to receive a query for a network address, and to

comprise an indication that the domain name service system supports establishing a

secure communication link.

The examiner considers the applicants' claims 2-12 and 28-53 to be allowable

based on the claim interpretation and the aforesaid prior arts of record.

Any comments considered necessary by applicant must be submitted no later than

the payment of the Issue Fee and, to avoid processing delays, should preferably

accompany the Issue Fee. Such submissions should be clearly labeled "Comments on

Statement of Reasons for Allowance."

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956

The examiner can normally be reached on Monday to Friday from 9:30 AM to 6:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Glenton Burgess, can be reached on 571-272—3949. The fax phone
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Application/Control Number: 10/714,849 Page 3

Art Unit: 2153

number for the organization where this application or proceeding is assigned is 703-
872-9306.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll—free).

KI

September 16, 2007

  KRISNA LIM

PRIMARY EXAMINER
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Docket Number (Option-I) Application Number

77580-042 (VRNK-l CP3CN) 10/714,849
Applicanto)

Victor Larson, et al.
Filing Date Group Art Unit

'November 18, 2003 2153

'EXAMI'NER FILING DATEDOCUMENT NUMBER
u_u“mm

mn-mll? APPROPRIATE

FOREIGN PATENT DOCUMENTS

‘2.“

OTHER DOCUMENTS (Including/tum”, Title. Date, Pertinent Pager, Etc.)

Eastingeis). E., "Domain Name System Security Extensions". Internet Draft. April 1998 0998-04), Xl’00219993]. Sections Ian

W M/W c I"?

EXAMINER: initial "citation considered, whether or not citation is in conformance with MPEP Section 609; Draw line through citation if not In contormnncc 5.3.:
not considered. Include copy or this form with next communication to applicant.

 
Form PTO-A820 POENREVOS Plum an: Tram-rt: Oman ' 0.8. DEPARTMENT OF COMMERCE

(also form PTO-1449) . SHEET 1 OF 1
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Application/Control No. Applicant(s)/Patent under
searCh Nates Reexamination

10/714,849 LARSON ET AL.

Krisna Lim 2153

SEARCH NOTES

(INCLUDING SEARCH STRATEGY)

709 226, 221 9/16/2007 KL
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10/04/2007 12.33 FAX 1 317 535 3800 HCUERNUTT,WILL&EMERY " .001/002

RECEIVED
MCDermOtt CENTRAL FAX CENTER

Will &Emery . OCT 0 ’r 2007
Boston Brussels Chicago Oasseidorf London Los Angela: Miami Munich
NewYonr Orange County Rome San Dlego Silicon Valley Washington, Dc.

Strategic alliance with MWE China Law Offices (Shanghai)

FACSIMILE

Date: October 4, 2007 3 3 Time Sent:

 

To: Company: Facsimile No: Telephone No:

Commissioner for Patents U.S. Patent and Trademark Office 1.571.273.8300

m

From: Toby H. Kusmcr, P.C. Direct Phone: 617.535.4065

E—Mail: ' tlcu5mer@rnwe.com Direct Fax: 6 1 7.5353800

‘senr By: Cynthia .losaph Direct Phone: 617.535.41 1 1

Client/Matter/Tkpr: 775 80—042/5496 Original 10 Fallow by Mail: No

Number ofPages, Including Cover: 2

Re: In re Application of: Victor Larson, et al. I

Serial No.: 10/714,849

Filing Date: November 18, 2003

Title: An Agile Network Protocol For Secure Communications Using Secure Domain Names

Docket No.: 77530-042 ‘(VRNK- 1 CP3CN)

——————-—————___________

Message:

Please enter the attached Status Inquiry.

The information contained in this facsimile message is legally privileged and confidential information intended only for the use of the
individual or entity named enema. if the reader of this message is notthe intended recipient. you are hereby notified that any dissemination.
distribution, or copy of this facsimile is strictly prohibited. If you have received this facsimile in error. please notify us immediately by
telephone and return the original message to us at the below address by mail. Thank you.

IF YOU DO NOT RECEIVE ALL OF THE PAGES, PLEASE CALL AS SOON AS POSSIBLE.

Main Facsimile: 617.635.3800 Facsimile Operator. 017.535.4000

0.3. practice conducted through MeDermott Will 8. Emery LLP. .
28 State Street Boston, Massachusetts 02109—1776 Telephone: 817.535.4000
35799 15538584377550.0042

PAGE "2’ RCVD AT 10i4i200? 12:33:33 PM [Eastern Daylight Time] * SVRiUSPTO-EFXRF-3i10 ‘ DNIS:2?33300 ‘ CSIDll 61? 535 3800‘ DURATION (mm-ss):0tl-54
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RECEIVED 002/002
CENTRAL FAX CENTER

. ‘ cm on 2007

10/04/2007 12:38 FAX 1 617 535 3800 MDDERMUTT,WILL&EHERY -

PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson, et a1.
Serial No: - 10/714,849

Filing Date: November 18, 2003

Title: An Agile Network Protocol For Secure Cammunications
Using Secure Domain Names

Group Art Unit: , 2153
Confirmation No: 3154

Docket No: 77580-042 (VRNK-lCP3CN)

Commissioner for Patents
P. O. Box 1450

Alexandria, VA 22313-1450

Sir:

STATUS INQUIRY

Applicants make a request as to the status of thc ab0ve-identified application and for
information as to‘ when they might eXpect to receive an Office Action.

Respectfully submitted,

{  Toby H. er, P.C.

Registra Number 26,418

McDermott Will & Emery LLP
28 State Street

Boston. Massachusetts 02109-1775

Telephone; (617) 535—4065

Facsimile: (617) 535—3800

e-mail: Ikusmer@mWe.com .

CERTIFICATE or TRANSMISSION
I hereby certify that this correSpOndcnee is being facsimile transmitted. via Facsimile No. 571.273.8300. to the Us Patent and
Trademark Ollie: and is addressed to: Commissioner For Patents. P. O. Box I450. Alexander, VA 22313-1450 on the dau: indicatedbelow.

, C ia Joseph

BST99 1553IOI-l.077560.0042

PAGE 212’ RCVD AT 10l4l2007 12:33:33 PM [Eastern Daylight Time] ‘ SVR:USPTO£FXRF-3l10 ' DNIS:2?38300 * CSID:1 61? 535 3800 ‘ DURATION (mm-ss):00-54
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EAST Search History

Ref Hits Search Query DBs Default Plurals Time Stamp
# Operator

L1 1099823 (secure domain name service).ti,ab, US—PGPUB; OR ON 2007/09/17 07:53
clm. or DSN.ti,ab,cIm. USPAT;

USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

L2 561599 II and (secure communication link).ti, US-PGPUB; OR ON 2007/09/17 07:54
ab,c|m. USPAT;

USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

L3 36321 |2 and (authenticat$4 or US—PGPUB; OR ON 2007/09/ 17 07:54
cryptograph$3) USPAT;

USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

L4 5 l3 and DSN.ti,ab,cIm. US-PGPUB; OR ON 2007/09/17 07:55
USPAT; ‘
USOCR;

EPO,‘JPO; ‘
DERWENT;
IBM_TDB

L5 386 13 and DNS.ti,ab,clm. US-PGPUB; OR ON 2007/09/17 07:56
USPAT;
USOCR;

EPO; JPO;
DERWENT;
IBM_TDB

L6 303 IS and server.ti,ab,clm. US-PGPUB; 0R 0N 2007/09/ 17 07:56
USPAT; '
USOCR;
EPO; JPO;

DERWENT;
IBM_TDB

L7 6292 709/226, "221".cc|s. or 713/201.cc|s. US-PGPUB; OR ON 2007/09/17 07:57
USPAT;
USOCR; *

EPO;JPO;
DERWENT;
IBM_TDB

L8 17 I7 and I6 US-PGPUB; OR ON 2007/09/17 07:57
USPAT;
USOCR;
EPO;JPO;
DERWENT;
IBM_TDB
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In Re Application Of: Victor Larson, et al.

Application No. Filing Date Examiner

10/714,849 November 18, 2003 Krisna Lim

COMMISSIONER FOR PATENTS:

This is a statement under the provisions of 37 CFR 1.97(e) in the above—identified application.

Check applicable statement herebelow:

Statement Under 37 CFR 1.97(e)(1)

Each item of information contained in the accompanying Information Disclosure Statement was first cited in

any communication from a foreign patent office in a counterpart foreign application not more than three
months prior to the filing of the Information Disclosure Statement.

Statement Under 37 CFR 1.97(e)(2)

No item of information contained in the accompanying Information Disclosure Statement was cited in a

communication from a foreign patent office'in a counterpart foreign application, and, to the knowledge of the

undersigned person, after making reasonable inquiry, no item of information contained in the accompanying

Information Disclosure Statement was known to any individual designated in 37 CFR 1.56(c) more than three

months prior to the filing of the Information Disclosure Statement.

 { . Dated: 7/12/07
Toby H. Kusmer, P-C- Certificate of Mailing by First Class Mail

Reg. No. 26’“? ' I certify that this correspondence is being deposited with
McDermott w'" 8‘ Emery LLP the United States Postal Service with sufficient postage as
28 State Street ' first class mail in an envelope addressed to "Commissioner
Boston, MA 02109 for Patents, P.0. Box 1450, Alexandria, VA 22313-1450"

Telephone: 617-535-4065 [37 CFR ”(3&1 0"
Facsimile: 617-535-3800 ’ ‘

(Date)_

I ’ 4

‘. ignature ofPerm ailing C rrespandence

Cynthia Joseph

 
Typed or Printed Name ofPerson Mailing Correspondence

P1OCIREVO4
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Docket Number (Optional) Application Number

77580-042 (VRNK-ICPSCN) 10/714,849
Applicant“)

Victor Larson, et al.
Filing Date Group Art Unit

‘ November 18, 2003 2153
. /

IM-h‘mm“ It? APPROPRIATE

U.S. PATENT APPLICATION PUBLICATIONS

-fl--_---IF APPROPRIATE

FOREIGN PATENT DOCUMENTS

DOCUMENT NUMBER DATE > COUNTRY CLASS SUBCLASS
_“

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages. Etc.)

gastlakez, 1‘). E., "Domain Name System Security Extensions", Internet Draft, April 1998 (1998-04), XP002199931, Sections I. and . .

EXAMINER DATE CONSIDERED '

EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEI’ Section 609; Draw line through citation if not in conformance and
not considered. Include copy of this form with next communication to applicant.

 
Form PTO-A820 PDSAIREVOS Putont and Trldomlrk Office ' 0.5. DEPARTMENT OF COMMERCE

(alsofonn PTO-1449) SHEET 1 OF 1
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07/1‘5/2007 717:21 Fix 1 317 535 3900 MCDERMUTTIWILLSIEHERY - . RECEIVED ION/018

 

. CENTRAL FAX CENTER

McDermott JUL»; 4' "i 2007

W111&Emery ‘
Boslon Brussels Chicago Dusseldorf London Los Angeles Miami Munich
New York Orange County Home San Diego Silicon Valley Washington. D.c. .

Strategic slianeo with MWE China Law Offices (Shanghai)
' , FACSIMILE

Date: July 1 l , 2007 Time Sent:

To: Company: Facsimile No: _ Telephone No:

Commissioner for Patents U.S. Patent and Trademark Office . 1.571.273.8300

 

 

From: Toby 1-1. Kusmer, P.C. ‘ Direct Phone: 617.535.4065

E—Mail: tkusmer@mwe.com , Direct Fax: 617.535.3800

"Sent By: Cynthia Joseph Direct Phone: 617.535.41 1 1

Client/Matter/Tkpr: , 7'75 80-042/5496 Original to Fallow by Mail: No

Number ofPages, Including Cover: 21

Re: In re Application of: Victor Larsen, et al.

' Serial No.2 10/714,849

Filing Date: November 18, 2003

Title: An Agile Network Protocol For Secure CommunicatiOns

Docket N05 77580-042 (VRNK-ICP3CN)

 

Message:

Please enter the attached Amendment “B” in response to the Office Action of March 21, 2007

 

The information contained in this facsimile message is legally privileged and confidential information intended only for the use of the
Individual or entity named above. If the reader of this message is not the Intended reciplent. you are hereby notified that any dissemination.
distribution, or copy of this facsimile is strictly prohibited. if you have received this facsimile in error, please notify us immediately by
telephone and return the original message to us at the below address by moil. Thank YOU-

IF YOU DO NOT RECEIVE ALL OF THE PAGES. PLEASE CALL AS SOON AS POSSIBLE.

Main Facsimile: 617.535.3800 ' Facsimile Operator. 617.535.4000

U.S. practice conducted through MeDennott Will a. Emory LLP.
28 State Street Boston. Massachusetts 02109-1775 Telephone: 817.535t4000
Pm IIA‘I‘I I ”mm M“!
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. 0741172007 17:22 FAX 1 517 535 3300 MCDERNDTT,WILL&EMERV - RECEIVED low/01a

_ CENTRAL FAX cemen

- JUL: .1 12007

PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larsen et al.
Serial No: 10/714,849

Filing Date: November 18, 2003
Group Art Unit: 2153
Examiner: Krisna Lirn \
Confirmation No; 3154 - .

Title: An Agile Network Protocol for Secure Communications
Docket No: 77580-042 (VRNK-ICPBCN)

CERTIFICATE OF MAILING OR TRANSMISSION

I hereby certify that this wrrespondenm is being deposited with the US. Postal Service as first class mail in an
envelope addressed to: Commissioner for Parents. P. 0.1303: I450. Alexandria. VA 22313-1450, or facsimile
transmitted (571473—8300) to the USPTO, on the date indicated below
Date: Il July 2007 / ‘

nthia Jos

MS Amendment

Commissioner for Patents
PO. Box 1450

Alexandria, VA 22313-1450

Sir:

AMENDMENT “B”

This paper is a response to the Official action dated 21 March 2007.

The Applicants request reconsideration and further examination in view of the

following:

Amendments to the Claims, as reflected in the listing of claims beginning on

page 2 of this paper; and

Remarks, beginning on page 14 of this paper.

87/12/28” TLG111 BIISBM? 561133 1871“”

BB FC:IEBE 530.83 llll

EST” ”4635b l 0775500042

PAGE M18 * REVD AT “111200? 5:19:28 PM [Eastern Daylight Time]* SVR1USPTO-EFXRF-1l14 ‘ DNIS:2738300 ' CSIDI1 617 535 3800 * DURATION (mm-55):!)4-52
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' 07/11/2007 17222 FAX l 817 535 3800 MCDERMUTT,WILL&EMERY - I005/0‘IB

Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the
application:

Listing of Claims:

1. (Canceled).

2. (Currently Amended) The system of claim +2 , wherein the top-level domain
name is a non—standard top-level domain name.

3. (Original) The system ofclaim 2, wherein the non-standard top—level domain

name is one of .scom, .sorg, .snet, .sgov, .sedu, .smil and .sint.

4. (Currently Amended) The system of claim +3, wherein the cemeter-

communication network includes the Internet.

5. (Currently Amended) The system of claim -1-Z_8, wherein the domain namg

service systemsemr comprises an edge router.

6. (Currently Amended) The system of claim 4-2_9_, wherein the domain name

service system is configgged to authenticate sewer-enthentieetes—the query using a

cryptographic technique. ’

7. (Currently Amended) The system of claim +3, wherein the domain name

service systemserver is conneetable to a virtual private network link-through the

eemputer—commtmication network. I

8. (Currently Amended) The system of claim 7, wherein the virtual private

nemorkseeureeemmmieetienaliflé is one of a plurality of secure communication links in

a hierarchy of secure communication links.
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9. (Currently Amended) The system of claim 7, wherein the virtual private

network is based on inserting into each data packet communicated over a secure

communication link one or more data values that vary according to a pseudo-random

sequence.

10. (Currently Amended) The system of claim 7, wherein the virtual private

network is based on a WheMork address hopping regime that is used to

pseudorandomly changeeemputer—network addresses in packets transmitted between a

first computer-device and a second eemputerdeviee.

ll. (Currently Amended) The system of claim 7, wherein the virtual private

network is based on comparing a value in each data packet transmitted between a first

computer-device and a second computer—device to a moving window of valid values.

12. (Currently Amended) The system of claim 7, wherein the ‘virtual private

network is based on a comparison of a discriminator field in a header of each data packet

to a table of valid discriminator fields maintained for a first eemputerdevice.

13. (Withdrawn) A method for registering a secure domain name, comprising

steps of:

receiving a request for registering a secure domain name;

verifying ownership information for an equivalent non-secure domain name

corresponding to the secure domain name;

registering the secure domain name in a secure domain name service when the

ownership information for the equivalent non-secure domain name is consistent with

ownership information for the secure domain name.

14. (Withdrawn) The method according to claim 13, wherein the step of verifying

ownership information includes steps of:

determining whether the equivalent non-secure domain name corresponding to the

secure domain name has been registered in a non-secure domain name service; and

“STD? [5463544 0775800042
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querying whether the equivalent non-secure domain name should be registered in

the nonsecure domain name service when the equivalent non-secure domain name has not

been registered in the non-secure domain name service.

15. (Withdrawn) A computer-readable storage medium, comprising:

a storage area; and computer-readable instructions for a method for registering a

secure domain name, the method comprising steps of:

receiving a request for registering a secure domain name;

verifying ownership information for an equivalent non-secure domain name

corresponding to the secure domain name; and

registering the Secure domain name in a secure domain name service when the

ownership information for the equivalent non-secure domain name is consistent with

ownership information for the secure domain name.

16. (Withdrawn) The computer-readable medium according to claim 15. wherein

the step of verifying ownership information includes steps of:

determining whether the equivalent non-secure domain name corresponding to the

secure domain name has been registered in a non-secure domain name service; and

querying whether the equivalent nonasecure domain name should be registered in

the non-secure domain name service when the equivalent non-secure domain name has

not been registered in the non-secure domain name service.

17. (Withdrawn) A method for registering a domain name, comprising steps of:

(i) receiving a request for registering a first domain name;

(ii) verifying ownership information for a second domain name corresponding to

the first domain name; and

(iii) registering the first domain name when the ownership information for the

second domain name is consistent with ownership information for the first domain name.

BST99 15468544 .0775800042
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,1 8. (Withdrawn) The method of claim 17, wherein the first domain name

comprises a nonstandard top-level domain and the second domain name comprises a

standard top-level domain.

19. (Withdrawn) The method of claim 17, further comprising the step of storing

information corresponding to the registration performed in step (iii) in a database separate

from a database staring information for standard domain name registrations.

20. (Withdrawn) The method according to claim 17, wherein the step ofverifying

ownership information includes steps of:

(a) determining whether the second domain name has been registered in a domain

name service; and

(b) querying whether the second domain name should be registered in the domain

name service when the second domain name has not been registered in the domain name

service.

21. (Withdrawn) A computer-readable medium, comprising computer-readable

instructions for a method for registering a domain name, the method comprising steps of:

(i) receiving a request for registering a first dornain name;

(ii) verifying ownership information for a second domain name corresponding to

the first domain name; and

(iii) registering the first domain name when the ownership information for the

second domain name is consistent with ownership information for the first domain name.

22. (Withdrawn) The computer readable medium of claim 21, wherein the first

domain name comprises a non-standard rep-level domain and the second domain name

comprises a standard top level domain.

23. (Withdrawn) The cemputer-readable medium of claim 21, wherein the step of

verifying ownership infer-mation includes steps of:

35199154685440775500042
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(at) determining whether the second domain name has been registered in a domain

name service; and

Cb) querying whether the second domain name should be registered in the domain

name service when the second domain name has not been registered in the domain name

service.

24. (Withdrawn) The method of claim 13, wherein the secure domain name has a

top-level domain reserved for secure network connections.

25. (Withdrawn) The computer-readable storage medium of claim 15, wherein the

secure domain name has a top—level domain reserved for secure network connections.

26. (Canceled).

27. (Canceled).

28. (New) A system for providing a domain name service for establishing a secure

communication link, the system comprising:

a domain name service system configured to be connected to a communication

network, to store a plurality of domain names and corresponding network addresses, to

receive a query for a network address, and to comprise an indication that the domain

name service system supports establishing a secure communication link.

29. (New) The system of claim 23, wherein at least one of the plurality of domain

names comprises atop-level domain name.

30. (New) The system of claim 28, wherein the domain name service system is

configured to respond to the query for the network address.

3]. (New) The system of claim 28, wherein the domain name service system is

configured to provide, in response to the query, the network address corresponding to a

58199 15463544077550 0042
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domain name from the plurality of domain names and the correSponding network

addresses.

32. (New) The system of claim 28, wherein the domain name service system is

configured to receive the query initiated from a first location, the query requesting the

network address associated with a domain name, wherein the domain name service

system is configured to provide the network address associated with a second location,

and wherein the domain name service system is configured to support establishing a
secure communication link between the first location and the second location.

33. (New) The system of claim 28, wherein the domain name service system is

connected to a communication network, stores a plurality of domain names and

comsponding network addresses, and comprises an indication that the domain name

service system supports establishing a secure communication link.

34. (New) The system of claim 28, wherein at least one of the plurality of domain
names is reserved for secure communication links.

35. (New) The system of claim 28, wherein the domain name service system

comprises a server.

36. (New) The system of claim 35, wherein the domain name service system

further comprises a domain name database, and, wherein the domain name database stores

the plurality of domain names and the corresponding network addresses.

37. (New) The system of claim 28, 'wherein the domain name service system

comprises a server, wherein the server comprises a domain name database, and wherein

the domain name database stores the plurality of domain names and the corresponding

network addresses.
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38. (New) The System of claim 28, wherein the domain name service system is

configured to store the corresponding network addresses for use in establishing secure
communication links.

39. (New) The system of claim 28, wherein the domain name service system is

configured to authenticate the query for the network address.

40. (New) The system of claim 28, wherein at least one of the plurality of domain

names comprises an indication that the domain name service system supports establishing

a secure communication link.

41. (New) The system of claim 28, wherein at least one of the plurality of domain

names comprises a secure name.

42. (New) The system of claim 28, wherein at least one of the plurality of domain

names enables establishment of a secure communication link.

43. (New) The System of claim 28, wherein the domain name service system is

configured to enable establislunent of a secure communication link between a first

location and a second location transparently to a user at the first location.

44. (New) The system of claim 28, wherein the secure communication link uses

encryption.

45. (New) The system of claim 28, wherein the secure commtmication’ link is

capable of supporting a plurality of services.

46. (New) The system of claim 45, wherein the plurality of services comprises a

plurality of communication protocols. a plurality of application programs, multiple

sessions, or a combination thereof.

BSWO 15465544077550.0042
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47. (New) The system of claim 46, wherein the plurality of application programs

comprises items selected from a group consisting of the following: video conferencing, e-

mail, a word processing program, and telephony.

48. (New) The system of claim 45, wherein the plurality of services comprises

audio, video, or a combination thereof.

49. (New) The system of claim 28, wherein the domain name service system is

configured to enable establishment of a secure communication link between a first

location and a second location.

50. (New) The system of claim 49, wherein the query is initiated from the first

location, wherein the second location comprises a computer, and wherein the network

address is an address associated with the computer.

5]. (New) The system of claim 28, wherein the domain name service System

comprises a domain name database connected to a communication network and storing a

plurality of domain names and corresponding network addresses for communication,

wherein the domain name database is configured so as to provide a network.

address corresponding to a domain name in response to a query in order to establish a

secure communication link.

52. (New) A machine-readable medium comprising instructions executable in a

domain name service system, the instructions comprising code for:

Connecting the domain name service system to a communication network;

storing a plurality of domain names and corresponding network addresses;

receiving a query for a network address; and

supporting an indication that the domain name service system supports

establishing a secure communication link.

35199 [54585441377530.0042
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53. (New) A method of providing a domain name service for establishing a secure

communication link, the method comprising:

connecting a domain name service system to a communication network, the

domain name service system comprising an indication that the domain name service

system supports establishing a secure communication link;

staring a plurality of domain names and corresponding network addresses; and

receiving a query for a network address for communication-
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REMARKS

Claims 2—25 and 28-53 remain in the application. Claims 1, 26 and 27 have been

canceled. Claims 2 and 4-12 have been amended and claims 28-53 have been added in

Order to more clearly define applicant’s invention. Claims 13-25, drawn to a non-elected

invention, are withdrawn from consideration. Applicants note with appreciation that

claims 9-12 are considered allowable if rewritten in independent forrn,—-._These claims

however, have not been rewritten in independent form in the belief that all of the claims

are now considered allowable.

Claims 1-12 and 25-27 have been rejected under 35 U.S.C. §112, second

paragraph. Claims 1-12 and 26-27 have also been rejected under 35 U.S.C. §103 (a).

These rejections are respectfully traversed and reconsideration is requested in view ofthe

foregoing amendments and following remarks.

Claims 1—12 and 25 (sic) -27 have been rejected under 35 U.S.C. §112, second

paragraph. because the Examiner believes that these claims are indefinite for failing to

particularly point out and distinctly claim the subject matter which applicant regards as

the invention. It is noted that claim 25 is directed to a non-elected invention, and is

considered withdrawn. Applicants believe the that it was the intent of the Examiner to

reject claims 1-12, 26 and 27. and not claim 25, under 35 U.S.C. § 112, second

paragraph. Accordingly, Applicant's comments are directed to the more limited

grouping.

The Examiner states that with regard to claim 1, “it is unclear where the query is

coming from or who queries to the server and what is being queried.” The Examiner also

states that “it is unclear how the system is providing a secure domain name service.”

Claim 1 has been canceled in favor of new claim 28. It is submitted that a query can

originate from any source and provided to the domain name service recited in claim 28,

with the domain name service configured “to receive a query for a network address.”

Further, the clarifying amendments presented by new claim 28 should address the second

issue raised by the Examiner.

BST99 15465544077530.0042

PAGE 1411 8 ' RCVD AT 711 112007 5:19:28 PM [Eastern Daylight lime] ' SVR1USPTO-EFXRF-1114' DNIS:2738300 * CSID:1 617 535 3800* DURATION (mm-5510462

253



254

' 07(11/2007 17:24 FAX 1 817 535 3800 NCDERMOTT,WILL&EMERY - I015/018

Regarding the rejection of claims 26 and 27. the Examiner states that “it is unclear

what kind of apparatus [the claimed subject matter] it is. It is unclear how this apparatus

is configured. And, it is unclear for what a computer network address is queried. (sic)”

Again, it is submitted that the clarifying amendments presented by new claim 28 should

render the rejection moot. Claim 28 specifically describes the configuration of the

domain name service system for establishing a secure communication link. .

Claims 1-12, 26 and 27 have also been rejected under 35 U.S.C. § 103(a) as being

unpatentable over IP Security Chapter 13 ofXP-002167283 (also referred to as XP).

Claims 1, 26 and 27 have been canceled. It is submitted that the reference neither

anticipates nor makes obvious the claimed invention as defined by new claim 28.

New claim 28 recites a system for providing a demain name service for

establishing a secure communication link. The system comprises a domain name service

system configured to be connected:

to a communication network,

to store a plurality of domain names and corresponding network addresses,

to receive a query for a network address, and

to comprise an indication that the domain name service system supports

establishing a secure communication link.

It is submitted that the reference XP neither anticipates nor makes obvious the

claimed subject matter of claim 28, and the claims dependent thereon. The Examiner

cites pages 399 and 400 of XP. These pages describe prior art approaches to IP security

known at the time the reference was published (1998). XP mentions:

.. .security mechanisms in a number of application areas, including

electronic mail (SIMIME, PGP), client/server Kerberos), Web access

(Secure Sockets Layer), and others. However, users have some security

concerns that cut across protocol layers. For example, an enterprise can

run a secure, private TOP/1P network by disallowing links to untrusted
sites, encrypting packets that leave the premises, and authenticating
packets that enter the premises. By implementing security at the 1P level,

an organization can ensure secure networking not only for applications ,
that have security mechanisms but for the many security-ignorant
applications.

IP-level security encompasses three functiOnal areas: authentication,
confidentiality. and key management. The authentication mechanism

BST99 ”NEH-1.077.550.0042
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assures that a received packet was, in fact, transmitted by the party
identified as the source in the packet header. In additiOn, this mechanism

assures that the packet has not been altered in transit. The confidentiality

facility enables communicating nodes to encrypt messages to prevent

eavesdropping by third parties. The key management facility is concerned
with the secure exchange of keys.. .

Thus, the reference describes the three function areas of any security system fer

protecting transmitted data across any network. The reference goes on to cite a 1994

report of the Internet Architecture Board that states that the Internet needs more and

better security, and it identifies key areas for security mechanisms. Among these are the

need to secure the network infrastructure form unauthorized monitoring and ’control of

network traffic and the need to secure end-user—to-end—user traffic using authentication

and encryption mechanisms. The report cites reported security incidents, the most

serious types of attacks including 1? spoofing, and various forms of eaVesdropping and

packet sniffing. Thus, the reference generally describes the need for secure transmission

of data.

In describing IP Security (IPSec) the reference goes on to state:

IPSec provides the capability to secure communications across a LAN,
across private and public wide area networks (WANs), and across the
Internet. Examples of its use include the following:

Secure branch office connectivity over the Internet: A company can build
a secure virtual private network over the Internet or over a public WAN

This enables a business to rely heavily on the Internet and reduce its need
for private networks, saving costs and network management overhead.

Secure remote access over the Internet: An end user whose system is

equipped with IP security protocols can make a local call to an Internet
service provider (ISP) and gain secure access to a company network. This
reduces the cost of toll charges for traveling employees and
telecommuters. . .

The reference states at the bottom of page 400, “the principal feature of IPSec that

enables it to support these varied applications is that it can encrypt and/or authenticate all

traffic at the IP level."

The reference describes the overall architecture in Figure 13.2 (page 403). The

blocks shown in the Figure are defined on pages 403 and 404. It is clear that the

BST99 I546854-l.077580_0042
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architecture described and shown in the reference does not describe nor even suggest a

domain name service system configured to be connected to a communication network, to

store a plurality of domain names and corresponding network addresses, to receive a

query for a network address, and to comprise an indication that the domain name service

system supports establishing a secure communication link. (cf.. claim 28 of the above—

I identified application).

Dependent claims 2—12' and 29-51 currently under consideration in the application

are dependent from independent Claim 28 discussed above and therefore are believed to

be allowable over the applied reference for at least the same reasons. Because each

dependent claim is deemed to define an additional aspect of the invention, the individual

censideration of each on its own merits is respectfully requested.

Finally, claims 52 and 53 have been added. Claim 52 recites “a machine-readable

medium comprising instructions executable in a domain name service system. The fl

instructions comprise code for connecting the domain name service system to a

communication network; storing a plurality of domain names and corresponding network

addresses; receiving a query for a network address; and supporting an indication that the

domain name service system supports establishing a schre communication link." Claim

53 recites “a method ofproviding a domain name service for establishing a secure

communication link. The method comprises connecting a domain name service system

to a communication network, the domain name service system comprising an indication

that the domain name service system supports establishing a'secure cbmmunication link;

storing a plurality of domain names and corresponding network addresses; and receiving

a query for a network address for communication.”
Accordingly, all of the pending claims currently under consideration, claims 12-25

and 2863, are believed to be patentable over the cited reference. An early and favorable

aetion thereon is therefore earnestly solicited.
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If a telephone conference will expedite prosecution of the application, the

Examiner is invited to telephone the undersigned.

Respectfully submitted,

McDERM Tl“ WILL 8: EMERY LLP

  Date: 11 July 2002

. r, P.C.

Reg. No. 6,418

Attorney for Applicants
28 State Street

Boston, MA 02109-1775 _

DD Telephone: (617) 535-4065

Facsimile: (617)535-3800
e—mail: tkusmeerweeom
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COMBINED AMENDMENT & PETITION FOR EXTENSION OF Docket No.

TIME UNDER 37 CFR 1.136(a) (Large Entity) 77580-042 (VRNK-ICPSCN)

In Re Application Of: Victor Larsen. et al.

Application No. Filing Date Customer No. Group Art Unit Confinn'ation No.

10/714,849 November 18, 2003 23630 2153

Invention: AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS '

 

COMMISSIQNER FOR PATENTS:

This is a combined amendment and petition under the provisions of 37 CFR 1.136(a) to extend the period for filing a

response to the Office Action of Marta)“ 2007 in the above-identified application.on

The requested extension is as follows (check time period desired):

'31 One month CI Two months CI Three months CI Four months D Five months

from: June 21, 2007 until: July 21. 2007
Dale - Dale

The fee for the amendment and extension of time has been calculated as shown below:

CLAIMS AS AMENDED

CLAIMS REMAINING HIGHEST# NUMBER EXTRA RATE |-AFI'ER AMENDMENT PREV. PAID FOR CLAIMS PRESENT FEE

TOTAL CLAIMS 27 at $50.00_
INDEP. CLAIMS _ 7 x $200.00 $0.00

FEE FOR AMENDMENT $500.00

$620.00

FEE FOR EXTENSION OF TIME I $120.00
TOTAL’FEE FOR AMENDMENT AND EXTENSION OF TIME I

 
07/12/2007 IL0111 00000039 501133 1071409

01 FC:1251 120.00 DII
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The fee for the amendment and extension of time is to be paid as folio

RECEIVED

CENTRAL FAX CENTER

COMBINED AMENDMENT & PETITION FOR EXTENSION OF , Docket No.

TIME UNDER 37 CFR 1.136(3) (Large Entity) 77580-042(VRNK-1CP3CN)

I003/018

W52

D A check in the amount of for the amendment and extension of time is enclosed.

3 Please charge Deposit Account No. 501133 in the amount of $620.00

The Director is hereby authorized to charge payment of the following fees associated with this
communication or’credit any overpayment to Deposit Account No.

B Any additional filing fees required under 37 CPR. 1.16.

8 Any patent application processing fees under 37 CFR 1.17.

E If an additional extension of time is required please consider this
fees which may be required to Deposit Account No 501133

0 Payment by credit card. Form PTO-2038 is attached.

50l133

a petition therefor and charge any additional

WARNING: Informatlon on this torm may become public. Credit card information should not be
Included on this form. Provide credit card information and authorization on PTO-2038.

Toby H. Kusmcr. P.C.
Reg. No. 26,418
McDermott Will & Emery LLP
28 State Street

Boston, MA 02109

Telephone: 6l7-535-4065
Facslmilc: 617-535-3800

e-mail: tkusmer@mwc.com

CC:

I hereby certity that this correspondence I: being
deposited with,lhe United States Postal Service with
sufficient postage as first class mail In an envelope
addressed to the "Commissioner for Patents. P.O. Box

,Al xandrla. VAbuys-1450' [37 CFR 1.6(a]1 on
{D5333 ' . ”(‘3 6%

Cynthia Jose h
Typed or Printed Name ofParlors Mailing Correspondence
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UNITED STATES PATENT AND ThADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
AddmlmCOMIMISSIONER FOR PATENTSR0. Box 1450

Alcxnndfln,men" 12313-1450 
wwwulpto. v

I - 10/714,849 ' ‘ 11/18/2003 ‘ Victor Larson 007170.00025

I - CONFIRMATION No. 3154

22907 ‘ ||l|l|l|llllllllllllllllllllllllllllllllll|||l|ll|||||l|lll|lllllllllllllll|||l||||ll|||||||l
BANNER & WITCOFF, LTD. . .
1100 13m STREET, Nw’. . 1 °°°°°°°°°244959°6
SUITE 1200 '

WASHINGTON, DC 20005—4051

Date Mailed: 06/22/2007

NOTICE REGARDING POWER OF ATTORNEY J

This is in response to the Power of Attorney filed 06/12/2007 . The Power of Attorney in this application is not
accepted for the reason(s) listed below: '

o The Power of Attorney is from an assignee and the Certificate required by 37 CFR 3.73(b) has not been
received. .

 

Office of Initial Patent Examination (571) 272-4000, or 1-800—PTO-9199 '
_ OFFICE COPY
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  UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria. Virginia 22313-1450
www.usplo.gov

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION N0.

l0/7l4.849 I U] 8/2003 Victor Larson , 007l70.00025 3l54

22907 _ 7590 cam/2007 ‘
BANNER&WITCOFF,LTD.
I 100 13th STREET, N.W. LIM, KRISNA ‘ .
SUITE 1200

WASHINGTON, DC 20005-4051 _ ART ”N” ”PE“ NUMBER2l53

MAIL DATE DELIVERY MODE

06/21/2007 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL.90A (Rev. 04/07)
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UNITED STATES DEPARTMENT OF COMNIERCE

US. Patent and Trademark Office.
Address: COMMISSIONER FOR PATENTS

P.O.Box1450

Alexandria, Virginia 22313-1450

APPLICATION NOJ FILING DATE FIRST NAMED INVENTORI ATTORNEY DOCKET NO.
CONTROL NO. PATENT IN REEXAMINATION

10714849 ' I 1/18/03 LARSON ET AL 007170.00025

BANNER 8. WITCOFF, LTD. - -
1100 131h STREET, N.W. Krisna Lim
SUITE 1200

WASHINGTON. DC 200054051 ‘ ART UNIT PAPER

2153 20070618

 

DATE MAILED:

Please find below andlor attached an Office communication concerning this application or
proceeding.

Commissioner for Patents

Per the telephone request by the attorney ofthe record, Examiner provided the reforence.

 

PTO-90C (Rev.04—03)  
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08/1‘2/2007 15:48EFA1 CENTRAL FAX (53TH I001
~' JUN 12 2007
McDermott

Will &Emery

Boston Brussels chlcago Dusseldorf London Los Angeles Miami Munich
New York Orange County Rome San Diego Silicon Valley Washington. D.C.

Strategic alliance with MWE China Law Offices (Shanghai)

 

FACSIMI LE

Date: June 7, 2007 Time Sent:

To: Company: Facsimile No: . Telephone No:
Commissioner for Patents H

_ Group Art Unit: 2153 U.S. Patent and lradcmark Office 1.571.273.8300

From: Toby H. Kusmcr, P.C. Direct Phone: 617.535.4065

E-Mail.‘ ' tkusmer@mwe.c0m Direct Fax: 617.535.3800

Sent By: Cynthia Joscph Direct Phone: 617.535.41 11

Client/Matrer/Tkpr: . 77580-027/5496 Original (0 Follow by Mail: No

Number ofPages, Including Cover: 

Re: In re Application of: Victor Larson, et al.

Serial No.: 10/714,849

Filing Date: November 18. 2003

Title: An Agile Netw0rk Protocol For Secure Communications Using Secure Domain Names

Docket No.: 77580-027 (VRNK-lCPBCN)
 

Message:

Home enter the attached Change of Cunespondence Address And Revocation OfPower Of Anomey And

Appointment ofNew Attorney.

The information contained In this facsimile message is legally privileged and confidential intormation intended only for the use of the
individual or omity named above. If the reader of thls message is not the intended recipient. you are hereby notified that any dissemination.
distribution. or CODY 01' this facsimile ls strlctiy prohibited. If you have received this facsimile in error, please notify us immediately by
telephone and retum the original message to us at the below address by mail. Thank you.

IF YOU DO NOT RECEIVE ALL OF THE PAGES. PLEASE CALL AS SOON AS POSSIBLE.

Main Facsimile: 617.535.3800 Facsimile Operator: 617.535.4000

U.S. practice conducted through McDermott Will 8. Emery LLP.
28 State Street Boston. Massachusetts 02109-1775 Telephone: 617.535.40001 A In a nun-A nun-c

“Piééiwrevolt6112120073:51:58Pmlrastemnayrgmrimersnzusrmrrxrlr-metalisman~csionounnonimmss):u1os
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. -’ 3-": , RECEIVED ,
08/12/2007 15.47 FAX CENTRALFAXCENTER .002

JUN 12 2007

PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent of: Victor Larson, et a1. ‘

Serial No.: 10/714,849

Filing Date: November 18. 2003

Title: An Agile Network Protocol For Secure Communications
Using Secure Domain Names

Group Art Unit: 2153

Confirmation No.: 3154

Docket No.: 775 80-027 (VRNK-l CPBCN)

MAIL STOP Amendment

COmmissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

TRANSMITTAL LETTER

Applicants transmit herewith the following document in the above-identified application:

Change Of Correspondence Address And Revocation Of Power Of Attorney And
Appointment Of New Power.

The Commissioner is authorized to charge any filing fee or credit any overpayment to
Deposit Account No. 50-] 133.

ResPectfull submitted,

  
To y . usmer. P.C.
Reg. No. 26,418

McDermott Will & Emery LLP
28 State Street

Boston. MA 02109-1775

Telephone: 617.535.4065
Facsimile: 617.535.3800

e-mail: tkusmer@mwe.com

CERTIFICATE. OF FACSIMILE TRAN§MTS§IQE

I hereby certify lhnl lhii cornswndenne is being facsimilc transmitted. Vin Facsimile No. 57l.273.8300. to the US. Pulant and
deemmlt Office on the date indicated below and is addressed to Commissioner for Parents, P. 0, Bax Idso, Alexandria, VA 223] 3.1450.

%«_«g 1! 5252 WDu C is Joseph

PAGE 914' RCVD AT 61120007 3:51:58 PM [Eastern Dayfight Timel' SVR2USPTOEFlRF-2119’ DNlSZZT38300' CSID: ' DURATION (mmss]:01-36
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, own/2007 15:47 FAX RECEIVED I003
,, ._ __. _ ,___, ,_,.,___..,____-____.__.~.H_‘-_,~._-._.._____...__.,_ CENTRALFAXCENTER

JUN l'2 200?

MTENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ln rt: patent of: Victor Larson, et a].
Serial No,: 10/714,849 .

Filing Date: ’ November 18, 2003
Title; An Agile Network Protocol For Secure Communications

Using Secure Domain Names

Docket No.: 775 80-027 (VRNK-ICP3CN)

Commissioner for Patents
P. 0. Box 1450

Alexandria, VA 22313—1450

CHANGE OF CORRESPONDENCE ADDRESS
AND REVOCATION OF POWER OF ATTORNEY AND

APPOINTMENT OF NEW ATTORNEY

Dear Sir:

Applicants in the above-identified patent application hereby revoke all powers ofanomey

previously given in connection with [he above-identified patent application and hereby appoint

the following attorneys, with fitll power of substitution. to tmnsact all business in the Patent and

Trademark Office connected therewith:

All attorneys associated with CUSTOMER NUMBER 23630

BSTVQ INTIMIJ'I'ISM 0027

PAGE 3l4 ‘ RCVD AT 6l12l2007 3:51 :58 PM [Eastern Dayight Time] ' SVR:USPTOEFXRF-2119’ Dll|82273830ll " CSID: ' DURATION [mm-sslilll-SO
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06/12/2007. 15:717"FAX _ - I004

‘, It is mqucstcd that all comespondence regarding this patent application Be directed to:

Toby H. Kumer, RC.
Mchnnott Will & Emory LLP

28 State Street

Boston, Massachusetts 0210941775

Telephone; (617) 535-4065
Facsimile: (617) 535-3800

E—mnil: timsmer@mwe.com

Respectfully submincd.

Date: $1 “[0?  

85199 mmo-mmumn

PAGE 414 ' RCVD AT 6l12l2007 3:51:53 PM [Eastern DayltghtTime1'SVR:USPTO-EFXRF-2l19*DNIS:2733300 ' CSID: ‘ DURATION [mm-ss):01-36
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P10. Box I450 _Alexandria~ V1rgin111 223134450wwwnsptogov

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO, CONFIRMATION No.

10/714,849 1 1/13/2003 Viclor Larson 007170.00025 3154

22907 7590 03/21/2007 »
BANNER&WITCOFF, LTD. . W
1100 13th STREET, N.W. LIM.KRISNA

SUITE 1200 BER
WASHINGTON, DC 20005—4051 2153

3 MONTHS 7 03/21/2007 . PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

If NO period for reply is specified above, the maximum statutory period will apply and will expire 6lMONTHS
from the mailing date of this communication. ‘

PTOL‘90A (Rev. I 0/06)
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Application No. Applicant(s) 

 

  

  

 
 10/714,849 LARSON ET AL.

Examiner Art Unit

Krisna Lim 2153

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER FROM THE MAILING DATE OF THIS COMMUNICATION

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event however, may a reply be timelyfled
after SIX (6) MONTHS from the mailing date of this communication

- if NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication. even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b),

Status

 Office Action Summary

 

  
HE Responsive to communication(s) filed on 08 January 2007.

all This action is FINAL. 2b)Xl This action is non-final.

3)|:] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213.

Disposition of Claims

ME Ciaim(s)1-_27is/are pending in the application.

43) Of the above claim(s) L25 is/are withdrawn from consideration.

5):] Claim(s)_ is/are allowed.

QX Claim(s) 1-8 26 and 27 is/are rejected.

DIX Claim(s) &1_2 is/are objected to.

8):] Claim(s) __ are subject to restriction and/or election requirement.

 

Application Papers

9):] The specification is objected to by the Examiner.

10)I:I The drawing(s) filed on is/are: a)[j accepted or b)l:l objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

 

 
 

 
 

 
 

 
 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)|:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)|:l All b)|] Some * c)|j None of:

IE] Certified copies of the priority documents have been received.

2E] Certified copies of the priority documents have been received in Application No._

3.I:| Copies of the certified copies of the priority documents have been received in this National Stage

application from the international Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

 Attachment(s)

1) |:] Notice of References Cited (PTO—892) 4) I] Interview Summary (PTO-413)

2) [3 Notice of Draitsperson’s Patent Drawing Review (PTO-94B) Paper N°(S)/M3” Date._ .
3) E Information Disclosure Statement(s) (PTO/SBIOB) 5) D Notice 0f Informal Patent Application

Paper No(s)/Mai| Date . 6) El Other:

US. Patent and Trademark Office _
PTOLv326 (Rev. 08-06) Office Action Summary Part of Paper No.lMaIl Date 20070307
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Application/Control Number: 10/714,849 ’ Page 2
Art Unit: 2153

1. Claims 1-27 are pending in the application. Claims 1-12 and 26-27 are elected

without traverse for examination. And, non-elected claims 13-25 are withdrawn from

consideration.

2. Claims 1-12 and 25-27 are rejected under 35 U.S.C. § 112, second paragraph,

as being indefinite for failing to particularly point out and distinctly claim the subject

matter which applicant regards as the invention.

In claim 1, it is unclear where a query is coming from or who queries to the server

and what is being queried. Moreover, it is unclear how the system is providing a secure

domain name service.

In claim 26, it is unclear what kind of an apparatus is it. It is unclear how this

apparatus is configured. And, it is unclear for what a computer network address is

quened.

In claim 27, it is similar to claim 26.

3. The following is a quotation of 35 U.S.C. § 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set

forth in section 102 of this title, if the differences between the subject matter sought to be patented and

the prior art are such that the subject matter as a whole would have been obvious at the time the

invention was made to a person having ordinary skill in the art to which said subject matter pertains.

Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1-12 and 26-27 are rejected under 35 U.S.C. § 103(a) as being

unpatentable over IP Security Chapter 13 of XP-002167283,[Hereinafter XP]. This

reference was cited in 1449 Form that was submitted by the applicant.

5. E disclosed the invention substantially as claimed. Taking claims 1-3, and 26-

27 as exemplary claims, the reference disclosed a system for providing a secure

domain name service (IP Security, IPSec, page 399) over a computer network,

comprising:

271
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Application/Control Number: 10/714,849 Page 3
Art Unit: 2153

a) a sewer connected to a computer network, the server authenticating a query

for a secure computer network address having a top-level domain (security at lP level),

page 399) reserved for secure network connection;

b) a domain name database (routers) connected to the computer network

through the server the domain name database storing secure computer network

addresses for the computer network.

6. While XP further disclosed IP and lPsec (IP security, page 400), XP did not

explicitly call its security at lP level as a non-standard top-level domain such as .scom,

.sorg, .snet, .sedu, .smil and .sint, etc. It would have been obvious to one of an ordinary

skilled in the art to recognize that the domain names such as .com, .org, .net, .edu, .miI,

.int, .gov, etc. are the well-known top-level domains for companies, organizations,

government, etc.(see any computer dictionaries) and the additional security of HTTPS

to the standard HTI'P. Thus, adding additional security to these standard domain

names of .com, .org, . net, .edu, .mil, .int, etc. to become .scom, .sorg, .snet, .sedu,

.smil, and .sint, etc. would be obviously similar to the teaching of IP and lPsec of XP.

Moreover, having these non-secured top-level domains secured would have been a

desirable feature in the art because the security of the Internet is a vital element for the

national security, business security, individual’s privacy security, etc.

7. As to claim 4, XP disclosed the computer network includes the Internet (e.g., see

Fig. 131, page 401).

8. As to claim 5, XP disclosed the server comprises an edge router (e.g., see

routing application, a figure 13.10, page 402).

9. As to claim 6, XP disclosed the server authenticates the query using a

cryptographic technique (e.g., see authentication algorithm, a figure 13.2, Encryption

Algorithm and Authentication Algorithm on page 403, Cryptographic keys on page 404).
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Application/Control Number: 10/714,849 , Page 4
Art Unit: 2153

10. As to claim 7, XP disclosed the server is connectable to a virtual private network

link through the computer network (e.g., see page 421).

9. As to claim 8, XP disclosed the secure communication link is one of a plurality of

secure communication links in a hierarchy of secure communication links (e.g., see IP

Security of Fig. 13.1 and IP security architecture on page 402 and 403).

10. Claims 9-12 are objected to as being dependent upon a rejected base claim, but

would be allowable if rewritten in independent form including all of the limitations of the

base claim and any intervening claims.

A shortened statutory period for response to this action is set to expire 3 (three)

months and 0 (zero) days from the mail date of this letter. Failure to respond within the

period for response will result in ABANDONMENT of the application (see 35 U.S.C 133,

M.P.E.P 710.02, 710.02(b)).

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956

The examiner can normally be reached on Monday to Wednesday and Friday from 7:30
AM to 4:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Glenton Burgess, can be reached on 571-272-3949. The fax phone

number for the organization where this application or proceeding is assigned is 703-
872-9306.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair—direct.usptogov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

KI

March 7, 2007
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Approved for use through 07/312006. OMB 065143031
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Uncle the Paperwak Reduction Act 011995, no persons are required in reanand to a colleciim at informau‘on unless it curtains a valid OMB control number.
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If you wish to add additional US. Patent citation information please click the Add button
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Examiner Name 336/ K L(W\

Attorney Docket Number 00047900111

’ Northern Telecom
4 9827783 A 1998-06-25 Limited; Antonio, 6; Hui,

Margare

to Secure Computing

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the aulhor (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),
publisher, city and/or country where published.

INFORMA'HON DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

   
  
   
  

  
Examiner Cite
Initials' No

Laurie Wells (LANCASTERBIBELMAIL MSN COM); 'Subject: Security Icon" USENET NEWSGROUP, 19 October
1998. XP002200606

Davila J at al, 'lmplementation of Virtual Private Networks atthe Transport Layer”, Information Security, Second
International Workshop, ISW'SQ. Proceedings (Lecture Springer-Verlag Berlin, Germany, [Online] 1999, pages
85-102, XP002399276, ISBN 3-540-66695-3, retrieved fra'n the lntemet URL: http://wwspringeri in k.coml
contentMuacOtbOhecanaBWltextpdb (Abstract)

rm

§ -—-  
If you wish to add additional non-patent literature document citation information please click the Add button

Examiner Signature 7<"' Date °°"5ide’ed WE-
‘EXAMINER: Initial if r“ - rence considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.
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STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

1 See Kind Codes of USPTO Patenl Documents at”WarMPEP 901.04. 2 Enter ofliee that issued the document, by the two-letter Me (WIPO
Standard ST.3). 3 For Japanese patent documents. the indication of fire year of ihe reign of tha Emperor must precede lhe serial number of the patent document.
4 Kind of document by the appropriaie symbols as indicated on 1hr; documem under WlPO Standard ST.16 if possible. 5Applicant is to place a check mark here i
English language translation is attached.
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U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
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Complete if Known

' INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Use as many sheets as necessary)
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Attorney Dockel Number 000479.00111 

  

 

 
U.S. PATENT DOCUMENTS
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[Dominant Nun'berExaminer

"“315 ' Nurrber . Kind oode’ar known)

cE”

CC W.”
i

‘.”
Cm

r

 

  
 

c‘1"
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‘P
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FOREIGN PATENT DOCUMENTS

Mme...” Pageacorumnam.
Examiner Puuuaamm Date Mlicanlol cued Wham Relevant

-— m... m
/ Kennelh F..‘ EP 0 833 930 A2 04/29/1998 ALDEN, et al.

Jose h E.
DE ‘99 24 575 M 12/02/1999 PRO mo

'EXAMiNER: mi ,1 ll reference eomioerea, whether or not citation Is in conformancewlth MPEP 609. Draw line Ihrough citation i1 mt in conformance and not
considered. Include copy of this form with next communication In appliranL ‘ Applirznt's unique citation designation number (optional). ‘ See Kinds Codes 0!
USPTO Patent Documems at ww.usm.gov or MPEP 901.04. ’ Enter Olfiee that Issued the document. by the two-leper woe (WIPO Standard 513). ‘ For
Japanese patent documents. the indication oi the year 01 the reign oi the Emperor must precede the serial rumber ol the patent document. ‘ Kind pl document by
the appropriate symbols as indicated on the dowrnent umer WIPO Standard ST. 16 il possible. ‘ Applicant is to place a check mark here it English languageTranslation is otlacl'red.
This collection 01 inforrration is required by 37 CFR 1,97 and 1.93. The infomtalion ls required to obtain or retain a benefit by the public which is to file (and by "'9
USPTO to process) an application. Corfidentiaiity ls governed by 35 U.S.C. 122 and 37 CFR 1.14. This eoflewon is estimated to take 2 hours to complete.
(Wine adhering. preparing. and submitting the completed apprimon term to me usrrro. Time will vary depending upon the individual case. Any cameras on
the amount of time you require to mmplete this form and/or suggesficm for reducing this burden. should be sent to the Chiel lrdormatlon Ofieer, U.S. Patent and
Tradematt Office. US. Department at Cormreree. PD. Box 1650. Nexandrla. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THISADDRESS. SEND TO: Commissloner lot Plums. P.O. Box 1450, Alexandria, VA 22313-1450.

 

II you need assistance in completing the (can, call 1-800-PTO-9199 and select option 2.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Victor Larson et al. Confirmation No.1 3154

Application No.: 10/7l4,849 : Group Art Unit: 2153

Filed: November 18, 2003 : Examiner: Lim, Krisna

For: An Agile Network Protocol for Secure : Atty Docket: 007170.00025

Communications Using Secure
Domain Name

RESPONSE TO RESTRICTION REQUIREMENT

U.S. Patent and Trademark Office

Customer Service Window

Randolph Building

401 Dulany Street
Alexandria, VA 22314

Sir:

PATENT

This paper is responsive to the Office Action mailed December 7, 2006, in connection with the

above—identified patent application and is filed prior to the expiration of the one (1) month period for

response set therein.

In response, Applicants elect without traverse, the invention of Group I, i.e., claims 1-12 and 26-

27. Applicants reserve the right to file divisional applications directed to the subject matter of the non-

elected claims prior to the termination of proceedings in this patent application.

No fee is believed to be associated with the filing of this paper. However, should the US. Patent

and Trademark Office determine a fee is required, authorization is given to charge our Deposit Account

No. 19-0733.

Respectfully submitted,

/John M. Fleming/

January 8, 2007 John M. Fleming

Reg. No. 56,536

Banner & Witcoff, Ltd.
Eleventh Floor

1001 G Street, NW.

Washington, DC. 20001-4597
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Application No. Applicant(s)  
 10/714,849 LARSON ET AL.  

Office Action Summary  
 

Examiner Art Unit

. Krisna Lim 2153

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE _1_ MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event however. may a reply be timerIfiled
after SIX (6) MONTHS from the mailing date of this communication

- If NO period for reply"Is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication
- Failure to reply within the set or extended period for reply will, by statute cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication. even if timely filed. may reduce any
earned patent terrn adjustment See 37 CFR 1.704(b).

Status

1):] Responsive to communication(s) filed on_ .

2a)E] This action is FINAL. 2b)E] This action is non-final.

3)I:I Since this application is In condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 0.6. 213.

Disposition of Claims

0% Claim(s)_1-27 Is/are pending'In the application.

4a) Of the above Claim(s) __ is/are withdrawn from consideration.
5):] Claim(s)_ is/are allowed.

6):] Claim(s) __ is/are rejected.

7):] Claim(s) __ is/are objected to.

mg Claim(s) 1—27 are subject to restriction and/or election requirement.

Application Papers

9)I:I The specificationIs objected to by the Examiner.

10)E] The drawing(s)If led on_ is/are: a)|:] accepted or b)E] objected to by the Examiner

Applicant may not request that any objection to the drawing(s) be heldIn abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

11)E] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)E] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)E] All b)E] Some *-c)[j None of: '

1. E] Certified copies of the priority documents have been received

2. E] Certified copies of the priority documents have been received'In Application No.-

3E] Copies of the certified copies of the priority documents have been received'In this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) III Notice of References Cited (PTO-892) 4) [3 Interview Summary (PTO-413)
2) El Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)lMaiI Date. __
a) I] Information Disclosure Slatement(s) (PTO/83108) 5) D Notioe 0f Informal Patent Application

Paper No(s)/Mail Date . 6) [3 Other:
U.S. Patent-and Trademant Office

PTOL-326 (Rev. 08-06) ' Office Action Summary ' Part of Paper No./Mai| Date 20061204
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I)

Application/Control Number: 10/714,849 Page 2

Art Unit: 2153

DETAILED ACTION

Election/Restrictions

Restriction to one of the following inventions is required under 35 U.S.C. 121:

1. ‘ Claims 1-27 are still pending for examination.

2. Restriction to one of the following inventions is required under 35 U.S.C. § 121:

I. Claims 1-12 and 26-27 drawn to a system for providing a secure domain

name service over a computer network, comprising: a server and a

domain name database, classified in Class 709, subclass 226..

ll. Claims 13-25 drawn a method'for registering a secure domain name,

comprising steps of: a) receiving a request, b) verifying ownership

information, and c) registering the secure domain name, classified in

Class 709, subclass 223.

3. Inventions l and II are related as combination and subcombination. Inventions in

this relationship are distinct if it can be shown that (1) the combination as claimed does

not require the particulars of the subcombination as claimed for patentability, and (2)

that the subcombination has utility by itself or in other combinations (MPEP §

806.05(c)). In the instant case, the combination-as claimed of Invention l, claims 1-12

and 26-27, does not require the particular steps of the subcombination-z a) receiving a

request, b) verifying ownership information, and c) registering the secure domain name,

and the subcombination Group 2, claims 13-25, does not require: a server and a

domain name database.

4 ~ Moreover, the searches for these two inventions would not be co-extensive

because these groups would require different searches on PTO's classification class

and subclass as following:
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Application/Control Number: 10/714,849 Page 3
Art Unit: 2153 '

1) The Group‘l search (claims 1-12 and 26-27) would require use of search class

709, subclass 226 (which would not required for the group II).

2) The Group II search (claims 13-25) would require use of search class 7,09
subclass 223 (which would not required for the group I).

5. Applicant is reminded that the required for response to this requirement is §_0_

days, not one month.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956
» The examiner can normally be reached on Monday to Wednesday and Friday from 7:30

AM to 4:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Glenton Burgess, can be reached on 571-272-3949. The fax phone number
for the organization where this application or proceeding is assigned is 703-872-9306.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct. uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free).

Kl

December 4, 2006
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network to a final destination, with third-party billing. The method comprises the
steps of: prompting the user at a data terminal to select a destination, password,
and call type; sending a set-up message to the data network; selecting a virtual
private network provider through the data network; the virtual pri 104d vate
network provider giving an encryption key to the user, and then prompting the
user for a password and a user identification; encrypting the password, and
sending the user identification and the encrypted password to the virtual private
network provider; the virtual private network provider decrypting the encrypted
password, and verifying the password; the virtual private network provider
providing an authorization code; and the data terminal transferring the data
through the data network to the final destination, using the authorization code.
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WO 98/27783 PCT/IB97/01563

VIRTUAL PRIVATE NETWORK SERVICE PROVIDER

FOR ASYNCHRONOUS TRANSFER MODE NETWORK

Technical Field

The invention relates generally to asynchronous transfer mode (“ATM”)

networks and virtual private networks (“VPN”), such as those ofi'ered by MCI

and Sprint, and, more particularly, to a method of using a VPN to transfer

data over a data network, with third-party billing.

Background of the Invention

Telephone service providers ofi'er third-party billing. For example, local
and long distance telephone companies ofi‘er calling cards for third party

billing.

VPNs exist to provide the sense of a private network among a

company’s locations. The lines/trunks of a VPN are actually shared among

several companies, to reduce costs, yet to each company the VPN appears to

be that company's own private network. However, a user at a remote data

terminal, such as a portable computer in a hotel room, can not immediately

charge his company for the access time to a data net, such as the Internet.

Instead, his access time is charged to his hotel room, and so he must pay the

inflated rates that hotels charge for phone service.

What is needed is a VPN service provider that offers remote access for

users belonging to a VPN, user authorizations to prevent delinquent access

into the VPN, and convenient third-party billing.

Summary of the Invention

The present invention, accordingly, provides a system and method for

using a VPN service provider to transfer data over a data network to a final

destination, with third-party billing. The method comprises the steps of:

prompting the user at a data terminal to select a destination, password, and

call type; selecting a VPN through the data network; giving an encryption key

to the user, and then prompting the user for a password and a user

identification; verifying the password, and providing an authorization code to

-1-
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the user; and allowing the user to transfer the data through the data network

to the final destination, using the authorization code.

In another feature of the invention, the method further comprises

negotiating for more bandwidth for the user, and including within the

authorization code a grant of additional bandwidth.

In another feature of the invention, the method further comprises

encrypting the user’s password, and sending the user identification and the

encrypted password to the VPN service provider.

In another feature of the invention, the method further comprises a

step of sending a set-up message to the data network.

In another feature of the invention, the method further comprises a

step of the VPN service provider decrypting the encrypted password.

A technical advantage achieved with the invention is that it shifts or

defers costs from an end user to a bulk purchaser of data network services.

Another technical advantage achieved with the invention is that it permits

end users mobility While attaining a virtual appearance on a corporate

intranet.

Brief Description of the Drawings

Fig. 1 is a system block diagram of a VPN service provider of the

present invention.

Fig. 2 is a flow chart depicting the method of the present invention, as

implemented by application software on a user terminal.

Fig. 3 is the initial screen display of the user interface of the

application software.

Figs. 4A and 4B are call flow diagrams, illustrating the preferred

sequence of steps of the method of the present invention.

Figs. 5A, 5B, SC, 5D, 5E, and SF comprise a flow chart depicting the

method of the present invention, as implemented by switching control point

software.
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Description of the Preferred Embodiment

In Fig. 1, the VPN service provider system of the present invention is

designated generally by a reference numeral 10. The VPN service provider

system 10 includes a VPN 12. The VPN 12 may be a corporate, government,

association, or other organization’s telephone/data line ‘network. The VPN

service provider system 10 also includes access lines 13 from the VPN 12 to a

data network 14, such as the Internet, or an ATM network. The VPN service

provider system 10 also includes access lines 16 from the data network 14 to a

long distance phone company 1§, such as AT&T, MCI, or Sprint. The VPN

service provider system 10 also includes access lines 20 from the data network
14 to a called party 22, such as, for example, American Express reservations

service. The VPN service provider system 10 also includes access lines 24

from the data network 14 to a remote user terminal 26, such as a portable

computer in a hotel room. The user terminal 26 includes user application

software 28, which provides the interface for the user to enter the number to

be called, the user identification number, and the user’s authorization code.

The VPN service provider system 10 also includes VPN service provider

software 30, located in a switching control point (SCP) device 32, which, in the

preferred embodiment may be physically located anywhere. The SCP 32

connects to the data network 14 via access lines 36. One possible physical

location for the SCP 32 is on the premises of a local phone company central

switch building 34. However, even when located within the building 34, the

SCP 32 connects to the local phone company switches via the data network

14. The local phone company switches connect to the data network 14 via

access lines 38.

In an alternate embodiment, the VPN service provider software 30 and

the SCP device 32 may be located on the premises of an independent provider

of local phone service, or on the premises of an independent VPN service

provider.
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Referring now to Fig. 2, the application software 28 begins the data

transfer process in step 50. In step 52, the user is presented with a screen

display.

Referring now to Fig. 3, a screen display 100 displays the following

information requests: whether the call is a direct call 102 or a VPN call 104,

the number the user desires to call 106, the VPN user ID 108, and the user

password 110. The user is also presented with the option to make the call

112, or to quit 114.

Referring back to Fig. 2, in step 54 the user terminal sends to the SCP

32 the information captured through the graphical user interface (“GUI”) in

step 52 within a user network interface (“UNI”) setup message. In step 56 the

user terminal 26 waits for a connect message from the SCP 32. In step 58 the

user terminal 26 determines if a connection was made. If no connection was

made, then in step 60 the user application software 28 displays an error

message to the user, and returns to step 50 to begin again the data transfer

process.

If a connection was made, then in step 62 the user terminal 26 sends

the VPN user ID to the SCP 32. In step 64 the user terminal 26 waits for an

encryption key from the SCP 32. In step 66, having received the encryption

key from the SCP 32, the user application software 28 encrypts the user’s

password, and sends it to the SCP 32. In step 68 the user terminal 26 waits

for authentication of the user. In step 70 the user application software 28

determines if the SCP 32 authorizes the user to make the call.

If the user is not authorized, then in step 72 the user terminal 26

displays an error message, terminates the connection, blanks the screen

display 100, and returns to step 50 to begin again the data transfer process.

If the user is authorized, then in step 74 the VPN service provider software 30

sets up the billing, and authorizes it. In step 76 the user terminal 26 sends a

‘release”, meaning to terminate or disconnect the connection, to the SCP 32.

In step 78 the user terminal 26 sends a setup message to the number listed by

-4-
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the user as the “number to call”, that is, to the final destination. In step 80

the user terminal 26 waits for a connection. In step 82-the user terminal 26

determines if a connection was made.

If a connection to the final destination was not made, then the user

application software 28 returns to step 72, in which step the user terminal 26

displays an error message, terminates the connection, blanks the screen

display 100, and returns to step 50 to begin again the data transfer process.

If a connection to the final destination was made, then in step 84 the user

terminal 26 exchanges user data, services, and/or value added or user specific

applications with the computer at the address, that is, the telephone number,

of the final destination. In step 86 the user selects the option presented to

him to release, or terminate, the call. In step 88 the user terminal 26 sends a

release message to the final destination. In step 90 the data network 14

sends billing information to the SCP 32. In step 92 the application software

28 ends the data transfer process.

Fig. 4A and Fig. 4B are call flow diagrams, showing the sequence of

messages in the method of the preferred embodiment. These diagrams

present the same method as the flow chart of Fig. 2. The horizontal arrows

represent the messages sent and received. The vertical lines represent the

various devices involved in sending and receiving the messages. For example,

the top left arrow in Fig. 4A represents a message sent from the user terminal

26, labeled “Macintosh” in Fig.4A, to an interface with a public network. The

user terminal 26 can be any brand of a work station computer, a desktop

computer, a laptop computer, or even a notebook computer. The interface

could be any interface, but in the example of Fig. 4A and Fig. 4B, the

interface is imagined to be at a hotel, where a business traveler is using the

method of the present invention. Thus, the interface is labeled “Hotel ATM

Interface”, which is not shown in Fig. 1. The vertical line labeled “Public

ATM Network” is the same as the data network 14 in Fig. 1. The vertical line

labeled “Moe’s VPN Service” represents the VPN service provider software 30

-5-

308



309

WO 98/27783 PCT/IB97/01563

within the SCP 32. The vertical line labeled “Travel ATM Interface” is not

shown in Fig. 1, but is located between the called party 22 and the data

network 14. The vertical line labeled “Travel Service” is one example of the

called party 22 shown in Fig. 1. In the example of Fig. 4A and Fig. 4B, the

business traveler is imagined to be using the method of the present invention

to contact a travel service to make reservations for his next airline flight. In

Figs. 4A and 4B the designation “Ack” represents “acknowledge”, and the

designation “Cmp” represents “complete”.

Referring now to Fig. 5, the VPN service providerisofiware 30 begins

the data transfer process in step 300 by waiting for an event. The event it

waits for is a setup message on a signaling port of the SCP 32, to be received

from the user terminal 26. In step 302, having monitored the signaling ports,

and the SCP 32 having received a setup message, the VPN service provider

software 30 assigns a call condense block (“CCB”) to the setup message, based

on a call reference number. The CCB is a software data structure for tracking

resources associated with the call. The call reference number is a number,

internal to the SCP, for tracking calls. In step 304 the VPN service provider

software 30 compiles the connect message. In step 306 the VPN service

provider software 30 sends a connect message to the calling address, that is,

the hotel room from which the user is calling. In step 308 the VPN service

provider software 30 condenses, that is, it remains in a wait state for that

call.

Referring now to Fig. 5B, in step 310 the VPN service provider sofiware

30 waits for an event by monitoring the signaling ports of the SCP 32. After

the SCP 32 receives a connect acknowledge message from the user terminal

26, then in step 312 the VPN service provider sofiware 30 accesses the CCB,

based on the call reference number. In step 314 the VPN service provider

software 30 condenses.

Referring now to Fig. SC, in step 316 the VPN service provider software

30 waits for dialog on a data port of the SCP 32. After the SCP 32 receives a

—6-
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VPN ID on a data port, the VPN service provider software 30 verifies the VPN

ID in step 318. In step 320 the VPN service provider software 30 determines

if the VPN ID is valid. If the VPN ID is not valid, then in step 322 the SCP

32 sends a reject message over an assigned switch virtual circuit (“SVC”). The

SVC is a channel over the data network 14. In step 324 the VPN service

provider software 30 waits for dialog. In step 326, because the VPN ID is

valid, the VPN service provider sofiware 30 assigns an encryption key to the

user terminal 26, in step 328 sends the encryption key over the assigned SVC

to the user terminal 26, and in step 330 waits for dialog.

Referring now to Fig. 5D, in step 332 the VPN service provider sofiware

3O waits for dialog. When the SCP 32 receives the encrypted password from

the user terminal 26 at a data port, then in step 334 the VPN service provider

software 30 verifies the password, and determines in step 336 if the password

is valid. If the password is not valid, then in step 338 the SCP 32 sends a

reject message over the assigned SVC to the user terminal, and in step 340

waits for dialog. If the password is valid, then in step 342 the VPN service

provider software 30 assigns an authorization token to the user terminal 26,

in step 344 sends the token over an assigned SVC to the user terminal 26,

and in step 346 waits for dialog.

Referring now to Fig. SE, in step 348 the VPN service provider software

30 waits for an event. When the VPN service provider software 30 senses

that the SCP 32 has received on a signaling port a release message from the

user terminal 26, then in step 350 the VPN service provider sofiware 30

accesses the CCB, based on the call reference number of the user terminal 26,

in step 352 compiles a release complete message, in step 354 sends a release

complete message to the user terminal 26, and in step 356 condenses.

Referring now to Fig. 5F, in step 358 the VPN service provider software

30 waits for an event. When the VPN service provider software 30 senses

that the SCP 32 has received on a signaling port a third-party billing setup

message from the user terminal 26, then in step 360 the VPN service provider

-7-
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software 30 verifies the token just received from the user terminal 26, to

determine, in step 362, if it is the same token that the VPN service provider

software 30 sent to the user terminal 26 in step 34-4. If the token is not valid,

then in step 364 the SCP 32 sends a release message to the terminal 26, and-

in step 366 condenses. If the token is valid, then in step 368 the SCP 32

sends a modified third-party bi1]ing setup message to the data network 14,

and in step 370 condenses.

Although an illustrative embodiment of the invention has been shown

and described, other modifications, changes, and substitutions are intended in

the foregoing disclosure. Accordingly, it is appropriate that the appended

claims be construed broadly and in a manner consistent with the scope of the

invention.
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WHAT IS CLAIMED IS:

1. A computerized method of a virtual private network service

provider with third party billing, using a virtual private network to transfer

data over a data network to a final destination, the method comprising the

steps of:

a. prompting the user at a data terminal to select a destination,

password, and call type;

b. selecting a virtual private network through the data network;

giving an enu'yption key to the user, and then prompting the

user for a password and a user identification;

d. verifying the password, and providing an authorization code to

the user; and

e. allowing the user to transfer the data through the data network

to the final destination, using the authorization code.

2. The method of claim 1, wherein step (d) further comprises

negotiating for more bandwidth for the user, and including within the

authorization code a grant of additional bandwidth.

3. The method of claim 2, wherein step (c) further comprises

encrypting the usei’s password, and sending the user identification and the

encrypted password to the virtual private network service provider.

4. The method of claim 3, further comprising, after step (a), the step

of sending a set-up message to the data network.

5. The method of claim 4, further comprising, after step (c), the step

of the virtual private network service provider decrypting the encrypted

password.

6. An apparatus for providing a datalink connection from a user

terminal to a data network and to a virtual private network, with third party

billing, comprising:

a. an interface between the user terminal and the data network;
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b. a switching control point device connected to the data network,

the switching control point device connected to a computer; and

c. a computenreadable medium encoded with a method of using the

virtual private network and the data network, with third party

billing, the computer-readable medium accessible by the

computer.

7. The apparatus of claim 6, wherein the method comprises

negotiating for more bandwidth for the user, and including within an

authorization code a grant of additional bandwidth.

8. The apparatus of claim 7, wherein the method further comprises

encrypting a user’s password, and temporarily storing the user identification

and the encrypted password.

9. The apparatus of claim 8, wherein the method further comprises

sending a set-up message to the data network.

10. The apparatus of claim 9, wherein the method further comprises

decrypting the encrypted password.

11. A computer-readable medium encoded with a method of using a

virtual private network, with third party billing, the method comprising the

steps of:

a. prompting the user at a data terminal to select a destination,

password, and call type;

b. selecting a virtual private network through the data network;

c. giving an encryption key to the user, and then prompting the

user for a password and a user identification;

d. verifying the password, and providing an authorization code to

the user; and

6. allowing the user to transfer the data through the data network

to the final destination, using the authorization code.

-10-
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12. The computer—readable medium of claim 11 wherein step ((1)

further comprises negotiating for more bandwidth for the user, and including

Within the authorization code a grant of additional bandwidth.

13. The computer-readable medium of claim 12 wherein step (c)

further comprises encrypting the user’s password, and sending the user

identification and the encrypted password to the virtual private network

service provider.

14. The computer-readable medium of claim 13 further comprising,

after step (a), the step of sending a set-up message to the data network.

15. The computer-readable medium of claim 14 further comprising,

after step (c), the step of the virtual private network service provider

decrypting the encrypted password.

16. An apparatus for providing a datalink connection from a user

terminal to a data network and to a virtual private network, with third party

billing, comprising:

a. means for prompting a user at the data terminal to select a

destination, password, and call type;

b. means for selecting the virtual private network through the data

network;

c. means for giving an encryption key to the user, and then

prompting the user for a password and a user identification;

d. means for verifying the password, and providing an authorization

code to the user; and

e. means for allowing the user to transfer data through the data

network to a final destination, using the authorization code.

17. The apparatus of claim 16, further comprising means for

negotiating for more bandwidth for the user, and including within the

authorization code a grant of additional bandwidth.

-11-
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18. The apparatus of claim 17, further comprising means for

encrypting the user’s password, and sending the user identification and the

encrypted password to the virtual private network service provider.

19. The apparatus of claim 18, further comprising means for sending"

a set-up message to the data network.

20. The apparatus of claim 19, further comprising means for

decrypting the encrypted password.

-12-
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Over-the-air re-programming of radio transceivers

This invention relates to radio transmitter/receivers and in particular it

relates to a method of re-programming radio transmitter/receivers over-the -

air.

A radio transmitter/receiver (transceiver) such as a radiotelephone is

designed for operation with particular types of networks such as GSM 900

or DCS 1800. Intended use of the radiotelephone with a particular

network(s) in a restricted geographical area, however, requires that the

telephone be configured so as properly to communicate with the particular

network (8). The user of a radiotelephone will usually have a telephone

which has been configured for communication with a so called “home

network”. The home network is the local network usually most used by the

subscriber.

The area within which a user of e.g. a GSM radiotelephone may operate,

however, is considerable and is not limited to the home network but may be

used on many other networks throughout the world. Use of a handset

outside the home network is known as “roaming”.

When the radiotelephone is to be used in roaming it is often necessary for it

to have a configuration different to that for use with the home network. It is

possible for re-configuration of radio transmitter/receivers to be effected by

means of signals received across the air interface.

330



331

2

It is also convenient for the radio to be re-configurable over the air interface

so as to support different types of communication and user applications e.g.

addition of address book manager, whether or not it is located in the home

network.

Over the air re-programrning of radio receivers is well known in the art and

reference may be made to US patent 5 381 138 for example. The capability

to obtain programming data from a network is particularly useful for a

roaming radio transmitter/receiver.

When beginning operation in an area for which the radiotelephone is not

configured and it is required to download the data for reconfiguration from

one of the available networks, a communication link must first be

established with the network of interest. It has been proposed that a pilot

channel be established in all areas from which the roaming radiotelephone

may obtain the data necessary for reconfiguration.

A pilot channel of this type, however, will require a relatively large

bandwidth to allow a sufficiently fast transfer of the data required.

According to the invention there is provided a method of downloading

reprogramming data from a network for installation in a radio

transmitter/receiver comprising initial communication from a first dedicated

_ channel of relatively small bandwidth broadcasting at least the frequency

and radio access parameters of a second channel of relatively large

bandwidth from which reprogramming data may be downloaded.
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Examples of the invention will now be described in more detail with

reference to the accompanying figures in which

figure 1 Illustrates the logical structure of the bootstrap channel

figure 2 Is a flow diagram of a reconfiguration process

figure 3 Is a flow diagram of an alternative reconfiguration process

A roaming radio transmitter/receiver (mobile) is located in a region served

by one or more networks and the user wishes to communicate with a

network from which he can obtain reprogramming data and subsequently

begin communicating with the network in the communication mode

selected.

A pilot channel broadcast is maintained in the region and contained in the

pilot channel broadcast there is at least sufficient information for the mobile

to connect to a second channel which we shall call the bootstrap channel.

Conveniently the pilot channel will be broadcast in all regions over a

standardised radio interface. Only a small bandwidth is required for the pilot

channel because of the small amount of information contained in the

broadcast.
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The small bandwidth requirement makes the task of standardisation much

easier with respect to the pilot channel. The wider bandwidth channels are

more conveniently assigned locally for ease of implementation.

The Pilot Channel (P_CH ) broadcasts a list of sets of parameters

corresponding to networks available in the region. The mobile receives the

network transmission through the P_CH. If the existing configuration of

the mobile is matched to the available regional radio schemes, then a second

channel the bootstrap channel (B_CH) is logically mapped onto the selected
transmission mode. The base station and mobile exchange information over

this dedicated logical channel.

The Bootstrap channel is logically mapped on top of one of the default

modes of the terminal; a mapping of a logical B__CH onto the physical GSM

channel for instance may be implemented. Once the mapping has been

effected the terminal may download data from the base station. The

bootstrap channels provided by each operator may accommodate differing

services with regard to the applications available for downloading.

The flow diagram shown at fig 3 depicts a reconfiguration procedure.

When the mobile is switched on, it reads the Pilot Channel broadcast. The

mobile must be configured to support the (standardised) radio interface of

the Pilot Channel. The Pilot Channel carries local radio parameters

(standards supported in the regional environment in which the mobile is

located). After processing the received information, the mobile
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communicates with the base station through the Bootstrap Channel,

provided that the mobile has the minimum resources required by its local

radio environment. Prior to the change of channel, P_CH to B_CH, a

logical mapping of the Bootstrap Channel is performed within the mobile on

the selected air interface.

When operation on a local B_CH transmission has been established, the

user may wish to change some properties or the performance of his mobile

and can request supply of the desired services fi'om the network. If no

changes are'required then the mobile adopts the default transmission mode

in stand-by and releases the allocated B_CH.

If the user requests a change then communication between the base station

and mobile is maintained for the exchange, the nature of which will depend

onthe capabilities of both mobile and network. At least 3 conditions can

affect the nature of this information exchange.

Firstly, the mobile may not be able to support the required software. Where

the mobile is not able to support the required software, no communication

channel is available to the mobile from the existing network resources and

use ofthe mobile within the region will therefore not be possible.

- _ Secondly, the required software may be stored already in the mobile’s

memory. In this situation there is no need to download a software module

but the allocated B_CH connection is maintained for further operations as

described.
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Thirdly, the software module required to support a different type of

communication or user application may need to be downloaded from the

base station. Where the download of a software module is required, initially

a selection script is downloaded to the mobile followed by downloading and

installation of the required software.

When the installation of the required software into the mobile has been

completed, the mobile signals to the network the achievement of correct

reconfiguration. On receipt of the “correct reconfiguration” signal from the

mobile details of the mobile identity and its present configuration are

entered on the network database (to license the product for instance) .

With reference to figure 1, the logical structure of the bootstrap channel will

include 2 logical sub—channels : a download channel and a signalling control

channel (S__CH). The signalling control channel assists in the reduction of

errors in transmission so as to allow correct software download.

In the above example, the first channel, the Pilot Channel, is standardised

and the mobile must be configured to support the radio interface for the

Pilot Channel. The second (bootstrap) channel may be subject to local

definition through logical mapping on a local transmission mode e.g. GSM,

DECT and the mobile is not initially configured to support the radio

interface for the bootstrap channel..
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An example of a method of reprogramming providing greater flexibility will

now be given. In this example the mobile is configured to support the radio

interfaces for both the first, dedicated relatively small bandwidth (Pilot)

channel and the second relatively large bandwidth (bootstrap) channel. That

is to say that when the mobile is switched on in most and preferably all

regions, the network can communicate with the mobile via both pilot and

bootstrap channels.

In order for the mobile always to have the appropriate radio interface for the

bootstrap channel then this channel would need also to be standardised (in

addition to the Pilot Channel). The parameters of the bootstrap channels

provided in different regions may have local variations in terms of e.g.

allocated frequency, data rate and available user applications.

With reference to figure 3 which is a flow diagram of the reconfiguration

process for this example, the mobile when switched on reads the Pilot

Channel broadcast. The allocated frequency and radio resource parameters

for the bootstrap channel contained in the pilot channel broadcast are

processed and any required logical mapping effected. After processing the

received information, the mobile commmiicates with the base station

through the Bootstrap Channel.

The/condition likely to be experienced in the previous example whereby the

mobile is not able to support the required software and no communication

channel is available to the mobile from the existing network resources does

not apply in this arrangement. The communication via the bootstrap
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- channel allows the request for and supply of the software module necessary

to establish communication with the network. The transfer to the bootstrap

channel does not depend on the existing configuration of the mobile since

the bootstrap channel is standardised in this example and the mobile is

equipped to interface, via the pilot channel, with the bootstrap channel.

The services and structure offered by the Bootstrap Channel are common for

both of the above examples, however, the requirements on the terminals and

networks differ.

The bootstrap channel will provide the following services by means of over

-the-air (OTA) reconfiguration :

capability Exchange - the terminal provides some information to the

network on its current configuration and capabilities.

module Selection : at this stage the user specifies the software that his

terminal requires to download. This operation could be compared to an

installation script.

data download : transfer of the data. In some cases software code will have

to be downloaded whilst in other cases the software may already be

implemented in the mobile. In the latter case, a set-up mechanism would be

sufficient to initiate the reconfiguration.

Once the mobile and the base station are synchronised on the bootstrap

channel, information exchange can begin.
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Claims

1. A method of downloading reprogramming data from a network for

installation in a radio transmitter/receiver comprising initial communication

from a first dedicated channel of relatively small bandwidth broadcasting at

least the frequency and radio access parameters of a second channel of

relatively large bandwidth fiom which reprogramming data may be

downloaded.

2. A method of downloading reprogramming data fiom a network as in

claim 1 where first, dedicated relatively small bandwidth channel has a

standard radio interface common to many network locations.

3. A method of downloading reprogramming data from a network as in

claim 2 where second relatively large bandwidth channel has a standard

radio interface common to many network locations.

4. A method of downloading reprogramming data from a network as in

claims 1 to 3 where first, dedicated relatively small bandwidth channel

broadcasts a list of sets ofparameters corresponding to networks available

in the region.

5. A method of downloading reprogramming data from a network as in

claim 1 where the radio transmitter/receiver is configured to support the

radio interfaces for both the first, dedicated relatively small bandwidth

channel and the second relatively large bandwidth channel.
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Description

FIELD OF THE INVENTION

This invention is related to the field of data communications, and more particularly to a method and means for
establishing an automatic reconfiguration of a user terminal among alternative tasks.

BACKGROUND OF THE INVENTION

With the increasing popularity of personal computers over the last several years has come a striking growth in
transaction-oriented computer-to-computer communications (as opposed to bulk-data transfers among such comput-
ers). For convenience herein such transaction-oriented computer-to-computer communications will be described by the
shorthand term “information transaction”. That growth in the use of computers for such information transactions has
unquestionably been fueled by the existence of an international infrastructure for implementing such data communica-
tions, known as the Internet. And, driven bythe burgeoning demand for such information transaction services, the Inter-
net has itself experienced explosive growth in the amount of traffic handled.

At least partly in response to that demand, a new level of accessibility to various information sources has recently
been introduced to the Internet, known as the World Wide Web (“WWW”). The WWW allows a user to access a uni-
verse of information which combines text, audio, graphics and animation within a hypermedia document. Links are con-
tained within a WWW document which allow simple and rapid access to related documents. Using a system known as
the HyperText Markup Language (“HTML'), pages of information in the WWW contain pointers to other pages, those
pointers typically being a key word (commonly known as a hyperlink word). When a user selects one of those key
words, a hyperlink is created to another information layer (which may be in the same, or a different information server),
where typically additional detail related to that key word will be found.

In order to facilitate implementation of the WWW on the Internet, new software tools have been developed for user
terminals, usually known as Web Browsers, which provide a user with a graphical user interface means for accessing
information on the Web, and navigating among information layers therein. A commonly used such Web Browser is that
provided by Netscape.

The substantial growth in the use of computer networks, and particularly the WWW, for such information transac-
tions, has predictably led to significant commercialization of this communications medium. For example, with the WWW,
a user is not only able to access numerous information sources, some public and some commercial, but is also able to
access “catalogs" of merchandise, where individual items from such a catalog can be identified and ordered, and is able
to carry out a number of banking and other financial transactions. As will be obvious, such commercial transactions will
typically involve sensitive and proprietary information, such as credit card numbers and financial information of a user.
Thus, with the growth of commercial activity in the Internet, has also come a heightened concern with security.

It is well known that there are persons with a high level of skill in the computer arts, commonly known as “hackers",
who have both the ability and the will to intercept communications via the Internet. Such persons are thereby able to
gain unauthorized access to various sensitive user information, potentially compromising or misappropriating such
information.

The vulnerability of such sensitive user information to misuse when so transmitted via the Internet is a phenomena
which has only recently received wide public attention. Unless such security concerns can be quickly addressed and
alleviated, the commercial development of this new communications medium may be slowed or even stalled altogether.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the invention to provide an acceptable level of security for sensitive or proprietary infor-
mation associated with information transactions in a public network, such as the Internet. That object is realized through
an arrangement whereby an on-Iine information transaction is bifurcated between a generalized information access
portion of such a transaction and an exchange of sensitive user information. With such a bifurcation, the generalized
information access portion of the transaction, which generally would constitute the more substantial (in terms of net-
work resources) portion of the transaction would be handled via a non-secure network, usually a public network such
as the Internet. The portion of the transaction involving sensitive user information, on the other hand, would be handled
by a separate secure connection, such as a private network, or intranetwork. An important characteristic of this bifurca-
tion arrangement is the provision of a means for automated reconfiguration of a user terminal as between accessing
the generalized information via the non-secure network and access to the secure communications network for the
exchange of sensitive user information. Such an automated reconfiguration will be carried out without the necessity for
any action on the part of the user, and indeed will be largely im/isible to the user. In a further embodiment of the inven-
tion, a transfer of data is provided from a public to a private network, wherein data selected by a user from a public net-
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work site may be arranged and displayed at a user terminal and, subject to further user selection/confirmation activity,
thereafter transferred to a private network.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 depicts an illustrative case of information transactions carried out via a public network such as the Internet.
Figure 2 shows the architecture of a browser as would typically be applied for accessing a hypermedia web page.
Figure 3 illustrates the primary elements of the reconfigurable dual-path method of the invention.
Figure 4 depicts in flow chart form the basic jump capability of the methodology of the invention.
Figures 5A & 5B (generally designated collectively herein as "Figure 5") depict in flow chart form the "shopping

cart" capability of the methodology of the invention.
Figure 6A & GB (generally designated collectively herein as "Figure 6") depict in flow chart form the stored config-

uration capability of the methodology of the invention.
Figure 7A & 73 (generally designated collectively herein as "Figure 7") depict in flow chart form the off-line form

capability of the methodology of the invention.

DETAILED DESCRIPTION

For clarity of explanation, the illustrative embodiment of the present invention is presented as comprising individual
functional blocks. The functions these blocks represent may be provided through the use of either shared or dedicated
hardware, including, but not limited to, hardware capable of executing software.

Figure 1 depicts an illustrative case of information transactions carried out via the Internet. As seen in the figure.
an exemplary user obtains access to the Internet by First connecting, via a Terminal 110 having an associated Browser
111, to an Internet Service Provider 112 selected by the user. That connection between the user and the Internet Serv-
ice Provider will typically be made via the Public Switched Telephone Network (PSTN) from a modem associated with
the user's Terminal to a network node in the Internet maintained by the selected Internet Service Provider.

Once the user has obtained access to the selected Internet Service Provider, an address is provided for connection
to another user or other termination site and such a connection is made via the Internet to that destination location. As

can be seen from thefigure, communication via the Internet may be either user-to-user, as from Terminal 110 to Termi-
nal 130, or from a user to a node representing an information source accessed via the Internet, such as Public Site 120.

It will of course be understood that the Internet provides service to a large number of users and includes a large
number of such Public Sites, but the illustration provides the essential idea of the communication paths established for
such Internet communication. It will also be understood that a number of service classifications are supported by the
Internet, with the World Wide Web service, which represents a preferred embodiment for the public network aspect of
the method of the invention, being one of the currently most heavily trafficked of such services.

The Web Browser, such as depicted at 111, can be seen as a software application operating in conjunction with a
user terminal (such as Terminal 110) which provides an interface between such a user terminal and the particular func-
tionality of the WWW information site. The architecture of such a browser is generally described in terms of three main
components, as illustrated in Figure 2. At the top level is the Browser 201, which enables the acquisition of information
pages from a WWW server (beginning, in all cases, with the “home page" for that server), for display at a display device
associated with the terminal. The Browser also provides the necessary interface for the terminal with the HTML func-
tionality used by the server to provide access to other linked information layers.

The second level of the browser architecture is the TCP/IP Stack 202, which handles the communications protocols
used for connecting the terminal to the WWW server. The bottom level of this architecture is the Dialer 203, which typ-
ically handles the function of providing dialing and setup digits to a modem, as illustrated at 204, such a modem gener-
ally being a part of the terminal. Normally, upon receiving dialing and other setup information from the dialer, the modem
would cause a connection to be made via the PSTN to the Internet Service Provider selected for that terminal.

After a connection is established in this manner to the Internet Service Provider, an address would be provided for
the WWW information node sought to be contacted, a connection to that node made through the Internet, and the home
page for that node caused to be displayed at the terminals display device. A user would then select a key word in that
home page, typically by clicking on the word with a mouse or similar device, and, upon transmission of that selection
signal to the WWW server, a hyperlink would be created to the linked information layer and the open page of that layer
would be caused to be displayed at the user terminal.

As explained above, serious questions have been raised in respect to the security of communications via the public
Internet. (Note, that the discussion herein is focused on the Internet, and particularly the WWW functionality of the Inter-
net, as a preferred embodiment of such public data communication networks generally, but the methodology of the
invention will be applicable to any such network.) To address this problem, the methodology of the invention begins with
a bifurcation of the information transaction between a user and the selected information transaction provider into a por-
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tion related to sensitive or proprietary user information, and other information comprising that transaction. With such a
bifurcation, it becomes possible to provide substantial security for that proprietary information by use of an alternative
communications path for that separated portion of the transaction via a private network, or intranetwork -- i.e., a con-
nection between a user‘s terminal and a secure serving node on that private network. It is anticipated that a coordina-
tion means will be established in respect to the management of information among the public and private network
elements of the bifurcated information transaction.

In its basic form, this methodology may be carried out by the user terminal initiating a call via the Internet to a
selected WWW node, and upon establishing connection to that node, proceeding with the desired information transac-
tion up to the point where an exchange of sensitive or proprietary information were required. At that point the user ter-
minal would be instructed by the WWW server to terminate that connection (Le., hangup) and to place a new call to an
identified private network server for the necessary exchange of sensitive information.

However, in order to accomplish such a dual-path transaction, it is necessary that the browser at the user terminal
be reconfigured to provide the dialing, authorization (i.e., login and password), and other needed information for
accessing the alternative private network, in order to implement the proprietary portion of the transaction. It will also
usually be the case that, upon completion of that private-networktransaction, the original dialer, stack and browser con-
figurations will need to be restored, in order for the terminal to retain its normal Internet access functionality. Such a
reconfiguration and subsequent restoral of the necessary parameters in the browser, stack and dialer is likely to be well
beyond the capabilities of the average user.

Accordingly, as a further embodiment of the inventive methodology, an automated browser reconfiguration means
is provided which interoperates with the browser. This browser reconfiguration means is described in detail hereafter
and will be referred to as the "Bridging Software".

Figure 3 provides an illustration of the primary elements of the reconfigurable dual-path method of the invention.
As seen in the figure, a first path comparable to the Internet link shown in Figure 1, between User Terminal 301 and
WW Serving Node 330 (via Browser 302, Modern 303, Internet Service Provider 310, and Internet 320) is provided.
However, an alternative path is now provided from the output of Modem 303 to Private Server 350. That path is illus-
trated as being via the PSTN, which is generally regarded as being highly secure, but an alternative dedicated or other
more-secure path between the User Terminal 301 and the Private Server 350 could as well be provided. In keeping with
the discussion above, Browser 302 shown in Figure 3 would also include the Bridging Software installed as a helper
application for implementing the automatic reconfiguration of the Browser.

In the operation of this system, a user would normally make an initial connection to an Internet application, such as
the application represented by W Serving Node 330, which, e.g., might be a shopping application, afinancial trans-
action, or the provision of an enrollment form for off-line preparation. After conducting all, or some portion of an infor-
mation transaction short of an exchange of sensitive or proprietary information, including a capture by the user's
terminal of needed information from the public site, a user provides a signal indicative of an end to that portion of that
transaction. During the course of the public portion of the information transaction, specially configured files are sent
from the WWW serving node to the Bridging Software associated with Browser 302. Such files contain instructions for
the Bridging Software to store information-like products -- e.g., for selected items from a catalog, forms for enrollment,
or non-secure portions of a financial transaction, and reconfiguration information for dialing and logging into the private
portion of the transaction. The Bridging Software then hangs up the Internet connection, edits the user terminal‘s
browser, stack and dialer files to reconfigure the terminal to connect to the private server. Prior to automatic redialing
of the new private site for the user, the Bridging Software may be instructed by the application operating at W
Server Node 330 to display items chosen for purchase, or to display a form for the end-user to complete off-line before
dialing the private application. Upon connecting to the private application and completing the transaction as to the user
sensitive information in a private environment, the Bridging Software then restores the end-user software to the dialing
and authorization parameters required to dial to the public Internet.

A particularly advantageous application of the automated reconfiguration and information transfer methodology of
the Bridging Software is that it adds value to certain WWW servers which do not possess the Common Gateway Inter-
face (“CGI”) capability -- i.e., a provision of specialized functions on the server beyond just displaying HTML files, and
are accordingly unable to accomplish any transactional processing in respect to items selected by a user. In effect, such
a non-CGI server, on its own, can only serve as a ”billboard” for the items represented in its database.

However, with the collection and redelivery process of the Bridging Software, a data capture and processing mech-
anism can be implemented for servers operating in a non-CGI environment -- such servers being incapable of more
than the simple delivery of static data packets corresponding to available items. The data set enabled by the Bridging
Software is a mechanism for augmenting such limited sewer capabilities by defining a flexible mechanism for the
receipt, display, and delivery of arbitrary data from one site to another.

In such a scenario, the Bridging Software receives a “shopping cart" item list from the host as a data-set defined
with a static MIME data packet associated with the Bridging Software. This information comprising the data-set may be
updated, displayed to the user in a "read-only” fashion, or presented to the user for order selection.
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During the process of interacting with the WWW server, a user may trigger HTML links resulting in additional MIME
packets for the Bridging Software being delivered to the client. These packets allow items to be added and/or removed
from the specified data set or presented to the user for local confirmation. The user will interact with a pop-up screen
provided by the Bridging Software which presents the items available with product information, such as part number,
description, unit cost, etc. The user identifies those items which are to be placed into the “shopping cart" and the quan-
tity of items desired. Upon completion of the form, the Bridging Software stores the order in a format suitable for sub-
sequent delivery to the private server site.

An additional feature provided by the methodology of the Bridging Software is an automated mechanism for provid-
ing compatibility with user terminals not previously having the Bridging Software included with the terminal's browser.
To that end, the Bridging Software located at an accessed public network site initially checks to see if the browser coun-
terpart for that software is loaded at the calling user terminal. If yes, the heretofore described processes of the Bridging
Software go forward. If not however, a request is sent through the public host to download the Bridging Software to the
calling terminal. After such a download, a helper application loads the Bridging Software to the terminal‘s browser.

I. Illustrative Embodiments

A variety of browser reconfiguration applications are supported by the automated browser reconfiguration means
of the invention. Four essentially diverse capabilities of this invention, which support such applications, are described
hereafter as illustrative embodiments of the invention.

A. Basic Jump Capabilities

In this configuration, which is illustrated in flow chart form in Figure 4, an end-user is connected to a chosen WWW
serving node (where a desired information product is made available) via a modem and an Internet browser associated
with the user's terminal (Step 401 of Figure 4). After conducting an information transaction with the selected WWW
serving node for some interval (determined in relation to the specific application accessed), the user clicks on a hyper-
text link, or picture, to begin an automated process which will cause that public session to be terminated and a new con-
nection established to an alternate private data network (Step 402).

In response to that user action, a data message containing parameter reconfiguration instructions is passed from
the WWW server application to the Bridging Software at the user's terminal (Step 403). Upon receiving such instruc-
tions, the Bridging Software edits the user‘s on-Iine communications software parameters, reconfiguring that software
to dial the alternate data network (Step 404). This reconfiguration is fully automatic and transparent to the user, and
includes parameters such as modern dial number, login, password, and TCP/IP addresses. At that point, the Bridging
Software causes the modem to disconnect the current data network connection, shutting down the browser, and to then
dial the alternate private data network (Step 405).

With the establishment of a connection to the private server on the alternate data network, the user interacts with
the alternate data network application as appropriate (Step 406), and after an interval completes his activity with the
alternate data network and provides an indication of such completion (Step 40'0. A data message containing parame-
ter reconfiguration instructions is then passed from the alternate data network application to the Bridging Software
(Step 408).

At that point, the Bridging Software again edits the user‘s on-Iine communications software parameters, reconfig-
uring them to dial the original public data network, or another preselected network (Step 409). As with the first recon-
figuration, this configuration is automatic and includes parameters such as modem dial number, login, password, and
TCP/IP addresses. The Bridging Software automatically causes the current private data network to be disconnected by
the modem (Step 410), and if appropriate, causes the original public data network to be redialed (Step 411). When
such a reconnection to the public data network is established, the end-user would then continue his application in the
public data network.

B. “Shopping Cart” Capabiligy
 

With this configuration, illustrated in flow chart form in Figure 5, a user begins by establishing a connection to a
WWW application (assuming for the moment that the application is non-CGI enabled) at a serving node for that appli-
cation, using the Internet browser and modem associated with the user‘s terminal (Step 501 of Figure 5). Upon finding
an item in that application to be saved, or remembered for later consideration, or purchase, the user clicks on a hyper-
text link, or picture, representing that item (Step 502). That application then sends a data message to the Bridging Soft-
ware containing information about the items selected (Step 503) and such information is stored by the Bridging Soft-
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ware in the “shopping cart"file in the user's terminal (Step 504). Such selection download and storage steps (i.e., steps
502, 503 & 504) are repeated for as many items as the user chooses to select. At any point after the Bridging Software
has received the first set of item selection information, the user can instruct the Bridging Software to cause those
selected items about which such information has been received to be displayed locally (at the user's terminal), where
the user may review or edit (including deletion if desired) the collection of items theretofore selected. The application
may also control display characteristics such as color and font for such locally displayed items. Note that in the case of
a CGl-enabled application, the application itself will keep track of the items selected by the user and only download the
totality of the selected items at the end of the selection process, and accordingly, the described local display option will
not be applicable to such a CGl-enabled application.

At the point of completion of his “shopping”, the user clicks on a hyper-text link or picture to “check out" (Step 505),
which will begin a process of causing a jump to an alternate data network for the completion of sensitive portions of the
transaction. To that end, a data message containing parameter reconfiguration instructions is passed from the WWW
application to the Bridging Software (Step 506). It is to be noted that, as a security measure, information such as the
new dial number, IP address, home page, configuration data (9.9., login, password, DNS address) may be passed over
the public network in encrypted form.

Upon receiving such reconfiguration instructions, the Bridging Software edits the user's on-line communications
software parameters, reconfiguring that software to dial the alternate data network (Step 507). This reconfiguration is
fully automatic and transparent to the user, and includes parameters such as modem dial number, login, password, and
TCP/IP addresses. At that point, the Bridging Software causes the modem to disconnect the current data network con-
nection, shutting down the browser, and to then dial the alternate data network (Step 508).

The Bridging Software passes the stored “shopping cart” data captured from the WWW application to the alternate
network application (Step 509), where that data may be displayed for the user, permitting the user to confirm and/or
modify the data (Step 510). The user interacts with the alternate data network application as appropriate, and after an
interval completes his activity with the alternate data network (Step 511) and thus, by providing an appropriate comple-
tion signal to the application, completing the private portion of the information transaction (Step 512). A data message
containing parameter reconfiguration instructions is then passed from the alternate data network application to the
Bridging Software (Step 513).

The Bridging Software, at this point, again edits the user's on-line communications software parameters, reconfig-
uring them to dial the original (or another predefined) data network (Step 514). As with the first reconfiguration, this
configuration is automatic and includes parameters such as modem dial number, login, password, and TCP/IP
addresses. The Bridging Software automatically causes the current private data network to be disconnected by the
modem (Step 515), and if appropriate, causes the original public data network to be redialed (Step 516). When such a
reconnection is established to the point in the public data network where the user had left off to handle the secured
aspects of his information transaction, the user would then continue his application in the public data network.

C. Stored Configuration Capabilities

For this configuration, depicted in flow chart form in Figure 6, an end-user is connected to a chosen WWW serving
node (where a desired information product is made available) via a modem and an Internet browser associated with the
user's terminal (Step 601 of Figure 6). The user selects a hypertext link or picture associated with the WWW application
by clicking on such link or picture (Step 602). A data message containing parameter reconfiguration instructions and an
application icon (related to the selected hypertext link or picture) is passed from the WWW application to the Bridging
Software (Step 603).

The Bridging Software creates an icon for display at the user's terminal, and saves a Bridging Software configura-
tion file that is associated with that icon (Step 604). Such Bridging Software actions are automatic and multiple selec-
tions may he captured in this manner. At this point the user may continue the on-line session. or, if all desired selections
have been made, a signal is provided from the user that the session should be discontinued (Step 605). The Bridging
Software then automatically disconnects the current data network connection (Step 606).

After disconnecting from the WWW application, and following an interval determined by the user, a new application
is selected by the user by clicking on the appropriate new icon displayed atthe user's terminal (Step 60E. The Bridging
Software receives the reconfiguration instructions from the file associated with the selected icon (Step 608).

The Bridging Software edits the user's on-line communications software parameters, reconfiguring that software to
dial the alternate data network (Step 609). The Bridging Software then automatically starts the user's Internet browser
software and causes the alternate network application to be dialed by the modem associated with that terminal (Step
610). Upon establishing a connection to the alternate network. the user interacts with that application and completes
the transaction to the user's satisfaction (Step 611). After a signal is sent to the alternate network indicating such com-
pletion of the user's activity (Step 612), a data message containing parameter reconfiguration instructions is passed
from the alternate data network application to the Bridging Software (Step 613). That Software then causes the user's
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terminal configuration parameters to be reset (Step 614) and the alternate data network to be automatically discon-
nected (Step 615).

D. Off-Line Form Capability

In this configuration, depicted in flow chart form in Figure 7, an end-user is connected to a chosen WWW sewing
node (where a desired information product is made available) via a modem and an Internet browser associated with the
user's terminal (Step 701 of Figure 7). The user selects a hypertext link or picture associated with an off-line form appli-
cation -- an exemplary such form being an HTML-based form -- by clicking on such link or picture (Step 702). A data
message containing parameter reconfiguration instructions for the Bridging Software, the selected off-Iine-form appli-
cation, and an optional icon (related to the selected hypertext link or picture) is passed from the WWW application to
the Bridging Software (Step 703). Note that the selected off-line form may be for either single or multiple use.

In the case of a delayed or multiple use of the selected form, the Bridging Software may create an icon for display
at the user's terminal, and will save a Bridging Software configuration file that is associated with that icon (Step 704).
The form in question is also saved on the user's terminal. Such Bridging Software actions are automatic. At this point
the user may continue the on-line session, or, if all desired selections have been made, a signal is provided from the
user that the session should be discontinued (Step 705). The Bridging Software then automatically disconnects the cur-
rent data network connection (Step 706).

After disconnecting from the WWW application, two cases are to be considered as to the further processing of the
selected form: (1) an immediate single use of the form and (2) either a delayed or multiple use of the form. In the first
case, the Bridging Software edits the user‘s on-line communications software parameters, reconfiguring that software
to dial the alternate data network. The Bridging Software then automatically starts the user's Internet browser software
which is caused to display the off-line form. The user then completes the off-line form and chooses a "Submit Form"
button displayed at his terminal.

In the second case, the Bridging Software will have created an icon for display at the user's terminal and saved a
Bridging Software configuration file associated with that icon. Following an interval determined by the user, the off-line-
form application is started by the user by clicking on the new form icon displayed at the user's terminal (Step 707). The
Bridging Software receives the reconfiguration instructions from the file associated with the selected icon (Step 708).

The Bridging Software edits the user‘s on-line communications software parameters, reconfiguring that software to
dial the alternate data network (Step 709). The Bridging Software then automatically starts the user's Internet browser
software which is caused to display the off-line form (Step 710). The user then completes the off-line form and chooses
a "Submit Form" button displayed at his terminal (Step 711).

In either the first or second case, following activation of the 'Submit Form" button, the alternate network application
is then caused to be dialed by the Bridging Software. Upon establishing a connection to the alternate network, the form
data is passed to the alternate network (Step 712). The user then interacts with that application and completes the
application (Step 713). After a signal is sent to the alternate network indicating such completion of the user's activity
(Step 714),a data message containing parameter reconfiguration instructions is passed from the alternate data network
application to the Bridging Software (Step 715). That Software then causes the user's terminal configuration parame-
ters to be reset (Step 716) and the alternate data network to be automatically disconnected (Step 717).

CONCLUSION

A system and method has been described for the automatic switching of an information transaction between two
or more alternate networks. This functionality, which incorporates a reconfiguration means designated herein as the
Bridging Software, supports the movement of application specific data from one on-Iine environment to another. Among
potential applications of this process for passing data between different environments are: selected items for purchase
(“shopping cart"), captured data from forms, and other server captured data such as web pages visited.

The Bridging Software reconfiguration means is intended to work with various Web Browser software implementa-
tions, including the Netscape Personal Edition (NPE) Software for Windows 3.1 and 3.11, and which represents a work-
ing embodiment for the invention. The Bridging Software installs itself as a helper application within the browser
application and utilizes a special MIME type configuration file to pass reconfiguration and “shopping cart" information
from the server to the client software.

When an application requires a user to re-connect to a private application, a reconfiguration file is passed to the
Bridging Software helper application via a CGI script or simple hyper-text link. The helper application disconnects the
current data connection, reoonfigures the dial parameters (dial #. login password, DNS address, and home page) and
initiates the dial program so the end-user can access the private application.

When the end-user connects to the private application, the Bridging Software reconfiguration means provides the
new “private server” application with data collected from the ”public server", and the application resumes in a private,
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secure environment.

The Bridging Software allows both short term and long term storage of dial configurations. Configurations passed
to the Bridging Software can be designated as single use configurations and discarded after the application has termi-
nated, or saved and displayed to the end-user as a dial choice by the Bridging Software.

Although the present embodiment of the invention has been described in detail, it should be understood that vari-
ous changes, alterations and substitutions can be made therein without departing from the spirit and scope of the inven-
tion as defined by the appended claims. In particular, it is noted that, while the invention has been primarily described
in terms of a preferred embodiment based on an automatic reconfiguration between a public and a private data net-
work, any the methodology of the irwention will be equally applicable to any set of alternate networks.

Claims

1. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;
receiving information from said serving node in said first data network for effecting a reconfiguration of said
communications path for said transaction from said first connection in said first data network to a second con-
nection in a second data network; and
automatically connecting said terminal device to a serving node in said second data network via said second
connection.

2. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;

selecting at least one information item from a data base of said information items provided at said serving node
in said first data network;

causing said selected information items to be downloaded to said terminal device via said first connection;
receiving information from said serving node in said first data network for effecting a reconfiguration of said
communications path for said transaction from said first connection in said first data network to a second con-
nection in a second data network; and

automatically connecting said terminal device to a serving node in said second data network via said second
connection.

3. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;
identifying at least one data network application from a data base of said data network applications provided
at said serving node in said first data network;
receiving information from said serving node in said first data networkfor reconfiguring said terminal device for
implementation of a communication path via an alternate connection between said terminal device and at least
one of said identified data network applications in a second data network; and
in response to a selection signal from a user, automatically connecting said terminal device to a selected one
of said identified data network applications via said alternate connection.

4. A method for managing a transaction via a communications path between a terminal device and a serving node in
a data network, said method comprising the steps of:

establishing an initial communications path via a first connection between said terminal device and a serving
node in a first data network;

selecting an off-line form application from a data base provided at said serving node in said first data network;
receiving information from said serving node in said first data networkfor reconfiguring said terminal device for
implementation of a communication path via a second connection between said terminal dwice and said
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selected off-line form application in a second data network; and

in response to, a selection signal from a user, automatically connecting said terminal device to said selected
off-line form application.

The method for managing a transaction of Claim 1 or 2 including the further step of recognizing a signal to recon-
figure said communications path from said first connection to said second connection.

The method for managing a transaction of Claim 3 wherein said selected data network application is operated at a
serving node in said second data network.

The method for managing a transaction of Claim 4 wherein said selected off-line form application is operated at a
serving node in said second data network.

The method for managing a transaction of one of the Claims 1, 2, 6 or 7 wherein said serving nodes in said first
and said second data networks are manifested in a common node.

The method for managing a transaction of Claim 1 or 2 wherein said step of receiving information includes the fur-
ther step of effecting said reconfiguration of said communications path.

The method for managing a transaction of Claim 1 or 2 wherein said step of automatically connecting includes the
step of automatically disconnecting said first connection prior to implementation of said second connection.

The method for managing a transaction of Claim 1 or 2 including the further steps of:

automatically disconnecting said second connection in response to a user signal; and
reconfiguring said terminal device to enable, in response to user instruction, an implementation of a connection
via an identified data network.

The method for managing a transaction of Claim 11 wherein said step of automatically reconfiguring said terminal
device includes the step of effecting said implementation of said connection via said identified data network.

The method for managing a transaction of Claim 2 wherein said step of causing said selected information items to
be downloaded includes the further step of causing said selected information items to be displayed at said terminal
device.

The method for managing a transaction of Claim 13 wherein said displayed selected items can be edited by a user
at said terminal device.

The method for managing a transaction of Claim 13 wherein display characteristics for said displayed selected
items can be controlled at said terminal device.

The method for managing a transaction of Claim 2 wherein said step of automatically connecting includes the step
of uploading said selected information items from said terminal device to said service provider via said second con-
nection.

The method for managing a transaction of Claim 3 including the further steps of:

automatically disconnecting said alternate connection in response to a user signal; and
reconfiguring said terminal device to enable implementation of a pre-selected connection between said termi-
nal device and an identified data network.

The method for managing a transaction of Claim 17 wherein said step of automatically reconfiguring said terminal
device includes the further step of effecting said implementation of said pre-selected connection.

The method for managing a transaction of Claim 4 including the further step of downloading from said serving node
in said first data networkto said terminal device of an off-line form related to said off-line form application.

The method for managing a transaction of Claim 4 including the further step of uploading said downloaded off-line
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form from said terminal device to said selected off-line form application, after processing by a user.

The method for managing a transaction of Claim 4 including the further steps of:

automatically disconnecting said connection to said selected off-line form application in response to a user sig-
nal; and

reconfiguring said terminal device to enable implementation of a pre-selected connection between said termi-
nal device and an identified data network.

The method for managing a transaction of Claim 21 wherein said step of automatically reconfiguring said terminal
device includes the further step of effecting said implementation of said pre-selected connection.

A method for managing connections between a terminal device and at least one information source/processor
wherein at least two of said connections are implemented via separate communications networks. comprising the
steps of:

recognizing a signal for connection to an information source/processor via a communications network other
than a communications network for which a predetermined connection is configured;
causing said terminal device to implement a connection to said information source/processor via said other
communications network; and
upon termination of said information source/processor connection via said other communications network,
automatically reconfiguring a connection criteria in said terminal device to enable said terminal device to imple-
ment, in response to user instruction, a connection via an alternative one of said communications networks.

The method for managing connections of Claim 23 wherein said recognizing step occurs at a point when said ter-
minal device is connected to a given source/processor.

The method for managing connections of Claim 23 wherein information items may be selected by a user at said
terminal device from said given source/processor, and including the further step of causing said selected informa-
tion items to be downloaded from said source/processor to said terminal device.

The method for managing connections of Claim 25 wherein said step of effecting connection includes the further
step of uploading said selected information items from said terminal device to said other information source/proc-
essor.

The method for managing connections of Claim 26 wherein said selected information items are processed by said
user at said terminal device prior to uploading to said other information source/processor.

The method for managing connections of Claim 24 including the further step of causing said given source/proces-
sor to download to said terminal device configuration data for enabling said step of effecting connection to said
other information source/processor.

The method for managing connections of Claim 24 including the further step of causing said other source/proces-
sor to download to said terminal device configuration data for enabling said step of automatically restoring a prior
connection criteria in said terminal device.

A method for enhancing security of certain data in an on-line information transaction comprising the steps of:

bifurcating said information transaction into a first portion comprising said certain data and a remaining portion,
wherein said remaining portion is carried out via a public on-line communications connection between a termi-
nal device and a public information server;
causing said first portion to be carried out via a secure private on-line communications connection between
said terminal device and a private information server; and
automatically reconfiguring network access means in said terminal device to switch between said public con-
nection and said private connection.
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