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(57) ABSTRACT 

A secure means to provide video on demand to a user's TV 
set (1001) while preventing unauthorized viewing or copy
ing is disclosed. Subsequent embodiments leverage off of 
the core elements to provide wireless phone, videophone, 
internet, email and storage capabilities. 
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SECURE VIDEO RECEIVER 

BACKGROUND OF INVENTION 

[0001] Video on demand service is available; however, the 
cost is high and improvements are needed. To view video on 
demand, one needs a PC that is up to date as well as a 
high-speed internet connection. With this one can v1ew 
video on demand from various internet websites. 

[0002] This current video on demand solution has some 
problems. First the PC is not the optimal screen on which to 
watch a movie. PC screens are generally smaller, if not much 
smaller, than TV screens. Second, PCs are generally not 
located where people watch TV or Videos. TV sets are. 

[0003] Third, even if a connection between a video on 
demand receiving PC and a TV set can be made, the 
displayed image is not optimal nor is the sound. If the image 
shows, it does not fill the screen. The sound is poor or 
garbled. Fourth, a PC is a very expensive. A PC is more 
expensive than a TV set and both are needed watch video on 
demand on a TV set. Fifth, a PC can copy video images and 
can run powerful enough software to overcome whatever 
protections the producers and distributors of those video 
images put into the video data stream. Producers of video 
content are concerned about delivering their product through 
a medium such as a PC that can so easily illegally copy and 
subsequently illegally re-distribute their product. Sixth the 
high speed digital line required is expensive. 

[0004] So video on demand service is currently fraught 
with issues that need to be overcome. 

[0005] The current, most highly used alternative to video 
on demand is rentals either most popularly via local stores 
or second most popularly via the mail. While low cost and 
displaying on a TV screen, these methods are inconvenient 
in the time required to execute the transaction. To wit, in the 
local store case, traveling to the store and back twice once 
to rent and once to return the video takes a number of 
minutes if not a significant fraction of an hour. Rentals by 
mail eliminate the customer need to do this; however, it 
takes at least a day to receive the rental. 

[0006] The other means to deliver video, such as broad
cast, cable or satellite, do not have the bandwidth to allow 
video on demand to a significant fraction of the served 
households. So at best they have resorted to pay-per-view 
allowing users to pay to watch first run videos that begin at 
set times during the day not at a random time at the users 
request. 

[0007] Currently wired or wireless telephone service is not 
capable of providing video on demand. Neither is telephone 
service capability available via video rental services. 

[0008] Currently high speed, two-way data access is most 
commonly available over either a telephone line via a DSL 
modem or over a coax cable TV line cable modem. Neither 
of these offers secure video to the users TV set without the 
use of a PC. They are also limited in the distance for the 
central office or head end particularly for DSL. 

[0009] Video telephony is another technology that has not 
fulfilled it potential. While there are videophones that oper-

1 
Nov. 11, 2004 

ate over telephone lines that use a special display, camera 
and telephone, the picture is not very good. This solution 
does not provide video on demand. The best current solution 
requires PC, a camera and a high-speed line. This solution 
provides a better image. However, like the video on demand 
solution, the requirement of a PC is an expensive require
ment that limits the usefulness. 

SUMMARY OF INVENTION 

[0010] It is the object of this invention to overcome the 
problems of the existing Video on Demand solutions. 

[0011] First by having the device capable of delivering a 
video on demand feed to the input of a TV set the displayed 
image will be on a more optimal screen than that of a PC. 
This will also overcome the second problem of PC based 
video on demand by using the TV set that is where people 
typically watch videos. 

[0012] By having suitable encryption on the video on 
demand signal so that it can only easily be de-encrypted by 
the receiving system as well placing copyright protections 
on the signal going to the TV set the image displayed with 
fill the whole TV screen and the sound will also be accept
able. By have a small dedicated device its cost will be less 
than that of a PC solving the fourth problem that of the high 
cost of a PC. 

[0013] Further by having a small-dedicated device with no 
powerful generic processor or the device will keep the video 
secure solving the fifth problem. Producers of the video 
content will be assured that this means of distributing and 
displaying is no more subject to copying that any other 
distribution means. 

[0014] By this means video can be more conveniently 
provided than by the most common alternate, video rental. 
There is no drive to the rental store and back to pick up the 
rental, no second trip to return the video, no wait for the 
postman to arrive with the rental from a mail order rental 
service. By using a wireless connection the high-speed link 
can cheaply, quickly and easily be set up. Hence the prob
lems with video on demand can be overcome and it can be 
enjoyed by many more than currently are able to. 

[0015] An additional embodiment is presented which also 
provides wireless phone capability in addition to video on 
demand of the first embodiment. 

[0016] An alternate embodiment is presented that lever
ages off the high-speed data connection afforded by the first 
two embodiments. Significant capabilities are added, includ
ing one or more wireless modems and video transceivers 
including video telephony capability, as well as high-speed 
internet access point with a router, firewall, 1!0 ports, and a 
wireless network connectivity. 

BRIEF DESCRIPTION OF DRAWINGS 

[0017] FIG. 1 Primary Embodiment Schematic 

[0018] FIG. 2 Additional Embodiment Schematic 

[0019] FIG. 3 Alternate Embodiment Schematic 
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REFERENCE NUMERALS IN THE DRAWINGS 

[0020] 

10 Promary embodiment 11 Additional embodiment 
60 Radio 70a Wireless Modem a 
70n Wireless Modem n SO a Video Transceiver a 
SOn Video Transceiver n 105 Switch 
110 Antenna 111a Antenna a 
111n Antenna n 120 RF Transceiver 
130 Baseband processor 140 MAC de/encryptor 
142 MAC/Hardware interface 143 Location 
144 Mux 145 Electronic Identification 

Number 
146 De/Encryptor 147 router 
148 Firewall 149 Hardware interface 
150 Video decoder 151 Video codec 
152 Processor 153 Mass storage 
154 Telephone interface 160 Copyright protection 
180 Input device 230a l/0 a 
230n l/0 n 1001 TV Set 
1002 Camera 1003 Telephone Line 
1004 Server 1005 Telephone 
1006 Server w 1007 PCw 
1008 Printer 1100 Other devices 

DETAILED DESCRIPTION 

[0021] I. Introduction 

[0022] Now referring to FIG. 1, there is a radio (60) 
comprising an antenna (110), RF transceiver (120), base
band processor (130), and Mac de/encryptor (140). The 
radio (60) changes a wireless encrypted video data stream 
into an unencrypted video data stream in the receive path 
while doing the reverse in the transmit direction. 

[0023] A video decoder (150) decodes the unencrypted 
data stream into a standard video format that a TV set (1001) 
or monitor can display. Next copyright protection is added 
to the signal by the copyright protection (160) circuit. Now 
the copyright protected video is ready to be sent to the TV 
set (1001) or other display. 

[0024] The device knows its location (143) and can pro
vide it if requested. There is an electronic identification 
number (145) with which the device can be identified. There 
is a user input device (180) that allows the user to control the 
video content and otherwise provide inputs to the system. 
There is no data connection out of the device for the 
un-encrypted or un-copyright protected video. Thus a video 
on demand data stream can be received and displayed to a 
users TV set (1001) while preventing unauthorized copying 
or displaying. 

[0025] Now referring to FIG. 2 the additional embodi
ment schematic is shown. A telephone interface (153) and 
mux (144) have been added. By connecting to the user's 
telephone line (1003) the additional embodiment (11) can 
act as a base station for a wireless telephone (1005). The 
mux (144) appropriately directs data streams to and from the 
radio (60), the video decoder (150), and telephone interface 
(152). 

[0026] Now referring to FIG. 3, the alternate embodiment 
schematic is shown. The alternate embodiment provides 
expanded capabilities and the services including improved 
wireless capability as well as improved video with encryp-
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tion capability, mass storage, two-way video, and high
speed data access point/router. 

[0027] The improved wireless capability is comprised of 
one or more wireless modem (70a, 70n). A wireless modem 
(70a, 70n) is comprised of one more antenna (111a,111n), a 
switch (105), RF transceiver (120), baseband proces
sor(130), and Mac/hardware interface (142), location (143), 
de/encryptor (146), and electronic identification number 
(145). 

[0028] There is a switch (105) to connect the antennas 
(111a, 111n) to the RF transceiver (120). Having more than 
one antenna (111) improves the modem's (70) performance 
and hence increases the distance and data rate. 

[0029] The improved video capability is comprised of one 
or more video transceiver (80a, SOn). There is a processor 
(152) that controls the elements of the video transceiver (80) 
including a hardware interface (149), video codec (151), 
de/encryptor (146), copyright protection (160), mass storage 
(153), electronic identification number (145), and input 
device (180). 

[0030] In addition to the de/encryptor (146) in the wireless 
modem (70), there is also a de/encryptor (146) in the video 
transceiver (80). This allows encrypted video or data to be 
stored on the mass storage unit (153) and allows dual 
encryption. This improved video capability includes an 
electronic identification number (145) that allows unique 
identification of the video transceiver (80). 

[0031] A video coder has been added to provide two-way 
video capability. The coder is combined with the decoder 
(150) of the primary embodiment to form a video coder
decoder or video codec (151). The video codec (151) can 
convert the signal from a camera into a coded video data 
stream. 

[0032] This data stream can travel via the router (147) to 
the modem (70) which encrypts the data stream again to 
prevent unauthorized access and sends it out wirelessly. 

[0033] Like the primary embodiment, there is an input 
device (180) that allows the user to input commands or 
responses. This can be used to dial another videophone user, 
play a video game, surf the internet or do other tasks. There 
is still no unencrypted video or standard video format 
connection in or out. Video received is as secure as in the 
primary embodiment. Video transmitted out is similarly 
secure. 

[0034] The one or more wireless modems (70) and video 
transceivers (80) are connected to a router (147) that routes 
or switches the data between the modems (70), video 
transceivers (80) as well as to and from one or more 1!0 data 
ports (230a, 230n). There is a firewall (148) connected to the 
router (147) to prevent unauthorized access to the system. 

[0035] The alternate embodiment improves the high-speed 
wireless capability and telephone capability of the prior 
embodiments. It also takes advantage of this high-speed link 
to provide high-speed internet access point functionality in 
addition to video on demand, videophone and video gaming 
capability. 

[0036] II. Operation 

[0037] To set up the primary embodiment (10), place the 
device on or near the TV (1001) or other display. Connect 
the device to the TV (1001) or other display. 
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