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Abstract: The medium access control (MAC) and physical characteristics for wireless local area

networks (LANs) are specified in this standard, part of a series of standards for local and metropol-

itan area networks. The medium access control unit in this standard is designed to support physi—
cal layer units as they may be adopted dependent on the availability of spectrum. This standard

contains three physical layer units: two radio units, both operating in the 2400-2500 MHz band,

and one baseband infrared unit. One radio unit employes the frequency-hopping spread spectrum

technique, and the other employs the direct sequence spread spectrum technique.
Keywords: ad hoc network. infrared, LAN, local area network. mobility. radio frequency, wireless
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ANSI/lEEE Std 802.11, 1999 Edition

lEEE Standards documents are developed within the Technical Committees of the lEEE Societies and the
Standards Coordinating Committees of the lEEE Standards Board. Members of the committees serve volun-

tarin and without compensation. They are not necessarily members of the Institute. The standards developed

within lEEE represent a consensus ofthe broad expertise on the subject within the Institute as well as those
activities outside oflEEE that have expressed an interest in participating in the development ofthe standard.

Use of an IEEE Standard is wholly voluntary. The existence of an lEEE Standard does not imply that there

are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to

the scope of the lEEE Standard. Furthermore, the viewpoint expressed at the time a standard is approved and

issued is subject to change brought about through developments in the state Of the art and comments

received from users of the standard. Every lEEE Standard is subjected to review at least every five years for
revision or reaffirmation. When a document is more than five years old and has not been reatfirmed. it is rea-

sonable to conclude that its contents, although still of some value, do not wholly reflect the present state of

the art. Users are cautioned to check to determine that they have the latest edition of any lEEE Standard.

Comments for revision of lEEE Standards are welcome from any interested party, regardless of membership

atfiliation with lEEE. Suggestions for changes in documents should be in the form of a proposed change of

text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they

relate to specific applications. When the need for interpretations is brought to the attention of lEEE, the

Institute will initiate action to prepare appropriate responses. Since lEEE Standards represent a consensus of
all concerned interests, it is important to ensure that any interpretation has also received the concurrence of a

balance of interests. For this reason IEEE and the members of its technical committees are not able to pro-
vide an instant response to interpretation requests except in those cases where the matter has previously
received formal consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, lEEE Standards Board
445 Hoes Lane
PO. Box l33l

Piscataway, NJ 08855-1331
USA

 

Note: Attention is called to the possibility that implementation ol‘this standard may require use ol‘suh-
ject matter covered by patent rights. By publication ot'this standard. no position is taken with respect to
the existence or validity ol'any patent rights in connection therewith. The lEEE shall not be responsible
for identifying all patents for which a license may be required by an lEEE standard or for conducting
inquiries into the legal validity or scope of those patents that are brOught to its attention.

The patent holder has. however, tiled a statement of" assurance that it will grant a license under these
rights without compensation or under reasonable rates and nondiseriminatory. reasonable terms and
conditions to all applicants desiring to obtain such a license. The [BBB makes no representation as to
the reasonableness of rates and/or terms and conditions ofthe license agreement offered by the patent
holder. Contact information may be obtained from the lEEE Standards Department. 

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the

Institute of Electrical and Electronics Engineers. Inc., provided that the appropriate fee is paid to Copyright

Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center. Cus-
tomer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; (978) 750-8400. Permission to photocopy

portions of any individual standard for educational classroom use can also be obtained through the Copy-
right Clearance Center.
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Introduction to ANSI/IEEE Std 802.11, 1999 Edition

(This Introduction 15 not a part ofANSl/‘ll-IFIE Std 802 11, 1999 Edition or of 150/1EC 88024 l‘ 199‘), but is included for int‘ommtion
purpose only.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
lEEE standard numbers.)
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* Formerly lEEE Std 802.1A.

This family of standards deals with the Physical and Data Link layers as defined by the lntemational Organiza-
tion for Standardization (ISO) Open Systems interconnection (081) Basic Reference Model (lSO/lEC 7498-

l: 1994). The access standards define seven types of medium access technologies and associated physical
media, each appropriate for particular applications or system objectives. Other types are under investigation.

The standards defining the access technologies are as follows:

' lEEE Std 802 Overview andArC/iilecture. This standard provides an overview to the family
of IEEE 802 Standards.

0 ANSI/lEEE Std 802.113 [mliV/A/MN Management, Defines an OS] management—compatible architec-

and 802.1k ture. and services and protocol elements for use in a LAN/MAN environment

[lSO/IEC 15802-2] for performing remote management.

* ANSI/lEEE Std 802.1D Media [Itccess Con/r01 (MAC) Bridges. Specifies an architecture and protocol
[ISO/IEC 15802-3] for the interconnection of IEEE 802 LANs below the MAC service boundary.

' ANSI/lEEE Std 802.15 Sys/em Load Protocol. Specifies a set of services and protocol for those
[lSO/lEC 15302-4] aspects ofmanagement concerned with the loading of systems on [EEE 802

LANs.

- lEEE Std 802.1 F Common Dcfinilions' and Procedures/or IEEE 802 liltinagement Informalion

- ANSI/[BEE Std 802.1G Remote Media Access ("antral (AIL-1C) Bridging. Specifies extensions for the

[ISO/[EC 15802—5] interconnection, using nonwLAN communication technologies, of geographi-

cally separated lEEE 802 LANs below the level ofthe logical link control

protocol.

- ANSI/lEEE Std 8022 Logical Link Control

[lSO/IEC 8802-2]

Copyright © 1999 IEEE. All rights reserved. v
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- ANSI/IEEE Std 802.3 (.‘Sil/IA/CD Access Method and Physical Layer Specifications
[ISO/'IEC 8802—3]

0 ANSI/TREE Std 802.4 Token Passing Bus Access utter/10d and Physical Layer Specifications

[ISO/[EC 8802-4]

- AhSl/lEEE Std 802.5 Iii/ten Ring Access Method and Physical I,uyer Specifications

[ISO/IEC 8802-5]

- AbSl/IEEE Std 802.6 Dis/ribuled Queue Dual Bus Access Avlethod and Physical Layer Specifica—

[lSO/lEC 8802-6] lions

' ANSI/IEEE Std 802.9 Integrated Services (IS) [AN Interface at the Medium Access Control (MAC)

[lSO/IEC 8802—9] and Physical (PHY) Layers
 

v A1\Sl/IEEE Std 802.10 Interoperable LAN/MAN Security

0 [EEE Std 802.1 1 Wireless LA Medium Access Control (MAC) and Physical Layer Specifi-
[lSO/IEC DIS 8802-11] cations

' ANSI/IEEE Std 802.12 Demand Priority Access Method. Physical Layer and Repeater Specifica-

[ISO/IEC DIS 8802-12] tions

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer techno logy:

- IEEE Std 802.7 IEEE Recommended Practice for Broadband Local Area Networks

The following additional working group has authorized standards projects under development:

- lEEE 802.14 Standard Protocol/or Cable-TV Based Broadband Communication Network

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 8023 are numbered 1802.3.

ANSIIIEEE Std 802.11, 1999 Edition [ISOllEC 8802-11: 1999]

This standard is a revision of 151115; Std 802.1 1-1997. The Management Information Base according to 051

rules has been removed. many redundant management items have been removed. and Annex D has been
completed with the Management information Base according to SNM'P. Minor changes have been made

throughout the document.

This standard defines the protocol and compatible interconnection of data communication equipment via the

“air”, radio or infrared, in a local area network (LAN) using the carrier sense multiple access protocol with

collision avoidance (CSMA/CA) medium sharing mechanism. The medium access control (MAC) supports
operation under control of an access point as well as between independent stations. The protocol includes

authentication, association, and reaswciation services, an optional encryption/decryption procedure, power

management to reduce power consumption in mobile stations. and a point coordination function for time-
bounded transfer of data. The standard includes the definition of the management information base (MIB)

using Abstract Syntax Notation 1 (ASN.1) and specifies the MAC protocol in a formal way. using the Speci-

vi Copyright © 1999 IEEE. All rights reserved.
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fieation and Description Language (SDL). Both ASNJ and SDL source code have been added on a floppy
diskette.

The infrared implementation of the PHY supports I Mbit/s data rate with an optional 2 Mbit/s extension.
The radio implementations of the PHY specify either a frequency-hopping spread spectrum (FHSS)

supporting l Mbit/s and an optional 2 Mbit/s data rate or a direct sequence spread spectrum (DSSS)

supporting both 1 and 2 Mbit/s data rates.

This standard contains statewofnthe-art material. The area covered by this standard is undergoing evolutioni
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
possible errors, and to incorporate new related material. Information on the current revision state of this and
other lEEE 802 standards may be obtained from

Secretary, lEEE Standards Board
445 Hoes Lane

PO. Box 1331

Piscataway, NJ 08855-1331 USA

Participa nts

At the time the draft of the 1999 version of this standard was sent to sponsor ballot, the lEEE 802.11

working group had the following voting members:

Victor Hayes, Chair

David Bagby, Mac Group (ii/Mir

Stuart J. Kerry and Al Petrick, Vice Chairs

Bob O’Hara, 802. I 1 rev Task Group Chair and Technical Editor
George Fishel, Secretary

Dean Kawaguehi, I’llYGroup and FH Chair
Jan Boer, Direct Sequence Chair

Michael Fischer and Allen Heberling, State Diagram Editors
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Simon Black
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Ken Clements

Wim Dicpstraten
Darrel Draper
Peter Ecclesine

Darwin Engwer
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Matthew Fischer
Michael Fischer
John Fisher
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'l‘im Godfrey
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Robert Heile
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Duane Hume
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Donald C. Johnson
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Jim McDonald
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Stanley A. Reibie
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William Roberts
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Oren Rosenfeld

Michael Rothenberg
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Anil K. Sanwalka

Roy Sebring
Mike Shiba

Thomas Siep
Donald 1. Sloan
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Mike Trom power
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Information technology-—

Telecommunications and information exchange

between systems—

Local and metropolitan area networks—-

Specific requirements—

Part11:Wireless LAN Medium Access

Control (MAC) and Physical Layer

(PHY) specifications

1. Overview

1.1 Scope

The scope ofthis standard is to develop a medium access control (MAC) and physical layer (PHY) specifica—

tion for wireless connectivity for fixed, portable, and moving stations within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity to automatic machinery, equipment, or sta-

tions that require rapid deployment, which may be portable or hand—held, or which may be mounted on mov-
ing vehicles within a local area. This standard also offers regulatory bodies a means of standardizing access

to one or more frequency bands For the purpose of local area communication.

Specifically, this standard

7 Describes the functions and sewices required by an EEEE 802.11 compliant device to operate within

ad hoc- and infrastructure networks as well as the aspects of station mobility (transition) within those
networks.

fr Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery
services.

— Defines several PHY signaling techniques and interface functions that are controlled by the lEEE
802.11 MAC.

— Permits the operation of an IEEE 802.11 conformant device within a wireless local area network

(LAN) that may coexist with multiple overlapping lEEE 802.11 wireless LANS.
w— Describes the requirements and procedures to provide privacy of user information being transferred

over the wireless medium (WM) and authentication of IEEE 802.1 1 confonnant devices.
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2. Normative references

The following standards contain provisions which1 through references in this text, constitute provisions of

this standard. At the time ofpublication. the editions indicated were valid. Ail standards are subject to revi—

sion. and parties to agreements based on this standard are encouraged to investigate the possibility of apply—
ing the most recent editions of the standards listed below.

IEEE Std 802-1990, IEEE Standards for Local and Metropolitan Area Networks: Overview and Architec-1
sure.

IEEE Std {795.14991 (Rear? 1997), IEEE Standard Safety Levels with Respect to Human Exposure to
Radio Frequency Electromagnetic Fields, 3 kHz to 300 GHz.

ISOI’IEC 7498-1: 1994, Information technology—Open Systems Interconnectiontasic Reference Model:
The Basic Mode]?

ISO/IEC 8802-2: 1998, Information technologyiTeIecommunications and information exchange between
systems—Local and metropolitan area networksis pecific requirementsirPart 2: Logical link control.

ISO/[EC 8824-1: 1995. Information technologywAbstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8824-2: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Information

object specification.

ISO/[EC 8824—3: 1995, Information technology—Abstract Syntax Notation One (ASN. I): Constraint speci-
fication.

lSO/IEC 8824-4: I995, lnfonnation technology—Abstract Syntax Notation One (ASN.1): Parameterization

ofASN.I specifications.

ISO/[EC 8825-I: I995, Information technoIOgy—ASN.I encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

iSOEIEC 8825-2: 1996. Information technology—ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER).

ISOI'IEC 158024: 1995, Information technology—Telecommunications and information exchange between

systems—Loeal and metropolitan area networks Common specifications—Part 1: Medium Access Control
(MAC) service definition.

 

ITU Radio Reguiations, volumes 1—4.3

I'I‘U—T Recommendation X210 (1 I193). Information technology—Open systems interconnectioniBasic
Reference Model: Conventions for the definition ofOSI services {common text with {SOFIEC}.

Ith—T Recommendation Z. 100 (03/93). CCI’I‘T specification and description language (SDL).

ITU-T Recommendation 105 [03,")5}, SDL combined with ASN.1. (SDLIASNJ).

'lEEE publications are avaiiahie from the institute of Electrical and Flecrrnnics anineers, 445 Hoes Lane, PO. Box 1331, Piscataway,
NJ 08855-1331, USA [http:i’x’wwwstandards.ieeecrgf).

2ISO and lSO/IEC publications are available from the ISO Central Secretariat, Case Postale 56., I rue de Varembe’, CH—IZII. Gen'eve
20, Switzerland/Suisse (httpu‘fwwwisochn They are also available in the United States from the Sales Department, American National
Standards Institute, I 1 West 42nd Street, 13th Floor. New Yorkw NY 10036. USA (http:/."www,ansi.org/).

3ITU~T publications are available from the International Telecommunicallons Union, Place des Nations, CH- 121 1, Geneva 20, Switzer-
land/Suisse (http://www.itu.int/). They are also available in the United States from the US. Department of Commerce, Technology
Administration, National Technical Information Service (N'I‘IS), Springfield, VA 2216I, USA.
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3. Definitions

3.1 access control: The prevention of unauthorized usage of resources.

3.2 access point (AP): Any entity that has station functionality and provides access to the distribution ser-
vices, via the wireless medium (WM) for associated stations.

3.3 ad hoc network: A network composed solely of stations within mutual communication range of each

other via the wireless medium (WM). An ad hoc network is typicaily created in a spontaneous manner. The

principal distinguishing characteristic of an ad hoc network is its limited temporal and spatial extent. These

limitations allow the act of creating and dissolving the ad hoc network to be sufiiciently straightforward and

convenient so as to be achievabie by nontechnicai users of the network facilities; i.e., no specialized “techni-

cal skills” are required and little or no investment of time or additional resources is required beyond the sta-
tions that are to participate in the ad hoc network. The term ad tree is often used as slang to refer to an

independent basic service set (1388).

3.4 association: The service used to establish access pointistation tiAPtSTA) mapping and enable STA invo-
cation of the distribution System services (0885).

3.5 authentication: The service used to establish the identity of one station as a member of the set of sta-
tions authorized to associate with another station.

3.6 basic service area (BSA): The conceptual area within which members ofa basic service set (BSS) may
communicate.

3.7 basic service set (BSS): A set of stations controlled by a single coordination function.

3.8 basic service set (BSS) basic rate set: The set of data transfer rates that all the stations in a 888 will be

capable of using to receive frames from the wireless medium (WM). The BSS basic rate set data rates are

preset for all stations in the B88.

3.9 bmadcast address: A unique multicast address that specifies all stations.

3.10 channel: An instance ofmedium use for the purpose of passing protocol data units (PDUs) that may be

used simultaneously, in the same volume of space, with other instances of medium use (on other channels)

by other instances of the same physical layer (PHY), with an acceptably low frame error ratio due to mutual
interference. Some PHYS provide only one channel, whereas others provide multiple channels. Examples of

channel types are as shown in the foliowing table:

Single channel n-channel

Narrowband radio-frequency (RF) channel : frequency division inultipiexed channels  

Baseband infrared , Direct sequence spread spectrum (DSSS) with code divi-

sion in uitiple access -
 
3.1} ciear channel assessment (CCA) function: That logical function in the physical layer (PHY) that
determines the current state of use of the wireless medium (WM).

3.12 confidentiality: The property of information that is not made available or disclosed to unauthorized

individuals, entities, or processes.
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3.13 coordination function: The logical function that determines when a station operating within a basic

service set (888) is permitted to transmit and may be able to receive protocol data units (PDUs) via the wire—

less medium (WM). The coordination function within a BSS may have one point coordination function
(PCP) and will have one distributed coordination function (DC F).

3J4 coordination function pollable: A station able to (1) respond to a coordination function poll with a

data frame. if such a frame is queued and able to be generated, and (2) interpret acknowledgments in frames
sent to or from the point coordinator.

3.15 deautbentication: The service that voids an existing authentication relationship.

3.16 directed address: See: unicast frame.

3.17 disassociation: The service that removes an existing association.

3.18 distributed coordination function (DCF): A class ofcoordination function where the same coordination

function logic is active in every station in the basic service set (BSS) whenever the network is in operation.

3.l9 distribution: The service that, by using association information, delivers medium access control

(MAC) service data units (MSDUs) within the distribution system (US).

3.20 distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and inte-

grated local area networks (LANs) to create an extended service set (E88).

3.21 distribution system medium (DSM): The medium or set of media used by a distribution system (US)

for COmmunicationS between access points (APs) and portals of an extended service set (E88).

3.22 distribution system service (088): The set of services provided by the distribution system (DS) that
enable the medium access control (MAC) to transport MAC service data units (MSDUs) between stations

that are not in direct communication with each other over a single instance of the wireless medium (WM).

These services include transport of MSDUs between the access points (APs) of basic service sets (8885)

within an extended service set (ESS). transport of MSDUs between portals and 8885 within an E88, and
transport of MSDUs between stations in the same 1388 in cases where the MSDU has a multicast or broad-

cast destination address or where the destination is an individual address, but the station sending the MSDU

chooses to involve DSS. DSSs are provided between pairs of iEEE 802.1 1 MACS.

3.23 extended rate set (ERS): The set of data transfer rates supported by a station (if any) beyond the

extended service set (ESS) basic rate set. This set may include data transfer rates that will be defined in

future physical layer (PHY) standards.

3.24 extended service area (BSA): The conceptual area within which members of an extended service set

(ESS) may communicate. An ESA is larger than or equal to a basic service area (BSA) and may involve sev-

eral basic service sets (8855) in overlapping, disjointed, or both configurations.

3.25 extended service set (ESS): A set of one or more interconnected basic service sets (888s) and inte—

grated local area networks (LANs) that appears as a Single 888 to the logical link control layer at any station
associated with one of those BSSs.

3.26 Gaussian frequency shift keying (GFSK): A modulation scheme in which the data is first filtered by a

Gaussian filter in the baseband and then modulated with a simple frequency modulation.

3.27 independent basic service set ([888): A BSS that forms a self-contained network, and in which no

access to a distribution system (DS) is available.
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3.28 infrastructure: The infrastructure includes the distribution system medium (DSM). access point (AP),

and portal entities. It is also the IOglcal location of distribution and integration service functions of an
extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition

to the distribution system (DS).

3.29 integration: The service that enables delivery of medium access control (MAC) service data units

(MSDUs) between the distribution system (DS) and an existing, non—IEEE 802.1 1 local area network (via a
portal).

3.30 medium access control (MAC) management protocol data unit (MMPDU): The unit of data
exchanged between two peer MAC entities to implement the MAC management protocol.

3.31 medium access control (MAC) protocol data unit (MPDU): The unit ofdata exchanged between two

peer MAC entities using the services ofthe physical layer (PHY).

3.32 medium access control (MAC) service data unit (MSDU): Information that is delivered as a unit

between MAC service access points (SAPS).

3.33 minimally conformant network: An IEEE 802.11 network in which two stations in a single basic ser-
vice area (BSA) are conformant with ISO/[EC 8802—11: 1999.

3.34 mobile station: A type of station that uses network communications while in motion.

3.35 multicast: A medium access control (MAC) address that has the group bit set. A multicast MAC ser-

vice data unit (MSDU) is one with a multicast destination address. A multicast MAC protocol data unit

(MPDU) or control frame is one with a multicast receiver address.

3.36 network allocation vector (NAV): An indicator, maintained by each station, of time periods when

transmission onto the wireless medium (WM) will not be initiated by the station whether or not the station’s
clear channel assessment (CCA) function senses that the WM is busy.

3.37 point coordination function (PCF): A class of possible coordination functions in which the coordina-
tion function logic is active in only one station in a basic service set (BSS) at any given time that the network
is in operation.

3.38 portable station: A type of station that may be moved from location to location. but that only uses net-
work communications while at a fixed location.

3.39 portal: The logical point at which medium access control (MAC) service data units (MSDUs) from a
non-IEEE 802.11 local area network (LAN) enter the distribution system (D8) of an extended service set
(E88).

3.40 privacy: The service used to prevent the content of messages from being read by other than the
intended recipients.

3.41 reassociation: The service that enables an established association [between access point (AP) and sta-

tion [STA)] to be transferred from one AP to another (or the same) AP.

3.42 station (STA): Any device that contains an IEEE 802.1 1 conformant medium access control (MAC)

and physical layer (PHY) interface to the wireless medium (WM).

3.43 Station basic rate: A data transfer rate belonging to the extended service set (1388) basic rate set that is

used by a station for specific transmissions. The station basic rate may change dynamically as frequently as
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each medium access control (MAC) protocol data unit (MPDU) transmission attempt, based on local consid-
erations at that station.

344 station service (SS): The set of services that support transport of medium access control (MAC) ser-
vice data units (MSDUs) between stations within a basic service set (1388).

3.45 time unit (TU): A measurement oftime equal to IO24 us.

3.46 unauthorized disclosure: The process of making information available to unauthorized individuals,

entities, or processes.

3.47 unauthorized resource use: Use of a resource not consistent with the defined security policy.

3.48 unicast frame: A frame that is addressed to a single recipient, not a broadcast or multicast frame. Syn:
directed address.

3.49 wired equivalent privacy (WEP): The optional cryptographic confidentiality algorithm specified by
lEEE 802.11 used to provide data confidentiality that is subjectively equivalent to the confidentiality of a

wired local area network (LAN) medium that does not employ cryptographic techniques to enhance privacy.

3.50 wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUs)

between peer physical layer (PHY) entities ot‘a wireless local area network (LAN).

4. Abbreviations and acronyms

ACK acknowledgment
AID association identifier

AP access point
ATIM announcement trafi‘ic indication message
BSA basic service area

BSS basic service set

BSSlD basic service set identification
CCA clear channel assessment

CF contention fi‘ee

CFP contention-free period
CID connection identifier

CP contention period
CRC cyclic redundancy code
(TS carrier sense

CTS clear to send

CW contention window
DA destination address

DBPSK differential binary phase shift keying
DCE data communication equipment
DCF distributed coordination function

DCLA direct current level adjustment

DlFS distributed (coordination function) interframe space
DLL data link layer
Dp desensitization

DQPSK differential quadrature phase shift keying
DS distribution system

DSAP destination service access point

DSM distribution system medium
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DSS

DSSS

DTIM

ED

EIFS

ElRP

ERS

ESA

ESS

FC

FCS

FER

FH

FHSS

FIFO

GFSK

IBSS

1CV

IDU

IFS

[Mp
IR

ISM
1V

LAN

LLC

LME

LRC

Isb

MAC
MDF

MIB

MLME

MMPDU
MPDU

msb

MSDU

N/A
NAV

PC
PCF

PDU

PHY

PHY—SAP

PIFS

PLCP

PLME

PMD

PMD—SAP
PN

PPDU

PPm
PPM
PRNG

distribution system service

direct sequence spread spectrum

delivery tralfic indication message

energy detection

extended interframe space

equivalent isotropically radiated power
extended rate set

extended service area

extended service set
frame control

frame check sequence
frame error ratio

frequency hopping

frequency—hopping spread spectrum
first in first out

Gaussian frequency shift keying
independent basic service set

integrity check value
interface data unit

interframe space

intermodulation protection
infrared

industrial, scientific, and medical
initialization vector

local area network

logical link control

layer management entity

long retry count
least significant bit
medium access control

management-defined field

management information base
MAC sublayer management entity

MAC management protocol data unit
MAC protocol data unit

most significant bit
MAC service data unit

not applicable
network allocatiop vector

point coordinator

point coordination function

protocol data unit

physical (layer)

physical layer service access point
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point (coordination function) interframe space

physical layer convergence protocol
physical layer management entity

physical medium dependent

physical medium dependent service access point

pseudo—noise (code sequence)

PLCP protocol data unit
parts per million

pulse position modulation

pseudo-random number generator
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PS

PSDU

RA

RF

RSSl

RTS

RX

SA

SAP

SDU

SFD

S l FS

SLRC

SME

SMT

SQ
SRC

SS

SSAP

SSID

SSRC
STA

TA

TBTT

TIM

TSF

TU
TX

TXE

LlCT
WAN

WDM

WDS

WEP

WM

power save (mode)
PLC‘P SDU

receiver address

radio frequency

received signal strength indication

request to send
receive or receiver

source address

service access point
service data unit

start frame delimiter

short interframe space

station long retry count

station management entity
station management
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signal quality (PN code correlation strength)
short retry count
station service

source service access point
service set identifier

station short retry count
station

transmitter address

target beacon transmission time

traffic indication map

timing synchronization function
time unit
transmit or transmitter

transmit enable

unconditional transition

wide area network

wireless distribution media

wireless distribution system

wired equivalent privacy
wireless medium
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5. General description

5.1 General description of the architecture

This subclause presents the concepts and terminology used within the ISO/[EC 8802—1 l: 1999 document

(referred to throughout the text as IEEE 802.11). Specific terms are defined in Clause 3. Illustrations convey
key IEEE 802. I 1 concepts and the interrelationships of the architectural components. lEEE 802.11 uses an

architecture to describe functional components of an IEEE 8021 1 LAN. The architectural descriptions are
not intended to represent any specific physical implementation of lEEE 802.1 [.

5.1.1 How wireless LAN systems are different

Wireless networks have fundamental characteristics that make them significantly different from traditional

wired LANs. Some countries impose specific requirements for radio equipment in addition to those specified
in this standard.

5.1.1.1 Destination address does not equal destination location

In wired LANs, an address is equivalent to a physical location. This is implicitly assumed in the design of

wired LANs. in lEEE 802.11, the addressable unit is a station (STA). The STA is a message destination, but

not (in general) a fixed location.

5.1.1.2 The media Impact the design

The physical layers used in IEEE 802.l1 are fundamentally different from wired media. Thus IEEE 802.11
PHYS

a) Use a medium that has neither absolute nor readily observable boundaries outside of which stations
with conformant PHY transceivers are known to be unable to receive network frames.

b) Are unprotected from outside signals.

c) Communicate over a medium significantly less reliable than wired PHYS.

d) Have dynamic topologies.

e) Lack full connectivity. and therefore the assumption normally made that every STA can hear every
other STA is invalid (i.e., STAS may be “hidden” from each other).

1“) Have time—varying and asymmetric propagation properties.

Because of limitations on wireiess PHY ranges, wireless LANs intended to cover reasonable geographic disr
tanees may be built from basic coverage building blocks.

5.1.1.3The impact of handling mobile stations

One of the requirements of IEEE 802.1 1 is to handle mobile as well as portable stations. A portable station

is one that is moved from location to location, but that is only used while at a fixed location. Mobile stations
actually access the LAN while in motion.

For technical reasons, it is not sufficient to handle only portable stations. Propagation effects blur the distinc-

tion between portable and mobile stations; stationary stations often appear to be mobile due to propagation
effects.

Another aspect of mobile stations is that they may often he battery powered. Hence power management is an

important consideration. For example, it cannot be presumed that a station’s receiver will always be powered on.
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5.1.1.4 Interaction with other IEEE 802 layers

IEEE 802.11 is required to appear to higher layers [logical link control ('LLC)] as a current style IEEE 802

LAN. This requires that the IEEE 802.11 network handle station mobility within the MAC sublayer. To meet
reliability assumptions (that LLC makes about lower layers), it is necessary for IEEE 802.11 to incorporate
functionality that is untraditional for MAC sublayers.

5.2 Components of the IEEE 802.11 architecture

The IEEE 802.11 architecture consists of several components that interact to provide a wireless LAN that
supports station mobility transparently to upper layers.

The basic service set (BSS) is the basic building block of an IEEE 802.11 LAN. Figure 1 shows two 8885,
each of which has two stations that are members ofthe BSS.

It is useful to think of the ovals used to depict a BSS as the coverage area within which the member stations

of the BSS may remain in communication. (The concept of area, while not precise, is often good enough.) If

a station moves out of its BSS, it can no longer directly communicate with other members ofthe BSS.

 

3351 802.11 Components

   
Figure 1—Basic service sets

5.2.1 The independent BSS as an ad hoc network

The independent BSS (lBSS) is the most basic type oflEEE 802.11 LAN. A minimum IEEE 802.11 LAN
may consist of only two stations.

Figure 1 shows two [8883. This mode of operation is possible when IEEE 802.11 stations are able to com-

municate directly. Because this type of IEEE 802.1 1 LAN is often formed without pre-planning, for only as
long as the LAN is needed, this type of operation is often referred to as an ad hoc network.

5.2.1.1 STA to BSS association is dynamic

The association between a STA and a BSS is dynamic (STAs turn on, turn off, come within range. and go out
of range). To become a member of an infrastructure BSS, a station shall become “associated.” These associ—

ations are dynamic and involve the use ofthe distribution system service (DSS), which is described in 5.3.2.
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5.2.2 Distribution system concepts

PHY limitations determine the direct station-to-station distance that may be supported. For some networks

this distance is sufficient; for other networks. increased coverage is required.

Instead of existing independently, a 888 may also form a component of an extended form of network that is
built with multiple BSSS. The architectural component used to interconnect 8353s is the distribution system
(US).

IEEE 802.11 logically separates the wireless medium (WM) from the distribution system medium (DSM).

Each logical medium is used for different purposes, by a diiferent component of the architecture. The IEEE

802.1 1 definitions neither preclude, nor demand, that the multiple media be either the same or different.

Recognizing that the multiple media are logically different is key to understanding the flexibility of the

architecture. The IEEE 802.11 LAN architecture is specified independently of the physical characteristics of

any specific implementation.

The DS enables mobile device support by providing the logical services necessary to handle address to des-

tination mapping and seamless integration of multiple BSSs.

An access point (AP) is a STA that provides access to the DS by providing DS services in addition to acting
as a STA.

Figure 2 adds the DS and AP components to the IEEE 802.11 architecture picture. 

333 1 x 802.11 Components(-m —'"‘—~—_‘_
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Figure 2—Distribution systems and access points

Data move between a 888 and the DS via an AP. Note that all APs are also STAs; thus they are addressable

entities. The addresses used by an AP for communication on the WM and On the DSM are not necessarily the
same.

5.2.2.1 Extended service set (ESS):The large coverage network

The DS and 8885 allow IEEE 802.1 1 to create a wireless network of arbitrary size and complexity. [F.EE

802.1 1 refers to this type of network as the extended service set network.
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The key concept is that the E88 network appears the same to an LLC layer as an [BSS network. Stations

within an ESS may communicate and mobile stations may move from one BSS to another (within the same

ESS) transparently to LLC.

Nothing is assumed by IEEE 802.11 about the relative physical locations ofthc 3883 in Figure 3.

gs". 'aozn’iconiiianemg“ _""
/fi”’%~~~\ ~——e~«~--\§ss\

     
 

Figure 3—Extended service set

All ofthe following are possible:

a) The 888s may partially overlap. This is commonly used to arrange contiguous coverage within a

physical volume.

b) The 8585 could be physically disjointed. Logically there is no limit to the distance between BSSs.

C) The 8585 may be physically collocated. This may be done to provide redundancy.

(1) One (or more) [BSS or ESS networks may be physically present in the same space as one (or more)

ESS networks. This may arise for a number of reasons. Two ofthe most common are when an ad hoc

network is operating in a location that also has an ESS network, and when physically overlapping
IEEF. 802.11 networks have been set up by different organizations.

5.2.3 Area concepts

For wireless PHYs.we1l-defined coverage areas simply do not exist. Propagation characteristiCs are dynamic

and unpredictable. Small changes in position or direction may result in dramatic differences in signal

strength. Similar effects occur whether a STA is stationary or mobile (as moving objects may impact station-

to-station propagation).

Figure 4 shOWs a signal strength map for a simple square room with a standard metal desk and an open door-

way. Figure 4 is a static snapshot; the propagation patterns change dynamically as stations and objects in the
environment move. in Figure 4 the dark (solid) blocks in the lower left are a metal desk and there is a door-

way at the top right of the figure. The figure indicates relative differences in field strength with different

intensities and indicates the variability offield strength even in a static environment.

While the architecture diagrams show sharp boundaries for 8885. this is an artifact of the pictorial represen-

tation, not a physical reality. Since dynamic three-dimensional field strength pictures are difficult to draw,

well—defined shapes are used by IEEE 802.l l architectural diagrams to represent the coverage ofa BSS.
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Figure 4~—-A representative signal intensity map

Further description difficulties arise when attempting to describe colloeated coverage areas. Consider Fig-

ure 5, in which STA 6 could belong to BSS 2 or B88 3.
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Figure 5—Coilocated caverage areas

Whiie the concept of sets of stations is correct, it is often convenient to talk about areas. For many topics the

concept of area is sufficient. Volume is a more precise term than area. though still not technically correct. For
historical reasons and convenience, this standard uses the common term area.
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5.2.4 Integration with wired LANs

To integrate the IEEE 802.11 architecture with a traditional wired LAN, a final logical architectural com po-

nent is introducedva portal.

A portal is the logical point at which MSDUs from an integrated non-lEEE 802.11 LAN enter the IEEE

802.11 DS. For example, a portal is shown in Figure 6 connecting to a wired IEEE 802 LAN.

 
  

  

 

802.11 Components

2

i

may»;
<’/

Figure 6—Connecting to other IEEE 802 LANs

Portal\

 

 
All data from non-IEEE 802.11 LANs enter the IEEE 802.11 architecture Via a portal. The portal provides

logical integration between the IEEE 802.11 architecture and existing wired LANS. It is possible for one
device to offer both the functions of an AP and a portal: this could be the case when a DS is implemented

from [EEE 802 LAN components.

In [IEEE 802.1}, the E83 architecture (APS and the DS} provides traffic segmentation and range extension.

Logical connections between lEEE 802.11 and other LANs are via the portal. Portals connect between the

DSM and the LAN medium that is to be integrated.

5.3 Logical service interfaces

The IEEE 802.11 architecture allows for the possibility that the DS may not be identical to an existing wired

LAN. A DS may be created from many different technologies including current IEEE 802 wired LANs.

IEEE 802.11 does not constrain the DS to be either data link or network layer based. Nor does IEEE 802.l l
constrain a DS to be either centralized or distributed in nature.

IEEE 802.11 explicitly does not specify the details of DS implementations. Instead. lEEE 802.11 specifies

services. The services are associated with different components of the architecture. There are two categories

of IEEE 802.1 1 service-wthe station service (SS) and the distribution system service (DSS). Both categories

of service are used by the IEEE 802.1 1 MAC sublayer.
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The complete set of IEEE 802.11 architectural services are as follows:

a) Authentication

b) Association

c) Deauthentication

d} Disassociation

e) Distribution

i) Integration

2 Privacy

h) Reassociation

i) NfSDU delivery

This set of services is divided into two groups: those that are pan of every STA. and those that are part of a
DS.

5.3.1 Station service (SS)

The service provided by stations is known as the Station service.

The SS is present in every IEEE 802.1 1 station (including APs, as APs include station functionality). The SS

is specified for use by MAC. sublayer entities. All conformant stations provide SS.

The SS is as follows:

a) Authentication

b) Deauthentication

c) Privacy

d) MSDU delivery

5.3.2 Distribution system service (088)

The service provided by the DS is known as the distribution system service.

These services are represented in the IEEE 802.11 architecture by arrows within the APs, indicating that the
services are used to cross media and address space logical boundaries. This is the convenient place to show the

services in the picture. The physical embodiment ofvarious services may or may not be within a physical AP.

The DSSs are provided by the DS. They are accessed via a STA that also provides DSSs. A STA that is pro—

viding access to DSS is an AP.

The DSSs are as follows:

a) Association

b) Disassociation

c) Distribution

d) Integration

e) Reassociation

DSSs are specified for use by MAC sublayer entities.
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Figure 7 combines the components from previous figures with both types of services to show the complete
IEEE 802.1 1 architecture.
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Figure 7—Complete IEEE 802.11 architecture

5.3.3 Multiple logical address spaces

Just as the lEEE 802.11 architecture allows for the possibility that the WM, DSM, and an integrated wired

LAN may all be different physical media. it also allows for the possibility that each of these components

may be operating within different address spaces. lEEE 802.11 only uses and specifies the use of the WM
address space.

Each lEEE 802. ll PHY operates in a single mediumwthe WM. The IEEE 802.11 MAC operates in a single
address space. MAC addresses are used on the WM in the IEEE 802.1 1 architecture. Therefore, it is unnec—

essary for the standard to explicitly specify that its addresses are “WM addresses.” This is assumed through—
out this standard.

IEEE 802.11 has chOSen to use the IEEE 802 48~bit address space (see 7.1.3.3.1). Thus IEEE 802.11

addresses are compatible with the address space used by the lEEE 802 LAN family.

The lEEE 802.1 1 choice of address space implies that for many instantiations ofthe IEEE 802.11 architec—

ture. the wired LAN MAC address space and the IEEE 802.11 MAC address Space may be the same. In

those situations where a [)S that uses MAC level IEEE 802 addressing is appropriate, all three of the logical

address spaces used within a system could be identical. While this is a common case, it is not the only com-
bination allowed by the architecture. The lEEE 802.1l architecture allows for all three logical address

spaces to be distinct.

A multiple address space example is one in which the DS implementation uses network layer addressing. In
this case. the WM address space and the DS address space would be different.

The ability of the architecture to handle multiple logical media and address spaces is key to the ability of

EB EE 802.1 1 to be independent ofthe DS implementation and to interface cleanly with network layer mobil—

ity approaches. The implementation ofthe DS is unspecified and is beyond the scope of this standard.
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5.4 Overview of the services

There are nine services specified by lEEE 802.11. Six olithe services are used to support MSDU delivery
between STAS. Three ofthe services are used to control IEEE 802.11 LAN access and confidentiality.

'I‘his subclause presents the services. an overview of how each service is used, and a description of how each

service relates to other services and the IEEE 802.1 I architecture. The services are presented in an order

designed to help build an understanding of the operation of an IEEE 802.1 1 ESS network. As a result, the
SSS and D883 are intermixed in Order (rather than being grouped by category).

Each ofthe services is supported by one or more MAC frame types. Some of the services are supported by

MAC management messages and some by MAC data messages. All ofthe messages gain access to the WM

via the IEEE 802.1 1 MAC sublayer medium access method specified in Clause 9.

The “BBB 802.11 MAC sublayer uses three types of messagesedata, management, and control (see

Clause 7). The data messages are handled via the MAC data service path.

MAC management messages are used to support the IEEE 802.11 services and are handled via the MAC
management service data path.

MAC control messages are used to support the delivery of IEEE 802.1 1 data and management messages.

The examples here assume an ESS network environment. The differences between the ESS and the IBSS

network environments are discussed separately in 5.6.

5.4.1 Distribution of messages within a DS

5.4.1.1 Distribution

This is the primary service used by lEEE 802.1 1 S TAs. it is conceptually invoked by every data message to
or from an IEEE 802.1 1 STA operating in an ESS (when the frame is sent via the DS). Distribution is via a
D88.

Refer to the ESS network in Figure 7 and consider a data message being sent from STA 1 to STA 4. The

message is sent from STA 1 and received by STA 2 (the “input” AP). The AP gives the message to the distri-

bution service ofthe US, It is the job ofthe distribution service to deliver the message within the DS in such

a way that it arrives at the appropriate DS destination for the intended recipient. In this example, the message

is distributed to STA 3 (the "output" AP) and STA 3 accesses the WM to send the message to STA 4 (the
intended destination).

How the message is distributed within the DS is not specified by IEEF. 802.11. All IEEE 802.11 is required

to do is to provide the DS with enough information for the DS to be able to determine the “output” point that
corresponds to the desired recipient. The necessary information is provided to the [)3 by the three associa-

tion related services (association, reassociation, and disassociation).

The previous example was a case in which the AP that invoked the distribution service was different from the

AP that received the distributed message. lfthe message had been intended for a station that was a member
ofihe same BSS as the sending station. then the “input” and “output” APs for the message would have been
the same.

in either example, the distribution service was logically invoked. Whether the message actually had to

traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.
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While IEEE 802,1 1 does not specify [)8 implementations, it does recognize and support the use of the WM

as the DSM. This is specifically supported by the [BBB 802.11 frame formats. (Refer to Clause 7 for details.)

5.4.1.2 Integration

If the distribution service determines that the intended recipient of a message is a member of an integrated

LAN, the “output” point of the DS WOUlCl be a portal instead of an AP.

Messages that are distributed to a portal cause the DS to invoke the integration function (conceptually after

the distribution service). The Integration function is responsible for accomplishing whatever is needed to

deliver a message from the DSM to the integrated LAN media (including any required media or address

space translations). [ntegratiou is a DSS.

Messages received from an integrated LAN (via a portal) by the DS for an lEEE 802.11 STA will invoke the

Integration function before the message is distributed by the distribution service.

The details of an Integration function are dependent on a specific DS implementation and are outside the
scope of this standard.

5.4.2 Services that support the distribution service

The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities. The infor-

mation required for the distribution service to operate is provided by the association services. Before a data
message can be handled by the distribution service, a STA shall be “associated.”

To understand the concept ofassociation, it is necessary first to understand the concept of mobility.

5.4.2.1 Mobility types

The three transition types of significance to this standard that describe the mobility of stations within a
netw0rk are as follows:

a) [Va-transition: In this type, two subclasses that are usually indistinguishable are identified:
1) Static—no motion.

2) Local movement—movement within the PHY range of the communicating STAs [i.e., move—
ment within a basic service area (BSA)].

b) BSS-transition: This type is defined as a station movement from one BSS in one ESS to another
BSS within the same ESS.

c) ESS-transition: This type is defined as station movement from a B55 in one ESS to a BSS in a dif—
fercnt FSS. This case is supported only in the sense that the STA may move. Maintenance ofupper—

layer connections cannot be guaranteed by lEEE 802.11; in fact, disruption of service is liker to
occur.

The different association services support the different categories of mobility.

5.4.2.2 ASSociation

To deliver a meSSage within a DS, the distribution service needs to know which AP to access for the given

IEEE 802.1 I STA. This information is provided to the DS by the concept of association. Association is

necessary. but not Suflicient, to support BSS-transition mobility. Association is sufficient to support no—
transition mobility. Association is a D88.

Before a STA is allowed to send a data message via an AP. it shall first become associated with the AP. The

act of becoming associated invokes the association service, which provides the STA to AP mapping to the
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DS. The DS uses this information to accomplish its message distribution service. How the information

provided by the association service is stored and managed within the DS is not specified by this standard.

At any given instant. a STA may be associated with no more than one AP. This ensures that the DS may

determine a unique answer to the question, "Which AP is serving STA X?" Once an association is
completed. a STA may make full use ofa DS (via the AP) to communicate. Association is always initiated by
the mobile STA, not the AP.

An AP may be associated with many STAs at one time.

A STA learns what Al’s are present and then requests to establish an association by invoking the association
service. For details ofhow a station learns about what APs are present, See 1 I 13.

5.4.2.3 Reassociation

Association is sufiicient for no-transition message delivery between IEEE 802.1 1 stations. Additional func-

tionality is needed to support BSS-transition mobility. The additional required functionality is provided by
the reassociation service. Reassociation is a D88.

The reassociation service is invoked to “move” a current association from one AP to another. This keeps the

DS informed of the current mapping between AP and STA as the station moves from BSS to BSS within an
ESS. Reassociation also enables changing association attributes of an established association while the STA

remains associated with the same AP. Reassociation is always initiated by the mobile STA.

5.4.2.4 Disassociation

The disassociation service is invoked whenever an existing association is to be terminated. Disassociation is
a D88.

In an ESS, this tells the DS to void existing association information.Attempts to send messages via the DS
to a disaSSociated STA will be unsuccessful.

The disassociation service may be invoked by either party to an association (non-AP STA or AP). Disassoci»
ation is a notification, not a request. Disassociation cannot be refused by either party to the association.

Al’s may need to disassociate STAs to enable the AP to be removed from a network for service or for other
I‘EaSOE‘lS.

S TAs shall attempt to disassociate whenever they leave a network. However, the MAC protoaol does not

depend on STAs invoking the disassociation service. {MAC management is designed to accommodate loss
of an associated STA.)

5.4.3 Access and confidentiality control services

Two services are required for IEEE 802.11 to provide functionality equivalent to that which is inherent to

wired LANS. The design of wired LANs assumes the physical attributes of wire. In particular, wired LAN

design assumes the physically closed and controlled nature of wired media. The physically open medium

nature of an IEEE 802.11 LAN violates those assumptions.

Two services are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions;

authentication and privacy. Authentication is used instead ofthe wired media physical connection. Privacy is

used to provide the confidential aspects of closed wired media.
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5.4.3.1 Authentication

in Wired LANs. physical security can be used to prevent unauthorized access. This is impractical in wire less

LANs since they have a medium without precise bounds.

lEEE 802.11 provides the ability to control LAN access via the authentication service. This service is used
by all stations to establish their identity to stations with which they will communicate. This is true for both

ESS and lBSS networks. If a mutually acceptable level of authentication has not been established between
two stations, an association shall not be established. Authentication is an SS.

lEEE 802.11 supports several authentication processes. The IEEE 802.11 authentication mechanism also

allows expansion of the supported authentication Schemes. lEEE 802.11 does not mandate the use of any

particular authentication scheme.

lEEE 802.11 provides link-level authentication between lEEE 802.11 STAs. lEEE 802.11 does not provide
either end-to—end (message origin to message destination) or user-to—user authentication. lEEE 802.1 1

authentication is used simply to bring the wireless link up to the assumed physical standards ofa wired link.

(This use of authentication is independent ofany authentication process that may be used in higher levels of
a network protocol stack.) If authentication other than that described here is desired. it is recommended that

lEEE Std 802.10-1992 [B3]4 be implemented.

if desired, an lEEE 802.11 network may be operated using Open System authentication (see 8.1.1). This

may violate implicit assumptions made by higher network layers. in an Open System, any station may
become authenticated.

lEEE 802.1 1 also supports Shared Key authentication. Use ofthis authentication mechanism requires imple-

mentation of the wired equivalent privacy (WEP) option (see 8.2,). In a Shared Key authentication system,

identity is demonstrated by knowledge ofa shared. secret, WEP encryption key.

Management information base (MIB) functions are provided to support the standardized authentication
schemes.

IEEE 802.1 1 requires mutually acceptable, successful, authentication.

A STA may be authenticated with many other S‘l‘As at any given instant.

5.4.3.1.1 Preauthentication

Because the authentication process could be time-consuming (depending on the authentication protocol in
use), the authentication service can be invoked independently of the association service.

Preauthcntication is typically done by a STA while it is already associated with an AP (with which it previ-

ously authenticated). lEEE 802.1 1 does not require that STAs preauthcnticate with APs. However, authenti—

cation is required before an association can be established.

lfthe authentication is left until reaSSOciation time. this may impact the speed with which a STA can reassu—

ciate between APs, limiting BSS-transition mobility performance. The use of preauthentication takes the

authentication service overhead out of the time-critical reassociation process. 

4The numbers in brackets correspond to those ot‘the bibliography in Annex E
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5.4.3.2 Deauthentication

The deauthentication service is invoked whenever an existing authentication is to be terminated. Deauthenti-
cation is an SS.

In an ESS, since authentication is a prerequisite for association, the act of deauthentication shall cause the

station to be disassociated. The deauthentication service may be invoked by either authenticated party (non-

AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused

by either party. When an AP sends a deauthentication notice to an associated STA. the association shall also
be terminated.

5.4.3.3 Privacy

In a wired LAN, only those stations physically connected to the wire may hear LAN traffic. With a wireless
shared medium, this is not the case. Any IEEE 802.11—compliant STA may hear all like—PHY lEEE 802.11

traffic that is within range. Thus the connection of a single wireless link (without privacy) to an existing

wired LAN may seriously degrade the security level of the wired LAN.

To bring the functionality ofthe wireless LAN up to the level implicit in wired LAN design, IEEE 802.] 1

provides the ability to encrypt the contents of messages. This functionality is provided by the privacy ser-

vice. Privacy is an SS.

[BEE 802.1 | specifies an optional privacy algorithm, WEP, that is designed to satisfy the goal of wired LAN
“equivalent” privacy. The algorithm is not designed for ultimate security but rather to be “at least as secure
as a wire.” See Clause 8 for more details.

lEEE 802.1 1 uses the WEP mechanism (see Clause 8) to perform the actual encryption of messages. MIB

functions are provided to support W EP.

Note that privacy may only be invoked for data frames and some Authentication Management frames. All

stations initially start “in the clear" in order to set up the authentication and privacy services.

The default privacy state for all IEEE 802.11 STAs is “in the clear.” lfthe privacy service is not invoked. all

messages shall be sent unencrypted. If this default is not acceptable to one party or the other. data frames

shall not be successfully communicated between the LLC entities. Unencrypted data frames received at a
station configured for mandatory privacy, as well as encrypted data frames using a key not available at the

receiving station. are discarded without an indication to LLC (or without indication to distribution services
in the case of “To DS" frames received at an AP). These frames are acknowledged on the WM [if received

without frame check sequence (FCS) error] to avoid wasting WM bandwidth on retries.

5.5 Relationships between services

A STA keeps two state variables for each STA with which direct communication via the WM is needed:

— Authentication state: The values are unauthenticated and authenticated.

—~ Association state: The values are unassociated and assoeiated.

These two variables create three local states for each remote STA:

— State 1: initial start state. unauthenticated, unassociated.

— State 2: Authenticated, not associated.
— State 3: Authenticated and associated.
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The relationships between these station state variables and the services are given in Figure 8.
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Figure 8—Relationship between state variables and services

The current state existing between the source and destination statiOn determines the lEEE 802ill frame

types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given

by Figure 8 is with respect to the intended receiving STA. The allowed frame types are grouped into classes

and the classes correspond to the station state. ln State 1, only Class 1 frames are allowed. In State 2, either
Class 1 or Class 2 frames are allowed. In State 3, all frames are allowed (Classes I, 2, and 3). The frame
classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, and 3):
1) Control frames

i) Request to send (RTS)
ii) Clear to send (CTS)

iii) Acknowledgment (ACK)
iv) Contention-Free (CF)—End+ACK

v) C‘F-End

Management frames
i) Probe request/response
ii) Beacon

iii) Authentication: Successful authentication enables a station to exchange Class 2 frames.
Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the

STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2
frames.

v) Announcement traffic indication message (ATlM)
3) Data frames

i) Data: Data frames with frame control (FC) bits “To DS” and “From DS” both false.

b) Class 2 frames (lfand only if authenticated; allowed from within States 2 and 3 only):

1) Management frames:

i) Association request/response
u SUCcessful association enables Class 3 frames.

m Unsuccessful association leaves STA in State 2.

ii) Reassociation requestfresponse
m Successful reassociation enables Class 3 frames.

E‘J V
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w Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that

was sent the reassociation message). Reassociation frames shall only be sent if the

sending STA is already associated in the same ESS.
iii) Disassociation

— Disassociation notification when in State 3 changes a Station’s state to State 2. This

station shall become associated again if it wishes to utilize the DS.

1f STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is

not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

c) Class 3 frames (ifand only if associated; allowed only from within State 3):
1) Data frames

— Data subtypes: Data frames allowed. That is, either the “To DS“ or “From DS” FC bits

may be set to true to utilize DSSs.
2) Management frames

— Deauthentication: Deauthentication notification when in State 3 implies disassociation as
well, changing the STA’s state from 3 to 1‘ The station shall become authenticated again

prior to another association.

3) Control frames
7 PS-Poll

if STA A receives a Class 3 frame with a unicast address In the Address 1 field from STA B that is

authenticated but not associated with STA A, STA A shall send a disasscciation frame to STA B.

if STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is

not authenticated with STA A, STA A shall send a deauthentication frame to STA 13.

(The use of the word “receive” in this subclausc refers to a frame that meets all of the filtering crite—

ria specified in Clauses 8 and 9.)

5.6 Differences between E53 and IBSS LANS

In 5.2.1 the concept ofthe lBSS LAN was introduced. It was noted that an lBSS is often used to support an
ad hoc network. In an lBSS network, a S TA communicates directly with one or more other STAs.
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Consider the full [EEE 802.11 architecture as shown in Figure 9. 

B33 1
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Figure 9—IEEE 802.11 architecture (again)

An 1888 consists of STAs that are directly connected. Thus there is (by definition) only one BSS. Further,

since there is no physical DS, there cannot be a portal, an integrated wired LAN, or the D383. The logical
picture reduces to Figure 10.

 

  

 

802.11 Independent BSS

802.11MAC/PHY

38/" STAZ

Figure 10—Logical architecture of an 1388

Only the minimum two stations are shown in Figure 10. An 1388 may have an arbitrary number ofmembers.

In an IBSS, only Class 1 and Class 2 frames are allowed since there is no DS in an [888.

The services that apply to an IBSS are the $85.

5.7 Message information contents that support the services

Each service is supported by one or more IEEE 802.11 messages. Information items are given by name; for

corresponding values, see Clause 7.
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5.7.1 Data

For a STA to send data to another STA, it sends a data message, as shown below:

DCIICI IML‘ILS'SCLg'eS

-— Message type: Data

fir Message subtype: Data
—— InformatiOn items:

- IEEE source address of message

- IEEE destination address of message
' BSS ID

— Direction ofmessage: From STA to STA

5.7.2 Association

For a STA to associate, the association service causes the following messages to occur:

Association request

— Message type: Management

—~ Message subtype: Association request
— information items:

' IEEE address of the STA initiating the association

- IEEE address of the AP with which the initiating station will associate
' ESS ID

— Direction ol‘mcssage: From STA to AP

Association response

—— Message type: Management

— Message subtype: Association response
7 Information items:

0 Result ofthe requested association. This is an item with values “successful” and “unsuccessful.”

o Ifthe association is successful, the response shall include the association identifier (AID).

—— Direction of message: From AP to STA

5.7.3 Reassociation

For a STA to reassociate, the reassociation service causes the following message to occur:

Reassociarion request

— Message type: Management

-— Message subtype: Reassociation request
— Information items:

- IEEE address ofthe STA initiating the reassociation

- IEEF. address of the AP with which the initiating station will reassociate

0 IEEE address ofthe AP with which the initiating station is currently associated
- ESS ID

— Direction of message:

- From STA to AP (The AP with which the STA is requesting reassociation)

Copyright © 1999 lEEE. All rights reserved.

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00041



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates

MAC reassociation to be independent of the DS implementation.

Reassociution response

-— Message type: Management

—— Message subtype: Reassociation response
w Information items:

- Result of the requested reassociation. This is an item with values “successful” and “unsuccessful.”

- If the reassociation is successful, the response shall include the AID.

w Direction of message: From AP to STA

5.7.4 Disassociation

For a STA to terminate an active association, the disassociation service causes the following message to
occur:

Disassociation

— Message type: Management

— Message subtype: Disassociation
— Information items:

0 IEEE address of the station that is being disassociatcd. This shall be the broadcast address in the
case of an AP disassociating with all associated stations.

° IEEE address of the AP with which the station is currently associated.
w Direction ofmessage: From STA to STA (e.g., STA to AP or AP to STA)

5.7.5 Privacy

For a STA to invoke the WEP privacy algorithm (as controlled by the related M IB attributes, see Clause 1 1), the

privacy service causes MPDU encryption and sets the WEP frame header bit appropriately (see Clause 7).

5.7.6 Authentication

For a STA to authenticate with another STA. the authentication service causes one or more authentication

management frames to be exchanged. The exact sequence of frames and their content is dependent on the

authentication scheme invoked. For all authentication schemes. the authentication algorithm is identified
within the management frame body.

In an IBSS environment, either station may be the initiating STA (STA I). In an ESS environment, STA l is
the mobile STA, and STA 2 is the AP.

Authentication (first/rame Q/"sequencw

— Message type: Management

—— Message subtype: Authentication
-— Information items:

- Authentication algorithm identification
- Station identity assertion
- Authentication transactiOn sequence number

- Authentication algorithm dependent information

— Direction of message: First frame in the transaction sequence is always from STA 1 to STA 2.

The first frame in an authentication sequence shall always be unencrypted.
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Authentication (intermediate sequencefi‘ames}

—u Message type: Management

w Message subtype: Authentication

—— Information items:

- Authentication algorithm identification

' Authentication transaction sequence number

' Authentication algorithm dependent information

Direction of message:

° Even transaction sequence numbers: From STA 2 to STA I

' Odd transaction sequence numbers: From STA 1 to STA 2

Authentication 05ml!frame ofsequence)

— Message type: Management

Message subtype: Authentication

—~ Information items:

' Authentication algorithm identification

' Authentication transaction sequence number

- Authentication algorithm dependent information

- The result ofthe requested authentication. This is an item with values “successful” and “unsuc-
cessful."

Direction of message: From STA 2 to STA 1

5.7.7 Deauthentication

For a STA to invalidate an active authentication, the following message is sent:

Deamhemicalion

Message type: Management

— Message subtype: Deauthentication

— Information items:

- IEEE address ofthe STA that is being deauthenticated

0 IEEE address of the STA with which the STA is currently authenticated

o This shall be the broadcast address in the case of a STA deau‘thenticating all STAs currently
authenticated.

Direction of message: From STA to STA

5.8 Reference model

This standard presents the architectural View, emphasizing the separation of the system into two major parts:

the MAC of the data link layer and the PHY. These layers are intended to correspond closely to the lowest

Copyright © 1999 IEEE. All rights reserved. 27

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00043



ANSIIIEEE Std 802.11‘ 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS? WIRELESS LAN

layerg of the lSOx’iEC basic reference model of Open Systems interconnection (08]) {ISOEIEC 7498-1:
W943). The layers and subiayers described in this standard are shown in Figure ] i.

 
:79 ~ ~ 7k' i

Data Link 1 §
L i MACfiAP MAC Sublayer i
A 3 MAC Subiayer Management MLME_SAP i
y i i Entity i
E i y i
R i PHY_SAP MLME_PLME _SAP i

-------------------------------- 3 5‘3"“ i
' it 1 Management

Physical , g ; Entity i

L PLCP Sublayer2 i

‘3 PMD_SAP ‘ PHY Subiayar [
i7W-W. Management

E ; Entity PLM E_SAP i
R i i

a PM!) Sublayer I
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Figure 11-~Portion of the ISOHEC basic reference modei covered in this standard

5Information on normative references can be found in Clause 2.
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6. MAC service definition

6.1 Overview of MAC services

6.1.1 Asynchronous data service

This service provides peer LLC entities with the ability to exchange MAC service data units (MSDUs). To

support this service, the local MAC uses the underlying PHleevel services to transport an MSDU to a peer

MAC entity, where it will be delivered to the peer LLC. Such asynchronous MS DU transport is performed
on a best—effort connectionless basis. There are no guarantees that the submitted MSDU will be delivered

successfully. Broadcast and multicast transport is part of the asynchronous data service provided by the

MAC. Due to the characteristics ofthe WM, broadcast and multicast MSDUs may experience a lower qual-

ity of service. compared to that of unicast MSDUs. All STAs will support the asynchronous data service.

Because operation of certain functions of the MAC may cause reordering of some MSDUs, as discussed in
more detail below, there are two service classes within the asynchronous data service. By selecting the

desired service class, each LLC entity initiating the transfer of MSDUs is able to control whether MAC enti-
ties are or are not allowed to reorder those MSDUs.

6.1.2 Security services

Security services in IEEE 802.] I are provided by the authentication service and the WEP mechanism. The

scope of the security services provided is limited to station-to-station data exchange. The privacy service
offered by an IEEE 802.11 WEP implementation is the encryption of the MSDU. For the purposes of this

standard, WEP is viewed as a logical service located within the MAC sublayer as shown in the reference

model, Figure ll. Actual implementations of the WEP service are transparent to the LLC and other layers
above the MAC sublayer.

The security services provided by the WEP in IEEE 802.] I are as follows:

a) Confidentiality;

h) Authentication; and

c) Access control in conjunction with layer management.

During the authentication exchange, parties A and B exchange authentication information as described in
Clause 8.

The MAC sublayer security services provided by WEP rely on information from non-layer 2 management or

system entities. Management entities communicate information to WEP through a set of MIB attributes.

6.1.3 MSDU ordering

The services provided by the MAC sublayer permit, and may in certain cases require, the reordering of

MSDUs. The MAC does not intentionally reorder MSDUs except as may be necessary to improve the likeli-

hood ot‘successful delivery based on the current operational (“power management") mode of the designated

recipient stationi's). The sole effect ofthis reordering (if any), for the set ofMSDUs received at the MAC ser-
vice interface of any single station, is a change in the delivery order of broadcast and multicast MSDUs, rel—

ative to directed MSDUs. originating from a single scurce station address. if a higher—layer protocol using
the asynchronous data service cannot tolerate this possible reordering, the optional StrictlyOrdered service

class should be used. MSDUs transferred between any pair of stations using the StrictlyOrdered service

class are not subject to the relative reordering that is possible when the RcorderableMulticast service class is
used. However, the desire to receive MSDUs sent using the StrictlyOrdered service class at a station pre-

cludes simultaneous use of the MAC power management facilities at that station.
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in order for the MAC to operate properly. the DS must meet the requirements oflSO/lEC 15802—1: 1995.

Operational restrictions that ensure the appropriate ordering of MSDUs are specified in 9.8.

6.2 Detailed service specification

6.2.1 MAC data servicas

The TEEE 802.11 MAC supports the following service primitives as defined in lSO/TEC 8802-2: 1998:

— MA—LNITDATArequest
— MA—UNITDATA.indication

— MA-UNITDATA-STATUS.indic ation

The LLC definitions of the primitives and specify parameter value restrictions imposed by IEEE 802.1 1 are
given in 6.2.1.1 through 6.2.1.3.

6.2.1.1 MA—UNITDATArequest

6.2.1.1.1 Function

This primitive requests a transfer of an MSDU from a local LLC sublayer entity to a single peer LLC

sublayer entity. or multiple peer LLC sublayer entities in the case of group addresses.

6.2.1.1.2 Semantics of the service primitive

The parameters of the primitive are as follows:

M A - UN lTDATA. request (

source address,

destination address,

routing information,
data,

priority,
service class

)

The source address (SA) parameter specifies an individual MAC sublayer address of the sublayer entity to

which the MSDC is being transferred.

The destination address (DA) parameter specifies either an individual or a group MAC sublayer entity
address.

The routing information parameter specifies the route desired for the data transfer (a null value indicates

source routing is not to be used). For iEEE 802.11, the routing information parameter must be null.

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For iEEE 802.} l, the
length ofthe MSDU must be less than or equal to 2304 octets.

The priority parameter specifies the priority desired for the data unit transfer. [BEE 802.11 allows two
values: Contention or ContentionFree.
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The service class parameter specifies the service class desired for the data unit transfer. IEEE 802.11 allows

two values: ReorderableMulticast or StrictlyOrdered.

6.2.1.1.3 When generated

This primitive is generated by the LLC sublayer entity whenever an MSDU is to be transferred to a peer
LLC sublayer entity or entities.

6.2.1.1.4 Effect of receipt

The receipt ofthis primitive causes the MAC sublayer entity to append all MAC specified fields, including
DA, SA, and all fields that are unique to IEEE 802.l l, and pass the properly formatted frame to the lower

layers for transfer to a peer MAC sublayer entity or entities.

6.2.1.2 MA-UNITDATAJndication

6.2.1.2.1 Function

This primitive defines the transfer of an MSDU from the MAC sublayer entity to the LLC sublayer entity, or
entities in the case of group addresses. In the absence of error. the contents of the data parameter are logi-

cally complete and unchanged relative to the data parameter in the associated MA-UN]TDATA.request
primitive.

6.2.1.2.2 Semantics of the service primitive

The parameters of the primitive are as follows:

MA-UNITDATA.indication (

source address,

destination address,

routing information,
data,

reception status,

priority,
service class

)

The SA parameter is an individual address as specified by the SA field ofthe incoming frame.

The DA parameter is either an individual or a group address as specified by the DA field of the incoming
frame.

The routing information parameter specifies the route that was used for the data transfer. lEEE 301I1 will
always set this field to null.

The data parameter specifies the MSDU as received by the local MAC entity.

The reception status parameter indicates the success or failure of the received frame for those frames that

IEEE 802.1 I reports via an MA-UNITDATA.indication. This MAC only reports “success” when all faiiures

of reception are discarded without generating MA-UNETD.»’\TA.indication.

The priority parameter specifies the receive processing priority that was used for the data unit transfer. lEEE
802.11 allows two values: Contention or ContentionFree.
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The service class parameter specifies the receive service class that was used for the data unit transfer. lEEE
802.1 I allows two values: ReorderableMulticast or StrictlyOrdered.

6.2.1.2.3 When generated

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer

entity or entities to indicate the arrival ofa frame at the local MAC sublayer entity. Frames are reported only

ifthey are validly formatted at the MAC sublayer, received without error, received with valid (or null) WEP

encryption. and their destination address designates the local MAC sublayer entity.

6.2.1.2.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content of the
frame.

6.2.1.3 MA-UN|TDATA-STATUS.indication

6.2.1.3.1 Function

This primitive has local significance and provides the LLC sublayer with status information for the corre-
sponding preceding MA—UNITDATA.request primitive.

6.2.1.3.2 Semantics of the service primitive

The parameters of the primitive are as follows:

MA—UNITDATA-STATUS.indication (
source address,
destination address.

transmission status,

provided priority,

provided service class
)

The SA parameter is an individual MAC sublayer entity address as specified in the associated MA-UNIT—

DATA.request primitive.

The DA parameter is either an individual or group MAC sublayer entity address as specified in the associ~

ated MA-UNITDATArequest primitive.

The transmission status parameter will be used to pass status inlbrmation back to the local requesting LLC

sublayer entity. IEEE 802.11 specifies the following values for transmission status:

a) Successful;

b) Undeliverable (for unacknowledged directed MSDUS when the aShortRetryMax or aLongRetryMax

retry limit would otherwise be exceeded);

) Excessive data length;

d) Non-null source routing;

) Unsupported priority (for priorities other than Contention or ContentionFree);

t) Unsupported service class (for service classes other than ReorderableMulticast or StrictlyOrdered);

g) Unavailable priority (for ContentionFree when no point coordinator is available, in Which case the
MSDU is transmitted with a provided priority ofContention);
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h) Unavailable service class (for StrictlyOrdered service when the station‘s power management mode is
other than “active”);

i) Undeliverable (TransmitMSDUTimer reached aM'axTransmitMSDULifetime before successful

delivery);

j) Undeliverable (no 883 available);

k) Undeliverable (cannot encrypt with a null key}.

The provided priority parameter specifies the priority that was used for the associated data unit transfer
(Contention or ContentionFrec}.

The provided Service class parameter specifies the class of service used for the associated data unit transfer
(Reorderablel'lulticast or StrictIyOrdered).

6.2.1 .3.3 When generated

The MA-UNITDATA-STATUS.indication primitive is passed from the MAC sublayer entity to the LLC sub-
layer entity to indicate the status of the service provided for the corresponding MA-UNITDA'TA.req1:est

primitive.

6.2.1.3.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent upon the type of operation employed
by the LLC sublayer entity.
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7. Frame formats

The format of the MAC frames is specified in this clause. All stations shall be able to properly construct
frames for transmission and decode frames upon reception, as specified in this clause.

7.1 MAC frame formats

Each frame consists of the following basic components:

a) A MAC header. which comprises frame control. duration. address, and sequence control informa—
tion;

h) A variable lengthfi‘ame body, which contains information specific to the frame type;

c) Afi‘ame check sequence (PCS). which contains an .[EEE 32-bit cyclic redundancy code (CRC).

7.1.1 Conventions

The MAC protocol data units (MPDUS) or frames in the MAC sublayer are described as a sequence of fields

in specific order. Each figure in Clause 7 depicts the fieldsfsubfieids as they appear in the MAC frame and in

the order in which they are passed to the physical layer convergence protocol (PLCP), from left to right.

in figures. all bits within fields are numbered. from O to k. where the length ot‘thc field is k + 1 bit. The octet
boundaries within a field can be obtained by taking the bit numbers of the field modulo 8. Octets within

numeric fields that are longer than a single octet are depicted in increasing order of significance, from lowest
numbered bit to highest numbered bit. The octets in fields longer than a single octet are sent to the PLCP in

order from the octet containing the lowest numbered bits to the octet containing the highest numbered bits.

Any field containing a CRC is an exception to this convention and is transmitted commencing with the coef‘
ficient of the highest-order term.

MAC addresses are assigned as ordered sequences of bits. The Individual/Group bit is always transferred
first and is bit 0 of the first octet.

Values specified in decimal are coded in natural binary unless otherwise stated. The values in Table l are in

binary, with the bit assignments shown in the table. Values in other tables are shown in decimal notation.

Reserved fields and subfields are set to 0 upon transmission and are ignored upon reception.

7.1.2 General frame format

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 12 depicts

the general MAC frame format. The fields Address 2, Address 3, Sequence Control, Address 4, and Frame

Body are only present in certain frame types. Each field is defined in 7.1.3. The format of each of the indi-
vidual frame types is defined in 7.2.

 

 

Octets: 2 2 6 6 6 2 6 0 - 2312 4

i Frame Duration! Sequence FrameI Central ID Address 1 Address 2 Address 3 Comm: FCS !
MAC Header

Figure 12-MAC frame format
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7.1.3 Frame fields

7.1.3.1 Frame Control field

The Frame Control field consists ofthe following subfields: Protocol Version, Type, Subtype, To DS, From
DS, More Fragments, Retry, Power Management, More Data, Wired Equivalent Privacy (WEP), and Order.

The format ofthe Frame Control field is illustrated in Figure 13.

 

  
 

30 3132 3334 37 38 39 310 311 312 313 314 315

Protocol To From More Pwr More

Version Type sumype DS DS Frag Remy Mgt Data WEP
4 ——N N ~—>< >4

Bits: 2 2 4 1 1 1 1 1 1 1 1

Figure 13—Frame Control field

7.1 .3.1.1 Protocol Version field

The Protocol Version field is 2 bits in length and is invariant in size and placement across all revisions ofthis

standard. For this standard, the value of the protocol version is 0. All other values are reserved. The revision

level will be incremented only when a fundamental incompatibility exists between a new revision and the

prior edition of the standard. A device that receives a frame with a higher revision level than it supports will
discard the frame without indication to the sending station or to LLC.

7.1 .3.1 .2 Type and Subtype fields

The Type field is 2 bits in length, and the Subtype field is 4 bits in length. The Type and Subtype fields
together identify the function of the frame. There are three frame types: control, data, and management.

Each of the frame types have several defined subtypes. Table 1 defines the valid combinations oftypc and
subtype.

7.1 .3.1.3 To DS field

The T0 DS field is 1 bit in length and is set to l in data type frames destined for the 08. This includes all data
type frames sent by STAs associated with an AP. The T0 DS field is set to 0 in all other frames.

7.1.3.1.4 From US field

The From DS field is 1 bit in length and is set to 1 in data type frames exiting the DS. it is set to 0 in all other
frames.

The permitted To/From DS bit combinations and their meanings are given in Table 2.

7.1.3.1.5 More Fragments field

The More Fragments field is 1 bit in length and is set to | in all data or management type frames that have
another fragment ofthe current MSDU or current MMPDU to follow. It is set to 0 in all other frames.
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Table 1—-Va|id type and subtype combinations

 
 

 

 

 

 
 
 

 
 

  

 

 

 

 

  

 

    

  

   

“2:1,?” 8:325:31?
00 Management 0000 Association request

00 Management 5 0001 - Association response

A 00 Fill/Vlanagement 00107 Reassociation requesst 7
00 1 Management 0011 i Reassociation response

Management 1 0100 M1 Probe request “m— ” 7mm

.110 Management 0101 Probe response 74g 777

an" 00 5 0110—0111 1 Reserved 7 7

m”— 00 i Management 1000 Beacon WW A 7
00 rim-Management ‘ 1001 Announcein-a-nltral’lieindioationinessagclATlM]
H 1 Management 1010 = Disassociation- “m— u n

EI—Managemem 1011 Authentication H 7 if
u , glariag-ernent i 1100 Deauthentication W 777

- 00 110171111 Reserved 7

m 01 Control 0000—1001gwi—Reserved "—u———

01 Control 7107170 ; Power 87210721179101]
‘ ()1 m—i—Control W 101 1- Request To Send (RTS)

01 (“Control m 1100 Z Clear-“10 Send (CTS) WM

01 Control I I“ 1101 I-Ixoloi—owledgment(ACK) 
   

01 ‘ Control 1110 l Contention-Free (CF)—End

01 Control 1111 1 CF-EnrHCF-Ack_,__.  

 
 

 
  

  

 

  

  

 

 
 

 

10 Data 1 77770000 i Data

30 Data Vii 00mm m—"VErDaia‘eCF-Ack w
10 Data 7" 0012]” animal '—

10 Data Bmi email

10 ‘ __:'_ moo "jjfgijggfmm(noan
10 Data T 0101 - CF-Aeklno data.)

10 ' Data 3 0110 (no data)

m i 5“
10 Data 1000—1111 3 Reserved
11 Reserved 3 0005—1 1 Reserved —— M
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Table ZwTolFrom DS combinations in data type frames

To DS = O A data frame direct from one STA to another STA within the same

From US m 0 lBSS. as well as all management and control type frames. 

l Data frame destined for the DS.

Tn DS == 0 Data frame exiting the DS.
From DS 1 i  

To DS = l Wireless distribution system (WDS) frame being distributed from
From DS = 1 one AP to another A P.

 
7.1.3.1.6 Retry field

The Retry field is 1 bit in length and is set to l in any data or management type frame that is a retransmission
of an earlier frame. It is set to 0 in all other frames. A receiving station uses this indication to aid in the

process of eliminating duplicate frames.

7.1 .3.1 .7 Power Management field

The Power Management field is i bit in length and is used to indicate the power management mode of a
STA. The value of this field remains constant in each frame from a particular STA within a frame exchange

sequence defined in 9.7. The value indicates the mode in which the station will be after the successful com—

pletion of the frame exchange sequence.

A value of 1 indicates that the STA will be in power—save mode. A value of 0 indicates that the STA will be
in active mode. This field is always set to 0 in frames transmitted by an AP.

7.1 .3.1 .8 More Data field

The More Data field is 1 bit in length and is used to indicate to a STA in power-save mode that more
MSDUs, or MMPDUs are buffered for that STA at the AP. The More Data field is valid in directed data or

management type frames transmitted by an AP to an STA in power—save mode. A value of l indicates that at

least one additional buffered MSDU, or MMPDU, is present for the same STA.

The More Data field may be set to l in directed data type frames transmitted by a contention-free (C F)-
Pollable STA to the point coordinator (PC) in response to a CF—Poll to indicate that the STA has at least one

additional buffered MSDU available for transmission in response to a subsequent CF—Poll.

The More Data field is set to 0 in all other directed frames.

The More Data field is set to l in broadcast/multicast frames transmitted by the AP, when additional broad-
cast/multicast MSDUS. or MMPDUS, remain to be transmitted by the AP during this beacon interval. The

More Data field is set to 0 in broadcastimulticast frames transmitted by the AP when no more broadcast/

multicast MSDUs, or MMPDUS, remain to be transmitted by the AP during this beacon interval and in all

broadcastfmulticast frames transmitted by non—AP stations.

7.1.3.1.9 WEP field

The WEP field is i hit in length. It is set to 1 if the Frame Body field contains information that has been

processed by the WEP algorithm. The W EP field is only set to 1 within frames of type Data and frames of
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type Management, subtype Authentication. The WEP field is set to O in all other frames. When the WEP bit

is set to l, the Frame Body field is expanded as defined in 8.2.5.

7.1.3.1.10 Order field

The Order field is 1 bit in length and is set to l in any data type frame that contains an MSDU, or fragment

thereof, which is being transferred using the StrictlyOrdered service class. This field is set to 0 in all other
frames.

7.1.3.2 Duration/ID field

The Duration/1D field is l6 bits in length. The contents of this field are as follows:

a) In control type frames of subtype Power Save (PS)—Po| l, the Duration/ID field carries the association

identity (AID) ofthe station that transmitted the frame in the 14 least significant bits (lsb), with the

2 most significant bits (msb) both set to l. The value of the AID is in the range 1—2007.

b) in all other frames, the Duration/1D field contains a duration value as defined for each frame type in

7.2. For frames transmitted during the contention-free period (CFP), the duration field is set to
32 763.

Whenever the contents of the Duration/ID field are less than 32 768, the duration value is used to update the

network allocation vector (NAV) according to the procedures defined in Clause 9.

The encoding ofthe Durationr’ID field is given in Table 3.

Table 3—DurationllD field encoding

Duration 

Fixed value within frames transmitted during the CFP 

Reserved 

Reserved 

AID in l‘S~Poll frames 

Reserved

 
7.1.3.3 Address fields

There are four address fields in the MAC frame format. These fields are used to indicate the BSSID, source

address, destination address, transmitting station address, and receiving station address. The usage of the

four address fields in each frame type is indicated by the abbreviations BSSlD, DA, SA, RA, and TA, indi-

cating basic service set identifier (BSSID). Destination Address, Source Address, Receiver Address, and

Transmitter Address, respectively. Certain frames may not contain some of the address fields.

Certain address field usage is specified by the relative position of the address field (1—4) within the MAC

header, independent of the type of address present in that field. For example, receiver address matching is
always performed on the contents ofthe Address 1 field in received frames, and the receiver address of CTS

and ACK frames is always obtained from the Address 2 field in the correSponding RTS frame, or from the
frame being acknowledged.
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7.1.3.3.1 Address representation

Each Address field contains a 48-bit address as defined in 5.2 ofTEEE Std 802—1990.

7.1.3.3.2 Address designation

A MAC sublayer address is one of the following two types:

a) Individual address. The address associated with a particular station on the network.

b) Group address. A multidestination address, associated with one or more stations on a given network.
The two kinds of group addresses are as follows:

i) Ahdlicast-group address. An address associated by higher-level convention with a group of

logically related stations.

2) Broadcast address. A distinguished, predefined multicast address that always denotes the set of
all stations on a given LAN. All ls in the Destination Address field are interpreted to be the

broadcast address. This group is predefined for each communication medium to consist of all

stations actively connected to that medium; it is used to broadcast to all the active stations on

that medium. All stations are able to recognize the broadcast address. It is not necessary that a

station be capable of generating the broadcast address.

The address space is also partitioned into locally administered and universal (globally administered)
addresses. The nature of a body and the procedures by which it administers these universal (globally admin-

istered) addresses is beyond the scope of this standard. See IEEE Std 802-1990 for more information.

7.1.3.3.3 BSSID field

The BSSID field is a 48-bit field of the same format as an IEEE 802 MAC address. This field uniquely iden-
tifies each 883. The value of this field, in an infraStructure 388, is the MAC address currently in use by the
STA in the AP ofthe 385.

The value ofthis field in an 1388 is a locally administered lEEE MAC address formed from a 46—bit random

number generated according to the procedure defined in 1 1.1.3. The individual/group bit ofthe address is set

to 0. The universal/local bit ofthe address is set to 1. This mechanism is used to provide a high probability of
selecting a unique BSSID.

The value of all is is used to indicate the broadcast BSSID. A broadcast BSSID may only be used in the

BSSID field of management frames of subtype probe request.

7.1.3.3.4 Destination Address (DA) field

The DA field contains an lEEE MAC individual or group address that identifies the MAC entity or entities

intended as the final recipient(s) of the MSDU (or fragment thereof) contained in the frame body field.

7.1.3.3.5 Source Address (SA) field

The SA field contains an lEEE MAC individual address that identifies the MAC entity from which the trans-

fer of the MSDU (or fragment thereof) contained in the frame body field was initiated. The individual/group
bit is always transmitted as a zero in the source address.

7.1.3.3.6 Receiver Address (RA) field

The RA field contains an lEEE MAC individual or group address that identifies the intended immediate

recipient STA(s), on the WM, for the information contained in the frame body field.
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7.1.3.3.7 Transmitter Address (TA) field

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted. onto the

WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a zero
in the transmitter address.

7.1.3.4 Sequence Control field

The Sequence Control field is in bits in length and consists of two subfields, the Sequence Number and the

Fragment Number. The format of the Sequence Control field is illustrated in Figure l4.

BU BS B4 31 5

Fragment Number Sequence Number

4—H—b
Bite: 4 12

Figure hie—Sequence Control field

7.1.3.4.1 Sequence Number field

The Sequence Number field is a l2-bit field indicating the sequence number of an MSDU or M'MPDU. Each

MSDU or MMPDU tranSmitted by a STA is assigned a sequence number. Sequence numbers are assigned

from a single modulo 4096 counter, starting at 0 and incrementing by l for each MSDU or MMPDU. Each

fragment of an MSDU or MMPDU contains the assigned sequence number. The sequence number remains

constant in all retransmissions of an MSDU, MMPDU, or fragment thereof.

7.1 .3.4.2 Fragment Number field

The Fragment Number field is a 4-bit field indicating the number of each fragment of an MSDU or

MMPDU. The fragment number is set to zero in the first or only fragment of an MSDU or MMPDU and is

incremented by one for each successive fragment of that MSDU or MMPDU. The fragment number remains

constant in all retransmissions of the fragment.

7.1.3.5 Frame Body field

The Frame Body is a variable length field that contains information specific to individual frame types and
subtypes. The minimum frame body is 0 octets. The maximum length frame body is defined by the maxi-

mum length (MSDU + ICV + IV). where lCV and W are the WEP fields defined in 8.2.5.

7.1.3.6 FCS field

The FCS field is a 32-bit field containing a 32-bit CRC. The FCS is calculated over all the fields ofthe MAC

header and the Frame Body field. These are referred to as the calculationfielcis.

The FCS is calculated using the following standard generator polynomial of degree 32:

G(x):x32+x26+x23 +x22+xlm+xllymxllTxl0+x8+x7+xS+x4+x2+x+1

The FCS is the 1's complement ofthe sum (modulo 2) ofthe following:

a) The remainder oka X (x31 l x30 l x29 + ...+ a“? + x ‘~ 1) divided (modulo 2) by Gtx). where k is the
number of bits in the calculation fields. and
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b) The remainder after multiplication of the contents (treated as a polynomial) ofthe calculation fields

by X32 and then division by C(11).

The FCS field is transmitted commencing with the coefficient of the highest—order term.

As a typical implementation, at the transmitter, the initial remainder ofthe division is preset to all is and is

then modified by division ot‘the calculation fields by the generator polynomial C(x). The l’s complement of

this remainder is transmitted, with the highest—order bit first, as the PCS field.

At the receiver, the initial remainder is preset to all I ’s and the serial incoming bits of the calculation fields
and FCS, when divided by G(x), results in the absence oftransmission errors, in a unique nonzero remainder

value. The unique remainder value is the polynomial:

x3l+x30+x26+X25+x244xl8+x15+x14+xl2+xii1xl01x8 x61x51x41x31x11
 

7.2 Format of individual frame types

7.2.1 Control frames

in the following descriptions, “immediater previous” frame means a frame whose reception concluded

within the prior short interframe space (SIFS) interval.

The subfields within the Frame Control field ofcontrol frames are set as illustrated in Figure 15.

 

 

 

Protocol To From More Pwr More

BO W90” Type sum“ as as Frag Rat” Mgr Data WEP orgirs
Protocol Pwr

“ '4 ” >4“ w~>4 >¢~m+4 H H...m_,.,4_ ,4 h. ,

Bits: 2 2 4 1 1 1 1 1 1 1 1

Figure 15—Frame Control field subfield values within control frames

7.2.1.1 Request To Send (RTS) frame format

The frame format for the RTS frame is as defined in Figure 16.

 

Octets: 2 2 6 6 4

Frame .

MAC Header

Figure 16—RTS frame

The RA ofthe R'I‘S frame is the address of the STA. on the WM. that is the intended immediate recipient of

the pending directed data or management frame.

The TA is the address ot‘the STA transmitting the RTS frame.
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The duration value is the time. in microseconds, required to transmit the pending data or management frame,

plus one CTS frame. plus one ACK frame. plus three SIFS intervals. if the calculated duration includes a

fractional microsecond. that value is rounded up to the next higher integer.

7.2.1.2 Clear To Send (CTS) frame format

The frame format for the CTS frame is as defined in Figure 17.

Octets: 2 2 6 4

Frame .

<—————>
MAC Header

Figure 17—CTS frame

The RA ofthe CTS frame is copied from the TA field of the immediately previous RTS frame to which the

CTS is a response.

The duration value is the value obtained from the Duration field of the immediately previous RTS frame.

minus the time, in microseconds, required to transmit the CTS frame and its SIFS interval. lfthe calculated
duration includes a fractional microsecond. that value is rounded up to the next higher integer.

7.2.1.3 Acknowledgment (ACK) frame format

The frame format for the ACK frame is as defined in Figure l8.

Octets: 2 2 6 4

Frame .

4——————>
MAC Header

Figure 18—ACK frame

The RA of the ACK frame is copied from the Address 2 field of the immediately previous directed data,

management, or PS—Poll control frame.

if the More Fragment bit was set to 0 in the Frame Control field of the immediately previous directed data or

management frame. the duration value is set to 0. if the More Fragment bit was set to l in the Frame Control

field of the immediately previous directed data or management frame, the duration value is the value

obtained from the Duration field ofthe immediately previous data or management frame, minus the time, in

microseconds. required to transmit the ACK frame and its SIF S interval. If the calculated duration includes a

fractional microsecond. that value is rounded up to the next higher integer.

7.2.1.4 Power-Save Poll (PS-Poll) frame format

The frame format for the PS-Poll frame is as defined in Figure 19.

The BSSID is the address ofthe STA contained in the AP. The TA is the address ofthe STA transmitting the

frame. The AID is the value assigned to the STA transmitting the frame by the AP in the association response
frame that established that STA’s current association.
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Octets: 2 2 6 6 4

Frame

Control AID 888 ID TA FCS

MAC Header

Figure 19-~PS~POI| frame

The AID value always has its two most significant bits each set to I. All S'I‘As, upon receipt of a PS—Poll
frame, update their NAV settings as appropriate under the coordination function rules using a duration value

equal to the time, in microseconds, required to transmit one ACK frame plus one SIF S interval.

7.2.1.5 CF-End frame format

The frame format for the CF-End frame is as defined in Figure 20.

Octets: 2 2 6 6 4

Frame .

MAC Header

Figure 20—CF-End frame

 

The BSSlD is the address of the STA contained in the AP. The RA is the broadcast group address.

The Duration field ls set to 0.

7.2.1.6 CF-End + CF-Ack frame format

The frame format for the contention-free-end acknowledge (CF-End it CF-Ack) frame is as defined in Fig-
ure 2l.

 

Octets: 2 2 6 6 4

Frame .

MAC Header

Figure 21—CF-End + CF-Ack Frame

The [3SSID is the address of the STA contained in the AP. The RA is the broadcast group address.

The Duration field is set to 0.

7.2.2 Data frames

The frame format for a Data frame is independent of subtype and Is as defined in Figure 22.
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Octets: 2 2 6 6 6 2 6 O — 2312 4

Frame Duration / Sequence ‘Comm! ID lAddress 1 Address:i‘Address 3 Control Address 4 Frame Body FCS
MAC Header

Figure 22—Data frame

The content ofthe Address fields ofthe data frame is dependent upon the values of the To DS and From DS

bits and is defined in Table 4. Where the content ofa field is shown as not applicable (N/A), the field is omit-

ted. Note that Address 1 always holds the receiver address of the intended receiver (or, in the case of multi-

cast frames, receivers), and that Address 2 always holds the address of the station that is transmitting the
frame.

Table 4 -—Address field contents

To 05 From DS Address 1 Address 2 Address 3 Address 4

DA SA
 

DA BSSlD
 

  l
l

assu) SA
lRA TA
   

A station uses the contents ofthe Address l field to perform address matching for receive decisions. In cases

where the Address I field contains a group address, the BSSID also is validated to ensure that the broadcast
or multicast originated in the same [388.

A station uses the contents of the Address 2 field to direct the acknowledgment if an acknowledgment is
necessary.

The DA is the destination ofthe MSDU (or fragment thereof) in the frame body field.

The SA is the address of the MAC entity that initiated the MSDU (or fragment thereofl in the frame body
field.

The RA is the address of the STA contained in the AP in the wireless distribution system that is the next

immediate intended recipient of the frame.

The TA is the address of the STA contained in the AP in the wireless distribution system that is transmitting
the frame.

The BSSlD ofthe Data frame is determined as follows:

a) If the station is an AP or is associated with an AP. the BSSlD is the address currently in use by the
STA contained in the AP.

b) lfthe station is a member ofan 1888, the BSSID is the BSSlD ofthe I888.
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The frame body consists ofthe MSDU or a fragment thereof, and a WEP IV and [CV (if and only if the WEP

subfield in the frame control field is set to I). The frame body is null (‘0 octets in length) in data frames of

Subtype Null function (no data), CF-Ack (no data). CF-Poll (no data), and CF-AckJrCF-Poll (no data).

Within all data type frames sent during the CFP, the Duration field is set to the value 32 768. Within all data

type frames sent during the contention period, the Duration field is set according to the following rules:

A lfthe Address 1 field contains a group address, the duration value is set to O.

— If the More Fragments bit is set to 0 in the Frame Control field of a frame and the Address 1 field

contains an individual address, the duration value is set to the time, in microseconds, required to
transmit one ACK frame, plus one SIFS interval.

lfthe More Fragments bit is set to l in the Frame Control field of a frame, and the Address 1 field

contains an individual address, the duration value is set to the time, in microseconds, required to

transmit the next fragment of this data frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the data frame is based on the rules in 9.6 that determine the data rate at

which the control frames in the frame exchange sequence are transmitted. 1f the calculated duration includes

a fractional microsecond, that value is rounded up to the next higher integer. All stations process Duration

field values less than or equal to 32 767 from valid data frames to update their NAV settings as appropriate
under the coordination function rules.

7.2.3 Management frames

The frame format for a Management frame is independent of frame subtype and is as defined in Figure 23.

 

Octets: 2 2 6 6 6 2 0 _ 4

Frame . Sequence

Duration DA BSSID Frame Body FCS
MAC Header

Figure 23—Management frame format

A S'I'A uses the contents of the Address 1 field to perform the address matching for receive decisions. ln the

case where the Address 1 field contains a group address and the frame type is other than Beacon, the BSSID
also is validated to ensure that the broadcast or multicast originated in the same 883. if the frame type is

Beacon, other address matching rules apply, as specified in l l.! .23.

The address fields for management frames do not vary by frame subtype.

The BSSID of the management frame is determined as follows:

a) lfthe station is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.

b) If the station is a member of an lBSS, the BSSlD is the BSSlD of the [388.

c) in Management frames of subtype Probe Request, the BSSID is either a specific BSSlD, or the

broadcast BSSID as defined in the procedures specified in Clause 10.

The DA is the destination of the frame.

The SA is the address of the station transmitting the frame.
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Within all management type frames sent during the CPR the Duration field is set to the value 32 768. Within

all management type frames sent during the contention period, the Duration field is set according to the

following rules:

A lfthe DA field contains a group address, the duration value is set to 0.

— if the More Fragments bit is set to O in the Frame Control field of a frame and the DA contains an

individual address, the duration value is set to the time, in microseconds, required to transmit one
ACK frame, plus one SIFS interval.

— If the More Fragments bit is set to l in the Frame Control field of a frame, and the DA contains an

individual address, the duration value is the time, in microseconds, required to transmit the next

fragment of this management frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the management frame is based on the rules in 9.6 that determine the data

rate at which the control frames in the frame exchange sequence are transmitted. 1f the calculated duration

includes a fractional microsecond, that value is rounded up to the next higher integer. All stations process
Duration field values less than or equal to 32 767 from valid management frames to update their NAV

settings as appropriate under the coordination function rules.

The frame body consists of the fixed fields and information elements defined for each management frame
subtype. All fixed fields and information elements are mandatory unless stated otherwise, and they can

appear only in the specified order. Stations encountering an element type they do not understand ignore that

element. Element type codes not explicitly defined in this standard are reserved, and do not appear in any
frames.

7.2.3.1 Beacon frame format

The frame body of a management frame of subtype Beacon contains the information shown in Table 5.

Table 5—Beacon frame body

l

Order l information Notes
Time-stamp

‘ Beacon interval

‘ Capability information

SSID

l Supported rates

 

 

  

3‘ PH Parameter Set The PH Parameter Set information element is present within Beacon
frames generated by STAs using frequency-hopping PHYS.

DS Parameter Set The DS Parameter Set information element is present within Beacon
‘ frames generated by STAs using direct sequence PHYS.

‘ CF Parameter Set The CF Parameter Set information element is only present within
Beacon frames generated by APs supporting a PCP.

iBSS Parameter Set The [BSS Parameter Set information element is only—taTcscnt within—u
Beacon frames generated by STAs in an IBSS.

 

The TIM information element is only present within Beacon frames
generated by Al’s.

  
7.2.3.2 IBSS Announcement Traffic Indication Message (ATIM) frame format

The frame body ofa management frame of subtype ATIM is null.
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7.2.3.3 Disassociation frame format

The frame body of a management frame of subtype Disassociation contains the information shown in Table 6.

Table 6—Disassociation frame body

  
7.2.3.4 Association Request frame format

The frame body of a management frame of subtype Association Request contains the information shown in
Table 7.

Table 7 —Association Request frame body

Capability information 

Listen interval 

SSID

Supporth rates
 

7.2.3.5 Association Response frame format

The frame body of a management frame of subtype Association Response contains the information shown in
Table 8.

Table 8——Association Response frame body

Capability information 

Status code 

Association ll.) (AID)

Supported rates
 

7.2.3.6 Reassociation Request frame format

The frame body of a management frame of subtype Reassociation Request contains the information sh0wn
in Table 9.
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Table S—Reassociation Request frame body

Order Information

  

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Capability information 

  
Listen interval 

Current AP address 

 
SSID 

 

 
Supported rates

7.2.3.7 Reassociation Response frame format

The frame body of a management frame of subtype Reassoeiation Response contains the information shown
in Table 10.

Tabte to—Reassociation Response frame body

Order Information

I Capability information

Status code

Association ID (AiD) 
7.2.3.8 Probe Request frame format

Supported rates

The frame body of a management frame of subtype Probe Request contains the information shown in Table l I.

Table 11-—-—Probe Request frame body

SSID  : Supported rates

7.2.3.9 Probe Response frame format

The frame body of a management frame of subtype Probe Response contains the information shown in Table I2.
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Table 12—Probe Response frame body

I|

 
  
  
  
  
  

  
  

 

Timestamp

g Beacon intervalPJ 
 

 

 

3 I Capability iritbrntation

4 8511) I

5 E'abéiiééi rates
6 EH Parameter Set The PH Parameter Set information element is present within Probe

Response frames generated by STAS using frequency-hopping PHYS.

7 DS Parameter Set The DS Parameter Set information element is present within Probe
Response frames generated by ST‘As using direct sequence PHYS. 

8 CF Parameter Set The CF Parameter Set information element is only present within Probe
Response frames generated by APs supporting a PCP. 

9 1888 Parameter Set The IBSS Parameter Set information element is only present within Probe
Response frames generated by STAs in an IBSS.

  
7.2.3.10 Authentication frame format

The frame body of a management frame of subtype Authentication contains the information shown in Table 13.

Table 13—Authentication frame body

1 Authentication aigorithm number  
 

 
 

 

 

 

 

Authentication transaction sequence number I 
 
 The status code information is reserved and set to 0 inStatus code

I certain Authentication frames as defined in Table [4.  

 
 

Challenge text The challenge text information is only present in
certain Authentication frames as defined in Table 14.

Table 14—Presence of challenge text information

h t. H t. A . . ‘
Am en .1“ 10“ Ampennmnon Status code Challenge textalgorithm transaction sequence no.

Open System Reserved Not present  

Open System I Status Not present 

Shared Key Reserved 5 Not present

Shared Key

Shared Key E ‘ = Not present
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7.2.3.11 Deauthentication

The frame body of a management frame of subtype Deauthentication contains the information shown in
Table l5.

Table 15—Deauthentication frame body

Order i Information

Reason code 
7.3 Management frame body components

Within management frames, fixed-length mandatory frame body Components are defined as fixed fields;
variable length mandatory and all optional frame body components are defined as information elements.

7.3.1 Fixed fields

7.3.1.1 Authentication Algorithm Number field

The Authentication Algorithm Number field indicates a single authentication algorithm. The length of the

Authentication Algorithm Number field is 2 octets. The Authentication Algorithm Number field is illustrated

in Figure 24. The following values are defined for authentication algorithm number:

Authentication algorithm number = 0: Open System

Authentication algorithm number = 1: Shared Key
All other values of authentication number are reserved.

BO B15

Authentication AEgorithm
Number

Octets: M2 —“‘“‘“—‘_’

Figure 24—Authentication Algorithm Number fixed field

7.3.1.2 Authentication Transaction Sequence Number field

The Authentication Transaction Sequence Number field indicates the current state of progress through a

multistep transaction. The length of the Authentication Transaction Sequence Number field is 2 octets. The

Authentication Transaction Sequence Number field is illustrated in Figure 25.

BO B15

Authentication Transaction

Sequence Number

Octets: ‘——— 2 ——>

Figure 25—Authentication Transaction Sequence Number fixed field
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7.3.1.3 Beacon Interval field

The Beacon Interval field represents the number of time units (TUs) between target beacon transmission

times (TBTTs). The length of the Beacon Interval field is 2 octets. The Beacon Interval field is illustrated in

Figure 26.

 

BO {315

Beacon Interval

Octets: “ 2 ' ‘ "’

Figure 26—Beacon Interval fixed field

7.3.1.4 Capability Information field

The Capability Information field contains a number of subfields that are used to indicate requested or adver—

tised capabilities. The length ofthe Capability Information field is 2. octets. The Capability Information field

consists of the following subfields: ESS, IBSS, CF-Pollable, CF-Poll RequesL and Privacy. The remaining

part ot‘the Capability Information field is reserved. The format ot‘the Capability Information field is as illus-

trated in Figure 27.

 
Figure 27—Capability Information fixed field

Each Capability Information subfield is interpreted only in the management frame subtypes for which the
transmission rules are defined.

APs set the E88 subfield to I and the IBSS subfield to 0 within transmitted Beacon or Probe Response

management frames. STAs within an IBSS set the E88 subfield to 0 and the IBSS subfield to 1 in transmitted

Beacon. or Probe Response management frames.

STAS set the CF—Pollable and CF—Poll Request subfields in Association and Reassociation Request manage—

ment frames according to Table 16.

Table 1B—STA usage of CF-Pollable and CF-Poll Request

CF—Poli

ma “est Meaning
CF-Pollatiie '

STA is not (TE-Pollable 

STA is CF-I‘ollable. not-requesting to be placed on the CF-Polling list 

S‘I‘A is CF-I’ollable. requesting to be placed on the CF-Polling list   
STA is CF-I’Ollnble, requesting never to be polled
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APs set the CF—Pollable and CF-Poll Request subfields in Beacon, Probe Response, Association Response.

and Reassoclation Response management frames according to Table 17. An AP sets the CF-Pol [able and CF-
Poll Request subfield values in Association Response and Reassociation Response management frames

equal to the values in the last Beacon or Probe Response frame that it transmitted.

Table 17—AP usage of CF-Pollable and CF-PoII Request

(IF-Poll

CP-Poilable Request
Meaning

No point coordinator at AP 

Point coordinator at AP for delivery only (no polling) 

Point coordinator at AP for delivery and polling 

Reserved
   

APs set the Privacy subfieid to 1 within transmitted Beacon, Probe Response, Association Response, and

Reassociation Response management frames if WEP encryption is required for all data type frames
exchanged within the BSS. if WEP encryption is not required, the Privacy subfieid is set to 0.

STAs within an iBSS set the Privacy subfield to i in transmitted Beacon or Probe Response management
frames if WEP encryption is required for all data type frames exchanged within the [BSS. Ii' WEP encryp—
tion is not required, the Privacy subfield is set to 0.

7.3.1.5 Current AP Address field

The Current AP Address field is the MAC address ofthe AP with which the station is currently associated. The

length of the Current AP Address field is 6 octets. The Current AP Address field is illustrated in Figure 28.

BO B47

Current AP Address

0ctets: *_._........................................W 6 .. _.._. .M_._mm—. _.._..._>

Figure 28~Current AP Address fixed field

7.3.1.6 Listen Interval field

The Listen Interval field is used to indicate to the AP how often an STA wakes to listen to Beacon manage—

ment frames. The value of this parameter is the STA’s Listen Interval parameter of the MLME~Associ—
ate.request primitive and is expressed in units of Beacon Interval. The length of the Listen Interval field is

2 octets. The Listen interval field is illustrated in Figure 29.

BO 815

l Listen Interval
Octets: WW 2 WWW”

Figure 29—Listen Interval fixed field
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An AP may use the Listen Interval infomation in determining the lifetime of frames that it buffers for an STA.

7.3.1.7 Reason Code field

This Reason Code field is used to indicate the reason that an unsolicited notification management frame of

type Disassociation or Deauthentication was generated. The length of the Reason Code field is 2 octets. The
Reason Code field is illustrated in Figure 30.

B0 315

2 >Octets: ‘
 

Figure 30—Reason Code fixed field

The reason codes are defined in Table 18.

Table 18—Reason codes

Reason code Meaning

0 Reserved 

Unspecified reason 

Previous authentication no longer valid 

I')eauthenticatcd because sending station is leaving (or has left) IBSS or PISS  

Disassociated due to inactivity

Disassoeiated because AP is unable to handle all currently associated stations 

Class 2 frame rccci ed from nonauthenticated station
 

Class 3 I'ramc recelved From nonassociated station 

Disassoeialed because sending station is leaving (or has left) RSS

Station requesting (re)assoeiation is not authenticated with responding station
Ill—(55 535 Reserved

  
7.3.1.8 Association ID (AID) field

The AID field is a value assigned by an AP during association that represents the 16—bit ID of a STA. The length

ofthe AID field is 2 octets. The AID field is illustrated in Figure 3 l.

30 315

Association ID (AID)

Octets: W 2 _ ’

Figure 31—AID fixed field

The value assigned as the Association ID is in the range l—2007 and is placed in the 14 least significant bits

of the AID field, with the two most significant bits ofthe AlD field each set to 1 (see 7.1.3.2).
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7.3.1.9 Status Code field

The Status Code field is used in a response management frame to indicate the Success or failure of a

requested operation. The length of the Status Code field is 2 octets. The Status Code field is illustrated in
Figure 32.

 

BO 81 5

Octets: ‘ 2 ’

Figure 32—Status Code fixed field

[fan operation is successful, then the status code is set to 0. If an operation results in failure. the status code
indicates a failure cause. The failure cause codes are defined in Table 19.

Table 19—Status codes

Status code Meaning

Successful 

Unspecified failure 

Reserved

Cannot support all requested capabilities in the Capagility Information field
Reassociation denied due to inability to confirm that association exists

Association denied due to reason outside the scope of this standard 

Responding station does not support the specified authentication algorithm 

Received an Authentication frame with authentication transaction sequence number
out of expected sequence   

Authentication rejected because ot‘chullcngc failure

Authentication rejected due to timeout waiting for next frame in sequence
Association denied because AP is unable to handle additional associated stations

Association denied due to requesting station not supporting all ofthe data rates in the
BSSBasicRateSet parameter

19—65 535 Reserved

  
  

7.3.1.10 Timestamp field

This field represents the value of the TSFTIMER (see 11.1) of 21 frames source. The length of the Timestamp

field is 8 octets. The Timestamp field is illustrated in Figure 33.

BO BB3

Octets: ** "W 8 ' " '7 “fin "

Figure 33—Timestamp fixed field
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7.3.2 Information elements

Elements are defined to have a common general format consisting ofa l octet Element ID field, a I octet
length field, and a variableulength element-specific information field. Each element is assigned a unique

Element ID as defined in this standard. The Length field specifies the number of octets in the Information
field. See Figure 34.

._7 ..._r .._‘_ 1 ..._‘__

Element ID Length Information

Octets: "—1”‘—"“‘— 1 “NM-— length -——-———>

 

Figure 34—Element format

The set of valid elements is defined in Table 20.

Table 20—Element IDs

Information element I Element lD

SSH)

Supported rates

 

 

FH Parameter Set 
[)8 Parameter Set 
CF Parameter Set

TIM

IBSS Parameter Set

 

 

 
Reserved 

Challenge text

Reserved for challenge text extension 

Reserved

  
7.3.2.1 Service Set Identity (SSID) element

The SSID element indicates the identity of an ESS or lBSS. See Figure 35. 

Element ID Length 88 ID

Octets:4—‘1—H—1—"‘*—'— 0-32 ——’—'—”

Figure 35w—SSID element format

The length ofthe SSID information field is between 0 and 32 octets. A 0 length information field indicates
the broadcast SSlD.

7.3.2.2 Supported Rates element

The Supported Rates element specifies the rates in the Operational Rate Set as described in the
MLMEAJoinmequest and MLMEAStartxequest primitives. The information field is encoded as l to 8 octets

where each octet desoribes a single supported rate in units of 500 kbit/s.
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Within Beacon, Probe Response, Association Response, and Reassociation Response management frames,

each supported rate belonging to the BSSBasicRateSet. as defined in 10.3. 10.1, is encoded as an octet with
the msb (bit 7) set to l (e.g.. a 1 Mbit/s rate belonging to the BSSBasicRateSet is encoded as X'82'). Rates

not belonging to the BSSBasicRateSet are encoded with the msb set to 0 (e.g., a 2 :Vlbit/s rate not belonging

to the BSSBasicRate Set is encoded as X'O4’). The msb of each Supported Rate octet in other management
frame types is ignored by receiving STAs.

BSSBasicRateSet information in Beacon and Probe Response management frames is used by STAs in order to
avoid associating with a 388 ifthey do not support all the data rates in the BSSBasicRateSet. See Figure 36.

  

  
Element Io  Supported Rates

Octets:4—-—- 1 ——?4—— t ——><—————— 1-B——-——-—>

Figure SBWSupported rates element format

7.3.2.3 FH Parameter Set element

The FH Parameter Set element contains the set of parameters necessary to allow synchronization for STAs

using a frequency-hopping (PH) PHY. The information field contains Dwetl Time, Hop Set. Hop Pattern,

and Hop index parameters. The total length of the information fieid is 5 octets. See Figure 37.

Element ID Length Dwell Time (TU) Hop Set Hop Pattern Hop lndex

Octets: <——1—><—1——>*—— 2 -—H '1' P4 1 >4 1 b

 

 

Figure 37—FH Parameter Set element format

The Dwell Time field is 2 octets in length and contains the dwell time in TU.

The Hop Set field identifies the current set (dot l lCurrentSet) of hop patterns and is a single octet.

The Hop Pattern field identifies the current pattern (dotl lCurrentPattern) within a set of hop patterns and is
a single octet.

The Hop Index field selects the current index (dotl lCurrentlndex) within a pattern and is a single octet.

The description ofthe attributes used in this subclause can be found in 14.8.2. l.

7.3.2.4 [)3 Parameter Set element

The DS Parameter Set element contains information to allow channel number identification for STAs using a

direct sequence spread spectrum (DSSS) l’HY. The information field contains a single parameter containing

the dotl lCurrentChannelNumber (see 15.4.6.2 for values). The length of the dotl lCurrentChanneENumber
parameter is i octet. See Figure 38.

7.3.2.5 CF Parameter Set element

The CF Parameter Set element contains the set of parameters necessary to support the PCP. The information
field contains the CFPCount. CFPPeriod. CFPMaxDuration, and CFPDurRemaining fields. The total length

ofthe information field is 6 octets. See Figure 39.
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CurrentI m ID L
Ee ent ength Channel

Octets: 4W 1M4w1 WW1”

Figure 38-—DS Parameter Set element format

Element ID Len th CFP CFP CFP MaxDuration CFP DurRemaining
9 Count Period (TU) (TU)

Octets: <——-1—-—><--—1—~><—-1——-><—-——1——><-————- 2 ———-—><-———-— 2 —-—-—>

Figure 39—CF Parameter Set element format

CFPCount indicates how many DTlMs (including the current frame) appear before the next CFP start. A
CFPCount of 0 indicates that the current DTIM marks the start ofthe CFP.

CFPPeriod indicates the number of DTIM intervals between the start of CFPs. The value is an integral
number of DTIM intervals.

CFPMaxDuration indicates the maximum duration, in TU, of the CFP that may be generated by this PCF.
This value is used by STAs to set their NAV at the TBTT ofbeacons that begin CFPs.

CFPDurRemaining indicates the maximum time, in TU, remaining in the present CFP, and is set to zero in

CFP Parameter elements of beacons transmitted during the contention period. The value ofCFPDurRemaim

ing is referenced to the immediately previous TBTT. This value is used by all STAs to update their NAVs
during CFPs.

7.3.2.6 TIM

The TIM element contains four fields: DTIM Count, DTIM Period, Bitmap Control. and Partial Virtual
Bitmap. See Figure 40.

ElementID Length DTIM Bitmap Partial Virtual BitmapControl 
OCtEtSHI 1 >4 1- Hutu»: 1 ++ 1 >4— 1—251w .-
 

Figure 40—TIM element format

The Length field for this element indicates the length of the information field, which is constrained as
described below.

The DTIM Count field indicates how many beacons (including the current frame) appear before the next
DTIM. A DTIM Count ofO indicates that the current TIM is a DTIM. The DTIM count field is a single octet.

The DTIM Period field indicates the number of Beacon intervals between successive DTIMs. If all TlMs are

DTIMs, the DTIM Period field has the value 1. The DTIM Period value 0 is reserved. The DTIM period field
is a single Octet.

The Bitmap Control field is a single octet. Bit 0 of the field contains the Trafiic Indicator bit associated with
Association ID 0. This bit is set to 1 in TIM elements with a value OH) in the DTIM Count field when one or
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more broadcast or multicast frames are buffered at the AP. The remaining 7 bits ofthe field form the Bitmap
Offset.

The trafiic—indication virtual bitmap. maintained by the AP that generates a TIM, consists of 2008 bits, and is

organized into 251 octets such that bit number N (0 3' N g 2007) in the bitmap corresponds to bit number

(N mod 8) in octet numberlN / 81 where the low-order bit of each octet is bit number 0, and the high order
bit is bit number 7. Each bit in the traffic-indication virtual bitmap corresponds to traffic buffered for a

specific station within the B38 that the AP is prepared to deliver at the time the beacon frame is transmitted
Bit number N is 0 if there are no directed frames buffered for the station whose Association ID is N. If any

directed frames for that station are buffered and the AP is prepared to deliver them, bit number N in the traf-

fic-indication virtual bitmap is LA PC may decline to set bits in the TIM for CF-Pollable stations it does not
intend to poll (see 11.2.1.5).

The Partial Virtual Bitmap field consists of octets numbered N1 through N2 of the traffic indication virtual
bitmap, where N1 is the largest even number such that bits numbered 1 through (N1 X 8) — 1 in the bitmap

are all 0 and N2 is the smallest number such that bits numbered (N2 + 1‘) X 8 through 2007 in the bitmap are

all 0. In this case, the Bitmap Offset subfield value contains the number LNl/Zi, and the Length field will be
set to (N2 — N1) + 4.

in the event that all bits other than bit 0 in the virtual bitmap are 0, the Partial Virtual Bitmap field is encoded

as a single octet equal to 0, and the Bitmap Offset subfield is 0.

7.3.2.7 IBSS Parameter Set element

The [8 SS Parameter Set element contains the set of parameters necessary to support an IBSS. The informa-

tion field contains the ATlM Window parameter. See Figure 41.

Element ID Length ATIM Window

Octetszw‘lm—F4—1—P4—“————— 2 ————5

 

Figure 41—IBSS Parameter Set element format

The ATlM Window field is 2 octets in length and contains the ATlM Window length in TU.

7.3.2.8 Challenge Text element

The Challenge Text element contains the challenge text within Authentication exchanges. The element infor-

mation field length is dependent upon the authentication algorithm and the transaction sequence number as

specified in 8.1. See Figure 42.

Element ID Length Challenge Text

OctetS: H1 —~—++—— 1 -—--+<—-—-——~—1-253——-——->

Figure 42~Challenge Text element format
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8. Authentication and privacy

8.1 Authentication services

IEEE 802.11 defines two subtypes of authentication service: Open System and Shared Key. The subtype

invoked is indicated in the body of authentication management frames. Thus authentication frames are self-

identifying with respect to authentication algorithm. All management frames of subtype Authentication shall

be unicast frames as authentication is performed between pairs of stations (i.e._. multicast authentication is
not allowed). Management frames of subtype Deauthentication are advisory, and may therefore be sent as

group-addressed frames.

A mutual authentication relationship shall exist between two stations following a successful authentication

exchange as described below. Authentication shall be used between stations and the AP in an infrastructure
BSS. Authentication may be used between two STAs in an lBSS.

8.1.1 Open System authentication

Open System authentication is the simplest of the available authentication algorithms. Essentially it is a null
authentication algorithm. Any STA that requests authentication with this algorithm may become authenti-
cated if dotl lAuthenticationType at the recipient station is set to Open System authentication. Open System

authentication is not required to be successful as a STA may decline to authenticate with any particular other

STA. Open System authentication is the default authentication algorithm.

Open System authentication involves a two-step authentication transaction sequence, The first step in the

sequence is the identity assertion and request for authentication. The second step in the sequence is the
authentication result. Ifthe result is “successful,” the STAs shall be mutually authenticated.

8.1.1.1 Open System authentication (first frame)

-~-— Message type: Management

_— Message subtype: Authentication
7 information items:

- Authentication Algorithm Identification 1 “Open System”

- Station Identity Assertion (in SA field of header)

' Authentication transaction sequence number = l

- Authentication algorithm dependent information (none)

7 Direction of message: From authentication initiating STA to authenticating S'l‘A

8.1.1.2 Open System authentication (final frame)

w Message type: Management

-— Message subtype: Authentication
---—- Information items:

' Authentication Algorithm Identification = “Open System“

- Authentication transaction sequence number = 2

- Authentication algorithm dependent information (none)

- The result ofthe requested authentication as defined in 7.3. | .9

— Direction of message: From authenticating STA to initiating STA

If dotl IAuthenticationType does not include the value “Open System." the result code shall not take the
value “successful.”
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8.1.2 Shared Key authentication

Shared Key authentication supports authentication of STAs as either a member of those who know a shared
secret key or a member of those who do not. IEEE 802.11 Shared Key authentication accomplishes this

without the need to transmit the secret key in the clear; however. it does require the use ofthe WEP privacy

mechanism. Therefore, this authentication scheme is only available ifthe WEP Option is implemented. Addi-

tionally, the Shared Key authentication algorithm shall be implemented as one of the

dotl lAuthenticationAlgorithms at any STA where WEP is implemented.

The required secret, shared key is presumed to have been delivered to participating STAs via a secure chan-

nel that is independent of IEEE 802.l 1. This shared key is contained in a write-only MIB attribute via the

MAC management path. The attribute is write-only so that the key value remains internal to the MAC.

During the Shared Key authentication exchange, both the challenge and the encrypted challenge are

transmitted. This facilitates unauthorized discovery of the pseudorandom number (PRN) sequence for the

key/[V pair used for the exchange. implementations should therefore avoid using the same key/1V pair for
subsequent frames.

A STA shall not initiate a Shared Key authentication exchange unless its dotl lPrivacyOptionImplemented
attribute is “true.”

in the following description, the STA initiating the authentication exchange is referred to as the requester,
and the STA to which the initial frame in the exchange is addressed is referred to as the responder.

8.1.2.1 Shared Key authentication (first frame)

— Message type: Management

— Message subtype: Authentication
--—-— lnformationltems:

0 Station Identity Assertion (in SA field of header)

- Authentication Algorithm Identification :— “Shared Key”

- Authentication transaction sequence number I l

- Authentication algorithm dependent information (none)

— Direction of message: From requester to responder

8.1.2.2 Shared Key authentication (second frame)

Before sending the second frame in the Shared Key authentication sequence. the responder shall use WEP to

generate a string of octets that shall be used as the authentication challenge text.

—— Message type: Management

A— Message subtype: Authentication
— Information Items:

- Authentication Algorithm ldentification = “Shared Key"
' Authentication transaction sequence number = 2

- Authentication algorithm dependent information I the authentication result.

- The result of the requested authentication as defined in 7.3.1.9

lfthe status code is not “successful.” this shall be the last frame of the transaction sequence. if

the status code is not “successful,” the content ofthe challenge text field is unspecified.

lfthe status code is “successful,” the following additional information items shall have valid con-
tents:

Authentication algorithm dependent information = challenge text.
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This field shall be of fixed length of l28 octets. The field shail be filled with Octets gener-

ated by the WEP pseudo-random number generator (PRNG). The actual value of the chal-

lenge field is unimportant. but the value shall not be a single static value. The key and 1V

used when generating the challenge text are unspecified because this key/iv value does
not have to be shared and does not affect interoperability.

~ Directi0n ofmessage: From responder to requester

8.1.2.3 Shared Key authentication (third frame)

The requester shall copy the challenge text from the second frame into the third frame. The third frame shall
be transmitted after encryption by WEP, as defined in 8.2.3. using the shared secret key.

~— Message type: Management
— Message subtype: Authentication
~ Information Items:

- Authentication Algorithm Identification = “Shared Key“

- Authentication transaction sequence number I 3

- Authentication algorithm dependent information I challenge text from sequence two frame

-— Direction of message: From requester to responder

This frame shall be encrypted as described below.

8.1.2.4 Shared Key authentication (final frame)

The responder shall attempt to decrypt the contents of the third frame in the authentication sequence as

described below. If the WEP ICV check is successful. the responder shall then compare the decrypted con—
tents of the Challenge Text field to the challenge text that was sent in Frame 2 of the sequence. If they are the

same, then the responder shall respond with a successful status code in Frame 4 of the sequence. If the WEP
ICV check fails, the responder shall respond with an unsuccessful status code in Frame 4 ofthe sequence as
described below.

—~ Message type: Management

~~ Message subtype: Authentication
‘-— Information Items:

0 Authentication Algorithm Identification : “Shared Key”

- Authentication transaction sequence number : 4

o Authentication algorithm dependent information = the authentication result
The result of the requested authentication.

This is a fixed length item with values “successful” and “unsuccessful.”
—- Direction of message: From responder to requester

8.2 The Wired Equivalent Privacy (WEP) algorithm

8.2.1 Introduction

Eavesdropping is a familiar problem to users of other types of wireless technology. IEEE 802.11 specifies a
wired LAN equivalent data confidentiality algorithm. [tired equivalent privacy is defined as protecting

authorized users of a wireless LAN from casual eavesdropping. This service is intended to provide function-

ality for the wireless LAN equivalent to that provided by the physical security attributes inherent to a wired
medium.

Data confidentiality depends on an external key management service to distribute data enciphering/decipher—
ing keys. The IEEE 802.l1 standards committee specifically recommends against running an lEEE 802.11

Copyright © 1999 IEEE. All rights reserved. 6|

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00077



ANSII'IEEE Sid 802.1 ‘1. 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

LAN with privacy but without authentication. While this combination is possible. it leaves the system open

to significant security threats.

8.2.2 Properties of the WEP aigorithm

The WEP algorithm has the following properties:

— It is reasonably strong: The security afforded by the algorithm relies on the difficulty of discovering

the secret key through a brute—force attack. This in turn is related to the length of the secret key and

the frequency of changing keys. WEP allows for the changing of the key (k) and frequent changing
of the IV.

V [r is self-synchronizing: WEP is self-synchronizing for each message. This property is critical for a

data-link level encryption algorithm, where “best effort” delivery is assumed and packet loss rates
may be high.

—— It is efficient: The WEP algorithm is efficient and may be implemented in either hardware or soft-
ware.

»— It may be exportable: Every effort has been made to design the WEP system operation so as to maxi—

mize the chances of approval, by the US. Department of Commerce, of export from the US. of
products containing a WEP implementation. However. due to the lcgal and political climate toward

cryptography at the time of publication, no guarantee can be made that any specific lEEE 802.11
implementations that use WEP will be exportable from the USA.

—— It is optional: The implementation and use ofWEP is an [EEE 802.11 option.

8.2.3 WEP theory of operation

The process of disguising (binary) data in order to hide its information content is called encryption (denoted
by E) (see [134]). Data that is not enciphered is called plainrexr (denoted by P) and data that is enciphered is

called cipherlext (denoted by C). The process of turning ciphertext back into plaintext is called decryption

(denoted by D). A cryiqutngrrrphr’c algorithm, or cipher, is a mathematical function used for enciphering or

deciphering data. Modern cryptographic algorithms use a key sequence (denoted by k) to modify their out-
put. The encryption function 15 operates on P to produce C:

EktP) = c

In the reverse process. the decryption function D operates on C to produce P:

DMC) = P

As illustrated in Figure 43. note that ifthe same key can be used for encryption and decryption then

DktEkaD = P

Key Management Service
Key —~W_-—

i OriginalPlaintext Ciphertext Plaintext

WW!“- Encryption t Decryption ——>
 

Eavesdropper

Figure 43—A confidential data channel

The WEP algorithm is a form of electronic code book in which a block of plaintext is bitwise XORed with a

pseudorandom key sequence of equal length. The key sequence is generated by the WEP algorithm.
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Referring to Figure 44 and viewing from left to right. encipherment begins with a secret key that has been

distributed to cooperating STAs by an external key management service. WEP is a symmetric algorithm in

which the same key is used for encipherment and deciphermcnt.

 
    

 

 
 

Initialization

Vector (IV) Key Sequence

Secret Key Ciphertext
Plaintext

 l '
integrity Check Value (lCV)

Message

Figure 44~—WEP encipherment block diagram

The secret key is concatenated with an initialization vector (1V) and the resulting seed is input to a PRNG. The

PRNG outputs a key sequence k of pseudorandom octets equal in length to the number of data octets that are to

be transmitted in the expanded MPDU plus 4 [since the key sequence is used to protect the integrity check value

(lCV) as well as the data]. Two processes are applied to the plaintcxt MPDU. To protect against unauthorized
data modification, an integrity algorithm operates on P to produce an lCV. Encipherment is then accomplished

by mathematically combining the key sequence with the plaintext concatenated with the lCV. The output of the
process is a message containing the IV and ciphertext.

The WEP PRNG is the critical component of this process, since it transforms a relatively short secret key

into an arbitrarily long key sequence. This greatly simplifies the task of key distribution, as only the secret

key needs to be communicated between STAs. The [V extends the useful lifetime of the secret key and pro-
vides the self-synchronous property of the algorithm. The secret key remains constant while the 1V changes

periodically. Each new 1V results in a new seed and key sequence, thus there is a one-to—one correspondence

between the 1V and k. The [V may be changed as frequently as every Ml’DU and, since it travels with the

message, the receiver will always be able to decipher any message. The [V is transmitted in the clear since it

does not provide an attacker with any information about the secret key, and since its value must be known by

the recipient in order to perform the decryption.

When choosing how often to change N values, implementors should consider that the contents of some

fields in higher-layer protocol headers, as well as certain other higher-layer information, is constant or

highly predictable. When such information is transmitted while encrypting with a particular key and 1V, an

cavesdropper can readily determine portions ofthe key sequence generated by that (key, N) pair. 1f the same

(key, N) pair is used for successive MPDUs, this effect may substantially reduce the degree of privacy con-

ferred by the WEP algorithm, allowing an eavesdropper to recover a subset of the user data without any

knowledge of the secret key. Changing the 1V after each MPDU is a simple method of preserving the effec—
tiveness of WEP in this situation.

The WEP algorithm is applied to the frame body of an MPDU. The (IV, frame body, lCV) triplet forms the
actual data to be sent in the data frame.

For WEP protected frames, the first four octets of the frame body contain the 1V field for the MPDU. This

field is defined in 8.2.5. The PRNG seed is 64 bits. Bits 0 through 23 ofthe 1V correspond to bits 0 through

23 of the PRNG seed, respectively. Bits 0 through 39 of the secret key correspond to bits 24 through 63 of
the PRNG seed, respectively. The bit and octet numbering conventions in 7.1.1 apply to the PRNG seed.

secret key, and IV. The numbering of the octets ofthe PRNG seed corresponds to that ofthe RC4 key. The

[V is followed by the NIPDU, which is followed by the lCV. The WEP [CV is 32 bits. The WEP integrity
Check algorithm is CRC-32. as defined in 7.1.3.6.

As stated previously, WEP combines k with P using bitwise XOR.

Copyright © 1999 lEEE. All rights reserved. 63

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00079



ANSUIEEE Std 802.11. 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Referring to Figure 45 and viewing from lefi to right. decipherment begins with the arrival ofa message. The

[V of the incoming message shall be used to generate the key sequence necessary to decipher the incoming

message. Combining the ciphertext with the proper key sequence yields the original plaintext and ICV. Cor—

rect decipherment shall be verified by performing the integrity check algorithm on the recovered plaintext
and comparing the output lCV" to the [CV transmitted with the message. If [CV is not equal to lCV. the

received MPDU is in error and an error indication is sent to MAC management. MSDUs with erroneous
MPDUS (due to inability to decrypt) shall not be passed to LLC.

Secret Key
  
 
 

 

Plaintext

ICV‘ = iCV? '

Message

Figure 45—WEP decipherment block diagram

8.2.4 WEP algorithm specification

WEP uses the RC4 PRNG algorithm from RSA Data Security, Inc.6

8.2.5 WEP Frame Body expansion

Figure 46 shows the encrypted Frame Body as constructed by the WEP algorithm.

4— Encrypted (Note) hp!

 
   lnit.Veetor

3 Pad Ke ID
6bits j Zgits

NOTE — The encypherment process has expanded the original Frame Body by 8 octets, 4- for the 1V
field and 4 for the ICV. The SUV is calculated on the data field only.

Figure 46—Construction of expanded WEP Frame Body

The WEP lC‘V shall be a 32—bit field containing the C‘RC—32, as defined in 7.1.3.6 calculated over the Data

(PDU) field as depicted in Figure 46. The expanded Frame Body shall include a 32-bit IV field immediately

preceding the original Frame Body. This field shall contain three subfields: a three—octet field that contains
the initialization vector, a 2-bit key ID field, and a 6-bit pad field. The ordering conventions defined in 7.1.]

apply to the IV fields and its subfields and to the [CV field. The key ID subfield contents select one ofl‘our

“Details ofthe RC4 algorithm are available from RSA. Please contact RSA for algorithm details and the uniform RC4 licensee terms
that RSA offers to anyone wishing to use RC4 for the purpose of Implementing the [EEE 802.11 WEP option. If necessary, contact the
IEEE Standards Department intellectual Property Rights Administrator for details on how to communicate with RSA.
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possible secret key values for use in decrypting this Frame Body. Interpretation ofthese bits is discussed fur—

ther in 8.3.2. The contents ofthe pad subfield shall be zero. The key ID occupies the two msb ofthe last octet

ofthe IV field, while the pad occupies the six lsb ofthis octet.

The WEP mechanism is invisible to entities outside the lEEE 802.l 1 MAC data path.

8.3 Security-Reiated MIB attributes

The IEEE 802.11 security mechanisms are controlled via the MAC management path and reiated MIB

attributes. This subclause gives an overview of the security—related MIB attributes and how they are used.
For details of the MIB attribute definitions, refer to l 1.4.

8.3.1 Authentication-Related MtB attributes

The type ofauthentieation invoked when authentication is attempted is controlled by the A uthenticationType

parameter to the MLME-AUTHENTICATEJequest primitive. The type of authentication request that may

be accepted by a STA is controlled by the MIB attribute dotl lAuthenticationType. The type of authentica-
tion is selected from the following set of values:

—~ Open System

— Shared Key

All other values are reserved. The numeric encoding ofthese values is given in 7.3.1.1.

8.3.2 Privacy-Related MIB attributes

WEP invocation is controlled by the parameters passed to the MLME-AUTHENTlCATE.req uest primitive
as well as a number of MIB attributes. An overview of the attributes and their usage is given in this

subclause. All MIB attributes that hold WEP keys are externally write-only; the contents shall not be read—
able via MAC management SAPS. See 1 1.4 for the formal MIB attribute definitions.

The boolean variable dotl lPrivacyinvoked shall be set to “false” to prevent the STA from transmitting

MPDUs oftype Data with the WEP subfield ofthe Frame Control Iield set to 1. it does not affect MPDU or

MMPDU reception.

The default value for all WEP keys shall be null. Note that encrypting a frame using WEP with a null key is

not the same as failing to encrypt the frame. Any request to encrypt aframe with a null key shall result in the
MSDU being discarded and an MA-UNIDATA-STATUSJndication with a transmission status indicating

that the frame may not be encrypted with a null key. Decrypting a frame whose WEP sublield is set to 1

involves stripping the 1V, and checking the iCV against the calculated lCV’ value computed over the data
contained in the MPDU.

To support shared key configurations. the MIB contains a four—element vector called
“dotl lWEPDefaultKeys.” The default value for each element of this vector is null, These elements contain

the default keys to be used with WEP.

An additional attribute called “dotl lWEPDefaultKele” is an integer. When set to a value of 0, l. 2. or 3.

MPDUS transmitted with the WEP subfield ofthe Frame Control lield set to i shall be encrypted using the
first. second, third, or fourth element, respectively, from dotl lWEPDefaultKeys, unless the frame has an

individual RA and a key mapping exists for the RA of the frame. On receive. the incoming MPDU shall be

decrypted using the element from dotl l WEPDefaultKeys specified by the received key ID field, unless the

frame has an individual RA and a key mapping exists for the TA of the frame. The value in the transmitted
key 1D field shall be zero in all cases except when dotl lWEPDefaultKele is used to encrypt a frame and is
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set to a value of 1, 3, or 3, in which case the transmitted key ID field shall contain the value of

dotl lWEPDefaultKele.

When the boolean attribute aExcludeUnencrypted is set to True, MPDUs oftype Data received by the STA

with the WEP subfield of the Frame Control field equal to zero shall not be indicated at the MAC service

interface. When aExcludeUnencrypted is set to True, only MSDUs that have been decrypted successfully
shall be indicated at the MAC service interface.

[EEE 802.1 1 does not require that the same WEP key be used for all STAs. The MlB supports the ability to

share a separate WEP key for each RA/TA pair. Key mapping is supported by a MIB attribute that is an array

called “dotl 1WEPKeyMappings." dotl lWEPKeyMappings contains zero or one entry for each MAC
address, up to an implementation—defined maximum number of entries identified by

dotl lWEPKeyMappingLength, and contains two fields for each entry: a boolean “WEPOn” and the corre—
sponding WEPKey. In an infrastructure 888, the AP’s WEPOn value in the entry in its

dotl lWEPKeyMapping table corresponding to a STA’s MAC address shall not be set to True for a STA if
that STA has not successfully initiated and completed an authentication sequence using an authentication

type other than “Open System.” The default value for all WEPOn fields is False. dotl 1WEPKeyMappings

shall be indexed by either RA or TA addresses (since WEP is applied only to the wireless link), as described

below. When an entry in the table exists for a particular MAC address, the values in the

dotllWEPKeyMappings attribute shall be used instead of the dotllWEPDefaultKeyID and
dotl l WEPDefaultKeys variables.

The minimal value ofdotl IWEPKeyMappingLength shall be 10. This value represents a minimum capabil-

ity that may be assumed for any STA implementing the WEP option.

When transmitting a frame of type Data, the values of dotllPrivacylnvoked, dot] IWEPKeyMappings,

dotl lWlEZPDefaultKeys, and dot] lWEPDefaultKele in effect at an unspecified time between receipt by the

MAC of the MAUNITDATA.request primitive and the time of transmission of that frame shall be used
according to the following decision tree:

if dotl lPrivacylnvoked is “false”

the MPDU is transmitted without encryption
else

if(the MPDU has an individual RA and

there is an entry in dotl lWEPKeyMappings for that RA)

ifthat entry has WEPOn set to “false”
the MPDU is transmitted without encryption

else

ifthat entry contains a key that is null

discard the entire MSDU and generate an

MA-UNlTDATA-STATUS.indication primitive to

notify LLC that the MSDU was undeliverable due to
a null WEP key

else

encrypt the MPDU using that entry’s key, setting the kele
subfield ofthe IV field to zero

else

if(the MPDU has a group RA and the Privacy subfield

ofthe Capability Information field in this 888 is set to 0)

the MPDU is transmitted without encryption
else

if dotl lWEPDefaultKeys[dotl 1WEPDefaultKele] is null

discard the MSDU and generate an

MA-UNlTDATA~STATUS.indication primitive to
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notify LLC that the entire MSDU was undeliverable

due to a null WEP key
else

encrypt the MPDU using

dotl lWEPDefaultKeys[dotl 1WE PDefaultKele},

setting the KeyID subfield ofthe IV field to

dotl lWEPDefauitKeyID

When receiving a frame of type Data, the values of dotl1PrivacyOptionImplemented,

dotl IWEPKeytvtappings. dotllWEPDetaultKeys, dotl lWEPDefaultKele, and aExcluchnencrypted in

effect at the time the PHY—RXSTARIEndication primitive is received by the MAC shall be used according to

the following decision tree:

if the WEP subfield of the Frame Control Field is zero

if aExcludeUnencrypted is “true”

discard the frame body without indication to LLC and increment
dotl 1 WEPEchudedCount

else

receive the frame without decryption
else

if dotl 1PrivacyOptionImplemented is “true”
if [the MPDU has individual RA and

there is an entry in dotl IWEPKeyMappings matching the MPDU'S TA)

if that entry has WEPOn set to “false”

discard the frame body and increment

dotl 1\‘t’EPUndecryptableCount
else

if that entry contains a key that is null

discard the frame body and increment
dotl I WEPUndecryptableCount

else

attempt to decrypt with that key, incrementing
dotl 1WEPICVErrorCount ifthe [CV check fails

else

if dotl IWEPDcfauItKeysikeyiD] is null

discard the frame body and increment

dotl IWEPUndecryptabIeCount
else

attempt to decrypt with dotl IWEPDefaultKeysikeyID],

incrementing dotl IWEPICVErrorCount if the lCV check fails
else

discard the frame body and increment dotl l WEPUndecryptableCount

When transmitting a frame of type Management, subtype Authentication with an Authentication Transaction

Sequence Number field value of 2. the MAC shali operate according to the following decision tree:

ifdotl lPrivacyOptionImplemented is "false"

the MMPDU is transmitted with a sequence

of zero octets in the Challenge Text field and a Status Code value of i3
else

the Mx-IP'D'U is transmitted with a sequence of 128 octets generated using the
WEP PRNG and a key whose value is unspecified and beyond the scope ofthis

standard and a randomly chosen 1V value (note that this will typically be selected
by the same mechanism for choosing IV values for transmitted data MPDUs)
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in the Challenge Text field and a status code value ofO (the IV used is

immaterial and is not transmitted). Note that there are cryptographic issues

involved in the choice of key/[V for this process as the challenge text is sent

unencrypted and therefore provides a known output sequence from the PRNG.

When receiving a frame of type Management, subtype Authentication with an Authentication Transaction
Sequence Number field value on, the MAC shall operate according to the following decision tree:

ifthe WEP subfield ofthe Frame Control field is 1

respond with a status code value of 15
else

if dotl lPrivacyOptionImplemented is “true”

ifthere is a mapping in dotl IWEPKeyMappings matching the MSDU’s TA
ifthat key is null

respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate

Authentication Algorithm Number, a status code value of

IS and no Challenge Text field, without encrypting the
contents of the frame

else

respond with a frame whose Authentication Transaction

Sequence Number field is 3 that contains the appropriate

Authentication Algorithm Number, a status code value of

0 and the identical Challenge Text field, encrypted using

that key, and setting the key lD subfield in the IV field to 0
else

if dotl lWEPDefaultKeys[dot1 IWEPDefaultKele] is null

respond with a frame whose Authentication Transaction

Sequence Number field is 3 that contains the appropriate

Authentication Algorithm Number. a status code value of
15 and no Challenge Text field, without encrypting the
contents ofthe frame

else

reapond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate

Authentication Algorithm Number, a status code value of 0

and the identical Challenge Text field, encrypted using

dotl lWEPDefaultKeysldot l IWEPDefaultKelej, setting the

key lD subfield in the IV field to dotl lWEPDefaultKele
else

respond with a frame whose Authentication Transaction

Sequence Number field is 3 that contains the appropriate Authentication

Algorithm Number. a status code value of 13 and no Challenge Text

field, without encrypting the contents of the frame

When receiving a frame of type Management, subtype Authentication with an Authentication Transaction
Sequence Number field value of 3, the MAC shall operate according to the following decision tree:

ifthe WEP subfield ofthe Frame Control field is zero

respond with a status code value of 15
else

if dotl lPrivacyOptionImplemented is “true”

ifthere is a mapping in dotl IWEPKeyMappings matching the 'MSDU’s TA
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ifthat key is null
respond with a frame whose Authentication Transaction

Sequence Number field is 4 that contains the appropriate
Authentication Algorithm Number, and a status code value

of 15 without encrypting the contents of the frame
else

attempt to decrypt with that key, incrementing

dotl IWEPICVErrorCount and responding with a status code value
of 15 ifthe [CV check fails

else

if dotl 1WEPDefaultKeys[kele] is null
respond with a frame whose Authentication Transaction

Sequence Number field is 4 that contains the appropriate

Authentication Algorithm Number, and a status code value
of 15 without encrypting the contents ofthe frame

else

attempt to decrypt with dotl 1WEPDefaultKeys[kele],

incrementing dotl lWEPICVErrorCount and responding with
a status code value of 15 if the [CV check fails

else

respond with a frame whose Authentication Transaction Sequence Number

field is 4 that contains the appropriate Authentication Algorithm Number,
and a status code value of 15

The attribute dotl 1Privacylnvoked shall not take the value “true” if the attribute

dotllPrivaeyOptionlmplemented is “false.” Setting the attribute dotllWEPKeyMappings to a value that

includes more than dotl IWEPKeyMappingLength entries is illegal and shall have an implementation-specific

efleet on the operation of the privacy service. Note that dotl 1WEPKeyMappings may contain between zero

and dotl lWEPKeyMappingLength entries. inclusive.

It is recommended that the values of the attributes in the aPrivacygrp not be changed during the authentica~

tion sequence as unintended operation may result.
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9. MAC sublayer functional description

The MAC functional description is presented in this clause. The architecture of the MAC sublayer, including

the distributed coordination function (DCF), the point coordination function (PCF). and their coexistence in an

lEEE 802.] 1 LAN are introduced in 9. | . These functions are expanded on in 9.2 and 9.3, and a complete func«

tional description of each is provided. Fragmentation and defragmcntation are covered in 9.4 and 9.5. Multirate

support is addressed in 9.6. The allowable frame exchange sequences are listed in 9.7. F inally, a number of
additional restrictions to limit the cases in which MSDUs are reordered or discarded are described in 9.8.

9.1 MAC architecture

The MAC architecture can be described as shown in Figure 47 as providing the PCF through the services of
the DCF.

Required for Contention-

Free Services

  
  
 
 
  

 

 
Point

Coordination
Used for Contention

Services and basis for PCF
Function

 
Distributed

Coordination Function

(DCF)

Figu re 47—MAC a rchitectu re

9.1.1 Distributed coordination function (DCF)

The fundamental access method of the lEEE 802.1 1 MAC is a DCI" known as Carrier sense multiple cu‘ces‘s
wilh collision avoidance (CSMA/CA). The DCF shall be implemented in all STAs. for USB within both lBSS

and infrastructure network configurations.

For a STA to transmit. it shall sense the medium to determine if another STA is transmitting. “the medium

is not determined to be busy (see 9.2.1), the transmission may proeeed. The CSMA/CA distributed algorithm
mandates that a gap of a minimum specified duration exist between eomiguous frame sequences. A transmit-
ting STA shall ensure that the medium is idle for this required duration before attempting to transmit. lfthe

medium is determined to be busy, the STA shall defer until the end ofthe current transmission. After defer-
ml, or prior to attempting to transmit again immediately after a successful transmission. the STA shall select
a random backotf interval and shall decrement the backoff interval counter while the medium is idle. A

refinement of the method may be used under various circumstances to further minimize collisions—here the
transmitting and receiving STA exchange short control frames [request to send (RTS) and clear to send

(CTS) frames] after determining that the medium is idle and after any deferrals or backoffs, prior to data

transmission. The details ofCSMA/CA. deferrals, and backoffs are described in 9.2. RTS/CTS exchanges

are also presented in 9.2.

9.1.2 Point coordination function (PCF)

The [BBB 802.11 MAC may also incorporate an optional access method called a PCP, which is only usable

on infrastructure network configurations. This access method uses a point coordinator (PC), which shall
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operate at the access point ofthe BSS. to determine which STA currently has the right to transmit. The oper-
ation is essentially that of polling, with the PC performing the role ofthe polling master. The operation ofthe

PCF may require additional coordination, not specified in this standard. to permit efficient operation in cases

where multiple point—coordinated 8835 are operating on the same channel, in overlapping physical space.

The PCF uses a virtual carrier-sense mechanism aided by an access priority mechanism. The PCF shall dis-

tribute information within Beacon management frames to gain control of the medium by setting the network
allocation vector (NAV) in STAs. In addition, all frame transmissions under the PCF may use an interframe

space (iFS) that is smaller than the iFS for frames transmitted via the DCF. The use ofa smaller iFS implies
that point—coordinated traffic shall have priority access to the medium over STAs in overlapping BSSs oper-
ating under the DCF access method.

The access priority provided by a PCF may be utilized to create a contention—free (CF) access method. The
PC controls the frame transmissions of the STAs so as to eliminate contention for a limited period of time.

9.1.3 Coexistence of DCF and PCF

The DCF and the PCF shall coexist in a manner that permits both to operate concurrently within the same

BSS. When a PC is operating in a BSS, the two access methods alternate, with a contention-free period

(CFP) followed by a contention period (CP). This is described in greater detail in 9.3.

9.1.4 Fragmentation/defragmentation overview

The process of partitioning a MAC service data unit (MSDU) or a MAC management protocol data unit

(MMPDU) into smaller MAC level frames, MAC protocol data units (MPDUs), is called fragmentation.

Fragmentation creates MPDUS smaller than the original MSDU or MMPDU length to increase reliability, by
increasing the probability ofsuccessful transmission ofthe MSDU or MMPDU in cases where channel char-

acteristics limit reception reliability for longer frames. Fragmentation is accomplished at each immediate

transmitter. The process of recombining MPDUs into a single MSDU or MMPDU is defined as defragmen—

tation. Defragmentation is accomplished at each immediate recipient.

Only MPDUs with a unicast receiver address shall be fragmented. Broadcast/multicast frames shall not be

fragmented even if their length exceeds aFI‘angi‘itfltiOl’iTl’il‘CSl‘lOld.

When a directed MSDU is received from the LLC or a directed MMPDU is received from the MAC sublaycr
management entity (M LME) with a length greater than aFragmentationThreshold, the MSDU or MMPDU

shall be fragmented. The MSDU or MMPDU is divided into MPDUs. Each fragment is a frame no larger

than aFragmentationThreshold. it is possible that any fragment may be a frame smaller than aFragmenta—

tionThreshold. An illustration of fragmentation is shown in Figure 48.

 

 
  

  
MAC

HDR Frame Body

C
R
C 

Fragment 0 Fragment 1 Fragment 2 Fragment 3

Fig ure 48—Fragmentation

The MPDUs resulting from the fragmentation of an MSDU or MMPDU are sent as independent transmis—

sions, each of which is separately acknowledged. This permits transmission retries to occur per fragment.
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rather than per MSDU or MMPDU. Unless interrupted due to medium occupancy limitations for a given

PHY, the fragments ofa single MSDU or MMPDU are sent as a burst during the CP, using a single invoca-

tion ofthe DCF medium access procedure. The fragments ofa single MSDU or MMPDU are sent during a

CFP as individual frames obeying the rules of the PC medium access procedure.

9.1.5 MAC data service

The MAC data service shall translate MAC service requests from LLC into input signals utilized by the

MAC state machines. The MAC data service shall also translate output signals from the MAC state machines

into service indications to LLC. The translations are given in the MAC data service state machine defined in
Annex C.

9.2 DCF

The basic medium access protocol is a DCF that allows for automatic medium sharing between compatible

PHYS through the use of CSMA/CA and a random backoff time following a busy medium condition. In
addition, all directed traffic uses immediate positive acknowledgment (ACK frame) where retransmission is
scheduled by the sender if no ACE. is received.

The CSTVlA/CA protocol is designed to reduce the collision probability between multiple STAs accessing a
medium. at the point where collisions would most likely occur. Just after the medium becomes idle follow—

ing a busy medium (as indicated by the CS function) is when the highest probability ofa collision exists.

This is because multiple STAs could have been waiting for the medium to become available again. This is

the situation that necessitates a random backoff procedure to resolve medium contention conflicts.

Carrier sense shall be performed both through physical and virtual mechanisms.

The virtual carrier—sense mechanism is achieved by distributing reservation information announcing the

impending use of the medium. The exchange of RTS and CTS frames prior to the actual data frame is one
means of distribution ofthis medium reservation information. The RTS and CTS frames contain a Duration/

lD field that defines the period oftime that the medium is to be reserved to transmit the actual data frame and

the returning ACK frame. All STAs within the reception range ofeither the originating STA (which transmits
the RTS) or the destination STA (which transmits the CTS) shall learn of the medium reservation. Thus a

STA can be unable to receive from the originating STA, yet still know about the impending use of the
medium to transmit a data frame.

Another means of distributing the medium reservation information is the Duration/{D field in directed

frames. This field gives the time that the medium is reserved. either to the end of the immediately following

ACK, or in the case of a fragment sequence, to the end of the ACK following the next fragment.

The RTS/CTS exchange also performs both a type of fast collision inference and a transmission path check.

lfthe return CTS is not detected by the STA originating the RTS, the originating STA may repeat the process

(after observing the other medium-use rules] more quickly than if the long data frame had been transmitted
and a return ACK frame had not been detected.

Another advantage of the RTS/CTS mechanism occurs where multiple BSSs utilizing the same channel
overlap. The medium reservation mechanism works across the BSA boundaries. The RTSXCTS mechanism

may also improve operation in a typical situation where all STAs can receive from the AP, but cannot receive
from all other STAs in the BSA.

The RTS/CTS mechanism cannot be used for MPDUs with broadcast and multicast immediate address

because there are multiple destinations for the RTS, and thus potentially multiple concurrent senders ofthe
CTS in response. The RTS/CTS mechanism need not be used for every data frame transmission. Because the
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additional RTS and CTS frames add overhead inefficiency, the mechanism is not alwaysjustified, especially
for short data frames.

The use ofthe RTS/CTS mechanism is under control ofthe dotl lRTSThreshold attribute. This attribute may

be set on a per-STA basis. This mechanism allows STAs to be configured to use RTS/CTS either always,

never, or only on frames longer than a specified length.

A STA configured not to initiate the RTS/CTS mechanism shall still update its virtual carrierusense mecha—

nism with the duration information contained in a received RTS or CTS frame, and shall always respond to
an RTS addressed to it with a CTS.

The medium access protocol allows for STAs to support different sets of data rates. All STAs shall receive all

the data rates in aBasicRateSet and transmit at one or more of the aBasicRateSet data rates. To support the

proper operation of the RTS/CTS and the virtual carrier-sense mechanism, all STAs shall be able to detect
the RTS and CTS frames. For this reason the RTS and CTS frames shall be transmitted at one of the aBasi-

cRateSet rates. (See 9.6 for a description of multirate operation.)

Data frames sent under the DCF shall use the frame type Data and subtype Data or Null Function. STAs

receiving Data type frames shall only consider the frame body as the basis ofa possible indication to LLC.

9.2.1 Carrier-sense mechanism

Physical and virtual carrier-sense functions are used to determine the state of the medium. When either func—

tion indicates a busy medium, the medium shall be considered busy; otherwise, it shall be considered idle.

A physical carrier-sense mechanism shall be provided by the PHY. See Clause 12 for how this information is

conveyed to the MAC. The details of physical carrier sense are provided in the individual PHY specifica-
tions. '

A virtual carrier-sense mechanism shall be provided by the MAC. This mechanism is referred to as the net-

work allocation vector (NAV). The NAV maintains a prediction of future traffic on the medium based on

duration information that is announced in RTS/CTS frames prior to the actual exchange of data. The dura—

tion information is also available in the MAC headers of all frames sent during the CP other than PS-Poll

Control frames. The mechanism for setting the NAV using RTS/CTS in the DCF is described in 9.2.5.4, and
use of the NAV in PCF is described in 9.3.2.2.

The carrier-sense mechanism combines the NAV state and the STA‘s transmitter status with physical carrier

sense to determine the busyr‘idle state of the medium. The NAV may be thought of as a counter, which counts
down to zero at a uniform rate. When the counter is zero, the virtual carrier-sense indication is that the

medium is idle; when nonzero, the indication is busy. The medium shall be determined to be busy whenever
the STA is transmitting.

9.2.2 MAC-Level acknowledgments

The reception of some frames, as described in 9.7, 9.2.8, and 9.3.3.4, requires the receiving STA to respond

with an acknowledgment. generally an ACK frame. if the PCS of the received frame is correct. This tech—
nique is known as positive acknowledgment.

Lack of reception of an expected ACK frame indicates to the source STA that an error has occurred. Note,

however, that the destination STA may have received the frame correctly. and that the error may have

occurred in the reception ofthe ACK frame. To the initiator ofthe frame exchange. this condition is indistin-

guishable from an error occurring in the initial frame.
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9.2.3 lnterframe space (IFS)

The time interval between frames is called the lFS. A STA shall determine that the medium is idle through

the use of the carrierwsense function for the interval specified. Four different IFSs are defined to provide pri~

ority levels for access to the wireless media; they are listed in order, from the shortest to the longest. Figure
49 shows some of these relationships.

21) SlFS short interframe space

b) PIFS PCF interframe Space

c) DIFS DCF interframe space

(1) EIFS extended interframe space

The different lFSs shall be independent ofthe STA bit rate. The IFS timings shall be defined as time gaps on
the medium, and shall be fixed for each PHY (even in multirate-capable PHYs). The lFS values are deter—

mined from attributes specified by the PHY.

Immediate access when medium is free >= DIFS

   

   

  
 

 

 

DIFS DIFS
Contention Window

Busy Medium % I Beckett-Window Next Frame
I Slottim
  

 
 

Select Slot and Decrement Backoff as long
as medium is idle

Defer Access

Figure 49—Some IFS relationships

9.2.3.1 Short lFS (SIFS)

The SlFS shall be used for an ACK frame, a CTS frame, the second or subsequent MPDU of a fragment

burst. and by a STA responding to any polling by the PCF. It may also be used by a PC for any types of

frames during the CFP (see 9.3). The SlFS is the time from the end of the last symbol of the previous frame
to the beginning ofthe first symbol ofthe preamble of the subsequent. frame as seen at. the air interface. The

valid cases where the SlFS may or shall be used are listed in the frame exchange sequences in 9.7.

The SlFS timing shall be achieved when the transmission of the subsequent frame is started at the TxSlFS

Slot boundary as specified in 9.2.10. An lEEE 802.11 implementation shall not allow the space between

frames that are defined to be separated by a SlFS time, as measured on the medium. to vary from the nomi-

nal SlFS value by more than i10% of aSlotTime for the PHY in use.

SlFS is the shortest of the interframe spaces. SlFS shall be used when STAs have seized the medium and

need to keep it for the duration of the frame exchange sequence to be performed. Using the smallest gap

between transmissions within the frame exchange sequence prevents other STAs. which are required to wait

for the medium to be idle for a longer gap, from attempting to use the medium, thus giving priority to com—

pletion of the frame exchange sequence in progress.

9.2.3.2 PCF IFS (PIFS)

The PIFS shall be used only by STAs operating under the PCP to gain priority access to the medium at the
start ofthe CFP. A STA using the PCP shall be allowed to transmit contention-free tratfic after its carrier-

sense mechanism (see 9.2.1) determines that the medium is idle at the TxPlFS slot boundary as defined in

9.2.10. Subclause 9.3 describes the use ofthe PlFS by STAs operating under the PCP.
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9.2.3.3 DCF rFs (DIFS)

The DIFS shall be used by STAs operating under the DCF to transmit data frames {MPDU5) and manage-

ment frames {MMPDUs}. A STA using the DCF shall be allowed to transmit if its carrier-sense mechanism

{see 9.2.1) determines that the medium is idle at the TxDIFS slot boundary as defined in 9.2.10 after a cor-

rectly received frame. and its backoff time has expired. A STA using the DCF shall not transmit within an
EIFS after it determines that the medium is idle following reception of a frame for which the PHYRX-

END.indication primitive contained an error or a frame for which the MAC FCS value was not correct. A

STA may transmit after subsequent reception of an error-free frame. resynchronizing the STA. This allows
the STA to transmit using the DIFS following that frame.

9.2.3.4 Extended IFS (EIFS)

The EIFS shall be used by the DCF wheneverthe PHY has indicated to the MAC that a frame transmission

was begun that did not resuit in the correct reception of a complete MAC frame with a correct FCS vaiue.

The duration of an EIFS is defined in 92.10. The EIFS interval shall begin following indication by the PHY

that the medium is idle after detection of the erroneous frame. without regard to the virtual carrier-sense
mechanism. The EIFS is defined to provide enough time for another STA to acknowledge what was. to this

STA, an incorrectly received frame before this STA commences transmission. Reception of an error-free
frame during the EIF S resynchronizes the STA to the actual busy/idle state of the medium. so the EIFS is ter—

minated and normal medium access (using DIFS and, ifnecessary, backoff) continues following reception of
that frame.

9.2.4 Random backofi time

A STA desiring to initiate transfer of data MPDUs and/or management MMPDUs shall invoke the carrier—sense
mechanism (see 9.2.1) to detemiine the busy/idle state of the medium. If the medium is busy, the STA shall

defer until the medium is determined to be idle without interruption for a period of time equal to DIFS when

the last frame detected on the medium was received correctly, or after the medium is determined to be idle

without interruption for a period of time equal to EIFS when the last frame detected on the medium was not
received correctly. Afier this DIFS or EIF S medium idle time, the STA shall then generate a random backoff
period for an additional deferral time before transmitting, unless the backoff timer already contains a nonzero

value, in which case the seiection of a random number is not needed and not performed. This process mini-

mizes collisions during contention betWeen multiple STAs that have been deferring to the same event.

Backoff Time = Randomt) X aSIotTime

wh ere

Random() r Pseudorandom integer drawn from a uniform distribution over the interval [0,CW], where

CW is an integer within the range of values of the PHY characteristics aCWmin and aCW-

max, aC‘Wmin S CW 5:. aCWmax. It is important that designers recognize the need for

statistical independence among the random number streams among STAs.

aSlotTime 2 The value of the correspondingly named PHY characteristic.

The contention window (CW) parameter shall take an initial value of aCWmin. Every STA shall maintain a

STA short retry count (SSRC) as well as a STA long retry count (SL-RC'], both of which shall take an initial
value of zero. The SSRC shall be incremented whenever any short retry count associated with any MSDU is

incremented. The SLRC shall be incremented whenever any long retry count associated with any MSDU is

incremented. The CW shall take the next value in the series every time an unsuccessful attempt to transmit an

MPDU causes either STA retry counter to increment. until the CW reaches the value of aCWmax. A retry is

defined as the entire sequence offrames sent, separated by SIFS intervals, in an attempt to deliver an MPDU, as
described in 9.7. Once it reaches aCWmax. the CW shall remain at the value of aCWmax until it is reset. This

improves the stability of the access protocol under high-load conditions. See Figure 50.
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The CW shall be reset to aCWmin after every successful attempt to transmit an MSDU or MMPDU, when

SLRC reaches aLongRetryLimit, or when SS RC reaches dotl IShortRetryLimit. The SSRC shall be reset to

0 whenever a CTS frame is received in response to an RTS frame, whenever an ACK frame is received in

response to an MPDU or MMPDU transmission, or whenever a frame with a group address in the Addressl

field is transmitted. The SLRC shall be reset to 0 whenever an ACK frame is received in response to trans-

mission of an MPDU or MMPDU of length greater than dotl iRTSThreshold, or whenever a frame with a

group address in the Address] field is transmitted.

The set ol‘CW values shall he sequentially ascending integer powers of 2., minus 1, beginning with a PHY~
specific aCWmin value, and continuing up to and including a PHY-Specific aCWmax value.

255 255

  
_ . First Retransmission

Initial Attempt

m .

L L Third RetransmissionSecond Retransmission

Figure 50—An example of exponential increase of CW

9.2.5 DCF access procedure

The CSMA/CA access method is the foundation of the DCF. The operational rules vary slightly between the
DCF and the PCF.

9.2.5.1 Basic access

Basic access refers to the core mechanism a STA uses to determine whether it may transmit.

In general. a STA may transmit a pending MPDU when it is operating under the DCF access method, either
in the absence ofa PC, or in the CP ofthe PCF access method, when the STA determines that the medium is

idle for greater than or equal to a DIFS period. or an EIFS period ifthe immediately preceding medium-busy
event was caused by detection of a frame that was not received at this STA with a correct MAC FCS value.

If. under these conditions, the medium is determined by the carrier-sense mechanism to be busy when a STA

desires to initiate the initial frame of one of the frame exchanges described in 9.7, exclusive of the CF

period, the random backoff algorithm described in 9.2.5.2 shail be foilowed. There are conditions. specified

in 9.2.5.2 and 9.2.5.5. where the random backoff algorithm shali be foll0wed even for the first attempt to ini-
tiate a frame exchange sequence.

In a STA having an FH PHY, control ofthe channel is lost at the dwell time boundary and the STA shall have

to contend for the channel after that dwelt boundary. It is required that STAs having an FH PHY complete

transmission ofthe entire MPDU and associated acknowledgment (ifrequireti) before the dwell time bound-
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ary. If. when transmitting or retransmittng an MPDU, there is not enough time remaining in the dwell to

allow transmission of the MPDU plus the acknowledgment (if required). the STA shall defer the transmis-

sion by selecting a random backofi time. using the present CW (without advancing to the next value in the
series}. The short retry counter and long retry counter for the MSDU are not affected.

The basic access mechanism is illustrated in Figure 51.

Immediate access when medium

is free >= DIFS

DIFS

 
 
 Busy Medium ’ Next Frame 
 

 Select Slot and Decrement Backoff as long
as medium is idle

Defer Access

Figure 51—Basic access method

9.2.5.2 Backoff procedure

The backoff procedure shall be invoked for a STA to transfer a frame when finding the medium busy as indi-

cated by either the physical or virtual carrier-sense mechanism (see Figure 52}. The backoff procedure shall

also be invoked when a transmitting STA infers a failed transmission as defined in 9.2.5.7 or 9.2.8.

To begin the backoff procedure, the STA shall set its Backoff Timer to a random backoff time using the equa—

tion in 9.2.4. All backotfslots occur following a DIE-"S period during which the medium is determined to be idle

for the duration of the DES period. or following an RIPS period during which the medium is determined to be

idle for the duration of the EIFS period following detection of a frame that was not received correctly.

A STA performing the backofi' procedure shall use the carrier-sense mechanism (9.2.1) to determine whether
there is activity during each baekoff slot. If no medium activity is indicated for the duration ofa particular

backoff slot, then the backoff procedure shall decrement its backoff time by aSlotTime.

lfthe medium is determined to be busy at any time during a backoffslot, then the backoff procedure is sus"
pended; that is. the backoff timer shall not decrement for that slot. The medium shall be detemiined to be

idle for the duration ofa DIFS period or EIFS, as appropriate (see 9.2.3), before the backoff procedure is
allowed to resume. Transmission shall commence whenever the Backoff Timer reaches zero.

A backoff procedure shall be performed immediately after the end of every transmission with the More Frag-

ments bit set to 0 of an MPDU of type Data, Management. or Control with subtype PS-Poll, even if no addi—
tional transmissions are currently queued. In the case ol'successful acknowledged transmissions, this backoff

procedure shall begin at the end of the received ACK frame. In the case of unsuccessful transmissions requiring

acknowledgment, this backoff procedure shall begin at the end of the ACK timeout interval. Ifthe transmission
is successful. the CW value reverts to aCWmin before the random backoffinterval is chosen, and the STA short

retry count and/or STA long retry count are updated as described in 9.2.4. This assures that transmitth frames

from a STA are always separated by at least one backoff interval.

The effect ofthis procedure is that when multiple STAs are deferring and go into random backofi‘, then the
STA selecting the smallest backofftime using the random function will win the contention.
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Figure 52—Backoff procedure

In an lBSS, the backofftime for a pending non—beacon or non-ATENI transmission shall not decrement in the
period from the target beacon transmission time (TBTT) until the expiration of the ATIM window, and the

backotf time for a pending ATIM management frame shall decrement only within the ATIM window. (See

Clause 1 1.) Within an lBSS, a separate backott‘ interval shall be generated to precede the transmission of a
beacon, as described in l l .l 2.2.

9.2.5.3 Recovery procedures and retransmit limits

Error recovery is always the responsibility ofthe STA that initiates a frame exchange sequence, as defined in

9.7. Many circumstances may cause an error to occur that requires recovery. For example, the CTS frame

may not be returned after an RTS frame is transmitted. This may happen due to a collision with another
transmission, due to interference in the channel during the RTS or CTS frame, or because the STA receiving

the RTS frame has an active virtual carrier-sense condition (indicating a busy medium time period).

Error recovery shall be attempted by retrying transmissions for frame exchange sequences that the initiating

STA infers have failed. Retries shall continue, for each failing frame exchange sequence, until the transmis-
sion is successful, or until the relevant retry limit is reached, whichever occurs first. STAs shall maintain a

short retry count and along retry count for each MSDU or MMPDU awaiting transmission. These counts are
incremented and reset independently of each other.

After an RTS frame is transmitted. the STA shall perform the CTS procedure, as defined in 9.2.5.7. If the

RTS transmission fails, the short retry count for the MSDU or MMPDU and the STA short retry count are
incremented. This process shall continue until the number of attempts to transmit that MSDU or MMPDU

reaches dot]. lShortRetryLimit.

After transmitting a frame that requires acknowledgment, the STA shall perform the ACK procedure, as defined

in 9.2.8. The short retry count for an MSDU or MMPDU and the STA short retry count shall be incremented

every time transmission of a MAC frame of length less than or equal to dotl iRTSThreshold faiis for that
MSDU or MMPDU. This short retry count and the STA short retry count shall be reset when a MAC frame of

length less than or equal to dotl lRTSTltreshold succeeds for that MSDU or MMPDU. The long retry count for

an MSDU or MMPDU and the STA long retry count shail be incremented every time transmission of a MAC

frame of length greater than dotl lRTSThreshold fails for that MSDU or MMPDU. This long retry count and

the STA long retry count shall be reset when a MAC. frame of length greater than dotl lRTSThreshold succeeds

for that MSDU or MMPDU. All retransmission attempts for an MSDU or MMPDU that has failed the ACK

procedure one or more times shall be made with the Retry field set to l in the Data or Management type frame.
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Retries for failed transmission attempts shall continue until the short retry count for the MSDU or MMPDU is

equal to dotllShortRetryLimit or until the long retry count for the MSDU or MMPDU is equal to

aLengRetryLimit. When either of these limits is reached, retry attempts shall cease, and the MSDU or
MM PDU shall be discarded.

A STA in power«save mode, in an ESS, initiates a frame exchange sequence by transmitting a PS~Poll frame to

request data from an AP. In the event that neither an ACK frame nor a data frame is received from the AP in

response to a PS-Poll frame. then the STA shall retry the sequence. by transmitting another PS-Poll frame. at its
convenience. If the AP sends a data frame in response to a PS—Poll frame, but fails to receive the ACK frame

acknowledging this data frame, the next PS—Poll frame from the same STA may cause a retransmission of the

last MSDU. This duplicate MSDU shall be filtered at the receiving STA using the normal duplicate frame filter-

ing mechanism. If the AP responds to a PS—Poll by transmitting an ACK frame. then responsibility for the data
frame delivery error recovery shifts to the AP because the data is transferred in a subsequent frame exchange

sequence, which is initiated by the AP. The AP shall attempt to deliver one MSDU to the STA that transmitted

the PS-Poll. using any frame exchange sequence valid for a directed MSDU. If the power save STA that trans-

mitted the PS-Poll returns to Doze state after transmitting the ACK frame in response to successful receipt of
this MSDU, but the AP fails to receive this ACK frame, the AP will retry transmission of this MSDU until the

relevant retry limit is reached. See Clause II for details on filtering of extra PS-Poll frames.

9.2.5.4 Setting and resetting the NAV

STAs receiving a valid frame shall update their NAV with the information received in the Duration/ID field,

but only when the new NAV value is greater than the current NAV value and only when the frame is not

addressed to the receiving STA. Various additional conditions may set or reset the NAV. as described in
9.3.2.2. When the NAV is reset, a PHY-CCARESET.request shall be issued.

Figure 53 indicates the NAV for STAs that may receive the RTS frame. while other STAs may only receive

the CTS frame, resulting in the lower NAV bar as shown (with the exception of the STA to which the RTS
was addressed).

   
 

Destination

NAV (0T5)

 

 Other Contention Window1

 

 
 
  

Defer Access Backoff After Defer

Figure 53-RTSICTSIdataIACK and NAV setting

A STA that used information from an RTS frame as the most recent basis to update its NAV setting is permit-

ted to reset its NAV if no PHY—RXSTART.indication is detected from the NW during a period with a dura—

tion of (2 x aSIPSTime) + (CTSiTime) t (2 x aSlotTime) starting at the PHY—RXEND.indication

corresponding to the detection of the RTS frame. The “‘CTS_Time” shall be calculated using the length of
the CTS frame and the data rate at which the RTS frame used for the most recent NAV update was received.
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9.2.5.5 Control of the channel

The SIFS is used to provide an efficient MSDU delivery mechanism. Once the STA has contended for the

channel, that STA shall continue to send fragments until either all fragments of a single MSDU or MMPDU
have been sent, an acknowledgment is not received, or the STA is restricted from sending any additional

fragments due to a dwell time boundary. Should the sending of the fragments be interrupted due to one of
these reasons. when the next opportunity for transmission occurs the STA shall resume transmission. The

algorithm by which the STA decides which of the outstanding MSDUS shall next be attempted after an
unsuccessful transmission attempt is beyond the scope of this standard. but any such algorithm shall comply
with the restrictions listed in 9.8.

Figure 54 illustrates the transmission ofa multiple—fragment MSDU using the SlFS.

DlFS

 
 
 

Fragment Burst
SIFS

 
 
 

SlFS SlFS SIFS
  

Beckett-Window

Destination

Figure 54—Transmission of a multiple-fragment MSDU using SlFS

When the source STA transmits a fragment, it shall release the channel, then immediately monitor the chan—

nel for an acknowledgment as described in 9.2.8.

When the destination STA has finished sending the acknowledgment. the SlFS following the acknowledg-
ment shall be reserved for the source STA to continue (if necessary) with another fragment. The STA send»

ing the acknowledgment shall not transmit on the channel immediately following the acknowledgment.

The process of sending multiple fragments after contending for the channel is defined as a fragment burst.

If the source STA receives an acknowledgment but there is not enough time to transmit the next fragment

and receive an acknowledgment due to an impending dwell boundary. the source STA shall contend for the
channel at the beginning of the next dwell time.

lf'the source STA does not receive an acknowledgment frame, it shall attempt to retransmit the failed MPDU or

another eligible MPDU, as defined in 9.8. after performing the backoff procedure and the contention process.

After a STA contends for the channel to retransmit a fragment of an MSDU, it shall start with the last frag—
ment that was not acknowledged. The destination STA shall receive the fragments in order (since the source

sends them in order. and they are individually acknowledged]. it is possible, however. that the destination

STA may receive duplicate fragments. It shall be the responsibility of the receiving STA to detect and dis-
card duplicate fragments.

A STA shall transmit after the SIFS only under the following conditions during a fragment burst:

~— The STA hasjust received a fragment that requires acknowledgment.
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The source STA has received an acknowledgment for a previous fragment, has more fragment(s) for

the same MSDU to transmit, and there is enough time before the next dwell boundary to send the

next fragment and receive its acknowledgment.

The following rules shall also apply:

— When a STA has transmitted a frame other than an initial or intermediate fragment, that STA shall

not transmit on the channel following the acknowledgment for that frame. without performing the
backoff procedure.

~— When an MSDU has been successfully delivered or all retransmission attempts have been exhausted,

and the STA has a subsequent MSDU to transmit, then that STA shall perform a backoffprocedure.

— Only unacknowledged fragments shall be retransmitted.

9.2.5.6 RTSICTS usage with fragmentation

The following is a description of using RTSICTS for a fragmented MSDU or MMPDU. The RTS/CTS
frames define the duration of the following frame and acknowledgment. The Duration/ID field in the data

and acknowledgment (ACK) frames specifies the total duration of the next fragment and acknowledgment.
This is illustrated in Figure 55.

NAV RTS NAV Frament 0 NAV (Fragment 1) acknffiWindow

Om” NAV (are) NAV (ACK 0) NAV {ACKt

 
Destina on

Figure 55-——RTSICTS with fragmented MSDU

Each frame contains information that defines the duration of the next transmission. The duration information

from RTS frames shall be used to update the NAV to indicate busy until the end of ACK (1. The duration

information from the CTS frame shall also be used to update the NAV to indicate busy until the end of

ACK 0. Both Fragment 0 and ACK 0 shall contain duration information to update the NAV to indicate busy
until the end ofACK 1. This shall be done by using the Duration/ [D field in the Data and ACK frames. This

shall continue until the last fragment, which shall have a duration of one ACK time plus one SIFS time, and

its ACK, which shall have its Duration/ID field set to zero. Each fragment and ACK acts as a virtual RTS and

CTS; therefore no further RTS/CTS frames need to be generated after the R'l‘S/CTS that began the frame

exchange sequence even though subsequent fragments may be larger than dotl lRTSThreshold. At STAS

using a frequency—hopping PHY, when there is insufficient time before the next dwell boundary to transmit

the subsequent fragment, the STA initiating the frame exchange sequence may set the Duration/[D field in

the last data or management frame to be transmitted before the dwell boundary to the duration of one ACK

time plus one SIFS time.

In the case where an acknowledgment is sent but not received by the source STA, STAs that heard the frag-

ment. or ACK, will mark the channel busy for the next frame exchange due to the NAV having been updated

from these frames. This is the worst-case situation, and it is shown in Figure 56. if an acknowledgment is not
sent by the destination STA. STAs that can only hear the destination STA will not update their NAV and may

attempt to access the channel when their NAV updated from the previously received frame reaches zero. All

STAs that hear the source will be free to access the channel after their NAV updated from the transmitted

fragment has expired.
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Figure 56—RTSICTS with transmitter priority and missed acknowledgment

9.2.5.7 CTS procedure

A STA that is addressed by an RTS frame shall transmit a CTS frame after a SIFS period if the NAV at the
STA receiving the RTS frame indicates that the medium is idle. [fthe NAV at the STA receiving the RTS

indicates the medium is not idle. that STA shall not respond to the RTS frame. The RA field of the CTS
frame shall be the value obtained from the TA field ofthe RTS frame to which this CTS frame is a response.

The Duration/1D field in the CTS frame shall be the duration field from the received RTS frame, adj ustcd by
subtraction of aSIFSTime and the number of microseconds required to transmit a CTS frame at the data rate

used for the RTS frame to which this CTS frame is a response.

After transmitting an RTS frame, the STA shall wait for a CTSTimeout interval, starting at the PHY~
TXEND.confirm. lfa PHY«RXSTART.indication does not occur during the CTSTimeout interval, the STA

shall conclude that the transmission of the RTS has failed, and this STA shall invoke its backoff procedure

upon expiration of the CTSTimeout interval. If a PHY—RXSTART.indication does occur during the

CTSTimeout interval, the STA shall wait for the correSponding PHY—RXENDindication to determine

whether the RTS transmission was successful. The recognition of a valid CTS frame sent by the recipient of
the RTS frame. corresponding to this PHY—RXEND.indication. shall be interpreted as successful response,

permitting the frame sequence to continue (see 9.7). The recognition of anything else. including any other
valid frame. shall be interpreted as failure of the RTS transmission. In this instance. the STA shall invoke its

backofi’ procedure at the PHY-RXEND.indication and may process the received frame.

9.2.6 Directed MPDU transfer procedure

A STA shall use an RTS/CTS exchange for directed frames only when the length of the MPDU is greater

than the length threshold indicated by the dot] l RTSThreshold attribute.

The dotl lRTSThreshold attribute shall be a managed object within the MAC MIB, and its value may be set

and retrieved by the MAC LME. The value 0 shall be used to indicate that all MPDUs shall be delivered with

the use of RTS/CTS. Values of dotl lRTSThreshold larger than the maximum MSDU length shall indicate

that all MPDUs shall be delivered without RTSFCTS exchanges.

When an RTS/CTS exchange is used. the asynchronous data frame shall be transmitted after the end ofthe
CTS frame and a Slh‘S period. No regard shall be given to the busy or idle status ofthe medium when trans—

mitting this data frame.
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When an RTS’CTS exchange is not used, the asynchronous data frame shall be transmitted following the

success of the basic access procedure. With or without the use of the RTSECTS exchange procedure, the STA

that is the destination of an asynchronous data frame shall follow the AC‘K procedure.

9.2.7 Broadcast and multicast MPDU transfer procedure

In the absence ofa PCF, when broadcast or multicast MPDUs are transferred from a STA with the ToDS bit

clear. only the basic access procedure shall be used. Regardless of the length of the frame, no RTS/CTS
exchange shall be used, In addition, no ACK shall be transmitted by any of the recipients of the frame. Any
broadcast or multicast MPDUs transferred from a STA with a ToDS bit set shall, in addition to conforming

to the basic access procedure of CSMA/CA, obey the rules for RTS/CTS exchange. because the MPDU is

directed to the AP. The broadcast/multicast message shall be distributed into the 855. The STA originating

the message shall receive the message as a broadcast/multicast message. Therefore. all STAs shall filter out
broadcast/multicast messages that contain their address as the source address. Broadcast and multicast

MSDUs shall be propagated throughout the E88.

There is no MAC-level recovery on broadcast or multicast frames. except for those frames sent with the ToDS

bit set. As a result, the reliability of this traffic is reduced, relative to the reliability of directed trafiic. due to the
increased probability of lost frames from interference, collisions. or time-varying channel properties.

9.2.8 ACK procedure

An ACK frame shall be generated as shown in the frame exchange sequences listed in 9.7.

Upon suceessful reception of a frame of a type that requires acknowledgment with the ToDS bit set. an AP

shall generate an ACK frame. An ACK frame shall be transmitted by the destination STA that is not an AP,

whenever it sumessfuliy receives a unicast frame of a type that requires acknowledgment, but not if it

receives a broadcast or multicast frame of such type. After a successful reception of a frame requiring
acknowledgment, transmission of the ACK frame shall commence after a SEFS period, without regard to the
busyt‘idle state of the medium.

The source STA shall wait ACKTimeout amount oftime without receiving an ACK frame before concluding

that the MPDU failed. (See Figure 57.)

After transmitting an MPDU that requires an ACK frame as a response (see 9.7). the STA shall wait for an ACK-

Timeout interval, starting at the PHY-TXENDconfinn. If a PHY—RXSTART.indication does not occur during
the ACKTimeout interval. the STA concludes that the transmission of the MPDU has failed, and this STA shall

invoke its backoff procedure upon expiration of the ACKTimeout interval. lfa PHY—RXSTART.indication does
occur during the ACKTimeout interval, the STA shall wait for the corresponding PHY—RXEND.indicati0n to

determine whether the MPDU transmission was successful. The recognition of a valid ACK frame sent by the

recipient of the MPDU requiring acknowledgment, corresponding to this PHY—RXEND.indication, shall be

interpreted as successful acknowledgment, permitting the frame sequence to continue, or to end without retrics.
as appropriate for the particular frame sequence in progress. The recognition of anything else, including any

other valid frame, shall be interpreted as failure ofthe MPDU transmission. In this instance, the STA shall invoke

its backoff procedure at the PHY—RXENDindication and may process the received frame. The sole exception is

that recognition of a valid data frame sent by the recipient ofa PS-Poll frame shall also be accepted as successful
acknowledgment of the PS-Poll frame.

9.2.9 Dupticate detection and recovery

Since MAC-level acknowiedgments and retransmissions are incorporated into the protocol, there is the pos-

sibility that a frame may be received more than once. Such duplicate frames shall be filtered out within the
destination MAC,
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Figure 57—-Directed data/ACK MPDU

Duplicate frame filtering is facilitated through the inclusion of a Sequence Control field (consisting of a

sequence number and fragment number) within data and management frames. MPDUs that are part of the
same MSDU shall have the same sequence number, and different MSDUs shall (with a high probability)

have a different sequence number.

The sequence number is generated by the transmitting STA as an incrementing sequence of integers.

The receiving STA shall keep a cache of recently received <Address 2. sequence-number. fragment—num—

ber> tuples. A receiving STA is required to keep only the most recent cache entry per Address 2-sequence—

number pair, storing only the most recently received fragment number for that pair. A receiving STA may
omit tuples obtained from broadcast/multicast or ATIM frames from the cache.

A destination STA shall reject as a duplicate frame any frame that has the Retry bit set in the Frame Control

field and that matches an <Address 2, sequence—number, and fragment-number> tuple of an entry in the cache.

There is a small possibility that a frame may be improperly rejected due to such a match; however, this
occurrence wouEd be rare and simply results in a lost frame (similar to an FCS error in other LAN protocols).

The destination STA shall perform the ACK procedure on all successfully received frames requiring

acknowiedgment, even if the frame is discarded due to duplicate filtering.

9.2.10 DCF timing relations

The relationships between the IFS specifications are defined as time gaps on the medium. The associated

attributes are provided by the specific PHY. (See Figure 58.)

All timings that are referenced from the end ofthe transmission are referenced from the end ofthe last sym-

bol ofa frame on the medium. The beginning of transmission refers to the first symbol ofthe next frame on
the medium.
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D1 = aRxRFDeIay + aRxPLCPDeIay(referenced from the end of the last symbol of a frame on the medium)
DZ = 01 +Air Propagation Time
Rxfo = aRXTXTumaroundTime (begins with a PHYTXSTART.request)
M1 = M2 = aMACPrcDelay
CCAdeI = aCCA Time- D1

Figure 58—DCF timing relationships

aSIFSTime and aSlotTime are fixed per PHY.

aSlFSTime is: aRxRFDelay + aRxPLCPDelay + aMACProeessingDelay + aRxTxTumaround'l‘ime.

aSlotTime is: aCCATime t aRxTxTurnaroundTime + aAirPropagationTime

+ aMACProeessingDelay.

The PIFS and DIFS are derived by the following equations, as illustrated in Figure 58.

PIFS = aSlFSTime + aSlotTime

DlFS : aSlFS’l‘ime + 2 X aSlotTime

The EIFS is derived from the SIFS and the DlFS and the length oftime it takes to transmit an ACK Control

frame at l Mbit/s by the following equation:

EIFS == aSlFSTime + (8 x ACKSize) t aPreambleLength + aPLCPHeadeangtht DIFS

where

ACKSize is the length, in bytes, of an ACK frame; and

(8 X ACKSize)+ aPreambleLength + aPLCPHeadeangth is expressed in microseconds required to trans-

mit at the PHY’s lowest mandatory rate.

Figure 58 illustrates the relation between the SIFS, PlFS, and DIFS as they are measured on the medium and
the different MAC slot boundaries TxSlFS, TxPlFS, and TxDlFS. These slot boundaries define when the

transmitter shall be turned on by the MAC to meet the different IFS timings on the medium, after subsequent

detection ofthe CCA result ofthe previous slot time.
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The following equations define the MAC Slot Boundaries, using attributes provided by the PHY, which are

such that they compensate for implementation timing variations. The starting reference ofthese slot bound-

aries is again the end ofthe last symbol ofthe previous frame on the medium.

TxSIFS = SIFS 7 aRxTx’l‘urnaroundTime

TXPIFS 7" TxSlFS + aSiotTime

TxDlFS = TxSlFS + 2 x aSlotTime.

The tolerances are specified in the PLME SAP Interface Specification (10.4), and shall oniy apply to the

SiF S specification. so that tolerances shall not accumulate.

9.3 PCF

The PCF provides contention-free frame transfer. The PC shall reside in the AP. It is an option for an AP to

be able to become the PC. All STAs inherently obey the medium aCCeSs rules ofthe PCF, because these rules

are based on the DCF, and they set their NAV at the beginning of each CFP. The operating characteristics of

the PCF are such that all STAs are able to operate properly in the presence ofa RES in which a PC is operat-

ing. and. if associated with a point-coordinated 885. are able to receive ail frames sent under PCF control. It

is also an option for a STA to be able to respond to a contentionufree poll (CF-Pol!) received from a PC. A

STA that is able to respond to CF-Polls is referred to as being CF-Pollable1 and may request to be polled by

an active PC. CF-Pollable STAs and the PC do not use RTS/CTS in the CFP. When polled by the PC. a CF-

Poilable STA may transmit only one MPDU, which can be to any destination (not just to the PC), and may

“piggyback” the acknowledgment of a frame received from the PC using particular data frame subtypes for
this transmission. lfthe data frame is not in turn acknowledged, the CF-Pollable STA shall not retransmit the

frame unless it is polled again by the PC, or it decides to retransmit during the CP. If the addressed recipient

of a CF transmission is not CF-Pollable, that STA acknowledges the transmission using the DCF acknowl~

cdgment rules, and the PC retains control of the medium. A PC may use contention-free frame transfer

solely for delivery offrames to STAs, and never to poll non-CF—Pollable STAs.

A PC may perform a backoff on retransmission of an unacknowledged frame during the CFP. A PC that is
maintaining a polling list may retry the unacknowledged frame the next time the particular AID is at the top

ofthe polling list.

A PC may retransmit an unacknowledged frame during the CFP after a PIFS time.

When more than one point-coordinated B88 is operating on the same PHY channel in overlapping space, the

potential exists for collisions betWeen PCF transfer activities by the independent PCs. The rules under which

multiple. overlapping point-coordinated BSSs may coexist are presented in 9.3.3.2. As shown in Figure 47.
the PCP is built on top ofthe CSMA/CA-based DCF, by utilizing the access priority provisions provided by

this scheme. An active PC shall be located at an AP, which restricts PCF operation to infrastructure net-

works. PCF is activated at a PCucapable AP by setting the CFPMaXDuration parameter in the CF Parameter

Sct ofthe MLMEStart.request to a non-zero value.

Data frames sent during under the DCF shall use the data subtypes Data or Null Function. Data frames sent
by. or in response to polling by, the PC during the CFP shall use the appropriate data subtypes based upon

the following usage rules:

we Data+CF-Poll. Data-+-CF-.»\ck+CE-Poll, CF-Poll. and CF—Aek+CF-Poll shall only be sent by a PC.

~— Data, DataewaAck, Null Function, and CF-Ack may be sent by a PC or by any CF—Pollable STA.
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STAs receiving Data type frames shall only consider the frame body as the basis of a possible indication to

LLC, if the frame is of subtype Data, Data+CF—Ack. Data+CF—Poll, or Data-rCF-AcerF-Poll. CF—Pollable

STAs shall interpret all subtype bits of received Data type frames for CF purposes, but shall only inspect the

frame body ifthe frame is ofsubtype Data, Data+CF~Ack, Data‘rCF—Poll, or Data+C‘F-Ack+CF—Poll.

9.3.1 CFP structure and timing

The PCF controls frame transfers during a CFP. The CF P shall alternate with a CP, when the DCF controls

frame transfers, as shown in Figure 59. Each CFP shall begin with a Beacon frame that contains a DTIM ele-
ment (hereafter referred to as a “DTIM”). The CFPs shall occur at a defined repetition rate, which shall be

synchronized with the beacon interval as specified in the following paragraphs.

The PC generates CFPs at the contention—flee repetition rate (CFPRate), which is defined as a number of

DTIM intervals. The PC shall determine the CFPRate (depicted as a repetition interval in the illustrations in

Figure 59 and Figure 60) to use from the CF PRate parameter in the CF Parameter Set. This value, in units of
DTIM intervals, shall be communicated to other STAs in the BSS in the CFPPeriod field of the CF Parame-

ter Set element of Beacon frames. The CF Parameter Set element shall only be present in Beacon and Probe

Response frames transmitted by STAs containing an active PC.

Delay (due to a busy medium) 

 
 

 

  

CFP repetition interval

Contention-Free Period Contention Period CF PeriOd

H

NAVImmmmmmmmmmmmmmmm iii

Contention Period
DC F

 
Variable Length

(per SuperFrame)
B = Beacon Frame

 

Figure 59—CFP/CP alternation
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value in beacon

CFP CP CFP

 Beacons I I I I I I
D'l'l M DTIM DTI M

CFP Repetition Interval 4—————————————————————————————————-———-—-—H—>

Figure (SO—Beacons and CFPs

The length of the CFP is controlled by the PC, with maximum duration specified by the value of the CFP—
MaxDuration Parameter in the CF Parameter Set at the PC. Neither the maximum duration nor the actual

duration (signaled by transmission of a Control frame of subtype CF-End or CF—End+ACK by the PC) is
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constrained to be a multiple of the beacon interval. ifthe CFP duration is greater than the beacon interval,

the PC shall transmit beacons at the appropriate times during the CFP {subject to delay due to traffic at the
nominal times. as with all beacons). The CF Parameter Set element in all beacons at the start of. or within, a

CFP shall contain a nonzero value in the CFPDurRemaining field. This value. in units of TU, shall specify
the maximum time from the transmission ot‘this beacon to the end ot‘this CF P. The value ofthe CFPDurRe-

maining field shall be zero in beacons sent during the CP. An example 01‘ these relationships is illustrated in

Figure 60. which shows a case where the CFP is two DTIM intervals. the DTIM interval is three beacon

intervals, and the aCFPMaxDuration value is approximately 2.5 beacon intervals.

The PC may terminate any CFP at or before the aCFPMaxDuration. based on available trafiic and size of the
polling list. Because the transmission of any beacon may be delayed due to a medium busy condition at the

nominal beacon transmission time. a CFP may be foreshortened by the amount of the delay. In the case of a

busy medium due to DCF traffic. the beacon shall be delayed for the time required to complete the current

DCF frame exchange. In cases where the beacon transmission is delayed, the CFPDurRemaining value in

the beacon at the beginning ofthe CFP shall specify a time that causes the CFP to end no later than TBTT
plus the value of aCFPMaxDuration. This is illustrated in Figure 61.

Target Beacon Transmission Time

f— aCF MaxDuration
rBeacon Frame

DFC Traffic ' j" nominal QEiepetition intervat
I I I (foreshorteined)

Max RTS +CTS+ Contention-Free Period
MPDU + ACK time

 

 

 

  
 
  

Contention Period

  

 
 

 

 
 

Figure 61—Example of delayed beacon and foreshortened CFP

9.3.2 PCF access procedure

The contention-free transfer protocol is based on a polling scheme controlled by a PC operating at the AP of

the BSS. The PC gains control of the medium at the beginning of the CFP and attempts to maintain control
for the entire CFP by waiting a shorter time between transmissions than the STAS using the DCF access pro—
cedure. All STAs in the BSS (other than the PC) set their NAVs to the CFPMaxDuration value at the nominal

start time of each CFP. This prevents most contention by preventing non—polled transmissions by STAs

whether or not they are CF -Po|lable. Acknowledgment of frames sent during the CFP may be accomplished
using Data—CRACK, CRACK. Data+CF~ACKeCF—Pol| (only on frames transmitted by the PC), or CF-

ACKTCF—Poll (only on frames transmitted by the PC] frames in cases where a Data (or Null) frame immedi-

ately follows the frame being acknowledged, thereby avoiding the overhead of separate ACK Control

frames. 'Non~CF-Pollable or unpolled CF-Pollable STAs acknowledge frames during the CFP using the DCF
ACK procedure.

9.3.2.1 Fundamentat access

At the nominal beginning of each CFP, the PC shall sense the medium. When the medium is determined to

be idle for one PiFS period, the PC shall transmit a Beacon frame containing the CF Parameter Set element
and a DTIM element.

After the initial beacon frame. the PC shall wait for at least one SIFS period. and then transmit one of the

following: a data frame, a CF—Poll frame. a Data+CF-Poll frame, or a CF-End frame. lfthe CFP is null, i.e..
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there is no traffic buffered and no polls to send at the PC, a CF-End frame shall be transmitted immediately
after the initial beacon.

STAs receiving directed, error-free frames from the PC are expected to respond after a SIFS period, in accor-

dance with the transfer procedures defined in 9.3.3. lfthe recipient STA is not CF-Pollable, the response to

receipt of an error-free data frame shall always be an ACK frame.

9.3.2.2 NAV operation during the CFP

The mechanism for handling the NAV during the CFP is designed to facilitate the operation of overlapping

CFP Coordinated infrastructure BSSs. The mechanism by which infrastructure BSSs coordinate their CFPs
is beyond the scope of this standard.

Each STA, except the STA with the PC, shall preset its NAV to the CFPMaxDuration value (obtained from

the CF Parameter Set element in beacons from this PC) at each target beacon transmission time (TBTT) (see
Clause ll) at which a CFP is scheduled to start (based on the CFPPeriod field in the CF Parameter Set

element of the Beacon frames from this PC). Each non-PC STA shall update its NAV using the CFPDurRe-

maining value in any error—free CF Parameter Set element of the Beacon frame that the STA receives. This
includes CFPDurRemaining values in CF Parameter Set elements from Beacon frames received from other

(overlapping) BSSs.

These actions prevent STAs from taking control of the medium during the CFP, which is especially impor-

tant in cases where the CFP spans multiple medium-occupancy intervals, such as dwell periods of an FH

PHY. This setting of the NAV also reduces the risk of hidden STAs determining the medium to be idle for a
DIFS period during the CFP and possibly corrupting a transmission in progress.

A STA joining a 338 operating with a PC shall use the information in the CFPDurRemaining element ofthe

CF parameter set of any received Beacon or Probe Response frames to update its NAV prior to initiating any
transmissions.

The PC shall transmit a CF-End or CF-End+ACK frame at the end of each CFP. A STA that receives either

ofthese frames, from any 858, shall reset its NAV.

9.3.3 PCF transfer procedure

Frame transfers under the PCF typically consist of frames alternately sent from the AP/PC and sent to the
AP/PC. During the CFP. the ordering of these transmissions. and the STA allowed to transmit frames to the

PC at any given point in time. shall be controlled by the PC. Figure 62 depicts a frame transfer during a typ-
ical CFP. The rules under which this frame transfer takes place are detailed in the following subclauses.

In a STA having an FH PHY, control of the channel is lost at a dwell time boundary. It is required that the

current MPDU transmission and the accompanying acknowledgment of the MPDU be transmitted before the

dwell time boundary. After having been polled by the PC, ifthere is not enough time remaining in the dwell

to allow transmission of the MPDU plus the acknowledgment, the STA shall defer the transmission of the

MPDU and shall transmit a Null frame or CF-ACK frame. The short retry counter and long retry counter for
the MSDU shall not be affected.

MaxMPDUTime is the time to transmit the maximumvsized MAC frame, expanded by WEP, plus the time to

transmit the PHY preamble, header, trailer, and expansion bits, if any. in a STA having an FH PHY, the PC

shall not transmit a CFwPoll to a STA ifthere is insufficient time remaining before the dwell boundary for the

STA to respond with a Null frame or CF-ACK frame.
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Figure 62—Example of PCF frame transfer

9.3.3.1 PCF transfers when the PCF STA is transmitter or recipient

The PC shall transmit frames between the Beacon that starts the CFP and the CF—End using the SEFS except

in cases where a transmission by another STA is expected by the PC and a SIFS period elapses without the

receipt of the expected transmission. In such cases the PC may send its next pending transmission as soon as

one PIFS after the end of its last transmission. This permits the PC to retain control ofthe medium in the

presence of an overlapping [388. The PC may transmit any of the following frame types to CF«Pollable
STAs:

— Data, used to send data from the PC when the addressed recipient is not being polled and there is no

previous frame to acknowledge;

We Data+CF-ACK, used to send data from the PC when the addressed recipient is not being polled and

the PC needs to acknowledge the receipt of a frame received from a CF-Pollable STA a SIFS period

before starting this transmission;

-— DatatCF-Poll, used to send data from the PC when the addressed recipient is the next STA to be per—

mitted to transmit during this CFP and there is no previous frame to acknowledge;

W Data+CF~ACK+CF-Poli. used to send data from the PC when the addressed recipient is the next STA

to be permitted to transmit during this CFP and the PC needs to acknowledge the receipt ofa frame
received from a CF-Pollable STA a SIFS period before starting this transmission;

W CF-Poli, used when the PC is not sending data to the addressed recipient. but the addressed recipient

is the next STA to be permitted to transmit during this CFP and there is no previous frame to

acknowiedge;

w CF-ACK+CF—Poil, used when the PC is not sending data to the addressed recipient but the addressed

recipient is the next STA to be permitted to transmit during this CFP and the PC needs to acknowledge

the receipt of a frame from a CF-Pollabie STA a SIFS period before Starting this transmission;

— CF-ACK, used when the PC is not sending data to. or polling, the addressed recipient. but the PC

needs to acknowiedge receipt ofn frame from a CF-Pollable STA a SIFS period before starting this

transmission {useful when the next transmission by the PC is a management frame, such as a bea-
con); or

— Any management frame that is appropriate for the AP to send under the rules for that frame type.

The PC may transmit data or management frames to non-CF-Pollable. non—power—save STAs during the

CFP. These STAs shall acknowledge receipt with ACK frames after a SIFS, as with the DCF. The PC may
also transmit broadcast or multicast frames during the CFP. Because the Beacon frame that initiates the CFP

90 Copyright © 1999 IEEE. All rights reserved.

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00106



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Sid 802.11, 1999 Edition

contains a DTIM element, if there are associated STAs using power-save mode, the broadcasts and multi-

casts buffered shall be sent immediately after any beacon containing a ’l‘lM element with a DTIM count field
with a value ofO.

A CF-Pollable STA that receives a directed data frame of any subtype that includes CF-Poll may transmit

one data frame a SIFS period after receiving the CF-Poll. CF-Pollable STAs shall ignore, but not reset, their

NAV when performing transmissions in response to a C F-Poll.

Non-CF-Pollable STAS that rcceive a directed frame during the CFP shall transmit an ACK. but shall not
reset their NAV.

For frames that require MAC-level acknowledgment, CF-Pollable STAs that received a CF—Poll {of any

type} may perform this acknowledgment using the Data+CF-ACK subtype in the response to the C F-Poll.

For example, the U 1. frame in Figure 62 contains the acknowledgment to the preceding D1 frame. The D2

frame contains the acknowledgment to the preceding U 1 frame. The PC may use the CF-ACK subtypes to

acknowledge a received frame even if the data frame sent with the CF-ACK subtype is addressed to a ditfer—

ent STA than the one being acknowledged. CF-Pollable STAs that are expecting an acknowledgment shall

interpret the subtype of the frame (if any) sent by the PC a SlFS period after that STA‘s transmission to the

PC. If a frame that requires MAC-level acknowledgment is received by a non-CF—Pollable STA, that S'I'A

shall not interpret the CFmPolI indication (if any), and shall acknowledge the frame by sending an ACK Con-
troi frame after a SIFS period.

The lengths of the frames may be variable, only bounded by the frame and/or fragment length limitations that

apply for the BSS. lfa CF-Pollable STA does not respond to a CF-Poll (ofany type) within the SIFS period fol-
lowing a transmission from the PC, or a nonuCF~PoIlable STA does not return the ACK frame within a SIF S

period following a transmission from the PC that requires acknowledgment, then the PC shall resume control

and may transmit its next frame after a PIFS period from the end ofthe PC’s last transmission.

A CF-Pollable STA shall always respond to a CF-Poll directed to its MAC address and received without
error. If the STA has no frame to send when polled, the response shall be a Null frame. Ifthe STA has no

frame to send when polled, but an acknowledgment is required for the frame that conveyed the CF-Poll. the

response shall be a CF-ACK (no data) frame. The null response is required to permit a “no-traffic” situation

to be distinguished from a collision between overlapping PCs.

The CFP shall end when the CFPDurRemaining time has elapsed since the Beacon frame originating the
CFP or when the PC has no further frames to transmit nor STAs to poll. In either case. the end of the CFP

shall be signaled by the transmission of a CF-End by the PC. If there is a received frame that requires

acknowledgment at the time the CF-End is to be transmitted, the PC shall transmit a CF~End+ACK frame

instead. All STAs of the B88 receiving a CF-End or CF-End+ACK shall reset their NAVs so they may

attempt to transmit during the CP.

9.3.3.2 Operation with overlapping point-coordinated 3885

Because the PCP operates without the CSMAICA contention window randomization and backoff of the

DCF, there is a risk of repeated collisions if multiple, overlapping, point-coordinated 888s are operating on

the same PHY channel, and their CFP Rates and beacon intervals are approximately equal. To minimize the

risk ofsignificant frame loss due to CF collisions, the PC shall use a DIFS plus a random backoffdelay (with

CW in the range of l to aCWmin) to start a CFP when the initial beacon is delayed because of deferral due

to a busy medium. The PC may optionally use this backoff during the CFP prior to retransmitting an unac-

knowledged, directed data or management frame.

To further reduce the susceptibility to inter-PC collisions, the PC shall require that the medium be deter-

mined as being idle for a DIFS period plus a random (over a range of l to aCWmin) number of slot times

once every aMediumOccupancyLimit TU during the CFP. This results in loss of control ofthe medium to
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overlapping BSS or hidden STA traffic. because the STAs in this 888 are prevented from transmitting by

their NAV setting to CFPMaxDuration or CFPDurRemaining. For operation ofthe PCF in conjunction with

an FH PHY, aMediumOecupancyLimit shall be set equal to the dwell time. For operation in conjunction

with other PHY types. aMediumOccupancyLimit may be set equal to CFPMaxDuration. unless extra protec—

tion against PCF collisions is desired. The aMediumOccupancy Limit is also useful for compliance in regula-

tory domains that impose limits on continuous transmission time by a single STA as part of a spectrum
etiquette.

9.3.3.3 CFPMaxDuration limit

The value of C FPMaxDuration shall be limited to allow coexistence between contention and contention-free
traffic.

The minimum value for CFPMaxDuration is two times MaxMPDUTime plus the time required to send the

initial Beacon frame and the CF—End frame ofthe CFP. This may allow sufficient time for the AP to send one

data frame to a STA, while polling that STA, and for the polled STA to respond with one data frame.

The maximum value for CFPMaxDuration is the duration of (BeaconPeriod X DTIMPeriod X CFPRate) minus

[MaxMPDUTime plus (2 X aSlFSTime) plus (2 X aSlotTime) plus (8 x ACKSize)], expressed in microseconds,
when operating with a contention window of aCWmin. MaxMPDUTime is the time to transmit the maximum—

sized MAC frame, expanded by WEP, plus the time to transmit the PHY preamble, header, trailer, and expansion
bits, if any. This allows sufficient time to send at least one data frame during the CP.

9.3.3.4 Contention—Free usage rules

A PC may send broadcast or multicast frames, and directed data or management frames to any active STA,

as well as to CF~Pollable power save STAs. During the CFP, CFwPollable STAs shall acknowledge after a

SIFS period. the receipt of each Data+CF-Poll frame or Data+CF—ACK+CF-Poll frame using Data+CF-Ack

or CF-Ack (no data) frames, the receipt of each CF_Poll (no data) using Data or Null (no data), and the

receipt of all other data and management frames using ACK Control frames. Non-CF-Pollable STAs shall

acknowledge receipt of data and management frames using ACK Control frames sent after a SIFS period.

This non-CF—Pollable operation is the same as that already employed by such STAs for DCF operation.

When polled by the PCP (DataiCF-Poll, Data+CF~ACKl-CF—Poll, CF~Po|l, or CF—ACK+CF-Poll) a CF—

Pollable STA may send one data frame to any destination. Such a frame directed to or through the PC STA

shall be acknowledged by the PC, using the CF—ACK indication (Data i-Cli-ACK. Data+CF-ACK+CF-Poll.
CF-ACK, CF-ACK+CF-Poll, or CF-Endi-ACK) sent after a SlFS. Such a frame directed to a non—CF-Pol-

lable STA shall be acknowledged using an ACK Control frame sent after a SIFS period. A polled CF—Pol-

Iable STA with neither a data frame nor an acknowledgment to send shall respond by transmitting a Null

frame after a SlFS period. A polled CF-Pollable STA with insufiieient time before the end ofthe CFP or cur—

rent medium occupancy limit. to send its queued MPDU and receive an acknowledgment, shall reSpond by
transmitting a Null frame. or a CF-ACK frame if polled using Data PCP—Poll or Data+CF-ACK+CF-Poll,

after a SlFS period. The CF-Pollable STA may set the More Data bit in its response to permit the PC to dis-

tinguish between an empty STA queue and a response due to insufficient time to transfer an MPDU.

The PC shall not issue frames with a subtype that includes CF-Polls if insufficient time remains in the cur-

rent CFP to permit the polled STA to transmit a data frame containing a minimum length MPDU.

9.3.4 Contention-Free polling list

lfthe PC supports use ofthe Cl’P for inbound frame transfer as well as for frame delivery, the PC shall main-

tain a “polling list” for use in selecting STAs that are eligible to receive CF-Polls during CFPs. The polling

list functional characteristics are defined below. lfthe PC supports the use of the CFP solely for frame deliv-

ery, the PC does not require a polling list. and shall never generate data frames with a subtype that includes
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CF—Poll. The form of contention-free support provided by the PC is identified in the Capability Information

field of Beacon, Association Response, Reassociation ReSponse, and Probe Response management frames,

which are sent from Al’s. Any such frames sent by STAs, as in noninfrastructure networks, shall always have
these bits set to zero.

The polling list is used to force the polling ofCF-Pollable STAs. whether or not the PC has pending traffic to

transmit to those STAs. The polling list may be used to control the use of Data+CF-Po|l and Data+CFd

ACK+CF-Poll types for transmission of data frames being sent to CF—Pollable STAs by the PC. The polling

list is a logical construct, which is not exposed outside ofthe PC. A minimum set of polling list maintenance

techniques are required to ensure interoperability of arbitrary CF-Pollable STAs in 8885 controlled by arbi-

trary access points with active PCs. APs may also implement additional polling list maintenance techniques

that are outside the scope of this standard.

9.3.4.1 Pcliing iist processing

The PC shall send a CF—Poll to at least one STA during each CFP when there are entries in the polling list.

During each CFP, the PC shall issue polls to a subset of the STAs on the polling list in order by ascending
AID value.

Whiie time remains in the CFP, all CF frames have been delivered, and all STAs on the polling list have been
polled, the PC may generate one or more CF—Polls to any STAs on the polling list. While time remains in the

CFP. all CF frames have been delievred. and all STAs on the polling list have been polled, the PC may send

data or management frames to any STAs.

In order to gain maximum efficiency from the CFP, and the ability to piggyback acknowledgments on suc-

cessor data frames in the opposite direction, the PC should generally use Data+CF-Poll and Data+CF—

ACK+CF-Poll types for each data frame transmitted while sufi‘icient time for the potential response to the
CF—Poll remains in the CFP.

9.3.4.2 Polling list update procedure

A STA indicates its CF—Pollability using the CF-Pollable subtield of the Capability Information field of

Association Request and Reassociation Request frames. If a STA desires to change the PC’s record of CF-

Pollability, that STA shall perform a reassociation. During association, at CF—Pollable STA may also request

to be placed on the polling list for the duration of its association. or by setting the CF-Poll Request subfield

in the Capability Information field. Ifa CF-Pollable STA desires never to be placed on the polling list, that

STA shall perform Association with both the CF-Pollable subfield false and the CF—Poll Request subfield

true. Never being polled is useful for CF-Pollable STAs that normally use power-save mode, permitting

them to receive buffered trafiic during the CFP (since they have to be awake to receive the DTIM that initi—

ated the CFP), but not requiring them to stay awake to receive CF-Polls when they have no trafiic to send. If
a STA desires to be removed from the polling list, that STA shall perform a reassoeiation.

CE-Pollable STAs that are not on the polling list, but did not request never to be polled during their most

recent association, may be dynamically placed on the polling list by the PC to handle bursts of frame transfer

activity by that STA.

9.4 Fragmentation

The MAC may fragment and reassemble directed MSDUs or MMPDUs. The fragmentation and defragmen-

talion mechanisms allow for fragment retransmission.

The length of a fragment MPDU shall be an equal number of octets for all fragments except the last, which

may be smaller. The length of a fragment MPDU shall always be an even number of octets, except for the
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last fragment of an MSDU or MMPDU. which may be either an even or an odd number of octets. The length

ofa fragment shall never be larger than aFragmentationThreshold unless WEP is invoked for the MPDU. If

WEP is active for the MPDU, then the MPDU shall be expanded by W and [CV (sec 8.25); this may result

in a fragment larger than aFragmentationThreshold.

When data is to be transmitted, the number ofoctets in the fragment (before WEP processing) shall be deter-

mined by aFragmentationThreshold and the number ofoctets in the MPDU that have yet to be assigned to a

fragment at the instant the fragment is constructed for the first time. Once a fragment is transmitted for the

first time, its frame body content and length shall be fixed until it is successfully delivered to the immediate

receiving STA. A STA shall be capable of receiving fragments of arbitrary length.

If a fragment requires retransmission, its frame body content and length shall remain fixed for the lifetime of
the MSDU or MMPDU at that STA. After a fragment is transmitted once. contents and length of that frag-

ment are not allowed to fluctuate to accommodate the dwell time boundaries. Each fragment shall contain a

Sequence Control field. which is comprised ofa sequence number and fragment number: When a STA is

transmitting an MSDU or MMPDU. the sequence number shall remain the same for all fragments of that

MSDU or MMPDU. The fragments shall be sent in order of lowest fragment number to highest fragment

number, where the fragment number value starts at zero. and increases by one for each successive fragment.

The Frame Control field also contains a bit, the More Fragments bit, that is equal to zero to indicate the last
{or only) fragment of the MSDU or MMPDU.

The source STA shall maintain a transmit MSDU timer for each MSDU being transmitted. The attribute

aMaxTransmitMSDULifetime specifies the maximum amount of time allowed to transmit an MSDU. The

timer starts on the attempt to transmit the first fragment of the MSDU. if the timer exceeds aMaxTransmit—

MSDULifetime. then all remaining fragments are discarded by the source STA and no attempt is made to

complete transmission ofthe MSDU.

9.5 Defragmentation

Each fragment contains information to allow the complete MSDU or MMPDU to be reassembled from its

constituent fragments. The header of each fragment contains the following information that is used by the
destination STA to reassemble the MSDU or MMPDU:

— Frame type

— Address of the sender. obtained from the AddressZ field

— Destination address

— Sequence Controlfie/d: This field allows the destination STA to check that all incoming fragments

belong to the same MSDU or MMPDU. and the sequence in which the fragments should be reas-

sembled. The sequence number within the Sequence Control field remains the same for all frag-

ments of an MSDU or MMPDU. while the fragment number within the Sequence Control field
increments for each fragment.

— :‘lJure Fragments indicator: Indicates to the destination STA that this is not the last fragment of the

MSDU or MMPDU. Only the last or sole fragment ofthe MSDU or MN-‘l'PDL’ shall have this bit set

to zero. All other fragments ofthe MSDU or MMPDU shall have this bit set to one.

The destination STA shall reconstruct the MSDU or MMPDU by combining the fragments in order of frag-

ment number subfield of the Sequence Control field. If WEP has been applied to the fragment. it shall be

decrypted before the fragment is used for defragmentation ofthe MSDU or MMPDU. If the fragment with
the More Fragments bit set to zero has not yet been received, then the destination STA knows that the MSDU

or MMPDU is not yet complete. As soon as the STA receives the fragment with the More Fragments bit set

to zero. the STA knows that no more fragments may be received for the MSDU or MMPDU.
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All STAS shall support the concurrent reception of fragments of at least three MSDUs or MMPDUs. Note

that a STA receiving more than three fragmented MSDUs or MMPDUs concurrently may experience a sign
nificant increase in the number of frames discarded.

The destination STA shall maintain a Receive Timer for each MSDU or MMPDU being received, for a min-

imum ofthrce MSDUs or MMPDL's. The STA may implement additional timers to be able to receive addi-

tional concurrent MSDUs or MMPDUs. The receiving STA shall discard all fragments that are part of an
MSDU or MMPDU for which a timer is not maintained. There is also an attribute, aMaxReceiveLifetime.

that specifies the maximum amount oftime allowed to receive an MSDU. The receive MSDU or MMPDU

timer starts on the reception of the first fragment of the MSDU or MMPDU. If the receive MSDU timer

exceeds aMaxReceiveLifetime, then all received fragments of this MSDU or MMPDU are discarded by the
destination STA. If additional fragments of a directed MSDU 0r MMPDU are received after its aMaxRe-

ceiveLifetime is exceeded, those fragments shall be acknowledged and discarded.

To properly reassemble MPDUs into an MSDU or MMPDU, a destination STA shall discard any duplicated

fragments received. A STA shall discard duplicate fragments as deseribed in 9.2.9. However, an acknowl—

edgment shall be sent in response to a duplicate fragment ofa directed MSDU.

9.6 Multirate support

Some PHYS have multiple data transfer rate capabilities that allow implementations to perform dynamic rate

switching with the objective of improving performance. The algorithm for performing rate switching is

beyond the scope ofthis standard, but in order to ensure coexistence and interoperability on multirate—capa«
bIe PHYS, this standard defines a set of rules that shall be followed by all STAs.

All Control frames shall be transmitted at one ofthe rates in the BSSBasicRateSet (see l0.3.10.l), or at one

ofthe rates in the PHY mandatory rate set so they will be understood by all STAs.

All frames with multicast and broadcast RA shall be transmitted at one of the rates included in the

BSSBasieRateSet, regardless oftheir type.

Data and/or management MPDUS with a unicast immediate address shall be sent on any supported data rate
selected by the rate switching mechanism (whose output is an internal MAC variable called MACCurrentRate,
defined in units of 500 kbit/s. which is used for calculating the Duration/ID field of each frame). A STA shall

not transmit at a rate that is known not to be supported by the destination STA. as reported in the supported
rates element in the management frames. For frames of type Data+CF-ACK. Data+ CF~PolI+CF«ACK. and CR

Poll+CF~ACK. the rate chosen to transmit the frame must be supported by both the addressed recipient STA
and the STA to which the AC‘K is intended.

Under no circumstances shall a STA initiate transmission of a data or management frame at a data rate

higher than the greatest rate in the OperationalRateSet, a parameter ofthe MLME~JOIN.request primitive.

In order to allow the transmitting STA to calculate the contents ofthe Duration/ID field, the responding STA

shall transmit its Control Response frame (either CTS or ACK) at the same rate as the immediately previous

frame in the frame exchange sequence (as defined in 9.7), ifthis rate belongs to the PHY mandatory rates. or

else at the highest possible rate belonging to the PHY rates in the BSSBasicRateSet.

9.7 Frame exchange sequences

The allowable frame exchange sequences are summarized in Table 2i and Table 22. A legend applicable to
both tables follows Table 22.
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Table 21mFrame sequences

Frames in
Sequence sequence

Databcimc) Broadcast or multicast MSDU

Broadcast MMPDU

 

N1gmt(bc)

{RTS — CTS —} [Frag «ACK 7—] Last —ACK V Directed MSDU or MMPDE

PS—Poll —ACK 2 Deferred PS-POLL response

?S~Poll — [Frag ACK —§ Last — ACK 3 i Immediate PS-POLL response

DTIMiCF) ~ f5CF—Sequcncc> —] {CFdind} 2 or more Start of CF?

 

 

{<CF-Sequencc> —j {CF-End} 2 or more Continuation of C FP after missing ACK or
' medium occupancy boundary

 
Tabfe 22—«CF frame sequences

Frames in i('F frame sequence .
sequence {

Beacon(CF) Beacon during CFP

Data(bc/mc) i Broadcast 0r multicast MSDU
Mgmt(be) i Broadcast MMPDUM.

l Directed MMPDU‘ ,
l

 

 

 

DntaldirHCF—Poll{+CF-Ack} — Data(dir)+CF—Ack Poll and ACK sent with MPDUS
e “CF-Acklno data)} 

Dataldir)+CF—Poll {+CF—Ack} — CF-Ack(n0 data) ‘ l’oll ot‘S'l‘A with empty queue. insufficient
‘ time for queued MPDIL or too little time

remaining before a dwcll or medium occu-

% pancy boundary to send a queued frame.

CF-Pollmo data}{+CF—Ack} — Data(dir) — { CF- . Separate poll. ACK sent with MPDU
Acldno clatn)‘, t ,

 

 

(Eli—Pollmo data){+CF-/-\ck} — Data{dir) ~ACK l’olled STA sends to STA in 858

CF-Polllno tletal{+CF—Ack} — Nult(no data) Separate poll, STA queue empty, or insuffi-
1 cient time for queued MPDLT- or too little
2 time remaining before a dwell or medium

Occupancy boundary to send a queued l'rame
  

 
Datatdir){+CF—Ack} —ACK ACK if not CF-Prfllable or not polled

LEGEND {For Table 21 and Table 22)

iwltems enclosed in brackets "i. . .i“ may occur zero or more times in the sequence.

"Av—items enclosed in braces . } " may occur zero or one time in the sequence.

3V~An isolated hyphen represents a SIFS interval separating the pair of frames.

F'Dataibc/mc)" represents any frame of type Data with a broadcast or multicast address in the Addressl field.

5—.“Mgmttbcf‘ represents any Management type frame with a broadcast address in the DA field.

6«"RTS“ represents a Control §rame of subtype RTS.

7~—“CTS” represents a Control frame ot‘snhtype CTS.
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LEGEND (Continued)

8—"ACK" represents a Control frame of subtype ACK.

9*“Frag" represents an MPDU of" type Data or an MMPDU of type Management with an individual address in the
Addressl field that has the More Fragments field set to

EO—flLast" represents an MDPU ol‘type Data or an MMPDU of type Management with an individuai address in the
Addressl field that has the More Fragments field set to

l lw“PS-Poll“ represents a Control frame of subtype PS—Poll.

12~v“DTIM(CF)“ represents a management frame of subtype Beacon that contains a DTIM infonnation element with a
nonzero value in the CFPDuchmaining field of its Parameter Set element.

l3~"CF-End” represents a Control Frame of type CF—End. or (if the final frame of the immediately preceding <Cl“—
Sequence> was a directed data 01‘ management frame requiring acknowledgment by the AP) of type CF-EndetAck,

l4~“Beacon(CF)" represents a management frame of subtype Beacon with a nonzero value in the CFPDuchmaining
field of its CF Parameter Set clement.

lS~“Data(dir)” represents any Ml’DU ol'type Data with an individual address in the Addressl field.

16—«“l\4gmt(dir)" represents any MMPDU of type Management with an individual address in the Addressl field.

l7~"CF—Ack(no data)" represents a data frame of subtype CF-ACK (no data).

lgw‘fF-Polltno data)" represents a data frame of subtype CF—Poll (no data).

I9V~"Null(no data)" represents a data frame of subtype Null Function {no data).

20m" {+CF-Ack}" indicates that the frame may or may not include a contention-free acknowledgment.

llw"+CF-Ack" indicates that the Frame includes a contention-free acknowledgment.

22--- ""tCF-Poll" indicates that the frame includes a contention-free poll.

23w<CF—Sequence> represents a sequence ofone or more frames sent during a CFP. A valid <CF-Sequence> shall con-
sist ot‘one of the [lame sequences shown in Table 22. The collection ol.‘ sequences of frame exchanges corresponding to
[<1CF-chucne“>] may occur in any order within the CFP.

Individual frames within each of these sequences are separated by a SlFS.

9.8 MSDU transmission restrictions

To avoid reordering MSDUS between pairs of LLC entitles and/or unnecessarily discarding MSDUs, the fol—

lowing restrictions shall be observed by any STA that is able to concurrently process multiple outstanding

MSDUS for transmission. Note that here the term “outstanding” refers to an MSDU or MMPDU that is eligi-

ble to be transmitted at a particular time. A STA may have any number (greater than or equal to one) of eligio

ble M SDUs outstanding concurrently, subject to the restrictions below.

The STA shall ensure that no more than one MSDU or MMPDU from a particular SA to a particular individ-

ual RA is outstanding at a time. Note that a simpler, more restrictive invariant to maintain is that no more

than one MSDU with a particular individual RA may be outstanding at a time.

In a STA where the optional StrictlyOrdered service class has been implemented. that STA shall ensure that

there is no group—addressed (muitidcstination) MSDU of the StrictlyOrdered service class outstanding from the

SA of any other outstanding MSDU (either directed or group—addressed). This is because a group-addressed

MSDU is implicitly addressed to a collection of peer STAs that could include any individual RA.

It is recommended that the STA select a value of aMaxMSDUTransmitLifetime that is sufficiently large that the

STA does not discard MSDUS due to excessive Transmit MSDU timeouts under normal operating conditions.
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‘50. Layer management

10.1 Overview of management model

Both MAC and PHY layers conceptually include management entities, called MAC sublayer management
and PHY layer management entities (‘MLME and PLME, respectively). These entities provide the layer

management service interfaces through which layer management functions may be invoked.

In order to provide correct MAC operation, a station management entity (SME) shall be present within each

STA, The SME is a layer-independent entity that may be viewed as residing in a separate management plane

or as residing “‘oli'to the side.” The exact functions of the SME are not specified in this standard, but in gen-

eral this entity may be viewed as being responsible for such functions as the gathering of layer—dependent

status from the various layer management entities, and similarly setting the value of layer-specific parame—

ters. SME would typically perform such functions on behalf of general system management entities and

would implement standard management protocols. Figure i1 depicts the relationship among management
entities.

The various entities within this model interact in various ways. Certain. of these interactions are defined

explicitly within this standard, via a service access point (SAP) across which defined primitives are

exchanged. Other interactions are not defined explicitly within this standard. such as the interfaces between

MAC and \‘lLME and between PLCP and PLME. represented as double arrows within Figure 63. The spe-

cific manner in. which these MAC and PHY management entities are integrated into the overall MAC and
PHY layers is not specified within this standard.

The management SAPS within this model are the following:

— SME-MLME SAP

— SME-PLME SAP

— MLME-PLME SAP

The latter two SAPS support identical primitives, and in fact may be viewed as a single SAP (called the

PLME SAP) that may be used either directly by MLME or by SME. In this fashion, the model reflects what
is anticipated to be a common implementation approach in which PLME functions are controlled by the

MLME (on behalf of SME). In particular, PHY implementations are not required to have separate interfaces
defined other than their interfaces with the MAC and MLME.

10.2 Generic management primitives

The management information specific to each layer is represented as a management information base (MIB)

for that layer. The MAC and PHY layer management entities are viewed as “containing” the MiB for that

layer. The generic model ofMIB—related management primitives exchanged across the management SAPS is

to allow the SAP user-entity to either GET the value of a MIB attribute, or to SET the value of a MIB

attribute. The invocation of a SET.request primitive may require that the layer entity perform certain defined
actions.

Figure 63 depicts these generic primitives.
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MAC MIB i MLMEWGET/SET

PLM ETS
E_G / ET Station

Management

Entity

PLM E_GET/SET  
Figure 63—GET and SET operations

The GET and SET primitives are represented as REQUESTS with associated CONFIRM primitives. These
primitives are prefixed by MLME or PLME depending upon whether the MAC or PHY layer management

SAP is involved. in the following, XX denotes MLME or PLME:

XX-GET.request (MIBattribute)

Requests the value ofthe given MIBattribute.

XX-GETconfirm (status, MlBattribute, MlBattributevalue)

Returns the appropriate MlB attribute value if status = “success,” otherwise returns an error indicaw
tion in the Status field. Possible error status values include “invalid MlB attribute” and “attempt to

get write-only MIB attribute.“

XX-SET.request (MlBattribute. MlBattributevalue)
Requests that the indicated MiB attribute be set to the given value. if this MlBattribute implies a
specific action, then this requests that the action be performed.

XX-SETconfirm (status, MlBattribute)

If status e “success,” this confirms that the indicated MlB attribute was set to the requested value,
otherwise it returns an error condition in status field. if this MIBattribute implies a specific action,

then this confirms that the action was performed, Possible error status values include “invalid MiB
attribute” and “attempt to set read-only MiB attribute.”

Additionally. there are certain requests (with associated confirms) that may be invoked across a given SAP

that do not involve the setting or getting ofa specific MiB attribute. One ofthese is supported by each SAP,
as follows:

XX—RESETirequest: where XX is MLME or PLME as appropriate
* XX-RESET.confirrn

This service is used to initialize the management entities, the MlBs, and the datapath entities. It may include
a list of attributes for items to be initialized to non-default values. The corresponding .confirm indicates suc-

cess or failure of the request.

Other SA P—specific primitives are identified in 10.3.
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10.3 MLME SAP interface

The services provided by the MLME to the SME are specified in this suheiause. These services are described

in an abstract way and do not imply any particular implementation or exposed interface. MLME SAP primi—

tives are of the general form ACTIONrequest followed by ACTIONconfirm. The SME uses the services
provided by the MLME through the MLME SAP.

10.3.1 Power management

This mechanism supports the process of establishment and maintenance of the power management mode of
a STA.

10.3.1.1 MLME-POWERMGT.request

10.3.1.1.1 Function

This primitive requests a change in the power management mode.

10.3.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:

3-‘th‘iE-POWERR-‘1GT. request (

POW'erh/Ianagementiviode,

Wake Up,
ReceiveDTli‘vis

Valid range | Description

PowerivianagemeniMode . Enumeration ‘ ACTIVE. An enumerated type that describes the desired
: POWER__SAV’E power management mode of the STA.

WakeUp : Boolean 1 True, false When true, the MAC is forced immediately into
i the Awake state. This parameter has no eii‘eut if

E the current power management mode isi ACTIVE.

 

 

ReceiveDTlMs } Boolean ' True. false When true. this parameter causes the STA to
“ awaken to receive all DTIM frames. When

false, the STA is not required to awaken for
every DTlM frame.

 
10.3.1.1.3 When generated

This primitive is generated by the SME to implement the power—saving strategy of an implementation.

10.3.1.1.4 Effect of receipt

This request sets the STA’s power management parameters. The MLME subsequently issues a MLME-

POWERMGT.confirm that reflects the results of the power management change request.

10.3.1.2 MLME-POWERMGT.confirm

10.3.1.2.1 Function

This primitive confirms the change in power management mode.
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10.3.1 .2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLM E-POW ERMGT.confinn (
ResultCode

Valid range Description

ResultCode Enumeration SUCCESS, Indicates the result ofthe INVALIDWPAKAMETERS, MLME-POWERMGT.request
l NOT_SUPPORTED

10.3.1 .2.3 When generated

This primitive is generated by the MLME as a result of an MLME-POWERMGT.request to establish a new

power management mode. It is not generated until the change has completed.

10.3.1 .2.4 Effect of receipt

The SME is notified ofthe change of power management mode.

10.3.2 Scan

This mechanism supports the process ofdetermining the characteristics ofthe available 8585.

10.3.2.1 MLME~SCAN.request

10.3.2.1.1 Function

This primitive requests a survey of potential BSSs that the STA may later elect to try to join.

10.3.2.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SCANrequest (

BSSType,

BSSID,

SSI'D,

ScanType.

ProbeDelay,
Channelljst.

MinChannelTime,
MaxChannel’Fime

)
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8881pr Enumeration
ii
iy
i

LOCAL AND METROPOLlTAN AREA NETWORKS; WIRELESS LAN

Valid range

iNFRASTRucrunE.
f INDEPENDENT.
; ANYmBSS

Description

i Determines whether Infrastructure BSS,
’ Independent 1353‘ or both. are included in
i the scan 

"'sssm 'iCiACAddresé"l

Octet stringi
SSH)

Scan'l‘y pe Enumeration

Anvwalitl individual or
: broadcast MAC address

1. 0—32 octets

; ACi‘iVE.
PASSIVE

’ identifies a specific or b-r—otcidcast F39le

Specifies the desired SSID or the‘ broadcast 8811‘)

a Indicates either active or passive scanning
 

lDrobeDelay integer N/A Delay (in us) to be used prior to
i transmitting a Probe frame during active
; scanning  

Ordered set of
integers

ChannelList

MinChannelTime Tainteger

Integer
i

MaxChannelTimem

10.3.2.1.3 When generated

3 Each channel will be
selected from the valid

‘ channel range for the
appropriate PHY and

‘ carrier set.

2 ProbeDelay

2 MinChannelTime

* Specifies a list of channels that are
examined when scanning for a 853

The minimum time (in TU) to spend on
1 each channel when scanning

i The maximum time (in TU) to spend on
each channel when scanning

 
This primitive is generated by the SME for a STA to determine ifthere are other 8885 that it may join.

10.3.2.1.4 Effect of receipt

This request initiates the Scan process when the current frame exchange sequence is completed.

10.3.2.2 MLME-SCAN.confirm

10.3.2.2.1 Function

l'his primitive returns the descriptions ofthe set ot’BSSs detected by the Scan process.

10.3.2.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SCAN.confirm (

BSSDeseriptionSet,
ResultCode

Type1 Description

i Set of BSSDescriptionsBSSDcscriptionSct ‘ The BSSDcscriptionSct is returned to
i indicate the results ofthe scan request. it
i is a set containing zero or more instances

1 ofa BSSDescription.
Enumeration i SUCCESS. indicates the result ot‘tlte MLME-

INVALID_ SCANcontirm
1 PARAME‘I‘FZRs i

l

WRWesultCode l

l 
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Each BSSDescription consists ofthe following elements:

‘ A Valid range Description

f MACAddress . "'. I The BSSID ol'thc found 8853
Octet string . 1—32 octets _I The SSID of the found BSS

‘ Enumeration i INFRASTRUCTURE. The type of the found 888
t ; INDEPENDENT ;

Beacon Period Integer { N/A I The Beacon period ofthe found BSS (in
; E I III)

DTIM Period Integer As defined in frame The DTIM period of the 858 (in
1 format , beacon periods)

Timestamp I Integer ‘ N/A The timestamp ofthe received frame
" : (probe response/beacon) from the found

_. y ‘ 885

Local Time 1 Integer ; The value ofthe S'I‘A’s TSF timer at the
‘ i start of reception of the first octet of the

timestamp field ofthe received frame
; (probe response or beacon) from the

found 888

TTIY parameter set As defined in As defined in frame The parameter setfiiéfit to the PHY
r

frame format format

CI: parameter set As defined in I As defined in frame 2‘ The parameter sgfor the CF periods, ifw
frame format , format found BSS supports CF mode

iBss parameter set " As defined in As defined in frame I TheparametersetfortheIBSS.iftbund
frame format format E B88 is an IBSS

Capabilitylnformation As defined in i AS defined inflframe The advertised capal‘Tithies ofthe BSS
; frame format E format i

BSSBasicRateSet Set ofintegers 2—l27 inclusive (for
" each integer in the set)

 
  

 

 

  

  

 

The set of data rates (in units of
I 500 kh/s) that must be supported by all

S'l‘As that desire to join this BSS. The
STAs must be able to receive at each of

‘ the data rates listed in the set.

 
10.3.2.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-SCANrequest to ascertain the operating
environment ofthe STA.

10.3.2.2.4 Effect of receipt

The SME is notified ofthe results ofthe scan procedure.

10.3.3 Synchronization

This mechanism supports the process of selection of a peer in the authentication process.

10.3.3.1 MLMEdOINxequest

10.3.3.1.1 Function

This primitive requests synchronization with a [388.
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10.3.3.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-lOlN.request (

BSSDescription.

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

.loinFailureTimeout,

ProbeDelay.

OperationalRateSet
)

l Valid range

BSSDescription BSSDescription

IntegerToinFailure’l‘imeout

Description
The BSSDeseription ot'the [388 to join. The

r BSSDcscription is a member oi‘the set of

descriptions that was returned a result of a
’ MI.Ml?-SCAN.requcst.
f The time limit. in units ot‘beaeon intervals. after

1 which thejoin procedure will be terminated

 

  

PreheDelay integer

OperationalRateSet Set of integers
('lbreuehinleger

! in the set)
ii

ll

10.3.3.1.3 When generated

" i912? inelusivem Deiay (in psi to be used prior to transmitting a
‘ Probe frame during active scanning

The set of data rates (in units ot‘SUD kbitt's) that the

_ S [‘A may use for communication within the 833.
g The STA must be able to receive at each of the data

rates listed in the set. The ()perationalRateSet is a
superset ot‘thc BSSBasieRttteSet advertised by the

l 888.

 

This primitive is generated by the SME for a STA to establish synchronization with a BSS.

10.3.3.1.4 Effect of receipt

This primitive initiates a synchronization procedure once the current frame exchange sequence is complete.
The MLME synchronizes its timing with the specified BSS based on the elements provided in the BSSDe-

scription parameter. The MLME subsequently issues a MLME-JOINconfirm that reflects the results.

10.3.3.2 MLME—JOIN.confirm

10.3.3.2.1 Function

This primitive confirms synchronization with a BSS.

10.3.3.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-JOENconfirm {
ResultCode

)

Valid range

Enumeration SUCCESS.
g ll‘i‘t’Z’Xi.lelr‘AliiAMETERS1

TlM BOUT

ResultC'ode

[D4

Bese ription

indicates the result ol‘the MLME-JOlNrequest 
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10.3.3.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-.|OlN.request to establish synchronization
with a 888.

10.3.3.2.4 Effect of receipt

The SME is notified ofthe results ofthe synchronization procedure.

10.3.4 Authenticate

This mechanism supports the process of establishing an authentication relationship with a peer MAC entity.

10.3.4.1 MLME-AUTHENTICATE.request

10.3.4.1.1 Function

This primitive requests authentication with a specified peer MAC entity.

10.3.4.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.request (
PeerSTAAddress,

AuthenticationType,
AuthenticateFailureTimeout

Valid range ‘ [)escription

l’eerSTAAddress l MACAddress

l

I Any valid Specifies the address ol'the peer MAC entity
I individual MAC with which to perform the authentication

. I address . process

W E I _ T. ‘ ____..numeration i
I
I 7
I
I

t OPENMSYg-fil. Specifies the type oiiauthentication algorithm
SllAREDflKEY to use during the authentication process

Authentication'l‘ype

AuthenticationFailure-
lnteger El 5 Specifies a time limit (in TU) aft; which the

Timeout ‘ 3‘ 3‘ authentication procedure will be terminated

 
10.3.4.1.3 When generated

This primitive is generated by the SME for a STA to establish authentication with a specified peer MAC

entity in order to permit Class 2 frames to be exchanged between the two STAs. During the authentication

procedure, the SME may generate additional MLME-AUTI'IENTICA‘I‘EJ‘equest primitives.

10.3.4.1.4 Effect of receipt

This primitive initiates an authentication procedure. The MLME subsequently issues a MLME-AUTHENTI-
CATE.confirrn that reflects the results.

10.3.4.2 MLME~AUTHENTICATE.confirm

10.3.4.2.1 Function

This primitive reports the results of an authentication attempt with a specified peer MAC entity.
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10.3.4.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATEconfirm (

PeerSTA Address.

Authentication’i‘ype.
ReSultCode

)

Valid range Description

PeerSTAAddress MACAddress 1 Any valid individual Specifies the address of the peer MAC entity
MAC address with which the authentication process was

‘ ; attempted. This value must match the peer-
STAAddress parameter specified in the corre-
sponding MLME-AUTilENTICATExequest.

AuthenticationType Enumeration OPEN‘SYSTEM. :Specifies the type ot‘authentication algorithm
‘ i SHARED‘KEY that was used during the authentication process.

V This value must match the authentication'l‘ype
l parameter specified in the corresponding
" ; MLME-AUTHENTICATETequest. 

ResultCode .

PARAMETERS.
TIMEOUT.
’I‘OO_MANYH
SIMULTANEOUS_

REQUESTS.: REFUSED

 
10.3.4.2.3 When generated

This primitive is generated by the M LME as a result ofan Ml.ME-AUTHEN'TICATE.request to authenticate
with a specified peer MAC entity.

10.3.4.2.4 Effect of receipt

The SME is notified ofthe results ofthe authentication procedure.

10.3.4.3 MLME—AUTHENTICATE.indication

10.3.4.3.1 Function

This primitive reports the establishment of an authentication relationship with a specific peer MAC entity

10.3.4.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTTCATE.indication (

PeerSTAAddress.

AuthenticationType

)
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Description

PeerSTAAddress Any valid individ- Specifies the address of the peer MAC entity
. ual MAC address I with which the authentication relationship was

I established
  

Aethentication'l'ype Enumeration i Specifies the type ofauthentication algorithm
i SHARED__KEY . that was used during the authentication process
 
10.3.4.3.3 When generated

This primitive is generated by the MLME as a result ofthc establishment of an authentication relationship

with a specific peer MAC entity that resulted from an authentication procedure that was initiated by that spe-

cific peer MAC entity.

10.3.4.3.4 Effect of receipt

The SME is notified of the establishment of the authentication relationship.

10.3.5 De-authenticate

This mechanism supports the process ofinvalidating an authentication relationship with a peer MAC entity.

10.3.5.1 MLME-DEAUTHENTICATE.request

10.3.5.1.1 Function

This primitive requests that the authentication relationship with a specified peer MAC entity be invalidated.

10.3.5.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME—DEAUTHENTICATE.request t
PeerS'i‘AAddress,
ReasonCode

)
 
 

 
 

K

 

 
 

 
  

Valid range

Any valid

Description

 PeerSTAAddress Specifies the address of the peer MAC entity with which

 
I indiVidual : to perform the deauthentication processI ‘ .

p MAC address I
l ReasonCodc As defined in I As defined in Specifies the reason for initiating the deauthenticaiion
; 1‘ frame format ‘ frame format procedure  
 

10.3.5.1.3 When generated

This primitive is generated by the SME for a STA to invalidate authentication with a specified peer MAC

entity in order to prevent the exchange ofCIass 2 frames between the two STAs. During the deauthentication

procedure, the SME may generate additional MLM E»DEAUTHENTICATE.request primitives.

10.3.5.1.4 Effect of receipt

This primitive initiates a deauthentication procedure. The MLME subsequently issues a MLME-DE-
AUTHENTICATE.confinn that reflects the results.

Copyright © 1999 EEEE,A!| rights reserved. 107

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00123



ANSI/IEEE Sid 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

10.3.5.2 MLME-DEAUTHENTICATE.confirm

10.3.5.2.1 Function

This primitive reports the results ofa deauthentieation attempt with a specified peer MAC entity.

10.3.5.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEACTHENTICATE.Confirm (

PeerS'lAAddress,

ResaltCode

}

Name Type 5 Valid range 1 Description

PeerSlAAddress MACAddress 5 Any valid individual MAC . Specifies the address ofthe peer MAC
5 address j entity With which the dcauthenticatlon pro-

: was was attempted

3 indicates the result ot'theResultCode Enumeration TSUCCESS.
1 lNVALlDWl’ARAMli'l'ERS. : MLMEDEAI,JTHTiNTICATErequest

i i‘(')()___MANY_SiMUL- ‘
TANEOUSMRFQUFZSTS

 
10.3.5.2.3 When generated

This primitive is generated by the MLME as a result of an MLME—DEAUTHENTICATE.request to invali-

date the authentication relationship with a specified peer MAC entity.

10.3.5.2.4 Effect of receipt

The SME is notified of the results of the deauthentication procedure.

10.3.5.3 MLME-DEAUTHENTICATEJndication

10.3.5.3.1 Function

This primitive reports the invalidation of an authentication relationship with a specific peer MAC entity.

10.3.5.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLM E-DEAUT} iENTlCATE.indication ('

PeerSTAAddress,

ReasonCode

)
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) Valid range Description

l’eerS'l'AAddress MACAddrcss Any valid ; Specifies the address of the peer MAC entity with
2 individual MAC vhich the authentication relationship was

r r; 7 address nvalidated
ReasonCode As defined in i As defined in Specifies the reason the deauthentication procedure

. l'rame format, ‘, frame format I was initiated
 
10.3.5.3.3 When generated

This primitive is generated by the MLME as a result of the invalidation of an authentication relationship
with a specific peer MAC entity.

10.3.5.3.4 Effect of receipt

The SME is notified of the invalidation ofthe specific authentication relationship.

10.3.6 Associate

The foiiowing primitives describe how a STA becomes associated with an access point (AP).

10.3.6.1 MLME-ASSOCIATE.request

10.3.6.1.1 Function

This primitive requests association with a specified peer MAC entity that is acting as an AP.

10.3.6.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.request (

PeerSTAAddress,

AssociateFailureTimeout,

Capabilityinformation,
Listcnlnterval

Valid range Description

PcchTAAddrcss MACAddress j, Any valid individ- Specifies the address of the peer MAC entity
l i ual MAC address with which to perform the association process
 

21 Specifies a time limit (in after which the.“Associate-FmlureTimeout Integer
‘ associate procedure will be terminated

frame format frame format to be used by the MAC entity

20 Specifies the number of beacon intervals that
may pass before the STA awakens and listens
for the next beacon

  

Listcnlnterval integer i.

i As dellned in ‘P As defined in Specifies the.operational capability definitionsl
l
ll

l

10.3.6.1.3 When generated

i‘liis primitive is generated by the ‘3th when a STA wishes to establish association with an AP.
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10.3.6.1.4 Effect of receipt

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

This primitive initiates an association procedure. The MLME sobsequentiy issues an MLIVlE—ASSOCI-
ATEconfirm that reflects the resolts.

10.3.6.2 MLME-ASSOCIATEconfirm

10.3.6.2.1 Function

This primitive reports the results of an association attempt with a specified peer MAC entity that is acting as
an AP.

10.3.6.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLM E-AS SOC [ATE .confirm

ResultCode Enumeration

(
ResultCode

' succrzss.
l lNVAi.iD_

PARAMETERS.
TIMEOUT.

l REFUSED

10.3.6.2.3 When generated

1
l
i
i
l

l

Description

i Indicates the result ofthe MLME—ASS()CI~
A'l'lirequest 

This primitive is generated by the MLME as a result of an MLME-ASSOCIATE.request to associate with a

specified peer MAC entity that is acting as an AP.

10.3.6.2.4 Effect of receipt

The SME is notified of the results ofthe association procedure.

10.3.6.3 MLME—ASSOCIATE.indication

10.3.6.3.1 Function

This primitive reports the estabiishment of an association with a specific peer MAC entity.

10.3.6.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCiATE.indication

PeerS'l‘AAddress MACAddress

i
PeerSTAAddress

J

Valid range

Any valid individual
.‘ MAC address

Description

Specifies the addrcss ofthc pccr MAC entity with
which the association was established 
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10.3.6.3.3 When generated

This primitive is generated by the MLle as a result of the establishment of an association with a specific

peer MAC entity that resulted from an association procedure that was initiated by that specific peer MAC

entity.

10.3.6.3.4 Effect of receipt

The SME is notified ot‘the establishment ot‘the association.

10.3.7 Reassociate

The following primitives describe how a STA becomes associated with another AP.

10.3.7.1 MLME-REASSOCIATE.request

10.3.7.1.1 Function

This primitive requests a change in association to a specified new peer MAC entity that is acting as an AP.

10.3.7.1.2 Semantics of the service primitive

The primitive parameters are as fol lows:

MLME-REASSOCIATE.request (
NewAPAddress.

Reassociatet’ailureTimeout,

Capabilitylnlbnnation,
Listcnlnterval

Valid range ‘ Description

NewAl’Address MACAddress I Any valid indi- ‘ Specifies the address OftliC pccr MAC
3 \ vitluztl MAC entity with which to perform the

address reassociation process

ReassociateliailureTimeout Integer I 21" Specilies a time limit {in TU) atterrwhich
I the reussociate procedure will be

terminated

Capabilitylntbrmation i As defined in I As defined in Specifies the operational capability

1 frame ibnnat frame format definitions to be used by the MAC entity
 H, i, ,, ,, ,, ,

E Integer 20 Specifies the number of beacon intervals
I that may pass before the STA awakens and
‘ ‘ listens forth next beacon.

 

liistenlnterval   
10.3.7.1.3 When generated

This primitive is generated by the SME for a STA to change association to a specified new peer MAC entity
that is acting as an AP.

10.3.7.1.4 Effect of receipt

This primitive initiates a reassociation procedure. The MLME subsequently issues a MLME-REASSOClw
ATE.confirm that reflects the results.
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10.3.7.2 MLME-REASSOCIATE.confirm

10.3.7.2.1 Function

This primitive reports the results ot‘a reassociation attempt with a specified peer MAC entity that is acting as
an AP,

10.3.7.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLM E—REASSOCIATE.confirm (
ResuitCode

)

Valid range r Description

ResultCode Enumeration SUCCESS, 3 indicates the result ofthe MLME-REASSOCI-
i INVALID_ ATErequest

PARAMETERS.
l TIMEOUT, 

REFUSED

10.3.7.2.3 When generated

This primitive is generated by the MLME as a result of an MLME~REASSOCIATE.request to reassociate

with a specified peer MAC entity that is acting as an AP.

10.3.7.2.4 Effect of receipt

The SME is notified of the results ofthe reassociation procedure.

10.3.7.3 MLME-REASSOCIATE.indicati0n

10.3.7.3.1 Function

This primitive reports the establishment ofa reassociation with a specified peer MAC entity.

10.3.7.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME—RBASSOCIA’l‘EJndication (
PeerSTAAddress

)

Valid range 1 Description

MACAddress Any validindividual Specifies the address ()fthe peer MAC entity with
MAC address which the reassociation was established

i’cerSTAAddress il
i 

10.3.7.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of a reassociation with a specific

peer MAC entity that resulted from a reassociation procedure that was initiated by that specific peer MAC
entity.
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10.3.7.3.4 Effect of receipt

The SME is notified ofthe establishment ofthe reassociation.

10.3.8 Disassociate

10.3.8.1 MLME-DISASSOCIATE.request

10.3.8.1.1 Function

This primitive requests disassociation with a specified peer MAC entity that is acting as an AP.

10.3.8.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLM E—DlSASSOCIATE.request (

PeerSTAAddress,
ReasonCode

)

Valid range 1; Description

PeerSTAAddress MACAddress Any valid individual Specifies the address ol‘the peer MAC entity with
MAC address which to perform the disassociation process

ReasonCode As defined in As defined in frame Specifies the reason for initiating the disassociation
‘ ['rameii'mnat ['ormat i procedure

   
10.3.8.1.3 When generated

This primitive is generated by the SME for a STA to establish disassociation with an AP.

10.3.8.1.4 Effect of receipt

This primitive initiates a disassoeiation procedure. The MLME subsequently issues an MLME-DISASSO-
ClATE.cmilirm that reflects the results.

10.3.8.2 M LME-DISASSOCiATE.confirm

10.3.8.2.1 Function

This primitive reports the results of a disassociation procedure with a specific peer MAC entity that is acting
as an AP.

10.3.8.2.2 Semantics of the service primitive

‘l‘he primitive parameters are as follows:

MLME-DISASSOCiATE.confirm (
ResultCode

)
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Name Valid range ’3 Description

ResultCodc ; Enumeration SUCCESS. ‘- lndicatesthcrcsultot‘lheMLME—DISASSOCJ:XI'E.rcc1iicst
‘ g lNVAl..lD_ »

3 PARAMETERS?

TlME(')I_iT,
i REFUSED
 
10.3.8.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-DISASSOClATE.request to disassociate
with a specified peer MAC entity that is acting as an AP.

10.3.8.2.4 Effect of receipt

The SME is notified of the results ofthe disassociation procedure.

10.3.8.3 MLME-DISASSOCIATE.indication

10.3.8.3.1 Function

This primitive reports disassociation with a specific peer MAC entity.

10.3.8.3.2 Semantics of the service primitive

The primitive parameters are as follows:

Ml.ME-DlSASSOCIATEinriication (

PeerSTAAddress.

ReasonCode

)

Valid range Description

PeerS’l"AArldress MACAddress Any validindividunl

MAC address
ReasonCode i As defined in l defined in {+3.59

1 frame l'ormul 3 formal

Specifies the address oi'the pour MAC entity with
t which the association relationship was

invalidated

Specifies the reason the disassocinlion procedure
was initiated
 i

10.3.8.3.3 When generated

This primitive is generated by the MLME as a result of the invalidation of an association relationship with a
specific peer MAC entity.

10.3.8.3.4 Effect of receipt

The SME is notified ofthe invalidation of the specific association relationship.

10.3.9 Reset

This mechanism supports the process of resetting the MAC.
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10.3.9.1 MLME~RESET.request

10.3.9.1.1 Function

This primitive requests that the MAC entity be reset.

10.3.9.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME—RESETrequest (
STAAddress,
SetDefaultMiB

)

Valid range Description

STAAddress MACAddress I Any valid Specifies the MAC address that is to be used by the MAC

' MAC address entity that is being reset. This value may be used to pro-
‘ vide a locally administered STA address.
  

True. false ( lt‘true. all MIB attributes are set to their default values.

3 The default values are implementation dependent.
i if false. the MAC is reset. but all MlB attributes retain the
l values that were in place prior to the generation ot‘the
l MLME-RESET.requestprimitive,

WSetDefau ltMlB Boolean
lI, II v
I
I
i
I 

10.3.9.1.3 When generated

This primitive is generated by the SME to reset the MAC to initial conditions. The MLME—RESETrequest

primitive must be used prior to use ofthe MLMEvSTARTJequest primitive.

10.3.9.1.4 Effect of receipt

This primitive sets the MAC to initial conditions, clearing all internal variables to the default values. MlB

attributes may be reset to their implementation—dependent default values by setting the SetDefaultMlB flag
to true. The MLME subsequently issues a MLME-RESET.ccntirm that reflects the results.

10.3.9.2 MLME-RESET.confirm

10.3.9.2.1 Function

This primitive reports the results ofa reset procedure.

10.3.9.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-RESET.confirm (
ResultCode

Description
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10.3.9.2.3 When generated

This primitive is generated by the MLME as a result ot‘an MLME—RESETrequest to reset the MAC entity.

10.3.9.2.4 Effect of receipt

The SME is notified ofthe results ofthe reset procedure.

10.3.10 Start

This mechanism supports the process ot‘creating a new 1385.

10.3.10.1 MLME-START.request

1o.3.ro.1.1 Function

This primitive requests that the MAC entity start :1 new BSS.

10.3.1 0.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-S'I‘ARTxequest (
SSJEL

BSSType,

BeaconPeriod,

DTIMPeriod,

CF parameter set,

PHY parameter set,

IBSS parameter set,

ProbeDelay.

Capabilitylnformation,
BSSBasicRateSet.

OperationalRateSet

)

Valid range Description 
 ()ctet string 1—32 octets The SSID ofthe BSS 
 

  

 
   

BSSTfiieW 7 W Enumeration INFRA- : The type ot‘the
i STRUCTURE. i
i ; INDEPEN-
i . i DENT _

Beacon i’eriod integer 21 The Beacon period ofthe 888 (in TU)

DTiM Period integer l AS defined in The DTIM Period ofthe B33 (in beacon periods)
fr:th format l 

 

(ll.- pgrametcr set As defined in defined in The parameter set For CF periods, ifthe BSS supports
frame format t'rume Harm-(it i CF mode, aCFPPeriod is modified as a side et‘feetof

_ the issuance of an ivllJV‘iE-STARl'request primitive.

PHY parameter set = As defined in E As defined in i The parameter set relevant to the PHY
i t‘rnme l'orm at . l'mme limnar

   

fil in defined in The parameter set for the 11335. if 885 is an 1885
Frame format 1 frame format
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Valid range Description

ProbeDelay Integer 3 N/A 7 Delay (in us) to be used prior to transmitting a Probe
i 2 frame during active scanning

Capabilitylnt‘orma- As defined in As defined in I The capabilities to be advertised for the BSS
tion frame format frame format
BSSBasicRnteSet

   

 

2—127inclusivc " The set ofdata rates (in units of 500 itbit’s) that must
3‘ [tor each intew be supported by all S'TAs to jein this BSS. The STA

per in the set] that is creating the BSS must be able to receive and
E : transmit at each of the data rates listed in the set.

Set tit-integers

OperationalRateSet Set of integers _ 2-—127inclusivc i The set ot‘data ratcst'in units ofSGt} kbitfs) that the
E (for each intc- STA may use for communication within the BSS. The

i gcr in the set) S ['A must be able to receive at each ofthe data rates
i listed in the set. The OperationalRateSet is a superset

ol'the BSSBasieRateSct advertised by the BSS.

  
10.3.10.1.3 When generated

This primitive is generated by the SME. to start either an infrastructure BSS (with the MAC entity acting as

an AP), or to start an independent BSS (with the MAC entity acting as the first STA in the [838).

The MLME-START.request primitive must be generated after an h‘lLME-RESETxequest primitive has been
used to reset the MAC entity and before an MihtE—JOINrequest primitive has been used to successt‘utEy

join an existing infrastructure BSS or independent BSS.

The MLME-START.req uest primitive must not be used after successful use of the lVlLME—START.request
primitive or successful use of the MLME-JOIN.request without generating an intervening MLME-

RESET.request primitive.

10.3.1014 Effect of receipt

This primitive initiates the BSS initialization procedure once the current frame exchange sequence is com-

plete. The MLME subsequently issues an MLME—STARTconfirm that reflects the results of the creation

procedure.

10.3.10.2 MLME—START.confirm

10.3.10.2.1 Function

This primitive reports the results ofa BSS creation procedure.

10.3.10.2.2 Semantics of the service primitive

The primitive parameters are as follows:

i\r‘[LM.E-S'EART.continn {

ResultCode

)

Valid range resetDescription

ResuItCode Enumeration SUCCESS. Indicates the result ot‘the MLME-

INVALID‘PARAIVIETERS, _ smnrxequesr
: BSS“ALREADYNS'IARTED_ =
j ontomeo
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10.3.10.2.3 When generated

This primitive is generated by the MLML" as a result of an Ml..ME-STAKI".request to create a new 1385.

10.3.1024 Effect of receipt

The SME is notified of the results ofthe BSS creation procedure.

10.4 PLME SAP interface

The PHY management service interface consists of the generic PLMEGET and PLMESET primitives on
PHY MIB attributes. as described previously, together with the PLME-RESET and PLME-CHARACTER—

ISTICS primitives and the following specific primitives.

10.4.1 PLME-RESET.request

10.4.1.1 Function

This primitive shall be a request by the LME to reset the PHY. The PHY shall be always reset to the receive
state to avoid accidental datatransmission.

10.4.1.2 Semantics of the service primitive

The semantics of the primitive are as follows:

PLME-RES ET.request( )

There are no parameters associated with this primitive.

10.4.1.3 When generated

This primitive shall be generated at any time to reset the PHY.

10.4.1.4 Effect of receipt

Receipt of this primitive by the PHY suhlayer shall cause the PHY entity to reset both the transmit and the

receive state machines and place the PHY into the receive state.

10.4.2 PLME-CHARACTERISTICS.request

10.4.2.1 Function

This primitive is a request by the LME to provide the PHY operational characteristics.

10.4.2.2 Semantics of the service primitive

The semantics ofthe primitive are as follows:

PLME-CHA[{ACTERISTICSxequest( )

There are no parameters associated with this primitive.
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This primitive is generated by the LME. at initialization time. to request the PHY entity to provide its opera-
tional characteristics.

10.4.2.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity wili he to generate a PlWEE-CHARACTERISTICS.
confirm primitive that conveys its operationai characteristics.

10.4.3 PLM E-C HA RACTERISTICS.C0 nfirm

10.4.3.1 Function

This primitive provides the PHY operational parameters.

10.4.3.2 Semantics of the service primitive

The primitive provides the following parameters:

PLME-CHARACTERISTICS .confirm(

Copyright © 1999 IEEE. All rights reserved.

aSlot’l‘ime.

aSlFSTime,

aCCATime,

aRxTxTumaround'l‘ime.

aTxPLCPDeIay,

aRxPLCPDelay.

aRx'l‘xSwitchTime,

aTxRampOnTime,

aTxRampOffTime.

a'l"xRF Delay.

aRxRFDeiay,

aAirPropagation'lime.

aMACProcessingDelay,

aPreambleLength.

aPLCPHeaderlength,

aMPDU Duration Factor,

aMPDUMaxl ,cngth,

aCWmin,

aC Wmax

)
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Name ; Description

aSlot‘l'ime T integer The Slot Time (in ps) that the MAC will use for defining the PIFS and DIFS periods.
f 9.2.10.

aSlliSTim-e I integer nominal time thutthe MAC and iii-{Y will require to receive the lttst_sy'nibuol_o—fa
‘ 5 frame at the air interface. process the frame. and respond with the first symbol on the air

interface ofthe earliest possible response frame See 9.2.10.
uCCATime 1 integer i The minimum time (in us) the CCA mechanism has available to assess the medium within

1 ‘ every time slot to determine whether the medium is busy or idle.

   

aRxTthIm- integer ‘ The maximum time (in us) that the PHY requires to change from receiving to transmit-
aroundTimc i i ting the start ofthe first symbol. The following equation is used to derive the RxTx‘l‘urn-

i aroundTime:
E aTxPLCPDelay + aRxTxSwitchTime + aTx RampOnTime + aTXRFDelay.

aTxPLCPDelay i integer The nominal time (in us) that the PLCP uses to deliver a symbol from the MAC interface
- to the transmit data path ofthc PMD.

minteger l Thenominal time (in us) that the PLCP usestowdeliver a bit from tlie’FMD receivepath to
‘ the MAC.

aRxTxSwitch- ‘ The nominal time (in its) that the PMD takes to switch from Receive to Transmit.
Time 1

   

 

 

 

t integer The maximum time (in us) that the PMD takes to turn the Transmitter on. M—
aTxRampOflTime c integer The nominal time (in us) that theIPMD takes to turnThe Transmit Power Amplifier off. ‘W

 

aTxRFDelay integer The nominal time (in its) between the issuance of a PMD—DATA.request to the PMD and
‘2 the start of the corresponding symbol at the air interface. The start ofa symbol is defined

to be 1/2 symbol period prior to the center of the symbol for FH. or 1/2 chip period prior
3 to the center of the first chip ofthe symbol for DS. or 1/2 slot time prior to the center of

the corresponding slot for R.

Théhominal tim’eTi/nvus) between the end ofa symbol at the air interface to tlicissttance
ot‘a PMD-DA’I‘Aindicate to the PLCP. The end ofa symbol is defined to be 1/2 symbol
period after the center ofthe symbol for FH. or 1/2 chip period after the center ofthe last

1 chip ofthc symbol for DS. or 1/2 slot time after the center ofthe corresponding slot for
a lR.

aAirPropagation- l The anticipated time (in _us) it takes a transmitted signal to go from the transmitting sta-
Time 3 tion to the receiving station.

 

aMAC Process- integerfi ii The nominal timeitin its) that the MAC uses to process a and prepare it respdnsc to
ingDclay ‘3 1 the frame. 

ztl’renmbleLcngth V integer 'I‘hcficurrent t’HY"s Preamble Length (in its), lt‘the actual value oftiie length of the 1638":
‘ ulatcd preamble is not an integral number of microseconds. the value shall be rounded up

to the next higher value.
 

“PLCPHCT‘de—Y' ’ “WE-'3‘ i iii-HE CUTE—‘11! PHY‘S 1711711’ Header Length tin Pain-fine actual valtteotfthe—length ofthem
Length 1 t modulated header is not an integral number ot'microseconds, the value shall be rounded

up to the next higher value. 

aMPDUDuration- 5 integer The overhead added by the PHY to the MPDU as it is transmitted through the wireless
Factor 1 ‘ medium expressed as a scaling factor applied to the number ofbits in the MPDU. The

‘ \alue ol'aMPDUDurationFuctor is generated by the following equation:
3 'l"runcate[(( 1’1’.[)Ubits/PSDUbits)—1V) X 10 ’)],
i The total time to transmit a PPDU over the air is generated by the following equation

rounded up to the next integer its:

aPreambleLength + aPLCPi—lcaderLength + ( ( (3M PDUDurationFt-tctor X 8 >< PSIMJoc-
tets)/ 109) + (8 x l’SDUoctets) ) / data rate

‘ where data rate is in Mbit/s.

The total time (in its) to the beginning ofuny octet in a PPDU from the first symbol ofthe
‘3 preamble can be calculated using the duration factor in the following equation:

TruncatelaPreambleLength i- uPlCl‘lieaderLength + ( ( (nMPDUDurationFnctor X 8 x
NH 109) r (8 XN))/dalaratc]+ l,

l where data rate is in Mbit/s and where N counts the number ofootets in the PPDU prior to
the desired octet. but does not count the number ol'octets in the preamble PLCP Header.

__..._. .MMW.

uMPDUMax— integer The maximum number of octets in an MPDU that be conveyed by :fPLCl’lTDU.
Length T
aCWinin

aC‘Wmax i integer The maximum size ofthe contention window. in units ot‘aSlot‘l‘ime.

 

1 integer The minimum size ofthe contention window. in units of aSlot'l‘ime._.____ a.“ .. W’ 
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10.4.3.3 When generated

This primitive will be issued by the PHY entity in reSponse to a PLME-CHARACTERISTICS.request.

10.4.3.4 Effect of receipt

The receipt of this primitive provides the operational characteristics ofthe PHY entity.

10.4.4 PLME-DSSSTESTMODE.req uest

10.4.4.1 Function

This primitive requests that the D885 PHY entity enter a test mode operation. The parameters associated
with this primitive are considered as recommendations and are optional in any particular implementation.

10.4.4.2 Semantics of the service primitive

The primitive parameters are as follows:

PLME-DSSSTESTMODErequest (

TESTMENABLE,

TEST_MODE,

SCRAMBLEJSTATE,

SPREADINGWSTATE,

DATAflTYPE.

DATA_RATE;

)
I

Valid range ‘ Description

TESTJiNABLE j Boolean True. false Il‘true, enables the PHV test mode according to the
. _ l .. retraining parameters _____._._.

TES‘l' MODE ; integer l 1, 2. 3 TEST MODE selects one ol'three operationall l
> Il

l
l

f states:

i 01 : transparent receive
1 02 = continuous transmit

. . . . . 1 03 = 50% d”? Pym . _
SCRAMBLD STATE Boolean 'I‘rue. l'alse Il'true. sets the operational state ofthe scrambler to

I 1: ()N

SI’RRADING_STATE I Boolean True. lalse lftrue, selects the operational Slate ofthcmchipping

 

DATA _'1“YI’E integer I. 2. 3 ‘ Selects one ot‘thrce data patterns to be used for the
l t transmit portions ot‘the tests

 

DATAWRAl'E "allege." i V i lectghetweenliand iriMbit/s operzifirin
I ‘ 02 m l Mbit/s

‘ ()4 = 2 Mbit/s

 
10.4.4.3 When generated

This primitive shall be generated at any time to enter the D888 PHY test mode.

10.4.4.4 Effect of receipt

Receipt of this primitive by the PHY sublayer shall cause the D888 PHY entity to enter the test mode of

operation.
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10.4.5 PLME-DSSSTESTOUTPUT.request

10.4.5.1 Function

This optional primitive shall be a request by the LME to enable selected test signals from the l’l'lY. The

parameters associated with this primitive are considered as recommendations and are optional in any partic—

ular implementation.

10.4.5.2 Semantics of the service primitive

The primitive parameters are as follows:

PLME-DSSSTESTOUTPUT.request (

TEST_OUTPUT,
)

Type Valid range Description TEST_OUTPUT Boolean True, false li‘true, enables the selected test signals for testing [)3 PHY

TESTJOUTPUT enables and disables selected signals for debugging and testing the PHY. Some signals that

may be available for output are PHY—TXSTART.request, PHY—RXSTART.indicate(RXVECTOR), PHY—
CCA.indicate, the chipping clock, the data clock, the symbol clock, TX data, and RX data.

10.4.5.3 When generated

This primitive shall be generated at any time to enable the test outputs when in the D838 PHY test mode.

10.4.5.4 Effect of receipt

Receipt of this primitive by the DSSS PHY sublayer shall cause the D888 PHY entity to enable the test
outputs using the modes set by the most recent PLME-[)SSSTESTMODE.request primitive.
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11. MAC subiayer management entity

11.1 Synchronization

All S'lAs within a single BSS shall be synchronized to a common clock using the mechanisms defined
herein.

11.1.1 Basic approach

A timing synchronization function (TSF) keeps the timers for all S'l'As in the same BSS synchronized. Ali
STAs shall maintain a local TSF timer.

11.1.1.1 TSF for infrastructure networks

in an infrastructure network, the AP shali he the timing master and shall perform the TSF. The AP shall ini-

tialize its TSF timer independently ofany simultaneously started APs in an effort to minimize the synchroni-

zation of the TSF timers of multiple APs. The AP shali periodically transmit speciai frames cailed beacons

that contain a copy ofits TSF timer to synchronize the other S'l‘As in a BSS. A receiving STA shall always
accept the timing information in beacons sent from the AP servicing its BSS. [fa STA’s TSF timer is differ-

ent from the timestamp in the received beacon. the receiving STA shall set its local timer to the received
timestamp value.

Beacons shall be generated for transmission by the AP once every BeaconPeriod time units.

11.1.1.2TSF for an independent BSS (I383)

The TSF in an 13 SS shall be implemented via a distributed algorithm that shall be performed by all ofthe

members ofthe BSS. Each STA in the BSS shall transmit beacons according to the algorithm described in

this clause. Each STA in an [BSS shall adopt the timing received from any beacon or probe response that has
a TSF value later than its own TSF timer.

11.1.2 Maintaining synchronization

Each STA shall maintain a TSF timer with modulus 264 counting in increments of microseconds. STAs
expect to receive beacons at a nominal rate. The interval between beacons is defined by the aBeaconPeriod

parameter of the STA. A STA sending a beacon shall set the value of the beacon‘s timestamp so that it equals

the value ofthe STA’s TSF timer at the time that the first bit of the timestamp is transmitted to the PHY plus

the transmitting STA’s delays through its local PHY from the MAC-PHY interface to its interface with the
wireless medium (antenna, LED emission surface, etc.). The algorithms in this clause define a mechanism

that maintains the synchronization ofthe TSF timers in a BSS to within 4 its pins the maximum propagation

delay of the PHY for PHYS of 1 Mbit/s. or greater.

11.1.2.1 Beacon generation in infrastructure networks

The AP shall define the timing for the entire BSS by transmitting beacons according to the aBeaconPeriod
attribute within the AP. This defines a series of TBTTs exactly aBeaconPeriod time units apart. Time zero is
defined to be a TBTT with the beacon being a DTIM and transmitted at the beginning of a CFP. At each

TBTT. the AP shall schedule a beacon as the next frame for transmission. 1f the medium is determined by the
carrier-sense mechanism (see 9.2.1) to be unavailable. the AP shall delay the actual transmission of a beacon

according to the basic medium access rules specified in Clause 9. The beacon period is included in Beacon

and Probe Response frames, and ST‘As shall adopt that beacOn period whenjoining the
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NOTfim—Though the transmission of a beacon may be delayed because ofCSMA deferrals. subsequent beacons shall be
scheduled at the nominal beacon interval. This is shown in Figure 64.

Beacon interval

i—i—i——i——

Ill ulna Illl - I I

tBeacon Transmissions/AYA AL Busy medium A
Other Transmissions

 

Figure 64—Beacon transmission on a busy network

11.1.2.2 Beacon generation in an IBSS

Beacon generation in an 1885 is distributed. The beacon period is included in Beacon and Probe Response
frames. and STAs shall adopt that beacon period when joining the lBSS. All members of the lBSS partici-

pate in beacon generation. Each STA shall maintain its own TSF timer that is used for aBeaconPeriod

timing. The beacon interval within an 1835 is established by the STA that instantiates the IBSS. This defines

a series of TBTTs exactly aBeaconPeriod time units apart. Time zero is defined to be a TBTT. At each TBTT
the STA shall

a) Suspend the decrementing of the backoff timer for any pending non-beacon or non—ad hoc traffic indica-
tion (ATIM) transmission.

h) Calculate a random delay uniformly distributed in the range between zero and twice aCWmin
X aSlotTime,

c) Wait for the period of the random delay, decrementing the random delay timer using the same alg0~
rithm as for backoff,

d) Cancel the remaining random delay and the pending beacon transmission, ifa beacon arrives before

the random delay timer has expired, and the ATM backoti'timer shall resume decrementing.

e) Send a beacon if the random delay has expired and no beacon has arrived during the delay period.

(See Figure 65.)

The beacon transmission shall always occur during the Awake Period of STAs that are operating in a low-

power mode. This is described in more detail in 1 LE.

11.1.2.3 Beacon reception

STAs shall use information from the CF Parameter Set element of all received Beacon frames to update their

NAV as specified in 9.3.2.2.

STAs in an infrastructure network shall only use other information in received Beacon frames. ifthe BSSlD

field is equal to the MAC address currently in use by the STA contained in the AP ofthe BSS.

STAs in an 1835 shall use other information in any received Beacon frame for which the “388 subfield of

the Capability field is set to i and the content ofthe SSID element is equai to the SSID ofthe 1888. Use of
this information is Specified in 1 1.1.4.
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Figure 65—Beacon transmission in an IBSS

11.1.2.4 TSF timer accuracy

Upon receiving a Beacon frame with a. valid FCS and BSSID or SSID, as described in ll.l .23, a STA shall

update its TSF timer according to the following algorithm: The received timestamp value shall be adjusted

by adding an amount equal to the receiving STA’s delay through its local PHY components plus the time

since the first bit of the timestamp was received at the MAC/PHY interface. In the case ofan infrastructure

BSS, the STA’s TSF timer shall then be set to the adjusted value ofthe timestamp. In the case of an IBSS, the

STA’s TSF timer shall be set to the adjusted value of the received timestamp, if the adjusted value of the

timestamp is later than the value ofthe STA’s TSF timer. The accuracy Ofthe TSF timer shall be $0.0 l%.

11.1.3 Acquiring synchronization, scanning

A STA shall operate in either a Passive Scanning mode or an Active Scanning mode depending on the

current value of the ScanMode parameter ofthe MLME-SCAN.request primitive.

Upon receipt ol‘the MLME-SCAN_reqttest primitive, a STA shall perform scanning. The SSID parameter

indicates the SSID for which to scan. To become a member of a particular ESS using passive scanning, a
STA shall scan for Beacon frames containing that ESS's SSID, retuming all Beacon frames matching the

desired SSID in the BSSDescriptionSet parameter of the corresponding MLME-SCAN.confirrn primitive

with the appropriate bits in the Capabilities Information field indicating whether the beacon came from an
Infrastructure [385 or [888. To actively scan. the STA shall transmit Probe frames containing the desired

SSID. Upon completion of scanning, an MLME-SCAN.confirrn is issued by the MLME indicating all ofthe
885 information received.

Upon receipt ofan MLME~JOIN.request. the STA will join a 888 by adopting the BSSID, TSF timer value,

PHY parameters, and the beacon period specified in the request.

Upon receipt of an MLME-SCAN.request with the broadcast SSID. the STA shall passively scan for any

Beacon frames, or actively transmit Probe frames containing the broadcast SSID. as appropriate depending
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upon the value of ScanMode. Upon completion of scanning, an MLME—SCANconfirm is issued by the

MLME indicating all ofthe BSS information received

lfa STA‘s scanning does not result in finding a BSS with the desired SSID and of the desired type. or does

not result in finding any BSS, the STA may start an [BSS upon receipt of the MLME-START.request.

A STA may start its own BSS without first scanning for a BSS tojoin.

When a STA starts a BSS. that STA shall determine the BSSID ofthe BSS. lfthc BSSType indicates an infra
structure BSS, then the STA shall start an infrastructure BSS and the BSSID shall be equal to the STA’s

dotl lStationlD. The value ofthe BSSID shall remain unchanged, even ifthe value of dotl lStationlD is changed

after the completion ofthe MLME—Start.request. Ifthe BSSType indicates an 1853, the STA shall start an lBSS.
and the BSSID shall be an individual locally administered IEEE MAC address as defined in 5.2 of lEEE Std

802—1990. The remaining 46 bits of that MAC address shall be a number selected in a manner that minimizes the

probability of STAs generating the same number. even when those STAs are subjected to the same initial condi-
tions. The value SSID parameter shall be used as the SSlD of the new BSS. it is important that designers recog—

nize the need for statistical independence among the random number streams among STAs.

11.1.3.1 Passive scanning

lfa ScanType is passive. the STA shall listen to each channel scanned for no longer than a maximum dura-
tion defined by the ChannelTime parameter.

11.1.3.2 Active scanning

Active scanning involves the generation of Probe frames and the subsequent processing of received Probe

Response frames. The details of the active scanning procedures are as specified in the following subclauses.

11.1.3.2.1 Sending a probe response

STAs, subject to criteria below. receiving Probe Request frames shall respond with a probe response only if

the SSlD in the probe request is the broadcast SSID or matches the specific SSID of the STA. Probe
Response frames shall be sent as directed frames to the address of the STA that generated the probe request.

The probe response shall be sent using normal frame transmission rules. An AP shall respond to all probe
requests meeting the above criteria. in an IBSS. the STA that generated the last beacon shall be the STA that

responds to a probe request.

in each BSS there shall be at least one STA that is awake at any given time to respond to probe requests. A

STA that sent a beacon shall remain in the Awake state and shall respond to probe requests until a Beacon

frame with the current BSS lD is received. lfthe STA is an AP, it shall always remain in the Awake state and

always respond to probe requests. There may be more than one STA in an [BSS that responds to any given

probe request, particularly in cases where more than one STA transmitted a Beacon frame following the

most recent TBTT. either due to not receiving successfully a previous beacon or due to collisions between
beacon transmissions.

11.1.3.2.2 Active scanning procedure

Upon receipt of the MLME-SCAN.request with Sean'l‘ype indicating an active scan. a STA shall use the

following procedure:

For each channel to be scanned,

at) Wait until the ProbeDelay time has expired or a PHYRxStart.indication has been received;

b) Perform the Basic Access procedure as defined in 9.2.5.1;
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c) Send a probe with the broadcusl destination, SSID. and broadcast BSSID;

d‘) Clear and start a ProbeTimer:

e} if PHYCCAJndication (busy) has not been detected before the ProbeTimer reaches N-iinChannel-
Time, then clear NAV and scan the next channel. else when ProbeTimer reaches MaxChannelTime,

process all received probe responses;

t) Clear NAV and scan the next channel.

See Figure 66.

Min_Probe_Response_Time MaxWProbe_Response_Time

Scanning PROBE
Station 
 
 
 

 

Responder

 
 

P RESPONSE
Responder

2

    
G1 = SIFS

‘— G3 = DiFS

Figure SB—Probe response

When all channels in the ChannelList have been scanned, the MLME shall issue an MI.1\tE-Scan.confinn

with the BSSDescriptionSet containing all ofthe information gathered during the scan.

11.1.3.3 Initiaiiz‘tng a 886

Upon receipt of an MLME-Startrequest. a STA shall determine the 883‘s BSSID (as described in | L] .3),

select channel synchronization information. select a beacon period, initialize and start its TSF timer, and

begin transmitting beacons.

11.1.3.4 Synchronizing with a 338

Upon receipt of an MLME-Joinrequest, a STA shall adopt the BSSlD. channel synchronization information,

and TSF timer value of the parameters in the request. Upon receipt of a Beacon frame from the B85, the

MLME shall issue an MLME-Join.confirm indicating the operation was successful. Ifthe JoinFailureTime-

out expires prior to the receipt of 21 Beacon frame from the 888, the MLME shall issue an MLME—

Joinconfirm indicating the operation was unsucceSSful.

11.1.4 Adjusting STA timers

In the infrastructure network, STAs shall always adopt the timer in a beacon or probe response coming from
the AP in their BSS.

In an IBSS. a STA shall always adopt the information in the contents ofa Beacon or Probe Response frame

when that frame contains a matching SSID and the value ofthe time stamp is later than the STA’s TSF timer.

In response to an h'iLh'iE—Joinmequest, a STA shall initialize its TSF timer to O and shall not transmit at
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beacon or probe response until it hears a beacon or probe response from a member ofthe 11388 with a match-
in;r SSID.

All Beacon and Probe Response frames carry a ’I‘imestamp field. A STA receiving such a frame from another

STA in an IBSS with the same SSID shall compare the 'I'imestamp field with its own TSP time. Ifthe Timestamp
field of the received Frame is later than its own TSP time, the STA shall adopt all parameters contained in the
Beacon frame.

11.1.5 Timing synchronization for frequency-hopping (FH) PHYS

NOTE—This subclause pertains only to STAs using an FH PHY.

The TSF described here provides a mechanism for STAs in an FH system to synchronize their transitions
from one channel to another (their "hops”). Every STA shall maintain a table ofall ofthe hopping sequences

that are used in the system. All ofthe STAs in a BSS shall use the same hopping sequence. Each beacon and

probe response includes the channel synchronization information necessary to determine the hop pattern and

timing for the 888.

STAs shall use their TSF timer to time the aCurrentDwelITime. The aCurrentDwell'l‘ime is the length of

time that STAs shall stay on each frequency in their hopping sequence. Once STAs are synchronized, they
have the same TSF timer value.

STAs in the BSS shall issue an appropriate PLME service primitive for the PHY in use to tune to the next

frequency in the hopping sequence whenever

TSF timer MOD aCurrentDwellTime : 0

11.2 Power management

11.2.1 POWer management in an infrastructure network

STAs changing Power Management mode shall inform the AP of this fact using the Power Management bits

within the Frame Control field oftransmitted frames. The AP shall not arbitrarily transmit MSDUS to STAs

operating in a power-save (PS) mode, but shall buffer MS DUs and only transmit them at designated times.

The STAs that currently have buffered MSDUs within the AP are identified in a trqlfic indication map

(TIM), which shall be included as an element within all beacons generated by the AP. A STA shall determine

that an MSDU is buffered for it by receiving and interpreting 3 TIM.

STAs operating in PS modes shall periodically listen for beacons. as determined by the STA‘s Listenlnterval

and ReceiveD’I‘IMs parameters of the MLME—Power-Mgt.request primitive.

In a 888 operating under the DCF, or during the contention period ofa BSS using the PCF, upon deten‘nin-

ing that an MSDU is currently buffered in the AP. a STA operating in the PS mode shall transmit a short PS-

Poll frame to the AP, which shall respond with the corresponding buffered MSDU immediately, or acknowl~

edge the PS-Poll and respond with the corresponding MSDU at a later time. lfthe TIM indicating the buff—

ered MSDU is sent during a contention—free period (CFP), a CF-Pollable STA operating in the PS mode does
not send a PS-Poll frame. but remains active until the buffered MSDU is received (or the CFP ends). If any
STA in its BSS is in PS mode. the AP shall buffer all broadcast and multicast MSDUs and deliver them to all

STAs immediately following the next Beacon frame containing a delivery UliiDTlM) transmission.
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A STA shall remain in its current Power Management mode until it informs the AP of a Power Management

mode change via a successful frame exchange. Power Management mode shall not change during any single

frame exchange sequence. as described in 9.7.

11.2.1.1 STA Power Management modes

A STA may be in one of two ditferent power states:

— .rtwake: STA is fully powered.

a Doze: STA is not able to transmit or receive and consumes very low power.

The manner in which a STA transitions between these two power states shall be determined by the STA’s
Power Management mode. These modes are Summarized in Table 23.

The Power Management mode of a STA is selected by the PowerManagementh'tode parameter of the

MLME-POWERMGT.request. Once the STA updates its Power Management mode, the MLME shall issue

an MLME-POWERMGT.confinn indicating the success ofthe operation.

Table 23——Power Management modes

Active mode or AM ‘ STA may receive frames at any time. In Active mode, a STA shall be in the
Awake state. A STA on the polling list ofa PCF shall be in Active mode for

the duration oi‘the CFP.

Power Save or PS STA listens to selected beacons (based upon the Listenlntervai parameter ot‘the
. MI.I\"IE“ASS()CiLlI.6.quuCSi primitive) and sends PS-Poll frames to the AP if the

TIM element in the most. recent. beacon indicates a directed MSDII buttered for

that STA. The AP shall transmit bucher directed MSI')Us to it PS STA only in
‘ response to a i’S-Poll from that S'I‘A. or during the CFP in the case ofa CF-I’ol-

Iablc PS STA. In PS mode. a STA shall be in the Dove state and shall enter the
I Awake state to receive selected beacons. to receive broadcast. and multicast

transmissions following certain received beacons. to transmit. and to await
i responses to transmitted PS-Poll frames or (for Ciinollable STAs) to receive

contention-free transmissions of buffered MSDUs.

 
To change POWer Management modes, a STA shall inform the AP through a successful frame exchange initi-

ated by the STA. The Power Management bit in the Frame Control field ofthe frame sent by the STA in this

exchange indicates the Power Management mode that the STA shall adopt upon successful completion ofthe

entire frame exchange.

A STA that is changing from Doze to Awake in order to transmit shall perform clear channel assessment

(:CCA) until a frame sequence is detected by which it can correctly set its NAV, or until a period of time

equal to the ProbeDeIay has transpired.

11.2.1.2 AP TIM transmissions

The TIM shall identify the STAs for which traffic is pending and buttered in the AP. This information is

coded in apartz‘al virtual bitmap, as described in 7.3.2.6. In addition, the TIM contains an indication whether

broadcast/multicast traffic is pending. Every STA is assigned an Association 1D code (AID) by the AP as

part of the association process. AID 0 (zero) is reserved to indicate the presence ofbufiered broadcast/multi-

east MSDUs. The AP shall identify those STAs for which it is prepared to deliver buffered MSDUs by

setting bits in the TlM’s partial virtual bitmap that correspond to the appropriate SIDs.
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11.2.1.3 TlM types

Two different TIM types are distinguished: TIM and DTIM. After a DTIM, the AP shall send out the buff-
ered broadcast/multicast MSDUs using normal frame transmission rules, before transmitting any unicast
frames.

The AP shall transmit a TIM with every beacon. Every DTIMPeriod, a TIM of type “DTIM” is transmitted

within a beacon. rather than an ordinary TIM.

Figure 67 illustrates the AP and STA activity under the assumption that a DTIM is transmitted once every

three TIMs. The top line in Figure 67 represents the time axis, with the beacon interval shown together with

a DTIM Interval of three beacon intervals. The second line depicts AP activity. The AP schedules beacons

for transmission every beacon interval, but the beacons may be delayed ifthere is traffic at the TBTT. This is

indicated as “busy medium" on the second line. For the purposes of this figure. the important fact about

beacons is that they contain TlMs, some of which may be DTIMS. Note that the second STA with

ReceiveDTIMs set to false does not power up its receiver for all DTIMs.

The third and fourth lines in Figure 67 depict the activity of two STAs operating with different power

management requirements. Both STAs power—on their receivers whenever they need to listen for a TIM. This
is indicated as a ramp-up of the receiver power prior to the TBTT. The first STA, for example, powers up its

receiver and receives a TIM in the first beacon; that TIM indicates the presence ofa buffered MSDU for the

receiving STA. The receiving STA then generates a PS—Poll frame, which elicits the transmission ofthe buff-
ered data MSDU from the AP. Broadcast and multicast MSDUs are sent by the AP subsequent to the trans-

mission ofa beacon containing a DTIM. The DTIM is indicated by the DTIM count field ofthe TIM element

having a value of 0.

Beacon-interval ‘ DTIM interval

_l “me'ax's -——ll

TIN—llin Beacon) TIM DTIM TIM TIM DTIM
AP activity i , x I

PS Station (extreme low power)
 
Example: DTIM at every 3 TIM intervals

Figure 67———lnfrastructure power management operation (no PCF operating)

11.2.1.4 AP operation during the contention period

/\Ps shall maintain a Power Management status for each currently associated STA that indicates in which

Power Management mode the STA is currently operating. An AP shall. depending on the Power Manage-

ment mode of the STA, temporarily buffer the MSDU or management frame destined to the STA. No

MSDUs or management frames received for STAs operating in the Active mode shall be buffered for power
management reasons.
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a) MSDUs. or management frames destined for PS STAs, shall be temporarily buffered in the AP. The

algorithm to manage this buffering is beyond the scope ofthis standard.

b) MSDUs. or management frames destined for STAs in the Active mode, shall be directly transmitted.

c) At every beacon interval. the AP shall assemble the partial virtual bitmap containing the buffer status
per destination for STAs in the PS mode, and shall send this out in the TIM field of the beacon. The
bit for AID 0 (zero) shall be set whenever broadcast or multicast traffic is buffered.

d) All broadcast/multicast MSDUs. with the Order bit in the Frame Control field clear, shall be buff-

ered if any associated STAs are in PS mode.

e) Immediately after every DTIM, the AP shall transmit all buffered broadcast/multicast MSDUs. The

More Data field of each broadcastnnulticast frame shall be set to indicate the presence of further
buffered broadcastfmulticast MSDL's. 1f the AP is unable to transmit all of the buffered broadcast!

multicast MSDUs before the TBTT following the DTIM, the AP shall indicate that it will continue

to deliver the broadcasbimuitlcast MSDUs by setting the bit for AID I] (zero) ofthe TIM element of
every Beacon frame, until all buffered broadcastfmulticast frames have been transmitted.

f) A single buffered MSDU or management frame for a STA in the PS mode shall be forwarded to the
STA after a PS—Poll has been received from that STA. The More Data field shall be set to indicate the

presence of further buffered MSDUS or management frames for the polling STA. Further PS-Poll

frames from the same STA shall be acknowledged and ignored until the MSDU or management

frame has either been successfully delivered, or presumed failed due to maximum retries being

exceeded. This prevents a retried PS-Poll from being treated as a new request to deliver a buffered
frame.

g) An AP shall have an aging function to delete pending traffic when it is buffered for an excessive time
period.

h) Whenever an AP is informed that a STA changes to the Active mode, then the AP shall send buffered

.‘v’lSDUs and management frames (if any exist) to that STA without waiting for a PS—Poll.

11.2.1.5 AP operation during the OFF

APs shall maintain a Power Management status for each currently associated CF-Pollable STA that indicates

in which Power Management mode the STA is currently operating. An AP shall, for STAs in PS mode.
temporarily bu [fer the MSDU destined to the STA.

a) MSDUs destined for PS STAs shall be temporarily buffered in the AP. The algorithm to manage this

battering is beyond the scope ofthis standard.
b) MSDUs destined to STAs in the Active mode shall be transmitted as defined in Clause 9.

0) Prior to every CFP, and at each beacon interval within the CFP, the AP shall assemble the partial

virtual bitmap containing the buffer status per destination for STAs in the PS mode. set the bits in the

partial virtual bitmap for STAs the point coordinator (PC) is intending to poll during this CFP, and
shall send this out in the TIM field of the DTIM. The bit for AID 0 (zero) shall be set whenever
broadcast or multicast traffic is buffered.

cl) All broadcast and multicast MSDUs, with the Order bit in the Frame Control field clear, shall be

buffered ifany associated STAs are in the PS mode. whether or not those STAs are CF-Pollable.

e) Immediately after every DTIM (Beacon frame with DTIM Count field ofthe TIM element equal to
zero). the AP shall transmit all buffered broadcast and multicast frames. The More Data field shall be

set to indicate the presence of further buffered broadcast/multicast MSDUs‘ If the AP is unable to

transmit all of the buffered broadcast/multicast MSDUs before the TBTT following the DTIM, the

AP shall indicate that it will continue to deliver the broadcast/multicast MSDUs by setting the bit for

AID 0 (zero) of the TIM element of every Beacon frame, until all buffered broadcast/multicast
frames have been transmitted.

I) Buffered MSDUs or management frames for STAs in the PS mode shall be forwarded to the CF—

Pollable STAs under control of the PC. Transmission of these buffered MSDUs or management

frames shall begin immediately after transmission of buffered broadcast and multicast frames [if

any). and shall occur in order by increasing AID of CF—Pollable STAs. A CF-Pollable STA for which

the TIM element of the most recent beacon indicated buffered MSDL's or management frames shall

Copyright © 1999 IEEE. All rights reserved. 13 [

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00147



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

be in the Awake state at least until the receipt ofa directed frame from the AP in which the Frame

Control field does not indicate the existence ofmore buffered MSDUs or management frames. After

acknowledging the last of the buffered MSDle or management frames. the CF-Pollable STA operat-

ing in the PS mode may enter the Doze state until the next DTIM is expected.

An AP shall have an aging function to delete pending traffic bufiered for an excessive time period.
The exact specification ofthe aging function is beyond the scope of this standard.

) Whenever an AP detects that a CF-Pollable STA has changed from the PS mode to the Active mode.

then the AP shall queue any buffered frames addressed to that STA for transmission to that CF-

Pollable STA as directed by the AP's PC function (PCP).

0!? v,

=7

11.2.1.6 Receive operation for STAs in PS mode during the contention period

STAs in PS mode shall operate as follows to receive an MSDU or management frame from the AP when no

PC is operating and during the contention period when a PC is operating.

a) STAs shall wake up early enough to be able to receive the next scheduied beacon after Listenlntervai
from the last TBTT.

b) When a STA detects that the bit corresponding to its Ali) is set in the TIM. the STA shall issue a PS-
Poll to retrieve the buffered MSDU or management frame. Ifmore than one bit is set in the TIM. the

PS-Poll shall be transmitted after a random delay uniformly distributed between zero and aCWmin.

c) The STA shall remain in the Awake state until it receives the response to its poll, or it receives
another beacon whose TIM indicates that the AP does not have any MSDUs or management frames

buffered for this STA. if the bit corresponding to the STA’s AID is set in the subsequent TIM, the

STA shall issue another PS—Poll to retrieve the buffered MSDU or management frame(s).

d) If the More Data field in the received MSDU or management frame indicates that more traffic for

that STA is buffered. the STA, at its convenience, shall Poll until no more MSDUs or management
frames are buffered for that STA.

e) When ReceiveDTIMs is true, the STA shall wake up early enough to be able to receive every DTIM.

A STA receiving broadcast/multicast MSDUS shall remain awake until the More Data field of the
broadcast/multicast MSDUs indicates there are no further buffered broadcast/multicast MSDUs, or

until a TIM is received indicating there are no more buffered broadcast/multicast MSDUS.

11.2.1.7 Receive operation for STAs in PS mode during the OFF

STAs in PS mode that are associated as CF-Pollable shall operate as follows in a BSS with an active PC to

receive MSDU-s or management frames from the AP during the CFP:

a) STAs shall enter the Awake state so as to receive the Beacon frame (which contains a DTIM) at the
start of each Ci-‘P.

b) To receive broadcast/multicast MSDUs. the STA shali wake up early enough to be able to receive

every DTIM that may be sent during the CFP. A STA receiving broadcastr’multicast MSDUS shall
remain awake until the More Data field of the broadcastimulticast MSDES indicates there are no

further buffered broadcastimuiticast MSDUS. or until a T131 is received indicating there are no more
broadcast/'muiticast MSDUs buffered.

c) When a STA detects that the bit corresponding to its AID is set in the DTIM at the start of the CFP

[or in a subsequent TIM during the CFP), the STA shall remain in the Awake state for at least that

portion of the CFP through the time that the STA receives a directed MSDU or management frame

from the AP with the More Data field in the Frame Control field indicating that no further traffic is
buffered.

d) Ifthe More Data field in the Frame Control field of the last MSDU or management frame received
from the AP indicates that more traffic for the STA is buffered, then, when the CFP ends, the STA

may remain in the Awake state and transmit PS-Poll frames during the contention period to request

the delivery of additional buffered MSDU or management frames, or may enter the Doze state
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during the contention period (except at TBTTs for DTlMs expected during the contention period).
awaiting the start ofthe next CFP.

11.2.1.8 STAs operating in the Active mode

A STA operating in this mode shall have its receiver activated continuously; it does not need to interpret the

traffic announcement part of the beacons.

11.2.1.9 AP aging function

The AP shall have an aging function to delete buffered tralfic when it has been buffered for an excessive
period oftime. That function shall be based on the Listeninterval parameter ofthe MLME—Associate.request

primitive ofthe STA for which the traffic is buffered. The AP aging function shall not cause the buffered traf-

fic to be discarded after any period that is shorter than the Listenlnterval of the STA for which the traffic is

buffered. The exact specification ofthe aging function is beyond the scope ofthis standard.

11.2.2 Power management in an IBSS

This subclause specifies the power management mechanism for use within an IBSS.

11.2.2.1 Basic approach

The basic approach is similar to the infrastructure case in that the STAs are synchronized, and multicast

MSDUs and those MSDUs that are to be transmitted to a power—conserving STA are first announced during

a period when all S'TAs are awake. The annOuncement is done via an ad hoc tratfic indication message
(AT1M).A STA in the PS mode shall listen for these announcements to determine if it needs to remain in the
awake state.

When an MSDU is to be transmitted to a destination STA that is in a PS mode. the transmitting STA first

transmits an ATIM frame during the ATIM Window. in which all the STAs including those Operating in a PS
mode are awake. The ATIM Window is defined as a specific period of time. defined by aATlMWindow.

following a TBTT. during which only Beacon or ATIM frames shall be transmitted. ATIM transmission

times are randomized, alter a Beacon frame is either transmitted or received by the STA. using the backotf

procedure with the contention window equal to aCWminx. Directed ATIMs shall be acknowledged. lfa STA
transmitting a directed ATIM does not receive an acknowledgment. the STA shall execute the backolf proce-

dure for retransmission ofthe ATIM. Multicast ATIMs shall not be acknowledged.

if a STA receives a directed ATIM frame during the ATIM Window. it shall acknowledge the directed ATIM
and stay awake for the entire beacon interval waiting for the announced MSDUts) to be received. If a STA

does not receive an ATIM. it may enter the Doze state at the end of the ATIM Window. Transmissions of

MSDUs announced by ATIMs are randomized after the ATIM Window, using the backolT procedure
described in Clause 9.

It is possible that an ATIM may be received from more than one STA. and that a STA that receives an ATIM

may receive more than a single MSDU from the transmitting STA. ATIM frames are only addressed to the
destination STA ofthe MSDU.

An ATIM for a broadcast or multicast MSDU shall have a destination address identical to that of’the MSDU.

Alter the ATIM interval, only those directed MSDL's that have been successfully announced with an

acknowledged ATIM, and broadcast/multicast MSDUs that have been announced with an ATIM, shall be

transmitted to STAs in the PS mode. Transmission of these frames shall be done using the normal DCF

access procedure.
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Figure 68 illustrates the basic power—save operation.
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Figure 68—Power management in an IBSS—Basic operation

The estimated power—saving state of another STA may be based on the power management information
transmitted by that STA and on additional information available locally, such as a history of failed transmis-

sion attempts. The use of RTS/CTS in an [BSS may reduce the number oftransmissions to a STA that is in

PS mode. If an RTS is sent and a CTS is not received. the transmitting STA may assume that the destination

STA is in PS mode. The method ofestimating the power management state of other STAs in the [1388 is out—
side the scope of this standard.

11.2.2.2 Initialization of power management within an IBSS

The following procedure shall be used to initialize power management within a new [1388. or to learn about

the power management being used within an existing 1858.

a) A STA joining an existing IBSS by the procedure in ll.l.3.3 shall update its ATIM Window with the
value contained in the ATlM Window field ofthe IBSS Parameter Set element within the Beacon or

Probe Response management frame received during the scan procedure.

b) A STA creating a new 1858 by the procedure in 11.1.3.3 shall set the value of the ATlM Window
field of the IBSS Parameter Set element within the Beacon management frames transmitted to the
value of its ATlM Window.

c) The start ofthe A'i'lM Window shall be the TBTT, defined in 111.23.. The end ofthe ATIM Window
shall be defined as
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TSF timer MOD Beaconlnterval = ATlMWindow.

d) The ATIM Window period shall be static during the lifetime ofthe IBSS.

e) An ATIM Window value of zero shall indicate that power management is not in use within the IBSS.

11.2.2.3 STA power state transitions

A STA may enter PS mode if and only if the value ofthe ATIM Window in use within the IBSS is greater
than zem. A STA shall set the Power Management subfield in the Frame Control field of MSDUs that it

transmits according to the procedure in 7.1.3.1.?.

A STA in PS mode shall transition between Awake and Doze states according to the following rules:

a) lfa STA is operating in PS mode, it shall enter the Awake state prior to each TBTT.

b) If a STA receives a directed ATIM management frame containing its individual address. or a multi-

cast ATIM management frame during the ATIM Window it shall remain in the Awake state until the
end of the next ATIM Window.

c) [fa STA transmits a Beacon or an ATIM management frame. it shall remain in the Awake state until the
end of the next ATIM Window regardless of whether an acknowledgment is received for the ATIM.

d) If the STA has not transmitted an ATIM and does not receive either a directed ATIM management
frame containing its individual address, or a multicast ATIM management frame during the ATIM

Window. it may return to the Doze state following the end ofthe current ATIM Window.

11.2.2.4 ATIM and frame transmission

If power management is in use within an IBSS. all STAs shall buffer MSDUs for STAS that are known to be

in PS mode. The algorithm used for the estimation ofthe power management state of STAs within the IBSS

is outside the scope of this standard. MSDUs may be sent to STAs in Active mode at any valid time.

a) Following the reception or transmission of the beacon, during the ATlM Window. the STA shall

transmit a directed ATIM management frame to each STA for which it has one or more buffered

unicast MSDUs. If the STA has one or more buffered multicast MSDUs, with the Strictly Ordered
bit clear. it shall transmit an appropriately addressed multicast ATIM frame. A STA transmitting an

ATIM management frame shall remain awake for the entire current beacon interval.

b) All STAs shall use the backoff procedure defined in 9.2.5.2 for transmission of the first ATIM fol-

lowing the beacon. All remaining ATlMs shall be transmitted using the conventional [)CF access
procedure.

c) ATIM management frames shall only be transmitted during the ATIM Window.

d) A STA shall transmit no frame types other than RTS, CTS, and ACK Control frames and Beacon and

ATIM management frames during the ATIM Window.

0) Directed ATIM management frames shall be acknowledged. [f no acknowledgment is received, the

ATIM shall be retransmitted using the conventional DCF access procedure. Multicast ATIM

management frames shall not be acknowledged.

f) If a STA is unable to transmit an ATIM during the ATIM Window, for example due to contention

with other STAs. the STA shall retain the buffered MSDU(S) and attempt to transmit the ATlM

during the next ATIM Window.

g) Immediately following the ATIM Window, a STA shall begin transmission of buffered broadcast/

multicast frames for which an ATIM was previoust transmitted. Following the transmission of any
broadcast/multicast frames. any MSDUs and management frames addressed to STAs for which an

acknowledgment for a previously transmitted ATIM frame was received shall be transmitted. All

STAs shall use the backolf procedure defined in 9.2.5.2 for transmission ofthe first frame following

the ATIM Window. All remaining frames shall be transmitted using the conventional DCF access

procedure.
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h) A buffered MSDU may be transmitted using fragmentation. lfan MSDL‘ has been partially transmit-
ted when the next beacon frame is sent, the STA shall retain the buffered MSDU and announce the

remaining fragments by transmitting an ATIM during the next ATIM Window.

i} If an STA is unable to transmit a buffered MSDU during the beacon interval in which it was

announced, for example due to contention with other STAS. the STA shall retain the buffered MSDU
and announce the MSDU again by transmitting an ATiM during the next ATlM Window.

j} Following the transmission of all buffered MSDUS, a STA may transmit MSDUs without announce-

ment to STAs that are known to be in the Awake state for the current beacon interval due to an appro-

priate ATIM management or Beacon frame having been transmitted or received.

it} A STA may discard frames buffered for later transmission to power—saving STAs if the STA deter-
mines that the frame has been buffered for an excessive amount of time or if other conditions inter-

nal to the STA implementation make it desirable to discard buffered frames {for example, buffer
starvation). in no case shall a frame be discarded that has been buffered for less than aBeaconPeriod.

The algorithm to manage this buffering is beyond the scope of this standard.

11.3 Association and reassociation

This subclause defines how a STA associates and reassociates with an AP.

11.3.1 STA association procedures

Upon receipt of an MLME—ASSOCIATE.requeSt. a STA shall associate with an AP via the following proce-
dure:

a) The STA shall transmit an association request to an AP with which that STA is authenticated.

b) If an Association Response frame is received with a status value of “successful,” the STA is now

associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the

successful completion ofthe operation.

c) if an Association Response frame is received with a status value other than “successful” or the Asso-

ciateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an
MLME-ASSOCIATEconfirm indicating the failure ofthe operation.

11.3.2 AP association procedures

An AP shall operate as follows in order to support the association of STAs.

a) Whenever an Association Request frame is received from a STA and the STA is authenticated, the

AP shall transmit an association response with a status code as defined in 7.3.1.9. If the status value
is “successful.” the Association ID assigned to the STA shall be included in the response. l'fthe STA
is not authenticated, the AP shall transmit a Deauthentication frame to the STA.

b] When the association response with a status value of “succe5sful” is acknowledged by the STA, the
STA is considered to be associated with this AP.

c) The AP shall inform the distribution system (DS) ofthe association and the MLM£ shall issue an
N‘ILME-ASSOCIAI‘EJndication.

11.3.3 STA reassociation procedures

Upon receipt of an MLME—REASSOCTATE.request, a STA shall reassociate with an AP via the following
procedure:

a] The STA shall transmit a Reassociation Request frame to an AP.

l36 Copyright © 1999 IEEE. All rights reserved.

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00152



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition

b) If a Reassociation Response frame is received with a status value of“successful,“ the STA is now
associated with the AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating

the successful completion of the operation.

c) If a Reassociation Response frame is received with a status value other than “successful” or the

ReassociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall

issue an MLME-REASSOCIATE.confirm indicating the failure of the operation.

11.3.4 AP reassociation procedures

An AP shall operate as follows in order to support the reassociation of STAs.

a) Whenever a Reassociation Request frame is received from a STA and the STA is authenticated, the

AP shall transmit a reassociation response with a status value as defined in 7.3.1.9. Ifthe status value

is “successful,” the Assoeiation ID assigned to the STA shall be included in the response. Ifthe STA
is not authenticated, the AP shall transmit a Deauthentication frame to the STA.

b) When the reassociation response with a status value of “successful” is acknowledged by the STA,
the STA is considered to be associated with this AP.

c) The AP shall inform the D5 of the reassociation and the MLME shall issue an MLME-
REASSOCIATE.indication.

11.4 Management information base (MIB) definitions

The MIB comprises the managed objects, attributes, actions, and notifications required to manage a station.

The definition of these managed objects, attributes, actions, and notifications, as well as their structure, is

presented in Annex D.
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12. Physical layer (PHY) service specification

12.1 Scope

The PHY services provided to the lEEE 802.11 wireless LAN MAC are described in this clause. Different

PHYS are defined as part of the lEEE 802.11 standard. Each PHY can consist of two protocol functions as
follows:

a) A physical layer convergence function, which adapts the capabilities ofthe physical medium depen-

dent (PMD) system to the PHY service. This function is supported by the physical layer conver-

gence procedure (PLCP), which defines a method of mapping the [BBB 802.11 MAC sublayer

protocol data units (MPDUs) into a framing format suitable for sending and receiving user data and
management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and

receiving data through, a wireless medium (WM) between two or more STAs.

Each PMD sublayer may require the definition ofa unique PLCP. [fthe PMD sublayer already provides the
defined PHY services, the physical layer convergence function might be null.

12.2 PHY functions

The protocol reference model for the lEEE 802.1 1 architecture is shown in Figure 1 1. Most PHY definitions

contain three functional entities: the PMD function, the physical layer convergence function, and the layer

management function.

The PHY service is provided to the MAC entity at the STA through a service access point (SAP), called the

PHY—SAP, as shown in Figure l 1. A set of primitives might also be defined to describe the interface between

the physical layer convergence protocol sublayer and the PMD sublayer, called the PMD—SAP.

12.3 Detailed PHY service specifications

12.3.1 Scope and field of application

The Services provided by the PHY to the [BBB 802.11 MAC are specified in this subclause. These services are

described in an abstract way and do not imply any particular implementation or exposed interface.

12.3.2 Overview of the service

The PHY function as shown in Figure 11 is separated into two sublayers: the PLCP sublayer and the PMD

sublayer. The function of the PLCP sublayer is to provide a mechanism for transferring MPDUS between

two or more STAs over the PMD sublayer.

12.3.3 Overview of interactions

The primitives associated with communication between the lEEE 802.11 MAC sublayer and the lEEE

802.1 I PHY fall into two basic categories:

a) Service primitives that support MAC Peer-to—peer interactions;

b) Service primitives that have local significance and support sublayer-to-sublayer interactions.
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12.3.4 Basic service and options

All ofthe service primitives described here are considered mandatory unless otherwise specified

12.3.4.1 PHY-SAP peer-to-peer service primitives

'l‘able 24 indicates the primitives for peer—to-peer interactions.

Table 24—PHY-SAP peer-to—peer service primitives

Primitive Indicate

PHY— DATA 
12.3.4.2 PHY-SAP sublayer—to-sublayer service primitives

Table 25 indicates the primitives for sublayer-to-sublayer interactions.

Table 25—PHY-SAP sublayer—to-sublayer service primitives

 

  
 

 
 

  
Primitive Indicate

PHY—TXSTART

 
 

I‘ilY~'l‘XEND a I« « « I I i

l‘llY—CCARESET 3 x I I x :

l’ilY—CCA I i x I
.. __.__..._._.________.________________._I..________ _. i . I

l’liY—RXS’i‘ART I x I I

I II’lleRXtiND

12.3.4.3 PHY-SAP service primitives parameters

’l‘able 26 shows the parameters used by one or more of the PHY—SAP service primitives.

Table 26-——PHY-SAP service primitive parameters

I

Parameter Associated primitive

PHY'DAIAJ‘EQUCSI Octet value X'OOLX‘FF'
Pi lY-DATA.indication I

iI
I

E. . ..... r ‘. _ _ ..._._ ._...._ . ._..... _. . ‘ ‘
PliY—TXSTARTquuest A set 01 parameters

I
II

I

 

TXVECTOR

STATUS . Pl iY-CCAJntlieatioh RU SY. 1m ,F.._. I... "WWWWW 

RXVECTOR PHY—RXSTART.indication A set of parameters

RXERROR I PHY—RXEND.indication i NoError.FormatViolation.Carrier-
I I Lost. UnsupportedRflte
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12.3.4.4 Vector descriptions

Several service primitives include a parameter vector. This vector is a list of parameters that may vary

depending on the PHY type. Table 27 lists the parameter values required by the MAC or PHY in each ofthe

parameter vectors. Parameters in the vectors that are management rather than MAC may be specific to the

PH'Y and are listed in the clause covering that PHY.

Table 27—Vector descriptions

Parameter Associate vector

DATARATF. ‘ E'XVECTOR. RXVECTOR PliY dependent. the name ot‘the
field used to specify the fit data rate
and report the Po; data rate may vary

‘ for difi‘erent PHYS.

i PHY dependentLENGTH liXVL-ZC'I‘O R, RXVECTOR
 
12.3.5 PHY-SAP detaiied service specification

The following subclatise describes the services provided by each PHY subiayer primitive.

12.3.5.1 PHY-DATA.request

12.3.5.1.1 Function

This primitive defines the transfer of an octet of data from the MAC sublayer to the local PHY entity.

12.3.5.1.2 Semantics of the service primitive

The primitive provides the following parameters:

PHY— DATA .reque st (DATA )

The DATA parameter is an octet of value X‘OO’ through X'FF'.

12.3.5.1.3 When generated

This primitive is generated by the MAC subiayer to transfer an octet of data to the PHY entity. This primitive

can only be issued foiiowing a transmit initialization response (PHY—TXSTARTconfirm) from the PHY
layer.

12.3.5.1.4 Effect of receipt

The receipt of this primitive by the PHY entity causes the PLCP transmit state machine to transmit an octet

of data. When the PHY entity receives the octet, it will issue a PHY—DATA.confirm to the MAC sublayer.

12.3.5.2 PHY-DATA.indication

12.3.5.2.1 Function

This primitive indicates the transfer of data from the PHY sublayer to the local MAC entity.
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12.3.5.2.2 Semantics of the service primitive

The primitive provides the following parameters:

PHY-DATA.indication (DATA)

The DATA parameter is an octet ofvalue X'OO’ through X'FF'.

12.3.5.2.3 When generated

The PHY-DATA.indication is generated by a receiving PHY entity to transfer the received octet of data to the

local MAC entity. The time between receipt of the last bit of the provided octet from the wireless medium
and the receipt ofthis primitive by the MAC entity will be the sum of aRXRFDeIay + aRXPLCPDelay.

12.3.5.2.4 Effect of receipt

The effect of receipt ofthis primitive by the MAC is unspecified.

12.3.5.3 PHY—DATA.confirm

12.3.5.3.1 Function

This primitive is issued by the PHY sublayer to the local MAC entity to confirm the transfer ofdata from the

MAC entity to the PHY sublayer.

12.3.5.3.2 Semantics of the service primitive

The semantics ofthe primitive are as follows:

PHY-DATAfiOflfit’In

This primitive has no parameters.

12.3.5.3.3 When generated

This primitive will be issued by the PHY sublayer to the MAC entity whenever the PLCP has completed the

transfer of data from the MAC entity to the PHY sublayer. The PHY sublayer will issue this primitive in

response to every PHY-DATArequest primitive issued by the MAC sublayer.

12.3.5.3.4 Effect of receipt

The receipt ofthis primitive by the MAC will cause the MAC to start the next MAC entity request.

12.3.5.4 PHY-TXSTART.request

12.3.5.4.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity to start the transmission of an
MPDU.
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12.3.5.4.2 Semantics of the service primitive

The primitive provides the following parameters:

PHY—TXSTART.rcqucst (TXVECTOR)

The TXVECTOR represents a list of parameters that the MAC sublayer provides to the local PHY entity in
order to transmit an MPDU. This vector contains both PLCP and PHY management parameters. The

required PHY parameters are listed in 12.3.4.4.

12.3.5.4.3 When generated

This primitive will be issued by the MAC sublayer to the PHY entity whenever the MAC sublayer needs to

begin the transmission of an MPDU.

12.3.5.4.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity will be to start the local transmit state machine.

12.3.5.5 PHY-TXSTART.confirm

12.3.5.5.1 Function

This primitive is issued by the PHY sublayer to the local MAC entity to confirm the start ofa transmission.

The PHY sublayer will issue this primitive in response to every PHY~TXSTART.request primitive issued by

the MAC sublaycr.

12.3.5.5.2 Semantics of the service primitive

The semantics ofthe primitive are as follows:

PHY-'l‘XS'lART.conlirm

There are no parameters associated with this primitive.

12.3.5.5.3 When generated

This primitive will be issued by the PHY sublayer to the MAC entity whenever the PHY has received a

PHY-TXSTART.request from the MAC entity and is ready to begin receiving data octets.

12.3.5.5.4 Effect of receipt

The receipt ofthis primitive by the MAC entity will cause the MAC to Start the transfer of data octets.

12.3.5.6 PHY-TXEND.request

12.3.5.6.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity that the current transmission ofthe

MPDU be completed.
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12.3.5.6.2 Semantics of the service primitive

The semantics of the primitive are as follows:

PHY~TXENDquuest

There are no parameters associated with this primitive.

12.3.5.6.3 When generated

This primitive will be generated whenever the MAC suhlayer has received the last PHY-DATA.confinn from

the local PHY entity forthe MPDU currently being transferred.

12.3.5.6.4 Effect of receipt

The effect of receipt ofthis primitive by the local PHY entity will be to stop the transmit state machine.

12.3.5.7 PHY-TXEND.confirm

12.3.5.7.1 Function

This primitive is issued by the PHY snblayer to the local MAC entity to confirm the completion of a trans—
mission. The PHY sublayer issues this primitive in response to every PEN-TXENDrequest primitive issued

by the MAC sublayer.

12.3.5.7.2 Semantics of the service primitive

The semantics ot‘the primitive are as follows:

PHY«TXEND.confirm

There are no parameters associated with this primitive.

12.3.5.7.3 When generated

This primitive will be issued by the PHY sublayer to the MAC entity whenever the PHY has received a
Plrl‘K-TXE‘JDquuest immediately after transmitting the end of the last bit of the last data octet indicating
that the last data octet has been transferred.

12.3.5.7.4 Effect of receipt

The receipt of this primitive by the MAC entity provides the time reference for the contention backoff protocol.

12.3.5.8 PHY-CCARESET.request

12.3.5.8.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity to reset the clear channel assessment
{CCA} state machine.
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12.3.5.8.2 Semantics of the service primitive

The semantics of the primitives are as follows:

PHY-CCARESETquuest

There are no parameters associated with this primitive.

12.3.5.8.3 When generated

This primitive is generated by the MAC sublayer for the local PHY entity at the end of a NAV timer. This

request can be used by some PHY implementations that may synchronize antenna diversity with slot timings.

12.3.5.8.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity is to reset the PLC P CS/CCA assessment timers to
the state appropriate for the end of a received frame.

12.3.5.9 PHY-CCARESETconfirm

12.3.5.9.1 Function

This primitive is issued by the PHY sublayer to the locai MAC entity to confirm that the PHY has reset the
CCA state machine.

12.3.5.9.2 Semantics of the service primitive

The semantics of the primitives are as follows:

PHY-CCARESET.request

There are no parameters associated with this primitive.

12.3.5.9.3 When generated

This primitive is issued by the PHY sublayer t0 the MAC entity whenever the PHY has received a PHY-
CCARESET.request.

12.3.5.9.4 Effect of receipt

The efiect of receipt of this primitive by the MAC is unspecified.

12.3.5.10 PHY-CCA.ind ication

12.3.5.10.1 Function

This primitive is an indication by the PHY suhlayer to the locai MAC entity of the current state of the
medium.

12.3.5.10.2 Semantics of the service primitive

The primitive provides the following parameter:

Pl—iY-CCA.indicati0n (STATE)
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The STATE parameter can be one oftwo values: BUSY or lDLE. The parameter value is BUSY ifthe chan-
nel assessment by the PHY sublayer determines that the channel is not available. Otherwise, the value of‘the

parameter is lDLE.

12.3.5.10.3 When generated

This primitive is generated every time the status ofthe channel changes from channel idle to channel busy or

from channel busy to channel idle. This includes the period oftime when the PHY sublaycr is receiving data

The PHY sublayer maintains the channel busy indication until the period indicated by the length field in a
valid PLCP Header has expired.

12.3.5.10.4 Effect of receipt

The effect of receipt ofthis primitive by the MAC is unspecified.

12.3.5.11 PHY-RXSTART.indication

12.3.5.11.1 Function

This primitive is an indication by the PHY sublayer to the local MAC entity that the PLCP has received a
valid start frame delimiter (SFD) and PLCP Header.

12.3.5.11.2 Semantics of the service primitive

The primitive provides the following parameter:

PHY~RXSTART.indication (RXVECTOR)

The RXVECTOR represents a list of parameters that the PHY sublayer provides the local MAC entity upon

receipt of a valid Pl..CP Header. This vector may contain both MAC and MAC management parameters. The
required parameters are listed in 12.3.4.4.

12.3.5.11.3 When generated

This primitive is generated by the local Pi l‘r’ entity to the MAC sublayer whenever the PHY has successfully
validated the PLCP Header error check CRC at the start ofa new PLCP PD'U.

12.3.5.11.4 Effect of receipt

The effect of receipt ofthis primitive by the MAC is unspecified.

12.3.5.12 PHY-RXEND.indication

12.3.5.12.1 Function

This primitive is an indication by the PHY sublayer to the local MAC entity that the MPDU currently being
received is complete.

12.3.5.12.2 Semantics of the service primitive

'l'he primitive provides the following parameter:

Pi'iY-RXENDJndication (RXERROR)
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The RXERROR parameter can convey one or more of the following values: NoError, FormatViolation, Cat'—

rierlost, or LinsupportedRate. A number of error conditions may occur after the PLCP‘s receive state

machine has detected what appears to be a valid preamble and SFD. The following describes the parameter
returned for each of those error conditions.

w Nofirrmt This value is used to indicate that no error occurred during the receive process in the PLCP.
HirmatVio/atimt. This value is used to indicate that the format of the received PLCPPDU was in
error.

A (.‘ctrrz‘erlnst. This value is used to indicate that during; the reception of the incoming MPDU, the

carrier was lost and no further processing of the MPDU can be accomplished.

—~ UnsupportedRate. This value is used to indicate that during the reception of the incoming PLCP-
PDU, a nonsupported date rate was detected.

12.3.5.12.3 When generated

This primitive is generated by the PHY sublayer for the local MAC entity to indicate that the receive state
machine has completed a reception with or without errors.

12.3.5.12.4 Effect of receipt

The effect of receipt of this primitive by the MAC is unspecified.
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13. PHY management

The IVIIB comprises the managed objects. attributes, actions, and notifications required to manage a station.

The definition of these managed objects, attributes, actions. and notifications. as well as their structure. is
presented in Annex D.
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14. Frequency-Hopping spread spectrum (FHSS) PHY specification for the

2.4 GHz Industrial, Scientific, and Medical (ISM) band

14.1 Overview

14.1.1 Overview of FHSS PHY

The PHY services provided to the [BBB 802.1 | wireless LAN MAC for the 2.4 GHZ frequencyvhopping

spread spectrum (FHSS) system are described in this clause. The FHSS PHY consists of the following two
protocol functions:

a) A physical layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function is supported by the physical layer conver—

gence procedure (PLCP), which defines a method of mapping the lEEE 802.11 MAC sublayer

protocol data units (MPDUs) into a framing format suitable for sending and receiving user data and

management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and

receiving data through, a wireless medium (WM) between two or more STAs.

14.1.2 FHSS PHY functions

The 2.4 GHz FHSS PHY architecture is shown in Figure ll. The FHSS PHY contains three functional enti—

ties: the PMD function, the physical layer convergence function, and the physical layer management func-
tion. Each ofthese functions is described in detail in the following subclauses.

The FHSS PHY service is provided to the MAC entity at the STA through a PHY service access point (SAP)
called the PHY~SAP, as shown in Figure 11. A set of primitives might also be defined that describe the inter-

face between the physical layer convergence protocol sublayer and the PMD sublayer, called the PMD-SAP.

14.1.2.1 PLCP sublayer

To allow the lEEF. 802.11 MAC to operate with minimum dependence on the PMD sublayer, a PHY com/en

gence sublayer is defined. This function simplifies provision of a PHY service interface to the IEEE 802.11
MAC services.

14.1.2.2 Physical layer management entity (PLME)

The PLME performs management of the local PHY functions in conjunction with the MAC management

entity.

14.1.2.3 PMD sublayer

The PMD sublayer provides a transmission interface used to send and receive data between two or more
STAs.

14.1.3 Service specification method and notation

The models represented by state diagrams in the following subclauses are intended as the primary specifica-

tions of the functions provided. It is important to distinguish, however, between a model and a real imple-

mentation. The models are optimized for simplicity and clarity of presentation, while any realistic

implementation may place heavier emphasis on efficiency and suitability to a particular implementation

technology.
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The service ofa layer or sublayer is the set of capabilities that it offers to a user in the next higher layer (or

sublayer). Abstract services are specified here by describing the service primitives and parameters that char-

acterize each service. This definition ot‘service is independent of any particular implementation.

14.2 FHSS PHY-specific service parameter lists

14.2.1 Overview

The architecture of the lEEE 802.11 MAC is intended to be PHY independent. Some PHY implementations

require medium management state machines running in the MAC subiayer in order to meet certain PMD

requirements. These PHY—dcpendent MAC state machines reside in a subiayer defined as the MAC suhlayer

management entity (MLME). The MLME in certain PMD implementations may need to interact with the phys—

ical layer management entity (PLME) as part of the normal PHY—SAP primitives. These interactions are

defined by the PLME parameter list currently defined in the PHY Service Primitives as TXVECTOR and

RXVECTOR. The list of these parameters and the values they may represent are defined in the specific PHY

specifications for each PMD. This subciause addresses the TXVECTOR and RXVECTOR for the l-‘i-ISS PHY.

All ofthe values included in the TXVECTOR or RXVECTOR described in this subclause are considered

mandatory unless otherwise specified. The 1 Mbit/s and 2 Mbit/s data rates are the only rates currently sup~

ported. Other indicated data rates are for possible future use.

14.2.2 TXVECTOR parameters

The parameters in Table 28 are defined as part of the TXVECTOR parameter list in the

PHY-TXSTART.request service primitive.

Table 28—TXVECTOR parameters

Parameter Associate primitive

LENGTH i’HY—TXSTARTrequest {TXVECTOJU f F4095 

UATARAFE i’HY-TXSTARTmequest (TXVECTOR) I. 1.5. 2. 2.5. 3. .
 

14.2.2.1 TXVECTOR LENGTH

The LENGTH parameter has the value of 1 to 4095. This parameter is used to indicate the number of octets

in the MPDL’ that the MAC is currently requesting the PHY to transmit. This value is used by the PHY to

determine the number of octet transfers that will occur between the MAC and the PHY after receiving a

request to start a transmission.

14.2.2.2 TXVECTOR DATARATE

'l'he DATARATE parameter describes the bit rate at which the PLCP should transmit the PSDU. Its value can

be any ot'the rates as defined in Table 28, and supported by the conformant FH PHY.
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14.2.3 RXVECTOR parameters

The parameters in Table 29 are defined as part of the RXVECTOR parameter list in the

Pl‘lY—KXSTAR’llindicate service primitive.

Table 29———RXVECTOR parameters

Parameter ; Associate primitive

LENGTH PHY—RXSTART.indicate(RXVECTOR) F4095,,,,,,new,»mM-WM+.,-_._____.__--..4M_.MWMM,_~HW4._,__-,W~

PHY-RXSTART.indicate(RXVECTOR) % 041351 Max......MM_,_.__,.MT~W_,__.w“,MM,W_LMW.M,M,.W_._~T.MWM.W#

DATA RATE PHY—RXSTART.request (RXVECTOR)
 

14.2.3.1 TRXVECTOR LENGTH

The LENGTH parameter has the value of l to 4095. This parameter is used to indicate the value contained in
the LENGTH field that the PLCP has received in the PLCP Header. The MAC and PLCP will use this value

to determine the number of octet transfers that will occur between the two sublayers during the transfer of
the received PSDU.

14.2.3.2 RXVECTOR RSSI

The receive signal strength indicator (RSSI) is an optional parameter that has a value off) through RSSI

Max. This parameter is a measure by the PHY sublayer ofthe energy observed at the antenna used to receive

the current PPDU. RSSI shall be measured between the beginning ofthe start frame delimiter (SFD) and the
end ofthe PLCP header error check (HEC). RSSI is intended to be used in a relative manner. Absolute accu—

racy ofthe RSSI reading is not specified.

14.3 FHSS PLCP sublayer

14.3.1 Overview

This subclause provides a convergence procedure to map MPDUs into a frame format designed for FHSS

radio transceivers. The procedures for transmission, carrier sense. and reception are defined for single and

multiple antenna diversity radios.

14.3.1.1 State diagram notation

The operation of the procedures can be described by state diagrams. Each diagram represents the domain

and consists of a group ofconnected. mutually exclusive states. Only one state is active at any given time.

Each state is represented by a rectangle as shown in Figure 69. These are divided into two parts by a horizon-

tal line. in the upper part the state is identified by a name. The lower part contains the name ofany signal that

is generated. Actions described by short phrases are enclosed in brackets.

Each permissible transition between the states is represented graphically by an arrow from the initial to the

terminal state. A transition that is global in nature (for example. an exit condition from all states to the lDLE

or RESET state) is indicated by an open arrow. Labels on transitions are qualifiers that must be fulfilled

before the transition will be taken. The label UCT designates an unconditional transition, Qualifiers

described by short phrases are enclosed in parentheses.
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<State Name>
Terms to
enter state

Terms to
exit state <Message Sent>

  
 
 < > (condition)

[Actions taken}

K any: condition, for example, {if no_coliision)

action, for exampte. {resetPLSfunctions}
logical AND
logical on
unconditional transition

i)
ii I!IIII
+

UCT

Ii

Figure (SQ—State diagram notation example

State transitions and sending and receiving of messages occur instantaneously. When a state is entered and

the condition to leave that state is not immediately fulfilled, the state executes continuously, sending the

messages and executing the actions contained in the state in a continuous manner.

Some devices described in this standard are allowed to have two or more ports, State diagrams capable of

describing the operation of devices with an unspecified number of ports require qualifier notation that allows

testing for conditions at multiple ports. The notation used is a term that includes a description in parentheses

of which ports must meet the term for the qualifier to be satisfied (cg, ANY and ALL). It is aiso necessary

to provide for term-assignment statements that assign a name to a port that satisfies a qualifier. The following

convention is used to describe a term-assignment statement that is associated with a transition:

a) The character “z” (colon) is a delimiter used to denote that a term assignment statement follows.

b) The character “<1” (left arrow) denotes assignment of the value following the arrow to the term

preceding the arrow.

The state diagrams contain the authoritative statement of the procedures they depict; when apparent conflicts

between descriptive text and state diagrams arise. the state diagrams are to take precedence. This does not,

however. override any eXplicit description in the text that has no parallel in the state diagrams.

The models presented by state diagrams are intended as the primary specifications to be provided. it is

important to distinguish, however= between a model and a real implementation. The models are optimized

for simplicity and clarity of presentation, while any realistic implementation may place heavier emphasis on

efficiency and suitability to a particular implementation technology. It is the functional behavior of any unit

that must match the standard, not its internal structure. The internal details of the model are useful only to

the extent that they specify the external behavior clearly and precisely.

14.3.2 PLCP frame format

The PLCP protocol data unit (PPDU) frame format provides for the asynchronous transfer of MAC sublayer

MPDUs from any transmitting STA to all receiving STAs within the wireless LAN’s BSS. The PPDU illus-

trated in Figure 70 consists of three parts: a PLCP Preamble, a PLCP Header, and a PSDU. The PLCP

Preamble provides a period oftlme for several receiver functions. These functions include antenna diversity,

clock and data recovery. and field delineation of the PLCP Header and the PSDU. The PLCP Header is used

to specify the length of the whitened PSDU field and support any PLCP management information. The

PPDU contains the PLCP Preamble, the PLCP Header. and the PSDU modified by the PPDU data whitener.
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PLCP 9reamble PLCP Header

Start Frame Header Er— Whitened PSDU

80 bits 16 bits 12 bits 4 bits 16 bits Variable number of octets
 

  

  

Figure TO—PLCP frame format

14.3.2.1 PLCP Preamble

The PLCP Preamble contains two separate subfields; the Preamble Synchronization (SYNC) field and the

Start Frame Delimiter (SFD). to allow the PHY circuitry to reach steady-state demodulation and synchroni-
zation of bit clock and frame start.

14.3.2.1.1 Preamble SYNC field

The Preamble SYNC field is an 80-bit field containing an alternating zero-one pattern. transmitted starting

with zero and ending with one, to be used by the PHY sublayer to detect a potentiain receivable signal.

select an antenna if diversity is utilized, and reach steady—state frequency ofl‘set correction and synchronize
tlon with the received packet timing.

14.3.2.1.2 Start Frame Delimiter (Si-'0)

'l'he SFD consists ofthe l6—bit binary pattern 0000 1100 1011 1101 [transmitted leftmost bit first). The first

bit ofthe SFD follows the last bit ofthe sync pattern. The SFD defines the frame timing.

14.3.2.2 PLCP Header field

The PLCP Header field contains three separate subfields: a l2-bit PSDU Length Word (PLW). a 4-bit PLCP

Signaling field (PSF). and a l6~bit PLCP HEC field.

14.3.2.2.1 PSDU length word

The PSDU length word (PLW) is passed from the MAC as a parameter within the PHY—TXSTART.request
primitive. 'l'he PLW specifies the number of octets contained in the PSDU. lts valid values are X’OOI' e

X'FFF', representing counts oi‘one to 4095 octets. The PLW is transmitted lsb first and msb last. The PLW is

used by the receiving STA, in combination with the 32/33 coding algorithm specified in this clause, to deter-

mine the last bit in the packet.
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14.3.2.2.2 PLCP Signaling field (PSF)

The 4-bit PSF is defined in Table 30. The PSF is transmitted bit 0 first and bit 3 last.

Table 30—PSF bit descriptions

Parameter values Description

 i Reserved Reserved1 -www_mwaummmm.l

PLCP‘BlTRATE f = Data Rate This field indicates the data rate of the
i = 1.0 Mbit/s. whitened PSDU from i Mbit/s to

= 1.5 Mbit/s. 4.5 Mbit/s in 0.5 Mbit/s increments.= 2.0 Mbit/S.
= 2.5 MbiL/s.
= 3.0 Mbit/s.
= 3.5 Mbit/s.
= 40 Mbit/s,
= 4.5 Mbit/s

 
14.3.2.2.3 Header Error Check (HEC) field

The HEC field is a 16-bit CCITT CRC—16 error detection field. The HEC uses the CCITT CRC-16 generator

polynomial G(x) as follows:

C(x) =x16+x12+x5+l

The HEC shall be the one‘s complement ofthe sum (modulo 2) ofthe following:

a) The remainder oka X (x15 + x14 + + x1 + x1 +1) divided (modulo 2) by (70;), where k is the
number of bits in the PSF and PLW fields ofthe PLCP Header;

b) The remainder after multiplication by x16 and then division (modulo 2) by C(x) of the content
(treated as a polynomial) of the PSF and PLW fields.

The HEC shall be transmitted with the coefficient ofthe highest term first.

As atypical implementation. at the transmitter, the initial remainder of the division is preset to all ones and

is then modified by division of the PSI“ and PLW fields by the generator polynomial. Gflr). The one’s

complement of this remainder is inserted in the HEC field with the msb transmitted first.

At the receiver. the initial remainder ofthe division is again preset to all ones. The division ofthe received

PSF, PLW, and HEC fields by the generator polynomial, G(x), results, in the absence of transmission errors,

in a unique nonzero value, which is the following polynomial R(.r):

. . 2
[1001.92i’XH'tmeng‘x3tx +x1+ l

14.3.2.3 PLCP data whitener

The PLCP data whitener uses a length-127 frame-synchronous scrambler followed by a 32/33 bias—suppres-

sion encoding to randomize the data and to minimize the data dc bias and maximum run lengths. Data octets

are placed in the transmit serial bit stream lsb first and msb last. The frame synchronous Scrambler uses the

generator polynomial SOC.) as follows:

S(’.'r) I'm x7+x4+1
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and is illustrated in Figure 71. The 127-bit sequence generated repeatediy by the scrambler is {leftmost bit
used first) 00001110 1111001011001001 00000010 00100110 00101110 10110110 00001100 11010100
11100111 10110100 0010101011111010 01010001 10111000 1111111. The same scrambler is used to

scramble transmit data and to descramble receive data. The data whitening starts with the first bit of the

PSDU, which follows the last bit 01‘ the PLCP Header. The specific bias suppression encoding and decoding

method used is defined in Figure 75 and Figure 80. The format ofthe packet after data whitening is as shown
in Figure 72.

 

 

Date in
,,,,,,,,,,,,,,,if :/+ “I i 31V, : 2

i . l
-Aka 7_»- a -- i E.W.. y_. nmms é- 1. i ‘ = 1 i a : ,/‘\

fir 4W"1 4rrrrr ~ 3 54 ---—‘--- :‘ + f= i l . - s i ; Ox
1w a 3 M ‘__ ' - i , i i ,

Initialize ail isters with ones "
reg {De)ScramhledData cut

Figure 71—Frame synchronous scrambler/descrambier

PPDU 

r Preamble 7 W

I...III. I 

Stuff symbol Stuff symbol Stuff symbol
Data Octet

Figure 72—PLCP data whitener format

14.3.3 PLCP state machines

The PLCP consists ofthree state machines. as illustrated in the overview diagram of Figure 73: the transmit
(TX). carrier sense/clear channel assessment (CSfCCA), and receive {RX} state machines. The three PLCP

state machines are defined in the subclauses below; Figure 73 is not a state diagram itself. Execution ofthe

PLCP state machines normally is initiated by the PH PLME state machine and begins at the C SiCCA state

machine. The PLCP returns to the PH PLME state machine upon interrupt to service a PLME service
request, such as PLME-SE'I‘, PLME—RESET, etc.

14.3.3.1 PLCP transmit procedure

The PLCP transmit procedure is invoked by the CSi'CCA procedure immediately upon receiving a

PHY-'TXSTARTrequesttTXVECTOR) from the MAC sublayer. The CSMAECA protocoi is performed by

the MAC with the PHY PLCP in the CSI'CCA procedure prior to executing the transmit procedure.

14.3.3.1.1 Transmit state machine

The PLCP transmit state machine illustrated in F igurc 74 includes functions that must be performed prior to,

during, and after PPDU data transmission. Upon entering the transmit procedure in response to a

PHY—TXSTART.request (TXVEC'I‘OR) from the MAC, the PLCP shall switch the PHY PMD circuitry from

receive to transmit state; ramp on the transmit power amplifier in the manner prescribed in 14.6; and transmit
the preamble sync pattern and SFD. The PLCP shall generate the PLCP Header as defined in 14.3.2.2 in
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Enter from FH PLME In Return to FH PLME

(on interrupt for SETFREQ.
PHY RESET, etc.)
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PHY-RXSTART.indication
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PHY—TXSTARTJequest
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_ ,P HY—RXENDindication
‘ ’ (RXERROR= no__error)
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Transmit
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PHY-TXEND.confirm PHY—RXEND.indication
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Figure 73—-PLCP top-level state diagram
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Figure 74——Transmit state machine
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sulficient time to send the bits at their designated bit slot time. The PLCP shall add the PLCP Header to the
start ofthe PSDU data.

Prior to transmitting the first PSDU data bit, the PLCP shall send a PHY-TXSTART.c0nfirm message to the

MAC indicating that the PLCP is ready to receive an MPDU data octet. The MAC will pass an MPDU data
octet to the PHY with a PHY—DATA.requestiDA’l‘A). which the PHY will reSpond to with a PHY—DATA.con-

lirm. This sequence of Pl-l‘ar’-DATA.requcsttDATA) and PHY—DATAconfirm shall be executed until the last

data octet is passed to the PLCP. During transmission of the PSDU data. each bit of the PSDU shall be
processed by the data whitenet‘ algorithm defined in Figure 75 and described in 14.3.2.3. Each PSDU data

octet is processed and transmitted lsb first and msb last.

Data whitener encoding algorithm:

/* If msb of stuff symbol = 1 then the next block is inverted; 0 = not inverted */
/* Accumulate PLOP Header; begin stuffing on first bit of the PSDU */

/**”****** Calculate number of 32-symbol BSE blocks required to send PSDU;
no padding is necessary when the number of symbols is not a multiple of 32 **”****“/

input parameter: number_ot_PSDU__octets, rate; /* rate is 1 or 2*/
number_of_symbols= (number_of_PSDU_octets *8) /rate;
number_ot_b|ocks_in_packet = truncate{(number_of_symbols + 31) / 32)};

/***“****Accumulate the bias in the header to use in calculating the inversion state of the first
block of PSDU data *********/

Read in header {b(1),,..,b(32)}; /* b(1) is first bit in */
headerwbias : Sum{weight(b(1)),...,weight(b(32))};

/* calculate bias in header; weights are defined in Table 31*/
Transmit {b(1),... ,b(32)}; /* no stuffing on header */
accumeheadeLbias; /* initialize accum */
initialize scrambler to all ones;

/*"*"***** Whiten the PSDU data with scrambler and 885 encoder *“**”**/

For n = 1 to number__of__blocks_in_packet
{

b(O) = O for 1 Mbit/s; b(0)=00 for 2 Mbitls; /* b(0) is the stuffsymbo/ */
N r min(32, numberwoimsymbols); /* N2 block size in symbols */
Read in next symbol block {b(1)....,b(N)}; /* b(n) = {0. 1} or {0, 1,2,3};
1 - 8 octets, use PHY~DATA.req(DATA), PHY—DA TA.confirm for each octet*/
Scramble {b(1),...,b(N)}; /* see 14.3.2.3*/
bias_next_block = Sumiweight(b(0)),...,weight(b(N))}; /* calculate bias with b( )=0 */

/***“ if accum and bias of next block has the same sign, then invert block;
if accum=0 or blas_next_block=0, don ’t invert *****/

If {[accum * biasmnebelock > 0] then
{

Invert {b(O)....,b(N)}; /* lnven‘ deviation, or, negate msb of symbol */
biaswnextwblock = - bias_next_b|ock;

}

accum = accum + biaswnext_b|ock;
transmit {b(D),...,b(N)}; /* b(O) is first symbol out */
numberwofwsymbols m number_of"symbols « N

 
Figure 75—~Data whitener encoding procedure
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After the last MPDU octet is passed to the PLCP. the MAC will indicate the end of the frame with a

PIIYJLYZL'ND. request. After the last bit ofthe PSDU data has completed propagation through the radio and
been transmitted on the air, the PLCP shall complete the transmit procedure by sending a Pl-[ifllt’liN'flcun-

firm to the MAC sublayer. ramp off the power amplifier in the manner prescribed in 14.6. and switch the
PHY PMD circuitry front transmit to receive state. The execution shall then return to the CS/CCA proce-
dure.

The Weights assigned to each value of the symbols are defined in Table 31 for the 1 Mbit/s (2GFSK) and
2 Mbit/s (4GFSK) symbols.

Table 31—PLCP field bit descriptions

 

 

 

 

 

  
14.3.3.1.2 Transmit state timing

The transmit timing illustrated in Figure 76 is defined from the instant that the PHY— 7:XSY:4RTI‘€(]U€SI([XI/EC-
TOR) is received from the MAC sublaycr. The PLCP shall switch the PMD circuitry from receive to transmit,

turn on and settle the transmitter. and begin transmitting the first bit of the preamble at the antenna within a

maximum of20 us of receiving the PHiZTXS'Ii-lRTrequestflTX’i'ECIOR). The PLCP Preamble shall be trans-

mitted at I Mbit/s and be completed in 96 its. The PLCP Header shall be transmitted at I Mbit/s and be

completed in 32 its. The variable length PSDU shall be transmitted at the selected data rate. After the last bit of

the PSDU data has completed propagation through the radio and been transmitted on the air. the PLCP shall

send the PH)’-T.\“'END.confirm to the MAC sublayer. The PLCP shall turn off the transmitter‘ reducing the

output energy to less than the specified off—mode transmit power within the time specified in 14.6. At the end of
the power amplifier ramp down period, the PLCP shall switch the PMD circuitry from transmit to receive.

14.3.3.2 Carrier senselclear channel assessment (CS/CCA) procedure

The PLCP CS/CCA procedure is executed while the receiver is turned on and the STA is not currently

receiving or transmitting a packet. The CS/CCA procedure is used for two purposes: to detect the start ofa

network signal that can be received (CS) and to determine whether the channel is clear prior to transmitting

a packet (CCA).

14.3.3.2.1 CSICCA state machine

Timing for priority (PIFS, DlFS‘), contention backot‘f(slot times). and CS/CCA assessment windows is defined

relative to the end ofthe last bit ol‘the last packet on the air. The CS/CCA state machine is shown in Figure 77.

The PLCP shall perform a CS/CCA assessment on a minimum of one antenna within a MAC contention back—

od‘ slot time of 50 us. The PLCP shall be capable of detecting within the slot time an FH PHY conformant

signal that is received at the selected antenna up to 22 us afier the start of the slot time with the synchronous

detection pert'omiance specified in l4.6.15.3. Subclause I4.6.15.3 specifies detection performance with

zerowone sync patterns and with random data patterns. Ifa start of atransmission is asynchronous with the 1388
and arrives after the start ot‘the slot but at least I6 us prior to the end ot‘the slot, the PLCP shall indicate a busy

channel prior to the end of the slot time with the asynchronous detection performance specified in I4.6.I5.3.
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The CCA Indication immediately prior to transmission shall be performed on an antenna with essentially the

same free space gain and gain pattern as the antenna to be used for transmission. The method of detennining

CS/CCA is unspecified except for the detection performance ot’a confonnant method as specified in 14.6. [5.3.

Stan CS/CCA Procedure

[set countdownfitimer] 
CS/CCA Assessment

[Check for
PHY-TXSTAR‘Ereq or Go to TX Procedure
PHY-CCARES ET. req; PHY-TXSTART.req

Perform CS/CCA; (TXVECTOR) received (TXVECTOR)
Update countdown_timer;

 

  
  

 

 

Reset CS/CCA Clear countdown _timer 1Assessment when PHY-CCARESET.req
countdown_timer reaches received PHY—CCARESET‘Confirm

zero]

' PMD .ANTSEL-l’eq C I Check countdown_timer Report Channel Idle 2h nne

isle [Test countdown_timer] matrix," - PHY-CCAind
Channel _ (STATUS=idle)

busy countdown
_timer >0

Report Channel Busy

- PHY—CCA.ind Report Channel BusySTATUS=b
( “s” - PHY-CCA.ind

(STATUS=busy) >0
 

SFD/PLCP Header Search '
——— Ti meout 

[Wait until valid SFD and
PLCP headerdatacted or Go to RX procedure

timeout expires] Valid SFD and PLCP _
headerdetected pHY-RXSTARTJND(RXVECTOR)

Figure 77—CSICCA state machine

If a PH)inflfllRfrequesl (IXl’EC’T()R) is received, the CS/CCA procedure shall exit to the transmit
procedure within 1 us. If a PllY-(ZYfk-tRESET/request is received. the PLCP shall reset the CS/CCA state

machine to thc statc appropriate for the end of a complete received frame. This service primitive is generatcd

by the MAC at the end of a NAV period. The PHY shall indicate completion of the request by sending at
P11 Y-CC lRESETconfirm to the MAC.

If a CS/CCA assessment returns a channel idle result, the PHY shall send a PHY—(‘01.indicateflflb
TUS‘ idle) to the MAC.

If a CS/CCA assessment retums a channel busy result, the PHY shall send a PHYZCCA.indicratflmH-

TI/.S‘:bzisy) to the MAC. Upon a channel busy assessment, the PLCP shall stop any antenna switching prior

to the earliest possible arrival time ofthe SFD and detect a valid SFD and PLCP Header if received. A valid

PLCP Header is defined as containing valid PLCP Length Word and PHY Signaling field values and a valid

HEC field. lf a valid SFD/PLCP Header is detected, the CS/CCA procedure shall send a

PHY-RXSTART.indicate(RXVECTOR) message to the MAC sublayer and exit to the receive procedure.

The PLCP shall dwell and search for the SFD.’PLCP Header for a minimum period longer than the latest

possible arrival time ot‘the SFD/PLCP Header. Indication ofa busy channel does not necessarily lead to the
successful reception ofa frame.
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The octet/bit count remaining may be a nonzero value when returning from the receive procedure if a signal

in the process of being received was lost prior to the end as determined from the Length field of a valid
PLCP Header. The countdown timer shall be set to the octet/bit count and used to force the CS/CCA indica-

tion to remain in the BUSY state until the predicted end of the frame regardless of actual (TS/CCA indica-
tions.

However, if the CS/CCA procedure indicates the start ofa new frame within the countdown timer period, it

is possible to transition to the receive procedure prior to the end ofthe countdown timer period. If the PHY

transitions to receive under these conditions, the countdown timer shall be reset to the longer of (l) the
remaining time ofthe current frame or (2) the length ofthe new frame.

When a nonzero countdown timer reaches zero, the PLCP shall reset the CSi’CCA state machine to the state

appropriate for the end of a complete received frame and the CS/CCA indication shall reflect the state ofthe
channel.

if the receive procedure encountered an unsupported rate error. the PLCP shall keep the C S/CCA state at

Busy for the duration of the frame by setting the countdown timer to the value corresponding to the calcu-
lated time based on the information in the PLCP Header and the 33532 expansion factor.

14.3.3.2.2 CSICCA state timing

Timing for priority (PIFS, DIFS], contention backofi‘ (slot times), and CS/CCA assessment windows is

defined relative to the end of the last bit of the last packet on the air. The PLCP shall perform a CS/CCA

assessment on a minimum of one antenna within a slot time. The appropriate CS/CCA indication shall be

available prior to the end ot‘each 50 tlS slot time with the performance specified in 14.6. See Figure 78.

lfa STA has not successfully received the previous packet, the perceived packet end time and slot boundary
times will have a higher uncertainty for that STA.

14.3.3.3 PLCP receive procedure

The PLCP receive procedure is invoked by the PLCP CS/CCA procedure upon detecting a portion of the

preamble sync pattern followed by a valid SFD and PLCP Header.

14.3.3.3.1 Receive state machine

The PLCP receive procedure shown in Figure 79 includes functions that must be performed while the PPDU is

being received. The PLCP receive procedure begins upon detection ofa valid SFD and PLCP Header in the C
CCA precedure. The PLCP shall set a PPDU octetv‘bit counter to indicate the last bit ofthe packet, receive the

PPDU bits. and perform the data whitening decoding procedure shown in Figure 80 on each PPDL’ bit. The
PLCP shall pass correctly received data octets to the MAC with a series of PHtiDtIiirtdicai‘eitfld It). After

the last PPDU bit is received and the last octet is passed to the MAC, the PL CP shall send a PHY-RTEND indi-

mterR‘r'ERROR=no_ermrj to the MAC subiayer. Upon error~free completion of a packet reception, the PLCP

shall exit the receive procedure and return to the PLCP CSICCA procedure with the octet/bit count set to 0.

lfthe PLCP Header was decoded without a CRC error but encountered an unsupported rate, then the PLCP

shall immediately complete the receive procedure with a PHi’lRXEND. indicate (EVER/(OR

unsupported‘rale) to the MAC, and return to the CS/CCA procedure with the octet/bit count remaining and
the data rate value contained in the PLCP Header.

if an error was detected during the reception ofthe PPDU. the PLCP shall immediately complete the receive

procedure with a PH)"-R.X’E;VD. indicate(RXERRORwearrierglost) to the MAC. and return to the C S/C CA

procedure with the octet/bit count remaining and the data rate value contained in the PLCP Header.
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Start Receive procedure

( RX VECTOR )

Receive PLCPPDU

[Load byte/bit length
counter;

RXERROR = no error] 
 
  

  

 
  

  

Data whitener decoding
(See Data Whitener

Decodin Procedure

- PMD_DATA.ind
[Decode data]

[if error detected, set
RXERROR = error type]
[Passoctets up to MAC]
- PHY—DATA.ind(DATA)

 
 enor

detected
  

Complete RX procedure

- PHY-RXEND.ind
RXERROR

Go to CS/CCA Proc

[byte/bitoount remaining,
datarate] 

Figure 79—Receive state machine

Data whitener decoding algorithm:

/* If msb of stuff symbol "-' 1 then the next block is inverted; 0 = not inverted ’/
/* Stuffing begins on first symbol of PLCF’ Header following the SFD */
/" Algorithm begins after verifying validity of header with HEC */

/tt***i-it* *i'fi‘i'ifl'i'iy

Read in header {b(1),...,b(32)}; /*b(1) is first bit in v

Get number_of_PSDU_octets, rate from header; /* rate is 1 org ‘/
number_of_symbols = (number_of_PSDU_octets*8)/rate
number_of_blocks_in_packet = truncate{(number_of_symbols + 31) l 32};
Initialize scrambler to all ones;

/******“* De—Whiten the PPDU data with BSE decoder and de~scrambier *********/

For n z 1 to number_of_blocks_in_packet
{

N = min(32, it of symbols remaining); /* N= block size in symbols */
Read in next block {b(O),...,b(N)};/ * b(n) = {0, 1} or{0, 1,2,3} */

If {[msb of b(0)xi] then invert {b(1)1...,b(N)}; /* ifinvertbit=true */
Descramble {b(1),.,,,b(N)}; /* see 14.32.37
Send {b(i )..v..b(N)} to MAC

/* 1 - 8 octets; use PHY-DA TA.ind(DA TA) for each octet. */

 
Figure SCI—Data whitener decoding procedure
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14.3.3.3.2 Receive state timing

The receive state timing shown in Figure 81 is defined to begin upon detection of a valid 81D and PLCP

Header in the CS/CCA procedure. The PLCP shall begin receiving the variable length whitened PSDU
immediately after the end of the last bit of the PLCP Header. The PLCP shall send a PHY-RXENDjndi—

cate(RXERROR) after receiving the last PPDU data bit.

If any error was detected during the reception of the PPDU. the PLCP may send a PHY-RXEND.indi-

cate(RXERROR) and terminate the receive precedure before the last bit arrives.

14.4 PLME SAP layer management

14.4.1 Overview

This subclause describes the services provided by the FHSS PLME to the upper layer management entities.
The PLME/PMD services are defined in terms of service primitives. These primitives are abstract represen—

tations ofthe services and are not intended to restrict implementations.

14.4.2 FH PHY specific MAC sublayer management entity (MLME) procedures

14.4.2.1 Overview

The specific MAC sublayer management entity (MLME) procedures required for operating the FHSS PHY

are specified in this portion of the subclause. The relationship between the MLME and FH PLME proce-
dures is also described.

14.4.2.2 FH synchronization

The MLME ol‘a compliant FH PHY STA shaII perform the PH time synchronization procedure as defined in

1 1.1.5. This procedure provides for synchronized frequency hopping for all compliant FH PHY STAs within

a single 1338 or ad hoc network. The PH PL ME accepts PLME-SETrequest commands from the MLME to

change the tune frequency at the time determined by the MLME. The tune frequency is changed by updating

any combination ofthe Set, Pattern, and Index PHY MIB parameters.

14.4.3 FH PHY layer management entity state machines

14.4.3.1 Overview

This portion of this subclause describes the FH PHY layer management state machines to turn the PMD on/

off, reset the PLCP state machine, and change the frequency hop channel.

14.4.3.2 PLME state machine

The PLME state machine in Figure 82 begins with a Pl..t[E—SE77request (dotl ICurrentPowerState- 0N) ,

which tums on the PHY circuitry, resets the PLME and PLCP state machines, and sends a PLME-SETH)"-

firm. The MAC then sends a series of three PlalIE-SETrequesi primitives to update the dotl ICurrentSet,

dotl ICurrentPattem. and dotl ICurrentIndex PHY MIB parameters, which together tune the PMD to the
selected channel. The PLME then transfers execution to the PLCP state machine as defined in 14.3.3.

Upon receiving a PLME request from a higher-level LME, the PLCP shall return execution to the PLME

state machine and precess the request. A [’LiilE-RESE[request shall cause a reset to the PLME and PLCP

state machines. A PLME-SE'lfrequest updating the dotl lCurrentlndex or a combination of the
dotl lCurrentSet. doll 1CurrentPattem, and dotl lCurrentlndex shall cause the PLCP to terminate a receive
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or CSJ'CCA process and change frequency before returning to the PL-CP state machine. A

[BLUE-SEIrequestrdoti I CtirrerrtP011=erSrate=OFF} shall cause the PLCP to terminate a receive or CSXCCA

process. power down the PMD circuitry, and return the PLM’E state machine to the idle state.
PLHE-SETreques-ts to any parameter other than the ones identified within this paragraph shall be executed
and control shall be returned to the PLCP state machine. The MAC shoutd not send a PLME request while
the PLCP is in the transmit state.

All PLME-GEIrequesrs shall be processed in parallel and with no interruption to the execution of any state
machine in process.

  PLME-SET.req
ower_state. 0N

Power upreset PHY

[Power upiraset PHY]
- PMDMPWRMGNTqu

(mode=ON)
. PLM E«S ET.confimrt

(Dot11CunentPowerState:ON}

 
 

 
 

  

   
  
  

 
 
  
 

 

Power down PMD

[Power down sequence]
- PMDMPWRMGNTqu

{mode=0FF]
- PLME—SE?.confirm

(Butt 1 CurrentPowerState=OFF)

  
  

I [Wait for Fingering” '
(Dot11CurrentharState=0N}I

  

 
 
  
  
  

  
  

  
  
  
  

 
  

 

  
 

Reset PHY

[Reset PLCP, PLME.
PMD]

- PLME-RESET.con

(status)

PLM E-SET.req(dot11CurrentSet)
and/or

Set tune frequency :kglllEr-S ET.req(dot1 1 CurrentPattem)- PHY—CCAind

(STATUS=Busy)
- PMD_FREQ.req

(CHNL_ID)
[Dwell for freq hop

settling time]
- PLME-SET.confirm

- PHY—CCA.ind
(STATUS=IdIe)

PLM E-S ET. req(dot1 1 Currentlndex)

 
 Execute PLME_SET.req

[Alt other parameters}

PLME—SET.req(other parameters)
  

 
PLCP State Machine

[Check for PLME
commands]

 
  

 
 

 

PLME-RESETqu 

PLME—SET.reqiaCurrentPowerState=DFF)

Figure 82—PLME state machine

14.4.3.3 PLME management primitives

The FH PLME uses the generic management primitives defined in 10.2 to manage all FH PHY parameters.
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14.5 FHSS PMD sublayer services

14.5.1 Scope and field of application

The PMD services provided to the PLCP for the FHSS PHY are described in this subclause. Also defined in

this subclause are the functional, electrical. and RF characteristics required for interoperability of implemen-

tations conforming to this specification. The relationship of this specification to the entire FHSS PHY is
shown in Figure 83.

PLCP

Sublayer

PM D_SAP

PMD

Sublayer 
Figure 83—PMD layer reference model

14.5.2 Overview of services

In general. the FHSS PMD sublayer accepts PLCP sublayer service primitives and provides the actual means
by which the signals required by these primitives are imposed onto the medium. in the FHSS PMD sublayer

at the receiver the process is reversed. The combined function of the transmitting and receiving FHSS PMD

sublayers results in a data stream. timing information. and receive parameter information being delivered to
the receiving PLCP sublayer.

14.5.3 Overview of interactions

The primitives associated with the IEEE 802.1] PLCP sublayer to the FHSS PMD sublayer fall into the

following two basic categories:

a) Service primitives that support PLCP peer-tO-pcer interactions;

b) Service primitives that have local significance and support sublayer—to—sublayer interactions.

14.5.4 Basic service and options

All ofthe service primitives described in this subclause are considered mandatory unless Otherwise specified.

14.5.4.1 PMD_SAP peer-to~peer service primitives

Table 32 indicates the primitives for peer-to—peer interactions.

Table 32—PMD-SAP peer-to-peer service primitives

ResponsePrimitive Request indicate Confirm

I’M D_DA'l'A 
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14.5.4.2 PMD_SAP sublayer—to-subiayer service primitives

Table 33 indicates the primitives for sublayer-to-sublayer interactions.

Table 33—PMD_SAP sublayer-to-subiayer service primitives

Primitive Request Indicate Confirm Response
PMD_TXRX

PMD_PA_RAMP

PMl‘)_Ai\TITSAlEL

 

 

 

PMDETQWRLVL

PM D_I= R EQ

PMDHRSSI

Pix-IDJWRIVIGMT

  

  

   
14.5.4.3 PMDflSAP service primitives parameters

Table 34 shows the parameters used by one or more of the PMD SAP service primitives.

Table 34—List of parameters for PMD primitives

Parameter Associate primitive

'[‘XI)_UN[T PMi)_DATA.request ; leit/s: .
'i iZMbit/s: . .

EXQUNIT on_r)ATA.indicate } IMvas: 7.
IZMbit/s: .

REST/ATE I FMQI‘XRxJequest TKANSlx-HT.RECEIVE

l3MDWWLRA M l’. request 0N. u

 

 

RAiviP‘S‘EATEW

AN’FENNAflSTATE - PMD_ANTSELJequest 110255

rxmegrvu. PMLLE'XPWRLVL.request I LEVELLLEVtLE.l.i-.VEI.3.LEVEL4

 

 

CHNLJD " PMDFREQ-request 3 2-80iuelusive
STRENGTH , iliifissréndicaie H : emissivity; " '7w WW .

MODE fWBEWRMGA/Irrequesi ’ ox. orr

 

 
14.5.5 PMD_SAP detailed service specification

This subclause describes the services provided by each PMD primitive.

14.5.5.1 PMDWDATAJeque-st

14.5.5.1.1 Function

This primitive defines the transfer ofdata from the PLCP sublayer to the PMD entity.
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14.5.5.1.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_DATA.request (TX'DJJNIT)

The TXD_UNIT parameter can take on one of two values: one or zero. This parameter represents a single

data bit. The eli‘ect ofthis parameter is that the PMD will properly modulate the medium to represent ones or
zeros as defined in the FHSS PMD modulation specifications for a given data rate.

14.5.5.1.3 When generated

This primitive is generated by the PLCP sublayer to request the transmission ofa single data bit on the PMD
sublayer. The bit clock is assumed to be resident or part of the PLCP and this primitive is issued at every

clock edge once the PLCP has begun transmitting data.

14.5.5.1.4 Effect of receipt

The receipt of this primitive will cause the PMD entity to encode and transmit a single data bit.

14.5.5.2 PMD_DATA.indicate

14.5.5.2.1 Function

This primitive defines the transfer ofdata from the PMD entity to the PLCP sublayer.

14.5.5.2.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMDfiDATAJndicate (RXD_UNlT)

The RXD_UNIT parameter can take on one of two values: one or zero. This parameter represents the current

state ofthe medium as determined by the FHSS PMD modulation speeifi cations for a given data rate.

14.5.5.2.3 When generated

The PMD_DArl‘A.indicate is generated to all receiving PLCP entities in the network after a

PMDfiDATAquuest is issued.

14.5.5.2.4 Effect of receipt

The effect of receipt ofthis primitive by the PLCP is unspecified in this standard.

14.5.5.3 PMD_TXRX.request

14.5.5.3.1 Function

This primitive is used to place the PMD entity into the transmit or receive function.

l68 Copyright CC) 1999 IEEE. All rights reserved.

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00184



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition

14.5.5.3.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_TXRX.request (RFWSTATE)

The RF_STATE parameter can take on one oftwo values: TRANSMIT or RECEIVE. When the value ofthe

primitive is TRANSMlT, the RF state of the radio is transmit. If the value ol’the primitive is RECEIVE. the
RF state of the radio is receive.

14.5.5.3.3 When generated

This primitive is generated whenever the mode ofthe radio needs to be set or when changing from transmit
to receive or receive to transmit.

14.5.5.3.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the mode of the radio to be in either transmit or
receive.

14.5.5.4 PMD_PA_RAMP.request

14.5.5.4.1 Function

This primitive defines the start of the ramp up or ramp down of the radio transmitter’s power amplifier.

14.5.5.4.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD__PA__RAMP.request (RAMP STATE)

The RA MP___STATE parameter can take on one of two values: ON or OFF. When the value of the primitive is

ON. the state of the transmit power amplifier is If the value of the primitive is OFF. the state of the
transmit power amplifier is “off.”

14.5.5.4.3 When generated

This primitive is iSSued only during transmit and to establish the initial state. It is generated by the PLCP at

the start of the transmit function to turn the transmitter’s power amplifier “on.” A power amplifier ramp-up
period follows the change of State from “01‘ " to “on.” After the PLCP has transferred all required data to the

PMD entity. this primitive again will be issued by the PLCP to place the transmit power amplifier back into

the “off” state. A power amplifier ramp-down period follows the change of state from “on” to “off.”

14.5.5.4.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the transmit power amplifier to turn on or oil.

14.5.5.5 PMDHANTSELJequest

14.5.5.5.1 Function

This primitive is used to select which antenna the PMD entity will use to transmit or receive data.
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14.5.5.5.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_ANTSEL.request (ANTENNA_STATE)

The AN'i‘ENNAWSi‘ATE parameter can take on values from one to N (where :V is the number of antennas
supported). When the value ofthe primitive is a ONE. the PM i) will switch to antenna 1 For receive or trans-

mit; it’the value of the primitive is TWO, the PMD entity will switch to antenna 2 for receive or transmit, etc.

14.5.5.5.3 When generated

This primitive is generated at various times by the PLCP entity to select an antenna. During receive, this

primitive can be used to manage antenna diversity. During transmit, this primitive can be use to select a

transmit antenna. This primitive will also be used during CCA.

14.5.5.5.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the radio to select the antenna specified.

14.5.5.6 PMD_TXPWRLVL.request

14.5.5.6.1 Function

This primitive defines the power level the PMD entity will use to transmit data.

14.5.5.6.2 Semantics of the service primitive

'l‘he primitive shall provide the following parameter:

PMD;l‘XPWRLVL.request ('l‘XPOWERfiLEVEL)

The TX POWER_LEVEL parameter can be one ofthe values listed in Table 35.

Table 35—Transmit power levels

TXPWRJEVEL Level description

LliVliLl Defined as 'l‘xl’owerLeveii in Mill
LEVELZ Defined as 'l‘xl’owerchelZ in M18

LEVELS 1 Defined as 'l'xl’owerLeveB in MlBMW — m

LEVEL4 l VDetincd as 'l'xl‘ciwer—Level-i in Mle

LliVliLfi Defined as 'l‘xl’owct‘chclS in MIB

LEVELG Defined as 'l'xl’owerchel6 in MlB

 

“LEVEL?” Defined as 'l'xl’owcrchhl? iiiwhillii

LEVtiL8 Defined as 'l'xl’owerl..cvel8 in MlB

 
14.5.5.6.3 When generated

This primitive is generated as part of the transmit sequence.
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14.5.5.6.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the transmit power level to be modify.

14.5.5.7 PMD_FREQ.request

14.5.5.7.1 Function

This primitive defines the frequency the PMD entity will use to receive or transmit data. Since changing the
radio frequency is not an immediate function, this primitive serves also as an indication of the start of this

process. The completion ofthis process is dictated by other PMD specifications.

14.5.5.7.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_FREQ.request (C HANNEL_ID)

The CHANNEL_[D parameter can be one ofthe values listed in Table 38, Table 39, Table 40. or Table 41.

14.5.5.7.3 When generated

This primitive is generated by the PLCP whenever a change to a new frequency is required.

14.5.5.7.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the radio to change to a new frequency defined by

the value ofthe Cl'lN L__ID.

14.5.5.8 PMD_RSSI.indicate

14.5.5.8.1 Function

This primitive transfers a receiver signal strength indication ofthe physical medium from the PMD sublayer
to the PL-CP sublayer. This value will be used by the PLCP to perform any diversity or clear channel assess-

ment functions required by the PLCP or other sublayers.

14.5.5.8.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD NRSSiindicale (STRENGTH)

The STRENGTH parameter can be a value from 0 to 15. This parameter is an indication by the PMD

sublayer of the magnitude of the energy observed at the selected antenna. This reported value is used to

generate the R881 term in the PHY—RXSTART.ind(VRXVECTOR) primitive and might also be used by any

diversity function. Since R85] is only used in a relative manner by the MAC sublayer, this parameter is

defined to have no more than l6 values, ranging from 0 through RSSLMax. The value zero is the weakest

signal strength, while RSSIMMax is the strongest signal strength.

14.5.5.8.3 When generated

This primitive is generated continually by the PMD entity to transfer a receive signal strength indication to
the PLCP.
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14.5.5.8.4 Effect of receipt

The effect of receipt ofthis primitive by the PLCP is unspecified in this standard.

14.5.5.9 PMDMPWRMGMTJequest

14.5.5.9.1 Fu nction

This primitive is used by the higher-layer entities to manage or control the power consumption of the PMD

when not in use. This allows higher—layer entities to put the radio into a sleep or standby mode when receipt

or sending of any data is not expected.

14.5.5.9.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_PWRMGMT.request (MODE)

The MODE parameter can have one of two values: ON or OFF. When the value of the parameter is ON, the

PMD entity will enter into a fully functional mode that allows it to send or receive data. When the value of

the parameter is OFF, the PMD entity will place itselfin a standby or power-saving mode. in the low—power

mode. the PMD entity is not expected to be able to perform any request by the PLCP, nor is it expected to

indicate any change in PMD state or status.

14.5.5.9.3 When generated

This primitive is delivered by the PLCP but actually is generated by a higher-layer management entity.

14.5.5.9.4 Effect of receipt

Upon receipt of this primitive, the PMD entity will enter a fully functional or low power consumption state

depending on the value Ofthe primitive’s parameter.

14.6 FHSS PMD sublayer, 1.0 Mbit/s

14.6.1 1 Mbit/s PMD operating Specifications, general

In general, the PMD accepts convergence layer service primitives and provides the actual means by which

the signals required by these primitives are imposed on the medium. in the PMD sublayer at the receiver, the

process is reversed. The combined function ofthe transmitting and receiving PMD sublayers results in a data

stream, timing information, and receive parameter information being delivered to the receiving convergence
sublayer.

14.6.2 Regulatory requirements

Wireless LANS implemented in accordance with this standard are subject to equipment certification and

operating requirements established by regional and national regulatory administrations. The PMD specifica-
tion establishes minimum technical requirements for interoperability. based upon established regulations for

Europe, Japan, and North America at the time this standard was issued. These regulations are subject to revi-

sion. or may be superseded. Requirements that are subject to local geographic regulations are annotated

within the PMD specification. Regulatory requirements that do not affect interoperability are not addressed

within this standard. lmplementors are referred to the following regulatory sources for further information.
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Operation in countries within Europe. or other regions outside Japan or North America. may be subject to
additional or alternative national regulations.

The documents listed below specify the current regulatory requirements for various geographic areas at the

time this standard was developed. They are provided for information only. and are subject to change or revi-
sion at any time.

Geographicarea Approval standards 1 Documents l Approval authority

Europe European Telecommunications l ETS 300-328. ‘ National type approval
‘ Standards Institute (ETSI) ETS 300-339 authorities

France Regle technique applicable aux SP/DGPT/ATAS/23. Direction Générale des Postes
équipements radioélectriques ETS 300-328. et "Telecommunications

tie transmission de données 21 ETS 300-339 (DGPT)
large bande fonetionnant dans
la bande de t‘réquences ft 2.4 ‘
G Hz et utilisant la technique
de l‘e’talement de spectre

(Edition t‘évrier 1995) 1

Japan Association of Radio Industries 1 RCR STD-33A Ministry ofTelecommunica—
and Businesses (ARlB) tions (MKK)

.t...,_-‘ WWW . t. .w».,
I l

ndustry Canada (1C) G136 [C
1 Federal Communications CPR-l7. Part 15. Sections i FCC

Commission (FCC) 15.205. 15.209. 15.247

Supplemento Del Numero l64 ETS 300-328. ETS Cuadro Nacional De Atribu-
‘ Del Boletin Ofieial Del 300-339 cion De Frecucsias

Pstndo (Published IO .11in
1091. Revised 25 June 1993')

 

  

  

North America
Canada  
  

14.6.3 Operating frequency range

A eonformant PMD implementation shall be able to select the carrier frequency (PC) from the full
geographic-specific set of available carrier frequencies. Table 36 summarizes these frequencies for a number
of geographic locations.

Table 36——Operating frequency range

Lower Limit l lipper limit Regulatory range Geography
2.402 (,in 2.480 (iiiz { 240044335 any. North America
2.402 tiin 1 3:81) GHz : 2.401,]438'3561117. I I miiiiiigéV—M H
2.47737t‘iilz 2.495 on; I. ' 247172.497 (iiiz 77 Japan  
twat—I, . 2.4736117, 2445—24750112 Spain

2.4480117. 2.482(3Hy, 24465—24835onz France

  

NOTE—"The frequency ranges in this table are subject to the geographic-specific regulatory
authorities.

 
aExcluding Spain and France.
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14.6.4 Number of operating channels

The number of transmit and receive frequency channels used for operating the PMD entity is 79 for the USA
and Europe, and 23 for Japan. Table 37 summarizes these frequencies for a number of geographic locations.

This is more fully defined in Table 38 through Table 4|.

Table 37—Number of operating channels

Minimum Hopping 53‘ Geography
North America 

Europe8

Japan 

 

NOTE-"The number of required hopping channels is subject to the
geographic-specific regulatory authorities.

 
aExcluding Spain and France.

14.6.5 Operating channel center frequency

The channel center frequency is defined in sequential 1.0 MHZ steps beginning with the first channel. chan-
nel 2.402 (3H2 for the USA and Europe excluding Spain and France. as listed in Table 38. The channel

centers for Japan, starting at 2.473 GHz with 1 MHZ increments, are listed in Table 39. The channel centers

for Spain and France are listed in Table 40 and Table 41. respectively.

Table 38—Requirements in North America and Europe
(excluding Spain and France; values specified in GHz)

Channel #
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Table 38—Requirements in North America and Europe

(excluding Spain and France; values specified in GHzl (continued)

 

 

 

  

 

   

 

  

  

   

   

 

 

  

 

 
Table 39—»Requirements in Japan

(values specified in GHz)

Channel #
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Table 40—-—Requirements in Spain

(values specified in GHz)

Channel # i ’l Channel #

  

  

  

  

  

 

 

 
 

Table 41—Requirements in France

(values specified in GHz)

Channel #

 

 

 

  

 

 

 

 

  

 

  

 
14.6.6 Occupied channel bandwidth

Occupied channel bandwidth shall meet all applicable local geographic regulations for 1 MHz channel spac-

ing. The rate at which the PMD entity will hop is governed by the MAC. The hop rate is an attribute with a
maximum dwell time subject to local geographic regulations.

14.6.7 Minimum hop rate

The minimum hop rate shall be governed by the regulatory authorities.
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14.6.8 Hop sequences

The hopping sequence of an individual PMD entity is used to create a pseudorandom hopping pattern utiliz-
ing uniformly the designated frequency band. Sets of hopping sequences are used to co—locate multiple PMD

entities in similar networks in the same geographic area and to enhance the overall efficiency and throughput

capacity ofeach individual network.

An PH pattern. FX, consists ofa permutation of all frequency channels defined in Table 38 and Table 39. For
a given pattern number, x, the hopping sequence can be written as follows:

Fx Z {fx (1),); (2),.-:/_; (19)} (1)

where

(i) is the channel number (as defined in 14.6.4) for i‘h frequency in Am hopping pattern;

p is the number of frequency channels in hopping pattern (79 for North America and most of Europe,
23 for Japan, 35 for France, 27 for Spain).

Given the hopping pattern number, x, and the index for the next frequency, i (in the range 1 to p), the channel
number shall be defined to be as follows:

f); (i) = [b(i) + x] mod (79) + 2 in North America and most of Europe, with b(i) defined in Table 42.

Z [(i~ 1) X x] mod (23) + 73 in Japan.
2 [b(i) + x] mod (27) + 47 in Spain with b(i) defined in Table 43.

= [b(i) + x] mod (35) + 48 in France with b(i) defined in Table 44.

Table 42—n—Base—Hopping sequence b(i) for North America and most of Europe

13011§7621§1331§34 14512120i

i

41;
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Table 43—Base-Hopping sequence b(i) for Spain

 

 

 

 

 

 

 
The sequences are designed to ensure some minimum distance in frequency between contiguous hops. The

minimum hop size is 6 MHz for North America and Europe, including Spain and France, and 5 MHz for Japan.

The hopping pattern numbers x are divided into three sets The sets are designed to avoid prolonged collision

periods between different hopping sequences in a sell Hopping sequence sets contain 26 sequences 1for North
America and Europe, and 4 sequences per set for Japan:

For North America and most of Europe:

x; {0,3,6.9.12,15.18,2134,27,303336314145485l"54,57,60,63.66,69,72,75} Set l

x —.—. {1,4r7.l0,i3,l6, [922253831,34,37,40,43,46t49.52.55.58.6},64,67.70,73,76} Set 2

x : {2.5,8,11.14,17,20,23,26,29,32,35,38,4i314,47,50,53,56,59,62,65,68,71,74.77} Set 3
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For japan:

x= {6,9,12,15} Setl

x={7,l0,l3.16} SetZ

x: {8,11,14,17} Set3

For Spain:

x = {0.3.6,9,12.15,18,21,24} Set 1

x : {1,4,7,10,13,16,19,22,25} Set 2

x : {2.5.8.1 1,14,17,2o.23,26} Set 3

For France:

x {0.3.6.9.12,15.18,21,24,27,30} Set 1

.r : {1,4,7,1o,13,16,19,22,25,28,31} Set 2

x : {2,5,8,11,14,17,20,2s,26,29.32} Set 3

The three sets ofhopping sequences for North America and most ofliurope. of26 patterns each. are listed in

Tables B. 1._ B2, and 13.3 in Annex B. Similarly. there are three sets for Japan of four patterns each. The three

sets for Spain have nine patterns each. The three sets for France have i 1 patterns each. The channel numbers
listed under each pattern refer to the actual frequency values listed in Table 33 and Table 39.

14.6.9 Unwanted emissions

Conformant PMD implementations shall limit the emissions that fall outside of the operating frequency
range. defined in Table 36, to the geographically applicable limits.

14.6.10 Modulation

The minimum set of requirements for a PMD to be compliant with the iEEE 802.1 1 FHSS PHY shall be as
follows.

The PMD shall be capable of operating using two-level Gaussian frequency shift key (GFSK) modulation

with a nominal bandwidth bit-period (BT)=0.5. The PMD shall accept symbols from the set {{l},{0}} from

the PLCP. The symbol {1} shall be encoded with a peak deviation offifd). giving a peak transmit frequency

of(Fc+fd), which is greater than the carrier center frequency (Fe). The symbol {0} shall be encoded with a

peak frequency deviation of (—jd). giving a peak transmit frequency of(FC~j;j).

An incoming bit stream at 1 Mbit/s will be converted to symbols at Fclk = 1 Msymbols/s, as shown in Table 45.

Table 45—Symbol encoding into carrier deviation (1 Mbitls, Z-GFSK)

Symbol (.‘arrier deviation
1/2 x h2 x Fclk

—1:’2 x h2 x Fcik

NOTEwThese deviation values are measured using the center sym-
bol of? consecutive symbols ofth same value. The instantaneous
deviation wi 11 vary due to Gaussian pulse shaping.
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The deviation factor h2 for ZGFSK (measured as difference between frequencies measured in the middle of

0000 and 11 11 patterns encountered in the SFD. divided by 1 Mllz) will nominally be 0.32.

The minimum frequency deviation, as shown in Figure 84, shall be greater than 110 kHz relative to the

nominal center frequency FD. Fd is the average center frequency ofthe last 8 bits ofthe Preamble Sync field,
measured as the deviation at the midsymbol. Midsymbol is defined as the point that is midway between the

zero crossings derived from a best fit to the last 8 bits ofthe Sync field. Maximum deviation is not specified.
but modulation is subject to the occupied bandwidth limits of [4.6.5.

The zero crossing error shall be less than i118 of a symbol period. The zero crossing error is the time differ-

ence between the ideal symbol periods and measured crossings of Ft. This is illustrated in Figure 84.

ideal Zero Crossing

 
  
 

 

 Min.
Deviation 

Time

 
Deviation   

Zero Crossing Error
Frequency

Figure 84-—-Transmit modulation mask

14.6.11 Channel data rate

A compliant lEEE 802.1 1 FHSS PMD shall be capable oftransmitting and receiving at a nominal data rate

of 1.0 Mbit’s I 50 parts per million (ppm).

14.6.12 Channel switching/settling time

The time to change from one operating channel frequency. as specified in 14.6.3, is defined as 224 us. A

cont‘ormant PMD meets this switching time specification when the operating channel center frequency has

settled to within :60 kHz ofthe nominal channel center frequency as outlined in 14.6.3.

14.6.13 Receive to transmit switch time

The maximum time for a conformant PMD to switch the radio from the receive state to the transmit state and

place the start of the first bit on the air shall be 19 us. At the end ofthis 19 us, the RF carrier shall be within

the nominal transmit power level range. and within the described modulation specifications.
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14.6.14 PMD transmit specifications

The following portion of this subclause describes the transmit functions and parameters a550ciated with the

PMD sublnyer. in general, these are specified by primitives from the PLCP. and the transmit PMD entity

provides the actual means by which the signals required by the PLCP primitives are imposed onto the
medium.

14.6.14.1 Nominal transmit power

The nominal transmit power ofa frame is defined as the power averaged between the start ofthe first symbol
in the PL-CP Header to the end ofthe last symbol in the PLCP Header. When in the transmit state, the trans-

mit power shall be within 2 dB of the nominal transmit power from the start ofthe Preamble SYNC field to
the last symbol at the end ofthe frame.

14.6.14.2 Transmit power levels

Unless governed by more stringent local geographic regulations, the radiated emissions from compliant
devices shall meet lEEE Std C95.l~l991 limits for controlled or uncontrolled environments. in accordance

with their intended usage. in addition, all conformant PMD implementations shall support at least one power

level with a minimum equivalent isotropically radiated power (EIRP) of 10 mW.

14.6.14.3 Transmit power level control

lfa conformant PMD implementation has the ability to transmit in a manner that results in the ElRP of the

transmit signal exceeding the level of 100 mW, at least one level of transmit power control shall be imple—
mented. This transmit power control shall be such that the level of the emission is reduced to a level at or

below 100 mW under the influence of said power control.

14.6.14.4Transmit spectrum shape

Within the operational frequency band the transmitter shall pass a spectrum mask test. The duty cycle
between Tx and lb: is nominally 50% and the transmit frame length is nominally 400 ps. The adjacent chan—

nel power is defined as the sum of the power measured in a 1 MHz band. For a pseudorandom data pattern.

the adjacent channel power shall be a function of the offset between channel number N and the assigned
transmitter channel M, where M is the actual transmitted center frequency and N is a channel separated from

it by an integer number ofmegahertz.

Channel offset:

leitll=2 ~20 dBm or —40 dBc, whichever is the lower power.

3 «40 dBm or ~60 dBc, whichever is the lower power.

The levels given in dBc are measured relative to the transmitter power [measured in a l MHZ channel

centered on the transmitter center frequency. The adjacent channel power and the transmitter power for this

subclause ofthe specification shall be measured with a resolution bandwidth of 100 kHz. a video bandwidth

of300 kHz. and a peak detector, and with the measurement device set to maximum hold.

For any transmit center frequency M, two exceptions to the spectrum mask requirements are permitted

within the operationai frequency band, provided the exceptions are less than ---50 dBc, where each offset

channel exceeded counts as a separate exception. An exception occurs when the total energy within a given
1 MHz channel as defined in 14.6.5 exceeds the levels specified above.
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14.6.14.5 Transmit center frequency tolerance

The PMD transmit center frequency shall be within 21:60 kllz ofthe nominal center frequency as specified in
146.5.

14.6.1415 Transmitter ramp periods

The transmitter shall go from ofi‘to within 2 dB ofthe nominal transmit power in 8 us or less. The transmit—

ter shall go from within 2 dB ofthe nominal transmit power to off(less than —50 dBm) in 8 us or less.

14.6.15 PMD receiver specifications

The following portion of this subclause describes the receive functions and parameters associated with the

PMD sublayer. In general, these are specified by primitives from the PLCP. The Receive PMD entity
provides the actual means by which the signals required by the PLCP primitives are recovered from the

medium. The PMD sublayer monitors signals on the medium and will return symbols from the set {{1},{0}}

to the PLCP sublayer.

14.6.15.1 Input signal range

The PMD shall be capable ofrecovering a conformant PMD signal from the medium, as described in related
subclauses, with a frame error ratio (FER) 33% for PSDUs of 400 octets generated with pseudorandom data,

for receiver input signal levels in the range from —20 dBm to the receiver sensitivity (as specified in
14.6154), across the frequency band of operation.

14.6.152 Receive center frequency acceptance range

An 802.11 Fl‘ISS compliant PMD shall meet all specifications with an input signal having a center

frequency range of i60 kHz from nominal.

14.6.15.3 CCA power threshold

in the presence of any lEEE 802.11 compliant 1 Mbit/s FH PMD signal above —85 dBm that starts synchro—
nously with respect to slot times as Specified in 14.3.3.2.1. the PHY shall signal busy, with a 90% probability of
detection, during the preamble within the CCA assessment window. In the presence of any [E EE 802.1 1 compli-
ant l Mbit/s FH PMD signal above ~-85 dBm that starts asynchronously with respect to slot times as specified in

14.3.3.2.1, the PHY shall signal busy, with a 70% probability ofdetection. during the preamble within the CCA

window. in the presence ofany lEEE 802.1 1 compliant 1 Mbit/s FH PMD signal above 765 dBm, the PHY shall

signal busy, with a 70% probability of detection, during random data within the CCA window. This specification

applies to a PMD operating with a nominal ElRP of< 100 mW. A compliant PMD operating at a nominal output

power greater than 100 mW shall use the following equation to define the CCA threshold, where Pt represents
transmit power.

 P ‘

("CA threshold (preamble)= a 85 dBm w [5 x logm( 100 dBm
CCA threshold (random data) *1 CCA threshold (preamble) i 20 dB

14.6.15.4 Receiver sensitivity

The sensitivity is defined as the minimum signal level required for an FER of 3% for PSDUs of 400 octets

generated with pseudorandom data. The sensitivity shall be less than or equal to 780 dBm. The reference sensi—

tivity is defined as 780 dBm for the | Mbit/s FH PHY specifications.
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14.6.15.5 lntermodulation

lntermodulation protection (lMp) is defined as the ratio 01‘ the minimum amplitude ofone oftwo equal inter-

fering signals to the desired signal amplitude. where the interfering signals are spaced 4 MHZ and 8 MHZ

removed from the center frequency ot‘the desired signal, both on the same side of center frequency. The lMp

protection ratio is established at the interfering signal level that causes the FER ot‘the receiver to be increased
to 3% for PSDL35 of 400 octets generated with pseudorandom data. when the desired signal is -77 dBm. Each
interfering signal is modulated with the Fl—l PHD modulation uncorrelated in time to each other or the desired

signal. The PMD shall have the lMp for the interfering signal at 4 MHZ and 8 MHZ be 230 dB.

14.6.15.6 Desensitization

Desensitization {Dp} is defined as the ratio to measured sensitivity ofthe minimum amplitude ofan interfer-

ing signal that causes the FER at the output ofthe- receiver to be increased to 3% for PSDUs of 400 octets

generated with pseudorandom data, when the desired signal is —77 dBm. The interfering signal shall be
modulated with the FHSS PHD modulation uncorrelated in time to the desired signal. The minimum Dp

shall be as given in Table 46. The spectral purity of the interferer shall be sufificient to ensure that the

measurement is limited by the receiver performance.

Table 46—1 Mbitls Dp

lnterferer frequency"I l Dp minimum

.u r .r ' r l 30 dB 

.ll : N i 3 or more 
“Where M is the interferer frequency and JV is the desired channel frequency.

14.6.15.7 Receiver radiation

The signal leakage when receiving shall not exceed ~50 dBm EIRP in the operating frequency range. The
FHSS PHY shall conform with out-of—band spurious emissions by regulatory bodies.

14.6.16 Operating temperature range

Two temperature ranges for full operation compliance to the FH PHY are specified. Type I is defined as 0 °C

to 40 CC and is designated for office environments. Type 3 is defined as ~30 °C to +70 "'C and is designated
for industrial environments.

14.7 FHSS PMD subiayer, 2.0 Mbitls

14.7.1 Overview

This subclause details the RF specification differences of the optional 2 Mbit/s operation from the baseline

l Mbitr's PMD as contained in 14.6. Unless otherwise specified in this subclause. the compliant PMD shall

also meet all requirements of 14.6 when transmitting at 2 Mbit/s. When implementing the 2 Mbit/s option,

the preamble and PHY Header shall be transmitted at l Mbit/s. STAs implementing the 2 Mbit/s option shall

also be capable of transmitting and receiving PPDUS at 1 Mbit/s.
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14.7.2 Four-Level GFSK modulation

For an FHSS 2 Mbib’s PMD, the modulation scheme shall be four-level GatrSsian frequency shift keying

(4GFSK), with a nominal symbol-period bandwidth product (BT) of 0.5. The four—level deviation factor,
defined as the frequency separation of adjacent symbols divided by symbol rate, h4, shall be related to the

deviation factor ofthe ZGFSK modulation, h’l, by the following equation:

h4/h2 = 0.45 t 0.01

An incoming bit stream at 2 Mbit/s will be converted to 2-bit words or symbols. with a rate of Fclk =

l Msymbol/s. The first received bit will be encoded as the LMB of the symbol in Table 47» The bits will be
encoded into symbols as shown in Table 47.

Table 47—Symbol encoding into carrier deviation

1 Mbit/s. 2GFSK

Carrier deviation 

  
1:2 X hi}. X i-clk 

 a : ~l-"2 x it; x Ft‘li

2 “bit/s. 4GFSK

Symbol Carrier deviation 

 
 
 
  

  
 

352 X £14 X Felk 

152 X M X Fclk

-—l/2 X h4 X Fclk 

~3/2 X M X Fclk

N()'l'E-~»5i'hese deviation values are measured using the
center symbol ol‘ 7 consecutive symbols of the same value.
The instantaneous deviation will vary due to Gaussian pulse
shaping.

The deviation factor h2 for ZGFSK (measured as the difference between frequencies measured in the middle

0f0000 and l i ll patterns encountered in the SFD, divided by l MHZ) will nominally be 0.32. The deviation
factor h2 will be no less than 0.30 (with maximum dictated by regulatory bandwidth requirement). Accord-

ingly, h4 (measured as a difference between the outermost ti'equencies. divided by 3, divided by 1 MHZ) is

nominally 0.45 X 0.32 = 0.144. and it will be no less than 0.45 X 0.3 = 0.135.

The modulation error shall be less than :15 kHz at the midsymbol time for 4GFSK. from the frequency

deviations specified above. for a symbol surrounded by identical symbols, and less than £25 kHz for any

symbol. The deviation is relative to the actual center frequency ot'the RF carrier. For definition purposes. the

actual center frequency is the midfrequency between symbols 11 and 01. The actual center frequency shall
be within i60 kHz of the nominal channel center frequency defined in [4.6.5 and shall not vary by more

than i10 kHZJms. from the start to end of the PPDU. The peak—to-peak variation of the actual center

frequency over the PPDU shall not exceed 15 kHz. Symbols and terms used within this subclause are illus—
trated in Figure 85.
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Figure 85—Four-Level GFSK transmit modulation

14.7.2.1 Frame structure for H3 FHSS PHY

The high rate FHSS PPDU consists of PLCP Preamble, PLCP Header, and whitened PSDU. The PLCP Pre-
amble and PLCP Header format are identical to the 1 Mbit/s PHY, as described in 14.3.2. The whitened

PSDU is transmitted in 2GFSK. 4GFSK, or potentially a higher—rate format. according to the rate chosen.

The rate is indicated in a 3-bit field in a PLCP Header. having a value of] or 2 bitsfsymbol (or Mbit/second).

The PPDU is transmitted as four—level symbols, with the amount determined by numberfioffisymbols K

(numberiofwPSDUmoctets x 8)/rate.

The input bits are scrambled according to the method in 14.3.2.3.

The scrambled bit stream is divided into groups of rate (1 or 2) consecutive bits. The bits are mapped into
symbols according to Table 47.

A bias suppression algorithm is applied to the resulting symbol stream. The bias suppression algorithm is

defined in 14.3.2.3, Figure 72, and Figure 75. A polarity control symbol is inserted prior to each block of

32 symbols (or less for the last block). The polarity control signals are 4GFSK symbols 10 or 00. The algo—

rithm is equivalent to the ease of ZGFSK, with the polarity symbol ZGFSK “I” replaced with 4GFSK
symbol “10,” and the ZGFSK polarity symbol “0” replaced with a 4Gli‘Sls’. symbol “00.”

14.7.3 Channel data rate

The data rate for the whitened PSDU at the optional rate shall be 2.0 Mbitl's i 50 ppm.

14.7.3.1 Input dynamic range

The PMD shall be capable ofrecovering a conformant PMD signal from the medium, as described in related

subclauses. with an FER 33% for PSDUs of 400 octets generated with pseudorandom data, for receiver

input signal levels in the range from ~20 dBm to the receiver sensitivity (as speoified in 14.7.3.2). across the
frequency band of operation.
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14.7.3.2 Receiver sensitivity

The sensitivity is defined as the minimum signal level required for an FER of 3% for PSDUS of 400 octets

generated with pseudorandom data. The sensitivity shall be less than or equal to —75 dBm. The reference
sensitivity is defined as “75 dBm for the 2 Mbit/s FH PHY specifications.

14.7.3.3 IMp

IMp is defined as the ratio to 777 dBm of the minimum amplitude of one of the two equal-level interfering
signals at 4 MHZ and 8 MHZ removed from center frequency, both on the same side ofcenter frequency, that

cause the FER of the receiver to be increased to 3% for PSDUs of 400 octets generated with pseudorandom

data. when the desired signal is ~72 dBm (3 dB above the specified sensitivity specified in 14.7.3.2). Each

interfering signal is modulated with the PH 1 Mbit/s PMD modulation uncorrelated in time to each other or
the desired signal. The FHSS optional 2 Mbitfs rate IMp shall be 225 dB.

14.7.3.4 Dp

Dp is defined as the ratio to measured sensitivity of the minimum amplitude of an interfering signal that

causes the FER of the receiver to be increased to 3% for PSDUs of400 octets generated with pseudorandom

data. when the desired signal is ~72 dB (3 dB above sensitivity specified in 14.7.3.2). The interfering signal
shall be modulated with the FHSS PMD modulation uncorrelated in time to the desired signal. The mini-

mum Dp shall be as given in Table 48.

Table 48—2 Mbitls Dp

lnterferer frequencya DP minimum

M a .v: 2 20 an 
M V .V i 3 Or more 1-. 30 dB

"Where M is the interferer frequency and N is the desired channel liequeiicy.

14.8 FHSS PHY management information base (MIB)

14.8.1 Overview

The following is the MlB for the FHSS PHY.
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This subclause defines the attributes for the FHSS MIB. Table 49 lists these attributes and the default values.

Following the table is a description of each attribute.

Table 49—FHSS PHY attributes

OperationalAttribute .
semanticsDefault value Operational behavior 

FHSS = X'Ol' 2 Static Identical for all Hi PHYS
FCC = X'IO' 1 Static ; Implementation dependent

: 1C : X'zo' 1
.TSI = X'30'
pain = x3 I‘ i
{ance = X'32' ‘

i MKK = X40 3

dotl IPI [YType

dotl Ichl)omainsSupported

  

 
 

 
 

 

 

 dot-l 1C errentRQgDomain " _ Dynamic LMF.

I type 1 = x'oi' . Static
Type 2 = X'OZ' E
Type 3 = X'03’ i

l l Mbitfis=X‘02'mandatoty Static
2 Mbitx’s 2 x'04‘ optional '

i l Minitis=X'lJ2' mandatory \ Static
‘ 2 Mbit/s = X'()4'optiona1 ‘

Implementation dependent

dot! chmpType

deni'se'egiiinédomakates’rx
 

: identical tomgfilnlNPHY'sdotlISupponedDatuRatesRX
  

‘ Staticdotl ISupportchxAntcnnas Ant 1 = X'OI' I Implementation dependent
Ant 2 = x'02' l l:‘ Ant 3 = X'OB‘

dot l 1C urrent'l‘xAntenna

 
i
I Ant n —‘-' n i

Ant 1 = default Dynamic IME l 

   

I’dotl ISupportedeAntennas Ant 1 : X'OI' Static Implementation
Ant 2 = X‘O2‘ f

l Ant 3 = X‘03' I
Ant n : n ‘

dot] iDivieugitySupport 1 Available = X‘Oi' l Static E Implementation dependent
_ Not avail. : X'O2'

Control avail. : X'UB’ 

  

. Implementation dependent

Implementation dependent"

idéhiieai "for 311 FH PHYS A?

 
 
 

 
 
   

dot] IDiversitySelectionRx i Ant 1 = X‘tJI’ Dynamic [.ME ! Implementation dependent
Ant 2 : x02! 9

I Am 3 =X‘03' ‘
‘ Ant 4 X'04'

I Am 5 : my
1 Ant 6 = X'Ofi'
E Ant 7 = X'07' 3

Ant 8 I X'OR'W ~w4W . e M- .

dotlINumbersupportedPowerIevels ' I.v|I X'UI' Static Implementation dependent
mz = war I

I l.vl3 fl X'O3' “ 3

MM 2 X'04' l
3 me = X'OS' I
. Lvlo : X'06' ‘
m7 X'O7' I g
LVIS = x'os' l I

dot] ITxPowerLevelI l Factory default Static l Implementation dependent.7thm. ‘. . F_—I7.W7 :;

dot] ITxPowerchcIZ ‘ Factory default Static I Implementation dependent

dotl I'I‘xPowerlieveB l Factory default Static Implementation dependent  
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Table 49——FHSS PHY attributes (continued)

OperationalAttribute 1 Default value .
. semantics Operational behavior

dot | I 'l‘xl’owerLeveH 3 Factory def. implementation dependent

Wdotl lTXPO\\'Cl‘l.C\’Cl5 i Factory del‘. ' ' " 3 Implementation dependent

_tlotl l'l'xl’owerlevelo I det'. - V i Implementation dependent 

dotl 1 l‘nl’owerl.evel7 ,3 Factory def. fl: Static i Implementation dependent
Factory det‘. §tatic 1 Implementation cl—ependent 

'l‘xl’owerlccyell fl TDynNamic LME implementation dependent
‘ Static '

__ Dynamic PLME

  

 

; awaellTime t . ’ - .‘ ' ‘ : Regulatory domain dependent

dotl lEurrentSet A Dynamic PLM E 1

dotl lCurrentPattern ' X‘OO‘ Dynamic PLME

 

dotl lC‘urrentlndet / fl Dynamic PLME

dotl lCurrcntPowerSiate X'Ol' olt‘ 3 Dynamic LME
I X'OZ' on l

NOTE—The column titled "Operational semantics" contains two types: static and dynamic. Static MIB attributes are
fixed and cannot be modified for a given PHY implementation. MIB attributes defined as dynamic can be modified by
some management entity. Whenever an attribute is defined as dynamic. the column also shows which entity has con-
trol over the attribute. LME refers to the MAC sublayer management entity (MLMEL while PHY refers to the physical
layer management entity (PLME).

 
14.8.2.1 FH PHY attribute definitions

14.8.2.1.1 dot11PHYType

The dotl lPl-i'YType is FllSS. The LMF. uses this attribute to determine what PLC‘P and PMD are providing
services to the MAC. it also is used by the MAC to determine what MAC sublayer management state

machines must be invoked to support the PHY. The value ofthis attribute is defined as the integer 0] to indi-
cate the FHSS PHY.

14.8.2.1.2 dot1 1 Reg DomainsSupported

Operational requirements for FHSS PHY are defined by agencies representing certain geographical regula-

tory domains. These regulatory agencies may define limits on various parameters that di’r‘fer from region to

region. This parameters may include dotl lTxPowerlevels. and dotl lMawaellTime. as well as the total

number of frequencies in the hopping pattern. The values shown in Table 50 indicate regulatory agencies

supported by this document.

Since a PLCP and PMD might be designed to support operation in more than one regulatory domain. this

attribute can actually represent a list of agencies. This list can be one or more oftlie above agencies and must

be terminated using the null terminator. Upon activation ofthe PLCP and l’MD, the information in this list

must be used to set the value ofthe dotl lCurrentRegDomain attribute.

14.8.2.1.3 dot11CurrentRegDomain

The dotl lCurrentRegDomain attribute for the FllSS Pl {Y is defined as the regulatory domain under which

the PMD is currently operating. This value must be one of the values listed in the

dotl chgDomainsSupported list. This MlB attribute is managed by the LME.
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Table 50—Regulatory domain codes

(bdepoint Regulatory agency Region

United States

Canada 

Most of Europe

Spain 

France  
l apart

14.8.2.1.4 dot1 1 TempType

The parameter dotl 1TempType defines the temperature range supported by the PHY. Type 1 equipment (X‘Ol')

supports atemperature range of 0 °C to 40 0C. Type 2 equipment (X'02') supports atemperature range ot¥20 0C

to +55 C’C. Type 3 equipment (X'OS') supports a temperature range of ‘30 °C to +70 0C.

14.8.2.1.5 dot11CurrentPowerState

The dot1 1CurrentPowerState attribute for the FHSS PHY allows the MAC sublayer management entity to

control the power state ofthe PHY. This attribute can be updated using the PLMESET.request. The permissi—
ble values are ON and OFF.

14.8.2.1.6 dot11SupportedDataRatesTX

The dot1ISupportedDataRatesTX attribute for the FHSS PHY is defined as a null terminated list ot‘supported

data rates in the transmit mode for this implementation. Table 51 shows the possible values appearing in the
list.

Table 51—Supported data rate codes (dot11SupportedDataRatesTX)

Code point I Data rate

X'OZ' 1 Mbit/s
 

X'll4' 2 MbiL/s
X‘()()' I Nullterminator

  
14.8.2.1.7 dot11SupportedDataRatesRX

The dot1 lSupportedDataRatesRX attribute for the l’liSS PHY is defined as a null terminated list of supported

data rates in the receive mode for this implementation. Table 52 shows the possible values appearing in the list.

14.8.2.1.8 aMPDUMaxLength

The aMPDUMaXimumLength attribute for the FHSS PHY is defined as the maximum PSDU. in octets, that

the PHY shall ever be capable ofaceepting. This value for the FHSS PHY is set at 4095 octets. The recom-

mended value t'or maximum PSDU length in an FHSS PHY system is 400 octets at 1 Mbit/s and 800 octets

at 2 Mbit/s, which corresponds to a frame duration less than 3.5 ms. These values are optimized to achieve
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Table 52—Supported data rate codes (dot11SupportedDataRatesRX)

Code point i Data rate

X'OZ' r l Mbit/s

x‘oa' ' ; mm

X'OO' Null terminator
 

high performance in a variety of RF channel conditions, particularly with respect to indoor multipath. chan-

nel stability for moving STAs, and interference in the 2.4 GHz band.

14.8.2.1.9 dot11SupportedeAntennas

The dot1 lSupportedeAntennas attribute for the FHSS PHY is defined as a null terminated list of antennas

that this implementation can use to transmit data. Table 53 shows the possible values appearing in the list,
where N S 255.

Table 53—Number of transmit antennas

(‘ode point i Antenna number

X‘O l' Tx Antenna 1
TX Antenna 2“WW_HWWWTW_WM_~_,W-W,,,,Mmmsw—v

Tx Antenna 3

l'x Antenna N
 

X‘OO‘ ‘ Null terminator

 
14.8.2.1.10 dot11CurrenthAntenna

The dotl lCurrenthAntenna attribute for the FHSS PHY is used to describe the current antenna the imple-

mentation is using for transmission. This value should represent one of the antennas appearing in the

dot1 lSupportedeAntennas list.

14.8.2.1.11 dot11SupportedeAntenna

The dotl lSupportedeAntennas attribute for the FHSS PHY is defined as a null terminated list of antennas

that this implementation can use to receive data. In the FHSS PHY primitives, one ofthese values is passed as

part ot'the PHY—RXSTART.indicate to the MAC sublayer for every received packet. Table 54 shows the possi-

ble values appearing in the list, where Ni 255.
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Tabie 54—Number of receive antennas

Code point Antenna number

X'Ol' Rx Antenna 1

X'02' Rx Antenna 2

)COE' Rx Antenna 3

 

 l
l
l

Rx Antenna N
  

Null terminator

14.8.2.1.12 dot11DiversitySupport

The dotl lDiversitySupport attribute for the FHSS PHY is used to describe the implementation’s diversity

support. Table 55 shows the possible vaiues appearing in the list.

Table 55—Diversity support codes

Code point i Diversity support

Diversity available

No diversity 
Control available“ I

The value X'OT' indicates that this implementation uses two or more antennas for diversity. The value X‘OE‘

indicates that the implementation has no diversity support. The value X‘03’ indicates that the choice ofanten-

nas used during diversity is programmable. {See 14.8.2.1.13.)

14.8.2.1.13 dot11DiversitySeiectionRx

The dotl lDiversitySelectionRx attribute for the FHSS PHY is a null terminated list describing the receive

antenna or antennas currently in use during diversity and packet reception. Table 56 shows the possible val—
ues appearing in the list, where NS 255.

Table 56-~Diversity select antenna codes

Code point Antenna number

i Rx Antenna 1
- Rx Antenna 2

Rx Antenna 3 
ill
l Rx Antenna N

Null terminator

 
The null terminated list can consist of one or more of the receive antennas listed in the

dotl ISupportedeAntennas attribute. This attribute can be changed dynamically by the LME.
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14.8.2.1.14 dot11NumberSupportedPowerLevels

The dot11NumberSupportedPowerlievels attribute for the FHSS PHY describes the number ot'power levels

this implementation supports. This attribute can be an integer ol‘value 1 through 8, inclusive.

14.8.2.1.15 dot11TxPowerLevel1-8

Some implementations may provide up to eight different transmit power levels. The doll l'l‘xPowerLevels
attribute for the FHSS PHY is a list of up to eight power levels supported. Table 57 describes the list.

Table 57—Transmit power levels

Attribute Power level

TxPowerLevell Default setting
 

TxPowerLeve l2

TxPowerLeveB

TxPowerLeveM 

TxPowerLeve

KTTQT’owerLeyveTg

 

 

Tiffli’lwerlevel7 

"‘iTEéRl/SLECeisfl

 
14.8.2.1.16 dot1tcurrenthPowerLevel

The dot1 1C urrenthPowerLevel attribute for the FHSS PHY is defined as the current transmit output power

level. This level shall be one ofthe levels implemented in the list of attributes called dot1 lTxPowerLevelN

(where ,V is lu8). This MIB attribute is also used to define the sensitivity of the CCA mechanism when the

output power exceeds 100 mW. This MIB attribute is managed by the LME.

14.8.2.1.17 dot11HopTime

The dot1 lliopTime attribute for the FHSS Pl'lY describes the time allocated for the PHY to change to anew

frequency. For the FHSS PHY. this time period is 224 us.

14.8.2.1.18 dot11CurrentChannelNumber

The dot11CurrentChannelNumber attribute for the FHSS PHY is defined as the current Operating channel

number of the PMD. The values of this attribute correspond to the values shown in Table 38. This MIB

attribute is managed by the PLME and is updated as the result ot‘a PLMESET.i'equest to dotl lCurrentSet.
dot1 lCurrentPattern. or dot1 lCurrentlndex.

14.8.2.1.19 dot11MawaellTime

The dot1 lMawaell‘Time attribute for the FHSS PHY is defined as the maximum time the PMD can dwell

on a channel and meet the requirements ofthe current regulatory domain. For the FCC regulatory domain.

this number is 390 TU (FCC ; 400 ms). The recommended dwell time for the FliSS PHY is 19 TU.
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14.8.2.1.20 dot11CurrentSet

The FHSS PHY contains three sets of hopping patterns. The dotllCurrentSet attribute for the FHSS PHY

defines what set the STA is using to determine the hopping pattern. Its value can be 1. 2, or 3. This attribute
is managed by the PLME.

14.8.2.1.21 dot11CurrentPattern

There are up to 78 patterns in each hopping set used by the FHSS PHY. The dotl lCurrentPattem attribute

for the FHSS PHY defines the x value used in Equation (1) in 14.6.8 to calculate the current channel number.

its value has various ranges, always within the overall range of 0 to 77. depending on the

dot1 lCurrentRegDomain. This attribute is managed by the PLME.

14.8.2.1.22 dot11Current|ndex

The FHSS PHY addresses each channel in the selected hopping pattern through an index. The

dotl lCurrentIndex attribute for the FHSS PHY defines the i value used in the equation for fX(i) in 14.6.8 to

calculate the current channel number. Its value has various ranges, always within the overall range of l to 79,

depending on the dot] lCurrentRegDomain. This attribute is managed by the PLME.

14.8.2.1.23 dot11CurrentPowerState

The parameter dotl l CurrentPowerState defines the operational state of the FHSS PHY. When this attribute
has a value of X'Ol', the PHY is “OFF.” When this attribute has a value of X'02', the PHY is “ON.” This

attribute is managed by the PLME.
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Following are the static FH PHY characteristics. provided through the PLME-Cl lARACTERlSTlCS service
primitive. The definitions of these characteristics are in 10.4.3.

Characteristic

aSlotTime

aSlFSTime

aCCATime

aRxTxTumaroundTime

aTxPLCl’Delay

aRxPLCPDelay

aRxTxSwitch'i‘ime

Table 57a--FH PHY characteristics

in order to account for variations between implementations. this
2 value has a tolerance as specified in 9.2.3.1.

This period includes the aRxRFDelay and the aRxPLCPDelay.

l Implementors may choose to increase or decrease this delay as long
as the requirements ofaRx'l‘xTurnaroundTime are met.

lmplementors may choose to increase or decrease this delay as long
as the requirements ot‘aSlFSTime and aCCA’I‘ime are met.

lmplementors may choose to increase or decrease this delay as long
as the requirements of aRxTxTurnaroundTime are met. 

; implementors may choose to increase or decrease this delay as long
‘3 as the requirements ofaRxTxTurnaroundTime are met. 

a'FxRampOt’r‘l‘imc

aTxRFDclay

aRxRFDclay

aAirl’ropagation'l'imc

aMACProcessingDelay

aPreamhlel .ength

al’LCPHeaderl ,ength

aMl’Dl l Duration Factor

aMPDUMaxl ,cngth

uC W m ax

 

l lmplementors may choose to increase or decrease this delay as long

i as the requirements ofaRxTx‘i‘urnaround'l‘imc are met.._._..__t ..._..__.. .. ___“ __ __ ___l

‘ lmplementors may choose to increase or decrease this delay as long
, the requirements ot‘aSIi—‘STime and aCCATimc are met.1

3 Variations in the actual propagation time are accounted for in the
allowable range ot‘aSll’S'l'in‘ic.

lmplementors may choose to increase or decrease this delay as long

as the requirements o'l’aSl liSTime are met.
  

; This factor is calculated as [(33/32) WI 1 X 109 to account for the
expansion due to the data whitcner encoding algorithm,

3 The recommended value for maximum PSDU length in an l’HSS
PHY system is 400 octets at 1 Mbit/s and 800 octets at 2 Mbir/s.

l which corresponds to a frame duration less than 3.5 ms. These val-

ties are optimiyed to achieve high performance in a variety 01‘ RF
channel conditions. particularly with respect to indoor multipath.
channel stability for moving STAs, and interference in the 2.4 GHZ

v. band.
i
lr
l
a
l
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15. Direct sequence spread spectrum (DSSS) PHY specification for the

2.4 GHz band designated for ISM applications

15.1 Overview

The PHY for the direct sequence spread spectrum (DSSS) system is described in this clause. The RF LAN

system is initially aimed for the 2.4 GHZ band designated for lSM applications as provided in the USA

according to FCC 15.247, in Europe by ETS 300 628. and in other countries according to 15.4.6.2,

The DSSS system provides a wireless LAN with both a I Mbit/s and a 2 Mbit/s data payload communication

capability. According to the FCC regulations, the DSSS system shall provide a processing gain of at least

10 dB. This shall be accomplished by chipping the baseband signal at 11 MHZ with an ll-chip PN code. The
DSSS system uses baseband modulations of differential binary phase shift keying (DBPSK) and differential

quadrature phase shift keying (DQPSK) to provide the l Mbiti's and 2 Mbit/s data rates, respectively.

15.1.1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC by the 2.4 GHz DSSS system are

described in this clause. The DSSS PHY layer consists oftwo protocol functions:

a) A physical layer convergence function, which adapts the capabilities ofthe physical medium depen~

dent (PMD) system to the PHY service. This function shall be supported by the physical layer

convergence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC
sublayer protocol data units (MPDU) into a framing format suitable for sending and receiving user

data and management information between two or more STAs using the associated PMD system.
b] A PMD system, whose function defines the characteristics of. and method of transmitting and

receiving data through, a wireless medium (WM) between two or more STAs each using the 0858
system.

15.1.2 DSSS PHY functions

The 2.4 (3112 D888 PHY architecture is depicted in the reference model shown in Figure 11. The DSSS

PHY contains three functional entities: the PMD function, the physical layer convergence function. and the

layer management function. Each ofthese functions is described in detail in the following subclauses.

The DSSS PHY service shall be provided to the MAC through the PHY service primitives described in
Clause 12.

15.1.2.1 PLCP sublayer

To allow the IEEE. 802.11 MAC to operate with minimum dependence on the PMD sublayen a physical

layer convergence sublayer is defined. This function simplifies the PHY service interface to the IEEE 802.1 1
MAC services.

15.1.2.2 PMD sublayer

The PMD sublayer provides a means to send and receive data between two or more STAs. This clause is

concerned with the 2.4 GHZ ISM bands using direct sequence modulation.

15.1.2.3 Physical layer management entity (PLME)

The PLME performs management of the local PHY functions in conjunction with the MAC management

entity.
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15.1.3 Service specification method and notation

The models represented by figures and state diagrams are intended to be illustrations of functions provided.

It is important to distinguish between a model and a real implementation. The models are optimized for

simplicity and clarity of presentation: the actual method of implementation is left to the discretion of the

lEEE 802.11 DSSS PHY compliant developer.

The service of a layer or sublayer is a set of capabilities that it offers to a user in the next-higher layer (or

sublayer). Abstract services are specified here by describing the service primitives and parameters that char—

acterize each service. This definition is independent of any particular implementation.

15.2 DSSS PLCP sublayer

15.2.1 Overview

This clause provides a convergence procedure in which MPDUS are converted to and from PPDUs. During

transmission. the MPDU shall be prepended with a PLCP Preamble and Header to create the PPDU. At the
receiver, the PLCP Preamble and header are processed to aid in demodulation and delivery of the MPDU.

15.2.2 PLCP frame format

Figure 86 shows the format for the PPDU including the DSSS PLCP Preamble, the D883 PLCP Header, and

the MPDU. The PLCP Preamble contains the following fields: Synchronization (Sync) and Start Frame

Delimiter (SFD). The PLCP Header contains the following fields: lEEE 802.11 Signaling (Signal), iEEE

802.11 Service (Service). LENGTH (Length), and CClTT CRC—16. Each of these fields is described in
detail in 15.2.3.

SYNC SFD SIGNAL SERVICE LENGTH CRC
128 bits 16 bits 8 bits 8 bits 16 bits 16 bits

PLCP Preamble PLCP Header

144 bits 48 bits MPDU

   

   
Figure 86—PLCP frame format

15.2.3 PLCP field definitions

The entire PLCP Preamble and Header shall be transmitted using the l Mbit/s DB PSK modulation described

in 15.4.7. All transmitted bits shall be scrambled using the feedthrough scrambler described in 15.2.4.

15.2.3.1 PLCP Synchronization (SYNC) field

The SYNC field shali consist of 128 bits of scrambled ones. This field shall be provided so that the receiver

can perform the necessary operations for synchronization.
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15.2.3.2 PLCP Start Frame Delimiter (SFD)

The SFD shall be provided to indicate the start of PHY—dependent parameters within the PLCP Preamble.
The SFD shall be a 16-bit field. X'F3A0' (msb to lsb). The lsb shall be transmitted first in time.

15.2.3.3 PLCP IEEE 802.11 Signal (SIGNAL) field

The 8-bit IEEE 802.11 signal field indicates to the PHY the modulation that shall be used for transmission

(and reception) of the MPDU. The data rate shall be equal to the signal field value multiplied by 100 kbit/s.
The DSSS PHY currently supports two mandatory modulation services given by the following 8-bit words,
where the lsb shall be transmitted first in time:

a) X'OA‘ (msb to lsb) for 1 Mbitf's DBPSK

b) X' 14‘ (msb to isb) for 2 Mbitts DQPSK

The 0883 PHY rate change capability is described in 15.2.5. This field shall be protected by the CClTT
CRC-lé frame check sequence described in 15.2.3.6.

15.2.3.4 PLCP IEEE 802.11 Service (SERVICE) fieid

The 3-bit EEEE 802.1 | service field shall be reserved for future use. The value of X‘OO' signifies 1EEE 30211

device compliance. The lsb shall be transmitted first in time. This field shall be protected by the CCITT
CRC-lé frame check sequence described in 15.2.3.6.

15.2.3.5 PLCP Length (LENGTH) field

The PLCP Length field shall be an unsigned 16-bit integer that indicates the number of microseconds ( l 6 to

2164 as defined by aMPDUMaxLength) required to transmit the MPDU. The transmitted value shall be
determined from the LENGTH parameter in the TXVECTOR issued with the PHY—TXSTART.request prim—

itive described in 12.3.5.4. The length field provided in the TXVECTOR is in bytes and is converted to
microseconds for inclusion in the PLCP LENGTH field. The lsb shall be transmitted first in time. This field

shall be protected by the CCITT CRC~16 frame check sequence described in 15.2.3.6.

15.2.3.6 PLCP CRC (CCE'FT CRC-161fieid

The lEEE 802.11 SIGNAL, IEEE 802.11 SERVICE, and LENGTH fields shall be protected with a CCITT

CRC-16 frame check sequence (PCS). The C‘CiTT CRC~16 PCS shall be the one’s complement of the

remainder generated by the modulo 2 division of the protected PLCP fields by the polynomial:

~r16+xi2+x5+1

The protected bits shall be processed in transmit order. All FCS calculations shall be made prior to data
scrambling.

As an example, the SIGNAL. SERVICE. and LENGTH fields for a DBPSK signal with a packet length of

192 as (24 bytes} would be given by the following:

0101 0000 0000 0000 0000 001 | 0000 0000 (leftmost bit transmitted first in time)

The one‘s complement FCS for these protected PLCP Preamble bits would be the following:

0101 1011 0101 0111 (leftmost bit transmitted first in time)

Figure 87 depicts this example.
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CClTT CRC-16 Polynomial: G(x) = X‘ I

Transmit and Receive PLCP Header
CCl'I'I' CRCJS Calculator

Serial Data CUM.
lnput CRC-16 Output

Preset to
i ones

Serial Data

LOCAL AND METROPOLlTAN AREA NETWORKS: WlRELESS LAN

1) Preset to all ones
2) Shitt signal, service, length fields

Through the shifl register
3) Take one’s complement of remainder
4) Transmit out serial rnsb first

+ x”+ x"+1 

Serial Data Input %  

 
 ones complement

 
 

Serial Data Output

(msb first)

Figure 87—CCITT CRC-16 implementation

An illustrative example ofthe CCITT CRC—l 6 FCS using the information from Figure 87 follows in Figure 88.

198

Data

OOOOOOOO—l—IOOOOOOOOOOOOOOOOOO—XO—XC}
CRC registers
msb lsb

1111111111111111
1110111111011111
1101111110111110
1010111101011101
0101111010111010
1011110101110100
0110101011001001
1101010110010010
1011101100000101
0110011000101011
1100110001010110
1000100010001101
0000000100111011
0000001001110110
0000010011101100
0000100111011000
0001001110110000
0010011101100000
0100111011000000
1001110110000000
0010101100100001
0101011001000010
1010110010000100
0101100100001000
1010001000110001
0101010001000011
1010100010000110
0100000100101101
1000001001011010
0001010010010101
0010100100101010
0101001001010100
1010010010101000
0101101101010111

; initialize preset to 1’5

; one’s complement, result = CRC FCS parity

Figure 88——Example CRC calculation
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15.2.4 PLCP/DSSS PHY data scrambler and descrambler

The polynomial (1(3) m :“7 + 2’4 + 1 shall be used to scramble all bits transmitted by the D585 PHY. The
t‘eedthrough configuration of the scrambler and descrambler is self-synchronizing. which requires no prior
knowledge of the transmitter initialization of the scrambler for receive processing. Figure 89 and Figure 90

Show typical implementations of the data scrambler and descrambler. but other implementations are possible.

The scrambler should be initialized to any state except all ones when transmitting.

Scrambler Polynomlai; G(:I.)=Z'7 + Z“ + ‘E

 
Serial Data Out,
 

Serial Data In 

 
IZSZ‘s Z”E

Figure 89—Data scrambler

Descrambler Polynomial; G(z)=Z‘7 + Z“ + 1

  

  
Serial Data in

Serial Data Out

Figure SID—Data descrambler

15.2.5 PLCP data modulation and modulation rate change

The PLCP Preamble shall be transmitted using the l Mbit/s DBPSK modulation. The IEEE 802.11 SIGNAL
field shall indicate the modulation that shall be used to transmit the MPDU. The transmitter and receiver

shall initiate the modulation indicated by the IEEE 802.1 1 SIGNAL field starting with the first symbol (1 bit

for DBPSK or 2 bits for DQPSK) of the MPDU. The MPDU transmission rate shall be set by the DATA-

RATE parameter in the TXVECTOR issued with the PliY—TXSTART.request primitive described in
15.4.4.1.

15.2.6 PLCP transmit procedure

The PLCP transmit procedure is shown in Figure 9E.

In order to transmit data. PHY-TXSTARTrequest shall be enabled so that the PHY entity shall be in the

transmit state. Further. the PHY shall be set to operate at the appropriate channel through station manage-
ment via the PLME. Other transmit parameters such as DATARATE. TX antenna. and TX power are set via

the PHY~SAP with the PH'Y—TXSTARTJequesttTXVECTOR‘J as described in 15.4.4.2.
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PHYWTXSTART. PHYWTXSTART
request confirm

(TXVECTOR)

PHY_TXEND.req or length count met

PHYMDATA.req(DATA)  
 
  

 
MAC

 

PMD_ANTSEL. PMD_RATE,
pHY FM Txp PMD‘TXEND

0‘ WRLVL' PMD_DATA.req
PLCP PMD_TXSTART

  
 

 

PHY

PMD

 

sFD Signai,Service. Length cm; 
Scramble start cams CRC16 Rate change start TX Power
TX Power RAMP start end RAMP Off

Figure 91—PLCP transmit procedure

Based on the status of clear channel assessment (CCA) indicated by PHY—CCA.indicate. the MAC will assess
that the channel is clear. A clear channel shall be indicated by PH‘r’-CCA.iiidicatc(IDLE). if the channel is

clear. transmission of the PPDU shall be initiated by issuing the PHY—TXSTARTrequest {TXVECTOR} primi-

tive. The TXVECTOR elements for the PHY-TXSTARTrequest are the PLCP Header parameters SIGNAL

(DATARATE), SERVICE. and LENGTH, and the PMD parameters of TXHANTENNA and TXPWRMLEVEL.

The PLCP Header parameter LENGTH is calculated from the TXVECTOR element by multiplying by 8 for
1 Mbit/s and by 4 for 2 Mbit/s.

The PLCP shall issue PMDAANTSEL, PMD “RATE, and PM DwTXPWRLVL primitives to configure the PHY.

The PLCP shall then issue a PMDWT'XSTARTrequest and the PHY entity shall immediately initiate data

scrambling and transmission of the PLCP Preamble based on the parameters passed in the PHY—

TXSTART.request primitive. The time required for TX power—up ramp described in 15.4.7.7 shall be included

in the PLCP synchronization field. Oncc the PLC P Preamble transmission is complete, data shall be exchanged
between the MAC and the PHY by a series of PHY~DATA.requesl(DATA) primitives issued by the MAC and

PHY—DATA.confirm primitives issued by the PHY. The modulation rate change, if any, shall be initiated with
the first data symbol of the NIPDU as described in 15.2.5. The PHY proceeds with MPDU transmission

through a series of data octet transfers from the MAC. At the PMD layer. the data octets are sent in lsb to msb

order and presented to the PHY layer through PMD DATA.request primitives. Transmission can be prema-
turely terminated by the MAC through the primitive PHY—TXEND.rcquest. PHY—TXSTART shall be disabled

by the issuance of the PHY—TXENDrequest. Normal termination occurs after the transmission of the final bit

ofthe last MPDU octet according to the number supplied in the D588 PHY preamble LENGTH field. The

packet transmission shall be completed and the PHY entin shall enter the receive state (i.e., PHY—TXSTART

shall be disabled). It is recommended that chipping continue during power-down. Each PHY—TXENDrequest

is acknowledged with a PHY-TXEN D.confirrn primitive from the PHY.

A typical state machine implementation ofthe PLCP transmit procedure is provided in Figure 92.

15.2.7 PLCP receive procedure

The PLCP receive procedure is shown in Figure 93.

In order to receive data, PHY—TXSTARTrequest shall be disabled so that the PHY entity is in the receive

state. Further. through station management via the PLME. the PHY is set to the appropriate channel and the
CCA method is chosen. Other receive parameters such as receive signal strength indication (RSSI}, signal

quality (SQ), and indicated DATARATE may be accessed via the PHY—SAP.
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PHYWTXSTARTJequnst(TXVECTOR)

“A”...
Initialize TX MPDU OCTET
 

PMD TXPWR VLtre —
T L q PHYMDATAIrequTA) fl.—8! octet from MAC

PMDWANTSELqu g .

I Set Octet hit count
TX SYNC PATTERN TX SYMBOL

 

  
 

PMD‘RATEreq (DBPSK) I
PMD_TXSTART.req
TX 128 scrambled 1's

Decrement Bit

—i_— decrement bit count

PMD_DATA.req

 

 

 
 
 

TX PLCP DATA b b'ts bot
— y ‘ per Sym hit count <> 0

TX 16 bit SFD i hit count = O
TX 8 b“ SIGNAL Decrement Len th
TX 8 bit SERVICE _________9
TX 16 bit LENGTH decrement length count

‘ length<>0TX 16 bit CRC

  
I

T PMP T
SE U DU X Switch toRXSTATE if RATE = DQPSK

PMDVRATEreq (DQPSK)

  
set Length count

® At any stage in the above flow diagram, if a PHY_THEND. Request is received.

Figure 92—PLCP transmit state machine

PHYMCCA'indeSY) PHYWDATA.ind(DATA) PHY—RXENgmigéifigfg)
  
 

M
AC PHY_RXSTART. ind(RXVECTO R)

PHY ...... ..

PLCP PMDMED/ PMD MCS PMDWDATAJnd PMD MED or

  

PHY SFD Signal. Service. Length MPDUPMD  
Descramble start CRC start CRC end Rate change start

Figure 93—PLCP receive procedure
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Upon receiving the transmitted energy. according to the selected CCA mode. the PMD__ED shall be enabled

(according to 15.4.8.4) as the RSS1 strength reaches the ED THRESI'IOLD and/or PMDMCS shall be

enabled after code lock is established. These conditions are used to indicate activity to the MAC via PHY-

CCA.indicate according to 15.4.8.4. PHY-CCA.indicate(BUSY) shall be issued for energy detection and/or

code lock prior to correct reception of the PLCP frame. The PMD primitives PMD SQ and PMD MRSSI are

issued to update the RSS1 and SQ parameters reported to the MAC.

Alter PHY—CCA.indieate is issued. the PHY entity shall begin searching for the SFD field. Once the SFD

field is detected. CCIT‘T CRC—lé processing shall be initiated and the PLCP IEEE 802.11 SIGNAL. IEEE
802.11 SERVICE and LENGTH fields are received. The CCITT CRC-l6 FCS shall be processed. If the

CCITT CRC-l6 FCS check fails, the PHY receiver shall return to the RX Idle state as depicted in Figure 94.

Should the status of CCA return to the IDLE state during reception prior to completion of the full PLCP
processing, the PHY receiver shall return to the RX Idle state.

If the PLCP Header reception is successful (and the SIGNAL field is completely recognizable and
supported). a PHY—RXSTART.indicate(RXVECTOR) shall be issued. The RXVECTOR associated with this

primitive includes the SIGNAL field. the SERVICE field, the MPDU length in bytes (calculated from the

LENGTH field in microseconds), the antenna used for receive (RXMANTENNA), R581, and SQ.

The received MPDU bits are assembled into octets and presented to the MAC using a series of PHY—

DATA.indicate(DATA) primitive exchanges. The rate change indicated in the IEEE 802.11 SIGNAL field
shall be initiated with the first symbol ol’the MPDU as described in 15.2.5. The PHY proceeds with MPDU

reception. After the reception of the final bit of the last MPDU octet indicated by the PLCP Preamble

LENGTH field, the receiver shall be returned to the RX Idle state as shown in Figure 94. A PHY-

RXEND.indicate(NoError) primitive shall be issued. A PHY-CCA.indicate(lDLE) primitive shall be issued

following a change in PHYCS (PHY carrier sense) and/or PHYED (PHY energy detection) according to the
selected CCA method.

In the event that a change in PHYCS or PHYED would cause the status ot'CCA to return to the IDLE state

before the complete reception of the MPDU as indicated by the PLCP LENGTH field. the error condition

PHY-RXEND.indieate(CarrierLost) shall be reported to the MAC. The DSSS PHY will ensure that the CCA

will indicate a busy medium for the intended duration of the transmitted packet.

If the PLCP Header is successful. but the indicated rate in the SIGNAL field is not receivable. a PHY-
RXSTARTindicate will not be issued. The PHY shall issue the error condition PHYHRXENDindi-

cate(UnsupportedRate). If the PLCP Header is successful, but the SERVICE field is out of IEEE 802.11

DSSS specification. a PHY—RXSTART.indicate will not be issued. The PHY shall issue the error condition
PHY—RXEND.indicate(FormatViolation). Also, in both cases, the D885 PHY will ensure that the CCA shall

indicate a busy medium for the intended duration ofthe transmitted frame as indicated by the Length field.

The intended duration is indicated by the Length field (length x] us).

A typical state machine implementation of the PLCP receive procedure is provided in Figure 94.
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RX Idle State

Wait for

PMD_ED.lnd and/or

PMDVCSJnd as

 

  
 

 

needed for CCA mode
 

 

 

 

Detect SYNC PATTERN

Wait unfit SFU
is detected

 

PHY—CCMnd
iiDLE)

Rx PLCP Fields

Rx 8 bit SlGNAL
PW-CCA.ind
(IDLE) Rx 8 bit SERVICE

RX 16 bit iENGTH

PHY‘CCAind
(lDLE) RX PLCP CRC01'

RX and Test CRC
CRC FAIL

PHY—CCA.lnd CRC Correct
length = 0 (IDLE)

VALIDATE PLCF
Dacrement Length

decrement length count Check PLCP
PLCP
Field
Out Of
Specification. PLCP Correct

SETUP MPDU RX

if RATE = DQPSK

PMD_RATE.ind (DQPSK)
set Length omnt
set Octet hit count

PHY—RXS TART.'md

(RXVE CTOR} 
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 RX SYMBOL

?HY—DATA.ind

CCAliDLE‘i COMBUSY)

Signal not valid Decrament Length

decrement length count

by 1 microsecond

PHY-R XE NB ind

{carrier lost)

BYTE assimilation

Wait forintended increment hit count
set Octet hit count
PHY-DATAindtDATA)

 
end of MPDU 

length = O

PHY—CCA.lnd(lDLE) PHY-RXENDJnd
(No_Error)
PHY—CCAJndUDLE) 

Figure 94—PLCP receive state machine

15.3 0383 physical layer management entity (PLME)

15.3.1 PLME_SAP sublayer management primitivas

length<>fl

 

Table 58 lists the MIB attributes that may be accessed by the PHY sublayer entities and intraiayer ofhigher-

layer management entities (LMEs). These attributes are accessed via the PLME-GET. PLME-SET, and

PLME-RESET primitives defined in Clause 10.
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15.3.2 DSSS PHY MIB

All DSSS PHY MIB attributes are defined in Clause 12, with specific values defined in Table 5.8.

Table 58—MIB attribute default values/ranges

. I 3 Operational: c E I -
Managed object 1; Default value/r mge g semanms

dotl1PhyOperationComplianceGroup

dotlIPI-{YdotlI’IempType DSSS—2.4(02) Static

dotll/I‘emp'fype lmplementationdependent Static

 

   

dotI IRegDomainsSupported Implementation dependent Static  

dotI ICurrentRegDomain Implementation dependent Static
dotl lPhyRateG rou p

dot l ISupportedDataRatesTx X'02'. X’04'

dot I lSupportedDamRatest X'OZ'. X'U4'

  

 

dot] ] PhyAntennaCompIianeeGroup I I’M—_l—__y

dot] l CurrenthAntenna endent Dynamic' “I”

dotllDiversitySupport Implementation dependent Static

 

dotIlCurrentRxAntenna Implementation dependent Dynamic
dotl1Phy’l‘xl’owerComplianeeGroup

dotI1NumberSupportedPowerI.evels i Implementation dependent Static  

dotlI'I'Xl’owerLevell Implementation dependent StaticWW . . . ‘_.
dotll'I‘xPowerchelZ 3 Implementation dependent § Static  

ilotl lTxPowcrLevcl3 3 Implementation dependent 

dotl l‘l'xPowcrchclLt Implementation dependent 

dot] lTxPowerchclS Implementation dependent
a

dotI-ITi-Powerlevclo 1 Implementation dependent Statich
dotllTxPowerImveW g implementation dependent Static

. pm. _ _ .._.__..__ i ‘ _
2 Implementation dependent I Static...._____I—_mdotI 1'I'xl‘owerLevel8 ‘

Idot l 1CurrentTXPowcrchcl Implementation dependent Dynamic

dot] 1PhyDSSSCompIianeeGroup 7 _.WWW, , W ,I

Implementation dependent Dynamic
Implementation dependent Static\ W V .

r dotl It‘iinentChannel

dot l IECAModeSupporit-id
dotl I CurrcntCCAModc

 

Implementation dependent Dynamicw—irr I 

dotl I ED'I‘iiicshold Implementation dependent Dynamic
dot] I AntennasUstG roup

doll I SupportedeAntenna I Implementation dependent i Static

dotllSuppo-rtcdeAntenna— Implementation dependent Statict . _. _. ___ _.. .

dotl lDivet‘sitySelectionRx l Implementation dependent Dynamic
NO'I‘E—n-The column titled "Operational semantics" contains two types: static and dynamic.
Static MIB attributes are fixed and cannot be modified for a given PHY implementation.
MIB attributes defined as dynamic can be modified by some management entities.
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15.3.3 03 PHY characteristics

The static DS PHY characteristics, provided through the Pi'..ivI'E-CHARACTERISTICS service primitive,
are shown in Table 59. The definitions ofthese characteristics are in 30.4.3.

Table 59—05 PHY characteristics

Characteristic

aS lotTime 

aSIFSTime 

aCCATime

aRXTxTumaroundTime 

aTxPLCP Delay ‘3 Implementors may choose any value for this delay as long
i as the requirements ol‘aRx'l‘xTurnaround'Iirne are met. 

aKXPLCPDelay

aRxTxSwitchTime

aTxRampOnTime

lmplementors may choose any value for this delay as long
as the requirements of aSI‘FSTime and aCCA‘l'ime are met.

1 SS its

lmplementors may Choose any value for this delay as long
f the requirements of aRxTxTurnaroundTime are met. 

aTx RampOttTime lrnplernent'ors may choose any value for this delay as long
as the requirements ol‘aSlFS’t'ime are met. 

aTxRFDelay

aRvRFDclay

amt-Propagation lime Eltrs

i lmplementors may choose any value for this delay as long
i as the requirements of aRxTxTurnaroundTime are met. 

lmplementors may choose any value For this delay as long
; as the requirements of aSlFSTime and aCCAl‘ime are met.

 

aMACl’t‘oeessingDelay 0 [not applicable) 

aPrcambloLengIh [44 its

aPLCPI—leadcrLength : 48 us

aMPDUDurationFaetor 1 l]

 

 

 

aMPDUMaXLcngth  

aC Wmin  

aCthax

 
15.4 DSSS PMD sublayer

15.4.1 Scope and field of application

This subclause describes the PMD services provided to the PLCP for the D858 PHY. Also defined in this

subclause are the functional, electrical. and RF characteristics required for inter0perability of implementa-

tions conforming to this standard. The relationship of this standard to the entire DSSS physical layer is
shown in Figure 95.
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1.

lMAC‘i . V

MAC Management
l

w WWWW W... .._____W ‘ Station:Management
Convergence Layer 

osss PLCP Sublayer
I PMD SAP i -

DSSS PMD Sublayer 
 

Figure 95—PMD layer reference model

15.4.2 Overview of service

The DSSS PMD sublayer accepts PLCP sublayer service primitives and provides the actual means by which

data shall be transmitted or received from the medium. The combined function of DSSS PMD sublayer

primitives and parameters for the receive function results in a data stream, timing information, and associ-

ated received signal parameters being delivered to the PLCP sublayer. A similar functionality shall be
provided for data transmission.

15.4.3 Overview of interactions

The primitives associated with the IEEE 802.11 PLCP sublayer to the D558 PMD fall into two basic

categories:

a) Service primitives that support PLCP peer-to—peer interactions. and

b) Service primitives that have local significance and that support sublayer-to-sublayer interactions.

15.4.4 Basic service and options

All of the service primitives described in this clause are considered mandatory unless otherwise specified.

15.4.4.1 PMDflSAP peer-to-peer service primitives

Table 60 indicates the primitives for peer-to-peer interactions.

Table 60—PMDHSAP peer~to~peer service primitives

Primitive Indicate % Confirm Response
Pl lY—RXSTART

7l3ilY-7RXEND V 7777W

ionan

PnY-rxsrARr

raises?“

""iS'iiY—DATA
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15.4.4.2 PMD_SAP peer-to-peer service primitive parameters

Several service primitives include a parameter vector. This vector shall be a list of parameters that may vary

depending on PHY type. Table 61 indicates the parameters required by the MAC or DSSS PHY in each of

the parameter vectors used for peer—to-peer interactions.

Table 61—DSSS PMD_SAP peer-to~peer service primitives

Parameter I Associated primitive

LENG'l'irl RX VECTOR. TXVECTOR ‘

DATA RA'I'E. RXVECTOR. TXV’ECTOR 1 i, 2 Minith

stiiivice RXVECTORJXVECTOR 1.2 Mbivs

 

 

iiiiit'RMLIiVEL 'l‘XVECTOR 1.2Mbitis

TXiAi‘x'i‘EiVNA ; TXVECTOR 1.2Mbit/s

"Essa I RXVECTOR Llfvibitr‘s

SQ RXVECTOE ' Luise-'5

1txJ_.—tt<7E.Nt\1-t esteem i. 2 Mbit/s

 

 

 
 

15.4.4.3 PMD_SAP sublayer-to~sub|ayer service primitives

Table 62 indicates the primitives for sublayer—to—sublayer interactions.

Table 62—PMD_SAP sublayer—to—sublayer service primitives

Primitive

PM Dj‘XSTART

wfiitjjxaND

PM D_A'.\“iTsr-.L

1:1»?D_TXPW1§LVL

PMD_FA’I‘E

PMD_RSSI

 

 

 

lTMD‘CS

PMD‘ED
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15.4.4.4 PMD_SAP service primitive parameters

Table 63 indicates the parameters for the PMD primitives.

Table 63—List of parameters for the PMD primitives

Parameter Associate primitive

DATA PHY—E)A'1A.rcquest Octet value: X‘th'mX'l-‘F'
PHY‘DM'Aindieate

TXVECTOR N i N ‘ T’TTT-Dmnrequcst i i A set of parameters

 

 

vascrort PHY—DAI‘AJndicate iAsetofparameters

TX Damn PMD "DA'iAtequest Once; l 1. zemroiz DBPSIZ
dibit combinations

 

00.Ul.l LlU: DQPSKmm... Mm;

RXD‘ENIT ' i‘MljJM’l‘r—‘Itjndiucate " ' ' ‘ one{1}.2erot0i:oBPSti
dibit combinations
00.01.11.10: DQPSK

M11 ESTATE . PMDMTXE-ii-T Leg? i Receive. Transimimmwmw

ANT_S'I"A'I‘E MlLAN TSEL.indicate l to 256
2 PMDV VANJ'SELrequest

  

(fi’ifi’mfijnvmf at...“

% PMDfiRA’l‘Eindicate " 1 X'OA’ for l Mbit/s DBPSK ’
l l’Ml)_RATE.request x'14' lerMbit/s DQPSK

T’MD_RSSl.indicate 7 7 0-8bitsot‘RSSI
PMDfiSQindicate l M bits Orso

 

 
15.4.5 PMD_SAP detailed service specification

The following subclauses describe the services provided by each PMD primitive.

15.4.5.1 PMD_DATA.request

15.4.5.1.1 Function

This primitive defines the transfer ot'data from the PLCP suhlayer to the PMD entity.

15.4.5.1.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD~DATA.requesflTXleJNIT)

The TXD‘L'NIT parameter takes on the value of either one{ i ) or zero(0') for DBPS‘K modulation or the dibit

combination 00. 91, 11, or it) for DQPSK modulation. This parameter represents a single block of data,

which. in turn. shall be used by the PHY to be differentially encoded into a DBPSK or DQPSK transmitted

symbol. The symbol itself shall be spread by the PN code prior to transmission.
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15.4.5.1.3 When generated

This primitive shall be generated by the PLCP sublayer to request transmission ofa symbol. The data clock

for this primitive shall be supplied by the PMD layer based on the PN code repetition.

15.4.5.1.4 Effect of receipt

The PMD performs the dit‘r‘erential encoding, PN code modulation, and transmission ofthe data.

15.4.5.2 PMD__DATA.indicate

15.4.5.2.1 Function

This primitive defines the transfer of data from the PMD entity to the PLCP sublayer.

15.4.5.2.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMDQDATAJndicathXD_UNIT)

The RXD_UNIT parameter takes on the value of one (1) or zero (0) for DBPSK modulation or as the dibit

00, 01, 11. or 10 for DQPSK modulation. This parameter represents a single symbol that has been demodu-
lated by the PMD entity,

15.4.5.2.3 When generated

This primitive, which is generated by the PMD entity. forwards received data to the PLCP sublayer. The data

clock for this primitive shall be supplied by the PMD layer based on the PN code repetition.

15.4.5.2.4 Effect of receipt

The PLCP sublayer either interprets the bit or bits that are recovered as part of the PLCP convergence proce—
dure or passes the data to the MAC sublayer as part of the MPDU.

15.4.5.3 PMD_TXSTART.request

15.4.5.3.1 Fu nction

This primitive, which is generated by the PHY l’LCI’ sublayer, initiates I’PDU transmission by the PMD
layer.

15.4.5.3.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMDMTXS'l‘ARTmequest

15.4.5.3.3 When generated

This primitive shall be generated by the PLCP sublayer to initiate the PMD layer transmission ofthe PPDU.

The Pl-lY~DATA.request primitive shall be provided to the PLCP sublayer prior to issuing the
PMD_TXSTART command.
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15.4.5.3.4 Effect of receipt

PMDfiTXSTART initiates transmission ot'a PPDU by the PMD sublayer.

15.4.5.4 PMD_TXEND.request

15.4.5.4.1 Function

This primitive, which is generated by the PHY PLCP sublayer, ends PPDU transmission by the PMD layer.

15.4.5.4.2 Semantics of the service primitive

The semantics of the primitive are as follows:

PMD_TXEND.reqtiest

15.4.5.4.3 When generated

This primitive shall be generated by the PLCP sublayer to terminate the PMD layer transmission of the
PPDU.

15.4.5.4.4 Effect of receipt

PMD_‘1‘XE'ND terminates transmission ofa PPDU by the PMD sublayer.

15.4.5.5 PMD__ANTSEL.request

15.4.5.5.1 Function

This primitive, which is generated by the PHY PLCP sublayer, selects the antenna used by the PHY for
transmission or reception (when diversity is disabled).

15.4.5.5.2 Semantics of the service primitive

‘l‘he primitive shall provide the following parameter:

PMDvANTSELrequestiAN'T_STATE)

ANTWSTATE selects which of the available antennas should be used for transmit. The number of available

antennas shall be determined from the M13 table parameters aSuprtRxAntennas and aSuprthAntennas.

15.4.5.5.3 When generated

This primitive shall be generated by the PLCP sublayer to select a specific antenna for transmission or

reception (when diversity is disabled).

15.4.5.5.4 Effect of receipt

PMD_ANTSEL immediately selects the antenna specified by ANTASTATE.
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15.4.5.6 PMD_ANTSEL.indicate

15.4.5.6.1 Function

This primitive, which is generated by the PHY PLCP sublayer, reports the antenna used by the PHY for
reception of the most recent packet.

15.4.5.6.2 Semantics of the service primitive

The primitive shall provide the foliowing parameter:

PMDMANTSFLL.indicatefANT_STATE)

ANTvS'l'ATE reports which of the available antennas was used for reception of the most recent packet.

15.4.5.6.3 When generated

This primitive shall be generated by the PLCP sublayer to report the antenna ased for the most recent packet
reception.

15.4.5.6.4 Effect of receipt

PMDiAN'l‘SISL immediately reports the antenna specified by ANT_STATE.

15.4.5.7 PMD_TXPWRLVL.request

15.4.5.7.1 Function

This primitive, which is generated by the PHY PLCP sublayer, selects the power level used by the PHY for
transmission.

15.4.5.7.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMDWTXPWRLVL .requestiTXPWR_LE'VEL)

TXPWR_L£VEL selects which of the optional transmit power levels should be used for the current packet

transmission. The number of available power levels shall be determined by the MB parameter

dotl l\IumberSupportedPowerLevels. Subclaase 15.4.7.3 provides further information on the optional DSSS

PHY power-level—conn‘ol capabilities.

15.4.5.7.3 When generated

This primitive shall be generated by the PLCP sublayer to select a specific transmit power. This primitive

shall be applied prior to setting PMDW'I‘XSTART to the transmit state.

15.4.5.7.4 Effect of receipt

PMD_TXPWRLVL immediately sets the transmit power level given by TXPW R_LEVEL.
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15.4.5.8 PMD__RATE.request

15.4.5.8.1 Function

This primitive, which is generated by the PHY PLCP sublayer. selects the modulation rate that shall be used

by the D888 PHY for transmission.

15.4.5.8.2 Semantics of the Service primitive

The primitive shall provide the following parameter:

PMD_RATE.request(RATE)

The RATE parameter selects which ofthe DSSS PHY data rates shall be used for MPDU transmission. Sub-

clause 15.4.6.4 provides further information on the D858 PHY modulation rates. The DSSS PHY rate

change capability is fully described in 15.2.

15.4.5.8.3 When generated

This primitive shall be generated by the PLCP sublayer to change or set the current DSSS PHY modulation
rate used for the MPDU portion of a PPDU.

15.4.5.8.4 Effect of receipt

The receipt of PMDfiRATE selects the rate that shall be used for all subsequent MPDU transmissions. This

rate shall be used for transmission only. The DSSS PHY shall still be capable of receiving all the required
DSSS PIIY modulation rates.

15.4.5.9 PMD_RATE.indicate

15.4.5.9.1 Function

This primitive, which is generated by the PMD sublayer, indicates which modulation rate was used to

receive the MPDU portion of the PPDU. The modulation shall be indicated in the PLCP Preamble lEEE
802.11 SIGNAUNG field.

15.4.5.9.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD__RATE.indicate(RATE)

ln receive mode. the RA’l‘E parameter informs the PLCP layer which ofthe DSSS PllY data rates was used

to process the MPDU portion of the PPDU. Subclause 15.4.6.4 provides further information on the D888

PHY modulation rates. The DSSS PHY rate change capability is fully described in 15.2.

15.4.5.9.3 When generated

This primitive shall be generated by the PMD sublayer when the PLCP Preamble IEEE 802.11 SIGNALING

field has been properly detected.

15.4.5.9.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only.
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15.4.5.10 PM D_RSS|.indicate

15.4.5.10.1 Function

This optional primitive, which is generated by the PMD sublayer, provides to the PLCP and MAC entity the

received signal strength.

15.4.5.10.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMDflRSSI.indicate(RSSl)

The RSSI shall be a measure of the RF energy received by the DSSS PHY. RSS] indications ofup to 8 bits
256 levels) are supported.

15.4.5.10.3 When generated

This primitive shall be generated by the PMD when the DSSS PHY is in the receive state. It shall be contin—
uously available to the PLCR which, in turn, provides the parameter to the MAC entity.

15.4.5.10.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only. The RSSI may be used in conjunc-

tion with signal quality (SQ) as part ofa CCA scheme.

15.4.5.11 PMDHSQJndicate

15.4.5.11.1 Function

This optional primitive. which is generated by the PMD sublayer, provides to the PLCP and MAC entity the

SQ of the DSSS PHY PN code correlation. The SQ shall be sampled when the DSSS PHY achieves code

lock and shall be held until the next code lock acquisition.

15.4.5.11.2 Semantics of the Service primitive

The primitive shall provide the following parameter:

PMD__SQ.indicate(SQ)

The SQ shall be a measure ofthe PN code correlation quality received by the DSSS PHY. SQ indications of

up to 8 bits (256 levels) are supported.

15.4.5.11.3 When generated

This primitive shall be generated by the PMD when the DSSS PHY is in the receive state and code lock is
achieved. It shall be continuously available to the PLCP. which, in turn. provides the parameter to the MAC

entity.

15.4.5.11.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only. The SQ may be used in conjunc—
tion with RSS[ as part ofa CCA scheme.
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15.4.5.12 PMD__CS.indicate

15.4.5.12.1 Function

This primitive. which is generated by the PHD, shall indicate to the PLCP layer that the receiver has

acquired (locked) the PN code and data is being demodulated.

1545.122 Semantics of the service primitive

The PMD_CS (carrier sense) primitive in conjunction with PMD ED provides CCA status through the

PLCP layer PHYCCA primitive. PNEDWCS indicates a binary status of ENABLED or DISABLED.
PMDWCS shall be ENABLED when the correlator SQ indicated in PMDWSQ is greater than the

CSwTHRESHOLD parameter. PMDWCS shall be DlSABLED when the PMDfiQ falls below the correla—
tion threshold.

15.4.5.123 When generated

This primitive shall be generated by the PHY sublayer when the D888 PHY is receiving a PPDU and the PN
code has been acquired.

15.4.5.12.4 Effect of receipt

This indicator shall be provided to the PLCP for forwarding to the MAC entity for information purposes
through the PHYCCA indicator. This parameter shall indicate that the RF medium is busy and occupied by a

D885 PHY signal. The DSSS PHY should not be placed into the transmit state when PMD_CS is
ENABLED.

15.4.5.13 PMD_ED.indicate

15.4.5.13.1 Function

This optional primitive. which is generated by the PMD, shall indicate to the PLCP layer that the receiver

has detected RF energy indicated by the PMD_RSSI primitive that is above a predefined threshold.

15.4.5.13.2 Semantics of the service primitive

The PMD iED (energy detect) primitive, along with the PMDgSQ, provides CCA status at the PLCP layer

through the PHYCCA primitive. PMD_ED indicates a binary status of ENABLED or DlSABLED.

PMDHED shall be ENABLED when the R851 indicated in PMD_RSSI is greater than the

ED THRESHOLD parameter. PMD_ED shall be DiSABLED when the PMD_RSSI falls below the energy
detect threshold.

15.4.5.13.3 When generated

This primitive shail be generated by the PHY sublayer when the PHY is receiving RF energy from any

source that exceeds the ED_’l‘HRESHOLD parameter.

15.4-.5.13.4 Effect of receipt

This indicator shail be provided to the PLCP for forwarding to the MAC entity for information purposes

through the PMD_ED indicator. This parameter shail indicate that the RF medium may be busy with an RF

energy source that is not DSSS PHY compliant. If a D588 PHY source is being received, the PMD_CS

function Shall be enabled shortly after the PMD_ED function is enabled.
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15.4.5.14 PM D__ED.request

15.4.5.14.1 Function

This optional primitive, which is generated by the PHY PLCP. sets the energy detect EDQTHRESHOLD
value.

15.4.5.14.2 Semantics of the service primitive

The primitive shall provide the following parameters:

PiViDiEDJCQUEStiEDW’liHRESHOLD)

EDfiTHRESHOID is the value that the R381 indicated shall exceed for PMD_ED to be enabled.

15.4.5.14.3 When generated

This primitive shall be generated by the PLCP sublayer to change or set the current DSSS PHY energy
detect threshold.

15.4.5.14.4 Effect of receipt

The receipt of PMDJSD immediater changes the energy detection threshold as set by the
ED_THRESHOLD parameter.

15.4.5.15 PHY-CCAJndicate

15.4.5.15.1 Function

This primitive, which is generated by the PMD, indicates to the PLCP layer that the receiver has detected RF

energy that adheres to the CCA algorithm.

15.4.5.15.2 Semantics of the service primitive

The PHY—CCA primitive provides CCA status at the PLCP layer to the MAC.

15.4.5.15.3 When generated

This primitive shall be generated by the PHY sublayer when the PHY is receiving RF energy from any

source that exceeds the ED_THRESHOLD parameter (PMD‘ED is active), and optionally is a valid corre-
lated DSSS PHY signal whereby PN‘IELC S would also be active.

15.4.5.154 Effect of receipt

This indicator shall be provided to the PLCP for forwarding to the MAC entity for information purposes

through the PHY—CCA indicator. This parameter indicates that the RF medium may be busy with an RF

energy source that may or may not be DSSS PHY compliant. Efa DSSS PHY source is being received. the

PMDfiCS function shall be enabled shortly after the PM.D_ED function is enabled.

15.4.6 PMD operating specifications, general

The following subclauses provide general specifications for the D853 PMD sublayer. 'l‘hese specifications

apply to both the Receive and the Transmit functions and general operation ofa DSSS PHY.
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15.4.6.1 Operating frequency range

The DSSS PHY shall Operate in the frequency range of2.-i GHZ to 2.4835 GM: as allocated by regulatory
bodies in the USA and Europe or in the 2.471 GHZ to 2.497 GI 12: frequency band as allocated by regulatory

authority in Japan.

15.4.6.2 Number of operating channels

The channel center frequencies and CHNLWID numbers shall be as shown in Table 64. The FCC (US), lC

(Canada). and ETSl (Europe) specify operation from 2.4 (31-12 to 2.4835 (ii-12. For MKK (Japan), operation is

specified as 2.471 GHZ to 2.497 GHZ. France allows operation from 2.4465 Gllz to 2.4835 Gill. and Spain
allows operation from 2.445 GHZ to 2.475 GHZ. For each supporth regulatory domain. all channels in Table

64 marked with shall be supported.

Table 64—0388 PHY frequency channel plan

Regulatory domains, _... w,

r a ma x'20' :; x'so' ‘ x'51' l x'32' x'40'
(‘HNLJD Frequency FCC ' IC 3 ETSI Spain lFrancel MKK

2412 MHZ,
3><

j 241”in  

2422 Mill  

2427 MHZ l ><><><><“
2432 MHZ

2437 MHZ

2442 MHZ

x  

 

2447 MHZ 
><_><><><><><><><

2452 Mill  

2457 MHZ
  ><><><><><

   
246'? MHZ 

2472 MHZ |><><><><i
l

‘ 2434 NIH:

 
in a multiple cell network topology, overlapping andi’or adjacent cells using different channels can operate

simultaneously without interference if the distance between the center frequencies is at least 30 MHZ. Chan-

nel 14 shall be designated specifically for operation in Japan.

15.4.6.3 Spreading sequence

The following 1 l—chip Barker sequence shall be used as the PN code sequence:

+l.~l. rl,%l, ~l,+l. ri,+l,el.~l.—l
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The leftmost chip shall be output first in time. The first chip shall be aligned at the start ofa transmitted

symbol. The symbol duration shall be exactiy l i chips long.

15.4.6.4 Modulation and channel data rates

Two modulation formats and data rates are specified for the DSSS PHY: a basic access rare and an enhanced
access mile. The basic access rate shall be based on I Mbitr's DBPSK modulation. The DBPSK encoder is

specified in Table 65. The enhanced access rate shall be based on 2 Mbitis DQPSK. The DQPSK encoder is

specified in Table 66. (in the tables. +jo) shall be defined as counterclockwise rotation.)

Table 65—1 Mbit/s DBPSK encoding table

Phase change (+jm)

 

Dibit pattern (d0,d1)
d0 is first in time

 

 

 

 
15.4.6.5 Transmit and receive in-band and out-of-band spurious emissions

The 9888 PHY shall conform with in—band and out—of-band spurious emissions as set by regulatory bodies.

For the USA, refer to FCC 15.247, 15.305, and 15.209. For Europe, refer to ETS 300~328.

15.4.6.6 Transmit-to-receive turnaround time

The TX-to-RX turnaround time shall be less than 10 us, including the power—down ramp specified in
15.4.7.7.

The TX-to-RX turnaround time shall be measured at the air interface from the trailing edge of the last trans-

mitted symbol to valid CCA detection ofthe incoming signal. The CCA should occur within 25 us(10 us for

turnaround time plus 15 us for energy detect) or by the next slot boundary occurring after 25 us has elapsed

(refer to 15.4.8.4). A receiver input signal 3 dB above the ED threshold described in 15.4.8.4 shall be present
at the receiver.

15.4.6.7 Receive-to-transmit turnaround time

The RX-to-TX turnaround time shall be measured at the MAC/PHY interface, using PHYTXSTART.request

and shall be 35 us. This includes the transmit power-up ramp described in 15.4.7.7.
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15.4.6.8 Siot time

The slot time for the D555 PHY shall be the sum of the RX-to-TX turnaround time (5 psi and the energy
detect time (15 us specified in 15.4.8.4). The propagation delay shall be regarded as being included in the

energy detect time.

15.4.6.9 Transmit and receive antenna port impedance

The impedance of the transmit and receive antenna poms) shall be 50 Q it‘the port is exposed.

15.4.6.10 Transmit and receive Operating temperature range

'l‘hree temperature ranges for full operation compliance to the D585 PHY are specified in Clause 13. Type 1

shall be defined as 0 GC to 40 0C. and is designated for oliice environments. Type 2 shall be defined as ’20 0C

to +5.0 OC. and Type 3 shall be defined as ~30 CC to +70 C’C. Types 2 and 3 are designated for industrial environ-
ments.

15.4.7 PMD transmit specifications

The following subclauses describe the transmit functions and parameters associated with the PMD sublayer.

15.4.7.1 Transmit power ievels

The maximum allowable output power as measured in accordance with practices specified by the regulatory
bodies is shown in Table 67. In the USA, the radiated emissions should also conform with the IEEE uncon-

trolled radiation emission standard (EEEE Std C95.l-1991).

Table ST—Tra nsmit power levels

Maximum output power Geographic location l Compliance document

iflfll‘l mW I USA FCC 15.247

100 mW (Ii-IR?) l Europe . ETS 3097328  

l0 mW/MHZ g Japan MPT ordinance for Regulating Radio
i 9 Equipment. Article 49-20
 

15.4.7.2 Minimum transmitted power level

The minimum transmitted power shall be no less than 1 mW.

15.4.7.3 Transmit power level control

Power control shall be provided for tranSmitted power greater than IOO row. A maximum of four power

levels may be provided. At a minimum. a radio capable oftransmission greater than 100 mW shall be capa-
ble of switching power back to 100 mW or less.

15.4.7.4 Transmit spectrum mask

The transmitted spectral products shall be less than #30 dBr {dB relative to the $ka peak) for}; — 22 Nin

<f<fc —1 l MHZJL —1 l Nle <f<fC + 32 Nil-l2, _5[l dBr forf<fc ---22 MHz, andf>jé + 22 MHZ, wherefC
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is the channel center frequency. The transmit spectral mask is shown in Figure 96. The measurements shall

be made using IOO klrlz resolution bandwidth and a 30 kHz video bandwidth.

Transmit Spectrum Mask \ 0 mar Unfiltered Sinxlx

  
  

fc 22 MHz fc -11 MHz fc fc 4111 MHz to 422 Mhz

Figure 96—Transmit spectrum mask

15.4.7.5 Transmit center frequency tolerance

The transmitted center frequency tolerance shall be i25 ppm maximum.

15.4.7.6 Chip clock frequency tolerance

 
The PM code chip clock frequency tolerance shall be better than :75 ppm maximum.

15.4.7.7 Transmit power-on and power-down ramp

The transmit power-on ramp for |O% to 90% of maximum power shall be no greater than 2 us. The transmit
power-on ramp is shown in Figure 97.

      

4

Transmit _ Max Tx Power
Power ir—

Output __ 90% MAX

3
in p 10% MAX

27 3 I 4 Time as ’

Figure 97—Transmit power-on ramp

The transmit power—down ramp for 90% to 10% maximum power shall be no greater than 2 us. The transmit

power down ramp is shown in Figure 98.

The transmit pOWer ramps shall be constructed such that the DSSS PHY emissions conform with the Spuri—
ous frequency product specification defined in 15.4.6.5.
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Transmit Max TX Power
Power

Output 90% MAX

Figure 98—Transmit power-down ramp

15.4.7.8 RF carrier suppression

The RF carrier suppression. measured at the channel center frequency, shall be at least l5 dB below the peak

SIN(_x)/x power spectrum. The RF carrier suppression shall be measured while transmitting a repetitive 01

data sequence with the scrambler disabled using DQPSK modulation. A 100 kHz resolution bandwidth shall

be used to perform this measurement.

15.4.7.9 Transmit modulation accu racy

The transmit modulation accuracy requirement for the D888 PHY shall be based on the difference between the
actual transmitted waveform and the ideal signal waveform. Modulation aCcuracy shall be determined by

measuring the peak vector error magnitude measured during each chip period. Worst-case vector error magni-

tude shall not exceed 0.35 for the normalized sampled chip data. The ideal complex I and Q constellation points
associated with DQPSK modulation (0.7070707), (0.707, «0.707)., (~0.707, 0.707). (“0.707, «0.707) shall be

used as the reference. These measurements shall be from baseband l and Q sampled data after recovery through

a reference receiver system.

Figure 99 illustrates the ideal DQPSK constellation points and range of worst-case error specified for modu—

lation accuracy.

Error vector measurement requires a reference receiver capable of carrier lock. All measurements shall be
made under carrier lock conditions. The distortion induced in the constellation by the reference receiver

shall be calibrated and measured. The test data error vectors described below shall be corrected to compen—
sate for the reference receiver distortion.

The lEEE 802.1] vendor compatible radio shall provide an exposed TX chip clock. which shall be used to

sample the l and Q outputs of the reference receiver.

The measurement shall be made under the conditions of continuous DQPSK transmission using scrambled
all ls.

The eye pattern of the 1 channel shall be used to determine the I and Q sampling point. The chip clock
provided by the vendor radio shall be time delayed such that the samples fall at a 1/2 chip period offset from

the mean ofthe zero crossing positions ofthe eye (see Figure 100). This is the ideal center of the eye and

may not be the point of maximum eye opening.
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Range of Worst«Case Error Ideal Constellation Point

 
 

 
 

- ‘ ~ Measured Point

‘1‘"“Error Vector

 
 

A

A
m

P
l
i
t

U Geometric
d Center
e

f , Time
3 Ideal Sample Point g

Vendor

Chip Clock
 

Figure 100——-Chip clock alignment with baseband eye pattern

Using the aligned chip clock, 1000 samples of the [and Q baseband outputs from the reference receiver are

captured. The vector error magnitudes Shall be Calculated as foIIows:

Calculate the dc ofi‘sets for l and Q samples.

I000

[imam :- 2 WWI/1000n"I

1000

= Z lQin)l/1000H’-I
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Calculate the dc corrected I and Q samples for all n =1000 sample pairs.

[chi/7): [(77) _ [mean

QM"): Q0” " Qmeun

Calculate the average magnitude of] and Q samples.

lUUU

[mag = 2 lldcwll/lOOOn r: l

WOO

e Z lecln)l/1000177:1

Calculate the normalized error vector magnitude for the [dc(n)/Qdc(n) pairs.

[\N-—
 

, i . 2 , 2 .

Lenin) : X ({lldc(n) ’/Imag} + {lec(n)l/Qmag} _ 1' correction

with Vcommon = error induced by the reference receiver system.

A vendor DSSS PHY implementation shall be compliant if for all n =1000 samples the following condition
is met:

l’mm) -< 0.35

15.4.8 PMD receiver specifications

The following subclauses describe the receive functions and parameters associated with the PMD sublayer.

15.4.8.1 Receiver minimum input level sensitivity

The frame error ratio (FER) shall be less than 8X 1 0‘2 at an MPDU length of 1024 bytes for an input level of
780 dBm measured at the antenna connector. This FER shall be specified for 2’. Mbit/s DQPSK modulation.

The test for the minimum input level sensitivity shall be conducted with the energy detection threshold set
S 780 dBm.

15.4.8.2 Receiver maximum input level

The receiver shall provide a maximum FER of 8x 1 0—2 at an MPDU length of l024 bytes for a maximum input
level ot'r4 dBm measured at the antenna. This FER shall be specified for 2 Mbit/s DQPSK modulation.

15.4.8.3 Receiver adjacent channel rejection

Adjacent channel rejection is defined between any two channels with 230 MHz separation in each channel
group defined in 15.4.6.2.

The adjacent channel rejection shall be 2 35 dB with an FER ot'Bx 10“2 using 2 Mbit/s DQPSK modulation
described in [5.4.6.4 and an MPDU length of 1024 bytes.
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The adjacent channel rejection shall be measured using the following method:

Input 3 2 Mbit/s DQPSK modulated signal at a level 6 dB greater than specified in 15.4.8.1. In an adjacent
channel (230 Mill separation as defined by the channel numbering). input a signal modulated in a similar
fashion that adheres to the transmit mask specified in 15.4.7.4 to a level 4! dB above the level specified in

I5.4.8. I . The adjacent channel signal shall be derived from a separate signal source. It cannot be a frequency

shifted version ofthe reference channel. Under these conditions, the FER shall be no worse than 8X10'2.

15.4.8.4 CCA

The DSSS PHY shall provide the capability to perform CCA according to at least one ofthe following three
methods:

— CCA Mode [: Energy above threshold. CCA shall report a busy medium upon detection of any
energy above the ED threshold.

7 CCA Mode 2: Carrier sense only. CCA shall report a busy medium only upon detection of a D858

signal. This signal may be above or below the ED threshold.

— CCA Mode 3: Carrier sense with energy above threshold. CCA shall report a busy medium upon
detection of a D388 signal with energy above the ED threshold.

The energy detection status shall be given by the PMD primitive, PMD_ED. The carrier sense status shall be

given by PMD__CS. The status of PMD__ED and PMD_CS is used in the PLCP convergence procedure to

indicate activity to the MAC through the PHY interface primitive PHY—CCA.indicate.

A busy channel shall be indicated by Pl‘lY—CCAJndicate ofclass BUSY.

A clear channel shall be indicated by PHY-CCA.indicate ofclass lDLE.

The PHY MlB attribute dotllCCAMochupported shall indicate the appropriate operation modes. The

PHY shall be configured through the PHY MlB attribute dot] lCurrcntCCAMode.

The CCA shall be TRUE ifthere is no energy detect or carrier sense. The CCA parameters are subject to the

following criteria:

a) The energy detection threshold shall be S 780 dBm for 'l‘X power ‘> 100 mW. 776 dBm for 50 mW «2'
TX power 5 100 mW. and 770 dBm for TX power 5 50 mW.

b) With a valid Signal (according to the CCA mode ofoperation) present at the receiver antenna within

5 us ofthc start ofa MAC slot boundary. the CCA indicator shall report channel busy before the end

ofthe slot time. This implies that the CCA signal is available as an exposed test point. Refer to Fig-

ure 47 for a definition ofslot time boundary.

c) in the event that a correct PLCP Header is received, the D858 Pl’lY shall hold the CCA signal inac-

tive (channel busy) for the full duration as indicated by the PLCP LENGTH field. Should a loss of

carrier sense occur in the middle of reception, the CCA shall indicate a busy medium for the
intended duration of the transmitted packet.

Conformance to DSSS PHY CCA shall be demonstrated by applying a D885 compliant signal. above the

appropriate ED threshold a), such that all conditions described in b) and 0) above are demonstrated.
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16. Infrared (IR) PHY specification

16.1 Overview

The physical layer for the infrared system is specified in this clause. The IR PHY uses near-visible light in

the 850 nm to 950 nm range for signaling. This is similar to the spectral usage of both common consumer

devices such as infrared remote controls. as well as other data communications equipment. such as infrared
DataAssociation (erA) devices.

Unlike many other infrared devices, however, the 1R PHY is not directed. That is. the receiver and transmit—

ter do not have to be aimed at each other and do not need a clear line-of-sight. This permits the construction

ofa true LAN system, whereas with an aimed system. it would be difficult or impossible to install a LAN
because ofphysical constraints.

A pair of conformant infrared devices would be able to communicate in a typical environment at a range up
to about 10 m. This standard allows conformant devices to have more sensitive receivers. and this may

increase range up to about 20 m.

The IR PHY relies on both reflected infrared energy as well as line-of—sight infrared energy for communica—

tions. Most designs anticipate that all of the energy at the receiver is reflected energy. This reliance on
reflected infrared energy is called di/fitse infrared transmission.

This standard specifies the transmitter and receiver in such a way that a conformant design will operate well

in most enVironments where there is no line-of—sight path from the transmitter to the receiver. However, in an

environment that has few or no rellecting surfaces. and where there is no line-of—sight. an IR PHY system
may suffer reduced range.

The lR Pl lY will operate only in indoor environments. Infrared radiation does not pass through walls. and is
significantly attenuated passing through most exterior windows. This characteristic can be used to “contain”

an IR PHY in a single physical room, like a claserom or conference room. Different LANS using the IR

PHY can operate in adjacent rooms separated only by a wall without interference, and without the possibil-
ity of eavesdropping.

At the time ofthis standards preparation. the only known regulatory standards that apply to the use of infra-
red radiation are safety regulations. such as IEC 60825—1: 1998 [B2] and ANSI 21361-1993 [131]. While a

conformant 1R PHY device can be designed to also comply with these safety standards. conformance with
this standard does not ensure conformance with other standards.

Worldwide. there are currently no frequency allocation or bandwidth allocation regulatory restrictions on
infrared emissions.

Emitter (typically LED) and detector (typically PIN diode) devices for infrared communications are rela-

tively inexpensive at the infrared wavelengths specified in the IR PHY, and at the electrical operating fre

quencies required by this PHY.

While many other devices in common use also use infrared emissions in the same optical band. these devices

usually transmit infrared intermittently and do not interfere with the proper operation of a compliant IR

PHY. if such a device does interfere. by transmitting continuously and with a very strong signal, it can be
physically isolated (placing it in a different room) from the lEEE 802.11 LAN
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16.1.1 Scope

The PHY services provided to the l'EEE 802.1 1 wireless LAN MAC by the 1R system are described in this

clause. The IR PHY layer consists oftwo protocol functions as follows:

a) A physical layer convergence function. which adapts the capabilities ofthe physical medium depen—

dent (PMD) system to the PHY service. This function is supported by the physical layer conver-
gence procedure (PLCP). which defines a method of mapping the lEEE 802.11 MAC sublayer

protocol data units (MPDU) into a framing format suitable for sending and receiving user data and

management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and receiv—

ing data through. the wireless medium (WM) between two or more STAs.

16.1.21R PHY functions

The IR PHY contains three functional entities: the PMD function. the physical layer convergence function.

and the layer management function. Each of these functions is described in detail below.

The IR PHY service is provided to the MAC entity at the STA through a service access point (SAP) as

described in Clause 12. For a visual guide to the relationship of the 1R PHY to the remainder of the system.
refer to Figure 11.

16.1.2.1 PLCP sublayer

To allow the lEEE 802.11 MAC to operate with minimum dependence on the PMD sublayer. a physical

layer convergence sublayer is defined. This function simplifies the PHY service interface to the 151313 802.1 1

MAC services. The PHY-specific preamble is normally associated with this convergence layer.

16.1.2.2 PMD sublayer

The PMD subiayer provides a clear channel assessment (CCA) mechanism. transmission mechanism. and

reception mechanism that are used by the MAC via the PLCP to send or receive data between two or more
STAs.

16.1.2.3 PHY management entity tPLME)

The PLME performs management of the local Pll‘y' functions in conjunction with the MAC management

entity. Subclause 16.4 lists the M113 variables that may be accessed by the PHY sublayer entities and intra-
layer of higher-layer management entities (LMEs). These variables are accessed via the PLME-GET.
PLME—SET, and PLME~RESET primitives defined in Clause 10.

16.1.3 Service specification method and notation

The models represented by figures and state diagrams are intended as illustrations of functions provided. it is

important to distinguish between a model and a real implementation. The models are optimized for simplic—

ity and clarity of presentation; the actual method of implementation is left to the discretion of the [BBB

802.11 IR PHY compliant developer. Conformance to this standard is not dependent on following the model,

and an implementation that follows the model closely may not be conformant.

Abstract services are specified here by describing the service primitives and parameters that characterize

each service. This definition is independent of any particular implementation. In particular. the PHY-SAP
operations are defined and described as instantaneous: hOWever. this may be difiicult to achieve in an imple—
mentation.
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16.2 IR PLCP sublayer

While the PLCP sublayer and the PMD sublayer are described separately, the separation and distinction

between these sublayers is artificial, and is not meant to imply that the implementation must separate these

functions. This distinction is made primarily to provide a point of reference from which to describe certain

functional components and aspects ofthe PMD. The functions ol‘the PLCP can be subsumed by a PMD sub—

Iayer; in this case, the PMD will incorporate the PHY—SAP as its interface. and will not offer a PMD-SAP.

16.2.1 Overview

A convergence procedure is provided by which MPDL’s are converted to and from PLCPDUS. During trans-

mission. the MPDU (PLCSDU) is prepended with a PLCP Preamble and PLCP Header to create the

PLCPDU. At the receiver, the PLCP Preamble is processed and the internal data fields are processed to aid in

demodulation and delivery ot‘the MPDU (PSDU).

16.2.2 PLCP frame format

Figure 101 shows the format for the PLCPDU including the PLCP Preamble, the PLCP Header, and the PSDU.

The PLC P Preamble contains the following fields: Synchronization (SYNC) and Start Frame Delimiter (S PD).

The PLCP Header contains the following fields: Data Rate (DR), DC Level Adjustment (DCLA), Length

(LENGTH), and Cyclic Redundancy Check (CRC). Each of these fields is described in detail in |6.2.4.

PLCP Preamble PLCP Header
PSDU

57- 73 slots 4 slots 3 slots 32 slots 16 bits 16 bits variable number of octets

Figure 101—PLCPDU frame format

16.2.3 PLCP modulation and rate change

The PLCP Preamble shall be transmitted using the basic pulse defined in 16.3.3.2. The PLCSDU. LENGTH.

and CRC fields shall be transmitted using pulse position modulation (PPM). PPM maps bits in the octet into

symbols: 16-PPM maps four bits into a 16-position symbol, and 4-PPM maps two bits into a 4-position

symbol. The basic L-PPM time unit is the slot. A slot corresponds to one ofthe L positions ofa symbol and
has a 250 ns duration. The PLCSDU. LENGTH, and (RC fields are transmitted at one of two bit rates:

1 Mbit/s or 2 Mbit/s. The Data Rate field indicates the data rate that will be used to transmit the PLCSDU,

LENGTH, and CRC fields. The 1 Mbit/s data rate uses 16uPPM (basic access rate), and the 2 Mbit/s data

rate uses 4—PPM (enhanced access rate). The transmitter and receiver will initiate the modulation or demod-

ulation indicated by the DR field starting with the first 4 bits (in 16—PPM) or 2 bits (in 4-PPM) of the

LENGTH field. The PSDU transmission rate is set by the DATARATE parameter in the PHY-

TXSTART.request primitive. Any conformant TR PHY shall be capable of receiving at 1 Mbit/s and 2 Mbit/

s. Transmission at 2 Mbit/s is optional.

A PHY—TXSTART.request that specifies a data rate that is not supported by a PHY instance will cause the

PHY to indicate an error to its MAC instance. A PHY is not permitted under any circumstance to transmit at

a different rate than the requested rate.
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16.2.4 PLCP field definitions

16.2.4.1 PLCP Synchronization (SYNC) fieid

The SYNC field consists ofa sequence of alternated presence and absence ofa pulse in consecutive slots.

The SYNC field has a minimum length of S7 L-PPM slots and a maximum length of 73 L—PPN‘i slots and

shali terminate with the absence ofa pulse in the last slot. This fieid is provided so that the receiver can per—
form cloek recovery [slot synchronization). automatic gain control (optional). signal-to-noise ratio estima-
tion (optional), and diversity selection (optional).

The SYNC field is not modulated using L-PPM. but instead consists of transitions in L-PPM slots that would

otherwise constitute an illegal symbol. See 16.3.2.l for legal symbols.

16.2.4.2 PLCP Start Frame Deiimiter (SFD) field

The SFD field length is four L-PPM slots and consists of the binary sequence i001, where 1 indicates a
pulse in the L—PPM slot and 0 indicates no pulse in the L-PPM slot. The leftmost bit shall be transmitted

first. The SFD field is provided to indicate the start of the PLCP Preamble and to perform bit and symbol

synchronization.

The SFD field is not modulated using L-PPM, but instead consists oftransitions in [.«PPM slots that would
otherwise constitute an illegal symbol.

16.2.4.3 PLCP Data Rate (DR) field

The DR field indicates to the PHY the data rate that shall be used for the transmission or reception of the

PLCSDU. LENGTH, and CRC fields. The transmitted value shall be provided by the PHY-

TXSTART.request primitive as deseribed in Clause 12. The DR field has a length of three L—PPM slots.

The leftmost bit. as shown below, shall be transmitted first. The IR PHY currently supports two data rates

defined by the slot pattern shown for the three L-PPM slots following the SFD, where 1 indicates a pulse in

the L-PPM slot and 0 indicates no pulse in the L-PPM slot:

leit/s: 000

ZVlbit/s: 001

The DR field is not modulated using L—PPM, but instead consists of transitions in L—PPM slots that would
otherwise constitute an illegal symbol.

16.2.4.4 PLCP DC Level Adjustment (DCLA) field

The DCLA field is required to allow the receiver to stabilize the dc level after the SYNC. SFD. and DR

fields. The leftmost bit. as shown below. shall be transmitted first. The length ofthe DCLA field is 32 L-PPM

slots and consists of the contents shown, where 1 indicates a pulse in the L-PPM slot and 0 indicates no
pulse in the L-PPM slot:

l Mbit/s: 00000000100000000000000010000000

2Mbit/s: 001000l0001000100010001000100010

The DCLA field is not modulated using L—PPM. but instead consists of transitions in L—PPM siots that

would otherwise constitute an illegal symbol.
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16.2.4.5 PLCP LENGTH field

The LENGTH field is an unsigned 16—bit integer that indicates the number of octets to be transmitted in the
PSDU The transmitted value shall be provided by the PHYTXSTARTrequest primitive as described in
Clause 12. The lsb shall be transmitted first. This field is modulated and sent in L-PPM format. This field is

protected by the CRC described in 16.2.4.6.

16.2.4.6 PLCP CRC field

The LENGTH field shall be protected by a 16-bit CRC-CCITT. The CRC—CCITT is the one‘s complement

ofthe remainder generated by the modulo 2 division ofthe LENGTH field by the polynomial:

xisirxizfipxsfl

The protected bits will be processed in transmit order. The msb of the 16-bit CRC-CClTT shall be transmitted
first. This field shall be modulated and sent in L-PPM format. All CRC—CCITT calculations shall be made prior

to L-PPM encoding on transmission and after L-PPM decoding on reception.

16.2.4.7 PSDU field

This field is composed of a variable number of octets. The minimum is 0 (zero) and the maximum is
2500. The lsb ofeach octet shall be transmitted first. All the octets ofthis field shall be modulated and sent in

L—PPM format.

16.2.5 PLCP procedures

16.2.5.1 PLCP transmit procedure

All commands issued by the MAC require that a confirmation primitive be issued by the PHY. The confirma—

tion primitives provide flow control between the MAC and the PHY.

The transmit procedure is as follows:

3) Based on the status of CCA, the MAC shall determine whether the channel is clear.

b) ll‘the channel is clear, transmission ol‘thc PSDU shall be initiated by a PHY-i'XSTAR’l‘request with

parameters LENGTH and DATARATE.

c) The PHY entity shall immediately initiate transmission of the PLCP Preamble and PLCP Header

based on the LENGTH and DATA RATE parameters passed in the PHY—TXSTARTrequest. Once the

PLCP Preamble and PLCP Header transmission is completed7 the PHY entity shall issue a PHY-
TXSTARTconfirm.

d) Each octet ofthe PSDU is passed from the MAC to the PHY by a single PHY-DATA.request primi-
tive. Each PllY-DATA.request shall be confirmed by the PHY with a PHY-DATA.confirm before the

next request can be made.

:3) At the PHY layer each PSDU octet shall be divided into symbols of 2 bits or 4 bits each. The

symbols shall be modulated using L-PPM and transmitted into the medium.

i) Transmission is terminated by the MAC through the primitive PHY-TXEND.request. Thc PHY shall

confirm the resulting end oftransmission with a PHY-TXEND,confirm.
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16.2.5.2 PLCP receive procedure

The receive procedure is as follows:

a) CCA is provided to the MAC via the PHY-CCA.indicate primitive. When the PHY senses activity on

the medium. it shall indicate that the medium is busy with a PHY-CCA.indicate with a value of

BUSY. This will normally occur during the SYNC field ofthe PLCP Preamble.

b) The PHY entity shall begin searching for the SFD field. Once the SFD field is detected. the PHY

entity shall attempt to receive the PLCP Header. Alter receiving the DR and DCLA fields, the PHY

shall initiate processing ofthe received CRC and LENGTH fields. The data rate indicated in the DR

field applies to all symbols in the latter part of the received PHYSDU, commencing with the first

symbol ofthe LENGTH field. The CRCoCCITT shall be checked for correctness immediately after

its reception.

c) If the CRC-CCITT check fails. or the value received in the DR field is not one supported by the
PHY. then a PHY-RXSTART.indicate shall not be issued to the MAC. When the medium is again
free. the PHY shall issue a PHY-CCA.indicate with a value of IDLE.

d) If the PLCP Preamble and PLCP Header reception is successful. the PHY shall send a PHY-

RXSTART.indicate to the MAC; this includes the parameters DATARATE and LENGTH.

In the absence of errors. the receiving PHY shall report the same length to its local MAC, in the
RXVECTOR parameter of the PHY—RXSTART.indicate primitive, that the peer MAC presented to

its local PHY entity in the TXVECTOR parameter of its respective PHY-TXSTART.request.

e) The received PLCSDU L-PPM symbols shall be assembled into octets and presented to the MAC

using a series of PHY-DATA.indicate primitives, one per octet.

t’) Reception shall be terminated after the reception of the final symbol ofthe last PLCSDL‘ octet indi—
cated by the PLCP Header’s LENGTH field. After the PHY-DATA.indicate for that octet is issued.

the PHY shall issue a PHY-RXENDindicate primitive to its MAC.

g) Alter issuing the PHY—RXEND.indicate primitive, and when the medium is no longer busy, the PHY
shall issue a PHY—CCA.indicate primitive with a value of IDLE.

16.2.5.3 CCA procedure

CCA is provided to the MAC via the PHY—CCA.indicate primitive.

The CCA procedure is as follows:

a) When the PHY senses activity on the medium. a PHY-CCA.indicate primitive with a value of BUSY

shall be issued. This will normally occur during reception ofthe SYNC field ofthe PLCP Preamble.
b) When the PHY senses that the medium is free, a PHY—CCA.indicate primitive with a value oleLE

shall be issued.

c) At any time, the MAC may issue a PHY~CCARESETrequest primitive, which will reset the PHY’s

internal CCA detection mechanism to the medium not~busy (IDLE) state. This primitive will be

acknowledged with a PHY~CCARESETc0nfirm primitive.
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16.2.5.4 PMDHSAP peer-to-peer service primitive parameters

Several service primitives include a parameter Vector. This vector shall be a list of parameters that may vary

depending on PHY type. Table 68 indicates the parameters required by the MAC or IR PHY in each of the

parameter vectors used for peereto—peer interactions.

Table 68--|R PMD_SAP peer-to-peer service primitives

Parameter I Associated primitive

i, morn RXVECTOR, TXVECTOR 4 to 2’6 — 1   
DATARATE RXVECTOR. TXVECTOR PHY dependent

16.3 IR PMD sublayer

The lR PMD sublayer does not define PMD SAPS. The mechanism for communications between the PLCP

and PMD sublayers, as well as the distinction between these two sublayers, if any, is left to implementors. in
particular, it is possible to design and implement. in a conformant way, a single sublayer that subsumes the

functions of both the PLCP and PMD, presenting only the PHY—SAP.

16.3.1 Overview

The PMD functional. electrical, and optical characteristics required for interoperability of implementations

conforming to this specification are described in this subclause. The relationship ofthis specification to the

entire IR physical layer is shown in Figure 11.

16.3.2 PMD operating specifications, general

General specifications for the lR PMD sublayer are provided in this subclause. These specifications apply to
both the receive and transmit functions and general operation of a compliant 1R PHY.

16.3.2.1 Modulation and channel data rates

Two modulation formats and data rates are specified for the IR PHY: a basic access rate and an enhanced
access rare. The basic access rate is based on 1 Mbit/s 16-PPM modulation, The l6-PPM encoding is speci-

fied in Table 69. Each group of 4 data bits is mapped to one of the its—PPM symbols. The enhanced access

rate is based on 2 Mbit/s 4*PPM. The 4-PPM encoding is specified in Table 70. Each group of2 data bits is

mapped to one of the 4-PPM symbols. Transmission order of the symbol slots is from left to right, as shown
in the table. where a l indicates in-hand energy in the slot. and a, 0 indicates the absence ofin-band energy in
the slot.
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The data in Table 69 and Table 70 have been arranged (gray coded) so that a single out—of—position-by-one

error in the medium, caused. for exam ple. by intersymbol interference, results in only a single bit error in the

received data, rather than in a multiple bit error.

Table 69—Sixteen-PPM basic rate mapping

iii—PPM symbol

OOOOOOOOOOOOGOOl 
OOGOOGOOOOOOGOlO 

0000000000000100

0000000000001000 
OOOOOOOGGOOlOOOO 
OOOOOOOGOGlOOOGO 
OOOOOOOOOlOOOGOO 
OODOOOOOLOGODGOD 

OOOOOOGlOOOOOOGO I 

0000001000600000 
OOODOlOOOOOOOOOO 

oooblooooooooooo
OOOlOOOOOOOOOOOO 

OOlOOOOOOOOOOOOO 

OlOOOOOOOOOOOOOO 
lOOOOOOOOOOOOOOO 

16.3.2.2 Octet partition and PPM symbol generation procedure

Since PPM is a block modulation method. with the block size less than a full octet, octets have to be parti—

tioned prior to modulation (mapping into PPM symbols}.

Octet partition depends on the PPM order being used.

Assume an octet is formed by eight bits numbered 7 6 5 4 3 2 1 0, where bit 0 is the Isb. Partition the octet as
follows:

For l6—PPM, create two PPM symbols:

— The symbol using bits 3 2 l 0 shall be transmitted onto the medium first.

—- The symbol using bits 7 6 5 4 shall be transmitted onto the medium last.
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For 4-PP3-i. create four PPM symbols:

—~ The symbol using bits I i) shall be transmitted onto the medium first.

~ The symbol using bits 3 2 shall be transmitted onto the medium second.

- The symbol using bits 5 4 shall be transmitted onto the medium third.

« The symbot using bits 7 6 shall be transmitted onto the medium last.

16.3.2.3 Operating environment

The [R PHY will operate only in indoor environments. [R PHY interfaces cannot be exposed to direct sun-

light. The [R PHY relies on reflected infrared energy and does not require a line-of—sight between emitter

and receiver in order to work properly. The range and bit error rate ofthe system may vary with the geometry
of the environment and with natural and artificial illmnination conditions.

16.3.2.4 Operating temperature range

The temperature range for full operation compliance with the lR PHY is specified as 0 DC.‘ to 40 CC.
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16.3.3 PMD transmit specifications

The following subclauses describe the transmit functions and parameters associated with the PMD sublayer.

16.3.3.1 Transmitted peak optical power

The peak optical power of an emitted pulse shall be as specified in Table 71.

Table Tim—Peak optical power as a function of emitter radiation pattern mask

Emitter radiation

pattern mask
Peak optical power

Mask 1 2 w i 20% 
 

Mask 2 0.55 w 20%
 

16.3.3.2 Basic pulse shape and parameters

The basic pulse width. measured between the 50% amplitude points, shall be 250 i 10 ns. The pulse rise

time. measured between the 10% and 90% amplitude points, shall be no more than 40 ns. The pulse fall

time, measured between the 10% and 90% amplitude points, shall be no more than 40 ns. The edge jitter,

defined as the absolute deviation 0fthe edge from its correct position, shall be no more than 10 us. The basic
pulse shape is shown in Figure 102.

9%. ..

 
9—450 ns :10 ns

Jitter e10 ns HJitter :10 ns

Figure 102—«Basic pulse shape
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16.3.3.3 Emitter radiation pattern mask

The standard contains two emitter radiation pattern masks. Mask 1 is defined in Table 72 and illustrated in
Figure 103. Mask 2 is defined in Table 73 and illustrated in Figure 105.

Table 72-~Definition of the emitter radiation pattern mask 1

Declination angie - Normaiized irradiance

 

 

ALT-caifi‘ £1.15x10'4—{71X iii-7m.

57‘ <as‘74‘ £2.98x 1t)'4~i3.9>< roam 

74' «1390‘ : $4.05X10F5—l45 x10'7ie

 
Normalized lR-radiance, chm'

100

80

60

uW/cm’
40

20 
0° 10° 20° 30° 40° 50° 60" 70" 80° 90° 

Emitting Angle. Degrees

Figure WIS—Emitter radiation pattern mask 1

Following is a description of how to interpret the Mask 1 table and figure. Position the conformant Mask 1

device in its recommended attitude. Define the conformant Mask 1 device axis as the axis passing through

the emitter center and having the direction perpendicular to the floor. The mask represents the irradiance nor-
malized to the total peak emitted power, as a function of the angle between the conformant Mask 1 device

axis and the axis from the emitter center to the test receiver center (declination angle]. The distance between

emitter and test receiver is 1 m. The test. receiver normal is aiways aimed at the emitter center. The azimuth

angle is a rotation angle on the conformant device axis.

A device is conformant if for any azimuth angle its radiation pattern as a function of declination angle falls

within the pattern mask.

Figure 104 is a description of how to interpret the Mask 2 table with reference to Figure 105.
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Table 73—Definition of emitter radiation pattern mask 2

Declination angle Pitch angle Normalized irradiance

a s ()0 ~ 3 0.05 i 15%

a s 90 I 0.025 1 15% 
(x2100 $0,015 

0 gas 60 . 0.035 s 1 g 0.055
0Sa$60
  

OSOLS6O

 
 

Irradiance@1m 
O 20 40 60 80 100 120 140

9:

Egg
DecIination AngIe

Figure 105—Emitter radiation pattern mask 2
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Position the conformant Mask 2 device in its recommended attitude. Define the conformant Mask '2 device

axis as passing through the emitter center and having the direction relative to the device as defined by the

manufacturer. The declination angle plane is as defined by the manufacturer. The mask represents the irradi-
ance normalized to the peak emitted power on the conform-ant Mask 2 device axis. as a function ofthe angle
between the conformant device axis and the axis from the emitter center to the test receiver center {declina-

tion angle) in the declination plane. The distance between emitter and test receiver is 1 m. The test receiver

normal is always aimed at the emitter center. The pitch angle is an angle relative to the conformant device
axis which is perpendicular to the declination plane.

The device is conformant if. for a pitch angle oft] degrees. at any declination angle from 0 to 100 degrees.

and if. for any declination angle from 0 to 60 degrees. at any pitch angle from t} to 20 degrees, its radiation
pattern as a function of angle falls within the pattern mask.

Other radiation patterns are for future study.

16.3.3.4 Optical emitter peak waveiength

The optical emitter peak wavelength shall be between 850 nm and 950 nm.

16.3.3.5 Transmit spectrum mask

Define the transmit spectrum of a transmitter as the Fourier Transform. or equivalent, of a voltage (or cur-

rent) signal whose amplitudc. as a function of time. is proportional to the transmitted optical power.

The transmit spectrum of a conformant transmitter shall be 20 dB below its maximum for all frequencies
above 15 MHZ. The transmit spectrum mask is shown in Figure 106.

(MB

20 dB at 15 MHZ

20 dB 
O MHZ 15 MHZ

Figure 106—Transmit spectrum mask

16.3.4 PMD receiver specifications

The following snbclauses describe the receive functions and parameters associated with the PMD sublayer.
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16.3.4.1 Receiver sensitivity

The receiver sensitivity. delined as the minimum irradiance (in mW/ctnz) at the photodetector plane required
for a frame error ratio (FER) OWE-<10"3 with a PLCSDU ot‘S l2 octets and with an unmodulated background
[R source between 800 nm and 1000 nm with a level ot‘0.l m W/cml, shall be

i Mbit/s: 2 >< iorfinwmm2

2 Mbit/s: 8 x 10-5mw./cm2

16.3.4.2 Receiver dynamic range

The receiver dynamic range, defined as the ratio between the maximum and minimum irradiance at the plane
normal to the receiver axis that assures an FER lower than or equal to 4 X 10-3 with a PLCSDU OH 12 octets

and with an unmodulated background [R source between 800 nm and 1000 nm with a level of 0.1 mW/cmz,
shall be 230 dB.

16.3.4.3 Receiver field-of-view (FOV)

The receiver axis is defined as the direction of incidence ofthe optical signal at which the received optical
power is maximum.

The received optical power shall be greater than the values given in Table 74, at the angles indicated, where
“angle of incidence” is the angle of the optical signal relative to the receiver axis, and "received power” is

the received optical power as a percentage of that measured at the receiver axis.

Table 74—Definition of the receiver field of view

Angle ofineidenee i Received power

 

 

  
16.3.5 Energy Detect, Carrier Sense, and CCA definitions

16.3.5.1 Energy Detect (ED) signal

The ED signal, shall be set true when IR energy variations in the band between 1 MHz and 10 MHz exceed
0001 mW/cm3_

The ED shall operate independently of the CS. The ED shall not be asserted at the minimum signal level

specified in 16.3.4.1, which is below the level specified in this subclause.

This signal is not directly available to the MAC.

16.3.5.2 Carrier Sense (CS) signal

The CS shall be asserted by the PHY when it detects and locks onto an incoming PLCTP Preamble signal.
Conforming PHYS Shall assert this condition within the first 12 its ol‘signal reCeption, at the minimum signal
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level equal to the receiver sensitivity specified in 16.3.4.1, with a background IR level as specified in
16.3.4.1.

The CS shall be deasserted by the PHY when the receiving conformant device loses carrier lock.

NOI'Em-Thc 12 its specification is somewhat less than the minimum length ot‘thc PLC‘P SYNC interval. which is 14.25 as.

The CS shall operate independently of the ED and shall not require a prior ED before the acquisition and

assertion of CS. This permits reception of signals at the minimum signal level specified in 16.3.4.1, even

though these signals fall below the ED level.

This signal is not directly available to the MAC.

16.3.5.3 CCA

CCA shall be asserted “lDLE” by the PHY when the CS and the ED are both false, or when ED has been

continuously asserted for a period of time defined by the product of dotl lCCAWatchdogTimerMax and

dotl lCCAWatchdogCountMax without CS becoming active. When either CS or ED g0 true, CCA is indi-
cated as “BUSY” to the MAC via the primitive Pl-lY—CCA.indicate. CS and DE behavior are defined in
16.3.5.2.

Normally, CCA will be held “BUSY” throughout the period of the PLCP Header. After receiving the last

PLCP bit and the first data octet, the PHY shall signal PHY—RXSTART.indicate with the parameters

LENGTH and RATE. CCA shall be held "BUSY" until the number ofoctets specified in the decoded PLCP

[leader are received. At that time the PHY shall signai PHY-RXENDindicate. The CCA may remain
"BUSY" after the end of data if some form of energy is still being detected. The PHY will signal PHY~

CCAindicate with a value of lDLE only when the CCA goes “CLEAR.”

The transition ofCCA from “BUSY” to “iDLE” is indicated to the MAC via the primitive PHY-CCAJndicate.

lfCS and ED go false before the PHY signals PHY-RXSTART.indicate, CCA is set to “lDLE” and immedi-

ately signaled to the MAC via PHY—CCAJndicate with a value of lDLE. 1f CS and ED g0 false after the

PHY has signaled PHY-RXSTARTindicate, implying that the PLCP Header has been properly decoded.
then the PHY shall not signal a change in state of CCA until the proper interval has passed for the number of

octets indicated by the received PLCP LENGTH. At that time, the PHY shall signal PHY~RXENDindicate

with an RXERROR parameter ofCarrierLost followed by Pl~lY—CCA.indicate with a value ofiDLE.

The transition of CCA from “CLEAR” to “BUSY” resets the CCA watchdog timer and CCA watchdog

counter. dotl [CCAWatchdogTimerMax and dotlICCAWatchdogCountMax are parameters availabie via
MlB entries and can be read and set via the LME.

Rise and fall times ot‘CCA relative to the OR‘ing ofthe CS and ED signals shall be less than 30 ns. CS and

ED are both internal signals to the PHY and are not available directly to the MAC, nor are they defined at

any exposed interface.

16.3.5.4 CHNLHID

For the 1R PHY. Cl-lNl. 1D : X'Ol' is defined as the baseband modulation method. All other values are not
defined.
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PHY attributes have allowed values and default values that are PHY dependent. Table 75 and Table 76 describe

those values, and further specify whether they are permitted to vary from implementation to implementation.

Table 75 does not provide the definition of the attributes. but only provides the IR PHY-specific values for
the attributes whose definitions are in Clause 13.

PHY MIB object

dotl ICCAWatchdogTimerMax

Table 75—IR PHY MiB attributes

Default value

1 Implementation

dependent

dotl 1 CCAaBichdogCounm/iax Implementation
dependent

' dotl ICCAWatchdogTimerMin

dotl lCCAWatchdogCountMin

dotl ISupportedDataRate—slx

22 ps
I

Implementation
dependent

Operational
semantics

l Dynamic

l Dynamic

3 Static

; Static

Static

Operational behavior

A eonlbrmant PHY may set this viathe LME

A conformant PHY may set this via
; the LME

Identical for all conformant PHYS

i Identical £11 conforman—tfil’liYs

All conformant PEI—Y3 must include

the value X'OZ' (I Mbit/s). “.1‘M_
  

7 dotl lSupponedDataRatest Implementation
dependent
 

dotl 1 Phy’l‘ype WWI; ()3

Static All conformant PHYS must include
the values X'OZ' (l ivibit/s) and
X'04‘ (2 MbiL/s). 

Static Identical for all conformatit PHYS ‘- 
dotl 1 I‘li;'Teiiip'l‘}'pc X‘OI'
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The static IR PHY characteristics, provided through the PLME-CHARACTERJSTICS service primitive, are
shown in Table 76. The definitions of these characteristics are in 10.4.3.

240

Characteristic

aSlotTime

aSll—‘S'l‘ime

Table 76—-—IR PHY characteristics

8 its

10 HS 

aCCA’l'ime

aRXl‘x 'l‘umaround'lime

nTxPLCPDelay

u RXPL CP Delay

aRxTxSwitchTime

3'45

0 its

lmplementors may choose any value for this delay as long as
the requirements ofaRx'l'xl'umamundTime are met

1 us

I) i.l.5 

uTx RampOn’l—ime

a FxRumpOffTime

l] {.375

l] lit-l 

aTxRFDelay

aRxRFDelay

aAiri’ropagationTimc

lmplementors may choose any value for this delay as long as
the requirements of aRxTxTum:truuml'l‘ime are met.

lmplememors may choose any value for this delay as long as
the requirements ot‘aSlFSTime and aCCATime are met.

[its 

aMACProcessiugD-z In};

ai’rettm hleLength

ni’LCPHCuderLength

2 its

16 us (1 Mbit."s]
20 us (2 Mbit/s)

41 us (I Mbit/s)
25 us (2 Mbit/S) 

 

aCWmax

 

 

 
Copyright © 199% lEEE. All rights reserved.

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00256



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition

Annex A

(normative)

Protocol Implementation Conformance Statement (PICS)

proforma

A.1 Introduction

The supplier ofa protocol implementation that is claimed to conform to ISO/[EC 8802.1 1: 1999 shall com-

plete the following PICS proforma.

A completed PICS proforma is the PICS for the implementation in question. The PICS is a statement of

which capabilities and options ofthe protocol have been implemented. The PICS can have a number of uses,

including use

a) By the protocol implementor, as a checklist to reduce the risk of failure to conform to the standard

through oversight;

b) By the supplier and acquirer, or potential acquirer, ofthe implementation, as a detailed indication of

the capabilities of the implementation, stated relative to the common basis for understanding pro-
vided by the standard PICS proforma;

c) By the user, or potential user, ofthe implementation, as a basis for initially checking the possibility

of interworking with another implementation (note that, while interworking can never be guaran-

teed, failure to interwork can often be predicted from incompatible PICS proformas);

d) By a protocol tester, as the basis for selecting appropriate tests against which to assess the claim for
conformance of the implementation.

A.2 Abbreviations and special symbols

A.2.1 Status symbols

M mandatory

0 optional

O.<n> optional, but support of at least one ofthe group of options labeled by the same numeral <n>
is required

pred: conditional symbol, including predicate identification

A.2.2 General abbreviations

N/A not applicable

AD address function capability

CF implementation under test (lUT) configuration

FR MAC frame capability

['8 frame sequence capability

PC protocol capability

PICS protocol implementation conformance statement
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A.3 Instructions for completing the PICS proforma

A.3.1 General structure of the PICS proforma

The first part of the PICS proforma. Implementation identification and Protocol summary, is to be completed

as Indicated with the information necessary to identify fully both the supplier and the implementation.

The main part of the PICS proforma is a fixed questionnaire, divided into subclauses, each containing a

number of individual items. Answers to the questionnaire items are to be provided in the rightmost column,
either by simply marking an answer to indicate a restricted choice (usually Yes or No) or by entering a value

or a set or a range of values. (Note that there are some items where two or more choices from a set of possi-

ble answers may apply. All relevant choices are to be marked in these cases.)

Each item is identified by an item reference in the first column. The second column contains the question to

be answered. The third column contains the reference or references to the material that specifies the item in
the main body of ISO/IEC 8802-11: 1999. The remaining columns record the status of each item, i.e.,

whether support is mandatory, optional, or conditional, and provide the space for the answers (see also

A.3.4). Marking an item as supported is to be interpreted as a statement that all relevant requirements of the
subclauses and normative annexes, cited in the References column for the item, are met by the implementa-
tion.

A supplier may also provide, or be required to provide, further information, categorized as either Additional

Information or Exception Information. When present, each kind of further information is to be provided in a

further subclause of items labeled A<I> or X<l>, respectively, for cross-referencing purposes, where <1> is
any unambiguous identification for the item (cg, simply a numeral). There are no other restrictions on its
format or presentation.

The PICS proforma for a station consists of A.4.l through A.4.4 inclusive, and at least one of A.4.5, A.4.6,

or r\.4.7 corresponding to the PHY implemented.

A completed PICS proforma. including any Additional Information and Exception Information, is the PICS

for the implementation in question.

NOTE—Where an implementation is capable of being configured in more than one way. a single I’ICS may be able to
describe all such configurations. Ilovvever. the supplier has the choice of providing more than one PICS, each covering
some subset of the implementation‘s capabilities, if this makes for easier and clearer presentation ofthc information.

A.3.2 Additional information

Items of Additional Information allow a supplier to provide further information intended to assist in the

interpretation ofthe PICS. It is not intended or expected that a large quantity ofinformation will be supplied,

and a PICS can be considered complete without any such information. Examples ot‘such Additional Infor-

mation might be an outline of the ways in which an (single) implementation can be set up to operate in a
variety ofenvironments and configurations, or information about aspects ofthe implementation that are out-

side the scope ot‘this standard but have a bearing upon the answers to some items.

References to items of Additional Information may be entered next to any answer in the questionnaire, and

may be included in items of Exception Information.
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A.3.3 Exception information

It may happen occasionally that a supplier will wish to answer an item with mandatory status (after any con-
ditions have been applied) in a way that conflicts with the indicated requirement. No preprinted answer will
be found in the Support column for this. Instead. the supplier shall write the missing answer into the Support

column. together with an X<l> reference to an item of Exception Information. and shall provide the appro«

priate rationale in the Exception Information item itself.

An implementation for which an Exception Information item is required in this way does not conform to
ISO/[EC 8802-1]: 1999.

NOTE——A possible reason for the situation described above is that a defect in lSO/IEC 8802-11: 1999 has been
reported. a correction for which is expected to change the requirement not met by the implementation.

A.3.4 Conditional status

The PICS proforma contains a number of conditional items. These are items for which both the applicability
of the item itself. and its status if it does apply, mandatory or optional, are dependent upon whether or not

certain other items are supported.

Where a group of items is subject to the same condition for applicability, a separate preliminary question

about the condition appears at the head of the group, with an instruction to skip to a later point in the ques—

tionnaire if the Not Applicable (N/A) answer is selected. Otherwise. individual conditional items are indi—

cated by a conditional symbol in the Status column.

A conditional symbol is of the form “<pred>:<S>”, where “<pred>” is a predicate as described below. and
“48>” is one ofthe status symbols M or O.

lfthe value ofthe predicate is true, the conditional item is applicable. and its status is given by S: the support

column is to be completed in the usual way. Otherwise, the conditional item is not relevant and the WA
answer is to be marked.

A predicate is one ofthe following:

a) An item-reference for an item in the PICS proforma: the value of the predicate is true ifthe item is

marked as supported. and is false otherwise.

b) A boolean expression constructed by combining item-references using the boolean Operator OR: the

value of the predicate is true if one or more of the items is marked as supported, and is false Otherwise.

Each item referenced in a predicate. or in a preliminary question for grouped conditional items. is indicated
by an asterisk in the Item column.
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A.4 PICS proforma—ISOIIEC 8802-11: 19997

A.4.1 implementation identification

Supplier

  

Contact point For queries about the PICS

Implementation Namei’ 5) rind. Version{5)

 

Other information necessary for liill identification. e.g., 3
namets) and versionts) ot‘the machines and/or operating
systems(s), system names 

NOTES

l-0n|y the first three items are required for all implementations. Other information may be completed as appropriate in
meeting the requirement for full identification,

2 ~ the terms Name and Version should be interpreted appropriately to correspond with a supplier‘s terminology (e.g..
Type, Series. Model).

A.4.2 Protocot summary, iSOIIEC 8802-11: 1999

Identification ol'protoeol standard ISOFIEC 88024]: I999

identification ot‘amendments and eorrigenda to this 1 Amd.
PICS proforma that have been completed as part of this I
PICS I Amd.

 

  

7 Have any exception items been required? Yes ClTVo
(See A.3.3: the answer Yes means that the implementa— :
tion does not conform to ISO/15C 8802-] 1: 1999.) 

7(“npyright‘ releasefbr PICS proforma: Users of this standard may freely reproduce the PICS proforma In this annex so that it can be
used for its intended purpose and may further publish the completed PICS.
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A.4.3 IUT configuration

I

[[21 configuration References

What is the configuration ofthc IUT?

Access Point(AP) , i . 1 YesflNo 1:]
Independent station (not an AP) I

Frequency-i—Iopping spread spectrum ‘ _ . I Yes :I No D
(FHSS) Pi-IY for the 2.4 GHz band ‘ 1 2 

Direct Sequence Spread Spectrum 1 ‘ , Yes 3 N0 “_’]
(DSSS) PHY for the 2.4 GHz band i

Infrared PHY I ,_ YesCl No :1

 
A.4.4 MAC protocol

A.4.4.1 MAC protocol capabilities

Protocol capability References Status

Are the following MAC protocoi capabilities

  

   
 

‘ supported? I p .

Authentication service 5.4.3.1. . 1 Yes CI No C]
1 5.4.3.2. ‘

5.7.6. 5.7.7,

1 8.1.AnnexC

Authentication state 5.5 Yes C] No C]

Open System authentication 8.1.1 1 i ‘ Yes I.) No LJ

Shared Key authentication 8.1.2. 8.3 Yes 1.1 No LJ N/A :1

war aigorithm 5.4.3.132. resu No uAnnex C

WEP Encryption proeedure 8.2.3. 8.2.4. Yes C] No L] N/A 1:]
5 8.2.5 ‘

WEP Decryption prOccdure 8.2.3. 8.2.4. j ‘ Yes 21".] Not] N/A Cl
8.2.5 I ‘>'

Security services management 2 8.3 ; Yes CI No [I

Distributed Coordination function 9.1. 9.2, Yes III No [I
Annex C ’

thAilocation Vector(NA\/) I 9.2.1. 9.2.5. ‘ y ‘ Yes CINo a
function 3 9.3.2.2 ‘ I

Intertwine space usage and timing 9.2.3. 9.2.5. 5 i Yes No [II1 9.2.10

Random BackotiC function ‘ 9.2.4 1‘ g Yes [I No L]

DCF Access procedure g 9.2.5.1. I Yes LI No 1.]
1 9.2.5.5 ‘ 1

Random Buckoli'proccdurc 9.2.5.2 Yes C] No CI
Recovery procedures and 9.2.5.3 z I Yes C] No CI
retransmit limits 1, ‘

PCB] 5 R‘I‘S/C‘I‘S procedure 9.2.5.4. I M Yes D No L]
‘ ‘2 9.2.5.6. I 1
i j 92.5.7 I 1

Copyright © 1999 IEEE. All rights reserved. 245

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00261



ANSI/IEEE Std 802.11. 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

A.4.4.1 MAC protocol capabilities (continued)

1

 

 

    

  

   

 

Protocol capability 1 References Status Support

1’C3.8 Directed. MPDU transfer 1 9.2.6 M Yes ._.1 No “.11 1 1
1’C3.9 Broadcast and multicast MPDU ; 9.2.7 1 M 1 Yes L] No 3.1

transfer E I

PC3111 MAC level acknowledgment 9.2.2. 1 M Yes C] No C]
1 1 9.2.x 1’ i

PC3.11 Duplicate detection and recovery 9.2.9 » M Yes :1 No CJ
* 1m Point coordinator (PC) 9.1. 9.3. (i1-=1;o j Yes :1 No :1 N/A :1

E 1 Annex C I

PC4.1 . Maintenance ot‘CFP structure l 9.3.1. 9.3.2 PC41M Yes 3 No C] N/A :1
‘ and timing E

PC4.2 l PCP MPDU transfer from PC 9.3.3 PC42M 1 Yes C1 No 3 N/A C1

* PC4.3 ‘ PCF MPDU transfer to PC 9.3.3 1 PC420 1 Yes a No 21 N/A

PC4.4 l Overlapping PC provisions ‘E 9.3.3.2 PC42M Yes Cl No D N/A D
PC4.5 Polling list maintenance 9.3.4 PC4.3: Yes It No Cl N/A {1

7 M 1

WEEWW WEEPtillable m V 79.1. 9.3. 3 (HO Yes (i Nn‘EJ-‘ii/A 1:1
Annex C

PC5.1 Interpretation ofCFP structure 9.3.1. 9.3.2 PCSIM Yes No WA 3
3 and timing 1 1 ‘1 1 1 1

PCS.2 1 PCF MPDU transfer [o/from 9.3.3 3 PC52M Yes C] No C] N/A Cl
and CF-Pollnble STA

1’(.‘5.3 Polling list update 1 9.3.4 1’CS:M CI N113 NJA

1’C6 i l~‘ragmentation 9.2. 9.4. M Yes 1.] No C]
l 1 Annex C‘. 1

PC? Deii‘ugmcntution 9.2. 9.5. M Yes :1 No D
; Annex (_ 1

rcs MAC data scn’ice 9.1.5. 9.3. M Yes t1 N0 1.1
. Annex C

PC?“ Rcordcrnth-Multicast service class 9.8 M Yes C] No Ll
PC8.2 StrictlyOrdcrcd service cluss 9.8 1 O Yes Q No L]

" i if i"" i”; . """ l ' "” 'fiiwfffi—fiw "””"
PC9 1 Multiratc support 5 91,1. 1 M 1 Yes LJ No .1

Annex C

* 1’c10 ; Multiple outstanding MSDU support 9.8. 3 o 1 Yes 1.1 No 1.1
Annex C .

PCIUJ 1 Multiple outstanding MSI)U 9.8 1’C10:M Yes :1 No :1 N/A :1
l lrunsmission restrictions 3—~___. .. .. 7 ._. .... ... . . . . 7 ... 7‘ . . ,.,,,7# 7

PCI 1 Timing synchronization 1 l. 1. I M j ch L21 No C]
i Annex L1 ‘ 1 <

1’C11.1 1 Timing in an infrastructure 11.1.1.1. CFle Yes U No 1.1 N/A 1.]
1 network 1 1.1.4 i

PC11.2 l Timing in an lndcpendent BSS 11.1.1 2 (7172M Yes Cl No ‘13 N/A 1:]
3 (JESS) 1 11.1.4 : 11 1 1' l

PC1139 t Beacon Generation function 1 11.1.2 i M Yes No C] .\1/A CI2 l l 1

PCI 1.5 TSP synchronization and accuracy 11.1.2 1 M 1 Yes :1 No ‘_1
PCI 1.5 Infrastructure BSS initialization 11.1.3 C‘Fl :M Yes 1.] NM.) NM Cl
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A.4.4.1 MAC protocol capabilities (continued)

Item Protocol capability Support
PC11.o ? Independent ass initialization . . ? Yes 1.1 No :1 N/A a
PCI 1.7 i Passive scanning . . i Yes Ll No L] N/A Ll

l’Cl 1.8 ‘ Active Scanning i . . Yes LI No 5.1 N/A u

PCI 1.9 Probe response ; . . ‘ M 1' Yes 1_1 No :1
PC1111.) Hop Synchronization function . . Yes a No :_1 N/A :1 

infrastructure power management ‘ M Yes Ci No C]
‘1 Annex C ‘

Station power management modes 1. , CF2:M Yes E] No :1 NA :1
1. 3g 1 .1.

‘ 1 1 .1.

PC12.2 TIM transmission , CF12M Yes C1 No (:1 N/A C]
PC12.3 Al’ function during CP 1 1. .1. ; CFle Yes CI No i] N/A
Pc12.4 Al’ function during CFP 11.2.1.5 ' PC4zM Yes :1 No 3 N/A :1

PC12.5 Receive function during CP 11.2.1.6 CF22M Yes \10 LI] MA C]
PC12.6 1 Receive function during CFP 1 1.2.1.7 PCS:M Yes a \10 El N/A :1
PC12.7 1 Aging function ‘1 11.2.1.9 CFI 2M 2 Yes D \‘o C] N/A 3

WPC13 1 1885 power management I 1122. I CF23M Yes Ci No CI N/A C]1 Annex C 3 '

 

PC13.1 Initialization of power 11.2.2.2 ; C'1721M Yes Cl \10 Cl N/A Cl
management ‘ 5

1’C132 1 STA power state transitions . C'k‘ZzM Yes 1.] N013] N/A 1.]

1’C13.3 A'TTM and frame transmission 1 . . . CFZ:M Desu \iou N/AL'J  
 

1’C14 ‘ Association and reassociation 1 . . M 1 Yes {.1 \10 L]

Association state . Yes C] No CI

STA association procedure i Yes 1] No C] N/A CI
AP association procedure Yes {.1 No 1.1 N/A 1.]

Yes U No LI MA L3

iijs LJ No C1 N/A 1...]
1 Yes 4 No ".1I 1

dotl 18M'sztse. i .' i Yes o No L.)

STA reassociation procedure

AP reassoeiation procedure 

1 Management information base (MIB)

dotl 1SmiAuthenticationAIgorithms

dotl 1SM’1‘privacy i 1 Yes L] No 13 N/A u
dotl lMACbnse. dotl [CountersGroup. Annex D i Yes 1.1 No D
dot l 1Mac(iroupAddresses 3’ ‘ 1

dot] {MACStatistiCs AnnexD _ Yes EJNo Li

 
« i 1

dot] lResourceTypeID Annex D 1 Yes C! No C]
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A.4.4.2 MAC frames

MAC frame

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

{eferenees 

 

ls transmission ol‘lhe following 7, Annex C
MAC frames supported? f

FT] 1 Association request ‘i 7 CFZIM Yes :1 No :3 N/A C}

[3172 Association response 7 CF] :M Yes Cl No 5.] N/A '3
FT3 Reassociation request E 7 CFZ:M Yes 2] No C] N/A :1

FT4 Reussociation response _ 7 CFle 3 Yes I] No ‘J

FTS Probe request 7 7 CFZ:M Yes I] No L] N/A ELI

FT6 Probe response 7 M Yes :1 No II

H7 Beacon E 7 : M Yes I] No I]
FTS ATIM 7 Ct’ZzM i Yes C] No N/A C]

FT‘) Disassociation 7 M ‘ Yes 3310;}

FTIO :Mtthentication 7 M E Yes I] No 1]

PH] Deauthentication 7 I Yes :1 No C!
FTIZ PS-Poll E 7 CF2zM ‘ Yes C] No N/A L]

FT13 RTS 7 M 2 Yes N0 Cl

r'r14 crs E 7 M ; Yes :1 No a

r715 ACK _ 7 _ M Yes :1 No a
FT16 CF-End 3 7 PC4:M Yes a No 3 N/A 3

I‘Tl 7 p tr Flntl+CF~Ack ‘ 7 PC4:M Yes a No CI N/A L]

FT] 8 Data 7 M Yes in No ~_r

r’rm ‘ Data or (‘F-Aek 7 (PC40R YesL] No 2mm :1
‘ : PC5):M ?

FTle ‘ Data + C F-Poll 7 7 PC4,3:M Yes No L] N/A 2]

F121 Data + ("TF-Ack+('F-Poll 7 PC4432M Yes No ‘3 N/A '3
FTZZ Null ‘ 7 ; M 7 YesanI ‘ 2 t

r ['23 { cr-Ack (no data) 7 ; (PC4 0R 5 Yes ‘_J No e3 MA in
2 1 PC5):M ‘7

r724 1 (‘r—Pnn (no data) 7 i PC4.3:M i Yes :1 No L] N/A :1

rm 1 CIT-AekTCF-Poll (nodnta) 7 P("‘4.3:M E Yes :1 No [IN/A :1. ,, r t . _ ‘ r . _...__...._‘_ . . _. ‘t .. _._._ ._____

[5 reception ol‘lhe lollowing MAC 7. Annex C
frames supported? ‘

FRI Association request 7 CFIIM Yes :1 No Cl N/A ‘_l

[7R2 Association response 7 CF2zM Yes C! No C] N/A CI‘ 3 z i ,r w
I’R3 ~, Rettssoeiution request ‘ 7 CFle ‘ Yes L3 No L] N/A L]

FR4 Reassociurion response 7 CFZ:M Yes No ".3 N/A ‘_l
FR5 Probe request 7 M. Yes D No 13

FRO Probe response 7 M Yes I] No C]
FR7 Beacon 7 ‘ M ch CI No CI1 i

FR8 1 A'l'lM 7 CFZ:M Yes L] No C] N/A L]
FRQ l.)isassociation ‘ 7 M Yes I] No L]
l-“RIO Authentication 7 t M Yes '2] No II

248 Copyright © 1999 IEEE. All rights reServed,

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00264



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition

A.4.4.2 MAC frames (continued)

MAC frame References

Deamhentication I M ch Cl No Cl

PS-Pol] I Yes 3 No :l ler :1
RTS 3 _-'\-'1 Yes 53 No :l

CTS I M Yes CE N’o D
ACK M Yes 3 No
CF-I‘ind M Yes 3N0 a

CF End+CF—Ack M Yes 3 .\E0 I]
Data M Yes I] No C]
Data + CF‘AL‘k I M Yes 2| No 3

Data — Cle‘ol] I [’C5:M I Yes 3 No 3 Cl

Data - C'F‘Acb-CI-lPoIl PC'SzM Yes El No 3 NEA C]

Null M YesClNoCJ
CF—Ack (no nnta) I (PC4 0R Yes a No II N/A

I I PCS):M i

CF-Poll (no data) PCSM Yes No Cl N/A l3

CFuAcId-CF-Poll (no data) I PC5:M Yes N0 LI N/A CI

 
A.4.4.3 Frame exchange sequences

Frame exchange sequence References

Are the following frame sequences
I supported?

9.7.Annexc M I YesCl No C]
CF-lene sequences I 9.7., Annex C (PC4 OR PC5):M Yes D No C] N/A '4

II

I- - I

BaSlC trnme sequences II 
A.4.4.4 MAC addressing functions

MAC Address function References Support

Are the following MAC Addressing
functions supported?

STA universal individual I .. . . YesUNoj
IIjEE 802 address ' ' E

1385 identifier generation . . .3, Yes C] No [:l
1 11.1.3. I

Annex C

Receive address matching 7.1.3.3. l Yes L] No U N/A 3
7.2.25
Annex C
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A.4.5 Frequency~Hopping PHY functions

Protocol feature References Status Support

i Which requirements and options does the
j PHY support?

PHY service primitive parameters ‘ ‘

TXVECTOR parameter: LENGTH 14.2.2.1 Yes D No D
1 TXVECTOR parameter: PLCPBITRATE 14.2.2.2 Yes a No 3

PLCPBl'l‘RAl'E/ I X'OO' (1.0 Mbit/s) 14.2.2.2 z Yes J N0 :1
PLCPBITRATE = X'OZ' (2.0 Mbit/s) 14.2.2.2 Yes a No :i
RXVECTOR parameter: LENGTH 1‘ 14.23.] Yes C1 No C]
RYVECTOR parameter: RSSI 14.2.3.2 Yes D No C]  

‘ 1461’ frame format 3 1
PLCP Preamble: Sync 14.3.2.1.1 Yes 3 No L]

. PLCP Preamble: Start Frame Delimiter 14.3.2.1.2 r Yes D No
PLCP Header: Length Word 14.3.2.2.1 i Yes :1 N0 Cl

PLCP Header: Signaling field 14.3.2.2.2 Yes G No L3
; PLCP Header: Header Error Check 14.3.2.2.3 Yes a No
i PLCP Data Whitener: Scrambling and 14.3.2.3. l Yes :1 No :1

bias suppression encoding 5 14.3.3.1.1

PLCP Transmit procedure ‘

l Transmit: transmit on MAC request ' . . . . Yes C] No [1
'l‘ransmit: format and whiten frame . . . , i I Yes A No it

'l'ransmit: liming i . . . . Yes H No LJ
PlCP procedurcw i i ii i W WV W

i CS/CCA: perform on a minimum ot‘onc ‘ . . . i i 1 Yes ’3 No C]3 antenna -‘ ~

 

CS/CCA: Detect preamble starting up to 14.3.3.2.1 l Yes i] No l..l
20 us after start ofslot time I a

CS/CCA: Detect preamble starting at 14.3.3.2.1 ‘ z Yes D No CI
least 16 us prior to end of slot time ‘

1 (TS/CCA: Detect random data . . .- . i Yes LI No C]
t (TS/CCA: Perform on antenna with i f . . . . 5 i i Yes CINO Cl
l essentially same gain and pattern as "
j transmit antenna

 
 

  
 

C‘S/CC‘A: Detect valid SH) and l‘LCP 14.3.3.2.1 ‘ Yes Cl No {21
f. header 1 ‘ 1|

FH4.7 i CS/CCA: Maintain BUSY indication 1 14.3.3.2.1 i M Yes ‘21 No 521
i until end of length contained in valid

PLCP header l ‘2on2 , ._ 22 i _. , . . _ _

l P1.Cl’ Receive procedure ii i 1 i

lil 15.1 Receive: Receive and dewhiten frame l 14.3.3.3.1 l M Yes L3 No Cl' W wwwww_2 2 222 7 ‘ 22 2 1722222 2 222

i‘Ho‘ 3 H W LME :

F1161 PLMEI Support FH sync 14.4.2.2 M 1 Yes D N0 :1
F1162 PLME: Support PLMli primitives 14.4.3.2 O Yes C] No C!we. I 2 ‘ 22 22 222222 2 i2 2 2 2
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A.4.5 Frequency-Hopping PHY functions (continued)

Protocol feature 3 References

PH? Geographic area specific requirements

" F117,] Geographic areas

PHIL] ; North America a 0.1 Yes 3 No L]
PHILZ .Vlostot‘Europe i 0.1 Yes 3N0 :1
Finis ? Japan 0.1 3 YeleNo a

FH7.1.4 Spain : 01 Yes :1 No

FH7.1.5 1 France 5 0.1 ‘ Yes a No 3

FH7.2 Operating Frequency range E I FH’I.1:M Yes :1 No :1

FH7.3 ; \lumber ot'operating channels FH7.11;\-i Yes :1 No :1
FH7.4 Operating channel frequencies I FH7.1:M Yes 3 No

FH7.5 Occupied channel handix-‘idth ‘ ‘ FH7.]:M Yes :1 No C]
FH7.6 Minimum hop rate FH7.1:M ‘ Yes D No L1
FH7.7 Hop sequences FH'HzM Yes No 3
FH7.8 Unwanted emissions j FH7.1:M Yes C] No Cl

FHS '. 1 Mbit/sl’MD u ' I. “
Fl{8_1 '5 Modulation ZGFSK. BT=0.5. l=positivc M Yes C] No C1

1 li‘cquency deviation. (i=negative " i
f frequency deviation

  

FH8.2 l’cnk Frequency deviation 14.6.10 Yes C! No Q
F1483 Zero-Crossing error 14.6.10 g Yes C] No
FH8.4 Nominal channel data rate 14.6.11 ' Yes Cl No

Fl~18.5 Channel switching/settling time 14.6.12 : Yes C] No Cl
Fl~l8.6 Receive to transmit switch time 1 14.6.1.3 ; Yes C1 No C]
FHSJ Nominal transmit power 146.141 . Yes [I No C1
13118.8 ‘ Transmit power levels 146.142 ' ‘ Yes No 9:]
131189 f Transmit power level control to 146.143 Yes D No C]i <100 mW E

Fl-i8.10 i Transmit Spectrum shape ‘ 146.144 ' _ Yes :1 No :1
FH8.1 l Transmit center frequency tolerance 146.145 : g Yes C] No :1

FH8.12 Transmitter ramp periods 5 146.141) . Yes Cl No
FH8.13 Receiver input dynamic range 14.6.15.1 i . Yes El No Cl

l"H8.14 Receiver center frequency acceptance 146.152 1 Yes Cl No 3
range g ‘

FHSJS i Clear channel assessment power thresh— 14.6. 1 Yes :1 No C1
old For a probability of detection M9091}
(preambleh'70‘3’n {random data.) for 100
mW units

FH8.16 Clear channel assessment power thresh— ‘ . ’. 3 Yes CI No C]
old for units >1 {10 mW; sensitivity ‘ 5
threshold is 1.12 dB lower for every dB
above 20 dBm

Fl»i8.17 Minimum receiver sensitivity at = 146.154 5 : Yes 3 No :1
i FER=3% with 400 octet frames

 
. i l

“48.18 lntermodulation protection j . . . ‘ Yes [1 No C!
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A.4.5 Frequency-Hopping PHY functions (continued)

Protocol feature References E Status

Desensitization : 14.6.1513 ; z. ' ; YesClNoj  

17118.26 . Operating temperature range 1 14.6.16 7 r 3 N Yes 3 N0 :1”

15118201 Temperature type 1 14.6.16 :1 . Yes :1 N0 1:1

F118.20.2 Temperature type 2 ; 14.6.16 1 'i ‘ Yes :1 N0 :1

r119 ' 23711395 PMD ‘ ‘
17H‘).1 A11 1M PMD requirements 14.7.1 FH1.1.2:M ‘, Yes LI No L! N/A Cl

F118.2().3 ‘ Temperature types 14.6.15 ‘3 1 YesaNrra 

F1192 Modulation 4GFSK, BT=0.5 14.7.2 2 17111.2.223/1 Yes LIJ No C.] N/A
F1193 Frame structure for 2M PHY 1 14.7.2.1 1 171-11 2.22M 1 Yes Cl No :1 N/A Cl
13119.4 Nominal channel data rate 14.7.3 11111.2.22M Yes No :1 N/A Cl
F1195 Input dynamic range 14.7.4 F111.2.‘7:M Yes :1 No :1 N/A
1-1196 1 Minimum receiver sensitivity at 14.7.5 1 13111.2.2:M Yes a NO [1 N/A :1

FER=3% with 400 octet frames 1 1 .

FH‘).7 interrnodulation protection : 14.7.6 3 FH|.2.2:M I Yes L1 No .3 N/A :1

1119.3 Desensitization 11.7.7 . r141 2.2:M 1 Yes No .1 MA 3
"iii-110'" MIB ‘ 3131.14.11. M’ j chiJNoiLJ

E 1 Annex D “

 

. r = i

FHIO.1 dot]1i’hyFHSSComplianceGroup, 13.1.1.4.8 I M YesCl N013
doll 1PhyRegDomainsSopportGroup. 3- 5 l

1‘ and

dotllP11)'Up€ration(l)mplinnceGmup

 
A.4.6 Direct sequence PHY functions

  
  

  

  
 

  
  
  

     I’HY feature References Support
1 procedures 15.2 N 7M . “WWW W

DSl Preamble prepend on TX 15.2.1 M Yes :1 No C]1 1 1

051.1 1’LC1’ frame formal 1 15.2.2. 15.2.3 M Yes No L]

 K PLCP integrity check generation 15.2.3. 15.2.3.6 Yes [1 N0 :1

 

 

I)Sl.3 'l'X rate change capability 15.2.3.3, 15.2.5 1 \/l Yes :1 N0 :1

DSl.4 Supported data rates 15.1. 15.2.3.3 M Yes No :1
D51 .5 Data whitener scramblcr 15.2.4 M Yes 1] No D

DSl.6 Scrambler initialization 15.2.4 M Yes 1] N0
RX ' ' “1 5.2.1 ”””””“A m

  
 

  

  

  

  

PLCP frame format I ._._. 3
‘ PLCP integrity check verify 1 13.2.3. 15.2.3.6 Yes 3 N0

1332.3 RX Rate change capability 15.2.3.3. 15 2.5 Yes :1 No :1

D314 Data whitener descrambler ‘ 15.3.4 M Yes C] No 3

D53 seoiuence 15.4.6.5 7 r N u my ‘ Yes Cl No :1
DEW ébipping continue on power down 7 V 7 O Yes :1 No :1
*DSS 1 Operating channel organis- 1 15.2.6. 15.4.5.3
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A.4.6 Direct sequence PHY functions (continued)

PHY feature References

* DSSJ Nonh America (FCC) -.-’. ._ DSS:O.1 Yes Cl N113 N/A 3

11551.1 1 channell ‘ H . .. ‘i DSS.1:M YesEJNo jN/A
DSSJ .2 channel 2 V 1385.le ‘ Yes 3 No Cl N/A Cl
11551.3 channel3 DSS.1:M I YesCIINoElN/A :1
DSS.I.4 channel 4 1155.1 :M j Yes. {13150 C] N/A :1
[1551.5 channel 5 1 [155.1 :M ‘ Yes :3 No 13 N/A 0
[1551.6 channel 6 f [155.1 :M Yes :1 No :1 N/A :1
13551.7 I channel 7 f 1155.1:M Yes 3 3 N/A :1
{155, l .8 channel 8 7 1155.1;M Ynn No :1 N/A 3

11551.9 channel 9 DSS.1:M Yes a No L) N/A :1
E 1,155.1:M ; YesClNodN/AJ

_. L): [\J 3‘1

UI [\J

'JI h.)

 

_##_ LIIUIUIUI .1v1u1v.~.. .0999???
U1

[NJN
DSS.1.10 3 channel 10 E

11551.11 channel 11 .. . . : 1155,1511 chiflNo '_1 11/11::
* D552 CanadaUC) . . 1 DSS:O.1 Yes 2] No 1_.l N/AZLI

i channel] . . . 1 1155.2:M 1 YenaNouN/Aa

' channelZ . 1155.2:M chEJNoLIN/AJ
channcl3 . . . DSS.2:M YesUNouN/Aa
channcl4 . . . D55.2:M YesDNoLlN/Ai]

: DSS.2:M : YesZINoflN/AJ
I 11552311 YeleanjN/Atl

DSS.2:M Yes lJNoC‘lN/ACI
DSS.2:M Yes; NoflN/ACE
DSS.2:M YesLlNoClN/AZ}

D55.2:M YesuNnaN/Aa
D55.2:M YesUNnaN/ACJ

13550.1 YeerNnawAzl

DSS.3:M Yeso No aN/Au

D55.3:M YesoNnaN/A 1.1
D55.3:M Yes :1 N0 DN/A
DSS.3:M YesflNoCJNIA :1
DSS.3:M YesL] No ClN/AL'I
1355.331 Yes'JNoDN/A :1

DSS.3:M YesuNnClNlACl

. D55.3:M YesClNoEJN/AEI

D55.3;M Yesano uN/Aa

1155.3:5-1 YesaNoLJN/Azl
D8532M YesClNoLJN/ACI
D55.3:M Yes L1 No 1.1 N/A :1

DSSmM . Y'ESJNOUN/A]

11550.1 YesCl NoaN/A3

DSS.4:M Yes:_1 NoLJN/AD

U1 .9"

channel 5
_. UI l\.) C‘.

channel 6 LII lJ

channel 7
# U]

101v1 channel 8 UI

‘ channel 9

U]U:
Id

channel 10

channel 11

3 hnmne (ETSI)

1 channel 1
U1UIU. [\J[9!\J
'JI [\J

channel 2
_. 'JI [\Jchannel 3

1 channel 4 UI DJ

channel 5 _. 'JI ‘\J

_ channel 6 lJI I\.J

1 channe|7
._.— UILI]UI

[\J

5’!"
channel 8

channel 9
DSSJJO channel 10

13553.11 channel 11
11553.12 ‘ channel 12

US$31.13 channel 13

* D8314 France

D85.4.l channel 10

5; lo

15.2

_. U: h.)

 
_. U! 
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A.4.6 Direct sequence PHY functions (continued)

 

 

  

 

 

  

 

 

    

 

 

 

 
 

  

PHY feature References

D8542 channel 11 15.2.6. 15.4.6.2 DSS.~1:M Yes :1 No 1.1 N/A :1

D8543 channel 12 15.2.6. 15.4.6.2 D3542M Yes Cl No Cl N/A 1;]1 1 1 1

D5544 channel 13 1 15.2.6. 15.4.6.2 DS5.~’1:M Yes No Cl NM £21

* D555 Spain 15.26. 1546.2 DSS:O.1 1 Yes :1 No :1 N/A :1
D8551 ‘ Channel 10 15.2.6. 15.4.6.2 1 D55.5:M Yes C1 No Cl N/A 3

D5552 channel 11 15.2.6. 15.4.6.2 D55.5:M Yes CINO aN/A

* D556 Japan (RCR) 15.2.6. 15.4.6.2 ‘ DSS:O.1 ‘ Yes :1 No 3 N/A 3

D56 1 Bits to symbol mapping 15.4.6.4 :

D561 ‘ 1 Mbit/s 15.4.6.4 M Yes a N6 :1

D562 15.4.6.4 M Yes :1 No a

*DS7 1 CCA functionality 15.4.8.4 1 f

DS7.1 Energy Only (RSSI above threshold) 15.4.8.4 08720.2 Yes No :1

[157.2 IEEE 802.11 D555 correlation 15.4.8.4 11570.2 YesaNoa
DS7.3 1 Both methods 15.4.8.4 D57:O.2 Yes :1 No a

D374 Hold CCA busy for packet duration of 15.2.7 M Yes C] No :1
a correctly received PLCP but carrier
lost during reception ot‘MPDU 1‘ f i1 I 1

D875 Hold CCA busy for packet duration of 15.2.7 M 1 Yes No 1:]

a correctly received but out of 1 5
1 specification [’LCP I 1

D88 1 'l'ransmit antenna selection 15.4.5.5. () Yes 1.1 No 31 1 1 1
1 1 15.4.5.6 1 1

D39 Receive antenna diversity 15.4.5.5. O Yes 1.] No c1
1 1 15.4.5.6. 1

1 1 15.4.57 1 1

*1)SI 0 Antenna poms) availability 15.4.6.9 0 Yes No :1

0510.1 1 50 Q impedance 15.4.6.9 DS10:M 1 Yes: :1 No N/A :1

*1)Sll 1 Transmit power 10ch support 15.4.5.8. O Yes 1.1 No CI
1 1 15.4.7.3 1 ;1 1 1 1

D8111 1 lt’grcatcr than 100an capability 1 15.4.7.3 1 DSI 11M Yes LJ N0 L1 N/A Ll

*DS12 Radio type (temperature range) 15.4.6.10 l

D8121 Type 1 1 15.4.6.10 11512205 Yes c1116 «SNEAK!1 I: 1 1

DSIZJ Type 2 1 15.46.10 1 1731220.}: 1 Yes CI No C1 N/A :1__ 1., . . ,,,,fl ., . , , , .. .
D813 1 Spurious enlisnsions conformance ‘1 15.4.6.5 M 1 Yes J No II_M_—— ._ m”... _ . ..__ .__ -1 . _ ._ 1 .1__ . ..

D514 TX-RX turnaround time 15.4.6.6 M Yes No C]

D515 RX-TX tumaround time 15.4.6.7 M 1 Yes a No :1
D816 Slot time 1 15.4.6.8 1 M 1 Yes :1 Nn a

D517 15D reporting time 15.4.6.8. 1 M 3 Yes C1 N6 :1
1 1 15.4.8.4 ‘: 11, . -...... 1 5.. .51... ..1 .. ,

D818 Minimum transmit power level 1 15.4.7.2 M Yes N1) :1

DSI‘) 'i‘rnnsmit Spectral mask conformance 15.4.7.4 l M Yen :1 No D
D821) Transmitted center frequency 1 15.4.7.5 1 M Yes Cl No '_1

tolerance l
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A.4.6 Direct sequence PHY functions (continued)

P111" featu re . References Status

Chip clock frequency tolerance

_ Transmit power on ramp Yes L1 No L)
2 .. w . t e ww—
: lrnnsmit power down rnmp _; . . i 1‘ Yes L.l No LJ

  

 

1 Yes L: No L]3 RF carrier suppression

l‘ransmit modulation accuracy .' . . i ‘1 Yes D No 3
 

Receiver minimum input level ‘ .* . , . ; Yes D No CI
‘ sensitivity ‘ ‘ ’

1 Receiver maxtmum lttput levelWl

VDSZS ‘ Receiver adjacent channel rejection 15.4.8.3 E i-
0329 MIB 13.1.1532. '

AnnexDI

D5291 dotllPhyDSSSCompliunceCiroup. 13.1.1532
dotl 1PhyRegDomaiitsSupportGroup, '

‘ and ;
Liotl 1PhyOperznionCnmplianceGroup i

  

  
A.4.7 Infrared baseband PHY functions

 
  

  
Feature References

  

  
   

 

  
  
  

  
  
  
  

  

  

  

is the transmitted SYNC field length in the
3 range ol‘rcquircd number ofPPM slots, with

1! the absence oi'a pulse in the last slot ot‘thefield?

1R2 1 Is the transmitted SYNC field entirely popu—
l lated by alternating; presence and absence of

1 pulses in consecutive PPM slots. with the
absence oi‘a pulse in the last slot ofthc field?

1R3 2; [s the transmitted SFD field the binary _ 16.2.4.2 N1
sequence 1001., where 1 indicates apulse in

g the PPM slot and 0 indicates no pulse in the
PPM 51 °

N-

R4 is the transmitted DR field pulse sequence
1 equal to the correct value for the data rate
I prOVided by the TXVECTOR parameter
1 PLCP RlTRATE. where 1 indicates a pulse
l

l

  

    

$5.13 M Yes :1

in the PPM slot and 0 indicates no pulse in l1 the PPM slot'.’

3 Is the transmitted DCLA field 32 PPM 162.44 1 M Y‘cs CJ

1 slots long with the specified sequence for t
i l Mbit/s, where 1 indicates a pulse in the ‘

PPM slot and 0 indicates no pulse in the
PPM slot?

 

j ll lr. l
l li .
i ll ll

  
l Mbit/s:

. 000000001 00000000000000010000000 3'

* IRSa l Does the unit supportZWbiU's transmission? l 16.2.4.4 l 0 chZlNoi']
  

I«.J Ln U)Copyright© 1999 IEEE. All rights reserved.
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A.4.7 Infrared baseband PHY functions (continued)

Feature References
 

lRSb ? If the unit supports 2 Mbit/s transmission.
is the transmitted DCLA field 32 PPM

slots long with the specified sequence for
l 2 Mbit/s. where 1 indicates a pulse in the

PPM slot and 0 indicates no pulse in the
PPM slot?

_ 2 Mbit/s:

00100010001000]00010001000100010
1R6

‘ PPM representation ot‘the unsigned 16-bit
I binary integer. lsb transmitted first, equal to

the correct value provided by the TXVEC—
; l‘OR parameter LENGTH?

§ representation ot’the CRC value calculated
is per reference subclause, transmitted lsh

‘ first?
 

 

‘ ls the transmitted PSD‘L1 field the’cowrrect

PPM representation ofthe PSDU. transmit-
ed lsb first?   

1R9 l When the CCAflis false does transmission
begin based on l’l’lYTXS'lART.request?

IRIO
m__fi_—___,~.

Does the PHY issue a PHYTXSTARTcon-
firm after the transmission of the PLCP

l hcadcr‘?

 

‘ Does the PHY accept each octet o-i‘the N
5 PSDU in a PHYDATA,1'cquest and answer
i with a l’llYDA’IAcontirm‘?

IRlli

; Does the H W cease transmission in
g response to a PHYTX ENDrcqucst and

answer with a i’HYTXEND.c0nfirtn?

with: "

[R13 Does the PHV’ Ofa receiving STA send :1
Pl lYCCA.indicatc during reception ot‘thc

; SYNC field? 

according to the DR field?
 

‘ 162,44 i

is the transmitted LENGTH field the correct

ls the transmitted CRC field the correct PPM

  
 

 

Does the l’ HY ofa receiving STA properly
receive a transmission that changes data rate

1R5azM Yes Cl No 5:] N/A D

16.2.4.6 M

;'M
_. 9‘ .N :“A \l

 

 

 

 

EH? ofa, receiving S'lA properly
reject an incorrect CRC‘? 

Does the PHY ol‘a receiving STA properly

reference subclausc?

lRl7 I I Doesthc I’HY ol‘a receiving STA send
f l’HYRXS'I'AR’Rindicatc with correct RA‘l ii

i and LENGTH parameters after proper rccep—
tion ofPLCP preamble and l’LC P header?

________________%

reject 3 DR field other than those specified in
Z.l 16.2.52. 165.415“

1 ‘ il l i
l

 

Does the PHY ot‘a receiving S'l‘A forward

tives'.’  

IR] 9 lines tlierlDHY ol'a receiving STA send a
I’HYRXENDindict-ttc after the final octet

indicated by the LENGTH field?

rcccivc octets in l‘l’iYDATAjndicate printi-
l 10:25.2 l M

l 16.2.5.3:

Copyright © 1999 lEEE. All rights reserved.
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A.4.7 Infrared baseband PHY functions (continued)

 
Featu re

, AW , , , W, ,

j Does the PHY ol'a receiving STA send a
E l’llYC‘CAJndicute with a stale value of

lDLE alter the PHYRXEN D.indicate?

l anism upon receiving a PHYC-
CARSTrequest. and respond with a
PHYCCARSTindicate?

Does the PHY reset its CCA detection mech- f

Support

Yes U

 
IR22

* IR26

When transmitting at l Mbit/s does the
l PHY transmit PPM symbols according to the

l6-PPM Basic Rate Mapping table. transmit-
ting from left to right?

: When transmitting at 2 Mbit/s does the
PHY transmit PPM symbols according to the
4-PPM Enhanced Rate Mapping table. trans-

E mitting from left to right?

Does the PHY operate over a temperature
range ofO 0C to 40 °C?

l If the unit is conformant to emitter radiation é 16.3.3.1 i
mask 1. is the peak optical power of an emit— ;

ted pulse within the specification range aver-
aged over the pulse width?

if the unit is conformant to emitter radiationAAAAJW,it
ted pulse within the specification range aver-
aged over the pulse width?

; Does the transmitted pulse shape conform to
l the description ot‘thc reference subclause?

Does the emitter radiation pattern as a func-
tion offlngle conform to the requirements of
the reference subclausc as applicable based
on conformance to emitter radiation mask l‘?

Does the emitter radiation pattern as a func-

thc reference subclause as applicable based
;, on conftmnancc to emitter radiation mask 2'?

ls the peak emitter optical output as a func—
; tion of wavelength in the range specified?

3
i. _l

mask 2, is the peak optical power of an emit- 1

tion of angle conform to the requirements of 7

16.3.3.1l
l

ll

1633.2

16.3.3.3 W

YesCl

YesCl

l Yes a

0.1 rest] No :1 N/A 0

0.1 Yes Cl No Cl Nr’A Cl

Cl W

Yes Cl No u w); u

H leoM i‘r’es 2: No if]an Li

 

; asserted IDLE?

l Does the spectrum of the transmit signal
l amplitude as a voltage or current meet the

1 requirements ofthe reference subclause‘)

Does the receiver sensitivity meet the
‘1 requirements of the reference subclause
l for receive signals of both 1 Mbit/s and
l 2 Mbit/s'?

Does the receiver exhibit a dynamic range as
specified in reference subclause?

l Does the receiver field-ofeview conform to
l the requirements ofthe reference subclause'?

l When it is known that the? conditions are
l such that the Carrier Detect Signal and the
i Energy Detect Signal are false is the CCA

Copyright (C) 1999 IEEEV All rights reserved
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A.4.7 Infrared baseband PHY functions (continued)

References

‘ Wiieu the conditions are such that Energy 16.3.5.1
. Detect is [me for greater than the time

defined in referent: subclause. docs CCA ;
‘ hucmnc IDLE?

1R36 When conditions are such that either Carrier 16.3.5.1
Detect or Energy Detect go true. Lines CCA ‘
go BUSY?

 

 

1R37 5 Are these compliance groups implemented? 16.4
dotl 1PhyIRComplianceOmup.
dot] 1PhyRegDomninsSunportGroup. and

_ dot] 1PhyOperationComplianccGroup

 

258 Copyright © 1999 IEEE. AH rights reserved,
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Annex B

(informative)

Hopping sequences

The following tables pertain to the hopping sequences for North America and ETSI.
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Table B.1—Hopping sequence set‘t

  
index 0% 3; 01 9112115118221‘1241

‘ 143, 171 204 "7723" 26
1 __._..._._L__._____1—__;______u_wu,.:__. .

 

 

 

 
 
 
 

 
 
 

 

18‘ 71E 27: 30; 33% 36k
791 6‘; 9 1

52} 551 58§ 64;
21% 24; 303 33; 36:

10303166§69§72§ 75% 78 2:

 

    

   
    

  

 

  

 
 

 

  

  

  

 

  

 

  
1; 16 19 )

, 74 77 1 80 I
‘ 101 13 ‘3 161

41144147;1,,

  

 1

 

 

 
 

1
1 1

7 1 33 g 36 1H44 7 : A

31 1 36 39 57:1 1 1 60

32 g 68 1 7 5 7 13 i+——-— 1 E

33 1 9 f 12 27 33 1
ijii, ,,, - ;

34 1 70 1 7. 9 1 13 1

35 ‘ 77 80 lo 19 1 22
36 ‘ \ X‘ 1  

260 Copyright © 1999 IEEE. All rights reserved.
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Table B.1-—~Hopping sequence set 1 (continued)

MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

 

261

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

..__._...6.326.9309,77748237II4.95.073.354.688964322.3.06.8.5.65I73724I3.5327572.185.4542736I7I6._I76..M._.._IIIIIIIIIIIIII.IIIIIIIIPI.IIIIIIIIIIWI.IIIIII.IIIIIWIIIJIIII.IIII.IIIwIIIII.IIII..Im IIII_A..5Dru/.36076m4t1405904008I6.27400.21a).3.1.63.I.0990/7«17.33.64I73624I385227462_IW754542736I7577.6._..__.IIIIII:IIIIIIIIIIWI, I.II.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIItIIIIIIIIIIIII076.0.3743111.7267I...‘58..)94077.9802253.08.76661.027.74I7262.4.137.32I.7.46I_7843.43272,6.6577.6.__III.IIIIIIIII:IIIIIII::.....IIIIIIIIIIIIIITIIIIIII.,IIIIIII..IIIIIIIII743704|08884934822596I7.446.57on907.543330.797..3475,.62«J2742I6.4.6I7m774v)4.3I76356.37on6.:I_...mIIWIIIIIII.IIIIIIIIMIIIIIII?IIIIIIIIIIIIIw.IMIIIM.IIIIIIIIII“II..IIIIIIIIIIIIIIII4I0.47I87555I601599262004I1.3m24.567I4..:_I9007.4623.4...6251W32742I635I76743.43I.7625.67577.6.5IIIIIIIIIIIIIn...,,,,,,,,,,,,,,,,IIIIII:IIII+III.7.I_I _IIIIIWIIIIIIIWIII.IIIIIIII.III187.04854222837826693595188.09I_234]on8.677413.924«I,.on615I326.4.I6357767a)242I7.67.575746.765.6.u_w._H.IIIIII;IIIIIIWIIIIIWIIIIIIIII::IIIii;IIIIILIIIJ...II_IMIIIIIIIIII_IIIIIIIIIIIIIIWIIIIII,8547152.l989504593360628.55.768.901.8.5.5344I_806I4.3.76I5I,27I64l.5357_7.6.632.32.66247574_ 6.7556m... I._IIIIIIIIIIIIIII,IIIIII.III+IIIIIIILII.IIAIIIIIVIIIIII.IIIIIIIIII5214829865627I26003739522435.67on.5220110n5.7314375I.4.27I63I535675.6«I,.1.32.m65I4757I1665.4.6_

mn_I.I.IIIwIIIIIIIII,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,I.IIIIIIIIIIIII.IIIIIIIIIII.IIIIII........IIII..I.IIIIII_...29on.I5965as.23.940000«a.779.4.06299I.02345«2.9.978on5.240I3.27.3427I.33757.476_7:I.6.7..I32u65I4.6m.4.63.36_.34.6.u...965on26320906155044.6.I7396687.80129.6645529I«526.3.J.7.6I537(5.7.4.76.6557.Im2.l7.65I.q9.6.463.D6_4.4
.....

..mM__.2III.IIIWIIII:.IIIIIIIIIIIii...IIIIIIIIIIIIIII...IIIIIIIII.IIIIIIIIII767382271.13.8.4063.3545789.2633I22.96on.I65.27424756552I2I754364635543. ._I.III.II..IIIII....IIIIIIIIIIII.IIIIIII.I?I
_.

w)09269754348948805I7.30U2.l24563008996353164737I6764I3.7564M121.2I7.54.«3.6.4:I24543u..u..... __._..IIII.MIIfII.TIIIIIII_II.IIWII.IIITIIIIIIIIIIIIIIIIIIIIIIIIIII....III_+IIL.III;0769.364210U7256I5572.on40779co.9I2307756H6«3027..I54737I684M2764I36.554:1II.654.1..53524543.W.__ m..I...........I.,.II.II.....IIIIIIIIIIIIII-I.IIIIIIILIX0.I.2.34567.8901H2345678.9.0I2345.67890I23.1.5.67.894Imw4m44.4.44444455555555.5.566.6666...6666.7.7.7777777.I. ...u_.._ W_ 
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Table B.1———Hopping sequence set 1 (continued)

5 C.Cx b; ~13 J.— (\J .1. U1 4— 0C 1.;- ,— U: .8; J: \l O‘ C O 144 00 O C \l [U \l (J\
 

4.. _- 4. 4.. 4.. \1 u. C J] w [J] 0 V.. C o Ix) OK 11. ON 0: ‘J \1 .1... \1 \1
 

 

 

 

   

 

 

 

W 7 : 9 1 1 1 41— — -
21 64 5 (171 713; 731 76 79 ; 3 01 91 121 15; 18 21

24 33 36 i 7'39 42 1 45 1__'48 ‘51 1 57 60
4 1 49 52 55 58 61 i 64' 1 70 73 3 6
51 5 ‘ 81 111 141 17 201 23 17 26‘1 32’ 3571 38: 41
6 57 M60 63 66 69 72 75 78 2 5 8 Hi1 14
7 33 E 36 39 42 45 48 1 54 57 ’60 63 66 69“

w8 9 12 15 18 21 24 27 36 33 39 42 15
9 6117 63 i 66 K 69 72 75 78 2 5' 8 ‘ 11 W ’14 17

"7“ M 53 56 59     

  711'; 38: 41‘ ’50: 53; 62‘E 68%” 71; 74
 

 

 

  

 

 

  
 

 

  

 

 

 

 

 

  

  
  

 

 

  

 

 

  

H 12 TW70 73 76 79 6 12 15 18 : 21 ‘2'4 27"
137 21 1 24 27 30 331 36 39 4? 45 f 48 y 51 1 W54 "57
14 63M: 66 69 / 72 75 1 78 2 5 8 f 11 7 14 17 M20
15 ‘ 14:”17; 20 23 ‘ 267* 29 » '32 3?; 384m“ 1 ~44 47A 50
16 25 1 28 31 34 1 37 40 1 43 46 49 1 52 55 58 61

17 67; 7’9”; 737" 761 791 3 6 9 121 15 21 24
"1'8 42 1 45 1 48 51 1 54 57 1 63 1 66 72 75

191 75 .781 2 5I_1_ 8 ___11 14__1_ 17 _20 29_
20 1 43 46 49 52 55 58 1 61 1 64 1 67 70 76 79

59 i "-62 i '65 1 68—1 71'! 74 77 80 4 7 7 1 13 16”
22—1 52 _ 55 58 1 _61 1 MT 67 M70 1 767 "79 E 3 6 1 9

“23—1 77 80 _ 4 7 i 10M1 13 _ 161 M19 22 251 W281 31 1 E4
’24 1 34 4o 43 W46 52 55 58 61 1 64 1 67 70
25 16 M19 1 251" 28 W3 1 377m 40 ’43 1 461 49 52
26 :7 31_ _"34 7:16 52 1_755 :58 61 64 67W
271 62 65 681 71 74 77 801 41 71 1o 13 16 19

_ 28 “4'4 ' 47—1 53 56 1 "5-9—1 62 65 68 71 1 74 m 77 m 80

H 29 78 m2 “51 8’1 11 "14 20 1 $1 29”? 32 35
51- 54 57 611 63 66 69 72 75 78 1 5 8

31 75 f 781 21 5 r 8 '1 11771 141 W 17 213% 23 261 W291 732
T 32 1 28 1 371 34 1" 37 411 T 43 1 46 1 49 52 1 55 SST 61W1T64

;‘ ‘ m 1‘, A 1_ ___ 1 ...____1__ __ 1 ______1 - .1. __ 1‘ _( :_
"63 1 487‘ 51 754 1 57 1 66 69 72 15 1 8 r 2W1 5m
34 1 30 33 1 36 39 1 42 1 45 1 48 1 51 1 7 54 57 ‘ 60 1 63 1 66
35 37 740 7437 46T| 49:7 52 557T 58 1 61 64 67 1 711 73

_ 36 45 1 48 1 51 541 57__2 _ 6o 631 66 69 72 « 75;” 78 2
37 1 22 j 25 1W28 1 31 1 34 37 1 411 43 461 49 52 j 551 58A
381 681L711 741 77: 80: 41 7“ 1111 131m16‘ 191 221 25
39i1m53'1 56 Iww59 1 (7—1: 65 68 1 77 1mw80 ‘ m 7 . 10—
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Table B.1—Hopping sequence set 1 (continued)
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Table B.2—--H0pping sequence set 2

index} 11 41 7;10113;16119122125128 31134137
 

2. 24 ‘2 W, 1 1 1 241
l 1 31 6 0 l21 15 181 21 24 271 303 '53 161 ‘59

77 1 i 1 1 71* 5 77 7 1 777772 7 7; 1""? 1 "W
2 26 ‘1 2‘) ‘1 .. 35 : 38 3 41 1 44 47 1 50 53 56 1 59 ()2 

 

 

 

  
 

 

 

 

 

46 49 1 55 58 1 64 ‘1 _ 67 70 73 76 *3 79 W 3
w 22“?“ 28 ‘31 34‘ 37 40 43 46 49 52 55

H 74’? 77" 4 “M7 ‘10 131 16’ 19 22‘ 28: 31
50 W53 56 59"; 62 65 EM6'8 71 i 74 77 80 4 '7
32 25 ‘ 28 i 31} 34 ‘ 37 1 ’40 431% ' ‘ '

’ 16* 64 f 67 70 v" 73 76W 79 3 6

’11" 797‘? 3 6 91 12 15 I8 21
W12 ‘3” 35M 38 "W 41 3 44 47’ 50 5 
 

 t.) VJI 0°
 

   
 

  
 

 
 

 
  

 
 

 

 

44 47 1 50

1 4 1 7 10 13 16 1 1 22 1

34 T 37 40 1 43 46 1 49 1 52 55 1

51 8 111 141 171 201 231 261 1

211 211 24 27 301 13 361 391 42 j i
221 141 17: 201 231 261 291 321 351 1 i1 ,, 1 , 1 _1 _ 1 .. W .,,,; Jr.
23 1 39 1 42 45 48 1 51 1 54 57 1 60 1 63 1 66 1 69 1 72 1 75
241751781 21 51 8111114517120123126129232

_._.. 1 ._1 .1. ‘__ 1 . _ ._ 1 _.1.. 1. _ _ _ 1 .1_._ _ 1
251 57‘ 601 631 661 691 721 751 78‘: 21 51 81 111 14
. .____._1— .. 1. .1 . 1 _ . 1 1 _. 1 __ 1 _1._. , 1‘ _
261721751781 21 51 8111114117120123126129If 1 W ,7 1 , . . .12 1 ,W 1 1 _ .__. 1, ‘ . . 1

271 241 271 30; 33; 361 :9;L 421 1 1 17 1 7 ‘ 7 1777 ‘ 77 1 l 1 ~
281 61 91121 151 18121124: 1
29 1 411 43 1 46 1 49 52 55 1 58

30 13 161 19 221 25 i 281 31W m 1 M44 W 1 2mm 1 1

31 37 4o 1 43 46 49 52 1 55 1 

  

  ta.)
1N

[\J

 

 

 1 I S

77 1 69 1 72 75 1 78 2
38 1 30 33 ‘ 36 1 39 1 42 45 1 48

39 15‘ 18‘ 211 241 271 301 :3 
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Table B.2—Hopping sequence set 2 (continued)
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Table B.2——Hopping sequence set 2 (continued)

indcxg40f43f46§49i52i55i 581611641673 70173;:76

i 51‘ 541571 6131363266; 69‘ 72 75% 78 
 

    

   

 

 

4: 7; 111§W13§ 16% 19% 22
43 ‘ 46 49m: 52": 55 511 61
68 ("'71 "74 77 7" 80 I; 4 7
24‘ 27 30 ' 33 36 39 42

76 s 79 3 _ 6 9 12 15

52H: 55 58 + 61 r 64 67 '70

 
  

 
79‘ 3 6' 9112E15 13

421 45 48 51 54 57 60 

 

 
  

    
 

10 13 16 19 1 22 25 18
43 46 49 452 7

’3 6 9 12 1 15 1

36’ 35 42 45
44 1 47 50 1 53 ; 56 1 59 621

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

  

 

  

 

 
   
 
     
  

'58; 611 m”
151 18; 217i 24§M27‘ 3o

62 63—? (1ng 71 7—47; '77
781 21 75‘: 87L 11’ 1471’ 17

.241 =1” * *
17 20 1

53 56
35 38

50?" 53 1
2 5 ‘

63 ' 66
18 1 21
76 1 73’;

31 76 79 3 6 9 12 15 18
7321 29 :32 . ’35 38 = 741 744 47 1 511;
33 49 52 _ 55 ‘ 561 61 64 1 67 711

“M34 37f34 5 37 1 45' i 46“: 49 52 1
35 38 EH41 ! 44 1 47 511 I" 55 56”? 59
36 ‘ 46 49 52 1 55 53 ""u 61 64 W 67 1 ?

37 E 23‘ 26 29 L 32‘ 35” 323i 41m; 44 , 4.7” 511 E 53 56 59'

311: 691 72‘ 75' 781W 21m 5' 11 .141. 17 20‘ 23 L 26‘
39 H54 1 57 1 60 i 63 1 66 69 72 75 _ 787"] 2 5 'WHx—L 11
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Table B.2—-Hopping sequence set 2 (continued)
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Table B.3-~Hopping sequence set 3

 

    
  

 

   
  

 
  

  

 

 

 

  
 

 

 

 

 

 

  

  

 

  

 

  

   

 

 
  

  

 

 

 

 
  
 

 

 
  

 

 

81 111 141 17; 201 26: 29} 35 38
111'? 19 22 25 28: 31 34 37 I 40

A 3—3"; 1 42 W45 1 48 51 W54 57 6o 63W
66; 691%1 751 781"21_ 8% 11 1411712011723
12 15"; 18 1 21 27 1 ’30 33 ‘ 36 g 39 42 l 45 48

5 47 V 753 7561' 759 762 7765 68 71 74 i 77 8O 4—
6 "211'r 3" 26 ‘ 29 32 35 38 V41 _ 47“ 50 53 56

V7 ‘ 781 2”" 5 8 11 K 14 i 17 21}l 23' 26 '1 29? 3'2

4 54 57 1 60 V 63 66 69 72 ' 75 78. 2 W 5 8
9 _ 23 26 § 29 32 1 35 38 . 41 44 47 51:1 | 53 56 ‘ 59

111% 65 I 68% 71 74 77 80 W4 7 1 10 13 1“ 16 u 19"” 22
F11 I ""811 I m 13 16 19 22 _

12 I ' 39 i 45 48 51 ' 54 1

13; 63= 661 69 75% 78‘ 2 51

kit-1" '26— 29 32 1 38M- 41 1 44 47
M75 5'6""T 7 <9 762 65 1 68 3” 71 74 1 77 1

W 16—1 67—1" 70 7-3”? 76? 79T 3—1 6 1 91
17 1 313 1 ‘ 36—1 39 1 42 45 48 i 51

WWW, W3 7 2: ‘ 1

M18 1 51 '8 1 11m 14 17 20 i 23 ‘

19 35 ‘ 38 1 41 44 47 5o 56 ‘1
20 6 9 12 15 181 21 1 24; 271

211 221 251 281 311
22 15 W 18 ' 24 1 3111 33 36%;;

23A 43: 49 1 55 1 58:1 61]
24 76 79 3 6 9 121 151 181
25 58 ‘MFél 64 ‘67 ‘ 70 1M 73 1 76 m 79

‘26 O 73 76 1 79 3 3 6 12 15 V
27 25 7 28 W 31 1 734 1 7—37 41} 43 “46
28‘ 7' 111 13 161 191 22 251 28

‘29 ‘41 ' “44 47 50 A531 56' 777759”? 62 65 68 ~71 74 _ 77
30 14 1 17 i 20 23 W26 3 29 ' '32". 7735 38 41 44 5o
31': 38 41 I 44 47 1 _5(1 ‘53 1 _ 56 59 62 65 68 ' 71 74"
32 7G 73 1 76 79 3 ‘ 6 9 ' 1'2 15']; 18 1 21 24 27

11+ 14 ' 211 23 1 26 29 ' 3—2“ 35'": :8 1 41 44 47
346 721 751 78' 2 5 8 11 141 17 _ 201 2?‘E 26 29
35 'W791 3 " 7) I "9 1: 15 1 18 21 1 24 27 391 33 56"

W361_ 8 11 14 ; 171 20 23 261 29 W321 35 381 41 1 44
W371? 641 671 70 73: 761 791 3* 91 12; 15 181 21

38 31 3417 3747 111J 43W: 46 E W 491 523“ 551 582‘ 61 1 641 67___
39; 161 M191 22177251 28‘7311734‘ 371 40 43 461 491 52
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Table B.3—Hopping sequence set 3 (continued)

 

 
  

 

 

  
  
  
 

 

 

 

index 2 1 5 8 11 14 17 20 f 23 26 1 29 32 E 35 38
40 29 32 1 35 38 1 41 1 44 47 50 Y 53 56 59 62 § ()5
41 1 18 21 24 27 36‘ “3'9 , ' 42 1 48 1 54

61 64 ‘ 67 W71) N 73 776’; 7971 3 1 6 9 1 7 12¢: 15 18
W 43 45 481m 51 54 1 571" '61") (63 6615 69 75 1 78 2’

141 781 21 sf 111 141 17 21:11 231 261 291 321 35
— 45 36 3,91— 42 45 38 51 ' 57 ' 611 63 66 ”69 72“

461 74 i 77: 80‘ 4; 71 10 16W 19 22 25 28, 31’
47 13 16—1 19 22 1 25 28 34 37 40 43 46 1 49

_ 62 65 68 71 74 77 1 41 7 10 ‘; 13 t“ 16 1’9"
491 I 3“ 6 9 15 18 21 24 27 30 33 367 39
5011 49 52 55 1 61 1 64 67 70 73 76 W79 3 6
51 A 24 27 1 30+“ 39 “42 45 48 517 54 ’57 1 6o
    

N O

U]v) [\J1{J
b) LII

'L»)
x4

1

J; 4. 4A 4. \l
I

C U: L»)

O\ \C \l N
;\n -UI :‘4

so '42; k) u:

"61‘ 641 67" 701 7 

 

 

 

 

 
 

 
 

 
 

67 70 73 76 79 1 3 1 6 9‘

3'4 m 46 n 3 " 46l- 52 m 55
24 27 1 30 1 33 1m 36 1 39 1 42 45
36 " 42—? 4'5" 9 48 ; 51 541 57

1 25 28 31 34 1 40 431 16
r I jm m7 "111 1 I 16 1 M19 “22 1 28

1 : 1 68 71 741 77 87071 41 7
»4 1 59 :fm 62W 65 (13 ‘W71 77 1 81)

'69 1 51 81 11 17:1L 20 2371 26 29 321 73—5 38 41
711 32 35 1 38 1 41 ‘ 44 1 47 511 1 53 56 59 ‘ 62 65 68
fi 591 621 71>m74177717 1

\1 [Q
)

C 4.. [a 
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TabEe B.3——Hopping sequence set 3 (continued)
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07 70 i 73 "6 79

11 14 17 211 W 25
511’ *53 56 59

75 I 73 1 2 5 n s

31 34 M37 40 43
4 7 1111 ’13 16

59§ 62f 65%W 68f” 71
35 38 41 1 47

10 16 13
1397 52 55 '5sz W111 '
64 E17 7111‘ 73" _ ""76

17 _ 20 = 23 1‘ 26 "2'97; flW-

47 50 53 56 59

111 13 i 15 25

40 "43 46 49 52m
51 54 ‘ 571L (111 1137
14 17 211 J 23 26

65 1 68 71 74 #77
191 22"; 25 21? '31

119 i '72 75 78 1 2
"1) 1 12 15 1 ['1?

781 21'” 8 11"
24 27 36
150 'H 63 6(1 69 72

455' 4f“??? 54
5'7 ifinmr'b 66 1 69

9 ""12 15 

 
 

 

 

 
 

 

 
 

 

 

 
 

 

411 > 51 54 1 57 611

15 13 i 21 27

79 i 3 1 13 12  
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Table B.3——Hopping sequence set 3 (continued)
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Annex C

(normative)

Formal description of MAC operation

This annex contains formal descriptions of the behavior ofMAC station (STA) and access point (AP) enti-
ties. These descriptions also describe the frame formats and the generation and interpretation of information

encoded in MAC frames, in the parameters of service primitives supported by the MAC. and in MlB

attributes used or generated by the MAC. The MAC is described using the 1992 version ofthe [TU Specifi—

cation and Description Language (SDL-92). SDL—92 is defined in [TU—T Recommendation 2.100 (03193).

An update to Z. “)0 was approved in 1996 (SDL—96). but none of the SDL facilities used in this annex were
modified. An introduction to the MAC formal description is provided in Clause 01. Definitions of the data

types and operators used by the MAC state machines are provided in Clause C2. An SDL system describing
N'IAC operation at an lEEE 802.11 station is contained in Clause C3. Finally. a subset of an SDI. system

describing the aspects of M operation at an IEEE 802.1 1 AP that differ from operation at a noon-1P sta-

tion is provided in Clause (7.4.

In Annex D. the MAC and F‘HY management information bases are described in Abstract Syntax Notation
One (ASN.1). defined in lSO/lEC 3824: 1990 and lSOilEC 8825: E990. lTU-T Recommendation 1.105 (03!

95) defines the use ofSDL in conjunction with ASN.1, allowing system behavior to be defined using SDL

and data types to be defined using ASN.1. Incomplete tool support precluded the use of lTU-T Recommen-
dation 2.105 in this annex. However. within the limits oflTU—T Recommendation 2.100 (referred to subse-

quently as 2.100). the data types in Clause C2 are defined in a similar manner to 1T U-T Recommendation

2.105 (referred to subsequently as 2.105). Annex E contains a listing of available documentation.

NOTES

lMThe SDl. definitions in this annex should be usable with any SDI, tool that supports the I993 version or I996 update
of lTU—T Recommendation 2.100. Software for generating. analyzing verifying. and simulating SDL system descrip—
tions is available from several sources.

ZMThe SDL code in this annex was generated using SDT/I’C‘ version 3.02: from Telelogic AB. Malmo. Sweden (@46-
40-174700; internet: telelogicsc): USA oliice in Princeton. NJ (+l~609-520-1935; internet: telelogiccom‘). Telelogic
offers SDT for sexerai workstation platforms in addition to SDT-‘I’C.

3% the use of 'l‘eleiogic's product to prepare this annex does not constitute an endorsement of SDI by the IEEE. LAN
MAN Standards Committee or by the iEElli.

4- ~J§he diagrams on the next two pages show must ol'the symbols ofSi')L graphical syntax iSDL-GR) used in the MAC
formal description. The symbols in these diagrams have labels and connnents that explain their meanings. These dia-
grams are intended to serve as a legend for the SDL-GR symbols that comprise most of the process interaction and state
transition diagrams. These diagrams are neither a complete SDI. system. not a complete presentation ot‘SDL-GR sym-
bology. Also. this state machine fragment exists to illustrate the SDL graphical syntax. and does not describe any useful
behavior.
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Block lntcractImI_Pagc_l.egcnd In! I)

.- —————— - w 1
I I\
I L I ,. _ _. _ ‘_ ____ _ _ _ _______________ _ _
I I I'I'liis Is a block retercnce symbol V ‘
I. _______ -_ .. .. JI Blocks are the fundamental unit of lexical,scopeand structural hierarchy, Each block

Icontams other blocks andfor processes,
1' procedures, and data declarations.. ___________________________-

4—7 - — - — ~ - — — - - - ——1 twfi-P - — - — - - - —1 - - — - - - — - - - - - — - — - --
r er 6 process name I I us Is a recess re erence sym ,o I
Art Ih ‘ l [I _ ‘ I V b I _
Is the number of process 'r——_— ProceSS_A (I: ) wiProcesses spectty dynamic behavmr usmgInstances at startup and I lextended timte state machines Processes
the muxtmum number of: Ioperate concurrently; communicating by means
Instances For processesl :ot Signals and remote varIables (Import/export)_created dynamically, theI
dashed arrow connects I
the parentvprocess to I
the offspring process {I

5 _ _ . _ _ . _ _ _ . _ _ _ _ . _ — _ _ . _ — — _ . _ — _ _ ”

U_nidirectiona|_
S IgnalRo ute

I
I
I
I
I
I
I
I
I
I
I

ProcessWB (0,111:er

Bidirectional. __ S ianal Route
S ignal Route thOIBIock‘

l’rt'tceSs-iC‘ ( |,l ) PT

Signall] [Signal3|_IISignaIZ Signalzt Signalo
  Signal 1 [Signal3.

. _ _ u _ _ _ _ _ _ _ _ _ _ _ _ _ __1
The connection point name I
where a Signal route hits the L__—__
hloek boundary identifies the:
continuation of that sianal I
route In the cnclosinghlock ". _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __J

L__--_-___
 

IThis Is a procedure reference svmbol.
m-_—-{A procedure Is defined and called In the process where this

Isymbol appears. It declared “remote” the procedure may he
Iimportcd tor callmg tromothcr processes A YK-IIUC‘FCIUI'IIIIIg

{procedure} callable In ussifgnment statements, Is defined usingI
Ithe "returns" keyword in t e formal parameter listIu _ _ _ n _ m _ _ u u _ u _ _ m m _ _ m . m _ _ _ u _ _ _ u . . _ _ fi _ _ _ _.

Procedurc_N amt: 

i'ThIs is an operator relerence symbol.
- —-«J0perafors for custom sorts may be defined axiomatic-ally or

Ial Iorithmically. An algorithmic operator Is SlmlIaI‘ to a
war tie-returning procedure, except the .opcrator does not use
{states not outputs, and does not modity Its source operands.a u . . _ _ n & d _ _ . u d u — u u _ — — w . _ _ — n _ _ n — a _ _ m u u _.

operatOr

()pcrutorAName 
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Procch State_Muchitte_Lu ; end | u( l )

f ____u _T\ 1* This is text symbol, used to hold
: ‘ 1 data tvpe (sort) deltnltrons. declarations,. . tugnai tsts. and other SDL stqtemcnts that

- ——————— M» have no gmltlueal representatton */ ($111993;5 a e V

ffrBEé§§E£Fs§EuBEf _, , signal] errorwsitm’
— {(One per process, means all states :- 'vihen in 'all stat :

lcontains no text.) except those ltstedI 1' any state' exceptt _ _ . _ _ _ _ . _ _ _ . _ _ . _ _ _ . _ _ _ _ _ .__. ,L_____

{51-513 Elv—triB-o—l-ftt-rfiflliédtl— Tin agate'siunlholi “actions in ’acttonsto
Stote_1 — Jlmdteotes transrtton(s) refers to the state }. response to recover fromlemermg the state. trom _Whll}h the r Signal‘z’ error‘

L ______________ _. transrtron began. g. . _ _ _ _ . _ _ _ ——J

,-_-___J  ilh—ut—Sfi-IEc-il—VG €h'x?{d‘g€ BE Tci‘t'
—— {31 e used tor Signals lrom’ LLC,

.SME, self. and others logically
labove or parallel [0 this process.t ___________________ _.

lije‘tFa‘pEtBBfi {a‘kéfi {vimén' Elfil'tfial'e'
State 2 _____________________________________ -_.}tnputs followo state is determined

” .by the first ol the named srgnals to
:reach the head of the input queue.L-— 

    
  

  

. ,. ,..__

.- . Signal}: _ lln ut .1 mb y» h ge 011“th
‘text extensmn _ _. .. J'si e used tor Signals from PHY&

’ g ~ Symbol. holds |others logically below this process.overflow text' u. _____________________- .

'msk symbol v - , {66:53:13fitEat‘mefifitfififigTali

t'or algorithmic 1 m {tingle used for Stgnals to LLL‘,process steps‘ ‘ p " l rbME. self, and others logically
: r.—\—.V--,——-,-.-_—.—V—- 'above or parallel to this pm. as.I lhls lmnbllton lb I

 L-__ -__
L 'uble to begin onlv ____ - _.___ ___..

1mhcn its Enabling [Create Request sym‘bol used [or
'Condilion is true? ‘- {dynumlc cregttmn of an Instance‘ l ‘0} the specified process type.t ___________________ _.

 
  

 
  

 

 

 

rt tint et‘

.5 L(end___time. mm “m”reset(timer)tuner) ._m"__~m—_—~.

result 2
' process L__-__‘ca | l’

procedure(purms) ( pan“) ®“MW—.—

{GitfifitE'TEFbSI'trrgaar13?f§gfit' '
Starew3 -__—.- _ stide mm for signals to PHY &,others ioglcally below thts prOCCSS.

Mm A Wm W at mama“tragltra‘asanaau”

S‘g'mlJ‘ : : {anywhere m the process input queue
.. ________ __,’ symbol 9 Jtransrtron II He named stgnal ts

: t ...... -............ ......... ...I
I
l

result 1

 
l

'emll' IA stgnal at head ot'the process : .
macro \- Jltnput queue that 15 not named L - — other_signa](pum‘ls) lm any orthesltatc's Input

lsymbols lS dlscarded unless
Inumed in a Save symbol attached
:to the state. Sat/c relch

3mm a .to all remutnlng Slgll'dl names.
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0.1 Introduction to the MAC formal description

This formal description defines the behavior of IEEE 802.1 1 MAC entities. The MAC protocol functional
decomposition used herein facilitates explicit description ofthe reference points and durations ofthe various

timed intervals; the bases for generation and/or validation of header fields, service parameters, and MIB

attributes; and the interpretation of each value in cases where enumerated data types are used in service
parameters.

C.1.1 Fundamental assumptions

The MAC protocol is described as an SDL system, which is a set of extended finite state machines. Each

state machine is a set of independent processes, all of which operate concurrently. All variable data-holding
entities and procedures exist solely within the context ofa single process. In SDL all interprocess communi—

cation is done with signals (there are no global variables). Signals may be sent and received explicitly, using

SDL’s output and input symbols, or implicitly, using SDL’s export/import mechanism (only ifthe variables

or procedures are declared “remote”). By default, signals incur delays when traversing channels between

blocks; however. only nondelaying channels and signal routes are used in the MAC state machines, and all
remote variables and procedures are declared with the “'nodelay” property.

State transitions, procedure calls, and tasks (assignment statements and other algorithmic processing steps)

are assumed to require zero time. This permits the time intervals that are part ofthe normative MAC behav—

ior to be defined explicitly, using SDL timers. One unit of system time (a 1.0 change in the value of“now”)
is assumed to represent one microsecond of real time. Usec (microsecond) and TU (time unit) data types are

defined, with operators to convert Usec and TU values to SDL time or duration when necessary.

The SDI. system boundary encloses the \AAC entities. The LLC, SME, PHY, and distribution system are

part oi'thc environment. SDL generally assumes that entities in the environment operate as specified; how-
ever. the MAC state machines that communicate with the various SAPS attempt to validate inputs from the

environment. and to handle cases where a pair of communicating entities, one within the system and the

other outside the system boundary, have different local views ofthe medium, station, or service state. All sta-
tions in an IEEE 802.11 service set are assumed to exhibit the behaviors described herein. Nevertheless,

because ofthe open nature ofthe wireless medium, the MAC state machines check for error cases that can

arise only when an entity on the wireless medium is transmitting IEEE 802.1 I PDUs, but is not obeying the

communication protocols specified by this standard.

0.1.2 Notation conventions

When practical, names used in the clauses of'this standard are spelled identically in this annex. The principal

exceptions are those names that conllict with one of SDL’S reserved words (such as power management
mode “active.” which is renamed “sta active" in SDL). To help [it the SDL text into the graphic symbols,

acronyms with multiple. sequential capital letters are written with only the first letter capitalized (e.g.,
"MSDU" is written “Msdu” and “MLMEJoinrequest” is written “MImeJoin.request”).

SDL reserved words and the names of variables and synonyms (named constants) begin with lowercase let-

ters. The names of sorts (data types), signals, signal routes, channels, blocks, and processes begin with
uppercase letters. The names of certain groups of variables and/or synonyms begin with a particular lower-
case letter, followed by the remainder of the name, beginning with an uppercase letter. These groups are

"aNameOfAttribute" PHY operational parameters.

“cNameOfCapability” Capability bits, also used for intemal values exported as MlB counters.
“dNameOfDuration” Duration (relative time) values, declared as Usec, TU, or Duration.
"dot l lNameOfAttribute" MIB attributes.
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“cNameOtEleinent” Element 19 values.

"mNameONariable" Remote variables used for intra—MAC communication, but not part of lhe RUB.

Most of these variables are exported from the MLMB block.

“sNameOfStatlcV’alue“ Synonyms for static data values used within the MAC.

“tNaineOtTime” Time (absoiute time) values, declared as L'sec. TU, or Time. The names of timers

begin with “T.”

0.1.3 Modeling techniques

State machines are grouped according to defined function sets that are visible. directly or indirectly, at an

exposed interface. The emphasis in the organization of the state machines is explicitly to show initiation of

and response to events at the exposed interfaces, and time-related actions, including those dependent on the
absence of external events (e.g., response timeouts) and intervals measured in derived units {e.g., backoff

"time" in units of slots during which the wireless medium is idle). The operations associated with the various
state transitions emphasize communication functions. Most of the details regarding insertion. extraction, and

encoding of information in fields of the PDUs is encapsulated with the definitions of those fields. This

approach, which relies heavily on SDL‘s abstract data type and inheritance mechanisms, permits the behav—
ior of the data—holding entities to be precisely defined, without obscuring process flow by adding in—line
complexity to the individual state transitions.

The modeling of PDUS and SDI ls requires sorts such as octet strings. and operators such as bitwise boolean

functions, which are not predefined in SDL. These sorts and operators are defined in Package macsorts,
which appears in Clause (3.2.

Protocol and service data unit sorts are based on the Bit sort. Bit is a subtype of SDL’s predefined Boolean
sort. As a result, Bit literals “0” and “l” are alternative names for “false” and “true,” and have no numeric

significance. To use “0” or “1” as integer values requires a conversion operation. Items ofthe Bitstring sort
are 0~origin_ variable—length strings of Bits. With Bitstring operands, operators “and,” “or,” “Km,” and “not”

operate bitwise. with the length of the result equal to the length of the longest (or only) source string. The

Octet sort is a subtype of Bitstring that adds conversion operators to and from integer. Each item of the

Octct sort has length:8 {by usage convention in 2.100, enforced in 2.105}. Items ofthe Octetstring sort arc

O-origin, variable-length strings of Octets. The Frame sort is a subtype of Octetstring that adds operators to

extract and to modify all MAC header fields and most other MAC frame fields and elements. Most MAC
fields and elements that contain named values with specific value assignments or enumerations are defined

as subtypes of Frame, Octetstring, or Bitstring with the names added as literals or synonyms, so that the state
machines can refer to the names without introducing ambiguity about the value encodings.

Where communication at a SAP or between processes is strictly first in first out (FIFO). the {implicit} input

queue ofthe SDL processes is used. When more sophisticated queue management is needed. a queue whose

entries are instances of one, specified sort is created using the Queue generator. Entries on Queue sorts may
be added and removed at either the tail or the head, and the number of queue entries may be determined. The

contents of a Queue may also be searched to locate entries with particular parameter values.

Clause C2 contains an SDL—92 Package (a named collection of SDL definitions that can be included by ref-

erence into an SDL System specification), which is a formal description of the formats and data enc-odings

used in lEEE 802.11 SDUs, PDUs, and the parameters of the service primitives used at each of the SAPS

supported by the lEEE 802.11 MAC. This package also contains definitions for some data structures and

operators used intemally by one or more ofthe M AC. state machines.

The behaviors of many intra—MAC operators are part of the normative description of the MAC protocol

because results of the specified operations are visible, directly or indirectly. at exposed interfaces. For exam-

ple. custom operators are used to define the generation ol'the (RC-32 value used in the PCS field (operator

etc 32, page 301 ). the calculation of frame transmission time used as part of the value in the Duration/TD field

276 Copyright © 1999 IEEE. All rights reserved.

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00292



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFlCATIONS ANSI/lEEE Std 802.11, 1999 Edition

in certain types of frames (operator cachur, page 316), the comparison ofthe values of particular fields ofa

received MAC header with cached data values as part of the procedure for detecting duplicate frames (oper-

ator searchTuplcCache, page 289). and numerous other aspects of frame formats and information encoding.

On the other hand. data structures used solely for intra-MAC storage or for transferring of information
between different state machines of a single station or access point. are only normative to the extent that they
define items of internal state and the temporal sequence necessary for proper operation ofthe MAC protocol.

The specific structures and encodings used for intemal data storage and communication functions in this for-
ma] description do no! constrain MAC implementations, provided those implementations exhibit the speci-

fied behaviors at the defined SAPS and. in conjunction with an appropriate PHY. on the wireless medium.

C.2 Data type and operator definitions for the MAC state machines

This Clause is in SDL/PR (phrase notation), with the exception of procedural operators, which are defined in

SDL/GR (graphic notation). Package macsorts contains the definitions ofthe sorts (data types with associ-

ated operators and literals) and synonyms (named constants) used by the MAC state machines Package

macmib defines data types for attributes in the MAC MIB, and portions of the PHY MIB, accessed by the
MAC state machines. Package macmib exists solely to satisfy SDL’s strong type checking in the absence of

an SDL tool that fully supports 2.105 (the combined use ofSDL with ASN.1).

Copyright © 1999 lEEE. All rights reserved. 277

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00293



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOIJTAN AREA NETWORKS: WlRELESS LAN

 
 

 
 

 
 

 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
  

 

 
 
 
 

 

  
 
 

  

 

Package macsons 3101__d\MacEnum(31)

\ l* PACKAGE MACSORTS */ k
*l /* This package contains definitions of the custom sons (data types), operators,
‘I literals, and synonyms (named constants) used by the MAC state machines. */

(bkvz-krfifittitifir*«kwizt-flizifit-ktikiflthkkw tie1*ttiiihittittkitrtt~krk~kfi9ekifit~kt

Enumerated types used within the MAC state machines
m"M.mnmunmmmmHmmm.mm...mm...mm,
newtype ChangeType I" type of change due at the next boundary */

literals dwells /* dwell (only with FH PHY) */
mocp; /* medium occupancy (only with PCF) 'l

endnewtype Change-Type;
newtype lmed /* priority for queuing MMPDUs, relative to MSDUs */

literals head, /* place MMPDU at head of transmit queue */
norm; I" place MMPDU at tail of transmit queue */

endnewtype lmed;
newtype NavSrc /* source of duration in SetNav & ClearNav signals ‘/

literals rts. /* RTS frame */
cprss. cfensts, /* start/end of CFP in own 888 */
cprther, cfendOther. /' start/end of CFP in other 888 */
cswitch, /* channel switch */
misc‘ /* durld from other frame types */
nosrc; /* non-reception events */

endnewtype NavSrc;
newtype PsMode /* power save mode of a station (PsResponse signal) */

literals sta_active, power_save, unknown; endnewtype PsMode;
newtype PsState l" power save state of this station ’/

literals awake, doze; endnewtype PsState;
newtype StateErr /* requests disasoc or deauth (Mmlndicate signal) */

literals noerr, classZ, classS; endnewtype StateErr;
newtype StationState /* asoc/auth state of sta (SsResponse signal) */

literals not_auth, authwopen, auth_key, asoc, dis_asoc;
endnewtype Stationstate:
newtype TxResult /* transmission attempt status (PduConfirm signal) */

literals successful) partial, retryLimit, thifetime.
atimAck, atimNak; endnewtype TxResult;

w

 
l¢u¢aen¢+~uwhnctn *..*m~+o*mu*«tarot:nun-M-tatw-twwwws-i-uvw"whet.

Enumerated types used in PHY service primitivesw“swattthmH,”.m“Hmtwm“statuammfifll

newtype CcaStatus /* <state> parameter of PhyCcatindication */
literals busy. idle; endnewtype CcaStatus;

newtype PhnyStat /* <rxerror> parameter of PhnyEndindication */
literals no_error, fmt__violation‘ carrier_lost, unsupt_rate;

endnewtype PhnyStat;

1.

 
/t**i*fi*i «*fi-ifiwtwtiwkkotw-kkfiukn- irid-ot*iittifitgfi-tietowo-i-t‘Oiirtd-vei-QfitoOi |Placeholders for Mlme/lee Get/Set Parameter Values
“m..tm...”"mm"nm.smmwwwnnmmm.mmv

/“ MibAtrib (placeholder in MlmeGet/Set definitions) */
syntypa IVlletrib = Charstring endsyntype MibAtrib;

l* MibValue (placeholder in MlmeGet/Set definitions) */
syntype MibValue = integer endsyntype MibValue;

a:
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Package macsorts 3102_d\LmeEnum(31)

Ikir‘k*fikttttfiwtkfifii*fii*****ti*fi**k*it*fifi*1tintit’cfi‘hxfi‘kt‘xwfi‘R-fihhkifletfii‘k‘k

Enumerated types used in Mac and Mime service primitives
n.mm...m..........mm.m......nmm.m...:............m./
neWtype AuthType I" <authentication type> parm in Mlme primitives “I

inherits Octetstring operators all;
adding literals open_system, shared_key;
axioms open~system == kaS(O, 2); shared_key == kaS(1, 2);

endnewtype Auth‘l’ype;
newtype AuthTypeSet powerset( AuthType); endnewtype AuthTypeSet;
newtype BssType l“ <BSS type> parameter & BSS description element ‘/

literals infrastructure, independent. any_bss: endnewtype BssType;
newtype BssTypeSet powerset( BssType); endnewtype BssTypeSet;
newtype CfPriorlty /* <priority> parameter of various requests */

literals contention, contentionFree; endnewtype CfPriority;
newtype MibStatus /* <status> parm of Mlmellee Get/Set.confirm *i'

literals success, invalid, write_only, read__only;
endnewtype MibStatus;
newtype MlmeStatus i‘ <status> parm of Mlme operation confirm ‘i'

literals success. invalid. timeout, refused,
tomany_req, already_bss; endnewtype MlmeStatus;

newtype PwrSave /* <power save mode> parameter of MlmePowengt */
literals sta__active, power_save; endnewtype PwrSave;

newtype Routing i‘ <routing info> parameter for MAC data service *i
literals nu|l_rt; endnewtype Routing;

newtype RxStatus /‘ <reception status> parm of MaUnitdata indication *i
literals rx_success, rxjailure; endnewtype RxStatus;

newtype ScanType /‘ <scan type> parameter of MlmeScanrequest */
literals active_scan, passive_scan; endnewtype ScanType;

newtype ServiceClass /* <service class> parameter for MaiJnitdata ‘/
literals reorderable, strictlyOrdered; endnewtype ServiceClass:

newtype sztatus /* <transmisslon status> parm of MaUnitdataStatus */
literals successful. retryleit, thifetime. noBss.

excessiveDataLength, nonNullSourceRouting,
unsupportedPriorily, unavailablePriority,
unsupportedServiceClass, unavailableServlceClass,
unavailableKeyMapping; endnewtype TxStatus:

*-
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Package macsorts  

  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3103_e\|ntraMaC(31)

/w**wnnw~ktkikn*k****l‘***~nnflwkiiitn‘fi‘wf‘k«*‘k‘k‘énnxn‘itfl‘kwi‘kri‘f‘i‘l‘w'l‘fiirktfl

Intra—MAC remote variables (names of form mXYZ)
h a i.

|
I muuflmmm......m...m.m.“mummummmmu/

remote mActtngAsAp Boolean nodelay; /* =true if STA started BSS */
remote mAld Asocld nodelay; /* AID assigned to STA by AP */
remote mAssoc Boolean nodelay; /* =true if STA associated w/BSS */
remote mAtimW Boolean nodelay; /* =true ifATIM window in prog ‘l
remote mBkIP Boolean nodelay; /‘ =true if backoff in prog */
remote mBrates Ratestring nodelay; /* basic rate set for this Sta */
remote mBssId MacAddr nodelay; /* identifier of current (I)BSS */
remote mCap Octetstring nodelay; /* capability info from MImeJoin '/
remote mep Boolean nodelay; /" =true if CF period in progress */
remote mDisabIe Boolean nodelay; /* =true if not in any 838; then */

/* TX only sends probe__req: RX only accepts beacon, probe‘rsp */
remote thimCount Integer nodelay; /* =0 at Tbtt of Beacon with DTIM */
remote mFle Boolean nodelay; /* =true during frame exchange seq “l
remote mlbss Boolean nodelay; /* =true if STA is member of IBSS */
remote mListenInt Integer nodelay; /* beacons between wake up @TBTT */
remote mNavEnd Time nodelay; /‘ NAV end Time, <=now when idle */
remote mNexthry Time nodelay; /* next boundary Time; =0 if none "/
remote mNexthtt Time nodelay; I“ Time next beacon due to occur ‘/
remote mPcAvaiI Boolean nodelay; /' =true if point coord in BSS */
remote mPchvr Boolean nodelay; /* =true if CF delivery only */
remote mPcPoII Boolean nodelay; /* =true if CF delivery & polling *1
remote deIy Usec nodelay; l“ probe delay from start or join */
remote mPss PsState nodelay; /* power save state of STA */
remote mReceiveDTlMs Boolean nodelay; /* =true If DTlMs received *l
remote meA Boolean nodelay; /* =true it RX indicated by PHY */
remote isId Octetstring nodelay; /* name of the current (I)BSS */
remote procedure TSF nodelay; /* read & update 64-bit TSF timer */

fpar Integer, Boolean: returns Integer:
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Package macsorts 3104gdtStalicDala(31)

l§!i*vwwi*ttfii****k*iwWRX£££kiiii{iti****i*iiiifi!!**xti*titt£thtiiyw

Named static data values (names of form sXYZ)
s.mmM.mmmmHsm“m...,..mmm"mm.m....m/

synonym sMastduLng Integer = 2304; I“ max octets in an MSDU */
synonym sMacHerng Integer = 24; /* octets in data header, no WEP */
synonym sWepHerng Integer 2 28; /* octets in data header with WEP */
synonym sWepAddLng Integer = 8: /* octets added for WEP ‘/
synonym sstAddLng Integer = 6; /* octets added for WDS (addr4) ‘/
synonym sCrang Integer = 4; /* octets for cr032 (FCS, ICV) */
synonym sMaprduLng Integer = I“ max octets in an MPDU */

(sMastduLng + sMacHerng + sstAddLng + sWepAddLng + sCrang);
syntype FramelndexRange = Integer /* Index range for octets in MPDU */

constants 0 : sMaprduLng endsyntype FramelndexRange;
synonym sTsOctet Integer = 24: /* first octet of Timestamp field ‘/
synonym sMinFragLng Integer = 256; l‘ min value for aMpduMaxLength */
synonym sMaxFragNum Integer = l’ maximum fragment number *I

(sMastduLng I (sMinFregLng « sMacHerng ‘ sCrang)):
synonym sAckCtsLng Integer = 112: /’ bits in ACK and CTS frames */

*

/**xxtt¢**wxoett***xewtt*2*wrrt**wr*nee.ser*ew*tesxexwa**t*‘xtxy**t*

Station configuration flags (static supplementary to MIB)
ti-kifittwt*tififitwfititwtilt191*!**wwtrt9flr‘iY‘kwwwiwtkit-*iiitieilbtii-iuvetir/

synonym sVersion Integer z 0‘. I” supported Protocol Version *I
synonym sCanBeAp Boolean = false: I” =t;ue if STA can operate as AP ‘f
synonym sCanBePc Boolean = false; /* =true if AP can be Point Coord *I
synonym sCfPollable Boolean =true; /* =true if responds to CF»polIs *I

* 
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Package macsorts

/t~x~¢m**vm~xv« *i’ftriifl‘flwtfliflflkw‘ktfi‘fi‘kifi ifliwil‘** mus wwwwwmw *f*****‘h**
Discrete microsecond and Time Unit sorts

*ipikti-mkii-kw1hrtintiii-wart*tttt’ettfittltiflrttfititkttkfifitfififitwtktttttfiktfik/

/* SDL does not define the relationship between its concept *I
/* of Time and physical time in the system being described. */
/* An abstraction is needed to establish this relationship. ‘I
/“ because Time in SDL uses the semantics of Real. whereas *I
/’ time in the MAC protocol is discrete, with the semantics */
/* of Natural and a step size (resolution) of 1 micosecond. *i'
/* Most MAC times are defined using the subtypes of Integer */
/* Usec and TU. These have operators for explicit conversion */
/* to SDL Time (tUsec. tTU), SDL Duration (dUsec. dTU), and *l
/* from SDL Time (uTime, tuTime) as needed to comply with SDL's */
/* strong type checking. Where the MAC state machines need to *l
/" access the contents of the TSF timer, SDL's 'now' (current */
/“ time) is used. This yields readable time-dependent code, *I
/* but the value of 'now' cannot be modified by an SDL program, "/
/* so adopting the TSF time from timestamps in received Beacons ‘/
l” or Probe Responses is shown as an informal task symbol. */
/* Microsecond sort —« also has operators tmin and tmax */
newtype Usec inherits Integer operators all;
adding operators

dUsec : Usec —> Duration;
tUsec : Usec -> Time;
uTirne : Time -> Usec;
tmax : Usec, Usec -> Usec:
tmin : Usec, Usec ~> Usec;

*

axioms for all u, win Usec(
u >3 w mm tmax(u, w) m u;
u >= w ==> tmin(u, w) == w;
for all t in Time(

r2 float(u) ==> tUsec(u) a: Time!(Duration!(r));
t = Time!(Durationl(r)) and u = fix(r) ==> u == uTime(t);));

u < w a=> tmax{u. w) z: w;
u < w ==> tmin{u, w) == u;

for all r in Real(

for all a in Duration( for all r in Real(
r = float(u) ==> dUsec(u) == Duration!(r); )));

constants >2 U /" constrain value range to be non~negative */
endnewiype Usec;
1* Time Unit SOrt -- (1 " TU) = (1024 * Usec) */
newtype TU inherits Integer operators all;

adding operators
dTU : TU -> Duration;
t'l'U : TU ~> Time:
tuTime : Time -> TU;
u2TU : Usec -> TU;
tu2U : TU -> Usec;

axioms for all k in TU( for all t in Time( for all r in Real(
r = float(k) ==> tTU(K) == Timei(Durationl{1024 * r));
t = Time!(Duration!(r)) and k = (iix(r) / 1024) ==> k == tuTime(t);));

for all d in Duration( for all r in Real(
rm float(k) ==> dTU(k) an Durationl(1024 * r);));

for all u in Usec{ u2TU(u) == u / 1024; tu2U(k) == k * 1024; ));
constants >= 0 /* constrain value range to be non-negative */

endnewtype TU;

 
LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

3105_d\Usec_TU(31)
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Package macsorts 3106_d\StringO(31)It,r.nnmmmm...mummm.t.mm.mnmmmmm

* Generator for O-origin String sorts (adapted from 2105, Annex A(Ii-*iti-iia-ititi-iiifinid:iii”:+*h*wtiy‘biri-idviub*iii-iti-iifi‘bi-ii-iti-ii‘ti-ifitii/

/* StringOisort, nuilSymboI) can define strings of any sort. */
/* These strings are indexed starting frOm 0 rather than 1. *l
/" Sorts defined by Stringo have the normal String operators, plus */
1* Tail (all but first item), Head (all but last item), and *l
/* aggregators 82, 83, S4. 86, 88 (make fixed length strings) "/
generator StringO(type Item, literal Emptystring)

literals Emptystring;
operators

MkString : Item -> StringO; /* make a string from an item "/
Length : StringO -> Integer; /" length of string '/
First : StringO v> Item; /' first item in string */
Tail : StringO ~> StringO; /* all but first item in string */
Last : StringO »> Item; /* last item in string "/
head : StringO a> StringO; /* all but last item in string */
"ll" : StringO, StringO —> StringO; /* concatenation */
Extract! : StringO, Integer —> Item; /* get item from string */
Modify! : StringO, Integer, Item -> String(); /* modify string ‘/
SubStr : StringO, Integer, Integer -> StringO;

/” SubStr(s,i,j) is stringO of length] starting at stringO(I) '/
82 : Item, item -> Stringo; S3 : Item, Item, Item -> StringO;
S4 : Item, Item, Item, Item -> StringO;
86 : Item, Item, Item, Item, Item, Item -> StringO;
88 : Item, Item, Item, Item, Item, Item, Item, Item -> StringD:

/* axioms continued on next page.“ *I

 
endgenerator StringD; 
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384

Package macsorts

LOCAL AND METROPOLiTAN AREA NETWORK81W|RELESS LAN

3107.a\String0(31)

!* StringO axioms ‘l
i‘ for all item0,Etem1,item2,item3.item4.item5.item6,item7 in Item(

for all st 51, 82. S3 in String(J{ for all it j in lnteger{
constructors are Emptystring, MkString. and "II";
equalities between constructor terms

5 it Emptystring == ; Emptystring ll 5 == 5;
(51 I/ 82) // 83 == 51 l/ (82 // S3);

definition of Length by applying it to all constructors
type String Length(Emptystring) == ;
type String Length<MkString(item0)) =: ;
type String Length(s1 1/82) == Length(s1) + Length(82);

definition of Extract! by applying it to all constructors,
Extracti(MkString(item0), 0) m itemO:
i < Length(s1) ==> Extractl(s1 // 82. i) == Extract!(si, i);
i >= Length(si) ==> Extract!(ei // 82, i) == Extract!(82, i — Length(si));
i < 0 or i >= Length(s) =fi> Extract!(s, i) m errorl;

definition of First and Last by other operations
First(s) == Extractl(s. 0);
Last(s) == Extract!(s. Length(s) - 1);

definition of substr(s,i,j) by induction on]
i >= 0 and i <= Length(s) ==> SubStr(s‘ i. 0) == Emptystring;
i>= 0 and j > 0 and i H <= Length(e) ==> SubStr(s, i, j) ==

SubStr{s. i, j v 1) ll NIkString(Extract!(s, i + j - 1));
i < 0 or) < 0 or i +§ > Length(s) ==> SubStr(s, i, j) == errorl;

definition of Modifyt, Head, Tail, 8x by other operations
Modify!(s, i, itemO) === SubStr(s, 0, i) /l Mk5tring(item0) ll

SubStr(s, i + 1. Length(s) - i - 1);
head(s) == SubStr(s. 0. Length(s) — 1):
Tail(s) == SubStr(s, 1, Lengtnts) v 1);
SZtitemO‘ itemi) == MkString(item0) I! Mk8tring(item1);
SEiitemO. item1. item2) ==

MkStringOtemO) ll MkString(item1) ll MkStrinthemZ);
S4titem0, item1. item2, item3) ==

MKStringiitemO) II MkStrinthemi) /l MkString(item2) //
MkStringiitern'a);

88(itern0, item1, item2. item3, item4. itemS) ==
MkStringtitemO) I! MkString{item1) // MkStringtitemZ) ll

MkStn‘ngiitemS) I! MkString(item4) II MkStringUtemS);
SBtiternO, itemt. item2. item3, item4, items, items, item7) ==

MkStringfitemtJ) ll MkStringUtemi) // MkString(item2) //
MkStringiitemS) ll MkString{item4) // MkStringUtems) //
Mk5tring(_§tern6) It MkString(item7); ))): 
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Package macsorts 3108_d\Bitstring(31)

[wriswmwwew wwrwwveA‘A-mh-mwmw'wkwk-k *ft‘k'kwi‘ h1"N*‘A‘I‘I‘wlr'k'k‘kvi‘i‘ki'w‘i‘kwir'k‘l‘fi’iriii‘
’ ASN.1—style BlT sort (from 2.105, Annex A)
.mmmum“mmH...“flH“mm.~rm.mm.m,..,.m../

/* Bit is a subtype of Boolean -- bit values 0 and 1 are
/* not numerals and cannot be used with Integer operators */

newtype Bit inherits Boolean
literals O =false, 1 = true; operators all; endnewtype Bit;

Ifli-ki-Ir man-mm tkkttiwtfittfivifi§¢***t*fiktk* murmur “we munmnuunumum» k
ASN.1—style BIT STRING sort (adapted from 2.105, Annex A

*ttiti‘tii‘nkttgri’iifii‘ktt tiitiikfi‘iti—itikii—ki’hi*ig***i*t**t*t*t**i*til

/* Bitstrings are O—origin strings of Bit. 2.105 uses ASN.1«style */
/* literals in binary ('1011‘B) or hexadecimal ('D3‘H), but this */
/* syntax is not accepted for Z.100 string literals. Therefore, 'I
/* this version provides only hexadecimal literals OXOO-OXFF. */
/* Bitstring operators ‘=>‘, ’not‘, 'and', 'or‘, and 'xor' act */
/* bitwise. with the length of the result string equal to the *l

» /* length ofthe longest (or only) source string. */
newtype Bitstring StringO(Bit, ")
adding literals macro Hex_Literals;
operators

"not" : Bitstring —> Bitstring;
"and" : Bitstring, Bitstring -> Bitstring;
"or" : Bitstring, Bitstring -> Bitstring;
"xor" : Bitstring, Bitstring -> Bitstring;
"=>" : Bitstring, Bitstring -> Bitstring; noequality;

axioms macro Hex_Axiorns;
for all 5, $1. 82, 83 in Bitstring(

s = s ==true; st = 82 == 82: st;
si la 82 ~== not (51 = 82); st = 82 == true m> st W 82;
([51 = 82) and (82 = 83)) ==> st = 83 == true;
((31 = 82) and (82 /= 83)) ==> s1 = 83 == false;
for all b, b1, b2 in Bit(

not C) == ";
not (MkStringtb) // s) == MkStringmot (b)) // not (5);
" and ” == “;
Length(s) 2- 0 a=> " and 3 == MkString(0) and s:
Length(s) > 0 ==> s and " == 5 and MkString{0);
(MKString(b1) I! st) and (MkString(b2) // 82) ==

MkStringtbi and b2) // (51 and 82);
$1 or 82 == not [not st and not 82);
st xor 82 == (51 or 52) and not (31 and 82);
51 :> 82 == not (not 51 and 82);»;

map for all b1, b2 in Bitstring literals<
for all bsi. sz in Charstring literalsi

/* connection to the String generator *I
for all b in Bit literals(

spelling(b1) = ll bs1 ll sz //
spelling(b2) = // bs2 // spelling(b) = bsi

z=> b1 == MkString(b) // b2; )));
endnewtype Bitstring;

*
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,kaflnflrtttflfiidviakQwizi**~kt~httii*tfifiiitfifii**tiktikfitt‘ki kitxktki Ritkflkti‘fl *

OCTE? sort (influenced by 2105 Annex A)
“mouse”.“umfliisi.“m...”.mm.mmm..m..m.m,

1“” Octet is a subtype of Bitstring where length always =8. '1
1* 2.105 adds a "size" keyword to SDL and defines Octet with ‘r
1* constants size (8) to impose this length constraint. “'1'
/* Here Octet relies on proper use maintain lengths as multiples *!
/* of 8. Proper length strings are created by the hexadecimal *f
/‘ Bitstring literals {e.g. DxDS) and operator kactet: *I
f" o:= kactet(i) converts a non-negative Integer (mod 256) *f
1* to an Octet [exactly 8 bits) *I
1* i? oetetVaKo) convens an Octet to an Integer (0:255) */
I‘ or: flipio) reverses bit order of the Octet *l
1* (09>? 1<~>6, 2<~«>5, 3<«>4) *I
newtype Octet inherits Bitstring operators ail:

adding operators
kactet : Integer -> Octet;
octetVal : Octet 4- Integer;
flip : Octet —> Octet;

axioms

for all I in lnteger( for all z In Octet(
i r» O ==> kactet(i) == 88(0, 0, 0, O, O,
i= 1 ==> kactet(i) == 38(1, 0, 0, 0, O
i> 1 and i <= 255 ==> kactetfii) m

SubStr((First(kactet(i mod 2)) // kactet{i / 2)), 0, 8);
i > 255 ==> kactet(i) == kactet(i mod 256);
i < 0 ==> kactet(l) e= error!;
2 2 MkString(0) e=> octetVal(z) =
z = Mk8tring(1) ==> octetVal(z) =
Length(z) > 1 and Length(z) <= — >

octetVal(z) == octetVal(First(z)) +
(2 " (octetVal(SubStr(z, 1. Length(z) - 1))));

Length(z) > 8 ==> octetVal(z) == errorl;
flip<z) == 88(z(7).z(6),z(5).z(4),z(3).z(2).z(1).z(0)); ));

endnewtype Octet;

,0,;
0_

y
y

=0
=1 
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Package macsons 3109.1_a\Ootetetring(31)

/*****ww *wunuar *W*i*#**if‘k‘k**IW* M “mum wi‘A‘i‘kw‘kR'flN§*****W**§W****¥* k
* OCTET STRING sort (somewhat influenced by 2.105, Annex ‘
*i—tinflntiltitt-t-twnkirwtkktfii‘tvefi-ktiw*i‘tirtti-ktkieitirt-tttimiirtvrirkkmkvet-i-kifi/

/‘ Octetstrlngs are 0—ORlGlN strings of Octet. NOT 1—ORIGIN *r
/* strings like Octet_String in Z.105 (hence the name change). */
/* Octetstring has conversion operators to and from Bitstrlng, */
/* and integer to Octetstring. Octetstring literals are "null" */
/* and 1-4, 6, 8 item 0x00 strings O1, 02, O3, O4, O6, 08. */
newtype Octetstring String0(Octet. null)

adding literals 01,02,013, 04, 06, 08;
operators

B_S : Octetstring -> Bitstrlng; /* name changed from Z.105 *!
O_S : Bitslring .> Octetstring; /* name changed from Z.105 ’/
kaS : lnteger,lnteger -> Octetstring; I“ kaS(i1,l2) returns “I

/* mkstring(kactet(i1)) padded (0x00) to length i2 */
mk20ctets : Integer —> Octetstrlng; /* 16vbit int to 2—octets '/

axioms

for all b, b1, b2 in Bitstring(
for all s in Octetstring( for all 0 in Octet(

B_S(null) == null; O_S(null == null;
B_S(MkString(o) // 3) == 0 // B__S(s);
Length(b1) > 0. Length(b1) < 8 ==>

O S(b1) == MkString(b1 or 0x00); /* expand b1 to 8 bits */
b1 ll b2, Length(b1) = 8 ==>

b == MkString(b1) // O_S(b2):
l ‘, in lnteger(

=> kaS(l. k) == MkString(kactet(i));
«m- kaS(i. k) =2 kaS(l. k w 1) I! MkStrlng(Ox00):

k <= 0 ==> errorl;
mk2octets(i) == MkString(ml<Octet(i mod 256)) //

MkString(kactet(i / 256)); );
01 == MkStrlng(Ox00); 02 == 01 // O1;
03 == 02 #01: O4 ==02 // 02;
06 22 O4 // 02; 08 == 04 // O4; ))):

map for all 01. O2 in Octetstrlng literals(
for all b1, b2 in Bitstring literals(

spellingiO1) = spelling(b1), spelling(02) = spelling(b2)
mm 012 02 M b12 b2; ));

endnewtype Octetetrlng; 
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Package macsorts 311D_d\MacAddr(31}

ffl.“nongain":u.gamma-xmuixnriga‘itkim*ttttnumxsawxsxxawt-«anawe
MAC Address sorts

s..atmmnmmm..s.ms.s.am....“hum.”mmmm],

1‘ MacAddr is a subtype of Octetstring with added operators: ’1
1* EsGroup(m) =true ifgiven a group address *1
1* isBcst(m} =true ifgiven the broadcast address *1
1* isLocal(m) atrue ifgiyen a locallyeadministered address *1
1* aers(m) converts MecAddrto Octetstriog *1
1‘ MAC addresses must be defined to be exactly 6 octets tong. *1
1* typically using the 36 operator or nullAddr synonym. *1
newtype MacAddr inherits Octetstring operators all;
adding operators

isGroup : MacAddr -> Boolean:
isBcst : MacAder- Boolean:
isLocal : MacAddr —> Boolean;
adrOs 1 MacAddr -> Octetstzing;

axioms

for all m in MacAddr(
(Length(m) = 6) and ((Extract!(m.0) and 0x01) = 0x01) ==> isGroup(m == true:
(Length(m) = 6} and ((Extractl(m.0) and 0x01) = 0x00) 22> isGroup(m} == false;
(Length(m) x 6) and (m a 86(OxFF,0xFF,0xFF,0xFF,0xFF,UxFF)) ==> isBcst == true;
(Length(m) = t3) and (m /= 56(0xFF,0xFF,0xFF,OxFF,OxFF,DxFF)) ==> isBcst == false;
(Length(m) = 6) and ((Extract!(m,0) and 0x02) = 0x02) 22> isLocal W true;
(Length(m) e 6) and ((Extracti(m,0) and 0x02) = 0x00) e=> isLocal == false:
Length(m) /= ==> errori 1* common error! term *1;
for all 0 in Octetstring(m = MacAddri(o) == adrOs(m) = o; ));

endnewtype MacAddr;
newtype MacAddrSet powerset( MacAddr) endnewtype MacAddrSet;
synonym bcstAddr MacAddr = 1* Broadcast Address *1

«type MacAddr>> SG(OxFF,0xFF,0xFF,0xFF,0xFF,0xFF);
synonym nullAddr MacAddr = 1* Null Address *1

<< type MacAddr>> 86(Ox00,0x00.0x00,0x00.0x00,0x00);

rum: irks-94 t*tt*t******itt**xtthtttiitifletxt*******fl~k*i*~k*t*i*fi* >2 *‘k‘kk‘t
BSS description sorts

1tiw.1h"mmm..n.mm,mun.mam...“Hauflmnml.

/* Bsstcr is used with MlmeScantconfirm and MlmeJoin.request *1
newtype Bsstcr struct

desslo MacAddr;
desld Octetstrtng; 1* 1 <= length <= 32 *1
deype BssType:
decnPer TU; 1* beacon period in Time Units *1
bthimPet Integer; 1* DTIM period in beacon periods *1
bd Tstamp Octetstring: 1* 8 Octets fzom ProbeRsp1Beacon *1
bd Starth Octetstring: 1' 8 Octets TSF when or Tstamp *1
dehyParms PhyParms; 1“ empty if not needed by PHY '1
bonParms CfParms; 1* empty if not CfPoilablei'no PCF *1
bdlbssParms IbssParms: 1* empty if infrastructure BSS *1
deap Capability; 1* capability information ‘1
derates Ratestring; 1* 888 basic rate set *1

endnewtype Bsstcr:
newtype Bsstchet powerset( Bsstcr) endnewtype Bsstchet;

a 
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Package macsorts 3111__d\TupieCache(31)

fit-A*i-tkit-*kkktkfi’flrktttk-kiitfii-tirkt*iita'ktti'tifiwfifi'ttkfiwfiiiiikttfittkafiritt

Duplicate filtering support sortsnm.m.m.m...,a.a...,mm.a.....c...m......*..mm...../

syntype FragNum = Integer 1* Range of possible fragment numbers *1
constants OrsMaxFragNum endsyntype FragNum;

syntype SeqNum = Integer 1* Range of possible sequence numbers */
constants 024095 endsyntype SeqNum;

newtype Tuple struct /* for duplicate filtering & defragmentation *1
full Boolean; 1* =true if Tuple contains valid info *1
la MacAddr; 1* transmitting station address (Addr2) '1
sn SeqNum; 1* Msdu/Mmpdu sequence number *1
fn FragNum; 1* most recent Mpdu fragment number */
tRx Time; /* reception time (ende of fragment} *1

default (. false, nullAddr, O, O, 0 .);
endnewtype Tuple;

Operator CamrtTriit:mmmu“TmHmmmmm""My."
clearTupIeCach

1* Number of TupIeCache entries and associated index range */
synonym tupleCacheSize Integer = 32; 1* this value is an example.

operator TupleCache size is implementation dependent *1
searchTupleca . syntype Cachelndex = Integer constants iztupIeCacheSize

endsyntype Cachelndex;
/* TupleCache array *1
/' cache1= CIearTupIeCacheicache) to initialize cache *1

operator 1* cachezw UpdateTupleCache(cache, addr, seq, frag. ende) ‘/
updateTupIeCa - I“ if <addr,seq> is already cached, updates frag ~1

/' if <addr,seq> not cached, fills an empty entry *1
1* or replaces an entry using an unspecified algorithm *1
1* SearchTupleCachetcache, addr, seqr frag) */
1* returns true if specified <addr,seq,frag> in cache *1
newtype TupIeCache Array( Cachelndex, Tuple);

adding operators
ClearTupleCache : TupIeCache -> YupleCache;
SearchTupIeCache : TupleCache, MacAddr, SeqNum, FragNum -> Boolean;
UpdateTupleCache : TupleCache, MacAddr, SeqNum, FragNum, Time «2»

TupleCache;
operator ClearTupleCache;

fpar cache TupleCache: returns TupleCache: referenced;
operator SearchTupleCache;

fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum;
returns Boolean; referenced;

operator UpdateTupleCache;
fpar cache TupleCache. taddr MacAddr, tseq SeqNum, tfrag FragNum,
tnow Time; returns TupIeCache; referenced;

endnewtype TupleCache;

in
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Operator ClearTupIeCache ClearCacheJ 3(1)
,- w w w — — — — . m . u n u-..

:: fpar r\ 1* This procedural operator is
: cache TupIeCache“;‘ part of sort TupleCachetI

l

returns TupIeCache ; f cache:a clearTupIeCache(cache)JI. _ _ _ _ _ — — w u _ _ u m u...

dcl k Cachelndex ; t

marks all entries in cache as empty, *I

r _ . _ _ . _ — _ _ _ . _.

Mark all cache
fentries as empty.I. _ _ _ _ _ _ _ _ _ _ _ .—
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Operator searchTupIeCache SearchCache_1 a(1)
_ _ _ _ _ _ _ _ _ — — — -.—-.—1

I; fpar D /* This procedural operator Is
. cache TupleCache,‘. part of sort TupIeCache.
I taddr MacAddr, hitz= searchTupleCache(cache. addr, seq, frag)
I tseq SeqNum, returns hitmtrue if an entry in cache has
I tfrag FragNum ; (ta=addr) and (sn=seq) and (fn=frag):
I returns Boolean; else returns hie-false */

. _ _ _ . . . _ . _ _ _ _ _ _ _.....

Search for exact I result:= (cache(k)!sn=tseq)
{TA,SeqNum,FragNum}r—- (cache(k)!ta= and
match at non-empty I taddr) and (cache(k)!fn=tfrag)
cache entries. I and cache(k)!fu||. _ _ _ _ . _ _ _ _ _ _ _ _ _ __a

(=tupIeCacheSIze) 
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Operator updateTupleCache UpdateCache_1b(1)

/* This procedural operator is
part of sort TupleCache.

taddr MacAddr, cache1= updateTupleCache
tseq SeqNum, (addr, seq. frag, time)
tfrag FragNum, First searches cache for an entry“
tnow Time ; ‘ matching the base frame. so that

returns TupieCeche ; - (ta=addr} and {sn=seq).
If such an entry exists. that
entry is updated in place with

(fn:= frag) and (tth= time}.
If no such entry is found: a free
entry or a nonyfree entry selected
using an unspecified algorithm, is
used for this fra me, storing

(tar: addr) and (sn:= seq) and
(tn:2 frag} and {tRx:= time), *1

dcl k Cachelndex;
dcl test Boolean;
dcl temp Tupie :

test:=(tempita= [If a match is found
teddr) and ————————————— —-1 with {TA,SeqNum},

(tempisnflseq) :update FragNum
: and tRx for that
: entry rather thanrcreating a new
E (redundant) entry.-. . . _ . _ _ _ . _ _ _ _ _.

(=tupleCacheSize)

Select cachelndex for newiI ‘k:= index to
entry if no {TA‘SeqNum} r-- use for new
match. If possible‘ use an : cache entry'
empty location, otherwise :
choose an entry to replacel
an entry selected based tempifulii=true,
on unspecified criteria. temp!ta:=taddr,

————————————————— —-J temp!sn:=tseq

temp!tn:=tfrag,
temp!tRx:=tno 
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3112_d\Counter(31)

/fivziiw$i*iiifiiitiiiitiiwiiiiitii.i-i*ii‘iiiii*iii-iii‘wbiii‘iiiiiiiiti

32~bit Counter sort and Integer string sort
i‘A‘k‘ktlhkw*‘A‘fi'kl’l‘t‘k‘l*w‘a‘fi‘k‘k‘kl‘ii‘l‘fll‘kfid‘w‘Rtwwi‘fl‘k*‘k‘k‘ki‘kd‘i*wfiwfléx‘k‘k‘fiwti‘fii‘wfi*I‘

/* This sort used for MIB counters, needed because SDL Integers */
l" have no specified maximum value inc(oounter) increments the ‘/
/* counter value by 1.wlth wraparound from (2"32)~1 to O. */

newtype Counter32 inherits Integer operators all;
adding operators

inc : Counter32 -> Counter32;
axioms

for all c in Counter32 (
c < 4294967295 ==> inc(c) == (2 + 1;
C >= 4294967295 ==> inc(c) == ; );

endnewtype Counter32;
/* String (1-origin) of Integer */

newtype lntstring String( Integer, nolnt); endnewtype lntstring; 
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Package macsorts 31i3_d\Queue(31)
lifinkiwfiikin‘vttkkkfi mum“: rm “man”. a tidiir.kiddo“:*‘itfiiitiidritikt-hkt'kfivei

Generator for Queue sorts
mm.m...mmmm......,l..mum.“.......,...,.*.m*.....*/

/* The Queue generator is derived from the StringO generator *I
/* to create Queues of any sort. Queues operators are: ‘l
I“ Qfirst(queue,item) adds item as the first queue element */
/‘ Qlast(queue,item) adds item as the last queue element ‘/
l‘ and the StringO operators Length, //; First, Last. Head, Tail */
/* Because operators can only return a single value, removing an ’I
/* element from a queue is a 2-step process: *I
f' dequeue first: item:=First(queue); queue:=Tail(queue); ‘/
/* dequeue last: item:=Last(queue); queue:=Head(queue); */
generator Queuettype Item, literal Emptyqueue}

literals Emptyqueue;
operators

MkQ : item a> Queue; l‘ make a queue from an item V
Length 2 Queue »> Integer: /* number of items on queue ‘I
First : Queue —> Item; I" first item on queue *l
Qfirst : Queue,|tem -> Queue: /* add item as first on queue */
Tail : Queue ~> Queue; /* all but first item on queue ‘/
Last : Queue v> Item; I“ last item on queue */
Qlast : Queueltem -> Queue; /* add item as last on queue '/
head : Queue -> Queue: /* all but last item on queue */
“ii” : Queue, Queue -> Queue; /" concatenation */
Extract! 2 QueueJnteger —> Item; /* copy item from queue */
Modify! : Queueintegenltem -> Queue: /* modify item in queue */
SubQ : QueueJntegerJnteger -> Queue;

/* SubQ(q,i.j) queue of lengthj starting from queue(i) */
axioms

for all itemO in Item( for all q, q1, q2, q3 in Queuet
for all i, j in Integer(

/* constructors are Emptyqueue, MkQueue. and "II": *I
/" equalities between constructor terms *I

q if Emptyqueue == q; Emptyqueue // q == ;
(ql I! q2) // (13 == q1 // (q2// q3);

/‘ definition of Length by applying it to all constructors '/
type Queue Length(Emptyqueue) == ;
type Queue Length(MkQueue(item0)) == :
type Queue Length(q1 // q2) == Length(q1) + Length(q2);

/* definition of Extract! by applying it to all constructors; */
Extractlt'MkQueueUtemG); 0) == itemO:
i < Length(q1) ==> Extractltqt // q2, i) 22' Extractltqi; i);
i >= Lengthiql) ==> Extractht ll ((2, i) == Extracti(q2. i— Length(q1));
i < D or i >= Lengtniq) ==> Extractliq. i) == errorl:

/* definition of First and Last by other operations */
Firstt’q) =1 Extractitq. 0); Lasttq) 22 Extractll'q; Lengthl’q) - 1);

/* definition of SubQiq,i.}) by induction on i, *f
i >= 0 and i <= Lengtn{q) ==> Suthq; i, 0) == Emptyqueue;
l>= D and 3‘ > D and l +j <= Length{q) ==> SubQiq. i,j) ==

SubQ(q. i, j m 1) if MkQueue(Extractltq, t + i - 1)):
i < t} or] < 0 or i + i > Lengthtq) ==> Suthq,i.;) == errort;

/* define Modifyl, Head, Tail. Qfirst. Qlast by other ops */
Modify!(q; i. itemO} == Sub0(q{ D, l) //

MkQueue(itemO) // SubQiq. i + 1. Leng£h{q) — i — 1);
head(q) =22 SubQ(q. 0, Lengtn(q) ~ 1);
Tail(q) == SubQ(q, 1, Length(q)-1);
inrst(q, itemO) == MkQueue(itemO) // q;
Qlast(q, itemO) === q // MkQueue(itemO); )));

endgenerator Queue;

«x
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Package macsorts 3114__d\Fragment(31)

[Iit*l-l-l-l-l-*ititii-ri-i-twtfiitfifiii’né-kt.rtrfir’ii‘inkif-rtitttttit:***tt:ittitt

Fragmentation support sortsr1:i-twe*‘A‘fliwvim!tt*tai-ittwtt-rttt'kwwi-mkwwgfl'k'kwhrwiflitiwrweikt**tk*1¢***i

/* Array to hold up to FragNum fragments of an Msdu/Mmpdu */
newtype FragArray Array(FragNum. Frame}; endnewtype FragArray;

operator i* Frangu structure is for OUTGOING MSDUs/MMPDUS (called SDUs} *I
qSearCh /* Each SDU, even if not fragmented. is held in an instance of '/

1* this structure awaiting its (re)transmission attempt(s). *l
i" Transmit queue(s] are ordered lists of Frangu instances. */
newtype Frangu struct

iTot FragNum; 1‘ number of fragments in pdus FragArray '/
der FragNum: /* next fragment number to send */
fAnc FragNum: 1" next fragment to announce in ATIM or TIM

when fAnc > fCur, pdus(fCur)+ may be sent */
eol Time: 1* set to (now + dUseotaMaxTstduLifetime»

when the entry is created "/
sqf SeqNum; 1* SDU sequence number, set at 1st Tx attempt '1'
are Integer; /* short retry counter for this SDU */
Irc Integer: /* long retry counter for this SDU */
dst MacAddr; /* destinaton address */
grpa Boolean; /* =true if RA (not DA) is a group address */
psm Boolean; * atrue if RA (not DA) may be in pwr_save */
resume Boolean: /* =true if fragment burst being resumed */
cnfTo Pld; /* address to which confirmation is sent */
txrate Rate; /* data rate used for initial fragment '/
cf CfPriority; /* requested priority (from LLC) */
pdus FragArray; /* array of Frame to hold fragments */

enclnewtype Frangu;
/* Queue of Frangu *1
/" for power save buffers, etc. searchable with Qsearch operator: *1
/* Indexz= Qsearch(queue, addr) where queue is an SduQueue, */
/* index identifies the first queue entry at which */
/* entryldst = addr; or as —1 if no match (or queue empty)‘ */
newtype SduQueue Queue(Frangu, emptyQ);

adding operators
qSearch : SduQueue, MacAddr -> Integer;

operator qSearch;
fpar que SduQueue, val MacAddr; returns Integer; referenced;

endnewtype SduQueue;

k
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Operator Qsearch Qsearchflt a( 1)
w n m m w — — n n a a u u...‘

?; fpar n dcl k. Ing Integer; k
r que SduQueue, “I

: val MaCAddr; :r:returns result Integer;

I" This procedural operator is
part of sort SduQueue.

index:= Qsearch(queue. addr)
returns index of the first queue
entry at which (entrytdst = addr);
returns -1 if no match found.

Also returns —1 for empty queue. */
 

 

  

   

result:-: k
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Package macsorts 31 15_d\Defragment(31)

l*i*w**k**ifittttxflfii-iibfkkflfifiiii#*i*tiflflfikfi***9flr‘i*itkhxklkknikthk‘ll‘

Defragmentation support sorts
i-*ivicifl**twiflk*figsgi—nlid-wktiiiérkttfitt§igi-2*iifiifitkwktbtfirt-kigiidrl

/* The PartialSdu structure is for INCOMPLETE MSDUSIMMPDUS */
/* (generically SDUs} for which at least 1 fragment has been *I

operator 1* received Unfragmented SDUs are {sported upward immediately ’/
ArAge /* and are never stored in instances of this structure. */

newtype PanialSdu struot
inUse Boolean: /* =true if this instance holds any fragments *i
rte Maz'Addr; /* transmitting station (Addr2) ‘/

operator rsn SeqNum; /* SDt;I sequence number */
ArFree rCur FragNum; /" fragment number of most recent tittde */

reol Time; /* (now+dUsec(eMaxReseiueLifetime} @ ist Mpdu */
rsdu Frame: /' buffer where Mpdus are concatenated */

default (. false, nullAddr‘ 0, D: t)? null );
Operator endnewtype PartialSdu;

AtSeaFCh newtype PartiaISduKeys struct /* if aPrivecyOptionlmplemented=true *I
wDefKeys KeyVector: 1* default keys when tst frag received */
wKeyMap KeyMapArray: f“ key mappings when 1st frag received *I
wExclude Boolean; 1* aExcludeUnencrypted @ tst frag rx *1

endnewtype PariialSduKeys;
/" Number of entries in defragmentation array at this station. */
/* The value is implementation dependent (min=3, see 9.5). */
Synonym defragSlze Integer = 6;
syntype defraglndex = Integer constants izdefragSize
endsyntype defraglndex;
I” Array of PartiaISdu for use defragmenting Msdus and Mmpdusr */
/‘ Searchabie using the ArSearch operator */
/* index:= ArSearch(array, addr, seq, frag) “I
/* where index is returned to identify the first element for which *I
/* ((inUse = true) and (entryirta = addr) and (entrytrsn = seq) */
1" and (entryirCur = (frag-1)); or as =1 if no match found. *I
/* index:= ArFree(array) returns the index of a free entry. */
/* or -1 if no entries free. May free an entry, selected using 'I
/* an unspecified algorithm, to avoid returning 4, ‘/
/* array:= ArAge(array. age) */
/* frees where (entryieol < age), also used to clear array, */
newtype DefragArray Array( defraglndex, PartiaISdu);

adding operators
ArSearch : DefragArray, MacAddr, SeqNum. FragNum -> Integer;
ArFree : DefragArray -> Integer;
ArAge : DefragArray, Time -> DefragArray;

operator ArSearch:
fpar ar DefragArray. adrMacAddr, seq SeqNum. frg FragNum;
returns Integer; referenced;

operator ArFree; fpar ar DefragArray; returns Integer; referenced;
operator ArAge; fpar a: DefragArray, age Time;

zeturns DefragAnay; referenced;
endnewtype DefragArray;
newtype DefragKeysArray Array( defraglndex‘ PartialSduKeys);
endnewtype DefragKeysArray;

a:
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Operator ArAge

{Effie-r- _______ "1x F This procedural operator
I ar DefragArray. L § is part of sort DefragArray.

: age Time; } array:= ArAge(array. age}I
I lreturns DefragArray ;I- . _ _ .w — — _ m _ . n -—

 

  
 

dcl te Boolean ;

298

dcl k Defraglndex ; k

dcl temp PaniaISdu 1

frees entryleol < age. This is
used both for the aging funciion
ano‘ to clear the DefragArray. *l

_.a

  

 
temp:=ar(k).

te:=

tempfinUse

 
  

tez=

tempireoi
< age

Mark all entries"!
with end-of—Iife 'r-—
(real) earlier :
than specified E!

templinUsez=
false.

ar(k}:= temp

as not in use_ _ _ _ _ — _ m , — —..J

 

 

0
(zdefragSize)

 

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

ArAge_1 a( 1)
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Operator ArFree ArFreeml DU)

: /* This procedural operator is
i ar DefragArray“. part of the sort DefragArray.
{returns Integer ; { indexz= ArFree(array)
'- ---------- --‘ returns index of an unused entry

in the array. lf all entries are used,
dC' k Defrag'ndex : k either returns -1. or selects an
(id reSU” lmeger ; arbitrary entry to free in order to
dCI te BOOlean ; return a usable index. Decision
dd temp Pania'SdU 3 criteria for case of no free entries

are implementation dependent. ‘1'

temp:=ar(k).
te:=

tempiinUse

{This decision is~~~~~ "—1 implementation
{dependent

(false) ~ ————————— —-

Return index I 'k:= index f§e|55t_a—n_eniry_toh
of a free entry r—- of entry to -—1 re—use based on
if possible. ’ force free' :unspeclfied criteria. _ _ _ . _ _ _ . ..._.r

ar(k)!inUse:=
false,

result: it 
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Operator ArSearch ArSearch_1a(1)

; fpar I* This procedural operator is
ar Defraglfiirrai'a‘E part of sort DefragArray.
adr MacAddr. index: ArSearch(array, addr. seq‘ frag}
seq SeqNumr where array is a DefragArray;
frg FragNum ; index is returned to identify the first element

returns Integer ; for which (énUse=true) and (entry!rta=addr) and
(entry!¥sn=seq) and (entrytrCurr-frag-t);

index is returned 21 if no match is found. *I

do! k Defraglndex ; ;
dcl result Integer;
dclte Boolean;
dcl temp PartiaISdu:

temp:=ar(k).
te:=

tempHnUse

Search for first 1: tew (tempirsn '3 seq)
element where r-- (temp!rta= and
(inUse=true) and‘ adr) and (tempirCur
(rta=adr) and = (“Q-1))

I
l

(rsn=seq) and i
(rCure(frg-1)) } 
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Package maosorts 3116~d\Crc_Wep(31)

I’m“ fikw'kititfififittinfitéfi§§fitittté§ti¢tfind-tiri-til-*i-tfltttkitiifiitkvktti

* ORG-32 sorts (for FCS and lCV)m“mmmimmunmumum.1m“manmmuumml

/* Crc is a subtype of Octetstring wzth added GDEIBIDFSI *l
P orc:= Cro32(crc,ootet) */

I. /* updates the ore value to include the new octet. and */cg:32 /* Mirroflcrc). which returns 21 Cr: value with the order *i
/* of the octets. and of the bits in each octet, reversed for ‘1'
/* MSb—first transmission (see 7.1.1}. Crc variables must have */
/* exactly 4 octets. which is done using initCrc or 84. "I
newtype Crc inherits Octetstring operators all;

adding operators
Cr532 ; Crc; Octet -> Cm;
mirror : Crc ~> Octetstring;

operator CFCBZ; fparcrcin Crc; val Octet; returns Crc; referenced:
axioms for all c in Crc(

mirroriC) == S4tfiiptct3i)‘fliptct2))fiip(c(1)I. flip{C(0))): );
endnewtype Crc;
synonym initCrc Crc = 1” Initial Crc value (all 15) */

<< type Crc>> S4(0xFF.0XFF.0xFF.OxFF);
synonym goodCrc Crc = 1" Unique remainder for valid CRCw32 */

<< type Crc>> 84(0x7B,0xDD.Ox04.0xC7);

l:itii*i*ttti¢ttittifitktt§k~k~ktitttie!-iii“t*‘ktikttfiiWifitkfifi*fl***r***k*
keyLookup

syntype Keylndex = Integer constants 0:3 endsyntype Keylndex;
newtype PrngKey inherits Octetstring operators all;

adding literals nuIIKey; /* nullKey is not any of 2A4O key values */
axioms nulIKey == null; default nullKey; endnewtype PrngKey;

newtype KeyVector /* vector of default WEP keys */
Array( Keylndex. PrngKey); endnewtype KeyVector;

/* Number of entries in aWepKeyMappings array at this station.
/' implementation dependent value, minimum=10 (see 8.3.2). */

synonym sWepKeyMappingLength Integer = 10;
syntype KeyMappingRange = Integer

constants 1:5WepKeyMappingLength endsyntype KeyMappingRange;
newtype KeyMap struct /* structure used for entries in KeyMapArray '/

mappedAddr MacAddr;
wepOn Boolean;
wepKey PrngKey;

endnewtype KeyMap:
/* KeyMapArray -- used for aWepKeyMapping table; */
i' an array of KeyMap indexed by KeyMappingRange, with operator */
i’" KeyMap := keyLookup(addr. keyMapArray, keyMapArrayLength) */
/* returns the KeyMap entry for the specified addr. or */
1* (. nuIlAddr. false. nullKey .) if no mapping for addr. */
newtype KeyMapArray Array( KeyMappingRange. KeyMap);

adding operators
keyLookup : MacAddr. KeyMapArray. Integer ~> KeyMap;

operator keyLookup;
fpar luadr MacAddr. kma KeyMapArray, kml Integer;
returns KeyMap; referenced;

endnewiype KeyMapArray;

 
Copyright © 1999 IEEE. All rights reserved. b) C a...

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00317



ANSI/IEEE Std 802.11, 1999 Editioo

Operator Cr032

orcin Crc,
val Octet;

returns Crc ;

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

val(k) x0?
Iastltemp)

tempz=
mkstrtngtnew)
ll headitemp)

temp:=
temp xor
feedback 

cr032_1a(1)

r‘ This procedural operator is
part of son Crc.

crc:= Cro32(cro, octet)
generates CRC«32 polynomial,
LSD—first, for the 8 bits of
octet into accumulator crc. */

dcl k Integer;
do! new Bit ;
dcl result Crc;
dcl temp Bitstring;

/* Bitstring with 15 at bit
positions with feedback
terms in CROSZ polynomial *t

synonym feedback Bitsiring =
88(0,1.1r0.1.1KO.1) if
88(110.1,1,1,0.0‘0) ll
88(1.0i0,0,0,0,1,1)/l
88(0.0l1r0‘0,0t0.0):

 

Copyright © 1999 IEEE All rights reserved.

ZTE Corporation and ZTE (USA) Inc.

Exhibit 1019-00318



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11. 1999 Edition

Operator keyLookup KeyLookup_1a(1)

1:; fpar Iuadr MacAddr,i\ I“ This procedural operator is
kma KeyMapArray, " part of sort KeyMapArray.
krni integer; keyMapzz keyLookup

returns KeyMap : (addr. keyMapArray, keyMapArrayLength)
If an entry is found with mappedAddr=addn

keyMap is set to the value of this entry.
If no entry Is found with mappedAddr=addr,

keyMap is set to (. nullAddr, false, nuIlKey .) *l

I appedAd

ffiéi‘u’rfi Fir—sf REIT/156‘--1 element with correct

ImappedAddr value.

result!
mappedAddr:= ----------- --1

nuIlAddr

{If the end of the key
-----------"Xi map array is reached

:without finding addr.
:indicate the lack of
1a mapping by returning.nulIAddr. This avoids

{ambiguity between an
:entry which maps to
rnullKey and nullKey
{being returned due
{to lack of a mapping.6. _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _. 
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Package macsorts
l****~k~k*t*&fiiflWi‘wwflwhktfiwwwkwN4tabbkttt«writ#I‘~kt*w~k~br§*fi***~kw*flfikii*t

FRAME sort (the basic definition of fields in MAC frames)
iit‘kvrt'kicirkikvtikI*W*1!!i€Ii{NeilIV?N‘R‘k"Wt‘bifiifit*i‘i‘t‘k‘i’l‘fli‘wikt‘k***'fi‘r*fi*t**/

/* Frame is a subtype of Octetstring with operators for creating
/' MAC headers, extracting each of the header fields and some
/* management frame fields. and modifying most of these fields.
I' There are operators to create and extract management frame
/' elements, but no operators for the frame body. IV, ICV. and FCS
/' fields. which are handled directly as Octetstrings. *1
newser Frame inherits Ootetstring operators all;

adding operators
mkFrame : TypeSuhtype, MacAddr. MacAddr. Octetstring «> Frame:
mKCtI : TypeSubtype, Octetstring, MacAddr<> Frame;
protocolVer : Frame —> Integer: 1‘ Protocol version (2 hits) *I

/* Type field (2 bits) '/
ftype : Frame —> TypeSutipe: I” Type 8. Subtype (6 bits) *I
setFtype : Frame. TypeSubtype —> Frame;
toDs : Frame -> Bit: 1‘ To [)8 bit (1 bit) */

basetype : Frame -> BasicType;

setToDs : Frame. Bit —> Frame;
frDs : Frame -> Bit; /* From US bit (1 bit) */
setFrDs : Frame. Bit -> Frame;
moreFrag : Frame -> Bit: /' More Fragments bit (1 bit) */
setMoreFrag : Frame, Bit ’> Frame:
rem/Bit : Frame -> Bit: f" Retry bit (1 bit) */
setRetryBit : Frame, Bit -> Frame;
pwngt : Frame -> Bil; /* Power Management bit (1 bit) */
sethngt ; Frame. Bit ~> Frame;
moreData : Frame ~> Bit; /* More Data bit (1 bit) ‘/
SetMoreData : Frame, Bit —> Frame;
wepBit : Frame ~> Bit; /* WEP bit (1 bit) */
setWepBit : Frame, Bit -> Frame;
orderBit : Frame -> Bit; /* (strict|y}0rder{ed) (1 bit) “I
setOrderBit : Frame, Bit -> Frame;
durld : Frame -> Integer: /* Duration/ID field (2) '/
setDurId : Frame, Integer —> Frame;
addr1 : Frame —> MacAddr; /* Address 1 [DA/RA] field (6) */
setAddr1 : Frame. MacAddr -> Frame;
addr2 : Frame -> MacAddr; /* Address 2 [SA/TA] field (6) “I
setAder : Frame, MacAddr »> Frame;
addr3 : Frame —> MacAddr; /‘ Address 3 [Bss/DA/SA} field */
setAddrB : Frame. MacAddr -> Frame;
addr4 : Frame ~> MacAddr; /* Address 4 gWDS—SA} field (6) */
iosAddr4 : Frame. MacAddr -> Frame;
seq : Frame -> SeqNum; /* Sequence Number (12 bits) ‘/
setSeq : Frame. SeoNum «> Frame;
frag : Frame —> FragNum; /' Fragment Number (4 bits) */
setFrag : Frame. RagNum ~> Frame;
ts : Frame —> Time; 1" Timestamp field (8) ’/
seth : Frame. Time <> Frame;
mkElem : ElementlD. Octetstring v> Frame: /* make element *1
GetEIem : Frame. ElementlD -> Frame:
status : Frame —> StatusCode; /* Status Code field (2) */
setStatus : Frame. StatusCode ~> Frame;

/* Status Code in Auth frame *I

/‘ Reason Code field (2) */
authStat : Frame »> StatusCode;
reason : Frame -> ReasonCode:

1* Frame operators continued on next page ...*I

/* get element if aval */

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

3117_d\Frame_1(31)  
 

 
 

 
 
 
 
 
 
   

 
 

 

 
 

operator
getElem1

Gets element

from body of
:Management
{frame If the
1 target element
{is not present
:an Octetstring
rof length zero
its returned.A. _ _ _ m . a u _ — _..
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Package macsorts 3118_d\Framew2(31)

  
 
 

 

 
 
 
 
 
 
 

 

/* "Frame Sort Operators continued *I
r ——————— “a authSeqNum : Frame -> integer; /* Auth Sequence Number (2)

, authAlg : Frame -> AumType; /* Auth Algorithm field (2) *l

1 beaconlnt : Frame -> TU; /‘ Beacon Interval field (2) *l4 Iistenlnt : Frame -> TU: /* Listen Interval field (2) “l
Aid : Frame ~> Asocld; /* Association ID field (2) */
setAld : Frame, Asocld -> Frame;
curApAddr : Frame -> MacAddr; /* Current AP Addr field (6) */
capA : Frame, Capability —> Bit; /* Capability (Re)Asoc */
setCapA : Frame, Capability, Bit -> Frame;
capB : Frame, Capability -> Bit; /* Capability Ben/Probe */
setCapB : Frame, Capability, Bit -> Frame;
keyld : Frame -> Keylndex; /* Key ID subfield (2 bits) *I
setKeyld : Frame, Keylndex —> Frame;

operator GetEIem;
fpar fr Frame, elElementlD; returns Frame; referenced;

/* Frame Sort Axioms *1
axioms

for all f in Frame( for all a. sa, da, ra, ta, bssa in MacAddr(
for all body, our, sid, info in Octetstring(
addr1(f) == SUbStr(f,4.6).’
setAddr1(f,a) == SubStr(f,0,4) // a // SubStr(f,10,Length(f)-10);
addr2(f) == SubStr(f,10,6);
setAddr2(f.a) == SubStr(f,O,10) N a // SubStr(f,16.Length(l)—16);
addr3(f) == SubStr(f,16,6);
setAddr3(f.a) == SubStr(f,0,16) 1/ a // SubStr(f,22.Length(f)~22);
addr4(f) == SubStr(f,24.6):
insAddr4(f;a) == SubStr(f,O,24) // a // SubStr(f;24,Length(l)-24);
curApAddr(f) m SubStr(f,28.6);

for all it in TypeSubtype(
mkFrame(ft. da, bssa, body) an

ft // 03// da //dot11MacAddress // bssa // O2 // body:
(ft = rte) =n> katl(ft, dur, ra) 2:

ft // 01 // dur // ra // aStationlD;
(fl = ps_,poll) ==> katl(ft, Sid. bssa) ==

ft // 01 // sid // bssa // aStationlD;
(ft = cts) or (ft = ack) ==> katl(ft, dur, ra) ==

ft // 01 // dur // ra;
(ft = cfend) or (ft = cfend__ack) ==> katl(ft. bssa. ra) w

ft // 03 II ra I/ bssa;
ftype( =2 |VlkString(f(0) and DXFC):
setFtype(r, ft) == Modify!(f, o, MkString((f(D) and 0x03) or

it»: );
for all bl in BasicType( basetype(f) == f(0) and OXOC: );
for all i in Integer(

protocolVer(i} «== octetVal(f(0) and 0x03);
authSeqNum(f) == octelVal(f(26)) + (octetVal(f(27)) * 256);
dur|d(f) a: octetVal(f(2)) + (octetVal(f(3)) * 256);
setDurld(f, i) == SubStr(f, 0, 2) // kaS(i mod 256, 1) II

kaS(i / 256, 1) H SubStr(f; 4, Length(f} ' 4): );
for all e in Element|D(

mkElem(e; info) == e // kaS(Length(info) + 2, 1) ll info; );

 
 

 
1* Frame Sort Axioms continued on next page */
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313‘6

 

:5
Package macsone

I“ Frame Sort Axioms continued ‘I
for all b in Bit(

1005(1) W if ( (1) and 0x01) then 1 else 0 fi;
setToDsU, b) 3=

Modinyf, 1, (1(1) and OxFE) or SB(0.OXO,O,O.O,O,D)):
frDs< == if (f(1) and 0x02) then 1 else 0 fi;
setFrDs(f, b) ==

Modifyl(f, 1. (f(1) and OxFD) or 88(0,0,0.0,0,0,b,0));
moreFrag(f) == if (1(1) and 0x04) then 1 else 0 fi;
setMoreFrag(f, b) ==

Modify!(f, 1. (f(1) and OxFB) or 88(O,0,01010.b.0,0)):
retryBitU) == if {1(1) and 0x08] then 1 else 0 fi;
setRetryBitU, 1: ==

Modifylfi, 1. {1(1) and OXFT) or SB(0.0.0‘O‘b.‘0,0.0)):
pwngt(f) == if (1(1) and 0x10) then 1 else 0 fl;
sethngtd, b) ==

Modify/Hf, 1, (f(1) and OxFB} or 88(0,0,0.b,0.0.0.0]);
moreDatam == if (f(1) and 0x20) then 1 else 0 fi:
setM oreDataU‘ b ==

Modi?y!{f. 1‘ (1(1) and OXFB) 0r 38(0,o_b,o.oio,o‘0));
wepBitm == if (f(1) and 0x40; then 1 else 0 fl;
setWepBit(f, b) ==

Modify!(f. 1, (f(1) and UxFB) or SB(0,b.0(0.0.0.0_0));
0rderBit(f) == if (f(1) and 0x80) then 1 else 0 fl:
setOrderBit(f, b ==

Modifyl(f, 1, (1(1) and OxFB) or 88(b,0,0,0,0,0,0,0));
for all c in Capability(
capA(f,c) == if (B_S(SubStr(f,24‘2)) and c) then 1 else 0 fi;
setCapAU‘Qb) == SubStr(f,0,24) // (B_S(SubStr(f,24,2) and

(not c)) or (if b then (1 else 02 fi)) //
SubStr(f,26,Length(f) - 26);

capB(f,c) e: if (B_S(SubStr(f,34,2]) and c) then 1 else 0 fi;
setCapB(f.c,b) == SubStr(f,O,34) // (B_S(SubStr(f,34.2) and

(not 0)) or (if b then 1: else 02 11)) ll
SubStr(f,36,Length(f) - 36); ));

for all sq in SeqNum(
seqm == (octetVal(f{22) and 0xF0)/16)+(octetVal(f(23)*16)):
setSeqU, sq) == SubStrl’f‘ D, 22) ll Mk8tr§ng((t(22) and DXGF)

or kactet((sq mod 16) * 15]) fl kaS(sq .' 16, 1) I]
SubStrfi. 24, Lengthiz’) — 24); );

for all frin FregNum(
fragU) == octetVal(f(22) and OXOF):
setFragU. fr) ==

SubStr(f. 0‘ 22) fl MkString((f(22) and OXFO} or
kactetUfi) H SubStr(f. 23. Lengthm — 23); );

for all tm in T=’me(
tam =2 tUsec( Usec!(ocletVal(f(24)) +

(256 * (octetVat(f(25l) +
(256 ‘ (octetVal{f(26)) +

{256 * {octetVal(f(2?)) +
{256 * (octetVal(f(28)) +

(256 ' (octetVal(f(29)) +
(256 “ (octetVal(f(30)) +

{256 * 00181Val(f(31)))))))))»))))l ):

/* Frame Sort Axioms continued on next page *1
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3119”d\Frame_3(31)
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:5
Package macsorts

/* Frame Sort Axioms continued */
sethU‘, 11mm- SubStr(f, 0, 24) // kaS(fix(tm), 1) //

‘ kaS((fix(tm) / 256), 1) // kaS((fix(tm) /65536), 1) //
I kaS((fix(tm) / 16777216), 1) //
J kaS((fix(tm) / 4294957295), 1) //

kaS(((fix(tm) / 4294967296) 1 256), 1) //
kaS(((fix(tm) / 4294967296) / 65536), 1) //
kaS(((fix(tm) / 4294967296) I 16777216), 1}!/
SubStr(f, 32, Lenglh(f) - 32); );

for all stat in SiatusCode(
status(f) == SubStr(f, 26. 2);
selStatus(f, stat) ==

SubStr(f, 0, 26) // stat // SubStr(f, 28, Length(f) - 28);
auihStat(f) == SubStr(f, 28, 2): );

for all rea in ReasonCode( reason(f) == SubStr(f, 24, 2); );
for all alg in AulhType( AulhType( == SubStr(f, 24, 2); );

for all u in TU(
beaconlnt(f) == octetVal(f(32)) + (octetVaI(f(33)) * 256);
listenlnt( == octetVal(f(26)) + (octetVal(f(27)) ’ 256); );

for all 313 in Assocld(
A|d(f) == octetVal(f(28)) + (octetVal(f(29)) * 256);
setAId(f, Sta) == SubStr(f, O, 28) I/ kaS(sta mod 256, 1) //

kaS(sta / 256, 1) // SubStr(f, 30, Length(f) — 30); );
for all kid in KeylndexRange(

keyld(f) == octetVal(f(27)) /54;
seiKeyld(f, kid) == Modify!(f, 27, kaS(kid " 64)): ); )));

endnewiype Frame;

 
litiiiaiii****fi*#*it#ti**tttitt*fi#*k*tt***ikfifitt*tikta****fi**ttax***

ReasonCode sort
wtw*w*t**k****i*ttxt*wtvittx*twtittix*wv+tgattwtitttit**tittttart+*l

newlype ReasonCode inherits Octetstring operators all:
adding literals unspec_reason, euthanoLvalid, deauth_lv_ss,

inactivity, ap_overload, class2_err, classS_err,
disas_lvwss, asoc_not%aulh:

*

axioms

unspecflreason == kaS{1, 2); auth_notwvalid == kaS(2, 2);
deaulhulvjs == kaS(3, 2); inaclivity == mk08(4. 2);
apw0verload == kaS(5, 2); classZ_err == mKOS(6, 2);
classSflerr == kaS(7, 2}; disasmlvwss == kaS(8, 2);
asocunothauth w= kaS(9, 2);

endnewtype ReasonCode;

 
 

/***«****w**«***tww~*t*tt**w«**t**w*fl*k~ttw****~wwxw****txw*~*t*ta*t
* StatusCode sort
*t***!fl~kw***k*****kfit***iflktk*w**k**kiw**8w**i*w~wflkfitflwkawiktw*ww/

newtype SiatusCode inherits Octetstring operators all;
adding literals successful, unspecwfail, unsupflcap,

reasoc_no_asoc, fail_other, unsupi_alg, auth_seq_fail,
chlng_fail, auih_iimeout, ap_ful|, unsup_rate;axroms

successful == kaS(O, 2); unspecflfailure == kaS(1, 2);
unsup_cap m kaS(10, 2); reasoc_no_asoc m kaS(11, 2);
failmoiher == kaS(12, 2); unsuplvalg == kaS(13, 2):
auth_seq_fail == kaS(14. 2); chlng_fai| == kaS(15, 2);
auth_timeout == kaS(16, 2); ap_ful| == kaS(17, 2);
unsup_rat == kaS(18, 2);

endnewtype StatusCode;
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Operator getElem GetElemw1 3(1)

}; fpar L\ do! k, Ing, n integer ; x i" This is a procedural operator k
: fr Frame, ‘. dcl info Frame ; is part of sort Frame. This. el Elementld ,‘l dcl te Boolean ; operator extracts an element
ireturns Frame ;} dcl v1, v2 Octet; from a Management frame:I- w — — n w w — _ - .lwuv‘

elem:= getElem(fr,el)
Copies the info field of element
with element iD ei from frame fr
into elem If there is no element
with the specified element ID,
elem is set to ‘null'. */
 

n:= length(fr)

® (asoc__req,
(beacon. asoc_rsp.

(probe_req) probeJSp) (reasoc_req) reasgcjsp)

k:= O k:= 12 k:= 1O k:= 4

  
 
 

k:= k +

sMacHerng

te:= n >= k

t ‘2 V1:= fr(k),

v2:= first(ei)

.z‘ info v1 2 v2
(true) (false)

v11: fr(k+1) v1z= fr(k+1)

lng:= k:= k +
octetVa|(v1) :51“)???

infoz=
Substr

(fr,k+2,ln)

.: info

308 Copyright © 1999 IEEE. All rights. reserved.
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3
Package macsons

  
 

 
 
 
 
 
 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 

  
  

  
  

  

*
r ~~~~~~~ “a Frame Type sorts

\‘ tibia4r*étoozfilfiw2ktipNirflww*hfi‘k‘h‘k-firtfii‘wkw‘kirklr‘kktfkkwk‘rk‘t“Att'fl‘kwkhtttk‘k‘k/
ll /* TypeSubtype defines the full, 6-bit frame type identifiers. */J /* These values are useful with ftype operator of Frame sort, */

newtype TypeSubtype inherits Octetstring operators all:
adding literals asoc__req, asoc_rsp, reasoc_req, reasoc_rsp,

probe_req, probe_rsp. beacon, atim, disasoc, auth, deauth,
ps_pol|, rts. cts, ack. cfend, cfend_ack, data, data_ack.
data_poll, data_p0|L_ack, nul|_frame, cfack, cfpoll, cfpollgack;axioms

 
axioms

Copyright © 1999 IEEE. All rights reserved.

/**t«**tit¢****a*,+*****t*r*wk***fi*ww~wwt***r*kww**ss**x~*«**w**~***

asoc‘req == MkString(S8(0,0,0,0,0,0,0,0));
asoc_rsp == MkString(SB(0,0.0,0,1,0,0,0));
reasoc_req == MkString(88(0,G,0,0,0,1,0.0));
reasoc_rsp == MkString(88(0,0,0,D,1,1,0,0));
probe_req == MkStrlng(SB(0.0,0.0,0,0,1,0»;
probe_rsp == MkString(88(0,0,0,0,1,0,1,0));
beacon == MkString(SB(0,0,0,0,0,0,0,1));
atim == MkString(88(0,0,0,0,1,0,0,1));
disasoc == MkString(88(0,0,0,0,0,1.0.1));
auth == MkString(SB(0,0,0,0,1,1,0,1));
deauth == Mk8tring(88(0,0.0,0,0,0,1,1)):
ps_pol| == MkString(88(0,0,1.0,0,1,0,1)):
rts == MkString(88(0,0,1,0,1,1,0,1]);
cts == MkString(SB(0.D,1,0.0,0,1,1»;
ack == MkString(88(0,0,1.0.1,
cfend == Mk8tring(88(0,0.1, , , x ,
cfend_ack == MkString(SB(0. , ,0, , ,1 ,1));
data == MkString(S8(0,
data_ack == Mk8tring(88(0,0,0,1,1,0,0,0));
data_pull == Mk8tring(88(0,0,0,1,0,1,0,0));
datampolLack m MkString(88(0.0,0,1,1,1.0,0));
null__frame == MkString(SB(O,O,O,1,OIO,1,O));
cfack == Mk8tring(88(0.0.0,1,1,0,1,0));
cprII == MkString(SS(0,0,0,1,0,1,1,0)):
cfpoll_ack == MkString(SB(0,0,0,1,1,1,1,0)):

endnewtype TypeSubtype;
I* BasicTypes defines the 2~bit frame type groups '/
newtype BasicType inherits Bitstring operators all:

data, management, reserved;

r i r i y ,

adding literals control,

control == SB(O,D,1,0,0,D,0,0);
management == SB(0,0,0,0,0,U.0,0);

endnewtype BasicType;

data == SB(0,0,0,1,0,0.0,0)‘
reserved == 88(0,0,1,1,0,0,0,0):

3121_d\FrameType(31)
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 Package macsorts 
 

  

  
  
  
  

  
  
  
  
  
  
  
  
  

[*tifl‘k‘kkti‘tiflrtk‘ktittt’rktitfitfikaa*d‘td‘fikfifiktti‘thawt+i¢iifldflrkfiikfiitfifiittt
ElementlD sort

mmmmmmtmnnmmnmmMm,"flaummtmflfil

newtype ElementlD inherits Octetstring operators all;
adding literals eSsld, eSupRates, thParms, eDsParms,
eCfParms. eTim, elearms, eCtext;

axioms

eSsid == kaS(O, 1); /* service set identifier (0:32) */
eSupRates == kaS(1, 1); /* supported rates (1:8) */
thParms == mk08(2, 1); /* FH parameter set (5) */
eDsParms == kaS(3, 1); I“ DS parameter set (1) “I
eCtParms == kaS(4, 1); /* CF parameter set (6) */
eTim == kaS(5, 1); I“ Traffic Information Map (41254) "/
elearms == kaS(6, 1); 1' I888 parameter set (2) */
eCtext == kaS(1er 1); /* challenge text (128, see 8.1 12.2) ‘/

endnewtype ElementlD;

*

 
[litre*!t**ttex«*t*wtwttkit-suekxvex-iunttttemdargggywaa a“ ifittttgtiiikifl*fi

Capability field bit assignments sortmm*.........,,....mmmta..ttutttmm.m..........mm./

newtype Capability inherits Bitstring operaters all;
adding literals cEss. clbss, cPotlable, cPollReq. cPrivacy;
axioms

a:

cEss == SB(1,0.0.0,0‘0,0,0) ll0x00; 1* E88 capability */
cibss == S8(0,1.D,0.0.0,OVU) ll 0x00; /* IBSS capability "/
cPoIlable == 88(0t0,1.0,0,010.0] 1/ 0x00; 1* CF—pollable (Sta), PC present (ap) */
cPoIIReq == 88(0.0,0‘1.0‘D,0,0) ll 0x00: 1'“ not CF poi! req (eta). PC pails (ap) */
cPrivacy =2 88(010.0,0.1‘0,O.0) ti 03:00; /* WEP required *1

end newtype Capability;

ll‘kt**~kfl* urvaxktvrtttfii*1*wi*tilflr+**it'ift'iiiti-s’itif***i****k**tfit***

IBSS parameter set sort
*itifi-ffitififlfiflHt*fi*iii**ii-*ri*i*iriii*ifi**kt*i‘*iiwi*fi*k£ktkw***§iil

newtype lbssParms inherits Octetstring operators all;
adding operators

atimWin : lbssParms —> TU;
setAtiman : lbssParms, TU -> lbsaParms;

axioms
for all in in lbssParms( for all u in TU(

attrthfinOb) == octetVai(ib(0)) + (octetVal(ib(1)) * 256);
setAtilen(ib, u) 2: kaSlu mod 255, 1) I/ kaS(u / 256, 1): ));

endnewtype IbssParms:

a

 

Sit)

3122_d\Mgthie|ds(31)
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 Package macsons

adding operators

 
 

 operator
AldLookup

adAddr

adAge Time;

/.

adding operators

lagwtaasarytaaatw(“tin-Mia“av.tsattainssmaoanmnen-wa*«soggn-ggawaw
* CF parameter set 5011
*ittti-QtvegiittrrigwwwIiiiiQQQQQQ-rérikitiiiifiw~1*wk‘lktttytltkfikkwfikii/

newtype CfPanns inherits Dctetstring operators all:

cprount : CfParms -> Integer: /* Cprount field (1) */
sethpCount : CfParms, Integer -> CfParms:
cpreriod : CfParms —> Integer; /* Cpreriod field (1) */
sethpPeriod : CfParms, Integer «> CfParms;
cpraxDur : CfParms -> TU;
sethpMaxDur : CfParms. TU —> CfParms;
cprurRem : CfParms ~> TU;
sethpDurRem : CfParms. TU —> CfParms:

axioms for all of in CfParms( for all i in Integer( for all u in TU(
cprount{cf) =
sethpCount(cf, i) == kaS(i, 1) l/ Tail(cf);
cpreriod(cf) == octetVal(cf(1));
SethpPerlod(cf, 1) == cf(0) // kaS(i, 1) // SubStr(cf,2.4):
cpraxDur(cf) == ootetVal(cf(2)) + (octetVal(cf(3)) * 256):
sethpMaxDur{cf, u) == SubStr(of, O, 2) // kaS(u mod 256, 1)

ll kaS(u 1256, 1) ll SubStr(cf, 4, 2):
cprurRem(cf) == octetVal(cf(4)) + (ootetValicf(5)) * 256);
sethpDurRemlcf. u) == SubStr(cf. 0, 4) // kaS(u mod 256, 1)

ll kaS(u / 256, 1); )));
endnewtype CfParms;

= octetVal(cf(0)):

li§£iir'kii#I'*£-kti:ti‘fliff*kitiii-titQ*1t‘ir*t*4-tbiivwf*rfi*****~kf’+k~gaiii

Sorts for association management at AP
iii"!*ifiiit****hiktfiwfi9DilifitiIOO*ki**§*t*tiiiiwiflttik'kifitti)tfi***til

synonym sMaxAld integer = 2007; l" 2007 is largest allowable value *I
/’ implementation limit may be lower */

syntype Asocld = Integer constants OisMaxAld endsyntype Asocld;
l” Station Association Record -- only used at APs */

newtype AsocData struct
MaeAddr:

adPsm PwrSave:
adCtPolI Boolean;
ad PoIIRq Boolean:
ad NoPoll Boolean;
adMsduiP Boolean:
adAuth AuthType;
adRates RateSet;

I‘ time of association */
endnewtype AsocData:
/* Association table -- array of AsocData, only used at APs ‘/

indexz= AldLookup{table. addr) */
I“ returns the index of location where table(x)fadAddr=addr */
/* or 0 if no such location found. */
newtype AIdTable Array(Asocld. AsocData);

AldLookup : AldTable, MacAddr —> Asocld;
operator AldLookup:

fpar tbl AldTable‘ val MacAddr;
endnewtype AldTabIe:

Copyright © 1999 IEEE. All rights reserved.

/* CpraxDuration field (2) */

/* CprurRemaining field (2) */

I" address of associated station */
l’ powezr save mode of the station *I

/* true if station is CfPollabIe */

/’ true if station requested polling *f
I“ true if station requested no polling *l

/* true if partial Msdu outstanding to sta */
i" authentication type used by station */

/* supported rates from association request */

returns Asocld;

ANSI/IEEE Std 802111. 1999 Edition

 3123_d\CF_And_AsocParams(31)
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Operator AldLookup AldLookup_1a(1)

{Roar"""" ——i\ dcl k Asocld ; /* This is a procedural operator
t it)! AldTable,L "I dcl result Asocl ; for sort AldTable.
: val MacAddr :I dcl tst AsocData ; The association ID table is
:{eturns Asocld searchable by MacAddr using

index: AldLookumtaele. addr)
where table is an AldTabIe,
This operator returns the
first index value where the
table entry is equal to addr.
or C if no match found. *I

Start search at 1.
AldTable index

range includes 0
because Ald=0
is a shorthand
used to indicate
buffered broadcast r

or multicast frames. ',

 

(=sMaxAld)

resultz= 0

E3 Copyright © 1999 lEEE. All rights reserved.
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Package macsorts 3124_d\T|M(31)

/**fh***W****t**f**#*k***k**flflfl***fl*k*kfifl**iikflk**fl***t*flii*k****flt~

Traffic Information Map (TIM) support sorts
iflfiafikki*kktiifih*kat*i**t*i*fiifitai*kififikkttitfi*ttkittttikfififitt*t*i*/

/* TrafficMap is an Array of Bit indexed by Aid, */
/* Blts =1 in TrafficMap denote the presence of buffered frame(s) */
/* for the station assigned that Ald. TrafficMap operators are: ‘l

t /" kaim(trafficMap, dtiant. dtimPer, IowAId, highAId, bcst) */

l DESI? or | /* returns Octetstring to use as the info field of a TIM element ‘/m rm

t

/* The TIM will contain bits =1 for TrafficMap locations in the */
/* range (lowAId):(highAld)r Buffered broadcasts and multicasts */
I‘ (Ald 0) are indicated if dtiant=O and if bcst=true. */

Operator /* nextAId(trafficMap, currentAId) *//* returns index greater than currentAld at which TrafficMap=1. */I. /* If no locations before sMaxAld are =1, returns 0. */
newtype TrafficMap Array( Asocld, Bit);
adding operators
kaim : TrafficMap, Integer, Integer, Asocld, Asocld, Boolean -> Octetstring;
nextAld : TrafficM ap, Asocld —> Asocld;

operator kaim;
fpartrf TrafficMap, dtc Integer, dtp Integer, xlo Asocld,
xhi Asocld, bc Boolean; returns Octetstring; referenced;

operator nextAld;
fpartrf TrafficMap, x Asocld; returns Asocld; referenced;

endnewtype TrafficMap;
/* TIM is a subtype of Ootetstring with operators: */
/" bufFrame(tim,AId) returns true if the TIM info field ‘I
/* (obtained using getElem) is =1 at tim(Ald). ‘/
I” buchst(tim) returns true if the TIM info field *I
/" indicates buffered broadcast/multicast traffic */
I” dtCount(tlm) returns DTIM count value from TIM */
/* dtPeriod(tim) returns DTIM period value from TIM ’/
newtype TIM inherits Octetstring operators all;

adding operators
bufFrame : TIM, Asocld -> Boolean;
buchst : TIM ~> Boolean;
dtCount 2 TIM -> Integer;
dtPeriod : TIM -> Integer;

axioms

for all el in T|M( for all a in Asocld(
bufFrame(el, 3) ==

if a < (octetVal(el(2) and OxFE) * 8) then false
else

if a >= ((octetVal(el(2) and OxFE)*8) + ((Length(eI)-3)*8))
then false
else

Extract!(B__S(eI), (a-(octetVal(el(2) and 0xFE)*8)+24)) = 1
fi fi:

buchst(el) == (el(2) and 0x01) = 0x01;
dtCount(eI) == octetVal(el(0));
dtPeriod(eI) == octetVal(el(1)); )};

endnewtype TIM;
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Operator kaim MkTim_1a(1)

i; fpar ‘\ do! i. j, k Asocld ; x I“ This procedural operator is part ‘
i tr? TrafficMap. ‘: dcltim, tmp of sort TrafficMap. kairn builds
: dtc Integer, i Octetstring ; the info fleid for a TIM element
a dtp Integer. I from the {DTIM count and DTIM
} xlo Asocld. I period values and the contents
1' xhi Asocld. :
I bc Boolean : iI

of the (xlo:xhi) range of bits in
the TrafficMap. The resulting

:returns Octetstring ; Ootetstring can be used as anA
operand of mkEIem {by an AP

Start TIM 1: “mg generating a Beacon frame). */
with DTIM r“ kaS(dtc,1)//
count and : kaS(dtp. 1)I

t

 
period fields.. _ _ . _ _ _ _ _ __.;

 

 

i'= xlo r...-‘ '. I.—- i+1

i§§£rEn E5 ear?I . .
-—1Iow Ilmti (xlo)

{for a non—zero
:traffic map bit.

{fats ® (false)

 

  
 

. _ _ _ . . _ _ _ _ _ __..

Search down from:
high limit (xhi) r
fora non-zero I
traffic map bit. I

(true)

Floor starting 1 1.: F (Irf(0)=1)
index to even r—— (i / 1‘6) * 2 kt= k-1 if ((dtc=0) then 1multiple of 8. i and be) and else 0 it

Add starting jz= i + (trf(0)=‘l) tmp:= mkString(
index to bC/mc r-- if ((dtC=O) then i <<iype kactetG».
indicator to I and be) and else 0 fi OcteiSiring” i tlmz= tim //
get bitmap : : tmp // 01control field i l ______________ _.

va|ueforT|M_ : tmp:= mkString( ' u i {If no is in the partial
————————— --4 «type kactetli», Um L 1bttmap. generate TIM

Octetstring» timza ‘ Ewith index 0 and one
tim // tmp §octet =0 (see 7.3.2.6).

[This method of calculating bitmap
————————————— —-1 index and octet count meets alignment

{and length restrictions implicit in
{the encoding of the TIM bitmap control
ifield (7.3.2.6). However. itxlo is not a

“mi: “"1 I/ 389%). imultipie of 16, or xhi is not a multiple
Desi «type Irfii+1ii Eof 8, bits outside the range {xlothi)
Biistrmg” “(H21 iwill appear in the TIM element. This

 
 

 
Append octetsi
in active part r
of bitmap to IIl
the T'M- WU”). {may be of concern to implementers, but
""""""‘ WW1) Iis not a problem in the formal description

irf(I+5)r ibecause criteria for selecting bitmap
“(HEX Isubsets are not part of this standard.
trf(i+7)) ) » ___________________________ __

OJ .3}. Copyright © 1999 IEEE. All rights reserved.
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Operator nextAtd NextAld_1a(1)

, I“ This procedural operator
is part of sort TrafficMapi

x Asocld ; I nextAld searches upward
returns Asocld ;} from the specified initial

‘ --------- ~" index (x) in a TrafficMap
and returns the index of
the first bit =1. If the end

of the TraffioMap ("Index=
sMaxAld) is reached with

H no 13 found. a vatue of O
dcl k, result Asocld , k . is returned. 7
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Package macsorts 3125_d\RateAndDurationSorts(31)

leflfikfifi‘tfltk*nk*‘*tfififl~fli:r**wt*ti*tttflfifi*fikn*kfltixitkekktkiikiwfittfl
* Multi-rate support sorts
«akalitttfii*kstiktiklfiittkkwtkfikitttttiiflfifitknfltiiiifikkk*ttitk*tifit/
newtype Rate inherits Octet operators all;
adding operators
cachur : Rate, Integer -> Integer: /* converts (ratebitCount) to integer usec */
rateVal : Rate -> Rate; /* clears high-order bit */
basicRate : Rate -> Rate; /* sets highvorder bit */
isBasic : Rate ~> Boolean; /* true if high—order bit set */

axioms

for all r in Rate( for all i in lnteger( for all b in Boolean(
caIcDur(r, i) == ((((10000000 + (octetVal(r and Ox7F) — 1))/

(500 * octetVaKr and 0X7F))) * i) + 9999) / 10000;
rateVal(r) == r and Ox7F; basicRate(r) == r or 0x80:
isBasic{r) == (r and 0x80) = 0x80; )));

endnewtype Rate:
syntype RateString = Octetstring endsyntype RateString;

 
/****~1**~***tti***r*ia*~**k**t:«tw«****ti*:§*tt********ni*r****w***

“ MPDU duration factor sup port sort
k"mm"WNW...“""mmmtmmmmflmmnmmv

/* These operators support the encoding used to allow */
/* an Integer to represent the value of aMpduDurationFactor. */
/" cachF(PIchits, MpduBits) returns an Integer which is *1
/* the fractional part of ((Plchits/MpduBits)-1)*(1e9). *!
/* stuff(durFa0tor, MpduBits) returns the number of PIchits */
l‘ which result from Mpdu Bits at the specified durFactor. '1'
newtype DurFactor inherits Integer operators all;

adding operators
caIcDF : Integer, Integer .> DurFactor;
stuff : DurFactor, Integer -> Integer;axroms

far all df in DurFact0r( for all mb, pb in Integer(
caIcDF(pb, mb) == ((pb * 1000000000) / mb) — 1000000000;
stuff(df, mb) a: ((mb * of) + (mb ~ 1)) / 1000000000; ));

endnewtype DurFaCtor; 
316 Copyright © 1999 IEEE. All rights reserved.
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 Package macsorts 
/**tt*xki*f§*t§t*£fiflwt*tfk‘ktfl'fliflr‘xititi‘airkkiflvfi‘kWkttiittikfifl'fi‘kttfitrit

FH parameter set sort
m.ifl“mm.maml.aamm“y.iim...itm.....m.m..+...+.,

newtype FhParms inherits Octetslring operators all;
adding operators

dwelITime : FhParms —> TU; /* Dwell Time field (2) */
setDweIlTIme : FhParms, TU -> FhParms;
hopSet : FhParms —> Integer; /* Hop Set field (1) ‘/
setHopSet : FhParms, Integer -> FhParms;
hopPattern : FhParms -> Integer; /‘ Hop Pattern field (1) */
setHopPattern : FhParms, Integer -> FhParms;
hoplndex : FhParms -> Integer; /* Hop Index field (1) */
setHoplndex : FhParms, Integer» FhParms:

axioms

for all fh in FhParms( for all i in Integer( for all u in TU(
dweIlTime(fh) == octetVal(fh(O)) + (octetVal(fh(1)) * 256);
setDwelITime(fh‘ u) == kaS(u mod 256, 1) // kaS(u / 256, 1) II SubStr(fh, 2, 3):
hopSet(f‘h) == octetVal(fh(2));
setHopSet(fh.i) == SubStr(fh.O,2)//kaS(i,1)// SubStr(fh,3,2);
hopPattern(fh) == octetVal(fl1{3));
setHopPattern(fh, i) == SubStr(fh,0,3) // kaS(i,1)//Last(fh);
hoplndex(fl1) == octetVal(fh(4));
setHoplndex(fh, i) == SubStr(fh, O, 4) // kaS(i, 1);)));

endnewtype FhParms;

>2

 
 

 

 

 
 
 
  

 
 
 
 
 
 
 
 
 
 

  

  
  
  
  
  

  
 

 

[*rii‘itfiki*irit~tinki-i'*fikiwiitkf***iiiktk*tkfiiflii! ititi!*+tkti11ttfiffi:*

DS parameter set sort
*‘*****upamatsubmit*tmwvntt-kmun“an“:tsmuzawwfixnmanuwflwuamxyml
newtype DsParms inherits Octetstring operators all;
adding operators

curChanneI : DsParms —> Integer; I“ Current Channel (1) *I
setCurChannel :DsParms. Integer~> DsParms;

axioms

for all do in DsParms{ for all i in Integer(
curChanneuds) == octetValtdsm»;
setCurChannel(ds, i} == mkDS(i); ));

endnewtype DsParms;

*-
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[:31
Package macsorts 3127_d\PHY_.Params(31)

fktrtfifififivrititt§§§Qfirifiritiitixfi*irfittxi'ikitfiititfififi'bihgtgtiztfltivefi

 

9:

LOCAL AND METROPOUTAN AREA NETWORKS: WlRELESS LAN

Generic PHY parameter set sort
it *kifiwt‘ittkfitit*i‘ti*iilat-id:t'O-I'bi§Qt'biH'iiifiixwiiiiitii‘i‘i‘itfi aware-x!

1* Generic PHY parameter element for signals related to Beacons *f
i" and Probe Responses that are PHY-type Independent. “I
syntype PhyParms = Octetstring endsyntype PhyParms;

NEWTYPE PhyChrstcs struct
aSéotTime Usec;
aSifsTime Usec;
aCCATime Usec;
aRxTxTurnaroundTime Usec;
aTxPLCPDeIay Usec;
aRxPLCPDeIay Usec:
aRxTxSwitchTime Uses:
aTxRampOnTime Usec;
aTxRampOfiTime Usec;
aTxRFDelay Usec;
aRxRFDetay Usec;
aAirPropagationTime Usec;
aMACProcessingDelay Usec;
aPreambleLength Usec;
aPLCPHeaderLength Usec;
aMPDUDurationFactor DurFactor;
aMPDUMaxLength Integer:
aCWmin Integer;
aCWmax Integer;

EndNewType PhyChrstcs;
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use macsorts : l

ANSI/IEEE Std 802.11. 1999 Edition

 

Package macmib
/* This Package contains definitions of the MAC MIB attributes

:- ------- --~ and the subset of the PHY MIB attributes used by the MAC state
l l“. machines. These are needed under 2.100 to permit analysis of
I I the state machine definitions. In future revisions these may
i ________ __l be replaced with the ASN.1 MIB definition which appears as

as Annex D, for use with a 2.105-compliant SDL tool is available. *I

/k*wnfififitkfi*fliwi**~fiii*tkfi*wwtkikikkiitiwtkfikkfikkntiixktkittkitakiwfi

* StationConfig Table
i1****k*i*x*t**tt**fi‘k‘k‘kifiti‘vetti-t‘k‘h‘kfifififi:kfiktkinhi-i***ifit*fii***-0t*t*fil

remote dot11MediumOccupancyLimit TU nodelay;
synonym dot11CfPoIIabIe Boolean = «package macsorts» sCfPollable;
remote dot11Cpreriod Integer nodelay;
remote dot11CpraxDuration TU nodelay;
remote dot11AuthenticationResponseTimeout TU nodelay;
synonym dot11PrivacyOptionlmplemented Boolean=true;
remote dot11PowerMangementMode PwrSave nodelay;
remote dot11DesiredSsid OctetString nodelay;
remote dot11DesirestsType BssType nodelay;
remote dot110perationalRateSet RateString nodelay;
remote dot11BeaconPerlod TU nodelay;
remote dot11DtimPeriod Integer nodelay;
remote dot11AssociationResponseTimeout TU nodelay;  
remote dot11WepUndecryptat3IeCount Counter32 nodelay;
remote dot11ReceiveDTlMs Boolean nodelay;
remote dot11AuthenticationType AuthTypeSet nodelay;

l*tt*«tttt***ti¢**ttt*t*w«t****¢**t**a*ttutt*a**¢»t***¢tttt*tckw:¢**

AuthenticationAlgorithms Table
...*m..*...*.,.m.immmtmm.,..*....um.“unnmflflsl

synonym dot11AuthenticationAlgorithms AuthTypeSet =
incl(open_system, incl(shared_key));

/* NOTE: The members of this set are the
dot11AuthenticationAlgorithm values of all

dot11 AuthenticationAlgorithmsEntry instances
for which dot11AuthenticationAIgorithmsEnable=True.
Do not include shared_key in this set
unless dot11PrivacyOptionlmplementedztrue. “'l

  

 
 

 
 
 

  
 

  
 

  

x

litti***fi*t**t****fi***§twt**tvriiifititt*tt*e*t*i**tir«*ttttt*ii**tt*

WepDefauItKeys Table
(if dot1 1PrivacyOptionlmplementedntrue)

ttetwfi*i*i***r*t**t*tti*tfi*fitv*fi*i*****ifirittfi*ii**i****tt*iiii*irt/

remote dot1 1WepDefauItKeys KeyVector nodelay;

*

 
*

 
l*tt*****ou*oeateto‘***t*ee**tv¢**e***tret+ar*¢****w***r.*****tor*uw

* WepKeyMappings Table
* (If dot1 1PrivacyOptionlmplemented=true)
i+**ti**i*******«tafittwit*t**t***fi**itfitttiwtittitfiifitti§§+ttti§tt¢l

remote dot11WepKeyMappings KeyMapArray nodelay; 

 
3201wd\8tationConfig(5)

 

L.___.___._...___.________._i
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use macsorts ; k

  

 
  
  

  
  
  
  
  
  
  

 

 

 
 
 
 
 
 
 
 
 
 
 
 

 

Package macmib 3202_d\PrivOperation(5)  

lxt***ti****¢n********i**¢*x*t**********«x*t****t******a**~*t**a****&
Privacy Table
(only if dot1 1PrivacyOptionlmplemented=true)

ii**~k**iiir‘r‘k‘kiifi**~kr*‘k!it****‘l‘k*t**!tt**‘l***i*t*iit***i***if**kii*il

remote dot11Privacylnvoked Boolean nodelay;
remote dot11WepDefaultKeyld Keylndex nodelay;
synonym dot11WepKeyMappingLength Integer =

«package macsorts>> sWepKeyMappingLength;
remote dot11ExcludeUnencrypted Boolean nodelay;
remote dot11WeplchrrorCount Counter32 nodelay;
remote dot11WepExcludedCount Counter32 nodelay;

*

lkttfitfiiifikttfikfitt******iiifiifik*****t****I***fiittiiiitkitfiii*t****ti

Operation Table
*ktww*******fl*i*kk*******ii!*!’*itik****k*iiiii***k*t*i*ttttttfifiw**/

synonym dot11MacAddress MacAddr =
<<type MacAddr>> 86(Ox00, 0x11. 0x22, 0x33. 0x44, 0x55);

/* each station has a unique globally administered address */
P Value may be overwritten with locally administered address at “I
/* MlmeReset, but is always a static value during MAC operation */

remote dot1‘lRtsThreshold Integer nodelay;
remote dot11ShortRetryLimit Integer nodelay;
remote dot11LongRetryLimit Integer nodelay;
remote dot11FragmentationThreshold Integer nodelay;
remote dot11MaxTransmitMsduLifetime TU nodelay;
remote dot11MaxReceiveLitetirne TU nodelay;
synonym dot1 1Manufacturerld Charstrlng = ‘name of manufacturer';
synonym dot11Product|d Charstring = identifier unique to manufacturer';

  
 

 
 
 
 
 
 
 
 
 
 
 
 

 

a  
  

  

 
lflwflfifittti*fi***iikw*i*****ifikiwkfifitktfiikfikkwtifiti*i1ttkflkflw*fl**t*i*§ It

GroupAddressee Table
*ltitn«iniiititt**k*t*tiiti*+**wt**ii***+++*i*kiititttiii*k*x*i*t*t/

remote dot11GroupAddresses MacAddrSet nodelay;

y
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use macsorts ; k

Pact-(age macmib 3203_d\Counters(5)

/**i*****i**ttittirtiivrhshkfitk‘c‘ki'flafidtit n n A fifitkntfixi A ym «mutnmn-mumu,
* Counters Table
***i*fifieittitiiiktfifil-ifitfitfi'ifii’Rkfifiifitiifiii’nkiflffiifiitittlfif‘kt‘l‘k‘k‘k‘k‘r‘fi‘fl‘it/

remote dot11TransmittedFragmentCount Counter32 nodelay;
remote dot11MulticastTransmittedFrameCount Counter32 nodelay;
remote dot11FailedCount Counter32 nodelay;
remote dot11RetryCount Counter32 nodelay;
remote dot11MultipleRetryCount Counter32 nodetay;
remote dot11RtsSuccessCount Counter32 nodelay;
remote dot11RtsFailureCount CounterBZ nodelay;
remote dot11AckFailureCount Counter32 flodelay;
remote dot11ReceivedFragmentCount Counter32 nodeiay:
remote dot?1MutticastReceivedFremeCount Counter32 nodelay:
remote dot11chError00urzt Counter32 nodetay;
remote dot11FrameDuplicateCount Counter32 nodelay;
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use macsorts ; k

  
Package macmib 3204_d\PhyOperation(5)

/*t**ikwfitk**tiktitfifi**tflwt**tkifii***tfl*k*kittt****ik*iwfik*t*it**t*k

" PhyOperation Table
* (values shown are mostly for FH PHY).mma.mmMn......u.fl....m..i“mm”mmwmmmm,

synonym Fthy Integer = 01; /“ enumerated dot11PHYType value */
synonym DSphy Integer = 02; /’ enumerated dot1 tPHYType value */
synonym IRPhy Integer = 03; /" enumerated dot11PHYType value */
synonym dot11PHYType Integer = Fthy;
remote dot11CurrentRegDomain Integer nodelay;
synonym dot11TempType Integer = 01;

/*i***ifiikfifittwtfiflk*iiiii*ikkifiwkttfl*hw*k*kfik*itttttiaki*«kfitkttfii*flikkifittfith**ktiiwkk*t
* PhyCharacteristic Parameters (values shown are mostly for FH PHY)
tw**t**t******tt*ikfiwfli* ti’i’kttfivzittt‘kiktit‘kk*t**|flk**twi**t****titii‘kfi‘kfiii********ti*t**/

l“ NOTE: The PhyCharacteristics are defined as synonyms because
their values are static during MAC operation It is assumed
that , during each initialization of MAC operation, current
values for each of these parameters are obtained from the
PHY using the leeCharacteristics primitive. */

synonym aSIotTime Usec = (aCcaTime + aRxTxTurnaroundTime +
aAirPropagationTime + aMacProcesslngTime);

synonym aCcaTime Usec = 27;
synonym aRxTxTurnaroundTime Usec = (aTxPIcheIay + aRxTxSwitchTime +

aTxRampOnTime + aTfoDelay);
synonym aTxPlchelay Usec = 1;
synonym aRxTxSwitchTime Usec = 10;
synonym aTxRampOnTime Usec = 8;
synonym aTfoDelay Usec m 1;
synonym aSitsTime Usec = (aRfoDelay + aRxPIchelay +

aMacProcessingTime + aRxTxTurnaroundTlme);
synonym aRfoDeIay User: 2 4;
synonym aRxPlchelay Usec = 2;
synonym aMacProoessinngme User: = 2;
synonym aTxRampOftTime Usec e 8;
synonym aPreambleLength Usec = 96;
synonym aPIcpHeaderLength Uses a 32;
synonym aMpduDurationFaotor «package macsorts» DurFactor = 31250000;
synonym aMpduMaxLength Integer = 4095:
synonym aAirPropagationTime Usec a 1;
synonym aCWmax Integer = 1023;
synonym aCWmin Integer = 15;  
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use macsorts ; i

 
Package macrnib

/1rwfi‘iricictti-kttt‘tititfii-k{ti-kitty!*tk-kttifititwiizgtth‘wfifitfl-fl-fl-knttitfikkikfifififlikkisfitw

* SupportedDataRatesTx Table (values shown are for FH PHY)
flitwitéktietietkiiita-*ti-tikfitRiki-Q*kati-i:*tii-ksrtzaki-*t-ti'iet-A-‘tfiQtir‘k‘fi*£*i*ifi§fii§tti1wé‘l

ANSI/IEEE Std 802,11, 1999 Edition

3205_d\PhyRatthss(5)

synonym aSupportedRatesTx Octetstr‘rng = 58(0X32, 0x04. 0x00. 0x00. 0x00, 0x00. 0x00. 0x00);

lvmymmn-mu*tekgn-«tgnuu Inn-nrun-nun:“Human”mam“nun-atu.“.n-a-gtennmn-mtnmtitgt

’ SupportedDetaRatest Table (values shown are for FH PHY)
t*n*****nt*i**iinkkwhs‘itiii‘iitktttiraitifit*t£*irtt**kk*£ti'lri«W*kttwtkflr*~k£fi1firfifirw*ttf

synonym aSupponedRatest Octetstring = 88(0x82. 0x04, OXOO‘OXOO‘ 0x00 0x00 0x00, GxOO);

synonym aPrefMaxMpduFragmentLength Integer = aMpduMaxLength:

 
  
  

  
  
  
  

 

luau”:Hanna«a*muvman“an:fl**ti«*tt*«****ti«ta«***w+*****t+t+~nm

* PhyFHSS Table
* (only used with FH PHY)
kititkk*iti‘bil‘ht'k*ifi'fifi'fikfifikit‘fiifi‘kt’ifii’t(ii-*Jnkfii'i*fi'i’ifitki’ifii‘i‘ti‘ititii/

synonym dotllHopTlme Usec = 224;
remote dot‘l1CurrentChannelNumber Integer nodelay;
synonym dotllMawaeIITime TU = 390;
remote dotl lcurrentSet Integer nodelay;
remote dotllcurrentPattern Integer nodelay;
remote dotl 1Currentlndex Integer nodelay;

  

  
  

 

In: in“ than *flifiv *fltttfit, nun kt*ttfit‘fi-*ddeivtfifiirtt****ittiii-iit‘A'19*rinkA-aititittttfifififii-i-i-tQ/ l
/* The MAC state machines currently do not reference any attributes in:

PhyAntenna Table, PhyTxPower Table, Phstss Table, Phylr Table,
RegDomainsSupponed Table, AntennasList Table. */

/*endpackage;*/
lvmuuwmu ititfififiki‘vfiitfiflii‘i‘fi-fitttttéé-Awé*ttQ-ii-Citfi***i*kt*‘Id’i-five*kt**t§tt§**fififii-i-itti'ii‘Vt-kfi/
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0.3 State machines for MAC stations

The following SDL—92 system specification defines operation ot‘the MAC protocol at an [EEE 802.11 STA.

Many aspects ot‘STA operation also apply to AP operation. These are defined in blocks and processes refer-

enced from both the STA and AP system specifications. Blocks and processes used in both STA and AP are
identifiable by the SDL comment /* for STA & AP */ below the block or process name. Blocks and pro-

cesses specific to STA operation are identifiable by the SDI, comment /* station version */ below the block
or process name. The definitions of all blocks and processes referenced in the station system specification

appear in Clause C3.

The remainder of Clause (13 is the formal description, in SDLEGR, of an [EEE 302.1 1 STA.
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use macsorts ;

use macmib ; j
System Stallon MaUnltdatalndlcatlon,

MaUni’tdataStalus‘Indication [(MlmeConfirmSignals),(MlmelndicatlonSlgnals)] Station_1 13(3)
MAC_SAP

SM_MLME_SAP

MaUmtdatamequest] (MlmeRequestSignals)]
Includes request: -
zzliiazvznd "filingssinzd
MAC headers —semce —sewice ' request and confirm' /* for STA & AP '7 /* for STA & AP ‘/ I. __________ __’.

[Msdulndicate] MsduConfirm]
TSDU (MmgtConfirmSignals),

(MmgtlndicatlonSignals)

MsduRequest]___________ _- MmRequest,
‘ 1 PsChangeIncludes encryption, I ,

fragmentation, and :-—-~ MPDU Generation PSRSSPOHSE
power save queuing: STA — -

——————————— m. 7" station version */

AtlmW,
PduConfirm,

CfPolled I:
Includes DCF.
Rts/Cts, Ack 8.
CF-Ack, retries,
CF-poll response.
Atlm handling,
and PS-Poll.

MmConfirm,:|Pslnquily [(MmgtchuestSignals)]
TPDU

Ilncludes scan, join,
_-.{ beacon/dwell and

[PduRequesi] MLMEHSTA :aw?lfe/doze Ilmmg,/‘statlon version’l We d's)335°mate‘I (de)authentlcate.
:start 1838, and
: monitor of station.& power save slate.L ___________ _.

_-.._-._‘_......__._.._..a
Protocol_Control_ Doze,

_STA MmCancel, Mmlndicate, Pslndicate]/‘stahon version'l SsResponse, Pstone.
chnnl‘ Sslnqulw,

[BkDone' Tbtt, Wake SwDoneTxConfirm

[(leeConflrmSignals)
Rxlndicate, RX PS

BaCKOfi, NeedAck,
Cancel, RfoAck,

TxRequesl RXCfPoll [ChangeNav] [ChangeNav]

1' GEICJeE-vEIi-dgfif Ego-NH — u -
"1' address & duplicate filter‘

Transmission Reception ldefragment, channel state* .. , * '(physlcal and virtual carrier
/for STA&API Ifor STA&AP/ :Sensexanlesa‘Slomming‘

MLME_PLME_SAP

(PhyTxConfirmSlgnals)] (PhYRXSIQHaISI] , __________ ..llncludes backoff

WSAP—R-x— —————— m: I'CS generate, and' F'FW 'S‘A‘PZTX """""" ‘ ‘ , ,
— ltlmestamp lnSert,

[(leeRequeslSignals)]

 
(PhyTxRequestSignals)] PhyCcareseLrequest]
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 use macsorts ' kuse macmlb ;  
 

System Station

AtimW.
Backoff(lnteger.lnteger).
BkDoneUnteger).
Busy,
Cancel.
CfPoHed,
ChangeNavUime,DurationNavSrc).Doze.
ldEe.
MaUnltdata.fndication(MacAddr,MacAddr,

Routing.OctetstrinngStatus.
CfPriorityServiceClass),

MaUnitdata reuuesflMacAddr MacAddr,
Routing-Sctetstring,CfPrEority.SewtceCtass),

MaUnitdataStatuandication(MacAddr,
MacAddr,TxStatus,CfPriority,ServiceClass).

MlmeAssociate confirmi'MlmE-Status}.
MlmeAssociate.indicationaflacAddr),

"Ia-Associaterequest(MacAddr,Kusecpapability,Integer),lmeAuthenticateoonfirm
(MacAddrAuthType,MlmeStatus).
meAuthemicate.mdication(MacAddr,AuthType),
meAuihenticaterequesNMacAddr.AuthType.Kusec),
meDeauthenticate confirm(MacAddr,MlmeStatus).
meDeauthenticate.indication(MacAddr,ReasonCode),

#meDeaaaihemicaterequesuMacAddr.ReasonCode),
. meDisassocxate.confirm{MlmeStatus).

M meDisassociate.indicatxon(MaaAddr.ReasonCode),
M meDisassociate.request(MacAddr,ReasonCDde),
MlmeGetconfirmMibStatus.MibAtribMibValue),
MlmeGet.requestiMibAirib),
MlmejoinconflrmmtmeStatus).
M meJoin.request(BsstchntegerUsec,Ratestring),
M mePowermgt.confirm(MlmeStatus),
MlmePowermgt,request(PwrSave.Booteanfioolean),
MlmeReassociateconfirmMlmeStatus).
M meReassomate.indicatlomMacAddr),

MlmeReset.confirm(MlmeStatus).
MlmeReset request(MacAddr,Boolean).
MImeScan conf:{m(BsstcheiMlmE-Sfams).
M meScan,request(BSSTypeSet,MacAddrOctetstring.

Scan‘l'ype,Useantstring.Kusec,Kusec).
M meSetconfirmWibStatus.MibAmb).
M meSetxequesflMIbAtnb.MibValue),
MfmeStannmiirmW!meStatus).
MImeStan.request(Octetstring,BssType,Kusec,

nteger,CfParms.PhyParms,IbssParms,Usec.
CapabilityRatestring,Ratestring) ;

  MimeReassocnate.request(MacAddr,Kusec,Capabi|ity, Integer),

 
Stawsignalsjdm

s1gsat
MmCancel.
MmConfirm(Frame,TxStatus).
Mmlndicate(Frame,Tirne,Time,StateErr),
MmRequest(Frame,lmed, Rate).
MsduConfirmWrame. CfPriorEtnyStatus)
MsduéndicatefiFrame,Canonty),
MsduRequest<Frame,CfPrioriiy),
NeedAckiMacAddrfiTimeDuration.Rate),
PduConfirm(FrangquResuin,
PduReqoesqFraQSdu),
PhyCca.indicatioMCcastatus),
PhyCcarstLonfirm.
PhyCcarst.req uest,
PhyDataLonfrrm.
PhyData.mducatiomOctet),
PhyData.request(Octet),
PhnyEnd.indication(PhnyStat),
PhnyStan.indicatiomlnteger,Rate).
PhyTxEndconférrn.
PhyTxEndrequest,
PhyTxStartconfirm,
PhyTxStarUequestUnteger,Rate)
PImeCharacteristics.confirm(PhyChrstcs).
PImeCharactarisfics,request.
leeGet.confirm(MibStatus.

MibAtribMibVaIue),
PimeGet.requesuMibAmb),
PtmeRese! ccnfirm(Boolean)_
PtmeResetreq uest,
PImeSet.confirm(MibStatus,MibAtrib).
leeSet.request(MibAtribMibValue).PstDne.
PsChange[MacAddr.PsMode),
Ps|ndicaiewacAddrPsMode).
Pslnquiry(MacAddr),
PsResponse(MacAddrPsMOda).
ResetMAC.
RfoAck(MacAdd r),
Rxlndlcate(Frame,Time.Time.Rate),Slot.
Sstnquiry(MacAddr).
SsResponse(MacAddr.

StationState.StationState).
SwChnlUntegerBoolean),SwDone,
TBTT.
TxConfirm.
TxRequest(Fra me,Rate).
Wake ;
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use macsons ;
use macmib ; 

System Station Sta_signa|lists_3c(3)

signallist
MImeRequesiSigna|s=

MlmeAssociaterrequest,
MImeAuihenticate,request,
MImEDeauthenticatemeqnest
MlmeDisassociate.request.
MlmeGet.request.
MlmeJoin.req nest.
MImePewermgLrequest.
MlmeReassociatemequest,
MlmeResai.request,
MlmeScan.requesL
MlmeSet.recuest,
MImeStart request L

Sig nallisi
MmgtRequesiSignalsz

MlmeAssociateirequest.
MimeAuthenticatextz-zquesi.
MImeDeauthenucate.request,
MlmeDisassociate‘request,
MImeJoinvrequesti
MImePowermgt‘request,
MImeReassociate.req uest,
MImeScanquuesi,
MlmeStart.request;

signallisi
PhyTxRequestSignal

PhyTxStart.request,
PhyTxEndrequest,
PhyData.request ;

signattist
PtmeReq uestSignats=

PtmeCharacteristics.request
PtmeGet request,
PtmeSeUequest,
leeResetrequest;

Copyright © 1999 IEEE. All rights reserved.

signallist
MimeConfirmSigna|s=

MlmeAssociate.confirm,
MImeAuthemicateeoMirm,
MlmeDeauthenticazeconfirm,
MlmeDisassociatevccnfirm,
MlmeGetLonfirm
theJoéneonfirm.
MlmePcwermgtconFirm.
theReassociateconfirm,
MlmeResetconférm,
MlmeScanconfirm.
MlmeSeLconfirm.
MlmeS:art.confirm ;

signallist
Mmg:ConfirmSignals=

M‘IlmeAssociateLonfirrm
Mi meAuihenticateconfinm,
MImeDeauthenticate.confirm,
MImeDisassociateoonfirm,
MimeJoin.confim,
MimePowermgt.confirm,
MlmeReassociate.confirm,
MImeScan.confirm,
MlmeStan‘conftrm ;

signamat
PhyTxConflrmSignal

PhyTxStart‘confirm.
PhyTxEnd.confirm,
PhyData.conflrm ;

signailist
leeC onfirmSignais:

leeCharacteristics‘confirm,
leeGetconfirm.
leeResetconfirm,
PImeSet.oonfirm;

 
signalhst
MlmelndicationSigna|s=

MlmeAuthenticate‘indication‘
MlmeDeauthenticate.xndication,
MImeDisassociateJndication,
MlmeAssociateindication.
MlmeReassociateindication ;

Signatlast
‘v'lmgtndicationSig nals=

MlmeAuthenticatejndication
MImeDeauthenticateindlcatiom
MlmeDisassociate.indication,
MImeAssociate.indication,
MImeReassoctate‘indication ;

signallist
PhnySignals=

PhnySKan.indication,
PhnyEnd‘indication,
PhyData‘indication,
PhyCca.indication,
PhyCcareset confirm :

ZTE Corporation and ZTE (USA) Inc.
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Block MAC_Data_Ser\/ice MaUnitdata;
indication

/‘ This block provides
the MAC_SAP function
described in Clause 6,
conveying MS DUs from
and to the LLC entity.
This block operates
identically in STA
and AP, but in STA
the TS DU signal route
connects directly to
MPDU_Generation, and
the RSDU signal route
connects directly
from Protocol_Control.
whereas in AP both of
these signal routes
connect to Distribution
Service, V

 
MSDthtLLLC
(1.1)

Msdulndioate]

RSDU

328

 
LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

MAC_SAP

Mac_Data_1a(1)MaUnitdataStatus._indication

MaUnitdata.request]

MSDU‘frUrnMLLC
(1 ,1)

MsduConfirrn]

MsduRequest]
TSDU

Copyright © 1999 lEEE. All rights reserved.
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Process MSDU_:D_LLC Msdu~to_LLC_ja(1)

cal cf CfPrIority; kdcl LLCdata Octetszrin ,
dcl 5a. da MacAddr ;
dcl sdu Frame;
dcl srv ServiceClass:

f" This process runs when
reception is successfully
completed on an MSDU
addressed to the local
LLC entity. This process
extracts the appropriate
address and status info,
removes the MAC header
from the MSDU data field
(the FCS and lV/ICV are
removed much earlier in
reception handling), and
generates the indication
to LLC. Reception status
is always "successful"because a receive error
causes the MSDU to be r ———————————————————— —-

ilicéfiefbff°’if‘ifh‘”g Msdu'nd‘ca‘e iS?fli‘1$£2i§9§§£§P&:32?"e"a a gem . ————————— —‘ .

iAP source is Distribution Service.

da:= addr1(sdu)

33:: if frDs(sdu)=‘l
then addr3(sdu)

else addr2(sdu) fi

5N:
if orderBit(sdu)=1

then strictlyOrdered
else reorderable fi

Remove MAC headeri __
from begmning of L ‘ ALLCdatar substr

MSDU to obtain the : . ___ isdlul slfifidgmg,LLC data octet strin , 3719 S U -
___________ __g_i sMacHerng)

'ie'éEtToBliaYu-s—i .
always SUCCessful ‘,___, MaUnrrdaia__
because any errori L Indicatvomsa. d3,
would prevent the : “UiLfi, LLCdala,Msdulndlcate “LSUCCGSSfifVSM
from reaching
this process,. _ _ _ m _ _ _ _ _ .._.a
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Process MSDU_from_LLC Msdu_from_LLC_1b(1)

dot of CfPriority; kdcl LLCdata Octetstrin
dcl rt Routing ;
dci sa, da MacAddr;
dci sdu Frame;
ch srv ServiceClass;
dci stat TxStatus ;

imported mAssoc,
mDisable, mlbss.
mPcAvaii Boolean;

imported
dot11PowerManagementM0de PwrSave ;

imported

From—LLC mBssld MacAddr‘.

. — _ _ _ _ _ _ _ -—‘
successful, I
retryLim it,
thifetime,
or noBss. _ _ _ _ _ . _ _ __J

MaUnit_ (sa. da, rt,
data ._ LLCdata.
request of srv)

/' This process runs when
an MSDU to transmit is
presented by LLC. This
process validates request
parameters, and if valid
attaches a basic MAC
header and sends the MSDU
to MPDU preparation (at
STA) or to Distribution
Service (at AP). If request
is invalid, or when status

| MsduConfirmr-- (sdusrv.

'validate If Ft /= “UN-” the” v srv1= if then
parameters, "OHNUIISOUWeROUUnQ orderBit strictiyOrdered

stat: 9155 If (IengthiLI-Cdata) (sdu) = 1 else reorderable fi> sMsduMaang) or
(iength(Ll_Cdata) < 0)
then excessiveDataLength

else successful fi fi dag: if
toDs(sdu) = 1

then addr3(sdu)
else addr‘l(sdu)
fl

is available for the valid
Tx attempt, LLC is informed
by an MaUnitdataStatus._
Indication generated by
this process, ‘/

(reorderable) Maumt
dataStatus._
indication

iaddr2isdu),
da, stat,
cf, srv)

Star: (strictlyOrdered)

$125533; iBuiId frame With 24—octet
{MAC header and LLCdata:ftype:= data

toDS L: 0
addr1:= da
addr2:= dot11MacAddress

(5a parameter not used)
addr3:= mBssId
<other header fields> := D

stat:
unavailable_
ServiceCIass pmmwpm . . _ . -. r I I I I I I I I I I I I I I I I I I

-miif stationmat in 888
:or IBSS.

sduin
mkFrame
(data, da,

(contention)

I
I
l
iI
I
II
I
I
I

IReject Msdu :l
I
I
I
i
I
I
II
l
I den 1 MacAddress.

import(m Bssld),
LLCdata)

stat:
un su ppo rtod_

Priority

(conten ion ree

(strictiy_
Ordered)

MaUnit_
dataStatiis._
indication

MaUnit_
dataStatus._
indication

(sa, da. sdu:--
unavailable‘ setOrderBit
Priority.cf. SN) sdu, 1)

{Send Msdu to
-_ ‘Mpdu preparation

i(to distribution
:service at AP)lwith basic header.

:Other fields are
:filled in prior.to transmission.Hm“~‘uauumul

Irlf no PCF,
__.: inform LLC.isend Msdu in

:in contention
(period. 2nd
IMaUntdatau
:Status reports.Tx result.t—u—«mfimnaan

cf:=
contention

MsduRequest
(sdu. of)

 
‘4; LJ C: Copyright © 1999 IEEE. All rights reserved.
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Block MPDU_Generation__STA

FragConfirrn(Frangu.TxResui ,
FragRequest(Frangu) :

. . _ _ _ _ . . _ _ _ _ _ _ _ . u fl fi .....,
Includes encryption if I
dot11PrivacyOptionlmplemented :u. .. _ _ _
=true This is a typical
location, but implementers
may use other locations
between the i\&AC_SA¥J
and PHY_SAP_TX as
long as they provide
the specified behavior
as observed at LLC‘
MLME aad the WM,

!* This block converts Loutgoing Msdus and Mmpcms
into Mdes. fragmenting
and encrypting as necessary.
If the station is in 3 B55,
outgoing Msdus are directed
via distribution service
at the AP.

The PM_Fiiter process queues
frames needing announcement
by Atim in an Ibss; or frames
to be sent in the CF-period
at a CF—poiiable station in
a 855. *i

TSDU

MsduConfirm]

MsduRequest]

Prepare_MPDU
(1,1)

I‘ for STA 8. AP ‘1'

[MmRequest]

F ragConfi rm]

Frangdu

FragRequest]

PMmFilterwSTA
(1.1)

I’ station version */ F’sResponse,
PsChange

AtimW,
PduConfirm,
CfPoiled

PduRequest]
TPDU

ANSI/IEEE 802.11, 1999 Edition

sta_Mpdu-gen_1a(1)

{MmCoafimil

[Pslnquiry] 
Copyright © 1999 IEEE. All rights reserved. 33 |
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Process Prepare_MPDU

|\v- a

: Encrypt

  

and (not
impon(mAct_
ingAsAp» 
  

lAll data frames

 
 

  

magi?“ -—-: in 855 sent to— idistrib. sen/ice. _________ _.

not import MSduv— Request
(sdu‘pn')/\ V[mAssoo)

No_Bss

sou:
setAddri
(sdujmpor‘i
(mBssId)),sou:=
setToDs
i'sd L1,?)

Sdu =
sewddmisdui
addrl (sdul),

Invoked) and useWap,=
dot‘i 1Privacy_ import(
OP’EIDU_ ootltPrivecL
Implemented

Fragment and |

encryptis gum-«-on next page. I. . _ _ _ . _ _ - .._a

/‘ This process generates kone or more Mpdus from
each outgoing Msdu or
Mmpdu. if encryption is
needed, the Mpdus are
encrypted before being
passed to be filtered for
possible power save or
CF queuing before tx, *I

  
a...) (J) [‘J

imported mAssoc, mibss, dot‘i‘iPrivacylnvoked Boolean ;
imported dot‘llFragmentationThreshold integer ;
imported dot‘l lWepDefaultKeys KeyVector ;
imported dotl‘lWepDefauitKeyld Keylndex ',
imported dot11WepKeyMappings KeyMapArray ;
imported dotflWepKeyMappingLenglh KeyMapArrayLength ;
imported mCap Octetstring ;

 
 
 

 
  

 

LOCAL AND METROPOLITAN AREA NE?WORKS: WlRELESS LAN

lProcedLére used for WEP encryption

-—-: If don 1Privacy0ptionlmpiementeo=|false. this procedure is not present._ ._ _ _ _ _. _______________-_

  

   
 
  

 
 
 

prepazej biZ)

dcl bcmc, keyOk.
useWep Boolean:= fals

dclf FragNum K
dclfsdu Frangu *
dcl mpduOvhd, o

pduSéze, title Integer;
dcl pri CfPriority ;
dcl rrsl TxResult;
do sdu, rsdu Frame ;  
  

   

 

 

 
import Msduw

< ($22) > < lmActingfl > RequestAsAp) (sdupri)

fRii'Jaia'rFain'eZ“Prepare_ __Jl Prepare_ ____ _ _
Jbss lin lbss sent to “AP ,.

not import
{mlbss}

No_Bss

 

, _______ __

| Mmpdus sent
r wieven when notI in Bssiihss.

 

 
Mm_
Req uest
isdu ipri)

 

 

ResetMAC

bcmc:=
isGroup(

addrl(sdu))

doll 1 Privacy“
Option,
implemented
and lf
wepBit(sdu)=1
then true
else false fi
 

wepBit=true in I
request for 3rd Lframe of shared I

key authl sad i

idestination eta.

; _. _ _ _ _ _ _ _ ...-.

  

 
 

. _ _ _ u --~-_......
Confirm Msdu to l

MAC data servuce,'r.<..____...m---_confirm Mmpdu to I
MLME sub-block, }

 
Med u_
Request
(adupn)

not import

< (mActing_AsAp)

No_Bss

 

_ . . _ _ _ _ _ .._-__.‘
Data frames l

rejected ‘f Lno Bssfibss. l

implementations ',
may retain these:iI

E
2

V

 
 

 
  

 
 
 
 

 

 

frames until a
855 becomes
(re)availablei

Frag_
Confirm
(fsduprirrsl)
 

 

 
   
  
 
 

 
 
 
 

 
 

rsdu:= subsir
(fsdu!

pdus(0), O,
sMacHerng),
priz= fsdulcf

(:fsdu!
basetype pdusm»

(manaement)
MmConfirm
(rsdu.pri,rrs|)
to fsdulcnfl'o

  
 

    
 

Msdu_
Confirm
(rsdu,pri.rrsl)  

Copyright © 1999 lEEE. All rights reserved.
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Process Prepare_M PDU

Initialize
F rangu
structure

_ _ _ _ _ _ _ h fi m-..
dot11Fragmen_ l
tatichhreshoid Er..—must nct be I

> dot! 1Max_ :MpduLength, 1. _ _ _ _ _ _ _ _ _—4

(false)

pduSizeL:
lenglh(sdu) -
sMacHerng 

 

fsdquTotz=1,
fsdulfCurmO,
fsdu!fAnc:=O. 
 
 

fsdulgrpa:
lsGrpl

addr1(sdu)).

mpduOvhdz=
sMacHerng +

sCrang

 

 
pduSlzezz
pduSlze -
mpduOvhd

fsc‘ulfTot:=
((lengfhlsdu) -
sMacHerng) I 

m ake_
pdus

 
 

fsduleol'eor fsdulsqu=0,
fsdulsrcwol fsdullrcz=01
fsdulpsm:=false.
fsdultxrate:=0

fsdulcfzprh
fsdulcnfTo=senden
fsdulresume =false

,. ___________ _.
llv and icv fields

- “I not counted in pre-|fragment overhead... ___________ __

(dot11Fragment_
atimThreshold)

length(sdu) >
pduSize

IThis IS the typical
__1' case wnh the lengthIof all but the last

:fragment equal to
I doll 1Fragmentation_
:Threshold (plus
I sWepAddLng If
I useWep=true). TheIvalue selected for

{pduSize must bel>=256, even, and
:<=aMpduMaxLength.\- — _ _ _ _ — — _ _ _ _ _ _.

pdusize) +
If ((Iengthdu) -
sMacHerng)
mod pduSize}[=0

then 1
else 0 fi

if fsdulfl‘ctw
then 1
else fsduffl’ot fi

unavailab|e_
KeyMapping)

Copyright © 1999 IEEE. All rights reserved.

make‘
pdus

sMacl—lerng

ANSI/IEEE 802.11, 1999 Edition

fragment_2b(2)

 
fsdu!pdus(f):=

null,
keyOk:=’alse  
fsdu!pdus(f):=
fsdu‘pduslf) f/
SubSMsduJ). 
f5dulpdus(f):=

setFrang

sMecHerng) if
substr(sdu.p,

pduSize)

 fsduipdusmf)

  
  

fsdulpdus(f):=
setMoreFrag(

 
  
 

 

  
 

Encrypt
(fsdulpdusmx

keka,

1:: H1.

FragRequest
(fsdu)

fsdulpdusfi), 1)

 
 

 p:= p+pduSize,

  
 

(false)

(false)

impon(dot11WepKey_
Mappings).
import(dot11WepKey_
MappingLength),
import(dot11Wep_
DefaultKeys),
importlcoti ‘EWepDefault_
Keyidy‘ importrmCapn

pd uSlze:= if
(p+pduS‘rze) > lengthlsdu)
then (Iengthlisdu) - p + 1)
e1 5e pduSize fl

f . — _ _ _ _ _ _ _ _ -—

1 Final fragment may
. :be shorter thanI inliiallintermediate

I fragments.

r Encryption expands
{each pdu by
IsWepAddLng,
: hence Mpdus may. be longer than

:dol11MaprduLength.by sWepAddLng.

.,
I
It.
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Procedure Encrypt

If; fpar in/outwpdu Frame, |\
:in/outkeyOk Boolean. ‘iln maps KeyMapArray.

:in mapLength KeyMapAwaykength,.in twee KeyVector.

:in kndx Keyindex.,in caps Octetstring ; I....__....-_..*r l I I l I E E i I l I l E E I I i I l I E

 

  

 
 
 

 
 

 
  
 

 

 lcv field is i encwpthgi=
encrypted, but |r—- length(wpdu) -
this length i sMacHerng -
is the pre-lcv llloop count. I. . _ _ _ . . _ _ __J

‘nele:=
call gen|V( )’  

keyLookup
(addr1(wpdu).

else (=cPrivacy)

 
 

key:=
kvec(kndx) kmBPIWePKe”kndx1= O

......... .. - u.
Return error
to LLC if
key is null.

Concatenate
key with IV
for encryptionPRNG seed.

Use RC4 PRNG to i
generate an encrypt i...“etnng as long as the i

MPDU payload :plus the lCV field. I_ . _ _ _ _ é _ u u _ _._;

encryptStrz=
call RC4

(key. 
wpdu3=

substr(wpdu.0.
sMacHerng) i|i

l
i m — _ u u u u u u a _ .._... I
lnserth and keyld I i

,between MAC header}-(53nd data field, |

wpdu:=
setKeyld

(wpduimdx) 

La Lu .5;

 

...{key if no

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

dcl icv Crc:
dcl ancrypthg. k, n Integer ;
dcl encryptStr. nele Octetstrlng :
dci key PrngKey ',

encrypt_ic(1)

dci kmap KeyMap ;
lsWdS:~‘-“

toDs(pdu) and
frDs(pdu)

f...___...._.; .,

if isst then lTest if addr4 if isst then k:= O.

sstAddLng {field is present. sstAddLng n:=else 0 fi iOnly need at AP. else 0 fi sWepHerng +

ifE‘iO‘g“'a‘q‘ET6‘tfir€ ' ' ' ’ ‘ ‘ ‘ ' ' '"le ener .o a g n [CV Value . >_

"1' is not specified. but use of calculated from in ,.[cv“ “032
Ia new IV for each Mpdu is plaintext. l “CV'Wpdu(n))
:recommended STRONGLY.

maps,
mapLength)

{relevant subsetof}
doti 1WepDefaul’tKeys,
a station‘s DefaultKeyld algorithm "

. does not affect interoperability. */ (enCWPthg)
:mapplng or
{grgipiefi w a _ . (true)

[Us—e'dEFaBi't ‘ — _ '

(false)

encwpthg+
sCrang)

// nele 1/ 01 //
substr(wpdu, sMac“
Herng. encwpthg)

Set WEP bit
in Frame
Control field.

imported procedure RC4 ;
tpar PrngKey, integer ;
returns Octetstring ; 

/’ The algorithm for changing
dot11WepDefaultKey|d is not
specifiedlf all stations in the Bss
have thesame values in the 

__.,

Inn-d

 
 

  

 

 

 

 
 

Encrypt by xor
of payload with
encrypt string.  

 
 

w pd u (n) xor
encry ptStrik)

,. _________ .u

I if mapping
mu: keyOnefalse,ido not encrypt.  
 raw ICV is 1'3

complement of
crc32. MSb~first. n v m m a _ _ _ mud  

 
mirror(

not(icv))

(icv(n)xor

encryptStrlkl)

Encrypt lCV i
octets and :.attach to end I

of Mpdu. I

( We)

wepdu.=
setWepBit keyOk':true

L--__-——-'I
i.i
l 

(false)

(false)  
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