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Communication 
Protocols for 
Embedded Systems 
There's more to connecting multiple CPUs 
than just stringing wires or cable. Your 
choice of network protocol, in particular, 
determine system performance. 

T 
he past few years have 
seen a growing trend to 
dramatically increase the 
embedded electronics 
content of automobiles, 

elevators, building climate control sys
tems, jet aircraft engines, and other tra
ditionally electro-mechanically con
tro lled systems. In many large systems, 
this increasing electronics content is 
accompanied by a proliferation of sub
systems with separate CPUs. 

The increase in the number of 
processors in a system is often driven 
by computation and I/0 growth. In 
some development environments, the 
increase may also be driven by a need 
to ease system integration burdens 
among multiple design groups or to 
provide system flexibility through 
"smart sensors" and "smart actuators." 
Whatever the reasons, once there is 
more than one CPU in a system, there 
must be some means of communica
tion to coordinate action . 

While some high-end embedded 
systems communicate over a YME 
backplane or s imilar arrangement, the 
embedded systems we ' re working on 
use physically distributed CPUs 
involving some sort of local area net
work (LAN), also called a multiplexed 
network or a communication bus. At 
the heart of the LAN is the media 
access protocol , which picks the next 

NOVEMBER 1994 

work medium, typically a wire. 
or RF frequency. 

In this article, we will discuss 
special considerations for 
real-time embedded systems, and 
at severa l media access protocols 
demonstrate fundamentally 
ways of accessing the shared 
The protocols are: 
protocols, polling, time division 
pie access (TDMA), token ring. 
bus, binary countdown, carrier 
multiple access with collision 
tion (CSMA/CD), and carrier 
multiple access with collision 
ance (CSMA/CA). For each of 
we will evaluate the strengths 
weaknesses against special 
tions. A protocol tradeoff chart 
enab le you to se lect a protocol to 

your needs. While no protocol is 
feet for all purposes, a variation 
CSMA/CA offers the most 
for many embedded systems1 

SPECIAL CONSIDERATIONS 

I 
n practice, we have found 
embedded real-time 
require high efficiency, 

IStic latency, operational 
configuration flexibility, and low 
per node . 

Because cost limits the 
bandwidth available to many 
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