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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet comunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Acknow edgrent s

This meno describes a protocol that is an evolution of the previous
versi on of the protocol, version 4 [1]. This new protocol stens from
active discussions and prototype inplenentations. The key
contributors are: Marcus Leech: Bell-Northern Research, David Kobl as:
I ndependent Consultant, Ying-Da Lee: NEC Systens Laboratory, LaMnt
Jones: Hewl ett-Packard Company, Ron Kuris: Unify Corporation, Matt
Gani s: International Business Mchi nes.

1. Introduction

The use of network firewalls, systens that effectively isolate an
organi zations internal network structure from an exterior network,
such as the INTERNET is beconing increasingly popular. These
firewall systens typically act as application-layer gateways between
networks, usually offering controlled TELNET, FTP, and SMIP access.
Wth the emergence of nore sophisticated application |ayer protocols
designed to facilitate global information discovery, there exists a
need to provide a general framework for these protocols to
transparently and securely traverse a firewall
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There exists, also, a need for strong authentication of such
traversal in as fine-grained a manner as is practical. This
requirenent stens fromthe realization that client-server

rel ati onshi ps energe between the networks of various organizations,
and that such relationships need to be controlled and often strongly
aut henti cat ed.

The protocol described here is designed to provide a framework for
client-server applications in both the TCP and UDP domains to
conveni ently and securely use the services of a network firewall.
The protocol is conceptually a "shimlayer" between the application
| ayer and the transport layer, and as such does not provide network-
| ayer gateway services, such as forwarding of | CMP nessages

2. Existing practice

There currently exists a protocol, SOCKS Version 4, that provides for
unsecured firewall traversal for TCP-based client-server
applications, including TELNET, FTP and the popul ar information-

di scovery protocols such as HITP, WAI S and GOPHER

Thi s new protocol extends the SOCKS Version 4 nodel to include UDP
and extends the framework to include provisions for generalized
strong authentication schenes, and extends the addressing schene to
enconpass donai n-nane and V6 | P addresses.

The i npl enentation of the SOCKS protocol typically involves the
reconpil ation or relinking of TCP-based client applications to use
the appropriate encapsulation routines in the SOCKS library.

Not e:

Unl ess ot herwi se noted, the decimal nunbers appearing in packet-
format di agrams represent the Iength of the corresponding field, in
octets. \Were a given octet nust take on a specific value, the
syntax X hh’ is used to denote the value of the single octet in that
field. When the word 'Variable is used, it indicates that the
corresponding field has a variable I ength defined either by an
associ ated (one or two octet) length field, or by a data type field.

3. Procedure for TCP-based clients

When a TCP-based client wishes to establish a connection to an object
that is reachable only via a firewall (such deternmination is left up
to the inplenmentation), it nust open a TCP connection to the
appropriate SOCKS port on the SOCKS server system The SOCKS service
is conventionally |ocated on TCP port 1080. |If the connection
request succeeds, the client enters a negotiation for the
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aut hentication nmethod to be used, authenticates with the chosen

met hod, then sends a relay request. The SOCKS server eval uates the
request, and either establishes the appropriate connection or denies
it.

Unl ess ot herwi se noted, the decinmal nunbers appearing in packet-
format diagranms represent the Iength of the corresponding field, in
octets. \Wiere a given octet nust take on a specific value, the
syntax X hh’ is used to denote the value of the single octet in that
field. Wien the word 'Variable’ is used, it indicates that the
corresponding field has a variable length defined either by an
associ ated (one or two octet) length field, or by a data type field.

The client connects to the server, and sends a version
identifier/method sel ecti on nessage:

e e o o e o +
| VER | NMVETHODS | METHODS |
oo - Fome oo +
| 1 | 1 | 1to 255 |
oo - Fomem e oo +

The VER field is set to X 05 for this version of the protocol. The
NVETHODS field contains the nunber of nmethod identifier octets that
appear in the METHODS fi el d.

The server selects fromone of the methods given in METHODS, and
sends a METHOD sel ecti on nessage:

oo - +
| VER | METHOD

Fom e +
| 1 | 1 |
. +

If the selected METHOD is X FF', none of the nethods listed by the
client are acceptable, and the client MJST cl ose the connection

The val ues currently defined for METHOD are:

X 00" NO AUTHENTI CATI ON REQUI RED

X 01" GSSAPI

X 02" USERNAME/ PASSWORD

X 03 to X 7F | ANA ASSI GNED

X 80" to X FE RESERVED FOR PRI VATE METHCDS
X FF NO ACCEPTABLE METHCDS

OO0OO0OO0OO0OO0

The client and server then enter a nethod-specific sub-negotiation
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d- dependent sub-negotiations appear in

support for this protocol should contact
The ASSI GNED NUMBERS docunent shoul d be
list of METHOD nunbers and their

Conpl i ant inplenentations MJST support GSSAPI and SHOULD support
USERNAME/ PASSWORD aut henti cati on net hods.
4. Requests
Once the net hod- dependent subnegotiation has conpleted, the client
sends the request details. |f the negotiated nethod includes
encapsul ati on for purposes of integrity checking and/or
confidentiality, these requests MIJST be encapsul ated in the nethod-
dependent encapsul ati on.
The SOCKS request is forned as foll ows:
Fomm oo m - - - S [ S S +
|[VER | CMD| RSV | ATYP | DST. ADDR | DST. PORT
[ S S F - Hom - - Fomm e - Fomm e - +
| 2 | 1 | X00 | 1 | Variable | 2 |
S e Fooem - R R +
\Wher e
0 VER protocol version: X 05
o CM
o CONNECT X 01
o BIND X 02
o UDP ASSOCI ATE X 03
o RSV RESERVED
0 ATYP address type of follow ng address
o |P V4 address: X 01
o DOVAI NNAME: X 03
o |P V6 address: X 04’
o DST. ADDR desired destination address
o DST. PORT desired destination port in network octet
order
The SOCKS server will typically evaluate the request based on source
and destination addresses, and return one or nore reply nessages, as
appropriate for the request type.
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5. Addressing

In an address field (DST. ADDR, BND. ADDR), the ATYP field specifies
the type of address contained within the field:

o X0
the address is a version-4 |IP address, with a length of 4 octets
o X 03
the address field contains a fully-qualified domain nane. The first
octet of the address field contains the nunber of octets of nane that
follow, there is no termnating NUL octet.
o X 04
the address is a version-6 |IP address, with a length of 16 octets.
6. Replies
The SOCKS request information is sent by the client as soon as it has
est abli shed a connection to the SOCKS server, and conpleted the

aut henti cation negotiations. The server evaluates the request, and
returns a reply forned as foll ows:

[ R - E - R e Hmmmmmmaaa Hmmmmmmaaa +
|VER | REP | RSV | ATYP | BND. ADDR | BND. PORT
[ —_— [ S [ [ S [ S +
| 1 | 1 | Xo00 | 1 | Variable | 2 |
domm e S RS S e S SRR S SRR +

Wher e

0 VER prot ocol version: X 05

o0 REP Reply field:
0o X 00 succeeded

0 X 01' general SOCKS server failure

0 X 02' connection not allowed by rul eset
0 X 03 Network unreachabl e

0 X 04’ Host unreachabl e

o X 05 Connection refused

0 X 06" TTL expired

0 X 07' Comand not supported

0 X 08 Address type not supported

o X 09 to X FF wunassigned

o RSV RESERVED
0 ATYP address type of follow ng address
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