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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent No. 8,051,181 Control No.:

Filed: February 27, 2007 Group Art Unit: Central Reexamination
Unit

Issued: November 1, 2011
Examiner:

Inventors: Larson et al.

Confirmation No.:

For: METHOD FOR ESTABLISHING

SECURE COMMUNICATION LINK

BETWEEN COMPUTERS OF

VIRTUAL PRIVATE NETWORK

VVVVVVVVVVVV
ATTN: Mail Stop Inter Partes Reexam

Central Reexamination Unit (CRU)
Commissioner for Patents

United States Patent & Trademark Office

PO. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

CERTIFICATE OF SERVICE

I hereby certify that a copy of this correspondence for Petition Under 37 CFR § 1.182 to

Permit Consideration of Information in an Inter Partes Reexamination Proceeding has been

served in its entirety by First Class Mail on the following:

VimetX Inc.

c/o McDermott Will & Emery

600 13th Street, NW.

Washington, DC. 20005-3096

Respectfully submitted,

/Jeffrey P. Kushan/

Jeffrey P. Kushan

Reg. No. 43,401

March 28, 2012
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EXHIBIT C6

CLAIM CHART - ’ 181 RELATIVE TO JOHNSON
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EXHIBIT C3

CLAIM CHART - ’ 181 RELATIVE TO LENDENMANN
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EXHIBIT C4
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

For: METHOD FOR ESTABLISHING

SECURE COMMUNICATION LINK

BETWEEN COMPUTERS OF

VIRTUAL PRIVATE NETWORK

In re Patent No. 8,051,181 )

)

Filed: February 27, 2007 ) Group Art Unit: Central

) Reexamination Unit

Issued: November 1, 2011 )

) Examiner:

Inventors: Larson et al. )

) Confirmation No.:

)

)

)

)

REQUEST FOR INTER PARTES REEXAMINATION

UNDER 35 U.S.C. § 311

ATTN: Mail Stop Inter Partes Reexam

Central Reexamination Unit (CRU)
Commissioner for Patents

United States Patent & Trademark Office

PO. Box 1450

Alexandria, VA 22313-1450

Sir,

Presented herewith is a request for inter partes reexamination of United States Patent No.

8,051,181 (the ’ 1 81 patent), entitled “Method for Establishing Secure Communication Link

Between Computers of Virtual Private Network.” The inventors of the ’ 1 81 patent are Victor

Larson, Robert Dunham Short, Edmund Colby Munger, and Michael Williamson. The present

assignee of the ’181 patent is VirnetX Corporation, as recorded at Reel 019464, Frame 0133. A

list of all exhibits submitted with this reexamination request is provided in the accompanying

transmittal letter for this request for inter partes reexamination.
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Request for Reexamination of US. Patent No. 8,051,181

I. COMPLIANCE WITH REQUIREMENTS FOR A REQUEST FOR INTER PARTES

REEXAMINATION

A. The ’18] Patent is Eligible to be the Subject of an Inter Partes
Reexamination

The ’ 1 81 patent issued on November 1, 2011 from US. Application No. 11/679,416,

which was filed on February 27, 2007. The ’ 181 patent, thus, was issued from an original

application filed on or after November 29, 1999, in compliance with 37 CFR. § 1.913. This

request is being made during the period of enforceability of the ’ 181 patent.

B. Claims of the ’18] Patent for which Reexamination is Requested

Pursuant to 37 CFR 1.915(b)(1), the claims Of the ’ 1 81 patent for which reexamination is

requested are claims 1 to 29 Of the ’181 patent.

C. Fee for Reexamination

The Director is authorized to charge the fee specified in 37 CFR. § 1.20(c)(2) to Deposit
Account NO. 18-1260.

D. Citation and Copies of Patents and Printed Publications that Establish a

Substantial New Question of Patentability

Pursuant to 37 CFR 1.915(b)(2), a citation Of the patents and printed publications

presented to establish a reasonable basis for prevailing in this reexamination are listed on the

accompanying form PTO/SB/42. Pursuant to 37 CFR 1.915(b)(4), a complete copy Of each

patent and printed publication cited on the PTO Form SB/42 is also provided herewith.

E. Copy of the Patent For Which Reexamination is Requested

In compliance with 37 CFR. § 1.915(b)(4) and (5), a complete copy Of the ’ 1 81 patent is

provided as Exhibit A.

F. Certificate of Service by Requester on the Patent Owner

Exhibit B is a copy Of the certificate Of service used to effect service Of the entirety Of

this request for reexamination on the owner Of the ’ 1 81 patent. Service on the patent owner has

been effected at the address specified for that patent owner under 37 CFR 1.33(c); namely:

VimetX Inc.

c/O McDermott Will & Emery

600 13th Street, NW.

Washington, DC. 20005-3096
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G. Real Party of Interest of the Requester

The real party of interest of the Requester of this request for inter partes reexamination is

Apple Inc. (“Apple”), located at 1 Infinite Loop, Cupertino, CA 95014.

H. Certification that Requester is Not Estopped from Requesting
Reexamination

Requester hereby certifies that the estoppel provisions of § 1.907 do not prohibit inter

partes reexamination of the ’ 1 81 patent based upon this request for the following reasons:

(i) This request complies with 37 CFR 1.907(a), as the real party of interest

of the Requestor, Apple, has not previously requested reexamination of the

’181 patent.

(ii) This request complies with 37 CFR 1.907(b) as there has been no final

decision entered against Apple, or against a party in privity with Apple, in

a civil action arising in whole or in part under 28 U.S.C. § 1338 involving

any claim of the ’ 1 81 patent.

(iii) This request complies with 37 CFR 1.907(c), as there has been no prior

reexamination proceeding involving the ’ 181 patent which was

commenced in response to a request for inter partes reexamination filed by

Apple, or by an entity in privity with Apple.

(iv) Requester certifies that Apple is not in privity with and has no commercial

relationship to the owner of the ’ 1 81 patent, VimetX, Inc.
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11. STATEMENT IDENTIFYING EACH GROUND UPON WHICH REQUESTER IS LIKELY TO
PREVAIL

A. Effective Filing Date of Claims 1-29 of the ’18] Patent Is No Earlier than

April 20, 2000

The ’ 181 patent issued from U.S. Application No. 11/679,416, filed February 27, 2007.

The ’416 application is a continuation of U.S. Application No. 10/702,486, filed on November 7,
2003, now U.S. Patent No. 7,188,180, which is a division of U.S. Application No. 09/558,209,

filed on April 26, 2000, now abandoned, which is a continuation-in—part of U.S. Application No.
09/504,783, filed on February 15, 2000, now U.S. Patent No. 6,502,135, which is a continuation—

in-part of U.S. application No. O9/429,643, filed on October 29, 1999, now U.S. Patent No.

7,010,604. The ’416, ’209, ’783 and ’643 applications each claim priority under 35 U.S.C.

119(e) to Provisional Application Nos. 60/106,261, filed October 30, 1998 and 60/137,704, filed
June 7, 1998.

Claims 1, 2, 24, 26, 28, and 29 of the ’181 patent are independent claims. Claims 3-23

depend from claim 2, claim 25 depends from claim 24, and claim 27 depends from claim 26.

Consequently, claims 3-23, 25, and 27 cannot enjoy an effective filing date earlier than that of

claims 2, 24, and 26, respectively, from which they depend.

Claims 1, 2, 24, 26, 28, and 29 of the ’ 181 patent rely on information found only in the

disclosures of the ’416, ’486, or ’209 applications, and not found in any prior application to

which the ’181 patent claims benefit under 35 U.S.C. § 120 or priority under 35 U.S.C. § 119(e).

For example, claim 1 of the ’ 181 patent specifies “receiving, at a network address corresponding
to the secure name associated with the first device.” Similarly, claim 2 of the ’ 181 patent

describes “sending a message to a secure name service, the message requesting a network
address associated with the secure name of the second device.” Additionally, each of

independent claims 24, 26, 28 and 29 also describe a “secure name” or a “secure name service.”

For these limitations, the claims of the ’ 1 81 patent can only arguably rely on descriptions

found solely in the ’416, ’486, or ’209 applications. As a preliminary matter, it should be noted

that none of the specifications in the ’416, ’486, or ’209 applications explicitly describes the
claimed “secure name” and “secure name service” of the ’ 181 patent. Indeed, only those

applications—and none before—describe a “secure domain name service,” which, based on the

prosecution history of the ’ 181 patent, is purportedly a subset of the “secure name service.” To
the extent that there is any written description support for these concepts, the first appearance of

such support for the claimed subject matter would have first appeared in the continuation—in-part

U.S. Application No. 09/558,209, filed April 26, 2000. The ’209 application includes a section

labeled “CONTINUATION—IN-PART IMPROVEMENTS,” beginning at page 56 of the

originally-filed specification. This section includes, for example, a discussion of “querying a
secure domain name service (SDNS).” So, because none of the ’643 or ’135 applications

disclose or suggest a secure domain name service or secure domain name, these earlier filed

applications to which the ’ 1 81 patent claims benefit or priority therefore do not describe or

enable the subject matter defined by at least claims 1, 2, 24, 26, 28, and 29 of the ’ 1 81 patent.
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Accordingly, the effective filing date for claims 1-29 of the ’ 1 81 patent is no earlier than

the filing date of the abandoned ’209 application, April 26, 2000.

B. Prior Art Status of Cited Patents and Publications Upon Which

Reexamination is Requested

Several substantial new questions of patentability are based on printed publications. The

effective date of these publications is as follows:

1. Exhibit X1 -— U.S. Patent No. 6,496,867 to Beser et al. (“Beser ”)

Beser was filed August 27, 1999 and issued on December 17, 2002, and is prior art to the

’181 patent under 35 U.S.C. § 102(e).

 

2. Exhibit X2 — U.S. Patent No. 6,131,121 to Mattaway et al.

(“Mattaway”)

Mattaway was filed on September 25, 1996 and issued October 10, 2000, and is prior art

to the ’181 patent under 35 U.S.C. § 102(e).

3. Exhibit X3 — Lendenmann, “Understanding OSF DCE 1.1 for AIX

and OS/2,” (October 1995) (“Lendenmann”)

Lendenmann is a printed publication that was distributed publicly without restriction no

later than October 1995. Lendenmann, accordingly, is prior art to the claims of the ’181 patent

under 35 U.S.C. § 102(b).

4. Exhibit X4 —- U.S. Patent No. 6,557,037 to Provino (“Provino”).
 

Provino was filed on May 29, 1998 and issued on April 29, 2003, and is prior art to the

’211 patent under 35 U.S.C. § 102(e).

 

5. Exhibit X5 — Droms, R., RFC 2131, “Dynamic Host Configuration

Protocol,” November 1987 (“RFC 2131”)

RFC 2131 is a printed publication that was publicly distributed no later than March of

1997 and is publicly available at http://www.ietf.org/rfc/rfc2131.txt. RFC 2131, accordingly, is

prior art to the ’ 181 patent claims under 35 USC § 102(b).

6. Exhibit X6 — U.S. Patent No. 6,499,108 to Johnson (“Johnson”)

Johnson was filed on January 28, 1999 and issue on December 24, 2002, and is prior art

to the ’181 patent under 35 U.S.C. § 102(e).
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7. Exhibit X7 — ITU-T H.323, “Packet-based multimedia

communications systems,” February 1998 (“H.323”)
 

H.323 is a printed publication that was publicly distributed no later than February of 1998

and is publicly available at http://www.itu.int/rec/T—REC-H.323-199802-S/en. H.323,

accordingly, is prior art to the ’ 181 patent claims under 35 U.S.C. § 102(b).

 

8. Exhibit X8 — ITU-T H.225.0, “Call signaling protocols and media

stream packetization for packet-based multimedia communication

systems,” February 1998 (“H.225.0”)

H.225.0 is a printed publication that was publicly distributed no later than February of

1998 and is publicly available at http://www.itu.int/rec/T-REC—H.225.0-199802-S/en. H2250,

accordingly, is prior art to the ’ l 81 patent claims under 35 U.S.C. § 102(b).

 

 

9. Exhibit X9 — ITU-T H.235, “Security and encryption for H-Series

(H.323 and other H.245-based) multimedia terminals,” November

1998 (“H.235”)

H.235 is a printed publication that was publicly distributed no later than November of

1998 and is publicly available at http://www.itu.int/rec/T-REC-H.235—l99802-S/en. H.235,

accordingly, is prior art to the ’ l 81 patent claims under 35 U.S.C. § 102(b).

 

10. Exhibit X10 — ITU-T H.245, “Infrastructure of audiovisual services —

Communication procedures,” February 1998 (“H.245”)
 

H.245 is a printed publication that was publicly distributed no later than February of 1998

and is publicly available at http://www.ietf.org/rfc/rfc2401.txt. H.245, accordingly, is prior art to

the ’181 patent claims under 35 U.S.C. § 102(b).

 

11. Exhibit X11 — Mockapetris, P., RFC 1034, “Domain Names —

Concepts and Facilities,” November 1987 (“RFC 1034”)

RFC 1034 is a printed publication that was publicly distributed no later than November of

1987 and is publicly available at http://www.ietf.org/rfc/rfcl034.txt. RFC 1034, accordingly, is

prior art to the ’ 1 81 patent claims under 35 USC § 102(b).
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C. Grounds Upon Which Requester Has a Reasonable Likelihood of Prevailing

On September 16, 2011, § 312(a) of title 35, United States Code, was amended to read as
follows:

(a) REEXAMINATION.— Not later than 3 months after the filing of a

request for inter partes reexamination under section 311, the Director shall

determine whether the information presented in the request shows that there is

a reasonable likelihood that the requester would prevail with respect to at least

1 of the claims challenged in the request, with or without consideration of

other patents or printed publications. A showing that there is a reasonable

likelihood that the requester would prevail with respect to at least 1 of the

claims challenged in the request is not precluded by the fact that a patent or

printed publication was previously cited by or to the Office or considered by
the Office.

See, Pub. Law. 112-29 at §6(c)(3)(A)(i)(I)(aa) and (bb). On September 22, 2011, the Office

announced amendments to the rules in Subpart H of 37 CFR governing inter partes

reexamination. The amended rules specify that a request for reexamination must include “a

statement pointing out, based on the cited patents and printed publications, each showing of a

reasonable likelihood that the requester will prevail with respect to at least one of the claims

challenged in the request.” See, 37 CFR 1.915(b)(3) (revised with effective date of 9/16/2011).

In compliance with Rule 1.915(c)(3), Requester identifies in this request numerous

showings that establish a reasonable basis for the Requester prevailing in this proceeding with

respect to one or more claims of the ’ 181 patent, including, in particular, that each claim of the

’ 1 81 patent is anticipated or rendered obvious by the cited patents and/or printed publications. In

addition, Requester provides herewith a detailed explanation of why, based on the cited patents

and printed publications, the Requester will prevail in its challenge of the claims of the ’ 181

patent in §§ IV to IX, below. Requester proposes that rejections be imposed based on each of

these grounds for the reasons set forth in §§ IV to IX, below.

1. Claims 1-29 are Anticipated Under 35 U.S.C. § 102(e) by Beser

Beser was not considered by the Office during the original examination of the ’ 181

patent.1

 

Beser teaches systems and methods for establishing secure communication links between

two endpoint devices over a network such as the Internet. Beser discloses a variety of services,

applications and protocols that may be provided or associated with its systems and methods—

including audio, video and multimedia applications. Beser thus describes processes and systems

 

 

1 The ’ 181 patent applicant submitted an IDS describing claim charts that mapped Beser against patents
related to the ’ 181. However, Beser itself was never presented to the Examiner in an IDS and there

was never an explicit discussion regarding Beser during the prosecution of the ’ 181.
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that meet every element of claims 1-29 of the ’181 patent, and anticipates these claims under §

102(e).

A claim chart correlating the disclosure of Beser to each of claims 1-29 of the ’181 patent

is provided as Exhibit C1.

A detailed explanation of how Beser anticipates claims 1-29, and which sets forth

proposed rejections for these claims, is provided below in § IV. This explanation establishes a
reasonable likelihood that Requester will prevail with respect to at least one claim of the ’ 181

patent.

2. Claim 18 Would Have Been Obvious Under 35 U.S.C. § 103 Based on
Beser in view of RFC 2401 

Beser was not considered by the Office during the original examination of the ’181

patent.2

 

Beser teaches systems and methods for establishing secure communication links between

two endpoint devices over a network such as the Internet. B_es_e_r discloses a variety of services,

applications and protocols that may be provided or associated with its systems and methods—

including audio, video and multimedia applications. RFC 2401 describes certain security

protocols, including authentication protocols, that a person of ordinary skill in the art would have
been motivated to combine with Beser. m, in view of RFC 2401, thus renders obvious claim

18 of the ’181 patent under § 103.

 

A claim chart correlating the disclosure of Beser, in view RFC 2401, of the ’181 patent is

provided as Exhibit C1.

A detailed explanation of how Beser, in view of RFC 2401, renders obvious claims 1-29,

and which sets forth proposed rejections for these claims, is provided below in § IV. This

explanation establishes a reasonable likelihood that Requester will prevail with respect to at least
one claim of the ’ 181 patent.

3. Claims 1-2, 5-9, 12-17, and 19-22, 24-29 are Anticipated Under 35

U.S.C. § 102(e) by Mattaway

Mattaway was not considered by the Office during the original examination of the ’ 181

patent.

Mattaway describes systems and processes for establishing real-time, point-to-point
secure communications between a first and second device. Systems and processes described by

Mattaway can evaluate requests and route them to the appropriate secure destination and
facilitate voice and/or video communications. Mattaway thus describes systems and processes

2 The ’ 181 patent applicant submitted an IDS describing claim charts that mapped Beser against patents
related to the ’ 181. However, Beser itself was never presented to the Examiner in an IDS and there

was never an explicit discussion regarding Beser during the prosecution of the ’ 181.
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that meet every element of 1-2, 5-9, 12-17, and 19-22, 24—29 of the ’181 patent, and anticipates

these claims under § 102(e).

A claim chart correlating the disclosure of Mattaway to each of claims 1-2, 5-9, 12-17,

and 19-22, 24-29 of the ’181 patent is provided as Exhibit C2.

A detailed explanation of how Mattaway anticipates claims 1-2, 5—9, 12-17, and 19-22,
24-29, and which sets forth proposed rejections for these claims, is provided below in § V. This

explanation establishes a reasonable likelihood that Requester will prevail with respect to at least
one claim of the ’181 patent.

4. Claims 3-4, 10-11, 18 and 23 Would Have Been Obvious to a Person of

Ordinary Skill Under 35 U.S.C. § 103 Based on Mattaway in View of
Beser 

Claims 3—4, 10-11, 18 and 23 depend directly from claim 2.

Mattaway anticipates claim 2 under 35 U.S.C. §102(e).

Beser teaches a system for establishing secure communication links over a network such
as the Internet. In addition, Beser discloses a variety of services, applications and protocols that

may be provided or associated with its systems —— including audio, video and multimedia
applications. A person of ordinary skill in the art as of April 2000 would have recognized the
benefits of various methods of engaging in secure communications, which benefits were

recognized in Mattaway, and would have thus found claims 3—4, 10-11, 18 and 23 obvious based
on the teachings of Mattaway in view of Beser.

 

A claim chart correlating the disclosure of Mattaway in view of Beser to each of claims

3-4, 10-11, 18 and 23 of the ’181 patent is provided as Exhibit C2.

 

A detailed explanation of how Mattaway in view of Beser renders obvious claims 3-4,
10-11, 18 and 23, and which sets forth proposed rejections for these claims, is provided below in

§ V. This explanation establishes a reasonable likelihood that Requester will prevail with respect
to at least one claim of the ’ 181 patent.

5. Claims 10-11 Would Have Been Obvious to a Person of Ordinary Skill

Under 35 U.S.C. § 103 Based on Mattaway in View of RFC 2401.

RFC 2401 was considered by the Office during the original examination of the ’ 1 81

patent. However, the prosecution history of the ’ 1 81 patent shows that RFC 2401 was cited
without any comment or analysis by the applicant. The prosecution history also shows that the
Office did not impose any rejections based on RFC 2401 and made no substantive comments

concerning this reference. There was no consideration of any reasoning similar to that set forth in
the detailed explanation of the RFC 2401 reference and its applicability to the claims of the ’181

patent as set forth below, alone or in conjunction with Mattaway. Thus, the RFC 2401 reference
considered in a new light establishes a basis for prevailing in this proceeding with respect to at

least one claim of the ’181 patent.
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Mattaway anticipates claim 2 under 35 U.S.C. §102(e).

RFC 2401 defines the IPsec protocol, and provides a detailed explanation of how to

implement a secure communication link in an IP tunneling model. In particular, RFC 2401
describes in its “Case 3” VPN implementation a model where edge routers on two different

networks are used to establish the encrypted IP tunnel through which the network devices will

communicate. A person of ordinary skill in the art at the time would have recognized the

benefits of various methods of engaging in secure communications, which benefit was also

recognized in Mattaway, and would have thus found claims 10-11 obvious based on the

teachings of Mattaway in view of RFC 2401.

A claim chart correlating the disclosure of Mattaway in view of RFC 2401 to each of

claims 10-11 of the ’ 181 patent is provided as Exhibit C2.

A detailed explanation of how Mattaway, in view of RFC 2401, renders obvious claims

10-1 1, and which sets forth proposed rejections for these claims, is provided below in § V. This

explanation establishes a reasonable likelihood that Requester will prevail with respect to at least
one claim of the ’ 181 patent.

6. Claims 1-9, 12-15, and 18-29 are Anticipated Under 35 U.S.C. § 102(b)

by Lendenmann

Lendenmann describes a software system that provides a broad set of name resolution

and security features for communications via a computer network. Lendenmann thus describes

systems that meet every element of 1-9, 12-15, and 18-29 of the ’181 patent, and anticipates
these claims under § 102(b).

A claim chart correlating the disclosure of Lendenmann to each of claims 1-9, 12-15, and

18-29 of the ’181 patent is provided as Exhibit C3.

A detailed explanation of how Lendenmann anticipates claims 1—9, 12-15, and 18-29, and

which sets forth proposed rejections for these claims, is provided below in § VI. This

explanation establishes a reasonable likelihood that Requester will prevail with respect to at least
one claim of the ’ 181 patent.

7. Claims 10-11 and 16-17 Would Have Been Obvious to a Person of

Ordinary Skill Under 35 U.S.C. § 103 Based on Lendenmann in View
of Beser. 

Claims 10-11 and 16-17 depend directly from claim 2.

Lendenmann anticipates claim 2 under 35 U.S.C. §102(b).

Beser teaches a system for establishing secure communication links over a network such
as the Internet. In addition, Beser discloses a variety of services, applications and protocols that

may be provided or associated with its systems — including audio, video and multimedia
applications. A person of ordinary skill in the art at the time would have recognized the benefits
of various methods of engaging in secure communications, which benefits were recognized in
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Lendenmann, and would have thus found claims 10—11 and 16-17 obvious based on the teachings
of Lendenmann in view of Beser.

A claim chart correlating the disclosure of Lendenmann in view of Beser to each of

claims 10-11 and 16-17 of the ’ 1 81 patent is provided as Exhibit C3.

 

A detailed explanation of how Lendenmann, in view of Beser, renders obvious claims 10-
11 and 16—17, and which sets forth proposed rejections for these claims, is provided below in

§ VI. This explanation establishes a reasonable likelihood that Requester will prevail with

respect to at least one claim of the ’ 181 patent.

 

8. Claims 10-11 Would Have Been Obvious to a Person of Ordinary Skill

Under 35 U.S.C. § 103 Based on Lendenmann in View of RFC 2401.

Claims 10-11 depend directly from claim 2.

Lendenmann anticipates claim 2 under 35 U.S.C. §102(b).

RFC 2401 defines the IPsec protocol, and provides a detailed explanation of how to

implement a secure communications links in an IP tunneling model. In particular, RFC 2401
describes in its “Case 3” VPN implementation a model where edge routers on two different

networks are used to establish the encrypted IP tunnel through which the network devices will

communicate. A person of ordinary skill in the art at the time would have recognized the

benefits of various methods of engaging in secure communications, which benefit was

recognized in Lendenmann, and would have thus found claims 10-11 obvious based on the

teachings of Lendenmann in view of RFC 2401.

A claim chart correlating the disclosure of Lendenmann in view of RFC 2401 to each of

claims 10-11 of the ’ 181 patent is provided as Exhibit C3.

A detailed explanation of how Lendenmann, in view of RFC 2401, renders obvious

claims 10-11, and which sets forth proposed rejections for these claims, is provided below in

§ VI. This explanation establishes a reasonable likelihood that Requester will prevail with

respect to at least one claim of the ’181 patent.

9. Claims 1-23 and 28-29 Would Have Been Obvious to a Person of

Ordinary Skill Under 35 U.S.C. § 102(e) Based on Provino in View of
RFC 2401.

Provino was considered by the Office during the original examination of the ’181 patent.

A review of the prosecution file history for the ’181 patent shows that Provino was cited without

detailed comment by the applicant. In addition, there was no rejection based upon or discussion

of Provino by the Office during the original examination of the ’ 1 81 patent. Thus, there was no

consideration of any reasoning similar to that set forth below in the detailed explanation of the

Provino reference and its applicability to the claims of the ’ 181 patent by the Office during the

original examination of the ’181 patent. Thus, the prior art effect of Provino on the claims of the
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’ 1 81 patent viewed in a new light establishes a basis for the prevailing in this proceeding.3

Provino describes systems and methods for establishing secure communication links

between devices connected to public networks such as the Internet through use of a domain name

service system that facilitates the resolution of human readable addresses. The systems and
methods described in Provino, in view of RFC 2401, meet every element of claims 1-23 and 28—

29 of the ’ 1 81 patent, and thus render obvious these claims under 35 U.S.C. § 103.

 

A claim chart correlating the disclosure of Provino to each of claims 1-23 and 28-29 of

the ’181 patent is provided as Exhibit C4.

A detailed explanation of how Provino in view of RFC 2401 , renders obvious claims 1-

23 and 28-29, and which sets forth proposed rejections for these claims, is provided below in

§ VII. This explanation establishes a reasonable likelihood that Requester will prevail with

respect to at least one claim of the ’ 181 patent.

 

10. Claims 24-27 Would Have Been Obvious to a Person of Ordinary Skill

Under 35 U.S.C. §103 Based on Provino taken in view of H.323.
 

A claim chart correlating the disclosure of Provino in view of H.323 to each of claims 24-

27 of the ’ 1 81 patent is provided as Exhibit C4.

Provino was considered by the Office during the original examination of the ’ 181 patent.

A review of the prosecution file history for the ’ 181 patent shows that Provino was cited without

detailed comment by the applicant. In addition, there was no rejection based upon or discussion

of Provino by the Office during the original examination of the ’ 1 81 patent. Thus, there was no

consideration of any reasoning similar to that set forth below in the detailed explanation of the

Provino reference and its applicability to the claims of the ’181 patent by the Office during the

original examination of the ’ 1 81 patent. Thus, the prior art effect of Provino on the claims of the

’ 1 81 patent viewed in a new light establishes a basis for the prevailing in this proceeding.

 

 

 

Provino describes systems and methods for establishing secure communication links

between devices connected to public networks such as the Internet through use of a domain name

service system that facilitates the resolution of human readable addresses. A person of ordinary

skill in the art would have recognized the value of adding the methods describing registering

secure and unsecure domain names with that of H.323 given its global appeal.

 

The Telecommunication Sector of the International Telecommunications Union (ITU-T)

developed a series of recommendations that comprise the H.323 standard, which provides for

See MPEP § 2242, “a substantial new question of patentability may be based solely on old art where

the old art is being presented/viewed in a new light, or in a different way, as compared with its use in
the earlier examination(s).” See also 35 USC § 303(c), “[t]he existence of a substantial new question

of patentability is not precluded by the fact that a patent or printed publication was previously cited
by or to the Office or considered by the Office.” Requester notes that the MPEP has not been revised
in connection with the law and rule changes noted above.
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secure multimedia communications in packet—based networks. The H.323 standard includes the

teaching and disclosure of H.225.0, “core message definitions,” H.235, “security framewor ,”
and H.245, “media channel control.” These recommendations are incorporated by reference

because they are specifically referenced and described as disclosing particular features of the
H.323 standard.

 

 

 

A detailed explanation of how Provino, in view of H.323 renders obvious claims 24-27,

and which sets forth proposed rejections for these claims, is provided below in § VII. This

explanation establishes a reasonable likelihood that Requester will prevail with respect to at least

one claim of the ’ 181 patent.

  

11. Claims 1-29 are Anticipated Under 35 U.S.C. § 102(b) Based on H.323

H.323 was not considered during the prosecution of the H.323 patent.4

A claim chart correlating the disclosure of H.323 to each of claims 1-29 of the ’ 1 81

patent is provided as Exhibit C5.

The Telecommunication Sector of the International Telecommunications Union (ITU-T)

developed a series of recommendations that comprise the H.323 standard, which provides for

secure multimedia communications in packet-based networks. The H.323 standard includes the

teaching and disclosure of H.225.0, “core message definitions,” H.235, “security framework,”

and H.245, “media channel control.” These recommendations are incorporated by reference

because they are specifically referenced and described as disclosing particular features of the
H.323 standard.

 

 

 

A detailed explanation of how H.323 anticipates claims 1-29, and which sets forth

proposed rejections for these claims, is provided below in § VIII. This explanation establishes a
reasonable likelihood that Requester will prevail with respect to at least one claim of the ’ 181

patent.

 

12. Claims 1-29 Would Have Been Obvious to A Person of Ordinary Skill

Under 35 U.S.C. § 103 Based on H.323 in view of H.225, H.235, and
H.245.

  

 

H.323 was not considered during the prosecution of the H.323 patent.5

A claim chart correlating the disclosure of H.323 to each of claims 1-29 of the ’ 1 81

patent is provided as Exhibit C5.

4 The ’181 patent applicant submitted an IDS describing claim charts that mapped H.323 against
patents related to the ’ 181. However, H.323 itself was never presented to the Examiner on an IDS

and there was never explicit discussions regarding H.323 during the prosecution of the ’181.

 

5 The ’181 patent applicant submitted an IDS describing claim charts that mapped H.323 against
patents related to the ’181. However, H.323 itself was never presented to the Examiner on an IDS

and there was never explicit discussions regarding H.323 during the prosecution of the ’ 181.
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The Telecommunication Sector of the International Telecommunications Union (ITU-T)

developed a series of recommendations that comprise the H.323 standard, which provides for
secure multimedia communications in packet-based networks. The H.323 standard includes the

teaching and disclosure of H.225.0, “core message definitions,” H.235, “security framework,”
and H.245, “media channel control.” As explained above in No. 11, and in § VIII below, H.323

anticipates the ’ 1 81 patent because the H.323 standard incorporates the teaching and disclosures
of the H.225, H.235, H.245 series of recommendations. To the extent those series of

recommendations are not incorporated by reference, and for the same reasons expressly

described in § VIII (A)(1)—A(29) with regard to anticipation, it would have been obvious to one

of ordinary skill to combine the teachings of the H.323 stande with the H.225, H.235, and

H.245 series of recommendations as there is an express motivation to combine those various

documents because they are specifically referenced and described in the H.323 as disclosing

particular features of H.323 and there are indications in H.323 that they be used together as
elements of the H.323 standard.

  

  

  

 

 

A detailed explanation of how H.323 renders claims 1-29 obvious in view of H.225,

H.235, and H.245, and which sets forth proposed rejections for these claims, is provided below

in § VIII. This explanation establishes a reasonable likelihood that Requester will prevail with

respect to at least one claim of the ’ 1 81 patent.

 

  

13. Claims 1-16 and 18-29 Would Have Been Obvious to a Person of

Ordinary Skill Under 35 U.S.C. § 103 based on Johnson in view of

RFC 2131, RFC 1034 and RFC 2401.

A claim chart correlating the disclosure of Johnson in view of RFC 2131, RFC 1034 and

RFC 2401 to each of claims 1—16 and 18-29 of the ’ 181 patent is provided as Exhibit C6.

Johnson discloses systems and methods for transferring messages securely over a

computer network. The disclosed invention has utility in applications involving person-to-

person communications over the Internet where a secure communication link is desired. It

would have been obvious to a person of ordinary skill in the art to combine the teachings of

Johnson with the RFC 2131 and RFC 1034—which describe low-level details for implementing

communications over the Internet, together with RFC 2401, which describes methods for

securing such communications.

 

 

A detailed explanation of how Johnson, in view of RFC 2131, RFC 1034, and RFC 2401

renders obvious claims 1-16 and 18-29, and which sets forth proposed rejections for these

claims, is provided below in § IX. This explanation establishes a reasonable likelihood that

Requester will prevail with respect to at least one claim of the ’ 1 81 patent.
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111. PREVIOUS FINDINGS AND OBSERVATIONS CONCERNING TERMS IN CLAIMS 1-29 OF THE

’181 PATENT

In reexamination proceedings before the Office, claims must be given their broadest

reasonable construction. See In re Yamamoto, 740 F.2d 1569, 1571 (Fed. Cir. 1984); In re Trans

Texas Holdings Corp, 498 F.3d 1290, 1297 (Fed. Cir. 2007).

The ’ 180 patent, which is a parent to the ’ 181 patent, has been the subject of two prior
reexaminations. It should be noted that during the first reexamination, Control No. 95/001,270,

the Patent Owner distinguished the methods and systems claimed in the ’ 181 patent by asserting

that the claim terms “secure domain name” and “secure domain name service” had particular

meanings that were not equivalent to conventional meanings associated with the terms domain

name and domain name service. In particular, the ‘ 180 patentee stated:

The ’ 180 patent distinguishes the claimed secure domain names and secure domain name

service from a conventional domain name service by explaining that a secure domain

name is a non-standard domain name and that querying a convention[al] domain name

server using a secure domain name will result in a return message indicating that the

URL is unknown (’ 180 patent at 51 :25-35) and that a secure domain name service can
resolve addresses for a secure domain name whereas a conventional domain name service

cannot resolve addresses for a secure domain name (’ 180 patent at 51 :25-3 5).6

The ’ 181 patent owner also has taken a position as to what the terms “secure domain name” and

“secure domain name service” as used in the ’ 181 patent claims may encompass. For example,

the ’ 181 patent owner stated:

[T]he Applicant submits that a “secure name” is a name associated with a network

address associated of a first device. The name can be registered such that a second
device can obtain the network address associated with the first device from a secure name

registry and send a message to the first device. The first device can then send a secure

message to the second device. The claimed “secure name” includes, but is not limited to,

a secure domain name. For example, a “secure name” can be a secure non—standard

domain name, such as a secure non-standard top-level domain name (e. g., .Scom) or a

telephone number.7

Thus, the file history of the ’ 1 81 patent and the reexamination records of the related ’180

patent contain representations made by the ’181 patent owner that the Patent Office may properly
consider in evaluating the broadest reasonable construction that can be given to the claims of the

’181 patent.

6 Reexamination Control No. 95/001,270, Action Closing Prosecution at 13-14 (Jun. 16, 2010)

7 File History of ’ 181, Applicant Remarks/Arguments at 9 (Oct. 8, 2010)
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IV. DETAILED EXPLANATION OF MANNER 0F APPLYING BESER T0 CLAIMS 1-29 AND

PROPOSED REJECTIONS BASED ON GROUND NOS. 1-2.

Exhibit C1 correlates each of claims 1-29 of the ’181 patent with the section of the

present request that sets out the detailed basis for anticipation of the claim, along with an
identification of the relevant portions of Beser. Requester notes that any emphasis indicated in

quotations or other citations (e.g., as shown in bold faced text) has been added and is not original
to the references cited in this section, unless otherwise noted.

 

A. Ground N0. 1: Claims 1-29 are Unpatentable under 35 USC § 102(e) as

Being Anticipated by Beser

Beser describes methods and systems for initiating a secured communication link—~via

“tunneling”-between networked devices over a public network, such as the Internet.

Specifically, 1.3% explains that its method involves “negotiating private addresses, such as a
private Internet Address, for the ends of the tunneling association.” See Beser, ABSTRACT.
Beser further explains that:

 

 

The negotiation is performed on a public network, such as the Internet,

through a trusted-third party without revealing the private addresses. The

method provides for hiding the identity of the originating and terminating

ends of the tunneling association from the other users of the public network.

Hiding the identities may prevent interception of media flow between the ends

of the tunneling association or eavesdropping on Voice-over-Internet-Protocol
calls. The method increases the security of communication on the data

network without imposing a computational burden on the devices in the data

network. Beser, ABSTRACT.

Beser explains that its methods involve a first and second network device, and a “trusted-

third-party network device.” According to Beser, the first and second network device “may be
modified routers or modified gateways.” Beg; at 4:7-1 1. EL“ further explains that in an

exemplary preferred embodiment, the first or second network devices are an “edge router,”

which Beser explains “routes data packets between one or more networks such as a backbone

network (e.g., a public network 12) and Local Area Networks (e.g., private network 20).” Beser
at 4:19-24. An edge router is a computer, as it has a CPU, memory and storage.

 

 

 

Beser flirther explains that “the data network also includes network devices (24, 26) that

are originating and terminating ends of data flow.” Beser at 4:43-44. Beser indicates that these
devices can include telephony and multimedia devices, and flirther, that:

 

 

Multimedia devices include Web—TV sets and decoders, interactive video-

game players, or personal computers running multimedia applications.

Telephony devices include VOIP devices (portable or stationary) or personal

computers running facsimile or audio applications. However, the ends of the
data flow may be other types of network devices and the present invention is

not restricted to telephony or multimedia devices. Beser at 4:47—50.

23

Petitioner Apple Inc. - Exhibit 1072, p. 79



Petitioner Apple Inc. - Exhibit 1072, p. 80

Request for Reexamination of US. Patent No. 8,051,181

The data that is to be transmitted through the secure communication tunnels constructed by the

Beser systems and methods can include web pages (e.g., delivered to WebTV devices or

decoders or personal computers), video, or voice. Beser at 4:47-50.

 

 
Beser thus describes methods and systems for establishing a secure communication link

between two devices across a public network such as the Internet.

1. Claim 1

Claim 1 is directed to “[a] non-transitory machine—readable medium comprising

instructions for a method of communicating with a first device associated with a secure name

and an unsecured name, the method comprising”:

(a) receiving, at a network address corresponding to the secure name

associated with the first device, a message from a second device of the

desire to securely communicate with the first device; and

(b) sending a message over a secure communication link from the first device
to the second device.

The preamble of claim 1 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a first device associated with a
secure name and an unsecured name . . . .” Beser describes programs, processes, methods

systems and apparatus that include, but are not limited to, computer hardware or software. B§§e_r

at 25:42-26. In particular, Biser teaches—as shown below in Figure 1——a first network device

(14), a second network device (16), two end-point devices (24, 26), which may be Voice Over

Internet Protocol (“VoIP”) phones, and a trusted third party device (30):
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FIG. 1

 
The first network device (14) and second network device (16) may be modified routers or

gateways, and the trusted-third-party device 30 may be “a back-end service, a domain name

server or the owner/manager of database or directory services.” Beser at 425-11. Beser further

explains that end-point devices (24, 26) are “originating and terminating ends of data flow.”
Beser at 4:43 -44. Beser indicates that these end-point devices can include telephony and

multimedia devices. For example, Beser explains that:

  

  

 

Multimedia devices include Web—TV sets and decoders, interactive video-

game players, or personal computers running multimedia applications.

Telephony devices include VoIP devices (portable or stationary) or personal

computers running facsimile or audio applications. However, the ends of the

data flow may be other types of network devices and the present invention is

not restricted to telephony or multimedia devices.

Beser at 4:47-50.
 

First and second network devices (14, 16) and end-point devices (24, 26) have

associated therewith both secure and unsecure names. For example, end-point

devices (24, 26) each have an secure name that comprises a “unique identifier” that is

registered with the trusted-third-party device (30). Beser at 11:28-32 (“The second

network device 16 is associated with the terminating telephony device 26. This

association of the public IP address for the second network device 16 with the unique

identifier is made on the trusted-third-party network device 30.”). The unique

identifier may be “any of a dial-up number, an electronic mail address, or a domain
name.” Beser at 10:37-41.
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The systems and methods described in B_e_s_e_r show that the secure name is associated

with a “private IP address.” The private IP addresses are, for example, associated with each

originating and terminating ends of a tunneling association. Private IP addresses are themselves

secure in that they are not intended to be known by external devices (or users) and must be

negotiated for through the systems and methods disclosed in Beser. The unique identifier is a

secure name because apart from being secure itself, Egg at 11:22-24 (“The IP 58 packets may

require encryption or authentication to ensure that the unique identifier cannot be read on the

public network 12),” it is designed to protect the integrity of the private IP address and ensure the

anonymity of the terminating devices. For example:

 

The IP 58 packets of the negotiation step 118 will only have source 88 or

destination 90 address fields containing the IP 58 addresses of the first 14,

second 16, or trusted-third-party 30 network device. In this manner the

identities of the originating 24 and terminating 26 telephony devices are inside

the payload fields 84 of the IP 58 packets and may be hidden from hackers on

the public network 12. The negotiation may occur through the trusted-

third-party network device 30 to further ensure the anonymity of the

telephony devices (24, 26). _B§_S§_r at 12:9-19.

The initiation of a secure communication link and negotiation of private IP addresses is

represented in, for example, Figure 5. The anonymity and discrete measures disclosed in figser

facilitate a secure communication process. In addition, 3% teaches that one could use IPSEC

in order to enhance the secure communications described in Beser. m at 1:54-56 (“[T]he

send may encrypt the information inside the IP packets before transmission, e.g., with IP

Security”).
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FIG. 5
110

RECEIVE A REQUEST to INITIATE A vow-
Assocumou ON A FIRST NETWORK “2

DEVICE

INFORM A TRUSTED-THIRD—PAR'W
NETWORK DEVICE OF THE REQUEST ON

A PUBLIC NETWORK 114

ASSOCIATE A PUBLIC IP ADDRESS FOR A
SECOND NEWORK names on me

TRUSTED-THIRD-PARTV NETWORK 1 mDEVICE

NEGOTIATE A FIRST PRIVATE IP
ADDRESS ON THE FIRST NETWORK 118
DEVICE AND A SECOND PRIVATE IP

ADDRESS ON THE SECOND NETWORK
DEVICE THROUGH THE PUBLIC

NETWORK

 
Beser shows that an “unsecure name” is also associated with a “first device.” In particular, each

network device has associated with it a “public IP address.” The “public IP address” is

associated with the unique identifier and the first network device 24. As each end-point device

have associated therewith a unique identifier, the public IP address——the unsecure name—is thus

associated with each end-point device. Or, as explained in age; :

 

A public IP 58 address for a second network device 16 is associated with the

unique identifier for the terminating telephony device 26 at Step 116. The

second network device 16 is associated with the terminating telephony device

26. This association of the public IP 58 address for the second network device

16 with the unique identifier is made on the trusted-third-party network device
30. Beser at 11:25-32.
 

Thus, Beser discloses “a non-transitory machine-readable medium comprising

instructions for a method of communicating with a first device associated with a secure name
and an unsecured name.”

 

Step (a) of Claim 1 specifies: “receiving, at a network address corresponding to the

secure name associated with the first device, a message from a second device of the desire to

securely communicate with the first device; and”

Beser teaches that private IP addresses are assigned to the first and second network

device (14, 16) and/or the end-point telephony device (24, 26) and are negotiated via a

negotiation process initiated through the trusted-third-party device 30. Beser at 11:59—62 (“At
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Step 118, a first private IP 58 address on the first network device 14 and a second private IP 5 8
address on the second network device are negotiated through the public network 12.”) The

negotiation and discovery of the private IP addresses are facilitated by the disclosure of the
“unique identifier” associated with the terminating devices. 36161 at 11:26-37. After

negotiation, the private IP addresses are recorded at the trusted-third-party-device:

Once negotiated, on the first network device 14 is recorded the first private IP
58 address for the originating telephony device 24, and on the second network

device 16 is recorded the second private IP 58 address for the terminating

telephony device 26. These IP 58 addresses may be stored in network address

tables on the respective network devices, and may be associated with physical

or local network addresses for the respective ends of the VoIP association by
methods known to those skilled in the art.

Beser at 12:28—36. Beser shows that security measures can be utilized which result in receiving,

at a network address corresponding to the secure device, a message from a second device of the

desire to securely communicate. For example, tunneling—a method of communicating

securely—is taught in 323g :

 

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be
tunneled within the payload field for another packet that is transmitted on the

public network.

Beser at 2:6-12. The communications link described in Beser is secure because the “tunneling

association hides the identity of the originating and terminating ends of the tunneling association
from the other users of a public network,” thus preventing public disclosure or interception by
hackers. Beser at 2:35-40. Further, under the broadest reasonable interpretation of this claim

element, encryption of the communication link is not required. Nevertheless, Beser describes
that as another method of securely communicating, “the sender may encrypt the information

inside the IP packets before transmission, 6. g. with IP Security (“IPSec”).” Beser at 1:54—56. It
was known by one of ordinary skill in the art at the time of the filing of Beser that IPSec security
required negotiating Security Associations before secure communications begin, which required
messages to be exchanged, including a message requesting the desire to communicate securely.
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The request and negotiation process described above between the end-point devices in
order to establish a secure communications link between the end-point devices is represented

diagrammatically in Figure 6:

FIG. 6 13°
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The trusted—third-party network device 30, which can be domain name server, recognizes

that the unique identifier received from the querying device requires special processing, and it

alters its normal operation by, instead of resolving the domain name, for example, establishing “a

virtual tunneling association between the originating end and the terminating end of the

tunneling association without revealing the identities of both ends of the tunneling association on

the public network,” Beser at 8:15-20. The trusted-third—party network device 30, i.e., the secure
name server, protects the unique identifier from discovery on the Internet by, e.g., encrypting and

authenticating communications to/from the device making the query. Egg at 11:20-25.

 

Thus, Beser discloses “receiving, at a network address corresponding to the secure name

associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Step (b) of claim 1 specifies: “sending a message over a secure communication link from
the first device to the second device.”
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Beser shows that after security methods are implemented, VolP, or any of the other

multimedia communications disclosed, may commence. For example, Beser explains:

 

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-
TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VolP devices"
(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4:43—54.

 

Beser also discloses and describes methods that facilitate establishment of a secure

communication link between two networked devices. For example, Beser graphically depicts an

exemplary configuration of network devices in Figure 17:

 

 

310

 
Beser, for example, discloses, following the negotiation described above, that “[a]n

outgoing message from ENDl 320 is associated with private IP address for ENDl 320 at the

transmitting end of the tunneling association [i.e., secure communication link] between ENDl
320 and END3 324. The network address table associates this private IP 58 address with the

private IP 58 address for END3 324 at the receiving end of this tunneling association.”
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Thus, Beser discloses “sending a message over a secure communication link from the
first device to the second device.”

 

Accordingly, Beser anticipates claim 1 of the ’181 patent under 35 U.S.C. § 102(e).
 

2. Claim 2

Independent claim 2 is directed to “[a] method of using a first device to communicate

with a second device having a secure name, the method comprising:

(a) from the first device, sending a message to a secure name service, the message

requesting a network address associated with the secure name of the second

device;

(b) at the first device, receiving a message containing the network address associated
with the secure name of the second device; and

(c) from the first device, sending a message to the network address associated with
the secure name of the second device using a secure communication link.

The preamble of claim 2 specifies “[a] method of using a first device to communicate

with a second device having a secure name . . . .” B__es_er_ describes programs, processes, methods

systems and apparatus that include, but are not limited to, computer hardware or software. Beser

at 25:42-26. In particular, Beser teaches—~as shown below in Figure l—a first network device

(14), a second network device (16), two end-point devices (24, 26), which may be Voice Over

Internet Protocol (“VoIP”) phones, and a trusted third party device (30):
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FIG. 1

 
The first network device (14) and second network device (16) may be modified routers or

gateways, and the trusted-third-party device 30 may be “a back-end service, a domain name

server or the owner/manager of database or directory services.” Em at 4:5-1 1. Beser further

explains that end-point devices (24, 26) are “originating and terminating ends of data flow.”

Beser at 4:43-44. _Bgs_e_r indicates that these end-point devices can include telephony and

multimedia devices. For example, m explains that:

 

 

Multimedia devices include Web-TV sets and decoders, interactive video-

game players, or personal computers running multimedia applications.

Telephony devices include VoIP devices (portable or stationary) or personal

computers running facsimile or audio applications. However, the ends of the

data flow may be other types of network devices and the present invention is

not restricted to telephony or multimedia devices. m at 4:47-50.

Beser also teaches that both secure and unsecure names are associated with

the first and second network devices (14, 16) and end-point devices (24, 26). For

example, Beser teaches that end-point devices (24, 26) each have a secure name that

comprises a “unique identifier” that is registered with the trusted-third-party device

(30). Beser at 11:28-32 (“The second network device 16 is associated with the

terminating telephony device 26. This association of the public IP address for the

second network device 16 with the unique identifier is made on the trusted-third—party

network device 30.”). The unique identifier may be “any of a dial-up number, an

electronic mail address, or a domain name.” Beser at 10:37-41.

 

 

Thus, Beser discloses “[a] method of using a first device to communicate with a second

device having a secure name.”
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Step (a) of claim 2 further specifies: “from the first device, sending a message to a

secure name service, the message requesting a network address associated with the secure name
of the second device.”

Beser teaches that private IP addresses are assigned to the first and second network

device (14, 16) and/or the end-point telephony device (24, 26) and are negotiated via a

negotiation process initiated through the trusted—third-party device 30. Beg at 11:59-62 (“At

Step 118, a first private IP 58 address on the first network device 14 and a second private IP 58

address on the second network device are negotiated through the public network 12.”). 13—652!

discloses that the trusted—third—party device (3) is a secure name service. Beser at 425-11 (The

trusted-third-party 30 may be a back-end service, a domain name server, or the owner/manager

of database or directory services”)

 

 

In particular, the negotiation process in Beser, as depicted in Figure 7 below, commences

by “receiving a request to initiate the VoIP association on a first network device 14 at Step 112.

The first network device 14 is associated with the origination telephony device 24, and the

request includes a unique identifier for the terminating telephony device 26.” Beser at 1022—6.

Further, “[a]t Step 1 14, a trusted-third—party network device 30 is informed of the request on the

public network 12,” Beser at 1129-10, and at Step 116, “a public IP 48 address for a second

network device 16 is associated with the unique identifier [supplied by network device 14] for

the terminating telephony device 26.” Beser at 11:25-29.

 

 

 

FIG. 7
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Thus, Beser shows the step of “from the first device, sending a message to a secure name

service, the message requesting a network address associated with the secure name of the second
device.”
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Step (b) of claim 2 further specifies: “at the first device, receiving a message containing
the network address associated with the secure name of the second device; and”

Following the negotiation, the first network device (l4)———the requesting device—has

obtained “the following network addresses: the public network address of the second network

device 16, and the private network addresses assigned to the originating 24 and terminating 26

ends of the tunneling association.” Beser at 21 :38—43. Thus, Beg; shows the step of “at the first

device, receiving a message containing the network address associated with the secure name of
the second device.”

 

Step (c) of claim 2 further specifies: “from the first device, sending a message to the
network address associated with the secure name of the second device using a secure

communication link.”

Beser shows that after security methods are implemented, VoIP, or any of the other

multimedia communications disclosed, may commence. For example, Beser explains:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-
TV sets and decoders, interactive video—game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of
network devices and the present invention is not restricted to telephony or

multimedia devices. Beser at 4:43-54.

Beser also teaches methods which facilitate establishment of a secure communication

link between two networked devices. For example, Beser graphically depicts an exemplary

configuration of network devices in Figure 17:
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Following the negotiation described above, Beser discloses that “[a]n outgoing message

from END] 320 is associated with private IP address for ENDl 320 at the transmitting end of the

tunneling association [i.e., secure communication link] between END] 320 and END3 324. The

network address table associates this private IP 58 address with the private IP 58 address for

END3 324 at the receiving end of this tunneling association.” Thus, Beser discloses “sending a

message over a secure communication link from the first device to the second device.”

 

Accordingly, Beser anticipates claim 2 of the ’18] patent under 35 U.S.C. § 102(e).
 

3. Claim 3

Claim 3 depends from claim 2, and specifies “wherein the secure name of the second
device is a secure domain name.

The “secure name,” i.e., the “unique identifier,” can be a secure domain name. Be_ser at

10:38-41 (“In another exemplary preferred embodiment of the present invention, the unique

identifier is any of a dial-up number, an electronic mail address, or a domain name”). The

secure domain name of Beser (e. g., the E.]64 telephone number, e-mail address, or domain

name) is associated with each terminating device and is used in Beser to facilitate a secure

communication another terminating device. Beser thus teaches that a “secure domain name”
can include both standard and non-standard domain names.
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Accordingly, Beser anticipates claim 3 of the ’181 patent under 35 U.S.C. § 102(e).
 

4. Claim 4

Claim 4 depends from claim 2, and specifies “wherein the secure name indicates

security.”

The unique identifier disclosed in Beser is recognized by the trusted-third-party device as

being secure and therefore implements protocols in order to obfuscate it from discovery by

untrusted parties:

 

For each transfer of a packet from the first network device 14 to the trusted-

third—party network device 30, the first network device 14 constructs an IP 58

packet. . . . The IP 58 packets may require encryption or authentication to

ensure that the unique identifier cannot be read on the public network 12.

Beser at 11:13-25 (emphasis added).
 

Accordingly, Beser anticipates claim 4 of the ’ l 81 patent under 35 U.S.C. § 102(e).

5. Claim 5

Claim 5 of the ’181 patent depends from claim 2, and specifies “wherein receiving the

message containing the network address associated with the secure name of the second device

includes receiving the message in encrypted form.”

Beser shows that the negotiation process is performed in order to protect against hackers

obtaining the identities of the originating and terminating telephony devices:

 

The negotiation ensures that neither the private nor any public IP 58 addresses

for the ends of the VoIP association appear in the source 88 or destination 90

address fields of the IP 58 packets that comprise the negotiation. . . . In this

manner the identities of the originating 24 and terminating 26 telephony

devices are inside the payload fields 84 of the IP 58 packets and may be

hidden from hackers on the public network 12. The negotiation may occur

through the trusted-third-party network device 30 to further ensure the

anonymity of the telephony devices (24, 26). Bes_e_r_ at 1226-19.

Additionally, Beser teaches that when anonymity is required, encryption can be used:
 

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be
tunneled within the payload field for another packet that is transmitted on the

public network. Beser at 226-12.

Beser additionally shows that “the sender may encrypt the information inside the IP packets

before transmission, e.g. with IP Security (“IPSec”).” Beser at 1:54-56.
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Accordingly, Beser anticipates claim 5 of the ’181 patent under 35 U.S.C. § 102(e).
 

6. Claim 6

Claim 6 depends from claim 5, and specifies that the step of “further including decrypting

the message.”

It would have been inherent in Beser to “decrypt” the very information that it

recommends encrypting.

 

Accordingly, Beser anticipates claim 6 of the ’181 patent under 35 U.S.C. § 102(e).

7. Claim 7

Claim 7 of the ’ 1 81 patent depends from claim 2, and specifies “wherein the second

device is capable of supporting a secure communication link as well as a non-secure
communication link, the method further including establishing a non—secure communication link
with the second device when needed.”

Beser teaches that first and second network devices (14, 16) and endpoint devices (24,

26), include any device that can interact on network system 10 based on standards proposed

including, among others, the IETF:

 

Network devices and routers for preferred embodiments of the present

invention include network devices that can interact with network system 10

based on standards proposed by the Institute of Electrical and Electronic

Engineers (“IEEE”), International Telecommunications Union-

Telecommunication Standardization Sector (“ITU”), Internet Engineering

Task Force (“IETF”), or Wireless Application Protocol (“WAP”) Forum.

However, network devices based on other standards could also be used. Beser
at 4:55—63.

 

Thus, the standards-based system and methods disclosed in Beser would be able to implement a

far-less obtrusive non-secure communications link, if necessary.

Accordingly, Beser anticipates claim 7 of the ’ 181 patent under 35 U.S.C. § 102(e).
 

8. Claim 8

Claim 8 depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving
the network address as an IP address associated with the secure name of the device.”

Following the negotiation, the first network device (14)—the requesting device—has

obtained “the following network addresses: the public network address of the second network

device 16, and the private network addresses assigned to the originating 24 and terminating 26

ends of the tunneling association.” Beser at 21:38-43. Thus, Beser shows the step of “at the first
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device, receiving a message containing the network address associated with the secure name of
the second device.”

Accordingly, Beser anticipates claim 8 of the ’181 patent under 35 U.S.C. § 102(6).

9. Claim 9

Claim 9 depends from claim 2 and specifies that “further including automatically

initiating the secure communication link after it is enabled.”

The security methods described in Beser, including the establishment of the secure

communication link via a tunneling association, are disclosed without reference to user

interaction and therefore would be established automatically.

Accordingly, Beser anticipates claim 9 of the ’181 patent under 35 U.S.C. § 102(e).
 

10. Claim 10

Claim 10 depends from claim 2, and specifies “wherein receiving a message containing
the network address associated with the secure name of the device includes receiving the

message at the first device through tunneling within the secure communication link.”

Beser shows that one of the security measures that can be performed by the disclosed

methods “is that of initiating and maintaining a virtual tunnel.” m at 6:58-59. Beser

emphasizes the importance of protecting the negotiation process in order to protect from hackers

the identities of the originating and terminating telephony devices:

 

 

The negotiation ensures that neither the private nor any public IP 58 addresses

for the ends of the VoIP association appear in the source 88 or destination 90

address fields of the IP 58 packets that comprise the negotiation. . . . In this

manner the identities of the originating 24 and terminating 26 telephony

devices are inside the payload fields 84 of the IP 58 packets and may be

hidden from hackers on the public network 12. The negotiation may occur

through the trusted-third-party network device 30 to further ensure the

anonymity of the telephony devices (24, 26). Beser at 12:6-19.

Additionally, Beser teaches that when anonymity is required, encryption can be used:

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network. Beser at 2:6-12.

Accordingly, Beser anticipates claim 10 of the ’ 181 patent under 35 U.S.C. § 102(e).
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11. Claim 11

Claim 11 of the ’ 1 81 patent depends from claim 2, and specifies “wherein receiving a

message containing the network address associated with the secure name of the device includes

receiving the message in the form of at least one tunneled packet.”

Beser shows that one of the security measures that can be performed by the disclosed

methods “is that of initiating and maintaining a virtual tunnel.” Beser at 6:58-59. Beser

emphasizes the importance ofprotecting the negotiation process in order to protect hackers from

obtaining the identities of the originating and terminating telephony devices:

 

  

The negotiation ensures that neither the private nor any public IP 58 addresses

for the ends of the VoIP association appear in the source 88 or destination 90

address fields of the IP 58 packets that comprise the negotiation. . . . In this

manner the identities of the originating 24 and terminating 26 telephony

devices are inside the payload fields 84 of the IP 58 packets and may be

hidden from hackers on the public network 12. The negotiation may occur

through the trusted—third-party network device 30 to further ensure the

anonymity of the telephony devices (24, 26). Beser at 1226-19.
 

Additionally, Beser teaches that when anonymity is required, encryption can be used:

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network. Beg at 2:6-12.

Accordingly, Beser anticipates claim 11 of the ’181 patent under 35 U.S.C. § 102(e).

12. Claim 12

Claim 12 depends from claim 2 and specifies “wherein the receiving and sending of

messages includes receiving and sending the messages in accordance with any one of a plurality
of communication protocols.”

As depicted in Figure 2, Beser discloses a plurality of protocols for networked devices in

its described methods and systems:
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FIG. 2 5°
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See also Beser at 5:49—7:60 (describing the protocols depicted in Figure 2).

Accordingly, Beser anticipates claim 12 of the ’181 patent under 35 U.S.C. § 102(e).
 

13. Claim 13

Claim 13 depends from claim 2 and specifies “wherein the receiving and sending of

messages through the secure communication link includes multiple sessions.”

Beser shows that the disclosed methods and systems can facilitate secure

communications between, for example, telephony devices, and other multimedia, which would

inherently require multiple sessions:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In 45 another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-
TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of
network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4243—54.
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Accordingly, Beser anticipates claim 13 of the ’181 patent under 35 U.S.C. § 102(e).

14. Claim 14

Claim 14 depends from claim 2 and specifies “further including supporting a plurality of
services over the secure communication link.”

Beser discloses a plurality of services and multimedia applications that are able to utilize

the disclosed secure communication links. For example:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In 45 another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web—

TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4:43-54.

 

Accordingly, Beser anticipates claim 14 of the ’ 181 patent under 35 U.S.C. § 102(e).
 

15. Claim 15

Claim 15 depends from claim 14 and specifies “wherein the plurality of services

comprises a plurality of communication protocols, a plurality of application programs, multiple

sessions, or a combination thereof.”

As depicted in Figure 2, Beser discloses the protocol stack for networked devices in its

described methods and systems:
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See also Beser at 5:49—7:60 (describing the protocols depicted in Figure 2).

Beser also discloses a plurality of services and multimedia applications that are able to

utilize the disclosed secure communication links. For example:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In 45 another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4:43—54.

As it is inherent in the disclosure of Beser, multimedia applications would necessarily need to

facilitate multiple sessions.

 
Accordingly, Beser anticipates claim 15 of the ’181 patent under 35 U.S.C. § 102(6).
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16. Claim 16

Claim 16 depends from claim 15 and specifies “wherein the plurality of application

programs comprises video conferencing, e—mail, a word processing program, telephony or a
combination thereof.”

Beser also discloses a plurality of services and multimedia applications that are able to

utilize the disclosed secure communication links. For example:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In 45 another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video—game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or

multimedia devices. Egg at 4:43-54.

Accordingly, Beser anticipates claim 16 of the ’181 patent under 35 U.S.C. § 102(e).
 

17. Claim 17

Claim 17 depends from claim 15 and specifies “wherein the plurality of services

comprises audio, video or a combination thereof.”

Beser also discloses a plurality of services and multimedia applications that are able to

utilize the disclosed secure communication links. For example:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In 45 another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or

multimedia devices. Egg; at 4:43-54.

Accordingly, Beser anticipates claim 17 of the ’181 patent under 35 U.S.C. § 102(6).

18. Claim 18

Claim 18 depends from claim 2 and specifies “wherein the secure communication link is
an authenticated link.”
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Beser specifies that authentication and encryption should be used to establish IP tunnels.

See, e. g., Beser at 11:22-24 (“the IP 58 packets may require encryption and authentication to

ensure that the unique identifier cannot be read on the public network”)

 

Accordingly, Beser anticipates claim 18 of the ’ 1 81 patent under 35 U.S.C. § 102(e).
 

19. Claim 19

Claim 19 depends from claim 2 and specifies “wherein the first device is a computer, and

the steps are performed on the computer.”

Beser also discloses a plurality of multimedia devices, including personal computers, that

are able to utilize the disclosed secure communication links. For example:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VolP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of
network devices and the present invention is not restricted to telephony or

multimedia devices. B_eg.r at 4:43-54 (emphasis added).

Accordingly, Beser anticipates claim 19 of the ’181 patent under 35 U.S.C. § 102(e).
 

20. Claim 20

Claim 20 depends from claim 2 and specifies “wherein the first device is a client

computer connected to a communication network, and the method is performed by the client

computer on the communication network.”

Beser also discloses a plurality of multimedia devices, including personal computers, that

are able to utilize the disclosed secure communication links. For example:

The data network also includes network devices (24, 26) that are

originating and terminating ends of data flow. In another exemplary

preferred embodiment of the present invention, these network devices (24, 26)

are telephony devices or multimedia devices. Multimedia devices include

Web-TV sets and decoders, interactive video-game players, or personal

computers running multimedia applications. Telephony devices include VoIP

devices (portable or stationary) or personal computers running facsimile or

audio applications. However, the ends of the data flow may be other types of
network devices and the present invention is not restricted to telephony or

multimedia devices. Beser at 4:43-54 (emphasis added).

Accordingly, Beser anticipates claim 20 of the ’ 181 patent under 35 U.S.C. § 102(e).
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21. Claim 21

Claim 21 depends from claim 2 and specifies “further including providing an unsecured
name associated with the device.”

Beser shows that an “unsecure name” is also associated with a “first device.” In

particular, each network device has associated with it a “public IP address.” The “public IP

address” is associated with both the unique identifier and the first network device 24. As each

end—point device have associated therewith a unique identifier, the public IP address—the

unsecure name—is thus associated with each end-point device. Or, as explained inm :

 

A public IP 58 address for a second network device 16 is associated with the

unique identifier for the terminating telephony device 26 at Step 116. The

second network device 16 is associated with the terminating telephony device

26. This association of the public IP 58 address for the second network device

16 with the unique identifier is made on the trusted—third-party network device

30. Bear at 11:25-32.

Accordingly, Beser anticipates claim 21 of the ’181 patent under 35 U.S.C. § 102(e).
 

22. Claim 22

Claim 22 depends from claim 2 and specifies “wherein the secure name is registered prior

to the step of sending a message to a secure name service.”

Beser discloses, for example, an embodiment in which the unique identifier, i.e., secure

name, is an E.164 telephone number. An E.164 telephone number, Beser explains, “is an ITU

recommendation for the assignment of telephone numbers on a world wide basis.” Beser at

10:45-48. To that end, Beser shows that “the trusted-third-party network device 30 may be a

directory service, owned and operated by a telephone company that retains a list of E.164
numbers of its subscribers.”

 

 

Accordingly, Beser anticipates claim 22 of the ’181 patent under 35 U.S.C. § 102(e).
 

23. Claim 23

Claim 23 depends from claim 2 and specifies “wherein the secure name of the second

device is a secure, non-standard domain name.”

The “secure name,” i.e., the “unique identifier,” can be a secure domain name. BEE at

10:38-41 (“In another exemplary preferred embodiment of the present invention, the unique

identifier is any of a dial-up number, an electronic mail address, or a domain name”). The non-

standard secure domain name of Beser (e.g., the E. 164 telephone number or e-mail address) is

associated with each terminating device and is used in Beser to facilitate a secure communication

with another terminating device.

Accordingly, Beser anticipates claim 23 of the ’ l 81 patent under 35 U.S.C. § 102(e).

45

Petitioner Apple Inc. - Exhibit 1072, p. 101



Petitioner Apple Inc. - Exhibit 1072, p. 102

Request for Reexamination of US. Patent No. 8,051,] 81

24. Claim 24

Independent claim 24 is directed to “[a] method of using a first device to securely
communicate with a second device over a communication network, the method comprising:

(a) at the first device requesting and obtaining registration of a secure name for the
first device, the secure name being associated with a network address;

(b) receiving at the network address associated with the secure name of the first
device a message from a second device of the desire to securely communicate
with the first device; and

(c) sending a message securely from the first device to the second device.”

The preamble of claim 24 is directed to “[a] method of using a first device to securely
communicate with a second device over a communication network.” As described in Beser, at

3:1-10:

[T]he method and system of the present invention may provide for the

initiation of a Voice-overInternet-Protocol association between an originating

telephony device and a terminating telephony device. The method and system

described herein may help ensure that the addresses of the ends of the

tunneling association are hidden on the public network and may increase the

security of communication without an increased computational burden.

Thus, Beser discloses “[a] method of using a first device to securely communicate with a
second device over a communication network.”

 

Step (a) of claim 24 further specifies: “at the first device requesting and obtaining

registration of a secure name for the first device, the secure name being associated with a
network address.”

Beser discloses, for example, an embodiment in which the unique identifier, i.e., secure

name, is an E.164 telephone number. An E.164 telephone number, Beser explains, “is an ITU

recommendation for the assignment of telephone numbers on a world wide basis.” 5% at

10:45-48. To that end, Beser shows that “the trusted-third-party network device 30 may be a

directory service, owned and operated by a telephone company that retains a list of E.164
numbers of its subscribers.” Further, Beser shows that the “association of the public IP 58

address for the second network device 16 with the unique identifier” provided by end-point

requesting device “is made by the trusted-third-party network 30.” This association—Le, the
association of the secure name with the terminating device—is only possible because each

device (include the originating device) has already requested and obtained registration of its
secure name.

 

 

Step (b) of claim 24 further specifies: “receiving at the network address associated with
the secure name of the first device a message from a second device of the desire to securely

communicate with the first device; and.”
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Beser teaches that private IP addresses are assigned to the first and second network

device (14, 16) and/or the end-point telephony device (24, 26) and are negotiated via negotiation

process initiated through the trusted-third-party device 30. 1_3_e_s_er at 11:59-62 (“At Step 118, a

first private IP 58 address on the first network device 14 and a second private IP 58 address on
the second network device are negotiated through the public network 12.”) The negotiation and

discovery of the private IP addresses are facilitated by the disclosure of the “unique identifier”

associated with the terminating devices. Beser at 112.6-37. After negotiation, the private IP
addresses are recorded at the trusted-third-party--device:

 

 

Once negotiated, on the first network device 14 is recorded the first private IP

58 address for the originating telephony device 24, and on the second network

device 16 is recorded the second private IP 58 address for the terminating

telephony device 26. These IP 58 addresses may be stored in network address

tables on the respective network devices, and may be associated with physical

or local network addresses for the respective ends of the VoIP association by
methods known to those skilled in the art.

Beser at 12:28-36. Beser shows that security measures can be utilized which result in receiving,

at a network address corresponding to the secure device, a message from a second device of the

desire to securely communicate. For example, tunneling—a method of communicating

securely—is taught in Beser:

  

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network.

Beser at 2:6-12. The communications link described in Beser is secure because the “tunneling

association hides the identity of the originating and terminating ends of the tunneling association

from the other users of a public network,” thus preventing public disclosure or interception by

hackers. Beser at 2:35-40. Further, under the broadest reasonable interpretation of this claim

element, encryption of the communication link is not required. Nevertheless, _Be_s_er describes

that as another method of securely communicating, “the sender may encrypt the information

inside the IP packets before transmission, e. g. with IP Security (“IPSec”).” m at 1254-5 6. It

was known by one of ordinary skill in the art at the time of the filing of Beser that IPSec security

required negotiating Security Associations before secure communications begin, which required

messages to be exchanged, including a message requesting the desire to communicate securely.

  

The request and negotiation process described above between the end-point devices in

order to establish a secure communications link between the end-point devices is represented

diagrammatically in Figure 6:
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FIG. 6 ‘”
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The trusted-third-party network device 30, which can be domain name server, recognizes

that the unique identifier received from the querying device requires special processing, and it

alters its normal operation by, instead of resolving the domain name, for example, establishing “a

virtual tunneling association between the originating end and the terminating end of the

tunneling association without revealing the identities of both ends of the tunneling association on

the public network,” m at 8: 1 5—20. The trusted-third-party network device 30, Le, the secure

name server, protects the unique identifier from discovery on the Internet by, e.g., encrypting and

authenticating communications to/from the device making the query. Beser at 11:20-25.
 

Thus, Beser shows the step of “receiving at the network address associated with the

secure name of the first device a message from a second device of the desire to securely
communicate with the first device.”

Step (c) of claim 24 further specifies: “sending a message securely from the first device
to the second device.

 
Beser shows that after security methods are implemented, VoIP, or any of the other

multimedia communications disclosed, may commence. For example, Beser explains:
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The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-
TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of
network devices and the present invention is not restricted to telephony or

multimedia devices. B_e_sg at 4:43-54.

Beser also teaches methods that facilitate establishment of a secure communication link

between two networked devices. For example, Beser graphically depicts an exemplary

configuration of network devices in Figure 17:

 

 
Following the negotiation described above, Beser discloses that “[a]n outgoing message

from END1 320 is associated with private IP address for END1 320 at the transmitting end of the

tunneling association [i.e., secure communication link] between END] 320 and END3 324. The

network address table associates this private IP 58 address with the private IP 58 address for

END3 324 at the receiving end of this tunneling association.” Thus, Beser discloses “sending a

message over a secure communication link from the first device to the second device.”

 

Accordingly, Beser anticipates claim 24 of the ’ l 81 patent under 35 U.S.C. § 102(c).
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25. Claim 25

Claim 25 depends from claim 24 and specifies “wherein requesting and obtaining

registration of a secure name for the first device comprises using the first device to obtain a

registration of the secure name for the first device, and wherein sending a message securely

comprises sending the message from the first device to the second device using a secure
communication link.”

Beser discloses, for example, an embodiment in which the unique identifier, i.e., secure

name, is an E.164 telephone number. An E.164 telephone number, Beser explains, “is an ITU

recommendation for the assignment of telephone numbers on a world wide basis.” Besg at

10:45-48. To that end, B_esgr shows that “the trusted-third-party network device 30 may be a

directory service, owned and operated by a telephone company that retains a list of E.164
numbers of its subscribers.” Further, Beser shows that the “association of the public IP 58

address for the second network device 16 with the unique identifier” provided by end-point

requesting device “is made by the trusted-third-party network 30.” This association—i.e., the
association of the secure name with the terminating device—is only possible because each

device (include the originating device) has already requested and obtained registration of its
secure name.

 

 

 

Beser shows that after security methods are implemented, VoIP, or any of the other

multimedia communications disclosed, may commence. For example, Beser explains:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web—

TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VolP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of
network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4:43-54.

Beser also teaches methods which facilitate establishment of a secure communication

link between two networked devices. For example, Beser graphically depicts an exemplary

configuration of network devices in Figure 17:
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Following the negotiation described above, Beser discloses that “[a]n outgoing message

from END] 320 is associated with private IP address for ENDl 320 at the transmitting end of the

tunneling association [i.e., secure communication link] between ENDl 320 and END3 324. The

network address table associates this private IP 58 address with the private IP 58 address for

END3 324 at the receiving end of this tunneling association.”

Accordingly, Beser anticipates claim 25 of the ’ 181 patent under 35 U.S.C. § 102(c).
 

26. Claim 26

Independent claim 26 is directed to “[a] method of using a first device to communicate

with a second device over a communication network, the method comprising:

(a) from the first device requesting and obtaining registration of an unsecured name
associated with the first device;

(b) from the first device requesting and obtaining registration of a secure name

associated with the first device, wherein a unique network address corresponds to

the secure name associated with the first device;

(c) receiving at the unique network address associated with the secure name a

message from a second device requesting the desire to securely communicate with
the first device; and
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(d) from the first device sending a message securely from the first device to the
second device.”

The preamble of claim 26 is directed to “[a] method of using a first device to
communicate with a second device over a communication network, the method comprising.” As

described in Beser, at 3:1—10:
 

[T]he method and system of the present invention may provide for the
initiation of a Voice—overInternet-Protocol association between an originating

telephony device and a terminating telephony device. The method and system

described herein may help ensure that the addresses of the ends of the

tunneling association are hidden on the public network and may increase the

security of communication without an increased computational burden.

Thus, Beser discloses “[a] method of using a first device to securely communicate with a
second device over a communication networ .”

Step (a) of claim 26 further specifies: “from the first device requesting and obtaining
registration of an unsecured name associated with the first device”

Beser shows that an “unsecure name” is also associated with a “first device.” In

particular, each network device has associated with it a “public IP address.” The “public IP
address” is associated with the unique identifier and the first network device 24. As each end—

point device have associated therewith a unique identifier, the public IP address——-the unsecure
name—is thus associated with each end-point device. Or, as explained in Bgsg :

 

A public IP 58 address for a second network device 16 is associated with the
unique identifier for the terminating telephony device 26 at Step 1 16. The
second network device 16 is associated with the terminating telephony device

26. This association of the public IP 58 address for the second network device

16 with the unique identifier is made on the trusted-third-party network device

30. m at 11:25—32.

Further, Beser shows that the “association of the public IP 58 address for the second network

device 16 with the unique identifier” provided by end—point requesting device “is made by the

trusted-third-party network 30.” This association—~i.e., the association of the secure name with
the terminating device, together with the public IP address—is only possible because each device

(include the originating device) has already requested and obtained registration of its secure
name. Beser thus discloses “from the first device requesting and obtaining registration of a

secure name associated with the first device, wherein a unique network address corresponds to

the secure name associated with the first device.” Beser thus discloses “from the first device

requesting and obtaining registration of an unsecured name associated with the first device.”

 

Step (b) of claim 26 further specifies: “from the first device requesting and obtaining
registration of a secure name associated with the first device, wherein a unique network address
corresponds to the secure name associated with the first device”
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Beser discloses, for example, an embodiment in which the unique identifier, i.e., secure

name, is an E.164 telephone number. An E.164 telephone number, Beser explains, “is an ITU

recommendation for the assignment of telephone numbers on a world wide basis.” Biser at

10:45—48. To that end, gem shows that “the trusted-third-party network device 30 may be a

directory service, owned and operated by a telephone company that retains a list of E.164
numbers of its subscribers.” Further, Beser shows that the “association of the public IP 58

address for the second network device 16 with the unique identifier” provided by end-point

requesting device “is made by the trusted-third-party network 30.” This association—i.e., the
association of the secure name with the terminating device, together with the Public IP address——

is only possible because each device (include the originating device) has already requested and

obtained registration of its secure name. Besg thus discloses “from the first device requesting

and obtaining registration of a secure name associated with the first device, wherein a unique

network address corresponds to the secure name associated with the first device.”

 

 

 

Step (c) of claim 26 further specifies: “receiving at the unique network address

associated with the secure name a message from a second device requesting the desire to

securely communicate with the first device; and”

Beser teaches that private IP addresses are assigned to the first and second network

device (14, 16) and/or the end-point telephony device (24, 26) and are negotiated via a

negotiation process initiated through the trusted-third-party device 30. Bier at 11:59-62 (“At

Step 118, a first private IP 58 address on the first network device 14 and a second private IP 58

address on the second network device are negotiated through the public network 12.”) The

negotiation and discovery of the private IP addresses are facilitated by the disclosure of the

“unique identifier” associated with the terminating devices. Beser at 11:26-37. After

negotiation, the private IP addresses are recorded at the trusted-third—party-device:

 

 

Once negotiated, on the first network device 14 is recorded the first private IP

58 address for the originating telephony device 24, and on the second network

device 16 is recorded the second private IP 58 address for the terminating

telephony device 26. These IP 58 addresses may be stored in network address

tables on the respective network devices, and may be associated with physical

or local network addresses for the respective ends of the VoIP association by

methods known to those skilled in the art. _B_e_s§r_ at 12:28-36.

Beser shows that security measures can be utilized which result in receiving, at a network

address corresponding to the secure device, a message from a second device of the desire to

securely communicate. For example, tunneling—a method of communicating securely—is

taught in we; :

 

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end—points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network.
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Beser at 226-12. The communications link described in Egg is secure because the “tunneling

association hides the identity of the originating and terminating ends of the tunneling association

from the other users of a public network,” thus preventing public disclosure or interception by
hackers. Egg; at 2:35-40. Further, under the broadest reasonable interpretation of this claim

element, encryption of the communication link is not required. Nevertheless, Beser describes

that as another method of securely communicating, “the sender may encrypt the information

inside the IP packets before transmission, 6.g. with IP Security (“IPSec”).” Beser at 1:54-56. It

was known by one of ordinary skill in the art at the time of the filing of Beser that IPSec security

required negotiating Security Associations before secure communications begin, which required

messages to be exchanged, including a message requesting the desire to communicate securely.

 

 

The request and negotiation process described above between the end-point devices in

order to establish a secure communications link between the end-point devices is represented

FIG. 6 13°
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diagrammatically in Figure 6:

The trusted-third-party network device 30, which can be domain name server, recognizes

that the unique identifier received from the querying device requires special processing, and it

alters its normal operation by, instead of resolving the domain name, for example, establishing “a

virtual tunneling association between the originating end and the terminating end of the
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tunneling association without revealing the identities of both ends of the tunneling association on

the public network,” Beser at 8:15-20. The trusted-third-party network device 30, i.e., the secure

name server, protects the unique identifier from discovery on the Internet by, e.g., encrypting and

authenticating communications to/from the device making the query. liese; at 11:20-25.

 

Thus, Beser shows the step of “receiving at the unique network address associated with

the secure name a message from a second device requesting the desire to securely communicate
with the first device.”

 

Step (d) of claim 26 further specifies: “from the first device sending a message securely
from the first device to the second device.”

Beser shows that after security methods are implemented, VoIP, or any of the other

multimedia communications disclosed, may commence. For example, Beser explains:

 

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or

multimedia devices. Beser at 4:43—54.

And, as described in the summary of the invention and detailed throughout, the methods
disclosed in Beser facilitate a secure communication link between two networked devices. For

example, Beser graphically depicts an exemplary configuration of network devices in Figure 17:
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Following the negotiation described above, Beser discloses that “[a]n outgoing message

from ENDl 320 is associated with private IP address for ENDl 320 at the transmitting end of the

tunneling association [i.e., secure communication link] between END] 320 and END3 324. The

network address table associates this private IP 58 address with the private IP 58 address for

END3 324 at the receiving end of this tunneling association.” Thus, Egg; discloses “sending a

message over a secure communication link from the first device to the second device.”

Accordingly, Beser anticipates claim 26 of the ’ 181 patent under 35 U.S.C. § 102(c).
 

27. Claim 27

Claim 27 depends from claim 26 and specifies:

(a) “wherein requesting and obtaining registration of an unsecured name associated
with the first device comprises using the first device to obtain a registration of the
unsecured name associated with the first device, and

(b) wherein requesting and obtaining registration of a secure name associated with

the first device comprises using the first device to obtain a registration of the
secure name associated with the first device.”

Step (a) of claim 27 further specifies: “wherein requesting and obtaining registration of
an unsecured name associated with the first device comprises using the first device to obtain a

registration of the unsecured name associated with the first device, and”

56

Petitioner Apple Inc. - Exhibit 1072, p. 112



Petitioner Apple Inc. - Exhibit 1072, p. 113

Request for Reexamination of US. Patent No. 8,051,181

Beser shows that an “unsecure name” is also associated with a “first device.” In

particular, each network device has associated with it a “public IP address.” The “public IP

address” is associated with the unique identifier and the first network device 24. As each end—

point device have associated therewith a unique identifier, the public IP addresswthe unsecure

name—is thus associated with each end-point device. Or, as explained in Beser :

 

 

A public IP 58 address for a second network device 16 is associated with the

unique identifier for the terminating telephony device 26 at Step 116. The

second network device 16 is associated with the terminating telephony device

26. This association of the public IP 58 address for the second network device

16 with the unique identifier is made on the trusted-third-party network device
30. Beser at 11:25-32.
 

Further, Beser shows that the “association of the public IP 58 address for the second

network device 16 with the unique identifier” provided by end-point requesting device “is made

by the trusted-third-party network 30.” This association—i.e., the association of the secure name

with the terminating device, together with the public IP address—is only possible because each

device (include the originating device) has already requested and obtained registration of its

secure name. 13m; thus discloses “from the first device requesting and obtaining registration of

a secure name associated with the first device, wherein a unique network address corresponds to
the secure name associated with the first device.” Beser thus discloses “from the first device

requesting and obtaining registration of an unsecured name associated with the first device.”

 

Step (b) of claim 27 further specifies: “wherein requesting and obtaining registration of a

secure name associated with the first device comprises using the first device to obtain a

registration of the secure name associated with the first device”

Beser discloses, for example, an embodiment in which the unique identifier, i.e., secure

name, is an E.164 telephone number. An E. 164 telephone number, 13m explains, “is an ITU

recommendation for the assignment of telephone numbers on a world wide basis.” B_es_er at

10:45-48. To that end, @533 shows that “the trusted-third-party network device 30 may be a

directory service, owned and operated by a telephone company that retains a list of E. 1 64

numbers of its subscribers.” Further, Beser shows that the “association of the public IP 58

address for the second network device 16 with the unique identifier” provided by end-point

requesting device “is made by the trusted-third-party network 30.” This association—i.e., the

association of the secure name with the terminating device, together with the Public IP address—

is only possible because each device (include the originating device) has already requested and

obtained registration of its secure name. Beser thus discloses “from the first device requesting

and obtaining registration of a secure name associated with the first device, wherein a unique

network address corresponds to the secure name associated with the first device.”

 

Accordingly, Beser anticipates claim 27 of the ’ 181 patent under 35 U.S.C. § 102(c).

28. Claim 28

Independent claim 28 is directed to “[a] non-transitory machine-readable medium

comprising instructions for:
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(a) sending a message to a secure name service, the message requesting a network
address associated with a secure name of a device;

(b) receiving a message containing the network address associated with the secure
name of the device; and

(c) sending a message to the network address associated with the secure name of the

device using a secure communication link.

The preamble of claim 28 specifies “[a] non-transitory machine-readable medium

comprising instructions. . . .” Beser describes programs, processes, methods systems and

apparatus that include, but are not limited to, computer hardware or software. Beser at 25:42-26.

 

 

Step (a) of claim 28 further specifies: “sending a message to a secure name service, the
message requesting a network address associated with a secure name of a device;”

Beser teaches that private IP addresses are assigned to the first and second network

device (14, 16) and/or the end-point telephony device (24, 26) and are negotiated via a

negotiation process initiated through the trusted-third-party device 30. Beser at 11:59-62 (“At

Step 118, a first private IP 58 address on the first network device 14 and a second private IP 58

address on the second network device are negotiated through the public network 12.”). Beser

discloses that the trusted-third-party device (3) is a secure name service. Beser at 4:5-11 (“The

trusted-third-party 30 may be a back-end service, a domain name server, or the owner/manager

of database or directory services.”)

 

 

 

 

In particular, the negotiation process in Beser, as depicted in Figure 7 below, commences

by “receiving a request to initiate the VoIP association on a first network device 14 at Step 112.

The first network device 14 is associated with the origination telephony device 24, and the

request includes a unique identifier for the terminating telephony device 26.” Beser at 10:2-6.

Further, “[a]t Step 114, a trusted-third-party network device 30 is informed of the request on the

public network 12,” Beser at 1129-10, and at Step 116, “a public IP 48 address for a second
network device 16 is associated with the unique identifier [supplied by network device 14] for

the terminating telephony device 26.” Beser at 11:25-29.
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Thus, Beser shows the step of “sending a message to a secure name service, the message

requesting a network address associated with a secure name of a device.”

 

Step (b) of claim 28 further specifies: “receiving a message containing the network
address associated with the secure name of the device; and”

Following the negotiation, the first network device (14)—the requesting device—has

obtained “the following network addresses: the public network address of the second network

device 16, and the private network addresses assigned to the originating 24 and terminating 26

ends of the tunneling association.” Beser at 21 :3 8-43. Thus, Beser shows the step of “receiving

a message containing the network address associated with the secure name of the device.”

Step (c) of claim 28 further specifies: “sending a message to the network address

associated with the secure name of the device using a secure communication link.”

Beser shows that after security methods are implemented, VoIP, or any of the other

multimedia communications disclosed, may commence. For example, Beser explains:

 

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video—game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio
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applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4:43-54.

And, as described in the summary of the invention and detailed throughout, the methods
disclosed in Beser facilitate a secure communication link between two networked devices. For

example, Beser graphically depicts an exemplary configuration of network devices in Figure 17:

 
Following the negotiation described above, B_qsg discloses that “[a]n outgoing message

from END] 320 is associated with private IP address for ENDl 320 at the transmitting end of the

tunneling association [i.e., secure communication link] between ENDl 320 and END3 324. The
network address table associates this private IP 58 address with the private IP 58 address for

END3 324 at the receiving end of this tunneling association.” Thus, Beser discloses “sending a

message over a secure communication link from the first device to the second device.”

 

Accordingly, Beser anticipates claim 28 of the ’ 1 81 patent under 35 U.S.C. § 102(e).
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29. Claim 29

Independent claim 29 is directed to “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name, the

method comprising:

(a) receiving at a network address associated with a secure name of a first device a

message from a second device requesting the desired to securely communicate

with the first device, wherein the secure name of the first device is registered; and

(b) sending a message securely from the first device to the second device.

The preamble of claim 29 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name . . .

.” Beser describes programs, processes, methods systems and apparatus that include, but are not

limited to, computer hardware or software. Beser at 25:42-26. In particular, Beser teaches———as

shown below in Figure l—a first network device (14), a second network device (16), two end-

 

 

FIG. 1

 
point devices (24, 26), which may be Voice Over Internet Protocol (“VoIP”) phones, and a

trusted third party device (30):

The first network device (14) and second network device (16) may be modified routers or

gateways, and the trusted-third-party device 30 may be “a back—end service, a domain name

server or the owner/manager of database or directory services.” Beser at 415-] 1. I_3_e_sg further

explains that end-point devices (24, 26) are “originating and terminating ends of data flow.”
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Beser at 4:43-44. Beser indicates that these end-point devices can include telephony and

multimedia devices. For example, Beser explains that:

 

 

Multimedia devices include Web—TV sets and decoders, interactive video-

game players, or personal computers running multimedia applications.

Telephony devices include VoIP devices (portable or stationary) or personal

computers running facsimile or audio applications. However, the ends of the

data flow may be other types of network devices and the present invention is

not restricted to telephony or multimedia devices. Beser at 4:47-50.

First and second network devices (14, 16) and end-point devices (24, 26) have associated

therewith both secure and unsecure names. For example, end-point devices (24, 26) each have

an secure name that comprises a “unique identifier” that is registered with the trusted-third-party

device (30). Beser at 11:28-32 (“The second network device 16 is associated with the

terminating telephony device 26. This association of the public IP address for the second
network device 16 with the unique identifier is made on the trusted-third-party network device

30.”). The unique identifier may be “any of a dial-up number, an electronic mail address, or a
domain name.” 33316; at 10:37-41. Thus, B_es;e_r_ discloses “[a] non-transitory machine-readable

medium comprising instructions for a method of communicating with a device having a secure
name

 

Step (3) of claim 29 further specifies: “receiving at a network address associated with a
secure name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered; and”

Beser teaches that private IP addresses are assigned to the first and second network

device (14, 16) and/or the end-point telephony device (24, 26) and are negotiated via a

negotiation process initiated through the trusted—third-party device 30. Beser at 11:59-62 (“At
Step 118, a first private IP 58 address on the first network device 14 and a second private IP 58
address on the second network device are negotiated through the public network 12.”) The

negotiation and discovery of the private IP addresses are facilitated by the disclosure of the
“unique identifier” associated with the terminating devices. Beser at 11:26-37. After

negotiation, the private IP addresses are recorded at the trusted-third-party-device:

 

Once negotiated, on the first network device 14 is recorded the first private IP
58 address for the originating telephony device 24, and on the second network

device 16 is recorded the second private IP 58 address for the terminating

telephony device 26. These IP 58 addresses may be stored in network address

tables on the respective network devices, and may be associated with physical

or local network addresses for the respective ends of the VOIP association by
methods known to those skilled in the art.

Beser at 12:28-36. Beser shows that security measures can be utilized which result in receiving,

at a network address corresponding to the secure device, a message from a second device of the

desire to securely communicate. For example, tunneling—a method of communicating

securely——is taught in Beser :
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One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end—points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network.

Beser at 2:6-12. The communications link described in _B_e_sg is secure because the “tunneling

association hides the identity of the originating and terminating ends of the tunneling association

from the other users of a public network,” thus preventing public disclosure or interception by

hackers. Beser at 2:35-40. Further, under the broadest reasonable interpretation of this claim

element, encryption of the communication link is not required. Nevertheless, Beser describes

that as another method of securely communicating, “the sender may encrypt the information

inside the IP packets before transmission, e.g. with IP Security (“IPSec”).” Beser at 1:54—56. It

was known by one of ordinary skill in the art at the time of the filing of Beser that IPSec security

required negotiating Security Associations before secure communications begin, which required

messages to be exchanged, including a message requesting the desire to communicate securely.

 

 

 

 

 

The request and negotiation process described above between the end-point devices in

order to establish a secure communications link between the end-point devices is represented

FIG. 6 ‘”
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diagrammatically in Figure 6:

The trusted-third-party network device 30, which can be domain name server, recognizes

that the unique identifier received from the querying device requires special processing, and it

alters its normal operation by, instead of resolving the domain name, for example, establishing “a

virtual tunneling association between the originating end and the terminating end of the

tunneling association without revealing the identities of both ends of the tunneling association on

the public network,” Beser at 8:15—20. The trusted-third-party network device 30, i.e., the secure
name server, protects the unique identifier from discovery on the Internet by, e.g., encrypting and

authenticating communications to/from the device making the query. Beser at 11:20-25.

 

 

Further, Beser discloses, for example, an embodiment in which the unique identifier, i.e.,

secure name, is an E.164 telephone number. An E.164 telephone number, Bfitl! explains, “is an

ITU recommendation for the assignment of telephone numbers on a world wide basis.” m at

10:45-48. To that end, Bier shows that “the trusted-third-party network device 30 may be a

directory service, owned and operated by a telephone company that retains a list of E.164
numbers of its subscribers.” Further, Beser shows that the “association of the public IP 58

address for the second network device 16 with the unique identifier” provided by end-point

requesting device “is made by the trusted-third-party network 30.” This association—i.e., the
association of the secure name with the terminating device, together with the Public IP address—

is only possible because each device (include the originating device) has already requested and
obtained registration of its secure name. Egg thus discloses “from the first device requesting

and obtaining registration of a secure name associated with the first device, wherein a unique

network address corresponds to the secure name associated with the first device.”

 

 

Thus, Beser shows the step of “receiving at a network address associated with a secure

name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered.”

 

Step (b) of claim 29 further specifies: “sending a message securely from the first device
to the second device.”

Beser shows that after security methods are implemented, VoIP, or any of the other

multimedia communications disclosed, may commence. For example, Beser explains:

 

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-
TV sets and decoders, interactive video-game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4:43-54.
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And, as described in the summary of the invention and detailed throughout, the methods
disclosed in Beser facilitate a secure communication link between two networked devices. For

example, Beser graphically depicts an exemplary configuration of network devices in Figure 17:
 

 
Following the negotiation described above, Beser discloses that “[a]n outgoing message

from ENDl 320 is associated with private IP address for END] 320 at the transmitting end of the

tunneling association [i.e., secure communication link] between ENDl 320 and END3 324. The
network address table associates this private IP 58 address with the private IP 58 address for

END3 324 at the receiving end of this tunneling association.” Thus, Egg discloses “sending a

message over a secure communication link from the first device to the second device.”

Accordingly, Beser anticipates claim 29 of the ’ 1 81 patent under 35 USC. § 102(c).
 

B. Ground N0. 2: Claim 18 is Unpatentable under 35 USC § 103 as Being
Obvious Based on Beser in View of RFC 2401

 

1. Claim 18

Claim 18 depends from claim 2 and specifies “wherein the secure communication link is
an authenticated link.”
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A person of ordinary skill in the art would immediately recognize from Beser that all

communications within an IP tunnel between a first and second network device (i.e., both to

initiate the tunnel and following establishment of the IP tunnel) could be authenticated and could

also be encrypted other than for certain high traffic applications. See Beser at l :5 6—2: 1 5. _B_e_se_r

also shows that the IPsec protocol can and should be used to handle the encryption of the traffic

being sent through the IP tunnel. Egg; at 1:54-56.

 

 

RFC 2401 explains, at 30-31, that IPsec evaluates IP packets to determine whether

encryption and authentication is required. Specifically, IP packets are to be evaluated as follows:

In a security gateway or BITW implementation (and in many BITS

implementations), each outbound packet is compared against the SPD to

determine what processing is required for the packet. If the packet is to be

discarded, this is an auditable event. If the traffic is allowed to bypass IPsec

processing, the packet continues through "normal" processing for the

environment in which the IPsec processing is taking place. If IPsec

processing is required, the packet is either mapped to an existing SA (or SA

bundle), or a new SA (or SA bundle) is created for the packet. Since a

packet's selectors might match multiple policies or multiple extant SAs and

since the SPD is ordered, but the SAD is not, IPsec MUST:

1. Match the packet’s selector fields against the outbound policies in the

SPD to locate the first appropriate policy, which will point to zero or more SA
bundles in the SAD.

2. Match the packet’s selector fields against those in the SA bundles

found in (1) to locate the first SA bundle that matches. If no SAs were found

or none match, create an appropriate SA bundle and link the SPD entry to the

SAD entry. If no key management entity is found, drop the packet.

3. Use the SA bundle found/created in (2) to do the required IPsec

processing, c.g., authenticate and encrypt.

In a host IPsec implementation based on sockets, the SPD will be consulted

whenever a new socket is created, to determine what, if any, IPsec processing

will be applied to the traffic that will flow on that socket.

Thus, the scheme by which IPsec functions will evaluate the IP packet as it is leaving the starting

node, and if a policy dictates that the packet requires IPsec handling, then authentication and

encryption will be applied automatically to create the IPsec relationship with the destination. If

the applicable policy does not require IPsec handling, then the packet is passed through for

normal handling by the involved network devices. This handling is automatic, and does not

require user intervention, other than as needed to satisfy authentication requirements.

Beser, in view of RFC 2401, thus would have rendered obvious to a person of ordinary

skill in the art the adaption of the Beser IP tunneling process to incorporate authentication and

encryption of all IP traffic between the first and second network devices, yielding a method for
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establishing a secure communication linked between a first network device and a second network
device.

Accordingly, Beser, in view of RFC 2401, renders obvious claim 18 of the ’181 patent

under 35 U.S.C. § 103.

67

Petitioner Apple Inc. - Exhibit 1072, p. 123



Petitioner Apple Inc. - Exhibit 1072, p. 124

Request for Reexamination of Us. Patent No. 8,051,181

V. DETAILED EXPLANATION OF MANNER 0F APPLYING MATTAWAY T0 CLAIMS 1-29 AND

PROPOSED REJECTIONS BASED ON GROUND NOS. 3-5

Exhibit C2 correlates each of claims 1-29 of the ’ 181 patent with the section of the

present request that sets out the detailed basis for anticipation and/or Obviousness Of the claim,

along with an identification of the relevant portions of Mattaway, alone or in conjunction with
Beser and RFC 2401. Requester notes that any emphasis indicated in quotations or other

citations (e.g., as Shown in bold faced text) has been added and is not original to the references
cited in this section, unless otherwise noted.

 

C. Ground No. 3: Claims 1-2, 5-9, 12—17, and 19-22, 24-29 are anticipated under

35 U.S.C. § 102(e) based on Mattaway

Mattaway describes methods and systems for establishing a secure communication link

between two devices across a public network such as the Internet. Mattaway discloses a

computer program for use in a networked system for establishing a secure point-to-point
communication link between two devices. For example, the disclosed methods and systems

permit users to utilize the breadth and security of the Internet in order to facilitate audio and
video communications. The WebPhone application, seen below, is an exemplary embodiment.

 £1? wwwmm X

Figure 14
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1. Claim 1

Claim 1 is directed to “[a] non-transitory machine-readable medium comprising

instructions for a method of communicating with a first device associated with a secure name

and an unsecured name, the method comprising”:

(a) receiving, at a network address corresponding to the secure name
associated with the first device, a message from a second device of the

desire to securely communicate with the first device; and

(b) sending a message over a secure communication link from the first device
to the second device.

The preamble of claim 1 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a first device associated with a

secure name and an unsecured name . . . .” Mattaway teaches, for example:

a computer program product for use with a computer system compris[ing] a

computer usable medium having computer readable program code means

embodied thereon comprising code means for transmitting from a client

process to a server a query as to whether a second client process is connected

to the computer network, program code means for receiving the network

protocol address of the second process form the server, and program code

responsive to the network protocol address of the second client process for

establishing a point—to—point communications link between the first client

process and the second client process. Mattaway at 3:8-20.

Mattaway teaches a first processing unit 12 for sending at least a voice signal from a first user to

a second user. The first processing unit 12 includes a processor 14, a memory 16, an input

device 18, and an output device 20, as shown in Figure 1:

SECOND
PROCESSING

UNIT 
69

Petitioner Apple Inc. - Exhibit 1072, p. 125



Petitioner Apple Inc. - Exhibit 1072, p. 126

Request for Reexamination of US. Patent No. 8,051,181

Mattaway discloses that the first and second processing units (12, 22) may comprise VOIP

(“Voice Over Internet Protocol”) software that enable communications with other, for example,

processing unites:

In an exemplary embodiment, each of the processing units 12, 22 may execute

the WEBPHONE® Internet telephony application available from NetSpeak

Corporation, 40 Boca Raton, Fla., which is capable of performing the

disclosed point-to-point Internet protocol and system 10, as described herein.

The connection server 26 acts as a secure name service by storing the network address

(e.g., the IP address of the callee) associated with the secure name of the callee’s device, i.e., the
callee’s E-mail address. The secure name is made secure, for example, because it is protected

behind a “firewall server 1522,” which “is a single firewall mechanism which protects

unauthorized access from network 1530 into global server 1500.” Mattaway at 17:44—48.

Mattaway also provides a disclosure in TABLE 9 that describes the “eemailAddr” element as an

encrypted email Address. Mattaway at 40:27.

Mattaway shows that the disclosed system and methods can include an unsecured name,

such as a user’s “alias.” Mattaway at 11:13-15. The party’s name may be stored in a “personal

information directory” of other parties, Mattaway at 26:43—55, and “a party name field 1402A”

will “display[] the name of the caller when an incoming call arrives,” Mattaway at 26:45-47, and
will when an outgoing call is made, so long as the party name has been stored in the directory.

Mattaway at 26:63-67.

Thus, Mattaway discloses “a non-transitory machine-readable medium comprising
instructions for a method of communicating with a first device associated with a secure name
and an unsecured name.”

Step (a) of Claim 1 specifies: “receiving, at a network address corresponding to the
secure name associated with the first device, a message from a second device of the desire to

securely communicate with the first device; and”

Mattaway describes two protocols for establishing point-to-point secure communications
between two networked devices. The first protocol utilizes a connection server to implement a

one-to-one mapping of E-mail addresses to Internet Protocol addresses.” Mattaway at 18:41-45.

The basic steps of this process are described in Figure 16A, which identifies the sending and
receipt of a message of the intent to securely communicate. The receipt is represented by the
<CONNECT ACK> packet, illustrated by decisional block 1616 and process block 1618:
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Figure 16A

Mattaway also describes a second protocol that involves sending messages via a mail server in

order to implement the disclosed point-to-point communications protocol. For example:

As described above, the first processing unit 12 may send the <ConnectReq>

message in response to an unsuccessful attempt to perform the primary point-

to-point Internet protocol. Alternatively, the first processing unit 12 may send

the <ConnectReq> message in response to the first user initiating a SEND

command or the like After the <ConnectRequest> message via E-mail is sent,

the first processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32, may be set

by the first processing unit 12, in a manner known in the art, to wait for a

predetermined duration to receive a <ConnectOK> signal. The processor 14

of the first processing unit 12 may cause 40 the output device 20 to output a

Ring signal to the user, such as an audible ringing sound, about every 3

seconds. Mattaway at 8:25-44.

71

Petitioner Apple Inc. - Exhibit 1072, p. 127



Petitioner Apple Inc. - Exhibit 1072, p. 128

Request for Reexamination of US. Patent No. 8,051,181

Thus, Mattaway discloses “receiving, at a network address corresponding to the secure

name associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Step (b) of claim 1 specifies: “sending a message over a secure communication link from
the first device to the second device.”

Upon retrieval of the IP address of the callee, “the first processing unit 12 may

then directly establish the point-to-point Internet communications with the

callee using the IP address of the callee.” Mattaway at 7:33—37. Mattaway

shows that the WebPhone application enables users to engage in

communications over a secure communication link: “[t]he Web Phone

application enables the parties to converse in real-time, telephone quality,

encrypted audio communication over the Internet and other TCP/IP based

networks.” Mattaway at 25:32-34.

Thus, Mattaway discloses “sending a message over a secure communication link from the

first device to the second device.” Accordingly, Mattaway anticipates claim 1 of the ’181 patent

under 35 U.S.C. § 102(e).

2. Claim 2

Independent claim 2 is directed to [a] method of using a first device to communicate with

a second device having a secure name, the method comprising:

(a) from the first device, sending a message to a secure name service, the message

requesting a network address associated with the secure name of the second

device;

(b) at the first device, receiving a message containing the network address associated
with the secure name of the second device; and

(c) from the first device, sending a message to the network address associated with

the secure name of the second device using a secure communication link.

The preamble of claim 2 specifies “[a] method of using a first device to communicate

with a second device having a secure name . . . .” Mattaway teaches, for example:

a computer program product for use with a computer system compris[ing] a

computer usable medium having computer readable program code means

embodied thereon comprising code means for transmitting from a client

process to a server a query as to whether a second client process is connected

to the computer network, program code means for receiving the network

protocol address of the second process form the server, and program code

responsive to the network protocol address of the second client process for

establishing a point-to-point communications link between the first client

process and the second client process. Mattaway at 328-20.
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Mattaway teaches a first processing unit 12 for sending at least a voice signal from a first user to

a second user. The first processing unit 12 includes a processor 14, a memory 16, an input

device 18, and an output device 20, as shown in Figure 1:

SECOND
PROCESSING

UNIT 
Mattaway discloses that the first and second processing units (12, 22) may comprise VOIP

(“Voice Over Internet Protocol”) software that enable communications with other, for example,

processing unites:

In an exemplary embodiment, each of the processing units 12, 22 may execute

the WEBPHONE® Internet telephony application available from NetSpeak

Corporation, 40 Boca Raton, Fla., which is capable of performing the

disclosed point-to-point Internet protocol and system 10, as described herein.

Thus, Mattaway discloses “[a] method of using a first device to communicate with a

second device having a secure name.”

Step (a) of claim 2 further specifies: “from the first device, sending a message to a

secure name service, the message requesting a network address associated with the secure name
of the second device.”

Mattaway shows that a first user must query the connection in order to obtain the network

address associated with the secure name of the second device. For example:

The first processing unit 12 then sends a query, including the E-mail address

of the callee, to the connection server 26. The connection server 26 then

searches the database 34 to determine whether the callee is logged-in by

finding any stored information corresponding to the callee’s E-mail address

indicating that the callee is active and on-line. If the callee is active and on-

line, the connection server 26 then performs the primary point-to-point
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Internet protocol; i.e., the IP address of the callee is retrieved from the

database 34 and sent to the first processing unit 12. Mattaway at 7:24—37.

The connection server 26 acts as a secure name service by storing the network address

(e. g., the IP address of the callee) associated with the secure name of the callee’s device, i.e., the

callee’s E-mail address. The secure name is made secure, for example, because it is protected

behind a “firewall server 1522,” which “is a single firewall mechanism which protects

unauthorized access from network 1530 into global server 1500.” Mattaway at 17:44-48.

Mattaway also provides a disclosure in TABLE 9 that describes the “eemailAddr” element as an

encrypted email Address. Mattaway at 40:27. Thus, Mattaway shows the step of “from the first

device, sending a message to a secure name service, the message requesting a network address
associated with the secure name of the second device.”

Step (b) of claim 2 filrther specifies: “at the first device, receiving a message containing
the network address associated with the secure name of the second device”

Mattaway shows that the first device will receive a message containing the network

address associated with the secure name of the second device. For example:

If the callee is active and on—line, the connection server 26 then performs the

primary point-to-point Internet protocol; i.e., the IP address of the callee is

retrieved from the database 34 and sent to the first processing unit 12.

Mattaway at 7:32-37.

Thus, Mattaway shows the step of “at the first device, receiving a message containing the
network address associated with the secure name of the second device.”

Step (c) of claim 2 filrther specifies: “from the first device, sending a message to the

network address associated with the secure name of the second device using a secure
communication link.”

Upon retrieval of the IP address of the callee, “the first processing unit 12 may then

directly establish the point-to-point Internet communications with the callee using the IP address

of the callee.” Mattaway at 7:33-37. Mattaway shows that the WebPhone application enables

users to engage in communications over a secure communication link: “[t]he Web Phone

application enables the parties to converse in real-time, telephone quality, encrypted audio

communication over the Internet and other TCP/IP based networks.” Mattaway at 25:32-34.

Accordingly, Mattaway anticipates claim 2 of the ’ 1 81 patent under 35 U.S.C. § 102(e).

3. Claim 5

Claim 5 of the ’181 patent depends from claim 2, and specifies “wherein receiving the

message containing the network address associated with the secure name of the second device

includes receiving the message in encrypted form.”

Mattaway shows that the WebPhone application enables users to engage in

communications over a secure communication link: “[t]he Web Phone application enables the
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parties to converse in real—time, telephone quality, encrypted audio communication over the

Internet and other TCP/IP based networks.” Mattaway at 25:32—34.

Accordingly, Mattaway anticipates claim 5 of the ’181 patent under 35 U.S.C. § 102(e).

4. Claim 6

Claim 6 depends from claim 2, and specifies that the step of “further including decrypting

the message.”

Because Mattaway discloses that that “[t]he Web Phone application enables the parties to

converse in real-time, telephone quality, encrypted audio communication over the Internet and

other TCP/IP based networks,” Mattaway at 25:32-34, it inherently discloses the ability to

decrypt those encrypted audio communications.

Accordingly, Mattaway anticipates claim 6 of the ’18] patent under 35 U.S.C. § 102(e).

5. Claim 7

Claim 7 of the ’ 181 patent depends from claim 2, and specifies “wherein the second

device is capable of supporting a secure communication link as well as a non-secure

communication link, the method further including establishing a non—secure communication link
with the second device when needed.”

Mattaway discloses a plurality of protocols used to implement the sending and receiving

of messages, for example, “datagram services such as Internet Standard network layering as well

as transport layering, which may include a Transport Control Protocol (TCP) or a User Datagram

Protocol (UDP) 45 on top of the IP.” Mattaway at 6:37-45. See also Mattaway at 17: 1-5 (“The

sockets 1322 are accessible by network 1330 through a number of protocols including Internet

Protocol (IP) 1332, Transmission Control Protocol (TCP) 1334, RealTime Protocol (RTP) 1336

and User Datagram Protocol (UDP) 1338.”). Such protocols may be implemented in order to

engage in point-to-point communications regardless of the security measures utilized.

Accordingly, Mattaway anticipates claim 7 of the ’181 patent under 35 U.S.C. § 102(e).

6. Claim 8

Claim 8 depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving
the network address as an IP address associated with the secure name of the device.”

Mattaway shows that the first device will receive a message containing the network

address associated with the secure name of the second device. For example:

“If the callee is active and on-line, the connection server 26 then performs the

primary point-to-point Internet protocol; i.e., the IP address of the callee is

retrieved from the database 34 and sent to the first processing unit 12.”

Mattaway at 7232-37.
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Accordingly, Mattaway anticipates claim 8 of the ’181 patent under 35 U.S.C. § 102(e).

7. Claim 9

Claim 9 depends from claim 2 and specifies that “further including automatically

initiating the secure communication link after it is enabled.”

Mattaway shows that the WebPhone application enables users to engage in

communications over a secure communication link: “[t]he Web Phone application enables the

parties to converse in real-time, telephone quality, encrypted audio communication over the
Internet and other TCP/IP based networks.” Mattaway at 25:32-34. Further, nothing in the

specification suggests user interaction is involved regarding the underlying actions of the

computer programs that set up the encrypted audio communications.

Accordingly, Mattaway anticipates claim 9 of the ’ 181 patent under 35 U.S.C. § 102(e).

8. Claim 12

Claim 12 depends from claim 2 and specifies “wherein the receiving and sending of

messages includes receiving and sending the messages in accordance with any one of a plurality

of communication protocols.”

Mattaway discloses a plurality of protocols used to implement the sending and receiving

of messages, for example, “datagram services such as Internet Standard network layering as well

as transport layering, which may include a Transport Control Protocol (TCP) or a User Datagram

Protocol (UDP) 45 on top of the IP.” Mattaway at 6:37-45. See also Mattaway at 17:1-5 (“The

sockets 1322 are accessible by network 1330 through a number of protocols including Internet

Protocol (IP) 1332, Transmission Control Protocol (TCP) 1334, RealTime Protocol (RTP) 1336

and User Datagram Protocol (UDP) 1338.”).

Accordingly, Mattaway anticipates claim 12 of the ’181 patent under 35 U.S.C. § 102(e).

9. Claim 13

Claim 13 depends from claim 2 and specifies “wherein the receiving and sending of

messages through the secure communication link includes multiple sessions.”

Mattaway discloses that each call, i.e., session, “may be assigned a successive session

number in sequence, which may be used by the respective processing unit to associate the call
with one of the SLIP/PPP lines, to associate a <ConnectOK> response signal from a <Connect

Request> signal, and to allow for multiplexing and demultiplexing of inbound and outbound
conversations on conference lines . . . .”

Accordingly, Mattaway anticipates claim 13 of the ’181 patent under 35 U.S.C. § 102(e).
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10. Claim 14

Claim 14 depends from claim 2 and specifies “further including supporting a plurality of
services over the secure communication link.”

Mattaway discloses a plurality of protocols used to implement the sending and receiving

of messages, for example, “datagram services such as Internet Standard network layering as well

as transport layering, which may include a Transport Control Protocol (TCP) or a User Datagram

Protocol (UDP) 45 on top of the IP.” Mattaway at 6:37-45. See also Mattaway at 1711-5 (“The

sockets 1322 are accessible by network 1330 through a number of protocols including Internet

Protocol (IP) 1332, Transmission Control Protocol (TCP) 1334, RealTime Protocol (RTP) 1336

and User Datagram Protocol (UDP) 1338.”)

Mattaway also discloses a plurality of application programs, including the

“WEBPHONE® Internet telephony application,” Mattaway at 4:38—41, which is supported by

such graphical user interface programs as “Windows 3.1” or “OS/2 and OS/2 Warp.” Mattaway
at 5:50-54.

Accordingly, Mattaway anticipates claim 14 of the ’ 1 81 patent under 35 U.S.C. § 102(e).

11. Claim 15

Claim 15 depends from claim 14 and specifies “wherein the plurality of services

comprises a plurality of communication protocols, a plurality of application programs, multiple
sessions, or a combination thereof.”

Mattaway discloses a plurality of protocols used to implement the sending and receiving

of messages, for example, “datagram services such as Internet Standard network layering as well

as transport layering, which may include a Transport Control Protocol (TCP) or a User Datagram

Protocol (UDP) 45 on top of the IP.” Mattaway at 6:37-45. See also Mattaway at 17: 1-5 (“The

sockets 1322 are accessible by network 1330 through a number of protocols including Internet

Protocol (IP) 1332, Transmission Control Protocol (TCP) 1334, RealTime Protocol (RTP) 1336

and User Datagram Protocol (UDP) 1338.”)

Mattaway also discloses a plurality of application programs, including the

“WEBPHONE® Internet telephony application,” Mattaway at 4:38-41, which is supported by

such graphical user interface programs as “Windows 3.1” or “OS/2 and OS/2 Warp.” Mattaway
at 5:50—54.

Accordingly, Mattaway anticipates claim 15 of the ’181 patent under 35 U.S.C. § 102(e).

12. Claim 16

Claim 16 depends from claim 15 and specifies “wherein the plurality of application

programs comprises video conferencing, e-mail, a word processing program, telephony or a
combination thereof.”
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The first processing unit “may execute the WEBPHONE® Internet telephony application

. . . which is capable of performing the disclosed point-to-point Internet protocol and system 10,

as described herein.” Mattaway at 4:38-41. In addition, the “WebPhone API 1326 transfers real-

time and streamed audio via the UDP protocol and real-time audio and video data via the UDP

and RTP protocols.” Mattaway at 1725-9.

Accordingly, Mattaway anticipates claim 16 of the ’ l 81 patent under 35 U.S.C. § 102(e).

13. Claim 17

Claim 17 depends from claim 15 and specifies “wherein the plurality of services

comprises audio, video or a combination thereof.”

Mattaway shows that the “[t]he first processing unit “may execute the WEBPHONE®

Internet telephony application . . . which is capable of performing the disclosed point-to-point

Internet protocol and system 10, as described herein.” Mattaway at 4:38-41. Further, the

“WebPhone API 1326 transfers real-time and streamed audio via the UDP protocol and real-

time audio and video data via the UDP and RTP protocols.” Mattaway at 1725-9.

Accordingly, Mattaway anticipates claim 17 of the ’181 patent under 35 U.S.C. § 102(e).

14. Claim 19

Claim 19 depends from claim 2 and specifies “wherein the first device is a computer, and

the steps are performed on the computer.”

Mattaway shows that “[t]he first processing unit 12 includes a processor 14, a memory

16, an input device 18, and an output device 20.” Mattaway at 4:22—24. The first processing unit

“may execute the WEBPHONE® Internet telephony application . . . which is capable of

performing the disclosed point-to—point Internet protocol and system 10, as described herein.”

Mattaway at 4:37-42.

Accordingly, Mattaway anticipates claim 19 of the ’181 patent under 35 U.S.C. § 102(e).

15. Claim 20

Claim 20 depends from claim 2 and specifies “wherein the first device is a client

computer connected to a communication network, and the method is performed by the client

computer on the communication network.”

Mattaway shows that “[t]he first processing unit 12 includes a processor 14, a memory

16, an input device 18, and an output device 20. The output device 20 includes at 25 least one

modem capable of, for example, 14.4 Kilobit-per second communications and operatively
connected via wired and/or wireless communication connections to the Internet or other

computer networks such as an Intranet, i.e., a private computer network.” Mattaway at 4:22-29.

The first processing unit “may execute the WEBPHONE® Internet telephony application . . .

which is capable of performing the disclosed point-to-point Internet protocol and system 10, as

described herein.” Mattaway at 4:37-42.
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Accordingly, Mattaway anticipates claim 20 of the ’ 181 patent under 35 U.S.C. § 102(e).

16. Claim 21

Claim 21 depends from claim 2 and specifies “further including providing an unsecured
name associated with the device.”

Mattaway shows that the disclosed system and methods can include an unsecured name,

such as a user’s “alias.” Mattaway at 11:13-15. The party’s name may be stored in a “personal

information directory” of other parties, Mattaway at 26:43-55, and “a party name field 1402A”

will “display[] the name of the caller when an incoming call arrives,” Mattaway at 26:45-47, and

will when an outgoing call is made, so long as the party name has been stored in the directory.

Mattaway at 26:63-67.

Accordingly, Mattaway anticipates claim 21 of the ’181 patent under 35 U.S.C. § 102(e).

17. Claim 22

Claim 22 depends from claim 2 and specifies “wherein the secure name is registered prior

to the step of sending a message to a secure name service.”

Accordingly, Mattaway anticipates claim 22 of the ’181 patent under 35 U.S.C. § 102(e).

18. Claim 24

Independent claim 24 is directed to “[a] method of using a first device to securely

communicate with a second device over a communication network, the method comprising:

(a) at the first device requesting and obtaining registration of a secure name

for the first device, the secure name being associated with a network

address;

(b) receiving at the network address associated with the secure name of the

first device a message from a second device of the desire to securely

communicate with the first device; and

(c) sending a message securely from the first device to the second device.”

The preamble is directed to “[a] method of using a first device to securely communicate

with a second device over a communication network. Mattaway teaches, for example:

a computer program product for use with a computer system compris[ing] a

computer usable medium having computer readable program code means

embodied thereon comprising code means for transmitting from a client

process to a server a query as to whether a second client process is connected

to the computer network, program code means for receiving the network

protocol address of the second process form the server, and program code

responsive to the network protocol address of the second client process for

establishing a point-to—point communications link between the first client

process and the second client process. Mattaway at 328—20.
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Mattaway teaches a first processing unit 12 for sending at least a voice signal from a first

user to a second user. The first processing unit 12 includes a processor 14, a memory 16, an

input device 18, and an output device 20, as shown in Figure 1:

SECOND
PROCESSING

UNIT 
Mattaway discloses that the first and second processing units (12, 22) may comprise VOIP

(“Voice Over Internet Protocol”) software that enable communications with other, for example,

processing unites:

In an exemplary embodiment, each of the processing units 12, 22 may execute

the WEBPHONE® Internet telephony application available from NetSpeak

Corporation, 40 Boca Raton, Fla., which is capable of performing the

disclosed point-to-point Internet protocol and system 10, as described herein.

Thus, Mattaway discloses “[a] method of using a first device to securely communicate
with a second device over a communication network.”

Step (a) of claim 24 further specifies: “at the first device requesting and obtaining

registration of a secure name for the first device, the secure name being associated with a
network address”

Mattaway discloses a registration process in which the first processing unit registers a

secure name associated with an IP address. For example:

Upon the first user initiating the point-to-point Internet protocol when the first

user is logged on to the Internet 24, the first processing unit 12 automatically

transmits its associated E-mail address and its dynamically allocated IP
address to the connection server 26. The connection server 26 then stores

these addresses in the database 34 . . . . Mattaway at 6:60-65.
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Thus, Mattaway shows the step of “at the first device requesting and obtaining

registration of a secure name for the first device, the secure name being associated with a
network address.”

Step (b) of claim 24 further specifies: “receiving at the network address associated with

the secure name of the first device a message from a second device of the desire to securely
communicate with the first device.”

Mattaway shows that the first device will receive a message from a second device of the

desire to securely communicate. For example:

“If the callee is active and on-line, the connection server 26 then performs the

primary point—to-point Internet protocol; i.e., the IP address of the callee is

retrieved from the database 34 and sent to the first processing unit 12.”

Mattaway at 7:3 2-3 7.

Mattaway describes two protocols for establishing point-to-point secure communications

between two networked devices. The first protocol utilizes a connection server to implement a

one-to—one mapping of E—mail addresses to Internet Protocol addresses.” Mattaway at 18:41—45.

The basic steps of this process are described in Figure 16A, which identifies the sending and

receipt of a message of the intent to securely communicate. The receipt is represented by the

<CONNECT ACK> packet, illustrated by decisional block 1616 and process block 1618:
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Figure 16A

Mattaway also describes a second protocol that involves sending messages via a mail

server in order to implement the disclosed point-to-point communications protocol. For

example:

As described above, the first processing unit 12 may send the <ConnectReq>

message in response to an unsuccessful attempt to perform the primary point-

to-point Internet protocol. Alternatively, the first processing unit 12 may send

the <ConnectReq> message in response to the first user initiating a SEND

command or the like. After the <ConnectRequest> message via E-mail is

sent, the first processing unit 12 opens a socket and waits to detect a response

from the second processing unit 22. A timeout timer, such as timer 32, may be

set by the first processing unit 12, in a manner known in the art, to wait for a

predetermined duration to receive a <ConnectOK> signal. The processor 14 of

the first processing unit 12 may cause 40 the output device 20 to output a Ring
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signal to the user, such as an audible ringing sound, about every 3 seconds.

Mattaway at 8:25-44.

Thus, Mattaway discloses “receiving at the network address associated with the secure

name of the first device a message from a second device of the desire to securely communicate
with the first device.”

Step (c) of claim 24 further specifies: “sending a message securely from the first device
to the second device.” .

Mattaway shows that the WebPhone application enables users to engage in

communications over a secure communication link: “[t]he Web Phone application enables the

parties to converse in real-time, telephone quality, encrypted audio communication over the

Internet and other TCP/IP based networks.” Mattaway at 25:32-34.

Accordingly, Mattaway anticipates claim 24 of the ’ 1 81 patent under 35 U.S.C. § 102(6).

19. Claim 25

Claim 25 depends from claim 24 and specifies “wherein requesting and obtaining

registration of a secure name for the first device comprises using the first device to obtain a

registration of the secure name for the first device, and wherein sending a message securely

comprises sending the message from the first device to the second device using a secure
communication link.”

Mattaway discloses a registration process in which the first processing unit registers a

secure name associated with an IP address. For example:

Upon the first user initiating the point-to-point Internet protocol when the first

user is logged on to the Internet 24, the first processing unit 12 automatically

transmits its associated E-mail address and its dynamically allocated IP
address to the connection server 26. The connection server 26 then stores

these addresses in the database 34 . . . . Mattaway at 6:60-65.

Mattaway also shows that the WebPhone application enables users to engage in

communications over a secure communication link: “[t]he Web Phone application enables the

parties to converse in real-time, telephone quality, encrypted audio communication over the

Internet and other TCP/IP based networks.” Mattaway at 25:32-34. Thus, Mattaway discloses

the step of “sending a message securely from the first device to the second device.”

Accordingly, Mattaway anticipates claim 25 of the ’ 1 81 patent under 35 U.S.C. § 102(6).

20. Claim 26

Independent claim 26 is directed to “[a] method of using a first device to communicate

with a second device over a communication network, the method comprising:

(a) from the first device requesting and obtaining registration of an unsecured
name associated with the first device;
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(b) from the first device requesting and obtaining registration of a secure

name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device;

(c) receiving at the unique network address associated with the secure name a

message from a second device requesting the desire to securely

communicate with the first device; and

(d) from the first device sending a message securely from the first device to
the second device.”

The preamble describes “[a] method of using a first device to communicate with a second

device over a communication network, the method . . . .” Mattaway teaches, for example:

a computer program product for use with a computer system compris[ing] a

computer usable medium having computer readable program code means

embodied thereon comprising code means for transmitting from a client

process to a server a query as to whether a second client process is connected

to the computer network, program code means for receiving the network

protocol address of the second process form the server, and program code

responsive to the network protocol address of the second client process for

establishing a point-to-point communications link between the first client

process and the second client process. Mattaway at 3:8-20.

Mattaway teaches a first processing unit 12 for sending at least a voice signal from a first user to

a second user. The first processing unit 12 includes a processor 14, a memory 16, an input

device 18, and an output device 20, as shown in Figure 1:

SECOND
PROCESSWG

UNIT 
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Mattaway discloses that the first and second processing units (12, 22) may comprise VOIP

(“Voice Over Internet Protocol”) software that enable communications with other, for example,

processing unites:

In an exemplary embodiment, each of the processing units 12, 22 may execute

the WEBPHONE® Internet telephony application available from NetSpeak

Corporation, 40 Boca Raton, Fla., which is capable of performing the

disclosed point-to-point Internet protocol and system 10, as described herein.

Thus, Mattaway discloses “[a] method of using a first device to communicate with a
second device over a communication network.”

Step (a) of claim 26 further specifies: “from the first device requesting and obtaining

registration of an unsecured name associated with the first device.”

Mattaway shows that the disclosed system and methods can include an unsecured name,

such as a user’s “alias.” Mattaway at 11:13—15. The party’s name may be stored in a “personal

information directory” of other parties, Mattaway at 26:43-55, and “a party name field 1402A”

will “display[] the name of the caller when an incoming call arrives,” Mattaway at 26:45—47, and

will when an outgoing call is made, so long as the party name has been stored in the directory.

Mattaway at 26:63—67.

Thus, Mattaway discloses the step of “from the first device requesting and obtaining

registration of an unsecured name associated with the first device.”

Step (b) of claim 26 further specifies: “from the first device requesting and obtaining

registration of a secure name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device.”

Mattaway discloses a registration process in which the first processing unit registers a

secure name associated with an IP address. For example:

Upon the first user initiating the point-to-point Internet protocol when the first

user is logged on to the Internet 24, the first processing unit 12 automatically

transmits its associated E—mail address and its dynamically allocated IP
address to the connection server 26. The connection server 26 then stores

these addresses in the database 34 . . . . Mattaway at 6:60-65.

Thus, Mattaway discloses the step of “receiving at the network address associated with

the secure name of the first device a message from a second device of the desire to securely
communicate with the first device.”

Step (c) of claim 26 further specifies: “receiving at the unique network address

associated with the secure name a message from a second device requesting the desire to

securely communicate with the first device.”

Mattaway shows that the first device will receive a message from a second device of the

desire to securely communicate. For example:
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If the callee is active and on-line, the connection server 26 then performs the

primary point-to-point Internet protocol; i.e., the IP address of the callee is

retrieved from the database 34 and sent to the first processing unit 12.

Mattaway at 7:32-37.

Mattaway describes two protocols for establishing point-to-point secure communications

between two networked devices. The first protocol utilizes a connection server to implement a

one-to—one mapping of E-mail addresses to Internet Protocol addresses.” Mattaway at 18:41-45.

The basic steps of this process are described in Figure 16A, which identifies the sending and

receipt of a message of the intent to securely communicate. The receipt is represented by the

<CONNECT ACK> packet, illustrated by decisional block 1616 and process block 1618:

  
  
  

 
 
 

<CONNEC! 850:»
RECEWED

?

EXTRACT EMAIL
ADDRESS

 
  
 

SEND ERROR

MESSAGE OR

<OFF UNE>
 

 FORWARD ENML

ADDRESS TO DATABASE

  Figure 16A

Mattaway also describes a second protocol that involves sending messages via a mail

server in order to implement the disclosed point-to-point communications protocol. For

example:
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As described above, the first processing unit 12 may send the <ConnectReq>

message in response to an unsuccessful attempt to perform the primary point-

to-point Internet protocol. Alternatively, the first processing unit 12 may send

the <ConnectReq> message in response to the first user initiating a SEND

command or the like. After the <ConnectRequest> message via E-mail is

sent, the first processing unit 12 opens a socket and waits to detect a response

from the second processing unit 22. A timeout timer, such as timer 32, may be

set by the first processing unit 12, in a manner known in the art, to wait for a

predetermined duration to receive a <ConnectOK> signal. The processor 14 of

the first processing unit 12 may cause 40 the output device 20 to output a Ring

signal to the user, such as an audible ringing sound, about every 3 seconds.

Mattaway at 8:25-44.

Thus, Mattaway discloses the step of “receiving at the unique network address associated

with the secure name a message from a second device requesting the desire to securely
communicate with the first device.”

Step (d) of claim 26 further specifies: “sending a message securely from the first device
to the second device.”

Mattaway shows that the WebPhone application enables users to engage in

communications over a secure communication link: “[t]he Web Phone application enables the

parties to converse in real-time, telephone quality, encrypted audio communication over the

Internet and other TCP/IP based networks.” Mattaway at 25:32-34. Thus, Mattaway discloses

the step of “sending a message securely from the first device to the second device.”

Accordingly, Mattaway anticipates claim 26 of the ’ 1 81 patent under 35 U.S.C. § 102(e).

21. Claim 27

Claim 27 depends from claim 26 and specifies:

(a) “wherein requesting and obtaining registration of an unsecured name associated

with the first device comprises using the first device to obtain a registration of the

unsecured name associated with the first device, and

(b) wherein requesting and obtaining registration of a secure name associated with

the first device comprises using the first device to obtain a registration of the
secure name associated with the first device."

Step (3) of claim 27 further specifies: “wherein requesting and obtaining registration of

an unsecured name associated with the first device comprises using the first device to obtain a

registration of the unsecured name associated with the first device.”

Mattaway shows that the disclosed system and methods can include an unsecured name,

such as a user’s “alias.” Mattaway at 11:13-15. The party’s name may be stored in a “personal

information directory” of other parties, Mattaway at 26:43—55, and “a party name field 1402A”

will “display[] the name of the caller when an incoming call arrives,” Mattaway at 26:45-47, and
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will when an outgoing call is made, so long as the party name has been stored in the directory.

Mattaway at 26:63-67.

Thus, Mattaway discloses the step of “wherein requesting and obtaining registration of an

unsecured name associated with the first device comprises using the first device to obtain a

registration of the unsecured name associated with the first device.”

Step (b) of claim 27 further specifies: “wherein requesting and obtaining registration of a

secure name associated with the first device comprises using the first device to obtain a

registration of the secure name associated with the first device.”

Mattaway discloses a registration process in which the first processing unit registers a

secure name associated with an IP address. For example:

Upon the first user initiating the point—to—point Internet protocol when the first

user is logged on to the Internet 24, the first processing unit 12 automatically

transmits its associated E-mail address and its dynamically allocated IP
address to the connection server 26. The connection server 26 then stores

these addresses in the database 34 . . . . Mattaway at 6:60-65.

Thus, Mattaway discloses the step of “wherein requesting and obtaining registration of a secure

name associated with the first device comprises using the first device to obtain a registration of
the secure name associated with the first device.”

Accordingly, Mattaway anticipates claim 27 of the ’181 patent under 35 U.S.C. § 102(e).

22. Claim 28

Independent claim 28 is directed to “[a] non-transitory machine—readable medium

comprising instructions for:

(a) sending a message to a secure name service, the message requesting a network
address associated with a secure name of a device;

(b) receiving a message containing the network address associated with the secure
name of the device; and

(c) sending a message to the network address associated with the secure name of the

device using a secure communication link.

Accordingly, Mattaway anticipates claim 28 of the ’ 1 81 patent under 35 U.S.C. § 102(e).

The preamble of claim 28 is directed to “[a] non-transitory machine-readable medium

comprising constructions . . . .” Mattaway teaches, for example:

a computer program product for use with a computer system compris[ing] a

computer usable medium having computer readable program code means

embodied thereon comprising code means for transmitting from a client
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process to a server a query as to whether a second client process is connected

to the computer network, program code means for receiving the network

protocol address of the second process form the server, and program code

responsive to the network protocol address of the second client process for

establishing a point-to—point communications link between the first client

process and the second client process. Mattaway at 3:8-20.

Mattaway teaches a first processing unit 12 for sending at least a voice signal from a first user to

a second user. The first processing unit 12 includes a processor 14, a memory 16, an input

device 18, and an output device 20, as shown in Figure 1:

SECOND
PROCESSING

UNIT 
Mattaway discloses that the first and second processing units (12, 22) may comprise VOIP

(“Voice Over Internet Protocol”) software that enable communications with other, for example,

processing unites:

In an exemplary embodiment, each of the processing units 12, 22 may execute

the WEBPHONE® Internet telephony application available from NetSpeak

Corporation, 40 Boca Raton, Fla., which is capable of performing the

disclosed point-to-point Internet protocol and system 10, as described herein.

Thus, Mattaway discloses “[a] non—transitory machine—readable medium comprising
constructions.”

Step (a) of claim 28 further specifies: “sending a message to a secure name service, the

message requesting a network address associated with a secure name of a device.”

Mattaway shows that a first user must query the connection server in order to obtain the

network address associated with the secure name of the second device. For example:
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The first processing unit 12 then sends a query, including the E-mail address

of the callee, to the connection server 26. The connection server 26 then

searches the database 34 to determine whether the callee is logged-in by

finding any stored information corresponding to the callee's E-mail address

indicating that the callee is active and on-line. If the callee is active and on-

line, the connection server 26 then performs the primary point-to—point

Internet protocol; i.e., the IP address of the callee is retrieved from the

database 34 and sent to the first processing unit 12. Mattaway at 7:24-37.

Thus, Mattaway discloses the step of “sending a message to a secure name service, the

message requesting a network address associated with a secure name of a device.”

Step (b) of claim 28 further specifies: “receiving a message containing the network
address associated with the secure name of the device.”

Mattaway shows that the first device will receive a message from containing the network

address associated with the secure name of the second device. For example:

If the callee is active and on-line, the connection server 26 then performs the

primary point-to-point Internet protocol; i.e., the IP address of the callee is

retrieved from the database 34 and sent to the first processing unit 12.

Mattaway at 7:32-37.

Thus, Mattaway discloses the step of “receiving a message containing the network
address associated with the secure name of the device.”

Step (c) of claim 26 further specifies: “sending a message to the network address

associated with the secure name of the device using a secure communication link.”

Mattaway shows that the WebPhone application enables users who have established a

connection via the disclosed point-to-point protocol to engage in communications over a secure

communication link: “[t]he Web Phone application enables the parties to converse in real-time,

telephone quality, encrypted audio communication over the Internet and other TCP/IP based

networks.” Mattaway at 25:32—34. Thus, Mattaway discloses the step of “sending a message to

the network address associated with the secure name of the device using a secure communication
link.”

Accordingly, Mattaway anticipates claim 28 of the ’ l 81 patent under 35 U.S.C. § 102(c).

23. Claim 29

Independent claim 29 is directed to “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name, the

method comprising:

(a) receiving at a network address associated with a secure name of a first device a

message from a second device requesting the desired to securely communicate

with the first device, wherein the secure name of the first device is registered; and
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(b) sending a message securely from the first device to the second device.

The preamble of claim 29 is directed to “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name . . .

.” Mattaway teaches, for example:

a computer program product for use with a computer system compris[ing] a

computer usable medium having computer readable program code means

embodied thereon comprising code means for transmitting from a client

process to a server a query as to whether a second client process is connected

to the computer network, program code means for receiving the network

protocol address of the second process form the server, and program code

responsive to the network protocol address of the second client process for

establishing a point-to-point communications link between the first client

process and the second client process. Mattaway at 3:8-20.

Mattaway teaches a first processing unit 12 for sending at least a voice signal from a first user to

a second user. The first processing unit 12 includes a processor 14, a memory 16, an input

device 18, and an output device 20, as shown in Figure 1:

SECOND
PROCESSING

UNIT

FIG. 1

 
Mattaway discloses that the first and second processing units (12, 22) may comprise VOIP

(“Voice Over Internet Protocol”) software that enable communications with other, for example,

processing unites:

In an exemplary embodiment, each of the processing units 12, 22 may execute

the WEBPHONE® Internet telephony application available from NetSpeak

Corporation, 40 Boca Raton, Fla., which is capable of performing the

disclosed point-to-point Internet protocol and system 10, as described herein.

Thus, Mattaway discloses “[a] non-transitory machine-readable medium comprising

instructions for a method of communicating with a device having a secure name . . . .”
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Step (a) of claim 29 further specifies: “receiving at a network address associated with a
secure name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered.”

Mattaway shows that the first device will receive a message from a second device of the

desire to securely communicate. For example:

If the callee is active and on—line, the connection server 26 then performs the

primary point—to-point Internet protocol; i.e., the IP address of the callee is

retrieved from the database 34 and sent to the first processing unit 12.

Mattaway at 7232-3 7.

Mattaway describes two protocols for establishing point-to—point secure communications
between two networked devices. The first protocol utilizes a connection server to implement a

one-to-one mapping of E-mail addresses to Internet Protocol addresses.” Mattaway at 18:41-45.

The basic steps of this process are described in Figure 16A, which identifies the sending and

receipt of a message of the intent to securely communicate. The receipt is represented by the

<CONNECT ACK> packet, illustrated by decisional block 1616 and process block 1618:
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Figure 16A

Mattaway also describes a second protocol that involves sending messages via a mail

server in order to implement the disclosed point-to—point communications protocol. For

example:

As described above, the first processing unit 12 may send the <ConnectReq>

message in response to an unsuccessful attempt to perform the primary point-

to—point Internet protocol. Alternatively, the first processing unit 12 may send

the <ConnectReq>message in response to the first user initiating a SEND

command or the like After the <ConnectRequest> message via E-mail is sent,

the first processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32, may be set

by the first processing unit 12, in a manner known in the art, to wait for a

predetermined duration to receive a <ConnectOK> signal. The processor 14 of

the first processing unit 12 may cause 40 the output device 20 to output a Ring

93

Petitioner Apple Inc. - Exhibit 1072, p. 149



Petitioner Apple Inc. - Exhibit 1072, p. 150

Request for Reexamination of U.S. Patent No. 8,051,181

signal to the user, such as an audible ringing sound, about every 3 seconds.

Mattaway at 8:25-44.

Thus, Mattaway discloses the step of “receiving at a network address associated with a

secure name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered.”

Step (b) of claim 29 further specifies: “sending a message securely from the first device
to the second device.”

Mattaway shows that the WebPhone application enables users to engage in

communications over a secure communication link: “[t]he Web Phone application enables the

parties to converse in real-time, telephone quality, encrypted audio communication over the
Internet and other TCP/IP based networks.” Mattaway at 25:32-34. Thus, Mattaway discloses

“sending a message securely from the first device to the second device.”

Accordingly, Mattaway anticipates claim 29 of the ’181 patent under 35, U.S.C. § 102(e).

D. Ground Nos. 4-5: Claims 3-4, 10-11, 18 and 23 would have been obvious to a

person of ordinary skill under 35 U.S.C. § 103 based on Mattaway in view of
Beser and RFC 2401.
 

1. Relevant Teachings of the Primary Reference

A detailed explanation of how Mattaway anticipates claim 2 is provided in § VA.

2. Relevant Teachings of the Secondary References

a. Relevant Teachings of Beser
 

Beser generally describes methods and systems for establishing a secure communication
link via a tunneling association in a data network. Beser explains that its method involves

“negotiating private addresses, such as private Internet Address, for the ends of the tunneling
association.” See Beser, Abstract. Beser further explains that:

 

 

The negotiation is performed on a public network, such as the Internet,

through a trusted-third party without revealing the private addresses. The

method provides for hiding the identity of the originating and terminating

ends of the tunneling association from the other users of the public network.

Hiding the identities may prevent interception of media flow between the ends
of the tunneling association or eavesdropping on Voice-over-lntemet-Protocol
calls. The method increases the security of communication on the data

network without imposing a computational burden on the devices in the data

network. Beser, Abstract.

Beser explains that its methods involve a first and second network device, and a “trusted—
third-party network device.” According to Beser, the first and second network device “may be
modified routers or modified gateways.” Beser at 4:7-11. Beser further explains that in an
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exemplary preferred embodiment, the first or second network devices is an “edge router,” which

Beser explains “routes data packets between one or more networks such as a backbone network

(e.g., a public network 12) and Local Area Networks (e.g., private network 20).” Id. at 4:19-24.

An edge router is a computer, as it has a CPU, memory and storage.

 

Beser further explains that “the data network also includes network devices (24, 26) that

are originating and terminating ends of data flow.” Id. at 4:43-44. Em indicates that these

devices can include telephony and multimedia devices, and that data that is to be transmitted

through the IP tunnels made by the 3% methods can include such telephony or multimedia

applications. 3155:; at 4:47—50.

 

b. Relevant Teachings of RFC 2401

Generally, RFC 2401 is concerned with providing high quality security for Internet

transactions that is adaptable to particular implementation needs and that facilitates

interoperability over the Internet. See, e. g., RFC 2401 at 4-5 (“The set of IPsec protocols

employed in any context, and the ways in which they are employed, will be determined by the

security and system requirements of users, applications, and/or sites/organizations”; see also Id.

at 5 (“A standard set of default algorithms is specified to facilitate interoperability in the global
Internet. The use of these algorithms, in conjunction with IPsec traffic protection and key

management protocols, is intended to permit system and application developers to deploy high

quality, Internet layer, cryptographic security technology”).

In particular, RFC 2401 defines the IPSec Protocol, and provides a detailed explanation

of how to implement a secure communication link in an IP tunneling model. In particular, m

2401 describes particular “cases” to implement secure communications involving a VPN,

including “Case 3” which describes VPN implementation where edge routers on two different
networks are used to establish an encrypted IP tunnel through which the network devices will
communicate. RFC 2401 at 24-26.

 

3. Ground No. 4: Claims 3-4, 10-11, 18 and 23 would have been

obvious to a person of ordinary skill under 35 U.S.C. § 103

based on Mattaway in view of Beser.

a. Claim 3

Claim 3 depends from claim 2, and specifies “wherein the secure name of the second
device is a secure domain name.

Beser teaches that the “secure name,” i.e., the “unique identifier,” can be a secure domain

name. Beser at 10:38-41 (“In another exemplary preferred embodiment of the present invention,

the unique identifier is any of a dial-up number, an electronic mail address, or a domain
name.” .

 

A person skilled in the art before the effective filing date of the ’181 patent would have
immediately recognized the beneficial use of secure domain names disclosed by Beser would

have been equally useful to those methods already described by Mattaway.
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Accordingly, Mattaway in view of Beser would render obvious claim 3 of the ’181 patent

under 35 U.S.C.§ 103.

 

b. Claim 4

Claim 4 depends from claim 2, and specifies “wherein the secure name indicates

security.”

Mattaway recognizes the importance that data exchanged in the disclosed system utilize

security measures to protect communications: “[t]he Web Phone application enables the parties
to converse in real-time, telephone quality, encrypted audio communication over the Internet

and other TCP/IP based networks.” Mattaway at 25:32-34.

The unique identifier disclosed in Beser is recognized by the trusted-third-party device as

being secure and therefore implements protocols in order to obfuscate it from discovery by

untrusted parties:

For each transfer of a packet from the first network device 14 to the trusted-

third-party network device 30, the first network device 14 constructs an IP 58

packet. . . . The IP 58 packets may require encryption or authentication to

ensure that the unique identifier cannot be read on the public network 12.

Beser at 11:13-25 (emphasis added).

A person skilled in the art before the effective filing date of the ’181 patent would have

immediately recognized the beneficial use of secure names that indicate security as disclosed by

Beser would have been equally useful to those methods already described by Mattaway.
 

Accordingly, Mattaway in view of Beser would render obvious claim 4 of the 5181 patent

under 35 U.S.C. § 103.

 

c. Claim 10

Claim 10 depends from claim 2, and specifies “wherein receiving a message containing

the network address associated with the secure name of the device includes receiving the

message at the first device through tunneling within the secure communication link.”

Mattaway recognizes the importance that data exchanged in the disclosed system utilize

security measures to protect communications: “[t]he Web Phone application enables the parties

to converse in real-time, telephone quality, encrypted audio communication over the Internet

and other TCP/IP based networks.” Mattaway at 25:32-34.

A person skilled in the art before the effective filing date of the ’181 patent would have

immediately recognized the beneficial use of tunneling disclosed by Beser would have been

equally useful to those methods already described by Mattaway.

Accordingly, Mattaway in view of Beser would render obvious claim 10 of the ’ 181

patent under 35 U.S.C. § 103.
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(1. Claim 11

Claim 11 of the ’ 1 81 patent depends from claim 2, and specifies “wherein receiving a

message containing the network address associated with the secure name of the device includes

receiving the message in the form of at least one tunneled packet.”

Mattaway recognizes the importance that data exchanged in the disclosed system utilize

security measures to protect communications: “[t]he Web Phone application enables the parties

to converse in real—time, telephone quality, encrypted audio communication over the Internet

and other TCP/IP based networks.” Mattaway at 25:32-34.

Beser shows that one of the security measures that can be performed by the disclosed

methods “is that of initiating and maintaining a virtual tunnel.” fiesi at 6:58-59. Beser

emphasizes the importance of protecting the negotiation process in order to protect from hackers

the identities of the originating and terminating telephony devices:

 

 

The negotiation ensures that neither the private nor any public IP 58 addresses

for the ends of the VoIP association appear in the source 88 or destination 9O

address fields of the IP 58 packets that comprise the negotiation. . . . In this

manner the identities of the originating 24 and terminating 26 telephony

devices are inside the payload fields 84 of the IP 58 packets and may be

hidden from hackers on the public network 12. The negotiation may occur

through the trusted-third-party network device 30 to further ensure the

anonymity of the telephony devices (24, 26). Beser at 12:6-19.
 

 
Additionally, Beser teaches that when anonymity is required, encryption can be used:

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network. Beser at 2:6-12.
 

A person skilled in the art before the effective filing date of the ’181 patent would have

immediately recognized the beneficial use of tunneling disclosed by Beser would have been

equally useful to those methods already described by Mattaway.

Accordingly, Mattaway in view of Beser would render obvious claim 11 of the ’ 181

patent under 35 U.S.C. § 103.

 

e. Claim 18

Claim 18 depends from claim 2 and specifies “wherein the secure communication link is
an authenticated link.”
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Mattaway recognizes the importance that data exchanged in the disclosed system utilize

security measures to protect communications: “[t]he Web Phone application enables the parties

to converse in real-time, telephone quality, encrypted audio communication over the Internet

and other TCP/IP based networks.” Mattaway at 25:32-34.

Beser shows that it might be necessary to require authentication to conjunction with the

secure communication link. Beser at 11:22-25 (“The IP 58 packets may require encryption or

authentication to ensure that the unique identifier cannot be read on the public network 12.)

 

A person skilled in the art before the effective filing date of the ’181 patent would have

immediately recognized the beneficial use of authentication by Beser would have been equally

useful to those methods already described by Mattaway.

 

Accordingly, Mattaway in view of Beser would render obvious claim 18 of the ’ 181

patent under 35 U.S.C. § 103.

 

f. Claim 23

Claim 23 depends from claim 2 and specifies “wherein the secure name of the second

device is a secure, non-standard domain name.”

Beser teaches that the “secure name,” i.e., the “unique identifier,” can be a secure domain

name, or in fact, other names which would not be resolvable by a DNS server. Beser at 10:38-41

(“In another exemplary preferred embodiment of the present invention, the unique identifier is

any of a dial-up number, an electronic mail address, or a domain name”).

 

 

A person skilled in the art before the effective filing date of the ’181 patent would have

immediately recognized the beneficial use of secure, non-stande domain names disclosed by

Beser would have been equally useful to those methods already described by Mattaway.
 

Accordingly, Mattaway in view of Beser would render obvious claim 23 of the ’181

patent under 35 U.S.C. § 103.

4. Ground No. 5: Claims 10 and 11 would have been obvious to a

person of ordinary skill under 35 U.S.C. § 103 based on

Mattaway in view of RFC 2401.

a. Claim 10

Claim 10 depends from claim 2, and specifies “wherein receiving a message containing

the network address associated with the secure name of the device includes receiving the

message at the first device through tunneling within the secure communication link.”

Mattaway recognizes the importance that data exchanged in the disclosed system utilize

security measures to protect communications: “[t]he Web Phone application enables the parties

to converse in real-time, telephone quality, encrypted audio communication over the Internet

and other TCP/IP based networks.” Mattaway at 2532-34.
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Generally, RFC 2401 is concerned with providing high quality security for Internet

transactions that is adaptable to particular implementation needs and that facilitates

interoperability over the Internet. See, e. g., RFC 2401 at 4-5 (“The set of IPsec protocols

employed in any context, and the ways in which they are employed, will be determined by the

security and system requirements of users, applications, and/or sites/organizations”; see also Id.

at 5 (“A standard set of default algorithms is specified to facilitate interoperability in the global

Internet. The use of these algorithms, in conjunction with IPsec traffic protection and key

management protocols, is intended to permit system and application developers to deploy high

quality, Internet layer, cryptographic security technology.”).

In particular, RFC 2401 defines the IPSec Protocol, and provides a detailed explanation

of how to implement a secure communication link in an IP tunneling model. In particular, R_F_C

2401 describes particular “cases” to implement secure communications involving a VPN,

including “Case 3” which describes VPN implementation where edge routers on two different

networks are used to establish an encrypted IP tunnel through which the network devices will
communicate. RFC 2401 at 24—26.

 

A person skilled in the art before the effective filing date of the ’ 181 patent would have

immediately recognized the beneficial use of tunneling disclosed by RFC 2401 would have been

equally useful to those methods already described by Mattaway.

Accordingly, Mattaway in view of RFC 2401 would render obvious claim 10 of the ’181

patent under 35 U.S.C. § 103.

b. Claim 11

Claim 11 of the ’181 patent depends from claim 2, and specifies “wherein receiving a

message containing the network address associated with the secure name of the device includes

receiving the message in the form of at least one tunneled packet.”

Generally, RFC 2401 is concerned with providing high quality security for Internet

transactions that is adaptable to particular implementation needs and that facilitates

interoperability over the Internet. See, e.g., RFC 2401 at 4-5 (“The set of IPsec protocols

employed in any context, and the ways in which they are employed, will be determined by the

security and system requirements of users, applications, and/or sites/organizations”; see also Id.

at 5 (“A standard set of default algorithms is specified to facilitate interoperability in the global

Internet. The use of these algorithms, in conjunction with IPsec traffic protection and key

management protocols, is intended to permit system and application developers to deploy high

quality, Internet layer, cryptographic security technology”).

In particular, RFC 2401 defines the IPSec Protocol, and provides a detailed

explanation of how to implement a secure communication link in an IP tunneling model. In

particular, RFC 2401 describes particular “cases” to implement secure communications
involving a VPN, including “Case 3” which describes VPN implementation where edge routers

on two different networks are used to establish an encrypted IP tunnel through which the
network devices will communicate. RFC 2401 at 24-26.
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Mattaway recognizes the importance that data exchanged in the disclosed system utilize
security measures to protect communications: “[t]he Web Phone application enables the parties
to converse in real-time, telephone quality, encrypted audio communication over the Internet

and other TCP/IP based networks.” Mattaway at 25:32-34.

A person skilled in the art before the effective filing date of the ’181 patent would have
immediately recognized the beneficial use of tunneling disclosed by RFC 2401 would have been

equally useful to those methods already described by Mattaway.

Accordingly, Mattaway in view of Beser would render obvious claim 11 of the ’181

patent under 35 U.S.C. § 103.
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VI. DETAILED EXPLANATION OF MANNER OF APPLYING LENDENMANN T0 CLAIMS 1-29

AND PROPOSED REJECTIONS BASED ON GROUND NOS. 6-8.

Exhibit C3 correlates each of claims 1-29 of the ’ 181 patent with the section of the

present request that sets out the detailed basis for anticipation and/or obviousness of the claim,

along with an identification of the relevant portions of Lendenmann, alone and in conjunction

with Beser, and RFC 2401. Requester notes that any emphasis indicated in quotations or other

citations (e. g., as shown in bold faced text) has been added and is not original to the references
cited in this section, unless otherwise noted.

A. Ground No. 6: Claims 1-9, 12-15, 18-29 are anticipated under 35 U.S.C.

§ 102(b) by Lendenmann

Lendenmann describes an implementation of the Open Software Foundation Distributed

Computing Environment (“DCE”), which is a set of integrated services designed to support the

development and use of distributed applications across a networked environment. The collection

of machines, Operating systems and networks, when managed by a single set of the disclosed

DCE services is known as a DCE cell. The architecture is shown graphically below:

Time Directory
Service Service

Operatkig System and Transport Services

Figure 3. DCE Architecture

 
The software system described in Lendenmann provides a broad set Of networking

capabilities, including name resolution, security, and remote access features across a distributed

network. For example, Lendenmann discloses naming services within DCE that provide name

resolution for conventional public domain names and/or other unsecure names—such as Internet

DNS or the CCITT X.500 naming scheme. Lendenmann additionally describes An exemplary

comparison of the name representations disclosed in Lendenmann are shown in Figure 10:
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C=UK C=US

O=OSF

/\
OU=CAMB

I..JC=US/O=OSF/OU£AMB I..Jilso.ibm.com

top-down name bottom-up name
 
Figure 10. Comparison of Ceil Name Representations

Lendenmann further teaches that users of its system are able to establish secure

communications links within a cell in the DCE system utilizing the network address associated

with the X500 name, i.e., a secure name. Establishing such communications is through

interaction with the directory and naming services disclosed and implementation of a remote

procedure call (“RFC”), which provides the authenticated and encrypted communication
between two devices.

In sum, Lendenmann discloses a system for securely communicating between two

devices on a distributed network. The disclosed system utilizes secure and unsecured names in

order to facilitate a secure communication link between two participating devices. Lendenmann

thus provides a new and relevant disclosure in View of those references already considered by the
Office.

1. Claim 1

Claim 1 is directed to “[a] non-transitory machine-readable medium comprising

instructions for a method of communicating with a first device associated with a secure name

and an unsecured name, the method comprising”:

(a) receiving, at a network address corresponding to the secure name

associated with the first device, a message from a second device of the

desire to securely communicate with the first device; and

(b) sending a message over a secure communication link from the first device
to the second device.

The preamble of claim 1 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a first device associated with a
secure name and an unsecured name . . . .” The Open Software Foundation Distributed

Computing Environment (“DCE”) is a software system touting “a set of integrated services
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designed to support the development and use of distributed applications” in order to facilitate
secure communications among devices within the DC. Lendenmann at 1. Each device within a
DCE is associated with one or more secure and unsecured names. In a DCE, names can be

assigned to each application, server, client, and/or machine. Multiple applications and/or servers
can reside on a single machine, and the name of each machine, application, and server is

contained in a DNS-type look-up service, called the Cell Directory Server (“CDS”). A query to

the CDS using the disclosed application and/or devices results in the return of the IP address of

the device and/or application queried. This collection of applications, servers, and/or services is

referred to in OSF DCE as “network resources.” Each DCE Cell is further represented in the

Internet DNS system with an unsecured name.

In the DCE environment, a DCE Cell is a collection of machines that comprise a Security

Server and a Cell Directory Server. For example:

The collection of machines that are managed together as a DCE unit is

referred to as a cell. At a minimum, a cell must contain a Security Server, a

Cell Directory Server and Distributed Time Servers. All of these services may

run on one machine, or the servers can be spread among the machines that are

to be part of the cell. The Directory, Time and Security Services are

collectively known as the core services. Lendenmann at 9.

DCE Directory Services allow users to identify, by name, network resources for access

using either a DNS name or a CCITT X.500 name:

The Directory Service provides a naming model throughout the distributed

environment that allows users to identify, by name, network resources, such as

servers, users, files, disks, or print queues. The DCE Directory Service
includes:

Cell Directory Service (CDS)

Global Directory Service (GDS)

Global Directory Agent (GDA)

Application Programming Interface (API)

The CDS manages information within a cell. The GDS is based on the CCITT

X.500 name schema and provides the basis for a global namespace. The GDA

is the CDS gateway to intercell communication. The GDA supports both

Internet addresses and X.500 addresses. If the address passed to the GDA is

an X.500 address, the GDA contacts the GDS. If the address passed to GDA is

an Internet address, then the GDA uses the Internet Domain Name Service

(DNS) to locate the foreign cell. Both CDS and GDS use the X/Open

Directory Service (XDS) API as a programming interface. Lendenmann at
10.

The client-server architecture described in Lendenmann is not limited to a traditional client-

server understanding. Instead, the disclosed system contemplates that a single device is able to

play the role of both client and server. Lendenmann discloses, for example:
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The terms client and server can refer to the role of a single application. For

example, machine A may have a program that requests a piece of information

from another machine, B. In this example, the program running on machine A

is assuming the role of a client, while the program on machine B that fulfills

the request is acting as the server. It is not hard to imagine that in a

multitasking operating system environment we may have both client and

server applications running on the same machine at the same time. It is also

not hard to see that both the client and server functions for a transaction may

both run on the same machine. In many cases, it will be necessary for the

machine running the server to also run the client application in order to obtain

access to the function it is serving. Lendenmann at 8-9.

The DCE Global Naming Environment described by Lendenmann provides the model for

naming schemes throughout a distributed network. Lendenmann at 22. In particular, the DCE

Naming Service enables users to identify resources within the DCE by a secure name that

permits access to those resources without knowing the associated network address. Lendenmann
at 23. Lendenmann teaches secure names as follows:

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service. The CDS

server only completes an operation over the clearinghouse if the user is authenticated and

authorized by the Security Service. It is a two-way process where the user or the principal

is first authenticated to prove who he is and then authorized to do certain operations.

CDS authorization allows you to control user access to:

0 Names in the namespace, including clearinghouses, directories, object entries,

soft links, and child pointers

0 Execution of privileged CDS clerk and server commands

Access control is done by creating access control lists (ACL) that contain individual ACL

entries that determine which user (principal) can use the name and what management

operations they are allowed to perform on it.

CDS ACL management software, incorporated into all CDS clerks and servers, performs

access checking for incoming requests. When a principal requests an operation on a CDS

name or a privileged operation on a CDS clerk or server, ACL management software

examines the ACL entry associated with that name or principal name and grants or denies

the operation. Lendenmann at 34 (emphasis added).

Lendenmann also teaches that the CDS is a secure name service. See id. and the following:

The directory service component that controls names inside a cell is called the Cell

Directory Service (CDS). The CDS stores names of resources in that cell so that when

given a name, CDS returns the network address of the named resource. Lendenmann at
21.
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Lendenmann also enables users to identify and access foreign cells over the Internet

utilizing an unsecure name, e.g., the public DNS. Lendenmann at 23. For example, when a

client within a particular DCE cell desires to communicate with the host in different DCE cell—-

presumably across the Internet—the client may utilize the disclosed DNS system in order to

obtain the IP address of the CDS in the different cell. See, e. g., Lendenmann at 131-32 (setting

up intercell communication by registering an MX record in the public DNS system that identifies

the CDS in the foreign network). After obtaining the IP address of the “foreign” CDS server, the

client queries the foreign CDS server for the IP address of the desired host in the “foreign”

network. The CDS then returns the IP address of the desired host in the foreign cell to the

requesting client. The DNS record in the public DNS is thus an unsecured name associated with
the foreign cell, i.e., is associated with all hosts in the foreign cell. Lendenmann at 8-10, 23. In

other words, Lendenmann teaches that each host within a cell is associated with a cell name that

is registered in the public DNS that identifies the CDS containing the IP address of that host.

The naming schemes described in Lendenmann thus comprise both secure and unsecure

names. For example, Lendenmann teaches use of the CCITT X.500 and the Internet Domain

Name Service (DNS):

To be globally addressable, cell names must be unique. There must be an

administration authority that keeps track of names and assigns new, unique

names. Furthermore, there must be some global network routing mechanism

that can find a communication path to the requested cell so that a foreign cell
can be accessed.

There are two well—established naming schemes in place that DCE makes use
of:

o CCITT X500

0 Internet Domain Name Service (DNS). Lendenmann at 23.

The DNS naming scheme has “global addressing and routing” and “makes direct use of the

Internet naming and routing scheme by extending the information that each Internet DNS server

carries.” Lendenmann at 23. Alternatively, the CCITT X.500 naming scheme is a secure,

internal naming convention. “The X500 naming scheme is independent from the Internet and

more general. It is implemented with the Global Directory Service (GDS), which can store any

kind of object. DCE uses GDS to store cell names and their addresses, which today are also

Internet addresses.” Lendenmann at 23. An example of an X500 name is shown below:

Call name CDS name

IM—w‘—_‘-‘\ /—’%

/.../C=US/O=lBM/OU==ITSO/subsys/PrintQ 
Figure 9. Global Representation of a Subsystem Printer Queue
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Further, the distinction between the X500 and DNS naming conventions can be distilled, for

example, from the Figure 10 in Lendenmann:

l..JOaU8I0=aD8F/OU=CAHB
Wnuns
 
Figure 19. Comparison of (:90 Name Representations

Lendenmann shows that a given device in the DCE system is able to have multiple names

through a function termed “cell-name aliasing.” Cell-name aliasing permits devices to have “a

primary name, and one or more alias names that is recognized by DCE services in addition to the

primary name. For example:

[I]f your cell is registered in the GDS global directory service, and you want

to register it in the DNS as well, you obtain a DNS name for the cell, and set it

up as a cell alias. The GDS name remains the primary name. Lendenmann at
24.

Thus, Lendenmann discloses “a non-transitory machine-readable medium comprising

instructions for a method of communicating with a first device associated with a secure name
and an unsecured name.”

Step (a) of Claim 1 specifies: “receiving, at a network address corresponding to the
secure name associated with the first device, a message from a second device of the desire to

securely communicate with the first device; and”

Lendenmann discloses that devices in DCE—and the distributed client/server

applications within—“use remote procedure calls (RPCs) to make function calls (transparently)
across a network.” Lendenmann at 173. Establishing a relationship in the DCE client/server

model requires a “binding” between the client and server. “A binding is a temporary relationship

that depends on a communications link.” Lendenmann at 174. RPC Runtime, which is a

component involved in the processing of an RPC, is responsible for “perform[ing] such tasks as

controlling communication between clients and servers or finding servers for the clients on

request.”

RPC Runtime provides a number of different services. For example, RPC Runtime “is

responsible for establishing a binding (the communication link) and for the data transfer between
client and server.” Lendenmann at 178. RPC is also responsible for providing “Directory

service interface operations.” Lendenmann at 178. The Directory Service described in
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Lendenmann enables users to find other networked objects without knowing their physical
location.

Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CD8 can be accessed through the RFC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry. Using NSI import operations,
the RFC clients can access this information.” Lendenmann at 178-79.

One of the many ways a second device can locate a network address of a first device is

through the CDS:

The process of finding the server and establishing a relationship over a
communication link between the client and server RPC runtimes is called a

binding... A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done

using the Name Service Interface import operations. Lendenmann at 182.

The steps involved in locating the address of another device in represented graphically in
Lendenmann in Figure 68:

9.3.1.126
129.35.36J

- 12931365
9.3.1.126
9.3.1. 126 

Figure 68, Steps Involved in Finding a Server
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The first step in the process, as shown in Figure 68, is looking up the network address
information of the server/device that the client/device is seeking to communicate. Once the

network is address is known, the client/device’s “RPC runtime then directly calls the server

process listening to the endpoint.” Lendenmann at 191.

Lendenmann also permits users of the system to define the level of security it wants to establish

when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection

level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.

Thus, Lendenmann discloses “receiving, at a network address corresponding to the secure

name associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Step (b) of claim 1 specifies: “sending a message over a secure communication link from
the first device to the second device.”

As discussed above in Step (a), Lendenmann permits users of the system to define the level of

security a client/device wants to establish when communicating with another device.

Lendenmann further explains that DCE can implement a number of security measures for

engaging in secure communication. For example:

3.5 Security with RPC

Authentication, authorization and data protection are provided with the RFC

runtime facility to enable applications to use the DCE Security Service for

their RPC communication. Basically, RPC application servers define, during

their initialization, what authentication, authorization and data protection

levels they support. RPC clients may choose a security level they want to use.

Of course, the level they choose must match a level supported by the server.
Lendenmann at 71.

Lendenmann details some of the different protection levels that are available:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.

0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.
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0 CDMF Privacy. Encrypts RPC arguments and data in each call using
CDMF.

. Packet Privacy. Encrypts RPC arguments and data in each call using DES.
Lendenmann at 192.

Thus, Lendenmann discloses “sending a message over a secure communication link from the
first device to the second device.”

Accordingly, Lendenmann anticipates claim 1 of the ’ 1 81 patent under 35 U.S.C.

§ 102(b).

2. Claim 2

Independent claim 2 is directed to [a] method of using a first device to communicate with

a second device having a secure name, the method comprising:

(a) from the first device, sending a message to a secure name service, the message

requesting a network address associated with the secure name of the second
device;

(b) at the first device, receiving a message containing the network address associated

with the secure name of the second device; and

(c) from the first device, sending a message to the network address associated with

the secure name of the second device using a secure communication link.

The preamble of claim 2 specifies “[a] method of using a first device to communicate

with a second device having a secure name . . . .” The Open Software Foundation Distributed

Computing Environment (“DCE”) is a software system touting “a set of integrated services

designed to support the development and use of distributed applications” in order to facilitate

secure communications among devices within the DC. Lendenmann at 1. Each device within a

DCE is associated with one or more secure and unsecured names. In a DCE, names can be

assigned to each application, server, client, and/or machine. Multiple applications and/or servers

can reside on a single machine, and the name of each machine, application, and server is

contained in a DNS-type look-up service, called the Cell Directory Server (“CDS”). A query to

the CDS using the disclosed application and/or devices results in the return of the IP address of

the device and/or application queried. This collection of applications, servers, and/or services is

referred to in OSF DCE as “network resources.” Each DCE Cell is further represented in the

Internet DNS system with an unsecured name.

In the DCE environment, a DCE Cell is a collection of machines that comprise a Security

Server and a Cell Directory Server. For example:

The collection of machines that are managed together as a DCE unit is

referred to as a cell. At a minimum, a cell must contain a Security Server, a

Cell Directory Server and Distributed Time Servers. All of these services may

run on one machine, or the servers can be spread among the machines that are
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to be part of the cell. The Directory, Time and Security Services are

collectively known as the core services. Lendenmann at 9.

DCE Directory Services allow users to identify, by name, network resources for access using
either a DNS name or a CCITT X500 name:

The Directory Service provides a naming model throughout the distributed

environment that allows users to identify, by name, network resources, such as

servers, users, files, disks, or print queues. The DCE Directory Service
includes:

Cell Directory Service (CDS)

Global Directory Service (GDS)

Global Directory Agent (GDA)

Application Programming Interface (API)

The CDS manages information within a cell. The GDS is based on the CCITT

X500 name schema and provides the basis for a global namespace. The GDA

is the CDS gateway to intercell communication. The GDA supports both

Internet addresses and X500 addresses. If the address passed to the GDA is

an X500 address, the GDA contacts the GDS. If the address passed to GDA is

an Internet address, then the GDA uses the Internet Domain Name Service

(DNS) to locate the foreign cell. Both CDS and GDS use the X/Open

Directory Service (XDS) API as a programming interface. Lendenmann at
10.

When a client within a particular DCE cell desires to communicate with the host in

different DCE cell—presumably across the Internet—the client may utilize the disclosed DNS

system in order to obtain the IP address of the CDS in the different cell. After obtaining the IP

address of the “foreign” CDS server, the client queries the foreign CDS server for the IP address

of the desired host in the “foreign” network. The local CDS then returns the IP address of the

desired host in the foreign cell to the requesting client. The DNS record in the public DNS is

thus an unsecured name associated with the foreign cell, i.e., is associated with all hosts in the

foreign cell. Lendenmann at 8—10, 23.

The client—server architecture described in Lendenmann is not limited to a traditional

client-server understanding. Instead, the disclosed system contemplates that a single device is

able to play the role of both client and server. Lendenmann discloses, for example:

The terms client and server can refer to the role of a single application. For

example, machine A may have a program that requests a piece of information

from another machine, B. In this example, the program running on machine A

is assuming the role of a client, while the program on machine B that fulfills

the request is acting as the server. It is not hard to imagine that in a

multitasking operating system environment we may have both client and

server applications running on the same machine at the same time. It is also

not hard to see that both the client and server functions for a transaction may
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both run on the same machine. In many cases, it will be necessary for the

machine running the server to also run the client application in order to obtain

access to the function it is serving. Lendenmann at 8-9.

The DCE Global Naming Environment described by Lendenmann provides the model for

naming schemes throughout a distributed network. Lendenmann at 22. In particular, the DCE

Naming Service enables users to identify resources within the DCE by a secure name that

permits access to those resources without knowing the associated network address. Lendenmann

at 23. It also enables users to identify and access foreign cells over the Internet utilizing an

unsecure name. Lendenmann at 23. The naming schemes described in Lendenmann thus

comprise both secure and unsecure names. For example, Lendenmann teaches use of the CCITT

X.500 and the Internet Domain Name Service (DNS):

To be globally addressable, cell names must be unique. There must be an

administration authority that keeps track of names and assigns new, unique

names. Furthermore, there must be some global network routing mechanism

that can find a communication path to the requested cell so that a foreign cell
can be accessed.

There are two well—established naming schemes in place that DCE makes use
of:

o CCITT X500

0 Internet Domain Name Service (DNS). Lendenmann at 23.

The DNS naming scheme has “global addressing and routing” and “makes direct use of

the Internet naming and routing scheme by extending the information that each Internet DNS

server carries.” Lendenmann at 23. Alternatively, the CCITT X.500 naming scheme is a secure,

internal naming convention. “The X500 naming scheme is independent from the Internet and

more general. It is implemented with the Global Directory Service (GDS), which can store any

kind of object. DCE uses GDS to store cell names and their addresses, which today are also

Internet addresses.” Lendenmann at 23. An example of an X.500 name is shown below:

Further, the distinction between the X500 and DNS naming conventions can be distilled, for

example, from the Figure 10 in Lendenmann:

Lendenmann shows that a given device in the DCE system is able to have multiple names

through a function termed “cell-name aliasing.” Cell—name aliasing permits devices to have “a

primary name, and one or more alias names that is recognized by DCE services in addition to the  
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primary name. For example:

[I]f your cell is registered in the GDS global directory service, and you want

to register it in the DNS as well, you obtain a DNS name for the cell, and set it

up as a cell alias. The GDS name remains the primary name. Lendenmann at
24.

Thus, Lendenmann discloses “[a] method of using a first device to communicate with a

second device having a secure name.”

Step (a) of claim 2 further specifies: “from the first device, sending a message to a

secure name service, the message requesting a network address associated with the secure name
of the second device.”

Lendenmann discloses that devices in DCE-—~and the distributed client/server

applications within—“use remote procedure calls (RPCs) to make function calls (transparently)
across a network.” Lendenmann at 173. Establishing a relationship in the DCE client/server

model requires a “binding” between the client and server. “A binding is a temporary relationship

that depends on a communications link.” Lendenmann at 174. RPC Runtime, which is a

component involved in the processing of an RPC, is responsible for “perfonn[ing] such tasks as

controlling communication between clients and servers or finding servers for the clients on

request.”

RPC Runtime provides a number of different services. For example, RPC Runtime “is

responsible for establishing a binding (the communication link) and for the data transfer between

client and server.” Lendenmann at 178. RPC is also responsible for providing “Directory

service interface operations.” Lendenmann at 178. The Directory Service described in

Lendenmann enables users to find other networked objects without knowing their physical

location. Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RFC Runtime “RPC Name

Service Interface (NSI). Using the NSI export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry. Using NSI import operations,
the RFC clients can access this information.” Lendenmann at 17879.

One of the many ways a second device can locate a network address of a first device is

through the CDS:

The process of finding the server and establishing a relationship over a
communication link between the client and server RPC runtimes is called a

binding... A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done

using the Name Service Interface import operations. Lendenmann at 182.

The CDS is a secure name service; it controls access to the namespace:

2.5 Security in CDS Environment
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The CDS, as any other DCE service, is integrated into the security service. The CDS

server only completes an operation over the clearinghouse if the user is authenticated and

authorized by the Security Service. It is a two-way process where the user or the principal

is first authenticated to prove who he is and then authorized to do certain operations.

CDS authorization allows you to control user access to:

0 Names in the namespace, including clearinghouses, directories, object entries,

soft links, and child pointers

0 Execution of privileged CDS clerk and server commands

Access control is done by creating access control lists (ACL) that contain individual ACL

entries that determine which user (principal) can use the name and what management

operations they are allowed to perform on it.

CDS ACL management software, incorporated into all CDS clerks and servers, performs

access checking for incoming requests. When a principal requests an operation on a CDS

name or a privileged operation on a CDS clerk or server, ACL management software

examines the ACL entry associated with that name or principal name and grants or denies

the operation. Lendenmann at 34 (emphasis added).

And:

The directory service component that controls names inside a cell is called the

Cell Directory Service (CDS). The CDS stores names of resources in that cell so

that when given a name, CDS returns the network address of the named resource.
Lendenmann at 21.

Thus, Lendenmann shows the step of “from the first device, sending a message to a

secure name service, the message requesting a network address associated with the secure name
of the second device.”

Step (b) of claim 2 further specifies: “at the first device, receiving a message containing
the network address associated with the secure name of the second device; and”
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Lendenmann discloses the steps involved in retrieving the address of another device

graphically in Figure 68:

[29.35.36,]
12931365
9.3.1.126
9.3.1.126 

Figure 63. Steps Involved in Finding a Server

The first step in the process, as shown in Figure 68, is looking up the network address

information of the server/device that the client/device is seeking to communicate. Once the

network is address is known, the client/device’s RPC runtime—using the network address

information provided by the CDS—“then directly calls the server process listening to the

endpoint.” Lendenmann at 191.

Thus, Lendenmann shows the step of “at the first device, receiving a message containing
the network address associated with the secure name of the second device.”

Step (c) of claim 2 further specifies: “from the first device, sending a message to the

network address associated with the secure name of the second device using a secure
communication link.”

Lendenmann also permits users of the system to define the level of security it wants to

establish when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection

level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.
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Lendemnann further explains that DCE can implement a number of security measures for

engaging in secure communication. For example:

3.5 Security with RPC

Authentication, authorization and data protection are provided with the RFC

runtime facility to enable applications to use the DCE Security Service for

their RPC communication. Basically, RPC application servers define, during

their initialization, what authentication, authorization and data protection

levels they support. RPC clients may choose a security level they want to use.

Of course, the level they choose must match a level supported by the server.
Lendenmann at 71.

Lendenmann details some of the different protection levels that are available:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.

0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.

0 CDMF Privacy. Encrypts RPC arguments and data in each call using
CDMF.

0 Packet Privacy. Encrypts RPC arguments and data in each call using DES.
Lendenmann at 192.

Thus, Lendenmann shows the step of “from the first device, sending a message to the

network address associated with the secure name of the second device using a secure
communication link.”

Accordingly, Lendenmann anticipates claim 2 of the ’ 181 patent under 35 U.S.C.

§ 102(b).

3. Claim 3

Claim 3 depends from claim 2, and specifies “wherein the secure name of the second
device is a secure domain name.

Figure 11, at Lendenmann at 24, shows cell names comprise domain names:
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Figure 11. Related Cells

Figure 11 shows DCE cells that may have grown independently from each other.

They may have set up intercell communication individually and exported their

names into DNS (or GDS if the cell names were X.500). These cells may now be

integrated into hierarchical structures within their companies with only the

top-most cell names exported into DNS.

DCE naming includes a domain name portion:

2.3.6 Summary: DCE Naming

Let us summarize the naming convention with an example of a file in a Distributed File

System (DFS). The file name is local/bin/ghostscript, a tool used to view postscript files.

We want to make this available in the shared file system of the DCE cell
itso.austin.ibm.com.

Users within the itso.austin.ibm.com cell execute this command in one of the following

ways:

0 /:/local/bin/ghostscript

o /.:/fs/loca1/bin/ghostscript

o /.../itso.austin.ibm.com/fs/local/bin/ghostscript

Of course, they would normally use the first option. Users of other cells would find this

file only by specifying the third command:

0 /. . ./itso.austin.ibm.com/fs/local/bin/ghostscript

This is DNS naming. If the cell had been defined with X.500 syntax, the global access

could only be established with the following command:

a /.../C=US/O=IBM/OU=ITSO/CN=AUSTIN/fs/local/bin/ghostscript

Lendenmann at 28.

Cell names are names of domains.

The CCITT X.500 naming scheme is a secure, internal naming convention. “The X.500

naming scheme is independent from the Internet and more general. It is implemented with the 

Cell name GDS name

/...lC=US/O=IBWOU=lTSOlsubsyslPrintQ 
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Global Directory Service (GDS), which can store any kind of object. DCE uses GDS to store cell

names and their addresses, which today are also Internet addresses.” Lendenmann at 23. An

example of an X500 name is shown below:

Lendenmann describes the components of the secure domain name represented by the

X500 naming scheme:

Figure 9 shows a global name that refers to a printer queue object defined in

the IBM ITSO cell. Local users can address it with /.:/susbsys/PrintQ. The

prefix (/...) indicates that the name is global. Following the prefix, the X500

syntax defines four blocks, each one with two parts separated by an equal sign

( = ). The abbreviation of each block stands for country (C), organization (0),

organizational unit (0U), and common name (CN, not shown). Lendenmann
at 23.

Accordingly, Lendenmann anticipates claim 3 of the ’181 patent under 35 U.S.C.

§ 102(b).

4. Claim 4

Claim 4 depends from claim 2, and specifies “wherein the secure name indicates

security.”

Lendenmann shows that the DCE components GDS and GDA are designed to detect both

traditional addresses and those related to the CCITT X500 secure name scheme. For example:

The GDS is based on the CCITT X500 name schema and provides the basis

for a global namespace. The GDA is the CDS gateway to intercell

communication. The GDA supports both Internet addresses and X500

addresses. If the address passed to the GDA is an X500 address, the GDA

contacts the GDS. If the address passed to GDA is an Internet address, then

the GDA uses the Internet Domain Name Service (DNS) to locate the foreign

cell. Both CD8 and GDS use the )UOpen Directory Service (XDS) API as a

programming interface. Lendenmann at 10.

Accordingly, Lendenmann anticipates claim 4 of the ’ 1 81 patent under 35 U.S.C.

§ 102(b).

5. Claim 5

Claim 5 of the ’ 1 81 patent depends from claim 2, and specifies “wherein receiving the

message containing the network address associated with the secure name of the second device

includes receiving the message in encrypted form.”

Lendenmann discloses that the CDS, from which the network address associated with the

secure name of a second device is obtained, is integrated into the security services featured in the

DCE system. For example:

117

Petitioner Apple Inc. - Exhibit 1072, p. 173



Petitioner Apple Inc. - Exhibit 1072, p. 174

Request for Reexamination of US. Patent No. 8,051,181

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service.

The CDS server only completes an operation over the clearinghouse if the

user is authenticated and authorized by the Security Service. It is a two-way

process where the user or the principal is first authenticated to prove who he is
and then authorized to do certain operations. Lendenmann at 34.

A significant part of the authentication concepts of the DCE Security Service described in

Lendenmann “are keys and tickets. Keys are used to encrypt/decrypt messages.” Lendenmann
at 57.

Querying the CDS for a server address requires using the CDS Name Service Interface

(NSI) import operations:

10.3 Finding Remote Services

The process of finding the server and establishing a relationship over a communication
link between the client and server RPC runtimes is called a binding. There are several

ways in which a client can find a server. The most simple is to hard-code the address,

endpoint and protocols of a server into the application. Obviously this implementation is
not flexible. A more flexible way is to use the namespace maintained by the Cell

Directory Service. A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done using the

Name Service Interface [NSI] import operations. Lendenmann at 182.

N81 utilizes RPC routines:

10.3.2.2 Searching The Namespace

NSI provides two methods for finding a server, the rpc_nsfibinding_import_* () routines

and the rpc_ns_binding_lookup_* () routines. Both operations search server entries for a

compatible server. Lendenmann at 186.

RPC routines include specifying a protection level to be used:

10.4 RFC and Security

DCE RPC supports authenticated communications between clients and servers [including

the CDS]. Authenticated RPC is provided by the RFC runtime facility and works with the

authentication and authorization services provided by the DCE security service.

Before authenticated RPC can be used, the application server registers its principal name

and the supported authentication service with its RPC runtime. A server usually assumes

its own (authenticated) login identity during its initialization. It performs the equivalent

of a user login by specifying its DCE account name and password stored in the local

keytab file. See also 10.5.6, “Developing a Basic Server” on page 199 for details on the

server initialization steps.
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A client usually runs with the login context of the user that called it. To use authenticated

RPC, a client must specify the server principal name and establish the authentication

service, protection level and authorization service that it wants to use in its
communications with a server. The client does this with a call to

rpc_binding__set_auth_info(), which adds this security information to the server binding

handle. The client then uses this extended binding handle in its further RPC calls.
Lendenmann at 192.

The CDS is a server in DCE:

Each cell is a self-sufficient, independently managed unit in a global distributed

computing environment. It must at least have the following DCE core services:

0 One Security Server

- One CDS Server

- Three DTS Servers per LAN (the use of DTS is optional). Lendenmann at 21 (emphasis

added).

The protection level determines the degree to which client/server messages are encrypted:

10.4.2 Level of Protection

When a client establishes authenticated RPC, it can specify the level of protection to be
applied to its communication with the server. The protection level determines the degree

to which client/server messages are actually encrypted. Lendenmann at 192.

Accordingly, Lendenmann anticipates claim 5 of the ’ l 81 patent under 35 USC.
§ 102(b).

6. Claim 6

Claim 6 depends from claim 2, and specifies that the step of “further including decrypting

the message.”

Lendenmann discloses that the CDS, from which the network address associated with the

secure name of a second device is obtained, is integrated into the security services featured in the

DCE system. For example:

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service.

The CDS server only completes an operation over the clearinghouse if the

user is authenticated and authorized by the Security Service. It is a two—way

process where the user or the principal is first authenticated to prove who he is

and then authorized to do certain operations. Lendenmann at 34.
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Querying the CDS for a server address requires using the CDS Name Service Interface (NSI)

import operations:

10.3 Finding Remote Services

The process of finding the server and establishing a relationship over a communication

link between the client and server RPC runtimes is called a binding. There are several

ways in which a client can find a server. The most simple is to hard-code the address,

endpoint and protocols of a server into the application. Obviously this implementation is

not flexible. A more flexible way is to use the namespace maintained by the Cell

Directory Service. A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done using the

Name Service Interface [NSI] import operations. Lendenmann at 182.

NSI utilizes RPC routines:

10.3.2.2 Searching The Namespace

NSI provides two methods for finding a server, the rpc_ns_binding_import_* () routines

and the rpc_ns_binding_lookup_* () routines. Both operations search server entries for a

compatible server. Lendenmann at 186.

RPC routines include specifying a protection level to be used:

10.4 RFC and Security

DCE RPC supports authenticated communications between clients and servers [including

the CDS]. Authenticated RPC is provided by the RFC runtime facility and works with the

authentication and authorization services provided by the DCE security service.

Before authenticated RPC can be used, the application server registers its principal name

and the supported authentication service with its RPC runtime. A server usually assumes

its own (authenticated) login identity during its initialization. It performs the equivalent

of a user login by specifying its DCE account name and password stored in the local

keytab file. See also 10.5.6, “Developing a Basic Server” on page 199 for details on the

server initialization steps.

A client usually runs with the login context of the user that called it. To use authenticated

RPC, a client must specify the server principal name and establish the authentication

service, protection level and authorization service that it wants to use in its
communications with a server. The client does this with a call to

rpc_binding_set_auth_info(), which adds this security information to the server binding
handle. The client then uses this extended binding handle in its further RPC calls.
Lendenmann at 192.

The CDS is a server in DCE:
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Each cell is a self-sufficient, independently managed unit in a global distributed

computing environment. It must at least have the following DCE core services:

0 One Security Server

0 One CDS Server

- Three DTS Servers per LAN (the use of DTS is optional). Lendenmann at 21 (emphasis

added).

The protection level determines the degree to which client/server messages are encrypted:

10.4.2 Level of Protection

When a client establishes authenticated RPC, it can specify the level of protection to be

applied to its communication with the server. The protection level determines the degree
to which client/server messages are actually encrypted. Lendenmann at 192.

A significant part of the authentication concepts of the DCE Security Service described in

Lendenmann “are keys and tickets. Keys are used to encrypt/decrypt messages.” Lendenmann
at 57.

Accordingly, Lendenmann anticipates claim 6 of the ’ 181 patent under 35 U.S.C.

§ 102(b).

7. Claim 7

Claim 7 of the ’ 181 patent depends from claim 2, and specifies “wherein the second

device is capable of supporting a secure communication link as well as a non-secure

communication link, the method further including establishing a non-secure communication link
with the second device when needed.”

Lendenmann details some of the different protection levels that are available in

establishing communications with other devices:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.

0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.

0 CDMF Privacy. Encrypts RPC arguments and data in each call using
CDMF.
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0 Packet Privacy. Encrypts RPC arguments and data in each call using DES.
Lendenmann at 192.

Accordingly, Lendenmann anticipates claim 7 of the ’ 1 81 patent under 35 U.S.C.

§ 102(b).

8. Claim 8

Claim 8 depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving
the network address as an IP address associated with the secure name of the device.”

Lendenmann discloses that the secure name of a device is associated with an IP address.

For example, Figure 66 illustrates that the CDS server shows that an IP address is associated
with the secure name and is what is transmitted in the message:

W‘mm
W'm 3.3.1.126» .1 4m.

. 9.3.1.126
‘ a. 129,213.36!

12931365
. 9.3.1.126
. 9.3.1.126 

Figure 65. Server initiar’ézaffan

Lendenmann at 181.

Accordingly, Lendenmann anticipates claim 8 of the ’181 patent under 35 U.S.C.

§ 102(b).

9. Claim 9

Claim 9 depends from claim 2 and specifies that “further including automatically

initiating the secure communication link after it is enabled.”

Lendenmann shows that after the user selects the level of security, the secure

communication link is automatically initiated. Lendenmann at 9.
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Accordingly, Lendenmann anticipates claim 9 of the ’ l 81 patent under 35 U.S.C.

§ 102(b).

10. Claim 12

Claim 12 depends from claim 2 and specifies “wherein the receiving and sending of

messages includes receiving and sending the messages in accordance with any one of a plurality

of communication protocols.”

Apart from utilizing Transmission Control Protocol (TCP), User Datagram Protocol

(UDP), and Internet Protocol (IP), Lendenmann at 179-80, DCE additionally implements the

following protocols, for example:

An RPC protocol is a communication protocol that supports the semantics of

DCE RPC API and is responsible for marshaling and unmarshaling. It runs

over specific combinations of transport and network protocols. DCE RPC

provides two RPC protocols:

1. Network Computing Architecture Connection-Based Protocol (NCACN)

This protocol runs over a connection-oriented transport protocol, such as TCP.
It guarantees reliability in the delivery of data, and it provides indication of a
connection loss.

2. Network Computing Architecture Datagram Protocol (NCADG)

This connectionless protocol runs over connectionless transport protocols,

such as UDP. DG does it “as best as it can”. Packets are individually

addressed. They can follow different network paths; therefore, the sequence of

the incoming packets may be mixed up. Packets can get lost. Reliability must

be provided by higher layers; it is not protocol-inherent. DG protocol supports
broadcast calls. Lendenmann at 179.

Accordingly, Lendenmann anticipates claim 12 of the ’181 patent under 35 U.S.C.

§ 102(b).

11. Claim 13

Claim 13 depends from claim 2 and specifies “wherein the receiving and sending of

messages through the secure communication link includes multiple sessions.”

Lendenmann shows that a system that implements the DCE system utilizing RPC’s can

perform a number of tasks through the secure communications link through multiple sessions.

For example:

Although RPCs are synchronous, the use of multiple threads of execution

allows the client to perform other tasks while one thread is waiting for an RPC

to terminate. This does not change the synchronous behavior of RPCs, but
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gives some of the benefits of asynchronous models to the client application.
Lendenmann at 176.

Servers handle multiple requests:

0 Multithreaded servers — DFS servers make use of DCE threads

support to efficiently handle multiple file requests from the clients.
Lendenmann at 100.

Accordingly, Lendenmann anticipates claim 13 of the ’181 patent under 35 U.S.C.

§ 102(b).

12. Claim 14

Claim 14 depends from claim 2 and specifies “further including supporting a plurality of
services over the secure communication link.”

Lendenmann discloses a number of services supported by the DCE RPC Runtime. For

example:

- Communication operations

The RPC runtime is responsible for establishing a binding (the communication

link) and for the data transfer between client and server. At initialization, RPC

servers makes a number of calls to communications operations, for example,

for selecting the protocol sequences to be used.

- Directory service interface operations

The RPC runtime can be used to store and search for the location of servers

(binding information) in the directory service (CDS). The CDS can be

accessed through DCE RPC Name Service Interface (NSI). Using the NSI

export operation, an RPC server can place information about its interfaces,

objects and addresses into a namespace entry. Using NSI import operations,
the RFC clients can access this information.

— Endpoint operations

On onehost, there could be several RPC servers running; so a host address is

not sufficient to locate a server. The complete address of a server instance is

called a fully bound binding handle, and it contains a host address and an

endpoint (see 10.3.1, “Binding Handles” on page 182). DCE RPC endpoint

operations allow servers to dynamically create their own endpoints in the local

endpoint map. Clients can resolve partial binding information into fully bound

binding handles that contain the appropriate endpoints.

- Authentication operations
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The authentication operations prove the identity of clients and servers to each

other in order to make appropriate authorization decisions. The RPC

authentication operations define what authentication mechanism (usually DCE

Kerberos) and what protection level will be used for ongoing RPC
communication. Lendenmann at 178—79.

Accordingly, Lendenmann anticipates claim 14 of the ’181 patent under 35 U.S.C.

§ 102(b).

13. Claim 15

Claim 15 depends from claim 14 and specifies “wherein the plurality of services

comprises a plurality of communication protocols, a plurality of application programs, multiple

sessions, or a combination thereof.”

Apart from utilizing Transmission Control Protocol (TCP), User Datagram Protocol

(UDP), and Internet Protocol (IP), Lendenmann at 179-80, DCE additionally implements the

following protocols, for example:

An RPC protocol is a communication protocol that supports the semantics of

DCE RPC API and is responsible for marshaling and unmarshaling. It runs

over specific combinations of transport and network protocols. DCE RPC

provides two RPC protocols:

1. Network Computing Architecture Connection-Based Protocol (NCACN)

This protocol runs over a connection-oriented transport protocol, such as TCP.

It guarantees reliability in the delivery of data, and it provides indication of a
connection loss.

2. Network Computing Architecture Datagram Protocol (NCADG)

This connectionless protocol runs over connectionless transport protocols,

such as UDP. DG does it “as best as it can”. Packets are individually

addressed. They can follow different network paths; therefore, the sequence of

the incoming packets may be mixed up. Packets can get lost. Reliability must

be provided by higher layers; it is not protocol-inherent. DG protocol supports
broadcast calls. Lendenmann at 179.

Accordingly, Lendenmann anticipates claim 15 of the ’181 patent under 35 U.S.C.

§ 102(b).

14. Claim 18

Claim 18 depends from claim 2 and specifies “wherein the secure communication link is
an authenticated link.”
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Lendenmann discloses that the CDS, from which the network address associated with the

secure name of a second device is obtained, is integrated into the security services featured in the

DCE system. For example:

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service.

The CDS server only completes an operation over the clearinghouse if the

user is authenticated and authorized by the Security Service. It is a two-way

process where the user or the principal is first authenticated to prove who he is

and then authorized to do certain operations. Lendenmann at 34.

A significant part of the authentication concepts of the DCE Security Service described in

Lendenmann “are keys and tickets. Keys are used to encrypt/decrypt messages.” Lendenmann
at 57.

Accordingly, Lendenmann anticipates claim 18 of the ’181 patent under 35 U.S.C.

§ 102(b).

15. Claim 19

Claim 19 depends from claim 2 and specifies “wherein the first device is a computer, and

the steps are performed on the computer.”

The DCE system disclosed in Lendenmann is “is a layer of services that allows

distributed applications to communicate with a collection of computers, operating systems and

networks. This collection of machines, operating systems and networks, when managed by a

single set of DCE services, is referred to as a DCE cell.” Lendenmann at 57.

Accordingly, Lendenmann anticipates claim 19 of the ’181 patent under 35 U.S.C.

§ 102(b).

16. Claim 20

Claim 20 depends from claim 2 and specifies “wherein the first device is a client

computer connected to a communication network, and the method is performed by the client

computer on the communication network.”

The DCE system disclosed in Lendenmann is “is a layer of services that allows

distributed applications to communicate with a collection of computers, operating systems and

networks. This collection of machines, operating systems and networks, when managed by a

single set of DCE services, is referred to as a DCE cell.” Lendenmann at 57.

Accordingly, Lendenmann anticipates claim 20 of the ’181 patent under 35 U.S.C.

§ 102(b).
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17. Claim 21

Claim 21 depends from claim 2 and specifies “further including providing an unsecured
name associated with the device.”

The DCE Global Naming Environment described by Lendenmann provides the model for

naming schemes throughout a distributed network. Lendenmann at 22. In particular, the DCE

Naming Service enables users to identify resources within the DCE by a secure name that

permits access to those resources without knowing the associated network address. Lendenmann

at 23. It also enables users to identify and access foreign cells over the intemet utilizing an

unsecure name. Lendenmann at 23. The naming schemes described in Lendenmann thus

comprise both secure and unsecure names. For example, Lendenmann teaches use of the CCITT

X500 and the Internet Domain Name Service (DNS):

To be globally addressable, cell names must be unique. There must be an

administration authority that keeps track of names and assigns new, unique

names. Furthermore, there must be some global network routing mechanism

that can find a communication path to the requested cell so that a foreign cell
can be accessed.

There are two well-established naming schemes in place that DCE makes use
of:

o CCITT X500

0 Internet Domain Name Service (DNS). Lendenmann at 23.

The DNS naming scheme has “global addressing and routing” and “makes direct use of the

Internet naming and routing scheme by extending the information that each Internet DNS server

carries.” Lendenmann at 23. see also, “Intercell Routing Services,” Lendenmann at 26 (“The

GDS client passes the request to a GDS server, which can be anywhere in the whole global

network. If the name is a DNS name, the GDA passes the request to its local DNS server to

resolve the address of the foreign cell.”)

Accordingly, Lendenmann anticipates claim 21 of the ’ 181 patent under 35 U.S.C.

§ 102(b).

18. Claim 22

Claim 22 depends from claim 2 and specifies “wherein the secure name is registered prior

to the step of sending a message to a secure name service.”

Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RFC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry.” Lendenmann at 178-79.
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In particular, Lendenmann describes that exporting information, i.e. registering

information, into an RPC server can be performed by an administrator or the server itself. For

example:

An administrator may be involved in registering servers in the namespace, but

this can also be done by the server itself upon initialization. Otherwise, the

administrator might have to use the dcecp command (OSF DCE 1.1) or the

rpccp command (DCE 1.0.x), which is still available, to manually register this

information. An application can provide a configuration tool (or a script

written in dcecp) to create static entries in the namespace.

Authorized individuals can add entries to and remove them from the

namespace, or they can add information to and remove it from those entries.

In the example below, we assume that there are two CDS directories: /.:/home
and /.:/servers. Lendenmann at 203.

As indicated above, names in the CDS namespace are secure:

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service.

The CDS server only completes an operation over the clearinghouse if the

user is authenticated and authorized by the Security Service. It is a two—way

process where the user or the principal is first authenticated to prove who he is

and then authorized to do certain operations.

CDS authorization allows you to control user access to:

0 Names in the namespace, including clearinghouses, directories, object

entries, soft links, and child pointers

o Execution of privileged CDS clerk and server commands

Access control is done by creating access control lists (ACL) that contain

individual ACL entries that determine which user (principal) can use the

name and what management operations they are allowed to perform on it.
Lendenmann at 34.

Accordingly, Lendenmann anticipates claim 22 of the ’181 patent under 35 U.S.C.

§ 102(b).

l9. Claim 23

Claim 23 depends from claim 2 and specifies “wherein the secure name of the second
device is a secure, non-standard domain name.”

The CCITT X500 naming scheme is a secure, internal naming convention. “The X.500 

Cell name CDS name

l.../C=US/O=|BM/OU=ITSO/subsys/PrintQ 
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naming scheme is independent from the Internet and more general. It is implemented with the

Global Directory Service (GDS), which can store any kind of object. DCE uses GDS to store cell

names and their addresses, which today are also Internet addresses.” Lendenmann at 23. An

example of an X.500 name is shown below:

Lendenmann describes the components of the secure domain name represented by the X500

naming scheme:

Figure 9 shows a global name that refers to a printer queue object defined in

the IBM ITSO cell. Local users can address it with /.:/susbsys/PrintQ. The

prefix (/...) indicates that the name is global. Following the prefix, the X500

syntax defines four blocks, each one with two parts separated by an equal sign

(= ). The abbreviation of each block stands for country (C), organization (0),

organizational unit (OU), and common name (CN, not shown). Lendenmann
at 23.

Moreover, as discussed in section III above, VimetX responded to an office

action rejection during prosecution of the ’ 1 81 patent by, among other things, stating

that a telephone number is one example of a non-standard domain name. Just as a

telephone number locates a particular interface or service on a particular multimedia

device, e.g., the telephony service of a cell phone, certain names, like ‘fax_if,’ in OSF

DCE locate particular interfaces on particular devices, as well. See, e. g., ‘fax_if’

shown in Figure 66 below, which locates a fax service on a particular host:

 

 
Network Address 9.3 126 

.Ef‘dpdeap
  

  

mth_if . 9.3.1.126
mgr - 129.35.36.1
admin_if - 129.35.365
prim_if . 9.3.1.126
fax_if - 9.3.1.126

Sewer Host Addresses

Interface Names Interface Names

Figure 66. Server Initialization

   
Lendenmann at 181.
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Accordingly, Lendenmann anticipates claim 23 of the ’ l 81 patent under 35 U.S.C.

§ 102(b).

20. Claim 24

Independent claim 24 is directed to “[a] method of using a first device to securely

communicate with a second device over a communication network, the method comprising:

(a) at the first device requesting and obtaining registration of a secure name for the
first device, the secure name being associated with a network address;

(b) receiving at the network address associated with the secure name of the first

device a message from a second device of the desire to securely communicate

with the first device; and

(c) sending a message securely from the first device to the second device.”

The preamble of claim 24 specifies “[a] method of using a first device to securely
communicate with a second device over a communication network. . . .” The Open Software

Foundation Distributed Computing Environment (“DCE”) is a software system touting “a set of

integrated services designed to support the development and use of distributed applications” in

order to facilitate secure communications among devices within the DC. Lendenmann at 1.
Each device within a DCE is associated with one or more secure and unsecured names. In a

DCE, names can be assigned to each application, server, client, and/or machine. Multiple

applications and/or servers can reside on a single machine, and the name of each machine,

application, and server is contained in a DNS-type look-up service, called the Cell Directory

Server (“CDS”). A query to the CDS using the disclosed application and/or devices results in

the return of the IP address of the device and/or application queried. This collection of

applications, servers, and/or services is referred to in OSF DCE as “network resources.” Each

DCE Cell is further represented in the Internet DNS system with an unsecured name.

In the DCE environment, a DCE Cell is a collection of machines that comprise a Security

Server and a Cell Directory Server. For example:

The collection of machines that are managed together as a DCE unit is

referred to as a cell. At a minimum, a cell must contain a Security Server, a

Cell Directory Server and Distributed Time Servers. All of these services may

run on one machine, or the servers can be spread among the machines that are

to be part of the cell. The Directory, Time and Security Services are

collectively known as the core services. Lendenmann at 9.

DCE Directory Services allow users to identify, by name, network resources for access using
either a DNS name or a CCITT X.500 name:

The Directory Service provides a naming model throughout the distributed

environment that allows users to identify, by name, network resources, such as

servers, users, files, disks, or print queues. The DCE Directory Service
includes:
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Cell Directory Service (CDS)

Global Directory Service (GDS)

Global Directory Agent (GDA)

Application Programming Interface (API)

The CDS manages information within a cell. The GDS is based on the CCITT

X500 name schema and provides the basis for a global narnespace. The GDA

is the CDS gateway to intercell communication. The GDA supports both

Internet addresses and X.500 addresses. If the address passed to the GDA is

an X500 address, the GDA contacts the GDS. If the address passed to GDA is

an Internet address, then the GDA uses the Internet Domain Name Service

(DNS) to locate the foreign cell. Both CDS and GDS use the X/Open

Directory Service (XDS) API as a programming interface. Lendenmann at
10.

When a client within a particular DCE cell desires to communicate with the host in different

DCE cell—presumably across the Internet—the client may utilize the disclosed DNS system in

order to obtain the IP address of the CDS in the different cell. After obtaining the IP address of

the “foreign” CDS server, the client queries the foreign CDS server for the IP address of the

desired host in the “foreign” network. The local CDS then returns the IP address of the desired

host in the foreign cell to the requesting client. The DNS record in the public DNS is thus an

unsecured name associated with the foreign cell, i.e., is associated with all hosts in the foreign

cell. Lendenmann at 8—10, 23.

The client—server architecture described in Lendenmann is not limited to a traditional

client-server understanding. Instead, the disclosed system contemplates that a single device is

able to play the role of both client and server. Lendenmann discloses, for example:

The terms client and server can refer to the role of a single application. For

example, machine A may have a program that requests a piece of information

from another machine, B. In this example, the program running on machine A

is assuming the role of a client, while the program on machine B that fulfills

the request is acting as the server. It is not hard to imagine that in a

multitasking operating system environment we may have both client and

server applications running on the same machine at the same time. It is also

not hard to see that both the client and server functions for a transaction may

both run on the same machine. In many cases, it will be necessary for the

machine running the server to also run the client application in order to obtain

access to the function it is serving. Lendenmann at 8-9.

The DCE Global Naming Environment described by Lendenmann provides the model for

naming schemes throughout a distributed network. Lendenmann at 22. In particular, the DCE

Naming Service enables users to identify resources within the DCE by a secure name that

permits access to those resources without knowing the associated network address. Lendenmann
at 23. It also enables users to identify and access foreign cells over the internet utilizing an

unsecure name. Lendenmann at 23. The naming schemes described in Lendenmann thus
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comprise both secure and unsecure names. For example, Lendenmann teaches use of the CCITT
X500 and the Internet Domain Name Service (DNS):

To be globally addressable, cell names must be unique. There must be an

administration authority that keeps track of names and assigns new, unique

names. Furthermore, there must be some global network routing mechanism

that can find a communication path to the requested cell so that a foreign cell
can be accessed.

There are two well-established naming schemes in place that DCE makes use
of:

o CCITT X500

0 Internet Domain Name Service (DNS). Lendenmann at 23.

The DNS naming scheme has “global addressing and routing” and “makes direct use of

the Internet naming and routing scheme by extending the information that each Internet DNS

server carries.” Lendenmann at 23. Alternatively, the CCITT X500 naming scheme is a secure,

internal naming convention. “The X500 naming scheme is independent from the Internet and

more general. It is implemented with the Global Directory Service (GDS), which can store any

kind of object. DCE uses GDS to store cell names and their addresses, which today are also

Internet addresses.” Lendenmann at 23. An example of an X500 name is shown below:
  

06!! name CDS name

WWW

1.../C=US/O=IBM/OU=ITSO/subsys/PrintQ 
Figure 9 Giana! Remnantmon 91 a Subsystem Winter Queue

Further, the distinction between the X500 and DNS naming conventions can be distilled, for

example, from the Figure 10 in Lendenmann:

132

Petitioner Apple Inc. - Exhibit 1072, p. 188



Petitioner Apple Inc. - Exhibit 1072, p. 189

Request for Reexamination of US. Patent No. 8,051,181

I..JG=USIOsOSFiOUaOAMB
Mm name
 
Figure 19. Comparison of cm: Name Representations

Lendenmann shows that a given device in the DCE system is able to have multiple names

through a function termed “cell-name aliasing.” Cell-name aliasing permits devices to have “a

primary name, and one or more alias names that is recognized by DCE services in addition to the

primary name. For example:

[I]f your cell is registered in the GDS global directory service, and you want

to register it in the DNS as well, you obtain a DNS name for the cell, and set it

up as a cell alias. The GDS name remains the primary name. Lendenmann at
24.

Thus, Lendenmann discloses “method of using a first device to securely communicate
with a second device over a communication network.”

Step (a) of Claim 24 specifies “at the first device requesting and obtaining registration of
a secure name for the first device, the secure name being associated with a network address”

Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RFC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry.” Lendenmann at 178—79.

In particular, Lendenmann describes that exporting information, i.e. registering

information, into an RPC server can be performed by an administrator or the server itself. For

example:

An administrator may be involved in registering servers in the namespace, but

this can also be done by the server itself upon initialization. Otherwise, the

administrator might have to use the dcecp command (OSF DCE 1.1) or the

rpccp command (DCE 1.0.x), which is still available, to manually register this

information. An application can provide a configuration tool (or a script

written in dcecp) to create static entries in the namespace.
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Authorized individuals can add entries to and remove them from the

namespace, or they can add information to and remove it from those entries.

In the example below, we assume that there are two CDS directories: /.:/home
and /.:/servers. Lendenmann at 203.

Lendenmann teaches the names in the CDS namespace are secure names:

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service. The CDS

server only completes an operation over the clearinghouse if the user is authenticated and

authorized by the Security Service. It is a two-way process where the user or the principal

is first authenticated to prove who he is and then authorized to do certain operations.

CDS authorization allows you to control user access to:

0 Names in the namespace, including clearinghouses, directories, object entries,

soft links, and child pointers

o Execution of privileged CDS clerk and server commands

Access control is done by creating access control lists (ACL) that contain individual ACL

entries that determine which user (principal) can use the name and what management

operations they are allowed to perform on it.

CDS ACL management software, incorporated into all CDS clerks and servers, performs access

checking for incoming requests. When a principal requests an operation on a CDS name or a

privileged operation on a CDS clerk or server, ACL management software examines the ACL

entry associated with that name or principal name and grants or denies the operation.

Lendenmann at 34 (emphasis added).

Thus, Lendenmann discloses “at the first device requesting and obtaining registration of a

secure name for the first device, the secure name being associated with a network address.”

Step (b) of claim 24 specifies: “receiving at the network address associated with the

secure name of the first device a message from a second device of the desire to securely
communicate with the first device”

Lendenmann discloses that devices in DCE—~and the distributed client/server

applications within—~“use remote procedure calls (RPCs) to make function calls (transparently)
across a network.” Lendenmann at 173. Establishing a relationship in the DCE client/server

model requires a “binding” between the client and server. “A binding is a temporary relationship

that depends on a communications link.” Lendenmann at 174. RPC Runtime, which is a

component involved in the processing of an RPC, is responsible for “perforrn[ing] such tasks as
controlling communication between clients and servers or finding servers for the clients on

request.”

RPC Runtime provides a number of different services. For example, RPC Runtime “is

responsible for establishing a binding (the communication link) and for the data transfer between
client and server.” Lendenmann at 178. RPC is also responsible for providing “Directory

service interface operations.” Lendenmann at 178. The Directory Service described in
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Lendenmann enables users to find other networked objects without knowing their physical

location. Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RFC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry. Using NSI import operations,
the RFC clients can access this information.” Lendenmann at 178—79.

One of the many ways a second device can locate a network address of a first device is through
the CDS:

The process of finding the server and establishing a relationship over a
communication link between the client and server RPC runtimes is called a

binding... A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done

using the Name Service Interface import operations. Lendenmann at 182.

The steps involved in locating the address of another device in represented graphically in

Lendenmann in Figure 68:

Mr Had
it Mdma 9.3.1.126

9.3.1.1“
119.35.361
129535.365
9.3.1.126 

Figure 65. Steps involved in Finding a Server

The first step in the process, as shown in Figure 68, is looking up the network address

information of the server/device that the client/device is seeking to communicate. Once the
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network is address is known, the client/device’s “RPC runtime then directly calls the server

process listening to the endpoint.” Lendenmann at 191.

Lendenmann also permits users of the system to define the level of security it wants to establish
when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection
level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.

Thus, Lendenmann discloses “receiving, at a network address corresponding to the secure

name associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Step (c) of claim 24 specifies: “sending a message securely from the first device to the
second device.”

As discussed above in Step (b), Lendenmann permits users of the system to define the level of

security a client/device wants to establish when communicating with another device.

Lendenmann further explains that DCE can implement a number of security measures for

engaging in secure communication. For example:

3.5 Security with RPC

Authentication, authorization and data protection are provided with the RPC

runtime facility to enable applications to use the DCE Security Service for

their RPC communication. Basically, RPC application servers define, during

their initialization, what authentication, authorization and data protection

levels they support. RPC clients may choose a security level they want to use.

Of course, the level they choose must match a level supported by the server.
Lendenmann at 71.

Lendenmann details some of the different protection levels that are available:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.

0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.

0 CDMF Privacy. Encrypts RPC arguments and data in each call using
CDMF.
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0 Packet Privacy. Encrypts RPC arguments and data in each call using DES.
Lendenmann at 192.

Thus, Lendemnann discloses “sending a message securely from the first device to the
second device.”

Accordingly, Lendenmann anticipates claim 24 of the ’181 patent under 35 U.S.C.

§ 102(b).

21. Claim 25

Claim 25 depends from claim 24 and specifies “wherein requesting and obtaining

registration of a secure name for the first device comprises using the first device to obtain a

registration of the secure name for the first device, and wherein sending a message securely

comprises sending the message from the first device to the second device using a secure
communication link.”

Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RPC Runtime “RPC Name

Service Interface (NSI). Using the NSI export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry.” Lendenmann at 178-79.

In particular, Lendenmann describes that exporting information, i.e. registering

information, into an RPC server can be performed by an administrator or the server itself. For

example:

An administrator may be involved in registering servers in the namespace, but

this can also be done by the server itself upon initialization. Otherwise, the

administrator might have to use the dcecp command (OSF DCE 1.1) or the

rpccp command (DCE 1.0.x), which is still available, to manually register this

information. An application can provide a configuration tool (or a script

written in dcecp) to create static entries in the namespace.

Authorized individuals can add entries to and remove them from the

namespace, or they can add information to and remove it from those entries.

In the example below, we assume that there are two CDS directories: /.:/home
and /.:/servers. Lendenmann at 203.

Lendenmann also permits users of the system to define the level of security it wants to establish

when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection
level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.
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Lendenmann further explains that DCE can implement a number of security measures for

engaging in secure communication. For example:

3.5 Security with RPC

Authentication, authorization and data protection are provided with the RFC

runtime facility to enable applications to use the DCE Security Service for

their RPC communication. Basically, RPC application servers define, during

their initialization, what authentication, authorization and data protection

levels they support. RPC clients may choose a security level they want to use.

Of course, the level they choose must match a level supported by the server.
Lendenmann at 71.

Lendenmann details some of the different protection levels that are available:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.

0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.

0 CDMF Privacy. Encrypts RPC arguments and data in each call using
CDMF.

0 Packet Privacy. Encrypts RPC arguments and data in each call using DES.
Lendenmann at 192.

Accordingly, Lendenmann anticipates claim 25 of the ’ 181 patent under 35 U.S.C.

§ 102(b).

22. Claim 26

Independent claim 26 is directed to “[a] method of using a first device to communicate

with a second device over a communication network, the method comprising:

(a) from the first device requesting and obtaining registration of an unsecured name

associated with the first device;

(b) from the first device requesting and obtaining registration of a secure name

associated with the first device, wherein a unique network address corresponds to

the secure name associated with the first device;
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(c) receiving at the unique network address associated with the secure name a

message from a second device requesting the desire to securely communicate with
the first device; and

(d) from the first device sending a message securely from the first device to the
second device.”

The preamble of independent claim 26 specifies “[a] method of using a first device to

communication with a second device over a communication network.” The Open Software

Foundation Distributed Computing Environment (“DCE”) is a software system touting “a set of

integrated services designed to support the development and use of distributed applications” in

order to facilitate secure communications among devices within the DC. Lendenmann at 1.
Each device within a DCE is associated with one or more secure and unsecured names. In a

DCE, names can be assigned to each application, server, client, and/or machine. Multiple

applications and/or servers can reside on a single machine, and the name of each machine,

application, and server is contained in a DNS-type look-up service, called the Cell Directory

Server (“CDS”). A query to the CDS using the disclosed application and/or devices results in

the return of the IP address of the device and/or application queried. This collection of

applications, servers, and/or services is referred to in OSF DCE as “network resources.” Each

DCE Cell is further represented in the Internet DNS system with an unsecured name.

In the DCE environment, a DCE Cell is a collection of machines that comprise a Security

Server and a Cell Directory Server. For example:

The collection of machines that are managed together as a DCE unit is

referred to as a cell. At a minimum, a cell must contain a Security Server, a

Cell Directory Server and Distributed Time Servers. All of these services may

run on one machine, or the servers can be spread among the machines that are

to be part of the cell. The Directory, Time and Security Services are

collectively known as the core services. Lendenmann at 9.

DCE Directory Services allow users to identify, by name, network resources for access using
either a DNS name or a CCITT X500 name:

The Directory Service provides a naming model throughout the distributed

environment that allows users to identify, by name, network resources, such as

servers, users, files, disks, or print queues. The DCE Directory Service
includes:

Cell Directory Service (CDS)

Global Directory Service (GDS)

Global Directory Agent (GDA)

Application Programming Interface (API)

The CD8 manages information within a cell. The GDS is based on the CCITT

X500 name schema and provides the basis for a global namespace. The GDA

is the CDS gateway to intercell communication. The GDA supports both
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Internet addresses and X500 addresses. If the address passed to the GDA is

an X500 address, the GDA contacts the GDS. If the address passed to GDA is

an Internet address, then the GDA uses the Internet Domain Name Service

(DNS) to locate the foreign cell. Both CDS and GDS use the X/Open

Directory Service (XDS) API as a programming interface. Lendenmann at
10.

When a client within a particular DCE cell desires to communicate with the host in different

DCE cell—presumably across the Internet—the client may utilize the disclosed DNS system in

order to obtain the IP address of the CDS in the different cell. After obtaining the IP address of

the “foreign” CDS server, the client queries the foreign CDS server for the IP address of the

desired host in the “foreign” network. The local CDS then returns the IP address of the desired

host in the foreign cell to the requesting client. The DNS record in the public DNS is thus an

unsecured name associated with the foreign cell, i.e., is associated with all hosts in the foreign

cell. Lendenmann at 8-10, 23.

The client-server architecture described in Lendenmann is not limited to a traditional client-

server understanding. Instead, the disclosed system contemplates that a single device is able to

play the role of both client and server. Lendenmann discloses, for example:

The terms client and server can refer to the role of a single application. For

example, machine A may have a program that requests a piece of information

from another machine, B. In this example, the program running on machine A

is assuming the role of a client, while the program on machine B that fulfills

the request is acting as the server. It is not hard to imagine that in a

multitasking operating system environment we may have both client and

server applications running on the same machine at the same time. It is also

not hard to see that both the client and server functions for a transaction may

both run on the same machine. In many cases, it will be necessary for the

machine running the server to also run the client application in order to obtain

access to the function it is serving. Lendenmann at 8-9.

The DCE Global Naming Environment described by Lendenmann provides the model for

naming schemes throughout a distributed network. Lendenmann at 22. In particular, the DCE

Naming Service enables users to identify resources within the DCE by a secure name that

permits access to those resources without knowing the associated network address. Lendenmann

at 23. It also enables users to identify and access foreign cells over the internet utilizing an

unsecure name. Lendenmann at 23. The naming schemes described in Lendenmann thus

comprise both secure and unsecure names. For example, Lendenmann teaches use of the CCITT
X500 and the Internet Domain Name Service (DNS):

To be globally addressable, cell names must be unique. There must be an

administration authority that keeps track of names and assigns new, unique

names. Furthermore, there must be some global network routing mechanism

that can find a communication path to the requested cell so that a foreign cell
can be accessed.
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There are two well-established naming schemes in place that DCE makes use
of:

o CCITT X500

0 Internet Domain Name Service (DNS). Lendenmann at 23.

The DNS naming scheme has “global addressing and routing” and “makes direct use of

the Internet naming and routing scheme by extending the information that each Internet DNS

server carries.” Lendenmann at 23. Alternatively, the CCITT X500 naming scheme is a secure,

internal naming convention. “The X500 naming scheme is independent from the Internet and

more general. It is implemented with the Global Directory Service (GDS), which can store any

kind of object. DCE uses GDS to store cell names and their addresses, which today are also

Internet addresses.” Lendenmann at 23. An example of an X500 name is shown below:

Call name one name

.WWW’MWW WWW”...

/.../C=US/OalBM/OUleSd/subsys/Pfinto 
Figure 9, 61012.11 Rayresemarion a! a Subsystem Printer Queue

Further, the distinction between the X500 and DNS naming conventions can be distilled, for

example, from the Figure 10 in Lendenmann:

(..IC=USIO=OSWOU=CAMB
top—down name
 
Figure 1a. Comparison of Cert Name Representations

Thus, the use of the DCE system permits devices anywhere in the DCE system to obtain

the network address of any other device in order to engage in communications.

Thus, Lendenmann discloses “[a] method of using a first device to communicate with a
second device over a communication network.”

Step (a) of claim 26 specifies: “from the first device requesting and obtaining

registration of an unsecured name associated with the first device”
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Lendenmann shows that a given device in the DCE system is able to have multiple

names—secure and unsecured—through a function termed “cell-name aliasing.” Cell-name

aliasing permits devices to have “a primary name, and one or more alias names that is recognized

by DCE services in addition to the primary name.” The DCE system includes the capability fore
registering a DNS name in addition to the GDS name. For example:

[I]f your cell is registered in the GDS global directory service, and you want

to register it in the DNS as well, you obtain a DNS name for the cell, and set it

up as a cell alias. The GDS name remains the primary name. Lendenmann at
24.

Thus, Lendenmann discloses: “from the first device requesting and obtaining registration
of an unsecured name associated with the first device.”

Step (b) of claim 26 specifies: “from the first device requesting and obtaining

registration of a secure name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device”

Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RFC Runtime “RPC Name

Service Interface (NSI). Using the NSI export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry.” Lendenmann at 178—79.

In particular, Lendenmann describes that exporting information, i.e. registering

information, into an RPC server can be performed by an administrator or the server itself. For

example:

An administrator may be involved in registering servers in the namespace, but

this can also be done by the server itself upon initialization. Otherwise, the

administrator might have to use the dcecp command (OSF DCE 1.1) or the

rpccp command (DCE 1.0.x), which is still available, to manually register this

information. An application can provide a configuration tool (or a script

written in dcecp) to create static entries in the namespace.

Authorized individuals can add entries to and remove them from the

namespace, or they can add information to and remove it from those entries.

In the example below, we assume that there are two CDS directories: /.:/home
and /.:/servers. Lendenmann at 203.

Thus, Lendenmann discloses “from the first device requesting and obtaining registration

of a secure name associated with the first device, wherein a unique network address corresponds
to the secure name associated with the first device.”

Step (c) of claim 26 specifies: “receiving at the unique network address associated with

the secure name a message from a second device requesting the desire to securely communicate
with the first device”
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Lendenmann discloses that devices in DCE—and the distributed client/server

applications within—“use remote procedure calls (RPCs) to make function calls (transparently)
across a network.” Lendenmann at 173. Establishing a relationship in the DCE client/server

model requires a “binding” between the client and server. “A binding is a temporary relationship

that depends on a communications link.” Lendenmann at 174. RPC Runtime, which is a

component involved in the processing of an RPC, is responsible for “perform[ing] such tasks as

controlling communication between clients and servers or finding servers for the clients on

request.”

RPC Runtime provides a number of different services. For example, RPC Runtime “is

responsible for establishing a binding (the communication link) and for the data transfer between
client and server.” Lendenmann at 178. RPC is also responsible for providing “Directory

service interface operations.” Lendenmann at 178. The Directory Service described in

Lendenmann enables users to find other networked objects without knowing their physical

location. Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RPC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry. Using NSI import operations,
the RPC clients can access this information.” Lendenmann at 178-79.

One of the many ways a second device can locate a network address of a first device is

through the CDS:

The process of finding the server and establishing a relationship over a
communication link between the client and server RPC runtimes is called a

binding... A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done

using the Name Service Interface import operations. Lendenmann at 182.
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The steps involved in locating the address of another device in represented graphically in

Lendenmann in Figure 68:

Wm: Hod
Ndwoflt Address 9.3.1.126

9.3.1.126
129.3136“!
12935365
9.3.1.126
9.3.1.126

56M! Eflmlflh

 
Figure 63. Steps IDVOWBG m Finding 3 Server

The first step in the process, as shown in Figure 68, is looking up the network address

information of the server/device that the client/device is seeking to communicate. Once the

network is address is known, the client/device’s “RPC runtime then directly calls the server

process listening to the endpoint.” Lendenmann at 191.

Lendenmann also permits users of the system to define the level of security it wants to

establish when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection

level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.

Thus, Lendenmann discloses “receiving, at a network address corresponding to the secure

name associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Thus, Lendenmann discloses “receiving at the unique network address associated with

the secure name a message from a second device requesting the desire to securely communicate
with the first device.”
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Step ((1) of claim 26 specifies: “from the first device sending a message securely from
the first device to the second device.”

As discussed above in Step (c), Lendenmann permits users of the system to define the

level of security a client/device wants to establish when communicating with another device.

Lendenmann further explains that DCE can implement a number of security measures for

engaging in secure communication. For example:

3.5 Security with RPC

Authentication, authorization and data protection are provided with the RPC

runtime facility to enable applications to use the DCE Security Service for

their RPC communication. Basically, RPC application servers define, during

their initialization, what authentication, authorization and data protection

levels they support. RPC clients may choose a security level they want to use.

Of course, the level they choose must match a level supported by the server.
Lendenmann at 71.

Lendenmann details some of the different protection levels that are available:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.

0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.

0 CDMF Privacy. Encrypts RPC arguments and data in each call using

CDMF. Packet Privacy. Encrypts RPC arguments and data in each call

using DES. Lendenmann at 192.

Thus, Lendenmann discloses “from the first device sending a message securely from the
first device to the second device.”

Accordingly, Lendenmann anticipates claim 26 of the ’181 patent under 35 U.S.C.

§ 102(b).

23. Claim 27

Claim 27 depends from claim 26 and specifies:

(a) “wherein requesting and obtaining registration of an unsecured name associated

with the first device comprises using the first device to obtain a registration of the

unsecured name associated with the first device, and

145

Petitioner Apple Inc. - Exhibit 1072, p. 201



Petitioner Apple Inc. - Exhibit 1072, p. 202

Request for Reexamination of US. Patent No. 8,051,181

(b) wherein requesting and obtaining registration of a secure name associated with

the first device comprises using the first device to obtain a registration of the
secure name associated with the first device.”

Step (a) of claim 27 specifies: “wherein requesting and obtaining registration of an

unsecured name associated with the first device comprises using the first device to obtain a

registration of the unsecured name associated with the first device, and

Lendenmann shows that a given device in the DCE system is able to have multiple

names—secure and unsecured—~through a function termed “cell-name aliasing.” Cell-name

aliasing permits devices to have “a primary name, and one or more alias names that is recognized

by DCE services in addition to the primary name.” The DCE system includes the capability for

registering a DNS name in addition to the GDS name. For example:

[I]f your cell is registered in the GDS global directory service, and you want

to register it in the DNS as well, you obtain a DNS name for the cell, and set it

up as a cell alias. The GDS name remains the primary name. Lendenmann at
24.

Lendenmann describes commands that a user may initiate from a device in order to

register a cell name in DNS. Lendenmann at 24.

Thus, Lendenmann discloses: “wherein requesting and obtaining registration of an

unsecured name associated with the first device comprises using the first device to obtain a

registration of the unsecured name associated with the first device.”

Step (b) of claim 27 specifies: wherein requesting and obtaining registration of a secure

name associated with the first device comprises using the first device to obtain a registration of
the secure name associated with the first device.”

Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the
Cell Directory Service. The CDS can be accessed through the RPC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry.” Lendenmann at 178—79.

In particular, Lendenmann describes that exporting information, i.e. registering
information, into an RPC server can be performed by an administrator or the server itself. For

example:

An administrator may be involved in registering servers in the namespace, but

this can also be done by the server itself upon initialization. Otherwise, the

administrator might have to use the dcecp command (OSF DCE 1.1) or the

rpccp command (DCE 1.0.x), which is still available, to manually register this

information. An application can provide a configuration tool (or a script

written in dcecp) to create static entries in the namespace.
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Authorized individuals can add entries to and remove them from the

namespace, or they can add information to and remove it from those entries.
Lendenmann at 203.

Accordingly, Lendenmann anticipates claim 27 of the ’181 patent under 35 U.S.C.

§ 102(b).

24. Claim 28

Independent claim 28 is directed to “[a] non—transitory machine-readable medium

comprising instructions for:

(a) sending a message to a secure name service, the message requesting a network
address associated with a secure name of a device;

(b) receiving a message containing the network address associated with the secure

name of the device; and

(c) sending a message to the network address associated with the secure name of the

device using a secure communication link.

The preamble of claim 28 Specifies “[a] -transitory machine-readable medium comprising

instructions. . . .” The Open Software Foundation Distributed Computing Environment (“DCE”)

is a software system touting “a set of integrated services designed to support the development

and use of distributed applications” in order to facilitate secure communications among devices
within the DC. Lendenmann at 1.

Thus, Lendenmann discloses “[a] transitory machine-readable medium comprising
instructions.”

Step (3) of Claim 28 specifies: “sending a message to a secure name service, the

message requesting a network address associated with a secure name of a device.”

Each device within a DCE is associated with one or more secure and unsecured names.

In a DCE, names can be assigned to each application, server, client, and/or machine. Multiple

applications and/or servers can reside on a Single machine, and the name of each machine,

application, and server is contained in a DNS-type look-up service, called the Cell Directory

Server (“CDS”). A query to the CDS using the disclosed application and/or devices results in

the return of the IP address of the device and/or application queried. This collection of

applications, servers, and/or services is referred to in OSF DCE as “network resources.” Each

DCE Cell is further represented in the Internet DNS system with an unsecured name.

Lendenmann teaches the CDS is a secure name service:

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service. The CDS

server only completes an operation over the clearinghouse if the user is authenticated and
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authorized by the Security Service. It is a two-way process where the user or the principal

is first authenticated to prove who he is and then authorized to do certain operations.

CDS authorization allows you to control user access to:

0 Names in the namespace, including clearinghouses, directories, object entries,

soft links, and child pointers

0 Execution of privileged CDS clerk and server commands

Access control is done by creating access control lists (ACL) that contain individual ACL

entries that determine which user (principal) can use the name and what management

operations they are allowed to perform on it.

CDS ACL management software, incorporated into all CDS clerks and servers, performs access

checking for incoming requests. When a principal requests an operation on a CDS name or a

privileged operation on a CDS clerk or server, ACL management software examines the ACL

entry associated with that name or principal name and grants or denies the operation.

Lendenmann at 34 (emphasis added).

In the DCE environment, a DCE Cell is a collection of machines that comprise a Security

Server and a Cell Directory Server. For example:

The collection of machines that are managed together as a DCE unit is

referred to as a cell. At a minimum, a cell must contain a Security Server, 21

Cell Directory Server and Distributed Time Servers. All of these services may

run on one machine, or the servers can be spread among the machines that are

to be part of the cell. The Directory, Time and Security Services are

collectively known as the core services. Lendenmann at 9.

DCE Directory Services allow users to identify, by name, network resources for access

using either a DNS name or a CCITT X.500 name:

The Directory Service provides a naming model throughout the distributed

environment that allows users to identify, by name, network resources, such as

servers, users, files, disks, or print queues. The DCE Directory Service
includes:

Cell Directory Service (CDS)

Global Directory Service (GDS)

Global Directory Agent (GDA)

Application Programming Interface (API)

The CDS manages information within a cell. The GDS is based on the CCITT

X.500 name schema and provides the basis for a global namespace. The GDA

is the CDS gateway to intercell communication. The GDA supports both

Internet addresses and X.500 addresses. If the address passed to the GDA is

an X.500 address, the GDA contacts the GDS. If the address passed to GDA is

an Internet address, then the GDA uses the Internet Domain Name Service

148

Petitioner Apple Inc. - Exhibit 1072, p. 204



Petitioner Apple Inc. - Exhibit 1072, p. 205

Request for Reexamination of US. Patent No. 8,051,181

(DNS) to locate the foreign cell. Both CDS and GDS use the X/Open

Directory Service (XDS) API as a programming interface. Lendenmann at
10.

When a client within a particular DCE cell desires to communicate with the host in different

DCE cell—presumably across the Internet—the client may utilize the disclosed DNS system in

order to obtain the IP address of the CDS in the different cell. After obtaining the IP address of

the “foreign” CDS server, the client queries the foreign CDS server for the IP address of the

desired host in the “foreign” network. The local CDS then returns the IP address of the desired

host in the foreign cell to the requesting client. The DNS record in the public DNS is thus an

unsecured name associated with the foreign cell, i.e., is associated with all hosts in the foreign

cell. Lendenmann at 8-10, 23.

The client-server architecture described in Lendenmann is not limited to a traditional client-

server understanding. Instead, the disclosed system contemplates that a single device is able to

play the role of both client and server. Lendenmann discloses, for example:

The terms client and server can refer to the role of a single application. For

example, machine A may have a program that requests a piece of information

from another machine, B. In this example, the program running on machine A

is assuming the role of a client, while the program on machine B that fulfills

the request is acting as the server. It is not hard to imagine that in a

multitasking operating system environment we may have both client and

server applications running on the same machine at the same time. It is also

not hard to see that both the client and server functions for a transaction may

both run on the same machine. In many cases, it will be necessary for the

machine running the server to also run the client application in order to obtain

access to the function it is serving. Lendenmann at 8—9.

The DCE Global Naming Environment described by Lendenmann provides the model for

naming schemes throughout a distributed network. Lendenmann at 22. In particular, the DCE

Naming Service enables users to identify resources within the DCE by a secure name that

permits access to those resources without knowing the associated network address. Lendenmann

at 23. It also enables users to identify and access foreign cells over the internet utilizing an

unsecure name. Lendenmann at 23. The naming schemes described in Lendenmann thus

comprise both secure and unsecure names. For example, Lendenmann teaches use of the CCITT

X.500 and the Internet Domain Name Service (DNS):

To be globally addressable, cell names must be unique. There must be an

administration authority that keeps track of names and assigns new, unique

names. Furthermore, there must be some global network routing mechanism

that can find a communication path to the requested cell so that a foreign cell
can be accessed.

There are two well—established naming schemes in place that DCE makes use
of:
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0 CCITT X500

0 Internet Domain Name Service (DNS). Lendenmann at 23.

The DNS naming scheme has “global addressing and routing” and “makes direct use of the

Internet naming and routing scheme by extending the information that each Internet DNS server

carries.” Lendenmann at 23. Alternatively, the CCITT X500 naming scheme is a secure,

internal naming convention. “The X500 naming scheme is independent from the Internet and

more general. It is implemented with the Global Directory Service (GDS), which can store any

kind of object. DCE uses GDS to store cell names and their addresses, which today are also

Internet addresses.” Lendenmann at 23. An example of an X500 name is shown below:

Call name GDS name

wd—_——-—_'/\—-—_—‘_——\¢ /—’._’~*’"~——\

/.../C==US/O=IBM/OU=ITSO/subsys/Print0 
Figure 9. Global Representation of a Subsystem Primer Guano

Further, the distinction between the X500 and DNS naming conventions can be distilled, for

example, from the Figure 10 in Lendenmann:

I. JGWWSWOUuCAMB
tap-down mo
 
Figure 10. Comparison of Gen Name Representations

Lendenmann shows that a given device in the DCE system is able to have multiple names

through a function termed “cell-name aliasing.” Cell-name aliasing permits devices to have “a

primary name, and one or more alias names that is recognized by DCE services in addition to the

primary name. For example:

[I]f your cell is registered in the GDS global directory service, and you want

to register it in the DNS as well, you obtain a DNS name for the cell, and set it

up as a cell alias. The GDS name remains the primary name. Lendenmann at
24.

Lendenmann discloses that devices in DCE—and the distributed client/server

applications within—“use remote procedure calls (RPCs) to make function calls (transparently)
across a network.” Lendenmann at 173. Establishing a relationship in the DCE client/server
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model requires a “binding” between the client and server. “A binding is a temporary relationship

that depends on a communications link.” Lendenmann at 174. RPC Runtime, which is a

component involved in the processing of an RPC, is responsible for “perform[ing] such tasks as

controlling communication between clients and servers or finding servers for the clients on

request.”

RPC Runtime provides a number of different services. For example, RPC Runtime “is

responsible for establishing a binding (the communication link) and for the data transfer between

client and server.” Lendenmann at 178. RPC is also responsible for providing “Directory

service interface operations.” Lendenmann at 178. The Directory Service described in

Lendenmann enables users to find other networked objects without knowing their physical

location. Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CD8 can be accessed through the RFC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry. Using NSI import operations,
the RFC clients can access this information.” Lendenmann at 178-79.

One of the many ways a second device can locate a network address of a first device is

through the CDS:

The process of finding the server and establishing a relationship over a
communication link between the client and server RPC runtimes is called a

binding... A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done

using the Name Service Interface import operations. Lendenmann at 182.

Thus, Lendenmann shows the step of “sending a message to a secure name service, the

message requesting a network address associated with a secure name of a device.”

Step (b) of claim 28 specifies: “receiving a message containing the network address
associated with the secure name of the device”

151

Petitioner Apple Inc. - Exhibit 1072, p. 207



Petitioner Apple Inc. - Exhibit 1072, p. 208

Request for Reexamination of US. Patent No. 8,051,181

Lendenmann discloses the steps involved in retrieving the address of another device graphically

in Figure 68:

Ndwom Mdma 9.3.1.128

9.3.1.126
1293136.!
12935365
9.3. 1.126
9.3.1.126 

Figure 68. Steps in valved in Finding a Server

The first step in the process, as shown in Figure 68, is looking up the network address

information of the server/device that the client/device is seeking to communicate. Once the

network is address is known, the client/device’s RPC runtime—using the network address

information provided by the CDS—“then directly calls the server process listening to the

endpoint.” Lendenmann at 191.

Thus, Lendenmann shows the step of “receiving a message containing the network
address associated with the secure name of the device.”

Step (c) of claim 28 specifies: “sending a message to the network address associated with

the secure name of the device using a secure communication link.”

Lendenmann also permits users of the system to define the level of security it wants to establish

when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection

level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.

Lendenmann further explains that DCE can implement a number of security measures for

engaging in secure communication. For example:

152

Petitioner Apple Inc. - Exhibit 1072, p. 208



Petitioner Apple Inc. - Exhibit 1072, p. 209

Request for Reexamination of US. Patent No. 8,051,181

3.5 Security with RPC

Authentication, authorization and data protection are provided with the RFC

runtime facility to enable applications to use the DCE Security Service for

their RPC communication. Basically, RPC application servers define, during

their initialization, what authentication, authorization and data protection

levels they support. RPC clients may choose a security level they want to use.

Of course, the level they choose must match a level supported by the server.
Lendenmann at 71.

Lendenmann details some of the different protection levels that are available:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.

0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.

0 CDMF Privacy. Encrypts RPC arguments and data in each call using
CDMF.

0 Packet Privacy. Encrypts RPC arguments and data in each call using DES.
Lendenmann at 192.

Thus, Lendenmann shows the step of “sending a message to the network address

associated with the secure name of the device using a secure communication link.”

Accordingly, Lendenmann anticipates claim 28 of the ’181 patent under 35 U.S.C.

§ 102(b).

25. Claim 29

Independent claim 29 is directed to “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name, the

method comprising:

(a) receiving at a network address associated with a secure name of a first device a

message from a second device requesting the desired to securely communicate

with the first device, wherein the secure name of the first device is registered; and

(b) sending a message securely from the first device to the second device.

The preamble of claim 29 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name . . .
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.” The Open Software Foundation Distributed Computing Environment (“DCE”) is a software

system touting “a set of integrated services designed to support the development and use of
distributed applications” in order to facilitate secure communications among devices within the
DC. Lendenmann at 1. Each device within a DCE is associated with one or more secure and

unsecured names. In a DCE, names can be assigned to each application, server, client, and/or

machine. Multiple applications and/or servers can reside on a single machine, and the name of

each machine, application, and server is contained in a DNS-type look-up service, called the Cell

Directory Server (“CDS”). A query to the CDS using the disclosed application and/or devices
results in the return of the IP address of the device and/or application queried. This collection of

applications, servers, and/or services is referred to in OSF DCE as “network resources.” Each

DCE Cell is further represented in the Internet DNS system with an unsecured name.

Lendenmann teaches the CDS is a secure name service:

2.5 Security in CDS Environment

The CDS, as any other DCE service, is integrated into the security service. The CDS

server only completes an operation over the clearinghouse if the user is authenticated and

authorized by the Security Service. It is a two-way process where the user or the principal
is first authenticated to prove who he is and then authorized to do certain operations.

CDS authorization allows you to control user access to:

0 Names in the namespace, including clearinghouses, directories, object entries,

soft links, and child pointers

o Execution of privileged CDS clerk and server commands

Access control is done by creating access control lists (ACL) that contain individual ACL

entries that determine which user (principal) can use the name and what management

operations they are allowed to perform on it.

CDS ACL management software, incorporated into all CDS clerks and servers, performs access

checking for incoming requests. When a principal requests an operation on a CDS name or a

privileged operation on a CDS clerk or server, ACL management software examines the ACL

entry associated with that name or principal name and grants or denies the operation.

Lendenmann at 34 (emphasis added).

In the DCE environment, a DCE Cell is a collection of machines that comprise a Security

Server and a Cell Directory Server. For example:

The collection of machines that are managed together as a DCE unit is

referred to as a cell. At a minimum, a cell must contain a Security Server, a

Cell Directory Server and Distributed Time Servers. All of these services may

run on one machine, or the servers can be spread among the machines that are

to be part of the cell. The Directory, Time and Security Services are

collectively known as the core services. Lendenmann at 9.

DCE Directory Services allow users to identify, by name, network resources for access using
either a DNS name or a CCITT X.500 name:
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The Directory Service provides a naming model throughout the distributed

environment that allows users to identify, by name, network resources, such as

servers, users, files, disks, or print queues. The DCE Directory Service
includes:

Cell Directory Service (CDS)

Global Directory Service (GDS)

Global Directory Agent (GDA)

Application Programming Interface (API)

The CDS manages information within a cell. The GDS is based on the CCITT

X500 name schema and provides the basis for a global namespace. The GDA

is the CDS gateway to intercell communication. The GDA supports both

Internet addresses and X500 addresses. If the address passed to the GDA is

an X500 address, the GDA contacts the GDS. If the address passed to GDA is

an Internet address, then the GDA uses the Internet Domain Name Service

(DNS) to locate the foreign cell. Both CDS and GDS use the X/Open

Directory Service (XDS) API as a programming interface. Lendenmann at
10.

When a client within a particular DCE cell desires to communicate with the host in different

DCE cell—~presumably across the Internet—the client may utilize the disclosed DNS system in

order to obtain the IP address of the CDS in the different cell. After obtaining the IP address of

the “foreign” CDS server, the client queries the foreign CDS server for the IP address of the

desired host in the “foreign” network. The local CDS then returns the IP address of the desired

host in the foreign cell to the requesting client. The DNS record in the public DNS is thus an

unsecured name associated with the foreign cell, i.e., is associated with all hosts in the foreign

cell. Lendenmann at 8-10, 23.

The client-server architecture described in Lendenmann is not limited to a traditional client-

server understanding. Instead, the disclosed system contemplates that a single device is able to

play the role of both client and server. Lendenmann discloses, for example:

The terms client and server can refer to the role of a single application. For

example, machine A may have a program that requests a piece of information

from another machine, B. In this example, the program running on machine A

is assuming the role of a client, while the program on machine B that fulfills

the request is acting as the server. It is not hard to imagine that in a

multitasking operating system environment we may have both client and

server applications running on the same machine at the same time. It is also

not hard to see that both the client and server functions for a transaction may

both run on the same machine. In many cases, it will be necessary for the

machine running the server to also run the client application in order to obtain

access to the fimction it is serving. Lendenmann at 8-9.

The DCE Global Naming Environment described by Lendenmann provides the model for

naming schemes throughout a distributed network. Lendenmann at 22. In particular, the DCE
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Naming Service enables users to identify resources within the DCE by a secure name that

permits access to those resources without knowing the associated network address. Lendenmann

at 23. It also enables users to identify and access foreign cells over the internet utilizing an

unsecure name. Lendenmann at 23. The naming schemes described in Lendenmann thus

comprise both secure and unsecure names. For example, Lendenmann teaches use of the CCITT

X.500 and the Internet Domain Name Service (DNS):

To be globally addressable, cell names must be unique. There must be an .

administration authority that keeps track of names and assigns new, unique

names. Furthermore, there must be some global network routing mechanism

that can find a communication path to the requested cell so that a foreign cell
can be accessed.

There are two well-established naming schemes in place that DCE makes use
of:

o CCITT X.500

0 Internet Domain Name Service (DNS). Lendenmann at 23.

The DNS naming scheme has “global addressing and routing” and “makes direct use of the

Internet naming and routing scheme by extending the information that each Internet DNS server

carries.” Lendenmann at 23. Alternatively, the CCITT X.500 naming scheme is a secure,

internal naming convention. “The X.500 naming scheme is independent from the Internet and

more general. It is implemented with the Global Directory Service (GDS), which can store any

kind of object. DCE uses GDS to store cell names and their addresses, which today are also

Internet addresses.” Lendenmann at 23. An example of an X.500 name is shown below:

0911 name COS name

/"_—’—‘/‘ /—.—M—_‘—\

/.../o=u3/o=IBM/ou=iTso/subsys/Primo 
Figure 9. Global Representation of a Subsysiam Printer Queue

Further, the distinction between the X.500 and DNS naming conventions can be distilled, for

example, from the Figure 10 in Lendenmann:
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Lendenmann shows that a given device in the DCE system is able to have multiple names

through a function termed “cell-name aliasing.” Cell-name aliasing permits devices to have “a

primary name, and one or more alias names that is recognized by DCE services in addition to the

primary name. For example:

[I]f your cell is registered in the GDS global directory service, and you want

to register it in the DNS as well, you obtain a DNS name for the cell, and set it

up as a cell alias. The GDS name remains the primary name. Lendenmann at
24.

Thus, Lendenmann discloses “[a] non-transitory machine-readable medium comprising

instructions for a method of communicating with a device having a secure name.”

Step (a) of Claim 29 specifies: “receiving at a network address associated with a secure name of

a first device a message from a second device requesting the desired to securely communicate

with the first device, wherein the secure name of the first device is registered”

Lendenmann discloses that devices in DCE—and the distributed client/server

applications within——“use remote procedure calls (RPCS) to make function calls (transparently)

across a network.” Lendenmann at 173. Establishing a relationship in the DCE client/server

model requires a “binding” between the client and server. “A binding is a temporary relationship

that depends on a communications link.” Lendenmann at 174. RPC Runtime, which is a

component involved in the processing of an RPC, is responsible for “perform[ing] such tasks as

controlling communication between clients and servers or finding servers for the clients on

request.”

RPC Runtime provides a number of different services. For example, RPC Runtime “is

responsible for establishing a binding (the communication link) and for the data transfer between

client and server.” Lendenmann at 178. RPC is also responsible for providing “Directory

service interface operations. Lendenmann at 178. The Directory Service described in

Lendenmann enables users to find other networked objects without knowing their physical
location.
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Lendenmann describes the Directory Service as “like a telephone directory assistance

service that provides the phone number when given a person’s name.” The Directory Service

component that controls the names and addresses of those objects within a DCE cell is called the

Cell Directory Service. The CDS can be accessed through the RPC Runtime “RPC Name

Service Interface (NSI). Using the N81 export operation, an RPC server can place information

about its interfaces, objects and addresses into a namespace entry. Using NSI import operations,
the RPC clients can access this information.” Lendenmann at 178-79.

One of the many ways a second device can locate a network address of a first device is

through the CDS:

The process of finding the server and establishing a relationship over a
communication link between the client and server RPC runtimes is called a

binding... A client can find a server by asking the CDS for the location of a
server that handles the interface that the client is interested in. This is done

using the Name Service Interface import operations. Lendenmann at 182.

The steps involved in locating the address of another device in represented graphically in

Lendenmann in Figure 68:

9.3.1.126
129.35.36J
12935.36:

- 9.3.1.126
9.3.1.126

Somr Endpom

 
Figure 68. Steps in voived in Finding a Server

The first step in the process, as shown in Figure 68, is looking up the network address
information of the server/device that the client/device is seeking to communicate. Once the

network is address is known, the client/device’s “RPC runtime then directly calls the server

process listening to the endpoint.” Lendenmann at 191.
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Lendenmann also permits users of the system to define the level of security it wants to establish

when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection

level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.

Thus, Lendenmann discloses “receiving at a network address associated with a secure

name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered.”

Step (b) of claim 29 specifies: “sending a message securely from the first device to the
second device.”

Lendenmann also permits users of the system to define the level of security it wants to establish

when communicating with another device:

When a client establishes authenticated RPC, it can specify the level of

protection to be applied to its communication with the server. The protection

level determines the degree to which client/server messages are actually

encrypted. Lendenmann at 192.

Lendenmann further explains that DCE can implement a number of security measures for

engaging in secure communication. For example:

3.5 Security with RPC

Authentication, authorization and data protection are provided with the RFC

runtime facility to enable applications to use the DCE Security Service for

their RPC communication. Basically, RPC application servers define, during

their initialization, what authentication, authorization and data protection

levels they support. RPC clients may choose a security level they want to use.

Of course, the level they choose must match a level supported by the server.
Lendenmann at 71.

Lendenmann details some of the different protection levels that are available:

0 None. No communication protection.

0 Connection. Performs an encrypted handshake the first time the client
communicates with the server.

0 Call. Attaches an encrypted verifier only at the beginning of each remote

procedure call over connectionless communication. This level does not

apply for TCP connections.

0 Packet. Attaches a verifier to each message sent over the network to make

sure all messages are from the expected client.
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0 Packet Integrity. Ensures and verifies that no messages have been

modified by computing and encrypting a checksum over each message.

0 CDMF Privacy. Encrypts RPC arguments and data in each call using
CDMF.

0 Packet Privacy. Encrypts RPC arguments and data in each call using DES.
Lendenmann at 192.

Thus, Lendenmann shows the step of “sending a message securely from the first device
to the second device.”

Accordingly, Lendenmann anticipates claim 29 of the ’ 181 patent under 35 U.S.C.

§ 102(b).

B. Ground Nos. 7-8: Claims 10-11 and 16-17 would have been obvious to a

person of ordinary skill under 35 U.S.C. § 103 based on Lendenmann in view
of Beser and RFC 2401. 

1. Relevant Teachings of the Primary Reference

A detailed explanation of how Lendenmann anticipates claim 2 is provided in §§ IV.A.1,

2. Relevant Teachings of the Secondary References

a. Relevant Teachings of Beser

Beser generally describes methods and systems for establishing a secure communication

link via a tunneling association in a data network. 1_3_e_s_e_r explains that its method involves

“negotiating private addresses, such as private Internet Address, for the ends of the tunneling

association.” See Beser, Abstract. Beser further explains that:

 

 

The negotiation is performed on a public network, such as the Internet,

through a trusted-third party without revealing the private addresses. The

method provides for hiding the identity of the originating and terminating

ends of the tunneling association from the other users of the public network.

Hiding the identities may prevent interception of media flow between the ends

of the tunneling association or eavesdropping on Voice-over-Internet—Protocol

calls. The method increases the security of communication on the data

network without imposing a computational burden on the devices in the data

network. Beser, Abstract.

Beser explains that its methods involve a first and second network device, and a “trusted-

third-party network device.” According to Beser, the first and second network device “may be
modified routers or modified gateways.” Beser at 4:7-11. Beser further explains that in an

exemplary preferred embodiment, the first or second network devices is an “edge router,” which
Beser explains “routes data packets between one or more networks such as a backbone network
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(e.g., a public network 12) and Local Area Networks (e.g., private network 20).” Id. at 4:19-24.

An edge router is a computer, as it has a CPU, memory and storage.

Beser further explains that “the data network also includes network devices (24, 26) that

are originating and terminating ends of data flow.” Id. at 4:43-44. Egg indicates that these

devices can include telephony and multimedia devices, and that data that is to be transmitted

through the IP tunnels made by the m methods can include such telephony or multimedia

applications. BM at 4:.47-50.

 

b. Relevant Teachings of RFC 2401

Generally, RFC 2401 is concerned with providing high quality security for Internet

transactions that is adaptable to particular implementation needs and that facilitates

interoperability over the Internet. See, e. g., RFC 2401 at 4-5 (“The set of IPsec protocols

employed in any context, and the ways in which they are employed, will be determined by the
security and system requirements of users, applications, and/or sites/organizations”; see also Id.

at 5 (“A standard set of default algorithms is specified to facilitate interoperability in the global
Internet. The use of these algorithms, in conjunction with IPsec traffic protection and key

management protocols, is intended to permit system and application developers to deploy high

quality, Internet layer, cryptographic security technology”).

In particular, RFC 2401 defines the IPSec Protocol, and provides a detailed explanation

of how to implement a secure communication link in an IP tunneling model. In particular, EC

2401 describes particular “cases” to implement secure communications involving a VPN,

including “Case 3” which describes VPN implementation where edge routers on two different
networks are used to establish an encrypted IP tunnel through which the network devices will
communicate. RFC 2401 at 24-26.

 

3. Ground N0. 7: Claims 10-11 and 16-17 would have been

obvious to a person of ordinary skill under 35 U.S.C. § 103
based on Lendenmann in view of Beser.

a. Claim 10

Claim 10 depends from claim 2, and specifies “wherein receiving a message containing
the network address associated with the secure name of the device includes receiving the

message at the first device through tunneling within the secure communication link.”

Lendenmann recognizes the importance that data exchanged in the disclosed DCE system

be able to utilize security measures to protect communications: “When a client establishes

authenticated RPC, it can specify the level of protection to be applied to its communication with

the server. The protection level determines the degree to which client/server messages are

actually encrypted.” Lendenmann at 192.

Beser shows that one of the security measures that can be performed by the disclosed

methods “is that of initiating and maintaining a virtual tunnel.” Beser at 6:58-59. Beser

 

161

Petitioner Apple Inc. - Exhibit 1072, p. 217



Petitioner Apple Inc. - Exhibit 1072, p. 218

Request for Reexamination of US. Patent No. 8,051,181

emphasizes the importance of protecting the negotiation process in order to protect from hackers

the identities of the originating and terminating telephony devices:

The negotiation ensures that neither the private nor any public IP 58 addresses

for the ends of the VoIP association appear in the source 88 or destination 90

address fields of the IP 58 packets that comprise the negotiation . . . . In this

manner the identities of the originating 24 and terminating 26 telephony

devices are inside the payload fields 84 of the IP 58 packets and may be

hidden from hackers on the public network 12. The negotiation may occur

through the trusted-third-party network device 30 to further ensure the

anonymity of the telephony devices (24, 26). Beser at 12:6-19.
 

Additionally, Beser teaches that when anonymity is required, encryption can be used:
 

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network. Egg; at 226—12.

A person skilled in the art before the effective filing date of the ’ 181 patent would have

immediately recognized the beneficial use of tunneling disclosed by Beser would have been

equally useful to those methods already described by Lendenmann.

Accordingly, Lendenmann in view of Beser would render obvious claim 10 of the ’ 181

patent under 35 U.S.C. § 103.

 

b. Claim 11

Claim 11 of the ’ 1 81 patent depends from claim 2, and specifies “wherein receiving a

message containing the network address associated with the secure name of the device includes

receiving the message in the form of at least one tunneled packet.”

Lendenmann recognizes the importance that data exchanged in the disclosed DCE system

be able to utilize security measures to protect communications: “When a client establishes

authenticated RPC, it can specify the level of protection to be applied to its communication with

the server. The protection level determines the degree to which client/server messages are

actually encrypted.” Lendenmann at 192.

Beser shows that one of the security measures that can be performed by the disclosed

methods “is that of initiating and maintaining a virtual tunnel.” Beser at 6:58-59. Beser

emphasizes the importance of protecting the negotiation process in order to protect from hackers

the identities of the originating and terminating telephony devices:

 

 

The negotiation ensures that neither the private nor any public IP 58 addresses

for the ends of the VoIP association appear in the source 88 or destination 90
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address fields of the IP 58 packets that comprise the negotiation. . . . In this

manner the identities of the originating 24 and terminating 26 telephony

devices are inside the payload fields 84 of the IP 58 packets and may be

hidden from hackers on the public network 12. The negotiation may occur

through the trusted-third—party network device 30 to further ensure the

anonymity of the telephony devices (24, 26). Beser at 1226-19.

Additionally, Beser teaches that when anonymity is required, encryption can be used:

One method of thwarting the hacker is to establish a Virtual Private Network

(“VPN”) by initiating a tunneling connection between edge routers on the

public network. For example, tunneling packets between two end-points over

a public network is accomplished by encapsulating the IP packet to be

tunneled within the payload field for another packet that is transmitted on the

public network. Beser at 2:6-12.
 

A person skilled in the art before the effective filing date of the ’ 1 81 patent would have

immediately recognized the beneficial use of turmeling disclosed by Beser would have been

equally useful to those methods already described by Lendenmann.

Accordingly, Lendenmann in view of Beser would render obvious claim 11 of the ’ 181

patent under 35 U.S.C. § 103.

 

c. Claim 16

Claim 16 depends from claim 15 and specifies “wherein the plurality of application

programs comprises video conferencing, e-mail, a word processing program, telephony or a
combination thereof.”

Beser also discloses a plurality of services and multimedia applications that are able to utilize the

disclosed secure communication links. For example:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In 45 another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video—game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or
multimedia devices. Beser at 4:43—54.

A person skilled in the art before the effective filing date of the ’181 patent would have

immediately recognized the beneficial use of incorporating various multimedia technologies

disclosed by m would have been equally useful to those methods already described by
Lendenmann.
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Accordingly, Lendenmann in view of Beser would render obvious claim 16 of the ’ 1 81

patent under 35 U.S.C. § 103.

 

d. Claim 17

Claim 17 depends from claim 15 and specifies “wherein the plurality of services

comprises audio, video or a combination thereof.”

Beser also discloses a plurality of services and multimedia applications that are able to

utilize the disclosed secure communication links. For example:

 

The data network also includes network devices (24, 26) that are originating

and terminating ends of data flow. In 45 another exemplary preferred

embodiment of the present invention, these network devices (24, 26) are

telephony devices or multimedia devices. Multimedia devices include Web-

TV sets and decoders, interactive video—game players, or personal computers

running multimedia applications. Telephony devices include VoIP devices

(portable or stationary) or personal computers running facsimile or audio

applications. However, the ends of the data flow may be other types of

network devices and the present invention is not restricted to telephony or

multimedia devices. Beg at 4:43-54.

A person skilled in the art before the effective filing date of the ’ 1 81 patent would have

immediately recognized the beneficial use of incorporating various multimedia technologies

disclosed by Beser would have been equally useful to those methods already described by
Lendenmann.

Accordingly, Lendenmann in view of Beser would render obvious claim 17 of the ’ 181

patent under 35 U.S.C. § 103.

 

4. Ground No. 8: Claims 10 and 11 would have been obvious to a

person of ordinary skill under 35 U.S.C. § 103 based on
Lendenmann in view of RFC 2401.

a. Claim 10

Claim 10 depends from claim 2, and specifies “wherein receiving a message containing

the network address associated with the secure name of the device includes receiving the

message at the first device through tunneling within the secure communication link.”

Lendenmann recognizes the importance that data exchanged in the disclosed system

utilize security measures to protect communications: “When a client establishes authenticated

RPC, it can specify the level of protection to be applied to its communication with the server.

The protection level determines the degree to which client/server messages are actually

encrypted.” Lendenmann at 192.
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Generally, RFC 2401 is concerned with providing high quality security for Internet

transactions that’is adaptable to particular implementation needs and that facilitates
interoperability over the Internet. See, e. g., RFC 2401 at 4-5 (“The set of IPsec protocols

employed in any context, and the ways in which they are employed, will be determined by the

security and system requirements of users, applications, and/or sites/organizations”; see also Id.

at 5 (“A stande set of default algorithms is specified to facilitate interoperability in the global

Internet. The use of these algorithms, in conjunction with IPsec traffic protection and key

management protocols, is intended to permit system and application developers to deploy high

quality, Internet layer, cryptographic security technology.”).

In particular, RFC 2401 defines the IPSec Protocol, and provides a detailed explanation

of how to implement a secure communication link in an IP tunneling model. In particular, RF_C

2401 describes particular “cases” to implement secure communications involving a VPN,

including “Case 3” which describes VPN implementation where edge routers on two different

networks are used to establish an encrypted IP tunnel through which the network devices will
communicate. RFC 2401 at 24-26.

 

A person skilled in the art before the effective filing date of the ’181 patent would have

immediately recognized the beneficial use of tunneling disclosed by RFC 2401 would have been

equally useful to those methods already described by Lendenmann.

Accordingly, Lendenmann in view of RFC 2401 would render obvious claim 10 of the

’181 patent under 35 U.S.C. § 103.

b. Claim 11

Claim 11 of the ’ 181 patent depends from claim 2, and specifies “wherein receiving a

message containing the network address associated with the secure name of the device includes

receiving the message in the form of at least one tunneled packet.”

Lendenmann recognizes the importance that data exchanged in the disclosed system

utilize security measures to protect communications: “When a client establishes authenticated

RPC, it can specify the level of protection to be applied to its communication with the server.

The protection level determines the degree to which client/server messages are actually

encrypted.” Lendenmann at 192.

Generally, RFC 2401 is concerned with providing high quality security for Internet

transactions that is adaptable to particular implementation needs and that facilitates

interoperability over the Internet. See, e. g., RFC 2401 at 4—5 (“The set of IPsec protocols

employed in any context, and the ways in which they are employed, will be determined by the

security and system requirements of users, applications, and/or sites/organizations”; see also Id.

at 5 (“A standard set of default algorithms is specified to facilitate interoperability in the global

Internet. The use of these algorithms, in conjunction with IPsec traffic protection and key

management protocols, is intended to permit system and application developers to deploy high

quality, Internet layer, cryptographic security technology”).
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In particular, RFC 2401 defines the IPSec Protocol, and provides a detailed explanation

of how to implement a secure communication link in an IP tunneling model. In particular, EC

2191 describes particular “cases” to implement secure communications involving a VPN,

including “Case 3” which describes VPN implementation where edge routers on two different

networks are used to establish an encrypted IP tunnel through which the network devices will
communicate. RFC 2401 at 24-26.

A person skilled in the art before the effective filing date of the ’ 1 81 patent would have

immediately recognized the beneficial use of tunneling disclosed by RFC 2401 would have been

equally useful to those security methods already described by Lendenmann.

Accordingly, Lendenmann in view of Beser would render obvious claim 11 of the ’181

patent under 35 U.S.C. § 103.
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VII. DETAILED EXPLANATION OF MANNER OF APPLYING PROVINO T0 CLAIMS 1-29 AND

PROPOSED REJECTIONS BASED ON GROUND NOS. 9-10.

Exhibit C4 correlates each of claims 1-23 and 28-29 of the ’ 181 patent with the section

of the present request that sets out the detailed basis for anticipation and/or obviousness of the

claim, along with an identification of the relevant portions of Provino, alone or in conjunction

with H.323. Requester notes that any emphasis indicated in quotations or other citations (e.g., as

shown in bold faced text) has been added and is not original to the references cited in this

section, unless otherwise noted.

 

A. Ground No. 9: Claims 1-23 and 28-29 are Unpatentable under 35 USC §

102(e) as Being Anticipated by Provino

Provino describes systems and methods for establishing secure communication links

between devices connected to public networks such as the Internet through use of a secure DNS

system that facilitates the resolution of human readable addresses. The DNS systems are

illustrated in Figure 1 of Provino.
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DEVICE 12(m) SERVER 17 Tommy. I SERVER 31(1 :ACCESSED I I

EEI TOIFROM DEVICES I [E] I
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Figure 1, inter alia, shows

(i) various devices (12(1) —— 12(m)) interconnected for secure communication

links through the Internet (14),

(ii) a Virtual Private Network (15) which is capable of secure communication

to the other devices (15) through a firewall (30), and

(iii) name servers (17 and 32) that are capable of resolving the human readable

domain names for integer Internet addresses and configured to establish
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secure communication links between the devices 12 as well as the actual

secure communication link 15.

Each of these elements is then described in Provino, with guidance provided as to

implementation of the functionality of each particular element, component or service.

Provino thus describes methods and systems for establishing a secure communication

link between two devices across a public network such as the Internet.

1. Claim 1

Claim 1 is directed to “[a] non-transitory machine-readable medium comprising

instructions for a method of communicating with a first device associated with a secure name

and an unsecured name, the method comprising”:

(a) receiving, at a network address corresponding to the secure name

associated with the first device, a message from a second device of the

desire to securely communicate with the first device; and

(b) sending a message over a secure communication link from the first device
to the second device.

The preamble of claim 1 specifies “[a] non—transitory machine-readable medium

comprising instructions for a method of communicating with a first device associated with a

secure name and an unsecured name . . . .” As shown in Figure 1, provided above, Provino

discloses two name servers, Name Server 17 and VPN Name Server 32. Provino additionally

discloses two names associated for each of the servers (items 3 l (S), for example) on Virtual

Private Network 15, one being a secure name, i.e., the Domain name stored in the VPN Name

Server 32, and one being an unsecured name, i.e., the Domain name stored in Name Server 17 at
ISP 11:

A problem arises in connection with accesses by a device, such as device

12(m), which is external to the virtual private network 15, and a device, such

as a server 31(s), which is external to the firewall, namely, that name server

17 is not provided with integer Internet addresses for servers 31(5) and other

devices which are in the virtual private network 15, except for integer Internet
addresses associated with the firewall 30. Provino at 10:45-52.

[I]n that connection the name server 32 serves to resolve human-readable

Internet addresses for servers 31(s) internal to the virtual private network 15 to

respective integer Internet addresses. Provino at 92-5.

In Provino, the name servers are DNS servers:

To accommodate the use of human—readable names, name servers, also

referred to as DNS servers, are provided to resolve the human-readable names

to the appropriate Internet addresses. Provino at 1:56-60.
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Further, Provino teaches that for device 12(m) to reach server 31(s) in Virtual Private

Network 15, it must first query public domain name server 17 to obtain an address for

Firewall 30. The name stored in public domain name server 17 is an unsecured name,

as described in the examples set forth below:

0 In that operation, the packet generator 22 will initially contact name

server 17 to attempt to obtain the appropriate integer Internet address
from the name server 17. Provino at 8:40-43.

 

0 Communications between devices external to the virtual private

network 15, such as device 12(m), and a device, such as a server 31(5),

inside the virtual private network 15, may be maintained over a secure
tunnel between the firewall 30 and the external device

***

The message packet may be directed to a predetermined integer
Internet address associated with the firewall 30 which is reserved for

secure tunnel establishment requests, and which is known to and

provided to the device 12(m) by the nameserver 17. Provino at 9:32-

36, 52-56.

 

o [W]hen the device 12(m) and firewall 3O cooperate to establish a

secure tunnel therebetween. . .the firewall 3O [] provides the device

12(m) with the identification of a name server, such as name server 32,

in the virtual private network 15 which the device 12(m) can access to

obtain the appropriate integer Internet addresses for the human-

readable Internet addresses which may be provided by the operator of

device 12(m). Provino at 10:54-56, 62-67.
 

Device 12(m) is allowed access to Virtual Private Network 15 and server

31(s) only if it is authorized to do so. Device 12(m) may only establish a secure

communication link upon receipt of the second device’s secure name, i.e., the

appropriate integer Internet address which is registered on VPN Name Server 32:

o If the device 12(m) is authorized to access a server 31(5) in the virtual

private network 15, the client 12(m) and firewall 3O engage in a

dialog, comprising one or more message packets transferred

therebetween over the Internet 14. During the dialog, the firewall 30

may provide the device 12(m) with the identification of a decryption

algorithm and associated decryption key which the device 12(m) is to

use in decrypting the encrypted portions of message packets which the

virtual private network transmits to the device 12(m). In addition, the

firewall 30 may also provide the device 12(m) with the identification

of an encryption algorithm and associated encryption key which the

device 12(m) is to use in encrypting the portions of message packets

which the device 12(m) transmits to the virtual private network 15
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which are to be encrypted; alternatively, the device 12(m) can provide

the identification of the encryption algorithm and key that it. . .will use

to the firewall 30 during the dialog. Provino at 9:56~10:7.

o If the message packet indicates that the source of the message packet is

requesting access to the particular server 31(3), and if the source is

authorized to access the server 31(s), the firewall 30 will forward the

message packet over the communication link 33 to the server 31(s). On

the other hand if the source is not authorized to access the server 31(s),

the firewall 30 will not forward the message packet to the server 31(3),

and may, instead, transmit a response message packet to the source

device indicating that the source was not authorized to access the

server 31(s). Provino at 9: 17-27.

Provino explains that these DNS systems include secure nameservers (e.g., Nameserver

32 in Figure 1) that “serves to resolve human—readable Internet addresses for servers 31(s)

internal to the virtual private network 15 to respective integer Internet addresses.” See Provino at

8:67-9:5. Provino further describes that the secure DNS systems comprise secure domain names

(e.g., the human-readable domain name associated with VPN 15 or like servers) that are “secure

names” associated with secure communications. See, e. g., Provino at 9: 32—10113 (describing

creation of “secure tunnel” between device 12(m) and VPN 15 through firewall 30). The secure

nameservers within Provino (e.g., Nameserver 32 in Figure 1) thus can act on and resolve secure

or private domain names that cannot be resolved through public or insecure nameservers.

Once the secure communication link is established, further DNS requests containing

private domain names are routed to VPN Name Server 32 as follows:

As noted above after the secure tunnel has been established, the device

12(m) can use the information provided during the first phase in connection

with generating and transferring message packets to one or more of the servers

31(s) in the virtual private network 15. In those operations, if the operator of

device 12(m) through the operator interface 20 provides a human-

readable Internet address [i.e., a domain name], the device 12(m) will

initially determine whether the IP parameter store 25 has cached therein an

integer Internet address. . .. If not, the packet generator 22 will generate a

request message packet for transfer to the name server 17 [i.e., the public DNS

server] requesting it to provide the integer Internet address associated with the

human-readable Internet address. If the name server 17 has an integer Internet

address associated with the human-readable Internet address, it will provide

the integer Internet address to the device 12(m). It will be appreciated that this

may occur if the human-readable Internet address in the request message

packet has been associated with a device 13 external to the virtual private

network 15, as well as with a server 32(s) in the virtual private network 15.

Thereafter, the device 12(m) can use the integer Internet address to generate

message packets for transfer over the Internet as described above.
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Assuming, on the other hand, that the nameserver 17 does not have a integer

Internet address associated with the human-readable Internet address, it (that

is, the nameserver 17) will provide a response message packet so indicating to

the device 12(m). Thereafter, the packet generator 22 of device 12(m) will

generate a request message packet for transmission to the next nameserver

identified in its IP parameter store 25 requesting that nameserver to provide

the integer Internet address associated with the human-readable Internet

address. If that next nameserver is nameserver 32, the packet generator 22 will

provide the message packet to the secure packet processor 26 for processing.

The secure packet processor 26, in turn, will generate a request message

packet for transfer over the secure tunnel to the firewall 30. Provino at 13 :26-
67.

Thus, Provino discloses “a non-transitory machine-readable medium comprising

instructions for a method of communicating with a first device associated with a secure name
and an unsecured name.”

Step (a) of Claim 1 specifies: “receiving, at a network address corresponding to the
secure name associated with the first device, a message from a second device of the desire to

securely communicate with the first device; and”

Provino discloses that the establishment of the secure communication link between

devices can be initiated by a first device (device 12(m)) that is external to the virtual private

network 15. In this manner, “the device 12(m), in response to a request from its operator,

generates a message packet for transfer through the ISP 11 and Internet 14 to the firewall 30

requesting establishment of a secure tunnel between the device 12(m) and firewall 30. Provino
at 9:46-52.

Thus, Provino discloses “receiving, at a network address corresponding to the secure

name associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Step (b) of claim 1 specifies: “sending a message over a secure communication link from
the first device to the second device.”

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels. See, e. g., Provino, at 9:32-44. As Provino explains:

Communications between devices external to the virtual private network 15,

such as device 12(m), and a device, such as a server 31(5), inside the virtual

private network 15, may be maintained over a secure tunnel between the
firewall 30 and the external device as described above to maintain the

information transferred therebetween secret while being transferred over

the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical

connections identified by reference numerals 40, 42, and 44; it will be

appreciated that the logical connection 42 comprises one of the logical
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connections 41 between ISP 11 and Internet 14, and logical connection 44

comprises one of the logical connections 43 between the Internet 14 and the
firewall 30.

Thus, Provino discloses “sending a message over a secure communication link from the
first device to the second device.”

Accordingly, Beser anticipates claim 1 of the ’181 patent under 35 U.S.C. § 102(e).
 

2. Claim 2

Independent claim 2 is directed to “[a] method of using a first device to communicate

with a second device having a secure name, the method comprising:

(a) from the first device, sending a message to a secure name service, the message

requesting a network address associated with the secure name of the second
device;

(b) at the first device, receiving a message containing the network address associated
with the secure name of the second device; and

(c) from the first device, sending a message to the network address associated with

the secure name of the second device using a secure communication link.

The preamble of claim 2 specifies “[a] method of using a first device to communicate

with a second device having a secure name . . . .” As shown in Figure 1, provided above,

Provino discloses two name servers, Name Server 17 and VPN Name Server 32. Provino

additionally discloses two names associated for each of the servers (items 31(S), for example) on

Virtual Private Network 15, one being a secure name, i.e., the Domain name stored in the VPN

Name Server 32, and one being an unsecured name, i.e., the Domain name stored in Name
Server 17 at ISP 11:

A problem arises in connection with accesses by a device, such as device

12(m), which is external to the virtual private network 15, and a device, such

as a server 31(s), which is external to the firewall, namely, that name server

17 is not provided with integer Internet addresses for servers 31(5) and other

devices which are in the virtual private network 15, except for integer Internet
addresses associated with the firewall 30. Provino at 10:45-52.

[I]n that connection the name server 32 serves to resolve human-readable

Internet addresses for servers 31(s) internal to the virtual private network 15 to

respective integer Internet addresses. Provino at 922-5.

In Provino, the name servers are DNS servers:

To accommodate the use of human-readable names, name servers, also

referred to as DNS servers, are provided to resolve the human-readable names

to the appropriate Internet addresses. Provino at 1:56-60.
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Further, Provino teaches that for device 12(m) to reach server 31(5) in Virtual Private

Network 15, it must first query public domain name server 17 to obtain an address for

Firewall 30. Device 12(m) is allowed access to Virtual Private Network 15 and

server 31(5) only if it is authorized to do 50. Device 12(m) may only establish a

secure communication link upon receipt of the second device’s secure name, i.e., the

appropriate integer Internet address which is registered on VPN Name Server 32:

o If the device 12(m) is authorized to access a server 31(5) in the virtual

private network 15, the client 12(m) and firewall 3O engage in a

dialog, comprising one or more message packets transferred

therebetween over the Internet 14. During the dialog, the firewall 30

may provide the device 12(m) with the identification of a decryption

algorithm and associated decryption key which the device 12(m) is to

use in decrypting the encrypted portions of message packets which the

virtual private network transmits to the device 12(m). In addition, the

firewall 30 may also provide the device 12(m) with the identification

of an encryption algorithm and associated encryption key which the

device 12(m) is to use in encrypting the portions of message packets

which the device 12(m) transmits to the virtual private network 15

which are to be encrypted; alternatively, the device 12(m) can provide

the identification of the encryption algorithm and key that it. . .will use

to the firewall 30 during the dialog. Provino at 9256—1017.

0 If the message packet indicates that the source of the message packet is

requesting access to the particular server 3 l (5), and if the source is

authorized to access the server 31(5), the firewall 30 will forward the

message packet over the communication link 33 to the server 31(5). On

the other hand if the source is not authorized to access the server 31(5),

the firewall 30 will not forward the message packet to the server 31(5),

and may, instead, transmit a response message packet to the source

device indicating that the source was not authorized to access the

server 31(5). Provino at 9:17-27.

Provino explains that these DNS systems include secure nameservers (e.g., Nameserver

32 in Figure 1) that “serves to resolve human-readable Internet addresses for servers 31(5)

internal to the virtual private network 15 to respective integer Internet addresses.” See Provino at

8:67—9: 5. Provino describes secure DNS systems that comprise secure domain names (e. g., the

human-readable domain name associated with VPN 15 or like servers) that are “secure names”

associated with secure communications. See, e. g., Provino at 9:32—10: 13 (describing creation of

“secure tunnel” between device 12(m) and VPN 15 through firewall 30).

 

 

 

Once the secure communication link is established, further DNS requests containing

private domain names are routed to VPN Name Server 32 as follows:

As noted above after the secure tunnel has been established, the device

12(m) can use the information provided during the first phase in connection

with generating and transferring message packets to one or more of the servers
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31(s) in the virtual private network 15. In those operations, if the operator of

device 12(m) through the operator interface 20 provides a human-

readable Internet address [i.e., a domain name], the device 12(m) will

initially determine whether the IP parameter store 25 has cached therein an

integer Internet address. . .. If not, the packet generator 22 will generate a

request message packet for transfer to the name server 17 [i.e., the public DNS

server] requesting it to provide the integer Internet address associated with the

human-readable Internet address. If the name server 17 has an integer Internet

address associated with the human-readable Internet address, it will provide

the integer Internet address to the device 12(m). It will be appreciated that this

may occur if the human-readable Internet address in the request message

packet has been associated with a device 13 external to the virtual private

network 15, as well as with a server 32(s) in the virtual private network 15.

Thereafter, the device 12(m) can use the integer Internet address to generate

message packets for transfer over the Internet as described above.

Assuming, on the other hand, that the nameserver 17 does not have a integer

Internet address associated with the human-readable Internet address, it (that

is, the nameserver 17) will provide a response message packet so indicating to

the device 12(m). Thereafter, the packet generator 22 of device 12(m) will

generate a request message packet for transmission to the next nameserver

identified in its IP parameter store 25 requesting that nameserver to provide

the integer Internet address associated with the human-readable Internet

address. If that next nameserver is nameserver 32, the packet generator 22 will

provide the message packet to the secure packet processor 26 for processing.

The secure packet processor 26, in turn, will generate a request message

packet for transfer over the secure tunnel to the firewall 30. Provino at 13:26—
67.

 

Thus, Provino discloses “[a] method of using a first device to communicate with a second

device having a secure name.”

 

Step (a) of claim 2 further specifies: “from the first device, sending a message to a

secure name service, the message requesting a network address associated with the secure name
of the second device.”

Provino also shows that communications are generally initiated by a query initiated by

the device or operator initiating the communication, and such query requests the network address

associated with the secure name of the second device. For example, at 13:54-67, Provino

generally explains that requests (“queries”) are used in its secure DNS system as follows:

 

Assuming, on the other hand, that the nameserver 17 does not have a integer

Internet address associated with the human-readable Internet address, it (that

is, the nameserver 17) will provide a response message packet so indicating to

the device 12(m). Thereafter, the packet generator 22 of device 12(m) will

generate a request message packet for transmission to the next

nameserver identified in its IP parameter store 25 requesting that
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nameserver to provide the integer Internet address associated with the
human-readable Internet address. If that next nameserver is nameserver

32, the packet generator 22 will provide the message packet to the secure

packet processor 26 for processing. The secure packet processor 26, in turn,

will generate a request message packet for transfer over the secure tunnel to
the firewall 30.

Thus, Provino shows the step of “from the first device, sending a message to a secure

name service, the message requesting a network address associated with the secure name of the
second device.”

Step (b) of claim 2 further specifies: “at the first device, receiving a message containing
the network address associated with the secure name of the second device; and”

Provino also shows that the querying device receives a response message from name

server 32 that comprises the network address associated with the secure name of the second

device. For example, at 14:39-46, 57-63, Provino explains:

After the name server 32 receives the request message packet, it will process it

to determine whether it has an integer Internet address associated with the

human—readable Internet address provided in the request message packet. If

the name server determines that it has such an integer Internet address, it will

generate a response message packet including the integer Internet address for
transmission to the firewall.

***

After the firewall 30 receives the response message packet, since

communications with device 12(m) are over the secure tunnel therebetween, it

(that is, the firewall 30) will encrypt the response message packet received

from the name server 32 and generate a message packet for transmission to

the device 12(m) including the encrypted response message packet.

Thus, Provino shows the step of “at the first device, receiving a message containing the

network address associated with the secure name of the second device; and.”

Step (c) of claim 2 further specifies: “from the first device, sending a message to the

network address associated with the secure name of the second device using a secure
communication link.”

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels, which communications are established by sending a message to the

network address associated with the secure name of the second device. See, e. g., Provino, at

9:32-44. As Provino explains:

Communications between devices external to the virtual private network 15,

such as device 12(m), and a device, such as a server 31(s), inside the virtual

private network 15, may be maintained over a secure tunnel between the
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firewall 30 and the external device as described above to maintain the

information transferred therebetween secret while being transferred over

the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical

connections identified by reference numerals 40, 42, and 44; it will be

appreciated that the logical connection 42 comprises one of the logical

connections 41 between ISP 11 and Internet 14, and logical connection 44

comprises one of the logical connections 43 between the Internet 14 and the
firewall 30.

Accordingly, Provino anticipates claim 2 of the ’ 1 81 patent under 35 U.S.C. § 102(e).

3. Claim 3

Claim 3 depends from claim 2, and specifies “wherein the secure name of the second
device is a secure domain name.

As described in more detail above, the name servers in Provino are Domain Name

Servers (i.e., DNS servers) such that the secure name, which is registered with VPN Name

Server 32, is a secure domain name, as explained in Provino, for example, at 1:56-60:

 

To accommodate the use of human-readable names, name servers, also

referred to as DNS servers, are provided to resolve the human-readable names

to the appropriate Internet addresses.

Accordingly, Provino anticipates claim 3 of the ’181 patent under 35 U.S.C. § 102(e).

4. Claim 4

Claim 4 depends from claim 2, and specifies “wherein the secure name indicates

security.”

Name Server 17 responds to device 12(m)’s request to establish a secure communication

link by providing an IP address known to Name Server 17 as the address associated with

Firewall 30. For example:

The message packet may be directed to a predetermined integer Internet address

associated with the firewall 30 which is reserved for secure tunnel establishment requests,

and which is known to and provided to the device 12(m) by the nameserver 1 7. Provino

at 9:32-36, 52—56.

As described above, the VPN server 32 resides behind firewall 30, such that the secure name

obtained from VPN server 32 is known to indicate security.

Accordingly, Provino anticipates claim 4 of the ’ 1 81 patent under 35 U.S.C. § 102(e).
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5. Claim 5

Claim 5 of the ’ 181 patent depends from claim 2, and specifies “wherein receiving the

message containing the network address associated with the secure name of the second device

includes receiving the message in encrypted form.”

Provino discloses secure DNS systems that use encryption. See, e. g., Provino at 10:25—

27, (“The secure packet processor 26, in turn encrypts the portions of the message packet that are

to be encrypted, using the encryption algorithm and key”); Id. at 9:60-10: 13. Accordingly,

Provino anticipates claim 28 under 35 U.S.C. § 102(e).

 

 

Accordingly, Provino anticipates claim 5 of the ’ 1 81 patent under 35 U.S.C. § 102(e).

6. Claim 6

Claim 6 depends from claim 5, and specifies that the step of “further including decrypting

the message.”

Provino discloses secure DNS systems that use encryption. See, e. g., Provino at 10:25—

27, (“The secure packet processor 26, in turn encrypts the portions of the message packet that are

to be encrypted, using the encryption algorithm and key”); Id. at 9:60-10:13. It would have been

inherent in Provino to “decrypt” the very information that it recommends encrypting.

  

Accordingly, Provino anticipates claim 6 of the ’181 patent under 35 U.S.C. § 102(e).

7. Claim 7

Claim 7 of the ’ 181 patent depends from claim 2, and specifies “wherein the second

device is capable of supporting a secure communication link as well as a non—secure

communication link, the method further including establishing a non—secure communication link
with the second device when needed.”

The communication link established between device 12(m) and server 31(s) that passes

within the secure tunnel can be a non-secure communication link. Similarly, the link between

firewall 30 and server 31(s) can be a non-secure communication link. And, the link between the

firewall and device 12(m) can be a secure communication link. Finally, the dialog between

device 12(m) and firewall 30 before a secure tunnel is established can be a non-secure

communication link. See Provino, at 9:32—52.
 

Accordingly, Provino renders claim 7 obvious in view of RFC 2401 under 35 U.S.C.

§ 103.

8. Claim 8

Claim 8 depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving
the network address as an IP address associated with the secure name of the device.”
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Provino also shows that the querying device receives a response message from VPN

Name Server 32 that comprises the network address associated with the secure name of the

second device. For example, at 14:39-46, 57—63, Provino explains:

After the name server 32 receives the request message packet, it will process it to

determine whether it has an integer Internet address associated with the human-readable

Internet address provided in the request message packet. If the name server determines

that it has such an integer Internet address, it will generate a response message packet

including the integer Internet address for transmission to the firewall.

***

After the firewall 30 receives the response message packet, since communications with

device 12(m) are over the secure tunnel therebetween, it (that is, the firewall 30) will

encrypt the response message packet received from the name server 32 and generate a

message packet for transmission to the device 12(m) including the encrypted response

message packet.

Accordingly, Provino anticipates claim 8 of the ’181 patent under 35 U.S.C. § 102(6).

9. Claim 9

Claim 9 depends from claim 2 and specifies that “further including automatically

initiating the secure communication link after it is enabled.”

The secure communication link disclosed in Provino is automatically initiated. See, e. g.,
Provino at 9:46—10:7.

Accordingly, Provino anticipates claim 9 of the ’ 1 81 patent under 35 U.S.C. § 102(c).

10. Claim 10

Claim 10 depends from claim 2, and specifies “wherein receiving a message containing

the network address associated with the secure name of the device includes receiving the

message at the first device through tunneling within the secure communication link.”

Provino also shows that the querying device receives a response message from VPN

Name Server 32 that comprises the network address associated with the secure name of the

second device, and further that the response message is sent through use of a secure tunnel. For

example, at 14:39-46, 57—63, Provino explains:

After the name server 32 receives the request message packet, it will process it to

determine whether it has an integer Internet address associated with the human-readable

Internet address provided in the request message packet. If the name server determines

that it has such an integer Internet address, it will generate a response message packet

including the integer Internet address for transmission to the firewall.

***
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After the firewall 30 receives the response message packet, since communications with

device 12(m) are over the secure tunnel therebetween, it (that is, the firewall 30) will

encrypt the response message packet received from the name server 32 and generate a

message packet for transmission to the device 12(m) including the encrypted response

message packet.

Accordingly, Provino anticipates claim 10 of the ’181 patent under 35 U.S.C. § 102(e).

ll. Claim 11

Claim 11 of the ’181 patent depends from claim 2, and specifies “wherein receiving a

message containing the network address associated with the secure name of the device includes

receiving the message in the form of at least one tunneled packet.”

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels, which communications are established by sending a message to the

network address associated with the secure name of the second device. See, e. g., Provino, at

9:32-44. As Provino explains:

 

Communications between devices external to the virtual private network 15,

such as device 12(m), and a device, such as a server 31(s), inside the virtual

private network 15, may be maintained over a secure tunnel between the
firewall 30 and the external device as described above to maintain the

information transferred therebetween secret while being transferred over

the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical

connections identified by reference numerals 40, 42, and 44; it will be

appreciated that the logical connection 42 comprises one of the logical

connections 41 between ISP 11 and Internet 14, and logical connection 44

comprises one of the logical connections 43 between the Internet 14 and the
firewall 30.

Accordingly, Beser anticipates claim 11 of the ’181 patent under 35 U.S.C. § 102(e).
 

12. Claim 12

Claim 12 depends from claim 2 and specifies “wherein the receiving and sending of

messages includes receiving and sending the messages in accordance with any one of a plurality

of communication protocols.”

The systems described by Provino provide a plurality of services and application

programs through Internet communications. See, e. g., Provino at 5:10—13, 28—32 (transfer of
information over the Internet through “Web pages or the like”). Web pages inherently support a

plurality of services, including audio applications and multimedia applications, as well as

communication protocols.

 

Accordingly, Provino anticipates claim 12 of the ’181 patent under 35 U.S.C. § 102(e).
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13. Claim 13

Claim 13 depends from claim 2 and specifies “wherein the receiving and sending of

messages through the secure communication link includes multiple sessions.”

The systems described by Provino provide a plurality of services and application

programs through Internet communications. See, e. g., Provino at 5:10-13, 28-32 (transfer of

information over the Internet through “Web pages or the like”). Web pages inherently support a

plurality of services and multiple sessions, including audio applications and multimedia

applications, as well as communication protocols.

 

 

Accordingly, Provino anticipates claim 13 of the ’181 patent under 35 U.S.C. § 102(c).

14. Claim 14

Claim 14 depends from claim 2 and specifies “further including supporting a plurality of
services over the secure communication link.”

The systems described by Provino provide a plurality of services and application

programs through Internet communications. See, e.g, Provino at 5:10-13, 28-32 (transfer of

information over the Internet through “Web pages or the like”). Web pages inherently support a

plurality of services, including audio applications and multimedia applications, as well as

communication protocols.

 

 

Accordingly, Provino anticipates claim 14 of the ’181 patent under 35 U.S.C. § 102(6).
 

15. Claim 15

Claim 15 depends from claim 14 and specifies “wherein the plurality of services

comprises a plurality of communication protocols, a plurality of application programs, multiple

sessions, or a combination thereof.”

The systems described by Provino provide a plurality of services and application

programs through Internet communications. See, e. g., Provino at 5:10-13, 28-32 (transfer of

information over the Internet through “Web pages or the like”). Web pages inherently support a

plurality of services, including audio applications and multimedia applications, as well as

communication protocols.

Accordingly, Provino anticipates claim 15 of the ’ 181 patent under 35 U.S.C. § 102(6).

16. Claim 16

Claim 16 depends from claim 15 and specifies “wherein the plurality of application

programs comprises video conferencing, e—mail, a word processing program, telephony or a
combination thereof.”

The systems described by Provino provide a plurality of services and application

programs through Internet communications. See, e. g., Provino at 5:10-13, 28-32 (transfer of
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information over the Internet through “Web pages or the like”). Web pages inherently support a

plurality of services and application programs, include video conferencing, email, wording

process and telephony, along with other multimedia and audio applications.

Accordingly, Provino anticipates claim 16 of the ’181 patent under 35 U.S.C. § 102(e).

17. Claim 17

Claim 17 depends from claim 15 and specifies “wherein the plurality of services

comprises audio, video or a combination thereof.”

The systems described by Provino provide a plurality of services and application

programs through Internet communications. See, e. g., Provino at 5:10-13, 28-32 (transfer of
information over the Internet through “Web pages or the like”). Web pages inherently support a

plurality of services, including audio, video and other multimedia and audio applications.

Accordingly, Provino anticipates claim 17 of the ’181 patent under 35 U.S.C. § 102(e).
 

18. Claim 18

Claim 18 depends from claim 2 and specifies “wherein the secure communication link is
an authenticated link.”

Provino further teaches secure DNS systems which authenticate requests (“queries”) for

network addresses using cryptographic techniques. Provino teaches systems that receive a query

for a network address from the operator (and subsequently) from device 12(m). Provino at 9:46-

60. This occurs during a dialog between the initiating and responding entities. For example, at

9:56-10:12, Provino explains:

 

During the dialog, the firewall 30 may provide the device 12(m) with the identification

of a decryption algorithm and associated decryption key which the device 12(m) is

to use in decrypting the encrypted portions of message packets which the virtual

private network transmits to the device 12(m). In addition, the firewall 30 may also

provide the device 12(m) with the identification of an encryption algorithm and

associated encryption key which the device 12(m) is to use in encrypting the portions

of message packets which the device 12(m) transmits to the virtual private network

15 which are to be encrypted; alternatively, the device 12(m) can provide the

identification of the encryption algorithm and key that it (that is device 12(m)) will

use to the firewall 30 during the dialog. The device 12(m) can store in its IP parameter

store 25 information concerning the secure tunnel, including information associating the

identification of the firewall 30 and the identifications of the encryption and

decryption algorithms and associated keys for message packets to be transferred
over the secure tunnel.

Accordingly, Provino anticipates claim 18 of the ’181 patent under 35 U.S.C. § 102(e).
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19. Claim 19

Claim 19 depends from claim 2 and specifies “wherein the first device is a computer, and

the steps are performed on the computer.”

Provino further discloses secure DNS systems in which a query is initiated from the first

location (device 12(m)), and that the second location (e.g., VPN 15, which comprises device 13

and servers 31(s) comprises a computer. See Provino at 6: 19—23 (“The firewall 30 and servers

31(s) maybe similar to any of the various devices of devices 12(m) and 13 and may include, for

example, personal computers, computer workstations, and the like”). Provino also teaches
network addresses associated with the firewall and devices, such as servers 31, within the VPN

15. See, e.g., Provino at 9:52-65 and 10:45—11:25.

 

Accordingly, Provino anticipates claim 19 of the ’ 181 patent under 35 U.S.C. § 102(6).

20. Claim 20

Claim 20 depends from claim 2 and specifies “wherein the first device is a client

computer connected to a communication network, and the method is performed by the client

computer on the communication network.”

Provino further discloses secure DNS systems in which a query is initiated from the first

location (device 12(m)), and that the second location (e.g., VPN 15, which comprises device 13

and servers 31(s) comprises a computer. See Provino at 6: 19-23 (“The firewall 30 and servers

31(s) maybe similar to any of the various devices of devices 12(m) and 13 and may include, for

example, personal computers, computer workstations, and the like”). Provino also teaches
network addresses associated with the firewall and devices, such as servers 31, within the VPN

15. See, e.g., Provino at 9:52-65 and 10:45—11:25.

 

 

 

Accordingly, Provino anticipates claim 20 of the ’181 patent under 35 U.S.C. § 102(c).
 

21. Claim 21

Claim 21 depends from claim 2 and specifies “further including providing an unsecured
name associated with the device.”

As shown in Figure 1, provided above, Provino discloses two name servers, Name Server

17 and VPN Name Server 32. Provino additionally discloses two names associated for each of

the servers (items 31(S), for example) on Virtual Private Network 15, one being a secure name,

i.e., the Domain name stored in the VPN Name Server 32, and one being an unsecured name,

i.e., the Domain name stored in Name Server 17 at ISP 11

Accordingly, Provino anticipates claim 21 of the ’181 patent under 35 U.S.C. § 102(6).

22. Claim 22

Claim 22 depends from claim 2 and specifies “wherein the secure name is registered prior

to the step of sending a message to a secure name service.”
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As described above, VPN Name Server 32 stores the secure domain name for each of the

servers that are the object of the desire to communicate. For the secure name to be resolved by

VPN Server 32, it must have been previously registered.

Accordingly, Provino anticipates claim 22 of the ’ 181 patent under 35 U.S.C. § 102(e).
 

23. Claim 23

Claim 23 depends from claim 2 and specifies “wherein the secure name of the second

device is a secure, non—standard domain name.”

As the secure name is only resolvable by VPN Name Server 32, and not Name Server

17, the secure name is a non—stande domain name.

Accordingly, Provino anticipates claim 23 of the ’181 patent under 35 U.S.C. § 102(e).
 

24. Claim 28

Independent claim 28 is directed to “[a] non-transitory machine-readable medium

comprising instructions for:

(a) sending a message to a secure name service, the message requesting a network

address associated with a secure name of a device;

(b) receiving a message containing the network address associated with the secure

name of the device; and

(c) sending a message to the network address associated with the secure name of the

device using a secure communication link.

The preamble of claim 28 specifies “[a] non—transitory machine-readable medium

comprising instructions.” Provino discloses secure DNS systems in which a query is initiated

from the first location (device 12(m)), and that the second location (e.g., VPN 15, which

comprises device 13 and servers 31(s) comprises a computer. See Provino at 6: 19-23 (“The

firewall 30 and servers 31(s) maybe similar to any of the various devices of devices 12(m) and

13 and may include, for example, personal computers, computer workstations, and the like”).
Provino also teaches network addresses associated with the firewall and devices, such as servers

31, within the VPN 15. See, e,g., Provino at 9:52-65 and 10245—1 1 :25. Such communications

would have been facilitated by, for example, machine-readable medium that comprises
instructions.

 

 

 

Thus, Provino discloses [a] non-transitory machine-readable medium comprising
instructions.”

 

Step (a) of claim 28 further specifies: “sending a message to a secure name service, the

message requesting a network address associated with a secure name of a device;”
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Provino discloses that the establishment of the secure communication link between

devices can be initiated by a first device (device 12(m)) that is external to the virtual private

network 15. In this manner, “the device 12(m), in response to a request from its operator,

generates a message packet for transfer through the ISP 11 and Internet 14 to the firewall 30

requesting establishment of a secure tunnel between the device 12(m) and firewall 30. Provino
at 9:46-52. Device 12(m) may only establish a secure communication link upon receipt of the

second device’s secure name, i.e., the appropriate integer Internet address which is registered on

VPN Name Server 32. See, e.g., Provino at 9:56—1017.

Thus, Provino shows the step of “sending a message to a secure name service, the

message requesting a network address associated with a secure name of a device.”

Step (b) of claim 28 further specifies: “receiving a message containing the network
address associated with the secure name of the device; and”

Provino also shows that the querying device receives a response message from VPN

Name Server 32 that comprises the network address associated with the secure name of the

second device. For example, at 14:39-46, 57-63, Provino explains:

After the name server 32 receives the request message packet, it will process it to

determine whether it has an integer Internet address associated with the human-readable

Internet address provided in the request message packet. If the name server determines

that it has such an integer Internet address, it will generate a response message packet

including the integer Internet address for transmission to the firewall.

***

After the firewall 30 receives the response message packet, since communications with

device 12(m) are over the secure tunnel therebetween, it (that is, the firewall 30) will

encrypt the response message packet received from the name server 32 and generate a

message packet for transmission to the device 12(m) including the encrypted response

message packet.

Step (c) of claim 28 further specifies: “sending a message to the network address
associated with the secure name of the device using a secure communication link.”

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels, which communications are established by sending a message to the

network address associated with the secure name of the second device. See, e.g., Provino, at

9:32-44. As Provino explains:

Communications between devices external to the virtual private network 15,

such as device 12(m), and a device, such as a server 31(s), inside the virtual

private network 15, may be maintained over a secure tunnel between the
firewall 30 and the external device as described above to maintain the

information transferred therebetween secret while being transferred over

the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical
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connections identified by reference numerals 40, 42, and 44; it will be

appreciated that the logical connection 42 comprises one of the logical
connections 41 between ISP 11 and Internet 14, and logical connection 44

comprises one of the logical connections 43 between the Internet 14 and the
firewall 3 0.

Thus Provino discloses “sendin a messa e over a secure communication link from the3 _._—_—._

first device to the second dev1ce.”

Accordingly, Provino anticipates claim 28 of the ’181 patent under 35 U.S.C. § 102(e).

25. Claim 29

Independent claim 29 is directed to “[a] non-transitory machine—readable medium

comprising instructions for a method of communicating with a device having a secure name, the

method comprising:

(a) receiving at a network address associated with a secure name of a first device a

message from a second device requesting the desired to securely communicate

with the first device, wherein the secure name of the first device is registered; and

(b) sending a message securely from the first device to the second device.

The preamble of claim 29 specifies “[a] non—transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name . . .

As shown in Figure 1, provided above, Provino discloses two name servers, Name Server 17 and

VPN Name Server 32. Provino additionally discloses two names associated for each of the

servers (items 31(S), for example) on Virtual Private Network 15, one being a secure name, i.e.,

the Domain name stored in the VPN Name Server 32, and one being an unsecured name, i.e., the
Domain name stored in Name Server 17 at ISP 11:

A problem arises in connection with accesses by a device, such as device

12(m), which is external to the virtual private network 15, and a device, such

as a server 31(s), which is external to the firewall, namely, that name server

17 is not provided with integer Internet addresses for servers 31(5) and other

devices which are in the virtual private network 15, except for integer Internet
addresses associated with the firewall 30. Provino at 10:45-52.

[I]n that connection the name server 32 serves to resolve human-readable

Internet addresses for servers 31(s) internal to the virtual private network 15 to

respective integer Internet addresses. Provino at 9:2-5.

In Provino, the name servers are DNS servers:

To accommodate the use of human-readable names, name servers, also

referred to as DNS servers, are provided to resolve the human—readable names

to the appropriate Internet addresses. Provino at 1:56-60.
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Further, Provino teaches that for device 12(m) to reach server 31(s) in Virtual Private

Network 15, it must first query public domain name server 17 to obtain an address for

Firewall 30. Device 12(m) is allowed access to Virtual Private Network 15 and

server 31(s) only if it is authorized to do so. Device 12(m) may only establish a

secure communication link upon receipt of the second device’s secure name, i.e., the

appropriate integer Internet address which is registered on VPN Name Server 32:

 

o If the device 12(m) is authorized to access a server 31(s) in the virtual

private network 15, the client 12(m) and firewall 30 engage in a

dialog, comprising one or more message packets transferred

therebetween over the Internet 14. During the dialog, the firewall 30

may provide the device 12(m) with the identification of a decryption

algoritth and associated decryption key which the device 12(m) is to

use in decrypting the encrypted portions of message packets which the

virtual private network transmits to the device 12(m). In addition, the

firewall 30 may also provide the device 12(m) with the identification

of an encryption algorithm and associated encryption key which the

device 12(m) is to use in encrypting the portions of message packets

which the device 12(m) transmits to the virtual private network 15

which are to be encrypted; alternatively, the device 12(m) can provide

the identification of the encryption algorithm and key that it. . .will use

to the firewall 30 during the dialog. Provino at 9:56—10:7.

o If the message packet indicates that the source of the message packet is

requesting access to the particular server 31(s), and if the source is

authorized to access the server 31(s), the firewall 30 will forward the

message packet over the communication link 33 to the server 31(s). On

the other hand if the source is not authorized to access the server 31(s),

the firewall 30 will not forward the message packet to the server 31(s),

and may, instead, transmit a response message packet to the source

device indicating that the source was not authorized to access the

server 31(s). Provino at 9:17-27.

Provino explains that these DNS systems include secure nameservers (e.g., Nameserver

32 in Figure 1) that “serves to resolve human-readable Internet addresses for servers 31(s)

internal to the virtual private network 15 to respective integer Internet addresses.” See Provino at

8:67-9:5. Provino describes secure DNS systems that comprise secure domain names (e. g., the

human-readable domain name associated with VPN 15 or like servers) that are “secure names”

associated with secure communications. See, e. g., Provino at 9:32—10: 13 (describing creation of

“secure tunnel” between device 12(m) and VPN 15 through firewall 30).

 

Once the secure communication link is established, further DNS requests containing

private domain names are routed to VPN Name Server 32 as follows:

As noted above after the secure tunnel has been established, the device

12(m) can use the information provided during the first phase in connection

with generating and transferring message packets to one or more of the servers
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31(s) in the virtual private network 15. In those operations, if the operator of

device 12(m) through the operator interface 20 provides a human-

readable Internet address [i.e., a domain name], the device 12(m) will

initially determine whether the IP parameter store 25 has cached therein an

integer Internet address. . .. If not, the packet generator 22 will generate a

request message packet for transfer to the name server 17 [i.e., the public DNS

server] requesting it to provide the integer Internet address associated with the

human-readable Internet address. If the name server 17 has an integer Internet

address associated with the human-readable Internet address, it will provide

the integer Internet address to the device 12(m). It will be appreciated that this

may occur if the human—readable Internet address in the request message

packet has been associated with a device 13 external to the virtual private

network 15, as well as with a server 32(s) in the virtual private network 15.

Thereafter, the device 12(m) can use the integer Internet address to generate

message packets for transfer over the Internet as described above.

Assuming, on the other hand, that the nameserver 17 does not have a integer

Internet address associated with the human-readable Internet address, it (that

is, the nameserver 17) will provide a response message packet so indicating to

the device 12(m). Thereafter, the packet generator 22 of device 12(m) will

generate a request message packet for transmission to the next nameserver

identified in its IP parameter store 25 requesting that nameserver to provide

the integer Internet address associated with the human-readable Internet

address. If that next nameserver is nameserver 32, the packet generator 22 will

provide the message packet to the secure packet processor 26 for processing.

The secure packet processor 26, in turn, will generate a request message

packet for transfer over the secure tunnel to the firewall 30. Provino at 13 :26-
67.

 

Thus, Provino discloses “[a] non—transitory machine-readable medium comprising

instructions for a method of communicating with a device having a secure name...”

Step (a) of claim 29 further specifies: “receiving at a network address associated with a

secure name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered; and”

Provino discloses that the establishment of the secure communication link between

devices can be initiated by a first device (device 12(m)) that is external to the virtual private

network 15. In this manner, “the device 12(m), in response to a request from its operator,

generates a message packet for transfer through the ISP 11 and Internet 14 to the firewall 30

requesting establishment of a secure tunnel between the device 12(m) and firewall 30. Provino

at 9:46-52. Device 12(m) may only establish a secure communication link upon receipt of the

second device’s secure name, i.e., the appropriate integer Internet address which is registered on

VPN Name Server 32. See, e.g., Provino at 9256—10z7.
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Thus, Provino shows the step of “receiving at a network address associated with a secure

name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered.”

 

Step (b) of claim 29 further specifies: “sending a message securely from the first device
to the second device.”

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels, which communications are established by sending a message to the

network address associated with the secure name of the second device. See, e. g., Provino, at

9:32—44. As Provino explains:

 

 

Communications between devices external to the virtual private network 15,

such as device 12(m), and a device, such as a server 31(s), inside the virtual

private network 15, may be maintained over a secure tunnel between the
firewall 30 and the external device as described above to maintain the

information transferred therebetween secret while being transferred over

the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical

connections identified by reference numerals 40, 42, and 44; it will be

appreciated that the logical connection 42 comprises one of the logical

connections 41 between ISP 11 and Internet 14, and logical connection 44

comprises one of the logical connections 43 between the Internet 14 and the
firewall 30.

 
Thus, Provino discloses “sending a message over a secure communication link from the

first device to the second device.”

Accordingly, Provino anticipates claim 29 of the ’ 181 patent under 35 U.S.C. § 102(e).
 

B. Ground No. 10: Claims 24-26 would have been obvious to a person of

ordinary skill under 35 U.S.C. § 103 based on Provino in view of H.323.
 

1. Relevant Teachings of the Primary Reference (Provino)

A detailed explanation of Provino is provided in §§ VII.A.
 

2. Relevant Teachings of the Secondary Reference (H.323)

A detailed explanation of H.323 is provided in §§ VIII.A.

3. Claim 24

Independent claim 24 is directed to “[a] method of using a first device to securely
communicate with a second device over a communication network, the method comprising:
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(a) at the first device requesting and obtaining registration of a secure name

for the first device, the secure name being associated with a network

address;

(b) receiving at the network address associated with the secure name of the

first device a message from a second device of the desire to securely

communicate with the first device; and

(c) sending a message securely from the first device to the second device.”

The preamble of claim 24 specifies “[a] method of using a first device to securely

communicate with a second device over a communication network . . . .” As shown in Figure 1,

provided above, Provino discloses two name servers, Name Server 17 and VPN Name Server 32.

Provino additionally discloses two names associated for each of the servers (items 3 1 (S), for

example) on Virtual Private Network 15, one being a secure name, i.e., the Domain name stored

in the VPN Name Server 32, and one being an unsecured name, i.e., the Domain name stored in
Name Server 17 at ISP 11:

 

 

A problem arises in connection with accesses by a device, such as device 12(m), which is

external to the virtual private network 15, and a device, such as a server 31(s), which is external

to the firewall, namely, that name server 17 is not provided with integer Internet addresses for

servers 31(s) and other devices which are in the virtual private network 15, except for integer
Internet addresses associated with the firewall 30. Provino at 10:45-52.

[I]n that connection the name server 32 serves to resolve human-readable Internet

addresses for servers 31(s) internal to the virtual private network 15 to respective integer Internet
addresses. Provino at 9:2—5.
 

In Provino, the name servers are DNS servers:
 

To accommodate the use of human-readable names, name servers, also

referred to as DNS servers, are provided to resolve the human-readable names

to the appropriate Internet addresses. Provino at 1:56—60.

Further, Provino teaches that for device 12(m) to reach server 31(s) in Virtual Private

Network 15, it must first query public domain name server 17 to obtain an address for Firewall

30. Device 12(m) is allowed access to Virtual Private Network 15 and server 31(s) only if it is

authorized to do so. Device 12(m) may only establish a secure communication link upon receipt

of the second device’s secure name, i.e., the appropriate integer Internet address which is

registered on VPN Name Server 32:

 

o If the device 12(m) is authorized to access a server 31(s) in the virtual private

network 15, the client 12(m) and firewall 30 engage in a dialog, comprising one

or more message packets transferred therebetween over the Internet 14. During

the dialog, the firewall 30 may provide the device 12(m) with the identification of

a decryption algorithm and associated decryption key which the device 12(m) is

to use in decrypting the encrypted portions of message packets which the virtual

private network transmits to the device 12(m). In addition, the firewall 30 may
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also provide the device 12(m) with the identification of an encryption algorithm

and associated encryption key which the device 12(m) is to use in encrypting the

portions of message packets which the device 12(m) transmits to the virtual

private network 15 which are to be encrypted; alternatively, the device 12(m) can

provide the identification of the encryption algorithm and key that it. . .will use to

the firewall 30 during the dialog. Provino at 9:56—10:7.
 

o If the message packet indicates that the source of the message packet is requesting

access to the particular server 31(5), and if the source is authorized to access the

server 31(s), the firewall 30 will forward the message packet over the

communication link 33 to the server 31(s). On the other hand if the source is not

authorized to access the server 31(s), the firewall 30 will not forward the message

packet to the server 31(5), and may, instead, transmit a response message packet

to the source device indicating that the source was not authorized to access the

server 31(s). Provino at 9:17-27.

Provino explains that these DNS systems include secure nameservers (e. g., Nameserver

32 in Figure 1) that “serves to resolve human-readable Internet addresses for servers 31(s)

internal to the virtual private network 15 to respective integer Internet addresses.” See Provino at

8:67-9z5. Provino describes secure DNS systems that comprise secure domain names (e.g., the

human—readable domain name associated with VPN 15 or like servers) that are “secure names”

associated with secure communications. See, e. g. , Provino at 9:32-10: 13 (describing creation of

“secure tunnel” between device 12(m) and VPN 15 through firewall 30).

 

 

 

Once the secure communication link is established, further DNS requests containing

private domain names are routed to VPN Name Server 32 as follows:

As noted above after the secure tunnel has been established, the device 12(m) can use

the information provided during the first phase in connection with generating and transferring

message packets to one or more of the servers 31(s) in the virtual private network 15. In those

operations, if the operator of device 12(m) through the operator interface 20 provides a

human—readable Internet address [i.e., a domain name], the device 12(m) will initially
determine whether the IP parameter store 25 has cached therein an integer Internet address. . .. If

not, the packet generator 22 will generate a request message packet for transfer to the name

server 17 [i.e., the public DNS server] requesting it to provide the integer Internet address

associated with the human—readable Internet address. If the name server 17 has an integer

lntemet address associated with the human-readable lntemet address, it will provide the integer

lntemet address to the device 12(m). It will be appreciated that this may occur if the human—

readable lntemet address in the request message packet has been associated with a device 13

external to the virtual private network 15, as well as with a server 32(s) in the virtual private

network 15. Thereafter, the device 12(m) can use the integer Internet address to generate

message packets for transfer over the Internet as described above.

Assuming, on the other hand, that the nameserver 17 does not have a integer Internet

address associated with the human-readable Internet address, it (that is, the nameserver 17) will

provide a response message packet so indicating to the device 12(m). Thereafter, the packet

generator 22 of device 12(m) will generate a request message packet for transmission to the next
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nameserver identified in its IP parameter store 25 requesting that nameserver to provide the

integer Internet address associated with the human-readable Internet address. If that next

nameserver is nameserver 32, the packet generator 22 will provide the message packet to the

secure packet processor 26 for processing. The secure packet processor 26, in turn, will generate

a request message packet for transfer over the secure tunnel to the firewall 30. Provino at 13:26-
67.

 

Thus, Provino discloses “[a] method of using a first device to securely communicate with
a second device over a communication networ .”

 

Step (a) of claim 24 further specifies: “at the first device requesting and obtaining

registration of a secure name for the first device, the secure name being associated with a
network address.”

It would have been obvious for a person of ordinary skill to combine the teachings of

H.323 and its related protocols given its global reach and its applicability to communicating via
secure communication links between two devices. The H.323 recommendation discloses a

system whereby each communicating device on a network can request and obtain registration of

a secure name for the device, called an “Alias Address,” which is associated with a network

address. The Alias address can, for example, be an email address or an alphanumeric string in
the form of an email address:

 

 

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.164 or partyNumber addresses (network access number,

telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33—34.
 

Alias addresses are resolved into network addresses, such as IP addresses, by a Gatekeeper

computer. The Gatekeeper provides a number of services, including address translation:

Address Translation ~ The Gatekeeper shall perform alias address to Transport Address

translation. This should be done using a translation table which is updated using the

Registration messages described in clause 7. Other methods of updating the translation
table are also allowed. H.323 at 27.

Transport Addresses are IP addresses in packet-based networks utilizing TCP/IP:

3.42 transport address: The transport layer address of an addressable H.323 entity as

defined by the (inter)network protocol suite in use. The Transport Address of an H.323

entity is composed of the Network Address plus the TSAP identifier [port number] of the

addressable H.323 entity.

 

 

3.33 network address: The network layer address of an H.323 entity as defined by the

(inter)network layer protocol in use (e.g. an IP address). This address is mapped onto the
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layer one address of the respective system by some means defined in the

(inter)networking protocol. H.323 at 7-8.

The endpoints of the H.323 recommendation, i.e., the devices desiring to securely communicate,

may register their Alias and transport addresses with the Gatekeeper: ‘

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up). H.323 at 35.
 

Further, “endpoints” may register “one or more alias addresses associated with it.” H.323 at 33.

In the H.323 recommendation, “Alias Address” can constitute “secure names” because,

for example, they can be protected by “access tokens,” which have the function of ensuring the

anonymity of an endpoint’s Transport Address and Alia Address:

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

 

The Access Token may also be distributed by out-of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 at 38.

Step (b) of claim 24 further specifies: “receiving at the network address associated with

the secure name of the first device a message from a second device of the desire to securely

communicate with the first device; and.”

Provino discloses that the establishment of the secure communication link between

devices can be initiated by a first device (device 12(m)) that is external to the virtual private

network 15. In this manner, “the device 12(m), in response to a request from its operator,

generates a message packet for transfer through the [SP 11 and Internet 14 to the firewall 3O
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requesting establishment of a secure tunnel between the device 12(m) and firewall 30. Provino
at 9:46—52.

 

Thus, Provino shows the step of “receiving at the network address associated with the

secure name of the first device a message from a second device of the desire to securely
communicate with the first device.”

 

Step (c) of claim 24 further specifies: “sending a message securely from the first device
to the second device.

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels, which communications are established by sending a message to the

network address associated with the secure name of the second device. See, e. g., Provino, at

9:32-44. As Provino explains:

 

 

Communications between devices external to the virtual private network 15, such as

device 12(m), and a device, such as a server 31(s), inside the virtual private network 15, may be
maintained over a secure tunnel between the firewall 30 and the external device as

described above to maintain the information transferred therebetween secret while being

transferred over the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical connections identified

by reference numerals 40, 42, and 44; it will be appreciated that the logical connection 42

comprises one of the logical connections 41 between ISP 11 and Internet 14, and logical

connection 44 comprises one of the logical connections 43 between the Internet 14 and the
firewall 30.

Accordingly, Provino in view of H.323 would have rendered claim 24 of the ’181 patent

obvious under 35 U.S.C. § 103.

 

4. Claim 25

Claim 25 depends from claim 24 and specifies “wherein requesting and obtaining

registration of a secure name for the first device comprises using the first device to obtain a

registration of the secure name for the first device, and wherein sending a message securely

comprises sending the message from the first device to the second device using a secure
communication link.”

As described above, it would have been obvious to one of ordinary skill in the art to

utilize the “secure name” registration process described in H.323, which would have entailed

registering a “secure name” with a first device utilizing a first device.

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels, which communications are established by sending a message to the

network address associated with the secure name of the second device. See, e. g., Provino at

9:32-44. As Provino explains:

 

 

Communications between devices external to the virtual private network 15, such as

device 12(m), and a device, such as a server 31(s), inside the virtual private network 15, may be
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maintained over a secure tunnel between the firewall 30 and the external device as

described above to maintain the information transferred therebetween secret while being

transferred over the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical connections identified

by reference numerals 40, 42, and 44; it will be appreciated that the logical connection 42

comprises one of the logical connections 41 between ISP 11 and Internet 14, and logical
connection 44 comprises one of the logical connections 43 between the Internet 14 and the
firewall 30.

Accordingly, Provino in view of H.323 would have rendered claim 25 of the ’ 181 patent

obvious under 35 U.S.C. § 103.

5. Claim 26

Independent claim 26 is directed to “[a] method of using a first device to communicate
with a second device over a communication network, the method comprising:

(a) from the first device requesting and obtaining registration of an unsecured
name associated with the first device;

(b) from the first device requesting and obtaining registration of a secure

name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device;

(c) receiving at the unique network address associated with the secure name a

message from a second device requesting the desire to securely

communicate with the first device; and

(d) from the first device sending a message securely from the first device to
the second device.”

The preamble of claim 26 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name . . .
As described in the ABSTRACT:

A system [comprises] includes a virtual private network and an external

device interconnected by a digital network. The virtual private network has a

firewall, at least one internal device and a nameserver each having a network

address. The internal device also has a secondary address, and the nameserver

is configured to provide an association between the secondary address and the

network address. The firewall, in response to a request from the external

device to establish a connection therebetween, provides the external device

with the network address of the nameserver. The external device, in response

to a request from an operator or the like, including the internal device's

secondary address, requesting access to the internal device, generates a

network address request message for transmission over the connection to the

firewall requesting resolution of the network address associated with the

secondary address. The firewall provides the address resolution request to the

194

Petitioner Apple Inc. - Exhibit 1072, p. 250



Petitioner Apple Inc. - Exhibit 1072, p. 251

Request for Reexamination of US. Patent No. 8,051,181

nameserver, and the nameserver provides the network address associated with

the secondary address to the firewall. The firewall, in turn, provides the

network address in a network address response message for transmission over
the connection to the external device. The external device can thereafter use

the network address so provided in subsequent communications with the
firewall intended for the internal device.

Thus, Provino discloses “[a] method of using a first device to communicate with a second
device over a communication network ...”

 

Step (a) of claim 26 further specifies: “from the first device requesting and obtaining

registration of an unsecured name associated with the first device”

Provino in view of H.323 thus discloses “from the first device requesting and obtaining

registration of an unsecured name associated with the first device.”

 

It would have been obvious for a person of ordinary skill to combine the teachings of

H.323 and its related protocols given its global reach and its applicability to communicating via
secure communication links between two devices. The H.323 recommendation discloses a

system whereby each communicating device on a network can request and obtain registration of

a secure name for the device, called an “Alias Address,” which is associated with a network

address. The Alias address can, for example, be an email address or an alphanumeric string in
the form of an email address:

 

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.l64 or partyNumber addresses (network access number,

telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33—34.

 

Alias addresses are resolved into network addresses, such as IP addresses, by a Gatekeeper

computer. The Gatekeeper provides a number of services, including address translation:

Address Translation — The Gatekeeper shall perform alias address to Transport Address

translation. This should be done using a translation table which is updated using the

Registration messages described in clause 7. Other methods of updating the translation
table are also allowed. H.323 at 27.

Transport Addresses are IP addresses in packet-based networks utilizing TCP/IP:

3.42 transport address: The transport layer address of an addressable H.323 entity as

defined by the (inter)network protocol suite in use. The Transport Address of an H.323

entity is composed of the Network Address plus the TSAP identifier [port number] of the

addressable H.323 entity.
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3.33 network address: The network layer address of an H.323 entity as defined by the

(inter)network layer protocol in use (e.g. an IP address). This address is mapped onto the

layer one address of the respective system by some means defined in the

(inter)networking protocol. H.323 at 7-8.

 

The endpoints of the H.323 recommendation, i.e., the devices desiring to securely communicate,

may register their Alias and transport addresses with the Gatekeeper:

 

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the
Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up). H.323 at 35.

Further, “endpoints” may register “one or more alias addresses associated with it.” H.323 at 33.

In the H.323 recommendation, “Alias Address” can constitute “secure names” because,

for example, they can be protected by “access tokens,” which have the function of ensuring the

anonymity of an endpoint’s Transport Address and Alia Address:

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

 

The Access Token may also be distributed by out-of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 at 38.

Step (b) of claim 26 further specifies: “from the first device requesting and obtaining

registration of a secure name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device”

As disclosed in the H.323 recommendation, each communicating device on a network

can request and obtain registration of a secure name for the device, called an Alias Address,
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which is associated with a network address. The Alias address can, e.g., be an email address or

an alphanumeric string in the form of an email address:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.164 or partyNumber addresses (network access number,

telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33-34.

Alias addresses are resolved into network addresses, such as IP addresses, by a

Gatekeeper computer:

When it is present in a system, the Gatekeeper shall provide the following services:

0 Address Translation — The Gatekeeper shall perform alias address to Transport

Address translation. This should be done using a translation table which is

updated using the Registration messages described in clause 7. Other methods of

updating the translation table are also allowed. H.323 at 27.

In the H.323 recommendation, Transport Addresses are IP addresses in packet-based networks

utilizing TCP/IP:

 

3.42 transport address: The transport layer address of an addressable H.323 entity as

defined by the (inter)network protocol suite in use. The Transport Address of an H.323

entity is composed of the Network Address plus the TSAP identifier [port number] of the

addressable H.323 entity.

 

 

3.33 network address: The network layer address of an H.323 entity as defined by the

(inter)network layer protocol in use (e. g. an IP address). This address is mapped onto the

layer one address of the respective system by some means defined in the

(inter)networking protocol. H.323 at 7-8.

The endpoints of the H.323 recommendation, i.e., the devices desiring to securely communicate,

may register their Alias and transport addresses with the Gatekeeper:

 

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power— up). H.323 at 35.

Further, “endpoints” may register “one or more alias addresses associated with it.” H.323 at 33.
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In the H.323 recommendation, “Alias Address” can constitute “secure names” because,

for example, they can be protected by “access tokens,” which have the function of ensuring the

anonymity of an endpoint’s Transport Address and Alia Address:

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

 

The Access Token may also be distributed by out-of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 at
38.

Step (c) of claim 26 further specifies: “receiving at the unique network address

associated with the secure name a message from a second device requesting the desire to

securely communicate with the first device; and”

H.323 expressly references the authentication and security services that are described in

H.235. Although “authentication and security for H.323 systems is optional,” if it is provided,

“it shall be provided in accordance with Recommendation H.235.” H.323 at 81.

 

 

The Access tokens have two uses in the H.323 recommendation: to shield an endpoint’s

alias name and transport address, when desired, and to ensure that a calling endpoint can access

the called endpoint directly:

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.
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The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

 

The Access Token may also be distributed by out-of—band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 in
38.

As described in H.235, IPSec can then be used to secure communications between the

two endpoints:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to—point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q.931 signaling can proceed.

3. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

4. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the
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initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person-to-person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

5. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel. H.235 at 30-31.

See also, H.235 at 6, which describes call establishment security call control security, and media

stream privacy, in which all communications are secure.

Step ((1) of claim 26 further specifies: “from the first device sending a message securely
from the first device to the second device.”

It would have been obvious for a person of ordinary skill to combine the teachings of

H.323 and its related protocols given its global reach and its applicability to communicating via
secure communication links between two devices. The H.235 protocol of the H.323

recommendation describes call establishment security, call control security, and media stream

privacy, in which all communications are sent securely. H.235 at 6. For example:

 

 

6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e.g.

H.323 using Q.93l). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service-specific authorization policy are outside the scope of this Recommendation.

 

 

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of “none”). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media
channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the
conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

 

 

 

The mechanism by which H.245 is made secure is dependent on the H-Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel
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is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this.

 

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet-

based transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

 

A first step in attaining media privacy should be the provision of a private control

channel on which to establish cryptographic keying material and/or set up the logical channels

which will carry the encrypted media streams. H.235 at 6.

Provino in View of H.323 thus discloses “from the first device requesting and obtaining

registration of a secure name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device.”

 

Step (c) of claim 26 further specifies: “receiving at the unique network address

associated with the secure name a message from a second device requesting the desire to

securely communicate with the first device; and”

Provino discloses that the establishment of the secure communication link between

devices can be initiated by a first device (device 12(m)) that is external to the virtual private

network 15. In this manner, “the device 12(m), in response to a request from its operator,

generates a message packet for transfer through the ISP 11 and Internet 14 to the firewall 3O

requesting establishment of a secure tunnel between the device 12(m) and firewall 30. Provino
at 9:46—52.

 

Thus, Provino shows the step of “receiving at the unique network address associated with

the secure name a message from a second device requesting the desire to securely communicate
with the first device.”

Step (d) of claim 26 further specifies: “from the first device sending a message securely
from the first device to the second device.”

Provino further explains that its secure DNS system supports communications between

devices over secure tunnels, which communications are established by sending a message to the

network address associated with the secure name of the second device. See, e. g., Provino, at

9:32-44. As Provino explains:

Communications between devices external to the virtual private network 15, such as

device 12(m), and a device, such as a server 31(s), inside the virtual private network 15, may be
maintained over a secure tunnel between the firewall 30 and the external device as

described above to maintain the information transferred therebetween secret while being

transferred over the Internet 14 and through the ISP 11. A secure tunnel between device

12(m) and virtual private network 15 is represented in FIG. 1 by logical connections identified
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by reference numerals 40, 42, and 44; it will be appreciated that the logical connection 42

comprises one of the logical connections 41 between ISP 11 and Internet 14, and logical
connection 44 comprises one of the logical connections 43 between the Internet 14 and the
firewall 30.

Thus, Provino discloses “from the first device sending a message securely from the first
device to the second device.”

Accordingly, Provino in view of H.323 would have rendered claim 26 of the ’ 1 81 patent

obvious under 35 U.S.C. § 103.

 

6. Claim 27

Claim 27 depends from claim 26 and specifies:

(a) “wherein requesting and obtaining registration of an unsecured name associated

with the first device comprises using the first device to obtain a registration of the

unsecured name associated with the first device, and

(b) wherein requesting and obtaining registration of a secure name associated with

the first device comprises using the first device to obtain a registration of the
secure name associated with the first device.”

Step (a) of claim 27 specifies: “wherein requesting and obtaining registration of an
unsecured name associated with the first device comprises using the first device to obtain a

registration of the unsecured name associated with the first device, and

It would have been obvious for a person of ordinary skill to combine the teachings of

H.323 and its related protocols given its global reach and its applicability to communicating via
secure communication links between two devices.

 

As indicated above, all H.323 endpoints register their aliases:

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power— up). H.323 at 35.

Step (b) of claim 27 specifies: wherein requesting and obtaining registration of a secure

name associated with the first device comprises using the first device to obtain a registration of
the secure name associated with the first device.”

It would have been obvious for a person of ordinary skill to combine the teachings of

H.323 and its related protocols given its global reach and its applicability to communicating via
secure communication links between two devices.

As indicated above, all H.323 endpoints register their aliases:
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7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up). H.323 at 35.
 

Endpoints register their Access Tokens for secure names:

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Tokenfrom the registration

process... H.323 at 38.

Accordingly, Provino in view of H.323 would have rendered claim 27 of the ’181 patent

obvious under 35 U.S.C. § 103.
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VIII. DETAILED EXPLANATION OF APPLYING H.323 T0 CLAIMS 1-29 AND PROPOSED

REJECTIONS BASED ON GROUND NOS. 11-12.

Exhibit C5 correlates each of claims 1-29 of the ’ 181 patent with the section of the

present request that sets out the detailed basis for anticipation and/or obviousness of the claim,

along with an identification of the relevant portions of H.323. Requester notes that any emphasis

indicated in quotations or other citations (e.g., as shown in bold faced text) has been added and is

not original to the references cited in this section, unless otherwise noted.

 

A. Ground No. 11: Claims 1-29 are Unpatentable under 35 USC § 102(b) as

Being Anticipated by H.323
 

The Telecommunication Sector of the International Telecommunication Union (ITU-T)

developed a series of recommendations together comprising the H.323 system, which provides

for secure multimedia communications in packet-based networks. The H.323 recommendation

includes the teaching and disclosure of H.225.0, “core message definitions,” H.235, “security

framework,” and H.245, “media channel control.” These series of recommendations are

incorporated by reference because they are specifically referenced and described as disclosing

particular features of the H.323 recommendation.

 

 

H.323 expressly incorporates Recommendations H.225.0 (“Call signaling protocols and

media stream packetization for packet based multimedia communication systems”), H.245

(“Control protocol for multimedia communication”), and H.235 (“Security and encryption for H—

Series (H.323 and other H.245 based) multimedia terminals”):

  

 

2 Normative references

The following ITU-T Recommendations and other references contain provisions which,

through reference in this text, constitute provisions of this Recommendation.

[1] ITU-T Recommendation H.225.0 (1998), Call Signaling protocols and media stream

packetization for packet based multimedia communication systems.

[2] ITU—T Recommendation H.245 (1998), Control protocol for multimedia
communication.

an“:

[22] ITU-T Recommendation H.235 (1998), Security and encryption for H—Series (H.323

and other H.245 based) multimedia terminals. H.323 at 2-3.

H.323 expressly references the authentication and security services of H.235:

10.1 Encryption

Authentication and security for H.323 systems is optional; however, if it is provided, it

shall be provided in accordance with Recommendation H.235. H.323 at 81.
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H.323 expressly references Recommendations H.225.0 and H.245:
 

Products claiming compliance with Version 1 of H.323 shall comply with all of the

mandatory requirements of H3 23 (1996) which references Recommendations H.225.0

(1996) and H.245 (1996). Version 1 products can be identified by H.225.0 messages

containing a protocolIdentifier = {itu-t (0) recommendation (0) h (8) 2250 version (0) 1}

and H.245 messages containing a protocolIdentifier = {itu-t (0) recommendation (0) h (8)

245 version (0) 2}. Products claiming compliance with Version 2 of H.323 shall comply

with all of the mandatory requirements of this Recommendation, H.323 (1998), which

references Recommendations H.225.0 (1998) and H.245 (1998). H.323 at (i).

Any reference below to H.225 is a reference to Recommendation H.225.0 for simplicity.
 

H.323 relates to terminals and other entities that provide multimedia communications

services over packet-based networks (PBN), such as the Internet:

 

This Recommendation describes terminals and other entities that provide multimedia

communications services over Packet Based Networks (PBN) which may not provide a

guaranteed Quality of Service. H.323 entities may provide real-time audio, videoand/or

data communications. Support for audio is mandatory, while data and video are optional,

but if supported, the ability to use a specified common mode of operation is required, so

that all terminals supporting that media type can interwork.

Hot:

This Recommendation describes terminals and other entities that provide multimedia

communications services over Packet Based Networks (PBN) which may not provide a

guaranteed Quality of Service. H.323 entities may provide real-time audio, video and/or

data communications. Support for audio is mandatory, while data and video are optional,

but if supported, the ability to use a specified common mode of operation is required, so

that all terminals supporting that media type can interwork. H.323 at (i).

These packet based networks may include Local Area Networks, Enterprise Area

Networks, Metropolitan Area Networks, Intra-Networks, and Inter- Networks (including

the Internet). H.323 at 1.

An H.323 terminal is an endpoint on a network that provides for real-time

communications and includes Gateways and Multipoint Control Units (MCU):

3.41 terminal: An H.323 Terminal is an endpoint on the network which provides for

real—time, two-way communications with another H.323 terminal, Gateway, or Multipoint

Control Unit. This communication consists of control, indications, audio, moving colour

video pictures, and/or data between the two terminals. A terminal may provide speech

only, speech and data, speech and video, or speech, data and video. H.323 at 8.

A Gateway is an endpoint on a packet-based network that connects the packet-based

network to a circuit-switched network where other ITU Terminals (endpoints) reside, or to

another H.323 Gateway:
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3.16 gateway: An H.323 Gateway (GW) is an endpoint on the network which provides

for real-time, two-way communications between H.323 Terminals on the packet based

network and other ITU Terminals on a switched circuit network, or to another H.323

Gateway. Other ITU Terminals include those complying with Recommendations H.310

(H.320 on B-ISDN), H.320 (ISDN), H.321 (ATM), H.322 (GQOS—LAN), H.324

(GSTN), H.324M (Mobile), and V.70 (DSVD). H.323 at 5.

H.323 includes a Gatekeeper that performs address translation (i.e., name resolution):

3.15 gatekeeper: The Gatekeeper (GK) is an H.323 entity on the network that provides

address translation and controls access to the network for H.323 terminals, Gateways and

MCUs. The Gatekeeper may also provide other services to the terminals, Gateways and

MCUs such as bandwidth management and locating Gateways. H.323 at 5.

When it is present in a system, the Gatekeeper shall provide the following services:

0 Address Translation — The Gatekeeper shall perform alias address to Transport

Address translation. This should be done using a translation table which is

updated using the Registration messages described in clause 7. Other methods of

updating the translation table are also allowed.

0 Admissions Control — The Gatekeeper shall authorize network access using

ARQ/ACF/ARJ H.225.0 messages. This may be based on call authorization,

bandwidth, or some other criteria which is left to the manufacturer. It may also be

a null function which admits all requests.

***

0 Zone Management — The Gatekeeper shall provide the above functions for

terminals, MCUs, and Gateways which have registered with it as described in 7.2.

Authentication and security are provided through H.235:

10.1 Encryption

Authentication and security for H.323 systems is optional; however, if it is provided, it

shall be provided in accordance with Recommendation H.235. H.323 at 81.
 

Authentication and security includes call establishment security, call control security, media

stream privacy, and use of certificates to establish secure channels:

6.2.1 Certificates

The standardization of certificates, including their generation, administration and

distribution is outside the scope of this Recommendation. The certificates used to

establish secure channels (call signaling and/or call control) shall conform to those

prescribed by whichever protocol has been negotiated to secure the channel.
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It should be noted that for authentication utilizing public key certificates, the endpoints

are required to provide digital signatures using the associated private key value. The

exchange of public key certificates alone does not protect against man-in-the-middle

attacks. The H.235 protocols conform to this requirement.

6.3 Call establishment security

There are at least two reasons to motivate seeming the call establishment channel (e.g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service-specific authorization policy are outside the scope of this Recommendation.

 

 

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of “none”). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media

channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the

conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

 

 

The mechanism by which H.245 is made secure is dependent on the H—Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H._3_2_3 will utilize the H.225.0 connection signaling messages to accomplish
this.

 

 

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet-

based transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

 

A first step in attaining media privacy should be the provision of a private control

channel on which to establish cryptographic keying material and/or set up the logical

channels which will carry the encrypted media streams. For this purpose, when operating

in a secure conference, any participating endpoints may utilize an encrypted H.245

channel. In this manner, cryptographic algorithm selection and encryption keys as passed

in the H.245 OpenLogicalChannel command are protected.
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The H.245 secure channel may be operated with characteristics different from those in

the private media channel(s) as long as it provides a mutually acceptable level of privacy.

This allows for the security mechanisms protecting media streams and any control

channels to operate in a completely independent manner, providing completely different

levels of strength and complexity. H.235 at 6.

 

In sum, H.323 discloses a system for securely communicating between two devices over

a packet-based communication network, such as the Internet. The disclosed system utilizes

secure and unsecured names in order to facility secure communications between two

participating devices. H.323 thus provides a new and relevant disclosure in view of those

references already considered by the Office.

 

Citations below may reference one or more of the Recommendations.

1. Claim 1

Claim 1 is directed to “[a] non—transitory machine-readable medium comprising

instructions for a method of communicating with a first device associated with a secure name

and an unsecured name, the method comprising”:

(a) receiving, at a network address corresponding to the secure name

associated with the first device, a message from a second device of the

desire to securely communicate with the first device; and

(b) sending a message over a secure communication link from the first device
to the second device.

The preamble of claim 1 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a first device associated with a
secure name and an unsecured name. . . .” Each device in H.323 network will include a non-

transitory machine readable (e.g., a storage device) which is comprises executable code (e.g.,

“instructions”) that enable the device to communicate with a first associated with a secure name

and an unsecured name. In the case of H.323 devices, each device is associated with one or

more alias names, called Alias Addresses, which can be in the form of a phone number or an
email address:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.l64 or partyNumber addresses (network access number,

telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33-34.

An Alias address can also be a user or conference name or other identifier:
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The H.323 ID consists of a string of ISO/IEC 10646—1 characters as defined in

Recommendation H.225.0. It may be a user name, conference name, e-mail name, or
other identifier.

 

An endpoint may have more than one alias address (including more than one of the same

type) which is translated to the same Transport Address. The endpoint's alias addresses

shall be unique within a Zone. H.323 at 34.

Alias Addresses can be “secure names” because, among other reasons, they can be

protected by “access tokens,” which have the function of ensuring the anonymity of an

endpoint’s Transport and Alias Addresses:

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

 

The Access Token may also be distributed by out-of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 at
38.

Alias addresses are resolved into network addresses, such as IP addresses, by the

Gatekeeper computer. The Gatekeeper provides a number of services, including address
translation:

Address Translation — The Gatekeeper shall perform alias address to Transport Address

translation. This should be done using a translation table which is updated using the

Registration messages described in clause 7. Other methods of updating the translation
table are also allowed. H.323 at 27.

Transport Addresses are IP addresses in packet-based networks utilizing TCP/IP:

3.42 transport address: The transport layer address of an addressable H.323 entity as

defined by the (inter)network protocol suite in use. The Transport Address of an H.323

entity is composed of the Network Address plus the TSAP identifier [port number] of the

addressable H.323 entity.
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3.33 network address: The network layer address of an H.323 entity as defined by the

(inter)network layer protocol in use (e.g. an IP address). This address is mapped onto the

layer one address of the respective system by some means defined in the

(inter)networking protocol. H.323 at 7-8.

Endpoints can register more than one Alias address with a Gatekeeper:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.164 or partyNumber addresses (network access number,

telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33—34.

 

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint powerup). H.323 at 35.

H.323 teaches that one could register an unsecured name and a secure name for a single

device. For example, a single endpoint may have multiple aliases, including an alias that

represents the endpoint and an alias that may represent conferences the endpoint hosts, as
indicated above.

 

Alternatively, endpoints can register a secure name and be associated with the unsecured

names of the Gatekeeper computer with which they are registered. For example, endpoints issue

a Registration Request (RRQ) to a Gatekeeper to register its aliases and the Gatekeeper responds

with a Registration Confirmation (RCF):

An endpoint shall send a Registration Request (RRQ) to a Gatekeeper. This is sent to the

Gatekeeper's RAS Channel Transport Address. The endpoint has the Network Address of

the Gatekeeper from the Gatekeeper discovery process and uses the well-known RAS

Channel TSAP Identifier. The Gatekeeper shall respond with either a Registration

Confirmation (RCF) or a Registration Reject (RRJ). H.323 at 35

Gatekeepers have unsecured names registered in the public DNS:

IV.1.1.2 Discovery using DNS (informative)

IV.1.1.2.1 A URL for gatekeepers

As a first step, note that a gatekeeper is identified by a transport address and a

gatekeeperIdentifier, which is a string. A gatekeeper is a particular resource on the

Internet, so it is reasonable to specify it in a Uniform Resource Locator (URL). The
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protocol spoken by the gatekeeper is RAS, so the URL for a gatekeeper could be given

by:

ras://gkID@domainname

gkID is the gatekeeperIdentifier, and domainname is a DNS domain name which

identifies the gatekeeper's domain. Note that this is not necessarily a Fully Qualified

Domain Name (FQDN) with an A-record — it is not required that this domain name has a

physical transport interface with an IP number recorded in the DNS. If it is a FQDN,

however, it is reasonable to insist that its IP number is that of the gatekeeper to which the

URL refers. In this case, it is allowed to add an optional port number to the URL:

ras://gkID@domainname:port_no.

If no port number is given, then the well known value of 1719 is taken as a default.

The more interesting case is when this is not an FQDN, and then the domain name does

not refer to a transport address listed in the DNS. The domain name then can refer to a

pure "gatekeeper zone of authority". The next subclause explains how to find the

gatekeeper in this case. H.225 at 141.

See also, H.225 at 141-143, describing use of the DNS TXT and DNS SRV Resource

Records in the public, Internet domain name system for locating the proper Gatekeeper computer

on which a particular H.323 terminal is registered. The name corresponding to Gatekeeper

computer for the H.323 endpoint is an unsecured name associated with the endpoint.

In other words, each endpoint can register a secure name with its Gatekeeper and be

located on the Internet using the domain name associated with the endpoint in the public DNS,

which identifies the endpoint’s Gatekeeper computer.

Alternatively, MCUs and Gateways are endpoints and register multiple Alias names, as
well:

3.14 endpoint: An H.323 terminal, Gateway, or MCU. An endpoint can call and be

called. It generates and/or terminates information streams. H.323 at 5.

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. H.323 at 33.

A Gateway is an endpoint on a packet-based network that connects the packet-based

network to a circuit-switched network where other ITU Terminals (endpoints) reside, or to

another H.323 Gateway:

3.16 gateway: An H.323 Gateway (GW) is an endpoint on the network which provides

for real-time, two—way communications between H.323 Terminals on the packet based

network and other ITU Terminals on a switched circuit network, or to another H.323

Gateway. Other ITU Terminals include those complying with Recommendations H.310
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(H.320 on B-ISDN), H.320 (ISDN), H.321 (ATM), H.322 (GQOS-LAN), H.324

(GSTN), H.324M (Mobile), and v.70 (stn). H.323 at 5.

Gateways and MCUs may register two or more Transport Addresses for each Alias address:

A Gateway or MCU may register a single Transport Address or multiple Transport

Addresses. The use of multiple Transport Addresses may simplify the routing of calls to

specific ports. H.323 at 35.

A single Gateway may terminate calls to multiple Switched Circuit Network (SCN) endpoints:

3.7 call: Point-to-point multimedia communication between two H.323 endpoints. The

call begins with the call set-up procedure and ends with the call termination procedure.
The call consists of the collection of reliable and unreliable channels between the

endpoints. A call may be directly between two endpoints, or may include other H.323

entities such as a Gatekeeper or MC. In case of interworking with some SCN endpoints

via a Gateway, all the channels terminate at the Gateway where they are converted to

the appropriate representation for the SCN end system. Typically, a call is between two

users for the purpose of communication, but may include signaling-only calls. An

endpoint may be capable of supporting multiple simultaneous calls. H.323 at 5—6.

 

See also, Figure 1 below (H.323 at 2) showing an H.323 Gateway connecting multiple SCN

devices to the packet-based network via different switched circuit networks (SCNs):
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NOTE — A gateway may support one or more of the GSTN, N-ISDN and/or B-ISDN connections. ”60421097

As indicated SCN means “Switched Circuit Network” and includes GSTN, N-ISDN, and B-

ISDN networks:

3.40 Switched Circuit Network (SCN): A public or private switched

telecommunications network such as the GSTN, N—ISDN, or B-ISDN.

NOTE — While B-ISDN is not strictly a switched circuit network, it exhibits some of the

characteristics of an SCN through the use of virtual circuits.

 
Thus, each H.323 endpoint is associated with both a secure name (i.e., Access Token)

and an unsecured name (i.e., either another Alias name, the name in the DNS system for locating

the Gatekeeper computer in which it is registered, or for a Gateway endpoint, two devices

obtaining access to the packet—based network through the Gateway, one having a secure name

and the other an unsecured name).

Step (21) of Claim 1 specifies: “receiving, at a network address corresponding to the

secure name associated with the first device, a message from a second device of the desire to

securely communicate with the first device; and”

An H.323 endpoint registers an Access Token instead of a regular Alias address with the

Gatekeeper to secure its name and to receive communications at the network address associated
with the secure name:

 

213

Petitioner Apple Inc. - Exhibit 1072, p. 269



Petitioner Apple Inc. - Exhibit 1072, p. 270

Request for Reexamination of US. Patent No. 8,051,181

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.
H.323 at 38.

 

 

See also the following example using security tokens and a Gateway to reach a POTS-B device:

This subclause will describe an example usage of security tokens to obscure or hide

destination addressing information. The example scenario is an endpoint which wishes to

make a call to another endpoint utilizing its well-known alias. More specifically, this

involves an H.323 endpoint, gatekeeper, POTS-gateway, and telephone as illustrated
below.

  
. pawn i“W?

Figure I.6fH.23-§

Assume that EPA [Endpoint A] is trying to call POTS-B, and POTS-B does not want to

expose its E. 1 64 phone number to EPA.

0 EPA will send an ARQ to its gatekeeper to resolve the address of the POTS

telephone as represented by its alias/GW. The gatekeeper would recognize this as

a “private” alias, knowing that in order to complete the connection it must return

the POTS-gateway address (similar to returning the address of an H.320 gateway

if an H.320 endpoint is called by an H.323 endpoint).
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0 In the returned ACF, the gatekeeper returns the POTS-gateway’s address as

expected. The addressing information that is required to dial to the end telephone

(i.e. the telephone number) is returned in an encrypted token included in the ACF.

This encrypted token contains the actual E.164 (phone number) of the telephone

which cannot be deciphered nor understood by the caller (i.e. EPA).

o The endpoint issues the SETUP message to the gateway device (whose call

signaling address was returned in the ACF) including the opaque token(s) that it
received with the ACF.

o The gateway, upon receiving the SETUP, issues its ARQ to its gatekeeper,

including any token(s) that were received in the SETUP.

o The gatekeeper is able to decipher the token(s) and return the phone number in the
ACF. H.235 at 28-29.

The second device sends a message to the first device of the desire to communicate

securely by, e.g., coordinating an IPSec setup with its Gatekeeper or by negotiating security with

the endpoint itself:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point—to-point call, the

following scenario could be followed:

1. The calling endpoint [second device] and its gatekeeper would set policy

to require the use of IPSEC (authentication and, optionally,

confidentiality) on the RAS protocol. Thus, before the first RAS message

is sent from the endpoint to the gatekeeper, the ISAKMP/Oakley daemon

on the endpoint will negotiate security services to be used on packets to

and from the RAS channel’s well-known port. Once negotiation is

complete, the RAS channel will operate exactly as if it were not secured.

Using this secure channel the gatekeeper will inform the endpoint of the

address and port number of the call signaling channel in the called

endpoint.

After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q93] signaling can proceed.
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3. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

4. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the

initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person-to-person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

5. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel. Because the H.245 protocol is

defined for the master to distribute the media keying material on the H.245

channel (to allow for multipoint communication), it is not recommended
that IPSEC be used for the RTP channel.

See H.235 at 30-31.

Security from the second device to the first device includes call establishment security, call

control security, and media stream privacy, all include a message from the second device sent to

the first device of the desire to securely communicate:

 

6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e. g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service—specific authorization policy are outside the scope of this Recommendation.

 

 

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of "none"). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media

channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the

216

Petitioner Apple Inc. - Exhibit 1072, p. 272



Petitioner Apple Inc. - Exhibit 1072, p. 273

Request for Reexamination of US. Patent No. 8,051,181

conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

The mechanism by which H.245 is made secure is dependent on the H—Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this. H.235 at 6.

 

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet—

based transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

A first step in attaining media privacy should be the provision of a private control

channel on which to establish cryptographic keying material and/or set up the logical

channels which will carry the encrypted media streams. For this purpose, when operating

in a secure conference, any participating endpoints may utilize an encrypted H.245

channel. In this manner, cryptographic algorithm selection and encryption keys as passed

in the H.245 OpenLogicalChannel command are protected.

The H.245 secure channel may be operated with characteristics different from those in

the private media channel(s) as long as it provides a mutually acceptable level of privacy.

This allows for the security mechanisms protecting media streams and any control

channels to operate in a completely independent manner, providing completely different

levels of strength and complexity.

If it is required that the H.245 channel be operated in a non-encrypted manner, the

specific media encryption keys may be encrypted separately in the manner signaled and

agreed to by the participating parties. A logical channel of type h235Control may be

utilized to provide the material to protect the media encryption keys. This logical channel

may be operated in any appropriately negotiated mode.

The privacy (encryption) of data carried in logical channels shall be in the form specified

by the OpenLogicalChannel. Transport-specific header information shall not be

encrypted. The privacy of data is to be based upon end-to—end encryption. H.235 at 6-7.

Step (b) of claim 1 specifies: “sending a message over a secure communication link from
the first device to the second device.”

The result of step (a) above is sending a message over a secure communication link from

the first device to the second device by, e.g., using media stream privacy or the any of the

security measures discussed in step (a) above.
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Accordingly, H.323 anticipates claim 1 of the ’181 patent under 35 U.S.C. § 102(b)
above.

2. Claim 2

Independent claim 2 is directed to [a] method of using a first device to communicate with

a second device having a secure name, the method comprising:

(a) from the first device, sending a message to a secure name service, the message

requesting a network address associated with the secure name of the second

device;

(b) at the first device, receiving a message containing the network address associated

with the secure name of the second device; and

(c) from the first device, sending a message to the network address associated with

the secure name of the second device using a secure communication link.

Step (a) of claim 2 further specifies: “from the first device, sending a message to a

secure name service, the message requesting a network address associated with the secure name
of the second device.”

In H.323, Gatekeepers are a secure name service. For example, Gatekeepers perform
network address translation and admission control, i.e., authorize access to the network for the

endpoints in the Gatekeepers Zone:

When it is present in a system, the Gatekeeper shall provide the following services:

0 Address Translation — The Gatekeeper shall perform alias address to Transport

Address translation. This should be done using a translation table which is

updated using the Registration messages described in clause 7. Other methods of

updating the translation table are also allowed.

0 Admissions Control — The Gatekeeper shall authorize network access using

ARQ/ACF/ARJ H.225.0 messages. This may be based on call authorization,

bandwidth, or some other criteria which is left to the manufacturer. It may also be

a null function which admits all requests.

0 Zone Management — The Gatekeeper shall provide the above functions for

terminals, MCUs, and Gateways which have registered with it as described in 7.2.
H.323 at 27.

3.49 zone: A Zone (see Figure 3) is the collection of all terminals (Tx), Gateways (GW),

and Multipoint Control Units (MCUs) managed by a single Gatekeeper (GK). A Zone

includes at least one terminal, and may or may not include Gateways or MCUs. A Zone

has one and only one Gatekeeper. A Zone may be independent of network topology and

may be comprised of multiple network segments which are connected using routes (R) or
other devices. H.323 at 8.
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Gatekeepers implement call authorization, restricting access to certain terminals or

gateways:

Call Authorization — Through the use of the H.225.0 signaling, the Gatekeeper may reject

calls from a terminal due to authorization failure. The reasons for rejection may include,

but are not limited to, restricted access to/from particular terminals or Gateways, and

restricted access during certain periods of time. The criteria for determining if

authorization passes or fails is outside the scope of this Recommendation. H.323 at 27.

RAS protocol is the registration and admission protocol implemented by the Gatekeeper:

7.2 Registration, Admission and Status (RAS) channel

The RAS Channel shall be used to carry messages used in the Gatekeeper discovery and

endpoint registration processes which associate an endpoint's alias address with its Call

Signaling Channel Transport Address. H.323 at 34.

Gatekeepers authenticate and encrypt RAS communications to/from endpoints to keep
the secure name secure:

In general, IPSEC [l3/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to—point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well—known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address andport

number of the call signaling channel in the called endpoint.

2. After obtaining the address andport number of the call signaling

channel, the calling endpoint would dynamically update its security

policy to require the desired IPSEC security on that address and

protoconort pair. Now, when the calling endpoint attempts to contact

this address/port, the packets would be queued while an

ISAKMP/Oakley negotiation is performed between the endpoints. Upon

completion of this negotiation, an IPSEC Security Association (SA) for

the address/port will exist and the Q.931 signaling can proceed. H.235 at
30-31.
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In H.323, Alias names can be secure names and can provide access to the second device

using a secure name service (i.e., the Gatekeeper computer):

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

 

The Access Token may also be distributed by out-of—band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 at
38.

As discussed above, networks that utilize Gateways also utilize Gatekeepers to translate,

e.g., incoming E.l64 addresses to Transport Addresses:

Networks which contain Gateways should also contain a Gatekeeper in order to translate

incoming E.l64 or partyNumber addresses into Transport Addresses. H.323 at 28.

One example of the use of secure names and a secure name server in H.323 follows:

This subclause will describe an example usage of security tokens to obscure or hide

destination addressing information. The example scenario is an endpoint which wishes to

make a call to another endpoint utilizing its well-known alias. More specifically, this

involves an H.323 endpoint, gatekeeper, POTS—gateway, and telephone as illustrated
below.
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figure 1.651.235

Assume that EPA [Endpoint A] is trying to call POTS-B, and POTS-B does not want to

expose its E.164 phone number to EPA.

0 EPA will send an ARQ to its gatekeeper to resolve the address of the POTS

telephone as represented by its alias/GW. The gatekeeper would recognize this as

a "private" alias, knowing that in order to complete the connection it must return

the POTS—gateway address (similar to returning the address of an H.320 gateway

if an H.320 endpoint is called by an H.323 endpoint).

o In the returned ACF, the gatekeeper returns the POTS-gateway's address as

expected. The addressing information that is required to dial to the end telephone

(i.e. the telephone number) is returned in an encrypted token included in the ACF.

This encrypted token contains the actual E. 1 64 (phone number) of the telephone

which cannot be deciphered nor understood by the caller (i.e. EPA).

o The endpoint issues the SETUP message to the gateway device (whose call

signaling address was returned in the ACF) including the opaque token(s) that it
received with the ACF.

o The gateway, upon receiving the SETUP, issues its ARQ to its gatekeeper,

including any token(s) that were received in the SETUP.

o The gatekeeper is able to decipher the token(s) and return the phone number in the
ACF. H.235 at 28-29

As indicated, in H.323, a first device sends a query to a secure name service (i.e., the

Gatekeeper computer) requesting the network address associated with the secure name of a
second device.

 

Alternatively, H.323 secures the name of an Alias address via IPSec when the calling

endpoint queries the Gatekeeper:

 

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)
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protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point—to-point call, the

following scenario could be followed:

3. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well—known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint ofthe address andport

number ofthe call signaling channel in the called endpoint.

4. After obtaining the address andport number ofthe call signaling

channel, the calling endpoint would dynamically update its security

policy to require the desired IPSEC security on that address and

protocol/portpair. Now, when the calling endpoint attempts to contact

this address/port, the packets would be queued while an

ISAKMP/Oakley negotiation is performed between the endpoints. Upon

completion of this negotiation, an IPSEC Security Association (SA) for

the address/port will exist and the Q.931 signaling can proceed. H.235 at
30-3 1.

Step (b) of claim 2 further specifies: “at the first device, receiving a message containing

the network address associated with the secure name of the second device; and”

As indicated in the example above, an address associated with the secure name is

returned to the first device. For example, the address of the Gateway:

0 EPA [Endpoint A] will send an ARQ to its gatekeeper to resolve the address of

the POTS telephone as represented by its alias/GW. The gatekeeper would

recognize this as a "private" alias, knowing that in order to complete the

connection it must return the POTS-gateway address (similar to returning the

address of an H.320 gateway if an H.320 endpoint is called by an H.323

endpoint).

o In the returned ACF, the gatekeeper returns the POTS-gateway's address as

expected. The addressing information that is required to dial to the end telephone

(i.e. the telephone number) is returned in an encrypted token included in the ACF.

This encrypted token contains the actual E. 1 64 (phone number) of the telephone

which cannot be deciphered nor understood by the caller (i.e. EPA).

See H.235 at 28.
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As indicated above, the Gatekeeper will know the endpoint associated with an Access

token from the registration process and returns an IP address associated with the token so that

calls can be routed through the Gatekeeper to the called endpoint:

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

 

See H.323 at 38.

When an endpoint and a Gatekeeper use IPSec, the Gatekeeper returns the address to the calling

endpoint in encrypted form:

In general, IPSEC [l3/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point—to-point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint ofthe address andport

number ofthe call signaling channel in the called endpoint.

2. After obtaining the address andport number ofthe call signaling

channel, the calling endpoint would dynamically update its security

policy to require the desired IPSEC security on that address and

protocol/portpair. Now, when the calling endpoint attempts to contact
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this address/port, the packets would be queued while an

ISAKMP/Oakley negotiation is performed between the endpoints. Upon

completion of this negotiation, an IPSEC Security Association (SA) for

the address/port will exist and the Q.93l signaling can proceed.

See H.235 at 30—31.

Step (c) of claim 2 further specifies: “from the first device, sending a message to the

network address associated with the secure name of the second device using a secure
communication link.”

The first device will send one or more messages to the network address associated with

the secure name using a secure communication link, such as an IPSec connection or other secure
link:

In general, IPSEC [l3/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:

3. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well—known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

4. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q93] signaling can proceed.

5. On the Q.93l SETUP and CONNECT exchange, the endpoints can negotiate the use

of IPSEC for the H.245 channel. This will allow the endpoints to again dynamically

update their IPSEC policy databases to force the use of IPSEC on that connection.

6. As with the call signaling channel, a transparent ISAKMP/Oakley negotiation will

take place before any H.245 packets are transmitted. The authentication performed by
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this ISAKMP/Oakley exchange will be the initial attempt at user-to—user

authentication, and will set up a (probably) secure channel between the two users on

which to negotiate the characteristics of the audio channel. If, after some person—to-

person Q&A, either user is not satisfied with the authentication, different certificates

can be chosen and the ISAKMP/Oakley exchange repeated.

7. After each H.245 ISAKMP/Oakley authentication, new keying material is exchanged

for the RTP audio channel. This keying material is distributed by the master on the

secure H.245 channel. Because the H.245 protocol is defined for the master to

distribute the media keying material on the H.245 channel (to allow for multipoint

communication), it is not recommended that IPSEC be used for the RTP channel.

See H.235 at 30-31.

The first device may use call establishment security, call control security, and/or media stream

privacy to communicate securely through a secure communication link:

6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e.g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (suchas TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service-specific authorization policy are outside the scope of this Recommendation.

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of "none"). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media

channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the

conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

The mechanism by which H.245 is made secure is dependent on the H—Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this. H.235 at 6.
 

6.5 Media stream privacy
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This Recommendation describes media privacy for media streams carried on packet-

based transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

A first step in attaining media privacy should be the provision of a private control

channel on which to establish cryptographic keying material and]or set up the logical

channels which will carry the encrypted media streams. For this purpose, when operating

in a secure conference, any participating endpoints may utilize an encrypted H.245

channel. In this manner, cryptographic algorithm selection and encryption keys as passed

in the H.245 OpenLogicalChannel command are protected.

The H.245 secure channel may be operated with characteristics different from those in

the private media channel(s) as long as it provides a mutually acceptable level of privacy.

This allows for the security mechanisms protecting media streams and any control

channels to operate in a completely independent manner, providing completely different

levels of strength and complexity.

If it is required that the H.245 channel be operated in a non-encrypted manner, the

specific media encryption keys may be encrypted separately in the manner signaled and

agreed to by the participating parties. A logical channel of type h235Control may be

utilized to provide the material to protect the media encryption keys. This logical channel

may be operated in any appropriately negotiated mode.

The privacy (encryption) of data carried in logical channels shall be in the form specified

by the OpenLogicalChannel. Transport-specific header information shall not be

encrypted. The privacy of data is to be based upon end-to-end encryption.

See H.235 at 6-7.

Accordingly, H.323 anticipates claim 2 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.

3. Claim 3

Claim 3 depends from claim 2, and specifies “wherein the secure name of the second
device is a secure domain name.

During the prosecution of the ’ 181 patent, the patent owners argued that a “secure name”

can be a “secure non-standard domain name, such as a secure non—standard top-level domain

name (e.g., .scom) or a telephone number.” See Section 111 above. H.323 discloses that Alias

names can be telephone numbers:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. *** These

address[es] include E.l64 or partyNumber addresses (network access number, telephone
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number, etc.), H.323 IDs (alphanumeric strings representing names, e—mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33-34.

Thus, H.323 discloses a secure domain name under the construction provided by the Applicant.

Alternatively, because Alias names may take the form of H.323 IDs, any identifier could be
used:

The H.323 ID consists of a string of ISO/IEC 10646-1 characters as defined in

Recommendation H.225.0. It may be a user name, conference name, e-mail name, or
other identifier. H.323 at 34.

Accordingly, H.323 anticipates claim 3 of the ’181 patent under 35 U.S.C. § 102(b)
above.

4. Claim 4

Claim 4 depends from claim 2, and specifies “wherein the secure name indicates

security.”

The Gatekeeper recognizes the alias as a secure name:

0 EPA will send an ARQ to its gatekeeper to resolve the address of the POTS

telephone as represented by its alias/GW. The gatekeeper would recognize this as

a “private” alias, knowing that in order to complete the connection it must return

the POTS-gateway address (similar to returning the address of an H.320 gateway

ifan H.320 endpoint is called by an H.323 endpoint). H.235 at 28.

Accordingly, H.323 anticipates claim 4 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.

5. Claim 5

Claim 5 of the ’ 1 81 patent depends from claim 2, and specifies “wherein receiving the

message containing the network address associated with the secure name of the second device

includes receiving the message in encrypted form.”

H.323 teaches use of IPSec for communications with the Gatekeeper, even when

querying for a network address:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:
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1. The calling endpoint and its gatekeeper would set policy to require the use of
IPSEC (authentication and, optionally, confidentiality) on the RAS protocol.

Thus, before the first RAS message is sent from the endpoint to the gatekeeper,

the ISAKMP/Oakley daemon on the endpoint will negotiate security services to

be used on packets to and from the RAS channel’s well-known port. Once

negotiation is complete, the RAS channel will operate exactly as if it were not
secured. Using this secure channel the gatekeeper will inform the endpoint of

the address andport number ofthe call signaling channel in the called

endpoint. H.235 at 30.

Accordingly, H.323 anticipates claim 5 of the ’181 patent under 35 U.S.C. § 102(b)
above.

6. Claim 6

Claim 6 depends from claim 5, and specifies that the step of “further including decrypting

the message.”

As indicated above, the Gatekeeper encrypts the address and port number of the called

endpoint and returns it to the calling endpoint. The calling endpoint would necessarily decrypt

the message:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to—point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint ofthe address andport

number ofthe call signaling channel in the called endpoint.

2. After obtaining the address andport number ofthe call signaling

channel, the calling endpoint would dynamically update its security

policy to require the desired IPSEC security on that address and

protocol/portpair. Now, when the calling endpoint attempts to contact

this address/port, the packets would be queued while an

ISAKMP/Oakley negotiation is performed between the endpoints. Upon

completion of this negotiation, an IPSEC Security Association (SA) for
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the address/port will exist and the Q.931 signaling can proceed. H.235 at
30-31.

Accordingly, H.323 anticipates claim 6 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.

7. Claim 7

Claim 7 of the ’ 181 patent depends from claim 2, and specifies “wherein the second

device is capable of supporting a secure communication link as well as a non-secure

communication link, the method fi1rther including establishing a non-secure communication link
with the second device when needed.”

H.323 device can communicate in the negotiated secure mode or unsecure mode:

As stated in the system introduction clause, both the call connection channel (H.225.0 for

H.323 series) and call control (H.245) channel shall operate in the negotiated secured or

unsecured mode starting with the first exchange. H.235 at 8.

 

Accordingly, H.323 anticipates claim 7 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.

8. Claim 8

Claim 8 depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving
the network address as an IP address associated with the secure name of the device.”

The Transport address returned in the various embodiment discussed above can be IP
addresses:

3.42 transport address: The transport layer address of an addressable H.323 entity as

defined by the (inter)network protocol suite in use. The Transport Address of an H.323

entity is composed of the Network Address plus the TSAP identifier [port number] of the

addressable H.323 entity.

 

3.33 network address: The network layer address of an H.323 entity as defined by the

(inter)network layer protocol in use (e.g. an IP address). This address is mapped onto the

layer one address of the respective system by some means defined in the

(inter)networking protocol. H.323 at 7-8.

Accordingly, H.323 anticipates claim 8 of the ’181 patent under 35 U.S.C. § 102(b)
above.
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9. Claim 9

Claim 9 depends from claim 2 and specifies that “further including automatically

initiating the secure communication link after it is enabled.”

The IPSec, TLS, and other communication links identified in claim 2 are initiated

automatically.

Accordingly, H.323 anticipates claim 9 of the ’18] patent under 35 U.S.C. § 102(b)
above.

10. Claim 10

Claim 10 depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving

the message at the first device through tunneling within the secure communication link..”

H.323 utilizes IPSec to secure the RAS channel for queries to the Gatekeeper:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point—to—point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address andport

number of the call signaling channel in the called endpoint.

2. After obtaining the address andport number of the call signaling

channel, the calling endpoint would dynamically update its security

policy to require the desired IPSEC security on that address and

protocol/portpair. Now, when the calling endpoint attempts to contact

this address/port, the packets would be queued while an

ISAKMP/Oakley negotiation is performed between the endpoints. Upon

completion of this negotiation, an IPSEC Security Association (SA) for

the address/port will exist and the Q.931 signaling can proceed.

See H.235 at 30-31.
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Accordingly, H.323 anticipates claim 10 of the ’ l 81 patent under 35 U.S.C. § 102(b)
above.

11. Claim 11

Claim 1] depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving

the message in the form of at least one tunneled packet.”

The IPsec tunnel identified above would return the message containing the network

address associated with the secure name in the form of at least one tunneled packet.

Accordingly, H.323 anticipates claim 11 of the ’181 patent under 35 U.S.C. § 102(b)
above.

12. Claim 12

Claim 12 depends from claim 2 and specifies “wherein the receiving and sending of

messages includes receiving and sending the messages in accordance with any one of a plurality

of communication protocols.”

H.323 endpoints use a variety of protocols, include TCP/IP, RTP, RCTP, IPSec, and each

of the ITU-T Recommendations identified herein. For example, see the following:
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Figure 3.1mm

H.235 at 20.
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See also the following:

6.2.3 Packet based network interface

The packet based network interface is implementation-specific and is outside the scope of

this Recommendation. However, the network interface shall provide the services

described in Recommendation H.225.0. This includes the following: Reliable (e. g. TCP,

SPX) end-to-end service is mandatory for the H.245 Control Channel, the Data Channels,

and the Call Signaling Channel. Unreliable (e.g. UDP, IPX) end-to-end service is

mandatory for the Audio Channels, the Video Channels, and the RAS Channel. These

services may be duplex or simplex, unicast or multicast depending on the application, the

capabilities of the terminals, and the configuration of the network. H.323 at 14.

Reliable Delivery Unreliable Delivery
 

 

  
 
 

Rec. H.225.0 Audio/Vldeo Streams 

Call Control

AAL5 (Rec. 1.363.5)

ATM (Rec. 1.361)

T1 604260-97

 

  
Figure C.1/H.323 — Architecture for H.323 on ATM—AALS

H.323 at 96.

Accordingly, H.323 anticipates claim 12 of the ’181 patent under 35 U.S.C. § 102(b)
above.

13. Claim 13

Claim 13 depends from claim 2 and specifies “wherein the receiving and sending of

messages through the secure communication link includes multiple sessions.”

H.323 teaches that multiple RTP channels or sessions are sent and/or received through
the secure communication link:

 

B.6.1 Multiple logical channels and RTP sessions for a layered stream
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If bandwidth scaling is the goal of using layering, each layer should flow on a separate

logical channel with a separate RTP session. This means that what is a single video

source will now have to be coordinated amongst multiple logical channels and RTP
sessions. H.323 at 91.

See also the following:

For efficient protocol processing, the number of multiplexing points should be

minimized, as described in the integrated layer processing design principle [A—l]. In

RTP, multiplexing is provided by the destination transport address (network address and

port number) which define an RTP session. For example, in a teleconference composed

of audio and video media encoded separately, each medium should be carried in a

separate RTP session with its own destination transport address. It is not intended that the

audio and video be carried in a single RTP session and demultiplexed based on the

payload type or SSRC fields. H.225 at 73.

Accordingly, H.323 anticipates claim 13 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.

14. Claim 14

Claim 14 depends from claim 2 and specifies “further including supporting a plurality of
services over the secure communication link.”

The secure communication links identified above support multiple services. For

example, see the following:

6.2.3 Packet based network interface

The packet based network interface is implementation-specific and is outside the scope of
this Recommendation. However, the network interface shall provide the services

described in Recommendation H.225.0. This includes the following: Reliable (e.g. TCP,

SPX) end-to-end service is mandatory for the H.245 Control Channel, the Data Channels,

and the Call Signaling Channel. Unreliable (e.g. UDP, IPX) end-to-end service is

mandatory for the Audio Channels, the Video Channels, and the RAS Channel. These

services may be duplex or simplex, unicast or multicast depending on the application, the

capabilities of the terminals, and the configuration of the network. H.323 at 14.

A11 call signaling received by the Gateway from an SCN endpoint and not applicable to

the Gateway should be passed through to the network endpoint, and vice versa. This

signaling includes, but is not limited to, Q.932, Q.950, and H.450-Series messages. This

will allow H.323 endpoints to implement the Supplementary Services defined in those
Recommendations. H.323 at 25.

This Recommendation provides a number of different services, some of which are

expected to be applicable to all terminals that use it and some that are more specific to

particular ones. Procedures are defined to allow the exchange of audiovisual and data

capabilities, to request the transmission of a particular audiovisual and data mode, to
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manage the logical channels used to transport the audiovisual and data information, to
establish which terminal is the master terminal and which is the slave terminal for the

purposes of managing logical channels, to carry various control and indication signals, to

control the bit rate of individual logical channels and the whole multiplex, and to measure

the round trip delay, from one terminal to the other and back. H.225 at 73.

Accordingly, H.323 anticipates claim 14 of the ”181 patent under 35 U.S.C. § 102(b)
above.

15. Claim 15

Claim 15 depends from claim 14 and specifies “wherein the plurality of services

comprises a plurality of communication protocols, a plurality of application programs, multiple

sessions, or a combination thereof.”

As indicated above for claims 12-14, the plurality of services includes a plurality of

communication protocols, multiple sessions, application programs, or a combination thereof.

Accordingly, H.323 anticipates claim 15 of the ’181 patent under 35 U.S.C. § 102(b)
above.

16. Claim 16

Claim 16 depends from claim 15 and specifies that “wherein the plurality of application

programs comprises video conferencing, e-mail, a word processing program, telephony or a
combination thereof.”

H.323 teaches use of multimedia services, including video conferencing and telephony:

H.323 entities may provide real-time audio, video and/or data communications. Support

for audio is mandatory, while data and video are optional, but if supported, the ability to

use a specified common mode of operation is required, so that all terminals supporting

that media type can interwork. H.323 at (i).
 

H.323 entities may be integrated into personal computers or implemented in stand-alone

devices such as videotelephones. H.323 at (i). Data signals include still pictures,

facsimile, documents, computer files and other data streams. H.323 at 13.

 

Facsimile is an example of telephony services. For additional telephony services, see,

e.g., H.323 at 79, and the following

3.7 call: Point—to-point multimedia communication between two H.323 endpoints. The

call begins with the call set-up procedure and ends with the call termination procedure.
The call consists of the collection of reliable and unreliable channels between the

endpoints. A call may be directly between two endpoints, or may include other H.323

entities such as a Gatekeeper or MC. In case of interworking with some SCN endpoints

via a Gateway, all the channels terminate at the Gateway where they are converted to the

appropriate representation for the SCN end system. Typically, a call is between two users
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for the purpose of communication, but may include signaling-only calls. An endpoint

may be capable of supporting multiple simultaneous calls. H.323 at 4—5.

Accordingly, H.323 anticipates claim 16 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.

17. Claim 17

Claim 17 depends from claim 15 and specifies that “wherein the plurality of services

comprises audio, video or a combination thereof.”

H.323 teaches use of multimedia services, including video conferencing and telephony:

H.323 entities may provide real-time audio, video and/or data communications. Support

for audio is mandatory, while data and video are optional, but if supported, the ability to

use a specified common mode of operation is required, so that all terminals supporting

that media type can interwork. H.323 at (i).

H3 23 entities may be integrated into personal computers or implemented in stand-alone

devices such as videotelephones. H.323 at (i).Data signals include still pictures,

facsimile, documents, computer files and other data streams. H.323 at 13.

Facsimile is an example of telephony services. For additional telephony services, see,

e.g., H.323 at 79, and the following
 

3.7 call: Point-to-point multimedia communication between two H.323 endpoints. The

call begins with the call set-up procedure and ends with the call termination procedure.
The call consists of the collection of reliable and unreliable channels between the

endpoints. A call may be directly between two endpoints, or may include other H.323

entities such as a Gatekeeper or MC. In case of interworking with some SCN endpoints

via a Gateway, all the channels terminate at the Gateway where they are converted to the

appropriate representation for the SCN end system. Typically, a call is between two users

for the purpose of communication, but may include signaling-only calls. An endpoint

may be capable of supporting multiple simultaneous calls. H.323 at 4-5.

Accordingly, H.323 anticipates claim 17 of the ’ 1 81 patent under 35 U.S.C. § 102(b)
above.

18. Claim 18

Claim 18 depends from claim 2 and specifies “wherein the secure communication link is
an authenticated link.”

H3 23 teaches that the communication links identified above are authenticated links:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)
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protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well—known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to
require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q.931 signaling can proceed.

3. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

4. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the

initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person—to—person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

5. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel. Because the H.245 protocol is

defined for the master to distribute the media keying material on the H.245

channel (to allow for multipoint communication), it is not recommended
that IPSEC be used for the RTP channel. H.235 at 30-31.
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Accordingly, H.323 anticipates claim 18 of the ’181 patent under 35 U.S.C. § 102(b)
above.

19. Claim 19

Claim 19 depends from claim 2 and specifies “wherein the first device is a computer, and

the steps are performed on the computer.”

H.323 entities include computers:

H.323 entities may be integrated into personal computers or implemented in stand-alone

devices such as videotelephones. H.323 at (i).

Accordingly, H.323 anticipates claim 19 of the ’181 patent under 35 U.S.C. § 102(b)
above.

20. Claim 20

Claim 20 depends from claim 2 and specifies “wherein the first device is a client

computer connected to a communication network, and the method is performed by the client

computer on the communication network.”

H.323 entities include client computers where the method steps performed above for the

first device can be performed by the client computer:

H.323 entities may be integrated into personal computers or implemented in stand-alone

devices such as videotelephones. H.323 at (i).

Accordingly, H.323 anticipates claim 20 of the ’181 patent under 35 U.S.C. § 102(b)
above.

21. Claim 21

Claim 21 depends from claim 2 and specifies “further including providing an unsecured
name associated with the device.”

H.323 teaches providing an unsecured name associated with the device. For example,

H.323 teaches endpoints can register more than one Alias address with a Gatekeeper:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.164 or partyNumber addresses (network access number,

telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail- like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33—34.
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Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint powerup). H.323 at 35.

From the teachings of H.323, one could register an unsecured name and a secure name

for a single device. For example, a single endpoint may have multiple aliases, including an alias

that represents the endpoint and an alias that may represent conferences the endpoint hosts, as
indicated above.

 

Alternatively, endpoints can register a secure name and be associated with the unsecured

name of the Gatekeeper computer with which they are registered. For example, endpoints issue a

Registration Request (RRQ) to a Gatekeeper to register their aliases and the Gatekeeper responds

with a Registration Confirmation (RCF):

An endpoint shall send a Registration Request (RRQ) to a Gatekeeper. This is sent to the

Gatekeeper's RAS Channel Transport Address. The endpoint has the Network Address of

the Gatekeeper from the Gatekeeper discovery process and uses the well-known RAS

Channel TSAP Identifier. The Gatekeeper shall respond with either a Registration

Confirmation (RCF) or a Registration Reject (RRJ). H.323 at 35

Gatekeepers have unsecured names registered in the public DNS:

IV.1.1.2 Discovery using DNS (informative)

IV.1.1.2.1 A URL for gatekeepers

As a first step, note that a gatekeeper is identified by a transport address and a

gatekeeperIdentifier, which is a string. A gatekeeper is a particular resource on the

Internet, so it is reasonable to specify it in a Uniform Resource Locator (URL). The

protocol spoken by the gatekeeper is RAS, so the URL for a gatekeeper could be given

by:

ras://gkID@domainname

gle is the gatekeeperIdentifier, and domainname is a DNS domain name which

identifies the gatekeeper's domain. Note that this is not necessarily a Fully Qualified

Domain Name (FQDN) with an A-record — it is not required that this domain name has a

physical transport interface with an IP number recorded in the DNS. If it is a FQDN,
however, it is reasonable to insist that its IP number is that of the gatekeeper to which the

URL refers. In this case, it is allowed to add an optional port number to the URL:

ras://gkID@domainname:port_no.

If no port number is given, then the well known value of 1719 is taken as a default.
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The more interesting case is when this is not an FQDN, and then the domain name does

not refer to a transport address listed in the DNS. The domain name then can refer to a

pure " gatekeeper zone of authority". The next subclause explains how to find the

gatekeeper in this case.

See H.225 at 141.

See also, H.225 at 141-143, describing use of the DNS TXT and DNS SRV Resource Records in

the public, Internet domain name system for locating the proper Gatekeeper computer on which a

particular H.323 terminal is registered. The name corresponding to Gatekeeper computer for the

H.323 endpoint is an unsecured name associated with the endpoint.

In other words, each endpoint can register a secure name with its Gatekeeper and be

located on the Internet using the domain name associated with the endpoint in the public DNS,

which identifies the endpoint’s Gatekeeper computer.

Alternatively, MCUs and Gateways are endpoints and register multiple Alias names, as
well:

3.14 endpoint: An H.323 terminal, Gateway, or MCU. An endpoint can call and be

called. It generates and/or terminates information streams. H.323 at 5.

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. H.323 at 33.

A Gateway is an endpoint on a packet-based network that connects the packet-based

network to a circuit-switched network where other ITU Terminals (endpoints) reside, or to

another H.323 Gateway:

3.16 gateway: An H.323 Gateway (GW) is an endpoint on the network which provides

for real-time, two-way communications between H.323 Terminals on the packet based

network and other ITU Terminals on a switched circuit network, or to another H.323

Gateway. Other ITU Terminals include those complying with Recommendations H.310

(H.320 on B-ISDN), H.320 (ISDN), H.321 (ATM), H.322 (GQOS-LAN), H.324

(GSTN), H.324M (Mobile), and V.70 (DSVD). H.323 at 5.

Gateways and MCUs may register two or more Transport Addresses for each Alias address:

A Gateway or MCU may register a single Transport Address or multiple Transport

Addresses. The use of multiple Transport Addresses may simplify the routing of calls to

specific ports. H.323 at 35.

A single Gateway may terminate calls to multiple Switched Circuit Network (SCN) endpoints:

3.7 call: Point—to—point multimedia communication between two H.323 endpoints. The

call begins with the call set-up procedure and ends with the call termination procedure.
The call consists of the collection of reliable and unreliable channels between the
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endpoints. A call may be directly between two endpoints, or may include other H.323

entities such as a Gatekeeper or MC. In case ofinterworking with some SCN endpoints

via a Gateway, all the channels terminate at the Gateway where they are converted to

the appropriate representation for the SCN end system. Typically, a call is between two

users for the purpose of communication, but may include signaling-only calls. An

endpoint may be capable of supporting multiple simultaneous calls. H.323 at 5-6.

See also, Figure 1 below (H.323 at 2) showing an H.323 Gateway connecting multiple SCN

devices to the packet—based network via different switched circuit networks (SCNs):

 

Scope of

  
 
 

 

 

I \ i I \ _i '\
' | .' I ! t ! i
I I !Guaranteedi ! I g i

" GSTN : !, QOS .i ‘ N-ISDN ; " BISDN ;1 I \. LAN .1 i I \. !
' ‘ ' H.310

terminal

operating in
H.321 mode

V.70
Terminal

NOTE — A gateway may support one or more of the GSTN, N-ISDN and/or B-[SDN connections.
T160421 0-97

As indicated SCN means “Switched Circuit Network” and includes GSTN, N-ISDN, and B-

ISDN networks:

3.40 Switched Circuit Network (SCN): A public or private switched

telecommunications network such as the GS'IN, N-ISDN, or B-ISDN.

NOTE — While B-ISDN is not strictly a switched circuit network, it exhibits some of the

characteristics of an SCN through the use of virtual circuits.

Thus, each H.323 endpoint is associated with both a secure name (i.e., Access Token)

and an unsecured name (i.e., either another Alias name, the name in the DNS system for locating

the Gatekeeper computer in which it is registered, or for a Gateway endpoint, two devices
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obtaining access to the packet-based network through the Gateway, one having a secure name

and the other an unsecured name).

Accordingly, H.323 anticipates claim 21 of the ’181 patent under 35 U.S.C. § 102(b)
above.

22. Claim 22

Claim 22 depends from claim 2 and specifies “wherein the secure name is registered prior

to the step of sending a message to a secure name service.”

H.323 teaches that the secure name is registered prior to the set of sending a message to a
secure name service:

 

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint powerup).

See H.323 at 35 (emphasis added).

Accordingly, H.323 anticipates claim 22 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.

23. Claim 23

Claim 23 depends from claim 2 and specifies “wherein the secure name of the second

device is a secure, non-standard domain name.”

During the prosecution of the ’ 181 patent, the patent owners argued that a “secure name”

can be a “secure non-standard domain name, such as a secure non—standard top-level domain

name (e.g., .scom) or a telephone number.” See Section III above, for example.

H.323 discloses that Alias names can be telephone numbers:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. *** These

address[es] include E.164 or partyNumber addresses (network access number, telephone

number, etc.), H.323 IDs (alphanumeric strings representing names, e—mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33-34.

Thus, H.323 discloses a secure domain name under the construction provided by the Applicant.

Alternatively, because Alias names may take the form of H.323 IDs, any identifier could
be used:
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The H.323 ID consists of a string of ISO/IEC 10646-1 characters as defined in

Recommendation H.225.0. It'may be a user name, conference name, e-mail name, or
other identifier. H.323 at 34.

Accordingly, H.323 anticipates claim 23 of the ’181 patent under 35 U.S.C. § 102(b)
above.

24. Claim 24

Independent claim 24 is directed to “[a] method of using a first device to securely

communicate with a second device over a communication network, the method comprising:

(a) at the first device requesting and obtaining registration of a secure name for the
first device, the secure name being associated with a network address;

(b) receiving at the network address associated with the secure name of the first
device a message from a second device of the desire to securely communicate

with the first device; and

(c) sending a message securely from the first device to the second device.”

The H.323 Recommendation discloses “[a] method of using a first device to securely

communicate with a second device over a communication network” because it details secure,

multimedia communications between two devices over a packet-based network, such as the
Internet:

 

This Recommendation covers the technical requirements for multimedia communications

systems in those situations where the underlying transport is a Packet Based Network

(PBN) These packet-based networks may include Local Area Networks, Enterprise

Area Networks, Metropolitan Area Networks, Intra-Networks, and Inter- Networks

(including the Internet). H.323 at I.

Step (a) of claim 24 further specifies: “at the first device requesting and obtaining

registration of a secure name for the first device, the secure name being associated with a
network address.”

The H.323 recommendation discloses a system whereby each communicating device on a

network can request and obtain registration of a secure name for the device, called an “Alias

Address,” which is associated with a network address. The Alias address can, for example, be an

email address or an alphanumeric string in the form of an email address:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.164 or partyNumber addresses (network access number,
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telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33-34.

Alias Addresses can be “secure names” because, among other reasons, they can be

protected by “access tokens,” which have the function of ensuring the anonymity of an

endpoint’s Transport and Alias Addresses:

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

The Access Token may also be distributed by out-of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 at
38.

Alias addresses are resolved into network addresses, such as IP addresses, by a

Gatekeeper computer. The Gatekeeper provides a number of services, including address
translation:

Address Translation — The Gatekeeper shall perform alias address to Transport Address

translation. This should be done using a translation table which is updated using the

Registration messages described in clause 7. Other methods of updating the translation
table are also allowed. H.323 at 27.

Transport Addresses are IP addresses in packet-based networks utilizing TCP/IP:

3.42 transport address: The transport layer address of an addressable H.323 entity as

defined by the (inter)network protocol suite in use. The Transport Address of an H.323

entity is composed of the Network Address plus the TSAP identifier [port number] of the

addressable H.323 entity.

3.33 network address: The network layer address of an H.323 entity as defined by the

(inter)network layer protocol in use (e. g. an IP address). This address is mapped onto the

layer one address of the respective system by some means defined in the

(inter)networking protocol. H.323 at 7-8.
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The endpoints of the H.323 recommendation, i.e., the devices desiring to securely communicate,
must register their Alias and transport addresses with the Gatekeeper:

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the
Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery
process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up). H.323 at 35.

Further, endpoints may register “one or more alias addresses associated with it.” See, e. g., H.323
at 33.

 

Step (b) of claim 24 further specifies: “receiving at the network address associated with
the secure name of the first device a message from a second device of the desire to securely

communicate with the first device; and.”

H.323 expressly references the authentication and security services that are described in

H.235. Although “authentication and security for H.323 systems is optional,” if it is provided,

“it shall be provided in accordance with Recommendation H.235.” H.323 at 81.

 

 

The Access tokens have two uses in the H.323 recommendation: to shield an endpoint’s

alias name and transport address, when desired, and to ensure that a calling endpoint can access

the called endpoint directly:

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

The Access Token may also be distributed by out-of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 in
38.
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As described in H.235, IPSec can then be used to secure communications between the

two endpoints:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally
confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

charmel’s well-known port. Once negotiation is complete, the RAS

charmel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address and port number of the call signaling charmel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q.931 signaling can proceed.

3. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

4. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the

initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person-to-person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

5. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel. H.235 at 30-31.
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See also, H.235 at 6, which describes call establishment security call control security, and media

stream privacy, in which all communications are secure.

Step (c) of claim 24 further specifies: “sending a message securely from the first device
to the second device.

The H.235 protocol of the H.323 recommendation describes call establishment security,

call control security, and media stream privacy, in which all communications are sent securely.

H.235 at 6. For example:

 

6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e.g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service-specific authorization policy are outside the scope of this Recommendation.

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of "none"). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media

channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the

conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

The mechanism by which H.245 is made secure is dependent on the H-Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this.

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet-

based transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.
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A first step in attaining media privacy should be the provision of a private control

channel on which to establish cryptographic keying material and/or set up the logical

channels which will carry the encrypted media streams. H.235 at 6.

Accordingly, the H.323 Recommendation anticipates claim 24 of the ’ l 81 patent under

35 U.S.C. § 102(b).

25. Claim 25

Claim 25 depends from claim 24 and specifies “wherein requesting and obtaining

registration of a secure name for the first device comprises using the first device to obtain a
registration of the secure name for the first device, and wherein sending a message securely

comprises sending the message from the first device to the second device using a secure
communication link.”

The endpoints of the H.323 recommendation, i.e., the devices desiring to communicate,

register their alias address and transport addresses with the Gatekeeper:

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up). H.323 at 35.

Further, Alias Addresses can be secure names:

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Tokenfrom the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

The Access Token may also be distributed by out-of—band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers. H.323 at

38 (emphasis added).
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Accordingly, the H.323 recommendation anticipates claim 25 of the ’181 patent under 35

U.S.C. § 102(b).

26. Claim 26

Independent claim 26 is directed to “[a] method of using a first device to communicate

with a second device over a communication network, the method comprising:

(a) from the first device requesting and obtaining registration of an unsecured

name associated with the first device;

(b) from the first device requesting and obtaining registration of a secure

name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device;

(0) receiving at the unique network address associated with the secure name a

message from a second device requesting the desire to securely

communicate with the first device; and

(d) from the first device sending a message securely from the first device to
the second device.”

The H.323 Recommendation discloses “[a] method of using a first device to securely

communicate with a second device over a communication network” because it details secure,

multimedia communications between two devices over a packet-based network, such as the
Internet:

 

This Recommendation covers the technical requirements for multimedia communications

systems in those situations where the underlying transport is a Packet Based Network

(PBN) These packet-based networks may include Local Area Networks, Enterprise

Area Networks, Metropolitan Area Networks, Intra—Networks, and Inter- Networks

(including the Internet). H.323 at 1.

Step (a) of claim 26 further specifies: “from the first device requesting and obtaining

registration of an unsecured name associated with the first device”

As described in the H.323 recommendation, each communicating device (i.e., endpoint)

on a network can request and obtain registration of an unsecured name for the device, called an

Alias Address, which is associated with a network address. The Alias address can, e. g., be an

email address or an alphanumeric string in the form of an email address:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.164 or partyNumber addresses (network access number,
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telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0. H.323 at 33-34.

Endpoints register their Alias Address and Transport Addresses with the Gatekeeper:

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power— up). H.323 at 35.

Endpoints may register more than one alias address, H.323 at 33, and alias addresses can be, but

does not necessarily have to be, secure names:

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

The Access Token may also be distributed by out—of—band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers.

See H.323 at 38.

Step (b) of claim 26 further specifies: “from the first device requesting and obtaining

registration of a secure name associated with the first device, wherein a unique network address

corresponds to the secure name associated with the first device”

As indicated above, each communicating device on a network can request and obtain

registration of a secure name for the device, called an Alias Address, which is associated with a

network address. The Alias address can, e.g., be an email address or an alphanumeric string in
the form of an email address:

249

Petitioner Apple Inc. - Exhibit 1072, p. 305



Petitioner Apple Inc. - Exhibit 1072, p. 306

Request for Reexamination of US. Patent No. 8,051,181

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting. The alias addresses provide an alternate method of addressing the endpoint.

These address[es] include E.164 or partyNumber addresses (network access number,

telephone number, etc.), H.323 IDs (alphanumeric strings representing names, e-mail like

addresses, etc.), and any others defined in Recommendation H.225.0.

 

See H.323 at 33-34.

Endpoints register their Alias Address and Transport Addresses with the Gatekeeper:

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up).

See H.323 at 35.

In the H.323 recommendation, “Alias Address” can constitute “secure names” because,

for example, they can be protected by “access tokens,” which have the function of ensuring the

anonymity of an endpoint’s Transport Address and Alia Address:

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint’s

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

The Access Token may also be distributed by out-of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers.

See H.323 at 38.
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As indicated above, endpoint registration includes registering multiple transport and alias
addresses:

7.9.1 RegistrationRequest (RRQ)

The RRQ message includes the following:

***

callSignalAddress — This is the call signaling transport address for this endpoint. If

multiple transports are supported, they must be registered all at once.

***

terminalAlias -This optional value is a list of alias addresses, by which other terminals

may identify this terminal. If the terminalAlias is null, or an E.164 address is not present,

an E.164 address may be assigned by the gatekeeper, and included in the RCF. If an

email-ID is available for the endpoint, it should be registered. Note that multiple alias

addresses may refer to the same transport addresses. All of the endpoint's aliases shall be

included in each RRQ.

See H.225.0 at 45.
 

From the teachings of H.323, one could register an unsecured name and a secure name

for a single device. For example, a single endpoint may have multiple aliases, including an alias

that represents the endpoint and an alias that represents conferences the endpoint hosts:

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias

address may represent the endpoint or it may represent conferences that the endpoint is

hosting.

See H.323 at 33.

In this manner, an endpoint device following the H.323 recommendation would have had

the capability of registering both a secure and an unsecure name. Moreover, MCUs and

Gateways are endpoints:

3.14 endpoint: An H.323 terminal, Gateway, or MCU. An endpoint can call and be

called. It generates and/or terminates information streams. H.323 at 5.

A Gateway is an endpoint on a packet—based network that connects the packet-based

network to a circuit—switched network where other ITU Terminals (endpoints) reside, or to

another H.323 Gateway:
 

3.16 gateway: An H.323 Gateway (GW) is an endpoint on the network which provides
for real-time, two-way communications between H.323 Terminals on the packet based
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network and other ITU Terminals on a switched circuit network, or to another H.323

Gateway. Other ITU Terminals include those complying with Recommendations H.310

(H.320 on B-ISDN), H.320 (ISDN), H.321 (ATM), H.322 (GQOS—LAN), H.324

(GSTN), H.324M (Mobile), and V.70 (DSVD). H.323 at 5.

Gateways and MCUs may register two or more Transport Addresses:

A Gateway or MCU may register a single Transport Address or multiple Transport

Addresses. The use of multiple Transport Addresses may simplify the routing of calls to

specific ports. H.323 at 35.

A single Gateway may terminate calls to multiple Switched Circuit Network (SCN) endpoints:

3.7 call: Point—to-point multimedia communication between two H.323 endpoints. The

call begins with the call set-up procedure and ends with the call termination procedure.
The call consists of the collection of reliable and unreliable channels between the

endpoints. A call may be directly between two endpoints, or may include other H.323

entities such as a Gatekeeper or MC. In case ofinterworking with some SCN endpoints

via a Gateway, all the channels terminate at the Gateway where they are converted to

the appropriate representation for the SCN end system. Typically, a call is between two

users for the purpose of communication, but may include signaling-only calls. An

endpoint may be capable of supporting multiple simultaneous calls.

See H.323 at 5-6.

See also, Figure 1 below (H.323 at 2) showing an H.323 Gateway connecting multiple SCN

devices to the packet-based network via different switched circuit networks (SCNs):
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Scope of

 
 

Packet Based Network

H.323 H.323
Gatekee . er Terminal

  

 
 

H.310
terminal

operating in
H.321 mode

V.70
Terminal

NOTE — A gateway may support one or more of the GSTN, N-ISDN and/or B-ISDN connections. T1 60421037

As indicated SCN means “Switched Circuit Network” and includes GSTN, N-ISDN, and B—

ISDN networks:

3.40 Switched Circuit Network (SCN): A public or private switched

telecommunications network such as the GSTN, N-ISDN, or B-ISDN.

NOTE — While B—ISDN is not strictly a switched circuit network, it exhibits some of the

characteristics of an SCN through the use of virtual circuits.

A Gateway or MCU may register a single Transport Address or multiple Transport

Addresses. The use of multiple Transport Addresses may simplify the routing of calls to

specific ports. H.323 at 35.

Step (c) of claim 26 further specifies: “receiving at the unique network address

associated with the secure name a message from a second device requesting the desire to

securely communicate with the first device; and”

H.323 expressly references the authentication and security services that are described in

H.235. Although “authentication and security for H.323 systems is optional,” if it is provided,

“it shall be provided in accordance with Recommendation H.235.” H.323 at 81.
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The Access tokens have two uses in the H.323 recommendation: to shield an endpoint’s

alias name and transport address, when desired, and to ensure that a calling endpoint can access

the called endpoint directly:

 

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Token from the registration

process, so that calls using the Access Token can be routed through the Gatekeeper to the

called endpoint. The use of the access token only applies to the Gatekeeper routed call

model when attempting to hide the transport address from the endpoint.

The second use of the Access Token is in ensuring that calls are routed properly through

H.323 entities. An Access Token returned by a Gatekeeper shall be used in any

subsequent setup messages sent by the endpoint. This Access Token may be used by a

Gateway to assure that the endpoint has permission to use the Gateway resources, or it

may be used by a called endpoint to assure that the calling endpoint can signal it directly.

The Access Token may also be distributed by out—of-band methods to assure proper

access to Gateways and endpoints in systems which do not have Gatekeepers.

See H.323 in 38.

As described in H.235, IPSec can then be used to secure communications between the

two endpoints:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point—to—point call, the

following scenario could be followed:

6. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well—known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.
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7. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q.931 signaling can proceed.

8. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

9. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the

initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person-to-person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

10. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel.

See H.235 at 30—31.

 
See also, H.235 at 6, which describes call establishment security call control security, and media

stream privacy, in which all communications are secure.

Step ((1) of claim 26 further specifies: “from the first device sending a message securely
from the first device to the second device.”

The H.235 protocol of the H.323 recommendation describes call establishment security,

call control security, and media stream privacy, in which all communications are sent securely.

H.235 at 6. For example:

 

6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e. g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service-specific authorization policy are outside the scope of this Recommendation.
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6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of "none"). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media

channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the

conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

The mechanism by which H.245 is made secure is dependent on the H-Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this.

 

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet-

based transports. These charmels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

A first step in attaining media privacy should be the provision of a private control

charmel on which to establish cryptographic keying material and/or set up the logical channels

which will carry the encrypted media streams.

See fl at 6.

Accordingly, the H_.3_23 recommendation anticipates claim 26 under 35 U.S.C. § 102(b).

27. Claim 27

Claim 27 depends from claim 26 and specifies:

(a) “wherein requesting and obtaining registration of an unsecured name associated

with the first device comprises using the first device to obtain a registration of the

unsecured name associated with the first device, and

(b) wherein requesting and obtaining registration of a secure name associated with

the first device comprises using the first device to obtain a registration of the
secure name associated with the first device.”
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Step (a) of claim 27 specifies: “wherein requesting and obtaining registration of an

unsecured name associated with the first device comprises using the first device to obtain a

registration of the unsecured name associated with the first device, and

As indicated above, all H.323 endpoints register their aliases:

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up).

H.323 at 35.

Step (b) of claim 27 specifies: wherein requesting and obtaining registration of a secure

name associated with the first device comprises using the first device to obtain a registration of
the secure name associated with the first device.”

As indicated above, all H.323 endpoints register their aliases:

7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone, and informs the

Gatekeeper of its Transport Address and alias addresses. As part of their configuration

process, all endpoints shall register with the Gatekeeper identified through the discovery

process. Registration shall occur before any calls are attempted and may occur

periodically as necessary (for example, at endpoint power- up).

See H.323 at 35.

Endpoints register their Access Tokens for secure names:

7.2.5 Access tokens

An Access Token is a string passed in some RAS messages and the Setup message. The

Access Tokens have two uses. First, they can provide privacy by shielding an endpoint's

Transport Address and Alias Address information from a calling party. A user may give

out only the Access Token for a calling party to use in reaching the endpoint. The

Gatekeeper will know the endpoint related to the Access Tokenfrom the registration
process. . ..

See H.323 at 38.

Accordingly, H.323 anticipates claim 27 of the ’ 181 patent under 35 U.S.C. § 102(b)
above.
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28. Claim 28

Independent claim 28 is directed to “[a] non—transitory machine-readable medium

comprising instructions for:

(a) sending a message to a secure name service, the message requesting a
network address associated with a secure name of a device;

(b) receiving a message containing the network address associated with the
secure name of the device; and

(c) sending a message to the network address associated with the secure name

of the device using a secure communication link.

The preamble of claim 28 specifies “[a] non-transitory machine-readable medium

comprising instructions ....” Each device in H.323 network will include a non-transitory

machine readable (e.g., a storage device) which is comprises executable code (e.g.,

“instructions”) that enable the device to communicate with a first associated with a secure name.
See H.323 at 1—2.

Step (a) of Claim 28 specifies: “sending a message to a secure name service, the

message requesting a network address associated with a secure name of a device.”

In H.323, Gatekeepers are a secure name service. For example, Gatekeepers perform

network address translation and admission control, i.e., authorize access to the network for the

endpoints in the Gatekeepers Zone:

 

When it is present in a system, the Gatekeeper shall provide the following services:

0 Address Translation ~ The Gatekeeper shall perform alias address to Transport

Address translation. This should be done using a translation table which is

updated using the Registration messages described in clause 7. Other methods of

updating the translation table are also allowed.

0 Admissions Control — The Gatekeeper shall authorize network access using

ARQ/ACF/ARJ H.225.0 messages. This may be based on call authorization,

bandwidth, or some other criteria which is left to the manufacturer. It may also be

a null function which admits all requests.

0 Zone Management — The Gatekeeper shall provide the above functions for

terminals, MCUs, and Gateways which have registered with it as described in 7.2.
H.323 at 27.
 

3.49 zone: A Zone (see Figure 3) is the collection of all terminals (Tx), Gateways (GW),

and Multipoint Control Units (MCUs) managed by a single Gatekeeper (GK). A Zone

includes at least one terminal, and may or may not include Gateways or MCUs. A Zone

has one and only one Gatekeeper. A Zone may be independent of network topology and

258

Petitioner Apple Inc. - Exhibit 1072, p. 314



Petitioner Apple Inc. - Exhibit 1072, p. 315

Request for Reexamination of US. Patent No. 8,051,181

may be comprised of multiple network segments which are connected using routes (R) or
other devices.

See H.323 at 8.

Gatekeepers implement call authorization, restricting access to certain terminals or

gateways:

Call Authorization — Through the use of the H.225.0 signaling, the Gatekeeper may reject

calls from a terminal due to authorization failure. The reasons for rejection may include,

but are not limited to, restricted access to/from particular terminals or Gateways, and

restricted access during certain periods of time. The criteria for determining if

authorization passes or fails is outside the scope of this Recommendation. H.323 at 27.

RAS protocol is the registration and admission protocol implemented by the Gatekeeper:

7.2 Registration, Admission and Status (RAS) channel

The RAS Channel shall be used to carry messages used in the Gatekeeper discovery and

endpoint registration processes which associate an endpoint's alias address with its Call

Signaling Channel Transport Address.

See H.323 at 34.

Gatekeepers authenticate and encrypt RAS communications sent to / received from

endpoints to keep the secure name secure using, e.g., IPSec:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well—known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.
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Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q93] signaling can proceed.

Step (b) of claim 28 specifies: “receiving a message containing the network address
associated with the secure name of the device”

Endpoints receive the network address returned from the Gatekeeper:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS
protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address andport number of the call signaling

channel, the calling endpoint would dynamically update its security policy

to require the desired IPSEC security on that address and protocol/port

pair. Now, when the calling endpoint attempts to contact this address/port,

the packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q93] signaling can proceed.

See H.235 at 30.
 

Step (c) of claim 28 specifies: “sending a message to the network address associated with

the secure name of the device using a secure communication link.”

Endpoints contact the calling party and communicate securely:

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)
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protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q.931 signaling can proceed.

3. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

4. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the

initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person-to-person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

5. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel. Because the H.245 protocol is

defined for the master to distribute the media keying material on the H.245

channel (to allow for multipoint communication), it is not recommended
that IPSEC be used for the RTP channel.

See H.235 at 30-31.
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Security includes call establishment security, call control security, and media stream privacy, all
include sending a message to the network address associated with the secure name:

6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e. g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The
second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service—specific authorization policy are outside the scope of this Recommendation.

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of "none"). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media
channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the
conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

The mechanism by which H.245 is made secure is dependent on the H-Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this. H.235 at 6.

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet—

based transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

A first step in attaining media privacy should be the provision of a private control
channel on which to establish cryptographic keying material and/or set up the logical

channels which will carry the encrypted media streams. For this purpose, when operating

in a secure conference, any participating endpoints may utilize an encrypted H.245

channel. In this manner, cryptographic algorithm selection and encryption keys as passed

in the H.245 OpenLogicalChannel command are protected.
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The H.245 secure channel may be operated with characteristics different from those in

the private media channel(s) as long as it provides a mutually acceptable level of privacy.

This allows for the security mechanisms protecting media streams and any control

channels to operate in a completely independent manner, providing completely different

levels of strength and complexity.

If it is required that the H.245 channel be operated in a non-encrypted manner, the

specific media encryption keys may be encrypted separately in the manner signaled and

agreed to by the participating parties. A logical channel of type h235Control may be

utilized to provide the material to protect the media encryption keys. This logical channel

may be operated in any appropriately negotiated mode.

The privacy (encryption) of data carried in logical channels shall be in the form specified

by the OpenLogicalChannel. Transport-specific header information shall not be

encrypted. The privacy of data is to be based upon end-to-end encryption. H.235 at 6—7.

Accordingly, H.323 anticipates claim 28 of the ’ l 81 patent under 35 U.S.C. § 102(b)
above.

29. Claim 29

Independent claim 29 is directed to “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name, the

method comprising:

(a) receiving at a network address associated with a secure name of a first device a

message from a second device requesting the desired to securely communicate

with the first device, wherein the secure name of the first device is registered; and

(b) sending a message securely from the first device to the second device.

The preamble of claim 29 specifies “[a] non-transitory machine-readable medium

comprising instructions for a method of communicating with a device having a secure name ....”

Each device in H.323 network will include a non—transitory machine readable (e.g., a storage

device) which is comprises executable code (e.g., “instructions”) that enable the device to
communicate with a first associated with a secure name. See H.323 at 1.

Step (a) of Claim 29 specifies: “receiving at a network address associated with a secure

name of a first device a message from a second device requesting the desired to securely

communicate with the first device, wherein the secure name of the first device is registered”

H.323 teaches receiving at network address associated with a secure name a message

from a second device requesting the desire to securely communicate:

 

In general, IPSEC [13/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.
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For example, to make maximum use of IPSEC for a simple point-to—point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q.931 signaling can proceed.

3. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

4. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the

initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person-to-person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

5. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel. Because the H.245 protocol is

defined for the master to distribute the media keying material on the H.245

channel (to allow for multipoint communication), it is not recommended
that IPSEC be used for the RTP channel.

See H.235 at 30-31.

Security includes call establishment security, call control security, and media stream privacy, all

include sending a message to the network address associated with the secure name:
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6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e.g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service—specific authorization policy are outside the scope of this Recommendation.

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of "none"). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media

channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the

conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.

The mechanism by which H.245 is made secure is dependent on the H-Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this.

See H.235 at 6.

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet-

bascd transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

A first step in attaining media privacy should be the provision of a private control

channel on which to establish cryptographic keying material and/or set up the logical

channels which will carry the encrypted media streams. For this purpose, when operating

in a secure conference, any participating endpoints may utilize an encrypted H.245

channel. In this manner, cryptographic algorithm selection and encryption keys as passed

in the H.245 OpenLogicalChannel command are protected.

The H.245 secure channel may be operated with characteristics different from those in

the private media channel(s) as long as it provides a mutually acceptable level of privacy.
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This allows for the security mechanisms protecting media streams and any control

channels to operate in a completely independent manner, providing completely different

levels of strength and complexity.

If it is required that the H.245 channel be operated in a non-encrypted manner, the

specific media encryption keys may be encrypted separately in the manner signaled and

agreed to by the participating parties. A logical channel of type h235Control may be

utilized to provide the material to protect the media encryption keys. This logical channel

may be operated in any appropriately negotiated mode.

The privacy (encryption) of data carried in logical channels shall be in the form specified

by the OpenLogicalChannel. Transport-specific header information shall not be

encrypted. The privacy of data is to be based upon end-to-end encryption.

See H.235 at 6-7.

Step (b) of claim 29 specifies: “sending a message securely from the first device to the
second device.”

H.323 teaches sending a message securely from the first device to the second device:

In general, IPSEC [l 3/IPSEC] can be used to provide authentication and, optionally

confidentiality (i.e. encryption) at the IP layer transparent to whatever (application)

protocol runs above. The application protocol does not have to be updated to allow this;

only security policy at each end.

For example, to make maximum use of IPSEC for a simple point-to-point call, the

following scenario could be followed:

1. The calling endpoint and its gatekeeper would set policy to require the use

of IPSEC (authentication and, optionally, confidentiality) on the RAS

protocol. Thus, before the first RAS message is sent from the endpoint to

the gatekeeper, the ISAKMP/Oakley daemon on the endpoint will

negotiate security services to be used on packets to and from the RAS

channel’s well-known port. Once negotiation is complete, the RAS

channel will operate exactly as if it were not secured. Using this secure

channel the gatekeeper will inform the endpoint of the address and port

number of the call signaling channel in the called endpoint.

2. After obtaining the address and port number of the call signaling channel,

the calling endpoint would dynamically update its security policy to

require the desired IPSEC security on that address and protocol/port pair.

Now, when the calling endpoint attempts to contact this address/port, the

packets would be queued while an ISAKMP/Oakley negotiation is

performed between the endpoints. Upon completion of this negotiation, an

IPSEC Security Association (SA) for the address/port will exist and the

Q93] signaling can proceed.
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3. On the Q.931 SETUP and CONNECT exchange, the endpoints can

negotiate the use of IPSEC for the H.245 channel. This will allow the

endpoints to again dynamically update their IPSEC policy databases to
force the use of IPSEC on that connection.

4. As with the call signaling channel, a transparent ISAKMP/Oakley

negotiation will take place before any H.245 packets are transmitted. The

authentication performed by this ISAKMP/Oakley exchange will be the

initial attempt at user-to-user authentication, and will set up a (probably)

secure channel between the two users on which to negotiate the

characteristics of the audio channel. If, after some person—to-person Q&A,

either user is not satisfied with the authentication, different certificates can

be chosen and the ISAKMP/Oakley exchange repeated.

5. After each H.245 ISAKMP/Oakley authentication, new keying material is

exchanged for the RTP audio channel. This keying material is distributed

by the master on the secure H.245 channel. Because the H.245 protocol is

defined for the master to distribute the media keying material on the H.245

channel (to allow for multipoint communication), it is not recommended
that IPSEC be used for the RTP channel.

See H.235 at 30-31.

Security includes call establishment security, call control security, and media stream privacy, all

include sending a message to the network address associated with the secure name:

6.3 Call establishment security

There are at least two reasons to motivate securing the call establishment channel (e.g.

H.323 using Q.931). The first is for simple authentication, before accepting the call. The

second reason is to allow for call authorization. If this functionality is desired in the H-

Series terminal, a secure mode of communication should be used (such as TLS/IPSEC for

H.323) before the exchange of call connection messages. Alternatively, the authorization

may be provided based upon a service-specific authentication. The constraints of a

service-specific authorization policy are outside the scope of this Recommendation.

6.4 Call control (H.245) security

The call control channel (H.245) should also be secured in some manner to provide for

subsequent media privacy. The H.245 channel shall be secured using any negotiated

privacy mechanism (this includes the option of "none"). H.245 messages are utilized to

signal encryption algorithms and encryption keys used in the shared, private, media

channels. The ability to do this, on a logical channel by logical channel basis, allows

different media channels to be encrypted by different mechanisms. For example, in

centralized multipoint conferences, different keys may be used for streams to each

endpoint. This may allow media streams to be made private for each endpoint in the

conference. In order to utilize the H.245 messages in a secure manner, the entire H.245

channel (logical channel 0) should be opened in a negotiated secure manner.
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The mechanism by which H.245 is made secure is dependent on the H-Series terminals

involved. The only requirement on all systems that utilize this security structure is that

each shall have some manner in which to negotiate and/or signal that the H.245 channel

is to be operated in a particular secured manner before it is actually initiated. For

example, H.323 will utilize the H.225.0 connection signaling messages to accomplish
this.

See H.235 at 6.

6.5 Media stream privacy

This Recommendation describes media privacy for media streams carried on packet-

based transports. These channels may be unidirectional with respect to H.245 logical

channel characterizations. The channels are not required to be unidirectional on a

physical or transport level.

A first step in attaining media privacy should be the provision of a private control

channel on which to establish cryptographic keying material and/or set up the logical

channels which will carry the encrypted media streams. For this purpose, when operating

in a secure conference, any participating endpoints may utilize an encrypted H.245

channel. In this manner, cryptographic algorithm selection and encryption keys as passed

in the H.245 OpenLogicalChannel command are protected.

The H.245 secure channel may be operated with characteristics different from those in

the private media channel(s) as long as it provides a mutually acceptable level of privacy.

This allows for the security mechanisms protecting media streams and any control

channels to operate in a completely independent manner, providing completely different

levels of strength and complexity.

If it is required that the H.245 channel be operated in a non-encrypted manner, the

specific media encryption keys may be encrypted separately in the manner signaled and

agreed to by the participating parties. A logical channel of type h235Control may be

utilized to provide the material to protect the media encryption keys. This logical channel

may be operated in any appropriately negotiated mode.

The privacy (encryption) of data carried in logical channels shall be in the form specified

by the OpenLogicalChannel. Transport-specific header information shall not be

encrypted. The privacy of data is to be based upon end-to-end encryption.

See H.235 at 6-7.

Accordingly, H.323 anticipates claim 29 of the ’181 patent under 35 U.S.C. § 102(b)
above.
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B. Ground No. 12: Claims 1-29 are Rendered Obvious in View of H.323, in

Conjunction With H.225, H.235, and H.245, under 35 U.S.C. § 103
   

The Telecommunication Sector of the International Telecommunications Union (ITU-T)

developed a series of recommendations that comprise the H.323 standard, which provides for

secure multimedia communications in packet-based networks. The H.323 standard includes the

teaching and disclosure of H.225.0, “core message definitions,” H.235, “security framework,”

and H.245, “media channel control.” As explained in § VIII above, H.323 anticipates the ’181

patent because the H.323 standard incorporates the teaching and disclosures of the H.225, H.235,
H.245 series of recommendations. To the extent those series of recommendations are not

incorporated by reference, and for the same reasons expressly described in § VIII (A)(l)-A(29)

with regard to anticipation, it would have been obvious to one of ordinary skill to combine the

teachings of the H.323 standard with the H.225, H.235, and H.245 series of recommendations as

there is an express motivation to combine those various documents because they are specifically

referenced and described in the H.323 as disclosing particular features of H.323 and there are

indications in H.323 that they be used together as elements of the H.323 standard.
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IX. DETAILED EXPLANATION OF MANNER 0F APPLYING JOHNSON T0 CLAIMS 1-16 AND 18-

29 AND PROPOSED REJECTIONS BASED ON GROUND NO. 13

Exhibit C6 correlates each Of claims 1-16, and 18—29 of the ’ 181 patent with the section

Of the present request that sets out the detailed basis for Obviousness of the claim, along with an

identification Of the relevant portions Of Johnson, in conjunction with RFC 2131, RFC 1034, and

RFC 2401. Requester notes that any emphasis indicated in quotations or other citations (e.g., as

shown in bold faced text) has been added and is not original to the references cited in this

section, unless otherwise noted.

C. Ground N0. 13: Claims 1-16 and 18-29 are Rendered Obvious in View of

Johnson, in Conjunction With RFC 2131, RFC 1034, and RFC 2401, under

35 U.S.C. § 103

Johnson describes methods and systems for establishing a secure communication link

between two devices across a public network such as the Internet.

1. Claim 1

Claim 1 is directed to “[a] non-transitory machine—readable medium comprising

instructions for a method of communicating with a first device associated with a secure name

and an unsecured name, the method comprising”:

(a) receiving, at a network address corresponding to the secure name

associated with the first device, a message from a second device of the

desire to securely communicate with the first device; and

(b) sending a message over a secure communication link from the first device
to the second device.

The preamble of claim 1 specifies “[a] non-transitory machine—readable medium

comprising instructions for a method of communicating with a first device associated with a

secure name and an unsecured name.” Johnson discloses systems and methods for transmitting

communications “securely over a computer network which includes the steps of inputting the

message to be transmitted at a first device and the encrypting the message at the first device.”

Johnson, ABSTRACT. More generally, Johnson describes the disclosed invention as follows:

The present invention is directed to an apparatus and method for a secure electronic mail
communication system. More particularly, the invention is directed for use in

communicating over networks where secure information exchange is required. The

invention has utility in applications such as person—to-person communication over

network systems, communications over the Internet, interbusiness network

communications where security is required, and the like. Johnson at 1:19-27.

Johnson at 10:36-50 (“when a user, administrator, or secure electronic mail server logs onto the

system with a dynamic address, the secure name server is contacted” in order to “supply[] the
proper dynamic address to the secure name server”) Johnson is thus directed to “a method for a
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secure electronic mail communication system. More particularly, the invention is directed for use

in communicating over networks where secure information exchange is required. The invention

has utility in applications such as person-to—person communication over network systems,

communications over the Internet, interbusiness network communications where security is

required, and the like.” Johnson at 1:19-27. A high-level diagram (at Figure 1) of Johnson is
disclosed:

 

 
 

 

.. Secure Name

SeweflSNS] , -1116

. Secure Emmi?

i Sewer {5M5}

Johnson teaches that secure mail server 16, seen above in Figure 1, can be on the same

device as the secure name server, each being identified by separate IP addresses. Johnson at

12:20-25 ( It is also envisioned that the secure name server and the secure mail server could

reside on the same machine. In this manner, two separate communication lines would be

necessary to allow for the fixed [IP] address of the secure name server while providing for a

dynamic [IP] address of the secure mail server). Thus, in Johnson, the secure email server 16

registers its name with secure name server 14:

[W]hen a user, administrator, or secure electronic mail server logs onto the system with a

dynamic address, the secure name server is contacted. The process for establishing this

connection and supplying the proper dynamic address to the secure name server is
outlined as follows.
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As shown in block 120, the registering CPU machine selects an appropriate

secure name server to be contacted. The registering machine then supplies the

secure name server with these proper logon protocol combination as shown in

block 122. As shown in block 124, a session with a secure name server is then

established. If the session is successfully established as shown in block 126,

then the machine will go on to register the dynamic address for the

named machine 128, disconnect the session 130, and then properly shut

down this process as shown in block 134. Johnson at 10:36-52.

The name registered by the secure mail server with the secure name server is a “secure

name” within the meaning of the ’181 patent because it requires, for example, authorization to

access and is protected through encryption, as explained by Johnson at 9:23-33:

FIG. 3 of the drawings outlines the process by which the secure electronic

mail programs send mail communications. The process will start 60 by

initializing the parameters necessary for operation of the process. The user

will then use his logon protocol to check a first secure name server 62 for the

dynamic address of the secure mail server. Block 64 represents checking to

see it properly obtained the dynamic address of secure mail server 20

from the first secure name server. If the user is successful in obtaining the

secure mail server dynamic address from the first secure name server, the
user will move on connect to the mail server at block 66.

Further, because the secure name server 14 requires a proper log protocol combination,

the dynamic address of the secure electronic mail server 16 is not easily obtained. The security

of the “secure name” is further shown “because the secure name server 14 transfers the dynamic

address of the secure electronic mail server 16 in an encrypted message, a first level of

encryption must be broken just to obtain the dynamic address for the secure electronic mail
server 16. Johnson at 824-9.

Johnson thus teaches a secure communication network that obtains dynamic IP addresses

and registers those dynamic IP addresses with a name server:

Initially, the secure electronic mail server 16 will establish a link to a connecting network

22 and obtain a dynamic address. The dynamic address is standardly assigned by the

network to a user of the network. An example of a dynamic address is a dynamic Internet

protocol address for communicating over the Internet or world wide web. The secure
electronic mail server 16 will then contact the secure name server 14 which has a fixed

address on the connecting network 22. The secure electronic mail server 16 will then

notify the secure name server 14 of the secure electronic mail server's 16 dynamic

address on the connecting network 22. Johnson at 6:25—35.

Johnson does not, however, specify how the dynamic address obtained by the secure electronic

mail server is obtained. However, one of ordinary skill in the art understood at the time of the

filing of the ’181 patent how to dynamically assign IP addresses by using, for example, a

Dynamic Host Configuration Protocol (DHCP) server:
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The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing
configuration information to hosts on a TCPIP network. DHCP is based on the Bootstrap

Protocol (BOOTP) [7], adding the capability of automatic allocation of reusable network

addresses and additional configuration options [19]. DHCP captures the behavior of

BOOTP relay agents [7, 21], and DHCP participants can interoperate with BOOTP

participants [9]. RFC 2131 at 1.

DHCP, which is built on a client-server model—“where designated DHCP server hosts allocate

network addresses and deliver configuration parameters to dynamically configured hosts”~—-

supports “three mechanisms for IP address allocation. RFC 2131 at 2-3. It would have been

obvious to one of ordinary skill in the art to combine RFC 2131 with Johnson in order to

implement the teachings of Johnson. RFC 2131 expressly performs the functions identified in

Johnson for obtaining dynamically allocated IP addresses.
 

In the network described in Johnson, the secure name server 14 of Johnson—having a

fixed IP address on connection network 22, see, e. g., Johnson at 6:29-32—can obtain its fixed IP

address automatically upon bootup through the process of “automatic allocation,” in which

“DHCP assigns a permanent IP address to a [DHCP] client.” RFC 2131 at 3; see also RFC 2131

at 8. So, in RFC 2131, a DHCP client—such as secure name server 14 in Johnson—is an

Internet host that uses DHCP to obtain its public IP address. RFC 2131 at 6.

  

 

 

The secure name server 14 of Johnson obtains its public IP address by registering its
name with the DHCP server:

 

DHCP defines a new ’client identifier’ option that is used to pass an explicit client

identifier to a DHCP server. *** The ’client identifier’ is an opaque key. . .; for example,

the ’client identifier’ may contain a hardware address, identical to the contents of the

’chaddr’ field, or it may contain another type of identifier, such as a DNS name. The

’client identifier’ chosen by a DHCP client MUST be unique to that client within the
subnet to which the client is attached. If the client uses a ’client identifier’ in one

message, it MUST use that same identifier in all subsequent messages, to ensure that all

servers correctly identify the client. RFC 2131 at 9 (emphasis added).

RFC 2131 also teaches that the DHCP client—such as secure name server 14 in Johnson—

obtains from the DHCP server a “unique identifier to associate a client with its lease. The client

MAY choose to explicitly provide the identifier through the ’client identifier’ option. If the

client supplies a ’client identifier’, the client MUST use the same ’client identifier’ in all

subsequent messages, and the server MUST use that identifier to identify the client. *** Sites

may also choose to use a DNS name as the ‘client identifier’, causing address leases to be

associated with the DNS name rather than a specific hardware box.” RFC 2131 at 26.

The client identifier for secure name server 14 is an unsecured name.

Alternatively, according to Johnson, the secure name server may be accessed or selected

according to the secure name server’s name. Johnson at 11:23-24 (“The process starts by

selecting the target secure name server machine by its fixed address/name as shown in block
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150.” And, Johnson further states that the invention is directed for use in communications over
the Internet and interbusiness network communications:

The invention has utility in applications such as person-to-person communication over

network 25 systems, communications over the Internet, interbusiness network

communications where security is required, and the like. Johnson at 1:21—27.

So, in order to facilitate interbusiness or communication over the Internet using the name of the

secure name server rather than the fixed IP address, it would have been obvious to have

combined Johnson with RFC 1034 in order to locate the secure name server 14 by name, for

example, through the public resources of the Internet. RFC 1034 teaches, inter alia, how to

identify the authoritative name server for a particular network over the Internet:

3.6. Resource Records

A domain name identifies a node. Each node has a set of resource information, which

may be empty. The set of resource information associated with a particular name is

composed of separate resource records (RRs). ***

When we talk about a specific R, we assume it has the following:

***

MX identifies a mail exchange for the domain. ***

***

NS the authoritative name server for the domain

RFC 1034 at 11-12 (emphasis added). Thus, the domain name in the public DNS system as

necessary to the invention of Johnson also comprises an unsecured name—associated with

secure name server—within the meaning of the ’181 patent.

In Johnson, because the name of the secure mail server is a secure name that is registered

by the secure mail server with the secure name server and has its own unique IP address, and
further because the secure mail server has a domain name registered in the public DNS system

and/or a client identifier associated with such domain name that constitutes an “unsecured

name,” Johnson discloses “a non-transitory machine-readable medium comprising instructions

for a method of communicating with a first device associated with a secure name and an
unsecured name.”

Step (3) of Claim 1 specifies: “receiving, at a network address corresponding to the
secure name associated with the first device, a message from a second device of the desire to

securely communicate with the first device; and”

The user of the invention in Johnson communicates with the secure mail server using an

encrypted protocol and as such, communicates the desire to securely communicate. Johnson at
8:10—12 (“[B]ecause a communication between a user and the secure mail server 16 is protected,
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a second level of encryption must be broken to obtain the message”) Johnson discloses that a

user (and therefore the user’s device) establishes communications with another by securely

communicating utilizing the invention disclosed in Johnson:

The first user 12 now wishes to write and send an electronic mail communication to the

second user 18 over the protected communication network 10. The first user 12 uses his

unique logon protocol combination to access the secure name server 14 over the

connecting network 22. Once again, this is a protected communication. The first user 12

then obtains the dynamic address of the secure electronic mail server 16 from the secure
name server 14. Johnson at 7:10—17.

Furthermore, Johnson explains that:

The first user 12 now uses his ID/password combination and the dynamic address to log

onto the secure electronic mail server 16. Once the first user 12 has logged on to the

secure electronic mail server 16, the first user's 12 electronic mail message is then

protected by a protection method, such as encryption, and sent on the communication

network 22 to the designated recipient's box on the secure electronic mail server 16.
Johnson at 7:20-27.

Thus, Johnson discloses “receiving, at a network address corresponding to the secure

name associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Step (b) of claim 1 specifies: “sending a message over a secure communication link from
the first device to the second device.”

As disclosed in steps (a), the user at the first device obtains a network address associated
with the secure name of the second device. The user at the first device uses that network address

in order to send a message to that second device utilizing the network address associated with its

secure name. Johnson, at 7:20—27 (emphasis added), explains:

The first user 12 now uses his ID/password combination and the dynamic address to log

onto the secure electronic mail server 16. Once the first user 12 has logged on to the

secure electronic mail server 16, the first user's 12 electronic mail message is then

protected by a protection method, such as encryption, and sent on the communication

network 22 to the designated recipient's box on the secure electronic mail server 16.

The message is secure because it employs encryption techniques and other protective measures

in order to secure the communication:” [B]ecause the users can be using an additional protection

or encryption system that is unknown to the secure networks, an additional level of protection
can be used between the first user 12 and the second user 18. This additional level must also be

broken to obtain the message text.” Johnson at 8:9-18. Johnson further explains that:

The first user 12 now uses his ID/password combination and the dynamic address to log

onto the secure electronic mail server 16. Once the first user 12 has logged on to the

secure electronic mail server 16, the first user's 12 electronic mail message is then

protected by a protection method, such as encryption, and sent on the communication
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network 22 to the designated recipient's box on the secure electronic mail server 16.
Johnson at 7:20-27.

Thus, Johnson discloses “receiving, at a network address corresponding to the secure

name associated with the first device, a message from a second device of the desire to securely
communicate with the first device.”

Accordingly, Johnson, in View of RFC 2131 and RFC 1034, renders obvious claim 1 of

the ’181 patent under 35 U.S.C. § 103.

2. Claim 2

Independent claim 2 is directed to [a] method of using a first device to communicate with

a second device having a secure name, the method comprising:

(a) from the first device, sending a message to a secure name service, the message

requesting a network address associated with the secure name of the second

device;

(b) at the first device, receiving a message containing the network address associated

with the secure name of the second device; and

(c) from the first device, sending a message to the network address associated with

the secure name of the second device using a secure communication link.

The preamble of claim 2 specifies “[a] method of using a first device to communicate

with a second device having a secure name . . . .” Johnson discloses systems and methods for

transmitting communications “securely over a computer network which includes the steps of

inputting the message to be transmitted at a first device and the encrypting the message at the

first device.” Johnson, ABSTRACT. More generally, Johnson describes the disclosed invention
as follows:

The present invention is directed to an apparatus and method for a secure electronic mail

communication system. More particularly, the invention is directed for use in

communicating over networks where secure information exchange is required. The

invention has utility in applications such as person—to-person communication over

network systems, communications over the Internet, interbusiness network

communications where security is required, and the like. Johnson at 1:19-27.

Johnson at 10:36—50 (“when a user, administrator, or secure electronic mail server logs onto the

system with a dynamic address, the secure name server is contacted” in order to “supply[] the

proper dynamic address to the secure name server.”) Johnson is thus directed to “a method for a

secure electronic mail communication system. More particularly, the invention is directed for use

in communicating over networks where secure information exchange is required. The invention

has utility in applications such as person-to—person communication over network systems,

communications over the Internet, interbusiness network communications where security is

required, and the like.” Johnson at 1:19—27. A high-level diagram (at Figure 1) of Johnson is
disclosed:
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Johnson teaches that secure mail server 16, seen above in Figure 1, can be on the same

device as the secure name server, each being identified by separate IP addresses. Johnson at

12:20-25 (It is also envisioned that the secure name server and the secure mail server could

reside on the same machine. In this manner, two separate communication lines would be

necessary to allow for the fixed [IP] address of the secure name server while providing for a

dynamic [IP] address of the secure mail server.). Thus, in Johnson, the secure email server 16

registers its name with secure name server 14:

[W]hen a user, administrator, or secure electronic mail server logs onto the system with a

dynamic address, the secure name server is contacted. The process for establishing this

connection and supplying the proper dynamic address to the secure name server is
outlined as follows.

As shown in block 120, the registering CPU machine selects an appropriate

secure name server to be contacted. The registering machine then supplies the

secure name server with these proper logon protocol combination as shown in

block 122. As shown in block 124, a session with a secure name server is then

established. If the session is successfully established as shown in block 126,

then the machine will go on to register the dynamic address for the

named machine 128, disconnect the session 130, and then properly shut

down this process as shown in block 134. Johnson at 10:36-52.
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The name registered by the secure mail server with the secure name server is a “secure

name” within the meaning of the ’ 181 patent because it requires, for example, authorization to

access and is protected through encryption, as explained by Johnson at 9:23-33:
 

FIG. 3 of the drawings outlines the process by which the secure electronic

mail programs send mail communications. The process will start 60 by

initializing the parameters necessary for operation of the process. The user

will then use his logon protocol to check a first secure name server 62 for the

dynamic address of the secure mail server. Block 64 represents checking to

see it properly obtained the dynamic address of secure mail server 20

from the first secure name server. If the user is successful in obtaining the

secure mail server dynamic address from the first secure name server, the
user will move on connect to the mail server at block 66.

Further, because the secure name server 14 requires a proper log protocol combination,

the dynamic address of the secure electronic mail server 16 is not easily obtained. The security
of the “secure name” is further shown “because the secure name server 14 transfers the dynamic

address of the secure electronic mail server 16 in an encrypted message, a first level of

encryption must be broken just to obtain the dynamic address for the secure electronic mail
server 16. Johnson at 8:4-9.

Johnson thus teaches a secure communication network that obtains dynamic IP addresses

and registers those dynamic IP addresses with a name server:

 

Initially, the secure electronic mail server 16 will establish a link to a connecting network

22 and obtain a dynamic address. The dynamic address is standardly assigned by the

network to a user of the network. An example of a dynamic address is a dynamic Internet

protocol address for communicating over the Internet or world wide web. The secure
electronic mail server 16 will then contact the secure name server 14 which has a fixed

address on the connecting network 22. The secure electronic mail server 16 will then

notify the secure name server 14 of the secure electronic mail server's 16 dynamic

address on the connecting network 22. Johnson at 6:25-35.
 

Johnson does not, however, specify how the dynamic address obtained by the secure electronic

mail server is obtained. However, one of ordinary skill in the art understood at the time of the

filing of the ’181 patent how to dynamically assign IP addresses by using, for example, a

Dynamic Host Configuration Protocol (DHCP) server:

 

The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing

configuration information to hosts on a TCPIP network. DHCP is based on the Bootstrap

Protocol (BOOTP) [7], adding the capability of automatic allocation of reusable network

addresses and additional configuration options [19]. DHCP captures the behavior of

BOOTP relay agents [7, 21], and DHCP participants can interoperate with BOOTP

participants [9]. RFC 2131 at 1.

DHCP, which is built on a client-server model—“where designated DHCP server hosts allocate

network addresses and deliver configuration parameters to dynamically configured hosts”—
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supports “three mechanisms for IP address allocation. RFC 2131 at 2-3. It would have been

obvious to one of ordinary skill in the art to combine RFC 2131 with Johnson in order to

implement the teachings of Johnson. RFC 2131 expressly performs the functions identified in

Johnson for obtaining dynamically allocated IP addresses.

 

 

In the network described in Johnson, the secure name server 14 of Johnson—having a

fixed IP address on connection network 22, see, e. g., Johnson at 6:29-32—can obtain its fixed IP

address automatically upon bootup through the process of “automatic allocation,” in which

“DHCP assigns a permanent IP address to a [DHCP] client.” RFC 2131 at 3; see also RFC 2131

at 8. So, in RFC 2131, a DHCP client—such as secure name server 14 in Johnson—is an

Internet host that uses DHCP to obtain its public IP address. RFC 2131 at 6.

 

 

The secure name server 14 of Johnson obtains its public IP address by registering its
name with the DHCP server:

 

DHCP defines a new ’client identifier’ option that is used to pass an explicit client

identifier to a DHCP server. *** The ’client identifier’ is an opaque key. . .; for example,

the ’client identifier’ may contain a hardware address, identical to the contents of the

’chaddr’ field, or it may contain another type of identifier, such as a DNS name. The

’client identifier’ chosen by a DHCP client MUST be unique to that client within the
subnet to which the client is attached. If the client uses a ’client identifier’ in one

message, it MUST use that same identifier in all subsequent messages, to ensure that all

servers correctly identify the client. RFC 2131 at 9 (emphasis added).

RFC 2131 also teaches that the DHCP client—such as secure name server 14 in Johnson——

obtains from the DHCP server a “unique identifier to associate a client with its lease. The client

MAY choose to explicitly provide the identifier through the ’client identifier’ option. If the

client supplies a ’client identifier’, the client MUST use the same ’client identifier’ in all

subsequent messages, and the server MUST use that identifier to identify the client. *** Sites

may also choose to use a DNS name as the ‘client identifier’, causing address leases to be

associated with the DNS name rather than a specific hardware box.” RFC 2131 at 26.

The client identifier for secure name server 14 is an unsecured name.

Alternatively, according to Johnson, the secure name server may be accessed or selected

according to the secure name server’s name. Johnson at 11:23-24 (“The process starts by

selecting the target secure name server machine by its fixed address/name as shown in block
150.” And, Johnson further states that the invention is directed for use in communications over

the Internet and interbusiness network communications:

The invention has utility in applications such as person—to—person communication over

network 25 systems, communications over the Internet, interbusiness network

communications where security is required, and the like. Johnson at 1:21—27.
 

So, in order to facilitate interbusiness or communication over the Internet using the name of the

secure name server rather than the fixed IP address, it would have been obvious to have

combined Johnson with RFC 1034 in order to locate the secure name server 14 by name, for
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example, through the public resources of the Internet. RFC 1034 teaches, inter alia, how to

identify the authoritative name server for a particular network over the Internet:

3.6. Resource Records

A domain name identifies a node. Each node has a set of resource information, which

may be empty. The set of resource information associated with a particular name is

composed of separate resource records (RRs). ***

When we talk about a specific RR, we assume it has the following:

***

MX identifies a mail exchange for the domain. ***

***

NS the authoritative name server for the domain

RFC 1034 at 11-12 (emphasis added). Thus, the domain name in the public DNS system as

necessary to the invention of Johnson also comprises an unsecured name—associated with

secure name server—within the meaning of the ’ 1 81 patent.

In Johnson, because the name of the secure mail server is a secure name that is registered

by the secure mail server with the secure name server and has its own unique IP address, and
further that the secure name is utilized in order to securely communicate with another device,

Johnson discloses “[a] method of using a first device to communicate with a second device

having a secure name.”

Step (a) of claim 2 further specifies: “from the first device, sending a message to a

secure name service, the message requesting a network address associated with the secure name
of the second device.”

Johnson discloses that the a first device securely communicated with the secure name

server in order to request a network address that is associated with the secure name———which is
associated with the network address—0f the second device, i.e., the secure mail server. At

11:21—37, Johnson explains:

Process to Get an Address from a Secure Name Server

FIG. 7 of the drawings outlines the process by which an unknown address, such as the

dynamic address of a secure mail server, is obtained from a secure name server. The

process starts by selecting the target secure name server machine by its fixed
address/name as shown in block 150. The user then provides the secure name server with

its logon protocol combination as shown at block 152. If the user logon combination is
verified then a session is established with a secure name server as shown at block 154.

***
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...if the session has been correctly established as shown at block 156, then the user will

be allowed to request the address for the named machine at the client site as shown at
block 158.

This process is revealed diagrammatically at Figure 7 in Johnson:

,1 M- 1.50
I SEN-:6? $01981 Secure NomegSeve mochm 3y mmne 

 
  
 

 a,........,.............
Disconnect sessno’t

‘ Qciurn enor
   ,........___.. ..__./_‘:::'_"' 353

(Return wot code 1

Thus, Johnson shows the step of “from the first device, sending a message to a secure

name service, the message requesting a network address associated with the secure name of the
second device.”

f’ieium OK

Step (b) of claim 2 further specifies: “at the first device, receiving a message containing
the network address associated with the secure name of the second device; and”

As disclosed in step (a), the first device requests—and subsequently receives—a network
address associated with the secure name of the second device. This is further shown in Johnson

by the following:

The first user 12 now wishes to write and send an 10 electronic mail communication to

the second user 18 over the protected communication network 10. The first user 12 uses

his unique logon protocol combination to access the secure name server 14 over the
connecting network 22. Once again, this is a protected communication. The first user 12

then obtains the dynamic address of the secure electronic mail server 16 from the

secure name server 14. Johnson at 7:10-17 (emphasis added).
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Thus, Johnson shows the step of “at the first device, receiving a message containing the
network address associated with the secure name of the second device.”

Step (c) of claim 2 further specifies: “from the first device, sending a message to the
network address associated with the secure name of the second device using a secure
communication link.”

As disclosed in steps (a)-(b), the user at the first device obtains a network address
associated with the secure name of the second device. The user at the first device uses that

network address in order to send a message to that second device utilizing the network address

associated with its secure name. Johnson, at 7:20-27 (emphasis added), explains:

The first user 12 now uses his ID/password combination and the dynamic address to log

onto the secure electronic mail server 16. Once the first user 12 has logged on to the

secure electronic mail server 16, the first user's 12 electronic mail message is then

protected by a protection method, such as encryption, and sent on the communication
network 22 to the designated recipient’s box on the secure electronic mail server 16.

The message is secure because it employs encryption techniques and other protective measures
in order to secure the communication:” [B]ecause the users can be using an additional protection

or encryption system that is unknown to the secure networks, an additional level of protection
can be used between the first user 12 and the second user 18. This additional level must also be

broken to obtain the message text.” Johnson at 89-18. Johnson further explains that:

The first user 12 now uses his ID/password combination and the dynamic address to log

onto the secure electronic mail server 16. Once the first user 12 has logged on to the

secure electronic mail server 16, the first user's 12 electronic mail message is then

protected by a protection method, such as encryption, and sent on the communication
network 22 to the designated recipient's box on the secure electronic mail server 16.
Johnson at 7:20-27.

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 2 of

the ’181 patent under 35 U.S.C. § 103.

3. Claim 3

Claim 3 depends from claim 2, and specifies “wherein the secure name of the second
device is a secure domain name.

Johnson does not specify, for example, the names of the secure name server, the secure

mail server, or the computers used by the users or the administrator registered in the secure name

server, as identified above. As described in claim 1(a) above, it would have been obvious to one

of ordinary skill in the art to have combined RFC 1034, titled “Doman Names — Concepts and

Facilities,” published by the Internet Engineering Task Force in November 1987, with Johnson

in order to satisfy the stated purpose of Johnson, i.e., to facilitate communications “over the
Internet and inter-business network communications.” Johnson at 1:19-27.
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RFC 1034 provides the naming conventions used to facilitate communication over the

Internet and inter-business network communications, by identifying the IP addresses associated

with the named computers. For example, Johnson teaches that the secure mail server registers its

dynamically assigned IP address with the secure name server of protected network 10, and RFC

1034 teaches, inter alia, how to identify the authoritative name server for a particular network, as
it does here at 11-12:

 

This RFC introduces domain style names, their use for Internet mail and host address

support, and the protocols and servers used to implement domain name facilities. RFC
1034 at 1.

3.6. Resource Records

A domain name identifies a node. Each node has a set of resource information, which

may be empty. The set of resource information associated with a particular name is

composed of separate resource records (RRs). ***

When we talk about a specific R, we assume it has the following:

***

MX identifies a mail exchange for the domain. ***

***

NS the authoritative name server for the domain

In other words, when a user in one domain having authenticated access to the secure mail server

of protected network 10 in protected network 10’s domain, a DNS query can be used to obtain
the IP address of the secure name server (i.e., the authoritative name server for the protected

network) and, subsequently, obtain the IP address of the secure mail server for which to send the
communication.

Additionally, by selecting a domain name for protected network 10 and assigning mail

addresses in the format specified in RFC 1034, protected network 10, the authoritative name

server residing therein, and the mailboxes corresponding to the secure mail server are easily
identified:

For mailboxes, the mapping is slightly more complex. The usual mail address <local—

part>@<mail—domain> is mapped into a domain name by converting <local-part> into a

single label (regardless of dots it contains), converting <mail—domain> into a domain

name using the usual text format for domain names (dots denote label breaks), and

concatenating the two to form a single domain name. Thus the mailbox

HOSTMASTER@SRI—NIC.ARPA is represented as a domain name by
HOSTMASTER.SRI-NIC.ARPA. RFC 1034 at 9.

A DNS query on the Internet for such domain name can then turn up the authoritative

name server, either by specifically requesting the NS resource record or as follows:

283

Petitioner Apple Inc. - Exhibit 1072, p. 339



Petitioner Apple Inc. - Exhibit 1072, p. 340

Request for Reexamination of US. Patent No. 8,051,181

Using the query domain name, QTYPE, and QCLASS, the name server looks for

matching RRs. In addition to relevant records, the name server may return RRs that point

toward a name server that has the desired information. . . .. For example, a name server

that doesn’t have the requested information may know a name server that does. . .. RF___C
1034 at 17.

Once the secure name server is identified by IP address, the remote user can query the

secure name server to obtain the IP address of the secure mail server. Alternatively, a query on

the mailbox name identified above, having the specified domain name, would not be found in the

public DNS and the RR corresponding to the secure name server would be returned as a related

RR. Together, Johnson and RFC 1034 teach, for example, that the secure name of the secure
mail server can be a secure domain name.

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 3 of

the ’181 patent under 35 U.S.C. § 103.

4. Claim 4

Claim 4 depends from claim 2, and specifies “wherein the secure name indicates

security.”

Johnson does not specify, for example, the names of the secure name server, the secure

mail server, or the computers used by the users or the administrator registered in the secure name

server, as identified above. As described in claim 1(a) above, it would have been obvious to one

of ordinary skill in the art to have combined RFC 1034, titled “Doman Names — Concepts and

Facilities,” published by the Internet Engineering Task Force in November 1987, with Johnson

in order to satisfy the stated purpose of Johnson, i.e., to facilitate communications “over the
Internet and inter-business network communications.” Johnson at 1:19-27.

RFC 1034 provides the naming conventions used to facilitate communication over the

Internet and inter-business network communications, by identifying the IP addresses associated

with the named computers. For example, Johnson teaches that the secure mail server registers its

dynamically assigned IP address with the secure name server of protected network 10, and REC

L034 teaches, inter alia, how to identify the authoritative name server for a particular network, as
it does here at 11-12:

This RFC introduces domain style names, their use for Internet mail and host address

support, and the protocols and servers used to implement domain name facilities. RFC
1034 at 1.

3.6. Resource Records

A domain name identifies a node. Each node has a set of resource information, which

may be empty. The set of resource information associated with a particular name is

composed of separate resource records (RRs). ***

When we talk about a specific R, we assume it has the following:

284

Petitioner Apple Inc. - Exhibit 1072, p. 340



Petitioner Apple Inc. - Exhibit 1072, p. 341

Request for Reexamination of US. Patent No. 8,051,181

***

MX identifies a mail exchange for the domain. * * *

***

NS the authoritative name server for the domain

In other words, when a user in one domain having authenticated access to the secure mail server

of protected network 10 in protected network 10’s domain, a DNS query can be used to obtain
the IP address of the secure name server (i.e., the authoritative name server for the protected

network) and, subsequently, obtain the IP address of the secure mail server for which to send the
communication.

Additionally, by selecting a domain name for protected network 10 and assigning mail

addresses in the format specified in RFC 1034, protected network 10, the authoritative name

server residing therein, and the mailboxes corresponding to the secure mail server are easily
identified:

For mailboxes, the mapping is slightly more complex. The usual mail address <local-

part>@<mail-domain> is mapped into a domain name by converting <local-part> into a
single label (regardless of dots it contains), converting <mail-domain> into a domain

name using the usual text format for domain names (dots denote label breaks), and

concatenating the two to form a single domain name. Thus the mailbox

HOSTMASTER@SRI-NIC.ARPA is represented as a domain name by
HOSTMASTER.SRI—NIC.ARPA. RFC 1034 at 9.

A DNS query on the Internet for such domain name can then turn up the authoritative

name server, either by specifically requesting the NS resource record or as follows:

Using the query domain name, QTYPE, and QCLASS, the name server looks for

matching RRs. In addition to relevant records, the name server may return RRs that point

toward a name server that has the desired information. . . .. For example, a name server

that doesn’t have the requested information may know a name server that does. . .. RFC
1034 at 17.

Once the secure name server is identified by IP address, the remote user can query the

secure name server to obtain the IP address of the secure mail server. Alternatively, a query on

the mailbox name identified above, having the specified domain name, would not be found in the

public DNS and the RR corresponding to the secure name server would be returned as a related

RR. Together, Johnson and RFC 1034 teach, for example, that the secure name of the secure
mail server can be a secure domain name, and because of the complexity for obtaining such a

name, it indicates security.

 

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 4 of

the ’181 patent under 35 U.S.C. § 103.
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5. Claim 5

Claim 5 of the ’ 181 patent depends from claim 2, and specifies “wherein receiving the

message containing the network address associated with the secure name of the second device

includes receiving the message in encrypted form.”

The network address of the associated with the secure name of the second device is

obtained through an encrypted message. Johnson explains, at 8:4-8, for example, that “because

the secure name server 14 transfers the dynamic address of the secure electronic mail server 16

in an encrypted message, a first level of encryption must be broken just to obtain the dynamic
address for the secure electronic mail server 16.”

 

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 5 of

the ’181 patent under 35 U.S.C. § 103.

6. Claim 6

Claim 6 depends from claim 2, and specifies that the step of “further including decrypting

the message.”

As described above in Claim 5, the message containing the network address associated

with the secure name of the second device in Johnson is encrypted. In order to securely

communicate with the second device, the first device must decrypt the message. For example, as

explained in Johnson: “because the secure name server 14 transfers the dynamic address of the
secure electronic mail server 16 in an encrypted message, a first level of encryption must be

broken just to obtain the dynamic address for the secure electronic mail server 16. Johnson

at 8:4-8 (emphasis added).

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 6 of

the ’181 patent under 35 U.S.C. § 103.

7. Claim 7

Claim 7 of the ’ l 81 patent depends from claim 2, and specifies “wherein the second

device is capable of supporting a secure communication link as well as a non-secure
communication link, the method further including establishing a non-secure communication link
with the second device when needed.”

Johnson discloses that the communication link between the first and second device may

be a secure communication link. For example:

The first user 12 now uses his ID/password combination and the dynamic address to log

onto the secure electronic mail server 16. Once the first user 12 has logged on to the

secure electronic mail server 16, the first user's 12 electronic mail message is then

protected by a protection method, such as encryption, and sent on the communication
network 22 to the designated recipient's box on the secure electronic mail server 16.

Johnson at [7:20-27]
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Moreover, Johnson explains that it is also an embodiment of the invention to utilize unsecure

communication links. Johnson at 5:45—47 (“A still further object of the present invention is to

provide for a system which can communication [sic] on both secure and non—secure electronic
mail servers.”

Alternatively, in one embodiment—as described above in claim 1, for example—the
secure name server resides on the same machine as the secure mail server. Johnson at 12:20-25.

In such a scenario, a secure communication link would not be utilized during registration. See

Johnson at 11:21-37; see also Johnson at 7:49 — 8:24(illustrating the various communications

that are encrypted and, by implication, not encrypted). Thus, the second device is capable of
both secure and non-secure communications.

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 7 of

the ’181 patent under 35 U.S.C. § 103.

8. Claim 8

Claim 8 depends from claim 2 and specifies that “wherein receiving a message

containing the network address associated with the secure name of the device includes receiving
the network address as an IP address associated with the secure name of the device.”

Johnson teaches that secure mail server 16, seen above in Figure 1, can be on the same

device as the secure name server, each being identified by separate IP addresses. Johnson at

12:20-25 ( It is also envisioned that the secure name server and the secure mail server could
reside on the same machine. In this manner, two separate communication lines would be

necessary to allow for the fixed [IP] address of the secure name server while providing for a

dynamic [IP] address of the secure mail server). Thus, in Johnson, the secure email server 16

registers its name with secure name server 14:

[W]hen a user, administrator, or secure electronic mail server logs onto the system with a

dynamic address, the secure name server is contacted. The process for establishing this

connection and supplying the proper dynamic address to the secure name server is
outlined as follows.

As shown in block 120, the registering CPU machine selects an appropriate secure name

server to be contacted. The registering machine then supplies the secure name server with

these proper logon protocol combination as shown in block 122. As shown in block 124,
a session with a secure name server is then established. If the session is successfully

established as shown in block 126, then the machine will go on to register the dynamic

address for the named machine 128, disconnect the session 130, and then properly shut

down this process as shown in block 134. Johnson at 10:36-52.

The name registered by the secure mail server with the secure name server is a “secure

name” within the meaning of the ’ 181 patent because it requires, for example, authorization to

access and is protected through encryption, as explained by Johnson at 9:23-33:

FIG. 3 of the drawings outlines the process by which the secure electronic mail programs

send mail communications. The process will start 60 by initializing the parameters
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necessary for operation of the process. The user will then use his logon protocol to check

a first secure name server 62 for the dynamic address of the secure mail server. Block 64

represents checking to see it properly obtained the dynamic address of secure mail

server 20 from the first secure name server. If the user is successful in obtaining the

secure mail server dynamic address from the first secure name server, the user will
move on connect to the mail server at block 66.

Further, because the secure name server 14 requires a proper log protocol combination,

the dynamic address of the secure electronic mail server 16 is not easily obtained. The security

of the “secure name” is further shown “because the secure name server 14 transfers the dynamic

address of the secure electronic mail server 16 in an encrypted message, a first level of

encryption must be broken just to obtain the dynamic address for the secure electronic mail
server 16. Johnson at 824-9.

Johnson thus teaches a secure communication network that obtains dynamic IP addresses

and registers those dynamic IP addresses with a name server:

 

Initially, the secure electronic mail server 16 will establish a link to a connecting network

22 and obtain a dynamic address. The dynamic address is standardly assigned by the

network to a user of the network. An example of a dynamic address is a dynamic Internet

protocol address for communicating over the Internet or world wide web. The secure
electronic mail server 16 will then contact the secure name server 14 which has a fixed

address on the connecting network 22. The secure electronic mail server 16 will then

notify the secure name server 14 of the secure electronic mail server's 16 dynamic

address on the connecting network 22. Johnson at 6:25—35.

Johnson does not, however, specify how the dynamic address obtained by the secure electronic

mail server is obtained. However, one of ordinary skill in the art understood at the time of the

filing of the ’ 181 patent how to dynamically assign IP addresses by using, for example, a

Dynamic Host Configuration Protocol (DHCP) server:

 

The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing

configuration information to hosts on a TCPIP network. DHCP is based on the Bootstrap

Protocol (BOOTP) [7], adding the capability of automatic allocation of reusable network

addresses and additional configuration options [19]. DHCP captures the behavior of

BOOTP relay agents [7, 21], and DHCP participants can interoperate with BOOTP

participants [9]. RFC 2131 at 1.

DHCP, which is built on a client-server model—“where designated DHCP server hosts allocate

network addresses and deliver configuration parameters to dynamically configured hosts”—

supports “three mechanisms for IP address allocation. RFC 2131 at 2-3. It would have been

obvious to one of ordinary skill in the art to combine RFC 2131 with Johnson in order to

implement the teachings of Johnson. RFC 2131 expressly performs the functions identified in
Johnson for obtaining dynamically allocated IP addresses.

 

 

As the dynamically assigned IP address is a “secure name” within the meaning of the

’ 181 patent, Johnson thus discloses “wherein receiving a message containing the network
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address associated with the secure name of the device includes receiving the network address as
an IP address associated with the secure name of the device.”

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 8 of

the ’181 patent under 35 U.S.C. § 103.

9. Claim 9

Claim 9 depends from claim 2 and specifies “further including automatically initiating
the secure communication link after it is enabled.”

As described above, Johnson discloses the following process for securely

communicating:

The first user 12 now uses his ID/password combination and the dynamic address to log

onto the secure electronic mail server 16. Once the first user 12 has logged on to the

secure electronic mail server 16, the first user's 12 electronic mail message is then

protected by a protection method, such as encryption, and sent on the communication

network 22 to the designated recipient's box on the secure electronic mail server 16.

Johnson at [7:20-27]
 

While Johnson does not explicitly mention that the secure communication link is automatically

initiated, it would have been inherent in such a system to automatically initiate encrypted

communications, and furthermore, such automatic initiation would have been well known in the

art at the time of the filing of the ’ 181 patent.

 

Alternatively, Johnson is an improvement over the systems of the prior art mentioned in

the background section, 1:29 — 4:67, and these systems taught automatic initiation of the secure

communication links. Thus, Johnson implicitly discloses this limitation.

Alternatively, one of ordinary skill in the art would have been motivated to combine

Johnson with RFC 2401, titled, “Security Architecture for the Internet Protocol,” published by

the Internet Engineering Task Force on November 1998, describing IPSec.

 

For each of the selectors defined in Section 4.4.2, the SA entry in the SAD MUST

contain the value or values which were negotiated at the time the SA was created. For the

sender, these values are used to decide whether a given SA is appropriate for use with an

outbound packet. RFC 2401 at 21.

4.6.2 Automated SA and Key Management

Widespread deployment and use of IPsec requires an Internet-standard, scalable,

automated, SA management protocol. Such support is required to facilitate use of the

anti-replay features of AH and ESP, and to accommodate on-demand creation of SAs,

e.g., for user— and session-oriented keying. (Note that the notion of "rekeying" an SA

actually implies creation of a new SA with a new SPI, a process that generally implies

use of an automated SA/key management protocol.) RFC 2401 at 27.
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One of ordinary skill in the art would have been motivated to combine the references

because Johnson does not specifically identify a particular encryption protocol, and the most

known or general protocol for TCP/IP communications was IPSec. Automatic initiation of SSL

and/or other types of encryption techniques were also well known in the art.

 

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

2401, renders obvious claim 9 of the ’ 181 patent under 35 U.S.C. § 103.

10. Claim 10

Claim 10 depends from claim 2, and specifies “wherein receiving a message containing

the network address associated with the secure name of the device includes receiving the

message at the first device through tunneling within the secure communication link.”

As described above, Johnson does not specify the type or level of obfuscation necessary

in order to establish a secure communication link. However, one of ordinary skill in the art

would have been motivated to combine Johnson with RFC 2401, titled, “Security Architecture

for the Internet Protocol,” published by the Internet Engineering Task Force on November 1998,

describing IPSec, which was well known in the art to include security services that comprised,

for example, a tunneling mode. RFC 2401 at 9. (“Two hosts MAY establish a tunnel mode SA

between themselves”). IPSec’s disclosure of a “tunneling mode” may be seen, for example, in
RFC 2401 at 24-25:

 

 

Case 1. The case of providing end—to—end security between 2 hosts across the Internet (or

an Intranet).

Note that either transport or tunnel mode can be selected by the hosts. So the headers in a

packet between H1 and H2 could look like any of the following:

=.=S==== ==3$= ==== =31: ===v== ==== ======,==

E |
HI‘ ------ {Interlintranet} ------ H2 '

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

2401, renders obvious claim 10 of the ’181 patent under 35 U.S.C. § 103.

ll. Claim 11

Claim 11 of the ’181 patent depends from claim 2, and specifies “wherein receiving a

message containing the network address associated with the secure name of the device includes

receiving the message in the form of at least one tunneled packet.”

As described above, Johnson does not specify the type or level of obfuscation necessary

in order to establish a secure communication link. However, one of ordinary skill in the art

would have been motivated to combine Johnson with RFC 2401, titled, “Security Architecture

for the Internet Protocol,” published by the Internet Engineering Task Force on November 1998,

describing IPSec, which was well known in the art to include security services that comprised,

for example, a tunneling mode—which would necessarily comprise receiving a message in the
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form of a tunneled packet. RFC 2401 at 9. (“Two hosts MAY establish a tunnel mode SA

between themselves”). IPSec’s disclosure of a “tunneling mode” may be seen, for example, in
RFC 2401 at 24-25:

Case 1. The case of providing end-to-end security between 2 hosts across the Internet (or

an Intranet).

Note that either transport or tunnel mode can be selected by the hosts. So the headers in a

packet between H1 and H2 could look like any of the following:

="—'=‘==$= =::===2:= =====§=== =33: =====$==

E l
1" ~~~~~~ ttmarjintrmt) 0......“ 82"

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

2401, renders obvious claim 11 of the ’181 patent under 35 U.S.C. § 103.

 

12. Claim 12

Claim 12 depends from claim 2 and specifies “wherein the receiving and sending of

messages includes receiving and sending the messages in accordance with any one of a plurality

of communication protocols.”

The invention disclosed in Johnson would utilize a number of communications protocols,

including, for example, Transmission Control Protocol and Internet Protocol—TCP/IP—in order

to send and receive messages. In particular, Johnson is directed to “a method for a secure

electronic mail communication system. More particularly, the invention is directed for use in

communicating over networks where secure information exchange is required. The invention has

utility in applications such as person-to-person communication over network systems,

communications over the Internet, interbusiness network communications where security is

required, and the like.” Johnson at 1:19-27. A high-level diagram (at Figure 1) of Johnson is

disclosed, wherein TCP/IP is disclosed:
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Accordingly, Johnson, in view of RFC 2131 and RFC 1034, renders obvious claim 12 of

the ’181 patent under 35 U.S.C. § 103.

 

13. Claim 13

Claim 13 depends from claim 2 and specifies “wherein the receiving and sending of

messages through the secure communication link includes multiple sessions.”

As described above, it would have been obvious to person of ordinary skill in the art to

utilize the teachings of RFC 2401—and its disclosure of IPSec—in order to facilitate secure

communications between devices. IPSec permits, for example, at RFC 2401 at 17, multiple

sessions to traverse on a secure communication link:

4.4.2 Selectors

An SA (or SA bundle) may be fine-grained or coarse-grained, depending on the selectors

used to define the set of traffic for the SA. For example, all traffic between two hosts may

be carried via a single SA, and afforded a uniform set of security services. Alternatively,

traffic between a pair of hosts might be spread over multiple SAs, depending on the

applications being used (as defined by the Next Protocol and Port fields), with different

security services offered by different SAs. Similarly, all traffic between a pair of security
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gateways could be carried on a single SA, or one SA could be assigned for each

communicating host pair. The following selector parameters MUST be supported for SA

management to facilitate control of SA granularity.

 
Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

2401, renders obvious claim 13 of the ’181 patent under 35 U.S.C. § 103.

14. Claim 14

Claim 14 depends from claim 2 and specifies “further including supporting a plurality of
services over the secure communication link.”

As described above, it would have been obvious to person of ordinary skill in the art to

utilize the teachings of RFC 2401—and its disclosure of IPSec—~in order to facilitate secure

communications between devices. IPSec permits, for example, at RFC 2401 at 17, multiple

sessions and, for example, different security services, to traverse on a secure communication
link:

4.4.2 Selectors

An SA (or SA bundle) may be fine—grained or coarse-grained, depending on the selectors

used to define the set of traffic for the SA. For example, all traffic between two hosts may

be carried via a single SA, and afforded a uniform set of security services. Alternatively,

traffic between a pair of hosts might be spread over multiple SAs, depending on the

applications being used (as defined by the Next Protocol and Port fields), with different

security services offered by different SAs. Similarly, all traffic between a pair of security

gateways could be carried on a single SA, or one SA could be assigned for each

communicating host pair. The following selector parameters MUST be supported for SA

management to facilitate control of SA granularity.

Alternatively, it was known in the art that IPSec could receive and send messages that

included multiple sessions through the IPSec link. RFC 2401 at 3. “This document describes the

goals of such systems, their components and how they fit together with each other and into the IP
environment. It also describes the security services offered by the IPsec protocols, and how these

services can be employed in the IP environment.” The “set of security services offered includes

access control, connectionless integrity, data origin authentication, protection against replays (a

form of partial sequence integrity), confidentiality (encryption), and limited traffic flow

confidentiality. These services are provided at the IP layer, offering protection for IP and/or

upper layer protocols.” RFC 2401 at 4.

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

2401, renders obvious claim 14 of the ’181 patent under 35 U.S.C. § 103.

15. Claim 15

Claim 15 depends from claim 14 and specifies “wherein the plurality of services

comprises a plurality of communication protocols, a plurality of application programs, multiple
sessions, or a combination thereof.”
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As described above in reference to Claims 12-13, Johnson supports a plurality of

communication protocols and multiple sessions. Furthermore, Johnson discloses that the use of

an “electronic mail program” that is used by the user in furtherance of the invention. Johnson at
10:18-21.

 

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

24 1, renders obvious claim 14 of the ’181 patent under 35 U.S.C. § 103.

 

l6. Claim 16

Claim 16 depends from claim 15 and specifies “wherein the plurality of application

programs comprises video conferencing, e-mail, a word processing program, telephony or a
combination thereof.”

Johnson discloses that the use of an “electronic mail program” that is used by the user in
furtherance of the invention. Johnson at 10:18-21.

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

2401, renders obvious claim 16 of the ’181 patent under 35 U.S.C. § 103.

17. Claim 18

Claim 18 depends from claim 2 and specifies “wherein the secure communication link is
an authenticated link.”

As shown above, security is an important objective of Johnson. It would have been

obvious to combine the security techniques already described in Johnson with the authentication

techniques described in RFC 2401. For example:

2.1 Goals/Objectives/Requirements/Problem Description

IPsec is designed to provide interoperable, high quality, cryptographically—based security

for IPv4 and IPv6. The set of security services offered includes access control,

connectionless integrity, data origin authentication, protection against replays (a form of

partial sequence integrity), confidentiality (encryption), and limited traffic flow

confidentiality. RFC 2401 at 4.

RFC 2401 further explains, at 10, that it “also provides authentication for selected portions of the

IP header, which may be necessary in some contexts. For example, if the integrity of an IPv4

option or IPv6 extension header must be protected en route between sender and receiver, AH can

provide this service (except for the non-predictable but mutable parts of the IP header).”

Accordingly, Johnson, in view of RFC 2131 and RFC 1034, and in further view of RFC

24 1, renders obvious claim 18 of the ’181 patent under 35 U.S.C. § 103.
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18. Claim 19

Claim 19 depends from claim 2 and specifies “wherein the first device is a computer, and

the steps are performed on the computer.”

Johnson discloses that the first device is a computer and that the relevant disclosed

operations are performed on the first device. For example, the Abstract of Johnson describes the

invention as facilitating the transfer of secure message between two devices:

A system and method for transferring messages securely over a computer network which

includes the steps of inputting the message to be transmitted at a first device and then

encrypting the message at the first device. An address for a dynamically addressed server

is obtained and the first device is connected to the dynamically addressed server. The

encrypted message is transmitted from the first device to the server and the message is

received at the dynamically addressed server. Johnson, ABSTRACT.

The devices in Johnson are, for example, computers. Johnson at 6:17-19 (“In the preferred

embodiment, the protected communication network 10 consists of afirst centralprocessing unit

or user 12. . ..”). Fig. 1 also identifies item 12 as including a computer:

 

 
Secure Email
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