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The PPP Encryption Control Protocol (ECP)

Status of this Menp

This docunent specifies an Internet standards track protocol for the

Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet

O ficial Protocol Standards" (STD 1) for the standardi zati on state

and status of this protocol. Distribution of this neno is unlimted.
Abst ract

The Poi nt-to-Point Protocol (PPP) [1] provides a standard nethod for

transporting multi-protocol datagrans over point-to-point |inks. PPP

al so defines an extensi ble Link Control Protocol

Thi s docunent defines a nethod for negotiating data encryption over
PPP | i nks.

Conventi ons

The follow ng | anguage conventions are used in the itenms of
specification in this docunent:

0 MIST -- the itemis an absolute requirenent of the specification
MUST is only used where it is actually required for interopera-
tion, not to try to inpose a particular nethod on inplenentors
where not required for interoperability.

0 SHOULD -- the itemshould be followed for all but exceptional cir-
cunst ances.

o MAY or optional -- the itemis truly optional and may be fol |l owed
or ignored according to the needs of the inplenentor

The words "shoul d* and "nmay" are al so used, in |lower case, in
their nore ordinary senses
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1. Introduction

In order to establish comruni cations over a PPP |ink, each end of the
link nmust first send LCP packets to configure and test the data |ink
during Link Establishnment phase. After the |ink has been
established, optional facilities nmay be negoti ated as needed.

One such facility is data encryption. A wide variety of encryption
nmet hods may be negoti ated, although typically only one nmethod is used
in each direction of the |ink.

A different encryption algorithmnmay be negotiated in each direction,
for speed, cost, nenory or other considerations.

2. Encryption Control Protocol (ECP)
The Encryption Control Protocol (ECP) is responsible for configuring
and enabling data encryption algorithnms on both ends of the point-
to-point I|ink.
ECP uses the sane packet exchange nechani smas the Link Control
Protocol (LCP). ECP packets may not be exchanged until PPP has
reached the Network-Layer Protocol phase. ECP packets received
before this phase is reached should be silently discarded.

The Encryption Control Protocol is exactly the same as LCP [1] with
the foll owi ng exceptions:

Frame Modifications
The packet may utilise any nodifications to the basic frane

format which have been negotiated during the Link Establishnent
phase.
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Data Link Layer Protocol Field

Exactly one ECP packet is encapsulated in the PPP Infornmation
field, where the PPP Protocol field indicates type hex 8053
(Encryption Control Protocol).

When individual link data encryption is used in a nultiple Iink
connection to a single destination [2], the PPP Protocol field
i ndi cates type hex 8055 (Individual |ink Encryption Control

Pr ot ocol ).

Code field

ECP uses (decimal) codes 1 through 7 (Configure-Request,

Confi gure- Ack, Configure-Nak, Configure-Reject, Terninate-
Request, Termi nate-Ack and Code-Reject); And may al so use code
14 (Reset-Request) and code 15 (Reset-Ack). Oher codes should
be treated as unrecogni sed and should result in Code-Rejects.

Negoti ati on
ECP packets may not be exchanged until PPP has reached the
Net wor k- Layer Protocol phase. An inplenentation should be
prepared to wait for Authentication and Link Quality
Determ nation to finish before timng out waiting for a
Configure- Ack or other response.
An inplenentation MIUST NOT transnit data until ECP negotiation
has conpl eted successfully. |f ECP negotiation is not
successful the Iink SHOULD be brought down.
Configuration Option Types
ECP has a distinct set of Configuration Options.
2.1 Sending Encrypted Datagrans
Bef ore any encrypted packets nay be comuni cated, PPP nmust reach the
Net wor k- Layer Protocol phase, and the Encryption Control Protocol
nmust reach the Opened state.
An encrypted packet is encapsulated in the PPP Information field,
where the PPP Protocol field indicates type hex 0053 (Encrypted
dat agranj .

When using nultiple PPP links to a single destination [2], there are
two met hods of enploying data encryption:
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o The first nmethod is to encrypt the data prior to sending it out
through the multiple |inks.

The PPP Protocol field MJST indicate type hex 0053.

0 The second is to treat each link as a separate connection, that
may or nmay not have encryption enabl ed.

On links which have negotiated encryption, the PPP Protocol field
MUST be type hex 0055 (Individual |ink encrypted datagram

Only one encryption algorithmin each direction is in use at a tineg,
and that is negotiated prior to sending the first encrypted frane.
The PPP Protocol field of the encrypted datagramindi cates that the
frame is encrypted, but not the algorithmw th which it was

encrypt ed.

The maxi mum | ength of an encrypted packet transmitted over a PPP |ink
is the sane as the maxi numlength of the Infornmation field of a PPP
encapsul ated packet. |If the encryption algorithmis likely to

i ncrease the size of the nessage beyond that, nultilink should al so
be negotiated to allow fragnmentation of the frames (even if only
using a single link).

If the encryption algorithmcarries history between franes, the
encryption algorithmnust supply a way of deternmining if it is
passing data reliably, or it must require the use of a reliable
transport such as LAPB [3].

Conpression nay al so be negotiated using the Conpression Contro
Protocol [5]. To ensure interoperability, plain text MJST be:

o First conpressed
0 Then encrypted.

This order has been chosen since it should result in smaller output
and nore secure encryption.

3. Additional Packets

The Packet format and basic facilities are already defined for LCP

[1].

Up-to-date values of the ECP Code field are specified in the nost
recent "Assigned Nunbers" RFC [4]. This specification concerns the
foll owi ng val ues:

Meyer St andards Track [ Page 4]

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 1968 PPP Encryption June 1996

14 Reset - Request
15 Reset - Ack

3.1 Reset-Request and Reset - Ack
Description

ECP i ncl udes Reset-Request and Reset-Ack Codes in order to provide
a nmechanismfor indicating a decryption failure in one direction
of a decrypted link without affecting traffic in the other
direction. Sone encryption algorithnms nmay not require this
nmechani sm

I ndi vi dual algorithnms need to specify a nmechani smfor determ ning
how to detect a decryption failure. On initial detection of a
decryption failure, an ECP inplenentation SHOULD transnit an ECP
packet with the Code field set to 14 (Reset-Request). The Data
field may be filled with any desired data.

Once a Reset-Request has been sent, any encrypted packets received
are discarded. Further Reset-Requests MAY be sent with the same
Identifier, until a valid Reset-Ack is received.

When the link is busy, one decryption error is usually followed by
several nore before the Reset-Ack can be received. It is
undesirable to transnit Reset-Requests nore frequently than the
round-trip-time of the link, since this will result in redundant
Reset - Requests and Reset-Acks being transmitted and processed.

The receiver MAY elect to limt transm ssion of Reset-Requests (to
say one per second) while a Reset-Ack is outstanding.

Upon reception of a Reset-Request, the transnitting encrypter is
reset to an initial state. An ECP packet MJST be transmitted with
the Code field set to 15 (Reset-Ack), the Identifier field copied
fromthe Reset-Request packet, and the Data field filled with any
desired data.

On receipt of a Reset-Ack, the receiving decrypter is reset to an
initial state. Since there nay be several Reset-Acks in the pipe,
the decrypter MJST be reset for each Reset-Ack which matches the
currently expected identifier

A summary of the Reset-Request and Reset-Ack packet formats is
shown below. The fields are transmitted fromleft to right.
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