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The Point-to-Point Protocol (PPP)

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

The Poi nt-to-Point Protocol (PPP) provides a standard net hod for
transporting multi-protocol datagrans over point-to-point |inks. PPP
is conprised of three main conponents:

1. A nethod for encapsulating multi-protocol datagrans.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-1link connection.

3. Afanmily of Network Control Protocols (NCPs) for establishing
and configuring different network-Iayer protocols.

Thi s docunent defines the PPP organi zati on and net hodol ogy, and the
PPP encapsul ati on, together with an extensible option negotiation
mechani sm which is able to negotiate a rich assortment of
configuration parameters and provi des additional nmanagenent
functions. The PPP Link Control Protocol (LCP) is described in terns
of this mechani sm
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1. Introduction

The Poi nt-to-Point Protocol is designed for sinple |inks which
transport packets between two peers. These links provide full-duplex
si mul t aneous bi-directional operation, and are assuned to deliver
packets in order. It is intended that PPP provide a comon sol ution
for easy connection of a wide variety of hosts, bridges and routers

[1].
Encapsul ati on

The PPP encapsul ation provides for nultiplexing of different
net wor k-1 ayer protocols sinultaneously over the sane link. The
PPP encapsul ati on has been carefully designed to retain
conpatibility with nost comonly used supporting hardware.

Only 8 additional octets are necessary to formthe encapsul ati on
when used within the default HDLC-like fram ng. In environnments
where bandwidth is at a premium the encapsul ation and fram ng nmay
be shortened to 2 or 4 octets.

To support high speed inplenentations, the default encapsul ation
uses only sinple fields, only one of which needs to be examn ned
for denultiplexing. The default header and information fields
fall on 32-bit boundaries, and the trailer nmay be padded to an
arbitrary boundary.

Li nk Control Protoco

In order to be sufficiently versatile to be portable to a w de
variety of environments, PPP provides a Link Control Protoco
(LCP). The LCP is used to autonmatically agree upon the

encapsul ation format options, handle varying linits on sizes of
packets, detect a |ooped-back |ink and other conmon

m sconfiguration errors, and termnate the link. Oher optiona
facilities provided are authentication of the identity of its peer
on the link, and determ nation when a link is functioning properly
and when it is failing.

Net wor k Control Protocols

Point-to-Point links tend to exacerbate many problens with the
current famly of network protocols. For instance, assignment and
managenent of | P addresses, which is a problemeven in LAN
environnents, is especially difficult over circuit-swtched

poi nt-to-point links (such as dial-up nodem servers). These

probl ens are handled by a family of Network Control Protocols
(NCPs), which each nmanage the specific needs required by their
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respective network-1layer protocols. These NCPs are defined in
conpani on docunents.

Configuration

It is intended that PPP |inks be easy to configure. By design
the standard defaults handle all common configurations. The

i mpl enent or can specify inprovenents to the default configuration
whi ch are autonmatically communi cated to the peer wi thout operator
intervention. Finally, the operator may explicitly configure
options for the link which enable the Iink to operate in
environnents where it woul d otherw se be inpossible.

This self-configuration is inplenented through an extensible
option negotiation nechanism wherein each end of the Iink
describes to the other its capabilities and requiremnents.

Al t hough the option negotiation nechani smdescribed in this
docunent is specified in ternms of the Link Control Protocol (LCP),
the sane facilities are designed to be used by other contro
protocols, especially the fam|ly of NCPs.

1.1. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", neans that the
definition is an absolute requirenent of the specification

MUST NOT This phrase neans that the definition is an absolute
prohi bition of the specification

SHOULD This word, or the adjective "recommended", neans that there
may exi st valid reasons in particular circunstances to
ignore this item but the full inplications nust be

under st ood and carefully wei ghed before choosing a
di fferent course.

MAY This word, or the adjective "optional", neans that this
itemis one of an allowed set of alternatives. An
i mpl enent ati on whi ch does not include this option MJST be
prepared to interoperate with another inplenentation which
does include the option.
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1.2. Term nol ogy

This docunent frequently uses the follow ng terns:

datagram The unit of transmi ssion in the network |ayer (such as |IP)

frame

packet

peer

A dat agram nay be encapsul ated in one or nore packets
passed to the data link |ayer.

The unit of transmission at the data link layer. A frame
may include a header and/or a trailer, along with sone
nunber of units of data.

The basic unit of encapsul ation, which is passed across the
interface between the network |ayer and the data |ink

| ayer. A packet is usually napped to a franme; the
exceptions are when data link |ayer fragnmentation is being
performed, or when multiple packets are incorporated into a
single frane.

The other end of the point-to-point |ink.

silently discard
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The inplenentation di scards the packet without further
processing. The inplenmentation SHOULD provide the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.
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