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Cont. of Appln. No. 10/702,486

METHOD FOR ESTABLISHING SECURE COMMUNICATION LINK BETWEEN

COMPUTERS OF VIRTUAL PRIVATE NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority from and is a divisional patent application of co-pending

U.S. application serial number 09/558,209, filed April 26, 2000, which is a continuation-in-part

patent application of previously-filed U.S. application serial number 09/504,783, filed on

February 15, 2000, now U.S. Pat. No._6,502,135, issued December 31, 2002, which claims

priority from and is a continuation-in-part patent application of previously-filed, U.S. application

serial number 09/429,643, filed on October 29, 1999. The ‘subject matter of U.S. application

serial number 09/429,643, which is bodily incorporated herein, derives from provisional U.S.

application numbers 60/106,261 (filed October 30, 1998) and 60/137,704 (filed June 7, 1999).

The present application is also related to U.S. application serial number 09/558,210, filed April

26, 2000, and which is incorporated by referenceherein.

BACKGROUND OF THE INVENTION

A tremendous variety of methods have been proposed and implemented to provide

security and anonymity for communications over the Internet. The variety stems, in part, from‘

the different needs of different Internet users. A basic heuristic framework to aid in discussing

these different security techniques is illustrated in FIG. 1. Two terminals, an originating terminal

100 and a destination terminal 110 are in communication over the Internet. It is desired for the

communications to be secure, that is, immune to eavesdropping. For example, terminal 100 may
transmit secret information to terminal 110 over the Internet 107. Also, it may be desired to

prevent an eavesdropper from discovering that terminal 100 is in communication with terminal

11’0. For example, if terminal 100 is a user and terminal 110 hosts a web site, terminal 100’s user

may not want anyone in the intervening networks to know what web sites he is "visiting."

Anonymity would thus be an issue, for example, for companies that want to keep their market

research interests private and thus would prefer to prevent outsiders from knowing which web-

sites or other Internet resources they are “visiting.” These two security issues may be called data

. security and anonymity, respectively.

Data security is usually tackled using some form of data encryption. An encryption key

48 is known at both the originating and terminating terminals 100 and 110. The keys may be
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private and public at the originating and destination terminals 100 and 110, respectively or they

may be symmetrical keys (the same key is used by both parties to encrypt and decrypt). Many

encryption methods are known and usable in this context.

To hide traffic from a local administrator or ISP, a user can employ a local proxy server

in communicating over an encrypted channel with an outside proxy such that the local

administrator or ISP only sees the encrypted traffic. Proxy servers prevent destination servers

from determining the identities of the originating clients. This system employs an intermediate

server interposed between client and destination server. The destination server sees only the

Internet Protocol (IP) address of the proxy server and not the originating client. The target server

only sees the address of the outside proxy. This scheme relies on a trusted outside proxy server.

Also, proxy schemes are vulnerable to traffic analysis methods, of determining identities of

transmitters and receivers. Another important limitation of proxy servers is that the server knows

the identities of both calling and called parties. In many instances, an originating terminal, such

as terminal A, would prefer to keep its identity concealed from the proxy, for example, if the

proxy server is provided by an Internet service provider (ISP).

To defeat traffic analysis, a scheme called Chaum’s mixes employs a proxy server that

transmits and receives fixed length messages, including dummy messages. Multiple originating

terminals are connected through a mix (a server) to multiple target servers. It is difficult to tell

which of the originating terminals are communicating to which of the connected target servers,

and the dummy messagesconfuse eavesdroppers’ efforts to detect communicating pairs by

analyzing traffic. A drawback is that there is a risk that the mix server could be compromised.

One way to deal with this risk is to spread the trust among multiple mixes. If one mix is

compromised, the identities of the originating and target terminals may remain concealed. This

strategy requires a number of alternative mixes so that the intermediate servers interposed

between the originating and target terminals are not determinable except by compromising more

than one mix. The strategy wraps the message with multiple layers of encrypted addresses. The

first mix in a sequence can decrypt only the outer layer of the message to reveal the next

destination mix in sequence. The second mix can decrypt the message to reveal the next mix and

so on_. The target server receives the message and, optionally, a multi-layer encrypted payload

containing return information to send data back in the same fashion. The only way to defeat such
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a mix scheme is to collude among mixes. If the packets are all fixed-length and intermixed with

dummy packets, there is no way to do any kind of traffic analysis.

Still another anonymity technique, called ‘crowds,’ protects the identity of the originating

terminal from the intermediate proxies by providing that originating terminals belong to groups

of proxies called crowds. The crowd proxies are interposed between originating and target

terminals. Each proxy through which the message is sent is randomly chosen by an upstream

proxy. Each intermediate proxy can send the message either to another randomly chosen proxy

in the “crowd” or to the destination‘. Thus, even crowd members cannot determine if a preceding

proxy is the originator of the message or if it was simply passed from another proxy.

ZKS (Zero-Knowledge Systems) Anonymous IP Protocol allows users to select up to any

of five different pseudonyms, while desktop software encrypts outgoing traffic and wraps it in

User Datagram Protocol (UDP) packets. The first server in a 2+-hop system gets the UDP

packets, strips off one 1 ayer of encryption to add another, then sends the traffic to the next

server, which strips off yet another layer of encryption and addsa new one. The user is permitted

to control the number of hops. At the final server, traffic is decrypted with an untraceable IP

address. The technique is called onion-routing. This method can be defeated using traffic

analysis. For a simple example, bursts of packets from a user during low-duty periods can reveal

the identities of sender and receiver.

Firewalls attempt to protect LANs from unauthorized access and hostile exploitation or

damage to computers connected to the LAN. Firewalls provide a server through which all access

to the LAN must pass. Firewalls are centralized systems that require administrative overhead to

maintain. They can be compromised by virtual-machine applications (“applets”). They‘ instill a

false sense of security that leads to security breaches for example by users sending sensitive

information to servers outside the firewall or encouraging use of modems to sidestep the firewall

security. Firewalls are not useful for distributed systems such as business travelers, extranets,

small teams, etc.

SUMMARY OF THE INVENTION

A secure mechanism for communicating over the intemet, including a protocol referred

to as the Tunneled Agile Routing Protocol (TARP), uses a unique two-layer encryption format

and special TARP routers. TARP routers are similar in function to regular IP routers. Each

TARP router has one or more IP addresses and uses normal IP protocol to send IP packet
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messages (“packets” or “datagrams”). The IP packets exchanged between TARP terminals via

TARP routers are actually encrypted packets whose true destination address is concealed except

to TARP routers and servers. The normal or “clear” or “outside” IP header attached to TARP IP

packets contains only the address of a next hop router or destination server. That is, instead of

indicating a final destination in the destination field of the IP header, the TARP packet’s IP

header always points to a next-hop in a series of TARP router hops, or to the final destination.

This means there is no overt indication from an intercepted TARP packet of the true destination

of the TARP packet since the destination could always be next-hop TARP router as well as the

V final destination.

Each TARP packet’s true destination is concealed behind a layer of encryption generated

using a link key. The link key is the encryption key used for encrypted communication between

the hops intervening between an originating TARP terminal.and a destination TARP terminal".

Each TARP router can remove the outer layer of encryption to reveal the destination router for

each TARP packet. To identify the link key needed to decrypt the outer layer of encryption of a

TARP packet, a receiving TARP or routing terminal may identify the transmitting terminal by

the sender/receiver IP numbers in the cleartext IP header.

Once the outer layer of encryption is removed, the TARP router determines the final

_ destination. Each TARP packet 140 undergoes a minimum number of hops to help foil traffic

analysis. The hops may be chosen at random or by a fixed value. As a result, each TARP packet

may make random trips among a number of geographically disparate routers before reaching its

destination. Each trip is highly likely to be different for each packet composing a given message

because each trip is independently randomly determined. This feature is called agile routing. The

fact that different packets take different routes provides distinct advantages by making it difficult

for an interloper to obtain all the packets forming an entire multi—packet message. The associated

advantages have to do with the inner layer of encryption discussed below. Agile routing is

combined with another feature that furthers this purpose; a feature that ensures that any message

is broken into multiple packets.

The IP address of a TARP router can be changed, a feature called IP agility. Each TARP

router, independently or under direction from another TARP terminal or router, can change its IP

address. A separate, unchangeable identifier or address is also defined. This address, called the

TARP address, is known only to TARP routers and terminals and may be correlated at any time
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by a TARP router or a 'l§rARP terminal using a Lookup Table (LUT). When a TARP router or

terminal changes its IP address, it updates the other TARP routers and terminals which in turn

update their respective LUTs.

The message payload is hidden behind an inner layer of encryption in the TARP packet

that can only be unlocked using a session key. The session key is not available to any of the

intervening TARP routers. The session key is used to decrypt the payloads of the TARP packets

permitting the data stream to be reconstructed.

Communication may be made private using link and session keys, which in turn may be

shared and used according to any desired method. For example, public/private keys or symmetric

keys may be used.

To transmit a data stream, a TARP originating terminal constructs a series of TARP

packets from a series of IP packets generated by a network (IP) layer process. (Note that the

terms “network layer,” “data link layer,” “application layer,” etc. used in this specification

correspond to the Open Systems Interconnection (OSI) network terminology.) The payloads of

these packets are assembled into a block and chain-block encrypted using the session key. This

assumes, of course, that all the IP packets are destined for the same TARP terminal. The block is

then interleaved and the interleaved encrypted block is broken into a series of payloads, one for

each TARP packet to be generated. Special TARP headers IPT are then added to each payload

using the IP headers from the data stream packets. The TARP headers can be identical to normal

IP headers or customized in some way. They should contain a formula or data for deinterleaving

the data at the destination TARP terminal, a time-to-live (TTL) parameter to indicate the number

of hops still to be executed, a data type identifier which indicates whether the payload contains,

for example, TCP or UDP data, the sender’s TARP address, the destination TARP address, and

an indicator as to whetherithe packet contains real or decoy data or a formula for filtering out

decoy data if decoy data is spread in some way through the TARP payload data.

Note that although chain-block encryption is discussed here with reference to the session

key, any encryption method may be used. Preferably, as in chain block encryption, a method

should be used that makes unauthorized decryption difficult without an entire result of the

encryption process. ‘Thus, by separating the encrypted block among multiple packets and making

it difficult for an interloper to obtain access to all of such packets, the contents of the

communications are provided an extra layer of security.
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Decoy or dummy data can be added to a stream to help foil traffic analysis by reducing

the peak-to-average network load. It may be desirable to provide the TARP process with an

ability to respond to the time of day or other criteria to generate more decoy data during low

traffic periods so that communication bursts at one point in the Internet cannot be tied to

communication bursts at another point to reveal the communicating endpoints. l

Dummy data also helps to break" the data into a larger ‘number of inconspicuously-sized

packets permitting the interleave window size to be increased while maintaining a reasonable

size for each packet. (The packet size can be a single standard size or selected from a fixed range

of sizes.) One primary reason for desiring for each message to be broken into multiple packets is

apparent if a chain block encryption scheme is used to form the first encryption layer prior to

interleaving. A single block encryption may be applied to portion, or entirety, of a message, and

that portion or entirety then interleaved into a number of separate packets. Considering the agile -

IP routing of the packets, and the attendant difficulty of reconstructing an entire sequence of

packets to form a single block-encrypted message element, decoy packets can significantly

increase the difficulty of reconstructing an entire data stream.

The above scheme may be implemented entirely by processes operating between the data

link layer and the network layer of each server or terminal participating in the TARP system.

Because the encryption system described above is insertable between the data link and network"

layers, the processes involved in supporting the encrypted communication may be completely

transparent to processes at the IP (network) layer and above. The TARP processes may also be

completely transparent to the data link layer processes as well. Thus, no operations at or above

the Network layer, or at or below the data link layer, are affected by the insertion of the TARP

stack. This provides additional security to all processes at or above the network layer, since the

difficulty of unauthorized penetration of the network layer (by, for example, a hacker) is

increased substantially. Even newly developed servers running at the session layer leave all

‘processes below the session layer vulnerable to attack. Note that in this architecture, security is

distributed. That is, notebook computers used by executives on the road, for example, can

communicate over the Internet without any compromise in security.

IP address changes made by TARP terminals and routers can be done at regular intervals,

at random intervals, or upon detection of “attacks.” The variation of IP addresses hinders traffic

analysis that might reveal which computers are communicating, and also provides a degree of
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immunity from attack. The level of immunity from attack is roughly proportional to the rate at

which the IP address of the host is changing.

As mentioned, IP addresses may be changed in response to attacks. An attack may be

revealed, for example, by a regular series of messages indicating that a router is being probed in

some way. Upon detection of an attack, the TARP layer process may respond to this event by

changing its IP address. In addition, it may create a subprocess that maintains the original IP

address and continues interacting with the attacker in some manner.

Decoy packets may be generated by each TARP terminal on some basis determined by an

algorithm. For example, the algorithm may be a random one which calls for the generation of a

packet on a random basis when the terminal is idle. Alternatively, the algorithm may be

responsive to time of day or detection of low traffic to generate more decoy packets during low

traffic times. Note that packets are preferably generated in groups, rather than one by one, the

groups being sized to simulate real messages. In addition, so that decoy packets may be inserted

in normal TARP message streams, the background loop may have a latch that makes it more

likely to insert decoy packets when a message stream is being received. Alternatively, if a large

number of decoy packets is received along with regular TARP packets, the algorithm may

increase the rate of dropping of decoy packets rather than forwarding them. The result of
dropping and generating decoy packets in this way is to make the apparent incoming message

size different from the apparent outgoing message size to help foil traffic analysis.

In various other embodiments of the invention, a scalable version of the system may be

constructed in which a plurality of IP addresses are preassigned to each pair of communicating

. nodes in the network. Each pair of nodes agrees upon an algorithm for “hopping” between IP

addresses (both sending and receiving), such that an eavesdropper sees apparently continuously

random IP address pairs (source and destination) for packets transmitted between the pair.

Overlapping or “reusable” IP addresses may be allocated to different users on the same subnet,

since each node merely verifies that a particular packet includes a valid source/destination pair

from the agreed-upon algorithm. Source/destination pairs are preferably not reused between any

two nodes during any given end-to-end session, though limited IP block sizes or lengthy sessions

might require it.

Further improvements described in this continuation-in-part application include: (1) a

load balancer that distributes packets across different transmission paths according to
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trans1nission- path quality; (2) a DNS proxy server that transparently creates a virtual private

network in response to a domain name inquiry; (3) a large-to-small link bandwidth management

feature that prevents denial—of-service attacks at system chokepoints; (4) a traffic limiter that

regulates incoming packets by limiting the rate at which a transmitter can be synchronized with a

receiver; and (5) a signaling synchronizer that allows a large number of nodes to communicate

with a central node by partitioning the communication function between two separate entities

The present invention provides key technologies for implementing a secure virtual

Internet by using a new agile network protocol that is built on top of the existing Internet

protocol (IP). The secure virtual Internet works over the existing Internet infrastructure, and

interfaces with client applications the same way as the existing Internet. The key technologies

provided by the present invention that support the secure virtual Internet include a “one-click”

and “no-click” technique to become part of the secure virtual Internet, a secure domain name

service (SDNS) for the secure virtual Internet, and a new approach for interfacing specific client

applications onto the secure virtual Internet. According to the invention, the secure domain

name service interfaces with existing applications, in addition to providing a way to register and
serve domain names and addresses.

According to one aspect of the present invention, a user can conveniently establish a
VPN using a “one-click” or a “no—click” technique without being required to enter user

identification information, a password and/or an encryption key for establishing a VPN. The

advantages of the present invention are provided by a method for establishing a secure

communication link between a first computer and a second computer over a computer network,

such as the Internet. In one embodiment, a secure communication mode is enabled at a first

computer without a user entering any cryptographic information for establishing the secure

communication mode of communication, preferably by merely selecting an icon displayed on the

first computer. Alternatively, the secure communication mode of communication can be enabled

by entering a command into the first computer. Then, a secure communication link is

established between the first computer and a second computer over a computer network based on

the enabled secure communication mode of communication. According to the invention, it is

determined whether a secure communication software module is stored on the first computer in

response to the step of enabling the secure communication mode of communication. A

predetermined computer network address is then accessed for loading the secure communication
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software module when the software module is not stored on the first computer. Subsequently,

the proxy software module is stored in the first computer. The secure communication link is a

virtual private network communication link over the computer network. Preferably, the virtual

private network can be based on inserting into each data packet one or more data values that vary

according to a pseudo-random sequence. Alternatively, the virtual private network can be based

on a computer network address hopping regime that is used to pseudorandomly change computer

network addresses or other data values in packets transmitted between the first computer and the

second computer, such that the second computer compares the data values in each data packet

transmitted between the first computer and the second computer to a moving window of valid

values. Yet another alternative provides that the virtual private network can be based on a

comparison between a discriminator field in each data packet to a table of valid discriminator

fields maintained for the first computer.

According to another aspect of the invention, a command is entered to define a setup

parameter associated with the secure communication link mode of communication.

Consequently, the secure communication mode is automatically established when a

communication link is established over the computer network.

The present invention also provides a computer system having a communication link to a

computer network, and a display showing a hyperlink for establishing a virtual private network

through the computer network. When the hyperlink for establishing the virtual private network

is selected, a virtual private network is established over the computer network. A non-standard

top-level domain name is then sent over the virtual private network communication to a

predetermined computer network address, such as a computer network address for a secure

domain name service (SDNS).

The present invention provides a domain name service that provides secure computer

network addresses for secure, non-standard top-level domain names. The advantages of the

present invention are provided by a secure domain name service for a computer network that

includes a portal connected to a computer network, such as the Internet, and a domain name

database connected to the computer network through the portal. According to the invention, the

portal authenticates a query for a secure computer network address, and the domain name

database stores secure computer network addresses for the computer network. Each secure
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computer network address is based on a non-standard top-level domain name, such as .scom,

.sorg, .snet, .snet, .sedu, .smil and .sint.

The present invention provides a way to encapsulate existing application network traffic

at the application layer of . a client computer so that the ‘client application can securely

communicate with a server protected by an agile network protocol. The advantages of the

present invention are provided by a method for communicating using a private communication

link between a client computer and a server computer over a computer network, such as the

Internet. According to the invention, an information packet is sent from the client computer to

the server computer over the computernetwork. The information packet contains data that is

inserted into the payload portion of the packet at the application layer of the client computer and

is used for forming a virtual private connection between the client computer and the server

computer. The modified information packet can be sent through a firewall before being sent

over the computer network to the server computer and by working on-top of existing protocols

(i.e., UDP, ICMP and TCP), the present invention more easily penetrates the firewall. The

information packet is received at a kernel, layer of an operating system on the server side. It is

then determined at the kernel layer of the operating system on the host computer whether the

information packet contains the data that is used for forming the virtual private connection. The

server side replies by sending an information packet to the client computer that has been

modified at the kernel layer to containing virtual private connection information in the payload

portion of the reply information packet. Preferably, the information packet from the client

computer and the reply information packet from the server side are each a UDP protocol

information packet. Alternative, both information packets could be a TCP/IP protocol

information packet, or an ICMP protocol information packet.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an illustration of secure communications over the Internet according to a prior

art embodiment.

FIG. 2 is an illustration of secure communications over the Internet according to a an

embodiment of the invention.

FIG. 3a is an illustration of a process of forming a tunneled IP packet according to an

embodiment of the invention.
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FIG. 3b is an illustration of a process of forming a tunneled IP packet according to

another embodiment of the invention.

FIG. 4 is an illustration of an OSI layer location of processes that may be used to

implement the invention.

FIG. 5 is a flow chart illustrating a process for routing a tunneled packet according to an

embodiment of the invention.

FIG. 6 is a flow chart illustrating a process for forming a tun_neled packet according to an

embodiment of the invention.

FIG. 7 is a flow chart illustrating a process for receiving a tunneled packet according to

an embodiment of the invention.

FIG. 8 shows how a secure session is established and synchronized between a client and a

TARP router.

FIG. 9 shows an IP address hopping scheme between a client computer and TARP router

using transmit and receive tables in each computer.

FIG. 10 shows physical link redundancy among three Internet Service Providers (ISPs)

and a client computer.

FIG. 11 shows how multiple IP packets can be embedded into a single “frame” such as an

Ethernet frame, and further shows the use of a discriminator field to camouflage true packet

recipients.

FIG. 12A shows a system that employs hopped hardware addresses, hopped IP addresses,

and hopped discriminator fields.

FIG. 12B shows several different approaches for hopping hardware addresses, IP

addresses, and discriminator fields in combination.

FIG. 13 shows a technique for automatically re-establishing synchronization between

sender and receiver through the use of a partially public sync value.

FIG. 14 shows a “checkpoint” scheme for regaining synchronization between a sender

and recipient.

FIG. 15 shows further details of the checkpoint scheme of FIG. 14.

FIG. 16 shows how two addresses can be decomposed into a plurality of segments for

comparison with presence vectors.

FIG. 17 shows a storage array for a receiver’s active addresses.
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FIG. 18 shows the receiver’s storage array after receiving a sync request.

FIG. 19 shows the receiver’s storage array after new addresses have been generated.

FIG. 20 shows a system employing distributed transmission‘ paths.

FIG. 21 shows a plurality of link transmission tables that can be used to route packets in

the system of FIG. 20. 1 1
FIG. 22A shows a flowchart for adjusting weight value distributions associated with a

plurality of transmission links.

FIG. 22B shows a flowchart for setting a weight value to zero if a transmitter turns off.

FIG. 23 shows a system employing distributed transmission paths with adjusted weight

value distributions for each path.

FIG. 24 shows an example using the system of FIG. 23.

FIG. 25 shows a conventional domain-name look-up service.

FIG. 26 shows a system employing a DNS proxy server with transparent VPN creation.

FIG. 27 shows steps that can be carried out to implement transparent VPN creation based

on a DNS look-up function.

FIG. 28 shows a system including a link guard function that prevents packet overloading

on a 1ow—bandwidth link LOW BW.

FIG. 29 shows one embodiment of a system employing the principles of FIG. 28.

FIG. 30 shows a system that regulates packet transmission rates by throttling the rate at

which synchronizations are performed.

FIG. 31 shows a signaling server 3101 and a transport server 3102 used to establish a

VPN with a client computer.

FIG. 32 shows message flows relating to synchronization protocols of FIG. 31.

FIG. 33 shows a system block diagram of a computer network in which the “one-click”

secure communication link of the present invention is suitable for use.

FIG. 34 shows a flow diagram for installing and establishing a “one-click” secure

communication link over a computer network according to the present invention.

FIG. 35 "shows a flow diagram for registering a secure domain name according to the

present invention.
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FIG. 36 shows a system block diagram of a computer network in which a private

connection according to the present‘ invention can be configured to more easily traverse a

firewall between two computer networks.

FIG. 37 shows a flow diagram for establishing a virtual private connection that is

encapsulated using an existing network protocol. _

DETAILED DESCRIPTION OF THE INVENTION

Referring to FIG. 2, a secure mechanism for communicating over the intemet employs a

number of special routers or servers, called TARP routers 122-127 that are similar to regular IP

routers 128-132 in that each has one or more IP addresses and uses normal IP protocol to send

normal-looking IP packet messages, called TARP packets 140. TARP packets 140 are identical

to normal IP packet messages that are routed by regular IP routers 128-132 because each TARP

packet 140 contains a destination address as in a normal IP packet. However, instead of

indicating a final destination in the destination field of the IP header, the TARP packet’s 140 IP

header always points to a next-hop in a series of TARP router hops, or the final destination,

TARP terminal 1 10. Because the header of the TARP packet contains only the next-hop

destination, there is no overt indication from an intercepted TARP packet of the true destination

of the TARP packet 140 since the destination could always be the next-hop TARP router as well

as the final destination, TARP terminal 110.

Each TARP packet’s true destination is concealed behind an outer layer of encryption

generated using a link key 146. The link key 146 is the encryption key used for encrypted

communication between the end points (TARP terminals or TARP routers) of a single link in the

chain of hops connecting the originating TARP terminal 100 and the destination TARP terminal

110. Each TARP router 122-127, using the link key 146 it uses to communicate with the

previous hop in a chain, can use the link key to reveal the true destination of a TARP packet. To

identify the link key needed to decrypt the outer layer of encryption of a TARP packet, a

receiving TARP or routing terminal may identify the transmitting terminal (which may indicate

the link key used) by the sender field of the clear IP header. Alternatively, this identity may be

hidden behind another ‘layer of encryption in available bits in the clear IP header. Each TARP

router, upon receiving a TARP message, determines if the message is a TARP message by using

authentication data in the TARP packet. This could be recorded in available bytes in the TARP

packet’s IP header. Alternatively, TARP packets could be authenticated by attempting to decrypt
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using the link key 146 and determining if the results are as expected. The former may have

computational advantages because it does not involve a decryption process.

Once the outer layer of decryption is completed by a TARP router 122-127, the TARP

router determines the final destination. The system is preferably designed to cause each TARP

packet 140 to undergo a minimum number of hops to help foil traffic analysis. The time to live

counter in the IP header of the TARP message may be used to indicate a number of TARP router

hops yet to be completed. Each TARP router then would decrement the counter and determine

from -that whether it should forward the TARP*packet 140 to another TARP router 122-127 or to

the destination TARP terminal 110. If the time to live counter is zero or below zero after

decrementing, for an example of usage, the TARP router receiving the TARP packet 140 may

forward the TARP packet 140 to the destination TARP terminal 110. If the time to live counter is

above zero after decrementing, for an example of usage, the TARP router receiving the TARP

packet 140 may forward the TARP packet 140 to a TARP router 122-127 that the current TARP

terminal chooses at random. As a result, each TARP packet 140 is routed through some

minimum number of hops of TARP routers 122-127 which are chosen at random.

Thus, each TARP packet, irrespective of the traditional factors determining traffic in the

Internet, makes random trips among a number of geographically disparate routers before

reaching its destination and each trip is highly likely to be different for each packet composing a

given message because each trip is independently randomly determined as described above. This

feature is called agile routing. For reasons that will become clear shortly, the fact that different

packets take different routes provides distinct advantages by making it difficult for an interloper

to obtain all the packets forming an entire multi-packet message. Agile routing is combined with

another feature that furthers this purpose, a feature that ensures that any message is broken into

multiple packets. g

A TARP router receives a TARP packet when an IP address used by the TARP router

coincides with the IP address in the TARP packet’s IP header IPC. The IP address of a TARP

router, however, may not remain constant. To avoid and manage attacks, each TARP router,

independently or under direction from another TARP terminal or router, may change its IP

address. A separate, unchangeable identifier or address is also defined. This address, called the

TARP address, is known only to TARP routers and terminals and may be correlated at any time

by a TARP router or a TARP terminal using a Lookup Table (LUT). When a TARP router or
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terminal changes its IP address, it updates the other TARP routers and terminals which in turn

update their respective LUTs. In reality, whenever a TARP router looks up the address of a

destination in the encrypted header, it must convert a TARP address to a real IP address using its

LUT. _

While every TARP router receiving a TARP packet has the ability to determine the

packet’s final destination, the message payload is embedded behind an inner layer of encryption

in the TARP packet that can only be unlocked using a session key. The session key is not

available to any of the TARP routers 122-127 intervening between the originating 100 and

destination 110 TARP terminals. The session key is used to decrypt the payloads of the TARP

packets 140 permitting an entire message to be reconstructed.

In one embodiment, communication may be made private using link and session keys,

which in turn may be shared and used according any desired method. For example, a public key

or symmetric keys may be communicated between link or session endpoints using a public key

method. Any of a variety of other mechanisms for securing data to ensure that only authorized

computers can have access to the private information in the TARP packets 140 may be used as

desired.

Referring to FIG. 3a, to construct a series of TARP packets, a data stream 300 of IP

packets 207a, 207b, 207c, etc., such series of packets being formed by a network (IP) layer

process, is broken into a series of small sized segments. In the present example, equal-sized

segments 1-9 are defined and used to construct a set of interleaved data packets A, B, and C.

Here it is assumed that the number of interleaved packets A, B, and C formed is three and that

the number of IP packets 207a-207c used to form the three interleaved packets A, B, and C is

exactly three. Of course, the number of IP packets spread over a group of interleaved packets

may be any convenient number as may be the number of interleaved packets over which the

incoming data stream is spread. The latter, the number of interleaved packets over which the data

stream is spread, is called the interleave window.

To create a packet, the transmitting software interleaves the normal IP packets 207a et;

seq. to form a new set of interleaved payload data 320. This payload data 320 is then encrypted

using a session key to form a set of session-key-encrypted payload data 330, each of which, A,

B, and C, will form the payload of a TARP packet. Using the IP header data, from the original

packets 207a-207c, new TARP headers IPT are formed. The TARP headers IPT can.be identical
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to normal IP headers or customized in some way. In a preferred embodiment, the TARP headers

IPT are IP headers with added data providing the following information required for routing and

reconstruction of messages, some of which data is ordinarily, or capable of being, contained in

normal IP headers:

1. A window sequence number — an identifier that indicates where the packet

belongs in the original message sequence.

2. An interleave sequence number — an identifier that indicates the interleaving

sequence used to form the packet so that the packet can be deinterleaved along with

other packets in the interleave window.

3. A time-to-live (TTL) datum — indicates the number of TARP-router-hops to

be executed before the packet reaches its destination. Note that the TTL parameter

may provide a datum to be used in a probabilistic formula for determining whether to

route the packet to the destination or to another hop.

4. Data type identifier — indicates whether the payload contains, for example,

TCP or UDP data.

5. Sender’s address — indicates the sender’s address in the TARP network.

6. Destination address — indicates the destination terminal’s’address in the TARP

network.

7. Decoy/Real — an indicator of whether the packet contains real message data or

dummy decoy data or a combination.

Obviously, the packets going into a single interleave window must include only packets

with a common destination. Thus, it is assumed in the depicted example that the IP headers of IP

packets 207a-207c all contain the same destination address or at least will be received by the

same terminal so that they can be deinterleaved. Note that dummy or decoy data or packets can

be added to form a larger interleave window than would otherwise be required by the size of a

given message. Decoy or dummy data can be added to a stream to help foil traffic analysis by

leveling the load on the network. Thus, it may be desirable to provide the TARP process with an

ability to respond to the time of day or other criteria to generate more decoy data during low

traffic periods so that communication bursts at one point in the Internet cannot be tied to

communication bursts at another point to reveal the communicating endpoints.
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Dummy data also helps to break the data into a larger number of inconspicuously-sized

packets permitting the interleave window size to be increased while maintaining a reasonable

size for each packet. (The packet size can be a single standard size or selected from a fixed range

of sizes.) One primary reason for desiring for each message to be broken into multiple packets is

apparent if a chain block encryption scheme is used to form the first encryption layer prior to

interleaving. A" single block encryption may be applied to a portion, or the entirety, of a message,

and that portion or entirety then interleaved into a number of separate packets.

Referring to FIG. 3b, in an alternative mode of TARP packet construction, a series of IP

packets are -accumulated to make up a predefined interleave window. The payloads of the

packets are used to construct a single block 520 for chain block encryption using the session key.

The payloads used to form the block are presumed to be destined for the same terminal. The

block size may coincide with the interleave window as depicted in the example embodiment of

FIG. 3b. After encryption, the encrypted block is broken into separate payloads and segments

which are interleaved as in the embodiment of Fig 3a. The resulting interleaved packets A, B,

and C, are then packaged as TARP packets with TARP headers as in the Example of FIG. 3a.

The remaining process is as shown in, and discussed with reference to, FIG. 3a.

Once the TARP packets 340 are formed, each entire TARP packet 340, including the

TARP header IPT, is encrypted using the link key for communication with the first-hop-TARP

router. The first hop TARP router is randomly chosen. A final unencrypted IP header IPC is

added to each encrypted TARP packet 340 to form a normal IP packet 360 that can be

transmitted to a TARP router. Note that the process of constructing the TARP packet 360 does

not have to be done in stages as described. The above description is just a useful heuristic for

describing the final product, namely, the TARP packet.

Note that, TARP header IPT could be a completely custom header configuration with no

similarity to a normal IP header except that it contain the information identified above. This is so

since this header is interpreted by only TARP routers.

The above scheme may be implemented entirely by processes operating between the data

link layer. and the network layer of each server or terminal participating in the TARP system.

Referring to FIG. 4, a TARP transceiver 405 can be an originating terminal 100, a destination

terminal 110, or a TARP router 122-127. In each TARP Transceiver 405, a transmitting process

is generated to receive normal packets from the Network (IP) layer and generate TARP packets
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for communication over the network. A receiving process is generated to receive normal IP

packets containing TARP packets and generate from these normal IP packets which are “passed

up” to the Network (IP) layer. Note that where the TARP Transceiver 405 is a router, the

received TARP packets 140 are not processed into a stream of IP packets 415 because they need

only be authenticated as proper TARP packets and then passed to another TARP router or a

TARP destination terminal 110. The intervening process, a “TARP Layer” 420, could be

combined with either the data link layer 430 or the Network layer 410. In either case, it would

intervene between the data link layer 430 so that the process would receive regular IP packets

containing embedded TARP packets and “hand up” a series of reassembled IP packets to the

Network layer 410. As an examplenof combining the TARP layer 420 with the data link layer

430, a program may augment the normal processes running a communications card, for example,

an Ethernet card. Alternatively, the TARP layer processes may form part of a dynamically

loadable module that is loaded and executed to support communications between the network

and data link layers.

Because the encryption system described above can be inserted between the data link and

network layers, the processes involved in supporting the encrypted communication may be

completely transparent to processes at the IP (network) layer and above. The TARP processes

may also be completely transparent to the data link layer processes as well. Thus, no operations

at or above the network layer, or at or below the data link layer, are affected by the insertion of

the TARP stack. This provides additional security to all processes at or above the network layer,

since the difficulty of unauthorized penetration of the network layer (by, for example, a hacker)

is increased substantially. Even newly developed servers running at the session layer leave all

processes below the session layer vulnerable to attack. Note that in this architecture, security is

distributed. That is, notebook computers used by executives on the road, for example, can

communicate over the Internet without any compromise in security.

Note that IP address changes made by TARP terminals and routers can be done at regular

intervals, at random intervals, or upon detection of “attacks.” The. variation of IP addresses

hinders traffic analysis that might reveal which computers are communicating, and also provides

a degree of immunity from attack. The level of immunity from attack is roughly proportional to

the rate at_which the IP address of the -host is changing.
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As mentioned, IP addresses may be changed in response to attacks. An attack may be

revealed, for example, by a regular series of messages indicates that a router is being probed in

some way. Upon detection of an attack, the TARP layer process may respond to this event by

changing its IP address. To accomplish this, the TARP process will construct a TARP-formatted

message, in the style of Internet Control Message Protocol (ICMP) datagrams as an example;

this message will contain the machine’s TARP address, its previous IP address, and its new IP

address. The TARP layer will transmit this packet to at least one known TARP router; then upon

receipt and validation of the message, the TARP router will update its LUT with the new IP

addressfor the stated TARP address. The TARP router will then format a similar message, and

broadcast it to the other TARP routers so that they may update their LUTS. Since the total

number of TARP routers on any given subnet is expected to be relatively small, this process of

updating the LUTs should be relatively fast. It may not, however, work as well when there is a

relatively large number of TARP routers and/or a relatively large number of clients; this has

motivated a refinement of this architecture to provide scalability; this refinement has led to at

second embodiment, which is_ discussed below.

Upon detection of an attack, the TARP process may also create a subprocess that

maintains the original IP address and continues interacting with the attacker. The latter may

provide an opportunity to trace the attacker or study the attacker’s methods (called “fishbowling”

drawing upon the analogy of a small fish in a fishbowl that “thinks” it is in the ocean but is

actually under captive observation). A history of the communication between the attacker and the

abandoned (fishbowled) IP address can be recorded or transmitted for human analysis or further

synthesized for purposes of responding in some way.

As mentioned above, decoy or dummy data or packets can be added to outgoing data

streams by TARP terminals or routers. In addition to making it convenient to spread data over a

larger number of separate packets, such decoy packets can also help to level the load on inactive

portions of the Internet to help foil traffic analysis efforts.

.Decoy packets may be generated by each TARP terminal 100, 110 or each router 122-

127 on some basis determined by an algorithm. For example, the algorithm may be a random one

which calls for the generation of a packet on a random basis when the terminal is idle.

Alternatively, the algorithm may be responsive to time of day or detection of low traffic to

generate more decoy packets during low traffic times. Note that packets are preferably generated
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in groups, rather than one by one, the groups being sized to simulate real messages. In addition,

so that decoy packets may be inserted in normal TARP message streams, the background loop

may have a latch that makes it more likely to insert decoy packets when a message stream is

being received. That is, when a series of messages are received, the decoy packet generation rate

may be increased. Alternatively, if a large number of decoy packets is received along with

regular TARP packets, the algorithm may increase the rate of dropping of decoy packets rather

than forwarding them. The result of dropping and generating decoy packets in this way is to

make the apparent incoming message size different from the apparent outgoing message size to

help foil traffic analysis. The rate of reception of packets, decoy or otherwise, may be indicated

to the decoy packet dropping and generating processes through perishable decoy and regular

packet counters. (A perishable counter is one that resets or decrements its value in response to

time so that it contains a high value when it is incremented in rapid succession and a small value

when incremented either slowly or a small number of times in rapid succession.) Note that

destination TARP terminal 110 may generate decoy packets equal in number and size to those

TARP packets received to make it appear it is merely routing packets and is therefore not the

destination terminal.

Referring to FIG. 5, the following particular steps may be employedin the above-

described method for routing TARP packets. I

0 S0. A background loop operation is performed which applies an algorithm which determines

the generation of decoy IP packets. The loop is interrupted when an encrypted TARP packet

is received.

0 S2. The TARP packet may be probed in some way to authenticate the packet before

attempting to decrypt it using the link key. That is, the router may determine that the packet

is an authentic TARP packet by performing a selected operation on some data included with

the clear IP header attached to the encrypted TARP packet contained in the payload. This

makes it possible to avoid performing decryption on packets that are not authentic TARP

packets.

0 S3. The TARP packet is decrypted to expose the destination TARP address and an indication

of whether the packet is a decoy packet or part of a real message.

0 S4. If the packet is a decoy packet, the perishable decoy counter is incremented.
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0 S5. Based on the decoy generation/dropping algorithm and the perishable decoy counter

value, if the packet is a decoy packet, the router may choose to throw it away. If the received

packet is a decoy packet and it is determined that it should be thrown away (S6), control

returns to step S0.

0 S7. The TTL parameter of the TARP header is decremented and it is determined if the TTL

parameter is greater than zero.

0 S8. If the TTL parameter is greater than zero, a TARP address is randomly chosen from a list

of TARP addresses maintained by the router and the link key and IP address corresponding

to that TARP address memorized for use in creating a new IP packet containing the TARP

packet.

0 S9. If the TTL parameter is zero or less, the link key and IP address corresponding to the

TARP address of the destination are memorized for use in creating the new IP packet

containing the TARP packet.

0 S10. The TARP packet is encrypted using the memorized link key.

0 S11. An IP header is added to the packet that contains the stored IP address, the encrypted

TARP packet wrapped with an IP header, and the completed packet transmitted to the next

hop or destination.

Referring to FIG. 6, the following particular steps may be employed in the above-

described method for generating TARP packets.

0 S20. A background loop operation applies an algorithm that determines the generation of

decoy IP packets. The loop is interrupted when a data stream containing IP packets is

received for transmission.

0 S21. The received IP packets are grouped into a set consisting of messages with a constant IP

destination address. The set is further broken down to coincide with a maximum size of an

interleave window The set is encrypted, and interleaved into a set of payloads destined to

become TARP packets.

0 S22. The TARP address corresponding to the IP address is determined from a lookup table

and stored to generate the TARP header. An initial TTL count is generated and stored in the
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header. The TTL count may be random with minimum and maximum values or it may be

fixed or determined by some other parameter.

0 S23. The window sequence numbers and interleave sequence numbers are recorded in the

TARP headers of each packet.

0 S24. One TARP router address is randomly chosen for each TARP packet and the IP address

corresponding to it stored for use in the clear IP header. The link key corresponding to this

router is identified and used to encrypt TARP packets containing interleaved and encrypted

data and TARP headers.

0 S25. A clear IP header with the first hop router’s real IP address is generated and added to

each of the encrypted TARP packets and the resulting packets.

Referring to FIG. 7, the following particular steps may be employed in the above-

described method for receiving TARP packets.

0 S40. A background loop operation is performed which applies an algorithm which

determines the generation of decoy IP packets. The loop is interrupted when an encrypted

TARP packet is received.

0 S42. The TARP packet may be probed to authenticate the packet before attempting to

decrypt it using the link key.

0 S43. The TARP packet is decrypted with the appropriate link key to expose the destination

TARP address and an indication of whether the packet is a decoy packet or part of a real

message.

no S44. If the packet is a decoy packet, the perishable decoy counter is incremented.

- S45. Based on the decoy generation/dropping algorithm and the perishable decoy counter

value, if the packet is a decoy packet, the receiver may choose to throw it away.

0 S46. The TARP packets are cached until all packets forming an interleave window are

received.

0 S47. Once all packets of an interleave window are received, the packets are deinterleaved.

0 S48. The packets block of combined packets defining the interleave window is then

decrypted using the session key.
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0 S49. The decrypted block is then divided using the window sequence data and the IPT

headers are converted into normal IPC headers. The window sequence numbers are integrated

in the IPC headers.

0 S50. The packets are then handed up to the IP layer processes.

i. SCALABILITY ENHANCEMENTS

The IP agility feature described above relies on the ability to transmit IP address changes

to all TARP routers. The embodiments including this feature will be referred to as “boutique”

embodiments due to potential limitations in scaling these features up for a large network, such as

the Internet. (The “boutique” embodiments would, however, be robust for use in smaller

networks, such as small virtual private networks, for example). One problem with the boutique

embodiments is that if IP address changes are to occur frequently, the message traffic required to

update all routers sufficiently quickly creates a serious burden on the Internet when the TARP

router and/or client population gets large. The bandwidth burden added to the networks, for

example in ICMP packets, that would be used to update all the TARP routers could overwhelm H
the Internet for a large scale implementation that approached the scale of the Intemet. In other

words, the boutique system’s scalability is limited.

A system can be constructed which trades some of the features of the above embodiments

to provide the benefits of IP agility without the additional messaging burden. This is

accomplished by IP address-hopping according to shared algorithms that govern IP addresses

used between links participating in communications sessions between nodes such as TARP

nodes. (Note that the IP hopping technique is also applicable to the boutique embodiment.) The

IP agility feature discussed with respect to the boutique system can be modified so that it

becomes decentralized under this scalable regime and governed by the above-described shared

algorithm. Other features of the boutique system may be combined with this new type of IP-
agility. I

The new embodiment has the advantage of providing IP agility governed by a local

algorithm and set of IP addresses exchanged by each communicating pair of nodes. This local

governance is session-independent in that it.may govern communications between a pair of

nodes, irrespective of the session or end points being transferred between the directly

communicating pair of nodes.
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In the scalable embodiments, blocks of IP addresses are allocated to each node in the

network. (This scalability will increase in the future, when Internet Protocol addresses are

increased to 128-bit fields, vastly increasing the number of distinctly addressable nodes). Each

node can thus use any of the IP addresses assigned to that node to communicate with other nodes

in the network. Indeed, each pair of communicating nodes can use a plurality of source IP

addresses and destination IP addresses for communicating with each other.

Each communicating pair of nodes in a chain participating in any session stores two

blocks of IP addresses, called netblocks, and an algorithm and randomization seed for selecting,

from each netblock, the next pair of source/destination IP addresses that will be used to transmit

the next message. In other words, the algorithm governs the sequential selection of IP-address

pairs, one sender and one receiver IP address, from each netblock. The combination of algorithm,

seed, and netblock (IP address block) will be called a “hopblock.” A router issues separate

transmit and receive hopblocks to its clients. The send address and the receive address of the IP

header of each outgoing packet sent by the client are filled with the send and receive IP

addresses generated .by the algorithm. The algorithm is “clocked” (indexed) by a counter so that

each time a pair is used, the algorithm turns out a new transmit pair for the next packet to be sent.

The router’s receive hopblock is identical to the client’s transmit hopblock. The router

uses the receive hopblock to predict what the send and receive IP address pair for the next

expected packet from that client will be. Since packets can be received out of order, it is not

possible for the router to predict with certainty what IP address pair will be on the next

sequential packet. To account for this problem, the router generates a range of predictions

encompassing the number of possible transmitted packet send/receive addresses, of which the

next packet received could leap ahead. Thus, if there is a vanishingly small probability that a

given packet will arrive at the router ahead of 5 packets transmittedby the client before the given

packet, then the router can generate a series of 6 send/receive IP address pairs (or “hop window”)

to compare with the next received packet. When a packet is received, it is marked in the hop

window as such, so that a second packet with the same IP address pair will be discarded. If an

out-of—sequence packet does not arrive within a predetermined timeout period, it can be

requested for retransmission or simply discarded from the receive table, depending upon the

protocol in use for that communications session, or possibly by convention.
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When the router receives the client’s packet, it compares the send and receive IP

addresses of the packet with the next N predicted send and receive IP address pairs and rejects

the packet if it is not a member of this set. Received packets that do not have the predicted

source/destination IP addresses falling with the window are rejected, thus thwarting possible

hackers. (With the number of possible combinations, even a fairly large window would be hard

to fall into at random.) If it is a member of this set, the router accepts the packet and processes it

further. This link—based IP-hopping strategy, referred to as “IHOP,” is a network element that

stands on its own and is not necessarily accompanied by elements of the boutique system

described above. If the routing agility feature described in connection with the boutique
embodiment is combined with this link—based IP-hopping strategy, the router’s next step would

be to decrypt the TARP header to determine the destination TARP router for the packet and

determine what should be the next hop for the packet. The TARP router would then forward the

packet to a random TARP router or the destination TARP router with which the source TARP

router has a link—based IP hopping communication established. A

Figure 8 shows how a client computer 801 and a TARP router 811 can establish a secure

session. When client 80] seeks to establish an IHOP session with TARP router 811, the client

801 sends “secure synchronization” request (“SSYN”) packet 821 to the TARP router 811. This

SYN packet 821 contains the client’s 801 authentication token, and may be sent to the router 811

in an encrypted format. The source and destination IP numbers on the packet 821 are the client’s

801 current fixed IP address, and a “known” fixed IP address for the router 811. (For security

purposes, it may be desirable to reject any packets from outside of the local network that are

destined for the router’s known fixed IP address.) Upon receipt and validation of the client’s 801

SSYN packet 821, the router 811 responds by sending an encrypted “secure synchronization

acknowledgment” (“SSYN ACK”) 822 to the client 801. This SSYN ACK 822 will contain the

transmit and receive hopblocks that the client 801 will use when communicating with the TARP

router 811. The client 801 will acknowledge the TARP router’s 811 response packet 822 by

generating an encrypted SSYN ACK ACK packet 823 which will be sent from the client’s 801

fixed IP-address and to the TARP router’s 811 known fixed IP address. The client 801 will

simultaneously generate a SSYN ACK ACK packet; this SSYN ACK packet, referred to as the

Secure Session Initiation (SSI) packet 824, will be sent with the first {sende.r, receiver} IP pair in

the client’s transmit table 921 (FIG. 9), as specified in the transmit hopblock provided by the
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TARP router 811 in the SSYN ACK packet 822. The TARP router 811 will respond to the SSI

packet 824 with an SSI ACK packet 825, which will be sent with the first {sender, receiver} IP

pair in the TARP router’s transmit table 923. Once these packets have been successfully

exchanged, the secure communications session is established, and all further secure

corrmiunications between the client 801 and the TARP router 811 will be conducted via this

secure session, as long as synchronization is maintained. If synchronization is lost, then the client

801 and TARP router 802 may re-establish the secure session by the procedure outlined in

Figure 8 and described above.

While the secure session is active, both the client 901 and TARP router 911 (FIG. 9) will

maintain their respective transmit tables 921, 923 and receive tables 922, 924, as provided by the

TARP router during session synchronization 822. It is important that the sequence of IP pairs in

the client’s transmit table 921 be identical to those in the TARP router’s receive table 924;

similarly, the sequence of IP pairs in the client’s receive table 922 must be identical to those in

the router’s transmit table 923. This is required for the session synchronization to be maintained.

The client 901 need maintain only one transmit table 921 and one receive table 922 during the

course of the secure session. Each sequential packet sent by the client 901 will employ the next

{send, receive} IP address pair in the transmit table, regardless of TCP or UDP session. The

TARP router 911 will expect each packet arriving from the client 901 to bear the next IP address

pair shown in its receive table. '

Since packets can arrive out of order, however, the router 911 can maintain a “look

ahead” buffer in its receive table, and will mark previously-received IP pairs as invalid for future

packets; any future packet containing an IP pair that is in the look-ahead buffer but is marked as

previously received will be discarded. Communications from the TARP router 911 to the client

901 are maintained in an identical manner; in particular, the router 911 will select the next IP

address pair from its transmit table 923 when constructing a packet to send to the client 901, and

the client 901 will maintain a look-ahead buffer of expected IP pairs on packets that it is

receiving. Each TARP router will maintain separate pairs of transmit and receive tables for each

client that is currently engaged in a secure session with or through that TARP router.

While clients receive their hopblocks from the first server linking them to the Internet,

routers exchange hopblocks. When a router establishes a link-based IP-hopping communication

regime with another router, each router of the pair exchanges its transmit hopblock. The transmit
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hopblock of each router becomes the receivevhopblock of the other router. The communication

between routers is governed as described by the example of a client sending a packet to the first

router.

While the above strategy works fine in the IP milieu, many local networks that are

connected to the Internet are Ethernet systems. In Ethernet, the IP addresses of the destination

devices must be translated into hardware addresses, and vice versa, using known processes

(“address resolution protocol,” and “reverse address resolution protocol”). However, if the link-

based IP-hopping strategy is employed, the correlation process would become explosive and

burdensome. An alternative to the link-based IP hopping strategy may be employed within an

Ethernet network. The solution is to provide that the node linking the Internet to the Ethernet

(call it the border node) use the link-based IP-hopping communication regime to communicate

with nodes outside the Ethernet LAN. Within the Ethernet LAN, each TARP node would have a

single IP address which would be addressed in the conventional way. Instead of comparing the

{sender, receiver} IP addresspairs to authenticate a packet, the intra-LAN TARP node would

use one of the IP header extension fields to do so. Thus, the border node uses an algorithm

shared by the intra-LAN TARP node to generate a symbol that is stored in the free field in the IP

header, and the intra-LAN TARP node generates a range of symbols based on its prediction of

the next expected packet to be received from that particular source IP address. The packet is '

rejected if it does not fall into the set of predicted symbols (for example, numerical values) or is

accepted if it does. Communications from the intra-LAN TARP node to the border node are

accomplished in the same manner, though the algorithm will necessarily be different for security

reasons. Thus, each of the communicating nodes will generate transmit and receive tables in a

similar manner to that of Figure 9; the intra-LAN TARP nodes transmit table will be identical to

the border node’s receive table, and the intra-LAN TARP node’s receive table will be identical to

the border node’s transmit table.

The algorithm used for IP address-hopping can be any desired algorithm. For example,

the algorithm can be a given pseudo-random number generator that generates numbers of the

range covering the allowed IP addresses with a given seed. Alternatively, the session participants

can assume a certain type of algorithm and specify simply a parameter for applying the

algorithm. For example the assumed algorithm could be a particular pseudo-random number

generator and the session participants could simply exchange seed values.
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Note that there is no permanent physical distinction between the originating and

destination terminal nodes. Either device at either end point can initiate a synchronization of the

pair. Note also that the authentication/synchronization-request (and acknowledgment) and

hopblock—exchange may all be served by a single message so that separate message exchanges

may not be required.

As another extension to the stated architecture, multiple physical paths can be used by a

client, in order to provide link redundancy and further thwart attempts‘ at denial of service and

traffic monitoring. As shown in Figure 10, for example, client 1001 can establish three

simultaneous sessions with each of three TARP routers provided by different ISPs 1011, 1012,

1013. As an example, the client 1001 can use three different telephone lines 1021, 1022, 1023 to

connect to the ISPs, or two telephone lines and a cable modem, etc. In this scheme, transmitted

packets will be sent in a random fashion among the different physical paths. This architecture

provides a high degree of communications redundancy, with improved immunity from denial-of-

service attacks and traffic monitoring.

2. FURTHER EXTENSIONS

The following describes various extensions to the techniques, systems, and methods

described above. As described above, the security of communications occurring between

computers in a computer network (such as the Internet, an Ethernet, or others) can be enhanced

by using seemingly random source and destination Internet Protocol (IP) addresses for data

packets transmitted over the network. This feature prevents eavesdroppers from determining

which computers in the network are communicating with each other while permitting the two

communicating computers to easily recognize whether a given received data packet is legitimate

or not. In one embodiment of the above-described systems, an IP header extension field is used

to authenticate incoming packets on an Ethernet.

Various extensions to the previously described techniques described herein include: (1)

use of hopped hardware or “MAC” addresses in broadcast type network; (2) a self-

synchronization technique that permits a computer to automatically regain synchronization with

a sender; (3) synchronization algorithms that allow transmitting and receiving computers to

quickly re-establish synchronization in the event of lost packets or other events; and (4) a fast-

packet rejection mechanism for rejecting invalid packets. Any or all of these extensions can be

combined with the features described above in any of various ways.
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A. Hardware Address Hopping

Internet protocol-based communications techniques on a LAN——or /across any dedicated

physical medium-——typically embed the IP packets within lower-level packets, often referred to -
3

as “frames.’ As shown in FIG. 11, for example, a first Ethernet frame 1150 comprises a frame

header 1101. and two embedded IP packets IP1 and IP2, while a second Ethernet frame 1160

comprises a different frame header 1104 and a single IP packet IP3. Each frame header

generally includes a source hardware address 1101A and a destination hardware address 1101B;

other well-_known fields in frame headers are omitted from FIG. 11 for clarity. Two hardware

nodes communicating over a physical communication channel insert appropriate source and

destination hardware addresses toiindicate which nodes on the charmel or network should receive

the frame. I

It may be possible for a nefarious listener to acquire information about the contents of a

frame and/or its communicants by examining frames on a local network rather than (or in

addition to) the IP packets themselves. This is especially true in broadcast media, such as

Ethernet, where it is necessary to insert into the frame header the hardware address of the

machine that generated the frame and the hardware address of the machine to which frame is

being sent. All nodes on the network can potentially “see” all packets transmitted across the

network. This can be a problem for secure communications, especially in cases where the

communicants do not want for any third party to be able to identify who is engaging in the

information exchange. One way to address this problem is to push the address-hopping scheme

down to the hardware layer. In accordance with various embodiments of the invention, hardware

addresses are “hopped” in a manner similar to that used to change—IP addresses, such that a

listener cannot determine which hardware node generated a particular message nor which node is

the intended recipient.

FIG. 12A shows a system in which Media Access Control (“MAC”) hardware addresses

are “hopped” in order to increase security over a network such as an Ethernet. While the

description refers to the exemplary case of an Ethernet environment, the inventive principles are

equally applicable to other types of communications media. In the Ethernet case, the MAC

address of the sender and receiver are inserted into the Ethernet frame and can be observed by

anyone on the LAN who is within the broadcast range for that frame. For secure
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communications, it becomes desirable to generate frames with MAC addresses that are not

attributable to any specific sender or receiver.

As shown in FIG. 12A, two computer nodes 1201 and 1202 communicate over a

communication channel such as an Ethernet. Each node executes one or more application

programs 1203 and 1218 that communicate by transmitting packets through communication

software 1204 and 1217, respectively. Examples of application programs include video

conferencing, e-mail, word processing programs, telephony, and the like. Communication

software 1204 and 1217 can comprise, for example, an OSI layered architecture or “stack” that

standardizes various services provided at different levels of functionality.

The lowest levels of communication software 1204 and 1217 communicate with

hardware components 1206 and 1214 respectively, each of which can include one or more

registers 1207 and 1215 that allow the hardware to be reconfigured or controlled in accordance

with various communication protocols. The hardware components (an Ethernet network

interface card, for example) communicate with each other over the communication medium.

Each hardware component is typically pref-assigned a fixed hardware address or MAC number

that identifies the hardware component to other nodes on the network. One or more interface

drivers control the operation of each card and can, for example, be configured to accept or reject ‘
packets from certain hardware addresses. As will be described in more detail below, various

embodiments of the inventive principles provide for “hopping” different addresses using one or

more algorithms and one or more moving windows that track a range of valid addresses to

validate received packets. Packets transmitted according to one or more of the inventive

principles will be generally referred to as “secure” packets or “secure communications” to

differentiate them from ordinary data packets that are transmitted in the clear using ordinary,

machine-correlated addresses.

One straightforward method of generating non-attributable MAC addresses is an

extension of the IP hopping scheme. In this scenario, two machines on the same LAN that desire

to communicate in a secure fashion exchange random-number generators and seeds, and create

sequences of quasi-random MAC addresses for synchronized hopping. The implementation and

synchronization issues are then similar to that of IP hopping.

This approach, however, runs the risk of using MAC addresses that are currently active

on the LAN———which, in turn, could interrupt communications for those machines. Since an
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Ethernet MAC address is at present 48 bits in length, the chance of randomly misusing an active

MAC address is actually quite small. However, if that figure is multiplied by a large number of _

nodes (as would be found on an extensive LAN), by a large number of frames (as might be the

case with packet voice or streaming video), and by a large number of concurrent Virtual Private

Networks (VPNs), then the chance that a non-secure machine’s MAC address could be used in

an address—hopped frame can become non-trivial. In short, any scheme that runs even a small

risk of interrupting communications for other machines on the LAN is bound to receive

resistance from prospective system administrators. Nevertheless, it is technically feasible, and

can be implemented without risk on a LAN on which there is a small number of machines, or if

all of the machines on the LAN are engaging in MAC-hopped communications.

Synchronized MAC address hopping may incur some overhead in the course of session

establishment, especially if there are multiple sessions or multiple nodes involved in the

communications. A simpler method of randomizing MAC addresses is to allow each node to

receive and process every incident- frame on the network. Typically, each network interface

driver will check the destination MAC address in the header of every incident frame to see if it

matches that machine’s MAC address; if there is no match, then the frame is discarded. In one

embodiment, however, these checks can be disabled, and every incident packet is passed to the

TARP stack for processing. This will be referred .to as “promiscuous” mode,_since every incident

frame is processed. Promiscuous mode allows the sender to use -completely random,

unsynchronized MAC addresses, since the destination machine is guaranteed to process the

frame. The decision as to whether the packet was truly intended for that machine is handled by

the TARP stack, which checks the source and destination IP addresses for a match in its IP

synchronization tables. If no match is found, the packet is discarded; if there is a match’, the

packet isunwrapped, the inner header is evaluated, and if the inner header indicates that the

packet is destined for that machine then the packet is forwarded to the IP stack—otherwise it is

discarded.

One disadvantage of purely-random MAC address hopping is" its impact on processing

overhead; that is, since every incident frame must be processed, the machine’s CPU is engaged

considerably more often than if the network interface driver is discriminating and rejecting

packets unilaterally. A compromise approach is to select either a single fixed MAC address or a

small number of MAC addresses (e. g., one for each virtual private network on an Ethernet) to
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use for MAC-hopped communications, regardless of the actual recipient for which the message

is intended. In this mode, the network interface driver can check each incident frame against one

(or a few) pre-established MAC addresses, thereby freeing the CPU from the task of physical-

layer packet discrimination. This scheme does not betray any useful information to an interloper

on the LAN; in particular, every secure packet can already be identified by a unique packet type

in the outer header. However, since all machines engaged in secure communications would

either be using the same MAC address, or be selecting from a small pool of predetermined MAC

addresses, the association between a specific machine and a specific MAC address is effectively

broken. I

In this scheme, the CPU will be engaged more often than it would be in non-secure

communications (or in synchronized MAC address hopping), since the network interface driver

cannot always unilaterally discriminate between secure packets that are destined for that

machine, and secure packets from other VPNs. However, the non-secure traffic is easily

eliminated at the network interface, thereby reducing the amount of processing required of the

CPU. There are boundary conditions where these statements would not hold, of course—e.g., if

all of the traffic on the LAN is secure traffic, then the CPU would be engaged to the same degree

as it is in the purely-random address hopping case; alternatively, if each VPN on the LAN uses a

different MAC address, then the network interface can perfectly discriminate secure frames

destined for the local machine from those constituting other VPNs. These are engineering

tradeoffs that might be best handled by providing administrative options for the users when

installing the software and/or establishing VPNs.

Even in this scenario, however, there still remains a slight risk of selecting MAC

addresses that are being used by one or more nodes on the LAN. One solution to this problem is

to formally assign one address or a range of addresses for use in MAC-hopped communications.

This is typically done via an assigned numbers registration authority; e.g., in the case of

Ethernet, MAC address ranges are assigned to vendors by the Institute of Electrical and

Electronics Engineers (IEEE). A formally-assigned range of addresses would ensure that secure

frames do not conflict with any properly-configured and properly-functioning machines on the
LAN.

Reference will now be made to FIGS. 12A and 12B in order to describe the many

combinations and features that follow the inventive principles. As explained above, two
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computer nodes 1201 and 1202 are assumed to. be communicating over a network or

communication medium such as an Ethernet. A communication protocol in each node (1204 and

1217, respectively) contains a modified element 1205 and 1216 that perfonns certain functions

that deviate from the standard communication protocols. In particular, computer node 1201

implements a first “hop” algorithm 1208X that selects seemingly random source and destination

IP addresses (and, in one embodiment, seemingly random IP header discriminator fields) in order

to transmit each packet ‘to the other computer node. For example, node 1201 maintains a

transmit table 1208 containing triplets of source (S), destination (D), and discriminator fields

(DS) that are inserted into outgoing IP packet headers. The table is generated through the use of

an appropriate algorithm (e.g., a random number generator that is seeded with an appropriate

seed) that is known to the recipient node 1202. As each new IP packet is formed, the next

sequential entry out of the sender’s transmit table 1208 is used to populate the IP source, IP

destination, and IP header extension field (e.g., discriminator field). It will be appreciated that

the transmit table need not be created in advance but could instead be created on-the-fly by

executing the algorithm when each packet is formed.

At the receiving node 1202, the same IP hop algorithm 1222X is maintained and used to

generate a receive table 1222 that lists valid triplets of source IP address, destination IP address,

and discriminator field. This is shown by virtue of the first five entries of transmit table 1208

matching the second five entries of receive table 1222. (The tables may be slightly offset at any

particular time due to lost packets, misordered packets, or transmission delays). Additionally,

node 1202 maintains a receive window W3 that represents a list of valid IP source, IP

destination, and discriminator fields that will be accepted when received as part of an incoming

IP packet. As packets are received, window W3 slides down the list of valid entries, such that

the possible valid entries change over time. Two packets that arrive out of order but are

nevertheless matched to entries within window W3 will be accepted; those falling outside of

window W3 will be rejected as invalid. The length of window W3 can be adjusted as necessary

to reflect network delays or other factors.

Node 1202 maintains a similar transmit table 1221 for creating IP packets and frames

destined for node 1201 using a potentially different hopping algorithm 122lX, and node 1201

maintains a matching receive table 1209 using the same algorithm 1209X. As node 1202

transmits packets to node 1201 using" seemingly random IP source, IP destination, and/or
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discriminator fields, node 1201 matches the incoming packet values to those falling within

window W1 maintained in its receive table. In effect, transmit table 1208 of node 1201 is

synchronized (i.e., entries are selected in the same order) to receive table 1222 of receiving node

1202. Similarly, transmit table 1221 of node 1202 is synchronized to receive table 1209 of node

1201. It will be appreciated that although a common algorithm is shown for the source,

destination and discriminator fields in FIG. 12A (using, e.g., a different seed for each of the three

fields), an entirely different algorithm could in fact be used to establish values for each of these

fields. It will also be appreciated that one or two of the fields can be “hopped” rather than all

three as illustrated.

In accordance with another aspect of the invention, hardware or “MAC” addresses are

hopped instead of or in addition to IP addresses and/or the discriminator field in order to improve

security i-n a local area or broadcast-type network. To that end, node 1201 further maintains a

transmit table 1210 using a transmit algorithm 1210X to generate source and destination

hardware addresses that are inserted into frame headers (e.g., fields 1101A and 1101B in FIG.

11) that are synchronized to a corresponding receive table 1224 at node 1202. Similarly, node

1202 maintains a different transmit table 1223 containing source and destination hardware

addresses that is synchronized with a corresponding receive table 1211 at node 1201. In this

manner, ‘outgoing hardware frames appear to be originating from and going to completely

random nodes onlthe network, even though each recipient can determine whether a given packet

is intended for it or not. It will be appreciated that the hardware hopping feature can be

implemented at a different level in the communications protocol than the IP hopping feature

(e.g., in a card driver or in a hardware card itself to improve performance).

FIG. 12B shows three different embodiments or modes that can be employed using the

aforementioned principles. In a first mode referred to as “promiscuous” mode, a common

hardware address (e.g., a fixed address for source and another for destination) or else a

completely random hardware address is used by all nodes on the network, such that a particular

packet cannot be attributed to any one node. Each node must initially accept all packets

containing the common (or random) hardware address and inspect the IP addresses or

discriminator field to determine whether the packet is intended for that node. In this regard,
either the IP addresses or the discriminator field or both can be varied in accordance with an

algorithm as described above. As explained previously, this may increase each node’s overhead
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since additional processing is involved to determine whether a given packet has valid source and

destination hardware addresses. 1

In a second mode referred to as “promiscuous per VPN” mode, a small set of fixed

hardware addresses are used, with a fixed source/destination hardware address used for all nodes

communicating over a virtual private network. For example, if there are six nodes on an

Ethernet, and the network is to be split up into two private virtual networks such that nodes on

one VPN can communicate with only the other two nodes on its own VPN, then two sets of

hardware addresses could be used: one set for the first VPN and a second set for the second

VPN. This would reduce the amount of overhead involved in checking for valid frames since
only packets arriving from the designated VPN would need to be checked. IP addresses and one

or more discriminator fields could still be hopped as before for secure communication within the

VPN. Of course, this solution compromises the anonymity of the VPNs (i.e., an outsider can

easily tell what traffic belongs in which VPN, though he cannot correlate it to a specific

machine/person). It also requires the use of a discriminator field to mitigate the vulnerability to

certain types of DOS attacks. (For example, without the discriminator field, an attacker on the

LAN could stream frames containing the MAC addresses being used by the VPN; rejecting those

frames could lead to excessive processing overhead. The discriminator field would provide a

low-overhead means of rejecting the false packets.)

In a third mode referred to as “hardware hopping” mode, hardware addresses are varied

as illustrated in FIG. 12A, such that hardware source and destination addresses are changed

constantly in order to provide non-attributable addressing. Variations on these embodiments are

of course possible, and the invention is not intended to be limited in any" respect by these

illustrative examples.

B. Extending the Address Space

Address hopping provides security and privacy. However, the level of protection is

limited by the number of addresses in the blocks being hopped. A hopblock denotes a field or

fields modulated on a packet-wise basis for the purpose of providing a VPN. For instance, if two

nodes communicate with IP address hopping using hopblocks of 4 addresses (2 bits) each, there

would be 16 possible address-pair combinations. A window of size 16 would result in most

address pairs being accepted as valid most of the time. This limitation can be overcome by using

a discriminator field in addition to or instead of the hopped address fields. The discriminator
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field would be hopped in exactly the same fashion as the address fields and it would be used to

determine whether a packet should be processed by a receiver.

Suppose that two clients, each using four-bit hopblocks, would like the same level of

protection afforded to clients communicating via IP hopping between two A blocks (24 address

bits eligible for hopping). A discriminator field of 20 bits, used in conjunction with the 4 address

bits eligible for hopping in the IP address field, provides this level of ‘protection. A 24-bit

discriminator field would provide a ‘similar level of protection if the address fields were not

hopped or ignored. Using a discriminator field offers the following advantages: (1,) an arbitrarily

high level of protection can be provided, and (2) address hopping is unnecessary to provide

protection. This may be important in environments where address hopping would cause routing

problems.

i C. Synchronization Technigues

It is generally assumed that once a sending node and receiving node have exchanged

algorithms and seeds (or similar information sufficient to generate quasi-random source and

destination tables), subsequent communication between the two nodes will proceed smoothly.

Realistically, however, two nodes may lose synchronization due to network delays or outages, or

other problems. Consequently, it is desirable to provide means for re-establishing

synchronization between nodes in a network that have lost synchronization.

One possible technique is to require that each node provide an acknowledgment upon

successful receipt of each packet and, if no acknowledgment is received within a certain period

of time, to re—send the unacknowledged packet. This approach, however, drives up overhead

costs and may be prohibitive in high-throughput environments such as streaming video or audio,l

for example.

A different approach is to employ an automatic synchronizing technique that will be

referred to herein as “self-synchronization.” In this approach, synchronization information is

embedded into each packet, thereby enabling the receiver to re-synchronize itself upon receipt ofA

a single packet if it determines that is has lost synchronization with the sender. (If

communications are already in progress, and the receiver determines that it is still in sync with

the sender, then there is no need to re-synchronize.) A receiver could detect that it was out of

synchronization by, for example, employing a “dead-man” timer that expires after a certain

36

Petitioner Apple Inc. —' Exhibit 1026, p. 42



Petitioner Apple Inc. - Exhibit 1026, p. 43

Cont. of Appln. No. 10/702,486

period of time, wherein the timer is reset with each valid packet. A time stamp could be hashed

into the public sync field (see below) to preclude packet-retry attacks.

In one embodiment, a “sync field” is added to the header of each packet sent out by the

sender. This sync field could appear in the clear. or as part of an encrypted portion of the packet.

Assuming that a sender and receiver have selected a random-number generator (RNG) and seed

value, this combination of RNG and seed can be used to generate a random-number sequence.

(RNS). The RNS is then used to generate a sequence of source/destination IP pairs (and, if

desired, discriminator fields and hardware source and destination addresses), as described above.

It is not necessary, however, to generate the entire sequence (or the first N-1 values) in order to

generate the Nth random number in the sequence; if the sequence index N is known, the random

value corresponding to that index can be directly generated (see below). Different RNGs (and

seeds) with different fundamental periods could be used to generate the source and destination IP

sequences, but the basic concepts would still apply. For the sake of simplicity, the following

discussion will assume that IP source and destination address pairs (only) are hopped using a

single RNG sequencing mechanism.

In ‘accordance with a “self-synchronization” feature, a sync field in each packet header

provides an index (i.e., a sequence number) into the RNS that is being used to generate IP pairs.

Plugging this index into the RNG that is being used to generate the RNS yields a specific random

I number value, which in turn yields a specific IP pair. That is, an IP pair can be generated directly

from knowledge of the RNG, seed, and index number; it is not necessary, in this scheme, to

generate the entire sequence of random numbers that precede the sequence value associated with

the index number provided.

Since the communicants have presumably previously exchanged RNGs and seeds, the

only new information that must be provided in order to generate an IP pair is the sequence

number. If this number is provided by the sender in the packet header, then the receiver need

only plug this number into the RNG in order to generate an IP pair — and thus verify that the IP

pair appearing in the header of the packet is valid. In this_scheme, if the sender and receiver lose

synchronization, the receiver can immediately re-synchronize upon receipt of a single packet by

simply comparing the IP pair in the packet header to the IP pair generated from the index

number. Thus, synchronized communications can be resumed upon receipt of a single packet,

making this scheme ideal for multicast communications. Taken to the extreme, it could obviate
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the need for synchronization tables entirely; that is, the sender and receiver could simply rely on

the index number in the sync field to validate the IP pair on each packet, and thereby eliminate

the tables entirely.

The aforementioned scheme may~have some inherent security issues associated with it —

namely, the placement of the sync field. If the field is placed in the outer header, then an

interloper could observe the values of the field and their relationship to the IP stream. This could

potentially compromise the algorithm that is being used to generate the IP-address sequence,

which would compromise the security of the communications. If, however, the value is placed in

the inner header, then the sender must decrypt the inner header before it can extract the sync

value and validate the IP pair; this opens up the receiver to certain types of denial-of-service

(DOS) attacks, such as packet replay. That is, if the receiver must decrypt a packet before it can

validate the IP pair, then it could potentially be forced to expend a significant amount of

processing on decryption if an attacker simply retransmits previously valid packets. Other attack
methodologies are possible in this scenario. V

A possible compromise between algorithm security and processing speed is to split up the

sync value between an inner (encrypted) and outer (unencrypted) header. That is, if the sync

value is sufficiently long, it could potentially be split into a rapidly-changing part that can be

viewed in the clear, and a fixed (or very slowly changing) part that must be protected. The part

that can be viewed in the clear will be called the “public sync” portion and the part that must be

protected will be called the “private sync” portion. H

Both the public sync and private sync portions are needed to generate the complete sync

value. The private portion, however, can be selected such that it is fixed or will change only

occasionally. Thus, the private sync value can be stored by the recipient, thereby obviating the

need to decrypt the header in order to retrieve it. If the sender and receiver have previously

agreed upon the frequency with which the private part of the sync will change, then the receiver

can selectively decrypt a single header in order to extract the new private sync if the

communications gap that has led to lost synchronization has exceeded the lifetime of the

previous private sync. This should not represent a burdensome amount of decryption, and thus

should not open up the receiver to denial-of-service attack simply based on the need to

occasionally decrypt a single header.
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One implementation of this is to use a hashing function with a one-to-one mapping to

generate the private and public sync portions from the sync value. This implementation is shown

in FIG. 13, where (for example) a first ISP 1302 is the sender and a second ISP 1303 is the

receiver. (Other alternatives are possible from FIG. 13.) A transmitted packet comprises a public

or “outer” header 1305 that is not encrypted, and a private or “inner” header 1306 that is

encrypted using for example a link key. Outer header 1305 includes a public sync portion while

inner header 1306 contains the private sync portion. A receiving node decrypts the inner header

using a decryption function 1307 in order to extract the private sync portion. This step is

necessary only if the lifetime of the currently buffered private sync has expired. (If the

currently-buffered private sync is still valid, then it is simply extracted from memory and

“added” (which could be an inverse hash) to the public sync, as shown in step 1308.) The public

and decrypted private sync portions are combined in function 1308 in order to generate the

combined sync 1309. The combined sync (1309) is then fed into the RNG (1310) and compared

to the IP address pair (1311) to validate or reject the packet.

An important consideration in this architecture is the concept of “future” and “past”

where the public sync values are concerned. Thoughthe sync values, themselves, should be

random to prevent spoofing attacks, it may be important that the receiver be able to quickly

identify a sync value that has already been sent —— even if the packet containing that sync value

was never actually received by.the receiver.’ One solution is to hash a time stamp or sequence

number into the public sync portion, which could be quickly extracted, checked, and discarded,

thereby validating the public sync portion itself.

In one embodiment, packets can be checked by comparing the source/destination IP pair

generated by the sync field with the pair appearing in the packet header. If (1) they match, (2) the

time stamp is valid, and (3) the dead-man timer has expired, then re-synchronization occurs;

otherwise,.the packet is rejected. If enough processing power is available, the dead-man timer

and synchronization tables can be avoided altogether, and the receiver would simply

resynchronize (e.g., validate) on every packet.

The foregoing scheme may require large-integer (e.g., 160-bit) math, which may affect its

implementation. Without such large-integer registers, processing throughput would be affected,

thus potentially affecting security from a denial-of-service standpoint. Nevertheless, as large-
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integer math processing features become more prevalent, the costs of implementing such a

feature will be reduced.

D. Other Synchronization Schemes

As explained above, if W or more consecutive packets are lost between a transmitter and

receiver in a VPN (where W is the window size), the receiver’s window will not have been

updated and the transmitter will be transmitting packets not in the receiver’s window. The sender

and receiver will not recover synchronization until perhaps the random pairs in the window are

repeated by chance. Therefore, there is a need to keep a transmitter and receiver in

synchronization whenever possible and to re-establish synchronization whenever it is lost.

A _“checkpoint” scheme can be used to regain synchronization between a sender and a

receiver that have fallen out of synchronization. In this scheme, a checkpoint message

comprising a random IP address pair is used for communicating synchronization information. In

one embodiment, two messages are used to communicate synchronization information between a

sender and a recipient:

1. SYNC_REQ is a message used by the sender to indicate that it wants to synchronize;

and

2. SYNC_ACK is a message used by the receiver to inform the transmitter that it has

been synchronized.

According to one variation of this approach, both the transmitter and receiver maintain three

checkpoints (see FIG. 14):

1. In the transmitter, ckpt_o (“checkpoint old”) is the IP pair that was used to re-send the

last SYNC_REQ packet to the receiver. In the receiver, ckpt_o (“checkpoint old”) is

the IP pair that receives repeated SYNC_REQ packets from the transmitter. .

2. In the transmitter, ckpt_n (“checkpoint new”) is the IP pair that will be used to send

the next SYNC_REQ packet to the receiver. In the receiver, ckpt_n (“checkpoint

new”) is the IP pair that receives a new SYNC_REQ packet from the transmitter and

which causes the receiver’s window to be re-aligned, ckpt_o set to ckpt_n, a new

ckpt_n to be generated and a new ckpt_r to be generated.

3. In the transmitter, ckpt_r is the IP pair that will be used to send the next SYNC_ACK

packet to the receiver. In the receiver, ckpt_r is the IP pair that receives a new

SYNC_ACK packet from the transmitter and which causes a new ckpt_n to be
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generated. Since SYNC_ACK is transmitted from the receiver ISP to the sender ISP,

the transmitter ckpt_r refers to the ckpt_r of the receiver and the receiver ckpt_r refers

to the ckpt_r of the transmitter (see FIG. 14).

When a transmitter initiates synchronization, the IP pair it will use to transmit the next data

packet is set to a predetermined value and when a receiver first receives a SYNC_REQ, the

receiver window is updated to be centered on the transmitter’s next IP pair. This is the primary

mechanism for checkpoint synchronization.

Synchronization can be initiated by a packet counter (e.g., after every N packets

transmitted, initiate a synchronization) or by a timer (every S seconds, initiate a synchronization)

or a combination of both. See FIG. 15. From the transmitter’s perspective, this technique

operates as follows: (1) Each transmitter periodically transmits a “sync request” message to the

receiver to make sure that it is in sync. (2) If the receiver is still in sync, it sends back a “sync

ack” message.. (If this works, no further action is necessary). (3) If no “sync ack” has been

received within a period of time, the transmitter retransmits the sync request again. If the

transmitter reaches the next checkpoint without receiving a “sync ack” response, then

synchronization is broken, and the transmitter should stop transmitting. The transmitter will

continue to send sync_reqs until it receives a sync_ack , at which point transmission is

reestablished.

From the receiver’s perspective, the scheme operates as follows: (1) when it receives a

“sync request” request from the transmitter, it advances its window to the next checkpoint
position (even skipping pairs if necessary), and sends a “sync ack” message to the transmitter. If

sync was never lost, then the “jump ahead” really just advances to the next available pair of

addresses in the table (i.e., normal advancement).

If an interloper intercepts the “sync request” messages and tries to interfere with

communication by sending new ones, it will be ignored if the synchronization has been

established or it will actually help to re—establish synchronization.

A window is realigned whenever a re—synchronization occurs. This realignment entails

updating the receiver’s window to straddle the address pairs used by the packet transmitted

immediately after the transmission of the SYNC_REQ packet. Normally, the transmitter and

receiver are in synchronization with one another. However, when network events occur, the

receiver’s window may have to be advanced by many '_steps during resynchronization. In this
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case, it is desirable to move the ‘window ahead without having to step through the intervening

random numbers sequentially. (This feature is also desirable for the auto-sync approach

discussed above).

E. Random Number Generator with a Jump-Ahead capability

An attractive method for generating randomly hopped addresses is to use identical

random number generators in the transmitter and receiver and advance them as packets are

transmitted and received. There are many random number generation algorithms that could be

used. Each one has strengths and weaknesses for address hopping applications.

Linear congruential random number generators (LCRs) are fast, simple and well

characterized random number generators that can be made to jump ahead n steps efficiently. An

LCR generates random numbers X1, X2, X3 Xk starting with seed X0 using a recurrence

Xi=(a X_. + b) mod c, (1)

where a, b and define a particular LCR. Another expression for X,

' X;=((a“(X0+b)-b)/(a-1)) mod c (2)

enables the jump-ahead capability. The factor ai can grow very large even for modest i if left

unfettered. Therefore some special properties of the modulo operation can be used to control the

size and processing time required to compute (2). (2) can be rewritten as:

X.=(a‘ (Xo(a-1)+b)-b)/(a—1) mod c. (3)

It can be shown that:

(ai(Xo(a-1)+b)-b)/(a-1) mod c =

((ai mod((a-1)c)(X0(a-1)+b) -b) /(a-1)) mod‘ c (4).

(Xo(a-1)+b) can be stored as (Xo(a-l)+b) mod c, b as b mod c and compute ai mod((a-1)c) (this

requires O(log(i)) steps).

A practical implementation of this algorithm would jump a fixed distance, n, between

synchronizations; this is tantamount to synchronizing every n packets. The window would

commence n IP pairs from the start of the previous window. Using X", the random number at

the j"‘ checkpoint, as X0 and n as i, a node can store a" mod((a-1)c) once per LCR and set

Xj+1w=X,,g+1)=((a" mod((a—1)c) (Xjw (a-1)+b)-b)/(a-1))mod c, (5)

to generate the random number for the j+1"' synchronization. Using this construction, a node

could jump ahead an arbitrary (but fixed) distance between synchronizations in a constant

amount of time (independent of n).
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Pseudo-random number generators, in general, and LCRs, in particular, will eventually

repeat their cycles. This repetition may present vulnerability in the IP hopping scheme. An

adversary would simply have to wait for a repeat to predict future sequences. One way of coping

with this vulnerability is to create a random number generator with a known long cycle. A

random sequence can be replaced by a new random number generator before it repeats. LCRs

can be constructed with known long cycles. Thisiis not currently true of many random number

generators.

Random number generators can be cryptographically insecure. An adversary can derive

the RNG parameters by examining the output or part of the output. This is true of LCGs. This

vulnerability can be mitigated by incorporating an encryptor, designed to scramble the output as

part of the random number generator. The random number generatorpreventsl an adversary from

mounting an attack—e.g., a known plaintext attack—against the encryptor.

F. Random Number Generator Example

Consider a RNG where a=31,b=4 and c=15. For this case equation (1) becomes:

X,=(31 X;_1 + 4) mod 15. (6)

If one sets Xo=1, equation (6) will produce the sequence 1, 5, 9, 13, 2, 6, 10, 14, 3, 7, 11,

O, 4, 8, 12. This sequence will repeat indefinitely. For a jump ahead of 3 numbers in this

sequence a"= 3 l3=29791, c*(a-1)=15 * 30=450 and a" mod((a-1)c) =

313mod(15*30)=29791mod(45O)=91. Equation (5) becomes:

((91 (X.‘30+4)-4)/30)mod 15 (7).

Table 1 shows the jump ahead calculations from (7) . The calculations start at 5 and jump ahead

TABLE 1

 
G. Fast Packet Filter
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Address hopping VPNs must rapidly determine whether a packet has a valid header and

thus requires further processing, or has an invalid header (a hostile packet) and should be

immediately rejected. Such rapid determinations will be referred to as “fast packet filtering.”

Thislcapability protects the VPN from attacks by aniadversary who streams hostile packets at the

receiver at a high rate of speed in the hope of saturating the receiver’s processor (a so-called

“denial of service” attack). Fast packet filtering is an important feature for implementing VPNs

on shared media such as Ethernet. I

Assuming that all participants in a VPN share an unassigned “A” block of addresses, one

possibility is to use an experimental “A” block that will never be assigned to any machine that is

not address hopping on the shared medium. “A” blocks have a 24 bits of address that can be

hopped as opposed to the 8 bits in “C” blocks. In this case a hopblock will be the “A” block.

The use of the experimental “A” block is a likely option_on an Ethernet because:

1. The addresses have no validity outside of the Ethernet and will not be routed out to a valid

outside destination by a gateway.

2. There are 224 (~16 million) addresses that can be hopped within each “A” block. This yields

>280 trillion possible address pairs making it very unlikely that an adversary would guess a

valid address. It also provides acceptably low probability of collision between separate VPNs

(all VPNs on a shared medium independently generate random address pairs from the same

“A” block).

3. The packets will not be received by someone on the Ethernet who is not on a VPN (unless

the machine is in promiscuous mode) minimizing impact on non-VPN computers.

The Ethernet example will be used to describe one implementation of fast packet

filtering. The ideal algorithm would quickly examine a packet header, determine whether the

packet is hostile, and reject any hostile packets or determine which active IP pair the packet

header matches. The problem is a classical associative memory problem. A variety of techniques

have been developed to solve this problem (hashing, B—trees etc). Each of these approaches has

its strengths and weaknesses. For instance, hash tables can be made to operate quite fast in a

statistical sense, but can occasionally degenerate into a much slower algorithm. This slowness

can persist for a period of time. Since there is a need to discard hostile packets quickly at all

times, hashing would be unacceptable.

H. Presence Vector Algorithm
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A presence vector is a bit vector of length 2" that can be indexed by n-bit numbers (each

ranging from 0 to 2"—1). One can indicate the presence of k rz-bit numbers (not necessarily

unique), by setting the bits in the presence vector indexed by each number to 1. Otherwise, the

bits in the presence vector are 0. An rz-bit number, x, is one of the k numbers if and only if the x"‘

bit of the presence vector is 1. A fast packet filter can be implemented by indexing the presence

vector and looking for a 1, which will be referred to as the “test.”

For example, suppose one wanted to represent the number 135 using a presence vector.

The 135"‘ bit of the vector would be set. Consequently, one could very quickly determine

whether an address of 135 was valid by checking only one bit: the 135"‘ bit. The presence

vectors could be created in advance corresponding to the table entries for the IP addresses. In

effect, the incoming addresses can be used as indices into a long vector, making comparisons

very fast. As each RNG generates a new address, the presence vector is updated to reflect the

information. As the window moves, the presence vector is updated to zero out addresses that are

no longer valid. I

There is a trade-off between efficiency of the test and the amount of memory required for

storing the presence vector(s). For instance, if one were to use the 48 bits of hopping addresses

as an index, the presence vector would have to be 35 terabytes. Clearly, this is too large for

practical purposes. Instead, the 48 bits can be divided into several smaller fields. For instance,

one could subdivide the 48 bits into four 12-bit fields (see FIG. 16). This reduces the storage

requirement to 2048 bytes at the expense of occasionally having to process a hostile packet. In

effect, instead of one long presence vector, the decomposed address portions must match all four

shorter presence vectors before further processing is allowed. (If the first part of the address

portion doesn’t match the first presence vector, there is no need to check the remaining three

presence vectors). I V
A presence vector will have a 1 in the ym bit if and only if one or more addresses with a

corresponding field of y are active. An address is active only if each presence vector indexed by

the appropriate sub-field of the address is 1.

Consider a window of 32 active addresses and 3 checkpoints. A hostile packet will be

rejected by the indexing of one presence vector more than 99% of the time. _A hostile packet will

be rejected by the indexing of all 4 presence vectors more than 99.9999995% of the time. On

average, hostile packets will be rejected in less than 1.02 presence vector index operations.
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The small percentage of hostile packets that pass the fast packet filter will be rejected

when matching pairs are not found in the active window or are active checkpoints. Hostile

packets that serendipitously match a header will be rejected when the VPN software attempts to

decrypt the header. However, these cases will be extremely rare. There are many other ways this

methodlcan be configured to arbitrate the space/speed tradeoffs.

I. Further Synchronization Enhancements

A slightly modified form of the synchronization techniques described above can be

employed. The basic principles of the previously described checkpoint synchronization scheme

remain unchanged. The actions resulting from the reception of the checkpoints are, however,

slightly different. In this variation, the receiver will maintain between OoO (“Out of Order”) and

2xWINDOW_SIZE+OoO active addresses (1 S000 SWINDOW_SIZE and WINDOW_SIZE

Z1). OoO and WINDOW_SIZE are engineerable parameters, where OoO is the minimum

number of addresses needed to accommodate lost packets due to events in the network or out of

order arrivals and WINDOW_SIZE is the number of packets transmitted before a SYNC_REQ is

issued. FIG. 17 depicts a storage array for a receiver’s active addresses.

The receiver starts with the first 2xWINDOW_SIZE addresses loaded and active

(ready to receive data). As packets are received, the corresponding entries are marked as “used”

and are no longer eligible to receive packets. The transmitter maintains a packet counter,

initially set to 0, containing the number of data packets transmitted since the last initial

transmission of a SYNC_REQ for which SYNC_ACK has been received. When the transmitter

packet counter equals WINDOW_SIZE, the transmitter generates a SYNC_REQ and does its

initial transmission. When the receiver receives a SYNC_REQ corresponding to its current

CKPT_N, it generates the next WINDOW_SIZE addresses and starts loading them in order

starting at the first location after the last active address wrapping around to the beginning of the

array after the end of the array has been reached. The receiver’s array might look like FIG. 18

when a SYNC_REQ has been received. In this case a couple of packets have been either lost or

will be received out of order when the SYNC_REQ is received.

FIG. 19 shows the receiver’s array after the. new addresses have been generated. If the

transmitter does not receive a SYNC_ACK, it will re-issue the SYNC_REQ at regular intervals.

When the transmitter receives a SYNC_ACK, the packet counter is decremented by

WINDOW_SIZE. If the packet counter reaches 2xWINDOW_SIZE — OoO then the transmitter
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ceases sending data packets until the appropriate SYNC_ACK is finally received. The

transmitter then resumes sending data packets. Future behavior is essentially a repetition of this

initial cycle. The advantages of this approach are:
\

1. There is no need for an efficient jump ahead in the random number generator,

2. No packet is ever transmitted that does not have a corresponding entry in_the receiver side

3. No timer based re-synchronization is necessary. This is a consequence of 2.

4 The receiver will always have the ability to accept data messages transmitted within OoO

messages of the most recently transmitted message.

J. Distributed Transmission Path Variant

Another embodiment incorporating various inventive principles is shown in FIG. 20. In

this ‘embodiment, a message transmission system includes a first computer 2001 in

communication with a second computer 2002 through a network 2011 of intermediary

computers. In one variant of this embodiment, the network includes two edge routers 2003 and

2004 each of which is linked to a plurality of Internet Service Providers (ISPs) 2005 through

2010. Each ISP is coupled to a plurality of other ISPs in an arrangement as shown in FIG. 20, ‘

which is a representative configuration only and is not intended to be limiting. Each connection

between ISPs is labeled in FIG. 20 to indicate a specific physical transmission path (e.g., AD is a

physical path that links ISP A (element 2005) to ISP D (element 2008)). Packets arriving at each

edge router are selectively transmitted to one of the ISPs to which the router is attached on the

basis of a randomly or quasi-randomly selected basis.

As shown in FIG. 21, computer 2001 or edge router 2003 incorporates a plurality of link

transmission tables 2100 that identify, for each potential transmission path through the network,

valid sets of IP addresses that can be used to transmit the packet. For example, AD table 2101

contains a plurality of IP source/destination pairs that are randomly or~quasi-randomly generated.

When a packet is to be transmitted from first computer 2001 to second computer 2002, one of the

link tables is randomly (or quasi-randomly) selected, and the next valid source/destination

address pair from that table is used to transmit the packet through the network. If path AD is

randomly selected, for example, the next source/destination IP address pair (which is pre-

determined to transmit between ISP A (element 2005) and ISP B (element 2008)) is used to

transmit the packet. If one of the transmission paths becomes degraded or inoperative, that link
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table can be set to a “down” condition as shown in table 2105, thus preventing addresses from

being selected from that table. Other transmission paths would be unaffected by this broken link.

3. CONTINUATION-IN-PART IMPROVEMENTS

The following describes various improvements and features that can be applied toithe

embodiments described above. The improvements include: (1) a load balancer that distributes

packets across different transmission paths according to transmission path quality; (2) a DNS

proxy server that transparently creates a virtual private network in response to a domain name

inquiry; (3) a large-to-small link bandwidth management feature that prevents denial-of-service

attacks at system chokepoints; (4) a traffic limiter that regulates incoming packets by limiting the

rate at which a transmitter can be synchronized with a receiver; and (5) a signaling synchronizer

that allows a large number of nodes to communicate with a central node by partitioning the

communication function between two separate entities. Each is discussed separately below.

A. Load Balancer

Various embodiments described above include a system in which a transmitting node and

a receiving node arecoupled through a plurality of transmission paths, and wherein successive

packets are distributed quasi-randomly over the plurality of paths. See, for example, FIGS. 20

and 21 and accompanying description. The improvement extends this basic concept to

encompass distributing packets across different paths in such a manner that the loads on the

paths are generally balanced according to transmission link quality.

In one embodiment, a system includes a transmitting node and a receiving node that are

linked via a plurality of transmission paths having potentially varying transmission quality.

Successive packets are transmitted over the paths based on a weight value distribution function

for each path. The rate that packets will be transmitted over a given path can be different for

each path. The relative “health” of each transmission path is monitored in order to identify paths

that have become degraded. In one embodiment, the ‘health of each path is monitored in the

transmitter by comparing the number of packets transmitted to the number of packet

acknowledgements received. Each transmission path may comprise a physically separate path

(e.g., via dial-up phone line, computer network, router, bridge, or the like), or may comprise

logically separate paths contained within a broadband communication medium (e.g., separate

channels in an FDM, TDM, CDMA, or other type of modulated or unmodulated transmission

link).
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When the transmission quality of a path falls below a predetermined threshold and there

are other paths that can transmit packets, the transmitter changes the weight value used for that

path, making it less likely that a given packet will be transmitted over that path. The weight will

preferably be set no lower than a minimum value that keeps nominal traffic on the path. The

weights of the other available paths are altered to compensate for the change in the affected path.

When the quality of a path degrades to where the transmitter is turned off by the synchronization

function (i.e., no packets are arriving at the destination), the weight is set to zero. If all

transmitters are turned off, no packets are sent.

Conventional TCP/IP protocols include a “throttling” feature that reduces the

transmission rate of packets when it is determined that delays or errors are occurring in

transmission. In this respect, timers are sometimes used to determine whether packets have been

received. These conventional techniques for limiting transmission of packets, however, do not

involve multiple transmission paths between two nodes wherein transmission across a particular
path relative to the others is changed based on link quality.

According to certain embodiments, in order to damp oscillations that might otherwise

occur if weight distributions are changed drastically (e.g., according to a step function), a linear,

or an exponential decay formula can be applied to gradually decrease the weight value over time

that a degrading path will be used. Similarly, if the health of a degraded path improves, the

weight value for that path is gradually increased. I

Transmission link health can be evaluated by comparing the number of packets that are

acknowledged within the transmission window (see embodiments discussed above) to the

number of packets transmitted within that window and by the state of the transmitter (i.e., on or

off). In other words, rather than accumulating general transmission statistics over time for a

path, one specific implementation uses the “windowing” concepts described above to evaluate

transmission path health.

The same scheme can be used to shift virtual circuit paths from an “unhealthy” path to a

“healthy” one, and to select a path for a new virtual circuit.

FIG. 22A shows a flowchart for adjusting weight values associated with a plurality of

transmission links. It is assumed that software executing in one or more computer nodes

executes the steps shown in FIG. 22A. It is also assumed that the software can be stored on a

computer-readable medium such as a magnetic or optical disk for execution by a computer.
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Beginning in step 2201, the transmission quality of a given transmission path is

measured. As described above, this measurement can be based on a comparison between the

number of packets transmitted over a particular link to the number of packet acknowledgements

received over the link (e.g., per unit time, or in absolute terms). Alternatively, the quality can be

evaluated by comparing the number of packets that are acknowledged within the transmission

window to the number of packets that were transmitted within that window. In yet another

variation, the number of missed synchronization messages can be used to indicate link quality.

Many other variations are of course possible.

In step 2202, a check is made to determine whether more than one transmitter (e.g.,

transmission path) is turned on. If not, the process is terminated and resumes at step 2201.

In step 2203, the link quality is compared to a given threshold (e.g., 50%, or any arbitrary

number). If the quality falls below the threshold, then in step 2207 a check is made to determine

whether the weight is above a minimum level (e.g., 1%). If not, then in step 2209 the weight is

set to the minimum level and processing resumes at step 2201. If the weight is above the

minimum level, then in step 2208 the weight is gradually decreased for the path, then in step

2206 the weights for the remaining paths are adjusted accordingly to compensate (e.g., they are

increased).

If in step 2203 the quality of the path was greater than or equal to the threshold, then in

step 2204 a check is made to determine whether the weight is less than a steady-state value for

that path. If so, then in step 2205 the weight is increaseditoward the steady-state value, and in

step 2206 the weights for the remaining paths are adjusted accordingly to compensate (e.g., they

are decreased). If in step 2204 the weight is not less than the steady-state value, then processing

resumes at step 2201 without adjusting the weights.

The weights can be adjusted incrementally according to various functions, preferably by

changing the value gradually. In one embodiment, a linearly decreasing function is used to

adjust the weights; according to another embodiment, an exponential decay function is used.

Gradually changing the weights helps to damp oscillators that might otherwise occur if the

probabilities were abruptly.

Although not explicitly shown in FIG. 22A the process can be performed only

periodically (e.g., according to a time schedule), or it can be continuously run, such as in a

background mode of operation. In one embodiment, the combined weights of all potential paths
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should add up to unity (e.g., when the weighting for one path is decreased, the corresponding

weights that the other paths will be selected will increase).

Adjustments to weight values for other paths can be prorated. For example, a decrease of

10% in weight value for one path could result in an evenly distributed increase in the weights for

the remaining paths. Alternatively, weightings could be adjusted according to a weighted

formula as desired (e.g., favoring‘ healthy paths over less healthy paths). In yet another variation,

the difference in weight value can be amortized over the remaining links in a manner that is

proportional to their traffic weighting.

FIG. 22B shows steps that can be executed to shut down transmission links where a

transmitter turns off. In step 2210, a transmitter shut-down event occurs. In step 2211, a test is

made to determine whether at least one transmitter is still turned on. If not, then in step 2215 all

packets are dropped until a transmitter turns on. If in step 2211 at least one transmitter is turned

on, then in step 2212 the weight for the path is set to zero, and the weights for the remaining

paths are adjusted accordingly.

FIG. 23 shows a computer node 2301 employing various principles of the above-

described embodiments. It is assumed that two computer nodes of the type shown in FIG. 23

communicate over a plurality of separate physical transmission paths. As shown in FIG. 23, four

transmission. paths X1 through X4 are defined for communicating between the two nodes. Each

node includes a packet transmitter 2302 that operates in accordance with a transmit table 2308 as

described above. (The packet transmitter could also operate without using the IP-hopping

features described above, but the following description assumes that some form of hopping is

employed in conjunction with the path selection mechanism.). The computer node also includes

. a packet receiver 2303 that operates in accordance with a receive table 2309, including a moving

window W that moves as valid packets are received. Invalid packets having source and

destination addresses that do not fall within window W are rejected.

As each packet is readied for transmission, source and destination IP addresses (or other

discriminator values) are selected from transmit table 2308 according to any of the various

algorithms described above, and packets containing these source/destination address pairs, which

correspond to the node to which the four transmission paths are linked, are generated to a

transmission path switch 2307. Switch 2307, which can comprise a software function, selects

from _one of the available transmission paths according to a weight distribution table 2306. For
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example, if the weight for path X1 is 0.2, then every fifth packet will be transmitted on path X1.

A similar regime holds true for the other paths as shown. Initially, each link’s weight value can

be set such that it is proportional to its bandwidth, which will be referred to as its “steady-state”

value. I

Packet receiver 2303 generates an output to a link quality measurement function 2304

that operates as described above to determine the quality of each transmission path. (The input

to packet receiver 2303 for receiving incoming packets is omitted for clarity). Link quality

measurement function 2304 compares the link quality to a threshold for each transmission link"

and, if necessary, generates an output to weight adjustment function 2305. If a weight .

adjustment is required, then the weights in table 2306 are adjusted accordingly, preferably

according to a gradual (e.g., linearly or exponentially declining) function. In one embodiment,

the weight values for all available paths are initially set to the same value, and only when paths

degrade in quality are the weights changed to reflect differences.

Link quality measurement function 2304 can be made to operate as part of a synchronizer

function as described above. That is, if resynchronization occurs and the receiver detectsthat

synchronization has been lost (e.g., resulting in the synchronization window W being advanced

out of sequence), that fact can be used to drive link quality measurement function 2304.

According to one embodiment, load balancing is performed using information garnered during
the normal synchronization, augmented slightly to communicate link health from the receiver to

the transmitter. The receiver maintains a count, MESS_R(W), of the messages received in

synchronization window W. When it receives a synchronization request (SYNC_REQ)

corresponding to the end of window W, the receiver includes counter MESS_R in the resulting

synchronization acknowledgement (SYNC_ACK) sent back to the transmitter. This allows the

transmitter to compare messages sent to messages received in order to asses the health of the
link.

If synchronization is completely lost, weight adjustment function 2305 decreases the

weight value on the affected path to zero. When synchronization is regained, the weight value

for the affected path is gradually increased to its original value. Alternatively, link quality can be

measured by evaluating the length of time required for the receiver to acknowledge a

synchronization request. In one embodiment, separate transmit and receive tables are used for

each transmission path.
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When the transmitter receives a SYNC_ACK, the MESS_R is compared with the number

of messages transmitted in a window (MESS_T). When the transmitter receives a SYNC_ACK,

the traffic probabilities will be examined and adjusted if necessary. MESS_R is compared with

the number of messages transmitted in a window (MESS_T). There are two possibilities:

1. If MESS_R is less than a threshold value, THRESH, then the link will be deemed to

be unhealthy. If the transmitter was turned off, the transmitter is turned on and the weight P for ,

that link will be set to a minimum value MIN. This will keep a trickle of traffic on the link for

monitoring purposes until it recovers. If the transmitter was turned on, the weight P for that link

will beset to: .

P’=oc>< MIN +(1- oc)x.P (1)

Equation 1 will exponentially damp the traffic weight value to MIN during sustained periods of

degraded service.

2. If MESS_R for a link is greater than or equal to THRESH, the link will be deemed

healthy. If the weight P for that link is greater than or equal to the steady state value S for that

link, then P is left unaltered. If the weight P for that link is less than THRESH then P will be set

to: I

P’=B>< S +(1- B)><P (2)

where B is a parameter such that 0<=B<=l that determines the damping rate of P.

Equation 2 will increase the traffic weight to S during sustained periods of acceptable

service in a damped exponential fashion.

A detailed example will now be provided with reference to FIG. 24. As shown in FIG.

24, a first computer 2401 communicates with a second computer 2402 through two routers 2403

and 2404. Each router is coupled to the other router through three transmission links. As

described above, these may be physically diverse links or logical links (including virtual private

networks).

Suppose that a first link L1 can sustain a transmission bandwidth of 100 Mb/s and has a

window size of 32; link L2‘ can sustain 75 Mb/s and has a window size of 24; and link L3 can

sustain 25 Mb/s and has a window size of 8. The combined links can thus sustain 20OMb/s. The

steady state traffic weights are 0.5 for link L1; 0.375 for link L2, and 0.125 for link L3.

MIN=1Mb/s, THRESH =0.8 MESS_T for each link, oL=.75 and B=.5. These traffic weights will
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remain stable until a link stops for synchronization or reports a number of packets received less

than its THRESH. Consider the following sequence of events:

1. Link L1 receives a SYNC_ACK containing a MESS_R of 24, indicating that only 75%

of the MESS_T (32) messages transmitted in the last window were successfully received. Link 1

would be below THRESH (0.8). Consequently, link Ll ’s traffic weight value would be reduced

to 0.12825, while link L2’s traffic weight value would be increased to 0.65812 and link L3’s

traffic weight value would be increased to 0.217938.

2. Link L2 and L3 remained healthy and link Ll stopped to synchronize. Then link L1’s

traffic weight value would be set to 0, link L2’s traffic weight value would be set to 0.75, and

link L33’s traffic weight value would be set to 0.25.

3. Link L1 finally received a SYNC_ACK containing a MESS_R of 0 indicating that

none of the MESS_T (32) messages transmitted in the lastwindow were successfully received.

Link Ll would be below THRESH. Link L1’s traffic weight value would be increased to .005,

link L2’s traffic weight value would be decreased to 0.74625, and link L3’s traffic weight value

would be decreased to 0.24875.

4. Link L1 received a SYNC_ACK containing a MESS_R of 32 indicating that 100% of

the MESS_T (32) messages transmitted in the last window were successfully received. Link L1

would be above THRESH. Link L1’s traffic weight value would be increased to 0.2525, while

. link L2’s traffic weight value would be decreased to 0.560625 and link L3’s traffic weight value

would be decreased to .186875.

5. Link L1 received a SYNC_ACK containing a MESS_R of 32 indicating that 100% of

the MESS_T (32) messages transmitted in the last window were successfully received. Link Ll

would be above THRESH. Link L1’s traffic weight value would be increased to 0.37625; link

L2’s traffic weight value would be decreased to 0.4678125, and link L3’s traffic weight value
would be decreased to 0.1559375.

6. Link Ll remains healthy and the traffic probabilities approach their steady state traffic

probabilities.

B. Use of a DNS Proxy to Transparently Create Virtual Private Networks

A second improvement concerns the automatic creation of a virtual private network

(VPN) in response to a domain-name server look-up function.
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Conventional Domain Name Servers (DNSs) provide a look-up function that returns the

IP address of a requested computer or host. For example, when a computer user types in the web

name “Yahoo.com,” the user’s web browser transmits a request to a DNS, which converts the

name into a four-part IP address that is returned to the user’s browser and then used by the
browser to contact the destination web site.

This conventional scheme is shown in FIG. 25. A user’s computer 2501 includes a client

application 2504 (for example, a web browser) and an IP protocol stack 2505. When the user

enters the name of a destination host, a request DNS REQ is made (through IP protocol stack

2505) to a DNS 2502 to look up the IP address associated with the name. The DNS returns the

IP address DNS RESP to client application 2504, which is then able to use the IP address to

communicate with the host 2503 through separate transactions such as PAGE REQ and PAGE

RESP.

In the conventional architecture shown in FIG. 25, nefarious listeners on the Internet

could intercept the DNS REQ and DNS RESP packets and thus learn what IP addresses the user

was contacting. Forexample, if a user wanted to set up a secure communication path with a web

site having the name “Targetcom,” when the user’s browser contacted a DNS to find the IP

address for that web site, thetrue IP address of that web site would be revealed over the Internet

as part of the DNS inquiry. This would hamper anonymous communications on the Internet.

One conventional scheme that provides secure virtual private networks over the Internet

provides the DNS server with the public keys of the machines that the DNS-server has the

addresses for. This allows hosts to retrieve automatically the public keys of a host that the host

is to communicate with so that the host can set up a VPN without having the user enter the public

key of the destination host. One implementation of this standard is presently being developed as

part of the FreeS/WAN project(RFC 2535).

The conventional scheme suffers from certain drawbacks. For example, any user can

perform a DNS request. Moreover, DNS requests resolve to the same value for all users.

According to certain aspects of the invention, a specialized DNS server traps DNS

requests and, if the request is from a special type of user (e.g., one for which secure

communication services are defined), the server does not return the true IP address of the target

node, but instead automatically sets-up a virtual private network between the target node and the

user. The VPN is preferably implemented using the IP address “hopping” features of the basic
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invention described above, such that the true identity of the two nodes cannot be determined

even if packets during the communication are intercepted. For DNS requests that are determined

to not require secure services (e.g., an unregistered user), the DNS server transparently “passes

through” the request to provide a normal look-up function and return the IP address of the target

web server, provided that the requesting host has permissions to resolve unsecured sites.

Different users who make an identical DNS request could be provided with different results.

FIG. 26 shows a system employing various principles summarized above. A user’s

computer 2601 includes a conventional client (e.g., a web browser) 2605 and an IP protocol

stack 2606 that preferably operates in accordance with an IP hopping function 2607 as outlined A

above. A modified DNS server 2602 includes a conventional DNS server function 2609 and a

DNS proxy 2610. A gatekeeper server 2603 is interposed between the modified DNS server and

a secure target site 2704. An “unsecure” target site 2611 is also accessible via conventional IP

protocols.

According to one embodiment, DNS proxy 2610 intercepts all DNS lookup functions

from client 2605 and determines whether access to a secure site has been requested. If access to

a secure site has been requested (as determined, for example, by a domain name extension, or by

reference to an internal table of such sites), DNS proxy 2610 determines whether the user has

sufficient security privileges to access the site. If so, DNS proxy 2610 transmits a message to

gatekeeper 2603 requesting that a virtual private network be created between user computer 2601

and secure target site 2604. In one embodiment, gatekeeper 2603 creates “hopblocks” to be used

by computer 2601 and secure target site 2604 for secure communication. Then, gatekeeper 2603

communicates these to user computer 2601. Thereafter, DNS proxy 2610 returns to user

computer 2601 the resolved address passed to it by the gatekeeper (this address could be

different from the actual target computer) 2604, preferably using a secure administrative VPN.

The address that is returned need not be the actual address of the destination computer.

Had the user requested lookup of a non—secure web site such as site 2611, DNS proxy

would merely pass through to conventional DNS server 2609 the look-up request, which would

be handled in a conventional manner, returning the IP address of non—secure web site 2611. If

the user had requested lookup of a secure web site but lacked credentials to create such a

connection, DNS proxy 2610 would return a “host unknown” error to the user. In this manner,
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different users requesting access to the same DNS name could be provided with different look-up

results.

Gatekeeper 2603 can be implemented on a separate computer (as shown in FIG. 26) or as

a function within modified DNS server 2602. In general, it is anticipated that gatekeeper 2703

facilitates the allocation and exchange of information needed to communicate securely, such as

using “hopped” IP addresses. Secure hosts such as site 2604 are assumed to be equipped with a

secure communication function such as an IP hopping function 2608.

It will be appreciated that the functions of DNS proxy 2610 and DNS server 2609 can be

combined into a single server for convenience. Moreover, although element 2602 is shown as

combining the functions of two servers, the two servers can be made to operate independently.

FIG. 27 shows steps that can be executed by DNS proxy server 2610 to handle requests

for DNS look-up for secure hosts. In step 2701, a DNS look-up request is received for a target

host. In step 2702, a check is made to determine whether access to a secure host was requested.

If not, then in step 2703 the DNS request is passed to conventional DNS server 2609, which

looks up the IP address of the target site and returns it to the user’s application for further

processing. I

In step 2702, if access to a secure host was requested, then in step 2704 a further check is

made to determine whether the user is authorized to connect to the secure host. Such a check can

be made with reference to an internally stored list of authorized IP addresses, or can be made by

communicating with gatekeeper 2603 (e.g., over an “administrative” VPN that is secure). It will

be appreciated that different levels of security can also be provided for different categories of

hosts. For example, some sites may be designated as having a certain security level, and the

security level of the user requesting access must match that security level. The user’s security

level can also be determined by transmitting a request message back to the user’s computer

requiring that it prove that it has sufficient privileges.

If the user is not authorized to access the secure site, then a “host unknown” message is

returned (step 2705). If the user has sufficient security privileges, then in step 2706 a secure

VPN is established between the user’s computer and the secure target site. As described above,

this is preferably done by allocating a hopping regime that will be carried out between the user’s

computer and the secure target site, and is preferably performed transparently to the user (i.e., the

user need not be involved in creating the secure link). As described in various embodiments of
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this application, any of various fields can be “hopped” (e.g., IP source/destination addresses; a

field in the header; etc.) in order to communicate securely. _

Some or all of the security functions can be embedded in gatekeeper 2603, such that it

handles all requests to connect to secure sites. In this embodiment, DNS proxy 2610

communicates with gatekeeper 2603 to determine (preferably over a secure administrative VPN)

whether the user has access to a particular web site. Various scenarios for implementing these

features are described by way of example below:

Scenario #1: Client has permission to access target computer, and gatekeeper has a rule

to make a VPN for the client. In this scenario, the client’s DNS request would be received by the

DNS proxy server 2610, which would forward the request to gatekeeper 2603. The gatekeeper
would establish a VPN between the client and the requested target. The gatekeeper would

provide the address of the destination to the DNS proxy, which would then return the resolved

name as a result. The resolved address can be transmitted back to the client in a secure

administrative VPN.

Scenario #2": Client does not have permission to access target computer. In this scenario,

the client’s DNS request would be received by the DNS proxy server 2610, which would forward

the request to gatekeeper 2603. The gatekeeper would reject the request, informing DNS proxy

server 2610 that it was unable to find the target computer. The DNS proxy 2610 would then

return a “host unknown” error message to the client.

Scenario #3: Client has permission to connect using a normal non-VPN link, and the

gatekeeper does not have a rule to set up a VPN for the client to the target site. In this scenario,

the client’s DNS request is received by DNS proxy server 2610, which would check its rules and

determine that no VPN is needed. Gatekeeper 2603 would theninform the DNS proxy server to

forward the request to conventional DNS server 2609, which would resolve the request and

return the result to the DNS proxy server and then back to the client.

Scenario #4: Client does not have permission to establish a normal/non-VPN link, and

the gatekeeper does not have a rule to make a VPN for the ‘client to the target site. In this

scenario, the DNS proxy server would receive the client’s DNS request and forward it to

gatekeeper 2603. Gatekeeper 2603 would determine that no special VPN was needed, but that

the client is not authorized to communicate with non-VPN members. The gatekeeper would

reject the request, causing DNS proxy server 2610 to return an error message to the client.
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C. Large Link to Small Link Bandwidth Management

One feature of the basic architecture is the ability to prevent so-called “denial of service”

attacks that can occur if a computer hacker floods a known Internet node with packets, thus

preventing the node from communicating with other nodes. Because IP addresses or other fields

are “hopped”.and packets arriving with invalid addresses are quickly discarded, Internet nodes

are protected against flooding targeted at a single IP address. I

In a system in which a computer is coupled through a link having 'a limited bandwidth

(e.g., an edge router) to a node that can support a much higher-bandwidth link (e.g., an Internet

Service Provider), a potential weakness could be exploited by a determined hacker. Referring to

FIG. 28, suppose that a first host computer 2801 is communicating with a second host computer

2804 using the IP address hopping principles described above. The first host computer is

coupled through an edge router 2802 to,an Internet Service Provider (ISP) 2803 through a low

bandwidth link (LOW BW), and is in turn coupled to second host computer 2804 through parts

of the Internet through a high bandwidth link (HIGH BW). In this architecture, the ISP is able to

support a high bandwidth to the internet, but a much lower bandwidth to the edge router 2802.

Suppose that a computer hacker is able to transmit a large quantity of dummy packets

addressed to first host computer 2801 across high bandwidth link HIGH BW. Normally, host

computer 2801 would be able to quickly reject the packets since they would not fall within the

acceptance window permitted by the IP address hopping scheme. However, because the packets

must travel across low bandwidth link LOW BW, the packets overwhelm the lower bandwidth

link before they are received by host computer 2801. Consequently, the link to host computer

2801 is effectively flooded before the packets can be discarded.

According to one inventive improvement, a “link guard” function 2805 is inserted into

the high-bandwidth node (e.g., ISP 2803) that quickly discards packets destined for a low-

bandwidth target node if they are not valid packets. Each packet destined for a low—bandwidth

' node is cryptographically authenticated to determine whether it belongs to a VPN. If it is not a

valid VPN packet, the packet is discarded at the high-bandwidth node. If the packet is

authenticated as belonging to a VPN, the packet is passed with high preference. If the packet is a

valid non-VPN packet, it is passed with a lower quality of service (e.g., lower priority).

In one embodiment, the ISP distinguishes between VPN and non-VPN packets using the

protocol of the packet. In the case of IPSEC [rfc 2401], the packets have IP protocols 420 and
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421. In the case of the TARP VPN, the packets will have an IP protocol that is not yet defined.

The ISP’s link guard, 2805, maintains a table of valid VPNs which it uses to validate whether

VPN packets are cryptographically valid. According to one embodiment, packets that do not

fall within any hop windows used by nodes on the low-bandwidth link are rejected, or are sent

with a lower quality of service. One approach for doing this is to provide a copy of the IP

hopping tables used by the low-bandwidth nodes to the high-bandwidth node, such that both the

high-bandwidth and low-bandwidth nodes track hopped packets (e.g., the high-bandwidth node

moves its hopping window as valid packets are received). In such a scenario, the high-

bandwidth node discards packets that do not fall within the hopping window before they are

transmitted over the low-bandwidth link. Thus, for example, ISP 2903 maintains a copy 2910 of

the receive table used by host computer 2901. Incoming packets that do not fall within this

receive table are discarded. According to a different embodiment, link guard 2805 validates each

VPN packet using a keyed hashed message authentication code (HMAC) [rfc 2104].

According to another embodiment, separate VPNs (using, for example, hopblocks) can be

established for communicating between the low-bandwidth node and the high-bandwidth node

(i.e., packets arriving at the high-bandwidth node are converted into different packets. before

being transmitted to the low-bandwidth node).

As shown in FIG. 29, for example, suppose that a first host computer 2900 is

communicating with a second host computer 2902 over the Internet, and the path includes a high I

bandwidth link HIGH BW to an ISP 2901 and a low bandwidth link LOW BW through an edge

router 2904. In accordance with the basic architecture described above, first host computer 2900

and second host computer 2902 would exchange hopblocks (or a hopblock algorithm) and would

be able to create matching transmit and receive tables 2905, 2906, 2912 and 2913. Then in

accordance with the "basic architecture, the two computers would transmit packets having

seemingly random IP source and destination addresses, and each would move a corresponding

hopping window in its receive table as valid packets were received.

Suppose that a nefarious computer hacker 2903 was able to deduce that packets having a

certain range of IP addresses (e.g., addresses 100 to 200 for the sake of simplicity) are being

transmitted to ISP 2901, and that these packets are being forwarded over a low-bandwidth link.

Hacker computer 2903 could thus “flood” packets having addresses falling into the range 100 to

200, expecting that they would be forwarded along low bandwidth link LOW BW, thus causing
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the low bandwidth link to become overwhelmed. The fast packet reject mechanism in_flrst host

computer 3000 would be of little use in rejecting these packets, since the low bandwidth link was

effectively jammed before the packets could be rejected. In accordance with one aspect of the

improvement, however, VPN link guard 2911 would prevent the attack from impacting the

performance of VPN traffic because the packets would either be rejected as invalid VPN packets

or given a lower quality of service than VPN traffic over the lower bandwidth link. A denial-of-

service flood attack could, however, still disrupt non-VPN traffic.

According to one embodiment of the improvement, ISP 2901 maintains a separate VPN

with first host computer 2900, and thus translates packets arriving at the ISP into packets having

a different IP header before they are transmitted to host computer 2900. The cryptographic keys

used to authenticate ‘VPN packets at the link guard 2911 and the cryptographic keys used to

encrypt and decrypt the VPN packets at host 2902 and host 2901 can be different, so that link

guard 2911 does not have access to the private host data; it only has the capability to authenticate

those packets.

According to yet a third embodiment, the low—bandwidth node can transmit a special .

message to the high-bandwidth node instructing it to shut down all transmissions on a particular

IP address, such that only hopped packets will pass throughito the low-bandwidth node. This

embodiment would prevent a hacker from flooding packets using a single IP address. According

to yet a fourth embodiment, the high-bandwidth node can be configured to discard packets

transmitted to the low-bandwidth node if the transmission rate exceeds a certain predetermined

threshold for any given IP address; this would allow hopped packets to go through. In this

respect, link guard 2911 can be used to detect that the rate of packets on a given IP address are

exceeding a threshold rate; further packets addressed to that same IP address would be dropped

or transmitted at a lower priority (e.g., delayed). '

D. Traffic Limiter

In a system in which multiple nodes are communicating using “hopping” technology, a

treasonous insider could internally flood the system with packets. In order to prevent this

possibility, one inventive improvement involves setting up “contracts” between nodes in the

system, such that a receiver can impose a bandwidth limitation on each packet sender. One

technique for doing this is to delay acceptance of a checkpoint synchronization request from a

sender until a certain time period (e.g., one minute) has elapsed. Each receiver can effectively
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control the rate at which its hopping window moves by delaying “SYNC ACK” responses to

“SYNC_REQ” messages. I

A simple modification to the checkpoint synchronizer will serve to protect a receiver

from accidental or deliberate overload from an internally treasonous client. This modification is

based on the observation that a receiver will not update its tables until a SYNC_REQ is received

on hopped address CKPT_N. It is a simple matter of deferring the generation of a new CKPT_N

until an appropriate interval after previous checkpoints.

Suppose a receiver wished to restrict reception from ‘a transmitter to 100 packets a

second, and that checkpoint synchronization messages were triggered every 50 packets. A

compliant transmitter would not issue new SYNC_REQ messages more often than every 0.5

seconds. The receiver could delay a non-compliant transmitter from synchronizing by delaying

the issuance of CKPT_N for 0.5 second after the last SYNC_REQ was accepted.

In general, if M receivers need to restrict N transmitters issuing new SYNC_REQ

messages after every W messages to sending R messages a second in aggregate, each receiver

could defer issuing a new CKPT_N until MxNxW/R seconds have elapsed since the last

SYNC_REQ has been received and accepted. If the transmitter exceeds this rate between a pair

of checkpoints, it will issue the new checkpoint before the receiver is ready to receive it, and the

SYNC_REQ will be discarded by the receiver. After this, the transmitter will re-issue the

SYNC_REQ every Tl seconds until it receives a SYNC_ACK. The receiver will eventually

update CKPT_N and the SYNC_REQ will be acknowledged. If the transmission rate greatly

exceeds the allowed rate, the transmitter will stop until it is compliant. If the transmitter exceeds

the allowed rate by a little, it will eventually stop after several rounds of delayed synchronization

until it is in compliance. Hacking the~transmitter’s code to not shut off only permits the

transmitter to lose the acceptance window. In this case it can recoverithe window and proceed

only after it is compliant again.

Two practical issues should be considered when implementing the above scheme:

1. The receiver rate should be slightly higher than the permitted rate in order to allow for

statistical fluctuations in traffic arrival times and non-uniform load balancing.

2. Since a transmitter will rightfully continue to transmit_for a period after a SYNC_REQ

is transmitted, the algorithm above can artificially reduce the transmitter’s bandwidth. If events

prevent a compliant transmitter from synchronizing for a period (e.g. the network dropping a
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SYNC_REQ or a SYNC_ACK) a SYNC_REQ will be accepted later than expected. After this,

the transmitter will transmit fewer than expected messages before encountering the next

checkpoint. The new checkpoint will not have been activated and the transmitter will have to

retransmit the SYNC_REQ. This will appear to the receiver as if the transmitter is not

compliant. Therefore, the next checkpoint will be accepted late from the transmitter’s

perspective. This has the effect of reducing the transmitter’s allowed packet rate until the

transmitter transmits at a packet rate below the agreed upon rate for a period of time.

To guard against this, the receiver should keep track of the times that the last C

SYNC_REQs were received and accepted and use the minimum of MxNxW/R seconds after the

last SYNC_REQ has been received and accepted, 2xMxNxW/R seconds after next’to the last

SYNC_REQ has been received and accepted, CxMxNxW/R seconds after (C-1)"' to the last

SYNC_REQ has been received, "as the time to activate CKPT_N. This prevents the ‘receiver

from inappropriately limiting the transmitter’s packet rate if at least one out of the last C

SYNC_REQs was processed on the first attempt. 0

FIG. 30 shows a system employing the above-described principles. In FIG. 30, two

computers 3000 and 3001 are assumed to be communicating over a network N in accordance

with the “hopping” principles described above (e.g., hopped IP addresses, discriminator values,

etc.). For the sake of simplicity, computer 3000 will be referred to as the receiving computer and

computer 3001 will be referred to as the transmitting computer, although full duplex operation is

of course contemplated. Moreover, although only a single transmitter is shown, multiple
transmitters can transmit to receiver 3000. A

_As described above, receiving computer 3000 maintains a receive table 3002 including a

window W that defines valid IP address pairs that will be accepted when appearing in incoming

data packets. Transmitting computer 3001 maintains a transmit table 3003 from which the next

IP address pairs will be selected when transmitting a packet to receiving computer 3000. (For

the sake of illustration, window W is also illustrated with reference to transmit table 3003). As

transmitting computer moves through its table, it will eventually generate a SYNC_REQ

message as illustrated in function 3010. This is a request to receiver 3000 to synchronize the

receive table 3002, from which transmitter 3001 expects a response in the form of a CKPT_N

(included as part of a SYNC_ACK message). If transmitting computer 3001 transmits more

messages than its allotment, it will prematurely generate the SYNC_REQ message. (If it has
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been altered to remove the SYNC_REQ message generation altogether, it will fall out of

synchronization since receiver 3000 will quickly reject packets that fall outside of window W,

and the extra packets generated by transmitter 3001 will be discarded).

In accordance with the improvements described above, receiving computer 3000

performs certain steps when a SYNC_REQ message is received, as illustrated in FIG. 30. In step

3004, receiving computer 3000 receives the SYNC_REQ message. In step 3005, a check is

made to determine whether the request is a duplicate. If so, it is discarded in step 3006. In step

3007, a check is made to determine whether the SYNC_REQ received from transmitter 3001 was

received at a rate that exceeds the allowable rate R (i.e., the period between the time of the last

SYNC_REQ message). The value R can be a constant, or it can be made to fluctuate as desired.

If the rate exceeds R, then in step 3008 the next activation of the next CKPT_N hopping table

entry is delayed by W/R seconds after the last SYNC_REQ has been accepted.

Otherwise, if the rate has not been exceeded, then in step 3109 the next CKPT_N value is

calculated and inserted into the receiver’s hopping table prior to the next SYNC_REQ from

thetransmitter 3101. Transmitter 3101 then processes the SYNC_REQ in the normal manner.

E. Signaling Synchronizer

In a system in which a large number of users communicate with a "central node using

secure hopping technology,,a large amount of memory must be set aside for hopping tables and

their supporting data structures. For example, if one million subscribers to a web site

occasionally communicate with the web site, the site must maintain one million hopping tables,

thus using up valuable computer resources, even though only a small percentage of the users may

actually be using the system at any one time. A desirable solution would be a system that

permits a certain maximum number of simultaneous links to be maintained, but which would

“recognize” millions of registered-users at any one time. In other words, out of a population of a

million registered users, a few thousand at a time could simultaneously communicate with a

central server, without requiring that the server maintain one million hopping tables of

appreciable size.

One solution is to partition the central node into two nodes: a signaling server that

performs session initiation for user log-on and log-off (and requires only minimally sized tables),

and a transport server that contains larger hopping tables for the users. The signaling server

listens for the millions of known users and performs a fast-packet reject of other (bogus) packets.
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When a packet is received from a known user, the signaling server activates a virtual private link

(VPL) between the user and the transport server, where hopping tables are allocated and

maintained. When the user logs onto the signaling server, the user’s computer is provided with

hop tables for communicating with the transport server, thus activating the VPL. The VPLs can

be torn down when they become inactive for a time period, or they can be torn down upon user

' log-out. Communication with the signaling server to allow user log-on and log-off can be

accomplished using a specialized version of the checkpoint scheme described above.

FIG. 31 shows a system employing certain of the above-described principles. In FIG. 31,

a signaling server 3101 and a transport server 3102 communicate over a link. Signaling server

3101 contains a large number of small tables 3106 and 3107 that contain enough information to

authenticate a communication request with one or more clients 3103 and 3104. As described in

more detail below, these small tables may advantageously be constructed as a special case of the

synchronizing checkpoint tables described previously. Transport server 3102, which is

preferably a separate computer in communication -with signaling server 3101, contains a smaller

number of larger hopping tables 3108, 3109, and 3110 that can be allocated to create a VPN with

one of the client computers.-

According to one embodiment, a client that has previously registered with the system

(e.g., via a system administration function, a user registration procedure, or some other method)

transmits a request for information from a computer (e.g., a ‘web site). In one variation, the

request is made using a “hopped” packet, such that signaling server 3101 will quickly reject

invalid packets from unauthorized computers such as hacker computer 3105. ‘An

“administrative” VPN can be established between all of the clients and the signaling server in

order to ensure that a hacker cannot flood signaling server 3101 with bogus packets. Details of

this scheme are provided below.‘

Signaling server 3101 receives the request 3111 and uses it to determine that client 3103

is a validly registered user. Next, signaling server 3101 issues a request to transport server 3102

to allocate a hopping table (or hopping algorithm or other regime) for the purpose of creating a

VPN with client 3103. The allocated hopping parameters are returned to signaling server 3101

(path 3113), which then supplies the hopping parameters to client 3103 via path 3114, preferably
in encrypted form.
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Thereafter, client 3103 communicates with transport server 3102 using the normal

hopping techniques described above. It will be appreciated that although signaling server 3101

and transport server 3102 are illustrated as being two separate computers, they could of course be

combined into a single computer and their functions performed on the single computer.

Alternatively, it is possible to partition the functions shown in FIG. 31 differently from as shown

without departing from the inventive principles.

. One advantage of the above-described architecture is that signaling server 3101 need only

maintain a small amount of information on a large number of potential users, yet it retains the

capability of quickly rejecting packets from unauthorized users such as hacker computer 3105.

Larger data tables needed to perform the hopping and synchronization functions are instead

maintained in a transport server 3102, and a smaller number of these tables are needed since they

are only allocated for “active” links. After a VPN has become inactive for a certain time period

(e.g., one hour), the VPN can be automatically torn down by transport server 3102 or signaling

server 3101.

h A more detailed description will now be provided regarding how a special case of the

checkpoint synchronization feature can be used to implement the signaling scheme described

above.

The signaling synchronizer may be required to support many (millions) of standing, low

bandwidth connections. It therefore should minimize per-VPL memory usage while providing

the security offered by hopping technology. In order to reduce memory usage in the signaling

server, the data hopping tables can be completely eliminated and data can be carried as part of

the SYNC_REQ message. The table used by the server side (receiver) and client side

(transmitter) is shown schematically as element 3106 in FIG. 31.

The meaning and behaviors of CKPT_N, CKPT_O and'CKPT_R remain the same from
the previous description, except that CKPT_N can receive a combined data and SYNC_REQ

message or a SYNC_REQ message without the data.

The protocol is a straightforward extension of the earlier synchronizer. Assume that a

client transmitter is on and the tables are synchronized. The initial tables can be generated “out

of band.” For example, a client can log into a web server to establish an account over the

Internet. The client will receive keys etc encrypted over the Internet. Meanwhile, the server will

set up the signaling VPN on the signaling server.

66

Petitioner Apple Inc. — Exhibit 1026, p. 72



Petitioner Apple Inc. - Exhibit 1026, p. 73

Cont. of Appln. No. 10/702,486

Assuming that a client application wishes to send a packet to the server on the client’s

standing signaling VPL:

’ ‘1. The client sends the message marked as a data message on the inner header using the

transmitter’s CKPT_N address. It turns the transmitter off and starts a timer T1 noting CKPT_O.

Messages can be. one of three types: DATA, SYNC_REQ and SYNC_ACK. In the normal

algorithm, some potential problems can be prevented by identifying each message type as part of

the encrypted inner, header field. In this algorithm, it is important to distinguish a data packet

and a SYNC_REQ in the signaling synchronizer since the data and the SYNC_REQ come in on

the same address. I p
2. When the server receives a data message on its CKPT_N, it verifies the message and

passes it up the stack. The message can be verified by checking message type and and other

information (i.e., user credentials) contained in the inner header It replaces its CKPT_O with

CKPT_N and generates the next CKPT_N. It updates its transmitter side CKPT_R to correspond

to the client’s receiver side CKPT_R and transmits a SYNC_ACK containing CKPT_O in its

payload.

3. When the client side receiver receives a SYNC_ACK on its CKPT_R with a payload

matching its transmitter side CKPT_O and the transmitter is off, the transmitter is turned on and

the receiver side CKPT_R is updated. If the SYNC__ACK’s payload does not match the

transmitter side CKPT_O or the transmitter is on, the SYNC_ACK is simply discarded.

4. T1 expires: If the transmitter is off and the client’s transmitter side CKPT_O matches

the CKPT_O associated with the timer, it starts timer T1 noting CKPT_O again, and a

SYNC_REQ is sent using the transmitter’s CKPT_O address. Otherwise, no action is taken.

5. When the server receives a SYNC_REQ on its CKPT_N, it replaces its CKPT_O with

CKPT_N and generates the next CKPT_N. It updates its transmitter side CKPT_R to correspond

to the client’s receiver side CKPT_R and transmits a SYNC_ACK containing CKPT_O in its

payload.

6. When the server receives a SYNC_REQ on its CKPT_O, it updates its transmitter side

CKPT_R to correspond to the client’s receiver side CKPT_R and transmits a SYNC_ACK

containing CKPT_O in its payload.

FIG. 32 shows message flows to highlight the protocol. Reading from top to bottom, the

client sends data to the server using its transmitter side CKPT_N. The client side transmitter is
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turned off and a retry timer is turned off. The transmitter will not transmit messages as long as

the transmitter is turned off. The client side transmitter then loads CKPT_N into CKPT_O and

updates CKPT_N. This message is successfully received and a passed up the stack. It also

synchronizes the receiver i.e., the server loads CKPT_N into CKPT_O and generates a new

CKPT_N, it generates a new CKPT_R in the server side transmitter and transmits a SYNC_ACK

containing the server side receiver’s CKPT_O the server. The SYNC_ACK is successfully

received at the client. The client side receiver’s CKPT_R is updated, the transmitter is turned on

and the retry timer is killed. The client side transmitter is ready to transmit a new data message.

Next, the client sends data to the server using its transmitter side CKPT_N. The client

side transmitter is turned off and a retry timer is turned off. The transmitteriwill not transmit

messages as long as the transmitter is turned off. The client side transmitter then loads CKPT_N

into CKPT_O and updates.CKPT_N. This message is lost. The client side timer expires and as a

result a SYNC_REQ is transmitted on the client side transmitter’s CKPT_O (this will keep

happening until the SYNC_ACK has been received at the client). The SYNC_REQ is

successfully received at the server. It synchronizes the receiver i.e., the server loads CKPT_N

into CKPT_O and generates a new CKPT_N, it generates an new CKPT_R in the server side

transmitter and transmits a SYNC_ACK containing the server side receiver’s CKPT_O the

server. The SYNC_ACK is successfully received at the client. The client side receiver’s

CKPT_R is updated, the transmitter is turned off and the retry timer is killed. The client side

A transmitter is ready to transmit a new data message.

There are numerous other scenarios that follow this flow. For example, the SYNC_ACK

could be lost. The transmitter would continue to re-send the SYNC_REQ until the receiver

synchronizes and responds.

The above-described procedures allow a client to be authenticated at signaling server

3201 while maintaining the ability of signaling server 3201 to quickly reject invalid packets,

such as might be generated by hacker computer 3205. In various embodiments, the signaling

synchronizer is really a derivative of the synchronizer. It provides the same protection as the

hopping protocol, and it does so for a large number of low bandwidth connections.

F. One-Click Secure On-line Communications and Secure Domain Name Service

The present invention provides a technique for establishing a secure communication link

between a first computer and a second computer over a computer network. Preferably, a user
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enables a secure communication link using a single click of a mouse, or a corresponding minimal

input from another input device, such as a keystroke entered on a keyboard or a click entered

through a trackball. Alternatively, the secure link is automatically established as a default setting

at boot-up of the computer (i.e., no click). FIG. 33 shows a system block diagram 3300 of a

computer network in which the one-click secure communication method of the present invention

is suitable. In FIG. 33, a computer terminal or client computer 3301, such as a personal

computer (PC), is connected to a computer network 3302, such as the Internet, through an ISP

3303. Alternatively, computer 3301 can be connected to computer network 3302 through an

edge router. Computer 3301 includes an input device, such as a keyboard and/or mouse, and a

display device, such as a monitor. Computer 3301 can communicate conventionally with

another computer 3304 connected to computer network 3302 over a communication link 3305

using a browser 3306 that is installed and operates on computer 3301 in a well-known manner.

Computer 3304 can be, for example, a server computer that is used for conducting

e-commerce. In the situation when computer network 3302 is the Internet, computer 3304

typically will have a standard top-level domain name such as .com, .net, .org, .edu, .mil or .gov.

FIG. 34 shows a flow diagram 3400 for installing and establishing a “one-click” secure

communication link over a computer network according to the present invention.‘ At step 3401,

computer 3301 is connected to server computer 3304 over a non-VPN communication link 3305.

Web browser 3306 displays a web page associated with server 3304 in a well-known manner.

According to one variation of the invention, the display of computer 3301 contains a hyperlink,

or an icon representing a hyperlink, for selecting a virtual private network (VPN) communication

link (“go secure” hyperlink) through computer network 3302 between terminal 3301 and server

3304. Preferably, the “go secure” hyperlink is displayed as part of the web page downloaded

from server computer 3304, thereby indicating that the entity providing server 3304 also

provides VPN capability.

By displaying the “go secure” hyperlink, a user at computer 3301 is informed that the

current communication link between computer 3301 and server computer 3304 is a non—secure,

non-VPN communication link. At step 3402, it is determined whether a user of computer 3301

has selected the “go secure” hyperlink. If not, processing resumes using a non-secure

(conventional) communication method (not shown). If, at step 3402, it is determined that the

user has selected the “go secure” hyperlink, flow continues to step 3403 where an object
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associated with the hyperlink determines whether a VPN communication software module has

already been installed on computer 3301. Alternatively, a user can enter a command into

computer 3301 to “go secure.”

If, at step 3403, the object determines that the software module has been installed, flow

continues to step 3407. If, at step 3403, the object determines that the software module has not

been installed, flow continues to step 3404 where a non-VPN communication link 3307 is

launched between computer 3301 and a website 3308 over computer network 3302 in a well-

known manner. Website 3308 is accessible by all computer terminals connected to computer

network 3302 through a non-VPN communication link.’ Once connected to website 3308, a

software module for establishing a secure communication link over computer network 3302 can

be downloaded and installed. Flow continues to step 3405 where, after computer 3301 connects

to website 3308, the software module for establishing a communication link is downloaded and

installed in a well-known manner on computer terminal 330] as software module 3309. At step

3405, a user can optionally select parameters for the software module, such as enabling a secure

communication link mode of communication for all communication links over computer network

3302. At step 3406, the -communication link between computer 3301 and website 3308 is then

terminated in a well-known manner.

By clicking on the “go secure” hyperlink, a user at computer 3301 has enabled a secure

communication mode of communication between computer 3301 and server computer 3304.

According to one variation of the invention, the user is not required to do anything more than

merely click the “go secure” hyperlink. The user does not need to enter any user identification

information, passwords or encryption keys for establishing a secure communication link. All

procedures required for establishing a secure communication link between computer 3301 and

server computer 3304 are performed transparently to a user at computer 3301.

At step 3407, a secure VPN communications mode of operation has been enabled and

software module 3309 begins to establish a VPN communication link. In one embodiment,

software module 3309 automatically replaces the top-level domain name for server 3304 within

browser 3406 with a secure top-level domain name for server computer 3304. For example, if

the top-level domain name for server 3304 is .com, software module 3309 replaces the .com top-

level domain name with a .scom top-level domain name, where the “s” stands for secure.

Alternatively, software module 3409 can replace the top-level domain name of server 3304 with
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any other non-standard top-level domain name.

Because the secure top-level domain name is a non-standard domain name, a query to a

standard domain name service (DNS) will return a message indicating that the universal resource

locator (URL) is unknown. According to the invention, software module 3409 contains the URL

for querying a secure domain name service (SDNS) for obtaining the URL for a secure top-level

domain name. In this regard, software module 3309 accesses a secure portal 3310 that interfaces

' a secure network 3311 to computer network 3302. Secure network 3311 includes an internal

router 3312, a secure domain name service (SDNS) 3313, a VPN gatekeeper 3314 and a secure

. proxy 3315. The secure network can include other network services, such as e-mail 3316, a

plurality of chatrooms (of which only one chatroom 3317 is shown), and a standard domain

name service (STD DNS) 3318. Of course, secure network 3311 can include other resources and

services that are not shown in FIG. 33.

When software module 3309 replaces the standard top-level domain name for server

I 3304 with the secure top-level domain name, software module 3309 sends a query to SDNS 3313

at step 3408 through secure portal 3310 preferably using an administrative VPN communication

link 3319. In this configuration, secure portal 3310 can only be accessed using a VPN

communication link. Preferably, such a VPN communication link can be based on a technique

of inserting a source and destination IP address pair into each data packet that is selected

according to a pseudo-random sequence; an IP address hopping regime that pseudorandomly

changes IP addresses in packets transmitted between a client computer and a secure target

computer; periodically changing at least one field in a series of data packets according to a

known sequence; an Internet Protocol (IP) address in a header of each data packet that is

compared to a table of valid IP addresses maintained in a table in the second computer; and/or a

comparison of the IP address in the header of each data packet to a moving window of valid IP

addresses, and rejecting data packets having IP addresses that do not fall within the moving

window. Other types of VPNs can alternatively be used. Secure portal 3310 authenticates the

query from software module 3309 based on the particular information hopping technique used

for VPN communication link 3319,

SDNS 3313 contains a cross-reference database of secure domain names and

corresponding secure network addresses. That is, for each secure domain name, SDNS 3313

stores a computer network address corresponding to the secure domain name. An entity can
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register a secure domain name in SDNS 3313 so that a user who desires a secure communication

link to the website of the entity can automatically obtain the secure computer network address

for the secure website. Moreover, an entity can register several secure domain names, with each

respective secure domain name representing a different priority level of access in a hierarchy of

access levels to a secure website. For example, a securities trading website can provide users

secure access so that a denial of service attack on the website will be ineffectual with respect to

users subscribing to the secure website service. Different levels of subscription can be arranged

based on, for example, an escalating fee, so that a user can select a desired level of guarantee for

connecting to the secure securities trading website. When a user queries SDNS 3313 for the

secure computer network address for the securities trading website, SDNS 3313 determines the

particular secure computer network address based on the user’s identity and the user’s

subscription level.

At step 3409, SDNS 3313 accesses VPN gatekeeper 3314 for establishing a VPN

communication link between software module 3309 and secure server 3320. Server 3320 can

only be accessed through a VPN communication link. VPN gatekeeper 3314 provisions

computer 3301 and secure web server computer 3320, or a secure edge router for server

computer 3320, thereby creating the VPN. Secure server computer 3320 can be a separate server
computer from server computer 3304, or can be the same server computer having both non-VPN

and VPN communication link capability, such as shown by server computer 3322. Returning to

FIG. 34, in step 3410, SDNS 3313 returns a secure URL to software module 3309 for the .scom

server address for a secure server 3320 corresponding to server 3304.

Alternatively, SDNS 3313 can be accessed through secure portal 3310 “in the clear”, that

is, without using an administrative VPN communication link. In this situation, secure portal

3310 preferably authenticates the query using any well-known technique, such as a

cryptographic technique, before allowing the query to proceed to SDNS 3319. Because the

initial communication link in this situation is not a VPN communication link, the reply to the
9!

query can be “in the clear. The querying computer can use the clear reply for establishing a

VPN link to the desired domain name. Alternatively, the query to SDNS 3313 can be in the

clear, and SDNS 3313 and gatekeeper 3314 can operate to establish a VPN communication link

to the querying computer for sending the reply.

At step -3411, softwaremodule 3309 accessessecure server 3320 through VPN
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communication link 3321 based on the VPN resources allocated by VPN gatekeeper 3314. At

step 3412, web browser 3306 displays a secure icon indicating that the current communication

link to server 3320 is a secure VPN communication link. Further communication between

computers 3301 and 3320 occurs via the VPN, e.g., using a “hopping” regime as discussed

above. When VPN link 3321 is terminated at step 3413, flow continues to step 3414 where

software module 3309 automatically replaces the secure top-level domain name with the

corresponding non-secure top-level domain name for server 3304. Browser 3306 accesses a

standard DNS 3325 for obtaining the non-secure URL for server 3304. Browser 3306 then

connects to server 3304 in a well-known manner. At step 3415, browser 3306 displays the “go

secure” hyperlink or icon for selecting a VPN communication link between terminal 3301 and

server 3304. By again displaying the “go secure” hyperlink, a user is informed that the current

communication link is a non-secure, noneVPN communication link.

When software module 3309 is being installed or when the user is off-line, the user can

optionally specify that all communication links established over computer network 3302 are

secure communication links. Thus, anytime that a communication link is established, the link is

a VPN link. Consequently, software module 3309 transparently accesses SDNS 3313 for

obtaining the URL for a selected secure website. In other words, in one embodiment, the user

need not “click” on the secure option each time secure communication is to be effected.

Additionally, a user at computer 3301 caii optionally select a secure communication link

through proxy computer 3315. Accordingly, computer 3301 can establish a VPN

communication link 3323 with secure server computer 3320 through ‘proxy computer 3315.

Alternatively, computer 3301 can establish a non-VPN communication link 3324_ to a non-secure

website, such as non-secure server computer 3304. A

FIG. 35 shows a flow diagram 3500 for registering a secure domain name according to

the present invention. At step 3501, a requester accesses website 3308 and logs into a secure

domain name registry service that is available through website 3308. At step 3502, the requestor

completes an online registration form for registering a secure domain name having a top-level

domain name, such as .com, .net, .org, .edu, .mil or .gov. Of course, other secure top-level

domain names can also be used. Preferably, the requestor must have previously registered a non-

secure domain name corresponding to the equivalent secure domain name that is being
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requested. For example, a requestor attempting to register secure domain name “website.scom”

must have previously registered the corresponding non-secure domain name “website.com”.

At step 3503, the secure domain name registry service at website 3308 queries a non-

secure domain name server database, such as standard DNS 3322, using, for example, a whois

query, for determining ownership information relating to the non-secure domain name

corresponding to the requested secure domain name. At step 3504, the secure domain name

registry service at website 3308 receives _a reply from standard DNS 3322 and at step 3505

determines whether there is conflicting ownership information for the corresponding non-secure

domain name. If there is no conflicting ownership information, flow continues to step 3507,

otherwise flow continues to step 3506 where the requestor is informed of the conflicting

ownership information. Flow returns to step 3502.

When there is no conflicting ownership information at step 3505, the secure domain

name registry service (website 3308) informs the requestor that there is no conflicting ownership

information and prompts the requestor to verify the information entered into the online form and

select an approved form of payment. After confirmation of the entered information and

appropriate payment information, flow continues to step 3508 where the newly registered secure

domain name sent to SDNS 3313 over communication link 3326.

If, at step 3505, the requested secure domain name does not have a corresponding

equivalent non-secure domain name, the present invention informs the requestor of the situation

and prompts the requestor for acquiring the corresponding equivalent non-secure domain name

for an increased fee. By accepting the offer, the present invention automatically registers the

corresponding equivalent non-secure domain name with standard DNS 3325 in a well-known

manner. Flow then continues to step 3508.

G. Tunneling Secure Address Hopping Protocol Through Existing

Protocol Using Web Proxy

The present invention also provides a technique for implementing the field hopping

schemes described above in an application program on the client side of a firewall between two

computer networks, and in the network stack on the server side of the firewall. The present

invention uses a new secure connectionless protocol that provides good denial of service

rejection capabilities by layering the new protocol on top of an existing IP protocol, such as the

ICMP, UDP or TCP protocols. Thus, this aspect of the present invention does not require
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changes in the Internet infrastructure.

According to the invention, communications are protected by a client-side proxy

application program that accepts unencrypted, unprotected communication packets from a local

browser application. The client-side proxy application program tunnels the unencrypted,

unprotected communication packets ' through a new protocol, thereby protecting the

communications from a denial of service at the server side. Of course, the unencrypted,

unprotected communication packets can be encrypted prior to tunneling.

The client-side proxy application program is not an operating system extension and does

not involve any modifications to the operating system network stack and drivers. Consequently,

the client is easier to install, remove and support in comparison to a VPN. Moreover, the client-

side proxy application can be allowed through a corporate firewall using a much smaller "hole"

in the firewall and is less of a security risk in comparison to allowing a protocol layer VPN

through a corporate firewall. I

The server—side implementation of the present invention authenticates valid field-hopped

packets as valid or invalid very early in the server packet processing, similar to a standard virtual

private network, for greatly minimizing the impact of a denial of service attempt in comparison

to normal TCP/IP and HTTP communications, thereby protecting the server from invalid

communications. 3

FIG. 36 shows a system block diagram of a‘ computer network 3600 in which a virtual

private connection according to the present invention can be configured to more easily traverse a

firewall between two computer networks. FIG. 37 shows a flow diagram 3700 for establishing a

virtual private connection that is encapsulated using an existing network protocol.

In FIG. 36 a local area network (LAN) 3601 is connected to another computer network

3602, such as the Internet, through a firewall arrangement 3603. Firewall arrangement operates

in a well-known manner to interface LAN 3601 to computer network 3602 and to protect LAN

3601 from attacks initiated outside of LAN 3601. '

A client computer 3604 is connected to LAN 3601 in a well-known manner. Client

computer 3604 includes an operating system 3605 and a web browser 3606. Operating system

3605 provides kernel mode functions for operating client computer 3604. Browser 3606 is an

application program for accessing computer network resources connected to LAN 3601 and

computer network 3602 in a well-known manner. According to the present invention, a proxy
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application 3607 is also stored on client computer 3604 and operates at an application layer in

conjunction with browser 3606. Proxy application 3607 operates at the application layer within

client computer 3604 and when enabled, modifies unprotected, unencrypted message packets

generated by browser 3606 by inserting data into the message packets that are used for forming a

virtual private connection between client computer 3604 and a server computer connected to

LAN 3601 or computer network 3602. According to the invention, a virtual private connection

does not provide the same level of security to the client computer as a virtual private network. A

virtual private connection can be conveniently authenticated so that, for example, a denial of

service attack can be rapidly rejected, thereby providing different levels of service that can be

subscribed to by a user.

Proxy application 3607 is conveniently installed and uninstalled by a user because proxy

application 3607 operates at the application layer within client computer 3604. On installation,

proxy application 3607 preferably configures browser 3606 to use proxy application for all web

. communications. That is, the payload portion of all message packets is modified with the data

for forming a virtual private connection between client computer 3604 and a server computer.

Preferably, the data for forming the virtual private connection contains field-hopping data, such

as described above in connection with VPNs. Also, the modified message packets preferably

conform to the UDP protocol. Alternatively, the modified message packets can confonn to the

TCP/IP protocol or the ICMP protocol. Alternatively, proxy application 3606 can be selected

and enabled through, for example, an option provided by browser 3606. Additionally, proxy

application 3607 can be enabled so that only the payload portion of specially designated message

packets is modified with the data for forming a virtual private connection between client

computer 3604 and a designated host computer. Specially designated message packets can be,

for example, selected predetermined domain names.

Referring to FIG. 37, at step 3701, unprotected and unencrypted message packets are

generated by browser 3606. At step 3702, proxy application 3607 modifies the payload portion

of all message packets by tunneling the data for forming a virtual private connection between

client computer 3604 and a destination server computer into the payload portion. At step, 3703,

the modified message packets are sent from client computer 3604 to, for example, website

(server computer) 3608 over computer network 3602.
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Website 3608 includes a VPN guard portion 3609, a server proxy portion 3610 and a web

server portion 3611. VPN guard portion 3609 is embedded within the kernel layer of the

operating system of website 3608 so that large bandwidth attacks on website 3608 are rapidly

rejected. When client computer 3604 initiates an authenticated connection to website 3608, VPN

guard portion 3609 is keyed with the hopping sequence contained in the message packets from

client computer 3604, thereby performing a strong authentication of the client packet streams

entering website 3608 at step 3704. VPN guard portion 3609 can be configured for providing

different levels of authentication and, hence,- quality of service, depending upon a subscribed

level of service. That is, VPN guard portion‘3609 can be configured to let all message packets

through until a denial of service attack is detected, in which case VPN guard portion 3609 would

allow only client packet streams conforming to a keyed hopping sequence, such as that of the

present invention. 0

Server proxy portion 3610 also operates at the kernel layer within website 3608 and

catches incoming message packets from client computer 3604 at the VPN level. At step 3705,

server proxy portion 3610 authenticates the message packets at the kernel level within host

computer 3604 using the destination IP address, UDP ports and discriminator fields. The

authenticated message packets are then forwarded to the authenticated message packets to web

server portion 3611 as normal TCP web transactions.

At step 3705, web server portion 3611 responds to message packets received from client

computer 3604 in accordance with the particular nature of the message packets by generating

reply message packets. For example, when a client computer requests a webpage, web server

portion 3611 generates message packets corresponding to the requested webpage. At step 3706,

the reply message packets pass through server proxy portion 3610, which inserts data into the

payload portion of the message packets that are used for forming the virtual private connection

between host computer 3608 and client computer 3604 over computer network 3602. Preferably,

the data for forming the virtual private connection is contains field-hopping data, such as

described above in connection with VP_Ns. Server proxy portion 3610 operates at the kernel

layer within host computer 3608 to insert the virtual private connection data into the payload

portion of the reply message packets. Preferably, the modified message packets sent by host .

computer 3608 to client computer 3604 conform to the UDP protocol. ‘Alternatively, the

modified message packets can conform to the TCP/IP protocol or the ICMP protocol.
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At step 3707, the modified packets are sent from host computer 3608 over computer

network 3602 and pass through firewall 3603. Once through firewall 3603, the modified packets

are directed to client computer 3604 over LAN 3601 and are received at step 3708 by proxy

application 3607 at the application layer within client computer 3604. Proxy application 3607

operates to rapidly evaluate the modified message packets for determining whether the received

packets should be accepted or dropped. If the virtual private connection data inserted into the

received information packets conforms to expected virtual private connection data, then the

received packets are accepted. Otherwise, the received packets are dropped.

While the present invention has been described in connection -with the illustrated

embodiments, it will be appreciated and understood that modifications may be made without

departing from the true spirit and scope of the invention.
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CLAIMS

What is claimed is:

l. A method for accessing a secure computer network address, comprising steps of:

receiving a secure domain;

sending a‘ query. message to a secure domain service, the query message

requesting a secure computer network address corresponding to the secure domain;

receiving a response message containing the secure computer network address

corresponding to the secure domain; and

sending an access request message to the secure computer network address~using ‘

a virtual private network communication link.
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ABSTRACT

A technique is disclosed for establishing a secure communication link between a first

computer and a second computer over a computer network. Initially, a secure communication

. mode of communication is enabled at a first computer without a user entering any cryptographic

information for establishing the secure communication mode of communication. Then, a secure

communication link is established between the first computer and a second computer over a

computer network based on the enabled secure communication mode of communication. The

secure communication link is a virtual private network communication link over the computer

network in which one or more data values that vary according to a pseudo-random sequence are

inserted into each data packet.
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Extension-of-Time:
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PTO/SB/21 (04-07)
Approved for use through 09/30/2007. OMB 0651-0031

TRANSM|TTA|-
FORM

Examiner Name
(to be used for all correspondence after initial filing)

Total Number of Pages in This Submission Attorney Docket Number 077580-0015 (VRNK_1CP2DVCN)

ENC LOSU RES (Check all that apply)

El After Allowance Communication to TCDrawing(s)

 
 

   

  
 

 

 

I:I Fee Transmittal Form

El _ _ Appeal Communication to BoardFee Attached I-'Ce”5'”9"'e'ated Papers of Appeals and lnterferences

El _ _ Appeal Communication to TCAmendment/Reply Petition (Appeal Notice, Brief, Reply Brief)

El Petition to Convert to a _ _After Final Provisional Application P"°P"'eta"Y '”f°"mat'°”

El Power of Attorney, RevocationAffidavitsldec|aration(s) Change of Correspondence Address Status Letter
_ _ _ Other Enc|osure(s) (please Identify

Extension of Time Request Te"m'”a' D'3C'a'me" below):

Express Abandonment Request Request for Refund Statement under 37 CFR 3.73(b)

Information Disclosure Statement CD» Number Of CD(S)

I:I Landscape Table on CD
Certified Copy of Priority

DoCumenI(S) There are no fees believed to be due with the filing of this paper. However, the commissioner is
Rep|y to Missing Parts] hereby authorized to charge any fees that may be required to our deposit account No. 50-1133.
Incomplete Application

Reply to Missing Parts
under 37 CFR 1.52 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
Firm Name

McDermott, Will & Emery LLP. (Customer No. 23,630)

/Atabak R. Royaeel
Printed name

Atabak R. Royaee

CERTIFICATE OF TRANSMISSION/MAILING

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below:

Signature
/Atabak R. Royaeel

Typed or printed name Atabak R- R°Yaee 59937
This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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m

T

METHOD FOR ESTABLISHING SECURE COMMUNICATION LINK

-We °I I""e"t'°": BETWEEN COMPUTERS OF VIRTUAL PRIVATE NETWORK

M
—
—

—

Payment information:

File Listing:

Document . . . . Multi PagesDocument Description  File SIze(Bytes) Part /lip (if app”

Miscellaneous Incoming Letter Transmitta|.pdf 47482
Warnings:
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Information:

Power of Attorney SB82and73bStatement.pdf 425778

Warnings:

Information:

Tote-I Wes size (inbvtes>=

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date

shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary

components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the

International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due

course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement

Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Add1ess:COM1\.HSSIOI\ER FUR PATENTSPO Box I450

Alexandria, Virginia 22313-1450www.uspIo.gov

APPLICATION NUMBER F"-'N§A°T’E371 (C) GRP ART UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS

077580-0015

11/679,416 02/27/2007 2157 1000 (VBNK_1CP2DVC 1 1

 

CONFIRMATION NO. 3528

23630 FILING RECEIPT

MCDERMOTT WILL & EMERY LLP

28 STATE STREET

BOSTON, MA02109—1775

Date Mailed: 09/21/2007

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for

examination in due course. Applicant will be notified as to the results of the examination. Any

correspondence concerning the application must include the following identification information: the U.S.
APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF INVENTION. Fees

transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on

this receipt. If an error is noted on this Filing Receipt, please write to the Office of Initial Patent

Examination's Filing Receipt Corrections. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please

submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO

processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections

Applicant(s)
Victor Larson, Fairfax, VA;

Robert Dunham Short Ill, Leesburg, VA;

Edmund Colby Munger, Crownsville, MD;

Michael Williamson, South Riding, VA;

Assignment For Published Patent Application

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION, San Diego, CA

Power of Attorney: The patent practitioners associated with Customer NumberJ

Domestic Priority data as claimed by applicant

This application is a CON of 10/702,486 11/07/2003 PAT 7,188,180
which is a DIV of 09/558,209 04/26/2000 ABN

which is a CIP of 09/504,783 02/15/2000 PAT 6,502,135
which is a CIP of 09/429,643 10/29/1999 PAT 7,010,604
which Claims benefit of 60/106,261 10/30/1998

Foreign Applications

If Required, Foreign Filing License Granted: 09/20/2007

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is

US11/679,416

Projected Publication Date: 01/03/2008
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Non-Publication Request: No

Early Publication Request: No

Title

METHOD FOR ESTABLISHING SECURE COMMUNICATION LINK BETWEEN

COMPUTERS OF VIRTUAL PRIVATE NETWORK

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a

patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an

international application under the Patent Cooperation Treaty (PCT). An international (PCT) application

generally has the same effect as a regular national patent application in each PCT-member country. The

PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent" and does not eliminate the need of applicants to file

additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must

make an application for patent in that country in accordance with its particular laws. Since the laws of many

countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the

USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for

filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at

http://www.uspto.gov/web/offices/pac/doc/general/index.htmI.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you

may wish to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of

Commerce initiative, this website includes self-help "too|kits" giving innovators guidance on how to protect

intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent

enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN

FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a

license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in

37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
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revocation upon written notification. The date indicated is the effective date of the license, unless an earlier

license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date

thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under

37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the

subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of

current regulations especially with respect to certain countries, of other agencies, particularly the Office of

Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22

CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the

Office of Foreign AssetsControI, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN

FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received

any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant

to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addrcu: COMMISSIONER FOR PATENTSR0. Box 1450

Alexandria. Virginia TZJIJ-I450
www,1upto.go\'

 
11/679,416 02/27/2007 Victor Larson °7758?é°P°2‘l§\$‘éBNK‘

CON FIRMATION N0. 3528

2 3630 l llllllll llll llll lllll lllll lllll lllll lllll lllll lllll lllll lllll lllll lllll lllll llll lllll llll llll

& V "OC000000025951695"
BOSTON, MA 02109-1775

Date Mailed: 09/21/2007

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 06/29/2007.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

 

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199
OFFICE COPY
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Page 1 of 1

UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF‘ COMMERCE
United StnI.es,Pntent and Trademark Office
Addrcu: COMMISSIONER FOR PATENTSPO. Box 1450

Alaxayidria, Virginia 22111-I 450www.u:p!o,go\.'

APPLICATION NU1\/{BER FILING OR 371 (c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO.fI'ITLE

 
ll/679,416 ' 02/27/2007 Victor Larson
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(54) System providing for multiple virtual circuits between two network entltles

(57) Computers sending IP datagrams over an ATM
network are generally capable of operating multiple
simultaneous virtual circuits over the network. However.

in doing so, they normally only set up one virtual circuit
to each destination IP address so that in order to test

the simultaneous operation of N virtual circuits by a
computer under test. N target computers are needed.
To enable a single computer (1) to provide the destina-
tion endpoints for multiple vinual circuits (SVC) from a
computer (M) under test. both computers (M,T) are allo-

cated a plurality of virtual IP addresses (|MG).lT(D) and
the target computer (1) is additionally provided with a

module running address-changing processes (70.71)
that avoids the IP layers (20) of both computers from
rejecting IP datagrams (25A.25B) addressed with the
virtual IP addresses. As a result, each computer (M.'|')
can be addressed with any of a plurality of IP addresses

and each will result in the creation of a respective virtual
circuit (SVC) between the computers (M,T).
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Description

Field of the Invention

The present invention relates to a system providing
for multiple virtual circuits between two network entities

for use in particular, but not exclusively. in the testing of
network node apparatus providing IP messaging over
an ATM network.

 

As is well-known. the Internet Protocol (IP) uses a
scheme of IP addresses by which every connection of a
node to the lnternet has a unique IP address. IP

addresses are high-level addresses in the sense that
they are independent of the technology used for the
underlying network to which a node is connected. Each
node will also have a low-level. networkdependent
address (often callled the MAC address) that is actually
used for addressing at the network level and the IP pro-
tocol suite includes a address reolution protocol (ARP).
logically positioned below the IP layer itself. that is
responsible for translating between IP addresses con-
tained in a message and the local MAC addresses.

An increasingly important technology for local area
networks is ATM. ATM (Asynchronous Transfer Mode) is
a multiplexing and switching technique for transferring

data across a network using fixed sized cells that are
synchronous in the sense that they appear strictly peri-
odically on the physical medium. Each cell comprises a
payload portion and a header, the latter including a label
that associates the cell with an instance of communica-

tion between sending and receiving network end sys-
tems; this instance of communication may involve the
transfer of many cells from the sending end system.
possibly to multiple receiving end systems. ATM is asyn-
chronous in the sense that cells belonging to the same
instance of communication will not necessarily appear

at periodic intervals.
In ATM, the labels appended to the cells are fixed-

size context dependent labels, that is, they are only
understandable in the light of context information
already established at the interpreting network node.
the label generally being replaced at one node by the
label required for the next node. In other words. ATM is
a virtual circuit technology requiring a set up phase for
each instance of communication to establish the appro-
priate label knowledge at each node. Oi course, to set

up a desired communication. it is still necessary to iden-
tify uniquely the nodes forming the communication end
points and this is achieved by using ATM addresses,
generally of a significance limited to the particular ATM
network concerned.

The process of sending IP messages (datagrams)
over a ATM network including the operation of the
required ATM ARP system. is set out in RFC 1577 of the
IETF lnternet Engineering-Task Force) dated January
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1993. This RFC assumes an arrangement in which a
sending node will only establish a single vi rcuit circuit to
a given destination IP address (of course. this one vir-
cuit circuit may carry multiple connections between
respective pairings of high-level end points in the
nodes).

Figure 1 of the accompanying drawings is a dia-
gram illustrating the basic medtanism by which two
machines M and T exchange IP datagrams over a
switched virtual circuit (SVC) established across an

ATM network The machines M and T have respective
IP addresses IM and IT and respective ATM addresses
AM and Ar; each machine knows its own addresses. An
ATMARP server S knows the IP and ATM addresses of

all active nodes on the network, including machines M
and T; more particularly. server S maintains an ARP
table 15 associating the IP address of each node with its
ATM address. The server S maintains open a respective
SVC (switched virtual circuit) to each active node and
the identity of this SVC is held in the AFtP table 15: thus.
in the Figure 1 example. the server S is in communica-
tion with rnachine M over an SVC identified as SVC "1'

at the sewer. and the server S is in communication with
machine T over an SVC identified as SVC "2" at the
server S. At machines M and T these virtual circuits are

independently identified - thus at machine M its SVC to
the server S is identified as SVC "3" whilst at machine T
its SVC to the server S is identified as SVC "5".

The communications interface 18 in each of the

machines M and T comprises three main layers.
namely: an IP layer 20 responsible for forming IP data-
grams (including source and destination IP addresses)
for transmission ad for filtering incoming datagrams; an
intermediate IP/ATM layer 21 for determining the SVC
corresponding to the destination IP address of an out-

going datagram; and an ATM layer 22, including the low-
level network interface hardware. for sending and
receiving datagrams packaged in ATM cells over SVCs.

The lP/ATMlayer 21 maintains an ARP cache table
27 which like the table 15 of the server S contains asso-

ciations between IP address. ATM address and SVC.

Thus, table 27 of machine M contains an entry of the IP

address is, ATM address As. and SVC idemity "'3" for
the server S. and similarly. table 27 of machine T con-

tains an entry of the IP address is, ATM address A5. and
SVC identity '5' for the server S. The cache table 27
only holds information relevant to current SVCs of the

machine concerned so that during the initial establish-
ment of a SVC to a new destination, the cache table

must be updated with relevant information from the
ATMARP server S; this general process will be
described in more detail hereinafter with reference to

Figure 2. For the present. it will be assumed that an
SVC has already been established between machines
M and T and that the cache tables contain the relevant

information (in particular. cache table 27 of machine M

contains an entry with the IP address IT. ATM address
Ar. and SVC identity '4" for machine T. and cache table
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27 of machine T contains an entry with the IP address

IM, ATM address AM. and SVC identity "9" for machine
M).

Considering now the case of a high-level applica-
tion in machine M wanting to send a message .to
machine 1'. this application passes the message to the
IP layer 20 together with the destination IP address IT.
lP layer 20 packages the message in one (or more) dat-
agrarns 25A with a destination IP address of IT and
source Ip address of IM. Datagram 25A is then passed
to the IP/ATM layer 21 which executes an IP-to-SVC
lookup task 30 to determine from table 27 the SVC to be
used for sending the datagram to its destination address

IT; in the present case. table 27 returns the SVC identity
'4" and the layer 21 passes this identity together with

the datagram 25A to the ATM layer 22 which then sends
the datagram in ATM cells on SVC "4'. The datagram is
in due course received by machine T and passed up by
layers 22 and 21 to the IP layer 20 where a filtering task
29 determines from the datagram destination address
that the datagram is indeed intended for machine T; the
contents of the datagram are then passed to the rele-
vant high-level application. In the present example. this
high-level application produces a reply message which
it passes to the IP layer 20 together with the required
return address. namely the source IP address in the
received datagram 25A. IP layer 20 generates datagram
25B with the received return address as the destination

address. the IP address IT of machine T being included
as the source address. The datagram 25B is passed to
IP/ATM layer 21 where lP—to-SVC lookup task 30 deter-
mines from cache table 27 that the required destination

can be reached over SVC '9'. This information together
with datagram 25B is then passed to ATM layer 22
which transmits the datagram in ATM cells over SVC '9"
to machine M. When the datagram is received at
machine M it is passed up to the IP layer 20 where it is
filtered by task 29 and its contents then passed on to the
relevant high-level application.

Figure 2 of the accompanying drawings illustrates
in more detail the functioning of the IP/ATM layers 21 of
machines M and T in respect of datagram transmission
from machine M to machine T. it being appreciated that
the roles of the two layers 21 are reversed for transmis-
sion in the opposite direction. More particularly, upon
the IP-to-SVC lookup task 30 being requested to send a
datagram to IP address IT. it first carries out a check of
the cache table 27 (step 31) to determine if there is an
existing entry for IT (and thus an SVC. assuming that
entries are only maintained whilst an SVC exists). Step
32 checks the result of this lookup - it an SVC already
exists (in this case. SVC '4"). then step 39 is executed
in which the datagram is passed together with the iden-
tity of the relevant SVC to the ATM layer 22; however, if
the lookup was unsuccessful. task 30 executes steps 33
to 38 to set up an SVC to destination IT before executing
step 39.

The first step 33 ot the setup process involves the
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sending of an ARP request to the ATMARP server S
over the relevant SVC requesting the ATM address cor-

responding to IT. Server responds with ATM address AT
which is received by task 30 at step 34.

Task 30 now updates the cache table 27 with the IP
address IT and ATM address AT (step 35). Next. task 30
requests (step 36) the ATM layer 22 to establish a new
SVC to ATM address AT and this initiates an SVC setup
process 28 which may be executed in any appropriate
manner and will not be described in detail herein. In due

course, process 28 returns the identity of the SVC that
has been set up to AT (in this case. SVC '4"), this iden-
tity being received at step 37 of task 30. Finally. cache
table 30 is updated at step 38 by adding the SVC iden-

tity ('4") to the entry already containing IT and AT.
' In machine 1'. the setup of the new SVC to the

machine from machine M is handled by the setup proc-
ess 28 of machine T. The process 28 informs the
IP/ATM layer that a new SVC has been setup and this
triggers execution of an update task 40 to update the
cache table 27 ot machine 1'. More particularly. on the

new SVC indication being received (step 41). a first
update step 42 is carried out to add an entry to the table
confining the idemity of the new SVC (in the present
example '9"). and the ATM address AM of the node at
the other end of the SVC; at this stage. the correspond-
ing IP address is not known to machine 1'. In order to

obtain this IP address. an inverse ARP request is now
made to machine M (step 43). In due course a response
is received (step 44) containing the IP address of
machine M. The cache table 27 is then updated at step
45 with the IP address IM of machine M and the IP/ATM
layer is now ready to effect IP-to-SVC translations for
datagrams intended for machine M.

The inverse ARP request sent by machine T to
machine M is handled by an inverse ARP task 50 that

examines the request (step 51) and on finding that it
contains the ATM address AM, responds with the IP

address IM of machine M (step 52).
To facilitate explanation of the preferred embodi-

ment of the invention hereinafter. the messages across
the boundary between the IP/ATM layer 21 and the ATM

layer 22 have been labelled in Figure 2 as follows where
superscript "T" indicates an outgoing message (that is.
from the IP/ATM layer to the ATM layer) and the super-
script "R" indicates incoming messages (that is. from
the ATM layer to the IP/ATM layer):

xi‘ - outgoing ARP request:
X2“ - incoming ARP response;
X37 - outgoing SVC setup request:
X4“ - incoming SVC setup done indication;
X5“ - incoming new SVC indication;
X67 - outgoing INAHP request;
X6" - incoming INARP request;
X77 - outgoing INARP response;
X87 - outgoing datagram;
X8" - incoming datagram.
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It will be appreciated that machines connecting to
an ATM network, such as machines M and T as well as

the server S. are designed to handle a large number of
virtual circuits simultanteously. if in testing such a
machine (machine M in the following discussion) it is
desired to fully stress the machine under test, then the
design limit of concurrently operating virtual circuits

must be simultaneously used. However, as already indi-
cated. current practice is that only one virtual circuit is
established to each distinct IP address. As a result,

since generally each machine that might be used to test
machine M has only one network connection and there-
fore only one IP address, if machine M is designed to

operate up to N virtual circuits simultaneously, then it
requires N machines to test machine M. Such an
arrangement is illustrated in Figure 3 where the N
machines are constituted by the server S and (N-1)
other machines here represented as machines T1 to

T(N-1). Such an arrangement is generally impractical as
N may be as high as 1024 or more.

it is an object of the present invention to provide a
mechanism that enables. inter alia. the foregoing test

problem to be overcome. '

_S_gmmggy Of H16 Il’lV§f'I[|Ol'l

According to the present invention. there is pro-

vided a system in which a plurality of entities are con-
nected to a network ad can exchange messages across
virtual circuits set up over the network between said
entities. each entity having a operative high-level
address on the network. and each entity comprising:

-- high-level messaging means for handling mes-
sage transmission and receipt on the basis of the
aforesaid high-level addresses. the high-level mes-
saging means comprising means for including in
outgoing messages the operative high-level
address of the entity as a source identifier and the

operative high level address of the intended recipi-
ent entity as a destination identifier. and means for
filtering incoming messages according to the desti-
nation identifier contained in the message:
-- virtual-circuit means for providing virtual circuits
between the entity and other entities, there being a
respective virtual circuit for each different destina-
tion identifier in use, and

-- intermediate means for passing an outgoing mes-

sage from the high-level messaging means to that
one of the virtual circuits provided by the virtual-cir-
cuit means which corresponds to the destination
identifier of the message;

characterised in that each of a first and a second one

of the entities has a plurality of virtual high-level
addresses associated with it that are different from the

operative high-level address of the entity. the virtual
high-level addresses being usable by the messaging
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means of the first and second entities as destination

identifiers in outgoing messages; and In that between
the intermediate means of the first and second entities.

there are provided address-changing means respon-
sive to each of at least some of the messages sent
between these entities with a said virtual high-level
address as its destination identifier, to change that
address to the operative high-level address of the corre-
sponding entity and to change the operative high-level
address provided as the source identifier of the mes-

sage into one of the said virtual high-level addresses
associated with the sending entity in dependence on the
virtual high-level address initially provided as the desti-
nation identifier of the same message.

By virtue of this arrangement. it is possible to estab-
fish a plurality of virtual circuits between the first and

second entities by using the different virtual high-level
addresses of the entities as the destination identifiers in

messages exchanged between the entities. the receiv-
ing high-level adressing means accepting such mes-

sages due to the address-changing means having
changed the destination identifier to the operative high-
Ievel address of the receiving entity. By also changing
the source identifier, it is possible to retain in the mes-
sage information sufficient to associate any reply mes-
sage with a particular one of the virtual circuits

established with the sending entity (in particular, the
reply message can be sent back over the same virtual

.circuit as the message to which it is a reply - however, if
desired. it is also possible to use a separate virtual cir-
cuit for the reply messages).

Preferably, the address-changing means comprises

first address-changing functionality for effecting the
aforesaid changes for messages sent from the first

entity to the second entity, and second address-chang-
ing functionality for effecting these changes for mes-
sages sent from the second entity to the first entity. both
the first and second address-changing functionalities
being provided in the second entity. This configuration is

well suited for testing the ability of network node appa-
ratus to concurrently operate a plurality of virtual circuits
where the network node apparatus is operative to
establish a virtual circuit for each different high-level

destination address being handled; more particularly,
the network node apparatus serves as the aforesaid

first entity. and is caused to send messages to at least
some of the vial high-level addresses associated with

the second entity. By placing the address-changing
means in the second entity, no modifications are
needed to the network node apparatus in order for it to
be able to establish a plularity of virtual circuits with the
second entity.

Advantageously, the address-changing means
effects a predetermined transformation on the virtual
high-level address forming the initial destination identi-

fier of a said message in order to form the virtual high-
level address to be used for the source identifier of that

message. For example. this transformation may simply
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involved changing the address by one (where the
address is numeric in form).

The present invention is particularly applicable to

systems in which the high-level addresses are IP
addresses and the network is an ATM network

BrlefD 5 rl on ofth Drawln

A system embodying the invention will now be
described. by way of non-limiting example. with refer-
ence to the accompanying diagrammatic drawings. in
which:

. Figure 1 is a diagram of a known system for send-
' ing IP datagrams over a ATM network

between two machines M and T;

. Figure 2 is a diagram illustrating the steps canted
out by the Figure 1 system in establishing
a virtual circuit between machines M and

T;

. Figure 3 is a diagram of a known test arrangement

for testing the ability of a machine M to
concurrently operate multiple virtual cir-
cuits;

. Figure 4 is a diagram showing a test arrangement
embodying the invention for testing the
ability of a machine M to concurrently

operate multiple virtual circuits;
. Figure 5 is a diagram similar to Figure 1 but show-

ing a system embodying the invention in
which multiple virtual circuits are estab-
lished between machines M and T;

.l-'igure6 is a diagram illustrating the processing
effected by a module VNS disposed in
machine T of the Figure 5 system when
machine M initiates the opening oi a new
virtual circuit between machines M and

T; and

.Flgure7 is a diagram illustrating the processing
effected by a module VNS disposed in
machine T oi the Figure 5 system when
machine T initiates the opening oi a new
virtual circuit between machines M and T.

Be§1 Mode of Carrying out the Invention

The embodiment of the invention ''now to be

described provides a system in which it is possible to
establish a plurality of SVCs (switched virtual circuits)
across an ATM network for the exchange oi IP data-
grams between two machines M and T whereby it is
possible to test the ability oi machine M to concurrently
operate a plurality of virtual circuits without needing to
provide a respective destination machine for each SVC
operated by machine M. The overall test arrangement is
illustrated in Figure 4 where machine M operates N
SVCs over ATM network 10. one SVC being with
ATMARP sewer S and (N-1) SVCs being with machine
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T. According to the preferred embodiment’. the estab-
lishment of multiple concurrent SVCs between machine
M and T is effected without modiiication to machine M.

Figure 5 shows a system embodying the present
invention. this system being similar to that oi Figure 1
but being operative to provide a plurality of concurrent
SVCs 65 between machines M and T. In the Figure 5
system. the machines M and T and the server S are

assumed to operate in the same way and have the
same IP and ATM addresses as in Figure 1; in addition,
in Figure 5 the same SVCs are established between the
sewer S and the machines M and T as in Figure 1. The
Figure 5 system includes. however, added functionality
provided by processes 70 and 71 which in Figure 5 are
shown independent of machines M and T but in practice
would be provided either distributed between machines
M and T or wholly in one of these machines; in a pre-
ferred embodiment. the processes 70 and 71 are pro-
vided in machine T.

In accordance with the present invention. each
machine M and T is allocated a number of virtual IP

addresses different from its operative (or 'real') IP
address (this latter address being the one which the IP
layer knows about for inclusion as the source address in

outgoing datagrams and upon which filtering is carried
out by task 29). Thus, machine M is allocated virtual IP

addresses IMU). |M(2), .... ..|M0-)...; similarly. machine T is
allocated virtual IP addresses '1'“). I112), .... ..lT(|)....

Each of these virtual IP addresses is entered into

table 15 of ATMARP server S together with the ATM
address of the corresponding one of the machines M.T;

thus virtual IP address IMO is associated with ATM
address AM and virtual IP address IUD is associated
with ATM address Ar.

Now, if the communications interface 18 of machine

M is asked to send a message to iP address I70). lP
layer 20 will construct a datagram 25A having a destina-

tion address of I70) and a source address of lM. The IP-
to-SVC task 30 of IP/ATM layer 21 then acts in the man-
ner already described to fetch the ATM address cone-

sponding to I70) from server S and set up an SVC (here
identified by "p") towards machine T; the cache table 27
is updated appropriately. The datagram 25A is now sent
by ATM layer over SVC(p) to machine T.

if no further action is taken. the datagram 25A. after

receipt at machine T. will be rejected by the filter task 29

as the destination address inn of the datagram differs
from the operative IP address lT known to task 29 of
machine T. Accordingly, a process 70 is provided that
recognises the destination address of datagram 25A as
being a virtual IP address of machine T and substitutes
the real IP address of machine T for the virtual address

in the destination field of the datagram 25A. The data-
gram will now be allowed through by filter task 29 of
machine T.

However. a further difficultly remains. If only the
destination address is changed. the resultant datagram
contains no indication that the datagram was not ordi-
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narily sent with the real IP address of machine T; any
reply will therefore be sent on an SVC set up to take dat-
agrams from machine M to the real IP address of

machine M. This SVC would end up taking all the reply
messages for messages sent from machine M to
machine T over all the SVCs set up in respect of the vir-
tual IP addresses allocated to machine T. This is clearly
undesirable. To avoid this. the source address of data-

gram 25A is also changed by process 70. More particu-
larly. the source address is changed from the real IP
address of machine M to one of the virtual IP addresses

IMO) of this machine. the virtual address chosen being
dependent on the original virtual IP address forming the
destination address of the datagram. As a result. all dat-
agrams 25A having the same virtual destination
address end up after operation of process 70 as data-
grams 25AA with the same virtual source address.

whereas datagrams 25A having different initial virtual
destination addresses end up as datagrams 25AA with
different source addresses. The process of changing
the source address preferably involves a predetermined
transformation of the virtual destination address - for

example. to obtain the required virtual source address.
the virtual destination address can simply be incre-
mented by one (there would thus exist. for example. a
set of even virtual IP addresses for machine M and a

corresponding set of odd virtual IP addresses for
machine T. each even virtual IP address of machine M

being associated with the immediately adjacent. lower-
valued. odd virtual IP address of machine 1).

The address-changing process 70 must be carried
out on datagram 25A after operation of the IP-to-SVC
task 30 in machine M and prior to the filter task 29 in
machine T In addition. whilst the two address-hanging
operations of process 70 need not be carried out at the

same time or at the same location (though it is. of
course. convenient to do so). the changing of the source
address must be done whilst the initial virtual destina-
tion address is still available.

The contents of datagram 25AA are passed by IP
layer 20 of machine T to a high-level application which.
in the present example. produces a reply that it passes

to layer 20 for sending back to IP address IMO). that is. to
the source address contained in datagram 25AA. Layer

20 produces a datagram 258 with source address IT

and destination address IMO). Next. IP-to-SVC task 30 of
layer 21 looks up the destination address in the cache
table 27 to find out the SVC to be used for the reply. It.
as will normally be the case, the same SVC is to be
used for the reply as carried the original datagram 25A

with destination address ITT). then the SVC setup proc-
ess will have been arranged to enter the address IMO-) in
cache table 27 against that SVC (in present case. iden-

tified to machine T by ”q"): a lookup on IMO) will thus
return "q" as the required SVC. However. if it is desired
to use a different SVC for datagrams 25B passing from
T to M as used for datagrams 25A passing from M to T.

then the first lookup on IMO) by task 30 will not identify an
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SVC and task 30 must then initiate set up of a new SVC.

Assuming that the same SVC is to be used for the

datagrams 25B with destination address IMO) as for the
datagrams 25A with destination address ITO). then alter
task 30 has identified SVC(q) as the appropriate SVC,
the datagram 25B is passed to the ATM layer 22 for
sending out over SVC(q). In due course. machine M

receives this datagram and passes it up to IP layer 20;
however. before the datagram reaches this layer, it must
undergo address-change processing similar to that car-
ried out on datagram 25A. More particularly. the virtual

destination address IMO) must be changed to the real IP
address IM of machine M. and the real source address

IT of machine T must be changed to the virtual IP

address ITO) of machine T associated with the virtual
destination address IMO). This address-change process-
ing is carried out by process 71.

With regard to the source address change. where
the corresponding change was effected for datagram
25A by incrementing by one the virtual destination

address ITO) of that datagram. then for datagram 25B.
the source address is changed to the destination

address IMO) decremented by one.
In a similar manner to process 70. process 71 must

be carried out on datagram 25B after operation of the
IP-to-SVC task 30 in machine T and prior to the filter
task 29 in machine M. In addition. whilst the two

address-changing operations of process 71 need not be
carried out at the same time or at the same location, the
changing of the source address must be done whilst the
initial virtual destination address is still available.

Following operation of process 71. datagram 25BB

with source address ITO) and destination address IM is
allowed through by filter task 29 and the contents of the

datagram are passed to the relevant high-level applica-
tion.

Having described the general mechanism by which
virtual IP addresses can be used for exchanging data-
grams 25A and 25B across a SVC between machines
M and T. the issue will now be addressed as to how the

cache table 27 in machine T is updated on SVC setup to
associate the new SVC (that is. SVC(q) at machine 1)

with the virtual IP address IMO) of machine M (this is
required where the same SVC is to be used for the reply
datagram 25B as for the original datagram 25A). It will
be appreciated that when the task 40 (see Figure 2) is
executed. the INARP request sent to machine M will

only return the real IP address IM of machine M. there
being no other information available to the update task
40 by which any other result could be obtained from the

INARP task 50; clearly. something additonal needs to
be done for update task 40 to be able to associate the

virtual IP address IMO) with the newly created SVC(q) in
table 27. In fact, there are a number of ways in which the
update task could be informed that the IP address to be

associated with SVC(q) is IMO). For example. the update
task 40 could be arranged to send a request back over
the newly-created SVC(q) asking machine M to identify
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the destination IP address Im it associates with that
SVC; from this information, the update task could deter-

mine the associated virtual IP address IMO) of machine
M (assuming there is a predetermined relation between
the two as is the case in the described embodiment)

and then update table 27 accordingly. An alternative

approach that avoids sending a special request to
machine M is to wait for machine M to supply the desti-

nation IP address IT“) in the first lP datagram 25A sent
over the new SVC(q), the update task then deriving the

required address IMO) as described above.
A variant of this latter approach is to leave the

update task 40 unchanged but provide an additional
process that:

(a) delays the INARP request until the destination

address IUD of the first datagram from machine M
to machine T can be captured;

(b) uses the captured address I1-(9 as the source
address of the INARP request that is now sent on to
machine M.

The INARP response from machine M will therefore

have a destination address Inn and a source address
(that forms the substance of the INARP response) of IM.
By ensuring that this response datagram is subject to
the processing effected by process 70. the source data

in the lNAFiP response will be changed to IMO) by the
time the response reaches the update task 4-0. Thus,
the required updating of the table 27 of machine T can
be achieved without modification to the existing tasks of

machines M and T but simply by the addition of a further
process for effecting steps (a) and (b) described above.
This approach is the preferred one for updating table 27
and is the one used in the module described below with

reference to Figures 6 and 7.
The above-described system involving the alloca-

tion of multiple virtual IP addresses to machines M and
T and the provision of the address-changing processes
70 and 71, permits multiple SVCs to be concurrently
operated between the machines M and T thereby ena-
bling implementation of the test arrangement depicted
in Figure 4. Of course, when testing the machine M. if is
desirable that no changes are made to this machine;
accordingly, it is preferred for such a test arrangement to
implement the address-changing processes 70 and 71
in machine T

The implementation of the address-changing proc-
esses 70 and 71, and of the INARP request modification
process, can conveniently by done by inserting a mod-
ule (hereinafter called the VNS module) between the
IP/ATM layer 21 and the ATM layer 22 of machine T; in
fact, an instance of this module is created for each SVC,

this being relatively easy to implement when using a
STREAMS type I/O implementation as provided in most
UNIX systems (conveniently one stream is provided for
each SVC and the VNS module is pushed onto each
stream when the stream is created).
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The messages passing across the boundary
between layers 21 and 22 have already been described
above with reference to Figure 2 and the processing
effected by the VNS module on each of these messages
will next be described. First. the situation of Figure 5 will
be considered where it is machine M that initiates the

setting up of a new SVC to machine T. The first mes-
sage received by the VNS module will be the SVC setup

indication message X5“ and this is passed through the
VNS module without modification (see Figure 6). Next,
the INARP request X67 is received and is subject to the
modification process 82 described above. namely it is
delayed until the first IP datagram 25A is received and

the address lm extracted and used for the source
address of the lNAFiP request. The INARP response

X7" is then received and subject to the address-chang-
ing process 70.lP datagrams X8” from machine M to
machine T are also subject to the address-changing

process 70. IP datagrams X8T from machine T to
machine M are subject to address-changing process
71.

Figure 7 depicts the processing effected by the
VNS module in the situation where it is the machine T

rather than the machine M that initiates SVC setup. The
messages passing through the VNS module in this case
are those shown crossing the boundary between layers
21 and 22 in Figure 2 for machine M. The first four mes-

sages X1T, X3T, X2“, and X4“ are passed through with-
out modification. The INARP request received from

machine M is subject to the modification process 82,
being delayed until the destination address of the first IP

datagram from machine T to machine M can be cap-
tured and used as the source address of the INARP

request. The lNAFtP response X77 is subjected to proc-
ess 71 as are IP datagrams X87 from machine T to
machine M. IP datagrams X8“ from machine M to
machine T are subjected to process 70.

It will be appreciated that many variants are possi-
ble to the above-described embodiment of the inven-

tion. it will also be appreciated that the invention is not
limited to switched virtual circuits but can equally be
applied to permanent virtual circuits. Furthermore, the
setting up of multiple virtual circuits between two
machines can be used not only for implementing the
test arrangement described above with reference to Fig~

ure 4 but also for other purposes.
Although the present invention has been described

in the context of high-level addresses constituted by IP
addresses and virtual circuits set up across an ATM net-

work, the invention can be applied to other types high-
level addresses and other types of virtual-circuit net-
work. For example, the high-level addresses could be
MAC addresses in the case of a network in the form of

a emulated LAN (ELAN) over an ATM network.

Claims

1. A system in which a plurality of entities are con-

Petitioner Apple Inc. — Exhibit 1026, p. 162



Petitioner Apple Inc. - Exhibit 1026, p. 163

13 EP 0 836306 A1 14

nected to a network and can exchange messages
across virtual circuits set up over the network
between said entities. each entity having an opera-

tive high-level address on the network, and each
said entity comprising:

-- high-level messaging means for handling
message transmission and receipt on the basis
of said high-level addresses. said high-level
messaging means comprising means for
including in outgoing ones of said messages
the operative high-level address of the entity as
a source identifier and the operative high level
address of the intended recipient entity as a
destination identifier, and means for filtering

incoming ones of said messages according to
the destination identifier contained in the mes-

sage:

-- virtual-circuit means for providing virtual cir-
cuits between the entity and other said entities.

there being a respective virtual circuit for each
different destination identifier in use, and

-- intermediate means for passing an outgoing
message from said high-level messaging
means to that one of the virtual circuits pro-
vided by the virtual-circuit means which corre-
sponds to the destination identifier of the
message;

characterised In that each of a first and a second

said entity has a plurality of virtual high-level
addresses associated with it that are different from

said operative high-level address of the entity. said

virtual high-level addresses being usable by the
messaging means of said first and second entities
as destination identifiers in outgoing messages;
and in that between said intermediate means of

said first and second entities, there are provided

address-changing means responsive to each of at
least some of said messages sent between these
entities with a said virtual high-level address as its
destination identifier to change that address to the

said operative high-level address of the corre-
sponding entity. and to change the operative high-
level address provided as the source identifier of
the message into one of the said virtual high-level
addresses associated with the sending entity in
dependence on the virtual high-level address ini-
tially provided as the destination identifier of the
same message.

2. A system according to claim 1, wherein said
address-changing means effects a predetermined
transformation on the virtual high-level address
forming the initial destination identifier of a said
message to which the address-hanging means is
responsive in order to form the virtual high-level
address to be used for the source identifier of that
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message.

3. A system according to claim 2. wherein said
address-changing means is responsive to mes-
sages sent in both directions between said first and

second entities with virtual high-level addresses as
destination identifiers, the said transformation

effected in respect of such messages sent in one
said direction being the reverse of the transforma-
tion effected in respect of other such messages
sent in the opposite said direction.

4. A system according to claim 1, wherein said
address-changing means comprises first address-
changing functionality for effecting said changes for
messages sent from said first entity to said second
entity. and second address-changing functionality
for effecting said changes for messages sent from
said second entity to said first entity. both said first
and second address-changing functionalities being
provided in said second entity.

5. A system according to claim 1, wherein said
address-changing means comprises first address-
changing functionality for effecting said changes for
messages sent from said first entity to said second
entity. and second address-changing functionality
for effecting said changes for messages sent from
said second entity to said first entity, the two said

address-changing functionalities being provided in
respective ones of said first and second entities.

6. A system according to claim 1. wherein:

-- each said entity has a low-level address on
the network;

-- said intermediate means of each entity fur-
ther comprises:

-- first association means for providing an
association between the destination identi-

fier of a outgoing message and the low-

level address of the corresponding said
entity.
—- second association means for providing
an association between the destination

identifier of an outgoing message and a
said virtual circuit.

said intermediate means using its second
association means to identity from the destina-

tion identifier of a said outgoing message which
virtual circuit is to be passed the message
where such virtual circuit exists. and otherwise

first passing a request to the said virtual circuit
means of the same entity to establish a virtual
circuit to the entity having the low-level address
identified by said first association means as
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associated with the destination identifier of the

outgoing message; and

-- the said virtual-circuit means of each entity
includes setup means responsive to a said
request from the intermediate means of the
same entity to establish a virtual circuit to the
said entity having the low-level address pro-
vided in said request. said setup means caus-
ing the intermediate means to update its
second association means to associate the

newly-established virtual circuit with the said
destination identifier relevant to said request;

the first association means of each of said first and

second entities serving to provide an association
between the virtual high-level addresses of the
other of said first and second entities and the low-

Ievel address of that other entity. '

8. A system according to claim 7, further compris-
ing a network server containing associations
between high-level addresses and low-level
addresses. said first association means of each

said entity comprising means for interrogating said
network server for a required association.

9. A system according to claim 7, wherein said sec-
ond association means comprises cache means for
temporarily holding said associations between said
destination identifiers and currently corresponding
virtual circuits.

10. A system according to any one ot claims 1 to 9,

wherein said high-level addresses are IP addresses
and said network is a ATM network.

11. A system according to any one 01 claims 1 to 9.
wherein said high-level addresses are MAC
addresses and said network is a emulated LAN
over an ATM network.

12. A method of testing the ability of network node
apparatus to operate a plurality ot virtual circuits at
the same time, said network node apparatus being
arranged to establish a virtual circuit for each differ-

ent high-level destination address being handled.
said method involving setting up a system accord-
ing to claim 4 with said network node apparatus as
said first entity. and causing the network node
apparatus to send messages to at least some of
said virtual high-level addresses associated with

said second entity.
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U§EB,-DEFINED DXEAMIC COLLABORATIVE ENVIRONMEE ! S
This application is related in subject matter to and claims priority from

provisional U.S. application serial number 60/101,431, filed on September 22, 1998.
The contents of that application are bodily incorporated herein.

BACKGROQED OF THE LNVENTIOE

1. Technical Eield

This invention relates generally to computer systems and networks. More

particularly, the invention relates to systems and methods for providing user-defined
collaborative environments for transacting business or electronic commerce.

2. gelated Infogation I
Following hurricane Andrew, many insurance companies sought to limit their

risk by withdrawing coverage from coastal areas. While this made good sense for the

specific companies, it was not acceptable from a societal perspective. The cities,
towns, homes and businesses built near the coasts could not afford to go without
insurance, nor could the financial institutions that loaned money on these properties
afford the risk. The problem facing the insurance companies was not the absolute

magnitude of the risk, but the concentration of the risks in one area, leading to the
possibility ofvery large losses resulting fiom a single event.

One law firm had conceived the idea of providing a mechanism for insurance

companies to exchange risk. Companies with a high exposure in one area (e.g.
Florida windstorrns) could reduce their risk by ceding part of this to another company

with non-coincident risk (e.g. California earthquakes) and assume part of the second

cornpany’s risk in return. A company (CATEX) was formed to conduct such trading,
but the trading rules had yet to be defined and the trading infrastructure had not yet

been developed. CATEX postulated that the key barrier to insurance risk trading was

determining the relative risk of different perils in different regions. One approach
suggested by CATEX was to try to estimate these relative risks (termed relativities)
for a broad set of perils and regions, to provide an initial basis for trading.

It was recognized, for various reasons, that this could not be done feasibly

because: general estimates of risk, rather than the risk for specific locations,
‘buildings, ships, etc. would be inadequate for commerce; there were many risks to
evaluate given all of the permutations of location, perils, and structure; and
companies would not be willing to trade risk based strictly on a third-party's analysis

1
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An analysis of the problem, however, indicated that estimating the relativities .

was not essential to facilitate trading, or, in a broader sense, that trading was the only

way to address the problem of insuring concentrated risk. The key difiiculty was

1

2

3

4 determining how to create greater efficiency in the reinsurance market, whether by

5 introducing new instruments (like swaps), bringing new capital to the market,

6 connecting more buyers to more traders, or reducing the cost of placing reinsurance.

7 It was determined that the above concept could be implemented in an electronic

8 trading system that could play an important role in promoting these factors, and

9 could, in fact, transform the reinsurance market, which is not very automated. A

10 system that allowed trading wasdeveloped and implemented. A more detailed

11 description of this system, as enhanced in accordance with various inventive

12 principles herein (referred to as “first-generation” complex instrument trading
1 3 technology), are provided below. More generally, as electronic commerce (and

14 business-to-business commerce, in particular) has grown, various companies have

15 developed sofiware tools and services to facilitate transactions on the Internet and

16 over private networks. E-Bay, for example, hosts a well-known web site that

17 operates a transaction model (a so-called "concurrent auction") that permits buyers
18 to submit bids on items offered by individuals. Lotus Notes provides a network-

19 oriented system that allows users within a company to collaborate on projects.

20 Oracle Corporation hosts various transaction engines for clients that pay to host such

2 1 services on a web site. DIGEX Corporation similarly hosts web-based application

22 programs including various transaction engines. Other companies sell so-called

23 “shrink wrap" sofiware that allows individuals to set up web sites that provide

24 catalog ordering facilities and the like.

25 Some Internet service providers, such as America Online, host “chat rooms"

26 that permit members to hold private discussions with other members who enter

27 various rooms associated with predetennined topics. A company known as 4

2 B b1ueonline.com hosts a web site that facilitates collaboration on construction projects.

29 Various virtual private networks have been created to facilitate communication

3 0 among computer users across the Internet and other networks, but these networks

3 1 provided very limited ftmctionality (e.g., e-mail services); are not user-defined (they
3 2 must be created and installed by system administrators); and they cannot be easily

3 3 destroyed when they are no longer needed.
2
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The aforementioned products and services are generally not well suited to .

facilitating complex electronic transactions. As one example, most conventional
services are predefined (not user-defined) and are centrally administered. Thus, for

example, a group of companies desiring to collaborate on a project must fit their

1

2

3

4

5 collaboration into one of the environment models provided by an existing service

6 provider (or, alternatively, build a custom system at great expense).
7 Suppose, for example, that a group of high school students needs to
8 collaborate on a research paper that requires soliciting volunteers for a survey on drug

9 use, conducting the survey, brainstorming on the survey results, posing follow-up

10 questions to survey participants anonymously, publishing a report summarizing the
11 results, and advertising the report for sale to newspapers and radio stations. This

12 project requires elements of communication among persons inside a defined group
1 3 (those writing the paper) and outside the group (e.g., survey participants); conducting
14 research (conducting the survey, compiling the results, comparing the results with
15 other surveys published by news sources; and brainstorming on the meaning of the

16 results); and conducting a commercial transaction (e.g., publishing the survey in
17 electronic form and making it available at a price to those who might be interested

18 in the results). No existing software product or service is available to meet the

1 9 specific needs of this research team. Creating a user—defined environment including
20 tools and communication facilities to perform such a task would be prohibitively

21 expensive. Even if such a tailor-made environment could be created, it would be
22 difficult to disassemble the environment (computers, networks, and software) afier

2 3 the project was completed.

24 In short, there is a need to provide a user-defmed collaborative environment

25 that is tailored to the needs of particular groups that conduct communication,

2 6 research, electronic transactions, and deal-making.

27 SUMMARY OF TEE INVENTLON

28 A first embodiment of the invention, referred to as a complex instrument

2 9 trading engine (CITE), facilitates negotiation between two or more parties. In this
30 embodiment, a set of negotiation tools and techniques such as anonymous email,

3 1 secure communication, document retention, and bid and proposal listing services are

3 2 provided in order to facilitate the negotiation and execution ofcomplex instruments
3 3 such as contracts between corporations, governments, and individuals.

3
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A second embodiment of the invention, referred to as a dynamic collaborative .

environment (DCE), allows members of a group to define a dynamic virtual private
network (DVPN) environment including user-selected tools that facilitate
communication, research, analysis, and electronic transactions both within the group

1

2

3

4

5 and outside the group. The environment can be destroyed easily when it is no longer
6

7 computers.

8 Although the two embodiments are described separately for ease of

9 comprehension, it should be understood that the two embodiments share many
1 0 features and, in fact, the second embodiment could include some or all of the features

11 of the first embodiment in a generalized collaborative system. Consequently,
12 references to a specific embodiment in the following description should not be

13 deemed to limit the scope of features or tools included in each embodiment.

14 Moreover, references to specific applications, such as the reinsurance industry,

1 5 should not be deemed to limit the application of the invention to any particular field.

16 BRIEF DESCRIPTION OF THE DRAWINGS____._._....__._._._..___.._.__é_._____

1 7 FIG. 1A shows a four-step model of deal making including meeting, analysis,

1 8 negotiation, and closing the deal.

19 FIG. 1B shows contract formation among a group of parties to a contract.

20 FIG. 2 shows a listing display system showing all offers for contracts and

2 1 responses thereto.

22 ,FIG. 3 shows details of a listing that has been selected by a user.

2 3 FIG. 4 shows one possible implementation of a reply card definition screen.

24 FIG. 5 shows one possible implementation of a document management
25 screen.

26 FIG. 6 shows one possible implementation of a screen indicating persons

2 7 having access to a shared folder.

2 8 FIG. 7 shows a list of consummated deals in the system.

2 9 FIG. 8A shows detailed information regarding a completed trade.

3 0 FIG. 8B shows a deal summary including structured and unstructured

3 1 information concerning the deal.

3 2 FIG. 9 shows a “flip widget" in a first state.

3 3 FIG. 10 shows a “flip widget” in a second state.
4
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FIG. 9A shows a more detailed example of a “flip widget" in a first state.

FIG. 10A shows a more detailed example of a “flip widget” in a second state.

FIG. 11 shows method steps that can be carried out to define, create, and

destroy an environment according to a second embodiment of the invention.

of the invention can be implemented.

FIGS. 13A through 13C show one possible user interface for creating a group

1

2

3

4

5 FIG. 12 shows one possible system architecture in which various principles

6

7

8 and identifying group members.

9 FIG. 14A shows one possible user interface for selecting group members from

10 one or more lists.

1 1 FIG. 14B shows one possible user interface for selecting group members by

1 2 composing invitations.

13 FIG. l4C shows one possible user interface for selecting group members by

14 composing an advertisement.

15 FIG. 15 shows a banner advertisement 1501 displayed on a web site, wherein

16 the banner advertisement solicits participation in a group.

17 FIG. 16 shows one possible user interface for selecting communication tools

1 8 to be made available to group members.

1 9 FIG. 17 shows one possible user interface for selecting research tools to be

2 0 made available to group members.

2 1 FIG. 18 shows one possible user interface for selecting transaction engines

22 to be made available to group members.

2 3 FIG. 19 shows one possible user interface for selecting participation engines

24 to be made available to group members.

2 5 FIG. 20A shows an authentication screen for group members to gain access

2 6 to a newly created environment.

27 I FIG. 20B shows a web page generated for a specific user-defined

28 environment, including tools available to group members having access to the

2 9 environment.

3 0 FIG. 21 shows one possible method of generating environments in accordance

3 1 with various aspects of the present invention.

32 FIG. 22 shows one possible data storage arrangement for storing and

3 3 manipulating brain writing cards.
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DETAILED DESCRIETION OE [HE PREFERRED EMBODIMEIS I S

A. COMPLEX INSTR ENT T ING ENG EMBODIMENT

A first embodiment of the present invention provides a second-generation

version of a complex instrument trading system. The second-generation system

1

2

3

4

5 includes specialized tools that were not included in the first version of the prior art

6 CATEX insurance trading system described above. These tools represent a

7 substantial improvement over the first generation and incorporate new concepts of

8 communications in a trading environment, and other capabilities that did not exist in

9 the first generation technology. In addition, it is believed that many of these tools are
01 also applicable to software systems other than the Complex Instrument Trading

11 Engine or Negotiating System (CITE) described herein. Thus, the inventive

12 principles are not limited to trading systems for complex instruments, nor even to

13 trading systems in general.

14 Primarily, the tools described herein ameliorate certain difficulties associated

15 with trading of complex instruments. Complex instruments are instruments where

1 6 there is more than one dimension for negotiation. As compared to such instruments

17 as securities, complex instrument transactions take longer to research and

1 8 consummate and require more extensive documentation. For example, stock trading

19 employs a simple instrument (a share) and negotiation focuses on one dimension

20 (price) while insurance contracts have many dimensions (term, price, coverage,

2 1 definitions of perils, etc.). The stock market is relatively simple to automate -- as

22 soon as bid and asked prices match, the deal is concluded in an instant according to

23 the rules of the exchange. Automation of complex trading is much more difficult,

24 since the parties must negotiate and reach agreement on multiple dimensions and

25 document that agreement using an instrument specific to the precise agreement.

2 6 Automation ofcomplex instrument trading is more difficult in every way than trading

27 simple instruments.

28 The trading model behind the Complex Instrument Trading Engine or

29 Negotiating System is built around a simple, four-step model of deal making.

3 0 Referring to FIG. 1A, the steps are as follows:

3 1 1. Meeting: Potential buyers connect with potential sellers with reciprocal

3 2 interests. This connection does not mean that a deal will necessarily be concluded but

33 simply that the two parties have some basis for continuing discussion. In simple
6
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1 instrument trading, it is typically only necessary to advertise quantity and price '

2 offered or sought. Offers for complex instruments must include substantially more

3 detail and (frequently) extensive attachments or exhibits. .
4 2. Researcl_’gAnalysis: Each company considers its own position and/or offer

5 and the counter party's position. Using information and analytic tools from various

6 sources, including internal resources and resources provided by or through the trading

7 system, each party does research and refines its position. The multiple dimensions
8 of complex instruments increases the analytical complexity and limits the value of
9 a simple market price. As indicated by the arrows in FIG. 1, this step is usually

1 0 performed iteratively with the negotiation.

1 1 3. Negotiation: Parties to the negotiation speak directly and exchange

12 whatever information is necessary to advance the deal. As indicated by the arrows

1 3 in FIG. IA, this step is usually performed iteratively with the research step.

14 4. Ql_og: the companies negotiate and sign an instrument that documents the

1 5 deal. This can be a complete and detailed contract, or it may be a simple

16 memorandum. In simple instrument trading, the actual trade agreement is often

1 7 standardized by the exchange. In complex instrument trading, the agreement must

18 be more specific to the deal, though it is possible to use such tools and fill-in-the

1 9 blank forms.

20 Within a system using these complex instrument tools, trading parties can

2 1 place offers to buy, sell, or trade in a public area, and examine such offers (“listings”)
22 posted by others. Using advanced communications tools the parties can conduct
23 initial discussions to determine if a placement is possible. Using tools described

24 herein, the initial contact can be done anonymously.

25 If a deal seems possible, the system preferably provides access to the

2 6 extensive information necessary to assess the possible deal. This can include static

2 7 information (e. g. reports or data) maintained within the system, links to information

328 providers outside the system, online analytical tools, and links to providers of

2 9 analytical services.

3 0 For complex instruments, the process of negotiating a deal is contemplated

3 1 to be an iterative one, with successive stages of analysis and discussion. The need

3 2 for extensive communication is one of the critical distinctions between trading of

3 3 simple instruments (e.g. retail sale) and complex instruments. Complex instrument
7
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1 trading requires dialog and more -- exchange of documents (ofien voluminous), .

2 consultation with counsel and intennediaries, conferencing, and working together on

3 the final agreement. For electronic commerce to have an impact in complex

4 instrument trading, it must support and facilitate this communication, and not force

5 traders to fall back on methods and technology outside the elecuonic trading

6 environment.

7 The final step is closing the deal. The companies can negotiate a contract

8 online. Tools provide sample, fill-in the blank contracts and memoranda of

9 understanding as a starting point. Negotiators can begin with these, or they can use

1 0 one of their own. Collaborative software makes it possible to display text

1 1 simultaneously on each negotiator's screen and to work on the language together.

12 When the contract is final, the system allows for secure, online signature, though

13 companies not comfortable with electronic signature for very large deals may print

14 a hard copy and sign it conventionally.

15 By creating electronic exchanges for complex instrument trading, the CITE

1 6 tools can have a fundamental and positive impact on many areas of commerce:

17 1. An electronic exchange makes it possible to put an offer in front of more

1 8 people more quickly than could be infonned through direct contact, even allowing

1 9 for active intennediaries or brokers.

2 O 2. Traders can advertise and conclude deals without the need for an

2 1 intermediary when they have adequate support or internal resources.

2 2 3. Through better communications, wider exposure for offers, and the first

23 steps towards standard contract language, electronic trading of complex instruments

24 can substantially reduces transaction costs.

2 5 4. With lower transaction costs, it is possible to conclude deals that were not

2 6 possible with higher overhead.

2 7 5. Through the immediate posting of the results of trades, pricing is moved

28 towards a market basis, reducing research and analysis costs enormously. This

2 9 speeds placement.

30 6. Smaller exposure means lower risk, and market pricing is an adequate

31 surrogate for analytically derived pricing in some circumstances. Together these

32 factors make it possible for traders to participate in markets or market segments in

3 3 which they would not nomially do business.

8
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7. By making it possible for all companies, large and small, to talk directly.

to each other, electronic trading of complex instruments can lead to the

democratization of the marketplace increasing competition.

Overall, electronic trading of complex instruments has the potential to

improve the efficiency of markets enormously, and to establish markets in areas of

commerce that are currently done through intennediaries or on a one-on-one basis.

The trading tools described herein are designed to facilitate electronic trading of

complex instruments. The first-generation complex instrument trading tools broke

new ground in the extension of electronic commerce into new and more complicated

markets. The table below summarizes the areas of new and improved technology,

organized into the four steps of the general complex instrument trading model.

Advanced

Complex Instrument Trading
Technolo -

Operates on private network
or over the Internet

Post listing to a board by

filling out a fonn

Listings and responses can
have attachments and

documents

Display listing summary in a

table, with sorting by title,

date, market type, buy/sell,

or listing number.

Search listings by keyword

Register keywords with an

electronic "agent" that

monitors listings and sends
notice of relevant new

listings by Email

Post response to listing on
board

Send private response

(anonymously or with name

attached).

First Generation

Complex Instrument Trading

Operates on private

network only

Post a listing to board by

filling out a form

Display listing summary
in a table

Search listings by key
word

Post response to listing
on board

Establish

communications with

lister by following up on
contact information in

listings using
unconnected

communications tools

Response can be through a

"reply card" designed by the

trader posting a listing, to

structure responses
Direct connection between

listings and communications
tool ‘
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Negotiation

Internet access to

research resources, on

line and third—party

analysis

Requires private network

Directory of contact
information for all traders

Connection between

directory and Email
client.

Directory not linked to

other components of the

system

Anonymous mail

application providing for
communications between

two individuals

Anonymous mail
delivered to mail client

No attachments for

anonymous mail

No system for central

repository of documents

Requires private network

Online signature of

uploaded document

10

PCT/US99fZl934

Intemet access to research

resources, on line and third-

party analysis
Research resources

searchable using the same

search engine and display as

used for listings.
Online dialos / user -

Works on Internet or private
network

Directory of contact
information for all traders.

Direct connection between

directory and Email client
Direct connection between

directory and online

conferencing sofiware

Directory linked to listings

and document management
tool

Anonymous mail application

providing for
communications between

individuals or groups of

people working together

Anonymous mail does not

require separate Email client

software

Anonymous mail supports
attachments '

Intemet-based system for

distributions and sharing of
documents.

Password and secure has

rotection for documents.

Internet or private network

Online signature of uploaded
document

Registration / closure of deal

through a fill-in form

Provision for digital

signature and archiving of
all documents associated

with a deal

Referring to FIG. 1B, one aspect of the system within the framework of the
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1 negotiation/analysis loop shown in FIG. 1, is the ability to define one or more .'

2 contracts, for example, in the parlance of the reinsurance trade, “slip sheets.” Various

3 members of a group of authorities modify the contract causing it gradually to take a

4 final form that is either rejected as untenable or accepted as a finalized deal. The

5 system exposes various aspects of the contract and attendant documents to the

6 appropriate participants in the transaction, also providing each with a level of

7 authority to add, delete, or modify documents as well as the evolving contract or

8 contracts (assuming there may be various contract templates being discussed). These

9 filters (filter 1 through filter 4, for example), as shown in FIG. 1B, determine the

1 0 authority of the party (Party 1-Party 4) to modify or see the data object, whether it is

1 1 a document or a slip sheet. The system combines this system of filters with signature

12 technology for closing the deal; that is, implementing signatures so that an

13 enforceable contract is generated.

14 A deal is like any other data object and once it is defined and entered, it

15 cannot be modified. Elements of the deal can be “signed” such as documents

. 1 6 attached to a contract (for example, Contract 1 has documents D1 and D2 attached

17 to ‘(combined with) it. Together these elements, the contract and the attachments,

18 define the deal. Also, the entire deal 245 can be signed using a signature device

1 9 (‘\vidget”) S8. Other documents may relate to a deal but not be attached. These can

2 0 be viewed using a document manager described further below.

2 1 Listing System

22 Referring to FIG. 2, a listing screen displays all offers for contracts, for

23 example offer 314, as well as responses to them, for example, response 313. The

2 4 parameters of the offers and responses to them are shown in columns, the heading of

25 each of which may be selected to sort the listings by that heading, for example

2 6 heading 315 if clicked would sort by the unique index number for the listing. Notice

2 7 that the responses (for example, response 313) are shown indented to indicate a series

28 of elements of a dialogue-thread. As indicated, the responses have a “daughter”

2 9 relationship to the parent listings. That is, listing 314 is a parent and reply 313 is a

30 daughter. The daughters remain in their hierarchical position beneath the parent

3 1 despite sorting by the column headings. This makes the tabular sort scheme

3 2 compatible with a threaded display, which is useful to show dialogues.

3 3 Referring now also to FIG. 3, when a user invokes a display of the details of

11
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1 a listing by clicking on index hyperlink 312 to show the details of the listing, a.
2 user interface element displays the lister’s defined parameters of the listing. As

3 shown, various parameters are displayed, many of which are hyperlinked. I For

4 example, attachments 304 may be selected to display the corresponding attachments.

5 A detailed description 301 may be provided as well as specific instructions for

6 responding 302. A reply button 303 permits the user to reply. Activating the reply

7 button 303 will either invoke a standard public reply screen which creates a new

8 listing similar to the parent listing or a special reply defined by a reply card which is
9 further described below.

1 0 A reply to a listing can take the fonn of a public reply that invokes a screen

1 1 substantially the same as FIG. 3 but with blankspots for entry of reply information.

12 A more useful kind of response element is a reply card that can be defined by the

13 lister. This is because in negotiations on complex transactions such as reinsurance

14 contracts and, for example, pollution emission allowances, the parties with whom a

1 5 lister would be willing to trade are limited in terms of certain criteria. These criteria

1 6 will vary from one type of transaction to another.

1 7 In an active trading system, the number of listings can quickly grow to a large

18 number and quickly exceed the number which can conveniently be displayed in a

1 9 single table. Several capabilities are built into the system to address this problem.

2 0 First, by default, listings are presented in order from newest to oldest. Second, the

21 sort capabilities previously described allow users to modify the standard order.

22 Third, the total market may be divided into subcategories. In the area of insurance

23 catastrophe risk, these could include categories for different lines of insurance (e.g.

2 4 marine, aviation, commercial buildings). Fourth, users may enter search criteria to

2 5 identify a subset of listings ofparticular interest.

2 6 Searching listings: A user may enter a keyword such as "hurricane" to

27 identify all listings that contain that word in the title, description, and (optionally)

2 8 attachments. To improve the reliability of the search, users are provided access to

2 9 a standard lexicon when composing a listing. In the first embodiment, this capability

3 O is invoked by pressing the right mouse button while the cursor is any field of the

31 listing. A list of common terms is displayed. The user can select the term of

32 interest, which is then placed into the text of the listing at the insertion point marked

33 by the cursor. For example, a listing for insurance risk would typically include a

PCT/US99/21934
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1 field for geographic scope (i.e. the location of the properties to be insured). When .

2 in this field, the lexicon displayed would include terms such as "Califomia" and

3 "Coastal Florida". Choosing a term from the lexicon insures uniformity of

4 terminology across listings and between the search engine and the listings.

5 "California" will be used rather than a mix of "Ca", "CA", "Calif", etc. The search

6 is further improved by syrnantic indexing. Essentially, this means that synonymous

7 terms are grouped, so that searches for one will find the other. A person who

8 searches for "Califomia" will get listings for "Los Angeles" that do not include the

9 word "California".

10 The search engine can include an agent capability. This agent capability

11 offers the user the option of saving a search, after the user reviews the results and

12 deems them acceptable. This search is retained in a library of searches along with the

13 email address of the owner of the agent. The search is retained in the library until‘

14 is it either deleted by the user when it is no longer needed or automatically deleted

1 5 in a cleanup of searches older than a certain date. Whenever a new listing is placed

1 6 on the system, all of the saved searches are executed. If the new listing meets any

17 of the search criteria, a message is sent to the owner of that criterion via email or

1 8 instant messaging.

1 9 A model was developed to allow a lister to define a set of criteria and request

2 0 a set of information fiom any respondents in the fonn of an anonymous reply “car .”

2 1 The card defines a set of requested information which may be packaged as a

22 document object and placed in the document manager system and connected with

2 3 each listing. A user would download the reply card and fill the card out and send it

24 back to the posting party.

25 A document object, called a reply card, is made available to a respondent

2 6 through the document manager. The respondent is permitted to retain his anonymity

27 as is the lister. Each may communicate with the other through an Amail system

2 8 described in more detail below. The respondent supplies the requested information

29 and sends the data to the lister. A system in the listing manager allows a lister to

3 0 define a reply ca.rd having any particular fields and instructions required of a

3 1 respondent. Some of the information required may be obtained automatically from

32 a set of default data stored on the respondent’s computer.

33 Referring to FIG. 4, a reply card definition screen is invoked to define the

13
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1 parameters of a new listing. The new listing is defined using a user-interface element .

2 looking much like FIG. 3. While the details are not critical, the definition of reply

3 card involves, in essence, the definition of a user-interface control such as a dialog

4 with radio buttons, text boxes, etc. These are definable for server-side

5 implementation through HTML and are well known so the details are not discussed

6 here. The lister defines a set of controls that allow the entry by a replying party of

7 the information that the lister requires. The reply card is stored as any other

8 infonnation object and may be organized and accessed through the document

9 manager described below. FIG. 4 shows a simple example of a fonnat of a reply

1 0 card.

11 A reply card is created by a user when posting a new listing. The lister

12 specifies the infonnation that must be included in a response, and the type of

1 3 infonnation object to display for the data element (e.g. a text box, check box, radio

1 4 button). The system then creates an HTML page to collect the requested information.

1 5 When a respondent clicks "Reply Card" on the listing screen, the page is displayed.

1 6 All of the responses are automatically entered into a database created automatically

1 7 when the reply card is composed. As each respondent fills out a reply card, a new

18 record is added to the database of the system and the lister is pennitted to view it

1 9 through an appropriate filter as discussed above.

2 0 Signature System

21 As business is increasingly done in an electronic environment, electronic

22 signature and approval is becoming more critical. The typical electronic signature

2 3 model has focused on two aspects:

2 4 1. Electronic validation of the user -~ specifically determining that the person

2 5 viewing a document on line is the authorized signatory; and

26 2. Validating the document being signed by a means that either prevents

2 7 modification of a document or will reveal whether changes have been made.

2 8 Methods for validation of identity range from simple personal identification

2 9 numbers or passwords, to electronic signature pads, and more advanced methods of

3 0 biogenic validation such as fingerprint or retinal patterns. Methods for document

3 1 validation range from simple archiving of one or more copies in a read-only model

3 2 or inaccessible location to methods based on mathematical algorithms that create a

33 characteristic number or alphanumeric string for a document. These strings are

14
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1 tenned "electronic signatures." Changes to the document change the electronic .

2 signatures. Because the signatures are much shorter than the documents, very many

3 documents have precisely the same signature, but the‘ algorithms to calculate the

4 signature are very difficult to invert, so that it is effectively impossible to deduce a

5 meaningful change to a document that will preserve a specific signature.

6 These two aspects of electronic signature are highly developed, but there has

7 been little analysis or development of the general process by which documents can

8 be signed.

9 The invention allows for secure and reliable routing ofdocuments, for which

10 signatures are required, to a specified list of signatories. Unlike prior art systems,

1 1 such as ordering or accounts payable systems which have highly structured signature

12 procedures tailored to a specific process, the present invention provides a flexible

13 method and system that allows a signature-type of authority/requirement to be

14 attached any kind of information object. The method is sufficiently abstract, flexible,

1 5 and general that it can be applied in many contexts aside from the CITE embodiment

1 6 described in the present specification.

17 One signature method/device employs the following steps:

18 1. Regstration of signatories —- This process provides a register of identifiers

1 9 indicating entities with signatory authority and correlates these identifiers with the

2 0 information objects for which the signatory authority is applicable. The same register

21 may also be used to identify other types of authority in the system in which the

22 signature device is implemented. For example, document read authority,

2 3 modification authority, exclusive access to documents, etc. may also be provided in

24 the same register. Signature registration may be provided automatically in certain

2 5 systems where registration of, for example, read/write authority is provided since any

2 6 entity with signatory authority would in almost all instances, also be provided with

2 7 some other kind of authority, ‘most notably, read authority. Thus, where the signatory

2 8 system is embedded in certain kinds of systems, it may be that no particular

2 9 additional method or device is required to implement signatory registration since an

3 0 existing register may already exist or be required for other purposes.

3 1 Registration information includes the general categories of information listed

32 below. Definitions of specific fields within these categories are a function of the

3 3 specific implementation of the signature system or the parent system. The following
15
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1 are exemplary:

2 1. Identity — unique identifier of the entity, the organization(s) with which the

3 entity is affiliated, other relevant information. i

4 2. Contact information —- information indicating how the entity can be

5 reached, how documents and mail messages can be routed to the entity.

6 3. Security Information — a password for each class of signature as described

7 further below.

8 2. glasses of signatures - The device/method provides a variety of classes of

9 signature, each associated with a unique level of approval or level of commitment.

1 O For example, a class of signature-authority can be defined that represents

1 1 individuals, for example, with authority to sign contracts only below a set amount,

1 2 or for expenses relating only to one department of an organization, or within certain

13 time constraints, etc. The signatory system maintains this taxonomy of possible

14 signature types in a database with a unique identifier for each level of authority

15 defined. The system allows the creation and deletion of classes. Each class is

1 6 preferably permitted to be named and a descriptive definition attached to each class.

17_ 3. Qefining a Set of Signatures — Using an appropriate user interface element, the

1 8 user of the system selects an information object (for example, a document, file, or

1 9 collection of such objects) requiring signature(s). The entity originating the signature

2 0 process then identifies the entity or entities required to sign the object. The

2 1 specification of the signers can proceed either by the selection of individuals from a

22 list supported by the above defined entity register. Alternatively, in an environment

2 3 where individuals are strongly bound to organizations, for example, it can proceed

2 4 by selecting the list of organizations that will sign and, within each organization, the

25 person who will sign. The list is built by a series of selections. Afier each selection

2 6 from the list, the user indicates his/her desire to add the selected individual to a list

27 of required signatories. The user interfaces provides for entries in which all the

2 8 selected signatories are required or only one of the selected signatories are required.

29 For example, if more than one entity is selected from the list prior to the

3 0 selection (e.g., clicking an “Add” button), the system may require a signature from

3 1 any of the people selected, but not all of them. To require signature from every

32 member of the group, the initiator may select one person, then "add", select the

3 3 second, then "add", and so on. Thus, adding a group with one “add” command would
l6

SUBSTITUTE SHEET (RULE 26)

Petitioner Apple Inc. — Exhibit 1026, p. 188

PCT/US99/21934



Petitioner Apple Inc. - Exhibit 1026, p. 189

W0 00/I 7775

(D\lO\lJ1sbhJf\)l-'
10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

provide an “any signature will suffice” list and adding members individually would .

require a signature from that individual or entity. Note that this technique may also

be used to define combinations of required and “any of’ groups. .

For each signer or group of signers selected in a single “add" command, the

initiator of the signing sequence must specify the class of signature associated with

the person for the document being signed. This may be selected from a list of

signature classes (see item 2). If the specific implementation of the signature process

only supports one class of signature, the selection of class may be omitted.

4. gandom gr Serial Order of Signature — Afier or concurrent with the creation of a

signature list, the initiator specifies whether signatures must be in order or if a

specific order is not required. For purposes of defining the order of signature,

individuals who are selected as a group are considered as occupying a single place

in the sequence.

5. Document Authentication — Upon initiating a signature sequence, the information

object is authenticated by means of a secure hash algorithm. The specific hashing

algorithm is a matter of design choice or may made dependent on a user's choice.

There are several possible hash algorithms available in the public domain. The

electronic signature produced by the secure hash algorithm is archived with the

information object in a secure repository. If the information object is, for example,

a record in a database, the contents of the record are copied to a file in delimited

format for archival purposes. If the object is a table, the table is exported prior to

archive. _

6. Document Routing — Upon initiation of a signature sequence, the initiator

specifies how the signatories are to be informed. The options are:

0 No notification from the signature system

0 Email message

0 Email message with attachment of the information object.

0 Posting on a signature web site

The system accepts and implements the chosen method, which may be connected to

the signature or a single choice applied to all signatories. Alternatively, the method

of notification may be stored with the signature class definitions. In a signature

process with no required order, e-mail notice may be sent simultaneously to all of the

17
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designated individuals at the time of initiation. If the process is serial, only the first .

person may be notified. The electronic signature of the information object may be

included in an e-mail message.

7. Accessing the gignature system — The signature system can be implemented for

access via a web browser or database client-server software across the Internet, an

intranet, a LAN, or a WAN. Access to the system will typically require a password,

but this may not be necessary on a secure network. Upon access to the system a user

will have the option to display a list of all of the information objects which he or she

has signed or is being asked to sign. For each object, the display can include the

following information:

0 Object name

0 Description of object (text, mime, size, date)

0 List of scheduled signatories

0 Date each person signed

0 Class of signature for each person

0 Elecuonic signature produced by the secure hash algorithm

If the object is available (viewable) on line, the display may also include a link to

display or download the object.

8. Validation of the Object at Time of Siflture — If the user downloads or views the

object, the system will execute the secure hash algorithm to calculate the electronic

signature. This will be displayed so that the potential signer can compare it to the

signature calculated at the time the process was initiated. If the user has previously

downloaded the object or received it as an attachment to an Email, the user may

access the secure hash code through the signature system and apply it to the version

on the user's disk.

9. gigging a Document — Afier the user has determined that an information object

is authentic and that the contents merit signature, he or she can affix a signature by

authenticating his or her identity. Various means of authentication may be used. The

means of authentication may be at the discretion of the manager of the signature

system. Such means may include personal identification numbers, passwords,

authentication based on computer address or information stored on the signer's

computer, third party validation using a public key or other security infrastructure,
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1 or biogenic (fingerprint-recognition, retina scan) methods.

2 Afier a document is signed, the date of signature is recorded in a database so

3 that the display to other potential signers is updated. If the signature process is serial,

4 the next person in the sequence is notified. E-mail notice can be sent to all signers

5 when the last signature is collected.

6 10. Follow-up — At the time a signature process is initiated, the initiator can select

7 a time (in hours, days, or a time or date-certain) for automated follow-up. If a

8 document is not signed within the specified period after notice, a follow-up e-mail

9 can be sent as a reminder. Additional reminders may be sent at the same interval if

10 the object has not been signed. The reminders can be sent automatically by the

1 1 system according to user-input specifications.

1 2 1 1. Qancellatign — The initiator of a signature sequence can modify the sequence at

13 any time, except that a signer can not be deleted from the list once they have signed

1 4 an object.

1 5 12. Transfer of authorig — The individual initiating a sequence can transfer the right

1 6 to modify the list signature list to another individual in the system with appropriate

1 7 validation of identity.

1 8 Document Manager

1 9 Successfully conducting commerce over an electronic network requires the

2 0 exchange not only ofmessages, but of substantial blocks of information in the form

2 1 of documents and data. Beyond simply transferring files from hand to hand, it is

2 2 ofien necessary for multiple parties to work on a document simultaneously or

2 3 serially, to track changes, and to maintain a record of versions. Two general

2 4 architectures have emerged for document management, which can be termed a "mail

2 5 model" and a "repository model." Under the mail model, documents are attached to

2 6 messages and circulated person to person. Under the repository model, documents

2 7 are placed in a central location. There are advantages and disadvantages to each. At

2 8 a summary level:

—Mail Model Repository Model

19
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A browser-based document management model and tool combines the best

features of repository model and the mail model, for document dissemination and

sharing across the Internet or an intranet.

General Architecture — The general architecture of the system combines two basic

components: ( 1) a database of directories and documents and (2) a directory of users.

The directory of documents lists documents (of any type) contained in the system,

and folders that can contain documents or other folders. The directory of users

contains a list of individuals and organizations that can access the system, with

passwords and/or other information necessary to validate identity and to establish

authority.

Representation of docur_r_tent - The term “document" is used here in the broadest

sense of any ‘file that can be stored magnetically or electronically. Preferably, each

file is given a unique name consisting of a string of no more than 256 characters.

Preferably, the character set is limited to those members of the ASCII character set

20

SUBSTITUTE SHEET (RULE 26)

Petitioner Apple Inc. — Exhibit 1026, p. 192



Petitioner Apple Inc. - Exhibit 1026, p. 193

W0 00/17775

0-‘

O\OG)\!O\lJ1pbL~|l\)l-‘
0-‘ 0-‘

0-‘ K)

0-‘ ha

0-‘ 55>

0-‘ U1

0-‘ 0\

I-‘ \I

0-‘ CD

0-‘ KO

K) O

N I-'

N N

K) be

M ob

N U!

N O\

N \!

N 03

Ix) KO

Lad O

LJ 0-‘

L!) M

bu) DJ

which are displayable or printable. Thus, such codes as "escape" which have no .

visible representation, would be excluded’. This is the file name that is displayed for

purposes of identifying the document to the users. There is also an actual file name
(which is not shown to users) to identify where copies of the file are stored in the

central repository. Certain other information is kept in addition to the name of the

file. This includes the following:

. Data of creation

. Date entered into repository

Person who entered the document into the repository

. Description

Size of the document

Document type if known

. Date of last update

Access password (optional) stored in encrypted form

~o9°\-.°~v-4=.w~—-
. File folder(s) where the document appears

10. Actual file name

In addition to the above information, data indicating whether the file is

checked-out and to what entity, and the identities of entities that have checked the

document out and returned it in the past are also stored. The term “checking out” is

described further below. These functions related to file change control and

configuration management, which are discussed later.

User database - A database contains information on all individuals who can currently

access the system or who previously had access up to an administratively determined

retention period. This database includes standard contact information including

physical and electronic addresses. Security data such as passwords and/or encryption

keys is also maintained. In a combined system such as the presently described

system, the same database or registry of users can be employed for the document

manager as for the signature system.

High level directoges — The entire document management system can be divided into

a number of high level directories that the user can display, one at a time. These

include, at a minimum, a "Private" directory of files and folders visible only to the

user, and a "Public" directory of files and folders visible to all users. Additional

high-level directories can be created by the system administrator as needed. These
21
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1 could correspond to projects, business units, or any other logical basis. At any point .

2 in the use of the document management system, a user can see and select fiom the

3 high level directories to which the user has access. The name of the currently open

4 directory can be always displayed on the screen.

5 Displaying the contents of a high-level directog — When a user selects a high-level

6 directory, the repository displays a series of file folders against the left margin of the

7 active window. File folders whose contents are displayed are shown as open folders.

8 File folders who contents are not displayed are shown as closed folders. A folder is

9 opened or closed by clicking a single time. When a folder is opened, the contents are

1 0 shown with an indent to indicate the parent/child relationship between the folder and

1 1 its contents. Each folder can contain files, shown by an icon representing a printed

12 page and other folders, represented by an image of a closed folder.

13 information about a folder —- Information about each folder is displayed on the same

14 line, to the right of the folder icon. This information is as follows, from lefi to right:

15 1. Name of the folder

16 2. Number of files in the folder, or the word "empty"

17 3. Accessibility of the folder

1 8 Accessibility refers to user access rights to a folder which may private relative to the

1 9 entity that created it, restricted (limited to a subset ofpeople who can access the high

2 0 level directory), or shared (available to everyone with access to the high-level

21 directory). The level of access to a directory is indicated by the words "private",

22 "restricted" or "shared." I

23 If the directory is restricted, clicking on the word restricted displays a list of

2 4 the entities that have access to the folder. This list is a series ofhyperlinks. Clicking

2 5 on the name ofa person pulls up detailed contact information (discussed below). The

2 6 objective is to facilitate communications between people with a shared interest in a

2 7 file.

2 8 lnfomation about a file — Information about a file is displayed to the right of the file

2 9 icon. From lefi to right, the first item displayed is the name. This is followed by the

3 0 word "details." Clicking on "details," causes the document management system to

31 display complete information about the file (see Item 2, above), the person who

32 placed the document in the file, (see Item 3, above), and the person who most

3 3 recently modified the file.
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1 Information about people/entities, and the link to communications - Information.

2 about people/entities with access to the system is displayable at several points in the

3 document manager system: i

4 1. by accessing the directory of users

5 2. when creating a new folder with "restricted" access

6 3. when displaying detailed information about a file (see #7)

7 4. when displaying information about a restricted directory (see #6)

8 Whenever such information is displayed, contact information from the database is

9 rendered along with the name. Depending on the implementation, this can include

10 complete contact info (multiple addresses, telephone and fax numbers, and email

1 1 addresses), or some of the contact information may be restricted, in which case it is

1 2 not displayed.

1 3 Creating a new top level folder — A new folder is created within a high-level

14 directory, for example by clicking a button labeled “new folder.” This can bring up

15 a dialog in which the user assigns a name to the new folder and selects the type of

1 6 access (private, shared, or restricted) rights to be assigned. If the document is

1 7 restricted, the user specifies the entities (organizations and/or people) that can access

1 8 the folder. If the creator of the folder specifies that an organization has access to a

19 folder, all individuals associated with that organization may be granted access.

2 0 Folders to which a user does not have access may remain hidden or not displayed.

21 Alternatively, these folders can be shown with some indication that they are not

22 accessible, for example, by ghosting.

23 Functions related to a folder — Once a folder is defined, a user can execute the

24 following options. , -

2 5 1. Create apsubfolder, using the same process described in 9

2 6 2. Add a document to the folder, using the process described in 11

2 7 3. Delete the folder, if it is empty

28 4. Modify access to the folder using the same tools used to specify access

2 9 initially

3 0 The functions can be invoked by, for example, clicking on the appropriate label to the

3 1 i right of the name of the folder icon.

32 Adding a file — Users add a document using a dialog box that prompts for the

3 3 following information:

23

SUBSTITUTE SHEET (RULE 26)

Petitioner Apple Inc. — Exhibit 1026, p. 195

PCT/US99f2 l 934



Petitioner Apple Inc. - Exhibit 1026, p. 196

W0 00/I 7775 PCT/US99/21934

1 1. Location of file - may be entered by user, or selected through a standard .

2 file browse dialog

3 2. Name to be used for the file in the repository

4 3. Version number or name (optional)

5 4. Password or encryption key (optional)

6 5. Description (optional)

7 6. Access rules (read only or read-write)

8 Afier entering the above infonnation. the user either aborts or initiates upload.

9 The information listed above is recorded along with the name of the person entering

1 0 the document, and date and time.

1 1 File options — The following fimctions may be provided, preferably for every file in

12 the system:

13 1. Delete (with confirmation)

14 2. Archive. The file is removed from main repository, but a copy is retained

15 outside the repository. It may be restored though manual intervention.

16 3. View or download: a copy of the file is brought to the user’s computer.

17 This file can be modified there for the individual user’s use. A modified

1 8 version can be uploaded as a new file or different version of a current one, but

19 a file in the repository can only be replaced if the user has it checked out.

2 0 4. Check out / check in (see below)

2 1 5. Forward (see below)

22 6. Change Password. The old password must be entered followed by a new

23 password and confirmation.

24 7. Move: copy or more a document from one folder to another.

2 5 The functions may be invoked, for example by clicking on a label

2 6 corresponding to the fimction, which can be displayed to the right of the name of the

27 file. Not all options are shown to all users. If an entity does not have wn'te-access

28 to a file, the entity may not delete it, archive it, check it in or out, or change the

2 9 password.

3 0 Check in / Check Out — All entities with write access to a file may check it out. By

3 1 checking the file out, the entity reserves the exclusive write to save changes to a file.

32 A person may not replace a file that is checked out. To check out a file, the user

3 3 selects this option from the list of functions associated with the file. The user can
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1 then enter an expected return date and a reason that the file is checked out or the .

2 changes to be made. This information is available to all others who can view the file.

3 Each check in or check out is recorded in a permanent log. Afier a file is checked

4 out, the "check out" button or link is changed to read "check in."

5 Each individual can check in only the files that he or she has checked out.

6 This is done by clicking "check in." The user may then upload a new version of the

7 file by specifying the location of the file on disk, or indicate that the version of the

8 file currently in the repository is to be retained. Afier a file is checked in, the check

9 button is changed back to "check out" and the file can be checked out by another

1 0 user.

11 Forwarding — A file can be forwarded to any other user of the system. When the

12 forward function is invoked, a list of users is displayed. The sender selects one or

13 more users. Upon confirmation, a copy of the document is placed in folder labeled

14 "in box" in each recipients private directory.

15 Referring to FIG. 5, a main screen for the document manager creates (using

1 6 server-side scripting) a user-interface display with some of the features of a Windows

17 Explorer® -type display. File and folder icons are shown along with an array

18 features arranged next to each. The similarities with Windows Explorer® fairly well

19 end there, however. Each of the properties shown next to each file/folder entry

2 0 invokes a feature.

2 1 A parameter object W “Details” invokes a detailed display of the

2 2 corresponding document object. The details can include contact information about

23 the creator of poster of the document or other data as desired. This data can be

24 hyperlinked and a return button can be provided to return the display back to the

2 5 screen shown in FIG. 5. Clicking the "details" button to the right of any document

2 6 brings up the display which can include the name, contact information, and other

27 details about the person who loaded the document into the system, similar

28 information about a person who has the document checked out, and, optionally, a

2 9 description of the document and information on its change history.

3 0 A parameter object X “Forward” simply sends the document to a selected

3 1 user. A selection screen can be invoked to allow selection of the recipient of the

32 document from the user registry. Of course, since most correspondence can be

3 3 handled on the server side, the user is, in reality, simply notified of the transfer and
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1 the recipient’s action to view the document simply invokes a server side feature to .

2 display the document. The document is not actually transferred bodily to the

3 recipient since the recipient, as a registrant logged in the user registry, can access it

4 through the server by requesting to do so.

5 A parameter object U “Check-in" checks in a document that has been checked

6 out. Other users may view the document, but not modify it when it is checked out.

7 This button is not accessible to users that have not checked the document out and

8 may be displayed ghosted or not displayed at all. A similar button can be displayed

9 if a document that is not checked out may be checked out by the user authorized to

1 0 see the document manager displayed shown in FIG. 5.

1 1 A parameter object T "Download" actually transfers a copy of the document

12 to the client computer. Another object S “Delete” allows the document to be deleted.

13 A new document can be added by clicking “New Document” Q. These are fairly

14 conventional notions, except for their placement on the screen and the fact that each

15 is filtered depending on the user’s rights.

1 6 Note that when a folder is created, access to the folder can be restricted to the

1 7 creator, shared with everyone (in which case the folder is created in the public

18 directory), or shared with a select group of other users. The other users can be

1 9 selected by company or organization (providing access to all individuals in the

2 0 organization) or by individual within an organization. These are all selectable

21 through a linked selection control where if one selects a company in one selection

22 control, it shows employees in the linked selection control.

23 A parameter object P “Shared" displays a hyperlinked page that shows all

24 users with access rights to the document. This page allows a user that places a

2 5 document in the document manager or a user that has pertinent modify rights, to alter

2 6 the parties that have access to the document. Also, it allows a user with read-only

27 rights to see the list of users that can access that document. The names of the sharing

2 8 parties are hyperlinked to invoke the user’s email client to allow fast sending of email

2 9 (which again may be performed server-side without actual transfer) or conventionally

30 or selectively. If a folder is shared, the word "Shared" appears to the right of the

3 1 folder. Clicking on "Shared" brings up the list of person who can access the folder,

3 2 as shown in FIG. 6. Each name is a hyperlink to detailed contact information.

3 3 FIG. 7 shows a list of all deals that were completed through the system. The
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1 trade number (left column of the grid) is a hyper link to detailed information.

2 FIG. 8A shows detailed information about a completed trade. It shows the

3 party to the trade, the price or rate, and a description of what was traded. The

4 _ particular nomenclature is specific to a market. For insurance, for example, price is

5 termed rate, and the summary of a deal is the slip sheet. A complete contract can be

6 attached. Included documents can be downloaded to view on line. The intended

7 signatories to a deal are shown (there can be more than two).

8 If a signatory has actually signed the document electronically, the date and

9 time are shown. No date and time are shown for parties that have not yet signed.

10 The amount of information displayed on the screen is dependent on the identity of

11 the person viewing the screen. The viewer can be blocked from viewing any

12 information about a deal, or certain fields, such as the contract details or the name of

1 3 signatories.

14 Note that the detail screen ofFIG. 8A would also show attached exhibits. The

15 FIG. 8A display is the basic device for signing deals. A similar device would be used

1 6 for signing documents.

17 Referring to FIG. 8B, all of the information necessary to document a deal is

18 pulled together through the screen below. The deal summary includes highly

19 structured information on panics, dates, terms, etc., as well as unstructured

20 information in the form of attachments. The bottom part of the page allows the

2 1 person registering the deal to designate the intended signatories. When the signers

2 2 affix their electronic signature, they are doing so to all of the documents in the deal,

2 3 including the attachments. These are archived and protected fi'om tampering using

24 secure hash technology. In this way it is possible to create a reliable, on line

2 5 electronic signature to a complex deal, without risk of repudiation.

2 6 Note that any number of exhibits can be added to the UI device of FIG. 8B

2 7 since the list scrolls fi'om the bottom each time a second exhibit is added. The user

2 8 interface has self-explanatory elements for defining information about the deal.

2 9 Anoggflous Mail

3 O For purposes of the following description, a “subscriber” is a person or entity

3 1 that subscribes to an anonymous mail system to be described below. Certain types

3 2 of negotiations and communications require anonymous initial contact, followed by

3 3 some period of anonymous discourse, leading to eventual disclosure of the parties’
27
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1 identities. In the cotuse of a typical sale or business deal, the initiating party begins .

2 either by contacting one or more targeted potential trading partners or advertising to

3 a community ofpotential partners. While the identity of the initial offeror is usually

4 clear in any direct contact, it need not be so in advertising. In certain cases it could

5 be problematic for the initiating party to reveal his or her identity:

6 A party to a deal can have difficulty controlling the method ofcontact once

7 the party’s identity is known. If a company is known to be in the market for office

8 space, for example, the party may be subjected to badgering by real estate firms

9 outside the established bidding process. Executives of the company may be contacted

0 directly in an effort to influence the decision.

11 Disclosure of intent may adversely affect the market. If a large company

12 begins to acquire land in an area, the price can rise very quickly. Simple exploration

13 of an option can make the option more costly or even impossible.

14 Disclosure of intent may adversely impact the reputation or standing of a

1 5 company. An insurance company that determines that it is over exposed to a certain

16 peril (e. g. hurricane losses in the Southeastern U.S.) would reveal that situation to

17 their competitors and investors by a large public solicitation.

18 While anonymity can be crucial for the initiator of a deal, it can be equally

1 9 important for the respondent for the same reasons. The need for controlled anonymity

2 0 has been addressed by several methods that were initially developed for paper

2 1 communications and have been extended to analogues in telephonic and computer

2 2 communications.

23 o Numbered mail boxes, including government and private

2 4 0 Communications through a mediator

2 5 0 Anonymous voice mail drops

2 6 0 The use ofpseudonyms in computer e-mail and dialogs.

2 7 These methods have several serious shortcomings:

2 8 0 The method may only allow anonymity from one side.

2 9 0 There is no inherent mechanism to validate the credentials and intent

3 0 on an anonymous party

3 1 0 Use of a pseudonym may invalidate its future use by associating the

32 name with a specific party
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1 o Manually mediated communications are slow

2 o The creation and deletion of pseudonyms may not be completely

3 within the control of the party, imposing an overhead cost (in cash or labor)

4 and/or delay in creating a new name

5 0 In most systems, a person with multiple pseudonymous mailboxes or

6 e-mail addresses will receive communications in several different places

7 (mailboxes or accounts), thus requiring multiple logons/passwords.

8 0 Routing of messages received anonymously requires manual

9 forwarding to all relevant parties by the individual with access to the

1 0 anonymous mail box or email account.

11 0 There is no mechanism to reveal actual identities in a secure and

1 2 mutually acceptable way.

13 The present invention addresses these deficiencies by providing two-way

14 anonymous communications, a central point of collection for messages sent to

1 5 multiple pseudonymous addresses, connection of multiple parties to a single

16 anonymous account, and a mechanism to reveal identities to all parties to a deal

17 simultaneously, by mutual consent. In summary, the anonymous mail system is a

1 8 server side system that allows clients to create anonymous handles on the fly. It also

1 9 allows them to share anonymous handles among multiple recipients so that the group

2 0 of recipients appears as a single recipient to the sender using the anonymous handle.

2 1 It is like a transparent mailing group. When mail is sent to an anonymous handle, it

2 2 is sent to all members of the group.

23 Multiple Systems - In contrast to the first-generation anonymous mail system, the

24 present system allows for multiple anonymous mail (Amail) systems. Each Amail

2 5 system operates in association with a conventional e-mail server, and uses the e—mail

2 6 server for communications with non-subscribers, subscribers to Amail systems other

27 than the local one, and for forwarding messages to the subscribers Email client

2 8 sofiware.

2 9 Registration — Subscribers to an anonymous mail system (Amail) each complete a

3 0 registration that provides: '

3 1 0 Contact information (name, address, telephone number, fax, etc.)

32 o Infonnation to determine whether they the party is qualified to
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participate in the communications exchange. For example, if the system were .

to be used between and among real-estate agents, registrants to the system

might be required to supply a real estate license number. I

0 Association with an organization (if appropriate)

0 Additional information on the individual or organization that may be

of use to others in the Amail system to determine the suitability of the party

as a partner in negotiations.

The additional information can include such factors as credit ratings, assets, or the

region in which the company does business. The specific information required

depends on the application. Insurance, real estate, energy marketing, etc. would all

have different data of interest.

Validatig_r_r —- Depending on the business model and role of the organization operating

the Amail exchange, the organization can either accept the information provided by

the subscriber, or verify the information and provide verification as part of the

service. Upon acceptance of a subscription applications and validation of the

background information if necessary, the use is assigned an Amail user ID and

password.

In the first version of the Amail system, logon was automatic from the general

application (CATEX); there was no separate user ID and password. In alternative

versions, the Amail system can provide its own user ID and password, with the

ability to bypass logon when it accessed from other applications with acceptable user

validation. All of the actual contact information and validation information are

maintained in a database. Validation information was not provided in the first

version of CATEX.

Assignment of an Email address — Each subscriber must provide an Internet

accessible Email address or be assigned an e-mail address in the Amail system. The

first version of the Amail required that the user have an Email address on the system.

The new version works directly with e-mail systems other than the Amail.

QgoA— Subscribers access the Amail system by connecting an Amail web page

provided either over the Internet or on an Intranet. The subscriber enters a user name

and password. The first version of Amail was not browser-based and worked only

over a LAN or WAN, not over the Internet or an intranet.
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Available Qctions — Afier logon, the subscriber can access the following functions: .

0 Manage aliases

0 Compose an anonymous message .

0 Read Amail messages. In the original CATEX system, the user could

not access messages from within the Amail application.

0 Log off

Managing Aliases - Aliases are directly under user control. Afier logon, a user can:

0 Add a new aliases

0 Delete an existing alias

o Create a free-forrn note associated with a new alias, or edit the note for an

existing alias that will be accessible to recipients from the alias.

0 Identify other subscribers to whom messages to alias should be forwarded

0 Identify other subscribers with permission to generate messages from the alias

These last two features make it possible for a group of subscribers to share an alias,

allowing them share communications and work together more effectively. The user

will:

Compose an anonymous message — Afier logon, a user can create and send an

anonymous message. Afier the option is selected, the system will display a message

creation screen with the following features:

1. A list of aliases currently owned by the user (i.e. created by the user and

not deleted), for the user to select the alias from which the message will

originate.

2. A subject box for the mail.

3. A list of the e-mail and alias addresses to which messages can be sent for

the user to select one or more. The original version could only send to one

alias. The user can also supply an Internet e-mail address off system.

4. A list of the e-mail and alias addresses to which copies of the messages

can be sent for the user to select one or more. The user may also supply an

Internet e-mail address off system. The original version did not include a

“CC" feature.

5. A space where the message can be typed, allowing for users to paste text

copies form another system using the Windows-based clipboard utility.
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6. A check box to select whether the sender is willing to reveal his identify .

to the recipient on mutual consent.

7. A check box to select whether the copies of the message should be sent to

other subscribers who share the Alias. The original version allowed only one

subscriber to access an alias.

Delivery of Messages - After an Amail message has been composed (see step 7), it

is delivered as follows.

1. The body of the email message is modified by adding a header including

routing information and an indication of whether the sender is willing to reveal

identities if there is reciprocal concurrence. The message would appear as shown

below. The items in italics are new since the original (prior art) version. The first

generation of the anonymous mail system did not allow for communications between

multiple Amail systems and, hence, did not list the Amail system name in the list of

respondents. The first generation system also did not allow for multiple recipients.
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This message was sent anonymouslyfrom alias: Amail system name: alias
The message was sent to:

Amail system name: alias

Amail system name: alias (cc)

Amail system name: alias

The sender is willing to reveal identities.

[Original body of the message]

2. If the message is sent to a specific, non-anonymous e-mail address, Amail

composes and transmits a standard Email message. The sender is listed as

“amail.admin.alias@xxxxx” where “xxxxx” is the address of the standard mail server

supporting the mail system. Off-system access was not a feature of the first version.

3. If a message is sent to an alias on the local or any other related Amail

system, and the owner of the alias has an off system email address, a message is sent

as in step 1, above. In addition, however, the message is stored in an Amail message

database for access through the Amail system interface. The original version did not

have an Amail message database.

4. If a message has been sent to an alias for which there is no associated

conventional mail account, the message is stored in the Amail message database. The

Amail message database contains a repository for all messages, listing the

subscriber(s) associated with the alias to which the message was addressed. The

database contains the message (including sender, addressees, and ccs), date and time

of transmission, and the alias of the subscriber to which the message was sent. The

original version did not have an Amail message database.

5. If the option was checked to send copies to other that share the alias (see

above), copies of the message are placed in the message database for the subscribers

associated with each of the aliases.

Receipt of Messages — Messages sent from the Amail system can be received "in a

standard e-mail client by Amail subscribers and non-subscribers.

Amail subscribers can also receive messages through an Amail reader

interface. All messages received are placed in the Amail message database (see

above). Since an alias can be associated with more than one subscriber, the Amail

message database can list more than one subscriber as an "owner" of the message

even if it was sent to only one alias. When a user logs on and selects the option to
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read Amail messages (see above) the messages are rendered as an HTML page -

through a browser. Messages to all of the aliases associated with the user are

displayed. Each message has a hotlink to respond to send a message back to the
sending alias. Each message also has a link to display the background and validation

information and note associated with the alias (see above). The original version did

not provide an Amail viewer nor did it provide for display of validation information.

Regponding from off System grgm flail - Individuals from off system can respond

to Amail messages using the standard reply feature of their mail server. Messages

will be returned to the reply address (see above). Messages received by the

conventional e-mail server supporting the Amail system will forward the message to

the Amail message repository for the alias listed in the return address. Responding

from a standard Email client was not provided in the original version.

Fl'p Widget

Increasingly, computer applications are delivered through browsers over the

Internet or an intranet. There are many design considerations in building a system

for browser delivery in contrast to delivery as conventional client server application.

Two related considerations are the graphic richness of a browser screen and the time

lag to render a new screen. Partly because good web pages contain complex graphics

and partly because the Internet can be a relatively slow network, it is important to

design a web application to make few unnecessary wholesale screen changes. It is

more economical from the perspective ofdata transmission and, hence, from response

time, to create a “flat” rather than “deep” hierarchy of screens, and change only the

part of a screen that is minimally necessary.

For example, it is better in a data query to provide a single screen that allows

a user to specify a state and city within the state than to provide a first screen for the

state, followed by a second screen for the city. As the function of screens becomes

more complex, however, it becomes an increasingly difficult challenge to fit all of

the options onto the screen (particularly when a user selects a lower screen

resolution) and while maintaining a clean appearance. The invention described here

provides a tool that allows the Internet application developer to display an effectively

unlimited number ofoptions in a very small space using a very familiar and intuitive

display feature.

 —The “Flip Widget” tool renders a graphical object representing two
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rows of file folders, overlapping. The labels on the front row are visible, the labels .

on the second row are obscured by the front row of tabs, but the edges of the apparent

back tabs are visible. The number of the apparent tabs displayed in each row is a

function of the screen resolution and the length of the longest label entered by the

1

2

3

4

5 user.

6 The Flip jl ab — In one embodiment, the rightmost tab on the front row is labeled

7 “FLlP". When a user actuates this tab, the response is as described below.

8 Database of labels and links — In creating the display, the application programmer

9 enters a set ofpaired values. Each pair consists of (1) text of the label to be displayed

1 0 and a tab, and (2) the name of an HTML link, either within or external to the page to

11 be rendered when the tab is selected.

12 Agt_i_Qn— Upon rendering a page containing the flip widget, the two-row tab display

13 shows the first “n” options from the list of labels and links. The value of “n”

14 represents the maximum number that can be displayed while allowing room for the

15 flip tab. Upon clicking any of these tabs, the corresponding link is executed. Upon

1 6 clicking the flip tab, the two-row tab display is changed to reflect the next “n” options

1 7 from the list of labels and links, retaining the flip tab on the right. If there are fewer

18 than n options remaining, the flip widget will either display the last n options, or

1 9 whatever number remain supplement by as many options are needed from the start

2 0 of the list. Clicking the flip tab when the list has been completed starts the cycle over

2 1 again with the first option.

22 Referring to FIGS. 9 and 10, a flip widget in a first state is shown in FIG. 9.

23 In the first state, any of the tabs A through E can be selected and the corresponding

24 set of controls displayed. For example, in FIG. 9, tab B has been selected and the

25 controls 430-432 are displayed. If the flip tab 410 is selected, a next row of tabs is

26 brought forward so that the display appears as in FIG. 10 with tabs F through J

2 7 showing. In FIG. 10, tab G has been selected and the corresponding controls 435-

2 8 437 are displayed.

2 9 FIGs. 9A and 10A show a more detailed example of how a flip widget can be

3 0 used to organize functions available to a user. For example, suppose that one

31 application is a commodity futures trading system that permits a user to execute

3 2 trades, review prices, and obtain other information relating to various metals such as

33 gold, silver, and platinum. As shown in FIG. 9A, for example, controls or functions
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430, 43], and 432 (e.g., execute a trade, review current prices, and the like) are .

associated with a “gold” category and can be invoked easily when that category is at

the forefront of the flip widget as shown. Clicking one of the other tabs (e.g., silver

tab 400) would bring the functions associated with that category to the forefront

while allowing the user to readily select other categories visible behind the front.

Clicking “other markets” tab 410 would change the selection of front-row tabs to a

different set of categories, as shown in FIG. 10A. The "other markets” tab 410 could

be continually clicked to rotate through a plurality of groupings of markets, each

having a set of fimctions or controls associated therewith.

A flip widget can be implemented in conjunction with the first or second

embodiments of the present invention in order to permit many different fimctions to

be displayed in a small screen space. The flip widget is a device to organize many

different fimctions in a logical way, and can be used as a tool for building an interface

to multiple applications. As one example, in a DCE (described in more detail

below), there may exist n fimctions (e.g. bulletin boards, chat rooms, e-mail, a-mail,

transaction engines, and the like) the specific availability ofwhich can be defined by

a user who creates the collaborative environment. This collection can change over

time. Accordingly, the interface cannot be “hard coded" for a particular user.

One way to represent an indefinite (and potentially large) number of functions

in a small space is with tabs resembling a file folder, with a graphic element

representing hidden cards, implying that the user can reach the fimctionality on the

cards by paging (i.e. flipping) to them. The flip widget makes it possible to provide

a link to a list of applications maintained in a database rather than requiring that they

be hard coded. Programming logic for storing folder labels in a database, linking

those labels with associated ftmctions and activating them using browser-type

buttons, and for performing the display features described above, are conventional

and no further elaboration is necessary. Although the “flip widget" provides one

method of structuring a user interface to structure a user's view of application

fimctions, other methods can ofcourse be used.

DYNAMIC C LLAB TIV ENVIRO B DIME

In a second embodiment of the invention, a dynamic, user-defined

collaborative environment can be created in accordance with a set of tools and

As explained previously, this system differs significantly from

36
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1 conventional networked environments in that: (1) the environment (including access .

2 and features) is user-defined, rather than centrally defined by a system administrator;

3 (2) each environment can be easily destroyed after completion of its intended

4 purpose; (3) users can specify a group ofparticipants entitled to use the environment

5 and can define services available to those participants, including offering

6 participation to unknown potential users; (4) the networked environment (including

7 access features and facilities) can cross corporate and other physical boundaries; and

8 (5) the environment offers a broad selection of tools that are oriented to

9 communication, research, analysis, interaction, and deal-making among potential

1 0 group members. Moreover, in a preferred embodiment, the environment is

1 1 implemented using web browser technology, which allows functions to be provided

12 with a minimum ofprogramming and facilities communication over the Internet.

13 FIG. 11 shows various method steps that can be carried out to define, create,

14 and destroy an environment according to a second embodiment of the invention. The

15 term “environment’~‘ as used herein refers to a group of individuals (or computers,

1 6 corporations, or similar entities) and a set of functions available for use by that group

17 when they are operating within the environment. It is of course possible for one

18 individual to have access to more than one environment, and for the same functions

1 9 to be available to different groups of people in different environments.

2 0 The process of creating a collaborative environment involves the migration

2 1 of tools and information resources available in the library of the environment

22 generator into a specific collaborative environment. The collaborative

23 environment can include / link, to any application available to the environment

24 generator. It can also include applications specific to the environment provided

2 S that theses are accessible through Internet protocols.

2 6 Underlying the environment is a directory of users, information about

2 7 users, and their authorities. The core structure for the environment user database

2 8 should conform to a directory standard — typically DAP (Directory Access

2 9 Protocol) or LDAP (the lightweight directory access protocol). The environment

3 0 generator has access to its own directory of users and to the user directories of the

3 1 environments it has generated. The directory of an environment can be populated

3 2 initially by selecting users from the environment generator’s directories. These

3 3 are added to the directory of the environment in one of two ways depending on the
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1 specific implementation. Directory records can be copies fiom the environment

2 generators user database to a separate database for the environment or a flag can

3 be added to the user data record in the environment generators users database to

4 indicate that the user has access to the environment. The second, simple model is

5 useful when all users in an environment have equal authority. A separate user

6 database (directory) is necessary for an environment when the environment has its

7 own security/ authority model.

8 Additional members can be added through a set of standard application /

9 subscription routines. These then become known to the environment generator (as

10 well as the specific environment) providing the foundation for greater speed and

11 efficiency in creating subsequent environment.

12 Beginning in step 1101, a new group is created by identifying it (i.e., giving

13 it a name, such as “West High School Research Project,” and describing it (e.g.,

14 providing a description of its purpose). The process of creating a group and defining

15 functions to be associated with the group can be performed by a user having access

16 to the system without the need for system administrator or other similar special

17 privileges (e.g., file protection privileges, adding/deleting application program

18 privileges, etc.). In this respect, environments are, according to preferred

1 9 embodiments, completely user-defined according to an easy-to-use set of browser-

2 O driven user input screens. The principles described herein are thus quite different

2 1 from conventional systems in which a central system administrator in a local area

22 network can define “groups” of e-mail participants, and can install application

23 programs such as spreadsheets, word processing packages, and the like on each

24 computer connected to the network. Moreover, according to various preferred

25 embodiments, the facilities provided to group members can be provided through a

2 6 web-based interface, thus avoiding the need to install software packages on a user’s

2 7 computer.

2 8 It is also contemplated that various methods of obtaining payment for creating

2 9 or joining groups can be provided. For example. when a new environment or group

3 O is created, the person or entity creating the group can be charged a fixed fee with

3 1 payment made by credit card or other means. Alternatively, a service fee can be

32 imposed based on the number of members that join, the specific frmctions made

3 3 available to the group, or a combination of these. Moreover, fees could be charged
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1 to members that join the group. The amount of the fee could also be based on the .

2 length of time that the environment exists or is used.

3 Although not specifically shown in FIG. 11, step 1101 can include the step

4 of creating a new entry in a database table (e.g., a relational or object-oriented

5 database) to store information concerning the new group and the environment in

6 which the group will operate. Database entries related to the group, including some

7 or all of the information described below, can be created as the environment is

8 defined. It is assumed that one or more computers are linked over a network as

9 described in more detail below in order to permit the environment to be created, used,

1 0 and destroyed, and that a database exists on one or more of these computers to store

1 1 information concerning the environment.

12 In step 1102, the group members are identified. According to various

13 embodiments, the group members can be identified in three different ways (or

14 combinations thereof), as indicated by sub-steps 1102a, 1 102b, and 1102c in FIG. 11.

15 It is contemplated that group members can span physical networks and computer

16 systems, such as the Internet. Consequently, group members can include employees

17 of different corporations, government agencies, and the like. In contrast to

18 conventional virtual private networks, both the group members and the firnctions

1 9 made available to those group members are entirely user-selected, thus permitting a

2 0 broad range of persons to easily create, use, and destroy virtual private networks and

2 1 associated functionality.

22 First, in step 1102a, group members can be identified by selecting them from

23 a list of known users that are to be included in the group. For example, within a

24 corporation or similar entity, a list of internal e-mail addresses can be provided, or

2 5 an electronic version of a phone list or other employee list can be provided. If the

26 hosting computer system is associated with a school, then a list of students having

2 7 accounts on the computer (or those in other schools that are known or connected to

28 the host) can be provided. From outside a corporate entity, users can be selected

29 based on their e-mail addresses (e.g., by specifying e-mail addresses that are

3 0 accessible over the Internet or a private or virtually private network). In this step, the

3 1 environment creator specifies or compels group members to belong to the group.

32 Second, in step 1102b, group members can be invited to join the group by

33 composing an invitation that accomplishes that purpose. For example, a group
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1 creator may choose to send an invitation via e-mail to all members of the corporation, .

2 or all members of a particular department within the corporation, all students in a

3 school or region, or members of a previously defined group (e.g., the accounting

4 department, or all students in a particular teacher’s class). The invitation would

5 typically identify the purpose of the group and provide a button, hyperlink, or other

6 facility that allows those receiving the invitation to accept or decline participation in

7 the group. As those invited to join the group accept participation, their responses can

8 be stored in a database to add to those members already in the group. Invitations

9 could have an expiration date or time after which they would no longer be accepted.

1 0 As invitees join the group, the group creator can be automatically notified via e-mail

1 1 of their participation.

12 Third, in step 1102c, group members can be solicited by way of an

13 advertisement that is sent via e-mail, barmer advertisement on a web site, or the like.

14 Persons that see the advertisement can click on it to join the group. It is also possible

1 5 for advertisements to have a time limit, such that after a predetermined time period

16 no more responses will be accepted. The primary difference between advertising

17 participation in a group and inviting participation in a group is that invitations are

1 8 sent to known entities or groups, while advertisements are displayed to potentially

1 9 unknown persons or groups.

2 0 It will be appreciated that group members can be selected using combinations

21 of steps 1102a, 1102b, and 1102c. For example, some group members can be

22 directly selected from a list, while others are solicited by way of invitation to

2 3 specifically identified invitees, and yet others are solicited by way of an

24 advertisement made available to unknown entities.

2 5 In step 1103, the functions to be made available to the group are selected. For

2 6 example, the group can be provided with access to an auction transaction engine; a

2 7 survey tool; research tools; newswires or news reports; publication tools; blackboard

2 8 facilities; videoconferencing facilities; and bid-and—proposal packages. Further

2 9 details of these facilities and tools are provided herein. The group creator selects

3 0 from among these functions, preferably by way of an easy-to—use web browser

3 1 interface, and these choices are stored in a database and associated with the group

32 members. Additionally, the group creator can specify links to other web-based or

3 3 network-based applications that are not included in the list by specifying a web site
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1 address, executable file location, or the like. The group creator can also define shared .

2 data libraries that will be accessible to group members.

3 In step 1104, the environment is created (which can include the step of

4 generating a web page corresponding to the group and providing user interface

5 selection facilities such as buttons, pull-down menus or the like) to permit group

6 members to activate the functions selected for the group. In some embodiments,

7 access to the group may require authentication, such as a user identifier and password

8 that acts as a gateway to a web page on which the environment is provided. Other

9 techniques for ensuring that only group members access the group functions and

10 shared information can also be provided. A web page can be hosted on a central

1 1 computer at an address that is then broadcast to all members of the group, allowing

12 them to easily find the environment.

13 In step 1105, group members collaborate and communicate with one another

14 using the facilities and resources (e.g., shared data) available to group members. In

15 the example provided above, for example, a group of high school students

16 collaborating on a school research project could advertise for survey participants;

17 conduct an on-line survey; compile the results; communicate the results among the

18 group members; brainstorm about the results using various brainstorming tools;

1 9 conduct a videoconference including group members at various physical locations;

20 compile a report summarizing the results and exchange drafts of the report; and

2 I publish the report on a web site, where it could optionally be offered for sale through

22 the use of an on-line catalog transaction engine. The group could even contact a

2 3 book publisher and negotiate acontract to publish the report in book form using bid

24 and proposal tools as described herein.

2 5 In step 1106, after the environment is no longer needed, it can be destroyed

2 6 by the person or entity that created the group. Again, in contrast to conventional

2 7 systems, the destruction of the environment is preferably controlled entirely by the

2 8 user that created the environment, not a system administrator or other person that has

29 special system privileges. Destruction of the environment would typically entail

3 0 deleting group entries from the database so that they are no longer accessible.

31 FIG. 12 shows one possible system architecture for implementing the steps

32 described above. As shown in FIG. 12, an Internet Protocol-accessible web server

3 3 1201 is coupled through a firewall 1202 to the Internet 1203. The web server includes
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1 an environment generator 1201a which can comprise a computer program that ,

2 generates user-defined environments as described above. Further details of this

3 computer program are provided herein with reference to FIG. 21.

4 Web server 1201 can include an associated system administrator terminal

5 1204, one or more CD-ROM archives 1205 for retaining permanent copies of files;

6 disk drives 1206 for storing files; a database server 1207 for storing relational or

7 object—oriented databases, including databases that define a plurality of user-

8 controlled environments; a mail server 1208; and one or more application servers

9 1209 that can host application programs that implement the tools in each
10 environment. Web server 1201 can also be coupled to an intranet 1210 using IP-

11 compatible interfaces. Intranet 1210 can in turn be coupled to other application

12 servers 1211 and one or more user computers 1212 from which users can create,

1 3 participate in, and destroy environments as described herein, preferably using

14 standard web browsers and IP interfaces. Web server 1201 can also be coupled to

15 other user computers 1217 through the Internet 1203; to additional application

16 servers 1215 through another firewall 1216; and to another IP-accessible web server

17 1213 through a firewall 1214.

18 It will be appreciated that the system architecture shown in FIG. 12 is only

19 one possible approach for providing a physically networked system in which user-

2 0 defined network environments can be created and destroyed in accordance with the

2 1 principles of the present invention. It is contemplated that application programs that

22 provide tools used in a particular user-defined environment can be located on web

23 server 1201, on user computers 1217, on application servers 1215, on application
24 servers 1209, on application servers 1211, or on any other computer that provides

2 5 communication facilities for communicating with web server 1201. It will also be

26 appreciated that web pages that provide access to each user-defined environment

27 need not physically reside on web server 1201, but could instead be hosted on any

2 8 of various computers shown in FIG. 12, or elsewhere.

2 9 Reference will now be made to exemplary steps and user interfaces that can

3 0 be used to cany out various principles of the invention, including steps of creating

3 1 a group, selecting group members, and defining functions to be made available to

3 2 group members in the environment.

3 3 FIGS. 13A through 13C show one possible user interface for creating a group
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1 and identifying group members. In FIG. 13A, a user gains access to an environment ,

2 creation tool by way of an authentication process. This may be a simple usemame

3 and password device as shown in FIG. 13A, or it could be some other mechanism

4 intended to verify that the user has access to the environment creation tool. In the

5 case of a corporation, school, or other entity that already provides a log-in procedure

6 to access the entity’s network, such log-in procedure could serve to authenticate the

7 user for the purpose of creating a new environment. It should be appreciated that

8 user authentication is not essential to carrying out the inventive principles.

9 Moreover, although it is contemplated that for ease of use (and to minimize

1 0 programming) web browsers and web pages be used to receive user-defined

1 1 infonnation to create each environment, other approaches are of course possible.

12 In FIG. 13B, the user is prompted to create a new group by supplying a group

1 3 na.me (e.g., “Joe’s Homework”) and a brief description of the group. This

14 infomration is preferably stored in a database file and associated with group members

15 and functions available to those group members.

1 6 In FIG. 13C, the user is prompted to identify group members. As described

17 previously, group members are preferably identified in one of three ways (or

1 8 combinations of these): (1) selection from a list of known group members; (2)

19 inviting known candidates to join the group; or (3) advertising for new members.

2 0 When the user clicks one of the options in FIG. 13C, he or she is prompted to supply

2 1 additional information as shown in FIGS. 14A through 14C.

2 2 Beginning with FIG. 14A, for example, group members can be individually

2 3 specified by entering an e-mail address (e.g., an internal or external e-mail address)

24 in a text form data entry region and/or by selecting fi'om a previously known list.

2 5 This screen permits the user to compel attendance in the group by specifying names

2 6 and/or e-mail addresses to which group messages will be sent. All those added to the

2 7 group in this manner will be provided with access to the environment corresponding

2 8 to the group. Aliases and pre-defined groups could also be specified as the basis for

2 9 membership (e.g., all those in the accounting department of a corporation, or all

3 0 students in a high school).

3 1 Each member of a group might have a group email account, or they may use

32 an off-system email account. Off-system email addresses can be maintained in a

3 3 database of users. Mail sent to the group email address is preferably forwarded off-
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system, protecting the actual email address of the person unless that person wishes .

to give out that address. New members can be added until the group is completed.

Although not explicitly shown in FIG. 14A, it is contemplated that new members

can be added to a previously defined group after the environment has already been

created.

When group members are selected or specified, the user creating the

enviromnent can also create a password for each user in the group in order to enable

those in the group to access the environment. Alternatively, when a user visits the

environment, the environment can retrieve a “cookie" from the user’s computer to

detennine whether the user is authorized to access the environment. If no cookie is

available, the user could be prompted to supply certain authentication information

(e.g., the company for whom he or she works, etc.) In yet another approach,

authentication could occur by way of e-mail address (i.e., when the user first visits

the environment, he or she is prompted to enter an e-mail address). If the e-mail

address does not match one of those selected for the group, access to the environment

would be denied. A

Turning to FIG. 14B, prospective group members can also be “invited” to join

the group. The user creating the environment can specify one or more e-mail

addresses to which an invitation will be sent. The invitation can be a simple text

message, or it could be a more sophisticated video or audio message. An expiration

date can also be associated with the invitation, such that responses to the invitation

received after the date will not be accepted. Software resident in web server 1201

(FIG. 12) receives responses to the invitations and adds members to the appropriate

group or drops them if the expiration date has passed or the prospective group

member declines participation. Prospective members can join the group by sending

a reply with a certain word in the message (e.g., “OK" or “I join"); by clicking on a

button in an e-mail message; or by visiting a web site identified in the invitation.

Turning to FIG. 14C, group members can also be solicited by creating an

advertisement directed primarily at potential group members that are unknown. The

advertisement could include, for example, a banner ad comprising text, video, and/or

audio clips. The graphic should confonn to the size designated for the ad on the web

page. The ad could be posted on a web site by uploading the graphic through a web

interface and, optionally providing a URL on the screen of FIG. 14C to link to if the
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advertisement is clicked. Sofiware on the group page can render advertisements on

a page either (a) every time the page is displayed, (b) in rotation with other ads; or

(c) when characteristics of the user match criteria specified for the ad. .
The advertisement can include an expiration date after which responses would

1

2

3

4

5 no longer be accepted. Advertisements could range from the very specific (e.g., an

6 advertisement posted on a school’s home page advertising participation in Joe’s

7 research project on drug use at the school) to more general (e.g., an advertisement

8 that says “we’re looking for minority contractors looking to establish a long-temi

9 relationship with us" that is posted on web sites that cater to the construction

1 0 industry.

11 A qualification option can also be provided to screen prospective group

12 members. For example, if an advertisement seeks minority contractors to participate

13 on a particular construction project, selecting the “qualify" option would screen

1 4 responses by routing them to the user that created the group (or some other authority)

15 before the member is added to the group. Those responding to the advertisement

16 could be notified that they did not pass the qualifications for membership in the

17 group, or that further information is required (e.g., documents evidencing

1 8 qualifications) before participation in the group will be permitted. Altematively, an

19 automatic qualification process can be provided to allow a prospective member to

20 join if the person fills in certain information on the response (e.g., e-mail address,

2 1 birthdate that meets certain criteria, or the like).

22 As shown in FIG. 15, a banner ad displayed on a web site invites minority

23 contractors to join a group that bids on information technology contracts. Those

24 interested in the advertisement click a button, which leads them to another site (not

25 shown) requiring that they provide certain information (qualification information,

26 name, age, company registration information, etc.) This information is then

2 7 forwarded to web server 1201 which either pre-screens the information according to

28 pre-established criteria, or notifies the user creating the group that a prospective

2 9 member has requested access to the group. In the latter case, the user could screen

3 0 the applicant and grant access to the group.

3 1 FIG. 16 shows one possible user interface for selecting communication tools

32 to be made available to group members. This screen can be presented to the user

33 creating the environment after the group has been identified and its members
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selected. It is contemplated that a variety of communication tools can be provided, .

including a bulletin board service; advertisements; white pages (e.g., a listing of

members, their e-mail addresses, telephone numbers, and the like); yellow pages

(e.g., a listing of services or companies represented by group members, with

promotional and contact information); document security (e.g., shared access secure

document storage services); anonymous e-mail (described above with respect to the

first embodiment); threaded dialogs; a group newsletter creation tool;

videoconferencing; and even other user-provided applications that can be specified

by name and location (e.g., URL). Details of these services are provided below.

According to various preferred embodiments, dynamic collaborative

environments are designed to integrate tools from multiple sources provided that they

are web-accessible (i.e., they operate according to Internet Protocol and/or HTML-

type standards). The categories listed above provide a reasonable taxonomy of the

tools necessary for collaboration, but this list can be extended to include virtually

every class of software such as computer-assisted design, engineering and financial

analysis tools and models, office applications (such as word processing and

spreadsheets), access to public or proprietary databases, multimedia processing and

editing tools, and geographic information systems. The following describes some

of the communication tools that can be provided:

Bulletin boards. A bulletin board (see, e.g., FIG. 2) lists notices posted by

group members, which may be offers to buy or sell, but need not be limited to such

offers. Many types of bulletin board services are of course conventional and no

firrther discussion is necessary in order to implement one of these services.

Nevertheless, in one embodiment the following data items (attributes) can be

provided for each notice appearing on the bulletin board: an item number, a title, the

date posted, and one or more special attributes defined by the user. The attributes

may include a field to indicate whether a listing is a "buy" or “sell “ offer. The board

can be provided with an integrated sorting capability. By clicking on the heading

of each colunm, the user can sort the entries in, alternately, ascending or descending

order. Thus, it is possible to organize the records from oldest to newest or newest to

oldest, or to separate buy and sell offers. To limit the values on a board, a search

capability can also be provided, such that only those entries that meet the search

criteria are displayed.
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1 Advertisements. In a typical environment of a dynamically created network .

2 there are a number of fixed places for advertisements - the top of a page for a banner, A

3 the bottom of a page for a banner, and space on the side for small ads. The creator

4 of the environment may choose to use none, any, or all of these spaces for

5 advertisements. Once a space is designated for advertising, group members may

6 place adds by completing a template that provides payment information (if required),

7 the text for the ad (any standard image format), and a link to be executed if the ad is

8 clicked by someone viewing the ad.

9 Each user is responsible for providing functionality behind the link. The ad

10 may be displayed persistently (every time a page is displayed), in rotation with other

11 ads for the same place, or may be triggered on the basis of user characteristics

12 including purchasing history. Revenue can be collected for placement (fixed price

13 regardless of how many times an ad is displayed), per time that the ad is displayed,

14 or per click on the ad. The virtual private network provides the front-end to facilitate

15 online placement of the ad. Display can be done by linking pages to standard ad

16 display code, available off the shelf from several sources. This code provides for

17 rotation of the ads. Software for customization (i.e. choosing the ad based on user

18 characteristics) is available commercially from several sources.

19 White pages. White pages provide a comprehensive listing or directory of

20 members with information about them and information regarding how to contact

2 1 them. Various types ofcommercially available software can be used to manage such

22 directories, and it is elementary to code typical directories that have fixed contents

2 3 for each member.

24 A web-accessible directory can be used in accordance with various

2 5 embodiments of the invention. One type of directory that can be provided differs

26 from directories having fixed structures. The key differences are as follows:

2 7 (a) User control over information Users enter and maintain their own

2 8 information directly, rather than through a central organization. This provides more

2 9 immediate update of data and reduces transcription errors. It makes it simple, for

3 0 example, for people to change their phone number when they are temporarily

3 1 working at another location.

32 (b) Multiple points for gualig control. The data regarding each user ca.n be

3 3 displayed to the user periodically (e.g.30, 60, and 90 days), and the user prompted to
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update and verify the data. A feedback capability can be provided for members of _

a group to report errors they find. Email addresses can be “pinged" periodically to

determine if they still exist. In addition, server management staff can periodically

review accounts that have had recent activity.

1

2

3

4

5 (c) Object structure. A directory entry consists of a collection of data

6 elements. These elements include such things as name for addressing (Dr. John D.

7 Smith), sort name (Smith, John D), or primary work telephone (800-555-1212).

8 Traditional mail systems have a fixed number of rigidly formatted elements. In one

9 embodiment, a more flexible approach can be used in that individuals identify which

10 elements they wish to add to the collection comprising their directory entry. For

1 1 example, a person can add 3, 4, S or more telephone numbers attaching a note to each

12 explaining its use (e.g. “for emergencies after 8PM”).

1 3 (d) Direct link to communications tools. Where a directory refers to a contact

1 4 method (e.g. a telephone number), the method can be invoked directly from an entry

15 if the necessary sofiware is available. For example, phone number can be dialed,

16 email messages initiated, or a word processing session initiated with letter and

17 envelope templates, preloaded with address information.

1 8 (e) Descriptive information. In addition to contact information, each directory

19 can contain information. describing the entry (individual or business). The

2 0 description can be different in each group or it can be the same. The descriptive is

2 1 free form, with the exception that the user may drop in terms from a group-specific

22 lexicon. This lexicon can include terms specific to the industry (e.g. “fuel system”)

2 3 for the automotive industry, or preferred forms of standard terms (e.g. “Califomia”

24 rather than “CA", “Ca”, or “Calif.”). Standardization ‘of terms in this way makes

2 5 search the directory more reliable.

2 6 Yellow pages. Conventional “yellow pages" products provide a one level

27 classification of directory entries designed to facilitate identification of and access

2 8 to an individual or organization with specific interests and capabilities. Within

2 9 industries, and particularly online, multi-level hierarchical directories are common,

3 0 with the multiple levels providing more precise classification. There are numerous

3 1 commercial products for maintaining online yellow page type classification systems.

3 2 Any web-accessible directory can be connected to a DVPN group. A

3 3 preferred method offered with the system integrates the classification system with the
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1 descriptive field in a directory entry. Every time a standard term pertaining to a .

2 classification is pulled fi'om the lexicon, the entry is added to that classification in the

3 hierarchical sort. In addition to hierarchical access, this correspondence between the

4 traditional hierarchical sort and the free-form description with standardized terms

5 makes it possible to access records via search rather than browsing the hierarchy.

6 Searching makes it possible to identify an organization with multiple capabilities

7 (e.g. “brake repair" and “frame straightening“). This search capability is much like

8 a general web-search using a tool like AltaVista’s or Inktomi’s search engine and can

9 use the sa.me search engine, but differs in that material being search is in a precisely

10 defined domain (group members), the information being searched is limited and

1 1 highly quality controlled (i.e. group directory entries), and has a precision rooted in

12 a precise vocabulary (the lexicon used in preparing the description).

13 Document repository. Any commercial web-enabled document repository

14 can be integrated into a group. Examples are Documentum and PC DOCS. An

1 5 improved version offered specifically with the DVPN package was described above.

16 Document security. Within the document repository various tools can be

17 provided to protect the security of documents. These include (1) limiting access to

18 a docrunent to certain people or groups; (2) only displaying the directory entry for

19 documents to people who can access it; (3) password protection; (4) encryption; (5)

2 0 secure archive in read only mode on a third-party machine; (6) time-limited access

2 1 and (7) a secure hash calculation.

22 All of the above are conventional except for time-limited access and the

23 secure hash calculation. Sofiware for limiting access to a document to a certain

24 period is available from Intertrust, among others. A secure hash is a number that is

2 5 characteristic of the document calculated according to a precisely defined

2 6 mathematical algorithm. There are several secure hash algorithms, and implementers

2 7 can develop their won. Theyvare “trap door" in nature. That is, the calculation can

2 8 be performed with reasonable effort, but the inverse of the fimction is

2 9 computationally intractable. The classic example of a trap door function is

3 0 multiplication of very large prime number (on the scale of hundreds of digits). The

3 1 product can be calculated with relative ease, but factoring the product (the inverse

32 function) is very time consuming, making if effectively impossible with generally

3 3 available hardware. This method is used in public key encryption, but can be applied
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equally well in secure hash, though other trap door functions are preferred, in

particular, the one specified by the U.S. Department of Commerce as FIPS standard

180. Code to implement this standard can be developed from published algorithms.

Anonymous e-mail (described above with respect to the first embodiment);

Threaded dialogs. Threaded dialogs are a collection of messages addressing

a specific topic, added serially, not in real time. They are threaded in the sense that

new topics can branch off from a single topic, and topics can merge. According to

one embodiment, threaded dialogs differ from conventional news group functionality

in that (1) users can initiate new topics; (2) users can post a message to one topic,

then indicate that the message pertains to other topic as well; (3) browsers reading a

message may continue down the original thread or one of the altemates if other topics

are suggested.

Group newsletter creation tool. A newsletter creation tool can be used to link

columns provided by multiple users (and maintained as separate web documents) into

a whole through an integrating outline maintained by an “editor”. The purpose of

the tool is to provide the look and feel of an attractive single document to a disparate

collection. To create the newsletter the editor generates an outline identifying an

author for each component and a layout. Art for the first page can be provided.

Through messaging, the authors are provided a link to upload their content. Content

is templated to include a title, date, a by line, one or more graphic elements, a

summary for the index, and text. The editor may allow documents to go directly to

“publication” or require impose a review and editing step.

Chat goups. Real time chat room software is widely available from many

sources including freeware and shareware.

Audio and videoconferencing. Commercially available tools for web-based

audio and video conferencing can be included in the group functionality. Examples

are Net Meeting and Picture Tel software.

FIG. 17 shows one possible user interface for selecting research tools to be

made available to group members. As shown in FIG. 17, various tools such as a

mortgage calculator, LEXIS/NEXIS access, news services, Valueline, and other

research tools can be provided by checking the appropriate box on the display. All

of these research tools are conventional and commercially available (via web-based

links and the like).
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FIG. 18 shows one possible user interface for selecting transaction engines

to be made available to group members. As shown in FIG. 18, many different types

of transaction engines can be provided to group members, including electronic data
interchange (EDI) ordering; online catalog ordering; various types of auctions; sealed

bids; bid and proposal tools; two-party negotiated contracts; brain writing (moderated

online discussion) and online Delphi (collaborative estimation of a numerical

parameter). The following describes various types of transaction engines in more
detail. Enhanced features (i.e., those that differ from conventional products) are

highlighted in gray text.

I A. Order placement (online catalog) transaction engine

An order placement or online catalog engine allows the buyer to place an

order for a quantity of items at a stated fixed price, essentially ordering from an

online catalog. The catalog contains the description and specification of the

offerings. The catalog may be publicly accessible (Subtype la) or provided for a

specific customer (Subtype lb). Prices are included in the catalog but may be

customer specific, may vary with quantity purchased, terms of delivery and

performance (e.g. cheaper if not required immediately). The catalog can represent

a single company’s offering or an aggregate of the offerings from several companies.

- The catalog can range from a sales-oriented web site designed for viewing by

customers, to a engine designed only accept orders sent via electronic data

interchange (EDI). Note that the catalog can be shopper oriented (i.e. designed to

sell) or a simple, machine-readable list of available items and prices. The following

describes in more detail steps that can be executed to create an online catalog:

1. Enter and maintain a framework for catalog

1.1. Enter / delete / edit categories. Categories are titles for groups of items, such

as ‘‘furniture’' or “solvents”

1.2. Enter / delete / edit subcategories. Subcategories are categories within

categories, effectively establishing a hierarchy of products. Example:

furniture/dining room/tables.

1.3. Create groups of categories and subcategories (e.g. “see also....”). The

grouping allows a person browsing items to be referred to another category

that may contains items of interest. For example, someone may reach the

furniture/dining referred toroorn/tables and then be
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1 fumiture/office/conference room tables where other suitable tables may be .

2 listed, or to furniture/dining room/chairs to buy chairs that make the table.
3 This cross-referencing transforms the hierarchical arrangement of

4 categories into a web.

5 2. Enter/ edit / delete items in catalog by entering and updating the infonnation

6 listed below. The system allows users to enter this information and provides

7 basic quality assurance.

8 2.1. Catalog item number

9 2.2. Supplier part number(s)

1 0 2.3. Name of item

1 1 2.4. Description

12 2.5. Photos and drawings

13 2.6. Specifications (depends on item type). Different items have different

14 specifications. For example, a computer printer can have color vs. black

1 5 and white, dots per inch resolution, paper size, etc. In conuast to a fixed,

16 hard coded catalog, the specification section of the general purpose

17 catalog engine the user prepares the specification section by selecting

18 parameters from a list and then specifying a value for that parameter.

1 9 The parameter list contains values such as length, width, height, voltage,

2 0 color, resolution etc. It is can be extended by the manager of the auction

2 1 environment. A lister selects a necessary parameter (e.g. length, then
22 enter the value, such as 14"). The specification section is a concatenation

23 of individual specifications.

2 4 2.7. First available date

2 5 2.8. Last available date

26 2.9. Category (categories) into which the item fits

2 7 2.10. Alternate suggestion(s) if product not available

2 8 2.11. Related and associated products (e. g. printer supplies for a printer or other

2 9 household items with the same pattern.

30 2.12. Additional information at the option of the individual or organization

3 1 listing the item.

3 2 3. Enter/ update pricing information

33 3.1. Simple price. The fixed prices is per item or per unit. The price must
52
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specify the

3.2. Pricing algorithm -- link to code for pricing algorithm

Take Orders

There are two variants: 4a: manual purchase in which a person browses a catalog

and selects and item for purchase and 4b: automated order in which a purchase

is initiated by an electronic message.

Variant 4a' Manual Purchase

4.1. Potential buyers access the catalog by drilling down through the category

 

/ subcategory tree or

4.2. Buyers search fields in catalog to identify the appropriate item. The search

may examine the title, description, or any of the specification fields.

4.3. Display general information for item(s) meetings specifications

4.4. Allow user to modify search or to select specific item if the items displayed

to do not meet his requirements

4.5. Display detailed information for selected item

4.6. Display the fixed price or calculate price if prices is based on an algorithm.

The pricing algorithm may include parameter such as characteristics or

affiliation of the users (e.g. affiliated with a pre-negotiated discount

program) , delivery date and mode, and quantity.

4.7. Offer the option to purchase or search again if they choose not to purchase.

4.8. If the buyer opts to proceed with the purchase, then check the availability of

the item by linking to the sellers inventory system

4.8.1. If the item is available then execute an ‘add to basket’. That is, place

it on a list of items designated for purchase.

4.8.2. If the item is not available, then execute the contingent response:

4.8.2.1. Offer delivery at predicted date

4.8.2.2. Terminate the sale, but offer to deliver or notify when next the

item is next available.

4.8.2.3. Suggest alternate items

4.8.2.4. Report ‘sorry’ and abort transaction

4.9. Offer option to purchase addition options

4.9.1. If offer is accepted, execute from step 4.1

4.9.2. If offer is not accepted, proceed with step 4.10
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4.10. Conclude the transaction

4. l O.l. Collect shipping information, offer options

4. l 0.2. Collect payment information

4.10.3. Validate payment

4.10.4. Summarize order

4.10.5. Obtain final authorization

4.10.6. Generate receipt

Variant 4b: automated order, done using an EDI (electronic data interchange)

message

4.1 Accept requests for item

4.2 Return price and confirmation of availability

Note that users may conduct transactions without employing EDI. It is

possible, however, for members to agree on a transaction EDI format either by

completing a template within the system or selecting a pre-established EDI format

from a library. This library can include formats developed by recognized standards

organizations (e.g. UNEDIFACT or ANSI) or formats developed specifically for an

industry or a trading environment. Once there is agreement on a format, transactions

can be initiated, concluded, and confirmed through the exchange of appropriate EDI

messages. As many commercial ordering, accounts payable, accounts receivable and

enterprise resource planning systems have an EDI interface the collaborative

environment should have the capability to forward the message to the order

fiilfillment system.

B. English Auction Tgansagtion Engine

In an English Auction, a single item is offered for sale to many buyers. The

auction can be open or limited to pre-qualified bidders. The buyers offer bids in turn.

each succeeding all prior bids. The highest bid received at any point in the auction

is visible to all buyers. The identity of the highest bidder may or may not be visible

to traders. Buyers may increase their bids in response to this information. Award

is to the highest bidder at the end of trading. The end of trading is reached when

there are no higher bids during an interval that may be formally defined or

determined by the manager of the auction at the time of execution.

There are two models for the access to the transactions. In the first model,

all buyers and sellers are members of the group. In the second model, all sellers are
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members of the group, but buyers can include members and non~members. If non- .1

2 members are allowed to buy, the creator the transaction must enter a new URL for

3 buyers. This is a sub-URL of the main group URL. A registration process maybe

4 established for the buyer URL.

5 In live auctions (as opposed to online) all traders are connected at the same

6 time, and the duration of the auction is brief — typically only a few minutes. In online

7 trading, it is not necessary for all of the bidders to be present (i.e. connected at the

8 same time). To distinguish between these two options they are designated (a)

9 concurrent (everyone bidding at the same time) and (b) batch (not everyone

1 0 connected simultaneously. The manager of the auction can set the minimum bid

11 and the minimum increment.

12 l. The first step in conducting an auction is to collect information on the items being

13 offered for sale. This is done online. The information collected includes:

14 1.1. Identity of seller. Note that the business rules of the auction may require

15 advance registration of sellers to verify their identity.

1 6 1.2. Descriptions, optionally including attachments and photographs, independent

17 certifications or appraisals, and anything else in digital form necessary or

18 useful in determining the value of the item.

1 9 1.3. Reserve price

2 0 1.4. Minimum increment

21 1.5. Time offered for sale

22 1.6. Time bidding is scheduled to end

23 1.7. Verify the seller's consent to the rules of the auction house regarding

24 delivery, payment, responsibility for non payment, etc.

25 2. If the business rule of the auction house is to require payment up fi'ont, collect

2 6 payment either by:

2 7 2.1. Debiting a deposit account

28 2.2. Charging to account for billing

2 9 2.3. Collecting online payment such as through a credit card.

3 0 3. Post information about auction, including:

3 1 3.1. Description of items to be auction

32 3.2. Auctions rules:

33 3.2.1. Qualifi cation process for bidders
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3.2.2. Time of bidding

3.2.3. Criterion for ending bidding — time between bids

3.2.4. Legal statement — responsibilities of buyer and seller, limitation of

liability

4. Execute qualification process (optional)

4.1. Admit bidders who are qualified based on past participation

4.2. Provide fill-in-the blank qualification form new bidders

4.3. Collect information

4.4. Conduct automated review or manual review

4.5. Inform prospective bidder ofqualification or not

Variant (a): concgzent auction

5. Conduct Auction

5.1. Fifleen minutes prior to appointed time for auction, display ‘‘welcome’

screen with space for qualified bidder to enter an alias or handle to be used

in the auction. Screen should have a description of the object. Show time

until auction starts. Auto refresh at 15 second intervals.

5.2. At appointed time, display the main auction page with the following

information:

5.2.1. Description / picture of item for auction stored in a separate, static

frame of the PC so that it does not need to be downloaded each cycle.

5.2.2.

5.2.3.

5.2.4.

5.2.5. Field to enterbid higher than suggested next

5.2.6. Handle of the highest bidder

5.3. Refresh main auction page at 15 second intervals

5.4. Collect bids, either

5.4.1.

5.4.2.

Current bid (initially the reserve price)

Suggested next bid (e.g. current + 3 "‘ increment)

Button to accept suggested next bid

Notice that the suggested bid was accepted

Bid higher than accepted bid

5.4.3. Ifnew bid is lower than current highest, disgard

5.4.4. If higher than current highest then

5.4.4.1.

5.4.4.2.

Log identity ofhighest bidder

Update highest bid
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1 5.4.4.3. Update next suggested bid

2 6. If nobody accepts the suggested bid, then

3 6.1. Reduce suggested next bid

4 6.2. If accepted, resume normal sequence

5 6.3. If not accepted, reduce suggested next bid

6 6.4. If accepted, resume normal sequence

7 6.5. If not, begin close

8 6.6. “Going once ...”, if response, resume normal sequence, else

9 6.7. “Going twice ..." if response, resume normal sequence, else

1 0 6.8. Done. Display closing screen

1 1 7. Settle with winning bidder, two models

12 7.1. Connect buyer to seller for direct settlement

13 7.2. Collect money from buyer, deduct fee, convey amount to seller

14 Variant (Q): batch (i.e. time limited) auction

15 Conventional on-line batch (time limited) auctions are common. E-bay is

1 6 the most prominent example. This process description continues from step 4 of

17 the English auction description as the startup of the concurrent and batch auctions

1 8 are the same.

1 9 5. Conduct auction: Until closing time for an item:

2 0 5.1. On entry to system display the following for the potential buyer:

2 1 , 5.1.1. Latest listing

22 5.1.2. Categories

23 5.1.3. Search screen

24 5.2. On selection of categories:

2 5 5.2.1. Execute dill down

2 6 5.2.2. Retrieve count of items that meet criteria

2 7 5.2.3. If more count is less than 25 (or other small number (n)

2 8 consistent with the layout of the screen) retrieve all items that meet

2 9 criterion

3 0 5.2.4. If count is more than n, retrieve n auctions with nearest

3 1 expiration time

32 5.2.5. Display link list to all items in list, sort order should be

3 3 auction with nearest deadline to most distant
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5.2.5.1.

5.2.5.2. Time till end of auction

5.2.5.3. Highest current bid

5.2.6. On user selection of the item, display same information as above plus

5.2.6.1.

5.2.6.2.

5.2.6.3.

5.2.7.

well as item infonnation above

Item name

Description

Photo (if any)

Attachments (if any)

If count is more than n, display further drill-down options as

5.3. Accept new bid through the display screen

5.3.1. Log bids in order, reject if bid is not higher than last high bid by

increment.

5.3.2. Ifbid is rejected, tell bidder that their bid is not sufficient

5.3.3. Update database recording highest bid, bidder, time of bid

5.3.4. Display screen to user to confirm that their bid is the highest

When the time limit is reached, determine if a new bid has been received in the

last 3 minutes (or other short time period). If so, extent the bidding time by 3

minutes (or other short time period) and execute step 5 with a new closing time.

When the time limit is reached, including all extensions under step 6, then

7.1. Email message to highest bidder that they won

7.2. Add transaction to completed deals

7.3. Update splash and add screens

7.4. Settle with winning bidder-- two models:

7.4.1. Connect buyer to seller for direct settlement

7.4.2. Collect money from buyer, deduct fee, convey amount to seller

C. Dutch Auction lragsaction Engine

A Dutch auction, like a standard auction, involves the sale of a single item or

batch with fixed specifications. There is one seller, and many potential buyers. The

seller sets the prices, ideally higher than any buyer's maximum bid price. The

offered price is reduced by a fixed increment at fixed intervals until a buyer accepts

the price. The purchase goes to the first buyer in to accept the price. In the physical

world (as opposed to the online world), Dutch auctions are rarely if ever rim

concurrently. In a live trading room, it could be diflicult to determine which buyers
58

suasnrure sneer (RULE 25)

Petitioner Apple Inc. — Exhibit 1026, p. 230



Petitioner Apple Inc. - Exhibit 1026, p. 231

W0 00/17775 PCT/US99/21934

1 was first to commit to a price when several are willing to pay the same amount. The .

2 Dutch auction is relatively simple to implement in an electronic environment. There

3 are, at present, no online Ducth Auctions of which the inventors are aware. .
4 1. Enter and maintain a framework for catalog

5 1.1. Enter / delete / edit categories. Categories are titles for groups of items, such

6 as "fumiture” or “solvents”

7 1.2. Enter / delete / edit subcategories. Subcategories are categories- within

8 categories, effectively establishing a hierarchy of products. Example:

9 fumiture/dining room/tables.

1 0 1.3. Create groups of categories and subcategories (e.g. see also. . ..). The

1 1 grouping allows a person browsing items to be referred to another category

12 that may contains items of interest. For example, someone may reach the

1 3 fumiture/dining room/tables and then be referred to

14 ‘ fumiture/office/conference room tables where other suitable tables may be

1 5 listed, or to fumiture/dining roorn/chairs to buy chairs that make the table.

16 This cross referencing makes transforms the hierarchical arrangement of

17 categories into a web.

18 2. Execute qualification process (optional)

1 9 2.1. Admit bidders who are qualified based on past participation

2 0 2.2. Provide fill-in-the blank qualification form new bidders

2 1 2.3. Collect information

22 2.4. Conduct automated review or manual review

2 3 2.5. Inform prospective bidder of qualification or not

24 3. Collect information on items to be auctioned and owners, including

2 5 3.1. Identity of seller

2 6 3.2. Descriptions, optionally including attachments and photographs, independent

2 7 certifications or appraisals, or other information necessary to establish the

2 8 value of the tiem

2 9 3.3. Categorization

3 0 3.4. Starting price

3 1 3.5. Increment, Interval for reduction

3 2 3.6. Minimum price

3 3 3.7. Obtain consent to rules (possibly as part of registration/qualification process)
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1 3.8. Collect to conduct auction if item is

2 3.9. Calculate time to take item off auction by determining the number of steps

3 (intervals) necessary to reduce price from the starting price to. the

4 minimum

5 3.10. Record all of the above information in the Dutch auction database

6 . Cull expired options

7 , 4.1. Search database periodically for items where current time is later than time

8 to take item off auction (2.9)

9 4.2. Infonn owner that item was not sold

10 4.3. Delete entry from database

11 4.4. Prompt for revised terms start of another auction, create new entry if user

12 takes option

1 3 . When the buyer enters the system display a list ofhigh level categories, a prompt

14 for search criteria, and/or a link to a search page. Allow user to drill down

15 through categories or enter search parameters.

16 5.1. Retrieve count of items that meet criteria

17 5.2. If more count is less than 25 (or other small number (n) consistent with the

1 8 layout of the screen) retrieve all items that meet criterion

1 9 5.3. If count is more than n, retrieve n auctions with nearest expiration time

2 O 5.4. Display link list to all items in list, sort order should be auction with nearest

2 1 deadline to most distant

22 5.4.]. Item name

23 5.4.2. Time till end of auction

24 5.4.3. Current price:

2 5 5.4.3.1. Retrieve starting price (SP) and increment (IS)

2 6 5.4.3.2. Calculate number of intervals since start of auction (INT)

27 5.4.3.3. Determine price = SP — (INT "' $) A

2 8 5.5. On click, display same information as above plus

2 9 5.6. Description

3 O 5.7. Photo (if any)

3 1 5.8. Attachments (if any)

3 2 5.9. The display screen should include a button that allows the buyer to purchase

3 3 the item at the selected price.
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1 6. When the user clicks the “buy” button

2 6.1. Email message to highest bidder that they won

3 6.2. Add transaction to completed deals database

4 6.3. Settle with winning bidder-- two models:

5 6.3.1. Connect buyer to seller for direct settlement

6 6.3.2. Collect money from buyer, deduct fee if any for auction and

7 payment services, convey the remainder to seller.

8 D, Reverse English Auction Transaction Engine

9 In a reverse auction, there are multiple buyers to one seller. Prices come

1 0 down rather than up. There are many variants of a reverse auction. The variant

1 1 discussed here is a reverse English auction. Reverse auctions have been

12 implemented on line in Open Markets.

13 The process for posting an item for bid and for qualifying bidders is the

14 same as for other auctions. The difference here is that the buyer may optionally

V 1 5 set a maximum price.

16 l. Accessing the list of items sought

17 Potential bidders access items sought by working through a hierarchy of

18 categories and subcategories or entering search criteria, as for other auctions. A

1 9 list of items within the category/subcategory and/or meeting the search criteria

2 O is displayed. The user may then

2 1 1.1. Terminate the session on finding no suitable items

22 1.2. Revise the search criteria

23 1.3. Select an item on which to bid

24 2. If the user selects an item on which that may wish to bid, detailed information

25 about the items is displayed. This item may include the following information:

2 6 2.1. Name

2 7 2.2. Seller

2 8 2.3. Description

2 9 2.4. Detailed specifications for items

3 0 2.5. Delivery requirements

3 1 2.6. Proposed terms

32 2.7. Current low bid

3 3 3. If the user determines that they should bid, he accesses the bid entry screen from
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1 the detailed description in Step 2 above. Making a bid consists of entering the .

2 following infonnation:

3 3.1. New, lower bid

4 3.2. Comments pertaining to any special terms, features, or conditions

5 3.3. Attachments containing relevant additional information and any

6 certifications required by the buyer

7 4. On receipt of bid, there are two options — either all bids are accepted, or bids are

’ 8 accepted only afier review of information by the buyer.

9 4.1. Case 1: all bids are accepted

1 0 4.1.1. New bid is checked to detennine if it is lower than prior bid

11 4.1.2. Ifso, then

12 4.1.2.1. bidder is notified that their bid is currently the lowest

13 4.1.2.2. seller is notified of new low bid

14 4.1.2.3. bid database is updated

15 4.1.3. Ifnot, then

16 4.1.3.1. Bidder is notified that their bid is not the lowest

17 4.1.3.2. Bid screen is displayed so that bidder may lower bid

18 4.2. Case 2: bids are accepted after review by buyer

1 9 4.2.1. Buyer is notified of bid via email or online message

2 0 4.2.2. Buyer accesses complete information on the proposed bid through the

2 1 system

22 4.2.3. Buyer select accept bid or reject bid.

23 4.2.4. If bid is accepted, then

2 4 4.2.4.1. Bidder is notified that their bid is currently the lowest

2 5 4.2.4.2. Bid database is updated

2 6 4.2.5. If bid is not accepted, then

2 7 4.2.5.1. Buyer enters reason for not accepting bid

2 8 4.2.5.2. Bidder is informed that bid is rejected with reason stated

2 9 above

3 0 4.2.5.3. Bidder may access the bid screen to revise offer

3 1 5. When time period has expired and there have been no bids within a short

3 2 specified interval, then

3 3 5.1. If at least one bid less than the maximum has been received, then:
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1 5.1.1. Notify low bidder that their offer was successful

2 5.1.2. Add transaction to completed deals database

3 5.1.3. Settle with winning bidder-- two models:

4 5.1.3.1. Connect or introduce buyer to seller for direct settlement

5 5.1.3.2. Collect money from buyer, deduct fee if any for auction and

6 payment services, and convey the remainder to seller.

7 5.2. If no bid less than the maximum has been received, the

8 5.2.1. Notify buyer

9 5.2.2. Allow buyer to revise bid criteria

1 0 E. §ealed Bid Transaction Engine

1 1 In a sealed bid system, the buyer publishes or distributes detailed, fixed

12 specification to a number of potential bidders (who may or may not be

13 prequalified). Bidders submit binding bids by a specified deadline, in a specific

14 format that allows ready comparison. The competitive bidding process is

15 distinguished from the bid and proposal process by the complexity of the

1 6 specifications and the bids. In a simple competitive bid, competition among the

1 7 bidders is along one or two readily quantified dimensions (always including price)

1 8 and there is little or no room for variation in the fonn or specifications of the

1 9 offering. Comparison of the bids is elementary.

2 0 The process for posting an item for bid and for qualifying bidders is the

2 1 same as for other transactions as is the method to identify items on which to bid

2 2 either using the hierarchy of categories and subcategories or a search engine.

23 1. If the user selects an item on which he may wish to bid, detailed information

24 about the items is displayed. This item may include- the following infonnation:

2 5 1 .1 . Name

2 6 1.2. Seller

2 7 1.3. Description

2 8 1.4. Detailed specifications for items including all infonnation necessary to

2 9 prepare a bid I

3 0 1.5. Bid instruction including specification for any documentation the buyer may

3 1 required with a bid (e.g. proof of bonding or license)

32 1.6. Notice of any fees for bid registration

3 3 1.7. Delivery requirements
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1 1.8. Proposed terms

2 2. Afier review of the bid requirements, the user may choose not to bid or may enter

3 a bid. The process for entering a bid consists of preparing a bid package,

4 including the price offered and any necessary supporting documentation. This

5 is done by completing an online form, with provision for attachments. The bid

6 is submitted through the system where it goes into a database ofbids that are not

7 opened to the closing time for the bidding process.

8 3. At the closing time, all bid packages are conveyed to the buyer.

9 3.1. If there are no bids, the buyer is offered the opportunity to revise the request

1 0 for bids.

1 1 3.2. If there are multiple bids, the buyer reviews the bids and selects the lowest

12 priced qualifying bid. They buyer infonns the seller and arranges payment

13 and delivery in accord with the tenns stated in the bid package.

14 F. Order Matching Transaction Engine

15 In an order-matching system there are many potential buyers. Each posts

1 6 binding offer to buy (bid amount) or sell (asked amount). The process proceeds in

1 7 real time. The order matching system constantly compares bid and asked and, when

1 8 a match is found within a specified spread, the deal is concluded. No accepted offer

1 9 can be repudiated, but offers may be withdrawn before a deal is consummated. The

2 0 strike price is posted so that buyers and sellers can modify their offerings in real time.

2 1 The items traded are fungible so that price is the only decision. For the market to

2 2 operate efficiently the items traded must be tightly defined and the terms of sale must

23 be fixed and determined in advance. This is typically done by the operation or an

24 exchange, with the order-matching engine operating in the background. To insure

2 5 that the items traded are well defined, and the terms of sale are rigid example of an

2 6 order matching process in stock trading on an exchange.

2 7 Users of an order-matching engine are all potential buyers and seller. They

2 8 are qualified in advance using a process like that outlined by for auction with the

2 9 extension that deposit accounts are frequently required given the speed of

3 0 transactions in exchange environments.

31 1. Establish and maintain items to be traded. All functions in this category are

32 reserved to the manager of the exchange or a designee.

33 To add (i.e. “list” and idem), enter
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1.1. Unique item number or symbol

1.2. Description of item (e.g. Sears Class A Common Stock)

1.3. Terms and conditions ownership (e.g. who can own) if any

1.4. Trading units (e.g. shares, blocks, etc.)

1.5. Additional information as required by the rules of the exchange

To delete (i.e. “delist” and item)

1.6. Select the item to be deleted

1.7. Confirm deletion

On entry to the system, potential buyers and sellers can review the price of the

last transaction of any item, either through a list or a search by item name or

symbol. The current highest asked and lowest bid price are also shown.

An offer to sell is posted by entering the following information:

3.1. Item number or symbol

3.2. Quantity offered

3.3. Proposed price (“asked”)

3.4. Seller

3.5. Offers may be revise at any time prior to consummation of a deal

An offer to buy is posted by entering the following information

4.1. Item number or symbol

4.2. Quantity offered

4.3. Proposed price (“asked”)

4.4. Buyer ’

4.5. Offers may be revised at any time prior to consummation of a deal

Offers to buy and sell are constantly reviewed by the software. When there is an

offer to buy and sell at a price within a preset difference. When prices match,

buyers and sellers are notified of the transaction, and the transaction is recorded.

The display of the last transaction price, the highest bid and the lowest asked

price is updated.

The transaction is conveyed to the backend accounting system of the exchange.

G. B' and Pro osal

The bid and proposal process is typically used for procurement of large or

Cost must be

weighed against the buyer’s assessment of the quality and suitability of an offering
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and the ability of the bidder to deliver the product or perform the specified services. ,

The bid and proposal process is conducted between one buyer (possibly

representing a consortium) and many potential sellers, sometimes organized ‘into

teams. The buyer issues specifications that may be general or highly specific, brief

or very lengthy. The specifications may be distributed freely or to a list of qualified

buyers.

With physical RFPS, the size and the associated cost of distribution make it

common practice to advertise the availability of the RFP first, sending copies only

to those that request it. Frequently, the requestors are required to supply information

to establish their qualifications to bid. While cost is not an issue in electronic

dissemination of RFPs, the model of advertising prior to distribution is still useful in

This is addressed as variant (a) is thismanaging the qualification process.

description. Variant (b) requires no prequalification.

In a competitive bid on fixed requirements (sealed bid or auction), there is

typically very little communication between buyer and seller between publication of

the request and submission of the bids. The requirements are comparatively simple,

clear, and unambiguous. In contrast, the bid and proposal process may involve

The process may begin with

Additional

considerable communication between buyer and seller.

a bidders’ conference to answer questions about the requirements.

questions from bidders may be accepted, though not all need be answered.

Questions and answers may be made available to all bidders or the response may be

in private. This dialog is crucial for two reasons. First, it helps the bidders

understand the requirements and to be responsive in their bids. Second, it is not

unusual for the bidders’ questions to identify some point of ambiguity, error, or

contradiction in the specifications, leading to a modification of the RFP. The

diverse perspectives of the bidders, and the close attention required on their pan to

prepare a bid inherently provides an excellent review of the RFP.

The initial phase of the RFP process concludes with submission of the bids,

but this is far from the conclusion of the process. Commonly, questions arise from

These may relate to a specific submission or have

The list of

the review of the proposals.

broader implications, leading to modification of the requirements.

bidders can be culled to the best candidates. These are asked to answer questions

about their proposals and to provide additional and clarifying information.
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1 The process described here is built around the document repository described.

2 elsewhere in this application. Through this process of refinement, the list of bidders

3 is narrowed to one or two with whom a contract is negotiated. The process of

4 negotiation is addressed as a separate transaction type (Negotiation Engine) as it may

5 be conducted without the bid and proposal process.

6 Variant (A): with pre-qualification

7 1. Sofiware supports the user in creating a web site for the proposal process.

8 Initially this site manages the process for requesting the request for proposal

9 (RFP), qualifying bidders, and disseminating the RFP.

1 0 2. Supported by the system sofiware, the bidder creates and RFP advertisement by

1 1 2.1. entering a summary of the RFP.

1 2 2.2. entering a summary of the infonnation needed to qualify as a bidder or

1 3 2.3. attaching a fonn (HTML web page or template for paper form) for entering

1 4 qualifying information

1 5 3. The RFP advertisement includes file transfer sofiware for uploading qualifying

1 6 information to the repository.

1 7 4. Disseminate RFP advertising

1 8 4.1. Post on public bulletin board or

1 9 4.2. Disseminate via mail to selected users

2 0 5. When users access the system, issue them an encryption key and PIN to be used

2 1 for subsequent uploads and communications to verify their identity.

2 2 6. Receive requests for RF? in repository

2 3 6.1. Prompt for key

2 4 6.2. Encrypt submission

2 5 6.3. Upload

2 6 6.4. Generate receipt — should include an authentication number

2 7 7. Disseminate RFP to selected user, either:

2 8 7.1. Attach to return Email or

2 9 7.2. Post the RF? in a repository from which qualified prospective bidders may

3 0 download the file. If the repository model is used, provide notice of the

31 posting via email including any necessary PINS and codes to access the

3 2 repository

3 3 7.3. When a prospective bidder downloads an RFP, issue an encryption key to be
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used in submitting proposal

The RFP site also includes a page through which prospective bidders can submit

questions. Questions and answers are posted to the site.

Updates to the schedule and amendments to the RFP are posted to the site

All access to the site is recorded to verify that prospective bidders have received

critical information. Direct contact may be used when it is determined that a

bidder had not accesses the site since critical new information was posted. ‘

Bidders prepare their proposal and then upload them to a repository for proposals

using software built into the proposal site.

11.1.

1 1.2.

1 1.3.

1 1.4.

submission

1 1.5.

code

Prompt for key

Encrypt submission

Upload

Generate secure hash number to prevent tampering with the

Generate receipt including secure hash number and authentication

Afier initial proposals are received, the process moves into a phase commonly

termed the “best and final process” in which the proposals are reviewed, the list

narrowed, and the proposals refined.

12.1.

each respondent

Create separate secure environment (i.e. web site with repository) for

12.2. Exchange materials through repository (described elsewhere in this

filing)

12.3. Records and receipt each access

12.4. Generate key for revised proposal

12.5. Receive proposal using process in 1 1

12.6. Repeat fi'om step 11 as many times as necessary

The remainder of the process is completed as a negotiated deal, described below.

Variant B: no pre-gualification:

Proceed as above, beginning with Step 6 and not requiring a key for download of the

RFP.
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1 H. Negotiation Deal Engine

2 An engine for negotiating a deal can be built around the capability of the

3 system to create a temporary virtual private network through the web. A temporary

4 network is created for the negotiation. Access to the network is limited to the parties

5 of the negotiation, their advisors and counsel, and, potentially, arbitrators and

6 regulators. The members of the negotiating enviromnent have access to the complete

7 set of tools described in this filing including those for communications (email,

8 anonymous mail, online chat, threaded dialogs, and audio and video collaboration),

9 the library of standard contract instruments, the tools for document signature and

1 0 authentication, and the document repository. Using these tools in a secure

1 1 environment they can negotiate, close, and register a deal.

12 FIG. 19 shows one possible user interface for selecting participation engines

13 to be made available to group members. The term “participation engine" refers

14 generally to collaboration tools that provide features beyond merely communicating

1 5 among group members. Various services such as an on-line survey tool, a DELPHI

1 6 model tool; brain writing tool; and real-time polling can be provided.

17 A. Online Survey

1 8 In online polling or surveying, the person creating the poll uses and

1 9 automated tool (new to this application) to build simultaneously an online

2 O questionnaire and a database to collect the results. The user builds the questionnaire

2 1 by entering a series of questions and an associated data collection widget for each.

22 The polling tool builds the database and the data entry screen. The data entry

2 3 screen consists of two columns. The lefl colunm is a series ofquestions. The right

24 column is the data entry tool appropriate to the question. Various data entry tools

2 5 can be provided to respond to the query, including such things as:

2 6 1. yes / no radio buttons

2 7 2. true / false radio buttons

28 3. slider with scale from 1-5, 1-10, etc.

2 9 4. fill-in-the-blank text box

3 0 5. numeric field

3 1 6. multiple check boxes (e.g. strongly disagree, disagree, agree, strongly

3 2 agree)

3 3 Other data entry types may be added.
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1 As each question / data collection widget is added, the polling tool creates the .

2 database. The database includes one record per data collection form. Creating the

3 database structure simply means adding one new field to each record definition for

4 each question. The type of data collection widget defines the format of the field, as

5 follows:

6 1. yes / no radio buttons: one character field, limited to “y" or “n”

7 2. true / false radio buttons: one character field, limited to “y” or “n"

8 3. slider: real number field, with appropriate range check

9 4. fill-in-the-blank text box: text box

1 0 5. numeric field: real number or integer

1 1 6. multiple check boxes: integer field with range check fiom l to number of

12 boxes

13 Every data entry screen provides a “save” and “cancel" button. Save writes to the

14 database. Cancel exits the entry screen without saving.

1 5 The survey, once composed as described above exists as a web page. This

16 page can be embedded in web applications. It can be made available on a site

17 available to the entire Internet, on an Intranet, or in a dynamically created

18 environment. Alternatively, it can be distributed via e-mail. When the form is

19 completed, the submit button transmits the value entered to the database that is

2 0 created at the time the form is generated. Access to the database is controlled by the

2 1 rules ofthe database system. It may be limited to the individual who creates the

22 survey form and database, but it may be accessible other users in the survey

2 3 developers organization, as determined by the database administrator. Distribution

24 of the result of the analysis is at the discretion and control of the individual managing

25 the survey. This manager may be the individual who creates the survey, but the

2 6 actual creator may be acting on behalfof the survey manager. Results may be kept

2 7 private, posted to the Internet, and intranet, or a collaborative environment,

2 8 distributed via e-mail within an organization, or, if the information is available, sent

2 9 via e-mail to the participants in the survey.

3 0 B. Online Delphi Engine

31 The online Delphi engine allows real-time collaboration in estimating or

32 predicting an outcome that can be expressed numerically. For example, the method

3 3 can be used to develop a consensus forecast of grain prices. The method has been
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1 in used since the 1970s, but has not previously been adapted to online processes. .

2 One possible method is as follows:

3 1. Establish the session

4 1.1. Within an online community, the moderator of the session creates the brain

. 5 writing session by entering the following information:

6 1.1.1. Name of moderator

7 1.1.2. Title of the session

8 1.1.3. Description of the session

9 1.1.4. Background reading as references or attachments

10 1.1.5. Start date for the session

1 1 1.1.6. Scheduled end for the session

12 1.1.7. Access to the session:

13 1.1.7.1. URL for access

14 1.1.7.2. Open to all or invitees only for observation

15 1.1.7.3. Open to all or invitees only for participation

1 6 1.1.8. Payment information if required

1 7 2. Optionally, the session may be advertised on line

1 8 3. If the session is private, invitations with logon keys must be distributed via email,

1 9 actual mail, or download.

_2 0 4. Optionally, the moderator may run on online applications and qualification

2 1 process

2 2 5. Prior to the start of the session, the moderator must describe precisely the value

2 3 to be estimated. The definition must be completely unambiguous.

2 4 6. Each participant connects at the start of the session. On connecting, they question

2 5 is posed (e.g. “What will be the price of West Texas intermediate oil in

2 6 December?”)

2 7 7. Each participant enters a number a brief (1 paragraph maximum) explanation of

2 8 their reasoning.

2 9 8. When the participant is done entering their estimate, they click “Done".

3 0 9. Each participant’s estimate and explanation is recorded.

3 1 10. Each participant then sees the summary screen.
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ll. Estimates are arrayed graphically from top to bottom of the screen, from lowest .1

2 to highest. The value is stated as is the associated comment, but the source of

3 the comment is not revealed. A

4 12. Participants can review the estimates and comments, send an anonymous message

5 to the author or any comment, or amend their answers.

6 13. The session terminates when the time expires, or when the moderator determines

7 that there it is no longer appropriate to continue. The operator may determine

8 this is based on declining participation or, if participation is high, the moderator

9 may extend the deadline.

1 O 14. Participants and observers may access the final display of estimates, again

11 arrayed from top to bottom, lowest to highest.

12 C. grain Writing

13 Brain writing is a variant of a method for facilitated group discussion termed

14 brainstorming. The objective of brainstorming is to maintain the focus of the

1 5 discussion while encouraging creative input and recognizing the contributions of all

1 6 members of the group. It seeks to avoid problems with a few individuals dominating

17 the discussion, with junior staff deferring to senior staff, and with new ideas being

1 8 abandoned before than can be developed frilly. Brain storming has been commonly

1 9 used since the late 1960s. Brain writing is a more intense method that relies on joint

2 0 writing rather than discussion. What is presented here is adaptation of that method

2 1 to an online environment. It is believed to be the first such adaptation.

22 1. Establish the session

23 1.1. Within an online community, the moderator of the session creates the brain

24 writing session by entering the following information:

25 1.1.1. Name ofmoderator

2 6 1.1.2. Title of the session

2 7 1.1.3. Description of the session

2 8 1.1.4. Background reading as references or attachments

2 9 1.1.5. Start date for the session

30 1.1.6. Scheduled end for the session

3 1 1.1.7. Access to the session:

32 1.1.7.1. URLfor access

33 1.1.7.2. Open to all or invitees only for observation
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1 1.1.7.3. Open to all or invitees only for participation

2 1.1.8. Payment information if required

3‘ 2. Optionally, the session may be advertised on line

4 3. If the session is private, invitations with logon keys must be distributed via email,

5 actual mail, or download.

6 4. Optionally, the moderator may run on online applications and qualification

7 process

8 5. Prior to the start of the session, the moderator must list some number (typically

9 5-10) of questions or hypotheses to be explored. (e.g. “ Our company should

10 create a spinoff to develop and commercialize the new breast cancer vaccine")

1 1 i This may be done by the moderator alone, in consultation with the participants,

1 2 or with other outside the session.

13 6. Each question or hypothesis becomes a “Card".

14 7. Participants may enter the session any time after the start. A password may be

15 required if the session is not open.

1 6 8. On entry into the system, a user if given a card at random. The card consists of

1 7 the initial question or hypothesis plus all comments entered on the card by other

1 8 participants.

1 9 9. After reviewing the card, the participant may add his or her own comments to the

2 0 bottom. After entering comments, the participant clicks “Done” to return the

2 1 card to the pile.

22 10. When a participant returns a card to the pile, they received another card, chosen

2 3 at random (preferably) or selected by the user. This process continues until the

24 opt to exit. They may reenter at any time up to the conclusion of the session.

25 1 1. When a card is returned to the pile, it is become available for assignment to the

2 6 next participant. The card includes the additions of the most recent participant.

2 7 12. A participant may opt to return the card without addition if he or she has nothing

2 8 to add.

2 9 13. Participants may create new cards when new ideas come to mind. These are

3 0 treated in exactly the same way as original cards.

3 1 14. Observers may view any card but may not add to them.

3 2 15. The moderator may limit participation to a set number at any time so that there

3 3 is a sufficient number of cards to keep the participants fully occupied.

73

SUBSTITUTE SHEET (RULE 26)

Petitioner Apple Inc. — Exhibit 1026, p. 245



Petitioner Apple Inc. - Exhibit 1026, p. 246

W0 00/I 7775 PCT/US99/21934

1 16. The session terminates when the time expires, or when the moderator determines.

2 that there it is no longer appropriate to continue. The operator can determine this

3 based on declining participation or, if participation is high, the moderator may

4 extend the deadline.

5 17. The raw cards are distributed at the conclusion to all participants. The moderator

6 or another individual is charged preparing a summary and arranging follow-up.

7 FIG. 22 shows one possible scheme for storing brain card writing data

8 elements. In accordance with one embodiment, each brain writing card comprises

9 a data structure including the following elements:

10 1. Brain writing session number: Serially assigned number to differentiate

11 . brainwriting sessions. A session is the set of all cards pertaining to a

12 particular topic.

13 2. Card number: A Serially assigned sequence number

14 3. Initial Comment : The question or comment used to initiate the discussion

15 (e.g. “SAIC should purchase a company that produces Internet server

1 6 software”

17 4. Date and time card started

1 8 5. Date and time card closed

19 6. Comments: A collection (i.e. a set of unlimited length)» containing the

2 0 comments added by participants in the brainwriting session.

2 1 7. Date of additional comment: Date and time that each additional comment

2 2 was added.

23 8. Commenter: Name or user ID of the person adding each additional

24 comment. Ideally, brainwriting should be anonymous to encourage open

2 5 dialog. Accordingly, this field may be omitted from an implementation.

2 6 Some organizations, however, may wish to track this information

2 7 without making it visible to users, or in some cases to attribute comments.

2 8 When the user has finished defining the group and specifying its functions,

29 environment generator 1201a (FIG. 12) creates an environment accessible to the

3 0 group members and including the fimctions specified during the environment

3 1 definition process. As shown in FIG. 20A, for example, a web page can be created

3 2 for the newly created enviromnent, including those fimctions that were selected by

3 3 the user that created the group. All group members are notified of the existence and
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1 location of the environment, and each group member can use the functions provided _

2 in the environment to collaborate on a project or conduct business.

3 FIG. 20B shows what an environment might look like to a group member

4 after entering the environment. As shown in FIG. 20B, for example, a news banner

5 armounces the latest news for the group. Additionally, specific communication tools,

6 research tools, transaction engines, and participation engines are made available to

7 group members, which can be executed by appropriate mouse clicks in accordance

8 with the inventive principles. According to various inventive principles, each tool

9 shown on the web page is accessible through a hyperlink to a web-based program that

10 perfonns predefined firnctions as set forth above. For example, clicking on “online

11 catalog” would link the group member to a web page that implements an online

12 ordering engine as described previously. Users can navigate through the various

1 3 tools using conventional web browser features (i.e., forward, backward, etc.). It may

14 be desirable to implement some or all of such software using server-side scripting or

15 other similar means consistent with the system configuration of FIG. 12.

16 FIG. 21 shows how environment generator 1201a can create multiple

1 7 environments including virtual private facilities, which can be implemented through

18 web pages that contain hyperlinks to functions available to members of each group

1 9 or environment. An environment definition software component 2106 implements

20 steps 1101 through 1103 of FIG. 11 in order to create one or more environments

21 2107. (In one embodiment, each group can also be provided with a copy of an

22 environment generator 2106 in order to create sub-groups that draw on the

2 3 applications and directory structure created for the group). As a user identifies group

24 members and selects functions to be provided for the enviromnent in which the group

2 5 will collaborate, environment definition component 2106 stores information relating

2 6 to the selected members and functions in databases. Each environment can include

27 a web page (not shown in FIG. 21) and directories, tools and other applications

28 specific for each created group.

29 Based on user selections of the type illustrated in FIGS. 13 through 19,

3 0 environment generator 2106 creates an environment 2107 containing one or more

3 1 web pages with links to the selected tools. Environment generator 2106 retrieves

32 information from various information sources including a directory of

33 communication tools 2101 (e.g., including descriptions of tools and URL/[P
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addresses of web applications to set up each communication tool); directory of .

transaction engines 2102 (e.g., including descriptions of transaction engines and the

URL/IP addresses of web-based applications to set up each transaction engine);

directory of research tools 2103 (similar to above); list of global data objects 2104

(e.g., a dictionary of data elements from which the directory of each group can be

composed); and a directory of applications 2105 (e.g., a description of available

applications and URL/IP addresses of pages to set up access to applications).
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1 WE CLAIM;

2 1. A method of negotiating a deal over a network of computers, the network

3 including at least one or more computers connected to the Internet, the method

4 comprising the steps of:

5 (1) posting, on an electronic list that can be viewed over the Internet,

6 information regarding one or more offers to form a contract;

7 (2) posting on the electronic list one or more responses to the one or more

8 offers;

9 (3) researching the one or more responses to detennine whether they satisfy

1 0 one or more contract criteria;

11 (4) negotiating over the network between at least two parties to accept or

12 modify one or more of the responses; and

13 (5) electronically signing a document to consummate the contract.

14 2. The method of claim 1, wherein step (1) comprises the step of displaying

1 5 offers and responses in a parent~daughter spatial relationship on a computer display.

16 3. The method of claim 1, further comprising the step of sorting the one or

1 7 more offers and one or more responses according to a user-selected sort order.

1 8 4. The method of claim I, wherein steps (1) and (2) are done anonymously,

1 9 such that each party to the contract carmot determine the identity of the other party

2 O to the contract.

21 5. The method of claim 4, fiirther comprising the step of simultaneous

22 revealing the identity of each party prior to step (5). I

23 6. The method of claim 4, wherein steps (1) and (4) comprise the step of

24 sharing a single anonymous e-mail alias among a plurality of users.

2 5 7. The method of claim 1, further comprising the steps of:

26 (6) registering keywords with an electronic agent that monitors the one or

2 7 more offers and providing an e-mail address to be notified upon a keyword match;

2 8 and

2 9 (7) in response to the electronic agent detecting the keyword match,

3 O transmitting a message to the e-mail address provided in step (6).

3 1 8. The method of claim I, wherein step (2) comprises the step of clicking on

32 a hyperlink linking the information posted in step (1) to a reply card.

33 9. The method of claim 7, wherein step (2) comprises the step of requiring
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1 the submission of certain information before the reply card will be accepted.

2 10. The method of claim 1, wherein steps (3) and (4) are performed a

3 plurality of times for a single contract, such that modifications are made to the one

4 or more responses.

5 11. The method of claim 1, further comprising the step of electronically

6 registering a plurality of entities that have signatory authority and correlating the

7 registered entities with one or more documents to which signatures can be affixed.

8 12. A method of displaying information on a computer display,

9 comprising the steps of:

1 0 (1) displaying a first plurality of graphical objects each having a shape of a

11 file folder comprising a folder face and a labeled tab, wherein the first plurality of

12 graphical objects are stacked in a cascading arrangement; and

13 (2) in response to user activation of a “flip" tab, changing the graphical

14 objects displayed in step (1) to show a second plurality of graphical objects each

1 5 having a shape of a file folder comprising a folder face and a labeled tab,

1 6 wherein each of the first and second plurality of graphical objects can be

1 7 brought to a foreground position in front of other graphical objects by clicking on

1 8 a corresponding labeled tab.

1 9 13. The method of claim 12, wherein each of the first and second plurality

2 0 of graphical objects has associated therewith one or more ftmctions displayed on

2 1 the folder face thereof, wherein user can activate the one or more functions by

22 clicking thereon.

23 14. A method of creating a user-defined networked environment across a

24 plurality of computers without requiring system administrator-level privileges,

25 comprising the steps of:

2 6 (1) creating a group by providing a group identifier, a group description,

2 7 and by specifying a plurality of group members entitled to use the user-defined

2 8 networked enviromnent;

2 9 (2) selecting a plurality of web-based communication, collaboration, and

3 0 transaction tools from a list of available tools, wherein the selected tools are to be

3 1 made available to the plurality of goup members specified in claim 1; and

32 (3) through the use ofcomputer sofiware, automatically creating the user~

33 defined networked environment by creating a web page accessible to the plurality
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of group members selected in step (1), wherein the web page provides access to

the plurality of tools selected in step (2).

15. The method of claim 14, wherein step (1) comprises the step of

inviting a plurality of individuals to join the group by transmitting an invitation to

l

2

3

4

5 prospective group members.

6 16. The method of claim 14, wherein step (1) comprises the step of

7 advertising an invitation to join the group by posting an advertisement for

8 prospective group members, wherein at least some of the prospective group

9 members are unknown to the user creating the networked environment.

10 17. The method of claim 14, fiirther comprising the step of screening

11 prospective members that respond to the advertisement in order to detennine

12 whether they should be added to the group.

13 18. The method of claim 14, further comprising the steps of electronically

14 collaborating among group members using the user-defined networked

15 environment.

16 19. The method of claim 14, further comprising the step of destroying the

1 7 user—defined networked environment when it is no longer needed.

18 20. The method of claim 14, wherein step (2) comprises the step of

1 9 selecting a transaction engine that implements an auction to members of the

2 0 group.

2 1 21. The method of claim 14, wherein step (2) comprises the step of

22 selecting a transaction engine that implements an on-line electronic survey

23 comprising survey questions that are to be answered electronically by survey

24 participants.

25 22. The method of claim 14, wherein step (2) comprises the step of

2 6 selecting a transaction engine that implements a bid-and-proposal tool that permits

2 7 group members to electronically submit bids on one or more proposals.

2 8 23. The method of claim 14, wherein step (2) comprises the step of

2 9 selecting an online ordering engine that permits group members to electronically

3 0 order goods or services in the user-defined networked environment.

3 1 24. The method ofclaim 14, wherein step (2) comprises the step of

3 2 selecting an Electronic Data Interchange (EDI) compatible interface that executes

33 electronic commercial transactions between two or more group members.
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1 25. The method of claim 14, wherein step (2) comprises the step of a

2 selecting an electronic brain-writing tool that permits participants to brainstorm

3 using electronic idea cards. .

4 26. A system for implementing a user-defined networked environment

5 that can be created without the need for system adrninistrator-level privileges,

6 comprising:

7 ' a plurality ofnetworked computers that communicate using Internet

8 Protocol;

9 a plurality of web browsers executing on the plurality of networked

10 computers;

1 1 a database that stores information concerning the user-defined networked

12 environment; and

1 3 a computer program executing on one or more of the plurality of

14 networked computers, wherein the computer program performs the steps of:

15 (1) permitting a user to create a group comprising a plurality of group

1 6 members;

1 7 (2) permitting the user to select a plurality of web—based communication,

1 8 collaboration, and transaction tools from a list of available tools, wherein the

19 selected tools are to be made available to the plurality of group members; and

2 0 (3) automatically generating a web page accessible to the plurality of

2 1 group members, wherein the web page provides access to the plurality of tools

22 selected in step (2) to the plurality of group members.
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Codes used to identify States party to the PCI‘ on the front pages of pamphlets publishing international applications under the PCI‘.
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Amtenia
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Belarus
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METHOD OF COMMUNICATIONS AND

COMMUNICATION NETWORK INTRUSION PROTECTION METHODS AND

INTRUSION ATTEMPT DETECTION SYSTEM

This application is a continuation-in-part application ofU.S. Serial No. 60/134,547

filed May 17, 1999.

Background Art

Historically, every technology begins its evolution focusing mainly on performance

parameters, and only at a certain developmental stage does it address the security aspects of

its applications. Computer and communications networks follow this pattern in a classic

way. For instance, first priorities in development of the lntemet were reliability,

survivability, optimization ofthe use ofcommunications channels, and maximization oftheir

speed and capacity. With anotable exception ofsome govemment systems, communications

security was not an early high priority, if at all. Indeed, with a relatively low number of

users at initial stages of lntemet development, as well as with their exclusive nature,

problems of potential cyber attacks would have been almost unnatural to address,

considering the magnitude of other technical and organizational problems to overcome at

that time. Furthermore, one of the ideas of the lntemet was “democratization” of

communications channels and of access to information, which is almost contradictory to the

concept of security. Now we are faced with a situation, which requires adequate levels of

security in communications while preserving already achieved “democratization” of

communications channels and access to information.

All the initial objectives ofthe original developers of the lntemet were achieved with

results spectacular enough to almost certainly surpass their expectations. One of the most

remarkable results of the lntemet development to date is the mentioned “democratization”.

However in its unguarded way “democratization” apparently is either premature to a certain

percentage of the lntemet users, or contrary to human nature, or both. The fact remains that

this very percentage of users presents a serious threat to the integrity of national critical

infrastructure, to privacy of infonnation, and to further advance of commerce by utilization
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of the lntemet capabilities. At this stage it seems crucial to address security issues but, as

usual, it is desirable to be done within already existing structures and technological

conventions. L

Existing communications protocols, whilestreamlining communications, still lack

underlying entropy sufficient for security purposes. One way to increase entropy, ofcourse,

is encryption as illustrated by U.S. Patent No. 5,742,666 to Finley. Here each node in the

Internet encrypts the destination address with a code which only the next node can

unscramble.

Encryption alone has not proven to be a viable security solution for many

communications applications. Even within its core purpose, encryption still retains certain

security problems, including distribution and safeguarding ofthe keys. Besides, encryption

represents a “ballast”, substantially reducing information processing speed and transfer time.

These factors discourage its use in many borderline cases.

Another way is the use of the passwords. This method has been sufficient against

humans, but it is clearly not working against computers. Any security success of the

password-based security is temporary at best. Rapid advances in computing power make

even the most sophisticated password arrangement a short-term solution.

Recent studies clearly indicate that the firewall technology, as illustrated by U.S.

Patent No. 5,898,830 to Wesinger et al., also does not provide a sufficient long-terrn solution

to the security problem. While useful to some extent, it cannot alone withstand the modern

levels of intrusion cyber attacks.

On the top of everything else, none of the existing security methods, including

encryption, provides protection against denial of service attacks. Protection against denial

of service attacks has become a critical aspect of communication system security. All

existing log-on security systems, including those using encryption, are practically

defenseless against such attacks. Given a malicious intent of a potential attacker, it is

reasonable to assume that, even having failed with an intrusion attempt, the attacker is still

capable ofdoing hann by disabling the system with a denial ofservice attack. Since existing

systems by definition have to deal with every log-on attempt, legitimate or not, it is certain

that these systems cannot defend themselves against a denial of service attack.
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The deficiencies ofexisting security methods for protecting communications systems

leads to the conclusion that a new generation of cyber protection technology is needed to

achieve acceptable levels of security in network communications.

Summag ofthe Invention

It is a primary object of the present invention to provide a novel and improved

method of communications, and a novel and improved communication network intrusion

protection method and systems and novel and improved intrusion attempt detection method

and systems, adapted for use with a wide variety of communication networks including

Internet based computers, corporate and organizational computer networks (LANs), e-

commerce systems, wireless computer communications networks, telephone dial-up systems,

wireless dial-up systems, wireless telephone and computer communications systems, cellular

and satellite telephone systems, mobile telephone and mobile communications systems,

cable based systems and computer databases, as well as protection of network nodes such

as routers, switches, gateways, bridges, and frame relays.

Another object of the present invention is to provide a novel and improved

communication network intrusion protection method and system which provides address

agility combined with a limited allowable number of log—on attempts.

Yet another object of the present invention is to provide a novel and improved

intrusion protection method for a wide variety of communication and other devices which

may be accessed by a number, address code, and/or access code. This number, address code,

and/or access code is periodically changed and the new number, address code, or access code

is provided only to authorized users. The new number, address code, or access code may be

provided to a computer or a device for the authorized user and not be accessible to others.

This identifier causes the user’s computer to transmit the otherwise unknown and

inaccessible number, address code, and/or access code.

A still further object of the present invention is to provide a novel and improved

communication network intrusion protection method and system wherein a plurality of

different cyber coordinates must be correctly provided before access is granted to a protected

communications unit or a particular piece of information. If all or some cyber coordinates
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are not correctly provided, access is denied, an alarm situation is instigated and the affected

cyber coordinates may be instantly changed.

For the purposes of this invention cyber coordinates are defined as a set ofstatements

determining location of an object (such as a computer) or a piece ofinfonnation (such as a

computer file) in cyber space. Cyber coordinates include but are not limited to private or

public protocol network addresses such as an IP address in the Internet, a computer port

number or designator, a computer or database directory, a file name or designator, a

telephone number, an access number and/or code, etc.

These and other objects of the present invention are achieved by providing a

communication network intrusion protection method and system where a potential intruder

must first guess where a target computer such as a host workstation is in cyber space and

to predict where the target computer such as a workstation will next be located in cyber

space. This is achieved by changing a cyber coordinate (the address) or a plurality of cyber

coordinates for the computers such as workstations on a determined or random time schedule

and making an unscheduled cyber coordinates change when the system detects an intrusion

‘ attempt. A limited number of log-on attempts may be pennitted before an intrusion attempt

is confinned and the cyber coordinates are changed. A management unit is provided for

generating a random sequence of cyber coordinates and which maintains a series of tables

containing current and the next set of addresses. These addresses are distributed to

authorized parties, usually with use of an encryption process.

The present invention further provides for a piece of information, a computer or a

database intrusion protection method and system where a potential intruder must first guess

where a target piece of infonnation such as a computer file or a directory is in cyber space

and to predict where the target piece of information will be next in cyber space. This is

achieved by changing a cyber coordinate or a plurality of cyber coordinates for the piece of

infonnation on a determined or random time schedule and making an unscheduled cyber

coordinates change when the system detects an intrusion attempt. A limited number of log-

on attempts may be permitted before an intrusion attempt is confmned and the coordinates

changed. A management unit is provided for generating a random sequence of cyber

coordinates and which maintains a series of tables containing current and the next set of

cyb er coordinates. These coordinates are distributed to authorized parties, usually by means
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of an encryption process.

The intrusion attempt detection methods and systems are provided to the protected

devices and pieces of information as described above by means of categorizing a log-on

attempt when all or some of the correct cyber coordinates are not present as an intrusion

5 attempt and by instigating an alarm situation.

Brief Description ofthe Drawings

Figure 1 is a block diagram of the communication network protection system of the

10 present invention;

Figure 2 is a flow diagram showing the operation ofthe system of Figure 1;

Figure 3 is a block diagram of a second embodiment of the communication network

15 protection system of the present invention;

Figure 4 is a flow diagram showing the operation ofthe system ofFigure 3;

Figure 5 is a block diagram of a third embodiment of the communication network

20 protection system of the present invention;

Figure 6 is a flow diagram showing the operation of the system of Figure 5; and

Figure 7 is a block diagram of a fourth embodiment of the communication network

25 protection system of the present invention.

Description of the Preferred Embodiments

Existing communications systems use fixed coordinates in cyber space for the

30 communications source and communications receiver. Commonly accepted terminology for

the Intemet refers to these cyber coordinates as source and destination IP addresses. For
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purposes of an unauthorized intrusion into these communication systems, the situation of

a cyber attack might be described in military terms as shooting at a stationary target

positioned at known coordinates in cyber space. Obviously, a moving target is more secure

than the stationary one, and a moving target with coordinates unknown to the intruder is

more secure yet. The method of the present invention takes advantage of the cyber space

environment and the fact that the correlation between the physical coordinates ofcomputers

or other communication devices and their cyber coordinates is insignificant.

While it is difficult to change the physical coordinates of computers or other

communications devices, their cyber coordinates (cyber addresses) can be changed much

easier, and in accordance with the present invention, may be variable and changing over

time. In addition to varying the cyber coordinates over time, the cyber coordinates can

immediately be changed when an attempted intrusion is sensed. Funhermore, making the

current cyber coordinates available to only authorized parties makes a computer or other

communications device a moving target with cyber coordinates unknown to potential

attackers. In effect, this method creates a device which perpetually moves in cyber space.

Considering first the method of the present invention as applied to computers and

computer networks, the computer’s current cyber address may serve also as its initial log-on

password with a difference that this initial log-on password is variable. A user, however, has

to deal only with a computer’s permanent identifier, which is, effectively its assigned “name”

within a corresponding network. Any pennanent identifier system can be used, and an

alphabetic “name” system seems to be reasonably user—friendly. One of such arrangements

would call for using a computer's alphabetic Domain Name System, as a cyber address

permanent identifier, while subjecting its numeric, or any other cyber address to a periodic

change with regular or irregular intervals. This separation will make the security system

transparent to the user, who will have to deal only with the alphabetic addresses. In effect, _

the user’s computer would contain an “address book” where the alphabetic addresses are

pennanent, and the corresponding variable addresses are more complex and periodically

updated by a netvvork’s management. While a user is working with other members of the

network on the name or the alphabetic address basis, the computer conducts communications

based on the corresponding variable numeric or other addresses assigned for that particular
time.
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A variable address system can relatively easily be made to contain virtually any level

of entropy, and certainly enough entropy to defy most sophisticated attacks. Obviously, the

level ofprotection is directly related to the level ofentropy contained in the variable address

system and to the frequency of the cyber address change.

This scenario places a potential attacker in a very difficult situation when he has to

find the target before launching an attack. Ifa restriction on a number of allowable log-on

tries is implemented, it becomes more difficult for an attacker to find the target than to

actually attack it. This task oflocating the target can be made difficult ifa network’s cyber

address system contains sufficient entropy. This difficulty is greatly increased ifthe security

system also limits the number of allowable log-on tries, significantly raising the entropy

density.

For the purpose of this invention, entropy density is defined as entropy per one

attempt to guess a value ofa random variable.

Figure 1 illustrates a simple computer intrusion protection system 10-which operates

in accordance with the method of the present invention. Here, a remote user’s computer 12

is connected to a protected computer 14 by a gateway router or bridge 16. A management

system 18 periodically changes the address for the computer 14 by providing a new address

from a cyber address book 20 which stores a plurality of cyber addresses. Each new cyber

address is provided by the management system 18 to the router 16 and to a user computer

address book 22. The address book 22 contains both the alphabetic destination address for

the computer 14 which is available to the user and the variable numeric cyber address which

is not available to the user. When the user wants to transmit a packet of information with

the alphabetic address for the computer 14, this alphabetic address is automatically

substituted for the current numerical cyber address and used in the packet.

With the reference to Figures 1 and 2, when a packet is received by the gateway

router or bridge 16 as indicated at 24, the cyber address is checked by the gateway router or

bridge at 26, and if the destination address is correct, the packet is passed at 28 to the

computer 14. If the destination address is not correct, the packet is directed to a security

analysis section 30 which, at 32 determines if the packet is retransmitted with a correct

address within a limited number of log-in attempts. If this occurs, the security analysis

section transmits the packet to the computer 14 at 28. However, if no correct address is
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received within the allowed limited number oflog-in attempts, the packet is not transmitted

to the computer 14 and the security analysis section activates an alarm section 34 at 36 which

in turn causes the management section to immediately operate at 38 to change the cyber

address.

Sophisticated cyber attacks often include intrusion through computer ports other than

the port intended for a client log-on. If a system principally described in connection with

Figures 1 and 2 is implemented, the port vulnerability still represents an opening for an

attack from within the network, that is if an attacker has even a low-level authorized access

to a particular computer and thus knows its current variable address.

Computer ports can be protected in a way similar to protection ofthe computeritself

In this case port assignment for the computer becomes variable and is changed periodically

in a manner similar to that described in connection with Figures 1 and 2. Then, a current

assignment ofa particular port is communicated only to appropriate parties and is not known

to others. At the same time, similarly to methods described, a computer user would deal

with permanent port assignments, which would serve as the ports’ pennanent “names".

This arrangement in itselfmay not be sufficient, however, to reliably protect against

a port attack using substantial computing power because of a possible insufficient entropy

density. Such a protection can be achieved by implementing an internal computer “port

router” which would serve essentially the same role for port identifiers as the common

gateway router or bridge 16 serves for computer destination addresses.

With reference to Figures 3 and 4 wherein like reference numerals are used for

components and operations which are the same as those previously described in connection

with Figures 1 and 2, a port router 40 is provided prior to the protected computer 14, and this

port router is provided with a port number or designator by the management unit 18. This

port number or designator is also provided to the user address book 22 and will be changed

when the cyber address is changed, or separately. Thus, with reference to Figure 4, once the

cyber address has been cleared at 26, the port number or designator is examined at 42. If the

port number is also correct, the data packet will be passed to the computer 14 at 28. If the

port number is initially incorrect, the packet is directed to the security analysis section 30

which at 32 determines ifthe packet is retransmitted with the correct port number within the

limited number of log-in attempts.

Petitioner Apple Inc. — Exhibit 1026, p. 293



Petitioner Apple Inc. - Exhibit 1026, p. 294

10

15

20

25

30

.9-
WO 00/70458 PCT/US00/08219

The port protection feature can be used independently ofother features ofthe system.

It can effectively protect nodes of the infrastructure such as routers, gateways, bridges, and

frame relays from unauthorized access. This can protect systems from an attacker staging

a cyber attack from such nodes.

The method and system of the present invention may be adapted to provide security

for both Internet based computer networks and private computer networks such as LANs.

Internet structure allows the creation of an Internet based Private Cyber Network

(PCN) among a number of Intemet-connected computers. The main concern for using the

Internet for this purpose as an alternative to the actual private networks with dedicated

communication channels is security of Intemet-based networks.

The present invention facilitates establishment of adequate and controllable level of

security for the PCNs. Furthermore, this new technology provides means for flexible

structure of a PCN, allowing easy and practically instant changes in its membership.

Furthermore, it allows preservation ofadequate security in an environment where a computer

could be a member of multiple PCNs with different security requirements. Utilizing the

described concept, a protected computer becomes a “moving target" for the potential

intruders where its cyber coordinates are periodically changed and the new coordinates are

communicated on a “need to know" basis only to the other members of the PCN authorized

to access this computer along with appropriate routers and gateways. This change of cyber

coordinates can be performed either by previous arrangement or by communicating future

addresses to the authorized members prior to the change. Feasible frequency of such a

change can range from a low extreme ofa stationary system changing cyber coordinates only

upon detection of a cyber attack to an extremely high frequency such as with every packet.

The future coordinates can be transmitted either encrypted or unencrypted. Furthermore,

each change of position of each PCN member can be made random in terms of both its

current cyber coordinates and the time of the coordinates change. These parameters of a

protected PCN member’s cyber moves are known only to the PCN management, other PCN

members with authorization to communicate with this particular member, and appropriate

gateways and routers. PCN management would implement and coordinate periodic cyber

coordinates changes for all members ofthe PCN. While the PCN management is the logical

party to make all the notification of the cyber coordinates changes, in certain instances it
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could be advantageous to shift a pan ofthis task to a PCN member computer itself. With

certain limitations, the routers and gateways with the “need to know” the current address of

the protected computer are located in cyber space in the general vicinity of the protected

computer. In such instances the protected computer could be in a better position to make the

mentioned notifications of nearby routers and gateways.

The address changes could be done simultaneously for all the members of the PCN,

or separately, particularly if security requirements for the members substantially differ. The

latter method is advantageous, for instance, if some of the computers within the PCN are

much more likely than others to be targeted by potential intruders. A retail banking PCN

could be an example ofsuch an arrangement where the bank's computer is much more likely

to be attacked than a customer's computer. It should be noted that, while in certain cases

some members of the PCN may not require any protection at all, it still is prudent to provide

it as long as the computer belongs to a protected PCN. The correct “signature” ofthe current

“retum address” would serve as additional authenticity verification. In the above example

of the retail banking, while many customers’ computers may not require any protection,

assigning variable addresses to them would serve as an additional assurance to the bank that

every log—on is authorized. In fact, this system automatically provides two-tier security. In

order to reach a protected computer, the client computer has to know the server computer

current cyber address in the first place. Then, even if a potential intruder against odds “hits"

the correct current address the information packet is screened for the correct “signature" or

return address. If that signature does not belong to the list of the PCN’s current addresses,

the packet is rejected. In high security instances this should trigger an unscheduled address

change of the protected computer. _

With the reference to Figures 5 and 6 which illustrate this two-tier security system,

a network management unit 44 provides different unique cyber coordinates to the address

books for each computer in the system (two computers 12 and 14 with address books 22 and

46 respectively being shown). Now when the computer 12 sends a data packet to the

computer 14, the gateway router or bridge 16, first checks for the correct current destination

address for the computer 14 at 26 in the manner previously described. If the destination

address is correct, a source address sensor 48 checks at 50 to determine if the correct source

address (i.e. return address) for the computer 12 is also present. Ifboth correct addresses are
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present, the data packet is passed to the computer 14 at 28, but if the correct source address

is not present, the data packet is passed to the security analysis section 30 where at 32 where

it is detemiined ifa correct source address is received within the acceptable number oflog-

on tries. If the correct return address is not received, an alann situation is activated at 36 and

the network management system operates at 3 8 to change the cyber address of the computer

14

In addition to the penetration (hacking) detection and protection, the system above

provides real-time detection of a cyber attack and protection against “flooding" denial of

service attacks. A gateway router or bridge 16 filters all the incorrectly addressed packets

thus protecting against “flooding”. Further yet, since the “address book” of the protected

network contains only trusted destinations, this system also protects against instructive

viruses or wonns if such are present or introduced into the network. For the purpose of this

invention, an instructive virus or wonn is defined as a foreign unit of software introduced

into a computer system so it sends certain computer data to otherwise unauthorized parties

outside of the system.

Elements of the system described above are: a gateway router or bridge 16, a

computer protection unit, and a management unit. A gateway router or bridge represents an

element of collective defense for the network, while the source address filter and the “port

router” and filter represent a unit of individual defense for a member computer. This

individual defense unit (server unit) can be implemented either as a standalone computer, as

' a cardin the protected computer, as software in the protected computer, or imbedded into the

protected computer operating system. For further improvement of the overall security, port

assignments can be generated autonomously from the management unit thus creating a “two

keys” system in a cryptographic sense. This would allow for security to still be in place even

if a security breach happened at the security management level.

The method and system ofthe present invention minimize human involvement in the

system. The system can be configured in such a way that computer users deal only with

simple identifiers or names permanently assigned to every computer in the network. All the

real (current) cyber coordinates can be stored separately and be inaccessible to the user, and

could be available to the appropriate computers only. This approach both enhances security

and makes this security system transparent to the user. The user deals only with the simple
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alphabetic side of the “address book”, and is not bothered with the inner workings of the

security system. A telephone equivalent ofthis configuration is an electronic white pages

residing in a computerized telephone set, which is automatically updated by the telephone

company. The user just has to find a name, and push the “connect" button while the

telephone set does the rest of the task.

A numeric cyber address system, based on the Internet host number could be

relatively easily utilized for the discussed security purposes, however a limitation exists for

this address system in its current form represented by the IPv.4 protocol. This limitation is

posed by the fact that the address is represented by a 32-bit number. 32-bit format does not

contain sufficient entropy in the address system to enable establishment ofadequate security.

This is a particularly serious limitation in regard to securing an entire network. The

availability of the network numbers are limited to the extent that not only entropy, but a

simple permanently assigned number is becoming more and more difficult to obtain with the

rapid expansion of the Internet.

If this address system is to be used for the security purposes, than the format ofthe

host number should be adequately expanded to create sufficient size of the address numbers

field in the system. If this is done, than the corresponding address in the Domain Name

System (DNS) could be conveniently used as permanent identifier for a particular computer

and the Internet host number would be variable, creating a moving regime of a protected

computer. Currently being implemented IPv.6 (IPNG) protocol solves this problem by

providing sufficient entropy.

Another way to achieve the same goal is to use the DNS address as a variable for

security purposes. This way, the traditional Internet DNS address system would not be

affected and no change in fonnat is required. The relevant part of the protected computer’s

DNS address would become a variable, utilizing more characters than the alphabet, with a

very large number of variations, also creating sufficient level of entropy.

Yet another way to implement the same method is to utilize the geographic zone-

based system. While its utilization is somewhat similar to the DNS system, it offers some

practical advantages for security use. Naturally, when a computer is protected by a security

system, it is still essential to preserve the communication redundancy of the Internet

communications. However, the redundancy may suffer if only a limited number of the
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routers and gateways are informed of the protected computer current cyber address. This

effect could be particularly important with the members of a particular protected network

vastly remote in geographic terms. The necessary notification of a large number of the

routers and gateways can also become problematic, not only technically, but also because

it can decrease the level of security. In this sense a geographic zone-based system offers '

advantages since the variable part of the computer’s cyber address could be made to involve

only certain geographic locale while initial routing of the information packet could be done

by the traditional method. After the packet has been moved to the general vicinity of the

addressee computer, it would get into the area of the “informed" routers and gateways. This

scheme would simplify the notification process of the routers as well as improve security by

limiting the number of the “need to know" parties. It is important to recognize that, after

the “general”. part of the cyber address caused the information packet to arrive in a cyber

vicinity of the addressee, virtually any, even private, address system can be used for the rest

ofhe the delivery. This would further increase the level of underlying entropy in the system.

While certain specific address systems have been discussed, it is an important quality

of the present invention that it can be implemented with virtually any address system.

Corporate and organizational computer networks such as LANs or, at least those in

closed confr gurations, do not possess as much vulnerability to cyber attacks as Intemet-based

networks. However, even in these cases, their remote access security is a subject ofconcern.

This is especially visible when a private network (PN) contains information of different

levels of confidentiality with access restricted to appropriate parties. In other words, along

with other generally accessible organizational information, an organizational PN can contain

information restricted to certain limited groups. Enforcement of these restrictions requires

a remote access security system. Usually these security systems employ a password-based

scheme ofone type or another and, perhaps, a firewall. However, reliance on passwords may

not be entirely justified since the passwords can be lost or stolen, giving a malicious insider

with a low access level a reasonable chance ofaccess to information intended only for higher

levels ofaccess. Furthermore, in some cases use ofcracking techniques from such a position

is not entirely out of the question. Such an occurrence can relatively easily defeat both the

password and the firewall. This would prevent a LAN from a cyber attack launched from

within the network.
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The present invention provides adequate security to such PCNs without reliance on

the passwords and to limit access to only appropriate computers. Then, the task of overall’

information access security practically would be narrowed down to control of physical

access to a particular computer, usually a less complicated feat.

Similarly to the systems described for Intemet-based networks, a “closed” LAN as

well as an Intemet-based LAN can be protected by implementation of periodic changes of

the members’ network addresses and communicating those changes to the appropriate

parties. This way, the lowest access level computers would have the lowest rate of address

change. The rate of the address change would increase with the level of access. This system

would ensure that all the PCN computers with legitimate access to a particular computer

within the PCN would be informed of its location. Furthermore, it will ensure that the

current location of a computer with restricted information would be unknown to the parties

without the legitimate access clearance. For instance, a superior’s computer would be able

to access his subordinate’s computer but not vice versa.

Also similarly to the systems described for the PCNS, a PCN computer would contain

an “address book” where the user can see and use only the permanent side of it with

identifiers of all computers accessible to him while the actual communication functions are

performed by the computer using the variable side of the “address book" periodically

updated by the PN management. To further enhance security, in addition to the computer

address system management, the PCN Administrator can implement an automatic security

monitoring system where all wrongly addressed log-on attempts would be registered and

analyzed for security purposes.

Thus the method and system ofthe present invention would allow reliable protection

against unauthorized remote access to information from within a PN while providing a great

deal of flexibility, where the granted access can be revised easily and quickly.

A greatly enhanced intrusion protection system and method can be achieved by

combining the operating systems of Figures 1-6. Now an arriving data packet would first

be screened by a gateway router or a similar device for a correct destination address. If the

destination address is correct, the packet is passed for further processing. If the destination

address is incorrect, the alann is triggered and the packet is passed to the network security

managing unit for security analysis.
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The packet with correct destination address is then screened for a correct source

address. Ifthe source address is correct, the packet is passed to the receiver computer. If the

source address is incorrect, the alarm is triggered and the packet is passed to the network

security managing unit for security analysis.

Then, the packet with a correct destination address and a correct source address is

screened for a correct allowed port coordinate such as pon number. If the port coordinate

is correct, the packet is passed for further processing. If the port coordinate is incorrect, the

alarm is triggered and the packet is passed to the network security managing unit for security

analysis.

Finally, the packet with a correct destination and source addresses and a correct port

designator is screened for data integrity by application of authentication check such as a

checksum. If the authentication check is passed, the packet is passed to the addressee

computer. If the authentication check is failed, the alarm is triggered and the packet is

passed to the network security managing unit for security analysis.

The security managing unit analyses all the alarms and makes decisions on necessary.

unscheduled changes of addresses for appropriate network servers. Also, it can notify law

enforcement and pass appropriate data on to it.

Figure 7 illustrates an enhanced computer intrusion protection system indicated

generally at 52 for one or more network computers 54. A gateway router or a bridge 58

includes a destination address filter 60 which receives data packets which pass in through

a load distribution switch 62. A non-interrogatable network address book 64 stores current

network server addresses for the destination address filter 60, and the destination address

filter checks each data packet to determine if a legitimate destination address is present.

Packets with legitimate destination addresses are forwarded to a source address filter

66, while packets with illegitimate destination addresses are sent to a security analysis

section 68 in a management unit 70.

When a preset traffic load level is reached indicating that an attempt at flooding is

being made, the destination address filter causes the load distribution switch 62 to distribute

traffic to one or more parallel gateway routers or bridges which collectively forward

legitimate traffic and dump the flooding traffic. An alternative arrangement would call for

the load distribution function to be done irrespective of the load, utilizing all the parallel
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The packet with correct destination address is then screened for a correct source

address. Ifthe source address is correct, the packet is passed to the receiver computer. If the

source address is incorrect, the alarm is triggered and the packet is passed to the network

security managing unit for security analysis.

Then, the packet with a correct destination address and a correct source address is

screened for a correct allowed port coordinate such as port number. If the port coordinate

is correct, the packet is passed for further processing. If the port coordinate is incorrect, the

alarm is triggered and the packet is passed to the network security managing unit for security

analysis.

Finally, the packet with a correct destination and source addresses and a correct port

designator is screened for data integrity by application of authentication check such as a

checksum. If the authentication check is passed, the packet is passed to the addressee

computer. If the authentication check is failed, the alarm is triggered and the packet is

passed to the network security managing unit for security analysis.

The security managing unit analyses all the alarms and makes decisions on necessary

unscheduled changes of addresses for appropriate network servers. Also, it can notify law

enforcement and pass appropriate data on to it.

Figure 7 illustrates an enhanced computer intrusion protection system indicated

generally at 52 for one or more network computers 54. A gateway router or a bridge 58

includes a destination address filter 60 which receives data packets which pass in through

a load distribution switch 62. A non-interrogatable network address book 64 stores current

network server addresses for the destination address filter 60, and the destination address

filter checks each data packet to determine if a legitimate destination address is present.

Packets with legitimate destination addresses are forwardedto a source address filter

66, while packets with illegitimate destination addresses are sent to a security analysis

section 68 in a management unit 70.

When a preset traffic load level is reached indicating that an attempt at flooding is

being made, the destination address filter causes the load distribution switch 62 to distribute

traffic to one or more parallel gateway routers or bridges which collectively forward

legitimate traffic and dump the flooding traffic. An alternative arrangement would call for

the load distribution function to be done irrespective of the load, utilizing all the parallel
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gateways all the time. A source address table 74 stores accessible server's designators and

corresponding current addresses for all system servers which may legitimately have access

to the computer or computers 54. These addresses are accessed by the source address filter

which determines whether or not an incoming data packet with the proper destination address

originates from a source with a legitimate source address entered in the source address table

74. lfthe source address is determined to be legitimate, the data packet is passed to a port

address filter 76. Data packets with an illegitimate source address are directed to the security

analysis section 68. Alternatively, source address screening can be done at the gateway

router or bridge 58 first prior to port filter 76.

A port protection table 78 includes the current port assignments for the computer or

computers 54, and these port assi gmnents are accessed by the port designator filter 76 which

then determines if an incoming data packet contains legitimate port designation. If it does,

it is passed to an actual address translator 80 which forwards the data packet to the specific

computer or computers 54 which are to receive the packet. If an illegitimate port address is

found by the port address filter 76, the data packet is transmitted to the security analysis

section 68.

The management unit 70 is under the control of a security administrator 82. A

network membership master file 84 stores a master list of legitimate server’s designators

along with respective authorized access lists and corresponding current cyber coordinates.

The security administrator can update the master list by adding or removing authorized

access for every protected computer. An access authorization unit 86 distributes the

upgraded relevant portions of the master lists to the address books of the respective

authorized servers.

A random character generator 88 generates random characters for use in forming

current port designators, and provides these characters to a port designator forming block 90.

This port designator forming block forms the next set ofnetwork current port designators in

conjunction with the master list and these are incorporated for transmission by a port table

block 92. Alternatively, pon designators can be formed in the computer unit instead of the

management unit.

Similarly, a random character generator 94 generates random characters for use in

forming current server addresses, and provides these characters to a server address forming
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block 96. This server address forming block fomis the next set of current network server

addresses, and an address table 98 assigns addresses to servers designated on the master list.

A coordinator/dispatcher block 100 coordinates scheduled move ofnetwork servers

to their next current addresses, provides the next set of network addresses for appropriate

servers and routers and coordinates unscheduled changes ofaddresses on command from the

security analysis unit 68. The coordinator/dispatcher block 100 may be connected to an

encode/decode block 102 which decodes received address book upgrades from input l 04 and

encodes new port and server destination addresses to be sent to authorized servers in the

system over output 106. Where encoding of new cyber coordinates is used, each authorized

computer in the network will have a similar encoding/decoding unit.

The security analysis unit 68 analyses received illegitimate data packets and detects

attack attempts. lfnecded, the security analysis unit orders the coordinator/dispatcher block

l00 to provide an unscheduled address change and diverts the attack data packets to an

investigation unit 108. This investigation unit simulates the target server keeping a dialog

alive with the attacker to pennit security personnel to engage and follow the progress of the

attacker while tracing the origin of the attack.

Providing security against intrusion for e-commerce systems presents a unique

problem, for an important peculiarity of an e-commerce system is that its address must be

publicly known. This aspect represents a contradiction to the requirement of the address

being known to authorized panics only. However, the only infonnation intended for the

4 general public usually relates to a company catalog and similar material. The rest of the

information on a merchant’s network is usually considered private and thus should be

protected. Using this distinction, a merchant’s e-commerce site should be split into two

parts: public and private. The public part is set up on a public “cata1og" server with a fixed

IP address and should contain only infonnation intended for the general public. The rest of

the corporate information should be placed in a separate network and protected as described

in relation to Figures 1-7.

When a customer has completed shopping and made purchasing decisions concerning

the tenns and price of the sale, pertinent for the transaction, information is placed in a

separate register. This register is periodically swept by a server handling financial

transactions (“financial” server), which belongs to the protected corporate network. In fact,
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the “catalog" server does not know the current address of the financial transactions server.

Thus, even if an intruder penetrates the “catalog” server, the damage is limited to the

contents of the catalog and the intruder cannot get an entry to the protected corporate

network.

The financial server, having received pending transaction data, contacts the customer,

offering a short-temi temporary access for finalizing the transaction. In other words, the

customer is allowed access just long enough to communicate pertinent financial data such

as a credit card number and to receive a transaction confirmation at which point the session

is terminated, the customer is diverted back to the catalog server and the financial server is

moved to a new cyber address thus making obtained knowledge of its location during the

transaction obsolete.

Dial-up communications systems, in respect to their infrastructure charuiels

susceptibility to transmission intercept by unrelated parties, can be separated into two broad

categories: easily interceptable, such as cellular and satellite telephone systems and relatively

protected such as conventional land-line based telephone systems. Relatively protected

systems such as conventional land-line based telephone systems can be protected in the

following way. Phone numbers, assigned by a telephone company to a dial-up telephone-

based private network serve as the members’ computer addresses. As described previously,

such a private network can be protected from unauthorized remote access by implementing

periodic changes in the addresses, i.e. telephone numbers assigned to the members for

transmission by the network along with other designators such as access codes and

communicating the changed numbers to the appropriate parties.

For the conventional land-line dial-up telephone systems, while the “last mile"

connection remains constant, the assigned telephone number is periodically changed, making

the corresponding computer a moving target for a potential attacker. In this case the

telephone company serves as the security system manager. It assigns the current variable

telephone numbers to the members ofa protected, private network, performs notification of

all the appropriate parties, and changes the members’ current numbers to a new set at an

appropriate time. The telephone company switches naturally serve in the role ofrouters, and

thus they can be programmed to perform surveillance of the system, to detect potential

intrusion attacks and to issue appropriate alarms.
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Periodically changing the current assigned numbers creates system entropy for a

potential intruder, making unauthorized access difficult. Obviously, the implementation of

this security system is dependent on availability of sufficient vacant numbers at a particular

facility of the telephone company. Furthennore, for a variety of practical reasons it is

advisable to keep ajust vacated number unassigned for a certain period oftime. All this may

require additional number capacity at the telephone company facility in order to enable it to

provide remote access security to a larger number of personal networks while preserving a

comfortable level of system entropy-.

Ifthe mentioned additional capacity is not available, or a still higher level ofentropy

is desired, it could be artificially increased by adding an access code to the assigned number.

This would amount to adding virtual capacity to the system, and would make a combination

of the phone number and access code an equivalent of a computer‘s.telephone address. In

effect, this would make a dialed number larger than the conventional format. This method

makes a virtual number capacity practically unlimited and, since the process is handled by

computers without human involvement, it should not put any additional burden on a user.

With or without a virtual number capacity, utilization of this method allows the intrusion

attempts to be easily identified by their wrong number and/or code. At the same time,

implementation of this system might require some changes in dialing protocols as well as

additional capabilities ofthe telephone Switching equipment.

Entropy density can be increased by limiting the number of allowable connection

attempts. Similarly to the method described previously, telephone company switching

equipment can be made to perfonn a role of an outside security barrier for the private

network. In this case wrongly addressed connection attempts should be analyzed in order

to detect possible “sweeping". If such an attempt is detected, tracing the origin of the

attempt and notifying the appropriate phone company should not present a problem even

with the existing technology.

The simplest form of private network protection under the proposed method and

system is when at a predetermined time all the members ofa particular network are switched

to the new “telephone book” of the network. However, in some cases required level of

security for some members of the same private network could substantially differ, or they

may face different levels of security risk. In such cases frequency of the phone number
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change could be set individually with appropriate notification ofthe other members ofthe

network. This differentiation enables the telephone company to offer differentiated levels

of security protection to its customers even within the same private network.

A telephone company can also offer its customers protected voice private networks

which would provide a higher level of privacy protection than the presently used “unlisted

numbers.” In this configuration the customers’ telephone sets are equipped with a

computerized dialing device with remotely upgradeable memory which would allow each

member ofa protected voice network to contain the network “telephone book" and that book

is periodically updated by the telephone company.

The telephone company would periodically change the assigned telephone numbers

of a protected network to a new set of current numbers. These new numbers would be.._.,.,. , ,../\._., ._ --v~. \\_,.._

E6i}1}fi‘t1iiié£iéd"i¢‘ the rriernbersioifwa protected voice netwiorkivthrough updating their

computerized dialing devices.

As a derivative of the described system, an updateable electronic telephone directory

system can be also implemented. In this case a customer’s phone set would include a

computerized dialing device with electronic memory containing a conventional telephone

directory and a personal directory as well. This telephone directory can be periodically

updated on-line by the telephone company.

Easily interceptable systems such as cellular and satellite telephone systems, in

addition to the protection described above, can be protected from “cloning” when their signals

can be intercepted and the “identity” of the phone can be cloned for gaining unauthorized

access and use of the system by unauthorized parties.

Mobile telephone and mobile communications systems are protected in a manner

similar to networks or land based telephone systems. In this instance, the novel and improved

method of changing cyber coordinates is designed to reliably protect mobile phone systems

from unauthorized use commonly known as cloning as well as to make intercept of wireless

communications more difficult than it is at present. With this system the static wireless phone

number or other similar identifier is not used for identification and authorization. Instead, a

set of private identifiers is generated known only to the phone company and base stations

controlling mobile phone calls and used to continually update the mobile phone and base

station directories with current valid identifiers. This approach provides vastly superior
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protection over current methods requiring that each call be intercepted in order to track and

keep current with changing identifiers. Immediate detection of unauthorized attempts to use

a cloned phone is realized and law enforcement may be notified in near real time for

appropriate action.

Other electronic devices using wireless communications can be protected by the

methods and systems described above.

Finally, computers often contain databases with a variety of information. That

information in a database often has wide-ranging levels of sensitivity or commercial value.

This creates a situation when large computers serve multiple users with vastly different levels

of access. Furthermore, even within the same level of access, security considerations require

compartmentalization of information when each user has to have access to only a small

portion ofthe database.

The existing systems try to solve this situation by utilizing passwords and internal

firewalls. As it was mentioned earlier, password~based systems and firewalls are not

sufficient against computerized attacks. In practical terms it means that a legitimate user with

a low level ofaccess, utilizing hacking techniques from his station, potentially can break into

even the most restricted areas of the database.

This problem can be solved by using the method ofthe present invention. A piece of

information such as a file or a directory in a computer exists in cyber space. Accordingly, it

has its cyber address, usually expressed as a directory and/or a file name which defines its

position in a particular computer file system. This, in effect, represents the cyber coordinates

of that piece of information within a computer.

As described earlier, information security can be provided if a system manager

periodically changes the directories and/or file names in the system, i.e. the cyber addresses

of the information, and notifies only appropriate parties of the current file names. This

method would ensure that each user computer knows locations of only files to which it has

legitimate access. Furthermore, a user would not even know ofexistence ofthe files to which

he has no access.

To further strengthen the system and make it user-friendly, the user would have a

personal directory similar to an address book, where only permanent directory and/or file

names are accessible to him, while the variable side of the “address book" would be

Petitioner Apple Inc. — Exhibit 1026, p. 307



Petitioner Apple Inc. - Exhibit 1026, p. 308

10

.22.
WO 00/70458 PCT/US00/08219

accessible only to the system manager and upgraded periodically. In this arrangement

variable directory and/or file names can contain any required level of entropy, further

increasing resistance to attacks from within the system. Additionally, an internal “router" or

“filter” can also perform infonnation security monitoring ftmctions, detect intrusion attempts

and issue appropriate alarms in real time.

Obviously, in order to ensure information security in such arrangement any computer-

wide search by keywords or subject should be disabled and substituted with a search within

specific clients’ “address books".

The systems and methods described above allow for creation of a feasible

infrastructure protection system such as a national or international infrastructure protection

system. When detected at specific points cyber attacks are referred to such a system for

further analysis and a possible action by law enforcement authorities.

Petitioner Apple Inc. — Exhibit 1026, p. 308



Petitioner Apple Inc. - Exhibit 1026, p. 309

l0

l5

20

25

30

-23.
WO 00/70458 PCTIUS00/08219

I claim:

1. A method for protecting a communications device which is connected to a

communications system against an unauthorized intrusion which includes:

providing the communications device with at least one identifier,

providing the at least one identifier for use in accessing the communications device

to entities authorized to access said communications device,

sensing the presence or absence of said identifier before granting access to said

communications device,

providing access to said communications device when the use of said at least one

correct identifier is sensed

denying access to said communications device and providing said communications

device with at least one new identifier when the absence of the correct at least one identifier

is sensed during an attempt to access said communications device, and providing said at least

one new identifier to entities authorized to access said communications device.

2. The method of claim 1 which includes periodically changing the at least one

identifier and providing the changed at least one identifier to the entities authorized to access

said communications device.

3. The method ofclaim 1 which includes providing said communications device

with a plurality of separate identifiers,

sensing the presence or absence of all of said plurality of identifiers before granting

access to said communications device,

providing access to said communications device when the use ofall ofsaid identifiers

is sensed, and

denying access to said communications device and providing said communications

device with a new plurality of identifiers to replace the previous plurality of identifiers when

the absence of any one of the correct identifiers is sensed.

4. The method ofclaim 3 which includes periodically changing said plurality of
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separate identifiers and providing the changed identifiers to the entities authorized to access

said communications device.

5. The method of claim 1 which includes permitting a predetermined number of

attempts to access said communications device with a correct at least one identifier afler the

absence ofthe correct at least one identifier is sensed before providing said communications

device with at least one new identifier,

and providing access to said communications device if the correct at least one

identifier is sensed during the predetermined number of attempts to access.

6. The method of claim 2 wherein said communications system is a telephone

system and said communications device is a telephone.

7. The method of claim 1 wherein said communications system is a computer

network with said entities authorized to access said communications device being" authorized

computers having access to said computer network, said communications device including

at least one host computer having access to said computer network.

8. The method of claim 7 which includes periodically changing the at least one

identifier for the host computer and providing the changed at least one identifier to the

authorized computers.

9. The method of claim 7 which includes providing the authorized computers

with an unchangeable, accessible address for the host computer which is used by the

authorized computer to activate and transmit the at least one identifier for the host computer

when the authorized computer initiates access to the host computer.

10. The method of claim 8 which includes providing each authorized computer

with an authorized computer identifier,

providing the host computer with a destination identifier,

causing each authorized computer to access said host computer with at least a host
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computer destination identifier and the authorized computer identifier,

sensing the presence or absence of both said host computer destination identifier and

an authorized computer identifier before granting access to said host computer,

providing access to said host computer when the use ofboth a correct host computer

5 destination identifier and an authorized computer identifier is sensed, and

denying access to said host computer and providing said host computer with a new

host computer destination identifier when the absence of either a correct host computer

destination identifier or a correct authorized computer identifier is sensed.

10 l l. The method of claim 10 which includes pennitting a predetennined number

of attempts to access said host computer with both a correct host computer destination

identifier and an authorized computer identifier afier the absence of a correct host computer

destination identifier or an authorized computer identifier is sensed before providing said host

computer with a new host computer destination identifier, and

15 providing access to said host computer if correct host computer destination and

authorized computer identifier are sensed during the predetennined number of attempts to

access the host computer.

12. The method ofclaim 1 1 which includes storing said host computer destination

20 identifier as an inaccessible identifier in said authorized computers, and providing said

authorized computers with an unchangeable, accessible host computer address, which will

activate and transmit the host computer destination identifier when an authorized computer

initiates access to the host computer.

25 13. The method of claim 8 which includes providing said host computer with a

host computer dpstination identifier and a host computer port identifier,

causing each authorized computer to access said host computer with at least the host

computer destination identifier and the host computer port identifier,

sensing the presence or absence ofboth said host computer destination identifier and

30 said host computer port identifier before granting access to said host computer,

providing access to said host computer when the use ofboth a correct host computer
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destination identifier and a correct host computer port identifier are sensed, and

denying access to said host computer and providing said host computer with a new

destination identifier and port identifier when the absence of either or both of a correct host

computer destination or port identifier is sensed.

14. The method of claim 13 which includes pennitting a predetennined number

of attempts to access said host computer with both a correct host computer destination and

port identifier when either or both an incorrect host computer destination or port identifier is

sensed before providing said host computer with a new destination and port identifier, and

providing access to said host computer if both correct host computer destination and

port identifiers are sensed during the predetermined number of attempts to access said host

COI'I‘lpUtCI'.

15. The method ofclaim 14 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computers and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and transmit the host computer destination and port identifiers when an authorized

computer initiates access to said host computer.

16. An intrusion protection method for protecting a host computer connected to

a computer communications system which includes one or more authorized computers having

access to said computer communications system which are authorized to access said host

computer which includes:

providing each authorized computer with an authorized computer identifying address,

providing said host computer with a host computer destination identifier and a host

computer port identifier,

providing said host computer destination identifier and said host computer port

identifier to said authorized computers,

causing each authorized computer to access said host computer with the host computer

destination and port identifiers and said authorized computer identifying address,

sensing the presence or absence of said host computer destination and port identifiers
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and said authorized computer identifying address before granting access to said host

computer,

providing access to said host computer when the use of correct computer destination

and port identifiers and a correct authorized computer identifying address is sensed, and

denying immediate access to said host computer when the absence ofany one or more

of the correct host computer destination and port identifiers or the authorized computer

identifying address is sensed.

17. The method of claim l6 which includes periodically changing the host

computer destination and port identifiers and providing these changes to the authorized

computers.

l 8. The method ofclaim 17 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and transmit the host computer destination and port identifiers when an authorized

computer initiates access to said host computer.

19. The method of claim l6 which includes changing the host computer

destination and port identifiers when access is denied to said host computer after at least one

access attempt has been made and providing these changed identifiers to the authorized

computers.

20. The method of claim l6 which includes permitting a predetermined number

of attempts to access said host computer with correct host computer destination and port

identifiers and a correct authorized computer identifying address afler the absence of at least

a correct one of said identifiers and authorized computer identifying address is sensed by the

host computer and

providing access to said host computer ifcorrect host computer destination and port

identifiers and a correct authorized computer identifying address are sensed during the

predetermined number of attempts to access said host computer.
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21. The method ofclaim 19 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and cause transmission ofthe host computer destination and port identifiers when an

authorized computer initiates access to said host computer.

22. The method of claim 20 which includes changing the host computer

destination and port identifiers when access is denied to said host computer afier at least one

access attempt has been made and providing these changed identifiers to the authorized

computers.

23. The method ofclaim 22 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and cause transmission of the host computer destination and port identifiers when an

authorized computer initiates access to said host computer.

24. A method of communication with a remote entity over a communication

system which includes

providing the remote entity with at least one remote entity cyber coordinate identifier,

providing the remote entity cyber coordinate identifier to one or more base entities

authorized to communicate with said remote entity,

periodically changing the remote entity cyber coordinate identifier to a new remote

entity cyber coordinate identifier and I

providing the new remote entity cyber coordinate identifier to said one or more base

entities.

25. The method of claim 24 which includes changing the remote entity cyber

coordinate identifier to a new cyber coordinate identifier in response to an attempt to

communicate with said remote entity with an incorrect remote entity cyber coordinate

identifier and
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providing the new remote entity cyber coordinate identifier to said one or more base

entities.
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VIRTUAL PRIVATE NETWORK PROVIDER
FOR ASYNCHRONOUS TRANSFER MODE NETWORK

Technical Field

The invention relates generally to asynchronous transfer mode (“ATM”)

networks and virtual private networks (“VPN”), such as those ofi‘ered by MCI

and Sprint, and, more particularly, to a method of using a VPN to transfer

data over a data network, with third-party billing.

Background of the Invention

Telephone service provide}-is ofi'er third-party For example, local
and long distance telephone companies ofi'er calling cards for third

billing.

VPNs exist to provide the sense of a private network among a

company’s locations." The lines/trunks of a VPN are actually shared among

several companies, to reduce costs, yet to each company the VPN appears to

be that company’s own private network. However, a user at a remote data

terminal, such as a portable computer in a hotel room, can not immediately

charge his company for the access time to a data net, such as the Internet.

Instead, his access time is charged to his hotel room, and so he must pay the

inflated rates that hotels charge for phone service.

What is needed is a VPN service provider that offers remote access for

users belonging to a VPN, user authorizations to prevent delinquent access

into the VPN, and convenient third-party billing.

Summary of the Invention I

The present invention, accordingly, provides a system and method for

using a VPN service provider to transfer data over a data network to a final

destination, with third-party billing. The method comprises the steps of:

prompting the user at a data terminal to select a destination, password, and

call type; selecting a VPN through the data network; giving an encryption key

to the user, and then prompting the user for a password and a user

identification; verifying the password, and providing an authorization code to

-1-
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the user; and allowing the user to transfer the data through the data network

to the final destination, using the authorization code.

In another feature of the invention, the method further comprises

negotiating for more bandwidth for the user, and including within the

authorization code a grant of additional bandwidth.

In another feature of the invention, the method further comprises

encrypting the user's password, and sending the user identification and the

encrypted password to the VPN service provider.

In another feature of the invention, the method further comprises a

step of sending a set-up message to the data network.

In another feature of the invention, the method further comprises a

step of the VPN service provider decrypting the encrypted password.

A technical advantage achieved with the invention is that it shifts or

defers costs from an end user to a bulk purchaser of data network services.

Another technical advantage achieved with the invention is that it permits

end users mobility while attaining a virtual appearance on a corporate

intranet.

Brief Description of the Drawings

Fig. 1 is a system block diagram of a VPN service provider of the

present invention.

Fig. 2 is a flow chart depicting the method of the present invention, as

implemented by application software on a user terminal.

Fig. 3 is the initial screen display of the user interface of the

application sofiware.

Figs. 4A and 4B are call flow diagrams, illustrating the preferred

sequence of steps of the method of the present invention.

Figs. 5A, 5B, 5C, 5D, 5E, and 5F comprise a flow chart depicting the

method of the present invention, as implemented by switching control point

software.
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Description of the Preferred Embodiment

In Fig. 1, the VPN service provider system of the present invention is

designated generally by a reference numeral 10. The VPN service provider

system 10 includes a VPN 12. The VPN 12 may be a corporate, government,

association, or other organization’s telephonddata line ‘network. The VPN

service provider system 10 also includes access lines 13 from the VPN 12 to a

data network 14, such as the Internet, or an ATM network. The VPN service

provider system 10 also includes access lines 16 from the data network 14 to a

long distance phone company 1§, such as AT&T, MCI, or Sprint. The VPN

service provider system 10 also includes access lines 20 from the data network
14 to a called party 22, such as, for example, American Express reservations

service. The VPN service provider system'10 also includes access lines 24

from the data network 14 to a remote user terminal 26, such as a portable

computer in a hotel room. The user terminal 26 includes user application

software 28, which provides the interface for the user to enter the number to

be called, the user identification number, and the user's authorization code.

The VPN service provider system 10 also includes VPN service provider

software 30, located in a switching control point (SCP) device 32, which, in the

preferred embodiment may be physically located anywhere. The SCP 32

connects to the data network 14 via access lines 36. One possible physical

location for the SCP 32 is on the premises of a local phone company central

switch building 34. However, even when located within the building 34, the

SCP 32 connects to the local phone company switches via the data network

14. The local phone company switches connect to the data network 14 via

access lines 38.

In an alternate embodiment, the VPN service provider sofizware 30 and

the SCP device 32 may be located on the premises of an independent provider

of local phone service, or on the premises of an independent VPN service

provider.
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Referring now to Fig. .2, the application soflzware 28 begins the data

transfer process in step 50. In step 52, the user is presented with a screen

display.

Referring now to Fig. 3, a screen display 100 displays the following

information requests: whether the call is a direct call 102 or a VPN call 104,

the number the user desires to call 106, the VPN user ID 108, and the user

password 110. The user is also presented with the option to make the call

112, or to quit 114.

Referring back to Fig. 2, in step 54 the user terminal sends to the SCP

32 the information captured through the graphical user interface ("GUI") in

step 52 within a user network interface (“UNI”) setup message. In step 56 the

user terminal 26 waits for a connect message fi-om the SCP 32. In step 58 the

user terminal 26 determines if a connection was made. If no connection was

made, then in step 60 the user application software 28 displays an error

message to the user, and returns to step 50 to begin again the data transfer

process.

If a connection was made, then in step 62 the user terminal 26 sends

the VPN user ID to the SCP 32. In step 64 the user terminal 26 waits for an

encryption key from the SCP 32. In step 66, having received the encryption

key from the SCP 32, the user application software 28 encrypts the useI’s

password, and sends it to the SCP 32. In step 68 the user terminal 26 waits

for authentication of the user. In step 70 the user application software 28

determines if the SCP 32 authorizes the user to make the call.

If the user is not authorized, then in step 72 the user terminal 26

displays an error message, terminates the connection, blanks the screen

display 100, and retmns to step 50 to begin again the data transfer process.

If the user is authorized, then in step 74 the VPN service provider software 30

sets up the billing, and authorizes it. In step 76 the user terminal 26 sends a

“release”, meaning to terminate or disconnect the connection, to the SCP 32.

In step 78 the user terminal 26 sends a setup message to the number listed by

-4-
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the user as the “number to call”, that is, to the final destination. In step 80

the user terminal 26 waits for a connection. In step 824the user terminal 26

determines if a connection was made.

If a connection to the final destination was not made, then the user

application sofiware 28 returns to step 72, in which step the user terminal 26

displays an error message, terminates the connection, blanks the screen

display 100, and returns to step 50 to begin again the data transfer process.

If a connection to the final destination was made, then in step 84 the user

terminal 26 exchanges user data, services, and/or value added or user specific

applications with the computer at the address, that is, the telephone number,

of the final destination. In step 86 the user selects the option presented to

him to release, or terminate, the call. In step 88 the user terminal 26 sends a

release message to the final destination. In step 90 the data network 14

sends billing information to the SCP 32. In step 92 the application software

28 ends the data transfer process.

Fig. 4A and Fig. 4B are call flow diagrams, showing the sequence of

messages in the method of the preferred embodiment. These diagrams

present the same method as the flow chart of Fig. 2. The horizontal arrows

represent the messages sent and received. The vertical lines represent the

various devices involved in sending and receiving the messages. For example,

the top left arrow in Fig. 4A represents a message sent from the user terminal

26, labeled “Macintosh” in Fig.4A, to an interface with a public network. The

user terminal 26 can be any brand of a work station computer, a desktop

computer, a laptop computer, or even a notebook computer. The interface

could be any interface, but in the example of Fig. 4A and Fig. 4B, the

interface is imagined to be at a hotel, where a business traveler is using the

method of the present invention. Thus, the interface is labeled “Hotel ATM

Interface", which is not shown in Fig. 1. The vertical line labeled “Public

ATM Network” is the same as the data network 14 in Fig. 1. The vertical line

labeled “Moe's VPN Service" represents the VPN service provider sofiware 30

-5-
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within the SCP 32. The vertical line labeled ‘Travel ATM Interface” is not

shown in Fig. 1, but is located between the called party 22 and the data

network 14. The vertical line labeled “Travel Service" is one example of the

called party 22 shown in Fig. 1. In the example of Fig. 4A and Fig. 4B, the

business traveler is imagined to be using the method of the present invention

to contact a travel service to make reservations for his next airline flight. In

Figs. 4A and 4B the designation “Auk” represents “acknowledge”, and the

designation “Cmp” represents “complete”.

Referring now to Fig. 5, the VPN service provider'_sofl:ware 30 begins

the data transfer process in step 300 by waiting for an event. The event it

waits for is a setup message on a signaling port of the SCP 32, to be received

from the user terminal 26. In step 302, having monitored the signaling ports,

and the SCP 32 having received‘ a setup message, the VPN service provider

software 30 assigns a call condense block (“CCB”) to the setup message, based

on a call reference number. The CCB is a software data structure for tracking

resources associated with the call. The call reference number is a number,

internal to the SCP, for tracking calls. In step 304 the VPN service provider

software 30 compiles the connect message. In step 306 the VPN service

provider software 30 sends a connect message to the calling address, that is,

the hotel room from which the user is calling. In step 308 the VPN service

provider sofiware 30 condenses, that is, it remains in a wait state for that

call.

Referring now to Fig. 5B, in step 310 the VPN service provider software

30 waits for an event by monitoring the signaling ports of the SCP 32. After

the SCP 32 receives a connect acknowledge message from the user terminal

26, then in step 312 the VPN service provider software 30 accesses the CCB,

based on the call reference number. In step 314 the VPN service provider

software 30 condenses.

Referring now to Fig. 5G, in step 316 the VPN service provider software

30 waits for dialog on a data port of the SCP 32. After the SCP 32 receives a

-5-
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VPN ID on a data port, the_VPN service provider sofiware 30 verifies the VPN

ID in step 318. In step 320 the VPN service provider software 30 determines

if the VPN ID is valid. If the VPN ID is not valid, then in step 322 the SCP

32 sends a reject message over an assigned switch virtualcircuit (“SVC”). The

SVC is a channel over the data network 14. In step 324 the VPN service

provider software 30 waits for dialog. In step 326, because the VPN ID is

valid, the VPN service provider software 30 assigns an encryption key to the

user terminal 26, in step 328 sends the encryption key over the assigned SVC

to the user terminal 26, and in step 330 waits for dialog.

Referring now to Fig. 5D, in step 332 the VPN service provider software

30 waits for dialog. When the SCP 32 receives the encrypted password from

the user terminal 26 at a data port, then in step 334 the VPN service provider

software 30 verifies the password, and determines in step 336 if the password

is valid. If the password is not valid, then in step 338 the SCP 32 sends a

reject message over the assigned SVC to the user terminal, and in step 340

waits for dialog. If the password is valid, then in step 342 the VPN service

provider software 30 assigns an authorization token to the user terminal 26,

in step 344 sends the token over an assigned SVC to the user terminal 26,

and in step 346 waits for dialog.

Referring now to Fig. 5E, in step 348 the VPN service provider software

30 waits for an event. When the VPN service provider software 30 senses

that the SCP 32 has received on a signaling port a release message from the

user terminal 26, then in step 350 the VPN service provider software 30

accesses the CCB, based on the call reference number of the user terminal 26,

in step 352 compiles a release complete message, in step 354 sends a release

complete message to the user terminal 26, and in step 356 condenses.

Referring now to Fig. 5F, in step 358 the VPN service provider software

30 waits for an event. When the VPN service provider software 30 senses

that the SCP 32 has received on a signaling port a third-party billing setup

message from the user terminal 26, then in step 360 the VPN service provider

-7-
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software 30 verifies the token just received from the user terminal 26, to

determine, in step 362, if it is the same token that the VPN service provider

software 30 sent to the user terminal 26 in step 344. If the token is not valid,

then in step 364 the SCP 32 sends a release message to the terminal 26, and

in step 366 condenses. If the token is valid, then in step 368 the SCP 32

sends a modified third-party billing setup message to the data network 14,

and in step 370 condenses. g p

Although an illustrative embodiment of the invention has been shown

and described, other modifications, changes, and substitutions are intended in

the foregoing disclosure. Accordingly, it is appropriate that the appended

claims be construed broadly and in a manner consistent with the scope of the

invention.
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WHAT IS CLAIMED IS: .

1. A computerized method of a virtual private network service

provider with third party billing, using a virtual private network to transfer

data over a data network to a final destination, the method comprising the

steps of:

a. prompting the user at a data terminal to select a destination,

password, and call type;

b. selecting a virtual private network through the data network;

c. giving an encryption key to the user, and then prompting the

user for a password and a user identification;
d. verifying the password, and providing an authorization code to

the user; and

e. allowing the user to transfer the data through the data network

to the final destination, using the authorization code.

2. The method of claim 1, wherein step (d) further comprises

negotiating for more bandwidth for the user, and including within the

authorization code a grant of additional bandwidth.

3. The method of claim 2, wherein step (c) further comprises

encrypting the users password, and sending the user identification and the

encrypted password to the virtual private network service provider.

4. The method of claim 3, further comprising, aflser step (a), the step

of sending a set-up message to the data network.

5. The method of claim 4, further comprising, aflzer step (c), the step

of the virtual private network service provider decrypting the encrypted

password.

6. An apparatus for providing a datalink connection from a user

terminal to a data network and to a virtual private network, with third party

billing, comprising: '

a. an interface between the user terminal and the data network;
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b. a switching control point device connected to the data network,

the switching control point device connected to a computer; and

c. a computer-readable medium encoded with a method of using the

virtual private network and the data network, with third party

billing, the computer-readable medium accessible by the

computer.

7. The apparatus of claim 6, wherein the method comprises

negotiating for more bandwidth for the user, and including within an

authorization code a grant of additional bandwidth.

8. The apparatus of claim 7, wherein the method further comprises

encrypting a user's password, and temporarily storing the user identification

and the encrypted password.

9. The apparatus of claim 8, wherein the method further comprises

sending a set-up message to the data network.

10. The apparatus of claim 9, wherein the method further comprises

decrypting the encrypted password.

11. A computer-readable medium encoded with a method of using a

virtual private network, with third party billing, the method comprising the

steps of:

a. prompting the user at a data terminal to select a destination,

password, and call type;

b. selecting a virtual private network through the data network;

c. giving an encryption key to the user, and then prompting the

user for a password and a user identification;

d. verifying the password, and providing an authorization code to

the user; and

e. allowing the user to transfer the data through the data network

to the final destination, using the authorization code.

-10-
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12. The computer-readable medium of claim 11 wherein step (d)

further comprises negotiating for more bandwidth for the user, and including

within the authorization code a grant of additional bandwidth.

13. The computer-readable medium of claim 12 wherein step (c)

further comprises encrypting the user’s password, and sending the user

identification and the encrypted password to the virtual private network

service provider.

14. The computer-readable medium of claim 13 further comprising,

aflser step (a), the step of sending a set-up message to the data network.

15. The .computer-readable medium of claim 14 further comprising,

aflzer step (c), the step of the virtual private network service provider

decrypting the encrypted password.

16. An apparatus for providing a datalink connection from a user

terminal to a data network and to a virtual private network, with third party

billing, comprising:

a. means for prompting a user at the data terminal to select a

destination, password, and call type;

b. means for selecting the virtual private network through the data

network;

c. means for giving an encryption key to the user, and then

prompting the user for a password and a user identification;

(1. means for verifying the password, and providing an authorization

code to the user; and

e. means for allowing the user to transfer data through the data

network to a final destination, using the authorization code.

17. The apparatus of claim 16, further comprising means for

negotiating for more bandwidth for the user, and including within the

authorization code a grant of additional bandwidth.

-11-
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18. The apparatus of claim 17, further comprising means for

encrypting the user's password, and sending the user identification and the

encrypted password to the virtual private network service provider.

19. The apparatus of claim 18, further comprising means for sending’

a set-up message to the data network.

20. The apparatus of claim 19, further comprising meansfor

decrypting the encrypted password.

.12-
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