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Please See the attached.

If there is a problem with this transmission, notify the sender at the number above.

This famimlle is intended only for the individual to whom it is addressed and may contain information that is
privileged, confidential. or exempt from disclosure under applicable law. If you have received this facsimile
in error. please notify the sender immediately by telephone (collect), and return the original message by first-elass mail to the address below.
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RECEIVED
CENTRAL FAX CENTER

DEC 23 2013 Page]

”final Undead Stair-.23 {latent andnTr-mglem ark Office< ~\_ 1‘.“
1W“: E I. _ ft: fits ..N‘ ism: ‘ \ti. m-Fr‘ixi'i’ivu’ 

Appeal No: 2014—00059]
FINNBGAN, HENDERSON, FARABOW. Appellant: VIRNETX mc. (OWNER)
GARRETT & DU'NNER,LLP Inter Partcs Reexamination No: 95/001,792
90] NEW YORK AVENUE. NW Hearing Room: B
WASHINGTON, DC 20001-4413 Hearing Docket: A

Hearing Date: Wednesday. February 26, 2014
Hearing Time: 01:00 PM

Location: Madison Building - East Wing
600 Dulany Street, 9th Floor
Alexandria. Virginia 22313-1450

‘ NOTICE OF HEARING

CONFIRMATION REQUIRED WITHIN TWEN’I'Y-ONE DAYS

Your attention is directed to 37 CPR § 4 L73. The above identified appeal will be heard by the Patent Trinl
and Appeal Board on the date indicated. Hearings will commence at the time not and as soon as the argument in one
appeal is concluded. the sucwcding appeal will be taken up. The time allowed for argument is thirty minutes For
each appellant or respondent who has requested an oral hearing. unless additional time is requested and pemiiitcd
before the argument is commenced. Pursuant to §4l.73(d). ifany other party to the appeal desires to participate in
the oral hearing, but has not yet requested an oral hearing, a rcquest for oral hearing and the Foo set forth in § ‘
4i.20(b)[3) must he filed within the rims period set in this Notice. No appellant or respondent will be permitted to
participate in an oral hearing unless he or she has requested an oral hearing and submitted the fee set forth in §
4i.20(b)[3). If time are any inquiries, please contact the Clerk ni‘the Board at 57l-272-9797.

The reexamination involved In this appeal is open to the public. Accordingly. the hearing in this appeal isopen to the public.

CONFIRMATION OR WAIVER OF THE HEARING .lS REQUIRED. This form must be completed below and
Facsimile transmitted to both: (i) Lhc USPTO Central fax number (official copy), and (2) the Pal-uni Trial and Appeal
Board in number (courtesy copy) within TWENTY-ONE (2)) DAYS from the mailing date oftliis notice
indicating confirmation or waiver of the hearing. A copy of this notice may be alternately filed by mail if Facsimileis not available.

PTAB HEARINGS FAX No: (571) 273-9797 USPTO Central Fax No: (571) 273-8300

P'FAB Mailing Addmlss; Patent Trial and Appeal Board
United States Patent and Trademark onion
l’.O. BOX 1450

Alexandria, Virginia 22313- P450

in all conununications relating to this appeal, please identify the appeal by its number.‘
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Names ofother visitors expected to accompany counsel:

MW": .flzs’rf..._

 
cc: Third Party Requester

HAYNES AND BOONE, LLP
1? SECTION

2323 VICTORY AVENUE , SUITE 700
DALLAS, TX 75219
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Haynes and Boone,LLP 12/18/2013 1:28:53 PM PAGE 1/003 Fax Server

CEIVED
- CENTfilEL FAX CENTER

DEC 1 6 2013
"haynesboone

Haynes and Boone, LLP
Aflorneys and Counselors

2505 N Plano Road, Suite 4000
Richardson, Texas 75082-4101

Phone: (972) 680-7550
Fax: (972) 680-7551

www.hoynesboone.com

Date: Monday, December 16, 2013 1:28:44 PM

Tofal Page; Including Cover: 03
 

 

To: USPTO Central Fax ' Company: U. S. Patent and Trademark Off

Fax: 15712738300 Telephone:

Client/Mafier: 436 14 . 10 0

From: , O'Connor, Theresa

Direc’rTelephone: 972-739-8644

Direchox: 972—692—9106

Should you have any problem with this transmission, please call: 97 2—7 3 9‘ 8 64 4 

Message:
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fl/ . p . CENTRAL FAX EENTER
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Page I

The' United States' Patent' and Trademark Office'

Plexi—«i—ixl—i—T-nI/n FND APPEAL BOARD 
Appeal No: 21014—000591

HAYNES AND BOONE, LLP Appellant: HAYNES AND BOONE. LLP (3RD.FTY.RBQ )
1P SECTION Inter Panes Reexamination No: 95/001 ,792 .
2323 VICTORY AVENUE Hearing Room: - B .1
SUITE 700 Hearing Docket: A
DALLAS, TX 75219 . Hearing Date: Wednesday, February 26, 2014

Hearing Time: 01:00 PM
Location: Madison Building - East Wing

' 600 Dulany Street, 9111 Floor
AlexandrimVirginia 22313-l450

NOTICE OF HEARING
CONFIRMATION REQUIRED WITHIN TWENTY<ONE DAYS

Your attention is directed to 37 CFR § 41.73. The above identified appeal will be heard by the Patent Trial
and Appeal Board oh the dale indicated. Hearings will commence at the time set and as soon as the argumentin one
appeal is concluded, the succeeding appeal will be taken up. The time allowed for argument is thirty minutes for
each appellant or respondent who has requested an oral hearing, unless additional time is requested and permitted
before the argument is commenced. Pursuant to § 41.73(d), if any other puny to the appeal desires to participate in
the oral hearing, but has not yet requested an oml hearing, a request for oral hearing and the fee set forth in §
41.200230) must be filed within the time period set in this Notice. No appellant or respondent will be permitted to
participate in an oral hearing unless he or all: bus requested an oral hearing and submitted the foe set forth in §
41.20(b)(3). If there are any inquiries, please contact the Clerk of the Board at 571-272-9797.

The reexamlnation involved in this appeal is open to the public. Accordingly, the hearing in tints appeal 13
open to the public. . .,

CONFIRMATION OR WAIVER OF THE HEARING ls REQUIRED. This form mustbe completed below and
facsimile transmitted to boil]: (1) the USPTO Central fax number (official copy), and (2) the Patent Trial and Appeal
Board fax number (courtesy copy) within TWENTY-ONE (‘2 1) DAYS from the mailing date of this notice
indicating continuation or waiver of the hearing. A capy of thls norice may be alternately filed by mail if facsimileis not available.

PTAB HEARINGS FAX No: (571) 273-9797 USPTO Central Fax No: (571) 273 43300

PTAB Mailing Address; Patent Trial and Appml Board
United States Parent and Trademark Office ,RO. BOX 1450
Alexandria. Virginia 22313-1450

111 all communications relating to this appeal, please identify the appeal by its number.
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Best Available Copy

Haynes and Boone,LLP 12/16/2013 1:28:53 PM PAGE 3/003 Fax Server

Page 2

CHECK ONE: (X) HEARING ATTENDANCE CONFIRMED ( )EEARING ATTENDANCE WAIVED

[ ] A request for oral hearing and the fee set forth in 5 4| .20(b)(3) is attached to this Hearing Confirmation.

< 2% nil/44,2 50271
D

Signature of AnomeyfA gefit'lkppcllnnt ate Registratiun No.

 

Names of other visitors expected to accompany counsel:

David McCombs, Theodore Foster——_.L

_John Desmarais,_l$arim Oussayef

mamm Campus. see
Mnfimwmmmmmmm

cc: Patent Owner

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER
90| NEW YORK AVENUE, NW.
WASHINGTON, DC 20001-4413
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450
Alexandra Virglnia 22313- 1450
wwwuspto gov

 
 
   

95/001,792 10/25/201l 7,188,180 43614.100 1972

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER ‘
LLP HUGHES. DEANDRA M

901 NEW YORK AVENUE, NW

WASHINGTON, DC 20001 -4413 ART UNIT
PAPER NUMBER

3992

MAIL DATE DELIVERY MODE

12/05/2013 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Page 1

Ehe Unfiefi States Eras-em and: Emdemark mace 
   

 
Appeal No: 2014-000591

PINNEGAN, HENDERSON, PARABOW, Appellant: VIRNETX INC. (OWNER)
GARRETT & DUNNER,LLP Inter Partes Reexamination No: 95/001,792
901 NEW YORK AVENUE, NW Hearing Room: B
WASHINGTON, DC 20001 -441 3 Hearing Docket: A

Hearing Date: Wednesday, February 26, 2014
Hearing Time: 01:00 PM
Location; Madison Building - East Wing

600 Dulany Street, 9th Floor
Alexandria, Virginia 22313-1450

NOTICE OF HEARING

CONFIRDIATION REQUIRED \VITHIN TVVENTY-ONE DAYS

Your attention is directed to 37 CPR § 41.73. The above identified appeal will be heard by the Patent Trial
and Appeal Board on the date indicated. Hearings will commence at the time set and as soon as the argument in one
appeal is concluded, the succeeding appeal will be taken up. The time allowed for argument is thirty minutes for
each appellant or respondent who has requested an oral hearing, unless additional time is requested and permitted
before the argument is commenced. Pursuant to § 41.73(d), if any other party to the appeal desires to participate in
the oral hearing, but has not yet requested an oral hearing, a request for oral hearing and the fee set forth in §
41 .201:b)(3) must be filed within the time period set in this Notice. No appellant or respondent will be permitted to
participate in an oral hearing unless he or she has requested an oral hearing and submitted the fee set forth in §
41 .20(:b)(3). If there are any inquiries, please contact the Clerk of the Board at 571 —272—9797.

The reexamination involved in this appeal is open to the public. Accordingly, the hearing in this appeal is
open to the public.

CONFIRMATION OR WAIVER OF THE HEARING IS REQUIRED. This form must be completed below and
facsimile transmitted to both: ( l) the USPTO Central fax number (official copy), and (2) the Patent Trial and Appeal
Board fax number (courtesy copy) within TWENTY-ONE (21) DAYS from the mailing date of this notice
indicating confirmation or waiver ofthe hearing. A copy ofthis notice may be alternately filed by mail if facsimile
is not available.

  

 
PTAB HEARINGS FAX No: (571) 273-9797 USPTO Central Fax No: (571) 273-8300

PTAB Mailing Address: Patent Trial and Appeal Board
United States Patent and Trademark Office
PO. BOX 1450

Alexandria, Virginia 22313 -1450

I11 all communications relating to this appeal, please identify the appeal by its number.
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Page 2

CHECK ONE: ( ) HEARING ATTENDANCE CONFIRMED ( ) HEARING ATTENDANCE VVAIVED

[ ] A request for oral hearing and the fee set forth in § 41.20(b)(3) is attached to this Hearing Confirmation.

 

Signature of Attorney/Agent/Appellant Date Registration N0.

Names of other Visitors expected to accompany counsel:

 

 

 

For information on Visitor access to hearing rooms and security procedures at the USPTO Alexandria Campus, see
ht ,://www us to. 00V/wcb/otfiegts,"dcomt’ocounsclr’contacthtmitbnai contacts 

cc: Third Party Requester

HAYNES AND BOONE, LLP
1P SECTION

2323 VICTORY AVENUE , SUITE 700

DALLAS, TX 75219
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450
Alexandra Virglnia 22313- 1450
wwwuspto gov

 
 
   

95/001,792 10/25/201l 7,188,180 43614.100 1972

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER ‘
LLP HUGHES. DEANDRA M

901 NEW YORK AVENUE, NW

WASHINGTON, DC 20001 -4413 ART UNIT
PAPER NUMBER

3992

MAIL DATE DELIVERY MODE

12/05/2013 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Page 1

Ehe Unit-3:2 States Eras-em and: Emdemark fifties 
  

Appeal No: 2014-000,591
HAYNES AND BOONE, LLP Appellant: HAYNES AND BOONE, LLP (3RD.PTY.REQ )
IP SECTION Inter Partes Reexamination No: 95/001,792
2323 VICTORY AVENUE Hearing Room: B
SUITE 700 Hearing Docket: A
DALLAS, TX 75219 Hearing Date: Wednesday, February 26, 2014

Hearing Time: 01:00 PM
Location: Madison Building - East Wing

600 Du1any Street, 9th Floor
Alexandria, Virginia 22313-1450

NOTICE OF HEARING

CONFIRDIATION REQUIRED \VITHIN TVVENTY-ONE DAYS

Your attention is directed to 37 CPR § 41.73. The above identified appeal will be heard by the Patent Trial
and Appeal Board on the date indicated. Hearings will commence at the time set and as soon as the argument in one
appeal is concluded, the succeeding appeal will be taken up. The time allowed for argument is thirty minutes for
each appellant or respondent who has requested an oral hearing, unless additional time is requested and permitted
before the argument is commenced. Pursuant to § 41.73(d), if any other party to the appeal desires to participate in
the oral hearing, but has not yet requested an oral hearing, a request for oral hearing and the fee set forth in §
41 .201:b)(3) must be filed within the time period set in this Notice. No appellant or respondent will be permitted to
participate in an oral hearing unless he or she has requested an oral hearing and submitted the fee set forth in §
41 .20(:b)(3). If there are any inquiries, please contact the Clerk of the Board at 571 —272—9797.

The reexamination involved in this appeal is open to the public. Accordingly, the hearing in this appeal is
open to the public.

CONFIRMATION OR WAIVER OF THE HEARING IS REQUIRED. This form must be completed below and
facsimile transmitted to both: ( l) the USPTO Central fax number (official copy), and (2) the Patent Trial and Appeal
Board fax number (courtesy copy) within TWENTY-ONE (21) DAYS from the mailing date of this notice
indicating confirmation or waiver ofthe hearing. A copy ofthis notice may be alternately filed by mail if facsimile
is not available.

  

 
PTAB HEARINGS FAX No: (571) 273-9797 USPTO Central Fax No: (571) 273-8300

PTAB Mailing Address: Patent Trial and Appeal Board
United States Patent and Trademark Office
PO. BOX 1450

Alexandria, Virginia 22313 -1450

In all communications relating to this appeal, please identify the appeal by its number.

Petitioner Apple Inc. - Ex. 1024, p. 11
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CHECK ONE: ( ) HEARING ATTENDANCE CONFIRMED ( ) HEARING ATTENDANCE VVAIVED

[ ] A request for oral hearing and the fee set forth in § 41.20(b)(3) is attached to this Hearing Confirmation.

 

Signature of Attorney/Agent/Appellant Date Registration N0.

Names of other Visitors expected to accompany counsel:

 

 

 

For information on Visitor access to hearing rooms and security procedures at the USPTO Alexandria Campus, see
ht ,://www us to. 00V/web/otfiegts,"dcomt’ocounsclr’contacthtmitbnai contacts 

cc: Patent Owner

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER

901 NEW YORK AVENUE, N.W.

WASHINGTON, DC 20001-4413

Petitioner Apple Inc. - EX. 1024, p. 12
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450
Alexandra Virglnia 22313- 1450
wwwuspto gov

 
 
   

95/001,792 10/25/201l 7,188,180 43614.100 1972

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER ‘
LLP HUGHES. DEANDRA M

901 NEW YORK AVENUE, NW

WASHINGTON, DC 20001 -4413 ART UNIT
PAPER NUMBER

3992

MAIL DATE DELIVERY MODE

10/25/2013 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)

Petitioner Apple Inc. - EX. 1024, p. 13
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United States Patent and Trademark Offiiee

Under Secretary eanmmeree for Intellectual Property and
Director ufthe United States Patent and Trademark Office

P.0.Bex1alfil]

Alexandria, 1Iu'irginia 22313—1450
mumsptmgmr

 
 

FINNEGAN,
HENDERSON, Appeal No: 2014-
FARABOW, GARRETT 000591
& DUNNER LLP Inter Partes
901 NEW YORK Reexamination

AVENI IE, NW Control No: 95/001,792
WASHINGTON, DC Appellant: 7,188,180 et
20001-4413 a1.

Patent Trial and Appeal Board Docketing Notice

Inter Partes Reexamination Control No. 95/001,792 was received from the Technology Center at

the Board on October 22, 2013 and has been assigned Appeal No: 2014-000591.

In all future communications regarding this appeal, please include both the Inter Paltes

Reexamination Control Number and the appeal number.

The mailing address for the Board is:

PATENT TRIAL and APPEAL BOARD
UNITED STATES PATENT AND TRADEMARK OFFICE

PO. BOX 1450

ALEXANDRIA, VIRGINIA 22313—1450

Telephone inquiries can be made by calling 571-272-9797 and referencing the appeal number
listed above.

By order of the Patent Trial and Appeal Board.

JAG
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cc: Third Party Requester

HAYNES AND BOONE, LLP
IP SECTION

2323 VICTORY AVENUE , SUITE 700

DALLAS, TX 75219

Petitioner Apple Inc. - EX. 1024, p. 15
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EN THE UNH‘EB STATES PATENT ANB “I‘RCKBEMARK {)B‘FECE

in re Inter Furies Reexaminatiun of:

Victor Larsen e1 35. Centre} No.1 951130! ,792

US. Patent: No. 7,188,180 Group A171 Unit: 3992

issued: March 6, 200'? Examiner: Deaudra M. Hughes

For: ME'ETHOD FOR ESTABLiSHING SECURE. Confirmatima N0, 1972
COMMUNECATEON LINK BETWEEN

CQMEUTERS OF ViRTUAE PRIVATE

NETWORK

"w/‘~w/'~u/\.J\J\~u/VVV\~/V
‘-../

Cemmissioner for Patents

Bil Box 1450

Alexandria, VA 22313—1450

Dear Commissioner:

RE 'EUEST FGR QRAL HEARING  

Pursuant to 3‘7 OER. § 43..73(b),, VimetX fine, the owner 0191.13. Patent Ne IESSJSEB,

requests an oral hearing This request is timely since it is made Within twu months after {he maiiing

date of the Examiner’s Answeiu The fee of $133930 required by 37' CPR § 41‘26}(b}(3} is being

submitted censurremiy with the filing efthis request.

Please gram any extension of time and charge any udditiunai fees to Depogit Aecuum

N0. 0&0916,

Respectfuiiy submitted,

E INNEGAN§ HENDERSON; EARABOW ,

GARRETT 8: DUNNER, ELF.

Dated: ()eteber 10, 2013 By: .....zf§§;u§§11i1_32:..FW33V‘~

beep}: E Paiys

Reg. No. 46,508

Petitioner Apple Inc. - EX. 1024, p. 16
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EN 111%? EINETEB STATES FATENT ANE} TRABEMARK OFFICE

in re Inter Paries Reexamination of:

Water Larson ei a}. Central No: 95/001379?)

LES. PatentNo. 7,188,188 Group Art Unit: 3992

Issued: Mare-h 6a 2007 Examiner: Deandm M. iriughes

Fer: METHOD FOR ESES’E‘ABLISHENG SECURE Confirmation No. 1972

COMMUNECA’I'EON LINK BETWEEN

CGMPUE‘ERS 0F VIRTUAL PRIVr‘tTE

NETWORK

\u/VV"\m/‘\_/‘\_/‘y/fis/‘\u/'-.HV"~./
Cemmissioner far Fatents

FIG, Box 1459

Alexantfiria. VA 22313—3450

Dear COl‘IliniSSiOflfil‘I

(TERTEFECATE 0E§ERV1C1?-

Pursuant to 37’ OER. §§ 1.248 and 1.903 and M.P.E.E?’. § 2666.06, the undersigned

attorney for the Patent Owner certifies that a, copy 0f the E’atettt Owner’s Request for Oral

Hearing was served by first—class mail on October 19, 2013 on counsel fer the third. party

Requester at the feiiowing addrese;

Haynes. and. Boone, LL?
1? Section

2323 Vietmy Avenue. Suite 700

Baths. EX 75219

Respectfuliy submitted,

’39’1NNEGAN, BEND ERSKW, FARABOW,

{EARREYFT 8:: DUNNER, 1.1.}?

Bat-Gd: Camber 10, 2013 By: ’fmephE Palvg/
Joseph E. Paiys

Reg. No. 46,503

Petitioner Apple Inc. - EX. 1024, p. 17
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Electronic Patent Application Fee Transmittal

Filing Date: 25-Oct-2011

METHOD FOR ESTABLISHING SECURE COMMUNICATION LINK BETWEEN

T'tle °f Invent'm“ COMPUTERS OF VIRTUAL PRIVATE NETWORK

First Named Inventor/Applicant Name: 7,188,180 

Filer: Joseph Edwin Palys./Shery| Lewis

Filed as Large Entity

inter partes reexam Filing Fees

Sub-Total in

USD($)Description Fee Code Quantity

Basic Filing:

Claims:
 

Miscellaneous-Filing:

Patent-Appeals—and-Interference: 

Request for Oral Hearing

Post-Allowance-and-Post-Issuance:

Extension-of—Time:

Petitioner Apple Inc. - EX. 1024, p. 18
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Sub-Total in

USD($)Description Quantity
 

Miscellaneous: 
Total in USD (5) 1300
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Electronic Acknowledgement Receipt 

17090858

Confirmation Number:
 

METHOD FOR ESTABLISHING SECURE COMMUNICATION LINK BETWEEN

T'tle °f Inventm": COMPUTERS OF VIRTUAL PRIVATE NETWORK

 

First Named Inventor/Applicant Name: 7,188,180

Customer Number: 22852

—Joseph EdWIn PaIySI/Sher LEWIS
Filer Authorized By: Joseph Edwin Palys. 

Attorney Docket Number: 43614100

Filing Date: 25-OCT-2011

Time Stamp: 11:39:04

 
 

Application Type: inter partes reexam 

Payment information:

Submitted with Payment yes

PaymentType Credit Card 

Payment was successfully received in RAM $1300

RAM confirmation Number

Deposit Account
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Mail Stop Inter Parles Reexam
Attn: Central Reexamination Unit

Commissioner for Patents

United States Patent and Trademark Office

PO. Box 1450

Alexandria, VA 22313-1450

RE! QUEST FOR ORAL HEARING

The appellant Third Party Requester Cisco Systems, Inc. hereby requests an oral hearing of

this appeal. This hearing request is being submitted pursuant to and in accordance with 37 CFR

41.73. The request is timely submitted in response to the Examiner's Answer dated August 16, 2013.

A certificate of service is attached herewith. The Commissioner is hereby authorized to charge the

fee set forth under 37 CFR 41.20(b)(3), in the amount of$1300.00. Further, the Commissioner is

authorized to charge any additional fees that may be associated with this filing, or credit any

overpayment, to the Haynes and Boone, LLP Deposit Account No. 08-1394.
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Dated: September 17, 2013

HAYNES AND BOONE, LLP

2323 Victory Avenue, Suite 700
Dallas, Texas 75219

Telephone: 972/739-8636
Facsimile: 214/200-0853

Attorney Docket No; 43614.100

Respectfully submitted,

/David L. McCombs/

David L. McCombs

Registration No. 32,271

Request for Oral Hearing

By Third Party Requester

CERTIFICATE OF TRANSMISSION UNDER 37 CFR §1.8

I hereby certify that this correspondence and any corresponding
filing fee is being transmitted via the Electronic Filing System
(EFS) Web with the United States Patent and Trademark Office
on September 17 2013.

There a I‘ onnor 
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Control No. 95/001,792 By Third Party Requester

CERTIFICATE OF SERVICE

The undersigned certifies that a copy of the REQUEST FOR ORAL HEARING was served on:

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER LLP

901 NEW YORK AVENUE, NW
WASHINGTON DC 20001-4413

the attorneys of record for the assignee of USP 7,188,180 in accordance with 37 CFR § 1.903, on

September 17, 2013.

/David L. McCombs /

David L. McCombs,

Registration No. 32,271

R-343834_l
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I. The Claim Rejections Should Be Reinstated

The Examiner initially (and correctly) rejected all of the claims subject to reexamination,

but then withdrew those rejections. As Third Party Requester Cisco Systems, Inc. showed in its

Appeal Brief filed June 28, 2013, Kiuchi and the other prior art references teach the limitations

of the claims. The Examiner’s decision to withdraw the rejections was based on the Examiner’s

addition of an erroneous and improper narrowing limitation. The Board should reverse the

Examiner and reinstate the rejection of all claims subject to reexamination.

This Rebuttal Brief is filed in response to Patent Owner VirnetX, Inc.’s Response Brief

(“Resp Br.”) filed July 29, 2013, and the Examiner’s Answer filed August 16, 2013. Since the

Examiner’s Answer simply reiterated her positions from the Right of Appeal Notice, Cisco’s

response below focuses on the arguments raised by VimetX’s Response Brief.

A. Kiuchi Teaches a “Virtual Private Network Communication Link”

This appeal calls for the Board to review the Examiner’s conclusion that claim 1 requires

communicating via a private network. (RAN at 4.) The Examiner is wrong because she failed to

consider all of the words in the claim phrase “Virtual private network communication link.”

Specifically, the word “Virtual” indicates that the privacy of the network may be Virtual. For

example, encryption can be used to provide privacy to communications over a public network.

The ’ 180 specification confirms that a Virtual private network can exist over a public

network. The specification describes, for example, “establishing a secure communication link

between a first computer and a second computer over a computer network, such as the Internet.”

(" 180 Patent, 6:42-44, emphasis added.) It further describes “implementing a secure virtual

Internet” that “works over the existing Internet infrastructure.” (’ 180 Patent, 6:22-26.) The

specification thus describes secure communication links made over the public Internet, which is

not a private network. The Examiner’s claim interpretation improperly excludes such

embodiments.

Responding to the Examiner, VirnetX reiterates that “the district court explained that a

virtual private network is a ‘network of computers which privately communicate. . ..”’ (PO Resp.

Br. at 6, emphasis by VirnetX.) However, VirnetX omits the remainder of the court’s
L

construction: ‘. .. by encrypting traffic an insecure communication paths between the

computers.” (Cisco Ex. B—4 at 10.) The court’s construction requires “insecure communication
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paths,” which are incompatible with the Examiner’s requirement of a “private network.” The

emphasis in the court’s construction is on the privacy of the communications, not the privacy of

the network itself. Accordingly, with a “virtual private network communication link,” privacy is

not provided by a private network (as the Examiner erroneously understood). Instead, privacy is

provided by a virtual private network that “encrypt[s] traffic on insecure communication paths.”

Kiuchi teaches the same kind of virtual private network “built on the Internet” as

described in the ’ 180 specification. (Kiuchi at 64.) Specifically, Kiuchi describes the secure

connections among computers as forming a “closed HTTP-based virtual network.” (Kiuchi at

69.) Just as in the ’ 180 specification, the computers in Kiuchi’s closed virtual network

communicate over the Internet. They use encryption to provide privacy for their

communications. Thus, Kiuchi’s closed HTTP—based virtual network is a “virtual private

network,” and the computers participating in Kiuchi’s network—including a client-side proxy

and a server-side proxy—communicate via “virtual private network communication links.”

B. Kiuchi Teaches a “Sending an Access Request Message . .. Using a Virtual
Private Network Communication Link”

VirnetX also argues that Kiuchi lacks sufficient disclosure of “sending an access request

message using a virtual private network communication link” as recited in claim 1. VirnetX

argues that “when a request is sent [in Kiuchi], the proxies have simply begun the lengthy

process of working towards establishing a connection to each other.” (Resp. Br. at 4.) Thus,

VirnetX reasons, “the client-side proxy has no established ‘link’ to any server-side proxy.” (1d,)

VirnetX’s argument is merely an attempt to introduce unrecited limitations into the claim.

Specifically, claim 1 does not recite or refer to an established link. Thus, VirnetX’ s argument is

untethered from the claim language and without merit.

VirnetX’s attempted distinction also fails because it is inconsistent with the ’180

specification. The specification describes, for example, “a method for communicating using a

private communication link” where the client computer has no established “link” to the server

computer. Indeed, the data that is communicated is “used for forming a virtual private

connection” between them:

The advantages of the present invention are provided by a method for

communicating using a private communication link between a client

computer and a server computer over a computer network, such as the

Internet. According to the invention, an information packet is sent
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from the client computer to the server computer over the computer

network. The information packet contains data that is inserted into the

payload portion of the packet at the application layer of the client

computer and is used for forming a virtual private connection between

the client computer and the server computer. The modified information

packet can be sent through a firewall before being sent over the

computer network to the server computer and by working on top of

existing protocols (i.e., UDP, ICMP and TCP), the present invention

more easily penetrates the firewall. The information packet is received

at a kernel layer of an operating system on the server side. It is then

determined at the kernel layer of the operating system on the host

computer whether the information packet contains the data that is used

for forming the virtual private connection. The server side replies by

sending an information packet to the client computer that has been

modified at the kernel layer to containing virtual private connection

information in the payload portion of the reply information packet.

(’ 180 Patent, 7:47—83.)

Thus, the ’180 specification contemplates “using a private communication link” even in

the absence of a formally established “link.” As in the quoted example above, the “private

communication link” might be used to exchange data “used for forming a virtual private

connection.” (’180 Patent, 7:55756.)

Kiuchi’s teachings are similar. The initial message sent from a client-side proxy to a

server-side proxy is a request to establish a connection. (Kiuchi at 65.) The connection request

message is encrypted to ensure privacy, then sent between two computers within Kiuchi’ s virtual

network. (Id.) Accordingly, the connection request message is sent “using a virtual private

network communication link” as recited in claim 1.

C. Kiuchi Anticipates Claim 1 Even Under VirnetX’s Proposed Claim

Interpretation of “Virtual Private Network Communication Link”

Even under VirnetX’s claim interpretation requiring an established a virtual private

network communication link, Kiuchi anticipates claim 1. Specifically, Kiuchi teaches that after a

client— side proxy and server-side proxy complete the steps for establishing a secure, encrypted

connection, the client-side proxy transmits an access request message that requests to access a

web page:
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6) Sending C-HTTP requests to the server-side proxy (Fig.

2g)

Once the connection is established, a client-side proxy

forwards HTTP/1.0 requests from the user agent in

encrypted form n sing C-HTTP format.
 

(Kiuchi at 66.) Kiuchi illustrates below an example request, as it would be dispatched by the

client—side proxy, to obtain a web page “samplehtml” from the server

“server.in.current.connection”:

(2)

GET "http:/Iserver.in.current.connection/

samplehtmt"
HTTP/1 .0 < CR> < LF>
 

(Kiuchi at 66.) The request to access a web page is an “access request message.” Since such a

request is sent “[o]nce the connection is established” and “in encrypted form,” (Kiuchi at 66), the

request is sent, under VirnetX’s proffered interpretation, “using a virtual private network

communication link.”

VirnetX argues that this teaching in Kiuchi “fails to disclose ‘accessing a secure

computer network address’” because “the server-side proxy has already been accessed via a

request for connection.” (Resp. Br. at 7.) This argument has no basis in the claim language.

Claim 1 does not recite any limitation requiring the “access request message” to be sent before

any request for connection, as VirnetX argues. The argument is also irreconcilably inconsistent

with VirnetX’s other assertions. For example, VirnetX argues that the “access request message”

must be sent through an established connection. (See Resp. Br. at 4.) Now VirnetX asserts that

the access request message must be sent before a request for connection (and thus, before the

connection is established). VirnetX fails to explain—and Requester cannot find any supporting

disclosure in the ’180 specification forisending two messages such that each message is sent

before the other. Accordingly, VirnetX fails to put forward any cogent distinction between the

claim language and Kiuchi’s teachings.

D. Cisco’s Appeal Does Not Raise a New Ground of Rejection

VirnetX alleges that Cisco’s appeal brief raises a “new ground of rejection” by

identifying the relevant teachings in Kiuchi that show the error in the Examiner’s decision to

withdraw the rejections. (Resp. Br. at 6-7.) VirnetX’s position is without merit.
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Cisco has not proposed a new ground of rejection. The appealed ground of rejection

remains the same as in the originally filed request: anticipation over Kiuchi. Merely citing

additional relevant portions of Kiuchi’s teachings—in response to the Examiner’s statements—

does not constitute a new ground of rejection. And unlike the cases that VimetX cites, VimetX

has had multiple opportunities to respond to the teachings of Kiuchi. See In re Adler, No. 2012-

1610, slip op. at 9 (Fed. Cir. July 18, 2013) (“The ultimate criterion of whether a rejection is

considered ‘new’ is whether applicants have had fair opportunity to react to the thrust of the

rejection”) (internal citations omitted). Since VimetX has had multiple opportunities—

including its Response Brief—to respond to Kiuchi, the appealed anticipation rejections do not

constitute a “new ground.”

Furthermore, this appeal is Cisco’s first and only opportunity to respond to the

Examiner’s interpretation of the claim as requiring the “access request message” to transit an

already established connection.1 VimetX did not raise any such argument in its response to the

first Office Action. The interpretation was first introduced into this proceeding when the

Examiner adopted it of her own initiative in the Action Closing Prosecution. See ACP at 5.

VimetX declined to respond to the ACP, so Cisco was barred from filing Third Party Comments

and highlighting the relevant teachings of Kiuchi under the Examiner’s interpretation. In effect,

the Examiner’s interpretation put forward a new ground ofallowance, and Cisco has not had a

“fair opportunity to react to the thrust” of the Examiner’s reasoning. Cf. In re Kronig, 539 F.2d

1300, 1302 (CCPA 1976). This appeal is Cisco’s first and only opportunity to correct the

Examiner’s error. There is no basis for VimetX’s assertion that the Board is barred from

considering the teachings of Kiuchi as a prior art reference.

E. Kiuchi Anticipates Claims 6, 22, and 37

The Examiner withdrew the rejection of claims 6, 22, and 37 because Kiuchi’ s version

information “is not inserted into a data packet, as claimed, but rather the C-HTTP version is

1 Cisco notes that this case is readily distinguished from situations where the Examiner’s

authority to consider a prior art reference is in question. Cf." Belkin Int’l, Inc. v. Kappos, 696

F.3d 1379 (Fed. Cir. 2012) (limiting an Examiner’s ability to consider prior art references with

respect to the claims in reexamination). Here, reexamination of claim 1 (among others) was

unambiguously ordered based on Kiuchi. See Decision on Petition at 17 (Feb. 10, 2012).

-5-
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transmitted as request-line or a version-line.” (RAN at 9.) But the Examiner failed to realize

that the request-line or version-line (containing the C—HTTP version number) is itself inserted

into a data packet. Kiuchi details the contents of certain data packets, such as the C-HTTP

Response data packet:

2. C—HTTP Response

C-HTTP-Version-Line
Plain-Header

CRLF
*General-Header

*Response-Headcr
*HTTP/ 1.0-RESPONSE
CRLF

Digital—Signature

 
Kiuchi at 71. Kiuchi further provides an example C—HTTP Response data packet including the

version information “C/HTTP-0.7”:

1'. Response from the server-side proxy, indicating that
the connection is established

C-HTTP/'().7:CR , :LE:

Encn'puon-Algorithm: RSA-scn:
Encrypted-Header-Length: 3
Signature-Algorithm: REA
Signature-Length: 321CR are
MessageDigest-Algorithm. l\/[D5.:c1<: tarn-

CR. LE

*Status: 200 OK:\':R=:LF:

*Senrcr-Side-Prmy—IP: 13.069.222.222 .CR: mi“:
*Senrer-Side-Prosy-Name:
Coordinating.Centel‘CSCRG: .-
*Sewer-Side—Prony-Port: 808 r
*Client-Side-Proxy—IP: 130.69.111.11] *CR‘ 'er-
*Client-Side-Proxy-Name:
University . of.TokyoBranch.HOSpital aLF -
*Uscr-Agcm—lP: 192.168.123.123. .
*Connection-ID: 62d DfldchL‘SV. I» CR «m.

*Response-Nonce: e123 dc99at
*Response—Data-Exchange—Key: a-3f(*d.bfs, CR‘ - L17::cnzir':
*3662bfc5022208ca8c’20‘307f60dl5.626

 
Kiuchi at 74.

Thus, Kiuchi unambiguously teaches that the C-HTTP version information is inseited

into a data packet. The Examiner’ s stated reason for Withdrawing the rejection of claim 6 is

contrary to Kiuchi’s teachings and therefore unsupportable.

VirnetX does not defend, or even address, the Examiner’s position. Instead, VirnetX
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responds by discussing the Examiner’s tacit acknowledgement that Kiuchi’ s C-HTTP version

information is a “data value representing a predetermined level of service.” (Resp. Br. at 8.)

Notably, however, VimetX does not provide any argument or reasoning that would distinguish

Kiuchi’s version information from the claim language. VimetX does not challenge or disagree

with Cisco’s position in any way.

In summary, the Examiner’s decision to withdraw the rejection of claims 6, 22, and 27

was based on an error that neither the Examiner nor VirnetX have attempted to explain or

defend. Neither the Examiner nor VirnetX have put forward any other argument that would

distinguish the claims from Kiuchi. Accordingly, the Board should reverse the Examiner and

reinstate the rejection of claims 6, 22, and 27 as anticipated by Kiuchi.

F. Kiuchi Anticipates Claims 8, 24, and 39

Claim 8 recites in part, “comparing a value in each data packet to a moving window of

valid values.” Kiuchi teaches that each data packet includes a “Nonce” value and that the Nonce

values are incremented with each data packet. (Kiuchi at 73-75.) The Nonce value of each

received data packet is checked to confirm that the Nonce value is valid and not a “replay.”

(Kiuchi at 65.)

VimetX acknowledges that Kiuchi teaches that the Nonce values move, but VirnetX

alleges that Kiuchi’s range of valid Nonce values does not move. (Resp. Br. at 8.) This

argument defies logic. Since the Nonce values change with every data packet. it is readily

understood that the range of acceptable Nonce values must also move. Specifically, for Kiuchi’s

replay protection to function, every correctly received Nonce value must be removed from the

list of acceptable Nonce values so that, if another packet with the same Nonce value is received

in the future, that second packet will be rejected.

VimetX also argues that a Nonce value “could be checked other than [by] comparing it to
977

a ‘moving window of valid values. (Resp. Br. at 8.) However, VimetX fails to offer a single

example of how a Nonce value could be checked to ensure it was not a duplicate of a previously-

received Nonce value without performing a comparison. The claims do not recite any particular

method for performing the “comparing.” VimetX” s approach of Checkin g for duplicate Nonce

values teaches “comparing.”

Thus, VimetX has not identified any distinction between Kiuchi’s checking of Nonce

values and the claim limitation of “comparing a value in each data packet to a moving

-7-
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window of valid values.” The Examiner’s decision to withdraw the rejection of claims 8. 24, and

39 should be reversed and the claims again rejected as anticipated by Kiuchi.

G. Kiuchi Anticipates Claims 13, 15, 29, and 31

The Examiner’s only reason for withdrawing the rejection of claims 13, 15, 29 and 31

was that these claims depend from independent claims the Examiner mistakenly found to be

distinguishable over Kiuchi. (RAN at 16.)

VirnetX argues that the claims are separately distinguishable over Kiuchi because while

Kiuchi teaches performing the recited steps at a client-side proxy, these claims require certain

steps to be performed by a “client computer.” (Resp. Br. at 8.) VimetX fails to explain,

however, why Kiuchi’s client-side proxy is not a “client computer.” Since Kiuchi’s intended

purpose is to “secure communications between a huge number of computers,” it is understood

that the client-side proxy is a computer. Kiuchi at 68. And as its name suggests, the client-side

proxy is operable as a Client. Thus, the client-side proxy is a “client computer.”

Furthermore, VirnetX’s assertion that Kiuchi’s client- side proxy is not a “client

computer” is baseless. VirnetX cites nothing from the ’ 180 specification to support its argument

that “client computer” has a special meaning. VirnetX argues that Kiuchi distinguishes between

a “user agent” and the “client-side proxy,” but VirnetX fails to explain why the phrasing of a

prior art reference should influence the interpretation of the claims under reexamination.

Notably. such an approach to claim interpretation is not mentioned in the Federal Circuit’s most

recent and comprehensive en banc discussion of claim interpretation. See Philips v. AWH

Corp, 415 F.3d 1303 (Fed. Cir. 2005).

Accordingly, the rejection of claims 13, 15 , 29 and 31 as anticipated by Kiuchi should be

reinstated alongside the rejection of their respective parent claims.

11. VirnetX Fails to Demonstrate Second Considerations of Non-Obviousness

VirnetX argues that even if the anticipation rejections are reinstated—and they should

be—the obviousness rejections of claims 7, 11, 23, 27, 38 and 41 should be overcome by its

evidence of secondary considerations. VirnetX’s evidence, however, is woefully insufficient to

demonstrate non-obviousness.
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1. VirnetX Fails to Demonstrate Nonobviousness Through Evidence of

Secondary Considerations

VirnetX has presented evidence in the various inter partes reexaminations now pending

before the Patent Office, and in none of those cases has an Examiner found any merit in

VimetX’s evidence or argument. The evidence submitted in this appeal is similarly insufficient

to overcome the obviousness rejections for a variety of reasons.

a) VirnetX Fails to Establish a Long-Felt Need

“Establishing long-felt need requires objective evidence that an art recognized problem

existed in the art for a long period of time without solution.” MPEP 716.04. VirnetX cites a

declaration by a named inventor describing different government and private equity programs

designed to promote science and technology. (Resp. Br. at 9—10.) The affiant, however, is not a

disinterested individual who could provide objective evidence; rather, he is a named inventor and

the Chief Technology Officer and Chief Scientist of the assignee, VirnetX. (See Sh01t Decl.,

(Ml-2.) The affidavit is not “objective evidence” that a “recognized problem existed in the art for

a long period of time without solution.” See MPEP 716.04.

VirnetX also alleges that the long-felt need is demonstrated by a government-funded

program to research the “Next Generation Internet.” (Resp. Br. at 10.) That program appears to

have been principally directed at “high speed networks that are 100—1000 times faster than

today’s Internet.” (VirnetX Ex. B-l at VNETOO219319). VirnetX fails to explain how high-

speed networking relates in any way to the claims.

VirnetX further alleges that the original assignee, SAIC, spent “85% of its research

budget” developing the claimed technology “in the year the inventions claimed in the ’759 patent

were developed.” (Resp. Br. at 10.) The only “evidence” cited is the unsubstantiated affidavit of

a VirnetX officer, which as noted above, is not objective evidence. And contrary to VirnetX’s

assertion, the affidavit states that “SAIC spent one-third of its total patent portfolio efforts on our

patent portfolio at that time.” (Short Decl. HI 7.) Even if the assertion in VirnetX’s brief were

supported by reliable evidence, corporate expenditures in one year are not indicative of a

problem that existed “for a long period of time without solution.” MPEP 716.04(I).

Finally, for VimetX’s argument to succeed, “the long-felt need must not have been

satisfied by another.” MPEP 716.04(I). To the extent that there was any long—felt need for a

secure and easy—to—use communication technology, it had already been satisfied by others, like

Petitioner Apple Inc. - Ex. 1024, p. 42



Petitioner Apple Inc. - Ex. 1024, p. 43

Inter Partes Reexamination of US 7188180 — Control No. 95/001792

Requester Cisco’s Rebuttal Brief
 

Kiuchi. VirnetX does not argue that a long-felt need existed for any feature recited in any of the

dependent claims rejected as obvious.

In summary, VimetX fails to show that any long-felt need existed or that any nexus exists

between such a long—felt need and the claims rejected as obvious. VimetX’s assertion of long—

felt need fails to rebut the conclusion of obviousness.

b) VirnetX Fails to Establish the Failure of Others

VirnetX alleges that the failure of others is demonstrated by “15 prestigious organizations

[who] took part in the ‘Dynamic Coalitions’ research program.” (Resp. Br. at 10.) That

program, however, was directed at “security approaches that ensure continued communications

when the composition of the coalition changes or the ad hoc area network is attacked.” (VirnetX

Ex. B—3 at 1.) VirnetX does not explain how those program goals relate to the claims rejected as

obvious. As such, there is no nexus to the claims and the argument fails.

c) VirnetX Fails to Establish Industry Skepticism

VirnetX alleges that the claimed technology was “met with skepticism by those skilled in

the art,” but as evidence of this VirnetX relies on the unsubstantiated testimony of a named

inventor and VirnetX officer. (Resp. Br. at 11.) VirnetX also cites to a June 1999 article

describing a dinner conversation among executives at four start—up companies, but VimetX does

not explain the supposed relevance of this article. The article does not discuss VirnetX or

the ’180 claims. Notably, the ’ 180 patent application had not even been filed in June 1999.

VimetX does not explain why the executives would have been aware of the ’180 claims, let

alone have formed a skeptical opinion of them. Thus, VirnetX fails to establish any industry

skepticism.

d) VirnetX Fails to Establish Commercial Success

VirnetX alleges that it can show commercial success through its licensing program.

(Resp. Br. at 11.) As evidence, VirnetX alleges that SafeNet “entered into a portfolio license

in July 2002.” A portfolio license established before the ’180 patent even issued, however, has

no nexus with ’180 patent, let alone the specific claims rejected as obvious. VimetX also

mentions in passing various other licensees to VirnetX’s patent portfolio. But VimetX provides

no evidence that those portfolio licenses were driven by the features recited in the claims rejected

as obvious.

Thus, VimetX fails to show that its licensing activities are evidence of commercial

-10-
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success, and further fails to show that any commercial success relates to the claimed technology.

e) VirnetX Fails to Establish Praise and Acceptance by Others

As evidence of “praise,” VimetX alleges that a “study done by CSMG praised the

inventions,” but the alleged study is not provided to substantiate this, to explain who paid for the

CSMG study, or to explain why CSMG thought the ’ 180 Claims were praise-worthy. VirnetX

also alleges that “Jim Rutt at Network Solutions” wanted to invest in its technology. (Resp. Br.

At 12.) There is no evidence regarding what aspect of VimetX’s “technology” allegedly

interested Mr. Rutt or how any alleged interest relates to the ’ 180 patent claims. And again, the

only evidence of Mr. Rutt’s alleged interest is in the affidavit of a VimetX officer.

More generally, allegations of interest by one study and one person are insufficient. Only

widespread recognition in the art constitutes objective evidence of nonobviousness, not just

positive recognition from a few. See Kloster Speedsteel AB v. Crucible Inc, 793 F.2d 1565,

1574 (Fed. Cir. 1986). VirnetX provides no objective evidence of industry-wide praise, nor is

there any showing of a nexus between VimetX’s general “technology” and the features recited in

the claims rejected as obvious. VirnetX’s assertion of industry praise is without merit.

2. The Examiner Properly Rejected VirnetX’s Evidence of Licensing Success

VirnetX argues that the Examiner applied an “unreasonable standard” to its evidence of

commercial success through licensing. But VirnetX cannot dispute that a portfolio license does

not establish commercial success. The Board has previously set forth the evidence needed to
 

support the use of a list of licensees as evidence of secondary considerations: (i) testimony from

a licensee as to why the licensee took a license; (ii) whether the taking of the license was a

business cost—benefit analysis with regarding to defending an infringement suit, as opposed to the

actual merits of the invention; (iii) the number of entities who refused to take a license and why;

(iv) the terms of the licenses and whether the licenses were favorable to the licensee; (v) market

information indicating the number of products that are sold under licenses and the number of

products that are not under license; (vi) the structure and operation of the devices made by the

licensees to determine if those products embody the reasons as to why the “invention” is

advantageous over the prior, if at all; (vii) whether the licensee took the licenses for reasons

substantively related to each and every one of the claims of the “180 patent; and (viii) a

declaration from a representative of any of the licensees attesting to and praising the merits of the

claimed invention. See Ex parte NTP, Ina, Appeal 2008-004603, slip 0p. at 132-34 (BPAI Dec.

-11-
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22, 2009). Patent Owner has provided none of these and therefore has not carried the burden of

demonstrating that its licensing “evidence” has any bearing on nonobviousness.

The need for a thorough review of all the facts relating to a patent license is exemplified

by VirnetX’s highly selective presentation of information about its first litigation with Microsoft.

VirnetX cites only the jury’s $100 million damages finding and Microsoft’s subsequent $200

million settlement payment. But VirnetX notably omits the jury’s finding of willful

infringement, which could have tripled the damages award to $300 million and allowed for an

award of attorneys’ fees. The $100 million jury damages finding also omits pre- and post-

judgment interest and any potential damages for future infringement. Thus, VimetX’s

suggestion that Microsoft paid a license fee in excess of its litigation damages is baseless.

VirnetX also fails to mention that the jury awarded $34 million in damages for Microsoft’s

infringement of the ’180 patent (VirnetX Ex. A-l at 2), while Microsoft’s $200 million

settlement was for a portfolio license. Finally, VirnetX fails to mention that it had recently sued

Microsoft again. suggesting that Microsoft’s acceptance of a license may have been motivated

not by the value of VimetX’s alleged technology but by a desire (although ultimately fruitless) to

simply “buy peace.”

In summary, VimetX’s alleged evidence of secondary considerations is wholly

insufficient and lacks any nexus with the ’180 patent claims. The evidence of secondary

considerations should be afforded no weight. Since VirnetX does not contest any of the

proposed obviousness rejections on the merits, the Board should reverse the Examiner and

reinstate these rejections:

0 Claims 11, 27 and 41 are obvious over Kiuchi, and

0 Claims 7, 23, and 38 are obvious over Kiuchi in view of Martin.
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For the reasons provided above, Requester Ciseo Systems respectfully asks the Board to

reverse the decisions of the Examiner and to reinstate all of the withdrawn claim rejections. The

Director is hereby authorized to charge any fees required to Deposit Account No. 08-1394.

As identified in the attached Certificate of Service, a copy of the present Rebuttal Brief, in its

entirety, is being served to the address of the attorney or agent of record.

Dated: September 133 2013
HAYNES AND BOONE, LLP

IP Section, 2323 Victory Avenue
Suite 700

Dallas, Texas 75219

Telephone: 214/651—5533
Facsimile: 214/200-0853

R-342820_1.docx

7

Respectfully submitted,

/David L. McCombs/

David L. McCombs

Registration No. 32,271

CERTIFICATE OF TRANSMISSION

I hereby certify that this correspondence, all attachments,
and any corresponding filing fee is being transmitted via
the Electronic Filing System (EFS) Web with the United
States Patent and Trademark Office on September 13,
2013.

MM.—
Theresa O’Connor
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V. Certificate of Service

The undersigned certifies that a copy of the THIRD PARTY REQUESTER CISCO SYSTEMS,

INC.’S REBUTTAL BRIEF was served on:

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER LLP

901 NEW YORK AVENUE, NW
WASHINGTON DC 20001-4413

the attorneys of record for the assignee of USP 7,188,180 in accordance with 37 CFR § 1.903, on

September 13, 2013.

/David L. McCombs /

David L. McCornbs,

Registration No. 32.271
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Control No. Patent Under Reexamination

Transmittal of Communication to

Third Party Requester 95/001792 ”882180. . Examiner Art UnIt
Inter Partes Reexamination

 

DEANDRA HUGHES 3992

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address. --

'— (THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS) —|

Haynes and Boone, LLP
IP Section

2323 Victory Avenue, Suite 700
Dallas, TX 75219

Enclosed is a copy of the latest communication from the United States Patent and Trademark Office

in the above-identified reexamination prceeding. 37 CFR 1.903.

Prior to the filing of a Notice of Appeal, each time the patent owner responds to this communication,

the third party requester of the interpartes reexamination may once file written comments within a

period of 30 days from the date of service of the patent owner's response. This 30-day time period is

statutory (35 U.S.C. 314(b)(2)), and, as such, it cannot be extended. See also 37 CFR 1.947.
 

If an ex parte reexamination has been merged with the inter partes reexamination, no responsive

submission by any ex parte third party requester is permitted.

All correspondence relating to this inter partes reexamination proceeding should be directed to the

Central Reexamination Unit at the mail, FAX, or hand-carry addresses given at the end of the
communication enclosed with this transmittal.

US. Patent and Trademark Office Paper No. 20130807
PTOL-2070 (Rev. 07-04)
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Application No. Applicant(s)

Inter Partes Reexamination 95/001,792 7,188,180

Examiner’s Answer Examiner Art Unit

DEANDRA HUGHES 3992

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address. --

 

 
Incorporation by Reference of the Right of Appeal Notice
The Right of Appeal Notice (RAN) mailed on 12 April 2013, including all of the grounds of rejection, determinations of
patentability, and explanations set forth in the RAN is incorporated by reference. Every ground of rejection and every
determination not to make a proposed rejection set forth in the RAN are being maintained by the examiner.

This examiner’s answer does not contain any new ground of rejection and any new determination not to make a
proposed rejection.

Status of Amendment After Action Closing Prosecution
The amendment(s) filed on has/have been entered.
The amendment(s) filed on has/have not been entered.

Period for providing a Rebuttal Brief
Appellant(s) is/are given a period of ONE MONTH from the mailing date of this examiner’s answer within which to file a
rebuttal brief in response to the examiner’s answer. Prosecution otherwise remains closed.

The rebuttal brief of the patent owner may be directed to the examiner’s answer and/or any respondent’s brief. The
rebuttal brief of the third party requester(s) may be directed to the examiner’s answer and/or the respondent’s brief of
the patent owner. The rebuttal brief must (1) clearly identify each issue, and (2) point out where the issue was raised in
the examiner’s answer and/or in the respondent’s brief. In addition, the rebuttal brief must be limited to issues raised in
the examiner’s answer or in the respondent’s brief. The time for filing the rebuttal brief may not be extended. No further
submission (other than the rebuttal brief(s)) will be considered, and any such submission will be treated in accordance
with 37 CFR 1.939 and MPEP 2667.

[I Attachment(s) 

XI Other:
This answer is in response to Third Party Reguester‘s Appeal Brief filed June 28, 2013 and Patent Owner‘s
Respondent Brief filed July 29 2013.

All correspondence relating to this inter partes reexamination proceeding should be directed to the Central

Reexamination Unit at one of the following addresses:

Please mail any communications to: Please hand-deliver any communication to:

Attn: Mail Stop “Inter partes Reexam” Customer Service Window
Central Reexamination Unit Attn: Central Reexamination Unit

Commissioner for Patents Randolph Building, Lobby Level

PO. Box 1450 401 Dulany Street
Alexandria VA 22313-1450 Alexandria VA 22314

Please FAX any communications to: (571) 273-9900

 

Signed: Conferees:

/Deandra M. Hughes/ /A|bert Gagliardi/
Reexamination Specialist AU3992 Reexamination Specialist AU3992

/Sudhanshu C. Pathak/

SPRS, 3992

US. Patent and Trademark Office Inter Partes Reexamination Examiner’s Answer Paper No. 20130807
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24111011113}; Becket Na 179311005
(301111131 No. 93/091,?92

i. 7111'1‘1111111153111‘111

in response 10 Cisce’s Appeal Brief and 111 View of 1111:, Right of Appeai Notice dated April

12, 2813 {“RAN”) cenfirmiug ail ciaims 211 19131112 1’4 4 6 15 3”z, 21), 2231, 33, 35, and ._ 1:141:11 1'35“

US. 133113111 Ne. 7,188J80 (“the ’180 patent”), ‘v'imetX 31112.1 the owner (if the ’180 1321111111., flies this

Respendeni Briefand submits a fee 01" 5132,9601111} '55: required 11nda1‘37Q‘. F.R:54? 20151112}:11)

If’any addfiienal fees are required 01‘ if the enclosed payment is, insufficient. please charge the.

required fees 10 DQ133511. Accennt NO. {31341916.

11, Rea? ?ai'ty in Enteresi

The 11:21} 1321111 in intems: is ‘L/ 111193 Inc the 0510116- of mean?

EH. Relaied 241111191133 11111? Enierfereneezs

The 111110111111; eaSC-s 1111? 0.1”!.1111» be deemed re:'6th 1311151131111:- 37 {1ER. § 41 .681b}{1){ii}.

.me Mange; {4211111le
\\\\\\\\\\\

319911116211 1 hush-”11    
 

  

  .. Apnheauenz

13-1149 3:)“

 

Inf-2r Panes R 
: 1111.31.11 3-1201 75

i““““""""""”11311211110037
 

See Se 1311011 EVEeEow {or a disc 11.931911 of N'hy claims 16 and.32 were nevm p10p11'], subjeea
10 reexamination

“Mungm 1°11 mily" 164615 10 {he famiiy 01 patents 01 1331:3111 appaieaiions ieiated to the18.0
132116111

31315 111' 1111: Ming 0113115 {11161 the 01111;: has 11-:11 111st1tuled any 0E these £2218,1a}I19“ reviews,

aithough 11111117143113? 113M. been aLeomeLi111 eaCh.

....2
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EVZ Status ei‘Cittims

Claims i, ii? 6:35., 17, 20 32-31, 33, 35 anmi.~743 have been confirmed Ne 'ither, iaims

were subject to reexattairiatitm. Cism 3 statement of (in: status of the eiaims is incorrect because

eiaims i6 anti 32 were not subject E0 reexamination. The Director found i’lG i'SEiSOfifli‘iiC iikeiihtmd

that requester wouid prevsii with res-pet:t to eiaims.2 and i3 cm which eisims 16 anti32 respectively

depend, (Order, Sept. 6, 2013a at E0~i L) Titusa elitists '6 and 32 VICE-'3 never prepariy subject to

reexamination. {Second 0A 331' 16.}

V. States of Amendments

Cisco’s statement of the status at" ziritendmerits is correct. Ne airieiidmems were made during

reexamination,

Vii Summary 0f Ciaimed Sit bjeet Matter

Cisims 1, i7, anti 33 are the independent eiaims rm appesi and the oniy independem eiaims in

the ”:89 patent White {Tisee preperiy gametes the Eangtiage 0f eiaim i, ‘v’irneEX disputes Cisee’s
:3.)

narrative summary of the eiaimed subject matter because it is inemmieE or wettest. Fer esan‘ipie,

Cisees description H'TiiiS ti e step 01" sending a, query message ti:- a secure domain same service and

the step at" receiving from tite secure domain name service a response i'nessage. (bat: (3.;1‘. 130

patent Shift-Si}, Figs. 33, 34.) Cir-serfs deseriptimi sises omits the eieim feature {if reeeivirig the
SSCUE‘fl netwerk address (,‘(1’P‘t‘é2é’p0neifih’git} the secure domain name. (See, »6,72,? id; at 523140, Figs,

33, 34-.) Cisee‘s descriptien aise inaccurately divides: the feature if sending an access request

message E0 the secure et’imputer network address: using a virtuai privaze network mmmtmi‘mtimz link.

(See. erg id. 3E52155-62 Figs.33 '34)

VII, issues it; Be Revieweti Em Agpeai

VimetX agrees with Ciseo’s statement Diitim? issues.

VIII Argumerit

The Office initiaa'iy deni-d {1st6 5 RequestEur Reexamination iii its entirety (Decision,

Dee. i7, ZGi ‘5.) The Decision was eerisistent with the "380 patent’s histery of success in district

court actions and beftire the Ctttiee iii reexamination. For example? in an action against i‘viiemsei’t

Cerporatior. in the Eastern District of Texis, a imytf-flmti‘i the asserted eiaims of Lite 185? patent

infringed and net invaiid. (Ex. A~i I) Microsoft: aise sci-tight reexamination of the WEE) patent. Aii

claims were confirmed. (See Ceritrei No: 95x’00i,27(3.)

After the Office denies Cisce’srexamination re quest, Cisee petitioned for review The

Directer reaffirmed that there was no reasonable iikeiihoed that Cisee ‘Nfl-Uid pre‘vaii en the majority

'uq

Petitioner Apple Inc. - EX. 1024, p. 61



Petitioner Apple Inc. - Ex. 1024, p. 62

Attorney Docket No. 111981111115
C01'1111'11 No. 95/0111 ,792

:11 the proposed rejecti-311s. and granted 01.211111111311111“ '111 0111}! a subset (11111:) ’180 patent ciaims

based on three issues pmpose1‘111:1 Cisee, 1111 (1'1'111111011 11'11201‘1ed K111171111. (1311:1131, Sept. 6. 21113.)

F61 10wi11g ‘1" 1111113 3 Response and (1:10;,- 31C011111'1ems afier the First Office Action. the Examiner

11111111111211! 1111 1.111116- 1'11je1t'1i1‘1115. (N61111111'1A at 1.1 1.13m appeals;- 111e Emminers 1111111111(111/111 131' 111036

rejectiens. 1363' 00811at3.)

For 211 10:151. the 113213111111 1115011:1813.1113e:'ow :11111'111 ‘1’11'1161X's 111-1313611512, 1116: Examiner (21.31161311}

1111111111ew t11ese rejeetiens‘

A. issue 1 “Khaki Bees 11101 Anticipate 151111111111 1, 1‘7, and 33

The 13312111111101 correefiy 1111111611511 1.111: rejeeiien 011312111113 17,a11d 33 under 35 U 8.5§ 102

based {11151111601 ”Second 01‘» 111 33.7; RAN :11 3~'7.)

1.. K111121111 Bees. N111 3131;111:113 “Seeding 1111 Access Request Message 113 1.111:

Secure (3131111 111111131“ Netwejrk Address Using :11 3711111211 Private Netwerk
Cemmunieafion Link"

1111': Examiner 00111-1113.- :1eter111111e11 1.11111, {611121.11 de-es 11131 disciose “sending 2111 access request

1111355111151: 10 the 56131111: computer 111211110111 address using 21 virtue! private 111311110111. e-31111111111101111011

link," as recited 111 11111111111 1, 1?, and 33. (31:11:11 13111111311113 111-311: a request for connection. encrypted with

:1 01113111; key, 1'30171’61‘81301'1115; 11'; sending 3.11 access request message “using 21 1211111111 private network

<:1‘.~11111111111‘.'1.511.111 fink.“ "153013 81'. at 8.) 1.1111 as [he 1123111111131 correetiy 111111111, 1111116111111: a request for

13011116131101} is sent 111 Kinciri 111.1111 5.1 e1ient—side proxy to 21 server‘side 13161131, 1110 £11:111side proxy 1121113

110 estabi is11e<1‘ 111111’ 10 any serverside proxy 01' 10 31136—11111" 21131Wf31‘k. {K1111’11 (1'4{15 step 3

"RCQHBSE. 1111' seamed-.111”; Second DA at 3—5; Respense at 55?.) Rather, when a request for

connection '15; sent, the proxies have 511111.115'3eg1m 1111': eingihv 111001135 of 1111111111; 111111211113

651111111511ng 3 eonneetien 1.1.1 1:211:11 ether. 1: 3180111111 0A 211 36; Response: at 53.7, desciibing the
remaining steps 1'01“ creating 11 01-11" "1’ connection.) Thus. the 1611111231 1111 91111111306011 111 K111131171 is 1161

sent using, any 111111111 private. 111211111311: 00111111118123.1101: 11111:.

The. Examiner 3151.1 00111112113! rejected {Tiseo’s 11131111111111. 111111 a 1.111e—1my 001111111micatier1

preteeted with 1: 111111111: key 12011511111165; :1 “1111111111 private 11121111011: e01111’11u11ieatier1 111111.” 1' Second GA

at 451, queting K6101:1yt1s D601 ‘11"1.3; Response at 6’71 As 1111313x11111111e1' reeegnized, 131111111; key

enervpiiora 111 Kiuchz 1113115 111.11 01:1; 1: 11‘v:#11131 private 11 121111611: 0011111111111ea11011 111111" 111 part bemuse

111': “111111" exists when a 11111.1111:~1»'.'eylp1'0titetec1 request. fer eerinec'iimi is semi. {Second 0A 1:11 4%");

Response :11, 67;Ke1:>111ytis Desi. 11*121—251 1111101131 and its 1:);1'1—211 Di. 1~Le10111ytis 21150 $131311"1'01

111111: 21 111513011 01" efdinary 311111 in 1.111: 1111. 121011111 not have binders101111 :1 mere 1301111th1301111

130111111111110111'1011 betwem unconnected eemputers 1:0 censiituie 1: 111111131 private netwm'k
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communication hnit. (Respcrisc st 7; Kerumytis Deci. 3f; 24.) Ciscn cites no expert testimcriy er

other evidence in rchttttni. And consistent with this understanding of a vittuai private network

ccrnnturiicaticn iinit, the ’ESG patent recognizes and distinguishes ectwerstionai puhiic key schemes,

such as that described in Kr'rrr‘Jhi. (Response at 7; Kercinytis Deci. “ii 25. citing and comparing the

’ i 80 patent 4016~i 4 and [titre/1i 65,)

Thus, the Examiner cerrectiy determinet‘l that Kiuchi dues not discicse “sending an access

request message to the secure computer netwcrix; ad'iress using a Virtual private netwcrk

ccrhtnunication Fink.” (Securiri 01-1 at 5.}

2. The Esrttriiner’s Analysis Regarding the “Sending em Access Request

Message” Feature Was (Surreistcnt with the 318% Patent

Cisco mistakeniy contends that. the Examiner’s eneiysis was “contrary to the "iSG patent.”

(Ciscc Br, at 9.) This argui‘nerit is based on Cisco’s h‘iisunderstttnding that if a virtual private

network communication iink exists bet‘ure an “access request message” is sent, then the virtuei

private hetwcrk communication iinlr rntrsi aim he established before the pricr step cf “sending. :5.

query message to a secure dcmairt name service . , . requesting . . . a secure cuniputer network

address cerresponding tr; the secure domain name.” {Ciscc Br. at 9.)

Cisco is incurrect. as the 180 patent does in fact discicse embodiments in which a Virtuai

private network cemmunicstiert Eink is estabiished a}??? “sending a. query message to a secure

dctnein name service,” first berm? ”sending an access request h‘iessuge to the secure ccmputer

netwcrk address.” For example, in me such cnrhr‘n‘iiniei‘it, a software module (in a ciient ccrnputer

first semis a query to a secure domain name service (SUNS) in step 313-08. (’liiO patent 5i 145—56.) in

the next step issue), the. SUNS t‘aciiitates the creation ui’ 3, VPN between the client computer and ii

secure server computer. (Id. at 52227633, “thereby creating the WW?) Atter the VPN has been

created, the SENS returns a secure nets icric address to the software in nitric on the ciient computer in

step 3410. {fill at 52:38—40.) The ciient computer then accesses secure server 3320 through the

“VPN communication link” in step 34“. (112’. at 52:55—57.) The Exaruiner"s unaiysis cf the piain

claim ianguage is ac-ccrdingiy crmsisteht with the teachings of the ’180 patent.

Mcrecver, Cisco inaccurateiy ci‘iarttcterizes the portion {if the ’380 patent it cites in its brief.

{Cisco Br. at 9, citing ”£80 patent 4i 24647.} There. a DNS proxy receives a DNS‘ ic-okwup request in

step 2.701 (9180 patent 41:24:35.} Following, a successful determination that access to a secure

ccmputer was requested and that the user has sufficient security nittherisaticns, :1 “secure VPN’" is

estahiished. (Id. at 4122547.) Ciseo characterizes this VPN establishment as a. “finsi step.” (Ciscc

Br, at 9.) But missing hem Cisco’s unaiysis is the fact that no “sending an access request message”

5J5
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occurs before the estahiishment ot‘ the VPN, as Cisco implies. Thus, this portion of the ’ESO patent

does not support Ciseo’s argument, as the. VPN is not established after “sending an access request

message." it is siso not inconsistent with the ianguage ofthe claims, which piainiy recite sending an

access request message “using a virtue} private network communication iink.”

Cisen’s arguments misread the ’180 patent and the piein claim iangnage, and are accordingiy

incorrect.

3. The Examiner’s Construction of Virtual Private Network is {Ionsistent
with the Bistrict Court’s Construction

The Examiner property found that a network is not a “virtuei private network” uniess it

provides a form of privacy. (RAN at 4, “the claim term ‘private’ modifies the claim term ‘neiwork’

and as such. Kinchi much teach the ‘privacy’ of the ‘networifi and not just. the privacy of the

ccommiinication iinit’ to anticipate the Cairns”). This is unremarkable since the ciairn term itself

recites that the network is private. Nonetheiess, Cisco aiieges error in the Examiner’s constructiom

arguing that the “iixsi‘niner adds a narrowing iimitation to the eiaiins by finding it requirement for an

entirely private network,” (Cisco Br. at 65 emphasis in originah} Nowhere, however. does the

Examiner expressiy or impiicitiy require anything other than what the ciaim says. Indeed: the

Examineris construction is based on the f’tct that “privsth” irtodities “network” in the ciaims (RAN at

4), and Cisco has not provided any basis in iogic or grammar demonstrating that “private” modifies

anything other than “network.”

Without a basis in the cieim ianguage, Cisco attempts to show error by arguing inconsistency

between district court coi‘istructiens and the Examiner’s constructioi'i. (Ciseo Br. at $6.) There is no

inconsistency, in the order initiating reexamination, the Office. noted that “the ciaini term “private"

modifies the ciaiin term “network,” (Order at 8., 15. 16.) Likewise, the tiistrict court expiained that a

virtuei private network is a “firietworit of computers which privateiy eoanmhhicate with each other

. ."" {Cisco Br. Ex F at i3. emphasis added.) Wi’iiie expressed siightiy tiit'i‘eren iy, both approaches

require an eiement of privacy for the network. which refutes Ciscrfls aiiegations of inconsistency

regarding privacy. Accordingiy, Cisco’s assertions of eiairn construction error are unfounded.

<1. Chico’s New Arguments Regarding H'i"i'P/1.ti Requests Are improper
and incorrect

r\
Cisco"s i-i'i‘iP/ifl request siziument is brand new, raised for the first time on appeal. Until

(

Cisco tiieei its appeai briefi it had reiieti on Kiuchz‘h request for connection as the claimed “access

request message." (See. cg. Reg. Ex. £42 at £344., “The request for connection is an ‘access request

n‘iessage’ as recited in the eiaim,” emphasis added.) Now Cisco contends for the first time that im

Petitioner Apple Inc. - EX. 1024, p. 64
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HTTP/110 requesttvMatter 11-van a request 11.1 15011111.etiori) corresponds tn the “access request message"

recited in ciaims i, 17, and 33. (Ciseo 131'. at 9-111.) But Cisce never proposed or obtained

reexamination based or: this-t"eaters oi Kim/1111:3121 Req Ex E—E 3111 14 ,1 Nari1.1111 Cise -:1 ever raise

this new proposed. rejeeiiora in responding to VirnetX’s 111'g111‘nentsJiSeeCemments at 1~”.2; The

Examiner 21151) never advanced any rejection based on any 11'1‘1‘13/1 .0 request. (See First 0A at 1;

Second UA at}7; 11.AN:17t1~71T11us,{1seo’snew propos111 1jeetion raised in its Appeiiant Brief

isirn31roper 3.1111 01111111'11: the scope of eppe31.31’7.CF. R. $63.7(et’)(1)4571}.

Under the regiiatinn goierning 11313313113131 briefs. “N11 new ground oi" rejection 1:21.11 he

proposed by 11 third party requester appeiiam.” 1d. The reguietion provides an exception to this rote

on:3,1 if (11 sue is new ground 111‘1':3 eetion was withdrawn by the examiner dur’mg 1111: prosewtion of

the pr11eeed.=r1g;:1nc112) the thi1d~91:111) requester has not yetrhad an opportunity to prnpi'1.39. it as a

ihirriuperty requester preposed ground of" rejection. 1711’.) That exeeptier: does not appiy here. The

Examiner never withdrew this new ground of rejection :fas it never adopted such a position in the first

piece). and Ciseo 112111 an opportunity to propose it in the Request. Aertndingiy, (Liseo s new

propose-ti reieetirmi 5 nu-tside the 311111331: 111 11313113211 antiishouid b1 dismissed

Moreover. Ciseo’s new proposed reieetion is meritiess. An 1-1'1‘1‘131“ requeet to access a:5

1111 33. Each of these ciaiins 161316;?3 a$53
'vtiehpage does 114-11. disc-lose any theatre of eiaiins I, 17.

1312111011 1111' accessing 2: secure computer network 9.1 tires5-’ wherein the 1111211 step of the method,.. .. ,

includes “sending an access reques: 111essage to the secure eomputer network address.” {31:11:11
'1')

2111']0811 1“”11310 meetest has nothing to do wit‘3‘1 accessi 3'13 :1 seware computer network address,” nor

an “access request message.”

Ciseo reiies on the 1? address of a servenside proxy as corresponding to a "secure computer

network address" (Reg. Es. E1 at i~2 13.1BiitK'irehidoesnotdescribe 21113111119716 request used

instead empi11;s a “request for         
in accessing the 1:9 ad:tress Of a server—side proxy

Connection." {Kinchi 211 65436, steps 3 and 4, evaiuating whether “access is permitted") By

eomperisnri, the tiiiegeti HTTPK '1 .0 request '5 simply a “request to access a web page" after 11 server-

side proxy and a eiient~side proxy havesireatiy t:nort13n:111:daeee.(Ciseo Br. 11}; Xizwizi at 66.

step 6.) An HTTP/1.0 request aemrdingiy faiis to disriose “atmessing 11 secure computer net‘wnrk

address." or an ‘aceess 1'1.quest message because when an 11111371713 request 133ent in 5511113711, the 1?

address of the server—side proxy has eiready been accessed via a request for conneetinn. (K111117711 at

65456, eomparesteps 3 and 4 with 53.1 61

B. Esme i _ Kimhi flees Not Anticigmte {iaims 1'1,".3, and 3"?

The Emmi nei' properly withdrew the rep;etiin of 1113111151 1?} 2'2, and 37 based on It'iuchi.
r7I1
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{RAN at 7—9.) Ciseo mischeracvrizes the Examiner’s position in claiming that the Examiner agreed

that Cuti'i'i‘i’ version information (3e, mereiy the version number) eonstitttted a ”predetermined

ievel of service.” The Examiner never agreed with Ciseo’s argument. (id. at 845’.) The Examiner’s

 
withdrawoi or the rejection shouid aceordingiy he ' rrned, as {Tiseo presents no arguments

regarding the “version irithrrnationn to the contrary.

(7. issne 1 Whittaker? Does Not Anticipate Ciaims 8, 24, and '39

The Examiner properly determined that Kittehi does not diseiose a “moving window or"

vetoes,” and rejected Ciseors arguments as “premised on an erroneous claim construction.” (RAN at

9&0.) Ciseo‘s argument in its Appezsi Btiet‘ again improperiy reads the word “window” out of the

Claim term “moving windows] of ‘vaiid vetoes,” eohtending that “the Chaim merety recites a ‘moving

window,’ anti thus. . . . it does not matter how the honor: mines vary from one to the next; it is enough

that they are moving.” {Ciseo Br, at. £243.) To the contrary, the claim language states that it is the

“window of 'eliti values" that is moving, not any particuiar notice vahte. Moreover, as the Examiner

and ‘v’irnetx’s expert explained, Marsha? nowhere diseioses comparing a nonee retire to any “moving.

window," and in that there are many different ways that at hit-nee value cottio be checked other than

comparing it to a “moving window of valid vaiues.” (RAN at 9—H}, citing, Kerorriytis De 1. “El 39~

3‘3.) Thus, the features ot‘eiaims it, 24, and 39 are neither disclosed by, nor iuhereht in, Kinchi.

33, issue i ~Kiuchi goes Not Antieipate Ciaims 13, ES, 2%, and 31

The Examiner eorreetiy withdrew the rejections of" cieirns 33¢ 15, 29, and ‘31 based on the

paten‘tabiiity ot‘eonfirinetl ir’tdepehoent Claims. 3 anti 1’], but iueorreetly found that Kitschi discloses

the various Features ofciainis l and i7 oeturrlng “at the client computer" or “performed by a (:31th

computer.” (RAN at. ifi~i 6.) in particular, the Examiner ineorreetiy interpreted ‘Virnetix"sr arguments

as relying on a “i‘irewaii” feature to distinguish Knight, rather than reiying or: the separateness of

Kiuché’s client computers and its proxies (13.3., the Ci’erit— and server—side proxies}. (See id at to.)

A person of ordinary skiil would not have understm‘n‘i Kitzchi to disclose a chant computer

that performs the features ot'K'a’nchi alieged to correspond to the steps of claims i and 17. {Response

at 12ml}; Keromytis Deal. W 36-39.) For exampie, Eiseo and the Examiner only contended that the

Ciiemnride proxy reeeiving the l‘P address of the serverside proxy corresponds to the shunt feature of

“receiving from the secure domain name service a response message: eontslrzihg the secure network

address eorrespt’mding to the secure domain name.” (Reg. fix F—E at l2~i3g First 0A at 1.) thus, no

client computer in Kiuchi performs the steps allegediy corresponding to claims 1 and i7. Claims 13,

i5, 29, and 31 are acoordingiy patentabie for this additional reason.

A eiient computer and a client—side proxy also cannot properly Le oonfiated, because the

8
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tirewaii setup tit" Kiitaziii iiiustrates that a eiieiitusi tie. pmxy and a -'1ient computer are nothe: same

607751372218}: fKeiOitiytis Deci. ‘1‘ 3733?"; citing Kiztchi 61?; Response- at 12 13.3 Mach: 5 (‘ HE‘TP

system is speeifieuiiy designed for pi‘Oxy-tOuproxy security (rattiizi‘ than Bnd~it.?-€E1d security), {K'iuchi

at 67363), and user ageiits/eiient cm‘i’zputers anti migin servers are accordingiy 27173th from much (71"

the (‘—EE-i'H1” setup preeessbetween the pmxies. (id. at 63-67).

E, Remaiiiiiig Withdrawn Rejectiams 7597:" issue i

The tzixaitiiner Ctiri'ectiy withdrew the remaining Y‘ijfiCiit'3YiS presented in issue i, at ieast

because the ciaims involved in those proposed rejections {4, 9, if}. 12, 14, 2.0, 24, 26. 28, 30, 35, and

40,7 depend from (.7776: 171' more aiiowahie eittims. i(823), 6.g RAN tit '25.)

33".. issues 2 watt 3 Objective Facts Bemenstra’te Neiitibvieusuess

The Examiriei cermetiy withdrew iiat: obviousm.5s rejectitms 0t Ciaims 7 ii. 2.3 27 38 and

4-1, at ieztst because. they depend from Ont: or more fiiiOWéibie ciaims. (Sfifé’ id.) These claims are aim

pateiitabte because severai objective facts den‘imistrate iioiiobvieusness.

These tibicetiw facts are 50177etimes caiiedsecondary 00175idemtimisf’ 1711: they are not

merely aftertheughts 01‘ rebuttai evidence. Instead, they “guard as a check against hindsight

bias’ and they must be ceiisideiied be ore ever teachings wnciusion of obviausncss. In re

1’ixdwenmpims’ya’ra etixte.mi{Release Capsziie 73°53’16th Litig, (776 F.3d 136.3, 1079

(Fed. Cir. 2912). Semndary Lonkidemuum supporting iimmbviiiiisness include ltiiig—feit need,

t’aiiure at" what‘s 837163;;.cism. commercial success. ,Efi’lt'i praise and. aeee_;.7tatiee by Others in the

tieitl. Graham 7). John Deere Ca, 383 US. 1 {1966); 17/113333), § 2145. Each Of these

considerations applies to the clairtis in issues 2 and 3.

1. Langiteit Need, Faiiure at ()thei's.Skegtieism, t:mnmeaeiai Success.
and Piaise and Acceptanee by Hitters Deme‘mstmte Nanebvieusness

7 '71'7

Lift/lg-f‘éli . . eez‘i

Deiiititistrating a icing—f6“ need. the 6:amputeeseetii'ity anti. internet-secutity indiistties

have 36mg sought. ways ti‘i etiiiveiiieiit‘iy estabiisii secure Ct‘ati‘ltflunicmicfl links, smash as VPN

communication limits. At the time (if the efectiwe tiiitig date Of 11123180 patent, 37:39.33 widely

recognized that provia‘iing secure remote access to 27 LAN 01' WAN was extremeiy difficult for ET

support. desks. (Shem Deci. “‘13" 8., 11; 352K. 8-4 at i.) it was “a nightmare flit support desks.

Staffiets never knfejw what combination of (Ii-‘13, matters, <.7;7ei'atiiig system and software

eontig;iratien they [VJQIC] going U) have 147 support:and adding the cemmeuiaiiy 5.72.177 iabie ViPN

software oniy made fitters weme. (Sheri Desi, “5; 11; 33.x. 3—4 at i.) The computer and interact

Si
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security industries were tweed 10 cheese 1113111112611 2111 easyuteflise sysie111 and 39.183111 with 1116:

security 1;? 11 VFN, but they 111111111 1101: have 110111. {Sheri Dee}. “SW; Ex. 3-4 :11 112.} 'E’Eie

iiweiitiens claimed in the ’180 patent 130111111116: 110111 the ease 01911313 and the security aspects of a

VFN. with-{1111 sacrificing 1311:: 01 the ether. 3‘11. way they tit) 11113- 15; 1i11‘011gh 31 1111131111161 £1.11“

accessing a 5131:1111: 11011119111111 1,1eiw01‘11‘. address that involves estabtishing 11 VPN communication

link. and 111.1111 sending 311 access 1‘1(11.11151 111mmge to 3. seeme 1101111311161 1112111111111 address using the

WEN ee1111111111icati011 Eink. (Short Bed. “EE‘EE 3, 9; E21. 3—4 at 1—2; 13621. Bel at L2.)

Before the imienfiens cEeimeiE in the ’180 patent, there was 21 1111111111111. need for :1 system

'iEiat 11011111 estabiisii a VPN 1301111111111iea'1io11 link in 21 simple and streighttbrwaid 111111111111, (1:1 “11

*etuiion that wee difiim 11 for 3.11 e11d~11ser 10 empiey would ii ieijy kid to 11 1111111: 0171.136 01'

1111;011:3111 use.” {53110171 Dec}. fl 3.) As 0111.1 exmnpie of the manifesiaiinn at the Eengfeit need. the

Deféese Advanced“1xe :11: arch. Prej $1519 _,kgeecv "T1AR‘PLX :1 1111111611 .I'arieus: reseaeh programs to

further the science and teeimeiegy 13f i11f<11111ati1111 assurance and survivability. (111]. at “[135] 415; see

Ex. PM at VNEE”?00’3‘9102 31‘)3/1; Ex. .E-‘B.1 at VNETGUAEIWM 284. '98~2991 593., 625.} One

SllCi’i program, “Next. (31716111111311 11116111131,” £2611ved appnmmateiw $130 111113011 11.11 funding

between:9983 1111112000 {Shaft Dec}. f4' .8— i at XINETOOZE19302, 3E?‘~321.)

Reeeg11in rigthis Tong—41311116111111}?these imentieiis bothE11~Q163 E1 venture '1apiiai firm

that invests in companies deveioping cutting edge teehneiegy, and. SAM. {Elie miginat owner at

the ’ESO pat-1:111} 211110 spent signifiemii resources; on their deveiepmeni. (Short Bed. 211‘. fl 651".)

111 fact, 111 the year the inventions claimed in the. ”180 patent were developed, SARI 31.16.11,:

apprexima’iciy 35% 0111:; research £11161 developmem budget. for that year 311 tieveEoping these and

0111111 Simiizir 11'1'1I'e111i1ms. (111’. at ‘1: 3".)

Faiiitre offlfhers

Given 1he iii-ngmfeh need in the E11d115111'y, ii is 11111 surprising others attempted 111 create 1111

easyuteuuse VPN seietisiin. 'E‘Emse attemptg feiied. E(11 example. ti1e.E§A.E?E)/1uf11nded1eseareh

programs discussed 111111170 "e11 {311 5.131011 0T the ciaimed inventions 111'. the 180 1311113111 (Ed. at.

1E€E4~i 1G.) One such 11111111111111, “Dynamic Coalitions,” was speeificatiy created is acidregs the

at11ti13 UT 11111 31.11.11111e11t of Defense 10 1.11.16Edv and easfiy set 11;} 511301116 eemmumea‘iiens ever

.1   the i111e11‘1e1. (id. at i Mere 1111111 15 1111131190115 nigenizatiens teek part E11 the “Dynamic

Ceaiitiens” research 35110111721111, E1111 11111113 of 11111111 came up with 21 301118011 in the reievaiit time

ft311‘“ that was even (.2315?e to pim'idingiEie ease (it use 01 the minibus provided in the Claimed

‘10
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1111'111111115 of 1.1113 180 1311113111. (111.: 1:3x. B3211‘- 41 They 11111 11111. 11131761133121 39111110111113:111101111311

user 111 easfly 211111 convenienfly enable seeme 01.11111111111ica11m1s. {$11011 Dec}. 3115.; I131. 861 111

1 4) By 1%111p10yit1g 11 11161111111 f1:1 EEC-2363511.} g 21 seem'e 031111101131 1131111114 2111111135 that involves

establishing :1 V E’N 00111111111111.1111011 1111k 2,1151 then 5311111111; 1111 access request message 1:0 11 seeure

01111111111131 1131121011; {1311111353, using the VPN :301111311'111:11<;2111011 11111-1. the 11111311110113 cf the ’181.) paten‘L

51111131118211 W1} ere 1111151311111 (S11111. 13ch “1:111. Ex 13 1 111} 2)

Sirpric'm

Given the. 3.1111113 cf 011113751 11': achieve 1110 feats 111211711: 13133311311”: by the inventions 0f the

’1811 113113111. the techneiogy of the “181") 1121113111, was 3130 met 1171111 33113111101511: by these skilled 111

the art who learned of the patented. 11’W81‘1T1DHS. (8111111. [310111. “J 15.) For example. a [EARPA

program managm 1111511111311 1.111s 131511113 001111101111113. 1.1.1't11e ’130 1311111111 1311211 technoicgy disclosed

111 the180 1121113111'11'1111111 1113117111111 1111111111111. (107.) E‘s/IOTQDVEZI‘; the 11‘ offices of many Earge
30111131111.133. and 11131.1t11t111113 6Y3)?»e11 meptmsm that s301110 01111116080111; 0011111 131/111 be 131151111811

easily by 11313111211 0011113111131 11%;”; (Id): T110 skepticism is underg'izmdabie. 1151 the 17131111011.

11114311110115 (11311113 ‘180 patent we1'e contrary to the 211313.013th 1115110111 311 the time 0131111: inventions.

(10’... 211. “J 13.) ihere was :1 11131121111113 u11de1sta11di-.g 111 111:: industry 111111. 13112111113 security 0011111

only be achieved through difficult—tonpmvigi1111 VPNS £11161 1113.1 easy—te—set-up (3111111313110113 0011111

11011313 secure. (1:61.; 5'66 111.10 E11. 13—51.":
1

Comma/£1111" 511661213

Due ts the b1'eak1h1‘0ugh the 1111781110115 of the 181) patent 1101111311311. the 011111110121

inventions have 0.111111101113611 cmnmerewl success. with 111111111313 00111112111165 Eieensing the

teehneie--7y f111 example, Safe\‘et, 311311111111; pmvidm 0f111tc3111et see1111‘1v technology that.15 the

1 e 1:11:10 standard 111 the. VEN 111111151150 6111611311 1111.11 21 1111111111113 iicense with the 0171911211 111131131” of

the “181) patent in July 2002. (Short Dee}. 1112.} SafeNet 1106311556311 the patems because of

features d130111sed and 1312111111321 111 the pate-111:3,11110111'd111g 1110.913 11111111211131? claimed 111 the 180

{12116111 1131'.) 81111111113y}.M1emsef1 C01p012111011; .‘1'113111113’8’1, 11113.; M11131 Networks (71111301011011;

NEC (30113015111011; 211151 NBCLCexporation of A1111e1'1e21 have entered 11110 131311111110 111313113133 that

11101.111'1et11e ;180 11313111. (Id)

Praise and .040:91:18;1161) E11) Citizen

Th1me 111the 11111112113)have 3130 111511311111131:1've11111'1118 0111113111}; stati mg 1111311 praiee 111 b"

11
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demonstrating praise through their 9011111101, such as by investing 111 the technemgy er licensing it.

101 exampie, SA1C 11111632111311 3 dispropofiionatth large pe1eentage of115 111351111=1 resources int11e

tee1111o1egy. (5311011. 1113121. ‘11 7.) Sat‘eNet and Mierasefi have 110th 1111111156311 the teehneiegy. (Id. at

“1111 12, 16) A study dent: by CSMG praised the invent1n11s. 1152’. at 8‘J 16. ) And 11111 R1111 at

Network 80111110115, w1'1ie11 was eventuafly 'equired by Verisign. praised 111111 expressed

signifieam interest 111 the teehno10gy and we 111d have invested but 1‘01 11 change 111 e1rc11111stanees

at his company. 117111.) E11911 1‘11“ these the1501311101111 21y demenstmtes that the chimed inventions

were not merely obvious variat1ens 01'ea‘r11e11e131111010g..11151131111 they 1ep1ese111 a breakthrough

that has 11ee11 wide1y adopted.

2. The Examiner Encarreetiy 111se1‘111111ed the Evidence at
Nenehviausness

Desp1te being 1.11ese11ted wi-‘11 a wea1t11 1‘11 wtdwnee the 13111111111171‘ drspensed with these

facts 11y m1tte1‘1d11‘1g that theJev1t1e11cee} 121131113 the reqtdsite nexus with 1111‘: 131111111611 1anguage.”

(RAN at 20-24) 111-: 21130 set 1701111 an ineerrect 1eg111 test 1131 Whethei 11ee115111g supports

no11011v10usness. Aee1‘1rd1ng1y, the Examiner primarily erred 111 two ways: 11) finding 110 nexus

between the facts and the 111111111311 inventian; and1’2‘1 creating unreasonabk standards 1’01

determining Whether iieensing s11 ppntts nonobviousness.

.11. ’1‘116 Examiner Erred by 11‘1nd1ng Ne Nexus Between the

{fibjeetive 11111115111111111: et‘Ns‘ntnnvieusness and 1111:
{711111111111 11111131111111:

White the 011111111; as a- w1101e define the invention, the c1aime11 inventinm genetafly

1161111111 113 methods and catnputenreadabie media for accessing a secure computet network

address by “sending an access request message to the secure computer netwntk address using a

vittttat ptivate netwerk eomrnnmeation 111111." As the ‘1 811 patent extflains, 11115; 1131311111un 111101115

11 user to 1111tia‘te the creation 01 aVPN 131311111111111131111011 111111 1121111311 is estabfished befere

assessing a secure computer netwmk address. 1 ‘180 patent 52:2’733.} 1112111011111g a use1 to

easdy establish a VPN connitunieation 111111 befbte1 ess111g a secure commuter network address,

11115 technique 11ti1izes tep—1eve1 11011111111 names as Manned 111 0191111111 1 1, 2'7. and 41. (111’. at 51:415—

511.) '1‘11e ’181‘1 patent. 11.1.111‘11‘51' specifies that “[ereferaNy. $1112.11 a VPN e1‘1111.11111111eat1011 11111: can be

based 1111 . . . an 11‘ address napping, regime that pseuderandnnfly changes 11‘ addresses in

geekets,” as chimed 111 claims 7’, '23. 111111 '38. (id. at 51:5257 :1 Aeeerd‘ingEy, the 111-1111111111
e0

chimed in 1111:. ’180 patent a11ews a user to easiiy estabiis11 a V1‘N (ammunieatien 111110"- --a feature

12
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not found in the prior art. Vii'netX’s evidence of secondary considerations is dii‘eetiy hinged to

this benefit, which flows from the ciairned features and thereihre has a nexus with the eiaiined

invention. {See genemzzf 3/ Short Bed, i'epeatediy addressing this benefit.)

The Examiner found that Virne‘tX’s “evidence, howeven is given very iittie weight

because it iaeks the requisite nexus with the claim iiniitatitm,” (RAN at 22v, 23‘) The Examiner

is incorrect. Each ot‘ the eiaims recites teatures that aiiow a user to easily establish a VPN

eomninnieatitui iinit‘. VirnetX’s ciairns are directed to teatures that aiiow this to happen,

ineiuding the sending of “an access request message to the secure computer network address

using a virtual private network eommunieation link.” This tetituie is found in every claim of the

”135.) patent and is not limited to a single eiaiin in addition, "v’irnetX’s arguments are not limited

to that feature. cher aspects of the claims aisu suptfsort this easy VPN creation, including the

use nitopdesei domain names and a computer network. address hopping regime.

The Examiner infovideei only a short expianation 0f witty he found a nexus iaehing, but it

appears that the iiixaniiner may have teurni no nexus because the evidence does not use the

identical iangusge recited in the eiairns. The Examiner reiied on no authority requiring identicai

iangnage, however? and in fact such identity is not reqtii‘ed. Rather? the 'ii'ederai Circuit has

repeatediy found a nexus where the evidence of secondary considerations pertains to benefits

flowing from the claimed invention, even if those benefits are not expressly recited in the claims

See, eg, in re Cyclehenzaprine Htidroehioride Extersded—Reiease (inmate Patent Ling, .676

F.3d at 1083 Gongwfeit need for a pharmaceutical product that did not require rnuitipie daiiy

doses, which was a feature that flowed front the eiaimed invention, supported nonohviousness);

TrttnSOCenn (Wihore Deepwater Drifting, 699 PM at 1354 (iong~feit need for greater drilling;

efficiency: which flowed from the claimed intention, supported ncnohvionsness). Consequentiy,

the iiixaininer was incorrect in not finding a nexus between the evidenee and the eiainted

invention.

b, The Examiner fitted by Appiying an Unreasonahie

Standard for Evaluating Lieenses

'iihe Examiner heid ‘v’ii'netX’s iicensing proof to an unreasonable standard not required by

iaw. The Examiner reiied on speculation that other “mar et factors” may have led to VinietX’s

licensing of the ’180 patent tn i‘v’iiei'osofti Sat‘eNet, Aastra, Mite , NEG Corporatitm, and NEC

Corporation of America (RAN at 22.) For example, the Examiner contended that perhaps

“superior business, acumen or marketing” or “a desire to avoid the costs of iitigation” precipitated
.w
3
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the licensing egreenten 5. (Id. at 22-24.) The Federal, (Iiiteuit, however? has found licenses to

support nonohvieusness without excluding all pessihle alternati 1e motivations fer entering into a

licensing agreement. For example, the Federal Circuit has found licenses to support

nenebvietisness where the license paymerts exceed litigation eests. ill/anseceait Q’fl‘slhere

Deepwater {killing}. 6% F.3d at 1353 {“1116- licenses reflect the value at the claimed invention

and are net setely attributable to litigation”), When reyalties under a license dramatically exceed

litigation costs, one cannot say that the license was entered solely to avoid the cost of litigatien

or t0 buy peace. See id. The $200 million Miemsoft paid to license VirnetX’s patents, ineluding

the ’lSi’l patent, far exceeds litigation costs. {Short Deal. fit 12.) In fact, the jur'yls verdict against

Miemsoft on some of the Manger patents was ehty $100 million (id; Ex. A—l), s0 teliereseft’s

payment at $200 million is not only greater than its litigation costs, it is eiso greater than the

damages it owed has it on. the jury verdict. ”.t‘ltis demonstrates that. Microsefi sew value in the

patents beyond What it owed t‘lttt‘: to litigation. Accordingly, the Eieenses support

neno‘ovimtsness.

in addition it) the tease-es discussed above that distinguish the claimed tnventlens from

the prior art. the Beard should also reverse the Examiner’s ebvlousness rejections lesed on

VtrnetK’s extensive eVid enee (if namelwiousness.

IX. (Tenelnsion

For at least these reasons. new); requests that the Board affirm the Examiner‘s withdrawal

et'the rejections discussed above and confirm the petentslvility (fell claims under reexaminatien.

Respeett'u'tly submittedfi

FlNl‘l EGAN. HENDERSON, 337A RABOW,
GARRETT 3; DUNNER LKLP.

Date; : .lnly ‘29, 2m 3 Bywwgflw‘ " p11}: Balm:
Joseph E Palys

Reg. Ne. 46,508
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characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DOIEOI903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
Ifa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Inter Partes Reexamination of US 7,188,180 — Control No. 95/001792

Requester Cisco’ s Appeal Brief
 

1. Real Party in Interest

The real party in interest is Cisco Systems, Inc.

11. Related Appeals and Interferences

There are no prior or pending appeals or interferences involving the ’ 180 Patent.

The ’180 Patent is or has been the subject of the following pending litigations:

 

Styling Number District Filed

VirnctX Inc. v. Apple Inc. 6-13-cv-002ll TXED February 26, 2013

VimetX Inc. v. Cisco Systems, Inc. 6-10-cv-00417 TXED August 11, 2010

VimetX Inc. v. Microsoft Corp. 6-13-cv-00351 TXED April 22, 2013

     
In addition, the ’180 Patent is related to—and shares some common claim terminology

withithe patents in these pending inter partes reexaminations:

Control No. Patent No. Status as of June 28, 2013

95/001679 and 6,502,135 Office Action (Mar. 12, 2013)

95/001682 (merged)

 

 

95/001714 and 7,490,151 Awaiting next Office Action

95/001697 (merged)

95/001851 7,418,504 Right of Appeal Notice (Jun. 25, 2013)

95/001788 7,418,504 Right of Appeal Notice (Jun. 25, 2013)

 
 

 

 

95/001856 7,921,211 Right of Appeal Notice (Jun. 25, 2013)

95/001789 7,921,211 Right of Appeal Notice (Jun. 26, 2013)

95/001746 6,839,759 On Appeal

95/001949 8,051,181 Awaiting next Office Action

 
 

Finally, the ’180 Patent is related to—and shares some common claim terminology

with—the patents in these pending inter partes reviews:
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Inter Partes Reexamination of US 7,188,180 — Control No. 95/001792

Requester Cisco’ s Appeal Brief
 

Patent No. Date Filed

6,502,135 June 12,2013

Case No. 

lPR2013-00348 

11311201300349 6,502,135 June 12, 2013 

IPR2013—00354 7,490,151 June 17,2013 

1pR2013_00375 6,502,135 June 23, 2013

lPR2013—00376 7,490,] 51 June 23, 2013

lPR2013-00377 7,418,504 June 23, 2013

 
 

IPR20l3-00378 7,921,211 June 23, 2013

   
 

111. Status of Claims

Claims 1, 4, 6-17, 20, 22-33, 35 and 37-41 are subject to reexamination and presently

stand confirmed. No other claims are subject to reexamination.

IV. Status of Amendments

No claim has been amended, and there are no pending proposed amendments.

V. Summary of Claimed Subject Matter

The ’ 180 patent has 41 total claims and three independent claims—claims l, 17, and 33.

Claim 1 describes a method for accessing a secure computer network address, while claims 17

and 33 are directed to a storage medium (claim 17) or an apparatus (claim 33) with instructions

for performing substantially the same method. Thus, the body of each claim recites method

steps.

At a high level, the steps of the independent claims include receiving a secure domain

name, sending a query message requesting a secure computer network address associated with

the secure domain name, receiving the secure computer network address, and sending an access

request message to the secure computer network address. The access request message is sent

using a virtual private network communication link.

Claim 1 is representative:

1. A method for accessing a secure computer network address,

comprising steps of:

Petitioner Apple Inc. - EX. 1024, p. 87
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Inter Partes Reexamination of US 7,188,180 — Control No. 95/001792

Requester Cisco’ s Appeal Brief
 

receiving a secure domain name;

sending a query message to a secure domain name service, the

query message requesting from the secure domain name service a

secure computer network address corresponding to the secure
domain name;

receiving from the secure domain name service a response

message containing the secure computer network address

corresponding to the secure domain name; and

sending an access request message to the secure computer network

address using a virtual private network communication link.

VI. Issues to be Reviewed on Appeal

Requester—Appellant Cisco appeals all of the proposed rejections for which reexamination

was ordered but now stand withdrawn or not adopted by the Examiner. Although Cisco

proposed various grounds of rejection, only the following proposed rejections, based on Kiuchi

as a primary reference. are being considered in this reexamination:

Rejections based on Kiuchi

Issue 1: Claims 1,4, 6, 8—10, 12—15, 17, 20, 22, 24—26, 28—31, 33, 3- , 37 and 39—40 are

anticipated by Kiuchi under 35 U.S.C. § 102.

Issue 2: Claims 11, 27, and 41 are obvious over Kiuchi under 35 U.S.C. § 103.

Issue 3: Claims 7 23 and 38 are obvious over Kiuchi in view 09 9

103.

VII. Argument

f Martin under 35 U.S.C. §

The Examiner initially (and correctly) rejected all of the claims subject to reexamination,

but then withdrew those rejections. As analyzed in greater detail below, Kiuchi and the other

prior art references teach the limitations of the claims. The Examiner’s decision to withdraw the

rejections was based on the Examiner’s addition of an erroneous and improper narrowing

limitation. The Board should reverse the Examiner and reinstate the rejection of all claims

subject to reexamination.

A. Overview of Kiuchi

In 1996, researchers in Japan developed and deployed a new system to facilitate secure

communications among hospitals and related institutions. The system allowed members of a

-3-
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Inter Partes Reexamination of US 7,188,180 — Control No. 95/001792
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closed network to easily and securely share patient information and clinical trial documents over

the Internet. This work was described in detail in “C-HTTP — The Development of a Secure,

Closed HTTP-based Network on the Internet,” by Takahiro Kiuchi and Shigekoto Kaihara

(hereinafter, “Kiuchi”).

Quite similar to the ’ 180 patent, Kiuchi describes technology for establishing secure

network links between computers. To accomplish this goal, Kiuchi describes a system with “a

client— side proxy, a server- side proxy and a C-HTTP name server.” (Kiuchi, Abstract.) The

proxies reside on a firewall at each hospital or other institution, and they “communicate with

each other using a secure, encrypted protocol.” (1d,) Thus, the communications between the

proxies use an encrypted channel. Kiuchi’s system also includes a secure name server, called the

C—l-lTTP name server, which assists the proxies in locating each other’s network addresses.

Kiuchi teaches that a client-side proxy initiates a secure connection by first sending a

request to the C—HTTP name server for the IP address of a specified server-side proxy. Kiuchi

teaches that the server names resolved by the C-HTTP name server are not conventional domain

names I

In a C—HTTP—based network, instead of a DNS, a C—HTTP—based

secure, encrypted name and certification service is used.

(Kiuchi at 64 (emphasis added).) For example, Kiuchi provides example names for the client-

side proxy and server—side proxy that are not conventional domain names:

I} {‘ilientvsida pro}?

Manama: {IniversiigbiTokyo.Bram:hfinspfial
IP address 130.613.111.111

2'} sewer-aside proxy _.
Manama: Coordinatingilemrfismfi
IP address: 133:3.69223223

port number: 86%}

(Kiuchi at 73.) Kiuchi’s example domain names end in “.l-lospital” and “.CSCRG”, whereas

the ’180 patent states that standard domain names must end in “.com, .net, .org, .edu, .mil

or .gov.” (’ 180 Patent, col. 50, l. 18.) Thus, the domain names taught by Kiuchi are not

conventional domain names that could be resolved by a conventional domain name service.

Rather, they can be resolved only by the C-HTTP name server.

After the C—HTTP name server responds with the IP address, the client—side proxy sends

an encrypted connection request message to the server—side proxy:

-4-
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A client-side proxy asks the C-HTTP name server whether it can

communicate with the host specified in a given URL.... If the

connection is permitted, the C-HTTP name server sends the IP

address and public key of the server—side proxy and both request

and response Nonce values.... When the C-HTTP name server

confirms that the specified server-side proxy is an appropriate

closed network member, a client-side proxy sends a request for

connection to the server-side proxy, which is encrypted using the

server-side proxy's public key. . ..

(Kiuchi at 65 (emphasis added).) The client— side proxy also sends further communication

requests to the server—side proxy, using encryption to protect their privacy:

6) Sending C—HTTP requests to the server—side proxy (Fig.1 _
kg)

Once the connection is established, a client—side proxy

forwards HTTP/1.0 requests from the user agent in

encrypted form using C-HTTP format.

(Kiuchi at 66.)

Kiuchi further teaches that the secure, encrypted communications between the client— side

proxy and the server- side proxy form a “virtual private network communication link” as recited

in the ’180 patent claims. For example, Kiuchi describes the secure connections among

computers as forming a “closed HTTP-based virtual network” that serves as a more flexible

alternative to privately leased circuits. (Kiuchi at 69.)

B. Issue 1: Kiuchi Anticipates Claims 1, 17, and 33

Claim 1 recites in part, “sending an access request message to the secure computer

network address using a virtual private network communication link.” Claims 17 and 33 recite

similar limitations. The Examiner focused on this limitation in withdrawing the rejection of

these claims as anticipated by Kiuchi. In particular, the Examiner stated that Kiuchi failed to

teach “privacy” of the “network.” (RAN at 4.) The Examiner also stated that a message from a

client—side proxy to a server—side proxy is a request to establish a virtual private network

communication link, and therefore cannot be transmitted using such a link. (RAN at 5.) Here,

the Examiner’s analysis and conclusion are incorrect.

1. Claim Construction for “virtual private network”

In litigation involving the ’180 Patent, the Patent Owner has asserted that a “virtual

private networ ’7 is a “network of computers which privately communicate with each other by

encrypting traffic on insecure communications paths between the computers.” (Ex. F at 13.) In
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a first federal district court case, the court agreed and adopted this claim construction. (Ex. B-4

at 10.) The court also found that the words “communication” and “link” were readily

understood, and therefore the phrase “virtual private network communication link” did not

require construction beyond that already provided for “virtual private network.” (Id. at 25—26.)

In a second case in the same court, virtual private network was construed as meaning a “network

of computers which privately communicate with each other by encrypting traffic on insecure

communications paths between the computers where the communication is both secure and

anonymous.” (Ex. L at 8.)

In this proceeding, the Examiner improperly added a narrowing limitation to “virtual

private networ ” and “virtual private network communication link” that did not exist in either of

the district court cases. The Examiner did not address or acknowledge the courts’ claim

constructions, providing instead the following statement:

Upon examination of Kiuchi, it is found the claim term 'private' modifies the claim

term 'network‘ and as such, Kiuchi must teach the ‘privacy‘ of the ‘network‘ and not just

the privacy of the ‘communication link’ to anticipate the claims.

(RAN at 4.) In this analysis, the Examiner adds a narrowing limitation to the claims by finding a

requirement for an entirely private network. In contrast, the courts constructions expressly allow

the claimed network to have “insecure communication paths” so long as the computers are still

able to “privately communicate with each other by encrypting traffic.” Neither the district court

nor VimetX’s own proposed construction interpreted the claim as requiring “‘privacy’ of the

“network’” as the Examiner did. Since the Examiner added this narrowing limitation not found in

any court’s claim interpretation, it is irrefutable that the Examiner improperly limited the

meaning of virtual private network.

2. Kiuchi teaches “sending an access request message to the secure computer

network address using a virtual private network communication link”

under the broadest reasonable interpretation

The Examiner’s erroneous claim interpretation led to the incorrect decision to withdraw

the rejection of claim 1 as anticipated by Kiuchi. As more fully analyzed below, Kiuchi teaches

sending an access request message using a “virtual private network communication link” under

the broadest reasonable interpretation, which must be at least as broad as the claim

interpretations advocated by the Patent Owner and adopted by the federal courts.

-6-
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The Examiner demanded that to anticipate claim 1, “Kiuchi must teach the ‘privacy’ of

the ‘network’ and not just the privacy of the ‘communication link.’” (RAN at 4.) In contrast,

under one federal court’ s interpretation, as long as communications across a link are encrypted

when they transit an insecure communication path, the link is a “virtual private network

communications link.” (See Ex. B-4 at 10.)

a) Kiuchi teaches “a virtual private network”

Under the broadest reasonable interpretation of the claim, Kiuchi teaches a “virtual

private network.” Specifically, Kiuchi teaches “secure HTTP communication mechanisms

within a closed group of institutions on the Internet.” (Kiuchi, Abstract at 64.) Each institution

is “protected by its own firewall,” and Kiuchi teaches encrypting communications between “a

client—side proxy on the firewall of one institution” and “a server—side proxy on the firewall of

another institution.” (Kiuchi at 64.) The proxies “cormnunicate with each other using a secure,

encrypted protocol (C—HTTP).” (151.) Thus, Kiuchi discloses a network of institutions in which

computers privately communicate by encrypting traffic over insecure paths, such as the Internet.

This network of privately communicating institutions is, under the broadest reasonable

interpretation, a “virtual private networ .”

b) Kiuchi teaches “a virtual private network communication

link”

Under the broadest reasonable interpretation of the claim, Kiuchi teaches a “virtual

private network communication link.” Specifically, Kiuchi describes a variety of

communication links between computers within Kiuchi’s closed group of institutions (e.g., the

“virtual private network”). These communication links, occurring within the virtual private

network and over the Internet, are encrypted to en sure the privacy and security of transferer

information, such as patient information. (Kiuchi at 64.) One such communication link is used

to send a request for connection sent from a client-side proxy to a server-side proxy:
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3) Request fiat connection to the sen-fireside proxy

(Appendix 3. c)
When the C-HTTP name server confirms that the

specified server-side proxy is an appropriate closed
network member, a chem—side proxy sends a request. for

connection to the server-side proxy. which is 611%”th

using the serveruside proxy‘s public key and contains the
Clicntusidc pmxy‘s IP address, hostname, request Nance

value and synnnetric data exchange key for request

encryption.

(Kiuchi at 65.) As stated in the quote, the request for connection is sent “encrypted using the

server-side proxy’s public key.” (1d,) Thus, the request for connection is sent, under the

broadest reasonable interpretation, over a “virtual private network communication link.”

c) Kiuchi teaches “sending an access request message to the

secure computer network address using a virtual private network

communication link”

Under the broadest reasonable interpretation of the claim, Kiuchi teaches “sending an

access request message to the secure computer network address using a virtual private network

communication link.” Specifically, Kiuchi describes how a client-side proxy sends an encrypted

request for connection to a server—side proxy. The request for connection is an “access request

message,” and the server—side proxy is at a “secure computer network address.” The request for

connection is sent, under the broadest reasonable interpretation, over a “virtual private network

communication link.” The interpretation applied by at least one federal court provides for a

“virtual private network communication link” wherever computers privately communicate with

each other by encrypting traffic on insecure communications paths. (Ex. B-4 at 10.) Kiuchi’s

access request message is a private communication sent in encrypted format from one proxy to

another over the insecure lntemet. Accordingly, Kiuchi’s access request message is sent “using

a virtual private network communication link” under the broadest reasonable interpretation.

Thus, Kiuchi teaches the claim limitation.

The Examiner incorrectly concluded that Kiuchi lacked the “sending” limitation because

the identified “access request message” is a request for connection, and there is no “established”

connection at the time of the message:
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As such. it is agreed that Kiuchi does not disclose "sending an access request

messaginflg a vinueipn‘vate communication link" because Kiuchi discloses that the

'access request message' (Le. the request for connection) occurs before a ’virtuei

private communication iink'(i.e. the C-HTTP) has been established and therefore

cannot use the said link. (Appendix 3m) Therefore, for at least this reason, the

anticipation rejection of claims 1, 4, and 6-16 under Kiuchi is withdrawn.

(RAN at 5.) As shown by the quoted statement, the Examiner interprets the claim as requiring a

“virtual private network communication link” to exist before the “access request message” is

sent.

The Examiner’s analysis is contrary to the ’180 patent. Notably, the title of the ’ 180

patent is “Method for establishing secure communication link between computers of virtual

private network.” The specification similarly provides an example process where, in the final

step, “a secure VPN is established between the user’s computer and the secure target site.” (’ 180

Patent, col. 41, ll. 46-47.) These support the view that the claimed method does not require a

virtual private network communication link to exist before the method steps are performed.

Rather, the virtual private network communication link may be established by performing the

claimed method.

And the language of claim 1 itself shows that the Examiner’s analysis of the “sending”

step is incorrect. Claim 1 also includes a step of “requesting a secure computer network

address corresponding to the secure domain name.” If the requester has an already established

virtual private network communication link to the secure computer network address (as per the

Examiner’s analysis), then the requester would already know that address. Why would the

requester send a request to obtain it?

Even if the Examiner were correct in interpreting the claims as requiring an already—

established connection, Kiuchi still teaches the “sending” step. Specifically, Kiuchi describes

further communications between the client-side proxy and the server- side proxy after a

connection is established. The client— side proxy uses the established secure connection to send

further requests to the server- side proxy, again using encryption to protect their privacy:
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6) Sending C-HTTP requests to the server-side proxy (Fig.

2g)

Once the connection is established, a client—side proxy

forwards H'ITP/1.0 requests from the user agent in

encrypted form using C-H‘I'I‘P format.

(Kiuchi at 66.) Kiuchi illustrates below an example request, as it would be dispatched by the

client-side proxy, to obtain a web page “samplehtml” from the server

“server.in .current.connection":

(2)

GET "http://server.in.cu rrent.con nection/
sample.html"

HTTP/I .O<CR><LF>

(Kiuchi at 66.) The request to access a web page is an “access request message.” Since such a

request is sent only “[o]nce the connection is established” and “in encrypted form,” (Kiuchi at

66), the request is sent, under the broadest reasonable interpretation, “using a virtual private

network communication link.”

Accordingly, Kiuchi teaches the “sending” step not only under the broadest reasonable

interpretation, but also consistent with the Examiner’s analysis. Since this limitation was the

sole basis for the Examiner’s decision to withdraw the rejection of claims 1, 17, and 33, the

Board should reverse the Examiner and reinstate the rejection of these claims as anticipated by

Kiuchi.

C. Issue 1: Kiuchi Anticipates Claims 6, 22, and 37

Claim 6 recites in part, “wherein the virtual private network is based on inserting into at

least one data packet at least one data value representing a predetermined level of service

associated with the virtual private network.” Claims 22 and 37 include a similar limitation. The

Examiner relied on this limitation in her decision to withdraw the rejection of these claims as

anticipated by Kiuchi. (RAN at 9.)

Kiuchi teaches that version information is transmitted in each request and response

message. For example, in Kiuchi’s example messages, the version information “C-HTTP/0.7” is

sent to indicate that the programs support the level of service provided by version 0.7 of the

C—HTTP protocol. (See Kiuchi at 70, 71.)

The Examiner agreed that the version information indicates a “predetermined level of
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service,” but stated that the version information was inserted into a request or response message,

but not into a data packet as claimed:

Nonetheless, SPR‘s argument is not persuasive because it is

found that Kiuchi’s CvHTTP Version 2 ‘C'HttpfOJ' is not inserted into a data packet, as

claimed, but rather the C-HTTP version is transmitted as request-line Or a version-line,

respectively. (Kitt.r.filtipg. Yr} at §2J mldpg. F] m §2.l) Therefore, for this additional reason,

the anticipation rejection of claims 6, 22 and 37 under Kiuchi is withdrawn,

(RAN at 8—9.) In withdrawing the rejection, the Examiner failed to apply the broadest reasonable

interpretation to the claim term “data packet.” Indeed, the Examiner failed to apply the same

interpretation of “data packet” that she applied to other claims. For example, in addressing claim

8 the Examiner also stated (correctly) that “Kinchi ’s request and responses, which include the

nonce values, read on the broadest reasonable interpretation of ‘data packet’ because these data,

including the nonce value, are included in a packet (i.e. a bundle)” (RAN at 11 (emphasis

added).)

Kiuchi’s request and response packets, which include the “C—HTTP/0.7" service level

indication, are “data packets” under the broadest reasonable interpretation. Notably, the ’180

Patent mentions many types of packets: “TARP packets,” “data packets,” “IP packets” (‘ 180 at

11: 29-58), “decoy packet” (‘180 Patent, 16: 23), “secure synchronization request packet” (‘180

Patent, 18: 20-21), “response packet” (‘180 Patent, 18: 36), “ACK packet” (‘180 Patent, 18: 37),

“secure session initiation packet” (‘180 Patent, 18: 41-42), and “SYNC_REQ packet” (‘180

Patent, 30: 7—8). The claims, however, do not recite any particular type of packet, size of packet,

or type of communication protocol for sending the packet; the claims merely recite “data

packet.” If the Patent Owner had intended to limit the claim to only a particular form of packet,

that limitation should be recited in the claims. To the contrary, there is nothing in the claims or

the specification to suggest that “data packets” have such a limited definition, and thus, there is

no basis for the Examiner’s statement that Kiuchi’s request or response message is not a “data

packet” as recited in the claims. Under the broadest reasonable interpretation of “data packet,”

the packets of data that form the C—HTTP request and the C—HTTP response are each a “data

packet.” Accordingly, the version information included in the C—HTTP request and response is

“at least one data value representing a predetermined level of service” inserted into “at least one
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data packet.”

More generally, Kiuchi teaches that the C-HTTP request and C-HTTP response are sent

over the Internet using TCP, or transmission control protocol. (Kiuchi at 67.) TCP is a standard

protocol defined in Request for Comments 793 (Ex. D—6) and is “intended for use as a highly

reliable host-to-host protocol between hosts in packet-switched computer communication

networks.” (RFC793 at l.) The standard also describes how buffers of data to be transmitted are

packaged into a segment, the segment is packaged into a datagram, and the datagram is

“embedded in a local network packet.” (Id. at 7.) From there, network switches perform further

“operations to achieve the delivery of the local network packet to the destination intemet

module.” (Id. at 8.) Thus, all communications between Kiuchi’s client—side proxy and server—

side proxy are by way of data packets, and Kiuchi’s C—HTTP version information is inserted into

at least one data packet.

Kiuchi therefore teaches that “the virtual private network is based on inserting into at

least one data packet at least one data value representing a predetermined level of service

associated with the virtual private network” as recited in claim 6. The Board should reverse the

Examiner and reinstate the rejection of claims 6, 22, and 37.

D. Issue 1: Kiuchi Anticipates Claims 8, 24, and 39

Claim 8 recites in part, “comparing a value in each data packet transmitted to the secure

computer network address to a moving window of valid values.” Claims 24 and 39 recite similar

limitations. Kiuchi teaches this limitation through the use of nonce values included in each C-

HTTP request and response.

Kiuchi discloses a “moving window of valid values” because the Nonce values of Kiuchi

are values that indicate where a packet belongs in a message sequence, and the Nonce values are

checked to prevent replay attacks. Kiuchi discusses an example sequence involving a number of

requests and responses. (Kiuchi at 74-75.) Within those requests and responses are the Nonce

values. Those Nonce values from those requests and responses are reproduced below:

Reguest Nonce Seguence Response Nonce Seguence
8abd853f ef23dc99

i l
8abd8540 ef23dc9a

i i
8abd8541 ef23dc9b

_ 12 _
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(See Kiuchi at 74-75.)

The Examiner found that these nonce values are not “moving” because “the differences

between the nonce values are variable.” (RAN at 10.) The Examiner is incorrect. The nonce

values increment by l on each line using ordinary hexadecimal notation.1 In any event, the claim

merely recites a “moving window,” and thus under the broadest reasonable interpretation of the

claim, it does not matter how the nonce values vary from one to the next; it is enough that they

are “moving.” As shown in the table above, it is clear from Kiuchi’s disclosure that the request

nonce value changes with each request, and similarly the response nonce value changes with

each response.

Furthermore, Kiuchi teaches that these nonce values are verified to ensure that the

received values are as expected: “When the server—side proxy obtains the client— side proxy’s IP

address, hostname, and public key, it authenticates the client- side proxy, checks the integrity of

the request and the request Nonce value.” (Kiuchi at 66, emphasis added.) Thus, each

expected Nonce value corresponds to a “window of valid values.”

In summary, Kiuchi teaches verifying a Nonce value to ensure the integrity of a packet

and that the Nonce value changes for each packet. Thus, Kiuchi teaches “comparing a value in

each data packet transmitted to a moving window of valid values” as recited in claim 8. The

Board should reverse the Examiner’s decision and reinstate the rejection of claims 8, 24, and 39

as anticipated by Kiuchi.

E. Issues 1, 2, & 3: Dependent Claims Will Fall Together with the Independent
Claims

The Examiner withdrew the rejection of various claims based solely on her decision to

withdraw the rejection of independent claims 1, 17, and 33. In particular, the Examiner

withdrew the rejection of:

0 claims 9, 24 and 40 as anticipated by Kiuchi (RAN at 13);

0 claims 12 and 28 as anticipated by Kiuchi (RAN at 15);

1 As would be well understood by one of ordinary skill in the art, hexadecimal notation is

frequently used in the computer-related arts and refers to a scheme for writing numeric values

using base 16. The letters a throughfcorrespond to the decimal (base 10) values of 10 through

15. Thus, in hexadecimal notation, 9+l=a and f+l=10.
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0 claims 13, 15, 29, and 31 as anticipated by Kiuchi (RAN at 16);

0 claims 4, 10, 14, 20, 26, 30, and 35 as anticipated by Kiuchi (RAN at 17);

0 claims 11, 27, and 41 as obvious over Kiuchi (RAN at 19);

0 claims 7, 23, and 38 as obvious over Kiuchi in view of Martin (RAN at 20).

Because the Examiner withdrew these rejections based solely on the erroneous decision to

withdraw the rejection of claims 1, l7, and 33, the Board should reverse the Examiner and

reinstate these rejections. In other words, these claims will fall together with the independent

claims.

VII]. Conclusion

Payment in the amount of $2000.00 as required by 37 CFR 41 .20(b)(2)(ii) is included

with this Appeal Brief. The Director is hereby authorized to charge any additional fees or credit

any fees required to Deposit Account No. 08-1394.

For the reasons provided above, Requester Cisco Systems respectfully asks the Board to

reverse the decisions of the Examiner and to reinstate all of the withdrawn claim rejections.

As identified in the attached Certificate of Service, a copy of the present Appeal Brief, in its

entirety, is being served to the address of the attorney or agent of record.
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IX. Claims Appendix

1. A method for accessing a secure computer network address, comprising steps of:

receiving a secure domain name;

sending a query message to a secure domain name service, the query message requesting

from the secure domain name service a secure computer network address corresponding to the

secure domain name;

receiving from the secure domain name service a response message containing the secure

computer network address corresponding to the secure domain name; and

sending an access request message to the secure computer network address using a virtual

private network communication link.

4. The method according to claim 1, wherein the response message contains provisioning

information for the virtual private network.

6. The method according to claim 4, wherein the virtual private network is based on

inserting into at least one data packet at least one data value representing a predetermined level

of service associated with the virtual private network.

7. The method according to claim 4, wherein the virtual private network is based on a

computer network address hopping regime that is used to pseudorandomly change computer

network addresses in packets transmitted between a first computer and a second computer.

8. The method according to claim 4, wherein the virtual private network is based on

comparing a value in each data packet transmitted to the secure computer network address to a

moving window of valid values.

9. The method according to claim 4, wherein the virtual private network is based on a

comparison of a discriminator field in a header of each data packet to the secure computer

network address to a table of valid discriminator fields.
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10. The method according to claim 1, wherein the virtual private network includes the

Internet.

1 l. The method according to claim 1, wherein the secure domain name has a top—level

domain name that includes one of .scom, .snet, .sorg, .sedu, .smil or .sgov.

12. The method of claim 1, wherein the access request message contains a request for

information stored at the secure computer network address.

13. The method of claim 1, wherein receiving the secure domain name comprises

receiving the secure domain name at a client computer from a user;

wherein sending the query message comprises sending the query message at the client

computer;

wherein receiving the response message comprises receiving the response message at the

client computer, wherein sending the access request message comprises sending the access

request message at the client computer.

14. The method of claim 1, performed by a software module.

15. The method of claim 1, performed by a client computer.

16. The method of claim 2, wherein receiving the command comprises receiving the

command at a Client computer from a user.

17. A computer-readable storage medium, comprising:

a storage area; and

computer-readable instructions for a method for accessing a secure computer network

address, the method comprising steps of:

receiving a secure domain name;

sending a query message to a secure domain name service, the query message

requesting from the domain name service a secure computer network address
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corresponding to the secure domain name;

receiving from the domain name service a response message containing the secure

computer network address corresponding to the secure domain name; and

sending an access request message to the secure computer network address using

a virtual private network communication link.

20. The computer-readable medium according to claim 17, wherein the response message

contains provisioning information for the virtual private network.

22. The computer—readable medium according to claim 20, wherein the virtual private

network is based on inserting into at least one data packet at least one data value representing a

predetennined level of seivice associated with the virtual private network.

23. The computer-readable medium according to claim 20. wherein the virtual private

network is based on a computer network address hopping regime that is used to pseudorandomly

change computer network addresses in packets transmitted between a first computer and a

second computer.

24. The computer-readable medium according to claim 20, wherein the virtual private

network is based on comparing a value in each data packet transmitted to the secure computer

network address to a moving window of valid values.

25. The computer—readable medium according to claim 20, wherein the virtual private

network is based on a comparison of a discriminator field in a header of each data packet to the

secure computer network address to a table of valid discriminator fields.

26. The computer-readable medium according to claim 17, wherein the virtual private

network includes the Internet.

27. The computer—readable medium according to claim 17, wherein the secure domain

name has a top-level domain name that includes one of .scom, .snet, .sorg, .sedu, .smil or .sgov.
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28. The computer readable medium of claim 17, wherein the access request message

contains a request for information stored at the secure computer network address.

29. The computer-readable medium according to claim 17, wherein receiving the secure

domain name comprises receiving the secure domain name at a client computer from a user;

wherein sending the query message comprises sending the query message at the client

computer;

wherein receiving the response message comprises receiving the response message at the

client computer, wherein sending the access request message comprises sending the access

request message at the client computer.

30. The computer-readable medium according to claim 17, wherein the method is

performed by a software module.

31. The computer—readable medium according to claim 17, wherein the method is

performed by a client computer.

32. The computer-readable medium according to claim 18, wherein receiving the

command comprises receiving the command at a client computer from a user.

33. A data processing apparatus, comprising:

a processor, and memory storing computer executable instructions which, when executed

by the processor, cause the apparatus to perform a method for accessing a secure computer

network address, said method comprising steps of:

receiving a secure domain name;

sending a query message to a secure domain name service, the query message

requesting from the secure domain name service a secure computer network address

corresponding to the secure domain name;

receiving from the secure domain name service a response message containing the

secure computer network address corresponding to the secure domain name; and

-18-

Petitioner Apple Inc. - EX. 1024, p. 103



Petitioner Apple Inc. - Ex. 1024, p. 104

Inter Partes Reexamination of US 7,188,180 — Control No. 95/001792

Requester Cisco’ s Appeal Brief
 

sending an access request message to the secure computer network address using

a virtual private network communication link.

35. The apparatus of claim 33, wherein the response message contains provisioning

information for the virtual private network.

37. The apparatus of claim 35, wherein the virtual private network is based on inserting

into at least one data packet at least one data value representing a predetermined level of service

associated with the virtual private network.

38. The apparatus of claim 35, wherein the virtual private network is based on a computer

network address hopping regime that is used to pseudorandomly change computer network

addresses in packets transmitted between a first computer and a second computer.

39. The apparatus of claim 35, wherein the virtual private network is based on comparing

a value in each data packet transmitted to the secure computer network address to a moving

window of valid values.

40. The apparatus of claim 35, wherein the virtual private network is based on a

comparison of a discriminator field in a header of each data packet to the secure computer

network address to a table of valid discriminator fields.

41. The apparatus of claim 33, wherein the secure domain name has a top—level domain

name that includes one of scom, .snet, .sorg, .sedu, smil or .sgov.

-19-
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X. Evidence Appendix

Requester does not rely on any declarations submitted under 37 C.F.R. §§ 1.30, 1.131, or

1.132.

Requester relies on the following prior art evidence. Although these references are

already of record in the proceeding, in an abundance of caution vis-a-vis 37 C.F.R.

§ 41.67(c)(1)(ix), Requester files herewith copies of the prior art evidence. For the avoidance of

confusion, Requester has labeled its exhibits consistently throughout this proceeding. Exhibits

A-E were included in the Request for Reexamination on October 25, 2011; and Exhibits F-I were

filed with Third Party Requester’s Comments on January 16, 2013.

Exhibit

A

 

D-2

D-4

D-6

Document

US. Patent No. 7,188,180

“Kiuchi”: Takahiro Kiuchi and

Shigekoto Kaihara, “C-HTTP — The

Development of a Secure, Closed HTTP-
based Network on the Internet,”

published in the Proceedings of SNDSS
1996.

“Martin”: David M. Martin, “A

Framework for Local Anonymity in the

Internet,” Technical Report. Boston

University, Boston. MA, USA (Feb 21,

1998).

“RFC 793”: Information Sciences

Institute, “Transmission Control

Protocol,” DARPA Internet Program

Protocol Specification RFC 793 (Sept.

1981).

Joint Claim Construction Chart for US

7,188,180, VirnetX v. Cisco, N0. 6:10-

cv—00417, Docket No. 194 (Dec. 21,

2011) (selected pages).
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Oct. 25, 2011
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Office Action. page 2

(Sept. 19, 2012).
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(Sept. 19,2012).

Office Action, page 2

(Sept. 19, 2012).

Action Closing

Prosecution, page 2

(Feb. 27,2012).

Action Closing
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(Feb. 27,2012).
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Exhibit Document Originally Filed Entered

G US. Patent No. 5,706,218 Jan. 16, 2013 Action Closing

Prosecution, page 2

(Feb. 27, 2012).

H Excerpt from Microsoft Computer Jan. 16, 2013 Action Closing

Dictionary, Fourth Edition Prosecution, page 2

(Feb. 27. 2012).

I Excerpt from A First Course in Jan. 16, 2013 Action Closing

Probability, Sixth Edition, Sheldon Ross Prosecution, page 2

(Feb. 27,2012).
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XI. Related Proceedings Appendix

Requester files herewith a copy of the following decisions entered in the litigations

identified above in Section II. For avoidance of confusion, Requester has labeled its exhibits

consistently throughout this proceeding. Exhibits A-E were included in the Request for

Reexamination on October 25, 2011; and Exhibits F-I were filed with Third Party Requester’ s

Comments on January 16, 2013.

Exhibits J, K, and L have issued during the pendency of this reexamination and are not

previously of record.

Exhibit Document

Ex. B-4 MEMORANDUM OPINION AND ORDER (regarding claim

construction), VirnetX Inc. v.Mi(:r0s0ft Corp, Case no. 6:07—cv—80

(ED. Tex. Jul. 30, 2009).

 

Ex. J FINAL JUDGMENT (regarding Apple, Inc.), VirnetX Inc. v. Cisco

Systems, Inc. et al., Case no. 6:10-cv-417 (E.D. Tex. Feb. 27, 2013).

Ex. K FINAL JUDGMENT (regarding Cisco Systems, Inc.), VirnetX Inc. v,

Cisco Systems, Inc. et al., Case no. 6:10-cv-4l7 (E.D. Tex. Mar. 19,

2013).

Ex. L MEMORANDUM OPINION AND ORDER (regarding claim

construction), VirnetX Inc. v. Cisco Systems, Inc. et (11., Case no. 6:10-

cv-4l7 (E.D. Tex. Apr. 25, 2012).
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XII. Certificate of Service

The undersigned certifies that a copy of the THIRD PARTY REQUESTER CISCO SYSTEMS,

INC.’S APPEAL BRIEF and Exhibits A, B-4, D-2, D-4, D-6, and F — L were served on:

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER LLP

901 NEW YORK AVENUE, NW
WASHINGTON DC 20001-4413

the attorneys of record for the assignee of USP 7,188,180 in accordance with 37 CFR § 1.903, on

June 28, 2013.

/DaVid L. McCombs /

DaVid L. McCombs,

Registration No. 32,271
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the: patent owner certifiss that a copy of 1,11% Patent Ownm‘as Updated Notice afPrior and Coucurrem
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New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

Ifa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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The ’ E 80 patent was iniiiaiiy at iesue in the foliowing iiiigatien, but was later withdrawn:

VimeiXIrzc. and Science Alzgnfifcazz'ons 1m"! Com v. Cisco Systems,

Inc“, Appie Ina, Aasira {11944, Inn, Aasfi‘é.’ Technologies Uzi, NEG
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Ne 6:G7~cv—QQOSQ (ED. Tex);

Vii/Hem” Inc» v. i‘y‘ficmsqfi (Twp, Ni). 6:1(3-032—00394 {ED Tex}.
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Respectful 1}," submitted,
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GARRETT 8.: DUNNER, LLB

Dated: Jun? ‘7' 13013 Bywmigmghiifihs
Joseph E Paiys
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New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

Ifa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Reexamination Control No.: 95/001,792 Attorney Docket No.: 43614100

Patent No.: 7,188,180 Customer No.: 27683

For: METHOD FOR ESTABLISHING

SECURE COMMUNICATION LINK

BETWEEN COMPUTERS OF VIRTUAL

PRIVATE NETWORK

Real Party In Interest:

Cisco Systems, Inc.

Examiner: Deandra M. Hughes
WWWWDWJWDUODWDWDWDWDOO:

Art Unit: 3992 Conf. No. 1972

Mail Stop: Inter Partes Reexamination
Commissioner for Patents

United States Patent & Trademark Office

PO. Box 1450

Alexandria, VA 22313-1450

NOTICE OF APPEAL

Requester hereby provides notice under the provisions of 37 C.F.R. § 41.20 to appeal to

the Patent Trial and Appeals Board with respect to all of the Examiner’s decisions favorable to

the patentability of the claims in reexamination, including the decisions favorable to patentability

set forth in the Right of Appeal Notice mailed April 12, 2013.

More specifically, Requester intends to contest the proposed rejections for which

reexamination was ordered but which are not adopted by the Examiner, including at least the

following:

Issue 1: Claims 1, 4, 6, 8-10, 12-17, 20, 22, 24—26, 28—33, 35, 37, and 39—40 are

anticipated by Kiuchi.

Issue 2: Claims 11, 27, and 41 are rendered obvious by Kiuchi.

Issue 3: Claims 7, 23, and 38 are rendered obvious by Kiuchi in view of Martin.
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Notice of Appeal

Inter Partes Reexamination No. 95/001,792
 

For clarity of the record, Requester notes that Claims 2, 3, 5, 18, 19, 21, 34. and 36 are

not subject to reexamination. And although Requester proposed additional rejections in the

Request for Reexamination, the Patent Office has not made any decision regarding those

proposed rejections or the other prior art submitted with the Request. See Belkin Int ’1, Inc. v.

Kappos, 696 F.3d 1379, 1384 (Fed. Cir. 2012).

Payment in the amount of $800.00 as required by 37 CFR 41 .20(b)(1) is included with

this Notice. The Director is hereby authorized to charge any additional fees required to Deposit

Account No. 08—1394.

Respectfully submitted this 1st day of May, 2013,

/David L. McCombs/

David L. McCombs

USPTO Reg. No. 32,271

HAYNES AND BOONE’ LLP CERTIFICATE OF TRANSMISSION
2323 Victory AVCHUC, SUlte 700 I hereby certify that this correspondence, all attachments,
Dallas, Texas 752l 9 and any corresponding filing fee is being transmitted via

Telephone: 214/651-5533 the Electronic Filing System (EFS) Web with the United
Facsimile: 214/200-0853 States Patent and Trademark Office on May 1, 2013.

Docket No. 43614.100 15/

Theresa O’Connor 
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CERTIFICATE OF SERVICE
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Control No. Patent Under Reexamination

Transmittal of Communication to

Third Party Requester 95/001792 74882180_ _ Examiner Art UnIt
Inter Partes Reexamination

 

Deandra M. HUohes 3992

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address. --

'— (THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS) —|

Haynes and Boone, LLP
IP Section

2323 Victory Avenue, Suite 700
Dallas, TX 75219

Enclosed is a copy of the latest communication from the United States Patent and Trademark Office

in the above-identified reexamination prceeding. 37 CFR 1.903.

Prior to the filing of a Notice of Appeal, each time the patent owner responds to this communication,

the third party requester of the inter partes reexamination may once file written comments within a

period of 30 days from the date of service of the patent owner's response. This 30-day time period is

statutory (35 U.S.C. 314(b)(2)), and, as such, it cannot be extended. See also 37 CFR 1.947.

If an ex parte reexamination has been merged with the inter partes reexamination, no responsive

submission by any ex parte third party requester is permitted.

All correspondence relating to this inter partes reexamination proceeding should be directed to the

Central Reexamination Unit at the mail, FAX, or hand-carry addresses given at the end of the
communication enclosed with this transmittal.

 
US. Patent and Trademark Office Paper No. 20130408
PTOL-2070 (Rev. 07-04)
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Control No. Patent Under Reexamination

Right of Appeal Notice 95/001,792 7,188,180

(37 CFR 1 953) Examiner Art Unit
Deandra M. Hu hes 3992

  
 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address. --

Responsive to the communication(s) filed by:
Patent Owner on 19 December 2012

Third Party(ies) on 16 January, 2012

 

Patent owner and/or third party requester(s) may file a notice of appeal with respect to any adverse decision

with payment of the fee set forth in 37 CFR 41 .20(b)(1) within one-month or thirty-days (whichever is

longer). See MPEP 2671. In addition, a party may file a notice of cross appeal and pay the 37 CFR

41 .20(b)(1) fee within fourteen days of service of an opposing party's timely filed notice of appeal. See
MPEP 2672.

All correspondence relating to this inter partes reexamination proceeding should be directed to the Central

Reexamination Unit at the mail, FAX, or hand-carry addresses given at the end of this Office action.

If no party timely files a notice of appeal, prosecution on the merits of this reexamination proceeding will be

concluded, and the Director of the USPTO will proceed to issue and publish a certificate under 37 CFR 1.997 in
accordance with this Office action.

The proposed amendment filed El will be entered D will not be entered*

*Reasons for non-entry are given in the body of this notice.

1a. @ Claims 1 4 6-17 20 22-33 35 and 37-41 are subject to reexamination.
 

 

 

 

1b. I:| Claims are not subject to reexamination.

2. I] Claims have been cancelled.

3. fl Claims 1 4 6-17 20 22-33 35 and 37-41 are confirmed. [Unamended patent claims].

4. El Claims are patentable. [Amended or new claims].

5. |:| Claims are rejected.

6. El Claims are objected to.

7. El The drawings filed on El are acceptable. [I are not acceptable.

8. El The drawing correction request filed on is El approved. El disapproved.

9. El Acknowledgment is made of the claim for priority under 35 U.S.C. 119 (a)-(d) or (f). The certified copy
has:

I:I been received. I:I not been received. I:I been filed in Application/Control No.
10. |:| Other

Attachments

1. El Notice of References Cited by Examiner, PTO-892
2. X Information Disclosure Citation, PTO/SB/08
3.I:I

 
 

US. Patent and Trademark Office Part of Paper No. 20130408
PTOL-2066 (08-06) Right of Appeal Notice (37 CFR 1.953)
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INTER PARTES REEXAMINATION RIGHT OF APPEAL NOTICE

1. This is a right of appeal notice (“RAN") in the interpartes reexamination of USP

7,188,180. (“'180 patent”) The action closing prosecution (“ACP”) was mailed on

February 27, 2013. Patent Owner's (“PO") comments under 37 CFR 1.951(a) have not

been received. As such, RAN is proper under 37 CFR 1.953(a) and the reasons for

confirmation set forth in the ACP are maintained here.

Evidence Cited in this Action

2. The evidence is cited in this action:

(A) Kiuchi et al. “The Development of a Secure, Closed HTTP-based Network

on the Internet”, 1996. (“Kiuchi")

(B) Martin, David M. “A Framework for Local Anonymity in the Internet”,

February 21, 1998. (“Martin”)

(C) RFC973: Information Sciences Institute, "Transmission Control Protocol".

DARPA Internet Program Protocol. Sept. 1981. ("RFCQ73")

(D) Declaration of Dr. Angelos D. Keromytis, Ph.D. executed Dec. 16, 2012.

(“Keromytis Declaration”)

(E) Declaration of Dr. Robert Dunham Short lll, Ph.D. executed Dec. 18,

2012. (“Short Declaration”)

[The remainder of this page is intentionally left blank.]
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Control Number: 95/001,792 Page 3

Art Unit: 3992

Response to PO’s Remarks and 3PR’s Comments

Summary of Kiuchi

Kiuchi discloses “C-H'I'I'P” which provides secure HTTP communications within

a closed group of institutions on the internet, where each member is protected by its

own firewall. (Abstract) Kiuchi discloses that these C-HTTP-based communications are

made possible by three components: (1) a client-side proxy, (2) a server-side proxy, and

(3) a C-HTTP name server. (1a.) The client-side proxy and server-side proxy

communicate with each other using a secure, encrypted protocol, while communications

between a user agent and client-side proxy or an origin server and server-side proxy

are performed using HTTP/1.0. (Id.) In a C-HTTP-based network, instead of DNS, a C-

HTTP-based secure, encrypted name, and certification service is used. (M)

II. Claim 1: “sending an access request message to the secure computer network

address using a virtual private network communication link.”

As to this claim limitation, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that

Kiuchi’s disclosed "request for connection to the server-side proxy” of Appendix 3(a)

reads on the claimed “access request message" and the disclosed "C-HTTP connection

between a client-side proxy and a server-side proxy” reads on the claimed “virtual

private network communication linK’. (Claim Charts, Exhibit E—2, pg. 13-16)

PO argues Kiuchi’s claimed "request for connection" Oprpendix 3(c) is sent

before any C-HTTP connection is established, and accordingly Kiuchi fails to disclose

"sending an access request message...m a virtual private communication link"

because the “access request message” (i.e., request for connection) cannot use a
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virtual private communication link (i.e., the C-HTTP connection) that has not yet been

established. (Remarks, pg. 6; emphasis added)

PO also provides the Keromytis Declaration, which makes the following

statement as to Kiuchi (7[23):

 

 
 

 

 ‘ ‘1){5133133'5131 Z3333 2553.132’131313313 313'“
 

  was»: ran: :11»33-1:132: as?:a‘ 53:.351:153332':H33. :113 1': 1‘th “ 5111' 3.11

 :21 Nip-Wm 11:11:23111211113133»: 3131.111. .91 23131115131 31::Watt? ’33.: 1133:: (3.,- 

3PR responds that when the C-H'I'I'P name server confirms that the specified

server-side proxy is an appropriate closed network member, the client-side proxy sends

a request for connection to the server-side proxy‘s public key. (Comments, pg. 2 lines 3-6

citing Kiuchi at p.65)

Upon examination of Kiuchi, it is found the claim term ‘private' modifies the claim

term 'network' and as such, Kiuchi must teach the ‘privacy’ of the ‘network’ and notjust

the privacy of the 'communication link’ to anticipate the claims.

Second, it is found that Kiuchi discusses a 'virtual network' only once, which is

reproduced below.

- Concluding remarks 2
Afehdugh "LvHTTP 1': 91131115111) damped In: use in the

acetic-:11 said; is can be used in mite: areas. Using C3
171'1‘1J a ¢1us3xi 111'11’~taased aimmi mailman: . .

aristmumt for dosed groups. for cxsurspk the

 

1 11:31 01115351.» may not tn Wt11 the spin: 3:13:33.» 1:aa.ern:e,§
1:31 af rescuers which might 0:1aenus3.b¢ wasted m
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Third, it is found that this disclosure by Kiuchi that "[u]sing C-HTTP, a closed

HTTP-based virtual network can be constructed for closed groups" applies to the C-

HTTP that is established in response to a "request for connection to the server-side

proxy” of Appendix 3(c) because the request for connection occurs before the C-HTTP

(i.e. the virtual private network communication link) is established.

As such, it is agreed that Kiuchi does not disclose "sending an access request

message...flg a virtual private communication IinK' because Kiuchi discloses that the

'access request message' (i.e. the request for connection) occurs before a 'virtual

private communication link' (i.e. the C-HTTP) has been established and therefore

cannot @ the said link. (Appendix 3(e)) Therefore, for at least this reason, the

anticipation rejection of claims 1I 4I and 6-16 under Kiuchi is withdrawn.

lll. Claim 1: “the guery message reguesting from the secure domain name service a

secure computer network address corresponding to the secure domain name”

As to this claim limitation, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that

Kiuchi’s disclosed Coordinating . Center . CSCRG reads on the claimed “secure

domain name” and the disclosed secure server-side proxy IP address reads on the

claimed “secure computer network address”. (Claim Charts, Exhibit E-2, pgs. 9-10)

PO argues Kiuchi’s URL (i.e. the claimed 'secure domain name') does not

correspond to the server-side proxy, but rather the resource itself located on an origin

server. (Remarks, pg. 8, lines 3-5) The Keromytis Declaration does not address this

claim limitation.
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3PR responds that PO ignores the example in Appendix 3(a) and 3(b) of Kiuchi,

where Kiuchi teaches an embodiment in which the IP address returned by the name

server is the IP address that directly corresponds to the hostname contained in the

query message. (Comments, pg. 4, [st 7])

Upon examination of Kiuchi, it is found that Kiuchi’s Appendix 3:Exompies of C-

HTTP Communication (a-h), which is reproduced below with 3PR's annotations, discloses

that the claimed “secure domain name” (i.e., Coordinating. Center . CSCRG)

corresponds to the claimed “secure computer network address” (i.e., IP address:

130.69.222.222). As such, PO’s argument is not persuasive.

Appendix 3. Exampies of CaH‘I‘TPE
communication (a—h)

News that lusts with an zmefisk are encuwtmL§
Components of Cam-based communication we as
follows: =

 

 t) Client-side proxy
hasmame; Universxty. of Tokyosranchfiospiufl

, ' Him-:72 130.769.!“ 113.7 7

2} sewer-side proxy
Mammy: CmtdinatingflentetCSCRG
.1? address: iitt’tfitu 22. 222

port mm: . r. ' r
3) 6-HT}? name server;

N3mc.$en*er.(?SCR<‘u
I? whims: l 311139.123. i it

at} User agent:
I? address: 192.193.!23123

  : Sewer-side

pro'xy‘s hostname

   

 
 
 
 

  
 

 
  

 

Server-side pmxy’s ‘

corresponding 1?
address  
 
 

However, for the reason that Kiuchi does not disclose "sending an access

request message...using a virtual private communication link", as discussed above, the

anticipation rejection of claim 1 under Kiuchi is withdrawn.
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IV. Claims 17 and 33

PO incorporates by reference the arguments traversing the rejection of c|ai_m1

over Kiuchi. As such, the response to these arguments, as set forth above, is

incorporated here. Therefore, for at least the reason incorporated here, the anticipation

rejection of claims 17I 20, 22-33I 35I and 37-41 under Kiuchi is withdrawn.

V. Claims 6 22 and 37 

As to the claim limitation "the virtual private network is based on inserting into at

least one data packet at least one data value representing a predetermined level of

service associated with the virtual private network”, the request and claim charts, which

were adopted and incorporated by reference in the non-final rejection mailed Sept. 19,

2012, argues that, inter alia, the value in the allegedly inherent ‘type of service field” in

the TCP/IP session disclosed by Kiuchi reads on the claimed ‘data value’. (Claim

Charts, Exhibit E—2, pgs. 21—22 citing RFC 793 to support inherency)

PO argues Kiuchi does not specifically or inherently disclose this limitation

because the evidence (i.e., RFC 793 atp. 12) does not support the conclusion that

Kiuchi's C-HTTP system would necessarily insert into at least one data packet at least

one data value representing a predetermined level of service associated with the virtual

private network. (Remarks, pg. 9, last 7/)

PO also provides the Keromytis Declaration, which makes the following

statement as to Kiuchi (7[27):
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3PR responds that Kiuchi discloses this limitation because Kiuchi discloses

inserting version information (e.g., C-HTTP Version = 'C-Http/0.7') in the request and

into the response. (Comments, pg. 6, last 5’[, citing Kiuchi at 70, 71) BPR argues the C-HTTP

version value inserted into the request and the response defines the “version of C-HTTP

name service protocol" being used. (Comments, pg. 6, last 7[, Citing Kiuchi at 72) Further,

3PR states the version of the name service protocol is a data value representing a

predetermined level of service. (Comments, pg. 6, last 71) Accordingly, SPR argues that

Kiuchi discloses “the virtual private network is based on inserting into at least one data

packet at least one data value representing a predetermined level of service associated

with the virtual private networK’ because Kiuchi inserts version information defining the

name service into each request and response, (Comments, pg. 6, ISt W)

Upon examination of Kiuchi, it is found that 3PR's argument as to 'inserting

version information' was not presented in the request and claim charts (see Exhibit E-2,

pgs. 21-22, 35, and 37). As such, PO has not yet had an opportunity to address this

materially different and newly presented version of the anticipation rejection of claims 6I

22I and 37 under Kiuchi. Nonetheless, 3PR's argument is not persuasive because it is
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found that Kiuchi’s C-HTTP Version = 'C-Http/O.7' is not inserted into a data packet, as

claimed, but rather the C-HTTP version is transmitted as request-line or a version-line,

respectively. (Kim-hi pg. 70 at §2.] andpg. 71 at §2.1) Therefore, for this additional reason,

the anticipation rejection of claims 6, 22 and 37 under Kiuchi is withdrawn.

VI. Claims 8 24 and 39 

As to the claim limitation "the virtual private network is based on comparing a

value in each data packet transmitted to the secure computer network address to a

moving window of valid values", the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that,

inter alia, Kiuchi’s disclosed nonce values reads on the claimed “value in each data

packet”. (Claim Charts, Exhibit E—2, pgs. 22-25)

PO argues Kiuchi does not anticipate these claims because they do not

specifically or inherently disclose this limitation because Kiuchi does not disclose (1)

comparing the nonce header field to a ‘moving window of values‘ or (2) the nonce

values are inserted into each data packet. (Remarks, pg. 10)

As to P05 first argument, PO argues Kiuchi does not disclose this claim

limitation because Kiuchi at pg. 74, which discusses incrementing the Request-Nonce

value, teaches that different types of requests might contain different nonce values.

(Remarks, pg, 10, 2”" 57) PO argues that this disclosure does not, however, teach that

Kiuchi's nonce values are compared to a "moving Window of valid values", as claimed.

(Id.) Further, PO argues, there are many ways the values of Kiuchi’s nonce header field

could be checked without comparing them to a moving window of valid values. (Id.) PO
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provides the Keromytis Declaration as opinion evidence to support PO’s arguments.

(W29-30)

3PR responds that PO’s arguments contradict the specification of the '180

patent, which allegedly defines a "moving window of values" as "1. A window sequence

number-an identifier that indicates where the packet belongs in the original message

sequence." (Comments, pg. 8 last 57017ng '180 patent, €0l.1].'59-61)

Upon examination of the ‘180 patent, it is found that col.11.~59-61 defines a

'window sequence number' but does not define a 'moving window of values', as argued

by P0. This portion of the ‘180 patent is reproduced below:

 
As such, for the reason that 3PR's argument is premised on an erroneous claim

construction, i.e., that the claim limitation ‘moving window of values’ is defined as the

disclosed ‘window sequence number’, this argument is not persuasive.

Further, assuming arguendo, that claim construction of ‘moving window of

values’ is as 3PR argues, then this argument is not persuasive because it is found that

the patterns 3PR allege are ‘incremented' are merely different because

'853f...8540...8541' and 'c99...09a..c9b' do not suggest 'incrementation’ because the

differences between the nonce values are variable. The chart 3PR produced to support

the ‘incrementation’ argument is reproduced below. (Comments, pg. 8)
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As to PO’s second argument, PO argues Kiuchi does not disclose that the

nonce value is inserted into each data packet because Kiuchi discloses that the C-

HTTP requests and responses, and not the data packets, contain the nonce values.

(Remarks, pg. 10, last fl) PO also provides the Keromytis Declaration as opinion

evidence to support PO’s arguments. (W30)

3PR responds that PO is importing limitations from the specification into the

claims and that the specification of the ‘180 patent mentions many types of 'data

packets' and does not limit them to the 'IP packet' or the ‘ACK packet'. (Comments, pg. 9,

2’”1 g)

Upon examination of Kiuchi, it is found that Kiuchi's request and responses,

which include the nonce values, read on the broadest reasonable interpretation of 'data

packet' because these data, including the nonce value, are included in a packet (Le. a

bundle). As such, PO’s second argument is not persuasive.

Nonetheless, for the reason that it is agreed that Kiuchi does not disclose the

claimed "moving window of values", the anticipation rejection of claims 8, 24I and 39

under Kiuchi is withdrawn.
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VII. Claims 9 25 and 40 

As to the claim limitation "the virtual private network is based on a comparison of

a discriminator field in a header of each data packet to the secure computer network

address to a table of valid discriminator fields”, the request and claim charts, which were

adopted and incorporated by reference in the non-final rejection mailed Sept. 19, 2012,

argues that Kiuchi’s disclosed connection ID field reads on the claimed "discriminator

field’. (Claim Charis, Exhibit E—2, pgs. 22—25)

PO argues Kiuchi does not specifically or inherently disclose this limitation

because Kiuchi’s disclosed 'connection ID' is not inserted into a header of each data

packet and Kiuchi’s virtual private network is not disclosed as based on a comparison

of the disclosed ‘connection ID’. (Remarks, pg. 11)

As to P03 first argument, PO argues Kiuchi’s 'connection ID' (i.e. the claimed

'discriminator field'), constitutes a portion of a resource name and is not "in a header of

each data packet" as claimed.

3PR responds that PO is importing limitations from the specification into the

claims and that the specification of the ‘180 patent mentions many types of 'data

packets' and does not limit them to the 'IP packet' or the ‘ACK packet'. (Comments, pg.

10, 1“ i)

Upon examination of Kiuchi, it is found that the disclosed general-header

contains the ‘connection lD'. (pg. 7], §l.3 item 7) As such, PO’s argument that Kiuchi's

‘connection ID’ (i.e., the claimed 'discriminator field') is not "in a header of each data
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packet“, as claimed, is not persuasive because it is found that Kiuchi's 'connection ID'

is disclosed as part of the general header.

As to PO’s second argument, PO argues that virtual private network is not

disclosed as based on a comparison of the disclosed ‘connection ID‘ (i.e., the claimed

'discriminator field') because Kiuchi’s C-HTTP, if anything, is based on a timer, not on a

‘connection ID'. PO also provides the opinion evidence of the Keromytis Declaration to

support his argument. (W33)

3PR responds that Kiuchi discloses this limitation because Kiuchi discloses that

the ‘connection ID’ is compared against a table of current connections, and if the

‘connection ID’ is not found, then the connection is disconnected. (Comments, pg. 10, 2’”

fl, Citing Kiuchi at 65)

Upon examination of Kiuchi, it is found the ‘connection ID‘ is stripped from the

original resource name and then the original name is fon/varded to the server. (Kiuchi at

()5, mil, 1“ W) It is also found that when the ‘connection ID' is not found in the current

connection table in the client-side proxy, the current connection is disconnected. (Id.) As

such, PO’s argument that the ‘connection ID' is not compared to a table of valid

discriminator fields is not persuasive because the 'connection ID' (i.e., the claimed

'discriminator field) is disclosed as being compared to a table of current connections

(i.e., the claimed 'i‘able of valid discriminator fieids’). However, for the reason that it is

agreed that Kiuchi does not anticipate base claims 1, 17, and 33, the anticipation

rejection of claims 9, 25, and 40 under Kiuchi is withdrawn.
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VIII. Claims 12 and 28

As to this claim limitation, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that

Kiuchi’s requested connection information, including a connection ID and a second

symmetric data exchange key, are provided by the server-side proxy. (Claim Charts,

Exhibit E-2, pg. 28) As such, the rejection argues that the disclosed ‘connection

information' reads on the claimed ‘requested information’ and the disclosed ‘server-side

proxy’ reads on the claimed 'secure computer network address '.

PO argues Kiuchi does not disclose that “the access request message contains

a request for information stored at the secure network address" because Kiuchi

discloses that the connection ID and symmetric data exchange key are not stored at the

secure computer network address, as recited in the claims, but rather are newly

generated after the server-side proxy receives information regarding the client-side

proxy from the C-HTTP name server. (Remarks, pg, 12) PO also provides the Keromytis

Declaration as opinion evidence to support this argument. (7]35)

3PR responds the connection ID (e.g. the information requested) is generated

then stored at the secure computer network address (e.g., the server-side proxy),

because Kiuchi teaches the server-side proxy needs to delete the connection ID after

the connection is closed (i.e., in order for it to be deleted, the connection ID must have

first been stored). (Comments, pg. I I , 2’"! W)

Upon examination of Kiuchi, it is found that the response from the server-side

proxy indicating that the connection has been established includes the server-side-
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proxy-IP address (130 . 69.222 .222) and the server-side proxy name (i . e.

Coordinating . Center . CSCRG). (pg. 74, sectionf) AS such, it is agreed that the

disclosed 'connection information' reads on the claimed ‘requested information’ and the

disclosed ‘server-side proxy’ reads on the claimed 'secure computer network address '.

However, for the reason that it is agreed that Kiuchi does not anticipate base claims 1

and—17, the anticipation rejection of claims 12 and 28 under Kiuchi is withdrawn.

IX. Claims 13 15 29 and 31 

As to these claims, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues, inter

alia, that Kiuchi’s disclosed ‘client-side proxy’ reads on the claimed 'client computer'.

(Claim Charts, Exhibit E-Z, pg. 29)

PO argues that the client-side proxy does not read on the claimed ‘client

computer’ because Kiuchi clearly distinguishes between clients and client-side proxies.

(Remarks, pg. 12) According to PO, Kiuchi describes ‘user agents’ as entities with a

firewall, while explaining that the client-side proxy resides on the firewall of an

institution. (Remarks, pg. [2, 3r‘17[citing Kiuchi at 64)

PO also provides the Keromytis Declaration as opinion evidence stating that a

person of ordinary skill at the time of the invention would have been readily capable of

distinguishing, as Kiuchi does, between client computers within an institutional firewall

(eg. a nurse‘s or doctor's PC in a hospital) and a client computer residing on an

institutional firewall (eg. a client-side proxy). (7B8)
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3PR responds that Kiuchi teaches a user agent that communicates with a client-

side proxy. (Comments, pg. 12, 3” 7/) According to 3PR, a user enters a hostname into the

user agent (e.g., a nurse’s PC in a hospital), which sends the hostname to the client-

side proxy. (Id.) Accordingly, 3PR argues, the client-side proxy receives the hostname

and the hostname was from the user. (1d.) Thus, 3PR concludes, Kiuchi discloses the

method occurring at and being performed by the client computer. (Id.)

In response to PO's argument that Kiuchi’s ‘user agent’ and ‘client-side proxy’ do

not read on the claimed ‘user’ and ‘client computer', respectively, because Kiuchi

describes ‘user agents’ as m a firewall, while explaining that the client-side proxy

resides @ the firewall of the institution, it is noted that the features upon which PO

relies (i.e., 'm a firewall' or 'm the firewall') are not recited in the rejected claims.

Although the claims are interpreted in light of the specification, limitations from the

specification are not read into the claims. See In re Van Geuns, 988 F.2d 1181, 26

USPQ2d 1057 (Fed. Cir. 1993). As such, PO’s argument is not persuasive. However,

for the reason that it is agreed that Kiuchi does not anticipate base claims 1, 17, and

a, the anticipation rejection of claims 13, 15, 29, and 31 under Kiuchi is withdrawn.

X. Claims 16 and 32

As to claims 16 and 32, it is agreed that the rejection of these claims is improper

for the reason that claims 16 and 32 depend upon claims claims 2 and 18,

respectively, for which no RLP was found. (see Order at [0-11) Accordingly, the rejection

of claims 16 and 32 is withdrawn.
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XI. Claims4 10 14 20 26 30 and 35 

PO incorporates by reference the arguments traversing the rejection of claims 1,

17, and 33 over Kiuchi. As such, the response to these arguments, as set forth above,

is incorporated here. Therefore, for at least the reason incorporated here, the

anticipation rejection of claims 4, 10, 14, 20, 26, 30, and 35 under Kiuchi is withdrawn.

Xll. Claims 11 27 and41 

As to these claims, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues, inter

alia, that the claims are obvious over Kiuchi because adding an 's' to indicate a secure

domain to conventional domain names such as .com, .net, .org, .edu, .mil, or .gov is a

design choice within the knowledge and skill in the art. (Claim Charts, Exhibit E—2, pgs. 51-

52)

First, PO argues that the request and claim charts fail to provide the requisite

articulated reasoning to support the rejection. (Remarks, pg. 13)

SPR responds that rearranging letters is a mere design choice. (Comments, pg. 13)

Upon examination, it is found that the request and claim charts, as explained in

the Petition Decision (mailed 9/26/2012, pg. 14) provide a reasonable rationale for

modifying Kiuchi because one of ordinary skill in this art would know that the added

letter '5‘ stands for 'security'. As such, PO's argument that the rejection does not set

forth the requisite 'articulated reasoning' is not persuasive because the rationale for the

design choice is that it is known in the art that ‘3' stands for 'security‘.
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Second, PO argues that Kiuchi's taught domain names does not disclose or

suggest succinctly modifying a top-level domain name to denote security; rather, PO

argues, Kiuchi's allegedly lengthy and unwieldy domain names suggests the exact

opposite. (Remarks, pg. 14, 2””1 W)

3PR responds that PO is attempting to import limitations from the specification in

the claims because the claims recite nothing about 'denoting security'. (Comments, pg, 13,

4th 7)

Upon examination, it is found that PO’s argument is not persuasive. In response

to PO’s argument that there is no teaching, suggestion, or motivation in Kiuchi that

makes obvious the claim limitation, the examiner recognizes that obviousness may be

established by modifying the teachings of the prior art to produce the claimed invention

where there is some teaching, suggestion, or motivation to do so found either in the

references themselves or in the knowledge generally available to one of ordinary skill in

the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988), In re Jones,

958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992), and KSR International Co. v. TeIeerX,

Inc., 550 U.S. 398, 82 USPQ2d 1385 (2007).

In this case, Kiuchi discloses the ‘user agent to client-side proxy’ and the

‘server-side proxy to origin server’ are HTTP/1.0 connections. (pg. 64, §2.1) It is well-

known that HTTP/1.0 connections use conventional top-level domain names such as

.com, .net, .org, .edu, .mil, or .gov. Further, it is well-known to one of ordinary skill in the

art that modifying a conventional domain name with an 's' denotes security. As such,

Kiuchi as modified by knowledge generally available in the art, i.e. HTTP/1.0
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connections use conventional top-level domain names such as .com, .net, .org, .edu,

.mil, or. gov and that '3‘ denotes security, makes obvious the claim limitations. As such,

PO‘s arguments are not persuasive. However, for the reason that it is agreed that

Kiuchi does not anticipate base claims 1, 17, and 33, the rejection of claims 11, 27,

amd_41 as obvious over Kiuchi in view of Martin is withdrawn.

XIII. Claims 7 23 and 38 

As to these claims, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues, inter

alia, that although Kiuchi does not disclose this limitation, Martin teaches an IP

hopping scheme because "[c]hoosing one of the source addresses 'at random' shows

establishing the virtual private network communication link through pseudo randomly

changing computer network addresses as recited by the claim.” (Claim Charts, Exhibit E-

2, pgs. 48-50 citing Martin at pg. 9)

PO argues that 3PR’s tangential assertion that Martin describes choosing one of

the source addresses at random, does not teach the claimed "pseudo-randomly

changing network addresses in packets, let alone a network address hopping regime

that is used to pseudo-randomly change network addresses in packets.” (Remarks, pg.

15)

3PR responds that “[r]andomly using different network addresses for each

connection as taught by the combination of Kiuchi and Martin teaches that the source

and destination network addresses in the packets transiting the virtual private network

randomly ch ange”. (Comments, pg. 15)
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Upon examination, it is found that Martin teaches the following (pg. 9):
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It is found that Martin’s Amp, which is disclosed as the set of all possible TCP endpoint

connection identifiers, reads on the claimed ‘computer network addresses'. Further,

Martin teaches a lanon client building an outbound TCP connection should select its

source address/port pair from Amp at random. As such, it is found that Martin teaches

the claimed "computer network address hopping regime” because Martin teaches

selecting its source address/port pair from Amp at random. Therefore, PO’s arguments

are not persuasive. However, for the reason that it is agreed that Kiuchi does not

anticipate base claims 1, 17, and 33, the rejection of claims 7, 23, and 38 as obvious

over Kiuchi in view of Martin is withdrawn.

XIV. Secondary Considerations of Obviousness

“To be given substantial weight in the determination of obviousness or

nonobviousness evidence of secondary considerations must be relevant to the subject

matter as claimed and therefore the examiner must determine whether there is a nexus

between the merits of the claimed invention and the evidence of secondary

considerations.” MPEP §716.01(b)

Petitioner Apple Inc. - EX. 1024, p. 150



Petitioner Apple Inc. - Ex. 1024, p. 151

Control Number: 95/001,792 Page 21

Art Unit: 3992

1. Long Felt Need

As to the evidence of long felt need for the claim language pertaining to

“receiving from [a] secure domain name service a response message containing [a]

secure computer network address corresponding to [a] secure domain name; and

sending an access request message to the secure computer network address using a

virtual private communication link", PO provides the Short Declaration (WE-8).

The first example of long felt need provided by the Short Declaration (WM-5)

lacks the requisite nexus with the claim language because the evidence pertaining to

the DARPA programs 'lnformation Assurance' and 'Dynamic Coalitions' identifies a

general need for creating secure groups rapidly but does not identify the long felt need

for “receiving from [a] secure domain name service a response message containing [a]

secure computer network address corresponding to [a] secure domain name; and

sending an access request message to the secure computer network address using a

virtual private communication link‘, as claimed. More importantly, the evidence lacks the

requisite nexus because it does not discuss ‘secure domain name services’, ‘secure

computer network address’, ‘access request messages’, or a 'virtual private

communication link'.

The second example regarding ln-Q-Tel‘s willingness to enter into a relationship

with SAIC (the original assignee of the application that led to the ‘180 patent) for the

development of the claimed technology lacks the requisite nexus with the said claim

limitation because ln-Q-Tel’s willingness to enter into a relationship with SAIC may be

due to other factors such as SAIC’s size and reputation. (see Short Declaration 7[6)
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More importantly, the evidence lacks the requisite nexus because it does not discuss

‘secure domain name services’, ‘secure computer network address’, ‘access request

messages’, or a 'virtual private communication link'.

As to the third example, the evidence of long felt need provided by the Short

Declaration (W741) lacks the requisite nexus with the claim limitation “receiving from

[a] secure domain name service a response message containing [a] secure computer

network address corresponding to [a] secure domain name; and sending an access

request message to the secure computer network address using a virtual private

communication link' because the evidence pertains to a general need for a secure VPN

but does not discuss ‘secure domain name services’, ‘secure computer network

address’, ‘access request messages’, or a 'virtual private communication link'.

As such, the evidence of the long felt need provided by the Short Declaration is given

very little weight because it lacks the requisite nexus with the claimed language.

2. Commercial Success

The Short Declaration provides evidence of SafeNet’s portfolio license that

includes the ‘180 patent and VirnetX's license agreement of $200M as evidence of

commercial success. (7[12) This evidence, however, is given very little weight because it

lacks the requisite nexus with the claim limitation “receiving from [a] secure domain

name service a response message containing [a] secure computer network address

corresponding to [a] secure domain name; and sending an access request message to

the secure computer network address using a virtual private communication link"

because the commercial success could be due to any number of market factors
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including superior business acumen or marketing. More importantly, the evidence lacks

the requisite nexus because it does not discuss ‘secure domain name services’, ‘secure

computer network address’, ‘access request messages’, or a 'virtual private

communication link'.

3. Skthicism

The Short Declaration provides evidence that the claimed invention was met

with skepticism by others in the art before the inventor’s work because Dr. Short argues

that there was a general understanding that reliable security could only be achieved

through difficult to provision VPNs and easy to set up connections could not be secure.

(575713—15) This evidence, however, is given very little weight because it lacks the

requisite nexus with the claim limitation “receiving from [a] secure domain name service

a response message containing [a] secure computer network address corresponding to

[a] secure domain name; and sending an access request message to the secure

computer network address using a virtual private communication link' because the

evidence pertains to skepticism of an easy-to-set-up secure VPN connection but does

not discuss ‘secure domain name services’, ‘secure computer network address’, ‘access

request messages’, or a 'virtual private communication link'.

4. Praise
 

The Short Declaration provides evidence that the claimed invention was met

with praise by others because of the extensive licensing of the patented technology by

Safenet, Microsoft, Aastra, Mitel, and NEC . (5’[7[16) This evidence, however, is given

very little weight because it lacks the requisite nexus with the claim limitation “receiving
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from [a] secure domain name service a response message containing [a] secure

computer network address corresponding to [a] secure domain name; and sending an

access request message to the secure computer network address using a virtual private

communication linK' because the extensive licensing could have been motivated by a

desire to avoid the costs of litigation and not by respect for the non-obviousness of the

invention. More importantly, the evidence lacks the requisite nexus because it does not

discuss ‘secure domain name services’, ‘secure computer network address’, ‘access

request messages’, or a 'virtual private communication link'.

[The remainder of this page is intentionally left blank.]
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Reasons for Confirming the Claims as Patentable

3. Independent claims 1, 17, and 33 are confirmed as patentable over Kiuchi,

alone or in combination, because Kiuchi does not disclose or make obvious “sending

an access request message to the secure computer network address using a virtual

private network communication linK’ in combination with the other limitations of the

claims.

It is found that Kiuchi does not disclose or make obvious this claim limitation

because the disclosed 'request for connection' of Appendix 3(c) (i.e., the claimed "access

request message") is sent mthe C-HTTP (i.e., the claimed "virtual private network

communication link") and as such, the disclosed 'request for connection‘ does not E

the C-HTTP (i.e. the claimed “virtual private network link”), as claimed, because no link

exists at all between the disclosed client-side and server-side proxies at the time the

‘request for connection’ is sent. As such, the rejections over Kiuchi as set forth in the

request and claim charts, are withdrawn and the claims are confirmed as patentable

over Kiuchi. Further, claims 4, 6-16, 20, 22-32, 35, and 37-41 are confirmed as

patentable for at least the reason that they are dependent upon confirmed based

claims 1, 17, and 33.

[The remainder of this page is intentionally left blank.]
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Conclusion

4. This is a RIGHT OF APPEAL NOTICE (RAN); see MPEP § 2673.02 and §

2674. The decision in this Office action as to the patentability or unpatentability of any

original patent claim, any proposed amended claim and any new claim in this

proceeding is a FINAL DECISION.

5. No amendment can be made in response to the Right of Appeal Notice in an

inter partes reexamination. 37 CFR 1.953(c). Further, no affidavit or other evidence can

be submitted in an inter partes reexamination proceeding after the right of appeal

notice, except as provided in 37 CFR 1.981 or as permitted by 37 CFR 41 .77(b)(1). 37

CFR1.116(f).

6. Each party has a thirty-day or one-month time period, whichever is longer,

to file a notice of appeal. The patent owner may appeal to the Board of Patent Appeals

and lnterferences with respect to any decision adverse to the patentability of any

original or proposed amended or new claim of the patent by filing a notice of appeal and

paying the fee set forth in 37 CFR 41 .20(b)(1). The third party requester may appeal to

the Board of Patent Appeals and lnterferences with respect to any decision favorable to

the patentability of any original or proposed amended or new claim of the patent by filing

a notice of appeal and paying the fee set forth in 37 CFR 41 .20(b)(1).

7. In addition, a patent owner who has not filed a notice of appeal may file a notice

of cross appeal within fourteen days of service of a third party requester’s timely filed

notice of appeal and pay the fee set forth in 37 CFR 41 .20(b)(1). A third party requester

who has not filed a notice of appeal may file a notice of cross appeal within fourteen
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days of service of a patent owner’s timely filed notice of appeal and pay the fee set

forth in 37 CFR 41 .20(b)(1).

8. Any appeal in this proceeding must identify the claim(s) appealed, and must be

signed by the patent owner (for a patent owner appeal) or the third party requester (for a

third party requester appeal), or their duly authorized attorney or agent.

9. Any party that does not file a timely notice of appeal or a timely notice of cross

appeal will lose the right to appeal from any decision adverse to that party, but will not

lose the right to file a respondent brief and fee where it is appropriate for that party to do

so. If no party files a timely appeal, the reexamination prosecution will be terminated,

and the Director will proceed to issue and publish a certificate under 37 CFR 1.997 in

accordance with this Office action.

10. All correspondence relating to this inter partes reexamination proceeding should

be directed:

By Mail to: Mail Stop Inter Partes Reexam
Attn: Central Reexamination Unit

Commissioner for Patents

United States Patent & Trademark Office

PO. Box 1450

Alexandria, VA 22313-1450

By FAX to: (571) 273-9900
Central Reexamination Unit

By hand: Customer Service Window

Randolph Building

401 Dulany Street
Alexandria, VA 22314

11. Registered users of EFS-Web may alternatively submit such correspondence via

the electronic filing system EFS-Web, at:
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htt s://'efs.us t0.?0V/ef'iie/ntVrJor’tai/efs-reristered 

EFS—Web offers the benefit of quick submission to the particular area of the Office that

needs to act on the correspondence. Also, EFS—Web submissions are “soft scanned”

(i.e., electronically uploaded) directly into the official file for the reexamination

proceeding, which offers parties the opportunity to review the content of their

submissions after the “soft scanning” process is complete.

12. Extensions of time under 37 CFR 1.136(a) will not be permitted in these

proceedings because the provisions of 37 CFR 1.136 apply only to "an applicant" and

not to parties in a reexamination proceeding. Additionally, 35 U.S.C. 314(c) requires

that inter partes reexamination proceedings "will be conducted with special dispatch"

(37 CFR 1.937). Patent Owner extensions of time in interpartes reexamination

proceedings are provided for in 37 CFR 1.956. Extensions of time are not available for

third party requester comments, because a comment period of 30 days from service of

patent owner’s response is set by statute. 35 U.S.C. 314(b)(3).

13. The patent owner is reminded of the continuing responsibility under 37 CFR

1.985(a) to apprise the Office of any litigation activity, or other concurrent proceeding,

involving this patent throughout the course of this reexamination proceeding. The third

party requester is also reminded of the ability to similarly apprise the Office of any such

activity or proceeding throughout the course of this reexamination proceeding. See

MPEP §2686 and 2686.04.

14. Any inquiry concerning this communication or earlier communications from the

examiner, or as to the status of this proceeding, should be directed to the Central
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Reexamination Unit at telephone number (571) 272-7705.

Signed: /Deandra M. Hughes/

Reexamination Specialist, AU 3992

Conferees:

/Christina Y. Leung/

Primary Examiner, Art Unit 3992

/Sudhanshu C Pathak/

Supervisory Patent Examiner, Art Unit 3992
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SECURITY TECHNOLOGIES)
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D65 Automotive Industry Action Group, "ANXO Certification Authority Service and Directory Service
Definition for ANX Release 1," AIAG Telecommunications Project Team and Bellcore (May 9,
1997). (AIAG Definition, ANX)

 

  
 
 
 

 

 
 

 
 
 

 

  
  

  
  

  

 
 

 
 

D66 Automotive Industry Action Group, “ANXO Certification Process and ANX Registration Process
Definition for ANX Release 1," AIAG Telecommunications Project Team and Bellcore (May 9,
1997). (AIAG Certification, ANX)

067 Aventail Corp., ”Aventail Announces the First VPN Solution to Assure Interoperability Across
Emerging Security Protocols," June 2, 1997, (First VPN, Aventail)

D68 Syverson, et al. “Private Web Browsing," Naval Research Laboratory, Center for High 8 Assurance
Computer Systems (June 2, 1997). (Syverson, Onion Routing)
 

  
  

  
  
  
 

 D69 Bellcore, “Metrics, Criteria, and Measurement Technique Requirements for ANX Release 1," AIAG
Telecommunications Project Team and Bellcore (June 16, 1997). (AIAG Requirements, ANX)

D70 M. Handley, H. Schulzrinne, E, Schooler, Internet Engineering Task Force, Internet Draft,
(07/31 /1 997).((RFC 2543 Internet Draft 3)

D71 R. Atkinson, “Key Exchange Delegation Record for the DNS,” Network Working Group, RFC 2230
(November 1997).((RFC 2230, KX Records)
 
 

 
 

 

  
  
 

  
 

 
  
 

D72 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
(11/11/1997). (RFC 2543 Internet Draft 4)

D73 1998 Microsoft Professional Developers Conference DVD (“1998 PDC DVD-ROM") (including
screenshots captured there from and produced as MSFTVX 00018827—00018832). (Conference,
Microsoft Prior Art VPN Technology)

D74 Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDC DVD-
  

 

ROM) (Overview, Microsoft Prior Art VPN Technology)
Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle Mini-Camp Seminar
attendees get first look at the performance and capabilities of Windows NT 5.0 (1998) (available at
http://www.microsoft.com/presspass/featuresl1998/10—19nt5.mspxpftrue). (NT Beta, Microsoft Prior
Art VPN Technology)
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D76 “What ports does SSL use" available at stason.orngULARC/security/ssl—ta|kl3—4-What—ports-does-
ssI—use.htm| (1998). (Ports, DNS SRV)

D77 Aventail Corp., “Aventail VPN V2.6 Includes Support for More Than Ten Authentication Methods
Making Extranet VPN Development Secure and Simple," Press Release, January 19, 1998. (VPN
V2.6, Aventail)

D78 R. G. Moskowitz, “Network Address Translation Issues with IPsec," Internet Draft, Internet
Engineering Task Force, February 6, 1998. (Moskowitz)
H. Schulzrinne. et al, "Internet Telephony Gateway Location,” Proceedings of IEEE INfocom ‘98.
The Conference on Computer Communications, Vol. 2 (March 29 — April 2, 1998). (Gateway,
Schulzrinne)

C. Huitema, 45 al. “Simple Gateway Control Protocol,” Version 1.0 (May 5, 1998). (SGCP)

DISA “Secret Internet Protocol Router Network," SIPRNET Program Management Office (03113)
DISN Networks DISN Transmission Services (May8, 1998). DISA, SIPRNET)

M. Handley H. Schulzrinne E. Schooler, Internet Engineering Task Force Internet Draft,
(0.5/14/1998) (RFC 2543 Internet Draft 5)

M. Handley, H. Schulzrinne E. Schooler Internet Engineering Task Force Internet Draft,
0(6/17/1998). (RFC 2543 Internet Draft 6)
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D. McDonald, et al. “PF_KEY Key Management API, Version 2," Network Working Group, RFC
 2357 (July 1993). (RFC 2367)

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
(07/16/1998). (RFC 2543 Internet Draft 7)

 
M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
(08/07/1998). (RFC 2543 Internet Draft 8)
Microsoft Corp., Company Focuses on Quality and Customer Feedback (August 18, 1998). (Focus,
Microsoft Prior Art VPN Technology)

D88 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
(09/18/1998). (RFC 2543 Internet Draft 9)

089 Atkinson, et al. “Security Architecture for the Internet Protocol," Network Working Group, RFC 2401
(November 1998). (RFC 2401, UNDERLYING SECURITY TECHNOLOGIES)

086

87D

 
 

  
 
  

 
 

090 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
(11/12/1998). (RFC 2543 Internet Draft 10)

091 Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security Working Group
  

 

(December 1998). (DNSSEC-7)

092 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
(12/15/1998). (RFC 2543 Internet Draft 11)

 

  
 

 
 

 

 

 

093 Aventail Corp, “Aventail Connect 3.1/2.6 Administrator's Guide," (1999). (Aventail Administrator
3.1, Aventail)

D94 Aventail Corp., “Aventail Connect 3.1/2.6 User’s Guide," (1999). (Aventail User 3.1, Aventail)

095 Aventail Corp, “Aventail ExtraWeb Server v3.2 Administrator’s Guide," (1999). (Aventail ExtraWeb
3.2, Aventail)

096 Kaufman et al, "Implementing IPsec,” (Copyright 1999). (Implementing IPSEC, VPN
REFERENCES)

097 Network Solutions, Inc. “Enabling SSL," NSI Registry(1999). (Enabling SSL, UNDERLYING
‘ SECURITY TECHNOLOGIES)

8 Check Point Software Technologies Ltd. (1999) (Check Point, Checkpoint FW)

Arnt Gulbrandsen 8 Paul Vixie, A DNS RR for specifying the location of services (DNS
SRW.<drafl-ietf-dnsind-fr02052bis-02,txt> (January 1999). (Gulbrandsen 99, DNS SRV)EH

(0

 
 

  
 

0100 C. Scott, et aI. Virtual Private Networks, O’Reilly and Associates, Inc., 2nd ed. (Jan. 1999). Scott
VPNs)

0101 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft,
  (01/15/1999). (RFC 2543 Internet Draft 12)

Goldschlag, et al., “Onion Routing for Anonymous and Private lntemet Connections," Naval
Research Laboratory, Center for High Assurance Computer Systems (January 28, 1999).
(Goldschlag III, Onion Routing)
H. Schulzrinne, "Internet Telephony: architecture and protocols — an IETF perspective," Computer
Networks, Vol. 31, No. 3 (February 1999). (Telephony, Schulzrinne)

M. Handley, et al. “SIP: Session Initiation Protocol," Network Working Group, RFC 2543 and
Internet Drafts (12/96-3/99). (Handley, RFC 2543)
FreeS/WAN Project, Linux FreeS/WAN Compatibility Guide (March 4, 1999). (FreeSNVAN
Compatibility Guide, FreeS/WAN)
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Telcordia Technologies, “ANX Release 1 Document Corrections," AIAG (May 11, 1999).
(Telcordia, ANX)

D107 Ken Hornstein & Jeffrey Altman, Distributing Kerberos K00 and Realm Information with DNS
<draft-eitf-cat—krb-dns-locale-oo.txt> (June 21, 1999). (Hornstein, DNS SRV)

Virtual Private Networks (VPNs)', IETF Internet Draft (October 1999). (Bhattcharya LDAP VPN)
B. Patel. et aI. “DHCP Configuration of lPSEC Tunnel Mode," IPSEC Working Group, Internet Draft
02 (10/15/1999). (Patel)

(Goncalves. Checkpoint FW)
“Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources," FirstVPN, (Jan
2000). (FirstVPN Microsoft)

RFC 2782 (February 2000). (RFC 2782, DNS SRV)
MITRE Organization, "Technical Description." Collaborative Operations in Joint Expeditionary
Force Experiment (JEFX) 99 (February 2000). (MITRE, SIPRNET)

Communications Review, Vol. 4, No.3. pp. 47—57 (July 2000). (Application, SIP)

Kindred et aI, “Dynamic VPN Communities: Implementation and Experience," DARPA Information
Survivability Conference and Exposition II (June 2001). (DARPA, VPN SYSTEMS)

_-_—-_——

and/or country where published.

D108 Bhattacharya, et al., "An LDAP Schema for Configuration and Administration of IPSec Based

Goncalves, et al. Check Point FireWalI—1 Administration Guide, McGraw—Hill Companies (2000).

Gulbrandsen, Vixie, 8. Esibov, A DNS RR for specifying the location of services (DNS SRV), IETF

H. Schulzrinne, et at. “Application-Layer Mobility Using SIP," Mobile Computing and

ANX 101: Basic ANX Service Outline. (Outline, ANX)

 
 
 

  

  
 

 

 

  
  

 

  
 

 

D115

 
 
 

 
 

 

 
 

D117 ANX 201: Advanced ANX Service. (Advanced, ANX)

D118 Appendix A: Certificate Profile for ANX lPsec Certificates. (Appendix, ANX)

D119 Assured Digital Products. (Assured Digital) 
 Aventail Corp, “Aventail AutoSOCKS the Client Key to Network Security," Aventail Corporation

White Paper. (Network Security, Aventail)

Cindy Moran, “DISN Data Networks; Secret Internet Protocol Router Network (SIPRNet)." (Moran,
SIPRNET)
Data Fellows F—Secure VPN+ (F—Secure VPN+)

“Interim Operational Systems Doctrine for the Remote Access Security Program (RASP) Secret
Dial-In Solution. (RASP, SIPRNET)-

D124 Onion Routing, “Investigation of Route Selection Algorithms,” available at http://www.onion—
router.net/Archives/Route/index.htm|. (Route Selection, Onion Routing)

D125 Secure Computing, ”Bullet-Proofing an Army Net," Washington Technology. (Secure, SIPRNET)

D126 SPARTA “Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS)

D127 Standard Operation Procedure for Using the 1910 Secure Modems. (Standard, SIPRNET)

D128 Publically available emails relating to FreeSNVAN (MSFI'VX00018833—MSFTVX00019206).
(FreeS/WAN emails, FreeS/WAN)

D129 Kaufman et aI., “Implementing lPsec," (Copyright 1999) (Implementing lPsec)
0130 Network Associates Gauntlet Firewall For Unix User’s Guide Version 5.0 (1999). (Gauntlet User’s

Guide — Unix, Firewall Products)

Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version 5.0 (1999)
(Gauntlet Getting Started Guide — NT, Firewall Products)
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D132 Network Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999) (Gauntlet
Unix Getting Started Guide, Firewall Products)

D133 Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999) (Gauntlet Unix
Release Notes, Firewall Products)

- D134 Network Associates Gauntlet Firewall For IMndows NTAdministrator’s Guide Version 5.0 (1999)

 

 
 

 
 (Gauntlet NT Administrator’s Guide, Firewall Products)

D135 Trusted Information Systems, Inc. Gauntlet lnternet Firewall Firewall-to-Firewall Encryption Guide
Version 3.1 (1996) (Gauntlet Firewall-to-Firewall, Firewall Products) 
Network Associates Gauntlet Firewall Global Virtual Private Network User's Guide for Windows NT

Version 5.0 (1999) (Gauntlet NT GVPN, GVPN)
Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User’s Guide

Version 5.0 (1999) (Gauntlet Unix GVPN, GVPN)

D136

D137

Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN)

Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred DVPN,

D138

D139

DVPN)

D140 Dan Sterne et al. TIS Dynamic Security Perimeter Research Project Demonstration (March 9,
1998) (Dynamic Security Perimeter, DVPN)

D141 Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5, 2000)
(Kindred DVPN Capability, DVPN) 11

D142

  
 

   
 

 
 
 
 

 
 

 

  

 

October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTAOOOO1712-1714, 1808-1811)
(Turchi DVPN email, DVPN)

D143 James Just & Dan Sterne Security Quickstart Task Update (February 5, 1997) (Security Quickstart,
DVPN)

D144 Virtual Private Network Demonstration dated March 21, 1998 (SPARTA00001844-54) (DVPN
Demonstration, DVPN)

  
  
  
  

 
  

  (Connection Point Services) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows. Accordingly, upon information and belief, this reference is prior art
to the patents-in-suit.)
Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide -
Connection Manager, available at
http://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/cmak.mspx
(Connection Manager) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows such as Windows NT 40. Accordingly, upon information and belief,
this reference is prior art to the patents-in-suit.)
Microsoft Corp. Autodial Heuristics, available at http://support.microsoft.com/kb/164249 (Autodial
Heuristics) (Although undated, this reference refers to the operation of prior art versions of
Microsoft Windows Such as Windows NT 4.0. Accordingly, upon information and belief, this
reference is prior art to the patents-in-suit.)
Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at
http://msdnz.microsoft.com/en-us/Iibrary/m5809332(printer).aspx (Cariplo I)
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D145 GTE Internetworking 8r BBN Technologies DARPA Information Assurance Program Integrated
Feasibilit Demonstration (IFD) 1.1 Plan (March 10, 1998) (IFD 1.1, DVPN)

D146 Microsoft Corp. Windows NT Server Product Documentation: Administration Guide - Connection
Point Services, available at

D147

http://www.microsoft.com/technet/a rchive/winntas/proddocs/inetconctservice/cpsops. mspx
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Marc Levy, COM Internet Services (Apr. 23, 1999), available at http:l/msdn2.microsoft.com/en-
us/Iibrarylm5809302(printer).aspx (Levy)

Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at
http:llmsdn2.microsoft.comlen-us/librarylm5809311(printer).aspx (Horstmann)

Microsofl Corpv, DCOM: A Business Overview (Apr. 1997), available at
http:/lmsdn2.microsoftcomlen-us/librarylms809320(printer).aspx (DCOM Business Overview I)
Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at
http:/lmsdn2.microsoftcomlen—us/library/m5809340(printer).aspx (DCOM Technical Overview I)
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Microsoft Corp, DCOM - The Distributed Component Object Model, A Business Overview White
Paper (Microsoft 1997) available in PDC DVD—ROM (DCOM Business Overview ll)
Microsoft Corp., DCOM - Cariplo Home Banking Over The Internet White Paper Microsoft 1996)
available in PDC DVD—ROM (Cariplo II)
Microsoft Corp., DCOM Solutions in Action White Paper (Microsoft 1996) available in PDC DVD—
ROM (DCOM Solutions in Action)

 
 

  
 
 

 
 

 

 
 

 

  

  
 

  
 

  D158 Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12 in PDC
DVD—ROM (DCOM Technical Overview ll)

D159 125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at
  http://msdn2.microsoftcomlen-us/Iibrary/m5810277(printer).aspx (Suhy)

D160 126. Aaron Skonnard, Essential Win/net 313-423 (Addison Wesley Longman 1998) (Essential
Winlnet)

D161 Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and Servers, (1998)
available at http:/lmsdn2.microsoft.comlenusllibrary/ms81 1078(printer).aspx (Using PPTP)

D162 Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition,
http://www.microsoft.comitechneUarchive/winntas/proddocslinetconctservice/bcgstart.mspx
(Internet Connection Services I)

D163 Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available at
http://www.microsoft.com/technet/archive/winntas/proddocslinetconctservice/bcgstrtc.mspx
(Internet Connection Services II)
Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide — Appendix B: Enabling
Connections with the Connection Manager Administration Kit. available at
http://www.microsoftcomltechnet/prodtechnollie/deploy/deploy5lappendb.mspx (IE5 Corporate
Development)

D165 Mark Minasi, Mastering Windows NT Server4 1359-1442 (6th ed.. January 15, 1999) (Mastering
Windows NT Sewer)

Hands On, Self-Paced Training for Supporting Version 4.0 371—473 (Microsoft Press 1998) (Hands

 

 
 

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
http://www.microsoft.com/technellarchive/winntas/maintain/featusabilily/pptpwp3.mspx (MS PPTP)
Kenneth Gregg, et al., Microsoft Windows NT Server Administrator’s Bible 173-206, 883-911, 974-
1076 (IDG Books Worldwide 1999) (Gregg)

Microsoft Corp., Remote Access (Windows), available at
http:/lmsan.microsoft.com/enus/Iibrarylbb545687(VS.85.printer).aspx (Remote Access)
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D170 Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at
http:l/www.microsoft.corn/technet/archive/winntaslplan/pptpudst.mspx (Understanding PPTP NT 4)

such as Windows NT 4.0. Accordingly, upon information and belief, this reference is prior art to the
patents—in-suit.)

D171 Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at
http://www.microsoft.com/technetlarchive/winntas/depon/confeat/vpntwkmspx (NT4 VPN)
(Although undated, this reference refers to the operation of prior art versions of Microsoft Windows

patents-in-suit.)
D172 Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399 (IDG

Books Worldwide 1998)V(Network Plumbing)

D173 Microsoft Corp., Chapter 1 - Introduction to Windows NT Routing with Routing and Remote Access

http://www.microsoft.comltechnet/archive/winntas/proddocslrras40/rrasch0l.mspx (Intro to RRAS)
(Although undated, this reference refers to the operation of prior art versions of Microsoft Windows
such as Windows NT 4.0. Accordingly, upon information and belief, this reference is prior art to the

Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 — Planning for Large—Scale
Configurations. available at
http://www.microsoft.com/technetlarchivelwinntas/proddocs/rras40lrrasch05.mspx (Large-Scale

Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief, this

--F-Secure, F-Secure NameSurfedMay 1999) (from FSECURE 00000003) (NameSurfer 3)
D176 F—Secure, F—Secure VPN Administrator’s Guide (May 1999) (from FSECURE 00000003) F—Secure

VPN 3)
0177

(SSH Guide 3)
D178 F-Secure, F-Secure SSH2.0 for Windows NT and 95 (May 1999) (from FSECURE 00000003)

(SSH 2.0 Guide 3)

D180 F-Secure, F—Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4,1 Guide 6)

D181 F-Secure, F—Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 6)

D182 F—Secure, F—Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE 00000006) (F—
Secure SSH 2.0 Guide 6)

(SSH Guide 9)

Secure SSH 2.0 Guide 9)

- D185 F—Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9)

- D186 F-Secure, F-Secure Management Tools, Administrator‘s Guide (1999) (from FSECURE 00000003)
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(Although undated, this reference refers to the operation of prior art versions of Microsoft Windows

such as Windows NT 4.0, Accordingly, upon information and belief, this reference is prior art to the

Service, available at
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D174

Configurations) (Although undated, this reference refers to the operation of prior art versions of

reference is prior art to the patents-in-suit.)

F-Secure, F-Secure SSH User’s & Administrator’s Guide (May 1999) (from FSECURE 00000003)
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Commissioner for Patents
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IP SECTION

MAR 1 2 2013
2323 VICTORY AVENUE, SUITE 700

DALLAS, TX 75219 CENTRAL REEXAMINATION UM"

Transmittal of Communication to Third Party Requester
Inter Partes Reexamination

REEXAMINATION CONTROL NO. : 95001792

PATENT NO. : 7188180

ART UNIT : 3992

Enclosed is a copy of the latest communication from the United States Patent and Trademark
Office in the above-identified reexamination proceeding. 37 CFR 1.903.

Prior to the filing of a Notice of Appeal, each time the patent owner responds to this

communication, the third party requester of the inter partes reexamination may once file

written comments within a period of 30 days from the date of service of the patent owner's

response. This 30--day time period is statutory (35 U.S. C. 314(b)(2)), and, as such, it cannot
be extended. See also 37 CFR 1.947.

If an ex parte reexamination has been merged with the inter partes reexamination, no responsive

submission by any ex parte third party requester is permitted.

All correspondence relating to this inter partes reexamination proceeding should be directed to the

Central Reexamination Unit at the mail, FAX, or hand-carry addresses given at the end of the
communication enclosed with this transmittal.
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Commissioner for Patents

United States Patent and Trademark Office
10. Box 1450

Alexandria, VA 22313-1450
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FINNEGAN, HENDERSON, FARABOW, (For Patent Owner) MAILED
GARRET & DUNNER LLP »

901 New York Avenue, NW. MAR 1 2 2013
Washington, DC. 20001-4413

CENTRAL REEXAMINATION UNIT

David McCombs (For Third Party Requester)

Haynes and Boone, LLP

2323 Victory Avenue
Suite 700

Dallas, Texas 75219

Inter Partes Reexamination Proceeding 2 DECISION

Control No.: 95/001,792 : DISMISSING PETITION

Filed: October 25, 2011 2 TO SHORTEN RESPONSE

For: US. Patent No. 7,188,180 ‘ : PERIODS AND
: ACCELERATE PROCEEDINGS

This is a decision on third party requester’s “Revised Petition Under 37 CFR § 1.182 To Shorten

Response Periods and Accelerate Proceedings” (“petition under 1.182”), filed on January 11,

2013 and on “Patent Owner’s Petition In Opposition To Third-Party Requester Cisco Systems,

Inc.’s Revised Petition To Shorten Response Periods and Accelerate Proceedings” (the

opposition”), filed on January 17, 2013.

The petition under 37 CFR 1.182 and the opposition are before the Office of Patent Legal
Administration.

The petition under 37 CFR 1.182 is dismissed for the reasons set forth herein.

Note that all citations to 35 U.S.C. Chapter 31 are to the statute in effect as of the filing date of

the inter partes reexamination proceedings.

BACKGROUND

1. On March 6, 2007, US. Patent No. 7,188,180 (“the ‘ 180 patent”) issued to Larson et al. with
41 claims.
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2. On August 1 1, 2010, VimetX Inc. (“patent owner”) asserted the ‘ 180 patent and US. Patent

Nos. 6,502,135, 7,418,504, 6,839,759 and 7,490,151 in the Eastern District of Texas (VirnetX

Inc. v. Cisco Sys., Inc, et al., No. 6:10-cv-00417). Patent owner additionally asserted US.

Patent No. 7,9212] 1 in an Amended Complaint filed on April 5, 2011.

3. On October 25, 2011, a request for inter partes reexamination of the ‘ 180 patent was filed by

a third party requester, which request was assigned control no. 95/001,792 (“the ‘1792

proceeding”). The request identified Cisco Systems, Inc. (“Cisco”) as the real party in

interest. On September 6, 2012, the Office issued an order granting the request for inter

partes reexamination in the ‘ 1792 proceeding.

4. On January 11, 2013, Cisco filed the instant petition paper entitled “Revised Petition Under

37 CFR § 1.182 To Shorten Response Periods and Accelerate Proceedings” (“the petition

under 37 CFR 1.182”) in the merged proceeding.

5. Also, on January 11, 2013, Cisco filed petition papers entitled “Revised Petition Under 37

CFR § 1.182 To Shorten Response Periods and AcceleratevProceedings” in Reexamination

Control Nos. 95/001,682; 95/001,697; 95/001,746; 95/001,851; and 95/001,856.

6. On January 17, 2013, patent owner filed “Patent Owner’s Petition In Opposition To Third-
Party’ Requester Cisco Systems, Inc.’s Revised Petition To Shorten Response Periods and

Accelerate Proceedings” (“the opposition”) in the merged proceeding.

DECISION

Relevant Statutes, Regulations and Practice

35 U.S.C. § 314 provides, in part:

(a) IN GENERAL.— Except as otherwise provided in this section, reexamination

shall be conducted according to the procedures established for initial examination

under the provisions of sections 132 and 133. In any inter partes reexamination

proceeding under this chapter, the patent owner shall be permitted to propose any

amendment to the patent and a new claim or claims, except that no proposed

amended or new claim enlarging the scope of the claims of the patent shall be

permitted. 11‘ * 31‘ 1k

(0) SPECIAL DISPATCH.—— Unless otherwise provided by the Director for good

cause, all inter partes reexamination proceedings under this section, including any

appeal to the Board of Patent Appeals and Interferences, shall be conducted with
special dispatch within the Office.
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Cisco’s Petition under 37 CFR 1.182 and Patent Owner’s Opposition

In the petition under 37 CFR 1.182, Cisco (“petitioner”) requests that “the Patent Office
accelerate and bring to a close the various long-pending reexaminations, including setting

shortened statutory periods for future Patent Owner responses.”l Specifically, petitioner requests
that “the schedules and handling of the following reexarninations2 be accelerated, including that
future Office Actions set a one-month (or 30 days, whichever is longer) period for response by
the Patent Owner.”3

In support of its request, petitioner cites to MPEP § 2662(L) which provides as follows:

(L) Litigation.

Where the reexamination results from a court order or litigation is stayed for purposes of

reexamination, the shortened statutory period will generally be set at one month or thirty

days, whichever is longer. In addition, if (1) there is litigation concurrent with an inter

partes reexamination proceeding and (2) the reexamination proceeding has been pending

for more than one year, the Director of the Office of Patent Legal Administration

(OPLA), Director of the Central Reexamination Unit (CRU), Director of the Technology

Center (TC) in which the reexamination is being conducted, or a Senior Legal Advisor of

the OPLA, may approve Office actions in such reexamination proceeding setting a one-

month or thirty days, whichever is longer, shortened statutory period for response rather

than the two months usually set in reexamination proceedings. A statement at the end of

the Office action — “One month or thirty days, whichever is longer, shortened statutory

period approved,” followed by the signature of one of these officials, will designate such

approval. See MPEP § 2686.04.<

Petitioner asserts that because “[a]11 of the patents in reexamination are involved in co-pending

litigations,” and “[s]ince all of the reexamination proceedings are past or near their filing

anniversaries, Cisco asks that a one-month (or 30 day) deadline be set for the Patent Owner’s

response to any Office Action issuing after a proceeding has been pending for more than a

year.”4 Petitioner also asserts that “[c]onsistent with the need for special dispatch, Cisco also
believes that the Patent Office should enforce the shortened period for response by denying any

further requests by the Patent Owner to delay the proceeding by extending its deadlines.”5

In opposition to requester’s petition under 37 CFR 1.182, patent owner asserts that “these

reexaminations are already being appropriately conducted by the Office with the ‘special

dispatch’ sought by Cisco.”6 Patent owner further asserts that “accelerating the 95/001,679,
95/001,714, 95/001,746, 95/001,792, 95/001,851, and 95/001,856 proceedings would also

' Petition under 37 CFR 1.182 at page 2.
2 The listed reexamination proceedings are the instant proceeding and Reexamination Control Nos. 95/OOI,682;
95/001,697; 95/00],746; 95/00],85]; and 95/00],856.

3 Petition under 37 CFR 1.182 at page 3.
4 Id. at page 3-4.
5 Id. at page 4.
6 Opposition at page 4.
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substantially prejudice Patent Owner”7 and would “unreasonably burden Patent Owner and its
counsel.”8

Discussion

Petitioner requests that the Office accelerate the instant merged proceeding by (1) setting a one-

month (or 30 day) deadline for future patent ovirner responses and (2) denying any further

requests by patent owner for extensions of time. Petitioner’s request relates to matters that are

discretionary on the part of the Office and which are decided by the Office on a case-by-case

basis. For example, MPEP § 2662(L), relied upon by petitioner, makes clear that setting a

shortened statutory period for patent owner responses is a matter of Office discretion.9 Such
determination is made by balancing the desire to provide the patent owner with a fair opportunity

to respond against the requirement of the statute that the proceedings be conducted with special

dispatch. In this instance, patent owner has asserted that accelerating the proceedings would

“unreasonably burden Patent Owner and its counsel.”10 Further, as noted by patent owner,
“these reexaminations are already being appropriately conducted by the Office with the ‘special

dispatch’ sought by Cisco.”'1

Additionally, MPEP § 2667(II)(B)(4), makes clear that granting a patent owner’s request for

extension of time is also a matter of Office discretion.” Neither 35 U.S.C. § 314 (b)(2) nor the

regulations provide any right for the third party requester to file an opposition or comment on a
patent owner’s request for an extension of time under 37 CFR 1.956.1 This is an issue that goes
to timeliness, rather than to the merits. While enactment of the inter partes reexamination statute

was for the purpose of expanding a third party requester’s participation in the merits of the

proceeding, there is no indication whatsoever in the legislative history of the inter partes

reexamination statute that the requester was granted any right to challenge the granting of an

extension of time in an inter partes reexamination proceeding. The lack of such a right was not

raised in the enactment of the inter partes reexamination statute (or in any of the precursor bills),

7

Id. at page 5.

8 Id. at pages 5-6 (noting that patent owner “must also respond to filings from Apple in a large number of other
reexaminations”)

9 MPEP § 2662(L) specifically states “the Director of the Office of Patent Legal Administration (OPLA),
Director of the Central Reexamination Unit (CRU), Director of the Technology Center (TC) in which the

reexamination is being conducted, or a Senior Legal Advisor of the OPLA, my approve Office actions in

such reexamination proceeding setting a one-month or thirty days, whichever is longer, shortened

statutory period for response rather than the two months usually set in reexamination proceedings”
(emphasis added).
'0 Id. at pages 5-6 (noting that “Along with these proceedings, Patent Owner is concurrently involved in five
additional reexaminations naming Apple as the real party in interest, which are also demanding significant attention
from Patent Owner.” )

" Opposition at page 4.
'2 MPEP § 2667(ll)(B)(4) states that “any petition requesting that an extension of time be denied will be returned,
since a reguester does not have a statutory right to challenge this discretionafl procedural process in the
reexamination proceeding; whether or not the time is extended clearly does not go to the merits of the
reexamination proceeding.”

”See Streamlined Patent Reexamination Proceedings; Notice ofPublic Meeting, 76 Fed. Reg. 22854, 22858 (April
25, 2011) (stating that a patent owner’s request for extension of time to respond to an Office action in inter partes
reexam is not opposable).
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and there is no evidence to indicate that enacting such a right was ever contemplated by

Congress. '

To the extent petitioner is requesting that the Office bind itself at the present time to a particular

course of action in the future, the Office declines. Any future decisions by the Office to exercise

its discretion with respect to this matter will be decided on a case-by—case basis, balancing the

equities noted above. Accordingly, for at least the aforementioned reasons, the petition under
1.182 is dismissed.

CONCLUSION

1. Petitioner’s January 11, 2013 petition under 37 CFR 1.182 is dismissed.

2. Any questions concerning this communication should be directed to Erin M. Harriman,

Legal Advisor, at 571-272-7747 or to the undersigned at 571—272-7726.

37-x; ,L. gala,
Pinchus M. Laufer

Senior Legal Advisor

Office of Patent Legal Administration
March 11, 2013
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Control No. Patent Under Reexamination

Transmittal of Communication to

Third Party Requester 95/001792 ”882180. . Examiner Art UnIt
Inter Partes Reexamination

 

Deandra M. HUohes 3992

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address. --

'— (THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS) —|

Haynes and Boone, LLP
IP Section

2323 Victory Avenue Suite 700
Dallas, TX 75219

Enclosed is a copy of the latest communication from the United States Patent and Trademark Office

in the above-identified reexamination prceeding. 37 CFR 1.903.

Prior to the filing of a Notice of Appeal, each time the patent owner responds to this communication,

the third party requester of the interpartes reexamination may once file written comments within a

period of 30 days from the date of service of the patent owner's response. This 30-day time period is

statutory (35 U.S.C. 314(b)(2)), and, as such, it cannot be extended. See also 37 CFR 1.947.
 

If an ex parte reexamination has been merged with the inter partes reexamination, no responsive

submission by any ex parte third party requester is permitted.

All correspondence relating to this inter partes reexamination proceeding should be directed to the

Central Reexamination Unit at the mail, FAX, or hand-carry addresses given at the end of the
communication enclosed with this transmittal.

US. Patent and Trademark Office Paper No. 20130207
PTOL-2070 (Rev. 07-04)
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Control No. Patent Under Reexamination

ACTION CLOSING PROSECUTION 95/091,792 7,188,180
(37 CFR 1949) Examiner Art Unit

Deandra M. Hu hes 3992
  

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address. --

Responsive to the communication(s) filed by:
Patent Owner on 19 December 2012

Third Party(ies) on 16 January, 2012

 

Patent owner may once file a submission under 37 CFR 1.951 (a) within 1 month(s) from the mailing date of this

Office action. Where a submission is filed, third party requester may file responsive comments under 37 CFR

1.951 (b) within 30-days (not extendable- 35 U.S.C. § 314(b)(2)) from the date of service of the initial
submission on the requester. Appeal cannot be taken from this action. Appeal can only be taken from a

Right of Appeal Notice under 37 CFR 1.953.

All correspondence relating to this inter partes reexamination proceeding should be directed to the Central

Reexamination Unit at the mail, FAX, or hand-carry addresses given at the end of this Office action.

PART I. THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION:

1. El Notice of References Cited by Examiner, PTO-892
2. |:I Information Disclosure Citation, PTO/SB/OS

3.I:I

PART II. SUMMARY OF ACTION:

1a. IZ Claims 1 4 6-17 20 22-33 35 and 37-41 are subject to reexamination.

 

 

   1b. I:| Claims are not subject to reexamination.

2. |:| Claims have been canceled.

3. IE Claims 1 4 6-17 20 22-33 35 and 37-41 are confirmed. [Unamended patent claims]

4. |:| Claims are patentable. [Amended or new claims]

5. |:| Claims are rejected.

6. |:| Claims are objected to.

7. I:| The drawings filed on El are acceptable I:I are not acceptable.

8 I:| The drawing correction request filed on is: El approved. D disapproved.

9 El Acknowledgment is made of the claim for priority under 35 U.S.C. 119 (a)—(d). The certified copy has:
|:| been received. I:| not been received. |:| been filed in Application/Control No

10. |:| Other

U.S. Patent and Trademark Office Paper No. 20130207
PTOL-2065 (08/06)
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Control Number: 95/001,792 Page 2

Art Unit: 3992

INTER PARTES REEXAMINATION ACTION CLOSING PROSEUCTION

1. This is an action closing prosecution (“ACP”) in the inter partes reexamination of

claims 1I 4I 6-17I 20I 22-33I 35 and 37-41 of USP 7,188,180. (“'180 patent”)

- Patent Owner’s remarks (hereafter “remarks”) filed Dec. 19, 2012 have been
entered.

- Third Party Requester’s comments (hereafter “comments”) filed Jan. 16, 2012
have entered.

Evidence Cited in this Action

2. The evidence is cited in this action:

(A) Kiuchi et al. “The Development of a Secure, Closed HTTP-based Network

on the Internet”, 1996. (“Kiuchi")

(B) Martin, David M. “A Framework for Local Anonymity in the Internet”,

February 21, 1998. (“Martin”)

(C) RFC973: Information Sciences Institute, "Transmission Control Protocol".

DARPA Internet Program Protocol. Sept. 1981. ("RF0973")

(D) Declaration of Dr. Angelos D. Keromytis, Ph.D. executed Dec. 16, 2012.

(“Keromytis Declaration”)

(E) Declaration of Dr. Robert Dunham Short lll, Ph.D. executed Dec. 18,

2012. (“Short Declaration”)
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Control Number: 95/001,792 Page 3

Art Unit: 3992

Response to PO’s Remarks and 3PR’s Comments

Summary of Kiuchi

Kiuchi discloses “C-HTTP” which provides secure HTTP communications within

a closed group of institutions on the internet, where each member is protected by its

own firewall. (Abstract) Kiuchi discloses that these C-HTTP-based communications are

made possible by three components: (1) a client-side proxy, (2) a server-side proxy, and

(3) a C-HTTP name server. (Id.) The client-side proxy and server-side proxy

communicate with each other using a secure, encrypted protocol, while communications

between a user agent and client-side proxy or an origin server and server-side proxy

are performed using HTTP/1.0. (Id.) In a C-HTTP-based network, instead of DNS, a C-

HTTP-based secure, encrypted name, and certification service is used. (Id.)

ll. Claim 1: “sending an access request message to the secure computer network

address using a virtual private network communication link.”

As to this claim limitation, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that

Kiuchi’s disclosed "request for connection to the server-side proxy” of Appendix 3(a)

reads on the claimed “access request message" and the disclosed "C-HTTP connection

between a client-side proxy and a server-side proxy” reads on the claimed “virtual

private network communication linK’. (Claim Charts, Exlzibit E-2, pg. 13-16)

PO argues Kiuchi’s claimed "request for connection" of Appendix 3(c) is sent

before any C-HTTP connection is established, and accordingly Kiuchi fails to disclose

"sending an access request message...flg a virtual private communication link"

because the “access request message” (i.e., request for connection) cannot use a
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Control Number: 95/001,792 Page 4

Art Unit: 3992

virtual private communication link (i.e., the C-HTTP connection) that has not yet been

established. (Remarks, pg. 6; emphasis added)

PO also provides the Keromytis Declaration, which makes the following

statement as to Kiuchi (7[23):

 

 
 

 

 ‘ ‘1){5133133'5131 Z3333 2153.132’131313313 313'“
 

  was»: 1:: 31m33-11321 as?13‘ 53:.3513;:312':H33. :113 1': 1‘th “ 5111' 3.11

 :21 Wis-1131‘ 1:11:111111;11:11351'3333‘31: 3131.711. 11: 2313111131 31:2."Wars? ’13.: 1133:: (3.,- 

3PR responds that when the C-HTTP name server confirms that the specified

server-side proxy is an appropriate closed network member, the client-side proxy sends

a request for connection to the server-side proxy‘s public key. (Comments, pg. 2 lines 3-6

Citing Kiuchi at p.65)

Upon examination of Kiuchi, it is found the claim term ‘private' modifies the claim

term 'network' and as such, Kiuchi must teach the ‘privacy’ of the ‘network’ and notjust

the privacy of the 'communication link’ to anticipate the claims.

Second, it is found that Kiuchi discusses a 'virtual network' only once, which is

reproduced below.

- Concluding remarks 2
Aiehwgh ”1.11111? 1'»: 9111113111) snagged for use in the

acetic-111 held; 15 can be» used in mite: areas. Using C1
F1112 3 ¢1us3xi 1i1'11’~tassed 1111:1111 mama: . .

Jrutmumt for dosed groups. for “5111312133 the

 

1 had 01115351.» may not in Wt11 1111 spin: cf the fm.ern:<.,§

1:31 af rescuers which might 0:1aenus3.be immi'cd m
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Control Number: 95/001,792 Page 5
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Third, it is found that this disclosure by Kiuchi that "[u]sing C-HTTP, a closed

HTTP-based virtual network can be constructed for closed groups" applies to the C-

HTTP that is established in response to a "request for connection to the server-side

proxy” of Appendix 3(c) because the request for connection occurs before the C-HTTP

(i.e. the virtual private network communication link) is established.

As such, it is agreed that Kiuchi does not disclose "sending an access request

message...m a virtual private communication link" because Kiuchi discloses that the

'access request message' (i.e. the request for connection) occurs before a 'virtuai

private communication link' (i.e. the C-HTTP) has been established and therefore

cannot E the said link. (Appendix 3(e)) Therefore, for at least this reason, the

anticipation rejection of claims 1I 4I and 6-16 under Kiuchi is withdrawn.

lll. Claim 1: “the guery message reguesting from the secure domain name service a

secure computer network address corresponding to the secure domain name”

As to this claim limitation, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that

Kiuchi’s disclosed Coordinating . Center . CSCRG reads on the claimed “secure

domain name” and the disclosed secure server-side proxy IP address reads on the

claimed “secure computer network address”. (Claim Charts, Exhibit E-2, pgs. 9-10)

PO argues Kiuchi’s URL (i.e. the claimed 'secure domain name') does not

correspond to the server-side proxy, but rather the resource itself located on an origin

server. (Remarks, pg. 8, lines 3-5) The Keromytis Declaration does not address this

claim limitation.
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3PR responds that PO ignores the example in Appendix 3(a) and 3(1)) of Kiuchi,

where Kiuchi teaches an embodiment in which the IP address returned by the name

server is the IP address that directly corresponds to the hostname contained in the

query message. (Comments, pg. 4, [st 7])

Upon examination of Kiuchi, it is found that Kiuchi’s Appendix 3.-Exnmples ofC-

HTTP Communication (a-h), which is reproduced below with 3PR's annotations, discloses

that the claimed “secure domain name” (i.e., Coordinating. Center . CSCRG)

corresponds to the claimed “secure computer network address” (i.e., IP address:

130.639.222.222). As such, PO’s argument is not persuasive.

Appendix 3. Exampies {If CaH‘I‘TPE
cummunicalion (a—h)

News that lusts with an zmefisk are eixco-pt.mi.§
Compmtcms of Cam-based conununicatiw am as
fellows: =

 

 t) Client-side proxy
hasmame; Universxty. of Tonasranchfiospiml

, ' Him-:72 130.769.!“ 113.7 7

2} sewer-side proxy
Mammy: CmtdinatingflentetCSCRG
.1? address: 1 3:11:95; 22. 222

per: mm: . r. ' r
3) {RHTE‘P name server;

'NanteSewerflSfRG
I? seams: 1311139323.} it

it} User agent:
I? address: 1532.193123123

  : Sewer-side

pmxy‘s hostname

   

 
 
 
 

  
 

 
  

 

Server-side pmxy’s ‘

corresponding 1?
address  
 
 

However, for the reason that Kiuchi does not disclose "sending an access

request message...using a virtual private communication link", as discussed above, the

anticipation rejection of claim 1 under Kiuchi is withdrawn.
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IV. Claims 17 and 33

PO incorporates by reference the arguments traversing the rejection of clai_m1

over Kiuchi. As such, the response to these arguments, as set forth above, is

incorporated here. Therefore, for at least the reason incorporated here, the anticipation

rejection of claims 17, 20, 22-33, 35, and 37-41 under Kiuchi is withdrawn.

V. Claims 6 22 and 37 

As to the claim limitation "the virtual private network is based on inserting into at

least one data packet at least one data value representing a predetermined level of

service associated with the virtual private networK’, the request and claim charts, which

were adopted and incorporated by reference in the non-final rejection mailed Sept. 19,

2012, argues that, inter alia, the value in the allegedly inherent ‘type of service field” in

the TCP/IP session disclosed by Kiuchi reads on the claimed ‘data value’. (Claim

Charts, Exhibit E—Z, pgs. 21—22 Citing RFC 793 to support inherency)

PO argues Kiuchi does not specifically or inherently disclose this limitation

because the evidence (i.e., RFC 793 atp. 12) does not support the conclusion that

Kiuchi's C-HTTP system would necessarily insert into at least one data packet at least

one data value representing a predetermined level of service associated with the virtual

private network. (Remarks, pg. 9, last 7[)

PO also provides the Keromytis Declaration, which makes the following

statement as to Kiuchi (7[27):
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3PR responds that Kiuchi discloses this limitation because Kiuchi discloses

inserting version information (e.g., C-HTTP Version = 'C-Http/0.7') in the request and

into the response. (Comments, pg. 6, last Y[, Citing Kiuchi at 70, 7]) 3PR argues the C-HTTP

version value inserted into the request and the response defines the “version of C-HTTP

name service protocol" being used. (Comments, pg. 6, last 7], citing Kim-m” at 72) Further,

3PR states the version of the name service protocol is a data value representing a

predetermined level of service. (Comments, pg. 6, last t) Accordingly, 3PR argues that

Kiuchi discloses “the virtual private network is based on inserting into at least one data

packet at least one data value representing a predetermined level of service associated

with the virtual private networK' because Kiuchi inserts version information defining the

name service into each request and response, (Comments, pg. 6, ISt W)

Upon examination of Kiuchi, it is found that 3PR's argument as to 'inserting

version information' was not presented in the request and claim charts (see Exhibit E-2,

pgs. 21-22, 35, and 37). As such, PO has not yet had an opportunity to address this

materially different and newly presented version of the anticipation rejection of claims 6I

22I and 37 under Kiuchi. Nonetheless, 3PR's argument is not persuasive because it is
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found that Kiuchi’s C-HTTP Version = 'C-Http/O.7' is not inserted into a data packet, as

claimed, but rather the C-HTTP version is transmitted as request-line or a version-line,

respectively. (Kiuchipg. 70 at §2.1 and pg. 71 at §2.1) Therefore, for this additional reason,

the anticipation rejection of claims 6I 22 and 37 under Kiuchi is withdrawn.

V|. Claims 8 24 and 39 

As to the claim limitation "the virtual private network is based on comparing a

value in each data packet transmitted to the secure computer network address to a

moving window of valid values", the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that,

inter alia, Kiuchi’s disclosed nonce values reads on the claimed “value in each data

packet”. (Claim Charts, Exhibit E-2, pgs. 22-25)

PO argues Kiuchi does not anticipate these claims because they do not

specifically or inherently disclose this limitation because Kiuchi does not disclose (1)

comparing the nonce header field to a ‘moving window of values' or (2) the nonce

values are inserted into each data packet. (Remarks, pg. 10)

As to PO’s first argument, PO argues Kiuchi does not disclose this claim

limitation because Kiuchi at pg, 74, which discusses incrementing the Request-Nonce

value, teaches that different types of requests might contain different nonce values.

(Remarks, pg. 10, 2” W) PO argues that this disclosure does not, however, teach that

Kiuchi's nonce values are compared to a "moving window of valid values", as claimed.

(Id.) Further, PO argues, there are many ways the values of Kiuchi’s nonce header field

could be checked without comparing them to a moving window of valid values. (Id.) PO
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provides the Keromytis Declaration as opinion evidence to support PO’s arguments.

(WW-30)

3PR responds that PO’s arguments contradict the specification of the '180

patent, which allegedly defines a "moving window of values" as "1. A window sequence

number-an identifier that indicates where the packet belongs in the original message

sequence." (Comments, pg. 8 last Waring '180 patent, 001.1]:59-61)

Upon examination of the ‘180 patent, it is found that col.11.~59-61 defines a

'window sequence number' but does not define a 'moving window of values', as argued

by P0. This portion of the ‘180 patent is reproduced below:

 
sequmtze natii‘hi:r----»zstz itier-ti - r ‘9'"
xiiuffii-‘Ick ht. sag‘ita th" 

As such, for the reason that 3PR's argument is premised on an erroneous claim

construction, i.e., that the claim limitation ‘moving window of values’ is defined as the

disclosed ‘window sequence number’, this argument is not persuasive.

Further, assuming arguendo, that claim construction of ‘moving window of

values’ is as 3PR argues, then this argument is not persuasive because it is found that

the patterns 3PR allege are ‘incremented‘ are merely different because

'853f...8540...8541' and 'c99...09a..09b' do not suggest 'incrementation’ because the

differences between the nonce values are variable. The chart 3PR produced to support

the ‘incrementation’ argument is reproduced below. (Comments, pg. 8)
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As to PO’s second argument, PO argues Kiuchi does not disclose that the

nonce value is inserted into each data packet because Kiuchi discloses that the C-

HTTP requests and responses, and not the data packets, contain the nonce values.

(Remarks, pg. 10, last W) PO also provides the Keromytis Declaration as opinion

evidence to support PO’s arguments. (7]30)

3PR responds that PO is importing limitations from the specification into the

claims and that the specification of the ‘180 patent mentions many types of 'data

packets‘ and does not limit them to the ‘IP packet' or the ‘ACK packet‘. (Comments, pg. 9,

2’“1 7/)

Upon examination of Kiuchi, it is found that Kiuchi‘s request and responses,

which include the nonce values, read on the broadest reasonable interpretation of 'data

packet' because these data, including the nonce value, are included in a packet (Le. a

bundle). As such, PO’s second argument is not persuasive.

Nonetheless, for the reason that it is agreed that Kiuchi does not disclose the

claimed "moving window of values", the anticipation rejection of claims 8, 24, and 39

under Kiuchi is withdrawn.
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VII. Claims 9 25 and 40 

As to the claim limitation "the virtual private network is based on a comparison of

a discriminator field in a header of each data packet to the secure computer network

address to a table of valid discriminator fields”, the request and claim charts, which were

adopted and incorporated by reference in the non-final rejection mailed Sept. 19, 2012,

argues that Kiuchi’s disclosed connection ID field reads on the claimed "discriminator

fie/d”. (Claim Charts, Exhibit E—Z, pgs. 22—25)

PO argues Kiuchi does not specifically or inherently disclose this limitation

because Kiuchi’s disclosed 'connection ID' is not inserted into a header of each data

packet and Kiuchi’s virtual private network is not disclosed as based on a comparison

of the disclosed ‘connection ID’. (Remarks, pg. 11)

As to PO's first argument, PO argues Kiuchi’s 'connection ID' (i.e. the claimed

'discriminator field'), constitutes a portion of a resource name and is not "in a header of

each data packet' as claimed.

3PR responds that PO is importing limitations from the specification into the

claims and that the specification of the ‘180 patent mentions many types of 'data

packets' and does not limit them to the 'IP packet' or the ‘ACK packet'. (Comments, pg.

10, 15t g)

Upon examination of Kiuchi, it is found that the disclosed general-header

contains the 'connection ID'. (pg. 71, §].3 item 7) As such, PO’s argument that Kiuchi's

‘connection ID’ (i.e., the claimed ‘discriminator field') is not "in a header of each data
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packet“, as claimed, is not persuasive because it is found that Kiuchi's ‘connection ID'

is disclosed as part of the general header.

As to PO’s second argument, PO argues that virtual private network is not

disclosed as based on a comparison of the disclosed ‘connection ID’ (i.e., the claimed

'discriminator field') because Kiuchi’s C-HTTP, if anything, is based on a timer, not on a

‘connection ID’. PO also provides the opinion evidence of the Keromytis Declaration to

support his argument. (W33)

3PR responds that Kiuchi discloses this limitation because Kiuchi discloses that

the ‘connection ID’ is compared against a table of current connections, and if the

‘connection ID’ is not found, then the connection is disconnected. (Comments, pg. 10, 2”"

fl, Citing Kiuchi at 65)

Upon examination of Kiuchi, it is found the ‘connection ID’ is stripped from the

original resource name and then the original name is forwarded to the server. (Kiuchi at

65, ml], 1" 7/) It is also found that when the 'connection ID' is not found in the current

connection table in the client-side proxy, the current connection is disconnected. (Id.) As

such, PO’s argument that the ‘connection ID' is not compared to a table of valid

discriminator fields is not persuasive because the 'connection lD' (i.e., the claimed

'discriminator field) is disclosed as being compared to a table of current connections

(i.e., the claimed 'table of valid discriminator fields’). However, for the reason that it is

agreed that Kiuchi does not anticipate base claims 1, 17, and 33, the anticipation

rejection of claims 9, 25, and 40 under Kiuchi is withdrawn.
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VIII. Claims 12 and 28

As to this claim limitation, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues that

Kiuchi’s requested connection information, including a connection ID and a second

symmetric data exchange key, are provided by the server-side proxy. (Claim Charts,

Exhibit E-2, pg. 28) As such, the rejection argues that the disclosed 'connection

information' reads on the claimed ‘requested information’ and the disclosed ‘server-side

proxy’ reads on the claimed 'secure computer network address '.

PO argues Kiuchi does not disclose that “the access request message contains

a request for information stored at the secure network address" because Kiuchi

discloses that the connection ID and symmetric data exchange key are not stored at the

secure computer network address, as recited in the claims, but rather are newly

generated after the server-side proxy receives information regarding the client-side

proxy from the C-HTTP name server. (Remarks, pg. 12) PO also provides the Keromytis

Declaration as opinion evidence to support this argument. (7[35)

3PR responds the connection ID (e.g. the information requested) is generated

then stored at the secure computer network address (e.g., the server-side proxy),

because Kiuchi teaches the server-side proxy needs to delete the connection ID after

the connection is closed (i.e., in order for it to be deleted, the connection ID must have

first been stored). (Comments, pg. 1], 2nd 7[)

Upon examination of Kiuchi, it is found that the response from the server-side

proxy indicating that the connection has been established includes the server-side-

Pctitioncr Apple Inc. - EX. 1024, p. 235



Petitioner Apple Inc. - Ex. 1024, p. 236

Control Number: 95/001,792 Page 15

Art Unit: 3992

proxy-IP address (130 . 69.222 .222) and the server-side proxy name (i . e.

Coordinating . Center . CSCRG). (pg. 74, sectionf) AS such, it is agreed that the

disclosed 'connection information' reads on the claimed ‘requested information’ and the

disclosed ‘server-side proxy’ reads on the claimed 'secure computer network address '.

However, for the reason that it is agreed that Kiuchi does not anticipate base claims 1

and 17, the anticipation rejection of claims 12 and 28 under Kiuchi is withdrawn.
 

IX. Claims 13 15 29 and 31 

As to these claims, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues, inter

alia, that Kiuchi’s disclosed ‘client-side proxy’ reads on the claimed 'client computer'.

(Claim Charts, Exhibit E-2, pg. 29)

PO argues that the client-side proxy does not read on the claimed ‘client

computer’ because Kiuchi clearly distinguishes between clients and client-side proxies.

(Remarks, pg. 12) According to PO, Kiuchi describes “user agents’ as entities with a

firewall, while explaining that the client-side proxy resides on the firewall of an

institution. (Remarks, pg. 12, 3rd 7] Citing Kiuchi at 64)

PO also provides the Keromytis Declaration as opinion evidence stating that a

person of ordinary skill at the time of the invention would have been readily capable of

distinguishing, as Kiuchi does, between client computers within an institutional firewall

(e.g. a nurse‘s or doctor's PC in a hospital) and a client computer residing on an

institutional firewall (e.g. a client-side proxy). (7[38)
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3PR responds that Kiuchi teaches a user agent that communicates with a client-

side proxy. (Comments, pg. 12, 3"] W) According to 3PR, a user enters a hostname into the

user agent (e.g., a nurse’s PC in a hospital), which sends the hostname to the client-

side proxy. (1d,) Accordingly, 3PR argues, the client-side proxy receives the hostname

and the hostname was from the user. (Id.) Thus, 3PR concludes, Kiuchi discloses the

method occurring at and being performed by the client computer. (Id.)

In response to PO's argument that Kiuchi’s ‘user agent’ and ‘client-side proxy’ do

not read on the claimed ‘user’ and ‘client computer', respectively, because Kiuchi

describes ‘user agents’ as m a firewall, while explaining that the client-side proxy

resides @the firewall of the institution, it is noted that the features upon which PO

relies (i.e., 'm a firewall' or 'm the firewall') are not recited in the rejected claims.

Although the claims are interpreted in light of the specification, limitations from the

specification are not read into the claims. See In re Van Geuns, 988 F.2d 1181, 26

USPQZd 1057 (Fed. Cir. 1993). As such, PO’s argument is not persuasive. However,

for the reason that it is agreed that Kiuchi does not anticipate base claims 1, 17, and

Q, the anticipation rejection of claims 13, 15, 29, and 31 under Kiuchi is withdrawn.

X. Claims 16 and 32

As to claims 16 and 32, it is agreed that the rejection of these claims is improper

for the reason that claims 16 and 32 depend upon claims claims 2 and 18,

respectively, for which no RLP was found. (see Order atIO-IJ) Accordingly, the rejection

of claims 16 and 32 is withdrawn.
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XI. Claims4 10 14 20 26 30 and 35 

PO incorporates by reference the arguments traversing the rejection of claims 1,

17, and 33 over Kiuchi. As such, the response to these arguments, as set forth above,

is incorporated here. Therefore, for at least the reason incorporated here, the

anticipation rejection of claims 4, 10, 14, 20, 26, 30, and 35 under Kiuchi is withdrawn.

Xll. Claims 11 27 and41 

As to these claims, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues, inter

alia, that the claims are obvious over Kiuchi because adding an 's' to indicate a secure

domain to conventional domain names such as .com, .net, .org, .edu, .mil, or .gov is a

design choice within the knowledge and skill in the art. (Claim Charts, Exhibit E—2, pgs. 51-

52)

First, PO argues that the request and claim charts fail to provide the requisite

articulated reasoning to support the rejection. (Remarks, pg. 13)

3PR responds that rearranging letters is a mere design choice. (Comments, pg. 13)

Upon examination, it is found that the request and claim charts, as explained in

the Petition Decision (mailed 9/26/2012, pg. 14) provide a reasonable rationale for

modifying Kiuchi because one of ordinary skill in this art would know that the added

letter '5‘ stands for 'security'. As such, PO's argument that the rejection does not set

forth the requisite 'articulated reasoning' is not persuasive because the rationale for the

design choice is that it is known in the art that ‘3' stands for 'security‘.
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Second, PO argues that Kiuchi's taught domain names does not disclose or

suggest succinctly modifying a top-level domain name to denote security; rather, PO

argues, Kiuchi's allegedly lengthy and unwieldy domain names suggests the exact

opposite. (Remarks, pg. 14, 2”" W)

3PR responds that PO is attempting to import limitations from the specification in

the claims because the claims recite nothing about 'denoting security'. (Comments, pg. 13,

4th 7])

Upon examination, it is found that PO’s argument is not persuasive. In response

to P03 argument that there is no teaching, suggestion, or motivation in Kiuchi that

makes obvious the claim limitation, the examiner recognizes that obviousness may be

established by modifying the teachings of the prior art to produce the claimed invention

where there is some teaching, suggestion, or motivation to do so found either in the

references themselves or in the knowledge generally available to one of ordinary skill in

the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988), In re Jones,

958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992), and KSR International Co. v. TeIeerX,

Inc., 550 U.S. 398, 82 USPQ2d 1385 (2007).

In this case, Kiuchi discloses the ‘user agent to client-side proxy’ and the

‘server-side proxy to origin server’ are HTTP/1.0 connections. (pg. 64, §2.1) It is well-

known that HTTP/1.0 connections use conventional top-level domain names such as

.com, .net, .org, .edu, .mil, or .gov. Further, it is well-known to one of ordinary skill in the

art that modifying a conventional domain name with an 's' denotes security. As such,

Kiuchi as modified by knowledge generally available in the art, i.e. H'l'l'P/1.0
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connections use conventional top-level domain names such as .com, .net, .org, .edu,

.mil, or. gov and that '3‘ denotes security, makes obvious the claim limitations. As such,

PO‘s arguments are not persuasive. However, for the reason that it is agreed that

Kiuchi does not anticipate base claims 1, 17, and 33, the rejection of claims 11, 27,

and 41 as obvious over Kiuchi in view of Martin is withdrawn.

Xlll. Claims 7 23 and 38 

As to these claims, the request and claim charts, which were adopted and

incorporated by reference in the non-final rejection mailed Sept. 19, 2012, argues, inter

alia, that although Kiuchi does not disclose this limitation, Martin teaches an IP

hopping scheme because "[c]hoosing one of the source addresses 'at random' shows

establishing the virtual private network communication link through pseudo randomly

changing computer network addresses as recited by the claim.” (Claim Charts, Exhibit E-

2, pgs. 48-50 citing Martin at pg. 9)

PO argues that 3PR’s tangential assertion that Martin describes choosing one of

the source addresses at random, does not teach the claimed "pseudo-randomly

changing network addresses in packets, let alone a network address hopping regime

that is used to pseudo-randomly change network addresses in packets.” (Remarks, pg.

15)

3PR responds that “[r]andomly using different network addresses for each

connection as taught by the combination of Kiuchi and Martin teaches that the source

and destination network addresses in the packets transiting the virtual private network

randomly change”. (Comments, pg. 15)
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Upon examination, it is found that Martin teaches the following (pg. 9):
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It is found that Martin’s Amp, which is disclosed as the set of all possible TCP

endpoint connection identifiers, reads on the claimed 'computer network addresses‘.

Further, Martin teaches a lanon client building an outbound TCP connection should

select its source address/port pair from Amp at random. As such, it is found that Martin

teaches the claimed "computer network address hopping regime” because Martin

teaches selecting its source address/port pair from Amp at random. Therefore, PO’s

arguments are not persuasive. However, for the reason that it is agreed that Kiuchi

does not anticipate base claims 1, 17, and 33, the rejection of claims 7, 23, and 38 as

obvious over Kiuchi in view of Martin is withdrawn.

XIV. Secondary Considerations of Obviousness

“To be given substantial weight in the determination of obviousness or

nonobviousness evidence of secondary considerations must be relevant to the subject

matter as claimed and therefore the examiner must determine whether there is a nexus

between the merits of the claimed invention and the evidence of secondary

considerations.” MPEP §71 6.01 (b)
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1. Long Felt Need

As to the evidence of long felt need for the claim language pertaining to

“receiving from [a] secure domain name service a response message containing [a]

secure computer network address corresponding to [a] secure domain name; and

sending an access request message to the secure computer network address using a

virtual private communication link", PO provides the Short Declaration (5775-8).

The first example of long felt need provided by the Short Declaration (WM-5)

lacks the requisite nexus with the claim language because the evidence pertaining to

the DARPA programs 'lnformation Assurance' and 'Dynamic Coalitions' identifies a

general need for creating secure groups rapidly but does not identify the long felt need

for “receiving from [a] secure domain name service a response message containing [a]

secure computer network address corresponding to [a] secure domain name; and

sending an access request message to the secure computer network address using a

virtual private communication link", as claimed. More importantly, the evidence lacks the

requisite nexus because it does not discuss ‘secure domain name services’, ‘secure

computer network address’, ‘access request messages’, or a 'virtual private

communication link'.

The second example regarding ln-Q-Tel‘s willingness to enter into a relationship

with SAIC (the original assignee of the application that led to the ‘180 patent) for the

development of the claimed technology lacks the requisite nexus with the said claim

limitation because ln-Q-Tel’s willingness to enter into a relationship with SAIC may be

due to other factors such as SAIC’s size and reputation. (see Short Declaration 576)
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More importantly, the evidence lacks the requisite nexus because it does not discuss

‘secure domain name services’, ‘secure computer network address’, ‘access request

messages’, or a 'virtual private communication link'.

As to the third example, the evidence of long felt need provided by the Short

Declaration (WW-11) lacks the requisite nexus with the claim limitation “receiving from

[a] secure domain name service a response message containing [a] secure computer

network address corresponding to [a] secure domain name; and sending an access

request message to the secure computer network address using a virtual private

communication link" because the evidence pertains to a general need for a secure VPN

but does not discuss ‘secure domain name services’, ‘secure computer network

address’, ‘access request messages’, or a 'virtual private communication link'.

As such, the evidence of the long felt need provided by the Short Declaration is

given very little weight because it lacks the requisite nexus with the claimed language.

2. Commercial Success

The Short Declaration provides evidence of SafeNet’s portfolio license that

includes the ‘180 patent and VirnetX's license agreement of $200M as evidence of

commercial success. (7[12) This evidence, however, is given very little weight because it

lacks the requisite nexus with the claim limitation “receiving from [a] secure domain

name service a response message containing [a] secure computer network address

corresponding to [a] secure domain name; and sending an access request message to

the secure computer network address using a virtual private communication link"

because the commercial success could be due to any number of market factors
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including superior business acumen or marketing. More importantly, the evidence lacks

the requisite nexus because it does not discuss ‘secure domain name services”, ‘secure

computer network address’, ‘access request messages’, or a 'virtual private

communication link' .

3. Skepticism

The Short Declaration provides evidence that the claimed invention was met

with skepticism by others in the art before the inventor’s work because Dr. Short argues

that there was a general understanding that reliable security could only be achieved

through difficult to provision VPNs and easy to set up connections could not be secure.

(WU—15) This evidence, however, is given very little weight because it lacks the

requisite nexus with the claim limitation “receiving from [a] secure domain name service

a response message containing [a] secure computer network address corresponding to

[a] secure domain name; and sending an access request message to the secure

computer network address using a virtual private communication link" because the

evidence pertains to skepticism of an easy-to-set-up secure VPN connection but does

not discuss ‘secure domain name services’, ‘secure computer network address’, ‘access

request messages’, or a 'virtual private communication link'.

4. Praise
 

The Short Declaration provides evidence that the claimed invention was met

with praise by others because of the extensive licensing of the patented technology by

Safenet, Microsoft, Aastra, Mitel, and NEC . (WHO) This evidence, however, is given

very little weight because it lacks the requisite nexus with the claim limitation “receiving
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from [a] secure domain name service a response message containing [a] secure

computer network address corresponding to [a] secure domain name; and sending an

access request message to the secure computer network address using a virtual private

communication link" because the extensive licensing could have been motivated by a

desire to avoid the costs of litigation and not by respect for the non-obviousness of the

invention. More importantly, the evidence lacks the requisite nexus because it does not

discuss ‘secure domain name services’, ‘secure computer network address’, ‘access

request messages’, or a 'virtual private communication link'.

[The remainder of this page is intentionally left blank.]
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Reasons for Confirming the Claims as Patentable

3. Independent claims 1, 17, and 33 are confirmed as patentable over Kiuchi,

alone or in combination, because Kiuchi does not disclose or make obvious “sending

an access request message to the secure computer network address using a virtual

private network communication linK’ in combination with the other limitations of the

claims.

It is found that Kiuchi does not disclose or make obvious this claim limitation

because the disclosed 'request for connection' of Appendix 3(c) (i.e., the claimed "access

request message") is sent m; the C-HTTP (i.e., the claimed "virtual private network

communication link") and as such, the disclosed 'request for connection' does not £9

the C-HTTP (i.e. the claimed “virtual private network link”), as claimed, because no link

exists at all between the disclosed client-side and server-side proxies at the time the

‘request for connection’ is sent. As such, the rejections over Kiuchi as set forth in the

request and claim charts, are withdrawn and the claims are confirmed as patentable

over Kiuchi. Further, Claims 4, 6-16, 20, 22-32, 35, and 37-41 are confirmed as

patentable for at least the reason that they are dependent upon confirmed based

claims 1, 17, and 33.

[The remainder of this page is intentionally left blank.]
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Conclusion

4. For the reasons set forth above, the rejections of claims 1, 4, 6-17I 20I 22-331

35I and 37-41, as set forth in the request and claim charts, are withdrawn. As such,

these claims are confirmed as patentable over the prior art of record.

5. This is an ACTION CLOSING PROSECUTION (ACP); see MPEP § 2671.02.

6. Pursuant to 37 CFR 1.951 (a), the patent owner may once file written comments

limited to the issues raised in the reexamination proceeding and/or present a proposed

amendment to the claims which amendment will be subject to the criteria of 37 CFR

1.116 as to whether it shall be entered and considered. Such comments and/or

proposed amendments must be filed within a time period of 30 days or one month

(whichever is longer) from the mailing date of this action.

7. Where the patent owner files such comments and/or a proposed amendment, the

third party requester may once file comments under 37 CFR 1.951 (b) responding to the

patent owner’s submission within 30 days from the date of service of the patent owner’s

submission on the third party requester.

8. If the patent owner does not timely file comments and/or a proposed amendment

pursuant to 37 CFR 1.951 (a), then the third party requester is precluded from filing

comments under 37 CFR 1.951 (b).

9. Appeal cannot be taken from this action, since it is not a final Office action.

10. All correspondence relating to this interpartes reexamination proceeding should

be directed:

By Mail to: Mail Stop Inter Partes Reexam
Attn: Central Reexamination Unit
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Commissioner for Patents

United States Patent & Trademark Office

PO. Box 1450

Alexandria, VA 22313-1450

By FAX to: (571) 273-9900
Central Reexamination Unit

By hand: Customer Service Window

Randolph Building

401 Dulany Street
Alexandria, VA 22314

1 1. Registered users of EFS-Web may alternatively submit such correspondence via

the electronic filing system EFS-Web, at:

httgs://'efs.uspto.oov/efile/mygortal/efs—registered

EFS-Web offers the benefit of quick submission to the particular area of the

Office that needs to act on the correspondence. Also, EFS-Web submissions are “soft

scanned” (i.e., electronically uploaded) directly into the official file for the reexamination

proceeding, which offers parties the opportunity to review the content of their

submissions after the “soft scanning” process is complete.

12. Extensions of time under 37 CFR 1.136(a) will not be permitted in these

proceedings because the provisions of 37 CFR 1.136 apply only to "an applicant" and

not to parties in a reexamination proceeding. Additionally, 35 U.S.C. 314(c) requires

that inter partes reexamination proceedings "will be conducted with special dispatch"

(37 CFR 1.937). Patent Owner extensions of time in inter partes reexamination

proceedings are provided for in 37 CFR 1.956. Extensions of time are not available for

third party requester comments, because a comment period of 30 days from service of

patent owner’s response is set by statute. 35 U.S.C. 314(b)(3).
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13. The patent owner is reminded of the continuing responsibility under 37 CFR

1.985(a) to apprise the Office of any litigation activity, or other concurrent proceeding,

involving this patent throughout the course of this reexamination proceeding. The third

party requester is also reminded of the ability to similarly apprise the Office of any such

activity or proceeding throughout the course of this reexamination proceeding. See

MPEP §2686 and 2686.04.

14. Any inquiry concerning this communication or earlier communications from the

examiner, or as to the status of this proceeding, should be directed to the Central

Reexamination Unit at telephone number (571) 272-7705.

Signed:

/Deandra M Hughes/

Primary Examiner, Art Unit 3992

Conferees:

/Christina Y. Leung/

Primary Examiner, Art Unit 3992

/Daniel J Ryman/

Supervisory Patent Examiner, Art Unit 3992

Petitioner Apple Inc. - EX. 1024, p. 249



Petitioner Apple Inc. - Ex. 1024, p. 250

 

  
Reexamination Application/Control No. Applicant(s)/Patent UnderReexamination

95001792 7,188,180

            
 

Requester Correspondence Address: I] Patent Owner Third Party

David L. McCombs
HAYNES and BOONE LLP

2323 Victory Avenue, Suite 700
Dallas, TX 75219 
 

LITIGATION REVIEW E DMH 08/25/2012
(examiner initials) (date)

Case Name Director Initials
 

Virnetx v. Cisco et al. 6:10cv417 (OPEN)

Virnetx v. Microsoft 6:1 Ocv94 (CLOSED)

VirnetX v. Microsoft 6:07cv0080  
 

 
COPENDING OFFICE PROCEEDINGS

TYPE OF PROCEEDING

 

 

 

 
U.S. Patent and Trademark Office DOC. CODE RXFILJKT

Petitioner Apple Inc. - EX. 1024, p. 250



Petitioner Apple Inc. - Ex. 1024, p. 251

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.0. Box 1450

Alexandria, Virginia 22311-1450www.mpmlgov
 

CONFIRMATION NO.APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

95/001,792 10/25/2011 7,188,180 43614.100 I972

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER
LLP HUGHES, DEANDRA M

901 NEw YORK AVENUE, Nw

WASHINGTON, Dc 20001 -4413 PAPER NUMBER3992

MAIL DATE DELIVERY MODE

01/24/2013 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for~ reply, if any, is set in the attached communication.

PTO L-9OA (Rev. 04/07)

Petitioner Apple Inc. - EX. 1024, p. 251



Petitioner Apple Inc. - Ex. 1024, p. 252

Page 1 of 1

UNITED STATES PATENT AND TRADEMARK OFFICE
 

Commissioner for Patents
United States Patents and Trademark Office

P.O.Box 1450
Alexandria, VA 22313-1450 .
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THIRD PARTY REQUESTER’S CORRESPONDENCE ADDRESS Date:

HAYNES AND BOONE, LLP

IP SECTION

2323 VICTORY AVENUE, SUITE 700

DALLAS, TX 75219 '

Transmittal of Communication to Third Party Requester
Inter Partes Reexamination

REEXAMINATION CONTROL NO. : 95001792

PATENT NO. : 7188180

ART UNIT : 3992

Enclosed is a copy of the latest communication from the United States Patent and Trademark

Office in the above-identified reexamination proceeding; 37 CFR 1.903.

Prior to the filing of a Notice of Appeal, each time the patent owner responds to this

communication, the third party requester of the inter partes reexamination may once file

written comments within a period of 30 days from the date of service of the patent owner's
response. This 30-day time period is statutory (35 U.S.C. 314(b)(2)), and, as such, it cannot
be extended. See also 37 CFR 1.947.

If an ex parte reexamination has been merged with the inter partes reexamination, no responsive

submission by any ex parte third party requester is permitted.

All correspondence relating to this inter partes reexamination proceeding should be directed to the
Central Reexamination Unit at the mail, FAX, or hand-carry addresses given at the end of the
communication enclosed with this transmittal.
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1. E THIS IS A DECISION EXPUNGING THE PAPER(S) FILED: 05 December 2012

by reguester from the record of the reexamination proceeding(s). Since each

expunged paper does not form part of the record, it is being expunged by marking it

"closed” and “not public" in the Office’s Image File Wrapper (IFW) system.

[I THIS IS A DECISION RETURNING/DESTROYING THE PAPER(S) FILED

by .

Decision Expunging/Returning

Papers in Reexamination  
  
  
  
 

  2. The papers being E] expunged [:I returned [:I destroyed are: Petition Under 37 CFR

§ 1.182 to Shorten Response Periods.

This decision will be made of record in the reexamination file(s).

 

  3. THE ABOVE-IDENTIFIED PAPERS LACK A RIGHT OF ENTRY BECAUSE:

A. El Patent Owner may not file papers in the record prior to the order

granting/denying reexamination (ex parte) or first action (inter partes). 37 CFR

§§1.530(a) and 1.939(b).

B. |:| Third party requester in an ex parte reexamination may not file papers

in the reexamination file subsequent to the request, except a reply to a proper

patent owner statement under 37 CFR 1.530 or a notice of concurrent

proceedings as described in MPEP 2282. See 37 CFR §§1.535 and 1.550(9).

C. E] Third party requester in an inter partes reexamination may not file

papers in the record, except as specified in the rules, 37 CFR §§1.947,

1.951(b) and 1.983, and 37 CFR §§ 41.61-79, other than a notice of

concurrent proceedings as described in MPEP 2686. See 37 CFR §1.939. ,

D. El Parties other than patent owner and a third party requester may not file

documents in the record except a notice of concurrent proceedings. See 37

CFR §§1.550(h) and 1.939(a).

  
 

  

  
 
 
 
 
 
 
 
 
 
 
 

 

 
 
 

 
 
 

 

E. [I The notice of concurrent proceedings exceeds the permitted scope.
See MPEP 2282, 2686.

F. [X Other: See attached

4. CONCLUSION

Telephone inquiries with regard to this decision should be directed to Mark Reinhart

at 571-272-1611, Legal Advisor. In his absence, calls may be directed to Dawn

Moore, at 571—272—4587 in the Office of Patent Legal Administration.

4% Legal Advisor
[Signature] (Title)

 

  
 

 
US. Patent and Trademark Office
PTO-2294 (Rev. 09-2010)
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Correspondence in reexamination should identify only the control number assigned. Multiple unrelated control

numbers identified on the title page raises confusion as to which proceeding the paper is directed. The only

exception permitting multiple control numbers is with merged proceedings in which all merged control

numbers are identified on the title page. See MPEP § 2686.01 and 37 C.F.R. §1.989.

Reexamination proceedings which are not merged should identify only the control number assigned and no
other.

MPEP § 2634 Correspondence (in-part) “After the filing of the request for interparles reexamination, any
letters sent to the Office relating to the reexamination proceeding should identify the proceeding by the number

of the patent undergoing reexamination, the reexamination request control number assigned, the name of the

examiner, and the examiner’s Art Unit.” (emphasis added).

Therefore, the paper filed 05 December 2012 is being expunged from the record.

Note that the re-filed petition dated 1 1 January 20 l 3, which provides an appropriate header, replaces the earlier

filed petition of 05 December 2012.
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PATENT

Customer Net 22,352

Attorney Dneket Ne. 113793. 0035

EN THE UNE'E‘EEE S'E‘A’E‘ES E’ATEN’E‘ ANEE ’E‘RAEEEMAEEK OE‘E’ECE

in re Inter Partes Reexamination of:

Central Ne; 95/00i ,792
Victnr Larsen et ei,

Group An Unit: 3992

E..‘.%; i. .E ..
jg Mimi Ne 7’188’18i Examiner: Beandrn M. Iringhes

issued: March 6’ A00! Confirmation N0. 1972

For: MEET-E053 FOR ES’E‘ABLESHENG SECURE

COMM UNSCATION UNK BETWEEN

COMPUTERS OF VIRTUAL PRIVATE?

NETWORK

"wu/"h/"-a/\~'~/'<-./wNa)V3.25/"-w/\..,,./
VEA EFS WEB

Mail Stop [mgr Fairies Reexam
Cnnnnissiener for Patents

PC}, Sex 1450

Aiexandris, VA 223134450

Dear COEYEE’EEESSEGYEEE‘Z

FAE‘ EENT EEW’NEEE’ S“ E’EflEEEEEEN EN (EE’E’EESEETEEN EEE EEEEEEEEEa(EEET‘E‘
«mmM»\“\le\\\\\\x~vg-,‘,‘,“ .......

REQUESTEEE CESESEE SYSEEMSa ENC.S REVESEEE EETETE ' ‘Q
SHEEREEN RESPGNSE PEREEEEES {ENEE~ AECEFEJE‘RATE PRGETE‘EEEENES

 

Vimetx ine, the owner ofthe above—referenced patents, eppeses third—party requester Cisee

Systems, inefs Revised Petition Under 37 CFR § 1.132 to Shelter: Response Perintis and Aeeeietate

Proceedings (“Petition”). (itsen’s dissatisfaction with the progress of the reexantinations is the direct

result of Ciseo’s own deiays and strategic decisions during these ntneeedings. As a result, the relief

sought in the Petition shenid not be granted, especiaiiy since it prejudices the patent owner VimetX.

if entry and consideration of this petition requires suspension of any mies, suspension is

requested pursuant to 3”," CREE. § 1.133, The appropriate $19538 petition fee under

37 OER. § 120(c)(6) was paid in cenjtmetien with VirnetX’s Petition in Opposition to TitirdPariy

Requester Ciseo Systei‘ns, Ene’s Petition to Shorten Respense Perieds and ,Aeeeiei‘ete Prnneetiings,
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fried December 19, 2012. if any additional fee is due in connection with the iiiing of this petition,

piease eharge it to Deposit Account 06~09i6.

it Baekgrnnnrfi

A. Contmi Nos. 95/00136W and S‘tS/MMSSZ

Ciseo fried its Request for Reexamination ot‘U.S. Patent No 5,502,135 (“the ’135 patent”)

on Jniy 83 2011. The (fifties: granted the Request and ordered reexamination on Qetoher ‘3, 2011.

The Office issued an Office Action on February Est 2012.. Patent Owner timeiy flied a Response to

the Office Action on May 15, 2012, and Ciseo tiied Commente on June M, 2012. The Office merged

this proceeding on December i3, 2012 with a separate reexamination invoiving the “i335 patent. That

other reexamination hears eontroi no. 95/00i,582 and names Apple {net (“Apple”) as the real party in

interest.

B. Controi Noe. {BS/{$019714 and §Sf0iiifi97 (“the in??? preeeeding”)

Ciseo fried its Request for Reexamination of US. Patent No. 7,490,151 (“the ’iSi patent")

on August 367 20} i. The Ciffiee granted the Request and ordered reexamination on October '31,

2.011. The Office merged this proceeding on March i5, 20i2 with a separate reexamination

invoiving the ”iii patent. That other reexamination bears controi no. 951’00i,69? and names Appie

as the real party in interest. The Office issued an Office Action in the merged proceedings on Aprii

20., 20W. Patent aner tirneiy iiied a Response to the Office Action on iuiy 20, 2012, and Cieeo

tiled Comments on August 1?, 2012.

{3. Conti‘oi Ne. 95/001,74ti (“the "746 proceetiing”)

Cieeo iiieci its Request for Reexamination of US. Patent No. 7383?},759 (“the ”.759 patent”)

on September 7’, 2011. The Office granted the Request, ordered reexaniinntioni and issued an Office

Action on October i4, 20} 1. Patent Owner tiineiy flied a response to the Office Action on January

{7, 2032, and Ciseo flied Comments on February 35, 2012.

h}
i
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The Office issued a second Office Action on June 18, 2812. Patent Owner timely fiieti a

response to the second Office Action on August 20, 2012., and Cisco iiieti Comments on September

ES, 20.} 2“

B. Sonnet Ne. 95!fl€11,792 (“the ”792 neeeeeding")

Ciseo flied its Request for Reexamination of US, Patent No 7,138,189 (“the ”180 patent”)

on Gctober 25, 2011. The Office denied the Request on December i7, 201 1. Ciseo flied a petition

eheiienging the Office’s deniai of the Request on January 17, 2012. The Qffiee grsittedmin-pait

Ciseo‘s petition on September 6, 21112, ordered reexamination, and issued an Gffiee Action on

September 19, 201 1, which remains pending.

E. {Sentroi No. 9511391,851 (“the ’1,851 ntoeeeding”)

Ciseo flied its Request for Reexamination of US. ?atent No, 7,413,504- (“the ”504 patent”)

on December 13, 2911. The Office granted the Request, ordered reexamination, and issued an Office

Action on March 1, 2012. Patent Owner tinieiy fiied a response to the Office Action on June 1,

211i2, and Ciseo fiied Comments on June 29, 2012, The Office issued a second Office Action on

Geteber 1, 2012, which remains pending.

F. Controi No. 9SI§$1,356 (“the ’1,85fi m‘neeetiing”)

Cisco flied its Request for Reexamination of US, Patent No. 7,921, 21 i (“the ’211 patent”)

on December 16, 2911‘ 'i'he Office granted the Request, ordered reexaminntion, end issued an Office

Action on March 5, 2012. Patent Owner timeiy fiied a response to the Office Action on June 5,

2012, and Ciseo flied Comments on July 3, 21312. The Gffiee issued a second Office Action on

Getober 1, 2012, which remains. pending.

G, Litigation in the Eastern fiistriet oi‘Texas

Patent Owner asserted the ’135, ""159, ’18i1, and ’504 patents in a Conipiaint filed against

Ciseo on August ii, 2010 in the Eastern District of Texas (it‘rnetXinc. v. Cisce Sys. Ina, e: (31., No.

éziO~ev—GG417). Fetent Ownet additionaiiy asserted the ’15} and ’211 patents in an Ainentied

3
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Cornpittint iiieti against Ciseo on Aprii 5, 21311. Ciseo and its sci—defendant, Appie, tiieri a seaied

metion for separate triais on August 31, ”21112. The court granted the motion, set Appie’s trial date

for Oetohet 31 .2012 anti set Ciseo‘s triai date for March 11, 221113.

Apple and Patent Owner reeentiy eoneinded their triai, {in November ti, 2012, the jury found

the asserted eiairns of the’135, ’151, ’504, and ’211 patents va1ir1 and infringed by Appie, awarding

Patent aner over $368 niiiiion in damages. (Ex A~10.)

11. Argument

As its trini date approaches, Cisoo’tasse that the 95/1111} ,679, 9511111 714, 9911111546,

95/11111,792, 951111.11,851, 9S/(1111,856 proceedings must he neeeierateo. (Petition 3.’)11‘11epiimai3

reasons the reexaminations tag so far behind the district—court action, however, are Cissrfls own

deiays and strategic decisions during these proeeedings. The Office shonid not grant the

extraordinary reiief sought by Cisoo for at least these reasons and for the other reasons discussed

heiow.

First, Cisco 1111 not begin to fiie these reexamination requests untii eieven months after the

iitiga‘tion began, and tiriayed in some instances for up to sixteen months. Ciseo has been on notice of

Patent Owner 3 infringement eiairns based on the ’15,3 ’759, ’180 and ’5114 patents at ieast sinee

Patent Owner flied its first Compiaint on August 11, 13.1.0111. Yet Cisoo (1111 not tiie requests for

reexamination of the ’135, ’759, ”181) and ’504 patents untii hiiy S 21111, Septeniher 7, 2011,

October 25, 21111, and Deeenther 13, 21.111, respectiveiy. Due to Cisco’s deinys of tip to sixteen

months in filing, the prosecution of these reexaininations is stiii before the Centrai Reexamination

Unit. 131500 has no basis to now request additionni burdensome action on the part of the Office and

the Patent Owner, having caused the very deiays it seeks to remedy.

conti, these teexaminations are niresdy being approprittteiy conducted by the Office with

the “speciai dispatch” sought by Ciseo. in the 923/091 67.9, 95/9111714, 9511111, 746, 95/1101792,

-4 ..

Petitioner Apple Inc. - EX. 1024, p. 258



Petitioner Apple Inc. - Ex. 1024, p. 259

Attorney Docket No. 1 i798. (MEGS
Controi No. 95/001,?92

95/901,355}, and iii/{381,856 proceedings, Ciseo iiied enormous requests for reexamination totaling

223, 2&3, 23,1, H33, 3-66, and 356 pagesg respeetiveiyfi ineiuding appended eieirn charts. These

requests presented proposed rejections impiiesting at. ieast 44 different references»»»»severai of then}

well over one hundred pages iong. The Ottioe had to review and process eh of these papers before

issuing Office Actions, and did so within an expeditious timeiranie. Ciseo conid have honed its

invalidity positions and fried more targeted reexamination requests to streaniiine these proceedings,

but it did not. Cisco eieoted to proceed with an omnibus approach to these reexsniinations, and

should not now be heard to eornpiain about the ()t‘tiee’s and Patent Owner‘s efforts in reviewing

Ciseo”s vest filings and advancing these reexaniinations.

Third? Ciseo appears to have been content with the current scheduie oi’ the reexerninntions

throughout their prosecution Having waited over a year to tile many of these reexsmiiistions, Ciseo

also delayed weii beyond the one—year anniversaries of severed of these reexamination proceedings

before raising any questions regarding the speed of their sohednies. (See id. at 3.) Ciseo’s newfound

concern, precipitated by its eowdefendanr Appiei‘s adverse jury verdict and its own now—inconvenient

procrastination does not justify aoeeierating these proceedings. Doing so wouid oniy further burden

the Patent. Owner and the Office when the Office is already responding with “special dispatch” to the

enormous number of issues raised in Ciseo’s lengthy and iatewiiied reexamination requests.

Fourth, aeeeierating the QS/GGLM‘}, 95/961,714, 95/891,745, 9519915792, FPS/GOLSSI, and

95/00i,856 proceedings wonid aiso substantiaiiy prejudice Patent {)wner. Airing with these

pi‘oeeedingsg Patent Owner is eoneurrentiy involved in five additional reexentinations naming Apple

as the reai party in interest, which are eiso demanding significant attention from Patent aneri (See

controi nos. 95/001,682; 95/00i,7t§8; 95/091339; and 95/00i,949 and the merged proeeedings in

oontroi nos. 95/001597 and 95/001,7i4.) Aeeeiereiing the 95/903fi79, 95/80i,7i4, 95/i‘i0i,746,

95/005,792, 95/001,851, and 95/0i)i,356 proceedings wouid therefore unreasonabiy burden Patent
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(honor and its counsel. Fatertt Owner would not have suffioient time and opportunity to respond

adequately within shortened time periods, given that it must also respond to filings from f pple in a

large number of other reexaminetions. indeed, Patent Owner recently prepared responses to five.

eoneurrently pending Office Actions. {See control nos. 9S/00l,788; 95/00l 3'89; 95/00l,792;

951’00l,8§l; and 95,100l ,856).

Finally, shortening Patent Gwner’s response periods would not achieve any benefit in these

proceedings. Ciseo vaguely asserts that “{thiekly reaching a final decision on the invalidity ot‘the

patents in reexamination: . . . will ensure that the outcomes of the Office proceedings will he

considered in conjunction with related proceedings.” (Petition 2.) But if Ciseo is referring to the

litigation as the “related proceedings.” the district eeurt in feet will enter a final judgment and the

litigation will reach the Federal Circuit long before the reexaminations will, given the upcoming trial

date of Mareh l l, ’20l3. Thus, even lithe Ollie-e were to grant. Ciseo’s request (which it should not}.

the reexaniinations will not be ready for appeal to the Federal Cireuit for quite some time. Because

the relief requested will not help to align the litigation and the reexaminations, and because Ciseo is

seeking relief from the eonsequenees of its own strategic decisions, shortening Patent Owner’s

response periods to respond to the enormous number of issues raised in Ciseo’s lengthy

reexamination requests would be unreasonable and prejudicial.

ill. Conelosion

'l‘he reexaniinetions are proceeding with the appropriate “special dispatch” Elliott‘s

complaints arise chiefly from its own delay in waiting to tile its requests for reexamination, as well

as from its own strategic decisions during the course of these reexaminations. Moreover, the relief

requested would not promote efficiency; but rather would only prejudice the Patent. aner. indeed,

hurried prosecution of these proceedings would likely result in incomplete consideration of the issues

Petitioner Apple Inc. - EX. 1024, p. 260



Petitioner Apple Inc. - Ex. 1024, p. 261

Attorney Docket No. 11798, @895
Cenlmi No, 95/001,792

and in fact act to siew the reexaminationg in View 0f aii of the feregoing cireumstances, Patent

Gwner respectfiiifiy submits that Cisso’s petition sheuld be denied.

Reapectfui 1y submitted,

FINNEGAN, Iki’El‘ii'ElRS50N3 FARAEOW,
GAME’ET & BUNNER, lull).

Bated: January 17, 2613 By: Hose 31 h})&i§’b/
Joseph E“ Faiys

Reg“ No. 46,568
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PATENT

Custemer Ne. 22,852

Attorney Becket No. i 1728. 0005

EN THE UNE'I‘ED STATES PATENT AND ’FRAEEEMAEfi (EFFECE

in re Inter Farms Reexamination of: F,

T; ControiNo.: 95/961,792

Vieter Larsen et ai. )

f; Group Art Unit: 3992

LS < ’ " 717 .8 " :3 .
L 13»:thth ’18 ’EW ) Examiner: Deandra M. Hughes

1
. 4 : iv '1 .2 i f u , ,

issued ianh 6" fl )7 ) Confirmation No, 3.972

Fer: MET’E-{OD FOR ESTABLISHING SECURE ::
CDMEViUNICA'I‘ION LINK BETW BEN g

COMPUTERS OF VIRTUAL 'i’Ri'VA’i‘E i
NETWORK.

Maii Stop Inter Fairies Reexam
Commissioner fer Patents

Pi). Box. 1456

Aiexandria. VA 223E 34450

Dear Commissiener:

CERTEE“§€A’R‘E OF SERVEEE

Pursuant to 37 CPR. §§ i248 and {.903 and MPEP § 2666.06, the undersigned attorney for

the patent owner certifies that a copy of the Patent Owner’s Petition in Oppesition to Third4Pari'y

Requester Cisce Systems, Inn’s Revised Peiition 10 Shorten Response Perieds and Accelerate

Proceedings was served by fix‘st~ciass maii on januery i,"/' 2013, en counsel fer the third p311);

requester at the ibiiowing address:

Haynes and Beams, LL?
ii’ Section

2323 Victory Avenue, Suite 709

Defies. TX 75219

Respeetfiiiiy submitted,

FINNEGAN, HENDERSON, 'il‘ARABOW,

G.ARRE".E"1‘ S; DUNNER, LLP.

Dated: January 17, 2013 By: wfiogahFPaIv»
Joseph E Paiys

Reg. No. 46.508

Petitioner Apple Inc. - EX. 1024, p. 262



Petitioner Apple Inc. - Ex. 1024, p. 263

Electronic Acknowledgement Receipt 

14726534

Confirmation Number:
 

METHOD FOR ESTABLISHING SECURE COMMUNICATION LINK BETWEEN

T'tle °f Inventm": COMPUTERS OF VIRTUAL PRIVATE NETWORK

 

First Named Inventor/Applicant Name: 7,188,180

Customer Number: 22852

—Joseph EdWIn PaIySI/Sher LEWIS
Filer Authorized By: Joseph Edwin Palys. 

Attorney Docket Number: 43614.100

Filing Date: 25-OCT-2011

Time Stamp: 14:47:06

 
 

Application Type: inter partes reexam 

Payment information:

Document Document Descri tion FileSize(Bytes)/ Multi Pages
Number P Message Digest Part /.zip (ifappl.)

369138

05Petition.pdf leb691c8b0eal409395lbe707dbi5fcc83li
7759
 

Petitioner Apple Inc. - EX. 1024, p. 263



Petitioner Apple Inc. - Ex. 1024, p. 264

Multipart Description/PDF files in .zip description

Information:

Warnings: 

 

Total Files Size (in bytes) 369138

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
Ifa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

 
Petitioner Apple Inc. - EX. 1024, p. 264



Petitioner Apple Inc. - Ex. 1024, p. 265

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Reexamination Control No.: 95/001,792 Attorney Docket No.: 43614.100

Patent No.: 7,188,180 Customer No.: 27683

For: METHOD FOR ESTABLISHING

SECURE COMMUNICATION LINK

BETWEEN COMPUTERS OF VIRTUAL

PRIVATE NETWORK

Real Party In Interest:

Cisco Systems, Inc.

Examiner: Deandra M. Hughes

Art Unit: 3992 Conf. No. 1972

ammwcamamamamamamamamam
COMMENTS BY THIRD PARTY REQUESTER

PURSUANT TO 37 C.F.R. §1.947

Mail Stop Inter Partes Reexam

Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

On December 19, 2012, the Patent Owner filed the Patent Owner’s Response to Office

Action (“Response”) for the Office Action mailed September 19, 2012 (“Office Action”) in

connection with the above-identified inter partes reexamination proceeding.

It is respectfully requested, for the reasons identified below, that the Examiner:

(i) maintain the rejection of, and issue an action closing prosecution for, original

claims 1, 4, 6-17, 20, 22-33, 35 and 37-41 (all of the claims subject to

reexamination), and

(ii) deem the arguments advanced by the Patent Owner in the Response to be

erroneous, improper, and/or unpersuasive.

In the context of this inter partes reexamination, the standard provided in MPEP § 2111

for claim interpretation during patent examination is applied.
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LIST OF EXHIBITS

The present comments by third party requester are accompanied by the following

reference materials that, pursuant to 37 CFR 1.943, are excluded from the page limit restrictions.

Exhibit F]: Joint Claim Construction Chart for US 7,188,180, VirnetX v. Cisco, No.

6:10-cv-00417, Docket No. 194 (Dec. 21 , 2011) (selected pages).

Exhibit G: US. Patent No. 5,706,218

Exhibit H: Excerpt from Microsoft Computer Dictionary, Fourth Edition

Exhibit I: Excerpt from A First Course in Probability, Sixth Edition, Sheldon Ross

1 Exhibits A-E are part of the originally filed Request for Reexamination.
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I. REPLY TO PATENT OWNER ARGUMENTS

A. The Reiection of Claims 1, 4, 6, 8-10, 12-17, 20, 22, 24-26, 28-33, 35, 37, 39, and 40

Under 35 USC § 1021b) Based On Kiuchi Were Proper

1. Independent Claim 1

a. Kiuchi Discloses “Sending an Access Reguest Message Using a Virtual

Private Network Communication Link”

On pages 5-7, Patent Owner argues Kiuchi does not disclose “sending an access request

message using a virtual private network communication link.” Patent Owner focuses on the

steps in Kiuchi that must occur before a connection is established between the client-side proxy

and the server-side proxy. Then, Patent Owner concludes that Kiuchi’s request for connection is

not using a virtual private network communication link, because the C-HTTP connection

between the client-side proxy and server-side proxy has not been established, and that the link

used for sending the access request message “lacks the requisite features of a virtual private

network communication link.” Patent Owner’s arguments are not persuasive.

First, Patent Owner is attempting to improperly import limitations into the claims. Patent

Owner argues that the link used to send the access request message of Kiuchi does not have the

“requisite features” of a Virtual private network and is a “mere point-to-point communication.”

Patent Owner also argues that the two computers of Kiuchi are not connected via a Virtual private

network communication link because the two computers are not connected within the same

network. This is improper. The language of the claims contains no limitations about “not

communicating via point-to-point communication” or that the computers must be “connected

within the same network.” The claims simply recite “sending an access request message

using a virtual private network communication link.” The limitations relied upon by the Patent

Owner (“no point-to-point communication” and “connected within the same network”) are not

recited in the claims, and therefore do not differentiate over Kiuchi.

Second, Patent Owner’s own statements and admissions show Kiuchi teaches this

limitation. Patent Owner has previously stated that a “virtual private network” is a “network of

computers which privately communicate with each other by encrypting traffic on insecure
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communications paths between the computers.”2 Patent Owner’s statements do not reference or

require “not communicating via point-to-point communication” or “computers connected within

the same network.” Applying Patent Owner’s definition, Kiuchi teaches the claim limitation.

When the C-HTTP name server confirms that the specified server-side proxy is an appropriate

closed network member, the client-side proxy sends a request for connection to the server-side

proxy, which is encrypted using the server-side proxy’s public key. (Kiuchi at p. 65).

 

 

 
 

 
 

 
 
 

Patent Owner’s Claim Construction

network of computers which privately
communicate with each other

Kiuchi at E 65

Kiuchi teaches a private, closed

members-only network: “When the C-
HTTP name server confirms that the

specified server-side proxy is an

apprmriate closed network member...”
Kiuchi teaches that the connection

request is encrypted: “. . .a client-side

proxy sends a request for connection to

the server-side proxy, which is

encrypted using the server-side proxy’s
nublic kc .”

 

  

  

  
 

 
 

 

 
 
 

by encrypting traffic on insecure

communications paths between the

computers
 

   

   
  

Accordingly, not only does Kiuchi teach “sending an access request message using a

virtual private network communication link” as interpreted by the Examiner, Kiuchi teaches the

claim, as construed by Ike Parent Owner.

The Examiner’s rejection was proper and should be maintained.

b. Kiuchi Discloses “the Quegy Message Requesting From the Secure Domain

Name Service a Secure Computer Network Address Corresponding to the

Secure Domain Name”

On pages 7-9, Patent Owner argues that Kiuchi does not teach “the query message

requesting from the secure domain name service a secure computer network address

corresponding to the secure domain name.” Patent Owner states that in Kiuchi’s system, a client

would send a query with the domain name of an origin server and receive in response the IP

2 Exhibit F, Patent Owner’s proposed claim construction for “virtual private network.”

2
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address for a server-side proxy. Thus, Patent Owner asserts that Kiuchi’s domain names and the

returned IP addresses do not “correspond.” Patent Owner’s argument is without merit.

Interpreting claims to exclude disclosed embodiments in the specification is routinely

improper. See, e.. g, Verizon Servs. Cop v. Vonage Holdings corp, 503 F.3d 1295, 1305 (Fed.

Cir. 2007). In this instance, claim 1 is silent as to the nature of the “correspond[ence].”

Moreover, the ’180 patent’s specification describes embodiments having only a loose

correspondence between the requested domain name and the corresponding IP address that is

returned. For example:

0 “DNS proxy 2610 returns to user computer 2601 the resolved address passed to it

by the gatekeeper (this address could be differentfrom the actual target

computer)” (”180 Patent, 40:59-63, emphasis added); and

o “The address that is returned need not be the actual address of the destination

computer” (’180 Patent, 40:63-64, emphasis added).

Thus, the specification contemplates embodiments where the IP address that is returned

need not be the actual address of the target computer. Therefore, Patent Owner’s purported

distinction over Kiuchi (that Kiuchi does not teach returning the actual address of the target

computer) is excluding specific embodiments disclosed in the specification.

Further, even if the Examiner adopted the Patent Owner’s argument (that the claims

require that the IP address must be the address for the domain name), Kiuchi nevertheless

teaches “a secure computer network address corresponding to the secure domain name.”

Kiuchi teaches that the client-side proxy sends a secure domain name to the C-HTTP

name server (the secure domain name service). In response, the C-HTTP name server transmits

to the client-side proxy an IP address:

2) Lookup of server-side pr0xy information (Appendix 3.
a,b)

A client-side proxy asks the C-HTTP name server

whether it can communicate with the host specified in a

given URL. If the name server confirms that the query is

legitimate, it examines whether the requested sewer-side

prom; is registered in the closed network and is permitted

to accept the connection from the client-side proxy. if the

connection is permitted, the C-H'I'I‘P name server sends

the IP address and public key of the sewer—side proxy and

both request and response Nance values. If it is not
permitted. it sends a status code which indicates an error,
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(Kiuchi at p. 65).

Patent Owner argues that the IP address returned by the name server corresponds only to

the server-side proxy, and thus does not correspond to the host specified in a given URL.

However, Patent Owner ignores the example in “Appendix 3.a,b” of Kiuchi, where Kiuchi

expressly teaches an embodiment in which the IP address returned by the nameserver is the IP

address that directly corresponds to the hostname contained in the query message.

Turning the example in Appendix 3 of Kiuchi, Kiuchi shows the “components of C-

HTTP-based communication.” One of the components is a “server-side proxy” that has (i) a

hostname (Coordinating.Center.CSCRG) and (ii) a corresponding IP address (130.69.222.222):

Appendix 3. Examples of C-HTTP
communication (a-h)

Note that lines with an asterisk are encrypted.

Components of C-H’I’I‘P-based communication are as
follows:

1) Clienlvside proxy

hostname: Universityof TokyoBranchil-Iospiul
IP address: 130.69.111.111

2) sewer-side proxy

hostname: Coordinating.Center.CSCRG
IP address: 130.69.222222

port num r: ' '
3) C-HT’I'P name server:

Namc.Servcr. CSCRG

1? address: 130.69.22211 l

4) User agent:
I? address: 192168.121123

 

  
 
 
 

 

Server-side

proxy’s hostname

Server-side proxy’s

corresponding IP
address

  

Then, in step “a,” Kiuchi performs a “lookup of server-side proxy information” by

transmitting a hostname to the C-HTTP name-server:
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Server-side

proxy’s hostnarne

sent in the query to
the C-HTTP name
server

 

a. Lookup of server—side proxy information (C-HT’I‘P
name service protocol)

OWNS/0.1 .cm: 41!“:

RSAWCR, LF

741% ‘LF‘

RSAA‘R ~ LE

32 (‘R‘ 2L?

NIDSJ‘R: rurr
CR "LFV

*SERVER: ca» m

”30.69.111.111canawv
2n t . M .

*Coordinminngemcr.CSC‘Rwa usa .  
CR“ - LF"

*8273679b3214769832998249bdb982l97

In step “b,” the C—HTTP name server of Kiuchi responds with the IP address

corresponding to the hostname;

 
  

 
IP address

transmitted back.

(this IP address

corresponds to the
hostname

“Coordinating.Center

.CSCRG”, as shown

above)

 

 
 

 
 

  

b. Response fmm the C-HTTP name server, indicating
that the connection is permitted (C-HT’TP name

service protocol)

RSAf‘R :Lr:
201mm?
RSA-(‘R u:

32 :CR" «Li-2
MDSrthF-
>tCRv'LF’

‘1)wa sun
”30469.1 112111 :cnatm-
* t“

"‘ l30469.222.2225CR' cut? 
*eflclkl'm80dad7cbbc9d0c309b2m4c89fcfic8e9f7bfc1 854

b62f6b4bafa981c laG-tc19fd6c702ccc376f9dea4f5422c8S 1

bbl 770:0600d246637459ab757bccm :LF:

*8abd853f‘m: w Lt-‘I
*cf‘23dc99~.cx up

* an an
.mp ’LF:

*5I82H5215la7f64a$adafiac¢0bc529ba
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Since Kiuchi specifically teaches an embodiment in which a hostname directly

corresponds to the server-side proxy, and the hostname is used to retrieve the IP address

corresponding to the hostname, Patent Owner’s attempted distinction over Kiuchi is incorrect

and without merit.

Accordingly, Patent Owner has attempted to improperly interpret the claim to exclude

embodiments described in the specification, while also ignoring the full teachings of Kiuchi.

The Examiner’s rejection was proper and should be maintained.

2. Independent Claims 17 and 33

On page 9, Patent Owner makes no additional arguments with respect to claims 17 and

33, other than to cross-reference back to claim 1. For the reasons set for above, claims 17 and 33

are anticipated by Kiuchi. Since Patent Owner makes no additional arguments, the Examiner’s

rejections of claims 17 and 33 are proper and should be maintained.

3. Dependent claims 62 22 and 37

First, Patent Owner argues on page 9 that claims 6, 22 and 37 depend from independent

claims 1, 17 and 33 and includes all of the features of those claims. For the reasons set for

above, claims 1, 17 and 33 are anticipated by Kiuchi.

Second, Patent Owner argues on page 9 that Kiuchi does not disclose “the virtual private

network is based on inserting into at least one data packet at least one data value representing a

predetermined level of service associated with the virtual private network.” Patent Owner is

incorrect.

Kiuchi discloses “the virtual private network is based on inserting into at least one data

packet at least one data value representing a predetermined level of service associated with the

virtual private network,” because Kiuchi discloses inserting version information into the request

(“C—HTTP-Version = ‘C-HTTP/0.7”’) and into the response (“C-HTTP-Version~Line = ‘C-

HTTP/07’”) (Kiuchi at 70, 71). The C-HTTP version value inserted into the request and the

response defines the “version of C-HTTP name service protocol” being used. (Kiuchi at 72).

The version of the name service protocol is a data value representing a predetermined level of

service.
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Accordingly, because Kiuchi inserts version information defining the name service into

each request and response, Kiuchi discloses “the virtual private network is based on inserting

into at least one data packet at least one data value representing a predetermined level of service

associated with the virtual private network.”

Patent Owner argues on page 9 that an anticipation rejection cannot rely on multiple

references, and argues that Requester has neither shown nor attempted to show that Kiuchi’s C-

HTTP system would necessarily insert into at least one data packet at least one data value

representing a predetermined level of service. Patent Owner’s argument is without merit.

Kiuchi specifically teaches that (i) the C—HTTP name service protocol sends the version

information for the name service and (ii) the communication occurs over a TCP/IP session.

Patent Owner argues that the Examiner has neither shown nor attempted to show that Kiuchi’s

C-HTTP system would necessarily insert into at least one data packet at least one data value

representing a predetermined level of service. Patent Owner is incorrect. Kiuchi specifically

teaches that each response and each request require version information that define the C-HTTP

service. (Kiuchi at 70, 71) Further, explicit disclosures are not required and the prior art is not to

be considered in a vacuum but, “together with the knowledge of one of ordinary skill in the

pertinent art...at the time the. . .patent was filed.” In re Paulson, 30 F.3d 1475, 1480 (Fed. Cir.

1994). See also, In re Baxter Travenol Labs, 952 F.2d 388, 391 (Fed. Cir. 1991).

RFC 793 was provided to show the knowledge of one of ordinary skill at the time. Per

RFC 793, a TCP/IP session “makes use of the intemet protocol type ofservicefield and security

option to provide precedence and security on a per connection basis to TCP users.” (RFC 793 at

p. 12, emphasis added). Accordingly, when Kiuchi is viewed with the knowledge of one of

ordinary skill in the art (e.g., a basic understanding of the TCP/IP session used in Kiuchi), it is

clear that Kiuchi used TCP, which uses a “type of service” field to provide a predetermined level

of service.

Third, Patent Owner argues that the Examiner has not shown any “nexus” between

service fields and the C-HTTP connection. Patent Owner’s argument is without merit. Kiuchi

specifically states that each request and each response that establish the C-HTTP connection use

the service field (e.g., the version of the service protocol). Patent Owner points to no claim

language requiring any “nexus” or any other special relationship between the at least one data

value and the virtual private network. Kiuchi discloses that the C-HTTP connection is

7
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established by a request and a response, where each request and response contains a data value

that indicates the particular version of C-HTTP being used to establish the connection.

The Examiner’s rejection was proper and should be maintained.

4. Dependent Claims 8, 24 and 39

First, Patent Owner argues on page 10 that claims 8, 24 and 39 depend from independent

claims 1, 17 and 33 and includes all of the features of those claims. For the reasons set for

above, claims 1, 17 and 33 are anticipated by Kiuchi.

Second, Patent Owner argues on page 10 that Kiuchi does not disclose that “the virtual

private network is based on comparing a value in each data packet transmitted to the secure

computer network address to a moving window of valid values.” Patent Owner is incorrect.

Kiuchi discloses a “moving window of valid values” because the Nonce values of Kiuchi

are values that indicate where a packet belongs in a message sequence, and the Nonce values are

checked to prevent attacks. Kiuchi discusses an example sequence involving a number of

requests and responses. Within those requests and responses are the Nonce values. Those

Nonce values from those requests and responses are reproduced below: 

 

 

Request-Nonce Response-Nonce

‘ 8abd853f ef23dc99
‘ 8abd8540 ef23dc9a   
l 8abd8541 ef23dc9b

(See Kiuchi, 74—75)

 

Patent Owner argues that the Nonce values are not compared against a moving window

of valid values and that Kiuchi does not explain how the values are checked. Patent Owner’s

arguments contradict the specification of the ‘ 180 patent. The specification defines a “moving

window of valid values”: “1. A window sequence number—an identifier that indicates where the

packet belongs in the original message sequence.” (‘ 180 Patent, 11:59-61). Since Kiuchi checks

for Nonce values for the correct sequence (e.g., incrementing “853f. . .8540. . .8541” and

“C99. . .c9a. . .c9b”), then Kiuchi is comparing a value in each message (the Nonce value) to a

moving window of valid values (an identifier indicating where the message belongs in the

message sequence).
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Accordingly, (i) Kiuchi discloses an identifier that indicates where the packet belongs in

the message sequence, and (ii) the specification of the ‘180 patent defines a window sequence

number as an identifier that indicates where the packet belongs in the original message sequence.

Thus, the identifiers of Kiuchi that indicate the message sequence are a “moving window of valid

values.”

Third, Patent Owner argues on page 10 that the C-HTTP requests and responses may

contain Nonce values, but that the Nonce values are not inserted into “each data packet.” Patent

Owner’s argument is without merit. The claims recite “each data packet.” However, the

specification mentions many types of packets: “TARP packets,” “data packets,” “IP packets”

(‘ 180 at 11: 29-58), “decoy packet” (‘180 Patent, 16: 23), “secure synchronization request

packet” (‘180 Patent, 18: 20-21), “response packet” (‘180 Patent, 18: 36), “ACK packet” (‘ 180

Patent, 18: 37), “secure session initiation packet” (‘180 Patent, 18: 41-42), and “SYNC_REQ

packet” (‘ 180 Patent, 30: 7-8). Notably, the claims do not recite any particular type of packet,

size of packet, or type of communication protocol for sending the packet — the claims merely

recite “data packet.” If the Patent Owner wanted the claim limited to only “IP packet” or “ACK

packet,” those terms should be recited in the claims. To the contrary, there is nothing in the

claims or the specification to suggest that “data packets” have such a limited definition, and thus,

Patent Owner is improperly importing limitations into the “data packets” recited in the claims.

Under the broadest reasonable interpretation of “data packet,” the packets of data that form the

C-HTTP request and the C-HTTP response of Kiuchi teach and disclose “each data packet.”

5. Dependent Claims 9, 25a and 40

First, Patent Owner argues on page 11 that claims 9, 25 and 40 depend from independent

claims 1, 17 and 33 and includes all of the features of those claims. For the reasons set for

above, claims 1, 17 and 33 are anticipated by Kiuchi.

Second, Patent Owner argues on page 11 that the connection ID in Kiuchi does not

disclose a “discriminator field” because the connection 1D is not in “each data packet.” Again,

Patent Owner’s argument is without merit. The claims recite “each data packet.” However, the

specification mentions many types of packets: “TARP packets,” “data packets,” “IP packets”

(‘180 Patent, 11: 29-58), “decoy packet” (‘180 Patent, 16: 23), “secure synchronization request
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packet” (‘180 Patent, 18: 20-21), “response packet” (‘180 Patent, 18: 36), “ACK packet” (‘ 180

Patent, 18: 37), “secure session initiation packet” (‘180 Patent, 18: 41-42), and “SYNC_REQ

packet” (‘ 180 Patent, 30: 7-8). Notably, the claims do not recite any particular type of packet,

size of packet, or type of communication protocol for sending the packet — the claims merely

recite “data packet.” If the Patent Owner wanted the claim limited to “IP packet” or “ACK

packet,” those terms should be recited in the claims. To the contrary, there is nothing in the

claims or the specification to suggest that “data packets” have such a limited definition. Patent

Owner is improperly importing limitations into the “data packets” recited in the claims. Under

the broadest reasonable interpretation of “data packet,” the packets of data that form the C-HTTP

request and the C-HTTP response of Kiuchi teach and disclose “each data packet.”

Third, Patent Owner argues that Kiuchi does not teach that the Virtual private network of

Kiuchi is based on a comparison of a discriminator field. There is nothing recited in the claims

about what type of comparison is performed against the “table of valid discriminator fields.”

Further, Kiuchi discloses that the check of the connection ID against a connection table is a

necessary step for the formation of the virtual private network: “When the connection ID is not

found in the current connection table in the client-side- proxy, the current connection is

disconnected” (Kiuchi at p. 65). Accordingly, Kiuchi discloses that the connection ID is

compared against a table of current connections, and if the connection ID is not found, then the

connection is disconnected. Accordingly, Kiuchi discloses that the virtual private network is

based on a comparison of the discriminator field (e.g., the connection ID) in a header of each

data packet (e.g., the C-HTTP response and C-HTTP request) to a table of valid discriminator

fields (e.g., the current connection table).

The Examiner’s rejection was proper and should be maintained.

6. Dependent claims 12 and 28

First, Patent Owner argues on page I 1 that claims 12 and 28 depend from independent

claims 1 and 17 and includes all of the features of those claims. For the reasons set for above,

claims 1, 17 and 33 are anticipated by Kiuchi.

Second, Patent Owner argues on page 12 that the connection ID and symmetric data

exchange key are not stored at the secure computer network address, but are newly generated.

10
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Patent Owner concludes, then, that the access request message cannot contain a request for

information stored at the server, because that information is not generated at the time the access

request message is sent. Patent Owner’s argument is without merit.

The claims do not recite when the information must be stored. There is nothing recited in

the claims that limits the claims to only information stored before the access request message is

transmitted. In Kiuchi, the access request message is requesting the connection ID from the

server-side proxy. The connection ID (e.g., the information requested) is generated and then

stored at the secure computer network address (e.g., the server-side proxy), because Kiuchi

teaches that server-side proxy needs to delete the connection ID after the connection is closed

(i.e., in order for it to be deleted, the connection ID must have first been stored).

Further, to the extent that the claim is nevertheless interpreted to require that the

information requested by the access request message must exist at the time the message is sent,

Kiuchi also teaches that the server side proxy ip and server side proxy name, which exist before

the access request message is sent, are returned in response to the access query message:

I. Response from the server-side proxy. indicating that
the connection is established

C-HT’FP/Ofl at 1.13".

Encryption-Algorithm RSA-~ CR. ~ LF

15$ncrypted-lrleader‘Lcngth: 341.1% ~L‘F-

Sigamma-Algorithm: RSA on» M:

Signature-Length: 32.:m: tr:

Message-Digest-Algorithm: MDS «mum
<P L'r"

*Scwcr-Sidc-Proxy-IP‘ 13069222222 rim Ir:
I‘Sen‘vrtnSidc—Proxy-Name:
Coordinatin .CCntBl’.CSCRG-(‘RvMM

*Scrvcr~Sidc~Proxy-Port: ‘ )‘(Icea «:er

*Clientvsme-Proxy-IP: 13069.11 1. l l l :mzww“

*Clicnt—Sidc-Proxy-Nzxmc:

U niversityof'l‘okyo.Branch. Hospital ~:(,‘R‘-‘ nu: ~

*Uscr-Agcm-IP, 192.168.123.123cCR Luz
*Connection-ID: szDfldchLjswivcx. w

‘Rcsponse-Nonce: el‘23dc99x {‘R‘ nu".

*Response—Data-Exchangc-Key: a-3f(‘d.bfs,. ('R‘ u:
:c‘R-wu‘

*3662bfc50222(18ca8c20307f60dl 562C

  

  
 

 
 

Server side proxy ip
address and server

side proxy name are
included in the

response from the

server-side proxy.

 
 

 

 
 

 
 
 

  

   

(Kiuchi at pg. 74)
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Accordingly, not only does Kiuchi teach that the server side proxy stores the connection

ID, but also teaches that the server side proxy stores its IP address and hostname. Thus, Kiuchi

discloses “wherein the access request message contains a request for information stored at the

secure computer network address.”

7. Dependent Claims 13, 15I 29 and 31

First, Patent Owner argues on page 12 that claims 13, 15, 29 and 31 depend from

independent claims 1 and 17 and includes all of the features of those claims. For the reasons set

for above, claims 1, 17 and 33 are anticipated by Kiuchi.

Second, Patent Owner argues that Kiuchi does not disclose that the claimed methods

occur at, or are performed by, a “client computer” because a “person of ordinary skill at the time

of the invention would have been readily capable of distinguishing, as Kiuchi does, between

client computers within an institutional firewall (e.g., a nurse’s or doctor’s PC in a hospital) and

a computer residing on an institutional firewall (e.g., a client-side proxy)” (Response at pp. 12-

13). But, Patent Owner’s argument establishes that Kiuchi teaches the claim limitations.

Kiuchi teaches a user agent that communicates with a client-side proxy. A user enters a

hostname into the user agent (e.g., a nurse’s PC in a hospital), which sends the hostname to the

client-side proxy. Accordingly, the client-side proxy receives the hostname and the hostname

was from the user. Thus Kiuchi discloses the method occurring at and being performed by a

client computer.

8. Dependent Claims 16 and 32

Patent Owner notes that claims 16 and 32 depend from claims 2 and 18. However, Patent

Owner provides no argument rebutting the finding Kiuchi discloses “wherein receiving the

command comprises receiving the command at a client computer from a user.”

9. Dependent claims 4, 10, 14, 20, 26, 30 and 35

On page 13, Patent Owner argues that Kiuchi does not anticipate claims 4, 10, 14, 20, 26,

30 and 35 because claims 4, 10, 14, 20, 26, 30 and 35 depend from independent claims 1, 17 and

12
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33. For the reasons already set forth above, Kiuchi does, in fact, anticipate claims 1, 17 and 33.

Thus, because Patent Owner has made no other arguments specific to the limitations of claims 4,

10, 14, 20, 26, 30 and 35, Patent Owner has not rebutted Patent Office’s rejection of claims 4,

10, 14, 20, 26, 30 and 35.

B. The Rejection of Claims 11, 27 And 41 Under 35 USC § 103 Based On Kiuchi Were

Proper

On pages 13-14, Patent Owner argues that adding a letter “s” to the known top-level

domain names of .com, .net, .org, .edu and .gov is not obvious to a person of ordinary skill in the

art. Patent Owner argues that the Examiner provided no “articulated reasoning” to support the

obviousness rejection.

The Examiner showed that (i) Kiuchi teaches secure domain names that correspond to

conventional domain names; and (ii) .com, .net, .org, .edu and .gov are known character

combinations used to represent top level domain names. Since it was known in the art that

character combinations can be used to represent top level domain names, mere design choice is

“an acceptable rationale for an obviousness rejection when a claimed product merely arranges

known elements in a configuration recognized as functionally equivalent to a known

configuration.” See, Ex parte Gunasekar, Appeal 2009-008345 in 10/903,590 (BPAI 2011).

Rearranging letters is a mere design choice.

Further, Patent Owner argues that nothing in Kiuchi would disclose “modifying a top—

level domain name to denote security.” Once again, Patent Owner attempts to introduce

limitations into the claims. The claims recite nothing about “denoting security.” The claims

simply recite a list of letters as possible top-level domain names, which is merely a design choice

rearranging known elements.

The Examiner’s rejection was proper and should be maintained.
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C. The Rejection of Claims 7, 23 and 38 Under 35 USC § 103 Based On Kiuchi in View

of Martin Were Proper

 

The Examiner properly rejected claim 7, 23, and 38 because: (i) Kiuchi teaches a virtual

private network established over the Internet between two computing devices (Kiuchi at 64); and

(ii) Martin teaches a known technique of a computer address hopping regime using randomly

chosen network addresses for Internet (TCP) communication. In particular, Martin discloses that

an “outbound TCP connection should select its source address/port pair from ATCP at random.”

(Martin at 9, emphasis added).

Accordingly, the prior art teaches that when a client is initiating a new communication

link to a server, the client can randomly choose both the source (“from”) address and the

destination (“to”) address to be used. The addresses used can be different for each connection.

Thus, the prior art teaches a “network address hopping regime that is used to pseudorandomly

change network addresses in packets” as recited in the claims.

The Patent Owner argues, without explanation, that a regime for changing network

addresses based on randomly selecting source and destination addresses, as taught by Kiuchi and

Martin, is somehow different than “pseudorandomly3 chang[ing] network addresses in packets”

3 It is well-known in the computer science art that the term “random” is understood to
mean “pseudo random.” Evidence of such well-known art can be found in:

0 Patents, such as US. Patent No. 5,706,218 (“Circuits for generating random numbers, or

more accurately, pseudo random numbers are well-known in the art”) (Ex. G);

0 Technical dictionaries, such as the Microsoft Computer Dictionary, Fourth Edition

(“random number generation n. Production of an unpredictable sequence of

numbers Truly random number generation is generally viewed as impossible. The

process used in computers would be more properly called ‘pseudorandom number

generation’.”) (Ex. H); and

o Textbooks, such as A First Course in Probability, Sixth Edition (“In order to use a

computer to initiate a simulation study, we be able to generate the value of a uniform

(0,1) random variable; such variates are called random numbers. To generate such

numbers, most computers have a built-in subroutine, called a random number generator,

who output a sequence of pseudo random numbers”) (Ex. 1).

Thus, a person of ordinary skill in the art, when reading Martin, would understand that the

“random” in Martin is pseudo-random, because Martin is a discussion about computer

14
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as recited in the claims. Randomly using different network addresses for each connection as

taught by the combination of Kiuchi and Martin teaches that the source and destination network

addresses in the packets transiting the virtual private network randomly change. To the extent

that the Patent Owner believes that the claim has a different meaning, the Patent Owner has

neither explained that meaning nor provided any reasoning for it. (See 37 CFR 1.111(b).)

The rejections were proper and should be maintained.

D. Response to Patent Owner’s Argument That Secondary Considerations

Demonstrate Non-Obviousness

On pages 15-17, Patent Owner argues that secondary considerations rebut any finding of

obviousness. To be given substantial weight in determining obviousness or nonobviousness,

evidence of secondary considerations must be relevant to the subject matter as claimed, and

therefore the Examiner must determine whether there is a nexus between the merits of the

claimed invention and the evidence of secondary considerations. MPEP 716.01(b). Further, in

the absence of an established nexus with the claimed invention, secondary consideration factors

are not entitled to much, if any, weight and generally have no bearing on the legal issue of

obviousness. See In re Vamco Machine & Tool, Inc., 752 F.2d 1564, 1577 (Fed. Cir. 1985).

First, Patent Owner has failed to establish any nexus between the ‘ 180 patent and the

“evidence.” Patent Owner points to a declaration by the inventor of the ‘ 180 that describes

different government funding programs designed to promote science and technology. However,

simply because a government agency funds research programs for “Information Assurance,”

“Dynamic Coalitions, and “Next Generation Internet” does not establish a nexus between those

programs and the actual claims of the ‘ 180 patent. In order for any such evidence to be given

weight, if any, the Patent Owner must establish a nexus between the evidence and the claimed

invention. Patent Owner has merely listed a number of government-funded programs, with a

passing reference to “secure communications.” Patent Owner has not established a nexus

between this evidence and the actual claims of the ‘180 patent.

networking (i.e., the “random” taught in Martin is generated by a computer, and is thus actually

pseudo-random).
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Second, Patent Owner argues that the claimed invention has achieved commercial

success by noting that several companies have licensed the patent portfolio. However, a

portfolio license does not establish commercial success. (Ex parte NTP, Ina, Appeal 2008-

004603, slip op. at 132 (BPAI Dec. 22, 2009). The Board of Patent Appeals and Interferences

has set forth the evidence needed to support the use of a list of licensees as evidence of

secondary considerations: (i) testimony from a licensee as to why the licensee took a license; (ii)

whether the taking of the license was a business cost-benefit analysis with regarding to defending

an infringement suit, as opposed to the actual merits of the invention; (iii) the number of entities

who refused to take a license and why; (iv) the terms of the licenses and whether the licenses

were favorable to the licensee; (v) market information indicating the number ofproducts that are

sold under licenses and the number of products that are not under license; (vi) the structure and

operation of the devices made by the licensees to determine if those products embody the reasons

as to why the “invention” is advantageous over the prior, if at all; (vii) whether the licensee took

the licenses for reasons substantively related to each and every one of the claims of the ‘180

patent; and (viii) a declaration from a representative of any of the licensees attesting to and

praising the merits of the claimed invention. (Ex parte NTP at 132-134). Patent Owner has not

provided any such evidence. Patent Owner has not carried the burden of demonstrating that the

“evidence” has any bearing on nonobviousness.

Accordingly, the evidence of secondary considerations should be afforded no weight.

The Examiner’s rejections based on obviousness were proper.
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II. CONCLUSION

Therefore, it is requested that rejections in the Office Action be maintained.

As identified in the attached Certificate of Service and in accordance with MPEP

§2266.06 and 37 CFR §§1.248 and 1.903, a copy of the present response, in its entirety, is being

served to the address of the attorney/agent of record at the address provided for in 37 CFR

1.33(c). Please direct all correspondence in this matter to the undersigned.

Respectfully submitted,

/David L. McCombs/

David L. McCombs

Registration No. 32,271

Dated: January 16, 2013

HAYNES AND BOONE’ LLP I hereby certify that this correspondence and any corresponding
2323 ViCtOI'y AVCHUC, Suite 700 filing fee is being transmitted via the Electronic Filing System

Dallas Texas 75219 (EFS) Web with the United States Patent and Trademark Office
3

Telephone: 214/651-5533

Attorney Docket No.: 43614.100

CERTIFICATE OF TRANSMISSION UNDER 37 CFR §I.8

on Janua 16 2013

Theresa O’Connor
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CERTIFICATE OF SERVICE

The undersigned certifies that a copy of the following:

Comments by Third Party Requester Pursuant To 37 CPR. §1.947 and Exhibits F-I in

their entirety were served on:

Finnegan, Henderson, Farabow, Garrett & Dunner LLP

901 New York Avenue, NW

Washington DC 20001-4413

the attorneys identified in the Power of Attorney and who filed the Patent Owner’s

Response to Office Action, on January 16, 2013.

/David L. McCombs/

David L. McCombs, Registration No. 32,271
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Reexamination Control N0.: 95/001,792 § Attorney Docket No.: 43614.100
§

Patent No.: 7,188,180 § Customer No.: 27683
§

For: METHOD FOR ESTABLISHING § Real Party In Interest:
SECURE COMMUNICATION LINK § Cisco Systems, Inc.
BETWEEN COMPUTERS OF §

VIRTUAL PRIVATE NETWORK §

§

Examiner: Deandra M. Hughes § Conf. No. 1972
§

Art Unit: 3992 §
 

Mail Stop: Petition
Commissioner for Patents

United States Patent & Trademark Office

PO. Box 1450

Alexandria, VA 22313-1450

REVISED PETITION UNDER 37 CFR § 1.182 TO
SHORTEN RESPONSE PERIODS AND ACCELERATE PROCEEDINGS
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Petition Under 37 CFR § 1.182 to Shorten Response Periods and Accelerate Proceedings

1. Introductom Remarks

Requester hereby petitions under the provisions of 37 C.F.R. § 1.182 to request that the

Patent Office accelerate and bring to a close the various long-pending reexaminations, including

setting shortened statutory periods for future Patent Owner responses. Quickly reaching a final

decision on the invalidity of the patents in reexamination (now pending for over a year) will

ensure that the outcomes of the Office proceedings will be considered in conjunction with related

proceedings.

In accordance with 37 C.F.R. § 1.20(c)(6), the petition fee of $1930.00 was paid with the

Third Party Requester’s Petition to Shorten Response Periods and Accelerate Proceedings filed

previously on December 5, 2012. The Commissioner is hereby authorized to charge any

deficiency or credit any overpayment for this request to Deposit Account No. 08-1394.

II. Statement of Facts

The pertinent facts are as follows:

0 Patent Owner owns U.S. Patent No. 6,502,135, US. Patent 7,490,151, U.S. Patent

7,418,504, U.S. Patent No. 7,921,211, U.S. Patent 6,839,759, U.S. Patent 7,188,180,

and U.S. Patent 8,051,181.

0 Each of those patents claims priority to, inter alia, U.S. Provisional Application No.

60/106,261, resulting in substantial overlap in the disclosures and claims of those

patents.

0 There are eleven (11) pending reexaminations ordered by the U.S. Patent Office with

respect to those patents, and there is substantial overlap in the art used by the different

Examiners to reject the claims.

0 Nine of the reexaminations have been pending for over a year, and the other two

reexaminations (95/001851 and 95/001856 filed in December 2011) are just a few

days short of that mark.

0 There is co-pending litigation involving all of the patents in reexamination, including

VirnetX Inc. v. Cisco Systems, Inc., No. 6-10-cv-417 (E.D. Tex), and VirnetX Inc. v.

Apple Inc., No. 6—12-cv-855 (ED. Tex.).

0 Apple Inc., a third party requestor in proceedings involving the ‘135 patent, ‘151

patent, ‘504, patent, ‘211 patent, and ‘181 patent, filed a petition on November 29,
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2012, requesting that the Office accelerate the reexamination of Control Nos.

95/001,682, 95/001,949, and 95/001,697.

III. Argument and Action Reguested

Cisco hereby respectfully requests that the schedules and handling of the following

reexaminations be accelerated, including that future Office Actions set a one-month (or 30 days,

whichever is longer) period for response by the Patent Owner:

Reexamination Proceedings To Be Accelerated

Control No. Date Initiated

95/001,682 mer_ed)

95/001714 & 7,490,151 Aug. 16, 2011

95/001697 (merged)-
95/001746 6,839,759 Set. 7,2011

95/001792 7,188,180 Oct. 25, 2011

95/001851 7,418,504 Dec. 13, 2011

95/001856 7,921,211 Dec. 16, 2011

MPEP 2662(L) provides that in reexaminations such as these, the Office may effectuate

    
 

 

 

 

 

Examiner

Behzad Peikari

    

 
  

Michael J. Yigdall 
 

 

 

Andrew L. Nalven

Deandra M. Hughes
Roland G. Foster

Roland G. Foster

 

 
   

 
 

its mandate for special dispatch by setting such shortened periods for response:

In addition, if ( 1) there is litigation concurrent with an inter partes

reexamination proceeding and (2) the reexamination proceeding has been

pending for more than one year, the Director of the Office of Patent Legal

Administration (OPLA), Director of the Central Reexamination Unit (CRU),

Director of the Technology Center (TC) in which the reexamination is being

conducted, or a Senior Legal Advisor of the OPLA, may approve Office

actions in such reexamination proceeding setting a one-month or thirty days,

whichever is longer, shortened statutory period for response rather than the

two months usually set in reexamination proceedings. A statement at the end

of the Office action — “One month or thirty days, whichever is longer,

shortened statutory period approved,” followed by the signature of one of

these officials, will designate such approval. (MPEP 2662(L).)

All of the patents in reexamination are involved in co-pending litigations, including VirnetXInc.

v. Cisco Systems, Inc., No. 6-10-cv-417 (E.D. Tex), and VirnetX Inc. v. Apple Inc., No. 6-12-cv-

855 (ED. Tex.) Since all of the reexamination proceedings are past or near their filing

anniversaries, Cisco asks that a one—month (or 30 day) deadline be set for the Patent Owner’s
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response to any Office Action issuing after a proceeding has been pending for more than a year.

Consistent with the need for special dispatch, Cisco also believes that the Patent Office

should enforce the shortened period for response by denying any further requests by the Patent

Owner to delay the proceeding by extending its deadlines.l

Apple Inc. filed a Petition under 37 CFR § 1,182 To Align Schedules of Related

Proceedings (November 29, 2012). To the extent that the reexamination proceedings are aligned,

Cisco believes that no proceeding should be delayed. Rather, Cisco urges that all proceedings be

expedited.

As identified in the attached Certificate of Service, a copy of the present petition, in its

entirety, is being served to the address ofthe attorney or agent of record.

Dated: January 11, 2013

HAYNES AND BOONE, LLP
IP Section

2323 Victory Avenue, Suite 700

Dallas, Texas 75219

Telephone: 214/651-5533
Facsimile: 214/200-0853

Respectfully submitted,

/David L. McCombs/

David L. McCombs

Registration No. 32,271

CERTIFICATE OF SERVICE

I hereby certify that this correspondence, all attachments, and any corresponding
filing fee is being transmitted via the Electronic Filing System (EFS) Web with
the United States Patent and Trademark Office on January 11,2013.

There§a O’Connor 

1 Cisco notes that in every reexamination proceeding to date, the Patent Owner has petitioned
for, and received, extensions of time allowing it three months to respond to each Office Action.

As the Patent Owner is now quite familiar with all of the prior art in these proceedings, such

delays are not necessary and should not be accommodated.
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Petition Under 37 CFR § 1.182 to Shorten Response Periods and Accelerate Proceedings

CERTIFICATE OF SERVICE

The undersigned certifies that a copy of the REVISED PETITION UNDER 37 CFR § 1.182 TO

SHORTEN RESPONSE PERIODS AND ACCELERATE PROCEEDINGS was served on:

FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER LLP

901 NEW YORK AVENUE, NW
WASHINGTON DC 20001-4413

the attorneys of record for the assignee of USP 7,188,180 in accordance with 37 CFR § 1.903, on

January 11, 2013.

/David L. McCombs/

David L. McCombs,

Registration No. 32,271
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Filer Authorized By: David L. McCombs 
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Multipart Description/PDF files in .zip description

Receipt Of Patltlon in a Reexam

Information:

Warnings: 

 

Total Files Size (in bytes) 185116

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
Ifa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT

Cusiemer No: 229852

Attorney Docket Nos. 11798.000l, @0023 0001 0005, (MW, (EGGS, @009, 03le

EN THE UNKTEIE STATES PATENT AND 'E‘RADEMARK QFFECE

ln re LES. PatentNo, 6502,1355

Edmund Munger et al.

ln re US. Patent Neg ”75490J Sl

Edmund Munger et al.

in re LES. Farrell-z Ne. 63395759
Victer Larsen er. al,

l‘n re US, l’aient Ne. 7,188,l80
Vie'rer Larsen et a}:

In re ULS‘ Parr-ml Ne. 7,4l8,504
Victor [amen er, al‘

lrr re US. Patent No. 7,92l ,le
Victor Larsen er al.

Mail Stop Inter Paries Reexam
Cemmlssiener for Patents

Pull Bex 'l45l)

Alexandria, VA 223134450

Dear Commissioner:

'xn/VV"Na“vVw/\u/\v/\qz’\m/\u/\../\y/\u/’-..t/"'4‘”-n/V...’\w’\w’\..t‘\u/
Control Nos; :‘ES/Gillfifig

95/001 ,682
Examiner: Belrzad Pelkarl

Control Nos: 95/{){}l,7l4

95.1001 3697

Examiner: Michael 3. Yigdall

Control No, 95/09: ,746
Examiner: Salman Ahmed

Conlrel N3: 95/00l,792

Examiner: Deandra M. Hughes

Control No; 95/981,851
Exan'liner: Roland (3 Easier

Control No; 95/‘00l ,856
Examiner: Roland {1 Foster

HAWEE

PATENT G‘WNERlS PETE’IESN 1N GPFQSlTEUN TO THERB~PARTY

RE UESTER ClSCG SYSTEMSr ENC.’S FE’E‘ETEON Tl) SHUR’IEN 
RESPONSE PEREQEES AND ACCELERATE PROCEEDENGS

Vime‘rX he, the owner of the above—referenced parents, opposes third»par’ry requesier Cisco

Systems, line’s Petllien Under 37 CFR § 3132 to Shorten Response Perle-21$ and Aeeelerate

Proceedings (“Petition”). Clsee’s dissatisfaction with the progress of the reexaminatiens is the direct
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Attorney DoeketNos. 112980001, 0002, 0003. 0005. 0007, 0008, 0009, (3010
Controi Nos. 95/001fi’19; 95/001,682; 95/001,697; 9510013714; 95/001,746; 95i001,792;

95/001,351; 95/001356

result of Cisec‘s own deieys and strategic decisions during these pruneedings. As a resuit, the reiiet‘

sought in the Petition should not be granted, especiaiiy since it prejudices the patent owner VirnetX.

it“ entry and eunsideration of this petition requires suspensinn at any rules, suspension is

requested pursuant. to, 37 SEER. § 1.183. And it‘ any fee is due in connection with the iiiing of this

petitien, please (charge it to Deposit Account 0640916.

1. Backgrunnii

A. Centrist Nee. SS!001,67§ and 95it1titfifi2

Cisco filed its Request for Reexamination of US Ratent Ne. 6,502,135. (“the ’135 patent”)

on Juiy S, 2011.. The Office granted the Request and Ordered reexamination on October 3, 20M.

The ()ffiee issued an Office Action en February 15, 2012. Patent Owner tinteiy fried in Response to

the Office Aetien on May 15, 2012, and Cisco flied Comments on .1 une 145 2012, The Office merged

this proceeding on Dec-ember 13, 2012 with a separate reexamination invoking the ”135 patent. Thin

other reexamination bears control no. 95/001,682 and names Appie inc. (“Appie”) as the reai party in

interest

B. Cuntrui Nos. 95/111113”? 14 and 95/001359“? (“the ’1,ti9’7 prheeeding”)

Ciseo tiieci its Request for Reexamination of US. Patent No. 2,490,151 {“the ’iii patent”)

on August to], 2011. The Office. granted the Request and ordered? reexaininatiun on October 31,

2011. The {Effiee rnergeti this proceeding on March 15, 2012 with a separate reexamination

invoiving the ’151 patent. That other reexamination beers contrui no. 95/001169”? and names Apple

as the teat party in interest. The Office issued an Office Action in the merged proceedings on Aprii

20, 2012. Patent Owner timeiy fiied a Response to the Office Action on .1 iii}; 205 2012, and Ciseo

filed Comments on August 1’1, 2012.
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Attorney Decker Nee. 117980001, 0002, 0003, 0005, 0007, 0008, 0001‘}, 0010
13011001 Nos 95/001,679; 95/001,682; 95/001,692; 95/001,714; 95/001,746; 951001,? 2;

951001,.85 1; 95/001,856

C, Centre1Ne. 05/001,746 (“the 17410 preeeeding")

Cism filed its Request fer Reexaminatien ef 1.1.13. 1.1atent No. 7,839,315?) (“the ”.759 patent”)

en September 7, 201 1. The Office granted the Request, ordered reexamination, and issued an Office

Action on October 14, 2011. Fatent Owner tinreiy med a response to the Office Action en Ianuary

1.7, 2012, and Cisee flied Comments on February 15, 2012,

The Office issued a secend Office Action on June 18, 2012’... Patent Owner tinieiy 1'11ed a

response to the second Office Action en August "3.0, 2.012, and Ciseo fiEed Comments on September

18', 2012.

D. (303111131010. 95111111,,7112 (“the “702 nrnceeding”)

Cisco flied its Request for Reexamination of 11.8. Patent No. 7,188,180 (“the ’180 patent”),

on Octnber 25, 2011. The Office denied the Request on December 17, 2011. Ciseo flied a petition

chai1enging the Qffice’s deniai of the Request on January 17, 201?... The Office grantedxin—part

Cisco’s petition on September 6, 2012, ordered reexamination, and issued an Office Action on

September 19, 2011, which remains pending.

12 Contrei Ne. 051001351 {“1‘1ie ’1,§51 ereeeeding”)

Cisco flied its Request for Reexamination of 1.1.8. Patent No, 7,418,504 (“the ”504 patent”)

on December 13, 2011. The Since granted the Request, ordered reexamination, and issued an Offiee

Action on March 1, 2012, Patent aner timeiy filed a response to the Office Action en June 1,

2012, and Cisco med Comments on June 29, 2012. The Office issued a second Office Action on

{Richer 1, 2012, which remains pending.

F. Cnntrni New 951001,,856 {“the 91,856 prneeeding”)

Cisee fi1ed its Requegt for Reexamination 0111.51. Patent No. 7,921, 211 (“the ‘211 patent”)

on December 16, 2011. The Office granted the Request, ordered reexamination, and issued an foice

Antion on March 5, 2012, Patent Owner tiine1y fried a response to the {Btiice Action on .1 ans 5,
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Attorney Docket Nos. 117980001, 0002, 0003, 0005, 0007, 0003, 0009, 0010
Control Nos. 95/00lfi'79; 9510015582; 95/00i,697; 95/001,714; 95/00} J46; 95/001,792;

95/00l,851; 95/00l.856

20m, and Ciseo filed Comments on inly 34, 2032. The Office issued a second Office Action on

October is 20125 which remains pending.

G. Litigation in the Eaetern Bistriet of Texas

Patent Owner asserted the ’lBS, “.759, 0805 and ”504 patents in a Complaint filed against

Ciseo on August. it, 20} 0 in the Eastern District ofTexes (Vim-26951510. v. Cisco Syn, Inc, {at (1.3., No.

fizlt‘iuev—{ltlélli’l Patent Owner additionally asserted the ’iSl and ’Zil patents in an Amended

Complaint tiled against Cineo on April 5. 20“. Ciseo and its eo~defendant, Apple, tiled a sealed

motion for separate trials on August. 3i, game. The court granted the motion, set Apple’s. trial date

for October El, 2012, and set Cisee’s trial date for March ll, 2013"

Apple and Patent Owner recently concluded their trial. On November 6. 2012, the jury found

the asserted claims of the ’l35, ’liilr, ”504, and ’2ll patents valid and infringed by Apple; awarding

Patent Owner over $368 million in damagest (Ex. A~l0.)

H. Argument

As its trial date approaehes, Eliseo asserts that the 95/001,679, 95/00l,’7i4, 95/00l5746,

95/001,792, 95/00l,851, 95/00l,856 proceedings must be accelerated. (Petition 3.) The primary

reasons the reexarninations lag so far behind the distrietweourt action, however, are Ciettois own

delays and strategic decisions during these proceedings. The Gt‘fiee should not grant the

extraordinary relief sought by Ciseo for at least these reasons and for the other reasons discussed

below.

First, Ciseo did not begin to file these reexamination requests until eleven months after the

litigation began, and delayed in some instances for up to sixteen rnontlts, Cieeo has been on notice of

Patent Owner’s infringement claims based on the ’135, ”/59, ’180 and ”504 patents at least since

Patent Owner filed its first Complaint on August ll, 20l0. Yet Ciseo did not file requests for

reexamination of the ”E35, ”759. ”Hill and ”504 patents until July 8, 201i, September 79 20il,
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Attorney Docket Nos. 1 17986001, SGGZ, 0003, 13005, 0007, 01308, 0009, 0010
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October 25, 12.011, and December 13, 2011, respectively. Due to Ciseo’s delays of no to sixteen

months in fiiing, the prosecution of these reexan‘iinaiions is stiii before the Centrai Reexamination

Unit. Ciaeo has no basis to now request additional burdensome action on the part of the Office and

the Patent ()wner, having (tensed Lite very deiays it seeks to remedy,

Second, these reexaniinations are already being appropriately conducted by the Office with

the “speeia1 dispatch” sought. by Ciseo. 1n the 95/001,6’?9, QS/GQEJM, 95/031,746, 95/091,792,

95/001,851, and 95/001,356 proceedings, Ciseo fried enormous requests for reexamination totaiing

223, 203, 231, 193, 366, and 366 paies, respectiveiy, inciuoing appended eiaim charts. These

requests preeented proposed rejections. implicating at ieasi: 44 different references-«severe:i ot‘thern

we“ ever one hundred pages long. The Office had to review and process 3.11 of these papers before

isaning Office Actions, and did so Within an expeditious ”Liinefrenne° Ciseo could have honed its

invaiidity positions and filed more targeted reexamination requests to streamfine these prooeedingn,

but it did not. Ciseo eieeteri to proceed with an omnibus approach to these reexaminations, and

Shouid not now be heard to enmpiain about. the Qfiiee°s and Patent Owner’s efforts in reviewing

Cisooia vast tiiings and advancing these reexaininations,

Third, Cisoo appears to have been content with the current schedule of the reexaminavtiona

throughout their prosecniion. Having waited over a year to 1316 many ofthese reexaminations, Ciseo

a1so deiayed weil beyond the one~year anniversaries ot‘ severai of these reexamination proceedings

before raising any questions regarding the Speed eftheir schedules. (See in". at 3!) Ciseo’s newt‘ouud

concern, precipitated by its eo~defendant Appie’s adverse jury verdict and its own now~ineonvenient

proorastination, does not justify aeeeierating these proceedings. Doing so wooid only further burden

the Patent (>wner and the Office when the Office is already responding with “speciai dispatch” to the

enormous number of issues raise-o in Ciseo’s iengtiiy and iate«fi1ed reexamination requests.
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Attorney Docket Nos. 11793.0001, 0002, 0003, 0005, 0007, 0008, 0009, 0010
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Fourth, aeceierating the 95/001,67’0, 95/001,?1 , 05/001,?46, 95/001,792, 05/001,851, and

95/001,850 proceedings wouid aiso snbstantiaiiy prejudice Patent Owner. Aiong with these

proceedings, Patent Gwner is cene‘ut’tentiy iiivoiveti in five additiona1 reexumiriations naming Appie

as the reai party in interest, which are aiso demanding significant attention from Patent Owner. (See

controi nos. 95/001,632; 95/001,?88; 95/001,789; and 95/001,049 and the merged proceedings in

eontroi nos. 95/001,507 and 95/001,714.) Aeeeiemtii‘ig the 95/001,679, 95/001,714, 95/001,740,

95/001,792, 95/001,851, and 95/001,356 proceedings would therefore umeasonehiy burden Patent

Owner and its oonnsei. Patent ()wner Wtsuid not have sufficient time and opportunity to respond

adequateiy Within shortened time periods, given that it must aiso respond to fiiings from Appie in a

iarge number ofother reexaniinations. indeed, Patent Gwner is currently preparing responses to five

pending Gt‘fiee Actions. (See: oentroi nos. (35/001,788; 95/001,739; 95/001,792; 95/001,851; and

95/001,856).

Finaiiy, shortening Patent Garner’s response periods wouid not achieve any benefit in these

proceedings. Ciseo vaguely asserts that “[q]uic1<1y reaching a finai decision on the iiwaiidity of the

patents in reexamination , , . wili ensure that the outcomes of the Office proceedings wiii he

considered in conjunction with reiateti proceedings.” (Petition ‘2.) But if Cisco is referring to the

iitigation as the “reiated proceedings," the district court in feet Wiii enter a 111131 judgment anti the

iitigation wiii reach the Federai Circuit iong before the reexaminations wiii, given the upcoming tria1

date of March 11, 2013. Thus, even if the ()fiiee were to grant Cisoo’s request {which it should not},

the reexaminations wiii not be ready for appeai to the Federa1 Circuit for quite some time. Because

the teiief requested wiii not heip to aiign the litigation and the reexaminations, and because Cisco is

seeking reiief from the consequences of its own strategic decisions, shortening Patent Owner’s

response periods to respond to the enormous number of issues raised in Ciseo’s iengthy

reexamination requests wouid he unreasonahie and prejudicial:
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Attorney Socket Nos, 1179850031, 13%;), (max {30.055 0097,, 0008, (3009, 3310
Contmi Nos. 95/00} ,679; 95/001,682; 95/Ut}i,697; QS/Gflifliti; 95/001,?46; 95/001,792;

95/001,85E; 951'0{}1,856

HE. Cnncinsinn

The i‘ccxaminations are proceeding with the appropriate “speciai dispatch.” Ciscc’s

ccmpiainis arise chiefly from its own delay in waiting “(.0 file its requests fer reexaminatinn, as we}?

as from its own strategic decisiens during the course of these reexaminations, Mereover, the relief

requested wouid not promcte efficiencys but rather would cniy prejudice the Patent Gwner. indeed?

hurried prosecution oftiicsc prececdings wouid iikciy result in incompiete censidemtinn thhe issues

and in fact act to slew the reexaminations. In View 0f all cf the tbz‘egoing circumstances, Patent

Owner respectfuiiy submits that Cisc-e’s petition should he denied.

Respectfuily submitted,

FENNEGAN} HENDERSON, FAKEBOWg

GARRETT & DUNNEK LL39,

Dated: December 19, 2012 By: .I’J'csegh E. Paiysf ___________

Joseph E Paiys

Reg. Not 46,598
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PATENT

Customer No. 232,852

Attorney Docket Nos. 3 3798,0061, 0002, (3003, 0005, 0807, 06338, {3999, 9010

TN THE {ENTIRE} STATES PATENT ANT} TRATTEMARK DFB‘ICE

In re US, Patent No. 6,5023 35

Edmund Munger et 33,

In re US. Patent No. 7,490,351

Edmund Monger at. 33.

in re US. Patent No. 6,839,759
Viei’or Larson er a}.

in re US. Patent No. 71388380
Victor Larson et a].

in re US. Patent No. 7,43 8,564
Victor Larson et aL

In re US. Patent No. 37,921,213
Victor Larson et :13.

Maii Stop Inter Fortes Reexam
Commissioner for Parents

33.0, Box 145:3

Alexandria, VA 2123 3 3—1456

Dear Commissioner:

xe/wawrv”w‘w/‘w'w/‘m/‘w‘vvvvwwr'wflvv‘w/
Control No.: 95/001,679

95/803. ,632
Examiner: Behzad E’eikari

Control Nos.: 9519035’34

95/093,697

Examiner: Mieheei J. Yigdaii

Control No. 95f003,746
Examiner: Sa3man Ahmed

Controi No; 95/663,792

Examiner: Deandra M. Hughes

Controi No: 95/003,853
Examiner: Roiand G. Foster

Controi N03 95/003,856
Exan‘riner: Ro3and G. Foster

QERTIFECA‘TE E) F SEByECE
.0 ~ ““w

Pursuant to 37 CPR. §§ 3.248 and 1.903 and MPEP § 2665.06, the undersigned aitorney for

the patent owner certifies that a copy of the Patent Owner’s Petition in Opposition to '3‘hird~Pefiy

Requester Ciseo Systems, Erie’s Petition to Shorten Response Periods and Accelerate Proceedings

was served by first-032333 maii on December 39, 203 2, on oouflsei for the third party requesters at the

foiiowing addresses:
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Atmmey Becket Nos. {179335.000}, 0002, 0003, GGQS, (WW, 9008,, @009, 0019
Centre} Nos“ 95/001,679; SEE/(331,682; 95/001269’Y; 95/901,714; 95/001,?46; 951’891392;

95/861,851;95/{}{31,856

Sidiey Austin LL? Haynes and 300116, LLP
’23 '2’ Nerth Ham/00d 1P Seetion

Suite 3493 2.323 Victory Avenue, Suite 790

Defies; 1X 375291 Defies, TX 75219

Respectfully submitted?

FiNNEGANS H‘EN‘DBREE:{)N5 FARABOWS
GARRE'I’E“ & DUNNER, LL13,

Dated: December 19, 2812 f3§wimephEPaIV§£mW“
Joseph E Paiys

Reg. No. 46,508
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—Joseph EdWIn PaIySI/Sher LEWIS
Filer Authorized By: Joseph Edwin Palys. 

Attorney Docket Number: 43614.100
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Time Stamp: 15:10:06

 
 

Application Type: inter partes reexam 

Payment information:

Document Document Descri tion FileSize(Bytes)/ Multi Pages
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OpptoCiscospetitiontoaccelera

te.pdf 7423eb315884633696b650d8eaeb554040
85934
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Receipt Of Patltlon in a Reexam
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Total Files Size (in bytes) 437556

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
Ifa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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EN THE {INETEB STATES FATENT ACNE) TEEXBEMARK QFFECE

in re Inter Parley Reexamination of:

Vie-tor Larsen et a}.

U. S. Patent Ne. 79E883l39

issued; March 6, 20137

For: METHOD FOR ESTABLE'SHING SECURE

COMMUNICATEON LINK BETWEEN

COMPUTERS OF V ER‘TUAL PREVATE

NETWORK

E
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Maii Step Inter Fairies Reexam
Commissioner for Pailents

PO. Box E450

Alexandria, VA 223134-458

Dear Commiasioner:

Centre} Ne; 95!;0013792

Gmup Art Unit: 3992

Examiner: Deandra M. Hughes

Confirmation N0. £972

’i‘RANSMjTTAL LETTER

Eneiosed please find the feilowing:

L Patent Owner’s Respense to Office Action (1'7 pages);

2. Declaratien of Angeies D. Keromyiis, FED. (‘12 pages) with appended curriculum

vitae;

3. Deeiamtion 9f Dr. Raise“: Dunham Short. HI {5 pages);

4. Appendix ~ List. 0f Exhibits (1 page);

5. Exhibits. ljgted {m Appendix; and

6. Cefiificate of Service ('2; pages.)

Please grant any extension 0? time and charge any additiona‘i fees te Depeait Account No. 06-

993 6,

Respectfuiiy submitted.

FINNEGANB HENDERSQN5 FARABGW,
GARRETT 8c”, DUNNER, ELF.

Dated: December 19: ZEHZ By: 'Imeph E Pinky's;
30mph E. Paiys

Reg. N0. 46.508
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Custamer‘Ne. 225,852

Attorney Docket Na 1 1798.9005

EN THE RENEE-E.) STATES PA’E‘EN'1‘ ANI) TRADEMARK {)FFICE

in re inter Parties Reexamination of:

Vieter Larson et ai. Control Neg: 95f001,792

US. Patent Ne. 7,188,130 Gm“? A“ UH”; 3992

igsued: March 6, 2007 Examiner: Deandra M. Hughes
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Fer: METE—IOD FOR ESTABLISHING SECURE. ? “WWW“ NO" 19 72
CONENKJNICATIGN LINK BETWEEN )
COMPUTERS OF VERTUAL PRIVATE- )
NETWORK ,1

Mai? Step Inter Ferries Reexam
Commissioner for Patents
PO. Box 1450

Aiexandrim VA 22313~1450

Dear Commissioner:

PATENEQfiEfiEKS RESPQNSE “m
THE OFF1C3 A 71195!  
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E. Entrnlinetinn

VirnetX inc. (“‘VirnetX”), the owner of US Patent No 7,i83,i8@ (“the ”189 patent"), provides

the foliowing remarks in respnnse to the. Office Action (“O/t”) mailed September 19, 20i2, and Order

granting reexamination (“Qt-tier”) matted September 6, 2012, in the above—identified reexamination

proceeding. in the Order, the US, Patent and Trademark Office (”USPTO” or “Office”; granted—impart

a petition tiled by Ciseo Systems, inc, (“6300” or “Requester’fi for review of a previons USPTO order

denying Ciseo’s Request. for Reexamination (“Request”), which was tiled on October 25, EGli. The

(inter reafi’irmed the Examiner’s determination that there was no “reasone hie likeiihood’“ that Requester

would prevail on the majority of the proposed rejections, and granted reexamination based on only three

of the issues presented by Cisco {Order at "hi7, see “Point. 2.”)

The patent at issue in this reexamination {the ’ESG patent) is part of a family of patent; (“Mnnger

patent family”) that stems from US. prnvisinnai applieation nos. 60/106,26i (“the ’26i application”),

filed on Octoher 30, 15398, and 60/i37,704 (“the ”204 application”), tried on June 7, i999. The ii‘tt)

patent is a divisional of US application ne. 09/558,209 {“the ’20? application”), iiied on April 26+ 3090

(now abandoned), which is a continuation—impart of US application no. 09/504333 (new LES. Patent

No. 6,502,135, “the ’135 patent”). The ”135 patent it a eontinoatiowinvpait of US. application no.

09/429,643 {now US Patent No. ’2,tllt§,60<l, “the ’604 patent”), which ciaitns priority to the "261 enda—vII
04 applications.

The ’lt’ttt patent and other patents in this family have been subject to severei reexamination

proceedings and district court notions. For instance, the ”180 and ’135 patents, aiong with one other

patent from the family, were asserted in an action against Miereset‘t t’lorporation (”"lt/iiernsoft”) in the

Eastern Disti‘iet of Texas. The jury found the asserted elaitns of the ”i855 and ’135 patents wiiit‘ully

infringed anti not invalid, and awarded VirnetX over Slim million in damages. (Ex. A~i at 3.) Miernsnft

sought reexamination of both the ‘iSO and ’135 patents, but all claims in both patents were confirmed

during those proceedings. (fee Control Nos. 95/fiiii,269 and QS/Uiilgfltl.) VirnetX else recently

asserted the ’i ‘35 patent against. Apple Inc. in the Eastern District of Texas, and the jury again found the

asserted claims of the ’85 patent infringed and not invalid, awarding ‘é’irnet‘X over $368 iniiiion in

damages. (Ex. A40.)

Given that the validity hf the ’180 patent and other patents in the Munger patent. family has. new

been tested multiple times, and for other reasons set forth heiow, including that the asserted references do

not disclose or suggest the combination of features recited in the claims, VirnetX requests

reconsitieration and withdrawal of all the rejections in the Office Aetien and onni’irrnatinn of the

‘Ettentehiiitv nfttii of the claims of the “180 zitent.51 . r

-1"
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This Response is supported by a Declaration of Dr Angeios D. lieromytie, PhD. (“Keromyris

Deal”) and by a Declaration ofDr. Robert 'lfmnharn Short Ill, Fill). (“Short Deelf’}

El. Background

A. Overview of tire *ii‘lfi Patent

The. ’130 patent discloses several embodimenis reigning to accessing secure computer network

addresses using virtual private neiwork minnruniea‘tlon links. For exen'iple, whei‘i a client requests and

receives a secure computer network address corresponding to a secure domain name from a secure

domain name sari/ice, it may send an access request message to the secure computer netwnrk address

using a virtual private network eonim unieaiion link.

 
As shown in Figures 26 and 27 oft‘ne ‘130 patent, reproduced above, a client Refill may receive a

secure domain narne, such as a secure domain name associated with secure target site 2604. The client

2’01 may l’non send a query message to a specialized secure DNS server 2602 requesting a secure

onmputer nelworl: address. corresponding in the secure domain name, (1’ l 80 patent 40:36-65.) The client

250i may receive a response message from the secure DNS server 2502 coniaining the secure computer

network address, and rlreri send an access request messe e t0 the secure computer network add ess neingg

a virtual private network Coninnniieation link. ([03. at 49:46:65,)

The claims of the ’lSl‘) perteni are directed to some of these embodiments. Claims 1, l7, and 33

are independeni claims. Claims 246 depend directly or indirectly from claim i, claims iii—32 depend

directly or indirectly from claim l7, and claims 344i depend directly or indirectly from claim 33. As

explained below, none of the references relied upon by the Office Aoiion, either individually or in

combination, discloses or suggests the combination of leatnres recited in these claims,
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Atmrney [1111:1161 Ne. 1179811003
(3111111111 Number: 95/001,792

B, Applicnbk Legs: 51111111111111 1‘11? Anticipatinh

Anticipatinn 1'11" 11 81111111 requires thateach 111111 awry e11111113111' 113 set 1111111'11'1 1111-: 1:1111“11 is 1111111131

131111131 ex:1101rcss1y 1311' 1nh111e1111y desc1'm1b1d 111 n si11g11°1.1111111 311 1121011131111:" Verdegaa! Eros. v. 1.7111012 01!

C0,0f1’.,'11' 814 F.3d 6211, 6111 (151:4. Cir. 1987). 11411111111731,‘ 11111131151 11 113111611126 (11 9.111113es 1111111111 1.1113 four

cnmers 011111: 1101:1111113111 11131 1311131 811011116 11111113110115 2131111611 11111: 11130 311 of 1111: 11111111111111111 arranged or

6011151111121?! in the? same way as recited 11:1 1111: 01211111. 11 . . , ca11110tz11111s113a1e 111111161 35 1.1.8.117. {1102 ” ”Vet

MmeyIN, Inc. v. i/erz'Sign, 11,115- , 1545 F 311 1 359.1371 (Fed. Cir. 21.1138} {13111111111315 added). "T115:

1170.1111'1-31113111 that the prior an 1212111121115; 1118111561 '61. be ‘arranged as 11111113. 111-11111> 1111311115 111111 01811115 911111101:

be ‘1113111611 . . . as mere cataings 11151311211311? parts, 111 d1sregsrd of 1111-: part—111111111 12.131111113111111; 3151‘ 1211111 in
an

the 12111111111 and that give 1111: 1112111115 1:111:11 meaning. I’Mmsenss. Inc. 1 133131071, Dickinson 1171 C11,

593 F.3d 1325, 133?. F1111. Cir. 211111] (11111111111:1.1111116111111111 Masciaz’rzerybh'r‘ik GmbH v. Am. 517017.11 11°11

Derrick C13,, 731311.211 1452., 1459 (Fed. Cir, 1584)).

C. AppEisabEe Legsfl 51111111111115 1'01 01111111115119.5111

Obviousnsss 1s 11 1111113111111 111'11111' based an underlying 11.11113111111111111211, as set 1011113y Graham 1’

John Deere Ca, 383 11.5. 1 (196(1). Thesn 11111111111 1111;111:113, 1111111111; 11111131 Wings, ascefiafining the

differences between 1111: (31211111611 invention and the 191101 1111. 11113.3}. § 2141(11). “The question of

01111101131111.1111 1111131; he res-0111611 011 the basis 0111111111? 1116111811 111311-311111112111'0115.” 111., which 111's (15161111111611 “at

1111: 1111161111:111111111~011 17.13 111211113, "’ 1'11 § 214103(111) Adafitiomhy , “.]bjective 117111311126 15161111111 to 1116

issue. 111' 1113121 0115116115 1111151101: evaluated 11W Oihcz 1931513111191.” id § 21-41(11),

“111 11121111211111-11g the 11111131311961; bfifii‘WG-‘Sfl the 1311111 1111 111111 11131612111113, 1111 1111135111111 111111121

35 11.5 C1131} 1133 is 11111 117111111131 the (1111's1e11css 11161145911113." would have 11111111 011110113, 13111 12111113111121 the

512111111111 1111131111011 as 1111110112 111111111 have 136611 131311111115.” MIKE}. § 2141.1.121’1) (emphasss 311116311).

Consequenfiy, “2111 011111? ciaim 11111113110115 must b2 11:11:11,111 or suggcsisd by the 131101 art 11131111611 and . . .

1111 wards in 11 121211111 1111151 131': CDi‘lSidfil‘ed in judging 1116 11211611121131.1113? 0111131 ciaim 31111111511111: 1111111 2.11.”

Escparie 3121351111,.151ppea1 N11 21}1182321?, 2110.9 1171291172 {13,13,111 20119), at *3 {citing In re? 110311151,

491) F.2d 981, 98455 {C.C.P.A, 19.74}, 21.1111 1’11 re 11/111012, 4341 F211 1382, 1355 (CODA. 1970)). A

1111111311011 based n11 nbviousness “221111101 116 3113121111611 by 111121: 601101115013; statements; instead, 1111311: 1111131

1511: some 11151211111111.3111 1131150111111; 11111.11 501111: 1311011111 underpinning ‘10 3111111911 1111': 11311111 conclusion of

05140115111115." KS}? 1111’! {7.1.1, 1'. T611; 9.711115% 1.1.5.398 4-18 (2007)(quo‘1111g 11216 1111411441 F.3d

977, 9811 (F611. (311'. 213116)).
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1H. Cisims i, 5i, ti—17, 20, 3‘33, 35, anti 3‘7—41 Are Fatentahie over the Cheri Prior Art

The Office rejects ciaims i, 4, 64?: 20, 22—33, 35, and 37—4} of the “180 potent as aiiegeeliy

being anticipated or obvious in View of rnuitipie references. As expiained below, however, the

references do not disclose or suggest the combination of fenhires recited in the claims.

A9 The Rejection of Ciairns 1, 6E, 957 8—13, 12-4?"a 2t)? 22, Edi-=26, LES-=33, 35, 37? 39,

anti iii} Under 35 USE. § iiifih} Based on Hitachi Shonini Be Wither-own

The Gt‘frce rejects claims 1,, 4, s, 840, 12—17, 209 22-, 24—26, 28'33, 359 37, 39’, and 40 under

§ lt'izth) hosed on Tahnhiro Kinchi and Shigeitoto Kaiharn, “(Z—HTTP —— The Deveioprhent of a Secure,

Close-j H"i"i‘i3--hssed Network on the internet” (Cisco Req Ex. 11-2) (”Kirsch”). (0A st 2.) For the

reasons discussed heiow, the rejections should he withdrawn and the cishns shonio he Confirmed.

i. {Jt’er'view of Kinder”

Kinehi proposes a technique called “closed HTTP” (“C—HTTP”) for providing secure HTTP

communications “within a eiosed group of institutions on the internet, Where each member is protected

by its own firewaiit” (Kiuchi 64.) According to Knight, C—i—iTT? is nsehi in the medical community,

where “there is a strong need. for closed networks among hospitals and rotated institutions” to handie

patient data and other sensitive medical information. Uri.)-

C—H’I'TP requires three main conipone ts: “1) a chem—side proxy on the firewail of one

institution, 2) a server—side proxy on the firewall of another institution and. 3} a C—HTTP name server,

which manages a given OHTi‘Bbased network and the information for [ah of its} proxies.” Uzi.) When

an institution wants to participate in a C—i-i’f'i‘i’ network, it must, among other things, insteii a ciientuside

anti/”or server—side proxy on its firewall, register an 1? address and a hostname for its proxy, anti give- the

proxy’s ptihiie key to the Oil-ET?) name server. (Id. at 65.) During GETTP communications,

“{a] client—side proxy and server-side proxy communicate with each other using a secure, encrypted

protocoi (DI-FTP)” (I i in 64.}

When a user agent computer behind a ciient—side proxy wants to establish a C—HTTP session with

a server behind a ser‘ver‘~si<ie proxy? the ibliowing C-H’i‘i‘i’ setup process occurs:

(i) The eiient-side proxy asks the Sufi”??? name server whether it can
corrrrnnniente with the server.

(2) The C—HTTP name server determines whether the server~side proxy is in the
closed network and whether the connection is permitted.

(3) If so, the C~ii’.i"'i'P name server sends the i? address and pn'oiic key of the

server~side proxy, as weii as request and response Noncc values, to the client-
side proxy.
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{:4} The client-side proxy sends a connection request to the server—side proxy,
encrypted with the server-side proxy‘s public. key,

r’"‘\ U} 'VI, The serveruside proxy ss'rgs the C—HTT? name. server whether the client—side

proxy is also in the closed network. and whether the connection is permitted.

(6} if so, the til-HTTP name server sends to the seweruside proxy the I}? address

and public, key of the eiient~side proxy, as we‘ri as the same request and
response Nonee values previously sent to the eiient—side proxy.

{'7} The serveruside proxy then authenticates the client-side proxy, genere es a

connection it), generates a second symmetric key for Cit??? response

encryption, and sends this information to the eiient~si<ie proxy. When the
e1ient~side proxy accepts and checks this information, the connection is
established.

(8) Ghee the connection is esta‘oiished, a client-side proxy forwards requests from
the user agent in encrypted torn“; using C-HTTP forth at

(Id. at 65—66.) Kinchi explains that “itihe {CT—HUSH session is finished when the client accesses another

CuHTTP server.” (Iii at 65.)

2. independent Cieinr It

Claim i is directed to a method for accessing a secure computer network address. Eiuchi fails to

disclose the combination of features recited in this claim for at ieast the reasons discussed below.

a Macks” Faiis to Eisetnse “Sending an Access Request Message
. . . Using a Virtue} Frivate Network tinniniunicntien Link”

Claim 1 recites, among other things, “sending an access request message . . . using a virtual

private network communication iink.” Kiucht tines not disclose this feature for severni reasons.

Requester"s anaiysis treats the eiairn reeitations of “sending an aceess request message” and

“using a virtnai private network eommunieatioh iinlt” as separate, unreiated features. (Ree. Ex. 3-3 at

14-16;; But claims cannot be treateti “as me e eateiogs of separate parts, in disregard of the patt~tospert

relationships set forth in the eiaints and that give the claims their meaning.” TIM/rosettes, 593 F.3d at

1332 iquoting Linden-2am, 730, F.2d at 1459). Claim 1 in fact specifies that the access request message is

sent using a virtual private network communication iinlt. Thus, Requester has not property eiieged,

much less demonstrate , that Kiuchi diseioses each and every element of claim 1 as arranged in the

eiaini, end the rejection snouid therefore be withdrawn. MPEP. §2131; ’er aner, 545 F.3d at

3371.

Speeitieaily, Requester aiieges that the “request for connection" in Kizrcr’iz’ corresponds to the

”access request message” of eiaiin l, while a C—HTTP connection between a eiient~side proxy and a

server-side proxy corresponds to the virtual private network communication link. (Reg. Err til-E at

“5”
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i446.) But Kiuchi’s “request for connection” is sent before any C—HTTP eonnection is estahiished. and

aceordingiy Kitsch fails to diseiose “sending an access request message , . . using a viituei private

network communication link?” as recited in ciaim 1. {Kerornytis Desi. it 22.) Indeed, after a ciient—side

server sends a “request for oohneetiong” severai subsequent steps must occur before any Connection is

estahiished between a ciient—side proxy and a server—side proxy:

is The serverwside proxy must ask the name server whether the

client—side is an appropriate member of the closed network;

9 The name server must examine whether the cheat—side proxy is

pern‘iitted to access the server—side proxy;

9 The name server must send the ii? address and pnhlie key of the

eiientuside proxy and the request and response Notice mines to
the server—side proxy;

e The serveruside proxy must mithentica‘te the eiient-sitie proxy and

eheoi: the integrity of the request;

is The server—side proxy most generate various identification and

seenrity~related information;

a The server—side proxy must send that. information to the ciient~
side proxy; and

a “When the eiient~side proxy accepts and CilSCitS {the inthi'n’iation},
the connection is estahiishett.”

\I‘uuim‘”! 65—66., describing Lnroeesses 4 and 5; Kerotnytis Deni. ii 22.“- therefore, a person oi’orriinary skiil

wouitt have understood that Munro‘s request for connection is not sent using the aiieged yirtnai private

network communication tint: (the C—l—iTTP connection), because no URN“? connection exists at the

time the request for connection is sent. {Reroniytis Desi. “it 22.)

Kizichz‘ aiso does not diseiose this claim feature simpiy beeause the clien‘tsside proxy may send a

request for connection using public key encryption. A person of ordinary sitiii in the art at the time of the

invention wotitti not have understood that the there two steps of contacting a name server to obtain a

serveruside proxy’s pn‘oiie key, and then using that ‘nhlie ltey to encrypt a request for connection,

thereby creates a “Virtual private network communication link.” (Id. ‘i 2.3; see Kitrcin' 65, tiesei'i'oiitg

processes 2 and 3.) No “link” exists at alt between the client-side and servenside proxies at the time the

“request for cooneetion” is sent: there is only at one~wny communication sent as part of setting up the C—

H??? connection. (Kiuchi 64—65; Keromytis Desi. ‘fi 23.)

indeed, the public. key enerytation of a “request for connection” in Kitrehi tacks the requisite

features of a virtual private network communication iinit. A person of ordinary skiii in the art at the time

of the invention wouid have understood a virtnai private network communication link), as recited in

cisirn i, to he a communication path between computers in it Virtual private network. (Kerornytis Deni.

-5-
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“ll '24.) But the “request for connection” in Kiuehi is a mere nointaoupoint communication between two

computers that are not yet connected, let alone connected within the same network (Kiwi/ii 64-65.} in

feet? if the client—side proxy is presently engaged in any le-lTTP connection when it attempts to connect

to the server—side proxy; Kirsch: explains that the connection will he terminated, tints closing any

(Lilli? network connection that may have existed. (id at 65, explaining that a “{C—l-lTTPl session is

finished when the client accesses another CIHTTP server or an ordinary WWW server.”) As a result,

when a elicnbslde proxy sends a “request for connections” the. clientmsidc proxy has no established link to

any 0H??? went/or}: or server—side proxy (Keromytis Deci‘ ‘ll 24; Kirstin 65.} Rather, the client-side

and server-side proxies have simply begun the lengthy process of establishing a connection to each other,

and are simply not within any network connection or “virtual private network communication link.”

(Kercrnytis Decli ii 24-.)

Moreover, the ’lSG patent recognizes ancl distinguishes public key schemes for establishing

connections. The ’180 patent explains that “lojne conventional scheme” involves retrieving the public-

key of a nest item a name server “so that the host can set up a VPN without having the user enter the

public lteyf’ ("180 patent 4616—14.) Knack: similarly discloses that its client—side proxy retrieves a public

key from the GETT? name server and uses that public key in sending a “request for connection” to a

server-side. proxy to eventually set up s. OH"??? connection (Kincfri 65—56.) Because the ’l80 patent

explicitly recognizes and distinguishes its inventions fro .1 conventional pnhlic-ltey—hased processes like

that disclosed in Kiuchi with respect to the “request for connection,” a person of ordinary skill in the art

would not have understood Kiuciei’s public~key encrypted “request for connection” to disclose a Virtual

private network. communication link as recited in claim 1. (Keroinytis Deel. ill 25,)

For at least the above reasons, Kinchi does not disclose “sending an access request message . . .

using a virtual private network communication link.” Accordingly, the rejection of claim 1 should be

withdrawn, and its patentahility confirmed,

b. Hitachi Fails to Bistclose “the Query Message Requesting from

tire Secure Bengali: Name Service a Secnre Computer

Network Andress Corresponding to the Secnre Botnain
Name”

Independent claim 1 also recites “the query message requesting from the secure domain name

service a secure computer network address corresponding to the secure domain name.” The Office

contends that Kinchi discloses this feature because “[a] client~side proxy asks the C-HTTP name server

whether it can communicate with the host specified in a given URL” and “the OH??? name server

sends the ll} address . , . of the server-side proxy." (See Reqi Ex 32 at 13—11, quoting Kz'ncki 65.)

According to the Office, the URL is the claimed “secure dormin name” while the ll3 address of the
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server—side proxy is the claimed “secure computer network address” corresponding to it. This is

incorrect.

As Patent Owner’s expert. successfully denionstrnted to the court at trial in the l/irnetX v. Apple

litigation, Kiuchi’s URL (the alleged secure domain name} does not correspond to the server-side proxy,

but rather to the resource #56 ff located on an origin server. (See ll/Of-fllll’z 'l‘rial Tr. Afternoon Sess

39234190, attached as Ex first i.) For example, Kiucrhi explains that the URL

“http1//'server.incurrent.connection!salnple.htrnl=@=ozdDtldt'efilg8V2i” represents a “resource name,”

and when the URL is clicked, “the client—side proxy takes off the connection it) and forwards, the

stripped, the originnl resource name to the server . . . (.Kfuclzz‘ 65, emphases added.) As a result, the

L=KL (the alleged secure domain name) does not correspond to the il’ address of the sei’ver'wside proxy

(the alleged secure computer network address) but to a resource on the origin server. And when the

or—rrrr name server is provided with the URL of a resource, it. responds not with the resettrce’s

corresponding address but with the ll? address ot~ the serveruside proxy. Aceordinglye the. name service

request in Kittehi does not request “a secure eoniputer network address corresponding to the secure

domain name,” as recited in claim 1.

Patent Owner notes that Appendix .11 of Kiuchi deserihes the format. of a “Cull”??? nnrne service

request.” (122'. at. 72.) As shown, the name service request includes a field “SERVEK—SlDE-PKOXY—

NAME.” (Iii) However; as Patent Owner’s expert explained at trial, one of ordinary skill in the rut

would have recognised that this lleld in fact refers to the URL of the resource on the origin server being

requested, not to the domain name. of the server~side proxy. this. A~ll at 39:20~40:ll.) in fact,

Dr. Kiuehl confirmed that this is the ease in a l996 slide presentation on C—HTTP aeeontpanying his

paper that he gave to the institute of Electrical and Electronics Engineers (“WEE”). {See generally

Kiuchl Slide Presentation, attached as Ex Anti") For example slide 9 explains that the C—Hl."lP name

server “keeps” “resooree names.” (Id. at 9.} Additionally, slide l7 illustrates that a Cut—ill? name

request includes a “KESOUKCE—NAh/ilfi” (id, at l7), while slide 20 shows that the Cult??? name

response that thilows includes a “SEKV’EK—SiDE-PROXY-ll’ laddress?“ (id. at 20}, indeed. rowers

system would not work if the client—side proxy provided to the LEFT? name server a domain narne of

the server—side proxy rather than a resource nerne corresponding to a desired resource on an origin

server. (See Ex. A-ll at 40:15-29, “Q. Would the Kfucki system work it" the clienbside proxy requested

a domain name for the server-side proxy from C-llTTP? A. No. The way Kirsch: has to work is that

what’s being requested is the resource that’s on the origin server. That’s where the data is”) As a result,

"in-sin” does not enable any embodiment in which the Clientwside proxy requests "tom the secure domain

name service a secure computer network address corresponding to a secure domain narne.

«8.;
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.3}. independent Claims l7 and 33

independent claims l7 and 33 include recitations similar to those described above regarding

clairn l. For example, lilte claim l, claims, l7 and 33 also recite “a secure computer network address”

and “sending an access request message . . . using a virtual private network communication link.” .Kizrchi

does not disclose these features, at“ claims l7 and 3'3 for at least the reasons discussed ahove with respect

to claim 1 Accordingly, Patent Owner requests that the rcj cation oi’ciainis l7 and 33 he withdrawn, and

their patentnhility confirmed.

4° Dependent Claims 6, 22? and 37

Dependent claims 6, 22, and 3’} depend from independent claims l, l7, and 33, respectively, and

include all ot‘thcir features. in addition to the. reasons set forth above regarding claims 1, l7, and 33,

Kiuchi does not anticipate claims 6, 22, and 37 ”cause. li’incr’iz‘ does not disclose that “the virtual private

network is based on inserting into 1t least one data packet at least one. data value representing a

predetermined level of service associated with the virtual private network.”

Requester admits that Kiucizz‘ does not explicitly disclose ii’léfiSffi additional claim features by

arguing that a separate reference. RFC 793... indicates that TCP connections cniploy “type of service”

fields. But anticipation rejections cannot rely on multiple references, except in limited circumstances,

such as to Show that a characteristic not disclosed in a reference is otherwise inherent. MPEP.

t‘; 3.31.01; see also Verdegaal, 814 FM at. 631 (“A claim is anticipated only if each and every element

as set forth in the claim is found . . . in a single prior art reference”). Here, Requester has neither shown

nor attempted to Show that Kirrnlei’s Cli’lTl’ system would necessarily ”insertfl into at. least one data

packet at least one data value representing a predetermined level of service,” as recited in the claims.

In re Robertson, l5? F.3d "E43, 745 (Fed. Cir. 'l999). Thirst the rejection of claims 6, 2.25 and '37 is

improper and should he withdrawn.

h/loreever, Kiuchi does not disclose, and Requester does not identify; any nexus between RFC

7937:; “type oi’serviee’“ fields and the alleged virtual private network tie, the Cwl-lTTP connection) or a

predetermined level of service associated with a Cull??? connection. Thus, Kinchi does not disclose

that its C~l~lTTP connection is “based on inserting into at least one data packet at least one data value

representing a predetermined level of service aesociatcd with the virtual private network,” as recited in

claims 6, 23, and 37 (emphasis added). (Keroniytis Dccl. ‘E '27.} instead of addressing the precise

arrangement of features in this claim language, Requester Sidesteps the isnue by vaguely asserting that “it

is understood” that Kiwanis various transactinns merely use a data value representing a predetermined

level of service (Reg Ex. $an at 22.) This fails to show that 1 inclii expressly or inherently discloses

each and every element of claims 6 :32, and 37. V5Niagara"a ill-“l F.2d at fill. The rejections should he
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withdrawn.

5. iiepeiident Claims it, 24,. and CW

Dependent ciaims 8, 2.4, and 39 depend from independent claims l, W. and 33, tespeetiseiy, and

inelilde all of their termites. in addition to the reasons set forth shove regarding claims 1, l7, and 33,

Kittchz‘ does not. anticipate claims 8: 24, and 39 heeanse Kiuehi does not disciose that “the virtusi private

network is hased on comparing a wine in each data packet transmitted to the secure computer network,

address to it moving window oi‘valid vaiues.”

Requester alioges that the Notice values contained in the headers of Kim:hi’s C—H’i‘l‘i’ requests

and responses eonstitute the claimed “value in each data packet.” (Red. Ex. 16le at 2224.) Specifically?

Requester aiieges than “Uh": the Exampies of Cdi’f’i‘i} communication found in Appendix 3, it can he

sees that the ‘Request—Nonce vaiue’ is incremented, moving from ‘8ahd853t‘ in Example. 0.. to

‘dahdSSlill? in Example g., to ‘8abd854i’ in Example i.” (1.53. at. 23.) According to Kiuchz’. Example 3 is

a “Request for cotmection to the server—side proxy,” Exaihpie g. is “Sending CuiriTTi’ requests to. the

servereside proxy,” and Example i. is a “Request for crossing the connection.” (Kitsch 74.} This shows

that different types of requests might contain different Norice values, but the Requester has not shown,

and .Kiuchi does not disclose, that these Notice values are compared to “a moving window of valid

vahtes,” as recited in claim 1'2. (See Keromytis Desi. Ti '29.) It'iucr'zi just mentions that the “Mepiay

attacks are blocked by checking values of the Request—Notice header tie-id.” (.Kfmrhi at 65. emphasis

added.) Xiuchi does not explain how the raises or" the. Nonee header field are checked. and certainly

does not teach that they are checked by Comparing their: to a moving window of vaiid values.

Furthermore, there are many ways that the vehies of the Notice headet tieid could he checked without

comparing them to a moving window of valid values. (Kercmytis Desi, T 29.) Thus; this feature is

neither disclosed by, not inherent in, Hitachi.

in addition, as discussed. Kirichi teaches that C—HTTP’ requests and responses may contain a

Nchce value in a Notice header fieid. (See: Kiztchi 65, 7t .f) But Kinda? does not teach that such Nonce

values are inserted into each data: packet. (Keromytis Desi, Tl 30.) Accordingly, even if the Notice

values were compared to a moving window of valid vaiues {which they are not), Kim-hf still does not

disclose that the Virtual private network is based 0r. comparing a saint: in each data packet transmitted

between the first computer and the second computer to a moving window {if vaiid values. as claimed.

One of ordinary skill in the art would not have considered Kizrcizi’s Lui'iTTP requests and responses,

which are application ia‘yer requests, to he data packets. (Iii) thus, the rejection of claims 8, ’24, and ‘39

is improper and should be withdrawn.

40-
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t3. Benendent Ciaiins 9, 2'5, and 4t)

Dependent claims 9, '25, and lit} depend from independent claims t, 17, and 33, respectively, and

inciude all of their features. in addition to the reasons set forth above regarding claims i, i7, and 33,

Kinehi does not. anticipate claims 9, 25, and 40 because Kiuci‘zi does not disclose that “the virtnai private

network is hosed on a comparison of a discriminator field in a header of each data para. 9! to the secure

computer network address to a. ta‘oie of valid discriminator fields” {emphasis added 3.

Requester asserts that a connection ii") in Kinclzi corresponds to n “discriminator tieid,” and that
41,,

two different Kine-in? passages each disoiose the comparison of a discriminator field in a header of each

data packet . . . to a tahie of valid discriminator tieids.” (Reg. Ex Eel at 26.) This is incorrect.

First, Requester argues that Xiuchi discloses these claim features because a. 3—H??? connection

will be. disconnected if a connection it.) contained in a resource name is not found in a current connection

tahie. (1d,) Specifically, Kiuchf explains that “[wjhen one of these resource names with a connection iD

. . is seiected and requested by an endnuser, the clientnside proxy takes off the commotion iii) . . . .

When the connection it) is not found in the current connection tahie in the elient—side~proxy, the current

connection is discornrected." (Kiuchi 6'3.) But claims 9, 25, and 4t? recite a discriminator fieid “in a

header of one}: data packet” {emphasis added), not a discriminator fieid constituting a portion of a

resource nainet Thus, the first feature of Kinehi asserted hy‘ Requester hits to disciose the. recited

“comparison,”

Second, Requester argues that the recited comparison is disclosed because Kinchi explains that

“if the server-side proxy detects that a given connection times out, it. deletes the connection ii.) from the

connection list, infiorining the client-side proxy that the connection is ciosed when an error status is

returned in response to the request.” (Req. Ex 8—2 at 26, quoting Kine/Zn 67,) But nowhere does .Kinchi

teach that a connection ii) is contained in each data: packet, or that the virtual private i'ietworit is based

on a comparison ofa discriminator field in a header of each data packet, as recited in the claims. Rather,

Requester’s asserted passage indicates that. the C—H‘i“"i‘? connection is, if anything, “based on” a timer,

not on a connection 1D. (Keromytis Deel, it 33,) indeed, the contraction EU wiii endure beyond the

termination of a C—iri'F'i‘P connection until the servernide proxy eventually detects that the connection

has already tirned out. (Id; {xii-twin? 67.)

Accordingly, incl-n" faiis to disclose the features of ciaims 9, '25, and 4t), and the rejection should

he withdrawn.

”,7. Denendent Claims 12 and 28

Dependent ciaiins 12 and 23 depend from independent eiainis i and ii, respectively. and include

all ot‘their features. in addition to the reasons set forth above regarding ciainis i and i7, Kinchi does not

~il»
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anticipate Claims 12 and 28 because. Kz‘uchi does not disclose that “the access request message contains a
m

request for information stored at the eeure computer network address."

Requester asserts that Kiiieizi discloses “a request for information stored til; the secure eoirrputer

network address” because a servereide proxy may provide a consteetion ll) and a second symmetric data

exchange key to the elientuside proxy. (Req‘ Elia. 5'2 at 28.} But Kin-3 n’ discloses that the connection ii)

and second symmetric. data exchange key are not stored at the secure computer network address, as

recited in the claims, but rather are newly generated after the server—side proxy reeeives iitfometion

regarding tlie client-Side proxy from the Culd'l‘il’ name server. {Kiuchi as; Kerornytis Beat. “it 35.)

indeed, “[wjhen the serveoside proxy obtains the elien‘tuside proxy’s {information}, it . . . generates both

a oonneetioit ll) . . . and also a second symmetric data exchange ltey for response encryption, which are

sent to the client—side proxy.” {Kiuchi 66..) Thus; the “request for connection” iri Kittt’lhf alleged to

correspond to the “access request message" cannot contain a request for information stored at the servetv

side proxya because that interritstion, yet to he generated, is not stored at the servernside proxy at the time

the message is sent. {Kerornytis Deci. “ll 35.)

Those Kiuehi fails to disclose the features of claims l2 and ‘28, end the rejection should be

withdrawn.

8. Dependent. i‘llaims 13, 1‘57; 2‘}, said 3i

Dependent claims i3 and 2‘) depend from independent Claims i and i7, respectively. and include

all of their features. in addition to the reasons discussed above regarding eisims l and l7, Kiuein' does

not eotieipete claims 13 and 29 because. Kitzcht‘ does not disclose the various features of claims 1 and i7

occurring “at the client computer.” Claims 15 and '31, aiso depending from claims l and 1’}.

respectively, similarly recite “[tihe method , . . performed by a client computer.” Kiuci‘ii does not

disclose these features.

Requester asserts that in Kizici’ii. “[tihe elieitt~side proxy is the client computer as elsimed.”

{Rec}. Es. E--2 at 2930.) But this is incorrect: Kiztchi clearly distinguishes between clients and

cliehtvside proxies. (Much? 64.) Kim-2:55 describes “user agents” as entities within afirewai'i, while

explaining that the clientuside proxy resides on the firm/mil of an institution, for example? a hospital,

(Id, explaining that the Cnirl'l‘il"? system requires “a elientuside proxy or: the firewall of one institution”

and a. serveoside proxy on the firewall of another institution}

in feet, one of the motivations for designing the (Lilli? system involving mandatory silentnside

and server—st e proxies was the problem that “tilt is not realistic for hospital information managers to

expect that sit iudz’vt‘duni analysers, including those who connect their PCs to iii—hospital l..-Al‘~ls} tn etiege

their keys in a secure manner.” {1d at 68, emphasis added.) A person of ordinary skill at the time ofthe
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invention would. have been readily capable of distinguishing, as Ktuchz’ docs, between client computers

within an institutional firewall {egg 3. nurse’s or doctor’s PC in a hospital) and a computer residing on an

institutional firewall tog, a client-side proxy). (Kerotnytis Decl. ll 38.) By asserting the equivalence of

Kitlcriti’s client~side proxy to a “client computer,” Requester ignores the plain language of the claims and

distorts the teachings of Kiuchi,

Accordingly, Kizrcizi does not disclose the features cf claims l3, is, ‘29, and 31, and the rejection

should be withdrawn.

9. Eependent Claims iii and 32?;

Dependent claims l6 and 32 depend from claims 2 and ill, and include all of their features.

Because the Office did not adopt Requester’s proposed rejections of claims 2 and its due to Kiucriri’s

failure to teach the elements of claims. ’2 and ES, Patent. Owner respecti‘nlly snhinits that the rejection of

claims in and 32 is improper and should be withdrawn. (Sea Order at ltl—l 1.)

it). Bependent Claims ii, it}, list, 2t}, 26, Eli, and 35s

Dependent claims 4, l0, i4, 2t"), 26, 30, and 35 depend from one of independent claims l, l7, or

33, and include all of their features Accordingly, .Ilfz’uchi does not anticipate any of these claims ‘or at

least the reasons discussed above in conjunction with claims l, l7, and 3'3 Thus, the rejections of these

claims should be withdrawn, and their patentability confirmed.

B. The Rejection nt’Clsirns it, 27’, and 41 Under 35 UpSf. § 183 Based on
Kiachi Should Be Withdrawn

Dependent claims ii, 2'7, and 41 depend from independent claims 1, l7, and 33, respectively,

and include all of their features, in addition to the reasons discussed shove regarding claims l, 17, and

33, Elwin does not disclose or suggest any of the features of claims ll, 27, and 4l hecause Kluchi does

not disclose or suggest that “the secure domain name has a top~level domain name that includes one of

.sc-otn, .snet, .serg, .sedu, Esrhil or .sgov,”

The Office and Requester assert that it would have been obvious, as a design choice, to use a top--

level domain name that includes one of scorn, .snet, .sorg, .sedu, snail, or .sgev, (0A at 3; Red. Ex. E~2

at Sl‘SZ.) But. neither the Citiice rinr Requester have provided anything remotely resembling the

“articulated reasoning” required to support an obviousness rejection. KS’R, 550 US. at 418, Requester

makes the concluscry assertion that the additional features of claims 11, 27, and 41 “merely arr-angel]

known elements in a configuration recognized as fitnctionttliy equivalent to a known configuration,” lent

provides no evidence. whatsoever to suggest that adding letters to eonventienal topulevel domain names

was known in or suggested by the art at the time of the invention, (Ree. Fx E~2 at 51, quoting Ex parte

'i'rmasekar at 9, Appeal No. 2Gt'l9-008345, in 10/993,590 (REAL Bill U.) indeed, just like in

Gurtasekar, Requester “has not provided any persuasive evidence that the {claim feature} as recited in

“13-
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{the} claim was a known alternative? {tisncisekar at it),

liar from suggesting succinct alterations to top—level domain names, Kiuchi discloses melting

length); alterations and appending unwieldy character strings to domain names for use in its C—l—lTTP

system. For example, Kim-hi employs the nomtoavanffcrmi “.CSCRG" to denote that a name is a

(Lilli? name, which does not disclose or suggest modifying a conventional top—level domain name,

much less modifying such a domain name. to indicate security features. (Knish? ’73.} Nor can Kine-iii

make any such suggestion, as Kinda! does not discuss its .CSCRG names at alir instead, it merely lists

tl ent in an appendix of example CulrlTTP communications without explanation, (I'd) As an additional

example, Kim-hi discloses that its system will sirnpl}i append connection lifts to resource names. for

example, “http:/fserver.incurrent,connectiom’semplelitnil===g’Efi===6detldtc@ifj§§/jfi_ij" which also does not

suggest succinctly modifying a top~leirel domain name. (Id, at 63, emphasis added.) ’l‘liese burdensome

naming features may me te sense in Kim-iii, where clients are quite insulated from the mechanisms ol’the

C—l—‘lT'l‘P system by proxies. (Sec supra section lllBti, explaining that Kiwi-2i does not disclose- the.

features ot‘independent claims l, l7, and ‘33 “performed by a client computer?) But claims ll, 27, and

4i are not as specifically limited as Kittchi in this manner. Nothing in Kiztclti’s limited disc osures would

disclose or suggest succinctly modifying u top~levei domain name to denote securing rather, Kz’nchi’s

lengthy and unwieldy dorn ain names suggest the exact opposite.

Accordingly, Kine-hi does not disclose or suggest the features of claims ii, 2”,", and All, and the

reiections of those claims should be withdrawn: as they cannot he supported by Requester‘s conclosory

and unsupported assertions,

C. the Rejection of Claims 7, 233 and 38 tinder 35 {REACT} § 193 Based on Kiuchi
in View of Martin Should Be Withdrawn

Dependent claims 7. 13.37 and 38 depend indirectly train independent claims it 17, and 333

respectively, and include all of their features, in addition to the reasons discussed above regarding

claims 1, l7, and 33? Kiziclzt in View of Martin, Bit/ls “A Framework for Local Anonymity in the

lnternet” (“Martin”), does not disclose or suggest any of the features of claims 7. 23, and 38 because

these references do not discloe or suggest that the “virtual private network is based on a computer

network address hopping regime that is used to pseudoraudoniiy change computer network addresses in

packets transmitted between a first computer and a second computer.”

Kiuc‘hi does not disclose “a computer network address hopping regime that is used to

pseudorandomly change computer netwurlt addresses.” Nor does Requester assert that it does. instead,

Requester relies on Alftftrllfi to allegedly Show these claim features. (Req. Ex. E—Z at 4748,) But Martin

does not disclose these features: as illustrated by Requester”s tangential assertion that Martin describes

“leiltoosing one oi the source addresses ‘at random?” {1d, at 48.) This is not what the claims recite.

~14“
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q ,

Claims '7, c3, and 38 recite that “the virtual private network is based on a computer network address

hopping regime that is used to pseudorendornly change computer network addresses in packets,” Miran

does not disclose pseudorandonily changing network addresses in packets, let alone a network address

 
hopping regime that is used to pseudorundoinly change network addresses in packets. {Ste Martin 9.)

Because Requester fails to even assert that Martin discloses these features or explain how the

combination of K'iuehi and Martin would render these missing features obvious, the rejection is improper

on its face and should be withdrawn, and the patentshility of claims 7', 23, and 38 should be confirmed.

Accordingly, Patent Owner respectfully requests that the. rejection of claims l, 4, 6—H, 2-0, 23"33,
a:

35, and 3741 under 35 U50 {5, liilth) and H33 he withdrawn, and that their patenta‘oility he
J

confirmed.

l3. Secondary Considerations of Notiohviousness

“(Illijective evidence relevant to the issue ot’olwlousness mun be evaluated by Othce personnel,”

MPEP. §2ldltlifi {emphasis added)‘ The Federal Circuit “has repeatedly emphasized that the‘5

objective indicis [of nooobviousnessl constitute independent evidence of nonobviousness.” Mime v.

Dieiz é’e rte-rm, fire, 6?? F.3d 1372, 1378 (Fed. Cir. ZOlZ) (citation omitted). “indeed, objective indicia

“may often he the most probative and cogent evidence of nonohviousness in the record,” and “may often

establish that an invention appearing to have been obvious in light of the prior art was not)” 1d.

{emphasis added) (citations omitted). Objective indicts include expert skepticism, commercial success,

noceptanue h), others in the tield, praise by others, failure of others, and long—felt need. Id. at. £379;

MPEP. § Tit/45. Here, even if the Office had established a prime, facie case of ohvioosness regarding

any of claims lx'ZF) (which it has not), there is substantial evidence to rebut any tin-ding of ohvionsness.

'l'he claimed inventions have experie iced significant commercial. success, in particular, SafeNet,

a leading provider of lnternet security technology that is the de lento standard in the VPN industry,

entered into a portfolio license with the original owner of the ”lid? patent on July 2802. {Short Decl,

 fit 12.) Microsoft, Asstra, Mitel, and C have all since entered into patent licensing agreements with

ViinetX that include the ’l 80 patent. {1d,} in addition, Microsoft was found to willfully infringe the

’ltltl patent and one other patent in the Monger patent family, leading to n damages award of over $1th

million, {1.521; Ex. Ami at 2,)

By providing systems and methods ‘or easily enabling secure communications, the inventions of

the “180 patent have satisfied a iong~lelt need and succeeded where others failed. (Short l‘ieci. ‘ll it.)

Prior to the etl'ective filing date of the ’lStl patent, there was a significant concern for security in

computer network communications. (Id. it 3.) The widespread connectivity between computers led to

many security breaches, as well as growing concerns regarding the safety of confidential information

-15-
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sent over computer networks. (£65.) For exa nple, it ‘1. as widely recognized that providing secure remote

access to a LAN or WAN was extremely difficult for ll? support desks. (Id. “111 8, lit) Specifically;

remote access was “a nightn'iare” for support desks; and adding the commercially available VPN

software was even more difficult (Id. 11 i it) The computer and internet security industries were forced

to choose between an easy—to-ttse system and a system with the security of a VPN, but they could not

have both. (Id) ‘1 it)

Many organizations tried and failed to provide a solution that allowe a user to easily and

conveniently ehahle secure communications, (:31. 11 5.) For example, the Defense Advanced Research

Projects Agency (“BARF/i”) funded various research programs that were focused on the need to provide

easy—toueiiahle secure communications. (ill ‘1 4.1) One such program received funding of over $l28

million between l998 and 2608, {Id} BARPA contracted with some of the most skilled organizations in

the area of secured communications in an effort to meet. its security needs; however, none of these

organizations was able to produce. a solution during the relevant. time frame that was close to what is

disclosed and claimed in the ’lllt) patent and its patent family. (Id. 11 5‘) That is, even with over $l28

million investedq none of these organizations developed a solution that allowed a user to easily and

conveniently ei‘iahle secure connnnnications‘ {1d}

Despite the failure of others, Science Applications international Corporation (“SAlCU

t:the original assignee of the application that led to the ’ l 30 patent) recognized a long—felt need for easily

cnahled secure communications, and invested approximately $23 million for research and development of

technology that led to the inventions disclosed and claii‘ned in the ’l80 patent, {1d, ‘1 7.) The year the

inventions claimed in the ’lSti patent. were developed, 55th spent approximately 35% of its entire

research and development budget for that year on developing these and other similar inventions. (Id)

Undcrs‘tandably, the technology developed by SAlC engineers was met with skepticism by those skilled

in the art (1d. ‘1 l4.) For example, a program manager for DARPA informed Edmund Manger, a

coinventor of the ’l 83 patent, that the technology would never be adopted: (Id, ‘1 l5.) Additionally, the

l'l‘ offices of many large companies and institutions expressed skepticism that secure connections could

ever be enabled easily by regular computer users. 1'Id.)

Ultimately, the technology of the “lilo patent was adopted, and even received praise by those in

the iieltli lid, ‘1 in.) For example, the CEO of Network Solutions during the relevant time praised and

expressed significant interest in the technology, and woullzl have invested but for a change in

circumstances at his company (lien, acquisition by Veri‘éign). lid.) Cambridge Strategic Management

Group (“CSMG”) also substantiated the value of the technology. (Id, ‘1 7.) Meanwhile: as discussed
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above, SafeNeti Microsoft, Aastra, Mitei, and NEE-C have aii obtained licenses from \I’irneiX i0 practice

the inventions disoiosed in the. ’3 80 patent.

[he commercial success and praise of the technology, despite a disproporiionate investment in

that technology and skepticism by those skiliod in the an, rebate any finding that the claimed inveniions

wou‘ad have been obvious. See Mintz, 679 F.3d at 1379—80,

IV. Coneinsion

For at ieasi these reasons, Vii‘netx requests reconsideration and withdrawal of the rejections in

the Gffioe Action and eonfirmai'ion of the pateniahiiiw of all of ihe claims of the ’18!) patent.

\I’imeiX notes thai: the Request, Order, and Office Action contain a number of assertions and

aliegaiions concerning the ’iSi} patent disclosure, ”180 patent hiaims, and the cited ro‘crences. Virnet}:

does not subscribe io any assertion or ailega‘tion in the Request, Order, or Office Action regardiess of

whether it is addressed specifically herein"

Piease grant any extension of time and charge any required fees to Deposit Account No‘ (36—6916.

Respeotfisi‘iy ‘51;me Lied”

FINNEGAN , HENDERSON, FARABO W ,
GARRETT 85 DUNNER, LLP,

fixated: December 19, 2012 By:  3,936.31 E Paiigunmm

. oseph E Paiys
Reg. No. 46,508
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Beetaration nt‘ An alas it. Kemm that fill).  

I deflate that the foiiowing statements are true. in the best Of my kiiciwiedge, information, and

heiief, farmed after reasonable inquiry under the citeuntstanse-s.

i, ANGELOS D. KERfm'iYTIS‘ declare as failnws:

i. i have been retained by VirnetX inc. {‘“VirnetX”; fm‘ the abev‘e—tefermcefi

reexamination pic-seeding. I understand that this reexamination invcivea US. Patent No. 7,} 83,136

(“the ’EEG patent”), 1 further uhdemtahd that the 18$ patent is assigned in Vimet'X and that it is part

of a faniiiy 633“ patents (“Munger patent famiiy”) that stems from US. provisionai applicatinn nos.

€30.’1t'36,261 (“the ’26} apphnatinn”), tiieti an October 30, 19983 and 6:“)!137flit4 (“the ’784

appiicatien”), filed on June 7, £999. I understand that the “1’6 patent is a divisinnai of US.

application no, 09/553,299 (“t r: ’20? appiication”) flied April 36, 2000, which is a coniimzation—in~

part of US. application 310. 09/504fl83 {new US. 13211th 6582,85, “the ’ 135 patent”), and that the

“:35 patent is a sentihuatiomiwpait of US applicatinn no. 091’429543 {now US. Patent Ne

7, 10,604, “the ’634 patent”), which cit-time priority to the ”261 and ”704 applicationh.

I, RESé’HIRCE-S I HAVE CQNSULTED

2. I have reviewed the ’180 patent, ihciuding claims L41. 1 have (1350 reviewed a

Request fer Inter Fairies Reexaminatihh nt'the " 180 patent flied by Cisco Systems, fine, with the US.

Patent and Trademark Office {“Oftice”) 0n Dumber 25, 2011 (“Request” 01' “Req.”), as wait as the

m1“
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exhibits aeoontpanying the Request. Additionally, l have reviewed an order granting reexamination

of the ’180 patent, (“the Grater”) mailed on September 6, 20l2, and an Office Action (“t to Gt‘fice

Action”) mailed on September 19, 2m '2

3. l have also studied the following documents cited in and included with the Request 

and Office Action: ‘l‘alrahiro Kittehi and Shlgelcoto Kaihara, “C—l-iTTP The Development of a

Secure Closed HTTP~hased Network on the Internet” {woman}; and HM. Martin “A Framework

for Local 1-\nonyrnity in the lnternet” (“fiat’arrin”).

4. i am familiar with the level or ordinary skill in the art with respect to the inventions

of the ”130 patent as of February 15? 2000, when the application ft r the ’l35 patent was tiled.

Specifically, based on my review of the technology, the educational level of active worlters in the

field,? and drawing on my own experience, i believe a person of ordinary skill in art at that time

would have. had a master’s degree in computer science or computer engineering, as well as two years

of experience in computer networking with some accompanying exposure to network security.

5, l have been asked to consider how one of ordinary skill in the art would have

understood the references mentioned above. My findings are set forth below.

11. QB’ALIFECATEGNS

6. l have. a great deal of experience and familiarity with computer and network security,

and have been working in this field since lQGS‘

7. i am currently an Associate Professor of Computer Selenoe at Columbia Universityr

as well as Director of the University’s Network Security Laboratory. ijoined Columbia in 2%1 as

an Assistant Professor, after receiving my MSC. and Phi). degrees in Computer Science, both from

the University of Pennsylvania, My Phi). dissertation work was on the topic. of secure access

control for distributed systems and, in particulate on the management oftrnst in distributed computer

networks.

8. i received my 830 in Computer Science from the University of Crete, in Greece, in

1996. During my undergraduate studies, i worked as system administrator in the Computing Center

at the University of Crete, Following that, i worked as network engineer at the first commercial

 

i The Offiee Action incorporates certain portions of the Request by reference, For that
reason5 wheni sometimes refer to “the Request,” l am also referring to the Office Action.
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interact Service Provider (“18?”) in Greece, FORTHnet SA, where i was exposed. to many network

security issues.

9. i have sctiveiy participated in the internet Engineering Task Farce (“EETF”), a

standardsusetting hedy for the internet, since 19.95. in the iste i990s and eariy 20009.a my wnrk with

the iEi‘F was primariiy within the internet Protocni Security {“i'PStéc”) Wnrking Green in additinn

to contributing to the specification of the iPsec standards, 1 wrote the first iinpiementatinn of the

Pheturis key management prutocei {new RFC 2522. i also contributed tn the first ripenwseurce

irnnieinentatien of the iKSAMPHKE key management preteen} for the spewsouree BSD operating

system (new RFC 24-09)., and deveieped the first such implementation for the limit tiperating

system. My Linux iinpienientatinn, named Flute, was adapted- hy the National institute sf Standards

anti Techneiegy {“NiS'i‘”) in i999. in addition, my implementation of Face fur the opensource

BSD operating system is enrrentiy used by ntany companies and gm’errn‘nents around the werid, and

serves as the basis for severai commercial products that einniey cryptographic cemrnunicatinns. In

1999, i architee‘tett anti iinpieinented the first npen~s0urce framework fur supporting hardware

cryptographic aceeieratnrs. This framework is useri in the nucn—snnrce OpenBSD, NetBSD,

Free-BSD, and Linux operating systems, M i work in inipiementing firewaiis and ether cryptographic-

and network protocols has resuited in conn'nerciai systems and puhiieatiens in refereed technieai

conferences and academic journals. 1 served as Werizing Group Secretary far the iELTF iPsec

Waiting Grnup (2903~2€Jt)5) and as Security Area Adviser to the iE'i‘F at iarge {23033308}.

10. in my current nesitiun at {ieium his. University, i work with a large group of graduate

and postgraduate students in the area of eyhei'security. My past students new work: in this iieid as

university prefessorst as technieai researchers for research iahoratnriesy er as engineers for

teieconimunications companies. 1 have received federai, state, and corporate spnnsurshin tn cnnduct

cyhersecurity research fI'C-l'fi the Department nf Defense, the National Security Ageney, the Defense

Advanced Research Prnjects Agency (“DARPA”), the National Science Feundation, the Department

of Horneianti Security: the Air Farce, the Office for Navai Research, the Army Research Office; the

Department of the interior: the Natienai Reconnaissance Office, New York State, Goegie, tntci,

Ciseo, and others, In my ten years as a pret‘essnn i have received over thirtynsix iniiiien doiiars tn

suppnrt my research in cybersecurity. i aisn reguiariy teach courses on cybersecurity, in addition t0

more generai courses in cernputer science.

ii. i have pubiished over 290 teehnicai papers in refereed jenrnais, cent'erencest and

u’ni‘itshops, sit ntwhich are directed in various areas of syherseeurity. i have nine authered a heck,
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coauthored another book, and contributed chapters for many other books that relate to eyherseeirrity.

Between W99 and 2010, l have drafted or codral‘ied eight standards doeurnents that were published

as Request for Comments {“RECS”): Several of these RFCs are dire-2: ly‘ related to ll" security. For

example, RFC (2043 ‘elates to transport layer security; RFC 5708, RFC 2792., and RFC 2704 relate to

key signature and encoding for trust management; and RFC 3586 relates to l? security policy

requirements. Additionally, i am a eoinventor on twelve issued US patents and have several other

applications pending. Most of these pater-ts and pending applications are related to network and

systems security.

l2. l have chaired several international technical conferences and workshops in

oyherseonrity, including, thr example, the international Conference on Financial Cryptography and

Data Security (“PC”), ABM Computer and Communication Security {“CCS”}, and the New Security

Paradigms Workshop (“NSFW”). i have also served in over eighty technical program oonnnlttees

for such events. From 2004~20l€1 l served as Associate Editor for the premier technical journal on

cybersecnrity ------the ACM Transactions on loformotion and Systems Security (“T388196”).

Additionally, l. have served on several advisory workshops to the United States Government on

eyberseemlty, including, among others, the Office of the Director of National intelligence

(“ODNl”)/Nal.ional Security Agency {‘“NSA”) Invitational Workshop on Computational

Cyberseeurity in Conipromised Environments {“CBE”) (Still), the Office of Naval Research

(“Gilli”) Workshop on Host Computer Security (20%), the intelligence Community Technical

Exchange on Moving Target {2010), Lockheed Martin Future Security 'l‘lireats Workshop {toes},

and the AROI'FSTC Workshop on insider Attack and Cyber Security.

13. in addition to this work, i have contended two companies in eyherseenrity. One

eompany, StaeRSafe inc. (formerly Revive Systems lire), was a provider of a Virturlized

preprodnction staging environment that includes automated testing, analysis, and reporting for H"

operations teams. I was with this Company from its founding in 2095 until 2009. The second

company, Allure Security 'l‘eehnologies (founded in 2010), develops deception-lassed solutions for

detecting and mitigating malicious eyheninsider threats, contirnereiallzing technology developed at.

Columbia through DHS and DARFA grants and a DARPA SBlR contract.

l4. My curriculum Vitae, which is appended to this declaration, details my background

and technical qualifications. Although 1 ant being compensated at my standard rate of $50 fno‘or for

my worl»; on this declaration, the compensation in no way attests the statements in tlii declaration.
Flt

Petitioner Apple Inc. - EX. 1024, p. 330



Petitioner Apple Inc. - Ex. 1024, p. 331

Central No.2 951001.792

Beeiaratien 0f Angeins D. Keromytis, NED,

IE1. BACKGROUNI) 8F TEE ’186 PATENT

15. Befere turning to a discussien e)" the references relied on in the Request. and the

Office Aetinn, i summarize my understanding at” certain embodiments discieaed in the ’18:?) patent.

Generally speaking, the ’180 patent diseinses several embedirrtents relating to amassing secure

eonrputer network atidreeses using virtual private netwnrk communication Einks. For example, when

a client requests and receives a secure computer netwnrk address corresponding to a seeure (inmain

name from a secure (remain name service, it mm send an access request message to; the seizure

computer network address using a. Virtue} private network communication link.

 
 

 

£»»»».......‘ 
F3353, 2?

E6. As shown in Figures 26 and 27 ofthe ”180 patent, reproduced above, a client 2613i

may receive. a secure domain name, such as e secure dnmein name. assneinted with secure target site

reed, secure DNS server 26032604, "Fine client 260E may then send a query message to a specie:

requesting a secure computer netwnrk address corresponning tn the secure domain name. (’38!)

patent 4055665,) The client 2601 may receive a response message frnin the secure DNS server 2602

containing the secure. cemputer network; address, and then send an access request message to the

secure cemputer network address using a virtual private network Citrinniu‘nieatien link. (id. at 46:46"

65,)

1?, I understand. the claims. of the “1&0 patent to be directed to same of these

ein'nndinrents.

“Q-
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EV‘ KE'UCHE

13. Generally? Kruchi proposes a technique oaiied “closed i-E’i'TP” (CT-HTTP) for

providing seeore HTTP communications “within a desert group of institutions on the internet, where

eaeh member is protected by its own firewall.” (Kizrchi 64.) According to Kit/rich, C-i-ETTP is nset‘ni

in the medical eonnnnnity, where “there is a strong need for eiosed networks among hospitals and

reisted institutions” to handie patient data and other sensitive medical infisrrnation. (1d,)

19. C—HT’I‘P requires three main components: “1} s client—side proxy on the iirewsii of

one institution, 2'3 :1 server—side proxy on the firewall of another institution, and 3) a C~HTEP name

server, which manages at given C-HTTP~hased network and the information for [ail of its} proxies.”

(Id) When an institution wants to participate in a. C—HTTP network, it must among other things,

instail a olient—side notifier server—side proxy on its tirewaih register an i? address and a hostnerne for
"P 

tis proxy, and give the proxy's :puhiie key to the {Li-UT? name server. out at 65.) During 0H.

eomnninieations, “{3} olient~side proxy and servervside proxy communicate with each other using a

seonre; encrypted protocol ((1—H"i"l"i’).” (id. at 64.)

2%. When a user agent computer behind a eiient—sitie proxy wants to esta‘oiish a CH???

session with a server behind a server—side proxy; the following C—E'i'TP setup process oeotrrs:

( i) The eiientusirie proxy asks the C~H’i"l‘? name server whether it ean
eornrntinicete with the server.

(2.) The C-HTTF narne server determines whether the server—side proxy is in
the closer! network and whether the connection is permitted.

(3) It‘so, the C—HiTP name server sends the 1? address and public key of the
server—side proxy, as weil as request and response Nonee vetoes, to the
eiient~side proxy.

{4) The oiientvsieie proxy sends a oonneetion request to the server—side proxy,

encrypted with the serveruside prony’s pnhiie key,

(5) The server-side proxy asks the 0H??? name server whether the oiienh
side proxy is also in the closed network and Whether the connection is
permitted.

(6) if so, the (Li-1T1"? name server sends to the server—side proxy the it)

address and ptrhlio key of the eiientvside proxy, as wet! as the. same
request and response Nonee values previousiy sent to the eiientasirie
proxy

{7) The serverusicie proxy then authenticates the eiientuside proxy, generates a
connection iD; generates a second symmetric. key for C—i-il‘Ti’ response

encryption, and sends this information to the ciient—side proxy. When the

-5-
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oiienhside proxy accepts and cheeks this information, the connection is
estainiisheri.

(ti) Once the oonnertion is estahiished, a ciieni—sitie proxy forwards requests
from the user agent in encrypts-xi form using (IT—HTTP format,

(Id. at 65—6-5.) Kiuchi explains that. “itihe [OH’ETP'E session is finished when the client aces-saw

another C—H'i‘i'i’ server.” {1117. at 65,)

A. independent Claims 1, 17,, and 33

21. i understand that claim 1 recites “sending an access request message , . . using, a

s that the(D
vittnni private network communication linii.” i aiso understand that the Request she

”“30.
“ ’equest for connection” in Kinehi corresponds to. the “access request message” of oiaiin , and that a

GRIT? connection between a ciienbside proxy and a servensitie proxy corresponds to the virtnai

private network communication iink. (Rea. Ex. En”; at lit—i6.) ’5 disagree.

22. Knight’s “request for connection” is sent efore any C—HTTP connection is

estahiishedfi and accordingly it cannot correspond to “sending an access request message , . . using a

virtoai private network communication iirnt.” in faet, ether 3 eiient~side server sen-sis a “request for

connection” in Kinchi, several subsequent steps must occur before any eonneetion is established

between a clientuside proxy and a server—side proxy:

6 The server~side pros}r must ash the name server whether the
elientwside is an appropriate member of the eiosed network;

as The name server must examine whether the eiienteide proxy

is permitted to access the server—side proxy;

6 The name server must semi the i? address and pnhiie key oi

the eiientside proxy and the request and response Nonee
vaines to the servernside proxy;

at The server~sitie proxy must authenticate the elient~side proxy
and check the integrity of the request;

a The server‘side proxy must. generate various identification
and securityareiated information;

a The server—side proxy must send that information to the
eiientuside proxy; and

a “When the client-side proxy accepts and cheeks {the

information} the connection is estabiished.”

(Kinda 6566s, describing processes It anti 5.): Therefore, a person of ordinary skiii would have

understood that Kirtriiii’s request for connection is not sent using the alleged Virtoai private network
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communication link (the C~llTTP connection), because no Gilli"? connection exists at the time the

request for connection is sent.

23. A person of orciinary sltill in the art at the time of the invention would also have

understood that the there two steps of ( i) contacting a name server to obtain a scrvei—side proxy’s

public key, and then {2) using that public. trey to encwpt a request for connectiom do not theiehy

create a “virtual private network communication link.” This is because, in this situation, no “limit”

exists at all between the client—side and serverwside proxies at the time the “request for connection" is

sent, Rather, there is only a one-way communication sent as part of setting up the Cnl—lTTP

connection. (flinch: 64u65.)

'24. _t Iloreover, tie public key enciyption ot‘a “request for connection” in Kit/tam” lacks the

requisite features of a. Vittnai private network communication linlt. A person of ordinal“; skill in the

art would have understood a virtual private network communication link, as recited in claim 1, to be

a communication path between computers in a virtual private network. The. “request for connection”

in Kinchl, lay comparison, is n niere pointutoupoint communication between two computers that are

not yet coonectedi let alone connected within the same network. {Kizicni 64435.} in fact, it the

client~sitie proxy is presently engaged in any C—lrl’lTl’ connection when it attempts to connect to the

server—side proxy, Kinchi‘ explains that. the connection will he terminated, thus closing any C~l:l’l‘TP

network connection that may have existed. (Katmai 65, explaining; that a “[Cul-lT’l‘Pj session is

finished when the client accesses another GHTTP server or an ordinary WWW server.”) As 2‘. result,

when a eiient~sltle proxy sends a “request for connection?” the client~sicle proxy has no link to any C-

HTTP network or servenside proxy. (fluent 65.) Rather, the client~sitle and serverasitte proxies

have simply begun the lengthy process of establishing a connectiitin to each other, and are simply not

within any network connection or “virtual private. network communication link."

25 ’l’he ’lSG patent also explicitly recognizes and distinguishes public key schemes 1“ ,r

establishing connections, like the Kinelzi public key encryption discussed above. The 5189 patent

explains that “[olne conventional schenie” involves retrieving the public key of a host from a name

server so that the host can set up a VPN without having the user enter the public key.” (’180 patent

401644;: Kinchi similarly discloses that its client—side proxy retrieves a public hey from the C—

Hill) name server and uses that public key in sending at “request for connection” to a server-side

proxy to eventually set tip a Cal-ill? connection, (Kittchi 65—66.) Accordingly. a person of ordinary

skill in the on w old not have understood Kluchi’s public—key encrypted “request for connection” to

correspond to the virtual private network communication link recited in claim l.

~8—
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13. Citainis 6, 22, and 37

26. i understand that claims ti, '22, end 37 recite that “the virtual private network is based

on inserting into at least one data packet at least one data vaine representing it predetermined ievel of

service associated with the virtual private network.” 1 etso understand that the Request, citing to

RFC '793, asserts that TC? connections ernpioy “type of service” fields which correspond to

“inserting into at least one data, packet at least one data value representing a predetermined ievei of

service.” idisagree.

37, Kiutrhi sintpiy does not describe any nexus between RFC 793% “type of service”

fields end the alleged Virtual private network (ie, the (Lt-UT? connection) or a predetermined levei

of service associated with a GE??? connection. Thus” a person of ordinary sititi would not have

understood Xinchi’s C—il’i‘i"? connection in he “based on inserting into at ieast one. data packet at

teast one data value representing a predetermined Jet/oi of service associated with the virtnat private

network.” Accordingly): a person of ordinary shill woutd not have understood Knish? to Show, either

expressly or inherentiy, that “the Virtual private network is based on inserting into at teast one data

packet at least one date vaine representing it predetermined level oi‘service nssneisted with the initial

private network,” as recited in claims 63 22, and ‘37.

t1 Cisirns 8, 2:4, and 39

28. i understand that claims 3, 24, and 39 recite that “the virtual private network is based

on comparing 3. value in each data packet transmitted to the secure computer network address to a

moving Window of vaiid values." 1 also understand that the Request alleges that the Nonee vaines

contained in the headers ot‘Kincni’s t.?«'li"i"i“l) requests and responses correspond to the “mine in each

data packet” recited in claims 8, 24, and 39. (Red. Es E»?! at 22—24.) 1 disagree.

2.9. The Request etieges that, “tilt; the Examples of C—HTTP communication found in

Appendix 3, it can he seen that the “Requestui‘tonee vaiue’ is incremented, moving from ‘8abd853i"

in Example c., to ‘3ahd8540’ in Exempie g to ‘8ztbd854t’ in Exarnpie i,” {1d. at. 23,) According to

Kitten}; Example c. is a “Request for connection to the sewer-side proxy,” Exainpie g is “Sending C—

HTTP requests to the server—side proxy,” and Exnnipte i. is a “Request for closing the connection.”

{Kiuchi 74.} Atttiongh this shows that different types of requests might Contain different Notice

Virtues, Kitten: does not disetose that these Nonee values are compared to “a moving window of vaiid
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values,” as recited in claim i2.2 Kinehi just mentions that the “[rjeplay attacks are blocked by

checking vaines of the RequestnNonee header field." {fr/2’. at 65, emphasis added.) K‘inehi does not

explain how the vaines of the Notice header tieiti are checked, and eertainiy does not teach that they

are checked by comparing them to a moving window of vaiid vaiues. in fact, there are many ways

that the vetoes of the Notice header tieiti eouid he checked without comparing them to a moving

\R’indflw of vaiid values Thus, this feature is neither taught in, nor inherent in, .Kz‘ucizz'.

30. Furthermore, Kiuchi teaches that UK???“ requests and responses may contain a

Nonee value in a Nonoe header tiehi. (See Kirsch? {35, 71,) But. .Kinehz‘ does not teach that such

Nonee mines are inserted into each data pocket. As a resuit: even if the Nonee vetoes were

compared to a moving window of vaiid values (which they are not), Kiuc'r’ii stiii does not nisciose that

the virtual private net work is based on comparing a vaiue in each data packet transmitted between

the first computer and the second Computer to a moving window of vaiid vainesr as eiaiined. fine of

ordinary skill in the art wouid not have considered Kinehi’s CuHiTP requests and responses. which

are eppiieation iayer reouestst to he data packets

1). Claims 9, 25, and 4%

3i. 1 understand that o aims 9; 25, and 40 recite that “the virtual private network is based

on a ooinparison of a discriminator field in n heatier of each data packet to the secure computer

network address to a tahie of valid discriminator tiehzlsf’ emphasis added. i aiso understand that the

Request asserts that a connection 1D in Kinelzi corresponds to e “discriminator tieid,” and that two

different Kiuchi passages each disclose the “comparison of a discriminator tieiti in a header of each

data packet . . . to a table ofvaiict discriminator .t’ieitis.” (Ree. Ex. 8—2 at 26.) 1 disagree.

32. First, the Request argues that Kfnchi discloses these eiaiin features because a {.7—

ii'i'T‘P connection wiii be disconnected if a connection ID contained in a resource name is not found

in a current oonneetion tabie. (1d,) Speeifieaiiy, Kiuchi explains that “iwjhen one of these resource

names with a eonneetion ii) . . . is selected and requested by an end~oser, the client-side proxy takes

oft’the connection iD . . . . When the connection ii) is not found in the current connection ta hie in the

eiient—side-proxy, the current connection is disconnected.” {Kinoizi 65.) But eiahns 9., 2.5? and 4f?

2 indeed? one of ordinary skiii in the art at the time of the inven ion would have
understood thet in seeure communications: a nonee is a unique, arbitrary number used oniy once to

identify a pattieuiar eommunieation.

.519,
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recite a dism'iminatnr field “in a header of each data packet,” not a discriminator i’ieid constituting a

portion of a resource name. Thus, the first passage of Knish? asserted by the Request does not

describe anything corresponding to the recited “comparison of a discriminator tieiti in a header of

each data packet . . . to a tahie of vaiid discriminator fields.”

33. Second, the Request argues that the recited comparison is disclosed because Knight

expiains that “it the servenside proxy detects that a given connection times out, it deletes the

connection ID from the connection iist, informing the ciient—side proxy that the connection is ciosed

when an error status is returned in response to the request.” (Rea. Ex. 13—2 at 26, quoting Kitichi 5?.)

But nowhere tines Kittchi teach that a eminection it) is contained in each data packet, or that the

virttiai private network is based or; a comparison of a discriminator field in a header of each data

packet, as recited in the claims. Rather, the Request’s asserted passage suggests that the CuH’t‘i‘i"

connection is, if anything, “based on” a timer, not on a connection it). After ah, the connection ID

will endure beyond the teriniitiation of a C~HTTP connection tintii the server-side proxy eventtiaiiy

detects that the connection has aheady timed out. if "'z‘uchz' 6’2".)

E Ciaims 12 and 28

34. i understand that ciahns 12 and '38 recite that “the access request. message contains a
:5

request for information stored at the secure computer network address. 1 nine understand that the

Request assetts that Kinchi iiiscioses this feature. because a server—side proxy may provide a

connection ED and a second symmetric data exchange key to the ciient«si-:ie proxy. (Rea. Ex. E~2 at

23) idisagree,

35, Kitt-‘Si‘ii discloses that the connectitn ii) and second symmetric data exchange hey are

not stored at the secure computer network address, as recited in the ciaims, but rather are newly

generated after the serrenside proxy receives information regarding the client—side proxy front the

(LEFT? name server. (Kinchi 66.) indeed, “[wjhen the servenside proxy ohtains the chem—side

prnxy‘s {information}, it . . . generates both a connection 11:} . . . and eiso a second symmetric data

exchange key for response encryption, which are sent to the Ciifiii‘it—Sit‘ie proxy.” (151.); Thus, the

“request for connection” in Hitachi alleged to correspond the “access request message” cannot contain

a reqnest for information stored at the server-side proxy, because that information, yet to be

generated, is not stored at the server—side proxy at the time the message is sent.

F. Ciainis 13, 15, 29, and St

3.6. i understand that ciairns i3 and 29 recite that the various features of ciainis i and 17

as occurring “at the eiient computer.” i also understand that claims i5 and 3‘. siiniiariy recite “Etihe

wit»
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method of claim i, performed by a client computer.” 1 further understand that the Request asserts

that in Kiticr’ti, “itlhe elient—sitie proxy is the client computer as claimed.” (Reg. Ex‘ 3342 at 2960.) l

disagree, because Kinchi 6 early distinguishes between clients and elient~side proxies. (.Kz’uchi 64.)

3'7, Speei‘i‘ieally, Kiuchi describes “user agents” as entities within a firewaii, while.

explaining that the client-side proxy resides- nn thefirmvaii of an institution, for example, a, hesnitel‘

(Id, explaining that the GHTTP system requires “a elientusitle proxy on the fireweil me one

institution” and a serverneide proxy on the firewail of another institutien.) in fact, one of the explicit

nietivations for designing the C-l-iTTP system involving mandatory elienhside and setvenside

proxies was the problem that “lilt is net. teniietie for hospital information managers to expect that all

individual end—users; 'nelntiing those who eonneet their WIS, in iii—hospital initials, manage their lteys

in a secure manner.” (Kiucfiz‘ (58, emphasis added.)

33. A person of ordinary skill at the time of the invention would have been readily

capable of distinguishing, es K‘iztchi does, between client eemnnters within an institutional firewnil

(eg, a nurse’s or cineter’s PC in a hospital) and a computer residing on an institutional firewall (e,g,,v» a ,,

a elient~side proxy}. By asserting the equivaience nf been; 5 clientwaide proxy to a “client

computer,” Requester ignores the fact that K'iuctizi differentiates between its prnxies and its endwuser

clients.

Truth and Aeenraey (if Statements

1 further declare that all statements made herein of my nwn knowledge are true and that all

statements made on information and belief are believed to he true, and fuither that these statements

were made with the knowledge that willful false statements and the li e an inside ate punishable by

fine or imprisonment or both, under Section ithll of Title 13 of the United States Code, and that

wilifiil false statements or the like may jeopardize the validity of the ’ 180 patent.

Si men at New 'Yorlcn New York, this léth clay of December 2612.in -

zigtiigei_9.s_.i2;_i<sm;tin

Angelos Di Keroniytis
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Positions Betti

a «Eannary 29%6 ~ Present:

Associate Professor, Department of Computer Scienee, Coiumbia University, New York.

9 Sanitary 2969 ~ Jannary mitt
Senior Research Engineer, Syntantee Research Labs Europe, Sophia Antipoiis, France.

a Jniy 2391 -= December 2665

Assistant Profeseor, Department of Computer Science, Columbia University, New York.

a September 1996 w Jniy 2981

Research Assistant, Computer and information Science Department, University of

Pennsyivz‘mie, Pitiiadeipnia.

«9 Jannnry 19933 — Getober 1995
Member oftiie technical Staff, EOR’EHoet SA trieraeiion, Greece.

s September 1991 - $811E§3ry 1?}???
Member oftiie 'i'eehnioni Staff, Education Team, Computer Center ofthe U iversity of
Crete, Heraeiioit, Greece.

Education

a November 2801'

Phi). (Computer Science), University ofPennsyiveoia, LISA
a August 19?}?

Mfic. {Computer Science), University oi‘Penosyivania, USA.
a June E‘Wfi

BBQ, (Computer Science}, University of Crete, Greece.

Service anti 'i‘eaehing

Editoriei Beanie and Steering Committees

9 Associate Editor, Eneyeiopedia of Cryptography and Security (23“ Button}, Springer, 2:310 —
20E 1.

 
w Associate Editor, 1131‘ (termedy iE‘t’) Proceedings Information Security, 2005 — 26:15).

9 Steering Committee, LS’OC Symparium on Network and Dtrrrifmred System Security
pSLN’DSS), 2006 -- 20(39.

9 Steering Committee, New Security Paradigms workshop WSPEW, 20-137 onward.
«1 Associate Editor, ACM ’i‘ransections on information and System Security ("i‘i‘SSE-EC'), 2064 e

2631 G,

a Steering Committee, US'ENLY Wetrkshop on Hot Tapitts in Seeurity {Haste}, 2806 _ ”.009.

at Steering Committee, Computer Security Architecture Workrhap (C314 W), 30:37 _ 2009.

Program Chair

a Program Chair, ié‘h internatioriei Conference on E‘inaneiai Cryptography and Data Security
{EC}, 2012,

a Program eo~€3haii3 13““ ACM Computer and Communication Security (CC S), 201%}.
:2 Frogrem err—Chair, iéfi‘ ACM Computer and Communication Security (CC-S). 24309,

Petitioner Apple Inc. - EX. 1024, p. 339



Petitioner Apple Inc. - Ex. 1024, p. 340

a Program co~Chair, New ‘eeurity Paradigms Workshop (NSPW), 2008.
a Program eo-Chair, New Security Paradigms Workshop CV-SPW), 2.007.
a Chair, 27”“ international Conference on Distributed Computing Systems (ICDCS), Security

frock; 2007.

a Chair, 16‘” Worid Wide Web (WWW) Conference, Security, Privacy, Reiiabiiiry and Ethics
frantic; .2007.

:2 Shani, 15m USENIX Security Symposium, 2006.
a Deputy Chair, 15th Worid Wide Web (WEVW) Conference, ,S'escnriiji', Privacy and Ethics

Track, 2006.

a Chair, 3’d Worksiiop on Rapid Maicode (WORM), 2005.
a Program {so—Chair, 3"“ Applied Cryptography and Network Security (A CNS) Conference,

2005.

a 'Program Ctr-Chair, QpenSig Workshop, 2003.

Program (irgenizniion

a Genera} Chair, New Security Paradigms Workshop (NSPWE, 20.10,

at Generai Vice Chair, New Security i3arridigms Workshop (NSPW), 2009.

e Co~chair, invited 'i‘aike, 17‘1“ USEM}; Security Symposium, 2003.
~1- Generai conch-air, Appiied Cryptography and Network Security (ACNS) Conference, 2008.

s Co-ehair, invited 'i‘aike, if?" I.i%i~\i)a Security Syn‘ipoaium, 2007'.

e Organizing Committee, ColumoitflBivi/Stevens Security & Privacy Day (binominai event).
0 Drganizer, Coltmibirt/iBi’vi/Ste‘v'ens Security (S: Privacy Day, December 2010

o Grganizer, Colum biar’iBM/Steyens Security 3a Frivney Day, June 2007,

s Comorganizer, ARO/FSTC Workshop on insider Attack and Cyber Security, 2007.

e Publicity eo—Ciiair, ACM Conference on Computer and Communications Security, 2006,
a General eowi‘lheir, {'fipenSig Workshop, 2003.

i’rogram Committees

a Program Committee, ESOC Symposium on Network and Distributed Systems Security
(:SNDSS), 2003, 2004, 2006, 2007, ”2008, 2032.

a Program Committee, internationai Workshop on Security (1WSEC}, 2006, 2007, 2008, 2009,
2010, 201 1.

a Program Committee, ACM Conference on Computer and Communications Security (C(35),
2005, 2007', 2008, 2009, 2010.

a Program Committee, Applied Cryptography and Network Security (ACNS) Conference,
2005, 2006, 2010, 2011, «3032.

«r Program Committee, USENiX Security Symposium, 2004, 2005, 2006, 2008,

a Program Qonnnittee, internationai Conference on Distributed Computing Systems (iCDCS),
Security "ii-tick, 2005, 2006, 2007", 2008.

a Program Committee, Workshop on Rapid Meieode (W{mix/1i), 2004, 2005, 2006, 2007'.
a Program Committee, information Security Conference tiSC), 2005, 2.007, 2009, 20} i .
a Program Committee, Worid Wide Web Conference (WWW), 2005, 2006, 2007.

a Program Committee, USENIX Workshop on Hot Topics in Security (i—ioiSee}, 2006, 2007,
2H0.

a Program Committee, Financial Cryptography {FC} Conference, 2002, 2010, mi 1,. 2012.
as Program Committee, European Workshop on Systems Security (EoroSee), 2009, 2010, "it i i ,,
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Program Committee, Annual Computer Security Applications Conference (ACSAC), 201.16,
EGG’Y, 2011.

Program Committee, USE-Nix 'i‘echnical Conference, freely Distributable Software
(Preemie) Truck, l998, 1999, 2003.

Program Committee, iEEE Security 62: Privacy Symposium, 20%, 2.063.

Program Committee, ACM Sltl‘ri'IOiviM Workshop on Large Sc1 le Attack Defense (LSAD),
mars. 2007.

Program Committee, New Security Paradigms Workshop WSPW), 2007, 2003.

Program Committee, lEEE WETi 'llfi ‘v ’orlrslrop on Enterprise Security, 2003, 2003.

Program Committee, international Conference on Mathematical Methods, Models and
Architectures for Computer Network Security (.n/il‘vil‘vl—r‘tlllNS), 2007, ZOltt.

Program Committee, USENlX Annual Technical Conference {A’l‘C}, 2098, 201 l.

Program Committee, European Suinposiunt on Research in Computer Security (ESSORICS),
Elli 3.

Program Committee, international Workshop on Mobile Security (WMS), zero.

Program Coirtm' ee, 40“ Annual iEEE/iPiP international Conference on Dependable
Systems anti Networks (DEN), Dependable Computing and Communication Symposium
(DCCS), 2018.

Program Cortnnittee, Computer Forensics in Software Engineering Workshop, 2609.

Program Committee, USENlX Workshop on Large-scale Exploits and Emergent Threats
(lEE ), ZGGS.

Program Committee, 235d international information Security Conference {iFiP SEC) ZGGE.
Program Committee, Joint iTrust and PST Conferences on Privacy, Trust Management anti
Security (lPIPTM), 2008.

Program Committee, ist Computer Security Architecture Workshop (CSAW), 2097.
Program Committee, 8m lEEE Information Assurance Workshop (lA W}, 20f}?
Program Committee, Anti—Pliisiting Working Group {APWG} eCrime Researchers Sunnnit,
2:307.

Program Committee, 4“” (31 international Conference on Detection of intrusions 8r Malware,
and Vulnerability Assessment {Dilyi‘vi j:, .2907.

Program Committee, 2“ ACM Symposium on informAtion, Computer and Communications
Security {AsiaCCS}, 230"}.
Program Committee, 6m international Confierence on Cryptology and Network Security
{CAN S), 2007.

Program Committee, 2”! Workshop on Advances in Trusted Computing (UATC), 2086.
Program Committee, international Conference on information and Communications Security
(lClCS), 25.306,

Program Committee, 2““ ‘s"'oi‘ksitop on Secure Network Protocols GiPSee), 2906.
Program Committee, lSE Workshop on Hot Topics in System Dependability ti—iotDep), 205’ 5.
Program Committee, 20‘“ ACM Sympositmi on Applied Computing (SAC), Trust,
Recommendations, Evidence and other Collaboration Knowuliow (TRECK) Track, 2005.

Program Committee, 1‘“ Workshop on Operatino System and Architecture Support for the on
tie land ‘i’i' infrastructure (OASIS), 2004.

Program Committee, Workshop on information Security Appiications (WlSA), 26%.

Program Committee, Worlrsliop on Logical Foundations ot’art Adaptive fiecurity
infrastructure {WDLEASi}, 2904.

Program Committee, 29m iEEE Conference on Local Computer Networks {LCN}, ROM.
Program Committee, ‘2“ international Conference on Trust i‘viartagement, 2004.
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a Program Committee, Asia BSD Conference, 2004.

as Program Committee, 2““ Annual New York Metro Area Networking Workshop {NYMAN},
200.2,

a Program Cornn‘iittee, Cloud Computing Security Workshop {CCSW}, 2089.

a Program Committee, Workshop on Grid and Clouri Security {WGC~Sec), 20: l,
a Program Committee, Workshop on Cyher Security Experimentation and Test (CERT), 201 l.

Advisory Workshons

a QDNl/NSA invitational Workshop on Computational Cyberseenrity in Compromiscd

Environments ((331%), Keystone, CG, September 2M 1,

2: (ENE Workshop on Host Computer Security, Chicago, iL, October 2010.
a lotel Workshop on, Trust Evidence and find—twend 'l"rus't in Heterogeneous Environments,

Santa filers, CA, May 28m.

«9 intelligence Community Technical Exchange on Moving Target, Washington, DC, April
20l t).

:9 Lockheed Martin Future Security Threats Workshop, New York, NY, Noven'iher 20:39,
a Air Force Office for Scientific Research (AFOSR) invitational Workshop on i—iotnogeneous

Enclave. Software vs l-ieterogeneons Enclave Software, Arlington, VA, October 2007,
e NSF Future .lnternet Network Design Working Meeting, Arlington, VA, June 2607.

a ARO/FSTC Workshop on insider Attack. and Cyber Security, Arlington, VA, June 2007.

a N“at invitational Workshop on Future Direetions for the Cy’herTrnst Program, Pittsburgh,
PA, October Etitli‘i.

a AROJHSARPA invitational Worksiiop on Molwere Detection, Arlington, VA, August 20-05.

a Benettment of Defense invitational Workshop on the Complex Behavior of Adaptive,
Network—Centric- Systems, College Park, MD, July ZtiGS.

a AREA Next Generation l‘s/lslwsre invitational Workshop, Annapolis Junction, MD, March
2005.

a (To—leader of session on “Securing software environments“, joint NSF and Department of
Treasury invitational Workshop on Resilient Financial information Systems, Washington,
DC, March 20135.

a DARBA Application Communities invitational Workshop, Arlington, VA, Octoher 2004.

a DART/t AhNeis invitational Workshop, Philadelphia, PA, December 2W3.
e NSF/NET invitational Workshop on Cyoersecnrity Workforce Needs Assessment and

Educational innovation, Arlington, VA, August 2063.

e NSF Invitational Workshop on Large Scale Cyber—Security, lionsdowne, VA, March 2903.
w {P Security Working Group Secretary, lnternet Engineering Task Force (lE'l‘F), 12003 - 2068.

a Session moderator, Workshop on Intelligence and Research, Fiorham Park, Ni, October
ZGUl.

a DARPA Composable High Assurance ‘l‘rustcti Systems #2 (CHA 1‘92) invitational
Workshop, Nope, CA, November 2900.

 

(Ether Professional Activities

at {Io—chair, ACM Computing Classification System Update Committee ("Security and Privacy“

top—level node), ‘ZGl l.

a Member, ACM Computing {Slassiticution System Update Committee {top two levels), 2011}.

an External Advisory Board member, "treads: Reafltime .Eyz'alicions Code Identifiwrz‘mz”, Ell

-4-
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project, 20H"; — 20KB.

5: Review 'er (grant applications), (Erect: Ministry of Education, 201 t}.

a Reviewer (grant appiice‘tions), Danish National Regearcn Foundation, 2610,
a Member of the Scientific Advisory Board, Centre for Research and ‘i‘echnoiogy, Heiine

(CERTH), 2008 - 265i i.
a Senior Member of the ACM, 2008 onward,

a» Senior Member oftiie iEEE, 2009 onward,

a Visiting Scientist, institute for infooornrn Research {i231}, Singapore, February ~ May 2907',
:9 Coium his. Representative to the institute for information infrastructure Protection {i313}, 2006

— 2098.

a 'i'ecitnieai Advisory Board, SrnceS’qfe Inc. fibrmefiy Revive Systems- inc), 2606 w 2609.

«3 ’i‘ecitnicai Advisory Board, Radio: Inc, 2006,

8: Reviewer (grant notifications), institute for Security Teennoiogy Studies USER'S), Dartmouth
Coiiege, 284216.

at Reviewer, Singapore National Science and ’i"eeinioiogy Awards ESTA), 2.066.
8 Board oi‘Direetors, Stuckficgj‘e inc, {formerly Revive Systems Iran), 25305 — 2009.

2:- Founder, Steering}??? 1m. Cfbmzeriy Revive System: Inc). 2005 — 7069.

s Expert witness in criininai and inteiiecttini property iitigation cases, 2905, 20%, 2007, 2009,
2010, 203 i.

a Science Fair Judge, Minnie Scitooi for Democracy and Leadership, rooitiyn, NY, EGGS,
200-6.

s Reviewer grant appiieations), Swiss Neiionai Science Foundation, 2130?”.

a Reviewer (grant notifications), Netheriande {)rganisation for Scientific Research, 2005, 23006.
«3 Reviewer (grant eppiieations}, US/israei Binationei Science Foundation, 2003, 20855.
is NSF reviewer & paneiist, 2002, 26303, 20%, 200%, 2009, 2.01 i.

a internet Engineering Task Force {'iE’i‘F) Security Area Advieor, 2001 _ 2003,

Phi}, Thesis Committee Service

» Miei‘iaiis 13’oiyci’ironakis, ”Generic Co! 6 [inaction Attack, Detection using Code Emuimimr ",

Computer Science Department, University of Crete, October 26309.

a Spyros Antonzitos, ”Defending ngnimtfiimwn and Unimown Attacks using a Networkqf

Affirzed firmwares", Computer Science Department, University of Crete, Getoher 2569.
:9 Van-Han Piiain, "Honeypot I‘mces Forensics taint/12mm off? Hack Event fiz’erztificr tron",

Computer Science Group, Communications and Eiectronics Department, Eeeie Natienaie

Superienre ties Telecornmunications, September 2009.
«2 Gabriela ii. Ciocariie, ”inwards S’eiflAdqplive Anamoriy Detection Sewers", Department of

Computer Science, Coiumbia University, September 2009,
e Vanessa Frias~Martinez, "Behtwior-aned Ara’mirrion and Access Conrmifar Netimrk

Security", Department of Computer Science, Coinin‘oia University, September 2098.
a Weir-lien Li, ’1S‘PARSE: .4 Hylirid Systemfir riflaicodemflearingl acumen: {Detection ",

Department of Computer Science, Coininbie University, June 2908.

s Raj Knitter Rejendren, ”The Métizodfiw Strong Deezecrim-zjbr Histriimted Routing”, Eiectrieai
Engineering Department, Coinm'oia University, March 2008.,

a Constantin Serbian, Endymion: in Decentralized and Siategfm’dccess Conrail”. Computer

Science Department, Rutgers University, Eecernber 2007.
a Ricardo A, Beretta, ”THH‘JC.‘ A Virtual and Remote Inspire}! Architecturefiir Desktope,

Computing”, Computer Science Department, (ninrn‘oia University, October 2007,
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a Zherikai Liang, "‘i’behm‘ques in Aumwmtea’ {Bitter—Attack Res}:iom'e and Recovery", Computer
Science Department, Stony Brook University, November 20%.

a Re ‘v ’artg, 'TV'ent/‘ark Payload~brzsed Anomaly Derectian and Corzrerifmiraseri At’ert
Corr'eiatiarz”, Computer Science Department, Ceiumbia University, August MOE».

a SeatinguBum Lee, ”itdaptive Quai’iiy of‘Servicefbr Wireiess Ad has Networks”, Eiectrieei
Engineering Department, Coiumbia University, June 2006.

a Shiemo Herebkep, ’93eizavz’er~based Emmi Await/sis with Appt’icaz‘ian f0 Spam Detection",
Computer Science Department, Coiumbia University, August 305.5.

a Gemini S. Kc, ”DeflmdfngSryhmre Against Pm resswsubrersim Attach”, Computer Seienee

Department, Coiun‘ibie Univereity, Aprii 2095.
a Gong Su, “M0 VE: A New E‘rz’rtuat‘imiion Approach to Mo'eife Communication ”, Computer

Science Department, Columbia University, May 2064.

w .‘ionathzm M. Leaner, ’CS'ervicesfiJr Internet Teiepherzy”, Computer Science Department,
Ceiumbia University, Decent er 2003.

a Machete! E Keuzuwis, ’Tregy‘emmingAer-workArchitectures”, Eiectrieai Engineering

Department, Columbia University, June 2003‘

:3 Weriytr iiartg, ”Q03 iiieasuremerzi‘ and M’anagememjbr Internet Reef—time zifuiiimetfia
Services", Ceinputer Science Department, Columbia University, April 2003.

Pest-deeterai Stuttertts

a Hyung Chen Kim {Geteber 2.007 — October 2008)
a Steiios Sidirogieu {October 2008 , December 2008}

:9 Geergies Portoiteiidis (March wit) » present}

a Michaiis Peiychrerraitis (tr/{a}; 2.0 i {3 — present)
a Dimitris t‘ieneietefitis (Mine 20H) , present)

Ctrrrettt Pint}. Students

e Georgios Koritaxis (September 2m 1)

a. Vasiiis Faeries (Septembe, EGG?) — preeem)
e Vasiieiee Kemeriis {September 26308 a present)

a Kangkook Jee (January 2008 « present)

a Sembuddbo Chekravarry {January 2087 ~ present")

v Angeiika Revers (September 20% ~ present)

Gredeetett Phil, Students

e Debra Cook {January 2002 ~ June 2096)
a Thesis titie: "Bias-fie Biock Civhers”

c Post—graduation: Member et‘the Techriieai Staff, Bell Labs
0 Currentiy: Research Staff Member, Teieordi-a Research

a Angeios Stavreu (January 2603 w August 260’?)

e. Theeis titte: ”An Overhzy Arcizfte-erurejbr Errd~£o~End Service A vaiiabz’tity” (awarded
with distinction)

as Pest—graduation: Assistant Professor, Ct'j'mptliei‘ Science 13epartment, George Mesen

University (Givfii')
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0 Currently: Assistant Professor, Computer Science Department; George Mason
University {Git/EU)

:9 Michael E Locastc { September 2062, n December 2007)

C3 Theeis ti tie: ”Integrity Postitresjor Software Serifii’jtefen :3” {awarded with distinction)

o Post—graduation: iSTS Research Fellow? Dartmouth College

:3 Currently: Assistant Professor" Department of Computer Science, University of
Calgary

e Stelioe Sirliroglou (June 2093 ~ May 29%)

o Thesis title: "Sqfiware S‘eijflizealing Using Error Virz’ztt‘rlfmtion“

o Postugradnrttion; Research Scientist, Columbia University
:2: Currently: eseareli Scientist, Mi‘l‘ CSAiL

e Mansoor Alicherry { September 22’906 - October 20W}
3: Thesis title: ”A flisrribnted Poiicy EnfiyreementArchitecture for Mobiie Kid Hoe

Netttrorks "

o Post—graduation: Member of the ”i‘eclinieal Stall", Aicatel-Lttcent Bell Labs

0 Currently: Member of tlie 'l‘eci’rnicei Staff, Alcetel—Lucent Bell Labs
a Brian Bowen (September 2807 ~ December zero; coerlviseti with Salvatore i. Stoifo)

Thesis title: ’Desigz and Analysis ofDescoy Systemsfiir Computer Security"

a Post—graduation: Member of the Technical Staff, Sandia National {cemeteries

o Curren .ly: Member of tire lecitnical Steffi Sandia National Laboratories

0

Service at Columbia

a Computer Science Department Pitt“). Committee, ml 9 _ 20H

6 Computer Science Depettnient Facilities committee, 2001 - 2008, 2010 - current
0 C tail; Facilities committee, 2063 — 2035, 201i , current

a Mfic. Admissions committee, 'Btltl’? ~ current.
a MSc Critinrnitteeq Ztltlté — Ttirrent.

a Computer Science Department Faculty Recruiting committee: 2602, 2.003
a: Columbia connnittee on Research Conflict ofl’nterest Policy; 29%)? _ 3098

s Clo-organizer, Computer Science Faculty Retreat, Fall EGG?
a: Adviser for the School of Engineering Computer Science Majors, Freshmen & Sophomores,

2904 ~ 2905

a: Computer Science Department Undergraduate Admissions Representative, 2903 — 2003
a: Adviser for the School of Engineering Computer Science Majorst Seniors? 2093 — 2004, 2906

~ 2007

9 Computer Science Department Space Allocation Policy committee, 2.002 — 20 l ti
8 Co npnter Science Department Events Representative? 2002 — 2.098
5: Adviser for the School of Engineering Computer Science Majors. itiniors, 2002. ~ 2003? 2005

, 2006

a: Computer Science Department CRF Director Hiring con‘irnitteet 2693
s Advisor for the School of Engineering Computer Science Majors, Sophomores, 209‘; — 290?.

a: Computer Science Department Faculty Recruiting conn'nitteej 2001 _ EGGZ
a Executive Vice Provost committee on Columbia‘s response to the 91' ll events, Fail 206i

Teaching
.1»

proves indicate mean course guaiz'ry rettingjrom student survey; survey not conductedfor summer

-1
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sessions)

at Instructor, COMS E61834 -- Advanced Twins in Netwnrk Security, Columbia University

0 Fall 2006: l7 Can-campus students (4.58/5)

e Instructor, COMS W6998.E ~ Advanced Topics in Network Security, Columbia University

0 Fall 2004: 17 onucanipus students (41 62/5)

0. Spring 2003: 18 on~eanipus students (N54)
6 Instructor, {TOMS W4180 — Network Security, Columbia University

3. Spring 2011: 4 CVN students (“N/A)
0 Fail 2010: '3 CVN students (Milt)

3 Spring 2010: 2S oo~eampus and 3 CVN students (4.48.6)
0 Summer 2006: T7 CVN students (JV/A)

3 Spring 2006: 63 oo~campus and '9 CW students (1.14/5)
3 Summer 3005: 4 C‘VN sturients (NH)

-3. Spring 2005: 4'! ou~campus and 5 C‘VN students (4.25/5)
0 Summer 2004: 6 CVN students (NA)

-3 Fall 2003: 4:3 on—camgus and l2 CVN students (3. 74/5)
3 Summer 2003: 5 CVN stutients (Bi/A)

-3 Fall 2002: 43 ran—campus and 9 CV'N students {3.21/5}

0 Fall 2001: 23 enveatnpus students (3.53/5)

w instructor, COMB W41 18 — Operating Systems, Columbia University
0 Summer 2007: 8 CW students {NA/l)

Fall 200-5: 59 nit-campus and 7 CVN students (3 73/5,)
0 Summer 3006: l5 CVN students (NM)

3 Fall 2005: 52 on~carnpus and 9 CVN students (3.86/5)

3 Spring 2004: 33 onucatnpus and 4 CVN students (3.39/5)

3 Spring 2002: 3"." onueanipus students (3.13/5)
» instructor, COMS W315” 1 Advanced Programming, Columbia University

3 Fall 2010: 37 on~carnpus students (3.25/5)

0 Fall 2007: ‘30 on—unnipus students (4.1 6/1)”,3

« Instructor, Cl87001’002 u Building Secure 8y stems, University nf Pennsylvania, Spring 1998

Support fer Research and Teaching (Gifts and Grants}

1 PI {en—i315: Roxana Geamtansu, Junt‘eng Yang, Simhs Sethumadhavan, Sal Stnlfo),
’UMEEMA IS: Mair/training Enterprisé’ Rssiiienqy via Xaieia’oscnpic Aria ,mtitm &

Transformation of Software! Services '1 DARPA MRC, $6,619,270 {09/2011 _ 09.12015;

leaving team that includes George Mason University and Syniantee Corn)

2 Pl, W55??? Supporifiy the: 20} I New .S'ecurz‘ty Paradigms Workzshqn Financial Aid
flapptemeut)”. NSF Trustworthy Computing, $10,000 {06/20} 1 ~ 07/2012)

3 Pi, "Leveraging the Ciam’ to Audit Use quensirivs .{igfiimarion’i Googie {research gift),
$60,290 (05/2011)

4. eo~Pl {with Sal Stoifo), 'NDAMSAdvanced Behavioral Sensors 314.359”, DARPA ADAMS,
$730396 (OS/201;} -= 0412013)

Pl, "Hacking“ Ser‘zsiz‘iue .[igfljfl’f’lfli‘iflfi Firms in fyforz’a‘r'n EE'EiéfF’pi‘fSeS”, Intel, $84,951 (l 2/2010 —
12/2011}

6. uo—l’l {with Sinilia Setliuniudhavan, Sal Stoifo, Eunfeng Yang, and David August kw

Princeton), ’L‘U’ARCHS: symbiotic, Polymorphic. Autotomic, Resilient, Clearz~sfafe, Host

‘1!)
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57':

9.

”£0.

12.

i3.

i4.

16.

18,

19

Security" DARPA CRASH, Séfifimgi} (10/2010 «- 69/2014)

P1, ”I "SF Supparifor the 2.01 ONSW .S‘ec:z..tri£y Paradigms fi'iyrkihop .F'ii'aamiai Aid'i NSF

'1"rus*;w0rthy Computing, $195808 (99/2013 -- 98/2911)

Pi {emf—Bis: Jurafang Yang, Sal S‘tcflfo), ”TJL‘MSTRGNE’C EAEPA, $7,53{3,113 {08/2016 —
0’7f2014; imding team that inciudas Stanford Univarsity, Seargs Mason [Mimi/sit}; and
Symantea Carp.)

co—I’i (with Junf‘cng Yang and Dawson Engirzr @ Stanford), "Seed: CSR: Large:

Colfalr-orativa Research: SemGrep: Improving Sqfhar'm‘e Refia‘biiity Wamugr’? S’emanfic

Sin'lilarity Bug Search”? NSF CSR, CNS-1&4 2} {37, $325,!)fii} (($1201 0 ~ {ES/EH 1)

PI, ”Hacking Sensitive Iigfbrmat'ian News in .I‘xfacz‘ezm Eraterpr‘ixes’i Intel, $823286 {DB/2009 --
07/2310}

. PI, ”Szgpplementfbr Internatianaf Research (I'olfabarczz‘imzs", NSF Tmstwméhy Cm‘npufiing,

$41,769 {09/20ng H (FE/2M 1)

PI, ’NSFSupportjbr” the 2009 New Security Paradigms Workshop Financial Ami”, NS?

Trufiwofihy Computing, $519,036 (OWENS - 05;!2010)

PI, ”Akasuring the Health qffim’emer Routii'zg: A Longitudmai Sway: (Beagle {reseaxuh gift),
Myflfiifi) (07/2009)

PI, ”C523: Sr‘mli: Ari J’i‘gfiarmatian .Accounmbiiii}! Architecmrefijr Distributsd Enzerprise

systems", NSF 'i‘rug‘twonhy Computing, CNSm{P9~E43£2; $459,?Efifi (QWZOGQ — 06/2312)
. (DO—Pi (with Jason Niall), ”TC: Email: Expioitz’ng Sbfhiflare EfasticigyfiJr' Auiomatic Sofiware

Seér’isHealing”, NSF ”i‘rusiwmthy (.1 ‘anuiing, CNS—09448455 $459,863 (07/2909 ., 06/2012)
«co—Pi {with Steve Beiiovin ami Sai Siolfo), ”Pro—crcfivaiv Remaving the Bomer Threat",
Office CefNaval Reseamh (ONE), $34,522? (534/2009 - 0912310)

. co—i’i {with Simha Sethumadhavan and Sat] Smith), ”SCGPS: Secure Cyéver Operatic-r25 and
Pamiieiizariwz Studies: Skater”, Air Fares: Gffice for Scientific. Rascavrch (AFGSR),

$651k9i3fl {04/15/2639 — 04”}41'203 0)

PI (so—Pm: Sal Smife), "Pragmm Wizz’b’elmm‘g Vulmi‘abiiity A naé}.*:ic.‘.s* and Risk Assessment",

Symamec (research gifi), fififigwi} (" 2/2003)

, comm {with Sai Swifo): ”A uromczied Creation QfNefwork and Canaan? Tia/{Ila Far the
Myriam! Cyber .Rzmge ’C DARPAISTO, $853M} (GE/’ONEQW ~ 06/301201 1; par? 01‘" a Sarge!"
pm’est)

. {304’} (with Steve Bsflevin, Ta} Malian, and Sai Smith), ”Secure Emmy/pied Search? {Aij

$648,787 (09/2003 u 02/2010)

. PI, "Tracking Sensitive Infiymaiion Flaws in Madam Ei'zrsrprises‘l intei {rasearch gift),
$64,0G0 (05."4008}

F1, ”Privacy and Search: fiaviarzg 1'! Both Ways in Web :S’ervices", Cmogie (rematch gift):
$5Gflfi9 {03/2008}

( F1 (309?: 8211 Smith), ”Continuatimz: Safe Browsing fi’hmugh Web«ba.miAppffcaiivn
Communities": Gcogle {research gift} $59,999 (UBIEGOS')

fl . vaf (with Steve Bellovim Vishal Misra, Hamming Schuizrinne, Dan Rubensteim Nick
Maxemchuck), ”26m 02432516 Dynamic intrz'micaiiy Assurabz’s (Tammwzr'ties (’ZODMC)",
DARPA/STO, $835,357 {11/2007 « 85/2009; part of a larger pmjeszz‘r with Taicm‘dia, $133313,
(EMU, and the Univmsity of'Pé. nsyivania}

. PI ”Tr‘avei Sup {emeni‘ Wafer the US/‘iia ,rm Critical In fi‘astmclure Protection {faocemiion7 A . 1

Program", NSF Cyhez’f'rust, $383648 {09/2007 _ 08/2099)
Pi, ’2“acketfimread: Practical! Nam-3r}: Capabiiiiies”, NS} Cyber’f'rust, CNS—01142773
328953533 {€39,066}? — 08/2610}

.. Pi, ’Tvztegmred Enraprise Security fifimagemem”; NSF Cybez’i‘msi, (551343744647,
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29.

30‘

46.

49.

$286,48fi (08/2667 — 07/2009)

PL 'iS‘grzfia Brmszsz'ng Through Web—based Appia’craticm Cmmmnizies”, NY State/Poiyteeimie
CAT, $23,1‘3fli} (06/200? — 06/2009):

Pi, ”AN! 1: Fzmndatimzul mid Sysz‘erms Supportjbr Quam‘imtive E145: Ivfangemerzi“, Uffice

ofNaval Research (CENR), $750,985} (GS/2GB? — (MKZLHZ; part of a iarger prejeet with the

University 91‘ Pennsylvania anti Georgia Institute efTeeEme-iagy)

PI (en~Pis: Jason Nieh, Se] Smlfe), ”MERE: Autcznamic Recovery afflmgrprise~Wide Svstems
Afier Attack 0r Failure with Forward Cm‘redfan", Air Farce Office of Scientific- Research
(AFOSR), $L368fi$§ (05/200? ~ 94/2012; part efa Earger project with (EMU and Penn State

University")

. 904% (with Sai Stolfo}, ”Human Behavim‘: fimsider ’f'hreaa and Awarenessi {ENS/BF,
$616,434.25 (1341’2007 u 03/2009) /" . . q

. PI (60%? Sal Stetxifofi, ’ZS’QflE Browsing Through Web—based Agavlz‘caiion a-.0mmzmziges'.

Googie {research gifi), $5£¥JB€H§ (GE/2007)

‘ ‘ PI {ea-P1: Sal Stdfefi, ’SS’zsppiemem to Behavionfyased Access Control and Commmzz’cafian in

fi/MNETS gram", DA RFA/EP’E‘O and NRO, $96,152”? (fN/ilffifi — 07/2067)
K PI, ”Secure Overlay Services”, NY State/Poiyiechmc CAT, $109909 (0932006 - 06/2007}

. Pi (eo~Pls; Gaii Kaieer, Sa} Stolfe), ”.Timbiz'ng Coilabomrive Seq’f—izeaiing Sqfiwarg Syszems”,

NSF Cyber'l'rust, CNSv06~27W3a $80§LGGO (09/2006 - 08/2010)

. P1 (co—P1: Sta} Stoife}, 'fiehaviarwbased Access {I’onn’ai am? Commzmicazz’on in .-*»~£41‘~fETs"i
DARPA/HTI‘Q $19935”) (07/2006 — 06"?097)

 
. 90—1)}; {with Steve Beilevin and Sa! Staffs), ”Large—Soak System Defense”, STD, $535,555

(Mange — new?)

. PE, "Active flecaysjbr Sivyware”, NY Staiez’Polyteehnie CAT, $253330 (96.52906 - 12/2007)

n PL "Reirqfiftiflg A Mme—oriented Paradigm: fr: C'ammodfly meflng San-siems fer High"

Pefifibr’mmzce Computiiig”, NS} CPA, CCE‘lOSuélflfi’S} $378,653} (01/2006 a 12/2008)
, camp}: (wiih Jasen Nieh, Gail Kaiser), ”Breadem’ng Parricipation in Research”, NSF BPC,

$133,565 (09f'2005 ~ 08/2006)

= PL ’Secure Overlay Services”, NY State/Pelyteehnic CAT, $12,588 (09/2005 ~ 06/2005)

. eo—i’i {with Dem Rubenstein, Visimi E‘s/{333%}; ’iS'ecur‘es fiveriay Servicex’g Ema} Corp. (research
gifi), $75,59qu (9312005)

. Pi, 1831akeyes", New York State Cemer for Advanced Techmiogy, $4,999 {07/2605 —
05/2006)

‘ . P1 ”Sal w maxim? Sni‘i‘warei Calumbia Seieme and ’I'eehmioe ' Ventures 'I'eseareh jfi‘),s . lI <5 a Y 1.; . ,

$65,000 (cameos - 99,2505}

. CO~PI {with Gail Kaiser} ”Trusrw-erfiur ComputingCurriczzlzmz .Z.T9€*;:eiopmem”, Microsoft
Research (research gift), Sfifisfififi (E 2/2084 _ 12:2065)

(so—PI (with Jason Nieh; Gafi Kaiser}, "Secure Remote ComputingServz'crey”, NSF UR, CNS—
f)4~2<§623, $1,2(j('},0(i=(} {(39/2004 — 08/2069)

'7 P}, ’L‘3’ec‘ure CN’eriqy Services'fl NY State/’Poiyteehnie CAT, $12,5fii} (0922804 - 06/2905)4;,

48. cue—PI {with Dan Rubens-mm Vishai Mime}? "Secure Overlay Services”, Intel Corp. (research

gift}, $99,699 (06/2904)

e091 {with Dan Rubensteim Visha‘i Mism}, "Secure (hrericw Services"; Intel Carp. (research
gift; filmifiifl {GS/”2003)

_ PI {ea—P13: Dan Rubenetein, Vishal Mime), "ZS'ecure Overiay Services’; (21930 Carp, {research
gm $?6,{E€3€} (0 mega)

. COxPI {wi‘ih Sal Steifm, Ta! Maikin, Vishai Mism), "Dixiribus‘ed Infra/Mafia}? {Bahamian

Feasibiliw :S'Iudy”, i‘iepafime inf Defense, $308368 (SNEOGB -- 03/2004)

-14)“
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52. Pi,

the University 131' Pe1111syivaiiia)
P1, ”.PO...'.S’E”, DARPA/ATO, $16,341 (09/2002 2 08/2003;

Universiiy 111' Pennsyivaeia)

part of'a larger project with the

Pi, ”GR/BLOCK” NSF Busted Commuting, CCRTC02089'? $207,001.1(072’2002 _

06/2131": ; part 111 a 1arger 111011301 11101 the U1111'e1'31ij of Pennsylvania and Yaie University)

gift}. 070.00010’720021

1136951100 (06/2002. — 05.2004)

01' a larger project w 1111 D1exei University)

'1'111131: $34,240,062

'1‘0‘1211 as PE: $20,625,555

Seieei 1111;111:111 T311113

. Pi (2311P111: [22111 Rube11s‘1eir-1 Vishi11 11/113111), ”Sayre O1I2r2221y Semicetfl‘. Ciseo Carp. {research

. Pi (mums: D2111 Rubensiein, Visit-£11 191131.21) ”Secure O1I9rwy.Sc»r1'rem" DAREA2"...1110,

. Pi, "Code Sec-1219131.1121615323175 Ki: (C0514K)”, DARPA/A'i'fi, $37,000 {07/2001 ~ 06/2003; 1112111.

”SY'IKL’JGA/f/H‘J”, D.<\R.P.“1,I’2-“1'i'0, $23,732 {09/2002 - 03/2003; part ofa iarger project with

"Chi/221902101122, Adapti1Ieé’qu'are Defense’,invited 18.11: ONR 99151113111111 011.1103’1C01111'1uie1'

Security Chicage, 1L Catcher 2010.

”Using Der:eye :0 12222221115.- Mil/1'13119123 [11,111.513,1111'1'12321 1.8111.
11191111311211 University of Singapore, SimJamie, Aug!1st 12010,

Computer Science- Depafimeni,

’Beizai'iorueased Access Centre} 1'21 012121’ and 19121833551wmas-3kg”, invited 11101, 5" P111).

Sch-2101 011 Security 111 Wireiess Networking (SWING) 1319111110113 11.111}; “111111-3211111' 2010.
"MILVET 5913141iry. Backgmwzd (2112/ 1‘31.511Wired 11121221116", 11111116311 111111 ”1"" P11. 1). Sic-1111111 011

Security'111 Wireless Networking(SWiNfii. Bertimm,1taiv 11111-311111 V2010.
"Defeczinglnsider 21.Makers ’1 imited 121111,)" 1’11iJ 815111301 011 SSCUTiT} in Wireiess
Netw'erkiiig{8‘1’sI’iN(5). 311111110111, 11313;, 111111122111}; 2010.

Wei/J(re2:13ng'(ma/éCal/21251012111212 .S'cflware [Jefenses'fl invited 131k, 5" P111). 34.211001 011
Security in Wireiess Networking {SW1NG'}, 813111111110 itaiy. June/Juiy 2010
"i-"oiceover/P: P152131,‘Mreafs. .mdi22.’1.embzi.ne. ir1viie<11a11<, 5"‘PPM) 911001011

Security in Wireiess Networking ’SWWGJ, Bertiriom. 1121132 June/111131 0210
I";iez‘erminisag Device TWNW/211915121333 in Heremgeneom EVIVII‘UVIMUM.‘, invited taiic ii”1112i

Werkshop en 1111.11 Evidence 111111 End111-end T111211 111 iieieiogeneeus 131111111111111111115, 8211111.
(2-11-1121, CA. May 2010.

WEI/caving Cede: Ins/102950211112.u’i.mJomzz.z3.1 ,invitedtaiig,1C'ieehiiicaiExchange 011
Moving Target Washington DC,Aprii?.010.
”Voice over 1’2. Rig/(.1 firearm and 221112.r">'11.ties”, invited 11211k. AT&'1 1.311s Research,

Fiorhain P21111.NJ,1~1_-1i'ii2010 I
’i/oiee Over ..,.\isk.;.T/1reats 21115! 112/11e1'.>11.'..'11e1”, keynete 1.1112. 5” internationei
(.0110:'e'1ee 111111111111111111011 Systems 811611111321(ICISS) 1x01123121, 11121151 December 2009
”Voice over 2’2”.Riiks. Term“ and 112111121'211’1111'711'2'1’ .’Cybei
Cor1fe.e11ee, New 3701110111162009

1111':215121119.1019. 13101131311011 (€11")

”Voice over 2’1”: Risks. T2.1252115. and '1izlne'mv11165”, keynete 131k, .Appiied Cryptography and

Neiwerk $116111in {ACNE1.301‘101'11109"}£iiiS, France, June 2009.

’Géiuromczric .S’qflware Se/fii’ieaa’ing, Presem“ and Future", keyrieie 1.11111, European W111511013

011 Systems Security {EureSee}, Nurembeig, Germam' 1111211911 2009.
"3.1993191. Peject Overview”. Symantee Reseaieh 1.21118, Culver City, C 11, .viari.11 2009.

.1}.
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a ”Survey of]; fS/VOIF’ Sees/gritty Wnrk”. Agenee Natienale de Reserul‘ie (ANR), Paris, France,
February 2009,

e ”Simui’ating c2 Glaiz-ai Passive Advensmyfiar Attacking Tonhke Anamxmiiy Systems ", National
institute fer Advanced lniiustriel Science and 'l‘eehrielngy (AEST), Japan, Neveinber 2008.

e ’Tfieniai ofServa’ce .Aitaeks cmd Resiiiam Overlay J‘Jez‘wnrkx", ENESA—FORTl-i Summer
School on Network 8; Infailmetien Security, Heraizliora, Greece, September 2803.

as ”rm; Newmrzma and the Current (I'empurer :S'ecurizfir’ Landscape", Onassis Fenndznien Lectures

in Science, Herakilen, Greece, July 20.08.

a "Simuiating if: Giobaf Passive Adversaryfor Attacking Tnswz'iice Anonymity Systems”, institute
(if Computer Science/FORTH, Heraklien, Greece, July EGGS.

as Wage to the barre-m: Maliciaus Hardware”, l$1 FORWARD Invitational Workshop fer

identifi'ing Emerging 'l'lireats in lnl‘mmatien and Cnrnmunieatien "l‘eclmelegy
lnfraetmctures, Goteborg, Sweden, April 2688.

Pubiieatiens

{Student cevauthnrs are underlined.)
Patenis

”;§4’icrobtilirzg using a trust management system ”

filleti‘new A. Blaze, Jenn leannidis, and Angeies D. Keromytls. US. Patent Number

7,996,325. Issued {in August 9’“ 201i.
2. ’li‘xfeziszx, .systems and media for snflware safijifzeaimg"

Michael E. Lee-£15m, Angeles D. Kernznytis, Salvatere I. Swift), Angeles Stewart, Gabriela

Crete, Stylienes Sidimgleu, hem Niel), and Oren Laedan. US. Patent Number 7,962,798.
leaned on June 14‘“, 20 i i.

3. "Systems and methods for detectii‘zg and inhibiting attacks using izaneypats”
Styllanes Sidimgleu, Angelos D. Kerenaytie, and Kesias G. Anagnoslekis. US. Patent

Number 7,904,959. lssued en March 83'", ml 1.

4. ‘ZS‘ystcms and methods far crafi‘eiatirzg and distributing intrusierz alert itenrmutirm arming
caffcrrlmrating computer systems ”

Seleatnre J. Stolfe, Angelns l3. Kernmylis, Vislml Misre, Michael LGQaStO, and lanai: Perekb.

U S. l3aieni Number 7,734,091 Issued an August 24th,. 2010.
"Systems and I'neihndr for correlating and distributing intrusion alert iftfili‘tfitlfim‘l 9‘inng
collaborating computer systems ”

Salvamre J. Stella‘s, T211 Malkin, Angelos I}. Kerornytis, Vishal Misra, Michael inseam, and
Jamel: szrekh. US. Patent Number 7,779,463.. issued on August 1’2"“, 2%.).

6. ’L‘Evstems and methads‘ jbr computing data transmission characteristics afar mama-kiwi}?
based are .s'ingieuended measurements"

Angeies D. Kemmytls. Sambmlillre Chakravarly. and Angeies Siavrou. US. Patent Number
7,660,261. issued on February 9‘“, 2010.

I. "Yl/Iicrobir'iing using a trust management system "

Matthew A. Blaze, John .l'nannidis, end Angelos l}. Kernmytis. US. Patent Number

7.650.313. issued an January lg?” 2016.
'Q’lfetr’wds and systems far repairing applicatioras "'

Angelos I). Kemmytis, Michael ‘8... lineage), and Styllanes Siilii'oglou. US. Patent Number
7,490,268. Issued On February l0m 20(39.

9. ”System and methodfar microbit’r’irzg using a trust management system "

 
U!
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Matthew A 83332.3: 3'0333313323333333133, and Angeles D. Kemmytis. 1.3.3. Patent “913333313333“

337,89136839333/331033 Sfipififh333.33 7'33 23304.
10 ”Sea 1.33/2 am? reliabfla 35320393393313 [irreiziter‘z‘ure“

W11 3123333 A. Arbaugh David .3. Ember. Angeios D Kemmytm, and 3333313332333 331833131313
Patent N33333be3 6.135;?I8 Issued 03317-‘eb3‘333333 6“"" 2001

3033233331 Pubificafiem

1. ‘14 Comprehensive S23HE} 03‘V0306 3:92-63 3'3" Secufisy 13.639.9339333"

AngeiesD. Kere3'33yiis.1e.3ppLar 331.1333. [EEE Cenzmwzcafiom Surveysandl’3330353353

2. ”A .919!m for G3323231353235;and Injecting Indimnguz'sizable Nez‘werk Decoys"
Brian M. 133m 233. ‘V25.13.3335 P. Ken/33333139, 933333333 Prabhu, ArigeEGs D. Keromytis, and $333 more

I 83331333. T313 appear in theJem‘naI 33f Sarnpzfler Seem/3W (JCS),

3 ”The Ej3‘55‘55‘3/33 D2333”'Receiver C3y§305ystem and {3‘s Appiiczztizms"
 Ted 33333336333 310331333 K. Lee. 2333316103 1'). KeeryEis, and Moti Yung. 13/3 1333633335333333/33‘31

four/33a! of Network Seem/3'[yrrU3‘v’_S'3, mi 13, 3333. 3, pp. 135 _ 151, Navember 21313..

4. "033 3.322 [33327535135033.5331 ofModding Poiymmphie Sheilecza'e: Redhinking [he 22.3732 [afiearning
in IfiirwaOfl 38372033023 Systems”

Yingbe Song, Michael .E. Loeasm, Angeles Stavrou, Angeies -) Kemmytis, and Sefivatere .3
830132). 133 35931623333333.3213? 3333539" Jaw/33333 (11.5.7) VLIG 81 no 2Epp 1'79 — 205, Nevember 2010.

S. ”033. The General 13332333130331!y Q,IrasiructionSe! Rummnrafior

Stephen W. Boyd €133.33“V' S Kc,Miehae1 E.E3 masts Angeies 1'.) Kemmytis, 3333c} V333. 333133;
Prevee1akie‘3. In IEE.E Trans330350315 an Dependabm and Secure Ce)[muting (112531723301. '3'. 310.

3 .pp 255 ~ 270, Juiy — Sepiember 2013}.
6. ”Skadew Home:3233055“

Mich3133 Peiyehmnakis, Periklis Atari-33:135. Stelios Sidirogieu, Fiestas G. 3‘33323333303191335

Angeies D. Kemmytis, and Evangelps Markaios, 133 1333753’33315503’33‘23 Jewrzal cng-wnpater 333332
23325333333331: 39323333553) (37.13:); .‘S‘. V01. 2. no. 9. pp. 1 - 15. Saptember 23111)

'7. 'Eflzics ['33 Securizy Valizewzbility1318393323353"

[1333133523134 Mrmvyshyn Ang C333 82333133303331. Steife and Angaies I) Kemmyiis 3333'EEE

Secu Ty & Prwmy 11323363.:338 VGL 8, 330. 2, pp. 67 — 72, 333.332.13.933 2030.
8. "Voice over .1.” 353,cwily. Re.ea;3‘5}: and Pr‘aciiee”

Angems '1'.) KeerVtiS. 333E3 EEScur/33:33 (32 Privacy 31432533325332. mi. 8, no. 2, pp. 76 - 78,
Mia:-Lfish/Ami} 23313.3.

9. ",331/1333((23based Band3.335th Charging F73;mework”
David Michael Turner. TV335233133 vaeiakis, and Angeips D. Kemmytis. 133 ACE/3’ Tmnmeiiom

on? i'merrief Tedwwicgg- (TGIF), V01. 10, no. ‘3, pp 1 ~ 351), February 3010.
133. ’14 Look at VQIP Vuinembz’iilies”
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