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ITU-T RECOMMENDATION H.235

SECURITY AND ENCRYPTION FOR H-SERIES
(H.323 AND OTHER H.245-BASED)
MULTIMEDIA TERMINALS

Summary

This Recommendation describes enhancements within the framework of the H.3xx-Series
Recommendations to incorporate security services such as Authentication and Privacy (data
encryption). The proposed scheme is applicable to both simple point-to-point and multipoint
conferences for any terminals which utilize Recommendation H.245 as a control protocol.

For example, H.323 systems operate over packet-based networks which do not provide a guaranteed
quality of service. For the same technical reasons that the base network does not provide QOS, the
network does not provide a secure service. Secure real-time communication over insecure networks
generally involves two major areas of concern — authentication and privacy.

This Recommendation describes the security infrastructure and specific privacy techniques to be
employed by the H.3xx-Series of multimedia terminals. This Recommendation will cover areas of
concern for interactive conferencing. These areas include, but are not strictly limited to,
authentication and privacy of all real-time media streams that are exchanged in the conference. This
Recommendation provides the protocol and algorithms needed between the H.323 entities.

This Recommendation utilizes the general facilities supported in Recommendation H.245 and as
such, any standard which operates in conjunction with this control protocol may use this security
framework. It is expected that, wherever possible, other H-Series terminals may interoperate and
directly utilize the methods described in this Recommendation. This Recommendation will not
initially provide for complete implementation in all areas, and will specifically highlight endpoint
authentication and media privacy.

This Recommendation includes the ability to negotiate services and functionality in a generic
manner, and to be selective concerning cryptographic techniques and capabilities utilized. The
specific manner in which they are used relates to systems capabilities, application requirements and
specific security policy constraints. This Recommendation supports varied cryptographic algorithms,
with varied options appropriate for different purposes; e¢.g. key lengths. Certain cryptographic
algorithms may be allocated to specific security services (e.g. one for fast media stream encryption
and another for signalling encryption).

1t should also be noted that some of the available cryptographic algorithms or mechanisms may be
reserved for export or other national issues (e.g. with restricted key lengths). This Recommendation
supports signalling of well-known algorithms in addition to signalling non-standardized or
proprietary cryptographic algorithms. There are no specifically mandated algorithms; however, it is
strongly suggested that endpoints support as many of the applicable algorithms as possible in order to
achieve interoperability. This parallels the concept that the support of Recommendation H.245 does
not guarantee the interoperability between two entities' codecs.

Source

ITU-T Recommendation H.235 was prepared by ITU-T Study Group 16 (1997-2000) and was
approved under the WTSC Resolution No. 1 procedure on the 6th February 1998.
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FOREWORD

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
the ITU. The ITU-T is responsible for studying technical, operating and tariff questions and issuing
Recommendations on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years,
establishes the topics for study by the ITU-T Study Groups which, in their turn, produce Recommendations
on these topics.

The approval of Recommendations by the Members of the ITU-T is covered by the procedure laid down in
WTSC Resolution No. 1.

In some areas of information technology which fall within ITU-T’s purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

INTELLECTUAL PROPERTY RIGHTS

The ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. The ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, the ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementors are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database.

© ITU 1998

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from the ITU.

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

CONTENTS

1 SCOPEC --veveeerenerrenterrereeesste et rereereees et sase e erseeraeeease s e seer s e enrten RS s R s e s R b b e s R b e bt e hs e b e ar e s
2 NOIMALIVE TETRIENCES. .. e.eveereereeeriecirerierteretereeeeesrestesasresrssesssestesresressacsnsesanssnees
3 DELINITIONS .......vivicveeieeiiesecrrter e terstrae s easre s e ssessneesnesesseesseeeeseesnseensesnesneesacssanenanans
4 Symbols and abbreviations...........c.evureeeceirenreeirerneeerr e
5 COMNVENLIONS ......cveeeeeeeercerrersteneesessresaersseessesseasssesstessassssseesseessesseeasneeensessnesseessessnnens
6 SYStEM INTOAUCHION. ......c.veveeecececeirrereerteee ettt e e senereeneseaseneenens
6.1 SUITIMNIATY ©.uvevveerierrererreresees et este et et e ese st se e b st et et st st et sese s e e e e et e e s e seeseennesaes
6.2 AUTNENUCALION .....ooviiveiieeieeesrretesreeieesteste et es s aessessesstasesessereeseesnsessesaesnusonsenseseeas

6.2.1  CertifiCates ....ooeverereiiieeeiircer sttt ettt ettt e s ne e e seee s e e srnees
6.3 Call establiShment SECUTTLY ... coveetrirreeteteeteriete ettt eesaen et eeeae s eaes
6.4 Call control (H.245) SECUIIEY .ceetrieieeeteeceert ettt et cae e ae s e
6.5 MeEdia SIEAIM PIIVACY .veveererrerreerireestesieteseteteteseesseses sttt esses e seesaeeeesesessesssenseneencons
6.6 Trusted ElEMENLS..............crrreieerere e seerer st ete s reeer et reeesaneeeseesnesnnessesanesnessaeennesns

6.6.1 KLY CSCTOW ...oviiiieneeeeniieieerrinreeeeieraseersesessneseeossasnrsestossmsesnssossssosssesssessssens
6.7 NONTEPUIALION. ..ttt ee e sttt re e s e e mnenn s
7 Connection establishment ProCedUIES.........ccvurreererreererrrrrrecerrreseeeeeerrssrssaeestseseens
7.1 INEFOAUCTION ..ottt e st sonssaasssabe s sas s s saas
8 H.245 signalling and procedures ............coocccreieerieneerrsiee ettt s
8.1 Secure H.245 channel Operation...........cocvveeveienenieercerencreeee et ieneerenesrosessesneans
8.2 Unsecured H.245 channel Operation..........c.cuovveeiieeiiieeeeeeieecvcerrrvesseensesveevaesvesosessens
8.3 Capability EXChANGE .........covvviriieirietirtee ettt s ete e see e e e ee s ee s re e s e s e snesennes
8.4 MASEET TOLE ...ttt st e et st e s re s e s st e st eeee s messmeesaneesmeeemas
8.5 Logical channel signalling........cccoccevmierienineiinrenrcrreirenrersreesereostesnensssssssesssssaens
9 Multipoint PrOCEAUIES .....ccoverreerrreieee ettt eeeereeer st s s
9.1 AUNENLICALION ....eeeiieeereecee e rce e e e e s st st e eeae s s me s e e sar e eee s saresanesseesaeesneessnes
9.2 PLIVACY .ttt ettt ettt s e e st s
10 Authentication signalling and procedures .............ccevrveenermrvniincnccn e
101 INtPOQUCHION ...ttt ceeersere et e st eeesretesaessesan e e s eeseesssesnsesnessacseronsennsens
10.2  Diffie-Hellman with optional authentication ..........ceeeevevevveeireerceererncnnenne. P

DOC KET

_ ARM

ES IR I B - N N R T Y Y R T " N o ]

o0 co

O O D DO 0 0 0o

—
(=

bk e
(oo N e N -

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




