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Abstr act

Thi s docunent describes the Internet X 509 Public Key Infrastructure
(PKlI') Certificate Managenent Protocols. Protocol nessages are defined
for all relevant aspects of certificate creation and nanagemnent.

Note that "certificate" in this docunent refers to an X 509v3
Certificate as defined in [ COR95, X509-AM.

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
" RECOMVENDED', "NAY", and "OPTIONAL" in this document (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

I ntroduction
The | ayout of this docurment is as foll ows:

- Section 1 contains an overview of PKI managenent;

- Section 2 contains discussion of assunptions and restrictions;

- Section 3 contains data structures used for PKI managenent nessages;

- Section 4 defines the functions that are to be carried out in PK
managenment by conforning inplenmentations;

- Section 5 describes a sinple protocol for transporting PKI nessages;

- the Appendices specify profiles for conform ng inplenmentations and
provide an ASN. 1 nodul e containing the syntax for all nessages
defined in this specification
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1 PKI Managenent Overvi ew

The PKI nust be structured to be consistent with the types of

i ndi vidual s who nmust adnminister it. Providing such adm nistrators
wi t h unbounded choi ces not only conplicates the software required but
al so increases the chances that a subtle nistake by an adm nistrator
or software developer will result in broader conpronise. Sinmlarly,
restricting administrators with cunbersone mechanisnms will cause them
not to use the PKI

Managenment protocols are REQU RED to support on-line interactions
bet ween Public Key Infrastructure (PKI) conponents. For exanple, a
managenent protocol m ght be used between a Certification Authority
(CA) and a client systemwi th which a key pair is associated, or
between two CAs that issue cross-certificates for each other

1.1 PKI Managenent Mbde

Bef ore specifying particular nessage formats and procedures we first
define the entities involved in PKI nmanagenent and their interactions
(in terns of the PKI managenment functions required). W then group
these functions in order to acconmodate different identifiable types
of end entities.

1.2 Definitions of PKI Entities

The entities involved in PKI managenment include the end entity (i.e
the entity to be naned in the subject field of a certificate) and the
certification authority (i.e., the entity nanmed in the issuer field
of a certificate). A registration authority MAY al so be involved in
PKI managenent .

1.2.1 Subjects and End Entities

The term "subject” is used here to refer to the entity naned in the
subject field of a certificate; when we wish to distinguish the tools
and/ or software used by the subject (e.g., a local certificate
managenment nodule) we will use the term "subject equiprment”. In
general, the term"end entity" (EE) rather than subject is preferred
in order to avoid confusion with the field nane.

It is inmportant to note that the end entities here will include not
only human users of applications, but also applications thenselves
(e.g., for IP security). This factor influences the protocols which
the PKI managenent operations use; for exanple, application software
is far nore likely to know exactly which certificate extensions are
required than are hunman users. PKI managenent entities are al so end
entities in the sense that they are sonetines naned in the subject
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field of a certificate or cross-certificate. Were appropriate, the
term"end-entity" will be used to refer to end entities who are not
PKI managenment entities.

Al'l end entities require secure |ocal access to sone information --
at a mninum their own nane and private key, the nane of a CA which
is directly trusted by this entity and that CA's public key (or a
fingerprint of the public key where a self-certified version is
avai |l abl e el sewhere). Inplenentations MAY use secure |ocal storage
for nmore than this minimum (e.g., the end entity’'s own certificate or
application-specific information). The formof storage will also vary
-- fromfiles to tanper-resistant cryptographic tokens. Such |oca
trusted storage is referred to here as the end entity’'s Persona
Security Environment (PSE)

Though PSE formats are beyond the scope of this document (they are
very dependent on equi pnent, et cetera), a generic interchange format
for PSEs is defined here - a certification response nessage MAY be
used.

1.2.2 Certification Authority

The certification authority (CA) may or may not actually be a rea
"third party" fromthe end entity’'s point of view Quite often, the
CA will actually belong to the sane organi zation as the end entities
it supports.

Again, we use the termCA to refer to the entity named in the issuer
field of a certificate; when it is necessary to distinguish the
software or hardware tools used by the CA we use the term"CA

equi pnent "

The CA equiprment will often include both an "off-1ine" conponent and
an "on-line" component, with the CA private key only available to the
"off-1ine" conmponent. This is, however, a matter for inplenenters
(though it is also relevant as a policy issue).

We use the term"root CA" to indicate a CAthat is directly trusted
by an end entity; that is, securely acquiring the value of a root CA
public key requires some out-of-band step(s). This termis not mneant
to inmply that a root CAis necessarily at the top of any hierarchy,
sinmply that the CAin question is trusted directly.

A "subordinate CA" is one that is not a root CA for the end entity in
question. Often, a subordinate CAwill not be a root CA for any
entity but this is not mandatory.
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1.2.3 Registration Authority

In addition to end-entities and CAs, many environnents call for the
exi stence of a Registration Authority (RA) separate fromthe
Certification Authority. The functions which the registration
authority may carry out will vary fromcase to case but MY include
personal authentication, token distribution, revocation reporting,
name assi gnnent, key generation, archival of key pairs, et cetera.

Thi s docunent views the RA as an OPTI ONAL conponent - when it is not
present the CAis assunmed to be able to carry out the RA's functions
so that the PKI managenent protocols are the sane fromthe end-
entity’'s point of view

Agai n, we distinguish, where necessary, between the RA and the tools
used (the "RA equiprment").

Note that an RAis itself an end entity. W further assune that all
RAs are in fact certified end entities and that RAs have private keys
that are usable for signing. How a particular CA equi pnent identifies
sone end entities as RAs is an inplenmentation issue (i.e., this
docunent specifies no special RA certification operation). W do not
mandate that the RAis certified by the CAwith which it is
interacting at the noment (so one RA may work with nore than one CA
whi |l st only being certified once).

In some circunstances end entities will comunicate directly with a
CA even where an RA is present. For exanple, for initial registration
and/ or certification the subject may use its RA, but comunicate
directly with the CAin order to refresh its certificate.

1.3 PKI Managenent Requirenents

The protocols given here nmeet the follow ng requirenments on PK
nmanagenent .

1. PKI nmanagenent nust conformto the | SO 9594-8 standard and the
associ at ed amendnments (certificate extensions)

2. PKI managenent must conformto the other parts of this series.

3. It nust be possible to regularly update any key pair wthout
af fecting any other key pair.

4. The use of confidentiality in PKI nanagenent protocols nust be
kept to a minimumin order to ease regul atory problens.
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5. PKI nmanagenent protocols nust allow the use of different
i ndustry-standard cryptographic algorithnms, (specifically
i ncluding RSA, DSA, MD5, SHA-1) -- this means that any given
CA, RA, or end entity may, in principle, use whichever
algorithnms suit it for its own key pair(s).

6. PKI nmanagenent protocols nust not preclude the generation of
key pairs by the end-entity concerned, by an RA, or by a CA --
key generation may al so occur el sewhere, but for the purposes
of PKI managenent we can regard key generation as occurring
wherever the key is first present at an end entity, RA, or CA

7. PKI nmanagenent protocols nust support the publication of
certificates by the end-entity concerned, by an RA or by a CA
Different inplementations and different environments may choose
any of the above approaches.

8. PKI nmanagenent protocols nust support the production of
Certificate Revocation Lists (CRLs) by allowing certified end
entities to make requests for the revocation of certificates -
this must be done in such a way that the denial-of-service
attacks which are possible are not nade sinpler.

9. PKI managenent protocols nust be usable over a variety of
"transport" nechani sns, specifically including nmail, http,
TCP/ 1P and ftp.

10. Final authority for certification creation rests with the CA
no RA or end-entity equi pnent can assune that any certificate
issued by a CAwill contain what was requested -- a CA may
alter certificate field values or nay add, delete or alter
ext ensions according to its operating policy. In other words,
all PKI entities (end-entities, RAs, and CAs) nust be capable
of handling responses to requests for certificates in which
the actual certificate issued is different fromthat requested
(for exanple, a CA nmay shorten the validity period requested).
Note that policy nmay dictate that the CA nust not publish or
ot herwi se distribute the certificate until the requesting
entity has reviewed and accepted the new y-created certificate
(typically through use of the PKIConfirm nessage).

11. A graceful, schedul ed change-over from one non-conproni sed CA
key pair to the next (CA key update) nust be supported (note
that if the CA key is conpromised, re-initialization nust be
performed for all entities in the domain of that CA). An end
entity whose PSE contains the new CA public key (following a
CA key update) must also be able to verify certificates
verifiable using the old public key. End entities who directly
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