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IN THE UNITED STATES PIIILVI AND ’I‘EUIDEMARK OFFICE

In re {may Ferries Reexammatien I‘II‘: I

I

Victor Larsen. et III. I CentmI N0; 95..»‘001fi88

I

US. Patent Ne. 73.4} 3,504 I {heap Art Unit: 3993

I

Issuesj: Angus: 26, 2998 I Examiner: IIelancI Easier

I

For: AGIIE NETWORK. PRGTGC()I.. FOR SECURE ) {Lieufimmtien N0; 5823

CUMRI‘IIINIC‘A‘I‘IONS USING SECURE )

DOMAIN NAMES )

Mai} Smp Imer Perms Reexam
Commissierler fer Patents

PIT}. Sex 1450

Alexandria. \A 223 I 3~I 450

Beeiaratitm 0f Atweies I). Kemmvtis. 1111.1). 

I deeIat‘e that the fifllewing statements are true to the best efmy knewIedge, infermatinm, {MEI

beiief, formed after reasonable inquiry under the circumstances.

I ANGEL-0S I). KEROIVIYTIS, decIare as IOIIOWS:

I. I have beer} retained. by Vimei‘X Inc. (”6131:3191”) fer the abmeqeferenced

reexamination proceeding. 1 unfierstaed that this :‘eexeminetien Invelves IS Patent No, 7,4I8.5I)4

{“Ihe “504 patent”). I. further understand that the ’504 patent is assigned m Vimetx and that it is part

of a {@321in {If paients (”Hunger patent family”) that Sterne Rem US. provisia'maI appiicatien nos.

fixOx’IIjfijéI (“file ’26} application”), filed en Octeber 30., 1998. and 605331704 (“the "RM

appIieation‘”), fiIetI on, June ’7. I999. I l’mderstend that the ’504 patent is a continuance ef US.

appiieatien rm. OQIEESQIU (“the "RIO applieatief}. IIIed April 26. 21390 {new abandoned). which is.

a continuation—In~part of US. application m3. 09.504.7wa {new US. Patent No. 6.502.135, “the "I35

pa.tent""‘}. I 3150 understand that the ’135 patent is a enminumion41%me 0f 1.3.3. appiiemion 1m.

093‘429.6£I3 {new US. Patent No. 1010.604}. winch cIaims primiiy I0 the 32361 and ‘1704 arpplicaticms.
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I. RESOHRCES { HAVE. CONSEL’I‘ED

2, E have review-«3d the ’504 patent. incittdittg claims L60. I have. 3.150 retiewed a.

Request}: for .Ftttct’ Parts; Reexaminatitm ttf the ”504 patent flied by Apple Inc. with the US. Patant

and Trademark Office. 011 flcmbet 18., 20M {“Raquest” or “Reqf‘m as wail as; its asc-z‘mtpa’tttying

exhibits} Additmnttfly. I have reviewed an. Order Granting Request tbr [mar Pm‘ffl‘? Reexamination

of the ’504 patent {'“the Order”) and an Office Action (“the Office Action”). bath mailed mt

Decatttber 39. 201 1.2

3. K have also studied. the fhltowtng documents cited in anti inciuded with the. Request

audio: affine Action: E. 8:33am at 3]., “Fiexibie {Emmet Secure Ttttmactitms Based on Ctfiiahttrative

Domains,” Lecture News in Cmnputer Science, wt. 1.3.61? at 3'?~51 {1997} {“z‘s’oigzttta”); {.S Patent

Np. 655?,03? m Proving {"‘F’rttt.sit2(f’}; LES. Patent No. ($396.86? to Besm‘ et at. (“Rees-er"); R.

Atkinson. IET’F RFC 223G. “Kex Exchange. Delegation Recent. for the DNS.” Rim-ember $997

(“RFC 2230"}; D. Eastlake at 233.. 1151‘? RFC 13:338., “Stating Certificatas in the Dammit} Name. System

{ENS}? March 1999 (“RFC 253 8”}; S. Kent at at, {RTE RFC: 240‘; _. “Security Architecture for the

Imemet Pretocot,“ Ntwetttbet 1.998 (“RFC 2401“}; D. Eastittke et 33.. {STE RFC 2065, “Don‘t-(tin

N31121:: Systgm SEE’M‘it}! Extensigng.“ January :99? (“RFC 2065”); 3, Pasta} et 31., {EYE RFC 920.

“Bantam Requirements.“ October 1984 (“RFC 920“}; E.. Gunman at. 211.. {EFF RFC 2594. ""LE‘setrs’

Security I—iandhook.” Fisherman? 3999 (“RFC 3504”); M. Reed. at 211.. “Proxies fitt‘ shtottytnmta

Ranting.” 2:31 Mutual Computer Seetlrity Applicattens (Immense, San Diegtt, CA. {December 9—

33} {‘Yi’tz'mzf’}; {:i'oidschlag at at... “Hiding Routing infatmationf’ Workshop tm htfotfmatittn Hiding,

Cambridge, UK, May 3996 (“Gutdschlag”); P. Mockapettis, IETF RFC 3035. “Domain Names

Imp}etnenttttiott and Speci‘fiuatiottf Nmrember £98“? (“REC i035“); R. Braden, {EYE REE? 1123,

“Requirementt for ttttemet Heats _. Appiiatttions and Support,“ October 3.989 (“RFC 3.1.2.3”);

R. ,sflstkinson. BET??? RFC 182:3, “Security Architecture for the interact Protncei.” August 3.995 {“RFC

3325”}; R. Hotts’iey at 31., IE'I'E RFC 2459, “fittiet‘ttet K509 Pubiit: Key infrastructure Certifimt‘e and

l I refer to the. Request for £5338!" Farms Reexaminatmtt as “the Request” and,
mttespomdittgiy, E Witt refer to Appie tnc. as “the Rmttesttzt‘.”

3 The CttTfice Actitm ittcm‘pmateg Hearty ail ofthe Request by rethrettce. For that teaser}.
when i sometimes refer to “the Request,“ i am aisc: referring to the Office Actimt.
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CRL Profile)“ $311111.er 1999 {KRFCI 2459’"); and P. lxl'lnekapen‘is, lE’l’F RFC if)“, “"Dnnmin Names m

Concepie and Faeiiiizies,” Ncwember l9‘8’? (“RFC 1133:19‘}.3

4. i am familiar with {lie level of etclinei‘y skili in the an. with respect in the inventions

cf‘ibe ’504 patent as of .Fehmnry 'l 5 3000. when the eppiicaiinn for the parent 7135? patent was filed.

Specificeliy. based on my review cf the techncli'igy, the educational ievei of active workers in the

fieicll and drawing on my lawn experience, I bellies-“e e pEX‘SQfl of ordinary skill in an: in ihni: time

would have had a masterls degree in. ccmputer science 01‘ computer engineering. as well as two years

of experience in cnmputei networking with some accompanying exposure to iiei‘wci‘l: eecniiiy.

5, i have been asiieci to consider new one 0f ci‘diiiai‘y Skill in the all would have

nmiersmnd the refiercnccs meniiened nbm‘e. My findings are set forth belew.

} I. QI}ALIFKTATIGNS

(i. i. have a great deal inexperience and finniliarity with cempnier and. iiem-‘ci‘k security.

and. have been working in {his field Since 1993.

if, i am currentiy an Associate inc-lessor of Computer Science 3?; Cclumbie University,

as well as Director of the University’s New-=ci‘k. Securiiy Li boi‘atcify. .i joineii Celnmbin in 2891 in;

an Aesisinnt Pi‘ci‘essm‘, after receiving my MSC. and Phi}. degrees in Compute? Science, Both lien}.

the University of Pennsylvania. M3, Phi). dissertaticn work was en the topic of secure access

control for distributed systems and. in particular. an the .im-inagement cfimst in distributed. computer

lietwciike.

8. I received my SEC. in Computer Science from the Unieersiiy cf Crete, in Greece. in

1996. During my undergraduate studies. i worked as system administraim in the Computing Center

at the University Of (Reta. Fi‘iilcwing that. l marked as Hem-mi; engineer at the first: cmnmerciei

lniemet Service Pros-rider (“181?") in Greece, FOR‘I‘Hnei SA, where i was exposed to many network

security issues.

9. i have actively participated in the intemet Engineering Task Farce (“IE-TF7}? a

staiidaidsxsening Lindy for the interest, since i 995. in the late 19985 and eai'ly 29005, my work with

the BET? wee prinmrily within me lntemet Prcicccl Security {"‘ifPsec‘? Working Group. in addition

3 Although I listed dates in these citations, 1 am not testifying in whether an}? cfiiiese
references were actualiy pubiiciy distributed en the date listed
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re contributing to the specificatien of the tPsec standards 1' wrote the first implementaticn of the

Photurt‘e key marrsgetrlent pretoce}, {120w RFC 2522}. 1 also crmtribrrted to the first (teen-source

implementation of the iiKSr-‘tMl’fliKE key management protocol for the epen-seuree BSD operating

system (new RFC: 2409}, and developer} the first such implementation for the Linux operating

system. Mr Linux, Unplementstiorr named Plum was adopted by the Netienztl institute of Standards

and technology {\l‘sl} in £999. in addition, my implementation of It’s-ex: fer the epen—scurce

BSD operating system. is currently used by many companies and. gmerttments around. the. worltl, and

serves as the basis for several cemmereial products that employ cwptogrephic communicattirms. in

1999, I arehitecterl and. implemented the first open—source framework for supporting hardware

cryptographic accelerators. This fremewerlt is used in the open~sorrrce ClpenBSD, NetBSf)?

FreeiBSD,‘ and Linux, operating systems. My work in implementing firewalls and other cryptographic

and network protocols has *resuitecl in cortmrerclal systems and publications in refereed technical

conferences and. academic journals I. served as Working Group Secretary fer the. IETF l’Psec

“jerking Group (2003 9005} anti as Securrty Area Adviser to the Bill“ at: large (2003 {2038:}.

to, In my current position at Ce‘lurrrble. University; I work w 1th a large group of graduate

and postgraduate students in the area of eylnereecttrtty. My pest students new work in this field as

university professors, as {eclmlcrrl researchers for research laboratories? or as engineers for

tel‘ecommtmicetiens companies. I have received federal, state, and corporate sponsorship to conduct

eybersecurity research from the Department of Defense, the National Security Agency the Defense

Advanced Research Protects Agency {“DARPA"_}, the National Science Foundatrorr, [he Departmetrt

ot‘Hemeland Security; the Air Force, the Office for Naval Research the Army Research Office, the

Depamnem of the. interior, the s Eatienei Reconnaissance Office? New York State, (Boogie, Intel,

(item, and others. In my teen years as a professor, I have received over 36 million {tellers to support

my research in cybersecurity. I also regularly teach ccurses on cybersecurity, in addition to more

general courses in, computer science.

ll. 3 have published over 200 technical papers in refereed journals, cottfieremces, and

workshops, all of which are directed} to varlcus areas of cybersecurity. l have else autherefi a break,

coauthored another book and centrrbrtted chapters for many other bunks that relate to cyberseeurity,

Between 1999 and 20m, it have rh‘efteri or (so-drafted eight Standards documents that: were pulrlishetl

as Request fer Comments (“RFCs”); Several of these RFCs are directly related to: it? security. For

example, RFC 6(342 relates to transport layer security; RFC 5708, RFC 2792, and. RFC 2"?04 relate to

key signature and encoding for trust management; and RFC 3586 relates to 1P security pelicy
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requirements. Additionally, l am e ceinvenm: an melee issued US. patents, and have several other

applicanens pending. Most pf these patents ancl pending applicatinne are (elated 11) network and

systems 36211111}:

l2. ’3, have chairefi several international technical eenferenees and \1»'0:1:l<sl10ps in

cyltaersecuri 13:. including. for example, the lntematirme'i (Ifenlhenee on Financial Cryptography and

Data Security {EC}. ABM (211111111116: and Cennnun101210011 Security (C(38). and the New Security

Parafiigms kashep (\SPW}. l have also served in. ever eighty technical. prognnfn committees. fer

such events. me 2004—2010, I served :13 Ansnciate E11110: fer the premier 1eclmieeijnnrna} n11

cy-rbe‘rseemity ----------- the ACM 'l‘raIISMIions on Infm‘mailen and Systems Seenrity {’l‘lSSEC).

Additionally. l have semen on general advisory weekshops to the United. States Govemmem en

cyltaersecuri 13:. including. among others, the Office of the Dime-tn: 11f Natianal laielligenee

(fjlflNllx‘Netieml Security Agency {NSA} Invitational Workshop on (30111131113110:er Cybereeeurliy in

Cemprmnised Em-‘imnments (GEE) {20! i}, the O‘ffiee 11f Naval Research {ENE} Workehep C111 Hes:

Computer Seculfiy (2010}, [he Intelllgenee C(nnmumty ‘l‘eclnncai Exchange 1:111 Mex-1111;; Target

{2010), Lockheed Martin Future Security 'l‘ln‘ems Workshop {2009), and 1‘31eAROHFS‘l‘C Workshop

1m inside: Atteek em? Cyber Security.

l3 3111 21131316111} '10 this; wmk, l have cp'fimnded two companies in 1:}1'l18‘rseC11rily. Cline

company. SteclcSafe inc. (forn’lerly Revive Systems lac-J, was a. provider el‘ 3 virmafized

prepmduenon staging environment. that includes 11111011111526 testing, analysis. and reporting fer ET

operatlene teams. l was with this Cuimlpany from its {banding in 2005 until 2009. The second

company. Allure Security 'I‘echnnlegien (founded in 2.010}, develnps deception—based. 5121111011115 for

(lemming and mitigating the malicious cyber—rlnslder threat, 1:11:11111ercializl11g teelnmlngy developed at

Columbia tl‘n‘nugh DHS and DARPA grams and a DARPA SBIR 121111113111.

M. My Curriculum vitae, which is appended to this declaration, details my background

and tee £1111 eel quallfi eatiens. Altlnmgh I. am being cmnpensated :11 my Standard rate 11f $500.:‘he11r fer

my work an {his declaration, the cmnpermation in 111': 11-1111: ell‘ects the statements in this decimation.

I11. BACKGROUND OF THE ’50:: PATENT

lfi. Befme mming to a discussion. of the references relied. en in the Request and. the

(")l‘fiee Actlen, l 51111111131121? my imilmewnding ulcenaén e111b0ciiments diselpeed in the ’504 patent.

Generally speaking. the ""504 patent discloses, ameng other things, systems and methods fer

1311.319113ng 11 domain name service {0‘13“} fer establishing a secure {311111111 unitafien link.
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16. The ‘504 patent disc1ose 5mm mnbsdiments of a domain name sewice system fur
U}

establisl'xing a secure 80111111unicatiml link, such as a virtual mix-ma Hem-wk (“SPF“) cmmnumcaiinn

11211;. In am: such emhudimenn a move}, specialized DNS Server receives a. iraditionai DNS request,

and the DNS server automaticaliy :“acilitates the estab‘iishment (If a. secure mnmtmmicaflou fink, such

as a VPN link, between a target made and a user. (504 patent. 39:46-37 .1.) This speciaiized DNS

server 13 diffemm Steal a can\-'emio113} DNS server knew-1.1 at {be time of invention for 31' least the

reason that the. specialized DNS server 3113131313113 the. extabfishjmnt of a. secure. communication fink

bs-zyand merely returning a. requested IP‘ address or pubfic key

1?, For exampia in the. exemplarsé 0f FIGS. 26 and 2“? 0f the ’5114 patent, reproduced

beiov, a DNS server 2602 induding a DNS proxy 261.0 supports establishing a VPN fink between a

cumpuier 2601 and a same target site 2604. {Id 3139:6l41159.)

 
18 in me embodiment, the DNS server 3603 receives a; DNS request for a target site

frmn cm‘npuizer 2603.. (113’. 3140:4942.) The DNS ‘pmxy 26H} detarmirms w'imther the iargei site- is a

secure site. {1121 at: 40:13—15, d0:-‘19—56.} If access 11:: a secure: 3116 has been requested, the DNS proxy

2.611} detennings whether the camputer 261.11 is authurjzed 113 access the. site, {Id 21:40:51.593 ‘ifsoi

the DNS pmxy 263,0 'iranm‘ni'is a n'mssage to gatekaeper 2603 m faci'iitam 1116: cmafim‘; mfg: VPN 117111:

hem-"€313 cmnputer 26301, and secure target site 2604. (Id. 211 40:18—24.) D\S waxy 2610 than

responds to the computerk 2601 DNS request with em addres3 received from the gatekeeper 2604.

(Ed. at 41): 19%?) A secure VPN link is {111m established between the computer 260.1 and the secure

~61»
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target site 2504. (Id. at “5—8) As eliewn in this example the epeciaiized DNS‘ server supperts

creating a secure certtnrenieetiea fink, er, in other words, dries more than a. eemterrtienai DNS setter

at the time of irweritiorr

139. in fact. the 304 patent highlights this distinction between the speciaiizeti DNS server

disclosed in its specification and a cmwentionai DNS scheme which merely returns a. requested I?

address or pubiie key:

meentienai Domain Name Sen-“em {DNSS} preride a iookvup flirtation that returns

the EP address of a requested computer or hast. For example, when a cemputer riser

types in the weir nitrite “‘r'ehooepnif the user‘s web browser tr‘a‘ttsrtrits a request tit a

DNS, which comerts the name irite a feet—part if) address that is returned to the user’s
bruit-Ger. ‘ t ‘

(Line centrentieriei scheme that prerides secure virtuei private REWJOI‘RS ever the

internet prim-rides the ENS server with the public keys; 0f the machines that the {)NS

server has the addresses for. This ai’lows bests 1c: retrieve autemeticelly the public keys;

0f a host that the host is: m communicate with so that the host can set up a VPN Withflut

liaising the user enter the pubiic key of the tiestinatien hast. One impiemematien pf

this standard is pt‘esen’tiy being develeped at: part of the FreeSEWAN project {RFC

gears).

The eerwentitina] scheme settlers than certain dram-”hedge. Fer exampte, any user can

pattern} a DNS request. Moreover, DNS requests resrrive t0 the same value for ail
USER‘S‘

According to certain aspects of the int-emigre a speciaiized DNS server traps ENS

requests andfi it the request is item a special. type of user {eg one for which secure
cumitiuriieatioe sen-“ices are defined}, the server fines not return the true Ii) address of

the target node, but instead, automatically sete up a rirtuat private network between the

target node and the user.

(Id, at 39:7»53 ‘} Compared with a conventional DNS knewn. at the time. of the tiling {3f the ’SCN

patent, the speeiaiized DNS disclosed in the ”504 patent supperts egtabtisiiiag a secure

catninunieatioe iiulr. 'I’he eiaime ot’tite ”504 patent are 21350 directed to a domain flank," service for

eetablishing a secure communicatitm link. (See, erg. ’5’34 patent. 55:49—56? 57:48-58Y (’38:.3—i4}.

IV. REFERENCES CITE-I) AGAiNST CLAIMS I 363a AND {if}

A. Sabine

20. Generally, 30me diseieses e, deirrain—beseéi security architecture for Internet

transectimis. (Serum: Abstract, Fig; .1.) Regarding Fig L t‘eprridueeri imiew, Sit/’riiiri diaeieses that.

the architecture includes a directory service {DR} that binds domains to their piliitie keys and 3.
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Inca} authentication database (“LAD”) that IIIcIudes the public keys for each primeipa‘fi within a

domain. (Id at: 43 .) Suimm discieses that each security domain IIIcIudeSa deIzIaiII he} holds:

(“LIKE") that stores the key ring of domain ptlbiicfpt‘ivate key pairs and e dOIIIinI.I ‘hmfier system

("BBS”) that. perf’emtzs varieue tasks I‘eIated to inter—donmin coilaimmtioe. (I'd. at. 43—44.} SI‘JMI‘M‘

SISLI dISSISSeS IIIIII‘IIIIII naming infemmtien I“Us’SIIIthat IS IISed to deSIguaIe 130th domains; and

principals within domaInS. (Id. at 43.} The UNI may be “a eomnmn name, an E—IIISII address, Dr S

netwmk afidtess (id.‘1
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21%. Solmm discioSeS two ItltematiS-ee Ihr LIIIIIIIIIIIIIL‘atitIg between an initiamt in a SGIII'CL’

demain and a, I'espmtdet in a destination domain. (Id. at Figs. 2a and 2b, below.) In the configuration.

reiating to Fig. 2a the initiator sends a communicatien II to a souxce IJBS {'“SS—I‘JBS‘ 3. (Id. at 45A}

The cemmuuicatinn itlcludesa heme: that contains a SSSSII‘III km and IIIIIIOI‘I‘II naming II).'"IIIII‘ITIEIIIUT1

(“UNI“) for the responder, and iS encrypIed with a public key {If the warm dmnejn. {III} ’I'he S—

UBS 1:: es the anmumcatzon decrvptg the heads: using its pmme ILL-3.} ILEIICI‘VIBIS the same

header using the pubiic key (If the desI‘iIIaI'imI domain, and SEE‘IIIIS the trIIIISIIetien It) {be destination

DBS (“D-D88”). {1:23. at 45—46.} The D—DBS liken-SSE extracts the headet, finds; the Intel public key

(If the respmder in, the 14.4.1), re~enctypt5 the same header with the respender local. pubiic key, and.

I'III‘WEII'IIS the transaction In the responder. {'Ia’. 211146.}
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22. in the cenfigumtiou reiaiing {a Fig. 3b. the initiator sends a simiiar connexmicaiien

directly to the responder that incmdes the same header as in the ecsnfigumtion 0f Fig. 23, except that

the header is encrypted with “the desiinetien domain pubiic key. {led at 4546,} The respeuder

forwarde the header to the D—DBSe and, the 'D—DBE: sends the header back this time ens-minted. with

the respoader Race! public keV. {151. 4‘

1. Srmflme dues not disclose a dammit: name service system configured to

store a piuraiity 0f damaiu names and correspunding network addresses.

2'3 it is my meim} that Sm’tma does; not dischse a domain name service system.

configured. to store a. 'piurality of domain names and eerrespending network addresses. as recited in

various eiaims 0f the ’504 patent”. The Uffice Action, by inem'pm'eting page 4'2 ef the Requeei,

asserts thai Seiena’s Unilbrm Naming Infiwmwfian (“UNI”), which may be mihlished in. a direcimy

service (“BS”), ineiudes both demam names and cerrespending network addresses. ii disagree for the

fidiowing magma.

24. First. Sofam doee not diedese that the D8 stares a. pl'umiity ef domain names and

corresponding new-wk addresses. Instead. Shim-m mereb' discloses that the DS stares “naming

infennation and . . . eeriificelee that seemeiybind dummies 1'0 their public has {.Sbimm 4‘3.) Thus,

ifatnything Shifcmd’s DS stares mulling ieformatien for domains and CWT-€5penciirzg pubfic keg-*5 fer

the domains. But Shims: dees net disciose that the US stores a plurality of domain names and.

correspmdieg Heft-my}: addresses.

25. Second, the “naming iisz'rmaire‘m” stored in Smmm’s 33 also daee net .inciude both

domain names and cm-respemfing newer}: mfdremext. Selma explains that the “naming

infexmxatien” is stored in the DS in the fm‘m UFUNES which may include “a commend name, an E~

men address. or a Mime}: address.” (See id. ,enmhasis added} Thus, the UN} diseiesed by Sokma

dees net inciude but}: a domain name and a corresponding mete-fork address.

_. 9 _,
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26. Furthen in Fig i. reproduced in part below, 50mm discloses iii greater deteii ‘Iiow

UNiis and om‘resimritiing keys iriay aiso be stared toge‘ii‘iei‘ in the LAX), another database separate

from the D8. But the LAD also does not store domain names and corresponding netwmk addresses:

   
  

 x‘. ‘ J“w“,‘wfi ‘ \\\\\~'
ar\x Q

\‘3‘

I/Mo
I

5

{1d} The UNIr’PubK iaiiies in Fig. E Show haw the LAD associates a UNI iii a particuiar principal

 Inf/lit:‘tttitl/‘i-‘I‘IMO’JIWIMIIMMW
with it3 public. key. (Id. at 43—44.) As Shawn. the UN} “LES for a principai iii the source domain

correeponds to public. key “asdfgiiif’ am? the UNI “arbttxfiiT-ri)” for a prirxeipai in the destination domain

currespenrie to public key “zxevhir,” (Id. at Fig. 1.} Bart again. {he UNI itseifdoes moi: inciride both a

domain name and a. con'espendiiig network address. (19’. at 43.) Moreoven the UN} stored in the

LAD is associated with a pubiic key, and not with a network address. {It}. at Fig, 1.}

27. Third, we of erdinirry ekiii in the art would not have understand Shier-28‘s D5 to he a

domain name service system. As discussed. Katrina’s 38 stores naming information (UNis) for

tionmins and certificates that himi these domains; to pubiie keys But .S‘oiiiriii does not disciose that

the DS 'i‘eSOiVES damain names;-------i‘ec‘ioiving domain. names into i? addresses is outside the scope of

Shimm.

3. 591mm does not disclose a domain name service system configurefi to

receive a query for a netwerk address.

.28. it is also my opioion that S‘rzilrri'rar times not. tiiseios * {:1 domain name eervice systeiin.

configured. in receive a Query fer a. network address. The Office Action adopted pages 42—44 of the

Request, which asserts that this cieim feature is disciosed in three different. figures ofS‘rflana. For the

foiiowing reasons, i dieegree with this aeeertioir.

39, First, centraiy to the Request’s assertions, Figure l times not disclose a domain name

service system configured to receive a qoeiy for a network address. The Request asserts that. seizure

“explains that its SECURE DNS eyeiems are designed to haitidie the ‘geiireric iiitemet transaction"

which . . . is generated by requests initiated by the two 'pr'inei'eais-r-r-iiie “initiator” and the ‘i‘espoiider.m

(Reg. at 43.) "i‘he Request continues: “[ijn Figure L the initiator and the responder entities are shown

as making requests that are acted open by the DNS system to estabiieit Eli] authenticated and

encrypted ciiaririei efcermmmieaitioiis.“ Uzi.) 1 disagree.

— 10—
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30. Nothing in Selene suggests that the identified requests in Sufism; inchrcie a query for a

network afiic'ircssr To {he cannery, the “requests” semi. from the initiarcr and responder, discussed in

greater detail beiow with respect to figs. 23 and 2b, are queries for rem srored in rise [)3 or the LAX).

(See genes-chirs id. at $15-46 {“The initiator . . . iscues a ‘DS query m chem? {he desrinmion cinema

przhi’fc fie}? emphasis added) Indeed, Fig. 2 cf Seismic; disclcses an esrc-I‘rirccrurc that distributes

public keys used to eerebiish authenticated enrifor encrypted charrrreis ----------- not an architecture that

receives queries for netwcrk addresses.

3i. Second, contrary to the Requesfs zrsserr‘irms;~ Figure 23 in Serena does not: dieciose a

domain name service system configured 1:: receive a query for e. nerwerk address. With respect to

Fig. 23, the Request asserts that “the DNS system acts on. requests rc derermirre network scirirecscs of

the initiator and respcrlcier principals" (Ii-i at £14.} "I‘he Request eisc points to the three

communicetirme shcwrr in, fig '23 and expieined on pages- 45—46 cf Scrum as a‘ilegedly disciosi'ng

these “requests to determine nerwcrk addresses of‘rhe initiator and. respcnrier principaisf’ (id, err. 43*

46%.} Again 1 disagree.

32, Serene discioees that the first commrmicenon in Fig. 2a is sent from the source

domain to the 3988 and inciudcs “a header containing the. session key anti rhe UNI of the

responcier" and a payioad cm‘rrairring encrypted data (depicted in Fig. 2a 215 “iEvrlDATA'fl. (Soiarm

45.) Nothing in Safer-re describes or suggests that the communication includes a request fer a

nerwcrk address. Mercer-er, the remaining two communicatinns shown in Fig. 2a merely invoice

forwarding the communication from the S-DBS to the {Ii-DES and than .i'i‘om the Ill—DES to the

responder (Id. at 45—46.} Each of these communicarions includes the same header containing the

same seesicn key and UNI cf‘thc responderwrhe only difference being than the header is encwptcd

with the puhiic hey efthe recipient riurirzg each c-ormrrcnicerich (ices. the public key ci‘ihc decimation

domain (hiring ccmmcnication 2 and the public key cf'rhe responder during corrminniceticn 3}, Uzi.)

33. Frmher, Figure 2a fines not discicse a denizens name sen-ice sycrem configured tn

receive a query for? a ircrwcrh addrese” because what the Request a‘ileges is the claimed domain were

service system (Sriiarra’s DS) does not receive {he aiieged query fer a Hem-or}: ariiiress. Schism

discloses the: the ccnfigureticn oi‘Fig, Re is panicuiarly ccnvcniem for principals racking access m

a global BS.” {14:17. 23146.} In other wcrds, the D3------the elieged dcmain heme service system-------is not

involved, in the method discloseci in Fig 321.

34. Third; contrary is} the Requesr‘s assertions Figure Eb (zines nor. disclose a domain

name service system ccnfigured to receive a query 1111* a network address For excmpie, Scrum

qr-
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explains that the first eommunrcetjen in Fig. 2b includes the initiator generating the same header as

in the first: commmioatlml in Fig. 23. {Id} Then. the lilliiaifil‘ issues a “US quew to ohmm the

desrinaiimr don-mi}: public £133th headereecr;rg_r_1!itn-t,” (3:1,, emphasis added.) Thus, the only query

issued by the hamster is a query fer a public keV and. not a query for a hetwerk address. {id}

3. Selena does not discluse “a domain name service system mmfigured . . . to

comprise an indication that the domain “all":

service system suppurts establishing a secure cemmunicaflou link.”

35, it is else my epinion that Sfliflfifl else fails to teaeh or suggest “a domain name.

service system. configured tn . . . comprise an indie-atlas that the demah: same service system

supports estebhslfiog a secure eon'n'nunleashes link," as required by, for example claim } ef the 3334

patent The Request asserts that Salami-1r teaches this limitation because: (1} lS’ehe-uzt teaches that its

system includes ”a Domain Key Holder {BER} and a Domain Border System {BBS} that manage

and use keys-tentficaies to hemdle authentication and encryption lhtsetthms”; and {:2} “the pateti’i

owner has asserted that the use of certificates in connection with establishment of seizure

cemmunieation links mmprises an "hrdieahen’ that a DNS system can supper: secure

cum{Implications."‘ {‘Req, at 45.] l disagree with these asserthrms.

36. The Request suggests that the keys and certificates in Salons are indications that: the

DS, BIKE, and .088 of Styluses support establishing the alleged. secure commanieafleu link. Bat 1m

cemhination Uféi'olemr‘s D8 DKl-L or DES can he the recited danish} name sen-rice system because

none of these components are mall gmfed to {l} store a plurality ofdemain names and corresponding

netwerh addresses or (2} receive a query for a nets-tori. address as required by some ofthe claims of

the ’30-'11 parent. Moreover, one pl? ordinary skill in the art: at: the flute of‘ihe application for the ’504

patent would not: have understeed the DES; DKH, or BBS to be a. domain name service system. As I

discussed above: the D3 described by Salem does no: store a plurality of demain names and

cm‘respending network addresses or receive a query for a network address. Indeed. the Request: and

the Office Action do not Show lens the. DKH and {ABS disclosed by Sailors; include these features.

Nor could they, in the eyes of one pf ordinary skill in the am he considered a domain name sewiee

system .
 

3?, in additien, it is irrelevant whether as the Request and Office Action assenm‘“the

patent owner has asserted that. the use of certificates in cortntreetion with establishment: of secure

Ctmmmtttitattion links cmnprises £1171 ‘lndicafion’ that a DNS system can suppm‘t secure

commonleafless.” {'Io’.) The certificates and keys disclosed by Selena and relied upon by the Office

Action are distributed by systems that are not domain same service systems.

43..

Petitioner Apple Inc. - EX. 1052, p. 12



Petitioner Apple Inc. - Ex. 1052, p. 13

Centre} N0: 953’001 388

Decietatieh efAtigeioe 'D. Kerminytis, PhD.

3. 5613113 in View Of RFC 2534

33. it is my opinieh that eemhittittg RFC 2504 with Saturn: still does that remedy the

defieietteies 1 identified above with respect to Shit-with The Request tehes on RFC .2504 as- dise’iosing

an indication that the domain name service system suppm’ts estahhshing a secure coniimimicetien

hath: 1' disagree.

39. RFC 2504‘ is a document that “*pt‘evities guidance to the end-users of computer

Systems and netwothg {them what they can do w keep their data and cemmtmieetion private“ (RFC

2504 at 2;} 1&5 such, RFC 2504's thaws is with endqiser fiihctimiality and steps that: endmsers can

take te prOt3C£ their network 00mmunicetiene (See id.) RFC ZSM doee mt discuss D’NS

ftinctionaiity Moreover, RFC 2504 does net disciose storing domain. names and teorrespenthng

netwetk adéireeses or receiving, a query for a mtwet‘h address. Because RFC 250% does net dieciese

a dettteiu name service system, it does not disclose an indication that the definite mime service system

supports estahiishing a secure communication link;

4t}. The Request and the Office Actien also assert that RFC 2504’s “Lies: {if visible

indications, such as a. ‘ioch’ or ‘key’ icon through a. web browse)" diseieses such an indication.

(Reg. at 91.} But whatever the teeth. er key icons ofRFC: 250i! indicate, they tie hot .intiicate that the

don-min name" service stutter?! euppflfle estahiishihg a secure cetnttltihieation iihh, because no Such

demain name service system is disciesed in RFC “2.584.

C. Prov-£110

iii. Pi‘vt’iflt} diseioeee a system fi‘ii‘ counts-fling an enema? device to a device 011 a. virtual

private network via a. secure tunnei between the ex'tet‘nai device and a. titewaii associated with the

virtue} private netwerk; {Pym-rim) Absti‘aet.) Referring re Fifi. i {if Preteen? repretiuced believe,

when an epet‘eter at a device 112(1’13] wiehee ta mattect te a. device 13 en the Ethernet, the operator

inputs 3 Mitten—readable address of the device 1‘3, causing the deviee limit} to senct a message to a

name sewer t7 requesting the cowesponding internet address of the device 13in}. {lit at 8:1440,

MKS-i i.) The name server i? does not have the addresses (if the devices 3} at} the virtual private

network t5, except fer the acidress et‘the firewaii 30 ot‘the virtual. private network 1:3. hi response to

a request he: the thtemet address at it device 31 en the virtual private netwm‘k 15, the name server

returns the It‘itei‘ttet adt‘hese efthe firewall '30. (Id, at t0:4§—33, 11211-163!
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42. The. device 12(111} initiates establishmem in“ a secure. tunnel with the firewaii 30. {1111

at 9:32.156, Nl‘:56~58, 11:13~l6.} Furthm‘, the fired-a}! 312‘} pmvides the device 12011) with the

idemificatiam 111'” a second name Starve}? 3?: inside the virtual private netwdrk i5. (Id. at 10:132—613.}

The device 12$ m) 5813(331 met the secure WHEEL a message: to the secund 111111113 server 32 ,1‘equesiing

the Internet address of dim device 31 01:11 the virtual! private network 3'1. correspmldi 11g 111 the hunm:1«

readable address of the device 3}. (Id. at H}:63«6?, '2 1:1”?«36fi Thereafte‘a the device £3131) is able

t0 cmmnunicate with the device '3. ‘2 0111119 virtual private net-1110111 15 via the see-11111111111111}.

43, The Request. asserts tha 11' “the identification. of Fitewaii 3i} by name sen-er '1‘?

campi'ises an indicatian that the name server 3 ‘3’ 31113130113 establishing a secure- communicatidd fink.”

{REL}, at 122.) I disagree.

441 AS demribed in the 51111111111131 diam-‘13, vaimfs name server if? ------which {he Requeat

and {he Uffi‘ce Aetidn allege discioses the. Ciaimed dmnain name service system-"@1131 {wolves the

Internet address of the firewali 3D in respmlse 1:021 legacy: to mmive the human—readable address Bf

the 1311211112111 3101 This is not an indicatinn that the {1511:1113 server 1‘? {the alleged 111111111111 11111116 service
n

)1
system} s11’ppm‘ig establishing 1'1 secure cmnnuudcatjon fink, because the name sewer i. {‘BSOIV‘ES the

requested {me-met address ofany device 13 011 the Internet, fired-'31} 30 131i athem-‘ise, provided that is

abie 111 do 513. ,Pr'ansinrfs 1131111: sewer 27 {the alieged domain name service sygtem} operates just Iike

a conventionai domain name service 3313113111 and (111135 1101133118 any additionai 1111112110111111111111111 could

be considered {10 comprise an indication that the. name server 1’? suppmtg 11111111111111.1111; 111 secure

13.1..
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communication link. indeed, since the only disclosed cepebiiity of the itarrie server i? is to

indiserirniosteiy return a requested ioterrtet address of a device. Pram-trio does not even suggest that

the Home sen-er i 7-" lies the capability to support estabiisiiing a secure communication tilde. Proiriiio’s

name server l? returning a requested loternet address cannot. comprise an indication that the name

server l7 supports establishing a secure commonieatioo link, sioce Fire-firm does not even disciose

that is has that eepabiiity to begin with.

45. Supporting my come]t‘tsiori_~ Prat-tiers aileged dorooin name service system {the meme

server i?) is consistent. with it conventional domain tiaitie service system that the ‘50s patent

distinguishes from a “dotrneiri same service system configured to . . . comprise art indication that the

domain name sen-tee system supports establishing a. secure eommrmicetioo. link..." as recited. in Claim

3. (See, rig. ‘504 patent 39:?43) For example, the ’58»; patent indicates that e eoiweotioooi

domain more service system mereiy returns as if) address that was requested of it. In one

embodiment, the see patent explains that “[e]onseotiooei Domain Nettle Servers (DNSQ provide it

iooir—up function that returns the 1? address of at requester? computer or host. For example, when a

commuter user types in the web name “Yahoooomf the user‘s web browser transmits a request: to e

DNS which converts the name into a thorfipzirr 1? address that is returned. to the ”user‘s browser . . . .”

(it‘d. at 39:?—l3, etrtphosis added; see disc) id. at 39:34—42} In soother example, the 5503} patent

identifies a conventiooei domain name service system that stores public keys of diiiereot machines

so that hosts can request and receive those public keys from the doritaio more service system. {1d at

39:34-42.) Simiior to the comr’emiooe}. domain name systems described by the ‘504 patent, the name

server I? of Protest) merely returns a requested Internet address of a. deiriee corresponding to the

homeosreedaoie address of that device. such. as the requested if? address corresponding to a domain

name like “Yehoomim.” {Corripare Prat-mo 8:48—51 not}: ‘504 patent 3917-13.)

«is, The "504 patent recognizes that such conventional domain some systems suffer from

certain dress-hacks and rims discloses embodiments that address them. iocioding a. domain nitrite

service system configured to con‘rprise an indication that. the domain name service system supports

establishing a seeure communication link. (See, err ’584 patent 39:43-43:61.)

4?. The Request siso slieges that “Proviso shows the authorization and engagement of

device Him) through the firewall comprises an .itidieetioo {sic} of a secure communication link

discernible to a user {sielf’ (Ree, at 122.} Apparently as part of this assertion} it: further aiieges that

”Pmt-‘irio oiso teaches the engagement of device 12931.} to iociude provision of the decryption
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algorithm and associated deem-pooh key from the firewall 30 to use in decrypting message packets

from the \PN.” Uzi") fl disagree.

48. Proviso does not disclose “an indication. that {he doom??? same service system

supports establishing a secure eonnmmlcation link“ {emphasis added}. As aliecussed, fie-swim} does

not teach that the alleged domes} same service systex‘n {the name server 3'?) even has the capability to

support esleblishing a secure communication link and. thus, the reference cannot disclose any

indication that the {lomsin name service system supports establishing e secure communication. link.

49. En session. based or; {he excerpxs of Pros-inn cited in {he Request: and {the (Effice

Action, it appears thai the alleged “sutl'lorization and engagement.” l‘efers to the process in Which fihe

device 3301:} and the fires-sill 30 engage to establish the secure tunnel {LL-1., the alleged secure

comomnisetion link). {See Famine 9:46-4F:l2.} This process however. does not involve the

alleged domain name sen-Vice system in Proviso {the name server 17}, and thus cannot disclose or

suggest a domain I‘lflh‘l‘é‘ sex-wee system configured. to comprise an inelicetloo that the domain rezone

sen-“ice sysfem supports establishing a secure Conumm‘ieation. "Than {the device 12( m} and ‘ihe firewall

30 establish a see we tunnel does not mean that: the allegesl domam Mine service omen-2 is configured.

to comprise an indication that the dorms!” Home serflw .system supoons establishing a. secure

conmmltlitetion link.

I). Proving in View of RFC 2230

50. it is my opinion that combining RFC 2230 with Fem-inn still does not remedy the

deficiencies I identified above with respeci io meim}. The Request relies on RFC 2239 as

disclosing, an indication that the domain same service system supports establishing a. secure.

communication, link. I disagree.

Sl. RFC 223G also (lees not disolose a domem same service system configured to

comprise an indication that the domain name semise system supports establishing. a secure

communication, link for a: least the reasons Idiseuss in the paragraphs below addressing RFC 2230.

E .Prm'irm in View of RFC .2504

5.3. It is my opinion, that combining RFC. 3504 with Primers} still does so: remedy the

deficiencies I identified shove with respect to Proviso.

:33. The Request and the Office Action {623; on RFC? ESQ-4 solely so sliegecliy show an

indication that the don'lsin same service system supports establishing e secure communication

link. (Reg. at. @839.) As i discussed above with respect to the conzlbmstios of RFC 2504 with

Soimm. RFC 3504 does not. disclose an lndicsfirm that {he domain same service system supports
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establishing a seein‘e communicatinn iink. Instead, RFC: 2504 is a document the: ""pmvides guidance

in the end—users of commuter systeme and netm‘n‘kn git-nut what they can do is keep their data and

connnunicatiim ni‘ivnte.” (RM: 25.04 3:12} As such, RFC 2504 is priineriiy enneerned with end—user

fimennnaiity and. Steps that enti~nsers can take to prefect their network conmmnieerimis, (Ska-e RFC“.

2504.} RFC 2504 zines not discuss ENS func-tinnaii‘iy. Moreover, RFC 25634 deer: not discinse

storing :inmain names and enrrespnnding I'ietwm‘k addreseee 0r i'ec-eii‘ing a query for a neiworia:

addrees. Because RFC 2504 {10:25 not discinse a demein name service system, RFC“. 2504 came:

disciese am indicatinn that. the dm‘nain name sei‘vice systemmsnppni‘i‘s establishing a secure

connnunicat‘inn ii 11k.

54. Further, the Request and the Office Actinn assert that “the use of visible. .imiinetinnsg

sue-Ii as a ‘h'ink‘ er “key" icon fln‘nugh a web hi‘i‘iwsei,“ disseii'iee such an indicatiflrl. (Reg. at 198—

99.) But whatever the 300k 01' key icons nfREC 3504 indicai’e, they do not inciieeie that size dimmer

nan-1e Seem-e sin-rem eunports establishing a secure commimicnnnn iin’k, because me such domain

name service system is disclosed in RF‘C 2504.

F. Eraser

Beyer diseioeee a system for initiating a i‘nnneiing emanation that hides the. identity of the

originating and terminatiing ends ofthe tunneling associaiinn from other meme (Haw Abstract.)

With reference to Fig. i, reproduced belnw, Sewer ciiseieses that. a first netwerk device 14 infbrms a

mistedfliirdaparty network device 30 min request in initiate a tunneling ennneenon received fifnm an

originating telephnny device 24. {Beyer “2:52-8:51, 1612—6, 11:‘9—i0.}

FIG. i

 
_}7_
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55. The request tn initiate a tnnneiing canneetien includes a unique identifier fer a

terminating teiephony device 26. {lit at ihii4-6..} Ai‘tet heing infiit‘nied iii the request, trusted-third—

party network device 30 associates an identifier of tenninating telepheny device 26 with a. public- It"

address nfa second. network device in. (id. at l 1:36—33.) Then, pin-inter it) addresses for each nf the

originating teiephnny device 24 and the terminating telephony device 26 are negotiated and

distributed to the secnnd network device i6 and the first network device 34. i‘espeetiveiy. {See eg

id. at 11.594254.) This we}: the tt'inneiing connectinn “hides the identity nf the originating and

terminating ends of the tunneling association them the other users of the pnhtie netwnrk.“ (Id. at

2136-319.)

56:. Far at ienst the tiiiinwing two reagents, it is my tipiiiinti. that Beyer does nnt tiiselnee a

domain name service system configured to eninpi‘iee an indieatien that the demein name service

system supports estn’hhshing a. secure eonnnunicatinn iinh.

5?. First, Beyer does not discinee a secure cotnnntnictitinn iinh and. than, cannet diseinse

an ittdientinn that the tini'nein name service» system supports eetahliehing a flame enmmnnieatinn Emit.

The Request and. the Office Aetinn {meant that Better dieclnses a. secure enmmnnieation iinh by

negotiating “first and Second private It“ addresses . . . in a manner to ensure. nnnnymiw and. hide the.

identities tii‘the m‘iginnting and terminating devices . . . ." {Rec}. at: 233) } disagt‘ee.

5.8, One of iii-ninety shilt in the art. wnu'td. have tindetsteed a secure nemtnunicatinn Iinh

tn require encryption. Fm examine, the ’504 patent expieins that ‘°{d]ata security is nsnnhy tnekted

using a)‘()fl?€_fifi"m an’ntiii ei-itrijgzizim-i.” {7504 patent. 1155-56., emphasis added.) flatten, hen-"ever, does

not disclnse establishing a secure comitninieatinn 'tinh between the originating and terminating

devices because Beyer does not diseione that the ceninninieetinn between these [we device-5 is

encrypted. Instead. Besei' diseinsen establishing a tunneiing nssneintion that merely hides the identity

of the originating and. terminating ends at‘ the tnnneiing associatinn from the other users nt‘a public

network. {BGIEGF 223639; nee tits-n Reg. at 231.) But the etnnmnn.it:ati.nn between these twn devices

is net enewpted and, thus, no secure cntnmtniicettinn iinh is estnhiished. in feet. Beyer aehnowiedges

that eneijgptinn was known tn exist. but teaches that it is nndesimhie in the configurations diseiosed

h}; 38.983" because, according tn Bearer“, encryptinn may pt‘OS-‘idfl insufficient ptnteetinn. may he

int‘ensihie tn iinpieinent, anther may create sentiee ntnhiems due to emupnter—powet limitations.

(Bast; lid—6?.) 'I'hns. nine of ordinary shiii in the art. when reading Beyer. would understand that:

Renter’s tnnneiing technique does net establish a secure cmnntnnitienti(in link. but instead provides an

nitetnntive tn estehiishing tree.

_}8_
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59. Second. Beser does not discicse that The domain name sen-ice. system ccmprises an

irzcifc-alimz (he: 'ii‘le dcmam name service system euppcrte eetahl'ishing a secure commmicafien link,

The Requegi and the Office Action assert that Beser‘s “negecaccn” ciisclcses {he claimed

indicaticn (Reg. at 213182} 1 disagree.

60. Bexer‘s “negct‘iat‘irm” is mereiy a. distributitm cfnetwerk addressee Fm exampiec the

{rmstead—thirdmart}! network Cievice 30 fcrwarcis the public 231K} private 11’ addresses of {he first

netwcrk device to the ceccnd network. device, and vice vexsa {See Bases". .3 3:'i.0~'i.4:33, Fig. 9.} But

distribcficg 1P addreseee to the first and second network devices is not ac indication thai the dcmcin

name sen-ice system SuppOfiS estabiishing a secure ccmmunicmion fink. At mesa Reser- merely

shows that the {metedsthirépamv new-wk device 30 is configured. m ciietribme I? afldresses in

entities seeking, them.

G. RFC 2231}

m. RFC 2230 discioses a mechanism i0 de§egafe anthm‘imticn for {me node to act as km;

exchanger fer a second cede. {RFC 223D ai ii .i} In pm.‘iicul.ar, RFC 2230 “specifies a new kind of

DNS Resource Record ["R¥{},1iccw1135the Key Exchanger (RX) reccrci.” (id. at 2.} “’i‘he KN record

is useful in provifiing an authenticafible method cf deiegaflng au.thmi&aticm fer one code. to pmvifie

key exchange services 011 hehaflifo’f (me or mere, pcssihiy different, codes.” (M. at 1.}

63, Figure § of RFC. 2230, repmduced beicuc skews a Subne‘t—tc—Subnet Example of key

exchange delegation. {.Id. at 3.} When an criginetmg cede 3 sends packets to e deetinetima node. I).

an IPsec {cuter R1 'fc'r originating nude 3 decides whether he p'm‘vide {Pscc wexuce fer the traffic. {.M.

at 2—3.) If R1 has fiecide‘cl that traffic from S to ’D shcuid be protected, it perfbrms a DNS icckup for

the research asecciated with, the domain of D. {it}. at '3.) If R1 only kncws the 1? address for I), then

it first mrf'm‘ms a mwerse QNS Icckup to determine the dcmem of I) befa‘are it pcwferms the. ENS

Tie-0km}; fer the records asecciated with the domain of D Uni.)
N
in w\\\

: w, x
+ ~ it\\\\\

‘7’ ‘ m \
b ., vr 

KB: t‘eccrLKS} remmed. from the ENS lockup indie-eteiS) a. set. of one or more delegated key

exchangers 'th ihe domain of [3-------in {his case R2. (Id) Raced on the K): record inchad‘iflg the

domain name of R2 as the deiegated key exchanger for D, R1 seiects R2. as a key exchanger and

“initiates a key management sessicn with that key exchanger {in this example, R273." Cid.) A KX

_}Q_
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record. has the fellowiug syntax:

  
T 1. m.- .. .
1.1.x- a..\ 2.1”): 1

-

which means 1.11111 “111112111121: nudes about: 1110 initiate a key exchange with <l110‘111a1n—1111‘111e 1:9 311011111

instead contact <110main—name 2:1 to initiate the key exchange 1‘01 11 secta'iee service between the

11111111101111,113Vidmnaeiwname 2111'." (Id. 5113.}

63. R2 then 11131111111111 3 lxX 1131:0111 100111113 on S to 0311111111 111211.11] is 11.113 11.811311511113111 key

exchanger fer S. 1111’ 11134‘1 Then. “lilf the prepesed Rhee Security Associanun is aeceptahie 113

both R} and R2, each 111111111211 might have separate policies. then they create that lFsee Seeunt}!

Asseciai'it'n‘l via Key management.” {11.1. 111:4.)

134. The Request and the Office Aeiinn prepese two alternatives for why RFC. 2239

ailege111.}? discloses 21 1313111111171 name service system 11011.11 glued to e13111p1‘1se an indicatiem 111111. the

1111111111111 name serv1ee system 311111111115 12313131151111.1531 a secure 13011111111111cation 11.1111. (Reg. at. 2311—81.)

First. they allege that1111112 36131118 DNS SVstems described111 RFC 222.0 inc Lucie indieatiens 1111 the

KR resource 1131311111., 11111111113 systems 3111313011establishing secure eemmanleanen 1.111113." {111. 111280.)

Second. {he Request and the Office 15112121011 allege 11113.1. “during the establislmtent 111‘ the 11.38131:

Seennty Asseeiatien. 11 1111111131 1.11111ea11nn is provided that the secure DNS systems support

establishing a secure eemnnnneatien 11.1111." (111.) 1 disagree 1111' the 111110111111g reasem and. address

each 111111111.

65. First. the K\ record 11:1 RFC 2230 is not. an indicative that the alleged 111111111111 name

service 3195113111 51111110113 establishing a secure etnnnnnncation 1.11.111“. 111111131111. as described above, the

101 record inch111s 1he (1011123111 name 0.1 a 111.11“1111;111:111 can:1161121361" 11111113113. 11, 1 RE}. Specifically. the

K21 retard 1111211111135 the domain namefs} efa “set 13111121111215 {that} are authorised key exchanger angles

for the destination. D.” {RFC 22311 111. 3. emphasis added.) RFC. 2230 specifies that: {he 11e1ega1e11 he};

exchanger nodes are {he “Rhee-capable routers" R1 and R2 01‘ 11.11% 1:1)see—eapahle router R} and the

1.112511111111011. node 1') itself, depending. upon 111a eenfiguratiea {Suhnet—te-Subaet, sweeten-11051, mi

1311151408111111121). {11:11. 111 2417.} B111 based on the description 111 RFC 2230. one 11.1’111'11111111‘3; 511111 in. the

an would have 11.11e1e1‘smod 111231: the lP‘see-scapable 101111-313 RI and RE and the destinatien node 1) are

sepantne fmm the a1.11;.ged domain name serxiee sysW1:11 10 11lneh the DNS 1121121111113 11as sent and 1171

K): teemd 1_1hta.11.1ecl.Thus the KX 1111:0111 includes the 111111121111 name 01 11 111311.ega111311 11191NE 113111111111?

hen} the aiiegee 111111111111 name service system. which is eaipaine of key .111anagement. 1311:12111'di11g1y.

vane of ordinary 51111.1 in the art weuld. not have understood the K11 teeerfi 10 comprise an indicatien

that the 1111111111112 1111111111 sen-11:13 11.11111»: 311111111115 estabiishjng a secure communication 111111. While

ee—

Petitioner Apple Inc. - EX. 1052, p. 20



Petitioner Apple Inc. - Ex. 1052, p. 21

Controi No: 953’001 .7388

Deoinration ofAitigeios 'D. Keromyris, Phi).

including the domain name of a certain delegated ll’see node capable ofkey exchange, the XX record

inclining no ordination about the capabilities of the aileged domain name service system itself, and

certainly does not incinde an. indication that the ciomain name service system supports establishing a

secure communication link indeed. the aileged domain same service system disclosed by RFC 22304

does not support esialiiisliing a secure communication link because it merely returns 23 XX rec-mil

when one is requested. RFC 2230 does not disclose that the alleged domain name service system

does anything else, and. does not ciisclose that it. supports establishing a secure. commnnieation link.

RFC 2230 eaoooi be viewed, as disciosing than a domain ozone service system comprises an

indication that it supports establishing a. secure communication link when the reference does not even

teach that the alleged domain name service has the capabiiity to support establishing a. secure

coinnmnicntion iink to 'iiegin with.

66. Second, according to the Request and the {iffice Action. “during the establishment of

the iPSec Security Association, a filfiili’l‘ indication is provided that the. secure DNS systems support

establishing a secure commonico’iion Kink.“ {Roi}. at 280.) 'l‘o support {this assertion the Request and

the Office Action block—quoie the first four paragraphs of RFC 2230, page 5 (session 2.1.2 Subset-to—

Hosi ExnmpieL and then state, “Thus, D verifies the authorization and permits creation of an lPS‘es:

Secm‘iiy Association on behalf of S. This indicaiirm supports establishment of the secure

communication iink between S and ".”’D (10’. at ESQ—Si.) inisagree with this conclusion.

6?. The quoted passage of REC 223i) explains hum; in the thnet—io-Hosi Exsmpin, "E3

can verify that Ri is authorised to emote an iPsee Security Assoe‘iatii‘m" before Ri engages in key

exchange with the destination D. {RFC 2230 at 5.} The destination D rinses this by requesting a.

“Son ford DNS iook'np on S to locate the XX records for S.” {hi} The destination D will engage in

key ii‘lanagemeni with Ri so icing es the returned KX record “indieaieisl em: R1 is an anti‘iorised key

exchanger for S” Uni)

68. As discussed} above, however, a KX record does; not comprise no indication that the

aileged domain name service sinner» supports establishing a. secure communication iink; Based on

RFC 3230. one ofordinnw skiil in the or: would have understood a KX record to include the domain

name of a device. sewn-me from the siieged domain name sewiee system, that supports key

management for {he source S rather than to indicate n-‘l‘ieiiiei‘ tlie nileged domain name service

supports estn‘niishing a secure communication link. For instnnen in the example cited by the Request

and the Dfiioe Action, the returned KX record must include the doninin name of if! before the

destination I) will nroceed with key management. (Iii, emphasis added.) Accordingly" in the cited

.41..
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exampie, one nf ordinary skid in the art wanid have understood the KK record to include the demein

name of a separate Hirer:- r‘ezrrer RI capable of key exchange on behalf of“ the source S, not to

indicate the alleged disdain swine sen-tee system suppnrts establishing a secure communicatien link.

Thus: the destinetien D’s verifieatien that R}, is the authorized key exchanger for the snuree S in

RFC 2230 does not diseh‘ise the claimed domain name service systen‘i oeriiigured to eorriprise an

indication that the domain name service system supports establishing a. secure communicatien link.

69. in additiom nne of erdinary skiil in the art would not have understood the creatinri

and use ot‘the IPsee Security Association between I} 211"}de re diseiose an indication that the slieged

domain name sen-“ice system supperts establishing a seerire eommnnicatim link As explained one

of ordinary skill in the an; “fluid. have 'rinderstood. the destination D and. the {Psec router Rt as

separate item the elieged domain name service system, and thus would not have viewed the

establishment and use of an {Pseo Security Assessiation between these der-iees to comprise an

indication that the alleged dammit Harrie renew system supports establishing a secure

communicatitm link.

TF0, Confirming the ennehlsiens I have reached above with regard to RFC 2230, the

aileged. domain name sen-ice system in RFC? 2230 is consistent with. a eonventionsi domain name

service system that: the ’504 patent: distinguishes train a domain name sen-{ice system cr’mfigured to

comprise an indication that the demsin name service system supports estabiishing a secure

communication hint. {Sit eg ’504 patent 39:742.} As discussed, the 5:38-41 patent indicates that. a

coinseiitiunel {impair}, name service system mereiy returns an [P address or puhlie key that was

requested at it. For instance the "504 patent explains that “[eienventienai Demain Name Servers

{DNSS} preside at terrltnup function. that returns the {P address of a requested computer or host. {For

exernple. when, a computer user types in the web name “.z"'zihee,eti.rri; the user‘s weir browser

transmits a request to a DNS. which. cemerts the name into a tour—part '1'? address that is returned to

the user’s brt)WSEf . . . {”584 patent 39:?43, emphasis added; see alsa’fit‘td parent 39:.i4n423 In

itfit‘ltilel‘ exairipie, the ’5D4 patent identities conventional denied] name service systems that store

pubiie keys ef different machines 50 that hnsrs can request and receive these public keys from the

domain name service system. {1d, at 3923442.) Simiiar to the cenventimal demairi name systems

described by the ’504 patenh the domain name service system described in RFC 3336 mereiy returns

a ’KX resource record requested 1131‘ a psrtieniar demsin name, (See, 6.33,, RFC 2.238 21:33.}

N. The ’504 patent recegnizes that such COD‘x’L’fliiOBfii. domain name systems stifle-3r {rem

certain drawbacks and thus discloses ethdiments that address their}, incinding a domain nan‘ie

_ "3"“! ..
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service system emfigured 10 3011113171513. an 11111131111011 that. the {1011111111 111111113 sensice 5315111111 51113130113

estehliel1111gasecu1e 121111111111111121111011 l111k.{13‘ee, 121.11... ’504 patent 39:43412613 A1113 11111118 RFC

2236’s alleged d11111e111 111111113 service system is. :1. mere conventienal 1211111111111 1.1111111: server 01‘111e type

distinguished by the "5.011 patent. one of ordinary skill 111 the 1111‘. weuld 1101 have 11.11dersteec'i RFC

2230 10 disclese 0173115211031 11 (1011111111 111111113 senice 5515112111 11011112111111} 1'0 11011111111113 111.1 indication that

the 11011111111 heme S111111.e 3518113111 51111110113 establishing a secure e11111111u111c-1111011 11.1111.

H. RFC 2.. 38

22. FF(2 25.18 disclosesH1 (1011111111 112111111 system 11.311111Le receittd Fl“). the CERT RR.

1‘01 310171111: ce1t1l1eete>111the DNS (FIR; 2538 11:1 1. '1 RFC 25331ese17‘1bes a certificate as “a binding.

. 111‘ 11 public key, . . 11111111181111?» 11111.}10112311'011 01 1.1111121 i11101111:1111111.”{111’:11 2.} RFC 25118

1‘ee11111111e11ds 31011115.; CERT RRS 111 the DNS under 11. 111111111111 name of the entity that: 1101111103 the

p.1'11-‘ete hey ce1'1'espe11cli11g to the 111111311: key being certified. {‘1’121’. 111 5.) According to the Request.

"[1]l1is permits the system 1:0 provide. 111 1711311011513 10 a. query with respeet :11 111E particular 111111111111

111111113, the 21.111111111111116: 1111311111: key certificate associateil with {that 11011121111.“ (Reg. at: 324.}

'23. The Request and the Office 1312111111 assert: that: me CERT RR et‘RFC 2538 diseleses

2111“111d.111111011 that the (1011111111 11311112 31117111.1: systmn 511111311115 estabhshihg :1 secure commenieatim

link.‘ (111’ 10324-523. } “113115.111.ee.

24, T11 begin with. the Requeet suggests that the ENS server 111111 stores the CERT RE. is

the claimed 111111111111 11111111: service system (71:3. 111 32224.) 81.11. the certificate 1.11:1 CERT 1151117113:er

bmde a 131:th 103.1111 some “1118111111, 11111131111111.111011 1111111161111ft1m1a11‘iW11 {RF-1C2533 at 1.} 11120135

1101 include 111131 11151121111011 that the DNS server 111 which the 11131111301111: is 3101811 51111111111715 establishing

a secure 12111111111111.102111011link. RFC 2459‘. relied on [37111113 Request. d13eh.1sesthe basic syntax for one

type of certificate 11'11'1111210111'113 1'11 RFC 2533------ the 112.5139 certificate. But 110'1l‘1111g .111 1l1e basic 113111211:

includes 211131 1.1111111111111011 that. indicates that. the DN‘S server 311131301715 establishing 11 secure

1:01111111111101111011 link. {RFC 2459‘ at 1524.) Indeed. the DNS server discloeed by RFC 2538 does not

support establishing 111 secure 01‘1111111'11111eati1111 11.11.11:------ 1'1 merely 1781111113 11 eet‘tii'icate 11"}1131‘1 one is

requested. RFC 2538 does 11111 disclose the: the DNS server clues anything else. and does 1101: disclose

that it supports eetahlishi 11g a secure e11m11111nica1‘ion link. RFC 25351“ cannot be V’lfiWEC‘l :15 discinsing

that 11 (3011121111 111111111 ser1=1ee system 0011111115115 1111 indie-11111111 111111. the (1011111111 111111111. service system

511111311115 establishing 11 see111'e 1:011111'11’1111‘01111011 link when the reference fails to disclose that the

11011111111 1.1111111: SEIVlCfl 111151111: capabiiity 10 support 13.511111115111111; a secure 1:01.1111111111021111111 31111; 11.1 begin

with .

I
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3’5. in fact RFC 2538’s alleged mm name service. system, the DN 3 is consistent with

a conventional dmnain name service system that the ’504 patent distinguisl‘ms fi‘m‘n a domain name-

servica systam canfigured t0 mmprise an indicatiun that the. dormin name service system suppans

establishing a seture mmmmicafion fink,” as reared in claim 1. (See, sag“ ’504 patent 39:37—42.)

For sxampim the ’584 patent indicates that a com-‘emionai domain name service- sysram merely

returns as) IP address or public key that was requested 9,? it. In one embodiment, the ’504 patent

expiains that “Eclonventimai Bomain Name Servers {DNSs} provirie a 106ka fimctirm that warms

the 1P address ogfa. requested computer 0:“ host.” {.1231 at 39:?«13; 38:: aka id. at 39:14—42.) In masher

exm'npie, the ’50-4 patent identifies a. com-emional domain name. server that stores public. keys of

ciift‘erem machines 50 mm. hosts can rcquest and receive those. pubiic keys fmm the domain name

service systems (Id. 31 39:34-43) Simihu‘ to the: cmwentiena} damam name Stars-"err: describad "by

the ’504 patent, the DNS of RFC 2538 merely returns- a (IE-RT RR with a public key in. response: to a

requesr for one. (See, eg. Reg, at 32-4, “This permits the ss-Pstem to pros-"ids, in response :9 a. query

wrth respect it) the particular dumain name, the appmpriate public Eejg,‘ certificate associated with that

domain”)

7’6. The ’504 patent recrsgmizes that such mnx=enti0nai domain name servers suffer fmm

certain drawbacks and thus drsclflses mnbcdimems that address them, including a Samaria namr:

service system Cnnfigured to cmnprise an indicarmn that the domain name service system supports

establishing a semre connnunicatjm link.” (Sm; «5.2g "504 patent 39:43—41:61.) And since RFC

2338’s ENS {fires the: alifiged dumain name ser’s-“ise system} is a. mere CUm’e‘mimml domain name

server of tha type distinguished by the ’504 patent, one 01“ ar'dinary skin in the art would not have.

understood RFC" 2538 to disclnse or suggest a diminain name service system crmfigured m comprise

an indication {that the: dmnam name: service system sugm‘n‘ts esiabhshing a. secure mmnmnication Kink.

V. REFERENCES CI’I‘ED AGAINST DEPENDENT CLAIRE 5, 23, AND 4‘?

7?. 3 understand that the Office Acrrirm and {he Raquesi far}; on Prat-"inc: as disclosing; a

domain name service system configured to authenticate the query for the network. address «at to

authenticate the. query for the netwmk. adriress using a cryptographic technique. The Requast asserts

that “Provirm teaches systems that receive a query for a netwm‘k address firm}: the Qperatm‘ {and

subsequenfly) from device 12(m}. r . , This occurs during dialog: between the. initiating and

responding entities.” (Sm, £13., Reg at i223, 1634} To support their asserrirm, the Request and the

Office Action bimli'vquare a passage of Prawns) discussing the riiaing between {he device lam) and

.44..
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the firewaii 3.0 that sets up the secure turmeric {titer}. at t23, citing Fret-tire Ewe-£612.} 3' disagree

with this iriterpretetien of'ii’rrwine.

78. The only encryption er decryption described in the cited passage of Preterm refers to

encrypting wattage gar-miter; test between the device tztm} and the firewah 38 over the secure

tunnel. {Prat-tire 91564032.) This encryption cfmeesage packets {i083 net occur tutti! the secure

tunnel, has been set up------------t{tier the device i2t r11) has aireedy sent the eheged query for the network

address cf the tirewaii 30 t0 the aileged dcmain name stunt system {name sen-"er 1?}. P}~‘t‘}1-’ir2t} is,

sitent regarding authenticating the atieged query for a flEIWt‘il‘h address, that is, the message sent to

the name server 1? requesting the internist address cf a device ccrrespmidiug to a prcvided human-

readable etitircss ef‘thet dericc. it is thei‘ef‘ere my opinion that .Prrn-r'm‘) cities not discioee a tiemein

name service system centigureri to authenticate the query far the newer}: eddr’ees using; a

cryptcgraphic technique or ctherwise.

VL REFERFXiFS CITED AGAENST BEPENDENT CLAIMS 8 AND 9

719, i understand that the Request and the Office Action assert that the titliowing

queietien tram Software discieses that a. domain name 3€.t‘\=‘iC€ systetri is cornice-table tn at virtual private

uetwcrh: “crgauizatirme cencerried by seetirity issues conceive stirring; internal security policies and

interact with the internet thrtmgh very restrictire firewalls at by means of weihpmtecteti Virtual

Private Nei‘rfi-‘Ui‘ks {VCP’N}? (Reg. at 47?, quoting 303mm 38.) But this queletieri (titty says that

organizations may use virtuai private item-‘O'rks. it does. net disciose or even suggest that the aiieged

demairi minim Service syetem (Si'n’iziiia’e DS} is ccnnectahic to e virtue? private network. In fact, the

quctation tiiecuesed Ether-e its “the only tiirie Shirred mentions; virtue} private networks? and Seizure i3

Siieni regarding the 95 being ccnuectabie tr: a virtual private network. it is theret‘ere my opinion that

Selene does not. discioee (-1 domain name service eyetem is crumectahie to a virtual private network.

80. i understeriti “that the Office Actian arid the Request arise» i‘eiy on Prat-rm: as disciesiug

a tiemain name sen-ice System that is coititectehie to a virtual private item-“orig asserting that “Figi

of Prat-rim tiiecieses eeeure DNS systems ceiiiiectahie to a virtual} private network {'35} threugh the

ctririmuuicatiminetwork (Internet 14.)” (Id. at 124; tree iii. at 1685 199.} i disagree,

8t. As 1 stated abate: the Request and the Office Action titlege that Prrrriim‘s name

server 1? discloses the ciaiined domain nitrite service system. But Fromm) (ices not teach that the

name server i"? ever crmrtects to Pr-vvimfs viriuai private network 15 (the aiiegeti virtual private

netwerk}. in fact: it is the exteniet device £3313) rather than the name server t? that connects tn
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fitneimfs virtual private network H ever the secure tunnel with the firewall '30. Preview “inst

discloses that the muse server 1? performs {he com-entinnal naturals name service lhncrtien ct‘

returning the lntemet address of a device 13 on the Internet (eggs firewall 30) in respnnse to

receiving a. request from the extremal device 133(m) centeining the human-readable address of that

device. The system diagram in Fig. l 01‘ Prom-in else fines not show that the alleges alm‘nsin nettle

service system {nitrite server l?) is cnrtrtectahle to the virtual private netwnrlr l5. Because the alleged

domain name service system {Frankie’s name server i?) is en: taught tn ever connect to the Virtual

private netwnrlr lfi, it. is my opinion that P’rrvnm fails to disclose that the domain name service

system is cennecteble to a virtual private netwcrlr tln‘nuglt the communication item-wk.

82. The Request else asserts that Beyer and. RFC: 3401 disclose that the domain name

service system is corttteetahle tr) a virtual private netwnrlr. The Request. and the Office Actien assert

that Easier in view of RFC 240i weuld have rendered this feature obviens because “RFC 240:

describes , . . 22 model where edge renters on two different networks are used. tn establish the

encrypieri 1P tunnel thrnngh which the network clevrces (re {the ‘llrstl and ‘secnnd’ network devices

cherer-i; will cemmnnicate.” (Id. at: 2’30) l’ilewever.‘ even it‘h’eser and. RFC 2401 were combined. in

the way asserted by the Request anal Office Actions this ccmhintttien woulti tint disclnse er suggest

the domain name service system centrectaltie to at virtual private network. instead, the Request and

{Rfimanmmnscmnmnmmnswumieeminsvnmmthmenmwmhhanemtmefimrnmrnwmm

anfldemeflmmtAshmmMMdmmedmflmwflmmnmflfimemmnmmnmmme

trusrexf-tlzfr~zi~_;:rrr-‘rt.:' netwrml: device 3!}, and net: tltefirsr are! newer? Hen-190% (it'ewctes, is [he rlrmmin

name service systems "lites, even if the combination were made it would not result in the domain

name service system being connectsble to a virtual private network.

33. The Request also asserts that RH: "2238 and RFC 2491 disclcse that the domain name

SmmwswmmEcmmmmweweVanmeemmmfi.flmkammumfimeflfiheAmMHfiwn

that RFC 2230 in View ct‘RFC 24m would, hex-"e rendered this feature obs-"inns because “MTG 240i

describes . . r a model where edge renters on two dil‘l’et‘ent networks are used tn establish the

encrypted l}? tunnel rhrengh which the network {let-ices {5.8.9 the S and ‘D" network devices efRFC

22.38) will cemnnmieste.” (In. at 314.} Heweven even if RFC: Elf-3'30 and. RFC 240} were cemhinerl

in the way asserted by the Request and Office Aetirm, this enumeration wenld not disc-less er suggest

the subject matter cf claim 8 and its dependent claim 9, instead, the Request: and Office Action’s

combination would allegedly result in a virtual private network between {he migfnatr‘ng‘ device 5' mm?

the deslirrrrritm device D cf RFC 2230. As discussed above with respect to independent: claim l, one

.45..
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0? ordinary skill. in the art would have understood these devices m be impairezie from the alleged

dmnairi name service system {to which the EX recmd lookup is sent}. Thus, even il’tlie fianbli‘laliiml

were made it wauld net result in the alleged clemeiii name service system being eeiiiiectable m a

Virtual private netwntk.

34. The Request and the Office Action else assert that the ce'n‘ihiiiatieii ai‘RFC 2538 with

RFC 2401 would render obvious a domain ,iierme service system connectehle to a virtual private

netwmk. (Id. at 35455.) 1 disagree. As i LilSCllSSi‘d above, RFC 2538 merely discloses the use (if

CERT RRS for flaring certificates in the domain name system, RFC 240} discleses the ll’eei:

pi‘eiocal. ("RFC 2401 at 2,} Eur: neither i‘efei‘ence diseloees a. dmnaiii name service system

cmmecteble to {3i virtual private netwflrli. litiileetli= the Request and. the Office Action assert that RFC

2403 dlSClQSES establishing a virtual private rietwurit iieiween neat-2m? devices: {See Reg. at 355?

“RFC 2%} describes . . . a *n'ieclel where ecige miners on two differeni: iiei’wei‘ks are used tti establish

the encrypted. l? tunnel through which. the iiet‘werk devices will Ctimmiiiiieate.” Ntitliiiig in RFC

240} {fisch‘ieee 01' suggests {halt these iieiiirm‘lt devices are domain name service systeme lei alums the

ciaiiiied domain name sen-ice system. Thus, even if the combination proposed. by the Office Action

were made it would. not result in a demhiii mime service 3395mm being mnneci‘eble to a. virtual

private neitwmfiit.

VII. REFERENCES CITED AGAlNST BFPF\DF\T CLAIMS IS AND 42

85. i understand that the Office Ashen i'eiecte dependent claims 18 5111:1112 as anticipated

by Salinita and 33 being Obi-’iGUS over Swim: in View of RFC 250-4. The Request and the Office

Action assert {hat ,fi‘altiizti‘s “demaiii names employing Uniform ’Ntiriiitig iiil’om‘izitimi (UNI) of ihe

1‘espenclet" disclose that at least one of the plurality of domain names is t‘esewed for secure

communication, litike. {Reg at. 505}; 5:86: am.) id. at 64, 94, 182.} l disagree. Salami: dieeltises that

the UM may he a COil'll'm‘m flame? an email addtees‘, iii a neiwet‘lt address. (Selma $13.1} But Salami

does not disclose that this ceiiitiieii name e—meil address, or network eddi'ess is renewed for secure

communication, links. Salem does nut (llSQlDSF: that the UM can {ml}; he need ftir secure

CUR]{Tiul'ilCfitiO’fl iitiks, and merely estiiiiiieiiiiig an alleged secure ci'miiiiuiiieatimi link with the

responder UN} does m3: disclose that the f85pflflil€if UNI is; reserved fei secure c-miiinuiiiceiieii links.

As 3116i}? Seimm does not discloee tieiiiain names reserved fat secure mmitiunicetimi links.

.47..
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86. i, understand that the Office Aerinn aiso reieets dependent claims 18 and 42 as being

anticipated by Bearer: The Request and the Di‘fiee Aetien aseert that Beser diecleses demein marries

reserved for secure communicatinn iinks because Beser discloses essneieting a unique identifier

(which may be a domain name} in a tunneling request with the first am”? neennel netwnrk devices,

(Reg. at 236,4 251.} But rnereiy asseciaring {he unique identifier oi’tei‘irii.nering telephony cieviee 26

that is included in the request with anorher network device does not éi'iselose reserving than unique

identifier for secure communieeiien iinks, Bases“ diseioses that the unique icientifier may include 3

dialeup number, an Email address? a. domain name, an employee number, a driver’s license nnmliei;

ere. {flexer l0:3’?—l 1:54.} Bni Bearer deee not disclose reserving any of these identifiers fer secure

mmmnnicetion links, The pertions in Beaver relied ripen by the Request and the Office Actieri tie

ngflhdfidmmgmflfimmmnmenmnMowmmgMMMHmmw%0£&MwmmfimRmmemd

the Office Adrien earlier asserted was an inriieetien thai’ the demein meme sen-ice system snpporis

establishing e secure communicatinn link. These porriens do nor disclose reserving dmnein nemee

for secure commie:iceriien links.

8?, i understand that the Office Aerinn rejects depenéienr Claims 38 and 4?. as being

anticipated. by RFC 2230, The Request and the Office Action allege RFC“. 3230 {encloses flint [it lens:

one of the plurality of demnin names is reserved for secure emumunicntiun links? citing in RFC

2236’s statement that “lo}nee Rl hag decided that the. packet from S to D s‘hnuid be pretecred, it

performs a seeui‘e ’DNS ionknp for the records assneiared with domain D‘” (Reg, a: 384, 2%.} RFC

2230 dues not supperfli this neeition.

88, Whiie RFC 25-130 discloses that If’sec Security Assneietions can be established

between domains, the reference does net diseiese that any domain names are fi‘éi‘s‘éfflPGd for secure

can]mul'iieetion Zilnlese {is highlighted by the passage cited by the Request and the Office Action, in

the Snbeetxtn—Snbnet Example, before R1 even perfumes a DNS leeknn, "’Rl {first} makes the. pale-y

devise»: is; provide the ZIPsec service fer irnfiii: from Rl destined r‘nr RE. {Ernie R} has: decided that

the packet fi'em S in I} should lie protected, ii ‘neri‘in‘me a secure DNS looknn for the reeei‘ds

assneiated with domain 1);"{RFC 233. at 3, emphases added.) R1 er D makes a similar policy

deeisinn in the ether embediments as we] i:

R}. makee the paling: decisive that [P Security is needed fer the packet

travelling fmm S in 1). Then R l. performs- the eeeui‘e DNS lenknp fer D (id.

at 4, emplieeie added}; and.

.43..
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D makes the puffer decisive that ll’ Security is needed for the packets from D

to S. Then D perlhrms the secure DNS leekep for S (id. at 63 emphasis

added).

Since an external pelicy deeisien (ietermines wherher m provide seeurity for packets sent between

given dummies, it is pessihle to establish a conneelrien {0 e. demain with or witlicul: JP Security. “Elms,

it is my opinien that RFC 2238 (lees not disclose reserving any domain names for secure

ccmimnnicetien. links.

39. l understand that the Office Action rejects dependent claims 18 and 43 as being

anticipated by RFC: 2538. The Request and Office lee-tier; assert RFC 2538 discloses reserving

(lentiein names fer secure cmumimieatirm links because if discloses that” ""(lmnein names are

associated will: certificates used fer secure comnmnicetien links.” (Ree, at 328? 348.} But: 'e‘ierely

storing a certificate under a clemain name related to its subject, as disclesed in RFC 3538. dues net

mean that {he demein nettle is reserved for secure enn‘n‘nunicalien links. {RFC 2538 at 5.} in fact,

nothing in, RFC 2538 discleses er suggests that {he dnmain name associated with the certificate may

be used. only fer secure cemmunieetien. As such, RFC 2538 times net disciese that domain names

storm} are resewed fer secure communieai'ien links.

VIII. REFERENCES C‘lTE'D AGAINST DEPENDEN’I‘ CLAIMS 24 AN1) 48

90. The Office Action. .rej ems dependent claims 24 and 48 as amicipeted by Saleem and

as being elwious ever Swans: in View of RFC 920 audio: RFC 2504. The. Request and the {Bffice

Aetien assert that because Shims: discloses elemein names that are sssecieree with certificeres needed.

for secure trensectiees. these rlmnein names are “secure nemes’ associated with secure

f1)
cezmmmieatiom and thereby eemprise indieetiens that its secure DN‘S system support establishing a

secure cemmunicaflen link." (Reg. at 5263,} {disagree

Ql. The mere essecietion of 21 therein amine with a certificate does nee disclose enythi: g

sheet what: {he glemein name itself comprises. In particular, just because a (loniain name is

asseeieted with 22 certificate [lees not mean that the domain name itself eempi‘ises en inelastic“. that a

domain name system supports establishing a secure communication link.

92. hi fee-L Selma does not disclose that the Ule {the alleged clemain names) include

any inclicetien ef the capabilities ef the {)S {the alleged domain name sewice system). much less an

indication that the D3 suppens establishing a secure cemrmmleatiun link. For example? Salem

(liscloses twe exam les ref 15le in. He. 1: :5; 263.33 and abefi‘eD. Shim-m 43, Fifi. 1.) But ,S’rsiimel3 e 3 M. c. 2: .

we-
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does not disclose that. these LINE, or any other UNIS, cmnprise an indication that the BS suppmts

establisl'ting a sac-Lire: Ci‘n'tm'mnicatim link.

93. RFC 930 and RFC 2504 also flu not disclose that a domain name itself comprises an

indication that a. tiomain name. system supports establishing a secure comtmmication link. "The

Raquost reiies an RFC 920 as “including ganeral criteria. for establishing now domain names.” {Rat}.

at 88,} But: the “general criteria” in RFC 920 do not disclose 3. domain name that comprises an

indication that the domain name service 5ystem supports establishing a. secure. communication link. l

understand that the Request and tho Office Actioti do not assert that it: does. (lit) at 80. t t i— i ‘2.) RFC

2504 fliSfl does not disclose. and is not relied upon as allegedly disclosing, that a domain name itseit‘

comprises an indication that a domain name system supports establishing a secure commimiotttion

liflk, (Id. at 95-96, 111-12.}

:94. t understaoci that the Qfi‘ioe Action rejects depenéient claimg 34 and 48 as anticipated

by P “maxim. and as being th‘ious over {:‘rmsmo in View OfRFC 9220, RFC 2230. attd,=’or RFC 2304.

The Request and the Office ,_~'\.cti0n allege. that Fromm) discloses. a domain name that comprises or

includes an indication that the (impair; name service system auppons estabiis‘hing a secure

communication, link because “Provino also discloses use. of namegeniets to remit-“e human.»reatit~tl3¥e

domain names to provide appropriate Internet addt‘esaleal, and that. domain names; {ago domain

name associated with VPN‘ 15} are atsociated with secure ttansactions over the Internet." (Id. at

'i 28.) This is incorrect for at toast. two reasons.

95. First, as discussad above with respect to the i‘fldepflntiefli Claims, .Pt‘ot-intfs allegatl

domain name saw-ice system (name sewer l 7} it not cpnfigured to mittptise an indication that the

domain name: service. system supports Establishing a 53mm communication link. Rather. vaino’s

alleged clomain name service system is a. cont-‘entiotial domain mama sowiue system roe-ognizeti and

distinguished by the $504 patent, that titeroly teSpomls to a request first the. Internet actdtess of a device.

{firewall 30 or othemxise} ottrrettpontling to the litimamroatlable name for that devico. Thus.

Prrwfiio‘s alleged dammit name service system doecs not men have the capability to suppi'n‘t

establishing a smote communication link. tot alone to mitiprise an indication that. the domain name

sort-dice system supports establishing a secure. comnimnication link. And because P minds alleged

domain name service systei'n does mm even have the capability in Support establishing a secure

communicatitm link, it cannot store a (iomain Home that comprises or inclucles an indication that: the

alleged. domain name service system Supports; establishing a secure commUtilisation. link.
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96. in aiiciition, the fact that PFt‘M-‘im’fS alleged domain name service system resolves the

ii'itei‘not afiic'iross of the firowaii 3C3 (with which the device 12(m} may at some point iator osiaiiiisii a

secure tunnel) when it is ,i'eqoostad does not diaaiose anything about who: the nilagad domain name

of‘nio firewail 30 itself comprises‘ Just because a domain name is associated with a firewail does not

mean that {he doimain name itself includes or compriaoa an indication iiiat a. domain mama ayatom

supports esta’hiisiiing a secure communication iiiik. Proofing does not pi‘ovic‘ie. any specifics about the

content of the aliogod domain namea stored? in Pi'oi-‘iizrfs name gen-"er l7. and certainly noes not

disclose {hat they can ooi'npi‘ise or include an indication of the capabilities of the aiiaged domain

name SEl"\-"iCE system, much iass an ionic-anon that it supports osmbliahing a secure communication

iiiik. As i explained above, Proving does: not even disclose that the ailegod. domain name service

system is cai‘ia‘oie oi‘ainmofiing establishing a sac-no: communication to begin with?

9?. i iindai‘staod that the Office Action aiso injects éiopandem claims- 24 and 48 as being

anticipated. by Sana-r. and as being obvious over 8:329:25“ in View of RFC“. 920. The Roqooat and. the

Office Action assert tliai Rosier disolt'ises a domain name {liai oon'ipiiaoa an indicai‘irm ‘iliat the domain

name service- systeori supports esiabiisiiing a secure oonmnmicaiion iink because. tho ciomai'o names in

Rama‘nro ‘aecuro names’ asaociated with secure communioaniona3’ {Rec}. 31239.} I disagree.

98. Moi'oiy going a. domain name in secure oomnnniicaiions. as asserted by the Request.

and size Office Action, does not disclose anything about what the domain name itseif comprises. In

particular, juat homage a domain name is “associated. with secure communications” {loos not mean

that the cinnnzin name comprises an indication that a domain name systam supports establishing a

secure communication link. in fact, Bose;- cities not disciose that the alieged domain names {ion

unique identifiers} inalud' any indication of the oapa’oiiities of the aiiogeii domain mama somioa

system (in, nosizeii-tiiird-pamr network define 30; let alone an indication that the ailegad gioi‘nain

name Service system supports esiaiiiishing a secure C-Di‘nimmicaiion iink.

99. RFC 920 aiso does no: disoiose a domain name that oompriaoa an indication that the

domain name summits establishing a seooi'e oonmmnioation link. The Request: roiios on RFC 920 as

“inoinding general criteria for asmbiishing new domain names.” {1:23. at 265—66.} But, as diagnosed,

the “general criteria” in RFC 920 do not disclose a doirnain name that compo aoa an indication. that the

domain name service syatam summits eaiaiiliahing a. sauna oommuoicaiioo iiok.

lOO‘. i understanii film the Office Action fiiri‘iiai‘ rejoois dapmidem claims 24 and 48 as

being anticipated by RFC 2236, and as being: obvious over RFC ERSG in View of RFC 923. The
a

Request and the fifties Aoiion aiieae that RFC 223%) disoloaea a domain name that comprises or
a.

_31_
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includes an indicatiOn that the domain name service system supports establishing a secure

coinnnnticetion link because “RFC 223% discloses secure {3N8 systems pram-tiling for secure

communicatien links between multiple domains {S and ‘3') that are established vie use cf systems

that incorporate and. use the K)? resource record.” (hi. at 236,} This is inccn‘ect for at. least two

reasons.

lOl. First, as 1 describe above RFC 223033 alleged dctnnin ner‘ne service system is; net

centigtttetl tn cnmpris‘e an indication tlntt the domain name service system euppntte establishing e

secure ccmtnnniccrtien link. Retiree RFC 2230 discleses a conventional domain name service

system, tecogtnzetl and {listingnislteti by the $504 patent~ Thus, RFC 2230’s alleged. domain name

service system (lees not eten have the capability tn support establishing a secure communication

little let alcne to cetnptise an intiicatlcn that the domain name service system snpperts establishing a

secure eetnmttnlcntion link, as recited by it'tclependent claim l. Because the alleged domain name

sen-“ice system does not eten have the capability tn support establishing a secure communication

link? RFC 2230 cannot dieclose Gl‘ suggest: that the alleged claimant name service system stores at least

one tlemain name that comprises or includes an indication that. the alleged domain name service

system supports establishing n secure ccnnnunlcntion link,

Mill. in nddttimn the mere fact: that RFC 223%} discloses that {Psec Security Asecciatiens

can be created bent-“een an originati 11g device S and a destination device '0 does net disclose anything

nbmrt what the domain names aseecietecl with these devices themselves include. Specifically: just

because- a Security Associatinn ie created between {WU devices does net mean that their clement

names include or cnmprine an indicatlnn that the alleged domain name system suppnits establishing a

secure communication, link. RFC 2236 tines not provide any specifics about the content of the

domain names: and certainly does net disclose that they can enterprise or include en indicaticn cl‘the

capabilities at the alleged domain name service system. “thus, RFC 2230 tines net disclose that at

least one ct‘tite plurality ct" domain. names comprises or includes an intiicetlma that the domain name

service system suppcn‘te csteltlislting a secure commutilization little,

MB. 1' undersmncl that the (Ilfi‘ice Actinn rejects dependent claims ‘24 and 48 as being

anticipated ‘oy RFC 2533‘, and as being envious over RFC 2533 in View cf RFC 920. The Request

and the Office Action assert that RFC” 2538 disclceee a domain name that comprises an indication

that the domain name service system supports establishing a neeure communication link because the

element {lattices in RFC 2538 "are 'eeente namcs‘ ansecieted with secure comnnmieetions." (Reg. at

330} I disagree.
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[64. Mereiy associating a dnruain name with secure cemimmieations. as asserted by the

Request and the Office Action, does mm: diselnee anything ebnm’ what [he demain name itself

confipiises. fin pafiieuier, just beeense a domain name is “associated with secure cemmunications”

dues not mean that the demain name inciiidee an iiidicanmn that a. demain name system suppons

establishing a, secure eonnnunicaiimi link. in feet, RFC 2538 does not disciose domain names than:

include any indication, pf the capabilities of the aiieged dmnein name Service Swifem in RFC 23.538.

much. iess an indication that the alleged domain name service system supports estebiishing a secure

cnimminieation iink. fling. RFC 2538 dees net disciese the featmes ei’e‘laims 24 and 6&3.

“)5. RFC 920 dees not make up far the a‘hm'e—iinited deficiencies m“ RFC 253.8, The

Reqneet reiies on RFC: 920 as “inchiding general criteria For establishing new domain. names.” (1:11. at

353—52.} But. as discussed, the “generei criteria” in RFC 1920 do not disciese a demain name that

comprises an indication the: the domain name sen-ice system suppons establishing a. secure

communication link.

ix REFERENCES CITE?!) AGAINST DiEi’ENflENT CLAI MS 26 AND 50

[3061. 3. understand that the Office Action rejects dependent claims 26 and 58 as anticipated

by 8035mm, and as being obvious mrer Sofmm in view of RFC 2534. The Request and the (Effice

Amine Liege-rt that Solar-iii discloses [EMS to designate principals and domains. and that the UN is

used when eetebiiehing the alieged secure wmmunieetien iink. (See. eg, Reg. at 5‘3, citing Swarm

" 3—536, Figs. 23-2). 33-11:.) But mereiy‘ using 21 [ENE when estabiiehing an aiieged secure

connnunicatinn iinl»: does not mean. that the UN! itseif enables (or is ennfigm‘ed an as to enebie)

establishment (if the secure eennmmicatien link. As discussed, Salem discloses [we exempiary

UNis in cmmectien with Fig. i: xyz®$ and abcgijiai). {Swim-2a :13? Fig. 1.) Bid Selena does not

disciuse that these exemplaw UNIS enable establishment of a meme communication fink.

ii)? i understand that the fiffiee Action timber reieets dependem claims 26 and if} {is

anticipated by Premier), and as being oiwiens one: Preview in View of RFC 2236 er RFC 2504. The

Request and the (iffiee Auden ailege that 13’rrswiim discloses the: at least one of the piuraiity of

domain names enablee. or is configured so as. to enable. estabiishment [if a secure commmicetinn

iink because “Eflhe don‘iain names and [ntei‘net addresses maintained in name server 32 are need :0

establish virtual private networkx which are secure eminnnnieeiien iinics.” {gym egg. Red. at 329.} 1

disagree.
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1618. Merely 11.11111; 11 domain name when establishing an alleged secure 3.0111111131133601}

link does 1.101 11132111 that 13.13 11011111111 name 11332.1“ 1211111533133 13111331131111.1131“ of the secure 0011111111136111511111

3313. 33111111110 is silent regarding the come-.111 of the aiiegefi domain names- {human—11331331133

addresses) and 3311311111,1 does 11:11 disclose that the} incinde anything: special 1113.1 enables. 0:1 is

1:11.111‘iguiecl 311 as to enable, establishment (1133.1113- cmnnmnicaiien 11113

lOLQ. i understand that the Office Action £13311 rejects élepmdem claims- 26 311d 30 as being

anticipated. by 833111". The Request and the Office Action 335311 that 8133131" (3133.11.13.33 131211 at 113.1131. one

of the plurality of 31111111111111311135 enables. or is configured 311 213111 enable. establishment of 21 secure

001111'111111icetim1 Tink because 83331: “discloses systems in which a unique identifier. which may be a

domain 1121171112.. 113 1.13133" 10 egtabligli 131 secure cemn‘i1i.11ica.fi0n link.” (See 60 id at 2:39 6111131111313

1111111311.} 13111 111e1elv 2131113313111.11113111 11111113 when 331412313th an alleged 3111:1113 31111111111113.311011 link

does 1101' 11131111 that the 313111111111 1131111: itself 3-11111‘11135 11312111113111.3311: of the secure 3.01111111111133111111 11113:.

8133131: 121133 1.1111 digiclnse that the unique identifiers emin’e {or are configured so 213 1.0 enable}

mtablisliimm 111 a 3121:1113 communication link

MO, I 11113131313113 ii’iat {lie Q'k‘fiee Aerial} fiirt‘liei‘ rejecis dependent Claims '26 and. if}: 213

being anticipated by RFC 223 O The Request and 1.11.3 Office Ac1i011 allege 111111 RFC 22.30 disclc:1:333

that at least 0.113 111’ the 131111111331 of domain 113111133 enables. 131' is Gunfigui‘ed so 113 {:0 enable.

establishment 131‘ a secure comm11.11133Iimi link because RFC 2230 (31331113133 secure cmmnunieation

F1133 between "R: and R2 and. between R1 and D. (See, 11g id. at 237.} ldisagree.

lll. Meieiy using 11 {1011111111 11211111: when esiablishiiig 11:11 alleged secure 00111.111u11icai‘11111

link dues 110: mean 11131 the domain name itself 31112131333 establishment of the secure cmmnunieation

11111:. In that, RFC 2230 does 11m disclose that the unique identifiers enable establishment 1.11" a secure

1:11:1111111133311011 link. and thus (11333 1.101 anticipate 312111113 126 and 5C}. Accei‘dingly. the (ejection 111“

these ciaims 311011313 be withdrawn. As with 013131: references discussed aimve, RFC". 2230 is silent

regarding the 31311113111 01711113 alleged domain 1111171133. and certainly 1.11.133 11:11 disclose 1:11:11 they include

anything special that: 811113133. 111 is 12.011111111111313 311 as 111 enable. e313bii3§11.1‘1ei111 of a secure-

co111111u.11.icati1111 link.

H2. 311 additinn 3.3 I explain. befbre 1111 IPsec 1111113 in RFC 223.1} 31311 31313113 the DNS

records 113’ its 131‘ge1:d01'naii1. it first makes a 1111311511:1231831311111 01“ whether 10 1111111133 {Psee services for

traffic between. given (301113.313. {£33. 3.1: RFC? 2230 3:3-. 4 6 1 Because 3:11 external policy decision

11213111111133 whether to pmvide 381111111}; for packets 313111 hen—1:31:11 given (30111211113. it: 13 possible 1:0

establish 3 30111131211011 1:0 21 clemaiu with or 11111310111. IF 8131;111:1131. '1721113.RFC. 223‘ {3 dues 11:01 diselnee
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Centre} N0: 953’001 ,?88

Destination efAitigeios i3. Kermnytis, Phi).

that at ieast me of the tiiurality (if dtmiam nan-res waffles, or is etiiifigm'eezf m as m emabfe,

estehlisl'iment eta secure cetmtmnication iitik.

H3. i understand that the Office Aerial} further rejects dependent claims 26 and in as

being anticipated by RFC 2538, The Request and. the fiftiee Action assert that RFC: 2538 diseioses

domain names that enable, 01‘ is Ci‘mii gated St} 3510 em'thiea establishment. at a secure eetnmunicetinn

iitih because the demain nemesis RFC 2538 are associated with a CERT RR. { See, tag Reg. at 330--

31.) But merely associating a domain name with a pubiie key contained. in a certificate {the CERT

RR} does not mean that the demain name itseit‘euahies establishment ofa secure emnmimicatimi. link

'i'hat is,‘ mereiy associating a deitieih name with a puhiie key has nothing; to do with the eapahiiities

0f the actual domain name} such as whether the domain name eiiahies establishment [if a secure

CUR]iTiul‘iiCfltiO‘fl iink. Thus RFC 2533 meteiy discieses domain names asseeiated with pahiie keys

and (tees net diseiose that the domain names enable, or are eeniiguted so as to enable establishment:

Of a secure communication iink.

Truth and Accuracy of Statements

i thither declare that sit statements made herein of my own knee-kegs: are true and that all

statements made an infbn'iiatimi and heiiet‘ 3.18 heiieved te he {met and further that these statements

were made with the knowiedge that wi‘lii‘ui false statements and the iike so made are punishahie by

fine or imprisenmenh or both, under Section 200.2 of Title 18 of the United States Cede, and. that.

wiiifui faise statements er the like ii'iayjeepardize the validity ofthe a50ft patient“

Signed at New "Kerk, Next Yerkfi this 29113 fiery of March, 2612‘

  
males Witt

.Aittgelos D) KBi‘Ofli} 15.:
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Angelos D. Kemmytis -- Curriculum Vitae

.Pesiticns Held

- January 2006 - Present

Associate Professcr. Department of C‘cmputer Science. Coiumbia Liniversity, Nev» York.

u January 2%") - January 2019

Senior Research Engineer, Symamec Research. Labs Europe Sophia Antipaiis. fiance.

«- Juiy 2901 ~ Becca'lber lflfifi

i-Xssistent Pim‘eseorr. IBepm'tmem cf‘Computer Science Cciumbia Universiiy. New York.

- September 1996 -— July 2801

Research Assistaut, Ccmputer and hfi‘crmation Science Department. Universigy cf

Penney! venia. Philaddpii‘iia .

a January 19.93 —— Dumber 1995

Member c‘fthe 'i‘echnicai Staff, .14’(')R‘}‘}-{1'1e£ SA Heraclicn, Greece.

I September 1991 - January 1.9.93

Member cf the Technical Staff, Education Team, Computer Center cfthc Unix-‘ergity cf

Crete. lizieraciiml} (Zireece.

Educatien

- November 2001

Phi). (Cumpmer Science}, University of Pezmsyh-‘enia, USA.

- August 1997

MSC. (Ccmputer Science}. University 03? Pennsylvania, USA.
. Jame 1996

REC. (Commuter Science), University cf‘Crete. Greece.

Service and Teaching

Editorial Boards and Steering Cemmifiees

«- Aesuciaw Editor, Eccyciopedie 0f Cryptcgraphy and Security {3“ Editinn), Springer,
2010 ~ 20} 'i .

- Associate Editor. IE1“ ('fcrmerly IEE} Proceedings Infernmticn Security, 2005 - 2.010.

. Sieex‘ing Committee.180$.fijaikasime (m Marcie»??? and .ii3is'ir‘ibmed S}=‘5‘feez Securiefiy

{LSWBSS}, 2006 — 2009.

«- Steering Ccmmittee. New Secure}; Paradigms IA’hr‘kfiwp (:RES'PFII'f), 200'? cnward.

- Associate Editm‘. ACM “.i‘x'e'nsaci'ians m1 mibrnmficn and System Security {‘I’ISSEC)?
2004 ~ 2010.

- Steering. Committee. {.siSTENIX il-i’EJriizssfmp 012 HO! Epics in .Sccmisfy {HmScc}. 2006 —
2009.

- Steering Committee. Ccngmfcr 523:;1'uri13: Architec‘nma miu'kefzap ((1314 Hit 200’? — 200$}.
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Program Chair

. ngrmn Chair, IfiflT‘ {IIIenIaI'ILIIIaI Conference on FIIIIIIICIIII CIypI‘IIgrapthe and. Data
SECIIIin IiI"(",,‘I EIII27‘

- ngmm IIICIIIIII 'I‘7m ACM Cumputer and {IIIIIIIIIIIIICIIIIIIII Secmity {I{TS}, 2010.
- Pmcram {20——Chair, 16m AC VI Camputcr and Conmumicatinn Security {CCS} 2008?.
- P103131?) caCIIIIII, NeII SecnIII} PazadigIIIs \V@Ikshop (NSPVV,} 200$

. ngIIIIII CO—CIIIIII, New Securing FIIIadigIIIs VVIIIksIIIIp (NSPVV) 2007.

- CIIIIII, 2’7“1 IIIIemIIIiIIIIaI Conference on Disnibuted CBH‘IDI‘IIII‘ILSIstems IICDCS}
SeIYIIrITII 3‘IIIIJ'I, 2007.

'- Chair, If?“ WIIIIII Wide. Web (WWW) CoIIfemIIce, S‘GII‘IINII-L Pf‘i'Ir-‘EIQF, IIIII’IIIEIIII‘AI and
17:?!“ Had: 2307

. C. ham,15fiiUSENIX SeLIIIIII Swnpnmum 2306.
- Deputy Chair, I3"m W01Id VVide Web {,VIWVVVV) C.I3nfén;=.nce, Seawria}: Prhfaqy IIIII‘I’ EII‘IIILII‘

1'Matt? 2006

- ChaII, 3VV’IIIkIIIIIIp (m Rapid;Maimde {\VORVI}, 2003
- PIOglam 2:3——CIIIIII 3“ Applied Cnpmmaphx and NeIII-mk (360.1}ltV {5ICNS} C(Inference,

2005

c PI’QgIIIIII c042.IIIIII, OpenSig Wurkslmp, 2'90:

Program Organization

. Genera Chair, New Security Paradigms erkslmp {,NSPW}, 2010.

0 CiI-IIIIII‘III Vice Chair, New Securiiy Paradigms VV‘III‘kShIIp (NSFWI, 2009.

I. Clea-chair, Inviied Talks, 17m I,§‘"§F\II\ 3&3”in SI-‘HIpQSIIIIII, 2093.
- Generai m—chair, ,Appiied CIypIograplIy and Network Security (AC‘NS') Cmnference,

.2008.

. Cowhajr, Invited Talks, Iffim USENIX Securin Symposium, 2003‘.
- OIgaI‘IIzIng (Immunities, C0IIImb-iIII‘IBEVII‘SIBVEIIS Security :3: Privacy Day {ibkannuai

wean.

Organizer, CqumbiIII‘IBIIrIfSIBI-‘IIIIS Scfiurity 8: Privacy flay, Decamber 2.0 l 0.

2 Organizer, CIIIIIIIIIIIaIv‘IBII/‘IJ’SIEVIIIIS Sewrity 52 Privacy Day, June 2007.

. CC‘I-€,Ilfg§miliiel‘, ARGEFSTC VVIII‘ksIIQp an Insider Attack and. Cyber Sammy, 200?.

a Publicity c.0_CIIaII, ACNE. Conference (In C(ismpmer anti CIIIIIIIIIIIIICIIIIIIIII Security, 2006.

- (SEDCI‘fii I:0~CthiI‘, OpeIISig Werk'shop, 2003.

Program Committees

u PI‘OgIIIIII CIIIIIIIIIIIIIQ, ISDC Syfllpflfiiunl IIII New-ml: and Distributed Systems Security

{SNDSS}, 2903, 2804, 2006, 2007, 2.008, 2232.

- ngI'aIII CIIIIIIIIIIIEC, International WIII‘II‘slIop 0n ‘Secm‘iI‘y {{WSEC}, 28‘06, 20C? 2008,

2009, 20K), 2m 3..

. Program CmnmItIee, ACIVI Conference (III Commuter and COI‘IIIBUBICEIIIODS Security

{CCS}, 20(15, 2007., 2808, 2089, 20M}.

t-J
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Program Committee? Appiiod {Inaptography and} Network Security {ACNS} {Ionferenoq

3.005, 2806? 212m}! 3031, 2012,

Program Committee, IPSPNIK Security Symposium, 2004‘, 20055 2036, 3003.

Program Committee, Ememariooai Conference or: Distributed Computing Sysrema

(iiCBCS), Socorro; Frock, EGGS, 20069 2.081 “2008.

Program Committee, Workshop on Rapid Maioooe (WORML 2604, 2005i 2306; 200?.

Program Committee: irfi‘rmoation Securiry Confiereooe {ESE}: EGGS, 200?, 2009, 201 L

Program Committee, World Wide Weir Conference {WWW}; 200i 2006, 2001

Program Committee, URFNIK Workshop on Hot Topioa in Security {HotSec}, 2006a.

2607, ZGIQ

Program Committee, Financial Cryptography (EC) Conference, 3003, 2mm 3:31 Tr, 3022.

Program Conrrn.itrrze._ European Workshop on Systems Security {EturoSc-so), 2009, 2018)
2011.

ngram, Committee, Ariouai Computer Security Appiioariooa Conference {‘r’rCSACV},

20061 BOOK 2m 3.

Program Committee, 'USENIX ’I‘eohnieai Conference Freer}: Drrtriorrrabfa Soflirrrre?

{Freeway Bock, 1993‘ 1999: 2003‘

Program Ciommitroq iEEE Security & Privacy Symposium, 2006? 2088.

Program Committee, ACM SIGCEOE’XfiiM Worirahoo on Large Sicale Attack Defense

(LSADX 23006? 200?.

Program Committee, New Security Paradigms Workshop {NSPW}, 2001 2008.

Program Corrrmiriee, iiiEiEE. Wiii‘I‘ICE Workshop on. Errrerpriae Securing 20%, 2003..

Program Committee._ imernariooai ‘Coo’rerenee on Marherrratioai Memoirs, Mortals and

:‘-\rohiiectores for Computer Network Securiry (iii-{NW{AGNES}? 2807, 20!. {1

Program, Committee, “‘5?le Annual Technical Conference {ATC}, 2008? 20} 1.

Program Committee, European Sumposiom on Research in Computer Seouriry

{ESORKCS}, 20} 1.

Program Conrrn.itrrze._ inromariooai Workshop on aroma Security ova-re)? 2m 0.

Program Committee: 40““ Annual IEEEKIFIP international Conference on Dependabie
Syaiema and Neiworks (DSN) Depeodabie Coirrporing and {Zoom}rmioarioo Sympoaiom

(DCCSX 2010.,

Program Committee, Computer Poreosica io Sofiware Engineering Workshop, 2809;

Program Corrrmiriee, USiEiNIX Worksl'rop on i!..arge«soale Eilxpioira and Emergent Threats

{LEET}, 2008.

Program Committee, 23”" loteroatiooai Information Security Corr‘fereooe {IP11} SEC),
200%.

Program Committee, Joint i'I‘rusr and PST Coafiareooes on Privacy, Trust io'ianagemeot

and Security (iiFIP'iTiML BUGS.

Program {Ionrrn.ittrze._ is" Computer Security Architecture Workshop {USA W}, 200?.
Program Committee, 55”" HEEE Ioibromrioo Assurance Vv’orkshop {MW}, 200‘?
Program, Committee, Ariti~Phiahiog Working Group (APWG) eCrime Researchers

Summit, 2007.

Program Corrimiriee, 4 (H Il'rr‘emarionai Conference on Ehreorioo. of Intrusions 8::

Marmara and \v’uioerabiiity Assoaamem {DIMV’AL 200?,

Program Commitmq 21‘rd rXCM Symposium on informAriorr, Computer and
Commaoicatioos Seooriry {'AsiaiiiCSL 2m}?

SE":
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. P1711g1'111111 {.701111111111213, 6m C111c1'11111‘10nai Commence 1111 (313111111013 £1111CN13‘111-‘01‘k Security
{CANS}, 2111111.

. Program. Cim111111’11w, 2”“Wb1'ksl1opol1 Advances C11 “Crusted. (13111131111111; ("1‘1’A’1‘Cj1. 2086.
u 131052121111 C(311t111'1ificc, C111e1‘1‘12111111111i Canfcrcncc 011 Cnfufiflatinn 11111.1 (:01‘11111111111311110115

Security (ICICS), 21306.

. P17011131“ Cm1‘1111111ce. 2““‘1‘1‘111‘11511111‘1 1111 Secure Network P1‘11111c0is {NPSec}, 2111115.

. Program Cm11111it1ee, C" W1117113111111 011IC-{L11T011ics in System Dependability (C-C1.11.Dcp},
2005.

. ProgramCo111111i11ce, 20"“ ACM [81111111111111.1111 011A13pi1cd C1111111L11'i11g {SAC}, Trust.
Rccc111111cnd1111'011s, Evificncc 3111111111121 Cciiabcraticn Knawhew CTRECK) Track. 2005.

. .P1'0g1‘3111 (30111111111133 .1“ “161113111111 011C3pc1‘ati11g 3313113111 and Architecture 81111110111211.1111:

011 demand {T Infrastructure {GASES}, 2004.

- I‘mgmm Ci11111111111cc. Workshop 1111 Infumlaticn Security Applicatians {W‘CSA}, 2004.

- Primrmn (71111111111161: \‘Jmikslmp(111]..ogicai {311111‘111‘1111111111101‘1111 Aciaptive Sacuriiy

Enhasuuuun {WOCFASI} 2004

- .P10g111111 {3911111111162 29:h 11:12? C0111‘E-21e11ce 011 I011111 Campniez Networks (1..C.N} 2004.
. [111111111111 (1.111111111111213. 2“‘I111c1111111011al Ccnietcnw 1111 Trust \‘iana‘mnuAu 2004
- 1911111111111 C(1111111111110 AS121 BSD C71011.1‘e.1cnce. 2.004.

. P10013111 C(11111111111311...‘9‘ "111111111! New ‘1"01‘k Metm Area Netwm‘king Workshtm
(N‘1i\IAN), 2002

- P101113111 C0111111ittc13 C‘uud C01113311111111 Security Wcrksi1011 (CC.‘ SW1, 2009

. .P1‘11C1111111C 01111111111312. ‘1’11111911011 1111 (11111111111$111111 Secmih {V1'(xCSec) 20} i

:- ngmm (.7011111111'11211. Wmkshop 1.111 Cr'jybcr 3120111111 {111112111111.1111111011 111111 Test {CSET‘},
20:1.

Advisary W'orkshops

- ODNI-‘NSA 1.1111113111111111 kasi‘mp1111(2111111111111liona‘ Cybe1‘sec111‘11yin (2011:1111‘11111561‘1

E1w1r111111‘121‘115 {C313}, Keystone, CO, September 20‘. 'i...

- ONR ‘1‘5111'113‘1011 011 H1151 C111111‘11’11‘81‘ Security, Chicago, [3... 0111111131 21111111.

. Intel Wurkshup 1111 T111111 EVCCCEDL‘E and E11d~m~cnd T111151 in i-imemgeneous

Em-‘1ro11111cnts, Santa. C1313, CA, May 2010.

. Knic‘iigcnce {101111111111.1151 ’i‘echnicaii Exchange on ‘111‘11‘11111’1‘111'1161, “fashingtan. DC. April
201.0.

- Lacklwed M 21:11:11.1 Future Security Threats. Workshap, N1311-‘Y0'17k,'N‘1'N‘011-‘e'111be1‘ 2009.

- .A11"F(;11‘ce {31751211 far Scicnflfic Research {AFCZ’SR '} 1111'1711111701131 \A‘mksimp 1111

Hgn‘mmumnus Faciaw Sofimue 1.1 HLECCUULHCOUb {311,121.12 3011111111? Arhngion VA
Omaha 2001

. NSF Fawn: 1111611161 Nc111‘111k Design \V011mm \Zcumw Arhngtcn ‘1A 311.111: 2007.

- ARC)?FSiC Wmkshop m1 I11s1der Attack and €be Secmiw. A11111gto11, \A I 11116 2007.

. NSF- IZ11V'1.12111111131 W'orks'imp 1111511111113 Diractims 1‘01 1‘13 (fi'y-‘C1e'r’1‘1'ust 911111121111. Pittsburgh.

PA. 0111013121 2006.

a ARGEHSARPA11111111110113“ Workshep c111 Malwmc Detectinn, Arlington, VA, August
2085.

s [31311111111111.2111 11C" Dcfcnsc 1111'1'1111'1011112 ‘1‘1’01‘k3‘1111p 1111 the (311111111131: 311111114111o‘fAdaptN-‘e.
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Netw'111‘11~{3e11,11‘ic Systems, Coiiege Park, MD 11111; 20115

0. AREA N551 {35115111111111 11111111111115 hwitationa1 W 0111311011, 13111115116115 31111511011, MD,
1111111511 2005.

I CLO-111211161 1111553511111 011 "Securing 5111111111115 51111101511511.1141", £10111: NSF and. 13511111111111.1111. 01'

7115115115; 1111-‘1'11111'111131 W01115111133 1:111 111551115111 {311111110151 {11110111151155 Systems,

13115511111111.1111, DC. March 2005.

. DARPA Appiicaiion (110111111111111155 11111111111011111 W111115511119 A1'1ingirmr. VA 011101051 20114.

«- BARR-A ARNe‘iS {11111111111111.1211 Workshop, P11‘i13delphia, PA, {351151111181 20133.

- NSFNIAT 111111‘11111‘1011111 Workshgp 01.1 Cybersecurity W1.1rkf0.r1;e Needs 15155133511131“ and

Educatimm 111‘1101-‘21110113 Ariington, VA, August 21.11.13.

. NSF- 1111‘111111111131 W'mks'119p 1111111113111 Scale Cyber-Sec11rity, 1.311.511011115, VA 111111111311
2003.

. IP Security 115011111111 Group Secretary, {men-11:1 Engineering T1151;iForcc(i1iE'I‘F}, 2.003 —
2088.

n 8135511111 11101151211111; 13110111511011 1111 Ir11€llige11cea111d 11115121111311. Fior1111111 Park,1\5, 051111151
2001

. DARPA 15.011111115111116: 11.11511. Axsmanu 11111111011 System115''2‘{Cf§LAT82} I1wiiatimrai

VA 0111511131), Napa, CA, N01ember 281.10.

Other Prefessional Activities

. Ch—chair, ACM Commuting (711155161111111111 8351:5111 {113111115 {17011111111155 {'"Seeurity and

P.1‘111'11cy" 101141211121 node). 2111.1.

. Mamba, ACM Computing; Ciassificarmn System Update Cairnnittee {top two 15111115),
2010,

:- 131115111111. Advimry 1311211711 11151111151; "11711121125 Read—(£1111311111311710'11.1'(1':1111’eIdmwzlemmmEU

111111501, 21.1} 0 - 211312.

- Re'viewer (grant 1111;111:111111115), Greek 11/13111511‘y 01‘ 13611103111111. 2.1119.

n Rex-"iewer {grant11111111511110115) 1311111511 Nahum} 1111151211511 1701111111. 1.11111 201 {1

- 1111111111131“ 0111113 811121111111: (Aihismy 13111111111 (511115 111.1 Rum;1 11111115111111111151 111.15%

1{131‘3'11}, 20118 2.011.

- Senior 1121131111216? 1311131112 ACNE, 21008 0111111111.

1 31311161 A71 1311111131 ofthe 11813va, 20119 Gaward.

. ‘1} 15111111.; Scientist, 11151111111: 1111‘1111‘11C11111111 Re51211rch. {TIER} 5111011131111. Februan A1111-
2011?.

- (1011111111111. Representative to the 111311111113 fer 1111111‘11131111111111.11121511‘11011‘11‘13 13111181211011 {131?},
2006' 1 2063.

- 16131111112111Advisory Board, 181111611751:sz Inc. {111111151111 Revive .‘3315161113 1118.}, 2006 ~ 2009.

- Technicai Advisory 1311111111, 11311111111: 111123.. 2006.

- Revimverg’gra11tappiicationsh 11151111111: for Security 'I'ec'hnoiagy Studies 1" {SETS},

[32111111011111 {3111113113, 2006.

. Rem-11511111. 31111111131111: National Science 111111.Technoiogy531111111115 {NSTA}, 20116.

a Beard of Directors. .8'1’111‘sk512f1?Inc.{11111111111111Revive.31151111111 1.110.}, 2005 —- 2009.

- 1111111111511, 31011115qu 1111;: (fin-11111111116111-121111 511111121115{1111,}, 21105 ~ 2009.

s E51151"; 1111111155 111 111111111111112111111111511.115111111 property 1111ga11011 1111555, 2005', 2006, 200?,
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2009, 21310, 201 3..

a Science Fair Judge. Middle Scheel for Democracy and. Leadership, Brooklyn, N‘1 2005.
2006.

u Reviewer (grant applications} Swiss Nnnenni Science anndanen, 200?.

- Reviewer (grant applications). Netherlands Organisation fer Scientific: Researe‘h, 2005,
21306.

. Rex-newer {gram appfieaflnns), USEISifaei 13111111101121: Science Feundation, 2803, 2005.

«- NSF reviewer 8; Immense 2002, 2.1303, 2806., 211118, 3009, 21)} L

. Inien‘let Engix‘xeering Task Feree {IETF} Security Area Adviser, 2100‘}. ~ 2008.

1,311.1). Thesis Committee Service

as Miehaiig Pniyehmnnkis, "(:Feweric{701:1}?linen-(inn? Minsk[inflection11.511351513011711!

Hzrznfcflian", Cemgnner Science Deparnnene {Fen-"even?“ ef‘iiirete, October 21309.

. Spy-res11111011111115, "DefendingagainstKnow?and[Element-=1“:enemies213mg n. s’V‘elworft {3}"

riffs-1131:! Honeygmfs", Cementez‘ Science Depamnene University of Crete, Goteber 21109.

. Van-Han Pham, "Himqfigmi News Hum-15165 in? News (3141112611: Even! {denIfficcznnm"1

Computer Science Gmnp. Cemnmnica{inns and Eieetmnjes Departniietn, Eeeie Nation-die

Sn.pe1‘1enre des Teiecennnnniennnns, September 2009.

. Gabrieia F Cincnriie. "Hint-uni? SeffA-a‘dapm’eAnomnfin Defentézm Sema;1§""_. Deparnnem

of Computer Science, (3011111111111 University, Septen‘iber 21109.

. Vanessa Frins-Martinez, "Benn1->i{.>r-Bzmec:1 nidmfin‘irm am? ../.”ICC€&§" (Elilfffllfifi‘ Name}???

Seem-11:11:”, Department of {Iempnter Science, Coinmbin University, Sepiemher 21308.

- Wei—J en L1, 35111111319: 1 fiy-‘brid 13:1-‘1151921251‘121' 131-121iffidE—Bfiflf‘iflg 1)::nnnnezz! 11381151513131",

Department of Cmnpnter Science, Columbia. University; June 2088.

:- Raj Kuntmr Rajenéran, "1’The Me11wdjbr Simng Deiecz‘émzjer ZNS’H‘imifflif Reining",

Eiectnee1 Engineering Departrnene Celnmbie ”1111i.x-'*e1'sny, March 2008.

- Cenetnnnn Serene. ’2r1cfwmces in Dewmrefésedand,S'fnfefnl1:11:6112‘1‘ (L’anzmi“, (Tammie:

Seienee Department. Rutgers Lhn'versit'y, December 20137.

- Ricardo A 133131710, "mm-=1? 1:1 13%"szer emf 1313112016 1:31.1111’11}: Arefiifeenn'efer Denis-Inn

{L’mnpniii-zg“, (Immune? Science Department. Colunfiuin University, ()Clflb8f 200?.

- Zhenkni Liang, ”flecfizniques in 32110112111611 (’Za.~'ber—Aifms‘fc Respmzse 1:1:ch f{e?(.1mve:1jn"’,

C‘mnnnter Science Department. Stnny Ewen 11121171211111, Neveznner 2006.

n Ke Wang, "'.N(~3m=0rkI3119;101:3111[Mai-ed Anmimf}? [Lexieefimr and Cleniemabezzsed51.16;":

(iTtmeintien Computer Science Department. (3011111111121 Univereity, August 2006.

- Seenngéifium Lee, ”Aaé’cqzlfi‘ve{2216211131eijewicefi}3* Wirelcnza‘:11"!Free.é‘v’efns‘nn’ks", Eieeiricai

Engineering Depnrtmem, {301111111113 Univereny, June 2006.

. $1113an Hershkep. ”Bennvim-«based1271-11511?!1-:1'na11n'in with .x1;.2g:vfn;?nrini-z In {Shem .[fleteetimz‘i

Computer Science. Depnmnenii. {Inlumbia Uninersity, August 2605.

- Gnurnv S. Kc, ”01112111111115; 1111;311:1111; Agents: Pr'1‘n7e15'5amiz1.381310}? A {reeks ”, Computer

Science Department. (iieiumbia ’University, Anti} 2005.

e Gnng Sn. "2311013254231 New firm:11:12:11,111fifll‘ffimzxicfz 10Mobife{fanny-21m11:51!an’1

Cmnpnter Science Department... Celnmbia {Lininersnyg May 2004.

- 11311311311111 M. Efiennex. 'iS‘eew-‘fe'es‘félx' 1121617181 11211111110111.15, Compuier Science Department,

Columbia Univei‘einr‘. December 2003..
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- Mich-ad E. Kmmavis. "I-’i‘ugmrrzmiflg .9 *‘vt'?l.'\t’{}!‘kA?‘£¢hil‘€£flfi‘fi?5’N, Eixectfical Engineering

Department, Columbia University, June 2803.

. Wemm Hang, "90S .s’vimsWerner?! and Managwnemjm' Jammie? Raw-time .stiidfimectéa

Sé‘rz‘tiézm'fl Cmnputcr Science Deparm‘mm. Culumbia University; Aprii 2003.

Past-decimal Students

- Hyung Chan Kim {QC-tuber 200’? - October 2008)

. Steiios Stdimgiou {Samba-31‘ 2008 — December 2008}

. Geergios Portokafidis {March 2010 a present}

a Michaits ii’oiychmnakis {Ma}; 2010 - present}

. Dimitris Gemiamkis Hunt: 2010‘ - present}

Current PILD. Students

5 G‘s-orgies Komaxis {September 201.1.)

- Vasiiis Pappas (September 2009 — present}

- \‘asiieios Kfll‘nflffiS {September was ~ present)

. Kangkmk Jere {January 2008 — present}

¢ Sambuddim Chakmxr'arty (January 200? - present)

- Angeiika Eat-nu (September 2Ufl6 - present)

Graduated Ph.D. Students

5 Debra chpk (jammy 2082 ~ June 2006}

:- 'I‘hesis‘ titie: ”55mm: ffifczi‘cfi‘ (‘,7§§>fis£r‘s"’

Festwgt‘aduatitm: E‘wiember of the '37eclmicai Staff. $3612. Labs

0 Cku‘rently: Research StaffMembet, Telwrdia Research

«- Aflgeios Stawou (January 2003 « August 300?}

c: Thesis titte: "3:3 {:}t-’{?i‘fa‘,{}.v‘A?311?}?ifi‘f‘iiv‘fifl'aéfifi)? Ei‘;‘:e;f~fe‘}~fi£ts:€Stat-“iaxa-tA19,12:31153563}!fl

{awarded with distinction)

Festwgt‘aduatitm: Assistant Profesam‘. {Imnputet Sciatica Depm‘m‘lent. George

Masai} University (GNU)

c3. (Furrentiy: Assistant .Pl‘ofiassm‘. {ftmzputer Science Depmtment, George Mason

Un.ix\-‘e;zisity {GMU}

- Michael E. Lemme (September 2002 — December 290?}

:.-.-. 'I‘hesis‘ title: ”ff?!£§f‘i.{3~’ P{3s“f.s{rt:§sjbf >$<1fffirtit¥f€ {‘itegféikEwe""{awarded with

distinction.)

o Past—graduation: ISTS Research Fei'iow, Dartmouth College

(3 Cmrentfy: Assistant mefessm‘. Ilepm‘tn’mfl ot‘Computet Science. University 01’

Caigar};

. Steiios Sitfimgiou {June 2033 ~ May 2008:)

Thesis title: “$135, harsh-22* (’giz‘lfzem’értg {kit‘sg 35mm” i‘irfiztczEiscztEm:”

o {rpm—graduation: Research Scientist, Coiumbia University

«3
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Currently; Research Scientist, MET CSAIL

o, Mansoor Alichetty (September 2006 — October 2030')

o Thesis- titie: ”st {tittttfitstetf Petite}: tiTt-gfi:tt-'cetttettt tatmi:itetzétttt'tsji‘tt it" t'ttttt’e EEC}: fiat:
t‘tiett-t-‘otfts "

c: E’Qstvgtaduatiun: Member of the "technicat Staff, Aieatel—Lucent Bet} Labs

Cuttenfly: iviembet ot‘ttte Technical Staff, Ate-atei«{.ttcent Belt Labs

. Brian Bowen {September 200’? » December 2?} 10; codaativised with SitiXFai'Oim 3. Smite}

c3. 'tf’ttesis titie: "is‘TJ‘t‘asigtt amt? ,sitstt:tt{}ittt t_g;".£_'3t3t:t3_t> i333tetttxfitr {I’tttttptttti't' t‘i'tatrttrit1t-‘”

e. Postmgmthtatitm: Menlb'fit’ ut‘ the Tecltttieat Staff, Sandia National Lattm‘amties

Currently: Member of the. Te:hnitai Staff, Sandia National Laboratories

Service at Columbia

. Cempttter Science Department P1113. Committee, 2010 - 2G} 1

. Cmttputet Science Departtttettt Facilities Ctnlttt‘lttteeg 2001 ~ 200& 2310 - current

a Chair, Facilities committee, 2003 — ztttti 2013 - Current

0 Mfic. Admisstmts committee, 300? ~ current.

is MSG, Cammit‘tee, 2008 - current

- Computer Science Depatttttent Facuity Recruiting cammittee, 2002, 2008

. Ceittmhia cummittee on Research Conflict of interest. Puticy, 206? ~ 2008

. (itbtjtffiiflififlf, Computer Science: Faculty Retreat Fttii 200‘?

. Adviser for the Schoot of Engineering Computer Seismic: Majors, Freshmen it;

SUN‘IOIWHI‘ES? 20061 * "EIGHT?

- Computer Science Department U’nc’iergtattuate Admissimzs Representative, 2002’ — 2008

. Advisut fer the School of Engineering Computer Sciatica Matias? Senim's? 208? - 3004,
2006 — 200'?

a Cemputer Science Department Space Altocation Poticy eettitttittee, 2002 - 20 t 0

- (:Tmttputer Science tilepattment Events R ept‘esetttativef FAME. - Etttit}

u Advitm for the Schooi of Engineering Commuter Science Meters, Meier; 2002 ~ 2003,.
.2005 « 2036

. Ctmtptlter Science Depat‘ttttent CIRF Director ifiit‘ing committee? 2003

- Adviser for the. Schmt 0f Engineering Cemptttet Science Majora Sophomores? 2801 —
2002

n Commuter Science Department Facuity Recruiting cammitteq 20G} a 2002

- Executive Vice Pmmst committee on (I‘Qittmbia's response to the 9:11 events, 9311 2001

Teaching

(flutes indicate mean mutate quality tm'it-igfiwm anti-16mStat-ta: sum-t3? Hat. catttt’ztctecffiti'

.S'tttftfifé'f‘ sestsitn'zs}

- tnstt‘uctttt, COME E63 83-} - skimmed Tttpics in Netwmk Security Coiumbia

University

2 Faii 2006: 17 (tit—campus students {4.58.13

. insttuetm, {TOMS W6998. '3 — Advanced Topics in Netwntk Security, Cttiumhia

., 3 -
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'L4114versi'4y

0 43.2144 204341? 1:111campus students 14 62/1“I

0 Spring 2003: 48 tan-cannula students {.14 [-24.1

1. 41154111134111. COME W44 80 . Netwurk Security, Culumbia {Silk-"ersii'y

:1 Spring 2444 4: 4 CVN students {144124,}

:2} F4144 20.40: 2 CNN 541114121143 {44414)

1.». Spring 2040: 25 11114311111113 and 5 CVN students {4. 48.134

1;. 311111111121‘2006: “.4 CVN students {443.344}

<1 Spring 20446: 63 unneampus 1111.11 9 CVN Si41d€fll$ ('4. 1' 41".?,4

e 811111111131 20053: 4 C4“? students {444414}

 

1::- Sprimg 2005: 44 011—-e€1mpusand5 4...4-N students {4 . 533.}

13 Summer 20444: 6 C4N students (3‘444

12 F344 2083: 4S emcampus and 42 CV\ Students (3. 1374.45,}

0 51111111142? 2003: 5 CVN sindems (Mi-:4)

c: F1144 20442: 4'3 01142111111113 and 9 CVN studenfi {3.24/3}

:.. 431144 2001: 23 (111—ez1111pus students {3.6.45}

- 41151111124111, (704143 W44 48‘ ~ Operating Systems, (3041111141411 UniV-‘ersi‘iy

a Summer 2002418 CVN students (N

4214442006: 59 oncampus and? (4 N students (14.4.1

511111111111” 2006;45 CVN smdents {1-4‘14)

432144 2005: :32 011-—campus and 9 4 VN341144131113 {3 86;"if)

Sap:mg 2004; 32 011-13.;111111113and 4 L4N students {3.34).3}

a). Spring 2002.: .37 1.111411111131115 students {3.13.415}

«- 411311113101 CONS 44-43 4‘4” _. Advanced P1‘0g1‘m11n14ug, {301111114141144.11.4V'E1‘Sity

<2 F1144 20441:.4? omeampus 311111121113 (3.25.554

F1144 2007:.'40 e11—ea1mpus students (4.46.45)

- 4.11simetm. (TISWO/UOR _, 431144141111; Secure Systems, Quiverefiy 114‘ Fe1111sy4vaniz1, 811141.1g
4998

 

II-C?O0

Support for Research and Teaching (Gifts

and Grants)

4. P4 (co-4’43: Rexana (41331114121511, Junfeng Yang, 841114111 Setluunadliavan, 81:14 8101470)?

"44’1"!"4’41‘4’44"? Maintaining 47111613111414" 441144146110 viafifa’eidigmfapie1111111111111»? <43.

Mumfwmunnn 0f411,141»;me 41:;we(31‘{DARPA MRC $6,6192743 {092044 ~ 092’2041;

41-22114ng team that zine-hides (fie-owe Mason UniVmsitV and $1mania C0111}

2. PI ”4244 411111101440} the 3041‘ .4811 4141111141.}1141111171111 liaifisi‘zap F21111111111;414:!

{52131114141114.1111, NSF Trim“01441} Computing, 31111111111116.2611 -= 2124442)

3. P4, “LE43831144344442,“{2146 (5.7401112! ioAzsdiz 4.4.311(34811115441514!11144111211141.1112”. (4009546: (research gifi).

$614,200 {054204 1‘}

4. c0434 {with 5114. 3404441}, {414144448 41411121161114Behavirzn‘af Sewers €481.87)", DARPA

,AD1‘1444S $7844.996 {$324444 — 04.20434

PI '{mdmg14131111111e’111f01112miew 4440115. 411410941411 411141411111er” 4111124, $84.954

{42“28144-1241’2044}

U:

«9.
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6. ee~PI {with Simha Seth‘umedmvvan, 8a} Smith, Jam‘eng Yang, and David AligflSt Qt

Princeten); ”SPflK‘fHS: Svmbiefie F’efiéflzerpfzic‘5, xii-Hz‘xzamie, Resifiem, (Keen—Siam, Hm:

zfieczzr'fifi-“i Elf-XRPA CRASH, $6,424,180 (1052010 — e9..»*‘2m4}

'3’. PI; "MS?” Sispfn'mfi‘zr the 3011’} New SEI-‘Hi‘ilf ii’m‘adigms H’c‘wflziyhrjg? Firiamsial Aid", NSF

Tmstwerthy (Iiomputing 33MB!) {09,52010 — 08.520} 1}

8“ PI (mm: Junfeng Yang, 531 Smith), "MEL-WES?RON}?‘1 EARPA, $7,530,113 (SSEEGIO -

{'}?,:"'20M; ieading team that includes Siemihi‘d Unix-emit}; Geerge Mason ‘U'niversiiy, and

Synmntec Corp.)

9. camp! (with Junfeng Yang and Dawsen Engier {if} Stanfield), "Seed: (13578: emigre:

(jniim‘wwiwe Researeh.' Semfr‘r‘qr: impntwing Sqfnmre Reliabiiiw Nirrmg}? See-swim?

Sizrzifw‘ig: 823g Segre}: "2 NSF CSR CNS—104 313?, $325,008 {07.12013 — UéiZQI i)

'30, PI, "Y}'c1zrf¢i;rgSeflsisiveinfernmlirjm [Shrew in gié'oafewrz 1£.}‘-‘zferjpr.ises”, Iete}, $82,286

{0852009 — 07,520 :0;

11‘ PI; "’,S'z~t;,y}fe}rsentrier lrziex'rmfimm! Research (C‘c'gfiabm‘zz{jams‘", NSF "I"msi:wert¥1y

Commuting $4; $269 (09.52069 ~ 0852011)

233. PL \‘alfizqucsrsfikr the 300?? New SeawayParadigms FF?)§“]{Z€FE(J}’3 .Fir-nmeiai51M"; NSF

Tnm'iwerthy Compui’ing $19,843!) (9952609 ~ 08203.0)

2'3, PI, ”1148:1520"ngIbeHea‘zif}? qflnfermz?! Remix-:54: A Langizzm’iimi Steak", Cicegle (research

gift}, $69,000 {0?.-=’2009}

14. PL ”($153: Shim??? An ngfi'n‘mmifm Aecmmfahh’irjvAref;ifecimr'ejm'Disvribmed Enterprise

Systez-m‘fi NSF 'I‘mstworthy Cemputing, CNS-09443125 3451;},090{j‘O’EiZQUQ — US$012)

3,5. (re—PI {with Jason NiehL "If: .Skrzaff.‘ ifxpkwifing .Sqfh—;-=are 1:73:25;ifeii}.~*fi;r.r‘im‘immnic

.Shfiu-m'e Sia'fi'»ffi3aflifig"L NSF Ti‘usmrorfi‘sy Computing, CNS~0944841 $450§fl08

{(fix‘fltiflii)” ~ 06.520 § ‘2)

it}. C-QwPE (with Steve Beiiovin am} Sai Stake}, ’5Pf'r)~£;r¢;‘li1-=e{}v‘Remr.n.»*ieg'the Beam: Head",

Office of Neva} Research (ONE), $294,625 {MJEQGQ — 0952010)

1?. ee—PI {with Simha Seihumadhavan and Sai Steifol "SCi'iZPS: .S’eezu’e Career {Lipex-ufians

emf Pm‘az'ifeiigatitm .S‘I‘m:1ies (f3n.9iee*:"’, Air Force Qffiee For Scientific. Research {AFOSR},

$658,001} (04,53 552009 — (34H 4:52.010}

18. PI: (e0~PIS' 851$ Smife‘), ”Pi-ugmm i’F'FHfi-zlixiirig I‘mfrzer‘ahiifw ,«-=Inm:1:zics and sam-

..¢‘Ls'sz:imm.>m‘", Synmntee (research gift}: $65,300 {£32008}

1Q. ee—PI {with 83% Steffi); "AZ-Hamm'wiC1-‘emim: ('gf‘£\l’EM-1w¥é and (Tm-Hem? Y'Fqflic R)? the

.Naliamd (fisher Range"; D;‘-\.RPA£’S’F(), SSSflfifi {{}l..v-"{}l..-"2{){}9 ~ 063’305’201hpart efa

larger emit-:01}

20. co-PE {with Steve Reflex-“i115 Ta}, Maikin, am}, Sal Smite), "Secret? £i‘r2c:rg_1s}tm=?dSearch”,

IARPA, $648387 (09,2008 - 0220“?)

21. P}, ”Tmekmg.S‘ensiiive[aim-maze»:kaaxir3,;11f{.ufer'r7lik-zz‘ermises"Z hittei {research gift),

$64,900 ( {}5.-"2{){)8)

22, PI, ”Prn-mtzep (we? Se?ci£f‘{i‘?'2.‘ Hmieg if 801.11 Fir-"(13.58 if)? Wish Sen-‘ici'e..9”. Geogie {research gift),

$50,000 (03;?008}

23‘ PI {co-Fir Sal Smith), "(bizz‘immimz: Skye firm-Living Wirermgfi H‘EELE‘wmed d};p£i¢flfi{2fl

CmnmzmHim”. Googie {research gift} $584338 (0332008)

‘24. ee—PI {with Steve Befievim Fish-31 Mime? Heming Sehuizx‘innej Den. Rubensteim Nick

h-‘Iaxen‘iclmckfi ”fem Outage .ilmamzic Jim?miigz‘afé}: ..~L’I..s*sw*¢:#:fe (l’ezrmmrzitiex {EOUIA {3}",

DARPAJSTQ, $835,357 (1 15200“? -— 03:”)80‘9; part ofe larger project with Telcerdie,

Sparta, 6MB} and the University ofPennsyh-ania)

- 10 -
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. PI, ”ID'a‘t-‘ei Suppiem‘em under {fire {iii‘ifirpam {T‘rifécaf figfizwimmaturePrtflecfflm

{T'oopmzmtm ngmm ’2 NSF Cyber’fmst, $38,640 (095306? — 08.92009}

‘ . P I, ”Packeiébread:Practical?.Ne‘fh-t-‘mk['I7<3¥.1?abwfi€i‘?”,5 NS!“ CYbeTTWSt; CNS‘W‘MEWE

$288fi08 (09.57280? ~ 0832010}

. PL "Imegmfed {ihtewrise Seem-figs g’id'cmczgemem", NSF (I'iyber’l‘mst, CNS—0‘?— E46473,

$236,486 (083200? _ NJZUGQ)

, P}, "5::ng Brmming Yfinmgh E'i'bbfibmed Appficmimr (“emmmaii‘iw ”j NY

Stariey’iPoiyteehnie CAT; $25,000 (063’306? ~ 0652009)

A . PI, "fiefis’é’fifs .Fhmnfalirmaa’ wm‘ Shaflwnfi Suppl/”‘36)?” Qnamimm-‘e IN!“ fiefcmagemwzz":

Office of Naval Reseaxch (ONE), $753Jjflfl {GSJEQU’F — 04.52012; part of a larger pmjeet

with the finiversity 01“ Pennsylvania and Georgia Institute ni7‘1‘eehnoiegy‘}

. PI {co—PIS: Eager} Nix-:31, 8.311 Stefib}, ”fixflfRi} Azm'momieRecsrwerj?{3f‘i5i12er331'5..5'e~Iii-”Ede

3:}15‘161115.{fier ..¢£;'n:rc:k qr Faiiw'e win": Farward (Tarmstirm Air Force Office ofSeientifie

Research (AFDSR), $1,368,000 {05;‘200” « (war); 2.; 937.1 Ufa larger: project with (EMU

and Penn State Universiiy}

. ear—PI (with $31 Stolfoi}? ”Emmy: Eekavior, {raider 171mm. mm?Amyrenmis", {)HS,>’IEP,

$616,443 (0&5200? - GRI’EUGQ}

, PI (Co—Pi: Sal 8&3}be ’iSqfé? wasing Ninmgii i‘i’ffié—bflfi'eii Appiimfim? Came-Hmflies"Z

(inogie {research gm}, {SSBEGHQ (MING?)

. PI (ea-.13 ii: Sal Sieife), "Suppiemem m 8e}:minnubcrsed Access {Enema} and

(iTrm-zz-nm{crazier} if? Avril-{I‘NEY}; gravel". DARPAr’ZIYI‘O and NRO, $96,627 {0922006 -

$75200?)

. PI, "Secure {harm}? Sen-#41363 ”, NY Stateanh-Iechnis; CAT, Siflfififl {09/2006 ~ 065200?)

. PI (emPIe: Gail Kaiser, Sal 3:0}be "ifnabhng (To[laimmliw Seg’fihe’afingSugfirtm'e

5:}.l51fems‘"! NSF CyherTmsiifl CINS~G6«E'?4'?3? $800,900 {3952006 « 0352mm

f . P} (CU—PI: Sal 8:050}, "Beimvim-akin?ed Aemss Centre! and CGf?‘2f?7£iifii£f£?fifli2 if?

.sitviriztiNTEYE", Iij)ARP§-\flPTO; $109,039 ({W/‘Eflfifi ~ 05.52 00?)

. (Io—PE {with Steve Reflex-in and 321$ Steifeh ”Large~;’§ctz:rie 532816;}: foflifi'lSG", DTO,

$535,555 {WY-$2006: -— i 2309?}

PL "Naive [J‘ecqmfiw :321{}PM--‘CW8”_, NY StaiiefPoiytecimie CAT; $25,0{2fi (omega ~

$23200?)

. P1,, ”Refrqfifzifig A ,23"I¢i}z-1:-OrientedPmmfigm in (7::urwrudi2fy (linemfing Sit-airfiemsjbr High-

.Pegfm‘mgmce Computing”, NSF {ERA-W.a CCFJBNWQS, $378391. {‘01.-"'2006« MERIHB}

, 004% {with 33.3011 Niel}, Gail Kaiser), ”Broadening Pmficigxziritm in files-amt}; "1 NSF BPC,

$133,565 {gamma . 0832006;

'. PL ”,S‘eeme {}1-’é?!‘feil{}’.ST(E3I'1-»’i(l‘é?é'"3 N‘x States’Poineehnic CAT, 8125130 {0952005 — 0652006))

ctr—PI {with Dan Rubenstein, Vishai ’Misra}, "SGCHF'E {Nigeria}: Sem’iees" lute} Corp.

(regem‘eh gim} $75,000 {US$005}

' ‘. PI, ”SmrkefL-‘esfl New York State Center for Advanced Technology; $14,999 (WEZUUS ~

06.52006}

' Y PIC, "ii”efflprc:rec-12mgffi‘zqfi‘n-m‘efl {Ieiumhia Science and 'i‘eelmolegy Yentm‘es {research

gift}, $65,000 {05,9005 — 0g,£20053

tie—PI {with Gen} Kaiser); "SEWfw-‘urdzg: €I":mzpwing {'..‘z.;r'r'ieu§um flexseé'qmwm'2 Miei‘oseft

Research (research gift}, $503M} {'iEEEUOc‘; ~ 12.92005}

l 004% {with 33.3011 Niel}, Gail Kaiser}, ”Secure Remaie (Enzpmirzg Servicesi NSF ITR,

C‘N‘SJMQGGEB? Si ,ZGEMXHI {09.52064 ~ 083’2009)
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U1 £21

{13 0‘.

.PT ”Sewn? (haiku 8:53am NT StaTe’PQTVtCCTnnC CAT $12,580 {O’TQ'ETTTT4~ 062005}
. 00PT {with Dam Rubenstein, Vlshai Misra}. "TSCCHTC {)3CNN}: 35;!”sz.3 hate} Carp.

{research gift}. $931,039 {'UCTZCTOTT)

. COT-PT (with Dan Rubenstcirl, VisTlaT Migra}. ’TS‘CC-Hre 035er‘iqy 5535155555". TnTCT Corp.

(research gift}, $120,300 (085200373

. PT {CC P333: Dan Rubenstein Vishal Tvfism), ’ifi'eczu‘e (1}3-rCI5‘ZC2,}-=Serwces”. CITSCC Corp.

{TGSCETIC-T} gift}, $76000 (0’752003)

. 00PT {T523113 Sal STCTTC. TaT Malkiu. Vishai N-Tigra}, "1I)i,3-’N*'ibuz33ci{523331355051Demcfiw?

CT‘BCTSTCNCTCT? 52352-135”, Deparm‘lram 0T DCT’CITSC. SSTTOJTBT} {703/2003 ~ {3352804)

PT. "S'Y'RCTNTCECTC-«TN”. DART’ATA'TO. $23,282 (0952002. — 0852.003; part ofa larger project

with the 'Tfi'niversi’ty m“T’Cnnsylvalfia)

' 5. PT, ”PUSSYi“, DART’ATA’TO, STCCSL’TT {0952002 - (TS/2003; part of a larger project with

{T163 LTT’T‘TVBT’STQ' cf Pennsy-‘TvaniaT

’5 . PT ”(MIDI(NYC" NST TWITTSTET‘TComputmg C.{TvTC«024389372 SEQ?00C (0J7’2002~
0632005; 3:3333rt CT 21 T213get“ p1mu: TAith the. C.anC33311.3 QT' Pennsyh313.313 and ‘1'NC
University)

. PT {'CCJmPTs: Dan RuansTCTn. V$231331 Mimi). 'ZS'CC'WC 03:65‘32535 Semicas". (3533.70 Corp.

{research gift), $733,009 53.37.523.392)

. P T (co-PIS: Dan ITTuT'TenStCTn. Vishaii Mism). ”Secure 03%;"qu .S’emsices”. T).ART’A5A'T‘O,

S695,TTOTT {06.52802 ~ 0552004}

. F}, "(1:55:58 Sangria? ..=::.3-3a.{m.s: K2: {rinswzj {TARMCCTCC $37,000 {055200 T — 0652003.;

part: {If a Targer pinged with DICKCT T_.T1'T'T\-"§51‘ST.T‘.}2'_}

Tami S34,2405362

Tami as PI: S20625555

Select Invited Talks

{35(03):};9513:: 4cz’apti3e Sofiuare “9362556 iT‘wiTecT taik ONR TT’urkslmp Cm. HOSTCampmer Security, ChTCagu, TL, Ocmber 25:330.
"I557522; Decrqys' 35:5 121’2525555-=T1;~.vi2c55ms frrrm’ezts”.invited talk CGrimmer SciCnCe

Depaitmmu Nanmmi Unixezsih {IT Sing3;;me Suwapme August 20%}
’bdun1533“has“! .eTCCCST CUTTIHN' 2'31 TT’imd and Chicks.» .5\"'CI34=m/C‘zs",1m1tu‘3 {CT}: 5'11 PT: D.

SCTTOOT 031 Security in WTFCICSS Networking {SWING}, Bertinmn, T1315. 31338.}HT} 2010.

"TMNET SCCIT'FEI}.‘ BC!C:5§;{;-5‘{53352z1i and Bislrfibzrffld Dajféww” invited 323%,:”m P131). SChC-Cl

013 SCCmm in TMT‘CTCSS- Netwrking (STTTNG}. Beltinom TtaTy June;.1131} 2010
'ZTCICCfiizrglnsicfw ACTH.ACTH", imTied taTTC,55"“ PhD SChOCT an SCCutm in TXiieiess

NCm03%}ng {STEINST BCrTinum Itaiy .TunCCTuTv 20m.

elf-Tuafmg.ma’ {ulkzmmflny \ofnum) chmxm{imitCC taikfa«1313 T) SCTICOT r333
Secmity'm TTTICTCSS “Cenmtkmu TSWNCT) Bertinmo Tialv. g.Tune5“'TtCT} BOT 0
"-3"?was. (333:5 13":1C55.T:3, 15255135: 5151:? T51515915611331.5355“ 3133 TTCCT Talk:"m P13. T). SC TTCCT 013

SCcuTity in \‘3TTETCSS \Tetwmkmg. (SWING) SwimmerTalv .Tune3133} BUTT}.

{Tetcmnmm‘r T3553it:{3 132mm):{Tynan in Hercmwuewm [:7Wimmrzemx im£th Taik

TntCT VTerksi‘mp 013 Trust ET.3dence and Efl-ndntoend. “Trust.331 HCtCmgCnCouC

Timisram'nents. Santa (Tiara, CA. May 2010.
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and Netwnrk Security (ACNS) Conf‘crnnne, Paris, France, June 2009.
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National Institute. for Advanced Industrial Sciencn 21ml Technnlngy {AZEST}, Japan,
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