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I declare that the following statements are true to the best of my knowledge, mformation, and
behef, formed after reasonable inguiry under the circumstances.

I ANGELOS D. KEROMYTIS, declare as follows:

i. I have been retained by VimetX Inc. ("VimetX”)} for the above-referenced
reexamination proceeding. I understand that this resxamination mnvolves U8, Patent No. 7,418,504
{“the "504 patent”™). 1 further understand that the "504 patent 15 assigned to VirnetX and that it is part
of a fanuly of patents ("Munger patent family™} that stems from U.S, provisional application nos.
60/106,261 (“the "261 application™), filed on October 30, 1998, and 60/137.704 (“the 704
application™), filed on June 7. 1999, T understand that the "504 patent is a continuation of US.
apphication no. 09/538,210 (“the "210 applicanon™), filed April 26, 2000 {now abandoned), which i3
a continuation-in-part of U.S. application no. 09/504,783 {now U.S. Patent No. 6,502,135, “the "135
patent™). 1 also understand that the 135 patent is a continuation-in-part of U.S. application no.

09/429.643 (now U.S. Patent No. 7,010,604}, which claums priority to the "261 and “704 applications.
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L RESOURCES L HAYE CONSULTED
2. I have reviewed the 504 patent, including claims 1-60. I have also reviewed a
Request for furer Porter Reexamination of the "304 patent filed by Apple Inc. with the US. Patent
and Trademark Office on October 18, 2011 {("Reguest™ or "Req.”), as well as s accompanymng
exhibits.! Additionally, I have reviewed an Order Granting Request for rer Partes Regxamination
of the 504 patemt (“the Order™) and an Office Action (“the Office Action™), both matled on

December 29, 201172

3 I have also studied the following documents cited in and included with the Request
andfor Office Actton: E. Solana et al., “Flexible huternet Secwre Transactions Based on Collaborative
Domams,” Lecture Notes i Computer Science, vol. 1361, at 37-51 (1997 ("Solana™); U.S. Patent
No. 6,557,037 to Provine (“Frowino™), US. Patent No. 6,496,867 to Beser et al. ("Beser™), R
Atkinson, IETF RFC 2230, “Key FExchange Delegation Record for the DNS™ November 1997
{(“RFC 22307); D, Eastlake et al., IETF RFC 2538, "Stormng Certificates in the Domain Name System
{DNS),” March 1999 ("RFC 25387 8. Kent et al, [ETF RFC 2401, "Security Architecture for the
Internet Protocol,” November 1998 ("RFEC 24017y D. Eastlake et al, IETF RFC 2065, “Domain
Name Systemn Security Extensions,” January 1997 ("RFC 20657); J. Postel et al., IETF RFC 920,
“Domain Requirements,” October 1984 ("REC 9207}, E. Guitman et al., IETF RFC 2504, “Users’
Secority Handbook,” February 1999 ("RFC 235047y, M. Reed et al, “Proxies for Anonymous

3

Routing,” 12th Annual Computer Security Applications Conference, San Dieyo, CA {(December 9-
13) (“Reed™), Goldschlag et al, “Hiding Routing Information,” Workshop on Information Hiding,
Cambridge, UK, May 1996 (“Goldschlag™y; P. Mockapetris, IETF RFC 1035, “Domain Names —
Implementation and Specification,” November 1987 ("RFC 10357 R. Braden, IETF RFC 1123,
“Reguirements for Intemet Hosts — Applications and Support,” October 1989 ("RFC 11237y
R. Atkinson, HETF RFC 1828, "Securiy Architecture for the Internet Protocol,” August 1995 ("RFEC

18257y R. Housley et al., IETF RFC 2459, “internet X 509 Public Key Infrastructure Certificate and

YT refer 1o the Request for fafer Parfes Reexamination as “the Request” and,
correspondingly, I will refer to Apple Inc. as “the Requester.”

* The Office %Ltmn incorporates nearly all of the Request by reference. For that reason,
when I sometimes refer to “the Request,” { am also referring to the Office Action.
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CRL Profite,” January 1999 ("RFC 2459™); and P. Mockapetns, 1ETF REC 1034, “Domain Names ~

Concepts and Facilities.” November 1987 (“RFC 10347)°

4. I am familiar with the level of ordinary skill in the art wath respect to the mventions

of the "504 patent as of February 15, 2000, when the apphceation for the parent "135 patent was filed.

Specifically, based on my review of the technoloyy, the educational level of active workers in the

field, and drawing on my own experience, | believe a person of ordinary skill in art at that time

would have had a master’s degree 1 computer science or computer enginegring. as well as two years
of experience i computer networking with some accompanying exposure to network security.

5. I have been asked to consider how ong of ordimary skill in the art would have

understood the references mentioned above, My findings are set forth below,

1. QUALIFICATIONS

6. ! have a great deal of experience and thmiliarity with computer and network security,
and have been workmg m this field simee 1993,

7. I am cuwrrently an Associate Professor of Conmyputer Science at Columbia Umiversity,
as well as Director of the University’s Network Security Laboratory. 1 jomed Columbia i 2001 as
an Assistant Professor, after vecetving my M .Sc. and Ph.D. degrees 1 Computer Science, both from
the University of Pennsylvania, My Ph.D. dissertation work was on the topic of secure access
control for distributed systems and, in particular, on the managerent of trust in distributed computer
natworks.

8. I received my B.Sc. in Computer Science from the University of Crete, in Greece,
1996, Dhing my undergraduate studies, T worked as system adminstrator in the Computing Center
at the Umversity of Crete.  Following that, 1 worked as network engineer at the first commercial
Internet Service Provider ("ISP7) in Greece, FORTHret SA, where T was exposed to many network
SECUrity 1Ssnes.

9, i have actively participated 1 the bhaternet Engineering Task Force (VIETF”), a
standards-setting body for the Internet, since 1993, In the late 1990s and early 2000s, my work with

the IETF was primartly within the Internet Protocol Secunty ("IPsec”™y Workang Group. Iy addition

; Although 1 listed dates in these citations, 1 am not testifying to whether any of these
references were actually publicly distributed on the date listed.

]
o
¥
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to contributing to the specification of the 1Psec standards, I wrote the first implementation of the
Photurts key management protocol (now RFC 23223 1 also contnibuied 1o the first open-source
unplementation of the IKSAMP/IKE key management protocel for the open-source BSD operating
system (now RFC 2409), and developed the first such implementation for the Linux operating
systemy. My Linux implemeniation, named Phio, was adopted by the National Instytute of Standards
and Technology (UNIST™) m 1999, In addition, my implementation of {Psec for the open-source
BSD operating system is currently used by many companies and govenunents around the world, and
serves as the basis for several commercial produocts that employ cryptographic commumications. In
1999, 1 architected and mmplemented the first open-source framework for supporting hardware
cryptographic accelerators.  This framework is used in the open-source OpenBSD, NetBSD,
FreeBSD, and Linux operating systems. My work in implementing firewalls and other crvptographic
and network protocols has resulted m commercial systems and publications in referged technical
conferences and acadenmuc jowrnals. | served as Working Group Secretary for the IETF IPsec
Waorking Group (2003-2005) and as Secanty Area Advisor to the IETY at large (2003-2008).

10, In my current position at Columbia University, I work with a large group of graduate
and posteraduate students in the area of cybersecunity. My past students now work in this field as
university professors, as technical researchers for research laboratories, or as engineers for
telecommaunications compames. I have received federal, state, and corporate sponsorship to conduct
cybersecurity research from the Department of Defense, the National Secunty Agency, the Defense
Advanced Research Projects Agency ("DARPAT), the National Science Foundation, the Department
of Homeland Security, the Air Force, the Office for Naval Research, the Army Research Office, the
Department of the Interior, the National Recomnaissance Office, New York State, Google, Intel,
Cisco, and others. o my ten vears as a professor, I have received over 36 mitlion dollars to support
my research m cybersecurity. 1 also regularly teach courses on cybersecurity, in addition to more
geneval courses my computer seience,

11, 1 have published over 200 techmical papers m refereed jownals, conferences, and
workshops, all of which are directed to various areas of cybersecurity. I have also authored a book,
coauthored another book, and contributed chapters for many other books that relate to cybersecurity.
Batween 1999 and 2010, 1 have drafied or codrafied eight standards documents that were published
as Request for Comments {("RFCs™). Several of these RFCs are direcily related to 1P secunity. For
example, RFC 6042 relates to transport laver security; RFC 3708, RFC 2792, and RFC 2704 velate to

key signature and encoding for trust management; and RFC 3386 relates to IP secunty policy
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requirements,  Additionally, I am a coinventor on twelve issued U.S. patents, and have several other

applications pending. Most of these patents and pending applications are related to network and
systems security.

12, 1 have chaired several international technical conferences and workshops in
cvbersecurity, chuding, for example, the International Conference on Fmancial Cryptography and
Data Security (FC), ACM Computer and Commumication Security {CC8), and the New Security
Paradigms Workshop (NSPW). I have also served in over eighty technical program conmttees for
sach events. From 2004-2010, 1 served ax Associate Editor for the premier technical journal on
cybersecurity—the ACM  Transactions on  Information and Systems  Secunty ({TISSEQ).
Additionally, T have served on several advisory workshops to the Umited States Government on
cvbersecurity, wchuding, among others, the Office of the Dhrector of National Intelligence
{ODNDNational Security Agency {(NSA) Invitational Workshop on Computational Cybersecurity 1n
Compronused Environments (C3E) {2011}, the Office of Naval Research {ONR} Workshop on Host
Computer Security (2010), the Intelligence Commansty Techmical Exchange on Moving Target
{2010), Lockheed Martin Future Security Threats Workshop {2009}, and the ARO/FSTC Workshop
on lsider Atack and Cyber Security.

13 in addition to this work, I have cofounded two compames in cvbersecunity. One
company, StackSafe Inc. {formerly Revive Systems Inc.), was a provider of a virtuahzed
preproduction staging environment that includes auntomated testing, analysis, and reporting for IT
operations teams. I was with this company from #s foundimg m 2005 untid 2009, The second
company, Allure Secunity Technologies (founded in 2010}, develops deception-based solutions for
detecting and mitigatng the malicious cyber-insider threat, commercializing technology developed at
Columbia through DHS and DARPA grants and a DARPA SBIR contract.

t4, My curriculum vitae, which is appended to this declaration, details my background
and techmeal qualifications.  Although | am bemng compensated at my standard rate of $3500/our for

my work on this declaration, the compensation in no way affects the statements in this declaration.

Hi. BACKGROUND OF THE 504 PATENT

15, Before uming to a discussion of the references relied on in the Request and the
Office Action, T scummanize my vnderstanding of certan embodiments disclosed m the "504 patent.
Generally speaking, the "S04 patent discloses, among other things, systems and methods for

providing a domain ngme service ("DNSTY for establishing # secare conununication link.
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16. The 504 patent discloses several embodiments of a doman name service system for

establishing a sscure commnumication link, sach as a virtual private network {"VPNT) conumunication

link. In one such embodiment, a novel, specialized DNS server receives a traditional DNS request,

and the DNS server automatically facilitates the establishment of a secure communication link, such

as a VPN link, between a target node and a user. {7304 patent 39:46-31) This specialized DNS

server is different from a conventional DNS server known at the time of mvention for at least the

reason that the spectalized DNS server supports the establishment of a secure communication hink
bavond merely returning a requested IP address or public key.

17, For example, i1 the exemplars of FIGS. 26 and 27 of the 504 patent, reproduced

below, a DNS server 2602 including a DNS proxy 2610 supports establishing a VPN link between a

compater 2601 and a secure tavget site 2604, (A at 39:67-41:59.)

18. In one embodiment, the DNS server 2602 veceives a DNS request for a target site
from computer 2601, (I at 40:49-52.) The DNS proxy 2610 determines whether the target site 15 a
secure site. {d. at 40:6-8, 40:49-36)) If access to a secure sife has been requested, the DNS proxy
2610 determines whether the computer 2601 1s authorized to access the site, (Jd at 40:37-39) 1f o,
the DNS proxy 2610 transmits a message (o gatekeeper 2603 to facilitate the creation of a VPN link
betwean computer 2601 and secure target site 2604, (Jd at 40:18-24) DNS proxy 2610 then
responds to the computer’s 2601 DNS request with an address received from the gatekeeper 2604

{fd. at 40:19-.22) A secure VPN hink 1s then established between the computer 2601 and the secure

-6 -
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target site 2604, {/d. at 41:5-8.) As shown in this example, the specialized DNS server supports

creating a secure communication hink, or, i other words, does more than a conventional DNS server
at the time of invention.

190 Infact, the "504 patent highlights this distinction between the speciatized TINS server

disclosed i its specification and a conventional DNS scheme, which merely raturns a requested [P

address or public kev:

Conventional Domam Name Servers (DNSs) provide a look-up function that returns
the IP address of a requested computer or host.  For example, when a computer user
types mw the web name “Yahoo.com,” the aser’s web browser transmits 8 request to a
DNS, which converts the name into a four-part 1P address that 1s returned to the user’s
browser .. ..

Une conventional scheme that provides secure virtual private petworks over the
Internet provides the DNS server with the public keys of the machines that the DNS
server has the addresses for. This allows hosts to retrieve automatically the public kevs
of a host that the host 1s to conumunicate with so that the host can set up a VPN without
having the user enter the public key of the destination host.  One implementation of
this standard s presently being developed as part of the FreeS/WAN project (RFC
2335

The conventional scheme suffers from certam drawbacks., For example, any user can
perform a DNS request. Moreover, IINS requests resolve to the same value for all
USErS.

According to certain aspects of the mvention, & specialized DNS server traps DNS
requests and, 1t the request is from a specal type of aser {e.g., one for which secure
comimunication services are defined), the server does not return the true 1P address of
the target node, but mstead auwtomatically sets up a virtual private network bhetween the
target node and the user.

{Id. at 39:7-51} Compared with a conventional DNS known at the time of the filing of the 504
patent, the specialized DNS disclosed in the "504 patent supports establishing a secure
communication hink. The claims of the "504 patent are also directed to a domaimn name service for

establishing a secure communication tink. (See, e.g.. "504 patent 35:49-56, 57:48-38, 60:3-14).

IV, REFERENCES CITED AGAINST CLAIMS 1, 36, AND 60

Al Solana

20, Generally, Solena discloses a domaimn-based security archutecture for Internet
transactions, {Selono Abstract, Fig. 1) Regarding Fig. 1. veproduced below, Sefana discloses that

the architecture ncludes a directory service (DS} that binds domains to thew pubhic keys and a
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local authentication database (“LAD™) that includes the pubhe keys for each principal within a
domain. (/4 at 43)) Selang discloses that each security domain mcludes a domain key holder
{"DKH")} that stores the key nng of domain public/private key pairs and a domain border system
{"DBS”) that performs various tasks related 1o inter-domain collaboration, (&f at 43-44.) Solana
also discloses wuform naming nfommation {(LINT) that 13 used to designate both domains and
prncipals within domains. (/d. at 43} The UNI may be “a common name, an E-mail address, or a

network address.” (Jd)
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21 Solana discloses two alternatives for communicating between an HIUALOY 10 & source
domain and & responder in a destination domain. {#d at Figs. 2a and 2b, below) In the configuration
refating to Fig. 2a, the nitiator sends a communication 1) to a source DBS ("S-DBS™). (Jd at 45)
The commumcation mclades a header that contains a session key and uniform nanung information
(“‘L}'NI“} for the responder, and i3 encrvpted with a public key of the sowce domain. (X4} The 8-
DBS receives the connmunication, decrypts the header using uts private key, re-encrypts the same
header using the pubhic key of the destination domain, and sends the transaction to the destination
DBS ("D-DBS™). (Jd at 45-46.) The D-DBS hkewise extracts the header, finds the local public kev
of the responder n the LAD, re-encrypts the same header with the responder local public key, and

forwards the transaction to the responder. {/d. at 46}
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22, In the configuration relating to Fig. 2b, the mitiator sends a shmilar conumunication
directly to the responder that includes the same header as m the configuration of Fig. 2a, except that
the header s encrypted with the destination domam public key. {(Id at 45-46) The responder
forwards the header to the D-DBS, and the D-DBS sends the header back, this time encrypted with
the respounder local public key. (i}

1. Solanz does not disclose g domain name service system configured to
store a plurality of domain mames and corresponding network addresses,

23, it 13 my opmnion that Solana does not disclose a domain name service system
configured to store a plurality of domain names and corresponding network addresses, as recited in
various claims of the 504 pastent. The Office Action, by ncorporating page 42 of the Request,
asserts that Solana’s Uniform Namang Informauon (“UNIT), which may be published i a directory
service {"DS7), includes both domain names and corresponding network addresses. 1 disagree for the
following reasons.

24, First, Solgng does not disclose that the DS stores a plurality of domam names and
corresponding network addresses.  Instead, Sovlong merely discloses that the DS stores “naming
mformation and . . . cernficates that securely bind domains to their public kevs.” {Solana 43y Thus,

g, Sofanda’s DS stores naming information for domains and corresponding public levy for

Paoc

i anythin
the domains. But Sofana does not disclose that the DS stores a plurality of domain names and
correspanding nerwork addresses.

25, Second, the “namung nformation” stored w Selana’s DS also does not include both
domain names and corresponding network addresses. Solana explains that the “naming
formation” is stored m the DS in the form of 1UNIs, which may include “a cornmon name, an B~
mail address, or a network address.” (See id. emphasts added.) Thus, the UNI disclosed by Solang

does not nclude bork a domain name and a corresponding network address.
-9
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26. Further, in Fig. 1, reproduced in part below, Solana discloses v greater detail how

UNis and corresponding kevs may also be stored together in the LAD, another database separaie

from the DS, But the LAD also does not store domain names and corresponding network addresses:

S — e
TR RINLLRSR
$ Iape R E aaengd ¢ {00 rusdet |

s

kS

“‘““‘x;r'\x {\\\\“

LAD
Joran g

/

{/d.}y The UNI/PubK tables in Fig. | show how the LAD associates a UNE of a particular principal

-

with #s public key. {Jd at 43-44.) As shown, the UNT "xyz{@S” for 3 principal in the source domain
corresponds to public key “asdfehy,” and the UNI “abe@D™ for a principal i the destination domain
corresponds 0 public key “zxovbn.” (Id ai Fig. 1} But again, the UNT uself does not include both a
domain name and a comresponding network address, (/. at 43.) Moreover, the UNI stored in the
LAD 15 associnted with a pubhic key, and not with a network address. {(#d at Fig. 1)

27. Third, one of ordinary skill in the art would not have understood Sofana™s DS tobe a
domain name service svstem.  As discussed, Sofoma’s DS stores naming information (UNIs) for
domains and certificates that bind those domains to public kevs. But Solana does not disclose that

the DS resolves domain names-—vesolving domain names into P addresses is outside the scope of

Serdana.
1 Solana does not disclose a2 domain name service system configured to
receive & query for a network address,
28, It is also my opinton that Solana does not disclose a domamn name service system

configured to receive g query for a network address. The Office Action adopted pages 42-44 of the
Request, which asserts that this clann feature 1s disclosed m three different figures of Selana, For the
following reasons, I disagree with this assertion.

29, First, contrary to the Request’s assertions, Figure | does not disclose a domain nanwe
service system configured to recetve a query for a network address. The Request asserts that Solana
“explains that its secure DNS systems are designed to handle the “generic Internet transaction’
which . . . is generated by requests mitiated by the two principals—the “imitiator” and the ‘responder.™
{Req. at 43.) The Request continues: “{{]n Figure 1, the tmitiator and the responder entities are shown
as making requests that are acted upon by the DNS system to establish an authenticated and

encrypted channel of communications.” (/4.3 1 disagree.

- 16 -
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30. Nothing in Solana suggests that the identified requests in Solang include a query fora
network address. To the contrary, the “requests” sent from the initiator and responder, discussed
greater detail below with respect fo Figs. 2a and 2b, are queries for fevs stored in the DS or the LAD.
{Nee generally id at 45-46 ("The mitiator . . . issues a DS query 1o obwain the destination domain
public fey,” emphasis added.) Indeed, Fig. 1 of Selang discloses an architecture that distributes
public keys used fo establish authenticated andior emcrypted channels—unot an architectwre that
receives queries for network addresses.

3L Second, contrary to the Request’s assertions, Figure 2a i Seigna does not disclose a
domain name service system configured to receive a guery for a network address. With respect to
Fig. 2a, the Request asserts that “the DNS systen acts on requests to determine network addresses of
the matiator and responder principals.”™ (M at 44y  The Request alse points to the three
cominumcations shown in Fig. 2a and explaimed on pages 45-46 of Solana as allegedly disclosing
these “requests to determine network addresses of the titiator and responder principals.” {(Jd. at 43-
44} Agam, I disagree.

32, Solana discloses that the first communication m Fig 2z 15 sent from the sowve
domain to the S-DBS and inclodes “a header containing the session key and the UNI of the
responder” and a payload contaming encrypted data {depicted m Fig. 2a as "EDATAYY. {(Nolang
45} Nothing in Solana describes or suggests that the commaunication inclades a request for a
network address.  Moreover, the remaining two commumcations shown i Fig. 2a werely involve
forwarding the communication from the S-DBS to the I3-DBS and then from the D-DBS o the
responder. {/d. at 43-46.) Each of these communications mncludes the same header contamning the
same session key and UNI of the responder—the only difference bemg that the header 1s encrypted
with the public key of the recipient duning sach communication (1.e., the public kev of the destination
domain during communication 2 and the public key of the responder during conimunication 3). (/d)

33. Farther, Figure 2a does not disclose “a domamn name service system configwred to
receive a query for a network address™ because what the Request alleges is the claimed domain name
service system (Solgng’s DS) does not receive the alleged query for a network address.  Solang
discloses that the configuration of Fig. 2a ™is particulatly conversent for principals lacking access to
a global DS (4d at 46} In other words, the DS-the alleged domamn name service system-——13 not
mvolved m the method disclosed in Fig. 2a.

34 Third, contrary to the Request’'s assertions, Figure 2b does not disclose a domam

name service system configured {o receive a query for a network address. For example, Solang

- 11 -
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explains that the first communication 1 Fig. 2b inclades the witiator generating the same header as

i the first commmumeation i Fig. 2a. (Jd) Then, the nutiator issues a “DS query fo obtain the

destination domain public key for header encrypiion.” {Jd., emphasis added.} Thus, the only query
tssued by the imitiator 1s a query for a public key, and not a query for a network address, (7))

3. Solana does not disclose 2 domain name service system configured . . . to
comprise an indication that the domain name
service system supports establishing a secure communication Hink”

s, It 15 also my opinion that Solene also fails to teach or suggest “a domain name
service system configured to . . . comprise an mdication that the domain name service system
sapporis gstablishing a secure communication link.” as required by, for example, claim 1 of the 304
patent. The Request asserts that Solana teaches this himitation because: (1) Selana teaches that #ts
system includes “a Domain Key Holder (DKH) and a2 Domamn Border System (DBS) that manage
and ase keve/certificates to handle authentication and encryption functions”™; and {2) “the patent
owner has asserted that the use of certificates in connection with establishment of secure
communication finks comprises an  Cindication’ that a DNS system can support secure
commumnications.” (Req. at 43.) [ disagree with these assertions.

36. The Request suggests that the keys and ceruficates in Solang are mdications that the
DS, DKH, and DBS of Sofana support establishing the alleged secure conmmunication link. But no
combination of Sofana™s DS, DKH, or DBS can be the recited domain name service system because
none of these components are configured to (1) store a plurahity of domain names and corresponding
network addresses or {2) receive a query for a network address as required by some of the claims of
the "S04 patent. Moreover, one of ordmary skill in the art at the time of the apphication for the "504
patent would not have understood the DS, DKH, or DBS to be a doman name service svstem, As |
discussed above, the DS described by Solana does not store a plurality of domain names and
corresponding network addresses or receive a query for a network address. Indeed, the Request and
the Office Action do not show how the DKH and DBS disclosed by Selang melude these featwres.
Nor could they, in the eves of one of ordinary skill in the art, be considered a domam name service
systeny.

37. In addition, 1t is irelevant whether—as the Request and Office Action assert—"the

patent owner has asserted that the wvse of certificates 1 connection with establishment of secare
commmunicatton  links compnses an Cindication’ that a DNS svstem can  support secure
communications.” (f}) The certificates and keys disclosed by Sedana and relied upon by the Office

Action are distributed by systems that are not domain name service systems.

-1
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B. Sofana in View of RFC 2564

38 it 13 mv opinion that combining RFC 2304 with Solane still does not remedy the
deficiencies | identitied above with respect to Sofana. The Request relies on RFC 2504 as disclosing
an tndication that the domain name service systern supports establishing a secure comnuucation
bk, 1 disagree.

39, RFC 2504 is a document that “provides guidance to the end-users of computer
systems and networks about what they can do to keep their data and communication private.” (RFC
2504 at 2.y As such, RFC 250475 focus 1s with end-user functionality and steps that end-users can
take to protect their network communications, (See id) RFC 25304 does not discuss DNS
fanctionahity.  Moreover, RFC 2504 does not disclose storing domain names and corresponding
network addresses or receiving a query for a network address. Because RFC 2304 does not disclose
a domatn name service system, it does not disclose an indication that the domain name service system
supports establishing a secure communication link,

4 The Reguest and the Office Action also assert that RFC 25047s “use of visible
mdications, such as a ‘fock™ or “key’ icon through a web browser,” discloses such an indication,
{Req. at 91.) But whatever the lock or key icons of RFC 2304 mdicate, they do not indicate that the
domain nome service system supports establishmg a secure commumnication ik, because no such
domain name service system is disclosed in RFC 2504,

C. Provino

4. Provine discloses a svstem for connecting an external device {0 a device on a virtual
private network via a secure tunnel between the external device and a firewall associated with the
virtsal private network.  (Frovino Abstract) Referring to FIG. 1 of Prowine, reproduced below,
when an operator at a device 12(m) wishes 1o conpect to a device 13 on the Internet, the operator
mputs a human-readable address of the device 13, causing the device 12(m) to send a message 10 a
name server 17 requesting the corresponding Internet address of the device 120m). {(Jd at :14-40,
11:5-11) The name server 17 does not have the addresses of the devices 31 on the virtual private
network 135, except for the address of the firewall 30 of the virtual private network 13, In response to
a request for the Tnternet addvess of a device 31 on the virtual private network 15, the name server

retarns the Internet address of the firewall 30, {4 at 10:43-35 11:11-16.
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42. The device 12(m} initiates establishment of a secure tunnel with the firewall 30. (/4.
at 9:32-56, 1{h36-38, 11:13~16.} Further, the firewall 30 prowides the device 12(m) with the
wdentification of a sgcond name server 32 mside the virtual private network 18, (fd. at 10:62-63)
The device 12(m) sends, over the secure tunnel, a message to the second name server 32 requesting
the Internet address of the device 31 on the virtual private network 31 corresponding to the human-
readable address of the device 31, {/d. at 1{:62-67_ 11:17-26.} Thereafter, the device 12(m) is able
to conununicate with the device 31 on the virtual private network 15 via the secure tunnel,

43 The Request asserts that “the dentification of Fuewall 30 by name server 17
comprises an indication that the pame server 17 supports establishing a secure commupmcation fnk.™
{Req. at 122.) I disagree.

44 As descnibed i the sammmary above, Provine’s name server 1 7-—which the Request
and the Office Action allege discloses the clasmed domain name service system-——just resolves the
Internet address of the firewall 30 m response to a request to resolve the human-readable address of
the firewall 30. This is not an indication that the name server 17 (the alleged domain name service

~
7

system} sepports establishing a secure communication link, because the name server 17 resolves the
requested Internet address of any device 13 on the Internet, firewall 30 or otherwise, provided that is
able to do so. FProviae™s name server 17 (the alleged doman name service system) operates just Iike
a conventional domam name servive system and does not have any additional functionality that could

he considered to comprise an indication that the name server 17 supports establishing a secure

- 14 -
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communication link.  Indeed, since the only disclosed capatality of the name server 17 is to

ndiserinmnately return a requesied Internet address of a device, Proviro does not even suggest that

the name server 17 has the capability to support establishing a secure commumication link, Frovine’s

name server 17 returning a requested Internet address cannot comprise an indication that the name

server 17 supports establishing a secare communication hink, since Provino does not even disclose
that 1s has that capability to begin with.

45, Supporting ny conclusion, Provine’s alleged domain name service system (the name
server 17} is consistent with a conventional domain name service system that the "304 patent
distinguashes from a “domain name service system configured to . . . comprise an indication that the
domain name service system supports establishing a secure communication hink,” as recited i claim
1. (See, eg., "304 patent 39:7-42) For example, the "304 patent indicates that a conventional
domain name service svstem merely returns an P addresy that was requested of it.  In one
embodiment, the "504 patent explams that “[clonventional Domain Name Servers {DNSs) provide a
look-up function that returns the IP address of a reguested computer or host. For example, when a
computer user fvpes in the web name ‘Yahoo.com,” the user’s web browser transnuis a request to a
DNS, which converts the name mto a four-part 1P address that 1s returned to the user’s browser ... 7
{fd. at 39:7-13, emphasis added; see ¢fse id. at 39:14-42.} In another example, the "504 patent
identifies a conventional domain name service system that stores public keys of different machines
so that hosts can request and receive those public keys from the domain name service system. (/4. at
39:34-42) Sumilar to the conventional domain name systems described by the "304 patent, the name
server 17 of Proviro merely returns a requested Internet address of a device corresponding to the
homan-readable address of that device, such ags the requested 1P address corresponding to a domain
name like “Yahoo.com.” (Compare Provine 8:48-31 with "504 patent 39:7-13.)

46, The "504 patent recognizes that such conventional domain name systems suffer from
certam drawbacks and thus discloses embodiments that address them, including a domain name
service system configured to comprise an wxdication that the domain name service svstemm supports
establishmg a secure communication link. (See, e.g.. 504 patent 39:43-41:61 )

47, The Request also alleges that “Frovine shows the anthonzation and engagement of
device 12{m) through the firewall comprises an mdication [sic} of a secure conununication hink
discermible to a user {sic].” (Req. at 122.) Apparently as part of thus assertion, it further alleges that

“Provine also teaches the engagement of device 12(m) to mclude provision of the decryption

P

faa—

("}
1
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algorithm and assoctated decryption key from the firewall 30 to use in decrypting message packets
from the VPN (/d} 1 disagree.

48.  Provino does not disclose "an indication that the domadn name service System
supports establishing 8 secure communication ink”™ (eropbasis added). As discussed, Provine does
not teach that the alleged domain name service system {the name server 17) even has the capability to
support establishing a secure commumication hink and, thus, the reference cannot disclose any
indication that the domain name service systen supports establishing a secure communication link.

49, in addition, based on the excerpts of Proviko cited i the Reguest and the Office
Action, 1t appears that the alleged “authorization and engagement” refers to the process in which the
device 12(m} and the firewall 30 engage to establish the secure wunnel (1e., the alleged secure
communication hink).  (See Provine 946-47:123) This process, however, does not mvolve the
alleged domain name service svstem in Provipe (the name server 17), and thus cannot disclose or
suggest a domain name service system configured to conyprise an indication that the domain name
service system supports establishing a secure communieation. That the device 12{m} and the firewall
30 establish a secure tunnel does not mean that the alleged domain rame service svstem is configured
to comprise an mdication that the domain wame service spxtem sopports establishing a secure

communication ink.

D. Provine in View of RFC 2236
S0. It 1s my opimon that combiming RFC 2230 wath Provino still does not remedy the

deficiencies | identified above with respect o Provine.,  The Request relies on RFC 2230 as
disclosing an indication that the domain name service systemn supports establhishing a secure
comnunication hink. I disagree.
St RFC 2230 also does not disclose a domain name service system configured to
comprise an indication that the domain name service system supports establishing a secure
conunanication hok for at least the reasons I discuss i the paragraphs below addressing RFC 2230,

E. Provino in View of RFC 2504

s2. It is my opinion that combining RFC 2504 with Provire still does not remedy the
deficiencies Tidentitied above with respect to Provinn.

33 The Request and the Othice Action rely on RFC 2304 selely to allegedly show an
mdication that the domam name service system supports establishing a secure compumication
k. (Req. at 198-99) As | discussed above with respect to the combmation of RFC 2504 with

Sofana, RFC 2504 does not disclose an indication that the domam name service system supports

- 15 -
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to the end-users of comymser systems and networks about what they can do to keep thew data and
comnucation private.” (RFC 2504 at 2.} As such, RFC 2504 is primanly concerned with end-user
functionality and steps that end-users can take to protect thetr network copwmumcations. {See RFC
2504 REC 2304 does not discuss DNS fanctionality, Moreover, RFC 25304 does not disclose
stormg domain names and corresponding network addresses or receiving a guerv for a network
address. Because RFC 2504 does not disclose a domain name service system, RFC 2504 cannot
disclose an indication that the domain pname service svstem_supports establishing a secure
comnuncation hink.

54. Further, the Request and the Office Action assert that “the use of visible indications,
sach as a “lock” or “key™ 1con through a web browser,” disclose such an mdication. (Req. at 198-
99.) But whatever the lock or key 1cons of RFC 2504 mdicate, they do not mdicate that the domain
name service syslem supports establishing a secure communication link, because no such domain
name service system 1s disclosed m RFC 2504,

E. Beser

Reser discloses a system for imitiating a tunneling connection that hndes the wdentity of the
originating and terminating ends of the tunneling association from other users. (Heser Abstract.}
With reference to Fig. 1, reproduced below, Seser discloses that a first network device 14 informs a

trusted-third-party network device 30 of a request to tmtiate a tumeling connection recetved from an

originating telephony device 24, {Beyer 7.02-8:4, 18:2-6, 11:9-10.)
FIG.

- 17 -
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55, The request to tutiate a tunneling connection includes a unique identifier for a
termunating telephony device 26, (M4 at 18:4-6.) Afler bemg informed of the request, trusted-third-
party network device 30 associates an 1dentifier of terminating telephony device 20 with a public [P
address of a second network device 16, (/4. at 11:26-32.) Then, private IP addresses for each of the
originating telephony device 24 and the ternunating telephony device 26 are pegobiated and
distributed to the second network device 16 and the first network device 14, respectively. {See, eg.,
id at 11:59-12:54) This way, the tunneling connection “hides the identity of the onginating and
terminating ends of the tunneling association from the other users of the public network”™ (#d. at
2:36-39.)

56, For at least the following two reasons, it 1s my optiion that Beser does not disclose a
domain hame service system configured to comprise an mdication that the domain name service
svstem supports establishing a secure conmmunication hink.

57. First, Reser does not disclose a secure communnication hink and, thus, cannot disclose
an mdication that the domam name service system supports establishing a secure comnuameation hink.
The Request and the Office Action assert that Bever discloses a secure communication link by
negotiating “first and second private 1P addresses . . . m a manner to ensure anonynuty and hide the
identities of the onginating and termunating devices . .. .7 (Req. at 231} | disagree.

58, One of ordinary skill in the art would have understood a secure comnuuication link
to require encryption. For example, the "504 patent explains that “[djata security is usually tackled
using some form of data encrvpton.” S04 patent 1:35-56, emphasis added.) Beser, however, does
not disclose establishing a secure conumuonication link between the onginating and termunating
devices because Beser does not disclose that the conmmupucation between these two devices 13
gncrypled. Instead, Beser discloses establishing a tunneling association that merely hides the identity
of the originating and terminating ends of the tunneling association from the other users of a public
network. {Beser 2:36-39; see also Req. at 231 But the conununication between these two devices
13 not encrypted and, thus, no secure communication hink 1s established. In fact, Beser acknowledges
that encrvption was known to exist, but teaches that it 15 undesirable in the configurations disclosed
by Beser becanse, according to Reser, encryption may provide nsufficient protection, may be
nfeasible to implement, andior may create service problems due to computer-power linutations.
{Beser 1:34-67) Thus, ong of ordinary skill in the art, when reading Beser, would understand that
Beser's tunneling techmque does not establish a secure commumication hink, but instead prowvides an

aliernative to establishing one.
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59 Second, Beser does not disclose that the domain name service system compeises an
indication that the domany hame service system supports establishing a securg commumnication link.
The Request and the Office Action assert that Feser’s “negonapon” discloses the clamed
indication. {Req. at 231-32.) 1 disagree.

60, Beser's “negotiation” s merely a cistribution of network addresses. For example, the
trusted-third-party network device 30 forwards the public and private 1P addresses of the first
network device to the second network device, and vice versa. {See Heser, 13:10-14:33, Fig. 9.) But
distributing 1P addresses to the first and second network devices is not an indication that the domain
name service system supports establishing a secure commumnication hnk, At most, Feser merely
shows that the trusted-third-party network device 30 15 configured to distribute 1P addresses to
guntities seeking them.

G. RF(C 2230

61, RFC 2230 discloses a mechanism to delegate anthonization for one node to act as key
exchanger for a second node. {RFC 2230 at 1) b particular, RFC 2230 “specifies a new kind of
DNS Resource Record (RR), known as the Key Exchanger (KX record.”™ (#d. at 2.} “The KX record
ts useful m providing an authenticatible method of delegating authorisation for one node 1o provide
kev exchange services on behalt of one or more, possibly difterent, nodes.™ (#d at 1.}

62, Figure § of RFC 2230, reproduced below, shows a Subnet-to-Subnet Example of key
exchange delegation. (Jd. at 3)) When an onginating node S sends packets to & destination node D,
an [Psec router R1 for ontginating node S decides whether to provide IPsec service for the trathe. {/d.
at 2-3.3 If R1 has decided that wraffic from S to D should be protected, it performs a DNS lockup for
the records associated with the doman of D, (Jd. at 3.} If R1 only knows the IP address for D, then
it fivst performs a reverse PINS lookup to determine the domam of I before it performs the DNS

lfookup for the records assoctated with the domam of D, {#d))
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KX record(s} returned from the DNS lookup indicate(s) a set of one or more delegated key
exchangers for the domam of D this case, R2. (X} Based on the KX record mcludmg the
domamn name of R2 gs the delegated key exchanger for D, R1 selects R2 as a key exchanger and

“initigtes a key management session with that key exchanger (in this example, R2}” (Jd) A KX
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record has the following syntax:

Txe T e
IN S SIS
b

which means that “Internet nodes about to mitiate a key exchange with <domain-name 1> should
instead contact <domain-name 2> {0 intiate the key exchange for a security service between the
imtiator and <domain-name 2= {Jd. at 8.)

63. R2 then performs a KX record lookap on § to confinm that R1 is the delegated key
exchanger for 8. (Jd. at 3-4.) Then, “[1}f the proposed IPsec Security Association is acceptable to
both R and R2, each of which nught have separvate policies, then they create that IPsec Security
Association via Key Management.”™ £/d. at 4.}

64, The Request and the Office Action propose tweo alternatives for why RFC 2230
allegedly discloses a domain name service system configured to comprise an indwcation that the
domain name service svstem supports establishing a secare commumcation hink. (Req. at 280-81.)
First, they allege that “{tlhe secure DNS systems described in RFC 2230 include indications, via the
KX resource record, that the systems support establishing secure communication hoks.™ {(4d at 280.)
Second, the Request and the Office Action allege that “during the establishunent of the IPSec
Security Association, a further indication 1s provided that the secure DNS systems support
establishing a secure commuuucation hink”™ (Jd) | disagree for the following reasons and address
gach i e

G3. First, the KX record in RFC 2230 1s not an indication that the alleged domain name

service spvfem supports establishing a secure communication link. Instead, as described above, the

KX record includes the domam name of a delegared key exchanger node (e.g., R2). Specifically, the

KX record includes the domain name(s) of a “ser of nodes [that] are authorised key exchanger nodes
for the destination D7 (RFC 2230 at 3, emphasis added. ) RFC 2230 specifies that the delegated key
exchanger nodes are the “IPsec-capable routers™ R1 and R2 or the {Psec-capable router R and the
destination node D uself, depending upon the configuration {Subnet-to-Subnet, Subnet-to-Host, or
Host~to-Subnet). (d at 2-3.} But based on the description i RFC 2230, one of ordinary skill 1 the
art would bhave wnderstood that the Psec-capable routers R and R2 and the destination node I are
separare from the alleged domain name service system to which the DNS lookup was sent and the

KX record obtained. Thus, the KX record mclades the domain name of a delegated device, sepurate
from the alleged domain name service svstem, which s capable of key management. Accordingly,
one of ordinary skill in the art would not have understood the KX record to comprise an indication

that the domain name service system supports establishing a secure commumication hnk. Whle
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including the domain name of a certain delegated Psec node capable of key exchange, the KX record
meludes no mdication about the capabilities of the alleged domain name service svstem itself, and
certainly does not include an indicanon that the domain name service system sapports establishing a
secure communication hink. Indeed, the alleged domain name service system disclosed by RFC 2230
does not support establishing a secuwre commencation link because 1t merely retums a KX record
when one 1s requested. RFC 2230 does not disclose that the alleged dommn name service system
does anvthing else. and does not disclose that it supports establishing a secure communication hink.
RFC 2230 cannot be viewed as disclosing that a domain name service systemn comprises an
mdication that it supports establishing a secure communication link when the reference does not even
teach that the alleged domain pame service has the capability to support establishing a secure
communication ink to begin with.

66. Second, according to the Request and the Office Action, “during the establishment of
the IPSec Securnity Association, a further mdication 1s provided that the secure DNS systems support
establishing a secure commuancation hink.” (Req. at 280.) To support this assertion, the Request and
the Office Action block-quote the first four paragraphs of RF(C 2230, page & (section 2.1.2 Subnet-to-
Host Example), and then state, “Thus, D vertfies the anthorization and pernuts creation of an [PSec
Secunity Association on behalt of §. This indication supports estabhishment of the secare
communication link between ‘8" and ‘D (4d. at 280-81) I disagree with this conclusion.

67. The quoted passage of RFC 2230 explains how, in the Subnet-to-Host Example, D
can veritv that R1 is authorised to ¢reate an IPsec Security Association” before RI engages m kev
exchange with the destination D (RFC 2230 at 5) The destination D does thus by requesting a
“forward DNS lookup on 8 to locate the KX records for 8.7 {(/d) The destination D will engage in
kev management with R1 so long as the returned KX record “mdicate{s] that R1 15 an aunthorised key
exchanger for $.” (Jd)}

68. As discussed above, however, a KX record does not comprise an mdication that the
alleged domain name service sywiem supports establishing a secure communmcation hink. Based on
RFC 2230, one of ordinarv skill in the art would have understood a KX record to melude the domain
name of a device, separate from the alleged domam name service system, that supports key
management for the sowrce S rather than to indicate whether the alleged domam name service
supports establishing a secure communication link. For instance, i the example cited by the Request
and the (Mfice Action, the retumed KX record nwust mclude the domain name of 87 before the

destination D will proceed with kev management. {(Jd., emphasis added.) Accovdingly, i the cited
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example, one of ordinary skifl in the art would have understood the KX record to include the domain

name of a separate IPsec router Ri capable of keyv exchange on behalf of the source S, not to

mdicate the alleged domain name service sysiem supports establishing a secure communication link.

Thus, the destination D’s venfication that RY is the authorized key exchanger for the source S in

RFC 2230 does not disclose the claimed domam name service system configured to comprise an
mdication that the domain name service system supports establishing a secure comumunication link.

69. In addition, one of ordinary skill i the art would not have understood the creation
and use of the IPsec Secunty Assoctation between I3 and R1 to disclose an indication that the alleged
domain name service system supports establishing a secure commumcation link.  As explained, one
of ordinary skill in the art would have understood the destination D and the IPsec router Ri s
separafe from the alleged domain name service system, and thus would not have viewed the
establishment and use of an IPsec Security Association between thesg devices to comprise an
indicatton that the alleged domain pame service system supports establishing g secure
communicatos k.

70, Confirming the conclusions I have reached above with regard to RFC 2230, the
alleged domain name service system in RFC 2230 13 consistent with a conventional domam name
service system that the "304 patent distinguishes from a domam pame service svstem configured to
comprise an indication that the domain name service system supports establishing a secure
communtcation link. (See, e g, "504 patent 39:7-42.) As discussed, the 504 patent indicates that a
conventional domain name service systern merely returns an P address or public kev that was
requested of it. For mstance, the "504 patent explains that “[cjonventional Domain Name Servers
{DNSs) provide a look-up function that returns the IP address of a regrested computer or host. For
gxample, when a computer user types w the web name “Yahoo.com,” the user’s web browser
transmits a request 1o a DNS, which converts the name into a four-part 1P address that is returned to
the user’s browser .. ..7 (7504 patent 39:7-13, emphasis added; see afso’504 patent 39:14-42) In
another example, the 504 patent identifies conventional domain name service systems that storg
public keys of different machines so that hosts can request and receive those public kevs from the
domain name service systemy. {({d at 39:34-42) Stmilar to the conventional domain name systerms
described by the "504 patent, the domain name service system described m RFC 2230 merely retumns
a KX resource record requested for a particular domain name. {See, eg., RFC 2230 at 3))

71 The "504 patent recognizes that such conventional domain name systems suffer from

certn drawbacks and thas discloses embodiments that address them, including a domain name
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service system configured to comprise an indication that the domain name service system suppors

gstablishing a secwre communication link. {See, e.g, "504 patent 39:43-41:61.}) And siwe RFC

2230°s alleged domain name service svstem is a mere conventional domain name server of the type

distinguished by the "504 patent, one of ordinary skill i the art would not have understood RFC

2230 to disclose or saggest a domain name service system configurad to comprise an indication that
the domain name service system supports establishing a secure commumcation hink.

H. RFC 2538

72 RFC 2338 discloses a domain name system resource record {(“RR™Y, the CERT RR,

for storing certificates in the DNS. (RFC 2538 at 1) RFC 2338 describes a certificate as “a binding

.. of a public key . . . and identity, authorization, or other information” {/d. at 2.) RFC 2338

recommends storing CERT RRs m the DNS under a domain name of the entity that controls the

private key corresponding to the public key bemng certified. {#d. a1 5.} According to the Request,

“{tjins permits the system to provide. in response to a query with respect to the particular domain

name, the appropriate public kev certsficate associated with that domain.” {Req. at 324.)

73, The Reguest and the Office Action assert that the CERT RR of RFC 2538 discloses
an “indication that the domam name service system supports establishing & secure communication

hnk” {4 at 324-25)) | disagree.

74, To begin with, the Request suggests that the DNS server that stores the CERT RR i
the claimed domain name service systenn. {7d. at 322-24) But the certificate 1 a CERT RR merely
binds a2 public key to some “identity, authorization, or other information.”™ {(RFC 2338 at 1.} It doss
not include any indication that the DNS server in which the certificate is stored suppornts establishing
a secare communication link. RFC 2439 relied on by the Request, discloses the basic syntax for one
tvpe of certificate mentionad i RFC 2538--the X309 certificate. But nothing in the basic syniax
mcludes any information that indicates that the DNS server supports establishing a secure
conwnunication link. (RFC 2459 at 15-24} Indeed, the DNS server disclosed by RFC 2338 does not
support establishing a secare communication link—it merely returns a certificate when one is
requested. RFC 2338 does not disclose that the DNS server does anyvthing else, and does not disclose
that 1t supports establishing a secore conupunication hink. RFC 2538 cannot be viewed as disclosing
that a domain name service systemi comprises an wndication that the domam name service system
supports establishing a secure commumication link when the reference fails to disclose that the
domain name service has the capability to support establishing a secure communication link to begin

with.

]
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75. In fact, RFC 2338°s alleged domain name service system, the DNS, 15 consistent with
a conventional domain name service svstem that the “304 patent distinguishes from a domain name
service system configured to comprise an indication that the domaln name service sysiem supports
establishing a secure conuvunication Hok,” as recited in claim 1. (See, eg., 504 patent 39:7-42.)
For example, the "304 patent indicaies that a conventional domain name service system merely
returns an IP address or public key that was requested of i, In one embodiment, the "504 patent

explains that “[clonventional Domain Name Servers (DNSg) provide a look-up function that returns
the 1P address of a requested computer or host.” (I at 39:7-13; see ¢lso id. ar 39:14-42.) In another
example, the 504 patent identifies a conventional domain name server that stores public kevs of
different machines so that hosts can request and receive those public keys front the domain name
service systemn. ({d. at 39:34-42) Similar to the conventional domain name servers described by
the 504 patent, the DNS of RFC 2338 merely returns a CERT RR with a public kev in response to a
request for one. (See, ez, Req at 324, “Tlus permits the system to provide, in response to a query
with respect to the particular domain name, the appropriate public key certificate associated with that
domain.”™)

76, The *504 patent recommzes that such conventional domain name servers suffer from
certain drawbacks and thus discloses embodiments that address them, including a domam name
service system configured to comprise an indication that the domain name service system supports
establishing a secure conmmumication Iink.™ (See, eg., '504 patent 39:43-41:61.) And since RFC
2538’5 DNS fie., the alleged domain name service svstem} is a mere conventional domain name
server of the tvpe distinguished by the "504 patent, one of ordinary skill i the art would not have
understood RFC 2338 to disclose or suggest a domain name service system configured to comprise
an wmdication that the domain hame service system supports establishmg a secure comumuunication link.
V. REFERENCES CITED AGAINST DEPENDENT CLAIMS §, 23, AND 47

77 I understand that the Othice Acton and the Reguest rely on Provine as disclosing a
domain name service svstem confipured to authenticate the query for the network address or to
authenticate the query for the network address using a cryptograpluc techmque. The Request asserts
that “Provine teaches systems that recewve a query for a network address from the operator (and
subsequently) from device 12(m}. . . . This occwrs duning dislog between the minating and
responding entiies.” {(See, e.g., Req. at 123, 168} To support thewr assertion, the Reguest and the

Office Action block-guote a passage of Provine discussing the dialog between the device 12{m) and
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the firewall 30 that sets up the secure tunnel. (Req. at 123, citing Proving 9:56-10:12) 1 disagree
with thus interpretation of Provino.

78. The only encrvption or decrvption described in the cied passage of Provine rvefers to

encrypting message pockers sent between the device 12(m) and the firewall 30 over the secure

tunnel. (Provine 9:56-10:12) This encryption of message packets does not ocowr wntil the securg

address of the firewall 30 to the alleged domain name service system {nmme server 17). Provine is
sifent regarding authenticating the alleged query for a network address, that 15, the message sent to
the name server 17 requesting the Internet address of 3 device corresponding to a provided human-
readable address of that device. 1t is therefore my opinion that Proviso does not disclose a domain
name service system configured to authenticate the query for the network address using a

cryptographic technique or otherwise.

V1. REFERENCES CITED AGAINST DEPENDENT CLAIMS 8§ AND 9

79. I understand that the Request and the Office Action assert that the following
quotation from Selwwe discloses that a domam name service system 13 connectable 1o a virtual private
netwark: “orgamizations concerned by securily issues concelve strong internal secunity peolicies and
interact with the Internet through very restrictive firewalls or by means of well-protected Virtual
Private Networks (VPNL” (Req. at 47, geoting Solgng 38 But this quotation only says that
organizations may use virtual private networks. It does not disclose or even suggest that the alleged
domain name service system (Sofena’s DS) ts connectable to & virtusl private network. In fact, the
gquotation discussed above 3 the only time Selarne mentions viriual private networks, and Solana 15
silent regarding the DS being comnectable to a virtual private network, It is therefore my opinion that
Solana does not disclose a domain name service system is connectable to a virtual private network.

80. I understand that the Office Action and the Request also rely on Provise as disclosing
a demain name service system that is connectable to a virtual private network, asserting that “Fig
of Provino discloses secure DNS systerns connectable to a virtaal private network (13) through the
copununication network {Internet 14.)7 (Id at 124; see id ar 168, 199.) 1 disagree,

R1. As I stated above, the Reguest and the Office Action allege that Provine’s name
server 17 discloses the clanmed domain name service system. But Provine does not teach that the
name server 17 ever comnects o Provipe’s viriual private network 135 {the alleged virtual private

network). In fact. it is the external device 12(m) rather than the name server 17 that comects to
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Provino's virtual private network 14 over the secure tunnel with the firewall 30, Provino just
discloses that the name server 17 performs the conventional domain pame service function of
retwrning the Internet address of a device 13 on the Internet {e.g., firewsll 30} in response to
recetving a request from the external device 12(m) containing the human-readable address of that
devicg. The system diagram 1 Fig. 1 of Provipe also does not show that the alleged domain name
service system {(name server 17) is connectable to the virtual private network 15, Because the alleged
domain name service system {Proviso’s name server 17) is not taught to ever comect to the virtual
private network 15, it is my opmion that Provine fads to disclose that the domain name service
system is connectable to a virtual private network through the communication network.

82. The Request also asserts that Beser and RFC 2401 disclose that the domam name
service system 1s connectable to a virtual private network., The Request and the Office Action asgert
that Bever m view of RFC 2401 would have rendered this feature obvious because "RFC 2401
describes . . . a model where edge routers on two different networks are used 1o establish the
encrypted P tunnel through wiich the network devices (1e., the “fust” and “second’ network devices
of Bexer) will communicate.” (/d at 270} However, even if Beser and RFC 2401 were combined m
the way asserted by the Request and Office Action, this combination would not disclose or saggest
the domam name service system connectable to a virtaal private network. Instead, the Reguest and
Office Action’s combination would result 1n a virtual private network between the first and second
network devices of Beser. As T mentioned above, the Request and the Office Action assert that the
trusted-third-party petwork device 30, and not the first and second neawerk devices, 15 the domain
name service system. Thus, even if the combination were made, it would not result in the domain
name service system being connectable to a virtual poivate network.

83, The Reguest also asserts that RFC 2230 and RFC 2401 disclose that the domam name
service system is connectable to a virtual private network, The Request and the Office Action assert
that RFC 2230 in view of RFC 2401 would have rendered this feature obvions becanse "REC 2401
describes . . . a model where edge routers on two different networks are used to esiablish the
encrypied 1P tunnel through which the network devices (Fe., the *S™ and ‘D" network devices of RFC
2230) will communicate”™ {(fd. at 314} However, even if RFC 2230 and RFC 2401 were combmed
i the way asserted by the Request and Office Activn, this combmation would not disclose or suggest
the subject matter of claim 8 and its dependent claim 9. Instead, the Request and Office Action’s
combination would allegedly result m a virtual private network between the originating device § and

the destination device D of RFC 2230, As discussed above with respact to mdependent claim 1, one
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of ordinary skill in the art would have understood these devices to be separate from the alleged
domain pame service system {to which the KX record lookup 15 sent}. Thus, even if the combination
were made, it would not result m the alleged domain name service sysigm being connectable to a
virtual private network.
84, The Reguest and the Office Action also assert that the combination of RFC 2538 with
RFC 2401 would render obvious a domain pame service system connectable to a virtual private
network, (Jd. at 354-35) 1 disagree. As I discussed above, RFC 2538 merely discloses the use of
CERT RRs for storing certificates m the domain name systein.  RFC 2401 discloses the {Psec
protocol. {RFC 2401 at 2.} But netther reference discloses a domamn name service system
connectable to a virtual private network. Indeed, the Request and the Office Action assert that RFC
2401 discloses establishing a virtual private network between network devices. {See Req. at 355,
“RFC 2401 describes . . . a model where edge routers on two different networks are used to establish
the encrypted 1P tunnel through which the merwork devices will conunnunicate.” Nothing m RFC
2401 discloses or sugpests that these network devices are domain name service systems, let alone the
clamed domam name service system, Thus, even if the combination proposed by the Office Action
were made, it would not result in a domain name service system being connectable to a virtual

private network.

ViI. REFERENCES CITED AGAINST DEPENDENT CLAIMS 18 AND 42

85, I understand that the Office Action rejects dependent claims 18 and 42 as anticipated
by Selana, and as being obvious over Solang 1n view of RFC 23504, The Request and the Office
Action assert that Sofana’s “domain names emploving Uniform Nanmung Information {UN1) of the
responder” disclose that at least one of the plurality of domain names is reserved for secure
conunanication links. {Req. at 50-31; see also id. at 64, 94, 102.) 1 disagree. Solana discloses that
the UNI may be a common name, an e-mail address, or a network address. (Selana 433 But Solang
does not disclose that this common name, e-mail address, or network address is reserved for secure
conunanication links.  Selong does not disclose that the UNT can only be wsed for secure
communication links, and werely establishing an alleged secure communication link with the
responder UNI does not disclose that the responder UNI 15 reserved for securs conmymunication links.

As such, Solana does not disclose domaimn names reserved for secure communication hnks.

-7 -
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86. i understand that the Office Action also rejects dependent claims 18 and 42 as being
anticipated by Beser. The Request and the Office Action assert that Beser discloses domain names
reserved for secure communication links because Heser discloses associating & umigue dentifier
{which may be a domain name) in a tunneling request with the first and second network devices.
{Req. at 236, 2513 But merely associating the anique identifier of terminating telephony device 26
that 1s ncluded 1n the request with another network device does not disclose reserving that unigue
tdentifier for secure commuuication hinks, Beser discloses that the unique identifier may include a
dial-up number, an E-mail address, a domain name, an emploves number, a driver’s Bicense number,
etc. {Heser 10:37-11:8.} But Beser does not disclose reserving any of these identifiers for secure
conununication links, The portions in Heser relied upon by the Request and the Office Action as

allegedly disclosing this feature merely point to the negotiation process of Feser that the Request and
the Office Action earlier asserted was an mdication that the domain name service systen: supporis
establishing a secure comnumication hink. These portions do not disclose reserving domain names
for secure conumamcation hinks.

87. I understand that the Office Action rejects dependent claims 18 and 42 as bemg
anticipated by RFC 2230, The Request and the Office Action allege RFU 2230 discloses that at least
one of the plarabity of domam pames 15 reserved for secare commumication links, citing to RFC
2230°s statement that “Jolnce R has decided that the packet from S to D should be protected, it
performs a secure DNS fookup for the records associated with domain D7 (Req. at 284, 206} RFC
2230 does not support this position.

88, While RFC 2230 discloses that Fsec Security Assoclations can be established
between domams, the reference does not disclose that any domain names are reserved for secure
communication hnks. As highlighted by the passage cited by the Request and the Office Action,
the Subnet-to-Subnet Example, before R1 even performs a DNS lookup, "R1 {first] makes the policy
decision 1o provide the IPsec service for traffic from R destined for R2. Qnce RI hay decided that
the packet from § to D should be protected, i pecforms a secare DNS lookup for the records
associated with domain D {RFC 2230 at 3, emphases added.) R1 or D makes a similar policy
decision i the other embodiments as well:

R}l makes the poficy decivion that 1P Security 18 needed for the packet
travelling from $ to D). Then, RI performs the secure DNS lookup for D (i
at 4, emphasis added); and

-78 -

Petitioner Apple Inc. - Ex. 1052, p. 28



Control No.: 95/001,788
Declaration of Angelos D. Keromytis, Ph.D.

1> makes the policy decision that IP Secarity is needed for the packets from D

to S. Then D performs the secure DNS lookap for S {Jd. at 6, emphasis

added).
Since an external poliey decision determines whether to provide security for packets sent between
given domains, 1t 1s possible to establish a connection to a domamn with or without IP Security. Thus,
it ois my opinion that RFC 2230 does not disclose reserving any doman names for secuve
comununication hinks.

89, i understand that the Office Action rejects dependent clamms 18 and 42 as bemg
anticipated by RFC 2338, The Request and Office Action assert RFC 2538 discloses reserving
domain names for secure communication links because 1t discloses that “domain names ave
assoctated with certificates used for secure commumcation hinks.” (Req. at 32§, 340} But merely
storing a certificate under a domain name related to s subject, as disclosed in RFC 2538, does not

3 in fact,

;

mean that the domain name is reserved for secure communication hinks., (RFC 2338 at 5.
nothing 1 RFC 2338 disclosss or suggests that the domam name associated with the certificate may

be used only for secure commumication. As such, RFC 2538 does not disclose that domain names

stored are reserved for secure commmunication hinks.

Viil. REFERENCES CITED AGAINST DEPENDENT CLAIMS 24 AND 48

90. The Office Action rejects dependent claims 24 and 48 ag anticipated by Soluna, and
as being obvious over Solang in view of RFC 920 andior RFC 2504, The Request and the Office
Action assert that becaunse Solana discloses domain names that are associated with ceriificates needed

LTS

for secure transactions, those domam names are “secure nmmes  associated with secure
communications and thereby comprise indications that its secure DNS systems support establishing a
secure conumunication link.” {Req. at 52-53 .} 1 disagree.

1. The mere association of a domain name with a certificate does not disclose anything
about what the domain name uself comprises. In particular, just because a domam name 18
associated with a certificate does pot mean that the domam name stself compnises an indication that a
domain name system supports establishing a secare commanication hink.

92, In fact, Solana does not disclose that the UNIs (the alleged domain names} include
any indication of the capabilities of the DS (the alleged domam name service system), much less an
indicatton that the DS suppons estabhshing a secure commanication hink. For example, Solana

discloses two examples of UNIs in Fig. 1) xyz@S and abe@D. (Solana 43, Fip. 1.} But Selana
iy & Y & B i
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does not disclose that these UNIs, or any other UNIs, compnise an indication that the DS supports
gstablishing a secure communication link.

93, RFC 920 and RFC 2504 also do not disclose that a domain name itself comprises an
tndication that a domain name system supports establishing a secure communicanon link. The
Reguest relies on REC 920 as “ecluding general criienia for establishing new domain names.” (Req.
at 80.) But the “general criteria™ in RFC 920 do not disclose a domain name that comprises an
indication that the domain name service system supports establishing a secure communication hink. 1
understand that the Request and the Office Action do not assert that it does. {(/d at 80, 111-12)) RFC
2504 also does not disclose, and 1s not relied upon as allegedly disclosing, that a domain name self
comprises an indication that a domain name system supports establishing a secure comnrumcation
hink, (/d. at 95-96, 111-12)

94, 1 understand that the Office Action rejects dependent claims 24 and 4¥ as antimpated
by Provino, and as being obvious over Proviroe in view of RFC 920, RFC 2230, and/or RFC 2304
The Request and the Office Action allege that Frovine discloses a domam name that comprises or
mcludes an indication that the domain name service system supports establishing a secure
comununication link because “Provine also discloses use of nameservers to resolve human-readable
domain names to provide appropniate Internet address{es], and that domain names (e.g., doman
name associated with VPN 15} are associated with secure transactions over the Internet” (/. at
128.) This is incorrect for at {east two reasons,

93, First, as discussed above with respect to the independent claims, Frowne’s alleged
domain name service system {name server 17} 15 not configured to comprise an mdication that the
domain name service system supports establishing a secure communication link. Rather, Provino™s
alleged domain name service svstem is a conventional domaimn name service system, recognized and
distinguished by the "504 patent, that merely responds to a request for the Internet address of a device
{firewall 30 or otherwise} correspondmg to the haman-readable name for that device.  Thus,
Frovino's alleged domainy name service systam does not even have the capability o support
establishmg a secure commumication link, let alone to comprise an indication that the domain name
service system supports establishing a secure commuanication link.  And becaunse FProvine’s alleged
domain name service system does not even have the capability lo support establishing a secure
comiumcation lnk, it cannot store a domain name that comprises or includes an indication that the

alleged domam name service system supports establishing a secure communication hink.
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96, In addition, the fact that Provino’s alleged domain name service system resolves the
Internet address of the firewall 30 (with which the device 12(m} may at some pomnt later establish a
secure tunnel) when it is requested does not disclose anything about what the alleged domain name
of the firewall 30 wself comprises. Just because a domain name 1s associated with a firewall does not
mean that the domain name itself mcludes or comprises an indication that a domain name system
supports establishing a secure comnumncation link.  Frovine does not provide any specifics about the
content of the alleged domain names stored 1 Provine’s name server 17, and certainly does not
disclose that they can comywise or include an indication of the capabilities of the alleged domain
name service system, much less an indication that it supports establishing a secure compumication
hink. As I explamned above, Provire does not even disclose that the alleged domain name service
system 18 capable of supporting establishing a secure commumication to begin with,

97. I understand that the Office Action also rejects dependent claims 24 and 48 as bemng
anticipated by Heser, and as being obvious over Beser i view of RFC 920, The Reguest and the
Office Action assert that Bever discloses a domain name that comprises an indication that the doman
name service system supports establishing a secure conununication link because the domam names m
Beser “are ‘secure names’ associated with secure comununications.” {Req. at 2323 I disagree.

98. Merely usmyg a domain name 18 secure communications, as asserted by the Request
and the Office Action, does not disclose anvthing about what the domamn name iiself comprises. In
particular, just because a domain name is “associated with secure comnumications” does not mean
that the domaim name comprises an indication that a domain name svstem supports sstablishing a
secure conumunication Imk. In fact, Beser does not disclose that the alleged domain names {1e,,
untque identifiers) include any indication of the capabilities of the alleged domam name service
system (1.e., trusted-third-party network device 30}, let alone an indication that the alleged domain
name service system supports establishing a secure conunanication Hnk,

99. RFC 920 also does not disclose a domain name that comprises an indication that the
domain name supports establishing a secure commupucation link. The Request relies on RF(C 920 as
“including general criteria for establishing new domam names.” {(Jd at 265-66.) But, as discussed,
the “general critenia”™ in RFC 920 do not disclose a domain name that comprises an indication that the
domain hame service svstem supports establishing a secare communication hink,

100. 1 understand that the Office Action further rgjects dependent claims 24 and 48 as
bemg anticipated by RFC 2230, and as bemg obvious over RFC 2230 m view of RFC 920, The

-

Request and the (Mfice Action allege that RFC 2230 discloses a domain name that comprises or

-3} -

Petitioner Apple Inc. - Ex. 1052, p. 31



Control No.: 95/001,788
Declaration of Angelos D. Keromytis, Ph.D.

tncludes an indication that the domaimm name service systermn supports establishing a secure
commumication fink because “"RFC 2230 discloses secure DNS systems providimng for securg
communication links between multiple domains ('S and ‘D7) that are established via use of svstems
that mcorporate and use the KX resource record.” (Jd at 286.3 This is incorrect for at least two
TEasons.

101, First, as 1 describe above, RFC 22307s alleged domain name service system 1s not
configured to comprise an indication that the domain name service system supports establishing a
secure conmmunication fnk.  Rather, RFC 2230 discloses a conventional domain name servics
systam, recognized and distinguished by the "504 patent. Thus, RFC 2230°s alleged domain name
service system does not even have the capability to support establishing a secure conwnunication
ik, let alone to comprise an mcication that the domain name service svstem supports establishing a
secure communication link, as recited by mdependent claim |, Because the alleged domain name
service system does not even have the capability to support establishing a secure conwnunication
hink, RFC 2230 cannot disclose or suggest that the alleged domain name service system stores at least
one domain name that comprises or inclaudes an indication that the alleged domam name service
system supports establishing a secure communication hnk.

1020 In additton, the mere fact that RFC 2230 discloses that {Psec Security Associations
can be cregted between an orginating device S and a destination device 1 does not disclose anything
about what the domain names associated with these devices themselves include. Speaifically, just
because a Security Association is created between two devices does not mean that their domain
names nclude or comprise an indication that the alleged domain name system supports establishing a
secure conumunication link. RFC 2230 does not provide any specifics about the content of the
domain names, and certainly does not disclose that they can comprise or include an mdication of the
capabilities of the alleged domain name service system, Thus, RFC 2230 does not disclose that at
least one of the phuality of domam names comprises or includes an mdication that the domain name
service system supports establishing a secure conmmuanication link.

103, I understand that the Office Action rejects dependent claims 24 and 48 as being
anticipated by RFC 2538, and as being obvious over RFC 2538 m view of RFC 920, The Request
and the Office Action assert that RFC 2538 discloses a domain name that comprises an indication
that the domain name service system supports establishing a secure communication link because the
domain names i RFC 2338 “are ‘secure names’ associated with secure communications.” (Req. at

330.) 1 disagree.
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104, Merely assoctating a domain name with secure conununications, as asserted by the
Reguest and the Office Action, does not disclose anyihing about what the domain name iself
comprises. In particular, just because a domain name 15 “associated with secure communications”
does not mean that the domain vame ncludes an mdication that a domain name system supports
gstablishing a secure commumcatton hink. In fact, RFC 2538 does not disclose domam names that
mclude any indication of the capabilities of the alleged domain name service system m RFC 2538,
nuch less an indication that the alleged domain name service system supports establishing a secure
communication iink. Thas, RFC 2338 does not disclose the features of claims 24 and 438,

105, RFC 920 does not make up for the above-noted deficiencies of RFC 2338, The
Request relies on RFC 920 as “including general critenia for establishing new domain names.” (Jd. at
381-32) B, as discussed, the “general criteria™ mn RFC 920 do not disclose a domain name that
comprises an indication that the domam name service system supports establishing a secure

conununication link.

IN. REFERENCES CITED AGAINST DEPENDENT CLAIMS 26 AND 50

106, | understand that the Office Action rejects dependent claims 26 and 50 as anticipated
by Solana, and as bemng obvious over Solasa i view of RFC 2504, The Request and the Othice
Action assert that Sefena discloses UNIs to designate principals and domains, and that the UNIL is
used when establishing the alleged seciwe commumication bink. {See. e.g., Req. at 53, citing Sedoing
43-46, Figs. 2a-b, 3a-b) But merely asing a UNE when establishing an alleged secure
communication link does not mean that the UNI itself enables (or 1s configured so as to enable)
establishment of the secure conwnunication hink.  As discussed. Sofana discloses two exemplary
UNis m comnection with Fig. 11 xyz@S and abe@D. (Solana 43, ig. 1) But Selena does not
disclose that these exemplary UNIs enable establistunent of a secure commumication hnk.

107, 1 onderstand that the Office Action further rejects dependent claims 26 and 50 as
anticipated by Provise, and as being obvious over Provine m view of RFC 2238 or RFC 2504, The
Request and the Office Action allege that Provipo discloses that at least one of the plurality of
domain names enables, or 18 configared so as to enable. establishment of 8 secure commumication
hink because “{tlhe domam names and Internet addresses maintained 1n name server 32 are used to
establish virtual private networks, which are secure communication hinks.” (See, ¢.g., Reg. at 129) 1

disagree.
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108, Merely wsing a domain name when establishing an alleged secure communication
hink does not mean that the domamn name self enables establishment of the securs communication
hink.  Provino is silent regarding the content of the alleged domain names {(human-readable
addresses), and centainly does not disclose that they include anvthing special that enables, or is
configured so as to enable, establishment of a secure conununication link.

109, @ understand that the Office Action also rejects dependent claims 26 and 50 as bemng
anticipated by Heser. The Request and the Office Action assert that Beser discloses that at least one
of the plurality of domain names enables, or is configured 30 as to enable, establishment of a secure
comamuncation hink because Beser “discloses systems m which a unigue dentifier, which may be a
domain name, Js used fo establish g secure communication hnk.” (See, ¢ g, id at 239, emphasis
added.) But merely wing a domamn name when establishing an alleged secure communication ink
does not mean that the domain name itself enables establishment of the secure communication link.
Beser does not disclose that the wuque identifiers enable {or are configured so as to enable)
establishmient of 3 secure communication bnk.

110, I understand that the Office Action further rejects dependent clatms 26 and 30 as
being anticipated by RFC 2230, The Request and the Office Action allege that RFC 2230 discloses
that at least one of the phwality of domain names enables, or s configured so as to enable,
establishment of 8 secure conmmmunication link because RFC 2230 discloses secure communication
links between R1 and R2 and between R1 and D. {Seg, e.g., id. at 2873 1 disagree,

11, Maearely using a domain name when establishing an alleged secure conununication
link does not mean that the domain name uself enables establishment of the secure communication
huk. In fact, RFC 2230 does not disclose that the wugue dendfiers enable establishment of a secure
commumication link, and thus does not anticipate claims 26 and 3¢, Accordmgly, the rejection of
these clatms should be withdrawn,  As with other references discussed above, RFC 2230 is silemt
regavding the content of the alleged domam names, and certamly does not disclose that they include
anvihing special that enables, or 15 configaed so as to enable, establishment of a sscure
communication link.

112, In addition, as I explain, before an IPsec node w RFC 2230 even secks the DNS
records of #s target domain, it fivst makes a poficy decision of whether to provide {Psec services for
traffic between given domains. {(See, e.g, RFC 2230 at 3, 4, 6.) Because an external policy decision
determines whether to provide security for packets sent between given domains, it 18 possible fo

eatablish a connection to a domain with or without IP Secanty. Thus, RFC 2230 does not disclose
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that at least one of the phwality of domain names enables, or iy configured so ay to enable,
establishment of 8 secure comnuuication fink.

13, I understand that the Office Action further rejects dependent claims 20 and 50 as
beig anticipated by RFC 2538, The Request and the Office Action assert that RFC 2338 discloses
domain names that enable, or 1s configured so as 10 enable, establishment of a secure communication
Hnk because the domain names in RFC 2538 are associated with a CERT RR. {See, e.g., Req. at 330-
31.) But merely associating a domain name with a public key contained in a certificate {the CERT
RR} does not mean that the domain name itself enables establishunent of a secure commumcation hink.
That 15, merely associating a domain name with a public key has nothing to do with the capabilities
of the actual domamn name, such as whether the domain name enables establishment of a secure
communication hink. Thus, RFC 2338 merely discloses domain names associated with public keys
and does not disclose that the domain names enable, or are configured so as 1o enable, establishment
of a secure comnuynication link.

Truth and Acearacy of Statements

I further declare that all statements made heretn of my own knowledge are troe and that all
statements made on information and belief are believed to be true, and further that these statements
were made with the knowledge that willful false statements and the hke so made are punishable by
fine or imprisonment, or both, under Section 100} of Tide I8 of the Uimted States Code, and that

witltul false statements or the hke may jeopardize the validity of the "504 patent.

Signed at New York, New York, this 29th day of March, 2012

sfAngelos D, Keromytis!
Angelos D. Keromytis
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Angelos D. Keromytis - Curriculum Vitae

Positions Held

» Janunary 2006 - Present
Associate Professor, Department of Computer Science, Columnbia University, New York,
« January 2009 - January 2010
Senior Research Engineer, Symantec Research Labs Europe, Sophia Antipolis, France.
o July 2001 - December 2005
Assistant Professor, Department of Computer Science, Columbnua University, New York.
»  September 1996 - July 2001
Research Assistant, Computer and Information Science Department, University of
Pennsyivania, Philadelphia.
« January 1993 - October 1998
Member of the Technical Staff, FORTHnet S A, Heraclion, Greece.
» September 1991 - January 1993
Member of the Technical Staff, Education Team, Computer Center of the University of
Crete, Herachion, Greece.

Education

+ Nevember 2001

Ph.D. {Computer Science), University of Pennsylvania, USA.
«  August 1997

M.Sc. {Computer Science), University of Pennsvlvania, USA.
s  June 1996

B.Sc¢. (Computer Science), University of Crete, Greece.

Service and Teaching
Editorial Boards and Steering Committees

»  Associate Editor, Encyclopedia of Cryptography and Security (2™ Edition), Springer,
2010 - 2011,

» Associate Editor, IET (formerly IEE) Proceedings Information Security, 2005 - 2010.

«  Steenmng Committee, ISOC Svmposion on Network and Distributed Svstem Security
(SNDSS), 2006 - 2009

o Steering Conmmittee, New Security Paradigms Workshop (NSPI, 2007 onward.

« Associate Editor, ACM Transactions on Information and System Security {TISSEC),
2004 - 2010

o Steering Committee, {SENIX Workshop on Hot Topics in Security (HotSec), 2006 -
2009,

« Steering Conmmittee, Computer Security Architecture Workshop (CNAW), 2007 - 2009,
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Program Chair

« Program Chair, 16" International Conference on Financial Cryptography and Data
Security (FC), 2012

« Program co-Chatr, 1 7HACM Computer and Communication Security (CCS), 2010,

«  Program co-Chair, 16™ ACM Computer and Communication Security (CCS), 2009,

»  Program co-Chair, New Security Paradigms Workshop (NSPW), 2008,

«  Program co-Chair, New Security Paradigms Workshop (NSPW), 2007,

«  Chair, 27™ International Conference on Distributed Computing Systeras (ICDCS),
Secwrity Track, 2007,

«  Chair, 16" World Wide Web (WWW) Confevence, Security, Frivacy, Reliability and
Ethics Track, 2007,

o Chair, 15" USENIX Security Symposium, 2006,

« Deputy Chair, 15% World Wide Web (WWW) Conference, Security, Privacy and Ethics
Track, 2006.

«  Chair, 3% Workshop on Rapid Malcode (WORM), 2005,

e Program co-Chair, 3™ Applied Cryptography and Network Security (ACNS) Conference,
2008

«  Program co-Chair, OpenSig Workshop, 2003.

Program Organization

o (General Chair, New Security Paradigms Workshop (NSPW), 2010,
o (General Vice Chair, New Security Paradigms Workshop (NSPW), 2009,
»  Co-chair, Invited Talks, 17" USENIX Security Symposiam, 2008.
»  General co-chair, Applied Crvptography and Network Security (ACNS) Conference,
2008,
«  Co-chair, nvited Talks, 16" USENIX Security Symposium, 2007,
o Orpanizing Committee, Columbia/IBM/Stevens Security & Privacy Day (bi-annual
event).
o Qrganizer, Columbia/IBM/Stevens Security & Privacy Day, December 2010,
o Organizer, Columbia/IBM/Stevens Security & Privacy Day, June 2007
»  Co-organizer, AROFSTC Workshop on Insider Attack and Cyber Security, 2067,
»  Publicity co-Chawr, ACM Conference on Computer and Conmmunications Secarity, 2000,
« General co~-Chair, OpenSig Workshop, 2003,

Program Committees

» Program Committee, ISOC Symposium on Network and Distributed Systems Security
{SNDSS), 2003, 2004, 2006, 20072008, 2012,

«  Program Conmmutiee, lanternational Workshop on Security (IWSEC), 2006, 2007, 2008,
2009, 2010, 2011,

o Program Committee, ACM Conference on Computer and Communications Security
{COCS), 2005, 2007, 2008, 2609, 2010.

ot
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Program Commutiee, Applied Crvptography and Network Security (AUNS) Conference,
2005, 2000, 2010, 2011, 2012,

Program Committee, USENIX Security Svmposinm, 2004, 2003, 2006, 2008,

Program Committee, International Conference on Distributed Computing Systems
{(YCDCS), Security Track, 2005, 2006, 2007, 2008,

Program Conmutiee, Workshop on Rapid Malcode (WORM), 2004, 2005, 2006, 2007,
Program Committee, Information Security Conference (18C), 2005, 2007, 2009, 201 1.
Program Committee, World Wide Web Conference {WWW), 2003, 2006, 2007.
Program Committee, USENIX Workshop on Hot Topics in Security {HotSec), 2006,
2007, 2010

Program Commitiee, Financial Cryptography (FC) Conference, 2002, 2010, 2011, 2012,
Program Conumitice, European Workshop on Svsterss Security {EuroSec), 2009, 2010,
2011,

Program Committee, Annual Computer Security Applications Conference {AUCSAC),
2006, 2007 2011,

Program Commitiee, USENIX Technical Conference, Freely Distribuiable Software
(Freeniyy Track, 1998, 1999, 2003,

Program Conmmmitice, IEEE Security & Privacy Symposium, 2006, 2008,

Program Commmittee, ACM SIGCOMM Workshop on Large Scale Attack Defense
{LSAD), 2006, 2007,

Program Committee, New Security Paradigms Workshop (NSPW 3, 2007, 2008,
Program Committee, IEEE WETICE Workshop on Enterprise Security, 2002, 2003,
Program Conumnittee, lnternational Conference on Mathematical Methods, Models and
Architectures for Computer Network Security (MMM-ACNS), 2007, 2010

Program Committee, USENIX Annual Technical Conference (ATC), 2008, 2011,
Program Committee, European Sumposium on Research in Computer Security
{ESORICS), 2011,

Program Conumitiee, haternational Workshop on Mobile Security (WMS), 2010,
Program Conmitice, 40° Annual IEEE/IFIP International Conference on Dependable
Svstems and Networks (DSN), Dependable Computing and Commumication Symposinm
{DCCSY, 2010,

Program Committes, Computer Forensics in Software Engineering Workshop, 2009,
Program Committee, USENIX Workshop on Large-scale Exploits and Emergent Threats
(LEET}, 2008,

Program Committee, 237 * International Information Security Conference (IFIP SEC).
2008,

Program Committee, Jomt iTrust and PST Conferences on Privacy, Trust Management
and Security (IFIPTM), 2008.

Program Commitiee, 1™ Computer Security Architecture Workshop (CSAW), 2007,
Program Committee, $M IEEE Information Assurance Workshop (IAW), 2007,
Program Committee, Anti-Phishing Working Groop (APWGQG) eCrime Researchers
Sumimit, 2007, _

Program Commitiee, 4% G International Conference on Detection of Intrusions &
Malware, and Vulnerability Assessment (DIMVA), 2007,

Program Commitice, 2* ACM Svmposium on InformAtion, Computer and
Communications Security {AsiaCCR), 2007,

Petitioner Apple Inc. - Ex. 1052, p. 38



»  Program Commitiee, 6™ {nternational Conference on Cryptology and Network Security
(CANS)Y, 2007.

«  Program Committee, 2™ Workshop on Advances in Trasted Computing (WATC), 2006,

» Program Committee, International Conference on Information and Communications
Security (ICHCS), 2006,

«  Program Conmutiee, 2™ Workshop on Secure Network Protocels (NPSee), 2006.

»  Program Committee, 1™ Workshop on Hot Topics in System Dependability (HotDep),
2005,

«  Program Committee, 20 ACM Symposium on Applied Computing (SAC), Trast,
Reconunendations, Evidence and other Collaboration Know-how (TRECK) Track, 2005,

»  Program Committee, 1™ Workshop on Operating System and Architecture Support for the
on demand IT Infrastructare {OASIS), 2004,

¢ Program Committee, Workshop on Information Security Applications {WISA), 2004,

« Progrars Committee, Workshop on Logical Foundations of an Adaptive Securidy
Infrastructare (WOLEFAST), 2604,

o Program Committes, 29" IEEE Conference on Local Computer Networks (LON}, 2004,

«  Program Conmutiee, 2™ International Conference on Trast Management, 2004,

« Program Commitiee, Asig BSD Conference, 2004,

o Program Committce 2% Annual New York Metro Area Networking Workshop
{(NYMAN), 2002,

v Program Committee, Cloud Computing Secunity Workshop (CCSW?Y, 2009

»  Program Commitiee, Workshop on Gnid and Cloud Security {WGC-Sec), 2011,

«  Program Conumitiee, Workshop on Cyber Security Experimentation and Test {CSET),
2011,

Advisory Workshops

«  QDNENSA lovitational Workshop on Computational Cybersecurity in Compromased
Environments (C3E), Keystone, CQ, September 2011,

« ONR Workshop on Host Computer Security, Chicage, 1L, October 2010,

« [Intel Workshop on Trust Evidence and End-to-end Trust in Heterogeneons
Environments, Santa Clara, CA, May 2010,

o Intelligence Community Technical Exchange on Moving Target, Washington, DC, April
2010,

» Lockheed Martin Future Security Threats Workshop, New York, NY, November 2009,

« Air Force Office for Scientific Research (AFOSR ) Invitational Workshop on
Homogeneons Enclave Software vy Heterogeneous Enclave Software, Arlington, VA,
October 2007.

« NSF Future Internet Network Design Working Meeting, Arhington, VA, lune 2007

s ARQVFSTC Workshop on Insider Attack and Cyber Security, Arhington, VA, June 2007,

o NSF Invitational Workshop on Future Directions for the CyberTrast Program, Pittsburgh,
PA, October 2006,

o«  ARQO/HSARPA Invitational Workshop on Malware Detection, Arlington, VA, August
2005,

s Department of Defense Invitational Workshop on the Complex Behavior of Adaptive,
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Network-Centric Systems, College Park, MD, July 2005,

« ARDA Next Generation Malware Invitational Workshop, Annapolis Junction, MD,
March 2005,

» Co-leader of session on "Securing software cavironments”, joint NSF and Department of
Treasury Invitational Workshop on Resilient Financial Informarion Systems,
Washington, DC, March 2005

« DARPA Application Commuuties Invitational Workshop, Arlington, VA, October 2004

+ DARPA APNets Invitational Workshop, Philadelphia, PA, December 2003

« NSE/NIST Invitational Workshop on Cybersecurity Workforce Needs Assessment and
Educational Innovation, Arlington, VA, August 2003,

» NSF lnvitational Workshop on Large Scale Cyber-Security, Lansdowne, VA, March

2003,

o IP Security Working Group Secretary, Internet Engineering Task Force (IETF}, 2003 -
2008,

» Session moderator, Workshop on Intelligence and Research, Florham Park, NJ, October
2001,

«  DARPA Composable High Asswrance Trusted Systems #2 (CHATS2) Invitational
Workshop, Napa, CA, November 2000,

Other Professional Activities

o Co-chair, ACM Computing Classification Systemy Update Committee {"Security and
Privacy” top-level node), 201 1.

»  Member, ACM Computing Classification System Update Committes {top two levels),
2010,

+ Dxternal Advisory Board member, “i~coder Real-time Malicious Code Identification”, EU
project, 2010 - 2012,

« Reviewer {grant applications), Greek Mimstry of Education, 2010

» Reviewer (grant applications), Danish National Research Foundation, 2010

« Member of the Scientific Advisory Board, Centre for Research and Techunology, Hellaz
{CERTH), 2008 - 2011,

o Senior Member of the ACM, 2008 onward.

o Senior Member of the IEEE, 2009 onward.

«  Visiting Scientist, Institate for Infocomm Research (PR, Singapore, February - May
20067,

« Coluwrubia Representative to the Institote for Information Infrastructurve Protection (13P},
2006 - 2008,

o Technical Advisory Board, StackSafe Inc. (formerly Revive Systems Inc.j, 2006 - 2009,

« Technical Advisory Board, Rudinz Inc., 2006,

» Reviewer (grant applications), Institute for Security Technology Studies (ISTS),
Dartmouth College, 2006,

« Reviewer, Singapore National Science and Technology Awards (NSTA), 2006.

o Board of Directors, StackSafe Inc. (formerly Revive Systems Ine.j, 2005 - 2009,

« Founder, StackSafe Inc. (formerly Revive Systemys Inc.). 2008 - 2009,

» Expert witness in criminal and imtellectaal property htigation cases, 20085, 2006, 2007,
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2009, 2010, 2011,

o Science Fair Judge, Middie School for Democracy and Leadership, Brooklyn, NY, 2005,
2006,

» Reviewer (grant applications), Swiss National Science Foundation, 2007,

» Reviewer (grant applications), Netherlands Orgamisation for Scientific Research, 2003,
20006.

« Reviewer {grant applications), US/Israel Binational Science Foundation, 2003, 2005,

« NSF reviewer & panelist, 2002, 2003, 2006, 2008, 2009, 2011

« Intemet Engineering Task Force (IETF) Securnity Area Advisor, 2001 - 2008

Ph.D. Thesis Committee Service

» Michalis Polvchronakis, "Generic Code Injection Attack Detection using Code
Emudadon”, Computer Seience Department, University of Crete, October 2009,

« Spyros Antonatos, "Defending against Knowst and Undownen Attacks using a Network of
Affined Honevpors”, Computer Science Department, University of Crete, October 2009,

o Van-Hau Pham, "Honevpot Traces Forensics by Means of Attack Event fdeniification”,
Computer Science Group, Comnuumications and Electronics Department, Ecole Nationale
Supenenre des Telecommunications, September 2009

« Gabriela F. Clocarlie, "Towards Self-Adoptive Anomaly Detection Sensors”, Department
of Computer Science, Columbia University, September 2009,

« Vanessa Frias-Martinez, "Behavior-Based Admission and Access Conitrol for Network
Security”, Department of Computer Science, Columbia University, September 2008,

»  Wei-Jen Li, “SPARSE: 4 Hybrid Svstem for Malcode-Bearing Documeni Detection”,
Department of Computer Science, Columbia University, June 2008,

« Ray Kumar Rajendran, "The Method jor Strong Detection for Distributed Routing”,
Electrical Engineering Department, Columbia University, March 2008.

« Constantin Serban, "ddvances in Decentralized and Stateful decess Control”, Computer
Science Department, Rutgers University, December 2007,

» Ricardo A. Baratto, "THINC, 4 Firtual and Remote Display Architeciure for Deskiop
Computing”, Computer Science Department, Columbia University, October 2007.

o Zhenkal Liang, "Technigues in Automated Cyber-Attack Response and Recovery”,
Computer Science Department, Stony Brook University, November 2006.

»  Ke Wang, "Network Pavload-hased Anomaly Detection and Content-based Alert
Carrelation”, Computer Science Department, Columbia University, August 2006.

«  Seoung-Bum Lee, "ddaptive Quality of Service for Wireless Ad hoe Netwaorks”, Electrical
Engineering Deparunent, Columbia Untversity, June 2006,

« Shlomo Hershkop, "Bebavior-based Email Analyvsis with Application to Spam Detection”,
Computer Science Department, Columbia University, August 2005

»  Gaurav S, Ke, "Defending Sofiware Against Process-subversion Aitacks”, Computer
Science Department, Columbia University, April 2005,

«  Gong Su, “MOVE: A New Virfualization Approach to Mabile Conmmunication”,
Computer Science Department, Columbia University, May 2004,

« Jonathan M. Lennox, “Services for Internei Telephony®, Compuater Science Department,
Cotumbia University, December 2003,
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«  Michael E. Kounavis, "Frogramming Network drchitectures”, Electrical Engineering
Department, Columbia University, June 2003,

o« Wenyu Jiang, "UoS Measurement and Management for Internei Real-time Multimedia
Services”, Computer Science Department, Columbia University, April 2003,

Post-doctoral Students

» Hyung Chan Kim {October 2007 - October 2008)

o Stelios Sidiroglou (Qctober 2008 - December 2008)
»  (eorgios Portokalidis (March 2010 - preseat)

« Michalis Polychronakis {May 2010 - present)

« Dimitris Geneiatakis (Jone 2010 - present)

Current Ph.D. Students

« Georgios Kontaxis {September 2011)
» Vasilis Pappas (September 2009 - present)

«  Vasilelos Kemerlis (September 2008 - present)

«  Kangkook Jee {Janvary 2008 - present)

o Sambuddho Chakravarty (fanvary 2007 - present}
s Angelika Zavou (September 2006 - present)

Graduated Ph.D. Students

» Debra Cook (January 2002 - June 2006)
o Thesis title: "Elassic Block Ciphers”®
Post-gradaation: Member of the Technical Staff, Bell Labs
o Currently: Research Staff Member, Telcordia Research
+ Angelos Stavrou (January 2003 - August 2007)
o Thesis title: “dn Overlay drohitecnere for Eadao-Ead Service dvailabiling®
{awarded with distinction)
Post-gradaation: Assistant Professor, Computer Science Department, George
Mason University (GMUD)
o Currently: Assistant Professor, Computer Science Departnient, George Mason
Untversity (GMU)
» Michael E. Locaste (September 2002 - December 2007}
o Thesis title: “fnsegriny Posfures for Sofhwsre delf-Defense” (awarded with
distinction)
o Post-graduation: ISTS Research Fellow, Dartimouth College
o Cuarrently: Assistant Professor, Department of Computer Science, University of
Calgary
« Stelios Sidiroglou (hune 2003 - May 2008)

Thesis title: "Soffware Selfheading Using Evvar Virtualization”
o Post-graduation: Research Scientist, Columbia University
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o Currently: Research Scientist, MIT CSAIL
« Mansoor Alicherry {September 2006 - Qctober 2010)
o Thesis utle: "d ¥siribuied Policy Enforcemend drohiiecture for Mobile 4d Hoc
Nenvorks™
< Post-graduation: Member of the Technical Staff, Alcatel-Lucent Bell Labs
Currently: Member of the Technical Staft, Alcatel-Lucent Bell Labs
« Brian Bowen (September 2007 - December 2010; co-advised with Salvatore 1. Stolfo)
o Thesis tider "Dasign and Analvaly of Decav Svsiems for Compuiter Security”
o Post-graduation: Member of the Techmical Staft, Sandia National Laboratories
o Currently: Member of the Technical Staff, Sandia National Laboratories

Service at Columbia

»  Computer Science Department Ph.D. Committee, 2010 - 2011
«  Computer Science Department Facilities committee, 2001 -~ 2008, 2010 - current
o Chair, Facilities committee, 2003 - 2005, 2011 - current

« M. Sc. Admissions comnuttee, 2007 - current.

«  M.Sc. Committee, 2008 - current.

« Computer Science Department Faculty Recruiting committee, 2002, 2008

«  Columbia committee on Research Contlict of Interest Policy, 2007 ~ 2008

« Co-organizer, Computer Science Faculty Retreat, Fall 2007

o Advisor for the Schoot of Engineering Computer Science Majors, Freshmen &
Sophomores, 2004 - 2005

» Computer Science Department Undergraduate Admissions Representative, 2003 - 2008

o Advisor for the School of Engineering Computer Science Majors, Seniors, 2003 - 2004,
2000 - 2007

o Computer Science Department Space Allocation Policy committee, 2002 - 2010

« Computer Science Department Events Representative, 2002 - 2008

» Advisor for the School of Engineering Computer Science Majors, Juniors, 2002 - 2003,
2008 - 2006

«  Conputer Science Department CRF Director Hiring committee, 2003

« Advisor for the Scheol of Engineering Computer Science Majors, Sophomores, 2001 -
2002

» Computer Science Department Faculty Recruiting committee, 2001 - 2002

»  Executive Vice Provost committee on Columbia’s response to the 9/11 events, Fall 2001

Teaching

{Scores Indicate mean course guality rating from student survey, survey not comducted for
SUINET SESSIOnS)

« Instructor, COMS E6183-1 - Advanced Topics in Network Security, Columbia
Unversity
o Fall 2006. 17 on-campus students (4.38/5)
«  Tustructor, COMS We998.1 - Advanced Topics in Network Security, Columbia

-5
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University
o Fall 2004; 17 on-campus students (4.62/5)
o Spring 2003 18 on-campus students (N4
» Instructor, COMS W4180 - Network Security, Columbia Umversity
Spring 2011 4 CVN students (N4
Fall 2010: 2 COVN students (N4
Spring 2010: 25 on-campas and 5 CVN students (4. 48/5)
Sumuner 2006: 7 CVN students (V)
Spring 2006: 63 on-campus and 9 CVN students (4. 745}
Summer 2005; 4 CVN students (N4)
o Spring 20035: 41 on-campus and § CVN students 4.2553)
s Sunumer 2004: 6 CVN students (N4}
o Fall 2003: 45 on-campas and 12 CVN stadents (3. 7475}
o Summer 2003: 5 COVN studenis (Nd)
o Fall 20027 43 on-campus and 9 CVN students (3.24/5)
o Fall 2001: 23 on-campus students (3.6:5)
. inﬂmatm COMS W4118 ~ Operating Sy >lf,ms Columbia University
o Summu 2007 8 CVN students (N4,
Fall 2006: 39 on-campus and 7 CVN students (3. 735}
Summer 2006; 15 CVN students (V)
Fall 2005: 52 on-campus and 9 CVN students (3.865)
Spring 2004: 32 on~campus and 4 CVN students (3,307
o Spring 2002 37 on-camypus students (3.733)
o Instructor, COMS W3157 - Advanced Programming, Columbia University
o Fall 2010: 37 on~campus students (3.2573)
o Fall 2007: 30 on-campus students (4./635)
o Instructor, CISTO0/002 - Building Secure Systems, University of Pennsylvania, Spring
1998

<

oo

O S
RS I O I

D0 00

Support for Research and Teaching (Gifts
and Grants)

1. Pl{co-Pls: Roxana Geambasu, Junfeng Yang, Simha Sethumadbavan, Sal Stolfo),
"MEERRKATS: Malniaining Enterprist Kesiliency vig Kaleidoscopic Adaptation &
Transformation of Software Services”, DARPA MRC, 86,619,278 (09/2011 - 09/2015;
leading team that includes George Mason University and Symantee Corp.)

PY, "NSE Support for the 208 1 New Security Paradigms Workshop Finuncial Aid
(Supplementy”, NSF Trustworthy Computing, $10,000 (06/2011 - 07/2012)

Pl "Leveraging the Cloud to Audit Use of Sensitive Infomation”, (;oc:tfk‘ {research gift),
$60.200 (057201 1)

4. co-PI {(with Sal Stolfo), "ADAMS ddvanced Behavioral Sensors (AB8)7, DARPA
ADAMS, $780,996 (0572011 - 04/2013)

PL, "Trocking Sensitive fnformation Flows in Madern Frterprises”, Intel, $84,951
(122010 - 12/201 1)

-

(]

i
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6. co-PI (with Simha Sethumadhavan, Sal Stolfo, Junfeng Yang, and David Augast @@
Princeton), “SPARCHS: Svmbiotic, Polymorphic, Autoramic, Resiliem, Clean-state, Host
Security”, DARPA CRASH, $6,424,180 (10/2010 - 09/2014)
PL, “NSE Support for the 2010 Neve Security Paradigms Workshop Financial 4id”, NSF
Trustworthy Computing, $10,000 {09/2010 - 08/201 1)
& Pl{co-Pls: Junfeng Yang, Sal Stolfo), "MINESTRONE", TARPA, $7,530,113 (082010 -
07/2014; leading team that includes Stantord University, George Mason University, and
Svmantec Corp.)
9. co-Pl {with Junfeng Yang and Dawson Engler @@ Stantord), "Seed: CSR: Large:
Colluborative Research: Sem{rrep: Improving Software Reliability Through Semantic
Similarity Bug Search”, NSF CSR, ONS-10-12107, §325,000 (07/2010 - 06/2011)
10, PL, "Tracking Sensitive tnformation Flows in Modern Enterprises”, Intel, $82,286
(0872009 - 07/2010)
i PL "Supplement for Internationad Research Collaborations”, NSF Trustworthy
Computing, $41,769 (09/2009 ~ 08/2011)

. PL, "NSE Support jfor the 2009 New Security Paradigms Workshop Financial 4id", NSF
Trustworthy Computing, $10,000 (09/2009 ~ 08/2010)

. PY, "Measuring the Health of Internet Rowting: A Longitudinal Study”, Google (research
gift), 560,000 (07/2009)

14, P, "CSR: Small: An Informaion dccountahility drchitecture for Distribured Enterprise
Swpstems”, NSF Trustworthy Computing, ONS-09-14312, $450,000 (07,2009 - 06/2012)

15, co-PI (with Jason Naeh), "1 Small: Fxploiting Software Flasticity for Awtomatic
Software Self~Healing”, NSF Trustworthy Computing, ONS-09-14845, $450,000
(0772009 - 06/2012)

16. co-Pl {with Steve Bellovin and Sal Stolfo), "Pro-actively Removing the Bomet Threat”,
Office of Naval Research (ONR), $294,625 (04/2009 - 092010)

17. co~PI {with Simha Sethumadhavan and Sal Stolfo), “SCORS: Secure Cvber (perutions
and Parallelization Studies Cluster”™, Air Force Office for Scientific Research (AFOSR),
$656,000 (04/15/2009 - 04/14/2010)

18. Pl {co~Pls: Sal Stolfo), "Programm Whitelisting, Vulnerability Anadviics and Risk
Assexsment”, Svmantec (vesearch gift), $65,000 (12/2008)

19, co-PI (with Sal Stolfo), "dutomated Creation of Network and Content Traffic For the
National Cyber Range”, DARPA/STO. $85,000 (01/01/2009 - 06/30/2011; part of a
targer project}

20, co-Pl {with Steve Bellovin, Tal Malkin, and Sal Stolfo), "Secure Encrypied Search”,
IARPA, S648.787 (0972008 - 02/2010)

21 PL “Tracking Sensitive Information Flows in Modern Enterprises”, Intel {research gift),
$64,000 (05/2008)

22, PL "Privacy and Search: Heving i Both Wavs in Weh Services®, Google {research gift),
$50.000 (0320083

23. Pl {co-PL Sal Stolfo), "Continuation: Safe Browsing Through Web-bhased dApplication
Comannmities”, Google {research gift), $30,000 (03/2008)

24, co-PI {with Steve Bellovin, Vishal Misra, Henning Schulzrmpe, Dan Rubeustem, Nick
Maxemchuck), “Zero Owutage Dynamic Intrinsically dssurable Communities (ZODIAC),
DARPASSTO, §835,357 (1172007 - 05/2009; part of g larger project with Telcordia,
Sparta, GMU, and the University of Pennsylvania)

4

2

ot
S ad

-10 -
Petitioner Apple Inc. - Ex. 1052, p. 45



- PY, "Travel Supplement under the USJapan Critical Infrastructure Protection

Cooperation Program”, NSF CyberTrust, $38,640 (092007 - 08/2009)

26. P, "PucketSpread: Practicad Network Capabilities”, NSF CyberTrust, ONS-07-14277,

5280000 {05/2007 ~ OR/2010)

27. PL, "hegrated Enferprise Security Management”, NSF CyberTrost, ONS-07-14647,

$286,486 (08/2007 - 07/2009)

P, "Safe Bronesing Through Web-based 4pplication Communities”, NY

State/Polytechnic CAT, $25,000 (06/2007 - 06/2009)

29, PY, "MURI: Foundational and Systemy Support jor Quantitative Trust Management”,

Office of Naval Research (ONR), $738,000 (0572007 - 04/2012; part of a larger project
with the University of Pennsylvania and Georgia Institute of Technology}

. PI{co-Pls: Jason Nich, Sal Stolto), “MURE dwtonomic Recovery of Enterprive-Wide

Svstems After ditack ov Failure with Forward Correction”, A Force Office of Scienific
Research (AFOSR), §1,368,000 (05/2007 - (4/2012; part of a larger project with GMU
and Penn State University)

. co-PI {with Sal Stolfo), "Human Behavior, Insider Threat, and Awareness”, DHS/I3P,

$616,442 (042007 - 03/2009)

. Pl{co-PL Sal Stolfo), "Safe Browsing Through Web-based Application Commumities”,

Google (research gift), $50,000 (01,2007}

. Pl {co-Pi: Sal Stolfo), "Supplement to Behavior-based decess Control and

Conpynunication i MANETs gramt”, DARPAJIPTO and NRO, $96,627 {09/2006 -
{37/2007)

. PL, "Secure Overlay Services”, NY State/Polvtechnic CAT, $10,000 (0972006 - 06/2007)
. Pl {co~Pis: Gail Kaiser, Sal Stolfo), “Ewnabling Collaborative Self-healing Software

Systesms ", NSF CyberTrust, ONS-06-27473, $800.000 (09/2006 - 08/2010)

. PI {ca-Pl: Sal Stolfo), "Behavior-based Access Control and Communication in

MANETS", DARPAIPTO, $100,000 (07,2006 - 06/2007)

. ¢O-PI {with Steve Bellovin and Sal Stolfo), "Large-Scale Svstem Defense”, DTO,

$535,585 (07720006 - 12/2007)

. PL "detive Decovs for Spyware®, NY State/Polyvtechmic CAT, $25,000 (06/2006 ~

12/2007)

. PL, "Retrofitting A Flow-ariented Pavadigm in Commodity Operating Systems for High-

Performance Computing”™, NSF CPA, CCF-05-41093, $378,091 (0172006 - 12/2008)

. co-PI {with Jason Nieh, Gail Kaiser), "Broadening Participation in Research”, NSF BPC,

$133,565 (09/2005 - 08/2006)

L PL "Secure Overlay Services” NY State/Polytechnic CAT, $12,500 (092005 - 06/2006)
2. co-PI (with Dan Rubenstein, Vishal Misra), “Secure Overlay Services”, Intel Corp.

{research gift), §75,000 (08/2005)

. Pl "Snakeyes”, New York State Center for Advanced Technology, $14,999 {07/2005 -

06/2006)

4. PL, "Seff-proteciing Software”, Columbia Science and Technology Ventures (vesearch

gift), $65.000 (0672005 - 09/2003)

5. co-PI (with Gail Kaiser), "Trushworthy Compaing Curricihan Development™, Microsoft

Research (research gift), $50,000 (12,2004 - 12/2005)

n, co-Pl {with Jason Nieh, Gail Kaiser), "Secure Remore Computing Services”, NSF TR,

CONS-04-260623, $1 200,000 (0972004 - 0872009}
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Pl "Secure Cherlay Services™ NY State/Polvtechnic CAT, $12,500 (09/2004 ~ 06/2003%)

co-PI {with Dan Rubenstein, Vishal Misra), "Secure Overlay Services”, Imel Corp.
{research gift), $90,088 {06/2004)

. co-PI {with Dan Rubenstein, Vishal Misra), “Secure Overlay Services™, Intel Corp.

{research gift), $120,000 (08/2003)

50, P1{co-Pls: Dan Rabenstein, Vishal Misra), “Secure Overlay Services”, Cisco Corp.

{research gift), §76,008 (07/2003)

1. co-Pl {with Sal Stolfo, Tal Malkin, Vishal Misya}, "Diswributed Intrusion Detection

Feasibility Stuev”, Department of Defense, $306,000 (0372003 - 0372004
PL “STRONGAMAN”, DARPASATO, 823,782 (0972002 - 08/2003; part of a larger project
with the University of Pennsylvania)

3. PL "POSSE”, DARPAJATO, S16,341 (092002 - 08/2003; part of a larger project with

the University of Pennsylvania)

S4. PL "GRIDLOGCK™, NSF Trusted Computing, CCR-TC-02-08972, §267,000 (07,2002 -

06/2003; part of a larger project with the University of Pennsylvania and Yale
University)

. PI{co-Pls: Dan Rabenstein, Vishal Misra), “Secure Overiay Services”, Cisco Corp.

(research gift), $70,000 (07/2002)

. Pl{co-Pls: Dan Rubenstein, Vishal Misra), "Secure Chverlay Services”, DARPAATO,

$695,000 {06/2002 - 05/2004)

P, "Code Security dnalysis Kit (CoSAK)", DARPAJATO, $37,000 (07/2001 - 06/2003;

part of a larger project wath Drexel University)

Total: $34 240 062
Total as PI: $20,625,555

Select Invited Talks

"‘Collaborative, Adaptive Software Defenve”, invited talk, ONR Workshop on Host

Camputu Secarity, Chicago, 1L, October 2010,
"Ulsisng Decoys to Identify Malicious Insiders”, tnvited talk, Computer Science
Department, National University of Singapore, Singapore, Augast 2010
*Behavior-based decess Control in W m’d ard Wireless Nerw m&\. . invited talk, U PhD.
School on Security in Wireless Networking (SWING). Bertinoro, ital y, June/J ui} 2010,
"MANET Security: Background and Disteibured Defense”, invited talk, S s ph.D. School
on Security m Wireless Nemurkmg {SW 1\?(}} Bertinoro, Italy, June/July 2010
"Detecting vider difackers”, invited talk, 3 3% ph D). School on Security in Wireless
Networking (SWING), Bertlmwrn, Ttaly, June/July 2010, ‘
“Self-healing and Collabarative Software Defenses”, invited talk, § 5% ph.D. School on
%ecunly 1 Wireless Networking (SWING), Benmmo Ttaly, Jone/ hﬁx 2010,

"Folce over IP: Risks, Threats, und Vulperabilities”, v lted talk, § s% ph D, Schoot on
Security 1 Wireless Networking (SWING), Beﬁmom taly, June/fuly *{)M}
"Determining Device Trustworthiness in Heterogeneons Envivonmmenty”, invited talk,
fntel W Gri\sh(}p on Trust Evidence and End-to-end Trust in HLRI‘OSLHLO&::
Enviromments, Santa Clara, CA, May 2010,
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o Moving Code: Instruction Set Randomization”, invited talk, 1IC Technical Exchange on
Moving Target, Washington, DC, April 2010,

o Foice over IP: Risks, Threars and Vulnerabilities”, invited talk, AT&T Labs Research,
Florham Park, NI, April 2010

o "Foice over [P: Risks, Threats and Vulnerabilities”, keynote talk, 5™ International
Conference on Information Systers Security (ICISS), Kolkata, India, December 2009

s Foice over IP: Risks, Threats and Vudnerabifities”, Cyber Infrastructure Protection (CIP)
Conference, New York, June 2009,

o Vaice over 1P Risks, Threats and Vulnerabilities”, keynote taltk, Applied Cryptography
and Network Security (ACNS) Conference, Paris, France, June 2009,

o “haromaiic Software Self-Healing: Present and Funre®, kevnote talk, European
Workshop on Systems Security {EuroSec), Nuremberg, Germany, March 2009,

o CVAMPIRE Project (verview”, Symamec Research Labs, Culver City, CA, March 2009,

o Survey of IMSVolP Securite Wark®, Agence Nationale de Reserche (ANR), Paris,
France, February 2609,

o “Simulating a Global Passive Adversary for Attacking Tor-like Anonymity Systems”,
National Institute for Advanced Industrial Science and Technology (AIST), Japan,
November 2008

o Deniol of Service Attacks and Resifient Overfay Networks”, ENISA-FORTH Summer
School on Network & Information Secarity, Heraklion, Greece, September 2008,

o vor Newmann and the Current Computer Security Landscape”, Onassis Foundation
Lectures i Science, Herakhion, Greece, July 2008,

o “Nimulating a Global Passive ddversary for Attacking Tor-like Anonvmity Systems”,
Institute of Computer Science/FORTH, Heraklion, Greece, July 2008,

o "Race to the bottom: Malicious Hardware”, 1™ FORWARD Invitational Workshop for
Identifving Emerging Threats i Information and Communication Technology
Infrastructures, Goteborg, Sweden, April 2008,

Publications

{Student co~authors are underlined.}

Patents

V. "Microbilling using o trust management svstem”
Matthew A. Blaze, John loannidis, and Angelos D. Keromytis. ULS. Patent Number
7,996,325 Issued on August 9% 2011

2. "Methods, sysrems and media for software self-healing”
Michael E. Locasto, Angelos D. Keromytis, Salvatore 1 Stolfo, Angelos Stavrow,
Gabriela Crety, Stylianos Sidiroglou, Jason Nieh, and Oren Laadan. U.S. Patent Nymber
7.962,798. Issued on June 14", 2011

3. "Swpstemy and methads for detecting and inhibiting attacks using honeypois™
Styhianos Sidiroglou, Angelos D. Keromytis, and Kostas G. Anagnostakis. U.S. Patent
Number 7,904,959, Issued on March 8% 2011,

4. "Syxtems and methods for corvelating and distributing intrusion alert information amongr
collaborating computer systems”
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Salvatore J. Stolfo, Angelos . Keromytis, Vighal Migra, \‘imhagi Locasto, and Janak
Parekh. U.S. Patent Number 7,784,097, Issued on August 24 2010,
“Sustems and methods for correlating and distribwting intrusion alert information among
collahorating computer systems”
Salvatore 1. Stolfo, Tal Malkin, Angelos D. Keromytis, Vishal Misra, Michael Locasto,
and Jagak Parekh. LIS, Patent Number 7,779 463, Issued on August 1 ?m? 2010
6. "Nwstemy and methods for computing data transmission characteristios of a nerwork path
bused on single-ended measurements”
Angelos DD, Keromyiis, Sambuddhbo Chakravarty, and Angelos Stavroun. U5, Patent
Number 7,660 261, Issned on Fe ebruary 9%, 201 U
7. "Microbilling using o trust mavagement svstem”
Matthew A. Blaze, John loannidis, and Angelos D. Keromytis, US. Patent Number
7,650,313, Issued on January 19® 2010.
8. "Methods and sysfems for repairing applications”
Angelos D, Keromytis, Michael E. Locasto, and Stylianos Sidiroglon. U.S. Patent
Number 7 490,268, Issued on February 16% 2009,
9. "Nwstem and method for pricrobilling using a frst management system”
Matthew A. Blaze, John loannmidis, and Angelos D, Keromytis, U.S. Patent Number
6,789,068, Issued on September 7% 2004.
‘Secure and reliable boatsirap architecture”
William A, Arbaugh, David 1. Farber, Angelos D. Keromytis, and Jonathan M. Smith.
115, Patent Number 6,185,678, Issued on February 6™ 2001,

Journal Publications

4

L. %A Comprefensive Survey of Vevee over IR Securi 5
Angelos D, Keromytis. To appear i the JEELE C nmmm:m;!mm Surveys cma' Ttorials,
2. A Sextem for Generating and Injecting Indistinguishable Neowvork Decops™
Brian M. Bowen, Vasileios P. Kemerlis, Pratap Prablu, Angelos D, Keromyiis, and
Salvatore J. Stolfo. To appear in the Jowrna! of Computer Security (JCSH
3. "The Kjficient Dual Recedver Crvprosystem and Iis dpplicarions”
Ted Diament, Homin K. Lee, Angeim D. Keromytis, and Motl Yung. In Internafionad
Journal of Network Security (LINS), vol 13, no. 3, pp. 135 - 151, November 201 1.
4. "On the Infeasibifity of Modeling Polvmorphic Shellcode: Re-thinking the Role of
Lecraing i bvvunion Detection Svstemy”
Yingbo Song, Michael E. Locasto, Angelos Stavrou, Angelos D. Keromytis, and
Salvatore J. Stolfo. In Machine Learning Jowrnal (MEJ), vol. 81, no. 2, pp. 179 - 205,
November 2010
“Chn The Generad Applicability ﬂ;’ fasinction-Seif Randomization”
Stephen W, Bovd Gaurav 8. Ke, Michael E. Locasto, Angelos 1. Keromytis, and
Vassilis Prevelakis, In JEEE T ;mr,fa,n::-mms on Dependable and Secure Computing
(FDSCH vol. 7, no. 3, pp. 255 - 270, July - September 2010,
6. "Shadow Honeypois®
Michalis Polychronakis, Periklis Akriticis, Stehos Sidiroglou, Kostas G. Anagnostakis,
Angetos D. Keromytis, and Evangelos Markatos. In Jwernational Jowrnal of Computer
and Network ‘sccww (LACNS), vol. 2, no. f} pp. 1 - 15, September 2010
TEadics i Necur nerafifity Research”

T8
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Andrea M. Matwyshyn, Ang Cut, Salvatore . Stolfo, and Angelos D. Keromytis. In

IFEE Security & Privacy Magazine, vol. 8, no. 2, pp. 67 - 72, March/Apnil 2010,

Vol over IP Security: Research and Prociis

Angelos D. Keromytis, In IFEE Security & f’m’aqv Magazine, vol. 8, no. 2, pp. 76 - 78,

March/Apri 2010

Q. "4 Merket-bosed Bandwidih Charging

David Michael Torner, Vassilis Prev Llakm dﬂd Arwelmb D KLmnwm In ACM
4 musadwm on fnfernet Technology (Toll}, vol 10, no. 1, pp. 1 - 30, February 2010,

10, °d Look o ValP Vulveradnlines”

Angeios D, Keromvtis, In USENIX [login: Mapazine, vol. 35, no. 1, pp. 41 - 50, February
2010,

11, "Rexigaing Host and Network Sesory o Midgate the Insider Tireat?

Brian M, Bowen, Malek Ben Salem, Shlomo Hershkop, Anveif:ss D. 'Kemmwis and
Salvatore J. Stolfo. In JEEE Security & Privacy Magoczine, vol. 7. no. 6, pp. 22 - 29,
November/December 2009

12, "Klastic Riock Ciphers: Method, Secwrity and Instantiations”

Debra 1. Cook, Mott Yung, and Angelos D. Keromyvtis. In Springer Ifernational

fr}m"i‘}(ﬁ af Information Security (LJIS), vol 8, no. 3, pp. 211 - 231, June 2008,

I the Deployment of Dynamic Tatnt dnalwsis for dpplication Communities”

H}«ung Chan Kim and Angelos D. Keromytis, In JEICE Transaciions, vol. ES2-D, no, 3,

pp. 548 - 351, March 2009,

V4, "Dvnande Teust Management”

Matt Blaze, Sampath Kannan, Insup Lee, Oleg Sokolsky, Jonathan M. Smith, Angelos D.
Keromyvus, and Wenke Lee. In {EEE Computer Magazine, vol. 42, no. 2, pp. 44 - 52,
February 2009,

1S, "Randomized Instruction Seis and Runtime Lavivonments) Post Rexearch and Future
fhreciiony”

Angelos D, Keromytis, In JEEE Security & Privacy Magosine, vol. 7, no. 1, pp. 18 - 25,
Janupary/Febraary 2009,

16, "dnovvnuty v Wirelesy Broodoost Nebwords”

Matt Blaze, John Iosnntdis, Angelos D, Keromytis, Tal Malkin, and Avi Rybim In
Iternational Jowrnal of Network Security (1INS), vol. 8, nou I, pp. 37 - 31, January 2009,

V7. "Decentrafized dccess Conrol in Networked File Sysiams”

Stefan Milichey, Jonathan M. Smuth, Vassilis Prevelakis, Angelos D. Keromytis, and
Sotiris Joannidis. In ACM Computing Surveys, vol. 40, no. 3, pp. 1001 - 10:30, August
2008,

18, “Rabust Reactions fo Potentic] Day-Zero Worms through Cooperation and Validation
Kostas (. Anagnostakis, Michael Greenwald, Sotinis foanmidis, and Angelos D.
Keromytis. In Springer Infernational Journal of Informaiion Security (LHS), ISC 2006
Special Issue, vol.6, no. 6, pp. 361 - 378, October 2007, {Extended version of the ISC
2006 paper.}

19, "Requiremenis Jor dealable Access Control and Secnrity Monagement Srchitectres”
Angelos D. Keromytis amci Jonathan M Smith. In ACM Transactiony on Internef
Technology (Toll), vol. 7 no. 2, pp. 1 - 22, May 2007,

20, "Firinal Private B_za:?fx»m,-za. {',s.mh;mw.fa:.c:‘ Folicy Enforcement for Diswributed dpplications™
Sotiris loannidis, Steven M. Bellovin, John foannidis, Angglos D. Kcmn wiis, Kostas 6.

o
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Anagnostakis, and Jonathan M. Smith. In International Journal of Network Security
(FINS), vol. 4, no. 1, pp. 69 - 80, January 2007,

"Countering 3008 Aftecks with Mdei-path Overfay Networks”
Angelos Stavrou and Angelos D. Kevomytis, In Information dssurance Technology
Anatpsis Center (IATAC) Informarion dssurance Newsletter (Idnewsietter), vol. 9, no. 3
pp. 26 - 30, Winter 2000. {Invited paper, dased on {he‘ CON 2003 paper.)

"Comversion Functions for Syeusetric Key Ciphers

Debra L. Cook and <\nﬂelm . Keromytis. In .}’om wal of Informution Assurance and
Security (H48), vol 1. no. 2, pp. 119 - 128, June 20006, (Extended version of the 145 2005
paper.j

"Execution Transactions for Defending Against Software Follres: {se and Eyadnation”
Stelios Sidiroglou and Angy]es D, Knmmvus In Springer uernational Jowrnal of
Information Security (1JIS), vol. 5, no. 2, pp. 77 - 91, April 2006. (Extended version of
the INC: 2008 paper.}

“Worm Propogegion Strategies in an TPV fnterne”

Steven M. Bellovin, Bill Cheswick, and Angelos D. Keromytis. In USENIX Jogin, vol.
3 noo i, pp. 7076, Februaw 2006,
“Criptograpdy Ax An Qperating Xystem Service: A Case Study”

Angelos D, Keromvtis, Theo de Raadt, lason W righg and Matthew Barnside. In 4CM
Transacrions on Compueter Syxtems (LoCS), voll 24, no. 1, pp. 1 - 38, February 20006
{(Fxtended version of U ﬂ’ NIX Technical 2003 paper.}

"Camiering Network Worms Through Awomatic Baich Generation”

Stelios bxdjmgiou and Angelos D, Ka,rmn}-’us. In JEEE Security & Privacy, vol. 3, no. 6,
pp. 41 ~ 49, November/December 2005,
o Cherlge-boased Xysten For Profecting Web Servers From Devial of Service

Attacks”
Angelos Stavrou, Debra L. Cook, William G. Morem, Angelos D. Keromytis, Vishal
Misra, and Dan Rubenstein. In Elsevier Journal of Computer Networks, special ixsue on
Weh and Network Security, vol. 48, no. 5, pp. 781 - 807, August 2005, (Extended version
of the CCS 2003 paper.)
“Hordware Suppart For Seff-Heading Software kery
Stehios Sidiroglou, Michael E. Locaste, and ,f\ngeins 1}, Kemn‘;ytis‘ In ACM SIGARCH
Compuier Architecture News, Speciad Iysue on Workshop on Architectuwral Support for
Security and dnti-Fivus (WASSA), vol. 33, no. |, pp. 42 - 47, March 2005, Also appeared
in the Proceedings of the Workshop on Architectural Support for Security and Anti-Virus
(WASSA), held in conjunction with the 71" Iiternational Conference on drchitectural
Support for Programming Languages and Operating Systems (ASPLOS-XT), pp. 37 - 43.
{)cmber 2004, Boston, MA.

Fhe Caze For Crypia Feorocol Awareness Inside The O Kernel”
Matthew Bumside and Angelos D. Keromytis. In ACM SIGARCH Computer Architecture
News, Speciad fssue on Workshop on Architectural Support for Security and Anti-Fivuy
(WASSA), vol. 33, no. 1, pp. 58 - 64, March 2005, Also appeared m the Proceedings of
the Workshop on Ircmz‘ec tural Support for Security and Anti-Virus (WASYA), beld in
conjunction with the 71 International Conference on Architectural Support for
Programming Languages and Operating Svstems (ASPLOS-XT), pp. 54 - 60, October
2004, Boston, MA.

e

- 16 -

Petitioner Apple Inc. - Ex. 1052, p. 51



30, "Fuatoh-on-Demorad Svvey Ever More fime?”

Anwic:s D Keromyus. In JEEE (_,»:wmszez-' vl 37, no. R pp. 94 - 96, August 2004,
st Frsd Keving: Key Agreement In 4 Hosile fwsernet”

William Aicllo, Steven M. Beﬂovim Mait Blaze, Ran Canetti, John foanmnidis, Angelos I
Keromytis, and Omer Reingold. In ACM Transactions on Informarion and System
Security (TISNEC), vol. 7,n0. 2, pp. 1 - 32, May 2004, (Extended vession of the CCS
2002 paper.}

CUSOS du drchifeciure for Mitigoting D08 dttucks”
Angelos D Keromyiis, Vishal Misra, and Dan Rubenstein, In /EEE Journal on Selected
Areas in Communications (JSAC), special issue on Recent Advances in Service QOverlay

fd
prees

tnd
| S¥]

Networks, vol. 22, no. 1, pp. 176 - 188, January 2004. (Extended version of the
SIGCOMAM 2002 papser.)
33, A Secure PLANT

Michael Hicks, Angelos D. Keromytis, and Jonathan M. Seath. In JEEE Praractions on
Svstems, M, and ( Yherpetics (1-SMC) Part C: Applications and Reviews, Special issue
an technologies promoting compulational fflidfiw’t’?mf openness and programmability in
nefworks and Internet services: Part 1, vol. 33, no. 3, pp. 413 - 426, Augast 2003,
(Extended version of the DANCE 2002 paper. }
"Eiroap-in Security for Diviributed and Povtable Computing Elements”
Vassihis Prevelakis and Angelos D, Keromviis. In MCB Press Emerald Jowrnal u;‘"
Internet Research: Electronic Networking, Applicarions and Policy, vol. 13, ao. 2, pp.
7 - 115, 2003, {Extended version of the INC 2002 paper.}
"Trust Marvagement for FFsec”
Matt Blaze, John Toannidis, and Angelos D K_ermnvi’i% n ACM Transactions on
Information and System Security (TISNEC), vol. §,no. 2, pp. 1 - 24, May 2002, (Extended
version of the NDSS 2001 paper.)
36. "The Price of Safeiy i an dotive Network”
D. Scott Alexander, Paul B. Menage, Angelos D, Keromytis, Wilham A, Arbaugh,
Kostas G. Anagnostakis, and Jonathan M. Smith. In Jowrnal of Compumications and
Networks (TCN}, special ixsne on progransmable swu ches and rowters, vol. 3 no. 1, pp. 4
- 18, March 2001, Older versions are avalable as {niversity of Pernsylvania Tecloical
Kepors MS-CI5-99-04 and University of Pervlvugis Peclmicol Report MSCIS-98-02.
37, "Nevcure Oradity of Service Hawdling (SOuSHY
D. Scott Alexander, William A, Arhdﬂgh, Angelos D Keremyvtis, Steve Muir, and
Jonathan M. Smith. In JEEE Communications Magazine, vol. 38, no. 4, pp. 106 - 112,
Apni 2000, An older version is available as {hwversity of Parrvhundic Techuwical Report
: { “»,, QUL
Yefery and ‘w weity of Frogrammabile Nebdwork Byfrasirachsrey’
0. Scott Alexander, Witliam A, Arbaugh, Angelos D, Rﬂremyms, and Jonathan M. Smith.
In IEEE Commugrications Magazine, issue on Froagrammable Nevworks, vol. 36, no. 19,
pp &4 ~ 92, October 1998,
39, °d Secure detive Network Enviranment Avehiiecne”
. Scott Alexander, William A. Arbaugh, Angelos D. Keromytis, and Jonathan M. South.
I !F/""f’ Network Magazine, special issue on dotive and Controllable Nevworks, vol. 12,
0. 3, pp. 37 - 45, Mav/une 1998,
4G, “Fhe Sn fchWare ovive Nerwork Architectire’

T3
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D, Scott Alexander, Willilam A, Arbacgh, Michael Hicks, Pankaj Kakkar, Angelos D,
Keromytis, Jonathan T, Moove, Carl A. Guater, Scott M. Netiles, and Jonathan M. Smith.
In ]fi‘f?'F Network Magacine, special Issue on dctive gnd Programmable Networks, vol,
12.10. 3, pp. 29 - 36, Mav/June 1998,

Peer-Rewewed Conference Proceedings

L Juy Neawork ArchBiectre for Fulumcing 1P Services dvalabilisy
Dmntm(xenexamim Georgios Portokalidis, and Angelos D. Keromytis. To appear n the
Proceedings of the | 7 International € ‘onference on Inforswdion Sextemns Security (FCISS)
December 2011, Kolkata, India. (dcceprance rate: 22.8%)

2. ROP Paviead Desection | fuing Specilotive Code Exection”

Mmhaha Polvchronakis and Angelos D. Keromytis. To appear in the Proceedings of the
% Iternational € ‘onference vn Malicious and Umwanted Software (MALWARE).
{_)cmber 2011, Fajardo, PR.
3. "Dewcting Traffic Snooping in Tor Lsing Decons™

Sambuddho Chakrav arty, ixemﬂms Purmkahdia Michalis Polychronakis, and Angelos D.
Keromytis. To appear in Proceedings of the 14" lnternational Symposium on Recent
Advances in fntrusion Detection (]\AH)_). September 2011, Menlo Park, CA. (decepiance
rate: 23%)

4. "Messyeing the Peplovineny Hivoups of DNSSECT
Vasilis Pappas and Angelos D, Keromytis. In Proceedings of the Internaidional
Conference on ddvances in Computing and Communications (ACC), Part IIL, pp. 44 ~ 534,
July 2011, Kochi, India. (dccepiance rate: "9"’-'6}

5. "Misuse Detecrion in Consent-based Networks™ '
Mansoor Alicherty and Angelos D. Keromytis. In Proceedings of the ¢ International
Conference on Applied Cryptography and Network Security (ACNS), pp. 38 - 56, June
2011, Malaga, Spain. (i/?(:cz;y,:-ta;'?ce rate: [8%)

6. e‘?e*ms&em;u Secwprity i COS Software with Bivcey Reweiting”
Pmmw O'Sulliv an, Kapil . *man«:i, Aparna lwthan Matthew ‘Snnthson Rajeev Barua, and
Angelos D. Keromytis. In Proceedings of the 26" [FIP International hiformation
Security Conference (SECH pp. 154 - 172, June 2011, Lucerne, Switzerland. {dcceptance
vate! 24%)

7. st and Proctice! Ispraections-Set Rapdosdization for Commadiy Syxiems”

Georgios Portokahidis and Angelos D. Keromytis, In Pr cf,wdmﬁs of the 26™ Annnal

Compuier Security Applications Conference (4C54CH, pp. 41 ~ 48. December 2010,

Amtm TX. (deceptance rate: 17%)

“dn Adversarial Evaluarion of Network Signaling and Consrol Mecharnisms
Kangkook Jee, Stelios Sidsmtduu i)@uskog ’mueios Sta\u‘;u and Angelos D. Keromytis.

In Proceedings of the / 3" me national Conference on Information Sec urity cred

Crypminlogy {f{ A8CH December 2010, Seoul, Korea,

9. "Eeglpation of o Spywave Bhetection Svsteny wsing Thin Chent Comprding”
Vasthis Pappas, Brign M. Bowen, and Agngelos D. Keromytis, In Proc udm;s of the /3"
Internationa] Comference on Information Security and Crypiology (1CINC), pp. 222 - 232,
December 2010, Seoul, Korea.

10, “Crimeware Swindling without Virtual Machines™

ZDO

Petitioner Apple Inc. - Ex. 1052, p. 53



1S

ot
4

14

16,7

18"

18"

. "BotSwindler: Tamper Resisiant Iy

CMEHPLOMA erributed Policy Enforcement 4

Vasilis Pappas, Brian M. Bowen, and Angelos D. Keromytis. In Proceedings of the /37
Information Security Conference (ISC), pp. 196 - 202, October 2010, Boca Raton, FL.
{Acceptance rote: 27.6%4)

Heak: 4 Lightweight Systess for Detecting Tnadvertens Information Leaky™
Vasiieios P. Kemerhs, ¥ asilis Pappas, (.,reorgios Portokalidis, and Angelos D. Keromytis.
i Proceedings of the & Furopean Conference on Computer Network Defense (EC2ND),
pp. 21 - 28, October 2010, Berlin, Germany.

“Traffic Ancdveds dgainst Low-Latency Anonvaity Nenwvorky Tlding Avalfable Bandwidth
fstivugion”
Sambuddho Chakravarty, Angelos Stavron, and Angelos D. Keromytis. In Froceedings of
the 13% European Symposium on Researvch in Computer Security (ESQORICS), pp. 249 -
267, Septemaber 2010, Athens, Greece, f;ﬁprs‘mc‘f’ Fate: 200%)

v of Beficvable Recoys in VM-Based Hosty for

ool

Crimeware Detection”
Brian M. Bowen, Pratap Prabhu, Vasileios P. Kemerhis, Stehos Sidiroglou, Angelos I3
Keromytis, and Salvatore 1. Stolfo. In Proceedings of the 13" International Symposium
an Recent ddvances in Tatrusion Detection (R41D}, pp. 118 - 137, September 2010,
Ottawa, Canada. {deceplance rare: 23.5%)
dn Arlvsis of Rogue AV Campaigns”
Mareo Cova, Corrado Leita, Olivier Thoanard, Angelos D. Keromytis, and Marc Dacier,
In Proceedings of the /3™ Internarional Svmposium on Recent ddvances in Intrusion
Detection (RAID), pp. 442 ~ 463, September 2010, Ottawa, Canada. fdcceprance rafe:
23.5%)

Maunsoor Alicherry and Angelos B, Keromytis, hl Plowed mgs 0% ihe 4" ernational
Comiference on Network and System Security (NSS), pp. 89 - 98, September 2010,
Metbourne, Australia. (decepfance rare: 26%)
Awdomating the fgection of Believable Decows to Detect Snooping® (diovt Pape
Brian M, Bowen, Vasileios Kemerlis, E’ratdp Pmbhu Angelos D, Kt,l“Dnl\ftib and
Salvatore J. Stolfo. In Proceedings of the 3% ACM Conference on Wireless Network
“N.’( writy (WiSec), pp. 81 - 86, March 2010, Hoboken, Ni. (deceplance rate: 21%)
TRARTER: Behavior Profile Sxcha
Conteod in MANEDY
Vanessa Frias-Martinez, Salvatore J. Stolfo, and Angelos D. Keromytis. In Proceedings
of the 5% Internationad Conference on Information Svstems Security (FCISS), pp. 193 -
207, December 2009, Kolkata, India. (dcceprance sate: 19.8%)
4 Nurvey of Folog Over P 5
Angelos D, Keromytis. In meeednv-ts of the 5% International Conference on Information
.53,-.& tems Security (FCISS), pp. 1 - 17, December 2009, Koikata India. (avited paper}
A Nenwork Aceess Conrod ifm hesriam Based on Behavior Profiles”
Vanessa Frias-Martinez, Jmeph Sherrick, Salvatore 1. Stolto, (md Angelos D. Keromytis.
In Proceedings of the 25" dnnual Computer Security Applications Conference (40840,
pp 3 - 12, December 2009, Honolulu, HL (deceptance rate: “{}"o;
"Crone Roguer Ao Analvsis of Rague e curity Software Campaigns™
Marco Cova, Corrado Luta Otivier Thonnard, Anwies D, Ixmomvns and Mare Dacier.
In Proceedings of the 3 Furopean Conference on Computer Network Defense (EC2ND),

‘-_,fi‘* Behavior-Based Admission wnd Access

e aep e ”
ity Research
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pp. 1 -3 November 2009 Milan, haly. ¢favited ptl{)ﬁ’i’
21. "&‘E‘ff’a“,‘é” Brevicle dmockers U ‘«’e‘?t* «‘}s LGV Dlocuments’
Brian M. Bowen, ‘shiema Hershkop, Angelos D. Keromwis, and Sabvatere 1. Stolfo. In
Proceedings of the 5 " Fnternational 1OSTC ‘onference on Security and Privacy in
Compication Networks (SecureComm), pp. 51 - 70. September 2008, Athens, Greece.
(Acceptance rafe: 23, ?*’/6)

L 3;»;-»:{3.3?{ foaedy Diseribn

{Short Paper}”

Mamom Alicherry, Angelos . Keromytis, and Angelos Staviow. In Proceedings of the
5% fternetional ICST € ‘onference on Security and Priv acy in Communication 3\ etworks
{SecureComm), pp. 41 - 50. ‘Sepwmbei 2009, Athens, Greece. (deceplfance rate; 34.7%:)

23, "Adding Trust e PP Divgeibution of Pald Costend®
Alex Shuman Angelos Stavrou, Jason Nieh, Angelos D. Keromytis, and Clifford Stein.
In Proceedings of the [ 2% Information Security Conference (18C), pp. 459 - 474,
Septentber 2{)09, Pisa, ltaly. (deceprance rate: 27.6%}

24, "AIM Access-Aszured Mobile Deskiop Computing”

Angelos Stavrou, Ricardo A, Baratto, Anvdm D. Keromytis, and Jason Nich. In
Proceedings of the /2% Information \um‘sﬂ Conference (I8C), pp. 186 - 201, September
2009, Pisa, Raly. tdcceprance rate: 27.6%%)

S PEFUE Crypee Badeio-Fad Protecnion of Sensitive Information i | i{fm“mm
Matthew Burnside and Angelos D. Keromyviis. In ’mceedmws of the 12" Information
Security Conference (ISC), pp. 491 ~ 306, Septemaber 2009, Pisa, Italy. (decepiance rafe:
27.6%)

26, "DoubleCheck: Multi-path Verification Against Mav-in-the-Middle dttacks’
Maunsoor Alicherry and Angelos B, Keromytis. In Proceedings of the JEEE Svmposium
on Computers and Communications (ISCC), pp. 557 - 563, ‘iuhf 2009, Sousse, Tunisia.
{Aecepiance rafe: 36%5)

27, "Fowce over IP: Risks, Threors coud Vidoerabiliey”

Angelos D, Keromyus. In Proceedings (electronic) of the Cvber Infrastructure Proteciion
(CIP) Conference. June 2009, New York, NY. (fnvited papw‘}

2B Uapturing Information Flow widh Cancatenated Dvnawidc Taint Ancdpsis
Hyung Chan K, Angelos D, Keromyviis, Michael Covington, and Ravi Sahita. In
Proceedings of the 4% Iernational € ‘onference on Availlability, Reliability and Security
(ARES), pp. 355 - 362, March 2009, Fukuoka, Japan, ("4(‘{‘@;)!{31?5{’ rate: 25%)

29, "ASSURE: duiomuaiic Sofiware Self-healing Lising REscue podns”

Stehos Sidiroglou, Oren Laadan, Nico Viennot, Cdriqb-Rene Pérez, Angelos D.
Keromytis, and Jason Nieh. In Proceedings of the /4" Internationad Conference on
Architectural Support for Programming Lavguages and Operating Svstems (ASPLOS),
pp. 37 - 48, March 2009, Washangton, DC. (dccepiance rafe: 23.6%)

30, "Specirogram: A Miviuwre-ofs Markov-Chainy Mode! for dnomaly Detection in Web

Trafie” (

Yingbo Song, Angelos D. Keromvtis, and Salvatore J. Stolfo. In Proceedings of the /6"

Internet Soclefy (ISOCY Svmpostum on Network and Distributed Systems Security

(SNDSS) pp. 121~ 135 Febmaw "’0{}9, San Diego, CA. (decepranice vate: 11.7%)

“Comsiructing Vaviable-Length PREy and SPRPs from Fived-Length PRI

Debra L. Cook, Moti Yung, and Anxmtm D, keromytxs I Proceedings of the

]
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International Conference an Information Security and Crypiology (Inserypg), pp. 157 -
180, December 2008, Beijing, China. (‘im;‘x;pmnce rate: 17.5%)
2. "Behavior-Frofite Clustering for Fulse dlert Reduciion v Anomaly Detection Sensors”
Vanessa Frm\-l\hmneg Salvatore J. Stolfo, and Angelos D. Keromytis. In Proceedings
of the 247 dnnual Computer Security Applications Conference (4CS4C), pp. 367 - 376,
December 2008, Anaheim, CA. (dccepiance rate: 24.2%)
"Suthentication on Untrusied Remote Hosis with Publicvkey Sudo®
Matthew Burnside, Mack Lu, and Angelos D. Keromytis. In Proceedings of the 22™

fd
2

Lay
L

USENIX Large fnstadlation Systems Administration rI 1S4) Conference, pp. 103 ~ 107.
November 2008, San Diege, CA.

34, "Bebavior-Based Network decesy Controle 4 Proofof-Conceps’
Vanessa Frias—Mdrtincz Salvatore J. Stolfo, and Angelos D. Kgmmynb I Proceedings
of the 11" Information Security Conference (ISCH pp. 175 - 180, Taipei, Taiwan,

3

September 2008. (. --ue;::‘cmwm!e 23.9%
38, "Path-based decess Cantrol for Enterprive Networks™
Matthew Buraside and ,-*mgems D Keromytis. In Proceedings of the // . Information
Séfcmif}f Conference (18C), pp. 191 - 203, Taiped, Tarwan, September 2008, (decepfance
rate: 23.9%}
"Methads for Lineor cvwd Differeniiad Crypronalvsis of Klastic Blook Ciphers”
Debra L. Cook. Moti Y ung, and Angelos D. Keromytis, In Proceedings of the /3
Auseralasian Conference on Information Securitv and Privacy (4CISP), pp. 187 - 202,
July 2008, Wollongong, Australia.(deceptance rate: 28.7%)
"Pushback for Overfoy Nenwarks: Protecting agoinst SMalicions Isiders™
‘\nueim Stavrou, Michael E. Locasto, and Angelos D. Keromytis. In Proceedings of the
6% Infernationsd € onference on dpplied Cruprography and Network Securite (ACNS), pp
39 - 54 hzm 2008, New York, NY . {deceplance rate: 22.9%)
3R, "Casting ond Demons: Sanitizing Tralring Date for Anomaly Sensors”
Gdbrzuht F C rety, Angelos Stavrou, Alichael £ Locasio, Salvatore J. Stolfo, and Ang gelos
D. Keromytis, In Proceedings of the IEEE Svinposivm on Security & Privacy, pp. 81 - 95,
May ’90{}& Oakland, CA. (- ﬂcapm::wmm T1.2%)
39 "Faming the Devil: Techuigues for Evalwating Ananpmized Network Data®
Scott E. (ouii (haiies V. Wight, Angelos D. Keromyus, iabmn Ionmse and Michael
K. Reiter. In Proceedings of the 15% Internei Society (ISOC) Sympasium on Neovork and
Distributed Systems Security (SNDSS), pp. 125 - 135, February 2008, San Diego, CA.
tAcceptance rate: {7.8%)
40, "SSAREN: decure \mrf habie Awomated Remote Email Stovage’
Adam I. Aviv, Michael E. Locasto, Shaya Potter, and Angelos D. Keromytis. In
Proceedings of the 23™ dmual Computer Secwrity Applications Conference (4C84C),
pp. 129 - 138 Decernber 2007, Miany Beach, FL. {"4:;?0@2{4::}?(:& rafe: 22%)
41, "On the Infeasibiliny of Modeling Polvmuorplic Shellcode”
Yingbo Song, Michael E. Locasto, Angelos Sm\mu Angelos . Keromytis, and
Salvatore J. Stolfo. In Proceedings of the /3% ACM ¢ {):?ﬁ’f‘c’ﬁu ont Computer and
Communications Security {CCS), pp. 341 - 351 October/November 2007, Alexandria,
VA, (Ac*( zfmmc e rate: 18.1%)
ext Grenevation Aifacks Through Nerwork/Endpoine Collaboration
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Spiros Antonatos, Michael E. Locasto, Stelios Sidiroglou, Angelos . Keromytis, and
Evangelos Markatos. In Proceedings of the 3™ European Conference on Compurer
Nerwaork Defense (FC2ND) Qctober 2007, Heraclion, Greece. {favited paper)

43, “Elazdic Block Clphers i Fractice: Constructions and Moder of Enceypiion™
Debra L. Cook, Moti Yung, and Angelos D. Keromytis. In Proceedings of the 3
Enropean Conference on Comypder Network Defense (EC2ND). Qctober 2007,
Heraclion, Greece.

44, "Fhe Security of Elastic RBlock Ciphers Against Kev-Recovery Antacks”

Debra L. (nok Mot Yung, and Anudm D ixuomws ln Pwuudm% of the /0"
Information Security Conference (f,fu(,.), pp. 89 - 103, Valparaise, Chile, October 2007,
{deceplance rafe: 25%)

45, "Characierizing Self-healing Software Nystemz”

Angelos D, Keromyuis, In Proceedings of the 4™ International € ‘oaference On
Mathematical Methods, Models and dvchitectures for Computer Networks Security
(MMM-ACNS), pp. 22 - 33. September 2007, St. Petersburg, Russia. (favired paper)

46. "4 Sindy of Maleode-Bearing Documeans”

Wei-ten Li, Salvatore J. Stolfo, Mcrmas Stervrow, Fili Andrmdaki, and Angelos D.
Keromytis. In Proceedings of the 4 GF International € ‘onference on Detection of
Inrrusions & Mabware, and Vulnerability Assessment (DIMVA), pp. 231 - 250, July 2007,
Lucerne, Switzerland, (deceptance rate: 21%)

47, "From STEM 1o SEAD: Specularive Fxecution for Awtomated Defonse”

Michael E. Locasto, Angelos Stavrou, Gabriela F. (1em and Angelos D. Keromytis. In
Proceedings of the { NEX Anmuad Technicat Conference, pp. 219 - 232 June 2007,
Santa Clara, CA. kaupz‘mzw rate: 8 734}

48, “Ulsing Resvwe Poivas to Novigate Software Recovery (Short Paperd”

S‘&,ho-s Stdiroglou, Oren Laadan, Angems D, Keromytis, and Jason Nieh, In Proceedings
of the JEEE Svmposium on Security & Privacy, pp. 273 - 278, May 2007, Oakland, CA.
(Acceptance rate: 8.3%)

49, "Mediated Overfay Services (MOSES) Nepwork Security as a Composable Service”

Stelios Sidiroglou, Angelos Stavrou, and Angelos D. Keromytis. In P; meedmgs of the

IERE Sm*nq{?"ﬁ{}-fmposiufﬂ ?’viav 2007, Princeton, NI, (fnvited paper)

YElastic Block Ciphers: The Basie {esign’

Debra L. Cook, \‘IUU ‘umu and Angelos D. Keromyvtis. In Proceedings of the 2 CACM

Svmpasium on Informdiion, Computer and Compunications Security {..%1’..4(,{. S pp.

356 - 355, March 2007, Singapore.

L "Rabusr Reactions (o Porenticl Dov-Zero Worms through Cooperatian and Velidation™

Kostas G. Anagnostakis, Michael B. Greenwald, Sotiris loannidis, and Angelos D.

Keromytis. In Proceedings of the 97 Information Security Conference (18C), pp. 427 -

442, August/September 2006, Samos, Greece, (Acceptance rate: 20.2%)

Lo Latency Anonvmity with Mix Risgs”

Matthew Burnside and Angelos D. kemmms In Proceedings of the ¢ " Information

Security Conference (ISCH pp. 32 - 45, August/September 2006, Samos, Greece.

{Accepiance rafe: 20.29%)

3. UHEEcrv Enorepdon ay o Sielesheet”

Angeias Stavmm Michael E. Locasto, and Angelos D. Keromytis. In Proceedings ot the
47 Internationsad Conference on Applied Cryprograpin and Neswork Security (ACNS), pp.
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349 . 364 June 2006, Sim‘a&pme
“Saffware Sefi-Healing Lving Colfaborative dpplication Conmunities”

\iah'ael E. Locasto, Stelios Sidirogioun, and Angelos D. Keromytis. In Proceedings of the
137 Baternet Society (ISOC) Sy mposium on Network and Distributed Svstems Security
(SNDISS), pp. 95 - 106. February 2006, San Dzeg,o CA. (deceptance rate: 13.6%)
"Remuotely Keved C *;**?z‘nw’ap}:m Secwre Remaote IHspluy decesy Using (Mosthy
D&hxa L. ( ook, ihaafdo A. Baratto, and Angelos D. Keromytis. In Proceedings of the 7
}m‘w nationad Conference on Information and Communications Security (1CICS), pp. 363
- 375, December 7(3‘0< Bu;mg ¢ hma fAeceptance rate: 17.4%)

2 NeXbh: Achieving an Effeciively Non-Fxecutable Stack and Heap vie System-Calf
Pf'fff‘e":;;‘a
Gaurav 8. Ke and Angelos D, Keromytis, In | ’mmcdmg of the 2% Amual Compurer
Security Applications Conference (4CSAC), pp. 259 - 273 December 2005, Tucson, AZ.
{ﬁ((;mm( e rater 19.6%)

Aedon Amplification: & New dpproach To Scalable Adwminisirarion”

Kostas (5. Anawnmmhs and Angelos El Keromyiis. In Proceedings of the /3 3 IEEE
International Conference on Networks (JCON), vol. 2, pp. 862 - 867, Novemher 2005,
Kuala Lumpur, Malaysia.
8. “d Repeater Kaceyption Uat for IFPed and IPv6”
Normmitsu Nagashima and . \nweio:s D. Keromytis. In Proceedings of the 137 JEEE
International Conference on Networks [(HUONY, voll 1, pp. 335 - 340, November 2005,
Kuala Lumpur, Malaysia,
89 "Ceonantering 308 drtacks With Stwdeless dhudiipath Overlpx?”
Angelos Stavrou and Angelos D). Keromytis. In meedmws of the 12 ACM onference
on Computer and Communicarions Security (CCS) pp. 249 - 259, November 2005,
Alexandria, VA. {Acup&nnemze 15.2%)
60, "4 Dyncenic Meckanism for Recovering from Buffer Qeerlone Attacks
btdms Sidiroglou, Giannis Giov amdis and Angelos D. Keromytis, In Proceedings of the
& Information Security Conference (ISC), pp. 1 - 15, September 2003, Singapore.
(Acceptonce rate: 14%)
61, "gore Rowufing~dsyisted Defense Agoist Dol dnacks™
Stephen T. Chow, Angelos Stavrou, tohn loannidis, and Angelos D. Keromytis. In
Proceedings of the 87 Information Security Conference (ISC, pp. 179 - 193, September
EGQS. Singapore. {‘»&im'-qpimwe rate: 4%}
62, "FLIFS: Hybrid ddaptive Iamgion Freventon
Mmh*}el E. Locaste, Kg Wang, Angelos D. Keromytis, and Salvatore J. Stolfo. In
Proceedings of the § * International Svmpasivm on Recent Advances in Inirusion
Detection (RAITN, pp. 82 - 101, St‘:ptt‘mhe T 20035, Seatﬂe WA, (deceptance rate: 20.4%5)
63, "Deecting Targeted Artacky Using Nhadow Honevpots™
Kostas G. z‘\ﬂd&ﬂﬂ%l’tf\lb Stetios %whmlwriou Periklis Akrinidis, i\mlqranimos Nimdis,
Evangelos I\Iarkatms and Angelos D. Keromytis. In Proceedings of the 747 USENIX
Security Symposinm, pp. 129 - 144, August 2008, Balumore, MD. (decepiunce rafe:
494}
04, "The Bandwidih Exchange drohiteciure”
David Michael Turner, Vassilis Prevelakss, and Angelos D. Keromytis. In Proceedings of
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the 10" IEEE Sympayium on Computers and Communications {1SCCH, pp. 939 - 944,
June 2005 Cartagena, Spain.

65. "dn Email Worm Vaccine Architechue”
Stehos Sidiroglou, John {oanmidis, Angelos D, Keromytis, and Salvatore J. Stolfo. In
Proceedings of the /¥ Information Security Practice and Experience Conference
(ISPECH, pp. 97 ~ 108, April 2005, ‘%ingapora

66, "Building o Reactive f*}f}‘im‘}e‘é* Syxtem for Noftwore Seeviven!
Stelios Sidir%i{)m Michae] E. Loc-asto,, bi.ephen W. Boyd, and Angelos D. Keronviis. In
Proceedings of the USENIX dmmeal Technical Conference, pp. 149 - 161, April 2005 .
Anaheim, CA. {decepiance rate: 20 ""ft}}

67. "Conversion and Proxy Functions for Symmetvic Key Ciphers”
Debra L. Cook and Angelos D. Kerom }- tis. In Proceedin gs of the IEEE International
Clonference on Information Technology: Coding and Computing (FICC), Infarmation and
‘wwrfi'v {} 48) Track, pp. 662 - 667, f\-\pri{ 2003, Las \-"‘EgaS,NV.

68, "The o of DNS Deloave an Wars Frapagatioos in an IPv6 fnteraet”
Abhma\ Kamra, Hanhua Feng, Vishal Misra, and Angelos D. Keromytis. In Proceedings
of IEEE INFOUOM, vol. 4, pp. 2405 - 2414, March 2005, Miami, FL. (dcceprance rate:

 7%5)

69, "MOVE: dn Erdo-Fad Solwion To Netwoark Deniad of Service”
Angelos Stavrou, Angelos D. Keromytis, Jason Nieh, Vishal Misra, and Dan Rubenstein.
In Proceedings of the 127 Iuternet Society (ISQC Svmposivm on Network and
Distributed Svstems Security (SNDSS), pp. 81 - 96, February 20035, San Dhego, CA.
(Acceptance rate: 12.9%%)

0. "CryproGraphics: Seoret Key Criplography Uslng Graphics Cards”
Debra L. Cook, John loannidis, Anmim D K:amm\tis and Jake Luck. In Proceedings of
the RS4 € am;‘w ence, Cryplographer’s Track (CT-R54), pp. 334 - 350, February 2008,
San Franctsco, CAL

71, "Fhe Tread mmm’i’ ypfogiam and fv Apulications”
Ted Diament, Homin K. Lee, Angelos D, Keromviis, and Moti Yung. In Proceedings of
the /1™ ACM Canference on Campuder and Commntications Security (CCS), pp. 330 -
343, October 2004, Washington, DC. (4{‘(*&;}&’1;&"9 rater 13.9%5)

72, "Hydan: Hiding Information in Program Bisaries

Rakan El-Khalil and Angelos D. Keromytis, In Proceedings of the 6" Internationa

Conference on Ifgformufmn and Compmications ;SL'?(:H,"I{}- (CICS), pp. 187 - 199

October 2004, Malaga, Spain. (decepiance rate! 16.986)

“Recursive Sandbaxes: Extending Syswrace Lo Bmpower Applications”

Aleksey Kurchuk and Angelos D. Keromytis, In PI‘UCCCdin}:S of the 19" IFIP

International Information Security Conference (SECH, pp. 473 - 487, August 2004,

Toulouse, France. (decepiance rate: 22%)

T4, "SQLrand: Preventing SQL fnjection Aitacks _
Stephen W. Boyd and Angelos D. Keromytis. In Proceedings of the 2 lnternational
Conference on Applied Cryptography and Network Security (ACNS) pp. 292 - 302, June
2004, Yellow Mountain, China. ¢4 Ce:epnmce m'{'e* 12.1%)

75, "Camouflaged S, icrearing the Bifective Key Lengdh in Urymogrophic Filesvstems on
the {-e‘?.(:u_ﬁz ﬁ ,
Michael E. Locasto and Angelos 1. Keromytis. In Proceedings of the 2™ Infernational

~
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Conference on Applied Cryprography and Nerwork Security (ACNS), pp. 1 - 15, June
2004, Yellow Mountain, China, {deceptance rate: 12.1%)

76, "d Payv-per-Use Dof Profection Mechanism For The Web”

Angelos Stavrou, John loannidis, Angelos D, Keromytis, Vishal Misra, and Dan

Rubenstein. In Proceedings of the 2™ International Conference on Applicd Cryptography

and Network Security (ACNS), pp. 120 - 134 June 2004, Yellow Mountain, Chuna,

(Acceptance rate: 12.1%4)

“Eealing with System Monocudiures™

Angelos D. Keromytis and Vassilis Prevelakis. In Proceedings (electronic) of the NATO

]u;‘ﬂmmzmn Svstems Technology (IST) Panel Symposium on ddaptive Defense in

{inclassified Networks, April 2004, Toulouse, France.

78, "Managing Access Connrol tn Lavge Scale Hererogeneonus Netwoarks”

Angelos D, Keromyus, Kostas G Andgnostdklss Sotiris Toannidis, Michael Greenwald,
and Jonathan M. Smuth. In Proceedings (electronic) of the NAZO NC3 4 Symposiunt on
Interoperable Networks for Secure Communications (INSC). November 2003, The
Hague, Netherlands.

79, "Cowntering Code-fjection Auacks With Instrnction-bet Ravdomizodion” ‘
Gaurav $. K, Angelos D. Keromytis, and Vassilis Prevelakis. In Proceedings of the 707
ACM fnernational Conference on Computer and Comprnicarions Security (CCS), pp.
272 - 280, October 2003, Washington, DC. (deceptance rate: 13.8%)

RO, "Iising Graphic Tuving Tesix v Coyner Andomared DioS éf‘f'f**:‘f*\* Apainst Web Servers™

Wilhiam G. Morein, Angelos Stavrow, Debra L. {UO?\, Angelos DD, Keromytis, Vishal

Misra, and Dan Ruhemtem In Proceedings of the 10 ACM International {f..mgfw CHCE OB

Computer and Commusications Security (CCS), pp. 8 - 19, October 2003, Washington,

DC. (deceprance rate: 13.8%)

sy VPN IPsec Remote docess Made Fasy™ ‘

Mark C. Benvenuto and Angelos D. Keromytis. In Proceadings of the /7% USENIY

Large Installation Svséems ddministration (LISA) {'}‘:i;fi;?re;fcre pp. 87 - 93, October 2003,

San Diego, CA. {deceptance mi‘e ?’5%)

B2 "4 Coaperative nmunization System for an Unrusting Internet”

Kostas G. Anagnostakis, \’[mham B (}rwmmm Sotiris Toannidis, Ang gelos D,

Keromytis, and Dekai Li. In Proceedings of the /1 #IEEE huernational Conference on

Networks (ICON), pp. 4(}”’ ~ 408, September/ ()uoher 2003, Sydney, Australia.

“decelerating Applivation-fevel Security Protocols”

Matthew Bumsxde and Anweios D. Keromytis. In Proceedings of the 77 "IEEE

International Conference on Networks (FCON), pp. 313 - 318, September/Qctober 2003,

Svdney, Australia.

84, "Web NS Protecting Web Nervery Frose DDoN diacds”

Debra L. Cook, William G. Moretn, Ann-’:im D, Keromytis, Vishal Misra, and Dan

Rubenstein. In Proceedings of the /{7 IEEE International Conference on Networks

(FCON), Pp- 455 - 460, \eptembm; QOctober 2003, Sydney, Australia,

AR Tronsactions for Accessing Public Infrastruciure”

Matt Blaze, John lmnmd;s Sotins loannidis, Angelos D. Keromytis, Pekka Nikander,

and Vassilis Prevelakis. In Proceedings of the 8 IFIP Personal Wireless

Communications (PWC} Conference, pp. 90 - 100, September 2003, Venice, taly.

86. "Fugging Data In The Network Siack: wibwyf sags”
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Angelos D. Keromytis. In Proceedings of the USENIX BSD Conference (BSDCon), pp.
125 - 131, September 2003, San Mateo, CAL

87. “Fhe Design of the OpenBSD Cryplographic Fromework”
Angelos D. Keromytis, Jason L. Wi ight, and Theo de Raadt. In Proceedings of the
USENIX dnnual Technical Conference, pp. 181 - 196, June 2003, San Antomio, TX.
(Acceplance rafe: 23%)

88, "Nevwre and Flexile Global File Nharving®
Stefan Milichev, Vassilis Prevelakis, Sotiris Ioannidis, John loannidis, Angelos D
Keromytis, and fonathan M. Smith. In Proc seedings of the [ISE: Y Annual Technical
Ceonmference, Freenix Track, pp. 165 - 178, Junte 2003, San Antonio, TX.

RY. "Ryperience with the KeyNote Trust Management Sysien Applications and Future
Divectonx”
Matt Blaze, John loannidis, and Angelos D, Keromytis. In Proceedings of the 7%
Internadionad Conference on Frust Managemenyt, pp. 284 - 300, May 2003, Heraclion,
Greece.

Q0. "The STRONGMAN drchiteciure”
Angelos D Keromytis, Sotirts loannidis, Michael B, Greenwald, and Jonathan M. Sonth.
In Proceedings of the 3 N DARPA Information Survivability Conference and Exposition
(IUSCEX T, volume 1, pp. 178 - 188, April 2003, W 'hhmuton DC.

Q1. “Efficient, DoS-Rexixiany, Secure Key Exvhange for fnterapt Fravocols”
William Aiello, Steven M. Bellovin, Matt Blaze, Ran Canetti, John loannidis, Angelos D.
Keromytis, and Omer Reingold. In Proceedings of the 97 ACM International € ‘onference
on Computer and Commmasications Security {L(.ﬁ},, pp. 48 » 38. November 2002,
Washington, DC. fdeceptance rare: 17.6%)

92 “Secwre Overlay Seevices™
Angelos D. Keromytis, Vishal \ﬁsra and Dan Rubenstein. In Proceedings of the 404
SIGCOMM Conference, pp. 61 ~ 72, August 2002, Pitisburgh, PA. Also available through
the ACY Compurer Commumications Review {M(y(ﬁ‘(ﬁ);lﬁ:f Proceedings), vol. 32, no. 4,
October 2002. {deceptance rate: 8.3%)

93, *iving Overlays fo fmprove Network Seority”
An.gaios D. Kerom},fms,_ Vishal Misra, and Dan Rubenstein. In Proceedings of the /¥ Uom
Conference, special track on Secdability and Traffic Control in £P Nenworks, pp. 245 -
254, July/August 2002, Boston, MA. (favifed ;mper)

94, "Dexigning an Embedded Firewald FVEN Garweway”
Vassilis Prevelakis and Angelos D. heromx tis. In Proceedings of the Inferntionad
Network Conference (INCJ, pp. 313 - 322, July 2002, Plymouth, England. (Best Paper
Award)

O3, "4 Study of the Relative Costs of Netwark Requrite Profecals”
Eﬂ:dan Milichev, Sotiris Toaunidis, and Angelos D Keronyiis, In Proceedings of the
USENEX Amud Technical € ‘onference, Freenix Track, pp. 41 - 48, June 2002, Monterey,
CA.

96, "4 Secure Play (Exvended Version”
Michael W. Hicks, Angelos D. Keromytis, and Jonathan M. Smith. In Proceedings of the
DARPA Active Networks Conference and Exposition (DANCE), pp. 224 - 237, May 2002,
San Francisce, CA. (L\fc»;;dee;’ version of the paper IWAN 1999 paper.}

7. "FHereller: Paving ond Getting Foid for File Stovage”

4
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John Joannidss, Sotiris Ioannidis, Angelos D. M,mmvim and Vassilis Prevelakis. In
Proceedings of the 6" Financiad € reptography (FC) Conference, pp. 282 - 299, March
2002, Bemmda tAceeptance rate: 35.6%2

Q8. “UHiline Micropaymenis withowt Trivted Havdware
Matt Blaze, jahn Ioannidis, and \nvelo» D. Keromytis. In Proceedings of the 3
Financial Cryptography (FC) ( ‘onference, pp. 21 - 40. February 2001, (_.(13-:1131} Istands.

99 "Frust Morgemend for Iser”
Matt Blaze, john foanmdis, and Angelos 1. Keromytis. In Proceedings of the & fnternet
Society (1SOC) Symposium on N erwork and Distributed Spxtems Secur iy (SNDSS), pp.
139 - 151, February 2001, San Diego, CA. :"’4@(:&';}&1}1&? yade: 24%)

100 “Implemeniing o Distributed Firewall”
Sotirts foanmdis, %ngcims D. Keromytis, Steven M. Bellovin, and Jonathan M. Snuth, In
Proceedings of the 7 ACM Inrernational Conference on Computer and Communications
Security (COS), pp. 190 ~ 199, November 2000, Athens, Greece. {decepiance rate:
2748y

101, “Implemeniing Imternet Key fxchange (IKEY
Niklas Hallgvist and Angelos D. Keromytis. In Proceedings of the UNENIY dnmu
Techrical Conference, Freenix Track, pp. 201 - 214, June 2000, San Diego, CA.

102, "Transparent Network Security Policy Bjorcement”
Angelos D. Keromytis and Jason Wright. In Pmcecdmgs of the USENIX dnaual
Technical Conference, Freenix Track, pp. 215 - 226. June 2000, San Diego, CA.

163, “Crvpography bt OpenB50: dn Overview”
Theo de R.d.;zdi, Niklas Hallgvist, Artur Grabowsks, Angelos D, Keronyviis, and Niels
Provos. In Proceedings of the LSENIX dnnual Technical Conference, Freenix Track, pp.
93 - 101, hune 1999, "vl(mtefe} CAL

104, '”)*i{ Pyl Appslying

wn cfficiont impdemeniation method Jor fodl-stop

thimm A —Mbduvhﬁ Anveim D). Keromytis, and Jongthan M. Smith. In Proceedings of
the IEEE Global Internet (GlobeCom), pp. 59 - 65, \mxmbm 1998, Svdney, Australia.

105 “drdonnated Recavery v e Secuve Bootstrayy Provess”
William A. Mbdugh Angdus D. Keromytis, David J. Farber, and Jonathan M. Smith. In
Proceedings of the § * Internet Soc fefy (ISOCT Svmpasian on Network and Distributed
Svstem ‘xe’cwm { SNOSS), pp. 155~ 167, March 1 ‘39% San Diego, CA. ’\n aider VELSIon
is avatlable as & v of }’z’ wric fecindcal Repore MECIS7

186. ;,.e;'.{;:;ims-s e}vnmg IPeec”
Angelos D, Keromytis, John Ioanntdis, and Jonathan M. Smith, In Proceedings of the
IEEE Global Internet (GlobeCom), pp. 1848 - 1952, November 1997, Phoenix, AZ.

Books/Book Chapters

e

Vo “Faice aver I Secrrine: 4 Comprefiensive Survey of Pulnerabilities aud Acadeaic
Rewewre
Anweiﬁs D keromyhis. ‘ipringer Briefs, ISBN 978-{-4419-9865-1_ April 2011

2. "Buffer Qverflme dttacks™
Angelos D. Keromyuis. In Enevelopedia of Cropiagraphy and Security, 2™ Edition.
Springer, 2011

3. "Nenwork Randhwidth Dendal of Servivce {DaSH

7.
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Angelos D. Keromytis. In Evcvelopedia of Criprography and Security, 2 Edition.
Springer, 2011.

4. "Mowitoring Techpologiey for Mitigaring bwider Threats”
Brian M. Bowen, Malek Ben Salem, Angelos D Keromytis, and Salvatore 1. Siolfo. In
Insider Threats in Cyber Security and Bevond, Matt Bishop, Dieter Gollman, Jeffrey
Hunker, and Christian Probst {editors), pp. 197 - 218, Springer, 2010,

5. "Foive over IP: Risks, Threars, and Fulnerabilities”
Angelos 1. Keromyis. In Cvber Infrastruscture Security, Tarvek Saadawi and Louis
Im‘daﬂ {editors} %’irateﬂic Smdv Imiitute {SS!'}‘ ’-’O] O
1S).
7. f*m”‘*ue"h}iim i' sm;uv»‘m o8 App fsz wyptography and Neswork

Sieven "v{ Seiimun Rosario Genparo, Angelos D. Keromviis, and Motl Yung (editors).
Lectare Notes om;mtnn Science {LLNC S} %plmuu ”009

8. "lasider ditack and Uvher Securiiv: Revond i
Salvatore J. Stolto, Nt,& en M. Bellmm »’mﬁelob D kwmmfim, Sara Sinclair, and Sean
W, Smith (editors}. Advances in Information Secunity Series, ISBN 978-0387773216.
Springer, 2008,

Q. Feoceedings of the 2007 New Mecurity Paradigms Worbshon (NYPW]
Kostantin Beznosov (Editor), Angelos D. Keromytis (editor), and M. Hossain Heydari
{"l:iditor)

10, "The Cave for Seli-Healing Nafhware”

‘\nueim 1. Keromyus. In dspects of Network and Information Security: Proceedings
e’\’i! O ddvanced ‘v‘udzcs Instinde (ASD on Neavork Security and Intrusion | Ifa?eauun
held in Nork, Yerevan, drmenia, (,)c.h}bt?f 2006, E. Havoutuiman, E, Kranakis, and E.
Shahbazian (editors). HOS Press, 2007, (By invitation, as part of the NATC AN on
Nerwark Security, October 2005.)

2

HE, "Dexigning Firewalls: 4 Survey
Angelos . Keromytis and Vassilis Prevelakis. In Neswork Seaurity: Curvest Status and
Future Directions, Chnstos Douligents and Dimitrios N. Serpanos {editors), pp. 33 - 49,
Wiley - IEEE Press, Apnid 2007,
12, "Camposite Hybrid Techniques jor Defending against Tavgeted Attacks”
Stelios Sidiroglou and Angelos D, Keromvtis, In Malware Detection, vol, 27 of
Advances in Information Security Series, Mihal Christodorescu, Somesh Jha, Douglas
Maughan, Dawn Song, and ChfY Wang {(editors). Spninger, October 2006, (By invitarion,
as part of the ARODHS 2005 H“'Urks‘f'u‘;p ont Malware Derection. )
13, "Tnsted congriting platforay and secre Operating Systemy”
Angelos D, Ker OMyHS, In Phishing and Countermeasures: Understanding the Increasing
Problem of Elecironic Identity Theft, Markus Jakobsson and Steven Myers {(editors), pp.
387 - 405 Wiley, 2006.
14, “OrypioCraphics: fxplading Graphics Cards for Security™
Debra Cook and -\nuel as D. Kerom vtis. Advances in fnformation Security Sevies, ISBN
(-387-29015-X. ‘Qprmﬁu 26006.

. Proveedings of the 377 Workshop on Rapid Maloode {ORAM)
Angelos D, Keromytis (editor). ACM Presg, 2005

oo
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16. Proceadings af the 37 Buernational Conferenve on Applied Cryprography and Nenwork
Securiy (AL
John loannidis, \nuelog D). Keromytis, and Mott Yung {editors). Lecture Notes in
Computer Science {(LNCS) 3531, Springer, 2005,

V7. “Biseribaned Trust”
John Joannidis and Angelos D. Kevomytis. In Practical Handbook of Internet Computing,
Munindar Singh (editor), pp. 47/1 - 47/16. CRC Press, 2004,

18, "Experiences fnhoncing Open Sowrce Security i the POSSE Project”
Jonathan M. Smith, Michael B. Greenwald, Sotiris loannidis, Angelos D. Keromytis, Ben
Laurie, Douglas Maughan, Dale Rahn, and Jason L. Wright. In Free/Open Source
Seftware Development, Stefan Koch {editor), pp. 242 - 257. Idea Group Publishing, 2004,
Also re-published m G :[uha! Information Technologies: Concepts, Methodologies, Tooly,
and Applications, Felix B. Tan {editor), pp. 1587 - 1398, Idea Group Publishing, 2007,

19, "SFRONGMAN. 4 Sceduble Solution to Tret Management in Nedvorks”
Angelos D Keromytis. Ph.D. Thesis, University of Pumsyl\-’anm, November 2001,

20, "The Rede of Trest Management in Disiribuied Svstemy Security”
Matt Blaze, Joan Feigenbawm, John loannidis, and Angelos D. Keromytis. In Secure
Interner Programming: Issues in Distributed and Mobile Object Svstems, Jan Vitek and
Christian Jensen (editors), pp. 185 - 210, Springer-Verlag Lecture Notes in Computer
Science Stafe-of-the-Art series, 1999

21, “Security i Aotive Nepworks™
D. Scott Alexander, William A. Arbaugh, Angelos D Keromytis, and Jopathan M. Smith.
In Necure Internet Programming: Issues in Distributed and Mohile Qbject Systems, Jan
Vitek and Christian Jensen (editors), pp- 433 - 451, Springer-Verlag Lecture Notes in
Computer Science Sicre-of-the-drt series, 1999,

Workshops

1. "BEANSURE: 4 Selffcomoived Mechunism for Heoling Sofnweare Using Rescune Poinis”
Georgios Porfokalidis and ﬂmuclm D, Keromytis. “io appear in the Proceedings of the ¢
Imternational Workshop on }m.r.srzz} (IWWSEC). November 2011, Tokvo, Japan.
laine-bxchange: a (eneric Sysfem Jor Crosseprovess and Cross-host faint Trocking”
Angeliki Zavou, (n,m gios Portokalidis, and Angelos D. Keromvtis. To appear in the
Proceedings of the 6" laternationa! Workshop on Security (#WSECH Noventher 2011,
Tokyo, Japan.
“he MINESTRONE Archecawe: Cambinlng Staic and Dvnasdc Avalysils Technigues
Jor Saftwars Securipy”
Angelos D. Keromytis, Salvatore J. Stolfo, hanfeng Yang, Angelos Stavrou, Anup Ghosh,
Dawson Engler, Mare Dacier, Matthew Elder, and Darrell Kienzle, In Proceedings of the
¥ Workshop on Systems Security (SysSech. July 2011, A‘;mterd'im Netherfands.
4. The SPARCHS Project: Havdware Support for ﬂm‘mm\ Secuvigy”
Simha Sethumadhav an, Salvatore J. Stolfo, David August, Angelos D, Keromytis, and
Janfeng Yang. {n Proceedings of the /7 Workshop on Systems Security (SysSec). July
2011, Amsterdam, Netherlands.
“Towards g Forensic dnalvsls for Multimedio Commusication Services”
Dimitris Geneintakis and Angelos D, Keromytis. In Proceedings of the 7* International
Swmposivm on Frontiers in Networking with Applications (FINA), pp. 424 - 429, March

-

d
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2011, Biopolis, Si.m:apm‘e

6. "Security Research with Human Sudjecee Informed Conzeni, Risk, and Benefits
Maritza Johnson, Steven M. Bellovip, and :\ngelc«s D. Kerumytis. in Pmce&dmgs of the
2 Workshop on Ethics in Computer Security Research (WECSR). March 2011, Saiat
Lucia.

7. rlebal INK: Toward o Comprehensive Defense Against Unoudhorized Code Execution”
Georgios Portokalidis and Arwdos D. Keromytis. In Proceedings of the 4RO Workshap
on Moving Targef Defense. October 2010, F aufa\, VA,

8. “Securing MANEY Multicass Usirg DIPLOMA )

Mansoor Alicherry and Angelos D. Keromytis. In Proceedings of the 3% huernational
Warkshop on Security (IWSEC), pp. 232 - 250. November 2010, Kobe, Japan.
(Acceptance rare: 29%)

9. "Evaluwating o Collaborasive Defense Architecture for MANETS”

Mausoor Alicherry, Angelos Stavrou, and Angelos D. Keromytis. In Proceedings
{electronic) of the IEEE Workshop on Collaborative Necurity Technologies (CaSec), pp.
37 - 42, December 2009, Bangalore, India. (4 c“c-epnmcsf mxe: 17.2%}

10O, "lerifving Proxe Nodex in o Jor dnomemiization (Geagt”

Sambuddho Chakravarty, Angelos Stavrou, and Angelos D. Keromytis. In Proceedings of
the 2™ Workshop on Security and Privacy in Telecommunications and Informaion
Systems (3ePTIS), pp. 633 - 639, December 2008, Bali, Indonesia. (dceeptance rare:
37.54%5)

V1. "Caline Neavork Forensios for Awtomotic Repair Falidation”

Michael k. Locasto, Matthew Burnside, and Angelos D, Keromwiis, In Proceedings of the
3 International Workshop on Security (BFSECH pp. 136 - 151, November 2008,
Kagawa, Japan. (deceptance rate: 18.1%)

12, "Retwrn Value Prediciabifity for Self-Healing”

Michael E. Locasto, <\nﬂeim Stavrou, {xabnelai Cretu, Angelos D). Keromyvtis, and
Salvatore J. Stolfo. In Praceedings of the 3 International W or&simp o Security
{IH',S}E.’{) pp. 152 - 166, November 2008, Kagawa, Jttpan {decepance rate: 19.1%5}

13 "davanchronaus Policy Kvalwotion cond Feforcement”

Matthew Bumside and Angelos D. Keromvtis, In Proceedings of the 2 {i7f.3f};f;;szfz%;f'
Security Architeciure Workshop (CSAW), Pp. 45 - 50, October 2008, Fairfax, VA,

14, "Race fo the bottony Madicime Havdwore”

Angelos D, Keromytis, Simha Sethumadhavan, and Ken Shepard. In Proceedings of the
P FORWARD Invitational Workshop for Identifeing Emerging Threats in Information
and Compumication Technology Infrastructures. Apnd 2008, Goteborg, Sweden. (lnvited
p(‘}’p(‘f{‘)

15, "drachne: hwegrared Enterprise Securily Maovagement™
Matthew anmde and «\nudox D cho:m tis, In Pr m,c{.dmp of the 8 Ammal IEEE
SMC Information Assurance W n“/%ﬂ‘*?up (415, pp. 214 - 228, June 2007, West Point, NY.

16, "Paster Paper: Band-old Pusching”
Stelios Sidiroglou, Sotiris Ioannidis, and Angelos D. Keromytis. In Pmcc edings of the 3
Workshop on Hor Topics in Svstem Dependability (HotDep), pp. 102 -~ 106, June 2007,
Edinburgh, UK.

| Data Sewmitizarion: Improving the Forensie Utilieey of Anomady Deweorion Sysiems”

Gabriela F. Cretu, Angelos Stavrow, Sabvatore J. Stolfo, and Angelos D. Keromytis. In

I !‘a
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Proceedings of the 3™ Workshop on Hot Topics in Svsiem Dependability (HotDep), pp.
64 - 70, June 2007, Edinburgh, UK
I8, "Bridping the Network Reservagion mm: Sing {verfow”
Angelos Stavrou, David Michael Turner, Angelos . Keromvtis, and Vassilis Prevelakis,
In Proceedings of the 1™ Workshop on Information dssurance for Middleware
Commnaications (TAMCOM), pp. 1 - 6. hmmry 2007, Bangalore, India.
19, "Neat Generation Attacks o the hoerned®
Evangelos Markatos and Angelos D. Keromwtis. In Proceedings (electronic) of the £/
LIS Summit Series on Cvber Trust: Workshop on Svstem Dependability & Security, pp. 67
- 73. November 2006, Dublin, Ireiaﬂd. fInvited paper)
20 "Dark Application Conumunites”
Michael E. Locasto, Angelos Stavrou, and Angelos D. Keromytis. In Proceedings ot the
New Security Paradigms Workshop (NSPH, pp. 11 - 18, September 2006, Schioss
Dagstuhl, Germany.
‘ 3’;’;1‘4('1‘ as an Uperating Sexie
Sotiris loanuidis, hteim% ‘S;dimnluu and t\nweios D. Keromytia. In Proceedings
{electronic) of the 77 ?’i‘uﬂ’{'v}?ag on Hot Tapics in Security (HorNec). July 2006,
Vancouver, Canada.
22, "PalProtect: 4 Collaborative Security Approach so Compment Spaw™
Benny Wong, \imhaei E. Locasto, and Angelos D, Kmeym In Proceedings of the 7
Annual IEEE SMC Information Assurance I‘im kshop (FAW3, pp. 170 - 175, June 2006,
West Point, NY.
"Sdidiny o Flow-Oriented Paradigam to Commadiny Qoeranng S
Christian Soviani, Stephen A. },_‘.dwmf}s} and Angelos D. Keromytis. In Proceedings of the
Workshop on Interaction between Operating Svstem and Compuder drchitecture
(TOSCA), held in conmjunction with the IEEE International Svmposium on Worklead
Characterization, pp. 1 ~ 6. October 2005, Austin, TX.
24, "Apecidative Firmual Ferificatian: Policy-Conxteained Speenlative Eyeaunion”
Michael E. Locasto, Stelios Sidiroglou, and Angelos D. Keromytis, In Proceedings of the
New Security Pavadigms Workshop (NSPI), pp. 119 - 124, September 2005, Lake
Arrowhead, CA.
25, Pdpplication Compamities: Using Monecudsure for Dependabil
Mmimeli Locasto, Stelios %uinou{ou and ‘mﬂelm D. I\emm\fm in Proceedings of the
“ Workshop on Hot Topics in Svstem De wenduéz!m {iﬁn‘l)ep), held m conjunction with
the International Conference on Dependable Systems and Networks {DSN7}, pp. 288 -
292, June “‘{}Oi Yakmhama, Japan.
26, "Towards Unilaborarive Security and P2F Intrusion Detection”
Michael E. Locasto, Janak Parekh, Angelos D. Keromytis, and Salvatore 1. Stolfo. In
Proceedings of the 6" Amnual IEEE ﬁsﬁ-ﬂ,‘ Infarmation dssurance Waorkshop (1AW, pp.
333 - 339 June 20035, West Point, NY.
27, "FlenePrer: 4 Chovter Archivectore Unifving Switch, Server and vacessing”
th&“s Aho, Angelos D. Keromytis, Vishal Misra, Jason Nich, Kenneth A. Ross, and
Yechiam Yemini. In Proceedings of the /" lnternational Wm‘ksfu‘}p Oon f)wu Processing
and Storage Networking: towards Grid Computing (DPSN), pp. 2/1 - 2/7. May 2004,
A{hﬁﬂb, Greece,
28, “ne Claxs Support Vector Mockines for Detecting Anomolons Windows Reglssry
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Acvesses”
Katherine Heller, Krysta Svore, Angelos D. Keromytis, and Salvatore 1. Stolfo. In
Proceedings of the ICDM Workshop on Data Mining for Computer Security, held in
conjunction with the 3" International TEEE Conference on Data Mining, pp. 2 -9,
’November 2003, Melbourn, FL.

"4 Holistic Appraach to Service Survivabiliy”
Angelos D humm’n;s\ Janak Parekh, Philip N. Gross, Gail Kasser, Vishal Misra, Jason
Nieh, Dan Rubenstein, and Salvatore J. Stolfo. In Proceedings of the ¥ 4C4 i‘i'm‘kxfmgz
on Survivable and Self-Regenerative Systems (SSRS), held in conjunction with the i
ACM International Conference on Computer aind Communications Security {CCS), pp.

11 - 22, October *()(H Fairfax, VA

"High-Speed 1O The Qperating System As 4 Nignalling Mechanizm”
Matthew Burmside and Angelos D. Keromytis, In PfﬂLdeinéS of the ACM SIGCOMM
Workshop on Network-J'0O Convergence: Experience, Lessons, Implications (NICELE,
held in compunction with the ACM SIGCOMM Conference, pp. 220 ~ 227, August 2003,
Karlsrube, Germany.

"4 Netward Warss Vovcive Arcbitectpre”
Stelios Sidiroglou and Angelos D, Keromytis. In Proceedings of the 12% JEEE
Internationad Workshops on Enabling Technologies: Infrastructure for Collaborative
Enterprises (WETICE), Warkshop on Eaterprise Security, pp. 220 - 225, June 2003, Linz,
Austria.

"Dexion and Buplewentation of Virtsal Private Services
Sotiris loannidis, Steven M. Bellovin, John Eo.—.mmmb Angelos D. Keromytis, and
Jonathan M. Smith. In Proceedings of the /2™ IEEE fnternational Workshops on
Enabling Technologies: Infrasiructure for Collaborative Enterprives (WETICE),
Workshop on Enterprise Security, Special Session on Trust Marnagement in Collaborative
{rlobal Computing, pp. 269 - 274, June 2003, Linz, Austnia.

3, "WehMAVA dn Adminisivator-bree Qpproach To Web Filp-Sharing”®

Alexander Levine, Vassilis Prevelakis, John loanmidis, Sotiris foannidis, and Angelos D.
Keromytis. In Proceedings of the / 2N IEEE nternational Wor kxhops on Enabling
Technnlogies: Infrastructure for Collahorative Enterprises (WETICE), Workshop on
Lhistributed and Mobile Collaboration, pp. 59 - 64, June 2003, Linz, Austria.

"Protocols for Anowymity in Wireless Networks"”

Matt Blaze, John loannidis, Angelos D. Keromytis, Tal Malkin, and Avi Rubin, |
Proceedings of the 177 International Workshop on Security Protocols. April ?‘0037
Cambrz.dge, England.

L PE Packet Filvering for Levw-Cost Neowork Monitoring®

Sotiris Joannidis, Kostas G. Anagnostakis, John mam‘mhf_g and Angelos D. Keromytis. In
Proceedings of the Workshop on High Performance Swiiching and Routing (HPSR), pp.
121 - 126, May 2002, Kobe, Japan.

“Toward Understonding the Limits of DDoS Defenses” .

Matt Blaze, John loannidis, and Angelos D. Keromytis. In Proceedings of the /07
International Workshop on Security Protocels, Springer-Verlag Lecture Notes m
Computer Science, vol. 2467, April 2002, Cambridge, England.
“Toward A Unified View of fnvrusion Detection and Security Policy
Matt Blaze, Angelos D). Keromytis, and Salvatore J. Stolfo. In Proceedings of the /67
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International Workshop on Securiiy Protocols, Springer-Verlag Lecture Notes in

Computer Science, vol. 2467, April 2002, Cambridge, England.

"Efficiens, DaS-resisiant, Neowre K‘{*m’?‘cwmew Jor Internet Protocols”

William Aicllo, Steven M. Betlovin, Matt BL’U.'R.Y Ran Canettt, John loannidis, Angelos D.

Keromytis, and Omer Reingold. In Proceedings of the 9% International Workshop on

Security Protocols, Springer-Verlag Lectore Notes in Computer Science, vol. 2133, pp.

40 - 48, April 2001, Cambridge, England.

38 "Scalable Resorce Control it Aciive Networks™
Kostas G. Anagnostakis, Michael W. Hicks, Sotiris loannidis, Angelos D. Keromytis, and
Jonathan M. Smith. In Proceedings of the 2% International W m.»i.sfmp_fm Active
Networks (1WAN), pp. 343 - 357, October 2000, Tokye, Japan.

40, "4 Secure Flan”
Mmhficl W. Hicks and Angelos D. Keromvtis. In Proceedings of the 7 International
Workshop for detive Networks (IWAN), pp. 307 - 314, June ~ Tuly 1999, Berdin, Germany.
An extended version is available as University of Pennsylvania Technical Report MS-
C18-99-14, and was also published in the Proceedings of the DARPA Aciive Networks
Conference and i?"a]zmsilim\f {DANCE), May 2002,

41, "Trust Management and Network Laver Seeurity Protocols”
Matt Blaze, John loannidis, and Angelos 2. Keromytis. fn Proceedings of the 7
International Workshop an Necurity Protocals, Springer-Verlag Lecture Notes in
Computer Science, vol. 1796, pp. 103 - 108, Apri‘t }999? Cambridge, England.

42, "The NwitchWare doiive Network Implemeniavion”
B. Scott Alexander, Michae! W. Hicks, Pankay Kakkar, Angelos D, Keromytis, Mananne
Shaw, Jonathan T. Moore, Carl A. Gunter, Trevor Jim, Scott M. Nettles, and Jonathan M.
Smith. In Proceedings of the 4CM SIGPLAN Workshop on ML, held in conjunction with
the fnternational Conference on Functional Programming (ICFP), pp. 67 - 76
September 1998, Baltimore, MD.

43, "ReyNote: Teust Management for Fublic-Key {sfrasimaivres”™
Matt Blaze, Joan Fugmbdum and Angelos D. Keromytis. In Proceedings of the 6°
Internationcd Workshop on Security Protocols, Springer-Verlag Lecture Notes in
Computer Science, vol. 1550, pp. 59 - 63, Apnil 1998, Cambridge, England. Also
available as AT& T Technical Report 98.41.1.

Additional Publications

fd
jv )

{ Authorization Using KeyNaw”
Angelos D. Keromviis, Keguest For Comments (RIFC) 6042, Qctober 2010

o "Fransport Laver Securiiv (71.5) {

2. VX508 Key ond Signoture Encoding for the KeyNote Trust Management Xostem”
Angelos D, Kﬁmmvm Reguest For Comments (RFCH 5708, }anuan 2010
3. USEAREN: Seowre Segrohoble Awtomarted Remore Email Storas

Adam J. Aviv, Michael E. Locasto, Shaya Potter, and Amgtim D, Keromyts. In the
Columbia Computer Science Student Research Symposium, Fall 2006.
4. TIE Security Police Requivesanis™
Matt Blaze, Angeio&- D. Keromytis, Michael Richardson, and Luis Sanchez. Reguest For
Comments (RFFCh 3586, Angust 2003,
" the Use of Steeom Conntvod Pravvnvssion Frotoes] (SCTR with IPsed’
Steven M. Bellovin, John loannidis, Angelos D, Keromytis, and Randal R. Stewart.
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Reguest For Comments (REC) 3554, June 2003,

6. “The Use of HMACRIPEMD-160.96 within ESF and AH"

Angelos D, Keromvus and Niels Pmmq hequaw For Conments (RFC) 2857, June 2000,
NS aud RS Key and Nignarure Facoding for the KevNave Travt Monagesert Syxtem”
Matt Blaze, John loannidis, and Angelos D. Kemmytis. Reguest For Comments (RFC)
2792, Maxch 2000.

8. "The KeyNote Truse-Managemeny Systen
Matt Biaze, Joan Feigenbaum, Jobn I(\di’lludi\ amci Angelos D. Keromvs. Reguest For
Comments (RFC) 2704, September 1999,

Technical Reports/Works in Progress
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Lo "Svmnier Report on Rogue Secyrin v 200K - e 20067

Marc Fosst, Dean Turner, Eric Johnson, Trevor M ack, Teo Adams, Joseph Blackbird, Mo
King Low, David McKinney, Marc Dacier, Angelos D. Keromytis, Corrade Leita, Marco
Cova, Jon Ovbeton, and (Mivier Thonnard. “";vmantec Technical Report, October 2009
2. TLinkWidih: 4 Method to Meayure Link Capacity and Avalladle Bondwidih waing Single-
Ened Frobes”
Sambuddho Chakravarty, Angelos Stavrog, and Angelos D, Keromytis. Colvahiu
University Compuier Science Department Teckusical Report ( {‘{ §-00 2-08, January 2008,
3. "an PP ‘Qj}'?:,hg Direct fonw m{au\?} {U; Content Disiribrdio
Alex Sherman, Angelos Stavrou, Jason Nieh, Clff Stein, amd ,:"-\_rlgelos 0. Keromytis.
Columbia University Compuiter Science Department Technical Repory CUCS-020-07,
Mareh 2007,
4. 4 Model for Aurmmatically Repaiving bxeontion Integrite”
Michael E. Locasto, b‘abruia F. Cretu, Angelos Stavron, and Angelos D, Keromvtis,
Columbin Universify Compnater Science Department Technical Report CUCS-005-07,
January 2007,
“Speculative Execution as an Operaiing Swstem Service”
Michael E. Locasto and Angelos . Keromytis. Columbia University Caonpnder Science
Department Techwical I\ﬁ.‘p{w CUCS-024-06, May 2006.
6. "Cuantifving Application Behavior Space for Pefection and Self-Healing”
Michael E. Locasto, Angelos Stavron, Gabricla F. Cretu, Angelos D, Keromytis, and
Salvatore 1. Stolfo. Columbia U ‘niversity Computer Science Department Techical Report
CUCS-017-00, April 2006,
“Bloadhownd: Searchivg Owr Malicious Tynet in Network Flows for dwtomanic Repair
Validation”
Michael E. Locasto, Matthew Burnside, and Angelos D. Keromytis. Columbia University
Computer Science Department Technical Report CUCS-016-06, April 2006
8. "Bingrvedevel Function Profiling for Infrusion Detection and Sewert Ervor Virmalization”
Michael E. Locasto and Angelos D. Keromytis. Columbia University Computer Science
Department Technical Report CUCS-002-06, January 20006,
9. A Generdd Analvsiy of the Security of Flastic Blook Ciphers”
Debra Cook, Mott Yang, and Angelos D, Kevomvtis, Columbia University Computer

‘n zs:-':zw I }e;:'m*mwm lccfnm af' prrm( ( i "‘S" (hés’ @15, Septenmber 2005,

Noftware, Juh

5

-~

16"

Petitioner Apple Inc. - Ex. 1052, p. 69



Debra Cook, Moti Yung, and Angelos D. Keromytis. Columbia University Computer
Science Department Technical Report CUCS-037-03, September 2005,
Vi, "PachyRand: SQL Randomization for the PostgreSOL JDBC Driver”
Michael E. Locasto and Angelos D Keromytis. Columbia University Caomputer Science
Department Technical Report CUCS-033-03, August 2005,
12, "Flastic Riock Ciphers: The Feistel Cipher Case”
Debra L. Cook, Moti Yong, and Angelos D. Keromvtis. Cofumbia University Computer
Science Department Technical Report CUCS-021-04, May 2004,
13, "Collaboraive Disiributed fvrvion Detection”
Michael E. Locaste, Janak 1. Parekh, Salvatore 1. Stelfo, Angelos D. Keromytis, Tal
Malkin, and Vishal Misra. Columbia University Compuier Science Department Technical
Reproart CUOS-012-04, March 2004,
14, "Rlastic Block Ciphess™
Debra L. Cook, Moti Yung, and Angelos D. Keromytis. Colwnbia University Compder
Science Department Technical Report CUCS-010-04, Febroary 2004,
Phust Fast Keving ¢8R
William Alello, Steven M. Bellovin, Matt Blaze, Ran Canetty, John Ioannidis, Angelos D.
Keromytis, and Omer Reingold, IETF [Psec Working Group, April 2002,
16, "CASPER: Compiler-dssisied Securing of Progroms af Runtime”
Gauray S, Kg, Stephen A, Edwards, Gail E. Kaiser, and Angelos D, Keromytis. Cobonbia
University Computer Science Department Technical Repors CUCUS-025-02, 2002,
V7. "The Suggesred Y exiension for IKET
Angelos D, Keromytis and William Sommerfeld. TETEF IPsec Working Group, November
2001,
I8, “SPEE Shetak BWrap”
Angelos D. Keromytis and William AL Sunpson. IETF SPRT Working Group, September
1997,
19, "detive Nevwork Eacapsularion Protocol (ANEFY
D. Scott Alexander, Bob Braden, Carl A, Gunter, Alden W, Jackson, Angelos D.
Keromytis, Gary J. Minden, and David Wetherall. dofive Nenworks Group, DARPA
Active Networks Project, August 1997,
20, "Creating Kfficient Fall-Siop Cryplograplic Profocols”
Angelos D. Keromytis and Jonathan M. Smith. Uiversity of Pernnyylvania Techmical
Report MS-CIS-96-32, December 1996,
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