
Aventail AutoSOCKS 

... ADMINISTRATION 
& SER'S GUIDE 

Petitioner Apple Inc. - Ex. 1021, p. 1
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Aventail AutoSOCKS v2.1 Administration and User’s Guide
Copyright © 1996-1997 Aventail Corporation. All rights reserved.

117 South Main Street
4th Floor
Seattle, WA  98104-2540
USA

Printed in the United States of America.

Trademarks and Copyrights
Aventail, AutoSOCKS, Internet Policy Manager, Aventail VPN, Mobile VPN, and Partner
VPN are trademarks of Aventail Corporation.

Socks5Toolkit is a trademark of NEC Corporation. MD4 Message-Digest Algorithm and
MD5 Message-Digest Algorithm are trademarks of RSA Data Security, Inc. Microsoft, MS,
Windows, Windows 95, and Windows NT are either registered trademarks or trademarks of
Microsoft Corporation. RealAudio is a trademark of Progressive Networks.

Other product names mentioned in this manual may be trademarks or registered trademarks of
their respective companies and are the sole property of their respective manufacturers.

Copyright © 1995-1996 NEC Corporation. All rights reserved.

Copyright ! 1990-1992, RSA Data Security, Inc. All rights reserved.

Copyright ! 1991-1992, RSA Data Security, Inc. All rights reserved.

Petitioner Apple Inc. - Ex. 1021, p. 2
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Table of Contents• i

Table of Contents
Introduction............................................................................................................................. 1

About This Document .................................................................................................................................1

Document Organization.................................................................................................2

Document Conventions .................................................................................................2

Technical Support..........................................................................................................................................3

About Aventail Corporation ......................................................................................................................4

AutoSOCKS v2.1 Administration and User’s Guide............................................................. 5

Getting Started...............................................................................................................................................5

Network Security in a Nutshell....................................................................................5

What is AutoSOCKS?.....................................................................................................6

TCP/IP Communications ..............................................................................................6

WinSock Connection to A Remote Host ...............................................................6

What Does AutoSOCKS Do?......................................................................................7

AutoSOCKS Platform Requirements..........................................................................9

Windows 95 and Windows NT 4.0 ..........................................................................9

System Requirements .........................................................................................9

Interface Features ................................................................................................9

Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.51 .......................................................................................................10

System Requirements .......................................................................................10

Interface Features ..............................................................................................10

Installation Source Media .............................................................................................10

Installing AutoSOCKS ................................................................................................................................11

Configuration Files .........................................................................................................11

Individual Installation .....................................................................................................11

Network Installation......................................................................................................13

Networked Configuration File Setup......................................................................14

Administrator-Maintained Shared Configuration Files ............................14

Shared Configuration File Distribution ..................................................................14

Setup Command Line Options .................................................................................15

Configuring AutoSOCKS ..........................................................................................................................16

Define a SOCKS Server ...............................................................................................18

Define a Destination......................................................................................................20

Petitioner Apple Inc. - Ex. 1021, p. 3
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


ii • AutoSOCKS v2.1 Administration and User’s Guide

Enter Redirection Rules................................................................................................23

Define Local Name Resolution.................................................................................26

Managing Authentication Modules.............................................................................27

Example Network Configurations ..........................................................................................................35

Configuration Using Aventail Internet Policy Manager........................................36

Configuration Using Aventail VPN Server ..............................................................37

AutoSOCKS Utilities Reference Guide ...............................................................................42

System Menu Commands..........................................................................................................................42

Close..................................................................................................................................43

Hide Icon ..........................................................................................................................43

Help....................................................................................................................................43

About.................................................................................................................................43

Credentials .......................................................................................................................43

Configuration File...........................................................................................................44

Config Tool ......................................................................................................................45

Logging Tool ....................................................................................................................46

S5 Ping ...............................................................................................................................51

AutoSOCKS User Supplement.............................................................................................55

How to Start and Close AutoSOCKS...................................................................................................55

How to Enter Authentication Credentials ...........................................................................................56

Username/Password and CHAP Authentication ...................................................57

SSL Authentication.........................................................................................................58

Appendix 1: Troubleshooting...........................................................................................................................61

AutoSOCKS Installation Problems .........................................................................................................61

Network Connectivity Problems ............................................................................................................62

AutoSOCKS Configuration Problems ...................................................................................................62

Application and TCP/IP Stack Interoperability Problems .................................................................64

AutoSOCKS Trace Logging ......................................................................................................................64

Reporting AutoSOCKS Problems...........................................................................................................68

Glossary..................................................................................................................................................................70

Index........................................................................................................................................................................72

Petitioner Apple Inc. - Ex. 1021, p. 4
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Introduction
Welcome to the AutoSOCKS! v2.1 secure Windows client for 16- and 32-bit Windows
applications. AutoSOCKS v2.1 is the first commercial application to incorporate the SOCKS
v5 security protocol standard, simplifying SOCKS deployment for end users and network
managers.

AutoSOCKS transparently intercepts WinSock communication requests issued by TCP/IP
applications and processes them based upon a set of routing directives (rules) assigned when
AutoSOCKS is configured. (For more information about WinSock, TCP/IP, and general
network communications, see “Getting Started.”)

On larger networks, AutoSOCKS can address multiple SOCKS v5 servers based on end
destination and type of service. This feature enables network administrators to effectively
monitor and direct network traffic.

Features of AutoSOCKS v2.1:

• Supports both SOCKS v4 and SOCKS v5 standards

• Supports RFC1928 and RFC1929 SOCKS v5 standards

• Network-based setup provides a single configuration point with a simple user interface

• Transparently route connections from Windows applications to external networks through
any SOCKS-based firewall system

• Logging utility to troubleshoot problems with network connections

• Enables internal network connections to pass through without interference

• Enables network redirection through multiple SOCKS servers

• Supports multiple authentication methods including SOCKS v4 Identification,
username/password, CHAP, and SSL 3.0. Other authentication modules can be added

• Supports 16-bit WinSock 1.1 applications under Windows 3.1 and Windows for
Workgroups 3.11

• Supports both 16- and 32-bit applications under Windows 95, Windows NT 3.51, and
Windows NT 4.0

• Provides automated installation and uninstallation

• WinSock interoperability tested at Stardust WinSock Labs

About This Document
The AutoSOCKS v2.1 Administration and User’s Guide provides basic information about
AutoSOCKS v2.1. It is designed to include entry-level data for non-technical users as well as
more advanced installation, setup, and configuration information for network administrators.
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