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1. Introduction
1.1 Summary of Contents of Docunent

This meno specifies the base architecture for |IPsec conpliant

systens. The goal of the architecture is to provide various security
services for traffic at the IP layer, in both the IPv4 and | Pv6
environnents. This docunment describes the goals of such systens,
their conponents and how they fit together with each other and into
the IP environnent. It also describes the security services offered
by the I Psec protocols, and how these services can be enployed in the
| P environnent. This docunent does not address all aspects of |Psec
architecture. Subsequent docunents will address additiona
architectural details of a nore advanced nature, e.g., use of |Psec
in NAT environments and nore conpl ete support for IP rmulticast. The
foll owi ng fundanmental conponents of the |Psec security architecture
are discussed in ternms of their underlying, required functionality.
Addi tional RFCs (see Section 1.3 for pointers to other docunents)
define the protocols in (a), (c), and (d).

a. Security Protocols -- Authentication Header (AH) and
Encapsul ati ng Security Payl oad (ESP)

b. Security Associations -- what they are and how t hey work,
how t hey are nmanaged, associ ated processing
c. Key Managenent -- nmanual and automatic (The |Internet Key

Exchange (IKE))
d. Algorithms for authentication and encryption

This docunent is not an overall Security Architecture for the
Internet; it addresses security only at the IP |ayer, provided
t hrough the use of a conbination of cryptographic and protoco
security nechani sns.

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMIVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [Bra97].

1.2 Audience
The target audience for this docunment includes inplenenters of this
| P security technol ogy and others interested in gaining a genera
background understanding of this system |n particular, prospective

users of this technology (end users or system administrators) are
part of the target audience. A glossary is provided as an appendi X
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to help fill in gaps in background/vocabul ary. This document assunes
that the reader is familiar with the Internet Protocol, related
net wor ki ng technol ogy, and general security ternms and concepts.

1.3 Rel ated Docunents

As nentioned above, other docunents provide detail ed definitions of
sone of the conponents of |Psec and of their inter-relationship.
They include RFCs on the follow ng topics:

a. "IP Security Docunent Roadmap" [TD®7] -- a docunent
provi di ng guidelines for specifications describing encryption
and authentication algorithns used in this system

b. security protocols -- RFCs describing the Authentication
Header (AH) [KA98a] and Encapsul ating Security Payl oad (ESP)
[ KA98b] protocol s.

c. algorithms for authentication and encryption -- a separate
RFC for each al gorithm

d. automatic key nanagenent -- RFCs on "The |nternet Key
Exchange (I KE)" [HC98], "Internet Security Association and

Key Managenent Protocol (ISAKWMP)" [MSST97]," The QAKLEY Key
Determ nation Protocol"” [OrnmB7], and "The Internet IP
Security Domain of Interpretation for |ISAKMP' [Pip98].

2. Design hjectives
2.1 Goal s/ vj ecti ves/ Requi renent s/ Probl em Descri ption

| Psec is designed to provide interoperable, high quality,

crypt ographi cal |l y-based security for IPv4 and I Pv6. The set of
security services offered includes access control, connectionless
integrity, data origin authentication, protection against replays (a
formof partial sequence integrity), confidentiality (encryption),
and limted traffic flow confidentiality. These services are
provided at the I P layer, offering protection for |IP and/or upper

| ayer protocols.

These objectives are net through the use of two traffic security
protocols, the Authentication Header (AH) and the Encapsul ating
Security Payload (ESP), and through the use of cryptographic key
managenent procedures and protocols. The set of |Psec protocols
enpl oyed in any context, and the ways in which they are enpl oyed,
will be determined by the security and systemrequirenents of users,
applications, and/or sites/organizations.

When t hese nechani sns are correctly inplenmented and depl oyed, they
ought not to adversely affect users, hosts, and other Internet
conponents that do not enploy these security nechanisns for
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protection of their traffic. These nechanisns al so are designed to
be al gorithmindependent. This nodularity pernits selection of
different sets of algorithnms without affecting the other parts of the
i npl ementation. For exanple, different user communities may sel ect
different sets of algorithnms (creating cliques) if required.

A standard set of default algorithms is specified to facilitate
interoperability in the global Internet. The use of these
algorithms, in conjunction with I Psec traffic protection and key
managenent protocols, is intended to permt system and application
devel opers to deploy high quality, Internet |ayer, cryptographic
security technol ogy.

2.2 Caveats and Assunptions

The suite of IPsec protocols and associated default algorithns are
designed to provide high quality security for Internet traffic.
However, the security offered by use of these protocols ultinately
depends on the quality of the their inplenentation, which is outside
the scope of this set of standards. Mreover, the security of a
conputer systemor network is a function of many factors, including
personnel , physical, procedural, conproni sing emanations, and
comput er security practices. Thus IPsec is only one part of an
overall system security architecture.

Finally, the security afforded by the use of IPsec is critically
dependent on nmany aspects of the operating environment in which the
| Psec inplenmentation executes. For exanple, defects in OS security,
poor quality of random nunber sources, sloppy system nmanagenent
protocols and practices, etc. can all degrade the security provided
by | Psec. As above, none of these environnental attributes are
within the scope of this or other |IPsec standards.

3. System Overvi ew

This section provides a high | evel description of how | Psec worKks,
the conponents of the system and how they fit together to provide
the security services noted above. The goal of this descriptionis
to enable the reader to "picture" the overall process/system see how
it fits into the IP environment, and to provide context for later
sections of this docunent, which describe each of the conponents in
nore detail.

An | Psec inplenentation operates in a host or a security gateway
environnment, affording protection to IP traffic. The protection
offered is based on requirenents defined by a Security Policy
Dat abase (SPD) established and naintained by a user or system
adm nistrator, or by an application operating within constraints
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