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VPN Technology) 

D59 Microsoft Corp., Understanding Point-to-Point Tunneling Protocol PPTP (1997) (printed from 1998 
PDC DVD-ROM). (Understanding PPTP, Microsoft Prior Art VPN Technology) -

D60 J. Mark Smith et.al., Protecting a Private Network: The AltaVista Firewall, Digital Technical Journal 
(1997). (Smith, AltaVista) 

D61 Naganand Doraswamy Implementation of Virtual Private Networks (VPNs) with IPSecurity, <draft-
ietf-ipsec-vpn-OO.txt> (March 12, 1997). (Doraswamy) 

D62 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 
(03/27/1997). (RFC 2543 Internet Draft 2) 

D63 Aventail Corp., "Aventail and Cybersafe to Provide Secure Authentication For Internet and Intranet 
Communication," Press Release, April3, 1997. (Secure Authentication, Aventail) 

D64 D. Wagner, et al. "Analysis of the SSL 3.0 Protocol," (April 15, 1997). (Analysis, UNDERLYING 
SECURITY TECHNOLOGIES) 

D65 Automotive Industry Action Group, "ANXO Certification Authority Service and Directory Service 
Definition for ANX Release 1 ," AIAG Telecommunications Project Team and Bellcore (May 9, 
1997). (AIAG Definition, ANX) 

D66 Automotive Industry Action Group, "ANXO Certification Process and ANX Registration Process 
Definition for ANX Release 1 ," AIAG Telecommunications Project Team and Bellcore (May 9, 
1997). (AIAG Certification, ANX) 

D67 Aventail Corp., "Aventail Announces the First VPN Solution to Assure lnteroperability Across 
Emerging Security Protocols," June 2, 1997.JFirst VPN, Aventail) 

D68 Syverson, et al. "Private Web Browsing," Naval Research Laboratory, Center for High 8 Assurance 
Computer Systems{June 2, 1997). (Syverson, Onion Routing) 

D69 Bellcore, "Metrics, Criteria, and Measurement Technique Requirements for ANX Release 1," AIAG 
Telecommunications Project Team and BellcoretJune 16, 1997). (AIAG Requirements, ANX) 

D70 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 
(07/31/1997). (RFC 2543 Internet Draft 3) 

D71 R. Atkinson, "Key Exchange Delegation Record for the DNS," Network Working Group, RFC 2230 
(November 1997). (RFC 2230, KX Records) 

D72 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 
(11/11/1997). (RFC 2543 Internet Draft 4) 

D73 1998 Microsoft Professional Developers Conference DVD ("1998 PDC DVD-ROM") (including 
screenshots captured there from and produced as MSFTVX 00018827-00018832). (Conference, 
Microsoft Prior Art VPN Technology) 

D74 Microsoft Corp., Virtual Private Networking An Overview (1998) (printed from 1998 PDC DVD-
ROM) (Overview, Microsoft Prior Art VPN Technology) 

D75 Microsoft Corp., Windows NT 5.0 Beta Has Public Premiere at Seattle Mini-Camp Seminar 
attendees get first look at the performance and capabilities of Windows NT 5.0 (1998) (available at 
http:l/www.microsoft.com/presspass/features/1998/10-19nt5.mspxpftrue). (NT Beta, Microsoft Prior 
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D77 Aventail Corp., "Aventail VPN V2.6 Includes Support for More Than Ten Authentication Methods 
Making Extranet VPN Development Secure and Simple," Press Release, January 19, 1998. {VPN 
V2.6, Aventail) 

D78 R. G. Moskowitz, "Network Address Translation Issues with IPsec," Internet Draft, Internet 
Engineering Task Force, February 6, 1998. (Moskowitz) 

D79 H. Schulzrinne, et al, "Internet Telephony Gateway Location," Proceedings of IEEE INfocom '98, 
The Conference on Computer Communications, Vol. 2 (March 29- April2, 1998). (Gateway, 
Schulzrinne) 

D80 C. Huitema, 45 al. "Simple Gateway Control Protocol," Version 1.0 (May 5, 1998). (SGCP) 
D81 DISA "Secret Internet Protocol Router Network," SIPRNET Program Management Office (D3113) 

DISN Networks, DISN Transmission Services (May 8, 1998). DISA, SIPRNET) 
D82 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 
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(06/17/1998). (RFC 2543 Internet Draft 6) 
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D85 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 
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D86 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 

(08/07/1998). (RFC 2543 Internet Draft 8) 
D87 Microsoft Corp., Company Focuses on Quality and Customer Feedback (August 18, 1998). (Focus, 
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D88 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 
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D89 Atkinson, et al. "Security Architecture for the Internet Protocol," Network Working Group, RFC 2401 

(November 1998). (RFC 2401, UNDERLYING SECURITY TECHNOLOGIES) 
D90 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 
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091 Donald Eastlake, Domain Name System Security Extensions, IETF DNS Security Working Group 

(December 1998). (DNSSEC-7) 
D92 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 

(12/15/1998). (RFC 2543 Internet Draft 11) 
D93 Aventail Corp., "Aventail Connect 3.1/2.6 Administrator's Guide," (1999). (Aventail Administrator 

3.1, Aventail) 
D94 Aventail Corp., "Aventail Connect 3.1/2.6 User's Guide," {1999). (Aventail User 3.1, Aventail) 
D95 Aventail Corp., "Aventail ExtraWeb Server v3.2 Administrator's Guide," (1999). (Aventail ExtraWeb 

3.2, Aventail) 
D96 Kaufman et al, "Implementing IPsec," (Copyright 1999). (Implementing IPSEC, VPN 

REFERENCES) 
D97 Network Solutions, Inc. "Enabling SSL," NSI Registry (1999). (Enabling SSL, UNDERLYING 

SECURITY TECHNOLOGIES) 
D98 Check Point Software TechnoloQies Ltd. (1999) (Check Point, Checkpoint FW) 
D99 Arnt Gulbrandsen & Paul Vixie, A DNS RR for specifying the location of services (DNS SRV),<dratt-

ietf-dnsind-frc2052bis-02.txt> (January 1999). (Gulbrandsen 99, DNS SRV) 
D100 C. Scott, et al. Virtual Private Networks, O'Reilly and Associates, Inc., 2nd ed. (Jan. 1999). Scott 

VPNs) 
D101 M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force, Internet Draft, 

(01/15/1999). (RFC 25431nternet Draft 12) 
D102 Goldschlag, et al., "Onion Routing for Anonymous and Private Internet Connections," Naval 

Research Laboratory, Center for High Assurance Computer Systems (January 28, 1999). 
(Goldschlag Ill, Onion Routing) 

D103 H. Schulzrinne, "Internet Telephony: architecture and protocols- an IETF perspective," Computer 
Networks, Vol. 31, No.3 (February 1999). {Telephony, Schulzrinne) 

0104 M. Handley, et al. "SIP: Session Initiation Protocol," Network Working Group, RFC 2543 and 
Internet Drafts (12/96-3/99). (Handley, RFC 2543) 

0105 FreeS/WAN Project, Linux FreeS/WAN Compatibility Guide (March 4, 1999). (FreeS/WAN 
Compatibility Guide, FreeS/WAN) 
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D106 Telcordia Technologies, "ANX Release 1 Document Corrections," AIAG (May 11, 1999). (Telcordia, 
ANX) 

D107 Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information with DNS 
<draft-eitf-cat-krb-dns-locate-oo.txt> (June 21, 1999). (Hornstein, DNS SRV) 

D108 Bhattacharya, et al., "An LDAP Schema for Configuration and Administration of IPSec Based Virtual 
Private Networks (VPNs)", IETF Internet Draft (October 1999). (Bhattcharya LDAP VPN) 

D109 B. Patel, et al. "DHCP Configuration of IPSEC Tunnel Mode," IPSEC Working Group, Internet Draft 
02 (1 0/15/1999). (Patel) 

D110 Goncalves, et al. Check Point FireWall-1 Administration Guide, McGraw-Hill Companies (2000). 
(Goncalves, Checkpoint FW) 

D111 "Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources," FirstVPN, (Jan 
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D112 Gulbrandsen, Vixie, & Esibov, A DNS RR for specifying the location of services (DNS SRV), IETF 
RFC 2782 (February 2000)._{RFC 2782, DNS SRV) 

D113 MITRE Organization, "Technical Description," Collaborative Operations in Joint Expeditionary Force 
Experiment (JEFX) 99 (February 2000). (MITRE, SIPRNET) 

D114 H. Schulzrinne, et al. "Application-Layer Mobility Using SIP," Mobile Computing and 
Communications Review, Vol. 4, No.3. pp. 47-57 (July 2000). (Application, SIP) 

D115 Kindred et al, "Dynamic VPN Communities: Implementation and Experience," DARPA Information 
Survivability Conference and Exposition II (June 2001 ). (DARPA, VPN SYSTEMS) 

D116 ANX 101: Basic ANX Service Outline. (Outline, ANX) 
D117 ANX 201: Advanced ANX Service. (Advanced, ANX) 
D118 Appendix A: Certificate Profile for ANX IPsec Certificates. (Appendix, ANX) 
D119 Assured Digital Products. (Assured Digital) 
D120 Aventail Corp., "Aventail AutoSOCKS the Client Key to Network Security," Aventail Corporation 

White Paper. (Network Security, Aventail) 
D121 Cindy Moran, "DISN Data Networks: Secret Internet Protocol Router Network (SIPRNet)." (Moran, 

SIPRNET) 
D122 Data Fellows F-Secure VPN+ (F-Secure VPN+) 
D123 "Interim Operational Systems Doctrine for the Remote Access Security Program (RASP) Secret 

Dial-In Solution. (RASP, SIPRNET) 
D124 Onion Routing, "Investigation of Route Selection Algorithms," available at http://www.onion-

router.net/Archives/Route/index.html. (Route Selection, Onion Routing) 
D125 Secure Computing, "Bullet-Proofing an Army Net," Washington Technology. (Secure, SIPRNET) 
D126 SPARTA "Dynamic Virtual Private Network." (Sparta, VPN SYSTEMS) 
D127 Standard Operation Procedure for Using the 1910 Secure Modems. (Standard, SIPRNET) 
D128 Publically available emails relating to FreeS/WAN (MSFTVX00018833-MSFTVX00019206). 

(FreeS/WAN emails, FreeS/WAN) 
D129 Kaufman et al., "Implementing IPsec," (Copyright 1999) (Implementing IPsec) 
D130 Network Associates Gauntlet Firewall For Unix User's Guide Version 5.0 (1999). (Gauntlet User's 

Guide- Unix, Firewall Products) 
D131 Network Associates Gauntlet Firewall For Windows NT Getting Started Guide Version 5.0 (1999) 

(Gauntlet Getting Started Guide- NT, Firewall Products) 
D132 Network Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999) (Gauntlet 

Unix Getting Started Guide, Firewall Products) 
D133 Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999) (Gauntlet Unix 

Release Notes, Firewall Products) 
D134 Network Associates Gauntlet Firewall For Windows NT Administrator's Guide Version 5.0 (1999) 

(Gauntlet NT Administrator's Guide, Firewall Products) 
D135 Trusted Information Systems, Inc. Gauntlet Internet Firewall Firewall-to-Firewall Encryption Guide 

Version 3.1 (1996) (Gauntlet Firewall-to-Firewall, Firewall Products) 
D136 Network Associates Gauntlet Firewall Global Virtual Private Network User's Guide for Windows NT 

Version 5.0 (1999) (Gauntlet NT GVPN, GVPN) 
D137 Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User's Guide 

Version 5.0 (1999) (Gauntlet Unix GVPN, GVPN) 
D138 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN) 
D139 Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred DVPN, 

DVPN) 
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D140 Dan Sterne eta/. TIS Dynamic Security Perimeter Research Project Demonstration (March 9, 1998) 
{Dynamic Security Perimeter, DVPN) 

D141 Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5, 2000) (Kindred 
DVPN Capability, DVPN) 11 

D142 October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTA00001712-1714, 1808-1811) 
(Turchi DVPN email, DVPN) 

D143 James Just & Dan Sterne Security Quickstart Task Update (February 5, 1997) (Security Quickstart, 
DVPN) 

D144 Virtual Private Network Demonstration dated March 21, 1998 (SPARTA00001844-54) (DVPN 
Demonstration, DVPN) 

0145 GTE lnternetworking & BBN Technologies DARPA Information Assurance Program Integrated 
Feasibilit Demonstration (IFD) 1. 1 Plan (March 10, 1998) (IFD 1.1, DVPN) 

D146 Microsoft Corp. Windows NT Server Product Documentation: Administration Guide - Connection 
Point Services, available at 
http://www.microsoft.com/technetlarchive/winntaslproddocs/inetconctservice/cpsops.mspx 
(Connection Point Services) (Although undated, this reference refers to the operation of prior art 
versions of Microsoft Windows. Accordingly, upon information and belief, this reference is prior art 
to the patents-in-suit.) 

D147 Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide - Connection 
Manager, available at 
http://www.microsoft.com/technetlarchive/winntaslproddocs/inetconctservice/cmak.mspx 
(Connection Manager) (Although undated, this reference refers to the operation of prior art versions 
of Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief, this 
reference is prior art to the patents-in-suit.) 

D148 Microsoft Corp. Autodial Heuristics, available at http://support.microsoft.com/kb/164249 (Autodial 
Heuristics) (Although undated, this reference refers to the operation of prior art versions of 
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief, this 
reference is prior art to the patents-in-suit.) 

D149 Microsoft Corp., Cariplo: Distributed Component Object Model, (1996) available at 
http://msdn2.microsoft.com/en-usllibrary/ms809332(printer).aspx (Cariplo I) 

D150 Marc Levy, COM Internet Services (Apr. 23, 1999), available at http://msdn2.microsoft.com/en-
usllibrary/ms809302(printer).aspx (Levy) 

D151 Markus Horstmann and Mary Kirtland, DCOM Architecture (July 23, 1997), available at 
http://msdn2.microsoft.comlen-usllibrarylms809311 (printer).aspx (Horstmann) 

D152 Microsoft Corp., DCOM: A Business Overview (Apr. 1997), available at 
http://msdn2.microsoft.com/en-usllibrary/ms809320(printer).aspx (DCOM Business Overview I) 

D153 Microsoft Corp., DCOM Technical Overview (Nov. 1996), available at 
http://msdn2.microsoft.com/en-us/library/ms809340(printer).aspx (DCOM Technical Overview I) 

D154 Microsoft Corp., DCOM Architecture White Paper (1998) available in PDC DVD-ROM (DCOM 
Architecture) 

D155 Microsoft Corp, DCOM -The Distributed Component Object Model, A Business Overview White 
Paper (Microsoft 1997) available in PDC DVD-ROM (DCOM Business Overview II) 

D156 Microsoft Corp., DCOM- Cariplo Home Banking Over The Internet White Paper Microsoft 1996) 
available in PDC DVD-ROM (Cariplo II) 

D157 Microsoft Corp., OCOM Solutions in Action White Paper (Microsoft 1996) available in PDC DVD-
ROM (DCOM Solutions in Action) 

D158 Microsoft Corp., DCOM Technical Overview White Paper (Microsoft 1996) available 12 in PDC 
DVD-ROM {DCOM Technical Overview II) 

D159 125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at 
http://msdn2 .m icrosoft.com/en-usllibrary/ms81 0277 ( printer).aspx (Suhy) 

D160 126. Aaron Skonnard, Essential Win/net 313-423 (Addison Wesley Longman 1998) (Essential 
Winlnet) 

D161 Microsoft Corp. Installing, Configuring, and Using PPTP with Microsoft Clients and Servers, (1998) 
available at http://msdn2.microsoft.com/enus/library/ms811078(printer).aspx (Using PPTP) 

D162 Microsoft Corp., Internet Connection Services for MS RAS, Standard Edition, 
http://www.microsoft.com/techneUarchive/winntas/proddocslinetconctservice/bcgstart.mspx 
(Internet Connection Services I) 
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0163 Microsoft Corp., Internet Connection Services for RAS, Commercial Edition, available at 
http://www.microsoft.com/techneUarchive/winntas/proddocs/inetconctservice/bcgstrtc.mspx 
(Internet Connection Services II) 

0164 Microsoft Corp., Internet Explorer 5 Corporate Deployment Guide- Appendix B: Enabling 
Connections with the Connection Manager Administration Kit, available at 
http://www.microsoft.com/techneUprodtechnolfiefdeploy/deploy5/appendb.mspx (IE5 Corporate 
Development) 

0165 Mark Minasi, Mastering Windows NT Server 4 1359-1442 (6th ed., January 15, 1999) (Mastering 
Windows NT Server) 

0166 Hands On, Self-Paced Training for Supporting Version 4.0 371-473 (Microsoft Press 1998) (Hands 
On) 

0167 Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at 
http://www.microsoft.com/techneUarchive/winntasfmaintain/featusability/pptpwp3.mspx (MS PPTP) 

0168 Kenneth Gregg, eta/., Microsoft Windows NT Server Administrator's Bible 173-206, 883-911, 974-
1076 (lOG Books Worldwide 1999) (Gregg) 

0169 Microsoft Corp., Remote Access (Windows), available at 
http://msdn2.microsoft.com/enus/library/bb545687(VS.85.printer).aspx (Remote Access) 

0170 Microsoft Corp., Understanding PPTP (Windows NT 4.0), available at 
http://www.microsoft.com/techneUarchive/winntasfplan/pptpudst.mspx (Understanding PPTP NT 4) 
(Although undated, this reference refers to the operation of prior art versions of Microsoft Windows 
such as Windows NT 4.0. Accordingly, upon information and belief, this reference is prior art to the 
Qatents-in-suit.) 

0171 Microsoft Corp., Windows NT 4.0: Virtual Private Networking, available at 
http://www.microsoft.com/techneUarchive/winntasfdeployfconfeaUvpntwk.mspx (NT4 VPN) 
(Although undated, this reference refers to the operation of prior art versions of Microsoft Windows 
such as Windows NT 4.0. Accordingly, upon information and belief, this reference is prior art to the 
patents-in-suit.} 

0172 Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299-399 (IDG 
Books Worldwide 1998) (Network Plumbing) 

0173 Microsoft Corp., Chapter 1 - Introduction to Windows NT Routing with Routing and Remote Access 
Service, available at 
http://www.microsoft.com/techneUarchive/winntasfproddocs/rras40/rraschOI.mspx (Intra to RRAS) 
(Although undated, this reference refers to the operation of prior art versions of Microsoft Windows 
such as Windows NT 4.0. Accordingly, upon information and belief, this reference is prior art to the 
patents-in-suit.} 13 

0174 Microsoft Corp., Windows NT Server Product Documentation: Chapter 5 - Planning for Large-Scale 
Configurations, available at 
http://www.microsoft.com/techneUarchive/winntas/proddocs/rras40/rrasch05.mspx (Large-Scale 
Configurations) (Although undated, this reference refers to the operation of prior art versions of 
Microsoft Windows such as Windows NT 4.0. Accordingly, upon information and belief, this 
reference is prior art to the patents-in-suit.) 

0175 F-Secure, F-Secure NameSurfer(May 1999) (from FSECURE 00000003) (NameSurfer 3) 
0176 F-Secure, F-Secure VPN Administrator's Guide (May 1999) (from FSECURE 00000003) F-Secure 

VPN 3} 
0177 F-Secure, F-Secure SSH User's & Administrator's Guide (May 1999) (from FSECURE 00000003) 

(SSH Guide 3) 
0178 F-Secure, F-Secure SSH2.0 for Windows NT and 95 (May 1999} (from FSECURE 00000003) (SSH 

2.0 Guide 3) 
0179 F-Secure, F-Secure VPN+ Administrator's Guide (May 1999) (from FSECURE 00000003} (VPN+ 

Guide 3) 
0180 F-Secure, F-Secure VPN+ 4. 1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6) 
0181 F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F-Secure SSH 6) 
0182 F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE 00000006) (F-

Secure SSH 2.0 Guide 6J 
0183 F-Secure, F-Secure SSH User's & Administrator's Guide (Sept. 1998) (from FSECURE 00000009) 

(SSH Guide 9) 
0184 F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE 00000009) (F-

Secure SSH 2.0 Guide 9) 
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D185 F-Secure, F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9) 
D186 F-Secure, F-Secure Management Tools, Administrator's Guide (1999) (from FSECURE 00000003) 

(F-Secure Management Tools) 
D187 F-Secure, F-Secure Desktop, User's Guide (1997) (from FSECURE 00000009) (FSecure Desktop 

User's Guide) 
D188 SafeNet, Inc., VPN Policy Manager (January 2000) (VPN Policy Manager) 
D189 F-Secure, F-Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009) (FSecure 

VPN+) 
D190 IRE, Inc., SafeNet/Security Center Technical Reference Addendum (June 22, 1999) (Safenet 

Addendum) 
D191 IRE, Inc., System Description for VPN Policy Manager and SafeNet!SoftPK (March 30, 2000) (VPN 

Policy Manager System Description) 
D192 IRE, Inc., About SafeNet I VPN Policy Manager (1999) (About Safenet VPN Policy Manager) 
D193 Trusted Information Systems, Inc., Gauntlet Internet Firewall, Firewall Product Functional Summary 

July 22, 1996) (Gauntlet Functional Summary) 
D194 Trusted Information Systems, Inc., Running the Gauntlet Internet Firewall, An Administrator's Guide 

to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet Internet Firewall) 
D195 Ted Harwood, Windows NT Terminal Server and Citrix Metaframe (New Riders 1999) (Windows NT 

Harwood) 79 
D196 Todd W. Mathers and Shawn P. Genoway, Windows NT Thing Client Solutions: Implementing 

Terminal Server and Citrix MetaFrame (Macmillan Technical Publishing 1999) (Windows NT 
Mathers) 

D197 Bernard Aboba et al., Securing L2TP using IPSEC (February 2, 1999) 
D198 156. Finding Your Way Through the VPN Maze (1999) ("PGP") 
D199 Linux FreeS/WAN Overview (1999) (Linux FreeS/WAN Overview) 
D200 TimeStep, The Business Case for Secure VPNs (1998) ("TimeStep") 
D201 WatchGuard Technologies, Inc., WatchGuard UveSecurity for MSS Powerpoint (Feb. 14 2000) 
D202 WatchGuard Technologies, Inc., MSS Version 2.5, Add-On for WatchGuard SOHO Releaser Notes 

(July 21, 2000) 
D203 WatchGuard Technologies, Inc., MSS Firewall Specifications (1999) 
D204 WatchGuard Technologies, Inc., Request for Information, Security Services (2000) 
D205 WatchGuard Technologies, Inc., Protecting the Internet Distributed Enterprise, White Paper 

(February 2000) . 
D206 Air Force Research Laboratory, Statement of Work for Information Assurance System Architecture 

and Integration, PR No. N-8-6106 (Contract No. F30602-98-C-0012) (January 29, 1998) 
D207 Technologies, Inc., WatchGuard Firebox System Powerpoint (2000) 
D208 GTE lnternetworking & BBN Technologies DARPA Information Assurance Program Integrated 

Feasibility Demonstration 1FD 1.2 Report, Rev. 1.0 (September 21, 1998) 
D209 BBN Information Assurance Contract, TIS Labs Monthly Status Report (March 16-April 30, 1998) 
D210 DARPA, Dynamic Virtual Private Network (VPN) Powerpoint 
D211 GTE lnternetworking, Contractor's Program Progress Report (March 16-April30, 1998) 
0212 Darrell Kindred, Dynamic Virtual Private Networks (DVPN) Countermeasure Characterization 

(January30,2001) 
0213 Virtual Private Networking Countermeasure Characterization (March 30, 2000) 
0214 Virtual Private Network Demonstration (March 21, 1998) 
0215 Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and Integrated Security 

Management (2000) · 
D216 Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000 
D217 NAI Labs, /FE 3.1 Integration Demo (2000) 
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D427 Exhibit 114, Intra Port System 1 vs. Claims of the '180 Patenf 

D428 Exhibit 115, Intra Port System 1 vs. Claims of the '211 Patenf 

D429 Exhibit 116, Intra Port System 1 vs. Claims of the '504 Patenf 

D430 Exhibit 117, Intra Port System 1 vs. Claims of the '759 Patenf 

D431 Exhibit 118, Altiga VPN System 1 vs. Claims of the '135 Patenf 

D432 Exhibit 119, Altiga VPN System 1 vs. Claims of the '151 Patenf 

D433 Exhibit 120, Altiga VPN System 1 vs. Claims of the '180 Patenf 

D434 Exhibit 121, Altiga VPN System 1 vs. Claims of the '211 Patenf 

D435 Exhibit 122, Altiga VPN System 1 vs. Claims of the '504 Patenf 

D436 Exhibit 123, Altiga VPN System 1 vs. Claims of the '759 Patenf 

D437 Exhibit 124, Kiuchi 1 vs. Claims of the '135 Patenf 

D438 Exhibit 125, Kiuchi 1 vs. Claims of the '151 Patenf 

D439 Exhibit 126, Kiuchi1 vs. Claims of the '180 Patenf 

D440 Exhibit 127, Kiuchi1 vs. Claims of the '211 Patenf 

D441 Exhibit 128, Kiuchi1 vs. Claims of the '504 Patenf 

D442 Exhibit 129, Kiuchi 1 vs. Claims of the '759 Patenf 

D443 Exhibit 130, Overview of Access VPNs and Tunneling Technologies ("Overview")1 vs. Claims of the 
'135 Patenf 

D444 Exhibit 131, Overview of Access VPNs and Tunneling Technologies ("Overview")1 vs. Claims of the 
'151 Patenf 

D445 Exhibit 132, Overview of Access VPNs and Tunneling Technologies ("Overview") 1 vs. Claims of the 
'180 Patenf 

D446 Exhibit 133~ Overview of Access VPNs and Tunneling Technologies ("Overview")1 vs. Claims of the 
'211 Paten 

D447 Exhibit 134, Overview of Access VPNs and Tunneling Technologies ("Overview")1 vs. Claims of the 
'504 Patenf 

D448 Exhibit 135, Overview1 vs. Claims of the '759 Patenf 

D449 Exhibit 136, RFC 2401 1 vs. Claims of the '759 Patenf 
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D450 Exhibit 137, Schulzrinne1 vs. Claims of the '135 Patent 

D451 Exhibit 138, Schulzrinne1 vs. Claims of the '151 Patent 

D452 Exhibit 139, Schulzrinne 1 vs. Claims of the '180 Patent 

D453 Exhibit 140, Schulzrinne 1 vs. Claims of the '211 Patent 

D454 Exhibit 141, Schulzrinne 1 vs. Claims of the '504 Patent 

D455 Exhibit 142, Schulzrinne 1 vs. Claims of the '759 Patent 

D456 Exhibit 143, Solana1 vs. Claims of the '135 Patent 

D457 Exhibit 144, Solana1 vs. Claims of the '151 Patent 

0458 Exhibit 145, Solana1 vs. Claims of the '180 Patent 

0459 Exhibit 146, Solana1 vs. Claims of the '211 Patent 

0460 Exhibit 147, Solana 1 vs. Claims of the '504 Patent 

0461 Exhibit 148, Solana 1 vs. Claims of the '759 Patent 

0462 Exhibit 149, Atkinson1 vs. Claims of the '135 Patent 

0463 Exhibit 150, Atkinson 1 vs. Claims of the '151 Patent 

0464 Exhibit 151, Atkinson 1 vs. Claims of the '180 Patent 

D465 Exhibit 152, Atkinson 1 vs. Claims of the '211 Patent 

D466 Exhibit 153, Atkinson 1 vs. Claims of the '504 Patent 

0467 Exhibit 154, Atkinson 1 vs. Claims of the '759 Patent 

0468 Exhibit 155, Marino 1 vs. Claims of the '135 Patent 

D469 Exhibit 156, Marino1 vs. Claims of the '151 Patent 

D470 Exhibit 157, Marino1 vs. Claims of the '180 Patent 

D471 Exhibit 158, Marino 1 vs. Claims of the '211 Patent 

0472 Exhibit 159, Marino 1 vs. Claims of the '504 Patent 

D473 Exhibit 160, Marino 1 vs. Claims of the '759 Patent 

D474 Exhibit 161, Aziz ('646) 1 vs. Claims of the '759 Patent 
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D476 Exhibit 163, Wesinger1 vs. Claims of the '151 Patenf 

D477 Exhibit 164, Wesinger1 vs. Claims of the '180 Patenf 

D478 Exhibit 165, Wesinger1 vs. Claims of the '211 Patenf 

D479 Exhibit 166, Wesinger1 vs. Claims of the '504 Patenf 

D480 Exhibit 167, Wesinger1 vs. Claims of the '759 Patenf 

D481 Exhibit 168, Aziz ('234)1 vs. Claims of the '135 Patenf! 

D482 Exhibit 169, Aziz ('234)1 ~s. Claims of the '151 Patenr 

D483 Exhibit 170, Aziz ('234)1 vs. Claims of the '180 Patenf! 

D484 Exhibit 171, Aziz ('234)1 vs. Claims of the '211 Patenf! 

D485 Exhibit 172, Aziz ('234)1 vs. Claims of the '504 Patenr 

D486 Exhibit 173, Aziz ('234) 1 vs. Claims of the '759 Patenf 

D487 Exhibit 17 4, Schneider1 vs. Claims of the '759 Patenf 

D488 Exhibit 175, Valencia1 vs. Claims of the '135 Patenf 

D489 Exhibit 176, Valencia 1 vs. Claims of the '151 Patenr 

D490 Exhibit 177, Valencia 1 vs. Claims of the '180 Patenf! 

D491 Exhibit 178, Valencia 1 vs. Claims of the '211 Patenf 

D492 Exhibit 179, Valencia 1 vs. Claims of the '504 Patenr 

D493 Exhibit 180, RFC 2401 in Combination with U.S. Patent No. 6,496,8671 vs. Claims of the '180 
Patenf 

D494 Exhibit 181 , Davison 1 vs. Claims of the '135 Patenf! 

D495 Exhibit 182, Davison 1 vs. Claims of the '151 Patenf! 

D496 Exhibit 183, Davison 1 vs. Claims of the '180 Patenr 

D497 Exhibit 184, Davison 1 vs. Claims of the '211 Patenf 

D498 Exhibit 185, Davison 1 vs. Claims of the '504 Patenr 

D499 Exhibit 186, Davison 1 vs. Claims of the '759 Patenf! 

D500 Exhibit 187, AutoSOCKS v2.1 1 vs. Claims of the '135 Patenr 
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D502 Exhibit 189, Auto SOCKS v2.1 Administrator's Guide 1 vs. Claims of the '180 Patenf 

D503 Exhibit 190, AutoSOCKS1 vs. Claims of the '759 Patenf 

D504 Exhibit 191, Aventail Connect 3.01/2.51 1 vs. Claims of the '135 Patenf 

D505 Exhibit 192, Aventail Connect v3.01/2.51 1 vs. Claims of the '151 Patenf 

D506 Exhibit 193, Aventail Connect 3.01/2.51 1 vs. Claims of the '180 Patenf 

D507 Exhibit 194, Aventail Connect 3.01/2.51 1 vs. Claims of the '759 Patenf 

D508 Exhibit 195, Aventail Connect 3.1/2.6 Administrator's Guide1 vs. Claims of the '135 Patenf 

D509 Exhibit 196, Aventail Connect 3.1/2.6 Administrator's Guide1 vs. Claims of the '151 Patenf 

D510 Exhibit 197, Aventail Connect 3.1/2.61 vs. Claims of the '180 Patenf 

D511 Exhibit 198, Aventail Connect 3.1/2.61 vs. Claims of the '759 Patenf 

D512 Exhibit 199, BinGO! User's User's Guide/Extended Features Reference1 vs. Claims of the '151 
Patenf 

0513 Exhibit 200, BinGO! User's User's Guide/Extended Features Reference1 vs. Claims of the '135 
Patenf 

D514 Exhibit 201, BinGO! vs. Claims of the '180 Patenf 

D515 Exhibit 202, BinGO! vs. Claims of the '759 Patenf 

D516 Exhibit 203, Broadband Forum Technical Report TR-025 (Issue 1.0/5.0)1 vs. Claims of the '135 
Patenf 

D517 Exhibit 204, Domain Name System (DNS) Security 1 vs. Claims of the '211 Patenf 

D518 Exhibit 205, Domain Name System (DNS) Security1 vs. Claims of the '504 Patenf 

D519 Exhibit 206, RFC 2230, Key Exchange Delegation Record for the DNS1 vs. Claims of the '211 
Patenf 

D520 Exhibit 207, RFC 2230, Key Exchange Delegation Record for the DNS1 vs. Claims of the '504 
Patenf 

D521 Exhibit 208, RFC 2538, Storing Certificates in the Domain Name System (DNS) 1 vs. Claims of the 
'211 Patenf 

D522 Exhibit 209, RFC 2538, Storing Certificates in the Domain Name System (DNS) 1 vs. Claims of the 
'504 Patenf 

D523 Exhibit 210, IETF RFC 2065: Domain Name System Security Extensions; Published January 199i 
vs. Claims of the '504 Patenf 
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D524 Exhibit 211, IETF RFC 2065: Domain Name System Security Extensions; Published January 199i 
vs. Claims of the '211 Patent 

D525 Exhibit 212, RFC 2486, RFC 2661, RFC 2401, and Internet-Draft, "Secure Remote Access with 
L2TP"1 vs. Claims of the '135 Patenf 

D526 Exhibit 213, U.S. Patent No. 7,100,195 in Combination with RFC 2401 and U.S. Patent No. 
6,496,86i vs. Claims of the '135 Patent 

D527 Exhibit 214, U.S. Patent No. 7,100,195 in Combination with RFC 2401 and U.S. Patent No. 
6,496,8671 vs. Claims of the '151 Patent 

D528 Exhibit 215, U.S. Patent No. 6,643,701 1 vs. Claims of the '135 Patent 

D529 Exhibit 216, U.S. Patent No. 6,643, 701 1 vs. Claims of the '151 Patent 

D530 Exhibit 217, U.S. Patent No. 6,496,867 in Combination with RFC 2401 1 vs. Claims of the '151 
Patent 

D531 Exhibit 218, U.S. Patent No. 6,496,867 in Combination with RFC 2401 1 vs. Claims of the '135 
Patent 

D532 Exhibit 219, U.S. Patent No. 6,496,86i vs. Claims of the '211 Patent 

D533 Exhibit 220, U.S. Patent No. 6,496,86i vs. Claims of the '504 Patent 

D534 Exhibit 221, RFC 2486, RFC 2661, RFC 2401, and Internet-Draft, "Secure Remote Access with 
L2TP"1 vs. Claims of the '151 Patent 

D535 Exhibit 222, U.S. Patent No. 6,557,0371 vs. Claims of the '211 Patent 

D536 Exhibit 223, U.S. Patent No. 6,557,03i vs. Claims of the '504 Patent 

D537 Exhibit 224, RFC 2230, Key Exchange Delegation Record for the DNS1 vs. Claims of the '135 
Patent 

D538 Exhibit 225, RFC 2230, Key Exchange Delegation Record for the DNS1 vs. Claims of the '151 
Patent 

D539 Exhibit Cisco-1, Cisco's Prior Art Systems1 vs. Claims of the '135 Patent 

D540 Exhibit Cisco-2, Cisco's Prior Art Systems 1 vs. Claims of the '151 Patent 

D541 Exhibit Cisco-3, Cisco's Prior Art Systems 1 vs. Claims of the '180 Patent 

D542 Exhibit Cisco-4, Cisco's Prior Art Systems 1 vs. Claims of the '211 Patent 

D543 Exhibit Cisco-5, Cisco's Prior Art Systems 1 vs. Claims of the '504 Patent 

D544 Exhibit Cisco-6, Cisco's Prior Art Systems 1 vs. Claims of the '759 Patent 

D545 Exhibit Cisco-7, Cisco's Prior Art PIX System 1 vs. Claims of the '759 Patent 
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D546 Exhibit A: Copy of U.S. Patent No. 6,502,135 

D547 ExhibitA: CopyofU.S. Patent No. 7,490,151 

D548 Exhibit B: Certificate of Service to Request For Inter Partes Reexamination Under 35 U.S.C. § 311 
(Patent No. 6,502,135) 

D549 Exhibit B: Certificate of Service to Request For Inter Partes Reexamination Under 35 U.S.C. § 311 
(Patent No. 7,490,151) 

D550 Exhibit B-1: File History of U.S. Patent 6,502,135 

D551 Exhibit B-2: Reexamination Record No. 95/001,269 

D552 Exhibit C1: Claim Chart- Aventail Connect v3.1 (Patent No. 6,502,135) 

D553 Exhibit C2: Claim Chart Aventail Connect V3.01 (Patent No. 6,502,135) 

D554 Exhibit C-1: Copy of U.S. Patent No. 7,010,604 

D555 Exhibit C2: Claim Chart Aventail Autosocks (Patent No. 7,490,151) 

D556 Exhibit C1: Claim Chart Aventail Connect v3.01 (Patent No. 7,490,151) 

D557 Exhibit C-2: Provisional Application 60/106,261 

D558 Exhibit C3: Claim Chart Aventail AutoSOCKS (Patent No. 6,502,135) 

D559 Exhibit C3: Claim Chart BinGO (Patent No. 7,490,151) 

D560 Exhibit C-3: Provisional Application 60/137,704 

D561 Exhibit C4: Claim Chart Wang (Patent No. 6,502,135) 

D562 Exhibit C4: Claim Chart Beser (Patent No. 7,490,151) 

D563 Exhibit C5: Claim Chart Beser (Patent No. 6,502,135) 

D564 Exhibit C5: Claim Chart Wang (Patent No. 7,490,151) 

D565 Exhibit C6: Claim Chart BinGO (Patent No. 6,502,135) 

D566 Exhibit D: Memorandum Opinion in VirnetX v. Microsoft. 

D567 Exhibit D-1: Takahiro Kiuchi and Shigekoto Kaihara, "C-HTIP- The Development of a Secure, 
Closed HPPT-Based Network on the Internet," Published in the Proceedings of SNDSS 1996. 

D568 Exhibit D-10: D.E. Denning and G.M. Sacco, "Time-stamps in Key Distribution Protocols," 
Communications of the ACM, Vol. 24, N.8, pp. 533-536. August 1981. 

D569 Exhibit D-11: C.l. Dalton and J.F. Griffin, "Applying Military Grade Security to the Internet," 
Proceedings of the 8th Joint European Networking Conference (JENC 8), (May 12-15 1997). 
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D570 Exhibit D-12: Steven M. Bellovin and Michael Merritt, "Encrypted Key Exchange: Password-Based 
protocols Secure against Dictionary Attacks," 1992 IEEE Symposium on Security and Privacy 
(1992). 

D571 Exhibit D-2: Copy of U.S. Pat. No. 5,898,830 

D572 Exhibit D-3: Eduardo Solana and Jurgen Harms, "Flexible Internet Secure Transactions Based on 
Collaborative Domains,", Security Protocols Workshop 1997, pp. 37-51. 

D573 Exhibit D-4: Copy of U.S. Pat. No. 6,119,234 

D574 Exhibit D-5: Jeff Sedayao, "'Mosaic Will Kill My Network!'- Studying Network Traffic Patterns of 
Mosaic Use," in Electron. Proc. 2nd World Wide Web Conf.'94: Mosaic and the Web, Chicago, IL, 
Oct. 1994. 

D575 Exhibit D-6: M. Luby Juels and R. Ostrovsky, "Security of Blind Digital Signatures," Crypto '97, 
LNCS 1294, pages 150-164, Springer-Verlag, Berlin, 1997. 

D576 Exhibit D-8: David M. Martin, "A Framework for Local Anonymity in the Internet," Technical Report. 
Boston University, Boston, MA, USA (Feb 21, 1998). 

D577 Exhibit D-9: Copy of U.S. Pat. No. 7,764,231 

D578 Exhibit E-1: Claim Charts Applying Kiuchi and Other References to Claims of the '135 Patent. 

D579 Exhibit E1: Declaration of Chris Hopen (Patent No. 6,502,135) 

D580 Exhibit E1: Declaration of Chris Hopen (Patent No. 7,490,151) 

D581 Exhibit E-2: Claim Charts Applying Wesinger and Other References to Claims of the '135 Patent. 

D582 Exhibit E2: Declaration of Michael Fratto (Patent No. 6,502,135) 

D583 Exhibit E2: Declaration of Michael Fratto (Patent No. 7,490,151) 

D584 Exhibit E-3: Claim Charts Applying Solana and Other References to Claims of the '135 Patent. 

D585 Exhibit E3: Declaration of James Chester (Patent No. 6,502,135) 

D586 Exhibit E3: Declaration of James Chester (Patent No. 7,490,151) 

D587 Exhibit E-4: Claim Charts Applying Aziz and Other References to Claims of the '135 Patent. 

D588 Exhibit X1: Aventail Connect Administrator's Guide v3.1/v2.6., PP 1-20 (1996-1999) 

D589 Exhibit X10: Copy of U.S. Patent No. 4,885,778 

D590 Exhibit X11: Copy of U.S. Patent No. 6,615,357 

D591 Exhibit X2: Aventail Connect Administrator's Guide v3.01/v2.51., PP 1-116 (1996-1999) 

D592 Exhibit X3: Aventail AutoSOCKS Administration & User's Guide v2.1., PP 1-70 (1996-1999) 

D593 Exhibit X4: Reed et al., "Proxies for Anonymous Routine," 12th Annuary Computer Security 
Applications Conference, San Diego, CA. December-9-13, pp 1-10 (1996). 
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D594 Exhibit X5: Wang, The Broadband Forum Technical Report, "TR-025- Core Network Architecture 
Recommendations for Access to Legacy Data Networks over ADSL," Issue 1.0; pp. 1-24 , v1.0 
(1999). 

D595 Exhibit X6: Copy of U.S. Patent No. 6,496,867 

D596 Exhibit X7: BinGO! User's Guide Incorporating by Reference BinGO! Extended Feature Reference. 

D597 Exhibit X7: Kent et al., "Security Architecture for the Internet Protocol, " Network Working Group 
Request for Comments (RFC) 2401, pp 1-70 {1998). 

D598 Exhibit X8: Copy of U.S. Patent No. 6,182,141 

D599 Exhibit X9: BinGO! User's Guide v1.6 {1999). 

D600 Exhibit Y1: Aventail Extra net Server 3.0 Administrator's Guide. 

D601 Exhibit Y1 0: Hanks, S., et al., RFC1701, "Generic Routing Encapsulation (GRE)," 1994, Is 
Accessbile at http://www.ietf.org/rfc/rfc1701.txt. 

D602 Exhibit Y10: Socolofsky, T. et al., RFC 1180, "A TCP/IP Tutorial," January 1991. 

D603 Exhibit Y11: Simpson, W., editor, RFC 1661, "The Point-to-Point Protocol (PPP)," July 1994. 

D604 Exhibit Y11: Simpson, W., RFC1994, "PPP Challenge Handshake Authentication Protocol (CHAP)," 
1996, http://www.ietf.org/rdc/rfc1994.txt. 

D605 Exhibit Y12: Meyer, G., RFC 1968, "The PPP Encryption Control Protocol (ECP)," June 1996. 

D606 Exhibit Y12: Perkins, D., RFC1171, "The Point-To-Point Protocol for the Transmission of Multi-
Protocol Datagrams over Point-To-Point Links," 1990, Is Accessible at 
http://www.ietf.org/rfc/rfc1171.txt. 

D607 Exhibit Y13: Kummert, H., RFC 2420, "The PPP Triple-DES Encryption Protocol (3DESE)," 
September, 1998. 

D608 Exhibit Y14: Townsley, W.M., et al., RFC 2661, "Layer Two Tunneling Protocol 'L2TP'," August 
1999. 

D609 Exhibit Y15: Pall, G.S., RFC 2118, "Microsoft Point-To-Point Encryption (MPPE) Protocol," March 
1997. 

D610 Exhibit Y16: Gross, G., et al., RFC 2364, "PPP Over AAL5," July 1998. 

D611 Exhibit Y17: Srisuresh, P., RFC 2663, "IP Network Address Translator (NAT) Terminology and 
Considerations," August 1999. 

D612 Exhibit Y18: Heinanen, J., RFC 1483, "Multiprotocol Encapsulation over ATM Adaptation Layer 5," 
July 1993. 

D613 Exhibit Y2: Goldschlag et al., "Hiding Routing Information" (1996). 

D614 Exhibit Y3: Copy of U.S. Patent No. 5,950,519 

D615 Exhibit Y4: Ferguson, P. and Huston, G., "What Is a VPN", The Internet Protocol Journal, Vol1., 
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November 1987 ("RFC1035"). 

D618 Exhibit Y8: Fielding, R., et al., RFC 2068, "Hypertext Transfer Protocol- HTIP/1.1 ,"January 1997. 

D619 Exhibit Y8: Woodburn, R.A., et al., RFC1241, "A Scheme for an Internet Encapsulation Protocol: 
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D624 Request for Inter Partes Reexamination (Patent No. 6,502,135) 
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D627 Request for Inter Partes Reexamination Under 35 U.S.C. § 311 (Patent No. 6,502,135) 

D628 Request for Inter Partes Reexamination Under 35 U.S.C. § 311 (Patent No. 7,490,151) 

D629 Transmittal Letter (Patent No. 6,502,135) 

D630 Transmittal Letter (Patent No. 7,490,151) 

D631 Joint Claim Construction and Prehearing Statement 

D632 Exhibit A: Agreed Upon Terms; P.R. 4-3 Joint Claims Construction and Prehearing Statement 
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D637 Exhibit B-4; VirnetX, Inc. v. Microsoft Corp., Case No. 6:07-cv-80, Microsoft's Motion for Partial 
Summary Judgment of Invalidity of U.S. Patent No. 6,839,759 (E.D. Tex. Dec. 18, 2009) 

D638 Exhibit D-2; Kent et al., "Security Architecture for the Internet Protocol," Internet Engineering Task 
Force, Internet Draft, (Feb. 1998) 
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Applications on a Computer on an as needed basis, Filed on October 28, 1996 and Issued 
September 28, 1999 

D641 Exhibit D-8; Barlow; U.S. Patent 5,204,961 to Barlow, "Computer Network Operating with Multilevel 
Hierarchical Security with Selectable Common Trust Realms and Corresponding Security 
Protocols," Filed on June 25, 1990 and Issued April20, 1993 

D642 Exhibit D-12; RFC 1122, Braden, "Requirements for Internet Hosts -Communication Layers," RFC 
1122 (Oct. 1989) 

D643 Exhibit D-13; RFC 791; Information Sciences Institute, "Internet Protocol," DARPA Internet Program 
Specification RFC 791 (Sept. 1981) 

D644 Exhibit D-14; Caronni et al., "SKIP- Securing the Internet," 5th International Workshops on 
Enabling Technologies: Infrastructure for Collaborative Enterprises (WET ICE '96) (June 19-21, 
1996) 

D645 Exhibit D-15; Maughan et al., "Internet Security Association and Key Management Protocol 
(ISAKMP), " IPSEC Work Group Draft (July 26, 1997) 

D646 Exhibit E~1; Claim Charts Applying Kiuchi as a Primary Reference to the '759 Patent. 

D647 Exhibit E-2; Claim Charts Applying Kent as a Primary Reference to the '759 Patent 

D648 Exhibit E-3; Claim Charts Applying Aziz as a Primary Reference to the '759 Patent 

D649 Exhibit E-4; Claim Charts Applying Kent in view of Caronni as a Primary Combination of References 
to the '759 Patent 

D650 Exhibit D-5; Edwards et al., "High Security Web Servers and Gateways," Computer Networks and 
ISDN System 29, pages 927-938 (Sept. 1997) 

D651 Exhibit D-10; Lee et al., "Hypertext Transfer Protocol- HTIP/1.0," RFC 1945 (May 1996) 

D652 Exhibit E-3; Claim Charts Applying Blum to Claims of the '151 Patent 

D653 Exhibit B-1, File History of U.S. Patent 7,490,151 

D654 Exhibit E-1, Claim Charts Applying Kiuchi, and Kiuchi and Martin to Claims of the '151 Patent 

D655 Exhibit E-2, Claim Charts Applying Wesinger, and Wesinger and Martin to Claims of the '151 Patent 

D656 Exhibit E-4, Claim Charts Applying Aziz and Edwards, and Aziz, Edwards, and Martin to Claims of 
the '151 Patent 

D657 Exhibit E-6, Claim Charts Applying Wesinger and Edwards, and Wasinger, Edwards, and Martin to 
Claims of the '151 Patent 

D658 VirnetX Inc., V. Mitel Networks Corp.; Defendants' Joint Invalidity Contentions 

D659 Exhibit 37, RFC 2661 1 vs. Claims of the '135 Patent 2 

D660 Exhibit 38, RFC 2661 1 vs. Claims of the '211 Patent 2 

D661 Exhibit 39, RFC 2661 1 vs. Claims of the '504 Patent 2 

D662 Exhibit 40, SecureConnece vs. Claims of the '135 Patent 2 
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0663 Exhibit 41, SecureConned vs. Claims of the '211 Patent 2 

0664 Exhibit 42, SecureConned vs. Claims of the '504 Patent 2 

0665 Exhibit 43, SFS-HTTP1 vs. Claims of the '135 Patent 2 

0666 Exhibit 44, SFS-HTTP1 vs. Claims of the '211 Patent 2 

0667 Exhibit 45, SFS-HTTP1 vs. Claims of the '504 Patent 2 

0668 Exhibit 46, US '8831 vs. Claims of the '135 Patent 2 

0669 Exhibit 4 7, US '8831 vs. Claims of the '211 Patent 2 

0670 Exhibit 48, US '8831 vs. Claims of the '504 Patent 2 

0671 Exhibit 49, Chuah 1 vs. Claims of the '135 Patent 2 

0672 Exhibit 50, Chuah 1 vs. Claims of the '211 Patent 2 

0673 Exhibit 51, Chuah 1 vs. Claims of the '504 Patent 2 

0674 Exhibit 52, U.S. '6481 vs. Claims of the '135 Patent 2 

0675 Exhibit 53, U.S. '6481 vs. Claims of the '211 Patent 2 

0676 Exhibit 57, B&M VPNs 1 vs. Claims of the '504 Patent 2 

0677 Exhibit 58, BorderManager1 vs. Claims of the '135 Patent 2 

0678 Exhibit 59, BorderManager1 vs. Claims of the '211 Patent 2 

0679 Exhibit 60, BorderManager1 vs. Claims of the '504 Patent 2 

0680 Exhibit 61, Prestige 128 Plus 1 vs. Claims of the '135 Patent 2 

0681 Exhibit 62, Prestige 128 Plus 1 vs. Claims of the '211 Patent 2 

0682 Exhibit 63, Prestige 128 Plus 1 vs. Claims of the '504 Patent 2 

0683 Exhibit 64, RFC 2401 1 vs. Claims of the '135 Patent 2 

0684 Exhibit 65, RFC 2401 1 vs. Claims of the '211 Patent 2 

0685 Exhibit 66, RFC 2401 1 vs. Claims of the '504 Patent 2 

0686 Exhibit 67, US '0721 vs. Claims of the '135 Patent 2 

0687 Exhibit 68, RFC 24861 vs. Claims of the '211 Patent 2 

0688 Exhibit 69, RFC 24861 vs. Claims of the '504 Patent 2 
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0689 Exhibit 70 Understanding IPSec 1 vs. Claims of the '135 Patent 2 

0690 Exhibit 71, Understanding IPSec1 vs. Claims of the '211 Patent 2 

0691 Exhibit 72, Understanding IPSec 1 vs. Claims of the '504 Patent 2 

0692 Exhibit 73, US '820 1 vs. Claims of the '135 Patent 2 

0693 Exhibit 74, US '8201 vs. Claims of the '211 Patent 2 

0694 Exhibit 75, US '8201 vs. Claims of the '504 Patent 2 

0695 Exhibit 76, US '0191 vs. Claims of the '211 Patent 2 

0696 Exhibit 77, US '0191 vs. Claims of the '504 Patent 2 

0697 Exhibit 78, US '0491 vs. Claims of the '135 Patent 2 

0698 Exhibit 79, US '0491 vs. Claims of the '211 Patent 2 

0699 Exhibit 80, US '0491 vs. Claims of the '504 Patent 2 

0700 Exhibit 81, US '7481 vs. Claims of the '135 Patent 2 

0701 Exhibit 82, US '261 1 vs. Claims of the '135 Patent 2 

0702 Exhibit 83, US '261 1 vs. Claims of the '211 Patent 2 

0703 Exhibit 84, US '261 1 vs. Claims of the '504 Patent 2 

0704 Exhibit 85, US '9001 vs. Claims of the '135 Patent 2 

0705 Exhibit 86, US '9001 vs. Claims of the '211 Patent 2 

0706 Exhibit 87, US '9001 vs. Claims of the '504 Patent 2 

0707 Exhibit 88, US '671 1 vs. Claims of the '135 Patent 2 

0708 Exhibit 89, US '671 1 vs. Claims of the '211 Patent 2 

0709 Exhibit 90, US '671 1 vs. Claims of the '504 Patent 2 

0710 Exhibit 91, JP '7041 vs. Claims of the '135 Patent 2 

0711 Exhibit 92, JP '7041 vs. Claims of the '211 Patent 2 

0712 Exhibit 93, JP '7041 vs. Claims of the '504 Patent 2 
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0715 Exhibit 96, GB '841 1 vs. Claims of the '504 Patent 2 

0716 Exhibit 97, US '3181 vs. Claims of the '135 Patent 2 

0717 Exhibit 98, US '3181 vs. Claims of the '211 Patent 2 

0718 Exhibit 99, US '3181 vs. Claims of the '504 Patent 2 

0719 Exhibit 100, VPNNLAN1 vs. Claims of the '135 Patent 2 

0720 Exhibit 101, Nikkei1 vs. Claims of the '135 Patent 2 

0721 Exhibit 102, Nikkei1 vs. Claims of the '211 Patent 2 

0722 Exhibit 103, Nikkei1 vs. Claims of the '504 Patent 2 

0723 Exhibit 104, Special Anthology1 vs. Claims of the '135 Patent 2 

0724 Exhibit 106-A, Gauntlet System1 vs. Claims of the '135 Patent 2 

0725 Exhibit 1 09-A, Gauntlet System 1 vs. Claims of the '211 Patent 2 

0726 Exhibit 11 0-A, Gauntlet System 1 vs. Claims of the '504 Patent 2 

0727 Exhibit 112, Intra Port System 1 vs. Claims of the '135 Patent 2 

0728 Exhibit 115, Intra Port System 1 vs. Claims of the '211 Patent 2 

0729 Exhibit 116, Intra Port System 1 vs. Claims of the '504 Patent 2 

0730 Exhibit 118, Altiga VPN System 1 vs. Claims of the '135 Patent 2 

0731 Exhibit 121, Altiga VPN System 1 vs. Claims of the '211 Patent 2 

0732 Exhibit 122, Altiga VPN System 1 vs. Claims of the '504 Patent 2 

0733 Exhibit 124, Kiuchi1 vs. Claims of the '135 Patent 2 

0734 Exhibit 127, Kiuchi1 vs. Claims of the '211 Patent 2 

0735 Exhibit 128, Kiuchi1 vs. Claims of the '504 Patent 2 

0736 Exhibit 137, Schulzrinne 1 vs. Claims of the '135 Patent 2 

0737 Exhibit 137, Schulzrinne 1 vs. Claims of the '135 (Final) Patent 2 
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D742 Exhibit 147, Solana1 vs. Claims of the '504 Patent 2 

D743 Exhibit 155, Marino 1 vs. Claims of the '135 Patent 2 

D744 Exhibit 158, Marino1 vs. Claims of the '211 Patent 2 

D745 Exhibit 159, Marino 1 vs. Claims of the '504 Patent 2 

D746 Exhibit 168, Aziz 1 vs. Claims of the '135 Patent 2 

D747 Exhibit 171, U.S. '2341 vs. Claims of the '211 Patent 2 

D748 Exhibit 172, Aziz 1 vs. Claims of the '504 Patent 2 

D749 Exhibit 175, Valencia 1 vs. Claims of the '135 Patent 2 

D750 Exhibit 178, Valencia 1 vs. Claims of the '211 Patent 2 

D751 Exhibit 179, Valencia 1 vs. Claims of the '504 Patent 2 

D752 Exhibit 181, Davison 1 vs. Claims of the '135 Patent 2 

D753 Exhibit 184, Davison 1 vs. Claims of the '211 Patent 2 

D754 Exhibit 185, Davison 1 vs. Claims of the '504 Patent 2 

D755 Exhibit 200, BinGO! User's Guide/Extended Features Reference 1 vs. Claims of the '135 Patent 2 

D756 Exhibit 203, Broadband Forum Technical Report TR-025 (Issue 1.0/5.0)1 vs. Claims of the '135 
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D758 Exhibit 207, RFC 2230, Key Exchange Delegation Record for the DNS1 vs. Claims of the '504 
Patent 2 
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'211 Patent 2 
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'504 Patent 2 
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D766 Exhibit 223, U.S. Patent No. 6,557,03i vs. Claims of the '504 Patent 2 

D767 Exhibit 224, RFC 2230, Key Exchange Delegation Record for the DNS1 vs. Claims of the '135 
Patent 2 

D768 Exhibit 228, U.S. 5881 vs. Claims of the '211 Patent 2 (Final) 

D769 Exhibit 229, U.S. 5881 vs. Claims of the '504 Patent 2 (Final) 

D770 Exhibit 230, Microsoft VPN 1 vs. Claims of the '135 Patent 2 (Final) 

D771 Exhibit 231, Microsoft VPN 1 vs. Claims of the '211 Patent 2 (Final) 

D772 Exhibit XX, Microsoft VPN 1 vs. Claims of the '504 Patenr 

D773 Exhibit Cisco-1, Cisco's Prior Art System 1 vs. Claims of the '135 Patenr 

D774 Exhibit Cisco-4, Cisco's Prior Art System 1 vs. Claims of the '211 Patenr 

D775 Exhibit Cisco-5, Cisco's Prior Art System 1 vs. Claims of the '504 Patenr 

D776 Exhibit 225, US '03i vs. Claims of the '135 Patenr 

D777 Exhibit 226, ITU-T Standardization Activities1 vs. Claims of the '135 Patenr 

D778 Exhibit 227, us '3931 vs. Claims of the '135 Patenr 

D779 Exhibit 233, The Miller Application 1 vs. Claim 13 of the '135 Patenr 

D780 Exhibit 234, Aventail Connect 3.1/2.6 Administrator's Guide ("Aventail Connecr) 1 vs. Claims of the 
'504 Patenr 

D781 Exhibit 235, Microsoft VPN 1 vs. Claims of the '504 Patenr 

D782 Exhibit 1, IETF RFC 2065: Domain Name System Security Extensions; published January 199i vs. 
Claims of the '211 Patenr · 

D783 Exhibit 2, IETF RFC 2065: Domain Name System Security Extensions; published January 199i vs. 
Claims of the '504 Patenr 

D784 Exhibit 3, RFC 25431 vs. Claims of the '135 Patenr 

D785 Exhibit 4, RFC 25431 vs. Claims of the '211 Patenr 

D786 Exhibit 5, RFC 25431 vs. Claims of the '504 Patenr 

D787 Exhibit 6, SIP Draft v.i vs. Claims of the '135 Patenr 

D788 Exhibit 7, SIP Draft v.2 1 vs. Claims of the '211 Patenr 

D789 Exhibit 8, SIP Draft v.21 vs. Claims of the '504 Patenr 

D790 Exhibit 9, H.3231 vs. Claims of the '135 Patenr 
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0791 Exhibit 10, H.3231 vs. Claims of the '211 Patenf 

0792 Exhibit 11 , H .3231 vs. Claims of the '504 Patenf 

0793 Exhibit 12, SSL 3.01 vs. Claims of the '135 Patenr 

0794 Exhibit 13, SSL 3.01 vs. Claims of the '211 Patenr 

0795 Exhibit 14, SSL 3.01 vs. Claims of the '504 Patenr 

0796 Exhibit 15, RFC 24871 vs. Claims of the '135 Patenr 

0797 Exhibit 16, RFC 248i vs. Claims of the '211 Paten( 

0798 Exhibit 17, RFC 248i vs. Claims of the '504 Patenr 

0799 Exhibit 18, RFC 25951 vs. Claims of the '135 Patenr 

0800 Exhibit 21, iPass 1 vs. Claims of the '135 Patenr 

0801 Exhibit 22, iPass 1 vs. Claims of the '211 Patenr 

0802 Exhibit 23, iPass 1 vs. Claims of the '504 Patenr 

0803 Exhibit 24, U.S. Patent No. 6,453,034 ('034 Patenr) vs. Claims of the 135 Patent1 

0804 Exhibit 25, U.S. Patent No. 6,453,034 ('034 Patenr) vs. Claims of the 211 Patent1 

0805 Exhibit 26, U.S. Patent No. 6,453,034 ('034 Patenr) vs. Claims of the 504 Patene 

0806 Exhibit 27, U.S. Patent No. 6,223,287 ("287 Patenr) vs. Claims of the 135 Patene 

0807 Exhibit 28, U.S. Patent No. 6,223,287 ("287 Patenr) vs. Claims of the 211 Patene 

0808 Exhibit 29, U.S. Patent No. 6,223,287 ("287 Patenr) vs. Claims of the 504 Patent1 

0809 Exhibit 35, RFC 19281 vs. Claims of the '211 Patenr 

0810 Exhibit 36, RFC 19281 vs. Claims of the '504 Patenr 

0811 Exhibit 106, Gaunlet System and Gaunlet References 1 vs. Claims of the '135 Patenf 

0812 Exhibit 109, Gaunlet System and Gaunlet References 1 vs. Claims of the '211 Patenf 

0813 Exhibit 110, Gaunlet System 1 vs. Claims of the '504 Patenr 

0814 Exhibit 130, Overview of Access VPNs and Tunneling Technologies ("Overview")1 vs. Claims of the 
'135 Patenf 

0815 Exhibit 133, Overview of Access VPNs and Tunneling Technologies ("Overview")1 vs. Claims of the 
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D816 Exhibit 134, Overview of Access VPNs and Tunneling Technologies ("Overview")1 vs. Claims of the 
'504 Patenf 

D817 Exhibit 149, Atkinson 1 vs. Claims of the '135 Patenf 

D818 Exhibit 152, Atkinson 1 vs. Claims of the '211 Patenf 

D819 Exhibit 153, Atkinson 1 vs. Claims of the '504 Patenf 

D820 Exhibit 162, Wesinger1 vs. Claims of the '135 Patenf 

D821 Exhibit 165, Wesinger1 vs. Claims of the '211 Patenf 

D822 Exhibit 166, Wesinger1 vs. Claims of the '504 Patenf 

D823 Exhibit 187, AutoSOCKS v2.1 1 vs. Claims of the '135 Patenf 

D824 Exhibit 191, Aventail Connect 3.01/2.51 ("Aventail Connecr)1 vs. Claims of the '135 Patenf 

D825 Exhibit 195, Aventail Connect 3.1/2.6 Administrator's Guide ("Aventail Connecr)1 vs. Claims of the 
'135 Patenf 

D826 Exhibit 204, Domain Name System {DNS) Securit/ vs. Claims of the '211 Patenf 

D827 Exhibit 205, Domain Name System {DNS) Security1 {''DNS Security") vs. Claims of the '504 Patenf 

D828 Exhibit 210, Lendenmann 1 vs. Claims of the '211 Patenf 

D829 Exhibit 211, Lendenmann 1 vs. Claims of the '504 Patenf 

D830 Exhibit 213, U.S. Patent No. 7,100,195 in combination with RFC 2401 and U.S. Patent No. 
6,496,86i vs. Claims of the '135 Patenf 

D831 Exhibit 215, Aziz1 vs. Claims of the '135 Patenf 

D832 Cisco '180, Efiling Acknowledgment 

D833 Exhibit A, U.S. Patent 7,188,180 

D834 Exhibit B1, File History of U.S. Patent 7,188,180 

D835 Exhibit B2, File History of U.S. Patent Application No. 09/588,209 

D836 Exhibit B3, File History of Reexamination Control No. 95/001,270, Reexamination of U.S. 7,188,180 
requested by Microsoft Corp 

D837 Exhibit D1, "Lendenmann": Rolf Lendenman, Understanding OSF DCE 1.1 For AIX and OS/2, IBM 
International Technical Support Organization (Oct. 1995). 

D838 Exhibit D5, "Schneier": Bruce Schneier, Applied Cryptography {1996) 

D839 Exhibit D6, RFC 793; Information Sciences Institute, "Transmission Control Protocol," DARPA 
Internet Program Specification RFC 793 {Sept. 1981) 

D840 Exhibit D7, "Schimpf; Brian C. Schimpf, "Securing Web Access with DCE," Presented at Network 
and Distributed System Security {Feb. 10-11, 1997) 
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D841 Exhibit D8, "Rosenberry"; Ward Rosenberry, David Kenney, and Gerry Fisher, Understanding DCE 
(1993) 

D842 Exhibit D9, Masys; Daniel R. Masys & Dixie B. Baker, "Protecting Clinical Data on Web Client 
Computers: The PCASSO Approach," Proceedings of the AMIA '98 Annual Symposium, Orlando, 
Florida (Nov. 7-11, 1998) 

D843 Exhibit E1, Claim Charts Applying Lendenmann as a Primary Reference to the '180 Patent. 

D844 Exhibit E2, Claim Charts Applying Kiuchi as a Primary Reference to the '180 Patent 

D845 Exhibit E3, Claim Charts Applying Solana as a Primary Reference to the '180 Patent 

D846 Exhibit E4, Claim Charts Applying Schimpf and Rosenberry as a Primary Reference to the '180 
Patent 

0847 
Request for Inter Partes Reexamination of Patent No. 7,188,180 

D848 Modified PTO Form 1449 

D849 Request for Inter Partes Reexamination Transmittal Form No. 7, 188,180 

0850 Exhibit A; U.S. Patent 7,921,211 with Terminal Disclaimer 

D851 Exhibit B, Certificate of Service to Request For Inter Partes Reexamination Under 35 U.S.C. § 311 
(Patent No. 7,921,211) 

0852 
Exhibit C1, Claim Chart- USP 7,921,211 Relative to Solana, Alone and in Conjunction with RFC 
920, Reed and Beser 

D853 Exhibit C2, Claim Chart- USP 7,921,211 Relative to Solana in view of RFC 2504 and Further in 
conjunction with RFC 920, Reed, and Beser 

0854 Exhibit C3, Claim Chart- USP 7,921,211 Relative to Provino, Alone and in Conjunction with RFC 
920, Reed, and Beser) 

D855 Exhibit C4, Claim Chart- USP 7,921,211 Relative to Provino in view of RFC 2230 and Further in 
Conjunction with RFC 920, Reed and Beser 

D856 Exhibit C5, Claim Chart- USP 7,921,211 Relative to Provine in view of RFC 2504 and in Further· 
Conjunction with RFC 920, Reed and Beser 

D857 Exhibit C6, Claim Chart- USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC 
920, RFC 2401, and Reed 

0858 Exhibit C7, Claim Chart- USP 7,921,211 Relative to RFC 2230, Alone and in Conjunction with RFC 
920, RFC 2401, Reed, and Beser 

D859 Exhibit C8, Claim Chart- USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with RFC 
920, RFC 2401, Reed, Beser, and RFC 2065 

D860 Exhibit D1, Asserted Claim and Infringement Contentions by Plaintiff VirnetX, Inc. in VirnetX, Inc. v. 
Cisco Systems, Inc., Apple Inc., Aastra Technologies Ltd, NEG Corporation, NEG Corporation of 
America and Aastra USA, Inc., Civ. Act 6:2010cv00417 (E.D. Tex) 

D861 Exhibit D2, Asserted Claims and Infringement Contentions by Plaintiff VirnetX, Inc. against Apple 
based on 7,921,211 Patent 
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D863 Exhibit X2, U.S. Patent 6,557,037 

D864 Exhibit X4, Atkinson, R., IETF RFC 2230, "Key Exchange Delegation Record for the DNS" 
(November 1997) 

D865 Exhibit X6, Kent, et al., IETF RFC 2401, "Security Architecture for the Internet Protocol" (November 
1998) Is Accessible at: http://www.ietf.org/rfc/rfc2401.txt 
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CRL Profile" (January 1999) Is accessible At: http://www.ietf.org/rfc/rfc2459.txt 

D871 Exhibit A, U.S. Patent 7,418,504 

D872 Exhibit B. Certificate of Service to Request For Inter Partes Reexamination Under 35 U.S.C. § 311 
(Patent No. 7,418,504) 

D873 Exhibit C1, Claim Chart- USP 7,418,504 Relative to Solana, Alone and in Conjunction with RFC 
920, Reed, and Beser 

D874 Exhibit C2, Claim Chart- USP 7,418,504 Relative to Solana in view of RFC 2504 and Further in 
Conjunction with RFC 920, Reed, and Beser 

D875 Exhibit C3, Claim Chart- USP 7,418,504 Relative to Provine, Alone and in Conjunction with RFC 
920, Reed, and Beser 

D876 Exhibit C4, Claim Chart- USP 7,418,504 Relative to Provine in View of RFC 2230 and Further in 
Conjunction with RFC 920, Reed and Beser 

D877 Exhibit C5, Claim Chart- USP 7,418,504 Relative to Provine in View of RFC 2504 and in Further 
Conjunction with RFC 920, Reed, and Beser 

D878 Exhibit C6, Claim Chart- USP 7,418,504 Relative to Beser, Alone and in Conjunction with RFC 
920, RFC 2401, and Reed 

D879 Exhibit C7, Claim Chart- USP 7,418,504 Relative to RFC 2230, Alone and in Conjunction with RFC 
920, RFC 2401, Reed, and Beser 

D880 Exhibit C8, Claim Chart- USP 7,418,504 Relative to RFC 2538, Alone and in Conjunction with RFC 
920, RFC 2401, Reed, Beser, and RFC 2065 

D881 Exhibit D1, Asserted Claims and Infringement Contentions by Plaintiff VimetX Inc. in VimetX, Inc. v. 
Cisco Systems, Inc., Applce, Inc, Aastra Technologies Ltd., NEC Corporation, NEC Corporation of 
America and Aastra USA, Inc., Civ. Act. 6:2010cv00417 (E.D. Tex) 
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1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached. 
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Subst. for form 1449/PTO Complete if Known 
-----

INFORMATION DISCLOSURE STATEMENT BY 
Application Number 13/339,257 

APPLICANT Filing Date 12·28-2011 
(Use as many sheets as necessary) : First Named Inventor Victor Larson 

Art Unit 2453 
Examiner Name Krisna Lim 

I I I Docket Number 77580-154(VRNK.0001CP3CNFT4) 
CERTIFICATION STATEMENT 

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s) 

[ 1 Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first 
office action. 

[ 1 That each item of information contained in the information disclosure statement was first cited in any 
communication from a foreign patent office in a counterpart foreign application not more than three months 
prior to the filing of the information disclosure statement; or 

[X 1 That no item of information contained in the information disclosure statement was cited in a communication 
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing 
the certification after making reasonable inquiry, no item of information contained in the information 
disclosure statement was known to any individual designated in § 1.56(c) more than three months prior to 
the filing of the information disclosure statement. 

[ 1 The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of 
$180.00, or further fees which may be due, to Deposit Account 50-1133. 

[ 1 Information Disclosure Statement is being filed with the Request for Continued Examination. The 
Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or 
further fees which may be due, to Deposit Account 50-1133. 

[ 1 None 

SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 1 0.18. Please see CFR 1u·;t;;;; 
Toby H. smer; Reg. No.:26,418 
McDermott Will & Emery LLP 
28 State Street 
Boston, MA 021 09 
Tel. (617) 535-4000 
Fax (617) 535-3800 

DM _US 34026681-1 077580 0154 
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Subst. for fonn 1449/PTO Complete if Known ---. Application Number 13/339,257 
INFORMATION DISCLOSURE STATEMENT Filing Date 12-28-2011 
BY APPLICANT 
(Us& as many "" Q f" cessary) 

First Named Inventor Victor Larson 

~ Art Unit 2453 

~ 
Examiner Name Krisna Lim 

~_ I1AH o·g ,,. ~11 I Docket Number 77580-154(VRNK-1 CP3CNFT 4) 
:--!· 4 Ufl _lj. 

CERTIFICATION STATEMENT 

X] Under ·37 C.F.R. 1.98(d), copies of all patent, publication, pending U.S. application or other information that was 
>reviously submitted to, or cited by the USPTO in an earlier application are not required. Applicant will provide copies of the 
>reviously submitted references at the Examiner's request. Enclosed are copies of references not previously submitted in 
l priority application (C81 C191 C21 I C24: 0257 I 02581 0261 I 02631 02641 0266, 0292-01111 ). 

rhis application 13/339,257 claims priority from and is a continuation of a co-pending U.S. Application No. 13/049~552, 
'iled March 16,2011, which is a continuation of U.S. Application No.11/840,560, filed August 17,2007, now U.S. Patent 
'llo. 7~921,211~ which is a continuation of U.S. Application No. 10/714,8491 filed November 181 20031 now U.S. Patent No. 
r~418~504, which is a continuation of U.S. Application No. 09/558,210~ filed April 26, 2000, now abandoned, which is a 
:ontinuation-in-part of U.S. Application No. 09/50417831 filed on February 151 20001 now U.S. Patent No. 6~502,135, 
ssued December 31, 2002. 

'lease See 37 CFR 1.97 and 1.98 to make th~ appropriate selectiori(s) 

Information Disclosure Statement is being. filed with the filing of the application or before the receipt of a first office 
action. ' 

That each item of information contained in the information disclosure statement was first cited in any 
communication from a foreign patent office in a counterpart ·foreign application not more than three months prior to 
the filing of the information disclosure statement; or 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the 
certification after making reasonable inquiry, no item of information contained in the information disclosure 
statement was known to any individual designated in § 1.56(c) more than three months prior to the filing of the 
information disclosure statement. 

X] The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $180.00, or 
further fees which may be due, to Deposit Account 50-1133. 

Information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is 
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may 
be due, to Deposit Account 50-1133. 

SIGNATURE 

~signature of the applicant or representative is required in accordance with CFR 1.33, 1 0.18. Please see CFR 1.4(d) for 
1e fo~ signature. 

[~~ Date::!/~//2----
·oby H!Kuser;ReQ:N0::26J4t8 8311312812 I'IBLAHCO 8BBBBBJ7 581133 13339257 
~cDermott Will & Emery LLP 
:8 State Street • 
loston, MA 02109 
·er. (617) 535-4000 
=ax (61 r) 535-3800 

·M US 32311803-1.077580.0154 - ~ 

01 FC:1886 188.80 DA 
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Subs!. for form 1449/PTO Complete if Known 

INFORMATION DISCLOSURE STATEMENT 
Application Number 13/339,257 
Filing Date 12-28-2011 

BY APPLICANT First Named Inventor Victor Larson (Use as many 1-.( cessary) -. 

··\i) ,-; ~. Art Unit 2453 

~ 
Examiner Name Krisna Lim 

~- IZtf 0 .Q .,,. ~11 I Docket Number 77580-154(VRNK-1 CP3CNFT 4) 

~ 
~ 

'Ill( 

CERTIFICATION STATEMENT 

X] Under;37 C.F.R. 1.98(d), copies of all patent, publication, pending U.S. application or other information that was 
>reviously submitted to, or cited by the USPTO in an earlier application are not required. Applicant will provide copies of the 
>reviously submitted references at the Examiner's request.· Enclosed are copies of references not previously submitted in 
l priority application (C81 C191 C21 I C24; 0257 I 02581 0261 I 0263, 02641 02661 0292-01111 ). 

rhis application 131339,257 claims priority from and is a continuation of a co-pending U.S. Application No. 13/049~552, 
'iled March 161 2011~ which is a continuation of U.S. Application No. 11/840~5601 filed August 17~ 20071 now U.S. Patent 
~o. 7~921,211~ which is a continuation of U.S. Application No.10/714,8491 filed November 18120031 now U.S. Patent No. 
',418~5041 which is a continuation of U.S. Application No. 09/558,2101 filed April26, 20001 now abandoned, which is a 
:ontinuation-in-part of U.S. Application No. 09/504,7831 filed on February 151 20001 now U.S. Patent No. 6~502~135, 
ssued December 31 I 2002. 

'lease See 37 CFR 1.97 and 1.98 to make the, appropriate selection(s) 

Information Disclosure Statement is being. filed with the filing of the application or before the receipt of a first office 
action. / 

). That each item of information contained in the information disclosure statement was first cited in any 
communication from a foreign patent office in a counterpart ·foreign application not more than three months prior to 
the filing of the information disclosure statement; or 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the 
certification after making reasonable inquiry, no item of information contained in the information disclosure 
statement was known to any individual designated in § 1.56(c) more than three months prior to the filing of the. 
information disclosure statement. 

X ) The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $180.00, or 
further fees which may be due, to Deposit Account 50-1133. 

Information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is 
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may 
be due, to Deposit Account 50-1133. 

SIGNATURE 

\signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for 1e fo"?r:t. signature. 

[~ Date 3(:~//2----
·oby H:Kuser;ReQ:N0::26l4'ia 9311312012 I1BLAHCO 00089037 501133 13339257 
~cDermott Will & Emery LLP 
:8 State Street • 
loston, MA 02109 
·el. (617) 535-4000 
:ax (611) 535-3800 

-M us 32311803-1.077580.0154 - . 
01 FC:1886 180.88 DA 
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Subs!. for form 1449/PTO Complete if Known 

INFORMATION DISCLOSURE STATEMENT 
Application Number 13/339,257 
Filing Date 12-28-2011 

BY APPLICANT First Named Inventor Victor Larson 
ruse as f!lany ,-.-..~ cessary) 

~~ ~ Art Unit 2453 

~ 
Examiner Name Krisna Lim 

-I :1 ffAH Og ,, jll I Docket Number 77580-154(VRNK-1 CP3CNFT4) 
~· 'Uf( 

CERTIFICATION STATEMENT 

X] Under 37 C.F.R. 1.98(d), copies of all patent, publication, pending U.S. application or other information that was 
>reviously submitted to, or cited by the USPTO in an earlier application are not required. Applicant will provide copies of the 
>reviously submitted references at the Examiner's request.· Enclosed are copies of references not previously submitted in 
1 priority application (C8, C19, C21, C24; 0257. 0258, 0261, 0263, 0264, 0266, 0292-01111 ). 

fhis application 13/339,257 claims priority from and is a continuation of a co-pending U.S. Application No. 13/049,552, 
'iled March 16. 2011, which is a continuation of U.S. Application No. 11/840,560, filed August 17, 2007, now U.S. Patent 
>Jo. 7,921,211, which is a continuation of U.S. Application No. 10/714,849, filed November 18,2003, now U.S. Patent No. 
r,418,504, which is a continuation of U.S. Application No. 09/558,210, filed April26, 2000, now abandoned, which is a 
:ontinuation-in-part of U.S. Application No. 09/504,783, filed on February 15, 2000, now U.S. Patent No. 6,502,135, 
ssued December 31, 2002. 

• 0 

'lease See 37 CFR 1.97 and 1.98 to make the appropriate selection(s) 

Information Disclosure Statement is being. filed with the filing of the application or before the receipt of a first office 
action. ' 

That each item of information contained in the information disclosure statement was first cited in any 
communication from a foreign patent office in a counterpart ·foreign application not more than three months prior to 
the filing of the information disclosure statement; or 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the 
certification after making reasonable inquiry, no item of information contained in the information disclosure 
statement was known to any individual designated in § 1.56(c} more than three months prior to the filing of the 
information disclosure statement. 

X] The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $180.00, or 
further fees which may be due, to Deposit Account 50-1133. 

Information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is 
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may 
be due, to Deposit Account 50-1133. 

SIGNATURE 

\signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for 
1e for'?r:t. signature. 

~~~ Date :3/~~/2----
·oby Hi<user;ReiN0::26t418 y j 8311312012 "BLANCO 80008037 5131133 13339257 
~cDermott Will & Emery LLP 
:8 State Street • 
loston, MA 02109 
·el. (617) 535-4000 
:ax (611) 535-3800 

M US 32311803-1.077580.0154 - ~ 

91 FC:1896 189.1313 DA 
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INFORMATION DISCLOSURE STATEMENT BY 
; Application Number 13/339,257 

Filing Date 12-28-2011 APPLICANT 
(Use as many sheets as necessary) First Named Inventor Victor Larson 

i Art Unit 2453 
! Examiner Name Krisna Lim 

I I I Docket Number 77580-154(VRNK-1CP3CNFT4) 

U.S. PATENTS 

EXAMINER' CITE NO. Patent Number Publication Date Name of Patentee or Applicant Pages, Columns, Lines, \IVhere 
S INITIALS 

of Cited Document 
Relevant Passages or Relevant 

Figures Appear 

I 
U.S. PATENT APPLICATION PUBLICATIONS 

EXAMINER' CITE NO. Patent Number Publication Date Name of Patentee or Applicant Pages, Columns, Lines, \IVhere 
S INITIALS 

of Cited Document 
Relevant Passages or Relevant 

Figures Appear 

I 
FOREIGN PATENT DOCUMENTS 

EXAMINER' Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines Translation 
S INITIALS CITE NO Country Code' -Number • -Kind Applicant of Cited Document Where Relevant 

Coda. (If known) Figures Appear 

Yes I No 

OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.) 
EXAMINER Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 
'S INITIALS CITE NO. (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, 

city and/or country where published. 

D1215 Alexander Invalidity Expert Report dtd May 22, 2012 with Exhibits 

D1216 Deposition of Peter Alexander dtd July 27, 2012 

D1217 Cisco' 151 Comments by Third Party Requester dtd August 17, 2012 with Exhibits 

D1218 Cisco '151 Petition to Waive Page Limit Requirement for Third Party Comments dtd August 17, 
2012 

D1219 Deposition of Stuart Stubblebine dtd August 22, 2012 

EXAMINER DATE CONSIDERED 

*EXAMINER: lnit1al1f reference considered, whether or not crtat1on IS m conformance w1th MPEP 609. Draw I me through c1tat1on 1f not m conformance 
and not considered. Include copy of this form with next communication to applicant 
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached. 
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Subs!. for form 1449/PTO 1 Complete if Known f Application Number-.-- 13/339,257 
--------

INFORMATION DISCLOSURE STATEMENT BY 
APPLICANT [Filing Date 12-28-2011 
(Use as many sheets as necessary) i First Named Inventor Victor Larson 

Art Unit 2453 
Examiner Name Krisna Lim 

I I I Docket Number 77580-154(VRNK-1CP3CNFT4) 

CERTIFICATION STATEMENT 

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s) 

[ ) Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first 
office action. 

[ ] That each item of information contained in the information disclosure statement was first cited in any 
communication from a foreign patent office in a counterpart foreign application not more than three months 
prior to the filing of the information disclosure statement; or 

[ ] That no item of information contained in the information disclosure statement was cited in a communication 
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing 
the certification after making reasonable inquiry, no item of information contained in the information 
disclosure statement was known to any individual designated in § 1.56(c} more than three months prior to 
the filing of the information disclosure statement. 

[ X ] The Commissioner is hereby authorized to charge any required fees to Deposit Account 50-1133. 

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The 
Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or 
further fees which may be due, to Deposit Account 50-1133. 

SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 1 0.18. Please see CFR 
1.4(d) for the form of the signature. 

~rnot1.~cl 
Hasan M. Rashid; Reg. No.:62,390 
McDermott Will & Emery LLP 
28 State Street 
Boston, MA 02109 
Tel. (617) 535-4000 
Fax (617) 535-3800 

DM_US 37791246-!077580.0154 

Date: '<6 \ c9l ) I J--
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Application Number: 13339257 

International Application Number: 

Confirmation Number: 1084 

Title of Invention: 
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Customer Number: 23630 

Filer: Toby H. Kusmer./Kerrie Jones 

Filer Authorized By: Toby H. Kusmer. 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Receipt Date: 27-AUG-2012 

Filing Date: 28-DEC-2011 

TimeStamp: 15:45:50 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 
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Document Description File Name 
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Number Message Digest Part /.zip (ifappl.) 

1 
Information Disclosure Statement (IDS) 

IDS. pdf 
Form (SB08) 

64501 

no 2 
d8e2b859 5 fe0890e4 5 52 09 592e2e 1 d 93 2f5 

946ba 

Warnings: 

Information: 

Petitioner Apple Inc. - Exhibit 1002, p. 672



This is not an USPTO supplied IDS fillable form 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

6004542 

2 Non Patent Literature D1215part1_.pdf no 1446 
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3d76a 

Warnings: 

Information: 

3005505 

3 Non Patent Literature D1215part2.pdf no 96 
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38b03 
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The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

253751 

4 Non Patent Literature D1216.pdf no 55 
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11161127 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

13/339,257 12/28/2011 Victor Larson 

23630 7590 08/31/2012 

McDermott Will & Emery 
600 13th Street, NW 
Washington, DC 20005-3096 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

77580-154(VRNK-1CP3CNFT4) 1084 

EXAMINER 

LIM,KRISNA 

ART UNIT PAPER NUMBER 

2453 

NOTIFICATION DATE DELIVERY MODE 

08/3112012 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

mweipdocket@mwe.com 

PTOL-90A (Rev. 04/07) 
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Application No. 

13/339,257 
Applicant-Initiated Interview Summary 

Examiner 

KRISNA LIM 

All participants (applicant, applicant's representative, PTO personnel): 

(1) KRISNA LIM. 

(2) Tobv Kusmer. 

Date of Interview: 08/23/2012. 

Type: 0 Telephonic 0 Video Conference 
1Z1 Personal [copy given to: 0 applicant 

Exhibit shown or demonstration conducted: 0 Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

0 applicant's representative] 

1Z1 No. 

Issues Discussed 0101 0112 0102 0103 IZ!Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

Identification of prior art discussed: Wesinger (U.S. Patent No. 5.898.8301. 

Substance of Interview 

Applicant(s) 

LARSON ET AL. 

Art Unit 

2453 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Counsel and Examiner discussed the claimed language and the teaching of Wesinger: however no agreement is 
reached .. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04 ). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

0 Attachment 

/Krisna Lim/ 
Primary Examiner, Art Unit 2453 

U.S. Patent and Trademark Off1ce 

PTOL-413 (Rev. 8/11/2010) Interview Summary PaperNo.20120823A 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ t. t t t, t. t 35. (35 U .S.C. t 32) 

37 CFR §t .2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
-Name of applicant 
-Name of examiner 
-Date of interview 
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Application No. 

13/339,257 
Applicant-Initiated Interview Summary 

Examiner 

KRISNA LIM 

All participants (applicant, applicant's representative, PTO personnel): 

(1) KRISNA LIM. 

(2) Mr. Tobv Kusmer (Reg. No. 26.4181. 

Date of Interview: 11 October 2012. 

Type: 0 Telephonic 0 Video Conference 
1Z1 Personal [copy given to: 0 applicant 

Exhibit shown or demonstration conducted: 0 Yes 
If Yes, brief description: __ . 

(3)Mr. Robert Short. 

(4) __ . 

0 applicant's representative] 

1Z1 No. 

Issues Discussed 0101 0112 0102 [8J1 03 OOthers 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

Identification of prior art discussed: Wesinqer (Patent No. 5.898.8301. 

Substance of Interview 

Applicant(s) 

LARSON ET AL. 

Art Unit 

2453 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Mr. Short discussed the background and the gist of the invention. Mr. Short distinqhished the gist feature of the 
invention in comparision to the firewall. the switch and the rounter of the prior arts. Mr. Short and Mr. Kusmer 
discussed the gist features of the invention. For example. the invention is focus on the feature of "intercepting domain 
name request look up and determining the request corresponding to the secure web site" . . 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04 ). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

0 Attachment 

/Krisna Lim/ 
Primary Examiner, Art Unit 2453 

U.S. Patent and Trademark Off1ce 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20121011 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.1331nterviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ t. t t t, t. t 35. (35 U .S.C. t 32) 

37 CFR §t .2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
-Name of applicant 
-Name of examiner 
-Date of interview 
-Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 

An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

-The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Docket No.: 77580.154(VRNK-1CP3CNFT4) PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: Victor Larson et al. 

Serial No.: 13/339,257 Confirmation No. 1084 

Filed: December 28, 2011 Group Art Unit: 2453 

Customer Number: 23630 Examiner: Lim, Krisna 

For: System and Method Employing an Agile Network Protocol for Secure Communications 
Using Secure Domain Names 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

REPLY "B" 

Sir: 

This Reply is being filed in response to the Office Action mailed from the United States 

Patent and Trademark office on July 30, 2012. 

Applicants appreciate the Examiner's thorough examination of the subject application 

and request reconsideration and further examination in view of the following: 

Claims begin on page 2 of this paper. 

Remarks begin on page 6 of this paper. 
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IN THE CLAIMS 

The claims are being presented solely for the convenience of the Office. No claims are 

being added, amended, deleted, or canceled. 

LISTING OF CLAIMS: 

1. (Original) A method of connecting a first network device and a second network device, the 

method comprising: 

receiving, from the first network device, a request to look up a network address of 

the second network device based on an identifier associated with the second network 

device; 

determining, in response to the request, whether the second network device is 

available for a secure communications service; and 

initiating a secure communication link between the first network device and the 

second network device based on a determination that the second network device is 

available for the secure communications service; 

wherein the secure communications service uses the secure communication link to 

communicate at least one of video data and audio data between the first network 

device and the second network device. 

2. (Original) The method of claim 1, wherein at least one of the video data and the audio data is 

encrypted over the secure communication link. 

3. (Original) The method of claim 1, wherein the secure communication link is a virtual private 

network communication link. 

4. (Original) The method of claim 1, wherein the secure communications service includes a 

video conferencing service. 

5. (Original) The method of claim 1, wherein the secure communications service includes a 

telephony service. 

6. (Original) The method of claim 5, wherein the telephony service uses modulation. 
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7. (Original) The method of claim 6, wherein the modulation is based on one of frequency

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple 

access (CDMA). 

8. (Original) The method of claim 1, wherein at least one of the first network device and the 

second network device is a mobile device. 

9. (Original) The method of claim 8, wherein the mobile device is a notebook computer. 

10. (Original) The method of claim 1, wherein the identifier associated with the second network 

device is a domain name. 

11. (Original) The method of claim 1, the secure communication link supports data packets. 

12. (Original) The method of claim 11, wherein the secure communication link is based on 

inserting into each data packet communicated over the secure communication link one or 

more data values that vary according to a pseudo-random sequence. 

13. (Original) The method of claim 11, wherein communicating between the first and second 

network devices using the secure communications service via the secure communication link 

includes a network address hopping regime that is used to pseudo-randomly change network 

addresses in packets transmitted between the first network device and the second network 

device. 

14. (Original) The method of claim 1, wherein determining that the second network device is 

available for a secure communications service is a function of a domain name lookup. 

15. (Original) A system for connecting a first network device and a second network device, the 

system including one or more servers configured to: 

receive, from the first network device, a request to look up a network address of 

the second network device based on an identifier associated with the second network 

device; 

determine, in response to the request, whether the second network device is 

available for a secure communications service; and 
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initiate a secure communication link between the first network device and the 

second network device based on a determination that the second network device is 

available for the secure communications service, 

wherein the secure communications service uses the secure communication link to 

communicate at least one of video data and audio data between the first network 

device and the second network device. 

16. (Original) The system of claim 15, wherein at least one of the video data and the audio data 

is encrypted over the secure communication link. 

17. (Original) The system of claim 15, wherein the secure communication link is a virtual 

private network communication link. 

18. (Original) The system of claim 15, wherein the secure communications service includes a 

video conferencing service. 

19. (Original) The system of claim 15, wherein the secure communications service includes a 

telephony service. 

20. (Original) The system of claim 15, wherein the telephony service uses modulation. 

21. (Original) The system of claim 20, wherein the modulation is based on one of frequency

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple 

access (CDMA). 

22. (Original) The system of claim 15, wherein at least one of the first network device and the 

second network device is a mobile device. 

23. (Original) The system of claim 22, wherein the mobile device is a notebook computer. 

24. (Original) The system of claim 15, wherein the identifier associated with the second network 

device is a domain name. 

25. (Original) The system of claim 15, wherein the secure communication link supports data 

packets. 
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26. (Original) The system of claim 25, wherein the secure communication link is based on 

inserting into each data packet communicated over the secure communication link one or 

more data values that vary according to a pseudo-random sequence. 

27. (Original) The system of claim 25, wherein the secure communication link is based on a 

network address hopping regime that is used to pseudo-randomly change network addresses 

in packets transmitted between the first network device and the second network device. 

28. (Original) The system of claim 15, wherein the determination that the second network 

device is available for the secure communications service is a function of the result of a 

domain name lookup. 
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REMARKS 

Claims 1-28 remain in the application, of which Claims 1 and 15 are the independent 

claims. No claims have been amended or canceled. In the Office Action mailed July 30, 2012 

("Office Action"), claims 1-28 stand rejected under 35 U.S.C. § 103(a) based on U.S. Patent No. 

5,898,830 ("Wesinger"). The rejections are traversed and reconsideration is respectfully 

requested in view of the following remarks. 

Interview Summary 

Applicants thank the Examiner for the courtesy extended to Applicants' representative 

Toby H. Kusmer, Reg. No. 26,418, during the personal interview conducted in the U.S. Patent 

and Trademark Office on August 23, 2012 ("first interview"), as well as to Toby H. Kusmer and 

Dr. Robert Short III at the personal interview conducted on October 18, 2012 ("second 

interview"). The Examiner mailed Interview Summaries on August 30, 2012, and October 18, 

2012, summarizing certain aspects of the interviews. Applicants thank the Examiner for the 

Interview Summaries, and submit the following comments to address and clarify the Examiner's 

summary of those discussions. 

During the first interview, Applicants' representative provided an overview of the 

claimed subject matter and discussed patentable distinctions of the claimed subject matter over 

the asserted reference, Wesinger. However, no agreement was reached regarding the 

allowability of the claims. 

During the second interview, Applicants' representative and Dr. Short provided an 

overview of the claimed subject matter. Additionally, the Examiner, Applicants' representative, 

and Dr. Short discussed distinctions between the claimed subject matter and firewall systems 

such as in Wesinger. The Examiner suggested that one example feature discussed by Applicants' 

representative and Dr. Short during the interview- interception of a request to lookup a network 

address of a network device and a determination whether the network device is available for a 

secure communication service - was distinguishable over the prior art. The Examiner suggested 

that Applicants amend the claims accordingly. 

In the second Interview Summary, the Examiner summarized the discussions of such 

allowable features as the "gist of the invention." Although Applicants agree that "interception of 

a request to look up a network address of a network device and a determination whether the 
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network device is available for a secure communications service" is one feature that is 

distinguishable from the cited art, Applicants disagree with the second Interview Summary to the 

extent that it suggests that the above mentioned "intercepting" feature is the only novel and 

nonobvious aspect of Applicants' disclosed and/or claimed embodiments. Indeed, as discussed 

during the interview and described below, Applicants' disclosed and claimed embodiments 

include other novel and nonobvious aspects of the claimed subject matter. Other novel and 

unobvious aspects of the claimed subject include features that are found in the currently pending 

claims and in the claims presented prior to this Response. Thus, while Applicants appreciate the 

Examiner's suggestion to expedite allowance of this application, Applicants decline to amend the 

claims because they are already patentably distinguishable from Wesinger and other cited prior 

art, for at least the reasons below. 

Claim /?q'ections-35 O.S.C § /O.J 

To support an obvious rejection, "all of the claim limitations must be taught or suggested 

by the prior art applied and that all words in a claim must be considered in judging the 

patentability of that claim against the prior art." Ex Parte Karl Burgess, Appeal2008-2820, 2009 

WL 291172 (B.P.A.I. 2009), at *3 (citing In re Royka, 490 F.2d 981, 984-85 (CCPA 1974), In re 

Wilson, 424 F.2d 1382, 1385 (CCPA 1970)) (emphasis added). A rejection based on 

obviousness "cannot be sustained with mere conclusory statements; instead, there must be some 

articulated reasoning with some rational underpinning to support the legal conclusion of 

obviousness." KSR Int'l Co. v. Teleflex Inc., 126 S. Ct. 1727, 1741 (2007) (citing In re Kahn, 441 

F.3d at 988). Here, the Office Action fails to demonstrate that each and every limitation of 

claims 1-28 are disclosed or suggested in Wesinger. 

Wesinger discloses a firewall that is configured as two or more sets of virtual hosts, with 

DNS mappings between the virtual hosts and respective remote hosts to be accessed through 

network interfaces of the firewall. (Wesinger Abstract.) These virtual hosts and DNS mappings 

enable transparent communications through the firewall. The firewall "selectively allows 

'acceptable' computer transmissions to pass through it and disallows other non-acceptable computer 

transmissions." (!d. at 1:8-12.) 

In Wesinger, "[w]hen a connection request is received, the firewall spawns a process, or 

execution thread, to create a virtual host VHn to handle that connection request." (/d. at 15:9-
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12.) "Each virtual host has a separate configuration sub-file (sub-database) Cl, C2, etc., that 

may be derived from a master configuration file, or database, 510. The configuration sub-files 

are text files that may be used to enable or disable different functions for each virtual host, 

specify which connections and types of traffic will be allowed and which will be denied, etc." 

(!d. at 14:46-52.) "Also as part of the configuration file of each virtual host, an access rules 

database is provided governing access to and through the virtual host, i.e., which connections 

will be allowed and which connections will be denied." (!d. at 15:24-28.) The process in 

Wesinger uses the access rules database to "allow only a connection from a specified secure 

client." (!d. at 10:14-16.) 

Wesinger also discusses processing of DNS requests: 

When client C tries to initiate a connection to host D using the name of D, DNS 
operates in the usual manner to propagate a name request to successive levels of 
the network until Dis found. The DNS server forD returns the network address 
of D to a virtual host on the firewall 155. The virtual host returns its network 
address to the virtual host on the firewall 157 from which it received the lookup 
request, and so on, until a virtual host on the firewall 105 returns its network 
address (instead of the network address of D) to the client C. 

(!d. at 9: 16-24.) Accordingly, when client C uses a name of Din a DNS request, C gets back an 

address for a virtual host of firewall 105, which faces C. (See id. at Fig. 1). 

Wesinger describes processes and components different from the embodiments recited in 

claims 1-28. For example, independent claim 1 is representative and recites: 

A method of connecting a first network device and a second network device, the method 
compnsmg: 

receiving, from the first network device, a request to look up a network 
address of the second network device based on an identifier associated with the 
second network device; 

determining, in response to the request, whether the second network 
device is available for a secure communications service; and 

initiating a secure communication link between the first network device 
and the second network device based on a determination that the second network 
device is available for the secure communications service; 

wherein the secure communications service uses the secure 
communication link to communicate at least one of video data and audio data 
between the first network device and the second network device. 
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Wesinger does not teach or suggest, for example, one or more servers that "determining, 

in response to the request, whether the second network device is available for a secure 

communications service." The Office action points to a portion of Wesinger that describes 

allowing or disallowing communications as corresponding to the claimed determination. (OA at 

3 (citing Wesinger at 9:53-60).) That portion of Wesinger, however, does not demonstrate a 

server that determines, in response to the request, whether the second network device is available 

for a secure communications service. Wesinger describes that a firewall (a virtual host) checks 

parameters of the requested connection to determine whether the connection should be allowed. 

(See Wesinger at 9:53-60.) Wesinger does not demonstrate a server determining whether the 

second network device is "available," much less available for a secure communication service. 

Wesinger briefly states that encryption may be used in combination with firewalls, but 

does not describe those firewalls as providing any determination of whether a second device is 

available for a secure communications service. (See Wesinger at 4:39-42; 12:22-28.) In fact, 

Wesinger describes that "[o]nce a connection has been allowed, the virtual host process invokes 

code that performs ... channel processing (encryption ... )." (/d. at 17:1-7.) Invoking code for 

encryption or the like after a connection has already been established does not teach or suggest 

determining, in response to the request, whether a second network device is available for a 

secure communications service. 

Moreover, Wesinger does not teach or suggest initiating a VPN "based on" availability of 

the alleged second network device. Wesinger merely states that "[c]ombining encryption 

capabilities with programmable transparency . . . allows for the creation of virtual private 

networks," not that a VPN is initiated because of some determination. (!d. at 12:23-28.) 

Wesinger's code that makes a connection transparent does not initiate a VPN based on any 

determination that the second network device is available. (See, e.g., Wesinger at 4:39-42.) 

Applicants also note that the Office Action does not specify which portions of Wesinger 

render obvious the feature of "the secure communications service uses the secure communication 

link to communicate at least one of video data and audio data between the first network device 

and the second network device," as recited by claim 1. Indeed, Wesinger is not concerned with 

audio or video data. For at least that reason alone, a rejection based on Wesinger cannot be 

maintained. KSR Int'l Co., 126 S. Ct. at 1741. 
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Accordingly, Applicants respectfully request that the rejection under 35 U.S.C. § 103 be 

withdrawn. 

Independent claim 15, though of different scope from independent claim 1, recites similar 

features to those discussed above in connection with claim 1. Thus,for at least the explanations 

similar to those described above regarding independent claim 1, Wesinger is not understood to 

teach or suggest the features of independent claim 15. Since the cited references do not teach or 

suggest the features of claim 15, reconsideration and withdrawal of the rejection of independent 

claim 15 under§ 103(a) are respectfully requested. 

Claims 2-14 and 16-28 depend from claims 1 and 15, respectively. These dependent 

claims currently under consideration in the application are believed to be allowable for at least 

similar reasons to those discussed above with respect to claims 1 and 15. Additionally, 

dependent claims 2-14 and 16-28 are allowable for the additional reason that each of the claims 

recite additional features not disclosed or suggested by the cited references. Because each 

dependent claim is deemed to define an additional aspect of the invention, the individual 

consideration of each on its own merits is respectfully requested. Accordingly, reconsideration 

and withdrawal of the rejections of the dependent claims are respectfully requested. 

CONCLUSION 

Applicants respectfully submit that all of the pending claims, claims 1-28, are in 

condition for allowance. Applicants respectfully invite the Examiner to contact the undersigned 

attorney to promptly address any questions or issues regarding the allowability of the pending 

claims. 

Applicants' remarks in support of patentability of one claim should not be imputed to any 

other claim, even if similar terminology is used. Any absence of a reply to a specific rejection, 

issue, or comment does not signify agreement with or concession of that rejection, issue, or 

comment. In addition, because Applicants' remarks are not intended to be exhaustive, as there 

may be other reasons for patentability of any or all claims that have not been expressed. Finally, 

nothing in this response should be construed as an intent to concede any issue with regard to any 

claim, and the amendment or cancellation of any claim does not necessarily signify concession 

of unpatentability of the claim prior to its amendment or cancellation. 
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Serial No. : 13/339,257 

To the extent necessary, a petition for an extension of time under 37 C.P.R. 1.136 is 

hereby made. Please charge any shortage in fees due in connection with the filing of this paper, 

including extension of time fees, to Deposit Account 502203 and please credit any excess fees to 

such deposit account. 

Date: October 30, 2012 

OM_ US 39065852-3.077580.0154 

Respectfully submitted, 

McDERMOTT WILL & EMERY LLP 

/Toby H. Kusmer/ 
Toby H. Kusmer, P.C., Reg. No. 26,418 
Customer No. 23630 
28 State Street 
Boston, MA 02109-177 5 
Telephone: (617) 535-4000 
Facsimile: (617)535-3800 
E-mail: tkusmer@mwe.com 

Kenneth C. Cheney, Reg. No. 61,841 
4 Park Plaza 
Suite 1700 
Irvine, California 92614-2559 
Telphone: (949) 757-7111 
Facsimile: (949) 851-9348 
E-mail: kcheney@mwe.com 
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Application/Control Number: 13/339,257 

Art Unit: 2453 

1. Claims 1-28 are still pending for examination. 

Page 2 

2. The following is a quotation of 35 § U.S.C. 103 (a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained through the invention is not identically disclosed 
or described as set forth in section 1 02 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was 
made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 

1966), that are applied for establishing a background for determining obviousness under 

35 U.S.C. 1 03(a) are summarized as follows: 

1. Determining the scope and contents of the prior art. 
2. Ascertaining the differences between the prior art and the claims at issue. 
3. Resolving the level of ordinary skill in the pertinent art. 
4. Considering objective evidence present in the application indicating 

obviousness or nonobviousness. 

3. Claims 1-28 are rejected under 35 U.S.C. § 1 03(a) as being unpatentable over 

Wesinger [U.S. Patent No. 5,898,830]. 

4. Wesinger disclosed the invention substantially as claimed. Taking claims 

1 ,2, 3, 1 0, 11, 12, 14, 15, 16, 17, 24, 25, 26, and 28 as exemplary claims, the 

reference disclose a method of connecting a first network device and a second network 

device (i.e., see Internet 120 of Fig. 1 connecting with other network devices), the 

method comprising: 

receiving, from the first network device, a request to look up a network address 

of the second network device based on an identifier associated with the second network 

device (i.e. Wesinger disclosed at col. 8 (line 25) to col. 9 (line 25) " ... DNS is a ... 
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system that translates host name address to I P address and I P address to host name ... 

stored in DNS tables ... When client C tries to initiates a connection to host D .... The 

DNS server for D returns the network address D ... from which it receives the look up 

request ... "); 

determining, in response to the request, whether the second network 

device is available for a secure communications service (i.e., Wesinger at col. 12 (lines 

23-27) disclosed 11 

••• combining encryption capabilities .... allows for the creation of 

virtual private networks-networks in which two remote machine communicate 

securely ... 11

, and at col. 8 (line 25) to col. 9 (line 25) Wesinger disclosed II ••• DNS is a 

... system that translates host name address to I P address and I P address to host name 

... stored in DNS tables ... When client C tries to initiates a connection to host D .... The 

DNS server for D returns the network address D ... from which it receives the look up 

request ... "); 

initiating a secure communication link between the first network device 

and the second network device based on a determination that the second network 

device is available for the secure communications service (i.e., Wesinger at col. 12 

(lines 23-27) disclosed 11 

••• combining encryption capabilities .... allows for the 

creation of virtual private networks-networks in which two remote machine 

communicate securely ... 11

, and at col. 8 (line 25) to col. 9 (line 25) Wesinger disclosed 

II ••• DNS is a ... system that translates host name address to IP address and IP address 

to host name ... stored in DNS tables ... When client C tries to initiates a connection to 

host D .... The DNS server for D returns the network address D ... from which it 

receives the look up request ... "); 

wherein the secure communication link is a virtual private network 

communication link and supports data packets (i.e., Wesinger at col. 12 (lines 23-27) 

disclosed 11 

••• combining encryption capabilities .... allows for the creation of virtual 

private networks-networks in which two remote machine communicate securely 

II) • ... ' 

wherein the data is encrypted over the secure communication link (i.e., 

Wesinger at col. 12 (lines 23-27) disclosed 11 

••• combining encryption capabilities .... 
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allows for the creation of virtual private networks-networks in which two remote 

machine communicate securely ... "); and 

wherein the determining of the second network device is available for a 

secure communications service is a function of a domain name look up (i.e. Wesinger 

disclosed at col. 8 (line 25) to col. 9 (line 25) " ... DNS is a ... system that translates 

host name address to IP address and IP address to host name ... stored in DNS tables 

... When client C tries to initiates a connection to host D .... The DNS server for D 

returns the network address D ... from which it receives the look up request ... "). 

5. As to claims 4-9, and 18-23, those features (i.e., video data, audio data, video 

conference, telephone service using modulation based on FDM, TOM, or COMA, mobile 

device, a notebook computer, etc.) are well known the art at the time the invention was 

made and they are not patentably distinguishable features. 

6. As to claims 13 and 27, Wesinger further disclosed the steps of: establishing an 

IP address hopping scheme between the client and the target (i.e. col. 9, lines 7-25). 

7. While Wesinger disclosed, at col. 9 (lines 16-25) the feature of "when a client C 

tries to initiate a connection to host D using the name D ... The DNS server for D returns 

the network address of D to a virtual host of the firewall 155. The virtual host returns its 

network address to the virtual host on the firewall 157 from which it received the 

lookup_ request, and so on, until a virtual host on the firewall 1 05 returns its network 

address (instead of the network address of D) to the client C", at col. 12 (lines 23-27) 

Wesinger further disclosed" ... combining encryption capabilities .... allows for the 

creation of virtual private networks-networks in which two remote machine 

communicate securely ... ", and at col. 8 (line 25) to col. 9 (line 25) Wesinger further 

disclosed " ... DNS is a ... system that translates host name address to I P address and 

I P address to host name ... stored in DNS tables ... When client C tries to initiates a 

connection to host D .... The DNS server for D returns the network address D ... from 

which it receives the look up request ... "), Wesinger did not mention as exactly as the 
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claimed language of "initiating a secure communication link between the first network 

device and the second network device based on a determination that the second 

network device is available for the secure communications service". It would have been 

obvious to one of ordinary skill in the art to obviously recognize that Wesinger's passage 

above and the claimed language are obviously the same and the difference is how they 

are written which is obvious to one of ordinary skill in the art. 

8. Applicant's arguments filed 10/30/2012 have been fully considered but they are 

not persuasive. In the remark, applicants argued that: 

a) Wesinger does not disclose one or more servers that "determining in response 

to the request, whether the second network device is available for a secure 

communication service". 

b) Wesinger does not disclose "initiating a VPN "based on" availability of the 

alleged second network device." 

c) Wesinger does not disclose "the secure communication service uses the 

secure communication link to communicate at least one of video data and audio data 

between the first network device and the second network device". 

9. As to paragraphs 8 a) to 8 c), Examiner respectfully disagrees because at 

paragraph 4 above Wesinger clearly disclosed those features. For example, Wesinger 

disclosed, at col. 9 (lines 16-25) the feature of "when a client C tries to initiate a 

connection to host D using the name D ... The DNS server for D returns the network 

address of D to a virtual host of the firewall 155. The virtual host returns its network 

address to the virtual host on the firewall 157 from which it received the lookup_ 

request, and so on, until a virtual host on the firewall 105 returns its network address 

(instead of the network address of D) to the client C", at col. 12 (lines 23-27) Wesinger 

further disclosed" ... combining encryption capabilities .... allows for the creation of 

virtual private networks-networks in which two remote machine communicate 

securely ... ", and at col. 8 (line 25) to col. 9 (line 25) Wesinger further disclosed" ... 

DNS is a ... system that translates host name address to IP address and IP address to 
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host name ... stored in DNS tables ... When client C tries to initiates a connection to 

host D .... The DNS server for D returns the network address D ... from which it 

receives the look up request ... "). Thus, it would have been obvious to one of 

ordinary skill in the art to recognize that Wesinger obviously taught the claimed 

language of "initiating a secure communication link between the first network device and 

the second network device based on a determination that the second network device is 

available for the secure communications service". It would have been obvious to one of 

ordinary skill in the art to obviously recognize that Wesinger's passage above and the 

claimed language are obviously the same and the difference is how they are written 

which is obvious to one of ordinary skill in the art. Moreover, As to the specific data 

such as audio/video to be communicated between two devices are so well known in the 

art at the time the invention was made. And having audio/video to be communicated 

between two devices is not patentably distinguishable feature. 

10. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956 

The examiner can normally be reached on Tuesday to Friday from 7:10AM to 5:40 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Krista Zele, can be reached on 571-272-7288. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-

8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free) If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (In USA or Canada) or 571-272-100. 

Kl 

December 01, 2012 

/Krisna Lim/ 

Primary Examiner Art Unit 2453 
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PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: Victor Larson, et al. 

Serial No.: 13/339,257 Confirmation No. 1084 

Filed: December 28, 2011 Group Art Unit: 2453 

Customer Number: 23630 Examiner: Lim, Krisna 

For: System and Method Employing an Agile Network Protocol for Secure Communications 
Using Secure Domain Names 

Mail Stop AF 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

AMENDMENT AFTER FINAL REJECTION 
UNDER 37 CFR § 1.116 

Dear Commissioner: 

This Reply is being filed in response to the Final Office Action mailed from the United 

States Patent and Trademark office on December 10, 2012. Pursuant to 37 C.P.R.§ 1.116, 

Applicants propose that this application be amended as follows: 

Amendment to the Claims begin on page 2 of this paper. 

Remarks begin on page 6 of this paper. 
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IN THE CLAIMS 

Applicants propose that this listing of the claims replace all prior versions and listings of 

claims in the application: 

1. (Currently Amended) A method of connecting a first network device and a second network 

device, the method comprising: 

intercepting, receiving, from the first network device, a request to look up an 

internet protocol (IP) a network address of the second network device based on~ 

domain name an identifier associated with the second network device; 

determining, in response to the request, whether the second network device is 

available for a secure communications service; and 

initiating a secure communication link between the first network device and the 

second network device based on a determination that the second network device is 

available for the secure communications service; 

wherein the secure communications service uses the secure communication link to 

communicate at least one of video data and audio data between the first network 

device and the second network device. 

2. (Original) The method of claim 1, wherein at least one of the video data and the audio data is 

encrypted over the secure communication link. 

3. (Original) The method of claim 1, wherein the secure communication link is a virtual private 

network communication link. 

4. (Original) The method of claim 1, wherein the secure communications service includes a 

video conferencing service. 

5. (Original) The method of claim 1, wherein the secure communications service includes a 

telephony service. 

6. (Original) The method of claim 5, wherein the telephony service uses modulation. 

2 
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7. (Original) The method of claim 6, wherein the modulation is based on one of frequency

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple 

access (CDMA). 

8. (Original) The method of claim 1, wherein at least one of the first network device and the 

second network device is a mobile device. 

9. (Original) The method of claim 8, wherein the mobile device is a notebook computer. 

10. (Canceled) 

11. (Currently Amended) The method of claim 1, wherein the secure communication link 

supports data packets. 

12. (Original) The method of claim 11, wherein the secure communication link is based on 

inserting into each data packet communicated over the secure communication link one or 

more data values that vary according to a pseudo-random sequence. 

13. (Original) The method of claim 11, wherein communicating between the first and second 

network devices using the secure communications service via the secure communication link 

includes a network address hopping regime that is used to pseudo-randomly change network 

addresses in packets transmitted between the first network device and the second network 

device. 

14. (Original) The method of claim 1, wherein determining that the second network device is 

available for a secure communications service is a function of a domain name lookup. 

15. (Currently Amended) A system for connecting a first network device and a second network 

device, the system including one or more servers configured to: 

intercept, receive, from the first network device, a request to look up an internet 

protocol (IP) a network address of the second network device based on a domain 

name an identifier associated with the second network device; 

determine, in response to the request, whether the second network device is 

available for a secure communications service; and 
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initiate a secure communication link between the first network device and the 

second network device based on a determination that the second network device is 

available for the secure communications service, 

wherein the secure communications service uses the secure communication link to 

communicate at least one of video data and audio data between the first network 

device and the second network device. 

16. (Original) The system of claim 15, wherein at least one of the video data and the audio data 

is encrypted over the secure communication link. 

17. (Original) The system of claim 15, wherein the secure communication link is a virtual 

private network communication link. 

18. (Original) The system of claim 15, wherein the secure communications service includes a 

video conferencing service. 

19. (Original) The system of claim 15, wherein the secure communications service includes a 

telephony service. 

20. (Original) The system of claim 15, wherein the telephony service uses modulation. 

21. (Original) The system of claim 20, wherein the modulation is based on one of frequency

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple 

access (CDMA). 

22. (Original) The system of claim 15, wherein at least one of the first network device and the 

second network device is a mobile device. 

23. (Original) The system of claim 22, wherein the mobile device is a notebook computer. 

24. (Canceled) 

25. (Original) The system of claim 15, wherein the secure communication link supports data 

packets. 
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26. (Original) The system of claim 25, wherein the secure communication link is based on 

inserting into each data packet communicated over the secure communication link one or 

more data values that vary according to a pseudo-random sequence. 

27. (Original) The system of claim 25, wherein the secure communication link is based on a 

network address hopping regime that is used to pseudo-randomly change network addresses 

in packets transmitted between the first network device and the second network device. 

28. (Original) The system of claim 15, wherein the determination that the second network 

device is available for the secure communications service is a function of the result of a 

domain name lookup. 

29. (New) The method of claim 1, wherein intercepting the request consists of receiving the 

request to determine whether the second network device is available for the secure 

communications service. 

30. (New) The system of claim 15, wherein the one or more servers are configured to intercept 

the request by receiving the request to determine whether the second network device is 

available for the secure communications service. 

31. (New) The method of claim 1, wherein intercepting the request occurs within another 

network device that is separate from the first network device. 

32. (New) The system of claim 15, wherein the one or more servers configured to intercept the 

request are separate from the first network device. 

5 
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REMARKS 

Claims 1-9, 11-23, and 25-32 are pending in this application, of which Claims 1 and 15 

are the independent claims. By this Amendment, Applicants propose to amend independent 

claims 1 and 15 and dependent claim 11, add new dependent claims 29-32, and cancel claims 10 

and 24 without prejudice or disclaimer of the subject matter thereof. 1 

Summary if Telephone /nterview 

Applicants appreciate the courtesies extended to Applicants' undersigned representative 

during the informal telephone interview conducted on February 20, 2013. During the interview, 

Applicants' representative proposed amending the independent claims as set forth in this 

Amendment. The Examiner agreed that he would enter the Amendment and allow the claims if 

Applicants amended the claims as proposed in this Amendment. 

Claim /?q'ections-35 O.S.C § /O.J 

The December 10, 2012, Final Office Action rejects claims 1-28 under 35 U.S.C. 

§ 103(a) based on U.S. Patent No. 5,898,830 ("Wesinger"). The rejection of canceled claims 10 

and 24 is moot. Applicants respectfully traverse the rejection of the remaining claims. For at 

least the reasons discussed in the October 30, 2012 Response, Wesinger does not disclose or 

suggest the features recited in independent claims 1 and 15, which are therefore allowable over 

We singer. 

Moreover, as discussed above, the Examiner agreed during the February 20, 2013, 

telephone interview that he would withdraw the rejection in view of Wesinger and allow the 

pending claims, provided that Applicants amend the independent claims as Applicants propose to 

amend them by this Amendment. Thus, while Applicants maintain that the original claims 

presented on December 28, 2011 distinguish over Wesinger, Applicants amend the claims as 

listed above solely to expedite prosecution of this application. 

1 Applicants disagree that the original claims submitted on December 28, 2011 are disclosed or obvious 
over the prior art. However, Applicants amend the claims to expedite prosecution of this matter as explained in this 
Amendment. Applicants reserve the right to pursue patent protection for the embodiments recited in the original 
claims and variants thereof, in one or more continuation applications. 
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In view of the above, the rejection of independent claims 1 and 15 should be withdrawn 

and the claims should be allowed. Moreover, each pending dependent claim ultimately depends 

from one of independent claims 1 and 15 and is therefore allowable based on its dependency 

from an allowable base claim as well as for reciting additional features. Accordingly, Applicants 

respectfully request that the Examiner enter this Amendment under 37 C.P.R.§ 1.116, withdraw 

the§ 103 rejection, and place claims 1-9, 11-23, and 25-32 in condition for allowance. 

Applicants submit that the proposed amendments of claims 1, 11, and 15 and the 

proposed addition of dependent claims 29-32 do not raise new issues or necessitate the 

undertaking of any additional search of the art by the Examiner. Therefore, this Amendment 

should allow for immediate action by the Examiner. Furthermore, Applicants respectfully 

submit that the entry of the Amendment would place the application in condition for allowance, 

as indicated by the Examiner during the telephone interview. Finally, Applicants submit that the 

entry of the Amendment would place the application in better form for appeal, should the 

Examiner dispute the patentability of the pending claims. 

CONCLUSION 

Applicants respectfully submit that all of the pending claims, claims 1-9, 11-23, and 25-

32, are in condition for allowance. If any questions remain, or should the present response not 

place the claims in condition for allowance, the Examiner is cordially invited to contact the 

undersigned attorney so that any such matters may be promptly resolved. 

Any remarks in support of patentability of one claim should not be imputed to any other 

claim, even if similar terminology is used. Any remarks referring to only a portion of a claim 

should not be understood to base patentability on that portion; rather, patentability rests on each 

claim taken as a whole. The absence of a reply to a specific rejection, issue, or comment does 

not signify agreement with or concession of that rejection, issue, or comment. In addition, 

because the arguments made above may not be exhaustive, there may be other reasons for 

patentability of any or all claims that have not been expressed. Finally, nothing in this paper 

should be construed as an intent to concede any issue with regard to any claim, except as 

specifically stated in this paper, and the amendment or cancellation of any claim does not 
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necessarily signify concessiOn of unpatentability of the claim pnor to its amendment or 

cancellation. 

To the extent necessary, a petition for an extension of time under 37 C.P.R. § 1.136 is 

hereby made. Please charge any shortage in fees due in connection with the filing of this paper, 

including extension of time fees, to Deposit Account 501133 and please credit any excess fees to 

such deposit account. 

Date: February 27, 2013 

OM_ US 41322676-1.077580.0154 

Respectfully submitted, 

McDERMOTT WILL & EMERY LLP 

/Toby H. Kusmer/ 
Toby H. Kusmer, P.C., Reg. No. 26,418 
Customer No. 23630 
28 State Street 
Boston, MA 02109-177 5 
Telephone: (617) 535-4000 
Facsimile: (617)535-3800 
E-mail: tkusmer@mwe.com 
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Sum.ed Guide \0rswn 5.() (1999) (Gaun!.le;; Unix Getting 
Started Guide, FireW<ill Products). 
Network Associates &·lease Nmes Gmmrie~ Fil"l!'""'all for 
Unix 5.0 (]\.1ar. 19, 1999) (Gauntlet Unix Reiease Notes. 
Firewall Products). 
Network Associates Gau'1.1let Firewall For V,ltndows NT 
Admini.sm:r.lor's Guide VerJ<·io,"1 5.0 (1999) {Gauntlet t-.?f 
Admini:arntor's Guide, Fu·ewall Pn:xiucts). 
Tmsted lnformatioo Systems, Inc. Gawult·t !menlt:.~t Fin?· 
wall Firewall-to-Firewall F..n.cryptian Gulde Ver.sfon :u 
(1996) (Ga!.mtlet Fuewall-to-Firewall, FIJ."ewaU Prod\.>cts}. 
Network Associm.es Gaumiet Fi"""-ali Global Virtual Pri
vate Network User's (;i.jiJe for Windows NT Vet:l'icm 5.0 
(}999) (Garmlle! NT GVPN, GVPN'}. 

Network Associates Gaumlet Firewall For Unix Globallh'.r
tuai Private Network U.<:er's Guide ~·er$ion 5.0 {1999} 
{Gauntlet Unix GVPN. Gv"PN} 
D:m Sterne !Jyna.rnic 'Vi.rt>,ml Private Nen-..•orks (May 21, 
2000} (Sterne UVPN, DVPN). 

Darrell Kindred Dy=mk Vi~! Private Networks (DVPN) 
(Dec. 21, 1999) {Kindred DVPN,DVPN). 
Dan S!erne et aL TIS !Jynamic Securi;y Perimeter J?e.rearr:h 
Projer:t Dem.>:Jnstrafinn. (Mar; 9, 199&) {Dynamic Security 
Perimeter, DVP:N). 
DmeH Klnd...-ed Dynamir: l'lrt~.ral Private Networks Capabil· 
iry D,.,•scriprixm {Jan. 5, 2000} (Kindred DVPN Capability, 
DVPN) 11. 
Oct. 7, and 28 1997 em.UI from Domenic 1. Turdu Jr. 
(SPARTA000017l2-1714, 180.3--1811) (Turchi DVPN 
email, DVPN). 
lames Just & Dan SU..":me Security Quickstan Jf.ISk llpdn.te 
{feb. 5, 1997) {Security Quickstart, DVPN), 
Virtual Private Netwotk Demonstration dated Mar. 21.1993 
(SPARTA()0001S4-1--54) (DVPN Demonstration, DVPN). 
GTE J.:nremetworking & . HHN 1ectmotogies DAR!% lrifor~ 
marion AM;mmce Program lntf'grated Feasibility Demon· 
srratian (1FD) U Pian (Mar. 10, 1998) (TF'D U,DVPN). 
Mkroscfi Corp. Windows NT Sen'er Product Do~:umeflla· 
tioo: Administration Guide--Connection Point SrJYices, 
available at ht!p;//www,micmsoft.comltechnelfarchbre/ 
winntas/proddocs!inerconctservice./cpsopt;.;mpx (Connec
tion Point Service.<;) (;\Jmough undated, ti'Js reference relern 
to the operation of prior art versions of Microsoft Windows. 
Accordingly, upon infQtmarion and belief, t.\is reference is; 
prior an. to the patents.-insllit), 
Microsoft Corp" Wmdows NT Servier Product Documenta
tion: Adrniuio;tratkm Kit Guide-Connection Manager. 
available at bnp://www.microsoftcomfl.eclmetlarchive/ 
winntas/proddoosftnetconc>..service!cm.ak.m:.px (Connection 
Manager) (Alth9l!gh undated, this. refere-nce .refe.rs to the 
operation of prior a..<t versions of Microsoft Windows such as 
Windov.rs NT 4.0. Accordingly, upon information a-'l.d belief, 
this reference is prior an. to the patents-in-suit.). 
Ivlicmsoft Corp. A!ltodia1 Heurl$tiCS, av-ailable at http:i!sup
port.fl'.icwsoftcomlkb/164249 (A~todial Hel.lristics} 
(Although undated, thls reference re.fers to the operation of 
prior art version.s: of Mkrosoft \Virtdows such as 'Windows 
NT 4.0. Accordingly, upon information llil.d belief. <his refer
ence is prior art to the patents--1n--·s.uh.). 
.Microsoft Corp., Cmip1o: Distributed Component Object 
M;xtei, 0 9%) avrulaMe at http:li'msdn2,micmsoft.oom! 
ei'H!sflibr:ary/ms809332(printer}aspx (Cariplo 1). 
Mare Levy, COM Internet Services (Apr_ 23, 1999), avail
able at http:flmsd.112.wicrosoftcowJen--1.!s.llibrn:ry/ 
ms809302(prl..'1tl:W).aspx {Levy). 
Markus Horstmann and Mary Kirtland, DCOM Aichitecture 
(Jul. 23, 1997), available at http:l/msdn2.microsoft.com! 
e!H.tsflibmry/ms809311 (printer).aspx (Horntmann). 
Microsoft Corp., DCOM: A Business Overview (Apr. 1997), 
available at http:!fmsdn2.w.icrooofLcomlen--u!Jlihmry/ 
ms809J20(prlnrer}aspx (DCO!'vi Business Oven•iew l). 
Micmwfi Corp .• DCOM Technical Overview (NO\'. 1996). 
available at hUp:lJmsd;l2,rnicrosofu:on<Jen-us!l.ibmry! 
ms80934(l(pdnttr).aspx (DCOM Technical Overview I). 
Mkrosnfi Corp., DCOM Architecture \v'hlte Paper { l 998) 
available in POC DVD--ROM (DCOM Architecrure). 
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Microsoft Corp. })COM-The Distributed Component 
Object Model, .4. Business Overview \\Thite Paper (Microsoft 
1997) available i.."1 PDC: DVD-ROM (DCOM Business 
Overview H). 
Micta!;oft Corp., OCOM--Cariplo Home Bar!ling Over TI~e 
Internet \>Vhlte Paper (1-.iic:rosnft ! 996} available in PDC 
DVD-ROM (Cariplo ll). 
Microsoft Corp", DCOM Solutions in Action \\Illite Paper 
{Microsoft 1996) available in PDC D\o'D--ROM (DCOM 
Solution:; in Action). 
Microsoft ('..arp .• DCOM Technical Overvic-.v White Paper 
{Microsoft 1996:; available 12 in PDC DVD-ROM (DCOM 
Tecl'o.nical Overview ll). 
125. Scou Sulw & Glenn Wood, DNS an4 Microo6ft Win
dows !';! 4.0 "(19%} availabl-e at http:l/msdn2.microsoft. 
corrJen-usllibrazy/ms.S 1 027?(prinler),aspx (Suhy ). 
126. Aaron Skonnard, Essential ffi'nme/313-423 (Addison 
Wesley Longman 1998) (Es;;entlal Winlnei.). 
:Microsoft Corp. Installing, Configuring, and Using PPTP 
\\1th Microsoft Oient.'i and Server:;, (1998) available at 
http:f!msdn2.mk:.rosoftcom!em.is.llibraryfms8ll 078 
(printer).a.'ipX (Using PI-''Il"). 
Microsoft Corp. Internet Connection Services for MS P • .AS, 
Standard Edition. http~/www.micms.oft.com/tedmer! 
arcJ.Jvefwinntas/pmddocslinetconctservice/bcgstart.mspx 
(Internet Conn~ti011 Services I). 
Microsoft Corp, Internet Connection Servi;;es for RAS, 
Cmnmercial Edition, available athnp:l/www.microsofu::omf 
tec!me!!ardtive/win.'"lt~!:Jproddot:s/inetconctservicelbcgstrtc. 

mspx (Internet Corme.ction Services U). 
Microsoft Corp .. Internet Explorer 5 Corporate Depkoyment 
Guide-Appendix B:E."'labling Coru1Cctions with ilie Con
nection Manager Administratioo Kit, available a! http:/! 
www.microsoftcom!technetlpmdtechnolfiefdeploylde
p1oy5/appendb.mspx {JE5 Corporate Development}; 
Mark Minasi, Mastering Windows l·iT Server 4 1359~ 1442 
(6!1! ed., Jan. 15, 1999}(Mas.tering Window:s :1'..'T Server). 
Hands On, Self-Paced Training for Supporting \·~rian 4..0 
371-473 (Microsoft Press 1998) {Hands On). 
Microsoft Corp., MS Poim-lo-Point Tunneling P!otocol 
(VIi11dows NT 4.0), available at http:/iwww.micmfioft.cornl 
techne!l<crchlve/winnta:Jmaintain/featusability/pptpwp3. 
mspx (M:S PPTP}. 
Kermeth Gregg, eta! .• Microsoft M-'indows NT S~r,;er Admin~ 
strator's Bible 173-206. 883-911, 974--1076 (IDG Books 
Wor!dwidc 1999) (Gregg). 
Microsoft Corp, Remote Access (Window&), available at 
http:flm!idn2.n1icrosoft.con1len-us/library!bb545687 
(VS.85,printer).a;;px (Remote Access). 
Microsoft Corp .• Understanding PPTI> {Windows NT 4.0), 
available at http://www.microsoftcom!teclmet!archivel 
win.'1taslplan/pptpudstmspx {Undersmnding PPTP :N'T 4) 
{Although undated. tlus reference refers to the operation of 
prio( art versions of Microwft Windows such as Windows 
f><'1' 4.0. Accordingiy, upon information ~md belief, !his refer
ence i;;. prior art to the patents-io-sull.). 
Microsoft Corp .• \Vindows NT 4.0: Vi.lttlal Private Network
ing, available at http://www.microsofL{:Omfteclme!:larcruvef 
\\'inntas/deploy/confeat/vpntwk.mspx (NT4 VPN} 
(.4.1though undated, this reference ref.:rs to the operation of 
prior art versions ofMicrowft \Vindows such as Windows 
NT 4.0. Accorilingiy.upon information and belief, ~his refer· 
em:e i.J> prior a.rl to the patents-in-suit.). 

Anth<:1ny Northrup, NT Netv.,Drk Plumbing: Rowers, Prox
ies, and '!%';;:b Servia:$ 299-399 (IOO. Boob Worldwide 
1998} (Network Plumbing). 
Mlc:rosoft Corp., Chapter l-Imroductitm to '\~'indow.s NT 
Routing with Routing and Remote Acress Service, Available 
at http:llwww.microsofLcom/tedmet/archlvd"vhmta>lpmd· 
docs/ rras40/rrasch01,rnspx (lntro to RRAS) (Although 
undated, this refcreJ1Ce refers to !be operation of prior art 
ver!lions of Micro:;ofl Windows sl)ch as \Vindows NT 4.0. 
Accordingly, upon information and belief, tllis reference is 
prior art to the patent:;-in-suit.) 13. 
Microsoft C(a-p., Windows NT Server Product Document.a
tioo; Chapter 5~Pianmng for Large-Scale Confi.g,.rrarions, 
availahl.e at http:fh.,·ww.n::.icruwft.con:!ltedmct/ardriv·ef 
wi.nntas/p:roddocs/rr<IS40/rrasch05.mspx (Large-Sca!c Con
figurations) (;\lt.>wugh undated, this reference refers to ilie 
operation of prior art versions of Microsoft Wind0\¥8 such as 
Windows :N! 4.0. Accordingly, upon infom!Slion and belief, 
this reference is prior art to the patents-in·-:mit.}; 
F-Secure, F-Secure Evaluation Kit (May ! 999) (FSECIJRE 
0000000:3) (Evaluation Kit 3). 
F-Secure, F-Secure NameSurfer (!Y1av 1999) (FSECURE 
000{)0003) (NameSurfer 3). · 
F-Secure, F-Socure VPN Administrator's Guide (May 
1999) {from FSEQJRE 00000003) (f'-Secure VPN 3). 
F-Secure, F-Secure SSH User's & Administrator's Guide 
(May 1 999) (from FSECIJRE 00000003) (SSH Guide 3). 
F...Secure, F-.Secure SSH2.G for W'inJ014·s NT and 95 (May 
1999) (fmm FSECURE 00000003) (SSH 2.0 Guide 3). 
F-·Secure, p .. s~:cure V'l'N+ Administrator's Guide (May 
1999) (from FSECURE 00(){)()(){J3) (VPN+ Guide 3). 
F. Secure, f'.....S.'ecure VPN+ 4,1 (1999) (from FSECURE 
0000000&) (VPN+ 4. l Guide 6). 
J''....Secure, F--Secure . SSH (1996} (from FSECURE 
00000006} (F-Serure SSH 6). 
F--Secure, F ..... 'r;ecure· SSH 2.0 for Willdows l¥T mui 95 {1998) 
(from FSECURE 00000006) (F-Secure SSH 2.0 Guide 6). 
F--Secure, F-Secrtre Evaluation Kit (Sep. 1998) (FSECURE 
00000009) (Evaluation Kit 9). 
F-Secure, F-Secure SSH User's & J\dmirdstraJor>:< Guide 
(Sep.1998) {from FSECURE 000000()9} (SSH Guide 9). 
F~Secure, F-&:eure SSH 2JJj'or Windows lVTand 95 (Sep. 
1998) (from FSECURE OOOOC{l(m (F-;;ecure SSH 2.0 
Guide 9). 
F-Secure, f''....,.'?ecure VPN+ {Sep. 1998) (from FSECURE 
00000009) (VPN+ Guide 9). 
F-Secu.re, F-Secure Afanagement Tools Admmisrratar'S 
Guid.; (1999) (from FSEClJRE 0000(11 .. "0)) (F-secure Man
agement Tools). 
F .. Secure. F-Secure Desktop, U:ur's Guide (1997) {from 
FSECURE 000(X}Q09) (F-secm:e Desktop Us{.'T•s Guide). 
SafeNe.t, 1nc., VPN Policy Marmgt~r (J<m. 2000) {VPN Policy 
Manager). 
F-Secure, F-...)ecure VPN+for Windows NT 4.0 (l 998) (from 
FSECURE 00000009} {F-secure VPN+). 
lRE, lnc., SajeNet!Scft·-PK v.~rsion 4 (Mar. 28, 2000) 
{Soft-PK Version 4). 
IREfSafeNet Inc., VPN Teclmologi~!i Ow:rvi«'W (Mar. 28, 
2000) {Sa.fenet VPN O"erview). 
IRE, Inc .. SafeNei/Secudry Cemer Technical Refere.nce 
Addendum (Jun. 22, 1999) {Safenet Addendum). 
IRE, Inc .. System Descriptir:m far VlW F~1licy Ma.wgt•r and 
SafeNetlSoftPK <f•·1ar, 30, 2000} {VPN Policy Manager Sys
tem Description). 
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lRE, {nc .. About SafeNeWPN Policy Manager (1999} 
(About Safener VPN Policy Manager). 
IRE .. snc., Saft::Net/VPN J:blicy Manager Quick Start Guide 
version 1 ( 1999) (SafeNet VPN Policy Moimager). 
Trusted lnformmioo Systems, lm~., GaW~tles Internet HF€
wall, Firevval! Prod1U:t Fwr.cri.osu:<i Summary (Jul. 22, 1996) 
(Gaunllet Hmctional Summary). 
Trusted information Systems, inc., Rwming the Gmm;let 
!memet Fire.>'all. An Administrmor'S Gui.4e to Gawui.~t~'er• 
sion 3.0 (l'vlay 31.1995) (Rurm.ingaheGauntletintemetFire-
wr:.H). ' 
Ted Hanvood. Windows Nr Terminal Sen'er t<nd Citrix 
Metafmme (New Ridersl999) (Windows NTHarwood) 79. 
Todd W. Matehrs and Shawn P. GenOW<lY, Wmd'ows NT 
Thing Client Solutions: lmplememiflg 1e~fual Server and 
Citrix MetaFrame (i'¥1acmillan Technical Pub.lhhlng 1999) 
(\Vindows NT Mather:.). 
Bernard Aboba et aL, Securing 12TP using lPSEC (Feb. 2, 
1999}. 
156. Finding Your Way Through the llPN Mme (1999) 
("!l!W"). 
Unux FreeSAVAN Overview {1999) (Unux; FreeSIWM') 
Overview}. 
TimeStep, Tile Business Case fi•r Secure VPNs (1998) 
(''11rneStep"). 
\llatchGuard Technologies. Inc.. ~'atchGut-!rd Firebox Sys· 
tem .Powerpoint {2000). 
Wau;M3uard Tech.tlologies, inc,, MSS Hrewall Sper:ifica· 
tiom {1999). 
WatdsGuard Technologies, Inc., Request for lrifcrrnarlon. 
Securiry Sen.'ice.r (2000). 
WmcbGuard Technologies, lrtc., ProtN:ring lhe lmemet Dir.· 
tributed Enterprise, White Pap~'r (feh. 2000). 
WatciiGuard Technologies, Inc .• \%uchGuaro L.'ve.5ec:uriry 
/M MSS Powerpoint (Feb. 14, 2000). 
WatchGuard Tedmoiogie.s, Inc., lv!SS Versi.cm ?..5, Arid--On 
for Wcm:hGuardSOJIO Releaser Nc:tes {Jut 21, 2000). 
Air Force Research Laboratory, Staremem: ofVlvrkfor lnfor· 
ttu:uwn Assur.:mce' System iin:hitecture and lmt'grotion, PR 
N(J. N-.S-4106 (Conw<~.ct N•>· F30602-98-C-0012) (Jan. 29, 
1998). 
GTE lntemetworking & BBN Tedlnologies IJARJ"'A lnfor· 
matwn Assurance Program lntegroted Feasibility Deman· 
stratkm (IFD) L2 Report, Rev. U) (Sep. 21, 1998). 
BBN Information Ai:mr?.nce Contrn.ct, TlS lAbs Mont!-Jy 
Status Report {Mar. 16-Apr. 30, 1998}. 
DARPA, DyP.amic Vinual Privtue /li'envork (VPN) Rwver
paim. 
G1'E lntemetworking, Contraaor's Program Progress 
Report !).1ar. 16-Apr. 30, 1998}. 
Da.<rell Kindred, DynamiC Virtual Private Net<i.1orks (DVP."l) 
Cou.menneasure CJum:«:teri;;arion (Jan. 30, 2001}. 
\-1t'tm:!l Private l'·i'etworkir..g Cowmmnea.sure CJ-.amcieri.7A
fitm (MM:. 30, 2000}. 
Virtual Pri~>ate Network Demt.msrmtion (Mar. 2l, 1998}. 
Information Aswxance~'N.<U Labs, Dynamic 1/irr.ml Privmc 
Netv.'Orks (VPNs) mul Jmegraud Security Man.agemem 
(2000). 
Infommtion As:mrancei'NAI Labs, Create/Add DV!W 
Er.dave(2000). 
NAI Labs, IF£ 3.!/r.tegrmion Demo (2000). 
Information Assurar~, Science Foir Agenda (2000). 
Darrell Ki.m::lred ct at, Proposed Threads for JF£ Jj (J<m. 
13, 2000). 

fFE J.l.Technology Dependencies (2000). 
!FE 3.1 Topology (feb. 9, 2000). 
Infm:matkm Assurance, informatiion &.ruran.ce lntegraticn: 
!FE 3.1, Hypothesis & Thn'ad Deveiopmeru (ian. 10-11, 
2000}. ' 
Infcnnation Assufanc~.INAI Labs, Dynamic "1.-'inuai Private 
NeMorks Preser1Iaticn (2000). 
Information Assumm;elNAI 1.&."1:>, Dynamic ~-Inm<! Private 
Networks Prese:ntadon t;l (2000}. 
Information Assumnce.IN/u Labs, Dynamic Virtual Private 
Nt't>i'orks Presen.tati<m v.3' (2000). 
T. Braun ct al, Vinual Privme Neri'Ywrt ltrchi;ecrure. Charg~ 
ing wd Accounting lechnology for the lntem~t. (Aug. I, 
1999) (VPNA). . 
Network Ass01viru:es Prodm:IS-PGP Total Network Security 
Suite. Dynamic \li'rtual Privme Nerworks (I 999). 
Microsoft Corporation. Micmsoft Proxy Server 2.0 {1997) 
(Proxy Server 2.0, Mkxosoft Prior Art VPN Tedmo1ogy). 
David Johnson ~ a!., A Guide Jl;; Microsoft f'mzy Server 2.0 
{1999) (Johnson, Microsoft Prior Art VPN Tedmology). 
Microsoft Corporation~ SeUiJ1g Server Parameters 0997 
(Proxy Server 2.0 CD labeled MSFT'\lXOOl57288) (Setting 
Server Par-ameters. Microsoft Prior Art VPNTechnology). 
Kevin Schuler, Micmsoft Proxy Server 2 (1998) (Schuler, 
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(Rozell, Microsoft Prior 15 Art \'l'N Technology. 
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Sm·er 2 {!999) {Stigler, Microsoft Prior Art VPN ledmol· 
ogy). 
David G. Schaer, MCSE Test Success: Proxy Server 2 ( 1998) 
(Schae.r, Microsoft Prior Art VPN Technology). 
John Savill, The }Vimfows NF and w'l:ndows 2000 Amwer 
Book (1999) (Savill, l'.'ticro;;oft Prior Art V"PN Technology). 
Network A5£0ciates {;auntlet Firewall Global \inual Pri
wue Network User's Glade for W'iruiow£ AT Ver$ion 5.0 
(1999) (Gauntlet NT GVI'N, GVPN). 
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archive.orglweb/l999l 007070353/http:/fwwwimili.me.d.tu
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US 6.502,135 Cl 
1 

INTER PARTES 
REEXAJ.\IUNATION CERTIFICATE 

ISSUED UNDER 35 U.S.C. 316 
THE PJ>:IENi IS HEREBY AMEf>.l'DED AS 

INDICATED BELOW. 

2 
(J) generating from the client compwer a Domain Name 

Service (DNS} request that requests an IP addresJ cor

n:sponding to a domain name associated wi!h the tar· 
get computer; 

&fatter endosed in hea'lo'')' brackets [ J appeared in the 
patent, but has been deleted and is no kmger a part of the 
patent; matter printed m italics indicates addi.tiO!lS :mad.e iO 
ro the patent. 

(2} d.~termining whether the DNS request trrmsmined in 

step (1) is requesting access to a secure web sire; ar1d 

(3) in response to determining that the DNS request in 
srep (2) is requesTing access lD a secure target web site, 

automatically initiating the 'v'l'N betwe>..en the di.:m 
cornpuler and the target computer, wherein: 

AS A RESULT OF REEXAMINATION, IT HAS BEEN 
DETE&.\1INED TIL-'I..T: 

The patentability of claims 1-10 and 12 is confirmed. 

New dai..vr! 18 is added and detemrined to be patentable. 

Claims 11 and 13-17 were notteexa.-rnined. 

18. A method of transparently crecuing a virtual private 
network (VPhj between a di.·m computer and a target 
computer, comprising the sreps 0:.11':. 

steps (2) and (3) are performed at a DNS server :.eparate 
15 from {he client computer; and step (3) comprises the step of, 

prior to automatically initiating the VPN belWeel'l th.e client 
computer ,;md the target cow.puter; detem~ining whether the 
client computer is authoriu.d w resolve addresses of non 

20 secure mrgt:'t compurers and, if not so authorized, returning 
an error from. the DNS request. 
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D1277 iPhone User Guide for iPhone and iPhone 3G, 154 pages, 2008 

1 D1278 iPhone User Guide for iOS 5.0 Software, 163 pages, 2011 

D1279 iPad User Guide for iOS 5.0 Software, 141 pages, 2011 

D1280 iPad User Guide for iOS 4.2 Software, 181 pages, 2010 

D1281 iPad User Guide for iOS 4.3 Softvvcm;;, 198 pages, 2011 

D1282 iPad User Guide, 154 pages, 2010 

D1283 iPod Touch User Guide for iOS 5.0 Software, 143 pages, 2011 

D1284 iPod Touch User ,, 122 pages, 2008 

D1285 iPod Touch User Guide for iPhone OS 3.0 Software, 153 pages, 2009 

D1286 iPod Touch User Guide for iPhone OS 3.1 Suftwatt:, 169 pages, 2009 

D1287 iPod Touch User Guide for iOS 4.3 Software, 230 pages, 2011 
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D1288 iPod Touch Features ,, 98 pages, 2008 

D1289 VPN Server Configuration for iOS; Networking & Internet "'"' """_," '""JJ'VY ""'"'• 12 pages, 2011 
D1290 iPhone Configuration Utility User Guide, 26 pages, 2010 

D1291 iPhone Configuration Utility; Networking & Internet: Enterprise Deployment, 26 pages, 2011 

D1292 iPhone Configuration Utility; Networking>lnternet & Web, 24 pages, 2010 

D1293 iOS Configuration Profile Reference; Networking & Internet: Enterprise Deployment, 24 pages, 2011 

D1294 iPhone OS Enterprise Deployment Guide; Second Edition, for Version 3.1 or Later, 91 pages, 2009 

D1295 iPhone OS; Enterprise Deployment Guide; Second Edition, for Version 3.2 or Later, 90 pages, 2010 

D1296 CFHost Reference; Developer, 20 pages, 2008 

D1297 CFNetwork Programming Guide; Developer, 60 pages, 2011 

D1298 CFStream Socket Additions; Developer, 22 pages, 2010 

D1299 Mac OS X Devloper Library; CFHostSample.c, 1 page 

D1300 Mac OS X Developer Library; CFHostSample, 1 page, 2004 

D1301 Mac OS X Developer Library; Document Revision History, 1 page, 2004 

D1302 CFStream Socket Additions; Developer, 22 pages, 2010 

D1303 Apple Push Notification Service; Distribution Service, Version 1.0, 6 pages, 2009 

D1304 iOS Human Interface Guidelines; Developer, 184 pages, 2012 

D1305 Networking & Internet Starting Point, 3 pages, 2011 

D1306 Server Admin. 10.5 Help; Viewing a VPN Overview, 1 page 

D1307 iOS: Supported Protocols for VPN, 2 pages, 2010 

D1308 !Phone in Business Virtual Private Networks (VPN), 3 pages, 2010 

D1309 iPhone and iPad in Business Deployment Scenarios, 26 pages, 2011 

D1310 Deploying iPhone and iPad Virtual Private Networks, 3 pages, 2011 

D1311 Deploying iPhone and iPad; Security Overview, 6 pages, 2011 

D1312 Pad in Business; "Ready for Work," 2012, 5 pages 

D1313 iOS: Using :Time, 2 pages, 2011, Printed from website http://support.apple.com/kb/HT4317 

D1314 MobileMe: "Secure Chat" is Unavailable OS X Lion, 2 pages, 2012, Printed from Website: 
http://support. ;:mniP ··n/ku/1 ::iJ\:JUL 

D1315 iPhone 4 and iPod Touch (4th !t"dliU! 2 pages, 2010, Printed from Website: 
http://support.apple.com/kb/HT 4319 

!Phone; "PicKtng Up Where Left " 11 pages, 2012, Printed from Website: D1316 
http:fluft, ::u·ml;., :n · u.. '.roc t$, ,.;, 

.U!"tJ'~·v~ I!VI!t;fl';:;o> !<:<.:>1>0'-'CliiiiC 

01317 FaceTime for Mac; Hello to Face Time for Mac," 4 pages, 2012, Printed from Website: 
iVII.apple.~utw nodfi::u .. ;<::;utttt:: 
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01318 "Your New Favorite to do Just About .vcwyihntg," 8 pages, Printed from Website" 
http:/fwww.apple.~~ ipad/bui1+-ir-appSI 

01319 iPod Touch; Face Time, "Oh, I see what you're saying," 2 pages 

01320 Apple Press Info; Apple Presents iPhone 4, Printed from Website: 
http://www.apple.com/pr/library/apple-presents-iphone 

01321 iPod Touch; FaceTime, "Oh I See What You're Saying,", 3 pages, 2012, Printed from Website: 
http://www.apple.com/iPodtouch/built-in-apps/facetime.htm 

01322 lOS 4, The World's Most Advanced Mobile Operating System, 5 pages, Printed from Website: 
http://www.apple.com/iphone/ios4 

01323 Apple Press Info; Apple Reinvents the Phone with iPhone, 3 pages, 2007, Printed from Website: 
http://www.apple.com/pr/library/2007/01/09Apple-reinvents-the-phone 

01324 
Apple Press Info; Apple Announces the New iPhone 3Gs-The Fastest, Most Powerful iPhone Yet, 3 
pages, 2009, Printed from the Website: http:/lwww.apple.com/prllibrary/2009/06/08Apple-
Announces-the-new-iphone3GS 

01325 
Apple Press Info; Apple Launches iPhone 4S, ios 5 & iCioud, iPhone 4S Features Dual-Core A5 
Chip, All New Camera, full 1 080p HD Video Recording & Introduces Siri, 2011, 2 pages, Printed from 
website: http://www.apple.com/pr/library/2011/1 0/04Apple-Launches-iPhone-4S-iOS-5-iCioud.html 

D1326 
Apple Press Info; Apple Introduces New iPod Touch, Features Retina Display, A4 Chip, Face Time 
Video Calling, HD Video Recording & Game Center, 2 pages, 2010, Printed from Website 
http://www.apple.com/prllibrary/2010/09/01Apple-lntroduces-New-iPod-touch.html 

D1327 
Apple Press Info; Apple Launches iPad, Magical & Revolutionary Device at an Unbelievable Price, 2 
pages, 2010, Printed from Website: http://www.apple.com/pr/library/201 0/01/27 Apple-Launches-
iPad.html 

D1328 
Apple Press Info; Apple Launces New iPad, New iPad Features Retina Display, A5X Chip, 5 
Megapixel iSight Camera & Ultrafast 4G L TE, 2012, 3 pages, Printed from the Website: 
http :1/www. apple. com/prllibrary /2012/03/07 Apple-Launches-New-i Pad. html 

D1329 Face Time; "Phone Calls Like You've Never Seen Before," 3 pages 

D1330 Apple Press Info; Apple Brings Face Time to the Mac, 1 pages, Printed from Website 
https://www. apple. com/pr /library /201 0/1 0/20Apple-Brings-F ace Time-to-the-Mac. html 

D1331 iPad at Work; "Mobile Meetings Made Easy," 4 pages, 2011 

D1332 I Pad Technical Specifications, 49 pages, Printed from Website: http://support.apple.com/kb/sp58C 

D1333 Stirling Design, 8 pages, 2008 

D1334 Quick Guide: SSL VPN Technical Primer, 11 pages, 2010 

D1335 Silva, "Secure iPhone Access to 'f-'VIatc Web Al-'1-'"""'"v"<>," Technical Brief, 10 pages 

D1336 Defendant Inc.'s Third Supplemental Responses to VimetX Inc.'s First for Admission 
to Apple Inc. ,, April ,, 12, 207 pages 

D1337 Apple Support Communities, 4 pages, Printed from Website 
httn<-·ilrii<::rll<::<:i, lpple. ,,., >ti!A.""' '">? '" =u ltlf-'i:>.HUI ;,vVI I II ll II I t• 

D1338 VirnetX- Products: License and Service 'ffering;,, 1 page 

D1339 VimetX Contact nfvl IIOUVII, 4 pages, 2011 
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D1340 VimetX Launches Secure Domain Name ulibativc:. 4G/LTE Security, 1 page, 2010 

D1341 VimetX Gabriel Connection; Enabling Safe Network Neighborhoods, 2 pages, 2012 

D1342 Baugher et al., "The Secure Real-Time Transport Protocol (SRTP)," Network Working Group, 
RFC:3711, 39 pages, 2004 

D1343 Jennings et al., "Resource Location and Discovery (Reload) Draft-Bryan-P2PSIP-Reload-04," 
Internet-Draft, 12/12/08, pages 1-127 

D1344 Barnes et al., 'Verification Involving PSTN Reachability: Requirements and Architecture Overview," 
Internet Draft, 27 pages, 2012 

D1345 April Inc. Form 1 O-K (Annual Report) filed 12/01/05 for the Period Ending 09/24/05, Edgar Online, 
1400 pages, 2011 

D1346 Phone, Facetime; "Be in Two Places at Once," 3 pages, Printed from the Website 
http://www.apple.com/ios/facetime/ 

D1347 Apple Press Info; Apple Presents iPhone 4, All-New Design with Face Time Video Calling, Retina, 
Display, 5 Megapixel Camera & HD Video Recording, 3 pages, 2010 

D1348 NYSE AMEX:VHC; Cowen and Co. 39th Annual Technology Media & Telecom Conference, 36 
pages, June 2, 2011 

D1349 Pindyck et al., "Market Power: Monopoly and Monopsony," Microeconomics, Sixth Edition, pages 
370-371 

D1350 Press Release; lpCapital Group Completes VirnetX IP Licensing Evaluation, 3 pages 

D13 Microsoft Real-Time Communications: Protocols and Technologies, Microsoft TechNet, 22 pages, 
2010 

D1352 Filing Receipt dated September 23, 2011 for Application Number: 13/223,259 

D1353 Email Communications Regarding Apple Product Innovations, 6 pages, 2010 

D1354 Mathy et al., "Traversal Using Relays Around NAT (TURN): Relay Extensions to Session Traversal 
Utilities for NAT (STUN)," Internet Engineering Task Force (IETF), RFC: 5766, 67 pages, 2010 

D1355 Egevang et al., 'The IP Network Address Translator (NAT)," Network Working Group, RFC: 1631, 10 
pages, 1994 

D1356 Srisuresh et "IP Network Address Translator (NAT) Terminology and Considerations," Network 
Working Group, RFC:2663, 30 pages, 1999 

D1357 Sisalem, et aL, "Introduction to Cryptographic Mechanisms," SIP Security, 356 pages, 2009 

D1358 Curriculum Vitae, Mark T Jones, 9 pages 

D1359 Curriculum Vitae, Roy Weinstein, 5 pages 

D1360 How To Configure IPSec ing in Windows 2000, 8 pages 

Press Relese; Virnetx and NEC lj.JV!auul! and NEC Corporation of America a Patent License 
D1361 Agrc:c:1 ''""' "· 5 pages. August 2012, Printed from Website: mtfJJ'v" ~~~U<.<Jul !!IV!!! !tax-a! 1u-' 1<::v 

\JUI fJV! GlUUI -and· I IC\J"\JVI fJUI dti<.JI ·vf-ao < !Cll'-Gl";:>I\Jr ~ '"" I n-liL,:,n;:,c-Cibfl CCI I ICI !U 

01362 iPhone. "Be in Two Places at " 3 pages, Printed from Website: 
http .apple.<Jum/iu;;/favcwt '"'' 
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D1363 "It Does Everything "6 pages, Printed from Website: 
http://www.apple.com/iPhone/built-in-apps 

D1364 My Apple ID, "What's an Apple ID," 1 pages, Printed from Website: https://appleid.apple.com/cgi-
bin/webobjects/myappleid. woa 

D Rosenberg et al., "Session Initiation Protocol (SIP): Locating SIP Servers, Network Working Group, 
RFC: 3263, 17 pages, 2002 

D1366 Certified Copy dated September 21, 2012 of Reexamination Certificate Number 6,502,135 issued 
June 6, 2011, 11 pages 

D1367 Certified Copy dated September 20, 2012 of Patent Application Number 95/001,269 

D1368 Chatterjee et al., "Bargaining Under Incomplete Information," Operations Research, 31:835-851, 
1983 

D1369 Nash, "The Bargaining Problem," Econometrica, 18:155-162, 1950 

D1370 Nash, "Two-Person Cooperative Games," Econometrica, 21:128-140, 1953 

D1371 Choi et al., "An Analytical Solution to Reasonable Royalty Rate Calculations," IDEA: The Journal of 
Law and Technology, 13 pages, 2001 

D1372 The Prize in Economics 1994 - Press Release dated October 11, 1994, 4 pages, Printed from 
Website: http :1/www. nobelprize. org/nobel_prizes/economics/lau reates/1994/press. html 

D1373 Putnam et al., "Bargaining and the Construction of Economically Consistent Hypothetical License 
Negotiations," The Licensing Journal, pages 8-15, 2004 

D1374 Scherling et al., "Rational Reasonable Royalty Damages: A Return to the Roots," Landslide, Volume 
4, 4 pages, 2011 

D1375 Jarosz et al., "Application of Game Theory to Intellectual Property Royalty Negotiations," Chapter 17, 
pages 241-265 

D1376 Goldscheider, Licensing Best Practices; Strategic, Territorial, and Technology Issues, 2 pages, 2006 

D1377 iPhone Configuration Utility, 19 pages, 2012 

D1378 VPN Server Configuration for iOS Devices, 6 pages, 2012 

1 Samuelson et al., Economics, Fourteenth Edition, pages 258-259, 1992 

~ Sbgler et al, The Themy of Price, Forth Edlbon, pages 215-216, 1987 

Truett et aL, "Joint Profit Maximization, Negotiation, and the Determinacy of Price in Bilateral 
Monopoly," Journal of Economic Education, pages 260-270 

D1382 Binmore et al., "Noncooperative Models of Bargaining," The Handbook of Game 1 
225,1992 

et '\:1"'" ''H Power in Bilateral Monopoly and Bilateral " D1383 
Canadian Journal of ::::vv .. ur ... w·r:::e' Canadienne D Economie, pages 464-474, 1974 

D1384 •1Y"''"'m, "Game Theory; Analysis or Conflict," Harvard '",;ersity Press, pages 375-392 

D1385 Binmore, 'The Nash Bargainir• Solution in Economic "· '"'t1y The Rand Journal of Economics, 
17:176-188, 1996 
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D1386 Rubinstein et al., "On the lite• I::' ""'"mv• of the Nash Solution and its Extension to Non-
E Utility Preferences," Ecor.v'""''"va, 60:1171-1186, 

D1387 Greenleaf et al., "Guarantees in Auctions: The Auction House as Negotiator and Managerial Decision 
Maker: Management S'-''"'" ... "'· 39:1130-1145, 1993 

D1388 Chan, "Trade Negotiations in a Nash Bargaining Model, Journal of International Economics, 25:253-
363, 1987 

D1389 Lemley et al., "Patent Holdup and Royalty Stacking, Texas Law Review, 85:1991-2049 

D1390 Cauley, 'Winning the Patent Damages Case; A Litigator's Guide to Economic Models and Other 
Damage Strategies," Oxford Press, pages 29-30, 2044 

D1391 Degnan et al., "A Survey of Licensed Royalties," Les Nouvelles, pages 91, 93, 94, 1997 

Kahn, "The Review of Economics and Statistics," pages 157-164, 1993 

D1393 Microsoft Company Information; Including Stocks and Financial Information, 83 pages 

Apple Press Info: Apple Updates MacBook Pro with Next Generation Processors, Graphics & 

D1394 Thunderbolt 1/0 Technology, 3 pages, Printed from Website: 
http://www .apple .com/pr/libra ry/20 11/02/24Apple-U pdates-MacBook -Pro-with-Next -Gene ration-
Processors-Graphics-Thunderbolt-1-0-Technology. html 

D1395 Apple Press Info: Apple to Ship Mac OS X Snow Leopard on August 28, 2 pages, Printed from the 
Website: http :1/www .apple .com/pr/library /2009/08/24/apple-to-ship-mac-os-x 

D1396 iPad, Facetime; "Once Again, iPad gets the World Talking," 3 pages, Printed from the Website: 
http://www.apple.com/ipad/built-in-apps/facetime/html 

D1397 Apple iOS: Setting up VPN, 2 pages, Printed from Website: http/support.apple.com/kb/HT1424 

D1398 Apple iPhone User Guide for iOS 5.1 Software, 179 pages, 2012 

D1399 
Apple, Communicating with HTIP Servers, CFNetworking Programming Guide, 6 pages, 2011, 
Printed from the Website: 
https:l/developer.apple.com/library/ios/documentation/networking/conceptuai/CFNetwork/CFHT 

1 Virnetx, Gabriel Connection Technology ™White Paper, 7 pages, 2012 

D1401 Virnetx, Technology, 4 pages, 2012 

D1402 Certified Copy dated January 15, 2008 of U.S. Patent Number 6,502, 135, 64 pages 

D1403 Inter Partes Reexamination Certificate dated June 7, 2011 for Patent Number 6,502,135 

D1404 Proceedings of The Symposium on Network and Distributed System Security. 7 pages, February 22-
1996 

D1405 ,, .vq.Jvlcm:: '""''"'"'w, 2 pages, 2004 

v1;:.v• of Translation: Tadahiro for l'.t::tWUII\;) 1 Nikkei-
D1406 McGraw-Hill Inc., First First p 126-129 II!Ut::l 5, 1985) Version and 

Japar'"'"'"' Version .... 
I!IUCUJ 

D1407 
"Translated by Jun Murai and Kusumoto, "lnternetworking with TCPIIP VoL 1. 

n; '""'fJ"""' ~ and Architecture, Third Edition," Kyoritsu Co., First 
,, First Copy, p 161-193 (August 10, 1997) (I :nglish Version and"'"'!-'"'""'"'"' Version 111uc;d) 
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Lynch et aL, Supervisor of Translation: Jun Murai, "Internet " Impress Co. 
D1408 Ltd. First Edition p 152-157 and p 345-351 11' 1996) Version and .Japar .. ::::::.c 

Version Submitted) 

D1409 Office Action dated December 2012 from Corresponding Canadian Patent Application Number 
2723504 

D1410 Office Action dated December 5, 2012 from Corresponding Japanese Patent Application Number 
2011-081417 

D1411 Office Action dated December 13, 2012 from Corresponding Japanese Patent Application Number 
2011-085052 

D1412 Office Action dated December 13, 2012 from Corresponding Japanese Patent Application Number 
2011-083415 

EXAMINER DATE CONSIDERED 

* EXAMINER lnit1al1f reference considered, whether or not c1tat1on IS m conformance w1th MPEP 609. Draw lme through c1tat1on 1f not m conformance 
and not considered. Include copy of this form with next communication to applicant 
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CERTIFICATION STATE ME NT 

This Information Disclosure Statement is being filed afterthe receipt of the final office action dated December 10, 2012. 

The references contained in the Information Disclosure Statement were either; cited in a communication from a foreign patent 
office in a counterpart foreign application, and, to the was known to any individual designated in § more than three 
months prior to the filing of the Information Disclosure Statement, or, received from the client no more than three months prior 
to the filing of this Information Disclosure Statement 

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s) 

[ ] Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first office 
action. 

[X 1 That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement; or; Cited reference A163 from Canadian office action dated December 27, 2012; 
Cited reference C25 from Japanese office action dated 12/13/12; Cited references C26. D1254 from Japanese office 
action dated 12/13/12; C27-C28. D1406-1408 from Japanese office action dated 12/05/12. 

[X] That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 
any individual designated in § 1.56(c) more than three months prior to the filing of the information disclosure statement 
Cited references A 164-A 166 cited by examiner in office action dated December 5, 2012 for U.S. patent application 
number: 13/617,375; D1255-D1405 all received by the client on January 31, 2013. 

[ 1 The Commissioner is hereby authorized to charge any required fees to Deposit Account 50-1133. 

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is 
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $930.00, or further fees which may be 
due, to Deposit Account 50-1133. 

SIGNATURE 

A of the applicant or representative is required in accordance with CFR 1.33, 1 0.18. Please see CFR 1.4{d) for the 
form of the signature. 

Will& 
28 State Street 
Boston. MA 02109 
Tel 7) 535-4000 
Fax 7) 535-3800 

Date: March 1, 2013 
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{ll )Publication number: 09-270803 

(43)Date publication of application: 14.10.1997 

{51 )Int.CL H04L 12/28 

H04L 12/46 

H04L 12/66 

H04Q 3/00 

(2l)Application number: 08-080005 (7l)Applicant: FURUKAWA ELECTRIC 

(22)Date of filing : 

CO LTD:THE 

02.04.1996 (72)Inventor: HORIGUCHilVlASANORl 

SUZUKI ATSUHIKO 

(54) VIRTUAL NET\VORK CONSTITUTING lVlETHOD 
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equipment to plural groups. 

SOLUTION: In this method, bridges BR1-BR4 

each connecting to LAN tenninal equipments 

and A TM tenninal equipments T I 1-T 14 are 

connected directly to an ATM network 10, the 

terminal equipments are grouped and a VLAN 

is set to the groups, and data communication is 

conducted between a sender tem1inal equipment 

and a tem1inal equipment whose 

communication is allowed. In this case, address 

information and group identification 

2 / 18 

infonnation of the bridges and the A TM tenninal equipments are registered in cross 

reference \Vlth each other in a l st address table in a server V AS/VBS, and with respect 

to an inquiry of an A TM address of a destination conducted prior to data 

communication, the server retrieves the 1st address table and returns an acknowledge 

fl-ame to an equipment making the inquiry, so that the data communication is conducted 

only between terminal equipments whose communication is allowed. 
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JPO and IN PIT are not responsible for any damages caused by the use of this 
translation. 

CLAil\tS 

[Claim(s)] 

computer. 

can not be translated. 
are not translated. 

(Claim 1 ]\Vhilc carrying out direct continuation of repeating installation which has t\VO 
or more ports where the 1st terminal unit is connected, respectively, and a bridge 
function, and the 2nd terminal unit via a trunk network, In a system which performs 
data communications between the aforementioned tenninal units bv which carried out 
the group division of each port and the 2nd te1minal unit of the aforementioned 
repeating installation, and set up a virtual network, and the communication permission 
was canied out to a transmission source terminal, 
As opposed to an inquiry of a net\vork address of an address characterized by 
comprising the follo\ving which makes connect a memory response means to the 
aforementioned trunk network, and is performed in advance of the aforementioned data 
communications, A virtual network constructing method, wherein the aforementioned 
memory response means retums a predetem1ined response to equipment which 
performed the aforementioned inquiry so that data communications can be performed 
only between terminal units by which searched said 1st address storage section and the 
communication permission was can·ied out [ aforementioned ] . 
Address information of the aforementioned repeating installation and the 2nd tenninal 
unit. 
At least one group identification information to which this repeating installation and the 
2nd terminal unit belong. 
The 1st address storage section that makes bit information which shows that it is the 
repeating insta1lation to which several 1st terminal units with which at least one ditTers 
in the aforementioned group who does a group are connected correspond, and 
memorizes it. 

[Claim 2]The virtual network constructing method comprising according to claim 1: 
Address information which the aforementioned trunk network of ATM 
networks, and the aforementioned net\vork address consisted of A TM addresses, and 
was memorized said 1st addre5s storage section is a MAC Address of the 
aforementioned repeating installation and the 2nd terminal unit. 
An ATM address corresponding to this MAC Address. 

means 
equipment which np•·tr .. --rr>Prl 

section, and performed this in',"'',.." betol1gs, 
according to claim l rf'1·nr~~"ncr 
which perfonned this inquiry 
whom a device of this""''~"'~' belo11g:s. 
[Claim virtual network cons1truct1ng met11o'd acc<)TC!tn2 
predetermined response 
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Group coiTesponding to [ the 
section that makes group identification information to which this 
belongs correspond, and memorizes it, the 2nd 
inquiry of an address of this 1st terminal unit, and ] a coiTesponding ad,jre:ss. 

[Claim 5JA network address of an address where repeating installation which perfom1ed 
the aforementioned inquiry was obtained by the predetennined response from the 
aforementioned memory response means, As opposed to an address of a transmission 
frame from the I st terminal unit that has the 3rd address storage section that 
corresponds and memorizes group identification information to which this address 
belongs, and was connected to self-equipment, The virtual network constructing method 
according to claim l or 3 characterized by sending out this transmission frame to the 
aforementioned trunk network only when communication is permitted between a group 
who searches this 3rd address storage section, and to whom an address belongs, and a 
group to whom the 1st terminal unit concerned belongs. 
[Claim 6]When a frame which should be carried out the multiple address is received, 
the aforementioned memory response means from a group identification descriptor 
added to search results or this multiple address frame of said 1st address storage section, 
The virtual network constructing method according to claim l, 3, or 4 transmitting this 
multiple address frame to a group's repeating installation or 2nd terminal unit to which 
it was added by the address concerned only when communication is permitted among 
groups to \Vhom a group to whom a transmitting agency belongs is judged and this 
transmitting origin belongs. 
[Claim 7]The aforementioned memory response means searches said 1st address storage 
section, when transmitting the aforementioned multiple address frame, The virtual 
network constructing method according to claim 4 or 6 adding group identification 
infonnation of a transmitting agency to this multiple address frame, and transmitting it 
when the destination of this multiple address frame is the repeating installation to which 
several 1st tenninal units with which at least one differs in the atorementioned group 
who does a group are connected. 
[Claim 8]As opposed to a multiple address frame from the 1st tern1inal unit by which 
the aforementioned repeating installation was connected to self-equipment, Search said 
2nd address storage and a multiple address which added 
identification information to v·.rhich this l st terminal unit belongs is sent out to 
aforementioned memory response means, A multiple address frame transmitted from 
this memory response means is The virtual netV·lork constructing method 
according to claim 6, or 7 this multiple frame only to the l st 
terminal unit that searches said section and to this group 

ncanon inforrnation address 
r~tr'r\nlnn out direct conttnuatlon 

or more ports i st terminal unit is connecte<:i, 
function. and the 2nd tenninal unit via a trunk nPi'>Lf>r~< 
data terminal units bv ~" 1~'"" '"'ClrrtPti 

each port unit of the at(xe~~mentm•ne·d n;pe:attng '"~"u'·""'·"·n"' 
up a virtual the 
transmtss1on source ter·mtnal, 
Make it connect with the at<Jre~tncnt!Oned trunk ncd·,ur~r~< and a multiple address means 
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transmittim! 
Address information 
unit. 

af()re:mentlOned nml1t1pile address means, 
from a 

of 

At least one group identification infom1ation to which this repeating installation and the 
2nd terminal unit belong. 
The 1st address storage section that makes bit information which shows that it is the 
repeating installation to which several 1st terminal units with which at least one differs 
in the aforementioned group who does a group are connected cmTespond, and 
memorizes it. 

[Claim 1 O]The virtual network constructing method comprising according to claim 9: 
Address information which the aforementioned trunk network consisted of A TM 
networks, and the aforementioned network address consisted of A TM addresses, and 
was memorized by said lst address storage section is a MAC Address of the 
aforementioned repeating installation and the 2nd terminal unit. 
An A TM address con-esponding to this MAC Address. 

[Claim 1 I ]The aforementioned multiple address means searches said 1st address storage 
section, when transmitting the aforementioned multiple address frame, The virtual 
network constructing method according to claim 9 adding group identification 
information of a transmitting agency to this multiple address frame, and transmitting it 
when the destination of this multiple address frame is the repeating installation to which 
several 1st terminal units with which at least one differs in the aforementioned group 
who does a group are connected. 
[Claim 12]A MAC Address of each I st tenninal unit by which the aforementioned 
repeating installation was connected to self-equipment, As opposed to a multiple 
address frame from the 1st terminal unit that has the 2nd address storage section that 
makes group identification information to which this each 1st terminal unit belongs 
correspond, and memorizes it, and was connected to self-equipment, Search said 2nd 
address storage section and a multiple address frame which added group identification 
information to which this 1st terminal unit belongs is sent out to the aforementioned 
memory response means, A multiple address frame transmitted from this memory 
response means is received, The virtual constructing method according to claim 
9 or ll relaying this multiple address frame only to the 1st tem1inal unit that searches 
said 2nd address storage section and belongs to this group based on group identification 
information added to this multiple address frame. 

DETAILED DESCRI PTJON 

[Detailed Description of the lmrentw,n 
[0001 J 
[Field of the invention 
method which 
among two 
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tenninal Ul1it ll1 a rtPl"UN'lrV 

building LAN in 
de'velop~m<;nt depaJctriJentts,~and a research se<~tl(m. 
etc~ '".""'" exan1ple in the communication No. 
1 nc">lC\lJt'>rV based on a IOJ;~1c;al 
is called (virtual) LAN. 
[0003 ]As a means to build the virUial there was the method of 
assigning a virUial LAN · (henceforth ''VID") peculiar to a workgroup for every 
LAN port of a bridge using a bridge (it is also called switching HUB) with tvvo or more 
LAN ports. However, the increase in the tenninal unit connected was not able to be 
coped with by this method. 
[0004]So, in the former, the LAN emulation standardized by ATM Forum is used, For 
example, the tenninal unit which constiUites t\vo or more LAN based on the standard of 
lEEE802.3 or TEEE802.5, It connected with the high-speed A TM net\vork via the 
bridge, and there was the method of making the virtual LAN equivalent to the 
above-mentioned vvorkgroup correspond to two or more ELAN(s) (emu1ated LAN) built 
on the above-mentioned A TM network, and applying to them. In this method, an 
address solution server and a multiple address server corresponding for every ELAN are 
provided, and the MAC Address (physical address) and ATM address of a terminal unit 
or a bridge which belong to applicable ELAN become a pair, and are registered into the 
address solution server. 
[0005]In this method, when unicast communication was pertormed, previously, by 
asking an address solution server the A TM address of an address, the tenninal unit had 
a connection to a destination device, and had enabled communication to a destination 
device. \Vhen multicast communication was performed, multicast transfer within a 
group was performed by transmitting the frame transmitted to the multiple address 
server from the transmitting agency to all the terminal units and bridge belonging to 
ELAN to which a multiple address server corresponds. 
[0006] 
[Problem to be solved by the invention}However, a tenninal unit by which direct 
continuation was caiTied out to the ATM network in the described method. (It is 
hereafter called "ATM tem1inal equipment") Since the ELAN parameter managed in a 
bridge, for example, a local station address, the server address, the control-system timer 
counter, etc. became largely in proportion to group number, there was a problem that 
the load in respect of network management became largely. 
[0007]In the network side, an address solution server and a multiple address server 
corresponding for every group had to be extended, and there was a problem that a 
manufacturing cost became high. \Vith management of these servers, each tenninal unit 
side also had to manage the connection (connection path of an A TM cell switch) which 
leans between servers for group, and had the problem that the load in re~;p,~ct 
of group became 
[0008]If groups differ even if it is communication between the same A TM terminal 
equipment and a bridge physically, a different connection must be established each time 
using signaling processing. Therefore, \Vhen two or more communication paths existed 
between the same A TM tem1inal equipment and a the process to \Vhich 

the frame of the tem1inais belonging to nvo or more to 
perfonned, and was a problem that became 
complicated. 
[0009]\Vhen two or more communication paths existed bet\veen the same ATM 
terminal and a hnriaP in transmission a multiple address 
a problem a frame and it might an·ive 
n.-.,~cr>nt invention was made the above-mentioned pn)blenl, 

pn~st~nt invention is to ..,,.,.,-""''~." the virtual n'"'hxu~rv r'rtn.;::trnrt1:ncr 

reduce the load of the group in the ,.,nr1n.~ 
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belonging to t\vo or more '"""ciUihl'"'· 

[00 1 O]There 
and band ut1hz.at1on 

performing establishment 
m~tKtng the resources. 

a multiple · 
the net\vork 

the tenninal 
unit without m<ll<.tng pnoc1eS~>tng '"·"'"t''''""' to the conventional tem1inal unit. 
[00 11] 
[Means for problem}Repeating installation (bridge) which has two or more 
where the lst terminal unit is connected, respectively, and a bridge function in the 
present invention in order to attain the above-mentioned purpose, While can-ying out 
direct continuation of the 2nd tenninal unit via a trunk network (ATM network), In the 
system vvhich pcrfom1s data communications between the tcm1inal units by which 
carried out the group division of each port and the 2nd terminal unit of the 
aforementioned bridge, and set up the virtual network, and the communication 
pennission was carried out to the transmission source terminal, The MAC Address of a 
bridge and the 2nd tenninal unit, and the address information of an A TM address. At 
least one group identification information to which a bridge and the 2nd terminal unit 
belong, The memory response means which has the 1st address storage section (the 1st 
address table) that makes the bit information (tlag) which shows that it is a bridge to 
which several 1st terminal units with which at least one difters in the aforementioned 
group who does a group are connected correspond, and memorizes it (the function of an 
address solution server and a multiple address server) Connect the server \Vhich it has to 
an A TM network, and a server searches the group identification information 
corresponding to the address of the equipment which asked from the 1st address table to 
the inquiry of the ATM address of an address performed in advance of data 
communications, Only when communication is permitted between the group to whom 
the equipment which asked belongs, and the group to whom the destination device of an 
inquiry belongs, a predetermined response is returned to the equipment which 
performed the aforementioned inquiry so that data communications can be performed 
between the tenninal units by which the communication pem1ission was carried out. 
[0012]In Claim 4, to an inquiry of the ATM address of the address which is not 
memorized by the 1st address table, a server, To a bridge and the 2nd terminal unit other 
than the equipment which perfonned this inquiry, transmit this inquiry, and to them a 
bridge, Have the 2nd address table that makes the MAC Address of the l st tenninal unit 
connected to self-equipment, and the group identification information to which this each 
1st terminal unit belongs correspond, and memorizes them, and an inquity of the 
address of this 1st terminal unit is received, The 2nd address table is searched and the 
predetermined response include the group identification information corresponding to a 
corresponding address is returned to a server. 
[00 13 ]In Claim the which asked, As opposed to the address of the 
transmission frame from the I st terminal unit that has the table that 
corresponds and memorizes the A TM address of the address obtained the 
predetermined response from a server, and the group identification information to which 
this address belongs, and was connected to The 3rd address table is 

when is the group to whom an 
and the group to vvhom 1st unit concerned a 

is sent out to an A TM network. 
[0014]\Vhen a server receives the frame which 
address in Claim 6 and 

or this 

m1Jlt1plc address frame 
it was added 
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ooJom;e(t to frame from the I st terminal unit by 
rer)eatmg Hl~utuatut.J'll was connected to self-equipment in Claim 8 and l 

table and the multiple frame 
tcte:ntJt t1c:atton intonnatiorn to which l st terminal unit is sent out to a 

""'"''F'r transmitted the server, based on the 
added to this multiple address the 

aoove-rnentton.ect address table is searched and this multiple address is relayed 
only to the l st terminal unit to this group. 
[00 16] 
[Mode for carrying out the invention]The virtual net\vork constructing method 
concerning the present invention is described based on the Drawings of ~~··~"u 
Fig.5.fi':L L~is a configuration diagram showing the composition of one working 
example of the virtual LAN system using the virtual net\vork management method 
concerning the present invention, It is one working example which built virtual LAN 
(henceforth "VLAN") using the LAN emulation (specification for using the existing 
LAN propetty in the ATM environment) of the ATM Forum conformity. It has on 
backbone a high-speed network like A TM network 1 0 which comprises an A TM cell 
switch which is not illustrated by a VLAN system in a figure, Direct continuation of 
two or more bridges BR 1-BR4, A TM terminal equipment T 11-T 14, and server 
V ASNBS is carried out to A T1V1 network l 0, and it is constituted. 
[00 17]The ATM network side port where the bridges BR 1-BR4 are connected ·with 
A TM network 10, It has a branch line LAN side port \vhere a tenninal unit is connected, 
respectively, and bridging connection in the MAC layer level is performed between the 
ports of self-equipment between the A TM network side ports with other bridges and 
ATM tenninal equipment. The bridges BR1-BR4 can also be set [to which VLAN each 
branch line LAN side port belongs independently by having a function of VLAN, and] 
up so that it can set up and one port may belong to two or more VLAN(s) in that case. 
Different VLAN is identified as different emu rhc TITTO LAN (ELAN) on ATM 
network 10. Thereby, it becomes possible to build VLAN ranging over the bridges 
BR1-BR4. In the function of this VLAN, a multicast packet (a broadcasting packet is 
also included) is not transmitted bct\veen difterent VLAN(s). 
[0018]Thc bridges BR1-BR4 have accommodated branch line LAN belonging to two or 
more groups, [n each branch line LAN side port 1-4 of bridge BR 1, a terminal unit of 
each branch line LAN. (It is hereafter called "LAN terminal equipment") Tl-1 - Tl-4 in 
each branch line LAN side port 1 and 2 of bridge BR2 LAN-tem1inal-cquiprncnt T2-l 
and T2-2, LAN-terminal-equipment T3-l - T3-3 are connected to each branch line LAN 
side port l-3 ofbridgc BR3, and LAN-terminal-cquipment T4-1 - T4-3 arc connected to 
each branch line LAN side port I -3 of bridge BR4, respectively. 
[0019]In this example, MAC Addresses Tl-T4 and ATM address Al A4 arc set to the 
bridges BRl-BR4, respectively. The MAC Tl-1 - Tl-4 [ same ] as 
above-mentioned T2-l, T3-l - T3-3, T4-l - T4-3 are set as 
LAN-tenninal-equipment Tl-1 Tl-4, T2-l, T2-2, T3-l - T3-3, T4-1 - T4-3, 
respectively. Direct continuation of the A TM terminal equipment T 11-T 14 is carried 
out to ATM network 10, and same MAC Addresses T11-Tl4 and ATM 
All-Al4 as the are set 
[0020]These terminal to one is identified bv VID of and are 
building the VLAN , in this example, VID belongs to of "VA" 
terminal unit Tl-1, I, and Ti3, VID to VLAN of"VB" terminal 
unit Tl T3-l, T 1 , VID to of "VC" terminal unit T l-3 
and Tl L terminal unit Tl Tl and T14 
assume that VID of "VD." the of each 
BR 1-BR4 has taken the to VLAN ofthe group to whom 
connected terminal unit be!longs. 
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server h::~,tnnu 
Server iS 

BR1-BR4 and the 
eoJntnlu<:ttic•n is out to A TM neitW<)rk 
flag) which shows that it is a hr•rlo'"" 

to two or more The abiDVI:::-nnet1tHJm~d onoge 
a first address VLAN group 
be using tor use of each A TM terminal equipment 
[0022]-
[Table l] 

MAC ATM BR VID ] 
7~v.A 7~v.A 77~ (~LANIIIUIJ::;f) 

Tl Al 1 VA+ VB+ VC+ VD 

I A2 1 VA+VD 

A3 1 VB+VC+VD 
, __ 

I T4 I A4 1 VA+VB+VC 

Tll All 0 vc 

T12 A12 0 VA+ VB 

A13 0 VA+ VB+ VC+ VD 

T14 A14 0 VD 

: : : 

In Table 1, shown VID shovvs the logical sum of each group to whom the ""'rlr.-.~c 
BR1-BR4 and the A TM terminal equipment T 11-T 14 belong. 
[0023]This server V AS/VBS is also other terminal units and equipment which has a 
communication function , and a predetermined MAC Address and A TM 
address are set up. In this inquiry the A TM 
device or ATM an address "'" 1

"'""' 

frame Server V AS/VBS returns the 
predetem1ined an answer to the equipment which 
performed the data communications can be perfonned only between the 
terminal units the same in an working example) which 
searched the address and the communication was 

a transmission 
to the multiple fi·ame 
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transmitted to server server VAS/VBS, Multiple frame transmission 
within a the above-mentioned 

search the l st >:>r!r!r,"c" 

bellong to same as a source device. The 
frame with which the ATM address solution other than the 

cn;o.rthPr! in as a multicast and a bnCJacjC::tst 
frame, not is also contained in the above-mentioned multiple frame. 
[0025]Thus, the A T~1 connection a and A TM terminal equipment is 
established fixed so that server VAS/VBS can be accessed from any VLAN of a group. 
An address solution server and a multiple address server may be constituted from server 
V AS/VBS which consists of one hardware physically as mentioned above, and it may 
be made to distribute on ATM network I 0, and they may be connected independently. 
However, to it distribute, an address solution server and a multiple address server 
need to have the 1st address table of the above independently. 
[0026]The frame fonnat of AAL5 (ATM adaptation layer 5) frame of the LAN 
emulation standardized by A TM Forum is used for the address solving request frame in 
this example, an address solution answer fi·ame, and a multiple address frame. The point 
of having added change in the present invention about the above-mentioned frame 
format is a point that a server and a bridge add a VID value to an address solving 
request frame and a multiple address frame. 
[0027]That is, as shown in the frame format of fi!! .. ~, the above-mentioned VID value is 
mapped in the CPCS UU field in the CPCS PDU trailer of five AALs. By being able to 
use the above-mentioned CPCS UU field for discernment between users, and using this 
field, Compatibility with existing A TM terminal equipment can be maintained without 
invading the CPCS PDU payload part in which the data of a transmitting agency, the 
MAC Address of an address, an A TM address, etc., etc. is stored. About the LAN 
tenninal equipment connected to branch line LAN, it is not necessary to add change at 
all in this example. 
[0028]Here, if a virtual LAN system is built on a large scale, the registration entry of 
the address table in server VAS/VBS will become huge, and the load in respect of 
management of a server will become largely. So, in order to make the registration entry 
of the address table in server VAS/VBS into the minimum, it is desirable to register 
locally the address of the tenninal unit connected to the branch line LAN side port of a 
bridge on the table of each bridge, without registering \Vith the above-mentioned table. 
[0029]ln this example, it shall have an address table (henceforth a "LAN address table") 
which registers locally the address of the terminal unit connected to the branch line 
LAN side port of self-equipment in each bridge BR l-BR4. Since the LAN address table 
of these bridges BR l-BR4 is the same composition, it is represented here and shows an 
example ofthe LAN address table ofbridge BRl in Table 2. 
[0030] 
[Table 
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MAC AN VID 

::r¥v.:z PORT 
-~ 

Tl-1 1 VA 

Tl-2 2 VB l 
Tl-3 

i 

I 
3 vc 

Tl-4 I 4 VD I 

: : : 

[0031 ]The MAC Address of tenninal unit Tl-1 - Tl-4, the number of the branch line 
LAN side port (LAN PORT) of bridge BR l to which the above-mentioned terminal unit 
is connected, and the VID value of the group to whom the above-mentioned terminal 
unit belongs are corresponded and registered into this LAN address table. 
(0032]Each bridge BR 1-BR4 has an address table (henceforth an "ATM address table") 
for managing the destination address by the side of an A TM network. Since the ATM 
address table of these bridges BR1-BR4 is the same composition, it is represented here 
and shows an example of the ATM address table ofbridge BRI in Table 3. 
[0033] 
[Table 3] 
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MAC ATM VCI VID 
J"J-q,._A ~V-A 

T2-2 A2 VCl-2 l VD 

T3-1 A3 VCl-3 1 VB 

T3-3 A3 VCl-3 VD 

T4-1 A4 VCl-4 VA 

T4-2 VB 

T12 A12 VA+ VB 

T13 A13 VCl-13 VA+VB+VC+VD 

T14 A14 VCl-14 VD 

: : : : 

The MAC Address of destination tenninal equipment, the A TM address, A TM 
connection vcr established to destination terminal equipment, and the vro value of the 
group to whom the above-mentioned terminal unit belongs are conesponded and 
registered into this A TM address table. 
[0034]By administration terminal equipment predetermined [ on a network ] vvith a 
VLAN group to SNMP (simple network management protocol), or other means, It is 
possible to perform operation of registering and deleting VID, to the address table of 
server VAS/VBS and the A TM address table of each bridge, and, thereby, an address 
table can be set up. 
[0035]Next, the communication operation of the virtual LAN system shown in ""~""~~~~ 
described based on the t1ow chm1 of Fig.3 thm/or Fig.5.To communication 
terminal units, it may carry out between A TM tenninal equipment between LAN 
tenninal equipment and A TM terminal equipment and between LAN tenninal 
equipment, and there is a case the communication from ATM tenninal equipment or 
LAN terminal equipment in multiple frame relay at it. Hereafter, it 
describes about the working example in cases. 
[0036]First, when communicating from terminal unit T 11 to the tenninai unit T 13 
between A TM terminal as the l st the transmission source 
terminal Tl1 communication 
T 1 and to know A TM address 
T l the unit T 1 l transmits the ':Cl<irlw~cc cn.nnTHT rCI::jUiest 
terminal unit T 13 including agencv :rvtAC Address 
MAC address TI 3 on the ATM ~to s~rver VASIYBS estab,llsnca "'''''ruYnc!u 

[0037]1f the request frame is 
V AS/YBS will shown in 
searches \Vhether the address T 13 in frame is 
registered into the first Table 1 (Step 101 ). ~When the ae:;;tulatJIOn MAC 
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"VC" which are are 
compared (Step I 
104). 
[0038]Here, there is a common VIO value "VC\ it judges that communication of 
both tern1inal unit Til and Tl3 is pern1itted, and it is judged whether next the t1ag bit of 
the source of is set (Step l 05). And when the flag bit of the above-mentioned 
source of request is set, while adding VlO applicable to an address solution answer 
frame (Step 106), the above-mentioned address solution ans\ver frame including the 
A TM address of destination tern1inal equipment is returned to a source of request (Step 
107). 
[0039]Sinee the flag bit of the above-mentioned source of request is not set in the case 
ofthis lst working example, server VAS;VBS, VIO returns an address solution ans\ver 
frame including ATM address Al3 of the destination terminal equipment Tl3 to the 
terminal unit Tll of a source of request, without adding (Step I 07). The terminal unit 
Tll which received the address solution answer frame can establish the A TM 
connection to the terminal unit T13 using ATM address A 13, and can transmit data on 
the above-mentioned A TM connection. 
[0040]0n the other hand, when trying to perfonn communication to the terminal unit 
Tl2 from the terminal unit Tll, Since it detects that server VAS/VBS does not have 
common VIO from search of a first address table in Step 104, it judges that the 
communication between both terminal units is not permitted, and an address solution 
answer frame is not returned. Therefore, betvveen the terminal unit T ll and T 12, it wi II 
not be established but the ATM connection can communicate. 
[0041]Next, when communicating to the ATM terminal equipment Tl4 from 
LAN-terminal-equipment Tl-4 connected to bridge BR l between LAN terminal 
equipment and A TM terminal equipment as the 2nd working example, Bridge BR 1 
which received the data frame from terminal unit Tl-4 transmits the address solving 
request frame of the terminal unit T 14 on the A TM connection to server V AS/VBS 
established previously. 
[0042]If the above-mentioned address solving request frame is received, server 
VAS/VBS performs the same reception operation as the 1st working example, searches 
a first address table, and compares the V10 value "V A+VB+VC+VO" of 
source-of-request bridge BR I with "VO" of the destination terminal equipment T 14. In 
the 2nd working example, since the common VID value "YO" exists, server VAS/VBS 
judges that communication of bridge BR I and the terminal unit T 14 is pennitted. and 
returns an address solution answer frame including ATM address A 14 of the destination 
terminal equipment T 14 to bridge BR l. 
(0043]If an address solution answer frame is received, bridge BR I will ATM 
aclctn::ss Al4 and VID value "YO" of the destination terminal equipment 
A TM address table of Table in order the destination address 
an ATM network. ATM connection VCl-14 to terminal unit T14 is from 
obtained ATM Al4, and data is transmitted on ATM connection VC1-14. ATM 
connection VCl 14 into an ATM table. 
[0044]As mentioned the A TM to an A TM 
table, and a VIO the transmission frame from 

equipment Tl4, 
next, the A TM connection to the ATM terminal eq1UipJm<~nt 

uc,tvi.!g::. to the VLAN group from whorn the transmission destination of 

Petitioner Apple Inc. - Exhibit 1002, p. 794



not 

to 
the ATfv1 tPrmtno:11 eqtnp1ne11t 

terminal equipment as 
term1:nal Tll transmits the address ""'lutnn n~qu.est 
T4-3 to server VAS/VBS. If the 
received, although a first 
above-mentioned example, the LAN-terminal-equipment T4-3 
is not registered into the above-mentioned table, the above-mentioned address solving 
request frame is transmitted to other bridges BR2-BR4 other than source-of-request 
bridge BR 1 connected to A TM network l 0 (refer to Step 102 of 
[0046]The bridge besides the above has the table shown in and 3, the same 
LAN address table, and an A TM address table, The bridge which received the address 
solving request frame transmitted [ above-mentioned ] searches the LAN address table 
of self-equipment, and judges whether destination terminal equipment is registered. 
Only bridge BR4 [ and ] into which the address of LAN-tetminal-equipment T4-3 used 
as an inquiry object is registered in this 3rd working example, The VlD value "VC" of 
terminal unit T4-3 is added to the address solution answer frame containing ATM 
address A4 of self-equipment, and it returns to server V AS/VBS. 
[0047]If the above-mentioned address solution answer frame is received, server 
VAS/VBS will perform reception operation shown in FigA. Namely, the VID value 
"VC" of the terminal unit T l 1 of a source of request with which server V ASNBS is 
registered into the first address table, The VID value "VC" of 
destination-terminal-equipment T4-3 added to the address solution answer frame is 
compared (Step 201), and it is judged whether there is any common VID value (Step 
202). 
[0048]Server V ASNBS ends the above-mentioned reception operation, when there is 
no common VlD value, but in this 3rd working example, since the common VID value 
"VC" exists, communication of both terminal units is judged that a permission is 
granted. And it is judged whether the flag bit of the source of request is set (Step 203). 
Here. since the above-mentioned flag bit of the terminal unit Til is not set, VID of the 
abov~-mentioned address solution ail:swer frame is deleted (Step 204), and the address 
solution answer frame containing A TM address A4 is returned to the terminal unit T l I 
of a source of request (Step 205). 
[0049]The terminal unit T L l which received the address solution answer frame can 
establish the A TM connection to bridge BR4 using A TM address A4, and can transmit a 
data frame on the above-mentioned A TM connection. At the time of reception of the 
above-mentioned data fi·ame, bridge BR4 can search the LAN address table of 
self-equipment, and it can relay the above-mentioned data frame to the 3 where 
LAN-terminal-equipment T4-3 is connected. 
[0050]Next, when communicating to LAN-tennina1-equipment T4-t connected to 
bridge BR4 from LAN-terminal-equipment Tl-l connected to bridge BRI between 
LAN tern1inal equiprnent as the 4th working example, Bridge BR 1 which received the 

frame from LAN-terminal-equipment T l-1 transmits the address 
frame of unit T4-l to VAS/VBS like 2nd ""''1·~r," .. " ex.amtpll;;. 
(0051 the frame is 
address of first addn::ss 
server V AS/VBS will transrnit the above-tnentton.ea address request frame to 
other !ike the BR4 which received the address 
c~hncnn rC(::JU<~St frarne ] searches the LAN 
of adds tenninal unit T4-l to the 
solution answer frame A4 and returns it to 
server VAS/VBS. 

Petitioner Apple Inc. - Exhibit 1002, p. 795



anove-rnentton.eo address solution answer 
of Sotiree-c)t-l~equest h'"''"'"" BRl 

ilie ~ 
to the address answer HL''"""· 

case. since the VID value "VA" with common server VAS/VBS it 1m1gc~s 
communication both terminal T 1-1 T 4-1 is permitted, and 
solution answer sent bridg;e BR4 is to bridg;e BR 1. 

'Hlru1aP BR I received the above-mentioned ~olution answer frame 
registers VID value "VA" into the ATM address table with ATM address A4 
co~Tesponding to destination-terminal-equipment T 4-1. A TM connection VC l-4 to 
bridge BR4 is established from obtained A TM address A4, and the data t!·ame received 
from terminal unit Tl 1 is relayed on ATM connection VCl-4. ATM connection VCl-4 
established is registered into an A TM address table. 
[0054]Bridge BR4 can search the LAN address table of self-equipment at the time of 
reception of the above-mentioned data trame, and it can relay the above-mentioned data 
frame to the port l where LAN-terminal-equipment T4-1 is connected. Unless 
registration of the above-mentioned table is erased, the data transmission to the 
destination tem1inal equipment once registered into the A TM address table can use this, 
and does not need to follow the above-mentioned procedure for address solution again. 
[0055]Next, it describes about relay processing operation of a multiple address frame. 
First, when the A TM terminal equipment T12, for example, a terminal unit sends a 
multiple address frame as the 5th working example, the transmission source terminal 
Tl2 transmits the above-mentioned multiple address frame on the ATM connection to 
server VAS/VBS established previously. lf the above-mentioned multiple address frame 
is received, server V AS/VBS will perfom1 relay processing operation shown in 
That is, server V AS/VBS searches a first address table and judges whether the flag 
set from transmitting agency MAC Address T12 in the above-mentioned frame (Step 
301). 
[0056]When the above-mentioned flag bit is set, here, Although the transmitting origin 
VID added into the above-mentioned multiple address frame is identified (Step 302), in 
the 5th working example, Since the above-mentioned flag bit is not set, the transmitting 
origin VID from a first address table. That is, while detecting the VLAN group 
"V A+VB" to whom the terminal unit Tl2 belongs (Step 303), it belongs to these groups 
and A TM tenninal equipment or a bridge with common VID is searched (Step 304). In 
this example, all the bridges BR1-BR4 will have accommodated branch line LAN 
belonging to the group of "VA" or "VBu, and only the tenninal unit Tl 3 will belong to 
the above-mentioned group with A TM terminal equipment. 
[0057]Next, server V AS/VBS searches a first address table and judges whether the flag 
bit of the destination BR 1-BR4, i.e., bridges, or the terminal unit T 13 is set (Step 305). 
Here, server VAS/VBS adds and relays VID "VA+VB" of the transmission source 
terminal Tl2 to the above-mentioned multiple address frame about the bridges 
BR1-BR4 with which the flag bit of the above-mentioned table is set (Step 306). \Vhen 
acting as intermediary, may use the A TM connection of the point Thu point previously 
established between a server and each bridge, and, Or the A TlVl connection of the point 
TllU multipoint between a server and all the bridges in an A TM 
network may be used the latter A TM it ,H,)If'4 ''"" bee,on1es 
simultaneous to all the hr''"c'"'"' 
[0058]Server VAS;VBS the terminal unit T 13 the flag bit of 
above-mentioned table is lt acts as intermediary the A TM connecrwn of 
the point Thu point , adding VlD 
transmission source tem1inal T l2 to the above-mentioned multiple aaan:ss 
nr•rin'"' which received the address trame [ above-tnennoned 

address table added to the 
frame, and transmits the multiple address frame only to 
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terminal equipment to VID. 
bridge BR l, Only to unit T I- and Tl-2 

1 and 2, in bridge BR2, Only to terminal T2-l connected to line LAN 
port 1 in bridge BR3, Only as to terminal unit T3-l connected to bn:mch 

line LAN port l, multiple frame is rPI<H!Prl 

BR4 only to tenninal unit T4-l and T4-2 which were to nr~lnr·h 
side ports I and 2. 
[0059]Next, when LAN-terminal-equipment T3-3 connected to 
LAN-tem1inal-equipment, for example, bridge BR, 3 as the 6th working example 
a multiple address t1·ame, Bridge BR3 which received the above-mentioned multiple 
address frame searches the LAN address table of self-equipment, and it detects VlD 
"YOu of branch line LAN to which terminal unit T3-3 is connected. And bridge BR3 
adds detected VlD "VD" to a multiple address frame, and it transmits to server 
VAS/VBS. 
[0060]When the above-mentioned multiple address frame is received, server VAS/VBS, 
\Vhile recognizing that it is the multiple address in a VLAN group "VD" from the 
transmitting origin VlD which detected that the flag bit was set in a first address table 
like the 5th working example, and was added to the above-mentioned multiple address 
frame, Bridge BR l belonging to the above-mentioned group "VD", BR2 and the ATM 
terminal equipment Tl3, and T14 are discriminated trom a first address table. 
[0061 ]Next, server V AS/VBS receives bridge BR I to which the flag bit of the first 
address table is set, and BR2, To the terminal unit T 13 which adds the transmitting 
agency VID "VD" to the above-mentioned multiple address frame and with which the 
flag bit of the above-mentioned table is cleared, and Tl4, it acts as intermediary, 
without adding the transmitting agency VJD to the above-mentioned multiple address 
frame. 
[0062]Bridge BR l which received the multiple address frame relayed 
[ above-mentioned], and BR2 search a LAN address table based on VID added to the 
above-mentioned multiple address frame, and they relay the above-mentioned multiple 
address trame only to LAN-terminal-equipment T 1-4 and T2-2 belonging to the above 
VID. Therefore, it makes it possible to connect the A TM tenninal equipment or the 
bridge belonging to two or more groups on an A TM network in this example, All the 
ATM terminal equipment or bridges on a network, Since group management is carried 
out under control of a server, and there are few parameters which should be managed by 
the tem1inal side and they end compared with the method which used the conventional 
ELAN, the load of the group management in the bridge or ATM tenninal equipment 
belonging to two or more groups can be reduced. 
[0063]In this example, since management of the connection established between a 
server, and each A TM terminal equipment and a bridge becomes easy using a pair of 
thing, an address solution server and a multiple address server, While making resources, 
such as an address solution server by the side of a network, and a multiple address 
server, into the minimum, establishment and band utilization of an efficient connection 
can be performed. 
[0064]Since w·hat is necessary will just be to establish a single connection 
signaling processing and communication will be performed only on the 
above-mentioned connection in if it is communication between 
A TM tenninal and a , I nterconnectivity "\Vith the ex1st1ng 
terminal unit can making processing 
conventional tenninal unit. The present invention also about the address of not 

but the LAN terminal equipment conncc1ted 
branch line for IS to also make it 
address table of a server, in case. it unnecessary a server to transmit an 

frame to a bridge, and the group of all the 
terminals on a ncnvork of it possible in a server. 

Petitioner Apple Inc. - Exhibit 1002, p. 797



17 I 18 

as~;Ign two or more VLAN groups to one port of 
po,ssible to connect t\vo or more terminal 

[0066] 
[Effect of the continuation of 
the repeating l st terminal unit is 

respectively, and a bridge function in the present invention, and the 2nd 
terminal unit via a trunk network, Jn the system which perfonns data communications 
bet\veen the terminal units by which carried out the group division each port and the 
second terminal unit of the aforementioned repeating installation, and set up the virtual 
network, and the communication permission was carried out to the transmission source 
terminal, The address information of the aforementioned repeating installation and the 
2nd terminal unit, and at least one group identification information to \Vhich this 
repeating installation and the 2nd terminal unit belong, The memory response means 
which has the 1st address storage section that makes the bit information which shows 
that it is the repeating installation to which several 1st terminal units with which at least 
one difters in the aforementioned group who does a group are connected correspond, 
and memorizes it, To the inquiry of the network address of an address which connects 
to the aforementioned trunk network and is performed in advance of the aforementioned 
data communications, the aforementioned memory response means, Since a 
predetetmined response is returned to the equipment which performed the 
aforementioned inquiry so that data communications can be perforn1ed only between the 
terminal units by vvhich searched the 1st above-mentioned address storage section, and 
the communication permission was carried out [ aforementioned ], while being able to 
reduce the load of the group management in the bridge or A TM tenninal equipment 
belonging to two or more groups, Interconnectivity with the existing tenninal unit can 
be maintained without making special processing perform to the conventional tern1inal 
unit. 
[0067]In Claim 4, to an inquiry of the network address of the address which is not 
memorized by said I st address storage section, the aforementioned memory response 
means, To repeating installation and the 2nd terminal unit other than the equipment 
which perfonned this inquiry, transmit this inquiry, and to them the aforementioned 
repeating installation, Have the 2nd address storage section that makes the MAC 
Address of the 1st terminal unit connected to self-equipment, and the group 
identification information to which this each 1st terminal unit belongs correspond, and 
memorizes them, and an inquiry of the address of this 1st terminal unit is received, The 
2nd address storage section is searched, and since the predetermined response include 
the group identification information corresponding to a corresponding address is 
returned to the aforementioned memory response means, the load of the group 
management in the bridge belonging to two or more groups can be re<lw:e<l. 
[0068]In Claim 5, the repeating installation which performed the aforementioned 
inquiry, The network address of address obtained by the predetermined response 
from the aforementioned memory As opposed to the of the 
transrnis:sicm frame the I that the 3rd aac1re:~s stontge sec:tw•n 
that corresponds and memorizes group identitlcation information 
address belongs, and \Vas connected to self-equipment, This 3rd stc>rage section 
is searched, and this transmission is sent out to the aforementioned tnmk 
network only when is between the to \Vhom an '.ui.rlr'""" 

bel011g:s, and the group to whom the 1st tenninal the load of the 
tn<:m:ag·en1e11t in the to two or more groups can reduced. 

6 and the response means or a 
\Vhen the out the address 1s 
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results or this 
a010V!~-nnel1tH)nt::a rxt'irlrPCC StOraj2~e S!~CtlOI1, Since 

transmtttec! or the second temtinal 
concented 

the to 
agencv is 

making reSOurCeS, SUCh aS an <4itrlrf"'CC SOJUtJOn 
multiple address into the mmtmum, es1:ab,hshn1er1t 
efficient can performed. 
[0070]As opposed to multiple address frame from the 1st terminal unit by which 
aforementioned repeating installation was connected to self-equipment in Claim 8 and 
12, Search the 2nd above-mentioned address storage section, and the multiple address 
frame which added the group identification information to which this 1st terminal unit 
belongs is sent out to the aforementioned memory response means, The multiple 
address frame transmitted from this memory response means is received, Since this 
multiple address frame is relayed only to the first tem1inal unit that searches the 2nd 
above-mentioned address storage section, and belongs to this group based on the group 
identification information added to this multiple address frame, establishment and band 
utilization of an efficient connection can be perfmmed. 

DESCRIPTION OF DRA \VINGS 

[Brief Description of the Drawings] 
fDrawing l Jlt is a configuration diagram showing the composition of one working 
example of the vitiual LAN system using the virtual network management method 
concerning the present invention. 
fDn:nyimr 211t is a frame format which shows the composition of the frame used for the 
system of Fhr. t. 
[Drawin2: 31ft is a flow chart for describing the operation at the time of the address 
solving request frame reception of the server shown in 
jDra~vim;;J:]It is a flow chart for similarly describing 
address solution answer frame reception of a server. 
[Dnnving 5Ht is a flow chart for similarly describing the operation at the time of the 
multiple address frame reception of a server. 
[Explanations ofletters or numerals] 
1 0 A TM netvvork 
VAS/ ABS Server 
BR l-BR4 Bridue 
Tll- Tl4 ATM-tenninai equipment 
T l-1 - T 1-4, T2-l, T2-2, T3-l - T4-3 LAN terminal equipment 
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(57)Abstract: 

[JP,l0-215244,A] 
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PROBLEM TO BE SOLVED: To provide the 

information storage medium that stores digital 

data received through a data transmission 

channel from an information server together 

with a contents ID depending on a type of the 

data. 

SOLUTION: A data distributer 10 applies 

duplicate encryption processing to digital data 

together with encryption processing using a 

cryptographic key depending on an identifier 

denoting a kind of the digital data and transmits 

the duplicate encryption data to a data receiver 

30. The data receiver 30 receives the duplicate 

encryption data sent from the data distributer 10 

through a satellite channel and applies decoding processing to the data by using 

respective decoding keys corresponding to the respective encryption keys. 

( 

( 
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JPO and INPIT are not responsible for any damages caused by the use of this 
translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 
2. **** shows the word which can not be translated. 
3 .In the drawings, any words are not translated. 

CLAIMS 

[Claim(s)] 
[Claim l]In information transmission equipment which divides digital data into a 
predetermined data block, and transmits this data block via a data transmission line, 
Information transmission equipment comprising: 
A transmitting means which performs at least two-fold encryption processing, and 
transmits this encoded data including encryption processing using an encryption key 
according to an identifier which shows a kind of the above-mentioned digital data to the 
above-mentioned digital data. 
A receiving means which receives the above-mentioned encoded data transmitted via a 
written data transmission line from the above-mentioned transmitting means, and 
performs decoding processing using each decode key according to each encryption key. 

[Claim 2]The information transmission equipment according to claim 1, wherein the 
above-mentioned predetermined data block is a packet by Internet Protocol for 
transmitting and receiving digital data via a network between two or more systems. 
[Claim 3]The information transmission equipment according to claim 1 before the 
above-mentioned receiving means's decrypting all the received above-mentioned 
encoded data, wherein it saves written data temporarily at a memory measure. 
[Claim 4]The information transmission equipment according to claim 1 characterized by 
having a bidirectional data transmission line in which bidirectional data 
communications are possible separately from a written data transmission line. 
[Claim 5]The information transmission equipment according to claim 4 characterized by 
using a terrestrial communication network as the above-mentioned bidirectional data 
transmission line using satellite connection with larger transmission capacity than the 
above-mentioned bidirectional data transmission line as a written data transmission line. 
[Claim 6]In an information transmission method which divides digital data into a 
predetermined data block, and transmits this data block via a data transmission line, 
Encryption processing using an encryption key according to an identifier which shows a 
kind of the above-mentioned digital data to the above-mentioned digital data is included, 
An information transmission method performing decoding processing to the 
above-mentioned encoded data which transmitted this encoded data after performing at 
least two-fold encryption processing, and was received via a written data transmission 
line using each decode key according to each encryption key. 
[Claim 7]The information transmission method according to claim 6, wherein the 
above-mentioned predetermined data block is Paquette by Internet Protocol for 
transmitting and receiving digital data via a network between two or more systems. 
[Claim 8]The information transmission method according to claim 6 characterized by 
saving written data temporarily at a storage medium before decrypting all the received 
above-mentioned encoded data. 
[Claim 9]The information transmission method according to claiJ:n 6 characterized by 
having a bidirectional data transmission line in which bidirectional data 
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communications are possible separately from a written data transmission line. 
[Claim 1 O]The information transmission method according to claim 9 characterized by 
using a terrestrial communication network as the above-mentioned bidirectional data 
transmission line using satellite connection with larger transmission capacity than the 
above-mentioned bidirectional data transmission line as a written data transmission line. 
[Claim 11 ]An information storage medium with which encryption processing using an 
encryption key according to an identifier which shows a kind of digital data is 
characterized by having memorized encoded data given at least. 
[Claim 12]Information reception equipment extracting and decoding only a data block 
of a kind which read the above-mentioned identifier and was previously registered in 
information reception equipment which receives multiplexing data which consists of 
two or more kinds of data blocks to which an identifier which shows a kind of data was 
added via a data transmission line. 
[Claim 13]The information reception equipment according to claim 12 having an 
identifier of a data block of a receivable kind in a reference table with the identifier and 
a corresponding decode key. 
[Claim 14]The information reception equipment according to claim 13 characterized by 
performing decoding processing to this encryption data block based on a decode key ( 
according to an identifier with reference to the above-mentioned reference table when 
the enciphered above-mentioned data block is received. 
[Claim 15]The information reception equipment according to claim 12 using Paquette 
by Internet Protocol for transmitting and receiving digital data via a network between 
two or more systems as the above-mentioned data block. 
[Claim 16]The information reception equipment according to claim 12 using a 
transmission destination address included in a header of the Internet protocol packet for 
transmitting and receiving digital data via a network between two or more systems as 
the above-mentioned identifier. 
[Claim 17]The information reception equipment according to claim 12 using content ID 
showing a kind of information on the above-mentioned data block as the 
above-mentioned identifier. 
[Claim 18]The information reception equipment according to claim 12 having the 
above-mentioned identifier in a media-access-control header to which it was added by 
head of each data block. 
[Claim 19]The information reception equipment according to claim 18 having Flagg for 
expressing classification of the above-mentioned identifier in the above-mentioned 
media-access-control header added to a head of each above-mentioned data block. c· 
[Claim 20]The information reception equipment according to claim 12 characterized by 
having a bidirectional data transmission line in which bidirectional data 
communications are possible separately from a written data transmission line. 
[Claim 21]The information reception equipment according to claim 12 characterized by 
using a terrestrial communication network as the above-mentioned bidirectional data 
transmission line using satellite connection with larger transmission capacity than the 
above-mentioned bidirectional data transmission line as a written data transmission line. 
[Claim 22]An information receiving method extracting and decoding only a data block 
of a kind which read the above-mentioned identifier and was previously registered in an 
information receiving method which receives multiplexing data which consists of two 
or more kinds of data blocks to which an identifier which shows a kind of data was 
added via a data transmission line. 
[Claim 23]The information receiving method according to claim 22 having an identifier 
of a data block of a receivable kind in a reference table with the identifier and a 
corresponding decode key. 
[Claim 24]The information receiving method according to claim 23 characterized by 
performing decoding processing to this encryption data block based on a decode key 
according to an identifier with reference to the above-mentioned reference table when 
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[Claim 25]The information receiving method according to claim 22 using a packet by 
Internet Protocol for transmitting and receiving digital data via a network between two 
or more systems as the above-mentioned data block. 
[Claim 26]The information receiving method according to claim 22 using a 
transmission destination address included in a header of the above-mentioned Internet 
protocol packet as the above-mentioned identifier. 
[Claim 27]The information receiving method according to claim 22 using content ID 
showing a kind of information on the above-mentioned data block as the 
above-mentioned identifier. 
[Claim 28]The information receiving method according to claim 22 having the 
above-mentioned identifier in a header of media access control to which it was added by 
head of each data block. 
[Claim 29]The information receiving method according to claim 28 having Flagg for 
expressing classification of the above-mentioned identifier in the above-mentioned 
media-access-control header added to a head of each above-mentioned data block. 
[Claim 30]The information receiving method according to claim 22 characterized by 
using a bidirectional data transmission line in which bidirectional data communications 
are possible separately from a written data transmission line. 
[Claim 31]The information receiving method according to claim 30 characterized by 
using a terrestrial communication network as the above-mentioned bidirectional data 
transmission line using satellite connection with larger transmission capacity than the 
above-mentioned bidirectional data transmission line as a written data transmission line. 
[Claim 32]An information storage medium memorizing two or more kinds of data 
blocks to which content ID which shows a kind of information on a data block was 
added. 
[Claim 33]The information storage medium according to claim 32, wherein the 
above-mentioned content ID is distinguished by a flag in a media-access-control header 
added to a head of each data block. 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 
[Field of the Invention]The present invention relates to the information transmission 
equipment, the method, the information reception equipment, method, and information 
storage medium for offering data distribution service, for example using a 
communications satellite. 
[0002] 
[Description of the Prior Art]When [ which carries out data communications using a 
dial-up line a dedicated line, etc.] case or talking over the telephone, in order to prevent 
leakage of transmitted data, or in order to maintain the reliability of information to the 
disturbance over transmitted data, the data of the plaintext was enciphered and 
transmitted and the data enciphered in the reception destination is decoded. 
[0003]As a typical cipher system, the common key encryption system and the 
public-key crypto system are known. The common key encryption system is also called 
the symmetrical cryptosystem, and there are an algorithm nondisclosure type and an 
algorithm public presentation type. DES (Date Encryption Standard) is known as a 
typical algorithm public presentation type thing. Since computational complexity 
immense in order to derive a decode key from an enciphering key is required and a 
decode key is not decoded substantially, a public-key crypto system is a cipher system 
which may exhibit an enciphering key. 
It is also called an unsymmetrical key cipher system. 
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[0004]Fig.17 is a schematic structure figure showing an example of the encoded data 
transmission equipment which enciphers the data on a transmission line with a common 
key encryption system. This encoded data transmission equipment protects that the 
bugging device 93 by the side of a tapping person intercepts data from the data 
transmission line 94 which connects the sending set 91 by the side of a sending person, 
and the receiving set 92 by the side of an addressee. 
[0005]Encryption processing which uses the encryption key 97 with the encryption 
machine 96 in the sending set 91 is performed to the data which should be transmitted. 
The above-mentioned encoded data which was transmitted by the data transmission line 
94 and received with the receiving set 92 is decoded by the decoder 99 which used the 
decode key 98, and decode data is obtained. 
[0006]Since it does not have the decode key 98 even if the bugging device 93 receives 
here the data similarly enciphered as the receiving set 92 from the data transmission line 
94, it is difficult to decode. That is, in the bugging device 93, since the data which 
required then incomprehensible encryption processing (scramble) as it is will be treated, 
it can prevent leaking information to the bugging device 93 side actually. Generally in 
the main encryption methods of the common key encryption system in this example, an 
enciphering key and a decode key are identical-bits sequences. ( 
[0007]A cipher system which was mentioned above is determined according to the 
classification of the circuit system to which transmission data is transmitted, the degree 
of secrecy (confidentiality) of transmission data, the quantity of transmission data, etc. 
For example, in the data communications using a dedicated line, although leakage of 
information and the degree of the disturbance to transmission data are low, when 
carrying out data communications using a dial-up line, the degree of leakage of 
information and the degree of disturbance become high. 
'[0008] 
[Problem to be solved by the invention]By by the way, the thing for which transmission 
of the digital data using a communications satellite was attained in recent years, 
Although transmitted [ came ] using the communications satellite also about the text, 
and the digital video and voice data which are used not only by analog video and voice 
data, such as television broadcasting and a movie, but by computer etc., Since reception 
with many and unspecified receiving sets is possible, the degree of leakage of 
information and the degree of disturbance become still higher. 
[0009]That is, in the data transmission system using the above-mentioned 
communications satellite, since many and unspecified addressees can receive easily 
with a receiving set unlike 1 to 1 communication of a telephone line, a dedicated line, 
etc., it is easy to be intercepted. For this reason, a possibility that charged data ( -
communications will be intercepted, for example is high. Then, a data encryption is 
needed also a written data transmission system. 
[00 1 O]In a actual written data transmission system, encryption processing is performed 
about not all data, Using the information which the data which should be enciphered 
was enciphered according to the contents of the data which should be transmitted in a 
sending set, it sent out on the transmission line, and the addressee decoded all or some 
of enciphered data, and was acquired as a result, Or it is got to know whether the data is 
required for itself by the portion transmitted without being enciphered. 
[OOll]Here, the conventional television broadcast service using a communications 
satellite is a form as for which a many user uses the data which the distribution person 
distributed receiving it simultaneously. On the other hand, when distributing the digital 
data used by computer etc. via a communications satellite, the function which 
distributes data to the specific user of the singular number or plurality from a data 
distribution person is called for. 
[0012]However, conventionally, in the simultaneous transmissive communication or 
broadcasting system from a data distribution person to many users, All Users received 
the always same information, use or an inspection was carried out, and since there was 
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no identification information of a system user individual, distribution of data only to a 
specific user from a data distribution person was not completed. 
[0013]The present invention is made in view of the above-mentioned actual condition, 
and also when it transmits digital data using the above-mentioned communications 
satellite, it aims at offer of the information transmission equipment and the method of 
making the degree ofleakage of information, and the degree of disturbance low. 
[00 14 ]The present invention is made in view of the above-mentioned actual condition, 
and aims at offer of the information reception equipment and the method only a specific 
user enables it to receive the digital data transmitted via the data transmission line from 
the information distributor according to the kind of data. 
[00 15]The present invention is made in view of the above-mentioned actual condition, 
and aims at offer of the information storage medium which has memorized the 
enciphered encoded data with the encryption key according to the identifier of the 
digital data by the transmitting information person side at least. 
[0016]The present invention is made in view ofthe above-mentioned actual condition, 
and aims at offer of the information storage medium which has memorized the digital 
data transmitted via the data transmission line from the information distributor with the 
content ID according to the kind of data. 
[0017] 
[Means for solving problem ]In order that the information transmission equipment and 
the method concerning the present invention may solve an aforementioned problem, 
After performing at least two-fold encryption processing including the encryption 
processing using the encryption key according to the identifier which shows the kind of 
the above-mentioned digital data to the above-mentioned digital data, this encoded data 
is transmitted, Decoding processing is performed to the above-mentioned encoded data 
received via the data transmission line using each decode key according to each 
encryption key. 
[0018]In order that the information storage medium concerning the present invention 
may solve an aforementioned problem, the encryption processing by the encryption key 
according to the identifier which shows the kind of digital data has memorized the 
encoded data given at least. 
[0019]In order to solve an aforementioned problem, the information reception 
equipment and the method concerning the present invention receive two or more kinds 
of data blocks to which the identifier which shows the kind of data was added via a data 
transmission line, read the above-mentioned identifier, and extract and decode only the 
data block of the kind registered previously. 
[0020]The information storage medium concerning the present invention memorizes 
two or more kinds of data blocks to which the content ID which shows the kind of 
information on a data block was added, in order to solve an aforementioned problem. 
[0021] 
[Mode for carrying out the invention]It describes referring to Drawings for the 
embodiment of the information transmission equipment concerning the present 
invention, a method, information reception equipment, a method, arid an information 
storage medium hereafter. This embodiment is a data transmission system of the Fig.1 
which divides digital data into a predetermined data block, and transmits this data block 
via satellite connection. 
[0022]This data transmission system is provided with the following. 
The data distribution device 10 which performs double encryption processing and 
transmits this duplicate encryption data including encryption processing using an 
encryption key according to an identifier which shows a kind of the above-mentioned 
digital data to digital data. 
The data receiver 30 which receives the above-mentioned duplicate encryption data 
transmitted via the above-mentioned satellite connection from this data distribution 
device 1 0, and performs decoding processing using each decode key according to each 
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Here, the expansion slot of a personal computer is equipped with the data receiver 30, 
for example. The personal computer is shown in Fig.1 as the data receiver 30 as it is. 
[0023]The data distribution device 10 and the data receiver 30 can communicate 
mutually via a terrestrial communication network like ISDN in which bidirectional 
communication is possible. This terrestrial communication network may be connected 
to the Internet which transmits and receives digital data via a network between two or 
more systems. The satellite connection by the communications satellite 18 has 
transmission capacity larger than the above-mentioned terrestrial communication 
network. 
[0024]First, the data flow in a written data transmission system is described. Here, it is 
assumed that the specific user who owns the data receiver 30 with the data donor who 
owns the data distribution device 10 has made the contract of delivery of data 
previously. With the data donor here, both the entrepreneur (henceforth a content 
provider) who provides transmitted data, and the entrepreneur (henceforth a service 
provider) who provides a transmission line are included. 
[0025]The user who owns the data receiver 30 sends the request of the purport that he 
would like to receive the predetermined service which a data donor provides to the data ( 
distribution device 10, for example via ISDN as a terrestrial communication network. 
The method in particular of sending this request may not be limited, but may be decided 
by the kind of data, or a contract state with a user, for example, mail etc. may be 
sufficient as it. In accordance with a contract, a data donor may provide service 
previously, without sending a request. 
[0026]The request from a user sent to the data distribution device 10 is received by the 
data request reception part 11, and is sent to the data management part 12. The data 
management part 12 will perform the read request of data to the data accumulation part 
13, if the contract information and the request of a user check that it is that meaningful 
and it is satisfactory. The data accumulation part 13 sends data to the data creation part 
15 via the high-speed switcher 14, according to a data read demand for example. 
[0027]In the data creation part 15, to the data from the data accumulation part 13, 
IP-packet-izing, Format conversion, such as formation of a media-access-control 
(Media Access Control, MAC) frame and transport-izing of MPEG(Moving Picture 
Experts Group Phase) 2, is performed. The data creation part 15 enciphers the 
above-mentioned duplex after IP-packet-izing of data, and transport-izing. 
[0028]It describes below about this format conversion. As mentioned above, it becomes 
possible for various kinds of data like an audio, a video signal, or data to multiplex, and (' _ 
to be transmitted by a mass digital circuit in recent years. As the method of this _ 
multiplexing, the transport stream (Transport Stream, TS) packet which is a 
transmission format of MPEG 2, for example is known. In this TS packet, encryption 
processing has been performed to the information data part (payload part). The peculiar 
bit string corresponding to 13 bits packet ID (PID) of the header part of a TS packet and 
a 2-bit scramble control part is used for the enciphering key for this encryption. 
Above-mentioned PID is used to identify information kinds, such as video of the 
specific channel of each TS packet, and an audio. 
[0029]In transmitting data using this TS packet, data is converted to the format of the 
Internet Protocol (IP) packet currently widely used on the Internet, and it puts this IP 
packet into a TS packet further. 
[0030]By the way, when various kinds of data is transmitted as an IP packet, it is used 
in order that above-mentioned PID may discriminate the data of an IP packet from other 
videos or the data of an audio, Bit length is also the number of bits insufficient for 
making the classification of various data which has only 13 bits and is transmitted by an 
IP packet identify. Then, the identifying method of kinds of data other than PID is 
needed. 
[0031]For example, on the Internet, the transmission destination address 
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(DestinationAddress) included in identifying whether received data are data addressed 
to themselves at the IP header of an IP packet is used. Even when transmitting an IP 
packet by a TS packet, it is possible to identify whether it is data addressed to itself 
using this transmission destination address (it is henceforth called a transmission 
destination IP address.). 
[0032]However, it is dramatically difficult for a data transmission rate to serve as 
30Mbps per one translator, if satellite connection is taken for an example, for example, 
and to analyze a transmission destination IP address by software in real time by a data 
receiving side. By a certain means, a means to extract only the information addressed to 
oneself is needed. 
[0033]It is very convenient, if only the information on the genre of its interested 
information is specified even if it does not specify the title of specific information, and 
only the information on the genre is received automatically and can download. 
[0034]When data is enciphered as having mentioned above in order. to consider it as 
ability ready for receiving only at a specific member, it is necessary to decode the 
enciphered data in a receiving side. 
[0035]So, in the written data transmission system, added the identifier which shows the 
kind of data to the multiplexing data which consists of two or more kinds of data blocks 
in the data distribution device 10, and it was made to go via the communications 
satellite 18, and has transmitted to the data receiver 30 by the above-mentioned satellite 
connection. And in the data receiver 30, the above-mentioned identifier is read in 
hardware, and only the data of the classification registered previously which an 
addressee needs is extracted and decoded. 
[0036]Addition of this identifier is performed by the data creation part 15 of the data 
distribution device 10. It is accumulated in the data accumulation part 13 in the data 
distribution device 10 in the state where no data which a user needs is processed. From 
the data management part 12, the data accumulation part 13 told that the read request of 
data came. from the user sends the destination information of the requested data and a 
user to the data creation part 15 via the high-speed switcher 14 simultaneously. 
[003 7]Here, a user's destination information is a transmission destination IP address 
required for IP packet transmission. In this data transmission system, the transmission 
destination IP address peculiar to all the users is assigned. While the user of 1 has 
secured the transmission destination IP address which the user of 1 has, no users other 
than the user of one have. 
[0038]Creation or after format conversion is carried out, the data from the data 
accumulation part 13 is multiplexed with other audio signals and a video signal by the 
data processing part 16, and is sent to the communications satellite 18 by the data 
creation part 15 via a wireless circuit from the transmission antenna 17 as multiplexing 
data. 
[0039]The multiplexing data sent via the communications satellite 18 can be received 
by all the users who are in the situation where not only the data receiver 30 that a 
specific user owns but data is receivable. The data receiver 30 receives all the 
multiplexing data from the communications satellite 18, and sorts out, extracts and 
decrypts the data according to the request which he advanced from the inside. 
[0040]This data receiver 30 extracts and decodes only the data block of the kind 
registered previously by receiving the multiplexing data which consists of two or more 
kinds of data blocks to which the identifier which shows the kind of data was added via 
the satellite connection by the communications satellite 18, and reading the 
above-mentioned identifier. 
[0041]Namely, the data receiver 30 receives the many data block containing the data 
transmitted according to the request, sorts out the data block addressed to itself, the data 
block which he should receive, and the data block which he can receive, and extracts it 
from the inside. The data receiver 30 which a user has is previously determined by the 
contract of a user and a data donor. 
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[0042]Therefore, if it is usual, the characteristic data of other addressing to a user 
cannot be sorted out using the data receiver 30 which a user has. 
[0043]However, in the written data transmission system using the communications 
satellite 18, since many and unspecified addressees can receive easily with a receiving 
set unlike 1 to 1 communication of a telephone line, a dedicated line, etc., it is easy to 
be intercepted. That is, a possibility that data communications will be intercepted is high. 
Then, a data encryption is needed also a written data transmission system. 
[0044]For this reason, the data distribution device 10 is with contents propa- Ida 18 who 
provides information, and service propa- Ida 19 who transmits that information, and has 
performed double encryption processing with the encryption machine 21 and the 
encryption machine 26 so that it may be shown briefly [ Fig.2 ]. 
[0045]Actually, this data distribution device 10 is constituted, as shown in the Fig.1 
mentioned above, and each part which the content provider 18 who showed especially 
Fig.2, and service propa- Ida 19 have is contained in the data creation part 15 as shown 
in Fig.3. 
[0046]The data and the IP address addressed to a specific user which have been sent 
from the data accumulation part 13 are sent to the transmission destination IP packet 
preparing part 20. In the IP packet preparing part 20, IP packet 60 shown in Fig.4 is ( 
generated using the data sent from the data accumulation part 13, and the transmission 
destination IP address which specifies a user at the time. The size of this IP packet 60 is 
prescribed by TCPIIP (Transmission Control Protocol/Internet Protocol), When the data 
which the user requested exceeds that size, this data is divided into two or more IP 
packets, and is transmitted to the following encryption machine 21. 
[0047]Transmission destination IP address 74 of the user who shows Fig.5, and IP 
address 73 of the transmitting agency are contained in the IP header of IP packet 60 
used here. Here, transmission destination IP address 74 is 32 bits. 
[0048]IP packet 60 created by the IP packet preparing part 20 is transmitted to the 
encryption machine 21. In the encryption machine 21, the IP packet 60 whole is 
enciphered with the enciphering key for IP packets which an address gets to know that 
he is a specific user, and already gets to know mutually only at Hazama, a data donor 
and a specific user, at the time by 32-bit above-mentioned transmission destination IP 
address 74 in IP packet 60. As an encryption expression, DES (Data Encryption 
Standard) etc. are adopted, for example. 
[0049]the limited reception by encryption of an IP packet since this encryption machine 
21 performs encryption which used 32 above-mentioned bits transmission destination IP 
address 74 -- an addressee can be divided into the range of the 32nd power(= about 
4,300 millions) individual of2. (-
[0050]Here, the content provider 18 gives previously the transmission destination IP 
address of the IP packet to transmit, and the decode key for decoding an encryption IP 
packet to the data receiver 30. And the payload part of an IP packet is enciphered with 
the encryption key corresponding to this decode key, and it sends to the service provider 
19. 
[0051]However, the encryption needs to give about no data to a specific user, and 
encryption may not be performed depending on the kind of data. When encryption is not 
performed, IP packet 60 is directly transmitted to the MAC frame preparing part 22 
:from the IP packet preparing part 20. 
[0052]Here, it describes about the case where encryption is performed. Encryption is 
usually performed to a 64-bit plaintext, and in not being a multiple whose data length of 
IP packet 60 which should be enciphered is 64 bits, the IP packet 60 whole is made into 
a 64-bit multiple by performing amends of data, i.e., padding of invalid data~ and it 
considers it as IP packet 61. 
[0053]IP packet 62 as which specific IP packet 61 for users was enciphered is 
transmitted to the MAC :frame preparing part 22. In the MAC frame preparing part 22, 
MAC header 70 is added to IP packet 62 enciphered with the encryption machine 21. 
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[0054]This MAC header 70 comprises a total of 64 bits of 8 bits SSID (Server System 
ID), UDB(User Depend Block)1 [ 24 bits ], and 32-bit UDB2, as shown in Fig.6. In 
particular, the transmission destination IP address written in the above-mentioned IP 
header and the same transmission destination IP address are written in UDB2 of MAC 
header 70. 
[0055]The transmission destination IP address in the above-mentioned IP header is 
enciphered, in the receiving set side, if a code is not decoded, cannot know a 
transmission destination IP address, but if above-mentioned MAC header 70 has the 
same transmission destination IP address as it, At a receiving side, it can be known by 
reading it only in hardware whether it is a data block addressed to itself. This 
transmission destination IP address is directly passed to the MAC frame preparing part 
22 from the IP packet preparing part 20. 
[0056]To the above-mentioned UDB1, PBL (Padding_Byte_Length) of a triplet, 1 bit 
CP (Control_Packet) and 1-bit EN (Encrypted_or_Not), 1 bit PN (Protocol_Type 
Available_or_Not), 2 bits Reserve, and a 16-bit protocol number (Protocol Type) are set. 
[0057]Among this, PBL is padding bite length and is the length of the invalid data 
covered on the occasion of encryption. This is needed in order that the user who 
received the enciphered IP packet may know regular data length. 
[0058]CP is a bit which identifies whether the data which a user needs, or control data 
required for system management is contained in the IP packet. Usually, CP of MAC 
frame 63 which should be received when a user requests shows that not control data but 
data is contained. 
[0059]EN is a control bit which shows whether the IP packet is enciphered with the 
encryption machine 21. As for a user, decoding received MAC frame 63 determines 
whether lends and there is by this bit information. PN is a control bit which shows 
whether useful information is in a Protocol Type area. 
[0060]In the MAC frame preparing part 22 ofFig.3, the above control bit is added to IP 
packet 62. Here, the content ID showing the kind of information on an IP packet besides 
the above-mentioned transmission destination IP address may be set to UDB2. This 
content ID is mentioned later. It is the above-mentioned SSID to make it identify 
whether the above-mentioned transmission destination IP address was set to UDB2 or it 
is the above-mentioned content ID. 
[0061]CRC (Cyclic Redundancy Checking, Cyclic Redundancy Check) calculated in 
the CRC calculation part 23 is added to MAC frame 63 generated by the MAC frame 
preparing part 22. Thus, by calculating CRC by the data distribution device 10 side, the 
data receiver 30 can inspect whether the received MAC frame is correctly transmitted 
from the communications satellite 18. 16-bit CRC generated in the CRC calculation part 
23 is added to the last of MAC frame 63. 
[0062]This MAC frame 63 is converted to the section which is transmitted to the 
section preparing part 24 and specified by MPEG 2. As shown in Fig.4, MAC frame 63 
is added immediately after the section (Sec) header 71, and is called the private section 
64. 
[0063]The format of this section header 71 is shown in Fig.7 (A). The format of the 
section header 71 is prescribed by MPEG 2, Table (ID) It has Tid, section sink indicator 
Ssb private indicator Pi, reserved Res, and private section length P sl· Here, the data length 
of a MAC frame goes into private section length P sl· 
[0064]The private section 64 created by the section preparing part 24 is transmitted to 
the transport packet preparing part 25. the private section 64 transmitted in the transport 
packet preparing part 25 --transport packet 651. 652, and .. it divides into 65n. 
[0065]transport packet 651. 652, and .. 65n comprises 188 bytes, respectively. these 
transport packet 651, 652, and .. 4 bytes of TS header is added to 65n. 
[0066]For example, the format of the TS header 72 is shown in Fig.7 (B). The TS 
header 72 Sync byte Syb, transport error indicator Tei, Pay-load unit start indicator Pui, 
transport priority T P• It has above-mentioned PID and above-mentioned scramble 
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control part (transport scramble control) Tsc, adaptation field control Afc, and Conti 
******-counter Cc. 
[0067]transport packet 651. 652, and .. since it is specified with having mentioned above 
the size for one piece of 65n as 188 bytes, generally it is necessary to divide the one 
section 64 into two or more transport packets 
[0068]Since one section is not necessarily the integral multiple length of 184 bytes 

-(number ofbytes to which 4 bytes ofheader length were pulled from 188 bytes), usually 
here, the one section 64 --two or more transport packet 65r, 652, and .. when dividing 
into 65n, as shown in Fig.4, the data using stuffing bytes is made up for. That is, when 
one section which is not 184 bytes of multiple is divided into two or more transport 
packets, all the bits form the stuffmg region by which stuffing was carried out in the 
data area in which the last transport packet remained. 
[0069]Each transport packet created by the transport packet preparing part 25 is 
supplied to the encryption machine 26. The encryption machine 26 performs encryption 
processing to the data part of each above-mentioned transport packet using the 
enciphering key for TS packets, as shown in Fig.2. 
[0070]The service provider 19 gives previously the PID portion of a TS packet and the 
value of a scramble control part to transmit, and the decode key which decodes this TS ( 
packet to the data receiver 30. And the encryption IP packet given from contents 
PURABAIDA 18 is TS-packet-ized, the payload part of this TS packet is further 
enciphered with the encryption key corresponding to the above-mentioned decode key, 
an encryption TS packet is created, and it transmits on satellite connection. 
[0071]Here, as mentioned above, the peculiar bit string corresponding to PID (13 bits) 
and the scramble control part (2 bits) of TS header which were shown in (b) of Fig. 7 is 
used for the enciphering key for encryption. For this reason, 15-bit 4096 kinds of 
limitation can be performed at the maximum. 
[0072]Since the addressee can be divided into the range the 32nd power of 2 as already 
mentioned above using the transmission destination IP address of an IP packet, if 
encryption of this TS packet is combined, an addressee can be further divided into that 
4096 times as many range, and a warmer restricted reception system can be constituted. 
[0073]Since plaintext data cannot be obtained if another code is undecipherable even if 
it succeeds in a tapping person decoding one of codes by performing independent 
encryption doubly, a restricted reception system with higher safety can be constituted. 
[0074]Here, since the restricted reception system by encryption of an IP packet and the 
restricted reception system by encryption of a TS packet are held by another 
entrepreneur of the content provider 18 and the service provider 19, respectively, a ("_-
restricted reception system with the independent others can be constituted. This is 
effective when each wants for the entrepreneur who provides a transmission line to 
differ from the entrepreneur who provides transmission data, and to sign a limited 
reception contract with a user independently. There is also no possibility that the 
information about an encryption key may leak among entrepreneurs. 
[0075]After the data in which double encryption was given by the content provider 18 
and the service provider 19 is transmitted to the data transfer part 27, it is transmitted to 
the data processing parts 16, such as a multiplexer. In the data processing part 16, it 
modulates and amplifies, after multiplexing the above-mentioned transport packet with 
other digitized videos and an audio signal. 
[0076]The data for the broadcast specific user is received by users' receiving antenna 31, 
and is transmitted to a specific user's data receiver 30. 
[0077]The signal received by the receiving antenna 31 is converted to the signal of IF, 
and is input into the data receiver 30. The block diagram of this data receiver 30 is 
shown in Fig.8. The flow chart of the double decoding processing performed with this 
data receiver 30 is shown in Fig.9. 
[0078]It converts to a digital signal here, QPSK demodulation processing and error 
correction processing are performed, and the signal input into the front end 32 which 
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consists of the tuner 33, AID converter 34, the demodulator 35, and the decoder 36 is 
received as TS packet data enciphered like Step S 1. 
[0079]This enciphered TS packet is supplied to the descrambler 3 7. The descrambler 3 7 
performs descrambling processing of TS packet level to the TS packet data enciphered 
[above-mentioned]. In this case, the descrambler 37 reads the value of a PID part and a 
scramble control part in the header part of the above-mentioned encryption TS packet 
data, It judges whether the decode key for TS packets corresponding to this value is 
given from the service provider 19 at Step S2, and if given, the payload part of this 
encryption TS packet will be decoded with this decode key at Step S3, and the decoded 
TS packet will be outputted. Here, if the decode key is not previously given from the 
service provider 19, an encryption TS packet is canceled at Step S7. 
[0080]The TS packet decoded at Step S3 is supplied to the demultiplexer 38. Here, the 
demal plexor 38 divides the audio information and the video data which were 
multiplexed with the above-mentioned TS packet data by the written data processing 
part 16, supplies audio information to the audio decoder 39, and supplies a video data to 
the video decoder 40. The audio decoder 39 outputs an analog audio and the video 
decoder 40 outputs analog video via NTSC encoder 41. The remaining TS packet data 
are supplied to DEPAKETAIZA 45. 
[0081]DEPAKETAIZA 45 reproduces the format of the private section 64 shown by 
Fig.4, calculates the value ofCRC, and judges whether data was received correctly. And 
DEP AKET AIZA 45 IP-packet-izes the above-mentioned private section 64 by step S4, 
and converts it to the format data 75 as shown in Fig.10. This format data 75 is 
transmitted to the decoder 47 which decodes this IP packet via FIF046. 
[0082]The identifier set to UDB2 shown in the Fig.6 of the MAC header in the format 
data 75 in the decoder 47, Take out a transmission destination IP address here, judge 
whether the decode key for IP packets corresponding to this is given from contents 
PURABAIDA 18 at Step S5, and if given, The payload part of an IP packet is decoded 
using this decode key at Step S6, and the decoded IP packet is outputted. Here, if the 
decode key is not previously given by the content provider 18, an encryption IP packet 
is canceled at Step S7. 
[0083]A decode key is made to correspond to the above-mentioned identifier, and is 
stored by the reference table 80 shown in the Fig.11 in the dual port rum (DPRAM) 48. 
[0084]This reference table 80 has an identifier of the data block of a receivable kind 
with that identifier and a corresponding decode key. 4 bytes is used as an identifier and 
8 bytes is used as a decode key. 
[0085]As mentioned above as an identifier among the figure, content ID may be used, 
using a transmission destination IP address, and the discernment is performed by SSID 
in the MAC header of a receive packet. Setting out of the value of the reference table 80 
is performed by CPU42 with the input ofDPRAM48. 
[0086]If encryption IP packet data are received in the format of the above-mentioned 
Fig.10 and the identifier of UDB2 in a MAC Address is taken out, the decoder 47, 
DPRAM48 is accessed, the identifier in the table 80 is searched at intervals of 16 bytes 
from a top address, and coincidence detection of the identifier in a receive packet and 
the identifier in a table is performed to the bit of the identifier which is " 1 " among the 
mask bits stored in 4 bytes ofUshiro of an identifier. 
[0087]If the mask bit is H"ffffffff', correspondence of all the bits of the identifier in the 
MAC Address of the received packet and the identifier in a table will be checked, It 
supposes that the same identifier as the input identifier is in DPRAM48, the decode key 
(session key in a figure) corresponding to the identifier is taken out, and decoding 
processing of the IP packet after it is performed. 
[0088]When the END code is stored in the last of the identifier in the reference table 80 
registered previously, the identifier is searched and an END code is detected, as Step S7 
showed without ejection and its receive packet receiving search there, it is discarded 
with this decoder 4 7. 
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[0089]As an identifier, as mentioned above, content ID (or genre ID) besides a 
transmission destination IP address is used. That is, content ID besides a transmission 
destination IP address may be set to UDB2 of MAC header 70 shown in Fig.6. When 
using a transmission destination IP address when 110" is set as SSID is shown, for 
example, "1" is set, it specifies using genre ID. It can distinguish which is used by 
analyzing SSID by a receiving side. 
[0090]For example, individually-addressed [corresponding to a unicast address], when 
a transmission destination IP address is used for UDB2, and -- it becomes possible to 
transmit the data addressed to a group's user using a multicast address -- a receiving side 
-- addressing to oneself-- or it becomes possible to receive only the data addressed to a 
groove where he can belong and which is in real time. 
[0091 ]In this case, DPRAM48 of the data receiver 30 should just be provided with the 
reference table 81 of a format as shown in Fig.12. This reference table 81 has a 
transmission destination IP address of the data block of a receivable kind with that 
transmission destination IP address and a corresponding decode key. For example, 
transmission destination IP address 1 for groups like the above-mentioned multicast 
address is set to 16 bytes to begin. 
[0092]The encryption ON/OFF flag of this transmission destination IP address 1 is 0. ( 
Individually-addressed transmission destination IP address 2 like the above-mentioned 
unicast address is set to the following 16 bytes. An encryption ON/OFF flag is 1. The 
session key is set also to transmission destination IP address 2. 
[0093]If the decoder 47 receives IP packet data in the format of the above-mentioned 
Fig.l 0 and inputs the transmission destination IP address in a MAC Address, Access 
DPRAM48 and the transmission destination IP address in the table 81 is searched at 
intervals of 16 bytes from a top address, Coincidence detection of the identifier in a 
receive packet and the identifier in a table is performed to the bit of the identifier which 
is 11 1 11 among the mask bits stored in 4 bytes after this IP address. 
[0094]If the mask bit is H"ffffffff', correspondence of all the bits of the transmission 
destination IP address in the MAC Address of the received packet and the transmission 
destination IP address in a table will be checked, It supposes that the same IP address as 
the input IP address occurs in DPRAM48, the decode key corresponding to the IP 
address is taken out, and decoding processing of the IP packet after it is performed. 
[0095]At the end of the IP address in the reference table 81 registered previously, when 
the END code is stored, the IP address is searched and an END code is detected, it is 
discarded like Step 87 with this decoder 4 7, without ejection and its receive packet 
receiving search there. c·.-
[0096]When the data of the genre previously registered on the other hand when the 
content ID using 32 bits was used for full as UDB2 is received, data is transmitted to PC 
and it becomes possible to download automatically to a hard disk. 
[0097]In this case, DPRAM48 of the data receiver 30 should just be provided with the 
reference. table 82 of a format as shown in Fig.13. This reference table 82 has 
memorized the content ID 83 of the data block of a receivable kind using 32-bit full. 
[0098]Such 32-bit content ID 83 is constituted by 8-bit main class Do, classification-in 6 
bits Dt, 4-bit minor class D2, and 14-bit information ID as shown in (A) ofFig.14. Main 
class Do expresses a big category, such as computer software, a publication, and game 
software. Inside classification D1 shows a middle category, such as books, a magazine, 
and a newspaper, if main class Do is a publication. Minor class D2 shows the category 
showing the newspaper publishing company name of A newspaper, B newspaper, and S 
newspaper, if inside classification D1 is a newspaper. And one data unit is identified by 
only ID in this minor class D2. In this case, the date of issue of a newspaper serves as 
information ID, and it becomes content ID as shown in (B) ofFig.14 as a result. 
[0099]The method of the actual information discernment at the time of using such 
content ID as an identifier is described below. For example, in the example of the 
above-mentioned Fig.14, when making a contract of A newspaper, a mask bit is made 
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into H"ffffcOOO" and this mask bit should just detect correspondence of the identifier of 
the receive packet of the bit position of 1, and the identifier in a table. If the mask bit is 
made into H"fffcOOOO" when it is not based on a peculiar newspaper name but receives 
all the newspapers, A newspaper H "02084000+ date-of-issue ID" and the B newspaper 
H "02088000+ date-of-issue ID" are altogether downloadable by one setting out. 
[0 1 OO]If only the genre of required information is specified even if it does not specify 
ID of each information one by one, this will be the point that the information on the 
genre specified automatically is receivable, and will be a very useful method. 
[0101]Since the session key to each paper cannot be set up only by setting up content 
ID when each information is enciphered as each paper is merely enciphered with the 
separate session key in this case, for example, it is an effective method when each 
information is not enciphered to the last. 
[0102]As an identifier of the above-mentioned information, there is also a method using 
the MAC Address currently assigned to each product by 48 bit length. 
[0103]Itjudges that this data block will be a data block ofthe kind registered previously 
if a transmission destination IP address and content ID can be read, and the decoder 4 7 
extracts, and as the IP header and IP data in the format data 75 which were enciphered 
were mentioned above, it decodes. 
[0104]The decrypted data block is transmitted to the main memory on a personal 
computer via FIF049 and PCI interface 50. And processing by the software of this 
personal computer is made. 
[0105]CPU42 controls the reading ofDPRAM48 and it sets up the value of a reference 
table. CPU42 controls the demultiplexer 38, DPRAM48, and DPRAM52 according to 
the program read into RAM43 from ROM44. CPU42 may process the data read from IC 
card reader 53, and may generate the above-mentioned decode key. The 
above-mentioned request is transmitted to data supply origin with ISDN via the modem 
54 and the telephone line 56. 
[0106]As described above, this data receiver 30, It was set to DBU2 of a MAC frame by 
the data distribution device 10, and has been transmitted, Since only the data block of a 
transmission destination IP address and the kind which read content ID with the decoder 
4 7 and was registered previously can be extracted, only addressing to themselves or the 
information to need can be extracted and decoded at high speed out of the received data 
which enciphered various data multiplexed. 
[0107]As shown in Fig.2, it is doubly enciphered by contents propa- Ida 18 and service 
propa- Ida 19, and since only the data receiver 30 has two decode keys which decrypt it, 
the transmitted data can prevent data from being used by stealth for others. 
[0108]The data transmission system used as this embodiment may be performed with 
composition as shows the double encryption processing by the side of the data 
distribution device 10 to Fig.15. That is, encryption processing of an IP packet is not 
made to give the content provider 18, but it is made to carry out to the service provider 
19. For this reason, the content provider 18 can cut down cost. 
[0109]If it constitutes so that one entrepreneur may perform both encryption 
processings, it will become unnecessary that is, for another entrepreneur to have the 
equipment for encryption processing. When two or more content providers use the 
transmission line which one service provider provides, for example, since each content 
provider does not need to have encryption disposal equipment, this is effective. 
[011 O]Since operation of each part is the same as operation of each part shown in Fig.2 
here and the composition of the data receiver 3 0 is also the same, a description is 
omitted. 
[0 111 ]It may be made for the composition in the data receiver 30 to be shown in Fig.16. 
That is, it is good also as composition which provides the memory storage 58 like a hard 
disk driver between DEPAKETAIZA 45 and the decoder 47, and accumulates the 
enciphered IP packet. What is necessary is to accumulate the enciphered IP packet in 
the memory storage 58, and just to decode, when the above-mentioned decode key is 
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obtained afterwards even if it has not obtained the decode key which decodes an IP 
packet previously if it does in this way. 
[0112]That is, by saving enciphered Paquette at memory storage, even if a receiving set 
obtains a decode key afterwards, data can become effective. For example, by saving a 
lot of data previously at memory storage, obtaining a decode key in the stage which the 
user meant, and using data, after a user means, compared with beginning to receive data, 
the time for receiving a lot of data can be saved. 
[0113]Here, although the case where the decode key for the receiving set 30 to decode 
an IP packet had not been obtained was described, even when the decode key for 
decoding a TS packet has not been obtained, same processing can be performed by 
saving the TS packet enciphered at memory storage. 
[0114]Although the enciphered data can be saved, when the decoded data and a decode 
key add the structure which cannot be saved, it also becomes possible to prevent 
copying plaintext data. 
[0 115]Although the IP packet was considered as transmission data in each example 
mentioned above, even if it considers other transmission protocol packets with the same 
structure, the same restricted reception system is configurable. Paquette-ization of 
transmission data may be made or more into three-fold, and three or more restricted ( 
reception systems may be combined. For this reason, encryption processing may be 
performed to the file data before IP-packet-izing. 
[0116]For example, the data compression method of a MAC frame is not limited to 
MPEG 2, but other compression methods may be used for it. Internet Protocol is not 
limited to TCP/IP, for example, an OSI (Open System Interconnection) system may be 
used for it. 
[0117] 
[Effect of the Invention ]The information transmission equipment and the method 
concerning the present invention transmit this encoded data, after performing at least 
two-fold encryption processing including the encryption processing using the 
encryption key according to the identifier which shows the kind of the above-mentioned 
digital data to the above-mentioned digital data, Since decoding processing is performed 
to the above-mentioned encoded data received via the data transmission line using each 
decode key according to each encryption key, also when transmitting digital data using 
a communications . satellite, the degree of leakage of information and the degree of 
disturbance can be made low. 
[0 118]The information reception equipment and the method concerning the present 
invention, Since only the data block of the kind which received two or more kinds of 
data blocks to which the identifier which shows the kind of data was added via the data (-
transmission line, read the above-mentioned identifier, and was registered previously is 
extracted and decoded, A specific user can be made to receive the digital data 
transmitted via the data transmission line from the information distributor according to 
the kind of data at high speed. 
[0119]Since the information storage medium concerning the present invention has 
memorized the encoded data in which encryption processing by the encryption key 
according to the identifier which shows the kind of digital data was performed at least, 
even if a receiving set obtains a decode key afterwards, data can be effectively used for 
it. 
[0120]Since the information storage medium concerning the present· invention 
memorizes two or more kinds of data blocks to which the content ID which shows the 
kind of data block was added, it can extract only the information to need easily. 

DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 
[Drawing 1Ut is a configuration diagram of the data transmission system used as an 
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[Drawing 2]It is a block diagram showing briefly the composition in connection with 
double encryption processing of a written data transmission system. 
[Drawing 3]It is a block diagram showing the composition of the data creation part 
shown in the above-mentioned Fig.1. 
[Drawing 4]It is a figure for describing the process of the data creation in the data 
creation part shown in the above-mentioned Fig.3. 
[Drawing 5]It is a format figure showing the detailed composition of an IP header. 
[Drawing 6]It is a format figure of a MAC header. 
[Drawing 7]It is a format figure of a section header and TS header. 
[Drawing 8]It is a block diagram of the data receiver which constitutes a written data 
transmission system. 
[Drawing 9]It is a flow chart for describing the decoding processing performed with a 
written data receiving set. 
[Drawing 1 O]It is a figure for describing transmission of the data from written data 
receiving set Uchi's DEPAKETAIZA to a decoder. 
[Drawing 11 Ut is a fundamental configuration diagram of the reference table which 
written data receiving set Uchi's DPRAM stores. 
[Drawing 12]It is a figure showing the first example of the above-mentioned reference 
table. 
[Drawing 13]It is a figure showing the second example of the above-mentioned 
reference table. 
[Drawing 14]It is a figure showing the example of specific constitution of content ID. 
[Drawing 15]It is a block diagram showing other examples of the data distribution 
device in a written data transmission system. 
[Drawing 16]It is a block diagram showing other examples of the data receiver in a 
written data transmission system. 
[Drawing 17]It is a schematic structure figure showing an example of the encoded data 
transmission equipment which enciphers the data on a transmission line with a common 
key encryption system. 
[Explanations of letters or numerals] 
10 A data distribution device and 18 [An encryption machine, 30 data receivers, and 37 
I A descrambler and 45 I DEPAKETAIZA and 47 I Decoder] A content provider and 
19 A service provider and 21 An encryption machine, 25 TS-packet preparing part, and 
26 
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[Title of the Invention ]Information transmission equipment, an information 
transmission method, information reception equipment, and an information receiving 
method 
[Claim(s)] 
[Claim 1]In information transmission equipment which divides digital data into a 
predetermined data block, and transmits this data block via a data transmission line, 
A transmitting means which performs at least two-fold encryption processing, and 
transmits this encoded data including encryption processing using an encryption key 
according to an identifier which shows a kind of the above-mentioned digital data to the 
above-mentioned digital data, 
Information transmission equipment provided with a receiving means which receives 
the above-mentioned encoded data transmitted via a written data transmission line from 
the above-mentioned transmitting means, and performs decoding processing using each 
decode key according to each encryption key. 
[Claim 2]The information transmission equipment according to claim 1, wherein the 
above-mentioned predetermined data block is Paquette by Internet Protocol for 
transmitting and receiving digital data via a network between two or more systems. 
[Claim 3]In an information transmission method which divides digital data into a 
predetermined data block, and transmits this data block via a data transmission line, 
Encryption processing using an encryption key according to an identifier which shows a 
kind of the above-mentioned digital data to the above-mentioned digital data is included, 
An information transmission method performing decoding processing to the 
above-mentioned encoded data which transmitted this encoded data after performing at 
least two-fold encryption processing, and was received via a written data transmission 
line using each decode key according to each encryption key. 
[Claim 4]In information reception equipment which receives multiplexing data which c-. 
consists of two or more kinds of data blocks to which an identifier which shows a kind 
of data was added via a data transmission line, 
Information reception equipment extracting and decoding only a data block of a kind 
which read the above-mentioned identifier and was registered previously. 
[Claim 5]The information reception equipment according to claim 4 having an identifier 
of a data block of a receivable kind in a reference table with the identifier and a 
corresponding decode key. 
[Claim 6]The information reception equipment according to claim 5 characterized by 
performing decoding processing to this encryption data block based on a decode key 
according to an identifier with reference to the above-mentioned reference table when 
the enciphered above-mentioned data block is received. 
[Claim 7]In an information receiving method which receives multiplexing data which 
consists of two or more kinds of data blocks to which an identifier which shows a kind 
of data was added via a data transmission line, 
An information receiving method extracting and decoding only a data block of a kind 
which read the above-mentioned identifier and was registered previously. 
[Claim 8]The information receiving method according to claim 7 using content ID 
showing a kind of information on the above-mentioned data block as the 
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[Claim 9]The information receiving method according to claim 7 having the 
above-mentioned identifier in a header of media access control to which it was added by 
head of each data block. 
[Detailed Description of the Invention] 
[0001] 
[Field of the Invention]The present invention relates to the information transmission 
equipment, the method, the information reception equipment, and the method for 
offering data distribution service, for example using a communications satellite. 
[0002] 
[Description of the Prior Art]When [which carries out data communications using a 
dial-up line a dedicated line, etc.] case or talking over the telephone, in order to prevent 
leakage of transmitted data, or in order to maintain the reliability of information to the 
disturbance over transmitted data, the data of the plaintext was enciphered and 
transmitted and the data enciphered in the reception destination is decoded. 
[0003]As a typical cipher system, the common key encryption system and the 
public-key crypto system are known. The common key encryption system is also called 
the symmetrical cryptosystem, and there are an algorithm nondisclosure type and an 
algorithm public presentation type. DES (Date Encryption Standard) is known as a 
typical algorithm public presentation type thing. Since computational complexity 
immense in order to derive a decode key from an enciphering key is required and a 
decode key is not decoded substantially, a public-key crypto system is a cipher system 
which may exhibit an enciphering key. 
It is also called an unsymmetrical key cipher system. 

[0004]Fig.17 is a schematic structure figure showing an example ofthe encoded data 
transmission equipment which enciphers the data on a transmission line with a common 
key encryption system. This encoded data transmission equipment protects that the 
bugging device 93 by the side of a tapping person intercepts data from the data 
transmission line 94 which connects the sending set 91 by the side of a sending person, 
and the receiving set 92 by the side of an addressee. 
[OOOS]Encryption processing which uses the encryption key 97 with the encryption 
machine 96 in the sending set 91 is performed to the data which should be transmitted. 
The above-mentioned encoded data which was transmitted by the data transmission line 
94 and received with the receiving set 92 is decoded by the decoder 99 which used the 
decode key 98, and decode data is obtained. 
[0006]Since it does not have the decode key 98 even if the bugging device 93 receives 
here the data similarly enciphered as the receiving set 92 from the data transmission line 
94, it is difficult to decode. That is, in the bugging device 93, since the data which 
required then incomprehensible encryption processing (scramble) as it is will be treated, 
it can prevent leaking information to the bugging device 93 side actually. Generally in 
the main encryption methods of the common key encryption system in this example, an 
enciphering key and a decode key are identical-bits sequences. 
[0007]A cipher system which was mentioned above is determined according to the 
classification of the circuit system to which transmission data is transmitted, the degree 
of secrecy (confidentiality) of transmission data, the quantity of transmission data, etc. 
For example, in the data communications using a dedicated line, although leakage of 
information and the degree of the disturbance to transmission data are low, when 
carrying out data communications using a dial-up line, the degree of leakage of 
information and the degree of disturbance become high. 
[0008] 
[Problem to be solved by the invention]By by the way, the thing for which transmission 
of the digital data using a communications satellite was attained in recent years, 
Although transmitted [ came ] using the communications satellite also about the text, 
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and the digital video and voice data which are used not only by analog video and voice 
data, such as television broadcasting and a movie, but by computer etc., Since reception 
with many and unspecified receiving sets is possible, the degree of leakage of 
information and the degree of disturbance become still higher. 
[0009]That is, in the data transmission system using the above-mentioned 
communications satellite, since many and unspecified addressees can receive easily 
with a receiving set unlike 1 to 1 communication of a telephone line, a dedicated line, 
etc., it is easy to be intercepted. For this reason, a possibility that charged data 
communications will be intercepted, for example is high. Then, a data encryption is 
needed also a written data transmission system. 
[0010]In a actual written data transmission system, encryption processing is performed 
about not all data, Using the information which the data which should be enciphered 
was enciphered according to the contents of the data which should be transmitted in a 
sending set, it sent out on the transmission line, and the addressee decoded all or some 
of enciphered data, and was acquired as a result, Or it is got to know whe,ther the data is 
required for itself by the portion transmitted without being enciphered. 
[00 11 ]Here, the conventional television broadcast service using a communications 
satellite is a form as for which a many user uses the data which the distribution person ( 
distributed receiving it simultaneously. On the other hand, when distributing the digital 
data used by computer etc. via a communications satellite, the function which 
distributes data to the specific user of the singular number or plurality from a data 
distribution person is called for. 
[0012]However, conventionally, in the simultaneous transmissive communication or 
broadcasting system from a data distribution person to many users, All Users received 
the always same information, use or an inspection was carried out, and since there was 
no identification information of a system user individual, distribution of data only to a 

· specific user from a data distribution person was not completed. 
[0013]The present invention is made in view of the above-mentioned actual condition, 
and also when it transmits digital data using the above-mentioned communications 
satellite, it aims at offer of the information transmission equipment and the method of 
making the degree of leakage of information, and the degree of disturbance low. 
[0014]The present invention is made in view of the above-mentioned actual condition, 
and aims at offer of the information reception equipment and the method only a specific 
user enables it to receive the digital data transmitted via the data transmission line from 
the information distributor according to the kind of data. 
[0015] (_:. 
[Means for solving problem]In order that the information transmission equipment and . 
the method concerning the present invention may solve an aforementioned problem, 
After performing at least two-fold encryption processing including the encryption 
processing using the encryption key according to the identifier which shows the kind of 
the above-mentioned digital data to the above-mentioned digital data, this encoded data 
is transmitted, Decoding processing is performed to the above-mentioned encoded data 
received via the data transmission line using each decode key according to each 
encryption key. 
[0016]In order that the information storage medium concerning the present invention 
may solve an aforementioned problem, the encryption processing by the encryption key 
according to the identifier which shows the kind of digital data has memorized the 
encoded data given at least. 
[0017]In order to solve an aforementioned problem, the information reception 
equipment and the method concerning the present invention receive two or more kinds 
of data blocks to which the identifier which shows the kind of data was added via a data 
transmission line, read the above-mentioned identifier, and extract and decode only the 
data block of the kind registered previously. 
[0018] 
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[Mode for carrying out the invention ]It describes referring to Drawings for the 
embodiment of the information transmission equipment concerning the present 
invention, a method, information reception equipment, and a method hereafter. This 
embodiment is a data transmission system of the Fig.1 which divides digital data into a 

. predetermined data block, and transmits this data block via satellite connection. 
[00 19]This data transmission system is provided with the following. 
The data distribution device 10 which performs double encryption processing and 
transmits this duplicate encryption data including encryption processing using an 
encryption key according to an identifier which shows a kind of the above-mentioned 
digital data to digital data. 
The data receiver 30 which receives the above-mentioned duplicate encryption data 
transmitted via the above-mentioned satellite connection from this data distribution 
device 10, and performs decoding processing using each decode key according to each 
encryption key. 
Here, the expansion slot of a personal computer is equipped with the data receiver 30, 
for example. The personal computer is shown in Fig.1 as the data receiver 30 as it is. 
[0020]The data distribution device 10 and the data receiver 30 can communicate 
mutually via a terrestrial communication network like ISDN in which bidirectional 
communication is possible. This terrestrial communication network may be connected 
to the Internet which transmits and receives digital data via a network between two or 
more systems. The satellite connection by the communications satellite 18 has 
transmission capacity larger than the above-mentioned terrestrial communication 
network. 
[0021]First, the data flow in a written data transmission system is described. Here, it is 
assumed that the specific user who owns the data receiver 3 0 with the data donor who 
owns the data distribution device 10 has made the contract of delivery of data 
previously. With the data donor here, both the entrepreneur (henceforth a content 
provider) who provides transmitted data, and the entrepreneur (henceforth a service 
provider) who provides a transmission line are included. 
[0022]The user who owns the data receiver 30 sends the request of the purport that he 
would like to receive the predetermined service which a data donor provides to the data 
distribution device 10, for example via ISDN as a terrestrial communication network. 
The method in particular of sending this request may not be limited, but may be decided 
by the kind of data, or a contract state with a user, for example, mail etc. may be 
sufficient as it. In accordance with a contract, a data donor may provide service 
previously, without sending a request. 
[0023]The request from a user sent to the data distribution device 10 is received by the 
data request reception part 11, and is sent to the data management part 12. The data 
management part 12 will perform the read request of data to the data accumulation part 
13, if the contract information and the request of a user check that it is that meaningful 
and it is satisfactory. The data accumulation part 13 sends data to the data creation part 
15 via the high-speed switcher 14, according to a data read demand for example. 
[0024]In the data creation part 15, to the data from the data accumulation part 13, 
IP-packet-izing, Format conversion, such as formation of a media-access-control 
(Media Access Control, MAC) frame and transport-izing ofMPEG(Moving Picture 
Experts Group Phase) 2, is performed. The data creation part 15 enciphers the 
above-mentioned duplex after IP-packet-izing of data, and transport-izing. 
[0025]It describes below about this format conversion. As mentioned above, it becomes 
possible for various kinds of data like an audio, a video signal, or data to multiplex, and 
to be transmitted by a mass digital circuit in recent years. As the method of this 
multiplexing, the transport stream (Transport Stream, TS) packet which is a 
transmission format of MPEG 2, for example is known. In this TS packet, encryption 
processing has been performed to the information data part (payload part). The peculiar 
bit string corresponding to 13 bits packet ID (PID) ofthe header part of a TS packet and 
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a 2-bit scramble control part is used for the enciphering key for this encryption. 
Above-mentioned PID is used to identifY information kinds, such as video of the 
specific channel of each TS packet, and an audio. 
[0026]In transmitting data using this TS packet, data is converted to the format of the 
Internet Protocol (IP) packet currently widely used on the Internet, and it puts this IP 
packet into a TS packet further. 
[0027]By the way, when various kinds of data is transmitted as an IP packet, it is used 
in order that above-mentioned PID may discriminate the data of an IP packet from other 
videos or the data of an audio, Bit length is also the number of bits insufficient for 
making the classification of various data which has only 13 bits and is transmitted by an 
IP packet identify. Then, the identifying method of kinds of data other than PID is 
needed. 
[0028]For example, on the Internet, the transmission destination address 
(DestinationAddress) included in identifying whether received data are data addressed 
to themselves at the IP header of an IP packet is used. Even when transmitting an IP 
packet by a TS packet, it is possible to identify whether it is data addressed to itself 
using this transmission destination address (it is henceforth called a transmission 
destination IP address.). 
[0029]However, it is dramatically difficult for a data transmission rate to serve as 
30Mbps per one translator, if satellite connection is taken for an example, for example, 
and to analyze a transmission destination IP address by software in real time by a data 
receiving side. By a certain means, a means to extract only the information addressed to 
oneself is needed. 
[0030]It is very convenient, if only the information on the genre of its interested 
information is specified even if it does not specify the title of specific information, and 
only the information on the genre is received automatically and can download. 
[0031 ]When data is enciphered as having mentioned above in order to consider it as 
ability ready for receiving only at a specific member, it is necessary to decode the 
enciphered data in a receiving side. So, in the written data transmission system, added 
the identifier which shows the kind of data to the multiplexing data which consists of 
two or more kinds of data blocks in the data distribution device 10, and it was made to 
go via the communications satellite 18, and has transmitted to the data receiver 30 by 
the above-mentioned satellite connection. And in the data receiver 30, the 
above-mentioned identifier is read in hardware, and only the data of the classification 
registered previously which an addressee needs is extracted and decoded. 
[0032]Addition of this identifier is performed by the data creation part 15 of the data 
distribution device 10. It is accumulated in the data accumulation part 13 in the data 
distribution device 10 in the state where no data which a user needs is processed. From 
the data management part 12, the data accumulation part 13 told that the read request of 
data came from the user sends the destination information of the requested data and a 
user to the data creation part 15 via the high-speed switcher 14 simultaneously. 
[0033]Here, a user's destination information is a transmission destination IP address 
required for IP packet transmission. In this data transmission system, the transmission 
destination IP address peculiar to all the users is assigned. While the user of 1 has 
secured the transmission destination IP address which the user of 1 has, no users other 
than the user of one have. 
[0034]Creation or after format conversion is carried out, the data from the data 
accumulation part 13 is multiplexed with other audio signals and a video signal by the 
data processing part 16, and is sent to the communications satellite 18 by the data 
creation part 15 via a wireless circuit from the transmission antenna 17 as multiplexing 
data. 
[0035]The multiplexing data sent via the communications satellite 18 can be received 
by all the users who are in the situation where not only the data receiver 30 that a 
specific user owns but data is receivable. The data receiver 30 receives all the 
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multiplexing data from the communications satellite 18, and sorts out, extracts and 
decrypts the data according to the request which he advanced from the inside. 
[0036]This data receiver 30 extracts and decodes only the data block of the kind 
registered previously by receiving the multiplexing data which consists of two or more 
kinds of data blocks to which the identifier which shows the kind of data was added via 
the satellite connection by the communications satellite 18, and reading the 
above-mentioned identifier. 
[0037]Namely, the data receiver 30 receives the many data block containing the data 
transmitted according to the request, sorts out the data block addressed to itself, the data 
block which he should receive, and the data block which he can receive, and extracts it 
from the inside. The data receiver 30 which a user has is previously determined by the 
contract of a user and a data donor. Therefore, if it is usual, the characteristic data of 
other addressing to a user cannot be sorted out using the data receiver 30 which a user 
has. 
[0038]However, in the written data transmission system using the communications 
satellite 18, since many and unspecified addressees can receive easily with a receiving 
set unlike 1 to 1 communication of a telephone line, a dedicated line, etc., it is easy to 
be intercepted. That is, a possibility that data communications will be intercepted is high. 
Then, a data encryption is needed also a written data transmission system. 
[0039]For this reason, the data distribution device 10 is with contents propa- Ida 18 who 
provides information, and service propa- Ida 19 who transmits that information, and has 
performed double encryption processing with the encryption machine 21 and the 
encryption machine 26 so that it may be shown briefly [ Fig.2 ] . 
[0040]Actually, this data distribution device 10 is constituted, as shown in the Fig.1 
mentioned above, and each part which the content provider 18 who showed especially 
Fig.2, and service propa- Ida 19 have is contained in the data creation part 15 as shown 
in Fig.3. . 
[0041 ]The data and the IP address addressed to a specific user which have been sent 
from the data accumulation part 13 are sent to the transmission destination IP packet 
preparing part 20. In the IP packet preparing part 20, IP packet 60 shown in Fig.4 is 
generated using the data sent from the data accumulation part 13, and the transmission 
destination IP address which specifies a user at the time. The size of this IP packet 60 is 
prescribed by TCP/IP (Transmission Control Protocol/Internet Protocol), When the data 
which the user requested exceeds that size, this data is divided into two or more IP 
packets, and is transmitted to the following encryption machine 21. 
[0042]Transmission destination IP address 74 of the user who shows Fig.5, and IP 
address 73 of the transmitting agency are contained in the IP header of IP packet 60 
used here. Here, transmission destination IP address 74 is 32 bits. 
[0043]IP packet 60 created by the IP packet preparing part 20 is transmitted to the 
encryption machine 21. In the encryption machine 21, the IP packet 60 whole is 
enciphered with the enciphering key for IP packets which an address gets to know that 
he is a specific user, and already gets to know mutually only at Hazama, a data donor 
and a specific user, at the time by 32-bit above-mentioned transmission destination IP 
address 74 in IP packet 60. As an encryption expression, DES (Data Encryption 
Standard) etc. are adopted, for example. 
[0044]the limited reception by encryption of an IP packet since this encryption machine 
21 performs encryption which used 32 above-mentioned bits transmission destination IP 
address 74 --an addressee can be divided into the range of the 32nd power(= about 
4,300 millions) individual of2. 
[0045]Here, the content provider 18 gives previously the transmission destination IP 
address of the IP packet to transmit, and the decode key for decoding an encryption IP 
packet to the data receiver 30. And the payload part of an IP packet is enciphered with 
the encryption key corresponding to this decode key, and it sends to the service provider 
19. 
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[0046]However, the encryption needs to give about no data to a specific user, and 
encryption may not be performed depending on the kind of data When encryption is not 
performed, IP packet 60 is directly transmitted to the MAC frame preparing part 22 
from the IP packet preparing part 20. 
[004 ?]Here, it describes about the case where encryption is performed. Encryption is 
usually performed to a 64-bit plaintext, and in not being a multiple whose data length of 
IP packet 60 which should be enciphered is 64 bits, the IP packet 60 whole is made into 
a 64-bit multiple by performing amends of data, i.e., padding of invalid data, and it 
considers it as IP packet 61. 
[0048]IP packet 62 as which specific IP packet 61 for users was enciphered is 
transmitted to the MAC frame preparing part 22. In the MAC frame preparing part 22, 
MAC header 70 is added to IP packet 62 enciphered with the encryption machine 21. 
[0049]This MAC header 70 comprises a total of 64 bits of 8 bits SSID (Server System 
ID), UDB(User Depend Block)1 [ 24 bits], and 32-bit UDB2, as shown in Fig.6. In 
particular, the transmission destination IP address written in the above-mentioned IP 
header and the same transmission destination IP address are written in UDB2 of MAC 
header 70. 
[0050]The transmission destination IP address in the above-mentioned IP header is ( 
enciphered, in the receiving set side, if a code is not decoded, cannot know a 
transmission destination IP address, but if above-mentioned MAC header 70 has the 
same transmission destination IP address as it, At a receiving side, it can be known by 
reading it only in hardware whether it is a data block addressed to itself. This 
transmission destination IP address is directly passed to the MAC frame preparing part 
22 from the IP packet preparing part 20. 
[0051]To the above-mentioned UDB1, PBL (Padding_Byte_Length) of a triplet, 1 bit 
CP (Control_Packet) and 1-bit EN (Encrypted_or_Not), 1 bit PN (Protocol_Type 
Available_or_Not), 2 bits Reserve, and a 16-bit protocol number (Protocol Type) are set. 
[0052]Among this, PBL is padding bite length and is the length of the invalid data 
covered on the occasion of encryption. This is needed in order that the user who 
received the enciphered IP packet may know regular data length. 
[0053]CP is a bit which identifies whether the data which a user needs, or control data 
required for system management is contained in the IP packet. Usually, CP of MAC 
frame 63 which should be received when a user requests shows that not control data but 
data is contained. 
[0054 ]EN is a control bit which shows whether the IP packet is enciphered with the 
encryption machine 21. As for a user, decoding received MAC frame 63 determines 
whether lends and there is by this bit information. PN is a control bit which shows ( 
whether useful information is in a Protocol Type area. 
[0055]In the MAC frame preparing part 22 ofFig.3, the above control bit is added to IP 
packet 62. Here, the content ID showing the kind of information on an IP packet besides 
the above-mentioned transmission destination IP address may be set to UDB2. This 
content ID is mentioned later. It is the above-mentioned SSID to make it identify 
whether the above-mentioned transmission destination IP address was set to UDB2 or it 
is the above-mentioned content ID. 
[0056]CRC (Cyclic Redundancy Checking, Cyclic Redundancy Check) calculated in 
the CRC calculation part 23 is added to MAC frame 63 generated by the MAC frame 
preparing part 22. Thus, by calculating CRC by the data distribution device 1 0 side, the 
data receiver 30 can inspect whether the received MAC frame is correctly transmitted 
from the communications satellite 18. 16-bit CRC generated in the CRC calculation part 
23 is added to the last of MAC frame 63. 
[0057]This MAC frame 63 is converted to the section which is transmitted to the 
section preparing part 24 and specified by MPEG 2. As shown in Fig.4, MAC frame 63 
is added immediately after the section (Sec) header 71, and is called the private section 
64. 
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[0058]The format ofthis section header 71 is shown in Fig.7 (A). The format of the 
section header 71 is prescribed by MPEG 2, It has table (ID) Tid, section sink indicator 
Ssb private indicator Pi, reserved Res, and private section length P sl· Here, the data length 
of a MAC frame goes into private section length Psi· 
[0059]The private section 64 created by the section preparing part 24 is transmitted to 
the transport packet preparing part 25. the private section 64 transmitted in the transport 
packet preparing part 25 -- transport packet 65 }, 65 2. and .. it divides into 65 n· 

[0060]transport packet 65 1. 65 2, and .. 65 n comprises 188 bytes, respectively. These 
transport packet 65 1, 65 2, --4 bytes ofTS header is added to 65 n· 
[0061]For example, the format ofthe TS header 72 is shown in Fig.7 (B). The TS 
header 72 Sync byte Syb, transport error indicator Tei, Pay-load unit start indicator Pui, It 
has transport priority T P• above-mentioned PID, the above-mentioned scramble control 
part (transport scramble control) Tsc, adaptation field control Arc, and Conti******
counter Cc. 
[0062]transport packet 65 1. 65 2, and .. since it is specified with having mentioned 
above the size for one piece of 65 n as 188 bytes, generally it is necessary to divide the 
one section 64 into two or more transport packets 
[0063]Since one section is not necessarily the integral multiple length of 184 bytes 
(number ofbytes to which 4 bytes of header length were pulled from 188 bytes), usually 
here, the one section 64 -- two or more transport packet 65 1, 65 2, and .. when dividing 
into 65 n, as shown in Fig.4, the data using stuffmg bytes is made up for. That is, when 
one section which is not 184 bytes of multiple is divided into two or more transport 
packets, all the bits form the stuffmg region by which stuffmg was carried out in the 
data area in which the last transport packet remained. 
[0064]Each transport packet created by the transport packet preparing part 25 is 
supplied to the encryption machine 26. The encryption machine 26 performs encryption 
processing to the data part of each above-mentioned transport packet using the 
enciphering key for TS packets, as shown in Fig.2. 
[0065]The service provider 19 gives previously the PID portion of a TS packet and the 
value of a scramble control part to transmit, and the decode key which decodes this TS 
packet to the data receiver 30. And the encryption IP packet given from contents 
PURABAIDA 18 is TS-packet-ized, the payload part of this TS packet is further 
enciphered with the encryption key corresponding to the above-mentioned decode key, 
an encryption TS packet is created, and it transmits on satellite connection. 
[0066]Here, as mentioned above, the peculiar bit string corresponding to PID (13 bits) 
and the scramble control part (2 bits) ofTS header which were shown in (b) ofFig.7 is 
used for the enciphering key for encryption. For this reason, 15-bit 4096 kinds of 
limitation can be performed at the maximum. 
[0067]Since the addressee can be divided into the range the 32nd power of2 as already 
mentioned above using the transmission destination IP address of an IP packet, if 
encryption of this TS packet is combined, an addressee can be further divided into that 
4096 times as many range, and a warmer restricted reception system can be constituted. 
[0068]Since plaintext data cannot be obtained if another code is undecipherable even if 
it succeeds in a tapping person decoding one of codes by performing independent 
encryption doubly, a restricted reception system with higher safety can be constituted. 
[0069]Here, since the restricted reception system by encryption of an IP packet and the 
restricted reception system by encryption of a TS packet are held by another 
entrepreneur ofthe content provider 18 and the service provider 19, respectively, a 
restricted reception system with the independent others can be constituted. This is 
effective when each wants for the entrepreneur who provides a transmission line to 
differ from the entrepreneur who provides transmission data, and to sign a limited 
reception contract with a user independently. There is also no possibility that the 
information about an encryption key may leak among entrepreneurs. 
[0070]After the data in which double encryption was given by the content provider 18 
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and the service provider 19 is transmitted to the data transfer part 27, it is transmitted to 
the data processing parts 16, such as a multiplexer. In the data processing part 16, it 
modulates and amplifies, after multiplexing the above-mentioned transport packet with 
other digitized videos and an audio signal. 
[0071 ]The data for the broadcast specific user is received by users' receiving antenna 31, 
and is transmitted to a specific user's data receiver 30. 
[0072]The signal received by the receiving antenna 31 is converted to the signal of IF, 
and is input into the data receiver 30. The block diagram of this data receiver 30 is 
shown in Fig.8. The flow chart of the double decoding processing performed with this 
data receiver 30 is shown in Fig.9. 
[0073]It converts to a digital signal here, QPSK demodulation processing and error 
correction processing are performed, and the signal input into the front end 32 which 
consists of the tuner 33, AID converter 34, the demodulator 35, and the decoder 36 is 
received as TS packet data enciphered like Step S 1. 
[0074]This enciphered TS packet is supplied to the descrambler 37. The descrambler 37 
performs descrambling processing of TS packet level to the TS packet data enciphered 
[above-mentioned]. In this case, the descrambler 37 reads the value of a PID part and a 
scramble control part in the header part of the above-mentioned encryption TS packet ( 
data, It judges whether the decode key for TS packets corresponding to this value is 
given from the service provider 19 at Step S2, and if given, the payload part of this 
encryption TS packet will-be decoded with this decode key at Step S3, and the decoded 
TS packet will be outputted. Here, if the decode key is not previously given from the 
service provider 19, an encryption TS packet is canceled at Step S7. 
[0075]The TS packet decoded at Step S3 is supplied to the demultiplexer 38. Here, the 
demal plexor 38 divides the audio information and the video data which were 
multiplexed with the above-mentioned TS packet data by the written data processing 
part 16, supplies audio information to the audio decoder 39, and supplies a video data to 
the video decoder 40. The audio decoder 39 outputs an analog audio and the video 
decoder 40 outputs analog video via NTSC encoder 41. The remaining TS packet data 
are supplied to DEPAK.ETAIZA 45. 
[0076]DEPAK.ETAIZA 45 reproduces the format ofthe private section 64 shown by 
Fig.4, calculates the value ofCRC, and judges whether data was received correctly. And 
DEP AK.ETAIZA 45 IP-packet-izes the above-mentioned private section 64 by step S4, 
and converts it to the format data 7 5 as shown in Fig. I 0. This format data 7 5 is 
transmitted to the decoder 4 7 which decodes this IP packet via FIF046. 
[0077]The identifier set to UDB2 shown in the Fig.6 of the MAC header in the format 
data 75 in the decoder 47, Take out a transmission destination IP address here, judge · ( 
whether the decode key for IP packets corresponding to this is given from contents 
PURABAIDA 18 at Step S5, and if given, The payload part of an IP packet is decoded 
using this decode key at Step S6, and the decoded IP packet is outputted. Here, if the 
decode key is not previously given by the content provider 18, an encryption IP packet 
is canceled at Step S7. 
[0078]A decode key is made to correspond to the above-mentioned identifier, and is 
stored by the reference table 80 shown in the Fig.11 in the dual port rum (DPRAM) 48. 
[0079]This reference table 80 has an identifier of the data block of a receivable kind 
with that identifier and a corresponding decode key. 4 bytes is used as an identifier and 
8 bytes is used as a decode key. 
[0080]As mentioned above as an identifier among the figure, content ID may be used, 
using a transmission destination IP address, and the discernment is performed by SSID 
in the MAC header of a receive packet. Setting out of the value of the reference table 80 
is performed by CPU42 with the input ofDPRAM48. 
[0081]If encryption IP packet data are received in the format ofthe above-mentioned 
Fig.IO and the identifier ofUDB2 in a MAC Address is taken out, the decoder 47, 
DPRAM48 is accessed, the identifier in the table 80 is searched at intervals of 16 bytes 
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from a top address, and coincidence detection of the identifier in a receive packet and 
the identifier in a table is performed to the bit of the identifier which is 11 1" among the 
mask bits stored in 4 bytes after an identifier. 
[0082]If the mask bit is H"ffffffff', correspondence of all the bits of the identifier in the 
MAC Address of Paquette who received, and the identifier in a table will be checked, It 
supposes that the same identifier as the input identifier is in DPRAM48, the decode key 
(session key in a figure) corresponding to the identifier is taken out, and decoding 
processing of the IP packet after it is performed. 
[0083]When the END code is stored in the last of the identifier in the reference table 80 
registered previously, the identifier is searched and an END code is detected, as Step S7 
showed without ejection and its receive packet receiving search there, it is discarded 
with this decoder 4 7. 
[0084]As an identifier, as mentioned above, content ID (or genre ID) besides a 
transmission destination IP address is used. That is, content ID besides a transmission 
destination IP address may be set to UDB2 of MAC header 70 shown in Fig.6. When 
using a transmission destination IP address when "0" is set as SSID is shown, for 
example, "1" is set, it specifies using genre ID. It can distinguish which is used by 
analyzing SSID by a receiving side. 
[0085]For example, individually-addressed [ corresponding to a unicast address ], when 
a transmission destination IP address is used for UDB2, and -- it becomes possible to 
transmit the data addressed to a group's user using a multicast address -- a receiving side 
-- addressing to oneself-- or it becomes possible to receive only the data addressed to a 
groove where he can belong and which is in real time. 
[0086]In this case, DPRAM48 ofthe data receiver 30 should just be provided with the 
reference table 81 of a format as shown in Fig.12. This reference table 81 has a 
transmission destination IP address of the data block of a receivable kind with that 
transmission destination IP address and a corresponding decode key. For example, 
transmission destination IP address 1 for groups like the above-mentioned multicast 
address is set to 16 bytes to begin. 
[0087]Encryption ON/OFF Flagg of this transmission destination IP address 1 is 0. 
Individually-addressed transmission destination IP address 2 like the above-mentioned 
unicast address is set to the following 16 bytes. Encryption ON/OFF Flagg is 1. The 
session key is set also to transmission destination IP address 2. 
[0088]Ifthe decoder 47 receives IP packet data in the format of the above-mentioned 
Fig.1 0 and inputs the transmission destination IP address in a MAC Address, Access 
DPRAM48 and the transmission destination IP address in the table 81 is searched at 
intervals of 16 bytes from a top address, Coincidence detection of the identifier in a 
receive packet and the identifier in a table is performed to the bit of the identifier which 
is "1" among the mask bits stored in 4 bytes after this IP address. 
[0089]If the mask bit is H"ffffffff', correspondence of all the bits of the transmission 
destination IP address in the MAC Address of the received packet and the transmission 
destination IP address in a table will be checked, It supposes that the same IP address as 
the input IP address occurs in DPRAM48, the decode key corresponding to the IP 
address is taken out, and decoding processing of the IP packet after it is performed. 
[0090]At the end of the IP address in the reference table 81 registered previously, when 
the END code is stored, the IP address is searched and an END code is detected, it is 
discarded like Step S7 with this decoder 47, without ejection and its receive packet 
receiving search there. 
[0091]When the data of the genre previously registered on the other hand when the 
content ID using 32 bits was used for full as UDB2 is received, data is transmitted to PC 
and it becomes possible to download automatically to a hard disk. 
[0092]In this case, DPRAM48 ofthe data receiver 30 should just be provided with the 
reference table 82 of a format as shown in Fig.13. This reference table 82 has 
memorized the content ID 83 of the data block of a receivable kind using 32-bit full. 
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[0093]Such 32-bit content ID 83 is constituted by 8-bit main class Do, classification-in 6 
bits D1. 4 bits minor class D2, and 14-bit information ID as shown in (A) ofFig.14. 
Main class Do expresses a big category, such as computer software, a publication, and 
game software. Inside classification D1 shows a middle category, such as books, a 
magazine, and a newspaper, if main class Do is a publication. Minor class D2 shows the 
category showing the newspaper publishing company name of A newspaper, B 
newspaper, and S newspaper, if inside classification D1 is a newspaper. And one data 
unit is identified by only ID in this minor class D2. In this case, the date of issue of a 
newspaper serves as information ID, and it becomes content ID as shown in (B) of 
Fig.14 as a result. 
[0094]The method of the actual information discernment at the time of using such 
content ID as an identifier is described below. For example, in the example of the 
above-mentioned Fig.14, when making a contract of A newspaper, a mask bit is made 
into H"ffffcOOO" and this mask bit should just detect correspondence of the identifier of 
the receive packet of the bit position of 1, and the identifier in a table. If the mask bit is 
made into H"fffc000011 when it is not based on a peculiar newspaper name but receives 
all the newspapers, A newspaper H "02084000+ date-of-issue ID" and the B newspaper 
H '102088000+ date-of-issue ID11 are altogether downloadable by one setting out. ( 
[0095]If only the genre of required information is specified even if it does not specify 
ID of each information one by one, this will be the point that the information on the 
genre specified automatically is receivable, and will be a very useful method. 
[0096]Since the session key to each paper cannot be set up only by setting up content 
ID when each information is enciphered as each paper is merely enciphered with the 
separate session key in this case, for example, it is an effective method when each 
information is not enciphered to the last. 
[0097]As an identifier of the above-mentioned information, there is also a method using 
the MAC Address currently assigned to each product by 48 bit length. 
[0098]It judges that this data block will be a data block of the kind registered previously 
if a transmission destination IP address and content ID can be read, and the decoder 4 7 
extracts, and as the IP header and IP data in the format data 75 which were enciphered 
were mentioned above, it decodes. 
[0099]The decrypted data block is transmitted to the main memory on a personal 
computer via FIF049 and PCI interface 50. And processing by the software of this 
personal computer is made. 
[0100]CPU42 controls the reading ofDPRAM48 and it sets up the value of a reference 
table. CPU42 controls the demultiplexer 38, DPRAM48, and DPRAM52 according to ( .. 
the program read into RAM43 from ROM44. CPU42 may process the data read from IC 
card reader 53, and may generate the above-mentioned decode key. The 
above-mentioned request is transmitted to data supply origin with ISDN via the modem 
54 and the telephone line 56. 
[0 101 ]As described above, this data receiver 30, It was set to DBU2 of a MAC frame by 
the data distribution device 10, and has been transmitted, Since only the data block of a 
transmission destination IP address and the kind which read content ID with the decoder 
4 7 and was registered previously can be extracted, only addressing to themselves or the 
information to need can be extracted and decoded at high speed out of the received data 
which enciphered various data multiplexed. 
[0102]As shown in Fig.2, it is doubly enciphered by contents propa- Ida 18 and service 
propa- Ida 19, and since only the data receiver 30 has two decode keys which decrypt it, 
the transmitted data can prevent data from being used by stealth for others. 
[0103]The data transmission system used as this embodiment may be performed with 
composition as shows the double encryption processing by the side of the data 
distribution device 10 to Fig.15. That is, encryption processing of an IP packet is not 
made to give the content provider 18, but it is made to carry out to the service provider 
19. For this reason, the content provider 18 can cut down cost. 
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[0104]Ifit constitutes so that one entrepreneur may perform both encryption 
processings, it will become unnecessary that is, for another entrepreneur to have the 
equipment for encryption processing. When two or more content providers use the 
transmission line which one service provider provides, for example, since each content 
provider does not need to have encryption disposal equipment, this is effective. 
[0 1 05]Since operation of each part is the same as operation of each part shown in Fig.2 
here and the composition of the data receiver 30 is also the same, a description is 
omitted. It may be made for the composition in the data receiver 30 to be shown in 
Fig.16. That is, it is good also as composition which provides the memory storage 58 
like a hard disk driver between DEP AKET AIZA 45 and the decoder 4 7, and 
accumulates the enciphered IP packet. What is necessary is to accumulate the 
enciphered IP packet in the memory storage 58, and just to decode, when the 
above-mentioned decode key is obtained afterwards even if it has not obtained the 
decode key which decodes an IP packet previously if it does in this way. 
[0 1 06]That is, by saving the enciphered packet at memory storage, even if a receiving 
set obtains a decode key afterwards, data can become effective. For example, by saving 
a lot of data previously at memory storage, obtaining a decode key in the stage which 
the user meant, and using data, after a user means, compared with beginning to receive 
data, the time for receiving a lot of data can be saved. 
[0107]Here, although the case where the decode key for the receiving set 30 to decode 
an IP packet had not been obtained was described, even when the decode key for 
decoding a TS packet has not been obtained, same processing can be performed by 
saving the TS packet enciphered at memory storage. 
[0108]Although the enciphered data can be saved, when the decoded data and a decode 
key add the structure which cannot be saved, it also becomes possible to prevent 
copying plaintext data. 
[0 1 09]Although the IP packet was considered as transmission data in each example 
mentioned above, even if it considers other transmission protocol packets with the same 
structure, the same restricted reception system is configurable. Packet-ization of 
transmission data may be made or more into three-fold, and three or more restricted 
reception systems may be combined. For this reason, encryption processing may be 
performed to the file data before IP-packet-izing. 
[0 11 O]F or example, the data compression method of a MAC frame is not limited to 
MPEG 2, but other compression methods may be used for it. Internet Protocol is not 
limited to TCP/IP, for example, an OSI (Open System Interconnection) system may be 
used for it. 
[0111] 
[Effect of the Invention ]The information transmission equipment and the method 
concerning the present invention transmit this encoded data, after performing at least 
two-fold encryption processing including the encryption processing using the 
encryption key according to the identifier which shows the kind of the above-mentioned 
digital data to the above-mentioned digital data, Since decoding processing is performed 
to the above-mentioned encoded data received via the data transmission line using each 
decode key according to each encryption key, also when transmitting digital data using 
a communications satellite, the degree of leakage of information and the degree of 
disturbance can be made low. 
[0112]The information reception equipment and the method concerning the present 
invention, Since only the data block of the kind which received two or more kinds of 
data blocks to which the identifier which shows the kind of data was added via the data 
transmission line, read the above-mentioned identifier, and was registered previously is 
extracted and decoded, A specific user can be made to receive the digital data 
transmitted via the data transmission line from the information distributor according to 
the kind of data at high speed. 
[Brief Description of the Drawings] 
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[Drawing 1]It is a configuration diagram ofthe data transmission system used as an 
embodiment of the invention. 
[Drawing 2]It is a block diagram showing briefly the composition in connection with 
double encryption processing of a written data transmission system. 
[Drawing 3]It is a block diagram showing the composition of the data creation part 
shoWIJ. in the above-mentioned Fig.1. 
[Drawing 4]It is a figure for describing the process of the data creation in the data 
creation part shown in the above-mentioned Fig.3. 
[Drawing 5]It is a format figure showing the detailed composition of an IP header. 
[Drawing 6]It is a format figure of a MAC header. 
[Drawing 7]It is a format figure of a section header and TS header. 
[Drawing 8]It is a block diagram of the data receiver which constitutes a written data 
transmission system. 
[Drawing 9]It is a flow chart for describing the decoding processing performed with a 
written data receiving set. 
[Drawing 1 O]It is a figure for describing transmission of the data from DEP AKET AIZA 
in a written data receiving set to a decoder. 
[Drawing 11 ]It is a fundamental configuration diagram of the reference table which ( 
DPRAM in a written data receiving set stores. 
[Drawing 12]It is a figure showing the first example of the above-mentioned reference 
table. 
[Drawing 13]It is a figure showing the second example of the above-mentioned 
reference table. 
[Drawing 14]It is a figure showing the example of specific constitution of content ID. 
[Drawing 15]It is a block diagram showing other examples of the data distribution 
device in a written data transmission system. 
[Drawing 16]It is a block diagram showing other examples of the data receiver in a 
written data transmission system. 
[Drawing 17]It is a schematic structure figure showing an example of the encoded data 
transmission equipment which enciphers the data on a transmission line with a common 
key encryption system. 
[Explanations of letters or numerals] 
10 A data distribution device and 18 [An encryption machine, 30 data receivers, and 37 
I A descrambler and 45/ DEPAKETAIZA and 47/ Decoder] A content provider and 
19 A service provider and 21 An encryption machine, 25 TS-packet preparing part, and 
26 (. 
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G:h, 7-:)l;gJ~fi~ 1 2 ~<:::$G:h~o 7'-:)lg~fiB 1 2 

ti, .:::z..--lfOJ9'J~'IW¥~J? 1J 7 .:r:..A t- iJ~~~OJil8~ <b OJiJ' 20 

=an•OJ-7- .:r:. ·:; 7 1crf=.fv', rJ.JJmiNm~tn~£, 7-9~~fiB 
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~;t, -T-:$lilftd;1./±l L~3f<~<=Jitt:tc, WHxtf7-91cr~J* 

.A.-{·:;7-tr 1 47.:rfl-LL7'-9f'Fmt$15t<=$~a 

[ o o 2 7) 7-9f'FmtfiB 1 5l:'ti, 7''-:)l~t.lfiB 1 3 
iJ•GOJ7-:$l~<:::~"LL I PJ'\J,-·:; HI::, :J-7'4777-t:!. 

.Aljjtl~ (Media Access Control, MAC) 7v-L 

{1::;, M PEG (Moving Picture Experts Group Phase) 

2 0) J--7/.A~- Hl::;tJ:l::0)7:;t-";"•y }-~~7,rf=.f?o 

*tc, 7-91'FmtfiB 1 5 ti, 7-:$l0) I P 1'\-'T·:; Ht1& ao 

~- t-7 Y.A~- Ht1&t<:::, J:.~a 2~0J~-!5-{tl.:r1:Y? o 

[0 0 2 8) L.OJ7:;t-";"•:; }-~~~L:":>v'Ll-;).~~<:::IDti:JA 

"9~o J:.J.ffiLtc:J:?~L:, Jl.I1f., ;t-74;t", t:'7';t{~-!'5-

J?7-:$lOJJ:::? tJ:~~.i~OJ7-9iJ~~~ft~n L, *g 
i!OJ-T 4 v9Jv§l~:ii!l:'1~*~:h~ L. ~iJ'PJ~t<=td:? L~ 
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roo 3 o) ~L.0l:', ~lm~OJ7-9iJ' I Pr\Jr·y t
~ LL{~$~41-~~-ft, J:.~[lP I Dti I Pl'\-'T·:; }-0)7' 
-:)l.i,r{t!JO) t:7;t.J?;t-7 4 ;:tOJT'-9 ~~~lj-g ~ tc6D 

t<=~:b:hL:JoiJ, Xt:'·:; H'f<b 1 3 t:'y }- LiJ'~<, I 
P J'\J,- 'Y f-C'{~$~ :h~~_i.q OJ7-:$l O)~_i]jlj.i,r~~IJ~-li" 

~ ~<:::ti1'-T:$tld: t: ·y H&l:'il8~a .::C L.l:' P I DJ..;).9i-OJ7' 
-:)lfi~O)lllJil]jljjj~iJ\~,~t<:::ld: ~0 

[0031)00x~-1'Y:$l-;?..yf-J:.'"C'~5'l:M7-:$l 

iJ~ §)t1£!0J7-:$ll:'d8~iJ'BiJ'1cr~~~~J"9 ~OJ~<= I P 1~-'T 
·y }-0) I P""'·y~'~<=tf*:h~$M:$t7 fv.A (Destinat 

ionAddress) l.:rfflv'Lv'~o T SJ~Jr·y 1--l:' I Pl'\-'T•:; 

t-1crf~$"9~~-ftl:'b, L.OJ$fl§7t7Fv.A CJ;J.1rt, * 
fl§:$£; I P7 fv.A~v'?a ) 1crfflv'L§:$t1r!OJ7'-:$ll:' 
;18~iJ>7,r~~IJ"9 ~ L. ~iJ'>PJ~~l:';i8~o 

[ 0 0 3 2) LiJ' L, f91Jx~;f11fi§[@l~~l.:i::W~~<::: ~ ~ ~ 7'
:)l ~$J*!Jtii~ 1 l::j:l~$~tc I) 3 0 M b p s ~ 7J: I), 7-
:$l5'l:fl§if!Jj C' 1) 7 Jv :$l .-{ L ~<= ${~ :$£; I P 7 F v .A 0) f~!jr*fi 1cr 

'/7 1--7 .:r:. 7""C1=.f? L. ~~i;IF:1#~<:::~~ffc'd8~o fiilGiJ>O) 

=¥~9'~<=J: I?, §)t~OJ·~W~r.:~t«Mll±l"9 ~=¥mn'.0~ ~ 

lJ:~o 

[0 o 3 3) ~G~t:, J3..{*il37d:1W¥!ROJ9-1' 1--Jvl.:i::m/EL 

tJ: < ~'E., 13:$tOJNJ,L.\OJil8~'i'l~OJ:/-tr Y JvOJ'i'l~t.:~t 

miEG L:Jo~t~;t·, .::COJ:/-tr Y JvOJ'IW~tBtiJ'§li.Jtl~~<=5't 

M~n, ?f?Yo- Fl:'~~ ~*-~fil!f!Jl:'d8~o 
[0 0 3 4) )(., t"f/EOJiJDA.:§t2~t~<=5'l:{l§PJfj~~9~tc: 

6D ~<:::, J:.iffi G tc J: ? ~<::: 7'- :)l.i,r!lj;t~fl::; L tct~ft, ~Mf!'lJJ 

l:'~i~--'%{1::;~ :htc:7-:)l7,r{i[-!'5-"9 ~~'~;IJ';i8~o 

roo 3 5) .::eel:', J:.~c-T-9f~$v.A7L-r~i, 7 
-:)li![l.{~~fll[ 1 0 ~<::::J3V'L~~1/Jm~0)7-9/o •y 7iJ' 

G td:~~:mft7'-:)l ~<::: 7'-:)l OJfi~1cr7.f-"9~~1J-Tl.:r{>JiJll 

L, imMm§[ 1 a 7.:rffi¥m~-ttL J:.~cm§.IBit~~<= J::: I?, -r 

-:$l5'1:1l§~fij[3 0~<:::$1i§LLv'~o .::C"LL, 7-95'1:1l§ 

~• 3 o l:'~i, }\- ~-? .:r:. 7sg~<=J:.~allllll~IJ.:::r1crilftd}.I& 

IJ, 5'l:M:§iJ'~,~~-g ~.:Y6D1H.JR~:htd.i~IJOJ7'-:$lOJ 
d;l.l.:i::fltl/±1 L L{i[ -15-"9 ~a 

r o o 3 6 J L. OJ~~~IJ-TOJfttJmi, 7'-9i!C.M~ffi[ 1 o 
OJ7-9f'FmttiB 1 5 ~<:::~? L1=.rb:h~a 7-:)li!C,{l§~fll[ 

1 0 i1'JOJ7-9~~g~ 1 3 ~<:::~;!:, .:::z..--lfiJ'>~,~~-g~-r 

-:)l iJ'fiil 'b iJlli ~ :h Lv 'ld:v •:IX~C'~~~ :h Lv ·~ o T 

tea 1:. OJ~:m{I::;O)jj~~ L L~i, W!J?tt;fM PEG 2 OJ{~ 
$7 :;t-";" ·:; l--C'il8~ t-7 Y.A~- r .A}- l) -L (Tran 

sport Stream, T S) J'\Jr•y f-iJ'i~G:hLv'~o L.O)T 

SJ'\Jr·:; 1--l:'~i, 'IW~7--:$l~ (X:.-fo-ffiB) ~<=~-!5-

{1::;:911~7.:rti1l! L Lv'~o L. OJ~-!'5-{I::;O)t;:6.7)0)~-!'5-{l::;jt~;t, 
T S J'\J,-·:; }-0)-'"\,•:J 5ftiB:$tOJ 1 3 t:•:; }-0)1'\-'T·:; 1-- I D 

(PID)&U2t:'y}-OJ.A77Y7"N~~$~~JitL 

t.:IT!IT~OJt:'·:; F9!Jl.r~ffl"9~o *tc:, J:.~aP I D~i, ,g. 
T S l '\Jr •y }- OJ!f.r-/E-7- "'\' Y .:?-JvO) t: -T';:t.J?;:t-7 4 ;t~ 

OJffl~~_i~j,t~~lj"9 ~O)tL: 'bfsl!:b:h~o 

4o -:)l;g~fiBI 2iJ'G, 7'-:$l0)~.7;1./±IL~3RiJ~.:::z..--lfiJ' 

G*t;:L.~l.:r~G~:ht;:7-:$l~~~13~, 07.I..A 
r- ~ ntc: 7-9 &U .:::z.. --lf'OJ~7t·~W~1crf13Jrey~<= 7'-91'1= 

mtt*B 1 5 ~<:::~J*.A-1' ·:; 7-tr 1 4 l.:rfl- L L$~o 

[0 0 2 9) L.OJT SJ'\J,-•y }-1crf:f:lv'L7-:$ll.:r{~$"9 

~i~fr~<=~i, 7'-:)l.i,t.-{ Y:$l-;?.. ·:; }- '"C'~ < fst!ffl~:h L 
v•~.-f/9-.:?-·:; t-/o 1--:::JJv (I P) 1'\-'T·y t-OJ7:<t 

-";"·:; H<:::~~G, ~G~<:::L.O) I Pl'\-'T·:; }-.i,rT SJ'\Jr 

[ 0 0 3 7) 1:. L. l:', .:::z..--lj'OJ1£!:$t'i'l¥~ ~ ti, I P J'\-'T 

·:; }-${l§~<:::~'~td:${~:$£; I P7 Fv.A l:'il8~o L.OJ7-
:$l~$V.A7Ll:'~9X:LOJ.:.t.--lf~~~O)${l§:$t;I 

P 7 ~· v:Al.rit!J I)~? Lv'~o -O).:::z..--lj'iJ\~-:>${§:$£; 

I P 7 r v.A~i, -OJ.:::z..--lfiJ'liti:~R L Lv·~rJJ~i, -OJ 
.:::z.. --lfl-;).91-0J.:::z.. --lf'ti~tc:ld:v 'a 

so [0 o 3 8) 7-9'illt~ti~1 3iJ'GOJ7-9ti, 7'-9 
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f'J= P.\tti~ 1 5 ~;: ~ -:;) T {'J= P.\tX. ~i 7 .::t - "'?' 'Y }-~~~;fl./;: 

1&, 7-:99.11!.!l!t1~ 1 6 '1:'{-thO);;t-7'--r ;;t-@~~t::'7'?.tf~ 
~C:~:m{t~tL, ~:mft7-:9 C: L TJ:liffi7Y7-.T 1 7 

7J'Gimffif:n£ 1 8 ~;:~*J.l'l§ltJ.il~:it L TJ:li GtL~o 
( 0 0 3 9] imffi'm£ 1 8 ~:it L TJ:liGtL/.:~:mft7'
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~- 7'-:9 ~3tffil:'~ ~:!Xt7H<.:d5~~TO).:I.--l:f7J~3tf~ 
9~ <:. C:7J'>PJg~l:'d5~o 7-:95¥:&~~3 o ~i, imf~m 
£1 87J'GO)~~:mft7'-:9~3tffiL, .:rO)Ji:I7J'G, § 
:fr;O~/±l L/;: lJ 7 :CA H<.:Jitt/.:7'-:9 7,r~JJIJ L TH!l/±l 
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(0 0 4 0] L.0)7-:93tffi~~3 0 ~i, 7'-:90)~~ 

1,rff-9~JJU.Y7J'fitiJD~tL/di~fm~0)7-:97~P 'Y 7 ~ 
IJ 7d::~~:mft7-:9 j,rJ.mf~m£ 1 8 ~;: ~~r:ti£§l*J.l'lj,rft
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~0 
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(0 0 4 3] L7J•L, imffim£ 1 8~.ffllt•~J:~27'-:9 
~*YAT L. '"C'ti, ~~iS§ltJ.il, W.ffl§lif.jj!lJ:EO) 1M 1 im 
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:cAr- Lk7-:97J'~-r0)*-~~~mx~±~it~<.:ti, <:.0) 
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"'-'Y ::>f't<.:~i, ~ 5 ~;:~~.:I.--lj'O)*f~)t; I P 7 r VA 7 
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r o o 4 9 J <:. O)alif~ft$ 2 1 ~;:~:, 1:~2 3 2 t:: ·:; r- O)Jti 
ffi)t; I P 7 r VA 7 4 ~.ffllt•/clllit~{t~f:f~ 0)'1:', I P 

20 J'7·:; t-O)Illif~ft~;:~~~HIES¥:&tntl:'f> 20)3 2* 
( =~ 4 3 frl) f!OOO)lJBfHH<.:3tffi=g7,r:frt:T ~ <:. C:7J'l:'~ 
~0 

(0 0 50] L.L.'"C', ~/TY'Y/PJ~-{5t'1 8~i, 7 
-95¥:-@~~3 O~<.::WLT, ~):li~~ I Pl'7'Y }-O)):li 
{~9[; I P 7 r VA C:, lllif~{t I P J~7 ·y }-~~~~ ~ /;: 

,\;b0)1~~®l~.:Y.l:b4x T.:l3 < o -r L T, I P 1~7 'Y r 0) 

-"''1' o- r'ti~:frj,r <:. O)~~®tt<.:Mlit9 ~lli~itl:'lllit~ft 
L, -IJ--l:::A/PJ~-{::>i'l 9~i.:m~o 
( 0 0 5 1 ] /c/2 L, lllit~ft~i, ~}EO) .:I. --l:f~<.::tl-9 ~ 

~ C:~id:: IJ, ~WIE~~O)S't{~;g;0'3t~~~l':'~~~;:S¥: . 3o ~T0)7-9~<.:-:::>lt•TD!!i9~'~tiid:<, 7-90)f.i~l'H<.: 

-@'1:'~~0)'1:', ~Jllfl~:h~9lt•o 97J:;f:)~, 7'-:9~* 

;Q'\§:Jllfl~;fl_~ PJgi'§~;Q'\(%t_,•o -r<: '1:', J:~27-:$l~*y 
A 7 L. l:'>t_,_ 7-:9 O)lllif~{t;O~~,~C: ~:h~o 
( o o 4 4] <:. 0)/;:.l:b, 7-:9WCffi~~ 1 o ti, ~ 2 t<.: 

--~ff-~~~~-·-7,!:•m9~~YTY~/Pl~~ 

::>f'l 8 l::, .:rO)·~-j,£>~*9~-IJ--l:::A/PJ~-{:5fl 9 
c: '1:'' lllif~{t$ 2 1 c:' lllif~{l::$ 2 6 ~;: ~ I) 2 :mO)Illif~ 
ft911!.!I!~Dl!!L Tll•~o 

( 0 o 4 5] <:. 0)7'-:9WCf~~~ 1 0 ti, ~I~U<.:ti, J: 
.ullL/c~ 1 ~;:~9 ~ ~ ~;::mmt~:h T.:I31J, Wt<.:~ 2 ~;:ff- 4o 

Ltc~/7Y~/PJ~-{::>f'1 8 C:, -IJ--t::A/PJ'-1':5f 
1 9 O)ifflj;t ~.:§-$~;:!:, ~ 3 t<.:ff-~ ~ ~ tJ:7-:9 f'J=P.ltti~ 1 
5 ~;:1?;-*tL~o 
(0 0 4 6] 7-:9~~;1~ 1 37J•GX!iGtLT~td~!E.:I. 
--lj~0)7- :9 :&Xf I P 7 F v Atillif~)t; I P l '7 •y }

{'J=P.lt$ 2 o t<.:*GtL~o I P ;'7 '>' H'J=P.lt$ 2 o l:'ti, 
7-:9~~$1 37J•G*G~1.T~tc7-:9 C:.:rO)~gl:' 

.:I.--l:f~W/E~ ~*ffi9G I P 7 r vA7,r.ffltt•T, ~ 4 t<.: 

~~I P ''7 'Y }- 6 0 ~~pjt~ ~o L. 0) I P ''7'Y }- 6 
0 0)-j::_~ ~tiT C P / I P (Transmission Control Pro so 

J:-:;) TWllif~ft7J~~l'b~1.7d::li•L. C: f>d5~o lllit~ft7J~1l'b 

tlid::lt•i~-€3-~<.:~i, I Pl'7'Y H'J=P.ltt1~2 07J'GMA C 7 
v-L.{'J=P.\t$2 2~<.:@:~ I Pl'7'Y r 6 07J~ijiiJ:li~tl 
~0 

[ o o 5 2 J c:. <:. l:'ti, lllit~ft7J'rrt>tt~~it~<.:-:::>tt•-c 

imflJ39 ~ o lllif-i5fttiim'/:it6 4 1::: •y }- O).IjL)'(t;::tf L T1l'b 
;fl., lllif~ft~-"'~ I Pl'7'Y r 6 00)7-9~;0'~6 41::: 
·:; r- O)fft~'"C'id:tt•~itt<.:ti, 7-9 O):tJ:l!.l:b-€3-v-tt, 9tJ: 
b~~50.17-:$lO)J~74 Y7'7,!:~']'~ L. C:'"C' I Pl'7'Y }-
6 0~{*7,!:6 4 J:::•y }-O){g:~t<.:L, I Pl'7'Y }- 6 1 C: 
9~o 

[0 0 53] ~/EO).:I.--ljfljO) I Pl'7'Y r 6 1 ;O'Illif-15 
ft~:h/;: I Pl'7'Y }- 6 2 ti, MAC 7 v-b{'J=P.\tt1~2 
2t<.:~:G~:h~o MAC7v-L.f'J=P.ltt1~2 2-c'ti, ag~ 
{1::$ 2 1 t<.:~-:;) Tlllit~ft~tL/c I P J~7 'Y r 6 2 t<.::WL 
T, MAC""'--:; 9" 7 0 7,rf>t:IJD~ ~o 
[0054] L.O)MAC~-y:5f70~,~6~7R9J:~ 

t<.: 8 1::: 'Y }- 0) S S I D (Server System ID) C:, 2 4 1::: 
'Y }- 0) U D B (User Depend Block) 1 C:, 3 2 1::: 'Y }

O)UDB 20)\IT6 4 J:::•y 1--l:':mP.\t~;fl.T\t>~o W~i.:, M 

( 
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A C ~ ·:; 1/' 7 0 0) U D B 2 ~;: t;:!:_ J:~2 I P ~ ·:; ?f~~;::jl: 
iJ'~1.f.:::~&7t I P 7 f' vA ~ IPJ~O)~{i§:]t I P 7 f' vA 
7'J~:ji:~Jl::,*h.:5o 

[ 0 0 5 5] J:~2 I P~ ·:; 5i'~O)~{i§:]t I P 7 f' vAt;!: 
lllif~{l::~n T.:!O ~, ~&~m:fllUC'~;tlllif~7a::-1,l~ LlJ:~tn 

~i~{i§:]t I P 7 f' vA7a:m.:5 C: ~iJ~C'~;/J:V'iJ\ J:~2M 

AC~~1f:'70~~n~IPJ~m&:7tiP7FvA~~n 

~£ .. ~f1§1!1JJC'~;t~~u"- v? .:r. 71¥-J~;: ~n«~Jj./±l9 c: 

(7) 

~ C', §7:1'·~0)7-:9 :to·:; 7 C'ti&.:5iJ':efiJ'«m0 c: ~ 
7'J'C'~.:5a C:O)mfl§:]t I P7 rv.:::U;t I p;<:7·:; H'I=nt 10 

fi~ 2 0 iP ~ M A C 7 v-b.{'f=ptfi~ 2 2 ~;:@:~?Jl~ h.:5o 
[ 0 0 5 6 ] 7d: .:13, J:~2 U D B 1 ~;: ~;!:, 3 1:: ·:; ~ 0) P B 

L (Padding_Byte_Length) ~, 1 t:::' •:; ~ 0) C P (Contr 
ol_Packet) ~ .. 1 1:::.'•:; ~0) EN (Encrypted_or_Not) 

~' 1 t:::'·:; ~O)PN (Protocol_Type Available_or_No 
t) ~' 2 t:::·:; ~O)Reserve~, 1 6 t:::'·:; ~0)/0 ~::::Iiv 
1il}~ (Protocol Type) iJ'\-1::: ·:; ~ ~ h.:5a 
[0 0 57] C:O)~, P B U;l:, ;<:7-1 /'}'!\.-{ ~~C' 

~ ~, lllif~fi::O)Il~H<=~~15-v-~±~ nrdm5<:JJ7J:-T'- 9 0)~ 
~C"~.:5o c::.n~;t, lllif~fl::~nr.::: I p;~7·:; ~«:s'tfi§L 20 

t.::::::J..--lf'ti'IEm.lJ:-T'-:9 ~la:m.:5 f.:::~~;:£,lli! ~ 7J:.:5a 
[0 0 58] *f.::, C P~;t, I p;<:7·:; H<:, :::J..--tfiJ\ 

£,lli!7J:-r-9iJ''VA7 b.i!!i!.Jfl~;:£,lli!7J:ftU~7-9ii".A.-:::> 

Tv'0iJ'7a::-~~IJ9.:5 t:::·y ~C'tl&.:5o n!im, :::J..--tfiJ' 1J 7 
IA~L~•~:s't~~.:5~~MAC7v-b630)CP 

~;t, ftU~'T'-:9 C'~;t;IJ: < 7-:97'J'.A.-:::> Tv'.:5 C: ~la:~L 
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Examples 

Fig. 1 shows a protocol in a key distribution phase of a key distribution system equipped 

with an authentication function according to the present invention. A certificate issuing phase is 

the same as that of the conventional art. 

(1) A termina11 generates distribution information C1 as follows, and sends the 

distribution information and its own certific<;tte Cert1 to a terminal 2. 

(a) A random number r 1 is generated. 

(b) C 1 =grl modp 

(2) The terminal 2 generates distribution information C2 as follows. 

(a) A random number r2 is generated. 

(b) C2=g2 modp 

In addition, the terminal2 generates R2 mentioned below as a response to the C 1. Then, the 

terminal 2 sends the C2 and R2 together with its own certificate CERT2 to the terminal 1. 

R2=C 1 r2+x2 modp 

(3) The terminal1 calculates 

h(Cert2)=y2::I D2 

from the certificate Cert2 sent from the terminal 2 to acquire a public key y2 authenticated by a 

center for the terminal 2. Next, using the public key y2, the terminal 1 checks if 

R2=(C2xy2f1 modp 

is satisfied. If it is satisfied, the terminal 1 authenticates that the communication counterpart is 

the terminal 2, and provides a common key for the terminal 2 by the following calculation. If it 

is not, this key distribution protocol is aborted. 

K12=C2r1 modp 

Further, R1 mentioned below is generated from the second terminal as a response to a challenge 

C2. Then, the Rl is sent to the first terminal. 

R1 =C2rl+xl modp 

( 4) The terminal 2 calculates 

h(Cert1)=yl::I Dl 

from the certificate Certl sent from the terminal1 to acquire a public key yl authenticated by the 

center for the terminal I. Next, using the public key yl, the terminal2 checks if 

Rl=(Clxylf2 rnodp 

is satisfied. If it is satisfied, the terminal 2 authenticates that the communication counterpart is 

the terminal1, and provides a common key for the terminal I by the following calculation. If it 

is not, this key distribution protocol is aborted. 
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K21 =C 1 r2modp 

Note that K12=K21 =grlxrl modp. 

According to the above embodiment, to generate a response to a challenge from the 

counterpart, legitimate secret information is needed. Then, this response is verified using public 

information authenticated by the center. Therefore, this method can be said to be a key 

distribution system including direct counterpart authentication. The sharing of a key is achieved 

using the challenge received from the counterpart in a manner similar to the DH key distribution 

system. Further, the amount of calculation up to the sharing of a key is evaluated as follows. 

The evaluation of the amount of calculation is carried out based on the number of operations on 

modulo exponentiation. This is because, when the value of the modulo p in each calculation is 

set large (e.g., 512 bits) to ensure safety (to make it difficult to acquire secret information of ( 

terminals from public information), the operations on modulo exponentiation become a 

bottleneck of the entire calculation time. Both terminals need a total of four operations on 

modulo exponentiation as follows. 

• once in the generation of a challenge 

• once in the generation of a response 

• once in the verification of the validity of the counterpart's response 

• once in the generation of a shared key 

Therefore, only one operation on modulo exponentiation is increased as compared to the key 

distribution system added with a conventional indirect authentication function. In the above 

embodiment, the authentication using a challenge and a response is configured with the key 

distribution. However, the authentication system may of course be handled independently. 

Effect of the Invention 

As is clear from the above explanations, a shared key can be changed every time without 

changing a certificate in the present invention. In addition, the counterpart is directly verified 

using the public key of the counterpart authenticated by the center, based on a response to a 

challenge generated by the terminal. In authenticating of the counterpart based on both a 

challenge and a response, secret information of the terminal is protected by including a secret 

random number in the response. The amount of calculation involved in the operation is four 

operations on modulo exponentiation, which is the minimum increase in the amount of 

calculation as compared to the conventional key distribution system that can only achieve 

indirect authentication. 

( 
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PATENT ABSTRACTS OF JAPAN 

i·· -~· 

(51 )Int. Cl. 

(ll)Publication number: 04-117826 

(43)Date ofpublication of application: 17.04.1992 

H04L 9/28 

G09C 1100 

(21)Applicationnumber: 02-237498 (71)Applicant: MATSUSIDTA ELECTRIC 

(22)Date of filing : 

INDCOLTD 

07.09.1990 (72)Inventor: MATSUZAKI NATSUME 

HARADA TOSIDHARU 

TATEBAYASID MAKOTO 

(54) KEY-DELIVERY SYSTEM WITH VERIFICATION FUNCTION 

( 57)Abstract: 

PURPOSE: To confirm an opposite party 

clearly by generating a response R2 through the 

use of its own secret information x2 and a 

random number r2 with respect to a challenge 

data C 1 outputted from a 1st terminal equipment 

by a 2nd terminal equipment, allowing both the 

terminal equipments to verify each other and 

obtaining a common key. 

CONSTITUTION: A terminal equipment 1 

generates delivery information C 1 and sends its 

own certificate Cert 1 to a terminal equipment 2. 

The terminal equipment 2 generates delivery 

information C2. Moreover, the terminal 

equipment 2 generates a response R2 with 

respect to the information C 1, sends the information C2 and the response R2 together 

with its own certificate Cert 2 to the 1st terminal equipment 1. The terminal equipment 
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1 obtains a public key y2 of the terminal equipment 2 admitted by a center based on the 

certificate Cert 2 sent from the terminal equipment 2. Then the terminal equipment 1 

verifies by using the public key y2 that the communication opposite party is the 

terminal equipment 2 and obtains the common key with the terminal equipment 2 

according to the calculation shown in figure. The terminal equipment 2 obtains the 

public key yl of the terminal equipment 1 admitted by the center based on the 

certificate Cert 1 sent from the terminal equipment 2. Then the terminal equipment 2 

uses the public key y 1 to verify it that the communication opposite party is the terminal 

equipment 1 and obtains the common key with the terminal equipment 1. 

( 

c 
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METHODANDAPPARATUSFORAN 
INTERNET PROTOCOL (IP) NETWORK 

CLUSTERING SYSTEM 

2 
(ARP) is required to switch to the standby unit. However, 
because the standby unit does not keep state information on 
each connection, all active connections are dropped and 
must be re-established by the clients. Moreover, because the 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

5 "bot standby" does no coocurrent processing it offers no 
processing load relief nor scaling ability_ 

Similarly, Valence™ Research Inc. (recently purchased 
by Microsoft® Corporation) offers a software product called 
Convoy Cluster™ (Convoy). Convoy installs as a standard 

This application is related to application Ser. No. 09/197, 
018 entitled "Method and Apparatus for TCP/IP load bal
ancing in an IP Network Clustering System," concurrently 
filed Nov. 20, 1998, and still pending. 

TECHNICAL FIELD 

This invention relates to the field of Computer Systems in 
the general Network Communications sector. More 
specifically, the invention is a method and apparatus for an 
Internet Protocol (IP) Network clustering system. 

10 Windows NT networking driver and runs on an existing 
LAN. It operates in a transparent manner to both server 
applications and TCP/IP clients. These clients can access the 
cluster as if it is a single computer by using one IP address. 
Convoy automatically balances the networking traffic 

BACKGROUND ART 

15 between the clustered computers and can rebalance the load 
whenever a cluster member comes on-line or goes off-line. 
However this system appears to use a compute intensive and 
memory wasteful method for determining which message 
type is to be processed by which cluster member in that the 

As more and more businesses develop electronic com
merce applications using the Internet in order to market and 

20 message source port address and destination port address 
combination is used as an index key which must be stored 
and compared against the similar combination of each 
incoming message to determine which member is to process 

to manage the ordering and delivery of their products, these 
businesses are searching for cost-effective Internet links that 
provide both security and high availability. Such mission
critical applications need to run all day, every day with the 25 

network components being highly reliable and easily scal
able as the message traffic grows. National carriers and local 
Internet Service Providers (lSPs) are now offering Virtual 
Private Networks (VPN).......,nhanced Intemel-basc:d back
bones tying together corporate workgroups on far-fiung 
Local Area Networks (LANs)-as the solution to these 
requirements. 

the message. Moreover, this system does not do failover. 
There is a need in the art for an IP network cluster system 

which can easily scale to handle the exploding bandwidth 
requirements of users. There is a further need to maximize 
network availability, reliability and performance in terms of 

30 !,r~r~~u;s ~~~e~~dasp:"~b:~~ ~!au':%~~et~:dc'=~~~ 

A number of companies have recently announced current 
or proposed VPN products and/or systems which variously 
support IPSec, IKE (ISAKMP/Oakley) encryption-key 
management, as well as draft protocols for Point-to-Point 
Tunneling protocol (PPTP), and Layer 2 Thnneling protocol 
(l2TP) in order to provide secure traffic to users. Some of 
these products include IBM's Nways Multiprotocol Routing 
Servicesn<2.2, Bay Networks OptivityTM and Centillion..,. 
products, Ascend Communication's MultiVPN,.. package, 
Digital Equipment's ADI VPN product family, and Indus 
River's RiverWofksTM VPN planned products. However, 
none of these products are known to offer capabilities which 
minimizes delay and session loss by a controlled fail-over 
process. 

people are getting on the Internet and staying on it longer. A 
still :further need exists to provide a reliable failover system 
for TCP based systems by efficiently saving the state infor
mation on all connections so as to minimize packet loss and 

35 the need for reconnections. 

Computer cluster systems including "single-system
image" clusters are known in the arL See for example, 
"Scalable Parallel Computing" by Kai Hwang & Zhiwei Xu, 

40 McGraw-Hill, 1998, ISBN 0-07-031798-4, Chapters 9 & 10, 
Pages 453-564, which are hereby incorporated fully berein 
by reference. Various Commercial Cluster System products 
are described therein, including DEC's TroCiustersTM 
system, IBM's SP™ system, Microsoft's WolfpackTM sys-

45 tem and The Berlreley NOW Project. None of these systems 
are known to provide efficient IP Network cluster capability 
along with combined scalability, load-balancing and con
trolled TCP fait-over. These VPNs place enormous demands on the enterprise 

network infrastructure. Single points of failure components 
such as gateways, firewaiis, tunnel servers and other choke 50 
poiniS that need to be made highly reliable and scaleable are 
being addressed with redundant equipment such as "hot 
standbys" and various types of clustering systems. 

For example, CISCO™ Inc. now offers a new product 
called Loca!DirectorT" which functions as a front-end to a 55 

group of servers, dynamically load balances TCP traffic 
between servers to ensure timely access and response to 
requesiS. The Loca!Director provides the appearance, to end 
users, of a "virtual" server. For purposes of providing 
continuous access if the LocalDirector fails, users are 60 

required to purchase a redundant LocaiDirector system 
which is directly attached to the primary unit, the redundant 
unit acting as a "bot" standby. Tbe standby unit does no 
processing work itself until the master unit fails. The 
standby unit uses the failover IP address and the secondary 65 

Media Access Control (MAC) address (which are the same 
as the primary unit), thus no Address Resolution Protocol 

SUMMARY OF THE INVENTION 

The present invention overcomes the disadvantages of the 
above-described systems by providing an economical, high
performance, adaptable system and method for an IP Net
work cluster. 

The present invention is an IP Network clustering system 
which can provide a highly scalable system which optimizes 
message throughput by adaptively load balancing its 
components, and which minimizes delay and packet loss 
especially in the TCP mode by a controlled fail-over process. 
No other known tunnel-server systems can provide this 
combined scalability, load-balancing and controlled fail
over. 

The present invention includes a cluster apparatus com
prising a plurality of cluster members, with all cluster 
members having the same internet machine name and IP 
address, and each member having a general purpose 
processor, a memory unit, a program in the memory unit, a 

VNET00221293 
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display and an input/output unit; and the apparatus having a 
filter mechanism in each cluster member which uses a highly 
efficient hashing mechanism to generate an index number 
for each message session where the index number is used to 
determine whether a cluster member is to process a particu- s 
lar message or not. The index number is further used to 
designate which cluster member is responsible for process
ing the message and is further used to balance the processing 
load over all present cluster members. 

The present invention further includes a method for 10 

operating a plurality of computers in an IP Network cluster 
which provides a single-system-image to network users, the 
method comprising steps to interconnect the cluster 
members, and assigning all cluster members the same inter
net machine name and IP address whereby all cluster mem- 15 

bers can receive all messages arriving at the cluster and all 
messages passed on by the members of the cluster appear to 
=me from a single unit, and to allow them to communicate 
with each other; to adaptively designate which cluster mem
ber will act as a master unit in the cluster; and the method 2o 
providing a filter m=hanism in each cluster member which 
uses a highly efficient hashing mechanism to generate an 
index number for each message session where the index 
number is used to determine whether a cluster member is to 
process a particular message or not. The index number is 25 

further used to designate which cluster member is respon
sible for processing which message type and is further used 
to balance the processing load over all present cluster 
members. 

4 
tion for purposes of explanation, sp=ific data and configu
rations are set forth in order to provide a thorough under
standing of the present invention. In the presently preferred 
embodiment the IP Network cluster is described in terms of 
a VPN tunnel-server cluster. However, it will be apparent to 
one skilled in these arts ihat the present invention may be 
practiced without the specific details, in various applications 
such as a firewall cluster, a gateway or router cluster, etc. In 
other instances, well-known systems and proto=ls are 
shown and described in diagrammatical or block diagram 
form in order not to obscure the present invention unnec
essarily. 

Operating Environment 

The environment in which the present invention is used 
encompasses the general distributed computing scene which 
includes generally local area network$ with hubs, routers, 
gateways, tunnel-servers, applications servers, etc. con
nected_ to other clients and other networks via the Internet, 
wherem programs and data are made available by various 
members of the system for execution and access by other 
members of the system. Some of the elements of a typical 
internet network configuration are shown in FIG. 1, wherein 
a number of client machines lOS possibly in a branch office 
of an enterprise, are shown connected to a Gateway/hub/ 
tunnel-server/etc. 106 which is itself connected to the inter
net 107 via some internet service provider (ISP) connection 
108. Also shown are other possible clients 101, 103 similarly 

Other embodiments of the present invention will become 
readily apparent to those skilled in these arts from the 
following detailed description, wherein is shown and 
descnbed only the embodiments of the invention by way of 
illustration of the best mode known at Ibis time for carrying 
out the invention. The invention is capable of other and 
different embodiments some of which may be descnbed for 
illustrative purposes, and several of the details are capable of 
modification in various obvious respects, all without depart
ing from the spirit and scope of the present invention. 

connected to the internet 107 via an ISP connection 104, 
with these units communicating to possibly a home office via 
an ISPconnection 109 to a gateway/tunnel-server 110 which 

30 is conn=ted 111 to various enterprise application servers 
112, ll3, 114 which could be =nnected through another 
hub/router US to various local clients 116, 117, 118. 

BRIEF DESCRIPTION OF TilE DRAWINGS 

The features and advantages of the system and method of 
the present invention will be apparent from the following 
description in which: 

FIG.l illustrates a typical Internet network configuration. 
FIG. 2 illustrates a representative general purpose 

=mputer/cluster-member configuration. 
FIG. 3 illustrates a representative memory map of data 

contained on a related Flash Memory card. 
FIG. 4 illustrates a typical IP Network cluster 
FIG. S iUustrates a general memory map of the preferred 

embodiment of a cluster member acting as a tunnel-server. 

The present IP Network cluster is made up of a number of 
general purpose computer units each of which includes 

35 generally the elements shown in FIG. 2, wherein the general 
purpose system 201 includes a motherboard 203 having 
thereon an input/output ("110") section 20S, one or more 
central processing units ("CPU") 207, and a memory section 
209 which may have a flash memory card 211 related to it. 

40 The 1/0 section 205 is =nn=ted to a keyboard 226, other 
similar general purpose computer units 22S, 215, a disk 
storage unit 223 and a CD-ROM drive unit 217. The 
CD-ROM drive unit 217 can read a CD-ROM medium 219 
which typically contains programs 221 and other data. Logic 

45 circuits or other components of these programmed comput
ers will perform series of specifically identified operations 
dictated by computer programs as described more fully 
below. . 

Flash memory units typically contain additional data used 
50 for various purposes in such computer systems. In the 

preferred embodiment of the present invention, the flash 
memory card is used to contain certain unit "personality" 
information which is shown in FIG. 3. Generally the flash 

FIG. 6 illustrates a flow-chart of the general operation of 
the cluster indicating the cluster establishment process. 

55 

card used in the current embodiment contains the following 
type of information: 

Cryptographically signed kemel-{301) 
FIG. 7 illustrates an exemplary TCP state data structure. 
FIGS. 8A-81 illustrate flow-charts depicting the events 

which the master processes and the events which the non
master cluster members (clients) must process. 

FIGS. 9 iiJustrates a flow-chart depicting the normal 
packet handling process after establishing the cluster. 

BEST MODE FOR CARRYING OUT TilE 
INVENTION 

A method and. apparatus for operating an Internet Protocol 
(IP) Network cluster is disclosed. In the following descrip-

60 

65 

Configuration files (such as cluster name, specific unit IP 
address, cluster address, routing information configuration, 
etc.)-(303) 

Pointer to error message logs--{305) 
Authentication certificate--(307). 
Security policies (for example, encryption needed or not, 

etc.)-(309) · 

The Invention 

The present invention is an Internet Protocol (IP) clus
tering system which can provide a highly scalable system 

VN ET00221294 

Petitioner Apple Inc. - Exhibit 1002, p. 906



6,006..259 
5 

which optimizes throughput by adaptively load balancing its 
components, and which minimizes delay and session loss by 
a controlled fail-over process. A typical IP cluster system of 
the preferred embodiment is shown in FIG. 4 wherein the 
internet 107 is shown connected to a tYPical IP cluster 401 
which contains programmed general purpose computer units 
403,405, 407, 409 which act as protocol stack processors for 
message packets received. The IP cluster 401 is typically 
connected to application servers or other similar type units 
411 in the network. In this figure it is shown that there 10 

purposes of further illustration the clmter will be depicred as 
having three units, understanding that the cluster of the 
present invention is not limited to only three units. Also for 
purposes of illustration the preferred embodiment will be 
descnbed as a cluster whose applications may be VPN 15 

tunnel protocols however it should be understood that this 
cluster invention may be used as a duster whose application 
is to act as a Firewall, or to act as a gateway, or to act as a 
security device, etc. 

In the preferred embodiment of the present invention, 20 

each of the cluster members is a computer system having an 
Intel mothetboard, two Intel Pemium™ processors, a 64 
megabyte memory and two lritel Ethernet controllers, and 
two HiFn cryptographic processors. The functions per
formed by each processor are generally shown by reference 25 
to the general memory map of each processor as depicted in 
FIG. 5. Eacll cluster member has an Operating System 
kernel 501, TCP/IP slack routines 503 and various cluster 
management routines (described in more detail below) 505, 
program code for processing application #1 507, which in 30 

the preferred embodiment is code for processing the IPSec 
protocol, program code for processing application #2 509, 
which in the preferred embodiment is code for processing 
the PPTP protocol, program code for processing application 
#3 5ll, which in the preferred embodiment is code for 35 

processing the L2TP protocol, and program code for pro
cessing application #4 513, which in the preferred embodi
ment is code space for processing an additional protocol 
such as perhaps a "Mobile IP" protocol. Detailed infmma
tion on these protocols can be found through the home page 40 

of the IETF at "hllp://www.ietf.org". The following specific 
protocol descriptions aze hereby incorporated fully herein by 
reference: 

"Point-to-Point Tunneling Protocol-PPTP'', Glen Zorn, 
G. Pall, K. Hamzeh, W. Vertbein, J. Taarud, W. Little, Jul. 45 

28, 1998; 

6 
Madson, C., Glenn, R., "The Use of HMAC-SHA-1-96 

within ESP and AH;' draft-ietf-ipsec-auth-hmac-sha 196-
03.txt. 

Harkins, D., Carrel, D., "The Internet Key Exchange 
(IKE)," draft-ietf-ipsec-isakmp-oakley-08.txt. 

Maughan, D., Scbertler, M., Scllmeider, M., and Turner, 
J ., "Internet Security Association and Key Management 
Protocol (ISAKMP)," drafi-ietf-ipsec..isakmp-lO.{ps,txt }. 

H. K. Orman, "The OAKLEY Key Determination 
Protocol," draft-ietf-ipsec-oakley...02.txt. 

~per, D. "The Internet IP Security Domain of Interpre
tation for ISAKMP," draft-ietf-ipsec-ipsec-doi-lO.txt. 

Tunneling protocols sucll as the Point-to-Point Tunneling 
Protocol (PPTP) and Layer 2 Tunneling Protocol (1.2TP) 
although currently only "draft" standards, are expected to be 
confirmed as official standards by the Internet Engineering 
Task Force OETF) in the very near furure, and these proto
cols together with the Internet Security Pmtocol (IPSec), 
provide the basis for the required security of these VPNs. 

Referring again to FIG. 5, the preferred embodiment in a 
cluster member also contains a work assignment table 515 
which contains the message/session work-unit hash numbers 
and the cluster member id assigned to that work-unit; a table 
containing the application state table for this cluster member 
517; a similar application state table for the other members 
of the cluster 519; an area for containing incoming messages 
521; and data handler routines for handling data messages 
from other members of the clmter 523. Those skilled in the 
art will recognize that various other routines and message 
stores can be implemented in such a cluster member's 
memory to perform a variety of functions and applications. 

The general operation of the preferred embodiment of the 
IP cluster is now described in terms of (1) cluster establish
ment (FIG. 6) including processes for members joining the 
cluster and leaving the cluster; (2) master units events 
processing (FIGS .. 8A-8F) and client units events processing 
(FIGS. SG-81); and (3) finally, normal message processing 
activity (FIG. 9). 

Referring now to FIG. 6 the cluster establishment activity 
is depicted. At system start-up 601 cluster members try to 
join the cluster by sending (broadcasting) a "join request" 
message 603. This "join" message contains an authentica
tion certificate obtained from a valid certificate authority. 
Wben the master unit receives this •join" message it checks 
the certificate against a list of valid certificates which it holds 
and if it finds no match it simply teUs him the join has failed. 
Note that normally when a system administrator plans to add 
a hardware unit to an existing cluster, be requests that his 

"Layer Two Tunneling Protocol", Allan Rubens, William 
Palter, T. Kolar, G. Pall, M. Linlewood, A. Valencia, K. 
Hamzeh, W. Vertbein, J. Taarud, W. Mark Townsley, May 
22, 1998; 

Kent, S., Atkinson, R., "IP Authentication Header," draft
ietf-ipsec-auth-header-07.txt. 

Kent, S., Atkinson, R., "Security Architecrure for the 
Internet Protocol," draft-ietf-ipsec-arch-sec.Q7.txt. 

50 security department or an existing security certificate author
ity issue a certificate to the new unit and send a copy of the 
certificate to the master unit in the cluster. This process 
guarantees that someone could not illegally allach a unit to 
a cluster to obtain secured messages. If the master unit does 

Kent, S., Atkinson, R., "lP Encapsulating Security Pay
load (ESP)," draft-ietf-ipsec-esp-v2-06.txl 

Pereira, R., Adams, R., "The ESP CBC-Mode Cipher 
Algorithms," draft-ietf-ipsec-ciph-cbc-04.txt. 

Glenn, R., Kent, S., "The NULL Encryption Algorithm 
and Its Use With lPsec," draft-ietf-ipsec-ciph-nuii-O.l.txt. 

Madson, C., Doraswamy, N., "The ESP DES-CBC Cipher 
Algorithm With Explicit IV," draft-ietf-ipsec-ciph-des
expiv-02.txt. 

Madson, C., Glenn, R., "The Use of HMAC-MD5 within 
ESP and Ali," draft-ietf-ipsec-auth-hmac-md5-96-03.txt. 

55 match the certificate from the join message with a certificate 
it holds in its memory it sends an "OK to join" message. If 
a "OK to join" message is re=ived 605 then this unit is 
designated a cluster member (client or non-master) 607. 
Note that each cluster member has a master-watchdog timer 

60 (i.e. a routine to keep track of whether the member got a 
keepalive message from the master during a certain interval, 
say within the last 200 milliseconds) and if the tinler expires 
(i.e. no keepalive message from the master during the 
interval) it will mean that the master unit is dead 607 and the 

65 cluster member/client will try to join the cluster again (611). 
Another event that will cause tbe cluster member/client 607 
to try to join up again is if it gets an ~exit request" message 
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(i.e. telling it to "leave the cluster") 609 If the member 
sending out the join request message (603) does not get a 
"OK to join" message 613 the member sends out 
(broadcasts) packets offering to become the master unit 615. 
If the member gets a "other master exists" message 617 the 
member tries to join again 603.1f after the member sends out 
the packets offering to become the master, he gets no 
response for 100 milliseconds 619 he sends broadcast 
Address Resolution Protocol (ARP) responses to tell anyone 
on the network what Ethernet address to use for tbe clnster 10 
IP address 621 and now acts as the cluster master unit 623. 
If in this process the cluster member got no indication that 
another master exists (at 617) and now thinking it is the only 
master 623 but yet gels a message to "exit the cluster" 641 
the member must return to try to join up again 642. This IS 
could happen for example, if Ibis new master's configuration 
version was not correct. He would return, have an updated 
configuration and attempt to rejoin. Similarly, if this member 
who thinks be is the new master 623 gets a "master kee
palive" message 625 (indicating that another cluster member 20 

thinks he is the master unit) then be checks to see if 
somehow the master keepalive message was from him 627 
(normally the master doesn't get his own keepalive mes
sages but it could happen) and if so he just ignores the 
message 639.Jf however the master keepalive message was 25 
not from hinJseJf 629 it means there is another cluster 
member who thinks he is the master unit and somehow this 
"tie" must be resolved. (This tie breaker process is described 

8 
address to use for the cluster IP address 827 and exits 808. 
If the current master does not have more cluster members 
than this other master 811 he asks "do I have less cluster 
members than the other master?" 813 and if so 816 be must 
give up the master role to the other one by exiting the cluster 
821 and rejoining the cluster as a member/non-master 823) 
exiting to 601 in FIG. 6. If the current master does not have 
less members than the other master 815 (which indicates 
!hey both have the same number) then the final tie-breaker 
occurs by asking "is my IP address less than bis'l" 817 and 
if so then again the current master wins the tie-breaker 818 
and sends the "other master exists" message as before 825 
If however he loses this final tie-breaker 819 then be exits 
the cluster to rejoin as a non-master member 821. 

Referring now to FIG. SB another master event occurs 
when the master gets a "client keepalive message" (that is 
one from a non-master cluster member) 830. The master 
asks "is this client in my cluster?" 831 and if not the master 
sends the client an "exit cluster" message 833 telling the 
client to exit from this cluster. If the client is from this 
master's cluster the master calculates and stores a packet 
loss average value using the sequence number of the client 
keepalive message and the cakulated adaptive keepalive 
interval. 835 The master then resets the watchdog timer for 
this client 837. The watchdog timer murine is an operating 
system routine that checks a timer value periodically to see 
if the failover detection interval bas elapsed since the value 
was last reset and if so the watchdog timer is said to have 
expired and the system then reacts as if the client in question 
bas left the cluster and reassigns that clients work-load to the in more detail below with respect to "Master event" 

processing). If the tie is resolved in favor of the new duster 
member who thinks be is the master 635 be sends an "Other 
master exists" message to the other master and once again 
sends broadcast Address Resolution Protocol (ARP) 
responses to tell anyone on the network what Ethernet 
address to use for the cluster IP address 637 (because that 
other master could have done the same). If this new cluster 
member wbo thinks be is the master loses the tie-breaker 633 
then be must go and join up again to try to get the cluster 
stabilized. This process produces a single cluster member 
acting as the master unit and the other cluster members 
understanding they are merely members. 

30 remaining cluster members. 

Master Unit Events Processing 

As indicated above, the master periodically sends out a 
master keepalive message containing the cluster member 
list, the adaptive keepalive interval (which is described in 
more detail below) and the current set of work assignments 

35 for each member which is used only for diagnostic purposes. 
(See FIG. SC). In addition, the master periodically (in the 
preferred embodiment every 2 seconds) checks the load
balance of the cluster members. In FIG. 80 when the timer 
expires 855 the master calculates the load difference 

40 between most loaded (say "K") and least loaded (say "J") 
cluster member 857 and then asks "would moving 1 work 
unit from most loaded (K) to least loaded (J) have any 
effect?" that is, if K>J is K-1 i!;;J-1? 859. If so then tbe 
master sends a "work de-assign" request to the most loaded 

After a cluster bas formed, there are various events that 
occur which the master unit must address. How these are 
bandied in the preferred embodiment are now described with 
reference to FIGS. 8A-8F. Referring to FIG. SA the first 
master unit event describes the "lie-breaker" process when 
two cluster members claim to be the "master" unit. Recalling 
from above that the master normally does not receive his 
own "keepalive" message so that if a master gets a "master so 
keepalive" message 801 it likely indicates that another 
cluster member tbinks be is the master. In the preferred 
embodiment, the "master keepalive" message contains the 
cluster member Jist, the adaptive keepalive interval (which 

45 member with the least loaded member as the target recipient 
863 and then the master checks the load numbers again 865. 
If the result of moving 1 work unit would not leave the least 
loaded less than or equal to the most loaded 860 then the 
master makes no reassignments and exits 861. 

Another master event occurs when a watchdog timer for 
a clienl/cluster member expires wherein the master deletes 
that client from the cluster data list and the deleted unit's 
work goes into a pool of unassigned work to gel reassigned 
normally as the next message arrives. (See FIG. SE). 

is described in more detail below) and the current set of 55 
work assignments for each member which is used only for 
diagnostic purposes. So when a master gets a master kee
palive message 801 be first asks "is it from me?" 803 and if 

Referring now to FIG. SF another master event in the 
preferred embodiment occurs when the master gets a client 
join request message 875. The master initially tells the client 
to wait by sending a NAK with an "operation in progress" 
reason. 877 The master then notifies the applications that are so be just ignores this message 807 and exits 808. If the 

master keepalive message is not from this master unit 804 
then the "tie-breaker" process begins by asking "Do I have 
more cluster members than this other master?" 809 If this 
master does then he sends a "other master exists" message 
825 telling the other master to relinquish the master role and 
rejoin the cluster. "The remaining master then once again 
sends broadcast Address Resolution Protocol (ARP) 
responses to tell anyone on the network wbal Ethernet 

60 present that a client is trying to join the cluster as some 
applications want to know about it. 879. For example if 
IPSec is o?e ~f tbe applications then IPSec may want to 
vahdate this client before agreeing to let it join the cluster. 
If any application rejects the join request the master sends a 

65 NAK with the reason 855 and exits. If all applications 
approve the join request the master sends an ACK and the 
join proceeds as normal. 887. 
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Oient Ouster Member Events 
10 

function. Note that since all cluster members have the same 
MAC address, all cluster members get all messages and the 
way they tell whether they must process the message further 
is to calculate the work unit number using the hashing 

The non-master cluster members (clients) must also send 
keepalive messages and monitor the watchdog timer for the 
master. Referring now to FIG. 8G when a client gets a 
master keepalive message 890 it updates its adaptive kee
palive interval 891, and checks the list of cluster members 
to see if any members have been lost 893. If so this client 
notifies its applications that a cluster member has departed 
895 (for example, IPSec wants to know). The client also 
checks to see if any members have been added to the cluster 
897 and if so notifies the applications 898 and finally resets 
the watchdog timer for monitoring the master 899 and exits. 
Each client also has a periodic timer which is adaptive to the 
network packet loss value sent by the master which requires 
the client to send a client keepalive message (containing a 
monotonically increasing numeric value) to the master peri
odically (See FIG. 8H). Also each client has a master 
watchdog timer it must monitor and if it expires the client 
must exit the cluster and send a new join message to re-enter 
the cluster. (See FIG. 81). 

5 method shown above and then to check the resulting work 
unit number against their work load table to see if it is 
assigned to them. If not they dump the message from their 
memory. This is a fast and efficient scheme for dumping 
messages that the units need not process further and yet it 

10 provides an efficient basis for load-balancing and efficient 
fail-over handling when a cluster member fails. 

The normal processing of IP packets is described with 
reference to FIG. 9. Upon the receipt of a packet 901 a 
determination is made as to whether the packet is addressed 

1 5 to a cluster IP address 903 or not. If not 905 then it is 
determined if the IP address is for this cluster member and 
if so it is processed by the IP stack locally 909. If the packet 
is to be forwarded (here the system is acting like a router) 
908 a forward filter is applied in order to classify the work 

20 913. 

Normal IP Packet Processing 

In order for a cluster member to correctly process only its 
share of the workload, one of three methods is used: 

1. The MAC address of the master is bound to the cluster 
lP address (using the ARP protocol). The master applies the 
filtering function (described in more detail below) to classify 
the work and forward each packet (if necessary) to the 
appropriate cluster member. 

This designates whether the packet is for normal work for 
the cluster clients or is forwarding work. If at step 903 where 
the address was checked to see if it was a cluster IP address, 
the answer was yes then a similar work set filter is applied 

25 911 wherein the IP source and destination addresses are 
bashed modulo 1024 to produce an index value which is 
used for various purposes. This index value calculation (the 
processing filter) is required in the current embodiment and 

30 
is described more fully as follows; 

Basically the fields containing the IP addresses, IP 
protocol, and TCP!UDP port numbers, and if the application 
is L2TP, the session and tunnel ID fields are all added 
together (logical XOR) and then shifted to produce a unique 

2. A cluster-wide Unicast MAC address is bound to the 
cluster lP address (using the ARP protocol). Each cluster 
member programs its network interface to accept packets 
from this MAC destination address. Now each cluster mem
ber can see all packets with the cluster lP address destina
tion. Each member applies the filtering function and discards 
packets that are not part of its workload. 

35 "work unit" number between 0 and 1023. 

3. method 2 is used but with a Multicast MAC address 
instead of a Unicast MAC address. This method is required 
when intelligent packet switching devices are part of the 4o 
network. These devices learn which network ports are 
associated with each Unicast MAC address when they see 
packets with a UnicaSI MAC destination address, and they 
only send the packets to the port the switching device has 
determined is associated with that MAC address (only 1 port 45 

is associated with each Unicast MAC address). A Multicast 
MAC address will cause the packet switching device to 
deliver packets with the cluster lP destination address to all 
cluster members.. 

In the preferred embodiment, there is a mechanism for so 
designating which cluster member is to process a message 
and allow the other members to disregard the message 
without inadvertently sending a "reset" message to the 
originating client. The preferred embodiment makes use of 
a "filter" process in each ch.lster member which calculates a 55 
bash function using certain fields of the incoming message 
header. This hash calculation serves as a means of both 
assigning a work unit number to a message and assigning a 
work unit to a particular cluster member for processing. This 
technique allows a cluster member to tell whether the 6Q 

incoming message must be processed by it, therefore the 
possibility of an inadvertent "reset" message is precluded. It 
is noted that other solutions to this problem of "bow to get 
the work to the right member of the cluster with minimum 
overhead" could include a hardware filter device sitting 65 

between the network and the cluster wherein the hardware 
filter would do the member assignment and load balancing 

For example, in the preferred embodiment the index could 
be calculated as follows: 

j• 

• Sample Cluster Fdtering function ., 
static i.DL CIU51er_Flltering_Functioo(voii•Packct, int Fol'Wllrding) 
{ 

.s:truct ip •ip- (struct ip *)Packet; 
iot i, length; 
r 
• Select filtering scheme based on whether or oot we are 

forwarding this packet 

IP address 

Address 

., 
if (Forwarding) { ,. 

• Filter Forwa.:ded packets on source &. des.tinatioa 

i '!' ip-->ip_dst.s~addr; 
i =ip->ip_src.s_addr; 

} else ( ,. 
• Not forwarding: Put in the. IP source address ., 

i • iJr>ip_s:rc.s-_addr; 
r 
:
1 
Get lbe packet header length and dispatch on protocol 

lengtb - ip->ip__hl << 2; 
if (i~>ip_p-IP'PROTO_UDP') { 

r 
.. UDP; IWh on UDP Source Port and Source IP ., 

i · :-{(~ udphdr •)((cbar •)ip + leogth))->uh_spmt; } <~;: ,r \op->lp_p-IPPROTO_TCJ>) { 
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-continued 

• Hash on the TCP Source: Port and Source rP Address ., 
i · -((struct tcphdr ")((char ")ip + lengtb)}->tb_sport; 

} else ( 
I" 
• Any other protocOl: Hasb o.o. tlle Destioation and 

Source IP Addresses ., 
i A =ip->ip_dst.s_addr; 

} ,. 
• CoUapse il into a work*set number ., 

retum(IP _CLUS!CR_HASH(i)); 

Referring again to FIG. 9, and having the work set index 
value calculated each member making this calculation uses 
the index value as an indirect pointer to determine for this 
work set if it is his assigned work set 915, 917. If the index 
value does not indicate that this work set has been assigned 
to this cluster member, if this cluster member is not the 
cluster master, then the packet is simply dropped by this 
cluster member 921, 923, 925. If on the other hand tbis 
cluster member is the master unit 926 then the master must 
check to see if this work set bas been assigned to one of the 
other cluster members for processing 927. If it has been 
assigned to another cluster member 929 the master checks to 
see if that cluster member has acknowledged receiving the 
assignment 931 and if so the master checks to see if he was 
in the multicast mode or unicast/forwarding mode 933, 935. 

12 
and therefore need not be transferred to all members of the 
cluster when it changes. The TCP Failover State 700 in the 
present embodiment actually comprises three portions, an 
Initial State portion 702 which only needs to be sent once to 
all cluster members; the Essential Stale Portion 701 which 
must be sent to all cluster members for them to store when 
any item listed in the Essential portion changes; and the 
Calculable State portion 703 which is not sent to all mem
bers. The data to the right of the equals sign ("=") for each 
element indicates how to calculate that elements value 

10 
whenever it is needed to do so. 
Failover Handling 

As indicated above, the preferred embodiment of the IP 
cluster apparatus and method also includes the ability to 
monitor each cluster member's operation in order to manage 

15 the cluster operation for optimal performance. This means 
insuring that the cluster system recognize quickly when a 
cluster member becomes inoperative for any reason as well 
as have a reasonable process for refusing to declare a cluster 
member inoperative because of packet losses which are 

20 inherent in any TCP/IP network. This monitoring process is 
done in the preferred embodiment by a method whereby 
each non-member cluster member keeps a "master watchdog 
timer" and the master keeps a "client watchdog time~ for all 
cluster members. These watchdog timers are merely routines 

25 whereby the cluster member's OS periodically checks a 
"watchdog time-value,. to see if it is more than ut"" time 
earlier than the current time (that is, to see if the watchdog 
time value has been reset within the last "t" time). If the 
routine finds that the difference between the current time and 
the watchdog time value is greater than "t" time then it 

30 
declares the cluster member related to the watchdog timer to 
be inoperative. These watchdog time values are reset when
ever a cluster member sends a "keepalive" packet 
(sometimes called a "heartbeat" message) to the other mem-

If he is in the unicast or mullicast mode the master drops the 
packet because the assigned cluster member would have 
seen it 936. If however, the master was in the forwarding 
mode the master will forward the packet to the assigned 35 

member for processing 943. If the assigned cluster member 
has not acknowledged receiving the assignment yet 940 then 
save tbe packet until he does acknowledge the assignment 
941 and then forward the packet to him to process 943. If 
when the master checked to see if this work set bad been 
assigned at 927 the answer is no 928 then the master will 
assign this work set to the least loaded member 937 and then 
resume its previous task 939 until the assigned member 
acknowledges receipt of the assignment as described above. 

bers. 
Generally a "keepalive" message is a message sent by one 

network device to inform another network device that the 
virtual circuit between the two is still active. In the preferred 
embodiment the master unit sends a "master keepalive" 
packet that contains a list of the cluster members, an 

40 "adaptive keepalive intervar and a current set of work 
assignments for all members. The non-master cluster mem
bers monitor a Master watchdog timer to make sure lbe 
master is still alive and use the "adaptive keepalive interval" 
value supplied by the master to determine how frequently 

If work is for this member, the packet is passed on to the 
local TCP/IP slack. 
State Maintenance 

RFC 1180 A TCP/JP Tutorial, T. Socolofsky and C. Kale, 
January 1991 generally describes the TCP/IP protocol suite 
and is incorporated fully herein by reference. In the present 
invention, a key element is the ability to separate the TCP 
state into an essential portion of the stale and a calculable 
portion of the state. For example, the stale of a TCP mess:'ge 
changes constantly and accordingly il would not be pracllcal 
for a cluster member to transfer all of this TCP state to all 
of the other members of the cluster each time the state 
changed. This would require an excessive amount of storage 
and processing time and would essentially double the traffic 

45 they (the non-master cluster members) must send their 
"client keepalive" packets so that tbe master can monitor 
their presence in the cluster. The "client keepalive" packets 
contain a monotonically increasing sequence number which 
is used to measure packet loss in the system and to adjust the 

50 probability of packet loss value which is used to adjust the 
adaptive keepalive interval. Generally these calculations are 
done as follows in the preferred embodiment, however it 
will be understood by those skilled in these arts that various 
programming and logical circuit processes may be used to 

ss accomplish equivalent measures of packet loss and related 
watchdog timer values. 

60 
to the members of the cluster. The ability of the member 
units to maintain the state of these incoming messages is 
critical to their ability to handle the failure of a member unit 
without requiring a reset of the message session. FIG: 7 
depicts the preferred embodiment's definition of which 
elements of the TCP slate are considered essential and 
therefore must be transferred to each member of the cluster 65 

701 when it changes, and which elements of the TCP state 
are considered to be calculable from the essential state 703 

Each client includes a sequence number in its "client 
keepalive" packet. When the master gets this keepalive 
packet for client "x" be makes the following calculations: 

S4•[lbis sequeacc oumbccr}-(Ia.s& sequenc;e aumber]-l 

This value S,. is tYPically={) or 1 and represents the 
number of dropped packets between the last two keepalive 
messages, or the current packet loss for client "xn. 

This value is then used in an exponential smoothing 
formula to calculate current average packet loss "P" as 
follows; 
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P.-·P ....,f{l21/12ll}+S .xflll28] 

This P ~ !hen represents the probability of a lost packet, 
and 

P" (P to the nth power) would represent !he probability of 
getting "n" successive packet losses. And 1/P"would be bow 
often we would lose "n" packets in a row. 

So "n" is defined as the number of lost packets per 
interval, and P" !hen is the probability of losing "n" packets 
in an intervaL Obviously if we Jose more than some number 
of packets in a given interval !he cluster member is either 
malfunctioning, inoperative or the network is having prob
lems. In the preferred embodiment we assume "n" is a 
number between 2 and 20 and calculate its value adaptively 
as follows 

We call the interval "K" and set 1/K=n P". By policy we 
set K=3600 (which is equivalent to a period of 1 week) and 
then calculate the smallest integer value of "n" for which n 
P". <V>60o. In the preferred embodiment this is done by 
beginning the calculation with n=2 and increasing n by 1 
iteratively until the condition is met. The resulting value of 
"n" is !he adaptive keepalive interval which the master then 
sends to all of the cluster members to use in determining 
how often they are to send their "Client keepalive" mes
sages. 

14 
members for further processing in order to load balance 
processing of incoming messages. 

3. The apparatus of claim 1 further comprising a first 
program code mechanism in each of the plurality of cluster 

5 members configured to save state for each message session 
including TCP state. 

4. The awararus of claim 3 further comprising a second 
program code mechanism in each of the plurality of cluster 
members configured to transfer an essential portion of the 

10 
saved state for each message session to each of the other 
cluster members, whenever required. 

5. The apparatus of claim 4 further comprising a third 
program code mechanism in each of !he plurality of cluster 
members configured to permit a cluster membe.r acting as a 
master unit to recognize an equipment failure in one of the 

lS other members in the cluster, to reassign the work of the 
failed cluster member to remaining members in the cluster 
thereby rebalancing the processing load and maintaining the 
message sessions. 

6. The apparatus of claim 5 further comprising a fourth 
20 program code mechanism in each of the plurality of cluster 

members configured to permit units which are not acting as 
the master unit to recognize an equipment failure in the 
master unit, to immediately and cooperatively designate one 
of the remaining cluster members as a new master unit. the 

25 new master unit to reassign !he work of the failed cluster 
member to remaining cluster members !hereby rebalancing 
the processing load and maintaining the message sessions. 

7. The apparatus of claim 1 wherein the memory of each 
of the cluster members includes a flash memory card con-

30 taining a program code mechanism which descnbes the 
personality of the cluster member including its cluster 
address. 

Having descnbed the invention in terms of a preferred 
embodiment, it will be recognized by !hose skilled in the art 
!hat various types of general purpose computer hardware 
may be substituted for the configuration descnbed above to 
achieve an equivalent result. Similarly, it will be appreciated 
that arithmetic logic circuits are configured to perform each 
required means in the claims for processing internet security 
protocols and tunneling protocols; for permitting the master 
unit to adaptively distribute processing assignments for 
incoming messages and for permitting cluster members to 
recognize which messages are theirs to process; and for 
recognizing messages from other members in the cluster. lt 
will be apparent to those skilled in the art that modifications 
and variations of the preferred embodiment are possible, 
which fall within the true spirit and scope of the invention 40 
as measured by the following claims. 

8. A method for operating a plurality of computers in an 
Internet Protocol (IP) Network cluster, the cluster providing 

35 a single-system-image to network users, the melhod com
prising the steps of; 

a. providing a plurality of cluster members, each cluster 
member comprising a computer system having a 
processor, a memory, a program in said memory, a 
display screen and an input/output unit; 

b. interconnecting the cluster members 'together, and 
assigning all cluster members a same internet machine 
name and a same IP address whereby a message 
arriving at !he cluster will be recogllized by the appro
priate member in the cluster and an output from any 
cluster member will be recognized as coming from the 

What is claimed is: 
1. An lmemet Protocol (IP) Network clusta apparatus 

comprising: 
a. a plurality of cluster members with all cluster members 45 

being addressable by a single dedicated Internet 
machine name and lP address for the cluster, each 
cluster member comprising a computer system having 
a processor, a memory, a program in said memory, a 
display screen and an input/output unit; 50 

cluster, and whereby the cluster members can commu
nicate with each other; and 

c. providing a filter mechanism in each cluster member, 
the filter mechanism using a hashing mechanism to 
generate an index number for each message session 
received by the cluster member, the index number 
being used to indicate to which workset a message 
belongs, worksets being assigned to cluster members to 
balance processing load, each cluster member checking 
whether the workset has been assigned to it in order to 
determine whether the cluster member must process the 
message received or ignore it. 

9. The method of claim 8 further comprising an assign-

b. a filter mechanism in each cluster member, the filter 
mechanism using a hashing mechanism to generate an 
index number for each message session received by the 
cluster member, the index number being used to indi
cate to which workset a message belongs, worksets SS 

being assigned to cluster members to balance process
ing load. each clusta member checking whether the 
workset bas been assigned to it in order to determine 
whether the cluster member must process the message 
received or ignore it. 60 men! mechanism in each cluster member, for use by a cluster 

member designated as a master unit, the assignment mecha
nism used when a message of an unassigned message 
session is received by the master unit, the assignment 
mechanism using the index number calculated by the filter 

2. The apparatus of claim 1 further comprising an assign
ment mechanism in each cluster member. for use by a cluster 
member designated as a master unit, the assignment mecha
nism used when a message of an unassigned message 
session is received by the master unit, the assignment 
meclunism using the index number calculated by the filter 
mechanism to assign sets of message sessions to cluster 

65 mechanism to assign sets of message sessions to cluster 
members for further processing in order to load balance 
processing of incoming messages. 

VNET00221299 

Petitioner Apple Inc. - Exhibit 1002, p. 911



6,006,259 
15 

10. The method of claim 8 comprising the additional step 
of each cluster member saving state for each message 
session connection including TCP state, and for segregating 
this state into an essential state portion and a non-essential 
state portion. 

11. The method of claim 10 comprising the additional step 
of each cluster member transferring to each other cluster 
member the saved essential state portion for message ses
sions for which that cluster member is responsible, such 
transfer to be made whenever the essential portion of the 
state changes, whereby all cluster members maintain essen
tial state for all message session connections. 

12. The method of claim 11 comprising the addi tiona! step 
of each cluster member recognizing rbe equipment failure of 
one of the cluster members, immediately reassigning a task 
of being the master if it is the master unit that failed, the 
master unit reassigning the work which was assigned to the 
failed cluster member, rebalancing the load on the remaining· 
tunnel-servers. 

13. An Internet Protocol (IP) network cluster apparatus 
comprising: 

a. a plurality of interconnected- cluster members, each 
cluster member comprising a computer system having 
a processor, a memory, a program in said memory, a 
display screen and an input/output unit; 

b. means in each of the plurality of cluster members for 
recognizing other members of Lbe plurality of cluster 
members which are connected together and cooperat
ing with the other members to adaptively designate a 
master unit; and 

16 
c. means for generating an index number for each mes

sage session received by a cluster member, the index 
number being used to indicate whether the cluster 
member must process the message received or ignore 
it. 

14. The apparatus of claim 13 further comprising means 
in each of the plurality of cluster members for saving 
essential staie for each message session. 

10 
15. The apparatus in claim 14 further comprising means 

in each of the plurality of cluster members for periodically 
transferring the saved essential state for each message 
session to each of the other members in the cluster. 

16. The apparatus of claim 15 further comprising means 

15 in each of the plurality of cluster members for permitting a 
cluster member acting as a master unit to recognize an 
equipment failure in one of the other cluster members, and 
for reassigning work of the failed cluster member to remain
ing members in the cluster thereby rebalancing the process-

20 ing load and maintaining message session connections, and 
for permitting cluster members which are not acting as a 
master unit to recognize an equipment failure in the master 
unit, to immediately and cooperatively designate one of the 
remaining cluster members as a new master unit, the new 

25 master unit to reassign work of the failed cluster member to 
remaining members in the cluster thereby rebalancing the 
processing load and maintaining message session connec
tions. 
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[57} ABSTRACT 

Ao apparatus and method for providing security against 
intrusion in the managed devices of a campus LAN network 
is provided. A managed hub discovers each interconnect 
device in the network that supports the security feature and 
maintains an interconnect device Jist of such devices, which 
may include token ring switches, Ethernet switches, bridges 
and routers. The managed hub detects an intrusion by an 
unauthorized address on one of its ports and notifies lhe 
interconnect devices of the intrusion by transmitting a 
security breach detected frame. After each interconnect 
device sets a filter on its respective ports against the intrud
ing unauthorized address and sends a filter set frame to the 
managed hub, the port in the maoaged hub where the 
security intrusion occurred is reenabled. 
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MANAGED NETWORK DEVICE SECURITY 
METHOD AND APPARATUS 

Reference to Related Applicatioo 

This application is related to the following application 
having the same assignee and inventorship and containing 
common disclosure, and is believed to have an identical 
effective filing date: "System and Method for Detecting and 
Preventing Sectority Intrusions in Campus LAN Networksn, 
Ser. No. osn80804. 

BACKGROUND OF TilE INVENTION 

This invention relates in general to computer network 
security systems and in particular to systems and methods 
for detecting and preventing intrusion into a campus local 
area network by an unauthorized user. 

As local area networks (UNS) continue to proliferate, 
and the number of personal computers (PCs) connected to 
UNs continue to grow at a rapid pace, network sectority 
becomes an ever increasing problem for network adminis
trators. As the trend of deploying distributed LANs 
continues, this provides multiple access points to an enter
prise's network. Each of these distributed access points, if 
not controlled, is a potential security risk to the network. 

To further illustrate the demand for improved network 
security, an IDC report on network management, "UN 
Management: The Pivotal Role of Intelligent Hubs", pub
lished in 1993, highlighted the importance of network secu
rity to UN administrators. When asked the importance of 
improving management of specific UN devices, 75% of the 
respondent~ stated network security is very important. When 
further asked about the growing importance of network 
security over the next three years, many respondents indi
cated thai it would increase in importance. 

More recently, a request for proposal from the U.S. 
Federal Reserve specified a requirement that a LAN hub 
must detect an unauthorized station at the port level and 
disable the port within a 10-second period. Although this 
requirement will stop an intruder, there is an inherent 
weakness in this solution in that it only isolates the security 
intrusion to the port of entry. The rest of the campus network 

2 
actually been used and do not indicate a list of the media 
access control (MAC) addresses that have been filtered. 
Therefore, filters do not provide an adequate detection 
mechanism against break-in attempts. 

Another security technique that is commonly employed in 
hubs is intrusion control. There are token ring and Ethernet 
managed hubs that allow a network administrator to define, 
by MAC address, one or more authorized users per hub port. 
If an unauthorized MAC address is detected at the hub port, 

10 then the port is automatically disabled. The problem with 
this solution is that prevention stops at the bub and no further 
action is taken once the sectority intrusion bas been detected. 
This solution does not provide a network-centric, system
wide solution. It only provides a piecemeal solution for a 

15 particular type of network hardware namely, the token ring 
and Ethernet managed hubs. The result is a fragmented 
solution, where security may exist for some work groups 
that have managed hubs installed, but not for the entire 
campus network. At best, the security detection/prevention 

20 is localized to the hub level and no solution exists for a 
network-wide solution. 

Other attempts to control LAN access have been done 
with software program products. For example, IBM Corpo
ration's Lao Network Management (LNM) pToducts LNM 

25 for OS2 and LNM for AlX both provide functions called 
access control to token ring LANs. There are several prob
lems with these solutions. One problem with both of these 
solutions is that it takes a long time to detect that an 
unauthorized station has inserted into the ring. An intruder 

30 could have ample time to compromise the integrity of a LAN 
segment before LNM could take an appropriate action. 
Another problem with the LNM products is that once an 
unauthorized MAC address bas been detected, LNM issues 

35 ~::'n~~;~o~~~ ~~~t~~a~io~~~mf~~;~n::~~~~~ n:Spr~~~ 
the station from reinserting into. the ring and potentially 
causing more damage. Because these products do not pro
vide foolproof solutions, and significant security exposure 
still exists, they do not provide a viable solution to the 

40 problem of network security for campus LAN environments. 
Thus, there is a need for a mechanism in the managed 

devices of a computer network that enables a comprehensive 
solution and that not only provides for detection of security 

45 
intrusions, but also provides the proactive actions needed to 
stop the proliferation of security intrusions over the domain 
of an entire campus network. 

is unaware of an attempted break-in. The detection of the 
unauthorized station and the disabling of the port is the first 
reaction to a security intrusion, but many significant 
enhancements can be made to provide a network-wide 
security mechanism. Where the above solution stops at the 
hub/port level, this invention provides significant enhance· 
ments to solving the problem of network security by pre- 50 
senting a system wide solution to detecting and preventing 
security intrusions in a campus LAN environment. 

SUMMARY OF TilE INVENTION 

It is, therefore, an object of the invention to provide an 
apparatus and method in a managed device for detecting and 
preventing security intrusions in a computer network. 

It is anotbeT object of the invention to provide an appa
ratus a'_Kl me~ ~n a managed bub for detecting and 
prevenhng secunty mtrusions in a computer network. 

In today's environment, network administrators focus 
their attention on router management, bub management, 
server management, and switch management, with the goals ss 
of ensuring network up time and managing growth (capacity 
planning). Security is often an afterthought and at best 
administrators get security as a by-product of employing 
other device functions. For example, network administrators 
may set filters at router, switch, or bridge ports for perfor- 60 

mance improvements and implicitly realize some level of 
security as a side effect since the filters control the flow of 
frames to LAN segments. 

The problem with using filte!S is that their primary focus 
is on performance improvements, by restricting the flow of 65 

certain types of network traffic to specified LAN segments. 
The filters do not indicate how many times the filter bas 

Overall. this invention can be described in terms of the 
followi~g procedures or phases: discovery, detection, 
prevention, hub e~able, and security clear. During each of 
these phases, a senes of frames are transmilled between the 
interconnect devices on a campus network. These frames are 
addressed to a group address (multicast address). This well 
known group address needs to be defined and reserved for 
the LAN securit~ functions that are described herein. This 
group address will be referred to as LAN security feature 
group address throughout the rest of this description. 

. The ~mpus ~security feature relies on managed hubs 
diScovermg lhe mterconnect devices in tbe campus LAN 

VNET00221318 
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segment that support this LAN security feature. The term 
"LAN interconnect device" is used throughout this descrip
tion to refer to LAN switches (token ring and Ethernet 
10/100 Mbps), LAN bridges and routers. The managed bub 
maintains a list of authorized MAC addresses for eacb port 
in the managed hub. If the managed hub detects au unau
thorized station connecting to the LAN, the hub disables the 
port and then transmits a security breach detected frame to 
the LAN security feature group address. Each of the LAN 
interconnect devices on the campus IAN segment copies the 

10 LAN security feature group address and performs the fol
lowing steps: 1) set up fillers to filter the intruding MAC 
address; 2) forward the LAN security feature group address 
to other segments allached to the LAN interconnect device; 
and 3) send an acknowledgement back to the managed bub 
indicating that the intruding address has been filtered at the lS 

LAN interconnect device. Once the managed hub receives 
acknowledgements from all of the interconnect devices in 
the campus LAN, the port where the security intrusion was 
detected is re-enabled for use. Another- part of the invention 
provides a network management station with the capability 20 

to override any security filter that was set in the above 
process. 

The following is a brief description of each phase in the 
preferred embodiment of the invention: 
1. Discovery 25 

In this phase, the managed bub determines the intercon
nect devices in the campus network that ar-e capable of 
supporting the LAN security feature. The managed hub 
periodically sends a discovery frame to the LAN security 
feature group address. The managed hub then uses the 30 
responses to build and maintain a table of interconnect 
devices in the network that support the security feature. 
2. Detection 

In the detection phase, the managed hub compares the 
MAC addresses on each port against a list of authorized 35 
MAC addresses. If an unauthorized MAC address is 
detected, then the managed bub disables the port and notifies 
the other interconnect devices in the campus network by 
transmitting a security breach detected frame to the LAN 
security feature group address. 40 

3. Prevention 
The prevention phase is initiated when a LAN intercon

nect device receives the security breach detected frnme. 
Once this frame is received, the LAN interconnect device 
sets up a filter to prevent frames with the intruding MAC 45 

address from flowing through this network device. The LAN 
interconnect device then forwards the security breach 
detected frame to the other LAN segments attached to the 
interconnect device. The LAN interconnect device also 
transmits a ll!te~ set frame back to the managed hub. 50 

4. Hub Enable 
The hub enable phase takes place when the managed bub 

has received all acknowledgements from the LAN intercon
nect devices in the campus network. When the acknowl
edgements have been received, the managed hub re-enables 55 

the port where the security intrusion occurred. 
5. Security Clear Condition 

In this phase, a network management station can remove 

4 
FIG. 2 is a component block diagram f01: an SNMP 

managed device. 

FIG. 3 is a component block diagram for a network 
management station. 

FIGS. 4A-4C show general frame formats for Ethernet 
and token ring frames. 

FIGS. SA-SE show the information contained in the 
Ethernet and token ring frame data fields to represent the 
different frame types that are implemented in the preferred 
embodimenl. 

FIG. 6 illustrates the structure of the Interconnect Device 
List (lCD). 

FIG. 7 illustrates the structure of the Breach List. 
FIG. 8 illustrates the structure of the Intrusion List. 

FIG. 9 is a flow chart of the processing that occurs in the 
managed hub to initiate the discove~:y phase of the invention. 

FIG. 10 is a flow chart of the processing that occurs in the 
interconnect device during the discovery phase of the inven
tion. 

FIG. 11 is a fiow chart of the processing that occurs in the 
managed hub during the discovery phase of the invention in 
response to the receipt of a discovery response frame. 

FIG.12 is a flow chart of the processing that occurs in the 
managed hub during the detection phase of the invention. 

FIG. 13 is a flow chart of the processing that occurs in an 
interconnect device during the prevention phase of this 
invention. 

FIG.14 is a flow chart of the processing that occurs in the 
managed bub during the hub enable phase of the invention. 

FIG. 15 is a flow chart of the processing that occurs in the 
interconnect devices in response to the receipt of a security 
clear condition frame. 

FIG. 16 is an example of the implementation of the 
invention in a campus LAN environment. 

FIG. 17 is an example of the data flows corresponding to 
the example implementation in a campus LAN environment. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The preferred embodiment of this invention uses the 
SNMP network management protocol, since SNMP is the 
most prevalent network management protocol in the indus
try and is the most widely deployed in campus networks. It 
should be noted that the concepts in this invention related to 
network management could also be applied to other network 
management protocols such as CMJP or SNA. 

FIG. 1 illustrates a typical campus network environment 
in which the present invention can be implemented. As 
shown in the figur-e, the campus network 10 contains inter
connect devices. such as router 12, router- 14, token ring 
switch 16, bridge 18, managed hubs 20, 22, 24. network 
management station 26, workstation 28 and file server 30. 

The managed hubs and interconnect devices depicted in 
FIG. 1 are consider~ SNMP managed devices. The typical 
component block diagram for an SNMP managed device is 
illustrated in FIG. 2. A typical managed device is an embed-a filter from a LAN interconnect device that was previously 

set in the prevention step. 

BRIEF DESCRIPTION OF Tim DRAWINGS 

The invention will be described with respect to a preferred 
embodiment thereof which is further illustrated and 
described in the drawings. 

60 ded system that includes a system bus 50, random access 
memory (RAM) 52. NVRAM 54 to store configuration 
information, FLASH EPROM 56 to store the operational 
and boot-up code, a processor or CPU 58 to execute the code 
instructions, and a media access control (MAC) chip 66 that 

65 connects the device to the network 10. FIG. 2 also shows 
operational code 60, TCP!IP protocol slack 62 and SNMP 
agent code 64. In most instances, the operational code and 

FIG. 1 is a block diagram of a campus network in which 
the present invention can be implemented. 
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the frame processing code execute in FLASH memory 56 or 
in RAM 52. The code that implements several phases in this 
invention is included as a part of the operational code 
(microcode or firmware) of the managed device. The MAC 
chip 66 copies the frames corresponding to the different 
phases into RAM 52 and notifies. the processor 58, usually 
via an interrupt, that a frame is ready for processing. The 
operational code 60 handles the interrupt and processes the 
frame. 

FIG. 3 illustrates the typical component block diagram for J() 

a network management station such as tbat indicated by 
reference numeral 26 in FIG. L The network management 
station includes a processor 70, witb a system bus 90 to 
which RAM 72, direct access storage device (DASD) 74, 
other peripherals 76, display monitor 78, keyboard 80, IS 

mouse 82 and network interface card 84 are connected. 

FIGS. 4A--4C show the general frame formats for Ether
net and token ring frames. The LAN security feature group 
address is placed in the destination address (DA) field of the 
discovery request, security breach detected and security 2" 

clear condition (optionally) frames as discussed more fully 
below. The data field portion of each frame is used to pass 
the additional information related to this security feature. 

The following describes the information that is included 
25 

in the data fields of the Ethernet and token ring frame types 
to represent tbe different frames that are specific to the 
preferred embodiment of the invention. 

The discovery request frame shown in FIG. SA is sent to 
the LAN security feature group address and tbe data field 30 
includes a one byte field which indicates that the frame type 
(frame type identifier x '01 ') is a discovery request frame. 
The time stamp field is the system time value when the 
discovery request frame is transmitted.lt is used to correlate 
the discovery response frame with the discovery request 35 
frame. 

The discovery response frame shown in FIG. 5B is sent to 
the individual MAC address of the managed hub that 
initiated the request. The data field in this frame includes a 
one byte field which indicates that the frame type is a 40 
discovery response frame (frame type identifier x '02'), and 
also contains the MAC address of tbe LAN interconnect 
device sending the frame, a description of the LAN inter
connect device (e.g., IBM 8272 Model 108 Token Ring 
Switch), and a time stamp thai is used to correlate the 45 

discovery response frame with the discovery request frame. 
The security breach detected frame shown in FIG. 5C is 

sent to the LAN security feature group address and the data 
field includes a one byte field which indicates that tbe frame 
type is a security breach detected frame (frame type ideo- 50 
tifier x '03') and contains the MAC address that was 
detected as the security intruder. Other fields of this frame 
contain the module number and port number where the 
security breach was detected and the system lime when the 
security breach was detected. When the time stamp value is 55 

used in combination with the intruding MAC address and 
module and port numbers, it forms an intrusion identifier as 
will be referred to subsequently. Following the time stamp 
are device field length indicating the length of the field that 
follows and address fields. The address field contains the list 60 

of addresses that have processed and forwarded the security 
breach detected frame. It starts with the originating MAC 
address of the managed hub. Each successive interconnect 
device that receives the frame, appends its MAC address to 
the end of this field and updates the device field length 65 
before it forwards the frame. It provides an audit trail or path 
that the security breach detected frame followed throughout 

6 
the network. A network management station can monitor the 
progress of the security breach detected frame througb 
information in the trap frames that it receives. 

The filter set frame shown in FIG. 50 is sent to the 
individual MAC address of the managed hub that initiated 
the security intrusion condition. The data field includes a one 
by1e field which indicates that the frame type is a fill er set 
frame (frame type identifier x '04') and contains the MAC 
address of the LAN interconnect device sending the frame. 
Other fields in this frame are the MAC address of the 
detected intrusion, the module and port number of tbe 
managed bub wbere the security intrusion was detected, and 
the tinle stamp representing the system lime when the 
security breach was detected. 

The security clear condition frame shown in FIG. SE can 
be sent to the LAN security feature group address or to the 
individual MAC address of a LAN interconnect device. The 
data field includes a one byte field which indicates that the 
frame type is a security clear condition frame (frame type 
ideotifier x '05') and contains tbe intruding MAC address to 
remove as a filter. 

Trap frames are sent to the network management station 
at various times depending upon the phase of the invention 
that is being performed. All trap frames have the .same basic 
format with the information in each trap frame varying 
according to the phase. 

In the discovery phase, traps are sent as a result of the 
managed hub deleting an interconnect device from the list of 
devices that are in the security domain of interconnect 
devices. The discovery trap frame contains the trap identifier 
(x '01 '), tbe MAC address of the interconnect device and 
device description. This trap indicates tbat an interconnect 
device was removed from a managed hub interconnect 
device list because it did not respond to the managed hub 
with a discovery response frame within the allotted time 
period of the discovery window_ 

Traps sent in the detection phase indicate that the man
aged hub detected an intrusion on one of the hub ports. 
Information in this trap frame includes trap identifier (x 
'02'), the MAC address of the intruding device, the module 
and port number of the detected intrusion, and the time when 
the security intrusion was detected. 

Traps sent in the prevention phase indicate that the 
interconnect device has completed tbe processing of a 
received security breach detected frame. This trap frame 
contains the trap identifier (x '03'), the MAC address of the 
intruding device, the module and port number of the 
detected intrusion, the time when the security breach was 
detected and a variable length address field. This last field 
contains a list of MAC addresses for all tbe devices that bave 
processed the security breach detected frame. This informa
tion provides to the network management station the path 
that the 5ecurity breach detected frame followed through tbe 
network. 

Traps sent in the hub enable phase indicate that the 
managed hub bas reenabled a hub port as a result of 
receiving filter set frames from all of the interconnect 
devices in the discovered security domain, i.e., all the 
discover_ed ~terconnect devices. This trap frame contains 
the trap tdentJfier (x '04'), the MAC address of the intruding 
device, tbe module and port number of the detected 
intrusion, and the time when tbe security breach was 
detected. 

For token ~ing net~orks, the information in the trap 
frames can be mcluded m frames addressed to the functional 
address of the LAN manager. The LAN management frame 
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format and defined functional address are specified in the 
IBM Token Ring Network Architecture (SC30-3374-02) 
publication. 

8 
or more MAC addresses of users that are aul.borized to 
access the network. The managed hubs can be 10 or 100 
Mbps Ethernet or token ring hubs. Current hub chipsets 
provide the capability to determine the last source MAC 
address that is seen on a port. When a station attempts to 
connect to a network, either by inserting into the token ring 
or by establishing a link slate with an Ethernet bub, the last 
source address seen on the port is compared to the autho
rized list of MAC addresses that has been defined for this 

For managed hubs, the authorized address lis! (AAL) 
controls which MAC addresses are allowed to connect to 
specified ports. Each entry in the AAL consists of two fields: 
port number and authorized address. The port number iden
tifies a specific port on the hub; the authorized address field 
specifies the address or addresses that are allowed to connect 
to l.be port. 

The AAL can be built by the network administrator as part 

10 
port. If the address is authorized then normal network 
operations occur. Jf the address is not authorized, l.ben the 
managed hub performs the following actions: 

1. disables the port; 
2- sends an SNMP trap frame to the network management 

station; 
3. sends an alert frame to the functional address of the 

LAN Manager (token ring); and 
4. transmits a security breach detected frame (FIG. 5C) to 

the LAN security feature group address. 

of the configuration of the managed hub. The network 
administrator identifies the addresses that are allowed to 
connect to specific ports on the bub. After the initial 
configuration, the AAL can be updated in several ways. The 15 

network management station can add or delete entries in l.be 
AAL by sending SNMP management frames. Since most 
managed hubs provide a Telnet interface into the device to 
change configuration parameters, a Telnet session could be 
used to add or delete entries in the AAL Also, since most 
managed hubs provide for the attachment of a local console 
over an RS232 serial port connection which can be used to 
change configuration parameters, a local console session can 

20 
Additional variables in the SNMP trap provide informa-

tion about the point of intrusion: e.g. the module id (in the 
case of stackable hubs), the port number, the network 
number (in cases where hubs have multiple backplanes), and 
a time stamp (sysUpTime) of when the intrusion was 

be used to add or delete entries in the AAL. 
Alternatively, the AAL can be built dynamically through 

a learning process. Most managed hubs provide a mecha
nism in the hardware to capture the addresses of the stations 
that are attached to the ports of a hub. These learned 
addresses can be provided to the network management 
station as those stations authorized to access the hub. These 
learned addresses are then used as the AAL for the managed 
hub. 

25 
detected. SysUpTime is an SNMP MIB variable that repre
sents the time (units of O.Ols) since the network manage
ment portion of the system was last re-initialized. 

Some managed hubs support multiple backplanes or net
works. In this case, the security breach detected frame is 
transmitted on all of the active backplanes/network.o;. within 

30 the hub. 
The well known group address needs to be defined and 

reserved for LAN security functions. The security breach 
detected frame (FIG. sq containing the MAC address of the 

35 
station that intruded into the network is sent to l.be LAN 
security feature group address. 

The discovery phase is initiated by each managed hub in 
the campus network. Its purpose is to determine the LAN 
interconnect devices in the campus LAN that support the 
LAN security feature. Each managed hub periodically trans
mits a discovery frame (FIG. SA) to the LAN security 
feature group address. The managed hub then uses the 
information in l.be response frame (FIG. SB) to build and 
maintain a list of all of the devices that support the LAN 
security feature. This list is referred to as the Interconnect 
Device List (lCD). The addresses in this list are used in the 
hub enable phase to correlate the reception of tbe filter set 
frame (FIG. 5D) with entries in the list. The managed hubs 45 
typically store these lCD lists in management information 
base (MlB) tables where they can be retrieved, upon request, 
from a network management station. 

The prevention phase spans the network. Each intercon
nect device in the campus network is configured to copy 
frames addressed to the LAN security feature group address. 

40 
Upon a security intrusion, the network interconnect devices 
copy the security breach detected frame (FIG. sq and 
perform the following functions: 

1. set filters based on the intruder's MAC address. 
2. transmit a security breach detected frame (FIG. SC) to 

l.be LAN security feature group address. 
3. send ao SNMP trap frame to the network management 

station. 
4. send an alert frame to the functional address of the LAN 

manager (token ring). The discovery phase can also be used to provide an 
inte&rity check on the lCD list of devices supporting the 50 
LAN security feature. Jly periodically transmitting the dis
covery frame (FIG. SA) to the LAN security feature group 
address, checks can then be made to ensure that all of the 
devices are still in the lCD security list. If any discrepancies 
are detected, e.g., if a station is removed from the list or 
added to the list, then an SNMP trap is sent to the network 
manaaemenl station. This notification alerts the network 
admu;'istrator that a potential security exposure exists in the 
campus network .. FIG. 6 illustrates the structure of the lCD 
list along with the information stored in the list for each 60 
discovered interconnect device. Other lists that are built and 
maintained in the detection and prevention phases are the 
Breach List shown in FIG. 7 and the Intrusion List shown in 
FIG. 8. Their use will be explained below in the description 

5. transmit filter set frame (FIG. SD) to the MAC address 
of the hub that initiated the security breach process. 

Setting filters by the network interconnect device prevents 
intrusion attempts with this MAC address originating else
where in the campus network from flowing through this 

55 interconnect device. This protects an enterprise's data on 
this segment of the network from any attacks via the 
intruder's MAC address. 

of the detection and prevention phases. 
The detection phase operates at the managed hub level. 

Each port on the managed hub can be configured to hold one 

The interconnect device extracts the intrusion identifier 
information from the security breach detected frame. If this 
is the first time the interconnect device bas received a 
security breach detected frame with this intrusion identifier 
the interconnect device adds this information to the Intrusio~ 
List, then checks to ensure the filter has been set for the 
intruding MAC address and resets, if required. The inter-

65 connect device then transmits the security breach detected 
frame on all ports except the port on which the security 
breach detected frame was received. 
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Sending the trap frame indicates that the filter has been set 
as a result of receiving the security breach detected frame. 
Likewise, sending the alert frame indicates that the filter has 
been set as a result of receiving the security breach detected 
frame. 

The hub enable phase operates at the network level. The 
hub that initiates the security breach process receives the 
filter set frames from the interconnect devices in the campus 
network. The hub then waits to receive responses back from 
all of the interconnect devices that were determined io the 10 

discovery phase to be in the campus network. When all the 
interconnect devices in the network have responded to the 
bub with the filter set frame, the hub then re-enables the port 
for use and then sends a TRAP frame back to the network 
management station indicating that all filters have been set 15 

for the intruding MAC address. The network management 
station can optionally forward this inform11tion to a network 
management application such as IBM Corporation's 
NetView/390 product via an alert. 

The security clear condition phase of Ibis invention pro- 20 
vides the capability for a network administrator to manually 
override, if necessary, one of the filters that has been set in 

10 
Step 106: The discovery phase is initiated periodically as 

an integrity check on the security feature coverage within 
the network. The period is adjustable to reflect variable path 
lengths or round-trip-times between a managed hub and 
interconnect devices. The period can be set via SNMP. The 
longer t he period, the less the integrity of the network 
coverage. The shorter the period, the higher the traffic rate 
required for the security feature. 

Step 107: Set a pointer to the he ad of the list of lCD 
(Interconnect Device) List items. The pointer may point to 
an item or nothing if there are not items in the list. (The lCD 
List is a list of the interconnect devices that responded in a 
previous discovery phase). This part of the task is to update 
the Interconnect Device List by updating items as appropri-
ate or deleting them as necessary. 

Step 108: Does the pointer point to an item in the list or 
does it point beyond the end of the list? 

Step 109: Each lCD List item has a time stamp from the 
last discovery response frame received from the device. 

Step 110: Js the time for the item in the JCD Li~t later than 
current time? 

Step 111: Jf yes, the managed hub has reset or rolled over 
its SysUpTune since the last response from the 1<...1). Set the 
time in the lCD List item to current time. 

Step 112: Js the difference between the current time and 
the last response time from the item greater than the dis
covery window? 

the prevention phase. The network management station 
could globally clear, i.e., remove a filter from all LAN 
interconnect devices by transmitting the security clear con- 25 

dition frame (FIG. SE) to the LAN security feature group 
address. The network management station could selectively 
clear, i.e., remove a filter from a LAN interconnect device by 
transmitting the security clear condition frame to the MAC 
address of the specific LAN interconnect device. 

Step 113: Assume the device is inaccessible due to 
network or device outage and purge the item from the lCD 
List. Also, decrement the outstanding filter set count on all 

30 the Breach List items. 
FIGS. 9-15 are flow charts that illlL'itrate the processing 

that occurs in the managed hub and in the interconnect 
devices during each phase of the invention. The code to 
implement the discovery phase of this invention runs within 
the managed hub and interconnect device as event driven JS 
threads within the real time OS embedded system. The flows 
in FIG. 9 depict the processing that occurs in the managed 
hub to initiate each discovery phase. This task manages the 
initialization and update of the Interconnect Device List and 
timing of the next iteration of the discovery phase. The 40 

following briefly describes each logic block in the figure. 
Step 100: Entry to this task can be caused by a power on 

and/or reset. This would be one of many tasks that would run 
in response to Ibis event. 

Step 101: There are two lists, a period, a window, and two 45 

flags that are used by the managed bub in this invention. The 
lCD (Interconnect Device) List contains information on the 
devices found during the discovery phase. The Breach List 
contains information on intrusions recognized by the hub 
and in the process of being secured. The period is the time 50 
between discovery phases. The window is the time between 
when a discovery phase is initiated and when an Intercon
nect Device must respond before being assumed ina_cces
sible due to network or device outage. One flag IS an 
indication that initialization bas completed. The other flag is 55 
an indication that the security feature is enabled. The lists, 
the period, the window and the enabled flag may be cleared 
or loaded from persistent memory. The initialized Hag is set 
to True. 

Step 102: Test for whether the security feature is ena~led. 60 

Step 103: Each managed hub maintains a MIB vanable 
that is called SysUplime. This is used as a time stamp for 
~curity feature frames. 

Step 104: The disoovery frame is built with the data field 
containing the type of the frame-Request. . 65 

Step 105: The frame is sent to the LAN secunty feature 
group address. 

Step 114: Jf there is a network management station (NMS) 
that is receiving traps from the managed hub and the traps 
are enabled, send a trap indicating that the interconnect 
device is no longer accessible. If there is an LNM for OS/2 
station available and traps are enabled, send a trap to the 
LNM for OS/2 station. 

Step US: Move the lCD List pointer to the next item or 
to the end of the list if no more entries exist. This is for 
stepping through the entire list of lCD items. 

Step ll6: End the task and return to the embedded system 
OS. 

Step 117: Enter this task due to a timer driven interrupt 
(set in step 106). 

The flows in FIG. 10 depict the processing that occurs in 
the interconnect devices during each iteration of the discov
ery phase. This task responds to the receipt of a discovery 
request frame by sending a discovery response frame. The 
following briefly descnbes each logic block in the figure. 

Step 143: The task is initiated by the receipt of a discovery 
request frame. 

Step 144: A check is made for whether the security feature 
is enabled. This determines if any additional processing is 
required. 

Step 145: The source MAC address and time stamp are 
extracted for building the response. 
. Step 1~6: The discovery response frame is built using the 
mf~ahon from the discovery request frame that was just 
received. 

Step 147: The frame is sent to the originating managed 
hub. 

Step 148: The !ask ends, returning control to the embed
ded OS. 

The flows in FI?. 11 depict the processing that occurs in 
the managed hub '? respo~ to. the receipt of 3 discovery 
respon~ frame. ThiS task mamtams the state of this iteration 
of the diSCOvery phase. The following briefly describes each 
logic block in the figure. 
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Step 130: The task is initiated in the managed hub by the 
receipt of a discovery response frame. 

Step 131: The interconnect device information is 
exlracted from the frame. 

12 
the port is already disabled, then processing continues at step 
230. If the port is enabled, processing then continues at step 
260. 

Step 260: In this step, the port is disabled. Processing then 
Step 132: The Interconnect Device List is searched for an s 

item with a MAC address matching the source address of the 
discovery response frame. 

continues at step 265. 
Step 265: In this step, an entry is added to the Breach List 

containing the following: MAC address that was detected as 
the intruder, the module and port number where the intrusion Step 133: Has a match been found? 

Step 134: If a match is found, update !he last response 
time in the lCD List item with the time stamp that was 10 

extracted from the discovery response frame. 

was detected, the time (sysUpTime) when the security 
breach was detected, and the outstanding filter set count 
which is set to the number of entries in the lCD list. 

Step 135: If there is no match, assume that the device is 
not in the list because of either network/device outages or 
the device has just started utilizing the security feature. It is 
necessary to determine if the discovery window is still large 15 

enough. The round-trip-lime is calculated, and mulliplied by 

Processing then continues at step 270. 
Step 270: In this step, the security breach detected frame 

is transmitted on all network segments of the hub. The info 
field of the security breach detected frame includes the 
following: MAC Address of the intruder, module number, 

2 to derive a potential discovery· window. If this is larger 
than the current discovery window, the discovery window 
needs to be changed. 

Step 136: Change the discovery window. 
Step 137: Create a new Interconnect Device List item 

using the source address from the discovery response frame, 
the device description from the frame, and the time stamp 
from the frame. Add it to the list. 

20 

port number, time stamp (sysUpTime), the device field 
length initialized to 6 (bytes), the 6 hyte MAC address of the 
managed hub. Processing then continues at step 280. 

Step 280: In this step, a trap frame is optionally sent to the 
network management station. The trap frame includes the 
following information: 

(a) trap identifier x '02'; 
This indicates that the managed bub detected in intrusion 

Step 138: Optionally send a trap to the network manage- 25 

ment station(s) and if this is a token ring, to the LAN 
manager functional address. 

on one of the bub ports. 
(b) MAC address of the intruding device; 
(c) module number of the detected intrusion; 
(d) port number of the detected intrusion; 

Step 139: The task ends, returning control to the embed
ded OS. 

The code to implement the detection phase of this inveo- 30 
lion runs as a separate task independent from the other tasks 

(e) time when the security breach was detected; 
Processing then continues at step 290. 
Step 290: In this step, a check is made to see if this 

invention has been implemented in a token ring network. 
The token ring architecture defines a special functional 

in the managed hub. The flows in FIG. 12 depict the 
processing that occurs during the dispatch of the detection 
phase task. This task simply checks all the ports in the hub 
to ensure that the station attached to the port bas been 
authorized to establish a connection on this port. The AAL 
(Authorized Address List) defines which MAC addresses are 
allowed to connect to specific ports on the hub. The follow
ing briefly describes each logic block in the figure. 

Step 200: This is the entry point for the detection phase 
task. Processing starts at port number 1 in the hub and 
continues until all of the ports in the hub have been pro
cessed. 

Step 210: This step checks if a station is attached to the 
port in the hub. If a station is attached, then an address exists 
for the port. If an address is detected for the port (i.e., a 
station is attached to the port), then processing continues 
with step 220. if there is no addre.o;s detected for this port 
(i.e., no station is attached), then processing continues with 
step 230. 

Step 220: A check is made here to ensure that the address 
that bas been detected on this port is in the list of authorized 
addresses. If the address detected on the port is authorized, 
then continue processing at step 230. If the address detected 
on the port is not in the authorized list, then processing 
continues at step 250. 

Step 230: A check is made here to see if all of the ports 

35 address that is used by LAN management stations. Func
tional addresses are only used in token ring environments. If 
the invention is implemented in a token ring network, 
processing then continues at step 295. If the invention is 
implemented in a non-token ring network, processing then 

4() continues at step 230. 
Step 295: in this step, a frame is sent to the functional 

address of the LAN manager with the information from step 
280. Processing then continues at step 230. 

FIG. 13 depicts the flows for the prevention phase of the 
45 invention. The prevention phase is implemented in the 

interconnect devices of the network. The following briefly 
describe each logic block in the figure. 

Step 300: The processing is initiated when the intercon
nect device receives a frame from the network. The inter

S() connect device copies the frame and saves the port number 
that the frame was received on. Processing then continues at 
step 302. 

Step 302: In this step, the frame that wa s copied in step 
300 is interrogated and a check is made to determine if the 

55 destination address of tlie frame is equal to the LAN security 
feature group address. if the received frame is addressed to 
the LAN security feature group address, then processing 
continues at step 306. Otherwise, the frame is of some other in the hub have been processed. If all of the ports have been 

processed, then processing resumes at step 200 with the 
processing of port number 1. if this was not the last port and 6!1 

there are more ports to process, then processing continues at 
step 240. 

type and the pr~ing_continues with step 304. 
Step 304: ThiS step IS encountered for all frame types 

other than the lAN security feature. lbe normal frame 
processing code of the interconnect device runs here. 

Step 306: In this step, the intrusion identifier information 
is copied from the frame. The intrusion identifier consists of 

65 
the following information: 

Step 240: In this step, the next port in the hub is set up to 
be processed. Processing then continues at step 210. 

Step 250: In this step a check is made to see if the port is 
already disabled. If the pori is already disabled, then the 
port/network is already secure from intruders on this port. if 

(a) MAC address of the intruder; 
(b) module number; 
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(c) port number; 
(d) time stamp; 

13 

Processing then continues at step 308. 
Step 308: In this step, a check is made to determine if the 

intrusion identifier is already in lbe Intrusion List of this 
interconnect device. If yes, processing then continues at step 
316. If no, processing lben continues at step 312. 

Step 312: In this step, the intrusion identifier information 

14 
the invention is implemented in a token ring network, 
processing then continues at step 338. If the invention is 
implemented in a non-token ring network, processing then 
continues at step 340. 

Step 338: In this step, a frame containing the same 
information in the trap frame in step 334 is sent to the 
functional address of the LAN manager. Processing then 
continues at step 340. 

is added to the Intrusion List. Processing then continues at 
step 316. 

Step 340: In this step, processing resumes again at step 
JO 300. 

Step 316: In this step, the current port of the interconnect 
device is set to port number 1. Processing then continues at 
step 318. 

Step 318: In this step, a check is made to determine if the 
intruding MAC address is already filtered on the current I5 

port. If yes, processing then continues at step 322. If no, 
processing then continues at step 320. 

Step320: In this step, a filter is set for the intruding MAC 
address on the current port. Processing then continues at step 
322. zo 

The code to implement the hub enable phase of this 
invention runs within the managed hub as event driven 
threads within the real time OS embedded system. 1be flows 
in FIG. 14 depict the processing that occurs in the managed 
hub in response to receipt of each filter set frame. 'The task 
maintains the necessary lists of interconnect devices and 
breaches to complete the hub enable phase for each breach. 
The following briefly describes each logic block in the 
figure. 

Step 400: The task is initiated in the managed hub by the 
receipt of a filter set frame. 

Step 401: Get the source address of the frame for finding 
the associated lCD List item. 

Step 322: In this step a check is made to determine if the 
filter processing has been applied to all of the ports in the 
interconnect device. If all of the ports have been processed, 
processing then continues at step 326. If there are more ports 
to process, processing then continues at step 324. 

Step 324: In this step, the current port is set to the next 
port in the interconnect device. Processing then continues at 
step 318. 

Step 402: The Interconnect Device List is scanned for an 
25 item with the same MAC address as the source addres.~ of 

the frame. 

Step 326: In this step, the security breach detected frame 
is propagated throughout the network. 1be interconnect 30 
device transmiL~ the security breach detected frame on all 
ports other than the port the original frame was received on. 
(Reference step 300 where it is determined which port the 
frame was received on). Before transmitting tbe security 
breach detected frame, the lCD appends its MAC address to 35 

the addresses field of the frame and increments the device 
field length field of the frame by 6. This provides the audit 
trail or the path information for tbe security breach detected 
frame. Processing then continues at step 332. 

Step 332: In this step, the interconnect device transmits 40 

the filter set frame to the originator of the security breach 
detected frame. The originator is determined by extracting 
the source address from the frame that was copied in step 
306. Processing then continues at step 334. 

Step 334: In this step, a trap frame is sent to the network 45 

management station. The trap frame includes the following 
information: 

(a) trap identifier x '03'; 
This indicates that the interconnect device has completed 

the processing of a received security breach detected frame. 50 

(b) MAC address of the intruding device; 
(c) module number of the detected intrusion; 
(d) port number of the detected intrusion; 

Step 403: Was a match found? If not, assume that the 
interconnect device is no longer accessible. 

Step 404: If a match is found, decrement the outstanding 
breach response count in lCD List item by 1. This provides 
an up-to-date count of outstanding responses for each lCD. 

Step 405: Extract intrusion identifier information from the 
frame. 

Step 406: Scan the Breach List for an item with a 
matching intrusion identifier. 

Step 407: Match found? 
Step 408: If a match is found, decrement the outstanding 

filter set count by 1 in the matching Breach list item. 
Step 409: Have all interconnect devices responded? Are 

all fillers set? 
Step 410: Since the intruder is now being filtered and has 

been removed from the network, remove the Breach List 
item. 

S_lep 411: If there is a listening network management 
statton(s), send a trap. If this is a token ring, send an alen to 
the LAN manager functional address. 

Step 412: Optionally reenable the port. This is a policy 
decision. II may also reflect the likelihood of the intruder 
still attempting to intrude via this same port. 

Step 413: End the task and return control to the embedded 
OS. 

The code to implement the security clear condition phase 
of this invention ruos within the interconnect devices as 
event driven threads within the real time OS embedded 

(e) time when the security breach was detected; 
(f) addresses field; 
This is a variable length field that contains a Jist of all of 

the devices that have processed the security breach detected 
frame. This information provides to the network manage
ment station the path that the security breach detected frame 60 

followed throughout the network. 

55 system .. The ~ows in FlG. 15 define the processing that 
occurs m the mterconnect devices in response to receipt of 
each secm?ty clear condition frame. The task updates the 
Intru~r LISt of breaches and completes the security clear 
cond1t1on phase for each breach. The following briefly 
descnbes each logic block in the figure. 

Processing then continues at step 336. 
Step 336: In this step, a check is made to see if this 

invention has been implemented in a token ring network. 
The token ring architecture defines a special functional 65 

address that is used for LAN management stations. Func
tional addresses are only used in token ring environments. If 

Step .500: The task is initiated in the interconnect device 
by the receipt of a security clear condition frame from a 
network management station. 

Step 501: Extract the intruder MAC address from the 
security clear condition frame. 

Step 502: Search the Intrusion List for a matching MAC 
address. 

VN ET00221324 

Petitioner Apple Inc. - Exhibit 1002, p. 936



5,905,859 
15 

Step 503: Is there a match? 
Step 504: If there is a match, remove the item from the 

Intrusion List. 

16 
filters. The data flows corresponding to the example are 
shown in FIG. 17 and are self-explanatory. 

Step 505: Remove filter for the intruding MAC address. 
Step 506: End tbe task and return control to the embedded 5 

OS. 

For simplicity, this invention bas used the term managed 
hub to refer to traditional token ring and Ethernet port 
concentration devices (e.g., IBM 8238, IBM 8224, IBM 
8225, IBM 8250, IBM 8260).1n reality, the functions of the 

1Wo examples are given below to illustrate the actions 
that are performed by the managed hub and interconnect 
devices in an implementation of this invention in an opera· 
tiona! campus environment Referring again to FIG. 1, there 
is depicted a workstation 28, attached to an Ethernet hub 24, 
that is attempting to gain unauthorized access to a file server 
30 that is located on a token ring segment.. The security 
intrusion is detected by the managed Ethernet bub 24, since 
the MAC address of the workstation 28 is not authorized for 
this port in the hub. The managed hub 24 then disables the 
port and transmits the security breach detected frame to the 
LAN interconnect device I 4 on this segment, which, in turn, 
forwards the security breach detected frame to LAN inter
connect devices 12, 16 that are attached to subnet 3 and 
subnel 4, respectively. LAN interconnect device 12, in tum, 
forwards the security breach detected frame to LAN inter
connect device 18. The LAN interconnect devices 12, 14, 
16, 18 set filters on all ports in the device to prevent frames 
with the intruding MAC address from flowing through the 
interconnect device. 

More specifically, the managed hub 24 disables the port 
and transmits the security breach detected frame to router 
14. The managed hub 24 also sends a trap frame to the 
management station 26. Router 14 applies the intruder's 
MAC address as a filter on all of its ports and forwards the 
security breach detected frame on all of its ports, except the 
port the security breach detected frame was received on. 
Router 14 then sends a trap to the network management 
station 26 and sends a filter set frame back to the managed 
hub 24. Router U and the token ring switch 16 also receive 
the security breach detected frame and perform the same 
processing operations as defined above for router 14. The 
bridge 18 receives the security breach detected frame and 
performs the same processing operations as done by router 
14. The managed hub 24 now correlates all of the received 
filter set frames with the interconnect devices 12, 14, 16, 18 
that were discovered via the discovery request/response 
frames and reeoables the port. The managed bub 24 then 
sends a trap to the management station 26 to indicate that the 
intruder's port has been reenabled. 

As a practical example of the implementation of this 
inveniion in a campus LAN environment, FIG. 16 depicts a 
university setting in which there is a managed hub on each 
floor of the buildings in a campus network. The network 
infrastructure consists of a pair of Ethernet switches attached 
to a campus backbone. Each Ethernet switch is also attached 
to a plurality of Ethernet managed hubs (one on each floor 
in each building). The figure shows a student dormitory that 
is attached to the same network that runs the university 
administration applications. There are obvious security con
cerns about students accessing the proprietary administra
tive information (i.e., grades, transcripts, payroll, accounts 
receivable/payable, etc.). 

An intruder trying to access the network via one of the 
managed hub ports in the dormitory is stopped at the port of 
entry to the network and further access to the campus 
network is prevented by having the intruder's MAC address 
filtered on all LAN interconnect devices. The symbols 
containing a "B" in FIG. 16 indicate the points in the campus 
network where frames with the intruding MAC address are 
blocked from access to LAN segments by the setting of 

managed hub can be extended to LAN switches (both token 
ring and Ethernet) where dedicated stations could he 
attached directly to the switch porL LAN switches would 

10 have to add the functionality of authorizing a set of MAC 
addresses that could attach to a switch port and detecting any 
unauthorized accesses to the switch port. 

To describe the key aspects of this LAN security 
invention, it was easiest to illustrate with an implementation 

15 using managed hubs. In reality, many large enterprises use 
a combination of both managed hubs and unmanaged hubs 
throughout their networks. This invention is readily extend
ible and the security detection mechanism can easily he 
integrated iota the function of a LAN bridge. The bridge 

20 would keep the list of authorized addresses for a given LAN 
segment where access to the LAN is via low cost unmanaged 
concentrators. The bridge would then detect any new 
addresses on the LAN segment and compare the addresses 
against the authori7..ed list. If an unauthorized address was 

25 detected, the bridge would then set up filters for the intrud
ing MAC address, and transmit the security breach detected 
frame to the other interconnect devices allached to the 
campus network. In this case, the intruder would be isolated 
to the LAN segment where the intrusion was first detected. 

30 This example shows that the composite function of the 
managed hub could be integrated into a LAN bridge and the 
bridge could control the security access for a large segment 
consisting of unmanaged concentrators. 

Another special use of this invention involves the tasks of 
35 a network administrator. A key day-to-day task for most 

network administrators falls into the category of moves, 
adds, and changes to network configuration. In this 
invention, the network management station has complete 
awareness of all of the authorized users throughout the 

40 campus network. In the event that a security breach is 
detected, in the special case where an authorized user is 
trying to gain access through an unauthorized port, the 
network management station could detect this situation and 
automatically take the appropriate actions (i.e., remove 

45 filters from the interconnect devices since this is an autho
rized user). This type of action would assist administrators 
that work in dynamic environments where there are frequent 
moves, adds and changes. 

The preferred embodiment of the invention has relied 
sa upon the detection of unauthorized MAC addresses by the 

managed huh. It can easily be modified to apply to the 
network layer Qayer 3) or higher layers, in the Open System 
Interconnection (OSI) protocol stack and work with such 
well known network protocols as TCP/IP, IPX, HTTP, 

55 AppleTalk, DECnet and NETBIOS among others. 
Currently, many LAN switches have custom application 

specific integrated circuits (AS!Cs) that are designed to 
detect or recognize frame patterns in hardware. These LAN 
switches use this frame tYPe recognition capability primarily 

60 for frame forwarding based on the IP address and for placing 
switc~ ports in ~ virtual LAN (VLAN). In order to provide 
secunty pro!ectJOn at the network layer, it will be clear to 
one skilled m the art that the authorized address list (AAL) 
described herein can be extended to include IP addresses. 

65 ~~so-modified AAL, coupled with the LAN switch capa
bdJty t? detect IP addresses in a frame will enable imple
mentatmo of the detection and prevention phases to support 
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IP addresses. In the detection phase, the ASIC-based LAN 
switch can be used to obtain the IP address that is connected 
to a porL The detected IP address would then be compared 
to the authorized IP addresses in theAAL. If an unauthorized 
IP address is detected, the invention works as previously 5 
described with the disabling of the port and the transmission 
of the security breach detected frame. In the prevention 
phase, the interconnect devices are notified of intruding IP 
addresses and then apply filters for the intruding IP address. 

18 
5. The method for providing security against intrusion of 

claim 1 further comprising the steps of building and main
taining an authorized address list of addresses that are 
allowed to connect to each port in said managed device. 

6. The method for providing security against intrusion of 
claim 5 wherein each entry in said authorized address list 
includes a port number and an authorized address. 

7. The method for providing security against intrusion of 
claim 1 wherein said discovering step includes the steps of: 

transmitting a discovery request frame, said discovery 
request frame having a security feature group address; 

receiving a discovery response frame from each of said 
security-enabled interconnect devices; 

building and maintaining an interconnect device list of 
said security-enabled interconnect devices that trans
mitted said discovery response frame back to said 
managed device. 

The present invention can also be modified 10 operate at 
10 

the application layer (layer 1) of the OSI protocol stack. 
Currently, several commercially available LAN switches, 
such as the model 8273 and model 8274 LAN switches 
available from IBM Corporation, provide a capability for a 
user-defined policy for creating a VLAN. This user-defined 

15 
policy enables one to specify an offset into a frame and a 
value (pattern) 10 be used to identify the frame. Once the 
user-defined policy bas been defined, the switch ASIC 
detects all frames matching the specified pattern and places 
them into a specific VLAN. Since the custom ASIC recog
nizes the user-defined pattern, it can be programmed to 
recognize portions of a frame that identify a specific appli
cation. This application pattern can then be used as the 
detection criteria in the invention and thus provide applica-

8. The method for providing security against intrusion of 
claim 7 wherein each entry in said interconnect device list 
includes an address of the security-enabled interconnect 

20 device that sent the discovery response frame and a time 
stamp extracted from said discovery response frame. 

tion layer security. 
25 

9. The method for providing security against intrusion of 
claim 6 wherein said detecting step includes the steps of: 

comparing, for each port, a source address of a station 
altempting to connect to said port with the authorized 
address list of addresses for said port and determining 
whether said source address is on said authorized 
address list. 

10. The method for providing security against intrusion of 
30 claim 7 wherein following said disabling step said method 

further includes: 

The present invention can be modified further to provide 
additional security by encryption of the data fields in the 
frames that are used to implement the inventive concepts 
described above. One of the most widely known and rec
ognized encryption algorithms is the Data Encryption Stan· 
dard (DES). The implementation of DES or other encryption 
algorithm to encrypt the data fields of frames descn"bed in 
this invention can ensure the privacy and integrity of the 
communication between managed hubs, interconnect 
devices and network management stations. Security proto- 35 
cols such as Secure Sockets Layer (SSL) utilizing public key 
encryption techniques are becoming standardized and can be 
used to further enhance the invention described herein. 

sending a trap frame to a network management station 
indicating that an intrusion has been detected on said 
first port; and 

transl)lilting a security breach detected frame having said 
security feature group address to said security-enabled 
interconnect devices that have entries in said intercon
nect device list 

While the invention has been particularly shown and 
described with reference to the particular embodiments 40 
thereof, it will be understood by those skilled in the an thai 
various changes in fonn and detail may be made therein 
without departing from the spirit and scope of the invention. 

11. The method for providing security against intrusion of 
claim 10 wherein said security breach detected frame 
includes a source address of an unauthori7~d station, the port 
number at which the intrusion occurred, and a time stamp 
representing the time at which the unauthorized station was 
detected. Having thus described our invention, what we claim and 

desire to secure as Leiters Patent is as follows: 45 
1. A method for providing security against intrusion in a 

managed device of a computer network having at least one 
interconnect device, said method comprising the steps of: 

discovering each of said interconnect devices that is 
enabled to provide network security; 

12. The method for providing security against intrusion of 

detecting an unauthorized address on a first port of said 
managed device and disabling said first por1; 

notifying each of said security-enabled interconnect 
devices that the unauthorized address has been detected 
on said first port; and 

reenabling said first port after each of said security
enabled interconnect devices has notified said managed 
device that a filter has been set to prevent frames with 
the unauthorized address from flowing through said 
each security-enabled interconnect device. 

2. The method for providing security against intrusion of 
claim 1 wherein said managed device is a managed bub. 

claim 11 wherein each of said security-enabled interconnect 
devices transmits a filter set frame to said managed device 
that includes the address of said each security-enabled 
interconnect device sending said filter set frame, the source 

50 address of said unauthorized station, the port number at 
which the intrusion occurred, and a time stamp representing 
the time at whicb the unauthorized station was detected. 

13. The method for providing security against intrusion of 
claim 1 wherein following said reenabling step said man-

55 aged device sends a trap frame to a network management 
station indicating that said filtering step has been completed. 

14. An apparatus for providing security agains1 intrusion 
in a managed device of a computer network having at least 
one interconnect device, said apparatus comprising: 

means for discovering each of said interconnect devices 
that is enabled to provide network security; 

60 

means for detecting an unauthorized address on a first port 
of said managed device and means for disabling said 
first port; 

3. The method for providing security against intrusion of 
claim 1 wherein said managed device is a switch. 

4. lbe method for providing security against intrusion of 65 

claim 1 wherein said computer network includes a local area 
network. 

means for notifying each of said securitv-enabled inter
connect devices that the unauthorized ;ddress bas been 
detected on said first pon; and 

VNET00221326 
Petitioner Apple Inc. - Exhibit 1002, p. 938



5,905,859 
19 

means for reenabling said first port after each of said 
security-enabled interconnect devices has notified said 
managed device that a filter has been set to prevent 
frames having the unauthorized address from flowing 
through said each security-enabled interconnect device. 

15. The apparatus for providing security against intrusion 
of claim 14 wherein said managed device is a managed hub. 

16. The apparatus for providing security against intrusion 
of claim 14 wherein said managed device is a switch. 

17. The apparatus for providing security against intrusion 
10 

of claim 14 further comprising means for building and 
maintaining an authorized address list of addresses that are 
allowed to connect to each port in said managed device. 

18. The apparatus for providing security against intrusion 
of claim 17 wherein each entry in said authorized address list 
includes a port number and an authorized address. 15 

19. The apparatus for providing security against intrusion 

20 
26. A method for providing security against intrusion in a 

managed bub of a computer network having at least one 
interconnect device, said method comprising the steps of: 

building and maintaining an authorized address list of 
addresses that are allowed to connect to each port; 

discovering each interconnect device thaI is enabled to 
provide network security; 

detecting an unauthorized address on a first port and 
disabling said first port; 

notifying each security-enabled interconnect device that 
the unauthorized address bas been detected on said first 
port; and 

reenabling said first port after each security--enabled inter
connect device has notified said managed huh that a 
filter has been set to prevent frames with the unautho
rized address from flowing through each security
enabled interconnect device. 

of claim 14 wherein said means for discovering includes: 
means for transmitting a discovery request frame, said 

discovery re<Juest frame having a security feature group 
address; 

means for receiving a discovery response frame from each 
of said security-enabled interconnect devices; 

27. The method for providing security against intrusion of 
20 claim 26 wherein said discovering step includes the steps of: 

transmitting a discovery request frame, said discovery 
request frame having a security feature group address; 

receiving a discovery response frame from each security
enabled interconnect device; 

means for building and maintaining an interconnect 
device list of said security-enabled interconnect 25 
devices that transmitted said discovery response frame 
back to said managed device. 

20. The apparatus for providing security against intrusion 
of claim 19 wherein each entry in said interconnect device 
list includes an address of the security-enabled interconnect 30 
device that sent the discovery response frame and a time 
stamp extracted from said discovery response frame. 

21. The apparatus for providing security against intrusion 
of claim 18 wherein said means for detecting includes: 

means for comparing, for each port, a source address of a 3 s 
station attempting to connect to said port with the 
authorized address list of addresses for said port and 
means for determining whether said source address is 
on said authorized address list. 

22. The apparatus for providing security against intrusion 40 

of claim 19 further including: 
means for sending a trap frame to a network management 

station indicating that an intrusion bas been detected on 
said first port; and 

means for transmitting a security breach detected frame 45 

having said security feature group address to said 
security-enabled interconnect devices that have entries 
in said interconnect device list. 

23. The apparatus for providing security against intrusion 
of claim 22 wherein said security breach detected frame 50 

includes a source address of an unauthorized station, the port 
number at which the intrusion occurred, and a time stamp 
representing the time at which the unauthorized station was 
detected. 

24. The apparatus for providing security against intrusion 55 
of claim 23 wherein each of said security-enabled intercon
nect devices transmits a filter set frame to said managed 
device that includes the address of said each security
enabled interconnect device sending said filter set frame, the 
source address of said unauthorized station, the port number 60 

at which the intrusion occurred, and a lime stamp represent
ing the time at which the unauthorized station was detected. 

25. The appararus for providing security against intrusion 
of claim 14 wherein said managed device further comprises 
means for sending a trap frame to a network management 65 

station indicating that said filter bas been set at each of said 
security--enabled interconnect devices. 

building and maintaining an interconnect device list of 
each security-enabled interconnect device that trans
milled said discovery response frame back to said 
managed hub. 

28. The method for providing security against intrusion of 
claim 27 wherein said detecting step includes the steps of: 

comparing, for each port, a source address of a station 
attempting to connect to said port with an authorized 
address list of addresses for said port and determining 
whether said source address is on said authorized 
address list. 

29. 'The method for providing security against intrusion of 
claim 27 wherein following said disabling step said method 
further includes: 

sending a trap frame to a network management station 
indicating that an intrusion has been detected on said 
first port; and 

transmilling a security breach detected frame having said 
security feature group address to each security-enabled 
interconnect device that has an entry in said intercon
nect device list. 

30. The method for providing security against intrusion of 
claim 26 wherein following said reenabling step said man
aged hub sends a trap frame to a network management 
station indicating that said filtering step has been completed. 

31. An apparatus for providing security against intrusion 
in a managed hub of a computer nerwork having at least one 
interconnect device, said apparatus comprising: 

means for building and maintaining an authorized address 
list of addresses !hat are allowed to connect to each 
port; 

means for discovering each interconnect device that is 
enabled to provide network security; 

means for detecting an unauthorized address on a first port 
and means for disabling said first port; 

means for notifying each security-enabled interconnect 
device that the unauthorized address has been detected 
on said first port; and 

means for reenabling said first port after each security
enabled interconnect device has notified said managed 
bub that a filter bas been set to prevent frames with the 
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unauthorized address from flowing through each 
security-enabled interconnect device. 

32. The apparatus for providing security against intrusion 
of claim 31 wherein said means for discovering includes: 

means for transmitting a discovery request frame, said 5 

discovery request frame having a security feature group 
address; 

means for receiving a discovery response frame from each 
security-enabled interconnect device; 

10 
means for building and maintaining an interconnect 

device list of each security-enabled interconnect device 
that transmitted said discovery response frame back to 
said managed bub. 

33. The apparatus for providing security against intrusion 
15 

of claim 32 wherein said means for detecting includes: 
means for comparing, for each port, a source address of a 

station attempting to connect to said port with an 
authorized address list of addresses for said port and 

22 
means for determining whether said source address is 
on said authorized address list. 

34. The apparatus for providing security against intrusion 
of claim 32 further including: 

means for sending a trap frame to a network management 
station indicating that an intrusion has been detected on 
said first port; and 

means for transmiuing a security breach detected frame 
having said security feature group address to each 
security-enabled interconnect device that has an entry 
in said interconnect device Jist. 

35. The apparatus for providing security against intrusion 
of claim 31 wherein said managed hub further comprises 
means for sending a trap frame to a network management 
station indicating that said filter has been set at each 
security-enabled interconnect device. 

• .. * 
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[57] ABSTRACT 

A system and method is diselosed for detecting security 
vulnerabilities in a computer network. The system includes 
an IP spoofing attack detector, a stealth port service map 
generator, a source port verifier, source routing verifier, an 
RPC service detector and a Sock.-; configuration verifier. 
Each of these verifiers may be operated separately or as a 
group to detect security vulnerabilities on a network. Each 
verifier may be programmed to exhaustively test all ports of 
all computers on a network to detect susceptibility to IP 
spoofing attacks, access lo services witb little or no autbo
rizatiou checks oc misconfigured routers or Soeks servers. 
The detected vulnerabilities or the location of services 
having little or no authorization checks may be stored in a 
table for reference by a network administrator. The service 
map generated by the stealth service map generator may be 
used to identify all service ports on a network to facilitate the 
operation of I he other verifiers which send service command 
messages to service ports to detect their accessibility. A 
graphic user interface (GUI) may be used to provide input 
and control by a user to the security verifiers and to present 
options and display information to the user. 
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METHODANDAPPARATUSFOR 
DETECTING AND IDENTIFYING SECURITY 
VULNERABILITIES IN AN OPEN NETWORK 

COMPUTER COMMUNICATION SYSTEM 

FIELD OF TilE INVENTION 

2 
rnunication standard, such as Ethernet, and captures a data 
message from a source computer. The datalink layer at the 
destination computer discards the datalink header and passes 
the encapsulated packet to the IP layer at the destination 
compuler. The IP layer at the destination computer verifies 
that the packet was properly transmitted, usually by verify
ing a checksum for the packet. The IP layer then passes the 
encapsulated TCP segment to the transport layer at the 
destination computer. The transport layer verifies the check-

This invention relates to network communications for 
computers, and, more particularly, to computer communi
cations over open networks. 

BACKGROUND OF THE INVENTION 

10 sum of the TCP message segment and the sequence number 
for the TCP packet. If the checksum and TCP sequence 
number are correct, data from the segment is passed to an 
application program or service at the destination computer. Many business and scientific organizations in the United 

States which ure more than one computer in their operations 
couple the computers together through a network. The 15 
network permits the computers to be islands of processing 
which may share resources or data through communication 
over the network. The data which may be communicated 
over the network may take the form of programs developed 

Segregation of communication functions in the various 
layers of the protocol stack and the segregation of the 
protocol stack from the communication card and application 
programs, modularizes the functions required to implement 
communication over a computer network. This modulaciza
tion of functions simplifies computer communication opera-
tion and maintenance. It also does not require a user to have 
knowledge of how the protocol stack and communication 
card communicate in order to send data messages to other 
computers over the network. 

All of the computers coupled to a network may have 
approximately the same resources available at each 
machine. The type of network is sometimes called a peer to 
peer network. Another type of network environment is one 
in which one computer controls shared databases and other 
computer resources with other computers over the network. 

on a user's computer, data files created on a user's computer, 20 
electronic mail messages and other data messages and files 
which may be generated or modified by a user at a user's 
computer. 'Jypically, the user's computer includes an oper
ating system for controlling the resources of the user's 
computer, including its central processing unit ("CPU"), 25 
memory (both volatile and non-volatile memory) and com
puter peripherals such as printers, modems and other known 
computer peripheral devices. The user typically executes 
application programs and system services to generate data 
files or prograniS. 

Most computers are coupled to a network through a 
network communication printed circuit card which is typi
cally resident within each computer system. This commu
nication card typically includes processors, programs and 
memory to provide the electrical signals for transmission of 35 
data and implement the protocol which standardizes the 
messages transmitted through a network. To communicate 
data from a user's application program or operating system 
service, a protocol stack is typically implemented between 
the communication card for the network and the operating 40 
system services and application programs. 

30 The computer controlling access to the shared resources is 
typically called a server and the comp)lters utilizing the 
shared resources are called clients. 

The typical protocol stack used on most open networks is 
a Transport Control ProtocoiJinternet Protocol ("TCP/IP"). 
This protocol stack includes a transport layer which divides 
a data stream from an application program or service into 45 
segments and which adds a header with a sequence number 
for each segmenl The TCP segments generated by the 
transport Ia yer are passed to the Internet Protocol ("IP") 
layer. The IP layer creates a packet having a packet header 
and a data portion. The data portion contains the TCP so 
segment and the packet header contains a source address 
identifying the computer sending a message and a destina
tion address identifying the computer for which the message 

In botb the client/server and peer to peer environments, a 
server or computer may be used as a gateway to other 
networks or computers. Another device which a message 
may encountered as it moves along a network is a router. A 
router examines destination addresses of messages it 
receives and routes them in an efficient manner to the 
specified destination computer. For example, a server on a 
first network may be coupled to a router which is coupled to 
a plurality of servers including a server on a second network 
and a server for a third network. In this type of environment, 
the computer on the first network may communicate with a 
computer on the third network by generating data messages 
which have the destination address for a computer on the 
third network. The message circulates through the first 
network and is eventually provided to the server of the first 
network. The server of the first network then passes the 
message to the router which determines that the message is 
addressed for the third network. Accordingly, it sends the 
message to the server of the third network. The communi-
cation facilities at the server for the third network recognize 
the destination address as existing on the third network and 
pass the message to a computer on the third network where 
it eventually would be passed to the destination computer. 

While this type of communication effectively and effi
ciently couples all of the computers from all of the networks 
together without requiring a message to pass through each 
computer on the network, a message typically passes 
through a nUDiber of computers, routers, servers or gateways 
prior to reaching the destination computer. As a result, the 

is intended. The JP layer also determines the physical 
address of the destination computer or an intermediate ss 
computer, in some cases. which is intended to receive the 
transmitted message. The packet and the physical addresses 
are passed to a datalink layer. The datalink layer typically is 
part of the program implemented by a processor on the 
communication card and it encapsulates the packet from the 60 

IP layer in a datalink frame which is then tran~itted by t~e 
hardware of the communication card. This datalink frame IS 

typically called a packet. For purposes of this specification, 
the word "message" includes the data entities packet and 
datalink frame. 

At the destination computer, the communication card 
implements the electrical specification of a hardware com-

data messages from one computer to another computer may 
be intercepted and data obtained from the message as the 
message is passed on to another computer. The type of 

65 network wherein this tYPe of accessible communication is 
provided is typically called an open network. One of the 
more popularly known open networks is the Internet where 
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literally millions of servers and computers are coupled 
through a TCP/IP communication protocol. 

While the open network architecture of the Internet per
mits a user on a network to have access to information on 
many different computers, it also provides access to mes
sages generated by a user's computer and to the resources of 
the user's computer. In fact, there are persons who attempt 
to use knowledge regarding the operations of the protocol 
stack and operating systems in an effort to gain access to 
computers without authorization. These persons are typi
cally called uhackers". Hackers present a significant security 
risk to any computer coupled to a network where a user for 
one computer may attempt to gain unauthorized access to 
resources on another computer of the network. For example, 
an employee may attempt to gain access to private and 
confidential employee records on a computer used by the 
human resources department of an employer. 

In an effort to control access to a network and, hence, limit 
unauthorized access to computer resources available on that 
network, a number of computer communication security 
devices and techniques have been developed. One type of 
device which is used to control the transfer of data is 
typically called a "firewall". Firewalls are routers which use 
a set of rules to determine whether a data message should be 
permitted to paSs into or out of a network before determining 
an efficient route for the message if the rules permit further 
transmission of the message. ln this specification the term 
"routers" includes fire walls and routers. 

In the TCP/IP protocol, a communication connection is 
established through a three handshake open network proto
col. The first handshake or data message is from a source 
computer .and :is typically called a "synchronization" or 
4 Sync" message. In response to a sync message, the desti
nation computer transmits a synchroniza tioo
acknowledgment ("sync-ack") message. "The source com
puter then transmits an acknowledgment ("ack") message 
and a communication connection between the source and 
destination computer i« established. To limit access to com
puters on a network, routers may be provided as a gateway 
to the network and programmed to detect and block sync 
messages being transmitted from a computer extemal to the 
network to a destination computer on the network. That is, 
computers on the network may send out sync messages 
through the router to initiate communication with other 
computers, but computers outside the router and its network 
cannot send sync messages through the router to initiate 
communication with computers on the network.ln this way, 
a backer cannot attempt to initiate communication with a 
compultlr on the network. 

Hackers, however, have developed other ways which may 

4 
intercept and discard all source routed messages to a net
work. For a router configured with source routing blocking, 
the router may have a set of rules for inbound messages, a 
set of rules for outbound messages and a set of rules fur 
source routing messages. When a message which originated 
from outside the network is received by such a router, the 
router determines if it is a source routed message. If it is, the 
router blocks the message if the source routing blocking rule 
is activated. If blocking is not activated, it allows the source 

10 
routed message through to the network. If the message is not 
a source routed message, the router evaluates the parameters 
of the message in view of the rules for receiving messages 
from sources external to the network. One such rule is the 
external sync message filter discussed above. Other rules 

15 may also be implemented in such a router. However, a router 
vulnerability exists where the rules used by the router are 
only compared to messages that are not source routed and 
the source routed blocking rule is not activated. In this 
situation, the router permits source routed messages through 

20 without comparing them to the filtering rules. In such a case, 
a computer external of the network may be able to bypass 
the external sync message filter and establish a communi
cation connection with a computer on the network by using 
source routed messages. 

25 What is needed is a system and method for verifying that 
the source routing blocking feature of a router has been 
activated. 

Networks may also be coupled to external computers 
through a specialized communication filter typically known 

30 as a "Socks" proxy server. A Socks proxy server is inter
posed between a network and external computers. For an 
external computer to establish communication with a com
puter on a network coupled to a Socks server, the external 
computer first establishes a communication connection with 

35 the Socks server and the Socks server establishes a com
munication connection with the destination computer. 
Thereafter, the Socks server relays messages between the 
external computer and a computer on the network only if 
they comply with the filter rules configured for the Socks 

40 server. Typically, Socks servers are used to interface e-mail, 
File Transfer Protocol ("FfP") and Telnet communication 
services between computers on a network and computers 
external of the network and to block access to most other 
ports on a network. The interrogation and evaluation of 

45 messages through a Socks server is dependent upon the 
network administrator for proper configuration. Known 
methods for verifying the configuration of the Socks server 
is to view the configuration files of the Socks server to verify 
the rules are properly set. However, this method does not 

so ascertain the rules actually being implemented by the Socks 
server. 

be helpful in bypassing the screening function of a router. 
For example, one computer, such as a server on the network, 
may be permitted to receive sync messages from a computer 
outside the network. In an effort to get a message to another 55 
computer on a network, a hacker may attempt to use source 
routing to send a message from the server to another 
computer on the network. Source routing is a technique by 
which a source computer may specify an intermediate 
computer on the path for a message to be transmitted to a 60 

destination computer. In this way, the backer may be able to 
establish a communication connection with a server through 

What :is needed is a method and system for determining 
the rules being implemented by a Socks server without 
reviewing the configuration files for a Socks server. 

Another entry port for backers are commonly known 
services which provide information to external users without 
requiring authorization checks such as passwords. Most 
implementations of the UNIX operating system, for 
example, include Remote Procedure Call (RPC) services 
which may not be protected by authorization checks. The 
ports on which RPC services are located may be determined 
by querying a UNIX operating system service known as 
"portmapper". In an effort to obtain knowledge regarding 
accessible services on a computer, a hacker may make an 

a router and thereafter send a message to another computer 
on the network by specifying the server as an intermediate 
computer for the message to the other computer. 

In an effort to prevent source routing techniques from 
being used by hackers, some routers may be configured to 

65 inquiry of the portmapper service at its port in order to 
obtain information regarding the RPC services available for 
entry on the computer. Although the portmapper service may 
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be reconfigured to inchtde an authorization check that still 
does not provide an authorization check for the RPC ser
vices themselves. 

What is needed is a system and method for detecting and 
reporting to a network administrator those ports which are 
coupled to RPC services which have little or no authoriza
tion checks. 

As discussed above, the transport layer of the protocol 
stack provides a sequence number for each data segment to 

6 
nication has been established. In a UNIX system, a hacker 
normally attacks the ports coupled to the rsh and rlogin 
services since the authorization check for these services is 
usually the source address. If the hacker is able to suocess
fully emulate a computer on the network having an address 
authorized for the service on the target computer port, the 
command is executed by the service. The service command 
typically provided to the port of the target computer disrupts 
the target computer's operation so the hacker's computer bas 

be transmitted. In the TCP/IP protocol, the sequence number 10 unencumbered access to the target computer's resources. 
is called a TCP sequence number which is placed in the TCP 
header generated by the transport layer. The sequence num· 
ber for the data segment is typically incremented at pre
defined time units, for example, each second, and for each 
communication connection or attempted communication 15 

connection. For example, in attempting to establish com
munication with another computer on a TCP/IP network, the 
source computer generates a sync message with a TCP 
sequence number. The destination computer responds with a 
sync/ack message where the ack value in the message is the 20 
sequence number from the received sync message and the 
sequence number for the destination computer is a number 
generated by the destination computer. This sequence num
ber typically has the value of the last TCP sequence number 
generated by the destination computer plus the addition of a zs 
preferred offset value for each predefined time unit and 
communication connection that has occurred since the last 
TCP sequence number was generated. The ack message 
from the source computer to the destination computer which 
completes the communication connection must include the 30 

TCP sequence number received from the destination com
puter in the sync/ack message. 

One known way which hackers attempt to access a 
computer on a network is to emulate the communication of 
messages from another computer on the network. A hacker 35 
emulates another computer on the network by first blocking 
a communication port on the computer being emulated by 
repeatedly sending sync messages to a port on the computer. 
This call.Ses the communication program for the port to fill 
its communication buffer with balf-<lpen communication 40 
connections. When the buffer is full, no more sync messages 
are accepted until the oldest attempted balf-<lpen communi
cation connection times out. Typically, the time out period is 
ten minutes or longer. In order to obtain a sequence number, 
the hackers computer sends a number of sync messages to 45 

the computer which is !he target of the attack which 
responds with a plurality of sync/ack messages containing 
TCP sequence numbers to the backer's computer. The TCP 
sequence numbers from the sync/ack messages may be 
compared to statistically determine the offset used by the so 
target computer to generate TCP sequence numbers. The 
backer then uses the emulated computer's blocked port 
address as the source compnter address for a sync message 
originated by the backer's computer. In response, the target 
computer replies with a sync/ack message which is ss 
addressed to the blocked computer port of the emulated 
computer. Thus, the hacker's computer does not receive the 
sync/ack message with the TCP sequence number required 
for a proper response. However, the hacker's computer then 
sends an ack message with the next computed sequence 60 

number derived from bombarding the target computer with 
sync messages. If the sequence number has been correctly 
computed so that it matches the sequence number in the 
sync/ack message sent by the target computer to the blocked 
computer port, a communication connection is established 65 

and the hacker is able to transmit a command to the service 
on the port of the target computer through which commu-

These types of attacks which use predicted TCP sequence 
numbers are typically known as IP spoofing attacks. 

Although the protocol stack for each computer uses 
different offset values to generate the initial TCP sequence 
number for establishing communication links, some 
machines generate initial sequence numbers which are more 
easily predicted than others. What is needed is a way of 
detecting which computers on a network are susceptible to 
attacks using predicted TCP sequence numbers. 

SUMMARY OF TilE INVENTION 
The above-noted vulnerabilities of a computer network 

may be automatically detected by a computer program 
which implements the system and method of the present 
invention. One embodiment of the present invention 
includes an Internet protocol ("IP") spoofing attack genera
tor for generating an IP spooling attack directed to a target 
computer and a service command message generator for 
sending a command to be executed by a service coupled to 
a port on the target computer so that in response to the target 
computer being compromised by the IP spoofing attack the 
target computer generates a compromise indicator without 
altering or destroying the target computer's services and/or 
operations. Preferably, the target computer response is an 
electronic mail message or a Telnet initiation message. 
Preferably, the IP spoofing attack is directed against a port 
coupled to the rsh or rlogin services. Preferably, the embodi
ment includes a source/destination address generator which 
generates source and destination addresses for messages 
corresponding to an open network protocol. The destination 
addresses correspond to the target computer and the source 
addresses correspond to the emulated computer in the lP 
spoofing attack. The source/destination address generator 
generates the address for each computer on a network so that 
an IP spoofing attack from every computer on the network 
is directed against each of the other computers on the 
network. In this manner, those computers on the network 
which are most susceptible to an IP spoofing attack may be 
detected and modification of the TCP sequence number 
generator in the protocol stack may be adjusted to make an 
IP spoofing attack less likely to succeed. 

Another embodiment of the present invention for detect
ing security vulnerabilities in the configuration rules of a 
router includes a communication message generator for 
generating and sending communication messages to com
puters coupled through an open network to a router and a 
response message detector for detecting responses from 
computers on the network generated in response to the 
communication messages. This embodiment of the present 
invention detects the vulnerability of the router to pass 
communication messages to computers on the network. 
Depending on the type of communication or service com
mand message. to which a computer responds, the inventive 
system may determine rules no! implemenled by a router. In 
one preferred embodiment, the communication message 
generator includes a Socks configuration verifier which 
establishes a communication connection with a Socks server 
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and attempts to send service command messages for differ
ent services with source addresses for computers on the 
network. The responses of the destination computer are 
examined to determine the types of messages which the 
Socks server passes to computers on the network from 5 
computers external to the network. This ~;ystem may be used 
to verify the rules actually implemented by a Socks server. 

In another embodiment, the communication message gen
erator includes a source porting verifier which sets the 
source port address in a header for a generated communi-

10 
cation message to a predetermined value to see if the router 
passes externally generated messages having the specified 
source port address to the network. Preferably, the prede
termined value is the default source port identifier for a 
service having a known required predetermined source port 
address such as an FTP service. In this manner, the system 15 

of the present invention detects whether a computer external 
.of the network can establish a communication connection 
with a computer on the network by using a predetermined 
source port identifier to avoid other rules in a router. 

In another embodiment of the present invention, the 20 
communication message generator includes a source routing 
verifier which generates source-routed communication mes
sages to determine whether the router has a source router 
message blocking rule activated. This embodiment may be 
used to determine whether the rules that the router applies to 25 

communication messages originated by computers external 
to the network may be bypassed by using source routed 
messages.. 

In another embodiment of the present invention, an RPC 
mes.">age generator generates RPC service command mes- 30 
sages which are sent to ports of computers on a network to 
detect the ports coupled to RPC services having lillie or no 
authorization checks. These ports and the coupled services, 
if determined, may be stored and provided to a network 
administrator for installing more rigorous authorization 
checks. 35 

In another embodiment of the present system, a commu
nication initiation message generator for generating com
munication initiation messages for a three handshake pro
tocol and a response message evaluator are used to 
determine which of the ports on each computer in a network 40 

have a service coupled thereto. This inventive system oper
ates by sending sync messages to each port on every 
computer on the network and building a table of service 
identifiers which identify those ports which responded with 
a message indicating the presence of a service. Preferably, 45 

the communication initiation message is a sync message for 
TCPIIP networks and the messages indicating a service is 
coupled to a port is a sync/ack message. In this manner, the 
inventive system may build a map of those ports of each 
computer on the network which have service coupled thereto so 
without creating a log of any communication connection~ on 

8 
embodiments of the invention and, together with the general 
description given above, and the detailed description of the 
embodiments given below, serve to explain the principles of 
the invention. 

FIG. 1 is a schematic of an open network system; 
FIG. 2 is a block diagram of an embodiment of the present 

invention used to detect IP spoofing attack vulnerability; 
FIG. 3 is a flow chart of the preferred process imple

mented by the embodiment depicted in FIG. 2; 
FIG. 4 is a block diagram of an embodiment of the present 

invention used to map the ports of computers of a network 
which are coupled to services without generating commu
nication connections; 

FIG. 5 is a flow chart of the preferred process imple
mented by the embodiment depicted in FIG. 4; 

FIG. 6 is a block diagram of an embodiment of the present 
invention used to detect Remote Procedure Call (RPC) 
services available on a network which have lillie or no 
authorization checks; 

FIG. 1 is a flow cbart of the preferred process imple
mented by the embodiment shown in FIG. 6; 

FIG. 8 is a block diagram of an embodiment of the present 
invention used to verify the configuration of routers and/or 
Socks servers; 

FIG. 9 is a flow chart of the preferred process imple
mented by the source routing verifier of FIG. 8; 

FlG. 10 is a flow chart of the preferred process imple
mented by the source porting verifier of FIG. 8; 

FIG. 11 is a flow chart of the preferred process imple
mented by the Socks server verifier of FIG. 8; and 

FIG. U is a block diagram of a preferred embodiment of 
the present invention which incorporates the components of 
the systems shown in FIGS. 2, 4, 6 and 8. 

DETAILED SPECIFICATION OF 
EMBODIMENTS OF TilE INVENTION 

An open netwmk system in which a system made in 
accordance with the principles of the present invention may 
be use_d is shown in FIG. 1. An internetwork 10 may be 
comprised of a network 12 which in tum may be coupled to 
other servers, gateways and routers. Network 12 includes a 
plurality of computers C 1-C. which are coupled through 
network 12 to a server S1 • This network: in tum may be 
coupled to a router R1 to provide further secured computer 
communication with other servers represented by Sm or 
ot~er. routers labeled Rx ";; sho~ in FIG. 1. Although the 
pnnc1ples of the present mven!J.on are extensible to other 
protocols. the invention is preferably used on networks 
~hich util~ze the TCPIIP protocol. The computer program 
Implementmg a system or method of the present invention 
may reside on any of the computers on the network 12 or any 
server or any router of internetwork 10. 

Structure of a system embodiment made in accordance 
with the principles of the present invention is shown in FIG. 
2. A computer executing a program implementing the sys
~em or method of the present inve~uion would typically 
mclude the programs and commumcation hardware card 

any the computers on the network. Since communication 
connections are ooly established and logged when the origi
nating compmer sends the ack message, this embodiment 
generates a map of available services in a stealth manner. 55 

This embodiment of the inventive system may be coupled 
with one or more of the other embodiments which generate 
service command messages to eliminate ports from the 
attempts to detect vulnerable services. Such a system speeds 
the security analysis of a network. 60 which implement a protocol stack 20. Protocol stack 20 is 

comprised of transport layer 22, network layer 24 and 
datalink layer 26. These layers of protocol stack 20 operate 
in the well-known manner set forth above. The data frame 
prepared by datalink layer 26 is passed to communication 

These and other advantages and benefits of the present 
invention may be ascertained from reading of the detailed 
specification in conjunction with the drawings. 

DESCRIPTION OF TilE DRAWINGS 

The accompanying drawings, which are incorporated and 
constitute a part of this specification, illustrate a number of 

65 hardware 28 for transmission to other computetS in accor
dance with the source and destination information provided 
in the various headers generated by protocol stack 20. 
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In one embodiment of the present invention which detects 
a computer's vulnerability to IP spoofing, the system 
includes an JP spoofing attack generator 32, a source/ 
destination address generator 34 and a service command 
generator 36. Source/destination address generator 34 ideo- 5 

tifies the internet and physical addresses of the computers on 
the network 12 to be tested. Source/destination address 
generator 34 verifies that each computer on network U is 
emulated in lP spoofing attacks on all of the other computers 
on network U. In this manner, the inventive system exhaust- 10 
ibly tests all possible attack combinations on a network. 
Service command generator 36 generates commands for a 
service which may be coupled to a port which IP spoofing 
attack generator 32 is able to initiate a communications 
connection. Preferably, service command generator 36 gen- 15 

erates commands for services which have little or no autho
rization checks. "Little" means that the authorization check 
verifies a computer address is on the network 12 or the like 
while "no" authorization check means the service executes 
any valid server command received on a port regardless of 20 
originating source. Preferably, service commands are gen
erated for electronic mail, tile transport protocol (FTP) and 
Telnet services. These commands preferably indicate that a 
target computer identified by a destination address bas been 
compromised without altering the target eomputer's opera- 25 
tional parameters such as changing system privileges for a 
user or deleting data files. Examples of such commands 
include a Telnet session initiation command such as telnet 
attack_computer_address where attack_computer_ 
address is the address of the computer which performed the 30 

IP spoofing attack on the target computer. Another example 
of such a message is mail admin message where admin 
iodicates the system or network administrator's mailbox and 
message indicates the contents of the message informing the 
admioistrator of the compromise. The service command 35 

received from command message generator 36 and the 
source and destioation addresses received from source/ 
destination address generator 34 are used by IP spoofing 
attack generator 32 to provide data and header content for 
messages sent to transport layer 22 and network layer 24 of 40 

protocol stack 20 which are used to implement the IP 
spoofing attack and detection. 

The process implemented by IP spoofing attack generator 
36 is shown in FIG. 3. That process begins by obtaioing a 
destination address {Block 100) and a source address (Block 45 

102) from source/destination address generator 34. Allack 
generator 32 then generates a communication initiation 
message for a three handshake protocol which is preferably 
a synchronization or sync message for the TCP/IP protocol 
(Block 104). The communication initiation message is sent so 
to a port on the source address computer by placing the 
message io a TCP segment and passing it to the transport 
layer {Block 108). Transport layer 22, network layer 24 and 
datalink layer 26 all appropriately encapsulate the sync 
message for transmission to the computer at the source 55 
address which is tbe address of the computer to be emulated 
in the !P spoofing allack. The process awaits the reception of 
a handshake acknowledgment message from the computer at 
the source address (Block 110). The handshake acknowl
edgment message in the TCP/IP protocol is a sync/ack 60 
message. If a sync/ack message is received, another sync 
message is generated and sent to the same port address of the 
computer at the source address. TI1is process contioues until 
no sync/ack message is received from the computer at the 
source address within a predetermined time. 'These steps are 05 

performed to fill the communication buffer for a port on the 
source address computer with half-opened communication 

10 
connections. This full buffer condition exists until the time 
period for completing a communication connection expires. 
In most computers, the expiration period is at least 10 
minutes which is typically enough time to complete the 
allack. Because its buffer is full, this port on the computer at 
the source address no longer responds lo communication 
initiation messages. 

A sync message is then generated and transmitted to the 
computer at the destioation address which now defines the 
target computer (Block 114). The process waits for a sync/ 
ack message from the computer at the destination address 
(Block 116), When it is received, the process retrieves the 
TCP sequence number from the TCP segment header (Block 
120) and checks to see if a predetermined number of TCP 
sequence numbers have been retrieved from the target 
computer at the destination address (Block 122). If the 
predetermined number of sequence numbers bas not been 
received, a time period corresponding to the unit of time 
between changes in TCP sequence number modifications is 
delayed. This delay permits the computer at the destination 
address to modify the TCP sequence number which is used 
for initiating a communication session. Alternatively, the 
destination port address on the target computer may be 
changed to cause a sequence number increment as well. 
After this delay has expired or the destination port address 
changed, another sync message is generated and sent to the 
target computer (Block 114). When the predetermined num
ber of TCP sequence numbers have been received, the TCP 
numbers are used to evaluate the offset between TCP 
sequence numbers or the pattern for generatiog the TCP 
numbers (Block 126). For example, if a predetermined offset 
amount is added to generate a new TCP sequence number for 
communication initiation, three TCP sequence numbers may 
be used to compute the difference between two adjacent TCP 
numbers. This difference should indicate the predetermined 
offset so that the next TCPsequence number which would be 
used by the target computer to respond to a new sync 
message is determined. 

The lP spoofing attack process continues by setting the 
source address in the network layer 24 to the source address 
retrieved from source/destination address generator 34 
(Block 130). Now messages generated by the computer 
implementing the system and method of the present inven
tion generates messages which appear to be originated from 
the computer at the source address. A communication ini· 
tiation message is then generated and transmitted to the 
computer at the destination address (Block 132). A period of 
rime is delayed which corresponds to the normal response 
time for the target computer to send a sync/ack message. The 
process then prepares an ack message with the predicted 
TCP sequence number (Block 134). A service command is 
obtained from a service command generator 36 and placed 
in a TCP segment passed to transport layer 22 to build a 
service command message (Block 138). Both messages are 
then transmitted to the target computer to emulate an ack 
message and service command message from the emulated 
computer with the blocked port. If the predicted TcP 
sequence number for the ack mes.<>age having the source 
address of _the emulated computer matches the TCP 
sequence number sent by the target computer in the sync/ack 
message, the target computer establishes a communication 
connection which accepts messages having a source address 
of the emulated computer. Now the service command mes
sage sent fi:om the computer implementiog the process of 
FIG. 3 is accepted and executed by the service coupled to the 
port if the command is valid for the service. Preferably, the 
service command causes the computer at the destination 
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communication initiation message is generated for the first 
port address of the computer at the destination address and 
passed to transport layer 22 (Block 206). After the commu
nication initiation message is transmitted, response evalua
tor 44 waits for receipt of a response message from the port 
to which the communication initiation message was sent 
(Block 210). Response evaluator 44 then detennines 
whether the message is a handshake acknowledgment mes
sage (Block 212). If it is, response evaluator 44 stores a 

address to log the attack at the computer which has been 
compromised and, most preferably, the command causes the 
target computer to send a compromise indicator to the 
computer implementing the process of FIG. 3, although 
another computer may receive the compromise indicator. 
The success or failure of the attack is logged (Block 
142-146). Preferably, a Telnet session is established 
between the compromised target computer and the computer 
executing the program which implements the process of 
FIG. 3. Initiation of the Telnet session may be logged to 
record the success of the IP spoofing attack and additional 
information may be obtained during the Telnet session about 
the compromised computer to search for other security 
vulnerabilities of the target system. 

10 service indicator, the destination address and port address in 
se.-vice topology table (Block 216). In a TCP/IP network, a 
sync/ack message indicates a service is coupled to the port 
while a reset message indicates no service is coupled to the 
port. The process then checks to see if the port address is the 

The process then determines whether another source 
address exists on the network (Block 148), and if there is, an 
attack on the target computer is attempted using the com
puter at the new source address as the emulated computer. If 

1s last possible port address on the computer (Block 218). If it 
is not, the port address is incremented (Block 220) and a new 
communication initiation message is sent to the next port 
address of the computer at the destination address (Block 
206). The process continues until all of the port addresses on all of the source addresses have been uslld, the process 

checks to see if another destination address is available 
(Block 150). If another source address is available, the 
process is repeated to evaluate attacks from each of the other 
computers on the network on the target computer defiaed by 
the aew destination address. This process continues until 
each computer on the network has been used to attack all the 
other computers on the network. Once this has been done, 
the attack log maybe stored in table 46. The log maybe later 
displayed to identify those computers on the network that 
are susceptible to IP spoofing attacks or provide other 
information obtained from the target computers that were 30 
compromised (Btock 152). 

20 a computer have been tested to determine whether a service 
is coupled to each port. After each port has been checked fo:r 
a se.-vice, the process determines whether another destina
tion address is available (Block 224). If there is, another 
destination address is obtained (Block 200) and the process 

25 continues at the first port address for the next computer. The 
process terminates when all of the computers on network 12 
have been checked. 

Another embodiment of the present invention is shown in 
FIG. 4. System 40 includes a communication initiation 
message generator 42 and a response message evaluato.- 44 
for determining whether a service is coupled to a port 35 

responding to a communication initiation message. System 
40 builds a topology table 46 of service ports for network 12 
from the communication initiation responses without caus
ing a communication connection which may be logged by 
the computer having tbe ports which are being interrogated. 40 

Communication initiation message generator 42 is coupled 
to transport layer 22 of protocol slack 20 so communication 
initiation messages may be provided to transport layer 22 for 
transmission to the ports of the other computers coupled to 
network 12. Preferably, the communication initiation mes- 45 

sages are sync messages used in the three handshake pro
tocol of a TCP/IP network. Response evaluator 44 is also 
coupled to transport layer 22 to receive the response mes
sages to the communication initiation messages sent by a 
computer executing a program implementing the process so 
shown in FIG. 5. If the response message is the handshake 
acknowledgment message in the communication connection 
process, response evaluator 44 records the port address as a 
service access port for network 12 in table 46. In the three 
h andshakc protocol used to establish a communication con- 55 
nection on a TCP/IP network, a sync/ack message is the 
handshake acknowledgment message which indicates a ser
vice is present on a port. 

The process implemented by system 40 of FIG. 4 is 
shown in FIG. 5. The process begins with communication 60 

initiation message generator 42 obtaining a destination 
address of a computer on network 12 from sourcej 
destination address generator 34 (Block 200) and the desti
nation port address is set to the first port address on the 
destination computer (Block 202). Most computers in a 65 

TCP/IP protocol have port addresses iu the range of 0-65, 
535. Preferably, each port address is tested by system 40. A 

Another embodiment of the present invenlion is shown in 
FIG. 6. In system 50, a RPC mes.•age generator 52 and 
response evaluator 54 are coupled to transport layer 22. RPC 
message generator 52 generates a data segment having a 
command for an RPC service which may not require an 
authorization check such as a password. Response message 
evaluator 54 determines from a message received in 
response to the RPC service command message whether an 
RPC service having little or no authorization check is 
available over the network. A record of this service may be 
provided to the system or network administrator. 

The process implemented by system 50 is depicted in 
FIG. 7. The process begins by obtaining a destination 
address for a computer on the network 12 from source/ 
destination address generator 34 (Block 240). The destina-
tion port address is initialized to the first port address on the 
computer at tbe destination address (Block 242) and a first 
UPC service command is generated by RPC message gen
erator 52 (Block 244). Preferably, a CONNECT command 
which identifies the destination address and port address is 
issued to transport layer 22 (Block 248). Once a communi
cation connection has been established, transport layer 22 
notifies RPC message generator 52 (Block 250). RPC mes
sage generator 52 then passes the generated service com-
mand to transport layer 22 and a message containing the 
service command is transmitted to the port with which 
communication bas been established (Block 252). Response 
message evaluator 54 then waits for a response (Block 254). 
If a response is detected which indicates the service com-
mand was executed (Block 258), the destination address, 
port address and type of RPC service is stored in topology 
table 46 (Block 260). If no communication connection was 
established with the port, no entry is made for the port. If 
communication is established but the pOT! does not respond 
to the first service command, RPC message generator 52 
determines if another RPC service command is available 
(Block 262) and, if there is, it generates a service command 
for another service (Block 264) and passes the command to 
transport layer 22 (Block 252). There are a number of known 
RPC commands for the UNIX operating system and RPC 
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message generator 52 may generate a service command for 
each one to determine if it exists on a port being tested. If 
the process does not determine that an RPC service is 
coupled to the port, it identifies the service as a non-RPC 
service and stores an unknown or non-RPC service indicator 5 
in table 46 {Block 266). Response evaluator 54 evaluates 
any message received which was responsive to the next 
service command (Dlocks 254, 258). After the process 
finishes its interrogation of a port for the type of service 
coupled to the port, the process determines whether another 10 
port exists {Block 270). If there are Olher ports to be 
interrogated, the port address is incremented (Block 272) 
and the process continues until all the ports on the computer 
at the destination address have been tested. The process then 
continues by determining whether another destination 15 
address for a computer on the network exists (Block 276) 
and, if it does, repeating the process for each port on that 
computer. When the process of FIG. 7 is completed, a 
topology map has been built which identifies the port and the 
RPC service coupled to each port for each computer on the 20 
network. 

System 50 of FlG. 6 may be combined with system 40 of 
FIG. 4 such that once topology table 46 identifying those 
ports which are coupled to a service has been generated by 
response evaluator 44 of system 40, RPC message generator 25 
52 need only attempt to identify which of the ports identified 
as being coupled to a service are coupled to an RPC service 
having little or no authorization check. Response evaluator 
54 of system 50 message generator may then identify the 
RPC services for those ports which respond to service 30 
commands generated by RPC message generator 52. 

An embodiment used to test the configuration of a router 
is shown in FIG. 8. System 60 includes a communication 
message generator 62 and a response evaluator 64. 
Preferably, communication message generator 62 includes a 35 
source routing verifier 66, a source porting verifier 68 and a 
Socks configuration verifier 70. Socks configuration verifier 
70 and source routing verifier 66 execute in the application 
layer of a computer which is located outside network 12 and 
router RI which controls access to network 12. Source 40 

porting verifier 68 specifics a source port for data messages 
being sent to a computer on network 12 and, consequently, 
it communicates with transport layer 22 and network layer 
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sages to the destination address through all the source 
addresses for the other computers on the network have been 
attempted, the process determines if all destination 
addresses have been tested {Block 318). If another destina
tion address is available, another destination address is 
obtained and the process is repeated using the addresses of 
the other computers on the network as source addresses for 
source routed messages to the next destination address. In 
this manner, a log of all the source routed combinations 
which arc not being blocked by the router are recorded in 
table 46 so the router may be reconfigured. 

FIG. 10 shows a process implemented by source porting 
verifier 68. The process begins by obtaining a destination 
address for a computer on the network from source/ 
destination address generator 76 (Block 340). Preferably, a 
source port address which corresponds to the default FTP 
source port address, typically port addresS 20, is provided to 
network layer 24 (Block 342). Until it is changed, data 
messages from the computer executing the program which 
implements the process of FIG. 11 generales data messages 
having a source port address of 20. The destination port 
address is set to the first port address (Block 344) and a data 
message having a source port address of 20 is sent to the port 
of the computer at the destination address (BLOCK 348). 
Response evaluator 72 evaluates the responsive message 
received (Block 350), if any, to determine whether the port 
responded to the source ported data message. Each response 
is stored in table 46 (Block 354). The process determines if 
there is another destination port address (Block 358) and, if 
there is, the destination port address is incremented (Block 
360). The process continues by checking the next destination 
port. If all the destination ports on the destination computer 
have been checked, the process determines if another source 
port address is to be tested (Block 364). If there is, the next 
source port address is obtained {Block 366) and the ports of 
the destination computer are tested with messages having 
the new source port address. Alternatively, all source port 
addresses may be exhaustively tested. If there are no more 
source port addresses to cheek, the proce.<;s determines if 
another destination address exists on the network (Block 
3 68). If it does, the next destination address is obtained 
(JIIock 340) and the process continues. Otherwise, the 
process stops. 

A router may be configured with a rule which blocks data 
messages from computers external to network 12. However, 24 of protocol stack 20 on the computer executing the 

program which implements system 60. 
The process performed by the source routing verifier 66 is 

shown in FIG. 9. That process begins by obtaining a 
destination address for a computer on network 12 from 
source/destination address generator 34 (Block 300). The 
computer to which the message is to be ultimately delivered 50 

is defined by a destination address. The source address used 

45 another rule may permit messages with certain source port 
address values to pass through in order to support certain 
services such as FfP. J.TP requires a source port address of 
20. A hacke~ may attempt to get into a netwO<"k by sending 
messages wtth a source port value which a router passes 
because it conforms to the rule for FTP messages. The 
process of FlO. 10 determines whether messages with 

to identify an intermediate source for a source routed 
message is also obtained from source/destination address 
generator 34 (Block 302). Source routing verifier 66 then 
passes the source and destination addresses to transport layer 55 

22 (Block 306) to source route a message to a computer at 
the destination address on network 12 through the interme
diate source identified by the source address (Block 310). If 
a response is detected by response message evaluator 64 to 
the source routed message (Block 312), a log indicating that 60 

the source routing blocking feature is not activated for the 
particular source/destination address combination is 
recorded in table 46 (Block 314). If another source addre.'>S 
is available for another computer on the network (Block 
316), it is obtained and another source routed message 6$ 

through the selected source address to the destination 
address is attempted. After attempts to ,source route mes-

predetermined source port addresses from computers exter
nal to the network are able to be received by computers on 
a network despite router configuration rules which would 
otherwise prevent the transmission of the messages. 

As discussed above, Socks servers do not pass simply 
pass messages between computers on the networlc and those 
external _to ~be netwo~ but instead require two separate 
commumcal!on connectmns. One communication connec
tion is with an external computer and the other communi
cation connection is with a computer on the network. 1n thi.s 
manner, the Socks server may more thoroughly examine 
message in accordance with the rules configured for the 
server before passing the messages from one communication 
connection to another communication connection. 

A preferred process implemented by the Socks configu
ration verifier of FIG. 8 is shown in FIG. 11. That process 
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begins by having the computer executing the program which 
implements the process of FIG. 11 connect to the Socks 
server (Block 400). A destination address is then obtained 
from the source/destination address generator 34 and used to 
request that the Socks server connect to the computer on the 
network at the destination address (Block 402). The desti
nation port address is set to the first port address value of the 
possible range of port address values (Block 406). A service 
command is then generated (Block 410) and a service 
command message addressed for the computer at the desti- 10 
nation address is sent to the Socks server (Block 412). The 
process then waits for a response (Block 416). The response 
message is evaluated by response message generator 64 to 
determine if the response message indicates that the com
puter at the destination address received the service com- 15 
mand (Block 420). If it did not, the process determines if 
another communication method is available (Block 424). If 
there is, the service command message is modified for 
another communication method (Block 426) and sent to the 
Socks server (Block 412). For example, if the message did 20 
not go through the Socks server, the service command 
message may be reformatted as a source routed message or 
a message with a predetermined source port value to see if 
the Socks server passes that type of message to the computer 
at the destination address. If no other communication format 25 
is available, the process continues by determining if another 
port address is available (Block 438). 

If the message indicates that the r.:omputer on the network 
responded to the service command, the process determines 
whether the service command was executed (Block 430). If 30 
it was, the service and port address are stored in table 46 
(Block 432). If the response message indicates that the 
service command was received but not executed, the process 
determines if another service command is available (Block 
434). If there is, a new service command is generated (Block 35 
410) and the prncess continues until all service commands 
have been attempted for the port address at the destination 
address computer. If no other service commands remain to 
be tried, an indicator is stored in table 46 which indicates 
communication was establiRhed with the port address but no 40 
service was executed (Block 432). 

The process continues by determining if another port 
address remains for the computer at the destination address 
(Block 438). If one does, the port address is incremented 
(Block 440) and the testing for the new port address con- 45 

tinues (Block 410). Otherwise, the pro= determines 
whether another destination address is available on the 
network (Block 444). If there is, it is obtained from source/ 
destination address generator 34 (Diock 402) and testing of 
tbe computer at the new destination address continues. so 
Otherwise, the communication connection with the Socks 
server is terminated and the process stops. 

A more preferred embodinJent of the pre.o;ent invention is 
shown in FIG. U. System 80 includes IP spoofing attack 
generator 32, communication initiation message generator 55 
42, RPC message generator 52, communication message 
generator 62, source/destination address generator 34, topol
ogy table or log 46 and protocol stack 20 which operate in 
manner consistent with the description of the embodiments 
for those like numbered components discussed above. Sys- 60 

tern 80 also includes re..o;ponse evaluator 82 which includes 
the functionality of response message evaluators 44, 54 and 
64 as discussed above. A Graphic User Interface (GUI) 84 
is also provided to accept input and control from a user and 
to display options and information to a user in a known 65 
manner. A user may use GUI 84 to activate each of the 
network verifiers 32, 42, 52 or 62 individually or selectively 
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identify a group of verifiers to automatically execute and 
build the information in table 46. GUI 84 also permits a user 
to enter information for execution of the verifiers such as 
defining or adding predetermined source port addresses, 
RPC services, addresses for computers added or deleted 
from a network or the like. 

In operation, a user activates the program which imple
ments an embodiment of the present invention such as 
system 80. As a result, GUI 84 may present options to the 
user such as modifying information for system operation, 
selection of one or more of the network verifiers or display 
of stored information. After the user makes a selection, 
system 80 then performs the requested option. For example, 
if the user selects the system information modification 
option, the user is permitted to change system information 
such as adding addresses for new computers on a network. 
GUI 84 then returns the user to the main option menu 
following completion of the input of data and the user may 
now select one or more network verifiers to run. GUI 84 then 
selectively activates the selected network verifiers which 
communicate with protocol stack 20 to communicate mes
sages between the computer executing system SO and a 
computer on the network being tested or a router or a Socks 
server coupled to the network. When the verilkation tests or 
scans are completed, the user may select the display option 
and either view or print the information The user may then 
use the displayed information to add authorization checks to 
services or new rules to a Socks server or router. 

While the present invention has been illustrated by the 
description of a number of embodiments and while the 
embodiments have been described in considerable detail, it 
is not the intention of the applicant to rcslrict or any way 
limit the scope of the appended claims to such detail. 
Additional advantages and modifications will readily appear 
to those skilled in the art. The invention in its broader 
aspects is therefore not linlited to the specific details, rep
resentative systems and methods, and illustrative examples 
shown and described. Accordingly, departures may be made 
from such details without departing from lhe spirit or scope 
of applicant's general inventive concept. 

What is clainJed is: 
1. A system for detecting a security vulnerability in open 

network communications comprising: 
an internet protocol (IP) spoofing attack generator for 

generating an IP spoofing attack on a target computer 
coupled to an open network to determine whether said 
target computer is vulnerable to an IP spoofing attack 
which emulates communication from another computer 
on said open network; 

a service command message generator for generating a 
service command to be executed by a service coupled 
to a pon on said target computer; and 

said IP spoofing attack generator transmitting said service 
command to said target computer to generate a 
response in said target computer that provides a corn
promise indication without altering system operational 
parameters of said target computer. 

2. The system of clainJ 1, wherein said generated service 
command is for one of an rsh and an rlogin service to 
determine whether authorization checks for said service 
exist. 

3. The system of claim 2, wherein said generated service 
command causes said target computer to generate an elec
tronic mail message indicative that said target computer has 
been compromised. 

4. The system of claim 3, wherein said generated service 
command causes said target computer to initiate a Telnet 
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session with a computer which logs said Telnet session to 
indicate said target computer has been compromised. 

5. ·The system of claim 1, further comprising: 
a source/destination address generator which generates 

source and destination addresses for messages corre
sponding to an open network protocol used to commu
nicate on said open network, said destination address 
corresponding to said target computer and said source 
address corresponding to said computer being emulated 
for said attack. 10 

6. The system of claim 5, wherein said source/destination 
address generator generates source and destination address 
combinations which are used by said IP spoofing attack 
generator to test vulnerability of each computer in said open 
network to an [p spoofing attack which emulates commu-

15 
J nication from each of said other computers on said open 

network. 
7. A system for generating a service topology map for 

each computer on an open network without completing a 
communication connection with any computer on the open 

20 
network comprising: 

18 
said RPC service commands, said response messages 
indicating whether said RPC service commands were 
executed by an RPC service coupled to said ports of 
said computer receiving said RPC service commands 
without establishing a communication connection with 
said pons. 

15. The system of claim 14, further comprising: 
a table for storing port addresses and service indicators 

that indicate which particular RPC services are coupled 
to ports receiving said service commands. 

16. A system for detecting vulnerabilities in routers com
prising: 

a communication message generator for generating and 
sending service commands from a computer external to 
an open network to ports on computers coupled to said 
open network through a router; and 

a response message evaluator for evaluating response 
messages received from said ports on computers of said 
open network in response to said service commands 
sent from said communication message generator 
external to said open network whereby access to said 
computers on said open network through said router 
may be determined without referencing configuration 
files of said router. 

17. The system of claim 16, wherein said communication 

a communication initiation message generator for gener
ating communication initiation messages, said commu
nication initiation messages being transmitted to ports 
on a computer on an open network; and 

25 message generator includes a source routing verifier for 
generating source routed messages with a destination 
address of a computer on said open network and an inter
mediate source address on said open network; and 

a response message evaluator for determining from 
resporu;e messages received from said ports receiving 
said communication initiation messages whether ser
vices exist on said ports receiving said communication 
initiation messages, said response messages not com- 30 
p!eting communication connections with said ports so 
that services coupled to said ports may be detected 
without completing communication connection with 
said ports. 

8. The system of claim 7, further comprising: 35 

said response message evaluator evaluating response 
messages received from said ports on computers of said 
open network in response to said service commands 
sent from said communication message generator 
external to said open network to detect a vulnerability 
in said router of permitting source routed messages to 
bypass rules configured for filtering inbound messages 
on said router. a table for storing service indicators indicative of which 

ports responding to said communication initiation mes
sages are coupled to services. 

9. The system of claim 8, wherein said communication 
initiation message generator generates a communication 
initiation message for each port address on a computer on 
said open network. 

18. The system of claim 17, wherein each source address 
for each computer on said open network is used as said 
intermediate source addre:;s with each destination address 

40 for each computer on said open network to test each possible 
intermediate source/destination addres.~ combination for 
source routed messages on said open network. 

19. The system of claim 18, further comprising: 
a table for storing indicators for each intermediate source 

address/destination address combination that is 
detected as being vulnerable to receiving source routed 
messages. 

10. The system of claim 9, wherein a source/destination 
address generator generates a destination address for each 
computer on an open network so that each port on each 45 
computer on said open network receives a communication 
initiation message and said table contains service indicators 
for each port of each computer on said open network which 
responds to said communication initiation messages. 

20. The system of claim 16, wherein said communication 
message generator includes a source porting verifier for 

50 generating service command messages with a source port 
address having a predetermined value; and 

11. The system of claim 7, wherein said communication 
initiation message generator generates sync messages for a 
TCPf[P protocol. 

12. The system of claim 11, wherein said respoo.<;e mes
sage evaluator determines a service is coupled to a port 
receiving a communication initiation message in response to 55 

detecting a sync,lack message. 
13. 'The system of claim 7, wherein said communication 

initiation message is the first message for a three handshake 
protocol to establisb a communication connection. 

14. A system for detecting vulnerability of ports coupled 60 
to remote procedure call (RPC) services on a computer of an 
open network comprising: 

a remote procedure call (RPC) message generator for 
generating and sending RPC service commands to 
ports on a computer on an open network; and 

a response message evaluator for evaluating response 
messages from said ports of said computer receiving 

65 

said response message evaluator evaluating response 
messages received from said ports on computers of said 
open network in response to said service command 
messages having said predetermined source port 
address values sent from said source porting verifier 
external to said open network to detect said router 
passing messages having said predetermined source 
port address values to ports coupled to services on said 
open network. 

21. The system of claim 20, wherein service command 
messages having said predetermined source port address 
value are sent to each computer on said open network. 

22. The system of claim 21, further comprising: 
a table for sto?ng service ind!cators for each computer 

address thatJ.Sdetected as bemg vulnerable to receiving 
source ported messages. 
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23. The system of claim 22, wherein said predetermined 
value corresponds to a default source port address for a file 
transfer protocol (FfP) message of a TCP/IP protocol. 

24. The system of claim 16, further comprising: 
a Socks configuration verifier for establishing a commu

nication connection with a Socks server and for sending 
service command messages to computers on said open 
network coupled to said Socks server; and 

said response message evaluator evaluating said messages 
received in response to said service command messages 10 

to determine whether said service command message 
was passed by said Socks server to one of said com
puters on said open network_ 

25. The system of claim 24 said respoose message evalu· 
ator determining whether said service command message 15 

was executed by said one computer on said open network. 
26. The system of claim 25 said response message evalu

ator storing service indicators indicative of said services 
which executed said service command messages received at 
said port addresses. 20 

27. A method for detecting a security vulnerability in an 
open network comprised of the steps of: 

attempting an Internet Protocol (IP) spoofing attack 
against a target computer and open network; 

generating a service command message; and 
25 

sending said service command message to said target 
computer following said IP spoofing attack to deter
mine whether said target computer has been 
compromised, said service command message gener- 30 

ating an indicator of the succes.~ of the IP spoofing 
attack without altering the operational parameters of 
the target computer. 

28. The method of claim 27, wherein said generating 
service command message step generates one of an rsh and 35 

rlogin command. 

20 
receiving a message from said port in response 10 said 

communication initiation message being received at 
said port; and 

evaluating said message received from said port to deter
mine whether a service is coupled to said port without 
establishing a communication connection wilh said 
port. 

33. The method of claim 32, further comprising the step 
of: 

storing a service indicator 10 provide a reference that said 
port has a service coupled thereto which may be 
accessed from another computer. 

34. A method for detecting availability of a service on a 
port of a computer on an open network comprising the steps 
of: 

generating a service command message; 
sending said generated service command message to a 

port of a computer on said open network; 
receiving a message from said port in response to said port 

receiving said generated service command message; 
and 

evaluating said message received from said port to deter-
mine whether a service coupled to said port executed 
said service command message, without establishing a 
communication connection with said ports. 

35. The method of claim 34, further comprising the step 
of: 

storing a service indicator indicative that said service 
coupled to said port executed said service command 
message. 

3t'i. The method of claim 35, wherein said generating step 
generates service command messages for different services; 
and 

said evaluating step determines the type of .service 
coupled to said port which executed said service com
mand message. 29. The method of claim 28, wherein said generating step: 

generates an electronic mail message indicative of the 
succes.~ of the IP spoofing attack in response to said 
service command message. 

37. The method of claim 36, wherein said generating step 
generates said service command messages for each port of 

40 a computer of said open network. 

30. The method of claim 27, further comprising the step 
of: 

initiating a Telnet session between said target computer 
and another computer to iodicate the success of said IP 

45 "-poofing attack in response to said service command 
message. 

31. The method of claim 27, further comprising the steps 
of: 

gem:rating source addresses and destination addresses for 50 
said IP spoofing attack; and 

38. The method of claim 34, further comprising the steps 
of: 

establishing a communication connection with a Socks 
server; 

requesting said Socks server establish a communication 
connection with a computer on said open network; and 

said evaluating step determining whether said Socks 
server is configured 10 stop said service command 
message from being sent to said port of said computer 
of said open network. 

39. The method of claim 34, wherein said generating step 
generates O>mote procedure call (RPC) service command 
messages. 

attempting said IP spoofing attack against each said 
generated destination address by emulating communi
cation from each of said source addresses. 

32. A method for generating a service topology map uf an 
open network comprising the steps of: 

40. The method of claim 34, wherein said generating step 
55 generates service command messages having predetermined 

source port addresses. 
generating a communication command initiation mes

sage; 
sending said communication command initiation message 

to a port on a computer on an open network; 

41. The method of claim 34, wherein said generating step 
generates source routed service command messages. 
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SYSTEM AND METHOD FOR DETECfiNG 
AND PREVENTING SECURITY 

REFERENCE TO RELATED APPLICATION 
This application is related to the following application 

having the same assignee and inventorship and containing 
common disclosure, and is believed to have an identical 
effective filing date: "Managed Network Device Security 
Method and Apparatus'', U.S. application Ser. No. 08/775, 
536 filed Jan. 7, 1997. 

BACKGROUND OF TIJE INVENTION 

This invention relates in general to computer network 
security systems and in particular to systems and methods 
for detecting and preventing intrusion into a campus local 
area network by an unauthorized user. 

As local area networks (LANs) continue to proliferate, 
and the number of personal computers (PCs) connected lo 
LANs continue to grow at a rapid pace, network security 
becomes an ever increasing problem for network adminis
trators. As !he trend of deploying distributed LANs 
continues, Ibis provides mulliple access points to an enter
prise's network. Each of these distributed access points, if 
not controlled, is a potential security risk to the network. 

To further illustrate the demand for improved network 
security, an JDC report on network management, "LAN 
Management: The Pivotal Role of Intelligent Hubs", pub
lished in 1993, highlighted the importance of network secu
rity to LAN administrators. When asked the importance of 
improving management of specific LAN devices, 75% of !he 
respondents stated network security is very important. When 
further asked about the growing importance of network 
security over the next three years, many respondents indi
cated that it would increase in importance. 

More recently, a request for proposal from the U. S. 
Federal Reserve specified a requirement that a LAN bub 
must detect an unauthori7.ed station at the port level and 
disable the port within a 10-second period. Although Ibis 
requirement will stop an intruder, there is an inherent 
weakness in this solution in that it only isolates the security 
intrusion to the port of entry. The rest of the campus network 

2 
access control (MAC) addresses that have been filtered. 
Therefore, filters do not provide an adequate detection 
mechanism against break-in allempls. 

Another security technique that is commonly employed in 
hubs is intrusion controL 'There are token ring and Ethernet 
managed hubs that allow a network administrator to define, 
by MAC address, one or more authorized users per bub port. 
If an unauthorized MAC addres." is detected at the hub port, 
then the port is automatically disabled. The problem with 

10 this solution is that prevention stops at the bub and no further 
action is taken once the security intrusion has been detected. 
This solution does not provide a network-centric, system
wide solution. It only provides a piecemeal solution for a 
particular type of network hardware namely, the token ring 

15 and Ethernet managed hubs. The result is a fragmented 
solution, where security may exist for some work groups 
!hat have managed hubs installed, but not for the entire 
campus network. At best, the security detection/prevention 
is localized to the hub level and no solution exists for a 

20 network-wide solution. 
Other attempts to control LAN access have been done 

with software program products. For example, IBM Corpo
ration's Lan Network Management (LNM) products LNM 
for OS2 and LNM for AIX both provide functions called 

20 access control to token ring LANs. There are several prob
lems with these solutions. One problem with both of these 
solutions is that it takes a loog time to detect that an 
unauthorized station has inserted into the ring. An intruder 
could have ample time to compromise the integrity of a LAN 

30 segment before LNM could take an appropriate action. 
Another problem with the LNM products is that once an 
unauthorized MAC address bas been detected, LNM issues 
a remove ring station MAC frame. Although this MAC 
frame removes the station from the ring, it does not prevent 

35 the station from reinserting into the ring and potentially 
causing more damage. Because these products do not pro
vide foolproof solutions, and significant security exposure 
still exists, they do not provide a viable solution to the 

40 
problem of network security for campus LAN environments. 

Thus, there is a need for a mechanism that ties together all 
of the piecemeal solutions imo a comprehensive system 
solution that not only provides for detection of security 
intrusions, but also provides the proactive actions needed to 

45 
slop the proliferation of security intrusions over the domain 
of an entire campus network. 

is unaware of an attempted break-in. The detection of the 
unauthorized station and the disabling of the port is the first 
reaction to a security intrusion, but many significant 
enhancements can be made to provide a network-wide 
security mechanism. Where the above solution stops at the 
hub/port level, this invention provides significant enhance
ments to solving the problem of network security by pre
senting a system wide solution to detectiog and preventing so 
security intrusions in a campus LAN environment 

SUMMARY OF TIIE INVENTION 

It is., therefore, an object of the invention to provide a 
~yste'? an~ method for detecting and preventing security 
mtruswns m a computer network. 

II is another object of this invention to provide a system 
and method for detectmg and preventing security intrusions 
in :' local area network containing multiple managed 
devJCCS. 

In today's environment, network administrators focus 
their attention on router management, hub management, 
server management, and switch management, with the goals 
of ensuring network up time and managing growth (capacity ss 
planning). Security is often an afterthought and at best 
administrators get security as a by-produd of employing 
other device functions. For example, network administrators 
may set filters at router, switch, or bridge ports for perfor
mance improvements and implicitly realize some level of 60 

security as a side effect since the filters control the flow of 
frames to LAN segments. 

The problem with using filters is that their primary focus 
is on performance improvements, by restricting the flow of 
certain types of network traffic to specified LAN segments. 65 
The filters do not indicate bow many times the filter has 
actually been used and do not indicate a list of the media 

It is a further object_ of this invention to provide a system 
and method for detectmg and preventing security intrusions 
in a computer network having a managed hub and at least 
one interconnect device, such as a router, switch or bridge. 

OVerall, Ibis invention can be described in terms of the 
followi?g procedures or phase~: discovery, detection, 
prevenhon, bub e~able, and secunty clear. During each of 
these phases, a senes of frames are transmilled between the 
interconnect devices on a campus network. These frames are 
addressed to a group address (multicast address). Ibis well 
known group address needs to be defined and reserved for 
the LAN security functions that are descnbed herein. This 
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group address will be referred to as LAN security feature 
group address throughout the rest of this description. 

The campus LAN security feature relies on managed hubs 
discovering the interconnect devices in the campus LAN 
segment that support this LAN security feature. The term 
"LAN interconnect device" is used throughout this descrip
tion to refer to LAN switches (token ring and Ethernet 
10/100 Mbps), LAN bridges and routers. 10e managed hub 
maintains a list of authorized MAC addresses for each port 
in tbe managed bub. If the managed hub detects an unau- 10 
thori:zed station connecting to the LAN, the bub disables the 
port and then transmits a security breach detected frame to 
the LAN security feature group address. Each of the LAN 
interconnect devices on the campus LAN segment copies the 
LAN security feature group address and performs the fol
lowing steps: 1) set up filters to filter the intruding MAC 15 

address; 2) forward the LAN security feature group address 
to other segments attached to the LAN inteiCOnnecl device; 
and 3) send an acknowledgement back to the managed hub 
indicating that the intmding address has been filtered at the 
LAN interconnect device. Once the managed hub receives 20 
acknowledgements from all of the interconnect devices in 
the campus LAN, the port where the security intrusion was 
detected is re-enabled for use. Another part of the invention 
provides a network management station with the capability 
to override any security filter that was set in the above 25 
process. 

The following is a brief description of each phase in the 
preferred embodiment of the invention: 

4 
FIG. 1 is a block diagram of a campus network in which 

the present invention can be implemented. 

FIG. 2 is a component block diagram for an SNMP 
managed device. 

FIG. 3 is a component block diagram for a network 
management station. 

FIGS. 4A-4C show general frame formats for Ethernet 
and token ring frames. 

FIGS. SA-SE show the information contained in the 
Ethernet and token ring frame data fields to represent the 
different frame types that are implemented in the preferred 
embodiment. 

FIG. 6 illustrates tbe structure of the Interconnect Device 
List (lCD). 

FIG. 7 illustrates the structure of the Breach LisL 

FIG. 8 illustrates the structure of the Intrusion List. 

FIG. 9 is a flow chart of the processing that occurs in the 
managed hub to initiate the discovery phase oflbe invention. 

FIG. 10 is a flow chart of the processing that occUJS in the 
interconnect device during the discovery phase of the inven
tion. 

FIG. 11 is a flow chart of the processing that occurs in the 
managed hub during the discovery phase of the invention in 
response to the receipt of a discovery response frame. 

FIG. U is a flow chart of the processing that occurs in the 
managed hub during the detection phase of the invention. 

L Discovery 
In this phase, the managed bub determines the intercon

nect devices in the campus network that are capable of 
supporting the LAN security feature. The managed bub 
periodically sends a discovery frame to the LAN security 
fearure group address. The managed hub then uses the 
responses to build and maintain a table of interconnect 

35 devices in the network that support the security feature. 

30 
FIG. 13 is a flow chart of the processing that occurs in an 

interconnect device during the prevention phase of this 
invention. 

2. Detection 
In the detection phase, the managed hub compares the 

MAC addresses on each port against a list of authorized 
MAC addresses. If an unauthorized MAC address is 
detected, then the managed hub disables the port and notifies 40 

the other interconnect devices in the campus network by 
transmitting a security breach detected frame to the LAN 
security feature group address. 

3. Prevention 
The prevention phase is initialed when a LAN inlercon- 45 

nect device receives the security breach detected frame. 
Once this frame is received, the LAN interconnect device 
sets up a filter to prevent frames with the intruding MAC 
address from flowing through this network device. The LAN 
interconnect device then forwards the security breach so 
detected frame to the other LAN segments attached to the 
interconnect device. The LAN interconnect device also 
transmits a filler set frame back to the managed hub. 

4. Hub Enable 
The bub enable phase takes place when the man~ged hub 55 

has received all acknowledgements from the LAN mtercon
nect devices in the campus network. When the acknowl
edgements have been received, the managed hub re-enables 
the port where the security intrusion occurred. 

FIG. 14 is a flow chart of the processing that occurs in the 
managed hub during the hub enable phase of the invention. 

FIG. 15 is a flow chart of the processing thnt occurs in the 
interconnect devices in respcnse to the receipt of a security 
clear condition frame. 

FIG. 16 is an example of the implementation of the 
invention in a campus LAN environment. 

FIG. 17 is an example of the data flows corresponding to 
the example implementation in a campus LAN environment. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The preferred embodiment of this invention uses the 
SNMP network management protocol, since SNMP is the 
most prevalent network management protocol in the indus-
try and is the most widely deployed in campus networks. It 
should be noted that the concepts in this invention related to 
network management could also be applied to other network 
management protocols such as CMIP or SNA. 

FIG. 1 illustrates a typical campus network environment 
in which the present invention can be implemented. As 
shown in the figure. the campus network 10 contains inter
connect devices, such as router 12, router 14, token ring 
switch 16, bridge 18, managed hubs 20, 22, 24, network 
management station 26, workstation 28 and file server 30. 

5. Security Clear Condition . 
In this phase, a network management statiOn can ro;move 

a filter from a LAN interconnect device that was prev10usly 
set in the prevention step. 

The managed_ hubs and intercmwect devices depicted in 
60 FIG. 1 are constdered SNMP managed devices. The typical 

component block diagram for an SNMP managed device is 
illustrated in FIG. 2. A typical managed device is an embed
ded system that includes a system bus 50, random access 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention will be tlescribed with respe<:l to a preferred 65 

embodiment thereof which is further illustrated and 
described in the drawings. 

memory (RAM) 52, NVRAM 54 to store configuration 
information, FlASH EPROM 56 to store the operational 
and boot-up code, a processor or CPU 58 to execute the code 
instructions, and a media access control (MAC) chip 66 that 
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connects the device to the network 10. FIG. 2 also shows 
operational code 60, TCP/IP protocol stack 62 and SNMP 
agent code 64. In most instances, the operational code and 
the frame processing code execute in FLASH memory 56 or 

6 

in RAM 52. The code that implements several phases in this 
invention is included as a part of the operational code 
(microcode or firmware) of the managed device. The MAC 
chip 66 copies the frames corresponding to the different 
phases into RAM 52 and notifies the processor 58, usually 
via an interrupt, that a frame is ready for processing. The 10 

operational code 60 handles the interrupt and processes the 
frame. 

the end of tbis field and updates the device field length 
before it forwards the frame. It provides an audit trail or path 
that the security breach detected frame followed throughout 
the network. A network management Slat ion can monitor the 
progress of the security breach detected frame through 
information in the trap frames that it receives. 

The filter set frame sbown in FIG. 5D is sent to the 
individual MAC address of the managed hub that initiated 
the security intrusion condition. The data field includes a one 
byte field which indicates that the frame type is a filter set 
frame (frame type identifierx'04') and contains the MAC 
address of the LAN interconnect device sending the frame. 
Other fields in this frame are the MAC address of the 
detected intrusion, the module and port number of the 

FIG. 3 illustrates the typical component block diagram for 
a network management station such as that indicated by 
refereoce numeral 26 in FIG. 1. The network management 
station includes a processor 70, with a system bus 90 to 
which RAM 72, direct access storage device (DASD) 74, 
other peripherals 76, display monitor 78, keyboard 80, 
mouse 82 and network interface card 84 are connected. 

15 managed bub where the security intrusion was detected, and 
the time stamp representing the sySiem time when the 
security breach was detected. 

The security clear condition frame shown in AG. SE can 
be sent to the LAN security feature group address or to the 

20 individual MAC address of a LAN interconnect device. The 
data field includes a one byte field which indicates that the 
frame type is a security clear condition frame (frame type 
identifierx'05') and contains !he intruding MAC address to 

FIGS. 4A-4C show the general frame formats for Ether
net and token ring frames. The lAN security feature group 
address is placed in the destina lion address (DA) field of the 
discovery request, security breach detected and security 
clear condition (optionally) frames as discussed more fully 
below. The data field portion of each frame is used to pass 25 

the additional information related to tlris security feature. 

remove as a filter. 
Trap frames are sent to the network management station 

at various times depending upon the phase of the invention 
that is being performed. All trap frames have the same basic 
formal with the information in each trap frame varyjng 

The following describes the information that is included 
in the data fields of the Ethernet and token ring frame types 
to represent the different frames that are specific to the 
preferred embodiment of the invention. 

The discovery request frame shown in FIG. SA is sent to 
the LAN security feature group address and the data field 
includes a one byte field which indicates that the frame type 
(frame type identifierx'Ol ') is a discovery request frame. 
The time stamp field is the system time value when the 
discovery request frame is transmilled. It is used to correlate 
the discovery response frame with the discovery request 
frame. 

The discovery response frame shown in FIG. SB is sent to 
the individual MAC address of the managed hub that 
initiated the request. The data field in this frame includes a 
one byte field which indicates that the frame type is a 
discovery response frame (frame type identifierx'02'), and 
also contains the MAC address of the LAN interconnect 
device sending the frame, a description of the LAN inter
connect device (e.g .• IBM 8272 Model 108 Token Ring 
Switch), and a time stamp that is u,;ed to correlate the 
discovery response frame with the discovery request frame. 

The security breach detected frame shown in FIG. 5C is 
sent to the LAN security feature group address and the data 
field includes a one byte field which indicates that the frame 
type is a security breach detected frame (frame type 
identifierx'03') and contains the MAC address that was 
detected as the security intruder. Other fields of this frame 
contain the module number and port number where the 
security breach was detected and the system time when the 
security breach was detected. When the time stamp value is 
used in combination with the in!rllding MAC address and 
module and port numbers, it forms an intrusion identifier as 
will be referred to subsequently. Following the time stamp 
are device field length indicating the length of the field that 
follows and address fields. The address field contains the list 
of addresses that have processed and forwarded the security 
breach detected frame. It starts with the originating MAC 
address of the managed hub. Each su=essive interconnect 
device that receives the frame, appends its MAC address to 

30 
according to the phase. 

In the discovery phase, traps are sent as a result of the 
managed hub deleting an interconnect device from the list of 
devices that are in the security domain of interconnect 
devices. The discovery trap frame contains tbe trap identifier 

35 (x'Ol'), the MAC address of the interconnect device and 
device description. This trap indicates that an interconnect 
device was removed from a managed hub inter=nnect 
device Jist because it did not respond to the managed hub 
with a discovery response frame within the allotted time 

40 
period of the discovery window. 

Traps sent in the detection phase indicate that the man
aged hub detected an intrusion on one of the hub ports. 
Information in Ibis trap frame includes trap identifier 
(x•02'), the MAC address of the intruding device, the 

4s module and port number of the detected intrusion, and the 
time when the security intrusion was detected. 

Traps sent in the prevention phase indicate that the 
interconnect device has completed the processing of a 
received security breach detected frame. This trap frame 

so contains the trap identifier (x•03'), the MAC address of the 
intruding device, the module and port number of the 
detected intrusion, the time when the security breach was 
detected and a variable length address field. This last field 
contains a list of MAC addresses for all the devices that have 

55 processed the security breach detected frame. This infonna
tion provides to the network management station the path 
that the security breach detected frame followed through the 
network 

Traps sent in the hub enable phase indicate that the 
60 managed hub bas reenabled a hub port as a result of 

receiving filter set frames from all of the interconnect 
devices in the discovered security domain, i.e., all the 
discovered interconnect devices. This trap frame contains 
the trap identifier (x'04'), the MAC address of the intruding 

65 device, tbe module and port number of the detected 
intrusion, and the time wben the security breach was 
detected. 
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For token ring networks, the information in the trap 
frames can be included in frames addressed to the functional 
address of the LAN manager. 'lbe LAN management frame 
format and defined functional address are specified in the 
IBM Token Ring Network Architecture (SC30-3374-02) 
publication. 

For managed hubs, the authorized address Jist (AAL) 
controls which MAC addresses are allowed to connect to 
specified ports. Each entry in the AALconsists of two fields: 

~~~ n:;t:C:~~~~~t~~r;~~h~~~~~~~~~Z:~ n:d:::si~:~~ 10 

specifies the address or addresses that are allowed to connect 
to the port, 

The AALcan be built by the network administrator as part 
of the configuration of the managed hub. The network 15 
administrator identifies the addresses that are allowed to 
connect to specific ports on the hub. Mter the initial 
configuration, the AAL can be updated in several ways. The 
network management station can add or delete entries in the 
AAL by sending SNMP management frames. Since most 20 
managed hubs provide a Telnet interface into the device to 
change configuration parameters, a Telnet session could be 
used to add or delete entries in the AAL. Also, since most 
managed hubs provide for the attachment of a local console 
over an RS232 serial port connection which can be used to 25 
change configuration parameters, a local console session can 
be used to add or delete entries in the AAL. 

Alternatively, the AAL can be built dynamically through 

8 
The detection phase operates at the managed hub level. 

Each port on the managed hub can be configured to hold one 
or more MAC addresses of users that are authorized to 
access the network. The managed hubs can be 10 or 100 
Mbps Ethernet or token ring hubs. Current· hub chipsets 
provide the capability to determine the last source MAC 
address that is seen on a port. When a station attempts to 
connect to a network, either by in.....,rting into the token ring 
or by establishing a link state with an Ethernet hub, the last 
source address seen on the port is compared to the autho
rized list of MAC addresses that has been defined for this 
port. If the address is authorized then normal network; 
operations occur. If the address is not authorized, then the 
managed hub performs the following actions: 

1. disables the port; 

2. sends an SNMP trap frame to the network management 
station; 

3. sends an alert frame to the functional address of the 
LAN Manager (token ring); and 

4. transmits a security breach detected frame (FIG. S<..) to 
the LAN security feature group address. 

Additional variables in the SNMP trap provide informa
tion about the point of intrusion: e.g. the module id (in the 
case of stackable hubs), the port number, the network 
number (in cases where hubs bave multiple backplanes), and 
a time stamp (sysUpTime) of when the intrusion was 
detected. SysUpTime is an SNMP MIB variable that repre
sents the time (units of O.Ols) since the network manage-a learning process. Most managed hubs provide a mecha

nism in the hardware to capture the addresses of the stations 
that are attached to the ports of a hub. These learned 
addresses can be provided to the network management 
station as those stations authorized to access the hub. These 
learned addresses are then used as tbe AAL for the managed 
hub. 

30 ment portion of the system was last reinitialized. 
Some managed hubs support multiple backplanes or net

works. In this case, the security breach detected frame is 
transmitted on all of the active backplanes/networks within 
the hub. 

35 
The well known group address needs to be defined and 

reserved for LAN security functions. The security breach 
detected frame (FIG. SC) containing the MAC address of the 
station that intruded inlo the network is sent to the LAN 
security feature group address. 

'The discovery phase is initiated by each managed hub in 
the campus network. Its purpose is to determine the LAN 
interconnect devices in the campus LAN that support the 
LAN security feature. Each managed hub periodically trans
mits a discovery frame (FIG. SA) to the LAN security 
feature group address. The managed hub then uses the 
information in the response frame (FIG. SB) to build and 
maintain a list of all of the devices that support the LAN 
security feature. This list is referred to as the Interconnect 
Device List (lCD). The addresses in this list are used in the 
hub enable phase to correlate the reception of the filter set 
frame (FIG. 50) with entries in the list. The managed hubs 
typically store these lCD lists in management information 
base (MJB) tables where they can be retrieved, upon request, 
from a network management station. 

40 
The prevention phase spans the network. Each intercon-

nect device in the campus network is configured to copy 
frames addressed to the LAN security feature group address. 
Upon a security intrusion, the network interconnect devices 
copy the security breach detected frame (FIG. SC) and 

45 
perform the following functions: 

1. set filters based on the intruder's MAC address. 

50 

The discovery phase can also be used to provide an 
integrity check on the lCD list of devices supporting the 
LAN security feature. By periodically transmitting the dis
covery frame (FIG. SA) to the LAN security feature group 
address, checks can then be made to ensure that all of the 55 
devices are still in the lCD security list. If any discrepancies 
are detected, e.g., if a station is removed from the list or 
added to the list, then an SNMP trap is sent to the network 
management station. This notification alerts the network 
administrator that a potential security exposure exists in the 60 

campus network. FIG. 6 illustrates the structure of the JCD 
list along with the information stored in the list for each 
discovered interconnect device. Other lists that are built and 
maintained in the detection and prevention phases are the 
Breach List shown in FIG. 7 and the Intrusion List shown in 65 
FIG. 8. Their use will be explained below in the description 
of the detection and prevention phases. 

2. transmit a security breach detected frame (FIG. SC) to 
the LAN security feature group address. 

3. sen~ an SNMP trap frame to the network management 
statiOn. 

4. send an alert frame to the functional address of the LAN 
manager (token ring). 

5. transmit filter set frame (FIG. SD) to the MAC address 
o~ the hub that initiated the security breach process. 

. Set!mg filters by t~ net~ork interconnect device prevents 
mtrus10_n attempts With thiS MAC address originating else
~bere lD the campus n~twork from flowing through this 
m!erconnect devtce. ThiS protects an enterprise's data on 
tbts segment of the network from any attacks via the 
intruder's MAC address. 

The interconnect device extracts the intrusion identifier 
information from the security breach detected frame. If this 
is the first time the interconnect device has received a 
security breach detected frame with this intrusion identifier 
the interconnect device adds this information to the lntrusio~ 
IJst. then checks to ensure the filter has been set for the 
intruding MAC address and resets, if required. The inter-
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connect device then transmits the security breach detected 
frame on all ports except the port on which the security 
breach detected frame was received. 

Sending the trap frame indicates that the filler bas been set 
as a result of receiving the sectuity breach detected frame. 5 
Likewise, sending the alert frame indicates that the filter bas 
been set as a result of receiving the security breach detected 
frame. 

The hub enable phase operates at the network level. The 
bub .that initiates the security breach process receives the 

10 
filter set frames from the interconnect devices in the campus 
network. The hub then waits to receive responses back from 
all of the interconnect devices that were determined in the 
discovery phase to be in !be campus network. When all the 

~~~r:~hn:;: ~~:!:st }~a~~.~~~~~ t:::~~e~e~a~~~~~h~o ~r~ 15 

for use and then sends a TRAP frame back to the network 
management station indicating that all filters have been set 
for the intruding MAC address. The network management 
station can optionally forward this information to a network 

20 
management application such as IBM Corporation's 
NetView/390 product via an alert. 

The security clear condition phase of this invention pro
vides the capability for a network administrator to manually 
override, if necessary, one of the filters that bas been set in 

25 
the prevention phase. The network management station 
could globally clear, i.e., remove a filler from all LAN 
interconnect devices by transmitting the security clear con
dition frame (FIG. 5E) to the LAN security feature group 
address. The network management station could selectively 

30 
clear, i.e., remove a filter from a LAN interconnect device by 
transmitting the security clear condition frame to the MAC 
address of the specific LAN interconnect device. 

FJGS. 9-15 are flow charts that illustrate the processing 

~~iC:~~ri~~ ~:cbm;~:;:do:~~e 3i~~~ti~~~ -~:r~~~~";'~ 35 

implement the discovery phase of this invention runs within 
the managed hub and interconnect device as event driven 
threads within the realtime OS embedded system. The flows 
in FIG. 9 depict the processing that occurs in the managed 40 
bub to initiate each discovery phase. This task manages the 
initialization and update of the Interconnect Device List and 
timing of the next iteration of the discovery phase. The 
following briefly describes each logic block in the figure. 

Step 100: Entry to this task can be caused by a power on 45 
and/or reset. This would be one of many tasks that 
would run in response to this event. 

Step 101: There are two lists, a period, a window, and two 
flags that are used by the managed bob in this inven
tion. The lCD (Interconnect Device) List contains so 
information on the devices found during the discovery 
phase. The Breach List contains information on intru
sions recognized by the hub and in the process of being 
secured. The period is the time between discovery 
phases. The window is the time between when a ss 
discovery phase is initiated and when an Interconnect 
Device must respond before being assumed inacces
sible due to network or device outage. One Hag is an 
indication that initialization has completed. The other 
flag is an indication that the security feature is enabled. 60 

The lists, the period, the window and the enabled flag 
may be cleared or loaded from persistent memory. The 
initialized flag is set to True. 

Step 102: Test for whether the security feature is enabled. 
Step 103: Each managed bub maintains a MIB variable 65 

that is called SysUpTime. This is used as a time stamp 
for security feature frames. 

10 
Step 104: The discovery frame is built with the data field 

containing the type of the frame--Request. 
Step 105: The frame is sent to the l.AN security feature 

group address. 
Step 106: The discovery phase is initiated periodically as 

an integrity check on the security feature coverage 
within the network. The period is adjustable to reflect 
variable path lengths or round-trip-times between a 
managed bub and interconnect devices. The period can 
be set via SNMP. The longer the period, the less the 
integrity of the network coverage. The shorter the 
period, the higher the traffic rate required for the 
security feature. 

Step 107: Set a pointer to the bead of the list of lCD 
(Interconnect Device) List items. The pointer may 
point to an item or nothing if there are not items ·in the 
list. (Ibe lCD List is a list of the interconnect devices 
that responded in a previous discovery phase). This part 
of the task is to update the Interconnect Device List by 
updating items as appropriate or deleting them as 
necessary. 

Step 108: Does the pointer point to an item in the list or 
does it point beyond the end of the list? 

Step 109: Each lCD List item bas a time stamp from the 
last discovery response frame received from the device. 

Step 110: Is the time for the item in the lCD List later than 
current time? 

Step 111: If yes, the managed hub has reset or rolled over 
its SysUpTime since the last response from the lCD. 
Set the time in the lCD List item to current time. 

Step 112: Is the difference between the current time and 
the last response time from the item greater than the 
discovery window? 

Step 113: Assume the device is inaccessible due to 
network or device outage and purge the item from the 
lCD List. Also, decrement the outstanding filter set 
count on all the Breach List items. 

Step 114: If there is a network management station (NMS) 
that is receiving traps from the managed hub and the 
traps are enabled, send a trap indicating that the inter
connect device is no longer accessible. If there is an 
LNM for OS/2 station available and traps are enabled, 
send a trap to the LNM for OS/2 station. 

Step 115: Move the lCD List pointer to the next item or 
to the end of tbe list if no more entries exist. This is for 
stepping through the entire list of lCD items. 

Step 116: End the task and return Ia the embedded system 
OS. 

Step 117: Enter this task due to a timer driven interrupt 
(set in step 106). 

1be flows in FIG. 10 depict the processing that occurs in 
the interconnect devices during each iteration of the discov
ery phase. This task responds to the receipt of a discovery 
reques~ fram~ by sending a discovery response frame. The 
followrng bnefly descnbes each logic block in the figure. 

Step 143: The task is initiated by the receipt of a discovery 
request frame. 

Step 144: A check is made for whether the security feature 
is enabled. This determines if any additional processing 
is required. 

Step 145: The source MAC address and time stamp are 
extracted for building the response. 

Step 146: 1be discovery response frame is built using the 
information from the discovery request frame that was 
just received. 
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Step 147: The frame is sent to the originating managed 
hub. 

Step 148: The task ends, returning control to the embed
ded OS. 

The flows in FIG. 11 depict the processing that occurs in 
the managed hub in response to the. receipt of a discovery 
response frame. This task maintains the state of this iteration 
of the discovery phase. The following briefly describes each 
logic block in the figure. 

Step 130: The task is initiated in the managed hub by the 10 
receipt of a discovery response frame. 

Step 131: The interconnect device information is 
extracted from the frame. 

Step 132: The Interconnect Device List is searched for an 
item with a MAC address matching the source address 15 

of the discovery response frame. 
Step 133: Has a match been found? 
Step 134: If a match is found, update the last response 

time in the lCD List item with the time stamp that was 
extracted from the discovery response frame. 

Step 135: If there is no match, assume that the device is 
not in the list because of either network/device outages 

20 

or the device has just started utilizing the security 
feature. It is necessary to determine if the discovery 
window is still large enough. The round-trip-time is Z5 
calculated, and multiplied by 2 to derive a potential 
discovery window. If this is larger than the current 
discovery window, the discovery window needs to be 
changed. 

Step 136: Change the discovery window. 
Step 137: Create a new Interconnect Device List item 

using the source address from the di..<;eovery response 
frame, the device description from the frame, and the 

30 

time stamp from the frame. Add it to the list. 
35 

Step 138: Optionally send a trap to the network manage
ment station(s) and if this is a token ring, to the LAN 
manager functional address. 

Step 139: The task ends, returning control to the embed
ded OS. 

The code to implement the detection phase of this inven-
tion runs as a separate task independent from the other tasks 

40 

in the managed bub. The flows in FIG. 12 depict the 
processing thai occurs during the dispatch of the delection 
phase task. 1ltis task simply checks all the ports in the bub 45 
to ensure that the station attached to the port has been 
aulhorized to establish a connection on this pori. The AAL 
(Authorized Address List) defines which MAC addresses are 
allowed to connect to specific ports on the hub. The foilow
ing briefly describes each logic block in the figure. 50 

Step 200: This is the entry point for the detection phase 
task. Processing starts at port number 1 in the hub and 
continues until all of the ports in !he hub have been 
processed. 

12 
Step 230: A check is made here to see if all of the ports 

in the bub have been processed. If all of the ports have 
been processed, then processing resumes at step 200 
with the processing of port number 1. If this was not the 
last port and there are more ports to process, then 
processing continues at step 240. 

Step 240: In this step, the neXI port iri the hub is set up to 
be processed. Processing then continues at step 210. 

Step 250: In this step a check is made to see if the port is 
already disabled. If the port is already disabled, then the 
port/network is already secure from intruders on this 
port. If the port is already disabled, then processing 
continues al step 230. If the port is enabled, processing 
then continues al step 260. 

Step 260: In this step, the port is disabled. Processing then 
continues at step 265. 

Step 265: In this step, an entry is added to the Breach List 
containing the following: MAC address that was 
detected as the intruder, the module and port number 
where the intrusion was detected,lhe time (sysUpTime) 
when the security breach was detected, and the out-
standing filter set count which is set to lhe number of 
enrries in the I CD list. Processing then continues at step 
270. 

Step 270: In this step, the security breach detected frame 
is transmitted on all network segments of the hub. The 
info field of the security breach detected frame includes 
the following: MAC Address of the inlmder, module 
number, port number, time slarnp (sysUpTime). the 
device field length initialized to 6 (bytes), the 6 byte 
MAC address of the managed hub. Processing then 
continues at step 280. 

Step 280: In this step, a trap frame is optionally sent to the 
network management slation. The trap frame includes 
the following information: 

(a) trap identifierx'02'; 
This indicates that the managed hub detected in inlrusion 

on one of the hub ports. 
(b) MAC address of !he intruding devine; 
(c) module number of the detected inlrusion; 
(d) port number of the detected intrusion; 
(e) time when the security breach was detected; 
Processing then continues at step 290. 
Slep 290: In Ibis step, a check is made to see if Ibis 

invention has been implemented in a Loken ring net
work. The token ring architecture defines a special 
functional address thai is used by LAN management 
stations. Functional addresses are only used in token 
ring environments. If the invention is implemented in a 
token ring network, processing then continues at step 
295. If the invention is implemented in a non-token ring 
network, processing then continues al step 230. 

Slep 295: In this step, a frame is sent lo the functional 
address of the LAN manager with the information from 
step 280. Processing then continues at step 230. 

Step 210: This step checks if a slation is attached to the 55 

port in the hub. If a stalion is attached, then an address 
exists for the port. If an address is detected for lhe port 
(i.e., a station is attached to lhe port), then processing 
continues with Slep 220. If there is no address detected 
for Ibis port (i.e., no station is attached), !hen process
ing continues with step 230. 

FIG. 13 depicts the flows for the prevention phase of the 
invenlion. The prevention phase is implemenled in the 
intercontiecl devices of the network. The following briefly 

60 descnbe each logic block in lhe figure. 

Step 220: A check is made here to ensure that the address 
!hat has been detected on this port is in the list of 
authorized addresses.lfthe address detected on the port 
is authorized, then continue processing at step 230. If 65 

!he address detected on tbe port is not in the authorized 
lis!, !ben processing continues at step 250. 

Step 300: The processing is iniliated when the inlercon
nect device receives a frame from the nelwork. The 
interconnect device copies the frame and saves Lhe port 
number that the frame was received on. Processing then 
continues at step 302. 

Slep 302: In this step, the frame that was copied in slep 
300 is interrogated and a check is made to determine if 
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1he destination address of the frame is equal to the LAN 
security feature group address. If the received frame is 
addressed to the LAN security feature group address, 
then processing continues at step 306. Otherwise, the 
frame is of some other type and the processing contin
ues with step 304. 

Step 304: This step is encountered for aU frame types 
other than the LAN security fe:ature. The normal frame 
processing code of the interconnect device runs here. 

Step 306: In this step, the intrusion identifier information 10 

is copied from the frame. The intrusion identifier con
sists of the following information: 

(a) MAC address of the intruder; 
(b) module number; 
(c) port number; 
(d) time stamp; 
Processing then continues at step 308. 

15 

Step 308: In this step, a check is made to determine if the 
intrusion identifier is already in the Intrusion List of 20 

this interconnect device. If yes, processing 1hen con
tinues at step 316. If no, processing then continues at 
step 312. 

Step 3U: In this step, the intrusion identifier information 
is added to the Intrusion List. Processing then continues 25 
at step 316. 

Step 316: In this step, the current port of the interconnect 
device is set to port number 1. Processing then contin
ues at step 318. 

Step 318: In this step, a check is made to determine if the 30 

intruding MAC address is already filtered on the cur
rent port. If yes, processing then continues at step 322. 
If no, processing then continues at step 320. 

Step 320: In this step, a filter is set for the intruding MAC 
35 address on the current port. Processing then continues 

at step 322. 
Step 322: In Ibis step a check is made to determine if the 

filter processing has been applied to all of the ports in 
the interconnect device. If all of the ports have been 

40 
processed, processing then continues at step 326. If 
there are more ports to process, processing then con
tinues at step 324. 

Step 324: In this step, the current port is set to the next 
port in the interconnect device. Processing then con- 4~ 
tinues at step 318. 

Step 326: In this step, the security breach detected frame 
is propagated tluoughout the network. The interconnect 
device transmits the security breach detected frame on 
all ports other than the port the original frame was 50 

received on. (Reference step 300 where it is determined 
which port the frame was received on). Before trans
mitting the security breach detected frame, the lCD 
appends its MAC address to the addresses field of the 
frame and increments the device field length field of the 55 
frame by 6. This provides the audit trail or the path 
information for the security hreach detected frame. 
Processing then continues at step 332. 

Step 332: In this step, the interconnect device trall5mits 
the filter set frame to the originator of the security 60 

breach detected frame. The originator is determined by 
extracting the source address from the frame that was 
copied in step 306. Processing then continues at step 
334. 

Step 334: In this step, a trap frame is sent to the network 65 
management station. The trap frame includes the fol
lowing information: 

14 
(a) trap identifierx'03'; 
This indicates that the interconnect device bas completed 

the processing of a received security breach detected frame. 
(b) MAC address of the intruding device; 
(c) module number of the detected intrusion; 
(d) port number of the detected intrusion; 
(e) time when the security breach was detected; 
(f) addresses field; 
This is a variable length field that contains a Jist of all of 

the devices that have processed the security breach detected 
frame. This information provides to the network manage
ment station the path that the security breach detected frame 
followed throughout the network. 

Processing then continues at step 336. 
Step 336: In this step, a check is made to see if Ibis 

invention has been implemented in a token ring net
work. The token ring architecture defines a special 
functional address that is used for LAN management 
stations. Functional addresses are only used in token 
ring environments. If the invention is implemented in a 
token ring network, processing then continues at step 
338. If the invention is implemented in a non-token ring 
network, processing then continues at step 340. 

Step 338: In this step, a frame containing the same 
information in the trap frame in step 334 is sent to the 
functional address of the LAN manager. Processing 
then continues at step 340. 

Step 340: In this step, processing resumes again at step 
300. 

The code to implement the hub enable phase of thi'> 
invention runs within the managed hub as event driven 
threads within the realtime OS embedded system. The flows 
in FlG. 14 depict the processing that occurs in the managed 
bub in response to receipt of each filter set frame. The task 
maintains the necessary lists of interconnect devices and 
breaches to complete the hub enable phase for each breach. 
The following briefly describes each logic block in the 
figure. 

Step 400: The task is initiated in the managed hub by the 
receipt of a filter set frame. 

Step 401: Get the source address of the frame for finding 
the associated lCD List item. 

Step 402: The Interconnect Device List is scanned for an 
item with the same MAC address as the source address 
of the frame. 

Step 403: Was a match found? If not, assume that the 
interconnect device is no longer accessible. 

Step 404: If a match is found, decrement the outstanding 
breach response count in lCD List item by 1. This 
provides an up-to-date count of au Islanding responses 
for each lCD. 

Step 405: Extract intrusion identifier information from the 
frame. 

Step 406: Scan the Breach List for an item with a 
matching intrusion identifier. 

Step 407: Match found? 
Step 408: If a match is found, decrement the outstanding 

filter set count by 1 in the matching Breach List item. 
Step 409: Have all interconnect devices responded? Are 

all fillers set? 
Step 410: Since the intruder is now being filtered and bas 

been removed from the network, remove the Breach 
List item. 

Step ~11: If there is a listening network management 
stahon(s), send a trap. If this is a token ring, send an 
alert to the LAN manager functional address. 
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Step 412: Optionally reenable the port. This is a policy 
decision. lt may also reflect the likelihood of the 
intruder still attempting to intrude via this same port. 

Step 413: End the task and return control to the embedded 
OS. 

The code to implement the security clear condition phase 
of thi" invention runs within the interconnect devices as 
event driven threads within the real!ime OS embedded 
system. The flows in FIG. 15 define the processing that 
occurs in the interconnect devices in response to receipt of 10 
each security clear condition frame. The task updates the 
Intruder List of breaches and completes the security clear 
condition phase for each breach. The following briefly 
describes each logic block in the figure. 

St';,"y ~:!!'re~~;;~~: s:,~~~~dc~a~h~0i~~~;i:n~~%~= 15 

a network management station. 
Step 501: Extract the intruder MAC address from the 

security clear condition frame. 
Step 502: Search the Intrusion List for a matching MAC 

20 
addreSS-

Step 503: Is there a match? 
Step 504: lf there is a match, remove the item from the 

Intrusion List. 
Step 505: Remove filter for the intniding MAC address. 25 

Step 506: End the task and return control to the embedded 
OS. 

16 
As a practical example of the implementation of this 

invention in a campus LAN environment, FIG. 16 depicts a 
university setting in which there is a managed bub on each 
floor of the buildings in a campus network. The network 
infrastructure consists of a pair of Ethernet switches aU ached 
to a campus backbone. Each Ethernet switch is also attached 
to a plurality of Ethernet managed hubs (one on each floor 
in each building). The figure shows a student dormitory that 
is aUacbed to the same oetwork that runs the university 
administration applications. There are obvious security con
cerns about students accessing the proprietary administra-
tive information (i.e., grades, transcripts, payroll, accounts 
receivable/payable, etc.). 

An intruder trying to access the network via one of the 
managed hub ports in the dormitory is slopped at the port of 
entry to the network and further access to the campus 
network is prevented by having the intruder's MAC address 
filtered on ail LAN interconnect devices. The symbols 
containing a "B" in FIG. 16 indicate the points in the campus 
network where frames with the intruding MAC address are 
blocked from access to LAN segments by the setting of 
filters. The data flows corresponding to the example are 
shown in FIG. 17 and are self-explanatory. 

For simplicity, this invention has used the term managed 
hub to refer to traditional token ring and Ethernet port 
concentration devices (e.g., IBM 8238, IBM 8224, IBM 
8225, IBM 8250, lBM 8260). In reality, the functions of the 
managed hub can he extended to LAN switches (both token 
ring and Ethernet) where dedicated stations could be 

Two example." are given below to illustrate the actions 
that are performed by the managed hub and interconnect 
devices in an implementation of this invention in an opera
tional campus environment. Referring again to FIG. 1, there 
is depicted a workstation 28, attached to an Ethernet hub 24, 
that is attempting to gain unauthorized access to a file server 

30 attached directly to the switch pori. LAN switches would 
have to add the functionality of authorizing a set of MAC 
addresses that could attach to a switch port and detecting any 
unauthorized accesses to the switch port. 

30 that is located on a token ring segment. The security 
intrusion is detected by the managed Ethernet hub 24, since 
the MAC address of the workstation 28 is not authorized for 
this port in the bub. The managed bub 24 then disables the 
port and transmits the security breach detected frame to the 
LAN interconnect device 14 on this segment, which, in tum, 
forwards the security breach detected frame to LAN inter
connect devices 12, 16 that arc attached to subnet 3 and 
subnet 4, respectively. LAN interconnect device 12, in tum, 
forwards the security breach detected frame to LAN inter
connect device 18. The LAN interconnect devices 12, 14, 
16, 18 set filters on all ports in the device to prevent frames 
with the intruding MAC address from flowing through the 
interconnect device. 

To describe the key aspects of this LAN security 
35 invention, it was easiest to illustrate with an implementation 

using managed hubs. In reality, many large enterprises use 
a combination of both managed hubs and unmanaged hubs 
throughout their networks. This invention is readily extend· 
ible and the security detection mechanism can easily be 

40 integrated into the function of a LAN bridge. The bridge 
would keep the !iSI of authorized addresses for a given LAN 
segment where access to the LAN is via low cost unmanaged 
concentrators. The bridge would then detect any new 
addresses on the LAN segment and compare the addresses 

45 against the authorized list. If an unauthorized address was 
detected, the bridge would then set up filters for the intrud
ing MAC address, and transmit the security breach detected 
frame to the other interconnect devices attached to the 
campus network. In this case, the intruder would be isolated 

More specifically, the managed hub 24 disables the port 
and transmits the security breach detected frame to router 
14. The managed bub 24 also sends a trap frame to the 
management station 26. Router 14 applies the intruder's 
MAC address as a filter on all of its ports and forwards the 
security breach detected frame on all of its ports, except the 
port the security breach detected frame was received on. 
Router 14 then sends a trap to the network management 55 
station 26 and sends a filter set frame back to the managed 
hub 24. Router 12 and the token ring switch 16 also receive 
the security breach detected frame and perform the same 
processing operations as defined above for router 14. The 
bridge 18 receives the security breach detected frame and 
performs the same proces.<;ing operations as done by router 
14. The managed hub 24 now correlates all of the received 
filter set frames with the interconnect devices 12, 14, 16, 18 
that were discovered via the discovery request/response 
frames and reenables the port. The managed hub 24 then 
sends a trap to the management station 26 to indicate that the 
intruder's port has been reenabled. 

50 to the LAN segment where the intrusion was first detected. 
This example shows that the composite function of the 
managed hub could be integrated into a LAN bridge and the 
bridge could control the security access for a large segment 
consisting of unmanaged concentrators. 

Another special use of this invention involves the tasks of 
a network administrator. A key day-to-day task for most 
network administrators falls into the category of moves, 
adds, and changes to network configuration. In this 
invention, the network management statioo has complete 

60 awareness of all of the authorized users throughout the 
campus network. In the event that a security breach is 
detected, in the special case where an authorized user is 
trying to gain access through an unauthorized port, the 
network management station could detect this situation and 

65 automatically take the appropriate actions (i.e., remove 
filters from the interconnect devices since this is an autho· 
rized user). This type of action would assist administrators 
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that work in dynamic environments where there are frequent 
moves, adds and changes. 

The preferred embodiment of the invention has relied 
upon the detection of unauthorized MAC addresses by the 
managed hub. It can easily be modified to apply to the 5 
network layer (layer 3) or higher layers, in the Open System 
Interconnection (OSI) protocol stack and work with such 
well known network protocols as TCP/IP, IPX, HTTP, 
AppleTalk, DECnet and NETBIOS among others. 

18 
discovering by a first managed device each of said plu

rality of managed devices that are enabled to provide 
network security; 

detecting an unauthorized address on a first port of said 
first managed device and disabling said first port; 

setting a filter at each of said plurality of managed devices 
to prevent frames having the unauthorized address from 
being forwarded through said computer network; and 

reenabling said first pori afler said filtering step has been 
completed. 

2. The method for providing security again& intrusion of 
claim 1 further comprising the step of removing of said filter 
that had been set at each of said plurality of managed 
devices. 

3. The method for providing security against intrusion of 
claim 1 wherein said first managed device is a managed bub. 

4. The method for providing security against intrusion of 
claim 1 wherein said first managed device io; a switch. 

5. The method for providing security against intrusion of 
claim 1 wherein said plurality of managed devices includes 
a token ring switch. 

Currently, many LAN switches have custom application 
specific integrated circuits {ASICs) that are designed to 10 

detect or recognize frame patterns in hardware. These LAN 
switches use this frame type recognition capability primarily 
for frame forwarding based on the IP address and for placing 
switch ports in a virtual LAN (VIAN). In order to provide 
security protection at the network layer, it will be clear to 15 
one skilled in the art that the authori7.ed address list (AAL) 
descnbed herein can be extended to include IP addresses. 
The so-modified AAL, coupled with the LAN switch capa
bility to detect TP addresses in a frame will enable imple
mentation of the detection and prevention phases to support 20 

IP addresses. In Lbe detection phase, the ASIC-based LAN 
switch can be used to obtain the IP address that is connected 
to a port. The detected IP address would then be compared 
to the authorized IP addresses in the AAL. If an unauthorized 
lP address is detected, the invention works as previously 
described with the disabling of the port and the transmission 
of the security breach detected frame. In the prevention 
phase, the interconnect devices are notified of intruding IP 
addresses and then apply filters for the intruding IP address. 

6. The method for providing security against intrusion of 
claim 1 wherein said plurality of managed devices includes 

. an Ethernet switch. 
25 

7. 'The method for providing security against intrusion of 

The present invention can also be modified to operate at 
the application layer (layer 7) of the OSI protocol stack. 30 

Currently, several commercially available LAN switches, 
such as the model 8273 and model 8274 LAN switches 
available from IBM Corporation, provide a capability for a 
user-defined policy for creating a VL.AN. This user-defined 
policy enables one to specify an offset into a frame and a 35 

value (pattern) to be used to identify the frame. Once the 
user-defined policy has been defined, the switch ASIC 
detects all frames matching the specified pattern and places 
them into a specific VLAN. Since the custom ASIC recog
nizes the user-defined pattern, it can be programmed to 40 
recognize portions of a frame that identify a specific appli
cation. This application pattern can then be used as the 
detection criteria in the invention and thus provide applica
tion layer security. 

The present invention can be modified further to provide 45 

additional security by encryption of tbe data fields in the 
frames that are used to implement the inventive concepts 
described above. One of the most widely known and rec
ognized encryption algorithms is the Data Encryption Stan
dard (DES). The implementation of DES or other encryption so 
algorithm to encrypt the data fields of frames described in 
this invention can ensure the privacy and integrity of the 
communication between managed hubs, jnterconnect 
devices and network management stations. Security proto
cols such as Secure Sockets Layer (SSL) utilizing public key 55 
encryption techniques are becoming standardized and can be 
used to furthi:r enhance the invention described herein. 

While the invention has been particularly shown and 
descnbed with reference to the particular embodiments 
thereof, it will be understood by those skilled in the art that 60 

various changes in form and detail may be made therein 
without departing from the spirit and scope of the invention. 

Having thus descnbed our invention, what we claim and 
desire to secure as Letters Patent is as follows: 

1. A method for providing security against intrusion in a 65 

computer network having a plurality of managed devices, 
said method comprising the steps of: 

claim 1 wherein said plurality of managed devices includes 
a bridge. 

8. The method for providing security against intrusion of 
claim 1 wherein said plurality of managed devices includes 
a router. 

9. The method for providing security against intrusion of 
claim 1 wherein said computer network includes a local area 
network. 

10. The method for providing security against intrusion of 
claim 1 further comprising the steps of building and main
taining an authorized address list at said first managed 
device of addresses that are allowed to connect to each port 
in said first managed device. 

11. The method for providing security against intrusion o( 
claim 10 wherein each entry in said authorized address list 
includes a port number and an authorized address. 

12. The method for providing security against intrusion of 
claim 1 wherein sa]d discovering step includes the steps of: 

transmitting a discovery request frame by said first man
aged device, said discovery request frame having a 
security feature group address; 

receiving sa1d discovery request frame at each of said 
plurality of managed devices and transmitting a dis
covery response frame back to said first managed 
device; 

building and maintaining an interconnect device list at 
said first managed device of said plurality of managed 
devices that transmitted said discovery response frame 
back to said fiiSt managed device. 

13. The method for providing security against intrusion of 
claim 12 wherein each entry in said interconnect device Jist 
includes an address of lhe managed device thai sent tbe 
discovery response frame and a time stamp extracted from 
said discovery response frame. 

14. The method for providing security against intrusion of 
claim 11 wherein sa]d detecting step includes the steps of: 

comparing, fur each port, a source address of a station 
attempting to connect to said port with the authorized 
address list _of addresses for sai<;J port and determining 
whether sa1d source address IS on said authorized 
address list. 
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15. The method for providing security a gains! intrusion of 
claim 12 wherein following said disabling step said method 
further includes: 

sending a trap frame by said first managed device to a 
network management station indicating that an intru
sion has been detected on said first port; and 

20 
24. The system for providing security against intrusion of 

claim 23 further comprising means at a network manage
ment station for generating a security clear condition frame 
to initiate the removing of said filter that had been set at each 
of said plurality of managed devices. 

25. The system for providing security against intrusion of 
claim 23 wherein said first managed device is a managed 
bub. 'transmitting a security breach detected frame by said first 

managed device and having said security feature group 
address to said plurality of managed devices that have 
entries in said interconnect device list. 

26. The system for providing security against intrusion of 

10 
claim 23 wherein said first managed device is a switch. 

27. The system for providing security againsl intrusion of 
claim 23 wherein said plurality of managed devices includes 
a token ring switch. 

16. The metbod for providing security against intrusion of 
claim 15 wherein said security breach detected frame 
includes a source address of an unauthorized station, the port 
number of said first managed device at which the intrusion 
occurred, and a time slamp representing the time at which 15 

the unauthorized station was detected. 
17. The metbod for providing security against intrusion of 

claim 16 wherein following the receiving of said security 
breach detected frame and setting of filters, each of said 
plurality of managed devices performs the additional steps 20 

of: 
transmitting said security breach detected frame on all 

ports except the port on which said each managed 
device received said security breach detected frame; 

15 sending a trap frame to the network management station 
indicating that said filter has been set as a result of 
receiving said security breach detected frame; and 

transmitting a filter set frame to said first managed device. 

28. The system for providing security against intrusion of 
claim 23 wherein said plurality of managed devices includes 
an Ethernet switch. 

29. The system for providing security against intrusion of 
claim 23 wherein said plurality of managed devices includes 
a bridge. 

30. The syslem for providing security against intrusion of 
claim 23 wherein said plurality of managed devices includes 
a router. 

31. The system for providing security against intrusion of 
claim 23 wherein said computer network includes a local 
area network. 

3Z. The syslem for providing security a gains! intrusion of 
claim 23 further comprising means for building and main
taining an authorized address list at said first managed 
device of addresses that are allowed to connect to each port 
in said first managed device. 

18. The method for providing security against intrusion of 
claim 17 wherein said filler set frame includes the address of 
said each managed device sending said filter set frame, the 
source address of said unauthorized station, the port number 

30 
33. The system for providing security against intrusion of 

claim 32 wherein each entry in said authorized address list 
includes a port number and an authorized address. 

of said first managed device at which the intrusion occurred, 
and a time stamp representing the time a I which the unau- 35 
thorized station was detected. 

19. The method for providing security againsl intrusion of 
claim 1 wherein following said reenabling step said first 
managed device sends a trap frame to a network manage
ment station indicating that said filtering step has been 40 
completed. 

20. The method for providing security against intrusion of 
claim 2 wherein said removing step includes transmitting a 
security clear condition frame to said plurality of managed 
devices. 45 

21. The method for providing security against intrusion of 
claim 2 wherein said removing step includes transmitting a 
security clear condition frame to a selected managed device 
of said plurality of managed devices. 

34. The system for providing security agaiost intrusion of 
claim 23 wherein said means for discovering includes: 

means for transmitting a discovery request frame by said 
first managed device, said discovery request frame 
having a security feature group address; 

means for receiving said discovery request frame at each 
of said plurality of managed devices and means for 
transmitting a discovery respoosc frame back to said 
first managed device; 

means for building and maintaining an interconnect 
device list at said first managed device of said plurality 
of managed devices that transmitted said discovery 
response frame back to said first managed device. 

35. The system for providing security against intrusion of 
claim 34 wherein each entry in said interconnect device list 
includes an address of the managed device that seot the 
discovery response frame and a time stamp extracted from 

22. The method for providing security a gains! intrusion of 
claim 20 or 21 wherein said security dear condition frame 
includes said unauthorized address. 

50 said discovery response frame. 

23. A system for providing security against intrnsion in a 
computer network having a plurality of managed devices, 
said system comprising: 

means for discovering at a firs! managed device each of 
said plurality of managed devices that are enabled to 
provide network security; 

55 

means for detecting an unauthorized address on a first port 
of said first managed device and means for disabling 60 

said first port; 
means for setting a filter at each of said plurality of 

managed devices to prevent frames having the unau
thorized address from being forwarded through said 
computer network; and 

means for reenabling said first port of said first managed 
device after said filtering step has been completed. 

65 

36. The system for providing security against intrusion of 
claim 33 wherein said means for detecting includes: 

means for comparing, for each port, a source address of a 
station attempting to connect to said port with the 
authorized address list of addresses for said port and 
means for determining whether said source address is 
on said authorized address list. 

37. The system for providing security against intrusion of 
claim 34 further including: 

means for sending a trap frame by said first managed 
device to a network management station indicating that 
an intrusion has been detected on said first port; and 

means for transmitting a security breach detected frame 
by said firs! managed device and having said security 
feature group address to said plurality of managed 
devices that have entries in said interconnect device 
list. 
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38. The system for providing security against intrusion of 
claim 37 wherein said security breach detected frame 
includes a source address of an unauthorized station, the port 
number of said first managed device at which tbe intrusion 
occurred, and a time stamp representing tbe time at which 
the unauthorized station was detected. 

39. The system for providing security against intrusion of 
claim 38 wherein each of said plurality of managed devices 
further comprises: 

means for transmitting said security breach detected 10 
frame on all ports except the pon on which said each 
managed device received said security breach detected 
frame; 

means for sending a trap frame to the network manage
ment station indicating that said filter has been set as a 15 

result of receiving said security breach detected frame; 
and 

means for transmitting a filter set frame to said first 
managed device. 

40. The system for providing security against intrusion of 20 

claim 39 wherein said filter set frame includes the address of 
said each managed device sending said filter set frame, the 
source address of said unauthorized station, the port number 
of said first managed device at which the intrusion occurred, 
and a time stamp representing the time at which the unau- 25 

thorized station was detected. 
41. Tbe system (or providing security against intrusion of 

claim 23 wherein said first managed device funber com
prises means for sending a trap frame to a network man
agement station indicating that said filter has been set at each 30 

of said plurality of managed devices. 
42. The system for providing security against intrusion of 

claim 24 wherein said security clear condition frame 
includes said unauthorized address. 

43. A method for providing security against intrusion in a 35 

computer network having a managed hub and at least one 
interconnect device, said method comprising the steps of: 

building and maintaining an authorized address list at s<rid 
managed hub of addresses that are allowed to connect 
to eacb port in said managed hub; 40 

discovering by said managed hub each interconnect 
device that is enabled to provide network security; 

detecting an unauthorized address on a first port of said 
managed hub and disabling said first pon; 

setting a filter at each interconnect device to prevent 
frames having the unauthorized address from being 
fotwarded through said computer network; and 

reenabling said first port after said filtering step bas been 
completed. 

44. ]be method for providing security ag.Unst intrusion of 
claim 43 further comprising the step of removing of said 
filter that had been set at each interconnect device. 

45 

so 

45. Tbe method for providing security against intrusion of 
claim 43 wherein said at least one interconnect device 55 
includes a token ring switch, an Ethernet switch, a bridge or 

22 
transmilled said discovery response frame back to said 
managed hub. 

47. The method for providing security against intrusion of 
claim 46 wherein said detecting step includes the steps of: 

comparing, for each port, a source address of a station 
attempting to connect to said port with an authorized 
address list of addresses for said port and determining 
whether said source address is on said authorized 
address list. 

48. The method for providing security against intrusion of 
claim 46 wherein following said disabling step said method 
further include.~: 

sending a trap frame by said managed bub to a network 
management station indicating that an intrusion has 
been detected on said first port; and 

transmining a security breach detected frame by said 
managed bub and having said security feature group 
address to each interconnect device tbat has an entry in 
said interconnect device list. 

49. The method for providing security against intrusion of 
claim 48 wherein following the receiving of said security 
breach detected frame and setting of filters, each intercon
nect device perforrns the additional steps of: 

transmilling said security breach detected frame on all 
ports except the pon on which said each interconnect 
device received said security breach detected frame; 

sending a trap frame to the network management station 
indicating that said filter bas been set as a result of 
receiving said security breach detected frame; and 

transmining a filter set frame to said managed hub. 
50. The method for providing security against intrusion of 

claim 43 wherein following said reenabling step said man· 
aged hub sends a trap frame to a network management 
station indicating that said filtering step has been completed. 

51. The method for providing security against intrusion of 
claim 44 wherein said removing step includes transmilling a 
security clear condition frame to each interconnect device. 

52. A system for providing security against intrusion in a 
computer network having a managed hub and at least one 
interconnect device, said system comprising: 

means for building and maintaining an authorized address 
list at said managed hub of addresses tbat are allowed 
to connect to each port in s.Ud managed hub; 

means for discovering by said managed hub each inter
connect device that is enabled to provide network 
security; 

means for detecting an unauthorized address on a first port 
of said managed hub and means for disabling said first 
port; 

means for setting a filter at each interconnect device to 
prevent frames having tbe unauthorized address from 
being forwarded through said computer network; and 

means for reenabling said first port of said managed hub 
after said filtering step bas been completed. 

a router. 
46. The method for providing security against intrusion of 

claim 43 wherein said discovering step includes the steps of: 
transmitting a discovery request frame by said managed 

hub, said discovery request frame having a security 
feature group address; 

53. Tbe system for providing security against intrusion of 
claim 52 funher comprising means at a network manage
ment station for generating a security clear condition frame 

60 to initiate the removing of said filter that had been set at each 

receiving said discovery request frame at each intercon
nect device and transmilling a discovery response 
frame back to said managed hub; 

building and maint.Uning an interconnect device Jist at 
said managed hub of each interconnect device that 

interconnect device. 
54. Tbe system for providing security against intrusion of 

claim 52 wherein said at least one interconnect device 
includes a token ring switch, an Ethernet switch, a bridge or 

65 a router. 
55. The system for providing security against intrusion of 

claim 52 wherein said means for discovering includes: 
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means for transmitting a discovery request frame by said 
managed bub, said discovery request frame having a 
security feature group address; 

24 
group address to each interconnect device that has an 
entry in said interconnect device list. 

58. The system for providing security against intrusion of 
claim 57 wherein each interconnect device further com· means for receiving said discovery request frame at each 

interconnect device and means for transmitting a dis
covery response frame back to said managed hub; 

5 
prises: 

means for building and maintaining an interconnect 
device list at said managed hub of each interconnect 
device that transmitted said discovery response frame 

10 back to said managed hub. 
56. The system for providing security against intrusion of 

claim 55 wherein said means for detecting includes: 

means for comparing, for each pon, a source address of a 
station attempting to connect to said pon with an 

15 
authorized address list of addresses for said port and 
means for determining whether said source address is 
on said authorized address list. 

means for transmitting said security breach detected 
frame on all ports except lbe port on which said each 
interconnect device received said security breach 
detected frame; 

means for sending a trap frame to the network manage
ment station indicating that said filter bas been set as a 
result of receiving said security breach detected frame; 
and 

means for transmitting a filter set frame to said managed 
hub. 

59. 1be system for providing security against intrusion of 57. The system for providing security against intrusion of 
claim 55 further including: 

means for sending a trap frame by said managed bub to a 
network management station indicating that an intru
sion has been detected on said first port; and 

20 claim 52 wherein said managed hub further comprises 
means for sending a trap frame to a network management 
station indicating that said filter has been set at each inter
connect devicew 

means for transmilling a security breach detected frame 
by said managed hub and having said security feature * .. * " 
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Warnings: 

Information: 

3897956 

22 Non Patent Literature D1265part6.pdf no 100 
640a8bf16b4e3192285eb1 0013a9bda 1 c34 

9843e 

Warnings: 

Information: 

2164810 

23 Non Patent Literature D1265part7 .pdf no 100 
343b367b0c48be 1264b3e566a452512819 

d19bb4 

Warnings: 

Information: 

3233153 

24 Non Patent Literature D1265part8.pdf no 100 
d368aff43c60b3c2584edf77d5d5e500e020 

ba56 

Warnings: 

Information: 

2825989 

25 Non Patent Literature D1265part9.pdf no 100 
3a267e 18a93361908301 ce620a7846feaf18 

6d94 

Warnings: 

Information: 

2972212 

26 Non Patent Literature D1265part1 O.pdf no 100 
6f17 59 5814d 2d60bf17 6852f875 2 c7 a35 9e8 

cd29 

Warnings: 

Information: 
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2160112 

27 Non Patent Literature D1265part11.pdf no 100 
4fe 7498a9594c1 d864 7be0d40219460cce6 

9fc81 

Warnings: 

Information: 

3309637 

28 Non Patent Literature D1265part12.pdf no 100 
cba2cab 77 5 5944 7 54f6f66aed d OOed cbO 1 f9 

be94 

Warnings: 

Information: 

3572344 

29 Non Patent Literature D1265part13.pdf no 100 
1838143d07c78fc93a7944f8fbb540f627be 

2438 

Warnings: 

Information: 

3352910 

30 Non Patent Literature D1265part14.pdf no 100 
a9b6228a0fae 1 c13c1868502f029428c664b 

f9c0 

Warnings: 

Information: 

3496255 

31 Non Patent Literature D1265part15.pdf no 100 
240ee 7a5796f70e1 f8d6a2691 f4a440bd 12b 

3562 

Warnings: 

Information: 

5201699 

32 Non Patent Literature D1266.pdf no 74 
Oae584f5461 e98ea2eaabd0c81 aaac30cd2 

d346 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

736755 

33 Non Patent Literature D1267.pdf no 10 
b 1992fed98554e4b59532cbba41 e8797f21 

5668f 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

9966686 

34 Non Patent Literature D1268part1.pdf no 100 
039ca211365c81e14240a28fc3a77ca79908 

ofb8 

Warnings: 

Information: 

Petitioner Apple Inc. - Exhibit 1002, p. 996



8109308 

35 Non Patent Literature D1268part2.pdf no 100 
168315ce928ceb4c4 7339663fa2ff1 d375c0 

4d5a 

Warnings: 

Information: 

9980777 

36 Non Patent Literature D1268part3.pdf no 100 
fc39c68654853afb30572821 01 bb3edee29 

530a7 

Warnings: 

Information: 

9200871 

37 Non Patent Literature D1268part4.pdf no 100 
31 db4222f327e349cf1 bba51 e43d4be5bde 

8461c 

Warnings: 

Information: 

8739047 

38 Non Patent Literature D1268part5.pdf no 100 
4 2e687 eab 1 c 4f9 7 e8cd bee 4cebe82 925 7 4c 

1a238 

Warnings: 

Information: 

8550043 

39 Non Patent Literature D1268part6.pdf no 100 
8980a273a27cf872df5b8a3a8939e6376f4d 

666b 

Warnings: 

Information: 

8274468 

40 Non Patent Literature D1268part7.pdf no 100 
aed7b8b8e674 7f3ad646a 1 eb88c2f4f2ac1 a 

fdf2 

Warnings: 

Information: 

7260885 

41 Non Patent Literature D1268part8.pdf no 100 
5 86f6d ac84c095 8e6fa0692857 e 7 d 15 68861 

44ec 

Warnings: 

Information: 

8073282 

42 Non Patent Literature D1268part9.pdf no 100 
e3ae4bb0871 c274 7 cbf8a35d0daa98d1496 

5a368 

Warnings: 

Information: 

8560232 

43 Non Patent Literature D1268part1 O.pdf no 100 
2009ff8be267bf3dd62fa4a 1 c385a9c00bff9 

eSb 

Warnings: 

Information: 

Petitioner Apple Inc. - Exhibit 1002, p. 997



8338473 

44 Non Patent Literature D1268partll.pdf no 100 
d9ce938c1 efea922374df44140d34e5b587 

8400c 

Warnings: 

Information: 

5506776 

45 Non Patent Literature D1268part12.pdf no 70 
e698224 7f8d a96c9d 0980e9ae4 5 9b9c87 afS 

a366 

Warnings: 

Information: 

8972105 

46 Non Patent Literature D1269.pdf no 63 
be 1666f59873 5 d40a0c5 ab28e0d 87 4aefe 5 

ec4c9 

Warnings: 

Information: 

1203134 

47 Non Patent Literature D1270.pdf no 19 
b 14266da2fa45887796f7084e87 e9a 1 c307 

1256 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

3504952 

48 Non Patent Literature D1271 part3.pdf no 200 
bf75 d a89 5444 2d 651 d 81 ObS 04a3 87 4 5 8f2e 

8e525 

Warnings: 

Information: 

3837133 

49 Non Patent Literature D1271 part4.pdf no 200 
b3916a75633f2c530780acb 19ea45f9eb68 

be34d 

Warnings: 

Information: 

3361641 

50 Non Patent Literature D1271 part5.pdf no 200 
f9e8b446a 2b 7 e8aee84 2f3feea04052d 5 69e 

fc15 

Warnings: 

Information: 

2331490 

51 Non Patent Literature D1271 part6.pdf no 200 
bf57 6bdd b9a97962ac71 f7 c6d3 85486f 4d 3 

Ofa4 

Warnings: 

Information: 

2371238 

52 Non Patent Literature D1271 part7.pdf no 159 
8de6405f301 a972e 7856fb 1 b 121840007e4 

05650 
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Warnings: 

Information: 

9466849 

53 Non Patent Literature _D1272.pdf no 78 
04e0a60844bd 23f7253 e871 fd4b 7 a6f5 f2ba 

1389 

Warnings: 

Information: 

741623 

54 Non Patent Literature _D1273.pdf no 12 
77b5dd116d906c7a34348098e9a56695e2 

19ccb0 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

5328775 

55 Non Patent Literature D1274.pdf no 3 
4c0a4192f4afc37 e4fd00cb 14d1873a 12fb3 

4d87 

Warnings: 

Information: 

3706485 

56 Non Patent Literature D1275part1.pdf no 100 
2ee9a4f0a2505d 16367 e2b28156a66167bd 

fa8f8 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

3726943 

57 Non Patent Literature D1275part2.pdf no 117 
87f5abe5af083c48b57ea8af0289b08d877d 

194e 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

4716307 

58 Non Patent Literature D1276.pdf no 274 
f4831 05a7d5d81 ac0d42ab25b8e8bab719 

77221 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

21132140 

59 Non Patent Literature D1271 part1.pdf no 200 
b5ac5492ff64fd890a29f5169d35fc0124366 

bSc 

Warnings: 

Information: 
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4029269 

60 Non Patent Literature 01271 part2.pdf no 200 
db626da48ada2f728a9a49a060b0f74bb0d 

c8a4c 

Warnings: 

Information: 

Total Files Size (in bytes) 270105583 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Electronic Acknowledgement Receipt 

EFSID: 15102531 

Application Number: 13339257 

International Application Number: 

Confirmation Number: 1084 

Title of Invention: 
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Customer Number: 23630 

Filer: Toby H. Kusmer. 

Filer Authorized By: 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Receipt Date: 04-MAR-2013 

Filing Date: 28-DEC-2011 

TimeStamp: 11:51:35 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

2829552 

1 Non Patent Literature D1367part17.pdf no 200 
30217 a4cf2 7 Sd c8b68bc609bf783 99 5 80 7 a 1 

689f 

Warnings: 

Information: 
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2742291 

2 Non Patent Literature D1367part18.pdf no 200 
ca4 fSa 25 9b85 36d aa3 6b8b9ad409f5 a 1 fl fO 

9a66 

Warnings: 

Information: 

2846638 

3 Non Patent Literature D1367part19.pdf no 200 
f69ee9b2ba78513e2b92bd04 75d69e6a0fb 

4abc8 

Warnings: 

Information: 

2598677 

4 Non Patent Literature D1367part20.pdf no 200 
d e08e 1 f6b5 5 e25 79 3 6f24 57 5 e 7fb5 b9 54f37 

ee49 

Warnings: 

Information: 

3094007 

5 Non Patent Literature D1367part21.pdf no 200 
Oe0337954535cbbd5c5f97f2ec0ed5f8b5aa 

5116 

Warnings: 

Information: 

2473740 

6 Non Patent Literature D1367part22.pdf no 200 
bb73365c8ef0c521ea22a11451 b039e2c73 

a2672 

Warnings: 

Information: 

1839430 

7 Non Patent Literature D1367part23.pdf no 200 
b40eec3f85e92e6fc9a6665 e9f4bbd4 7 6 72e 

f115 

Warnings: 

Information: 

2109084 

8 Non Patent Literature D1367part24.pdf no 200 
55a0beaf6a686ba 1 cf800865faf64f519baf0 

Ob 

Warnings: 

Information: 

2066586 

9 Non Patent Literature D1367part25.pdf no 199 
aa9ffa2f6eef a 7f5 c068f4 5 aBed Obd4 146489 

10o 

Warnings: 

Information: 

7803999 

10 Non Patent Literature D1367part26.pdf no 200 
15 026aae 52ef28e02 60fc2f06a4c 7 aa844a b 

dc29 

Warnings: 

Information: 
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6949434 

11 Non Patent Literature D1367part27.pdf no 200 
4431 b64464 736425547db671 bl f533059c 

Oae74 

Warnings: 

Information: 

9420516 

12 Non Patent Literature D1367part28.pdf no 200 
99f1 bc77d51 a 1 c0e59963be6e8125f62582 

b2d3b 

Warnings: 

Information: 

8622584 

13 Non Patent Literature D1367part29.pdf no 200 
f52e7ff9af96e 1 be67fa0bf4e415c6edc884d 

6db 

Warnings: 

Information: 

5691420 

14 Non Patent Literature D1367part30.pdf no 200 
aff21 fSe 3c 422 6b2 942d 8ea86909f27b84ef 

oe4 

Warnings: 

Information: 

5147177 

15 Non Patent Literature D1367part31.pdf no 200 
79a3fb072f1 038c5a54619f42af13855c8d61 

095 

Warnings: 

Information: 

4989115 

16 Non Patent Literature D1367part32.pdf no 200 
ff4eec8f363c85b9e96f09e060f053d2ad486 

b2o 

Warnings: 

Information: 

5568352 

17 Non Patent Literature D1367part33.pdf no 200 
d9e1 acef97040cfe5cf0175be4 737a 18634c 

c13 

Warnings: 

Information: 

8490123 

18 Non Patent Literature D1367part34.pdf no 200 
3dc07 e6085f579298408aa4661548536d76 

d29a6 

Warnings: 

Information: 

6798116 

19 Non Patent Literature D1367part35.pdf no 200 
70e0df0fd 87 4 9d a37 e86e3 77b2d b6d4da4 7 

cda6f 

Warnings: 

Information: 
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3485165 

20 Non Patent Literature D1367part36.pdf no 200 
3eced5d52de48ba 1800fe1 f8ca4af5138044 

b82b 

Warnings: 

Information: 

4016005 

21 Non Patent Literature D1367part37.pdf no 200 
20e974b5331 b980e 7d7 eb529725eff12e8f 

4a4f 

Warnings: 

Information: 

3636004 

22 Non Patent Literature D1367part38.pdf no 200 
fca83e506ae11779b35e45a8c9cffcfcec7df 

ol 

Warnings: 

Information: 

4305786 

23 Non Patent Literature D1367part39.pdf no 200 
180e4c71fd02cc5906a2c19341 d90b2c863 

11ce1 

Warnings: 

Information: 

4903541 

24 Non Patent Literature D1367part40.pdf no 200 
7f1 08e007a707311 b614e8b6605f08c3ca9 

3ed3 

Warnings: 

Information: 

7138830 

25 Non Patent Literature D1367part41.pdf no 200 
72be8053f1 ae72eb 1 cb9bd64 705ffa64a05 

e13a 

Warnings: 

Information: 

9911751 

26 Non Patent Literature D1367part42.pdf no 200 
f2070eefb592a0e36d503cc8248a74887ca2 

28b0 

Warnings: 

Information: 

7969144 

27 Non Patent Literature D1367part43.pdf no 200 
2f0342bb9b82e4dc238a9f292bce6504fac2 

fdfa 

Warnings: 

Information: 

9714518 

28 Non Patent Literature D1367part44.pdf no 200 
69809f99901 efd296a487fec6c8953e1 e9fb 

dbe 

Warnings: 

Information: 
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9464624 

29 Non Patent Literature D1367part45.pdf no 200 
Oe 72b0765bd452396169aed99d9a7db2f5 

Of713a 

Warnings: 

Information: 

8840128 

30 Non Patent Literature D1367part46.pdf no 200 
ec4819ce6003 9eeb925 7 5 8cc0599222 Obaa 

447cc 

Warnings: 

Information: 

7390404 

31 Non Patent Literature D1367part47.pdf no 200 
20f6a873451180115e534ea00e5c96c9098 

9a25b 

Warnings: 

Information: 

5183735 

32 Non Patent Literature D1367part48.pdf no 200 
9fe8a56297a63015b48d8fc8f90ea07a06fe 

c6e 

Warnings: 

Information: 

6393126 

33 Non Patent Literature D1367part49.pdf no 200 
97f0f2fb7616056656bf05eb3b815ac0ade6 

Od84 

Warnings: 

Information: 

6962577 

34 Non Patent Literature D1367part50.pdf no 199 
de042b7abfe7a3823a7502a00854afdeb35 

de8fb 

Warnings: 

Information: 

6443871 

35 Non Patent Literature D1367part51.pdf no 200 
86bdf9113d5cb529d8335a5af2a258fda 7e 

218a 

Warnings: 

Information: 

6068436 

36 Non Patent Literature D1367part52.pdf no 200 
a0c2 088b834a5 b 13 2fd5 9e9003 d 97 d a813 7 

9d02a 

Warnings: 

Information: 

6570870 

37 Non Patent Literature D1367part53.pdf no 200 
9600469d0807f84cf8dcb941 dbc5f499061 

2a72 

Warnings: 

Information: 
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4949670 

38 Non Patent Literature D1367part54.pdf no 200 
4da01fa51501 b8e45d981619e0d3b0e3e5c 

462f7 

Warnings: 

Information: 

4695155 

39 Non Patent Literature D1367part55.pdf no 200 
12e5f7564ceabb745e91261 03bb9ec7f096 

75e79 

Warnings: 

Information: 

4957213 

40 Non Patent Literature D1367part56.pdf no 200 
8e4df5a225d 7b4bd4 f869b2d ece 14d8e6a2 

e31bf 

Warnings: 

Information: 

8708817 

41 Non Patent Literature D1367part57.pdf no 200 
70e6f68114bea0dcb0ecee736a1bb7dfb12 

1a188 

Warnings: 

Information: 

6779256 

42 Non Patent Literature D1367part58.pdf no 200 
ed3 b9e 777 5 5c9ad2e0442bf0 13 062a284ae 

4f722 

Warnings: 

Information: 

5328626 

43 Non Patent Literature D1367part59.pdf no 200 
36f13527af4c3ff03ecdfb50c9414156531 ca 

olf 

Warnings: 

Information: 

6773524 

44 Non Patent Literature D1367part60.pdf no 200 
7 d 88e88514 5 7b6ec5 2c0e 5 06 7 4 3 7763 08e 

cfab3 

Warnings: 

Information: 

6755777 

45 Non Patent Literature D1367part61.pdf no 200 
d86235569ce34aab55a7ba3b 1 cfb3eeedbc 

5d895 

Warnings: 

Information: 

6058621 

46 Non Patent Literature D1367part62.pdf no 200 
fdb98d4cd4a61 ObcS 2 06d dea9b870c9c2f6 

3b03d 

Warnings: 

Information: 
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5968372 

47 Non Patent Literature D1367part63.pdf no 200 
58c23cf1 02e013185469ea 1768e1 fb40df7 c 

07c3 

Warnings: 

Information: 

5493823 

48 Non Patent Literature D1367part64.pdf no 200 
76fa05ded24ff89bf3dc542c2a8e062ff32eb 

19o 

Warnings: 

Information: 

8929581 

49 Non Patent Literature D1367part65.pdf no 200 
4 98f89623 b235 dfff91 OdeS 2 c69e4 3 5 a4 3 3 9 

a8ce 

Warnings: 

Information: 

8355250 

50 Non Patent Literature D1367part66.pdf no 200 
e70796817e 7f1 ace3a8bd94ad48f83e06ad 

571f 

Warnings: 

Information: 

6039483 

51 Non Patent Literature D1367part67.pdf no 200 
313887801f0db75273c9f17 ebcbb4857770 

ad Of a 

Warnings: 

Information: 

4701060 

52 Non Patent Literature D1367part68.pdf no 200 
76c54663b 19e4cdc6de528e1 d0252631 Od 

9f594 

Warnings: 

Information: 

5677709 

53 Non Patent Literature D1367part69.pdf no 200 
bf9092148071 fa016dd283e4653d 16387d2 

07e3f 

Warnings: 

Information: 

5346438 

54 Non Patent Literature D1367part70.pdf no 200 
b0bdb5bf643c66a6c54 7b 118acbde76e5c2 

fafdl 

Warnings: 

Information: 

6946216 

55 Non Patent Literature D1367part71.pdf no 200 
83161 ad44c5a2afabed818c4c84a74 78dd 1 

3ccbf 

Warnings: 

Information: 
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5859323 

56 Non Patent Literature D1367part72.pdf no 200 
d34bd2e2f0b 1 d4c250f9f1 e66208227fed29 

6bae 

Warnings: 

Information: 

6310488 

57 Non Patent Literature D1367part73.pdf no 200 
acaa235876d1179a8cab197e868278103e8 

a6974 

Warnings: 

Information: 

9839138 

58 Non Patent Literature D1367part74.pdf no 200 
5fa9f7bce783d 1983da23c8f76aa 161503d4 

7140 

Warnings: 

Information: 

11273482 

59 Non Patent Literature D1367part75.pdf no 199 
d 1 aabce64442d 1 b48834bedcdf8f4fb 1 cf19 

5d91 

Warnings: 

Information: 

7216090 

60 Non Patent Literature D1367part76.pdf no 200 
93fbd52354a7f9e43d0870b497cd80fe7051 

3685 

Warnings: 

Information: 

Total Files Size (in bytes) 363442468 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Electronic Acknowledgement Receipt 

EFSID: 15102291 

Application Number: 13339257 

International Application Number: 

Confirmation Number: 1084 

Title of Invention: 
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Customer Number: 23630 

Filer: Toby H. Kusmer. 

Filer Authorized By: 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Receipt Date: 04-MAR-2013 

Filing Date: 28-DEC-2011 

TimeStamp: 11:50:10 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

6224382 

1 Non Patent Literature D1336.pdf no 207 
5532df0a9705e937962cef6757fb66839f45 

67d9 

Warnings: 
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The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

1693967 

2 Non Patent Literature D1337.pdf no 4 
86bc65b9e9ce85091 006dfde1 b751 d20d7 

db78b 

Warnings: 

Information: 

1010871 

3 Non Patent Literature D1338.pdf no 1 
8cd58e8c9a621 ebb661 db8c15d35495c3e 

ed84c 

Warnings: 

Information: 

1361716 

4 Non Patent Literature D1339.pdf no 4 
76ae31 ebed6a611e46ac7fd2fc480fa1 cOl 0 

43dc 

Warnings: 

Information: 

117551 

5 Non Patent Literature D1340.pdf no 1 
9f3 ccab3 3 73 3fb8b4c91 aeb24869af 48879 3 

3b5e 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

1586481 

6 Non Patent Literature D1341.pdf no 2 
18c999d 52 7 a6e63 e4 9a24 24 3 eb2848bba 71 

e3cbb 

Warnings: 

Information: 

4567422 

7 Non Patent Literature D1342.pdf no 39 
33c7 c83c8facdf6b 1925227a9df809c2f45f5 

d14 

Warnings: 

Information: 

1386522 

8 Non Patent Literature D1343.pdf no 128 
fc6a4547b 1 e56c6f6ed6d 1 d9133e1 dff81 00 

9fbf 

Warnings: 

Information: 

3224028 

9 Non Patent Literature D1344.pdf no 27 
14 3 baeeed b8e 7fc279fc796 71484 5 fc22 ce8 

3bc1 

Warnings: 

Information: 
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8057998 

10 Non Patent Literature D1345part1.pdf no 100 
f4 7dae52b5279e5071879b2230170c2d849 

dcbd3 

Warnings: 

Information: 

7593970 

11 Non Patent Literature D1345part2.pdf no 100 
SbS cO 72651 Oc3 7 61 Ofl 563 687 de 708e4 3 89 

bb895 

Warnings: 

Information: 

9257367 

12 Non Patent Literature D1345part3.pdf no 150 
9e07a4f4e2e1 e05ec1172bd0dfa7083598d 

a7e71 

Warnings: 

Information: 

10336191 

13 Non Patent Literature D1345part4.pdf no 150 
1 cOl b8ccdec738f5c0c088bfc2b0cf22ad 1 fl 

31o 

Warnings: 

Information: 

8946138 

14 Non Patent Literature D1345part5.pdf no 150 
f0500499346346169993af6370a771 Od0d9 

cb30d 

Warnings: 

Information: 

8828613 

15 Non Patent Literature D1345part6.pdf no 150 
099ca 1650d 1 b9f5b7c2459058c6346b1 d 11 

1d55e 

Warnings: 

Information: 

8560141 

16 Non Patent Literature D1345part7 .pdf no 150 
e6bd414516d4 7087f599aab3f308622e828 

3df52 

Warnings: 

Information: 

9356808 

17 Non Patent Literature D1345part8.pdf no 150 
af3313861 cd5f9b729d 178896b769ed4455 

4162 

Warnings: 

Information: 

9764625 

18 Non Patent Literature D1345part9.pdf no 150 
64b894c3184 9 7 4d 20bebd 232d 09 5 bb54bd 

010a6b 

Warnings: 

Information: 
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1423238 

19 Non Patent Literature D1345part1 O.pdf no 150 
596a082b844 7685e7dfd212ffde96e40bce 

c406 

Warnings: 

Information: 

1919004 

20 Non Patent Literature D1346.pdf no 3 
a749b23be 1 d527cdca70d02fdf7 ec267 c9b 

48f7c 

Warnings: 

Information: 

1497286 

21 Non Patent Literature D1347.pdf no 3 
5782c123c01822cd8284 7467cc58c1549d2 

893d4 

Warnings: 

Information: 

3063828 

22 Non Patent Literature D1348.pdf no 36 
e518be7623faedbcec17d 1 bb276de 1240aa 

5b5c2 

Warnings: 

Information: 

1286364 

23 Non Patent Literature D1349.PDF no 4 
958865142a880cea 138f87b5c81 OcOfl df4f 

639 

Warnings: 

Information: 

1315534 

24 Non Patent Literature D1350.pdf no 3 
15e30298a 1660e16fb614885f43a9935befd 

a828 

Warnings: 

Information: 

3078803 

25 Non Patent Literature D1351.pdf no 22 
a08178b7efe18b87b23e63f3d061 cc3e446 

99c99 

Warnings: 

Information: 

7439047 

26 Non Patent Literature D1352.pdf no 116 
d9da5167524e9d452a 1 feccd 1 be de 7f2d4c 

483f3 

Warnings: 

Information: 

739926 

27 Non Patent Literature D1353.pdf no 6 
b3492a5af9e4cd344c7af5263b9f55ac4fb6 

4c6 

Warnings: 

Information: 
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139202 

28 Non Patent Literature D1354.pdf no 68 
a 1 a 19c125aa4b950132854f4c88d98a 1550 

cc064 

Warnings: 

Information: 

1862178 

29 Non Patent Literature D1355.pdf no 10 
10c411 Of046b1 dc6bae52b1113396432015 

cflfl 

Warnings: 

Information: 

1878558 

30 Non Patent Literature D1356.pdf no 30 
ccdSOaOa 173c9affbe903665d792c92a374 7 

785a 

Warnings: 

Information: 

5635560 

31 Non Patent Literature _D1357part1.pdf no 75 
369fd43e1 b74771 Ofe 7c672a31393d3fd4e 

4d38 

Warnings: 

Information: 

6501605 

32 Non Patent Literature _D1357part2.pdf no 75 
14d71 a85aee6813de8571 fbca2b7f9dbf33 

1fe9 

Warnings: 

Information: 

6588852 

33 Non Patent Literature _D1357part3.pdf no 75 
f01 f67f9e3ef2989c0c018db7f3bb7e038341 

clb 

Warnings: 

Information: 

6656277 

34 Non Patent Literature _D1357part4.pdf no 75 
240dbe444a97bc7865 bS a 1 fae 3 ec7 4b37 3 b 

353ae 

Warnings: 

Information: 

5013231 

35 Non Patent Literature _D1357part5.pdf no 56 
0731 e95beb06dc8e1 dad 1 d205b33d80def 

795971 

Warnings: 

Information: 

1459176 

36 Non Patent Literature D1358.pdf no 9 
09af3d6fa978700a4183ee42d3defabc8dc0 

c6fd 

Warnings: 

Information: 
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53296 

37 Non Patent Literature D1359.pdf no 5 
9613954f4f62b572a41 c199011e31 d85da4 

5bd65 

Warnings: 

Information: 

2039339 

38 Non Patent Literature D1360.pdf no 8 
fa 1 e4f7f58a54caaf7839afd2e2ea65a0731 e 

d52 

Warnings: 

Information: 

618909 

39 Non Patent Literature D1361.pdf no 5 
e511497 cba6683792a8519d5a04ac45bb 1 

61166 

Warnings: 

Information: 

373586 

40 Non Patent Literature D1362.pdf no 3 
22c4361 dfd74c3b6fa4eea0d570fc87e8212 

e37c 

Warnings: 

Information: 

686232 

41 Non Patent Literature D1363.pdf no 6 
08fc3a5de12cee958594ad4dc03e1 b8c883 

c72ad 

Warnings: 

Information: 

83229 

42 Non Patent Literature D1364.pdf no 1 
7f8cb9e409de8c 4 514 fd60a53 89d2 7 35 5 b8 

9a7d8 

Warnings: 

Information: 

55043 

43 Non Patent Literature D1365.pdf no 17 
5d7dc77 c413956d0fdad7ea3c1680d1777 c 

49e59 

Warnings: 

Information: 

2675465 

44 Non Patent Literature D1366.pdf no 11 
faa218677b0b25f03b26af98f7 eOfl feb868e 

360 

Warnings: 

Information: 

15960835 

45 Non Patent Literature D1367part1.pdf no 201 
fe4eac6ef853165892de444e6b46f9c8b294 

1991 

Warnings: 

Information: 
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3171465 

46 Non Patent Literature D1367part2.pdf no 200 
d41604ab63c8e5aaac499ffead29d43cbeb1 

f4ae 

Warnings: 

Information: 

3067154 

47 Non Patent Literature D1367part3.pdf no 200 
eb4e 223 cS Oa6efb9b 7 6ad963 ca690fc0e 14 

a696 

Warnings: 

Information: 

2754394 

48 Non Patent Literature D1367part4.pdf no 200 
27542e3bfcef4163e8eaf027c3f59b352271 

945 

Warnings: 

Information: 

3204769 

49 Non Patent Literature D1367part5.pdf no 200 
b84f42ec4c8b3735e9e 1 d 1 0456b0a4239b6 

98cf5 

Warnings: 

Information: 

3562036 

50 Non Patent Literature D1367part6.pdf no 200 
b5ea9c4993f34b249ce1 de35548d1 a32885 

3a064 

Warnings: 

Information: 

3193057 

51 Non Patent Literature D1367part7.pdf no 200 
2f0b7e 75e2d4676116207937450bd35579 

f6882 

Warnings: 

Information: 

1736291 

52 Non Patent Literature D1367part8.pdf no 200 
Sc 12f84a88ac4 f0b83 9ca6d 18800ccaa2ed 7 

70b3 

Warnings: 

Information: 

2778626 

53 Non Patent Literature D1367part9.pdf no 200 
997661 c418a9b95eb9fd80feb03c6537 e59 

b2ea2 

Warnings: 

Information: 

2220634 

54 Non Patent Literature D1367partl O.pdf no 200 
136cee2ab62a09694855b9e5026450a 12d 

45ebf 

Warnings: 

Information: 
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55 Non Patent Literature D1367partll.pdf no 200 
ccfb4ec5c7678f0697fad 134148b0a51 ef69 

eSc 

Warnings: 

Information: 

3275415 

56 Non Patent Literature D1367part12.pdf no 200 
54a76826c8a38b 1 d8d69ba5ca6b 12edb29 

4deee3 

Warnings: 

Information: 

2574446 

57 Non Patent Literature D1367part13.pdf no 200 
1540300550e6afb5ffabffd0b 1702c7bcc4 7 

835 

Warnings: 

Information: 

2870775 

58 Non Patent Literature D1367part14.pdf no 200 
3342706664 7a8efc1 b58131 ff552d2d39f6c 

66c 

Warnings: 

Information: 

3533177 

59 Non Patent Literature D1367part15.pdf no 200 
ce6ef0c 77 aS b67 4 f2eb 7 a 16d 8c0b405 f4ea9 

cf3d 

Warnings: 

Information: 

3786071 

60 Non Patent Literature D1367part16.pdf no 200 
9784e 33 a3 77b4c0ed 3 296f46a4 7 d23 75 3 Sa 

4b80f 

Warnings: 

Information: 

Total Files Size (in bytes) 226543247 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13339257 

Filing Date: 28-Dec-2011 

Title of Invention: 
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Filer: Toby H. Kusmer./Kerrie Jones 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 180 
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Electronic Acknowledgement Receipt 

EFSID: 15106995 

Application Number: 13339257 

International Application Number: 

Confirmation Number: 1084 

Title of Invention: 
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Customer Number: 23630 

Filer: Toby H. Kusmer./Kerrie Jones 

Filer Authorized By: Toby H. Kusmer. 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Receipt Date: 04-MAR-2013 

Filing Date: 28-DEC-2011 

TimeStamp: 14:53:48 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 1579 

Deposit Account 501133 

Authorized User 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size( Bytes)/ I Multi 'I Pages 
Number Message Digest Part /.zip (ifappl.) 
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30674 

1 Fee Worksheet (SB06) fee-info. pdf no 2 

e 7649fc6d4 76eb03cf73bc6bbbb8f31 edb4 
a2dcb 

Warnings: 

Information: 

Total Files Size (in bytes) 30674 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Subst for form 1449/PTO I Complete if Known 

1 ~pliecl_l•v• Number 13/339,257 
INFORMATION DISCLOSURE STATEMENT BY 
APPLICANT 

: Filing Date 12-28-2011 

(Use as many sheets as necessary) 
1 First Named Inventor Victor Larson 

Art Unit 2453 

1 
Examiner Name Krisna Lim 

I I I I Docket Number 77580-154(\IRNK-1 CP3CNFT 4) 

CERTIFICATION STATEMENT 

This Information Disclosure Statement is being filed after the receipt of the final office action dated December 10, 
2012. 

Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first office 
action. 

[ ] That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement; or 

[ X ] That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 
any individual designated in § 1.56(c) more than three months prior to the filing of the information disclosure statement; 
Cited reference A167 cited by examiner in office action dated March 20, 2013 for U.S. patent application number 
13/617,375; Cited references A168, A169 and 822 cited by examiner in office action dated December 14, 2010 
for U.S. patent application number:11/839,937 

[X ] The Commissioner is hereby authorized to charge any required fees to Deposit Account 50-1133. 

[ ] information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is 
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may be 
due, to Deposit Account 50-1133. 

SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 1 0.18. 
form of t~ure. 

J 
Toby H. Kus r; 
McDermott Will & Emery LLP 
28 State Street 
Boston. MA 02109 
Tel. 7) 535-4000 
Fax 7) 535-3800 

Date: 

Please see CFR 1.4(d) for the 

·····~·· 
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Subst for form 1449/PTO : Complete if Known 
·" I A: 11 Number 13/339,257 

INFORMATION DISCLOSURE STATEMENT BY 
Filing Date 12-28-2011 

APPLICANT 
(Use as many sheets as necessary) First Named Inventor Victor Larson 

:Art Unit 2453 

Examiner Name~ Krisna Lim 

I 1 I Docket Number 77580-154(VRNK-1CP3CNFT4) 

U.S. PATENTS 

EXAMINER' CITE NO Patent Number ~'"' Date Name of Patentee or Applicant of ~ages. Columns, Lines, 1Nhere 
S INITIALS Cited Document u~~u;,_v~ or 

A167 I 6,182,227 01-30-2001 Blair et aL 

A168 5,838,796 11/17/1998 Mittenthal 

A169 4,677,434 06/3011987 Fascenda 

U.S. PATENT APPLICATION PUBLICATIONS 

EXAMINER' CITE NO. Patent Number Publication Date Name of Patentee or Applicant of Pages, Columns, Lines, Where 
S INITIALS Cited Document Relevant Passages or Relevant 

Figures Appear 

B22 US2002/0002675 01/03/2002 Bush 

FOREIGN PATENT DOCUMENTS 
EXAMINER' Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines Translation 
S INITIALS CITE NO Country CodeJ .Number 4 .Kind Applicant of Cited Document Where Relevant 

Codes (if known) Figures Appear 

Yes No 

OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.) 
EXAMINER Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 
'S INITIALS CITE NO. (book, magazine, journal. serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, 

city and/or country where published. 

EXAMINER DATE CONSIDERED 

*EXAMINER: lntt1al1f reference considered, whether or not c1tat1on ISm conformance w1th MPEP 609. Draw l1ne through Citation 1f not m conformance 
and not considered. Include copy of this form with next communication to applicant. 
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13339257 

Filing Date: 28-Dec-2011 

Title of Invention: 
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Filer: Toby H. Kusmer./Kerrie Jones 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 180 
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Electronic Acknowledgement Receipt 

EFSID: 15355379 

Application Number: 13339257 

International Application Number: 

Confirmation Number: 1084 

Title of Invention: 
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Customer Number: 23630 

Filer: Toby H. Kusmer. 

Filer Authorized By: 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Receipt Date: 26-MAR-2013 

Filing Date: 28-DEC-2011 

TimeStamp: 14:55:42 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 1314 

Deposit Account 501133 

Authorized User 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size( Bytes)/ I Multi 'I Pages 
Number Message Digest Part /.zip (ifappl.) 
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1 
Information Disclosure Statement (IDS) 

Form (SB08) 

124181 

01541DS.pdf no 2 

bac283f0b9f29dccebb9ca5fc03748726cee 
06f6 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

30678 

2 Fee Worksheet (SB06) fee-info. pdf no 2 

c8269f3 b 1 70669cd 7b9c4 2d5 08a0a2ed 9ae 
9b12d 

Warnings: 

Information: 

Total Files Size (in bytes) 154859 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

23630 7590 05116/2013 

McDermott Will & Emery 
The McDermott Building 
500 North Capitol Street, N.W. 
Washington, DC 2000 l 

APPLICATION NO. FILING DATE 

13/339,257 12/28/2011 

FIRST NAMED INVENTOR 

Victor Larson 

EXAMINER 

LIM,KRISNA 

ART UNIT PAPER NUMBER 

2453 

DATE MAILED: 05/16/2013 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

77580-154(VRNK-1CP3CNFT4) 1084 

TITLE OF INVENTION: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING 
SECURE DOMAIN NAMES 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisiona1 UNDISCOUNTED $1780 $0 $0 $1780 08/16/2013 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B- FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are l/2 the amount of undiscounted fees, and micro entity fees are l/2 the amount of small entity 
fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Pagel of 4 
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PART B- FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks l through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block l, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

23630 7590 05116/2013 

McDermott Will & Emery 
The McDermott Building 
500 North Capitol Street, N.W. 
Washington, DC 20001 

APPLICATION NO. FILING DATE 

13/339,257 12/28/2011 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Victor Larson 77580-l54(VRNK-lCP3CNFT4) 1084 

TITLE OF INVENTION: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING 
SECURE DOMAIN NAMES 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1780 

EXAMINER ART UNIT 

LIM, KRISNA 2453 

l. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $0 

CLASS-SUBCLASS 

709-204000 

2. For printing on the patent front page, list 

(l) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1780 08/16/2013 

2 ________________________ _ 

3 ________________________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual 0 Corporation or other private group entity 0 Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order- #of Copies _________ __ 

PTOL-85 (Rev. 02/ll) 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PT0-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number (enclose an extra copy of this form). 
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5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/l5A and l5B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/339,257 12/28/2011 

23630 7590 05116/2013 

McDermott Will & Emery 
The McDermott Building 
500 North Capitol Street, N.W. 
Washington, DC 2000 l 

FIRST NAMED INVENTOR 

Victor Larson 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

77580-154(VRNK-1CP3CNFT4) 1084 

EXAMINER 

LIM,KRISNA 

ART UNIT PAPER NUMBER 

2453 

DATE MAILED: 05/16/2013 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0 101 or (571 )-272-4200. 

Page 4 of 4 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Application No. 
13/339,257 

Applicant(s) 
LARSON ET AL. 

Notice of Allowability Examiner 
KRISNA LIM 

Art Unit 
2453 

AlA (First Inventor to 
File) Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and M PEP 1308. 

1. [8J This communication is responsive to the amendment filed 0212712013. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8J The allowed claim(s) is/are 1-9. 11-23 and 25-32. As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see ~;t!;Q:i/V'vww.us_Qto.gov/gatentsiinit events/Qgh/index.js.Q or send an inquiry to PPHfeedback@uS(Qto.aov . 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Interim copies: 

a) D All b) D Some c) D None of the: Interim copies of the priority documents have been received. 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. [8J Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PT0-413), 
Paper No./Mail Date __ . 

/Krisna Lim/ 
Primary Examiner, Art Unit 2453 

U.S. Patent and Trademark Off1ce 

5. D Examiner's Amendment/Comment 

6. [8J Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

PTOL-37 (Rev. 03·13) Notice of Allowability Part of Paper No./Mail Date 20130503 
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Application/Control Number: 13/339,257 

Art Unit: 2453 

Page 2 

Pursuant to 37 C. F. R 1.1 09 and M.P. E. P 1302.14, the following is an Examiner's 

Statement of Reasons for Allowance: 

Kiuchi discloses that the C-HTTP name server stores the I P address and 

public key of a particular computer in a data structure that maps the name of the 

particular computer to the corresponding I P address and public key. Kiuchi discloses 

that the client-side proxy sends a request to the C-HTTP, where the request is asking 

the C-HTTP server for permission to establish a connection with a server-side proxy. 

Wesinger describes a system in which a configuration file is stored on a 

series of firewalls. The configuration files store security information by domain name 

and use the domain name to determine if a particular request is to be allowed. 

Moreover, Wesinger discloses the following sequence: (i) a request is received 

by the firewaii/DNS server, (ii) the domain name in the request is looked up in the 

configuration file, (iii) if the connection is allowed, then the firewaii/DNS server may 

invoke code that performs channel processing, which includes encryption. 

Wesinger discloses that DNS propagation happens in a normal manner, but also 

teaches that the DNS propagation happens through the firewall servers, and the DNS 

propagation is subject to the allow or deny connection rules. 

In Examiner's opinion, both Kiuchi and Wesinger may not clearly disclose the 

feature of "intercepting a request to look up an IP address based on a domain name of 

a secure web site (i.e., the second network device) and determining whether or not to 

establish a secure communication connection". Moreover, in Examiner's opinion, 

Examiner believes that the requested is intercepted and determined before the request 

reached the firewaii/DNS server. 

Examiner considers the applicants' claims 1-9, 11-23 and 25-32 to be allowable 

based on the claim interpretation and Examiner's opinion based on Examiner's 

understanding during the personal interview with Inventor Robert Short on October 11, 
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Application/Control Number: 13/339,257 

Art Unit: 2453 

Page 3 

2012. Thus, Examiner's opinion should not be imputed to the concession of the 

prior arts and the exhaustion of the prior arts for determining the patentability of 

any or all claims. 

Any comments considered necessary by applicant must be submitted no later than 

the payment of the Issue Fee and, to avoid processing delays, should preferably 

accompany the Issue Fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956. 

The examiner can normally be reached on Tuesday to Friday from 7:10AM to 5:40 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Krista Zele, can be reached on 571-272-7288. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-

8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). 

Kl 

May 3, 2013 

/Krisna Lim/ 

Primary Examiner, Art Unit 2453 
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13339257 - GAU: 2453 

Subst for form 1449/PTO I Complete if Known 

1 ~pliecl_l•v• Number 13/339,257 
INFORMATION DISCLOSURE STATEMENT BY 
APPLICANT 

: Filing Date 12-28-2011 

(Use as many sheets as necessary) 
1 First Named Inventor Victor Larson 

Art Unit 2453 

1 
Examiner Name Krisna Lim 

I I I I Docket Number 77580-154(\IRNK-1 CP3CNFT 4) 

CERTIFICATION STATEMENT 

This Information Disclosure Statement is being filed after the receipt of the final office action dated December 10, 
2012. 

Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first office 
action. 

[ ] That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement; or 

[ X ] That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 
any individual designated in§ 1.56(c) more than three months prior to the filing of the information disclosure statement; 
Cited reference A167 cited by examiner in office action dated March 20, 2013 for U.S. patent application number 
13/617,375; Cited references A168, A169 and 822 cited by examiner in office action dated December 14, 2010 
for U.S. patent application number:11/839,937 

[X ] The Commissioner is hereby authorized to charge any required fees to Deposit Account 50-1133. 

[ ] information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is 
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may be 
due, to Deposit Account 50-1133. 

SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 1 0.18. 
form of t~ure. 

J 
Toby H. Kus r; 
McDermott Will & Emery LLP 
28 State Street 
Boston. MA 02109 
Tel. 7) 535-4000 
Fax 7) 535-3800 

Date: 

Please see CFR 1.4(d) for the 

·····~~~ 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./ 
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13339257 - GAU: 2453 

Subst for form 1449/PTO : Complete if Known 
·" I A: 11 Number 13/339,257 

INFORMATION DISCLOSURE STATEMENT BY 
Filing Date 12-28-2011 

APPLICANT 
(Use as many sheets as necessary) First Named Inventor Victor Larson 

:Art Unit 2453 

Examiner Name~ Krisna Lim 

I 1 I Docket Number 77580-154(VRNK-1CP3CNFT4) 

U.S. PATENTS 

EXAMINER' CITE NO Patent Number ~'"' Date Name of Patentee or Applicant of ~ages. Columns. Lines, 1Nhere 
S INITIALS Cited Document u~~Q;j.v~ or 

A167 I 6,182,227 01-30-2001 Blair et aL 

A168 5,838,796 11/17/1998 Mittenthal 

A169 4,677,434 06/3011987 Fascenda 

U.S. PATENT APPLICATION PUBLICATIONS 

EXAMINER' CITE NO. Patent Number Publication Date Name of Patentee or Applicant of Pages, Columns. Lines, Where 
S INITIALS Cited Document Relevant Passages or Relevant 

Figures Appear 

B22 US2002/0002675 01/03/2002 Bush 

FOREIGN PATENT DOCUMENTS 
EXAMINER' Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines Translation 
S INITIALS CITE NO Country CodeJ -Number 4 -Kind Applicant of Cited Document Where Relevant 

Codes (if known) Figures Appear 

Yes No 

OTHER ART (Including Author, Title, Date, Pertinent Pages, Etc.) 
EXAMINER Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 
'S INITIALS CITE NO. (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, 

city and/or country where published. 

EXAMINER 
/Krisna Lim/ 

DATE CONSIDERED 
05/03/2013 

*EXAMINER: lntt1al1f reference considered, whether or not c1tat1on ISm conformance w1th MPEP 609. Draw l1ne through Citation 1f not m conformance 
and not considered. Include copy of this form with next communication to applicant 
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./ 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 13339257 LARSON ET AL. 

I IIIII 

Examiner Art Unit 

KRISNA LIM 2453 

CPC 

Symbol Type Version 

::::::::::: I 

::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 
::::::::::: I ~ 

CPC Combination Sets 

Symbol Type Set .... Version na"""'!:l 

:::::::::::: :::::~::::• 
:::::::::::: :::::~::::• 

US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION 

CLASS I SUBCLASS CLAIMED NON-CLAIMED 

709 1 221 G 0 6 F 15 I 16 (2006.01.01) 

CROSS REFERENCE(S) 

CLASS SUBCLASS {ONE SUBCLASS PER BLOCK) 

I I I I 
I I I I 

NONE 
Total Claims Allowed: 

30 
(Assistant Examiner) (Date) 

/KRISNA LIM/ 
Primary Examiner.Art Unit 2453 05/03/2013 O.G. Print Claim(s) O.G. Print Figure 

(Primary Examiner) (Date) 1 26,27 

U.S. Patent and Trademark Office Part of Paper No. 20130503 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 13339257 LARSON ET AL. 

I IIIII 

Examiner Art Unit 

KRISNA LIM 2453 

NONE 
Total Claims Allowed: 

30 
(Assistant Examiner) (Date) 

/KRISNA LIM/ 
Primary Examiner.Art Unit 2453 05/03/2013 O.G. Print Claim(s) O.G. Print Figure 

(Primary Examiner) (Date) 1 26,27 

U.S. Patent and Trademark Office Part of Paper No. 20130503 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 13339257 LARSON ET AL. 

I IIIII 

Examiner Art Unit 

KRISNA LIM 2453 

D Claims renumbered in the same order as presented by applicant D CPA 181 T.D. D R.1.47 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 17 17 

2 2 18 18 

3 3 19 19 

4 4 20 20 

5 5 21 21 

6 6 22 22 

7 7 23 23 

8 8 24 

9 9 25 25 

10 26 26 

11 11 27 27 

12 12 28 28 

13 13 10 29 

14 14 29 30 

16 15 15 31 

24 16 30 32 

NONE 
Total Claims Allowed: 

30 
(Assistant Examiner) (Date) 
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1 Virnetx, Gabriel Connection Technology ™White Paper, 7 pages, 2012 

D1401 Virnetx, Technology, 4 pages, 2012 

D1402 Certified Copy dated January 15, 2008 of U.S. Patent Number 6,502, 135, 64 pages 

D1403 Inter Partes Reexamination Certificate dated June 7, 2011 for Patent Number 6,502,135 

D1404 Proceedings of The Symposium on Network and Distributed System Security. 7 pages, February 22-
1996 

D1405 ,, .vq.Jvlcm:: '""''"'"'w, 2 pages, 2004 

v•;:.v• of Translation: Tadahiro for l'.t::tWUII\;) 1 Nikkei-
D1406 McGraw-Hill Inc., First First p 126-129 II!Ut::l 5, 1985) Version and 

Japar'"'"'"' Version .... 
I!IUCUJ 

D1407 
"Translated by Jun Murai and Kusumoto, "lnternetworking with TCPIIP VoL 1. 

n; 'H"'fJ"""' ~ and Architecture, Third Edition," Kyoritsu Co., First 
,, First Copy, p 161-193 (August 10, 1997) (I :nglish Version and "'"'!Jd""'"'"' Version 111uc;d) 
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(Use as many sheets as necessary) • First Named Inventor Victor larson 

Art Unit 2453 
Examiner Name Krisna lim 

I l I Docket Number 77580-154(VRNK-1 CP3CNFT 4) 

Lynch et aL, Supervisor of Translation: Jun Murai, "Internet " Impress Co. 
D1408 Ltd. First Edition p 152-157 and p 345-351 11' 1996) Version and .Japar .. ::::::.c 

Version Submitted) 

D1409 Office Action dated December 2012 from Corresponding Canadian Patent Application Number 
2723504 

D1410 Office Action dated December 5, 2012 from Corresponding Japanese Patent Application Number 
2011-081417 

D1411 Office Action dated December 13, 2012 from Corresponding Japanese Patent Application Number 
2011-085052 

D1412 Office Action dated December 13, 2012 from Corresponding Japanese Patent Application Number 
2011-083415 

EXAMINER 
iKrisna Lim/ 

DATE CONSIDERED 05i03/2013 

* EXAMINER lnit1al1f reference considered, whether or not c1tat1on IS m conformance w1th MPEP 609. Draw line through c1tat1on 1f not m conformance 
and not considered. Include copy of this form with next communication to applicant 
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached. 
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······ 

l A: -" Number 13/339,257 
INFORMATION DISCLOSURE STATEMENT BY 
APPLICANT 1 Filing Date 12-28-2011 
(Use as many sheets as necessary) 

1 
First Named Inventor Victor Larson 

, Art Unit 2453 
i Examiner Name Krisna Lim 

I I I I Docket Number 77580-154(VRNK-1 CP3CNFT 4) 
CERTIFICATION STATE ME NT 

This Information Disclosure Statement is being filed afterthe receipt of the final office action dated December 10, 2012. 

The references contained in the Information Disclosure Statement were either; cited in a communication from a foreign patent 
office in a counterpart foreign application, and, to the was known to any individual designated in § more than three 
months prior to the filing of the Information Disclosure Statement, or, received from the client no more than three months prior 
to the filing of this Information Disclosure Statement 

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s) 

[ ] Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first office 
action. 

[X 1 That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement; or; Cited reference A163 from Canadian office action dated December 27, 2012; 
Cited reference C25 from Japanese office action dated 12/13/12; Cited references C26. D1254 from Japanese office 
action dated 12/13/12; C27-C28, D1406-1408 from Japanese office action dated 12/05/12. 

[X] That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 
any individual designated in § 1.56(c) more than three months prior to the filing of the information disclosure statement 
Cited references A 164-A 166 cited by examiner in office action dated December 5, 2012 for U.S. patent application 
number: 13/617,375; D1255-D1405 all received by the client on January 31, 2013. 

[ 1 The Commissioner is hereby authorized to charge any required fees to Deposit Account 50-1133. 

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is 
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $930.00, or further fees which may be 
due, to Deposit Account 50-1133. 

SIGNATURE 

A of the applicant or representative is required in accordance with CFR 1.33, 1 0.18. Please see CFR 1.4{d) for the 
form of the signature. 

Will& 
28 State Street 
Boston. MA 02109 
Tel 7) 535-4000 
Fax 7) 535-3800 

Date: March 1, 2013 
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Docket No.: 77580-154(VRNK-1CP3CNFT4) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: Victor Larson, et al. 

Serial No.: 13/339,257 Confirmation No. 1084 

Filed: December 28, 2011 Group Art Unit: 2453 

Customer Number: 23630 Examiner: Lim, Krisna 

For: System and Method Employing an Agile Network Protocol for Secure Communications 
Using Secure Domain Names 

Mail Stop Issue Fee 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-14 50 

Dear Commissioner: 

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE 

Applicants thank the Examiner for the Notice of Allowance mailed on May 16, 2013. 

Without withdrawing the allowed claims from issue, Applicants submit these comments for the 

record. 

In the Statement of Reasons for Allowance included with the Notice of Allowance, the 

Examiner made certain characterizations and assertions about the allowed claims and certain 

references cited in the record. (See Notice of Allowability at 2.) Although Applicants agree with 

the Examiner's ultimate conclusion that the claims are patentable, Applicants do not necessarily 

agree with the Examiner's Statement and the characterizations and assertions therein. The 

Manual of Patent Examining Procedure and the USPTO rules of practice (37 C.P.R.) require: 

"If the examiner believes that the record of the prosecution as a whole does not make 

clear his or her reasons for allowing a claim or claims, the examiner may set forth such 

reasoning." 35 C.P.R.§ 1.104. "Each statement should include at least (1) the major difference 

in the claims not found in the prior art of record, and (2) the reasons why that difference is 

considered to define patentably over the prior art if either of these reasons for allowance is not 

OM US 43418091-1.077580.0154 1 
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Serial No. 13/339,257 

clear in the record." M.P.E.P. § 1302.14. "Stock paragraphs with meaningless or uninformative 

statements of the reasons for the allowance should not be used." (!d.) 

The Examiner's statements do not comply with these requirements. For example, the 

Examiner's Statement paraphrases portions of the allowed claims, and emphasizes the 

paraphrased portions as being the reason the claims are deemed patentable, even though the 

paraphrased portions do not accurately reflect the language of the allowed claims. Accordingly, 

the paraphrased portions do not provide a meaningful contribution to the record as it is 

impossible to determine by the paraphrased portions the difference between the allowed claims 

and the references cited in the record. 

Applicants respectfully submit that each of the allowed claims are patentable based on 

the subject matter defined by the claim language as a whole, and not just by the specific and 

selective paraphrasing provided by the Examiner. 

Furthermore, Applicants understand that the Examiner's characterizations were for 

purposes of referring to references cited in the record, and do not in any way imply that the 

claims are limited by words not actually present in the claims. Therefore, Applicants decline to 

subscribe to any statement or characterization in the Notice of Allowance and the accompanying 

Examiner's Statement of Reasons for Allowance. Should the Examiner disagree with any of the 

comments provided herein, the Examiner is invited to contact the undersigned to resolve such 

disagreement. 

OM US 43418091-1.077580.0154 2 
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If there are any fees due in connection with the filing of this paper, please charge the fees 

to Deposit Account No. 501133. 

Date: June 21 2013 

OM US 43418091-1.077580.0154 

Respectfully submitted, 

McDERMOTT WILL & EMERY LLP 

/Toby H. Kusmer/ 
Toby H. Kusmer, P.C., Reg. No. 26,418 
Customer No. 23630 
28 State Street 
Boston, MA 02109-1775 
Telephone: (617) 535-4000 
Facsimile : (617)535-3800 
E-mail: tkusmer@mwe.com 

3 
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Application Number: 13339257 

International Application Number: 
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SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Customer Number: 23630 

Filer: Toby H. Kusmer./Kimila Carraway 

Filer Authorized By: Toby H. Kusmer. 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Receipt Date: 21-JUN-2013 

Filing Date: 28-DEC-2011 

TimeStamp: 21:59:36 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

99961 

1 
Post Allowance Communication- 077580-0154_Comments_State 

3 
Incoming ment_Reasons_AIIowance.pdf 

no 
878c946de53f685dc50d724a9325202db7a 

91932 

Warnings: 
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Total Files Size (in bytes) 99961 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PART B- FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks l through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block l, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

23630 7590 05116/2013 

McDermott Will & Emery 
The McDermott Building 
500 North Capitol Street, N.W. 
Washington, DC 20001 

APPLICATION NO. FILING DATE 

13/339,257 12/28/2011 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Victor Larson 77580-l54(VRNK-lCP3CNFT4) 1084 

TITLE OF INVENTION: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING 
SECURE DOMAIN NAMES 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1780 

EXAMINER ART UNIT 

LIM, KRISNA 2453 

l. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $0 

CLASS-SUBCLASS 

709-204000 

2. For printing on the patent front page, list 

(l) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1780 08/16/2013 

McDermott Will & Emery LLP 

2 ________________________ _ 

3 ________________________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE 

VirnetX, Inc. 

(B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Zephyr Cove, NV 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual l2!l Corporation or other private group entity 0 Government 

4a. The following fee(s) are submitted: 

l2!l Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order-# of Copies _________ _ 

PTOL-85 (Rev. 02/ll) 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PT0-2038 is attached. 
~The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number 501133 (enclose an extra copy of this form). 
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5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/l5A and l5B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature /Toby H. Kusmer/ Date June 21, 2013 

Typed or printed name _T_o_b..-_y_H_._K_u_s_m_e_r _________ _ Registration No. _2_6_._,4_1_8 _________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 
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Utility under 35 USC 111 (a) Filing Fees 
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Sub-Total in 
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Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appllssue Fee 1501 1 1780 1780 

Extension-of-Time: 
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Electronic Acknowledgement Receipt 
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Application Number: 13339257 

International Application Number: 

Confirmation Number: 1084 
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SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR 
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES 

First Named Inventor/Applicant Name: Victor Larson 

Customer Number: 23630 

Filer: Toby H. Kusmer./Kimila Carraway 

Filer Authorized By: Toby H. Kusmer. 

Attorney Docket Number: 77580-154(VRNK-1 CP3CNFT4) 

Receipt Date: 21-JUN-2013 

Filing Date: 28-DEC-2011 

TimeStamp: 22:32:43 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1780 

RAM confirmation Number 18232 

Deposit Account 501133 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 
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Information: 

30699 

2 Fee Worksheet (SB06) fee-info. pdf no 2 
Obaf41 a707 e536d9bc9fb35736d86208b6a 
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Warnings: 

Information: 

Total Files Size (in bytes) 271232 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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C5 
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