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IPR2014-00237

Grounds in -00237

 Whether Claims 1-11, 14-25, and 28-30 of
the '697 patent are anticipated by U.S.
Patent No. 6,496,867 to Beser (Ex. 1009)

e Whether Claims 1-11, 14-25, and 28-30 of
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the '697 patent are obwous over Beser in
view of RFC 2401 (Ex. 1010)
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IPR2014-00237: Anticipation by Beser
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an United States Patent ¢ Patent No: TS 6,496,867 Bl
Beser et al. 45) Date of Patend: Dec. 17, 2002

FIG. 1

AN

10

Ex. 1009 at Fig. 1
Decision at 17; Pet. at 16-127; Ex. 1003 at 1 260

One aspect
of the invention includes a method for initiating a tunneling
association between an originating end of the tunneling
association and a terminating end of the tunneling associa-
tion. The method includes receiving a request to initate the
tunneling association on a first network device. The first
network device is associated with the originating end of the
tunneling association, and the request includes a unique
identifier for the termanating end of the tunneling associa-
tion. A trusted-third-party network device is informed of the
request on a public network. A public network address for a
second network device is associated with the unique iden-
tifier for the terminating end of the tunneling association on
the trusted-third-party network device. The second network
device is associated with the terminating end of the tunnel-
ing association. A first private network address on the first
network device and a second private network address on the
sccond network device are negotiated thromngh the public
network. The first private network address 1s assigned to the
originating ¢nd of the tunneling association and the second
private network address is assigned to the terminating end of
the tunneling association.

Ex. 1009 at 2:46-67
Pet. at 16-18; Ex. 1003 at | 257
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The '697 Patent, Claim 1

US008504697B2
a2 United States Patent (10) Patent No.: US 8,504,697 B2
Larson et al. (45) Date of Patent: *Aug. 6,2013
54) AND METHOD EMPLOYING AN (51) Int.CIL
¢ NETWORK PROTOCOL FOR SECURE GUGF 15/16 (2006.01)
MMUNICATIONS USING SECURE, (52) US.CL
NAMES USPC s TO922T
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73)
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(65)
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Tnventors: Victor Larson, Fairfax, VA (US);
Robert Dunham Short, 111, Leesburg,
VA (US); Edmond Colby Munger,
Crownsville, MD (US): Michael
Williamson, South Riding. VA (US)

Assignee:  VirnetX, Inc., Zephyr Cove, NV (US)

Notice:  Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.8.C. 1534(b) by 0 days.
This patent is subject to a terminal dis-
claimer.

Appl. No.: 13/339,257

Filed: Dec. 28, 2011

Prior Publication Data
US 2012/0102204 Al Apr. 26, 2012

Reluted US, Application Data

Continuation of application No. 13/049.552, filed on
Mar. 16, 2011, which is a continuation of application
No. 11/840.560, filed on Aug. 17, 2007, now Pat. No.
7,921,211, which is a continuation of application No.
10/714.849, filed on Nov. 18, 2003, now Pat. No.
7,418,504, which is a continuation of application No.
09/558,210, filed on Apr. 26, 2000, now abandoned,
which is a continuation-in-part of application No.
09/504,783, filed on Feb. 15, 2000, now Pat. No.
6,502,135, which s a continuation-in-part of
application No. 09/429,643, filed on Oct. 29, 1999,
now Pat. No. 7.010,604.

Provisional application No, 60/106,261, filed on Oct.

30, 1998, provisional application No. 60/137,704,
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See application file for cnmph.l;. mlu history.
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(Continued)
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Krisna Lim
MeDermott Will & Emery

Primary Examiner
(74) Attorney, Agent, or Firm
LLP

(57) ABSTRACT

A system and method connect a first network device and a
second network device by initiating a secure communication
link. The system includes one or more servers configured to:
receive. from the first network device, a request to look up a
network address of the second network device based on an
identifier associated with the second network device; deter-
mine, in response to the request. whether the second network
available for a secure communications service: and
secure communication link hetween the first net-
wor ce and the second network device based on a deter-
mination that the second network devic ailable for the
secure communications service; wherein the secure commu-
nications service uses the secure communication link to com-
municateat least one of video data and andio data between the
first network device and the second network device

30 Claims, 40 Drawing Sheets
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1. A method of connecting a first network device and a
second network device, the method comprising:

intercepting, from the first network device, a request to
look up an internet protocol (IP) address of the second
network device based on a domain name associated with
the second network device;

determining, in response to the request, whether the second
network device is available for a secure communications
service; and

initiating a secure communication link between the first
network device and the second network device based on
a determination that the second network device is avail-
able for the secure communications service;

wherein the secure communications service uses the secure

communication link to communicate at least one of
video data and audio data between the first network
device and the second network device.

697 Patent (Ex. 1001) at Claim 1
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municate at lea;
first network: d

16. A system for connecting a first network device and a
second network device, the system including one or more
servers configured to:

intercept, from the first network device, a request to look up

an internet protocol (IP) address of the second network
device based on a domain name associated with the
second network device;

determine, in response to the request, whether the second

network device 1s available for a secure communications
service; and

initiate a secure communication link between the first net-

work device and the second network device based on a
determination that the second network device is avail-
able for the secure communications service,

wherein the secure communications service uses the secure

communication link to communicate at least one of
video data and audio data between the first network
device and the second network device.

'697 Patent (Ex. 1001) at Claim 16
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The '697 Patent, Claim 1

“Intercepting . ..”

1. A method of connecting a first network device and a
RSO0 setfond netvaork device, the method compris:ing:
‘ intercepting, from the first network device, a request to
" e 68 Patent Dot g 6,201 look up an internet protocol (IP) address of the second
N i Bl oo network device based on a domain name associated with
COMMUNICATIONS USING SECURE (52) me mnnd netwcrk device;

DOMAIN NAMES LS G ——— || [ 1

(75) Inventors: Vietor Larson, Fairfax, VA (US); . T0%/223-227

Robert Dunham Short, 11, Leesburg, See application - - -
VA (US): E ¥ M er,

B ™ determining, in response to the request, whether the second
Williamson, South Riding. VA (US) US. PATENT DOCUMENTS

(79 Asigne: VimerX. I, ephyrCove NV (US) s s s network device is available for a secure communications

(*) Notice:  Subject to any disclaimer, the term of this (Continued) .
patent is extended or adjusted under 35 FOREIGN PATENT DOCUMENTS coMmsre” on r‘

intercepting, from the first network device, a request to edﬁfi
look up an internet protocol (IP) address of the second  avail-
network device based on a domain name associated with  ecure

the second network device: ne of

'697 Patent (Ex. 1001) at Claim 1 [work
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Institution Decision

Construction of “intercepting .. .”

[mials(@uspto.gov Paper 15
571-272-7822 Date: May 14, 2014

UNITED STATES PATENT AND TRADEMARK OFFICE

REFORE THE PATENT TRTAT.AND APPHAT ROARD

Based on the foregoing discussion, the term “intercepting” means

“receiving a request pertaining to a first entity at another entity.”

Decision (00237) at 13

Before MICHAEL P. TIERNEY, KARL D. EASTHOM, and STEPHEN C. SIU,
Administrative Patent Judges.

EASTHOM, Administrative Patent Judge.

DECISION
Institution of Infer Partes Review
37CER §42.108

Petitioner Apple Inc. — Ex. 1084 7



Anticipation by Beser

“Intercepting ...” by the first network device

FIG. 4

Gm)y 4

RECEIVE A REQUEST TO INITIATEA |
TUNNELING ASSOCIATION ON A FIRST oz
NETWORK DEVICE

¥

INFORM A TRUSTED-THIRD-PARTY
NETWORK DEVICE OF THE REQLUEST OM [T~
& PUBLIC NETWORK 104

L 4

ASSOCIATE A PUBLIC NETWORK
ADDRESS FOR A SECOND NETWORK _"'\
DEYIGE ON THE TRUSTED-THIRD-PARTY

NETWORK DEVICE e
r
NEGOTIATE A FIRST PRIVATE NETWORK |
ADDRESS ON THE FIRST METWORK 108

DEVICE AND A SECOND PRIVATE
NETWORK ADDRESS ON THE SECOND
NETWORK DEVICE THROUGH THE
PUBLIC NETWORK

Ces)
Ex. 1009 at Fig. 4

Decision at 18, 21; Pet. at 18-19; Ex. 1003 at 11 294-300

At Step 102 of Method 100, the first network device
recelves a request to imhate the tunneling connection. In one
embodiment of the present invention, the request is received
in a higher layer of a protocol stack for the first network
device. For example, with reference to FIG. 2, the request
may be received in the transport layer or the application
layer of the protocol stack 50. In another exemplary pre-
ferred embodiment, the higher layer of the protocol stack
that receives the request is the application layer. As dis-
cussed below, the application layer may have an interface to
the originating end of the tunnehing association and the
request takes the form of an event on the interface.
Alternatively, the request may take the form of a datagram
that is passed up from the transport layer. In yet another
exemplary preferred embodiment, the request includes an
indicator that the request datagram is associated with this
higher layer. For example, the indicator may be a distinctive
sequence of bals at the beginning of a datagram that has been
passed up from the network and transport layers. By meth-
ods known to those skilled in the art, the distinctive
sequence of bits indicates to the tunneling application that it
should examine the request message for its content and not
ignore the datagram. However, the higher layer may be other
than the transport or application layers, the protocol stack
may be other than the QSI model of FIG. 2, and it should be
understood that the present invention is not limited to these

embodiments. Ex. 1009 at 8:21-47
Decision at 18-21; Pet. at 18-23; Ex. 1003 at 9 286, 294
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Anticipation by Beser

“Intercepting . ..” by the TTP network device

FIG. 4

Gm)y 4

RECEIVE A REQUEST TO INITIATEA |
TUNNELING ASSOCIATION ON A FIRST oz
NETWORK DEVICE

¥

INFORM A TRUSTED-THIRD-PARTY
NETWORK DEVICE OF THE REQLUEST OM [T~
& PUBLIC NETWORK 104

L 4

ASSOCIATE A PUBLIC NETWORK
ADDRESS FOR A SECOND NETWORK _"'\
DEYIGE ON THE TRUSTED-THIRD-PARTY

NETWORK DEVICE e
r
NEGOTIATE A FIRST PRIVATE NETWORK |
ADDRESS ON THE FIRST METWORK 108

DEVICE AND A SECOND PRIVATE
NETWORK ADDRESS ON THE SECOND
NETWORK DEVICE THROUGH THE
PUBLIC NETWORK

(Cee)
Ex. 1009 at Fig. 4

Decision at 18, 21; Pet. at 18-19; Ex. 1003 at 11 294-300

At Step 104 of Method 100, the trusted-third-party net-
work device is informed of the request. In one exemplary
preferred embodiment, the trusted-third-party network
device is informed in a higher layer of a protocol stack for
the trusted-third-party network device. For example, with
reference to FIG. 2, the information may be received in the
transport layer of the protocol stack 50 of the trusted-third-
party network device. In another exemplary preferred
embodiment, the higher layer of the protocol stack that
receives the information is the application layer. An inform-
ing message may take the form of a datagram that is passed
up from the transport layer. In yet another exemplary pre-
ferred embodiment, the informing message includes an
indicator that the information datagram is associated with
this higher layer. For example, the indicator may be a
distinctive sequence of bits at the beginning of a datagram
that has been passed up from the data-lhink, network, and
transport layers. By methods known to those skilled in the
art, the distinctive sequence of bits indicates o the tunneling
apphcation that it should examine the informing message for
its content and not ignore the datagram. However, the higher
layer may be other than the transport or application layers,
the protocol stack may be other than the OSI model of FIG.
2, and it should be understood that the present invention is
not limited to these embodiments.

Ex. 1009 at 8:48-9:5
Decision at 18; Reply at 9; See Pet. at 17; Ex. 1003 at 1 298
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Patent Owner Assertion

Construction of “intercepting .. .”

The Decision preliminarily construed “intercepting” to mean “receiving a

gﬁ“ﬁ;g“’w“"d No  request pertaining to a first entity at another entity” (Decision at 12-13) VimetX
‘ons n ’
No construction ) respectiully disagrees with this construction, but it does not appear that the
necessary. alternatvely,
receiving a request to look construction of “intercepting” will bear on the outcome of the issues in this inrer
up an internet protocol "
address and, apart from ) parfes review. Thus, the Board need not adopt a formal constiuction in the final
- . ilhas
reselving it mnto an _ . ) _ . .
address..gi) erforming an written decision. If the Board decides to provide a construction, it should modify
e“tﬁ‘ﬁ“‘%" on it related to its current construction because 1t does not reflect how one of ordmary skill 1 the
es shing a secure
communication link art reading the *697 patent would have understood “intercepting.”
Opposition at 23 Opposition at 23
VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

Petitioner Apple Inc. — Ex. 1084 10



Filed on behalf of: Virne
By:
Joseph E. Palys
Paul Hastings LLP
875 15th Street NW
Washington, DC 20003
Telephone: (202) 551-
Facsimile: (202) 551-C
E-mail: josephpalys@p

UNITED ST/

BEFORE TE

Patent Owner’s Expert

Construction of “intercepting .. .”

24. However. the 697 patent goes on to explain that the claimed
embodiments differ from conventional DNS, in part. Decause they apply an
additional layer of fimctionality to a request to look up a network address beyond
merely resolving it and returning the network address. For example. the DNS
proxy 2610 may mtercept the request and “determine| | whether access to a secure
site has been requested.” “determine| ] whether the user has sufficient security
privileges to access the site.” and/or “transmit] ] a message to gatekeeper 2603
requesting that a virtual private network be created between 40 user computer 2601
and secure target site 2604.” (Id. at 40:31-40.) Additionally. the DNS resolves an

address and returns it to the first network device. (Id. at 44-48.)
Ex. 2025 at 1 24

Petitioner Apple Inc. — Ex. 1084
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Patent Owner’s Expert

Construction of “intercepting .. .”

A Nermally we're saving the same thing. So
in the context of '697, this interception here, the
DNS request, is providing this additional evaluation,
of which some of Chem are to defermine whethar the

access to a secure site has been requestead.

Ex. 1083 at 140:5-9; Reply at 5

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner

V.

VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

Q 211 right. HNow, if you lock at the second
clause, it says "Determining in response to the
reguest whether the sscond network 1s available for
secure communication service,™ those examples that
you have listed in 24 secem to be the determining —
examples of determining steps that are in the second
step of clause 2 of the claim 1, right?

A So there are three examples supported here
in my declaration. One is determining whether access
to a sccure site has been requested, in the contcext
of '6%7 that's like, you know, example dot 8 com,

determine whether user has sufficient security

privileges to access the site.

Ex. 1083 at 135:7-19; Reply at 5; Ex. 1025 at 1 24, 30

Petitioner Apple Inc. — Ex. 1084

12



The '697 Patent, Claim 1

“Intercepting . ..”

1. A method of connecting a first network device and a
RSO0 setfond netvaork device, the method compris:ing:
‘ intercepting, from the first network device, a request to
" e 68 Patent Dot g 6,201 look up an internet protocol (IP) address of the second
N i Bl oo network device based on a domain name associated with
COMMUNICATIONS USING SECURE (52) me mnnd netwcrk device;

DOMAIN NAMES LS G ——— || [ 1

(75) Inventors: Vietor Larson, Fairfax, VA (US); . T0%/223-227

Robert Dunham Short, 11, Leesburg, See application - - -
VA (US): E ¥ M er,

B ™ determining, in response to the request, whether the second
Williamson, South Riding. VA (US) US. PATENT DOCUMENTS

(79 Asigne: VimerX. I, ephyrCove NV (US) s s s network device is available for a secure communications

(*) Notice:  Subject to any disclaimer, the term of this (Continued) .
patent is extended or adjusted under 35 FOREIGN PATENT DOCUMENTS coMmsre” on r‘

intercepting, from the first network device, a request to edﬁfi
look up an internet protocol (IP) address of the second  avail-
network device based on a domain name associated with  ecure

the second network device: ne of

'697 Patent (Ex. 1001) at Claim 1 [work

30 1.)93“:;‘““““]' :uy;pliémin;il._N‘;- 60137704 first network device and the second network device. A Y A CALERE L AR R AR B TR LN LA W B e
filed on Jun, 7, 1999, 30 Claims, 40 Drawing Sheets
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Patent Owner Assertion (Beser)

“Intercepting . ..”

A request to inmitiate a turmeling conmection, even if it happens to

inchude a domain name in some embodiments, does not convert the tunneling

Filed on behalf of: VimetX Inc.
By: - . ce .
Toseph E. Palys request into the claimed “request to look up an interet protocol (IP) address of the
Paul Hastings LLP
875 15th Street NW
Washington, DC 20005 ' . ' .
Telephone: (202) 551-1996 second network device.” as recited in claim 1.

Facsimile: (202) 551-0496 Opposition at 37
E-mail: josephpalys(@paulhastings.cs

UNITED STATES PATEN

BEFORE THE PATENT| Moreover, the trusted-third-party network device 30 does not perform any
AP translation mto an IP address of the domain name of the terminating device 26.
P
VIRY Opposition at 37
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

Petitioner Apple Inc. — Ex. 1084 14



Anticipation by Beser

“request to look up [an IP] address”

306. Asl explained, in one example, the trusted-third-party network device
can [onction as @ DNS server, See Y 262, above. If the identifier specified a non-
secure destmation. the trusted-third-pariy network device would resolve the
domam name and return the 1P address — this 1s simply what DNS servers do. See,
e.g., Bx. 1001 (697 patent) at 39:29-34 ("Conventional Domain Name Sexrvers
(IDNSs) provide a look-up fimetion that refurns the IP address of a requested
computer or host. ™), see also Y 80-81, above.

307. If the umque ideniifier m the request specifies a secure destination
(e.g., the unique identifier corresponds io a second network device), the trusted-
third-party network device will automatically establish a tunnelng association by
negotiating with the first and second netwerk deviees. See, e.g.. Ex. 1009 (Beser)

ai Figure 47 id. al 11:9-44; id. at 11:58-12:19.

Ex. 1003 at 1 306-07; Pet. at 19, 21

Petitioner Apple Inc. - Exhibit 1009, p. §

A public IP 58 address for a second network device 16 1s
associated with the unique identifier for the terminating
telephony device 26 at Step 116. The second network device
16 is associated with the terminating telephony device 26.
This association of the public IP 58 address for the second
network device 16 with the unique identifier 1s made on the
trusted-third-party network device 30. In one exemplary
preferred embodiment, the trusted-third-party network
device 30 1s a back-end service, a domain name server, or the
owner/manager of database or directory services and may be
distributed over several physical locations. In another exem-
plary preferred embodiment, the second network device 16
is any of a CM or CMTS in a data-over-cable network. The
CM or CMTS is assigned a globally addressable public IP 58
address which appears in an IP 38 packet header ficld 82 sent
to/from the CM or CMTS. In yet another exemplary pre-
ferred embodiment, the second network device 16 is a
set-top box adapted to connect to the terminating telephony

device 26. Ex. 1009 at 11:26-44

Decision at 18; Pet. at 17; Ex. 1003 at § 298

Petitioner Apple Inc. — Ex. 1084
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o» United States Patent

Anticipation by Beser

‘[an IP] address of the second network device”

i i
it
US006456K867 Bl

TS 6,496,867 Bl

(+th Patent No:

Beser et al, (453 Dute of Patent: e, 17, 2002
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INTEIATING TUNNELING ASSOUIATIONS OTHER PORLICAFIONS
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Michael Berella, Nopeeeille, 11 (135) *, Reqest for Conoents
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Petitioner Apple Inc. - Exhibit 1009, p. §

The network addresses are stored in metwork address
tables respectively associated with the first 14 and second 16
network devices. The assignment of private network
addresses to the ends of the tunnelhing association on the
network devices, referred to above, includes the recording of
the pnivate network addresses 1 the network address tables.
These network address tables allow for the translation from
the private network addresses to the public network
addresses. For example, the transmission of a packet from
the originating network device 24 to the terminating network
device 26, without revealing the identity of either end on the
public network 12, requires that the packet is received on the
first network device 14. The first network device 14 recog-
nizes that the packet has come from the originating network
device 24 and is destined for the terminating network device
26 by determining that the packet includes a private network
address for the terminating network device 26. The first
network device 14 examines the entry in its network address
table that contains the private network address for the
terminating network device 26 and determines that this
private network address i1s associated with the public net-
work address for the second neiwork device 16. In this
manner, the first network device 14 knows where to route the
packet on the public network 12 by translating the private
network address for the terminating network device 26 to the

public network address for the second network device 16.

Ex. 1009 at 21:63-22:22
Pet. at 19; Ex. 1003 at {1 305, 313-15; Decision at 21; Reply at 8

Petitioner Apple Inc. — Ex. 1084
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Patent Owner’s Expert (Beser)

“lan IP] address of the second network device”

It says "Internst protocol IP address,” so
is it required in the c¢laim that the domain name
regolve inte an IP address, or same other kind of —
an Internet address, or can it resolve into like az
private Interncet address?

MR. PALYS: Objection te form.
B It's a request to look up an IP address.
BY MR. KUSHRHN:
e} So that would be a public IP address?

A O0f the second nstwork device.

Ex. 1083 at 228:3-12; Reply at 8

S0 this ig stating pretty clearly that
there are in the Beser scheme scenarios, two
scenarios, one where the trusted third-party network
device is participating in cenducting that
negotiation to get the I[P addresses of the
terminating device, and the other example is where
it's not participating in that, right®

A Sure.

Ex. 1083 at 192:9-16 (discussing Ex. 1009 at 9:26); Reply at 8

VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

Petitioner Apple Inc. — Ex. 1084
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(57) ABST
A system and method conne
second network device by ini
link. The system includes one or more servers configured to:
receive. from the first network device, a request to look up a
network address of the second network device based on an
identifi ociated with the second network device; deter-
mine, in response to the request. whether the second network
vailable for o secure communications service: and
secure communication link hetween the first net-
ce and the second network device based on a deter-
mination that the second network devic ilable for the
secure communications service; wherein the secure commu-
nications service uses the secure communication link to com-
municateat least one of video data and andio data between the
first network device and the second network device

30 Claims, 40 Drawing Sheets

T

etwork device and a
cure communication

1. A method of connecting a first network device and a
second network device, the method comprising:

intercepting, from the first network device, a request to
look up an internet protocol (IP) address of the second
network device based on a domain name associated with
the second network device;

determining, in response to the request, whether the second
network device is available for a secure communications
service; and

initiating a secure communication link between the first
network device and the second network device based on
a determination that the second network device is avail-
able for the secure communications service;

wherein the secure communications service uses the secure

communication link to communicate at least one of
video data and audio data between the first network
device and the second network device.

determining, in response to the request, whether the second
network device 1s available for a secure communications
service; and

'697 Patent (Ex. 1001) at Claim 1

Petitioner Apple Inc. — Ex. 1084
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Institution Decision

Construction of “determining .. .”

[rialst@uspto.gov Paper 15
571-272-7822 Date: May 14, 2014

UNITED STATES PATENT AND TRADEMARK OFFICE

REFORE THE PATENT TRTAT.AND APPHAT ROARD

Based on the record, “determining, in response to the request, whether the second
network device 1s available for a secure communications,” includes determining,
one or more of 1) whether the device 1s listed with a public internet address, and if
so0, allocating a private address for the second network device, or 2) some
imndication of the relative permission level or secunty privileges of the requester.

Decision (00237) at 15
DECISION
Institution of Infer Partes Review
37CER §42.108

Petitioner Apple Inc. — Ex. 1084
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Petitioner Apple Inc.

— Ex. 1084

For example, the trusted-third-party network device 30
may be a directory service, owned and operated by a
telephone company, that retains a hist of E.164 numbers of
its subscribers. Associated with a E.164 number in the
directory database is the IP 58 address of a particvlar second
network device 16. The database entry may also include a
public IP 58 addresses for the terminating telephony device
26. Many data structures that are known to those skilled in
the art are possible for the association of the unique iden-
tifiers and IP 58 addresses for the second network devices
16. However, it should be understood that the present
invention is not restricted to E.164 telephone numbers and
directory services and many more unique identifiers and
trusted-third-party network devices are possible.
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Anticipation by Beser

“determining . ..”

IP tunnel between those network devices. Ex. 1003 at 9 259-260, 302-309. If the 306. As 1 explained, in one example, the trusted-third-party network device

domain name sent to the trusted-third-party network device specifies a destination can function as a DNS server. See 9262, above. If the identifier specified a non-

that is unavailable or unknown to the trusted-third-party network device, under the secure destination, the trusted-third-party network device would resolve the

inherent operation of the Beser system, the request will not be routed further. Ex. domain name and return the IP address — this is simply what DNS servers do. See,

.g., Ex. 1001 697 patent) at 39:29-34 (“C tional D in N S
1003 at 99 282-289, 306-308; see also id. at 17 95-118. Beser is able to perform ¢-g- Ix. 1001 (697 patent) a (“Conventional Domain Name Servers

(DNSs) provide a look-up function that returns the IP address of a requested
these functions because the trusted-third-party network device stores domain

computer or host.”); see also 9 80-81, above.

names and associated [P addresses, and may also contain a database of users or end
307. If the unique identifier in the request specifies a secure destination

devices. Ex. 1003 at 9 262-264, 286-290, 302-308. Pet. at 20

(e.g., the unique identifier corresponds to a second network device), the trusted-

Patent Owners . . . . . . ..
third-party network device will automatically establish a tunneling association by
Patent No., 8,504 697
Tssued: August 6, 2013

Filed: December 28, 2011 negotiating with the first and second network devices. See, e.g., Ex. 1009 (Beser)
Tnveniors: Victor Larson, ef al.
Titler SYSTEM AND METHOD EMPLOVING AN AGILE NETWORK . ) )
PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN at Figure 4; id. at 11:9-44; id. at 11:58-12:19.
NAMES

Ex. 1003 at 9 306-07
Decision at 22; Pet. at 29

Jater Partes Review No. IPR2914-00237

Declaration of Michael Fratto Regarding 367. Under the inherent operation of this proecss, a domain name sent to
Ui Patent No. 830467 the trusted-third-party network device that specifies a destination that is
unavailable or unknown to the trusted-third-party network device will not be

routed further, See 9Y 282-289, 306-308, ahove;, see also Y 95-118, above.

Petitioner Apple Inc. - Exhibit 1003, p. 1 Ex. 1003 at ﬂ 367: Pet. at 29

Petitioner Apple Inc. — Ex. 1084 22
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‘determining

At Step 114, a trusted-third-party network device 30 is

‘ informed of the request on the public network 12. The
AR 10 A informing step may include one or multiple transfer of IP 58
g, States Patent (5 et Poent: e 17 o002 packets across the public network 12. The public network 12
may include the Internet. For each transfer of a packet from
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Patent Owner Assertion

Construction of “determining .. .”

The Decision also dees not explain why the secure commurmications

service availability deftermmation should require “some mdication of the relative

Paper No. permission level or security privileges of the requester.” In fact, the specification
Filed: August 29,2014
Filed on behalf of: VirmnefX Inc. provides examples of determinations focusing on the second network device to
By:
Joseph E. Palys Naveen Modi g . . < 11 1 . I ~ .
P Hastings LLP Poul Hastings LLP which access is requested, as well as examples of separate determinations focusing
875 15th Street NW 875 15th Street NW
Washington, DC 20005 Washington, DC 20005 on the first network device desiring the access. (Compare, for example, Ex. 1001
Telephone: (202) 551-1996 Telephone: (202)551-1990 ( ’ Ple,
Facsimile: (202) 551-0496 Facsimile: (202) 551-0490 Lo .
E-mail: josephpalys@paulhastings.com E-mail: naveenmodi@paulhastings.com at 49232-33, “detamm[mg] whether access to a secure site has been Iﬂ[ﬂegtﬂi”

with id. at 40:36-37, “determines whether the user has sufficient security privileges
UNITED STATES PATENT AND TRADEMARK OFFICE

10 access the site.™) The claamed determination, however, expressly focuses on the

BEFORE THE PATENT TRIAL AND APPEAL BOARD

second network device (Ex. 1001, claims 1 and 16, “whether the second network

It will be appreciated that different levels of device is available for a secure communications service,” emphasis added), so the
security can also be provided for different categories of hosts.
For example, some sites may be designated as having a cer-
tain security level, and the security level of the userrequesting “permission level or securily privileges of the requester.”
access must match that security level. The user’s security
level can also be determined by transmitting a request mes-
sage back to the user’s computer requiring that it prove that it
has sofficient privileges.

“determining”™ phrase nead not be limited to the Decision’s determining

Opposition at 23

Ex. 1001 at 41:20-27; Reply at 5-6

Petitioner Apple Inc. — Ex. 1084 24



Patent Owner Assertion (Beser)

“determining . ..”

Paper Ni
Filed: Augu
Filed on behalf of: VirnetX Inc.
By:
Joseph E. Palys Naveen Modi
Paul Hastings LLP Paul Hastings LLP
875 15th Street NW 875 15th Street NW
Washington, DC 20005 Washington, DC 20005
Telephone: (202) 551-1996 Telephone: (202) 551-1990
Facsimile: (202) 551-0496 Facsimile: (202) 551-0490

E-mail: josephpalys@paulhastings.com E-mail: naveenmodi@paull

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner

V.

VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

permission level or security privileges of the requester.” In fact, the specification
provides examples of determinations focusing on the second network device to
which access is requested, as well as examples of separate determinations focusing
on the first network device desiring the access. (Comipare, for example, Ex. 1001
at 40:32-33, “determin|ing] whether access fo a secure site has been requested”
with id. at 40:36-37, “determimes whether the user has sufficient security privileges

to access the site.”) The claimed determination. however, expressly focuses on the

Opposition at 29

According to one embodiment, DNS proxy 261() intercepts
all DNS lookup functions from client 2605 and determines
whether access to a secure site has been requested. Ifaccess to
a secure site has been requested (as determined, for example,
by a domain name extension, or by reference to an internal
table of such sites), DNS proxy 2610 determines whether the
user has sufficient security privileges to access the site. If so,

Ex. 1001 at 40:31-37; Opposition at 29

Petitioner Apple Inc. — Ex. 1084
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“determining . ..”

Paper No.
Filed: August 29, 2014

Filed on behalf of: VirnetX Inc.

By:
Joseph E. Palys Naveen Modi
Paul Hastings LLP Paul Hastings LLP
875 15th Street NW 875 15th Street NW
Washington, DC 20005 Washington, DC 20005
Telephone: (202) 551-1996 Telephone: (202)551-1990
Facsimile: (202) 551-0496 Facsimile: (202) 551-0490

E-mail: josephpalys@paulhastings.com E-mail: naveenmodi@paulhastings.cor

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner

V.

VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

Beser does not disclose what would happen in Apple’s undiselosed
hypothetical system in which “a domain name in a request is recognized by the
trusted-third-party network device but does not map to a device requiring
negotiation of an TP tunnel” (Ex. 2025 at 28, 945, Monrose Decl.) The DNS
server in Beser could operate in a mumber of ways contrary to the way Apple
suggesis. For example, the DNS server in Beser could return an error message,
could discard the request, could do nothing, or could wait until the domain name
does map to a device requiring negotiation of an IP tunnel. (/d.) Even if Apple’s
proposed manner of operating the DNS server in Beser could actually be
implemented, it would be one of several possibilities and is not necessarily present

in Beser's system. (Id.)
Opposition at 42

Petitioner Apple Inc. — Ex. 1084
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Anticipation by Beser

“determining . ..”

UNITED

BEFOR

VIRNETX, INi

Before MICHAEL P
Administrative Paten

message” or “discard[] the request.” Resp. at 41-43. Initially. Patent Owner
ignores that a standard DNS lookup returns an associated IP address of a domain
name. Ex. 1003 atqY 77-81, 109-12, 287-89. But more importantly. Patent
Owmer’s argument actually supports the Board's finding — the countersxamples
shaw that ne tunnel is created if the domain name is nef /isted in the trusted-third-
party network device’s table, Dec. 21-23: EX. 1003 at % 367. Thus. the

determination affects whether the secure communication link is established.

Reply at 11; see also Ex. 1003 at 1 367

Petitioner Apple Inc. — Ex. 1084 27



The '697 Patent, Claim 1

“Initiating a secure communication link . . .”

1. A method of connecting a first network device and a
second network device, the method comprising:

0 0 0 ' A .
' intercepting, from the first network device, a request to

12 United States Patent 10 nt No.: S 8,504,697 B2 .

" armeta (9 Date ot Fuint: “Aug, 2013 look up an internet protocol (IP) address of the second
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OTHER PUBLICATIONS
Cisco Comments and Petition for Reexamination 95001 679 dated
Jun. 14, 2012,

determining, in response to the request, whether the second
network device is available for a secure communications
service; and

initiating a secure communication link between the first
network device and the second network device based on

(65) Prior Publication Data P
¥i
US 2012/0102204 Al Apr. 26, 2012 74

e e il a determination that the second network device is avail-

able for the secure communications service;

wherein the secure communications service uses the secure
communication link to¢ communicate at least one of
video data and audio data between the first network

mitiating a secure communication link between the first
network device and the second network device based on
a determination that the second network device 1s avail-
able for the secure communications service;

'697 Patent (Ex. 1001) at Claim 1
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Institution Decision

Construction of “secure communication link”

[rials(@uspto.gov Paper 15
571-272-7822 Date: May 14, 2014

TINTTED STATES PATENT AND TR ADEMARK OFFICE

Based on the foregoing, using a plain and ordinary construction in light of
the *697 Patent, the broadest reasonable construction of the term “secure
commumnication link™ is a transmission path that restricts access to data, addresses,
or other information on the path, generally using obfuscation methods to hide
information on the path, including, but not himited to, one or more of

authentication, encryption, or address hopping.

Decision at (00237) 10
DECISION
Institution of Infer Partes Review
37CER §42.108
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Anticipation by Beser

“secure communication link”

At Step 118, a first private IP 58 address on the first

network device 14 and a second private IP 58 address on the

L second network device are negotiated through the public
network 12. Private IP 58 addresses are addresses that are
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Petitioner Apple Inc. - Exhibit 1009, p. §

viz., the first private IP 58 address is assigned to the
originating telephony device 24 and the second private I[P 58
address is assigned to the terminating telepbony device 26.
The assignment of private IP 58 addresses is discussed
below. The negotiation ensures that neither the private nor
any public IP 58 addresses for the ends of the VoIP asso-
clation appear in the source 88 or destination N address
ficlds of the IP 58 packets that comprise the negotiation. The
IP 58 packets of the negotiation step 118 will only have
source 88 or destination 90 address fields containing the 1P
58 addresses of the first 14, second 16, or trusted-third-party
30 petwork device. In this manner the identities of the
oniginating 24 and terminating 26 telephony devices are
inside the payload ficlds 84 of the IP 58 packets and may be
hidden from hackers on the public network 12. The nego-
tiation may occur through the trusted-third-party network

device 30 to further ensure the anonymity of the telephony
devices (24, 26).

Petitioner Apple Inc. — Ex. 1084

Ex. 1009 at 11:59-12:19
Decision at 19; Ex. 1003 at 7 307-309, 312; Pet. at 21; Reply at 13



Patent Owner Assertion

Construction of “secure communication link”

VimnetX’s Proposed
Construction

A direct commumnication
link that provides data

secnrity through
. Naveen Modi
encryption Paul Hastings |

875 15th Street
Washington, D(
Telephone: (2C
Facsimile: (207
om E-mail: naveen

[T AND TRADEMAI

TRIAL AND APPEA

PLE INC.
stitioner

Opposition at 10 | .

VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

As explained in the Preliminary Response, the Decision’s comstruction is
contrary to the plain meaning of “secure communication link™ and the teachings of
the '697 patent because it permits, but does not require, encryption.

Opposition at 11

The 697 patent explains that “secure communication links” require
encryption for the reasons discussed above. However, to the extent the Decision
indicates that the term would ordnarily encompass links without encryption,

VirnetX’s undisputed disclaimer should override the broader meaning.

Opposition at 15
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Patent Owner’s Expert

Construction of “secure communication link”

And there's no passage in the *6%7 patent that gave

Psecure communication link" an explicit definition,

right?

A I belleve — 1f my memory serves me
carrectly, there are opposing views on what that
means.

Ex. 1083 at 66:12-17; Reply at 4
APPLE INC.
Petitioner
V.
VIRNETX INC.
Patent Owner
Q But yvou can enhance data security using

authentication techniques, right?
<) You can.

Ex. 1083at 74:12-14; Reply at 4

Q So address hopping would provide protection
against discleosure of the addresses of the parties to
a communication, right?

MR. PALYS: Objection, form.

A Address hopping may hide who is talking to

whom.

BY MR. KUSHAN:
¢] End so that's enhancing the security of the

communication between those twoe parties, becauses you

cannot determine whe is speaking to whom, right?
MR. PALYS: Objection, form.
B You may not ke able to determine in
igolation who is speaking to whom.
EY MR. KUSHAN:
Q And that provides some amount of security

for that communication between the two parties we've
discussed, right?
MR. PALYS:

Objection te form.

iy Sure.
Ex. 1083 at 113:16-114:12; Reply at 4
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The '697 Patent, Claim 2

Construction of claim 1's “secure communication link”

1. A method of connecting a first network device and a
Wmmmmmnnmag - second network device, the method comprising:
' intercepting, from the first network device, a request to
12y United States Patent (10) Patent No,: US 8,504,697 B2 .
“ Laonatat ) Date o Paent;*Aug. 6,201 look up an internet protocol (IP) address of the second
e eon mroco v Wikl ouon network device based on a domain name associated with

). 1l ICATIONS USING SECURE (52) Hii‘.‘(('l. . -
DOMAIN NAMES “.‘ RO - m d k d -
(75) Inventars: Victor Larson, Fairfax, VA (US); &8 IEJ':JIg M( . T09/223-227 e Secnn ne[ i v Gr EVIcer
R_nhrn_])u_nham Sh-_nn, I, ]'w‘*}‘um. See application file for compllclc search history. - - -
B ™ e determining, in response to the request, whether the second
Williamson, South Riding. VA (US) US. PATENT DOCUMENTS
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fo e oot o L oo e o Service; an
This patent is subject to a terminal dis-  EP OB38930 41988 P . * - *
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OTHER PUBLICATIONS nmua as commuimcdcation 11 crween 1nc
(21) Appl. No.: 13/339,257 » )
Cisco Comments and Petition for Reexamination 95001 679 dated

@ e et network device and the second network device based on
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s oA Ape s 02 A a determination that the second network device is avail-
Related U.S, Application D (57) ABSTRACT b ﬁ -
. 04 able for the secure communications service;
M‘““]';‘“"BFI‘ ‘EF‘I’“'““ . me second network device by initiating a secure comamimication
ar. 10 which is a continuation of application he system includes e serves configured to: : : 5 >
o wherein the secure communications service uses the secure
¥ eter- - - - -

" et Bl ot b e communication link to communicate at least one of
which is a continuation-in-part of appl No. ccure communication link between the f JM net-
(09/504.783, filed on Feb. 15, 2000, now Lal No. work device and the second network ona deter- 2 o
6502135, which is a_contiouation-in-part_of  mination that the second network devie ble for the V]deo data and aud]ﬂ data between the ﬁl’s‘t netWOrk

application No. 09/429,643, filed on Oct. 29, 1999, secure communications service: wherein the secure commu-

(63

10715845, Blod o id
7,418,504, which

now Pat. No. 7,010,604, nications service uses the secure communication link to com- . .
e . o ; municateat least one of video data and audio data between the dm d t]l d etw Ik d
(60)  Provisional epplication No. 607106261, led on Ogt,  tunicateatleast oncofvideo data and audic doto bt Cce an € SSCONl N (4] EVICE.

30, 1998, provisional application No. 60/137,704,

filed on Jun, 7, 1999, 30 Claims, 40 Drawing Sheets ’697 Patent (EX 1001) at C|a|m 1
=i | |
. ‘{ -3

| == 2. The method of claim 1, wherein at least one of the video
"= data and the audio data is encrypted over the secure commu-
~ nication link.

'697 Patent (Ex. 1001) at Claim 2; Pet. at 8; Reply at 4
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Anticipation by

Beser

at least one of video data and audio data”
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The data network also 1nc1udcs network devices (24, 26)
that are originating and terminating ends of data flow. In
another exemplary preferred embodiment of the present
invention, these network devices (24, 26) are telephony
devices or multimedia devices. Multimedia devices include
Web-TV sets and decoders, interactive video-game players,
or personal computers running multimedia applications.
Telephony devices include VoIP devices (portable or
stationary) or personal computers running facsimile or audio
apphcations. However, the ends of the data flow may be
other types of network devices and the present invention is

not restricted to telephony or multimedia devices.

Ex. 1009 at Fig. 5
Decision at 23-24; Pet. at 23; Ex. 1003 at § 278

=
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FIG. 5
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ASSOCIATION ON A FIRST NETWORK 12
DEVICE
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Ex. 1009 at Fig. 5
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The '697 Patent, Claim 2

1. A method of connecting a first network device and a
Wmmmmmnnmag - second network device, the method comprising:
' intercepting, from the first network device, a request to
12y United States Patent (10) Patent No,: US 8,504,697 B2 .
“ Laonatat ) Date o Paent;*Aug. 6,201 look up an internet protocol (IP) address of the second
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(65) Prior Publication Data (Continued)
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- 04, which is a continuation of application No.  mine, in response to the request, whether the second network
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30, 1998, provisional application No. 60/137,704,

filed on Jun, 7, 1999, 30 Claims, 40 Drawing Sheets ’697 Patent (EX 1001) at C|a|m 1

‘ 2. The method of claim 1, wherein at least one of the video
"= data and the audio data is encrypted over the secure commu-

nication link.
'697 Patent (Ex. 1001) at Claim 2
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Anticipation by Beser

video or audio data “is encrypted”
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Patent Owner Assertion (Beser)

video or audio data “is encrypted”

Filed on behalf of: VirnetX Inc.

By:
Joseph E. Palys Naveen Modi
Paul Hastings LLP Paul Hastings I
875 15th Street NW 875 15th Street
Washington, DC 20005 Washington, D(
Telephone: (202) 551-1996 Telephone: (2C
Facsimile: (202) 551-0496 Facsimile: (207

E-mail: josephpalys@paulhastings.com E-mail: naveen

UNITED STATES PATENT AND TRADEMA]

BEFORE THE PATENT TRIAL AND APPEA

APPLE INC.
Petitioner

V.

VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

First, even if Beser had incorporated [Psec by reference, the teaching away
from usmg its encryption techniques would lead one of ordinary skall to understand
that none of Beser’s embodiments employ IPsec. This explains why Beser never
mentions using IPsec or encryption for any data on its tunnels.

Second, Beser’s brief mention of IPsec 18 not a legal incorporation by

teference of that protocol.

Opposition at 54

Petitioner Apple Inc. — Ex. 1084 37



Patent Owner’s Expert (Beser)

video or audio data “is encrypted”

Paper No.
Filed: August 29,2014

Filed on behalf of: VirnetX Inc.
By:
Joseph E. Palys
Paul Hastings LLP
875 15th Street NW
Washington, DC 20005
Telephone: (202) 551-1996 Telephone: (202)551-1990
Facsimile: (202) 551-0496 Facsimile: (202) 551-0490
E-mail: josephpalys@paulhastings.com E-mail: naveenmodi@paulhastings.com

Naveen Modi

Paul Hastings LLP

875 15th Street NW
Washington, DC 20005

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner

V.

VIRNETX INC.
Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

0 And so what Besger is saving is that it's
conventional prior to Beser's invention to use IPSEC

to encrypt the packets that are transmitted in an IP

tunnel?
A In isolation here.
Ex. 1083 at 213:19-214:1; Reply at 14
Q So 1f I was conearnad about the

computationzl burden and the volume of data that's
being sent over an IP tunnel with encryption in
IPSEC, I could essentially choose paramelers of Lhe
encryption eleament of IPSEC to reduce ths
computational burden on encrypting the traffic; is
that a fair statement?

pit So one possible way of addressing
potentially some of the limitations expressly pointed
to by Beser might be to figure cut how to adapt

various paramsters.

Ex. 1083 at 219:8-18; Reply at 14
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Obviousness over Beser and RFC 2401

video or audio data “is encrypted”

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner,

Y.
VIRNETX, INC. AND SCIENCE APPLICATIONS INTERNATIONAL
CORPORATION,
Patent Owners

Patent No., 8,504 697
Tssued: August 6, 2013
Filed: December 28, 2011
Tnveniors: Victor Larson, ef al.
Title: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK
PROTOCOL FOR SECTURE COMMUNICATIONS USING SECTIRE DOMAIN
NAMES

Jater Partes Review No. IPR2914-00237

Declaration of Michael Fratte Regarding

U.S, Patent No. 8,504,697

Petitioner Apple Inc. - Exhibit 1003, p. 1

269. Beser explains that traffic within an IP tunnel is usually encrypted
usmg an mdustry standard technique called IP Securnity or “IPsec.” Ex. 1009
(Beser) at 1:54-55 (¥Of course, the sender may encrypt the information inside the
IP packets before transmission, e.g. with 1P Security (‘1Psec’Y”).

270. This deseription of use of encryption techniques in conventional [P
tunneling approaches is consistent with the guidance in the IPsec standard, RFC
2401 (Ex. 1010). For example, RFC 2401 explains:

IPsec allows the user (or system administrator} io control the
granularity at which a security service is offered. For example, ene
can create a single encrypted tunnel to carry all the traffic
between iwo security gateways or a separate encrvpted iunnel can
be created for each TCP connection between each pair of hosts
communicating across these gateways.

Ex. 1010 REC 240D at 7. Ex. 1003 at 11 269-70

Decision at 30-31; Pet. at 34-37
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39



Obviousness over Beser and RFC 2401

video or audio data “is encrypted”

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner,

Y.
VIRNETX, INC. AND SCIENCE APPLICATIONS INTERNATIONAL
CORPORATION,
Patent Owners

Patent No., 8,504 697
Tssued: August 6, 2013
Filed: December 28, 2011
Tnveniors: Victor Larson, ef al.
Title: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK
PROTOCOL FOR SECTURE COMMUNICATIONS USING SECTIRE DOMAIN
NAMES

Jater Partes Review No. IPR2914-00237

Declaration of Michael Fratte Regarding

U.S, Patent No. 8,504,697

Petitioner Apple Inc. - Exhibit 1003, p. 1

323. Beser states that practical concerns related to transmission of VOIP
and multimedia data over an IP funnel may lead someone to not use eneryption in
an IP tunnel i certain eircumstances. As it states:

Woreover, encryption at the source and decrypiion at the destination
may be infeasible for certain data formats. For example, streaming
data flows, such as multimedia or Yoice-over-Interret-Protocol
(“VolP™), may require a greal deal of compuling power i6 enerypl or
decrypt the [P packeis on the fly. The increased stram on computer
power may result in jitter, delay, or the loss of some packets. The
expense of added computer power might also dampen the enstomer’s
desire to invest in VolP equipment.

Ex. 1009 (Beser) at 1:36-67.

324. These practical concems are plainly linked te two particular types of
high velume data transfer situations {i.e., a where because of the high volume of
data being transferred, the equipment may not he able to handle the volume of
traffic). OF course, these concems would not be an issue for the majority of data
fransfer scenarios. And even in these two high data volume applications, Beser
indicates that encryption ondinarily should be uwsed. Ex. 1009 (Beser) at 2:7-13.
Beser is just saying thai it smay not be possible to encrypt every packet and
mamitain transmission quality due to computer power mitation {¢.g., during tines
of high network traffic). Ex. 1009 (Besor) at 2:7-13. Based on the way Besor is
desertbing these high velume data transfer situations, I believe a peison of ordinary
skill would have read the Beser patent as indicating that eneryption should be used
i its IP tumelimg systems other than in specific resource comstrained situations.

Ex. 1003 at 1 323-24, 390; Pet. at 34-36; Decision at 30-31
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Patent Owner Assertion (Beser & RFC 2401)

video or audio data “is encrypted”

The combination also does not render obvicus employing encryption to
audio and video packets to enhance security. The Decision cites REC 2401 for its

teaching that the IPsec protocol allows for the creation of an encrypted tunnel.

Filed on behalf of: VirnetX Inc.

By:
T h E. Pal N D - 2 .
Pt LLP svent  (Decision at 30-31.) RFC 2401, however, is the Network Working Group
875 15th Street NW 875 15th
Washington, DC 20005 Washing! - . . .
Telephone: (202) 551-1996 Tdephor  document cuthining the standards for the IPsec protocol, which is the very feature

Facsimile: (202) 551-0496 Facsimil¢
E-mail: josephpalys@paulhastings.com E-mail: 1

that Beser suggests not to use, as discussed above. Beser acknowledges the

UNITED STATES PATENT AND TRAL

existence of the IPsec protocol, but then recognizes its problems for video or audio

BEFORE THE PATENT TRIAL AND A

data, so it teaches one of ordinary skill in the art away from RFC 2401 and the

APPLE INC.

Petitioner proposed combination of Beser and RFC 2401.

V.

VIRNETX INC. Opposition at 57

Patent Owner

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response
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video or audio data “is encrypted”

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner,

Y.
VIRNETX, INC. AND SCIENCE APPLICATIONS INTERNATIONAL
CORPORATION,
Patent Owners
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U.S, Patent No. 8,504,697

Petitioner Apple Inc. - Exhibit 1003, p. 1

386. The guidance in RFC 2401 would have specifically suggested
encrypting all of the IP traffic being sent over a secure [P tunnel. See 99 341-343,
above. This is also specifically suggested by Beser. See Y 269-270, above.

387, Anather obvious design choice that is reflected in the TPsec stamdand
itself is to sef the [Psee parameters io accommadate the particular cireumstances of
the implementations being diseussed in Beser (e.g., a high network volume
implementation vsing equipment with limited processing capaeity). See 1] 270,
343, above.

388. 1 also note that an obvious solution io the Beser preblem would be to
use more powerful edge routers that ean accommodate the higher volume of

network traffic for VOIP or multimedia applications. As Beser 1iself points out,

the problems with encrypting VOIP or multimedia data traffic is not linked to what
the data represenis, but simply 1s the capacity of the device te encrypt on the {ly the
volume of data being transferred. Another obvieus design choice would be to
reduce the guality of the captured signal (e.g.. by sampling the voice call at a lower
rate or by vsing a lower video quality), which would reduce the volume of data that
had to be transferred. These would be practical, common sense solutions to the

problem that Beser identifies of limited capacity of the network devices.
Ex. 1003 at 11 386-88; Pet. at 36-37
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Patent Owner’s Expert (Beser)

video or audio data “is encrypted”

Q go I understand, the computational overhead

impact is becaunse it has to encrypt a lot of data,

right?
A In the context of what Beser is stating.
Q S0 ane way of solving that preblem wonld he

ta have a more powerful computer that's doing ths
encrypting of the traffic, right?

MR. PALYS: Objection to form. oOutside the
scope of direct.

A That's one passible way.

Ex. 206:20-207:7; Reply at 15

Case IPR2014-00237
Patent 8,504,697

Patent Owner’s Response

Q So the VoIP scenario, you're geing to
capture, you're going to digitize a voice that's
somebody speaking inte a phone, right?

B Mm—hmm .

Q And if you capture that at a very high
resoluotion, you're going te capture more data to
represent the voice signal, right?

B Could be the case. Mm-hmm.

a And if you used a lower reseclubLion or lower
guality recording or digltizatien, yeou would use less
data to represent the same volice?

S That's <onccivable.

Ex. 207:17-208:6; Reply at 15

Petitioner Apple Inc. — Ex. 1084

43



The '697 Patent, Claim 3

US008:
a2 United States Patent (10) Patent No.: US 8,504,697 B2
Larson et al. (45) Date of Patent: *Aug. 6,2013
54) S AND METHOD EMPLOYING AN (51) Int.ClL
4 TWORK PROTOCOL FOR SECURE GUGF 15/16 (2006.01)
« (52) US.CL
USPC s TO922T

75

(73

(*

@n
(22)
(65)

(63

(60,

Tnventors: Victor Larson, Fairfax, VA (US);
Robert l)unhnm Short, ILL Leesburg,

Iu er,
Williamson, South Riding, \\ (IJSJ

Assignee:  VirnetX, Inc., Zephyr Cove, NV (US)

Notice:  Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.8.C. 1534(b) by 0 days.
This patent is subject to a terminal dis-
claimer.

Appl. No.: 13/339,257
Filed: Dec. 28, 2011

Prior Publication Data
US 2012/0102204 Al Apr. 26, 2012

Reluted US, Application Data

Continvation of application No. 13/049,552, filed on
Mar. 16, 2011, which is a continuation of application
No. 11/840.560, filed on Aug. 17, 2007, now Pat. No.
7,921,211, which is a continuation of application No.
10/714,849, filed on Nov. 18, 2003, now Pat. No.
7,418,504, which is a continuation of application No.
558,210, filed on Apr. 26, 2000, now ahandoned,
s a continuation-in-part of application No.
09/504,783, filed on Feb. 15, 2000, now Pat. No.
6502,135, which s a continuation-in-part of
application No. 09/429,643, filed on Oct. 29, 1999,
now Pat. No. 7.010,604.
Provisional application No, 60/106,261, filed on Oct,
30, 1998, provisional application No. 60/137,704,
filed on Jun, 7, 1999,

(58) Field of Classification Search
USPC e . . T0%/223-227
See application 1 for comph,l;. a;mh history.

(56) References Cited

US. PATENT DOCUMENTS
2895502 A 71959 Roperetal
467743 A 61987 Fascenda

(Continued)
FOREIGN PATENT DOCUMENTS

DE 19924575 1271999

EP DE3RI30 41988

(Continued)
OTHER PUBLICATIONS

Cisco Comments and Petition for Reexamination 95001 679 dated
Jun. 14, 2012,

{Continued)

Primary Examiner — Krisna Lim
(74) Attorney, Agent, or Firm — McDermott Will & Emery
LLP

(57) ABSTRACT
A system and method connect a first network device and a
second network device by initiating a secure communication
link. The system includes one or more servers configured to:
receive. from the first network device, a request to look up a
network address of the second network device based on an
identifier associated with the second network device; deter-
e, in response to the req hether the second network
device is available for a see mmunications service: and
secure communication link hetween the first net-

work device and the second network d e basedona d;.l..r
mination that the second network devi f
secure communications service; wherein the secure commu-
nications service uses the secure communication link to com-
municateat least one of video data and andio data between the
first network device and the second network device

30 Claims, 40 Drawing Sheets

will |

s

1. A method of connecting a first network device and a
second network device, the method comprising:

intercepting, from the first network device, a request to
look up an internet protocol (IP) address of the second
network device based on a domain name associated with
the second network device;

determining, in response to the request, whether the second
network device is available for a secure communications
service; and

initiating a secure communication link between the first
network device and the second network device based on
a determination that the second network device is avail-
able for the secure communications service;

wherein the secure communications service uses the secure
communication link to¢ communicate at least one of
video data and audio data between the first network

device and the second network device.
'697 Patent (Ex. 1001) at Claim 1

3. The method of claim 1, wherein the secure communica-
tion link is a virtual private IlﬁtWDI‘li communication link.

'697 Patent (Ex. 1001) at Claim 3
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Institution Decision

Construction of “virtual private network”

[mials(@uspto.gov Paper 15
571-272-7822 Date: May 14, 2014

UNITED STATES PATENT AND TRADEMARK OFFICE
BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner

On this record, a VPN is interpreted to mean a “secure communication link™

with the additional requirement that the link includes a portion of a public network.

Decision (00237) at 12
EASTHOM, Administrative Patent Judge.
DECISION

Institution of Infer Partes Review
37CER §42.108

Petitioner Apple Inc. — Ex. 1084 45



Anticipation by Beser

video or audio data “is encrypted”

TG 0T A
USHOn4SaRG 71

an United States Patent ¢ Patent No: TS 6,496,867 Bl
Beser et al. 45) Date of Patend: Dec. 17, 2002

FIG. 1

Ex. 1009 at Fig. 1
Decision at 17; Pet. at 16-17; Ex. 1003 at § 260

FIG. 1 is a block diagram illustrating an exemplary data
network 10 for an illustrative embodiment of the present
mvention. The data network 10 includes a public network 12
(e.g. the Internet or a campus network), a first network
device 14, and a second network device 16. The public
network 12 is public in the sense that it may be accessible
by many users who may monitor communications on it.
Additionally, there may be present multiple private networks

20. Also, a trusted-third-party network device 30 is con-
nected to the public network 12. Data packets may be
transferred to/from the first network device 14, the second
network device 16, and the trusted-third-party network
device 30 over the public network 12. For example, the three
devices may be assigned public network addresses on the
Internet. The first network device 14 and the second network
device 16 may be modified routers or modified gateways.
The trusted-third-party 30 may be a back-end service, a
domain name server, or the owner/manager of database or
directory services. Moreover, the trusted-third-party net-
work device 30 may not be located in one physical location
but may be distributed over several locations and the infor-
mation may be replicated over the several locations.
However, other data network types and network devices can
also be used and the present invention is not limited to the
data network an network devices described for an illustrative

embodiment.
Ex. 1009 at 3:60-4:18

Decision at 17; Pet. at 24-25; Ex. 1003 at § 255
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IPR2014-00238

Grounds in -00238

 Whether Claims 1-3, 8-11, 14-17, 22-25, and
38-30 of the '697 patent are anticipated by
U.S. Patent No. 5,898,830 to Wesinger (EX.
1008)

e \Whether Claims 4-7 and 18-21 of the '697

patent are obvious over Wesinger in view of
RFC 2543 (Ex. 1012)
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Declavation of Michagl Fratto Regarding

.S, Patent No. 8,504,657

Petittomer Apple Iac - Bxbibir 1003, 5. |

263. Wesinger explains that its system enables the automatic creation of a
secure connection in a manner that is transparent to users:

[T]he firewalls may be configured to also transparently perform any
of various kinds of channel processing, including various types of
encryption and decryption, compression and decompression, etc. In
this way, virtual private networks may be established whereby two
remote machines communicate securely, regardless of the degree of
proximity or separation, in the same manner as if the machines

were on the same local area network.

Ex. 1008 (Wesinger) at 4:47-52.

264. Wesinger explains that its firewalls allow for the creation of virtual

private networks:

Combining encryption capabilities with programmable transparency
as described above allows for the creation of virtual private

networks-networks in which two remote machines communicate
securely through cyberspace in the same manner as if the machines

were on the same local area network.
Ex. 1008 (Wesinger) at 12:23-27.

Ex. 1003 at 7 263-64
Decision at 19; Pet. at 16
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Anticipation by Wesinger

Ex. 1008 at Fig. 1; Ex. 1003 T 295;
Pet. at 16-17; Decision at 15 :
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The '697 Patent, Claim 1

“Intercepting . ..”

1. A method of connecting a first network device and a

0 0 0 Se‘fﬂnd netv'vork device, the method compris:ing:
' intercepting, from the first network device, a request to

12y United States Patent 10) Patent No.: US 8,504,697 B2 .
" Laran et ) e of Pant: . *Aug, 6201 look up an internet protocol (IP) address of the second
(59 SYTEMAND METHOD EMPLOVNGAN e ) e o network device based on a domain name associated with
COMMUNICATIONS USING SECURE (52) US.CL
DOMAIN NAMES USPC .,

the second network device;

.. 709/223-227
le for complete search history.

(58) Field o
(75) Inventors: Victor Larson, Fairfax, VA (US):

R T determining, in response to the request, whether the second
WA U Rene network device is available for a secure communications

(*) Notice:  Subject the term of this (Continued)

.
patent i: sted under 35 2 TGN PATE ~ INTS

USC IS 0ds e e service; and

This patent is subject to a terminal dis- Er 0838930 /1988 * ) - * * *

OrHER PUBLICAT 1mnatmg a securc communication link between the first

(21)  Appl. No.: 13/339,257

Cisco Comments and Petition for

network device and the second network device based on
a determination that the second network device is avail-
able for the secure communications service;

wherein the secure communications service uses the secure

communication link to communicate at least one of
s video data and audio data between the first network

- . .
lication N G/106761 flad oo s DD stone audio data berween the Aexricea and tha cornnd natswnrls devrice

intercepting, from the first network device, a request to
look up an internet protocol (IP) address of the second
network device based on a domain name associated with
the second network device;

(22) Filed: Dec. 28, 2011 Jun. 14, 2012,

(65) Prior Publication Data
US 2012/0102204 Al Apr. 26, 2012

Reluted US, Application Data
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“Intercepting . ..”
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278. Wesinger describes the benefits of using envoys and programmable

iransparency to [acilitate the establishment of secure cormections:

Normally, a prior-art proxy would have to prompt the user to enter a
destimation. To enable such prompting to occur, different proxy code
has conventionally been required for cach protocol to be proxied.
Using programmable transparency, the destination is provided to
an envey using DNS and/or DDNS as described more fully
hereinafter. There is therefore no need to alwavs prompt the user for
a destination and no need for the user to always enter a destination
(although a mede of operation may be provided in which the user 1s
prompted for and dees enter a destination). Instead of a collection of
cenventional protocol-specific proxies, a single generic envoy

program may be used.

Ex. 1008 (Wesmger) at 9:36-51 (emphasis added). Here, Wesinger shows that an
envoy is the program that works with each virtual host to associate the virtual host

with a destination [P address and to move data across the firewall.

Ex. 1003 at 278
Pet. at 17-18; see Decision at 15-16

Petitioner Apple Inc. — Ex. 1084
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Patent Owner Assertion (Wesinger)

“Intercepting . ..”

Case No. IPR2014-00238

Paner No
Fi

Filed on behalf of: VirnetX Inc. L. . . L. A
By: In addition, the prompts cited in the Decision also are not the clammed
Joseph E. Palys Naveen Modi

75 150 Stoet NW 75 15t Steet N

treet treet < : b

Washington, DC 20005 Washington e T€qUest 1o look up an intemet protocol (IP) address. N

Telephone: (202) 551-1996 Telephone: (202) Opposition at 49
Facsimile: (202) 551-0496 Facsimile: (202)

E-mail: josephpalys@paulhastings.com E-mail: naveenm

UNITED STATES PATENT AND TRADEMARE . - .
Wesinger, however, does not disclose combining the name

BEFORE THE PATENT TRIAL AND APPEAL

prompts (i.e., the Decision’s alleged “request™) of the prior art embodmment with its

APPLE INC.

Petitioner allegedly inventive disclosed embodiments.

V.

Opposition at 50

VIRNETX INC.
Patent Owner

Case IPR2014-00238
Patent 8,504,697

Patent Owner’s Response
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278 Wesinger describes the benefits of using envoys and programmable

iransparency to [acilitate the establishment of secure cormections:

Normally, a prior-art proxy would have to prompt the user to enter a
destination. To enable such prompting to occur, different proxy code
has conventionally been required for cach protocol to be proxied.
Using programmable transparency, the destination is provided to
an envey using DNS and/or DDNS as described more fully
hereinafter. There is therefore no need to alwavs prompt the user for
a destination and no need for the user to always enter a destination
(although a mede of operation may be provided in which the user 1s
prompted for and dees enter a destination). Instead of a collection of
cenventional protocol-specific proxies, a single generic envoy

pregram may be used.

Ex. 1008 (Wesmger) at 9:36-51 (emphasis added). Here, Wesinger shows that an
envoy is the program that works with each virtual host to associate the virtual host

with a destination [P address and to move data across the firewall.

Ex. 1003 at 278
Pet. at 17-18; see Decision at 15-16
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Anticipation by Wesinger

“Intercepting . ..”

267. Wesinger overcomes this problem with prior art systems using a

tirewall that mtercepts a user’s request to mmitiate a connection and autematically

UNITED STATES PATENT AND TRADEMARK OFFICH

establishes a connecfion with the remote host. Ex. 1008 (Wesinger) at 4:12-16

BEFORE THY PATENT TRIAL AND APPEAL BOARD
(“Using envovs, the added burden associated with prior-art proxy svstems 1s

APPLE INC.
Fettdoner, avorded so as to achieve full transparency-the user can use standard applications
VIRNETX, INC. AND 5Ci ?N{,i /:‘}.’P}{](_,‘ATI{)NS INTERNATIONAL
CORPORATION. and need not even know of the existence of the firewall ™), 4:32-38 (“The full
Patent No. 8,504,697 transparency attribute of a single firewall system remains unchanged in a

Issued: August 6, 2013
Filed: December 28, 2011

Tiventors: Vietor Larsen, ¢f al. - - - -
Tifle: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK multi-layvered system: a user may, if authorized, access a remote host multiple
PROTOCOL FOR SECURE COMMUNICATIONS ITSING SECURE DOMAIN
NAMES
network layers removed, without knowing of the existence of any of the multiple
Inter Paptes Review No. [PRI014-00238 firewalls in the system ).

Declavation of Michagl Fratto Regarding

U.S. Patent No. 8,504,667 Ex. 1003 at | 267
Pet. at 17; see Decision at 15-16

Petittomer Apple Iac - Bxbibir 1003, 5. |
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A system and method conne
second network device by ini
link. The system includes one or more servers configured to:
receive. from the first network device, a request to look up a
network address of the second network device based on an
identifi ociated with the second network device; deter-
mine, in response to the request. whether the second network
vailable for o secure communications service: and
secure communication link hetween the first net-
ce and the second network device based on a deter-
mination that the second network devic ilable for the
secure communications service; wherein the secure commu-
nications service uses the secure communication link to com-
municateat least one of video data and andio data between the
first network device and the second network device

30 Claims, 40 Drawing Sheets

T

etwork device and a
cure communication

1. A method of connecting a first network device and a
second network device, the method comprising:

intercepting, from the first network device, a request to
look up an internet protocol (IP) address of the second
network device based on a domain name associated with
the second network device;

determining, in response to the request, whether the second
network device is available for a secure communications
service; and

initiating a secure communication link between the first
network device and the second network device based on
a determination that the second network device is avail-
able for the secure communications service;

wherein the secure communications service uses the secure

communication link to communicate at least one of
video data and audio data between the first network
device and the second network device.

determining, in response to the request, whether the second
network device 1s available for a secure communications
service; and

'697 Patent (Ex. 1001) at Claim 1
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W sovs. Establishment of an envoy may be subjected
United States Pateat s v 1:0 a myrmd of tests 1o “qualify” the user, the requested
Wesinger;, Jr. ot al. 1451 D

@ me e wee COMMuUNication, or both. Therefore, a high level of security
: = may be achieved.

A RI \(1

olors: Ralph F. Wesinger, Ir., Sun Jose;
HREH]

Ex. 1008 at 3:58-61; Ex. 1003 § 301;
Decision at 16-17; Pet. at 18-19

ST 118 611
A 305 200,35,

momE N

Retererces Clind
U5, PATENT DOCUMENT

The foregoing discussion has focused on the program-
mable transparency aspects of the present firewall. Of
course, a primary function of a firewall is to selectively
allow and disallow communications. Hence, in the course of
establishing a connection, each virtual host examines a
configuration table to determine, based on the particulars of
the requested connection—source, destination, protocol,
time-of-day, port number, etc.—whether such a connection
will be allowed or disallowed. The process by which con-

Ex. 1008 at 9:52-60; Ex. 1003 § 301;
Decision at 16-17; Pet. at 18-19

Petitioner Apple Inc. ~ Exhitit 1608, p. 1 ‘
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OCCUT The access rules
database may havﬂ an Allow portmn a Deny portlon or both.
Processing with respect to the Allow database is performed
prior to processing with respect to the Deny database,
Therefore, if there is an entry for a the requested connection
in the Allow database and no entry for that connection in the
Deny database, then the connection will be allowed. If there
is no Allow database and no eniry in the Deny database, then
the connection will also be allowed. If there is an entry for
the requested connection in the Deny database, then the
connection will be denied regardless. Machines may be
specified by name or by IP address, and may include
“wildcards,” address masks, etc., for example:
MisterPain.com, *.srmc.com, 192.168.0.*, 192.168.0.0/24,
and so on.

Ex. 1008 at Fig. 7, 15:32-46; Ex. 1003 { 287, 299;
Decision at 16; Pet. at 18-19
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When a connection request 1s received, the daemon
spawns a process to handle the connection request. This
process then uses a piece of code referred to berein as an
INET Wrapper 810 to check on the local side of the
connection and the remote side of the connection fo
determine, 1n accordance with the appropriaie Allow and
Deny databases, whether the connection is to be allowed.

Ex. 1008 at 16:22-28; Ex. 1003 1 284;
Decision at 16; Pet. at 18-19; Reply at 7

Once the connection has been allowed, the virtual host
process mvokes code 818 that performs protocol-based
connection processing and, optionally, code 823 that per-
forms channel processing (encryption, decryptmn,
compression, demmpressmn etc.). When processing is
completed, the connection is closed, if it has not already
been closed implicitly.

Ex. 1008 at 17:1-7; Reply at 12
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= passing through the firewall may be processed using one or
= more such modules depending on the direction of data flow.

Ex. 1008 at 11:51-60; Ex. 1003  301;
Decision at 16-17; Pet. at 16

Petitioner Apple Inc. — Ex. 1084

59



Patent Owner Assertion (Wesinger)

“determining . ..”

Wesinger describes two separate processes, each responsive to a unique

request and having unique characteristics. The first is a “transparent” DNS

Filed on behalf of: VirnetX Inc. resclution process, which is set off by “DNS queries” or “name request[s].” (Ex.
By:

Joseph E. Palys Naveen Mod!

Paul Hasti LLP Paul Hastings - . . 2

o8 15 S W esisras 1008 at 9:16-19, 13:9-14.) The second 1s non-transparent firewall allow/disallow

Washington, DC 20005 Washington,

Telephone: (202) 551-1996 Telephone: ( . . . . .

Facsimile: (202) 551-0496 Facsimile: ¢ procesging, which is set off by a separate “ensuing connection request.” (Id;

E-mail: josephpalys@paulhastings.com E-mail: nave

Ex. 2025 at 21, 932, Momnrose Decl.)

UNITED STATES PATENT AND TRADEM Opposition at 32

BEFORE THE PATENT TRIAL AND APPEAL BOARD ’

Wesinger 1s silent on how the connection request might arise following the

Y
| T _—
| X S Te ey
L B k.

DNS query, but is clear that a DNS query 1s not a connection request.

Opposition at 35
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1. A method of establishing a connection between a first
computer and a second remote computer along a route from
the first computer to the second computer through a first
mtermediate system having a first interface to a first com-
puter network and a second interface to a second computer
network, without requiring a user to know of the interme-
diate system, the method comprising the steps of:

configuring the first intermediate system as a plurality of

virtual hosts, each responsive to a network address used
on one of the first and second computer networks;

mapping from a name of the second computer to a

network address of one of the virtual hosts of the first
intermediate system, said one of the virtual hosts being
associated with the first interface;

issuing a request for a connection from the first computer

to the second computer by specifying the name of the
second computer;

receiving the request at the first interface and routing the

request to said one of the virtual hosts in accordance
with said mapping;

establishing a first bi-directional connection from the first

computer to said one of the virtual hosts;

establishing a second bi-directional connection from said

one of the virtual hosts to the second computer on
behalf of the first computer; and

passing data between the first computer and the second

computer using the first and second bi-directional con-
nections.

Ex. 1008 at 17:17-46; Reply at 6-7
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Q Ckay. So the connection request eoriginates

Case

on the first computer and it has the name of the

Fil¢
1 sscond computer in the name of ths connection
Filed on behalf of: VirnetX Inc.

By:

Joseph E. Palys Naveen Modi regue st, rd ght 7

Paul Hastings LLP Paul Hastings LLF

875 15th Street NW 875 15th Street N\

Washington, DC 20005 Washington, DC 2

Telephone: (202) 551-1996 Telephone: (202) MR. PALYS: Objection to form.
Facsimile: (202) 551-0496 Facsimile: (202) 2

E-mail: josephpalys@paulhastings.com E-mail: naveenmc

BY MR. KUSHAN:

UNITED STATES PATENT AND TRADEMARK . .
Q According to this step.

BEFORE THE PATENT TRIAL AND APPEAL ]

MR. PALYS: Same objection.

APPLE INC. A
Petitioner

It has an identifier that it's trying to

V.

VIRNETX INC. cannect to.

Patent Owner

BY MR. EKUSHAN:

Case IPR2014-00238
Patent 8,504,697

Q And that identifier is thes nams of ths

Patent Owner’s Response
second caomputer, according to the claim, right?

a4 In the claim.

Ex. 1083 at 258:4-259:12; Reply at 6-7
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When client C tries to initiate a connection to host D using
the name of D, DNS operates in the usual manner to
propagate a name request to successive levels of the network
until D 1s found. The DNS server for D returns the network
address of D to a virtual host on the firewall 155. The virtual
host returns its network address to the virtual host on the
firewall 157 from which it received the lookup request, and
so on, until a virtual host on the firewall 105 returns its
network address (instead of the network address of D) to the
client C. This activity is all transparent to the user.

Ex. 1008 at 9:16-25; Ex. 1003 at | 283-85;
Pet. at 19; Reply at 7-8; Decision at 16

Using prograrnmable
transparency, the destmanon is provided to an envoy using
DNS and/or DDNS as described more fully hereinafter.
There is therefore no need to always prompt the user for a
destination and no need for the user to always enter a
destination (although a mode of operation may be provided
in which the user is prompted for and does enter a
destination). !

Ex. 1008 at 9:42-49; Ex. 1003 at ] 278;
Decision at 16; Pet. at 19; Reply at 7
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Case No. [PR201

Paper No. |
Filed: August
Filed on behalf of: VirnetX Inc.
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Joseph E. Palys Naveen Modi
Paul Hastings LLP Paul Hastings LLP

875 15th Street NW
Washington, DC 20005
Telephone: (202) 551-1996 Telephone: (202) 551-1990
Facsimile: (202) 551-0496 Facsimile: (202) 551-0490
E-mail: josephpalys@paulhastings.com E-mail: naveenmodi(@paulhas

875 15th Street NW
Washington, DC 20005

UNITED STATES PATENT AND TRADEMARK OFFICE
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Patent 8,504,697

Patent Owner’s Response

0 That's not based on something Wesinger
actually says; that's based on your analysis of how

you understand Wesinger; 1s that fair to say?

MR. PALYS: Objection teo form.

A No, it's based on — it's saying that there
1s a —— that the virtual hests for — the DNS virtual
host receives the connection requests, propagates

processing of the DNS queries, Wesinger alsc

that in the usual way, and later says there is these

gnsuing connections that are received by a demon, and
then spawn a separate virtual host.
And T agree with you, these other wvirtual

hosts have the ability to read a configuration file

and do some channel processing.
Ex. 1083 at 275:16-276:6; Reply at 6
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APPLE INC.
Petitioner

V.

VIRNETX INC.
Patent Owner

Case IPR2014-00238
Patent 8,504,697

Patent Owner’s Response

Q And why — so you're saying that that
reading that I just gave you 1s not at all logical
based on the fact that the front end of that
paragraph is referring to the physical firewall
machines managing and sharing the aggregate
precessing load of current connections?

MR, PALYS: Objection to form.

2y So my understanding ¢f — and I think it's
in keeping with one of ordinary skill in the art,
would have interpreted what'™s here, in light of the
specifications, 1t says there are these two separate
things, right? One is on the ensuing connection, one
is on a DNS query. In that paragraph, when I see it
mergling the tweo, then I'm assuming this ensulng
connection it's talking about is wvery different than

anything that has Lo do with the DNS request.

Ex. 1083 at 283:13-284:6; Reply at 6
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APPLE INC.
Petitioner

V.

VIRNETX INC.
Patent Owner

Case IPR2014-00238
Patent 8,504,697

Patent Owner’s Response

Q I may have misspoken. Let me just make
that clear. So at the time that the connection
request is 1lssued by the first computer under the

claim, there has not been any DNS resolution yet,

right?
A That's correct.
9] All right. Sc after that first connection

request has occurred, that will then prompt a DNS
loockup?
A On that firewall, that wvirtual host, to

find a path through the network.

Ex. 1083 at 254:14-255:2; Reply at 6
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Patent Owner’s Expert (Wesinger)

“determining . ..”

Q The way you introduce that, vyou sav,
Case No. [PR2014-00238
Paper No. "Client C transmits a DNS query to its local firewall
Filed: August 29,2014

Filed on behalf of VirnetX Inc. DNS server 115," right? And by that, are you saying

By:
Joseph E. Palys Naveen Modi
Paul Hastings LLP Paul Hastings LLP the client C transmits a DNS query contalning the
875 15th Street NW 875 15th Street NW
Washington, DC 20005 Washington, DC 20005 . , 5
Telephone: (202) 551-1996 Telephone: (202) 551-1990 name of D to its local firewall DNS8 server 1157
Facsimile: (202) 551-0496 Facsimile: (202) 551-0490
E-mail: josephpalys@paulhastings.com E-mail: naveenmodi(@paulhastings.com A so the spec ification s ays that the client

Q Right. And so the DNS query that we're
BEFORE THE PATENT TRIAL AND APPEAL BOARD

talking about is the one that's in that first line

APPLE INC.
Petitioner from the paragraph that says "When client C tries to
V.
VIRNETX INC. initiate a connection te hest D, " 1it's going to have
Patent Owner

the name of D in the query, right?

Case IPR2014-00238
Patent 8,504,697 2 Correct. And then DNS operates in 1ts

Patent Owner’s Response
P usual manner to propagate that.

Ex. 1083 at 258:21-259:12; Reply at 9
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The '697 Patent, Claim 1

“Initiating . . .”

1. A method of connecting a first network device and a

0 0 0 Se‘fﬂnd netv'vork device, the method compris:ing:
' intercepting, from the first network device, a request to

" Do S Patent o Deof e Eaug 6,2003 look up an internet protocol (IP) address of the second
RO N WA network device based on a domain name associated with
B the second network device;

SRR s T determining, in response to the request, whether the second
it e b network device is available for a secure communications

(*) Notice:  Subject the term of this (Continued)

{msu? II:"4(h)hy0da\_n. e 3s o F()T,i,[;i;?“”“t; :ii:JM]ims SCTV iCE; B]ld
e initiating a secure communication link between the first
T R network device and the second network device based on
(65) Prior Publication Data a - - - -
S —. a determination that the second network device is avail-
) o et e able for the secure communications service;

wherein the secure communications service uses the secure

communication link to communicate at least one of
video data and audio data between the first network

(60) Provig

mitiating a secure communication link between the first
network device and the second network device based on
a determination that the second network device 1s avail-
able for the secure communications service;

'697 Patent (Ex. 1001) at Claim 1
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Anticipation by Wesinger

“Initiating . . .”

Channel processing may be performed using existing

wmy  standard software modules. In the case of encryption and

United States Patent w0 dlecryption, for example, modules for DES, RSA, Cylink,
o pmanenmennee wee SET, SSL, and other types of encryption/decryption and
authentication may be provided on the firewall. In the case

of compression and decompression, siandard modules may

mmclude MPEG, JPEG, LZ-based algorithms, etc. Based on
g mformation contained 1n the configuration files, information
passing through the firewall may be processed vsing one or

i v - more such modules depending on the direction of data flow.

Ex. 1008 at 11:51-60; Ex. 1003  301;
Decision at 16-17; Pet. at 16

Once the connection has been allowed, the virtual host
process mvaokes code 818 that performs protocol-based
connection processing and, optionally, code 823 that per-
forms channel processing (encryption, decryption,
compression, decompression, efc.). When processing 1s
completed, the connection is closed, if it has not already
been closed umplicitly. Ex. 1008 at 17:1-7; Reply at 12

Petitioney
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Anticipation by Wesinger

“Initiating . . .”

Encryption and decryption are particularly important io

wmn  realizing the potential of the Iniernet and network commu-

pied Saws Patent 1w pications. In the example just described, on the network
wpmanemene wee segment between firewall 105 and 107, DES encryption
. might be used, in accordance with the configuration filc on
firewalls 105 and 107. Across the Iniernet, between firewall
107 and firewall 155, triple DLS may be applied. On the
network segment between firewall 155 and 157 RSA encryp-
tion may be used. Alternatively, encryption could be per-
formed between firewalls 105 and 155 and also between 107

and 155 and also between 157 and 155. Thus the firewall 157
may then decrypt the cumulaiive resulis of the foregoing
muliiple encrypiions to produce clear text io be passed on io
host ). Combining encryplion capabilities with program-
mable transparency as described above allows for the cre-
ation of viriual privaie networks-networks 1n which two
remote machines communicate securely through cyberspace
in the same manner as il the machines were on the same

local area network. Ex. 1008 at 12:9-28: Ex. 1003 ] 299:
Decision at 17; Pet. at 19-20

Petitior
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Anticipation by Wesinger

“Initiating . . .”
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292. Each firewall between the client and the destination spawns a virtual
host to process the request. Ex. 1008 (Wesinger) at 9:15-25. When the virtual host
is created, it will load the configuration file and access miles. When the firewall
spawns a viriual host, it loads the configuration file for the client and destiation.
Ex. 1008 (Wesinger) at 10:13-16, 24-28. The virtual host will verify that the
connection is permitied before processing the request and retuming its TP address.
Ex. 1008 (Wesinger) at 15:54-57 (“All access rules must be satisfied in order to

gain access to a virtual host.™).

Ex. 1003 at | 292
Pet. at 19-20; see Decision at 17
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The '697 Patent, Claim 1

“wherein .. .”

1. A method of connecting a first network device and a
RSO0 Se‘fﬂnd netv'vork device, the method compris:ing:
' intercepting, from the first network device, a request to

a2 United States Patent 10y Patent No.: US 8,504,697 B2 .
Larsom et s Dateof Patent:*Aug 6, 2013 look up an internet protocol (IP) address of the second
Y ) Saflions  coon network device based on a domain name associated with
COMMUNICATIONS USING SECURE (52) US.CL
DOMAIN NAMES USPC ......... ——— - -
I e N the second network device;
Robert Dunham Short, 111, Lessburg, See application file for complete search history. « » -
B ™ e determining, in response to the request, whether the second
Williamson, South Riding. VA S US. PATENT DOCUMENTS

(79 At VimeX. T, Zegye Cove WV (U5 WA U Rene network device is available for a secure communications

(*] Notice:  Subject (Continued)

.
patent adfus FOREIGN PATENT DOCUMENTS . d
e i 0 L o oo service; an
This patent is subject to a terminal dis- EP URIRO30 A/1988

claimer.

oo initiating a secure communication link between the first
network device and the second network device based on
a determination that the second network device is avail-
able for the secure communications service;

wherein the secure communications service uses the secure
communication link to communicate at least one of
video data and andio data between the first network

21

Appl. No.: 13/339,257

Cisco Comments and Petition for Reexamination 95001 679 dated

(22) Filed:  Dec.28,2011

(65) Prior Publication Data
US 2012/0102204 Al Apr. 26, 2012

Reluted US, Application Data
(63) Conl

No.

7,921,211
10/714,84:
7.418,504,
09/558.21

(60) Provig

wherein the secure communications service uses the secure
communication link to communicate at least one of
video data and audio data between the first network

device and the second network device.
'697 Patent (Ex. 1001) at Claim 1
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306. Wesinger explains that channel processing can leverage existing
encryption software modules, as well as media processing software modules:

Channel processing may be performed using existing standard
software modules. In the case of encryption and decryption, for
example, modules for DES, RSA, Cylink, SET, SSL., and other
tvpes of encryption/decryption and authentication may be provided
on the firewall. In the case of compression and decompression,
standard modules may include MPEG, JPEG, LZ-based
algorithins, efc.

Ex. 1008 (Wesinger) at 11:51-60. MPEG is a well-known video compression

technique, and JPEG a well-known image compression technique.

Ex. 1003 at 7 306
Pet. at 20-21; see Decision at 17-18
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The '697 Patent, Claims 8, 9, 22, 23

USO08:

S04697E

8. The method of claim 1, wherein at least one of the first
network device and the second network device is a mobile
device.

9. The method of claim 8, wherein the mobile device i1s a
notebook computer.
'697 Patent (Ex. 1001) at Claims 8 & 9

22. The system of claim 16, wherein at least one of the first
network device and the second network device 1s a mobile
device.

.
a2 United States Patent (10) Patent No.: U
Larson et al. (45) Date of Patent:
(54) SYSTEM AND METHOD EMPLOYING AN (51) Int.CIL
NETWORK PROTOCOL FOR SECURE GUGF 15/16 (2006.(
COMMUNICATIONS USING SECURE (52) US.CL
DOMAIN NAMES L0 —
(58) Field of Classification Searcl
(75) Inventors: Victor Larson, Fairfax, VA (US): USPC e
Robert Dunham Short, 111, Leesburg, See application file for comple
VA (US); Edmond Colby Munger, (56) References Citl
Crownsville, MD (US); Michael
Williamson, South Riding, VA (US) US. PATENT DOCL
(73)  Assignee: VirmetX, Ine., Zephyr Cove, NV (US) §;§3§;§‘§§ R Zigéﬁ g:;::
(*) Notice:  Subject o any disclaimer, the term of this (Continued)
patent is extended or adjusted under 35 FOREIGN PATENT DO(
U.S.C. 154(b) by 0 days. DE 19924575 12/199
This patent is subject to a terminal dis-  FP 0838930 4198
claimer. (Continued )
OTHER PUBLICATIONS
(21)  Appl. No.: 13/339,257 o )
Cisco Comments and Petition for Reexamination 95001679 dated
(22) Filed:  Dec. 28,2011 Jun. 14, 2012
Continued
(65) Prior Publication Data (Continued)
Primary Examiner — Krisna Lim
US 2012/0102204 Al Apr. 26, 2012 (74) Antorney, Agent, or Firm — McDermott Will & Emery
LLP
Related US. Application Data (57) ABSTRACT
P e - A system and method connect a firs
(63) Continuation of apptication No. 131049,252 Wied 00 second network device by initisting ¢
ar. 16, - which is a continuation of application e oyem includes one or mor
No. 11/840.560. filed on Aug. 17,2007, now Pat. No. ot e 0 etwork devies
7921211, which is a continuation of application No.  poeon o aao O e second netw!
10/714,849, filed on Nov. 18, 2003, now Pat. No.  identifier associated with the second
7,418,504, which is a continuation of application No. mine, in response to the request, whe|
09/558.210, filed on Apr. 26, 2000, now abandoned, device is available for a secure comm
which is a continuation-in-part of application No. initiate a secure communication linl
09/504.783. filed on Feb. 15, 2000, now Pat. No.  work device and the second network |
6.502,135. which is a continuation-in-part of  mination that the second network de
application No. 09/429,643, filed on Oct. 29, 1999,  secure communications service; whe
now Pat. No. 7,010,604 nications service uses the secure com|
(60) Provisional application No. 60/106.261, filed on Oct,  Municateatleastoneof video data ang

30, 1998, provisional application No. 60/137,704,
filed on Jun, 7, 1999,

first network device and the second 1
30 Claims, 40 Drawir

23. The system of claim 22, wherein the mobile device is a
notebook computer.

'697 Patent (Ex. 1001) at Claims 22 & 23
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Claims 8, 9, 22, and 23
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270. Wesinger explains that its firewall 1s transparent to the computers
making the connections. Ex. 1008 (Wesinger) at 8:16-20, 50-54. Wesinger shows
that the end devices can be any IP enabled device that 1s connected to a network
based on Internet standards. See Ex. 1008 (Wesinger) at 6:59-63 (*“One of the two
networks may be the Internet, or both of the two networks may be intranets-the
nature and identity of the two networks 1s immaterial.”); id. at 1:32-35 (*In
addition, a network may use the same underlying technologies as the Internet. Such

a network 1s referred to herein as an "Intranet." an internal network based on
Internet standards.”). I note that it would have been understood that such TP
enabled devices included, personal computers, laptop computers, PDAs, WAP-

enabled mobile phones, and other devices.

Ex. 1003 at 1 270
Pet. at 24-25; see Decision at 18-19
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Obviousness by Wesinger and RFEC 2543

Claims 4-7 and 18-21

4. The method of claim 1, wherein the secure communica-
tions service includes a video conferencing service.

S O i ) .
5. The method of claim 1, wherein the secure communica-

Lo €S Patent s tions service includes a telephony service.
e ST MTIOLRION Ay ) B 6. The method of claim §, wherein the telephony service

COMMUNICATIONS USING SECURE (52} US.CL
DOMAIN NAMES

(75) Inventors: Victor Larson, Fairfax, VA (US)
Robert l)unhnm Short, I eesburg,
\‘\(US] Edmond Colby ger,

ville, MI)(US] \dl h l

uses modulation.
Chaanie 3 e 7. The method of claim 6, wherein the modulation 1s based
v v Y ¥= on one of frequency-division multiplexing (FDM), time-di-

(*) Notice:  Subject to any disclaimer, the term of this (Continued)

extended or adjusted under 35 FOREIGN PATENT DO

r‘- " . - - - - - - -
s B w2 vision multiplexing (TDM), or code division multiple access
claimer. (Continued))
OTHER PUBLICA
(22) Filed: Dec. 28, 2011 Jun. 14,2012, " f -
(65) Prior Publication Data ) (Con '697 Patent (EX 1001) at Claims 4-7
US 2012/0102204 A1 Apr. 26, 2012 (74) M km Agent, vi CDermol Will & Emery

18. The system of claim 16, wherein the secure communi-
cations service includes a video conferencing service.

19. The system of claim 16, wherein the secure communi-
sewieeni - cations service includes a telephony service.
@h s 20. The system of claim 16, wherein the telephony service

7.921,211,
10/714.849.
7.418,504,

whi conl of
No. 09/429,643, filed on Oct. 29, 1999,

0. 7.010,604.

. ﬂJ."lO( 261, filed on Oct.
ation No. ((\H'i 704,

= T n - é;m & uses modulation.
i N\ = T . 21. The system of claim 20, wherein the modulation 1is
NG ] f@ = based on one of frequency-division multiplexing (FDM),
¥ = time-division multiplexing (TDM), or code division multiple

access (CDMA).

697 Patent (Ex. 1001) at Claims 18-21
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Obviousness by Wesinger and RFEC 2543

Claims 4-7 and 18-21

|
A person of ordinary skill also wonld have recognized that it was a conunon
and desirable practice to use a single commmnications architecture to support a
UNITED variety of services, including both a VOIP server and a firewall. Ex. 1003 99 309-
BEFOR

313. That person also would have had a motivation to support such services using

a commen communication platform. beeaunse doing so would enable an

VIRNETX, IN¢ . . . . .
organization to consistently implement and regulate security and access control
measures. Ex. 1003 49 309-313. The person also would have known that

LGy RTC 2543 supported standard telephony and video conferencimg services, and that

implementing these services on the Wesinger architecture would have been simple
and straightforward from a technical perspective. Ex. 1003 99 309-313. 364-368.
Wesinger in view of RTC 2543 thus would have made implementing a video

conferencing service on the Wesinger architecture obvious in February of 2000,

Pet. at 30; see also Ex. 1003 at {1 309-313, 364-368
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Obviousness by Wesinger and RFEC 2543

Claims 4-7 and 18-21

310. One common architecture was (o have a hirewall and a SIP server

{described m Ex. 1012 (REC 2543)). The SIP server could be located on either

side of the tirewall, and the firewall could regulate access to the server. For
example, the SIP server might be located cutside of the firewall and be mntegrated
with the organization’s PBX, which is conventional phone system. Wesinger’s

transparent firewall could regulate a user’s ability to place certam types of phone

Ti
PROT

calls. For example, the firewall could pernmt a client to dial restniet a chent’s
_ ability to place an international call. Where the SIP server was located inside the

firewall, the firewall could restrict mcoming calls.

Ex. 1003 at 1 310; see generally 11 309-313
Pet. at 29-30

Petitioner Apple Iac - Bxbibit 1003, 5. 1
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Petitioner Apple

309. Wesinger shows that its transparent firewalls can be used in the
corporate setting for connecting different offices across a LAN or the Internet. Ex.
1008 (Wesmger) at 1:38-40 (“Corporate Intranets have become a strong driving
force in the marketplace of network products and services™), Figure 1 (showing
CORP and ACCT sub-networks). In February 2000, it was common for
orgamizations to mcorporate a VOIP server mto such a configuration.

310. One common architecture was to have a firewall and a SIP server
(described in Ex. 1012 (REC 2543)). The SIP server could be located on either
side of the firewall, and the firewall could regulate access to the server. For
example, the SIP server might be located outside of the firewall and be integrated
with the organization’s PBX, which is conventional phone system. Wesinger’s
transparent firewall could regulate a user’s ability to place certain types of phone
calls. For example, the firewall could permit a client to dial restrict a client’s

ability to place an international call. Where the SIP server was located inside the

firewall, the firewall could restrict incoming calls. Ex. 1003 at 1 309-10
Pet. at 29-32; Reply at 14-15; Decision at 21-22
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UNITED STATES PATENT AND TRADEMARIE

BEFORE THE PATENT TRIAL AND APPEAL

APPLE INC.
Petitioner,

.
VIRNETX, INC. AND SCIENCE APPLICATIONS IN'T
CORPORATION,
Patent Ovwners

Patent No. 8,504,697
Issued: August 6, 2013
Filed: December 28, 2011
Tiventors: Vietor Larsen, ¢f al.
Title: SYSTEM AND METHOD EMPLOYING AN AG
PROTOCOL FOR SECTURE COMMUNICATIONS TTSING
NAMES

Trter Partes Review No. IPRIGT4-00238

Dreclavation of Michagl Fratto Regardis
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311. A SIP server would have been used to provide phone service to an
organization’s employees. REFC 2543 shows that, in addition to VOIP calls, SIP
also supports a variety of other types of communications. For example SIP
supports Internet-to-PSTN calls. Ex. 1012 (REC 2543) at 9. It was well-known
that voice data transmitted via a PSTN would be modulated using TDM. See
19 189, above.

312. RFC 2543 also shows that SIP servers support video conferencing and
other multimedia calls. Ex. 1012 (REC 2543)at 1, 7 (explaining that a SIP
“session” “include[s] Internet multimedia conferences, Internet telephone calls and
multimedia distribution™).

313.

It would have been obvious to a person of ordinary skill in the art that

a VOIP system such as that described in REC 2543 could be incorporated into

Wesinger'’s system. Ex. 1003 at 7 311-12

Pet. at 29-32; Reply at 14-15; Decision at 21-22
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Michael Fratto

9, I have been studying, evaluating, testing and deseribing networking,
networking security and related technologies for more than 15 vears. Since well

before 1999. T have had an extensive background and experience 1 network

systems, software and related technologies, with a particular focus on network

security. Ex. 1003 at 19

.
VIRNETYX, INC. AND SCIENCE AP 10 ATLOMS TRITERR ATION AT |
CORPOR
Patent

10. T also have extensive hands-on experience with wide range of

Patent No.

Issued: Aug . . - -
siod: Decens networking and networking security products developed and seld m the 1993 to
Inventors: Viet
Title: SYSTEM AND METHOD B
PROTOCOL, FOR SECURT COMMEMN] . " . . e o *
NAN 2002 tune frame. This came from my various positions with Network Computing,
Inter Partes Review| where [ reviewed, tested and described these products in a techmical publication

Declavation of Micha

devoted to this field. I also wrote articles about network infrastructure, data center,

U.S. Patent N

and network access control items that were published by Network Computing. I

also am very familiar with Intemet standards governing networking and secwrity,

L X Ex. 1003 at { 10
which I discuss below. T
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Michael Fratto

Patent Owner’s challenge to Mr. Fratto's credentials is baseless. Mr. Fratto
has over 15 years of experience in studying, evaluating. testing, and describing
networking. networking security and related technologies. Ex. 1003 9. In the

early 1990s he was writing computer programs as part of an IT consulting business
that provided remote office automation. ExX. 1081 (Fratto Dep. Tr.) at 13:4-14:7.
He can write computer programs in several languages including “C. Pascal. Turbo
Pascal. PERL. PHP. JAVA. Javascript. [and] a little bit of Pythen.” all of which

were self-tanght. Ex. 1081 at 13:11-14:19. These subject areas are directly

Before MI(
Administra)

relevant to understanding the state of the art as it relates to the "697 patent. and

more than qualify Mr. Fratto as an expert in these proceedings.

Reply at 1-2
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APPLE INC.
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VIENETX, 1

APFLICATIC

CORPORATI(

Depos

Job No.: €

o So if I was —— let's say I don't hawve a
master's degree, but then I go to work for Lucent,
and 20 years later, let's say I started in 1980 at
Lucent, in the year 2000, after 20 years of working
at Lucent, building and deploying and conducting
research in these systems, do you think that perscn
would have the same amcunt of knowledge that a person

with a master's degree would hawve?
Ex. 1083 at 48:8-49:9; Reply at 2

Pages: 1 - 296

Reported By:

Lee Bursten, EMR, CRR
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Patent Owner’s Expert

MR. FPALYS: OCbjection, form.
a That's so many things, 5o many what-ifs

1 UNITED STATES

here. I mean, it really depends on the types of
2 BEFORE THE PA
S things they were doling during that pericd. You Enow,
4 APPLE INC.,
5 betition g == s¢ Lf they were doing things that are really
6 v.

relevant to understanding what the state of the art
7 VIENETX, INC. AND 35
8 APPLICATION INTERNA iz, and they were getting all that necessary
g CORFORATION,
. patont o gxposure, going through the techmnologiss very
e closely, understanding the problems, the sclutioans,
12
15 Deposition of 1 etc., I think it's conceiwvzble.
14 i 1 5 3

Rs I sald, just gauging on, as a proffer,
13 Thursd
16 and my own experience and folks that I've interacted
17
L with throughout the academic careex, throughout my
19 internships, this is my opinion on what I think would
20 Job No.: 68382
01| pages: 1 - 20e be necessary to understand the relsvant art at the
| femermed Bvr e E time. There could be others.
Ex. 1083 at 48:8-49:9; Reply at 2
I
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