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Claims 1,9,14,16 and 17 are determined to be patentable 20

as amended.

***

2

**

50

40

C. querying the server process to determine if the first
callee process is accessible; and

D. establishing a point-to-point communication link from
the caller process to the first callee process, in response
to a user associating the element representing the first
callee process with the element representing the first
communication line, wherein step C further comprises
the steps of:

C.I querying the server process as to the on-line status of
the first callee process; and

C.2 receiving a network protocol address of the first callee
process over the computer network from the server pro
cess.

14. The method of claim [8] 9, further comprising the
steps of:

E. generating a user interface element representing a com
munication line having a temporarily disabled status;
and

F. temporarily disabling the point-to-point communica
tion between the caller process and the first callee
process, in response to the user associating the element
representing the first callee process with the element
representing the communication line having a tempo
rarily disabled status.

16. [rhe] In a computer system having a display and
capable of executing a process, a method for establishing a
point-to-point communication from a caller process to a

30 callee process over a computer network, the caller process
capable ofgenerating a user inteiface and being operatively
connected to the callee process and a server process over the
computer network, the method [of claim 15] comprising the
steps of

A. generating a user-interface element representing afirst
communication line;

B. generating a user interface element representing afirst
callee process;

C. querying the server process to determine if the first
callee process is accessible;

D. establishing a point-to-point communication link from
the caller process to the first callee process, in response
to a user associating the element representing the first
callee process with the element representing the first
communication line;

E. generating a user interface element representing a
communication line having a temporarily disabled sta
tus; and

F temporarily disabling the point-to-point communica
tion between the caller process and the first callee
process, in response to the user associating the element
representing the first callee process with the element
representing the communication line having a tempo
rarily disabled status, wherein the element generated in
step E represents a communication line on hold status,
and wherein the element generated in step E represents
a communication line on mute status.

17. The method of claim [8] 9 wherein the display further
60 comprises a visual display.

25

15

1
EX PARTE

REEXAM][NATn:ON CERTlF][CATE
][SSUED UNDER 35 U.S.C. 307
THE PATENT IS HEREBY AMENDED AS

INDICATED BELOW.

Claims 4, 7 and 10-13 were not reexamined.

Claim 8 is cancelled.

The patentability of claims 5 and 6 is confirmed.

Matter enclosed in heavy brackets [ ] appeared in the
patent, but has been deleted and is no longer a part of the
patent; matter printed in italics indicates additions made 10
to the patent.

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

1. A computer program product for use with a computer
system having a display, the computer system capable of
executing a first process and connecting to other processes
and a server process over a computer network, the computer
program· product comprising a computer usable medium
having computer readable code means embodied in the
medium comprising:

a. program code for generating a user-interface enabling 35

control of a first process executing on the computer
system;

b. program code for determining the currently assigned
network protocol address of the first process upon con
nection to the computer network;

c. program code responsive to the currently assigned net
work protocol address of the first process, for establish
ing a communication connection with the server pro
cess and for forwarding the assigned network protocol
address of the first process and a unique identifier of the 45
first process to the server process upon establishing a
communication connection with the server process; and

d. program code, responsive to user input commands, for
establishing a point-to-point communications with
another process over the computer network.

9. [The] In a computer system having a display and
capable of executing a process, a method for establishing a
point-to-point communication from a caller process to a
callee process over a computer network, the caller process
capable ofgenerating a user interface and being operatively 55

connected to the callee process and a server process over the
computer network, the method [of claim 8] comprising the
steps of

A. generating a user-inteiface element representing afirst
communication line;

B. generating a user inteiface element representing afirst
callee process;

Claims 2, 3, 15 and 18, dependent on an amended claim,
are determined to be patentable.
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1. ~ Prosecution on the merits is (or remains) closed in this ex parte reexamination proceeding. This proceeding is
subject to reopening at the initiative of the Office or upon petition. Cf. 37 CFR 1.313(a). A Certificate will be
issued in view of
(a) IZI Patent owner's communication(s) filed: 10 November 2010.
(b) D Patent owner's late response filed: __'
(c) D Patent owner's failure to file an appropriate response to the Office action mailed: __'
(d) D Patent owner's failure to timely file an Appeal Brief (37 CFR 41.31).
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(2) Patent claim(s) amended (including dependent on amended claim(s)): 1.9.14.16 and 17

. (3) Patent claim(s) canceled: ~.

(4) Newly presented claim(s) patentable: __'
(5) Newly presented canceled claims: __' _

(6) Patent c1aim(s) D previously D currently disclaimed: __

(7) Patent claim(s) not subject to reexamination: 4,7 and 10-13.

2. IZI Note the attached statement of reasons for patentability and/or confirmation. Any comments considered
necessary by patent owner regarding reasons for patentability and/or confirmation must be submitted promptly
to avoid processing delays. Such submission(s) should be labeled: '''Comments On Statement of Reasons for
Patentability and/or Confirmation."

3. D Note attached NOTICE OF REFERENCES CITED (PTO-89~).

4. ~ Note attached LIST OF REFERENCES CITED (PTO/SB/08 or PTO/SS/08 substitute).

5. D The drawing correction request filed on __ is: D approved D disapproved.

6. D Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)-(d) or (f).
a)D All b)D Some· c)D None of the certified copies'have

D been received.
D not been received.
D been filed in Application No. __.
D been filed in reexamination Control No. __'
D been received by the International Bureau in PCT Application No. __'

* Certified copies not received: __'

7. D Note attached Examiner's Amendment.
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cc: Requester (if third party requester)
U.S. Patent and Trademark Office
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Application/Control Number: 90/010,422

Art Unit: 3992

DETAILED ACTION

Page 2

1) This Office action addresses claims 1-3,5-6,9,14-18 of United States Patent Number

6,009,469 (Mattaway et al), for which it has been determined in the Order Granting Ex Parte

Reexamination (hereafter the "Order") mailed 3/13/09 that a substantial new question of

patentability was raised in the Request for Ex Parte reexamination filed on 2/26/09 (hereafter the

"Request"). Claims 4, 7, 10-13 are not subject to reexamination. This is a response to the

second after final amendment filed 11/10/10. Claims 1-3,5-6,9 and 14-18 are allowable and/or

confirmed below. Claim 8 has been canceled.

Examiner notes that the after final amendment filed 11/1 0/1 0 has re-written claim 9 in

independent form, thereby incorporating the limitation from claim 9 into canceled claim 8. The

limitation of claim 9 was confirmed in related reexamination 90/010416 in view of the same

proposed prior art. In addition, previously confirmed claim 16 has been rewritten into

independent form. Therefore, claims 9 and 16 are now allowable as amended.

STATEMENT OF REASONS FOR PATENTABILITY AND/OR CONFIRMATION

2) Claims 1-3, 5-6, 9 and 14-18 are allowable and/or confirmed.

The following is an examiner's statement of reasons for patentability and/or confirmation

of the claims found patentable in this reexamination proceeding:

Referring to claim 1, the claim is allowable over the prior art that was explained in the

request and determined to raise a substantial new question of patentability in the order granting

reexamination and over the prior art that was applied and discussed by the examiner in the

present reexamination proceeding because that prior art does not explicitly teach a computer

ReexamFH_000020
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program product for use with a computer system comprising program code for determining the

currently assigned network protocol address of the first process upon connection to the computer

network, in combination with the remaining elements or features of the claimed invention.

Referring to claim 5, the claim is allowable over the prior art that was explained in the

request and determined to raise a substantial new question of patentability in the order granting

reexamination and over the prior art that was applied and discussed by the examiner in the

present reexamination proceeding because that prior art does not explicitly teach a method for

establishing point-to-point communications with other processes comprising determining the

currently assigned network protocol address of the first process upon connection to the computer

network, in combination with the remaining elements or features of the claimed invention.

Referring to claim 9, the claim is allowable over the prior art that was explained in the

request and determined to raise a substantial new question of patentability in the order granting

reexamination and over the prior art that was applied and discussed by the examiner in the

present reexamination proceeding because that prior art does not explicitly teach a method for

establishing a point-to-point communication including querying the server process as to the on-

line status of the first callee process and receiving a network protocol address of the first callee

process over the computer network from the server process, in combination with the remaining

elements or features of the claimed invention.

Referring to claim 16, the claim is allowable over the prior art that was explained in the

request and determined to raise a substantial new question of patentability in the order granting

reexamination and over the prior art that was applied and discussed by the examiner in the

present reexamination proceeding because that prior art does not explicitly teach a method for
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establishing a point-to-point communication including wherein a generated element represents a

communication line on mute status, in combination with the remaining elements or features of

the claimed invention.

Claims 2-3, 6, 14-15, 17-18 depend on allowable claims, and are therefore also allowable.

Any comments considered necessary by PATENT OWNER regarding the above

statement must be submitted promptly to avoid processing delays. Such submission by the

patent owner should be labeled: "Comments on Statement of Reasons for Patentability and/or

Confirmation" and will be placed in the reexamination file.

Conclusion

All correspondence relating to this ex parte reexamination proceeding should be directed

as follows:

By U.S. Postal Service Mail to:

Mail Stop Ex Parte Reexam
ATTN: Central Reexamination Unit
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to:

(571) 273-9900
Central Reexamination Unit

By hand to:

Customer Service Window
Randolph Building
401 Dulany St.
Alexandria, VA 22314

ReexamFH_000022
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By EFS-Web:

Page 5

Registered users of EFS-Web may alternatively submit such correspondence via the
electronic filing system EFS-Web, at

hups:11sportal.uspto. goviauthenticatelauthenticateuserlocalepf.html

EFS-Web offers the benefit of quick submission to the particular area of the Office that
needs to act on the correspondence. Also, EFS-Web submissions are "soft scanned" (i.e.,
electronically uploaded) directly into the official file for the reexamination proceeding, which
offers parties the opportunity to review the content of their submissions after the "soft scanning"
process is complete.

Any inquiry concerning this communication or earlier communications from the

Reexamination Legal Advisor or Examiner, or as to the status of this proceeding, should be

directed to the Central Reexamination Unit at telephone number (571) 272-7705.

1Alexander J Kosowskil

Primary Examiner, Art Unit 3992
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Control No. 90/0 I 0,422
Re-examination of U.S. Patent No. 6,009,469

IN THE CLAIMS

Please amend the claims in this re-examination as follows:

8. (Canceled)

CJ\< -\ ~~v
~~,

9. (Amended) In a computer system having a display and capable of executing a process.

a method for establishing a point-to-point communication from a caller process to a callcc

process over a computer network, the caller process capable of generating a user interface and

being operatively connected to the callee process and a server process over the computer

network, the [The] method [of claim 8] comprising the steps of:

A. generating a user-interface element representing a first communication line:

B. generating a user interface element representing a first callee process:

C. querying the server process to determine ifthe first callee process is accessible: and

D. establishing a point-to-point communication link from the caller process to the first

callee process, in response to a user associating the element representing the first callee process

with the element representing the first communication line, wherein step C further comprises the

steps of:

C.l querying the server process as to the on-line status of the first callee process; and

C.2 receiving a network protocol address of the first callee process over the computer

network from the server process.

14. (Amended) The method of claim [8] 2, further comprising the steps of:

E. generating a user interface element representing a communication line having a

temporarily disabled status; and

F. temporarily disabling the point-to-point communication between the caller process and

the first callee process, in response to the user associating the element representing the first

callee process with the element representing the communication line having a temporarily

disabled status.

2
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

November 10,2010

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket:

Confirmation No.:

Date:

2655-0185

6565

SUPPLEMENTAL AMENDMENT AFTER FINAL UNDER 37 C.F.R.1.116

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

In response to the Office Action dated May 10,2010, and as a supplement to the

Response filed on Monday, July 12,2010, the Patent Owner hereby files a supplemental

Amendment prior to the filing of its Appeal Brief, in which:

A listing of the amended claims in the re-examination are provided starting on page 2;

and

Remarks/Arguments are provided starting at page 4.
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Control No. 90/010,422
Re-examination ofU.S. Patent No. 6,009,469

IN THE CLAIMS

Please amend the claims in this re-examination as follows:

8. (Canceled)

9. (Amended) In a computer system having a display and capable of executing a process,

a method for establishing a point-to-point communication from a caller process to a callee

process over a computer network, the caller process capable of generating a user interface and

being operatively connected to the callee process and a server process over the computer

network, the [The] method [of claim 8] comprising the steps of:

A. generating a user-interface element representing a first communication line;

B. generating a user interface element representing a first callee process;

C. querying the server process to determine if the first callee process is accessible; and

D. establishing a point-to-point communication link from the caller process to the first

callee process, in response to a user associating the element representing the first callee process

with the element representing the first communication line, wherein step C further comprises the

steps of:

C.1 querying the server process as to the on-line status of the first callee process; and

C.2 receiving a network protocol address of the first callee process over the computer

network from the server process.

14. (Amended) The method of claim [8] 2, further comprising the steps of:

E. generating a user interface element representing a communication line having a

temporarily disabled status; and

F. temporarily disabling the point-to-point communication between the caller process and

the first callee process, in response to the user associating the element representing the first

callee process with the element representing the communication line having a temporarily

disabled status.

2
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16. (Amended) In a computer system having a display and capable of executing a

process, a method for establishing a point-to-point communication from a caller process to a

callee process over a computer network, the caller process capable of generating a user interface

and being operatively connected to the callee process and a server process over the computer

network, the [The] method [of claim 15] comprising the steps of:

A. generating a user-interface element representing a first communication line;

B. generating a user interface element representing a first callee process;

C. querying the server process to determine if the first callee process is accessible;

D. establishing a point-to-point communication link from the caller process to the first

callee process, in response to a user associating the element representing the first callee process

with the element representing the first communication line;

E. generating a user interface element representing a communication line having a

temporarily disabled status; and

F. temporarily disabling the point-to-point communication between the caller process and

the first callee process, in response to the user associating the element representing the first

callee process with the element representing the communication line having a temporarily

disabled status, wherein the element generated in step E represents a communication line on hold

status, and wherein the element generated in step E represents a communication line on mute

status.

17. (Amended) The method of claim [8] 2. wherein the display further comprises a visual

display.

3
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Control No. 90/010,422
Re-examination ofU.S. Patent No. 6,009,469

ARGUMENTS

The Rejection of Claims 9,14,15,17 and 18 Over the Combination of the Etherphone Papers in

view of Pinard

Status of the Claims and Support for the Changes

A statement of the status of all the claims in the proceeding is as follows:

Rejected: Claims 9 and 14, 15, 17 and 18;

allowed or confirmed: Claims 1-3,5,6 and 16;

withdrawn: none;

objected to: none;

canceled: 8; and

not subject to re-examination: Claims 4, 7 and 10-13.

The changes are supported by the originally filed specification and do not introduce any

new matter. Claim 9 has been amended to include the limitations of claim 8. Claims 14 and 17

have been amended to update their dependencies in light of the cancellation of claim 8. Claim

16 has been rewritten in independent form in light of the confirmation of its patentability. Thus,

the changes for each of the amended claims can be found, at least, in the claims which are being

rewritten and the claims from which they depend.

These amendments should be entered as they are in compliance with 37 C.P.R. 41.33

which allows entry of Amendments filed after a notice of appeal but prior to the filing of an

appeal brief if the amendments are in compliance with 37 c.P.R. 1.116. These amendments are

in compliance with 37 c.P.R. 1.116 as they "present[] rejected claims in better form for

consideration on appeal" by placing the case in condition for allowance/confirmation, as

discussed in more detail below.

4
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Control No. 90/010,422
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Summary of the Remaining Ground for Rejection

The remaining ground for rejection is a rejection of claims 9, 14, 15, 17 and 18 under 35

U.S.c. 103(a) based on the combination of the Etherphone papers in view of Pinard. 1

Response to Remaining Ground for Rejection

In an effort to accelerate prosecution, claim 8 has been canceled herewith (without

prejudice to the validity of the claims which depend from claim 8 but which are not the subject

of the re-examination), and claim 9 has been rewritten in independent form to have a claim

structure similar to confirmed claim 11 of re-examined U.S. Patent No. 6,108,704 (Control No.

90/010,416) (hereinafter "the '416 re-examination"). As shown in the table below, amended

claim 9 of this re-examination has the additional limitation of "querying the server process to

determine if the first callee process is accessible" as compared to confirmed claim 11 of the '416

re-examination.

Amended Claim 9 of this Re-examination Amended Claim 11 of Re-examination Control

(without bracketing) No. 90/010,416 (without bracketing)

9. In a computer system having a 11. In a computer system, a method for

display and capable of executing a process, a establishing a point-to-point communication

method for establishing a point-to-point link from a caller process to a callee process

communication from a caller process to a over a computer network, the caller process

callee process over a computer network, the having a user interface and being operatively

caller process capable of generating a user connectable to the callee process and a server

interface and being operatively connected to over the computer network, the method

the callee process and a server process over the comprising the steps of:

computer network, the method comprising the

I The rejection under 35 U.S.c. 103(a) over NetBIOS and Pinard was withdrawn in the Advisory Action dated
7/20/2010, as was the rejection of claim 16 on all grounds.

5
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steps of:

A. generating a user-interface element A. providing a user interface element

representing a first communication line; representing a first communication line;

B. generating a user interface element B. providing a user interface element

representing a first callee process; representing a first callee process; and

C. querying the server process to

determine if the first callee process is

accessible;

D. establishing a point-to-point C. establishing a point-to-point

communication link from the caller process to communication link from the caller process to

the first callee process, in response to a user the first callee process, in response to a user

associating the element representing the first associating the element representing the first

callee process with the element representing callee process with the element representing

the first communication line, the first communication line,

wherein step C further comprises the wherein step C further comprises the

steps of: steps of:

C.l querying the server process as to c.1 querying the server as to the on-line status

the on-line status of the first callee process; and of the first callee process; and

C.2 receiving a network protocol c.2 receiving a network protocol

address of the first callee process over the address of the first callee process over the

computer network from the server process. computer network from the server.

In the Statement of Reasons for Patentability and/or Confirmation in the '416 re

examination, the paragraph crossing pages 2 and 3 explains that amended claim 11 in the '416

re-examination was found to be patentable "because the prior art does not explicitly teach ...

receiving a network protocol address of the first callee process over the computer network from

the server." It is respectfully submitted that the same rationale holds true for amended claim 9

6
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since the applied references do not teach the same claimed dynamic addressing limitation of

amended claim 9 that they did not teach with respect to amended claim 11 of the '416 re

examination. In addition, the applied references also do not teach the claimed generating steps

as set forth in the first response to the outstanding Office Action. Those arguments are

incorporated herein by reference.

Consequently, in light of the above discussions, the outstanding grounds for rejection are

believed to have been overcome and the patentability of the claims subject to re-examination

should be indicated as confirmed. An early and favorable action to that effect is respectfully

requested.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0185.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/
Order Nos. shown above, for which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER

42624 By: / Michael R. Casey /

Michael R. Casey, Ph.D.
Registration No.: 40,294

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203

Main: (703) 894-6400 • FAX: (703) 894-6430
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Net2Phone, Inc.

Control No.: 90/010,422

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander
J.

Date: November 10,2010

Confirmation No.: 6565

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the "References Cited" on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,422
Page 2 of2

It has come to the attention of the undersigned that Exhibit D referenced on

page 495 of the redacted Expert Report of Professor Bruce M. Maggs (as

Supplemented September 8, 2008) was not included in the copy of the report filed

in that IDS. That reference, however, was submitted as "Translation of Japanese

Kokai H07-l29488 (published May 19, 1995)" which was noted as considered by

the Examiner.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0185.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

CUSTOMER NUMBER

42624
Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor,
Arlington Virginia 22203
Main: (703) 894-6400 • FAX: (703) 894-6430

Respectfully submitted,

By: / Michael R. Casey /

Michael R. Casey, Ph.D.
Registration No.: 40,294
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Re-examination ofU.S. Patent No. 6,009,469

CERTIFICATE OF SERVICE

The undersigned hereby certifies that, on November 10,2010, the SUPPLEMENTAL

AMENDMENT AFTER FINAL UNDER 37 C.F.R. 1.116 filed in Re-examination Control No.

90/010,422, and its corresponding Information Disclosure Statement (with 4 non-patent

references) were served by U.S. First Class Mail, postage pre-paid, on Requestor as follows:

Blakely, Sokoloff, Taylor & Zafman LLP
1279 Oakmead Parkway
Sunnyvale, CA 94085-4040

/ Michael R. Casey /

Michael R. Casey, Ph.D.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Date: November 10, 2010

Examiner: KOSOWSKI, Alexander

Confirmation No.: 6565

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

APPEAL BRIEF

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Attorney Docket:

Group Art Unit:

2655-0185

3992

In response to the Office Action dated May 10, 20 I0, in support of its appeal, the

Patentee respectfully submits this Appeal Brief in compliance with 37 C.F.R. 41.37 including

sections set forth in the order specified in 37 C.F.R. 41.37(c)(I).

(i) Real Party in Interest

As evidenced by the assignment recorded at reel 017105/frame 0240, the real party in

interest for this appeal is Net2Phone, Inc., having a principal place of business in Newark, NJ.

Net2Phone, Inc. is a wholly-owned subsidiary ofInternational Discount Telecommunications

Corporation (lDT Corporation), a Delaware Corporation having a principal place of business at

520 Broad Street, Newark, New Jersey 07102. IDT Corporation is a publicly-traded

corporation.

(ii) Related Appeals and Interferences

No prior and pending appeals, interferences or judicial proceedings are known to

appellant, the appellant's legal representative, or assignee which may be related to, directly affect

or be directly affected by or have a bearing on the Board's decision in the pending appeal. The
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Control No. 90/010,422
Re-examination ofUS. Patent No. 6,009,469

patent under re-examination was the subject of a previous litigation (Net2Phone, Inc. v. eBay et

a!., U.S. District Court ofNew Jersey, Civil Action No. 06-2469 (KSH)), which has now settled.

(iii) Status of claims

Ifthe Amendment filed on even-date herewith is entered, the status ofthe claims will be:

Rejected: Claims 9 and 14, 15, 17 and 18;

allowed or confirmed: Claims 1-3, 5, 6 and 16;

withdrawn: none;

objected to: none;

canceled: Claim 8; and

not subject to re-examination: Claims 4,7 and 10-13.

Ofthose claims, claims 9 and 14, 15, 17 and 18 are being appealed.

If the Amendment filed on even-date herewith is not entered, the status ofthe claims will

be:

Rejected: Claims 8, 9 and 14, 15, 17 and 18;

allowed or confirmed: Claims 1-3, 5, 6 and 16;

withdrawn: none;

objected to: none;

canceled: none; and

not subject to re-examination: Claims 4,7 and 10-13.

Ofthose claims, claims 8, 9 and 14, 15, 17 and 18 are being appealed.

(iv) Status of amendments

The amendment filed on even-date herewith, but before the filing of the appeal brief,

cancels claim 8 and contains amendments to claims 9, 14, 16 and 17. That amendment has not

been entered as of the filing date of this appeal brief, but is believed to place the case in

2
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condition for allowance as it incorporates the limitation of claim 8 into claim 9 and causes

amended claim 9 to include limitations substantially similar to those of claim II of another, now

terminated reexamination (90/0 I0,416) and contains an additional limitation as well.

(v) Summary of claimed subject matter

Claim 8

Claim 8 "relates ... to a method and apparatus for facilitating audio communications over

computer networks." u.S. Patent No. 6,009,469 (hereinafter "the '469 patent"), col. I, lines 54

57. As described in the Background ofthe Invention "Permanent IP addresses of users and

devices accessing the Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, real-time video teleconferencing has been implemented

using dedicated IP addresses and mechanisms known as reflectors." Col. 2, lines 31-36.

However, many users are not associated with permanent IP addresses, as was often the case with

dial-up users that connected to modems in modem "pools" where which modem a user connected

with depended on which modem was not already in use at the time of the call. As described in

the specification:

Devices such as a host computer or server of a company may include

multiple modems for connection of users to the Internet, with a temporary IP

address allocated to each user. For example, the host computer may have a

general IP address "XXX.XXX.XXX," and each user may be allocated a

successive IP address of XXX.XXX.XXX.I 0, XXX.XXX.XXX.II,

XXX.XXX.XXX.12, etc. Such temporary IP addresses may be reassigned or

recycled to the users, for example, as each user is successively connected to an

outside party. For example, a host computer of a company may support a

maximum of254 IP addresses which are pooled and shared between devices

connected to the host computer.

3
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Col. 2, lines 18-30. This leads to the problem that "Due to the dynamic nature of

temporary IP addresses of some devices accessing the Internet, point-to-point

communications in real-time of voice and video have been generally difficult to attain."

Col. 2, lines 36-39. Likewise, "The ability to locate users having temporary or

dynamically assigned Internet Protocol address has been difficult without the user

manually initiating the communication. Accordingly, spontaneous, real-time

communications with such users over computer networks have been impractical." Col. 2,

lines 40-44.

As a result, a "need exists for a way to obtain the dynamically assigned Internet

Protocol address of a user having on-line status with respect to a computer network,

particularly the Internet." Col. 2, lines 56-59. Also a "need exists for a method and

apparatus by which to establish real-time, point-to-point communications over a

computer network using a communication utility having an interface which combines the

familiar aspects of current hardware communication utilities but which allows for the

flexibility associated with graphic user interfaces." Col. 2, lines 60-65.

In one embodiment, "The record entries of On-line table 1516B are used by

connection server 1512 and information server 1514, as explained hereinafter, to provide

a directory ofthose WebPhone client processes currently having on-line status with

respect to the computer network." Col. 20, lines 49-54. "Each WebPhone application,

also referred to as a WebPhone client process, connects to global server 1500 upon start

up to inform global server 1500 that the WebPhone client process is on-line and available

to make and/or receive calls." Col. 21, lines 57-61. Later, "Prior to transmission ofthe

<ONLINE ACK> packet, connection server 1514 updates database 1516, specifically

On-line table 1516B to indicate that WebPhone 1536 is on-line with respect to the

computer network." Col. 23, lines 28-32.

The preamble of claim 8 recites "a method for establishing a point-to-point

communication from a caller process to a callee process over a computer network, the
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caller process capable of generating a user interface and being operatively connected to

the callee process and a server process over the computer network." The method of claim

8 "provide[s] computer users with a powerful protocol in which to directly establish real

time, point-to-point communications over computer networks directly without server

required linking. The ... directory server assists in furnishing the current dynamically

assigned internet protocol address of other similarly equipped computer users or

information about such users." Col. 26, lines 31-38.

Claim 8 further recites "A. generating a user-interface element representing a first

communication line." "Referring again to FIG. 14, the WebPhone GUI 1400 consists of

a main window which has the look of a modem cellular flip phone and a set of dialog

boxes launched from window. Operation ofthe WebPhone is controlled by selecting

objects, i.e., buttons, text and images, and dragging objects, i.e., lines, parties, messages,

etc., as explained hereinafter." Col. 26, lines 43-46. "WebPhone GUI 1400 comprises a

plurality ofvisual objects, including ... line pad 1404" (col. 26, lines 47-49) which

represents communication lines. "The line pad 1404 comprises four toggle buttons L1

L4, each of which has a letter, a number and an LED indicating the status ofthe line.

When one or more parties are associated, i.e., dragged and dropped, with a line, the letter

designating the appropriate line turns from an L to C indicating a conference call."

Paragraph crossing cols. 27 and 28.

Claim 8 further recites "E. generating a user interface element representing a first

callee process." "Operation ofthe WebPhone is controlled by selecting objects, i.e.,

buttons, text and images, and dragging objects, i.e., lines, parties, messages, etc., as

explained hereinafter." Col. 26, lines 43-46. The specification describes that "the user of

WebPhone 1536 requests assistance from global server 1500 to obtain the current

dynamically assigned Internet Protocol address ofthe prospective callee WebPhone."

Col. 23, lines 53-56. "The line pad 1404 comprises four toggle buttons LI-L4, each of

which has a letter, a number and an LED indicating the status ofthe line. When one or
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more parties are associated, i.e., dragged and dropped, with a line, the letter designating

the appropriate line turns from an L to C indicating a conference call." Paragraph

crossing cols. 27 and 28.

Claim 8 further recites querying "the server process to determine if the first callee

process is accessible." The specification states "Connection server 1512 of global server

1500 utilizes the value ofthe E-mail address specified in the <CONNECT REQ> packet

to perform a one-to-one mapping in the on-line table 1516B to determine the current

Internet Protocol address ofthe indicated callee, as illustrated by the flowchart ofFIG.

15A. Once this mapping is performed, the server 1500 transmits to WebPhone 1536 a

<CONNECT ACK> packet, as indicated by message 7A ofFIG. 17A. The <CONNECT

ACK> packet has the format and content as illustrated in Table 6 and includes the IP

address of the callee as well as information such as an error code to indicate that no

WebPhone application is associated with that callee. Alternatively, ifthe selected callee

is offline, global server 1500 transmits to WebPhone 1536 an <OFF LINE> packet to

indicate that the desired party is not on-line, as illustrated by message 7B ofFIG. 17A."

Paragraph crossing cols. 23 and 24.

Claim 8 further recites "D. establishing a point-to-point communication link from

the caller process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

communication line." "Operation ofthe WebPhone is controlled by selecting objects, i.e.,

buttons, text and images, and dragging objects, i.e., lines, parties, messages, etc., as

explained hereinafter." Col. 26, lines 43-46. "The line pad 1404 comprises four toggle

buttons LI-L4, each of which has a letter, a number and an LED indicating the status of

the line. When one or more parties are associated, i.e., dragged and dropped, with a line,

the letter designating the appropriate line turns from an L to C indicating a conference

call." Paragraph crossing cols. 27 and 28. "WebPhone 1536 transmits to WebPhone

1538 a <CALL> packet as illustrated by message 8 ofFIG. 16A. The <CALL> packet
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has the format illustrated in Table 6 and may, optionally, include information identifYing

the compression/decompression (codec) used by the caller WebPhone." Col. 24, lines

27-32. "Following transmission of<CALL ACK> packet by callee WebPhone 1538, the

callee WebPhone further transmits an <ANSWER> packet to caller WebPhone 1536, as

illustrated by message 10 ofFIG. 17A.... In addition, caller WebPhone 1536 opens a

second socket to callee WebPhone 1538 over which the respective WebPhones may

exchange <AUDIO> packets, as illustrated by messages lIA-B ofFIG. 17A.... The

WebPhone application enables the parties to converse in real-time, telephone quality,

encrypted audio communication over the Internet and other TCP/IP based networks."

Col. 25, lines 20-41.

Claim 9

Claim 9 further adds the limitation of "wherein step C further comprises the steps

of: C.l querying the server process as to the on-line status ofthe first callee process; and

C.2 receiving a network protocol address ofthe first callee process over the computer

network from the server process." As described above with respect to claim 8, a "need

exists for a way to obtain the dynamically assigned Internet Protocol address of a user

having on-line status with respect to a computer network, particularly the Internet." Col.

2, lines 56-59. In one embodiment, "The record entries of On-line table 1516B are used

by connection server 1512 and information server 1514... to provide a directory of those

WebPhone client processes currently having on-line status with respect to the computer

network." Col. 20, lines 49-54. "Each WebPhone application, also referred to as a

WebPhone client process, connects to global server 1500 upon start up to inform global

server 1500 that the WebPhone client process is on-line and available to make and/or

receive calls." Col. 21, lines 57-61. The system further "provide[s] computer users with

a powerful protocol in which to directly establish real-time, point-to-point

communications over computer networks directly without server required linking. The ...
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directory server assists in furnishing the current dynamically assigned internet protocol

address of other similarly equipped computer users or information about such users."

Col. 26, lines 31-38. Thus, the system can provide dynamically assigned addresses to

clients wishing to perform point-to-point communication.

(vi) Grounds of rejection to be reviewed on appeal

The grounds for rejection to be reviewed on appeal are whether claims 8, 9, 14, 15, 17

and 18 are rendered obvious over the combination of the Etherphone papers in view of Pinard.!

The patentability of claims 8 and 9 are argued separately herein.

(vii) Argument

The Rejection of Claims 8, 9,14,15,17 and 18 Over the Combination ofthe Etherphone Papers

in view of Pinard

Claim 8

Querying the Server Process

Claim 8 recites "a method for establishing a point-to-point communication from a caller

process to a callee process over a computer network, the caller process capable of generating a

user interface and being operatively connected to the callee process and a server process over the

computer network." Step C. ofthe method provides querying "the server process to determine if

the first callee process is accessible." The Office Action alleges that this limitation is taught by

the Etherphone papers and cites "Swinehart, pg. 2, 4, Zellweger, pg. 5, whereby a query is

transmitted to determine a location of a second Etherphone by contacting a server." The Office

Action does not identifY any particular passages of those pages to guide an analysis, so those

pages are discussed generally herein.2

1 The rejection under 35 U.S.C. 103(a) over NetBIOS and Pinard was withdrawn in the Advisory Action dated
7/20/20I0, as was the rejection of claim 16 on all grounds.
2 Should an Examiner's Answer be issued in response to this brief, it is respectfully requested that the portions relied
upon by the Office Action be cited with greater specificity, e.g., by using paragraph numbers or section numbers.
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The first paragraph ofthe left-hand column ofpage 2 of Swinehart states "Lee turns to

his workstation and registers Karmen as a visitor (Figure 1). Immediately, Lee's own telephone

repeat's the ring-duet.... During Karmen's meeting with Lee, two additional calls find her in a

similar way, and Lee also answers one that rings with his own motif. An additional call to

Karmen after she has returned to her office reminds lee to terminate the visiting arrangement."

Section 2.3 of Swinehart further states "Logging in tells the telephone system where Karmen is."

Neither ofthose sections describes how the information is distributed among

workstations, let alone querying the server process to determine if the first callee process is

accessible. Instead, the workstations themselves could broadcast information about workstation

associations and Etherphones such that the Etherphones initiating communication would have to

receive the broadcast information in order to keep track ofthe associations. Alternatively, the

workstations themselves could transmit information about workstation associations and

Etherphones on a workstation-by-workstation basis such that the Etherphones initiating

communication would have to receive a message from each workstation in order to keep track of

its associations. Thus, page 2 of Swinehart does not inherently disclose the claimed querying

limitation.

Page 4 of Swinehart also does not teach the claimed querying step. Section 3.1 of

Swinehart states that the "telephone control server manages voice switching by sending to each

Etherphone or service the network addresses ofthe other participants." Section 3.2 of Swinehart

also states that "The telephone control server . .. uses dynamic information linking users to

workstations in order to provide calls to individuals rather than fixed locations, and the

registration ofvisitors in the offices oftheir colleagues." However, both ofthose sections do not

explicitly or inherently disclose querying the server process as claimed. As described above, the

telephone control server could instead utilize broadcast messages (or messages to individual

workstations) to inform the workstations and/or Etherphones about information that they may

need in the future. In such a configuration, the caller process would not need to query the server
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process for information that it already had. Thus, the Office Action has not shown that page 4 of

Swinehart teaches the querying limitation either.

Page 5 ofZellweger is similarly deficient. The first full paragraph ofthe left-hand

colunm of page 5 states:

If an Etherphone user logs in at a workstation, his calls can be automatically forwarded to

the adjacent Etherphone. An additional feature, called visiting, allows him to register his

presence with a second workstation or Etherphone, such as during a meeting. Each visit

request cancels any earlier requests. The common problem of forgetting to cancel call

forwarding is eased by ringing both Etherphones during visiting.

Like with Swinehart, Zellweger does not disclose the implementation details of how the call

forwarding/visiting occurs. As it is not inherently implemented as claimed, Zellweger does not

teach the claimed querying step.

Swinehart and Zellweger also disclose workstations that are separate from the

Etherphones in the system. There is no disclosure in those references how the workstations

know ifthe callee process that will engage in the point-to-point communication is accessible.

The references do not disclose, for example, that the workstations periodically determine if the

adjacent Etherphones are accessible. Instead, the Etherphones could be unplugged from power

or the Ethernet (as they have their own Ethernet connections) such that they are not actually

accessible. Thus, logging into a workstation will not actually enable one to know ifthe adjacent

Etherphone is accessible. For this reason also, Swinehart and Zellweger do not disclose the

querying limitation.

Since the querying step is not alleged to be taught by Pinard, the combination of

references fails to teach the same limitation not taught by the references individually.

Establishing A Point-To-Point Communication Link
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Claim 8 further includes the step of "establishing a point-to-point communication link

from the caller process to the first callee process." The Office Action asserts that Swinehart

(page 2) and Zellweger (Figure 4) teach such a limitation in light ofthe disclosure that "voice

datagrams are transmitted directly among participants." As the Patentee argued in response to

the first Office Action, it appears that the Office Action means that the Etherphones are the

"participants." Ifthis is the case, there is no indication that the combination meets the limitation

of "the caller process capable of generating a user interface" as the Office Action has not alleged

that the Etherphone has such a capability. Declaration ofKetan Mayer-Patel Under 37 C.F.R.

1.132, dated November 25, 2009 (hereinafter the "First Mayer-Patel Declaration"), paragraph 43.

Said differently, the Etherphones and workstations run on hardware in separate housings; thus,

the process that is generating the user interface ofthe workstation (alleged by the Office Action

to be the "caller process") is not the process that engages in the point-to-point communication

with the callee process.

In the second Office Action, in the section entitled Response to Arguments, the Office

Action responded to such a point by stating:

Examiner notes that PO appears to be arguing that the Etherphones themselves are not

capable of generating user interfaces by themselves. Ifthis is the case, examiner points

to Zellweger, page 2. Zellweger teaches that workstations work in combination with the

Etherphones and provided the enhanced user interface functionality. The Etherphones

are only used to separately split up voice voice-processing functionality due to hardware

processing requirements. Therefore, the caller process is a function of the workstation in

combination with the Etherphone.

Second Office Action, page 13.

In that argument, the Office Action admits that multiple hardware platforms are used to

achieve the functionality alleged to be in the Etherphone papers. As shown below in Figures 1

and 11 ofZellweger and Swinehart, respectively, the workstations and Etherphones operate

independently, are separate devices and, in fact, each have their own Ethernet connections.
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Page 2, Zellweger

Figure 11. A simple Etherphone System Environment.

Page 4, Swinehart

Thus, there is no process as claimed that runs on a workstation or the Etherphone that

both generates a user interface and participates in a point-to-point communication with a callee

process. Ifthe Office Action is proposing a modification to the teachings ofthe Etherphone

papers in order to create a system where the user interface and point-to-point communication are

implemented by the same process, then it is incumbent on the Office Action to show that one of

ordinary skill in the art would have been motivated to make the proposed change.

The Office Action has also not alleged that the other references overcome this deficiency

ofthe Etherphone references. Thus, claim 8 and its dependent claims are patentable over the

applied combination of references for those reasons as well.

No Motivation To Combine The Applied References

With respect to the motivation to combine the references, the Office Action alleges that:

it would have been obvious to one skilled in the art at the time the invention was

made to utiliz[e] the user-interface elements and interactions taught by Pinard in
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the invention taught by EtherPhone since Pinard teaches that the invention can be

used in any system in which a personal computer in conjunction with a server

operates ... , and since examiner notes that both EtherPhone and Pinard relate to

communications between at least two users implemented in a computerized

environment.

The Office Action, however, provides no evidence to support this allegation. For example, the

Office Action does not point to a problem identified in the art which was known to exist in one

reference and for which the second references was the solution. Moreover, just because two

references could be combined does not mean that one of ordinary skill in the art would have been

motivated to do so absent the teachings in the patentee's specification.

Furthermore, the Etherphone papers and Pinard utilize different technologies for routing

calls. Pinard places calls between conventional telephone equipment using a telephony server 5

connected to telephone interface circuits 8. Thus, Pinard does not disclose generating a user

interface element representing a first callee process that is going to communicate with a caller

process that generates a user interface because the phone application process in Pinard does not

have another process with which to engage in point-to-point communications.

Accordingly, the patentability of claim 8 and its dependent claims should be confirmed.
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Claim 9

Claim 9, in either its dependent or independent form, has an implicit or explicit claim

structure similar to confirmed claim 11 of re-examined U.S. Patent No. 6,108,704 (Control No.

90/010,416) (hereinafter "the '416 re-examination"). As shown in the table below, amended

claim 9 ofthis re-examination has the additional limitation of "querying the server process to

determine ifthe first callee process is accessible" as compared to confirmed claim 11 ofthe '416

re-examination.

Amended Claim 9 of this Re-examination Amended Claim 11 ofRe-examination Control

(without bracketing) No. 90/010,416 (without bracketing)

9. In a computer system having a 11. In a computer system, a method for

display and capable of executing a process, a establishing a point-to-point communication

method for establishing a point-to-point link from a caller process to a callee process

communication from a caller process to a over a computer network, the caller process

callee process over a computer network, the having a user interface and being operatively

caller process capable of generating a user connectable to the callee process and a server

interface and being operatively connected to over the computer network, the method

the callee process and a server process over the comprising the steps of:

computer network, the method comprising the

steps of:

A. generating a user-interface element A. providing a user interface element

representing a first communication line; representing a first communication line;

B. generating a user interface element B. providing a user interface element

representing a first callee process; representing a first callee process; and

C. querying the server process to

determine if the first callee process is
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Amended Claim 9 of this Re-examination Amended Claim 11 ofRe-examination Control

(without bracketing) No. 90/010,416 (without bracketing)

accessible;

D. establishing a point-to-point C. establishing a point-to-point

communication link from the caller process to communication link from the caller process to

the first callee process, in response to a user the first callee process, in response to a user

associating the element representing the first associating the element representing the first

callee process with the element representing callee process with the element representing

the first communication line, the first communication line,

wherein step C further comprises the wherein step C further comprises the

steps of: steps of:

C.l querying the server process as to c.l querying the server as to the on-line status

the on-line status ofthe first callee process; and of the first callee process; and

C.2 receiving a network protocol c.2 receiving a network protocol

address of the first callee process over the address of the first callee process over the

computer network from the server process. computer network from the server.

In the Statement ofReasons for Patentability and/or Confirmation in the '416 re

examination, the paragraph crossing pages 2 and 3 explains that amended claim 11 in the '416

re-examination was found to be patentable "because the prior art does not explicitly teach ...

receiving a network protocol address of the first callee process over the computer network from

the server." It is respectfully submitted that the same rationale holds true for amended claim 9

since the applied references do not teach the same claimed dynamic addressing limitation of

amended claim 9 that they did not teach with respect to amended claim 11 ofthe '416 re-

examination.
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Accordingly, the patentability of claim 9 and its dependent claims should be confirmed.
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(viii). CLAIMS APPENDIX

The unamended claims as pending prior to the filing of the amendment on even date are

shown below:

I. (Confirmed) A computer program product for use with a computer system having a

display and an audio transducer, the computer system capable of executing a first process and

connecting to other processes and a server process over a computer network, the computer

program product comprising a computer usable medium having computer readable code means

embodied in the medium comprising:

a. program code for generating a user-interface enabling control of a first process

executing on the computer system;

b. program code for determining the currently assigned network protocol address ofthe

first process upon connection to the computer network;

c. program code responsive to the currently assigned network protocol address ofthe first

process, for establishing a communication connection with the server process and for forwarding

the assigned network protocol address of the first process and a unique identifier of the first

process to the server process upon establishing a communication connection with the server

process; and

d. program code means, responsive to user input commands, for establishing a point-to

point communications with another process over the computer network.

2. (Confirmed) The computer program product of claim I wherein the program code for

establishing a point-to-point communication link further comprises:
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d.l program code, responsive to the network protocol address of a second process, for

establishing a point-to-point communication link between the first process and the second

process over the computer network.

3. (Confirmed) The computer program product of claim 2 wherein the program code for

establishing a point-to-point communication link further comprise:

d.2 program code for transmitting, from the first process to the server process, a query as

to whether the second process is connected to the computer network; and

d.3 program code means for receiving a network protocol address of the second process

from the server process, when the second process is connected to the computer network.

4. (Not subject to re-examination) The computer program product of claim 2 wherein the

program code for establishing a point-to-point communication link further comprises:

d.2 program code means for transmitting an E-mail message containing a network

protocol address from the first process to the server process over the computer network;

d.3 program code means for receiving a second network protocol address from the second

process over the computer network.

5. (Confirmed) In a computer system having a display and an audio transducer, the

computer system capable of executing a first process and communicating with other processes

and a server process over a computer network, a method for establishing point-to-point

communications with other processes comprising:
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A. determining the currently assigned network protocol address of the first process upon

connection to the computer network;

B. establishing a communication connection with the server process once the assigned

network protocol of the first process is known;

C. forwarding the assigned network protocol address ofthe first process to the server

process upon establishing a communication connection with the server process; and

D. establishing a point-to-point communication with another process over the computer

network.

6. (Confirmed) The method of claim 5 wherein the program step D comprises:

D.l transmitting, from the first process to the server process, a query as to whether a

second process is connected to the computer network; and

D.2 receiving a network protocol address ofthe second process from the server process,

when the second process is connected to the computer network.

7. (Not subject to re-examination) The method of claim 5 wherein the program step D

compnses:

D.l transmitting an E-mail message containing a network protocol address from the first

process to the server process over the computer network;
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D.2 receiving a second network protocol address from a second process over the

computer network.

8. (Appealed) In a computer system having a display and capable of executing a process,

a method for establishing a point-to-point communication from a caller process to a callee

process over a computer network, the caller process capable of generating a user interface and

being operatively connected to the callee process and a server process over the computer

network, the method comprising the steps of:

A. generating a user-interface element representing a first communication line;

B. generating a user interface element representing a first callee process;

C. guerving the server process to determine if the first callee process is accessible; and

D. establishing a point-to-point communication link from the caller process to the first

callee process, in response to a user associating the element representing the first callee process

with the element representing the first communication line.

9. (Appealed) The method of claim 8 wherein step C further comprises the steps of:

C.l querying the server process as to the on-line status ofthe first callee process; and

C.2 receiving a network protocol address ofthe first callee process over the computer

network from the server process.

10. (Not subject to re-examination) The method of claim 8 further comprising the step of:
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E. generating a user-interface element representing a second communication line.

11. (Not subject to re-examination) The method of claim 8 further comprising the step

of:

F. terminating the point-to-point communication from the caller process to the first callee

process, in response to the user disassociating the element representing the first callee process

from the element representing the first communication line; and

G. establishing a different point-to-point communication from the caller process to the

first callee process, in response to the user associating the element representing the first callee

process with the element representing the second communication line.

12. (Not subject to re-examination) The method of claim 8 further comprising the steps

of:

E. generating a user interface element representing a second callee process; and

F. establishing a conference point-to-point communication between the caller process and

the first and second callee processes, in response to the user associating the element representing

the second callee process with the element representing the first communication line.

13. (Not subject to re-examination) The method of claim 8 further comprising the step of:
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G. removing the second callee process from the conference point-to-point communication

in response to the user disassociating the element representing the second callee process from the

element representing the first communication line.

14. (Appealed) The method of claim 8 further comprising the steps of:

E. generating a user interface element representing a communication line having a

temporarily disabled status; and

F. temporarily disabling the point-to-point communication between the caller process and

the first callee process, in response to the user associating the element representing the first

callee process with the element representing the communication line having a temporarily

disabled status.

15. (Appealed) The method of claim 14 wherein the element generated in step E

represents a communication line on hold status.

16. (Confirmed) The method of claim 15 wherein the element generated in step E

represents a communication line on mute status.

17. (Appealed) The method of claim 8 wherein the display further comprises a visual

display.

18. (Appealed) The method of claim 17 wherein the user interface is a graphic user

interface and the user-interface elements generated in steps A and B are graphic elements.
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The claims as they would be after entry ofthe amendment filed on even date are as

follows:

1. (Confirmed) A computer program product for use with a computer system having a

display and an audio transducer, the computer system capable of executing a first process and

connecting to other processes and a server process over a computer network, the computer

program product comprising a computer usable medium having computer readable code means

embodied in the medium comprising:

a. program code for generating a user-interface enabling control of a first process

executing on the computer system;

b. program code for determining the currently assigned network protocol address ofthe

first process upon connection to the computer network;

c. program code responsive to the currently assigned network protocol address ofthe first

process, for establishing a communication connection with the server process and for forwarding

the assigned network protocol address of the first process and a unique identifier of the first

process to the server process upon establishing a communication connection with the server

process; and

d. program code means, responsive to user input commands, for establishing a point-to

point communications with another process over the computer network.

2. (Confirmed) The computer program product of claim 1 wherein the program code for

establishing a point-to-point communication link further comprises:
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d.l program code, responsive to the network protocol address of a second process, for

establishing a point-to-point communication link between the first process and the second

process over the computer network.

3. (Confirmed) The computer program product of claim 2 wherein the program code for

establishing a point-to-point communication link further comprise:

d.2 program code for transmitting, from the first process to the server process, a query as

to whether the second process is connected to the computer network; and

d.3 program code means for receiving a network protocol address of the second process

from the server process, when the second process is connected to the computer network.

4. (Not subject to re-examination) The computer program product of claim 2 wherein the

program code for establishing a point-to-point communication link further comprises:

d.2 program code means for transmitting an E-mail message containing a network

protocol address from the first process to the server process over the computer network;

d.3 program code means for receiving a second network protocol address from the second

process over the computer network.

5. (Confirmed) In a computer system having a display and an audio transducer, the

computer system capable of executing a first process and communicating with other processes

and a server process over a computer network, a method for establishing point-to-point

communications with other processes comprising:
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A. determining the currently assigned network protocol address of the first process upon

connection to the computer network;

B. establishing a communication connection with the server process once the assigned

network protocol of the first process is known;

C. forwarding the assigned network protocol address ofthe first process to the server

process upon establishing a communication connection with the server process; and

D. establishing a point-to-point communication with another process over the computer

network.

6. (Confirmed) The method of claim 5 wherein the program step D comprises:

D.l transmitting, from the first process to the server process, a query as to whether a

second process is connected to the computer network; and

D.2 receiving a network protocol address ofthe second process from the server process,

when the second process is connected to the computer network.

7. (Not subject to re-examination) The method of claim 5 wherein the program step D

compnses:

D.l transmitting an E-mail message containing a network protocol address from the first

process to the server process over the computer network;
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D.2 receiving a second network protocol address from a second process over the

computer network.

8. (Canceled)

9. (Appealed) In a computer system having a display and capable of executing a process,

a method for establishing a point-to-point communication from a caller process to a callee

process over a computer network. the caller process capable of generating a user interface and

being operatively connected to the callee process and a server process over the computer

network. the [The] method [of claim 8] comprising the steps of:

A. generating a user-interface element representing a first communication line;

B. generating a user interface element representing a first callee process;

C. querying the server process to determine if the first callee process is accessible; and

D. establishing a point-to-point communication link from the caller process to the first

callee process, in response to a user associating the element representing the first callee process

with the element representing the first communication line, wherein step C further comprises the

steps of:

C.1 querying the server process as to the on-line status ofthe first callee process; and

C.2 receiving a network protocol address ofthe first callee process over the computer

network from the server process.

10. (Not subject to re-examination) The method of claim 8 further comprising the step of:

E. generating a user-interface element representing a second communication line.

11. (Not subject to re-examination) The method of claim 8 further comprising the step

of:
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F. terminating the point-to-point communication from the caller process to the first callee

process, in response to the user disassociating the element representing the first callee process

from the element representing the first communication line; and

G. establishing a different point-to-point communication from the caller process to the

first callee process, in response to the user associating the element representing the first callee

process with the element representing the second communication line.

12. (Not subject to re-examination) The method of claim 8 further comprising the steps

of:

E. generating a user interface element representing a second callee process; and

F. establishing a conference point-to-point communication between the caller process and

the first and second callee processes, in response to the user associating the element representing

the second callee process with the element representing the first communication line.

13. (Not subject to re-examination) The method of claim 8 further comprising the step of:

G. removing the second callee process from the conference point-to-point communication

in response to the user disassociating the element representing the second callee process from the

element representing the first communication line.

14. (Appealed) The method of claim [8].2 further comprising the steps of:

E. generating a user interface element representing a communication line having a

temporarily disabled status; and

F. temporarily disabling the point-to-point communication between the caller process and

the first callee process, in response to the user associating the element representing the first

callee process with the element representing the communication line having a temporarily

disabled status.
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15. (Appealed) The method of claim 14 wherein the element generated in step E

represents a communication line on hold status.

16. (Confirmed) In a computer system having a display and capable of executing a

process, a method for establishing a point-to-point communication from a caller process to a

callee process over a computer network the caller process capable of generating a user interface

and being operatively connected to the callee process and a server process over the computer

network the [The] method [of claim 15] comprising the steps of:

A. generating a user-interface element representing a first communication line;

B. generating a user interface element representing a first callee process;

C. querying the server process to determine if the first callee process is accessible;

D. establishing a point-to-point communication link from the caller process to the first

callee process, in response to a user associating the element representing the first callee process

with the element representing the first communication line;

E. generating a user interface element representing a communication line having a

temporarily disabled status; and

F. temporarily disabling the point-to-point communication between the caller process and

the first callee process, in response to the user associating the element representing the first

callee process with the element representing the communication line having a temporarily

disabled status, wherein the element generated in step E represents a communication line on hold

status, and wherein the element generated in step E represents a communication line on mute

status.

17. (Appealed) The method of claim [8] .2 wherein the display further comprises a visual

display.
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18. (Appealed) The method of claim 17 wherein the user interface is a graphic user

interface and the user-interface elements generated in steps A and B are graphic elements.
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(ix). EVIDENCE APPENDIX

The first and second Declarations ofDr. Ketan Mayer-Patel under 37 CFR 1.132 are

being relied upon in this appeal and are attached hereto.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 901010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Confirmation No.: 6565

SECOND DECLARATION OF KETAN MAYER-PATEL UNDER 37 C.F.R. 1.132

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

L INTRODUCTION

1. I am the same Ketan Mayer-Patel that filed a Declaration in response to the first Office

Action in the re-examination of U.S. Patent No. 6,009,469 (hereinafter "the '469 patent").

2. I have reviewed the outstanding Office Action dated May 10,2010.

3. I understand that claims 8,9, and 14-18 were alleged to be obvious over the combination

of NetBIOS and Pinard (U.S. Patent No. 5,533,110), either alone or in combination with the

VocalChat User's Guide, and claims 8, 9, and 14-18 were alleged to be obvious over the

combination of the Etherphone papers in view of Pinard, either alone or in combination with the

VocalChat User's Guide.

4. I understand that in response to evidence presented in my first Declaration the Office

Action now alleges "under a broadest reasonable interpretation, this [accessible] limitation could

simply mean that a user is registered with the system." As this argument was not presented in

the first Office Action, I was not able to know that such a position needed to be addressed.

5. I do not believe that one of ordinary skill in the art at the time the invention was made

would have believed that the definitions proposed by the Office Action are proper -- even under

a "broadest reasonable interpretation" standard.
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6. The dictionary definitions of "accessible" and "registered" show that they are not

synonymous with each other. See Exhibit I attached hereto. According to the definitions, a

system such as NetBIOS would indicate whether a name is "registered" (e.g., recorded or listed),

but it would not indicate that a callee process is accessible (e.g., easy to reach or use or easily

approached or entered).

7. Accordingly, I do not agree that "under a broadest reasonable interpretation, this

[accessible] limitation could simply mean that a user is registered with the system."

8. In fact, NetBIOS explicitly provides for permanent registration of names. As described

in Section 15.1.3.2 ofRFC 1001, "Names held by an NBNS are given a lifetime during name

registration." The same section further states "The lifetime period is established through a simple

negotiation mechanism during name registration: In the name registration request, the end-node

proposes a lifetime value or requests an infinite lifetime. The NBNS places an actual lifetime

value into the name registration response. The NBNS is always allowed to respond with an

infinite actual period." (Emphasis added.) Thus, in any number of cases, the NBNS may

demand an infinite lifetime for names registered by nodes, with the effect that the NBNS would

deliberately preserve the name and address information registered by a node permanently on the

NBNS even weeks, months or years after the node had stopped using the name or had gone off

line altogether. Therefore, the correspondence between a name and an IP address is not

indicative that a first callee process is accessible.

9. Moreover, the node requesting information on whether a name is registered does not

receive an indication from the NBNS that the registered name corresponds to a name that has

been given an infinite lifetime and could therefore be completely out-of-date. Section 4.2.13 of

RFC 1002 describes the Positive Name Query Response (reproduced below) that is returned

when a name has been registered, and there is no indication that the returned address is for a

name associated with an identified lifetime, let alone an infinite lifetime.
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1O. In addition, there is no indication in the Positive Name Query Response disclosed by

NetBIOS that the returncd address necessarily corresponds with a computer or process that was

ever accessible as asserted by the pending office action. For example, a first user could manually

enter a dummy address in the NB_Address field associated with a claimed name that he wanted

to register and still be compliant with the NetBIOS protocol standard since queries by other users

for that name are "not necessarily a prelude to NetBIOS session establishment or NetBIOS

datagram transmission." Section 15.3.1.

II. Furthermore, RFC 1002 further shows that a name registration is not an indication of

whether a first callee process is accessible since a NBNS can refuse to release registered names

for policy reasons. As described in Section 4.2.9, a node may request that a name be released

using a Name Release Request (reproduced below).
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4.2 . 9 . N.i'\-,"'fE RELEASE REQUEST & DEM~.ND

111 1 1 1 111 122 2 2 222 2 2 2 3 3
012 3 4 5 6 7 B 9 0 1 2 3 4 S 678 9 012 3 • 567 890 1
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12. In response, as shown in Section 4.2.11, a server can generate a Negative Name Release

Response, as shown below.

4

ReexamFH_000077

SONY EXHIBIT 1003- Page 77



Re-Examination of Patent No. 6,009,469
Control No,: 90/010,422
Filed: February 24, 2009
Second Declaration of Ketan Mayer-Patel under 37 C.F.R 1.132

4,2.11.. NEGP.TPlE NAME RELEASE RESPONSE
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The RCODE field indicates thc response from the server. One such response is RFS_ERR which

is described as follows:

RFS ERR Ox5 Refused error. For policy reasons server
,d 11 not re lease this name from this host ..

13. Thus, the registration ofa name does not indicate that NetBIOS discloses that a "first

callee process is accessible."
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14. I hereby declare that all statements made herein of my own knowledge are true and that

all statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States

Code and that such willful false statements may jeopardize the validity of the application or any

patent issued thereon.

Dated: July 12, 20] 0

Ketan Mayer-Patel, Ph.D.
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aC'ces'si'ble [ak-ses-uh-buhl]

-adjective
1. easy to approach, reach, speak with, or use.
2. that can be used, entered, reached, etc.: an accessible road; accessible ruins.
3. obtainable; attainable: accessible evidence.
4. open to the influence of (usually fo1. by to ): accessible to bribery.
Dictionary.com Unabridged
Based on the Random House Dictionary, © Random House, Inc. 2010.

ac' ces' si' ble (ak-ses';J-b;JI)
adj.

1. Easily approached or entered.
2. Easily obtained: accessiblc money.
3. Easy to talk to or get along with: an accessible manager.
4. Easily swayed or influenced: accessible to flattery.

ae'ces'si'bil'i-ty, aC'ces'si'ble'ness n. ,ac'ces'si'bly adv.
The American Heritage® Dictionary of the English Language, Fourth Edition
Copyright © 2009 by Houghton Mifflin Company.
Published by Houghton Mifflin Company. All rights reserved.
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reg·is·tered [rej-uh-sterd]
-adjective
1. recorded, as in a register or book; enrolled.
2. Commerce. officially listing the owner's name with the issuing corporation and suitably
inscribing the certificate, as with bonds to evidence title. Abbreviation: r
3. officially or legally certified by a government officer or board: a registered patent.
4. denoting cattle, horses, dogs, etc., having pedigrees verified and filed by authorized
associations of breeders.

dictionary.com

reg·is·tered (rej'I-st~rd)

adj.

1. Having the owner's name listed in a register: registered bonds.
2. Having the pedigree recorded and verified by an authorized association of breeders: a

registered golden retriever.
3. Officially qualified or certified: a registered pharmacist.

The American Heritage® Dictionary of the English Language, Fourth Edition
Copyright © 2009 by Houghton Mifflin Company.
Published by Houghton Mifflin Company. All rights reserved.

Main Entry: registered
Part of Speech: adjective
Definition: rccorded
Synonyms: cataloged, certified, enrolled

Main Entry: registered
Part of Speech: adjective
Definition: pedigreed
Synonyms: blooded, full-blooded, pure-blooded, purebred, thoroughbred
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Confirmation No.: 6565

DECLARATION OF KETAN MAYER-PATEL UNDER 37 C.F.R. 1.132

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

I. INTRODUCTION

1. I have been retained as an independent expert witness by NetZPhone, Inc., the assignee of

the patent presently undergoing re-examination (i.e., U.S. Patent No. 6,009,469 (hereinafter "the

'469 patent"».

2. I am an expert in the field ofnetworking protocols including networking protocols

supporting multimedia streams including digital audio data. See Curriculum Vitae attached as

Exhibit 1.

3. I received Bachelors ofArts degrees in Computer Science and Economics in 1992, a

Masters of Science in 1997 from the Department of Electrical Engineering and Computer

Science and a Ph.D. in 1999 from the Department ofElectrical Engineering and Computer

Science, all from the University of California, Berkeley.

4. I received the National Science Foundation CAREER Award in 2003 while an Assistant

Professor at the University ofNorth Carolina, Chapel Hill.

5. I have had extensive experience in both industry and academia as it relates to the

technical fields relevant here. For example, I have been a programmer, a visiting researcher, and

an Assistant and Associate professor.
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6. I am a co-author ofnumerous articles that have appeared in a number ofrefereed

publications and proceedings.

7. Governmental agencies, such as the National Science Foundation and the Office ofNaval

Research, have provided funding for my research.

II. RETENTION AND COMPENSATION

8. I have been retained to offer an expert opinion on the prior art relevant to the '469 patent

(and other patents currently under re-examination) and the validity ofthe claims undergoing re-

examination.

9. My work on this case is being billed at a rate of $400 per hour, with reimbursement for

actual expenses. My compensation is not contingent upon the outcome of the case.

III. BASIS OF MY OPINION AND MATERIALS CONSIDERED

10. In preparation for this report, I have considered and relied on data or other documents

identified in this report. For example, I have reviewed the Office Action dated August 25, 2009

as well as the Request for Re-examination that was filed for the '469 patent including the

Exhibits to the Request for Re-examination. I have also reviewed the file history of the '469

patent.

11. I have familiarized myself with the state of the art at the time the '469 patent was filed by

reviewing both patent and non-patent references from prior to the filing date of the application

that became the'469 patent.

12. My opinions are also based upon my education, training, research, knowledge, and

experience in this technical field.

IV. SUMMARY OF MY OPINIONS

13. Based on my prior experience in the field ofcomputer systems and networking, including

network communication protocols, and based on my review ofthe documents relating to the
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pending re-examination proceeding, I have developed an understanding of the '469 patent and

the claimed inventions.

14. I have been asked to compare the claims of the '469 patent to the references applied in

the outstanding Office Action. The results of my comparison are provided below.

15. In general, it is my opinion that all of the claims undergoing re-examination (Le., claims

1-3, 5, 6, 8, 9 and 14-18) are patentable over the applied references for at least the reasons set

forth below.

The rejection ofclaims 1-3,5,6,8,9, and 14-18 over NetBIOS, RFC 1531, Pinard and the

VocalChat User's Guide

16. Claims 1-3,5,6,8,9, and 14-18 were rejected under 35 U.S.c. § 103(a) as being

obvious in light of Protocols for X/Open PC Interworking 5MB, Version 2, The Open Group

(1992) (hereinafter ''NetBIOS''), in view ofRFC 1531, Pinard and the VocalChat User's Guide.

17. I understand that a rejection under 35 U.S.C. § 103(a) means that an examiner believes

that although no single reference includes all of the claimed limitations, nonetheless the

combination ofreferences made by the examiner would have been obvious to one ofordinary

skill in the art at the time the invention was made.

Claims 1-3

18. Claim I recites "a. program code for generating a user-interface enabling control of a first

process executing on the computer system." With respect to the limitation of ''program code for

generating a user-interface enabling control of a first process executing on the computer system,"

the Office Action alleges that "computers executing NetBIOS may contain DOS operating

systems or may operate on other operating systems, which examiner notes inherently contain at

least text-based user interfaces," By stating that NetBIOS "may contain" DOS operating systems

I believe the Examiner is indicating that NetBIOS need not actually contain or be running on a
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DOS operating system. Since that is true, NetBIOS (or the computer running NetBIOS) does not

inherently include text-based user interfaces.

19. Furthermore, the recitation of "other operating systems" also does not inherently mean

that "text-based user interfaces" are provided. For example, embedded systems need not have a

display or a text interface even though they may have operating systems. The Office Action also

has not asserted that this limitation is taught by RFC 1531. Thus, I do not believe that limitation

(a) has been shown to be taught by either applied reference.

20. Claim 1 also recites "b. program code for determining the currently assigned network

protocol address of the first process upon connection to the computer network." The Office

Action admits that NetBIOS does not teach this limitation. The Office Action alleges that such a

limitation is taught by RFC 1531 because "RFC 1531 teaches dynamically assigning IP address

on a TCPIIP network by an Internet access server." By looking at limitations (a) and (b)

together, however, it can be seen that the Office Action has not shown that the currently assigned

network protocol address is that of the first process which the Office Action alleged was the

"text-based user interface." The Office Action also has not explained why the text-based

interface would have to have its currently assigned network protocol address determined. Thus, I

do not believe that limitation (b) is taught by either applied reference.

21. Claim 1 recites "c. program code responsive ... for forwarding the assigned network

protocol address of the first process and a unique identifier of the first process to the server

process upon establishing a communication connection with the server process." The Office

Action has not shown that the assigned network protocol address ofthe first process is

determined, so the Office Action also has not shown that the assigned network protocol address

ofthe first process would be forwarded to the server upon establishing a communication

connection with the server process. Similarly, the Office Action has not shown that the text

based user interfaces would have a unique identifier to be forwarded to the server. The Office

Action further has not shown that such a limitation is taught by RFC 1531. Accordingly, I do not

believe that limitation (c) is taught by either applied reference.
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22. Claim I also recites "d. program code, responsive to user input commands, for

establishing a point-to-point communications with another process over the computer network."

The Office Action cites NetBIOS, pgs. 397-400, as teaching that "point-to-point communication

is established upon initiation between nodes once target names and addresses have been found."

However, the Office Action has not shown that the code is "responsive to user input commands"

as no user input commands have been identified. Even assuming that text-based user interfaces

were taught by NetBIOS, the Office Action still would not have shown that point-to-point

communications are inherently established "responsive to user input commands." The text-based

user interfaces could have been used for non-communicating functions or even functions that use

non-point-to-point communications. The Office Action further has not shown that such a

limitation is taught by RFC 1531. Accordingly, I do not believe that limitation (d) is taught by

either applied reference.

23. Since none of the limitations of claim I have been shown to be taught by the applied

combination of references, I do not believe that claim I and dependent claims 2 and 3 are

obvious in light of the proposed combination.

24. The Office Action states that "it would have been obvious ... to determine the currently

assigned network address of the first process upon counection to the computer network in the

invention taught by NetBIOS above since this allows for automatic reuse ofan address ... and

since examiner notes the use ofdynamic IP address assignment ... are old and well known ...

and are useful to eliminate the burdensome task of manuaiiy assigning IP addresses for all

networked computers." However, the Office Action does not acknowledge the problems that

could arise in doing so or how those problems would be resolved by those of ordinary skili at the

time the patent was filed.

25. In the context of point-to-point communication, widespread use of dynamically assigned

addresses can create additional problems for a NetBIOS environment. For example, Section

15.1.7 of the NetBIOS reference (entitled "Consistency of the NBNS Data Base") recognizes

that the association between a node, a registered name and an IP address is tenuous, even in an
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environment that uses static IP addresses. "Even in a properly running NetBIOS scope the

NBNS and its community of end-nodes may occasionally lose synchronization with respect to

the true state of name registrations." To minimize the impact of this problem, the reference

states, "Various approaches have been incorporated into the NetBIOS-over-TCP protocols"

which it then proceeds to describe.

26. However, by incorporating DHCP and adopting of dynamic address allocation (e.g., as

used by Internet access providers), the synchronization problem would become more disruptive,

not less. Dynamic addressing introduced a new uncertainty to the relationships among the

NBNS and its community of end-nodes and a new set ofobstacles to NetBIOS synchronization

that are not addressed by the NetBIOS reference. Consider the case of a node that is turned-off

and then subsequently turned back on, or the case of a node that has simply lost its Internet

connection for some technical reason or whose DHCP lease has expired which then re

establishes a connection. In such a dynamic addressing environment, such a node would most

likely obtain a new IP address when it was turned back on that was different than the one it had

when it registered its name. This change could lead to any number of node-name-IP address

synchronization problems for the disclosed NetBIOS protocols.

27. For example, because the NBNS does not know the node's new address, the NBNS

would be unable to send to the node a Name Release Request or a Name Conflict Demand or

request that the node send it a Name Status Request. Because communication from the node

would be originating at a new address that was not recognized by the NBNS, a node's response

to a Name Query Request (assuming it somehow knew that its name had been challenged,

perhaps from before it lost network connectivity) would not be recognized. A node would also

be unable to confirm its association with registered names by sending Name Refresh Request

packets to the NBNS. If a session between two NetBIOS applications were cut-off, re

establishing the communication would be especially difficult where the ability of a called entity

to obtain both its associated name and its associated IP address were in doubt. As a result, the

Office Action has not demonstrated that a solution to the problems created by exposure of
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NetBlOS to DHCP and dynamic addressing has been addressed by any ofthe applied

references.!

28. The Office Action also has not identified anything in the cited art that suggests how a

person ofordinary skill is to go about the redesign ofNetBIOS and the solving of obstacles to

NetBIOS operation that are created by Internet access; problems that were recognized and left as

warnings unresolved in the NetBIOS reference.2

29. Thus, I believe claims 1-3 are patentable over the combination ofNetBIOS and RFC

1531.

Claims 5 and 6

30. Claim 5 recites "detennining the currently assigned network protocol address ofthe first

process upon connection to the computer network." The Office Action acknowledges that this

limitation is not taught by NetBIOS but alleges that "RFC 1531 teaches dynamically assigning IP

addresses on a TCPIIP network by an Internet access server." The Office Action further alleges

that "it would have been obvious ... to determine the currently assigned network address of the

first process upon connection to the computer network in the invention taught by NetBIOS above

since this allows for automatic reuse ofan address ... and since examiner notes the use of

dynamic IP address assignment ... are old and well known ... and are useful to eliminate the

burdensome task of manually assigning IP addresses for all networked computers." However, as

described above with respect to claims 1-3, I do not believe that the Office Action has shown that

in light of the problems that worsen by combining NetBlOS and RFC 1531, that a person of

1 Besides dynamic addressing, Internet access would pose other challenges to a NetBIOS system. For example,
because NetBIOS was designed for use on local area networks with small numbers of computers, trust among the
network participants is assumed. That assumption cannot be transferred to a global Internet made up of unknown,
and sometimes malevolent, entities. An implementation ofNetBlOS on the public Internet would necessitate non
trivial adaptations to ensure that its services perform correctly and return accurate information. See Exhibit 2, from
h!!pJ!www.w3schools.com/Site/site securi..!YJ!~ which instructs Microsoft Windows users whose computers access
the Internet to disable NetBIOS over TCP/IP in order to solve their security problems.
2 See Section 4.6 ("The proposed standard recognizes the need for NetBIOS operation across a set ofnetworks
interconnected by network (IP) level relays (gateways.) However, the standard assumes that this form of operation
will be less frequent than on the local MAC bridged-LAN."}
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ordinary skill in the art would have combined the two references as proposed. Thus, I believe

that claims 5 and 6 are patentable over the applied NetBIOS and RFC 1531 references.

Claims 8, 9 and 14-18

31. Claim 8 recites "querying the server process to determine if the fIrst callee process is

accessible." The Office Action asserts that this limitation is taught by NetBIOS and cites pages

377, 388, 389 and 446 as supporting the proposition that "a query is sent to the NBNS to

determine if another node is logged in and discover[s] the node[']s IP address." However, the

Office Action has not shown how knowing that a name has been registered equates to

"determin[ing] if the fIrst callee process is accessible." While NetBIOS uses name entries with

"active" statuses as part of its name management process, an analysis ofhow that "active" status

is used shows that "an active name" is not synonymous with determining if the fIrst callee

process is accessible. An active name simply refers to a name that has been registered and that

has not yet been de-registered, independent of whether the associated computer is or is not

accessible. As shown on page 447 (and reproduced below), the Node_Name entries stored with

respect to a NetBIOS Name Server contain a series of fIelds including the "ACT" field.
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32. The ACT field is a single bit field (in bit 5) that signifies an "Active Name Flag. All

entries have thisjlag set to one (1)." (Emphasis added.) If all name entries have this flag set to

one (1), then the NetBIOS name server cannot be using the Active Name Flag as a means of

separately tracking whether the entity that owns the name is "active," let alone what its "on-line"

status might be.

33. The NetBIOS reference also does not teach that the active status of a name in the

NetBIOS server is an indication ofthe active status of the owner ofthat name. To the contrary,

when information about whether the owner of a name is "active" may be relevant, for example

when a new entity seeks to register a name that has already been registered in the NetBIOS name

server, the NetBIOS reference describes an elaborate set of interactions used to test whether the
9
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existing owner of the registered name is active or inactive. It does not rely on the fact that the

name is active in the NetBIOS name server (See Section 15.2.2.2 and 15.2.2.3 entitled "Existing

Name and Owner is Inactive").

34. The NetBIOS reference also does not teach that an acquired IP address can be reasonably

relied upon by a requesting end-node to confirm that an end-node associated with a sought name

is, in fact, "accessible." The NetBIOS reference describes at least two different scenarios where

a second end-node sends a rejection response to the first end-node notwithstanding the fact that

an end-node is connected to the computer network and active with respect to the sought name.

See Section 16.1.1 ("There exists a NetBIOS LISTEN compatible with the incoming call, but

there are inadequate resources to permit establishment of a session...The called name does, in

fact, exist on the called node, but there is no pending NetBIOS LISTEN compatible with the

incoming call."). No distinction is made in the reference between the rejection response in these

cases and the rejection response in cases where the called name does not exist on the called end

node. Section 16.1.1 also states "In all but the first case, a rejection response is sent back over

the TCP connection to the caller."

35. The Office Action also has not alleged that any ofthe remaining references teach this

limitation missing from the NetBIOS reference. As such, claim 8 and its dependent claims

(claims 9 and 14-18) are not rendered obvious by the cited combination ofreferences.

The rejection of claims 1-3. 5. 6. 8. 9, and 14-18 over the combination of the Etherphone papers

in view ofVin and further in view ofRFC 1531, Pinard and the VocalChar User's Guide

36. Claims 1-3 were rejected under 35 U.S.c. § 103(a) as obvious over Etherphone:

Collected Papers 1987-1988 (May 1989) (hereinafter "Etherphone") in view of Harrick M. Vin,

et al. Multimedia Conferencing in the Etherphone Environment, IEEE Computer Society

(October 1991) (hereinafter "Vin") and further in view ofRFC 1531, Pinard and VocalChat

User's Guide. The Etherphone Collected Papers include An Overview ofthe Etherphone System

and its Applications (hereinafter "Zellweger"), Telephone Management in the Etherphone

10
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System (hereinafter "Swinehart"), and Managing Stored Voice in the Etherphone System

(hereinafter "Terry").

37. Claim 1, as amended, recites "a. program code for generating a user-interface enabling

control of a first process executing on the computer system" and "d. program code means,

responsive to user input commands, for establishing a point-to-point communications with

another process over the computer network." When read together, it can be seen that the Office

Action has not shown that these limitations are taught by the applied combination of references.

38. With respect to the limitation "a. program code for generating a user-interface enabling

control of a first process executing on the computer system," the Office Action cites Swinehart

and Zellweger as teaching that ''workstations include Gill's." Later, with respect to the

limitation "d. program code means, responsive to user input commands, for establishing a point

to-point communications with another process over the computer network," the Office Action

asserts that "after acquiring the network address ofa callee, voice datagrams are transmitted

directly amont [sic; among] the participants, bypassing the control server." However, by

"participants" it appears that the Office Action is referring to Etherphones participating in a

telephone call. As such, the Office Action has not shown that the datagrams are transmitted as

part of a point-to-point communication from the workstation (which was alleged as having the

first process) to one of the Etherphones. In fact, with respect to limitation (c), the Office Action

confirms that its interpretation is that the "workstation address [is] transmitted to the Voice

Control Server when connected" -- not the Etherphone's network address.

39. Similarly, looking at it from the opposite perspective, if the voice datagrams are actually

going from one Etherphone to another, then the Office Action has not shown how the "currently

assigned network protocol address of the first process" is the address of the Etherphone and how

the Etherphone has a display or "a user-interface enabling control a first process" on that

Etherphone. The Office Action also has not alleged that RFC 1531 teaches this limitation

missing from the Etherphone references. Thus, claims 1-3 are not rendered obvious by the

proposed combination.
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Claims 5 and 6

40. Claim 5 recites "A. determining the currently assigned network protocol address of the

fIrst process upon connection to the computer network" and "D. establishing a point-to-point

communication with another process over the computer network." As described above with

respect to claim I, when these two limitations are examined together, it can be seen that the

OffIce Action has not shown that these limitations are met.

41. With respect to the limitation "A. determining the currently assigned network protocol

address of the first process upon connection to the computer network," the OffIce Action again

cites the GUI's of the workstation as meeting this limitation. Then, with respect to the limitation

"D. establishing a point-to-point communication with another process over the computer

network," the Office Action again states "voice datagrams are transmitted directly amont [sic;

among] the participants, bypassing the control server." Thus, as discussed above with respect to

claim 1, the OffIce Action appears to have overlooked that the Etherphone, not the workstation

with the GUI, is receiving the voice datagrams, so the Etherphone reference does not teach

limitations (A) and (D). The OffIce Action also has not alleged that RFC 1531 teaches this

limitation missing from the Etherphone references. Thus, claims 5 and 6 are not rendered

obvious by the proposed combination.

Claims 8, 9 and 14-18

42. Claim 8 recites "a method for establishing a point-to-point communication from a caller

process to a callee process over a computer network, the caller process capable ofgenerating a

user interface and being operatively connected to the callee process and a server process over the

computer network." That method includes "querying the server process to determine if the fIrst

callee process is accessible" and "establishing a point-to-point communication link from the

caller process to the first callee process."
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43. With respect to the limitation of"establishing a point-to-point communication link from

the caller process to the first callee process," the Office Action asserts that Swinehart and

Zellweger teach "voice datagrams are transmitted directly among participants." However, it

appears that the Office Action means that the Etherphone are the "participants." If this is the

case, there is no indication that the combination meets the limitation of"the caller process

capable of generating a user interface" as the Office Action has not alleged that the Etherphone

has such a capability. The Office Action has also not alleged that the other references overcome

this deficiency of the Etherphone references. Thus, claim 8 and its dependent claims are

patentable over the applied combination ofreferences.

The rejection ofclaims 1-3, 5, 6, 8, 9, and 14-18 over the combination ofthe VocalChat

references in view ofRFC 1531 and Pinard

44. Claims 1-3,5,6,8,9 and 14-18 were rejected under 35 U.S.C. § 103(a) as obvious over

VocalChat User's Guide in view of VocalChat Readme, VocalChat Networking, VocalChat Help

File and VocalChat Troubleshooting Help file (collectively the "VocalChat References") and

further in view ofRFC 1531 and Pinard.

Claims 1-3

45. Claim 1 recites "program code responsive to the currently assigned network protocol

address of the first process, for establishing a communication connection with the server process

and for forwarding the assigned network protocol address of the first process and a unique

identifier of the first process to the server process upon establishing a communication connection

with the server process." The Office Action admits that this limitation is not disclosed by the

VocalChat references. However, the Office Action attempts to overcome this deficiency by

combining the VocalChat references with RFC 1531.

46. However, the Office Action does not acknowledge the problems that could arise in doing

so or how those problems would be resolved by those ofordinary skill at the time the patent was
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filed. Thus, I do not believe that the Office Action has proven that one of ordinary skill at the

time the patent was filed would have made the proposed combination.

47. Claim 1 also recites "forwarding the assigned network protocol address of the first

process and a unique identifier of the first process to the server process upon establishing a

communication connection with the server process." The VocalChat Generic implementation

does not disclose such a limitation. In the VocalChat Generic implementation, a local process

reads a "USERS" file or a Connections file in its entirety and writes it back in its entirety rather

than "forwarding the assigned network protocol address of the first process and a unique

identifier of the frrst process to the server process upon establishing a communication connection

with the server process." TIlls causes the VocalChat system to have to send an increasing

amount of information as the number ofusers increases. Sending the whole file such that the

new file replaces the old file also creates problems with consistency such that one user's changes

could overwrite the changes of another user -- especially as networks got larger which would

have increased the problem of inconsistent files being written.

48. The Office Action also has not shown that one of ordinary skill in the art would have

made the proposed combination. The Office Action proposes a modification to the VocalChat

References by incorporating the teachings ofRFC 1531 because it allegedly "would have been

obvious to utilize dynamically assigned IP addresses from Intemet access servers in the

invention taught by VocalChat ... since this allows for automatic reuse of an address that is no

longer needed by the host to which it is assigned." Such an allegation ignores the development

history of the VocalChat products themselves.

49. The Request cites a Generic version of the VocalChat client which, according to Mr.

Cohen, was used on local area networks. See Cohen Declaration, paragraph 3. There apparently

was a subsequent version of VocalChat that was also released by VocalTec to the public in 1994,

at least in beta. This version, called VocalChat Gateway To Interent (or "VocalChat GTI") was

designed for use on the Internet, and I have been informed that Net2Phone believes that

VocalChat GTI used static local address files into which static callee addresses were manually
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input. I have also been informed that Net2Phone believes that VocalChat GT! did not utilize a

server at all.

50. Based on the above, I believe the use of manual inputting of static addresses and the

absence of a server suggests that the VocalTec designers-presumably software developers of at

least ordinary skill in the art--did not consider the alleged combination of their own VocalChat

references with RFC 1531, or it suggests that they did consider it but were unable to overcome

the non-trivial obstacles to doing so.

51. I have also been informed that Net2Phone believes that soon after the release of the

VocalChat GT! version, VocalTec released another VocalChat version that used Internet Relay

Chat (IRC) to help VocalChat clients with dynamically assigned IP addresses fmd one another.

This change from VocalChat GT! to VocalChat IRC appears to be further objective evidence that

even the VocalChat designers recognized that the "improvement" to the Generic VocalChat

implementation was still deficient. If the designers of the VocalChat Generic implementation

did not see fit to combine dynamic addressing with the Generic implementation disclosed in the

VocalChat references, then I do not believe that one of ordinary skill in the art would not have

done so either.

52. Accordingly, I do not believe that the Office Action has shown that claim 1 is rendered

obvious by the combination ofthe VocalChat references and RFC 1531. Since claim 1 is not

rendered obvious by the proposed combination, claims 2-3 are not rendered obvious as well.

53. With respect to claim 3, claim 3 further recites "program code for transmitting, from the

first process to the server process, a query as to whether the second process is connected to the

computer network." As is discussed in greater detail below with respect to claim 8, the

VocalChat references do not disclose querying whether processes are connected to the computer

network. Thus, claim 3 is also separately patentable from claim 1.
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Claims 5 and 6

54. Claim 5 recites "A. determining the currently assigned network protocol address of the

first process upon connection to the computer network" and "C. forwarding the assigned network

protocol address ofthe first process to the server process upon establishing a communication

connection with the server process." As was discussed above with respect to claim 1, the

combination ofthe VocalChat references and RFC 1531 does not disclose either of those

elements. Thus, I believe claim 5 and its dependent claim 6 are not rendered obvious by the

combination ofthe Voca1Chat references and RFC 1531.

Claims 8, 9 and 14-18

55. Claim 8 recites "C. querying the server process to determine if the first callee process is

accessible." The Office Action cites the Help file, pgs. 2 and 26, and Network information, page

10, and asserts that "a server can receive[) queries to determine status and information ofusers."

However, the Office Action has not identified what portion ofthose references teach the claimed

"querying." At best, the references teach that a local process reads a "USERS" file or a

Connections file. As can be seen from page 4 ofthe VocalChat Network Information

(reproduced below), when the VocalChat system uses the Generic mode, a USERS file is used.
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Re-Examination of Patent No. 6,009,469
Control No.: 90/010,422
Filed: February 24, 2009
Declaration of Ketan Mayer-Patel under 37 C.F.R. 1.132

Thell/e arelhe network parmnderll in Ihe VOClllChllt VOCLCHATJNI and
VCSETUP.lNl file:!! (und~ the N'i.'tiifork s.oction):

{NetWork]

~letWCll::k

NetWorkUsers=

NetWorkPrQtoc()1=

NetWorkType=

UsersFile=

I description ol'the selected nl'itworli:
I user senliee:!l: WetWare I Winwor kg-roup:> I Gene d
InetworL: protocol: IPX 1NetBIOS

I name of the selected ne!\vork, for future use
I path fll'll11lHJfusersfile (when Generic is 5l:l.t)
Ithename (lfthe user ('wben Generic is lleO·'"

When Genl!ric ili lie!, a USERS JUe is U!ill4.t
This line appears only in the VOCALCHATINlfile ofeach user.

. TheVOCI..CffAT,Th.'I illi:lilini in the W'iridu\!i~ direcLuIY ofeachl.ll>w.The
YCSE1.UPJNI file is in the VOCLCHAT diroctory, \vh:ere VO".AIlCha.twiIS il'lSlaUed.
and is used only to supply default values tor the ditlerent installations.

The USERS file configuration parameter includes a "UsersFile" entry that specifies the "path

name ofusers file (when Generic is set)." However, it is also stated that "The VOCLCHAT.INI

files are in the windows directory of each user." Thus, this "UsersFile" entry is a local

configuration parameter such that the local VocalChat client reads and writes the USERS file on

its own -- without performing the claimed query.

56. Similarly, page 8 of the VocalChat Help file states "Ifyour network type is not NetWare

or Windows for Workgroups, the Setup program creates a Connection List file which is used to

identify and access users." The Connection List file and the USERS file apparently have the

same function. Thus, the identification and access enabled by the Connection List is performed

by the local client reading and writing the file itself -- without performing the claimed query.

Accordingly, I do not believe that claims 8, 9 and 14-18 are obvious over the applied

combination of references.
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Re-Examination of Patent No. 6,009,469
Control No.: 90/010,422
Filed: February 24, 2009
Declaration of Ketan Mayer-Patel under 37 C.F.R. 1.132

57. I hereby declare that all statements made herein ofmy own knowledge are true and that

all statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 ofTitle 18 ofthe United States

Code and that such willful false statements may jeopardize the validity of the application or any

patent issued thereon.

Dated: November 25, 2009

Ketan Mayer-Patel, Ph.D.
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Ketan Mayer-Patel
154 Fred Brooks Building
Department of Computer Science, CB #3175
University ofNorth Carolina, Chapel Hill

kmp@cs.unc.edu
http://www.cs.unc.edu/-kmp

Education
Ph.D. University of California, Berkeley, 1999

Parallel Software-only Video Effects Processing
M.S. University of California, Berkeley, 1997

Design and Performance ofthe Berkeley Continuous Media Toolkit
B.A. University of California, Berkeley, 1992

Majors: Computer Science and Economics

Professional Experience
Associate Professor

University ofNorth Carolina, Chapel Hill, NC (August 2005 - present)
Assistant Professor

University ofNorth Carolina, Chapel Hill, NC. (January 2000 - August 2005)
Visiting Researcher

Microsoft Bay Area Research Center (BARC), San Francisco, CA. (June 2003 
December 2003)

GI"i1duilte Student R.esearcher
University of California, Berkeley, CA. (June 1993 - November 1999)

Graduate Student Instructor
University of California, Berkeley, CA. (August 1997 - December 1997)

Programmer
University of California, Berkeley, CA. (June 1992 - June 1993)

Programmer
United States Department of Agriculture, Albany, CA. (May 1991 - June 1992)

Honors and Notables
• National Science Foundation CAREER Award, 2003
• Computer Science Student Association Teaching Award, 2003
• Invited to three major meetings (one domestic and two international) of top multimedia

researchers to discuss future directions for the field.
• In the sixteen-year history of the ACM SIGMultimedia Conference, considered to be the

premier conference in the field of multimedia, I have published twelve papers in ten
different years.

Publications
Refereed Journals

K. Mayer-Patel and D. Go12, "Scalable, Adaptive Streaming for Nonlinear Media," IEEE
Multimedia, vol. 14, no. 3 (15 pages).
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D. Ott and K. Mayer-Patel, "An open architecture for transport-level protocol coordination
for distributed multimedia applications," ACM Transactions on Multimedia Computing,
Communications, and Applications, vol. 3, no. 3 (22 pages).

D. Gotz and K. Mayer-Patel, "GAL: A middleware library for multidimensional adaptation,"
under review for ACMTransactions on Multimedia Computing, Communications, and
Applications (21 pages).

K. Mayer-Patel, B. Smith, and L.A. Rowe, "The Berkeley software MPEG-I video decoder,"
to appear in ACM Transactions on Multimedia Computing, Communications, and
Applications, vol. I, no. I (23 pages).

K. Mayer-Patel and S.-D. Kum, "Real-time multi depth stream compression," ACM
Transactions on Multimedia Computing, Communications, and Applications, vol. I, no. 2
(26 pages).

D. Gotz and K. Mayer-Patel, "A Framework for Scalable Delivery of Digitized Spaces,"
International Journal on Digital Libraries, vol. 5, no. 3 (14 pages).

J. Considine, K. Mayer-Patel, and 1. Byers, "A case for testbed embedding services,"
Computer Communication Review, vol. 34, no. I, January 2004, pp. 137-142.

Refereed Conferences and Workshops

K,lvfayer-Patel, "Systems challenges ofll1edia collectives: Supporting llledia collectives with.
adaptive MDC," Proceedings ofthe 15th International ACM Conference on Multimedia,
Augsberg, Germany, 2007, pp. 625-630.

S. Krishnan and K. Mayer-Patel, "A utility-driven framework for loss and encoding aware
video adaptation," Proceedings ofthe 15th International ACM Conference on Multimedia,
Augsberg, Germany, 2007, pp. 1026-1035.

D. Gotz and K. Mayer-Patel, "A general framework for multidimensional adaptation,"
Proceedings ofthe I i h International ACM Conference on Multimedia, New York, 2004,
pp 612-619.

D. Ott and K. Mayer-Patel, "Coordinated multi-streaming for 3D tele-immersion,"
Proceedings ofthe 1i h 1nternational ACM Conference on Multimedia, New York, NY,
2004, pp. 596-603.

D. Ott and K. Mayer-Patel, "Aggregate congestion control for distributed multimedia
applications," Proceedings ofIEEE Infocom '04, Hong Kong, 7-11 March 2004, voL I,
pp. 13-23.
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K. Mayer-Patel and W. Miaw, "Evaluating the effectiveness of automatic PVR
management," Proceedings ofthe SPIE Conference on Storage and Retrieval Methods
and Applicationsfor Multimedia, San Jose, CA, January 2004, vol. 5307, pp. 360-365.

S.-o. Kum, K. Mayer-Patel and H. Fuchs, "Real-time compression for dynamic 3D
environments," Proceedings ofthe 11'h International ACM Conference on Multimedia,
Berkeley, CA, 2003, pp. 185-194.

N. Kelshikar, X. Zabulis, J. Mulligan, K. Daniilidis, V. Sawant, S. Sinha, T. Sparks, S.
Larsen, H. Towles, K. Mayer-Patel, H. Fuchs, J. Urbanic, K. Benninger, R. Reddy and G.
Huntoon, "Real-time terascale implementation oftele-immersion," Proceedings ofthe
International Conference on Computation Science, Melbourne, Australia, 2003, Springer
Verlag Lecture Notes in Computer Science vol. 2660, pp. 33-42.

K. Mayer-Patel, 1. Le and G. Carle, "An MPEG performance model and its application to
adaptive forward error correction," Proceedings ofthe 10th International ACM
Conference on Multimedia, Juan-Ies-Prins, France, 2002, pp. 1-10.

D. Gotz and K. Mayer-Patel, "IRW: an incremental representation for image-based
walkthroughs," Proceedings ofthe 1oth International ACM Conference on Multimedia,
Juan-Ies-Prins, France, 2002, pp. 67-76.

D. Ott and K. Mayer-Patel, "A mechanism for TCP-friendly transport-level protocol
coordination," Proceedings ofthe USENtXTechnicat Conference, Monterrey, CA,2002
(14 pages).

A. Wilson, K. Mayer-Patel and D. Manocha, "Spatially-encoded far-field representations for
interactive walkthroughs," Proceedings ofthe 9th International ACMConference on
Multimedia, Ottawa, Canada, 2001, pp. 348-357.

D. Ott and K. Mayer-Patel, "Transport-level protocol coordination in cluster-to-cluster
applications," Proceedings ofthe 8th International Workshop on Interactive Distributed
Multimedia Systems (Lecture Notes in Computer Science), vol. 2158, Springer, 2001, pp.
10-22.

D. Yu, D. Wu, K. Mayer-Patel and L.A. Rowe, "de: a live webcast control system,"
Proceedings ofthe SPIE Conference on Multimedia Computing and Networking, vol.
4312, San Jose, CA,2001,pp.lll-122.

K. Mayer-Patel, "Incorporating application-level knowledge into the MPEG-2 coding
model," Proceedings ofthe Workshop on Network and Operating System Supportfor
Digital Audio and Video (NOSSDAV), Chapel Hill, CA, 2000, (6 pages).

K. Mayer-Patel and L.A. Rowe, "Exploiting spatial parallelism for software-only video
effects processing," Proceedings ofthe SPIE Conference on Multimedia Computing and
Networking, vol. 3654, San Jose, CA, 1999, pp. 252-263.
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K. Mayer-Patel and L.A. Rowe, "A multicast control scheme for parallel software-only video
effects processing," Proceedings ofthe 7th International ACM Conference on
Multimedia, Orlando, FL, 1999, pp. 409-418.

K. Mayer-Patel and L.A. Rowe, "Exploiting temporal parallelism for software-only video
effects processing," Proceedings ofthe 6th International ACM Conference on
Multimedia, Bristol, England, 1998, pp. 161-169.

T.H. Wong, K. Mayer-Patel and L.A. Rowe, "A software-only video production switcher for
the Internet MBone," Proceedings ofthe SPIE conference on Multimedia Computing and
Networking, vol. 3310, San Jose, CA, 1998, pp. 28-41.

K. Mayer-Patel and L.A. Rowe, "Design and performance of the Berkeley Continuous Media
Toolkit," Proceedings ofthe SPIE conference on Multimedia Computing and
Networking, vol. 3020, San Jose, CA, 1997, pp. 194-206.

K. Mayer-Patel, D. Simpson, D. Wu, and L.A. Rowe, "Synchronized continuous media
playback through the World Wide Web," Proceedings ofthe 4th International ACM
Conference on Multimedia, Boston, MA, 1997, pp. 435-436.

L.A. Rowe, K. Patel, and B. Smith, "MPEG video in software: representation, transmission,
andplayback," Proceedinrssofthe SPIE conference on Hirsh-Speed Networking and
Multimedia Computing, vol. 2188, San Jose, CA, 1994, pp. 134-144.

K. Patel, B. Smith, and L.A. Rowe, "Performance of a software MPEG video decoder,"
Proceedings ofthe 1" International ACM Conference on Multimedia, Los Angeles, CA,
1993, pp. 75-82.

Software Artifacts
mpeulay
The first publicly available MPEG-l video decoder originally released in 1993. Over
1,000,000 copies of this program have been downloaded. It has been used as a code base for
innumerable research and open source systems. Mayer-Patel was the architect of the original
code that was later refactored and maintained by a number of other individuals.

The Berkeley Continuous Media Toolkit
The Berkeley CMT provided a framework within which to develop experimental multimedia
tools and applications. Although primarily used by researchers at DC Berkeley, it was
employed by a number of different research groups world-wide. Development of CMT ended
in approximately 1998.

MPEG2Event
This recently released C# library allows researchers to rapidly develop MPEG-2 analysis
tools that are interested in the details of bit-level coding elements. Although currently in use
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by only a small number of researchers, it is freely available at
http://www.cs.unc.edu/~kmp/mpeg2event. Further development of the library is on-going.

Teaching
COMP 416: Introduction to Web Programming
My goal with this coursc is to pique student interest for more detailed upper-division courses
in operating systems, networking, databases, security, etc. while satisfying their practical
interest in developing web programming skills.

COMP 426: Advanced Web Programming
A follow-on course to COMP 416, this course expands on client-server programming
concepts and concentrates more attention to the design and use of databases and XML
related technologies.

COMP 249: Multimedia Computing and Networking
This course is an advanced graduate-level course that covers the fundamental concepts in
multimedia computing and networking. Students are expected to complete an extensive final
project, some of which have led to publications in refereed conferences and workshops.

COMP 249-080: Topics in Multimedia Systems
This seminar course provides students with an opportunity to read and present the most
research literature in multimedia systems.

Rese~rch Are~ s

Coordinated Multistreaming
In this project, we are developing mechanisms to address the needs of distributed multimedia
applications that employ many (i.e., 10's or 100's) of different media flows with complex
inter-stream semantics and adaptation requirements. This project addresses fundamental
problems in protocol coordination and aggregate congestion control.

Multidimensional Adaptation
We are developing a framework for compactly expressing and evaluating adaptation policies
that must negotiate tradeoffs in real-time within very large multiresolutional datasets with
high dimensionality.

StrandCast
StrandCast is an application-layer multicast protocol intended for latency-insensitive
multimedia applications such as receiver-driven layered multicast and pyramid broadcasting.
The design and implementation of StrandCast exploits the lax latency requirements of these
applications to optimize for link stress, rapid joins and leaves, and robustness in the face of
node failure.
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Encoding and Transmission of 3D Scenes from Multiple Cameras
The projeet explores ways to efficiently transmit video data from a set of cameras viewing
the same scene. This problem is at the heart of most tele-immersion applications. Our
hypothesis is that it is possible to exploit depth information (even if imperfect) derived from
stereo correlation between cameras to more efficiently encode the original color information.

Recoverable Video Adaptation
Existing video adaptation teehniques generally lead to irreversibly loss of video quality. In
this project, we are exploring adaptation techniques that can be used to recover high (or at
least higher) quality video from a set of independently construeted lower quality
representations.

Funding
CAREER: Enabling Futuristic Distributed Applications with Integrative Multistream
Networking

PI's: K. Mayer-Patel
Agency: National Science FOlmdation (ANl-0238260)
Amount: $404,387

Duration: 8/15/2003 - 8/14/2008

ITR: Protocol Coordination for Multi-Stream Applications
PI's: K. Mayer-Patel

Agency: National Scienee Foundation (ANI-0219780)
Ainount: $368, 047

Duration: 10/1/2002 - 9/30/2005

RI: Tera-Pixels - Using High-Resolution Pervasive Displays to Transform
Collaboration and Teaching

PI's: K. Jeffay, A. Lastra, F.D. Smith, K. Mayer-Patel and L. McMillan
Agency: National Science Foundation (EIA-0303590)
Amount: $590,986

Duration: 8/15/2003 - 8/14/2008

3D Telepresence for Medical Consultation: Extending Medical Expertise Throughout,
Between, and Beyond Hospitals

PI's: H. Fuchs, B. Cairns, K. Mayer-Patel, D. Sonnenwald, G. Welch
Agency: National Library of Medicine
Amount: $2,549,980

Duration: 09/30/2003-09/29/2006

Video-Based Representation and Rendering of Large Real and Synthetic Environments
PI's: D. Manocha and K. Mayer-Patel

Agency: Office of Naval Research
Amount: $112,384

Duration: 01/01/2001-12/31/2003
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Video Quality Metric Oracle
PI's: K. Mayer-Patel

Agency: North Carolina Networking Initiative Fellowship Program
Amount: $20,000

Duration: 08/151200 I - 5/1512002

SCOUT: An On-Line Network Path Measurement and Characterization Tool
PI's: K. Mayer-Patel

Agency: North Carolina Networking Initiative Fellowship Program
Amount: $20,000

Duration: 08/15/2000 - 5115/2001

Professional Activities
Editorships

• Associate Editor, ACM Transactions on Multimedia Communications, Computing,
and Applications (TOMCCAP)

• Associate Editor, IEEE Multimedia Magazine

Executive Committees
• Co-Chair, International Workshop on Network and Operating System Support for

Digital Audio and Video (NOSSDAV)

Organizing Committees
• Piogram Chaii;ACM Multimedia Systems 20m
• General Co-Chair, Multimedia Networking and Computing 2009
• Program Co-Chair, Multimedia Modeling (MMM) 2009
• General Co-Chair, NOSSDAV 2005

Program Co-Chair, ACM Multimedia, 2006
Open Source Software Competition Chair, ACM Multimedia (2004, 2005)

• Tutorial Program Chair, ACM Multimedia (2003)
• Doctoral Symposium Chair, ACM Multimedia (2000,2001)

Program Committees
• ACM Multimedia
• NOSSDAV
• Multimedia Computing and Networking (MMCN)
• Multimedia Interactive Protocols and Systems Workshop
• IFIP Networking Conference
• Multimedia Information Systems Conference
• International World Wide Web Conference
• SPIE Conference on Multimedia Computing and Networking
• IEEE International Conference on Distributed Computing Systems
• Interactive Distributed Multimedia Systems Workshop
• Global Internet Symposium
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Other Professional Service
• Guest Editor, Special Issue of Multimedia Systems Journal featuring expanded papers

from the SPIE Conference on Multimedia Computing and Networking, 2003.
• In 2004, participated in a by invitation-only meeting ofleaders within ACM

SIGMultimedia. A report of the meeting outlining important directions for
multimedia research will appear in Transactions on Multimedia Computing,
Communications, and Applications.

• Invited to an international meeting of leading multimedia researchers being organized
for Spring 2005 in Dagstuhl, Germany to discuss the future of multimedia research.

Past Ph.D. Students
• David Gotz, Supporting adaptive scalable access to multiresolutional

multidimensional data, May 2005.
• David Ott, Coordination mechanisms/or distributed multistream applications,

November 2005.
• Sang-Uok Kum, Encoding and transmission 0/3D depth streams, November 2008.

University Service
University Committees

• Tar Heel Bus Tour Advisory Committee (Fall 2001).

Department Service
. • Chair of Undergraduate Curriculum Committee (Fall 2009 - present).

•
•

Chair of Graduate "AJLdnlissions CotrLl.111ittee (Spring 2005 - Fall 2009).
Member of Graduate Admissions Committee (Spring 2001 ~ Spring 2005).

Other Service
• Project UPLIFT participant (recruitment of minority high school students)

Co-coach ofthe UNC ACM Programming Competition team (Fall 2000 - present).
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http://www.w3schools.comlSite/site_security.asp

HOME

Free flash Website
Free Website Builder

Free Web Design

search W3Sc:hools ;

References Examples Forum About

Make sure you are not offering access to your pr'ivate data at the same time.

You are offering your IP address to the entire world at this very moment.

YOUR IP ADDRESS IS PUBLIC
Accessing the Internet is a security t'isk.

When you are connected to the Internet, an IP address is used to identify your computer. If you
don't protect yourself, this IP address can be used to access your computer from the outside world,

A fixed IP address is a larger security risk.

If you're using a modem with a dial-Up connection, you wJIl get a new IP address every time you
connect to Internet.

WEB HOSTING

Best Web Hosting

PHP MySQL ~tostlng

Top 10 Web Hosting

UK Reseller' Hosting

Web Hosting

FREE Web Hosting

Top Web HostIng

Windows Hosting

WEB BUILDING

Download XML Editor

fREE Flash Website

FREE Web Templates

Website Monetization

Next Chapter"« Previous

Web Building SecurityWeb Building
Web HOME
Web Building
Web Design
Web Users
Web Standards
Web Validation
Web W3C
Web Security
Web Glossary
W!'!b Search

Witll an ADSL or cable connection users sometimes keep the same IP address for several months,
this represents an increased security risk.

If you h;;lve a fixed IP address, you give Internet hackers all the time they need to search for
entrances on your computer, and to stare and share (with other hackers) Information they find on
your computer.

Your Network Shares
Personal computers are often connected to a shared network. Personal computers In large
companies ilre connected to large corporate networks. Personal computers in small companies are
c!;Jnnected t!;J " sma!! !!;Jca! net'N~rk, and computers !n private homes often share a network be"t'Neen
family members.

FLIGHT TICKETS

Find the cheapest flight
to any destination now!

EDUCATION

US Web Deslg n Schools

HTML Celtlflcatlon
JavaScript Certification

XNL Certification
PHP Certification
ASP Certification

Most often networks are used to share resources like printers, files and disk storage.

When you are connected to the Internet.. your shared resources can be accessed by the
rest of the world.

STATISTICS

Browser Statistics
Browser OS

Browser Display

A Common Windows Security Problem
Unfortun<:ltely, many Microsoft Windows users are unaware of a common security leak In their
network settings.

This is a common setup for network computers in Microsoft Windows:

Client for Microsoft Networks
File and Printer Sharing for Microsoft Networks
NetBEUI Protocol
Internet Protocol Tep/I?

If your setup allows NetBIOS over TCP/IP, you have a security problem:

• Your flies can be shared all over the Internet
• Your logon-name, computer-name, and workgroup··name are visible to others

If your setup allows File and Printer Sharing over TCP/IP, you also have a problem:

• Your files can be shared all over the Internet

Computers that are not connected to any network can also have unsel::ure network settings,
because the settings were changed when Internet was installed.

Solving the Problem
For Windows 2000 users:

You can solve your security problem by disabling NetBIOS over TCP/IP:

Open Windows Explorer
Right-click on My Network Places
Select: Properties
Right-click on Loc-al Area Network
Select: Properties
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Select: Internet Protocol Tep/Ip
Click on Properties
CI ick on Advanced
Select the WINS tab
Select Disable NetBIOS over TCP/IP
Click OK

If you get the message: ''This connection has an empty.".,,", Ignore the message and click on YES
to continue, and click OK to close the other setup windows.

You should restart yClur computer after the changes.

For Windows 95, 98, or ME users:

You can solve your security problem by disabling NetBIOS over TCP/IP:

Open Windows Explorer
Right-click on My Network Places
Select: Properties
Select: Internet Protocol TeP/IP
Click on Properties
Select the NetBIOS tab
Uncheck: Enable NetBIOS over TeP/IP
Click OK

You must also disable the TCP/IP Bindings to Client for Microsoft Networks and File and Printer
Sharing;

Open Windows Explorer
Right·click on My Network Places
Select: Properties
Select: !ntE!rnet Protocol TCP/IP
Click on Properties
Select the Bindings tab
Uncheck: Client for Microsoft Networks
Uncheck: File and Printer Sharing
Click OK

If you get a message with something like: "You must select a driver ", Ignore the message
and click on YES to continue, and click OK tD close the other setup windows.

If you st1l1 want to share your Files .and Printer over the network, you must use the NetBEUI
protocol Instead of the TCPjIPprotocol. Make sure you have enabled It for your local network:

Open Windows Explorer
Right-click on My Network Places
Select:- Pro-perties
Select: NetBEUI
Click on Properties
Seiect the oindings tab
Check: Client for Microsoft Networks
Check: File and Printer Sharing
Click OK

You should restart your computer after the changes.

Protect Your Server
IISPROTECT provides a complete range of password protection, authentication and user
management solutions:

iisPROTECTasp: Protect areas of your web site and require username and password. Grant/deny any
users/groups on a per resource basis. Extensive Web Interface for user/group admin, use any DB
backend, store custom data, set user start/end dates, email users, audit login5.

iisPROTECT; Protect all web site files indudlng Images, databases,hbnl,ASP etc. Protect entire
directories, users / groups independent from Windows accounts, complete web administration, does
not require cookies or any programming. Complete turn key solution.

iisPROTECTquota: All of the feCltures of iisPROTECT plus: prevent concurrent logins and password
crackIng attempts, set quotas on hits, logIns, kb per user.

Read more abollt ijsPRQTKI

« Previous

Product Spotlight

Next Chapter»

Web 2.0 Code Generation is Herel
Generate data entry and reporting .NET Web apps in minutes. QUickly create Visually stunning,
feature-rich apps that are easy to customize and ready to deploy. Downlqqd Now l

1,050,724 Sites built with Wix. Make your own!
gl1;!L~r:g to design a Stunning Flash Website for Free

Wix is a revolutionary web design tool that provides anyone with the possibility to create
professional and beautiful websites for free.

Web Security ReexamFH_000112

SONY EXHIBIT 1003- Page 112



http://www.w3schools.com/Site/site_security .asp

With e-commen;:e features, search engine visibility and many more professional tools, Wix is the
ultimate solutIon for' creating a spectacular site while saving tons of money.

Hi.iME I TO? ! PRIN r I fORUtlo1 ABOUT

W3SCI'lools is for tr<;1ining only We do not W<1rrJ.1n1: t,lle correctness of its contfmt The risk from uSing it H'=.'S entirely with the uset',
while USin9 this site, yOLi 1'lgre-e to have r(~ad and accepted our terms of use and privacy policy

Copyright 1999-2009 by Refsne-s Di3w. All Rights I~eserved
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Control No. 90/010,422
Re-examination ofUS. Patent No. 6,009,469

(x). RELATED PROCEEDINGS APPENDIX

No related proceedings.

31
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Electronic Patent Application Fee Transmittal

Application Number: 90010422

Filing Date: 26-Feb-2009

Title of Invention: Graphic User Interface For Internet Telephony Application

First Named Inventor/Applicant Name: 6,009,469

Filer: Michael R. Casey

Attorney Docket Number: 2655-0185

Filed as Large Entity

ex parte reexam Filing Fees

Description Fee Code Quantity Amount
Sub-Total in

USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Filing a brief in support of an appeal 1402 1 540 540

Post-Allowance-and-Post-Issuance:

Extension-of-Time: ReexamFH_000115
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Description Fee Code Quantity Amount
Sub-Total in

USD($)

Miscellaneous:

Total in USD ($) 540
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Electronic Acknowledgement Receipt

EFSID: 8809507

Application Number: 90010422

International Application Number:

Confirmation Number: 6565

Title of Invention: Graphic User Interface For Internet Telephony Application

First Named Inventor/Applicant Name: 6,009,469

Customer Number: 42624

Filer: Michael R. Casey

Filer Authorized By:

Attorney Docket Number: 2655-0185

Receipt Date: 10-NOV-201 0

Filing Date: 26-FEB-2009

TimeStamp: 15:07:14

Application Type: Reexam (Third Party)

Payment information:

Submitted with Payment yes

Payment Type Deposit Account

Payment was successfully received in RAM $540

RAM confirmation Number 1409

Deposit Account 501860

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)ReexamFH_000117
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document
Document Description File Name

File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (ifappl.)

57211

1 Reexam Certificate of Service
20101110_appeal_brieCCOS.

no 1
pdf

7as e80b83 3ca96bcd74Sd4b67cd 54e6454
dle25

Warnings:

Information:

2180801

2 Appeal Brief Filed 20101110_appeal_brief.pdf no 71
1del cd6a6cfecec42e073ce8f75bf9779d73

6f09

Warnings:

Information:

29450

3 Fee Worksheet (PTO-875) fee-info.pdf no 2
a7aabb2cf9843744f39aa3766cSc93dbOO7

482d

Warnings:

Information:

Total Files Size (in bytes) 2267462

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.c. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.c. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.c. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.c. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/l 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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CERTIFICATE OF SERVICE

The undersigned hereby certifies that, on November 10,2010, the APPEAL BRIEF filed

in Re-examination Control No. 90/010,422 was served by u.s. First Class Mail, postage pre

paid, on Requestor as follows:

Blakely, Sokoloff, Taylor & Zafman LLP
1279 Oakmead Parkway
Sunnyvale, CA 94085-4040

/ Michael R. Casey /

Michael R. Casey, Ph.D.
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PTO/SB/31 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number

NOTICE OF APPEAL FROM THE EXAMINER TO
THE BOARD OF PATENT APPEALS AND INTERFERENCES

Docket Number (Optional)

2655-0185

I hereby certify that this correspondence is being facsimile transmitted
to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to
"Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313
1450" [37 CFR 1.8(a)]
on

In re Application of

U.S. Patent No. 6,009,469

Application Number IFiled
901010,422 02-26-2009

For
Signature _

Art Unit Examiner

Typed or printed
name

3992 KOSOWSKI, ALEXANDER

Applicant hereby appeals to the Board of Patent Appeals and Interferences from the last decision of the examiner.

The fee for this Notice of Appeal is (37 CFR 41.20(b)(1))

o Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee shown above is reduced
by half, and the resulting fee is:

o A check in the amount of the fee is enclosed.

o Payment by credit card. Form PTO-2038 is attached.

o The Director has already been authorized to charge fees in this application to a Deposit Account.

$------

o The Director is hereby authorized to charge any fees which may be required, or credit any overpayment
to Deposit Account No. ..::5::.:0::...1:..:8:::.;6:::.;0"-- _

o A petition for an extension of time under 37 CFR 1.136(a) (PTO/SB/22) is enclosed.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

I am the

Typed or printed name

Signature

Telephone number

703-894-6406

Michael R. Casey

1Michael R. Casey 1
applicant/inventor.

assignee of record of the entire interest.
See 37 CFR 3.71. Statement under 37 CFR 3.73(b) is enclosed.
(Form PTO/SB/96)

o attorney or agent of record. 40 294
Registration number ' _

D

o

o attorney or agent acting under 37 CFR 1.34.
Registration number if acting under 37 CFR 1.34. 09/09/2010

Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below*.

10 *Totalof forms are submitted.

This collection of information is required by 37 CFR 41.31. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/fyou need assistance in completing the form, caI/1-BOO-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c».

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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CERTIFICATE OF SERVICE

The undersigned hereby certifies that, on September 10,2010, the Notice ofAppeal filed

in Re-examination Control No. 90/010,422 was served by u.S. First Class Mail, postage pre

paid, on Requestor as follows:

Blakely, Sokoloff, Taylor & Zafman LLP
1279 Oakmead Parkway
Sunnyvale, CA 94085-4040

/ Michael R. Casey /

Michael R. Casey, Ph.D.
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Electronic Patent Application Fee Transmittal

Application Number: 90010422

Filing Date: 26-Feb-2009

Title of Invention: Graphic User Interface For Internet Telephony Application

First Named Inventor/Applicant Name: 6,009,469

Filer: Michael R. Casey

Attorney Docket Number: 2655-0185

Filed as Large Entity

ex parte reexam Filing Fees

Description Fee Code Quantity Amount
Sub-Total in

USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Notice of appeal 1401 1 540 540

Post-Allowance-and-Post-Issuance:

Extension-of-Time: ReexamFH_000123
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Description Fee Code Quantity Amount
Sub-Total in

USD($)

Miscellaneous:

Total in USD ($) 540
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Electronic Acknowledgement Receipt

EFSID: 8390486

Application Number: 90010422

International Application Number:

Confirmation Number: 6565

Title of Invention: Graphic User Interface For Internet Telephony Application

First Named Inventor/Applicant Name: 6,009,469

Customer Number: 42624

Filer: Michael R. Casey

Filer Authorized By:

Attorney Docket Number: 2655-0185

Receipt Date: 10-SEP-201 0

Filing Date: 26-FEB-2009

TimeStamp: 11:01:03

Application Type: Reexam (Third Party)

Payment information:

Submitted with Payment yes

Payment Type Deposit Account

Payment was successfully received in RAM $540

RAM confirmation Number 9694

Deposit Account 501860

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)ReexamFH_000125
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document
Document Description File Name

File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (ifappl.)

243752

1 Notice of Appeal Filed NOA_90010422.pdf no 2
11 da765238c9aa4c3959c99aSe41177dca2

49191

Warnings:

Information:

56691

2 Reexam Certificate of Service 20100909_COS.pdf no 1
98d048cl b967512adOebb3c393d8a2d68e

99bed9

Warnings:

Information:

29442

3 Fee Worksheet (PTO-875) fee-info.pdf no 2
ce067fO02c78af4fa1b84a75 939b6d1f1 fae1

ell

Warnings:

Information:

Total Files Size (in bytes) 329885

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.c. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.c. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.c. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.c. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/l 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313·1450
www.uspto.gov

APPLICATION NO.

901010,422

FILING DATE

02n6nOO9

FIRST NAMED INVENTOR

6,009,469

ATIORNEY DOCKET NO.

2655-0185

CONFIRMATION NO.

6565

42624 7590 07r20f2010 EXAMINER

DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 Wll.,SON BLVD., 7TH FLOOR
ARLINGTON, VA 22203 ART UNIT

DATE MAILED: 07nO/201O

PAPER NUMBER

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03) ReexamFH_000127
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UNI1ED STA1ES PA1ENT AND 1RADEMARK. OFFICE

Commissioner for Patents
United States Patents and Trademark Office

P.O. Box 1450
Alexandria, VA 22313-1450

www.uspto.gov

CENTRAL REEXAMINATION UNIT

THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS

EWINH. TAYLOR

BLAKELY,SOKOLOFF,TAYLOR & ZAFMAN, LLP

1279 OAKMEAD PARKWAY

SuNNYvALE, CA 94085-4040

Date: MA\LED

JUL 21S 2010

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. : 90010422

PATENT NO. : 6009469

ART UNIT: 3992

Enclosed is a copy of the latest communication from the United States Patent and Trademark
Office in the above identified ex parte reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a
reply has passed, no submission on behalf of the ex parte reexamination requester will be
acknowledged or considered (37 CFR 1.550(g)).
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Ex Parte Reexamination
Advisory Action

Before the Filing of an Appeal Brief

Control No.

90/010,422

Examiner

ALEXANDER J. KOSOWSKI

Patent Under Reexamination

6,009,469

Art Unit

3992

--The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-

THE PROPOSED RESPONSE FILED 12 Julv 2010 FAILS TO OVERCOME ALL OF THE REJECTIONS IN THE
FINAL REJECTION MAILED 10 Mav 2010.

1. ~ Unless a timely appeal is filed, or other appropriate action by the patent owner is taken to overcome all of the
outstanding rejection(s), this prosecution of the present ex parte reexamination proceeding WILL BE
TERMINATED and a Notice of Intent to Issue Ex Parte Reexamination Certificate will be mailed in due course. Any
finally rejected claims, or claims objected to, will ~br. CANCELLED.
THE PERIOD FOR RESPONSE IS EXTENDED TO RUN 4- MONTHS FROM THE MAILING DATE OF THE FINAL REJECTION.
Extensions of time are governed by 37 CFR 1.550(c).

NOTICE OF APPEAL

2. 0 An Appeal Brief is due two months from the date of the Notice of Appeal filed on~a void dismissal of the
appeal. See 37 CFR 41.37(a). Extensions of time are governed by 37 CFR 1.550(c). See 37 CFR 41.37(e).. ,

AMENDMENTS

3. 0 The proposed amendment(s) filed after a final action, but prior to the date of filing a brief, will not be entered because:
(a) 0 They raise new issues that would require further consideration and/or search (see NOTE below);
(b) 0 They raise the issue of new matter (see NOTE below);
(c) 0 They are not deemed to place the proceeding in better form for appeal by materially reducing or simplifying the

issues for appeal; and/or
(d) 0 They present additional claims without canceling a corresponding number of finally rejected claims.

NOTE: __ (See 37 CFR 1.116 and 41.33(a».

4. 0 Patent owner's proposed response filed -!:l§s overcome the following rejection(s): __

5. 0 The proposed new or amended claim(s) ~uld be allowable if submitted in a separate, timely filed amendment
canceling the non-allowable c1aim(s).

6. 0 For purposes of appeal, the proposed amendment(s) a)O will not be entered, or b)O will be entered and an
explanation of how the new or amended claim(s) would be rejected is provided below or appended.
The status of the claim(s) is (or will be) as follows:
Claim(s) patentable and/or'confirmed: __
Claim(s) objected to: _._
Claim(s) rejected: __
Claim(s) not subject to reexamination: __

AFFIDAVIT OR OTHER EVIDENCE

7. 0 The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will not be
entered because patent owner failed to provide a showing of good and sufficient reasons why the affidavit or other
evidence is necessary and was not earlier presented. See 37 CFR 1.116(e).

8. 0 The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will
not be entered because the affidavit or other evidence fails to overcome all rejections under appeal and/or appellant
failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was
not earlier presented. See 37 CFR 41.33(d)(1).

9. I23:J The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

10. I23:J The request for reconsideration has been considered but does NOT place the application in condition for allowance
because: See Continuation Sheet.

11. 0 Note the attached Information Disclosure Statement(s), PTO/SB/08, Paper No(s) _._

12.0 Other:_._

/Alexander J Kosowski/

Primary Examiner, Art Unit 3992
cc: Requester (if third party requester)

U.S. Patent and Trademark Office
PTOL-467 (Rev. 08-06) Ex Parte Reexamination Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20100719

ReexamFH_000129

SONY EXHIBIT 1003- Page 129



Continuation Sheet (PTOL-467)

Continuation of 10.

Control No. 90/010,422

The request for reconsideration has been considered but does NOT place the application in condition for allowance
because:

Examiner begins by noting the amendment and declaration filed 7/12/10 have been entered and considered.

1) Examiner notes that claim 16 was improperly rejected in the final office action. The rejection relied upon
VocalChat as a secondary reference, however this reference has been removed from consideration. Therefore,
examiner notes claim 16 is hereby confirmed.

2) Examiner notes that the amendment and declaration filed 7/12/10 are found persuasive with regard to the
rejection of claims 8-9 and 14-18 under NetBIOS and Pinard. The NetBIOS name registration system does not mean
that a "first callee process is accessible" as name registration is often permanent and the correspondence between
name and IP address would not always be indicative of accessibility. Therefore, the rejection of claims 8-9 and 14-18
under the combination of NetBlOS and Pinard is hereby withdrawn.

3) The rejection of claims 8-9, 14-15 and 17-18 under the combination of the Etherphone Papers and Pinard is
maintained. The rejection of claim 16 has been withdrawn due to utilization of the withdrawn VocalChat reference as
noted above.

.With regard to the rejection of claim 8 utilizing Etherphone and Pinard:

Patent Owner (PO) argues that Pinard does not "state that any of the icons are representative of a "callee
process", and that the icon represents "a callee from a directory which does not inherently have a corresponding
process". PO argues that Pinard is directed to using a conventional telephone number and not a process.

In Response, examiner notes that the callee process itself has been taught by Etherphone, and the graphical icon
representing this is taught by Pinard. Pinard shows that a callee (for instance, an employee in a directory) can be
graphically represented and manipulated visually though a graphical user interface on a computer associated with a
telephony server. A user manipulating this callee icon to place a call can therefore, when considered in combination with
Etherphone, be considered to be manipulating the callee process as this manipulation leads to placing the call. In
addition, examiner notes that the term "callee process" does not appear to be defined anywhere in PO's specification.
Therefore, no strict definition can be given to this term, and a graphical icon representing a callee which enables
placement of a call utilizing a callee process taught by Etherphone can be considered a "user interface element
representing a first callee process".

PO also argues that there is no motivation to combine the references, since Pinard does not have a general discussion
of personal computers and since Pinard utilizes a conventional telephone.

In response, examiner notes that Pinard teaches the use of a telephony server in combination with a personal computer.
The computer is utilized for its graphical user interface to control the calling process of the telephony server. Etherphone
utilizes a personal computer and graphical user interface to place telephone calls over a network. Therefore, both pieces
of prior art relate to communications between users in a computerized environment, and are therefore combinable.

Conclusion: Claims 8-9,14-15 and 17-18 remain rejected under Etherphone and Pinard. Claim 16 is confirmed.

2
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Reexamination Application/Control No. Applicant(s)/Patent Under
Reexamination

II II 11111111111

90010422 6,009,469
Certificate Date Certificate Number

Requester Correspondence Address:

BLAKELY SOKOLOFF TAYLOR &ZAFMAN LLP
1279 OAKMEAD PARKWAY
SUNNYVALE, CA 94085-4040

o Patent Owner k8J Third Party

L1TIGATION REVIEW k8J AJK 07/19/2010
(examiner initials) (date)

Case Name Director Initials

OPEN: 2:06cv2469 Net2phone v. Ebay

COPENDING OFFICE PROCEEDINGS

TYPE OF PROCEEDING NUMBER

1. no copending proceedings

U.s. Patent and Trademark Office DOC. CODE RXFILJKT
ReexamFH_000131
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Tn rc PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 901010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: July 12,2010

Confirmation No.: 6565

RESPONSE TO FINAL REJECTION IN A RE-EXAMINAnON

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

In response to the Office Action dated May 10,2010, the Assignee hereby requests the

automatic one-month extension oftimc proscribed in MPEP 2265 for "a first timely response to

an Office Action" after a final rejection in a re-examination and submits:

RemarkslArguments beginning on page 2 of this paper.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: July 12,2010

Confirmation No.: 6565

RESPONSE TO FINAL REJECTION IN A RE-EXAMINATION

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

In response to the Office Action dated May 10, 2010, the Assignee hereby requests the

automatic one-month extension of time proscribed in MPEP 2265 for "a first timely response to

an Office Action" after a final rejection in a re-examination and submits:

Remarks/Arguments beginning on page 2 of this paper.
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Re-Examination of Patent No. 6,009,469
Control No.: 901010,422
Filed: February 24, 2009
Reply to Office Action of May 10, 2010

REMARKSIARGUMENTS

Favorable reconsideration, in light of the following discussion, is respectfully requested.

In the outstanding Office Action, a number of previous grounds for rejection were withdrawn,

the patentability of claims 1-3,5 and 6 was confirmed, and claims 8, 9 and 14-18 were again

rejected under 35 U.S.C 103 (a) as follows:

1. Claims 8, 9, and 14-18 were alleged to be obvious over the combination of

NetBIOS and Pinard (U.S. Patent No. 5,533,110), either alone or in combination

with the VocalChat User's Guide; and

2. Claims 8,9, and 14-18 were alleged to be obvious over the combination of the

Etherphone papers in view of Pinard, either alone or in combination with the

VocalChat User's Guide.

Each of those rejections is respectfully traversed for the reasons set forth below. Reference is

made throughout this response to the Second Declaration Of Ketan Mayer-Patel Under 37 C.F.R.

1.132 (hereinafter the "Second Mayer-Patel Declaration") attached hereto as Exhibit 1. The

Second Mayer-Patel Declaration is submitted herewith in response to the new argument in the

final Office Action that "under a broadest reasonable interpretation, this [accessible] limitation

could simply mean that a user is registered with the system." As this argument was not

presented in the first Office Action, the Assignee was not able to know that such a position

needed to be addressed. Accordingly, as the corresponding evidence could not have been

presented earlier, it is respectfully requested that the Second Mayer-Patel Declaration be

admitted into the record.

The Rejection of Claim 16 Over the Combination of the VocalChat User's Guide and Either (1)

the Combination of NetBIOS and Pinard or (2) the Combination of the EtherPhone Papers and

Pinard

With respect to claim 16 and the combination of NetBIOS, Pinard and the VocalChat

User's Guide, the Office Action alleges, in section 5, that the "VocalChat User's Guide teaches
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the use of a MUTE option on a phone so that a user can talk without being heard by the other

user's system." Similarly, with respect to claim 16 and the combination of EtherPhone, Pinard

and the VocalChat User's Guide, the Office Action alleges, in section 8, that the "VocalChat

User's Guide teaches the use of a MUTE option on a phone so that a user can talk without being

heard by the other user's system." However, as noted in section 9a of the Office Action, the use

of this reference was withdrawn in light of the defect(s) in the Alon Cohen declaration.

Specifically, the Office Action states "Examiner therefore withdraws all rejections utilizing the

VocalChat references." Thus, the rejections of claim 16 are believed to be defective, and the

rejections of claim 16 should be withdrawn.

The Rejection of Claims 8,9, 14, 15, 17 and 18 Over the Combination ofNetBIOS and Pinard

Claim 8

In addition to the reasons set forth in the previous response (which are incorporated

herein by reference), the Assignee further submits the additional arguments set forth below for

the patentability of claim 8 and its dependent claims.

With respect to the limitation of "determin[ing] if the first callee process is accessible,"

the Assignee previously argued that the Office Action had not shown that such a limitation was

taught by NetBIOS. In section ge, the Office Action now alleges that "under a broadest

reasonable interpretation, this [accessible] limitation could simply mean that a user is registered

with the system." However, users are not registered with a NetBIOS system, names are.

Moreover, the registration of a name does not mean that a "first callee process is accessible."

As a preliminary matter, even the dictionary definitions of "accessible" and "registered"

show that they are not synonymous with each other. See Exhibit 1 to the Second Mayer-Patel

Declaration. According to the definitions, a system such as NetBIOS would indicate whether a

name is "registered" (e.g., recorded or listed), but it would not indicate that a callee process is

accessible (e.g., easy to reach or use or easily approached or entered). See Second Mayer-Patel

Declaration, paragraphs 6 and 7.

3
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NetBIOS explicitly provides for permanent registration of names. As described in

Section 15.1.3.2 ofRFC 1001, "Names held by an NBNS are given a lifetime during name

registration." The same section further states "The lifetime period is established through a simple

negotiation mechanism during name registration: In the name registration request, the end-node

proposes a lifetime value or requests an infinite lifetime. The NBNS places an actual lifetime

value into the name registration response. The NBNS is always allowed to respond with an

infinite actual period." (Emphasis added.) Thus, in any number of cases, the NBNS may

demand an infinite lifetime for names registered by nodes, with the effect that the NBNS would

deliberately preserve the name and address information registered by a node permanently on the

NBNS even though the node had stopped using the name or had gone off-line altogether years

earlier. Therefore, the correspondence between a name and an IP address is not indicative of a

first callee process being accessible. See Second Mayer-Patel Declaration, paragraph 8. This

deliberate name preservation feature ofNetBIOS teaches away from the limitation of a callee

processing being accessible.

Moreover, the node requesting information on whether a name is registered does not

receive an indication from the NBNS that the registered name corresponds to a name that has

been given an infinite lifetime by the NBNS and could therefore be completely out-of-date.

Section 4.2.13 of RFC 1002 describes the Positive Name Query Response (reproduced below)

that is returned when a name has been registered, and there is no indication that the returned

address is for a name associated with an identified lifetime, let alone an infinite lifetime:

4
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4 2. l,3 POSITIVE NE.."tE QUEEY RESPONSE
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See Second Mayer-Patel Declaration, paragraph 9.

Also, there is no indication in the Positive Name Query Response disclosed by NetBIOS

that the returned address necessarily corresponds with a computer or process that was ever

accessible as asserted by the pending office action. For example, a first user could manually

enter a dummy address in the NB_Address field associated with a claimed name that he wanted

to register and still be compliantwith the NetBIOS protocol standard since queries by other users

for that name are "not necessarily a prelude to NetBIOS session establishment or NetBIOS

datagram transmission." Section 15.3.1. See Second Mayer-Patel Declaration, paragraph 10.

RFC 1002 further shows that a name registration is not an indication of whether "a first

callee process is accessible" given that a NetBIOS server may refuse to release registered names

for policy reasons. As described in Section 4.2.9, a node may request that a name be released

using a Name Release Request (reproduced below).
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4 . 2 . 9 . NF'J"1E RELEASE REQUEST &: DEM.~D
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See Second Mayer-Patel Declaration, paragraph 11.

In response, as shown in Section 4.2.11, a server can generate a Negative Name Release

Response, as shown below.
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4 . 2 . 11. NEGATIVE NN"1E RELEF.s:E RESPONSE
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The RCODE field indicates the response from the server. One such response is RFS_ERR which

is described as follows:

RFS ERR OxS Refused error. For pol reasons server
'"Till not release this name from this host.

See Second Mayer-Patel Declaration, paragraph 12.

Thus, the registration of a name does not indicate that a corresponding process is

accessible. Accordingly, the limitation of "determin[ing] if the first callee process is accessible"

is not taught by NetBIOS. Since this limitation is not alleged to be taught by Pinard, the

combination of references fails to teach this limitation that is not taught by the references

individually. See Second Mayer-Patel Declaration, paragraph 13.
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Claim 8 also recites "generating a user interface element representing a first callee

process" and querying "the server process to determine if the first callee process is accessible."

The Office Action admits that NetBIOS "does not explicitly teach ... generating a user interface

representing a first callee process." In order to address this admitted deficiency, the Office

Action alleges that "Pinard teaches a user interface element representing a first communication

line and callee process (Pinard, Figure 6 and col. 5 lines 23-30), and also teaches clicking and

dragging an icon representing a callee from a directory into a call setup icon to establish a call

link." However, both the portion of Pinard in col. 5 cited by the Office Action and the Office

Action itself show that the Office Action's assertion is incorrect.

Col. 5, lines 23-30 of Pinard states:

Now what the local user Debbie sees on the screen is a call in progress

between her and Mary, by noting the Debbie and Mary icons 13 and 29 in the call

icon 29. She also sees a ghost 13A of her icon (indicating inactive) in the same

call icon as John 23, which indicates that John's line is on hold. If desired, the

John icon can be made to flash or change colors at some frequency (which could

increase, if desired, with increase in time).

Nowhere in that section does it state that any of the icons are representative of a "callee process."

Instead, as described in the Office Action, the icon represents "a callee from a directory" which

does not inherently have a corresponding process. In fact, col. 4, lines 27-31, of Pinard states

"The directory can be formed of alphanumeric characters, designating the names of persons

listed in the directory (as shown), or the names and telephone numbers, or images of the faces of

the persons listed in the directory, or combinations of the above." Thus, Pinard is directed to

using a conventional telephone number and not a process.

As further described in col. 4, lines 43-48:

The application software program then creates an icon 21 representing the

party to be called (i.e. John) and places it with his name in the call setup icon. It

looks up the directory number of John from directory (if it had not been typed in

8
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by the local subscriber), and causes the server to dial John's telephone number. As

soon as John answers the call, the application software program changes the call

setup icon to a call icon designated as 23, and establishes a new call setup icon 24

spaced from the icon 23.

The fact that the server that dials John's telephone number is a "server [that] contains

telephone interface circuits 8, conference digital signal processing circuits 9, dialing circuits,

trunk circuits, etc." (Pinard, col. 3, last paragraph) is also indicative that Pinard is not describing

"generating a user interface element representing a first callee process." Thus, neither Pinard nor

NetBIOS nor their combination teach "generating a user interface element representing a first

callee process." Accordingly, the patentability of claim 8 and its dependent claims should be

confirmed.

No Motivation to Combine the References as in Claims 8, 9,14,15,17 and 18

The Office Action alleges that:

it would have been obvious to one skilled in the art at the time the invention was

made to utiliz[e] the user-interface elements and interactions taught by Pinard in

the inventions taught by NetBIOS since Pinard teaches that the invention can be

used in any system in which a personal computer in conjunction with a server

operates ... , since NetBIOS teaches that it can be implemented using different

operating systems ... , and since examiner notes that both NetBIOS and Pinard

relate to communications between at least two users implemented in a

computerized environment.

The Office Action, however, provides no evidence to support this allegation. For example, the

Office Action does not point to a problem identified in the art which was known to exist in one

reference and for which the second references was the solution. Moreover, just because two

9
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references could be combined does not mean that one of ordinary skill in the art would have been

motivated to do so absent the teachings in the patentee's specification.

In addition, the fact that NetBIOS allegedly "teaches that it can be implemented using

different operating systems" does not mean that NetBIOS should be combined with other,

different systems. At best, it is an indication that the same unmodified services could be

available under different operating systems.

Moreover, the use of a personal computer with "a server" is not a general discussion in

col. 2 of Pinard, and the cited portion of col. 2 is taken out of context. That section states "Once

the present invention is understood, it will be also understood that it is not restricted for use with

those systems, but can be used with any system in which a telephony application on a personal

computer or personal computer in conjunction with a server operates." Thus, it is the telephony

application that can be used with a server, as is shown in, for example, figure 1 of Pinard. The

cited section therefore is not an invitation to combine other services on other servers with Pinard

but rather an indication that the telephony services can be implemented on a server instead of on

the personal computer directly. Moreover, the server of Pinard is not a generic server but rather

a "server [that] contains telephone interface circuits 8, conference digital signal processing

circuits 9, dialing circuits, trunk circuits, etc." (Pinard, col. 3, last paragraph) which the Office

Action has not shown to be relevant to a NetBIOS environment.

The last alleged motivation is that "both NetBIOS and Pinard relate to communications

between at least two users implemented in a computerized environment"; however, this is

incorrect (the callee in Pinard used a conventional telephone and need not have been

implemented in a computerized environment), and it provides no evidence that the applied

references are sufficiently related that one of ordinary skill in the art would have been motivated

to combine them. The assertion is tantamount to a declaration that one of ordinary skill in the art

would have been motivated to combine all computerized communication systems without regard

for their use. Such a position has no support in the law. Accordingly, the patentability of claim

8 and its dependent claims should be confirmed.

10
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The Rejection of Claims 8, 9, 14, 15, 17 and 18 Over the Combination of the Etherphone Papers

in view of Pinard

Claim 8

Claim 8 recites "generating a user interface element representing a first callee process"

and querying "the server process to determine if the first callee process is accessible." The

Office Action admits that EtherPhone "does not explicitly teach ... generating a user interface

representing a first callee process." In order to address this admitted deficiency, the Office

Action alleges that "Pinard teaches a user interface element representing a first communication

line and callee process (Pinard, Figure 6 and col. 5 lines 23-30), and also teaches clicking and

dragging an icon representing a callee from a directory into a call setup icon to establish a call

link." However, both the portion of Pinard in col. 5 cited by the Office Action and the Office

Action itself show that the Office Action's assertion is incorrect.

Col. 5, lines 23-30 of Pinard states:

Now what the local user Debbie sees on the screen is a call in progress

between her and Mary, by noting the Debbie and Mary icons 13 and 29 in the call

icon 29. She also sees a ghost 13A of her icon (indicating inactive) in the same

call icon as John 23, which indicates that John's line is on hold. If desired, the

John icon can be made to flash or change colors at some frequency (which could

increase, if desired, with increase in time).

Nowhere in that section does it state that any of the icons are representative of a "callee process."

Instead, as described in the Office Action, the icon represents "a callee from a directory" which

does not inherently have a corresponding process. In fact, col. 4, lines 27-31, of Pinard states

"The directory can be formed of alphanumeric characters, designating the names ofpersons

listed in the directory (as shown), or the names and telephone numbers, or images of the faces of

11
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the persons listed in the directory, or combinations of the above." Thus, Pinard is directed to

using a conventional telephone number and not a process.

As further described in col. 4, lines 43-48:

The application software program then creates an icon 21 representing the

party to be called (i.e. John) and places it with his name in the call setup icon. It

looks up the directory number of John from directory (if it had not been typed in

by the local subscriber), and causes the server to dial John's telephone number. As

soon as John answers the call, the application software program changes the call

setup icon to a call icon designated as 23, and establishes a new call setup icon 24

spaced from the icon 23.

The fact that the server that dials John's telephone number is a "server [that] contains telephone

interface circuits 8, conference digital signal processing circuits 9, dialing circuits, trunk circuits,

etc." (Pinard, col. 3, last paragraph) is also indicative that Pinard is not describing "generating a

user interface element representing a first callee process." Thus, neither Pinard nor EtherPhone

nor their combination teach "generating a user interface element representing a first callee

process," Accordingly, the patentability of claim 8 and its dependent claims should be

confirmed.

No Motivation to Combine the References as in Claims 8, 9, 14, 15, 17 and 18

The Office Action alleges that:

it would have been obvious to one skilled in the art at the time the invention was

made to utiliz[e] the user-interface elements and interactions taught by Pinard in

the invention taught by EtherPhone since Pinard teaches that the invention can be

used in any system in which a personal computer in conjunction with a server

operates ... , and since examiner notes that both EtherPhone and Pinard relate to

communications between at least two users implemented in a computerized

environment.

12
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The Office Action, however, provides no evidence to support this allegation. For example, the

Office Action does not point to a problem identified in the art which was known to exist in one

reference and for which the second references was the solution. Moreover, just because two

references could be combined does not mean that one of ordinary skill in the art would have been

motivated to do so absent the teachings in the patentee's specification.

Moreover, the use of a personal computer with "a server" is not a general discussion in

col. 2 of Pinard, and the cited portion of col. 2 is taken out of context. That section states "Once

the present invention is understood, it will be also understood that it is not restricted for use with

those systems, but can be used with any system in which a telephony application on a personal

computer or personal computer in conjunction with a server operates." Thus, it is the telephony

application that can be used with a server, as is shown in, for example, figure 1 of Pinard. The

cited section therefore is not an invitation to combine other services on other servers with Pinard

but rather an indication that the telephony services can be implemented on a server instead of on

the personal computer directly.

The last alleged motivation is that "both EtherPhone and Pinard relate to communications

between at least two users implemented in a computerized environment"; however, this is

incorrect (the callee in Pinard used a conventional telephone and need not have been

implemented in a computerized environment), and it provides no evidence that the applied

references are sufficiently related that one of ordinary skill in the art would have been motivated

to combine them. The assertion is tantamount to a declaration that one of ordinary skill in the art

would have been motivated to combine all computerized communication systems without regard

for their use. Such a position has no support in the law. Accordingly, the patentability of claim

8 and its dependent claims should be confirmed.

13
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Consequently, in light of the above discussions, the outstanding grounds for rejection are

believed to have been overcome and the patentability of the claims subject to re-examination

should be indicated as confirmed. An early and favorable action to that effect is respectfully

requested.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Confirmation No.: 6565

SECOND DECLARATION OF KETAN MAYER-PATEL UNDER 37 C.F.R. 1.132

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

1. INTRODUCTION

1. I am the same Ketan Mayer-Patel that filed a Declaration in response to the first Office

Action in the re-examination of U.S. Patent No. 6,009,469 (hereinafter "the '469 patent").

2. I have reviewed the outstanding Office Action dated May 10, 2010.

3. I understand that claims 8, 9, and 14-18 were alleged to be obvious over the combination

ofNetBIOS and Pinard (U.S. Patent No. 5,533,110), either alone or in combination with the

VocalChat User's Guide, and claims 8, 9, and 14-18 were alleged to be obvious over the

combination of the Etherphone papers in view of Pinard, either alone or in combination with the

VocalChat User's Guide.

4. I understand that in response to evidence presented in my first Declaration the Office

Action now alleges "under a broadest reasonable interpretation, this [accessible] limitation could

simply mean that a user is registered with the system." As this argument was not presented in

the first Office Action, I was not able to know that such a position needed to be addressed.

5. I do not believe that one of ordinary skill in the art at the time the invention was made

would have believed that the definitions proposed by the Office Action are proper -- even under

a "broadest reasonable interpretation" standard.
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6. The dictionary definitions of "accessible" and "registered" show that they are not

synonymous with each other. See Exhibit 1 attached hereto. According to the definitions, a

system such as NetBIOS would indicate whether a name is "registered" (e.g., recorded or listed),

but it would not indicate that a callee process is accessible (e.g., easy to reach or use or easily

approached or entered).

7. Accordingly, I do not agree that "under a broadest reasonable interpretation, this

[accessible] limitation could simply mean that a user is registered with the system."

8. In fact, NetBIOS explicitly provides for permanent registration of names. As described

in Section 15.1.3.2 of RFC 100 l, "Names held by an NBNS are given a lifetime during name

registration." The same section further states "The lifetime period is established through a simple

negotiation mechanism during name registration: In the name registration request, the end-node

proposes a lifetime value or requests an infinite lifetime. The NBNS places an actual lifetime

value into the name registration response. The NBNS is always allowed to respond with an

infinite actual period." (Emphasis added.) Thus, in any number of cases, the NBNS may

demand an infinite lifetime for names registered by nodes, with the effect that the NBNS would

deliberately preserve the name and address information registered by a node permanently on the

NBNS even weeks, months or years after the node had stopped using the name or had gone off

line altogether. Therefore, the correspondence between a name and an IP address is not

indicative that a first callee process is accessible.

9. Moreover, the node requesting information on whether a name is registered does not

receive an indication from the NBNS that the registered name corresponds to a name that has

been given an infinite lifetime and could therefore be completely out-of-date. Section 4.2.13 of

RFC 1002 describes the Positive Name Query Response (reproduced below) that is returned

when a name has been registered, and there is no indication that the returned address is for a

name associated with an identified lifetime, let alone an infinite lifetime.

2
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1O. In addition, there is no indication in the Positive Name Query Response disclosed by

NetBIOS that the returned address necessarily corresponds with a computer or process that was

ever accessible as asserted by the pending office action. For example, a first user could manually

entcr a dummy address in the NB_Address field associated with a claimed name that he wanted

to register and still be compliant with the NetBIOS protocol standard since queries by other users

for that name are "not necessarily a prelude to NetBIOS session establishment or NetBIOS

datagram transmission." Section 15.3.1.

11. Furthermore, RFC 1002 further shows that a name registration is not an indication of

whether a first callee process is accessible since a NBNS can refuse to release registered names

for policy reasons. As described in Section 4.2.9, a node may request that a name be released

using a Name Release Request (reproduced bclow).
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4.2 .9. l:P,-,"'lE RELEl\.SE REQUEST & DEr41'JoiD

III 1 1 1 111 122 2 2 222 2 2 2 3 3
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 567 890 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Nl'.ME_TBlo'_ID 0 I Ox6 0 1 01 0 0 1B OxO I
+-+-+-+-+-+-+-+-+-+-+-+-+-t-+-+-+-+-t-+-+-t-+-+-+-+-+-+-+-+-+-+-t

OxOOO1 OxOOOO I
+-~-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+'-+-+-+-+-+-+-+

OxOOOO OxOOOl I
+-+-+-+-+-,+-+-+-~-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+'-+-+-+-+-+-+-+

I

QUEST I ON-:Nfi.ME /

I
I

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-t-+-+-+-+-+-+-+-+-+-+
NB OX0020) IN (OxOOOl) I

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

1

RR NA.ME /

I /
I

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-t-+-+-+-+-+-+-t-+-+-+-+-+-+-+-+
N8 OXOOZO} IN OXOO(1) I

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
OxOOOOOOOO I

+-+-+_._+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-,+-+-+-+-+
Ox0006 NB FLAGS

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
fiB ADDRESS

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

12. In response, as shown in Section 4.2.11, a server can generate a Negative Name Release

Response, as shown below.
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4.:2 .11. NEGATIVE N]\..."IE REL.EASE RESPONSE
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The RCODE field indicates thc response from the server. One such response is RFS_ERR which

is described as follows:

RFS ERR I)x5 Ref"U3ed error. For reasons server
,,,dllnot release this Dame from this host.

13. Thus, the registration of a name does not indicate that NetBIOS discloses that a "first

callee process is accessible."
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14. I hereby declare that all statements made herein of my own knowledge are true and that

all statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 ofTitle 18 of the United States

Code and that such willful false statements may jeopardize the validity of the application or any

patent issued thereon.

Dated: July 12, 20W

Ketan Mayer-Patel, Ph.D.
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aC'ces'si'ble [ak-ses-uh-buhl]

-adjective
1. easy to approach, reach, speak with, or use.
2. that can be used, entered, reached, etc.: an accessible road; accessible ruins.
3. obtainable; attainable: accessible evidence.
4. open to the influence of (usually fo1. by to ): accessible to bribery.
Dictionary.com Unabridged
Based on the Random House Dictionary, © Random House, Inc. 2010.

aC'ces'si'ble (ak-ses'g-bgl)
adj.

1. Easily approached or entered.
2. Easily obtained: accessible money.
3. Easy to talk to or get along with: an accessible manager.
4. Easily swayed or influenced: accessible to flattery.

ac·ccs'si·bil'i·ty, ac·ces'si·ble-ness n. ,ac'ces'si'bly adv.
The American Heritage® Dictionary of the English Language, Fourth Edition
Copyright © 2009 by Houghton Mifflin Company.
Published by Houghton Mifflin Company. All rights reserved.
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reg' is ·tered [rej-uh-sterd]
-adjective
1. recorded, as in a register or book; enrolled.
2. Commerce. officially listing the owner's name with the issuing corporation and suitably
inscribing the certificate, as with bonds to evidence title. Abbreviation: r
3. officially or legally certified by a government officer or board: a registered patent.
4. denoting cattle, horses, dogs, etc., having pedigrees verified and filed by authorized
associations of breeders.

dictionary.com

reg·is·tered (rej'I-st:::lrd)
adj.

1. Having the owner's name listed in a register: registered bonds.
2. Having the pedigree recorded and verified by an authorized association of breeders: a

registered golden retriever.
3. Officially qualified or certified: a registered pharmacist.

The American Heritage® Dictionary of the English Language, Fourth Edition
Copyright © 2009 by Houghton Mifflin Company.
Published by Houghton Mifflin Company. All rights reserved.

Main Entry: registered
Part of Speech: adjective
Definition: recorded
Synonyms: cataloged, certified, enrolled

Main Entry: registered
Part of Speech: adjective
Definition: pedigreed
Synonyms: blooded, full-blooded, pure-blooded, purebred, thoroughbred
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Office Action in Ex Parte Reexamination

Control No.
90/010,422

Examiner
ALEXANDER J. KOSOWSKI

Patent Under Reexamination
6,009,469

Art Unit
3992

•• The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -.

a~ Responsive to the communication(s) filed on 25 November 2009 . b~ This action is made FINAL.
cD A statement under 37 CFR 1.530 has not been received from the patent owner.

A shortened statutory period for response to this action is set to expire g month(s) from the mailing date of this letter.
Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parte reexamination
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c).
If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days
will be considered timely.

Part I THE FOLLOWING ATIACHMENT(S) ARE PART OF THIS ACTION:

1.

2.

o Notice of References Cited by Examiner, PTQ-892.

~ Information Disclosure Statement, PTO/SB/08.

3.

4.

o Interview Summary, PTO-474.

o
Part II SUMMARY OF ACTION

1a. ~ Claims 1-3.5.6,8.9 and 14-18 are subject to reexamination.

1b. ~ Claims 4 7 and 10-13 are not subject to reexamination.

2. 0 Claims~ve been canceled in the present reexamination proceeding.

3. ~ Claims 1-35 and 6 are patentable and/or confirmed.

4. ~ Claims 8-9.14-18 are rejected.

5. 0 Claims~e objected to.

6. 0 The drawings, filed on ----.J!I..e acceptable.

7. 0 The proposed drawing correction, filed on~s been (7a) 0 approved (7b)0 disapproved.

8. 0 Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)-(d) or (t).

a)D All b)D Some· c)D None of the certified copies have

10 been received.

20 not been received.

3D been filed in Application No. __._

40 been filed in reexamination Control No. __

50 been received by the International Bureau in PCT application No. __. _

• See the attached detailed Office action for a list of the certified copies not received.

9. 0 Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal
matters, prosecution as to the merits is closed in accordance with the practice under Ex parte Quayle, 1935 C.D.
11.453 O.G. 213.

10. 0 Other: __

cc: Requester (if third party requester)
U.S. Patent and Trademark Office
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Application/Control Number: 90/010,422

Art Unit: 3992

DETAILED ACTION

Page 2

1) This Office action addresses claims 1-3, 5-6, 8-9, 14-18 of United States Patent Number

6,009,469 (Mattaway et al), for which it has been determined in the Order Granting Ex Parte

Reexamination (hereafter the "Order") mailed 3/13/09 that a substantial new question of

patentability was raised in the Request for Ex Parte reexamination filed on 2/26/09 (hereafter the

"Request"). Claims 4, 7, 10-13 are not subject to reexamination. This is a final office action in

response to the amendment filed 11125/09. The rejection of claims 8, 9, 14-18 are maintained

below. Amended claims 1-3 and 5-6 are allowable and/or confirmed below.

IDS

2) With regard to the IDS's filed 12/14/09, 12/16/09, 1/26/10,2/24/10,3/5/10,5/6/10:

Where the IDS citations are submitted but not described, the examiner is only responsible for
cursorily reviewing the references. The initials of the examiner on the PTO-1449 indicate only
that degree of review unless the reference is either applied against the claims, or discussed by the
examiner as pertinent art of interest, in a subsequent office action. See Guidelines for
Reexamination of Cases in View of In re Portola Packaging, Inc., 110 F.3d 786, 42 USPQ2d
1295 (Fed. Cir. 1997),64 FR at 15347, 1223 Off. Gaz. Pat. Office at 125 (response to comment
6).

Consideration by the examiner of the information submitted in an IDS means that the
examiner will consider the documents in the same manner as other documents in Office search
files are considered by the examiner while conducting a search of the prior art in a proper field of
search. The initials ofthe examiner placed adj acent to the citations on the PTO-1449 or
PTO/SB/08A and 08B or its equivalent mean that the information has been considered by the
examiner to the extent noted above.

Regarding IDS submissions MPEP 2256 recites the following: "Where patents,
publications, and other such items of information are submitted by a party (patent owner or
requester) in compliance with the requirements of the rules, the requisite degree of consideration
to be given to such information will be normally limited by the degree to which the party filing
the information citation has explained the content and relevance of the information."

Accordingly, the IDS submissions have been considered by the Examiner only with the
scope required by MPEP 2256, unless otherwise noted.

In addition, that which are not either prior art patents or prior art printed publications
have been crossed out so as not to appear reprinted on the front page of the patent.
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Application/Control Number: 9010 I0,422

Art Unit: 3992

Claim Rejection Paragraphs

3) Claim Rejections - 35 USC § 103

The following is a quotation of35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

Page 3

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Issue 1

4) Claims 8-9, 14-15, and 17-18 are rejected under 35 U.S.c. 103(a) as being unpatentable

by NetBIOS, further in view of Pinard.

Referring to (Claim 8), NetBIOS teaches in a computer system having a display and

capable of executing a process, a method for establishing a point-to-point communication from a

caller process to a callee process over a computer network, the caller process capable of

generating a user interface and being operatively connected to the callee process and a server

process over the computer network ilietBIOS, pg. 356, 357, whereby the system is run on

personal computers over TCPIIP networks, personal computers inherently containing a display),

the method comprising the steps of: querying the server process to determine if the first callee

process is accessible ilietBIOS, pg. 377,388-389,446, whereby a query is sent to the NBNS to

determine if another node is logged in and discover the nodes IP address); and establishing a

point-to-point communication link from the caller process to the first callee process ilietBIOS,

pg. 397-400, whereby a point-point communication link is established between end nodes).
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However, NetBIOS does not explicitly teach generating a user-interface element

Page 4

representing a first communication line, generating a user interface element representing a first

callee process, and establishing the link in response to a user associating the element

representing the first callee process with the element representing the first communication line

Pinard teaches a human machine interface for telephone feature invocation which is

utilized on a personal computer and allows a user to make telephone calls by moving graphics

around a screen. Pinard teaches a user interface element representing a first communication line

and callee process (Pinard, Figure 6 and col. 5 lines 23-30), and also teaches clicking and

dragging an icon representing a callee from a directory into a call setup icon to establish a call

link (Pinard, Figure 3, col. 4 lines 38-51, Figure 6, col. 5 lines 36-37),

Therefore, it would have been obvious to one skilled in the art at the time the invention

was made to utilizing the user-interface elements and interactions taught by Pinard in the

invention taught by NetBIOS since Pinard teaches that the invention can be used with any

system in which a personal computer in conjunction with a server operates (Pinard, col. 2 lines

43-46), since NetBIOS teaches that it can be implemented using different operating systems

(NetBIOS, pg. 359), and since examiner notes that both NetBIOS and Pinard relate to

communications between at least two users implemented in a computerized environment.

Referring to (Claim 9), NetBIOS teaches the method of claim 8 wherein step C further

comprises the steps of: querying the server process as to the on-line status of the first callee

process ~etBIOS, pg. 377,388-389,446,393-394, whereby name queries are used to discover

if a node is connected and active); and receiving a network protocol address of the first callee
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Page 5

process over the computer network from the server process ~etBIOS, pg. 389,440,464-465,

whereby the NBNS answers queries with a list ofIP addresses of connected nodes).

Referring to (Claims 14-15 and 17-18), NetBIOS teaches the above. However, NetBIOS

does not explicitly teach generating a user interface element representing a communication line

having a temporarily disabled status; and temporarily disabling the point-to-point communication

between the caller process and the first callee process, in response to the user associating the

element representing the first callee process with the element representing the communication

line having a temporarily disabled status, wherein the element generated represents a

communication line on hold status, wherein the display further comprises a visual display, and

wherein the user interface is a graphic user interface and the user-interface elements generated in

steps A and B are graphic elements.

Pinard teaches a "hard hold" icon to which sallerlcallees may be dragged to be put on

hold status (Pinard, Figure 12, col. 6 lines 36-53), teaches a visual display (Pinard, col. 4 lines

10-11, Figure 2), and teaches a graphical user interface in which the elements are graphic

elements (Pinard, Figures 2-16).

Therefore, it would have been obvious to one skilled in the art at the time the invention

was made to utilizing the user-interface elements and interactions taught by Pinard in the

invention taught by NetBIOS since Pinard teaches that the invention can be used with any

system in which a personal computer in conjunction with a server operates (Pinard, col. 2 lines

43-46), since NetBIOS teaches that it can be implemented using different operating systems
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(NetBIOS, pg. 359), and since examiner notes that both NetBIOS and Pinard relate to

communications between at least two users implemented in a computerized environment.

Page 6

.5) Claim 16 is rejected under 35 U.S.c. 103(a) as being unpatentable by NetBIOS, further in

view of Pinard, further in view of VocalChat User's Guide.

Referring to (Claim 16), NetBIOS teaches the above. However, NetBIOS does not

explicitly teach wherein the element generated represents a communication line on mute status.

VocalChat User's Guide teaches the use of a MUTE option on a phone so that a user can

talk without being heard by the other user's system (VocalChat User's Guide, pg. 57).

Therefore, it would have been obvious to one skilled in the art at the time the invention

was made to utilize an element representing a communication line on MUTE status in the

invention taught by NetBIOS and Pinard above since all three references relate to the field of

communications over a computer network, since VocalChat and Pinard utilize a computer

system for telephony features specifically, and since examiner notes that the use of a MUTE

feature in telephone conversations is old and well known in the art.

Issue 2

6) Examiner notes the following will represent the Etherphone references utilized for the

rejection below (All considered a single reference as published together):

"Zellweger": An Overview of the Etherphone System and its Applications

"Swinehart": Telephone Management in the Etherphone System

"Terry": Managing Stored Voice in the Etherphone System
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Page 7

7) Claims 8-9,14-15, and 17-18 are rejected under 35 U.S.C. 103(a) as being unpatentable

by Etherphone, further in view of Pinard.

Referring to (Claim 8), Etherphone teaches in a computer system having a display and

capable of executing a process, a method for establishing a point-to-point communication from a

caller process to a callee process over a computer network, the caller process capable of

generating a user interface and being operatively connected to the callee process and a server

process over the computer network (Zellweger, pg. 1, 3, Figure 1, Swinehart Figures 1-10), the

method comprising the steps of: querying the server process to determine if the first callee

process is accessible (Swinehart, pg. 2, .4, Zellweger, pg. 5, whereby a query is transmitted to

determine the location of a second Etherphone by contacting a server); and establishing a point-

to-point communication link from the caller-process to the first callee process (Swinehart, pg. 2,

Zellweger, Figure 4, whereby voice datagrams,are transmitted directly among participants).

However, Etherphone does not explicitly teach generating a user-interface element

representing a first communication line, generating a user interface element representing a first

callee process, and establishing the link in response to a user associating the element

representing the first callee process with the element representing the first communication line

Pinard teaches a human machine interface for telephone feature invocation which is

utilized on a personal computer and allows a user to make telephone calls by moving graphics

around a screen. Pinard teaches a user interface element representing a first communication line

and callee process (Pinard, Figure 6 and col. 5 lines 23-30), and also teaches clicking and
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dragging an icon representing a callee from a directory into a call setup icon to establish a call

link (Pinard, Figure 3, col. 4 lines 38-51, Figure 6, col. 5 lines 36-37).

Therefore, it would have been obvious to one skilled in the art at the time the invention

was made to utilizing the user-interface elements and interactions taught by Pinard in the

invention taught by Etherphone since Pinard teaches that the invention can be used with any

system in which a personal computer in conjunction with a server operates (Pinard, col. 2 lines

43-46), and since examiner notes that both Etherphone and Pinard relate to communications

between at least two users implemented in a computerized environment.

Referring to (Claim 9), Etherphone teaches the method of claim 8 wherein step C further

comprises the steps of: querying the server process as to the on-line status of the first callee

process (Swinehart, pg. 2, 4, Zellweger, pg. 5, whereby queries are transmitted to Voice Control

Server); and receiving a network protocol address of the first callee process over the computer

network from the server process (Swinehart, pg. 2, whereby the server sends the network

protocol address of the logged in user to caller process on request).

Referring to (Claims 14-15), Etherphone teaches the above. However, Etherphone does

not explicitly teach generating a user interface element representing a communication line having

a temporarily disabled status; and temporarily disabling the point-to-point communication

between the caller process and the first callee process, in response to the us.er associating the

element representing the first callee process with the element representing the communication

ReexamFH_000169

SONY EXHIBIT 1003- Page 169



Application/Control Number: 901010,422

Art Unit: 3992

line having a temporarily disabled status, and wherein the element generated represents a

communication line on hold status.
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Pinard teaches a "hard hold" icon to which sallerlcallees may be dragged to be put on

hold status (Pinard, Figure 12, col. 6 lines 36-53).

Therefore, it would have been obvious to one skilled in the art at the time the invention

was made to utilizing the user-interface elements and interactions taught by Pinard in the

invention taught by Etherphone since Pinard teaches that the invention can be used with any

system in which a personal computer in conjunction with a server operates (Pinard, col. 2 lines

43-46), and since examiner notes that both Etherohone and Pinard relate to communications

between at least two users implemented in a computerized environment.

Referring to (Claims 17-18), Etherphone teaches_wherein the display further comprises a

visual display (Swinehart, Fig. 1-10, Zellweger, Fig. 3-4, whereby computer displays are

considered visual displays), and wherein the user interface is a graphic user interface and the

user-interface elements generated in steps A and B are graphic elements (Swinehart, Fig. 1-10,

Zellweger, Fig. 3-4, whereby a GUI is used showing graphic elements of call display). '

8) Claim 16 is rejected under 35 U.S.c. 103(a) as being unpatentable by Etherphone, further

in view of Pinard, further in view of VocalChat User's Guide.

Referring to (Claim 16), Etherphone teaches the above. However, Etherphone does not

explicitly teach wherein the element generated represents a communication line on mute status.
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VocalChat User's Guide teaches the use of a MUTE option on a phone so that a user can

talk without being heard by the other user's system (vocalChat User's Guide, pg. 57).

Therefore, it would have been obvious to one skilled in the art at the time the invention

was made to utilize an element representing a communication line on MUTE status in the

invention taught by Etherphone and Pinard above since all three references relate to the field of

communications over a computer network, since vocalChat and Pinard utilize a computer

system for telephony features specifically, and since examiner notes that the use of a MUTE

feature in telephone conversations is old and well known in the art.

Response to Arguments

9) In response to the amendment filed 11/25/09, some rejections are sustained as noted

above, and others have been withdrawn. The following aspects of the current prosecution will be

addressed as noted below:

a) VocalChat are not printed publications.

b) The 1.132 Declaration

c) Objective evidence of non-obviousness

d) Withdrawn rejections

e) Maintained rejections

a) The amendment submitted 11/25/09 includes arguments that the vocalChat references

are not printed publications. The Patent Owner (PO) cites exhibit L of the Request (the

declaration of Alon Cohen) as the only evidence provided by PO that the VocalChat references
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are printed publications. Examiner notes that the Alon Cohen declaration fails to comply with 37

C.F.R. 1.68, including not setting forth in the body of the declaration that all statements made of

the declarant's own knowledge are true and that all statements made on information and belief

are believed to be true. Therefore, PO's arguments questioning the declaration as well as

whether printed publication status has been established as set forth under statute are found

persuasive. Examiner therefore withdraws all rejections utilizing the VocalChat references.

b) Examiner notes that all evidence presented has been considered in its entirety, ineluding

both PO's arguments, including secondary considerations, as well as the 1.132 Declaration

submitted by expert Ketan Mayer-Patel.

c) Examiner notes that PO's arguments regarding objective evidence of non-obviousness,

including commercial success and failure of others have been considered, however no nexus has

been provided between the claimed invention and the submitted evidence as required by at least

MPEP 716.03. Therefore, this evidence is not found persuasive.

d) In light of PO's arguments and amendments filed 11/25/09, as well as the declaration of

expert Mayer-Patel, examiner withdraws the rejections of claims 1-3 and 5-6. Examiner finds

the presented arguments to be persuasive.

With regard to the NetBios rejection, examiner agrees with declarant Mayer-Patel that

bringing dynamic addressing into a NetBIOS type system would create a new set of obstacles

that would need to be solved that are not obvious in view of the combination of references.
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With regard to the rejection under Etherphone, examiner notes that a similar argument

applies to Etherphone as to Netbios, namely that combining the system with dynamic addressing

would create new, non obvious obstacles to overcome.

A reasons fOl: confirmation for the claims discussed above will follow in a subsequent

office action.

e) The rejection of claims 8, 9, 14-18 are maintained in view of NetBIOS and Etherphone.

With regard to the rejection of claim 8 under NetBIOS, maintained above:

Examiner first notes that claim 8 does not require any dynamic addressing limitations,

unlike claims 1 and 5. Therefore, any arguments directed towards a combination with RFC 1531

do not apply to claim 8.

PO argues with regard to claim 8 that NetBIOS does not teach "determining if the first

callee process is accessible". PO argues that having an "active name" is not synonymous with

"determining if a first callee process is accessible", and that an "active name" simply refers to "a

name that has been registered and that has not yet been de-registered". Examiner first notes that

the term "accessible" is not specifically defined in PO's specification. Therefore, under a

broadest reasonable interpretation, this limitation could simply mean that a user is registered with

the system. In addition, examiner notes that PO's specification at col. 5 lines 39-44 teaches tha~

the on-line status information may not always be current, and may be updated, for example, only

every 24 hours based on operator configuration. Assuming a user being "accessible" is

comparable to that user being "on-line", then the database of NetBIOS which contains active

name information reads on claim 8, whether or not the user data is current.
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PO also argues that NetBIOS does not teach "that the active status of a name in the

NetBIOS server is an indication of the active status of the owner of that name". However,

examiner notes that claim 8 only requires connecting to a callee process, not necessarily to a

particular name.

With regard to the rejection under Etherphone, maintained above:

PO argues with regard to claim 8 that if the Etherphone are "participants", then "there is

no indication that the combination meets the limitation of 'the caller process capable of

generating a user interface"'. Examiner notes that PO appears to be arguing that the Etherphones

are not capable of generating user interfaces by themselves. Ifthis is the case, examiner points

to Zellweger, page 2. Zellweger teaches that workstations work in combination with the

Etherphones and provided the enhanced user interface functionality. The Etherphones are only

used separately to split up voice-processing functionality due to hardware processing

requirements. Therefore, the caller process is a function of the workstation in combination with

the Etherphone.

Therefore, the current arguments regarding claims 8-9 and 14-18 are not persuasive, and

the rejections above are maintained.
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THIS ACTION IS MADE FINAL.

Extensions of time under 37 CFR 1.136(a) do not apply in reexamination

Page 14

proceedings. The provisions of 37 CFR 1.136 apply only to "an applicant" and not to parties in a

reexamination proceeding. Further, in 35 U.S.c. 305 and in 37 CFR 1.550(a), it is required that

reexamination proceedings "will be conducted with special dispatch within the Office."

Extensions of time in reexamination proceedings are provided for in 37 CFR

1.550(c). A request for extension of time must be filed on or before the day on which a response

to this action is due, and it must be accompanied by the petition fee set forth in 37 CFR 1.17(g).

The mere filing of a request will not effect any extension of time. An extension of time will be

granted only for sufficient cause, and for a reasonable time specified.

The filing of a timely first response to this final rejection will be construed as including a

request to extend the shortened statutory period for an additional month, which will be granted

even if previous extensions have been granted. In no event however, will the statutory period for

response expire later than SIX MONTHS from the mailing date of the final action. See MPEP §

2265.

All correspondence relating to this ex parte reexamination proceeding should be directed

as follows:

By U.S. Postal Service Mail to:

Mail Stop Ex Parte Reexam
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ATTN: Central Reexamination Unit
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 2?313-1450

By FAX to:

(571) 273-9900
Central Reexamination Unit

By hand to:

Customer Service Window
Randolph Building
40 I Dulany St.
Alexandria, VA 22314

By EFS-Web:

Page 15

Registered users of EFS-Web may alternatively submit such correspondence via the
electronic filing system EFS-Web, at

https:llsportal.uspto. govlauthenticatelauthenticateuserlocalepf.html

EFS-Web offers the benefit of quick submission to the particular area of the Office that
needs to act on the correspondence. Also, EFS-Web submissions are "soft scanned" (i.e.,
electronically uploaded) directly into the official file for the reexamination proceeding, which
offers parties the opportunity to review the content of their submissions after the "soft scanning"
process is complete.

Any inquiry concerning this communication or earlier communications from the

Reexamination Legal Advisor or Examiner, or as to the status of this proceeding, should be

directed to the Central Reexamination Unit at telephone number (571) 272-7705.

1Alexander J Kosowskil

Primary Examiner, Art Unit 3992
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1-5 VocalChat GTI Troubleshooting.lnf, believed to be included with VocalChat GTI
version 2.12 dated September, 1994

,
1-6

1-7

Examiner Date
Signature IAlexander Kosowskil Considered 05/06/2010

"Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If Identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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CENTRAL RE8V:"jrf;.,_,,: ~,::; Reexam number 90/010,422

First Named Inventor .' Mattaway et al. '
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

Issue Date 1999/12/28FORM PTO-1449 (modified)

Group Art Unit 3992

Examiner Name KOSOWSKI. ALEXANDER J

Attorney Docket No. 2655-0185

Sheet'1 of 1 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes
Initials· No.

1-1 CD-ROM including VocalChat GTI Version 2.12 Software (including .hlp files and
README, TXT file), alleqed to be dated September 1994

1-2

1-3

1-4

1-5

1-6

1-7

Examiner Date
Signature

IAlexander Kosowski! Considered 05/06/2010

"Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
In conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the following Is
provided: EA =English Abstract, T =Translation, PT =Partial Translation, SOR =Statement of Relevancy, PF =Patent Family.
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J !

Attorney Docket No. 2655-0185

Sheet 1 of 1 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes
Initials· No.

1-1 Notice Of Motion To Transfer Venue To The Western District of Arkasas, Civ.
~vllUII I'IU. UO-"::"U;:I

1-2 Reply Brief In Further Support Of Net2Phone's Motion To Transfer Venue To The
.

v"::;;,,,<:;, LJI::iU 1(,;\ VI I viV. /,,\(,;lIUIl l'lU. UO-L'IO::1

1-3 ,

:

:
1-4

,

1-5

1-6
1

1-7
:

Examiner
IAlexander Kosowskil

Date
05/07/2010Signature Considered

'Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
in conformance and not considered. Include a copy ot this form with next communication to applicant. Notes: It identified. the following is
provided: EA =English Abstract, T =Translation. PT =Partial Translation, SOR =Statement of Relevancy, PF =Patent Family.
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This Page is Inserted by IFW Indexing and Scanning
Operations and is not part of the Official Record

BEST AVAILABLE IMAGES

Defective images within this document are accurate representations of the original
documents submitted by the applicant.

Defects in the images include but are not limited to the items checked:

o BLACK BORDERS

o IMAGE CUT OFF AT TOP, BOTTOM OR SIDES

o FADED TEXT OR DRAWING

o BLURRED OR ILLEGIBLE TEXT OR DRAWING

o SKEWED/SLANTED IMAGES

o COLOR OR BLACK AND WHITE PHOTOGRAPHS

o GRAY SCALE DOCUMENTS

!XI LINES OR MARKS ON ORIGINAL DOCUMENT

o REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY

o OTHER:

IMAGES ARE BEST AVAILABLE COPY.
As rescanning these documents will not correct the image
problems checked, please do not report these problems to
the IFW Image Problem Mailbox.
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Reexamination Application/Control No. Applicant(s)/Patent Under
Reexamination

I111111111111111111

90010422 6,009,469
Certificate Date Certificate Number

Requester Correspondence Address:

BLAKELY SOKOLOFF TAYLOR & ZAFMAN LLP
1279 OAKMEAD PARKWAY
SUNNYVALE, CA 94085-4040

o Patent Owner ~ Third Party

L1TIGATION REVIEW ~ AJK 05/06/2010
(examiner initials) (date)

Case Name Director Initials

cL" ~VA/&
OPEN: 2:06cv2469 Net2phone v. Ebay

{;-A

COPENDING OFFICE PROCEEDINGS

TYPE OF PROCEEDING NUMBER

1. no copending proceedings

U.S. Patent and Trademark Office DOC. CODE RXFILJKT
ReexamFH_000224
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Search Notes 90010422 6,009,469

III II III III IIIII III
Examiner Art Unit

ALEXANDER J KOSOWSKI 3992

SEARCHED

Class I Subclass I Date I Examiner
I I I

SEARCH NOTES

Search Notes I Date I Examiner
Reviewed proposed prior art and prosecution history I 5/6/10 I AJK

INTERFERENCE SEARCH

Class I Subclass I Date I Examiner
I I I

U.s. Patent and Trademark Office Part of Paper No.: 20100506ReexamFH_000225
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

Issue Date 1999/12/28FORM PTO-1449 (modified)

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 1 of 1 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes

Initials* No.

1-1 Notice Of Motion To Transfer Venue To The Western District of Arkasas, Civ.
Action No. 06-2469

1-2 Reply Brief In Further Support Of Net2Phone's Motion To Transfer Venue To The
Western District Of Arkansas, Civ. Action No. 06-2469

1-3

1-4

1-5

1-6

1-7

_~_~g_an_~_~~_~_~ 1 g~~eSidered 1 ......

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the following is
provided: EA = English Abstract, T = Translation, PT = Partial Translation, SOR = Statement of Relevancy, PF = Patent Family
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Electronic Acknowledgement Receipt

EFSID: 7566967

Application Number: 90010422

International Application Number:

Confirmation Number: 6565

Title of Invention: Graphic User Interface For Internet Telephony Application

First Named InventorlApplicant Name: 6,009,469

Customer Number: 42624

Filer: Michael R. Casey

Filer Authorized By:

Attorney Docket Number: 2655-0185

Receipt Date: 06-MAY-2010

Filing Date: 26-FEB-2009

TimeStamp: 18:07:27

Application Type: Reexam (Third Party)

Payment information:

Submitted with Payment I no

File Listing:

Document
Document Description File Name

File Size(Bytes)1 Multi Pages
Number Message Digest Part I.zip (ifappl.)

133986

1 Transmittal Letter 20100506_0185_IDS.pdf no 2
188c8ed2a821ge138cb5350bbe8db18176

4957dd

Warnings:

Information: ReexamFH_000227
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127222

2
Information Disclosure Statement (IDS)

20100506_0185_1449.pdf 1
Filed (SB/08)

no
3604aaOefc18gel1 eScde3598fff8430ad76

35c

Warnings:

Information:

This is not an USPTO supplied IDS fillable form

102125

3 NPL Documents NPOOOO.pdf no 19
a7d17c07971330af903f13907088be7b3d2

bleOd

Warnings:

Information:

545041

4 NPL Documents NPOOO1.pdf no 78
63 514a7bacbfS 24502040085 964c36bbfaO

3fe99

Warnings:

Information:

57284

5 NPL Documents 20100506_0185_COS.pdf no 1
a263ccc398fdOfSd6112bSa4cl a2cebc925e

17cO

Warnings:

Information:

Total Files Size (in bytes) 965658

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.c. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.c. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.c. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.c. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/l 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: May 6, 2010

Confirmation No.: 6565

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the "References Cited" on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

ReexamFH_000229
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,422
Information Disclosure Statement dated May 6, 2010
Page 2 of2

The Opposition to the enclosed Motion will be filed under separate cover.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0185.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

CUSTOMER NUMBER

42624
Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor,
Arlington Virginia 22203
Main: (703) 894-6400 • FAX: (703) 894-6430

Respectfully submitted,

By: / Michael R. Casey /

Michael R. Casey, Ph.D. (Reg. No.: 40,294)
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RECE!\'r::: )

CENTRAL RE8~.;,,1iIIJ!{nOI~ UNIT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: : March 5, 2010

Confirmation No.: 6565

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the "References Cited" on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

The enclosed CD-ROM includes electronic copies of the help files (.hlp

files) filed in the IDS submitted February 24,2010 (as References 1-3 and 1-5)

ReexamFH_000231
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,422
Information Disclosure Statement dated March 5, 2010
Page 2 of2

which were inadvertently referred to as ".inf' files in that IDS. The enclosed CD

ROM further includes a copy of the VocalChat GTI installation program

(setup.exe) and its corresponding data file (voclchat.OOl). As described in the

Redacted expert reports (References 1-1 and 1-2 of the IDS dated February 24,

2010), the VocalChat GTI software (including the .hlp files and the

README.TXT file) is alleged to have been distributed more than one year prior

to the effective filing date of this application.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0185.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

CUSTOMER NUMBER

42624
Respectfully submitted,

Michael R. Casey, Ph.D. (Re. 0.: 40,294)

'--O=-a-v"7"id:-s-on-:B=-e-r-qu--;"i-st---=-J-ac"7"k-so-n-'&:-,-=G-,o-w---=-de-y---,L:-:L---=-P:----' By: f11.j;(t-- _____
4300 Wilson Blvd., 7th Floor,
Arlington Virginia 22203
Main: (703) 894-6400 • FAX: (703) 894-6430
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CENTRAL REtN.:"ifJ,';I,':.; J.::Y Reexam number 90/010,422

First Named Inventor . Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

Issue Date 1999/12/28FORM PTO-1449 (modified)

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 1 of 1 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes
Initials· No.

1-1 CD-ROM including VocalChat GTI Version 2.12 Software (including .hlp files and
README.TXT file), alleged to be dated September, 1994

1-2

1-3

1-4

1-5

1-6

1-7

1.-~_~a_nm_a~_~e_r~ I_g_~_~e_s_id_e_re_d_.l.l _

'Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the following is
provided: EA =English Abstract, T =Translation, PT = Partial Translation, SOR = Statement of Relevancy, PF =Patent Family.
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In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: March 5, 2010

Confirmation No.: 6565

TRANSMITTAL LETTER

This compact disc is in the IBM-PC format and compatible with MS-Windows-based
systems. The files contained on the compact disc are:

File Date File Time File Size
(bytes)

File Name

03/05/2010
02/02/2010
03/05/2010
03/05/2010
02/02/2010
03/05/2010

02: 47 PM
11:28 AM
01:55 PM
01:55 PM
11:28 AM
01:55 PM

574
23,886
1,517

233,282
125,066
885,233

files.txt
info. hlp
README. TXT
setup.exe
trouble.hlp
VOCLCHAT.001

The text of this file is contained in the file: files.txt.

CUSTOMER NUMBER Respectfully submitted,

42624

Michael R. Casey, Ph.D. (Reg. No.' O,29~) .~_

L.,D=-a-v"""id-so-n=B-er-qu--"'is-t-'--Ja-ck:--s-on-&--O-o-wd-e-y-L-L-P_-----.J By:~ '-"'-__
4300 Wilson Blvd., 7th Floor,
Arlington Virginia 22203
Main: (703) 894-6400 • FAX: (703) 894-6430
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D
Artifact Type Code: P

..g/

ARTIFACT SHEET

Enter artifact number below. Artifact number is application number + '
artifact type 90de (see list below) + sequential letter (A, B~ C ... ). The first
artifact folder for an artifact type receives the letter A, the second "8, etc..
Examples: 59123456PA, 59123456PB, 59123456ZA; 59123456ZB

7tJ/o N t.!2-L fll '
Indicate quantity of a singl~ type' of artifact received but not scanned. Create
individu 'artifact folder/box and artifact number for each Artifact Type.

CD(s) containing:
'computer program listing
Doc Code: Computer
pages of specification
and/or sequence listing
and/or table
Doc Code: Artifact 'Artifac~eCode: S
content unspecified or combined 'U '
Doc Code: Artifact' ArtifactType Code: U

D
D
D
D
D
D.

D

StapledSet(s) Color Documents or B/W Photographs
Doc Code:, Artifact' Artifact Type Code: C

Microfilm(s)
Doc Code: Artifact Artifact Type Code: F

Videotape(s)
Doc Code: Artifact Artifact Type Code: \!

Model(s)
Doc Code: Artifact Ariifact Type Code: M

Bound Document(s)
Doc Code: Artifact Artifact Type Code: B

Confidential Infonnation Disclosure Statement or Other Documents
marked Proprietary, Trade Secrets, Subject to Protective Order,
Matelial Submitted under MPEP 724.02, etc.

Doc Code: Artifact Artifact Type Code X

Other, description::
Doc Code: Artifact Artifact Type Code: Z

March 8, 2004
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

1999/12/28FORM PTO-1449 (modified) Issue Date

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 1 of 1 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes

Initials· No.

1-1 (Redacted) Expert Report of Professor Bruce M. Maggs (as Supplemented Sept. 9,
2008) in Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

1-2 (Redacted) Responsive Expert Report of Kevin Jeffay, Ph.D, in Net2Phone v. Skype et al. (Civil Action
No. 06-2469-KSH-PS) in DCNJ, Aug. 7, 2008

1-3 VocalChat GTI Information file, believed to be included with VocalChat GTI version
2.12 dated September, 1994

1-4 VocalChat GTI README.TXT for Version 2.12 Beta, dated September, 1994

1-5 VocalChat GTI Troubleshooting.lnf, believed to be included with VocalChat GTI
version 2.12 dated September, 1994

1-6

1-7

Examiner
Signature I Date

Considered

·Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609, Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA =English Abtract, T =Translation, PF =Patent Family.
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Electronic Acknowledgement Receipt

EFSID: 7079480

Application Number: 90010422

International Application Number:

Confirmation Number: 6565

Title of Invention: Graphic User Interface For Internet Telephony Application

First Named Inventor/Applicant Name: 6,009,469

Customer Number: 42624

Filer: Michael R. Casey

Filer Authorized By:

Attorney Docket Number: 2655-0185

Receipt Date: 24-FEB-2010

Filing Date: 26-FEB-2009

TimeStamp: 16:07:55

Application Type: Reexam (Third Party)

Payment information:

Submitted with Payment I no

File Listing:

Document
Document Description File Name

File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (ifappl.)

122391

1 Transmittal Letter 20100224_IDS_0185.pdf no 2
49f6490e571483d9gecdf45f721 aSd11923c

3c2c

Warnings:

Information: ReexamFH_000237
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145960

2
Information Disclosure Statement (IDS)

20100224_1449_0185.pdf 1
Filed (SB/08)

no
c7f2d9a7f4d5763d81850Sb3f3afOcb41 cf63

261

Warnings:

Information:

This is not an USPTO supplied IDS fillable form

1979901

3 NPL Documents NPOOOO.pdf no 555
a449a91 e441753b8d66cd6c68a2596713fS

6a7e8

Warnings:

Information:

19102486

4 NPL Documents NPOO01.pdf no 379
44d ballS2De559a2aa39babaa6d2d99f77c

3acb9

Warnings:

Information:

459371

5 NPL Documents NPOO02.pdf no 14
1487bd49cf03d60e47137272cc06b82ff35b

f425

Warnings:

Information:

31729

6 NPL Documents NPOO03.pdf no 2
3c3fa76b6f608e01672697686901 d4f92bba

cc47

Warnings:

Information:

1920797

7 NPL Documents NPOO04.pdf no 33
31 ddOb006cf48147ce4ed2fSce4a54e94b1

Se2bb

Warnings:

Information:

52165

8 Reexam Certificate of Service 20100224_COS_0185.pdf no 1
2dbdBfbe84afOObf601 d60f1748bc133e9d3

4413

Warnings:

Information:

Total Files Size (in bytes) 23814800
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.c. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.c. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.c. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.c. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/l 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: February 24,2010

Confirmation No.: 6565

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the "References Cited" on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

It is noted that References 1-1 and 1-2 are Redacted expert reports. Those

reports have been redacted to protect third party confidential information.
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,422
Information Disclosure Statement dated February 24,2010
Page 2 of2

References 1-3 and 1-5 are printed copies of ".inf' files that are alleged to

have been distributed with the VocalChat GTI version 2.12 Beta which is

referenced in Reference 1-4.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0185.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

CUSTOMER NUMBER

42624
Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor,
Arlington Virginia 22203
Main: (703) 894-6400 • FAX: (703) 894-6430

Respectfully submitted,

By: /Michael R. Casey /

Michael R. Casey, Ph.D. (Reg. No.: 40,294)
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

1999/12/28FORM PTO-1449 (modified) Issue Date

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 1 of 4 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes

Initials* No.

1-1 David STROM, "Talking Telephony", Windows Sources, Ziff-Davis Publishing Company, September
1996, Vol. 4, No.9, pages 6, 7,10,150·152,157,158,163,167,169,171,174,181,184, 186, 195,203,
208.

1-2 Deposition transcript of Andrew Green (dated Aug. December 30, 2008) in
Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

1-3 Deposition transcript of Daniel Mayer (dated Aug. 26, 2008) in Net2Phone v. Skype
et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

1-4 Deposition transcript of Daniel Zwanziger (dated July 9, 2008) in Net2Phone v.
Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

1-5 Deposition transcript of expert Bruce Maggs (dated May 30, 2008) in Net2Phone v.
Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

1-6 Deposition transcript of expert Kevin Jeffay (dated May 20, 2008) in Net2Phone v.
Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

1-7 Deposition transcript of expert Stephen Kunin (dated June 3, 2008) in Net2Phone v.
Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

Examiner I Date I

_S_ig_n_at_u_re c_o_n_si_d_er_e_d.... _

'Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the following is
provided: EA =English Abstract, T =Translation, PT =Partial Translation, SOR =Statement of Relevancy, PF =Patent Family.
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Reexam number 90/010,422

First Named Inventor Mattaway et a!.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 2 of 4 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes
Initials* No

2-1 Deposition transcript of former Tribal Voice employee and PowWow designer Paul
Peterson (dated Apr. 9, 2008) in Net2Phone v. Skype et al. (Civil Action No. 06-
2469-KSH-PS) in DCNJ

2-2 Deposition transcript of former VocalTec employee Alon Cohen (dated Mar. 11,
2008) in Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

2-3 Deposition transcript of former VocalTec employee Lior Haramaty (dated Mar. 6,
2008) in Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

2-4 Deposition transcript of inventor Craig Strickland (dated Sep. 19, 2007) in
Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

2-5 Deposition transcript of inventor Glenn Hutton (dated Aug. 24, 2007) (vol. 1) in
Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

2-6 Deposition transcript of inventor Glenn Hutton (dated Aug. 24, 2007) (vol. 2) in
Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

2-7 Deposition transcript of inventor Shane Mattaway (dated Sep. 10, 2007) (vol. 1) in
Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

.....~_~a_nm_a~_~_~~ ......I_g_~_~_es_id_e_re_d_I _

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the following is
provided: EA =English Abstract, T =Translation, PT =Partial Translation, SOR =Statement of Relevancy, PF =Patent Family.
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 3 of 4 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes

Initials* No.

3-1 Deposition transcript of inventor Shane Mattaway (dated Sep. 10, 2007) (vol. 2) in
Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

3-2 Deposition transcript of prosecuting attorney Bruce Jobse (dated Jan. 1, 2008) in
Net2Phone v. Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

3-3 Deposition transcript of Sheldon Glashow (dated July 16, 2008) in Net2Phone v.
Skype et al. (Civil Action No. 06-2469-KSH-PS) in DCNJ

3-4 Emad FARAG et aI., "Structure and network control of a hierarchical mobile network architecture", IEEE
Fourteenth Annual International Phoenix Conference on Computers and Communications, 03/1995,
ISBN: 0-7803-2492-7, pp. 671-677.

3-5 English translation of JP-06-62020 (dated 1994-03-04)

3-6 Huanxu PAN et aI., "Analysis of a CCSS#7 Network supporting database services",
IEEE International Conference on Information Engineering, 09/1993, ISBN: 0-7803-
1445-X, pp. 193-197, vol. 1.

3-7 John E. GOODWIN, Project Gutenberg Alpha Edition of EMAIL 101,
http://metalab.unc.edu/pub/docs/books/gutenberg/etext93/emaiI025.txt, July 1993.

Examiner
Signature

'Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
in conformance and not considered Include a copy of this form with next communication to applicant Notes: If identified, the following is
provided: EA = English Abstract, T = Translation, PT = Partial Translation, SOR = Statement of Relevancy, PF = Patent Family.
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

1999/12/28FORM PTO-1449 (modified) Issue Date

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 4 of 4 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes

Initials* No.

4-1 Junichi Kimura, et al. "Voice/Data Multiplexing Transmission Methods", Kokai
Japanese Patent, Kokai Sho 59-44140, pages 205-215, with English Abstract,
English Translation, pages 1-24

4-2 Mark R. BROWN et al. "Special Edition: Using Netscape 2", Que PUblishing, 1995,
ISBN 0-7897-0612-1, pages 7-35,37-56,78,83, 176,301-320,393,395-467,469-
506.

4-3 Preston GRALLA, "How the Internet Works", Ziff-Davis Press, Emeryville, CA,
c1997, pp. 34-37, 202-205, 214-215 and 272-275, ISBN 1-56276-552-3.

4-4

4-5

4-6

4-7

_~_~a_nm_at_i8_~e_r I_g_~_~e_Si_d_er_e_d....lI _

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if not
in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the following is
provided: EA = English Abstract, T = Translation, PT = Partial Translation, SOR = Statement of Relevancy, PF = Patent Family.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: January 26,2010

Confirmation No.: 6565

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the "References Cited" on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,422
Information Disclosure Statement dated January 26,2010
Page 2 of2

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0185.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

CUSTOMER NUMBER

42624
Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor,
Arlington Virginia 22203
Main: (703) 894-6400 • FAX: (703) 894-6430

Respectfully submitted,

By: IMichael R. Casey I

Michael R. Casey, Ph.D. (Reg. No.: 40,294)
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Electronic Acknowledgement Receipt

EFSID: 6885471

Application Number: 90010422

International Application Number:

Confirmation Number: 6565

Title of Invention: Graphic User Interface For Internet Telephony Application

First Named InventorlApplicant Name: 6,009,469

Customer Number: 42624

Filer: Michael R. Casey

Filer Authorized By:

Attorney Docket Number: 2655-0185

Receipt Date: 26-JAN-2010

Filing Date: 26-FEB-2009

TimeStamp: 17:35:47

Application Type: Reexam (Third Party)

Payment information:

Submitted with Payment I no

File Listing:

Document
Document Description File Name

File Size(Bytes)1 Multi Pages
Number Message Digest Part I.zip (ifappl.)
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243217
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341088

17 NPL Documents NPOO13.pdf no 177
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Information:

237011

18 NPL Documents NPOO14.pdf no 116
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47aO
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390203

19 NPL Documents NPOO15.pdf no 225
784baf2c17d4ge3523b447768923d b66ge
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20 NPL Documents NPOO16.pdf no 122
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187d9
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557280

21 NPL Documents NPOO17.pdf no 8
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381732
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22de6
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2436121
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.c. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.c. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.c. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.c. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/l 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J
Attorney Docket No. 2655-0185

Sheet 1 of 10 Confirmation No. 6565

FOREIGN PATENT DOCUMENTS

Examiner Cite Document No. Publication Name of Patentee or Notes
Initials* No. Date Applicant of Cited Document

1-1 WO-9003074 03-22-1990 LE CLERCQ, Patrick

1-2

1-3

1-4

1-5

1-6

1-7

1-8
, A '"'

, ,
I-~

1-10

1-11

1-12

1-13

1-14

1-15

1-16

1-17

1-18

1-19

1-20

1-21

1-22

1-23

1-24

Examiner
Signature

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided EA = English Abtract, T = Translation, PF = Patent Family.
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 2 of 10 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes
Initials* No.

2-1 About NetPhone (undated)

2-2 After Downsizing: Overcoming Client-Server Chaos (May 21, 1994)

2-3 Barrow Street Research report on New Paradigm Software Corp. (dated sep. 20,
I I 1qqfi). ~ --,

2-4 Camelot 10-Q for quarter ending January 31, 1995

2-5 Camelot Corporation 10-K, 1994

2-6 Camelot Corps Shining Internet Dream Draws Skeptics (Aug. 95)

2-7 Completed Beta Tester Agreements (May 1995)

Examiner I Date I
'-S_ig_n_a_tu_re_...,l______________________ Considered _

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered., Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided. EA = English Abtracl, T = Translation, PF = Patent Family
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 3 of 10 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes

Initials* No.

3-1 Correspondence with MacZone (Aug.-Sept. 1995)

3-2 DigiPhone and Camelot Documents

3-3 DigiPhone Documents (including Q and A) (prior to Sept. 1995)
I

3-4 DigiPhone Documents (prior to Sept. 1995)

3-5 DigiPhone for Mac (1996)

3-6 Electric Magic and Jabra Correspondence relating to new products (prior to 9/1995)

3-7 Electric Magic and PSINet License Negotiation Documentation (prior to Sept. 1995)

Examiner
Signature

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 4 of 10 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes
Initials* No.

4-1 Electric Magic Beta Tester Agreement dated July 21, 1995 (SKYPE-N2P01609523)

4-2 Electric Magic Company Releases NetPhone 1.2 and NetPub Server (dated June 8,
1995)

4-3 Electric Magic Information (May 1995)

4-4 Electric Magic Notebooks (prior to Sept. 1995)

4-5 Electric Magic Notes (including references to 4/18/95) and patent pending

4-6 Electric Magic Notes (including references to DigiPhone) (prior to Sept. 1995)

4-7 Electric Magic Notes (undated)

Examiner
Signature I g~~eSidered I

'Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered .. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Reexam number 90/010,422

First Named Inventor Mattaway et al.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Issue Date 1999/12/28

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 5 of 10 Confirmation No. 6565

NON-PATENT REFERENCES

Examiner Cite Non-patent Reference bibliographic information, where available Notes
Initials* No.
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Systeme d'avertissement automatique de Ia reception

de messages dans un systeme de messagerie electronique

DESCRIPTION

Un systeme de messagerie ~rectronique tel que Ie sys

teme DISOSS (Distributed Office Support System) de

5 marque IBM assure llarchivage et la distribution

automatiques ae messages et de documents au sein d'une

entreprise ou d'une organisation. Un tel systeme

comprend un ordinateur central sur leguel tourne un

10giciel de messagerie electronique, un contr61eur

10 d'ecran connecte a l'ordinateur et plusieurs terminaux

connectes au contr5leur d'ecran. L'arrivee de messages

ou documents dans l ' ordinateur central est signal~e

par l'apparition d'une information dans une liste de

messages et documents re9us (file d'attente), La file

15 d'attente se trolive transmise en permanence vers les

divers terminaux et sur l'~cran de ceux-ci, les usa

gers peuvent consulter la file d'attente et demander

la reception d'un message ou consulter un document

identifie. Un systeme de messagerie ~lectronique de ce

20 genre rend de grands services en ce sens gu'il permet

notamment d I ameliorer l' efficacit.e du travai.l adminis-

tratif, d ' ame1iorer 1a communication entre decideurs

et de r~duire

Cependant, un

l'espace necessaire pour les archives,

tel systeme ne permet pas d'avertir les
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destinataires de messages ou de documents de Ilarrivee

de ces messages et de ces documents. II s'agit Ie. dlun

desavantage universellement reconnu. La presentation

d'un message ou dlun document, en effet, necessite la

5 consultation reguliere sinon permanente de la file

d'attente des messages re9us. ce qui peut entra!ner

des delais dans la reception des messages ou la co~~u

nication des documents et requiert une surveillance

quasi-constante des utilisateurs.

10

L'invention a pour objet un systeme electronique auto-

15 matique qui remedie au desavantage evoque plus haut et

assure que les destinataires de messages au de docu

ments soient avertis automatiquement de llarrivee de

ces messages au documents. Les particularites caracte

ristiques du systeme selon l'invention sont definies

20 dans les revendications ci-annexees.

Un microprocesseur est relie au systeme de messagerie

electronique pour recevoir les informations qui iden

tifient les messages en attente et une memoire vive

25 est organisee pour constituer un fichier contenant des

codes qui ident_ifient des destinataires de messages

predetermines et des informations representant les

numeros de telephone de ces destinataires. Un modem

connecte a une ligne telephonique est organise pour

30 extraire les informations de numeros de telephone

dudit fichier et composer automatiquement les numeros

de telephone des destinataires afin de leur transmet

tre des signaux d1appel sur la ligne telephonique. Le

microprocesseur est organise pour lire la file d1at-

35 tente des messages re~us dans Ie systeme de messa-
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gerie electronique, pour y detecter la presence

codes dSidentification residant dans Ie fichier,

extraire du fichier l'inforroation de numero de

des

pour

te1e-

phone correspondant a chaque code d'identification

5 detecte, et pour donner orare au modem de composer

autoroatiquement les numeros d'appel correspondants

afin de lancer un signal d'appel sur 1a ligne telepho

nique pendant un intervalle de temps predetermine.

10 Le systeme selon l' invent ion a pour avantages que les

destinataires de messages 0U de documents regus sont

avertis immediatement par telephone de 1a reception

d'un message au document qui leur est destine et que

les messages et documents peuvent etre receptionnes

15 plus rapidement par leurs destinataires et cela sans

necessiter de surveillance part.iculiere. De plus, les

dest.inataires peuvent etre prevenus non seulement

localement par l'intermediaire d1un reseau telephoni

que interieur mais egalement a longue distance par

20 l'intermediaire d1un reseau telephonique exterieur. Ce

systeme selon llinvention peut egalement remplacer

avec avantage l'utilisation telex en cas d1urgence au

sein d'un groupe utilisant un systeme de rnessagerie

electronique. Enfin, Ie syst~me selon ltinvention est

25 d'un faible cont en mat~riel et en logiciel.

Description des dessins

30 La Fig. 1 represente schematiquement un systeme de

messagerie electronique auquel est integre un syst~me

d1avertissement automatique selon 11 invention.

La Fig. 2 represente schematiquement l'architecture

35 g~nerale du syst~me d1avertissement automatique selon

l'invention.
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La Fig. 3 est un organigramme du processus d1avertis

sement telephonique mis en oeuvre dansle systeme

selon l'invention.

~scr~Etion d'un mode de realisat~on exemElaire

Dans la figure 1 est represente schematiquement un

systeme de messagerie electronique tel que 1e systeme

10 DISOSS. Un syst.eme de ce genre comprend un processeur

central ou processeur-h5te 1, un contr5leur d'ecran 2

et un ensemble de terminaux dont. un terminal 4 est

represent€:. 1,e processeur-hote gere 10. reception et 10.

distribution des messages et documents. La reception

15 d 8 un message ou docu.'nent est signalee par 1 f insertion

d' une information dans lme liste ou file d f attente

(QUEUE). Cette liste d f attente peut etre txansmise sur

10. ligne 3 et visualisee sur lfecran de chaque termi

nal 4 a 10. demande de 1 l usager. Un exemple de liste

20 d'attente est reproduit au tableau 1 ci-apres.

Tableau 1

25 1 2 I 3 14 151 6 7 I 8 9

I 1 1-----1------1-----1------
QUEUE IIDENTIF ITYPEl !DATE I WT jDATE 1 WT

I ! l I{M/D}l (H:M)I<M/D)! (H:M)

--------1--------1----1-1-1-----1------1-----1------
30 BXLDIS32!BXLAR5INIRECP!4!O!08/03!332:19I08/03!332;19

BXLDIS32!BXLPC2EXIRECpI2IoI08/0S!284: 13 I08/05!284:13

BXLDIS32!EPSPC1GS!RECP!1IoI08/16! 24:46108/161 24:46
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Dans cet exemple, cheque rubrique de 113 liste d'atten

te contient 113 reference de la liste (colonne 1), Ie

code d1identification d'un destinataire (colonne 2),

Ie type de liste ;:'Pattente {colonne 3 L Ie nombre de

5 messagesentres pour Ie destinataire (colonne 4). Ie

nombre de tentatives de reception des messages (colon

ne 5), 113 date et Ie tem,ps d I attente 0.1.1 premier messa

ge entre (colonnes 6 et 7), la date et Ie temps d1at

tente du message Ie plus ancien (colonnes <3 et 9).

10 Lorsqu f un message au document a ete reception'ne par

son destinataire, la rubrique correspondantese trouve

mise a jour oueffacee selon qulil reste encore un

message a receptionner par Ie destinatai.re en question

Oil que Ie dernier message oU document enattente aete

15 receptionne. Dans ce systeme connu, chaque usagerdoit

consulter la file d'attente et pour cela manipuler Ie

clavier de son terminal pour savoir 5i tm message au

. document lui est destine.

20 Suivant 1 1 invention, Ie systeme decri t ci-dessus est

avant.ageusement complete par .un systeme d I avertisse

meat automatique 10 destine a avertir a.utomatiquement

Ie destinataire d'un message ou d'uD document par

telephone siti3t qu1un tel message au document est re-

25 9u. Le systeme d' avertissement automat ique selon 11 in

vention est connecte d~une part au contri31eur d'ecran

2 au moyen d1un cable coaxial 5 et i1 est connecte

d Sautre part a uneligne tl1Hephanique 6 qui peut etre

reliee a un central telephonique prive ou a un rl~seau

30 telephonique public represente par Ie bloc 7.

L I architecture generale du systeme, d' avertissemerrt

automatique 1.0 i?St representee schematiguement par

blocs! 1a figure 2. Le cable coaxial 5 es~ connecte a
35 un circuit. de ccmnexian 11 qui sert d! interface avec
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le bus 20 reliant entre elles les differentes unites

organiques du syst~me. Ces unites sont essentiellement

un microprocesseur 12. un ecran de contrale 13 avec

son .interface 14, une memoire ROM de grande capacite

5 15 pour stocker les programmes de commande, une memoi

re vive 16 pour constituer un ficl1ier comme on Ie

verra plus loin, et un circuit modem 17 dont la fonc

tion sera decrite ulterieurement.

10 Le microprocesseur 12 est un dispositif bien ~onnu en

soi, qui peut etre realise dans divers modes d1execu

tion relevant de la competence normale de Ilhomme de

l' art. pour executer differentes connexions et taches

fonctionnalles sous la direction de signaux de comman-

15 de prevus dans un programme d I operation enregistre

dans la memoire morte 15. Celle-ci a par exemple une

capacite dlau mains 10 MB (megabytes ou mega-octets).

Suivant l'invention, on attribue un code particulier a
20 chaque destinataire pour lequel un avertissement auto

matique est demande et dans la memoi.re vive 16 est

constitue un fichier d1avertissement FIL. Las codes de

destinataires sont appeles dans la suite codes u l ' U z
u . Dans Ie fichier FIL sont enregistres les codes

n

n 2 nn

destinataire

pouridentifiant les destinataires etu
n
des donnees numeriques n l ,

Ie numero de telephone du

u l ' Uz
chaque code,

representant

25

ainsi que des donnees t 1 , t 2 ... t n representant des

parametres de transmission pour chaque appel telepho-

30 nique ainsi quion Ie verra plus loin. Les nmneros de

telephone peuvent etre des numeros dlextension dans un

reseau interieur d'un groupe, des numeros d'appel

d'une zone telephonique locale ou des numaros d'appel

interzonal au a longue distance. Le modem 17 est un

35 dispositif connu en soi, organise pour composer auto-
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matiquement des num~ros de t~l~phone a partir de don

nees numeriques et produire des signaux propres a la

transmission sur la ligne telephonique 6.

5 Le syst~me d'avertissement automatique selon l'inven

tion fonctionne sous la direction du microprocesseur

12 anime ou organis~ par un systeme de co~~ande resi

dant dans la memoire 15. 1e fonctionnement du systeme

selon l!invention est illustre par l'organigra~~e de

10 la figure 3.

Apres demarrage du systeme (etape 100), la premi~re

etape du fonctionnement (~tape 101) consiste a etablir

la liaison avec Ie precesseur-h6te 1 du syst~me de

15 messagerie electrenique par l'intermediaire du cable

3. Le microprocesseur 12 commande ensuite l'envoi au

precesseur-h6te 1 d'un signal de requ~te REQ demandant

la presentation des codes dRidentification des messa

ges en attente (etape 102). En repenae au signal de

20 requ~te REQ. Ie processeur-h6te 1 envoie les codes

d'identification de destinataires figurant dans la

liste dRattente QUEUE et Ie microprocesseur 12 en

commande llaffichage sur l'ecran de controle 14.

25 Le microprocesseur 12 commande alors la lecture du

contenu du fichier FI1 residant dans Ia memoire 16 et

la comparaison de chaque code d'identification u l ' u 2
u du fichier FIL avec les codes d'identifica

n
tien de la liste d1attente QUEUE (etape 103). Lorsque

30 celle-ci contient un code correspondant a un des codes

u l ' u 2 .•. un du fichier FIL, Ie microprocesseur 12

commande la production d'un signal d'adresse ADR pour

adresser Ia m~moire 16 et extraire du fichier FIL les
. ~ t'- > t ... , - ~J l.:llnrorma luns n i represen anL ~e numero u appe au

3S destinataire identifie et les donn~es parametriques t i
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precedernment rnentionnees. Ces donnees servent a fixer

les modalites ou conditions de transmission des si

gnaux d1appel sur la 1ignetelephonique 6~ On peut par

exemple fixer 10. duree de l'appel telephonique, 10.

5 tranche horaire durant laguelle I Happel doit etre

effectue, les jours pendant lesquels un appel peut

etTe effectue, ou dHautres indications eventuelles~ Le

microprocesseur 12 co~~ande IHaffichage de ces infor

mations sur l'ecran de contrale 14 en regard de chaque

10 code dHidentification. sur llecran de contrale 14

apparalt par exemple une table du type montre au

tableau 2 ci-apres.

15

20

Tableau 2

u i 1 N I DATE I t i I n i
----------1---1-------1------1------

BXLPCIDI I 4 28/04 I 2:56 1 3280

BXLPCIRE I 2 28/04 I 2:56 1 9145

EPSPC10A I 2 27/04 I 0:25 I 4302

Dans c!"tte table exemplaire, chaque rubrique contient

le code u. dfun destinataire, Ie nambre N de messages
l

25 ou documents re9us pour ce destinataire, la date de

reception, 10. durse to (minutes et secondes) fixee
l

pour chaque appel telephonique, Ie numero de telephone

n. du destinataire. Les informations u., t. et n.,
~ l J. l

ainsi qulil a Ate dit plus haut, sont extraites du

30 fichier FIL selon 1 1invention.

Le microprocesseur 12 commande ensui.te Ie transfert

des informations numeriques n I , n~ ... n au modem 17
.t, n

(e1:ape 104) et Ie modem repond en composant automati-

35 queroeot Ie numero de telephone et produisant les im-
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puIs ions propres a la transmission sur la ligne tal~

phonique 6 (~tape 105), suivant un proce~sus bien

connu dans Ie domaine de l'art.

5 Apres un laps de temps correspondant aux informations

param~triques t. extraites au fichier FIL, Ie micro-
1.

processeur 12 envaie au modem 17 un ordre d'interrup-

tion en reponse auguel Ie modem interrompt la trans

mission des impulsions sur la ligne telephonique 6. Le

10 meme processus se deroule pour chacun des codes

d'identification u 1 , u 2 '" u du fichier FIL. Lorsque
~ n

tous les codes ont ete scrutes (etape 106), Ie proces-

sus de commande se poursuit (ligne 107) en repetant

les operations a partir de l'etape 102 et ce, jusqu'a

15 ce qu'un orare de fin soit re9u (etape 108). L'affi

chage sur l'ecran de contrale 14 est mis a jour auto

matiquement a intervalles reguliers ajustables.

Grace au systeme selon l'invention. les destinataires

20 de messages ou documents re~us dans un syst.eme de mes-

sager ie elect.ronig1.1e se trouvent avertis imrnediatement

par telephone de la reception des messages et docu

ments qui leur sont destines. Ces messages et docu

ments peuvent ainsi etre receptionnes tres rapidement

25 par leurs destinataires, ce qui accrait avec avantage

et optimise l'efficacite du syst.~me de messagerie

electronique. II est a remarquer que les destinataires

de messages et documents peuvent etre prevenus aussi

bien localement par liintermediaire d'un reseau tele-

30 phonigue int.erieur que par co~~unication telephonique

a longue d~stance.

Dans un mode de realisation exemplaire. Ie systeme

d'avertissement e1ectronique 10 est constitue a partir

35 d'un appareil disponible sur Ie marche sous l'appella-

----------------------------_._--
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tion d'ordinateur personnel, par exemple un appareil

PC 3270 de marque IBM. Pour pouvoir communiquer, selon

1 'invention, avec Ie controleur d'ecran 2 au systeme

de messagerie electronique. l'ordinateur personnel

5 dolt e.tre equipe d S une carte de connexion coaxiale,

par exemple la carte d1interface 3270 Adapter de mar

que IBM. De plus, pour pouvoir convertir les donnees

numeriques extraites de 10. memoire 16 en signaux pro

pres a. e.tre transmis sur la ligne teH~phonique 6.

10 l'ordinateur personnel doit etre equipe d' nne carte

modem, par exemple une carte modem de la firme

Devlonics Terminals N.V. compatible avec les protoco

les de transmission Hayes et CCITT V25bis bien connus

de l'hornme de llart.

15

La memoire vive de l'ordinateur personnel est utilisee

pour contenir Ie fichier FIL precite et 10. memoire

morte de llappareil est utilisee pour memoriser Ie

systeme de commande destine a diriger Ie processus

20 d'avertissement telephonique automatique decrit dans

ce qui precede. II suffit de recopier sur dlsque dur,

par exemple, Ie systeme de commande d'o.pplication en

registre prealablement sur une disquette.

25 Dans ce mode d' execution exemplaire, dans lequel il

est fait usage d'un ordinateur personnel pour realiser

Ie systeme selon l'invention, Ie systeme dlavertisse

ment entre en liaison operationne11e avec llequipe

ment de l'ordinateur personnel par l'intermediaire de

30 10giciels d I interfa~age. par exemple 1e logiciel

d1interfacage DOS 3.30 pour 10. gestion d'un fichier et

Ie 10giciel API pour l'interfacage avec 1e 10giciel

d' application (processus d' o.vertisSetlH~nt telephonique)

dans Ie cas dSun ordinateur personnel PC 3270. La

35 liaison entre celui-ci et 1e systeme de messagerie
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electronlque peut s I effectue.:t au moyen d I un 10gicie1

d I operation Workstation Program 1. 00, Tous ces 10gi

clels d1interfa,gage, ainsl qu'll est clair pour Ithom

me de 1 1 art, sont oemar:tes avant 1e demarrage au
5 processus d I avertissement telephonique sedon 1 I inven

tion.

I,'homme de llart reconna1:tra que l'invention n1est

nu11ement limitee au mode d'execut.ion exerrtplaire

10 deer it a titre illustratif. Toute variante, modifica

tion au tout agencement equivalent doit etre consi

dere camme compris dans 1e cadre de I'invention.
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1. Syste.me d' avertissement automatique de 10. recep·tion

d'un message dans un systeme de messagerie electroni~

que, comprenant un miGroprocesseur (12) relit: pour

recevoir du systeme de messagerie electronique, les

5 informations identifiant les messages en attente, une

memoire vive (16) organisee pour constituer un Eichier

(PILi contenant les codes d~identification (u"u? ...•.l. _

u) de destinataires de messages predetermines et
n

leurs numeros d rappel UHephonigue (n 1 ,n2 ... nn)' 6t

10 un circuit modern (17) connecte a une ligue telephoni

que (6), cs circuit modem et.ant agence et organise

ponr convertir les informations d'appel numeriques

(n 1 ' D2 • • . fl n l residant: dans ledit f ichiE:r (F IL len

signaux analogiqu6s propres a la transmission sur la

15 ligne H:lephonique (6). Ie m±croproC6sseur (12) etant

organise pour lire Ia file d!attente des messages

(Queue) dans Ie sY$tem~ de messagerie electrordqu€:;,

p01.1r y detecter 10. presence de codes d! j,dentification

(u
1

, u 2 '.' Un)' pour extraire du f icJ:lier (f'IL) 1 ~ in-

20 formation d I appel numer ique correspondant a ella.que

code d1identification CU" u") ..• u ) detectf'., et pour
J;,. ~ n

dormerordre at1 circuit modem (17) de composer autcma-

tiquement Ies nume:co;s dlappel cor:cespondants pour leur

transmission sur Ia ligne telephonique (6).

25

2. Systeme selon la revendication 1. caracterise en ce

que Ie fichier {FILi constitue dans 10. memoire vive

(16) contient en outre pour chaque numero d1appel

enregist:ce, des donnees fixant la duree detransmis-

30 sian de chaque appel telephonique et!ou d I autres don

nees de transm:i.ssion.
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3. Systame selon la revendication 1 ou 2, caractAris~

en ce quiil est organis§ pour affichar les donn~es r~

sidant dans Ie fichier (FIL) sur un scran de controle.

5 4. Systeme selon l'une quelconque des revendications

precedentas, caract~rise en ce que Ia ligna t~lephoni

que (6) est connectee a un central telephonique prive.

5. Systeme selon li une quelconque des revendications

10 precedentes, caracterise ence que la ligne telephoni

que (6) est connectee a un central telephonigue

public.

6. Systeme selon l'une quelconque des revendications

15 precedentes, caracteris~ en ce quiil est realise a
partir d1un ordinateur personnel equipe d'une carte de

connexion pour la connaxion avec Is ligne (5) allant

vers Ie controleur d'~cran (2), et diune carte modem

(17) pour la connexion avec Is ligne t~l~phonique (6),

20 ia memoire vive de llordinateur personnel etant utili

see pour contenir Ie fichier (FILl precitA et la

memo ire morta Atant utilisee pour memoriser Ie systAme

de cO~TIande d'avertissement automatique.

---------------------- ._----
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF:

Net2Phone, Inc. (Patent No. 6,009,469)

Control No.: 90/010,422

Issue Date: December 28, 1999

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY APPLICATION

Attorney Docket: 2655-0185

Group Art Unit: 3992

Examiner: KOSOWSKI, Alexander

Date: December 16, 2009

Confirmation No.: 6565

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the "References Cited" on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,422
Information Disclosure Statement dated December 16, 2009
Page 2 of2

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0185.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

CUSTOMER NUMBER

42624
Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor,
Arlington Virginia 22203
Main: (703) 894-6400 • FAX: (703) 894-6430

Respectfully submitted,

By: IMichael R. Casey I

Michael R. Casey, Ph.D. (Reg. No.: 40,294)
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.c. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.c. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.c. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.c. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/l 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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First Named inventor Mattaway et ai.
INFORMATION DISCLOSURE Patent Under Re-Exam 6009469
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1999/12/28FORM PTO-1449 (modified) issue Date

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0185

Sheet 1 of 29 Confirmation No. 6565

U.S. PATENT DOCUMENTS

Examiner Cite Document No. Publication/ Name of Patentee or
Initials* No. Issue Date Applicant of Cited Document

1-1 US-2003/0050075 2003/13/03 Rangarajan et al.

1-2 US-2004/0204146 2004/14/10 Deeds

1-3 US-2005/0032435 2005/10/02 Tischer et a!.

1-4 US-2005/0130611 2005/16/06 Lu et a!.

1-5 US-4332982 1982/01/06 Thomas

1-6 US-441 0765 1983/18/10 Hestad et a!.

1-7 US-4446519 1984/01/05 Thomas

1-8 US-4450554 1984/22/05 Steensma, et a!.

1-9 US-4468529 1984/28/08 Samuel et a!.
I 1-10 US-4528659 I 1985/09/07 Jones, Jr.

1-11 US-4589107 1986/13/05 Middleton, et a!.

1-12 US-4594477 1986/10/06 Noirot

1-13 US-4598397 1986/01/07 Nelson, et a!.

1-14 US-4630262 1986/16/12 Callens, et a!.

1-15 US-4652703 1987/24/03 Lu, et a!.

1-16 US-4654483 1987/03 Imai et a!.

1-17 US-4694492 1987/09 Wirstrom et a!.

1-18 US-4740963 1988/26/04 Eckley

1-19 US-4782485 1988/01/11 Gollub

1-20 US-4799153 1989/01 Hann et a!.

1-21 US-4809271 1989/28/02 Kondo,etal.

1-22 US-4813040 1989/14/03 Futato

1-23 US-4819228 1989/04/04 Baran, et a!.

1-24 US-4821263 1989/04 Lundh

Examiner I Date I
I.-S_iQ_n_at_u_re_...,I,, ......I._c_o_ns_id_e_re_d_I.- _

"Examiner: Initial if reference was considered. whether or not citation is in conformance with MPEP 609 Draw a line through citation if
not in conformance and not considered .. Include a copy of this form with next communication to applicant.
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Abstract

An apparatus for establishing a point-to-point communication link, the

apparatus operating in a computer system operatively coupled to another

5 computer system and a server over a computer network, the apparatus comprising

means for transmitting an E-mail signal containing a network protocol address

from a first process to a second process over the computer network, means for

receiving a second network protocol address from the second process over the

computer network, and means, responsive to the second network protocol

10 address, for establishing a point-to-point communication link between the first

process and the second process over the computer network.
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"Point-to-Point Internet Protocol"

The following statement is a full description of this invention, including the best method of

performing it known to us:
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lA

POINT-TO-POINT INTERNET PROTOCOL

The present invention relates, ·in general, to data processing

systems, and more specifically, to a method and apparatus for facilitating

audio communications over computer networks.

The increased popularity of on-line services such as AMERICA

ONLINETM, COMPUSERVE®, and other services such as Internet

gateways have spurred applications to provide multimedia, including

video and voice clips. to online users. An example of an online voice clip

application ;s VOICE E-MAil FOR WINCIM and VOICE E-MAil FOR

AMERICA ONLINETM, available from Bonzi Software, as described in

"Simple Utilities Send Voice E-Mail Online", MULTIMEDIA WORLD, VOL.

2, NO.9, August 1995, p. 52. Using such Voice E-Mail software, a user

may create an audio message to be sent to a predetermined E-mail

address specified by the user.

Generally, devices interfacing to the Internet and other online

services may communicate with each other upon establishing respective

device addresses. One type of device address is the Internet Protocol

(IP) address, which acts as a pointer to the device associated with the IP

address. A typical device may have a Serial Line Internet Protocol or

Point-to-Point Protocol (SLIP/PPP) account with a permanent IP address

for receiving E-mail, voicemail, and the like over the Internet. E-mail and

voicemail is generally intended to convey text, audio, etc., with any

routing information such as an IP address and routing headers generally
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..being considered an artifact of the communication, or even gibberish to

the recipient.

Devices such as a host computer or server of a company may

5 include multiple modems for connection of users to the Internet, with a

temporary IP address allocated to each user. For example, the host

computer may have a general IP address uXXX.XXX.XXX,nand each user

may be allocated a successive IP address oJ XXX.XXX.XXX.1 0,

XXX.XX:X.XXX.11, XXX.XXX.XXX.12, etc. Such temporary IP addresses

may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host

computer of a company may support a maximum of 254 IP addresses

which are pooled and shared between devices connected to the host

computer.

Permanent IP addresses of users and devices accessing the

Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, realtime video teleconferencing

has been implemented using dedicated IP addresses and mechanisms

known as reflectors.

A technique for matching domain names to Internet Protocol

addresses is described in the text entitled Ulnternetworking With TCPIIP",

2nd Edition, by Douglas E. Comer, November 1992, Prentice Hall,

Englewood Cliffs, New Jersey, U.S.A. Comer describes a domain name

system and cooperative systems of name servers for matching domain

25 names to network addresses. Each name server is a server program that

supplies mapping of domain names to IP addresses. The system

described in Comer, however, is not designed for use with network nodes

whose network names or name to address bindings change frequently.

International Publication WO 92119054 discloses a network

30
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monitoring system including an address tracking module which uses passive

monitoring of all packet communications over a local area network to maintain a

name table of IP address mappings. The disclosed address tracking module is

capable of monitoring only a small number of nodes on a local area network and is

5 not suitable for use with a multitude of nodes over a wide area network.

None of the above-described systems are suitable for use with processes

which have dynamically assigned network protocol addresses and which are

communicating over wide area or global networks.

Due to the dynamic nature of temporary IP addresses of some devices

10 accessing the Internet, point-to-point communications in realtime of voice and

video have been generally difficult to attain.

In accordance with the present invention, there is provided an apparatus for

establishing a point-to-point communication link, said apparatus operating in a

computer system operatively coupled to another computer system and a server

15 over a computer network, said apparatus comprising:

a. means for transmitting an E-mail signal containing a network protocol

address from a first process to a second process over the computer network;

b. means for receiving a second network protocol address from the

second process over the computer network; and

20 c. means, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

second process over the computer network.

The present invention also provides a method of establishing a point-to

point communication between a first process and a second process, said method

25 for use in a first computer process operatively coupled over a computer network to

a second process and a mail server process, said method comprising:

a. transmitting an E-mail signal to the mail server process over the

computer network, the E-mail signal containing a first network protocol address

assigned to the first process upon connection to the computer network;
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b. receiving a second network protocol address from the second

process over the computer network, the second network protocol address

assigned to the second process upon connection to the computer network; and

c. establishing a point-to-point communication link between the first

5 process and the second process over the computer network, in response to

receiving the second network protocol address.

The present invention also provides an apparatus for establishing a point

to-point communication link, said apparatus operating in a computer system

operatively connectable to other processes and a server process over a computer

10 network, said apparatus comprising:

a. program logic configured to transmit an E-mail signal containing a

network protocol address from a first process to a second process over the

computer network;

b. program logic configured to receive a second network protocol

15 address from the second process over the computer network; and

c. program logic, responsive to the second network protocol address,

and configured to establish a point-to-point communication link between the first

process and the second process over the computer network.

The present invention also provides a computer program product for use

20 with a computer system, the computer system capable of executing a first process

and operatively connectable to a second process and a server over a computer

network, the computer program product comprising a computer useable medium

having program code embodied in the medium, the program code further

comprising:

25 program code for transmitting an E-mail signal comprisIng a network

protocol address of the first process to the second processor over the computer

network;

program code for receiving a second network protocol address from the

second process over the computer network; and

30 program code, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

ReexamFH_000335

SONY EXHIBIT 1003- Page 335



..· ....·..· ....·.. .... .· .....· .... .· .... .... .
....· .........· .....
....· .... .....· .....

...... .· ......... .

-3-

second process over the computer network.

The present invention also provides a method of establishing a point-to

point communication between a first process and second process. said method for·

use in a first computer process operatively coupled over a computer network to a

5 second process and an E-mail server.said method comprising the steps of:

A. transmitting to the second process over the computer network an

E-mail signal comprising a network protocol address of the first process;

B. receiving from the second process over the computer network a

second network protocol address; and

10 C. in response to the second network protocol address, establishing a

point-to-point communication link between the first process and the second

process over the computer network.

Preferred embodiments of the present invention are hereinafter described,

15 by way of example only, with reference to the following drawings, wherein:

FIG 1 illustrates, in block diagram format, a system for the disclosed point

to-point Internet protocol:

FIG 2 illustrates, in block diagram format, the system using a secondary

point-to-point Internet protocol;

20 FIG 3 illustrates, in block diagram format; the system of FIGS 1-2 with the

point-to-point Internet protocol established;

FIG 4 is another block diagram of the system of FIGS 1-2 with audio

communications being conducted;
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FIG. 5 illustrates a display screen for a processing unit;

FIG. 6 illustrates another display screen for a processing unit;

FIG. 7 illustrates a flowchart of the initiation of the point-to-point

Internet protocols;

5 FIG. 8 illustrates a flowchart of the performance of the primary

point-to-point Internet protocols; and

FIG. 9 illustrates a flowchart of the performance of the secondary

point-to-point Internet protocol.
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Referring now in specific detail to the drawings, with like reference

numerals identifying similar or identical elements, as shown in FIG. ('the

present disclosure describes a point-to-point network protocol and system

10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first

processing unit 12 for sending at least a voice signal from a first user to a

second user. The first processing unit 12 includes a processor 14, a

memory 16, an input device 18, and an output device 20. The output

device 20 includes at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired and/or

wireless communication connections to the Internet or other computer

networks such as an Intranet, i.e., a private computer network. One

skilled in the art would understand that the input device 18 may be

implemented at least in part by the modem of the output device 20 to

allow input signals from the communication connections to be received .

The second processing unit 22 may have a processor, memory, and

input and output devices, inclUding at least one modem and associated

communication connections, as described above for the first processing

unit 12. In an exemplary embodiment, each of the processing units 12,

22 may execute the WEBPHONE ™ Internet telephony application

available from NetSpeak Corporation, Boca Raton, FL, which is capable

of performing the disclosed point-to-point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are

operatively connected to the Internet 24 by communication devices and

software known in the art, such as an Internet Service Provider (ISP) or

an Internet gateway. The processing units 12, 22 may be operatively

interconnected through the Internet 24 to a connection server 26. and
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may also be operatively connected to a mail server 28 associated with

the Internet 24.

The connection server 26 includes a processor 3D, a timer 32 for

generating time stamps, and a memory such as a database 34 for

5 storing, for example, E-mail and Internet Protocol (IP) addresses of

logged-in units. In an exemplary embodiment. the connection server 26

may be a SPARC 5 server or a SPARC 20 server, available from SUN

MICROSYSTEMS, INC., Mountain View. CA, having a central processing

unit (CPU) as processor 3D, an operating system (OS) such as UNIX. for

providing timing operations such as maintaining the timer 32, a hard drive

or fixed drive, as well as dynamic random access memory (DRAM) for

storing the database 34, and a keyboard and display and/or other input

and output devices (not shown in FIG. 1). The database 34 may be an

SOL database available from ORACLE or INFORMIX.

In an exemplary embodiment, the mail server 28 may be a Post

Office Protocol (POP) Version 3 mail server including a processor,

memory. and stored programs operating in a UNIX environment, or,

alternatively, another as, to process E-mail capabilities between

processing units and devices over the Internet 24.

The first processing unit 12 may operate the disclosed point-to-

point Internet protocol by a computer program described hereinbelow in

conjunction with FIG. 6, which may be implemented from compiled and

lor interpreted source code in the C++ programming language and which

may be downloaded to the first processing unit 12 from an external

25 computer. The operating computer program may be stored in the

memory 16, which may include about 8 MB RAM andlor a hard or fixed

drive having about 8 MB. Alternatively, the source code may be

implemented in the first processing unit 12 as firmware, as an erasable

read only memory (EPROM). etc. It is understood that one skilled in the
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art would be able to use programming languages other than C++ to

implement the disclosed point-to-point network protocol and system 10.

The processor 14 receives input commands and data from a first

user associated with the first processing unit 12 though the input device

18, which may be an input port connected by a wired, optical, or a

wireless connection for electromagnetic transmissions, or alternatively

may be transferable storage media, such as floppy disks, magnetic

tapes, compact disks, or other storage media including the input data

from the first user.

The input device 18 may include a user interface (not shown)

having, for example, at least one button actuated by the user to input

commands to select from a plurality of operating modes to operate the

first processing unit 12. In alternative embodiments, the input device 18

may include a keyboard, a mouse, a touch screen, and/or a data reading

device such as a disk drive for receiving the input data from input data

files stored in storage media such as a floppy disk or, for example. an 8

mm storage tape. The input device 18 may alternatively include

connections to other computer systems to receive the input commands

and data therefrom.

The first processing unit 12 may include a visual interface for use

in conjunction with the input device 18 and output device 20 similar to

those screens illustrated in FIGS. 5-6, discussed below. It is also

understood that alternative devices may be used to receive commands

and data from the user, such as keyboards, mouse devices, and

graphical user interfaces (GUI) such as WINDOWSTM 3.1 available form

MICROSOFT Corporation, Redmond, WA., and other operating systems

and GUls, such as OS/2 and OS/2 WARP, available from IBM

CORPORATION, Boca Raton, FL. Processing unit 12 may also include

microphones and/or telephone handsets for receiving audio voice data

--- - --- --
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and commands, speech or voice recognition devices, dual tone multi

frequency (DTMF) based devices, and/or software known in the art to

accept voice data and commands and to operate the first processing unit

12.

In addition, either of the first processing unit 12 and the second

processing unit 22 may be implemented in a personal digital assistant

(PDA) providing modem and E-mail capabilities and Internet access, with

the PDA providing the input/output screens for mouse interactions or for

touchscreen activation as shown, for example, in FIGS. 5-6, as a

combination of the input device 18 and output device 20.

For clarity of explanation, the illustrative embodiment of the

disclosed point-to-point Internet protocol and system 10 is presented as

having individual functional blocks, which may include functional blocks

labeled as "processor" and "processing unit". The functions represented

by these blocks may be provided through the use of either shared or

dedicated hardware, including, but not limited to, hardware capable of

executing software. For example, the functions of each of the processors

and processing units presented herein may be provided by a shared

processor or by a plurality of individual processors. Moreover. the use of

the functional blocks with accompanying labels herein is not to be

construed to refer exclusively to hardware capable of executing software.

Illustrative embodiments may include digital signal processor (DSP)

hardware, such as the AT&T DSP16 or DSP32C, read-only memory

(ROM) for storing software performing the operations discussed below,

and random access memory (RAM) for storing DSP results. Very large

scale integration (VLSI) hardware embodiments, as well as custom VLSI

circuitry in combination with a general purpose DSP circuit, may also be

provided. Any and all of these embodiments may be deemed to fail

within the meaning of the labels for the functional blocks as used herein.

ReexamFH_000341

SONY EXHIBIT 1003- Page 341



5

10

...· ....·••.. ....
•....
•• 0

• •....· ...0 0· ..
:.: I :f

....
• 0........
• 0.•..

....
000

00 0....
o •....

20.. ..
o 0 0. .

•......
• 0

25

9

The processing units 12. 22 are capable of placing calls and

connecting to other processing units connected to the Internet 24. for

example, via dialup SLJP/PPP lines. In an exemplary embodiment. each

processing unit assigns an unsigned long session number, for example, a

32- bit long sequence in a *.ini file for each call. Each call may be

assigned a successive session number in sequence, which may be used

by the respective processing unit to associate the call with one of the

SLJP/PPP lines, to associate a <ConnectOK> response signal with a

<Connect Request> signal, and to allow for mUltiplexing and

demu/tiplexing of inbound and outbound conversations on conference

lines, as explained hereinafter.

For callee (or called) processing units with fixed IP addresses, the

caller (or calling) processing unit may open a "socket", i.e. a file handle or

address indicating where data is to be sent, and transmit a <Call>

command to establish communication with the callee utilizing, for

example, datagram services such as Internet Standard network layering

as well as transport layering, which may include a Transport Control

Protocol (TCP) or a User Datagram Protocol (UDP) on top of the IP.

Typically, a processing unit having a fixed IP address may maintain at

least one open socket and a called processing unit waits for a <Call>

command to assign the open socket to the incoming signal. If all lines

are in use, the callee processing unit sends a BUSY signal or message to

the callee processing unit. As shown in FIG. 1, the disclosed point-to

point Internet protocol and system 10 operate when a callee processing

unit does not have a fixed or predetermined IP address. In the exemplary

embodiment and without loss of generality, the first processing unit 12 is

the caller processing unit and the second processing unit 22 is the called

processing unit. When either of processing units 12, 22 logs on to the

Internet via a dial-up connection. the respective unit is provided a
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dynamically allocated IP address by the a connection service provider.

Upon the first user initiating the pOint-to-point Intemet protocol

when the first user is logged on to the Internet 24, the first processing unit

12 automatically transmits its associated E-mail address and its

dynamically allocated IP address to the connection server 26. The

connection server 26 then stores these addresses in the database 34 and

time stamps the stored addresses using timer 32. The first user

operating the first processing unit 12 is thus established in the database

34 as an active on-line party available for communication using the

disclosed point-to-point Internet protocol. Similarly. a second user

operating the second processing unit 22. upon connection to the Internet

24 through the a connection service provider. is processed by the

connection server 26 to be established in the database 34 as an active

on-line party.

The connection server 26 may use the time stamps to update the

status of each processing unit: for example. after 2 hours. so that the on

line status information stored in the database 34 is relatively current.

Other predetermined time periods. such as a default value of 24 hours.

may be configured by a systems operator.

The first user with the first processing unit 12 initiates a call using.

for example, a Send command and/or a command to speeddial an NTH

stored number, which may be labeled [SND] and [SPD] [N], respectively,

by the input device 18 and/or the output device 20, such as shown in

FIGS. 5-6. In response to either the Send or speeddial commands, the

first processing unit 12 retrieves from memory 16 a stored E-mail address

of the callee corresponding to the NTH stored number. Alternatively. the

first user may directly enter the E-mail address of the callee.

The first processing unit 12 then sends a query, including the E

mail address of the callee, to the connection server 26. The connection
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server 26 then searches the database 34 to determine whether the callee

is logged-in by finding any stored information corresponding to the

callee's E-mail address indicating that the callee is active and on-line. If

the callee is active and on-line, the connection server 26 then performs

the primary point-to-point Internet protocol; i.e. the IP address of the

callee is retrieved from the database 34 and sent to the first processing

unit 12. The first processing unit 12 may then directly establish the point

to-point Internet communications with the callee using the IP address of

the callee.

If the callee is not on-line when the connection server 26

determines the callee's status, the connection server 26 sends an OFF

LINE signal or message to the first processing unit 12. The first

processing unit 12 may also display a message such as "Called Party

Off-Line" to the first user.

When a user logs off or goes off-line from the Internet 24, the

connection server 26 updates the status of the user in the database 34;

for example, by removing the user's information, or by flagging the user

as being off-line. The connection server 26 may be instructed to update

the user's information in the database 34 by an off-line message. such as

a data packet, sent automatically from the processing unit of the user

prior to being disconnected from the connection server 26. Accordingly,

an off-line user is effectively disabled from making and/or receiving point

to-point Internet communications.

As shown in FIGS. 2-4, the disclosed secondary point-to-point

Internet protocol may be used as an alternative to the primary point-to

point Internet protocol described above, for example, if the connection

server 26 is non-responsive, inoperative, and/or unable to perform the

primary point-to-point Internet protocol, as a non-responsive condition.

Alternatively, the disclosed secondary point-ta-point Internet protocol may
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be used independent of the primary point-ta-point Internet protocol. In

the disclosed secondary point-ta-point Internet protocol, the first

processing unit 12 sends a <ConnectRequest> message via E-mail over

the Internet 24 to the mail server 28. The E-mail including the

<ConnectRequest> message may have, for example, the SUbject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emailAddr]

where nnn.nnn.nnn.nnn. is the current (Le. temporary or permanent) IP

address of the first user, and XXXXXXXX is a session number, which

may be unique and associated with the request of the first user to initiate

point-to-point communication with the second user.

As described above, the first processing unit 12 may send the

<ConnectRequest> message in response to an unsuccessful attempt to

perform the primary point-to-point Internet protocol. Alternatively, the first

processing unit 12 may send the <ConnectRequest> message in

response to the first user initiating a SEND command or the like.

After the <ConnectRequest> message via E-mail is sent. the first

processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32. may be

set by the first processing unit 12, in a manner known in the art, to wait

for a predetermined duration to receive a <ConnectOK> signal. The

processor 14 of the first processing unit 12 may cause the output device

20 to output a Ring signal to the user, such as an audible ringing sound,

about every 3 seconds. For example. the processor 14 may output a

*.wav file, which may be labeled RING.WAV, which is processed by the

output device 20 to output an audible ringing sound.

The mail server 28 then polls the second processing unit 22, for

example, every 3-5 seconds, to deliver the E-mail. Generally, the second

processing unit 22 checks the incoming lines, for example, at regular

intervals to wait for and to detect incoming E-mail from the mail server 28
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through the Internet 24.

Typically, for sending E-mail to users having associated

processing units operatively connected to a host computer or server

operating an Internet gateway, E-mail for a specific user may be sent

over the Internet 24 and directed to the permanent IP address or the

SLiP/PPP account designation of the host computer, which then assigns

a temporary IP address to the processing unit of the specified user for

properly routing the E-mail. The E-mail signal may include a name or

other designation such as a user name which identifies the specific user

regardless of the processing unit assigned to the user; that is, the host

computer may track and store the specific device where a specific user is

assigned or logged on, independent of the IP address system, and so the

host computer may switch the E-mail signal to the device of the specific

user. At that time, a temporary IP address may be generated or assigned

to the specific user and device.

Upon detecting and/or receiving the incoming E-mail signal from

the first processing unit 12. the second processing unit 22 may assign or

may be assigned a temporary IP address. Therefore. the delivery of the

E-mail through the Internet 24 provides the second processing unit 22

with a session number as well as IP addresses of both the first

processing unit 12 and the second processing unit 22.

Point-to-point communication may then be established by the

processing unit 22 processing the E-mail signal to extract the

<ConnectRequest> message, including the IP address of the first

processing unit 12 and the session number. The second processing unit

22 may then open a socket and generate a <ConnectOK> response

signal, which includes the temporary IP address of the second processing

unit 22 as well as the session number of the first processing unit.

The second processing unit 22 sends the <ConnectOK> signal
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directly over the Internet 24 to the IP address of the first processing unit

12 without processing by the mail server 28, and a timeout timer of the

second processing unit 22 may be set to wait and detect a <Call> signal

expected from the first processing unit 12.

5 Realtime point-ta-point communication of audio signals over the

Internet 24, as well as video and voicemail, may thus be established and

supported without requiring permanent IP addresses to be assigned to

either of the users or processing units 12, 22. For the duration of the

realtime point-ta-point link, the relative permanence of the current IP

addresses of the processing units 12, 22 is sufficient, whether the current

IP addresses were permanent (Le. predetermined or preassigned) or

temporary (i.e. assigned upon initiation of the point-to-point

communication).

In the exemplary embodiment, a first user operating the first

processing unit 12 is not required to be notified by the first processing unit

12 that an E-mail is being generated and sent to establish the point-to

point link with the second user at the second processing unit 22.

Similarly, the second user is not required to be notified by the second

processing unit 22 that an E-mail has been received and/or a temporary

IP address is associated with the second processing unit 22. The

processing units 12,22 may perform the disclosed point-to-point Internet

protocol automatically upon initiation of the point-to-point communication

command by the first user without displaying the E-mail interactions to

either user. Accordingly, the disclosed point-ta-point Internet protocol

may be transparent to the users. Alternatively, either of the first and

second users may receive, for example, a brief message of

"CONNECTION IN PROGRESS" or the like on a display of the respective

output device of the processing units 12, 22.

After the initiation of either the primary or the secondary point-to-
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point Internet protocols described above in conjunction with FIGS. 1-2,

the point-to-point communication link over the Internet 24 may be

established as shown in FIGS. 3-4 in a manner known in the art. For

example, referring to FIG. 3, upon receiving the <ConnectorOK> signal

5 from the second processing unit 22, the first processing unit 12 extracts

the IP address of the second processing unit 22 and the session number,

and the session number sent from the second processing unit 22 is then

checked with the session number originally sent from the first processing

unit 12 in the <ConnectRequest> message as E-mail. If the session

numbers sent and received by the processing unit 12 match, then the first

processing unit 12 sends a <Call> signal directly over the Internet 24 to

the second processing unit 22; i.e. using the IP address of the second

processing unit 22 provided to the first processing unit 12 in the

<ConnectOK> signal.

Upon receiving the <Call> signal, the second processing unit 22

may then begin a ring sequence, for example. by indicating or

annunciating to the second user that an incoming call is being received .

For example. the word "CALL" may be displayed on the output device of

the second processing unit 22. The second user may then activate the

second processing unit 22 to receive the incoming call.

Referring to FIG. 4, after the second processing unit 22 receives

the incoming call, realtime audio and/or video conversations may be

conducted in a manner known in the art between the first and second

users through the Internet 24, for example, by compressed digital audio

signals. Each of the processing units 12,22 also display to each

respective user the words "IN USE" to indicate that the point-to-point

communication link is established and audio or video signals are being

transmitted.

In addition, either user may terminate the point-to-point
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communication link by, for example, activating a termination command,

such as by activating an [END] button or icon on a respective processing

unit, causing the respective processing unit to send an <End> signal

which causes both processing units to terminate the respective sockets,

as well as to perform other cleanup commands and functions known in

the art.

FIGS. 5-6 illustrate examples of display screens 36 which may be

output by a respective output device of each processing unit 12, 22 of

FIGS. 1-4 for providing the disclosed point-to-point Internet protocol and

system 10. Such display screens may be displayed on a display of a

personal computer (PC) or a PDA in a manner known in the art.

As shown in FIG. 5, a first display screen 36 includes a status area

38 for indicating, for example, a called user by name and/or by IP

address or telephone number; a current function such as C2; a current

time; a current operating status such as "IN USE", and other control icons

such as a down arrow icon 40 for scrolling down a list of parties on a

current conference line. The operating status may include such

annunciators as "IN USE," "IDLE," "BUSY," "NO ANSWER," "OFFLINE,"

"CALL," "DIALING," "MESSAGES," and "SPEEDDIAL."

Other areas of the display screen 36 may include activation areas

or icons for actuating commands or entering data. For example, the

display screen 36 may include a set of icons 42 arranged in columns and

rows including digits 0-9 and commands such as END, SND, HLD, etc.

For example, the END and SND commands may be initiated as described

above, and the HLD icon 44 may be actuated to place a current line on

hold. Such icons may also be configured to SUbstantially simulate a

telephone handset or a cellular telephone interface to facilitate ease of

use, as well as to simulate function keys of a keyboard. For example,

icons labeled L1-L4 may be mapped to function keys F1-F4 on standard
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PC keyboards, and icons C1-C3 may be mapped to perform as

combinations of function keys, such as CTRL-F1, CTRL-F2, and CTRL

F3, respectively. In addition, the icons labeled L1-L4 and C1-C3 may

include circular regions which may simulate light emitting diodes (LEOs)

5 which indicate that the function or element represented by the respective

icon is active or being performed.

Icons L1-L4 may represent each of 4 lines available to the caller,

and icons C1-C3 may represent conference calls using at least one line

to connect, for example, two or more parties in a conference call. The

icons L1-L4 and C1-C3 may indicate the activity of each respective line or

conference line. For example, as illustrated in FIG. 5, icons L1-L2 may

have lightly shaded or colored circles, such as a green circle, indicating

that each of lines 1 and 2 are in use, while icons L3-L4 may have darkly

shaded or color circles, such as a red or black circle, indicating that each

of lines 3 and 4 are not in use. Similarly, the lightly shaded circle of the

icon labeled C2 indicates that the function corresponding to C2 is active,

as additionally indicated in the status are 38. while darkly shaded circles

of icons labeled C1 and C3 indicate that such corresponding functions

are not active.

The icons 42 are used in conjunction with the status area 38. For

example, using a mouse for input, a line that is in use, as indicated by the

lightly colored circle of the icon, may be activated to indicate a party's

name by clicking a right mouse button for 5 seconds until another mouse

click is actuated or the [ESC] key or icon is actuated..Thus, the user may

switch between multiple calls in progress on. respective lines.

Using the icons as well as an input device such as a mouse, a

user may enter the name or alias or IP address, if known, of a party to be

called by either manually entering the name, by using the speeddial

feature, or by double clicking on an entry in a directory stored in the
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memory, such as the memory 16 of the first processing unit 12, where the

directory entries may be scrolled using the status area 38 and the down

arrow icon 40.

Once a called party is listed in the status area 38 as being active

on a line, the user may transfer the called party to another line or a

conference line by clicking and dragging the status area 38, which is

represented by a reduced icon 46. Dragging the reduced icon 46 to any

one of line icons L1-L4 transfers the called party in use to the selected

line, and dragging the reduced icon 46 to anyone of conference line

icons C1-C3 adds the called party to the selected conference call.

Other features may be supported. such as icons 48-52, where icon

48 corresponds to, for example. an ALT-X command to exit the

communication facility of a processing unit, and icon 50 corresponds to,

for example. an ALT-M command to minimize or maximize the display

screen 36 by the output device of the processing unit. Icon 52

corresponds to an OPEN command. which may. for example, correspond

to pressing the 0 key on a keyboard. to expand or contract the display

screen 36 to represent the opening and closing of a cellular telephone.

An wopened" configuration is shown in FIG. 5, and a "closed"

configuration is shown in FIG. 6. In the "opened" configuration, additional

features such as output volume (VOL) controls, input microphone (MIC)

controls, waveform (WAV) sound controls. etc.

The use of display screens such as those shown in FIGS. 5-6

provided flexibility in implementing various features available to the user.

It is to be understood that additional features such as those known in the

art may be supported by the processing units 12. 22.

Alternatively, it is to be understood that one skilled in the art may

implement the processing units 12,22 to have the features of the display

screens in FIGS. 5-6 in hardware; i.e. a wired telephone or wireless
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cellular telephone may include various keys, LEOs, liquid crystal displays

(LCOs), and touchscreen actuators corresponding to the icons and

features shown in FIGS. 5-6. In addition, a PC may have the keys of a

keyboard and mouse mapped to the icons and features shown in FIGS.

5-6.

Referring to FIG. 7, the disclosed point-ta-point Internet protocol

and system 10 is illustrated. First processing unit 12 initiates the point-to

point Internet protocol in step 56 by sending a query from the first

processing unit 12 to the connection server 26. If connection server 26 is

operative to perform the point-to-point Internet protocol, in step 58, first

processing unit 12 receives an on-line status signal from the connection

server 26, such signal may include the IP address of the callee or a

"Callee Off-Line" message. Next, first processing unit 12 performs the

primary point-ta-point Internet protocol in step 60, which may include

receiving, at the first processing unit 12, the IP address of the callee if the

calJee is active and on-line. Alternatively, processing unit 60 may initiate

and perform the secondary point-to-point Internet protocol in step 62, if

the called party is not active and/or on-line.

Referring to FIG. 8, in conjunction with FIGS. 1 and 3-4, the

disclosed pOint-to-point Internet protocol and system 10 is illustrated.

Connection server 26 starts the point-to-point Internet protocol, in step

64, and timestamps and stores E-mail and IP addresses of logged-in

users and processing units in the database 34 in step 66. Connection

server 26 receives a query from a first processing unit 12 in step 68 to

determine whether a second user or second processing unit 22 is logged

in to the Internet 24, with the second user being specified, for example,

by an E-mail address. Connection server 26 retrieves the IP address of

the specified user from the database 34 in step 70, if the specified user is

logged-in to the Internet, and sends the retrieved IP address to the first
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processing unit 12 in step 72 to enable first processing unit 12 to

establish point-to-point communications with the specified second user.

The disclosed secondary point-ta-point Internet protocol operates

as shown in FIG. 9. First processing unit 12 generates an E-mail signal,

including a session number and a first IP address corresponding to a first

processing unit in step 76. First processing unit 12 transmits the E-mail

signal as a <ConnectRequest> signal to the Internet 24 in step 78. The

E-mail signal is delivered through the Internet 24 using a mail server 28 to

the second processing unit 22 in step 80. Second processing unit 22

extracts the session number and the first IP address from the E-mail

signal in step 82 and transmits or sends the session number and a

second IP address corresponding to the second processing unit 22, back

to the first processing unit 12 through the Internet 24, in step 84. First

processing unit 12 verifies the session number received from the second

processing unit 22 in step 86. and establishes a point-to-point Internet

communication link between the first processing unit 12 and second

processing unit 22 using the first and second IP addresses in step 88.

While the disclosed point-to-point Internet protocols and system

have been particularly shown and described with reference to the

preferred embodiments, it is understood by those skilled in the art that

various modifications in form and detail may be made therein without

departing from the scope and spirit of the invention. Accordingly.

modifications such as those suggested above, but not limited thereto, are

to be considered within the scope of the invention.
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Throughout this specification and the claims which follow, unless the

context requires otherwise, the word "comprise", and variations such as

"comprises" and "comprising", will be understood to imply the inclusion of a stated

integer or step or group of integers or steps but not the exclusion of any other

5 integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be

taken as, an acknowledgment or any form of suggestion that that prior art forms

part of the common general knowledge in Australia.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. Apparatus for establishing a point-to-point communication link, said

apparatus operating in a computer system operatively coupled to another

5 computer system and a server over a computer network, said apparatus

comprising:

a. means for transmitting an E-mail signal containing a network protocol

address from a first process to a second process over the computer network;

b. means for receiving a second network protocol address from the

10 second process over the computer network; and

c. means, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

second process over the computer network.

15 2. A method of establishing a point-to-point communication between a first

process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and a mail

server process, said method comprising:

a. transmitting an E-mail signal to the mail server process over the

20 computer network, the E-mail signal containing a first network protocol address

assigned to the first process upon connection to the computer network;

b. receiving a second network protocol address from the second

process over the computer network, the second network protocol address

assigned to the second process upon connection to the computer network; and

25 c. establishing a point-to-point communication link between the first

process and the second process over the computer network, in response to

receiving the second network protocol address.

3. Apparatus for establishing a point-to-point communication link, said

30 apparatus operating in a computer system operatively connectable to other
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processes and a server process over a computer network, said apparatus

comprising:

a. program logic configured to transmit an E-mail signal containing a

network protocol address from a first process to a second process over the

5 computer network;

b. program logic configured to receive a second network protocol

address from the second process over the computer network; and

c. program logic, responsive to the second network protocol address,

and configured to establish a point-to-point communication link between the first

10 process and the second process over the computer network.

4. A computer program product for use with a computer system, the computer

system capable of executing a first process and operatively connectable to a

second process and a server over a computer network, the computer program

15 product comprising a computer useable medium haVing program code embodied

in the medium, the program code further comprising:

program code for transmitting an E-mail signal compnslng a network

protocol address of the first process to the second processor over the computer

network;

20 program code for receiving a second network protocol address from the

second process over the computer network; and

program code, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

second process over the computer network.

25

5. A method of establishing a point-to-point communication between a first

process and second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an E-mail

server, said method comprising the steps of:

30 A. transmitting to the second process over the computer network an

E-mail signal comprising a network protocol address of the first process;
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B. receiving from the second process over the computer network a

second network protocol address; and

C. in response to the second network protocol address. establishing a

point-to-point communication link between the first process and the second

5 process over the computer network.

..· ....•..· ....·.. .... .· .....· .... .

6. Apparatus substantially as hereinbefore described with reference to the

accompanying drawings.

10 7. A method substantially as hereinbefore described with reference to the

accompanying drawings.

: •••• 8. A computer program product substantially as hereinbefore described with... .
reference to the accompanying drawings.....

•••••• 15....· .....
....· .... .....· .....

...... .· ......... .
20

DATED this 8th day of September 2000

NetSpeak Corporation

By its Patent Attorneys

DAVIES COLLISON CAVE
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Abstract

A method for establishing a point-to-point communication link from a caller

process to a callee process over a computer network, the cal/er process having a

5 user interface and being operatively connectable to the callee process and a

server over the computer network, said method for use in a computer system, the

method comprising, providing a user interface element representing a first

communication line, providing a user interface element representing a first calfee

process, and establishing a point-to-point communication link from the caller

process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

communication line.
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9. The method of claim 7 wherein the element provided in step 0 represents a

communication line on mute status.

10. The method of claim 1 wherein the caller process further comprises a visual

5 display and the user interface comprises a graphic user interface.

11. The method of claim 10 wherein the steps of establishing a point-to-point

link as described in step C is performed in response to manipulation of the graphic

elements on the graphic user interface.

10

12. A computer program product for use with a computer system comprising:

a computer useable medium havin"g program code embodied in the medium

for establishing a point-to-point communication link from a caller process to a

callee process over a computer network, the caller process having a user interface

15 and being operatively connectable to the callee process and a server over the

computer network, the medium further comprising:

program code for generating an element representing a first communication

line;

program code for generating an element representing a first callee process;

20 program code, responsive to a user associating the element representing

the first callee process with the element representing the first communication line,

for establishing a point-to-point communication link from the caller process to the

first callee process.

25 13. The computer program product of claim 12 wherein the program code for

establishing a point-to-point communication link further comprises:

program code for querying the server as to the on-line status of the first

callee process; and

program code for receiving a network protocol address of the first callee

30 process over the computer network from the server.
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POINT-TO-POINT INTERNET PROTOCOL

The present invention relates, in genera"!, to data processing

systems, and more specifically, to a method and apparatus for facilitating

audio communications over computer networks.

The increased popularity of on-line services such as AMERICA

ONLINETM, COMPUSERVE®, and other services such as Internet

gateways have spurred applications to provide multimedia, inclUding

video and voice clips, to online users. An example of an online voice clip

application is VOICE E-MAIL FOR WINCIM and VOICE E-MAIL FOR

AMERICA ONlINETM. available from Bonzi Software, as described in

"Simple Utilities Send Voice E-Mail Online", MULTIMEDIA WORLD, VOL.

2, NO.9, August 1995, p. 52. Using such Voice E-Mail software, a user

may create an audio message to be sent to a predetermined E-mail

address specified by the user.

Generally, devices interfacing to the Internet and other online

services may communicate with each other upon establishing respective

device addresses. One type of device address is the Internet Protocol

(IP) address, which acts as a pointer to the device associated with the IP

address. A typical device may have a Serial Line Internet Protocol or

Point-to-Point Protocol (SLIP/PPP) account with a permanent IP address

for receiving E-mail, voicemail, and the like over the Internet. E-mail and
-.

voicemail is generally intended to convey text, audio, etc., with any

routing information such as an IP address and routing headers generally
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-.being considered an artifact of the communication, or even gibberish to

the recipient.

Devices such as a host computer or server of a company may

include mUltiple modems for connection of users to the Internet, with a

temporary IP address allocated to each user. For example, the host

computer may have a generallP address "XXX.XXX.XXX," and each user

may be allocated a-successive IP address of XXX.XXX.XXX. 10,

XXX.XXX.XXX.11, XXX.XXX.XXX.12, etc. Such temporary IP addresses

may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host

computer of a company may support a maximum of 254 IP addresses

which are pooled and shared between devices connected to the host

computer.

Permanent IP addresses of users and devices accessing the

Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, realtime video teleconferencing

has been implemented using dedicated IP addresses and mechanisms

known as reflectors.

A technique for matching domain names to Internet Protocol

addresses is described in the text entitled "Internetworking With TCPIIP",

2nd Edition, by Douglas E. Comer, November 1992, Prentice Hall,

Englewood Cliffs, New Jersey, U.S.A. Comer describes a domain name

system and cooperative systems of name servers for matching domain

names to network addresses. Each name server is a server program that

supplies mapping of domain names to IP addresses. The system

described in Comer, however, is not designed for use with network nodes

whose network names or name to address bindings change frequently.

International Publication WO 92119054 discloses a network
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monitoring system including an address tracking module which uses passive

monitoring of all packet communications over a local area network to maintain a

name table of IP address mappings. The disclosed address tracking module is

capable of monitoring only a small number of nodes on a local area network and is

5 not suitable for use with a multitude of nodes over a wide area network.

None of the above-described systems are suitable for use with processes

which have dynamically assigned network protocol addresses and which are

communicating over wide area or global networks.

Due to the dynamic nature of temporary IP addresses of some devices

10 accessing the Internet, point-to-point communications in realtime of voice and

video have been generally difficult to attain.

In accordance with the present invention, there is provided a method for

establishing a point-to-point communication link from a caller process to a callee

process over a computer network, the caller process having a user interface and

15 being operatively connectable to the callee process and a server over the

computer network, said method for use in a computer system, said method

comprising:

A. providing a user interface element representing a first

communication line;

20 B. prOViding a user interface element representing a first callee process;

and

c. establishing a point-to-point communication link from the caller

process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

25 communication line.

The present invention also provides a computer program product for use

with a computer system comprising:

a computer useable medium having program code embodied in the medium

for establishing a point-to-point communication link from a caller process to a

30 callee process over a computer network, the caller process having a user interface
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and being operatively connectable to the callee process and a server over the

computer network. the medium further comprising:

program code for generating an element representing a first communication

line;

5 program code for generating an element representing a first callee process;

program code. responsive to a user associating the element representing the first

callee process with the element representing the first communication line. for

establishing a point-to-point communication link from the caller process to the first

callee process.

10 The present invention also provides a computer data signal embodied in a

carrier wave comprising:

program code for generating a element representing a first communication

line;

program code for generating an element representing a first callee process;

15 program code, responsive to association of the element representing the

first callee process with the element representing the first communication line, for

establishing a point-to-point communication link from the caller process to the first

callee process over a computer network.

20 Preferred embodiments of the present invention are hereinafter described, by way

of example only. with reference to the following drawings. wherein:

FIG 1 illustrates. in block diagram format, a system for the disclosed point

to-point Internet protocol:

FIG 2 illustrates. in block diagram format. the system using a secondary

25 point-to-point Internet protocol;

FIG 3 illustrates. in block diagram format; the system of FIGS 1-2 with the

point-to-point Internet protocol established;

FIG 4 is another block diagram of the system of FIGS 1-2 with audio

communications being conducted;
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FIG. 5 illustrates a display screen for a processing unit;

FIG. 6 illustrates another display screen for a processing unit;

FIG. 7 illustrates a flowchart of the initiation of the point-ta-point

Internet protocols;

5 FIG. 8 illustrates a flowchart of the performance of the primary

point-to-point Internet protocols; and

FIG. 9 illustrates a flowchart of the performance of the secondary

point-to-point Internet protocol.
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Referring now in specific detail to the drawings, with like reference

numerals identifying similar or identical elements, as shown in FIG. 1, the

present disclosure describes a point-to-point network protocol and system

10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first

processing unit 12 for sending at least a voice signal from a first user to a

second user- The first processing unit 12 includes a processor 14, a

memory 16, an input device 1B. and an output device 20. The output

device 20 includes at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired and/or

wireless communication connections to the Internet or other computer

networks such as an Intranet, Le., a private computer network. One

skilled in the art would understand that the input device 18 may be

implemented at least in part by the modem of the output device 20 to

allow input signals from the communication connections to be received:

The second processing unit 22 may have a processor, memory. and

input and output devices, including at least one modem and associated

communication connections, as described above for the first processing

unit 12. In an exemplary embodiment, each of the processing units 12,

22 may execute the WEBPHONETM Internet telephony application

available from NetSpeak Corporation, Boca Raton. FL, which is capable

of performing the disclosed point-to-point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are

operatively connected to the Internet 24 by communication devices and

software known in the art, such as an Internet Service Provider (ISP) or

an Internet gateway. The processing units 12, 22 may be operatively

interconnected through the Internet 24 to a connection server 26, and

.._--_._----
ReexamFH_000374

SONY EXHIBIT 1003- Page 374



5

10..... .. ....· ....·....'. .· .....· .... .· .... .... .
15....· .........· .....

....· .... .....· .....

:-•.••20· ......... .

25

6

may also be operatively connected to a mail server 28 associated with

the Internet 24.

The connection server 26 includes a processor 30, a timer 32 for

generating time stamps, and a memory such as a database 34 for

storing, for example, E-mail and Internet Protocol (IP) addresses of

logged-in units. In an exemplary embodiment, the connection server 26

may be a SPARC 5 server or a SPARC 20 server, available from SUN

MICROSYSTEMS, INC., Mountain View, CA, having a central processing

unit (CPU) as processor 30, an operating system (OS) such as UNIX, for

providing timing operations such as maintaining the timer 32, a hard drive

or fixed drive, as well as dynamic random access memory (DRAM) for

storing the database 34, and a keyboard and display andlor other input

and output devices (not shown in FIG. 1). The database 34 may be an

Sal database available from ORACLE or INFORMIX.

In an exemplary embodiment, the mail server 28 may be a Post

Office Protocol (POP) Version 3 mail server including a processor,

memory, and stored programs operating in a UNIX environment, or,

alternatively, another OS, to process E-mail capabilities between

processing units and devices over the Internet 24.

The first processing unit 12 may operate the disclosed point-to

point Internet protocol by a computer program described hereinbelow in

conjunction with FIG. 6, which may be implemented from compiled and

lor interpreted source code in the C++ programming language and which

may be downloaded to the first processing unit 12 from an external

computer. The operating computer program may be stored in the

memory 16, which may include about 8 MS RAM and/or a hard or fixed

drive having about 8 MS. Alternatively, the source code may be

implemented in the first processing unit 12 as firmware, as an erasable

read only memory (EPROM), etc. It is understood that one skilled in the
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art would be able to use programming languages other than C++ to

implement the disclosed point-ta-point network protocol and system 10.

The processor 14 receives input commands and data from a first

user associated with the first processing unit 12 though the input device

18, which may be an input port connected by a wired, optical, or a

wireless connection for electromagnetic transmissions, or alternatively

may be transferable storage media, such as floppy disks, magnetic

tapes, compact disks, or other storage media including the input data

from the first user.

The input device 18 may include a user interface (not shown)

having, for example, at least one button actuated by the user to input

commands to select from a plurality of operating modes to operate the

first processing unit 12. In alternative embodiments, the input device 18

may include a keyboard, a mouse, a touch screen, and/or a data reading

device such as a disk drive for receiving the input data from input data

files stored in storage media such as a floppy disk or, for example, an 8

mm storage tape. The input device 18 may alternatively include

connections to other computer systems to receive the input commands

and data therefrom.

The first processing unit 12 may include a visual interface for use

in conjunction with the input device 18 and output device 20 similar to

those screens illustrated in FIGS. 5-6, discussed below. It is also

understood that alternative devices may be used to receive commands

and data from the user, such as keyboards, mouse devices, and

graphical user interfaces (GUI) such as WINDOWSTM 3.1 available form

MICROSOFT Corporation, Redmond, WA., and other operating systems

and GUls, such as OS/2 and OS/2 WARP, available from IBM

CORPORATION, Boca Raton, FL. Processing unit 12 may also include

microphones and/or telephone handsets for receiving audio voice data
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and commands, speech or voice recognition devices, dual tone multi

frequency (DTMF) based devices, and/or software known in the art to

accept voice data and commands and to operate the first processing unit

12.

In addition, either of the first processing unit 12 and the second

processing unit 22 may be implemented in a personal digital assistant

(PDA) providing modem and E-mail capabilities and Internet access, with

the PDA providing the input/output screens for mouse interactions or for

touchscreen activation as shown, for example, in FIGS. 5-6, as a

combination of the input device 18 and output device 20.

For clarity of explanation, the illustrative embodiment of the

disclosed point-to-point Internet protocol and system 10 is presented as

having individual functional blocks, which may include functional blocks

labeled as "processor" and "processing unit". The functions represented

by these blocks may be provided through the use of either shared or

dedicated hardware, including, but not limited to, hardware capable of

executing software. For example, the functions of each of the processors

and processing units presented herein may be provided by a shared

processor or by a plurality of individual processors. Moreover, the use of

the functional blocks with accompanying labels herein is not to be

construed to refer exclusively to hardware capable of executing software.

Illustrative embodiments may include digital signal processor (DSP)

hardware, such as the AT&T DSP16 or DSP32C, read-only memory

(ROM) for storing software performing the operations discussed below,

and random access memory (RAM) for storing DSP results. Very large

scale integration (VLSI) hardware embodiments, as well as custom VLSI

circuitry in combination with a general purpose DSP circuit, may also be

prOVided. Any and all of these embodiments may be deemed to fail

within the meaning of the labels for the functional blocks as used herein.

_.-_._----
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The processing units 12, 22 are capable of placing calls and

connecting to other processing units connected to the Internet 24, for

example, via dialup SLiP/PPP lines. In an exemplary embodiment. each

processing unit assigns an unsigned long session number, for example, a

32- bit long sequence in a *.ini file for each call. Each call may be

assigned a successive session number in sequence, which may be used

by the respective processing unit to associate the call with one of the

SLiP/PPP lines, to associate a <ConnectOK> response signal with a

<Connect Request> signal, and to allow for mUltiplexing and

demultiplexing of inbound and outbound conversations on conference

lines, as explained hereinafter.

For callee (or called) processing units with fixed IP addresses, the

- caller (or calling) processing unit may open a "socket", i.e. a file handle or

address indicating where data is to be sent, and transmit a <Call>

command to establish communication with the callee utiliZing, for

example, datagram services such as Internet Standard network layering

as well as transport layering, which may include a Transport Control

Protocol (TCP) or a User Datagram Protocol (UDP) on top of the IP.

Typically, a processing unit having a fixed IP address may maintain at

least one open socket and a called processing unit waits for a <Call>

command to assign the open socket to the incoming signal. If all lines

are in use, the callee processing unit sends a BUSY signal or message to

the callee processing unit. As shown in FIG. 1, the disclosed point-to

point Internet protocol and system 10 operate when a callee processing

unit does not have a fixed or predetermined IP address. In the exemplary

embodiment and without loss of generality, the first processing unit 12 is

the caller processing unit and the second processing unit 22 is the called

processing unit. When either of processing units 12, 22 logs on to the

Internet via a dial-up connection, the respective unit is provided a

ReexamFH_000378

SONY EXHIBIT 1003- Page 378



5

10

o ••
~. .

• 00..· ... ~·.. -... .· .....· .... .· ..:.:} s:
....· .........· .....
....· .... .....· .....

20
c- •••
o. 0• •

•......
• 0

25

]0

dynamically allocated IP address by the a connection service provider.

Upon the first user initiating the point-to-point Internet protocol

when the first user is logged on to the Internet 24, the first processing unit

12 automatically transmits its associated E-mail address and its

dynamically allocated IP address to the connection server 26. The

connection server 26 then stores these addresses in the database 34 and

time stamps the stored addresses using timer 32. The first user

operating the first processing unit 12 is thus established in the database

34 as an active on-line party available for communication using the

disclosed point-to-point Internet protocol. Similarly, a second user

operating the second processing unit 22, upon connection to the Internet

24 through the a connection service provider, is processed by the

connection server 26 to be established in the database 34 as an active

on-line party.

The connection server 26 may use the time stamps to update the

status of each processing unit; for example, after 2 hours. so that the on

line status information stored in the database 34 is relatively current.

Other predetermined time periods. such as a default value of 24 hours .

may be configured by a systems operator.

The first user with the first processing unit 12 initiates a call using,

for example, a Send command and/or a command to speeddial an NTH

stored number, which may be labeled [SND] and [SPD] [N], respectively,

by the input device 18 and/or the output device 20, such as shown in

FIGS. 5-6. In response to either the Send or speeddial commands, the

first processing unit 12 retrieves from memory 16 a stored E-mail address

of the callee corresponding to the NTH stored number. Alternatively, the

first user may directly enter the E-mail address of the callee.

The first processing unit 12 then sends a query, including the E

mail address of the callee, to the connection server 26. The connection
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server 26 then searches the database 34 to determine whether the callee

is logged-in by finding any stored information corresponding to the

callee's E-mail address indicating that the callee is active and on-line. If

the callee is active and on-line, the connection server 26 then performs

the primary point-to-point Internet protocol; Le. the IP address of the

callee is retrieved from the database 34 and sent to the first processing

unit 12. The first processing unit 12 may then directly establish the point- .

to-point Internet communications with the callee using the IP address of

the callee.

If the callee is not on-line when the connection server 26

determines the callee's status, the connection server 26 sends an OFF

LINE signal or message to the first processing unit 12. The first

processing unit 12 may also display a message such as "Called Party

Off-Line" to the first user.

When a user logs off or goes off-line from the Internet 24, the

connection server 26 updates the status of the user in the database 34:

for example. by removing the user's information. or by flagging the user

as being off-line. The connection server 26 may be instructed to update

the user's information in the database 34 by an off-line message, such as

a data packet, sent automatically from the processing unit of the user

prior to being disconnected from the connection server 26. Accordingly,

an off-line user is effectively disabled from making and/or receiving point

to-point Internet communications.

As shown in FIGS. 2-4, the disclosed secondary point-to-point

Internet protocol may be used as an alternative to the primary point-to

point Internet protocol described above. for example. if the connection

server 26 is non-responsive. inoperative, and/or unable to perform the

primary point-to-point Internet protocol, as a non-responsive condition.

Alternatively, the disclosed secondary point-to-point Internet protocol may
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be used independent of the primary point-to-point Internet protocol. In

the disclosed secondary point-to-point Internet protocol, the first

processing unit 12 sends a <ConnectRequest> message via E-mail over

the Internet 24 to the mail server 28. The E-mail including the

<ConnectRequest> message may have, for example, the subject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emaiIAddr]

where nnn.nnn.nnn.nnn. is the current (i.e. temporary or permanent) IP

address of the first user, and XXXXXXXX is a session number, which

may be unique and associated with the request of the first user to initiate

point-to-point communication with the second user.

As described above, the first processing unit 12 may send the

<ConnectRequest> message in response to an unsuccessful attempt to

perform the primary pOint-to-point Internet protocol. Alternatively, the first

processing unit 12 may send the <ConnectRequest> message in

response to the first user initiating a SEND command or the like.

After the <ConnectRequest> message via E-mail is sent. the first

processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32. may be

set by the first processing unit 12, in a manner known in the art, to wait

for a predetermined duration to receive a <ConnectOK> signal. The

processor 14 of the first processing unit 12 may cause the output device

20 to output a Ring signal to the user, such as an audible ringing sound,

about every 3 seconds. For example, the processor 14 may output a

*.wav file, which may be labeled RING.WAV, which is processed by the

output device 20 to output an audible ringing sound.

The mail server 28 then polls the second processing unit 22, for

example, every 3-5 seconds, to deliver the E-mail. Generally, the second

processing unit 22 checks the incoming lines, for example, at regular

intervals to wait for and to detect incoming E-mail from the mail server 28

--- - --------
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through the Internet 24.

Typically, for sending E-mail to users having associated

processing units operatively connected to a host computer or server

operating an Internet gateway, E-mail for a specific user may be sent

over the Internet 24 and directed to the permanent IP address or the

SLiP/PPP account designation of the host computer, which then assigns

a temporary IP address to the processing unit of the specified user for

properly routing the E-mail. The E-mail signal may include a name or

other designation such as a user name which identifies the specific user

regardless of the processing unit assigned to the user; that is. the host

computer may track and store the specific device where a specific user is

assigned or logged on, independent of the IP address system, and so the

host computer may switch the E-mail signal to the device of the specific

user. At that time, a temporary IP address may be generated or assigned

to the specific user and device.

Upon detecting and/or receiving the incoming E-mail signal from

the first processing unit 12, the second processing unit 22 may assign or

may be assigned a temporary IP address. Therefore, the delivery of the

E-mail through the Internet 24 provides the second processing unit 22

with a session number as well as IP addresses of both the first

processing unit 12 and the second processing unit 22 .

Point-to-point communication may then be established by the

processing unit 22 processing the E-mail signal to extract the

<ConnectRequest> message, including the IP address of the first

processing unit 12 and the session number. The second processing unit

22 may then open a socket and generate a <ConnectOK> response

signal, which includes the temporary IP address of the second processing

unit 22 as well as the session number of the first processing unit.

The second processing unit 22 sends the <ConnectOK> signal
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directly over the Internet 24 to the IP address of the first processing unit

12 without processing by the mail server 28, and a timeout timer of the

second processing unit 22 may be set to wait and detect a <Call> signal

expected from the first processing unit 12.

Realtime point-to-point communication of audio signals over the

Internet 24, as well as video and voicemail, may thus be established and

supported without requiring permanent IP addresses to be assigned to

either of the users or processing units 12,22. For the duration of the

realtime point-to-point link, the relative permanence of the current IP

addresses of the processing units 12,22 is sufficient, whether the current

IP addresses were permanent (i.e. predetermined or preassigned) or

temporary (i.e. assigned upon initiation of the point-to-point

communication).

In the exemplary embodiment, a first user operating the first

processing unit 12 is not required to be notified by the first processing unit

12 that an E-mail is being generated and sent to establish the point-to

point link with the second user at the second processing unit 22.

Similarly, the second user is not required to be notified by the second

processing unit 22 that an E-mail has been received and/or a temporary

IP address is associated with the second processing unit 22. The

processing units 12, 22 may perform the disclosed point-to-point Internet

protocol automatically upon initiation of the point-to-point communication

command by the first user without displaying the E-mail interactions to

either user. Accordingly, the disclosed point-to-point Internet protocol

may be transparent to the users. Alternatively, either of the first and

second users may receive, for example, a brief message of

"CONNECTION IN PROGRESS" or the like on a display of the respective

output device of the processing units 12. 22.

After the initiation of either the primary or the secondary pOint-to-
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point Internet protocols described above in conjunction with FIGS. 1-2,

the point-te-point communication link over the Internet 24 may be

established as shown in FIGS. 3-4 in a manner known in the art. For

example, referring to FIG. 3, upon receiving the <ConnectorOK> signal

from the second processing unit 22, the first processing unit 12 extracts

the IP address of the second processing unit 22 and the session number,

and the session number sent from the second processing unit 22 is then

checked with the session number originally sent from the first processing

unit 12 in the <ConnectRequest> message as E-mail. If the session

numbers sent and received by the processing unit 12 match, then the first

processing unit 12 sends a <Call> signal directly over the Internet 24 to

the second processing unit 22; i.e. using the IP address of the second

processing unit 22 provided to the first processing unit 12 in the

<ConnectOK> signal.

Upon receiving the <Call> signal, the second processing unit 22

may then begin a ring sequence, for example. by indicating or

annunciating to the second user that an incoming call is being received.

For example, the word "CALLn may be displayed on the output device of

the second processing unit 22. The second user may then activate the

second processing unit 22 to receive the incoming call.

Referring to FIG. 4, after the second processing unit 22 receives

the incoming call, realtime audio and/or video conversations may be

conducted in a manner known in the art between the first and second

users through the Internet 24, for example, by compressed digital audio

signals. Each of the processing units 12, 22 also display to each

respective user the words "IN USE" to indicate that the point-to-point

communication link is established and audio or video signals are being

transmitted.

In addition, either user may terminate the point-to-point
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communication link by, for example, activating a termination command,

such as by activating an [END] button or icon on a respective processing

unit, causing the respective processing unit to send an <End> signal

which causes both processing units to terminate the respective sockets,

as well as to perform other cleanup commands and functions known in

the art.

FIGS. 5-6 illustrate examples of display screens 36 which may be

output by a respective output device of each processing unit 12, 22 of

FIGS. 1-4 for providing the disclosed point-to-point Internet protocol and

system 10. Such display screens may be displayed on a display of a

personal computer (PC) or a PDA in a manner known in the art.

As shown in FIG. 5, a first display screen 36 includes a status area

38 for indicating, for example, a called user by name and/or by IP

address or telephone number; a current function such as C2; a current

time; a current operating status such as "IN USE", and other control icons

such as a down arrow icon 40 for scrolling down a list of parties on a

current conference line. The operating status may include such

annunciators as "IN USE," "IDLE:' "BUSY:' "NO ANSWER:' "OFFLINE:'

"CALL," "DIALING," "MESSAGES,-" and "SPEEDDIAL."

Other areas of the display screen 36 may include activation areas

or icons for actuating commands or entering data. For example, the

display screen 36 may include a set of icons 42 arranged in columns and

rows including digits 0-9 and commands such as END, SND, HLD, etc.

For example, the END and SND commands may be initiated as described

above, and the HLD icon 44 may be actuated to place a current line on

hold. Such icons may also be configured to substantially simulate a

telephone handset or a cellular telephone interface to facilitate ease of

use, as well as to simulate function keys of a keyboard. For example,

icons labeled L1-L4 may be mapped to function keys F1-F4 on standard
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PC keyboards, and icons C1-C3 may be mapped to perform as

combinations of function keys, such as CTRL-F1, CTRL-F2, and CTRL

F3, respectively. In addition, the icons labeled L1-L4 and C1-C3 may

include circular regions which may simulate light emitting diodes (LEDs)

which indicate that the function or element represented by the respective

icon is active or being performed.

Icons L1-L4 may represent each of 4 lines available to the caller,

and icons C1-C3 may represent conference calls using at least one line

to connect, for example, two or more parties in a conference call. The

icons L1-L4 and C1-C3 may indicate the activity of each respective line or

conference line. For example, as illustrated in FIG. 5, icons L1-L2 may

have lightly'shaded or colored circles, such as a green circle, indicating

that each of lines 1 and 2 are in use, while icons L3-L4 may have darkly

shaded or color circles, such as a red or black circle, indicating that each

of lines 3 and 4 are not in use. Similarly, the lightly shaded circle of the

icon labeled C2 indicates that the function corresponding to C2 is active,

as additionally indicated in the status are 38, while darkly shaded circles

of icons labeled C1 and C3 indicate that such corresponding functions

are not active.

The icons 42 are used in conjunction with the status area 38. For

example, using a mouse for input, a line that is in use, as indicated by the

lightly colored circle of the icon, may be activated to indicate a party's

name by clicking a right mouse button for 5 seconds until another mouse

click is actuated or the [ESC] key or icon is actuated. Thus, the user may

switch between mUltiple calls in progress on respective lines.

Using the icons as well as an input device such as a mouse, a

user may enter the name or alias or IP address, if known, of a party to be

called by either manually entering the name, by using the speeddial

feature, or by double clicking on an entry in a directory stored in the
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memory, such as the memory 16 of the first processing unit 12, where the

directory entries may be scrolled using the status area 38 and the down

arrow icon 40.

Once a called party is listed in the status area 38 as being active

on a line, the user may transfer the called party to another line or a

conference line by clicking and dragging the status area 38, which is

represented by a reduced icon 46. Dragging the reduced icon 46 to any

one of line icons L1-L4 transfers the called party in use to the selected

line, and dragging the reduced icon 46 to anyone of conference line

icons C1-C3 adds the called party to the selected conference call.

Other features may be supported, such as icons 48-52, where icon

48 corresponds to, for example. an ALT-X command to exit the

communication facility of a processing unit, and icon 50 corresponds to,

for example. an ALT-M command to minimize or maximize the display

screen 36 by the output device of the processing unit. Icon 52

corresponds to an OPEN command. which may, for example. correspond

to pressing the 0 key on a keyboard. to expand or contract the display

screen 36 to represent the opening and closing of a cellular telephone.

An "opened" configuration is shown in FIG. 5, and a "closed"

configuration is shown in FIG. 6. In the "opened" configuration. additional

features such as output volume (VOL) controls, input microphone (MIC)

controls, waveform (WAV) sound controls. etc.

The use of display screens such as those shown in FIGS. 5-6

provided flexibility in implementing various features available to the user.

It is to be understood that additional features such as those known in the

art may be supported by the processing units 12, 22.

Alternatively, it is to be understood that one skilled in the art may

implement the processing units 12, 22 to have the features of the display

screens in FIGS. 5-6 in hardware; Le. a wired telephone or wireless
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cellular telephone may include various keys, LEDs, liquid crystal displays

(LCDs), and touchscreen actuators corresponding to the icons and

features shown in FIGS. 5-6. In addition, a PC may have the keys of a

keyboard and mouse mapped to the icons and features shown in FIGS.

5-6.

Referring to FIG. 7, the disclosed point-to-point Internet protocol

and system 10 is illustrated. First processing unit 12 initiates the point-to

point Internet protocol in step 56 by sending a query from the first

processing unit 12 to the connection server 26. If connection server 26 is

operative to perform the point-to-point Internet protocol, in step 58, first

processing unit 12 receives an on-line status signal from the connection

server 26, such signal may include the IP address of the callee or a

"Callee Off-Line" message. Next, first processing unit 12 performs the

primary point-to-point Internet protocol in step 60, which may include

receiving, at the first processing unit 12, the IP address of the callee if the

callee is active and on-line. Alternatively, processing unit 60 may initiate

and perform the secondary point-to-point Internet protocol in step 62, if

the called party is not active and/or on-line.

Referring to FIG. 8, in conjunction with FIGS. 1 and 3-4, the

disclosed point-to-point Internet protocol and system 10 is illustrated.

Connection server 26 starts the point-ta-point Internet protocol, in step

64, and timestamps and stores E-mail and IP addresses of logged-in

users and processing units in the database 34 in step 66. Connection

server 26 receives a query from a first processing unit 12 in step 68 to

determine whether a second user or second processing unit 22 is logged

in to the Internet 24, with the second user being specified, for example,

by an E-mail address. Connection server 26 retrieves the IP address of

the specified user from the database 34 in step 70, if the specified user is

logged-in to the Internet, and sends the retrieved IP address to the first
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processing unit 12 in step 72 to enable first processing unit 12 to

establish point-to-point communications with the specified second user.

The disclosed secondary point-to-point Internet protocol operates

as shown in FIG. 9. First processing unit 12 generates an E-mail signal,

including a session number and a first IP address corresponding to a first

processing unit in step 76. First processing unit 12 transmits the E-mail

signal as a <ConnectRequest> signal to the Internet 24 in step 78. The

E-mail signal is delivered through the Internet 24 using a mail server 28 to

the second processing unit 22 in step 80. Second processing unit 22

extracts the session number and the first IP address from the E-mail

signal in step 82 and transmits or sends the session number and a

second IP address corresponding to the second processing unit 22, back

to the first processing unit 12 through the Internet 24, in step 84. First

processing unit 12 verifies the session number received from the second

processing unit 22 in step 86, and establishes a pOint-to-point Internet

communication link between the first processing unit 12 and second

processing unit 22 using the first and second IP addresses in step 88.

While the disclosed pOint-to-point Internet protocols and system

have been particularly shown and described with reference to the

preferred embodiments, it is understood by those skilled in the art that

various modifications in form and detail may be made therein without

departing from the scope and spirit of the invention. Accordingly,

modifications such as those suggested above, but not limited thereto, are

to be considered within the scope of the invention.
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Throughout this specification and the claims which follow, unless the

context requires otherwise, the word "comprise", and variations such as

"comprises" and "comprisingn
, will be understood to imply the inclusion of a stated

integer or step or group of integers or steps but not the exclusion of any other

5 integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be

taken as, an acknowledgment or any form of suggestion that that prior art forms

part of the common general knowledge in Australia .
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

..... .. ....· ....·...... .· .....· .... .· .... .... .

....· .........· .....

1. A method for establishing a point-to-point communication link from a caller

process to a callee process over a computer network, the caller process having a

5 user interface and being operatively connectable to the callee process and a

server over the computer network, said method for use in a computer system, said

method comprising:

A. providing a user interface element representing a first

communication line;

10 B. providing a user interface element representing a first callee process;

and

C. establishing a point-to-point communication link from the caller

process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

15 communication line.

....· .... .....· .....

2.

and

The method of claim 1 wherein step C further comprises the steps of:

c.1 querying the server as to the on-line status of the first callee process

•• •• 20 c.2 receiving a network protocol address of the first callee process over.. .· .
••••• : the computer network from the server.. .

3. The method of claim 1 further comprising the step of:

D. providing an element representing a second communication line.

25

4. The method of claim 3 further comprising the step of:

E. terminating the point-to-point communication link from the caller

process to the first callee process, in response to the user disassociating the

element representing the first callee process from the element representing the

30 first communication line; and
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F. establishing a different point-to-point communication link from the

caller process to the first callee process, in response to the user associating the

element representing the first callee process with the element representing the

second communication line.

5

5. The method of claim 1 further comprising the steps of:

D. providing a user interface element representing a second callee

process; and

E. establishing a conference point-to-point communication link between

10 the caller process and the first and second callee process, in response to the user

associating the element representing the second callee process with the element

representing the first communication line.

6. The method of claim 5 further comprising the step of:

IS F. removing the second callee process from the conference point-to-

point communication link in response to the user disassociating the element

representing the second callee process from the element representing the first

communication line.

20 7. The method of claim 1 further comprising the steps of:

D. providing a user interface element representing a communication line

having a temporarily disabled status; and

E. temporarily disabling a point-to-point communication link between

the caller process and the first callee process, in response to the user associating

25 the element representing the first callee process with the element representing the

communication line having a temporarily disabled status.

8. The method of claim 7 wherein the element provided in step 0 represents a

communication line on hold status.

30
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9. The method of claim 7 wherein the element provided in step 0 represents a

communication line on mute status.

10. The method of claim 1 wherein the caller process further comprises a visual

5 display and the user interface comprises a graphic user interface.

11. The method of claim 10 wherein the steps of establishing a point-to-point

link as described in step C is performed in response to manipulation of the graphic

elements on the graphic user interface.

12. A computer program product for use with a computer system comprising:

a computer useable medium having program code embodied in the medium

for establishing a point-to-point communication link from a caller process to a

callee process over a computer network, the caller process having a user interface

15 and being operatively connectable to the callee process and a server over the

computer network, the medium further comprising:

program code for generating an element representing a first communication

program code for generating an element representing a first callee process;

20 program code, responsive to a user associating the element representing

the first callee process with the element representing the first communication line,

for establishing a point-to-point communication link from the caller process to the

first callee process.

line;

•••••• 10.....· ....·...... .· .....· .... .· ..o. .... .

....· .........· .....

....· .... .....· .....

........ .
...... .· .

25 13. The computer program product of claim 12 wherein the program code for

establishing a point-to-point communication link further comprises:

program code for querying the server as to the on-line status of the first

callee process; and

program code for receiving a network protocol address of the first callee

30 process over the computer network from the server.
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14. A computer program product of claim 12 further comprising:

program code for generating an element representing a second

communication line.

5 15. The computer program product of claim 14 further comprising:

program code, responsive to the user disassociating the element

representing the first callee process from the element representing the first

communication line, for terminating the point-to-point communication link from the

caller process to the first callee process; and

10 program code, responsive to the user associating the element representing

the first callee process with the element presenting the second communication

line. for establishing a different point-to-point communication link

from the caller process to the first callee process.

15 16. The computer program product of claim 12 further comprising:

program code for generating an element representing a second callee

process; and

program code means. responsive to the user associating the element

representing the second callee process with the element representing the first

20 communication line. for establishing a conference communication link between the

caller process and the first and second callee process.

17. The computer program product of claim 16 further comprising:

program code. responsive to the user disassociating the element

25 representing the second callee process from the element representing the first

communication line, for removing the second callee process from the conference

communication link.

18. The computer program product of claim 12 further comprising:

30 program code for generating an element representing a communication line

having a temporarily disabled status; and
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program code, responsive to the association of the element representing

the first callee process with the element representing the communication line

having a temporarily disabled status, for temporarily disabling the point-to-point

communication link between the caller process and the first callee process.

5

19. The computer program product of claim 18 wherein the communication line

having a temporarily disabled status comprises a communication line on hold

status.

10 20. The computer program product of claim 18 wherein the communication line

having a temporarily disabled status comprises a communication line on mute

status.

21. A computer program product of claim 12 wherein the computer system

15 further comprises a visual display and the user interface comprises a graphic user

interface.

22. The computer program product of claim 21 wherein the element

representing the first communication line and the element representing the first

20 callee process are graphic elements and wherein the program code for

establishing a point-to-point communication link from the caller process to the first

callee process further comprises:

program code, responsive to manipulation of the graphic elements on the

graphic user interface, for establishing the point-to-point communication link from

25 the caller process to the first callee process.

23. A computer data signal embodied in a carrier wave comprising:

program code for generating a element representing a first communication

line;

30 program code for generating an element representing a first callee process;
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program code, responsive to association of the element representing the

first caIJee process with the element representing the first communication line, for

establishing a point-to-point communication link from the caller process to the first

callee process over a computer network.

5

24. A method substantially as hereinbefore described with reference to the

accompanying drawings.

25. A computer program product substantially as hereinbefore described with

10 reference to the accompanying drawings.

26. A computer data signal substantially as hereinbefore described with

reference to the accompanying drawings.

15

DATED this 8th day of September 2000

....· ..
'0 0....· .....

...... .· ......... .
20

NetSpeak Corporation

By its Patent Attorneys

DAVIES COLLISON CAVE
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Abstract

An apparatus for establishing a point-to-point communication link said

apparatus operating in a computer system operatively coupled to other computers

5 and a server over a computer network, the apparatus comprising means for

transmitting, from the first process to a server a query as to whether a second

process is connected to the computer network, means for receiving a network

protocol address of the second process from the server when the second process

is connected to the computer network, and means, responsive to the network

protocol address of the second process, for establishing a point-to-point

communication link between the first process and the second process over the

computer network.
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The following statement is a full description of this invention, including the best method of

performing it known to us:
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5

lA

POINT-TO-POINT INTERNET PROTOCOL

The present invention relates, in general, to data processing

systems, and more specifically, to a method and apparatus for facilitating

audio communications over computer networks.

The increased popularity of on-line services such as AMERICA

ONLINETM, COMPUSERVE®, and other services such as Internet

gateways have spurred applications to provide multimedia, including

video and voice clips, to online users. An example of an online voice clip

application is VOICE E-MAIL FOR WINCIM and VOICE E-MAIL FOR

AMERICA ONlINETM, available from Bonzi Software, as described in

"Simple Utilities Send Voice E-Mail Online", MULTIMEDIA WORLD. VOL.

2, NO.9, August 1995, p. 52. Using such Voice E-Mail software, a user

may create an audio message to be sent to a predetermined E-mail

address specified by the user.

Generally, devices interfacing to the Internet and other online

services may communicate with each other upon establishing respective

device addresses. One type of device address is the Internet Protocol

(IP) address, which acts as a pointer to the device associated with the IP

address. A typical device may have a Serial Line Internet Protocol or

Point-to-Point Protocol (SLlPf?PP) account with a permanent IP address

for receiving E-mail, voicemail, and the like over the Internet. E-mail and
...

voicemail is generally intended to convey text, audio, etc., with any

routing information such as an IP address and routing headers generally
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..being considered an artifact of the communication, or even gibberish to

the recipient.

Devices such as a host computer or server of a company may

5 include multiple modems for connection of users to the Internet, with a

temporary IP address allocated to each user. For example, the host

computer may have a generallP address "XXX.XXX.XXX," and each user

may be allocated a successive IP address of XXX.XXX.XXX.1 0,

XXX.XXX.XXX.11, XXX.XXX.XXX.12, etc. Such temporary IP addresses

may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host

computer of a company may support a maximum of 254 IP addresses

which are pooled and shared between devices connected to the host

computer.

Permanent IP addresses of users and devices accessing the

Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, realtime video teleconferencing

has been implemented using dedicated IP addresses and mechanisms

known as reflectors.

A technique for matching domain names to Internet Protocol

addresses is described in the text entitled "Intemetworking With TCPIIP",

2nd Edition, by Douglas E. Comer, November 1992, Prentice Hall,

Englewood Cliffs, New Jersey, U.S.A. Comer describes a domain name

system and cooperative systems of name servers for matching domain

25 names to network addresses. Each name server is a server program that

supplies mapping of domain names to IP addresses. The system

described in Comer, however, is not designed for use with network nodes

whose network names or name to address bindings change frequently.

International Publication WO 92119054 discloses a network

30

ReexamFH_000408

SONY EXHIBIT 1003- Page 408



....
• 0 0.. ...· ....·....
o. •
• 0....
• o... .· .... .... .
....· .........· .....
....· .... .....· .....

...... .
• 0........ .

- 2A-

monitoring system including an address tracking module which uses passive

monitoring of all packet communications over a local area network to maintain a

name table of IP address mappings. The disclosed address tracking module is

capable of monitoring only a small number of nodes on a local area network and is

5 not suitable for use with a multitude of nodes over a wide area network.

None of the above-described systems are suitable for use with processes

which have dynamically assigned network protocol addresses and which are

communicating over wide area or global networks.

Due to the dynamic nature of temporary IP addresses of some devices

10 accessing the Internet, point-to-point communications in realtime of voice and

video have been generally difficult to attain.

In accordance with the present invention, there is provided an apparatus for

establishing a point-to-point communication link said apparatus operating in a

computer system operatively coupled to other computers and a server over a

15 computer network, said apparatus comprising:

a. means for transmitting, from the first process to a server a query as

to whether a second process is connected to the computer network;

b. means for receiving a network protocol address of the

second process from the server when the second process is connected to the

20 computer network; and

c. means, responsive to the network protocol address of the second

process, for establishing a point-ta-point communication link between the first

process and the second process over the computer network.

The present invention also provides an apparatus for use with a computer

25 system capable of executing a first process and communicating with other

processes, a directory server process and a mail server process over a computer

network, the apparatus comprising:

A. program logic configured to determine the currently assigned

network protocol address of the first process upon connection to the

30 computer network;

B. program logic configured to establish a communication connection
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with the directory server process once the assigned network protocol of the first

process is known;

C. program logic configured to forward the assigned network protocol

address of the first process to the directory server process upon establishing a

5 communication connection with the directory server process; and

D. program logic configured to establish a point-te-point communication

with another process over the computer network.

The present invention also provides an apparatus for use with a computer

system, the computer system capable of executing a first process connectable

10 over a computer network to a second process and a directory database server

process, the apparatus comprising:

a. program logic configured to access a directory database, the

database having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

15 address of each respective process forwarded to the database following

connection to the computer network; and

b. program logic responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first

process to the second process over the computer network.

20 The present invention also provides a computer program product for use

with a computer system, the computer system executing a first process operatively

connectable over a computer network to a second process and a server process,

the computer program product comprising a computer useable medium having

computer readable program code embodied therein, the program code comprising:

25 a. program code configured to access a directory database, the

database having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

address of each respective process forwarded to the database following

connection to the computer network; and

30 b. program code responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first
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process to the second process over the computer network.

The present invention also provides a method of establishing a point-to

point communication between a first process and a second process, said method

for use in a first computer process operatively coupled over a computer network to

5 a second process and an address server, said method comprising:

A. following connection of the first process to the computer network

forwarding to the address server a network protocol address at which the first

process is connected to the computer network;

B. querying the address server as to whether the second process is

10 connected to the computer network;

C. receiving a network protocol address of the second process from the

address server, when the second process is connected to the computer network;

and

D. in response to the network protocol address of the second process,

15 establishing a point-to-point communication link with the second process over the

computer network.

9 The present invention also provides a method for establishing point-to-point

communications with other processes, said method for use in a computer system

capable of executing a first process and communicating with other processes and

20 a server process over a computer network, said method comprising:

A. determining the currently assigned network protocol address of the

first process upon connection to the computer network;

B. establishing a communication connection with the server process

once the assigned network protocol of the first process is known;

25 C. forwarding the assigned network protocol address of the first process

to the server process upon establishing a communication connection with the

server process; and

D. establishing a point-to-point communication with another process

over the computer network.

30
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The present invention also provides A method of establishing a point-to

point communication between a first process and a second process, said method

for use in a first computer process operatively coupled over a computer network to

a second process and an address server, said method comprising:

5 a. accessing a directory database, the database having a network

protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective

process forwarded to the database following connection to the computer network;

and

10 b. in response to one of the network protocol addresses, establishing a

point-to-point communication link from the first process to the second process over

the computer network.

The present invention also provides a method of establishing a point-to

point communication between a first process and a second process, said method

15 for use in a first computer process operatively coupled over a computer network to

a second process and an address server, said method comprising:

a. transmitting to the server a network protocol address received by the

first process following connection to the computer network;

b. transmitting, to the server, a query as to whether the second process

20 is connected to the computer network;

c. receiving a network protocol address of the second process from the

server, when the second process is connected to the computer network; and

d. in response to the network protocol address of the second process,

establishing a point-te-point communication link between the first process and the

25 second process over the computer network.

The present invention also provides an apparatus capable of executing a

first process and connecting to other processes and a server process over a

computer network, the apparatus comprising:

a. program logic configured to generate a user-interface enabling

30 control of a first process executing on the computer system;
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b. program logic configured to determine the currently assigned'

network protocol address of the first process upon connection to the computer

network;

c. program logic, responsive to the currently assigned network protocol

5 address of the first process, and configured to establish a communication

connection with the server process and to forward the assigned network protocol

address of the first process to the server process upon establishing a

communication connection with the server process; and

d. program logic, responsive to user input commands, and configured

10 to establish a point-to-point communications with another process over the

computer network.

The present invention also provides an apparatus for use with a computer

system, the computer system executing a first process operatively coupled over a

computer network to a second process and a directory database server process,

15 the apparatus comprising:

A. program logic configured to, following connection of the first process

to the computer network, forward to the address server a network protocol address

at which the first process is connected to the computer network;

B. program logic configured to query the address server as to whether

20 the second process is connected to the computer network;

C. program logic configured to receive a network protocol address of

the second process from the address server, when the second process is

connected to the computer network; and

D. program logic configured to, in response to the network protocol

25 address of the second process, establish a point-te-point communication link with

the second process over the computer network.

The present invention also provides Apparatus for establishing a point-to

point communication link, said apparatus operating in a computer system capable

of executing a first process and operatively connectable to other processes and a

30 server over a computer network, said apparatus comprising:
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a. means for transmitting, from the first process to the server, a query

as to whether a second process is connected to the computer network;

b. means for receiving a network protocol address of the second

process from the server when the second process is connected to the computer

5 network; and

c. means, responsive to the network protocol address of the second

process, for establishing a point-ta-point communication link between the first

process and the second process over the compu~er network.

The present invention also provides a computer data signal embodied in a

10 carrier wave comprising:

program code for transmitting to a server a network protocol address

received by a first process following connection to a computer network;

program code for transmitting, to the server, a query as to whether a

second process is connected to the computer network;

15 program code for receiving a network protocol address of the second

process from the server, when the second process is connected to the computer

network; and

program code, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

20 process and the second process over the computer network.

The present invention also provides a computer program product for use

with a computer system, the computer system executing a first process and

operatively connectable to a second process and a server over a computer

network, the computer program product comprising a computer useable medium

25 having program code embodied in the medium, the program code comprising:

program code for transmitting to the server a network protocol address

received by the first process following connection to the computer network;

program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network;
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program code for receiving a network protocol address of the second

process from the server, when the second process is connected to the computer

network; and

5 program code, responsive to the network protocol address of the second

process; for establishing a point-to-point communication link between the first

process and the second process over the computer network.

Preferred embodiments of the present invention are hereinafter described,

10 by way of example only, with reference to the following drawings, wherein:

FIG 1 illustrates, in block diagram format, a system for the disclosed point

to-point Internet protocol:

FIG 2 illustrates, in block diagram format, the system using a secondary

point-to-point Internet protocol;

15 FIG 3 illustrates, in block diagram format; the system of FIGS 1-2 with the

point-to-point Internet protocol established;

FIG 4 is another block diagram of the system of FIGS 1-2 with audio

communications being conducted;

20
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FIG..5 illustrates a display screen for a processing unit;

FIG. 6 illustrates another display screen for a processing unit;

FIG. 7 illustrates a flowchart of the initiation of the point-to-point

Internet protocols;

5 FIG. 8 illustrates a flowchart of the performance of the primary

point-ta-point Internet protocols; and

FIG. 9 illustrates a flowchart of the performance of the secondary

point-to-point Internet protocol .
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Referring now in specific detail to the drawings, with like reference

numerals identifying similar or identical elements, as shown in FIG. 1., the

present disclosure describes a point-to-point network protocol and system

10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first

processing unit 12 for sending at least a voice signal from a first user to a

second user. The first processing unit 12 includes a processor 14, a

memory 16, an input device 18, and an output device 20. The output

device 20 includes .at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired and/or

wireless communication connections to the Internet or other comp.uter

networks such as an Intranet, i.e., a private computer network. One

skilled in the art would understand that the input device 18 may be

implemented at least in part by the modem of the output device 20 to

allow input signals from the communication connections to be received:

The second processing unit 22 may have a processor. memory. and

input and output devices, including at least one modem and associated

communication connections, as described above for the first processing

unit 12. In an exemplary embodiment, each of the processing units 12,

22 may execute the WEBPHONETM Internet telephony application

available from NetSpeak Corporation, Boca Raton, FL, which is capable

of performing the disclosed point-to-point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are

operatively connected to the Internet 24 by communication devices and

software known in the art, such as an Internet Service Provider (ISP) or

an Internet gateway. The processing units 12,22 may be operatively

interconnected through the Internet 24 to a connection server 26, and
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may also be operatively connected to a mail server 28 associated with

the Internet 24.

The connection server 26 includes a processor 30, a timer 32 for

generating time stamps, and a memory such as a database 34 for

storing, for example, E-mail and Internet Protocol (IP) addresses of

logged-in units. In an exemplary embodiment, the connection server 26

may be a SPARC 5 server or a SPARC 20 server, available from SUN

MICROSYSTEMS, INC., Mountain View, CA, having a central processing

unit (CPU) as processor 30, an operating system (OS) such as UNIX, for

providing timing operations such as maintaining the timer 32, a hard drive

or fixed drive, as well as dynamic random access memory (DRAM) for

storing the database 34, and a keyboard and display andlor other input

and output devices (not shown in FIG. 1). The database 34 may be an

Sal database available from ORACLE or INFORMIX.

In an exemplary embodiment, the mail server 28 may be a Post

Office Protocol (POP) Version 3 mail server including a processor,

memory, and stored programs operating in a UNIX environment, or,

alternatively, another OS, to process E-mail capabilities between

processing units and devices over the Internet 24.

The first processing unit 12 may operate the disclosed point-to

point Internet protocol by a computer program described hereinbelow in

conjunction with FIG. 6, which may be implemented from compiled and

lor interpreted source code in the C++ programming language and which

may be downloaded to the first processing unit 12 from an external

computer. The operating computer program may be stored in the

memory 16, which may include about 8 MB RAM and/or a hard or fixed

drive having about 8 MB. Alternatively, the source code may be

implemented in the first processing unit 12 as firmware, as an erasable

read only memory (EPROM), etc. It is understood that one skilled in the
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art would be able to use programming languages other than C++ to

implement the disclosed point-ta-point network protocol and system 10.

The processor 14 receives input commands and data from a first

user associated with the first processing unit 12 though the input device

18, which may be an input port connected by a wired, optical, or a

wireless connection for electromagnetic transmissions, or alternatively

may be transferable storage media, such as floppy disks, magnetic

tapes, compact disks, or other storage media including the input data

from the first user.

The input device 18 may include a user interface (not shown)

having, for example, at least one button actuated by the user to input

commands to select from a plurality of operating modes to operate the

first processing unit 12. In alternative embodiments, the input device 18

may include a keyboard, a mouse, a touch screen, and/or a data reading

device such as a disk drive for receiving the input data from input data

files stored in storage media such as a floppy disk or, for example, an 8'

mm storage tape. The input device 18 may alternatively include

connections to other computer systems to receive the input commands

and data therefrom.

. The first processing unit 12 may include a visual interface for use

in conjunction with the input device 18 and output device 20 similar to

those screens illustrated in FIGS. 5-6, discussed below. It is also

understood that alternative devices may be used to receive commands

and data from the user, such as keyboards, mouse devices, and

graphical user interfaces (GUI) such as WINDOWSTM 3.1 available form

MICROSOFT Corporation, Redmond, WA., and other operating systems

and GUls, such as OS/2 and OS/2 WARP, available from IBM

CORPORATION, Boca Raton, FL. Processing unit 12 may also include

microphones and/or telephone handsets for receiving audio voice data
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and commands, speech or voice recognition devices, dual tone multi

frequency (DTMF) based devices, and/or software known in the art to

accept voice data and commands and to operate the first processing unit

12.

In addition, either of the first processing unit 12 and the second

processing unit 22 may be implemented in a personal digital assistant

(PDA) providing modem and E-mail capabilities and Internet access, with

the POA providing the input/output screens for mouse interactions or for

touchscreen activation as shown, for example, in FIGS. 5-6, as a

combination of the input device 18 and output device 20.

For clarity of explanation, the illustrative embodiment of the

disclosed point-to-point Internet protocol and system 10 is presented as

having individual functional blocks, which may include functional blocks

labeled as "processor" and "processing unit". The functions represented

by these blocks may be provided through the use of either shared or

dedicated hardware, including, but not limited to, hardware capable of

executing software. For example, the functions of each of the processors

and processing u'nits presented herein may be provided by a shared

processor or by a plurality of individual processors. Moreover, the use of

the functional blocks with accompanying labels herein is not to be

construed to refer exclusively to hardware capable of executing software.

Illustrative embodiments may include digital signal processor (DSP)

hardware, such as the AT&T DSP16 or DSP32C, read-only memory

(ROM) for storing software performing the operations discussed below,

and random access memory (RAM) for storing DSP results. Very large

scale integration (VLSI) hardware embodiments, as well as custom VLSI

circuitry in combination with a general purpose OSP circuit, may also be

provided. Any and all of these embodiments may be deemed to fail

within the meaning of the labels for the functional blocks as used herein.
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The processing units 12, 22 are capable of placing calls and

connecting to other processing units connected to the Internet 24, for

example, via dialup SUP/PPP lines. In an exemplary embodiment, each

processing unit assigns an unsigned long session number, for example I a

32- bit long sequence in a *.ini file for each call. Each call may be

assigned a successive session number in sequence, which may be used

by the respective processing unit to associate the call with one of the

SLIP/PPP lines, to associate a <ConnectOK> response signal with a

<Connect Request> signal, and to allow for multiplexing and

demultiplexing of inbound and outbound conversations on conference

lines, as explained hereinafter.

For callee (or called) processing units with fixed IP addresses, the

caller (or calling) processing unit may open a "socket", i.e. a file handle or

address indicating where data is to be sent, and transmit a <Call>

command to establish communication with the callee utilizing, for

example, datagram services such as Internet Standard network layering

as well as transport layering, which may include a Transport Control

Protocol (TCP) or a User Datagram Protocol (UDP) on top of the IP.

Typicallv, a processing unit having a fixed IP address may maintain at

least one open socket and a called processing unit waits for a <Call>

command to assign the open socket to the incoming signal. If all lines

are in use. the callee processing unit sends a BUSY signal or message to

the callee processing unit. As shown in FIG. 1, the disclosed point-to

point Internet protocol and system 10 operate when a callee processing

unit does not have a fixed or predetermined IP address. In the exemplary

embodiment and without loss of generality, the first processing unit 12 is

the caller processing unit and the second processing unit 22 is the called

processing unit. When either of processing units 12,22 logs on to the

Internet via a dial-up connection, the respective unit is provided a
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dynamically allocated IP address by the a connection service provider.

Upon the first user initiating the point-to-point Internet protocol

when the first user is logged on to the Internet 24, the first processing unit

12 automatically transmits its associated E-mail address and its

dynamically allocated IP address to the connection server 26. The

connection server 26 then stores these addresses in the database 34 and

time stamps the stored addresses using timer 32. The first user

operating the first processing unit 12 is thus established in the database

34 as an active on-line party available for communication using the

disclosed point-to-point Internet protocol. Similarly, a second user

operating the second processing unit 22, upon connection to the Internet

24 through the a connection service provider, is processed by the

connection server 26 to be established in the database 34 as an active

on-line party.

The connection server 26 may use the time stamps to update the

status of each processing unit; for example, after 2 hours. so that the on

line status information stored in the database 34 is relatively current.

Other predetermined time periods. such as a default value of 24 hours.

may be configured by a systems operator.

The first user with the first processing unit 12 initiates a call using I

for example, a Send command and/or a command to speeddial an NTH

stored number, which may be labeled [SND] and [SPD] [N]. respectively,

by the input device 18 and/or the output device 20, such as shown in

FIGS. 5-6. In response to either the Send or speeddial commands. the

first processing unit 12 retrieves from memory 16 a stored E-mail address

of the callee corresponding to the NTH stored number. Alternatively, the

first user may directly enter the E-mail address of the callee.

The first processing unit 12 then sends a query, including the E

mail address of the callee, to the connection server 26. The connection
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server 26 then searches the database 34 to determine whether the callee

is logged-in by finding any stored information corresponding to the

callee's E-mail address indicating that the callee is active and on-line. If

the callee is active and on-line, the connection server 26 then performs

the primary point-to-point Internet protocol; Le. the 'P address of the

callee is retrieved from the database 34 and sent to the first processing

unit 12. The first processing unit-12 may then directly establish the point

to-point Internet communications with the callee using the IP address of

the callee.

If the callee is not on-line when the connection server 26

determines the callee's status, the connection server 26 sends an OFF

LINE signal or message to the first processing unit 12. The first

processing unit 12 may also display a message such as "Called Party

Off-Line" to the first user.

When a user logs off or goes off-line from the Internet 24, the

connection server 26 updates the status of the user in the database 34;

for example, by removing the user's information, or by flagging the user

as being off-line. The connection server 26 may be instructed to update

the user's information in the database 34 by an off-line message, such as

a data packet, sent automatically from the processing unit of the user

prior to being disconnected from the connection server 26. Accordingly,

an off-line user is effectively disabled from making and/or receiving point

to-point Internet communications.

As shown in FIGS. 2-4, the disclosed secondary point-to-point

Internet protocol may be used as an alternative to the primary point-to

point Internet protocol described above, for example, if the connection

server 26 is non"'7responsive, inoperative, and/or unable to perform the

primary point-to-point Internet protocol, as a non-responsive condition.

Alternatively, the disclosed secondary point-to-point Internet protocol may
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be used independent of the primary point-to-point Internet protocol. In

the disclosed secondary point-to-point Internet protocol, the first

processing unit 12 sends a <ConnectRequest> message via E-mail over

the Internet 24 to the mail server 28. The E-mail including the

<ConnectRequest> message may have, for example, the subject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emaiIAddr]

where nnn.nnn.nnn.nnn. is the current (i.e. temporary or permanent) IP

address of the first user, and XXXXXXXX is a session number, which

may be unique and associated with the request of the first user to initiate

point-to-point communication with the second user.

As described above, the first processing unit 12 may send the

<ConnectRequest> message in response to an unsuccessful attempt to

perform the primary point-to-point Internet protocol. Alternatively, the first

processing unit 12 may send the <ConnectRequest> message in

response to the first user initiating a SEND command or the like.

After the <ConnectRequest> message via E-mail is sent. the first

processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32, may be

set by the first processing unit 12, in a manner known in the art, to wait

for a predetermined duration to receive a <ConnectOK> signal. The

processor 14 of the first processing unit 12 may cause the output device

20 to output a Ring signal to the user, such as an audible ringing sound,

about every 3 seconds. For example, the processor 14 may output a

*.wav file, which may be labeled RING.WAV, which is processed by the

output device 20 to output an audible ringing sound.

The mail server 28 then polls the second processing unit 22, for

example, every 3-5 seconds, to deliver the E-mail. Generally, the second

processing unit 22 checks the incoming lines, for example, at regUlar

intervals to wait for and to detect incoming E-mail from the mail server 28
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through the Internet 24.

Typically, for sending E-maif to users having associated

processing units operatively connected to a host computer or server

operating an Internet gateway, E-mail for a specific user may be sent

over the Internet 24 and directed to the permanent IP address or the

SLiP/PPP account designation of the host computer, which then assigns

a temporary IP address to the processing unit of the specified user for

properly routing the E-mail. The E-mail signal may include a name or

other designation such as a user name which identifies the specific user

regardless of the processing unit assigned to the user; that is, the host

compu~ermay track and store the specific device where a specific user is

assigned or logged on, independent of the fP address system, and so the

host computer may switch the E-mail signal to the device of the specific

user. At that time, a temporary IP address may be generated or assigned

to the specific user and device.

Upon detecting and/or receiving the incoming E-mail signal from

the first processing unit 12. the second processing unit 22 may assign or

may be assigned a temporary IP address. Therefore. the delivery of the

E-mail through the Internet 24 provides the second processing unit 22

with a session number as well as IP addresses of both the first

processing unit 12 and the second processing unit 22.

Point-to-point communication may then be established by the

processing unit 22 processing the E-mail signal to extract the

<ConnectRequest> message, including the IP address of the first

processing unit 12 and the session number. The second processing unit

22 may then open a socket and generate a <ConnectOK> response

signal, which includes the temporary IP address of the second processing

unit 22 as well as the session number of the first processing unit.

The second processing unit 22 sends the <ConnectOK> signal
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directly over the Internet 24 to the IP address of the first processing unit

12 without processing by the mail server 28, and a timeout timer of the

second processing unit 22 may be set to wait and detect a <Call> signal

expected from the first processing unit 12.

Realtime point-te-point communication of audio signals over the

Internet 24, as well as video and voicemail, may thus be established and

supported without requiring permanent IP addresses to be assigned to

either of the users or processing units 12, 22. For the duration of the

realtime point-to-point link, the relative permanence of the current IP

addresses of the processing units 12, 22 is sufficient, whether the current

IP addresses were permanent (Le. predetermined or preassigned) or

temporary (Le. assigned upon initiation of the point-to-point

communication).

In the exemplary embodiment, a first user operating the first

processing unit 12 is not required to be notified by the first processing unit

12 that an E-mail is being generated and sent to establish the point-to

point link with the second user at the second processing unit 22.

Similarly, the second user is not required to be notified by the second

processing unit 22 that an E-mail has been received and/or a temporary

IP address is associated with the second processing unit 22. The

processing units 12, 22 may perform the disclosed point-to-point Internet

protocol automatically upon initiation of the point-te-point communication

command by the first user without displaying the E-mail interactions to

either user. Accordingly, the disclosed point-to-point Internet protocol

may be transparent to the users. Alternatively, either of the first and

second users may receive, for example, a brief message of

"CONNECTION IN PROGRESS" or the like on a display of the respective

output device of the processing units 12, 22.

After the initiation of either the primary or the secondary point-to-
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point Internet protocols described above in conjunction with FIGS. 1-2,

the point-ta-point communication link over the Internet 24 may be

established as shown in FIGS. 3-4 in a manner known in the art. For

example, referring to FIG. 3, upon receiving the <ConnectorOK> signal

5 from the second processing unit 22, the first processing unit 12 extracts

the IP address of the second processing unit 22 and the session number,

and the session number sent from the second processing unit 22 is then

checked with the session number originally sent from the first processing

unit 12 in the <ConnectRequest> message as E-mail. If the session

numbers sent and received by the processing unit 12 match, then the first

processing unit 12 sends a <Call> signal directly over the Internet 24 to

the second processing unit 22; i.e. using the IP address of the second

processing unit 22 provided to the first processing unit 12 in the

<ConnectOK> signal.

Upon receiving the <Call> signal. the second processing unit 22

may then begin a ring sequence, for example. by indicating or

annunciating to the second user that an incoming call is being received .

For example. the word "CALL" may be displayed on the output device of

the second processing unit 22. The second user may then activate the

second processing unit 22 to receive the incoming call.

Referring to FIG. 4, after the second processing unit 22 receives

the incoming call, realtime audio and/or video conversations may be

conducted in a manner known in the art between the first and second

users through the Internet 24, for example, by compressed digital audio

25 signals. Each of the processing units 12, 22 also display to each

respective user the words "IN USE" to indicate that the point-to-point

communication link is established and audio or video signals are being

transmitted.

In addition, either user may terminate the point-to-point
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communication link by, for example, activating a termination command,

such as by activating an [END] button or icon on a respective processing

unit, causing the respective processing unit to send an <End> signal

which causes both processing units to terminate the respective sockets,

5 as well as to perform other cleanup commands and functions known in

the art.

FIGS. 5-6 illustrate examples of display screens 36 which may be

output by a respective output device of each processing unit 12, 22 of

FIGS. 1-4 for providing the disclosed point-to-point Internet protocol and

system 10. Such display screens may be displayed on a display of a

personal computer (PC) or a PDA in a manner known in the art.

As shown in FIG. 5, a first display screen 36 includes a status area

38 for indicating, for example, a called user by name and/or by IP

address or telephone number; a current function such as C2; a current

time; a current operating status such as "IN USE", and other control icons

such as a down arrow icon 40 for scrolling down a list of parties on a

current conference line. The operating status may include such

annunciators as "IN USE," "IDLE," "BUSY," "NO ANSWER," "OFFLINE,"

"CALL," "DIALING," "MESSAGES," and "SPEEDDIAL."

Other areas of the display screen 36 may include activation areas

or icons for actuating commands or entering data. For example, the

display screen 36 may include a set of icons 42 arranged in columns and

rows including digits 0-9 and commands such as END, SND, HLD, etc.

For example, the END and SND commands may be initiated as described

25 above, and the HLD icon 44 may be actuated to place a current line on

hold. Such icons may also be configured to substantially simulate a

telephone handset or a cellular telephone interface to facilitate ease of

use, as well as to simulate function keys of a keyboard. For example,

icons labeled L1-L4 may be mapped to function keys F1-F4 on standard
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PC keyboards, and icons C1-C3 may be mapped to perform as

combinations of function keys, such as CTRL-F1, CTRL-F2, and CTRL

F3, respectively. In addition, the icons labeled L1-L4 and C1-C3 may

include circular regions which may simulate light emitting diodes (LEOs)

which indicate that the function or element represented by the respective

icon is active or being performed.

Icons L1-L4 may represent each of 4 lines available to the caller,

and icons C1-C3 may represent conference calls using at least one line

to connect, for example, two or more parties in a conference call. The

icons L1-L4 and C1-C3 may indicate the activity of each respective line or

conference line. For example, as illustrated in FIG. 5, icons L1-L2 may

have lightly shaded or colored circles, such as a green circle, indicating

that each of lines 1 and 2 are in use, while icons L3-L4 may have darkly

shaded or color circles, such as a red or black circle, indicating that each

of lines 3 and 4 are not in use. Similarly, the lightly shaded circle of the

icon labeled C2 indicates that the function corresponding to C2 is active,

as additionally indicated in the status are 38. while darkly shaded circles

of icons labeled C1 and C3 indicate that such corresponding functions

are not active.

The icons 42 are used in conjunction with the status area 38. For

example, using a mouse for input, a line that is in use, as indicated by the

lightly colored circle of the icon, may be ;:lctivated to indicate a party's

name by clicking a right mouse button for 5 seconds until another mouse

click is actuated or the [ESC] key or icon is actuated. Thus, the user may

switch between multiple calls in progress on respective lines.

Using the icons as well as an input device such as a mouse, a

user may enter the name or alias or IP address, if known, of a party to be

called by either manually entering the name, by using the speeddial

feature, or by double clicking on an entry in a directory stored in the
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memory, such as the memory 16 of the first processing unit 12, where the

directory entries may be scrolled using the status area 38 and the down

arrow icon 40.

Once a called party is listed in the status area 38 as being active

on a line, the user may transfer the called party to another line or a

conference line by clicking and dragging the status area 38, which is

represented by a reduced icon 46. Dragging the reduced icon 46 to any

one of line icons L1-L4 transfers the called party in use to the selected

line, and dragging the reduced icon 46 to anyone of conference line

icons C1-C3 adds the called party to the selected conference cal/.

Other features may be supported, such as icons 48-52, where icon

48 corresponds to, for example, an ALT-X command to exit the

communication facility of a processing unit, and icon 50 corresponds to,

for example, an ALT-M command to minimize or maximize the display

screen 36 by the output device of the processing unit. Icon 52

corresponds to an OPEN command. which may, for example, correspond

to pressing the 0 key on a keyboard. to expand or contract the display

screen 36 to represent the opening and closing of a cellular telephone.

An "opened" configuration is shown in FIG. 5. and a "closed"

configuration is shown in FIG. 6. In the "opened" configuration, additional

features such as output volume (VOL) controls, input microphone (MIC)

controls, waveform (WAV) sound controls, etc.

The use of display screens such as those shown in FIGS. 5-6

provided flexibility in implementing various features available to the user.

It is to be understood that additional features such as those known in the

art may be supported by the processing units 12, 22.

Alternatively, it is to be understood that one skilled in the art may

implement the processing units 12, 22 to have the features of the display

screens in FIGS. 5-6 in hardware; i.e. a wired telephone or wireless
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cellular telephone may include various keys, LEOs, liquid crystal displays

(LCOs), and touchscreen actuators corresponding to the icons and

features shown in FIGS. 5-6. In addition, a PC may have the keys of a

keyboard and mouse mapped to the icons and features shown in FIGS.

5-6.

Referring to FIG. 7, the disclosed point-to-point Internet protocol

and system 10 is illustrated. First processing unit 12 initiates the point-to

point Internet protocol in step 56 by sending a query from the first

processing unit 12 to the connection server 26. If connection server 26 is

operative to perform the point-to-point Internet protocol, in step 58, first

processing unit 12 receives an on-line status signal from the connection

server 26, such signal may include the IP address of the callee or a

"Callee Off-Line" message. Next, first processing unit 12 performs the

primary point-to-point Internet protocol in step 60, which may include

receiving, at the first processing unit 12, the IP address of the callee if the

callee is active and on-line. Alternatively. processing unit 60 may initiate

and perform the secondary point-to-point Internet protocol in step 62, if

the called party is not active and/or on-line.

Referring to FIG. 8, in conjunction with FIGS. 1 and 3-4, the

disclosed point-to-point Internet protocol and system 10 is illustrated.

Connection server 26 starts the point-to-point Internet protocol, in step

64, and timestamps and stores E-mail and IP addresses of logged-in

users and processing units in the database 34 in step 66. Connection

server 26 receives a query from a first processing unit 12 in step 68 to

determine whether a second user or second processing unit 22 is logged

in to the Internet 24, with the second user being specified, for example,

by an E-mail address. Connection server 26 retrieves the IP address of

the specified user from the database 34 in step 70, if the specified user is

logged-in to the Internet, and sends the retrieved IP address to the first
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processing unit 12 in step 72 to enable first processing unit 12 to

establish point-to-point communications with the specified second user.

The disclosed secondary point-ta-point Internet protocol operates

as shown in FIG. 9. First processing unit 12 generates an E-mail signal,

5 including a session number and a first IP address corresponding to a first

processing unit in step 76. First processing unit 12 transmits the E-mail

sig nal as a <ConnectRequest> signal to the Internet 24 in step 78. The

E-mail signal is delivered through the Internet 24 using a mail server 28 to

the second processing unit 22 in step 80. Second processing unit 22

extracts the session number and the first IP address from the E-mail

signal in step 82 and transmits or sends the session number and a

second IP address corresponding to the second processing unit 22, back

to the first processing unit 12 through the Internet 24, in step 84. First

processing unit 12 verifies the session number received from the second

processing unit 22 in step 86, and establishes a point-to-point Internet

communication link between the first processing unit 12 and second

processing unit 22 using the first and second IP addresses in step 88.

While the disclosed point-to-point Internet protocols and system

have been particularly shown and described with reference to the

preferred embodiments, it is understood by those skilled in the art that

various modifications in form and detail may be made therein without

departing from the scope and spirit of the invention. Accordingly,

modifications such as those suggested above, but not limited thereto, are

to be considered within the scope of the invention.
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Throughout this specification and the claims which follow, unless the

context requires otherwise, the word "comprise", and variations such as

"comprises" and "comprising", will be understood to imply the inclusion of a stated

integer or step or group of integers or steps but not the exclusion of any other

5 integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be

taken as, an acknowledgment or any form of suggestion that that prior art forms

part of the common general knOWledge in Australia.

10
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. Apparatus for establishing a point-to-point communication link said

apparatus operating in a computer system operatively coupled to other computers

5 and a server over a computer network. said apparatus comprising:

a. means for transmitting. from the first process to a server a query as

to whether a second process is connected to the computer network;

b. means for receiving a network protocol address of the

second process from the server when the second process is connected to the

10 computer network; and

c. means, responsive to the network protocol address of the second

process. for establishing a point-ta-point communication link between the first

process and the second process over the computer network.

15 2. The computer apparatus of claim 1 further comprising:

d. means for receiving audio data and transmitting the audio

data to the second processor over the established point-ta-point communication

link.

20 3. An apparatus for use with a computer system capable of executing a first

process and communicating with other processes. a directory server process and

a mail server process over a computer network. the apparatus comprising:

A. program logic configured to determine the currently assigned

network protocol address of the first process upon connection to the

25 computer network;

B. program logic configured to establish a communication connection

with the directory server process once the assigned network protocol of the first

process is known;
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C. program logic configured to forward the assigned network protocol

address of the first process to the directory server process upon establishing a

communication connection with the directory server process; and

D. program logic configured to establish a point-to-point communication

5 with another process over the computer networ:!<.

4. The apparatus of claim 3 wherein the program logic D further comprises:

D.1 program logic configured to transmit. from the first process to the

directory server process, a query as to whether a second process is connected to

10 the computer network; and

D.2 program logic configured to receive a network protocol address of

the second process from the directory server process, when the second process

is connected to the computer network.

15 5. The apparatus of claim 3 wherein the program logic 0 further comprises:

D.1 program logic configured to transmit an E-mail message containing a

network protocol address from the first process to the mail server process over

the computer network; -

D.2 program logic configured to receive a second network protocol

20 address from a second process over the computer network.

6. An apparatus for use with a computer system. the computer system

capable of executing a first process connectable over a computer network to a

second process and a directory database server process, the apparatus

25 comprising:

a. program logic configured to access a directory database, the

database having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

address of each respective process forwarded to the database following

30 connection to the computer network; and
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b. program logic responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first

process to the second process over the computer network.

5 7. A computer program prodUct for use with a computer system, the computer

system executing a first process operatively connectable over a computer network

to a second process and a server process, the computer program product

comprising a computer useable medium having computer readable program code

embodied therein, the program code comprising:

lOa. program code configured to access a directory database, the

database haVing a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

address of each respective process forwarded to the database following

connection to the computer network; and

IS b. program code responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first

process to the second process over the computer network.

8. A method of establishing a point-te-point communication between a first

20 process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an address

server. said method comprising:

A. following connection of the first process to the computer network

forwarding to the address server a network protocol address at which the first

25 process is connected to the computer network;

B. querying the address server as to whether the second process is

connected to the computer network;

C. receiving a network protocol address of the second process from the

address server, when the second process is connected to the computer network;

30 and
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D. in response to the network protocol address of the second process,

establishing a point-te-point communication link with the second process over the

computer network.

5 9. A method for establishing point-to-point communications with other

processes, said method for use in a computer system capable of executing a first

process and communicating with other processes and a server process over a

computer network, said method comprising:

A. determining the currently assigned network protocol address of the

10 first process upon connection to the computer network;

B. establishing a communication connection with the server process

once the assigned network protocol of the first process is known;

C. forwarding the assigned network protocol address of the first process

to the server process upon establishing a communication connection

15 with the server process; and

D. establishing a point-to-point communication with another process

over the computer network.

10. The method of claim 9 wherein the program step 0 comprises:

20 D.1 transmitting, from the first process to the server process, a query as

to whether a second process is connected to the computer network; and

D.2 receiving a network protocol address of the second process from the

server process, when the second process is connected to the computer network.

25 11. A method of establishing a point-to-point communication between a first

process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an address

server, said method comprising:
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a. accessing a directory database, the database having a network

protocol address for a selected plurality of processes having on-line status with

respect to the computer network. the network protocol address of each respective

5 process forwarded to the database follOWing connection to the computer network;

and

b. in response to one of the network protocol addresses, establishing a

point-to-point communication link from the first process to the second process over

the computer network.

10

12. A method of establishing a point-to-point communication between a first

process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an address

server, said method comprising:

15 a. transmitting to the server a network protocol address received by the

first process following connection to the computer network;

b. transmitting, to the server, a query as to whether the second process

is connected to the computer network;

c. receiving a network protocol address of the second process from the

20 ,server, when the second process is connected to the computer network; and

d. in .response to the network protocol address of the second process,

establishing a point-to-point communication link between the first process and the

second process over the computer network.

25 13. An apparatus capable of executing a first process and connecting to other

processes and a server process over a computer network, the apparatus

comprising:

a. program logic configured to generate a user-interface enabling

control of a first process executing on the computer system;

30
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b. program logic configured to determin~ the currently assigned

network protocol address of the first process upon connection to the computer

network;

c. program logic, responsive to the currently assigned network protocol

5 address of the first process, and configured to establish a communication

connection with the server process and to forward the assigned network protocol

address of the first process to the server process upon establishing a

communication connection with the server process; and

d. program logic, responsive to user input commands, and configured

10 to establish a point-to-point communications with another process over the

computer network.

14. The apparatus of claim 13 wherein the program logic configured to

establish a point-to-point communication link further comprises:

15 d.1 program logic, responsive to the network protocol address of a

second process, and configured to establish a point-to-point communication link

between the first process and the second process over the computer network.
.. .... .. ..
•:•••: 15. The apparatus of claim 14 wherein the program logic configured to

20 establish a point-to-point communication link further comprise:

d.2 program logic configured to transmit, from the first process to the

server process, a query as to whether the second process is connected to the

computer network; and

d.3 program logic configured to receive a network protocol address of

25 the second process from the server process, when the second process is

connected to the computer network.

16. An apparatus for use with a computer system, the computer system

executing a first process operatively coupled over a computer network to a second

30 process and a directory database server process, the apparatus comprising:
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A. program logic configured to, following connection of the first process

to the computer network, forward to the address server a network protocol address

at which the first process is connected to the computer network;

B. program logic configured to query the address server as to whether

5 the second process is connected to the computer network;

C. program logic configured to receive a network protocol address of

the second process from the address server, when the second process is

connected to the computer network; and

D. program logic configured to, in response to the network protocol

10 address of the second process, establish a point-to-point communication link with

the second process over the computer network.

17. Apparatus for establishing a point-to-point communication link, said

apparatus operating in a computer system capable of executing a first process and

IS operatively connectable to other processes and a server over a computer network,

said apparatus comprising:

a. means for transmitting, from the first process to the server, a query

as to whether a second process is connected to the Computer network;

b. means for receiving a network protocol address of the second

20 process from the server when the second process is connected to the computer

network; and

c. means, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

25

18. A computer data signal embodied in a carrier wave comprising:

program code for transmitting to a server a network protocol address

received by a first process following connection to a computer network;

program code for transmitting, to the server, a query as to whether a

30 second process is connected to the computer network;
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program code for receiving a network protocol address of the second

process from the server, when the second process is connected to the computer

network; and

program code, responsive to the network protocol address of the second

5 process, for establishing a point-ta-point communication link between the first

process and the second process over the computer network.

19. A computer program product for use with a computer system, the computer

system executing a first process and operatively connectable to a second process

10 and a server over a computer network, the computer program product comprising

a computer useable medium having program code embodied in the medium, the

program code comprising:

program code for transmitting to the server a network protocol address

received by the first process following connection to the computer network;

15 program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network;

program code for receiving a network protocol address of the second

process from the server, when the second process is connected to the computer

network; and

20 program code, responsive to the network protocol address of the second

process, for establishing a point-ta-point communication link between the first

process and the second process over the computer network.

20. Apparatus substantially as hereinbefore described with reference to the

25 accompanying drawings.

21. A computer program product SUbstantially as hereinbefore described with

reference to the accompanying drawings.

30. 22. A method substantially as hereinbefore described with reference to the

accompanying drawings.

ReexamFH_000441

SONY EXHIBIT 1003- Page 441



- 30-

5

....· .·.. ·..· ....•.. ..·• ·· ·.... 10· . ·.. ·· ..·. ·... ·
....· ·........

0 0....

·..... ·.0 ··........·
.. ..·. ·· ··....... 0

23. A computer data signal substantially as hereinbefore described with

reference to the accompanying drawings.

DATED this 8th day of September 2000

NetSpeak Corporation

By its Patent Attorneys

DAVIES COLLISON CAVE
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® Router using remote address resolution to enable bridge like data forwarding.

® A communications system has a first com
munications link (110) and a second communi
cations link (112), at least one end station
(111,113) capable of communicating on each of
the communications links, an apparatus (100)
for forwarding a packet from the first link to the
second link, the apparatus capable of detecting
a network layer header on a data packet, the
network layer header having a destination ad
dress. There is assigned, to the apparatus, an
apparatus mask having a forwarding mask
length for distinguishing the destination ad
dress into a subnet address part and into a host
address part. Also there is assigned, to an end
station, an end station mask having an end
station mask length for distinguishing the desti
nation address into a subnet address part and
into a host address part. And there is assigned a
greater length to the forwarding mask length
than to the end station mask length, to enable
the end station in using the end station mask to
identify all end stations on the first link and the
second link as being on a single link, and to
enable the apparatus in using the forwarding
mask to distinguish which of the first link or the
second link an end station addressed by the
network layer address is located.

A selected end station transmits an Address
Request Protocol (hereinafter ARP) message
onto the first communications link, the ARP
message requesting a data link address from a
receiving end station, and the apparatus sends
the ARP message to a second forwarding ap
paratus connected to the second link having the
receiving end station connected thereto. The
apparatus receives an ARP response message
containing the data link address of the receiving
end station from the second forwarding ap
paratus. And finally, the apparatus forwards the
ARP response message to the selected end

station. The forwarding apparatus forwards a
data packet as a bridge in the event that a data
link address in a message packet is not a data
link address of the apparatus. The forwarding
apparatus forwards a data packet as a router in
the event that a data link address in the mes
sage packet is a data link address of the appa
ratus.

ROUTER
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BRIDGE
PROCESSING

1060
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FIELD OF THE INVENTION

This invention relates to forwarding messages
from a first link to another link, and more particularly
relates to reducing the time required to forward data
packets.

BACKGROUND OF THE INVENTION

Communications systems between computers
are presently capable of connecting tens of thou
sands of computers. Typically, a computer will origi
nate amessage directed to anothercomputer, and will
transmit the message as a sequence of data packets
onto the communications system. Because of the
large number of computers connected to the system,
and the large number of data packets transferred be
tween the computers, throughput of packets transfer
red by the system is an important issue.

Communications systems are often divided into a
number of links. Typically, a link may be a local area
network, where each local area network is capable of
supporting afew hundred computers. A local area net
work will hereinafter be referred to as a LAN. The
LANs are connected together by a number ofdifferent
standard devices which forward packets. With the in
creasingly large size of modem communications sys
tems, the time required to forward a data packet be
tween LANs becomes an important parameter of sys
tem design.

Other types of links in a communications system
may be, for example, a wide area network formed by
joining other links such as LANs, a point to point con
nection between computers, etc. Maintaining high
throughput of system packet traffic is also an impor
tant problem in all link to link connections.

Also, all types of links may be connected together
by standard devices.

Before discussing standard devices used to con
nect links together, data packets and the headers of
data packets added by different layers of the commu
nications protocol must be discussed. A data packet
is typically formed in a higher level of the communica
tions protocol, and finally is transferred down to the
Transport Layer which passes the packet into the Net
work layer. The Network layer attaches a header, the
Network Layer Header, to the data packet, and then
passes the packet into the Data Link Layer. The Data
Link Layer then attaches a header, the Data Link lay
er Header, to the data packet. The packet is then
transmitted onto the communications system by the
physical layer.

A packet, once transmitted onto the communica
tions system, is then forwarded from link to link until
it reaches its destination end station.

A first type of device connecting links of the com
munications system is a bridge. A bridge operates in
the Data Link level of the communications protOCOl,

which is the level immediately above the physical lev
el. A bridge receives data packets from one link, typ
ically a LAN, and then parses the Data Link Header.
The bridge then makes a decision on what to do with

5 the data packet, where the decision is based upon the
contents found in the Data Link Header.

A second type of device linking LANs is a router.
A router operates in the network layer, a layer above
the data link layer'. A router operates by parsing both

10 the Data link Header and the Network Layer Header,
and making decisions based on the contents of both
headers.

In some designs a bridge may be on the order of
200 times faster than a router in forwarding a data

15 packet from a first link to a second link.
Even though a router is slower in forwarding

packets from one link, such as a LAN, to another link,
it is necessary to use routers rather than bridges at
certain locations between multiple numbers of links.

20 The router performs functions beyond those of a
bridge, such as: forwarding along better routes than
a bridge; incrementing a "hop counr field ofa forward
ed packet to show the number of passes of the packet
through a router in order to prevent indefinite looping

25 of the packet; preventing certain management traffic
such as "hello" messages from end stations on one
link from being forwarded to the other link; maintaining
"network layer addresses" of stations on the links that
it connects; fragmentation and reassembly of packets

30 because of different protocols employed by different
links; performing explicit handshaking protocols with
end stations connected to links connected to the rout
er; participating in routing algorithms, and other func
tions.

35 However, a difficulty in operation oflarge comput-
er communications networks is that the time required
for a router to forward messages may result in lower
throughput.

40 SUMMARY OF THE INVENTION

The invention resides in an apparatus forforward
ing packets, and solves the difficulty ofa router requir
ing too much time for forwarding a packet, along with

45 the difficulty of a bridge increasing address request
protocol (ARP) traffic by forwarding ARP messages.

A communicationssystem has afirst communica
tions link and a second communications link, at least
one end station capable of communicating on each of

50 the communications links, an apparatus for forward
ing a packet from the first link to the second link, the
apparatus capable of detecting a network layer head
er on adata packet, the network layer header having
a destination address. There is assigned, to the appa-

55 ratus, an apparatus mask having a forwarding mask
length for distinguishing the destination address into
a subnet address part and into a host address part.
Also there is assigned, to an end station, an end sta-

2

ReexamFH_000450

SONY EXHIBIT 1003- Page 450



3 EP 0 518 596 A1 4

tion mask having an end station mask length for dis
tinguishing the destination address into a subnet ad
dress part and into a host address part. And there is
assigned a greater length to the forwarding mask
length than to the end station mask length, to enable
the end station in using the end station mask to iden
tify all end stations on the first link and the second link
as being on a single link, and to enable the apparatus
in using the forwarding mask to distinguish which of
the first link or the second link an end station ad
dressed by the network layer address is located.

Also there is a first means for a selected end sta
tion to transmit a local Address Request Protocol
(hereinafter ARP) request message onto the first
communications link, the local ARP request message
requesting a data link address of a receiving end sta
tion. Further, there is a second means, in response to
the local ARP request message, for the apparatus to
create a remote ARP request message and to send
the remote ARP request message to a second for
warding apparatus connected to the second link hav
ing the receiving end station connected thereto. There
is also a third means for the apparatus to receive a re
mote ARP response message containing the data link
address of the receiving end station from the second
forwarding apparatus. And there is a fourth means, re
sponsive to the remote ARP request message, for the
apparatus to create a local ARP response message
and to send the local ARP response message to the
selected end station.

The forwarding apparatus forwards adata packet
as a bridge in the event that a data link address in a
message packet is not a data link address of the ap
paratus.

The forwarding apparatus forwards a data packet
as a router in the event that a data link address in the
message packet is a data link address of the appara
tus.

BRIEF DESCRIPTION OF THE DRAWINGS

A more detailed understanding of the invention
may be had from the following description ofpreferred
exemplary embodiments to be understood in conjunc
tion with the accompanying drawing wherein:

Fig. 1 is a logic diagram of two LANs connected
by a router in accordance with a preferred embodi
ment of the invention.

Fig. 1A is aflow chart ofa brox in accordance with
the invention.

Fig. 2 is a field diagram of a data packet in accor
dance with a preferred embodiment of the invention.

Fig. 3A is field diagram of an address field.
Fig. 3B is a field diagram ofa mask for an address

field.
Fig. 3C is is a field diagram of a mask for an ad

dress field.
Fig. 4 is a block diagram of a communications

system having multiple links, in accordance with the
invention.

Fig. 5 is a field diagram of an address in accor
dance with the invention.

5 Fig. 6A is a field diagram of an address in accor-
dance with a preferred embodiment of the invention.

Fig. 6B is a field diagram of a bridge router box
(brox) mask in accordance with a preferred embodi
ment of the invention.

10 Fig. 7A is a field diagram of an address in accor-
dance with a preferred embodiment of the invention.

Fig. 7B is a field diagram of an end station mask
in accordance with a preferred embodiment of the in
vention.

15 Fig. 8 is a block diagram of a communications
system in accordance with the invention.

DETAILED DESCRIPTION

20 FIRST EXEMPLARY EMBODIMENT

Capitalization will be used in this document to
highlight names of fields of a packet, in order to im
prove readability of the document

25 Referring now to Fig. 1, there is shown a commu-
nications link connection apparatus 100, a "brox", in
accordance with the invention. The term "brox" is
coined herein, and is defined as a box for connecting
communications links in accordance with the present

30 invention. A brox forwards as a router under certain
conditions, but under other conditions forwards as a
bridge. The word "brox" is an acronym (created from
the capitalized letters Bridge Router bOX) for a box
that behaves as a bridge or as a router. Also a brox

35 may have behavior modes that are neither those of a
standard bridge nor those of a standard router.

For a multiple hop data packet transmission, op
eration of the invention can be described in simple
terms for anetwork using a Transmission Control Pro-

40 tocol-Internet Protocol (TCP-IP) type protocol as fol
lows. TCP-IP is a well known protocol suite which has
been developed in the United States. The present in
vention works partirularly well with the TCP-IP proto
col, but wnl also work with similar protocols.

45 But first, a TCP-IP type of protocol will be briefly
described. In a TCP-IP type protOCOl, a destination
address in the Network Layer Header of a packet is
resolved into a subnet address and a host address by
applying a mask to the total address. A mask is as-

50 signed to a link. A station is configured with a network
layer address and a mask for each link to which the
station is attached. The mask has as many bit posi
tions as the address in the packet

The mask has some bits set equal to "1", and
55 some bits set equal to "0". The bits of the mask that

equal "1" correspond to bits of the address that iden
tify the link. The bits of the mask that equal "0" corre
spond to bits of the address that identify the host, or

3
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end station, on that link.
For example: in the event that the network layer

address is 32 bits (or 4 octets), then the mask is also
32 bits; in the further event that the mask has 16 bits
set =1, and 16 bits set =0, then the station interprets
the bits in the address corresponding to the bits =1 of
the mask as identifying the link. The bits in the ad
dress corresponding to aosa in the mask identify the
host, or end station, on that link.

As further example, if the first two octets of the
mask contain 8 bits =1 each, and the second two oc
tets of the mask contain all bits =0, then the address
of the link is contained in the two octets of the address
corresponding to the bits =1 of the mask. Also, the
host, or station, address on that link is contained in the
address bits corresponding to the bits =0 of the mask.

Terminology used in the art of computer commu
nications will now be addressed. The terms alinka and
"subnetaare substantially synonyms. Also, the terms
"host" and "end station" are substantially synonyms.
The terms alinka and aend stationaare frequently used
in discussions of OSI standard type computer com
munications systems. The terms "subnef and "host"
are frequently used in discussions of TCP-IP type
computer communications systems. A linkor a subnet
may be a local area network, or may be another type
of system for computer communications. A host or
end station is the computer attached to the link or the
subnel

A further standard feature of a TCP-IP type pro
tocol is that when an initiating station initiates a trans
mission to an intended receiving station, the initiating
station "knows" only the Network Layer address of the
intended receiving station. In order to "learn· the Data
Link Layer address of the intended receiving station,
the initiating station transmits an Address Request
Protocol (ARP) message. A bridge forwards the ARP
message, but a router ignores the ARP message. In
the event that the intended receiving station receives
the ARP message, either by being on the same link
as the station or by having the ARP request bridged
to the link containing the intended receiving station,
then the intended receiving station sends to the initiat
ing station an ARP response containing the Data Link
Layer address of the intended receiving station. Upon
receipt of the ARP response, the initiating station
sends data packets to the intended receiving station
by placing the Data Link Layer address leamed from
the ARP response into the Data Link Header of the
data packets.

Also, as a standard practice in a TCP-IP type pro
tocol, an initiating station first tests the Network Layer
address of the intended receiving station against its
own Network Layer address. Each station on the com
munications link of the initiating station has the same
subnet address, and so the initiating station tests the
subnet address of the intended receiving station
against the subnet address its own subnet address.

In the event that the two subnet addresses are
equal, the initiating station transmits an ARP mes
sage.

In the event that the two subnet addresses are dif-
5 ferent, then the initiating station transmits a data pack

et to a router connected to the communications link of
the initiating station. The router maintains a forward
ing table, and so "knowsa the communications link
containing the intended receiving station. The router

10 then forwards the data packet to the proper link,
where a further router places the Data Link Layer ad
dress of the intended receiving station into the Data
Link Layer Header of the data packet, and forwards
the data packet onto the proper link for receipt by the

15 intended receiving station. The originating station
does not learn the data link address of the receiving
station.

Turning now to a simple discussion of the inven
tion, both the router and the bridge are replaced with

20 the "brox· of the invention. Also, in the invention, the
network layer addresses of the end stations on the va
rious links are carefully chosen so that all end stations
on all links connected by the invention have in their
network layer address: firstly, a sequence of bits that

25 are identical for all end stations attached to any of the
links connected by broxs; secondly, a sequence of
bits that are identical for stations on a single link, but
different for stations on other links; and, thirdly, a se
quence of bits that are unique among stations on any

30 one link.
The forwarding apparatus of the invention is the

brox. A brox has assigned a mask that exposes both
the sequence of identical bits and the sequence of
unique bits. In contrast, the end stations have a short-

35 er mask that exposes only the sequence of identical
bits.

All end stations linked by the invention have the
same sequence of identical bits. Accordingly, when
an initiating station tests the network layer address of

40 the intended receiving station against its own network
layer address in order to determine if the initiating sta
tion has permission to send a local ARP message,
then permission to send a local ARP message will be
granted for an intended end station linked by the in-

45 vention, whether the intended end station is on the
same link as the initiating station or whether it is on a
different link.

Also in the invention it is important to distinguish
four (4) different types of ARP messages. These four

50 different types of ARP messages are:
1. a local ARP request. A local ARP request is
transmitted by an end station onto a link connect
ed to the end station. A local AR request asks for
a data linkaddress ofan intended destination sta-

55 tion. A local ARP request is identical to the stan
dard TCP-IP compatible ARP request discussed
hereinabove.
2. a local ARP response. A local ARP response

4
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is received by an end station, and the local ARP
response delivers a data link address to the end
station. A local ARP response is identical to the
standard TCP-IP ARP response discussed here-
inabove. 5

3. a remote ARP request. A remote ARP request
is created by a brox on the link of an originating
end station, and is created by the brox in re
sponse to receipt by the brox of a local ARP re-
quest. The remote ARP request is transmitted to 10

a remote brox on the link of a remote intended
destination station.
4. a remote ARP response. A remote ARP re
sponse is created by a remote brox on the link of
a remote intended destination station, and is cre- 15

ated in response to the remote brox receiving a lo-
cal ARP response. The remote ARP response is
transmitted to a brox on the link of the originating
end station, and in response to receiving the re-
mote ARP request, the brox creates and trans- 20

mits a local ARP response to the originating end
station.
By carefully choosing the addresses of all end

stations linked by the invention, by using broxs forfor-
warding between the various links, and by using short 25

masks for stations and long masks for broxs, useful
results flow from the invention. The first useful result
is that data packets are forwarded at bridge speed be
tween end stations linked by the invention. A second
useful result is that local ARP traffic on one link is con- 30

fined to that link and is not forwarded as it would be if
the links were joined by a conventional bridge. A third
useful result is that all links joined by the invention
may be reached by remote ARP messages generated
in response to any end station on any ofthe links, with- 35

out flooding every link with unnecessary local ARP
messages.

Forwarding rules followed by a brox may be sum-
marized as follows:

1. in the event that the brox recognizes the ad- 40

dress found by parsing the Data Link Destination
Address field of a packet as an address used by
that brox, then the brox receives the packet and
functions as a router.
2. in the event that the brox does not recognize 45

the destination address found by parsing the Data
Link header as an address of the brox, then the
brox bridges the packet.
3. in the event that the brox recognizes the packet
as a local ARP request, and the intended destin- 50

ation end station is on a remote link as deter
mined by the brox using its long mask, then the
brox creates a remote ARP request and sends it
to a brox on the link of the intended destination
end station. 55

4. later the brox receives a remote ARP response
from a brox attached to the link of the intended
destination end station. The brox then creates a

5

local ARP response in response to the original 10
cal ARP request The local ARP response con
tains the data link layer address of the intended
receiving end station. The brox then transmits the
local ARP response onto the link having the orig
inating end station. The local ARP response is re
ceived by the originating end station, and so the
originating end station learns the data link ad
dress of the intended destination station.
A significant benefit of the invention is that, once

the originating end station learns the data link address
of the intended destination end station, forwarding of
later sent data packets is at bridge speed, rather than
router speed. The forwarding delay at each brox, in
some designs, may be as much as 200 times less
when the brox functions as a bridge rather than as a
router. Accordingly, the invention greatly speeds for
warding of data packets.

Referring now to Fig. 2, there is shown a typical
field structure for adata packet used by an end station
of LAN 110, 112 shown in Fig. 1. Data packet 120 is
shown having a Data Link Header 122 and a Network
Layer Header 124. When data packet 120 is created
and transmitted onto a LAN, the network layer attach
es Network Header 124 to the packet, and then the
packet is handed down to the data link layer. The data
link layer then attaches the Data Link Header 122 to
the packet. Upon transmission, data packet 120 may
have additional fields preceding the Data Link Header
122 such as, for example, preamble fields, and the
precise structure of such preamble fields will depend
upon the standard to which LAN 110 is designed.
Such preamble fields are not shown in Fig. 2, as Fig.
2 focuses on those fields used by the invention.

Data Link Header 122 contains Data Link Destin
ation Address field 126, and Data Link Source Ad
dress field 128. Other Data Link Headerfields 130 are
also shown in Fig. 2, but are not further described
herein in that the invention focuses on the Data Link
Destination Address field 126 and the Data Link
Source Address field 128 of the Data Link Header
122. Data Link Destination Address field 126 is abbre
viated DL D. Data Link Source Address field 128 is ab
breviated DL S.

Network Layer Header 124, as shown in Fig. 2,
has: Network Layer Destination address field 140, NL
o field 140; Network Layer Source address field 142
NL S; and other fields 144. Also, data fields 146 fol
lows the Network Layer Header 124. The Network
Layer Destination Address field 140 is abbreviated NL
D. The Network LayerSource address field 142 is ab
breviated NL S.

In exemplary network designs, the Network Layer
Destination address field 140 and the NetworkSource
Layer field 142 may each be assigned a fixed length.
The length is often expressed in terms of octets. An
octet is a data structure that is ordinarily 8 bits long.
For example, in a TCP-IP compatible network both
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the Network Layer Destination Address field 140 and
the Network Layer Source Address field 142 are as
signed a length of 32 bits, or 4 octets each.

Turning now to Fig. 1A, there is shown a flow
chart of the logic of an exemplary brox 100. At block
1000 the packet arrives at the brox. Control passes to
decision block 1010 where the packet data link des
tination address contained in the Data Link Destina
tion Address field 126 of the packet is determined.
Then, the packet data link destination address is test
ed in order to determine if it is either a router address
or a broadcast address used by a router. In the event
that decision block 1010 answers "yes·, the packet
data linkdestination address is eithera router address
or a broadcast address, then control passes to line
1012 for router type processing.

In the event that decision block 1010 answers
·no·, then control passes to block 1014 where the
packet is further processed by normal bridge forward
ing.

Router processing proceeds along line 1012 to a
series of decision blocks, block 1020, block 1030,
block 1040, and block 1050. At these decision blocks
the type of packet is determined.

At block 1020 the packet is tested in order to de
termine if it is a local ARP request, and in the event
that it is, decision block 1020 answers ·yes·, and con
trol passes to decision block 1022 for handling as a
local ARP request In the event that decision block
1020 answers ·no·, then control passes to decision
block 1030.

At decision block 1030 the packet is tested in or
der to determine if it is a local ARP response, and if it
is decision block 1030 answers ·yes·, then control
passes to block 1032 for further processing as a local
ARP response. In the event that decision block 1030
answers ·no·, then control passes to decision block
1040.

At decision block 1040 the packet is tested in or
der to determine if it is a remote ARP request, and if
it is decision block 1040 answers "yes·, then control
passes to block 1042 for processing as a remote ARP
request. In the event that decision block 1040 an
swers ·no", then control passes to decision block
1050.

At decision block 1050 the packet is tested in or
der to determine if it is a remote ARP response, and
if it is decision block 1050 answers "yes·, then control
passes to block 1052 for further processing as a re
mote ARP response. In the event that decision block
1050 answers ·no·, then control passes to block
1060.

At block 1060 the packet is forwarded to the prop
er link in accordance with normal routing processing.

We return to discuss the processing in the event
that the packet tested with a ·yes" at decision blocks
1020,1030,1040, and 1050.

First we discuss processing in the event that de-

cision block 1020 answers ·yes·, the packet is a local
ARP request, and control passes to decision block
1022. A branch to decision block 1022 means that a
host on a link connected to the brox issued a local

5 ARP request. At decision block 1022 the packet is
tested in order to determine if the network layer ad
dress of the intended destination host is on the origi
nating link, and if it is decision block 1022 answers
·yes·, then processing branches to block 1024. At

10 block 1024 the packet is treated as a normal local
ARP request.

In the event that decision block 1022 answers
·no·, the packet network layer destination address is
not on the originating link, then control passes to block

15 1026. At block 1026 the brox sends a remote ARP re
quest to a brox or router on the destination LAN.

Next we discuss processing in the event that the
packet is a remote ARP request as determined by a
·yes· response at decision block 1040, where control

20 passed to block 1042. At block 1042 a cache entry is
made to record that a pending remote ARP request
has been received. Control then passes to block 1044
where a local ARP request is generated on the rele
vant link, where the link is connected to a port of the

25 brox. Processing in blocks 1042 and 1044 means that
the brox is the remote brox in a remote ARP request.

Next we discuss processing in the event that the
packet is a local ARP response, that is that decision
block 1030 answered ·yes·, and processing passed

30 to block 1032. At block 1032 an entry is made into the
cache of pending remote ARP requests, and control
passes to decision block 1034. At decision block 1034
the question, ·Is there a pending remote ARP request
that matches this local ARP response ?" is asked, and

35 in the event that the answer is "no", then control pass
es to block 1036 where processing of this packet
stops because processing is done.

In the event that decision block 1034 answers
"yes·, there is a matching pending remote ARP re-

40 quest, then control passes to block 1038. At block
1038 the brox generates a remote ARP response
message and sends the response to the originating
brox.

Next we discuss processing in the event that de-
45 cision block 1050 answered ·yes·, the packet is a re

mote ARP response, and control passes to block
1052. At block 1052 the brox generates a local ARP
response and transmits it onto the relevant link con
nected to the brox. Processing at block 1052 means

50 that the brox originally generated a remote ARP re
quest, now the remote ARP response has arrived, and
the remote ARP response is used to create a local
ARP response directed to the originating host.

Normal operation of a bridge and normal opera-
55 tion of a router will now be described.

6
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The Data Link Header 122 contains a number of
fields, and the fields principally used by the bridge are:
the Data Link Destination Address field 126; and, the
Data Link Source Address field 128 (Fig. 2).

The bridge compares the address found in the
Data Link Destination Address field with a forwarding
table maintained in a database contained in the
bridge, and also compares the contents of the Data
Link Source Address field of the packet with a list of
source addresses maintained for each link connected
to the bridge. The bridge then, typically makes for
warding decisions based upon the contents of these
fields.

Typical design rules for operation of a bridge are
as follows, and include both rules for receipt ofa pack
et and rules for forwarding a packet.

For receipt of apacket, a bridge tests the contents
of the Data Link Destination Address field of the pack
et against intemally maintained forwarding tables.

For forwarding, the bridge decides what to dowith
the packet, for example, as follows. Typically, for a
bridge that uses the flooding and backward learning
algorithm, the bridge makes the following decisions,
based upon the contents of the Data Link Destination
Address field of the packet: if the packet Data Link
Destination Address is in the forwarding table ofa link
attached to the bridge, then forward the packet to the
proper link, except, if the packet destination is on the
link from which the packet originated, then disregard
the packet; and, if the destination address is not in the
forwarding table, then flood the packet to all of the
links connected to the bridge, but not the link from
which the packet originated. Also, typically, a bridge
forwards packets having certain multicast or broad
cast addresses in their Data Link Destination Address
field, such as end station hello messages. A bridge at
tempts to make the links that it joins together operate
as an extended LAN.

Also, If the content of the Data Link Source Ad
dress field of the packet is absent from the bridge for
warding tables, then the bridge adds to its appropriate
forwarding table a correlation between the address
contained in the Data Link Source Address field of the
packetand the link from which the packetarrived. Any
subsequent packets addressed to that address are
then forwarded onto the correlated link. By updating
its forwarding table using the arrival link of unknown
packets, a bridge learns the correlation between arriv
allinks and the source address of end stations either
on those links or connected to those links from other
links, and thereby builds up entries into its forwarding
tables. Further, for example, there are many other
ways that entries in in a bridge forwarding table may
be compiled.

A router receives a packet in the event that the
Data Link Destination Address field DL D 126 of the

5 packet contains the data link address of the router or
a special multicast address used by routers, other
wise the router ignores the packet.

In the event that a router receives a packet, the
router uses its mask to analyze the network layerdes-

10 tination address carried in the Network Layer Destin
ation Address field NL D 140 of the packet. By using
its mask, the router breaks the packet network layer
destination address into a subnet, or link, part and into
a host address part.

15 The router -knows· a route to the destination link
as a result of a forwarding table maintained by the
router. The forwarding table is built up by the router
participating in router protocol algorithms. The router
forwards the packet by placing an appropriate data

20 link destination address in the Data Link Destination
Address field DL D ofthe packet, and by transmitting
the packet onto the proper link.

Routers perform other functions not directly relat
ed to the present invention, such as: running routing

25 protocols in order to decide on routes to maintain be
tween links when there are choices of multiple routes,
that is, participating in routing algorithms; isolating
links, by, for example, preventing certain manage
ment traffic such as end station hello messages on

30 one link from being forwarded to another link; frag
mentation and reassembly of packets because of dif
ferent protocols employed by different links; perform
ing explicit handshaking protocols with end stations
connected to links connected to the router; and other

35 functions.
Referring now to Fig. 3A, there is shown the struc

ture of a Network Layer Address. Fig. 3A may refer to
the address ofastation on a link. Alternatively, Fig. 3A
may refer to a Network Layer Destination Address

40 field of a message packet. As a further altemative,
Fig. 3A may refer to aNetwork Layer Source Address
field of a message packet. For convenience, the field
structure of Fig. 3A may be referred to as the structure
of a Network Layer Destination (often abbreviated as

45 NL D) address field ofa message packet, although, as
will be apparent to those skilled in the art, the discus
sion could equally well apply to the Network Layer
Source Address field (often abbreviated as NL S ad
dress field) 142 of a message packet. Also, Fig. 3A

50 will be used to describe a Network Layer Address as
signed to a station.

As shown in Fig. 3A, NL D address field 140 con
tains 4 bytes, byte 150, byte 152, byte 154, and byte
156. Each byte 150 152 154 156 is an octet, and

55 thereby contains 8 bits.
Referring now to Fig. 3B, there is shown mask

158. Mask 158 has 4 bytes, byte 160, byte 162, byte
164, and byte 166. A mask is assigned to a station,

7
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for example the mask is assigned to end station A
111A, or, for example, B 111B, or, for example, end
station C 113C, or to brox 100. In the event that asta
tion detects a message packet, the station applies
mask 158 to NL D address field 140 in order to deter- 5

mine the address represented by the NL D address
field 140. For example, in the example shown in Fig.
3A and Fig. 3B, the mask 158 is shown having all ones
in byte 160, byte 162, and byte 164. In contrast, byte
166 contains all zeros. Accordingly, the correspond- 10

ing bytes of NL D address field 140, that is byte 150
corresponding to byte 160 ofthe mask, byte 152 cor
responding to byte 162 of the mask, and byte 154 cor
responding to the mask byte 164 represent the subnet
address. The term "subnet" is synonymous with "link·, 15

and may accordingly stand for a local area network
LAN, or any other type of link. Byte 156 of NL D ad
dress field 140 corresponds to the zeros of mask byte
166, and accordingly represents the address of a
"host·. The term "host" is synonymous with "station", 20

and so may stand for an "end station", a "brox", or any
other type of station. Mask 158 indicates, by the zeros
in byte 166, that the host address represented by NL
D address field 140 is contained in byte 156.

Accordingly, mask 158 interprets NL D address 25

field 140 so that bytes 150, 152, 154 represent asub-
net address. And also mask 158 indicates that byte
156 represents a host address.

As shown in Fig. 3B, mask 158 has byte 160 in-
dicated as byte B1. Byte 162 is indicated as byte B2. 30

Byte 164 is indicated byte as B3. Byte 166 is indicated
as byte B4. The labels B1, B2, B3, and B4 indicate the
position of the byte within mask 158.

SECOND EXEMPLARY EMBODIMENT 35

Operation of communications system 101, as
shown in Fig. 1, will now be discussed. In the event
that end station A 111A decides to send a message
packet to end station C 113, then the following events 40

occur:
1. End station A 111A first attempts to leam the
data link layer address ofend station C 113. In the
first step to learn the data link layer address of
end station C 113, end station A 111A tests its 45

network layer address against the network layer
address ofend station C 113 in order to determine
if the two end stations are on the same link. And
if the two end stations are on the same link, then
end station A 111A has permission to transmit an 50

Address Request Protocol message (a local ARP
request message). An local ARP request mes-
sage transmitted by an end station will be herein-
after referred to as a local ARP request.

End station A 111A uses a short mask, as 55

shown in Fig. 3C, in making the determination as
to whether or not end station C 113 is on the same
link as end station A 111A, and because of the

8

careful choice of end station network layer ad
dresses, concludes that end station C 113 is on
the same link as end station A 111A. As shown in
Fig. 3C, the short mask used by end station A
111A has byte 161 and byte 163 both contain
eight ones, and byte 165 and byte 167 both con
tain eight zeros. Accordingly, end station A 111A
"sees· only byte 150 and byte 152 of the address
fields shown in Fig. 3A, as the subnet address of
itself and of end station C 113. By careful choice
of the end station addresses, both end station A
111A and end station C 113 have the same value
of bytes 150 152 in their network layer addresses.
Accordingly, end station A 111A concludes that it
and end station C 113 are on the same link.

Physically, as is shown in Fig. 1, end station
A 111A is on link 110 and end station C 113 is on
link 112. However, because of the careful choice
of end station network layer addresses, and by
end station A 111A using a short mask, end sta
tion A 111A concludes that it and end station C
113 are on the same link.
2. In response to its conclusion that end station C
113 is on the same link, end station A 111Atrans
mits a local ARP Request onto link 110.
3. The local ARP Request is detected by brox
100. Logic unit 115 detects that the packet is a lo
cal ARP request. In response to receiving the lo
cal ARP request, brox 100 creates a new local
ARP request Brox 100 sends the new local ARP
request onto link 112 with the data link layer ad
dress of end station C 113 in the data link destin
ation address field 126. By using the long mask
of Fig. 3B, where byte 164 contains eight ones,
brox 100 can determine the link to which end sta
tion C 113 is connected. And by using the portion
of the mask containing "Os·, brox 100 can deter
mine the network layer address of intended des
tination end station C 113.
End station C 113 receives the second local ARP
Request message from LAN 112, and responds
by creating a local ARP response message, and
then transmitting the local ARP Response mes
sage onto link 112. The local ARP Response
message contains the data link layer address of
end station C 113.
5. Brox 100 detects the local ARP response mes
sage and processes it by logic 117. Brox 100 then
determines that this local ARP response is in
completion of a pending ARP request. Brox 100
then creates a second local ARP response mes
sage, and transmits the second local ARP re
sponse message onto link 110.
6. End station A 111A receives the second local
ARP response message on LAN 110, and ex
tracts from it the data link layer address of end
station C 113.
7. End station A 111A transmits amessage pack-

ReexamFH_000456

SONY EXHIBIT 1003- Page 456



15 EP 0 518596 A1 16

et to end station C 113 by placing the data link lay
er address of end station C 113 into the Data Link
Destination Address field 126 of the message
packet.
8. Brox 100 detects the message packet ad
dressed to end station C 113, concludes that the
data link destination address field 126 of the
packet does not contain a data link destination
address of brox 100, and therefor forwards the
message packet as a bridge, and the message
packet is thereby forwarded onto link 112. This
bridge type forwarding operation is fast, as brox
100 made the decision by parsing only the Data
Link Header field 122 of the message packet.
9. End station C 113 then detects the message
packet by recognizing its data link destination ad
dress in the data linkdestination address field 126
of the message packe~ and receives the mes
sage packet.
10. End station A 111A then may transmit a se
quence of message packets to end station C 113
by: inserting the data link address of end station
C 113 into the data link destination address field
126 of the message packet; and then brox 100
forwards the message packets as a bridge.
Advantages of the invention may be seen as fol-

lows. Brox 100 blocked the local ARP request mes
sage transmitted by end station 111A from being for
warded onto link 112, and in that respect functioned
as a router. Brox 100 forwards the message packets
transmitted by end station A 111A onto link 110,
where the message packet contains the data link lay
er address of end station C 113 in the data link des
tination address field 126. Brox 100 thus rapidly for
wards message packets, and also isolates local ARP
traffic onto a single link.

A benefit of the invention is that local ARP request
and local ARP response messages on one link, for ex
ample link 110, are blocked from the other link, in this
example link 112, by brox 100. A further benefit of the
invention is that in the eventthat an end station on one
link, say link 112, sends a sequence of data packets
to an end station on the other link, then all packets af
ter the first packet are forwarded at bridge speed.

THIRD EXEMPLARY EMBODIMENT

A multiple hop embodiment of the invention will
now be discussed. Referring now to Fig. 4, there is
shown a more complex communications system 170.
Communications system 170 has link 172, link 174,
link 176, and link 178. Link 172 has end stations 172A,
172B, and 172C. Additionally, link 172may have afur
ther plurality of end stations, and may, for example,
support up to several hundred end stations.

Link 174 has end stations 174A,174B, 174C, and
1740. Also, Link 174 may support a further plurality of
end stations.

Link 176 has end station 176A, end station 176B,
and end stations 176C. Further, Link 178 has end sta
tion 178A, end station 178B, and end station 178C.
Also, Link 176 and 178 may each support a further

5 plurality of end stations.
Although links 172 174 176178 are shown in Fig.

4 as straight lines, each link may, for example, be a
token ring communications system such as an IEEE
802.5 token ring or an ANSI/IEEE FOOl token ring.

10 Brox 180 has a connection 182 to link 172, and
also has a connection 184 to link 174. Brox 190 has
connection 192to link 174, and also has aconnection
194 to link 176. Additionally, brox 190 has a connec
tion 196 to link 178. Brox 200 has a connection 202

15 to link 174, and a connection 204 to a wide area net
work through a communications link, as indicated by
jagged arrows 206.

The addresses of stations on links 172 174 176
178 are given by the address field of Fig. 3A. Bytes

20 150 and byte 152 of the addresses are the same for
all stations on all links 172 174 176 178. Bytes 154
and byte 156 are differentforthevarious links and sta
tions as described hereinbelow.

Referring to Fig. 4, address 210 shows fields 154
25 and 156 of the address fields of Fig. 3A as assigned

to stations on link 172. Field 154 contains; 11111000.
Byte 156 may contain any combination of ones and
zeros. The value of byte 156 is assigned to give a
unique value for each end station 172A, 172B, 172C,

30 and so forth. Only one byte 156 is reserved for the
host address for end stations connected to link 172,
and so the number of stations that may be individually
addressed are 2**8, or 256 stations.

Address 212 show bytes 154 and 156 of address-
35 es of Fig. 3A as assigned to stations on link 174. Byte

154 contains: 11110000. Byte 156 contains any val
ue, and aunique value ofbyte 156 is assigned to each
station connected to link 174. For example, end sta
tions 174A, 174B, 174C, 1740, and connection 184 to

40 brox 180, and connection 192 to brox 190 are each
assigned a unique value of byte 156. Again, byte 156
may refer to as many as 256 stations.

Address 214 shows bytes 154 and 156 of ad
dresses of Fig. 3A as assigned to stations on link 176.

45 Byte 154 of address 214 contains: 11100000. Byte
156 contains any value, and a unique value of byte
156 is assigned to each station on link 176. Forexam
ple, end station 176A, 1768, 176C, and connection
194 to brox 190, each have assigned a unique value

50 of byte 156.
Address 216 shows bytes 154 and 156 of ad

dresses of Fig. 3Aas assigned to stations on link 178.
Byte 154 ofaddress of216 contains; 11000000. Byte
156 has assigned any value, and has a unique value

55 assigned for each station connected to link 178, for
example, end stations 178A, 178B, 178C, and con
nection 196 to brox 190.

Each end station in communications system 170

9
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uses mask 221 as shown in Fig. 78. Mask 221 has all
ones in byte 81 160, all ones in byte in 82 162, all
zeros in byte 83164, and all zeros in byte 84166.Ac
cordingly, whenever any end station in system 170
applies mask 221 to an address of an intended receiv- 5

ing station lying within system 170, the intended re
ceiving station will appear to the transmitting end sta-
tion to lie on the same link as the transmitting end sta-
tion. This result arises from the following application
of mask 221 to the address of any end station on sys- 10

tem 170:
AND (A_my, mask)
AND (A_receive, mask),
where A_my is the network layeraddress ofthe

end station, 15

and
where A_receive is the network layer address of the
intended receiving end station.

The AND operations are followed by a test of the
equality of the two AND operations. 20

In the event that the two AND operations are
equal, then the transmitting end station concludes
that it is on the same link as the intended receiving
end station. Accordingly, in the event that the two
AND operations are equal, the transmitting end sta- 25

tion has pennission to transmit a local ARP request
message in order to inquire: "What is the data link ad-
dress of the intended receiving end station?",

Referring now to Fig. 6A and Fig. 68, there is
shown an address in Fig. 6A. Part of the address of 30

Fig. 6A is a subnet address, and part of the address
is a host address, as detennined by the appropriate
mask.

There is shown a mask for a brox in Fig. 68. The
mask of Fig. 68 is assigned to broxs 180 190200. 35

8yte 81 160, and byte 82 162, both contain 8 ones,
as shown in Fig. 6B. Byte 83 164 contains: 11111000.
8yte B4166 contains all zeros. When mask 220, Fig.
68, is applied to the address 210 of link 172, or to ad-
dress 212 of link 174, or to address 214 of link 176, 40

or to address 216 of link 178, then the arrangement
of ones in byte 164 of mask 220 allows the various
links to be distinguished. That is, the longest address
in byte 154 is in address 210 of link 172, and consists
of five (5) ones. These five ones are masked for incor- 45

poration in the subnet address by the arrangement of
five ones in byte 164 of mask 220, as shown in Fig.
68. Accordingly, by making use ofmask 220 assigned
to brox 180, 190, or 200, a detennination may be
made as to which link a particular station address is 50

located.
By making use of the Os in mask 220 of Fig. 68,

an identification may be made of the hostaddress 224
as shown in Fig. 6B. The host address, as shown in
Fig. 6B, will comprise the last three bits of byte 154 55

and all eight bits of byte 156. Accordingly, byte 156 of
address 210 will uniquely identify any of the stations
connected to link 172. A1tematively, address 212, at

10

byte 156, will identify any station connected to link
174, through a masking of the Os of the mask 220 of
Fig. 6b. Additionally, the end stations of link 176 and
link 178 may likewise be identified by the Os of mask
220 taken with the address 214 for link 176, and ad
dress 216 taken for link 178.

Since the host address of brox mask 220 of Fig.
68 uses eleven (11) bits, each link may have as many
as 2**11 or two thousand forty eight (2,048) unique
station addresses.

Referring now to Fig. 7A and Fig. 78 there is
shown in Fig. 7B an end station mask 221. End station
mask 221 has byte 81 160 contain: eight ones, byte
B2162 also contains eight ones. However, bytes 83
164 and byte 84166 contain all zeros. Accordingly,
an end station using mask 221, when applied to any
address shown as address 210, 212,214, 216 will de
tennine that the addresses is given by bytes 150 and
byte 152. 8ytes 150 and 152 were chosen to be the
same for all stations in communications system 170.
Accordingly, by use of mask 221, all end stations of
communications systems 170 will detennine the
same subnet address 222. A consequence of all end
stations on communications system 170 detennining
the same subnet address through use of end station
mask 221 is that, in accordance with the ordinary rules
of operation for a TCP-IP communications type sys
tem, the end stations will have pennission to transmit
a local ARP request message.

Tuming now to Fig. 5, there is shown the full ad
dress for addresses 210,212,214 and 216. As shown
in Fig. 5, bytes 150 and 152 contain the same value
for each ofaddresses 210, 212, 214 and 216. The ad
dresses 210, 212, 214, and 216 differ only in the dif
ferent values contained in byte 154 and byte 156.

Operation of the Multiple Hop System

In the event that end station 172A desires to
transmit a data message to end station 178C, the fol
lowing events occur:

1. End station 172A does an AND operation be
tween its address and the address of end station
178C. End station 172A uses the end station
mask 221 of Fig. 78. End station 172A then con
cludes that the subnet address 222 of itself and
the subnet address 222 of end station 172A are
equal, and so concludes that it may transmit a lo
cal ARP request message to end station 178C in
order to learn the data link address of end station
178C.
2. 8rox 180 parses the data lint. address ofthe lo
cal ARP request message, concludes that the lo
cal ARP request message is not addressed to
brox 180, and accordingly receives the local ARP
request message. 8rox 180 recognizes the data
packet as a local ARP request message, recog
nizes that the network layer address contained in
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the local ARP request message is the network
layer address of end station 178C, and then cre
ates a remote ARP request message and sends
the remote ARP request message to brox 190.
Brox 180 knows to send the remote ARP request
message to brox 190 because brox 180 maintains
a forwarding table showing the end stations at
tached to various broxs. This forwarding table is
built up by inter-brox traffic, analogous to the in
ter-router traffic used by routers to build up for
warding tables.
3. Brox 190 receives the remote ARP request
message, and transmits on connection 196 to link
178 a standard local ARP request message con
taining the data link address of end station 178C.
4. End station 178C responds to the local ARP re
quest message by transmitting a local ARP re
sponse message containing the data link layer
address of end station 178C onto link 178.
5. Brox 190 receives the local ARP response
message from end station 178C, and brox 190
creates a remote ARP response message, and
sends it to brox 180.
6. Brox 180 then creates a standard local ARP re
sponse message and transmits it through con
nection 182 to link 172, with the data link layer ad
dress of end station 172A in the Data Link Des
tination Address field 126 of the local ARP re
sponse message.
7. End station 172A then interprets the local ARP
response message and extracts from it the data
link layer address of end station 178C.
8. End station 172A then transmits a message
packet directed to end station 178C, where the
message packet contains the data link layer ad
dress of end station 178C in the Data Link Des
tination Address field 126.
9. Brox 180 parses the data link header 122 of the
message packet, discovers the Data Link Destin
ation address field 126 does not contain the ad
dress of connection 182, and therefor forwards
the message packet as a bridge.
10. The message packet is forwarded through
connection 184 to link 174 where brox 190 de
tects the message packet at connection 192.
11. Brox 190 parses the data link header 122 of
the message packet, concludes that the data link
destination address field 126 does not contain the
data link address of connection 192, and accord
ingly forwards the message packet as a bridge.
Brox 190 bridges the message packet through
connection 196onto link 178 on the basis ofa for
warding table maintained within brox 190.
12. The message packet is detected by end sta
tion 178C detecting its own data link address ad
dress in the Data Link Destination Address field
126 of the message packet. Accordingly, the in
tended receiving station 178C receives the mes-

sage packet.
Each station in communication system 170 as

shown in Fig. 4 uses end station mask 221 as shown
in Fig. 7B, that is: on link 172 end stations 172A, 172B,

5 172C; on link 174 end stations 174A, 174B, 174C
174D; on link 176 end stations 176A, 176B, 176C; and
on link 178 end stations 178A, 178B, 178C. The short
mask 221 of Fig. 7B, when used by the end stations
of communication system 170, causes all of the end

10 stations of communication system 170 to conclude
that they are on the same link. By coming to this con
clusion, the end stations are permitted to transmit a lo
cal ARP request message for the data link address of
an intended receiving station.

15 Each of the broxs, 180,200, 190 use the longer
brox mask 220, as shown in Fig. 6b. This longer brox
mask 220 has ones in the first five (5) positions of byte
164, and these ones permit the broxs to distinguish
the subnet addresses of links 172, 174, 176, 178.

20 In the event that an end station on communication
system 170 prepares to transmit a message packet to
an end station connected to communication system
170 through brox 200 by wide area network commu
nication link 204, then the address in bytes 150 and

25 152 of the proposed Network Layer Destination Ad
dress field 140 of the message packet will differ from
bytes 150, 152 of an address oflinks 172, 174, 176,
178. Accordingly, a brox receiving a local ARP re
quest message for such a distant end station will for-

30 ward, in performing as a router, and forward the mes
sage packet to brox 200 which then sends it on the
wide area network link 204 to an appropriate brox hav
ing a link to the intended receiving end station.

As can be seen from Fig. 6B and Fig. 7B, a brox
35 sees a longer subnet address then does an end sta

tion. As shown at byte 164 in Fig. 6B, the subnet ad
dress seen by a brox is 5 bits longer than a subnet ad
dress seen by an end station using mask 221 from
Fig. 7B. The shorter end station mask causes end sta-

40 tion to see all of the end stations on communications
network 170 as being on the same link. The longer
brox mask 220, as shown in Fig. 6B, permits a brox
to distinguish the intended receiving end station and
also the link to which the intended receiving end sta-

45 tion is attached to.
Further, the assignment of the addresses of the

end station is carefully done in order for the end sta
tions to be distinguishable in accordance with the
above discussion of the brox mask and the end station

50 mask as shown in Fig. 6B and Fig. 7B. That is, each
end station on communications system 170 was as
signed a value ofbyte 154 as follows: link 172was as
signed a value of byte 154 of 11111000; link 174 was
assigned a value of byte 154 of 11110000; link 176

55 was assigned a value of byte 154 of 11100000; link
178 was assigned a value of byte 154 of 11000000.
This careful selection of addresses is the key to dis
tinguishing end stations on different links by use of a

11
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short end station mask 221 and long brox mask 220.

FOURTH EXEMPLARY EMBODIMENT

Referring now to Fig. 8, communications system
300 is shown. Network layer addresses for the end
stations of communications system 300 will now be
discussed. The network layer address are used in the
Network Layer Destination Address field 140of Fig. 2.
The network layer address may, for example, have 4
bytes, 150, 152, 154, 156 as set out in address field
140 in Fig. 3A. The value of byte 150 may be repre
sented by the numeral N1. The value of byte 152 may
be represented as numeral N2. The value of byte 154
may be represented as numeral N3. The value of byte
of 156 may be represented as numeral N4. The four
byte address may then he represented as follows:

N1.N2.N3.N4
In the above symbolic representation of the net

work layeraddress, the numbers N1, N2, N3, N4, refer
to the bytes of address 140, that is bytes 150, 152,
154, 156, respectively.

Careful selection of the values of the bytes N1,
N2, N3, N4 permit the invention to utilize a short end
station mask for an end station to gain permission to
send a local ARP request, and a long brox mask to en
able a brox to distinguish end stations on different
links.

As a further example of representation of a net
work layer address, a mask may be, for example 12
bits long, that is the mask boundaries may not coin
cide with octet boundaries. For example, the mask
shown in Fig. 6B uses 5 bits from octet 164. Still, a
symbolic representation of the network layer address
may be given as:

A1.A2.A3
where A1, A2, and A3 are numbers used to refer to
parts of the network layer address. For example, A1
may represent a group of related LANs, A2 may rep
resent a particular LAN of the group, and A3 may rep
resent the host address.

An exemplary assignment of end station address
follows.

Referring now to communications system 300 as
shown in Fig. 8, LAN 302 is connected by brox BR4
304 to LAN 306. LAN 308 is connected brox BR6 310
to LAN 306. LAN 306 is connected by brox BR3 312
to LAN 314. LAN 314 is connected by brox BR1 316
to LAN 320. LAN 320 is connected by brox 322 to LAN
324. LAN 320 is connected by brox BR5 326 to LAN
328.

Each LAN, 302, 306, 308, 314, 320, 324, 328 has
connected in communications connection, a plurality
of end stations. For simplicity, only particular end sta
tions will be directly discussed. LAN 302 is shown with
end station A 340. LAN 328 is shown with end station
B 342.

Addresses are assigned to the end stations on

each LAN in accordance with the present invention.
For example, addresses may be assigned to the LANs
as follows. Each LAN is assigned an address 140
comprising 4 bytes, bytes 150, 152, 154, 156. As a

5 simplification, only three of the bytes will be discussed
herein, bytes 152, 154, 156. The highest byte 150
may be assigned an arbitrary number, however each
link has the same value of byte 150.

For example, in communication system 300 byte
10 152 is assigned the value ·19". Accordingly, all sta

tions on LAN 302 are assigned the address 19.3.•.
The ..... means any unique number to distinguish the
stations. All stations connected to LAN 306 are as
signed the address 19.4.•. All stations connected to

15 LAN 308 are assigned the address 19.8.•. All stations
connected to LAN 314 are assigned the address
19.5.•• All stations attached to LAN 320 are assigned
the address 19.5.•. All stations connected to LAN 324
are assigned the address 19.6.•. All stations attached

20 to LAN 328 are assigned the address 19.7.•. The sta
tions on each link include the plurality of end stations,
as well as the connections to the respective broxs.

We now consider the event wherein end station
A 340 on LAN 302, having a network layer address of

25 19.3.8 decides to send a message packet to end sta
tion Bon LAN 328, having a network layer address of
19.7.5. The following events occur:

1. End station A 340 tests the network layer ad
dress of the intended receiving station B342 in or-

30 der to determine if end station 340 has permission
to transmit a local ARP request message in order
to leam the data link layer address of end station
B 342. Addresses other than a TCP-IP 32 bit ad
dress may be used with the invention. For exam-

35 pie, in the event thai a three octet address is used,
the end station A 340 may use a mask having the
values:

11111111.00000000.00000000
and each brox in communication system 300 util-

40 izes a mask having the values:
11111111.11111111.11111111

in making forwarding decisions. Accordingly, end
station A 340 utilizes its end station mask and
concludes that the link where end station B 342

45 resides is ·19.•••·, the same as the linkwhere end
station A 340 resides. Accordingly, end station A
transmits a local ARP request message on LAN
302.
2. Brox BR4 304 detects the local ARP request

50 message, interprets the local ARP request mes
sage, and creates a remote ARP request mes
sage directed to brox BR5 326. Brox BR4 304
knows to send the remote ARP request message
to brox BR5 326 as a result of the broxs partici-

55 pating in a routing algorithms, as is well known in
those skilled in the art of computer communica
tions. Accordingly, brox BR4 304 transmits the re
mote ARP request message to brox BR5 326.
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Brox BR5 326 receives the remote ARP request
message, and in response thereto transmits a
standard local ARP request message onto LAN
328.
3. End station B 342 receives the local ARP re
quest transmitted onto LAN 328, and generates a
local ARP response message containing the data
link address of end station B 342, where the data
link address corresponds 10 the station having
network layer address 19.7.5.
4. Brox BR5 326 detects the local ARP response
message transmitted by end station B 342, recog
nizes it as a completion of a pending remote ARP
request message, and creates a remote ARP re
sponse message. Brox BR5 326 then sends the
remote ARP response message to brox BR4 304.
Brox BR4 304 receives the remote ARP response
message, and in response thereto creates a local
ARP response message. Brox BR4 304 then
transmits Ihe local ARP response message onto
LAN 302.
5. End station A 340 receives the local ARP re
sponse message from LAN 302, and interprets
the local ARP response message, and stores the
data link layer address of end station B 342.
6. End station A 340 then constructs a data pack
et containing the data link layer address of end
station B 342 in Data Link Destination Address
field 126 of a message packet 120.
7. Brox BR4 304 detects the data packet, parses
the Data Link Header 122 and finds that the con
tents of the Data Link Destination Address field
126 are not an address used by brox BR4 304,
and so concludes to forward the message packet
as a bridge.
The data packet transmitted by end station A 340

is forward by all of the intermediate broxs behaving as
bridges, brox BR4 304, brox BR3 312, brox BR1 316,
and brox BR5 326. The data packet is thus forwarded
at each hop, in some designs, in less than 1/200th of
the time that would be required if a brox operated as
a router.

The local ARP Request transmitted by end sta
tion A 340 onto LAN 302 is blocked by brox BR4 304.
That is, the local ARP Request is not forwarded to
LAN 306 as it would be if brox BR4 304 acted as a
standard bridge. That is, brox BR4 304 acts as a stan
dard router and isolates LAN 302 from LAN 306, in
that it does not forward ARP messages between the
LANs. Likewise, all local ARP requests and local ARP
responses are isolated to the LAN on which they were
created by the broxs functioning as routers.

Accordingly, data traffic may be forwarded be
tween any end station on any link in communications
network 300 by each of the broxs forwarding rapidly
as a bridge. Also, the local ARP traffic generated on
each LAN is isolated from each of the other links by
each brox functioning as a router.

The invention, in all embodiments, has the bene
ficial effect that it speeds forwarding of data packets
and so improves throughput in the data communica
tions system.

5 A further benefit of the invention is that, in the
event that an intermediate forwarding station is an old
style router that does not change into a bridge in ac
cordance with the Rules of the invention hereinabove,
the invention will work perfectly well with all of the in-

10 termediate broxs functioning in accordance with the
invention. Any intermediate Dold styleD routers already
installed in an old system will not interfere with the im
provements gained from new broxs added to the sys
tem.

15 Accordingly, the invention greatly improves the
speed at which a message is forwarded over multiple
links of a complex communications system.

20 Claims

1. In a communications system having a first com-
munications link and a second communications
link, at least one end station capable of commu-

25 nicating on each said communications link, an ap-
paratus for forwarding a packet from said first link
to said second link, said apparatus being capable
of detecting a network layer header on a data
packet, said network layer header having a des-

30 tination address, said apparatus comprising:
means for assigning an apparatus mask

having a forwarding mask length to said appara-
tus for distinguishing said destination address
into asubnetaddress part and into a host address

35 part;
means for assigning an end station mask

having an end station mask length to said at least
one end station for distinguishing said destination
address into asubnet address part and into ahost

40 address part;
means for assigning a greater length to

said forwarding mask length than to said end sta-
tion mask length, to enable said end station in us-
ing said end station mask to identify all end sta-

45 tions on said first link and said second link as be-
ing on a single link, and to enable said apparatus
in using said forwarding mask to distinguish on
which of said first link or said second link an end
station addressed by said network layer address

50 is located.

2. The apparatus as in claim 1 further comprising:
means for a selected end station to trans-

mit a local Address Request Protocol (hereinafter
55 ARP) request message onto said first communi-

cations link, said local ARP request message re-
questing a data link address of a receiving end
station;
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means, in response to said local ARP re- mask, for aselected end station to transmit alocal
quest message, for said apparatus to create a re- ARP request message onto an attached link, said
mote ARP request message and to send said re- local ARP request message requesting a data
mote ARP request message to a second forward- link address of a receiving end station, said re-
ing apparatus connected to said second link hav- 5 ceiving end station connected to a second link
ing said receiving end station connected thereto; that is not said attached link;

means for said apparatus to receive a re- means, responsive to said local ARP re-
mote ARP response message containing said quest message, for said apparatus to send a re-
data link address of said receiving end station mote ARP request message to a second forward-
from said second forwarding apparatus; 10 ing apparatus attached to said second link;

means, responsive to said remote ARP re- means, responsive to said remote ARP re-
quest message, for said apparatus to create a 10- quest message, for said second forwarding appa-
cal ARP response message and to send said 10- ratus to send a second local ARP request mes-
cal ARP response message to said selected end sage to said intended receiving end station;
station. 15 means, responsive to said second local

ARP request message, for said intended end sta-
3. The apparatus as in claim 1 further comprising: tion to send a local ARP response message to

means associated with said forwarding ap- said second forwarding apparatus, said second
paratus to forward a data packet as a bridge in the local ARP response message containing said
event that a data link address in a message pack- 20 data link address of said intended end station;
et is not a data link address of said apparatus. means, responsive to said local ARP re-

sponse message, for said second forwarding ap-
4. The apparatus as in claim 1 further comprising: paratus to send a remote ARP response mes-

means associated with said apparatus to sage to said apparatus;
forward amessage packet as a router in the event 25 means, responsive to said remote ARP re-
that a data link address in said message packet sponse message, for said apparatus to send a
is a data link address of said apparatus. second local ARP response message to said se-

lected end station;
5. A communications system having a plurality of means, responsive to said second local

communications links, a forwarding apparatus for 30 ARP response message, for said selected end
forwarding a message packetfrom a first link to a station to receive a data link address of said in-
second link, said first link and said second link se- tended receiving end station, and for said select-
lected from said plurality of links, said apparatus ed end station to transmit a message packet con-
being capable of detecting a network layer head- taining said data link address of said selected re-
er on a data packet, said network layer header 35 ceiving end station, and for said apparatus to for-
having a destination address, said system com- ward said message packet as a bridge in re-
prising: sponse to said data link address of said intended

means for assigning an apparatus mask receiving end station being contained in said
having a forwarding mask length to said appara- message packet.
tus for distinguishing said destination address 40

into asubnet address part and into a host address 6. A communications system having a plurality of
part; communications links, a forwarding apparatus for

means for assigning an end station mask forwarding a message packet from afirst link to a
having an end station mask length to said said at second link, said first link and said second link se-
least one end station for distinguishing said des- 45 lected from said plurality of links, said apparatus
tination address into a subnet address part and being capable of detecting a network layer head-
into a host address part; er on a data packet, said network layer header

means for assigning a greater length to having a destination address, comprising:
said forwarding mask length than to said end sta- means for assigning an apparatus mask
tion mask length, to enable said end station in us- 50 having a forwarding mask length to said appara-
ing said end station mask to identify all end sta- tus for distinguishing said destination address
tions on said plurality of links as being on asingle into asubnet address part and into a host address
link, and to enable said apparatus in using said part;
forwarding mask to distinguish which of said plur- means for assigning an end station mask
alityoflinks an end station addressed by said net- 55 having an end station mask length to said said at
work layer address is located; least one end station for distinguishing said des-

means, responsive to said greater length tination address into a subnet address part and
of said forwarding mask than said end station into a host address part;
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means for assigning a greater length to
said forwarding mask length than to said end sta
tion mask length, to enable said end station in us
ing said end station mask to identify all end sta-
tions on said plurality oflinks as being on a single 5

link, and to enable said apparatus in using said
forwarding mask to distinguish which of said plur-
ality oflinks an end station addressed by said net-
work layer address is located.
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Technical Field of the Invention

The present invention pertains to method and
apparatus for screening telephone calls for use in
conjunction with a telephone set, as opposed to a
switch, which provides a capability of storing a
telephone number for use in blocking calls from the
telephone number, without the need for re-entering
the telephone number.

Background of the Invention

Several methods exist in the prior art for pro
viding screening of incoming telephone calls. In a
first prior method, a called party utilizes a display
telephone to visually identify a caller's telephone
number and then chooses whether or not to an
swer. In a second prior art method, a secretary
manually screens calls and chooses whether or not
to transfer the caller to the called party. In a third
prior art method, the called party blocks all incom
ing calls by placing hislher telephone off hook or
by activating a Do Not Disturb feature. In a fourth
prior art method, the called party can screen in
coming calls utilizing an audio-monitoring capability
which is associated with most answering machines.
In a fifth prior art method, the called party can
order a service from a telephone company that
enables himlher to key in an access code after
receiving an incoming telephone call to cause the
telephone company to block future calls from the
telephone number. In a sixth prior art method, the
called party may enter a telephone number into a
data base of telephone numbers to be blocked by
centralized switching equipment.

In general, the above-described prior methods
suffer from several disadvantages. Namely, they:
(a) do not provide immediate control to the called
party; (b) do not permit himlher to identify the
telephone number of the incoming call; (c) do not
automate the process of identifying and listing tele
phone phone numbers to be blocked; and (d) can
only be used to block calls from telephone num
bers that are known in advance.

In particular, the first prior method has the
disadvantages that: (a) not all telephones have dis
plays; (b) the called party may not know the tele
phone numbers of callers he/she wishes to block;
and (c) the called party has to utilize a more
complicated, manual method to identify and list the
telephone number he/she wishes to block.

In particular, the second prior art method has
the disadvantages that it is complicated and does
not provide called party control. Specifically, the
called party has to rely on a secretary who knows
in advance which callers should be blocked. H a
called party determines during a call that he/she
does not wish to receive further calls from the

caller, he/she would have to communicate with the
secretary to block future calls from that caller.

In particular, the third prior art method has the
disadvantages that it is impractical and unspecific.

5 The called party can block all calls or no calls, with
no ability to identify and list telephone numbers.

In particular, the fourth prior art method has the
disadvantages that it requires the called party has
to listen to part of an incoming call to determine if

10 he/she wants to receive it. Moreover, it requires
himlher to be nude to callers he/she does not want
to receive, making them talk into hislher answering
machine before he/she answers. Also, some callers
that he/she does not want to speak to may simply

15 hang up rather than leave a message.
In particular, the fifth prior art method has the

disadvantages that it relies on a capability of a
central switching unit and that the user would have
to pay a monthly service fee for blocking.

20 In particular, the sixth prior art method has the
disadvantages that the called party would have to
know in advance the telephone numbers he/she
wishes to block and the called party lacks an
automatic way to identify and list, during a call, the

25 caller's telephone number, so that it can be bloc
ked in the future. Furthermore, such a method
relies on a central switching data base to store the
list of numbers to be blocked, to which not all
users have access.

30 As a result, there is a need in the art for a
method and apparatus for screening telephone
calls for use in conjunction with a telephone set, as
opposed to a switch, which provides a capability of
storing a telephone number for use in blocking

35 calls from the telephone number, without the need
for re-entering the telephone number.

Summary of the Invention

40 Embodiments of the present invention advanta-
geously satisfy the above-described need in the
prior art by providing method and apparatus for
screening telephone calls for use in conjunction
with a telephone set, as opposed to a switCh, which

45 provides a capability of storing a telephone number
for use in blocking calls from the telephone num
ber, without the need for re-entering the telephone
number.

In particular, embodiments of the present in-
50 vention provide method and apparatus which en

able a called party to specify, preferably with a
single key stroke, during a call, that further calls
from the caller's telephone number be blocked, Le.,
will not ring the called party's telephone. It is

55 important to note that method and apparatus is
provided by the capabilities of the telephone and
not by those of a central switching unit. Further, the
inventive apparatus can either be contained in the
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telephone or be arranged separate from the tele
phone. As those of ordinary skill in the art will
readily appreciate, in utilizing embodiments of the
present invention, the called party does not have to
rely on support by others, does not have to have a
display, can have the caller's telephone number
identified and listed immediately, can store a large
number of extensions for blocking, and does not
have to have central switching support or pay a
monthly fee for a blocking service.

Specifically, an embodiment of the present in
vention comprises: (a) means for determining the
telephone number of an incoming call; (b) indica
tion means for receiving an indication that future
calls from the telephone number of the incoming
call are to be blocked; (c) means, responsive to the
indication means, for storing the telephone number
in a data base; and (d) means, responsive to the
incoming call, for determining whether the tele
phone number is stored in the data base and, if so,
blocking the incoming call.

As an example of the advantageous use of the
present invention, consider the following scenario.
John, a hard-working businessman, sits down with
his wife and family for dinner. As on most nights.
the telephone starts ringing promptly at six from
sales calls, and John finds himself listening to a
computer trying to sell him smoked cheese. A
smile crosses John's face as he presses an "Auto
block" key on his telephone and hangs up, secure
in the knowledge that he will never be bothered by
calls from that telephone number again.

The invention will be better understood from
the following more detailed description taken with
the accompanying drawings and claims.

Brief Description of the Drawings

FIG. 1 shows a block diagram of an embodi
ment of the present invention for use in blocking
incoming telephone calls.

Corresponding elements in each of the draw
ings have the same reference numbers.

Detailed Description

FIG. 1 shows a block diagram of apparatus 100
which is an embodiment the present invention for
use in blocking incoming telephone calls. As shown
in FIG. 1, telephone line 200 supplies input to
apparatus 100 and to telephone 210. In the em
bodiment shown in FIG. 1, the ringer in telephone
210 is turned off.

Telephone line 200 provides calling party iden
tification (CPID), commonly referred to as Auto
matic Number Identification (ANI), which is avail
able with telephone services such as Integrated
Services Digital Network (ISDN) or Customized Lo-

cal Area Signalling Services (CLASS), all of which
is well known to those of ordinary skill in the art.

As shown in FIG. 1, output from telephone line
200 is applied as input to CPID decoder 220. CPID

5 decoder 220 is apparatus which is well known to
those of ordinary skill in the art for decoding the
telephone number of incoming a call on telephone
line 200 into a static digital format which can be
utilized by other elements in apparatus 100. Output

10 from CPID decoder 220 is applied as input to
current CPID 230. Current CPID 230 is memory
storage means which is well known to those of
ordinary skill in the art such as solid state random
access memory which stores information produced

15 by CPID decoder.
Output from current CPID 230 is applied as

input to microprocessor 240. Microprocessor 240 is
any appropriate general purpose microprocessor of
a type which is well known to those of ordinary skill

20 in the art which is capable of monitoring a number
of stimuli and making decisions on the basis of
those stimuli to provide predetermined responses.

Auto-block key 250 is means of providing stim
uli which is well known to those of ordinary skill in

25 the art to microprocessor 240 for use in indicating
that a called party has decided to block future calls
from the telephone number contained in current
CPID 230. Thus, whenever the called party de
presses auto-block key 250, microprocessor 240

30 retrieves the telephone number stored in current
CPID 230 and transfers it to data base 260.

Data base 260 is means of memory storage
which is well known to those of ordinary skill in the
art such as, for example, random access memory,

35 for retaining a list of telephone numbers to be
blocked. Finally, ringer 270 is a device which is
well known to those of ordinary skill in the art for
alerting a called party that an. incoming call is
being received. As will be explained below, ringer

40 270 will not be activated for blocked calls.
The following describes the operation of ap

paratus 100 shown in FIG. 1. When an incoming
call is being received by apparatus 100, CPID
decoder decodes the CPID and stores it in current

45 CPID 230. Microprocessor 240 retrieves the CPID
stored in current CPID 230 and compares it with
the telephone numbers stored in data base 260.
The comparison of the CPID of the incoming calls
with the telephone numbers in the data base may

50 be performed in anyone a multiplicity of methods
which are well known to those of ordinary skill in
the art. If there is a match, I.e., the incoming call is
to be blocked, ringer 270 is not activated and the
called party does not answer the call and, advanta-

55 geously, is not even made aware of its existence.
However, if there is a match, microprocessor 240
causes ringer 270 to be activated to alert the called
party of the incoming call.

3
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later, at any time during the call, or at any
time while the telephone number is stored in cur
rent CPID 230, if the called party desires to block
future calls from the telephone number he/she de
presses auto-block key 250, In response, by gen
eration of a signal or by polling, microprocessor
240 retrieves the telephone number from current
CPID 230 and stores it in data base 260.

As those of ordinary skill in the art readily
appreciate, embodiments of the present invention
may either be contained in telephone 210 or may
be separate from telephone 210. Further, if appara
tus 100 or telephone set 210 has a display, the
number to be blocked may be displayed thereby.
Still further, apparatus 100 may further comprise a
keypad for use in interacting with microprocessor
240 or the keypad of telephone 210 may be used
to interact with microprocessor 240 for use in delet
ing telephone numbers from the data base. lastly,
although embodiments of the present invention
have been described which utilize an auto-block
key, it should be understood that this is not a
limitation on the scope of the present invention.
Specifically, in an embodiment which utilizes a
keypad or the keypad of telephone 210, the no
tification of the desire to block future calls from a
telephone number may be indicated by a predeter
mined one or more keypad presses.

It is to be appreciated and understood that the
specific embodiments of the invention described
hereinbefore are merely illustrative of the general
principles of the invention. Various modifications
may be made by those skilled in the art consistent
with the principles set forth hereinbefore.

Claims

4. A telephone set for blocking future incoming
telephone calls which comprises:

means for determining the telephone num
ber of an incoming call;

5 indication means for receiving an indica-
tion that future calls from the telephone num
ber of the incoming call are to be blocked;

means, responsive to the indication
means, for storing the telephone number in a

10 data base; and
means, responsive to the incoming call, for

determining whether the telephone number is
stored in the data base and, if so, blocking the
incoming call.

15

5. The telephone set of claim 4 further compris
ing means for generating the indication.

6. The apparatus of claim 5 wherein said means
20 for generating the indication comprises a key

on the telephone set.

7. The telephone set of claim 4 wherein the in
dication is provided by a predetermined se-

25 quence of one or more keys on the telephone
set.

30

35

1. Apparatus for use in conjunction with a tele
phone set for blocking future incoming tele-
phone calls which comprises: 40

means for determining the telephone num-
ber of an incoming call;

indication means for receiving an indica
tion that future calls from the telephone num-
ber of the incoming call are to be blocked; 45

means, responsive to the indication
means, for storing the telephone number in a
data base; and

means, responsive to the incoming call, for
determining whether the telephone number is 50

stored in the data base and, if so, blocking the
incoming call.

2. The apparatus of claim 1 further comprising
means for generating the indication. 55

3. The apparatus of claim 2 wherein said means
for generating the indication comprises a key.

4
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This invention relates to queuing systems and more particularly to transporting of entities, such as items
or information, from one location to another using an intermediate queue.

As computer manufacturers develop faster and more efficient computer communication networks, in
creasingly there are cases of mismatched bus and communication media speeds. One example is the IBM

5 Microchannel and an IBM Fiber Channel (FCS) Mlcrochannel adapter. The IBM Microchannel is capable ofsus
taining approximately 50 megabytes/sec, whereas the IBM FCS adapter can support either 25 megabytes/sec
or 100 megabytes/sec. This mismatch also occurs with the Microchannel and an IBM Token Ring adapter. Be
cause of these mismatches, data transfers can often be very inefficient with respect to the given communi
cation media speed. They can also be very efficient, but have a long delay in starting transmission. This delay

10 is often referred to as latency. These two problems,latency and efficiency, are classic in the field of commu
nications.

There are numerous applications which require optimization ofeither latency or throughput. There are also
those that require optimization of both. Customers are increasingly interested in low latency and very efficient
use ofthe communication media. The present state ofthe artfails to provide an adaptiveyet simple throughput

15 mechanism between systems when trying to minimize latency and maximize efficiency.
It is therefore an object of the present invention to provide an improved queuing technique for an entity

being transferred from a first node to a second node via an intermediate node.
Accordingly the present invention provides amethod of operating an intermediate node to receive an entity

from a first node and to transfer the entity to a second node, the first and second nodes being connected to
20 the intermediate node by transmission links, the method comprising the steps of:

(a) receiving at the intermediate node a first block of the entity sent by the first node;
(b) upon receipt of the block, initiating the sending of a subsequent block of the entity to the intermediate
node;
(c) concurrently with step (b), transferring the first block of the entity to the second node;

25 (d) upon receipt of an acknowledgement from the second node, causing the intermediate node to transfer
a portion of the entity to the second node, the portion transferred being all of the entity that has at the
time ofthe transferral been received by the intermediate node from the first node since the previous trans
fer was made; and
(e) repeating steps (b) and (d) until all of the entity has been transferred.

30 Viewed from a second aspect the present invention provides a queuing system in an intermediate node
for receiving an entity from a first node and transferring the entity to asecond node, the first and second nodes
being connected to the intermediate node by transmission links, the system comprising: reception means in
the intermediate node for receiving a first block of the entity sent by the first node; initiation means, responsive
to the reception means indicating receipt of the block, for initiating the sending of a subsequent block of the

35 entity to the intermediate node; a transfer means, operating concurrently with the initiation means, to transfer
the first block of the entity to the second node; the transfer means further, upon receipt by the intermediate
node of an acknowledgement from the second node, transferring a portion of the entity to the second node,
the portion transferred being all of the entity that has at the time of the transferral been received by the in
termediate node from the first node since the previous transfer was made; the initiation means and transfer

40 means repeating their functions until all of the entity has been transferred.
The present invention reduces latency and increases efficiency in ageneral purpose queuing system. The

present invention is adaptive to many environments and will optimize throughput for systems that need to
transfer information or other types of entities from point A to point C through intermediate point B. Example
environments forutilizing the invention described herein include transferof data via a communication channel,

45 movement of people/equipment/goods via a transportation system, mail delivery scheduling, telephonic
switching, etc.

An intermediate node of a multi-node system controls information flowing through it by queuing received
information and transferring the received information to a subsequent node independent of the block size of
the information being transferred. Subsequent blocks of information are transferred upon completion of a pre-

50 vious transferred block, rather than upon completion of an incoming block being received.
This procedure can handle mismatched flow problems from diverse environments and provides optimal

flow for solutions that require guaranteed transfers. Better performing algorithms exist, but they cannot guar
antee that the element being transferred will get from system A to C.

This procedure can change and adapt to varying circumstances. It can be altered in real-time for commu-
65 nication systems. If the block size changes the modification does not alter the smooth flow of the algorithmic

procedure. The block size could be changed by acustomer desiring to have real-time control over latency and
throughput. In the case of IBM's FCS adapter, it may be desirable to expedite certain services and not others.
It provides fine-tuned control over the data flowing through the system. When the setup time Is very small,

2
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one could use a standard communication meter and small block size to get good results. However, if the setup
time were sizable, the incurred overhead with a small block size would be very high. The invention disclosed
herein is better in both cases, especially the latter.

It can be seen that the present invention provides an adaptive flow control system. In preferred embodi-
5 ments the technique provides an efficient yet adaptive communication system, being able to match dissimilar

path speeds used for transporting information.
The present invention will be described further, by way of example only, with reference to an embodiment

thereof as illustrated in the accompanying drawings, in which:
Figure 1 is a block diagram of a system in accordance with the preferred embodiment of the invention,

10 including a sending, intermediate, and receiving node;
Figure 2 is a flow diagram of a simple algorithm used to transfer information between nodes;
Figure 3 is a flow diagram of a standard algorithm used to transfer information between nodes;
Figure 4 is a flow diagram of an adaptive flow algorithm used to transfer information between nodes in
accordance with the preferred embodiment of the invention;

15 Figure 5 is a block diagram of a multi-node environment, such as used in a switched telecommunication
system;
Figure 6 is a typical data processing system, which can provide the functionality of a sending and inter
mediate node; and
Figure 7 is a block diagram of a communications adapter.

20 Referring initially to Figure 1, there are several parameters that should be defined before describing the
preferred system and method.

- Systems A (10) and B (20) communicate over link AB (12) with link speed M.
- Block moves between A and B are of size < = x.
- Systems B (20) and e (30) communicate over link Be (14) with link speed N.

25 - Block moves between Band e are of any size. Blocks can be any quantity of itemslpeoplelinformation
being conveyed or transferred between points.

- There exists a setup time for transfers between Band e of Ts.
- M and N are not necessarily equal.
- Y is the size of data transferred.

30 - notal is the total time required in the transfer.

Simple Algorithm

Referring to Figure 2, the simplest technique for transferring data from A (10) to e (30) is to:
35 - Transfer x from A to B (at 22)

- When x arrives at B (24), transfer x to e (at 26) and send acknowledgement to A (at 28)
- If done (32), exit (34); else go to the beginning (22)
The equation for Ttotal =Y/M + YIN + Y*Tslx

40 Standard Algorithm

Referring to Figure 3, a technique at the next level of complexity would be:
- Transfer x from A to B (at 36)
- Dual transfer

45 - When x arrives at B (38), send acknowledgement to A (40); when link Be clear (42), transfer x to e
(44)

- and, when acknowledgement received from B (46), transfer another x from A to B (36)
- If done(48), exit; else go to the dual transfer (36)
The equation for Ttotal = xlM + YIN + Y'Ts/x

50

Adaptive Flow Algorithm

The adaptive algorithm employed in the preferred embodiment of the present invention uses the ratio of
M to N, and a value p, where p = ceil(log(Y/x)/Iog(M1N»-1 and ceilO is the ceiling function. sigma-i(n) is the

55 sum from j=O to j=i of n raised to the jth power.
p + 2 is the total number of transfers for the adaptive algorithm. Referring to Figure 4, the adaptive algo

rithm flows as follows:
- Transfer x from A to B (52)

3
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- First dual transfer
- When x arrives at B (56); transfer x to C (58)
- When x at B (54), send acknowledgement to A (60) to initiate (62) another transfer of x from A to B

(52)
- Second through (p -t 2)th dual transfer

- Upon receipt of an acknowledgment from C (60), whatever is at B (designated by x' as determined
at 56; where x' is larger or smaller than x, due to differing link speeds M and N), transfer that to C
(58).

- When x at B (54), send acknowledgement to A(60) to initiate (62) another transfer of x from Ato B
(52)

- If done, exit; else go do the Ith transfer
- Node C, upon receipt of block oJ: (64), sends an acknowledgment to B (66). The determination as to

whether the block x' has been received is made using any conventional technique known in the com
munication art for conveying a length ofdata being sent within the data packet, such as in a packet head
er file.

The equation for Ttotal using the adaptive algorithm is:
Ttotal = x1M -t YIN + ceil(log(Y/x)/log(MIN) + 1)· Ts

20

25

30

Formula Derivation

Ttotal = x/H + Ts + x/N

+ (H/N) * x/N + Ts

+

+ {M/N)i * KIN + Ts

+

+ {M/N)P * K/N + Ts

-+ {Y - x * sigma-p(H/N»/N + Ts

Solving for Ttotal:

1st transfer

2nd transfer

ith transfe r

p+1st transfer

p-+2nd transfer

35 When MIN != 1:
Ttotal = x1M -+ (p-+2)*Ts -+ YIN and

p =ceil(log(Y/x)/Iog(M/N» - 1
When MIN =1:

The adaptive flow algorithm reduces to the standard algorithm.
40 Tables 1-4 demonstrate transfer times for various communication channel scenarios using the above de-

scribed algorithms. Table 1shows Ttotal for a 1Megabyte file transferred using 1K blocks, where the channel
speed between Aand B is 50 Megabytes/second and the channel speed between Band C is 25 Megabytes/sec
ond. This lable also shows two set-up time (Ts) examples (10 and 100 microseconds). Not only is the total
transfer time less using the adaptive algorithm, but overhead is minimized. The overhead % ~ (1 - (Tto-

45 tall min(M,N) IY»· 100, where Y is the file size. The overhead ratio ~ (overhead %)/(adaptive overhead %).

50

55
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rab~!2' eo.parison of Algoritbas: lk blocks, 100M file, K=SOIlB/., NSKB/s
~rit~"··T;:·~;·····---·T~t;i·tj~;~;··"··"~;;h;;d:·i=-·u."~;;h;;d'R;ti~"-'

------------- _.. --_ .... -_ .. --....._-- -- -_ .... --- .... ----_ .... -_ ..-..... _........-- .... -...... _- -_ .. _--_ ........ -_ ....-----

Tables 2-4 similarly show various results when using the above described algorithms, for various file and

block sizes.
The adaptive algorithm can be implemented using standard programming techniques as follows. One need

only count the amount of data that has come from Ato B(keep total at system/node B) while the transfer from
B to C is occurring. Once the B to C transfer is complete, send the total accounted for data at B (the portion

5
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received and counted) on to C. Thus, only node B is concerned with the possibly dissimilar data rates of link
AB and link BC. Further, the block size can be dynamically changed at A without disrupting the adaptive al
gorithm, as the actual block size being used in the transfer of information is not used by B when determining
whether to send information to C. This greatly simplifies system design by consolidating the transfer decision

5 at a single node independent of the actual block size being used. The block could be changed to allow greater
control over the latency and throughput of a particular flow of information, or to expedite a particular item
through the system. The block size would be changed at the sending node, either manually by a user or au
tomatically by the sending node's controller or computer. As the other system node(s) queue and transfer in
formation irrespective of the block size, this size can be dynamically changed by the sender.

10 As shown in Figure 5, the technique of the preferred embodiment of this invention could similarly be ex-
tended to a system having multiple intermediate nodes 80, such as in a switched point-ta-point communication
system, with the adaptive algorithm running in each intermediate node (a node other than the originating 78
or final 82 node). Thus, each intermediate node handles the data flow mismatch for its respective sending
and receiving nodes.

15 Figure 6 shows the preferred embodiment data processing system 84, which comprises a CPU 90, read
only memory 96, random access memory 94, 110 adapter 98, user interface adapter 102, communication adap
ter 114, and display adapter 116 all interconnected via a common data path, or bus, 92. Each of the above
components accesses the common bus using conventional techniques known to those of ordinary skill in the
art, and include such methods as dedicating particular address ranges to each component in the system, with

20 the CPU being the bus master. Other conventional techniques known to those of ordinary skill in the art include
direct memory access, or DMA, used to transfer data at high speed from external devices such as DASD 100
or network 110 to the data processing system's random access memory (RAM) at 94. As is further shown in
Figure 6, these external devices 100 and 110 interface to the common bus 92 through respective adapters
98 and 114. Other external devices such as the display 118 similarly use an adapter 116 to provide data flow

25 between the bus 92 and the display 118. User interface means are provided by adapter 102, which has at
tached thereto such items as a joystick 112, mouse 106, keyboard 104, and speaker 108. Each of these units
is well known as such and so will not be described in detail herein.

Figure 6 corresponds to the logical functions of Figure 1 in the following manner. Link 12 between system
A 10 and system B 20 corresponds to bus 92 of Figure 6. System A of Figure 1 is the sender of data, and could

30 be any of CPU 90, RAM 94, or 110 adapter 98 of Figure 6. In the preferred embodiment, data is provided to
the communications adapter 114 from RAM 94 using conventional DMA techniques across bus 92. Link 14 of
Figure 1 corresponds to network 110 of Figure 6. System C 30 of Figure 1 corresponds to a similar commu
nications adapter 114 in asimi lardata processing system 84 also residing on network 110. Other embodiments
of this invention could similarly use entire data processing systems 84 at each of System A, B, and C of Figure

35 1, and interconnected using traditional communication techniques.
Figure 7 shows in greater detail the communication adapter 114, which enables the essential features of

System B (Figure 1) in the preferred embodiment. The adapter 114 is comprised of a microcontroller 122 cou
pled to a buffer 124, a transceiver 120 and a transceiver 126. Microcontrollers are commonly known in the
art, and comprise a CPU 121, read only memory 123 and random access memory 125. Transceivers are used

40 to interface to bus or network protocols by inserting/extracting the actual data to be transferred, as well as
handling status signalling, within the particular bus or network protocol, as is commonly known in the art. The
transceiver 120 receives data at 12 from the bus 92 of Figure 6. The transceiver 126 is an optical transceiver,
and link 14 is an optical fiber, although it is apparent that the system of the invention could employ any type
of transport mechanism. When data arrives at transceiver 120, it Is buffered at 124, and the CPU is notified

45 at 128. The CPU 122 maintains a count of the number of bytes received across link 12. The CPU 122, upon
receipt of an acknowledgment at 130 which arrived across link 14 from System C (Figure 1), can initiate at
132 a transmittal of buffered information 124 across link 14 using transceiver 126.

The adaptive flow algorithm can be generalized to solve problems outside of the communications envir
onment. It can handle parts inventory/shipping problems, military troop movement, mail delivery scheduling,

50 and many other real world mismatched flow problems. In each case, the user defines the given parameter x
to yield an acceptable latency at the beginning, and then follows the algorithm to determine total flow time.
The simple and standard algorithms each are O(n) overhead algorithms, whereas the adaptive flow algorithm
is OOog(n». Therefore, as n grows, the adaptive flow algorithm overhead time will grow as log(n) and the oth
ers will grown as n. For large n, the first two algorithms require considerable processing and overhead corn-

55 pared to the adaptive flow algorithm.

6
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Claims

1. A method of operating an intermediate node (B) to receive an entity from a first node (A) and to transfer
the entity to a second node (C), the first and second nodes being connected to the intermediate node

5 by transmission links, the method comprising the steps of:
(a) receiving at the intermediate node (B) a first block of the entity sent by the first node (A);
(b) upon receipt of the block, initiating the sending of a subsequent block ofthe entity to the intermedi
ate node;
(c) concurrently with step (b), transferring the first block of the entity to the second node (C);

10 (d) upon receipt of an acknowledgement from the second node (C), causing the intermediate node to
transfer a portion of the entity to the second node (C), the portion transferred being all of the entity
that has at the time of the transferral been received by the intermediate node (B) from the first node
(A) since the previous transfer was made; and
(e) repeating steps (b) and (d) until all of the entity has been transferred.

15
2. A method as claimed in Claim 1, wherein the entity is Information.

3. A method as claimed in Claim 2 wherein said information is oftotallength Y and comprises a plurality of
blocks having a block length ·x·.

20

25
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4. A method as claimed in Claim 3 wherein the block length ·x· comprises a plurality of data bytes, and a
count of the data bytes received at the intermediate node (B) is maintained in order to determine the length
of the portion to be transferred at step (d).

5. A method as claimed in any preceding claim wherein the transmission link between the first (A) and in
termediate (B) nodes operates at a different data rate to the transmission link between the intermediate
(B) and second (C) nodes.

6. A method as claimed in Claim 5, wherein the portion transferred at step (d) has a length different to the
block length of the blocks sent by the first node (A).

7. A method as claimed in any preceding claims wherein the initiating step (b) is carried out by sending an
acknowledgement of receipt of each block to the first node (A).

8. A queuing system in an intermediate node (B) for receiving an entity from afirst node (A) and transferring
the entity to a second node (C), the first and second nodes being connected to the intermediate node
by transmission links, the system comprising:
reception means in the intermediate node (B) for receiving a first block of the entity sent by the first node
(A);
initiation means, responsive to the reception means indicating receipt of the block, for initiating the send
ing of a subsequent block of the entity to the intermediate node;
a transfer means, operating concurrently with the initiation means, to transfer the first block of the entity
to the second node (C);
the transfer means further, upon receipt by the intermediate node (B) of an acknowledgement from the
second node (C), transferring a portion of the entity to the second node (C), the portion transferred being
all of the entity that has at the time of the transferral been received by the intermediate node (B) from
the first node (A) since the previous transfer was made;
the initiation means and transfer means repeating their functions until all of the entity has been trans
ferred.

9. A system as claimed in Claim 8, wherein the entity is information.

10. A system as claimed in Claim 9 wherein said information is of total length Y and comprises a plurality of
blocks having a block length ·x·,

11. A system as claimed in Claim 10 wherein the block length ·x· comprises a plurality of data bytes, and a
count ofthe data bytes received at the intermediate node (S) is maintained in order to determine the length
of the portion to be transferred by the transfer means.

7
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12. A system as daimed in any of claims 8 to 11, wherein the transmission link between the first (A) and in
termediate (B) nodes operates at a different data rate to the transmission link between the intermediate
(B) and second (C) nodes, and the portion transferred by the transfer means has a length different to
the block length of the blocks sent by the first node (A).

13. A system as claimed in any of dairns 8 to 12, wherein the initiation means initiates the sending of the
subsequent block by sending an acknowledgement of receipt of each block to the first node (A).

8
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Technical Field

The present invention relates to data processing
systems and, more particularly, to such systems pro
viding for multimedia connections or sessions.

Background of the Invention

It has long been known to provide computer work
stations interconnected by digital communication net
works whereby users of the individual workstations
may communicate with one another over the network,
previously common, for example, by means of a typed
note, data or program file transmitted to anotheruser.
More recently, users have increasingly requested
desktop conferencing, remote presentations, and
other multimedia applications between network
users. However, such multimedia applications, hav
ing associated therewith data-intensive sound, voice,
and video flows. This requires concomitant high
bandwidth communication links between distributed
computing systems with minimal communication de
lay, maximum throughput, and instantaneous burst
communication capability. The requirements of such
multimedia applications accordingly make scheduling
appropriate resources to provide for necessary qual
ity of service very difficult.

Prior art has recognized that certain data in a net
work, such as that associated with multimedia, may
require priority handling. Thus, for example, a "quality
of service" (OOS) has been defined in the literature,
hereinafter described in more detail. This seeks to de
scribe various parameters which may be specified in
an attempt to define certain minimum requirements
which must be met for transmission of given data
types over the network. See, for example, quality of
service standards set forth in the Open System Inter
connect Standard X.214 of the International Stan
dards Organization interface and the quality of ser
vice standards defined in CCITIO.931 (ISDN), 0.933
(frame relay), and 0.938 (B-ISDN ATM) drafts.

As yet another example there Is an architected
priority mechanism in the IEEE 802.5 Token Ring. A
station on the ring with a high priority frame to send
may indicate this in an access control field of a pass
ing frame. When astation sending the frame releases
the token, it releases the token at the priority of the
AC field, and eventually sets it back to its original pri
ority as specified in an IEEE 802.5 medium access
control protocol. The IEEE standard and implementa
tions thereof merely specify a protocol for increasing
and decreasing priority, but each station is uncon
strained in its use of priority beyond this protocol.

This in turn gives rise to a serious problem asso
ciated with the prior art In seeking to accommodate
situations in which a high priority channel is required
to guarantee real time service for multimedia traffic,
one approach, since each station is unconstrained,

has been for users to indiscriminately increase the pri
ority of their flows. Such increases often result in no
guarantees for multimedia quality ofservice in that no
discrimination is provided, e.g. all users simply in-

5 crease their priorities.
As yet another example of this, unconstrained

use of priorities has resulted in bridges and routers
loading so much high priority data as to flood the tok
en rings and the like with this priority traffic such that

10 multimedia traffic obtains no guaranteed priority.
Again, this results from no discrimination between
differing connections, sessions, and transmit opera
tions.

Clearly other instances in the communication art
15 have recognized the notion of a need for differing pri

ority of data types, whether in the form of multiple
channels with different priorities (such as the IBM
LAN Streamer Token Ring Adapter Card with two
transmit channels, and the 100 Mbps Ethernet Sys-

20 tem with priority channels) and the synchron
ous/asynchronous approach of, for example, the
FDDI standards, a representative example ofwhich is
the FDDI SMT 7.X.

Moreover, it is clear in the literature that the no-
25 tion of scheduling data in differing priorities is well

known. See for example Liu and Layland, Scheduling
Algorithms For Multiprogramming in a Hard-Real
Time Environment, Journal of the Association for
Computing Machinery, Vol. 20, #1, January, 1973,

30 where "rate-monotonic priority assignment" is dis
cussed, page 50. Also see, for example, Dominico
Ferrari, A Scheme for Real Time Channel Establish
ment in Wide Area Networks, IEEE Journal of Select
ed Areas in Communications, Vol. 8, #3, April, 1990,

35 page 368. In this reference modification ofan earliest
due date (EDD) policy is presented which governs dif
fering levels of priority assigned to tasks.

Similarly, the notion of specifying performance
requirements in real time communication services is

40 further addressed in another reference to Dominlco
Ferrari, Client Requirements for Real-Time Commu
nication Services, IEEE Communications Magazine,
Noy. 1990, page 65, wherein it is noted that a client
and server will negotiate a specification for their re-

45 spective requirements for services including delay
bounds, throughput bounds, and the like.

From the foregoing it is clear that notions in the
art have developed of varying degrees of priority ser
vice (based upon deadlines variously computer as

50 burst/throughput or as a specified delay bound) being
required in communication networks. However, sev
eral problems have remained in implementing a suc
cessful system which addresses the needs for guar
anteeing real time service for multimedia traffic. First

65 there is the aforementioned problem of lack of dis
crimination amongst the traffic whereupon users in
discriminately simply designate all their traffic to a
higher priority, thereby "congesting" the network.

2
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Yet another problem not effectively addressed by
the prior art relates to the emergence of heterogene
ous networks from differing vendor implementations
ofmultimedia sessions. Their equ ipment has differing
capabilities e.g. speed and capacity, and make qual- 5

ity of service guarantees problematic since over
reservation (orovercommitment) of resources can re-
sult in long-term throughput or short-term delays to vi
olate pre-specified 005. To be practical, this requires
that in providing for reserved bandwidth connections, 10

a solution must be provided which minimizes changes
to application program interfaces and underlying cli-
ent implementations. Yet another problem relates to
failure to provide for multiple priority queues or chan-
nels extending through multiple layers since end-to- 15

end delivery among digital computing devices re
quires services of multiple layers of the OSI model.
The link layer guarantees service between two ends
of a digital communication link and network over mul-
tiple links. Transport services at the endpoint must all 20

provide aos guarantees using priority service to
meet deadlines.

Thus, particularly with the proliferation of multi
media data content, the industry was in need of a
communication system providing for multimedia 25

flows with quality of service guarantees at the trans-
port and network layers utilizing reserved bandwidth
networks whereby the session might be controlled to
ensure that traffic from the session remains within
traffic descriptors. 30

Summary of the Invention

According to the present invention there is provid-
ed a system and method for effecting multimedia 35

quality of service sessions in a communication net
work.

Accordingly. there is provided a method for trans
mitting data elements between computers of a multi-
layered computer communication network at least at 4C

one predetermined assured quality of service, com
prising:

generating a request at one of said computers
for transmission of data elements; and

responsive to said request including specifica- 45

tion of a predetermined quality of service for trans
mission, either refusing said quality of service if re
sources to provide said quality of service are not
available or transmitting said data elements accord-
ing to said quality ofsarvice wherein the transmission 50

of said data elements includes transferring said data
elements having said quality of service requirements
through at least one service channel of a first layer of
said network to at least one service channel of a sec-
ond lower layer of said network which provides said 55

predetermined quality of service.
In a second aspect of the invention there is pro

vided apparatus for use in transmitting data elements

3

between computers of a multilayered computer com
munication network at least at one predetermined as
sured quality of service, comprising:

means for generating a request at one of said
computers for transmission of data elements; and

means responsive to said request including
specification of a predetermined quality ofservice for
transmission, for transmitting said data elements ac
cording to said quality of service wherein the means
for transmitting said data elements includes means
for transferring said data elements having said quality
of service requirement through at least one service
channel of a first layer of said network to at least one
service channel of a second lower layer of said net
work which provides said predetermined quality of
service.

The invention is embodied in computerized sys
tem components implementable in hardware or soft
ware or in combination. In a preferred embodiment
the components regulate access to priority queues or
transmission channels which are attached to the
shared medium local area network or any point-to
point digital communications link over copper, fibre,
radio or satellite transponders.

In one embodiment, a system and method are
provided for use in an 051 layered reference model
computer communication network for ensuring that
transmissions of data elements between computers
obtain a preselected quality of service. A computer in
the network requests from another such digital ser
vice a preselected quality of service for selected
transmissions. Adetermination is made if resource is
available within the computers and network to meet
the preselected quality ofservice. An existing session
or connection between the computers is then em
ployed such that transmissions having a variety of
preselected quality of service guarantees, even com
mingled with such transmissions having no quality of
service guarantees, are multiplexed onto the existing
session or connection. In one implementation of the
invention, the quality of service is altered in the ses
sion or connected by means of a session-modify
command.

The priority, deadline, or period ofeach particular
transmission on the session or connection is Identi
fied prior to transferring data elements having the
preselected qualities ofservice on the session orcon
nection. In one embodiment, the priority, deadline, or
period is a computed function of a ratio of the burst
and throughput quality ofservice parameters, and the
session or connection transmission is effected by a
reserved-send command. The data elements having
the preselected qualities of service are thence trans
ferred from service channels at one layer of the 051
layered reference model to one or more service chan
nels of another such layer. The lower layer service
channels are selected from a group comprising prior
ity token ring service channels, 8-ISDN ATM service
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channels (corresponding to services in the ASM
adaptation layers), 100 Mbps Ethernet high and low
priority channels, and synchronous/asynchronous
FOOl service channels.

In another embodiment of the invention, wherein 5

a pre-established session has been transferring data
elements without a quality of service requirement,
upon occurrence of the need for a quality of service
guarantee, a new session or connection is establish-
ed, in one form employing a call-modify command. 10

Data elements belonging to this next session or con
nection having the preselected quality of service re
quirement are thence transferred from one or more
service channels at one layer of the OSllayered ref-
erence model to one or more service channels of an- 15

other such layer.
In both embodiments, a system and method are

provided for use between a layer N...1 and layer N in
an OSI layered reference model implementation,
wherein elements from two or more service channels 20

from layer N+1 are transferred to one or more service
channels in layer N, such that a preselected quality of
service is provided for the elements being transfer-
red. A reserved-send-with-specified-priority opera-
tion is provided in which the reserved-send is aug- 25

mented with a parameter that describes the urgency,
deadline or period of the transmission, e.g. through
put/burst.

More particularly, elements from a service chan-
nel having a higher priority, deadline, or period are 30

transferred from the layer N+1 service channel to the
layer N service channel before elements from a ser-
vice channel having a lower priority, deadline, or per-
iod.

In yet another embodiment, the number of ele- 35

ments from a service channel having a layer priority,
deadline, or period transferred from the layer N+1
service channel to a layer N service channel are con
strained whereby no more than a fixed number of
such elements will receive service in a layer Nservice 4D

channel at a given point in time.

Brief Description of the Drawings

Fig. 1 is a block diagram showing the configura- 45

tion of a typical workstation in accordance with
the subject invention;
Fig. 2 is an illustration of a data processing sys
tem including three workstations interconnected
by a network in accordance with the subject in- 50

vention;
Fig. 3 is a representation of a layered open sys
tems interconnection model showing the relation
ship ofcomponents ofthe subject invention to the
layers; 55

Fig. 4 is a simplified illustration of a workstation
network interconnection In one embodiment of
the invention providing for separate sessions

4

having differing priorities;
Fig. 5 is another simplified illustration of a work
station network interconnection in another ern
bodiment of the invention providing for multi
plexed multimedia flows on a single session hav
ing differing priorities;
Fig. 6 is asimplified illustration of a portion of the
open system interconnection layered reference
model for Fig. 3 depicting the abstraction of mul
tiple layers with corresponding service access
points.
Fig. 7 is a simplified illustration of a layered ser
vice channel model portion of the open system in
terconnection model of Fig. 3.
Fig. 8 is aflowchart detailing the program logic in
accordance with one embodiment of the inven
tion;
Figs. 9A and 98 is a flowchart detailing the pro
gram logic of another embodiment of the subject
invention;

Detailed Description of the Preferred Embodiment

Referring now to Fig. 1, there is illustrated a typ
ical hardware configuration of a workstation with a
central processing unit 10, and a number of other
units interconnected via a system bus 12. The work
station shown in Fig. 1 includes a random access
memory (RAM) 14, read only memory (ROM) 16, and
110 adapter 18 for connecting peripheral devices such
as disk units 20 to the bus, a user interface adapter
22 for connecting a keyboard 24, mouse 26, loud
speaker 28, microphone 32, and/or other user inter
face devices to the bus, a communication adapter 34,
for connecting the workstation to a data processing
network, and a display adapter 36 for connecting the
bus to a display device 38.

Fig. 1 depicts a typical "intelligenr workstation,
however, the workstation may in fact be a "dumb" ter
minal with only a limited processing capability under
control ofahost processor. Alternatively, the worksta
tion may be a simple digital device for presenting au
dio orvideo streams. This is made clear in connection
with Fig. 2.

Fig. 2 illustrates a data processing system corn
prising a number of workstations (here, three work
stations 200, 220, and 230) interconnected by a pair
of data networks 210 and 240, so as to permit corn
munication between the workstations. It is assumed
that the data processing system shown in Fig. 2 is of
a type which permits concurrent real-time communi
cation between the users. The network operates ac
cording to a conventional network protocol, such as
the token ring protocol described In Token Ring Net
work Architecture reference, SC3Q-3374,IBM, 1989.

Fig. 2 depicts only one possible hardware config
uration for a data processing network. Other config
urations are possible. For example, the data process-
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ing system could be based upon a star network, or a
host processor connected to a plurality of dumb ter
minals, or could further be based upon a plurality of
remote processors connected by a communication
network. The networks could also be based upon a
telephone network, an ISDN network, or any other
·dial up· networks. Moreover, the workstations could
be located within the single workspace or within a Il>
cal area, or could be remote from one another. A
source for detailing technical planning information for
configuring a network of workstations in accordance
with the invention, is the IBM Extended Services for
OS/2 Example Scenarios Manual, 1991.

Multimedia computing is the processing of vari
ous media, such as video, waveform audio, musical
instrument digital interface (MIDI) streams, anima
tion, graphics, and text. Such processing includes the
capture, authoring (editing) and playback of media
streams as well as other data processing applica
tions. Multimedia documents which are stored on
some non-volatile medium, such as a disk, are refer
red to as recorded multimedia applications. There are
also live multimedia applications in which two or more
people communicate with each other at the same
time using a computer. Live multimedia applications
are normally conducted across space and time indi
cating that live multimedia is inherently distributed.
Even recorded multimedia applications require dis
tributed file system services to share large volumes
of stored media, such as video disk, audio informa
tion, or computer-generated images. Thus, it is critical
that a prioritizing scheme in accordance with the in
vention for multimedia applications includes support
for a distributed environment.

To reduce design complexity, most networks are
organized as a series of layers, each one built upon
its predecessor as described in Computer Networks,
Tannenbaum, Andrew S., Prentice Hall (1988) and
051, A Model for Computer Communications Stan
dards, Black, Ulyess, Prentice Hall, 1991. The num
ber of layers, the name of each layer, contents, and
function ofeach layer differ from network to network.
However, In each network, the purpose of the layers
is to offer certain services to the higher layers, shield
ing those layers from the details of how the offered
services are actually implemented. The purpose,
function, and details of each of the layers and their in
teraction is set forth in the previously noted referenc
es and is familiar to communication programmers or
dinarily skilled in the art

The transport layer accepts data from the ses
sion layer, splits it up into smaller units and passes
the units to the network layer to ensure that the
pieces all arrive at the other end. Details of the trans
port layer and how it fits into the OSI architecture are
shown in Fig. 18 of the Tannenbaum book and descri
bed in the related pages. A representative of network
architecture that provide technical standards dotu-

ments for the networking framework are ISOIIEC
JTC 1/SC 21 Information Retrieval, Transfer and
Management for 051 Secretariat: USA (ANSQ (3294)
Basic Reference Model Management Framework

5 (7498-4), and Management Information Model (3324)
ISO, 1989.

One way of looking at the transport layer is to re
gard its primary function as enhancing the Quality of
Service (QOS) provided by the network layer. QOS

10 can be characterized by a number of specific parame
ters. The OSI transport service allows a user to spec
ify preferred, acceptable, and unacceptable values
for these parameters when a connection is made.
Some of these parameters also apply to connection-

15 less transports. The transport layer examines the
parameters, and depending upon the kind of network
services available to it, determineswhether the trans
port layer can provide the necessary service. Repre
sentative QOS parameters are:

20 Connection Delay, which is the amount of elapsed
time between a transport connection being request
ed and confirmation being received by the user,
which, as with all parameters dealing with delay, the
shorter the delay the better;

25 Connection Establishment Failure Probability is
the probability of a connection not being established
within the maximum establishment delay time. Net
work congestion, lack of table space, and other inter
nal problems affect this value;

30 Throughput measures the number of bytes of user
data transferred per second as measured over a re
cent time interval, and is measured separately for
each direction;
Transit Delay measures the time between ames-

35 sage being sent by the transport user on the source
machine and its being received by the transport user
on the destination machine;
Residual Error Rate measures the number of lost or
garbled messages as afraction of the total sent in the

40 sampling period. In theory, the residual error rate
should be equal to zero since it is the job of the trans
port layer to hide all network layer errors.
Yet additional QOS parameters includes;
Transfer Failure Probability which measures how

45 well the transport service is living up to its assigned
tasks. When a transport connection is established, a
given level of throughput, transit delay, and residual
error are agreed upon. The transfer failure probability
gives the fraction of times that these agreed upon

50 goals were not met during some time period;
Connection Release Delay is the amount of time
elapsing between a transport user initiating a release
of a connection and the actual release occurring at
the end;

55 Connection Release Failure Probability (CRFP) is
the fraction of a connection release attempts which
did not complete within the agreed-upon connection
release delay interval;

5
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Protection provides a way for the transport user to
specify interest in having the transport layer provide
protection against unauthorized third parties reading
or changing reading or changing transmitted informa
tion;
Resilience yields the probability of the transport lay
er spontaneously terminating a connection due to in
ternal problems or congestion.

The hereinbefore-noted aos parameters are
specified by a transport application when a connec
tion is requested. Both the desired, minimum, and
maximum acceptable values are given. In some cas
es, the transport layer immediately recognizes that
the values are not achievable. When this occurs, the
communication attempt fails, and an appropriate ex
ception is noted. In other cases the transport layer
knows that it cannot achieve the desired goal, but can
achieve a lower, but still acceptable rate. The lower
rate, minimum acceptable rate, and maximum ac
ceptable rate are sent to the remote machine request
ing the established of a connection. If the remote ma
chine cannot handle the proposed value, but can han
dle a value above the minimum or below the maxi
mum, then it may lower the parameter to its value. If
it cannot handle any value above a minimum, then it
rejects the connection attempt. Then, the originating
transport application is informed of whether the con
nection was established or rejected.

This process is called open negotiation. Once the
options have been negotiated, they remain that way
through the life of the connection. The 051 Transport
Service Definition, (ISO 8072) does not specify the
005 parameters. These are normally agreed upon by
a carrier and customer. A T-connect request is em
ployed to Initialize communication, and the 005 Is
specified as part of this transactions. Details on the
transport primitives are found in the aforementioned
reference. Below the transport and network layers
are the link or MAC layers in the OSI and IEEE 802
reference models to be hereinafter described. Some
MAC protocols, such as synchronous FOOl, provide
guarantees for throughput, delay, and delay variation
to applications. Other MAGs such as the Token Ring
and Token Bus have architected priority mechanisms
which can support quality of service guarantees
(throughput, delay, etc.) when the subject invention is
employed.

Priority assurance is an important factor in ensur
ing 005, and is enabled by operation of a component
which may be implemented In hardware logic or soft
ware. The component regulates access to the priority
queues or transmit channels that are attached to the
shared medium local area network section. Access to
the priority queue or transmit channels will pass
through this component, thus subjecting all commu
nication transactions to rejection or tracking by the
component A more detailed discussion of this com
ponent and the related station's bandwidth manager

component are described in Network Priority Man
agement, U.S. Patent Application, (AT9-92-089) SIN
071930,587, filed August 17,1992.

Turning now to Fig. 3, depicted there is a sche-
5 matic representation of several forms of a multi

layered computer communication network model
based upon the OSllayered reference model. Further
detail of this 051 and related IEEE models may be
found in OSI, A Model for Computer Communications

10 Standards, Infra. Thefirstfive layers ofthe OSI model
are shown in Fig. 3as reference numerals 40-56. The
lowest layer is the physical layer 051 1,56, which is
responsible for implementing a physical circuit be
tween data terminal equipment and data circuit ter-

15 minating equipment.
The data link or second layer, 051 2, 54, is re

sponsible for transferof data across the link. The third
or network layer, 051 3, 52, specifies the interface of
the user into a network and also defines network

20 switchinglrouting and communications between net
works. The fourth or transport layer, 051 4, 50, pro
vides an interface between the data communications
network and the upper three layers. This layer is of
particular interest inasmuch as it provides the user

25 options in obtaining certain levels ofquality, and is de
signed to keep the user isolated from some of the
physical and functional aspects of the network.

The fifth or session layer, 051 5, 48, serves as a
user interface into the transport layer below, provid-

30 ing a means for exchange ofdata between users such
as simultaneous transmission, alternate transmis
sion, checkpoint procedures and the like. The remain
ing two layers, the presentation layer and application
layer (notdepicted), ensure that user applications can

35 communicate with each other and further concern the
support of the end-user application process.

It will be noted from Fig. 3 that there are other im
plementations in the art of such an 051 reference
model bearing varying degrees of similarity thereto,

40 a portion of one being depicted in the left part of Fig.
3 as the IEEE model. A physical layer 46 may be seen
corresponding to the first layer 56 of the 051 model.
The IEEE recognized the need to divide the data link
layer 051 2, 54, into two sublayers in order to handle

45 different link configurations and thus a medium ac
cess control (MAC), 44, and logical link control (LLC),
42, were provided for. The IEEE model is specialized
to links which are shared media, e.g. having more
than two connected stations. The MAC sublayer is

50 protocol-specific (such as to aLAN such as Ethernet)
whereas the LLC, 42, serves as an interface to an up
per layer protocol, typically the network layer (and
isolates the network layer from the specific actions of
the MAC sublayer). One purpose of depicting varying

55 forms of amultilayered computer communication net
work in Fig. 3 Is to illustrate that the invention admits
to implementations in any number of such multi
layered models, and is thereby not intended to be lim-

6
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ited to application to the OSI reference model empha
sized in the description herein.

Still referring to Fig. 3, a more practical imple
mentation of the invention is shown in the righthand
portion thereof as it relates to the theoretical refer- 5

ence models just described. More particularly, there
is first shown an adapter card 62, implementing the
physical layer and part of the MAC of the reference
model. In a preferred form, this adapter card will pro-
vide for a plurality of priority channels, services or 10

queues, as illustrated by the PO and P5 channels.
The figure is further intended to indicate that the
adapter card 62 will be for at least two channels
through which data elements may flow, each such
channel having a differing priority. Although a PO and 15

P5 have been shown, the invention admits to imple
mentations with more priority channels as required
(with, conventionally, the right or higher numbered
channels such as P5 indicating higher priority where-
by data elements transferred through this channel will 20

be transmitted in preference over those at a lower pri-
ority. A media access control software driver 60 is
also shown implementing the MAC sublayer 44 in the
IEEE model, for example, and finally a netbios or
functionally equivalent form of LAN software, 58, is 25

shown implementing the session layer 5 of the OSI
reference model.

It is important to note that the invention contem
plates implementation of multiple service channels in
the lower layers of the architecture in a number of 30

forms and is not intended to be limited to any partic-
ular such implementation. Thus the channels depict-
ed with associated priorities PO and P5 may be imple
mented as priority token ring service channels, B-
ISON ATM service channels, 100 Mbps Ethernet high 35

and low priority channels, and even as lower layer
service channels in the synchronous and asynchron-
ous FOOl form of priority channels or queues.

Still referring to Fig. 3, as will be described here-
inafter in greater detail, yet an additional feature of 4()

the invention is shown depicted therein. In apreferred
embodiment, once a session has been established,
shown at reference numeral 64, data elements having
a preselected OOS belonging to the session or con-
nection from one or more such just described service 45

channels at one layer of the OSI layered reference
model (such as the netbios layer 58), will be transfer-
red to one or more service channels of yet another
layer such as thatof the MAC driver60 or physical lay-
er 62. This is schematically depicted by the line 64 50

splitting into two parallel downward arrows culminat-
ing In the two channels PO and P5 having differing pri
orities, shown as arrows 66 and 68.

In another form of the invention, a pre-existing
session shown as arrow 70 may have been establish- 55

ed which may not have required a quality of service.
Such a session may have been established by a call
command. When a determination is made by the sys-

7

tem that a multimedia transmission requiring a guar
anteed quality of service is required, a new session
may be established by a call modify, shown by the ar
row 72 extending downwards through the various ref
erence model layers and terminating in the P5 chan
nel. This is intended to indicate that when such mul
timedia data transmissions are required, in imple
mentations allowing for only one session per file or
connection, this form of the invention will provide for
a next session operating at higher priority to effect the
desired quality of service guarantee at, for example,
the higher P5 priority.

This latter form of the invention may be seen
more clearly depicted in Fig. 4. In this embodiment
there may be various forms ofdata in need of transfer
shown generically as file 1, 84, and a second device
2, 86, each form of data having associated therewith
either no quality of service requirement or some form
of quality of service guarantee dependent upon the
data type. For example, device 2 might be a real time
video capture card having a relatively high throughput
requirement of perhaps 150 KBS, whereas the data
associated with file 1may be digitized audio requiring
a lesser OOS or perhaps even a binary executable
file or text file with no particular required OOS.

As previously described, a first session 88 may
have previously been established between two com
puters 80 and 82 on the network for transmission of
non-ODS data such as that from file 1. Upon deter
mination of the capability of the network to transfer
ODS data, in one embodiment, a next session (shown
schematically at reference numeral 90) may there
after be established between the computers 80-82
wherein a OOS is bound to this next session 90 to car
ry the multimedia data associated with device 2, 86,
at a guaranteed OOS.

Turning now to Fig. 5, this figure is intended to
more practically represent the multiplexed flows of
data at varying qualities ofservice ata single session,
as briefly hereinbefore with reference to the rightmost
portion of Fig. 3. In this implementation, again data
having differing quality of service requirements (or
none) may be seen graphically illustrated as file 1,
104, and device 2, 106. In this preferred embodiment,
however, a session may have been established be
tween computers 100 and 102 shown by line 108. It
is contemplated that data elements corresponding to
differing ODS needs may nevertheless be transmit
ted or multiplexed on the same single session 108. In
this manner, the aforementioned real-time video cap
tured by device 2, 106, may be given a high priority
and transmitted on the session 108 in preference to
but nevertheless multiplexed with lower priority data
associated with file 1, 104.

Turning now to Figs. 6 and 7, it is an important
feature of the invention that data elements belonging
to sessions orconnections having a preselected qual
ity of service from one or more service channels at
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one layer of a layered reference model may be trans
ferred to one or more service channels ofanother lay
er.

Thus, turning now to Figs. 6 and 7, they are in-
tended to represent a more generalized case than 5

that of Fig. 3, and represent the notion that multiple
channels or priority queues may be provided at a plur-
ality oflayers providing quality ofservice guarantees.

Fig. 6 is an OSI depiction of a service access
point (SAP) which is an addressable unit by which lay- 10

er N provides service access to a layer N+1 user. The
invention extends or replaces this abstraction by
which a layer Nservice offers a multiplicity of service
priorities that correspond to the deadline, period or
quality of service to be provided to a layer N+1 user. 15

Turning now to Fig. 8, a flow diagram is provided
which may be implemented in software for use by the
network system in effecting one embodiment of the
invention. First, a request for a quality of service
transfer 130, is placed on the network 210 or 240 by 20

one of the workstations 220 which may be a client or
an application program. The QOS request is received,
132, by the host or server 220 or communications
transport product, which then determines whether
sufficient QOS resources are available in the network 25

to service the request 134. If not, as indicated as
block 136, the QOS session or connection is refused.
If, on the other hand, sufficient resource is available,
the QOS connection is established, 138, and transfer
of data commences utilizing the aforementioned plur- 30

alily of QOS service channels extending through the
multiple layers of the reference model 140, in accor
dance with the invention.

Turning now to Figs. 9A and 9B, a more detailed
flow diagram for an alternate embodiment of the in- 35

vention is provided wherein elements from a service
channel haVing a higher priority, deadline or period
are transferred from a layer N+1 service channel to
layer N service channel before elements from a ser-
vice channel having a lower priority, deadline, or per- 4()

iod are transferred. First, as in the case of the prior
embodiment, one of the network computers may gen-
erate a QOS request 142, which is then received by
the host or server 144. Again, the server or host de-
termines whether QOS resources are available, 146, 45

to service the request. If this is not the case, QOS
guarantees are not proVided. Upon asubsequent data
transfer request 150, the server or host determines
whether QOS service channels are empty, 152, and
if not, a polling procedure is entered looping back on 50

the block 152 for the channel to empty so that lower
priority data may be transferred. Upon the QOS ser-
vice channel's emptying, data is then transferred over
non-QOS service channels 160.

If a QOS request has been received, 144, and 55

QOS resources are available, 146, one or more prior-
ity channels will be reserved such that a QOS guar
antee may be made, 154. Upon a subsequent data

8

transfer request 156, the server or hostwill determine
whether QOS data is involved, 158. If not, the here
inbefore described process relative to blocks 152 and
160 will be repeated. If, on the other hand, QOS data
is involved in the data transfer request 158, the host
or serverwill thereafter identify the period, priority, or
deadline associated with the desires QOS transfer
and thereafter will identify an appropriate service
channel 164. The host or server thereafter will deter
mine whether service channel constraints exist, 166.
If so, the system next determines whether the service
channel is at the predetermined limit 168, in which
case again a polling loop is entered, looping back on
the block 168 determination. When the service chan
nel is detected as not being at a limit, the system then
detects whether higher priority QOS service chan
nels are empty, 170. If not, again a polling routine is
entered looping back on the block 170 determination
until higher priority traffic is handled whereupon flow
exits to the right of block 170 and data is transferred
in the desired manner on the service channels 172.

Referring back to block 166, if there were no ser
vice channel constraints 166, the logic flow exits from
the right of block 166 to the subsequentdetermination
ofwhether a higher QOS service channel or channels
are empty, 170, and the process thence continues in
the manner previously described.

From the foregoing relative to Figs. 9A and 9B, it
is apparent that no attempt is made to put lower pri
ority traffic in a higher priority channel. Rather, when
two channels from layer N+1 to a single channel at
layer N exist, in a preferred embodiment the number
oflower priority requests will be constrained which go
into the layer N channel from the layer N+1 lower pri
ority service channel. In this manner, the system may
determine how long a higher priority service channel
request will have to wait, at maximum, to obtain ac
cess to the layer N service channel. The system
moreover avoids putting lower priority requests into
the service channel when there are higher priority re
quests waiting to go to the same channel.

While the invention has been shown and descri
bed with reference to particular embodiments there
of, it will be understood by those skilled in the art that
the foregoing and other changes in form and detail
may be made therein without departing from the spirit
and scope of the invention.

Claims

1. A method for transmitting data elements be
tween computers of a multilayered computer
communication network at least at one predeter
mined assured quality of service, comprising:

generating a request at one of said com
puters for transmission of data elements; and

responsive to said request including spec-
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ification of a predetennined quality of service for ones of said channels.
transmission, either refusing said quality of ser-
vice if resources to provide said quality ofservice 9. A method according to anyone of the preceding
are not available or transmitting said data ele- claims wherein said at least one service channel
ments according to said quality of service where- 5 of said second layer is taken from the group com-
in the transmission of said data elements in- prising:
c1udes transferring said data elements having priority token-ring channels, B-ISON ATM
said quality of service requirements through at channels, Ethernet high and low priority chan-
least one service channel of a first layer of said nels, and synchronous/asynchronous FOOl
network to at least one service channel of a sec- 10 channels.
ond lower layer of said network which provides
said predetermined quality of service. 10. A method according to anyone of the preceding

claims, wherein a quality of service associated
2. A method according to claim 1 including, respon- with each data transmission of a particular group

sive to said specified quality ofservice being pr<>- 15 of data elements is identified by identifying a pri-
vided by pre-existing data transmission session, ority, deadline, or period associated with said
multiplexing said data transmission at said qual- particular group of dat elements, or by detennin-
ity of service on said pre-existing session. ing burst and throughput quality of service para-

meters.
3. Amethod according to claim 2, wherein said data 20

transmission is multiplexed with other data trans- 11. A method according to anyone of the preceding
missions which either also have qualityofservice claims, wherein the multilayer network includes
guarantees supported by said service channel of at least an N+1 layer and an N layer for assured
said second layeror have no predetennined qual- transmission of data elements, including the
ity of service. 25 steps of:

establishing two or more service channels
4. Amethod according to claim 2or claim 3, wherein in said N+1 layer;

said pre-existing session includes a preselected establishing one ormore service channels
quality of service transmission, and wherein said in said N layer; and transferring said data ele-
method includes the further step of altering said 30 ments from said two or more channels in said
quality of service for a next transmission within N+1 layer to said one or more channels in said N
the session. layer at said predetermined quality of service.

5. A method according to anyone of the preceding 12. Amethod according to claim 11, wherein selected
c1iams, including establishing a data transmis- 35 groups of said data elements from said two or
sion session providing said at least one quality of more channels have a higher and a lower priority,
service when said specified quality of service is deadline, or period respectively; and
not provided by any pre-existing data transmis- wherein said selected groups having said
sion sessions. higher priority are transferred from said N+1 lay-

40 er through said two or more channels to said one
6. A method according to anyone of the preceding or more channels of said N layer before said se-

claims, wherein said at least one service channel lected groups having said lower priority are trans-
of said second layer is comprised of synchronous ferred.
and asynchronous channels.

45 13. A method according to claim 12 including:
7. A method according to anyone of the preceding preselecting a fixed number of data ele-

claims, wherein said at least one channel of said ments to be received in said one or more chan-
first and second layers comprises multiple prior- nels at said lower priority in said transfer from
ity channels. said N+1 layer to said N layer;

50 servicing up to said fixed number of data
8. Amethod according to claim 7, wherein said step elements in said one or more service channels in

of transferring said data elements includes trans- said N layer at said lower priority; and
ferring said data elements through a plurality of discontinuing said transfer of said data
service channels each having a different priority elements at said lower priority when said fixed
associated therewith and receiving a plurality of 55 number of data elements per unit of time is
subgroups of said data elements having corre- reached.
sponding different qualities of service and prior-
ities associated therewith through corresponding 14. Apparatus for use in transmitting data elements

9
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between computers of a multilayered computer
communication network at least at one predeter
mined assured quality of service, comprising:

means for generating a request at one of
said computers for transmission of data ele- 5

ments; end
means responsive to said request includ

ing specification of a predetermined quality of
service for transmission. for transmitting said
data elements according to said quality ofservice 10

wherein the means for transmitting said data ele
ments includes means for transferring said data
elements having said quality of service require-
ment through at least one service channel of a
first layer of said network to at least one service 15

channel of a second lower layer of said network
which provides said predetermined quality of ser-
vice.

15. Apparatus according to claim 14, wherein said 20

multilayered network is an open systems inter
connection network.

25

30
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40

45

50

55
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® The present invention provides a data proces
sing system, and method of operating such a
system, for facilitating a connection of a prog
ram on a client computer to a server, the server
consisting of a plurality of server computers
with shared resources. The data processing
system, the dient computer, and the server
computers all reside in a logical network. The
data processing system has an input means for
receiving a request from the client computer for
a machine address of a server computer iden
tified by a server computer name sent with the
request, such a machine address enabling a
connection to be made from the client corn
puter to that server computer via the network. A
storage device is provided by the system for
storing a list identifying server computer names
with machine addresses of the server compu
ters. A conversion means in the system uses the
list to convert the server computer name re
ceived by the input means into the machine
address of the server computer, and then an
output means sends the machine address from
the conversion means to the client computer.
The system is charactarised by decision logic
for studying the server computers at predeter
mined intervals having regard to a predeter
mined test criteria, in order to select one of the
server computers; and writing means for up
dating the list by associating the machine ad
dress for the server computer selected by the
decision logic with a particular server computer
name contained as a generic server computer

name in the list Using this technique, when a
dient computer specifies the generic server
computer name, it receives the machine
address of the server computer identified by the
decision logic.
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The present invention relates to a data process
ing system for facilitating the connection of a program
on a client computer to aserver, the server consisting
ofa plurality of server computers with shared resourc
es.

The data processing system, the client computer,
and the server computers are all resident on a net
work. This network need not be one physical network
such as a Local Area Network (LAN): for instance it
may consist of a numberof LANS orWANS (wide area
networks) connected together (eg. via 'bridges') to
form a single logical network. However the same net
work protocol will be employed throughout the net
work, a typical example of such a protocol being
TCPIIPwhlch will be familiar to those skilled in the art.

In many environments it is increasingly found that
a number of server computers are connected togeth
er using some form of network, ego a LAN. It Is often
the case that several users of client computers will be
connected to one such server computer, whilst other
server computers stand idle. An example of this is
when such computers are situated in workers' offic
es, connected by, for example, a token ring LAN using
the standard TCP/IP network protocol. When workers
are away from their offices, their computers will usu
ally stand idle.

In such situations it is commonly the case that a
few of the computers in the network are heavily load
ed, whilst other computers in the network are very
lightly loaded, giving poor response and performance
for the client computers using the heavily loaded ser
ver computers. Hence there is a problem ofhow to en
able the client user load to be spread more evenly
across the available computing resources of the ser
ver in a mannerwhich is transparent to the client corn
puter and its programs. If transparency is to be ach
ieved, standard protocols need to be observed in or
der that client computers can use a variety of connec
tion methods without modification of any programs
being required.

A prior art technique which has been developed
to provide some sort of load spreading is called "Static
load levelling". With this technique each application
on each client computer has a designated server to
which it always connects. Hence, for example, ifthere
are 200 potential clients of aserver having five server
computers, a pre-specified group of, say, 40 of the cli
ents will be told (or configured) to always connect to
machine 1, etc. On average it may be argued that this
will give a reasonably even load across all of the ser
ver computers. However in practice it is often the
case that, using this technique, a large number of
users ofclient computers are connected to one server
computer, while an adjacent server computer stands
completely idle (eg. given the above example there
could easily be 40 users on one server computer
whilst the other 4 server computers stand idle).
Hence in situations where the user loading changes

from time to time, the prior art static load levelling
technique is not particularly satisfactory. What is re
quired in such instances is a more 'dynamic' techni
que which can respond to changing user loads, and

5 thus direct new users to the most suitable (eg. least
heavily loaded) server computers in the server.

Other prior art techniques can be found in other
environments, such as those where job allocation is
an issue. For instance in "batch processing", a client

10 computer submits an encapsulated task to a central
server, which determines which one of several possi
ble servers is quiet enough to be able to handle the
task. The task is sent to that server, is processed, and
the results are then sent back to the client (e.g. as a

15 results file, or by electronic mail). With a batch proc
essing system, there is a brief connection to the cen
tral server while the job is transferred from the client
to the server allocated by the central server. After this
brief connection the client disconnects, and has no

20 more interaction with the submitted task until it has
been completed, and the results have been passed
back to the client by some means.

However in the situation with which we are cur
rently concerned, the dynamic load levelling techni-

25 que that is required must be able to deal with "inter
active" sessions. Rather like a phone conversation,
the connection between the program on the client
computer and aparticular servercomputer will persist
for the duration of the ·conversation" session. Hence

30 the batch processing concept is inappropriate in the
present situation.

It is possible to write some specific code within a
program on a client computer which contains internal
message-passing systems to route work from that c1i-

35 ent program to acorresponding server program. Such
systems are dedicated only to that particular client
program, and the connection and load-levelling meth
ods are not accessible to other client-server applica
tions. Often, such systems operate by the client con-

40 necting to a specific "host" servercomputer, and from
there the work will be sent to another server for proc
essing. Oearly this technique can result in large bot
tlenecks arising at the "host" server computer.

Hence such a technique Is not suitable in the
45 present situation since it only supports one very spe

cific type of client-server connection, whereas we
need a technique that will allow any client-server con
nection method using the network protocol to be con
nected to a quiet server in a way that is completely

50 transparent to the client program. Further the above
technique relies on an initial connection to the 'cen
tral' host server computer, which then passes the re
quest on to another server computer; as described
above this can potentially create a serious bottle-

55 neck.
It is an object of the present invention to provide

a technique which facilitates a connection between a
client program and a server computer on a server in

2
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away that takes into account the current status of the
server computers forming the server. This technique
must observe standard network protocols and should
operate in a manner which is transparent to the client
program requesting access.

Accordingly the present invention provides a data
processing system for facilitating a connection of a
program on a client computer to a server, the server
consisting of a plurality of server computers with
shared resources, the data processing system, the
client computer, and the server computers residing in
anetwork, the system comprising: input means for re
ceiving a request from the client computer for a ma
chine address of a server computer identified by a
server computer name sent with the request, such a
machine address enabling a connection to be made
from the client computer to that server computer via
the network; a storage device for storing a list identi
fying server computer names with machine address
es of the server computers; conversion means for us
ing the list to convert the server computer name re
ceived by the input means into the machine address
of the server computer; output means for sending the
machine address from the conversion means to the
client computer; the system being characterised by:
decision logic for studying the server computers at
predetermined intervals having regard to predeter
mined test criteria, in order to select one of the server
computers; and writing means for updating the list by
associating the machine address for the server com
puter selected by the decision logic with a particular
server computer name contained as a generic server
computer name in the list; whereby when aclient com
puter specifies the generic server computer name, it
receives the machine address of the server computer
identified by the decision logic.

Typically the conversion means will access the
list from a local piece of storage, the data processing
system having a copier to copy the list from the stor
age device to that piece of memory. In preferred em
bodiments the data processing system further com
prises a messaging means, responsive to the updat
ing of the list by the writing means, for sending a mes
sage to the copier requesting the copier to copy the
updated list into the piece of local memory.

Any manner of predetermined test criteria can be
used in the data processing system of the invention,
for example the amount of idle processor time, the
number of processes running, the amount of free
memory, the "load average", etc. However in prefer
red embodiments the predetermined test criteria are
such that the decision logic identifies the server com
puter having the least number of client programs log
ged on to it

In preferred embodiments the predetermined in
tervals are variable and will either be set by a user of
the system, ego the system administrator, or will be
adjusted dynamically. The user will also set the pre-

determined test criteria to be used by the decision log
ic.

Further in preferred embodiments the user can
limit the number of server computers which the dec~

5 sion logic studies. This may be useful if, for instance,
some of the server computers have not got access to
all of the resources that other server computers have
access to, and so would not be suitable as server
computers to be associated with the generic server

10 computer name.
In some embodiments it may be advantageous to

use a plurality of generic names. Each server name
would then have a number of server computers
whose machine addresses are associated with that

15 generic name, the decision logic employing different
sets of predetermined test criteria for each generic
name. In such embodiments one or more of the ser
ver computers can be associated with a plurality of
the generic names.

20 Viewed from a second aspect the present inven-
tion provides a method ofoperating adata processing
system to facilitate a connection of a program on a c1~

ent computer to a server, the server consisting of a
plunalily of server computers with shared resources,

25 the data processing system, the client computer, and
the server computers residing in a network, the meth
od comprising the steps of: (a) receiving a request
from the client computer for a machine address of a
server computer identified by a server computer

30 name sent with the request, such a machine address
enabling a connection to be made from the client
computer to that server computer via the network; (b)
storing a list identifying server computer names with
machine addresses of the server computers in astor-

35 age device; (c) converting, with reference to the list,
the server computer name received at step (a) into
the machine address of the server computer; (d)
sending the machine address identified at step (c) to
the client computer; the method being characterised

40 by the steps of: (e) employing decision logic to study
the server computers at predetermined intervals hav
ing regard to predetermined test criteria, in order to
select one of the server computers; and (f) updating
the list by associating the machine address for the

45 server computer selected by the decision logic with a
particular servercomputer name contained as a gen
eric server computer name in the list; whereby when
a client computer specifies the generic server corn
puter name at step (a), it receives the machine ad-

50 dress of the server computer identified by the dec~

sion logic.
The present invention will be described further,

by way of example only, with reference to an embod~

ment therof as illustrated in the accompanying draw-
55 ings, in which:

Figure 1 is a block diagram illustrating the data
processing system of the preferred embodiment;
Figure 2 is a flow diagnam illustrating how the de-

3
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cision logic in the data processing system of the
preferred embodiment operates; and
Figure 3 illustrates a particular embodiment
where two generic computer names are used.
In the preferred embodiment we will consider the

situation where the server in question is a high per
formance database server which has its data distrit>
uted across a network of server computers, this ser
ver network hereafter being referred to as a cluster.
Database applications being run by users on client
computers are required to connect to one of the ser
ver computers in the cluster to enable them to access
the data in the database server. By the nature of the
database system, it does not matter which server
computer the client connects to - all of the data is ac
cessible from any server computer in the duster. In
the preferred embodiment the server computers and
the client computers are all interconnected using
TCPIIP on a token ring Local Area Network.

For a large number of users, it is highly desirable
to have a number of users on each of the server com
puters in the server cluster, rather than all users con
necting to (and hence overloading) just one or a few
of the server computers. With a widely varying user
workload profile for the database server, this problem
can only be solved by providing some form of "load
levelling" process, which will allocate new client appli
cation instances to server computers in the cluster
that are most suitable for the client connection (eg.
because they are more lightly loaded than other ser
ver computers). Clearly this process must be dynam
ic, able to respond to changing load conditions over
time. Since the database applications on the client
computers are typically complex and often are sup
plied only in objectcode form, itwould be very difficult
(or impossible) for the system administrator to alter
them, and so it is essential that this allocation is done
in a manner which is entirely transparent to the client
application.

The manner in which the data processing system
of the preferred embodiment solves the above prot>
lems will now be described with reference to Figure 1.

Each client computer in a network using the
TCPIIP protocol (there will typically be many such cli
ent computers) will have been informed by the net
work administrator that it is to communicate with a
particular computer when it wishes to convert a com
puter name of another computer in the network into a
machine address. When utilising the present inven
tion that computerwill be the data processing system
of the preferred embodiment.

Hence when a program running on a client com
puter 20 (for clarity, only one client computer is illu
strated) wishes to obtain access to aserver computer
(40, 50, 60) in the cluster it will communicate with the
data processing system 10 in order to obtain a full In
ternet machine address for the desired server (Inter
net addressing is part of the TCPIIP protocol). With

the prior art technique the dient computer would
specify a server computer name in this communica
tion that was specific to one particular servercomput
er in the duster. The input means 30 of the data proc-

s essing system 10 would receive this server computer
name and pass it to the conversion means 70.

In astorage device 80 ofthe data processing sys
tem a list is maintained which identifies server com
puter names with particular Internet addresses.

10 When the conversion means is initiated the copier 90
copies this list from the storage device 80 into a piece
of local memory 100 accessible by the conversion
means 70. Hence the conversion means will access
the list in memory 100 to find the Internet address of

15 the computer associated with the server computer
name passed to it by the input means 30. This Internet
address will then be provided by the conversion
means to the output means 110 for transmission back
to the dient computer 20.

20 Once the dient computer has the Internet ad-
dress it can then make direct contact with the server
computer residing at the Internet address provided: in
Figure 1 this is server computer 2. Since the TCP/IP
protocol is used any of the access methods that use

25 this protocol can be used to access the server com
puter.

When using the data processing system of the
preferred embodiment the program running on the cli
ent computer 20 will not use the server computer

30 name that it previously used. Instead a generic server
computer name will be used. This generic server
name will either have been placed in the program's
configuration file, or alternatively the user of the pro
gram will specify the generic name when running the

35 program.
Within the data processing system, decision logic

120 is provided which periodically studies the server
computers in the cluster having regard to some pre
determined test criteria, hereafter called the metric

40 string. In the preferred embodiment the metric string
is a list of questions which when answered by the va
rious server computers will enable the decision logic
to decide which server computer is most suitable for
a client connection (the most suitable perhaps being

45 the least heavily loaded server computar). The metric
string can be altered as the system administrator
deems appropriate, depending on what criteria the
administrator wishes to be used to select a server
computer.

50 In the preferred embodiment the decision logic
actually sets up a number of child processes, each
one being responsible for sending the metric string to
a particular server computer and receiving the re
sponse from the server computer.

55 Once the responses have been received the de-
cision logic will collate the responses, decide which
server computer is most suitable, and then request
the writing means 160 to pass the Internet address of

4

ReexamFH_000511

SONY EXHIBIT 1003- Page 511



7 EP 0 648 038 A2 8

that server computer to the storage device for asso
ciation with the generic server computer name. If
however the most suitable server computer is the
same server computer as that identified in the last
iteration of the process then there is no need to up
date the storage device and the writing means will not
be activated.

Once any necessary update to the storage de
vice 80 has been made the messaging means 170will
notify the copier 90 so that the copier updates the lo
cal memory 100 with the new list as stored in the stor
age device 80.

Hence when the dient computer requests a ma
chine address for the generic server computer name
the conversion means 70 accesses the list in memory
100 and identifies a machine address just as it would
if any other server computer name had been given.
However in this instance the machine address actual
ly relates to the server computer in the cluster which
has been identified by the decision logic as the most
suitable (eg. least heavily loaded). When this ma
chine address is passed back to the client computer
20 via the output means 110, the client computer will
proceed to automatically access the server which is
most suitable.

By this approach it will be seen that a dynamic
load levelling facility is provided which is completely
transparent to the client program. As far as the pro
gram is concerned it is requesting a machine address
as normal and is using one ofthe normal TCPIIP ac
cess methods to gain access to the server computer
allocated to it.

In many of todays computing environments (eg
Unix, A1X (Unix is aTrade Mark of Unix Systems lair
oratories Inc» an application is provided to perform
the standard name resolution service (ie receipt of a
computer name and conversion of that computer
name into a full Internet address). This application is
commonly known as a 'nameserver" application, and
is installed on one or more computers in the logical
network. Every other computer in the network is told
to communicate with a specified one of these 'name
server' computers when it wishes to determine an In
ternet address for any other computer in the network.
Hence a nameserver computer provides a resolution
service to client computers by receiving from them a
convenient name given to a particular computer (eg.
abc.def.ghi.com), and converting it into a full Internet
address (eg. 29.1.19.66). This Internet address is
then used by the routing subsystem (TCPIIP) to allow
a client user or application access to the physical
computer (eg "abc" In this example).

In the above example of a computer name, 'abc"
is the physical machine, "der is typically the site lo
cation, "ghi" the organisation, and "com" one of the In
ternet dasses (three such dasses are (com)mercial,
(edu)cation, (mil)itary). Domains and sulrdomains
can also be added as part of this computer name. Ba-

sically the name takes a hierarchical form, with the
finest resolution at the beginning and the coarsest re
solution at the end; this type of naming structure will
of course be well known to those skilled in the art.

5 All TCP/IP-based applications, including remote-
login, remote-shell, telnel, ftp, and also client-server
applications (such as database applications), are
aware of the nameserver facility, and will automati
cally go to the designated nameserver computer to

10 ask for resolution of acomputer name into an Internet
address before attempting to make a connection to
another computer in the network.

Ifwe consider Figure 1again, the standard name
server facility will include the following elements: the

15 input means 30, the conversion means 70 with asso
ciated memory 100, the output means 110, the list
stored in the storage device 80, and the copier 90.

The nameserver application is a"daemon' (back
ground) process which runs on the data processing

20 system; this data processing system may (but need
not) be one of the server computers forming part of
the cluster over which users are to be distributed. In
Unix-type operating systems (eg. AIX by IBM Corpor
ation, Ultrix by Digital Equipment Corporation, OSFI1

25 by the Open Software Foundation, and HP-UX by
Hewlett Packard, etc) this daemon process is called
"named" (name-daemon), and when it is initialised, it
reads aspecial database file (named.data) stored on
the storage device 80 to obtain details of the comput-

30 er names about which it is expected to know (over
which it has "authority"), and the corresponding Inter
net addresses ("dotted decimal", e.g. 29.1.19.66) for
each computer name. Whilst the name daemon is op
erating, it can be forced to re-read the information

35 from the named.data database file by the sending of
an inter-process signal to the name daemon process
telling it to update its internal tables 100 from the da
tabase file (named.data).

In the preferred embodimentofthe present inven-
40 tion we provide a further facility which runs on the

same computer as the nameserver application
("named"), and interfaces with it. A 'generic' comput
er name is introduced into the database file
(named.data), which refers not to one specific com-

45 puter, but to anyone of a number of computers offer
ing equivalent functionality. For example, the generic
name might be "server.c1uster.def.ghLcom"; a client
program requesting aconnection to 'server.cluster' is
requesting connection to anyone of the computers in

50 the server duster.
The further facility provided by the preferred em

bodiment will be referred to hereafter as the "User
load leveller" (Ull) application. This application is
responsible for deciding which server computer in the

55 cluster is currently the least heavily loaded, according
to some appropriate metric, and for conveying this in
formation to the nameserver application. Then sub
sequent requests for resolution of the generic server

5
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computer name to an Internet address result in the
nameserver application sending back to the client
computer the Internet address of the server computer
which has been deemed to be the most appropriate
server computer for connection at that point in time.

The ULL application consists of the following ele
ments from figure 1: the decision logic 120 with child
processes 130, 140, 150; the writing means 160; and
the messaging means 170. As described earlier with
reference to Figure 1 the ULLapplication periodically
(at a frequency which can varied (eg. tuned by a sys
tem administrator or dynamically adjusted» polls the
server computers in the duster to determine how
"busy" in some sense they are. The metric used may
vary, depending on the type of work which is being
handled by the duster, but may for example indude
the number of login sessions, number of application
instences running, number of idle cpu cycles since the
last poll, etc. The metric can be altered to ensure that
it is appropriate to a specific situation.

Based on the results of this polling, and taking
into account the situation where a server computer in
the cluster is too busy to respond to the stetus request
within a certain number of seconds, the ULL applica
tion decides which machine is currently the least
heavily loaded. The ULL application then modifies
the database file (named.data) to associate the gen
eric cluster machine name with the Internet address
of this least heavily loaded machine, and sends the
special inter-process signal via the messaging means
170 which tells the nameserver application to re-read
its database file. The nameserver application will
then, in response to a name resolution request from
a client program, resolve the generic server computer
name into the Internet address of the most appropri
ate server computer in the duster for the dient pro
gram to connect to.

The process carried out by the decision logic 120
of the preferred embodiment will now be described in
more detail with reference to Figure 2. At step 200 the
ULL application is initialised. A number of steps are
carried out at initialisation. For example the applica
tion: checks for multiple copies of the ULL application
in memory; cleans up from a previous run of the ap
plication (by freeing up system resources such as
memory,locks and semaphores still held in the name
of the previous instance of the ULL application); and
locates the nameserver application (named) and its
data file (named.data). The ULL application then
parses its configuration file to read information de
fined by the system administrator, such as the metric
strings, poll periods, identities of server computers in
the cluster, etc. Further the ULL application generates
a number of ·child" processes - one per server corn
puter - which are each responsible for polling the ac
tivity of one designated server.

Once the initialisation has been completed the
process enters a main loop which executes until the

ULL application is terminated. At steps 210, 220, 230
and 240 the child processes send a metric string (as
defined by the system administrator) to each server
computer in the duster, await responses from those

5 computers, and then wait for a trigger signal from the
main ULL application.

Once the trigger signal has been sent by the main
application the responses are sent by the child proc
esses to the main application. The main application

fO then collates the activity results received from the
child processes (step 250), and based on predeter
mined test criteria identifies the mostappropriate ser
ver computer (the "least busy" server computer) at
step 260. At step 270 it is determined whether the ser-

f5 ver computer identified at step 260 differs from the
current nominated server computer. If itdoes then the
process advances to step 290, at which point the
nameserver's data file (named.data) is modified.
Further at step 300 a notification signal is sent to the

20 nameserver application (named) to tell it to update its
internal information from the data file.

The process then proceeds to step 280. If at step
270 it is determined that the server computer identi
fied at step 260 is the same as the current nominated

25 server computer then the process moves straight to
step 280 without steps 290 and 300 being carried out.
Writing to and reading from the data file are time con
suming activities and so steps 290 and 300 should
only be performed when necessary (ie when the

30 "least busy· server computer changes).
At step 280 the process waits until the end of the

"poll period". This period is the predetermined interval
(as defined by the system administrator) between
successive studies of the server computers by the

35 ULL application. Once the poll period has expired the
process loops back to steps 210-240 and the main
loop is repeated.

Having discussed the preferred embodiment a
few possible alterations will now be discussed. Firstly

4C more than one generic server computer name can be
added to the list in storage device 80 (the named.data
file). Each generic name could be associated with a
particular group of server computers, these groups
being either completely separate or having a few ser-

45 ver computers common to a plurality of the groups.
Indeed one group may be a subset of another group.
As an example consider Figure 3. Aserver duster410
comprises eight server computers 400. All eight ser
ver computers have access to a main body of data,

50 but only four of them have access to some further
(possibly more confidential) data.

In this situation two generic names could be gen
erated, ego "general.c1uster" and "specific.c1uster".
Anyone oflhe eight computers (enclosed by ring 430)

55 can be associated with the former generic name, but
only the four enclosed by ring 420 can be associated
with the latter generic name, since only those four
have access to the further (confidential) data.

6
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The system administrator can then set up the
metricstring to be used when studying all eight server
computers, or when studying only the four in ring 420;
the metric string could be the same in both instances
but need not be. If a dient application needs access
to the confidential information then it would request
access to "speclfic.duster", but if an application only
needed access to the general information then it
would request access to "general.duster".

By this approach an application which only needs
access to the general information will always be con
nected to the least busy server computer, whilst an
application which needs access to the further (confi
dential) information will be given the machine address
of the least busy server computer that can actually
provide the necessary service; this mayor may not be
the least busy server computer in the network.

In preferred embodiments a further feature is
provided to enable the decision logic to temporarily
implement a "round-robin" metric instead of the
above described 'studying' process. The round-robin
principle will be familiar to those skilled in the art; ba
sically when a dient application requests access to a
server computer it is assigned a particular server
computer, and when the next request is received then
that application is assigned the next server computer
in the duster, and so on. In this way the server com
puters are rotated so that each successive server ac
cess is made on a different server computer to the
previous server access. Alternatively the server com
puters can be rotated at fixed time intervals rather
than after each access request.

Although the round-robin technique does not
have regard to the loading on any of the server com
puters, and so there is no determination of the least
busy server computer, there are certain situations
(eg. where there are lots of dient applications which
only take a short amount of database connection
time) where a round-robin approach is acceptable. To
implement the round robin approach the decision log
ic 120 would ask the writing means 160 to update the
storage device 80 after each access request has
been handled (or at fixed time intervals if the alterna
tive approach is used), so that the generic name is al
ways associated with successive servercomputers in
the cluster in turn.

From the above description itwill be clear thatthe
system of the preferred embodiment has a number of
advantages. Firstly the technique dynamically allo
cates new dient users and applications to the server
computer which is least heavily loaded at the time
they make the connection, thus ensuring an even dis
tribution of users and applications across all of the
available server computers. The client computer only
briefly contacts the data processing system of the
preferred embodiment to resolve the generic comput
er name Into a machine address. Completely stan
dard access methods (eg. as provided by TCPIIP) are

then used to make the connection, thus avoiding any
proprietary protocols or any need to modify access
methods or applications, and so providing fully trans
parent user load levelling.

5 Secondly the technique of the preferred embodi-
ment does not involve any modification to the name
server code - the User Load Leveller application in
terfaces with the standard code (eg. "named" as ship
ped with the unix!AIX operating system). It would be

10 possible to provide similar functionality to that descri
bed here by producing a modified version of the
nameserver code. However, avoiding this brings ma
jor advantages from both marketing and maintenance
points of view.

15 Further the technique can be operated without re-
quiring any modification to the server computers.
They are accessed in a standard way after the gen
eric server computer name has been used to provide
the client computer with a machine address.

20 Another advantage is that the key parameters,
such as the time interval between polls of the server
computers in the duster and the metric used to deter
mine which server computer is least heaVily loaded,
can be altered and tuned by a local system adminis-

25 trator, allowing the system to be optimised for a par
ticular situation.

The above described ULL application could be
supplied as a separate tool to enhance the useability
of parallel and distributed systems, or could be ship-

30 ped with the nameserver application.

Claims

35 1. A data processing system for facilitating a con
nection of a program on a dient computer to a
server, the server consisting of a plurality of ser
ver computers with shared resources, the data
processing system, the client computer, and the

4() server computers residing in a network, the sys
tem comprising:
input means for receiving a request from the di
ent computer for a machine address of a server
computer identified by a server computer name

45 sent with the request, such a machine address
enabling a connection to be made from the dient
computer to that server computer via the net
work;
a storage device for storing a list identifying ser-

50 ver computer names with machine addresses of
the server computers;
conversion means for using the list to convert the
server computer name received by the input
means into the machine address of the server

55 computer;
output means for sending the machine address
from the conversion means to the dlent comput
er;
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the system being characterised by: plurality of server computers with shared re-
decision logic for studying the server computers sources, the data processing system, the client
at predetermined intervals having regard to pre- computer, and the server computers residing in a
determined test criteria, in order to select one of network, the method comprising the steps of:
the server computers; and 5 (a) receiving arequestfrom the client comput-
writing means for updating the list by associating er for a machine address of aservercomputer
the machine address for the server computer se- identified by a server computer name sent
lected by the decision logic with a particular ser- with the request, such a machine address
vercomputer name contained as ageneric server enabling aconnection to be made from the c1i-
computer name in the list; 10 ent computer to that server computer via the
whereby when a client computer specifies the network;
generic server computer name, it receives the (b) storing a list identifying server computer
machine address of the server computer identi- names with machine addresses of the server
fied by the decision logic. computers in a storage device;

15 (c) converting, with reference to the list, the
2. A system as claimed in Claim 1 further compris- server computer name received at step (a)

ing: into the machine address of the server com-
a copier to copy the list from the storage puter;

device to a piece of memory accessible by the (d) sending the machine address identified at
conversion means; 20 step (c) to the client computer;

amessaging means, responsive to the up- the method being characterised by the steps
dating of the list by the writing means, for sending of:
a message to the copier requesting the copier to (e) employing decision logic to study the ser-
copy the updated list into the piece of local mem- ver computers at predetermined intervals
ory. 25 having regard to predetermined testcriteria, in

order to select one of the server computers;
3. Asystem as claimed in Claim 1orClaim2,where- and

in the predetermined test criteria are such that the (t) updating the list by associating the ma-
decision logic identifies the server computer hav- chine address for the server computer select-
ing the least number of client progrems logged on 30 ed by the decision logic with a particular ser·
to il ver computer name contained as a generic

server computer name in the list;
4. A system as claimed in any of claims 1 to 3, whereby when a client computer specifies the

wherein the predetermined intervals are variable. generic server computer name at step (a), it re-
35 ceives the machine address of the server com-

5. A system as claimed in any preceding claim, puter identified by the decision logic.
wherein the predetermined test criteria are set by
a user of the system. 10. A method as claimed in Claim 9 further compris-

ing the steps of:
6. A system as claimed in any preceding claim, 40 copying the list from the storage device to

wherein the user can limit the number of server a piece of memory accessible at the conversion
computers which the decision logic studies. step (c);

repeating, in response to the updating of
7. A system as claimed in any preceding claim the list at step (t), the copying step to ensure that

wherein a plurality of generic names are used, 45 the updated list is copied Into the piece of local
each one having a number of server computers memory.
whose machine addresses are associated with
that generic name, the decision logic employing 11. A method as as claimed in claim 9 or claim 10,
different sets of predetermined test criteria for wherein the predetermined intervals are set by a
each generic name. 50 user of the system.

8. A system as claimed in Claim 7, wherein one or 12. A method as claimed in any of claims 9 to 11,
more of the server computers are associated with wherein the predetermined test criteria are set by
a plurality of the generic names. a user of the system.

55

9. A method of operating a data processing system 13. A method as claimed in any of claims 9 to 12,
to facilitate a connection of a program on a client wherein the user can limit the number of server
computer to a server, the server consisting of a computers which the decision logic studies.

8
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14. A method as claimed in any of claims 9 to 13,
wherein a plurality of generic names are used,
each one having a number of server computers
whose machine addresses are associated with
that generic name, the decision logic employing 5

different sets of predetermined test criteria for
each generic name.

15. A method as claimed in Claim 14, wherein one or
more of the servercomputers are associated with 10

a plurality of the generic names.
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(54) Point-to-point communication using e-mail to establish dynamic network addresses

(57) In a computer system having an audio trans
ducer and a display device and being operatively cou
pled to other computers over a computer network (24),
such as the Internet, means are included for establish
ing a point-to-point communication link between proc
esses. The means provide for transmitting from a first
processing unit (12) to the Internet an E-mail signal.in-

eluding a first IP address assigned to the first processing
unit, and for processing the E-mail signal through the
Internet to deliver the E-mail signal to a second process
ing unit (22). Further means are provided for transmit
ting a second IP address to the first processing unit for
establishing a point-to-point communication link be
tween the first and second processing units through the
Internet.
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BRIEF DESCRIPTION OFTHE DRAWINGS

[0011] The features of the invention will become more

SUMMARY OF THE INVENTION

[0009) In a system for enabling point-to-point commu
nications between a plurality of processing units over
the Internet, means are provided for establishing a
point-to-point communication link between a first
processing unit and a second processing unit. The in
vention, as defined in the claims, comprises (a) means
for transmitting from a first processing unitto the Internet
an E-mail signal, including a first IP address assigned
to the first processing unit, (b) means for processing the
E-mail signal through the Internet to deliver the E-mail
signal to a second processing unit and (c) means for
transmitting a second IP address to the first processing
unit for establishing a point-to-point communication link
between the first and second processing units through
the Intemet.
[0010] The invention is in particular suitable for being
used in connection with computer networks, such as the
Internet, wherein the processing unit does not have a
fixed or predetermined network protocol address. The
invention thus provides for a protocol wherein a calling
processing unit transmits by E-mail its dynamically as
signed network protocol address, or IP address, directly
to the called processing unit. The called processing unit
then transmits its dynamically assigned IP address to
the calling processing unit also via E-mail message.

5

and mechanisms known as reflectors.
[0006) A technique for matching domain names to In
ternet Protocol addresses is described in the text enti-
tled "Internetworking With TCP/IP", 2nd Edition, by
Douglas E. Comer, November 1992, Prentice Hall, En
glewood Cliffs, New Jersey, U.S.A. Comer describes a
domain name system and cooperative systems of name
servers for matching domain names to network ad
dresses. Each name server is a server program that

10 supplies mapping of domain names to IP addresses.
The system described in Comer, however, is not de
signed for use with network nodes whose network
names or name to address bindings change frequently.
[0007) International Publication WO 92119054 dis-

15 closes a network monitoring system including an ad
dress tracking module which uses passive monitoring
of all packet communications over a local area network
to maintain a name table of IP address mappings. The
disclosed address tracking module is capable of monl-

20 toring only a small number of nodes on a local area net
work and is not suitable for use with a multitude of nodes
over a wide area network.
[0008) Due to the dynamic nature of temporary IP ad
dresses of some devices accessing the Internet, point-

25 to-point communications in real-time of voice and video
have been generally difficult to attain.

FIELD OF THE INVENTION

[0002] The increased popularity of on-line services
such as AMERICA ONLINE (TM), COMPUSERVE (R),
and other services such as Internet gateways have
spurred applications to provide multimedia contents, in
cluding video and voice clips, to online users. An exam-
ple of an online voice clip application is VOICE E-MAIL
FOR WINCIM and VOICE E-MAIL FOR AMERICA ON
LINE (TM), available from Bonzi Software, as described
in "Simple Utilities Send Voice E-Mail Online", MULTI
MEDIA WORLD, VOL. 2, NO.9, August 1995, p. 52.
Using such Voice E-Mail software, a user may create an
audio message to be sent to a predetermined E-mail ad
dress specified by the user.
[0003) Generally, devices interfacing with the Internet
and other online services may communicate with each
other upon establishing respective device addresses.
One type of device address is the Intemet Protocol (IP)
address, which acts as a pointer to the device assodat- 30

ed with the IP address. A typical device may have a Se-
rial Line Internet Protocol or Point-to-Point Protocol
(SLIP/PPP) account with a permanent IP address for re
ceiving E-mail, voicemail, and the like over the Intemet.
E-mail and voicemail is generally intended to convey 35

text, audio, etc., with any routing information such as an
IP address and routing headers generally being consid
ered an artifact of the communication, or even gibberish
to the recipient.
[0004) Devices such as a host computer or server of 40

a company may include multiple modems forconnection
of users to the Intemet, with a temporary IP address al
located to each user. For example, the host computer
may have a generallP address "XXX.XXX.XXX", and
each user may be allocated a successive IP address of 45

XXX.XXX.XXX.10, XXX.XXX.XXX.11, XXX.XXX.XXX.
12, etc. Such temporary IP addresses may be reas
signed or recycled to the users, for example, as each
user is successively connected to an outside party. For
example, a host computer of a company may support a 50

maximum of 254 IP addresses which are pooled and
shared between devices connected to the host compu-
ter.
[0005) Permanent IP addresses of users and devices
accessing the Internet readily support point-to-point 55

communications of voice and video signals over the In
ternet. For example, global real-time video conferencing
has been implemented using dedicated IP addresses

BACKGROUND OF THE INVENTION

Description

[0001] The present invention relates in general to data
processing systems, and more specifically, to an appa
ratus, a method and a computer program product for fa
cilitating audio communications over computer net
works.
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readily apparent and may be better understood by re
ferring to the following detailed description of an Illustra
tive embodiment of the present invention, taken in con
junction with the accompanying drawings, in which:

FIG. 1 illustrates, in block diagram format, a system
for the disclosed point-to-point Internet protocol;
FIG. 2 illustrates, in block diagram format, the sys
tem using a secondary point-to-point Internet pro
tocol;
FIG. 3 illustrates, in block diagram format, the sys
tem of FIGS. 1-2 with the point-to-point Internet pro

tocol established;
FIG. 4 is another block diagram of the system of
FIGS 1-2 with audio communications being con
ducted;
FIG. 5 illustrates a display screen for a processing
unit;

FIG. 6 illustrates another display screen for a
processing unit;
FIG. 7 illustrates a flowchart of the initiation of the
point-to-point Internet protocols;
FIG. 8 illustrates a flowchart of the performance of
the primary point-to-point Internet protocols; and
FIG. 9 illustrates a flowchart of the performance of
the secondary point-to-point Internet protocol.

DETAilED DESCRIPTION

[0012] Referring now in specific detail to the drawings,
with like reference numerals identifying similar or iden
tical elements, as shown in FIG. 1, the present disclo
sure describes a point-to-point network protocol and
system 10 for using such a protocol.
[0013] In an exemplary embodiment, the system 10
includes a first processing unit 12 for sending at least a
voice signal from a first user to a second user. The first
processing unit 12 includes a processor 14, a memory
16, an input device 18, and an output device 20. The
output device 20 includes at least one modem capable
of, for example, 14.4 kbaud communications and oper
atively connected via wired and/or wireless communi
cation connections to the Internet or other computer net
works such as an Intranet, I.e., a private computer net
work. One skilled in the art would understand that the
input device 18 may be implemented at least in part by
the modem of the output device 20 to allow input signals
from the communication connections to be received.
The second processing unit 22 may have a processor,
memory, and input and output devices, including at least
one modem and associated communication connec
tions, as described above for the first processing unit
12. In an exemplary embodiment, each of the process
ing units 12,22 may execute the WEBPHONETM Inter
net telephony application available from NetSpeak Cor
poration, Boca Raton, Fl, which is capable of perform
ing the disclosed point-to-point Internet protocol and
system 10, as described herein.

[0014] The first processing unit 12 and the second
processing unit 22 are operatively connected to the in
ternet 24 by communication devices and software
known in the art, such as an Internet Service Provider

5 (ISP) or an Internet gateway. The processing units 12,
22 may be operatively interconnected through the Inter

net 24 to a connection server 26, and may also be op
eratively connected to a mail server 28 associated with
the Internet 24.

10 [0015] The connection server 26 includes a processor
30, a timer32 for generating time stamps, and a memory
such as a database 34 for storing, for example, E-mail
and Internet Protocol (IP) addresses of logged-in units.
In an exemplary embodiment, the connection server 26

15 may be a SPARC 5 server or a SPARC 20 server, avail
able from SUN MICROSYSTEMS, INC., Mountain View,
CA, having a central processing unit (CPU) as proces
sor 30, an operating system (OS) such as UNIX, for pro
viding timing operations such as maintaining the timer

20 32, a hard drive or fixed drive, as well as dynamic ran
dom access memory (DRAM) for storing the database
34, and a keyboard and display and/or other input and
output devices (not shown in FIG. 1). The database 34
may be an Sal database available from ORACLE or

25 INFORMIX.
[0016] In an exemplary embodiment, the mail server
28 may be a Post Office Protocol (POP) Version 3 mail
server including a processor, memory, and stored pro
grams operating in a UN IX environment, or, altemative-

30 Iy, another OS, to process E-mail capabilities between
processing units and devices over the Internet 24.
[0017] The first processing unit 12 may operate the
disclosed point-to-point Internet protocol by a computer
program described hereinbelow in conjunction with FIG.

35 6, which may be implemented from compiled and lor in
terpreted source code in the C++ programming lan
guage and which may be downloaded to the first
processing unit 12 from an external computer. The op
erating computer program may be stored in the memory

40 16, which may Include about 8 MB RAM and/or a hard
or fixed drive having about 8 MB. Alternatively, the
source code may be implemented in the first processing
unit 12 as firmware, as an erasable read only memory
(EPROM), etc. It is understood that one skilled in the art

45 would be able to use programming languages other than
C++ to implement the disclosed point-to-point network
protocol and system 10.
[0018] The processor 14 receives input commands
and data from a first user associated with the first

50 processing unit 12 though the input device 18, which
may be an Input port connected by a wired, optical, or
a wireless connection for electromagnetic transmis
sions, or alternatively may be transferable storage me
dia, such as floppy disks, magnetic tapes, compact

55 disks, or other storage media including the input data
from the first user.
[0019] The input device 18 may include a user inter
face (not shown) having, for example, at least one but-
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ton actuated by the user to input commands to select
from a plurality of operating modes to operate the first
processing unit 12. In alternative embodiments, the in
put device 18 may include a keyboard, a mouse, a touch
screen, and/or a data reading device such as a disk
drive for receiving the input data from input data files

stored in storage media such as a floppy disk or, for ex
ample, an 8 mm storage tape. The input device 18 may
alternatively include connections to other computer sys
tems to receive the input commands and data there
from.
[0020) The first processing unit 12 may include a vis

ual interface for use in conjunction with the input device
18 and output device 20 similar to those screens illus
trated in FIGS. 5-6, discussed below. It is also under
stood that alternative devices may be used to receive
commands and data from the user, such as keyboards,
mouse devices, and graphical user interfaces (GUI)
such as WINDOWSTM 3.1 available form MICROSOFT
Corporation, Redmond, WA., and other operating sys
tems and GUls, such as OS/2 and OS/2 WARP, availa
ble from IBM CORPORATION, Boca Raton, FL.
Processing unit 12 may also include microphones and/
or telephone handsets for receiving audio voice data

and commands, speech or voice recognition devices,
dual tone muitifrequency (DTMF) based devices, and/
or software known in the art to accept voice data and
commands and to operate the first processing unit 12.
[0021) In addition, either of the first processing unit 12
and the second processing unit 22 may be implemented
in a personal digital assistant (PDA) prOViding modem
and E-mail capabilities and Intemet access, with the
PDA providing the input/output screens for mouse inter
actions or for touchscreen activation as shown, for ex
ample, in FIGS. 5-6, as acombination ofthe input device
18 and output device 20.

[0022) For clarity of explanation, the illustrative em
bodiment of the disclosed point-to-point Internet proto
col and system 10 is presented as having individual
functional blocks, which may include functional blocks
labeled as ·processor" and ·processing unit·. The func
tions represented by these blocks may be provided

through the use of either shared or dedicated hardware,
including, but not limited to, hardware capable of exe
cuting software. For example, the functions of each of
the processors and processing units presented herein
may be provided by a shared processor or by a plurality
of individual processors. Moreover, the use of the func
tional blocks with accompanying labels herein is not to
be construed to refer exclusively to hardware capable
of executing software. Illustrative embodiments may in
clude digital signal processor (DSP) hardware, such as
the AT&T DSP 16 or DSP32C, read-only memory (ROM)
for storing software performing the operations dis
cussed below, and random access memory (RAM) for
storing DSP results. Very large scale integration (VLSI)
hardware embodiments, as well as custom VLSI circuit
ry in combination with a general purpose DSP circuit,

may also be provided. Any and all of these embodiments
may be deemed to fail within the meaning of the labels
for the functional blocks as used herein.
[0023) The processing units 12, 22 are capable of

5 placing calls and connecting to other processing units
connected to the Internet 24, for example, via dialup

SLiP/PPP lines. In an exemplary embodiment, each
processing unit assigns an unsigned long session
number, for example, a 32- bit long sequence in a •. ini

10 file for each call. Each call may be assigned a succes
sive session number in sequence, which may be used
by the respective processing unit to associate the call

with one of the SLiP/PPP lines, to associate a <Connec
tOK> response signal with a <Connect Request> signal,

15 and to allow for multiplexing and demultiplexing of in
bound and outbound conversations on conference
lines, as explained hereinafter.
[0024) For callee (or called) processing units with
fixed IP addresses, the caller (or calling) processing unit

20 may open a ·socket", I.e. a file handle or address indi
cating where data Is to be sent, and transmit a <Call>
command to establish communication with the callee
utilizing, for example, datagram services such as Inter
net Standard network layering as well as transport lay-

25 ering, which may include a Transport Control Protocol
(fCP) or a User Datagram Protocol (UDP) on top of the
IP. Typically, a processing unit haVing a fixed IP address
may maintain at least one open socket and a called
processing unit waits for a <Call> command to assign

30 the open socket to the incoming signal. If all lines are in
use, the callee processing unit sends a BUSY signal or
message to the calleeprocessing unit. As shown in FIG.
1, the disclosed point-to-point Intemet protocol and sys
tem 10 operate when a callee processing unit does not

35 have a fixed or predetermined IP address. In the exem
plary embodiment and without loss of generality, the first
processing unit 12 is the caller processing unit and the
second processing unit 22 is the called processing unit.
When either of processing units 12, 22 logs on to the

40 Internet via a dial-Up connection, the respective unit is
provided a dynamically allocated IP address by the a
connection service provider.
[0025) Upon the first user initiating the point-to-point
Internet protocol when the first user is logged on to the

45 Internet 24, the first processing unit 12 automatically
transmits its associated E-mail address and its dynam
ically allocated IP address to the connection server 26.
The connection server 26 then stores these addresses
in the database 34 and time stamps the stored address-

50 es using timer 32. The first user operating the first
processing unit 12 Is thus established In the database
34 as an active on-line party available for communica
tion using the disclosed point-to-point Internet protocol.
Similarly, a second user operating the second process-

55 ing unit 22, upon connection to the Internet 24 through
the a connection service provider, is processed by the
connection server 26 to be established in the database
34 as an active on-line party.
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5

independent of the primary point-to-point Internet pro
tocol. In the disclosed secondary point-to-point Intemet
protocol, the first processing unit 12 sends a <Connec-
tRequest> message via E-mail over the Internet 24 to
the mail server 28. The E-mail including the <Connec
tRequest> message may have, for example, the subject

['wp#XXXXXXXX#nnn.nnn.nnn.#emaiiAddrl
where nnn.nnn.nnn.nnn. is the current (Le. temporary
or permanent) IP address of the first user, and

to XXXXXXXX is a session number, which may be unique
and associated with the request olthe first user to initiate
point-to-point communication with the second user.
[0032J As described above, the first processing unit
12 may send the <ConnectRequest> message in re-

t5 sponse to an unsuccessful attempt to perform the pri
mary point-to-point Internet protocol. Alternatively, the
first processing unit 12 may send the <Connec
tRequest> message in response to the first user initiat-
ing a SEND command or the like.
[0033J After the <ConnectRequest> message via E
mail is sent, the first processing unit 12 opens a socket
and waits to detect a response from the second process
ing unit 22. A timeout timer, such as timer 32, may be
set by the first processing unit 12, in a manner known
in the art, to wait for a predetermined duration to receive
a <ConnectOK> signal. The processor 14 of the first
processing unit 12 may cause the output device 20 to
output a Ring signal to the user, such as an audible ring-
ing sound, about every 3 seconds. For example, the
processor 14 may output a '.wav file, which may be la
beled RINGWAV, which is processed by the output de-
vice 20 to output an audible ringing sound.
[0034J The mail server 28 then polls the second
processing unit 22, for example, every 3-5 seconds, to
deliver the E-mail. Generally, the second processing
unit 22 checks the incoming lines, for example, at reg-

ular intervals to wait for and to detect incoming E-mail
from the mail server 28 through the Intemet 24.
[0035J Typically, for sending E-mail to users having
associated processing units operatively connected to a
host computer or server operating an Internet gateway,
E-mail for a specific user may be sent over the Intemet
24 and directed to the permanent IP address or the
SLiP/PPP account designation of the host computer,
which then assigns a temporary IP address to the
processing unit of the specified user for properly routing
the E-mail. The E-mail signal may include a name or
other designation such as a user name which identifies
the specific user regardless of the processing unit as-

50 signed to the user; that is, the host computer may track
and store the specific device where a specific user is
assigned or logged on, independent of the IP address
system, and sothe host computermay switch the E-mail
signal to the device of the specific user. At that time, a
temporary IP address may be generated or assigned to
the specific user and device.
[0036J Upon detecting and/or receiving the incoming
E-mail signal from the first processing unit 12, the sec-

[0026) The connection server 26 may use the time
stamps to update the status of each processing unit; for
example, after 2 hours, so that the on-line status infor
mation stored in the database 34 is relatively current.
Other predetermined time periods, such as a default val
ue of 24 hours. may be configured by a systems oper

ator.
[0027) The first user with the first processing unit 12
initiates acall using, for example, a Send command and!
or a command to speeddial an NTH stored number,
which may be labeled [SND] and [SPD)[N], respectively,
by the input device 18 and/or the output device 20, such
as shown in FIGS. 5-6. In response to either the Send
or speeddial commands, the first processing unit 12 re
trieves from memory 16 a stored E-mail address of the
callee corresponding to the NTH stored number. Alter
natively, the first user may directly enter the E-mail ad
dress of the callee.

[0028) The first processing unit 12 then sends a query,
including the E-mail address of the callee, to the con- 20

nection server 26. The connection server 26 then
searches the database 34 to determine whether the cal-
lee is logged-in by finding any stored information corre
sponding to the callee's E-mail address indicating that
the callee is active and on-line. If the callee is active and 25

on-line, the connection server 26 then performs the pri
mary point-to-point Internet protocol; Le. the IP address
of the callee is retrieved from the database 34 and sent
to the first processing unit 12. The first processing unit
12 may then directly establish the point-to-point Internet 30

communications with the callee using the IP address of
the callee.
[0029) If the callee is not on-line when the connection
server 26 determines the callee's status, the connection
server 26 sends an OFFLINE signal or message to the 35

first processing unit 12. The first processing unit 12 may

also display a message such as 'Called Party Off-Line"
to the first user.
[0030) When a user logs off or goes off-line from the
Intemet 24, the connection server 26 updates the status 40

olthe user in the database 34; for example, by removing
the user's information, or by flagging the user as being

off-line. The connection server 26 may be instructed to
update the user's information in the database 34 by an
off-line message, such as a data packet, sent automat- 45

ically from the processing unit of the user prior to being
disconnected from the connection server 26. According-
ly, an off-line user is effectively disabled from making
and/or receiving point-to-point Internet communica
tions.
[0031) As shown in FIGS. 2-4, the disclosed second
ary point-to-point Internet protocol may be used as an
altemative to the primary point-to-polnt Internet protocol
described above, for example, if the connection server
26 is non-responsive, inoperative, and/or unable to per- 55

form the primary point-to-point Internet protocol, as a
non-responsive condition. Altematively, the disclosed
secondary point-to-point Internet protocol may be used
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ond processing unit 22 may assign or may be assigned
a temporary IP address. Therefore, the delivery of the
E-mail through the Intemet 24 provides the second
processing unit 22 with a session number as well as IP
addresses of both the first processing unit 12 and the
second processing unit 22.

[0037] Point-to-point communication may then be es
tablished by the processing unit 22 processing the E·
mail signal to extract the <ConnectRequest> message,
including the IP address of the first processing unit 12
and the session number. The second processing unit 22
may then open a socket and generate a <ConnectOK>
response signal, which includes the temporary IP ad
dress of the second processing unit 22 as well as the
session number of the first processing unit.
[0038] The second processing unit 22 sends the
<ConnectOK> signal directly over the Internet 24 to the
IP address of the first processing unit 12 without
processing by the mail server 28, and a timeout timer of
the second processing unit 22 may be set to wait and
detect a <Call> signal expected from the first processing
unit 12.
[0039] Realtime point-to-point communication of au
dio signals over the Intemet 24, as well as video and
voicernail, may thus be established and supported with
out requiring permanent IP addresses to be assigned to
either of the users or processing units 12, 22. For the
duration of the realtime point-to-point link, the relative
permanence of the current IP addresses of the process
ing units 12, 22 is sufficient, whether the current IP ad
dresses were permanent (I.e. predetermined or preas
signed) or temporary (i.e. assigned upon initiation of the
point-to-point communication).
[0040] In the exemplary embodiment, a first user op
erating the first processing unit 12 is not required to be
notified by the first processing unit 12 that an E-mail is
being generated and sent to establish the point-to-point
link with the second user at the second processing unit
22. Similarly, the second user is not required to be no
tified by the second processing unit 22 that an E-mail
has been received and/or a temporary IP address is as
sociated with the second processing unit 22. The
processing units 12, 22 may perform the disclosed
point-to-point Internet protocol automatically upon initi
ation of the point-to-point communication command by
the first user without displaying the E-mail interactions
to either user. Accordingly, the disclosed point-to-point
Intemet protocol may be transparent to the users. Alter
natively, either of the first and second users may re
ceive, for example, a brief message of 'CONNECTION
IN PROGRESS" or the like on a display of the respective
output device of the processing units 12, 22.
[0041] After the initiation of either the primary or the
secondary point-to-point Internet protocols described
above in conjunction with FIGS. 1-2, the point-to-point
communication link over the Internet 24 may be estab
lished as shown in FIGS. 3-4 in a manner known in the
art. For example, referring to FIG. 3, upon receiving the

<ConnectorOK> signal from the second processing unit
22, the first processing unit 12 extracts the IP address
of the second processing unit 22 and the session
number, and the session number sent from the second

5 processing unit 22 is then checked with the session
number originally sent from the first processing unit 12

in the <ConnectRequest> message as E-mail. If the
session numbers sent and received by the processing
unit 12 match, then the first processing unit 12 sends a

10 <Call> signal directly over the Internet 24 to the second
processing unit 22; i.e. using the IP address of the sec
ond processing unit 22 provided to the first processing
unit 12 in the <ConnectOK> signal.
[0042] Upon receiving the <Call> signal, the second

15 processing unit 22 may then begin a ring sequence, for
example, by indicating orannunciating to the second us
er that an incoming call is being received. For example,
the word 'CALL" may be displayed on the output device
of the second processing unit 22. The second user may

20 then activate the second processing unit 22 to receive
the incoming call.
[0043] Referring to FIG. 4, after the second process
ing unit 22 receives the incoming call, realtime audio
and/or video conversations may be conducted in a man-

25 ner known in the art between the first and second users
through the Internet 24, for example, by compressed
digital audio signals. Each of the processing units 12,
22 also display to each respective user the words "IN
USE' to indicate that the point-to-point communication

30 link is established and audio or video signals are being
transmitted.
[0044] In addition, either user may terminate the
point-to-point communication link by, for example, acti
vating a termination command, such as by activating an

35 [END] button or icon on a respective processing unit,
causing the respective processing unit to send an
<End> signal which causes both processing units to ter
minate the respective sockets, as well as to perform oth
er cleanup commands and functions known in the art.

40 [0045] FIGS. 5-6 illustrate examples of dispiay
screens 36 which may be output by a respective output
device of each processing unit 12, 22 of FIGS. 1-4 for
providing the disclosed point-to-point Internet protocol
and system 10. Such display screens may be displayed

45 on a display of a personal computer (PC) or a PDA in a
manner known in the art.
[0046] As shown in FIG. 5, a first display screen 36
includes a status area 38 for indicating, for example, a
called user by name and/or by IP address or telephone

50 number; a current function such as C2; a current time;
a current operating status such as "IN USE", and other
control icons such as a down arrow icon 40 for scrolling
down a list of parties on a current conference line. The
operating status may include such annunciators as "IN

55 USE," "IDLE," "BUSY," "NO ANSWER," "OFFLINE,"
"CALL," "DIALING," "MESSAGES," and "SPEEDDIAL."
[0047] Other areas of the display screen 36 may in
clude activation areas or icons for actuating commands

6
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or entering data. For example, the display screen 36
may include a set of icons 42 arranged in columns and
rows including digits O-g and commands such as END,
SNO, HLO, etc. For example, the END and SNO com
mands may be initiated as described above, and the
HLO icon 44 may be actuated to place a current line on
hold. Such icons may also be configured to substantially
simulate a telephone handset or a cellular telephone in
terface to facilitate ease of use, as well as to simulate
function keys of a keyboard. For example, icons labeled
L1-L4 may be mapped to function keys F1-F4 on stand
ard PC keyboards, and icons C1-C3 may be mapped to

perform as combinations of function keys, such as
CTRL-F1, CTRL-F2, and CTRL-F3, respectively. In ad
dition, the icons labeled L1-L4 and C1-C3 may include
circular regions which may simulate light emitting diodes
(LEOs) which indicate that the function or element rep
resented by the respective icon is active or being per
formed.
[0048) Icons L1-L4 may represent each of 4 lines
available to the caller, and icons C1-C3 may represent
conference calls using at least one line to connect, for
example, two or more parties in a conference call. The
icons L1-L4 and C1-C3 may indicate the activity of each
respective line or conference line. For example, as illus
trated in FIG. 5, icons L1-L2 may have lightly shaded or
colored circles, such as a green circle, indicating that
each of lines 1 and 2 are in use, while icons L3-L4 may
have darkly shaded or color circles, such as a red or
black circle, indicating that each of lines 3 and 4 are not
in use. Similarly, the lightly shaded circle of the icon la
beled C2 indicates thatthe function corresponding to C2
is active, as additionally indicated in the status are 38,
while darkly shaded circles of icons labeled C1 and C3
indicate that such corresponding functions are not ac
tive.
[0049) The icons 42 are used in conjunction with the
status area 38. For example, using a mouse for input, a
line that is in use, as indicated by the lightly colored cir
cle of the icon, may be activated to indicate a party's
name by clicking a right mouse button for 5 seconds until
another mouse click is actuated orthe [ESC) key or icon
is actuated. Thus, the user may switch between multiple
calls in progress on respective lines.
[0050] Using the icons as well as an input device such
as a mouse, a user may enter the name or alias or IP
address, if known, of a party to be called by either man
ually entering the name, by using the speeddial feature,

or by double clicking on an entry in a directory stored in
the memory, such as the memory 16 of the first process
ing unit 12, where the directory entries may be scrolled
using the status area 38 and the down arrow icon 40.
[0051] Once a called party is listed in the status area
38 as being active on a line, the user may transfer the
called party to another line or a conference line by click
ing and dragging the status area 38, which is represent
ed by a reduced icon 46. Dragging the reduced icon 46
to anyone of line icons L1-L4 transfers the called party

in use to the selected line, and dragging the reduced
icon 46 to anyone of conference line icons C1-C3 adds
the called party to the selected conference call.
[0052] Other features may be supported, such as

5 icons 48-52, where icon 48 corresponds to, for example,
an ALT-X command to exit the communication facility of

a processing unit, and icon 50 corresponds to, for ex
ample, an ALT-M command to minimize or maximize the
display screen 36 by the output device of th e processing

10 unit. Icon 52 corresponds to an OPEN command, which
may, for example, correspond to pressing the 0 key on
a keyboard, to expand or contract the display screen 36

to represent the opening and closing of a cellular tele
phone. An "opened" configuration is shown in FIG. 5,

15 and a "closed" configuration is shown in FIG. 6. In the
"opened" configuration, additional features such as out
put volume (VOL) controls, input microphone (MIC) con
trols, waveform (WAV) sound controls, etc.

[0053] The use of display screens such as those
20 shown in FIGS. 5-6 provided flexibility in implementing

various features available to the user. It is to be under
stood that additional features such as those known in
the art may be supported by the processing units 12, 22.
[0054] Alternatively, it is to be understood that one

25 skilled in the art may implement the processing units 12,
22 to have the features of the display screens in FIGS.
5-6 in hardware; i.e. a wired telephone or wireless cel
lular telephone may include various keys, LEOs, liquid
crystal displays (LCOs), and touchscreen actuators cor-

30 responding to the icons and features shown in FIGS.
5-6. In addition, a PC may have the keys of a keyboard
and mouse mapped to the icons and features shown in
FIGS. 5-6.

[0055] Referring to FIG. 7, the disclosed point-to-
35 point Internet protocol and system 10 is illustrated. First

processing unit 12 initiates the point-to-point Internet
protocol in step 56 by sending a query from the first
processing unit 12 to the connection server 26. If con
nection server 26 is operative to perform the point-to-

40 point Internet protocol, in step 58, first processing unit
12 receives an on-line status signal from the connection
server 26, such signal may include the IP address of the
callee or a "Callee Off-Line" message. Next, first
processing unit 12 performs the primary point-to-point

45 Internet protocol in step 60, which may include receiv
ing, at the first processing unit 12, the IP address of the
callee if the callee is active and on-line. Alternatively,
processing unit 60 may initiate and perform the second
ary point-to-point Internet protocol in step 62, if the

50 called party is not active and/or on-line.

[0056] Referring to FIG. 8, in conjunction with FIGS.
1 and 3-4, the disclosed point-to-point Internet protocol
and system 10 is illustrated. Connection server 26 starts
the point-to-point Internet prolocol, in step 64, and

55 timestamps and stores E-mail and IP addresses of
logged-in users and processing units in lhe database 34
in step 66. Connection server 26 receives a query from
a firsl processing unit 12 in slep 68 to deterrninewhether
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20 5. The method of claim 1, further characterized by:

50 7. The system of claim 6 comprising a server which is
characterized by;

a processor;
a memory operativelycoupled to the processor;
a network interface logic operatively coupled to
the processor and the memory and configured
to connect the server to a computer network;
and

a) means fortransmitting from the first process
ing unit (12) to the Intemet an E-mail signal.in
clUding a first IP address assigned to the first
processing unit;
b) means (28) for processing the E-mail signal
through the Internello deliver the E-mail signal
to the second processing (22) unit; and
c) means for transmitting a second IP address
to the first processing unit for establishing a
point-to-point communication link between the
first and second processing units through the
Intemet.

b1) generating a connection signal (CONNEC
TOK) including the second IP address at the
second processing unit before the step (c) of
transmitting the second IP address to the first
processing unit, and

a1) generating the E-mail signal from a session
number before the step (a) of transmitting the
E-mail signal.

b1) processing the E-mail signal using a mail
server operatively connected to the second
processing unit.

a1) generating the E-mail signal from the first
IP address corresponding to the first process
ing unit before the step (a) of transmitting the
E-mail signal.

wherein the step (c) of transmitting the second IP
address includes the step of transmitting the con
nection signal from the second processing unit to
the first processing unit.

6. A system for enabling point-to-point communica
tions between a first and a second processing unit
over the Internet, characterized by:

4. The method of claim 1, characterized In that the
step of processing the E-mail signal further com
prises the step of:

3. The method of claim 1, further characterized by:

5

10

40

15

45

a) transmitting an E-mail signal, including a first
IP address assigned to a first processing unit
(12);
b) processing the E-mail signal through the In
ternet to deliver the E-mail signal to a second
processing unit (22); and
c) transmitting a second IP address to the first
processing unit for establishing a point-to-point
communication link between the first and sec- 55

ond processing units through the Intemet.

2. The method of claim 1, further characterized by:

Claims

1. A method for establishing point-to-point Internet
communication between a plurality of processing
units characterized by the steps:

a second user or second processing unit 22 is logged-
in to the Intemet 24, with the second user being speci-
fied, for example, by an E-mail address. Connection
server 26 retrieves the IP address of the specified user
from the database 34 in step 70, if the specified user is
logged-in to the Internet, and sends the retrieved IP ad
dress to the first processing unit 12 in step 72 to enable
first processing unit 12 to establish point-to-point com
munications with the specified second user.
[0057] The disclosed secondary point-to-point Inter
net protocol operates as shown in FIG. 9. First process-
ing unit12 generates an E-mail signal, including a ses-
sion number and a first IP address corresponding to a
first processing unit in step 76. First processing unit 12
transmits the E-mail signal as a <ConnectRequest> sig
nal to the Internet 24 in step 78. The E-mail signal is
delivered through the Intemet 24 using a mail server 28
to the second processing unit 22 in step 80. Second
processing unit22 extracts the session number and the
first IP address from the E-mail signal in step 82 and
transmits or sends the session number and a second IP
address corresponding to the second processing unit
22, back to the first processing unit 12 through the In
ternet 24, in step 84. First processing unit 12 verifies the
session number received from the second processing 25

unit 22 in step 86, and establishes a point-to-point Inter-
net communication link between the first processing unit
12 and second processing unit 22 using the first and
second IP addresses in step 88.
[0058] While the disclosed point-to-pointlnternet pro- 30

tacoIs and system have been particularly shown and de
scribed with reference to the preferred embodiments, it
is understood by those skilled in the art that various
modifications in form and detail may be made therein
without departing from the scope and spirit of the inven- 35

tion. Accordingly, modifications such as those suggest-
ed above, but not limited thereto, are to be considered
within the scope of the invention.

8
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mail processing logic responsive to an E-mail
signal from the first processing unit and config
ured to provide the E-mail signal to the second
processing unit, the E-mail signal comprising
the network protocol address of the first 5

processing unit.

8. The system of claim 6, further characterized by:

b1) means for generating a connection signal 10

(CONNECTOK) including the second IP ad
dress in the second processing unit, and for
transmitting the connection signal from the sec-
ond processing unit to the first processing unit.

15

9. The system of claim 6, wherein the first processing
unit comprises a processor for executing the point
to-point Intemet protocol, characterized by means
for generating an E-mail signal, including a first IP
address, and by means for transmitting the E-mail 20

signal through the Intemetto the second processing
unit for establishing a point-to-point communication
link to the first processing unit.

10. The system of claim 9, characterized in that the 25

processor is adapted to generate the E-mail signal
from the first IP address corresponding to the first
processing unit.

11. The apparatus of claim 9, characterized in that the 30

processor is adapted to wait to detect a response
from the second processing unit.

12. The system according to one of the claims 6-11,
characterized in that the first IP address is dynam- 35

ically assigned to the first processing unit.

13. The system according to one of the claims 6-12,
comprising a mail server (28) for processing the E-
mail signal through the Internet to deliver the E-mail 40

to the second processing unit (22) for establishing
a point-to-point communication link between the
first and second processing unit through the Inter-
net.

45

14. The system of claim 13, wherein the second
processing unit comprises a processor adapted for
receiving the E-mail signal from the mail server and
for generating a connection signal (CONNECTOK)
including a second IP address and for transmitting 50

the connection signal to the first processing unit for
establishing the point-to-point communication link
to the first processing unit.

15. A computer program product for establishing point- 55

to-point Internet communication between a plurality
of processing units, the computer program product
having a computer usable medium containing com-

9

puter readable program code, comprising:

a) program code for transmitting an E-mail sig
nal including a first IP address assigned to a
first processing unit (12);
b) program code for processing the E-mail sig
nal through the Intemet to deliver the E-mail
signal to a second processing unit (22);
c) program code for transmitting a second IP
address to the first processing unit; and
d) program code for establishing in response to
receiving the second IP address in the first
processing unit a point-to-point communication
link between the first and second processing
units through the Internet.

16. The computer program product of claim 15, further
characterized by:

b1) program code for generating a connection
signal (CONNECTOK) including the second IP
address at the second processing unit; and
c1) program code for transmitting the connec
tion signal from the second processing unit to
the first processing unit.

17. The computer program product of claim 15, further
comprising in a memory (16) of the first processing
unit:

program code for performing a point-to-point
Internet protocol;
program code for generating an E-mail signal,
including a first IP address; and
program code for use of a mail server (28) for
processing the E-mail signal through the Inter
net to deliver the E-mail to the second process
ing unit for establishing a point-to-point com
munication link between the first and second
processing unit.

18. The computer program product of claim 15, further
comprising in a memory of the second processing
unit:

second program code for performing a point-to
point Internet protocol; program code for re
ceiving the E-mail signal from a mail server; and
program code for generating a connection sig
nal including a second IP address for establish
ing the point-to-polnt communication link to the
first processing unit.
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(54) Server mediated point-ta-point communication over a computer network

(57) In a computer system (12) having an audio
transducer and a display device and being operatively
coupled to other computers (22) and a server (26) over
a computer network (24), means are described for es
tablishing a point-to-point communication link between
computer systems. The means provide for transmitting
from a first process to the server a query as to whether

a second process is connected to the computer network
and for receiving a network protocol address of the sec
ond process from the server when the second process
is connected to the computer network. In response to
the received network protocol of the second process a
point-to-point communication link is established be
tween the first process and the second process over the
computer network.
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[0009) In a computer system having an audio trans
ducer and a display device and being operatively cou
pled to other computers and a server over a computer
network, means are provided for establishing a point-to
point communication link between the computer system
and a second computer system over the computer net
work. The invention, as defined in the claims, comprises

(a) means for transmitting from the first process to a
server a query as to whether a second process is con
nected to the computer network; (b) means for receiving
a network protocol address of the second process from
the server when the second process is connected to the
computer network, and (c) means, responsive to the
network protocol of the second process, for establishing
a point-to-point communication link between the first
process and the second process over the computer net
work.
[0010] The invention is in particular suhable for being
used in connection with computer networks, such as the
Internet, wherein the processing unit does not have a
fixed or predetermined network protocol address. The
invention thus provides for a protocol by which the
processing units report their dynamically assigned net
work protocol address to a server once they are logging
on the computer network. The server maintains and re
trieves such information upon request from a calling
processing unh.

SUMMARY OF THE INVENTION

5

and mechanisms known as reflectors.

[0006] A technique for matching domain names to In
ternet Protocol addresses is described in the text enti-
tled "Internetworking With TCPfIP" , 2nd Edition, by
Douglas E. Comer, November 1992, Prentice Hall, En
glewood Cliffs, New Jersey, U.S.A. Comer describes a
domain name system and cooperative systems of name
servers for matching domain names to network ad
dresses. Each name server is a server program that

10 supplies mapping of domain names to IP addresses.
The system described in Comer, however, is not de
signed for use with network nodes whose network
names or name to address bindings change frequently.
[0007) International Publication WO 92119054 dis-

15 closes a network monhoring system including an ad
dress tracking module which uses passive monitoring
of all packet communications over a local area network
to maintain a name table of IP address mappings. The
disclosed address tracking module is capable of moni-

20 toring only a small number of nodes on a local area net
work and is not suhable for use with a multitude of nodes
over a wide area network.
[0008] Due to the dynamic nature of temporary IP ad
dresses of some devices accessing the Internet, point-

25 to-point communications in realtime of voice and video
have been generally difficult to attain.

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

[0002] The increased popUlarity of on-line services
such as AMERICA ONLINE (TM), COMPUSERVE (R),
and other services such as Internet gateways have
spurred applications to provide multimedia contents, in
cluding video and voice clips, to online users. An exam-
ple of an online voice clip application is VOICE E-MAIL
FOR WINCIM and VOICE E-MAIL FOR AMERICA ON
LINE (TM), available from Bonzi Software, as described
in "Simple Utilities Send Voice E-Mail Online", MULTI
MEDIA WORLD, VOL. 2, NO.9, August 1995, p. 52.
Using such Voice E-Mail software, a user may create an
audio message to be sent to a predetermined E-mail ad
dress specified by the user.
[0003] Generally, devices interfacing with the Internet
and other online services may communicate with each
other upon establishing respective device addresses.
One type of device address is the Internet Protocol (IP)
address, which acts as a pointer to the device associat- 30

ed with the IP address. A typical device may have a Se-
rial Line Internet Protocol or Point-to-Point Protocol
(SLlPfPPP) account with a permanent IP address for re
ceiving E-mail, voicemail, and the like over the Intemet.
E-mail and voicemail is generally intended to convey 35

text, audio, etc., with any routing information such as an

IP address and routing headers generally being consid
ered an artifact of the communication, or even gibberish
to the recipient.
[0004] Devices such as a host computer or server of 40

a company may include multiple modems for connection
of users to the Intemet, with a temporary IP address al
located to each user. For example, the host computer
may have a general IP address "XXX.XXX.XXX", and
each user may be allocated a successive IP address of 45

XXX.XXX.XXX.10, XXX.XXX.XXX.11, XXX.XXX.XXX.
12, etc. Such temporary IP addresses may be reas
signed or recycled to the users, for example, as each
user is successively connected to an outside party. For
example, a host computer of a company may support a 50

maximum of 254 IP addresses which are pooled and
shared between devices connected to the host compu-

ter.
[0005] Permanent IP addresses of users and devices
accessing the Internet readily support point-to-point 55

communications of voice and video signals over the In
ternet. Forexample , global real-time video conferencing
has been implemented using dedicated IP addresses

[0001] The present invention relates in general to data
processing systems, and more specifically, to an appa
ratus, a method and a computer program product for fa
cilitating audio communications over computer net
works.

Description
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The features of the invention will become more
readily apparent and may be better understood by re
ferring to the following detailed description of an illustra
tive embodiment of the present invention, taken in con
junction with the accompanying drawings, in which:

FIG.1 illustrates, in block diagram fonmat, a system
for the disclosed point-to-point Internet protocol;
FIG. 2 illustrates, in block diagram format, the sys
tem using a secondary point-to-point Internet pro
tocol;
FIG. 3 illustrates, in block diagram fonmat, the sys
tem of FIGS, 1-2 with the point-to-point Internet pro
tocol established;
FIG. 4 is another block diagram of the system of
FIGS 1-2 with audio communications being con
ducted;
FIG. 5 illustrates a display screen for a processing
unit;
FIG. 6 illustrates another display screen for a
processing unit;
FIG. 7 illustrates a flowchart of the initiation of the
point-to-point Internet protocols;
FIG. 8 illustrates a flowchart of the perfonmance of
the primary point-to-point Internet protocols; and
FIG,9 illustrates a flowchart of the perfonmance of
the secondary point-to-point Internet protocol.

DETAilED DESCRIPTION

[0012] Referring now in specific detail to the drawings,
with like reference numerals identifying similar or iden
tical elements, as shown in FIG. 1, the present disclo
sure describes a point-to-point network protocol and
system 10 for using such a protocol.
[0013) In an exemplary embodiment, the system 10
includes a first processing unit 12 for sending at least a
voice signal from a first user to a second user. The first
processing unit 12 includes a processor 14, a memory
16, an input device 18, and an output device 20. The
output device 20 includes at least one modem capable
of, for example, 14.4 kbaud communications and oper
atively connected via wired and/or wireless communi
cation connections to the Internet or othercomputer net·
works such as an Intranet, i.e., a private computer net
work. One skilled in the art would understand that the
input device 18 may be implemented at least in part by
the modem of the output device 20 to allow input signals
from the communication connections to be received.
The second processing unit 22 may have a processor,
memory, and input and output devices, including at least
one modem and associated communication connec
tions, as described above for the first processing unit
12. In an exemplary embodiment, each of the process
ing units 12,22 may execute the WEBPHONETM Inter
net telephony application available from NetSpeak Cor-

poration, Boca Raton, Fl, which is capable of perfonm
ing the disclosed point-to-point Internet protocol and
system 10, as described herein.
[0014] The first processing unit 12 and the second

5 processing unit 22 are operatively connected to the In
ternet 24 by communication devices and software
known in the art, such as an Intemet Service Provider
(ISP) or an Intemet gateway. The processing units 12,
22 may be operatively interconnected through the Inter-

10 net 24 to a connection server 26, and may also be op
eratively connected to a mail server 28 associated with
the Intemet 24.
[0015] The connection server26 includes a processor
30, a timer 32 for generating time stamps, and a memory

15 such as a database 34 for storing, for example, E-mail
and Internet Protocol (IP) addresses of logged-in units.
In an exemplary embodiment, the connection server 26
may be a SPARC 5 server or a SPARC 20 server, avail
able from SUN MICROSYSTEMS, INC., Mountain View,

20 CA, having a central processing unit (CPU) as proces
sor 30, an operating system (OS) such as UNIX, for pro
viding timing operations such as maintaining the timer
32, a hard drive or fixed drive, as well as dynamic ran
dom access memory (DRAM) for storing the database

25 34, and a keyboard and display and/or other input and
output devices (not shown in FIG. 1). The database 34
may be an Sal database available from ORACLE or
INFORMIX.
[0016] In an exemplary embodiment, the mail server

30 28 may be a Post Office Protocol (POP) Version 3 mail
server including a processor, memory, and stored pro
grams operating in a UNIX environment, or, alternative
ly, another OS, to process E-mail capabilities between
processing units and devices over the Internet 24.

35 [0017] The first processing unit 12 may operate the
disclosed point-to-point Internet protocol by a computer
program described hereinbelow in conjunction with FIG.
6, which may be implemented from compiled and lor in
terpreted source code in the C++ programming lan-

40 guage and which may be downloaded to the first
processing unit 12 from an external computer. The op
erating computer program may be stored in the memory
16, which may include about 8 MB RAM and/or a hard
or fixed drive having about 8 MB. Altematively, the

45 sounce code may be implemented in the first processing
unit 12 as finmware, as an erasable read only memory
(EPROM), etc. It is understood that one skilled in the art
would be able to use programming languages otherthan
C++ to implement the disclosed point-to-point network

50 protocol and system 10.
[0018] The processor 14 receives input commands
and data from a first user associated with the first
processing unit 12 though the input device 18, which
may be an input port connected by a wired, optical, or

55 a wireless connection for electromagnetic transmis
sions, or alternatively may be transferable storage me
dia, such as floppy disks, magnetic tapes, compact
disks, or other storage media including the input data
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from the first user.
[0019) The input device 18 may include a user inter
face (not shown) having, for example, at least one but
ton actuated by the user to input commands to select
from a plurality of operating modes to operate the first
processing unit 12. In alternative embodiments, the in
put device 18 may include a keyboard, amouse, a touch
screen, and!or a data reading device such as a disk
drive for receiving the input data from input data files
stored in storage media such as a floppy disk or, for ex
ample, an 8 mm storage tape. The input device 18 may
altematively include connections to other computer sys
tems to receive the input commands and data there
from.
[0020) The first processing unit 12 may include a vis
ual interlace for use in conjunction with the input device
18 and output device 20 similar to those screens illus
trated in FIGS. 5-6, discussed below. It is also under
stood that alternative devices may be used to receive
commands and data from the user, such as keyboards,
mouse devices, and graphical user interlaces (GUI)
such as WINDOWSTM 3.1 available form MICROSOFT
Corporation, Redmond, WA., and other operating sys
tems and GUls, such as OS/2 and OS/2 WARP, availa
ble from IBM CORPORATION, Boca Raton, FL.
Processing unit 12 may also include microphones and!
or telephone handsets for receiving audio voice data
and commands, speech or voice recognition devices,
dual tone multifrequency (DTMF) based devices, and!
or software known in the art to accept voice data and
commands and to operate the first processing unit 12.
[0021) In addition, either of the first processing unit 12
and the second processing unit 22 may be implemented
in a personal digital assistant (PDA) providing modem
and E-mail capabilities and Intemet access, with the
PDA providing the input/output screens for mouse inter
actions or for touchscreen activation as shown, for ex
ample, in FIGS. 5-6, as a combination olthe input device
18 and output device 20.
[0022) For clarity of explanation, the illustrative em
bodiment of the disclosed point-to-point Internet proto
col and system 10 is presented as having individual
functional blocks, which may include functional blocks
labeled as ·processor" and ·processing unit·. The func
tions represented by these blocks may be provided
through the use of either shared or dedicated hardware,
including, but not limited to, hardware capable of exe
cuting software. For example, the functions of each of
the processors and processing units presented herein
may be provided by a shared processor or by a plurality
of individual processors. Moreover, the use of the func
tional blocks with accompanying labels herein is not to
be construed to refer exclusively to hardware capable
of executing software. Illustrative embodiments may in
clude digital signal processor (DSP) hardware, such as
the AT&T DSP16 or DSP32C, read-only memory (ROM)
for storing software performing the operations dis
cussed below, and random access memory (RAM) for

storing DSP results. Very large scale integration (VLSI)
hardware embodiments, as well as custom VLSI circuit
ry in combination with a general purpose DSP circuit,
may also be provided. Any and all of these embodiments

5 may be deemed to fail within the meaning of the labels
for the functional blocks as used herein.
[0023) The processing units 12, 22 are capable of
placing calls and connecting to other processing units
connected to the Internet 24, for example, via dialup

10 SLiP/PPP lines. In an exemplary embodiment, each
processing unit assigns an unsigned long session
number, for example, a 32- bit long sequence in a •. inl
file for each call. Each call may be assigned a succes
sive session number in sequence, which may be used

15 by the respective processing unit to associate the call
with one of the SLiP/PPP lines, to associate a <Connec
tOK> response signal with a <Connect Request> signal,
and to allow for mUltiplexing and demultiplexing of in
bound and outbound conversations on conference

20 lines, as explained hereinafter.
[0024) For callee (or called) processing units with
fixed IP addresses, the caller (or calling) processing unit
may open a ·socket", I.e. a file handle or address indi
cating where data is to be sent, and transmit a <Call>

25 command to establish communication with the callee
utilizing, for example, datagram services such as Inter
net Standard network layering as well as transport lay
ering, which may include a Transport Control Protocol
(TCP) or a User Datagram Protocol (UDP) on top of the

30 IP. Typically, a processing unit having a fixed IP address
may maintain at least one open socket and a called
processing unit waits for a <Call> command to assign
the open socket to the incoming signal. If all lines are in
use, the callee processing unit sends a BUSY signal or

35 message to the callee processing unit. As shown in FIG.
1, the disclosed point-to-point Internet protocol and sys
tem 10 operate when a callee processing unit does not
have a fixed or predetermined IP address. In the exem
plary embodiment and without loss of generality, the first

40 processing unit 12 is the caller processing unit and the
second processing unit 22 is the called processing unit.
When either of processing units 12, 22 logs on to the
Internet via a dial-up connection, the respective unit is
provided a dynamically allocated IP address by the a

45 connection service provider.
[0025) Upon the first user initiating the point-to-point
Internet protocol when the first user is logged on to the
Internet 24, the first processing unit 12 automatically
transmits its associated E-mail address and its dynam-

50 ically allocated IP address to the connection server 26.
The connection server 26 then stores these addresses
in the database 34 and time stamps the stored address
es using timer 32. The first user operating the first
processing unit 12 is thus established in the database

55 34 as an active on-line party available for communica
tion using the disclosed point-to-polnt Internet protocol.
Similarly, a second user operating the second process
ing unit 22, upon connection to the Internet 24 through
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10

form the primary point-to-point Internet protocol, as a
non-responsive condition. Alternatively, the disclosed
secondary point-to-point Intemet protocol may be used

independent of the primary point-to-point Internet pro
tocol. In the disclosed secondary point-to-point Intemet
protocol, the first processing unit 12 sends a <Connec
tRequest> message via E-mail over the Internet 24 to
the mail server 28. The E-mail inclUding the <Connec-
tRequest> message may have, for example, the subject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emailAddr)
where nnn.nnn.nnn.nnn. is the current (I.e. temporary
or permanent) IP address of the first user, and
XXXXXXXX is a session number, which may be unique
and associated with the request of the first user to initiate

15 point-to-point communication with the second user.

[0032] As described above, the first processing unit
12 may send the <ConnectRequesl> message in re
sponse to an unsuccessful attempt to perform the pri-

mary point-to-point Internet protocol. Altematively, the
first processing unit 12 may send the <Connec
tRequest> message in response to the first user initiat-
ing a SEND command or the like.
[0033] After the <ConnectRequest> message via E
mail is sent, the first processing unit 12 opens a socket
and waits to detect a response from the second process
ing unit 22. A timeout timer, such as timer 32, may be
set by the first processing unit 12, in a manner known
in the art, to wait for a predetermined duration to receive
a <ConnectOK> signal. The processor 14 of the first
processing unit 12 may cause the output device 20 to
output a Ring signal to the user, such as an audible ring-
ing sound, about every 3 seconds. For example, the
processor 14 may output a ".wav file, which may be la
beled RINGWAV, which is processed by the output de-

35 vice 20 to output an audible ringing sound.
[0034] The mail server 28 then polls the second

processing unit 22, for example, every 3-5 seconds, to
deliver the E-mail. Generally, the second processing
unit 22 checks the incoming lines, for example, at reg
ular intervals to wait for and to detect incoming E-mail
from the mail server 28 through the Intemet 24.
[0035] Typically, for sending E-mail to users having
associated processing units operatively connected to a
host computer or server operating an Internet gateway,
E-mail for a specific user may be sent over the Intemet
24 and directed to the permanent IP address or the
SLiP/PPP account designation of the host computer,
which then assigns a temporary IP address to the
processing unit of the specified user for properly routing
the E-mail. The E-mail signal may include a name or
other designation such as a user name which identifies
the specific user regardless of the processing unit as
signed to the user; that is, the host computer may track
and store the specific device where a specific user is
assigned or logged on, independent of the IP address
system, and so the host computer may switch the E-mail
signal to the device of the specific user. At that time, a
temporary IP address may be generated or assigned to

the a connection service provider, is processed by the
connection server 26 to be established in the database
34 as an active on-line party.
[0026] The connection server 26 may use the time
stamps to update the status of each processing unit; for
example, after 2 hours. so that the on-line status infor

mation stored in the database 34 is relatively current.
Other predetermined time periods. such as a default val-
ue of 24 hours. may be configured by a systems oper

ator.
[0027] The first user with the first processing unit 12
initiates acall using, for example, a Send command and/
or a command to speeddial an NTH stored number,
which may be labeled [SND) and [SPD) [N), respectively,
by the input device 18 and/or the output device 20, such
as shown in FIGS. 5-6. In response to either the Send
or speeddial commands, the first processing unit 12 re
trieves from memory 16 a stored E-mail address of the
callee corresponding to the NTH stored number. Alter
natively, the first user may directly enter the E-mail ad- 20

dress of the callee.
[0028] The first processing unit 12 then sends a query,
including the E-mail address of the callee, to the con
nection server 26. The connection server 26 then
searches the database 34 to determine whether the cal- 25

lee is logged-in by finding any stored information corre
sponding to the callee's E-mail address indicating that
the callee is active and on-line. If the callee is active and
on-line, the connection server 26 then performs the pri
mary point-to-point Internet protocol; I.e. the IP address 30

of the callee is retrieved from the database 34 and sent
to the first processing unit 12. The first processing unit
12 may then directly establish the point-to-point Internet
communications with the callee using the IP address of
the callee.
[0029] If the callee is not on-line when the connection

server 26 determines the callee's status, the connection
server 26 sends an OFFLINE signal or message to the
first processing unit 12. The first processing unit 12 may
also display a message such as ·Called Party Off-Line" 40

to the first user.
[0030] When a user logs off or goes off-line from the

Internet 24, the connection server26 updates the status
olthe user in the database 34; for example, by removing
the user's information, or by flagging the user as being 45

off-line. The connection server 26 may be instructed to
update the user's information in the database 34 by an
off-line message, such as a data packet, sent automat
ically from the processing unit of the user prior to being
disconnected from the connection server 26. According- 50

Iy, an off-line user is effectively disabled from making
and/or receiving point-to-point Internet communica

tions.
[0031] As shown in FIGS. 2-4, the disclosed second-
ary point-to-point Internet protocol may be used as an 55

altemative to the primary point-to-point Internet protocol
described above, for example, if the connection server
26 is non-responsive, inoperative, and/or unable to per-
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communication link over the Internet 24 may be estab
lished as shown in FIGS. 3-4 In a manner known in the
art. For example, referring to FIG. 3, upon receiving the
<ConnectorOK> signal from the second processing unit
22, the first processing unit 12 extracts the IP address
of the second processing unit 22 and the session
number, and the session number sent from the second
processing unit 22 is then checked with the session
number originally sent from the first processing unit 12

10 in the <ConnectRequest> message as E-mail. If the
session numbers sent and received by the processing
unit 12 match, then the first processing unit 12 sends a
<Call> signal directly over the Internet 24 to the second
processing unit 22; I.e. using the IP address of the sec-

15 ond processing unit 22 provided to the first processing
unit 12 in the <ConnectOK> signal.
[0042] Upon receiving the <Call> signal, the second
processing unit 22 may then begin a ring sequence, for
example, by indicating or annunciating to the second us
er that an incoming call is being received. For example,
the word "CALL" may be displayed on the output device
of the second processing unit 22. The second user may
then activate the second processing unit 22 to receive
the incoming call.

25 [0043] Referring to FIG. 4, after the second process
ing unit 22 receives the incoming call, realtime audio
and/or video conversations may be conducted in a man
ner known in the art between the first and second users
through the Internet 24, for example, by compressed
digital audio signals. Each of the processing units 12,
22 also display to each respective user the words "IN
USE" to indicate that the point-to-point communication
link is established and audio or video signals are being
transmitted.
[0044] In addition, either user may tenminate the
point-to-point communication link by, for example, acti
vating a termination command, such as by activating an
[END) button or icon on a respective processing unit,
causing the respective processing unit to send an
<End> signal which causes both processing units to ter
minate the respective sockets, as well as to perfonm oth-
er cleanup commands and functions known in the art.
[0045] FIGS. 5-6 illustrate examples of display
screens 36 which may be output by a respective output
device of each processing unit 12, 22 of FIGS. 1-4 for
providing the disclosed point-to-point Internet protocol
and system 10. Such display screens may be displayed
on a display of a personal computer (PC) or a PDA in a
manner known in the art.
[0046] As shown in FIG. 5, a first display screen 36
includes a status area 38 for indicating, for example, a
called user by name and/or by IP address or telephone
number; a current function such as C2; a current time;
a current operating status such as "IN USE", and other

55 control icons such as a down arrow icon 40 for scrolling
down a list of parties on a current conference line. The
operating status may include such annunciators as "IN
USE; "IDLE," "BUSY," "NO ANSWER; "OFFLINE,"

the specific user and device.
[0036) Upon detecting and/or receiving the incoming
E-mail signal from the first processing unit 12, the sec-
ond processing unit 22 may assign or may be assigned
a temporary IP address. Therefore, the delivery of the
E-mail through the Intemet 24 provides the second
processing unit 22 with a session number as well as IP
addresses of both the first processing unit 12 and the
second processing unit 22.
[0037] Point-to-point communication may then be es
tablished by the processing unit 22 processing the E
mail signal to extract the <ConnectRequest> message,
including the IP address of the first processing unit 12
and the session number. The second processing unit 22
may then open a socket and generate a <ConnectOK>
response signal, which includes the temporary IP ad
dress of the second processing unit 22 as well as the
session number of the first processing unit.
[0038] The second processing unit 22 sends the
<ConnectOK> signal directly over the Internet 24 to the 20

IP address of the first processing unit 12 without
processing by the mail server 28, and a timeout timer of
the second processing unit 22 may be set to wait and
detect a <Call> signal expected from the first processing
unit 12.
[0039] Realtime point-to-point communication of au
dio signals over the Intemet 24, as well as video and
voicemail, may thus be established and supported with-
out requiring permanent IP addresses to be assigned to
either of the users or processing units 12,22. For the 30

duration of the realtime point-to-point link, the relative
penmanence of the current IP addresses ofthe process-
ing units 12, 22 is sufficient, whether the current IP ad
dresses were permanent (I.e. predetenmined or preas
signed) or temporary (I.e. assigned upon initiation ofthe 35

point-to-point communication).
[0040] In the exemplary embodiment, a first user op
erating the first processing unit 12 is not required to be
notified by the first processing unit 12 that an E-mail is
being generated and sent to establish the point-to-point 40

link with the second user at the second processing unit
22. Similarly, the second user is not required to be no
tified by the second processing unit 22 that an E-mail
has been received and/or a temporary IP address is as
sociated with the second processing unit 22. The 45

processing units 12, 22 may perform the disclosed
point-to-point Internet protocol automatically upon initi
ation of the point-to-point communication command by
the first user without displaying the E-mail interactions
to either user. Accordingly, the disclosed point-to-point 50

Intemet protocol may be transparent to the users. Alter
natively, either of the first and second users may re
ceive, for example, a brief message of "CONNECTION
IN PROGRESS" or the like on a display of the respective
output device of the processing units 12, 22.
[0041] After the initiation of either the primary or the
secondary point-to-point Internet protocols described
above in conjunction with FIGS. 1-2, the point-to-point
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ing and dragging the status area 38, which is represent

ed by a reduced icon 46. Dragging the reduced icon 46
to anyone of line icons L1-L4 transfers the called party

in use to the selected line, and dragging the reduced
icon 46 to anyone of conference line icons C1-C3 adds

the called party to the selected conference call.

[0052) Other features may be supported, such as
icons 48-52, where icon 48 corresponds to, for example,
an ALT-X command to exit the communication facility of

10 a processing unit, and icon 50 corresponds to, for ex
ample, an ALT-M command to minimize or maximize the
display screen 36 by the output device of the processing

unit. Icon 52 corresponds to an OPEN command, which

may, for example, correspond to pressing the 0 key on
15 a keyboard, to expand or contract the display screen 36

to represent the opening and closing of a cellular tele
phone. An "opened" configuration is shown in FIG. 5,

and a "closed" configuration is shown in FIG. 6. in the

·opened" configuration, additional features such as out

put volume (VOL) controls, input microphone (MIC) con
trols, waveform (WAV) sound controls, etc.

[0053J The use of display screens such as those
shown in FIGS. 5-6 provided flexibility in implementing
various features available to the user. It is to be under-

stood that additional features such as those known in

the art may be supported by the processing units 12, 22.
[0054J Alternatively, it is to be understood that one
skilled in the art may implement the processing units 12,
22 to have the features of the display screens in FIGS.
5-6 in hardware; i.e. a wired telephone or wireless cel

lular telephone may include various keys, LEDs, liquid

crystal displays (LCDs), and touchscreen actuators cor
responding to the icons and features shown in FIGS.
5-6. In addition, a PC may have the keys of a keyboard
and mouse mapped to the icons and features shown in
FIGS. 5-6.

[0055J Referring to FIG. 7, the disclosed point-to
point Internet protocol and system 10 is illustrated. First
processing unit 12 initiates the point-to-point Intemet

protocol in step 56 by sending a query from the first
processing unit 12 to the connection server 26. If con-

nection server 26 is operative to perform the point-to

point Internet protOCOl, in step 58, first processing unit
12 receives an on-line status signal from the connection
server 26, such signal may include the IP address of the
callee or a ·Callee Off-Line" message. Next, first
processing unit 12 performs the primary point-to-point
Internet protocol in step 60, which may include receiv

ing, at the first processing unit 12, the IP address of the
callae if the callee is active and on-line. Alternatively,
processing unit 60 may initiate and perform the second-
ary point-to-point Intemet protocol in step 62, if the

called party is not active and/or on-line.
[0056J Referring to FIG. 8, in conjunction with FIGS.

55 1 and 3-4, the disclosed point-to-point Internet protocol

and system 10 is illustrated. Connection server 26 starts
the point-to-point Internet protocol, in step 64, and
timestamps and stores E-mail and IP addresses of

"CALL," "DIALING," "MESSAGES," and "SPEEDDIAL."

[0047) Other areas of the display screen 36 may in
clude activation areas or icons for actuating commands
or entering data. For example, the display screen 36

may include a set of icons 42 arranged in columns and
rows including digits 0-9 and commands such as END,

SND, HLD, etc. For example, the END and SND com
mands may be initiated as described above, and the
HLD icon 44 may be actuated to place a current line on

hold. Such icons may also be configured to substantially

simulate a telephone handset or a cellular telephone in
terface to facilitate ease of use, as well as to simulate

function keys of a keyboard. For example, icons labeled

L1-L4 may be mapped to function keys F1-F4 on stand

ard PC keyboards, and icons C1-C3 may be mapped to

perform as combinations of function keys, such as
CTRL-F1, CTRL-F2, and CTRL-F3, respectively. In ad
dition, the icons labeled L1-L4 and C1-C3 may include

circular regions which may simulate light emitting diodes
(LEDs) which indicate that the function or element rep- 20

resented by the respective icon is active or being per
formed.

[0048) Icons L1-L4 may represent each of 4 lines
available to the caller, and icons C1-C3 may represent
conference calls using at least one line to connect, for 25

example, two or more parties in a conference call. The
icons L1-L4 and C1-C3 may indicate the activity of each

respective line or conference line. For example, as illus
trated in FIG. 5, icons L1-L2 may have lightly shaded or
colored circles, such as a green circle, indicating that 3D

each of lines 1 and 2 are in use, while icons L3-L4 may

have darkly shaded or color circles, such as a red or
black circle, indicating that each of lines 3 and 4 are not

in use. Similarly, the lightly shaded circle of the icon la
beled C2 indicates thatthe function corresponding to C2 35

is active, as additionally indicated in the status are 38,

while darkly shaded circles of icons labeled C1 and C3
indicate that such corresponding functions are not ac-

tive.
[0049) The icons 42 are used in conjunction with the 40

status area 38. For example, using a mouse for input, a

line that is in use, as indicated by the lightly colored cir-

cle of the icon, may be activated to indicate a party's
name by clicking a right mouse button for 5 seconds until
another mouse click is actuated or the [ESC) key or icon 45

is actuated. Thus, the user may switch between multiple

calls in progress on respective lines.
[0050) Using the icons as well as an input device such

as a mouse, a user may enter the name or alias or IP
address, if known, of a party to be called by either man- 50

ually entering the name, by using the speeddial feature,
or by double clicking on an entry in a directory stored in

the memory, such as the memory 16 of the first process-
ing unit 12, where the directory entries may be scrolled

using the status area 38 and the down arrow icon 40.
[0051) Once a called party is listed in the status area
38 as being active on a line, the user may transfer the
called party to another line or a conference line by click-
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f. means for transmitting an E-mail signal con
taining a network protocol address from the
computer system (12) to a second computer
system over the computer network (24) when
the server (26) indicates that the second com
puter system is not connected to the computer

network;
g. means for receiving a second network pro
tocol address from the second computer sys
tem over the computer network; and
h. means, responsive to the second network

protocol address, for establishing a point-to
point communication link between the first com
puter system (12) and the second computer
system (22) over the computer network.

d. means for receiving audio data and transmit
ting the audio data to the second computer over
the established point-to-point communication
link.

connected to the computer network; and
c. means, responsive to the network protocol
address of the second computer system, for es
tablishing a point-to-point communication link
between the first computer system and the sec
ond computer system over the computer net

work.

5. The apparatus claim 1, further comprising:

2. The apparatus of claim 1 further comprising:

3. The apparatus claim 1, wherein the network proto
col addresses comprise Internet Protocol Address
es (IP addresses).

IS

5

10

20 4. The apparatus claim 1 wherein the query transmit
ted to the server includes an E-mail address of the
second computer system (22).

logged-in users and processing units in the database 34
in step 66. Connection server 26 receives a query from
a first processing unit 12 in step 68 to determine whether
a second user or second processing unit 22 is logged
in to the Intemet 24, with the second user being speci
fied, for example, by an E-mail address. Connection

server 26 retrieves the IP address of the specified user
from the database 34 in step 70, if the specified user is
logged-in to the Internet, and sends the retrieved IP ad
dress to the first processing unit 12 in step 72 to enable
first processing unit 12 to establish point-to-point com
munications with the specified second user.
[0057] The disclosed secondary point-to-point Inter-
net protocol operates as shown in FIG. 9. First process
ing unit 12 generates an E-mail signal, including a ses
sion number and a first IP address corresponding to a
first processing unit in step 76. First processing unit 12
transmits the E-mail signal as a <ConnectRequest> sig-
nal to the Internet 24 in step 78. The E-mail signal is
delivered through the Intemet 24 using a mail server 28
to the second processing unit 22 in step 80. Second
processing unit 22 extracts the session number and the
first IP address from the E-mail signal in step 82 and
transmits or sends the session number and a second IP
address corresponding to the second processing unit 25

22, back to the first processing unit 12 through the In
ternet 24, in step 84. First processing unit 12 verifies the
session number received from the second processing
unit 22 in step 86, and establishes a point-to-point Inter-
net communication link between the first processing unit 30

12 and second processing unit 22 using the first and
second IP addresses in step 88.
[0058) While the disclosed point-to-point Internet pro
tocols and system have been particularly shown and de
scribed with reference to the preferred embodiments, it 35

is understood by those skilled in the art that various

modifications in form and detail may be made therein
without departing from the scope and spirit of the inven
tion. Accordingly, modifications such as those suggest-
ed above, but not limited thereto, are to be considered 40

within the scope of the invention.

Claims

1. In a computer system (12) having a display (36) and
audio transducer, the computer system coupled to
other computer systems and a server (26) over a

computer network (24), an apparatus for establish
ing a point-to-point communication link comprising:

a. means for transmitting, from the computer
system (12) to the server (26) a query as to
whether a second computer system (22) is con
nected to the computer network (24);
b. means for receiving a network protocol ad
dress of the of the second computer from the
server when the second computer system is

6. A method of operating a processing unit (12) for es
tablishing a point-to-point communication between
the processing unit (12) and a second one of a plu-

45 rality of other processing units (22) over a computer
network (24) including a server (26), each of said
processing units having a display and an audio
transducer, the method comprising the steps of:

50 a. transmitting from the processing unit (12) to
the server a query as to whether the second
processing (22) unit is connected to the com
puter network (24);
b. receiving a network protocol address of the

55 second processing unit from the server when
the second processing unit is connected to the
computer network; and
c. establishing in response to the network pro-
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tocol address of the second processing unit a
point-to-point communication link between the
first processing unit and the second processing
unit over the computer network.

5

7. The method of claim 6 further comprising the step:

d. receiving audio data and transmitting the au
dio data to the second processing unit over the
established point-to-point communication link. 10

8. The method of claim 6, wherein the network proto
col addresses comprise Internet Protocol Address
es (IP addresses).

15

9. The method of claim 6 wherein the query transmit
ted to the server includes the E-mail address of the
second computer system (22).

link between the first processing unit and the
second processing unit over the computer net
work.

12. The program product of claim 11 further comprising:

d. program code for receiving audio data and
transmitting the audio data to the second
processing unit over the established point-to
point communication link.

13. The program product of claim 11, wherein the net
work protocol addresses comprise Internet Protocol
Addresses (IP addresses).

14. The program product of claim 11, wherein the query
transmitted to the server includes the E-mail ad
dress of the second processing unit (22).

10. The method of claim 4, further comprising the steps 20 15. The program product of claim 11, further compris-
of: ing:

e. transmitting an E-mail signal containing a
network protocol address from the first
processing unit to the second processing unit 25

over the computer network when the server in
dicates that the second computer system is not
connected to the computer network;
f. receiving a second network protocol address
from the second processing unit over the com- 30

puter network; and
g. establishing in response to the second net
work protocol address a point-to-point commu
nication link between the first processing unit
and the second processing unit over the com- 35

puter network.

11. A computer program product for use in a processing
unit (12) having a memory (16), a display (36) and
an audio transducer, to establish a point-to-point 40

commLJnication between the processing unit (12)
and a second one of a plurality of other processing
units (22) over a computer network (24) Including a
server (26), the computer program product having
a computer usable medium containing computer 45

readable program code, comprising:

a. program code for transmitting from the
processing unit to the server a query as to
whether the second processing unit is connect- 50

ed to the computer network;
b. program code for receiving a network proto
col address of the second processing unit from
the server when the second processing unit is
connected to the computer network; and 55

c. program code for establishing in response to
the network protocol address of the second
processing unit a point-to-point communication

9

e. program code for transmitting an E-mail sig
nal containing a network protocol address from
the first processing unit to the second process
ing unit over the computer network when the
server indicates that the second computer sys
tem is not connected to the computer network;
f. program code for receiving a second network
protocol address from the second processing
unit over the computer network; and
g. program code for establishing in response to
the second network protocol address a point
to-point communication link between the first
processing unit and the second processing unit
over the computer network.
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LK12-LK23 and having LANs LAN1-LAN7 coupled to them, and using IP (Intemet Protocol), under which each
LAN has a subnet address, and each host on a LAN has the subnet address as the high-order part of its own
address. In IP, each router contains a set of interfacellAN tables each listing the low-order address portions of
the addresses of the hosts attached to the LAN plus the MAC (medium access control) identifiers of those
hosts, and a set of link tables listing the subnet addresses of the LANs reachable through those links. In the
present system, both the interface tables and the link tables contain the full host addresses of all hosts
reachable through those interfaces and links, and the routers also contain means for polling the interfaces for
unknown hosts. Each router also contain an ARP (address resolution protocol) unit (3D, Fig. 2) for detecting
ARP requests from a source for a destination having the same subnet address as the source but not on the
same interface, and returning a proxy ARP response giving the router's identification. A host can thereby be
moved to a LAN whose address does not match that of the host.
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At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy. »
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2283645
1

Dieital Communication Systems

Thepresent invention relates to digital communication systems, and more

particularly to the addressing of units therein.

5

Digital communication systems: general

There is a considerable variety of digital communication systems. We

are primarily concerned here with systems which interconnect a considerable

number of essentially independent units (typically devices such as personal

10 computers and work-stations), and are typically geographically extensive.

Depending on the particular type ofsystem, the units which it interconnects are

termed end units, end-systems, or hosts.

As a very general matter, there are two extreme forms of system: a pure

15 switching system and a pure broadcast-type system. In a pure switching

system, the connections between the hosts are all individual, passing through

a network of switching nodes. In a pure broadcast-type system, all end-units

are connected to all other end-units by means of a common message medium.

20 It is clear that both these extreme types of system have major

disadvantages. A pure switching system requires a highly complicated network

ofswitching nodes, while there are obvious capacity limits on a pure broadcast

type system. A hybrid style of system has therefore become well established,

in which there are local broadcast-type subsystems which are connected to each

25 other by means ofa switching system. (In a sense, this constitutes a hierarchy,

but the term "hierarchy", and the associated term "levels", are normally used

to describe the organization of the more complicated and elaborate forms of·

switching network.)
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A simple and common form of local broadcast-type subsystem is the

LAN (local area network). A LAN consists essentially ofa common message

medium to which a number of hosts are connected. When a host wants to send

a message, it monitors the LAN to determine whether any other host is

5 currently using the LAN. If not, then the host sends its message. Every host

permanently monitors the LAN. watching to see whether any of the messages

on the LAN are directed to itself. (There are various mechanisms for dealing

with collisions, where two hosts try to transmit substantially simultaneously.)

10 There are various specific forms and various modifications ofLANs, and

there are other similar broadcast (common medium) systems. We shall use the

term LAN loosely to cover all such systems. regardless of the details of the

manufacturer or protocol.

15 As noted above, a number of LANs may be coupled together or

interconnected by means of a switching network. The switching network in

general consists of a number of nodes or switching devices, which we shall

term"routers" ..(Alternative terms are "intermediate systems" and "gateways" .)

The connection from a router to a LAN is termed an interface; the connection

20 from a router to another router is termed a link.

Obviously, there must be a suitable addressing system. Each host must

have an address, and the communication system must somehow deliver

messages from any host to any other host.

25

IF systems

We will consider primarily the types of system known as IP (Internet

Protocol) systems from now on, because that is the main type of system for

which the present invention is applicable. However, the principles of the
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present invention are not limited to IP systems, but are also applicable to other

systems having similar characteristics, such as AppletaIk.

Identifiers and addresses

5 Hosts generally have unique identifiers which are physically defined by

their manufacturers, ego by hard-wiring or burning in, often termed MAC

(medium access control) identifiers. A MAC identifier is normally globally

unique; it will typically include a portion distinguishing the manufacturer from

all other manufacturers and a serial number distinguishing it from all other

10 machines made by that manufacturer.

It is however preferred to assign each machine a logical address, which

can be chosen to facilitate the finding of connection paths in the system. (If

desired, a single physical machine can be given more than one logical address,

15 in which case it will behave as more than one logical host.) The MAC

identifier is more usually termed a MAC address, but we will use the term

"identifier" for MAC addresses to avoid confusion with logical addresses.

In the IP system, the logical address (IP address) is a 32-bit number,

20 which is conventionally divided into 4 bytes or octets which are then written

in decimal form (eg. 1.5.21.178). These logical addresses are normally

assigned manually.

A major feature of the IP system is that all hosts attached to a LAN have

25 a common high-order part (which is typically the top' 3 bytes) of their

addresses; this high-order part thus forms the address of the LAN. Thus the

host with address 1.5.21.178 will be attached to a LAN with address 1.5.21,

and all the other devices attached to that LAN will have addresses with the

same high-order part, ego 1.5.21.17,15.21.8, etc. Each LAN forms a subnet;

30 the address of the LAN is normally termed a subnet address.
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If only part of an address is significant, then the significant part is

indicated by a mask associated with the address (and of the same length as the

address). Thus for the above LAN, the mask will be 255.255.255.0, because

only the top 3 bytes of the address are significant. (In theory, the mask can be

5 used to define non-eontiguous bits, but in practice this rarely happens.)

The IP system as so far described therefore consists of a network of

routers with LANs attached to the routers. A host on a LAN can send

messages to other hosts on the same LAN directly over the LAN. To send a

10 message to a host on a different LAN, the host must send the message to the

router attached to the LAN. The network of routers then has the responsibility

for passing the message to the router attached to the destination LAN. That

router then puts the message on that LAN, and the destination host receives it.

15 System elaborations

There are certain elaborations of this basic system which are worth

noting.

First, there is a special address used for broad..:asting. In effect, every

20 device has two addresses; its own normal address and the special broadcast

address. A message with the broadcast address is received and accepted by

every device. Messages with the broadcast address are normally confined to

a single LAN; the routers do not attempt to pass such messages through the

router network. (There are in fact various special addresses, -to allow

25 multicasting (to a group, but not all, of the hosts), and a second broadcast

address, but this is not relevant for present purposes.)

Second, a LAN can be connected to more than one router. This may be

the most convenient way to connect two parts of the system, with the LAN

30 forming the only connection between the two routers. More often, however,
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the two routers are both in the same router network, so that they provide two

alternative paths to the LAN (from some other LAN). This redundancy allows

the system to maintain communication with the LAN even if one of the routers

connected to the LAN fails; also, it may allow the message flow rate to or from

5 the LAN to be increased above the limit attainable with one router.

Third, two LANs can be coupled together by means of a bridge in

known manner. A bridge is, in effect, a relay device which repeats any

message on either of the LANs onto the other LAN. Thus LANs can be

10 connected together into an extended LAN network in manner well known in the

art. (We shall use the simple term IILAN II to include extended LANs.)

Fourth, a LAN (which may be a single or extended LAN) can have more

than one logical address; the router to which it is attached will treat the single

15 physical port or interface to which that LAN is attached as two separate logical

interfaces. Any message put onto such a LAN at any point is physically

transmitted to all hosts on it. (In fact, a bridge may have some form of

filtering built into it, but this is not relevant for present purposes.) Logically,

however, the LAN consists of two or more distinct subnets with different

20 subnet addresses.

IP message flow protocol on LANs

In the IP system, message routing through the router network is

determined by the IP addresses, but message routing over LANs is determined

25 by the MAC identifiers. Mechanisms are therefore required to convert IP

addresses to MAC identifiers when messages pass over LANs.

There are three main cases to consider for a source host sending a

message to a destination host: the destination host may be on the same subnet
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as the source host, it may be on a different LAN, or it may be on the same

LAN but a different subnet.

In the first case, the source sends out an ARP (address resolution

5 protocol) request message with the logical (IP) address of the destination. That

ARP request is received by the destination, which sends back an ARP response

message to the source. (The ARP request is a broadcast message which is

received by all the hosts on the subnet, but only the destination host responds;

all the other hosts recognize that the destination address in the ARP request

10 does not match their own address, and they therefore discard the message.)

The destination host includes its MAC identifier in its ARP response. The

source then sends the actual data message to the destination using the

destination's MAC identifier.

15 This involves a large message overhead, since the passing of each data

message is preceded by an ARP request and ARP response. The various units

of the system therefore store tables of IP (logical) addresses and MAC

identifiers, so that most data messages can be sent out with the MAC identifiers

without having to be preceded by ARP requests and responses.

20

In the second case, the message has to be passed through the router

network. In general, each host knows of the existence of at least one router on

.its LAN. (This may be achieved by routers advertising their presence to their

hosts by means of broadcast. messages.) The source therefore sends the

25 message to a router (using the router's MAC identifier). The router network.

forwards the message to a router attached to the LAN including the destination

host. That router then sends an ARP request to the destination host, which

returns an ARP response. The router then sends the data message to the

destination host, using the host's MAC identifier. (If the router does not get
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an ARP response, the packet is discarded or sent back to the source with an

error status.)

The third case is where the source and destination hosts are on the same

5 LAN but different subnets. The first message is passed in the same way as for

the second case; the router accepts the message and then transmits it again on

the same LAN. The router also returns a redirect message to the source,

informing the source of the MAC address of the destination. The source stores

this information, and can then send any further messages direct to the

10 destination over the LAN common to the source and destination.

More specifically, each host maintains a connection table which lists the

IF addresses and corresponding MAC identifiers of other hosts with which it

has recently been in communication (without passing through a router - ie. in

15 the first and third cases above). If a host wants to send a message, the

destination is initially identified by its IP address. The host checks its table for

the IF address, and if it is in the table, it extracts the associated MAC identifier

from the table and sends the data message directly to that MAC identifier. If

the IP address is not in the table, then the host has to send an ARP request to

20 obtain a MAC identifier for the data message to be sent to. It enters the MAC

identifier and associated IF address in the table for future use.

Similarly, each router has a set of interface tables, one for each

interface. Each table lists the logical subnet addresses for that interface and,

25 for each subnet address, lists the hosts with that subnet address, by logical

address and MAC identifier. Obviously, the router will only know of the hosts

which have sent out ARP requests. Each table in the router also has the

identifier of its physical interface associated with it.
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The various tables normally incorporates a time-out mechanism, so that

entries which have not been used for some considerable time are deleted. This

minimizes the chance of a unit trying to send a message to a unit which has

disappeared from the system.

5

Router network organization

As noted above, if a message has to pass through the router network,

that network has the responsibility for passing the message to the router

attached to the destination LAN. This means that the routers have to pass

10 routing (addressing) information between themselves so that when a router on

a LAN receives a message (from a host on that LAN) for another LAN, it will

know how to forward the message through the router network (and similarly,

the router to which the message is forwarded will in tum know which router

to forward the m"essage to, and so on throughout the router network). This

15 routing information is passed between the routers by means of routing control

messages.

We are assuming here that a subnet address consists of the top 3 bytes

of a 32-bit IP address (as determined by the associated mask), and that all hosts

20 on that subnet have the subnet address as the high-order part of their own

addresses. (The routing control messages will also generally contain other

information, ego about the cost and capacity of the paths between routers.) The

routers therefore only have to deal with subnet addresses.

25 We are primarily concerned with the type of network in which every

router is in communication, directly or indirectly, with all other routers on

essentially the same basis. This is a single-level (level 1) system, and the

number of routers will generally be fairly modest for such a system. Various

types of routing control mechanisms are known for achieving this; for

30 convenience, we shall assume that the routing control messages are link state
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packets (LSPs), and that the router network passes the LSPs around so that

each router maintains a set of link tables, one for each link to other routers,

with each subnet address being held in the table for a link which points to a

router which is in some sense nearer to the actual location of that subnet.

5

Further details of the mechanisms which the router network uses to pass

messages (either data messages passing between hosts, or router network

control messages) through itself are not relevant for present purposes.

10 Router network elaborations

This basic mechanism for establishing and maintaining the topology of

the router network is subject to possible elaborations.

As noted above, some of the links in the router network may pass

15 through LANs. This does not affect the operation of the system, though of

course any messages in the router network which pass through such links have

to be encapsulated by the LAN messaging mechanism for their passage over

those links.

20 The routers can operate algorithms for combining (condensing) subnet

addresses. Thus if a router has several LANs attached to it with the same top

2 bytes in their addresses (eg. subnet addresses 1.5.21, 1.5.34, 1.5.26, etc),

and these LANs are the only ones in the system with these top 2 bytes, that

router can identify all those LANs by the single address ofjust the top 2 bytes

25 (1.5). (As noted above, a mask will define the address as consisting of only

2 bytes.)

This mechanism allows the router network to be hierarchical. In each

local (level 1) region of the network, the routers will have full information

30 about all the LANs attached to that region, but will have only summary
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(condensed) information about the subnet addresses of other local regions. The

mechanisms used for passing messages between different level 1 regions of the

router network form a second level, level 2, of the network.

5 The condition for combining subnet addresses in a router in a level 1

area can in fact be relaxed slightly. If there is a odd subnet with say 1.5.102

as its address attached to some other router, the router to which all other

subnets with 1.5 as the top 2 bytes in their addresses are connected can

advertise itself as the router for address 1.5, provided that it forwards any

10 messages it receives for subnet 1.5.102 on to the other router having the

1.5.102 subnet attached to it.

The problem

In the IP system, the address of a host includes the address of its LAN

15 (as a subnet address). A host is therefore "tied" to its LAN. It can be moved

to a physically different place on its LAN; all physical locations on a LAN are

logically identical. However, it cannot be moved to another LAN. If it is so

moved, it will be inaccessible; although it will be physically attached to the new

LAN, no other host will be able to reach it.

20

In some situations, this restriction on moving hosts is not significant; in

others, it provides a useful security feature.

However, in a large company or other organization, there may be a

25 number of different LANs which are connected in an IP system, and for a·

variety of reasons, such as changes oforganization, it may be desirable or even

necessary to physically move a host in such a way that it has to be removed

from its LAN and attached to another LAN.

,.
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This causes a problem. To move a host from one LAN to another, the

host's address has to be changed to match the address of the new LAN. Since

addresses are manually assigned, it is possible to make this change. Making

the change may not in itself be particularly difficult. However, that will in

5 effect tum the host into a new host. None of the other hosts which have been

in communication with it will know its new address, and communication will

have to be re-established from scratch with all these other hosts. This can be

highly inconvenient.

10 One potential solution to this difficulty is to couple the different LANs

together to form an extended LAN, as discussed above. However, this

increases the complexity of system management, and involves difficulties

arising from the complexity and proprietary nature of multipath bridging. The

message density on the extended LAN is also increased, ego by the increased

15 multicast traffic, and this may limit the extent to which this solution is feasible.

Another potential solution utilizes a directory service. IP systems often

have a directory service, which is essentially a table correlating host "names"

with their IP addresses. This allows a source host to identify a destination host

20 by means of the destination host's name; but before a source host can actually

communicate with a destination host, the source has to obtain the destination's

IP address from the directory service by sending the destination's name to the

directory service, which returns the associated IP address.

25 If a host is moved, it can be given a new IP address consistent with its

new location, and the directory service can be updated to associate the new IP

address with the host's name (which is unchanged). If a source host wants to

communicate with the host which has moved, the source host will find that

messages directed to the old destination IP address will fail to reach their

30 destination. It can then use the directory service to obtain the destination's IP
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address. as if it were trying to establish communication with the destination for

the first time, and will thereby acquire the destination's new IP address.

This solution requires manual updating of the directory service, which

5 is likely to involve considerable time delays during which the migrated host is

inaccessible. It also requires the organization to have a management structure

capable of dealing with the changes involved in an acceptably simple and

effective manner.

10 A third potential solution is to provide re-addressing. This involves

giving the migrated host a new IP address, consistent with its new LAN, and

recording its old and new addresses in the router for its original LAN. A

message sent to the host using its old address will reach its old router; that

router will replace the old address by the new address and forward the message

15 to the new router. However. this has various disadvantages. For example.

message paths through the router network are considerably extended; also, the

number of host addresses used in the system is increased each time a host

migrates, and the need for the migrating host to be given an address consistent

with its new LAN may be inconvenient. Also, the return path for messages

20 between the two hosts is different to the outward path, which can cause

difficulties.

The broad object of the present invention is therefore to provide an

improved technique whereby a host in an IP or similar system can be moved

25 from one subnet to another without having to have its address changed.

I
There are some important constraints implied in this formulation of the

problem. Any solution must be compatible with existing IP systems; any

modifications to only some of the routers andlor hosts in an existing IP system

30 to provide the required technique must not interfere with the operation of the
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remaining routers and/or hosts. Further, IF-type systems are of course very

well established, and include huge numbers of existing hosts. It is therefore

desirable, if possible, for the solution to involve modifications to only routers,

so that existing hosts can be moved without having to be modified.

5

As just noted, IP-type systems are very well established, and many such

systems are extremely large, both in the numbers of hosts and geographically.

The ideal solution in an abstract sense would permit a host to be moved from

any location on the system to any other location. However, a solution which

10 allowed only a limited degree of mobility of hosts around the system would be

of great practical value, even though it would theoretically be only a partial

solution.

The solution

15 The present invention provides a solution which comprises a combination

of several features, all involving modifications of the details of the manner in

which the routers operate.

According to the present invention there is provided a digital

20 communication system comprising a network of routers linked together by links

and having interfaces with local area networks (LANs) coupled to them, and

operating under a protocol under which each LAN has a subnet address, and

each host on a LAN has the subnet address as the high-order part of its own

address, each router containing a set of interface/LAN tables listing the low-

25 order address portions of the addresses of the hosts attached to the LAN plus

the MAC (medium access control) identifiers of those hosts, and a set of link

tables listing the subnet addresses of the LANs reachable through those links,

wherein: both the interface tables and the link tables in the routers contain the

full addresses of all hosts reachable through those interfaces and links; the

30 routers contain means for detecting ARP (address resolution protocol) requests
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from a source host for a destination host having the same subnet address as the

source host but not on the same interface, and returning a proxy ARP response

giving the router's identification; and the routers contain polling means for

polling the interfaces for unknown hosts.

5

Since the present system does not require any changes to the hosts, the

address space of the system is unchanged. However, the present system in

effect decouples the host addresses from the subnet addresses and hence from

the geographical LAN locations. This allows considerably greater freedom in

10 assigning addresses to hosts within the system address space.

In the standard system as described above, we have taken the top 3 bytes

of the 32-bit address space as being used for subnet addresses, and the bottom

byte as being used for different host addresses on the subnet. In fact, the

15 division between the subnet address and the host addresses on the subnet can

be defined more flexibly, by the use of suitable masks. However, the number

of possible host addresses on a subnet must obviously be a power of 2, and the

actual number of hosts on the subnet is likely to fall well short of the

maxImum.

20

Thus in the standard system, there are likely to be many spare addresses,

which cannot be used (or can only be used by hosts added to the subnet with

which those unused addresses are associated). In the present system, these

spare addresses can be used much more freely, since they can be assigned to

25 hosts regardless of which subnets (and hence LANs) those hosts are to be

attached to.

Router network organization

A major feature of router operation is that the present modified routers

30 use full host addresses for level I routing.
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In the standard IP system, the routers use abbreviated addresses - the

subnet addresses of the LANs - for level 1 routing; in effect, the routers

operate an address compression algorithm which compresses the addresses of

all the hosts on a subnet into a single subnet address. In the present system,

5 the router operation is modified so that this address compression is no longer

performed.

The result is that in a router network using the present modified routers,

each router will hold effectively the same routing information as befC're, albeit

lOin an expanded form. The operation of the router network is therefore

effectively unchanged in principle (as far as the routing of messages through the

router network is concerned). However, the amount of LSP traffic is

increased, the amount of processing required for routing is increased, and the

routers have to have a greater storage capacity.

15

If the level 1 network forms part of a larger system coupled to other

level I networks through a level 2 organization, the level 2 organization is

unaffected. Compressed or summary addresses are used unchanged for level

2 routing. The migration of hosts is restricted to within their own level 1

20 systems; it is not possible for a host to migrate from one level 1 system to

another. As mentioned above, this restriction is rarely significant.

The present routers are largely compatible with standard routers, so that

a network can consist of a mixture of standard and compatible routers. For

25 present purposes, it is convenient to regard the resulting network as a network

of modified routers to which standard routers have been added.

in a standard router network, the routing information consists of subnet

addresses, which are distributed by the LSPs and stored by the routers. A

30 subnet address has the fonn of a full address plus a mask, with the mask
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defining which part of the full address fonns the subnet address; the rest of the

address is ignored. The ignored part of the address is in fact, of course, a host

address (on the subnet defined by the mask).

5 In a mixed system, the modified routers will send LSPs with full

addresses in the same format, ie. address plus mask pairs, and any standard

router receiving such an LSP will automatically store this address in the usual

way. As far as such a standard router is concerned, there is no difference

between subnet and full (host) addresses; the distinction arises solely from the

10 contents of the masks associated with the various addresses. In a mixed

system, therefore, the presence of standard routers will not affect the

performance of the subsystem of modified routers (provided, ofcourse, that the

standard routers have sufficient storage capacity). The migration of hosts in

such a mixed system is of course limited to the subsystem of modified routers.

15

As noted above, in the present system the amount of address information

which has to be propagated through the router system is considerably increased.

It may therefore be desirable to introduce a new LSP option type or format, to

reduce the size and/or number of LSPs.

20

In the standard system, routing information is exchanged between the.

routers in the form of information units termed "options" of which there can

be various formats or types. To reduce the number of LSP messages, a

number of options are typically assembled into -a single LSP. The standard

25 option type can be taken as consisting of a header, an address section, and a

general information section. The header contains an identifier which defines

the LSP option type and length; the address section will consist of the address

plus mask pair; and the general information section will contain associated

routing information such as cost and distance.

30
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The new LSP option type has the same general format, but the address

section contains a set of host addresses without masks. Thus a considerable

number of addresses can be sent as a single option of the new type, instead of

needing a separate option (of the old type) in the LSP for each address. The

5 length of this new LSP option will be considerably less than the total length of

the separate LSP options of the old type, because there will be only one header

and general information section, and each address will consist ofa pure address

with no accompanying mask.

10 The number of addresses in the new LSP option type may be included

explicitly in the header, or may be calculated from the total length of the option

by subtracting the header and general information lengths and dividing by the

address length. Different addresses cannot, ofcourse, have different associated

routing information, because the addresses all share the common general

15 information in the final section of the option. The routers will normally

assemble the addresses of hosts on a common LAN when constructing an LSP

option of the new type; those addresses will then all have the same

characteristics and can share the same general information.

20 The new LSP option type can be used in a mixed system, as standard

routers forward all LSP options (including those of the new type); the full host

address information will thus be maintained throughout the subsystem of

modified routers. However, the standard routers will not update themselves

with the contents of LSP options of the new type.. The modified routers must

25 therefore also send out LSP options of the old type, so that the routing

information in the standard routers is maintained. Also, if the standard routers

split the subsystem of modified routers into disconnected parts, hosts cannot

migrate between those parts because the standard routers connecting those parts

will maintain only subnet addresses, not full host addresses.
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