
Case 2:12-cv-00008-RGD-DEM Document 50 Filed 10/12/12 Page 1 of 1 PagelD# 1311

AO 120 (Rev. 081l0)

TO:
Mail Stop 8

Director of the U.S. Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINAnON OF AN
ACTION REGARDING A PATENT OR

TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Virginia on the following

o Trademarks or IijlJPatents. (0 the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. D1STRICf COURT
2:12cv8 1/4/2012 Eastern District of VirQinia

PLAINTIFF DEFENDANT

Innovative Communications Technologies, Inc. ooVoo, LLC

PATENTOR DATE OF PATENT
HOLDER OF PATENT OR TRADEMARK

TRADEMARK NO. OR TRADEMARK

I 6,513.066 12/28/1999 Innovative Communications Technologies, Inc.

2 6,701,365 3/2/2004 Innovative Communications Technologies. Inc.

3 6,009,469 1/28/2003 Innovative Communications Technologies, Inc.

4

5

In the above--cntitled case, the following patent(s)/trademark(s) have been included:

DATE INCLUDED INCLUDED BY

o Amendment o Answer o Cross Bill o Other Pleading

PATENTOR DATE OF PATENT
HOLDER OF PATENT OR TRADEMARK

TRADEMARK NO. OR TRADEMARK

I

2

3

4

5

In the above-entitled case, the following decision has been rendered or judgement issued:

DECISION/mDGEMENT

10/11/2012 Stipulation of Dismissal filed

CLERK (BY) DEPUTY CLERK DATE

Fernando Galindo R. Simmons 1011212012

Copy I-Upon initiation of action, mail this copy to Director Copy J-Upon termination of action, mail this copy to Director
Copy 2-Upon filing document adding patent(s), mall this copy to Director Copy 4-Case file copy

FH_000001
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Case 2:12-cv-00008-AWA-DEM Document 4 Filed 01/11/12 Page 1 of 1 PagelD# 144

,\0 120 (Rev. 081101

TO:
thail Stor:fs

Director orahe U.S. Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450 ! .

., - .. ·1tii-bRT ON THE

FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENTOR

TRADEMARK

In Compliance with 3S U.S.C. § 290 and/or IS U.S.C. § 1116 you are hereby advised that a coun action has hecn
filcd in the U.S. District Coun for the Eastern District of Virginia onlhc following-_. ...

o Trademarks or ~ Patents. (0 the patent action involves 35 U.S.C. § 292.):

DOC5:I:T NO. f?'. DATf}.~i.'7 U.S. DISTRICT COURT ,by.9
L;l~ ~ c.v I . '/ /2.- for the Eastern District of Virainia ~OO ~("(:t.. I"

PLAINTIFF DEFENDANT
~ 'VA

INNOVATIVE COMMUNICATIONS TECHS., INC. OOVOO, LLC

I'ATENTOR DATE Of PATENT HOLDER OF PATENT OR TRADEMARK
TRADEMARK NO. OR TRADEMARK

I 6,009,469 12128/1999 INNOVATIVE COMMUNICATIONS TECHNOLOGIES, INC.

2 6,701,365 312/2004 INNOVATIVE COMMUNICATIONS TECHNOLOGIES. INC.

3 6,513,066 1128/2003 INNOVATIVE COMMUNICATIONS TECHNOLOGIES, INC.

4

5

In the ;Ioove-ell\itlcd case. the following pntent(s)/tradelllark(sj have b,,-cn included:

DATE INCI.UDED INCLUDED BY
o Amendmenl o Answer o Cross Bill o Other Pleading

IWrENTOR DATE OF PATENT
HOLDER OF I'''TENT OR TRADE:VIARKTRADEMARK NO. OR TRADEMARK

I

2

3

4

5

In Ihe ahove-I:ntitled casco Ihe lollowing dccisinn ha.~ been r"'lIdcred orjudgclllcnt issued:

IIJECISION'lUJJGEMENT

CLERK (BY) DEI'UTY CLERK DATE

Fernando Galindo.. ~.<£I'M~ i / jj //..0 1"1"

Copy I-llpon iniliation of lIclion. mail Ihis COllY III J)jreclol' C:IIII~' J-l'pon tcrminlltion of IIction, mail this COllY to Director
COil" 2-llllon filin= docllment Iiddin= plltenl(s), mllil Ihis COllY 10 J)jr~lor COII~' 4--Cllse liIe COllY

FH_000002
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Hon. Commissioner ofPatents
P.O. Box 1450
Alexan~a, VA 22313-1450

Sir:

POWER OF ArrORNEY,
CORRESPONDENCE ADDRESS

AND REVOCATION OR POWERS
O"p

Revocation: I hereby revoke all previous powers of attorney given in the
application identified in the attached statement under 37 CFR 3.73(b).

Power of Attorney: I hereby appoint the practitioners associated with customer

number 42624, individually and collectively, as attorney(s) or agent(s) to represent the
undersigned before the United States Patent and Trademark Office (USPTO) in
connection with any and all patent applications assigned only to .the undersigned
according to the USPT0 assignment records or assignment documents attached to this
fonn in accordance with 37 CFR 3.:73(b).

I authorize Davidson Berquist Jackson & Gowdey, LLP to delete names/numbers of
persons no longer with the Firm and to act and rely on instructions from and communicate
directly with the entity who first sent this case to them and by whom I hereby declare that I have
consented after full disclosure to be represented unless/until I instruct Davidson Berquist Jackson
& Gowdey, LLP in writing to the contrary.

f
(

i
I

i
t
i -'

!
!
I

Correspondence Address: Please recognize or change the correspondence
address for the application identified in the attached statement under 37 CF~ 3.73(b) t~

the address associated with Customer Number 42624.

Assignee Name and Address:

Net2Phone, Inc.
520 Broad Street, 8th Floor
Newark, New Jersey 07102

t
I

!
r
!

Date

1\TURE ofAssignee ofRecord
e and title is su lied below is authorized to act on bebalfoftbe'assi ee

A copy ofthis form, together with a statement undi:r 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be filed in
each application in which this fonn is statement under 37 CFR 3.73(b) may be completed by one of the practitioners
appointed in this form ifthe ap. practitio is authorized to act on behalfofthe assignee. and must identify the application
in which this Power ofAtto is to be filed.

Signature

Title
Name

FH_000003
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A corporation
(Type of Assignee: corporation, partnership, university, government agency, etc.)

,Y"S __,
o ~

I v.~~ \ ~ 1.~\')~ S,,-. JIE1.l-----S-TA-T-E-M-E-N-T-U-N-O-E-R-3-7-C-F-R-3-.-7-3(-B-)-----------,

-...;:;~-

Applicant 1Patent Owner: Net2Phbne, Inc. Docket No. 2655-0063

Patent No. 6,009,469 Filed 1 Issued Date: 12/28/1999

Entitled: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION

Assignee: Net2Phone, Inc.
(Name of assignee)

States that it is:

1. ~ the assignee of the entire right, title, and interest; or

2. D an assignee of less than the entire right, title and interest.
(The extent (by percentage) of its ownership interest is %)

in the patent application 1patent identified above by virtue of either:

A. D An assignment from the inventor(s) of the patent application 1patent identified above. The assignment
was recorded in the United States Patent and Trademark Office at Reel , Frame , or for
which a copy thereof is attached.

OR

B. ~ A chain of title from the inventor(s), of the patent application 1patent identified above, to the current assignee
shown below:

1.

2.

3.

From: MATTAWAY. Shane D. et al. To: Netspeak Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 008311 Frame 0785, or
for which a copy thereof is attached.

From: HUTTON. Gleen W. To: Netspeak Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 008448 Frame 0779, or
for which a copy thereof is attached.

From: Netspeak Corporation To: VOIP Technology Holdings. LLC

The document was recorded in the United States Patent and Trademark Office at Reel 016522 Frame 0205, or
for which a copy thereof is attached.

~ Additional documents in the chain of title are listed on a supplemental sheet.

~ Copies of assignments or other documents in the chain of title are attached.

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence ofthe chain of title from the original owner to the assignee
was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[Note: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to
Assignment Division in accordance with 37 CFR Part 3, if the assignment is to be recorded in the records
of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

Michael R. Casey, Ph.D

Printed or Typed Name

Attorney, Registration No. 40,294
Title: _

3/13/09

Date

703-894-6400

Telephone Number

FH_000004
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STATEMENT UNDER 37 CFR 3.73(8)
Continued

4. From: VOIP Technology Holdings, LLC To: Net2Phone, Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 016945 Frame 0858, or
for which a copy thereof is attached.

5. From: Netspeak Corporation To: Net2Phone, Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 016945 Frame 0890, or
for which a copy thereof is attached.

6. From: VOIP Technology Holdings, LLC To: Net2Phone, Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 017105 Frame 0240, or
for which a copy thereof is attached.

FH_000005
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Patent No. ~ 00 ~. LI {g ~
I I

UNITED STATES PATENT AND TRADEMARK OFFICE
UNDER SECRETARY OF COMMERCE FOR
INTELLECTUAL PROPERTY AND
DIRECTOR OF THE UNITED STATES PATENT
AND TRADEMARK OFFICE
Alexandria, Virginia 22313

PaperNo. __

NOTICE OF EXPARTE REEXAMINATION

Notice is hereby given that a request for ex parte reexamination of U.S. Patent No.

(PI l5b5.~(,,<twasfiledon 2~Z~-07

37 CFR 1.510(a).

under 35 U.S.c. 302 and

The reexamination proceeding has been assigned Control No. 90/ () / p "'2 C.
I

This Notice incorporates by reference into the patent file, all papers entered into the

reexamination file.

Note: This Notice should be entered into the patent file and given a paper number.

FH_000006
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•
Page 1 of 1

•
UNITED STATES DEPARTMENT OF COMMERCE
United State. Patent and Trad...mark Office
Addr=: OOM.\fISSIONER fOR PATENTS

P.o. Bo. 1450
Alexandria, Vitginia 22313·1450
WWW,l:.sptO.go.,-

081721,316

FILING OR 371 (c) DATE

09/25/1996

FIRST NAMED APPLICANT

SHANE D. MATTAWAY

ATIY. DOCKET NOJrITLE

JEFFREY S. GINSBERG, ESQ.
KENYON & KENYON
ONE BROADWAY
NEW YORK, NY 10004

CONFIRMATION NO. 2693

1111[111111111111 Inl Inllllli Inl Inlllill 11111 11111111[1 111111111 1[111111111[11111111111
·oc000000019645740·

Date Mailed: 07/18/2006

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/24/2006.

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

~ffi 1 kA (l a LU.'\
DESHAWN D DURHAM
OIPE (703) 308-9010

OFFICE COPY

FH_000007
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Page 1 of 1

•
IDlITED STATE.'> DEPARTMENT OF COMMERCE
United State. Patent and Trad...aunk om""
Address: COMMISSIONER FOR PATENTS

P.o. Box 1450
Alexandr", Vuginia 213\3·1450
www.uspto.gn..·

APPLICAnON NUJvlBER

081721,316

FILINGOR371 (c) DATE

09/25/1996

FIRST NAMED APPLICANT

SHANED. MATTAWAY

ATTY. DOCKET NO.rrITLE

42624
DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, VA 22203

CONFIRMATION NO. 2693

11111111111111111 llil llilllill llil llillllllll[IIIII[IIIIIIII~IIII~ IIIIIII~I ~~III[IIIII
'oc000000019645760'

Date Mailed: 07/18/2006

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/24/2006.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

.., ,., ,.,., , , , ..,.,.,..•,.,.,., ,., , , ..,.,., , , ..•, ,., , ..•.•.., , , , ,., ,.,., ,.,.,.,.,., , , ,.,.,., ,.,.,.,., , ..••.............................,.,.,.,., ,.,.,.,., ,., ,.,.,.,.,.,., , ,.,..•,., ,.., •...•..,., , ,.,.,.,.,.,., ,.,.,.,.,.,.,., ,., , , , ,., ,., , ,., , ,., ,., ,., ,.,.,.,.,.,.,.,.,., .

~ili~a~
DESHAWN D DURHAM ....
OIPE (703) 308-9010

OFFICE COPY

FH_000008
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FACSIMILE TRANSJYJlSSION

-
DP..VI DSON BEHQU I ST .,: 7038946430 Feb 24 JIIf 19:09 P.01

RECEiVED
camw. FAX CENTER

FEB 242006

To:.. United States Patent and Trademark Office

Facsimile No.: (571) 273-8300

From: Davidson Berquist Jackson & Gowdey, LLP

No. of Pages (including this page): 4

COMPLETED

IF YOU DO NOT RECEIVE CLEARLY ALL PAGES, PLEASE CONTACT US
IMMEDIATELY BY TELEPHONE AT (703) 894-6400.

USPTO: PLEASE ACKNOWLEDGE CLEAR RECEIPT OF ALL PAGES I:Nl),.ICATED
ABOVE BY FAXING TInS PAGE BACK TO (703) 894-6430 -

In re Patent Application of: Attorney Docket No. 2655-:0063

Shane D. Mattaway et aI. Group Art Unit: 2757
>

.
Patent No. 6,009,469 Confi.rmation No.: 2693

<

Issue date: December 28, 1999 Examiner: RAMIREZ, Ellis' B.
~

Application Serial No. 08/721,316 Date: February 24,2006
"

Filing date: September 25, 1996
~

>

Title: GRAPHIC USER INTERFACE FOR
~:

INTERNET TELEPHONY
APPLICATION

..

Name(s) ofpaper(s) being transmitted: • Transmittal
• General Power ofAttorney
• Statement under 37 CFR 3.73(b)

..
CERTIFICATE OF FACSllV,UL:E ~NSMlSSION -

I hereby certify that this correspondence is being facsimile transmitted to the United States Patent
and Trademark Office at the above facsimile number On the date shown belQw.

Name: I Amanda Sandusky ISignature:~.,J. JJ~v IDate: I ~

j 02/24/2006

u

CUSTOMER NUMBER

42.624

DAVIDSON BERQUIST JACKSON & GOWDEY, LLP..
4300 WILSON:8LVD., 1TII fLooR, ARLINGTON, VA 22203

703.894.6400 (main) • 703.894.6430 (Fax)
.; .

PAGE 1/4' RCVD AT 212412006 7:03:03 PM [Eastern Standard Timel' SVR:USPTO.£FXRF-5I6· DNIS:2738300 I CSID:7038946430' DURATION (mm-ssl:01·28
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IN THE UNITED STATES PATENT AND TRADEMARK. OFFICE

_0

I

.,
D~VIDSON BERQUIST .:7036946430 Feb 24. 19:09 P.02

RECEIVED
CEHnw. FAX cam

FEB 242006

In re PATENT APPLICATION OF:

Shane D. Mattaway et a1.

Patent No.: 6,009A69

Issue Date: December 28. 1999 Confirmation No. 2693

Examiner: RAMIREZ, Ellis B.

Date: February 24, 2006

Appln.No.:

Filing Date:

08/721,316

September 25,1996

Atty. Dkt. No.:

Art Unit:

2655-0063

2757

Title: GRAPInC USER INTERFACE FOR
INTERNET TELEPHONY
APPLICATION

TRANSMITfAL

Hon. Comnrissioner ofPatents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir.

Attached please find the following docwnents. submitted for filing in connection ~tb. the above

identified application:

~ General Power ofAttomey

~ Statement under 37 C.F.R. § 3.73(b~

Our Deposit Account No.: 501860 Our Order No. (Client-Matter No.): 2655-0963

QIAR,QE STATEMENT: The Commissioner is here!:l,y authorizOO to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted 10 be filed, or wbic~ should have been filed herewith or concerning any paper fileq pereafter, and which
may be required under Rules 16-18 ~sin!l or insuffic?encies only) now or hereafter relative 10 this application and ~e resulting Official
docume:nt under Rule 20, or =dit any overpayment, tq our AccountlOrdErNos. (or Attorney Docket No.) shown in the h~ing b.e;reoffor
whicl1 purpose a duplicate copY of this pe.~ is attach~. ,.

This Charge Statement doe~ not authorize ch~rge of the issue fee until/unless an issue fee tran9mi~1 form i9 filed.

CUSTOMER NUMBER

42624

Davidson Berquist Jackson & Gowdey LLP

By:

Respectfully submitted,

Michael R. Casey, Ph.D.
Registration No. 40.294

PAGE 214 t RCVD AT 212412006 7:03:03 PM [Eastern Standard Timel t SVR:USPTO-EFXRF-516 t DNlS:2738300 t CSID:7038946430 *DURATION (mm-ss):01.28
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D&VIDSON BERQUIST .:7036946430 Feb 24 4IIt 19:09 P.03

PTOISBJBO (ll4-O5)
Approved fOr Uge Qlr'Ougll 11r.l(y.!O()5, OMS 0651-0035

u.s. Patent and Trallell'l3S1<. 0lfiCe; U.$. PEPAATMISNT OF COMMERCE
unller tllil Paperwcrt Rllauclion Ad Of 1995, no~ _ tequj~ to r~pcnd to a COOedion Of intotmaljQnun~ it dbpl<2y5 .. VZllid OM9 t::Q(l\rgf mnnb8lc-

POWER OF ATIORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO l'
I hereby revoke aU previous powero of attorney given in the application identified in the attached statement under
37 CFR 3.73Cb),
I hereby appoint: .'

[Xl Practitioners associated with the CustOl11er Number: I 42624 IOR

D Ptactiliol\Ql'(s) namBd below ("rf mom than tan patant.pta~iotlSl'S am to b& named. than a cuslPme, number mUl>t be r.!i>ed>:

Name Registration Name Reglstranon
Number Nuinber

as altOmey(s) or agsm(s) to represent the undersigned before the unlled Slates Patent and Tradamark OfflOll (USPT.O) In~ctIonwith
any and all patent applications assigned.!!nlx to the undersigned according to the USPTO assignment records or assIgnmentaocuments
attached to this form in accordance with 37 CF~ 3.73(b).

Plea$e change the corr'llspcndel1C9 address for the appllcallon Identlfled In the attached statement under. :?rT~ 3.73(b) to:

00 The address associated with CUstomer Number. I 42624 ]
OR -
U Finn or

Individual Name
Address

C11y I State IZip ,
Country

Telephone I Email

Assignee Name and Addres5;
NET2J:tBONE,·INC.
520 Broad Street, 8th Floor
Newark, New Jersey 07102 -

A copy of thl$ form, together with II 5tatement under37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is ~qulred to be
filed In each application In which this fonn i5 used. The statement UI'ld9r 37 CFR, 3.73(b) may be compl~dby one of
th9 practitioners appointed In this fonn if the appointed practitioner Is authorized to act on behalf ofthe:lmSignee,
and must identify the aDDlleatloJl In which this Power of AUomev Is to be fIlad.

The illdividllal~~
-~IGN.ATURE of A&Signoo of Rocord

fitlcji ~liedbelow is authorized to act on behalfoftbc 883igncc

Signatull! ~:----::: :::..---- Date .:vi" J.;l~
Nama Gle~iUiams Telephone (973) 43.8-6066
TIlle ......!-EXecutive Vice PJ'esident. General Counsel
TNa COllecIJon ofinfonnaf"lOI1lS ~UI~ by:!7C~ 1.31. 1.32 end 1.33.. Th8 IIIfcnnll!jgn IS r<lCjuited to obtain or ret:aln a benelll by 1/la public which 18101119 (end
by the usPTO lD Jl"'C8S$) iln "I'l'li=.ticn. CClnfidentIallty 1& gOV9fT1ad by 3S U.S.C. 122 end ~7 CFR 1.11 and 1.14, llliS COqedlon 19~ lD tsl\S 3 rMlUUI8
to eorttpI&ta,lnCIUlling gathering. prepi!ring, and 8llbn1llllng lIlB COfllIlI9tBO sppllcsllon 10nn to lhc USPTO. Ti~ y"llvwy !lepeolfing up<lI\ tile U\dilridu:al esse., Any
oommen\$ on tile amount or U1nS you 19Quiv to completl: lhis fOm1 MdIDr suggestlons !Dr reducing 1hla burtl8l1. should bs 59I1t 10 the Chicflnfommiclo- Qffi::l:(.
U.S. PslBnt and T~eow1: 6mce:u.s. DBpBr1mBm of Commcr=. P.O. 90lC 1450, AleXandrla, VA 2231$-1450. 00 NOT SEND FEES' OR COMPLETED'
FOR.MS TO THIS ADDRESS. SI'iND TO; CommisQionar for Patllnts. P.O. Box 1450. AJellandria. VA 22313-1450. ..

Ifyou nesdassistanaJ In completing tile tbrm, can 1-eoo-PTO-9199 illIQ seIsct option 2.

PAGE 3/4' RCVD AT 2124120061:03:03 PM [Eastern Standard Timel' SVR:USPTO.£FXRF-5I6· DNJS:2138300' CSID:1038946430' DURATION (mm-ssl:01·28
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P.04 RECEIVED
canw. FAX CENTER

FEB 2006

19:09Feb 24 •• :7038946430
•

DAVIDSON BERQUIST

24
STATEMENT UNDER 37 CFR 3.73(b)

Applicant I Patent Owner: Net2Phone, Inc. Attorney DocKet No.: 2655-0063

Application No.1 Patent No. 6,009,469 Filed I Issue Date: December 28, 1999

~ntitled: GRAPHIC US~R INTERFACE FOR INTERNET TELEPHONY APPLICATION ·
Assignee: Net2Phone, Inc. A Delaware Corporation ·

=
States that it is:

1. [8J the assignee of the entire right. title. and interest; or -
2. 0 an assignee of less than the entire right, title and interest. -

The extent (by percentage) of its ownership interest is % in the patent application! patent
Identified above by virtue of either:

A. 0 An assignment from the inventor(s) of the patent application I patent identified above. The assignment
was recorded in the United States Patent and Trademark Office at Reel __, Frame _.__, or for

which a copy thereof is attached.

OR
B. IZI A chain of title from the Inventor(s), of the patent application I patent identified above, to the current

assignee shown below: -

1. From: Shane D. Mattaway, Craig Strickland To: NetSpeak Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 008311 Frame
0765. or for which a copy thereof is attache~. -

2. From: Glenn W. Hutton To: NetSpeak Corporation -
The document was recorded in the United States Patent and Trademark Office at Reel 008448 Frame
0779, or for which a copy thereof is attached. ·

3. From: NetSpeak Corporation To: VolP Technology Holdings. LLC -
-

The document was recorded in the United States Patent and Trademark Office at Reel 0.16522 Frame
0205, or for which a copy thereof is attached. -

4. From: VolP TechnoloQ'l Holdings LLC To: Net2Phone. Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 0"16945 Frame
0658, or for which a copy thereof is attached. -

o Copies of assignments or other documents in the chain of title are attached. -

The undersifi.ZJJe IS supplied below) Is Bu",orized to Bet on behBlf of the assignee:

By: .'~~ , Date: February 24, 2008
Michael R. Casey, Ph.D. JRegistration No. 40,294 Telephone No.: (703) 894-6406

Title: Attorney

PAGE 414' RCVD AT 212412006 7:03:03 PM (Eastern Standard Timel' SVR:USPTO.£FXRF-5I6' DNIS:2738300· CSID:7038946430' DURATION (mm-ss):01·28
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Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
08/721,316
6,009,469
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
E. Ramirez
2757

Applicant:
Serial No:
Patent No:
Filed:
For:

Examiner:
Art Unit:

Enclosures

Assistant Commissioner for Patents
Washington, D.C. 20231

C(J/-:~

~----T-RA-N-S-M-I-T-T-A-L-L-E-T-T-E-R------':---D-o-c-ke-t-No-.-N-0-00-3-/7-00-2-"'~~
3-l1-0(',,-

D Affidavit under 37 C.F.R. 1.131

D Assignment Papers

D Change of Correspondence Address

D Extension of Time Request

D Declaration/Power of Attorney

D Fee Transmittal Form

D Information Disclosure Statement

D Invention Disclosure Document

D Notice of Appeal

D Petition and Petition Routing Slip

D Power of Attorney Form

D PTO-1449 Form(s)

o't--1·
\~l ~.
An (0 ruce D. Jobse, Es Reg. No. 33,518'b \\ KUDIRKA &JOBS , LLP

.- Customer Number 021127
, Tel: (617) 367-4600 Fax: (617) 367-4656

l8J
D
D
D
D
D
l8J
D
D
D
D
l8J

o
Request for Certificate of Correction

Request for Corrected Filing Receipt

Copy of Original Filing Receipt

Request for Reconsideration

Request for Refund

Response to Missing Parts

Return Receipt Postcard

Sheets Formal Drawing(s)

Small Entity Statement

Status Letter

Terminal Disclaimer

Other: Certificate of Correction; Copy
of Amendment After Allowance;
Copy of Approval of Amendment
After Allowance

Date:__/_z-+;A_Z---=-,~~A_(J_IJ__

APP~~OVED

MAR 2 9 2001 '\.,J
FOR THE DIREC'DR OF USPTO

Transmittal Letter - General 10f 1
FH_000013
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REQUEST FOR CERTIFICATE OF CORRECTION Docket No. NOO03/7002

Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
Serial No: 08/721,316
Patent No: 6,009,469
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

Frances M. Cunningham

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with first
class postage attached, addressed to Assistant Commissioner f patent~h1washi g n, DC 20231 on
December 29, 2000. .,

. ~

/

Assistant Commissioner for Patents
Washington, D.C. 20231

ATTENTION: Decision and Certificate of Correction
Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT
FOR PTO MISTAKE (37 C.F.R. 1.322(a»

Applicant hereby requests the issuance of a Certificate of Correction for the above-referenced

patent, the corrections being shown on the attached Certificate of Correction form. The corrections, as

outlined on the Certificate of Correction, were previously submitted by Applicants with an Amendment After

Allowance mailed July 20,1999, a copy of which is attached. Such Amendment After Allowance was

entered by the Examiner as indicated by the Office Action, Paper No. 14, dated November 16, 1999, a copy

of which is also attached. Unfortunately, the amendments from the approved and entered Amendment after

Allowance were not present in the above-identified patent at issuance. Since these errors in the text of the

patent is the fault of the PTO, no fees are due for the filing of this request. The Commissioner is hereby

authorized to charge any additional fees to Deposit Account No. 02-3038. Any questions regarding this

matter may be directed to Attorney Bruce D. Jobse at the below-referenced number.

Respectfully submitted,

~~~~~~~:::<~()::::":.~~~~~~:!:- Date:__I-;~f-!?_Z""':?"-fA,-O'O _
Bruce D. Jobse, Reg
KUDIRKA & JOBSE, P
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

FH_000014
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PATENT NO

DATED

UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

:6,009,469

:December 28, 1999

INVENTOR(S) :Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland

It is certified that errors appear in the above-identified patent and that said Letters Patent
are hereby corrected as shown below:

IN THE CLAIMS:

In claim 1, column 41, line 23, after "having a display", please delete "and an audio transducer"; t
In claim 1, column 41, line 43, after "program code", please delete "means"; C

In claim 3, column 41, line 60, after "program code", please delete "means"; ~

In claim 4, column 42, line 1, after "program code", please delete "means"; C

In claim 4, column 42, line 5, after "program code", please delete "means"; t-
In claim 5, column 42, lines 8 and 9, after "having a display", please delete "and an audio V
transducer";

MAILING ADDRESS OF SENDER: KUDIRKA & JOBSE, LLP
Two Center Plaza
Boston, MA 02108

PATENT NO. 6,009.469

No. of addiUonal copies

=> 10
FH_000015
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UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

SERIAL NUMBER I FILING DATE I FIRST NAMED APPLICANT I ATTORNEY DOCKET NO.

0::::/721.:. ::::16 09/2S/'.".:f6 c:
'-'

11./ 1. (,/99

EXAMINER

H?H'1JREZ;. E

ART UNIT I PAPER NUMBER

~?/'·~~·V /Lf

LW':;1. / 111.6
I<Ul) I F~K?-) ;~~ .JOJY3E
TWO CEN1'ER PLAZA
E:OSTot·" rl(~ 021 O:~:

The amendment flied7
and has been:

.~ 1.~ntered,

2. 0 entered as directed to matters of form not affecting the scope of the invention (0.3311).

3. 0 disapproved. A report appears below.

4. 0 entered in part. A report appears below.

By Direction of the Commissioner

Report:

;(~

fJ-fj'JIr- ~~. rJ
n:.:STAFA M. MEKY

Ptl;t.iARY EXAMINER

FH_000016
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AMENDMENT TRANSMITTAL Docket No. NOO03n002

Applicant: Shane D. Mattaway, et al.
Serial No. 08/721,316
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY

APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

'CE~tIFICATE0fEXPRt;SS;MAILlN.G .

~Express Mail" mailing ICibel. 'n~mb'er:<·I;L::4459481365US,
Date of O~posit: ~Gly20, 19~9', ...." ,." ' "

.. ~. ~ j .'

, 'I, hereby certifyl,that the JOIIOWingA~9n;eSP()@ence. ·i~:~~eif1g.deposited;~ith the Unj~~df:$.tat~s'. "
Postal,Service n~press~ail po~t'$tftc:~)o,A(ldre·sseet,;~~~ry!c..e;purs~e6hto3tG.FR§.1;:119';,qn ,', '
,the da!eif1~icat~d,/~¥ve·i.q;an ,enye.,lpp:y,aadr~ss€ld ·to" ~' iss,ione'/.9~~ei!r. ,'~!1d Tr:ac;few.~~s,; .,.. ' '.
BoxlssueF-ee, ~W~hlngtQ!'1i;'.o~G<69.~~!~;'·....; fem ci:> :,~"Vi ::~'" . '.';,."" .'

,~:",//< . 5Efcii'fces:MYCunnlngha'iT1
J :~ ;~:;K;··~~::~"·:· . :.,';:.:~:'<;'~;:;.~:'.~:_-- ':'~}:'-':';'::'-~~?:::'.:~"~" ~,;:~ .. ':':.,-~_~~'. : ' ..:~- ,~: ... :

~ ,". ,~: '" ;'~, ,' ....

Assistant Commissioner for Patents
BOX ISSUE FEE
Washington, DC 20231

Transmitted herewith for filing is the following:

Enclosures
~ Amendment After Allowance
D Petition for a month Extension of Time
~ Return Receipt Postcard

Small Entity
D A small entity statement under 37 C.F.R. §1.27 has already been filed.
D A small entity statement under 37 C.F.R. §1.27 is attached

Amendment Transmittal 1 of 2

FH_000017
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Fees

Claims as Filed

Claims Highest Number of Rate Additional
Filed Number Extra Fees Due

Paid for Claims

Total Claims 18 -20 = OX $18.00 = $ 0.00
(37 CFR §1.16(c))

Independent
$78.00 = $Claims 3 - 3 = OX 0.00

(37 CFR §1.16(b))

Extension Fee $ 0.00

Reduction by 50% for filing by small entity $ 0.00

Total Filing Fee $ 0.00

Payment
D Check in the amount of the total filing fee.
D Charge Account No. 02-3038 in the amount of the total filing fee. A duplicate of this

transmittal sheet is attached.

7/2v(~1I I -----
Bruce D. Jobse, Esq. g. No. 33,518
KUDIRKA & JOBSE, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Authorization to Charge Additional Fees
[8] The Commissioner is hereby authorized to charge any additional fees under 37 C.F.R.

§1.16 and §1.17 required by the attached during the entire pendency of this
application to Account No. 02-3038.

Amendment Transmittal 2 of 2

FH_000018
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Sir:

AMENDMENT AFTER ALLOWANCE Docket No. NOO0317002

UNDER 37 CFR §1.312(a)

Applicant: Shane D. Mattaway, et al.
Serial No. 081721,316
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY

APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

,. , . ~ .-" .

CERTIFICATE OF EXPRESS MAILING
\'.,;

,'~,ExpreSs Mail~ niailingA~~~inun;~kELk~594~:6e5.US,' , ',:"
Date'ofDeposit: Jul}r2,O;:;1,999,',:' .' '., ',',' ." '

.,. '¥~;,~~~~"~l\lj,~~·'~~r~~;~~1~~i~it~~;~?~C'~'~~i~~~;:···,
,<the date incllcated'above'm"an',envelope,addressed.to·€om' issi6ne' t,Paten a d Trademarks;. ',.>'

B6X'ISSl!J~~EE;\~~1~~:~'C;:;2~i;' .. ..;";. '.. 4iiii .' ...' ..

Assistant Commissioner for Patents
Washington, D.C. 20231

80,
~Q£N~re.~/

Prior to issuance, Applicants request the above-identified application be

amended as follows:

In the Claims

1. (Thrice Amended) A computer program product for use with a computer

system having a display [and an audio transducer], the computer system capable

of executing a first process and connecting to other processes and a server

process over a computer network, the computer program product comprising a

computer usable medium having computer readable code means embodied in

the medium comprising:

a. program code for generating a user-interface enabling control a first

process executing on the computer system;

1

FH_000019
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b. program code for determining the currently assigned network

protocol address of the first process upon connection to the

computer network;

c. program code responsive to the currently assigned network

protocol address of the first process, for establishing a

communication connection with the server process and for

forwarding the assigned network protocol address of the first

process and a unique identifier of the first process to the server

process upon establishing a communication connection with the

server process; and

d. program code [means], responsive to user input commands, for

establishing a point-to-point communications with another process

over the computer network.

3. (Thrice Amended) The computer program product of claim 2 wherein the

program code for establishing a point-to-point communication link further

comprise:

d.2 program code for transmitting, from the first process to the server

process, a query as to whether the second process is connected to

the computer network; and

d.3 program code [means] for receiving a network protocol address of

the second process from the server process, when the second

process is connected to the computer network.

4. (Thrice Amended) The computer program product of claim 2 wherein the

program code for establishing a point-to-point communication link further

comprises:

d.2 program code [means] for transmitting an E-mail message

containing a network protocol address from the first process to the

server process over the computer network;

2
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d.3 program code [means] for receiving a second network protocol

address from the second process over the computer network.

7. (Twice Amended) In a computer system having a display [and an audio

transducer], the computer system capable of executing a first process and

communicating with other processes and'a server process over a computer

network, a method for establishing point-to-point communications with other

processes comprising:

A. determining the currently assigned network protocol address of the

first process upon connection to the computer network;

B. establishing a communication connection with the server process

once the assigned network protocol of the first process is known;

C. forwarding the assigned network protocol address of the first

process to the server process upon establishing a communication

connection with the server process; and

D. establishing a point-to-point communication with another process

over the computer network.

Remarks

This application is currently under Allowance. A Notice of Allowance

dated June 22,1999 was mailed indicating that claims 1-4 and 7-20 are allowed.

Applicants submit this Amendment to resolve minor informalities in the claim

language.

Applicants have amended claims 1 and 7 to eliminate superfluous

language. Specifically. the phrase "and an audio transducer" provided a basis

for limitations recited in claims 5-6. previously cancelled. This term does not

occur elsewhere in claims 1-4 and should be deleted. A similar change has been

made to claim 7. The phrase "and an audio transducer" does not occur

elsewhere in claims 7-9 and should be deleted. In the previous response mailed

March 3,1999. claims 1-4 were amended to eliminate the term "means" from the

claim language, however, several occurrences were overlooked. Applicant's

3
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submit additional amendments to claims 1, 3 and 4 to eliminate the term "means"

from the claim language. These amendments are offered to conform the claims

to 35 U.S.C. §112, 2nd paragraph, and are not necessitated or made in response

to any rejection by the Examiner, or, in light of any reference cited by the

Examiner.

No new matter or substantive issues are believed raised by this

amendment. In light of the foregoing amendments and remarks, this application

is now believed in condition for issuance and the Examiner is respectfully

requested to advance this application to issuance. If the Examiner has any

further questions regarding this Amendment, he is invited to call Applicants'

attorney at the number listed below.

The Commissioner is hereby authorized to charge any fees or credits

under 37 C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.

Respectfully submitted

+----"""""l--=-~~~-----=-.-f+--=- Date: pEJIn
ruce D. Jobse, E tt

KUDIRKA & JOBS, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

4
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UNITED STATES -DEPARTMENT OF COMMERCE
Patent end Tredemerk Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington. O.C. 20231

SERIAL NUMBER FILING DATE

08/72j~316 09/26/96

FIRST NAMED APPLICANT

MATTAWAY

ATTORNEY DOCKET NO.

EXAMINER

RAi··IIREZ •. E.
1021127

f(1I[) I Rf<:A ~, .JOBSE
TWO CENTER PLAZA
BOSTON M{-) ll21 (I Eo

U'l-SlI 1116

ART UNIT

27.57

DATE MAILED:

I PAPEA HuMeER

1'-1-

.of'~.•.•
<'!: ,.

The amendment fliedJ-4-",..I'X>='--l,,..I_q......9-_· under Rule 312 has been considered,
and has been:

1.~ntered.

2. 0 entered as directed to malters ollorm not allectlng the scope 01 the Invention (0.3311).

3. 0 disapproved. A report appears below.

4. 0 entered In pert. A report appears below.

By Direction 01 the Commissioner

Report:

~'::dJr
Pii:MARY EXAMINER

'"

PLEASE FURNISH YOUR ZIP CODE IN ALL CORRESPONDENCE

FORM PTOL-271 (REV.~

FH_000023
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Docket No. N0003/7002

Applicant:
Serial No:
Filed:
For:

Examiner:
Art Unit:

Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
08/721,316
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
E. Ramirez
2757

CERTIFICATE OF EXPRESS MAILING

~l~J~lIen

RECEIVED

"Express Mail" mailing label number: EL401821480US
Date of Deposit: October 22, 1999

I hereby certify that the following Correspondence is being deposited with the United States Postal
Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on the date
indicated above in an envelope addressed Assistant Commissioner for Patents, Box Issue Fee,
Washington, D.C. 20231.

Assistant Commissioner for Patents
Box Issue Fee
Washington, DC 20231

1. Upon approval of the Examiner in charge of the above-identified application, please
substitute the enclosed drawing sheets containing formal versions of Figures 5-7, 9, 15A
and 15B for the corresponding drawing sheets currently in the application.

2. The Commissioner is hereby authorized to charge any other fees under 37 CFR §1.16
and §1.17 that may be required, or credit any overpayment, to our Deposit Account No.
02-3038.

ully submitted,

-T--::~~::~--()------"'-+- Date:_/----,p/~b-2-7--t_/;-=-J.L-/-
ruce D. Jobse, Es . Reg. No. 33,518

KUDIRKA &JOBSE, LP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

OCT ? 6 1999

Publishing Division
10

Letter to Official Draftsperson 1 of 1FH_000024
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TRANSMITTAL LETTER Docket No. NOO03/7002

- Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
O'P~ Serial No: 08/721,316

~~d: September 25, 1996
OCT 2 5 1999 !tl r: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY

.." . I APPLICATION
~

!-v!

1J? l~ rExaminer: E. Ramirez
~Et.'ro.~~ Art Unit: 2757

Assistant Commissioner for Patents
Washington, D.C. 20231

Enclosures

D
D
D
[gJ

D
D
D
D
D
D
D
D

Affidavit under 37 C. F. R. 1.131

Assignment Papers

Change of Correspondence Address

Extension of Time Request

,?eclaration/Power of Attorney

Fee Transmittal Form

Information Disclosure Statement

Invention Disclosure Document

Notice of Appeal

Petition and Petition Routing Slip

Power of Attorney Form

PTO-1449 Form(s)

D Request for Certified Copies

D Request for Corrected Filing Receipt

D Copy of Original Filing Receipt

D Request for Reconsideration

D Request for Refund

D Response to Missing Parts

D Return Receipt Postcard

[gj 5 Sheets Formal Drawing(s)

D Small Entity Statement

D Status Letter

D Terminal Disclaimer

[gJ Other: Letter to Official Draftsperson;
and Check for $110.00

RECEIVED
OCT 2 6 1999

sq. Reg. No. 33,518
KUDIRKA &JO E, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

-r- ____,f-+-------------Date:-/~0-2____,2-~A-7-'.:......-----., I

PubliShing Division
10

Transmittal Letter - General10f 1
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~
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i
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PE II nuN FOR EXTENSION OF TIME
UNDER 37 CFR §1.136(a)

Docket No. N0003/7002

Applicant:
Serial No:
Filed:
For:

Examiner:
Art Unit:

Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
08/721,316
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
E. Ramirez
2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821480US
Date of Deposit: October 22, 1999

I hereby certify that the following Correspondence is being deposited with the United States Postal
Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on the date
indicated above in an envelope addressed Assistant Commissioner for Patents, Box Issue Fee,
Washington, D.C. 20231.

Assistant Commissioner for Patents
Box Issue Fee
Washington, D.C. 20231

This is a request under the provisions of 37 C.F.R. §1.136(a) to extend the period for filing
a response in the above-identified application up to, and including, October 22, 1999.

Small Entity
D A small entity statement under 37 C.F.R. §1.27 has already been fired.
D A small entity statement under 37 C.F.R. §1.27 is attached

Extension
The requested extension and the appropriate fee are as follows:
IZI One month (37 C.F.R. §1.17(a)(1» $110.00
D Two months (37 C.F.R. §1.17(a)(2»
D Three months (37 C.F.R. §1.17(a)(3))
D Four months (37 C.F.R. §1.17(a)(4))
D Five months (37 C.F.R. §1.17(a)(5))

Reduction by one-half for request by small entity
Total Fee: $110.00

Payment
IZI A check in the amount of the extension fee is enclosed.
D The extension fee is included in a fee payment made in connection with papers

accompanying this petition.

Petition For Extension of Time 1 of 2

FH_000031
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Charge the extension fee to deposit account no. 02-3038. A duplicate of this sheet is
attached.
The Commissioner is hereby authorized to charge any other fees under 37 C.F.R. §1.16
and §1.17 that may be required, or credit any overpayment, to deposit account no.
02-3038.

~~~~~8~.+$2~:::::::===- Date:_/-,D),..-~_2--L./_7-=--7_
. Reg. No. 33,518

KUDIRKA & JOB • LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Petition For Extension of Time 2 of 2

FH_000032
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'~~I~ FOR EXTENSION OF TIME

Docket No. NOO03/7002
UNDER 37 CFR §1.136(a)

Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
Serial No: 08/721,316
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY

APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821480US
Date of Deposit: October 22, 1999

I hereby certify that the following Correspondence is being deposited with the United States Postal
Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on the date
indicated above in an envelope addressed Assistant Commissioner for Patents, Box Issue Fee,
Washington, D.C. 20231.

Assistant Commissioner for Patents
Box Issue Fee
Washington, D.C. 20231

This is a request under the provisions of 37 C.F.R. §1.136(a) to extend the period for filing
a response in the above-identified application up to, and including, October 22, 1999.

Small Entity
D A small entity statement under 37 C.F.R. §1.27 has already been filed.
D A small entity statement under 37 C.F.R. §1.27 is attached

Extension
The requested extension and the appropriate fee are as follows:
[8] One month (37 C.F.R. §1.17(a)(1)) $110.00
D Two months (37 C.F.R. §1.17(a)(2))
D Three months (37 C.F.R. §1.17(a)(3))
D Four months (37 C.F.R. §1.17(a)(4))
D Five months (37 C.F.R. §1.17(a)(5))

Reduction by one-half for request by small entity
Total Fee: $110.00

Payment
[8] A check in the amount of the extension fee is enclosed.
D The extension fee is included in a fee payment made in connection with papers

accompanying this petition.

Petition For Extension of Time 1 of 2
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••
Charge the extension fee to deposit account no. 02-3038. A duplicate of this sheet is
attached.
The Commissioner is hereby authorized to charge any other fees under 37 C. F. R. §1.16
and §1.17 that may be required, or credit any overpayment, to deposit account no.
02-3038.

~~~~~~=::.:..-,4~:::::::=:::::: Date:_I.........O)~~_2--L./_7-=----7_
. Reg. No. 33,518

KUDIRKA & JOB , LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Petition For Extension of Time 2 of 2
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UNnED STA!' '~DEPAATMENT DF COMMERCE
PaC8/11; and T• ..-il!.mark Office
Address: COMM5SlONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231

-------_.----------"--------------- -
13":\,j)

FlUNG DATE FIRST NAMED APPl.JCANT ATTORNEY 00CKEi NO

08/721, :~l6 09/25/9E, MATTAWAY s

EXAM~EA

021127
KUVIRKA & ,TOBSE
TWO' CENTER PLAZA
BOSTON MA 02108

LM,5111019
RAMIREZ,E

ARTUNrT

27,57

PAPER NUMBER

12
DATE IIAlLED: 10/19199

i
. !

."

ThIs Is a communication from the axamlnar In charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

S,,--O I NOnCE OF ALLOWABILITY

All claims baing allowable, PROSECuno~ON THE MERITS IS (OR REMAINS) CLOSED In this application. If not includad herawith (or
previously mailed), a Notlca 01 Allowanca and Issua Fee Dua or other appropriate communication will ba mailed in due course.

~ This communication is ;esponsive to ih l ri \\ i U ~ &oJ 0" Jl cl ('" "" ,I ij) 6''"' . e lIt.!/ ~ ~
o The allowed clalm(s) isfare _

o The drawings flied on are acceptable.

o Acknowiedgement Is made 01 a claim lor foreign priority under 35 U.S.C. § 119(a)-(d).

o AllOSome· 0 None 01 the CERTIFIED copies 01 the priority documents have baan

o received.

o received in AppJi~atlonNo. (Series CodeISerial Numbsr) '

o received In this national staga application from the International Buraau (PeT Rule 17.2(a)).

·Certified copies not received: '

o Acknowiedgement Is made 01 a claim lor domestic priority under 35 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR REPLY to comply with the requirements noted balow Is set to EXPIRE THREE MONTHS • \
FROM THE "DATE MAILED'" 01 this OIIice aellon. Failure to timely comply will resull in ABANDONMENT of this application. Extensions of
lime may ba obtained under the provisions of 37 CFR 1.I36(a).

o Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath or
declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED. • ,

--56 Applicant MUST aubmit NEW FORMAL DRAWINGS

, '[j baceuse the originally filed drawings were declared by applicant to ba informal.

~ncluding changes r~uiredby the Notice 01 Draftperson's Patent Drawing Review, PTD-948, attachad hereto or to Paper NO.1L.

o including changes required by the proposed drawing colTBCtion filed on , which has baan approved
by the examiner.

o Including changes required by the attached Examlne~sAmendmenVComment.

identifying Indicia .uch •• the application numbar 1_ 37 CFR l.84(c» .houkl be written on the reveres side of the drawings.
The drawing. ahoukl ba fiIecI •• a asparste paper with II trsn.mlttelletter _rsuecI to the Official Drsttperson.

o Note the attached Exami~scomment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any repJy to thls'nollce should include. in the upper right hand corner. the APPUCATION NUMBER (SERIES CODEISERIAl NUMBER).
applicant has'recelVed a Nollce 01 Allowance and Issue Fee Due, the ISSUE BATCH NUMBER and DATE 01 the NOTICE OF
ALlOWANCE should also ba included.

1 :

-hment(.)

o Notice 01 Ralerences Cited, PTC-892

o InlDnnation Disclosure Statement(s), PT().I449, Paper No(s). _

~Notice 01 Draftsperson's Patent Drewing Review. PTo-948

o Notice of InIormaI Patant AppIicaIlon, PTD-I52

o tnterview Summary. PTD-413

o Examiner'a ArnendmentICommnt

o Examiner's Comment Regarding Requirement lor Deposit 01 Biological Matarlal

o Examiner's Statement 01 Reasons lor ADowance

FH_000035
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Form PTO 948 (Rev. 8~98) U.S. DEPARTMENT OF COMMERCE: Palenl and Tndemarlt Office

, . ,. " . NOnCE 9FpRAFfS~eRsqJ::'l'S
'.r .. ' ." . PATENTI:>RAwiNG REVIEW'

App",al'on No. tJB!1{?JS16:

The drawing(.) (;Jed c;nsen dOle) Bleq/Cflre, C'· i-i' r. ,1,
A. 0 approved by the Drllftsperson under 37 CFR 1.84 or 1.152.
8.~jeeted10 by lhe Dr.flspcrson under 37 CFR 1.84 or 1.152 for 1M reasons indicated below. The Examiner will require'
~~.bA1i~lion,~r new, C:~~~~d ~ra.wing5,w4he~_~CC~5.n\~~n:c~led drlV~·ina·m~.s.I.be,ul11i.'I~ '~rdin~!o}he i~~'1'etie.m5.?n the ~.c" Of tbis nOI~ce.

1. DRAWINGS. ,37CFJi'Lli4(~j: Ac:i:cpbbie'<alegoriesbidra':'ings: ' ·8. ARRANGEMmrOFVIEWs. 37CFR 1.S4(~
aJ.cl.ink:'CoJor. .'].; • • . :'~.~:~IWorcbdonot.ppearonihorizoota1,len-to-right-fashion··

..:.:.:..:::. Color dr.twi~s are DQt ~pt.ble ami] pctilon is gnnt~ • . when page is tithe u~j8blor lurned aq that the~ .
Fig(s) ,. . " t. ., •• ,.' .. , I. : t. t bewmes (he ~ght side, Cxctpl for graphs..Fig(sl_'__

~ Pencil and non black Ink nOt pCTrititle'd. rlg(s)'_'_"_,,_._. :" .~' Q. SCALE. 37'CFR.1.84(k) 1-'" '.'" . .
2. PHOTOGRAPHS. 37 CFR 1.84 (b) _ Salt no1large enough (0 show mechan~m;Wi~1 ~

_ 1 full-tone set is required. Fig(s) crowding when drawing is reduced in size lo'lwo-thirdS in
_ Pholographs not propa-Iy mounled (muS! use brysiol board or reproduction.

pholographic double-weighl paper). Fig(s) Fig(s) ... ,,:, i '. ~,~. • -~. t
_ Foo, qu.Ii'y (balf·cone). F"g(.) 10. CHARACfER OF LINES. NUMBERS. & LETIERS.

3. TYPE OF PAPER. 37 CPR 1.84(e) 37 CPR 1.84(i)
~ Paprr DOt flexible,.simn&. while. and dun-ble. i'.! . :....--·.UnC$J munbcrs II: lellers not ordform1yIbickand well'

". ~ig(s)_'_'.__'_: ,_. . : , .'., ...• , '.' I. I" ,deflDC~.CIe~n.d~nble, and black (pclor,line ~oalily).
--.:... Erasures,altualions, overwntings. interlinellions', .. Fig(s) , . J. .I. i

"J. folds,«>py m....hinemll'ksoo....:epled. Fig(.)_·__' _'_' 11.'SHADING. 37.CFR 1.84(';') '. ",-, J'. ";.' .
~MYJar; ""Ium pape, is~ aoecptablc (IOOlbi,o~ " Solid bl.e....... pal.. Fig(I) , ,

fig(s) . '. =Solid black ·sh~.jn& ~:pcrmitled.. Fig(s) _'__' __
4. SIZE OF PAPER. 37 CFR 1.84(1), Aeeeplablesizes: ' .. .:.:...,. Shade 1mts:'P.Ie, rougb and blu~. ,F;g(.) _.._.,_._

_ 21.0 em by 29.7 em (DIN liu A4) 12. NUMBERS. LETIERS. & REFERENCE CHARACTERS.
_21.6",\by,27.9em(81(.!••.lIi"~') . • ;" 37CFR1./!o4(p),
~All drawing sheets nol the same size: . 'J : INombm Ind rffcmtCe charaClcrs n01·plain ind legiblt.

Sbeel(.)___ - F'og(.)___ •.•.
_ Drawings sheels not an acceptable size:. Figes) _ Figure legends are poor. Fig(s) _

S. ~~!f-GINS:_ ~~ ~~ 1:84(g): A~~t~.~Je ma~~~: ~r.. ~ 7~=~=:"n:::~~::~;~~l~~:~)in the

Thp 2.5 em Left 2.5= Righi 1.5 em Bollom 1.0,m Fig(.) _

SIZE.: A4 Size _,,' "FiE,~~,,',.IP,h~~,1 on,I Used,,'. 37.CFR,"01;,.841,.,.p.)(,2)...

~.~5=~;:~,.':'I~~~\,1.5.qBot;;":·9ocm'JI'·~h·'. "I·~'''' ~,jN~let~and~{ereOCC;dA~m~,bcatIus!
M;g:rot'=FIable. Fig(.) - _I., I '.Jrr I ':)U,' .- .32= (tl8 !neh) in lI1:ighl. 37cFR l.84iPiJ) ,

Thp(l) ~Left(L) : "'., '': 'F'18(')__'_" c' " '", .... ;, ..
___ Righi (R) Bnnom (B) 13. LEAD UNES. 37 CFR l.84(q)

6. VIEWS. 37 CFR l.84(h) _ Lead Ii... ClOIIeaeh 01111:.. Fig(.) _
REMINDER: Specifteation may ~quire revision 10 - Lead lines missing. Flg(s) _
correxpond co drawing ,hang.... 14. NUMBERING OF SHEETS OF DRAWINGS, 37 CFR 1.84(1)
Partial views. 37 CFR 1.84{h)(2) _ Sheets DOl numbered oonsecuLively. and in Anbic numerals
_ Bnd:ets needed 10 show" frguft as 0Dt entily. beginning with numbrr 1. Sheel(s) _

Fig(.)___ 15. NUMBERING OF VIEWS. 37CFR l.84(u) ,
_ VieWS fIOIlabelcd separately or properly. _ VIeWJ not numbered conseculivdy. and in Anbic numerals.

F"18(s) beginning with number 1. Fig(s) _
_ Enlarged .Iow rot labeled separelcly or properly. 16. CORRECTIONS. 37 CFR 1.84(w)

Flg(.)___ Cor=tions oot mad< from prior PrQ.Q4S
7. SECTIONAL VIEWS. 37 CFR 1.84 (h)(3) - doled _

_ Halching nOt indica~ for sectional ponions oran object. 17, DESIGN DRAWINGS. 37 CFR 1.152
Fig(s) _ Swface shading sJ'lov,'D not appropriate. Fig(s) _

_ Scdional designation should be DOled with Arabic or _ Solid black IhIding nOt uxd ror mlor ronlrlSI.
Romannumbcfl. F'og(.)___ F;g(.) _

OOMMENTS

,
, :

REVIEWERe-. ¢1 D DATE ,o} 15!QqTELEPHONENO. _

ATIACHME/Io'T TO PAPER NO.-l-2--
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\;,O~ei/99 Tlffi 13:19 FAX 617 367 4656 ~OOl

. .~ , -:If/I~'_.

KUDIRKA & JOBSE, LLP
Two Center Plaza
Boston MA 02108
Tel: (617) 367-4600
Fax: (617) 367-4656

FACSIMILE COVER SHEET

Number of pages being transmitted (including cover sheet): 2

Date: August 31, 1999 Time: 1: 19 PM

TO: Name:

Company:

Facsimile No:

Telephone No:

FROM: Name:

RE: Our File Number:

Your File Number:

Ms. Terry Dyson
United States Patent & Trademark Office
(703) 308-6642

Bruce D. Jobse, Esq.

N000317002

Originals By: D First Class Mail 0 Overnight

Comments or Instructions

D Air Mail ~ Not Sent

This transmission contains confidential information intended for use only by the above-named
recipient. Reading, discussion, distribution, or copying of this message is strictly prohibited
by anyone other than the named recipient, or his or her employees or agents. If you have
received this fax in error, please immediately notify us by telephone (collect), and return the
original message to us at the above address via the U.S. Postal Service.

IF YOU DID NOT RECEIVE ALL OF THE PAGES OF THIS TRANSMISSION
OR IF ANY OF THE PAGES ARE ILLEGffiLE, PLEASE CALL

IMMEDIATELY AT (617) 367-4600 FH_000037
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08/31/99 11~ 13:20 FAX 617 367 4656

f'9
KUDlRKA & JOBSE, LLP

Two CENTER PLAZA

BOSTON. MAsSACHUSETTS 02108
Tel.: (617) 367-4600

PAUL E. KUDIRKA

BRUCE D. 10BSI<
PIiIUP L. CONRAD
VINCENT 1. PROIO·

OF COUNSEl.

GARY E. ROSS

SPECIAlJ2INCi IN
INTELUCTU!\L PRoPEllTY 1.AW

FAX; (617) 3674656
E·MAll.: J(·JPAT.COM

I4J 002

August 31, 1999

VIAFACSIIMLE

Ms. Terry Dyson
United States Patent & Trademark Office
Washington, DC 20231

Re: U.S. Patent Application Serial No. 08/721,316
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
Our File No.: N000317002

Dear Ms. Dyson,

This is to confinn our telephone conversation today that the letters "X" as found on page
4, lines 15-16 and page 15, lines 10-12 ofUnited States Patent Appln. Serial No. 081721,316 do
not require further modification before the application advances to printing and issuance.

Do not hesitate to contact me or have the Examiner contact me if there are any
further questions regarding this matter.

Cordially yours,

KUDIRKA & JOBSE, LLP

~0r:-'
Bruce D. !Obse: sq.
Attorney ofRecord for Applicants

BDJ:fmc

FH_000038
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TRANSMITTAL L~ . .__;., Docket No. N0003/7002

Applicant:
Serial No.
Filed:
For:

Examiner:
Art Unit:

Shane D. Mattaway, et al.
08/721,316 \VED
September 25, 1996 RECE
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION AUf, 2. 7199~
E. Ramirez .
2757 Publishing Division

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821635US
Date of Deposit: August 24, 1999

I hereby certify that the following Correspondence is being deposited with the United States
Postal Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on
the dat.e indicated above in an envelope addressed tocomrm.issioner of patez::~andTrademarks,
Box Issue Fee, Washington, D.C. 20231. . . 'Vvl I,

rlillCto III. () (lJ .fi.,/;{,L
Frances M. Cunningham

Assistant Commissioner for Patents
Box Issue Fee
Washington, D.C. 20231

Enclosures
D
D
D
D
D
D
D
D
D
D
D

Affidavit under 37 C. F. R. 1.131

Assignment Papers

Change of Correspondence Address

Extension of Time Request

Declaration/Power of Attorney

Fee Transmittal Form

Information Disclosure Statement

Invention Disclosure Document

Notice of Appeal

Petition and Petition Routing Slip

Power of Attorney Form

D PTO-1449 Form(s)

D Request for Certified Copies

D Request for Reconsideration

D Request for Refund

D Response to Missing Parts /

IZI Return Receipt Postcard

IZI 27 Sheets Formal Drawing(

D .Small Entity Statement

D Status Letter

D Terminal Disclaimer

IZI Letter to Official Draftsperson

~"~' ~/~!.
~ -++- Date:_........,~~_.z~rY-...:/7-L2 _
Bruce D. Jobse, Esq. ego No. 33,518
KUDIRKA &JOBSE, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Transmittal Letter - General 1 of 1

FH_000039
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LEITER TO OFFICIAL

•
Docket No. N0003/7002

Applicant:
Serial No
Filed:
For:
Examiner:
Art Unit:

Shane D. Mattaway, et al.
08/721,316
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
E. Ramirez
2757

CERTIFICATE OF EXPRESS MAILING

..

"Express Mail" mailing label number: EL401821635US
Date of Deposit: August 24, 1999

Assistant Commissioner for Patents
BOX ISSUE FEE
Washington, DC 20231

1. Upon approval of the Examiner in charge of the above-identified application, please
substitute the enclosed drawing sheets containing formal versions of Figures 1-200 for
the corresponding drawing sheets currently in the application .

2. The Commissioner is hereby authorized to charge any other fees under 37 CFR §1.16
and §1.17 that may be required, or credit any overpayment, to our Deposit Account No.
02-3038.

Respectfully submitted,

£:~iRt~.33,518
KUDIRKA & JOBSE, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Date:__~+-~_2~t'A~'j__
~7

Letter to Official Draftsperson 1 of 1
FH_000040
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the date indicated above in an envelope addressed to C issioner of pateand Trademarks,
BOX ISSUE FEE, Washington, D.C. 20231. 1N'I.

C£0 II I . MUfL lQhL
Frances M. Cunnin ham

" Assistant C~issioner for Patents
Box Issue Fee
Washington, D.C. 20231

In response to the Notice of Allowance and Base Issue Fee Due dated June 22, 1999 for the
1 above-identified application, enclosed are the following documents (indicated by a checked box):

,Documents
~ Issue Fee Transmittal
D Letter to Official Draftsperson accompanied by formal drawings of Figures 1-200

comprising drawing sheets.
[8J Advance order of 10 soft copies of letters patent

Small Entity ,
o A small entity statement under 37 C.F.R. §1.27 has already been filed.
o A small entity statement under 37 C.F.R. §1.27 is attached.
D Small entity status is no longer claimed.

Payment
~ A check in the amount of $1,240.00 is enclosed to cover the issue fee due and advance

order of patent copies.o The Commissioner is hereby authorized to charge any fees under 37 C.F.R. 1.16-1.19 to
Deposit Account No. 02-3038. A duplicate of this sheet is attached.
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§§1.16-1.19 that may be required, or credit any overpayment, to Deposit Account No.
02-3038.
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Docket No. N000317002
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AMENDMENT AFTER ALLOWANL'"E
UNDER 37 CFR §1.312(a)

j
".

Applicant:
Serial No.
Filed:
For:

Examiner:
Art Unit:

Shane D. Mattaway, et al.
081721,316
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
E. Ramirez
2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL445948665US
Date of Deposit: July 20,1999

I .hereby certify that the following· Correspondence is being deposited with the United States
Postal Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on
the date indicat~dabovein an envelope addressed to Com issioner of Patent .a d Trademarks,
BOX ISSUE FEE, Washington,D.C. 20231. '"",r _

~~
'0 xl
~~
\\. \ ~\(\\). Assistant Commissioner for Patents
r~\o\5\ Washington, D.C. 20231

\ Sir:

Prior to issuance, Applicants request the above-identified application be

amended as follows:

In the Claims

1. (Thrice Amended) A computer program product for use with a computer

system having a display [and an audio transducer], the computer system capable

of executing a first process and connecting to other processes and a server

process over a computer network, the computer program product comprising a

computer usable medium having computer readable code means embodied in

the medium comprising:

a. program code for generating a user-interface enabling control a first

process executing on the computer system;

1
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b.

c.

d.

--,-_.------

•
program code for determining the currently assigned network

protocol address of the first process upon connection to the

computer network;

program code responsive to the currently assigned network

protocol address of the first process, for establishing a

communication connection with the server process and for

forwarding the assigned network protocol address of the first

process and a unique identifier of the first process to the server

process upon establishing a communication connection with the

server process; and

program code [means], responsive to user input commands, for

establishing a point-to-point communications with another process

over the computer network.

3. (Thrice Amended) The computer program product of claim 2 wherein the

program code for establishing a point-to-point communication link further

comprise:

d.2 program code for transmitting, from the first process to the server

process, a query as to whether the second process is connected to

the computer network; and

d.3 program code [means] for receiving a network protocol address of

the second process from the server process, when the second

process is connected to the computer network.

4. (Thrice Amended) The computer program product of claim 2 wherein the

program code for establishing a point-to-point communication link further

comprises:

d.2 program code [means] for transmitting an E-mail message

containing a network protocol address from the first process to the

server process over the computer network;

2
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.... "

0'~ d.3 program code [means] for receiving a second network protocol
.....

address from the second process over the computer network.
--..__ .._---_. -'--'-"---'" ...• -_.. -----------

?
:r (Twice Amended) In a computer system having a display [and an audio

transducer], the computer system capable of executing a first process and

communicating with other processes and a server process over a computer

network, a method for establishing point-to-point communications with other

processes comprising:

A. determining the currently assigned network protocol address of the

first process upon connection to the computer network;

B. establishing a communication connection with the server process

once the assigned network protocol of the first process is known;

c. forwarding the assigned network protocol address of the first

process to the server process upon establishing a communication

connection with the server process; and

D. establishing a point-to-point communication with another process

____________ _ over the compu.ter netw9rk..__ . _. .. _ .. _..._.__....

Remarks

This application is currently under Allowance. A Notice of Allowance

dated June 22,1999 was mailed indicating that claims 1-4 and 7-20 are allowed.

Applicants submit this Amendment to resolve minor informalities in the claim

language.

Applicants have amended claims 1 and 7 to eliminate superfluous

language. Specifically, the phrase "and an audio transducer" provided a basis

for limitations recited in claims 5-6, previously cancelled. This term does not

occur elsewhere in claims 1-4 and should be deleted. A similar change has been

made to claim 7. The phrase "and an audio transducer" does not occur

elsewhere in claims 7-9 and should be deleted. In the previous response mailed

March 3,1999, claims 1-4 were amended to eliminate the term "means" from the

claim language, however, several occurrences were overlooked. Applicant's

3
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submit additional amendments to claims 1, 3 and 4 to eliminate the term "means"

from the claim language. T~ese amendments are offered to conform the claims

to 35 U.S.C. §112, 2nd paragraph, and are not necessitated or made in response

to any rejection by the Examiner, or, in light of any reference cited by the

Examiner.

No new matter or substantive issues are believed raised by this

amendment. In light of the foregoing amendments and remarks, this application

is now believed in condition for issuance and the Examiner is respectfully

requested to advance this application to issuance. If the Examiner has any

further questions regarding this Amendment, he is invited to call Applicants'

attorney at the number listed below.

The Commissioner is hereby authorized to charge any fees or credits

under 37 C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.

Respectfully submitted

+----~~-:::...:u-----f.+--__---Date: riP,pI
. Reg. No. 33,518

KUDIRKA &JOBS, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656
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AMENDMENT TRANSMitTAL Docket No. N0003/7002

Applicant:
Serial No.
Filed:
For:

Examiner:
Art Unit:

Shane D. Mattaway, et al.
08/721,316
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
E. Ramirez
2757

CERTIFICATE OF EXPRESS MAILING

RECEI\'Er'

"UL 23'999
Publishing Diyisior,

05

",

"Express Mail" mailing label number: EL445948665US
Date of Deposit: July 20,1999

I hereby certify that the following Correspondence is being deposited with the United States
Postal Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on
the date indicated above in an envelope addressed to C issione':-4~ Pat and Trademarks,
Box Issue Fee, Washington,D.C. 20231. f' IV\

~rUVI~f,(f)~· "7":"':~'~~~JL-
Frances M. Cunningham

Assistant Commissioner for Patents
BOX ISSUE FEE
Washington, DC 20231

Transmitted herewith for filing is the following:

Enclosures
[gI Amendment After Allowance
D Petition for a month Extension of Time
[gI Return Receipt Postcard

Small Entity
D A small entity statement under 37 C.F.R. §1.27 has already been filed.
D A small entity statement under 37 C.F.R. §1.27 is attached

Amendment Transmittal 1 of 2
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•
Fees

Claims as Filed

Claims Highest Number of Rate Additional
Filed Number Extra Fees Due

Paid for Claims

Total Claims 18 - 20 = o X $18.00 = $ 0.00
(37 CFR §1.16(c))

Independent
$78.00 = $Claims 3 - 3 = o X 0.00

(37 CFR §1.16(b))

Extension Fee $ 0.00

Reduction by 50% for filing by small entity $ 0.00

Total Filing Fee $ 0.00

Payment
D Check in the amount of the total filing fee.
D Charge Account No. 02-3038 in the amount of the total filing fee. A duplicate of this

transmittal sheet is attached.

Authorization to Charge Additional Fees
~ The Commissioner is hereby authorized to charge any additional fees under 37 C.F.R.

§1.16 and §1.17 required by the attached paper and during the entire pendency of this
application to Account No. 02-3038.

,&---A_o(.C Lo__") .---++-QJ--
Date

:

'Bruce D. Jobse, Esq.~18
KUDIRKA &JOBSE, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

7/2-u!~7__
, f-

Amendment Transmittal 2 of 2
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APPLICATION NO. I FILING DATE I TOTAL CLAIMS I EXAMINER~D GRpUP ART UNI11

i)::? t t ::~~ :J
~<Uf:o 1: F,I<:(:) ;~< .JC)B~3E

Tv-JCi C:FNTER F'LAU~

BCY3TON rilA 021 o:~:
--~

ct! ,

+~

/'
I DATEMA/LED

2757

(I r)e~. \f"=> •

06/:2:2:/9':;1

TITLE OF I'-ER ·.rl\..I-rEr,-·\'.F-:'.~'I~·.!=.-_ FC.l r ,. rr'J"rE--:-Rl\IET ?EPHONV {iF'Pi-. [C(·n·tONINVENllOOiRM'H I C fj _. _ M _ _ - C' - /

ATTY'S DOCKET NO. I CLASS-SUBCLASS I BATCH NO. f APPLN. TYPE I SMALL ENTITY t FEE DUE· I DATE DUE

2

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A·PATENT.
PROSECUTION ON THE MERITS IS CLOSED.

THE ISSUE FEE MUST BE PAID·WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED.·

HOW TO RESPOND TO THIS NOTICE:
I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your
current SMALL ENTITY status:

If the SMALL ENTITY is shown as NO:

A. Pay FEE DUE shown above, or
.A. If the status is changed, pay twice the a!"90unt of the

FEE DUE shown above and notify th~. f"atent and
Trademark Office of the change in status, or

B. If the status is the same, pay the FEE DUE shown
above. B. File verified statement of Small Entity Status before, or with,

payment of 1/2 the FEE DUE shown above.

II. Part B-Issue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTa) with your
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittal
should be completed and returned. If you are charging the ISSUE FEE to your deposit account, section "4bn of Part
B-Issue Fee Transmittal should be completed and an extra copy of the form should b~ submitted.

III. All d;>mrylunications regarding this application must give application number and batch. number.
Please'direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance
fees when due.

PATENT AND TRADEMARK OFFICE COpy
PTOL-85 (REV. 10-96) ApproVed for use through 06130199. (0651-0033)
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UNITED STAll, l'PARTMENT OF COMMERCE
Patent and Tra_'18r1l Offica
Address: COMMISSIONER OF PATENTS AND TIlAOEMARKS

Washington, D.C. 20231

APPlJCATION HUMBER FlUNG DATE FIRST NAMED APPUCANT ATTORNEY DOCKET NO

0£:/721 .. 31t. 09/2S/96 I~ArrA~UW

021127
KUD 1RKA 1·, -T(I[lSE
TWO CENTER PLAZA
BOSTON ~lA O~~l. 0::'

LMSI/0622
,...ART.~!,r,...., I, PAPER NUMBER

DATE:IIAILED:

ThIs Is a oommunlcalion from lhe examiner In charge 01 your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

NOTICE OF ALLOWABILITY

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. II not included herewith (or
previously mailed), a Notice of Allowance and Issue Fee Due or other appropriata comnwnicalion will mailed in due course.

~is communication is responsive to /11t6l1/ '4 } ~
W"ThealiowedClaim(S)lsIare /-7":, bat! )-
o The drewlngs lUed on are acceptable.

o Acknowledgement is made 01 a claim for foreign priority under 35 U.S.C. § 119(a)-(d).

o AllOSome" 0 None 01 the CERTIFIED copies of the priority documents have been

o received.

o received in Application No. (Sories CodeJSerial Number) _

o received in this national stage application from the International Bureau (PCT Rule 17.2(a)).

"Certified copies not received: _

o Acknowledgement is made 01 a claim for domestic priority under 35 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply w~h tha requirements noted below is sat to EXPIRE THREE MONTHS
FROM THE "DATE MAILED" 01 this OffICe action. Failure to timely comply wlii resun In ABANDONMENT 0I1his application. Extensions of
tlma may be obtained under the provisions of 37 CFR 1.136(a).

o Nota tha allached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath or
rretion Is daflCienl. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

"l5 Applicant MUST submit NEW FORMAL DRAWINGS

o because tha originally filed drawings were declared by applicant to be informal.

o including changes required by the Notice of Draltparson's Patent Drawing Review, PTD-948, allached heralo or to Paper No. __.

o including changes required by the proposed drawing correction filed on , which has been approved
by tha examiner.

o including changes.required by the allached Examine(s AmendmenVCommenl.

ldentllylng Indicia auch aa the appllcatlion number (_ 37 CFR 1.84(c)) ahould be written on the I1Iva.... aide 01 the drawings.
The dntW1ngs ahould be flied as a aaparata paper _ a transmittal letter _reaaecI to the Official Dntftperaon.

o Note the allached Examine(s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any response to this letter should incIuda, in the upper right hand comer, the AJPPUCATION NUMBER (SERIES CODEISERIAL NUMBER).
If applicant has received a Notice 01 Allowance and Issue Fee Due, tha ISSUE BATCH NUMBER and DATE 01 the NOTICE OF
ALLOWANCE should also be included. "'.

Attachmenl(a)

o Notice 01 References Cited, PTD-892

o Information Disclosure SlBtament(s), PTD-1449, Paper No(s). _

o Notice of Draftsperson's Patant Drawing Review, PTD-948

o Notice of Informal Patent Application, PTD-'52 ~
o Interview Summary, PTD-413

o Examiner'sAme~

o Examine(s Comment Regarding Requirement for Deposit 01 Biological Matarial

o Examine(s Statement of Raasons lor ADowance

PTOL47~. 'M5)
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Serial Number: 081721,316 Page 2

Art Unit: 2751

1. The response filed on October 26, 1998 is informal or not fully responsive to the prior Office

action because of the following omission(s) or matter(s):

Applicants have failed to clearly point out the patentable novelty which they think each of the

claims presents, particularly newly added claims 10-20, in view of the state of the art disclosed by

the references cited, as required by 37 CFR 1.111.

Applicants are respectfully reminded that they must present arguments pointing out the

specific distinctions believed to render the claims, including any newly presented claims,

patentable over any applied references. A general allegation that the claims define a patentable

invention without specifically pointing out how the language of the claims patentably distinguishes

them from the references is not sufficient. See 37 CFR 1.111, as well as MPEP 714.02 and

714.04.

In the present case, despite the substantial differences in claim language, applicants generally

state that "none of the art of record ... disclose or suggest the subject matter as recited in claims

10-20" (response at page 10). Applicants only generally discuss claims 10-20 as being directed

to a "user interface" and refer to a passage spanning nine pages in the specification as providing

support for these claims, but do not discuss the references at all, and do not point out the specific·

claim language believed to render the claims patentable.

Also, given the differences in claim language, applicants should also point out how the newly

added claims are related to the original claims, i.e., why the newly added claims including claims

directed to a "method for establishing point to point communications," including steps of
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Serial Number: 08/721,316

Art Unit: 2751

Page 3

generating "elements" and establishing a communication link, are believed to be directed to the

same invention as the original claims, which are directed to a computer program product including

program code means for generating a user interface, establishing point to point communications,

transmitting audio data, etc. [Note that claim 1 appears to provide evidence that the combination

of clam 1, including "means for establishing point to point communications," does not require the

details of the subcombination (a "method for establishing point to point communications"), for

patentability. See MPEP 806.05, as well as MPEP 821.03.]

Since the above-mentioned reply appears to be bonafide, but through an apparent oversight or

inadvertence failed to provide a complete response, applicant is required to complete the response

within a TIME LIMIT of ONE MONTH from the date of this letter. EXTENSIONS OF THIS

TIME LIMIT MAY BE GRANTED UNDER EITHER 37 CFR 1.136(a).

2. Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Glenn Gossage whose telephone number is (703) 305-3820.

Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the Group receptionist whose telephone number is (703) 305-3900.
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AMENDMENT Docket No. N0003/7002

Shane D. Mattaway, et al.
08/721,316
September 25, 1996 ~ .~ 0~~
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION GrolJo 2700
E. Chan
2751

Examiner:
Art Unit:

Applicant:
Serial No.
Filed:
For:

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)
The undersigned hereby certifies that this document is being placed in the United States mail
with first-class postage attached, addressed to Assistant Commissioner for Patents,
Box Non-Fee Amendment Wash;n9Ion, DC 20231 on&' 1999. ('\ ••

0t1C14 ]) - lAmru1¥fML.
Frances M. Cunningham

Assistant Commissioner for Patents
Washington, D.C. 20231
Box Non-Fee Amendment

In response to the office communication dated February 3, 1999, please
amend the above-identified application as follows.:

- In the Claims:
/cuP/ 1. (Twice Amended) A computer progra~/product for use with a computer

Jet system having a display and an audio tran~dGcer, the computer system capable
I

of executing [one or more processes] a ,~rst process and connecting to other

processes and a server process ove~/a" computer network, the computer program
//

product comprising a computer u~able medium having computer readable code
~ ,/
~ means embodied in the medium comprising:

/'
a. program codE}.-[means] for generating a user-interface enabling

/
[through which a user may] control a first process executing on the

/
I

computer system [and coupled to the computer network];
//'

b. program code [means] for determining the currently assigned
/

2etwork protocol address of the first process upon connection to

/ the computer network;
,

/
./

/
/

/

1
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c.

d.

program code [means,] responsive to the cUl:r~ assigned
/

network protocol address of the first proce~s, for establishing a
~

communication connection with thE}.server process and for
/'

forwarding the assigned netw9rk protocol address of the first
/

process and a unique id~ntifier of the first process to the server
./

process upon establishing a communication connection with the

server process; and

program code means, responsive to user input commands, for
/

establishing a point-to-point communications with another process
/

over the computer network.

2. (Twice Amended) The computer program product of claim 1 wherein the

program code [means] for establishing a point-to-point communication link further

comprises:

d.1 program code [means], responsive to the network protocol address

of a second process, for establishing a point-to-point

communication link between the first process and the second

process over the computer network.

.f;) 3. (Twice Amended) The computer program p duct of claim 2 wherein theS\A:,
'"' program code [means] for establishing a point-t point communication link further

comprise:

d.2

d.3

program code [means] for tr smitling, from the first process to the

server process, a query as1'o whether the second process is

connected to the compy~r network; and

program code meats(or receiving a network protocol address of

the second process rom the server process, when the second

process is conne ed to the computer network.

2
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4. (Twice Amended) The computer program pr~claim 2 wherein the

program code [means] for establishing a poi o-point communication link further

comprises:

d.2 program code ns for transmitting an E-mail message

network protocol-address from the first process to the

process over the computer network;

ogram code means for receiving a second network protocol

address from the second process over the computer network.

B.

c.

o.

Lj,J.'P¥j/T. (Amended) In a computer system having a displa~d an audio

C transducer, the computer system capable of executin.J-[6ne or more processes] .Q.

first process and communicating with other proce S€S and a server process over

a computer network, a method for establishin point-to-point communications

with other processes comprising:

A. determining the currenjJ: assigned network protocol address of the

first process upon cc.m'nection to the computer network;

establishing a co~unication connection with the server process

once the ass'~d network protocol of the first process is known;

forwardin the assigned network protocol address of the first

proce to the server process upon establishing a communication

ection with the server process; and

stablishing a point-to-point communication with another process

over the computer network.

U ?
.-8. The method of claim 7'wherein the program step 0 comprises: .

0.1 transmitting, from the first process to the server process, a query

as to whether a second process is connected to the computer

network; and

0.2 receiving a network protocol address of the second process from

the server process, when the second process is connected to the

computer network.

3
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A. The method of claim/wherein the program step D comprises:

D.1 transmitting an E-mail message containing a network protocol

address from the first process to the server process over the

computer network;

D.2 receiving a ~econd network protocol address from a second

process over the computer network.

<{
:JZ. (Amended) In a computer system having a display and capable of

executing a process. a [A] method for establishing a point-to-point

communication from a caller process to a callee process over a computer

network, the caller process [having] capable of generating a user interface and

being operatively [coupled] connected to the callee process and a server process

over the computer network, the method comprising the steps of:

A. generating [an] a user-interface element representing a first

communication line;

B. generating [an] a user interface element representing a first callee

process;

C. querying the server process to determine if the first callee process

is accessible: and

[C.] D. establishing a point-to-point communication link from the caller

process to the first callee process, in response to a user

associating the element representing the first callee process with

the element representing the first communication line.

, i
y( The method of claim vr wherein step C further comprises the steps of:

C.1 querying the server process as to the on-line status of the first

callee process; and

C.2 receiving a network protocol address of the first callee process over

the computer network from the server process.

4
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1~. (Amended) The method of claim yd'further comprising the step of:

[D.] .E..:. generating [an] a user-interface element representing a second

communication line.

ti ~yr (Amended) The method of claim 1~ further comprising the step of:

[E.] F. terminating the point-to-point communication from the caller

process to the first callee process, in response to the user

disassociating the element representing the first callee process

from the element representing the first communication line; and

[F.] G. establishing a different point-to-point communication from the caller

.process to the first callee process, in response to the user

associating the element representing the first callee [processor]

process with the element representing the second communication

line.

,I-

11 (Amended) The method of claim &-further comprising the steps of:

[D.] .E..:. generating [an] a user interface element representing a second

callee process; and

[E.] F. establishing a conference point-to-point communication between

the caller process and the first and second callee processes, in

response to the user associating the element representing the

second callee process with the element representing the first

communication line.

{~ /
yt. (Amended) The method of claim Jfurther comprising the step of:

[F.] G. removing the second callee process from the conference point-to

point communication in response to the user disassociating the

element representing the second callee process from the element

representing the first communication line.

I~ ~
% (Amended) The method of claim W"further comprising the steps of:

5
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[D.] E. generating [an] a user interface element representing a

communication line having a temporarily disabled status; and

[E.] F. temporarily disabling the point-to-point communication between the

caller process and the first callee process, in response to the user

associating the element representing the first callee process with

the element representing the communication line having a

temporarily disabled status.

tS (~
Yr. (Amended) The method of claim i6'wherein the element generated in

step [D] E represents a communication line on hold status.

(~ 15
'Hf. (Amended) The method of claim W wherein the element generated in

step [D] E represents a communication line on mute status.

(1 r
w. (Amended) The method of claim W wherein the [caller process] display

further comprises a visual display [and the user interface comprises a graphic

user interface].

(t J1
lo. (Amended) The method of claim Wwherein the user interface is a

graphic user interface and the user-interface elements generated in steps A and

B are graphic elements.

Remarks

Applicants have considered carefully the Office communication dated

February 3, 1999 (Paper No.8). In response, Applicants have made minor

amendments to the claims and set forth the following remarks to supplement the

response submitted on October 26, 1999.

The preambles of claims 1 and 7 have been amended to provide proper

antecedent basis for all terms used in the claims. In addition, claims 1-4 have

been amended to eliminate the term "means" from the claim language. These

amendments are offered to conform the claims to 35 U.S.C. §112 and are not

6
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necessitated or made in response to any rejection by the Examiner, or, in light of

any reference cited by the Examiner.

Claims 1-4 were originally filed with the application and amended in the

response of October 26, 1998. Remarks distinguishing claims 1-4 over the cited

references are set forth in detail in the prior response of October 26, 1998.

Claims 7-9 include limitation similar to claims 1-4 and are believed
I

patentable for the same reasons as claims 1-4, as set forth in the Remarks

section of the previous response. Specifically, claim 7 recites a method for

establishing a point-to-point communication comprising the step of "determining

the currently assigned network protocol address of the first process upon

connection to the computer network" (claim 7, lines 6-7). Claim 7 further recites

the steps of "establishing a communication connection with the server process

once the assigned network protocol address of the first process is know" (claim

7, lines 8-9) and "forwarding the assigned network protocol address of the first

process to the server process upon establishing a communication with the

server" (claim 7, lines 10-12). Claim 7, as amended, is believed neither

anticipated nor made obvious in light of the IPhone by Vocal Tec. Specifically,

the IPhone literature does not disclose or suggest a method comprising the

steps of i) determining the currently assigned network protocol address of the

first process upon connection to the computer network, ii) establishing a

communication connection with the server process once the assigned network

protocol address of the first process is know; and iii) forwarding the assigned

network protocol address of the first process to the server process upon

establishing a communication with the, as now recited in claim 7. Claims 8-9

include all the limitations of claim 7 and are likewise believed to be patentable

over the IPhone literature for the same reasons as claim 7.,
In addition to claims 1-4 as originally filed, the Summary of the Invention

section of the specification (pages 5-6) set forth embodiments of the invention.

The specification discloses a client/server system, including a client process

having a user interface which is capable of interacting with a directory server

process and establishing point-to-point communication connections with other

7
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processes over a computer network. Claims 1-4, as amended, are computer

program product claims which recite program code limitations for performing the

client functions as disclosed. Claims 7-9 are method limitation counterparts to

the program code limitations recited in claims 1-4.

Claims 10-20 are directed to a method for establishing various point-to

point communications with a client process utilizing a graphic user interface.

The subject application discloses a client and server system and a

protocol in which client processes, upon connection to an Internet Protocol based

network, forward their current dynamically assigned network protocol address to

a global server which acts as a repository of directory information for all other

client processes. The global server associates with the network protocol address

of a particular client process, a unique handle, e.g. the client's e-mail address.

With this technique, the on-line status of prospective callees may be determined

even though the callee is not currently connected to the network.

The subject matters of claims 10-20 are directed to a method performed

by a caller process having a user interface to establishment of calls, conferencing

of parties, transferring of parties among calls and disabling of calls are achieved

using elements representing communication lines and parties.

Applicants respectfully assert that none of the art of record, whether

considered singularly or in combination, disclose or suggest the subject matter as

recited in claims 10-20. Specifically, claim 10 recites a method for establishing a

point-to-point communication from a caller process to a callee process with a

caller process capable of generating a user interface. Claim 10 specifically

recites the method step of generating a user interface element representing a

first communication line, generating a user interface element representing a first

callee process, querying the server process to determine if the first callee

process is accessible, and establishing a point-to-point communication link from

the caller process to the callee process in response to a user associating the

element representing the first callee process with the element representing the

first communication line (claim 10, lines 7-12). The IPhone literature from Vocal

Tec does not disclose or suggest a method including the step of querying a
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server process to determine the availability of another process and establishing a

communication with the callee process by manipulating user interface elements,

as now recited in claim 10.

As discussed in the previous response, the Vocal Tec Internet Phone

version 2.5 as well as the NetScape Cool Talk product utilize servers executing

the IRC protocol which, for the reasons set forth previously, does not provide a

teaching or suggestion as to how to query a server process to determine if a first

callee process is accessible, i.e. on-line and current network protocol address.

None of the art of record currently are believed to recite the specific limitations of

claim 10, as now amended. Claims 11-20 include all the limitations of claim 10

and are likewise believed patentable for the same reasons.

In light of the foregoing amendments to the claims, Applicants respectfully

assert that all claims currently under consideration now patentably distinguish

over the art of record, including the cited references, whether considered

singularly or in combination. The Examiner is respectfully requested to advance

this case to issuance and send a notice to that effect. In the event that

outstanding issues remain following the Examiner's review of this response,

Applicants' attorney requests that the Examiner contact Applicants' attorney at

the number listed below to set up a telephone interview to attempt to resolve any

outstanding issues with the claims and before any further Office Actions are

issued.

The Commissioner is hereby authorized to charge any fees or credits

under 37 C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.

Respectfully submitted

13T-~-ru-c-e-D-.-J~-b-~-~+,l::+-s-q-.-;-:-g-.-;-o.-3-3-,5-1-8-----Date:--:3+y'<---1~'---7L..l--
KUDIRKA & JOSSE, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656
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AlUI~NDMENT TRANSMITTAL Docket No. N0003/7002

Applicant:
Serial No.
Filed:
For:

Examiner:
Art Unit:

Shane D. Mattaway, Et AI.
08/721,316
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
E. Chan
2751

Assistant Commissioner for Patents
Washington, DC 20231
Box Non-Fee Amendment

Transmitted herewith for filing is the following:

Enclosures
[8] Amendment
o Petition for a month Extension of Timeo Return Receipt Postcard

Rt::\Jt:~V~:O

MAR 'i 01"'9

GrOlJO 2700

Small Entityo A small entity statement under 37 C.F.R. §1.27 has already been filed.o A small entity statement under 37 C.F.R. §1.27 is attached

Fees
Claims as Filed

Claims Highest Number of Rate Additional
Filed Number Extra Claims Fees Due

Paid for

Total Claims 18 - 20 = o X $18.00 = $ 0.00
(37 CFR §1.16(c»

Independent
Claims 3 - 3 = o X $78.00 = $ 0.00
(37CFR§1.16(b»

Extension Fee $ 0.00

Reduction by 50% for filing by small entity $ 0.00

Total Filing Fee $ 0.00

Amendment Transmittal 1 of 2
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Payment
D Check in the amount of the total filing fee.
D Charge Account No. 02-3038 in the amount of the total filing fee. A duplicate of this

transmittal sheet is attached.

Authorization to Charge Additional Fees
1ZI The Commissioner is hereby authorized to charge any additional fees under 37 C.F.R.

§1.16 and §1.17 required by the attached paper and during the entire pendency of this
application to Account No. 02-3038.

b~----r-'1--- ,Date:_---T-0----,~~0......;,....i--
Bruce D. Jobse, s. Reg. No. 33,518
KUDIRKA &JOB , LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Amendment Transmittal 2 of 2
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SERIAL NUMBER I FILING DATE I

UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office
Address: COMMISSIONER OF PATENTS ANO TRADEMARKS f) ~

Washington. D.C. 20231 r
FIRST NAMED APPLICANT I ATTORNEY DOCKET NO.

0::;:/721, :316 0'3125/96 MATTAWAY S

BRUCE [:t .J()BSE
BOOKSTEIN & KU[:tIRKA
ONE BEACON STREET
BOSTON ttJA 02108

LM02/020:3 EXAMINER

CHAN,E

ART UNIT I PAPER NUMBER

2751 '??
DATE MAILED:

02/0:3/99

This is a communication from the examiner in charge of your application.

COMMISSIONER OF PATENTS AND TRADEMARKS

1.~ communication filed 10- d-' -?3 is informal/non-responsive for the reason(s) checked below and should be corrected.

APPLICANT IS GIVEN ONE MONTH FROM THE DATE OF THIS LETTER OR UNTIL THE EXPIRATION OF THE PERIOD FOR'

RESPONSE SET IN THE LAST OFFICE ACTION (WHICHEVER IS LONGER) WITHIN WHICH TO CORRECT THE INFORMALITY.

a. 0 The amendment to c1aim(s) , filed , faiL~ to comply with the
provisions of 37 CF.R. 1.121 and is accordingly held to oe non-responsive. A supplemental paper correcting the informal

portions and complying with the rule is required.

b. 0 The paper is unsigned. A duplicate paper or ratification, properly signed. is required.

c. 0 The paper is signed by , who is not of record. A ratification or a new power of
attorney with a ratification, or a duplicate paper signed by a person of record. is required.

d. 0 The communication is presented on paper which will not provide a permanent copy. A permanent copy, or a request that a
permanent copy be made hy the Office at applicant's expense, is required, sec I\I.P.E.P. 714.07.

e. ~her S €E.. ~~tA€J ~je5..

2.0 In accordance with applicant's request, THE PERIOD FOR RESPONSE FROM THE OFFICE ACTION DATED _

IS EXTENDED TO RUN MONTH(S).

No further extension will be granted unless approve,1 hy the Commissioner. 37 C.F.R. 1.136 (0)

3.0 Receipt is acknowledged of papers submitteil und"r 35 USc. 119 which papers have been made of record in the file.

4.0 Other

PTOL-327 (rev. 10-79) NOTICE TO APPLICANT
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Examiner:
Art Unit:

Attorney Docket No. N0003/7002

Frances M. Cunningham

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States
mail with first-class postage attached, addressed to Assistant Commissioner for Patents,
Washington, DC 20231 on the 20th day of October 1 98

'.b1r). n

Assistant Commissioner for Patents
Washington, D.C. 20231

L
I'

I· \.0
i· co;

C",. a
.......... n ;.0c- ~

flle- N G-c. \..0

I iT;
r\.: D- c<.. :x, .. -:

I c:· \..0
rT)

~. c:' 0
f ..r:-
• Ul
L
h·

AMENDMENT

In response to the Office Action dated April 20, 1998, please amend the above

identified patent application, as follows:

/-In the Sgecification

Page 2, line 8, chan~XXlXXX,xxx" to -- 08/523,115 --;

line 1~ange II XXlXXX,XXX" to -- 601024,251 --;

line 16,.:r,,,,,g?XXX,XXX" to - 08/719,894 --;

line 19,~ge " XXlXXX,XXX" to -- 08/719,554 --;

line 22, cha~XXlXXX,XXX" to -- 08/719,640 --;

Page 3, line 1~n-ge:,!.?<'xxx,xxx" to - 08/719,891 --;

line 4,~ge'" ~_XlXXX,XXX" to -- 08/719,898 --.

line 7, ~ge-"'xx/XXX,XXX" to -- 08/718,911 --.

line 10, change II XXlXXX,XXX" to -- 08/719,639 --.

Page 8, line 5, change "a such" to --such--;

1

FH_000093

SONY EXHIBIT 1027- Page 93



• e~ • e
/

Page 27, lir:r{25, change "Winsoc" to --Winsock--.
/ /'

Page 28~e 1,1, change "XXlXXX,XXX" to --08/719,554 --.

Page 39)i~ 1, change"XXlXXX,XXX" to -- 08/719,891 --.

Page 46, line 23, change "XXlXXX,XXX" to -- 08/719,898 --.

In the Claims

a user-interface through which a user

coact with] the computer system

rotocol address of the first rocess for establishin a communication

rotocol address of the

network;

1. (Amended) A computer program product for use with a co puter system having

~ display and an audio transducer, the computer system ca a e of executin one or

SJ7~\ lnore processes and [operatively coupled] connecting to ot r [computers] processes

and a server process over a computer network, the com uter program product

comprising a computer usable medium having comp er readable code means

embodied in the medium comprising:

a. program code means for generati

may control a first rocess exe tin

and cou led to the com uter etwork'

[b.]d.

[c.

network rot0col address of the first rocess and a uni ue identifier of the

first process to the server process upon establishing a communication

connecti'" with the server process: and

prograrcode means, responsive to user input commands, for

esta,lishing a point-to-point communications [link] with another [computer]

process over the computer network[; andJ,.

prlgram code means, responsive to audio data from the audio transducer,

~ r transmitting the audio data over the communication link to the other

2
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computer.]

•
2. (Amended) The computer program product 0 claim 1 wherein the program code

means for establishing a point-to-point communica on link further comprises:

[c.1] d.1 program code means, responsive 0 the network protocol address of g

second process [the second proc sor], for establishing a point-to-point

communication link between the irst [processor] process and the second

[processor] process over the c mputer network.

3. (Amended) The computer progra product of claim 2 wherein the program code

means for establishing a point-to-point c mmunication link further comprise:

[c.2] d.2 program code means fol transmitting, from the first [processor] process

/1\1\. (l\ to the server process, a 'uery as to whether the second [processor]

If \J process is connected t the computer network; and

[c.3] d.3 program code mea s for receiving a network protocol address of the

second [processor] rocess from the server process, when the second

[processor] is connected to the computer network.

4. (Amended) The comR ter program product of claim 2 wherein the program code

means for establishing a po'nt-to-point communication link further comprises:

[c.2] d.2 program c de means for transmitting an E-mail [signal] message

containing network protocol address from the first [processor] process to

the serve process over the computer network;

[c.3]d.3 progra code means for receiving a second network protocol address

from t second [processor] process over the computer network.

Please cancel claims 5-6 without prejudice.

Please add the following claims:

3
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The method of claim 7 wher. in the program step 0 comprises:

D.1 transmitting, from t first process to the server process, a query as to

whether a second rocess is connected to the computer network; and

D.2 protocol address of the second process from the

server process, hen the second process is connected to the computer

network.

8.

../'" .._--=--.--------;------,---;--..--..--.---,;---,.--.--,---......--------
7. In a computer system having a display and an audio transducer, the

~~mputer system capable of executing one or mo processes and communicating with

~~~'r Jt.er processes and a server process over a co puter network, a method for

establishing point-to-point communications with ther processes comprising:

A. determining the currently assigne network protocol address of the first

process upon connection to the omputer network;

B. establishing a communication onnection with the server process once

the assigned network protoco of the first process is known;

C. forwarding the assigned ne ork protocol address of the first process to

the server process upon es ablishing a communication connection with

the server process; and

D. establishing a point-to-p nt communication with another process over the

computer network.

9. The method of clai 7 wherein the program step D comprises:

D.1 n E-mail message containing a network protocol address

process to the server process over the computer network;

0.2 second network protocol address from a second process over

ter network.

10. A method for e tablishing a point-to-point communication from a caller process

to a callee process 0 er a computer network, the caller process having a user interface

and being operativel coupled to the callee process and a server process over the

4
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computer network, the method comprising the steps of:

A.' generating an element representing a first com unication line;

B. generating an element representing a first call e process;

C. establishing a point-to-point communication r k from the caller process to

the first callee process, in response to a us r associating the element

representing the first callee process with e element representing the first

communication line.

11. The method of claim 10 wherein step C furt r comprises the steps of:

C.1 querying the server process as to th on-line status of the first callee

process; and

C.2 receiving a network protocol addr. ss of the first callee process over the

computer network from the serv r process.

12. The method of claim 10 further com rising the step of:

D. generating an element repr senting a second communication line.

13. The method of claim 10 further omprising the step of:

E. terminating the point-to point communication from the caller process to

the first callee proces , in response to the user disassociating the element

representing the first callee process from the element representing the

first communication line; and

F. establishing a diff rent point-to-point communication from the caller

process to the fir t callee process, in response to the user associating the

element repres nting the first callee processor with the element

representing t e second communication line.

14. The method of cia' 10 further comprising the steps of:

D. generating an element representing a second callee process; and

E. establishi g a conference point-to-point communication between the caller

5
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The method of claim 10 further compri Ing the steps of:

D. generating an element repres ting a communication line having a

temporarily disabled status;

E. temporarily disabling the po'nt-to-point communication between the caller

process and the first calle process, in response to the user associating

the element representin the first callee process with the element

representing the comm nication line having a temporarily disabled status.

process and the first and second callee proc sses, in response to the

user associating the element representing e second callee process with

the element representing the first commu cation line.

15. The method of claim 10 further comprising the

F. removing the second callee process fr m the conference point-to-point

communication in response to the usaf disassociating the element

representing the second callee proc ss from the element representing the

first communication line.

16.

(,#u
17. The method of claim 16 w rein the element generated in step 0 represents a

communication line on hold stat

18. wherein the element generated in step 0 represents a

communication line on mut status.

19. The method of cI m 10 wherein the caller process further comprises a visual

display and the ser interface comprises a graphic user interface.

20. The method 0 claim 19 wherein the user interface is a graphic user interface

and the elements g nerated in steps A and B are graphic elements.

6
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REMARKS

Applicants have carefully considered the Office Action dated April 20, 1998 and

the references cited therein. In response, the specification and claims have been

amended. New claims 7-20 have been added to more particularly point out and

distinctly claim the subject matter which Applicants regard as their invention. Applicants

respectfully request reexamination and reconsideration.

Applicants have amended the specification to supply the serial numbers of all

patent applications referenced in the specification. In addition, minor grammatical

errors have been corrected to over come the Examiner's objections to the specification.

Claims 1-4 have been objected to as being indefinite for failing to particularly

point out and distinctly claim the subject matter which Applicants regard as the

invention. In response, claims 1-4 has been amended, where appropriate, in a manner

which is believed to overcome the objections of the Examiner.

Claims 1-3 and 5-6 have been rejected under 35 USC §102(a) as being

anticipated by Vocal Tec Internet Phone Version 2.5 (hereafter "IPHONE"). Prior to

discussing the specific amendments to the claims, Applicants would like to briefly

discuss the subject invention in light of the rejections.

As stated in the Background of the Invention section of the subject specification,

the locating users over a computer network has been difficult without knowing the

temporary or dynamically assigned Internet Protocol address of the user. The subject

application discloses a client and server system and a protocol in which client

processes, upon connection to an Internet Protocol based network, forward their

current dynamically assigned Internet Protocol address to a global server which acts as

a repository of directory information for all other client processes. In addition, the global

server associates with the Internet Protocol address of a particular client process, a

unique handle, e.g. the client's e-mail address. With this technique, the on-line status

of prospective callees may be determined even though the callee is not currently

connected to the network. More specifically, each client process, upon receiving an

Internet Protocol address after connection to an IP-based network, automatically and

transparently notifies the global server that it is currently on line, its E-mail address and

7
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the network protocol address at which the client process may be contacted. Thereafter,

the global server monitors the status of the client process and is capable of providing

directory information including the Internet Protocol address of the client process to

other clients processes who wish to communicate therewith. In order for a WebPhone

caller to initiate a point-to-point communication connection with a callee having an

unknown Internet Protocol address, the WebPhone caller merely selects either an entry

representing the prospective callee from the caller's personal directory or submits a

query to the global server process, the query including information identifying the

prospective callee. The global server utilizes the handle, e.g. the E-mail address, or

other identifier contained in the query, and determines whether the callee is currently

connected to the network. If so, the current dynamically assigned Internet Protocol

address of the callee is then returned to the caller's WebPhone and a point-to-point

communication is initiated. The whole process occurs transparently to the WebPhone

caller user.

Conversely, the Vocal Tec IPhone literature cited by the Examiner, as well as the

NetScape Cool Talk product utilize servers executing the Internet Relay Chat (IRC)

protocol, such protocol provides an impractical solution to the problem of locating a

user's dynamically assigned Internet Protocol address. Specifically, the IRC protocol is

defined in the Internet Engineer Task Force (IETF) Standard RFC 1459 available at

<http://info.internetisLedu/in-notes/rfc/files/rfc1459.txt>. Briefly, a typical server

adhering to the IRC protocol supports approximately 24 users who are "joined" on an

individual "channel". To initiate communications with a callee, a caller has to manually

search one or more IRC servers for the desired callee. Specifically, to locate a

particular callee, a caller needs to know (1) the server which that callee is connected to

and (2) the "channel" or "topic" that callee has "joined". Practically, in order to find a

particular individual a prospective callee, the caller would need to know which of many

IRC servers around the world the callee frequented in an attempt to connect to the

proper IRC server. If the IRC server already had 24 users connected, any attempt to

contact that particular IRC server would be rejected until one or more users drop off the

server. If connection to the IRC server is established, the caller would need to browse

8
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through any "channels" in which the prospective callee may be located.

According to the IRC protocol, there is no field or identifier which "uniquely"

identifies an IRC server user. Each user connects to an IRC server using a "nickname"

which can be any character string up to nine characters in length. Note that duplicate

nicknames are possible. Accordingly, such nicknames are not unique. The IPhone

Version 2.5 provides no functionality beyond that of a conventionallRC client. A user is

presented with a list of "joined" IRC users from which a selection can be made. Once a

nickname is selected from the IRC server, information about the user, including an

Internet Protocol address are provided to the selecting party.

In contrast, the present invention provides a global server that can be queried to

locate any user anywhere using a known unique identifier or handle, e.g. the user's e

mail address. A perspective caller does not have to go through the time-consuming

and annoying task of hunting for the correct IRC server and sifting through all joined

users and topics in search of the person to whom he or she wishes to communicate.

As disclosed in the specification, a Webphone user merely selects information

identifying the user from either a personal directory or the results of a query from the

global server to establish a point-to-point communication connection with the desired

callee.

Claim 1 has been amended to now recite the above-identified aspects of

Applicants' invention. Specifically, claim 1 now recites a computer program product

containing program code for "determining the currently assigned network protocol

address of the first process upon connection to the computer network"(claim 1, lines

10-12). Claim 1 further recites program code for "establishing a communication

connection with the server process and for forwarding the assigned network protocol

address of the first process and a unique identifier of the first process to the server

process upon establishing a communication with the server" (claim 1, lines 10-17). All

client processes whether callers or callees "register" with the server in such a manner.

Claim 1, as amended, is neither anticipated nor made obvious in light of the IPhone by

Vocal Tec. Specifically, the IPhone does not disclose ore suggest program code

means for forwarding to a server process the network protocol address and other

9
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information identifying a process once the process is coupled to the network, as now

recited in claim 1. Claims 2-4 include all the limitations of claim 1 and are likewise

believed to be patentable over the IPhone literature for the same reasons as claim 1.

The Examiner will note that the limitations recited in claim 4 are further

refinements of limitation D of claim 1, as amended. Specifically, the subject

specification discloses two techniques for establishing a point-to-point communication

with another process. A first technique, as described in the specification (pp. 12-14)

utilizes a query to the directory server. A second technique contemplates the caller

process sending its network protocol address to the prospective callee process directly

in an e-mail message, as described in the specification (pp.15-18).

Claims 5-6 have been cancelled, without prejudice.

To more particularly point out and distinctly claim the subject matter which

Applicants regard as the invention, new claims 7-20 have been added to the

specification. Claims 7-9 include limitation similar to claims 1-4 and are believed

patentable for the same reasons. The subject matter of claims 10-20 are directed to a

user interface in which establishment of calls, conferencing of parties, transferring of

parties among calls and disabling of calls are achieved using elements representing

communication lines and parties. Support for these claims can be found in the

specification, (pp. 49-58). Applicants respectfully assert that none of the art of record,

whether considered singularly or in combination, disclose or suggest the subject matter

as recited in claims 10-20.

In light of the foregoing amendments and remarks, the claims are believed

allowable over any of the references of record, whether considered singularly or in

combination. Accordingly, Applicants believe this application is in condition for

allowance and a notice to that effect is respectfully requested. If the Examiner has any

questions regarding this amendment or the application in general he is invited to call

the Applicants' attorney at the number listed below.

10
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The Commissioner is hereby authorized to charge any fees or credits under 37

C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.

Respectfully submitted,

k ----;).~~.-
Bruce D. JObse,it;g~ No. 33,518
KUDIRKA & JOBSE, LLP
Two Center Plaza
Boston, MA 02108
(617) 367-4600
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Frances M. Cunningham

The undersigned hereby certifies that this document is being placed in the United States
mail with first-class postage attached, addressed to Assistant Commissioner for Patents,
Washington, DC 20231 on the 20th day of Octobe, 998 (l 7

ron 1n. wn . '.

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir/Madam:

PETITION FOR EXTENSION OF TIME \.

Please exten~ the time for response to the Office Action dated April 20, 1998 for

three months to and including October 20, 1998. Enclosed is a check in the amount of

$950.00 for the extension fee.

The Commissioner is hereby authorized to charge any other fees under 37

C.F.R. §1.16 and 1.17 that may be required, or credit any overpayment, to our Deposit

Account No. 02-3038.
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The undersigned hereby certifies that this document is being placed in the United States
mail with first-class postage attached, addressed to Assistant Commissioner for Patents,
Washington. DC 20231 on the 20

fu
day of October~98 /I .

dJll!IW! lrJ. U.mru~OlM

Assistant Commissioner for Patents
I-

I
-Washington, D.C. 20231. ~

U)

j:
en

c- o
:::t: (J ;0

Sir/Madam: c -l rr1
e:- N C)

..... U)
rTi

Transmitted herewith for filing is the following: 1'.: ~ -<; -""" rr-l
I c. \.0 0c.-

1. Amendment
i r:-
r U1

l Three-Month Petition for Extension of Time (fee of $950.00) r
!

The Commissioner is hereby authorized to charge any other fees under 37 C.F.R.
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George F. Wallace

f •
Office Action Summary

Application No.

08"21,316
•Applicant(s)

Maltaway et al.

Group Art Unit

2751

I2SJ Responsive to communication(s) filed on Sept 25, 1996, Dec 22, 1996 and Mar 3D, 1998

o This action is FINAL.

o Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed
in accordance with the practice under Ex parte QU<;lyV835 C. D. 11; 453 O.G. 213.

A shortened statutory period for response to this action is set to expire 3 month(s), or thirty days, whichever is
longer, from the mailing date of this communication. Failure to respond within the period for response will cause the
application to become abandoned. '(35 U.S.C. § 133). Extensions of time may be obtained under the provisions of
37 CFR 1.136(a).

Disposition of Claim

I2SJ Claim(s) -'.1--'-6"-- is/are pending in the applicat

Of the above, claim(s) is/are withdrawn from consideration

o Claim(~ ~is/areallowed.

I2SJ Claim(s) -'-1....::-6"-- ~ is/are rejected.

o Claim(s) is/are objected to.

o Claims are subject to restriction or election requirement.

Application Papers

l2SJ See the attached Notice of Draftsperson's Patent Drawing Review, PTO-948.

o The drawing(s) filed on is/are objected to by the Examiner.

o The proposed drawing correction, filed on is 0 approved []:lisapproved.

l2SJ The specification is objected to by the Examiner.

o The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119
o Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).

o All o;ome* [ISlpne of the CERTIFIED copies of the priority documents have been

o received.

o received in Application No. (Series Code/Serial Number) _

o received in this national stage application from the International Bureau (PCT Rule 17.2(a)).

*Certified copies not received: 1

o Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

Attachment(s)

l2SJ Notice of References Cited, PTO-892
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o Interview Summary, PT0-413

l2SJ Notice of Draftsperson's Patent Drawing Review, PTO-948
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Serial Number: 08/721316

Art Unit: 2751

•
Page 2

Part III. DETAILED ACTION

Drawings

1. This application has been filed with informal drawings which are acceptable for

examination purposes only. Formal drawings will be required if and when the application is

allowed.

Specification Objections

2. The disclosure is objected to because of the following informalities: on pages 2-3 and

elsewhere within the specification, references made to patent applications must be updated to

reflect their respective Serial and Patent Numbers, insofar as possible; on page 5 line 8, "a such a"

appears to have been intended as "such a;" and on page 27 line 25, "Winsoc 1.1" appears to have

been intended as "Winsock 1.1."

The above objections are merely illustrative and do not represent all errors contained in

the specification. Applicants are required to proof read the specification and make all necessary

corrections.

Claim Objections

3. Claims 1-4 are objected to because of the following informalities: Claim 1 appears to read

more clearly and consistently if on line 8, applicants inserted --,-- after "means" and "commands."

In Claims 2 and 3, "first processor" and "second processor" have no antecedent basis. They

would read more clearly if in Claim 1 "processors" were associated with the computer systems

claimed. In Claims 1, 3 and 4 "server" is unclear in light of reference to both a "global server"
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Page 3

and a "connection server" on page 35 of the Specification. In Claim 4, ..email signal" appears to

read more clearly as ..email address." In Claim 5, "processing" would read more clearly if

applicants specified the functions intended.

The claims have been examined insofar as clarity and reasonable certainty permits.

Appropriate correction is required.

Claim Rejections - 35 USC § 102

4. The following is a quotation of the appropriate paragraphs of35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(a) the invention was known or used by others in this country, or patented or described in a printed publication in
this or a foreign country, before the invention thereof by the applicant for a patent.

5. Claims 1-3 and 5-6 are rejected under 35 U.S.C. l02(a) as being anticipated by VocalTec

Internet Phone™ Version 2.5 (hereinafter "IPHONE").

IPHONE is Internet telephony software with a graphic user interface that allows real-time

Internet voice communication between two computers--having one or more speakers and at least

one microphone--via a direct computer-to-computer link using TCP/IP or SLIP/PPP. IPHONE

utilizes IRCs (Internet Relay Servers) as Internet Phone Directories to remedy the difficulty

arising from identifying another's dynamically assigned IP address, which changes each time a

user logs into his or her Internet Service Provider.

As to Claim 1, IPHONE is a computer program product for use with a computer system

having a display and an audio transducer--it is software inherently for use with the computer
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systems of two users, with each system having a display, and at least one speaker and

microphone.

Moreover, each system is operatively coupled to other computers and a server over a

computer network. Inherently the systems of each user is connected to the Internet, through

which they each are coupled to a plurality of computers and an IRC (Internet Relay Server)

server.

IPHONE, a computer program product, inherently provides a computer usable medium

(one or more floppy disks, a CD-ROM, etc...) having computer readable code means (executable

code) embodied in the medium.

Furthermore, IPHONE, a computer program product, provides means, responsive to user

input commands, for establishing a point-to-point communications link with another computer

over the computer network. Inherently, IPHONE contains executable code, which when

executed, receives a user input (the clicking of the left button of a mouse whose pointer is above a

"Quick Dial Button," see Internet Phone Help Index, Using Internet Phone (link), Setting a Quick

Dial Button (link)) and establishes a direct (see Readme.txt file, which is bundled with

iphone25.exe, § About The Internet Phone and IRe, "The actual talk is done directly between the

PC's running the Internet Phone, and NOT via the IRC.") point-to-point communications link

with another computer over the Internet. And as noted supra, IPHONE utilizes IRCs as Internet

Phone Directories to remedy the difficulty arising from identifying another's dynamically assigned

IP address, which changes each time a user logs in to his or her Internet Service Provider.
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Furthermore, IPHONE, a computer program product, provides means, responsive to

audio data from the audio transducer, for transmitting the audio data over the communications

link to the other computer. Inherently, when one of the two users with an established point-to

point communications link speaks into his or her microphone, the analog audio signal is converted

by software or hardware means to a digital signal and then sent through the Internet to the

computer of the other user.

Lastly, IPHONE provides means for generating a user-interface through which a user

may coact with the computer system. IPHONE, as a computer program product, inherently

contains executable code. This code, when executed, generates a plurality of windows with menu

bars and icons through which a user fully interacts with the software to fully effectuate Internet

telephony through his or her computer system. The user, as noted supra, may click the left button

of a mouse whose pointer is above a "Quick Dial Button," which initiates and establishes a point

to-point communications link with another computer (inherently, via its IP address) over the

Internet.

As to Claim 2, which depends on Claim 1, IPHONE, a computer program product,

provides, in conjunction with its means for establishing a point-to-point communication link,

program code means, responsive to the networkprotocol address ofa secondprocessor, for

establishing a point-to-point communication link between a first processor and a second

processor over the computer network.
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Inherently, IPHONE, a computer program product, provides program code, which in

conjunction with its means for establishing a point-to-point communication link, when executed,

initiates and establishes, in response to a user clicking the left button of a mouse, whose pointer is

above a "Quick Dial Button" (see cite supra) a point-to-point communication link with another's

computer, which is either a TCP/IP or SLIP/PPP communication link via the other's IP address

over the Internet (see Internet Phone Help Index, Quick Tour (link), 4th page thereof).

As to Claim 3, which depends on Claim 2, IPHONE, a computer program product,

provides, in conjunction with its means for establishing a point-to-point communication link,

program code means for transmitting, from a first processor to a server, a query as to whether a

secondprocessor is connected to the computer network; and program code means for receiving a

network protocol address ofthe secondprocessor from the server, when the secondprocessor is

connected to the computer network.

IPHONE, a computer program product, provides program code, which in conjunction

with its means for establishing a point-to-point communication link, when executed, inherently

transmits, from a first processor to an IRC server, a query as to whether another user, whose

identity (name and email address) is contained in a Quick Dial Button, is connected to the IRC

network; and program code, which receives another's IP address from an IRC server, when the

other is connected to the IRC network.

As to Claim 5, which depends on Claim 1, IPHONE, a program product, inherently

provides program code means for processing audio data. The analog audio data captured by a

FH_000112

SONY EXHIBIT 1027- Page 112



...

Serial Number: 081721316

Art Unit: 2751

• •
Page 7

microphone is inherently converted to digital format before transmission across the Internet to

another user, where it is converted back to analog before directed to one or more speakers.

As to Claim 6, which depends on Claim 5, IPHONE teaches the use ofVOCALTEC's VC

Card, a voice compression card, by its users to increase the efficiency and quality of

communication (see Internet Phone Help Index, Using Internet Phone (link), What is Internet

Phone (link), last paragraph).

Claim Rejections - 35 USC § 1021103

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 ofthis title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

7. Claim 4 is rejected under 35 U.S.C. 102(b) as anticipated by IPHONE or, in the

alternative, under 35 U.S.C. 103(a) as obvious over IPHONE.

8. As to Claim 4, which depends on Claim 2, IPHONE provides, in conjunction with its

means for establishing a point-to-point communication link, program code means for receiving a

second network protocol address from a secondprocessor over the computer network,

inherently; and appears to provide program code means for transmitting an E-mail signal

containing a networkprotocol address from a first processor to a server over a computer

network.
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IPHONE, when executed, inherently provides program code means for receiving the IP

address from a second processor over the computer network, since a direct Internet connection

between the second and first processors is ultimately achieved. However as to the 102/103 issue,

it appears likely that IPHONE, when executed, provides program code for transmitting an E-mail

signal (E-mail address) containing a network protocol address (IP address) from a first processor

(a first user's computer) to a server (an IRC server) over the computer network (the Internet).

Clearly, IPHONE allows a first user to query an IRC server to discover whether a particular user

is "on-line." A user ofIPHONE supplies the program with "user information" including his or her

email address, name and other information. When the user "logs on" to an IRC server, inherently

the user's IP address and some type of identifying information is sent to the server, since another

user is able to locate the former user via a query containing some identifying information. An

email address is sufficiently unique to be efficient search criteria for locating a specific record

(user) against a list of records (users) for identification of whether a particular user is on-line, i.e.)

available to receive a "call." It is highly likely that a user's E-mail address is used by IPHONE as

search criteria.

Insofar as IPHONE does not use an E-mail address as search criteria, it would have been

obvious to one ordinarily skilled in the art at the time the invention was made to have used an E

mail address as unique search criteria for determining whether a user associated with the E-mail

address was "on-line." It would have been highly desirable to locate a specific user rather than a
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plurality of users, arising from use of common search criteria, so that a correct communication

link could be established in a minimal amount of time.

Conclusion

9. The following prior art made of record and not relied upon is considered pertinent to

applicants' disclosure:

b. Gull, Re: Getting IP address ofPPP-connected Mac, <jgull-0304951005350001@pm012
ll.dialip.mich.net>.
Examiner considers this l03(a) reference as strong motivation to combine with prior art-Internet
telephony software, such as Netscape®Cooltalk™, both a central Internet database for the storage
and dissemination of dynamically assigned IP addresses of Internet telephony software users
wishing to disseminate their IP addresses to others connected to the Internet, as well as program code
to operatively interact with said database.

,
,

a. Netscape Conference and Cooltalk Meeting Room, www.q5.com. Examiner considers this website,
which works in conjunction with the Internet telephony software product Netscape®Cooltalk™, as a
potential l02(a)/l 02(b) bar to applicants' claims and as a highly probative l03(a) reference.

c. Gull, Re: Internet Phonefor Mac?, <jgull-1704950116450001@pm049-28.dialip.mich.net>.
Examiner considers this I03(a) reference as strong motivation to combine with prior art Internet
telephony software both software and/or hardware-based compression means, as well as a central
Internet database for the storage and dissemination of the dynamically assigned IP addresses of
Internet telephony software users wishing to disseminate their IP addresses to others connected to
the Internet, and program code to operatively interact with said database.

10. Please address inquiries concerning this and earlier communications from the examiner to

George F. Wallace, whose telephone number is 703/305-2277. Examiner can be reached M-F

from 9:00 a.m. to 5:00 p.m. EST.

If attempts to reach the examiner by phone fail, Eddie P. Chan, examiner's supervisor,

can be reached at 703/305-9712.

The fax number for Art Unit 2751 is 703/308-6606.
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Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist at 703/305-3900.
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The applicant hereby makes of record in the above-identified application the
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the references.
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of the present claims;

• The enclosed form PTO-1449 be signed by the examiner to evidence that

the cited information has been fully considered by the Patent and

Trademark Office during the examination of this application;

• The citations for the information be printed on any patent which issues

from this application.
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representation that a search has been performed, of the extent of any search
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material to patentability as defined in 37 C.F.R. §1.56(b).
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BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a migration com
munication control device that controls a communica
tion between a mobile node and a corresponding
node to enable them to communicate continuously
when the former migrates by managing addresses
assigned to the former each time it migrates across
networks.

(2) Description of the Related Art

Recent progress in the field of electronic technol
ogy makes it possible to assemble smaller and lighter
portable computers. These portable computers refer
red to as mobile nodes are designed so that they can
migrate across networks: they are unplugged from a
network and plugged in another and communicate
with a stationary node. Thus, each of them is as
signed a specific address to prove its identity. The ad
dress, in general, includes location information as to

- which .network the mobile nodes are currently plug
ged in, and for this reason, a new address is assigned
each time they migrate.

For example, the address composed of a net
work address unit for specifying a network in which
the mobile node is currently plugged in and a node
address unit for proving the mobile node's identity in
the network, or the address used in a conventional
network architecture such as Internet Protocol(de
tails of which are in Internet Protocol, RFC791, Jon
Postel, Sep.,1981), theymustbe changed every time
the mobile nodes migrate.

However, once the mobile node migrates to an
other network, a communication with the stationary
node will be terminated. This is because a packet is
transmitted -to its old address only to be wasted.

Thus, to enable the mobile node and stationary
node to communicate continuously when the former
migrates, it is necessary to control the communica
tion by managing the steadily changing address.

To date, two address managing methods have
been proposed: one by Sony Computer Science Lab
oratory Inc. and one by the Department of Computer
Science at Columbia University.

Sony Computer Science Laboratory Inc. pro
posed a method using VIP(Virtual Internet Protocol),
details of which are on "VIP: Lower Layer Internet
Protocol", Fumio Teraoka, Yasuhiko Yokote, Mario To
koro, Proceed of Data Processing Convention: Mul
timedia Communication and Distributed Processing.

In this method, each mobile node is assigned a
VIP(Virtual Internet Protocol) address and a
PIP(Physical Internet Protocol) address. The former
is an unchanged address used in a communication
application for packet transmission and reception;

and the latter is an address changed for every migra
tion to specify an update physical location of the mobil
node. Data related to both addresses are held in a
cache of a gateway. Under these conditions, the sta-

5 tionary node transmits a packet to the mobile node to
the VIP address thereof, and the packet is converted
into another packet addressed to the PIP address
when it passes the gateway, thence transmitted to
the mobile node via the gateways placed in a route

10 onwards. These gateways collect data related to a
correlation between the VIP and PIP addresses from
the header of the packet upon the receipt thereof,
thus updates data in the cache, and hence are able
to convert other packets addressed to the VIP ad-

15 dresses into the packets addressed to the PIP ad
dresses based on the correlation entered in the
cache.

In this method, in short, the use of the address
constituting with the VIP and PIP addresses enables

20 the mobile node and the stationary node to commu
nicate continuously when the former migrates.

The Department of Computer Science at Colum
bia University proposed a method using an Internet
Protocol address of which network address unit does

25 not specify the network which the mobile node is cur
rently plugged in but declares itself to be the mobile
node, hence a certain value is given as the network
address unit to all the mobile nodes. As well, the
method uses an MSS(Mobile Support Station) instal-

30 led at each network to manage the IP addresses and
control. a packet route to the mobile node. The MSS
is designed so that it collects data related to the up
date physical location of the mobile nodes by refer
ring other MSSs.

35 Given these conditions, when the stationary
node transmits a packet to the mobile node when it
migrates, it first transmits the packet to a first MSS in
stalled in its network; thence the first MSS transfers
the packet to a second MSS installed in a network

40 which the mobile node is currently plugged in; and fi
nally the second MSS transfers the packet to the mo
bile node.

In this method, in short, the use of the MSS en
i::\bles the mobile node and the stationary node to con-

45 tinue the communication when the former migrates.
In the first method, however, all the nodes must

be constructed so that they understand both the VIP
and PIP addresses, causing them to extend a scale
functionally, otherwise making it impossible to apply

50 this method to apparatuses employed in existing net
works. In addition, the communication via the gate
ways reduces communication efficiency compared
with direct packet transmission, because the gate
ways check whether they have received the packet

55 addressed to the VIP address or PIP address each
time they receive it, as well as whether or not to col
lect the data therefrom to update those in the cache.

In the second method, each network must have

2
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the MSS, and the communication via the MSSs
makes it impossible to transmit the packet directly,
thereby reducing the communication efficiency.

SUMMARY OF THE INVENTION

The present invention therefore has an object to
provide a migration communication control device
that is available to any apparatus employed in exist
ing networks. Also the present invention has another
object to provide a migration communication control
device that enables the mobile node and stationary
node to communicate continuously when the former
migrates by transmitting and receiving the packet di
rectly besides transferring the packet as has been
done when the mobile node migrates across the net
works.

The above objects are fulfilled by a migration
communication control device constructed to control
a communication between a mobile node and a part
ner node, the mobile node migrating across networks
and obtaining an address assigned on each network
while the partner node being a communication part
ner .of .the mobile node, comprising a first migration
control unit, a second migration control unit, a third mi
gration control unit, the second migration control unit
being placed on the mobile node and the third migra
tion control unit being placed on the partner node,
wherein the first migration control unit comprises a
packet transfer unit for receiving a packet which was
destined for an outdated address of the mobile node,
the outdated address assigned when the mobile node
migrated to a network to which the first migration con
trol unit is attached, generating a conversion packet
which holds an updated address instead of the out
dated address, and transmitting the conversion pack
et; and an address post unit for transmitting an ad
dress post message which indicates the updated ad
dress of the mobile node to the third migration control
unit:-the third migration control unit transmitting the
packet received by the packet transfer unit, and the
second migration control unit comprises a migration
post unit for transmitting to the first migration control
unit a migration post message which indicates the up
dated address of the mobile node when the mobile
node migrates to another network; and a packet re
sumption unit for receiving the conversion packet
from both the first migration control unit and the third
migration control unit and resuming an original packet
from .the conversion packet, and the third migration
control unit comprises a packet conversion unit for
converting a destination address of a packet, the
packet to be transmitted to the mobile node, into the
updated address indicated by the address post mes
sage, the address post message sent by the first mi
gration control unit, and transmitting it to the mobile
node.

The migration post unit in the second migration
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control unit may transmit an identification key includ
ed in the migration post message, the identification
key being employed to identify the mobile node.

The identification key may be an address of the
mobile node assigned at one network before the net
work to which the mobile node is currently attached.

The identification key may be an address of the
mobile node assigned before its initial migration.

The second migration control unit may be con
structed to transmit to the third migration control unit
the packet which has the same format as the re
sumed packet.

The first migration control unit may further com
prise an address hold unitfor holding the outdated ad
dress and the updated address by corresponding
them with each other; and an address comparison
unit for comparing the destination address of the re
ceived packet with the outdated address, wherein the
packet transfer unit generates the conversion packet
and transmits it when the address comparison unit
detects that the destination address of the received
packet coincides with the outdated address.

The first migration control unit may further com
prise an address hold unit for holding the outdated ad-.
dress and the updated address by corresponding
them with each other; and an address comparison
unit for comparing the destination address of the
packet received by the packet transfer unit with the
outdated address, wherein the address post unit
transmits the address post message which indicates
the updated address of the mobile node to the third
migration control unit, the third migration control unit
transmitting the packet received by the packet trans
fer unit, when the address comparison unit detects
that the destination address of the packet coincides
with the outdated address.

The second migration control unit may further
comprise an address hold unit for holding the outdat
ed address and the updated address by correspond
ing them with each other; and an address comparison
unit for comparing the updated address with the des
tination address of the packet received from one of
the first migration control unit and the third migration
control unit, wherein the packet resumption unit re
sumes the original packet from the conversion packet
when the address comparison unit detects that the
updated address coincides with the destination ad
dress of the packet received from one of the first mi
gration control unit and the third migration control
unit

The third migration control unit may further com
prise an address hold unit for holding the outdated ad
dress and the updated address of the mobile node by
corresponding them with each other; and an address
comparison unit for comparing the outdated address
in the address hold unit with the destination address
of the packet to be transmitied to the mobile node,
wherein the packet conversion unit converts the des-
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tination address of the packet to be transmitted to the
mobile node into the updated address which corre
sponds to the outdated address in the address hold
unit when the address comparison unit detects the
outdated address in the address hold unit coincides
with the destination address of the packet.

There may be a plurality of the first migration con
trol units, and the second migration control unit trans
mits the migration post message to at least one of the
first migration control units.

The migration post unit in the second migration
control unit may transmit the migration post message
to the first migration control unit which is attached to
the network to which the mobile node was attached
before its migration, each of the first migration control
units has a migration post unit for transmitting to one
of the other first migration control units a migration
post message to post the same address as the updat
ed address indicated by the migration post message
received from the second migration control unit, and
each of the first migration control units has a migra
tion post unit for transmitting a migration post mes
sage from one ofthe other first migration control units
to another first migration control unitto post the same
address as the updated address indicated by the re
ceived migration post message.

Each of the first migration control units and the
second migration control unit may further comprise a
pointer hold unit for holding pointers related to the first
migration control unit to which the migration post mes
sage is transmitted, and wherein the migration post
unit in each of the first migration control units and the
migration post unit in the second migration control unit
transmit the migration post message to each of the
addresses related to each of the pointers.

Each of the pointers may be a broadcast address
of the network to which one of the first migration con
trol units is attached.

Each of the pointers may be an address which is
assigned to one of the first migration control units
uniquely.

Each of the pointers may be the address of the
mobile node which is assigned when the mobile node
is attached to the same network as is the first migra
tion control unit, and the migration post unit in the first
migration control unit and the migration post unit in
the second migration control unit obtain the broad
cast address of the network to which each of the first
migration control units is attached with referring to the
address of the mobile node, and transmits the migra
tion post message to the obtained broadcast address.

The pointer hold unit in the second migration con
trol unit may hold a pointer related to a first migration
control unit for the latest migration, which is the first
migration control unit being attached to one network
before the network to which the mobile node is cur
rently attached, and the pointer hold unit in the first
migration control unit holds a pointer related to an-

other first migration control unit attached to the same
network as was the mobile node attached before mi
grating to the network to which the first migration con
trol unit is attached.

5 The second migration control unit may further
transmit to the first migration control unit the pointer
by sending thereto the migration post message. the
pointer to be held by the first migration control unit.

The first migration control unit may store into the
10 pointer hold unit the pointer when it receives from the

second migration control unit the migration post mes
sage by corresponding the pointer with the updated
address indicated by the received migration post
message.

15 Each of the first migration control units may fur-
ther comprise an address hold unit for holding the out
dated address and the updated address by corre
sponding them with each other, wherein a migration
post message unit stores into the address hold unit

20 the outdated address and the updated address by
corresponding them with each other when it receives
from the second migration control unit the migration
post message, while converts the updated address in
the address hold unit into t he updated address ind i-

25 cated by the migration post message when it receives
from the first migration control unit the migration post
message and the outdated address indicated by the
migration post message coincides with one of the up
dated addresses in the address hold unit.

30 The first migration control unit may be placed on
a gateway, which connects networks.

The first migration control unit may be placed on
the network as an individual node.

The migration post unit in the second migration
35 control unit may transmit the migration post message

to a home migration control unit. the home migration
control unit being the first migration control unit which
is attached to a network where the mobile node left
for its initial migration. and the home migration control

40 unit may further comprise a home migration post-unit
for transmitting a migration post message to a first mi
gration control unit for the latest migration, the first
migration control unit for the latest migration being the
first migration control unit which is attached to the

45 network where the mobile node left for the latest mi
gration, to post the same updated address as is indi
cated by the migration post message received from
the second migration control unit.

The first migration control unit may further com-
50 prise a migration post unit for transmitting the migra

tion post message indicating the updated address of
the mobile node to one of the other first migration
control units when the conversion.packet destined for
the outdated address of the mobile node was sent

55 therefrom to the first migration control unit.
The migration post unit in the second migration

control unit may transmit to the home migration con
trol unit the migration post message where a home

4
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address and the updated address are corresponded
with each other. the home address assigned when
the mobile node is attached to the same network as
is the home migration control unit, and each of the
packet transfer unit and the address post unit in the 5

home migration control unit may transmit the conver-
sion packet and the address post message respec
tively with referring to the above home address and
the updated address.

The second migration control unit may further 10

comprise an outdated address post unit for transmit-
ting to the first migration control unit for the latest mi
gration an outdated address post message where the
outdated address and the home address are corre-
sponded with each other, the outdated address being 15

assigned to the mobile node before the latest migra-
tion, the home migration post unit in the home migra-
tion control unit may transmit to the said first migration
control unit for the latest migration the migration post
message where the above home address and the up- 20

dated address are corresponded with each other, and
the packet transfer unit and the address post unit in
the first migration control unit for the latest migration
may transmit the conversion packet and the address
post message respectively in accordance with the 25

outdated address and the updated address, the out
dated address and the updated address being corre
sponded with each other via the home address.

The outdated address post unit in the second mi-
gration control unit may transmit the above outdated 30

.. address post message at a migration of the mobile
node preceding the latest migration, and each of the.
migration post units in the second migration control
unit and the home migration post unit in the home mi-
gration control unit may transmit the above migration 35

post message at the latest migration of the mobile
node.

The second migration control unit may further
comprise a home migration control unit pointer hold
unitfor holding a pointer related to the home migration 40

control unit, the migration post unit in the second mi
gration control unit transmits the migration post mes-
sage to the address related to the pointer, the home
migration control unit may further comprise a pointer
hold unit for the latest migration for holding a pointer 45

related to the first migration control unit for the latest
migration, and the home migration post unit in the
home migration control unit may transmit the migra-
tion post message to the address related to the poin-
~~ ~

Each of the above pointers may be the broadcast
address of the network to which each of the first mi
gration control units is attached.

Each of the above pointers may be the address
assigned to each of the first migration control units 55

uniquely.
The second migration control unit may further

comprise a pointer obtainment unit for requesting to

5

the first migration control unit for the latest migration
the pointer related to the first migration control unit for
the latest migration, and the migration post unit in the
secqnd migration control unit may post the obtained
pointer to the home migration control unit together
with the updated address by sending thereto the mi
gration post message.

The migration post unit in the second migration
control unit may post to the home migration control
unit the pointer at the migration of the mobile node
preceding the latest migration, while the migration
post unit may post the above updated address at the
latest migration of the mobile node.

The first migration control unit may further com
prise an address post suppressing unit for suppress
ing transmission of the address post message from
the address post unit to the third migration control
unit, and the address post suppressing unit may sup
press transmission of the address post message
when none of the first migration control units is attach
ed to the same network as is the mobile node.

The second migration control unit may further
comprise a detect unit for detecting whetheror not the
first migration control unit is attached to the network
to which the mobile node migrates. the migration post
unit in the second migration control unit may transmit
to the home migration control unit the migration post
message which includes the detecting result of the
above detect unit together with the updated address,
the home migration post unit in the home migration
control unit may transmit to the first migration control
unit for the latest migration the migration post mes
sage which includes the detecting result of the above
detect unit together with the updated address, and
the address post suppressing unit in each of the
home migration control unit and the first migration
control unit for the latest migration may suppress the
transmission of the address post message in accor
dance with the detecting result of the above detect
unit

The first migration control unit may further com
prise a packet transfer suppressing unit for suppress
ing transfer of the packet conducted by the packet
transfer unit.

The first migration control unit may further com
prise an address post suppressing unit for suppress
ing transmission of the address post message from
the address post unit to the third migration control
unit, and the address post suppressing unit in the first
migration control unit being attached to a network to
which the mobile node is not attached. may suppress
the transmission of the address post message when
the packet transfer suppressing unit in the first migra
tion control unit for the latest migration suppresses
transfer of t he packet.

The second migration control unit may further
comprise a detect unit for detecting whether or not the
packet transfer suppressing unit in the first migration
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control unit suppresses the transfer of the packet, the
first migration control unit being attached to the net
work to which the mobile node migrates, and the mi
gration post unit in the second migration control unit
transmits to the home migration control unit the mi- 5

gration post message which includes the detecting re-
sult ofthe above detect unit together with the updated
address, the home migration post unit in the home mi
gration control unit may transmit to the first migration
control unit for the latest migration the migration post 10

message which includes the detecting result of the
detect unit together with the updated address. and
the address post suppressing unit in each of the
.home migration control unit and the first migration
control unit for the latest migration may suppress the 15

transmission'of the address post message in accor
dance with the detecting result of the above detect
unit.

The packet transfer suppressing unit in the first
migration control unit forthe latest migration may sup- 20

press the transfer of the packet conducted by the
packet transfer unit, when the packet transfer sup
pressing unit in the first migration control unit being
attached to the network to which the mobile node mi-
grates suppresses the transfer of the packet. 25

The above objects may also be fulfilled by a pack
et transfer migration control unit in a migration com
munication control device, the migration communica
tion control device being constructed to control a com-
munication between a mobile node and a partner 30

c- node, the mobile node migrating across networks and
obtaining an address assigned on each network while,
the partner node being a communication partner of
the mobile node, comprising a packet transfer unit for
receiving a packet which was transmitted by the part- 35

ner node to an outdated address of the mobile node,
the outdated address being assigned when the mo-
bile node migrated to a network to which the packet
transfer migration control unit is attached, generating
a conversion packet which holds an updated address 40

instead of the outdated address, and transmitting the
conversion packet; and an address post unit for trans
mitting an address post message which indicates the
updated address of the mobile node to the partner
node, the partner node transmitting the packet re- 45

ceived by the packet transfer unit.
The above objects may further be fulfilled by a

mobile node migration control unit in a migration com
munication control device, the migration communica-
tion control device being constructed to control a com- 50

munication between a mobile node which migrates
across networks and obtains an address assigned on
each network and a partner node which is a commu
nication partner of the mobile node, being placed on
the mobile node and comprising a migration post unit 55

for transmitting to a packet transfer migration control
unit a.migration post message which indicates an up
dated address of the mobile node when the mobile

6

node migrates to another network, the packet trans
fer migration control unit for receiving a packet which
was transmitted by the partner node to an outdated
address of the mobile node, the outdated address as
signed when the mobile node migrated to a network
to which the migration control unit for packet transfer
is attached, generating a conversion packet which
holds the updated address instead of the outdated
address, and transmitting the conversion packet; and
a packet resumption unit for receiving the conversion
packet from both the packet transfer migration control
unit and the mobile node, and resuming an original
packet from the conversion packet.

The above objects are finally fulfilled by a partner
node migration control unit in a migration communica
tion control device, the migration communication con
trol device being constructed to control a communica
tion between a mobile node which migrates across
networks and obtains an address assigned on each
network an_d a partner node which is a communica
tion partner of the mobile node, being placed on the
mobile node and comprising an address post mes
sage receiving unitfor receiving an address post mes
sage which indicates an· updated address of the mo
bile node from a packet transfer migration control unit,
the packet transfer migration control unit transmitting
an address post message which indicates the updat
ed address of the mobile node to the partner node;
and a packet conversion unit for converting a destin
ation address of a packet, the packet to be transmit
ted to the mobile node, into the updated address in
dicated by the address post message. and transmit
ting it to the mobile node.

According to the above construction. the migra
tion communication control device of the present in
vention transfers and converts the packet using the
address assigned to the mobile node each time it mi
grates across networks, obviating particular address
es or devices such as the VIP address used conven
tionally. For this reason. the migration communica
tion control device of the present invention can be ap
plied to the existing partner node and mobile node so
that they can communicate continuously by transfer
ring the packet. Moreover, it is advantageous that the
migration communication control device of the pres
ent invention is not necessarily applied to all the
nodes to enhance communication efficiency; the
present invention can be applied only to where nec
essary on the existing networks. More precisely,
when any existing partner node communicates with
the mobile node when it migrates, the packet can be
transmitted directly from the mobile nodes to the ex
isting partner node; and it can be transferred via the
first migration control unit from the existing partner
node to the mobile node, thereby enhancing commu
nication efficiency.

Furthermore. when the partner node employs
the migration communication control device of the
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present invention. communication efJiciency is fur
ther enhanced thanks to the. direct packet transmis
sion and reception made possible by posting the up
date address of the mobile node from the first migra
tion control unit to the third migration control unit.

Also, the devices such as MSS or a gateway em
ploying the VIP are not necessarily installed at every
network to which the mobile node migrates. To be
precise, according to the present invention, the con
tinuous communication is implemented even when
the mobile node migrates to a network at which no
special devices including above ones are installed.

BRIEF DESCRIPTION OF THE DRAWINGS

These and the other objects, advantages and
features of the invention will become apparent from
the following description thereof taken in conjunction
with the accompanying drawings which illustrate a
specific embodiment of the invention. In the draw
ings:

FIG. 1 is a block diagram depicting a construction
of a migration communication control device ina
first embodiment of the present invention;
FIG. 2 is a block diagram depicting a detailed con
struction of the migration communication control
device employed as a mobile node in the first em
bodiment of the present invention;
FIG. 3 is a block diagram depicting a detailed con
struction of the migration communication control
device employed as a gateway. in the first em
bodiment of the present invention;
FIG. 4 is a block diagram showing a detailed con
struction of the migration communication control
device employed as a stationary node in the first
embodiment of the present invention;
FIG. 5 is a block diagram showing a detailed con
struction of the migration communication control
device employed as an individual node in the first

·embodiment of the present invention;
FIG. 6 is an illustration showing a first example of
a network to which the migration communication
control devices in FIG. 2, 3, 4 are attached;
FIG. 7 is an illustration showing a second exam
ple ofthe network to which the migration commu
nication control devices in FIG. 2, 3,4 are attach
ed;
FIG. 8 is an illustration showing a third example
of the network to which the migration communi
cation control devices in FIG. 2, 3,4 are attached;
FIG. 9 is an illustration showing a fourth example
of the network to which the migration communi
cation control devices in FIG. 2,3.4 are attached;
FIG. 10 is an illustration showing (a) data in a data
hold unit 1 in the mobile node (b) data in a data
hold unit 1 in the migration communication control
devices each employed as the gateway, the sta
tionary node, and the individual node.
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FIG. 11 is an illustration showing a format of a
packet in the first embodiment of the present in
vention;
FIG. 12 is an illustration showing a format of a
packet in the first embodiment of the present in
vention;
FIG. 13 is an illustration showing a content of the
data hold unit 1 in the migration communication
control device employed as the gateway;
FIG. 14 is an illustration showing a content of the
data hold unit 1 in the migration communication
control device employed as the individual node;
FIG. 15 is an illustration showing an example of
a network to which the migration communication
control device is attached in a second embodi
ment of the present invention;
FIG. 16 is a detailed block diagram depicting a
home migration communication control device in
the second embodiment of the present invention;
FIG. 17 is an illustration showing a content of a
home mobile host list hold unit in the second em
bodiment of the present invention;
FIG. 18 is a detailed block diagram depicting the

.visitor .migration communication control device in
the second embodiment of the present invention;
FIG. 19 is an illustration showing a content ot a
visitor mobile host list hold unit in the second em
bodiment of the present invention;
FIG. 20 is a detailed block diagram depicting a mi
gration address unit in the second embodiment of
the present invention;
FIG. 21 is an illustration showing a content of an
address hold unit in the migration address unit in
the second embodiment of the present invention;
FIG. 22 is a detailed block diagram depicting a mi
gration address unit in the second embodiment of
the present invention;
FIG. 23 is an illustration showing a content of the
address hold unit in the migration address unit in
the second embodiment of the present invention;
FIG. 24 is an illustration showing a format of a
data packet in the second embodiment of the
present invention;
FIG. 25 is an illustration showing a format of a
packet transfer message in the second embodi
ment of the present invention;
FIG. 26 is an illustration showing a flow of a data
packet transmitted between devices in the sec
ond embodiment of the present invention;
FIG. 27 is an illustration showing a communica
tion sequence in FIG. 26;
FIG. 28 is an illustration showing a construction
of each data packet in FIG. 26;
FIG. 29 is an illustration showing a change in the
content of each hold unit in FIG. 26;
FIG. 30 is an illustration showing a flow of each
data packet transmitted between devices at an
operation example in the second embodiment of
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the present invention;
FIG. 31 is an illustration showing a communica
tion sequence in FIG. 30;
FIG. 32 is an illustration showing a construction
of each data packet in FIG. 30;
FIG. 33 is an illustration showing a change in the
address hold unit in each device in FIG. 33;
FIG. 34 is an illustration showing a flow of a data
packet transmitted between devices at an opera
tion example in the second embodiment of the
present invention;
FIG. 35 is an illustration showing the communica
tion sequence in FIG. 34;
FIG. 36 is an illustration showing a construction
of each data packet in FIG. 34;
FIG. 37 is an illustration showing a change in the
address hold unit in each device in FIG. 34;
FIG. 38 is an illustration showing a flow of each
data packet transmitted between devices at an
operation example in the second embodiment of
the present invention;
FIG. 39 is an illustration showing a communica
tion sequence in FIG. 38;

-- FIG. 40 is an illustration showing a construction
of each data packet in FIG. 38;
FIG. 41 is an illustration showing a change in the
address hold unit in each device in FIG. 38;
FIG. 42 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the present invention;

. F.JG. 43 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the present invention;
FIG. 44 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the presentinvention; and
FIG. 45 is an illustration showing a flow of each
data packet transmitted between devices in the
second;embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[Embodiment 1]

A construction of a migration communication con
trol device in a first embodiment of the present inven
tion is described hereunder with referring to FIGs.
Hereinafter, the mobile node and partner node in the
related art as well as in the summary ofthe invention
are referred to as a mobile host and a stationary host,
respectively.

FIG. 1 is an illustration showing the construction
of the migration communication control device com
prising a data hold unit 1, an application unit 2, a mi
gration address unit 3, and a communication control
unit 4.

The data hold unit 1 holds a couple of addresses

of a mobile host by corresponding them. Each of the
addresses in the data hold unit 1 is assigned before
and after a migration of the mobile host.

The application unit 2 checks a connection as
5 well as monitors a timer. The unit 2 is relevant for a

higher layer in OSI model. which includes an applica
tion layer. For example, the unit 2 operates as TCP at
TCPIIP (Transmission Control Protocol/Internet Pro
tocol) or a layer which is higher than TCP.

10 The migration address unit 3 processes a migra-
tion address with referring to data in the data hold unit
1. The concrete operation of the migration address
unit 3 varies depending on a type of the migration
communication control device comprising the unit 3,

15 and this will be described in detail later.
The communication control unit 4 controls the

communication. The unit 4 is relevant for a lower layer
in the OSI model. For example. the unit 4 operates as
a layer which is lower than IP at TCP.

20 The application unit 2 and the communication
control unit4 are the same units as ones implemented
on a general host. Besides the unit 2 and 4, the mi
gration communication device in the first embodiment
of the present invention includes the data hold unit 1

25 and the migration address unit 3; thereby implements
an operation unique to this case. That is, the data hold
unit 1 and the migration address processing unit 3 are
attached to the mobile host which migrates across
networks, or a stationary host which is attached to a

30 network fixedly (for example, a gateway or a server);
.otherwise, they operate alone. Each device compris
ing the unit 1 and 3 supports a continuous communi
cation unaffected by migration of the mobile host be
sides providing its own function.

35 The data hold unit 1 and the mobile address unit
3, which are included in the devices attached to the
network, are described in FIGs. 2, 3, 4, 5. FIG. 2
shows a migration communication control device
where the unit 1 and the unit 3 are attached to the ma-

40 bile host which migrates across networks; FIG. 3
shows a migration communication control device
where the unit 1 and the unit 3 are attached to a gate
way which connects the networks; FIG. 4 shows a mi
gration communication control device where the unit

45 1 and the unit 3 are attached to the stationary host,
which is the communication partner of the mobile
host; and FIG. 5 shows a migration communication
control device attached to the network itself.

The migration communication control device in
50 FIG. 2 (hereinafter referred to as a mobile host) fur

ther includes the application unit 2, the communica
tion control unit 4, and an address obtainment unit 25,
besides the data hold unit 1 and the migration ad
dress unit 3.

55 Each of the application unit 2 and the communi-
cation control unit 4 operates as the above; while the
unit 2 together with the unit 4 operate as a conven
tional stationary host.

8
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The address obtainment unit 25 obtains an ad
dress of the mobile host assigned when it has migrat
ed to another network. Although other options can be
considered, such as employing a manual setting by
an operator or communicating with a server computer
which administrates addresses of the network, it is
supposed here that the address is obtained in accor
dance with an instruction of a system administrator or
the operator. The address obtainment unit 25 is also
possessed by a general host and will not be described
in detail.

The addresses held in the data hold unit 1 are ob
tained by the address obtainment unit 25.

The migration address unit 3 (enclosed with a
broken line) consists of a response message trans
mission unit 20, a marked packet conversion unit 21,
a migration address setting unit 26, a migration post
transmission unit 27, a reception packet unit 28, and
a marked packet resumption unit 29.

The response message transmission unit 20
transmits the packet which responds to the received
packet if the response is needed.

The marked packet conversion unit 21 converts
a p~ck_et received_ from the response m~ssage tran~

mission unit 20 as well as the application unit 2 into a
marked packet by converting the address of the re
ceived packet and marking the packet.

The migration address setting unit 26 stores the
address obtained by the address obtainment unit 25
into the data hold unit 1. The address obtained by the
unit 25 is the address of the mobile host assigned af
ter the migration, and the unit 26 stores it into unit 1
by corresponding it to the address of the mobile host
assigned before the migration.

The migration post transmission unit 27 posts via
the communication control unit4 that the address ob
tained by the unit 25 is held in the data hold unit 1 to
gether with the correspondence between a couple
addresses each of which assigned before and after
the migration.

The reception packet unit 28 detects whether or
not the received packet is marked, and sends the un
marked packet to the application unit 2 while sending
the marked packet to the marketed packet resump
tion unit 29.

The marked packet resumption unit 29 resumes
the marked packet.

The migration communication control device in
FIG. 3 (hereinafter referred to as a gateway) further
includes the application unit 2 and the communication
control unit 4 besides the data hold unit 1 and the mi
gration address unit 3 (enclosed with a broken line).

Each of the application unit 2 and the communi
cation control unit 4 operates described the above,
and the unit 2 together with the unit 4 operate as a
conventional gateway.

The data hold unit 1 holds the correspondence
between a couple of the addresses of the mobile host
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each of which assigned before and after migration.
The migration address unit 3 consists of a recep

tion packet unit 35, a migration post information unit
36, an address comparison unit 37, an address con
version post transmission unit 38, and a marked pack
et conversion unit 39.

The reception packet unit 35 detects whether or
not the received packet is the packet comprising a mi
gration post message, which is transmitted by the mo
bile host. The unit 35 then sends the migration post
message to the migration post information unit 36
while sending the other packets to the address com
parison unit 37.

In accordance with the migration post message
received from the reception packet unit 35, the migra
tion post information unit 36 stores in the data hold
unit 1 the correspondence between a couple of the
addresses of the mobile host each of which assigned
before and after t he migration. The un it 36 also sends
the migration post message to the address conver
sion post transmission unit 38.

The address comparison unit 37 detects whether
or not the destination address of the packet received
from thE:lJeception pC!cket unit 35 coincides with the,
address of the mobile host assigned before migration,
which is held in the data hold unit 1. When they coin
cide with each other, the unit 37 further sends to the
marked packet conversion unit 39 the address as
signed after the migration, which corresponds to the
address which coincides with the destination ad
dress, as well as the packet received from the recep
tion packet unit 35. On the other hand, when they do
not coincided with each other, the unit 37 implements
a function of a gateway by sending the packet to the
application unit 2.

The address conversion post transmission unit
38 transmits to the destination address of the above
packet received from the reception packet unit 35 an
address conversion post message to inform that the
address of the mobile host changes when the ad
dress comparison unit 37 detects a coincidence. Also
the unit 38 transmits the address conversion post
message to the network which satisfies the following
two conditions: (1) the network where the address
assigned before the migration, which is held in the
data hold unit 1, is other than 0 (2) the migration com
munication control device employs as the gateway is
not attached to the network. When the address con
version post message is transmitted to the network,
which satisfies the above conditions, its destination
address is a broadcast address of the network. The
broadcast address consists of a network part and a
host part, and every bit of the host part is 1.

The marked packet conversion unit 39 generates
a marked packet when the address comparison unit
37 detects a coincidence. The unit 39 generates it by
marking a general packet after converting the destin
ation address of the packet. Then, the unit 39 trans-
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mits it.
The migration communication control device in

FIG. 4 (hereinafter referred to as a stationary host)
further includes the application unit 2 and the com
munication control unit 4 besides the data hold unit 1
and the migration address unit 3 (enclosed with a
broken line).

Each of the application unit 2 and the communi
cation control unit4 operates as described the above,
and the unit 2 together with the unit 4 operate as a
conventional stationary host (not migrate).

The data hold unit 1 holds the correspondence
between a couple of the addresses ofthe mobile host
each of which assigned before and after the migra
tion.

The migration address unit 3 consists of a recep
tion packet unit 45, a marked packet resumption unit
46, an address conversion post information unit 47,
an address comparison unit 48, and a marked packet
conversion unit 49.

The reception packet unit 45 detects whether the
received packet is the packet comprising the address
conversion post message, the marked packet, or the
ot her packets. The address conversion post message
is transmitted by the gateway. Then the unit 45 sends
the address conversion post message to the address
conversion post information unit 47, the marked
packet to the marked packet resumption unit 46, and
the other packets to the application unit 2.

The marked packet resumption unit 46 resumes
the unmarked packet from the marked packet, which
is received from the reception packet unit 45.

The address conversion post information unit 47
obtains from the packet comprising the address con
versions post message, which is received from the re
ception packet unit 45, the correspondence between
the address of the mobile host assigned before the
migration and the one assigned after the migration,
and storesirinto the data hold unit 1.

The address comparison unit 48 detects whether
or not destination address ofthe packet received from
the application unit 2 coincides with the address of
the mobile host assigned before migration, which is
held in the data hold unit 1. When they coincide with
each other, the unit 48 further sends to the marked
packet conversion unit 49 the address assigned after
the migration, which corresponds to the address
which coincides with the destination address, as well
as the packet received from the application unit 2. On
the other hand, when they do not coincided with each
other, the unit 48 sends the packet to the communi
cation control unit 4.

The marked packet conversion unit 49 generates
a marked packet when the address comparison unit
37 detects a coincidence. The unit 49 generates it by
marking a general packet after converting t he destin
ation address of the packet. Then, the unit 49 trans
mits it.

The migration communication control device in
FIG. 5, which is attached to the network by itself, con
sists of the data hold unit 1, the migration address unit
3 (enclosed with a broken line), and the communica-

5 tion control unit 4.
The data hold unit 1 holds the correspondence

between a couple of the addresses of the mobile host
each of which assigned before and after the migra
tion.

10 The migration address unit 3 consists of the re-
ception packet unit 35, the migration post information
unit 36, the address comparison unit 37, the address
conversion post transmission unit 38, and the marked
packet conversion unit 39. The units integrating the

15 migration address unit 3 operate substantially same
as equivalent units integrating the gateway in FIG. 3
except the following.

In FIG. 3 the address conversion post transmis
sion unit 38 transmits the address conversion post

20 message to the network satisfying both of the two
conditions, which are described in the above; where
as, the address conversion post transmission unit 38
in FIG. 5 transmits the address conversion post mes
sage to the broadcast address of the network as long

25 as the network satisfies the first condition, that is it
transmits the address conversion post message to
the network when the address assigned before the
migration, which is held in the data hold unit 1, is other
than O.

30 FIG. 6 shows a first example of a network to
which the migration communication control device as
the mobile host in FIG. 2, the migration communica
tion control device as the gateway in FIG. 3, and mi
gration communication control device as the station-

35 ary host in FIG. 4 are attached. In the figure numeral
11 denotes a mobile host in F.IG. 2, which migrates
from a network A to a network B and obtains an ad
dress a assigned on the network A as well as an ad
dress ~ assigned on the network B.

40 Numeral 12 denotes a stationary host in FIG. 3,
which is attached to the network B and obtains an ad
dress y assigned thereon.

Numeral 12' denotes a stationary host in FIG. 3,
which is attached to the network A and obtains an ad-

45 dress y' assigned thereon.
Numeral 13 denotes a gateway in FIG. 3, which

has an address g. The gateway 13 is attached to both
the network A and the network B.

The address on each network is assigned by a
50 system administrator.

FIG. 7 shows a second example of a network to
which the mobile host in FIG. 2, the gateway in FIG.
3, and the stationary host in FIG. 4 are attached. The
stationary host is not illustrated in FIG. 7 since its 10-

55 cation does not affect the communication with the
mobile host.

In the figure the mobile host 11 migrates across
network 1-4, and obtains an address m, m', m", m'"

10
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assigned on each network respectively.
The network 5 as well as each of the network 1

4 (hereinafter referred to as the net 5, and the net 1
4 respectively) are connected with each other by a
gateway 1-4, as shown in the figure. 5

A gateway 1-4 (hereinafter referred to as gw 1-gw
4) is the migration communication control device em
ployed as the gateway in FIG. 3.

FIG. 8 shows a third example of the network to
which·the mobile host in FIG. 2, the gateway in FIG. 10

3, and the stationary host in FIG. 4 are attached. Con
struction of this network is substantially same as the
second example of the network in FIG. 6 although op
eration thereof is different from the second example,
which will be described later. 15

FIG. 9 shows a fourth example of the network to
which the mobile host in FIG. 2, the migration com
munication control device in FIG. 5, the stationary
host in FIG. 4 are attached. The migration communi-
cation control device as the stationary host will not be 20

described here.
In the figure, numeral 11 denotes the mobile host

which migrates across the network 1-4 and obtains
the address m, m', m", m'" assigned on each network.
respectively. 25

The network 5 as well as each of the network 1
4 (hereinafter referred to as the net 5, and the net 1
4 respectively) are connected with each other by a gw
1-4, as shown in the figure.

Each of the migration communication control unit 30

1-4 (hereinafter referred to as 81-84) is relevant for
the one in the FIG. 5.

An address used in the first embodiment of the
present invention is described hereunder. Each ad-
dress consists of a network part. which is assigned on 35

each network and shared by every host attached to
that network, as well as a host part, which is assigned
to each host uniquely.

A broadcast address is a special kind of address,
which can be divided into two types. The first one is 40

the broadcast address used as the destination ad
dress in transmitting a packet from a network to an-
other network, such as the broadcast address where
every bit of the host part is 1. When the first type of
the broadcast address is used as the destination ad- 45

dress of the packet, the packet is transferred by the
gateway to the network directed by the network part
of the broadcast address. The other one is used in
transmitting a packet within a network, such as the
broadcast address where every bit of both the host 50

part and the network part is 1. When the second type
of the broadcast address is used as the destination
address of the packet, the packet is transmitted to all
the devices attached to the network, which includes
the broadcast address. However, the gateway does 55

not transfer the packet to any other network.
Operations of the migration communication con

trol device in the first embodiment of the present in-

11

vention are described hereunder with referring to
drawings.

(operation example in FIG. 6)

In FIG. 6, when the mobile host migrates from the
network A to the network B, the migration communi
cation control device is operated as follows.

In a first operation. the mobile host and the gate
way operate when the mobile host migrates across
networks.

In a second operation, the stationary host trans
mits a packet to an address of the mobile host which
was assigned before the migration.

In a third operation, the stationary host transmits
the packet to an address ofthe mobile host which has
been assigned after the migration.

In a fourth operation, the mobile host receives
the packet which is transmitted by the stationary host.

In a fifth operation, the mobile host sends a re
sponse message to the stationary host.

(first operation in FIG. 6)

In FIG. 6 the mobile host 11 attached to the net
work A (enclosed with a broken line) migrates to the
network B to complete ongoing communication with
the stationary host 12, which is attached to the net
work B. When migrating to the network B, the ad
dress obtainment unit 25 in the mobile host 11 (FIG.
2) obtains the address p assigned on the network B.

Immediately after obtaining the address p, the
address obtainment unit 25 gives the address p to the
migration address setting unit 26 and the migration
post transmission unit 27. The migration address set
ting unit 26 stores the address p into the data hold unit
1 by corresponding it to the address a, which is the
address assigned before the migration. FIG. 10 (a)
shows the content of the data hold unit 1. The migra
tion post transmission unit 27 gives to the gateway 13
via the communication control unit 4 a packet com
prising migration post message and the correspon
dence between the address a and the address p, so
that the gateway 13 will know that the mobile host 11
has migrated to the network B. The mobile host 11
can transmit the packet both before and after the mi
gration.ln FIG. 6 a packet 51 is transmitted before the
migration, and its format is shown in FIG. 11 (a). As
shown in FIG. 11 (a), the packet 51.consists of a des
tination address 91, a source address 92, and data
93. The data 93 further comprise a message type 98,
an address before migration 94, and an address after
migration 95.

Receiving from the communication control unit 4
the packet 51, the gate way 13 sends it to the recep
tion packet unit 35, the unit 4 and the unit 35 being in
FIG. 3. From the message type 98 in FIG. 11 (a), the
gateway 13 identifies the packet 51 with the migra-
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tion post message, and gives the packet 51 to the mi
gration post information unit 36. The migration post in
formation unit 36 obtains from the data 93 in the data
packet 51 the address before migration a and the ad-
dress after the migration fl; then stores them into the 5

data hold unit 1 by corresponding them with each
other. The content of the data in the data hold unit 1
is shown in FIG. 10 (b).

Additionally, the destination address 91 of the
packet in FIG. 11 (a), can be the broadcast address 10

of the network A, where the network part names the
network A and every bit of the host part is 1. When
the broadcast address is employed, every stationary _
host attached to the network A, including the gate
way 13, receives the correspondence of the address- 15

es each of which assigned before and after the migra-
tion. In this case communication control unit 4 in the
stationary-host 12' receives the data packet 51, and
gives it to t·he reception packet unit 45, the unit 4 and
the unit 45 in FIG. 4. From the message type 98 in 20

FIG. 11 (a), the reception packet unit 45 identifies the
packet 51 with the migration post message, and gives
the packet 51 to the address conversion post infor
mation unit 47. The unit 47 obtains from the data 93
in the data packet 51 the address before migration a 25

and the address after the migration Jl and stores them
into the data hold unit 1 by corresponding them with
each other. Once those addresses are stored in the
data hold unit 1, the stationary host 12' can transmit
a packet to the address assigned after the migration 30

instead of transmitting it to the address before the mi
gration, the same to other stationary hosts attached
to the network A.

(second operation in FIG. 6) 35

In the second operation, the stationary host 12
transmits a packet to t he address assigned before the
migration after the mobile host 11 migrates to the net-
work B and obtains the address fl assigned on the 40

network B:- It is supposed that the mobile host 11
transmits the packet 51, which comprises the migra-
tion post message, to the gateway 13 rather than to
the broadcast address of the network A.

The stationary host 12, which is not notified that 45

the mobile host 11 has migrated to the network B,
transmits the packet to the address a of the mobile
host, which was assigned before the migration. A
packet 52 in FIG. 6 is transmitted by the stationary
host 12 to the address a of the mobile host 11, and 50

its format is shown in FIG. 11 (t). The packet 52 is re
ceived by the gateway 13. Because the gateway 13
is located between the source address of the packet
52 and the address of the mobile host a assigned be-
fore the migration, and also it is attached to the net- 55

work A, to which the mobile host 11 was attached be-
fore the migration.

The gateway 13 employs its devices in FIG. 3 to

12

implement its functions including reception of the
packet. That is, the communication control unit 4 in
the gateway 13 receives the packet 52, and sends it
to the reception packet unit 35 in the migration ad
dress unit 3. The reception packet unit 35 identifies
the packet 52 with a general packet and gives it to the
address comparison unit 37. The unit 37 compares
the destination address a of the packet 52 with the
address before the migration. which is held in the data
hold unit 1; then detects whether or not they are co
incide with each other. When the destination address
of the received packet does not coincide with the ad
dress assigned before the migration, the address
comparison unit 37 sends the packet to the applica
tion unit 2. On the other hand, when they coincide
with each other, the address comparison unit 37 ob
tains from the data hold unit 1 the address Jl of the
mobile host assigned after the migration, which cor
responds to the address a; then sends it both to the
address conversion post transmission unit 38 and the
marked packet conversion unit 39.

As is described the above, the packet 52 is trans
mitted to the address a of the mobile host 11 by the
stationary host 12. Therefore. the address conver
sion post transmission unit 38 notifies the stationary
host 12 that the address of the mobile host 11 has
changed by transmitting thereto the packet 53. FIG.
11 (b) shows the packet 53. Simultaneously, the
marked packet conversion unit 39 converts the pack
et 52 into the packet 53 by rewriting the destination
address of the packet 52 to the address Jl assigned
after the migration, returning thereto the previous
destination address of the packet 52 as additional in
formation. and marking to show that its destination
address has changed; then sends the packet to the
communication control unit 4. Thereby, the packet 52,
which is converted into the marked packet 52', is
transferred from the address a of the mobile host 11
assigned before the migration to the address Jl as
signed after the migration. FIG. 12 (e) shows the
packet 52'.

Receiving the packet 53 from the communication
control unit 4 in the stationary host 12, it sends its
packet 53 to the reception packet unit 45, the unit 4
and the unit 45 being in FIG. 4. From the message
type 98 in FIG. 11 (b), the reception packet unit 45
identifies the packet 53 with the address conversion
post message, and gives the packet 53 to the address
conversion post information unit 47: The address con
version post information unit 47 obtains from the data
93 in the data packet 53 the address before migration
a and the address after the migration Jl; then stores
them into the data hold unit 1 by corresponding them
with each other. Thereby, the stationary host 12 ob
tains the address of the mobile host 11 assigned after
the migration, so that a direct communication be
tween the stationary host 12 and the mobile host 11
is implemented.
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In the second operation the migration communi
cation control device comprising the units in FIG. 4 is
employed as the stationary host 12. However, a con
ventional stationary host, which is not constructed as
the migration communication control device can also
be communication partner of the mobile host if it is at
tached to a network. Therefore. hereunder a commu
nication between the mobile host 11 and the conven
tion stationary host is described.

When the conventional stationary host transmits
a packet to the address of the mobile host 11 as
signed before the migration after the mobile host 11
has migrated to another network, the gateway 13
transfers the packet to the address of the mobile host
11 assigned after the migration as well as sends to
the stationary host the packet 53 comprising the ad
dress conversion post message in FIG. 11 (c). This
operation is same as the above.

However, when receiving the packet 53, the sta
tionary host disposes it since it does not support the
address conversion post message and judges the
packet 53 is not a required packet. Thus, the conven
tional stationary host cannot utilize the packet 53 to

- detect the address of the mobile host assigned after
the migration nor hold the correspondence of the ad
dresses each assigned before and after the migra
tion.

Therefore, the stationary host gives the packet
only to the address ofthe mobile host 11 assigned be
fore the migration. Then, the gateway transfers the

-packet to the address of the mobile host 11 assigned
after the migration, and the mobile host 11 receives
the packet. The message from the mobile host 11,
such as the response message, is transmitted to the
stationary host directly, so that it is received by the
stationary host without fail.

Thus, the conventional stationary host transmits
a packet to the mobile host indirectly and receives a
packet from the mobile host directly. Continuous com
munication unaffected by the mobile host's migration
can be implemented, even when the conventional sta
tionary host is employed.

(third operation in FIG. 6)

In the third operation, the stationary host 12
transmits the packet to the address p of the mobile
host 11 assigned after the migration with referring to
the correspondence of the addresses each assigned
before and after the migration, which is held in the
data hold unit 1. The third operation is described here
under with referring to FIG. 4.

The stationary host 12 employs its devices in
FIG. 4 to implement conversion of the destination ad
dress and the transmission of the packet, both of
which integrate the third operation. That is, applica
tion unit 2 sends to the address comparison unit 48
the packet 54, whose destination address is the ad-
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dress u of the mobile host 11 assigned before the mi
gration. FIG. 11 (f) shows a format of the packet 54.
Then, the comparison unit 48 obtains the destination
address of the packet 54 and detects whether or not
it coincides with the address before the migration,
which is held in the data hold unit 1.

The comparison unit 48 sends the packet 54 to
the communication control unit 4 when the above ad
dresses do not coincide with each other while it sends
the packet 54 to the marked packet conversion unit
49 when the above addresses coincide with each
other. In the third operation the coincidence is detect
ed since. the corresponded between the address a
and the address p is stored in the data hold unit 1.
Therefore, the packet 54 is sent to the marked packet
conversion unit 49. Then the marked packet conver
sion unit 49 obtains from the data hold unit 1 the ad
dress 13 of the mobile host assigned after the migra
tion, which corresponds to the address u as well as
converts the packet 54 into t he packet 54' by convert
ing the destination address a into the address p, re
turning thereto the original destination address a as
additional information, and marking the packet 54 to
show that its destination address has changed; then
sends the packet 54' to the communication control
unit 4. FIG. 11 (c) shows a format of the packet 54'.
Since the destination address of the packet 54' is an
updated address· of the mobile host 11, the packet
54' is given to the mobile host 11 without fail.

(fourth operation in FIG. 6)

In the fourth operation, the mobile host 11 re
ceives the marked packet 54' and obtains the original
unmarked packet 54 by resuming the packet 54'. This
operation is described hereunder with referring to
FIG. 2.

The mobile host 11 employs its devices in FIG. 2
to implement its operation. That is, the communica
tion control unit 4 receives the packet 54' and sends
it to the reception packet unit 28. The reception pack
et unit 28 detects that the received packet 54' is
marked, and sends it to the marked packet resump
tion unit 29. The unit 29 obtains the original destina
tion address a, which is held in the additional informa
tion 97, and replaces the current destination address
p of the packet 54' with the address a. Then it sends
the packet 54' to the application unit 2. Thus, the mo
bile host 11 can receive the packet destined for its out
dated address.

(fifth operation in FIG. 6)

In the fifth operation, the mobile host 11 sends to
the stationary host 12 a packet comprising a re
sponse message (hereinafter referred to as a re
sponse packet) or a packet excluding the response
message (hereinafter referred to as a non-response
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packet). A type of the received packet determines
whether or not it is responded with the response
packet.

When the packet 54' is responded with a re-
sponse packet, the mobile host 11 employs its devic- 5

es in FIG. 2 to send the response packet. That is, the
response message transmission unit 20 builds the re
sponse packet, and sends it to the marked packet
conversion unit 21 together with the destination ad-
dress u of the packet 54'. 10

The mobile host 12 also employs its devices to
send the non-response packet 55. That is, the appli
cation unit 2 gives the address a assigned before the
migration and the non-response packet to the
marked packet conversion unit 21. The unit 21 sends 15

the received packet to the stationary host 12 via the
communication control unit 4 without marking it. FIG.
11 (e) shows the packet sent by the unit 21 to the sta
tionary host 12.

The communication control unit 4 in the station- 20

ary host 4 receives the packet 55, and gives it to the
reception packet unit 45. The unit 45 detects that the
packet 55 is the non-response packet. so that it gives
the packet 55 to the application unit 2. Thus, the sta-
tionary host and the mobile host implement a contin- 25

uous communication unaffected by mobile host's mi
gration. Although the migration communication con-
trol device is employed as the stationary host 12 in
this embodiment, the conventional host can also be
employed to transmit the non-response packet. 30

In the above, the unmarked response packet and
the unmarked non-response packet are sent to the,
mobile stationary host 12. On the other hand, here
under the operation of the mobile host 11 at conver-
sion of the response packet and the non-response 35

packet into the marked ones is described. This will be
employed effectively in a communication between
mobile hosts.

Receiving the unmarked packet from the applica-
tion unit 2;·the marked packet conversion unit 21 gen- 40

erates a packet 55' where the destination address
and the source address are the address y of the sta
tionary host 12 and the address 13 assigned after the
migration respectively. Also in generating the packet
55', the application unit 2 gives to the received packet 45

the address a assigned before the migration as addi-
tional information as well as marks the received pack-
et to indicate that the destination address has con
verted. FIG. 11 (d) shows a format of the packet 55'.
Then the application unit 2 sends the packet 55' to 50

the stationary host 12 via the communication control
unit 4.

The communication control unit 4 in the station
ary host 12 receives the packet 55', and sends it to
the reception packet unit 45. Detecting the packet 55

55' is the marked packet, the reception packet unit45
sends it to the marked packet resumption unit 46. The
unit 46 resumes the packet 55' into the packet 55 by

14

unmarking it and replacing the source address there
of with the address a assigned before the migration,
which is held as the additional information. A format
of the packet 55 is shown in FIG. 11 (e). Thus, the sta
tionary host and the mobile host implement a contin
uous communication unaffected by mobile host's mi
gration.

(operation example in FIG. 7)

In FIG. 7, when the mobile host migrates across
the network 1, 2, 3, and 4, and obtains a temporary
address assigned on each network, the newest ad
dress of the mobile host is transmitted to the station
ary host, which operates as communication partner.

(migration from network 1 to network 2)

The address of the mobile host is m when it is at
tached to the network 1. When migrating from the
network 1 to the network 2, the mobile host 11 replac
es its address with m' assigned on the network 2.
Then the mobile host 11 notifies the migration com
munication control device attached to the network 1
that it has migrated to the network 2 by sending
thereto a packet comprising a migration post mes
sage. In FIG. 7 the migration communication control
device gw 1, gw 2 attached to the network 1 receive
the migration post packet 61, and store it into its own
data hold unit 1. The operation in FIG. 7 is substan
tially same as the operation in FIG. 6 except that in
FIG. 7 the packet 61 holds the address of the mobile
host assigned before the last migration besides the
correspondence of the addresses each assigned be
fore and after the current migration. The address as
signed before the last migration makes the gws pre
pare for further migration of the mobile host, which
will be described later. A format of the packet 61 is
shown in FIG. 12 (a). Since the migration from the
network 1 to the network 2 is the first migration in
FIG. 7, the packet 61 holds 0 atthe address assigned
before the last migration.

The gw 1 and the gw 2 store in the data hold unit
1 the correspondence of the addresses each as
signed before and after the migration, as well as the
address assigned before the last migration. As shown
in FIG. 13 (a), m-m' and 0 are stored in the data hold
unit 1 of each-of the gw 1 and the gw 2.

Then, the gw 1 and the gw 2 detects from 0 at the
address assigned before the last migration that no mi
gration had been conducted before the current migra
tion.

The broadcast address of the network 1 can be
employed as the destination address of the migration
post packet 61.lf the packet is destined for the broad
cast address, every host attached to t he network 1,
which includes the gw 1 and the gw 2, will hold the
correspondence of the addresses each of which as-
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signed before and after the migration as well as the
address assigned before the last migration. Thereby,
the hosts attached to the network 1 can communicat
ed with the mobile host directly.

5

(migration from network 2 to network 3)

When migrating from the network 2 to the net
work 3, the mobile host 11 obtains m" at the address
assigned after the migration. Then the mobile host 11 10

notifies the gw 2 and a gw 3, both of which are attach-
ed to the network 2, that the mobile host 11 has mi
grated'to the network 3 by transmitting thereto a
packet comprising the migration post message, refer-
red to as a packet 62 in FIG. 7. FIG. 12 (b) shows a 15

format of the packet 62, which is transmitted to the gw
2. The broadcast address of the network 2 can be em
ployed as the destination address of the packet 62.
When the packet 62 is transmitted to the broadcast
address of the network 2, every host attached to the 20

network 2, which includes the gw 2 and the gw 3,
holds the correspondence of the addresses each as
signed before and after the migration.

The gw 2 employs its.deyices in FIG. 3 to process
the packet 62. That is, receiving the packet 62, the gw 25

2 sends it to the migration post information unit 36 via
the communication control unit 4 and the reception
packet unit 35, then refers to the data hold unit 1
where m~m' and 0 are still held at the address cor-
respondence and atthe address assigned before the 30

last migration respectively. The migration post infor-.
mation post unit 36 obtains from the packet 62 m'- .
m" as the newly assigned correspondence between
the addresses each of which assigned before and af-
ter the current migration, the migration from the net- 35

work 2 to the network 3. Then, it detects whether or
not the address m' coincides with the address held in
the data hold unit 1 as the address assigned after the
last migration. Since the unit 36 detects the coinci-
dence;'it replaces the address m' in the unit 1 with the 40

address m" as well as replaces the correspondence
m-m' with the correspondence m-m".

Also the migration post information unit 36 sends
to the data hold unit 1 the address m assigned before
the last migration together with the address corre- 45

spondence m'-m" obtained from the current migra-
tion. Now the data hold unit 1 in the gw 2 holds the
address m at the address assigned before the last mi
gration and the address correspondence m'-m" at
the correspondence of the addresses each of which 50

assigned before and after the migration as well as the
address 0 at the address assigned before the last mi
gration as well as the address correspondence m-
m' at the correspondence of the addresses each of
which assigned before and after the migration. After 55

updating as well as adding the addresses in the data
hold unit 1, the migration post information unit 36
sends to the address conversions post transmission

15

unit 38 m'-m" as the newly obtained correspondence
of the addresses before and after the current migra
tion.

The address conversion post transmission unit
38 detects the network satisfying the following con
ditions with referring to the data hold unit 1 and then
transmits the address conversion post message to
the broadcast address of the detected network. That
is, the address conversion post message is transmit
ted to the network where the address assigned be
fore the migration, which is held in the data hold unit
1, is other than 0 as well as the migration communi
cation control device employed as the gateway is not
attached. Although in the migration from the network
2 to the network 3, the data hold unit 1 holds m at the
address assigned before the last migration, the gw 2
is attached to the network 1; therefore, the unit 38
does not transmit the address conversion post to the
network 1.

The packet 62 is also received by gw 3. When re
ceiving the packet 62, the gw 3 employs its own de
vices in FIG. 3 to process the packet 62, which is sub
stantially same as does the gw 2 except the following.
That is, the address conversi~n pqst transmission
unit 38 of the gw 3 detects that the gw 3 is not attach
ed to the network 1. Also it is detected that the mobile
host 11, attached to the network 1, has the address
m as the address assigned before the last migration.
Therefore, the unit 38 of the gw 3 transmits to the
broadcast address of the network 1 a packet compris
ing the address conversion post message, which is
referred to as a packet 63. FIG. 12 (c) shows the
packet 63.

The packet 63 is received by the gw 2, the gw 1,
both of which are attached to the network 1. Although
it is also received by t he stationary host 11, t his will
not be described here. Obtaining the current address
correspondence m'-m" from the packet 63, where
m' coincides with the address which has been held in
the hold unit 1 at the address obtained after the mi
gration, the gw 1 changes the m-m' in the data hold
unit 1 into the m-m" by replacing m' with m" as the
address assigned after migration.

On the other hand, the data hold unit 1 of the gw
2 had gained from the packet 62 the above informa
tion before receiving the packet 63. Therefore the
content of the unit 1 of the gw 2 does not change
across reception of the packet 63. This is because the
gws of the present invention locate on a gateway,
which connects a couple of networks. Due to its loca
tion, each gw receives packets from two networks.
However, actually the packet 62 is destined for the
network 2 and the packet 63 is destined for the net
work 1. Therefore, even though the gw 2, which are
attached to both the network 1 and the network 2, re
ceives both the packet 62 and 63 bythegw 2, this will
not cause any problem in the communication be
tween the stationary host 12 and t he mobile host 11.
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FIG. 13 (b) shows the content of the data hold unit
1 in each of the gws.

(migration from network 3 to network 4)
5

When migrating from the network 3 to the net
work 4, the mobile host 11 obtains m'" as the address
assigned after the migration. Then the mobile host 11
sends to the gw 3 and a gw 4, both of which are at-
tached to the network 3, a packet comprising the mi- 10

gration post message. The packet received by the gw
3 is referred to as a packet 64. The broadcast address
of the network 3 can be employed as the destination
address of the packet 64. When the packet 64 is des-
tined for the broadcast address of the network 3, ev- 15

ery host attached to the network 2, which includes
the gw 3 and the gw 4, obtains from the packet the
correspondence of the addresses each of which as
signed before and after the migration from the net-
work 3 to the network 4. 20

The gw 3 employs its devices in FIG. 3 to process
the packet 64. That is, receiving the packet 64, the gw
3 converts the content of the data hold unit 1 by re-

, .placing the address correspondence m-m" with m-
m"'. newly holding m"-m'" obtained from the packet 64 25

as well as the address m' assigned before the last mi
gration. Then, the address conversion post transmis-
sion unit 38 of the gw 3 transmits the address conver-
sion post message to the network satisfying the fol-
lowing condition. That is, the address conversion post 30

message is transmitted to the network where the ad
dress assigned before the migration, which is held in ,
the data hold unit 1, is other than 0 as well as the gw
3 it self is not attached. The packet including the ad-
dress conversion post message is referred to a pack- 35

et 65, and the packet is transmitted to the broadcast
address of the network 1. FIG. 7 (c) shows'the packet
65.

The packet 64 is also received by gw 4. When re-
ceiving the'packet 64, the gw 4 renews the content 40

of the data hold unit 1 by replacing m'-m" with m'-m'"
as well as newly holding the address m' as the ad
dress assigned before the last migration. Further, the
address conversion post transmission unit 38 of the
gw 4 detects that the gw 4 is not attached to the net- 45

work 2 which has the address other than 0 at the ad
dress assigned before the last migration; therefore,
the unit 38 of the gw 4 transmits a packet comprising
the address conversion post message, which is refer-
red to as a packet 66, to the broadcast address of the 50

network 2. FIG. 7 (c) shows the packet 66.
Receiving the packet 65, 65, the gw 2 and the gw

1 renew the content of its data hold unit 1, which is
substantially the same as the above.

The gw 3 and the gw 2 receives the same infor- 55

mation twice since the former receives the packet 64
and 65 while the latter receives the packet 65 and 66.
This is because gws of the present invention locate on

16

a gateway and receives packets from a couple of net
works, which is described the above.

FIG. 13 (c) shows the contentofthe data hold unit
1 in each of the gws. Thus, according to the gws of
the present invention, the packet transmitted to any
of the addresses m, m', m" is transferred by the gws
to the updated address of the mobile host, the gws
also notify the stationary host of the updated ad
dress.

For example, when the stationary host is not no
tified of the updated address of the mobile host and
transmits a packet to the address m', the packet is re
ceived by the gw 2 and the gw 3, both of which are
attached to the network 2. Then, the gw 2 and the gw
3 transfers the packet to the updated address of the
mobile host as well as notifies the stationary host of
the updated address. Thereby, the stationary host
obtains the updated address of the mobile host, so
that it will be able to communicate with the mobile
host directly. The packet destined for the address
m' is received by both the gw 2 and the gw 3, since
they are attached to the network 2. Thus, the mobile
host receives the same packet twice, once from the
gw2 and the other time from the gw 3, and the sta
tionary host receives the same message twice; how
ever, the repeated packet or the message can be sim
ply ignored. so that this will not cause any problem in
the communication between the stationary host and
the mobile host. The repeated packet orthe message
is observed when the two gws are attached to each
network in FIG. 7; whereas it is not observed when
only one migration communication control device is
attached to each network, which will be described lat
er at the operation in FIG. 9.

(operation example in FIG. 8)

In FIG. 6, FIG. 7, the stationary host transmits the
data packet to the outdated address after mobile host
notifies the gws that it has migrated to another net
work. Then the gws transmit the address conversion
post message to the stationary host. However, in FIG.
8 the gws convert the destination address of data the
packet from the outdated address into the updated
address assigned after the migration instead oftrans
mitting the address conversion post message.

A packet 71, 72 in FIG. 8 are substantially same
as the packet 51, 52 in FIG. 6. The operation conduct
ed before the packet 72 is transmitted by the station
ary host 12 and is received by the gateway 13 is sub
stantially same as the first operation in FIG. 6. The op
eration which follows reception of the packet 72 is de
scribed hereunder with referring to FIG. 3.

The gate way 13 employs its units in FIG. 3 to
process the packet 72. The communication control
unit 4 receives the packet 72 and gives it to the recep
tion packet unit 35 in the migration address unit 3. De
tecting that the packet 72 is a general packet, the re-
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ception packet unit 35 sends it to the address compar
ison unit 37. The address comparison unit 37 detects
whether or not the destination address of the packet
72 coincides with the address in the data hold unit 1
at the address assigned before the migration.

When no coincides is found, the address compar
ison unit 37 gives the packet 72 to the application unit
2. On the other hand. a coincidence is found, the ad-

. dress assigned after the migration. which corre
sponds with the address identical to the destination
address of the packet 72, is obtained from the data
hold unit 1, and is sent to the marked packet conver
sion unit 39 together with the packet 72. The marked
packet conversion unit 39 generates a packet
72' where the destination address of the packet 72 is
replaced with the address assigned after the migra
tion, which is sent by the address comparison unit 37,
the destination address of the packet 72 is added as
additional address, and a mark is set to indicate that
the destination address has converted. Then the
packet 72' is sentto the communication control unit 4.
FIG. 12 (e) shows a format of the packet 72', where
identical numerals denotes the same units in FIG. 11.
The packet 72' is sent to the mobile host 11 without
fail since its destination address is the updated ad
dress thereof.

(operation example in FIG. 9)

In FIG. 9, the mobile host migrates across net
work 1,_2, 3. and 4. In FIG. 7 the gw 1-gw 4 are em
ployed as the migration communication control devic
es; whereas in FIG. 9 the gw 1-gw 4 are employed
simply as gateways to connect networks. and also an
other migration communication control device is at
tached to each network. The operation of the migra
tion communication control device, which is connect
ed to the network alone, at processing the migration
post message or the address conversion post mes
sage is substantially same as one of the gw 1-gw 4 in
FIG. 7. The flow of the migration post message and
the address migration post message are mainly de
scribed hereunder.

(migration from network 1 to network 2)

When migrating from the network 1 to the net
work 2, the mobile host 11 sends a packet comprising
the migration post message to the migration commu
nication control device, which is attached to the net
work 1. In FIG. 9 (a) a migration post packet 81 is
transmitted to a migration communication control de
vice 51, which is attached to the network 1. The des
tination address of the packet 81 can be the broad
cast address of the network 1.

The device 51 processes the packet 81 byem
ploying its devices in FIG. 3. Receiving the packet 81,
the device 51 stores into the data hold unit 1 the cor-
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respondence of the addresses each assigned before
arid after the migration as well as the address as
signed before the last migration. The migration post
information unit 36 transmits the packet 81 to the ad
dress conversion post transmission unit 38; however,
since the unit 38 detects that the address assigned
before the last migration is O. it does not transmit the
address conversion post message to any network.
The content of the data hold unit 1 in the 51-54 are
shown in FIG. 14 (a).

(migration from network 2 to network 3)

When migrating from the network 2 to the net
work 3, the mobile host 11 notifies the 52, which is
attached to the network 2, that it has migrated to the
network 3 by.transmitting thereto the packet compris
ing the migration post message, which is referred to
as a packet 82 in FIG. 9 (b).

The 52 employs its devices in FIG. 3 to process
the packet 82. That is, it converts the content of the
data hold unit 1 by renewing and adding new informa
tion, and finally holds in the unit 1 the address m'
m" at the correspondence of the addresses each of
which assigned before and after the migration as welf
as the address m assigned before the last migration.
Then. the migration post information unit 36 gives the
newly obtained correspondence m'-m" to the ad
dress conversion post transmission unit 38.

The address conversion post transmission unit
38 detects whether or' not the address assigned be
fore the last migration. which is held in the data hold
unit 1, is O. If the address is not O. the unit 38 transmits
the address conversion post message to the broad
cast address of the network which includes the de
tected address. In FIG. 9 (b) the address m is held at
the address assigned before the last migration, so
that the unit 38 transmits the packet 83 to the broad
cast address of the network 1.

When receiving the packet 83, the migration
communication control device 51, which is attached
to the network 1, renews the content of the data hold
unit 1 by newly holding the address correspondence
m-m" as well as the address 0 at the address as
signed before the last migration. Detecting 0 at the
address assigned before the last migration, the ad
dress conversion post transmission unit 38 does not
transmit the address conversion post to any network.
The content of the data hold unit 1 in the 51-54 are
shown in FIG. 14 (b).

(migration from network 3 to network 4)

When migrating from the network 3 to the net
work 4. the mobile host 11 notifies the communica
tion migration control device 53, which is attached to
the network 3, that it has migrated to the network 4
by transmitting thereto a packet comprising the mi-
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gration post message. referred to as a packet 84 in
FIG. 9 (c).

The migration communication control device 83
employs its devices in FIG. 3 to process the packet
84. That is, it newly holds into the data hold unit 1 the
address correspondence m"-m'" as well as the ad
dress m' assigned before the last migration. Then,
the address conversion post transmission unit 38 in
the 83 transmits a packet comprising the address
conversion post message, referred to a packet 85 in
FIG. 9 (c), to the broadcast address of the network 2
since the address m' is held at the address assigned
before the last migration in the data host unit 1.

When receiving the packet 85, the migration
communication control device 82 employs its devices
in FIG. 3 to process it. That is, it newly holds into the
data hold unit 1 the address correspondence m'
m" as well as the address m assigned before the last
migration. Then, the address conversion post trans
mission unit 38 in the 82 transmits a packet compris
ing the address conversion post message, referred to
a packet 86 in FIG. 9 (c), to the broadcast address of
the network 2 since the address m is held at the ad
dress assigned before the last migration in the data
hold unit 1.

When receiving the packet 86, the migration
communication control device 81 employs its devices
in FIG. 3 to process it. That is, it newly holds into the
data hold unit 1 the address correspondence m-m'"
as well as the address 0 at the address assigned be
fore the last migration. The address conversion post
transmission unit 38 in the 81 does transmit the ad
dress conversion post since 0 is detected at the ad
dress assigned before the last migration. The content
ofthe data hold unit 1 in each ofthe 81-84 are shown
in FIG. 14 (c). Thus, according to the migration com
munication control device 81-84 of the present inven
tion, the 81-84 are notified of the updated address of
the mobile host at every migration, so that the packet
transmitted to anyofthe addresses m, m', m" is trans
ferred thereby to the updated address of the mobile
host. The 81-84 also notify the stationary host of the
updated address of the mobile host.

The operation in FIG. 9 differs from the operation
in FIG. 7 in that each network has just one communi
cation migration control device (one ofthe 81-84), so
that the migration post and the address conversion

. transmitted .to 81-84 are not duplicated.
In the format shown in FIG. 11 and 12, the mark

96 or the message type 93 indicates kind of packet.
That is, mark 96 indicates whether or not the packet
is marked while the message type 93 indicates
whether it is the packet comprising the migration post
message, the packet comprising the address conver
sion post message, and the general packet. Further,
a protocol type can also be employed to indicate
which migration communication control device is em
ployed. For example, when TCP/IP is employed, the

protocol number at the IP header thereof distin
guishes the packet employed in the embodiment from
other packets. That is, when the protocol number in
the packet is identical with the one, which has been

5 assigned to the protocol number field, the packet is
the one employed in the embodiment.

In the first embodiment of the present invention,
a nonvolatile storage can be employed as the data
hold unit 1 of the mobile host. If so, the communica-

10 tion can be resumed even after the host or the gate
way is turned off as well as after the system is reset.

Also even when the stationary host employs the
nonvolatile storage as the data hold unit 1, it can re
sume the communication, which has interrupted by

15 the switch off or the system reset. rather fast since it
obtains from another host the updated address of the
mobile host instead of receiving from the gateway the
address conversion post message which shows the
updated address.

20 For example, it is supposed in FIG. 7 that the mo-
bile host 11 migrates from the network 1 to the net
work 4. The data hold unit 1 of the migration commu
nication device holds the address correspondence
m-m'" since it has communicated with the mobile

25 host, which is attached to the network 4, at least
once. According to the migration communication con
trol device in the embodiment described the above,
the packet is transferred from the outdated address
to the updated address ofthe mobile host and the sta-

30 tionary host is notified of the updated address; there
fore, even when the address information in the data
hold unit is lost by switch off thereof, the stationary
host will obtain the updated address. Restart of the
communication can also be implemented by employ-

35 ing a specific host such as a server. That is, the ser
ver may be constructed to obtain the updated ad
dress of the mobile host at every migration, and give
it to the stationary host whenever requested. In this
case a packet comprising the address inquiry should

40 be generated beforehand.
Also in the fifth operation in FIG. 6, the mobile

host 11 employs the application unit 2 and sends to
the marked packet conversion unit21 the address as
signed before the migration when transmitting the

45 non-response address to the stationary host after it
has migrated to another network. Instead of sending
the non-response address, the application unit 2 can
transmit a connection identifier to the marked packet
conversion unit 21. In this case the data hold unit of

50 the migration communication control device, em
ployed as the mobile host, holds a correspondence
between the connection identifier and the address
that had been assigned when the connection was es
tablished instead of holding the correspondence be-

55 tween the correspondence of the addresses each as
signed before and after the migration. Then, the unit
21 obtains the source address of the packet by de
tecting the address which corresponds to the identi-

18
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fier, which is held in the data hold unit 1.
As is described the above, the mobile host can

employ the broadcast address of the network when
transmitting the migration post to the migration com
munication control devices. When the broadcast ad
dress is employed, every host attached to the net
work, to which the migration communication control
device is also attached, obtains the updated address
of the mobile host. This implements a direct commu
nication between the mobile host and the stationary
host, which improves efficiency of the communica
tion.

The address assigned before the last migration,
which is held in the hold unit 1, can be replaced with
the broadcast address assigned to the network to
which the mobile host is attached before the last mi
gration. If the broadcast address is employed, the
gateway employed as the migration communication
control device (gws) or the migration communication
control device (Ss) needs to include the broadcast ad
dress in the address conversion post message. In this
case both devices can obtain the broadcast address
from the data hold unit; therefore, the operation
thereof at requesting the broadcast address will be
eliminated.

When storage capacity of the data hold unit 1 is
limited, the data hold unit 1 holds only the useful data
by disposing the unuseful data, which is least recently
retrieved therefrom by the address comparison unit.

[Embodiment 2]

In FIG. 15 network A, B, and C are connected in
a line via gateways 143 and 143', the gateway 143
placing between the network A and B while the gate
way 143' placing between the network Band C.

A home migration communication control device
101 including a migration address unit 144 is attached
to the network A; a visitor migration communication
control device 109 including a migration address unit
145 is attached to the network B; and a visitor migra
tion communication control device 109' including a
migration address unit 145' is attached to the network
C. A mobile host 146 including a migration address
unit 115 is attached to the network A as its home net
work, and a stationary host 151 including a migration
address unit 125 is also attached to the network A.

The mobile host 146 migrates across the network
A, B, and C. It has a home address a assigned when
it is attached to the network A, as well as other ad
dresses assigned depending on where it migrates,
such as a temporary address 13 on the network Band
a temporary address y on the network C.

Also each of the home migration communication
control device 101, the visitor migration communica
tion control device 109, 109' which are identical in its
construction and the stationary host 151 has an ad
dress Ha, Va, Va', and Sa respectively assigned on
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the network.
Detailed function of the above devices 101, 109,

109',146, and 151 is described hereunder, in which
like components are labeled with like reference nu
merals.

[home migration communication control device 101)

When the mobile host 146 migrates from the
home network to another network, it is assigned the
temporary address. However if the stationary host
151 is not notified of that migration, it transmits an
original data packet (hereinafter referred to as a non
capsulated data packet) to the home address a of the
mobile host 146. When the noncapsulated data pack
et is destined for the outdated address of the home
mobile host 146, the home migration communication
control device 101 transfers that noncapsulated data
packet from there to the updated address, that is the
temporary address 13 ory ofthe mobile host. Then, the
device 101 posts to the stationary host 151 the tem
porary address 13 ory here, so that the stationary host
151 will be able to communicate directly with the mo
bile host. The device 101 also posts ~he same inf~r

mation to the visitor migration communication control
device 109, 109', so thatt he devices 109, 109' will im
plement the same function with the home migration
communication control device 101.

As shown in FIG. 16 the home migration commu
nication control device 101 consists of the migration
address unit 144 and a communication control unit
108. The migration address unit 144 further compris
es a home mobile host (MH) list hold unit 102, a pack
et transfer unit 103, a mobile host (MH) transfer unit
104, an address inquiry unit 105, a packet monitoring
unit 106, an address post unit 107.

Next the function of each component integrating
the device 101 will be described. The communication
control unit 108 mainly controls the communication of
protocols located in lower layers including a physical
layer, such as the protocol lower than IP.

The address post unit 107 receives from the mo
bile host 146 an data packet including an address post
message. The address post message is generated
when the mobile host 146 migrates to the network B
or C, and posts the temporary address 13 or y of the
mobile host to the device 101. The unit 107 sends the
address post message to the mobile host transfer unit
104 as well as sends a response message to the mo
bile host 146. FIG. 28 (3) is an example ofthe address
post message, which includes the home address a as
well as the temporary address 13 or y of the mobile
host 146, a value of an autonomous flag F, and a
broadcast address Bba, Cba on the network B, C.
The autonomous flag F will be described later. FIG. 28
(4) is an example of the. response message.

A mobile host transfer unit 104 stores the address
post message into the home mobile host list hold unit
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102. notifies the visitor migration communication con
trol device 109 or 109' of the migration of the mobile
host 146 by sending thereto a mobile host transfer
message, and receives the data packet including the
response. Further, according to a direction given by
the packet transfer unit 103, the unit 104 transmits
the mobile host transfer message both to the station
ary host 151 and the device 109 or 109', The unit 103
gives the direction when the value ofthe autonomous
flag F is 1.

FIG. 32 (3) and FIG. 36 (5) are examples of the
mobile host transfer message including the home ad
dress a, the temporary address p ory, and the auton
omous flag F. Since the mobile host transfer message
is sent to the stationary host 151 is sent only when the
autonomous flag F is 1; therefore, it does not neces
sarily include the value of the flag F. However. the
identical m'essage is sent both to the stationary host
151 and the visitor migration communication control
device 109, 109' in this embodiment to simplify the
construction of the mobile host transfer unit 104. FIG
32 (4) is an example of the response message.

As shown in FIG. 17, the home mobile host list
hold unit 102 holds the home address a, the tempor
ary address p, y, the value of the autonomous flag F,
and the broadcast address Bba, Cba on the network
B, C, all of which are obtained from the mobile host
transfer unit 104.

The packet monitoring unit 106 receives the
packet destined for the home address a of the mobile
host 146, then sends it to the packettransfer unit 103
when the stationary host 151 transmits the packet to
the home address a of the mobile host 146 after the
mobile host 146 has migrated to another network.

The packet transfer unit 103 has a payload includ
ing the noncapsulated data packet and the packet
transfer message informing the transfer of the non
capsulated' data packet, generates another data
packet, and sends it to the temporary address p, yof
the mobile' host 146. FIG. 32 (2) is an example of the
packet transfer message. As is described the above,
the packet transfer unit 103 directs the mobile host
transfer unit 104 to transmit the mobile host transfer
message to the stationary host 151 only when the au
tonomous flag in the home mobile host list hold unit
102 shows the value of 1. The operation conducted
when the flag F is 1 will be described later.

When the stationary host 151 has problems in
communicating with the mobile host 146 such as re
ceiving the unusual mobile host transfer message,
the address inquiry unit 105 is employed to solve the
problems. That is, receiving from the stationary host
151 an address inquiry message, the address inquiry
unit 105 transmits to the stationary host 151 a data
packet which responds to the address inquiry by
showing the address to be used in the communica
tion. The address inquiry message includes a type
field 132, a flag field 133, a sequence field 134, and

a home address field 138, each of which having value
5, 1, a certain number, and a respectively; while the
response message includes a temporary address
field 139 filled with the temporary address P. y as well

5 as the flag field with 2, besides the type field 132, the
sequence field 134, and the home address field 138
filled with the same values in the address inquiry
message.

10 [visitor migration communication control device 109]

The visitor migration communication control de
vice 109 implements the same function with the home
migration communication control device 101. That is,

15 when the stationary host 151 transmits an encapsu
lated data packet to the temporary address p of the
mobile host 146, which is the updated address there
of since the mobile host has migrated to the network
C, the visitor migration communication control device

20 109 transfers that encapsulated data packet from the
temporary address p to temporary address y. Then,
the device 109 posts to the stationary host 151 the
temporary address y, so that the stationary host 151
will be able to communicate directly with the mobile

25 host 146. However, whether or not the device 109
provides the above packet transfer service will be de
termined in accordance with a processing load put on
the device 109 or with a initial setting given by a sys
tem operator; thus, the packet transfer service of the

30 device 109 is not necessarily an obligation.
As shown in FIG. 18, the visitor migration commu

nication control device 109 consists of the migration
address unit 14~ and the communication control unit
108. The migration address unit 145 further compris-

35 es the packet monitoring unit 106, a visitor mobile
host Iist hold unit 110, a packettransfer unit 111, a mo
bile host transfer unit 112, a mobile host visit unit 113,
and an autonomous support unit 114. The unit 106
and the unit 108 function the same as those in the

40 home migration communication control device 101.
Receiving an autonomous packet transfer sup

port check message inquiring if the visitor migration
communication control device 109 provides the pack
et transfer service, the autonomous support unit 114

45 responds to it with the response message where the
autonomous flag F shows 1 when the device 109 pro
vides that service or 0 when it does not provide that
service. FIG. 28 (1) is an example of the autonomous
packet transfer support check message, while FIG.

50 28 (2) is an example of the response message includ
ing the autonomous flag F and the broadcast address
Bba.

Receiving from the mobile host 146 the mobile
host visit message which informs that the mobile host

55 146 has migrated to the network B, the mobile host
unit 113 responds it with the response message after
storing the mobile host visit message into the visitor
mobile host list hold unit 110. The mobile host visit

20
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message includes the home address u and the tem
porary address fl of the mobile host 146. FIG. 28 (5)
is the format of the mobile host visit message, while
the FIG. 28 (6) is the format of the response mes
sage.

Receiving from the mobile host transfer unit 104
in the device 101 the mobile transfer message in
forming that the mobile host 146 has migrated to the
network C, the mobile host transfer unit 112 stores in
the visitor mobile host list hold unit 110 the updated
temporary address y of the mobile host 146 and the
value of the autonomous flag F by corresponding
them to the home address a. The unit 112 also trans
mits to the stationary host 151 the mobile host trans
fer message in accordance with the direction from the
packet transfer unit 111, as does the mobile host
transfer unit 104 in the device 101.

As shown in FIG. 19, the visitor mobile host list
hold unit 110 holds the home address a and the tem
porary address fl on the network a, which are ob
tained from the mobile host 146 via the mobile host
visit unit 113, as well as the temporary address y and
value on the autonomous flag F, which are obtained
from the home migration communication control de
vice 101 via the mobile host transfer unit 112.

The packet transfer unit 111, as does the packet
transfer unit 103 in the home migration communica
tion control device 101, transmits to the temporary ad
dress y the data packet including the transfer mes
sage as well as orders the mobile host transfer unit
112 to transmit the mobile host transfer message.

[mobile host 146]

As shown in FIG. 20, the mobile host 146 includes
the migration address unit 115, an address obtain
ment unit 116, the communication control unit 108,
and an application processing unit 124 which mainly
controls the communication of protocols located in
higher layers including an application layer, such as
TCP or layers located higher than it.

The migration address unit 115 comprises the a
packet transmission unit 117, a transfer packet recep
tion unit 118, an address hold unit 119, a migration unit
120, an autonomous support unit 121, an address
post unit 122, a mobile host visit unit 123.

The migration address unit 115 comprising the
above units is employed in transfer of data to the tem
porary address 13 or y when the mobile host 146 mi
grates to the network a or C. Also receiving the data
packet destined for the temporary address fl or y in
cluding t he packet transfer message and the noncap
sulated data packet, the device 115 transmits the
noncapsulated data to the application processing unit
124.

In accordance with the order given by the appli
cation processing unit 124 when the mobile host mi
grates tothe network a, C, the migration unit 120 con-

trois the address obtainment unit 116, the autono
mous support unit 121, the address post unit 122, the
mobile host visit unit 123, and the address hold unit
119.

5 Directed by the migration processing unit 120,
the address obtainment unit 116 obtains the tempor
ary address fl, y ofthe mobile host 146 assigned when
it migrates to the network a, C respectively. BOOTP
in "Bill Croft and John Gilmore, BOOTSTRAP PRO-

10 TOCOL RFC951, Sep., 1985" is an example of obtain
ing the temporary address; besides employing the
aOOTP, the operator may input the temporary ad
dress fl, y assigned by a system administrator of the
network B, C.

15 Directed by the migration unit 120, the autono-
mous support unit 121 sends the autonomous packet
transfer support check message to inquire if the visi
tor migration communication control device 109,
109' attached to the network a, C provides the pack-

20 et transfer service and receives the response mes
sage to the inquiry. The autonomous packet transfer
support check message is also sent to obtain the
broadcast address Bba and Cba on the network a
and C respectively. .

25 Directed by the migration unit 120, the address
post unit 122 sends the address post message to no
tify the home migration communication control device
101 of t he temporary address p, y. The address post
message also informs whether or not the device 109,

30 109' provides the packet transfer service as well as
the broadcast address aba, Cba on the network B, C.
If the response message from the visitor migration
communication control device 109, 109' has the val
ue 1 of the autonomous flag F, the mobile host visit

35 unit123 transmits to the visitor migration communica
tion control device 109, 109' the mobile host visit
message including the home address a as well as the
temporary address p, y respectively.

As shown in FIG. 21, the address hold unit 119
40 previously holds the home address a of the mobile

host 146 and the broadcast address Aba on the net
work A. Now, the unit 119 newly holds the temporary
address fl or y obtained from the address obtainment
unit 116 via the migration unit 120 and the broadcast

45 address Bba or Cba obtained from the autonomous
support unit 121 via the migration unit 120.

When the mobile host 146 is attached to the net
work A and receiving a data packet destined for the
home address a, the transfer packet reception unit

50 118 sends data etc. in the noncapsulated data packet
to the application processing unit 124. On the other
hand, when the mobile host 146 is attached to the
network B and receiving a data packet destined for
"the temporary address p, the data packet including

55 the packet transfer message and the noncapsulated
data packet destined for a, the unit 118 sends to the
application processing unit 124 data etc. in the non
capsulated data. Thus, the application processing

21
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unit 124 receives the data without being affected by
the migration of the mobile across the networks.

Receiving the data to be transmitted and the in
struction from the application processing unit 124, the
packet transmission unit 117 generates a noncapsu
lated data packet whose destination address is the
home address a and transmits it.

[stationary host 151]

As shown in FIG. 22, the stationary host 151
comprises the migration address unit 125 and the ap
plication processing unit 161 which mainly controls
the communication of a protocol located in higher lay
ers including application layer, such as TCP or layers
located higher than the TCP and the communication
control unit 108.

The migration address unit 125 comprises a
transfer packet transmission unit 126, a packet recep
tion unit 127, an address hold unit 128, an address in
quiry unit 129, and the mobile host transfer unit 130.

The migration address unit 125 comprising the
above units generates a noncapsulated data packet
and sends it to the home address a when it is not no
tified that the mobile host 146 migrate to the network
B or C and obtained the temporary address 13 or y re
spectively. The unit 125 also generates an encapsu
lated data packet including as a payload the noncap
sulated data packet and a data transfer message,
which informs transfer of the noncapsulated data
packet and sends it to the temporary address p, y,

when it is notified of the migration.
Receiving from the home migration communica

tion control device 101 and the visitor migration com
munication control device 109, 109' the data packet
including the mobile host transfer message which in
forms the migration of the mobile host 146, the mo
bile host transfer unit 130 stores into the address hold
unit 128 the home address a and the temporary ad
dress p or.:y of the mobile host 146 assigned on the
network B or C respectively.

As shown in FIG. 23, the address hold unit 128
holds the home address a, the temporary address 13
or y by corresponding them.

Directed by the application unit 161, the transfer
packet transmission unit 126 generates a data packet
destined for the home address a, and transmits it.
However, if the address hold unit 128 holds the tem
porary address p or y besides the home address a,
the unit 126 generates an encapsulated data packet
destined for the temporary address p or y, which in
cludes as a payload a noncapsulated data packet and
a packet transfer message, which informs transfer of
the noncapsulated data packet, and transmits it.

As is described the above, both the home migra
tion communication control device 101 and the visitor
migration communication control device 109,
109' generate the encapsulated data packet includ-

ing the packet transfer message and the noncapsu
lated data and transmits it to the current temporary
address of the mobile host 146. Owing to the device
101 or 109, 109', the stationary host 151 is able to

5 transmit to the mobile host 146 both the noncapsulat
ed data packet destined for the home address a and
the encapsulated data packet destined for the tem
porary address p or y without failure even when the
address hold unit 128 fails to hold the current tempor-

10 ary address 13 or y and the stationary host 151 trans
mits the data packet to the outdated address of the
mobile host 146.

The packet reception unit 127 receives a data
packet which is sentfrom the mobile host 146 and has

15 Sa as its destination address, and sends the data etc.
in it to the application unit 161.

When the address inquiry unit 129 has problems
such as that it received an illegal mobile host transfer
message or that it cannot communicate with the mo-

20 bile host 146 successfully, it transmits a data packet
including an address inquiry message in order to in
quire of the host migration communication control de
vice 101 the address which is currently used to com
municate with the mobile host 146.

25

[construction of data packet]

As shown in FIG. 24 (a), (b), (c), there are three
kinds of data packets, each data packet 210, 220,

30 230, includes each of header 211, 221, 231 and pay
load 212, 222,232 respectively.

The header 211 of the data packet 210 includes
a destination address 201, and a source address 202.
Also the payload 212 consists of a transmission data

35 203.
The header 221 of the data packet 220 includes

the destination address 201 and the source address
202. Also the payload 222 consists of a message 204.

The header 231 of the data packet 230 includes
40 the destination address 201 and the source address

202. Also the payload 232 consists of the message
204, which is employed as the packet transfer mes
sage, and a noncapsulated data packet 210. Also
each header 211, 221, 231 includes information

45 showing presence or absence of the message 204 as
a protocol number etc.

The message 204 includes some of the fields in
FIG. 25 in accordance with its type.

The type of the message 204 !s indicated in the
50 message type field 132. Besides the above types,

the message 204 is also employed as an echo mes
sage for examining whether or not a host employs an
appropriate operation in accordance with the mes
sage.

55 A flag field 133 indicates whether or not the mes-
sage 204 is a response. When the message 204 is not
the response, the field 133 further indicates whether
or not the message 204 requests a response.

22
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A sequence field 134 gives a single number both
to the request message and its response message,
thereby the request message and the response mes
sage are corresponded.

An autonomous flag field 135 contains a value of
the autonomous flag F indicating whether or not the
visitor migration communication control device
109,109' provide the packet transfer service.

A counter field 136 contains a counter indicating
the number of the visitor migration communication
control devices employed to transfer the encapsulat
ed data packet consisting of the packet transfer mes
sage and the noncapsulated data packet. The visitor
migration communication control device increments
the counter in the received message packet by 1, and
gives it to the message to be transmitted. When the
incremented number is greater than the predeter
mined number. the received message packet is dis
posed.

A status field 137 of the response message indi
cates presence or absence of an error in a transmis
sion/reception of the data packet. For example. it in
dicates an error in authentication information, which
will be described later, or the address inquiry mes
sage which cannot or should not be responded.

A home address field 138, a temporary address
field 139. and a broadcast address field 140 indicates
the home address as well as the temporary address
of the mobile host 146 or the broadcast address on
its home network or on the network it migrates. How
ever, what the broadcast address field 140 indicates
depends on type of the message 204. Whether the
message 204 is the request or the response also de
vices the content of the broadcast address field 140.

The authentication information field 141 indi
cates if a source address coincides with the sender's
address.

[outline of communication operation]

The home migration communication control de
vice 101 and the visitor migration communication con
trol device 109,109' is basically employed to transfer
the data packet transmitted by the stationary host 151
as well as post to the stationary host 151 the updated
temporary address of the mobile host 146. Under
standing of such operations will be helped by the fol
lowing two points.

1. Transfer of the data packet and posting of the
updated temporary address are conducted only
when the mobile host 146 migrates from its home
network to another network. The home network
refers to the one to which the home migration
communication control device is attached.
2. Posting of the updated temporary address is
conducted only when the autonomous flag F is 1,
which indicates the visitor migration communica
tion control device 109, attached to the same net-
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work as is the mobile host 146, provides the
packet transfer service. Otherwise, the data
packet transmitted by the stationary host 151 to
the posted temporary address will not be re
ceived by the mobile host 146 when the mobile
host 146 migrates to another network.

[communication operation 1]

An example of the communication operation is
described hereunder. In the communication operation
1 the visitor migration communication control device
109,109' provides the packet transfer service when
the mobile host 146 migrates from the network A to
the network B, furtherfrom the network B to the net
work C.

[migration from network A to network B]

The operation at the migration of the mobile host
146 from the network A to the network B is described
with referring to FIGs. 26-29. FIG. 26 shows a flow of
the data packet transmitted between the devices;
FIG, 27 snows.a communication sequence oft he data
packet; FIG. 28 shows construction of each data
packet; and FIG. 29 shows the content of the address
hold unit 119 etc.

When the mobile host 146 is attached to the net
work A, the home mobile host list hold unit 102 in the
home migration communication control device 101
holds the home address u both as the home address
and the temporary address of the mobile host 146.
Thereby the home migration communication control
device 101 detects that the mobile host 146 is attach
ed to the network A.

The address hold unit 119 in the mobile host 146
holds the home address u and the broadcast address
Aba on the network A.

When the mobile host 146 migrates to the net
work B, the application unit 124 orders the operation
of the migration unit 120 in accordance with the in
struction given by the operator. The temporary ad
dress J3 is assigned to the mobile host 146 on the net
work B, and the address obtainment unit 116 obtains
it. The migration unit 120 stores into t he address hold
unit 119 the temporary address J3 together with the
home address u and the broadcast address Aba.

(1) The autonomous support unit 121 transmits to
the visitor migration communication control de
vice 109, which is attached" to the network B, the
data packet including the autonomous packet
transfer support check message 147 which holds
the home address u and the temporary address
13. The destination address of the data packet is
the broadcast address shared by every network,
such as an address where every bit is 1. The mes
sage 147 does not necessarily hold the home ad
dress u and the temporary address J3 although
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they can be used in checking the security of the
network if it does. Also the message 147 holding
the home address a and the temporary address
y can take the place of a mobile host visit mes
sage 146, which will be described later.
(2) The autonomous support unit 114 in the visitor
migration communication control device 109 re
sponds to t he autonomous support unit 121 with
the response message 147R where broadcast
address Bba is set and the autonomous flag F in
the autonomous flag field 135 indicates 1 to in
form that the device 109 provides the packet
transfer service.

The mobile host 146 transmits the data pack
et to the visitor migration communication control
device.109. The broadcast address Bba is em
ployed as the destination address of the data
packet and it is set in the response message
147R; however. this is not an obligation.

That is, when the response message 147R
does not hold the broadcast address Bba, the fol
lowing means can be employed. First. the broad
cast address shared by every network can be
.employed, which is described in the above. Sec
ond, t he source address. which is set in t he head
er of the data packet comprising the response
message 147R, can be employed. Third, a so
called name service can be employed. where a
server device on the network system informs the
broadcast address Bba. Finally, when the ad
dress assigned to each of the devices, which are
attached to the network. consists of the network
address being unique for the network and a de
vice address being unique for the devices, and
the broadcast address on each network consists
of such network address and the device address
where the value of every bit is 1, the network ad
dress·:Bba can be generated by employing the
network address included in the temporary ad
dress' Il of the mobile host 146.
(3) The address post unit 122 transmits to the
home migration communication control device
101 the address post message 148. The mes
sage 148 includes the value 1 of the autonomous
flag F, which is obtained from the response mes
sage, home address a, the temporary address Il
on the network B, and the broadcast address
Bba, and the broadcast address Aba is the des
tination address of the address post message
148.

When the address post unit 107 in the home
migration communication control device 101 re
ceives the address post message 148, the mo
bile host transfer unit 104 stores in the home mo
bile host list hold unit 102 the temporary address
Il, the value 1 of the autonomous flag 1, and the
broadcast address Bba by correspond ing them to
the home address a. Since the home address a
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.had been stored as the temporary address before
the temporary address Il was stored, the mobile
host transfer unit 104 knows that the mobile host
146 has migrated from the network A to the net
work B; therefore, it does not transmit the mobile
host transfer message to the visitor migration
communication control device 109,109'. That is.
the data packet transmitted by the stationary host
151 to the home address a of the mobile host 146
is received by the home migration communica
tion control device 101 and transferred thereby to
the temporary address Il; therefore. the visitor
migration communication control device
109.109' is not employed here.
(4) The address post unit 107 notifies the address
post unit 122 that it has received the address post
message 148 by sending the response message
148R.
(5) Since the visitor migration communication
control device 109 provides the packet transfer
service. the mobile host visit unit 123 transmits to
the visitor migration communication control de
vice 109 the mobile host visit message 149 in
cluding the home address a and the temporary
address Il, so that the device 109 is notified that
the mobile host 146 has migrated to the network
B. The mobile host visit message 149 is destined
for the broadcast address Bba.

The mobile host visit unit 113 in the visitor mi
gration communication control device 109 re
ceives the mobile host visit message 149 and
stores into the visitor mobile host list hold unit 110
the home address a as well as the temporary ad
dress Il. The temporary address Il is stored also
as the updated temporary address of the mobile
host 146, which will be assigned when the mobile
host 146 migrates from the network B to another
network; thereby, the visitor migration communi
cation control device 109 detects that the mobile
host is currently attached to the network B.
(6) The mobile host visit unit 113 notifies the mo
bile host visit unit 123 by sending the response
message 149R that it has received the mobile
host visit message 149.

[communication between the stationary host 151
and the mobile host 146 on the network B]

The operation at the communication between the
stationary host 151 and the mobile host 146 when the
mobile host is attached to the network B is described
hereunder with referring to FIGs. 30-33, which are rel
evant for FIGs.26-29.

(1) The application unit 161 in the stationary host
151 directs the transmission of the noncapsulat
ed data packet. whose destination is the home
address a, despite the migration of the mobile
host 146. Immediately after the mobile host 146
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migrates to the network B. that is, when the ad
dress hold unit 128 does not hold the home ad
dress u and the temporary address 13. the trans
fer packet transmission unit 126 is not notified of
the migration; therefore. it generates the noncap- 5

sulated data packet 152 and transmits it to the
home address u in accordance with the direction
from the application unit 151.

The noncapsulated data packet 152 is not re-
ceived by the mobile host 146, which is not at- 10

tached to the network A. but by the packet mon
itoring unit 106 in the home migration communi
cation control device 101 since the home mobile
hostlist hold unit 102 in the device 101 holds the
home address u as well as the temporary ad- 15

dress 13. which coincides with the destination ad-
dress of the noncapsulated data packet 152.
(2) The packet transfer unit 103 in the home mi
gration communication control device 101 gener-
ates an encapsulated data packet including the 20

noncapsulated data packet 152. which is re
ceived by the packet monitoring unit 106. and the
packet transfer message 153, which informs the
.transfer of the noncapsulated data packet 152;
and transmits it to the temporary address 13. The 25

packet transfer message 153 includes the value
o in the field 133. which indicates that no re
sponse is requested. as well as the value 0 on the
counter in the field 136, which indicates that the
packet transfer message is the first message 30

.added to the noncapsulateddata packet 152. As
is described, no response is requested by the.
packet transfer message 153. That is. the appli
cation unit 161 of the stationary host 151 and the
application unit of the mobile host 146, rather 35

than the home migration communication control
device 101 and the migration address unit 115.
confirm that the mobile host 146 receives the
noncapsulated data packet 152.

The transfer packet reception unit 118 in the 40

mobile host 146 receives the encapsulated data
packet including the packet transfer message
153 and the noncapsulated data packet 152.
since it is destined for the temporary address 13,
which is held in the address hold unit 119. The 45

unit 118 then detects that the destination address
of the noncapsulated data packet 152 is the
home address a. and sends the data etc. in the
noncapsulated data packet 152 to the application
un~124. 50

Thus. the communication between the appli
cation unit 124 and the application unit 161 is not
affected by the migration ofthe mobile host 146.
(3) The packet transfer unit 103 transmits the en-
capsulated data packet including the data packet 55

transfer message. It also directs, after detecting
that the autonomous flag F indicates 1, the mo-
bile host transfer unit 104 to transmit to the sta-

25

tionary host 151 the data packet including the
mobile host transfer message 154 where the
home address u and the temporary address pare
set. Finally, the unit 104 transmits the data packet
to the stationary host 151.

The mobile host transfer unit 130 in the sta
tionary host 151 receives the mobile host transfer
message and stores into the address hold unit
128 the home address u and the temporary ad
dress p.
(4) The mobile host transfer unit 130 responds to
the mobile host transfer unit 104 with the re
sponse message 154R.
(5) When the application unit 161 directs the
transmission of the noncapsulated data packet to
the home address u after the address hold unit
128 holds the home address u and the temporary
address 13. the transfer packet transmission unit
126 first generates a noncapsulated data packet
destined for the home address a, then generates
an encapsulated data packet including it and a
packet transfer message 155. The encapsulated
data packet is then transmitted to the temporary
address 13. Thus, once the home migration com
munication control device 101 notifies the sta
tionary host 151 of the home address a and the
temporary address 13, the stationary host 151 is
able to transmit the data packet to the temporary
address p of the mobile host 146, and the home
migration communication control device 101 is
not employed.
On the other hand. when data is transmitted from

the mobile host 146 to the stationary host 151, the Sa
is employed as the destination address a and the
home address is employed as the source address;
and the noncapsulated data packet is transmitted
from the address a to the address Sa.

Thus, even when all the noncapsulated data
transmitted by the stationary host 151 is destined for
the home address u. the home migration communica
tion device 101 transfers the data to the updated tem
porary address of the mobile host; thereby, the com
munication between the mobile host 146 and the sta
tionary host 151 is implemented. and the convention
al device can be employed as the stationary host 151.
which broadens a practicability of the network sys
tem.

Whereas. when the network system checks the
original source address of the data packet or a trans
fer path oft he data packet, the transmission unit may
be built in the mobile host 146 like the transfer packet
transmission unit 126 in the stationary host 151. and
also the reception unit may be built in the stationary
host 151 like the transfer packet reception unit 118 in
the mobile host 146; and the encapsulated data pack
et including the packet transfer message and the non
capsulated data packet may be transmitted there
between.
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[migration from network a to network C]

The operation at the migration of the mobile host
146 from the network a to the network C is described
hereunder with referring to FIGs. 34-37, relevant for
FIGs. 26-29.

(1)-(4) The operation related to transmission of an
autonomous packet transfer support check mes
sage 147', a response message 147R', an ad
dress post message 148', and a response mes
sage 148' between the mobile host 146 and the
visitor migration communication control device
109' is substantially same as the operation relat
ed to transmission of messages between the mo
bile host 146 and the visitor migration communi
cation .control device 109, which is conducted
when the mobile host 146 migrates to the net
work a.' However, the operation at the migration
from the network A to the network a and the op
eration at the migration from the network a and
the netwbrk C are different from each other in
part of the operation of the home migration com
munication control device 101 conducted after it
responds to the received address post message
148' with the response message 148R.
(5) When the address post unit 107 receives the
address post message 148', the mobile host
transfer unit 104 in the home migration commu
nication control device 101 detects that the mo
bile host been attached to the network a before

._- - migrating to the network C since the temporary
address 13 has been stored as the temporary ad
dress. Then, the mobile host transfer unit 104
sends to the visitor migration communication
control device 109 the data packet including both
the home address a and the temporary address
y, so that the device 109 transfers the data packet
transmitted by the stationary host 151 from the
temporary address 13 to the temporary address y.
The data packet received by the visitor migration
communication control device is destined for the
broadcast address aba.

In accordance with the address post mes
sage 148', the mobile host transfer unit 104
stores into the home move host list hold unit 102
the temporary address y, the value 1 of the au
tonomous flag F, and the broadcast address Cba
by corresponding them to the home address a..

Receiving the data packet including the mo
bile host transfer message 150, the mobile host
transfer unit 112 in the visitor migration commu
nication control device 109 stores into the visitor
mobile host list hold unit 110 the temporary ad
dress y newly assigned to the mobile host 146
and the value 1 of the autonomous flag F by cor
responding them to the home address a..
(6) The mobile host transfer unit 112 notifies the
mobile host transfer unit 104 that it has received

the mobile host transfer message 150 by sending
thereto the response message 150R.
(7), (8) The transmission of a mobile host visit
message 149' and a response message

5 . 149R' between the mobile host 146 and the vis-
itor migration communication control device 109',
which is conducted when the device 109' pro
vides the packet transfer service, is substantially
same as the transmission of messages between

10 the mobile host 146 and the visitor migration
communication control device 109, which is con
ducted when the mobile host 146 migrates to the
network a.

15 [communication between mobile host 146 attached
to network C and stationary host 151]

Transmission of t he data packet from the station
ary host 151 to the mobile host 146 when the mobile

20 host is attached to the network C is described with re
ferring to FIG. 38-41, which are relevant for FIG. 26
29.

The transmission is substantially same as the
transmission between the stationary host 151 and

25 the mobile host 146 when the mobile host 146 is at
tached to the network a, except that the visitor migra
tion communication control device 109 instead of the
home migration communication control device 101 is
employed.

30 (1) When the stationary host 151 is not notified
that the mobile host 146 has migrated from the
network a to the network C, the stationary host
151 generates the encapsulated data packet in
cluding the noncapsulated data packet, which is

35 destined for the home address a, and the packet
transfer message 156; then transmits it to the
temporary address p. This is substantially the
same as (5) in the communication between the
stationary host 151 and the mobile host 146 at-

40 tached the network a.
The data packet transmitted by the station

ary host is not received by the mobile host 146
since the mobile host is not attached to the net
work a. The data packet is received by the packet

45 monitoring unit 106 in the visitor migration com
munication control device 109 since the visitor
mobile host list hold list unit thereof holds the
temporary address 13 besides the temporary ad
dress y.

50 (2) The visitor migration communication control
device 109 transmits to the temporary address y

of the mobile host 146 the data packet including
the packet transfer message 157, which is sub
stantially same as (2) in the communication be-

55 tween the stationary host 151 and the mobile
host 146 on the network 8 except a difference
described hereunder.

The home mobile host migration communi-
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cation control device 101 receives the noncapsu
lated data packet 152 and generates an encapsu
lated data packet comprising the received non
capsulated data packet 152 and the packet trans-
fer message 153. On the other hand, the visitor 5

migration communication control device 109 re
ceives the encapsulated data packet comprising
the packet transfer message 156 and the packet
transfer unit 111 converts the data packet by
changing the destination address from the tem- 10

porary address fl into the temporary address y as
well as converting the packet transfer message
156 into the packet transfer message 157, whose
value on the counter is incremented by 1.
(3)-(5) The visitor migration communication con- 15

trol device 109, the stationary host 151, and the
mobile host 146 on the network C operate sub
stantially same as the home migration communi
cation control device 101, the stationary host
151, and the mobile host 146 on the network B, 20

which is described the above in (3)-(5); thereby
the mobile host transfer message 158 and the re
sponse message 158R are transmitted, and the
data packet including the packet transfer mes-
sage 160 is transmitted by the stationary host 25

151 to the mobile host 146 attached to the net-
work c.
If the stationary host 151 does not transmit any

data packet to the mobile host 146, which is attached
to the network B, the stationary host is not notified of 30

either the temporary addressfl or the temporary ad
dress y; therefore, the stationary host 151 transmits
the data packet to the home address a even when the
mobile host 146 has migrated from the network B to
the network C. When this oscurs, the home migration· 35

communication control device 101, as does the visitor
migration communication device 109, transfers the
data packet from the home address a to the tempor-
ary address y; then notifies the stationary host 151 of
the updated temporary address y of the mobile host 40

146 so that the stationary host 151 will be able to di
rectly transmit the data packet, which comprises the
packet transfer message, to the mobile host 146 at
tached to the network C.

Further, when the mobile host 146 migrates to 45

the network, to which the visitor migration communi
cation control device is attached to provide the packet
transfer service, the stationary host 151 may transmit
the data packet destined for any of the addresses a,
ll, or y. When the data packet is transmitted to the 50

home address a or the temporary address y, the
home migration communication control device 101 or
the visitor migration communication control device
109', which is notified of the updated temporary ad-
dress of the mobile host 146, transfers the data pack- 55

et to the updated temporary address; then it notifies
t he stationary host 151 of the updated temporary ad
dress of the mobile host.

27

When the data packet is transmitted to the tem
porary address fl of the mobile host 146, the visitor
migration communication control device 109 receives
it. Since the device 109 is notified of only the tempor
ary address y, it transmits the data packet comprising
the packet transfer message to the temporary ad
dress y as well as transmits the mobile host transfer
message to notify the stationary host 151 of the tem
porary address y. The visitor migration communica
tion control device 109' receives the data packet com
prising the packet transfer message, which is des
tined for the temporary address y, and transmits it to
the updated temporary address of the mobile host
146; then transmits the mobile host transfer message
to notify the stationary host 151 ofthe updated tem
porary address. Also the visitor migration communi
cation control device 109' obtains the address of the
visitor migration communication control device 109
from the source address of data packet transmitted
thereby, and transmits the mobile host transfer mes
sage to the device 109. Thus, the visitor migration
communication control device 109' obtains the updat
ed temporary address of the mobile host 146, and
transfers the data packet to the mobile host 146 ,as
well as-notifies stationary host 151 of the obtained'~p

dated temporary address.

[communication operation 2]

Another example of the communication opera
tion is described hereunder: In the communication op
eration 2 the visitor migration communication control
device 109 does not provide the packet transfer ser
vice when the mobile host 146 migrates from the net
work A to the network B, further from the network B
to the network C.

As shown in FIG. 42, when the device 109 does
not provide the packet transfer service, the autono
mous packet transfer support check message 181,
transmitted by the mobile host 146 which has migrat
ed from the network A to the network B, is responded
with the response message 181R where the autono
mous flag F in the autonomous flag field 135 indi
cates O. Thereby, the autonomous flag field 135 in
the address post message 182, which is transmitted
by the mobile host 146 to t he home migration commu
nication control device 101, obtains the value 0, and
the value 0 is held in the home mobile host list hold
unit 102 in the device 101. The mobile host 146 does
not transmit the mobile host visit message to the vis
itor migration communication control device 109.

As shown in FIG. 43, receiving from the station
ary host 151 the noncapsulated data packet 183,
which is destined for the home address a, the home
migration communication control device generates
the encapsulated data packet comprising the re
ceived noncapsulated data packet 183 and the pack
et transfer message 184, and transmits it to the tem-
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porary address I), as is in the communication opera
tion 1.

However, recognizing the value 0 on the autono
mous flag F, which is held in the home mobile host list
hold unit 102, the device 101 does not transmit to the
stationary host 151 the mobile host transfer message
including the temporary address Jl. Therefore, every
data packet transmitted by the stationary host 151 is
destined for the home address a, and it is transferred
to the mobile host 146 by the home migration commu
nication control device 101. Thus, the stationary host
151 is not notified of the temporary address p since
the data packet transmitted to the address other than
the home address a is not transferred by the device
109; therefore it is not received by the mobile host 146
when it departs the network B to migrate to the net
work C.

When -the visitor migration communication con
trol device 109', which is attached to the network, pro
vides the packet transfer service, the home migration
communication control device 101 notifies the sta
tionary host 151 of the temporary address y when it
transmits the noncapsulated data to the home ad
dress a, so that the stationary host 151 is able to di
rectly transmit the data packet comprising the non
capsulated data packet and the packet transfer mes
sage to the mobile host 146 on the network C.

When the visitor migration communication con
trol device 109 does not provide the packet transfer
service, the home migration communication control
device 101 does not necessarily notify the device 109
of the temporary address y of the mobile host 146 as
signed when it has migrated from the network B to the
network C. However, the construction of the device
101 will be simplified if it conducts the same operation
either or not the packet transfer service is provided
since the visitor migration communication control de
vice 109 ignores the mobile host transfer message.

Also the device 109 may respond to the autono
mous packet transfer support check message 181
only when it provides the data packet transfer service;
therefore, the presence or absence of the response
message 181R indicates to the mobile host 146
whether or not the data packet transfer service is pro
vided. In the above operation the value 0 of the au
tonomous F also indicates that the packet transfer
service is not provided, whereas absence of the re
sponse message tothe message 181 can indicate the
absence of t he packet transfer service, which will sim
plify construction of mobile host 146.

[communication operation 3]

The final example of the communication opera
tion is described hereunder. In the communication op
eration 3 the visitor migration communication control
device 109' does not provide the packet transfer ser
vice while the visitor migration communication control

device 109 does.
As shown in FIG. 44, when the packet transfer

service is not provided by the visitor migration com
munication control device 109', the mobile host 146

5 transmits to the home migration communication con
trol device 101 the address post message 182' where
the value 0 is set at the autonomous flag F. Then, the
home migration communication control device 101
transmits to the device 109 the mobile host transfer

10 message 185 by setting the value 0 at the autono
mous flag F.

When detecting the value 0 at the autonomous
flag F, the visitor migration communication control de
vice 109 ceases to provide t he packet transfer ser-

15 vice.
As shown in FIG. 45, even after cease ofthe data

packet transfer service, the stationary host 151 may
transmit to the temporary address the data packet
comprising the noncapsulated data packet and the

20 packet transfer message 186.
When this happens, the visitor migration commu

nication control device 109 obtains the noncapsulat
ed data packet 187 from the received encapsulated
data packet and transmits it to its destination address,

25 the home address a. The noncapsulated data packet
187 is then received by the home migration commu
nication control device 101, which is attached to the
network A. Finally, the home migration communica
tion control device 101 transfers the noncapsulated

30 data packet 187 together with the packet transfer
message 188 to the temporary address y of mobile
host 146, which is attached to the network C.

The visitor migration communication control de
vice 109 notifies the stationary host 151 that the mo-

35 bile host 146 is attached to the network A instead of
the network C by sending the mobile host transfer
message 189 where the home address a is set in the
temporary address field 139. Then, the stationary
host 151 transmits the noncapsulated data packet

40 187 to t he home address a, and it is transferred by the
home migration communication control device 101,
which is employed to take the place of the visitor mi
gration communication control device 109. As an
other option, the device 109 may send the mobile

45 host transfer message 189 where the invalid address
is set, such as the address where every bit is 1. Then,
the home migration communication control device
101 may notify the stationary host 151 of the home
address a in accordance with the address inquiry ob-

50 tained from the stationary host 151.
The operation described the above will be em

ployed when the visitor migration communication
control device 109 ceases to provide the packet
transfer service operation regardless whether or not

55 the device 109' provides the packet transfer service.
On the other hand, the visitor migration commu

nication device 109 may restart the packet transfer
service even when the device 109' ceases to provide
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the service.
In this case, the home migration communication

control device 101 needs to provide t he visitor migra
tion communication control device 109 with the up
dated temporary address at every migration of the
mobile host 146 unless the mobile host migrates to
the network to which another visitor migration com
munication control device is attached and provides
the packet transfer service. To realized it, for exam
ple, when the value of the autonomous flag F in the
address post message is 0 to indicate that the device
109' does not provide the packet transfer service. the
broadcast address Bba as the destination address of
the mobile host transfer message. which is transmit
ted to the device 109, will not be renewed.

Additionally. the broadcast address as the des
tination address of the data packet. which is transmit
ted by the mobile host 146, can be replaced with the
address Ha, Va, Va', each of which is unique to each
device. The address unique to each device will be ob
tained by detecting the source address of the data
packet received from each device, or by employing a
so called name service.

Also in the second embodiment, the home migra
tion communication control device 101 detects
whether or not the mobile host 146 is attached to the
same network from what is held as the temporary ad
dress in the address hold unit; to be precise, whether
or not the home address a is held as the temporary
address. However, this can also be detected by know
ing in which table the temporary address is held. For
example, when the device 101 and the mobile host
146 are attached to the same network. the first table
holds the addresses, such as the home address a;
whereas, the second table holds the addresses when
the device 101 and the mobile host 146 are attached
to the different network from each other. Value of the
autonomous flag F, 0 or 1, can also be utilized in the
same way.

Further, the home migration communication con
trol device 101 and the visitor migration communica
tion control device 109, 109' may be employed as a
host such as the mobile host 146 or the stationary
host 151.

Finally, the home migration communication con
trol device 101. the visitor migration communication
control device 109, the mobile host 146. and the sta
tionary host 156 may be constructed identically and
can be replaced with each other.

Although in the embodiment the application unit
124 starts its operation before being notified of updat
ed temporary address 13; therefore it always transmits
the data packet to the home address a of the mobile
host 146, it can transmit the data to the temporary ad
dress 13 if is starts its operation after obtaining the
temporary address 13.

Although the present invention has been fully de
scribed by way of examples with reference to the ac-
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companying drawings, it is to be noted that various
changes and modifications will be apparent to those
skilled in the art. Therefore, unless otherwise such
changes and modifications depart from the scope of
the present invention. they should be constructed as
being included therein.

Claims

1. A migration communication control device con
structed to control a communication between a
mobile node and a partner node, the mobile node
migrating across networks and obtaining an ad
dress assigned on each network while the part
ner node being a communication partner of the
mobile node. comprising a first migration control
unit, a second migration control unit, a third mi
gration control unit, the second migration control
unit being placed on the mobile node and the
third migration control unit being placed on the
partner node,

wherein the first migration control unit
comprises:

packet transfer means for receiving a
packet which was destined for an outdated ad
dress of the mobile node. the outdated address
assigned when the mobile node migrated to a
network to which the first migration control unit is
attached, generating a conversion packet which
holds an updated address instead of the outdated
address, and transmitting the conversion packet;
and

address post means for transmitting an ad
dress post message which indicates the updated
address of the mobile node to the third migration
control unit. the third migration control unit trans
mitting the packet received by the packet transfer
means. and

the second migration control unit compris-
es:

migration post means for transmitting to
the first migration control unit a migration post
message which indicates the updated address of
the mobile node when the mobile node migrates
to another network; and

packet resumption means for receiving the
conversion packet from both the first migration
control unit and the third migration control unit
and resuming an original packet from the conver
sion packet, and

the third migration control unit comprises:
packet conversion means for converting a

destination address of a packet. the packet to be
transmitted to the mobile node, into the updated
address indicated by the address post message,
the address post message sent by the first migra-

. tion control unit, and transmitting it to the mobile
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node. coincides with the outdated address.

2. The migration communication control device of 8. The migration communication control device of
Claim 1, wherein the migration post means in the Claim 1, wherein the second migration control
second migration control unit transmits an identi- 5 unit further comprises:
fication key included in the migration post mes- address hold means for holding the out-
sage, the identification key being employed to dated address and the updated address by cor-
identify the mobile node. responding them with each other; and

address comparison means for comparing
3. The migration communication control device of 10 the updated address with the destination ad-

Claim 2. wherein the identification key is an ad- dress of the packet received from one of the first
dress of the mobile node assigned at one net- migration control unit and the third migration con-
work before the network to which the mobile trol unit, wherein
node is currently attached. the packet resumption means resumes

15 the original packet from the conversion packet
4. The migration communication control device of when the address comparison means detects

Claim 2, wherein the identification key is an ad- that the updated address coincides with the des-
dress cif the mobile node assigned before its ini- tination address of the packet received from one
tial migration. of the first migration control unit and the third mi-

20 gration control unit.
5. The migration communication control device of

Claim 1; wherein the second migration control 9. The migration communication control device of
unit is constructed to transmit to the third migra- Claim 1, wherein the third migration control unit
tion control unit the packet which has the same further comprises:
format as the resumed packet. 25 address hold means for holding the out-

dated address and the updated address of the
6. The migration communication control device of mobile node by corresponding them with each

Claim 1, wherein the first migration control unit other; and
further comprises: address comparison means for comparing

address hold means for holding the out- 30 the outdated address in the address hold means
dated address and the updated address by cor- with the destination address of the packet to be
responding them with each other; and transmitted to the mobile node. wherein

address comparison means for comparing the packet conversion means converts
the destination address of the received packet the destination address of the packet to be trans-
with the outdated address, wherein 35 mitted to the mobile node into the updated ad-

the packet transfer means generates the dress which corresponds to the outdated address
conversion packet and transmits it when the ad- in the address hold means when the address
dress-comparison means detects that the destin- comparison means detects the outdated address
ation address of the received packet coincides in the address hold means coincides with the
with the outdated address. 40 destination address of the packet.

7. The migration communication control device of 10. The migration communication control device of
Claim 1, wherein the first migration control unit Claim 1, wherein there are a plurality of the first
further comprises: migration control units. and the second migration

address hold means for holding the out- 45 control unit transmits t he migration post message
dated address and the updated address by cor- to at least one of the first migration control units.
responding them with each other; and

address comparison means for comparing 11. The migration communication control device of
the destination address oft he packet received by Claim 10, wherein the migration post means in
the packet transfer means with the outdated ad- 50 the second migration control unit transmits the
dress, wherein migration post message tothe first migration con-

the address post means transmits the ad- trol unit which is attached to the network to which
dress post message which indicates the updated the mobile node was attached before its migra-
address of the mobile node to the third migration tion.
control unit. the third migration control unit trans- 55 each of the first migration control units has
mitting the packet received by the packet transfer migration post means for transmitting to one of
means, when the address comparison means de- the other first migration control units a migration
tects that the destination address of the packet post message to post the same address as the
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updated address indicated by the migration post
message received from the second migration
control unit, and

each of t he first migration control units has
migration post means for transmitting a migration
post message from one of the other first migra
tion control units to another first migration control
unit to post the same address as the updated ad
dress indicated by the received migration post
message.

12. The migration communication control device of
Claim 11, wherein each of the first migration con
trol units and the second migration control unit
further comprise pointer hold means for holding
pointers related to the first migration control unit
to which the migration post message is transmit
ted, and wherein

the migration post means in each of the
first migration control units and the migration post
means in the second migration control unit trans
mit t he migration post message to each of t he ad
dresses related to each of the pointers.

13. The migration communication control device of
Claim 12. wherein each of the pointers is a broad
cast address of the network to which one of the
first migration control units is attached.

14. The migration communication control device of
Claim 12, wh.erein each of the pointers is an ad
dress which is assigned to one of the first migra

- tion control units uniquely.

15. The migration communication control device of
claim 12, wherein each of the pointers is the ad
dress of the mobile node which is assigned when
the mobile node is attached to the same network
as is the first migration control unit, and

the migration post means in the first mi
gration control unit and the migration post means
in the second migration control unit obtain the
broadcast address of the network to which each
of the first migration control units is attached with
referring to the address of the mobile node, and
transmits the migration post message to the ob
tained broadcast address.

16. The migration communication control device of
Claim 12, wherein the pointer hold means in the
second migration control unit holds a pointer re
lated to a first migration control unit for the latest
migration, which is the first migration control unit
being attached to one network before the net
work to which the mobile node is currently attach
ed,and

the pointer hold means in the first migra
tion control unit holds a pointer related to another
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first migration control unit attached to the same
network as was the mobile node attached before
migrating to the network to which the first migra
tion control unit is attached.

17. The migration communication control device of
Claim 12. wherein the second migration control
unit further transmits to the first migration control
unit the pointer by sending thereto the migration
post message, the pointer to be held by the first
migration control unit.

18. The migration communication control device of
Claim 17. wherein the first migration control unit
stores into the pointer hold means the pointer
when it receives from the second migration con
trol unit the migration post message by corre
sponding the pointer with the updated address
indicated by the received migration post mes
sage.

19. The migration communication control device of
Claim 11, wherein each of the first migration con
trol units further comprises:

address hold means for holding the out
dated address and the updated address by cor
responding them with each other, wherein

migration post message means stores into
the address hold means the outdated address
and the updated address by corresponding them
with each other when it receives from the second
migration control unit the migration post mes
sage, while converts the updated address in the
address hold means into the updated address in
dicated by the migration post message when it re
ceives from the first migration control unit the mi
gration post message and the outdated address
indicated by the migration post message coin
cides with one of the updated addresses in the
address hold means.

20. The migration communication control device of
Claim 1, wherein the first migration control unit is
placed on a gateway, which connects networks.

21. The migration communication control device of
Claim 1, wherein the first migration control unit is
placed on the network as an individual node.

22. The migration communication control device of
Claim 10, wherein the migration post means in
the second migration control unit transmits the
migration post message to a home migration con
trol unit. the home migration control unit being the
first migration control unit which is attached to a
network where the mobile node left for its initial
migration. and

the home migration control unit further
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comprises home migration post means for trans-
mitting a migration post message to a first migra-
tion control unit for the latest migration, the first
migration control unit for the latest migration be-
ing the first migration control unit which is attach- 5

ed to the network where the mobile node left for
the latest migration, to post the same updated ad-
dress as is indicated by the migration post mes-
sage received from the second migration control
unit. 10

23. The migration communication control device of
Claim 22, wherein the first migration control unit
further comprises migration post means for trans-
mitting the migration post message indicating the 15

updated address of the mobile node to one of the
other first migration control units when the con-
version packet destined for the outdated address
of the mobile node was sent therefrom to the first
migration control unit. 20

24. The migration communication control device of
Claim 22, wherein the migration post means in
the second migration control unit transmits to the
home migration control unit the migration post 25

message where a home address and the updated
address are corresponded with each other, the
home address assigned when the mobile node is
attached to the same network as is the home mi-
gration control unit, 30

and each of the packet transfer means and
the address post means in the home migration
control unit transmits the conversion packet and
the address post message-respectively with re-
ferring to the above home address and the updat- 35

ed address.

25. The migration communication control device of
Claim ~4. wherein the second migration control
unit further comprises an outdated address post 40

meamHor transmitting to the first migration con-
trol unit for the latest migration an outdated ad-
dress post message where the outdated address
and the home address are corresponded with
each other. the outdated address being assigned 45

to the mobile node before the latest migration.
the home migration post means in the

home migration control unit transmits to the said
first migration control unit for the latest migration
the_ migration post message where the above 50

home address and the updated address are cor-
responded with each other, and

the packet transfer means and the ad-
dress post means in the first migration control
unit for the latest migration transmit the conver- 55

sian packet and the address post message re-
spectively in accordance with the outdated ad-
dress and the updated address, the outdated ad-

32

drE;!ss and the updated address being corre
sponded with each other via the home address.

26. The migration communication control device of
the Claim 25. wherein the outdated address post
means in the second migration control unit trans
mits the above outdated address post message
at a migration of the mobile node preceding the
latest migration. and

each of the migration post means in the
second migration control unit and the home mi
gration post means in the home migration control

- unit transmits the above migration post message
at the latest migration of the mobile node.

27. The migration communication control device of
Claim 22. wherein the second migration control
unit further comprises home migration control
unit pointer hold means for holding a pointer re
lated to the home migration control unit,

the migration post means in the second
migration control unit transmits the migration post
message to the address related to the pointer,

the home migration control unit further
comprises pointer hold means for the latest mi
gration for holding a pointer related to the first mi
gration control unit for the latest migration, and

the home migration post means in the
home migration control unit transmits the migra
tion post message to the address related to the
pointer.

28. The migration communication control device of
Claim 27. wherein each of the above pointers is
the broadcast address of the network to which
each of the first migration control units is attach
ed.

29. The migration communication control device of
Claim 27, wherein each of the above pointers is
the address assigned to each of the first migra
tion control units uniquely.

30. The migration communication control device of
Claim 27, wherein the second migration control
unit further comprises pointer obtainment means
for requesting to the first migration control unit for
the latest migration the pointer related to the first
migration control unit for the latest migration, and

the migration post means in the second
migration control unit posts the obtained pointer
to the home migration control unit together with
the updated address by sending thereto the mi
gration post message.

31. The migration communication control device of
Claim 30. wherein the migration post means in
the second migration control unit posts to the
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home migration control unit the pointer at the mi
gration of the mobile node preceding the latest
migration, while the migration post means posts
the above updated address at the latest migra
tion of the mobile node.

32. The migration communication control device of
Claim 22. wherein the first migration control unit
further comprises address post suppressing
means for suppressing transmission of the ad
dress post message from the address post
means to the third migration control unit. and

the address post suppressing means sup
presses transmission of the address post mes
sage when none of the first migration control
units is attached to the same network as is the
mobile node.

33. The migration communication control device of
Claim 32. wherein the second migration control
un it furt her comprises detect means for detecting
whether or not the first migration control unit is at
tached to the network to which the mobile node
migrates,

the migration post means in -the second
migration control unit transmits to the home mi
gration control unit the migration post message
which includes the detecting result of the above
detect means together with the updated address.

the home migration post means in the
home migration control unit transmits to the first
migration control unit for the latest migration the
migration post message which includes the de
tecting result oft he above detect means together
with the updated address. and

the address post suppressing means in
each of the home migration control unit and the
first migration control unit for the latest migration
suppress the transmission of the address post
message in accordance with the detecting result
of the above detect means.

34. The migration communication control device of
Claim 22. wherein the first migration control unit
further comprises packet transfer suppressing
means for suppressing transfer of t he packet con
ducted by the packet transfer means.

35. The migration communication control device of
Claim 34. wherein the first migration control unit
further comprises address post suppressing
means for suppressing transmission of the ad
dress post message from the address post
means to the third migration control unit. and the
address post suppressing means in the first mi
gration control unit being attached to a network to
which the mobile node is not attached, suppress
es the transmission of the address post message
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when the packet transfer suppressing means in
the first migration control unit for the latest migra
tion suppresses transfer of the packet.

36. The migration communication control device of
Claim 35, wherein the second migration control
unit further comprises detect means for detecting
whether or not the packet transfer suppressing
means in the first migration control means sup
presses the transfer ofthe packet, the first migra
tion control means being attached to the network
to which the mobile node migrates. and

the migration post means in the second
migration control unit transmits to the home mi
gration control unit the migration post message
which includes the detecting result of the above
detect means together with the updated address,

the home migration post means in the
home migration control unit transmits to the first
migration control unit for the latest migration the
migration post message which includes the de
tecting result of the detect means together with
the updated address, and

the address post suppressing means· in
each of the home migration control unit and the
first migration control unit for the latest migration
suppresses the transmission of the address post
message in accordance with the detecting result
of the above detect means.

37. The communication control device of Claim 36,
wherein the packet transfer suppressing means
in the first migration control unit for the latest mi
gration suppresses the transfer of the packet
conducted by the packet transfer means. when
the packet transfer suppressing means in the first
migration control unit being attached to the net
work to which the mobile node .migrates sup
presses the transfer of the packet.

38. A packet transfer migration control unit in a migra
tion communication control device, the migration
communication control device being constructed
to control a communication between a mobile
node and a partner node. the mobile node migrat
ing across networks and obtaining an address
assigned on each network while the partner node
being a communication partner of the mobile
node, comprising:

packet transfer means for receiving a
packet which was transmitted by the partner
node to an outdated address of the mobile node,
the outdated address being assigned when the
mobile node migrated to a network to which the
packet transfer migration control unit is attached,
generating a conversion packet which holds an
updated address instead of the outdated ad
dress, and transmitting the conversion packet;
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address post means for transmitting an ad
dress post message which indicates the updated
address of the mobile node to the partner node,
the partner node transmitting the packet received 5

by the packet transfer means.

39. Amobile node migration control unit in a migration
communication control device, the migration
communication control device being constructed to
to control a communication between a mobile
node which migrates across networks and ob-
tains an address assigned on each network and
a partner node which is a communication partner
of the mobile node, being placed on the mobile 15

node and comprising:
migration post means for transmitting to a

packet transfer migration control unit a migration
post message which indicates an updated ad-
dress of the mobile node when the mobile node 20

migrates to another network, the packet transfer
migration control unitforreceiving a packet which
was transmitted by the partner node to an outdat-
ed address of the mobile node, the outdated ad-
dress assigned when the mobile node migrated 25

to a network to which the migration control unit for
packet transfer is attached, generating a conver-
sion packet which holds the updated address in-
stead of the outdated address, and transmitting
the conversion packet; and 30

packet resumption means for receiving the
conversion packet from both the packet transfer
migration control unit and the mobile node, and
resuming an original packet from the conversion
packet. 35

40. A partner node migration control unit in a migra
tion communication control device, the migration
communication control device being constructed
to control a communication between a mobile 40

node which migrates across networks and ob-
tains an address assigned on each network and
a partner node which is a communication partner
of the mobile node, being placed on the mobile
node and comprising: 45

address post message receiving means
for receiving an address post message which in
dicates an updated address of the mobile node
from a packet transfer migration control unit, the
packet transfer migration control unit transmitting 50

an address post message which indicates the up
dated address of the mobile node to the partner
node; and

packet conversion means for converting a
destination address of a packet, the packet to be 55

transmitted to the mobile node, into the updated
address indicated by the address post message,
and transmitting it to the mobile node.

34
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FIG. 35 migration from network B to network C
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FIG. 39
data packet from SH 151 to MH on network C

mobile host 146 II home m1gration : visitor.~ig~ation:visitor.mig~ationl stationary 151
communlcatlon communlcatlon communlcatlon

I control device I control device 'control device I
1101 I 109 1109' I

MH transfer message 158
@< •

@< •

response message 158R
I I transfer packet
I I transmission
I I unit126

(f)....

packet transfer message 160
I I

I I packet . I I transfer packet
I I monitoring unitl I transmission
I I 106 I I unit 126
I I @< •
I I packet transfer message 156

transfer packetl I I I
reception unit I I packet transfer' I
118 I I unit 111 I I

@< • I I
packet transfer message 157 I I

I I I I
I I MH transfer I I MH transfer
I I unit 112 I I unit 130
I I .' >@
I I
I I
I I

transfer packetl I
reception unit I I
118 I I

( 5)

(3)

( 4)

( 2)

( 1)

N«
N,..
o
CD
&I)
&I)

o
0.
W

FH_000197

SONY EXHIBIT 1027- Page 197



EP 0556012 A2

FIG. 40
(1) data packet including

message 156
(2) data packet including

messa e 157

fJ--------------
Ra

133 134

header
7--------------

Va
--------------

133 134

header

o . 0'] 13 packet132 (transfer): : - packet 136 . transfer
136 ..- - -:- - - ~ - - -; - - - transfer - - - - - - message

- : 0 : - : - message 156 157
noncapsulate:1· . 1

~~~~+-~~~~Jdata packet .....~~_~--:"~~_'~~~apdS~t~

(~~~~~~[J (~~~~~~{) packet
nor norres pons response

(3) data packet inclUding
messa e 158

(4) data packet including
res onse messa e 158R

(5) data packet inclUding
message 160

Va.- - - - - - - - - - - - - - eader
Ra

--------------
133 134

. . fesponse: 2 : 3 1 essage

. . 158R
(res pons

3132

eader

MH host
transfer
message
158

Ra

~ervice) (request)

1 _ _ _ eader

(~H~gH ~ ~ ~ ~ ~ ~~~1~~ ~134 -
response packet

132 0 (t f): 0 : - jtransferrans er . .1 - -.- - - ...: - - - ~ - - - message
. : : 160(count) -. 0 : - : -

:l.noncapsul-
T TJated data

packet

74

FH_000198

SONY EXHIBIT 1027- Page 198



EP 0556012 A2

rl'n C' OJ
..... O(t)c- - - - °a ..... c- :J 0-,

V"i A W N ...... c..,ro
"-' "-' --- - - :J(t)VI

~ VI
n
OJ

I

9-
-01

home address -0.
~o.-,

):> ro
broadcast address of VI

0- VI

OJ home network ::::r
0.....

~ current temporary address 0.

c:
n ::J-...
0- current broadcast address ('1'

OJ

~ MH's home address c ::::r
::JO
~3

~C"D

~
MH's current temporary ...... 3:

O::I:address N -~
autonomous flag F VI

~ ~

::::r
n 0.....
CT broadcast address 0.
OJ

9- MH's home address ::::r<
0 .....·
..... VIc. ......

("'+

"t.b temporary address c:o
::J-'......
("'+3:

after
:I:

~
temporary address ---migration 0 .....·

VI
("'+

~ autonomous flag F

R MH's home address ::::r<
0 ....·
-JVIc. ......
~

~ temporary address co
::J-'......
~3:

~ temporary address after :I:-migration 0 .....
~ .....

-VI

I autonomous flag F
("'+

R ~
-::::r0l

MH's home address NOo.
00 .....0.

0.-'ro
c: VI

~ 'to MH's temporary address ::JVI.....
("'+

75

FH_000199

SONY EXHIBIT 1027- Page 199



vistor
migration
corrmunicat1on
control
dev1ce

, message 181

~response message 181R

CD....

125

home
migration ~101
COnJnunication
control
device

message 182

, response message 182R

m1gration
address
unit

I
I

143 I
r - _1_ -...., i,.-----"--_

: I migration
I I address
I I unit
I I ~--~

l : stationary
L ..J host

I ......-or---..
I

mobile
host

migration
address
unit

migration
address
unit

vistor
migration
corrmunication
control
device

146

FIG. 42

migration
address
unit

,
145

,
109

('II

c(
('II,...
Q
CD
Itl
It)

Q

D..
W

FH_000200

SONY EXHIBIT 1027- Page 200



I'
I'-

stationary
host

migration
address rt-125
unit

migration
address H- 144unit

noncapsulated data packet 183

home
migration ~101
cOIlII1unication
control
device145

109

mobile
host

migration
address
unit

migration
address
unit

vistor
migration
cOll111unication
control
device

packet transfer message
184 with noncapsulated
data packet 183

115

146

FIG. 43

migration
address
unit

vlstor
migration
cOIl111unication
control
device

I

109

145
1

N«
N....
Cl
co
Itl
Itl
Cl

0.
W

FH_000201

SONY EXHIBIT 1027- Page 201



response message 181R'
U.5
109

GO

"'"
125

101

144

stationary
host

151

182'

migration
address
unit

response message 182R'

mlgratlon
address

I lin; t
home
migration
conmun1cat1on
control
devicemigration

address
unit

visitor
migration
conmunication
control
device

,.
I

r--_ L _-,
I r ----,
I I I I
I I II
I L j I

I I
I ,
I IL.. J

I

/
/

/
./.... -

message 185------------~

response message 185R

mobile
host

migration
address
unit

migration
address
unit

visitor
migration
cOlJJ11unication
control
device

message 181'

115

FIG. 44

N
cs:
N,..
o
CD
In
In
o
Q.
W

FH_000202

SONY EXHIBIT 1027- Page 202



migration
address rt-125unit
stationary
host

en,...

101

144

151

migration
address
unit

home
migration
conmunication
control
device

response message lB9R

message 186
noncQP5.ulated
data packet
187

migration
address
unit

message 188
with data
packet 187

visitor
migration
cOllJnunication
control
device

109

FIG. 45

mobile
host

migration
address
unit

migration
address
unit

visitor
migration
cOITJnunication
control
device

~

109

I

145

146

N«
N....
C)

(Q
I/)
I/)

C)

Q.
W

~ FH_000203

SONY EXHIBIT 1027- Page 203



EuropaischesPatentamt

European Patent Office

Office europeen des brevets

'111111111111111111111111111111111111111111111111111111111111111111111111111

@ Publication number: 0 556 012 A3

@ EUROPEAN PATENT APPLICATION

@ Application number: 93300919.3

@ Date of filing: 09.02.93

@) Int. C1.5 : H04Q 7/00, H04L 12/56

® Representative: Cummings, Sean Patrick et al
David Keltie Associates
Audrey House
Ely Place
London EC1N 6SN (GB)

@ Priority: 10.02.92 JP 23506/92
16.09.92 JP 246855/92
10.11.92 'JP 299531/92

@ Date of publication of application:
18.08.93 Bulletin 93/33

@ Designated Contracting States:
DE FR GB

@ Date of deferred publication of search. report :
03.05.95 Bulletin 95/18

® Applicant: MATSUSHITA ELECTRIC
INDUSTRIAL CO., LTD.
1006, Kadoma •
Kadoma-shi, Osaka-fu 571 '(JP)

@ Migration communication control device.

® Disclosed is a migration communication con
trol device constructed to control a continuous
communication between a mobile node and a
node unaffected the mobile node's migration.
The migration communication control device
comprises a first migration control unit, a sec
ond migration control unit on the mobile node,
and a third migration control unit on the partner
node. The first migration control unit comprises
a packet transfer unit and an address post unit.
The packet transfer unit receives a packet
which was destined for an outdated address of
the mobile node, generates a conversion packet
which holds an updated address instead of the
outdated address, and then transmits the con
version packet. while an address post unit
transmits an address post message which indi
cates the updated address to the third migration
control unit. The second migration control unit
comprises a migration post unit and a packet
resumption unit. The migration post unit trans
mits to the first migration control unit a mi
gration post message which indicates the
updated address when the mobile node mi
grates to another network while a packet re
sumption unit receives the conversion packet
from both the first migration control unit and
the third migration control unit and resumes an
original packet from the conversion packet. The
third migration control unit comprises a packet
conversion unit which converts a destination
address of a packet into the updated address,
then transmits it to the mobile node.

@ Inventor: Wada, Hiromi
15-10, Higashigaoka, Uzumasa
Neyagawa-shi, Osaka 572 (JP)
Inventor: Yozawa, Takashi
5-16-19, Shinke, Aoo
Mino-shi, Osaka 562 (JP)
Inventor: Ohnishi, Tatsuya
281-5, Kawahara,
Aza,
Sasabe
Kawanishi-shi, Hyogo 666-01 (JP)

Jouve. 18. rue Saint-Oenis. 75001 PARIS

FH_000204

SONY EXHIBIT 1027- Page 204



EP 0.556 012 A3

\

\
\

Eurollean I'alenl

OfTke
EUROPEAN SEARCH REPORT Applic...uion N:umber

DOCUMENTS CONSIDERED TO BE RELEVANT EP 93300919.3

Cal~l:0ry
Citation or docum~ with iodic:.tioa,~ appropriate.

or ~ant PlISSaCCS
Ret~\':ant

to ctail1l
CLASSIFlCAllON OF THE
APPUCAllON (lilt. a.SI

A DATABASE WPIL,
no • 90 - 3 11 7 54, -
DERWENT PUBLICATIONS LTD.,
London;
& TP-A-99 004 (ANONYMOUS)

* Abstract *

1,
38-40

H 04 Q 7/00
H 04 L 12/56

A GB - A - 2 236 393
(SHELL INTERNATIONALE
RESEARCH MAATSCHAPPIJ B.V.)

* Fig. 2A,2B; abstract;
claim 1 ..

1,
38-40

A WO - A - 86/01 918
(HOLBERG)

* Fig. 1,2; abstract;
claim 1 ..

1,
38-40

Tf:OINICAL FIELDS
SEARCHED (1nt. CI.5)

H 04 Q 7/00
H 04 L 12/00
G 06 F 15/00
G 01 V 1/00

The present search repo" has b~n drawn up for aU daims

& : menaber of Ihe <arne palent family, corresponding
docum~nt

\" : particularly rele'\"anr if 'akft1 alone
\ : paniculart~ ..~~..anl if combined with ano'be-r

docl.In"ent of the ,;ame category
." : tt'Chnolog,lol b:llcL:Rround
o : n(la·-rinen clisci<nure
P : intermediate document

, P\iYENNA \ 03-DO'2'~i995"I"'''''c, I BER;;;r
~I._-----L-__-l.----l
~ r------c...TECOR\' OF cln:o DOCUME:"TS T: tbeory or principle uodcrlring tbe inveoti ....
~ E: e2rlier patent document, but published on. or

af.et lhe filing dal~

o : docunle-Rt cired in the appliolioC1
L : documeol ciled fOf olh.... raSORS

~,

II;;:; l..- --'

2

FH_000205

SONY EXHIBIT 1027- Page 205



Europaisches Patentamt

European Patent. Office

Office europeen des brevets

11111I1111111111111111111111111111111111111111111111111111I11II111111111111

@ Publication number: 0 455 402 A2

@ EUROPEAN PATENT APPLICATION

® Application number: 91303643.0

@ Date of filing: 23.04.91

@ Priority: 03.05.90 US 519187

@ Date of publication of application:
06.11.91 Bulletin 91/45

@ Designated Contracting States:
DE FR GB

® Applicant: Hewlett-Packard Company
Mall Stop 20 B-O, 3000 Hanover Street
Palo Alto, California 94304 (US)

® Automatic discovery of network elements.

® Int. C1.5
: H04L 12/24

@ Inventor: Wu, Jeff C.
2630 Wapiti Road
Fort Collins, Colorado 80525 (US)

® Representative: Colgan, Stephen James et al
CARPMAELS & RANSFORD 43 Bloomsbury
Square
London WC1A ~RA (GB)

N
o
~

It)
It)
~

o
Q.
W

® Disdosed is a computer network node discovery system that provides a general way of discovering
network elements. or nodes. connected to a computer network, and a specific algorithm for discovering
nodes oonnected to a TCPIIP network. using the SNMP protocol available within the TCPIIP network
software. Some nodes on a network. called discovery agents. can convey knowledge of the existence of
other nodes on the network. The network discovery system queries these agents and obtains the
information they have about other nodes on the network. It then queries each of the nodes obtained to
determine if that node is also a discovery agent. In this manner, most of the nodes on a network can be
discovered. The process of querying disoovery agents to obtain a list of nodes known to the discovery
agents is repeated at timed intervals to obtain information about nodes that are not always active. In a
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address translation table is used to obtain both the IP and the physical address of other nodes on the
network. These nodes are then queried to obtain additional information. After all the nodes on a
network are discovered, the list of nodes is written to a database where it can be displayed by the
network manager or other users of the network.
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EP 0 455 402 A2 2

FIELD OF THE INVENTION

This invention relates to computer systems and
more parlicularty to computer networks that intercon
nect computers. Even more particularly, the invention
relates to determining the nodes connected to a net
worle

BACKGROUND OF THE INVENTION

Computer networks are collections of hardware
and software that connect computers and allow them
to send information from one computer to another
electronically. A computer network is comprised of the
physical hardware connections between the various
computers, for example telephone lines or a coax
cable. and the software used to send and receive data
and to route the data to the selected computer on the
network.

A local area network (LAN) is a network connec
tion between computers in close proximity, typically
less than one mile, and usually connected by a single
cable such as coax cable. A wide area network (WAN)
is a network'of computers located at longer distances,
often connected by telephone lines or satellite links.
Network software may sometimes be used with both
types of networks. For example, a popular network is
the Department of Defense intemetworking protocol
suite, known as Transmission Control Protocolllnter
net Protocol (TCPIIP). This system was originally

. developed by the Defense Advanced Research Pro
jects Agency (DARPA) and has now been widely dis
tributed to Universities and industry.

When a network is fast growing, that is, network
elements or nodes are being added frequently, a net
work administrator may not know all of the nodes con
nected to the network. Also, a network administrator
new to his or her job may not be familiar with the nodes
on the network. Determining the nodes manually is a
difficult problem. The administrator may contact all
the users of the network known to the administrator,
however, infrequent users may be forgotten and not
contacted. Also, if a node is connected to the network,
but not active because the computer is not powered
up or is inoperative, that node may not be included in
the list. In a very short local area network, a network
administrator may physically trace the cable of the
network to determine which nodes are located on the
network. However, since longer local area networks
can extend as far as a mile, through many floors and
offices within a building, physical tracing may be
impossible. In a wide area network, physical tracing is
almost always impossible.

For some commonly used networks, special
equipment can be purchased that will determine the
nodes located on the network and the distance be
tween them. This equipment, called a probe, is often
limited by the other components of the network, how-

ever. For example, in a local area network, a repeater
unit may be used to extend the effective distance of
the local area network to a distance greater than is
capable with a single cable. A repeater unit amplifies

5 signals, and therefore will not allow a probe to deter
mine the location of nodes beyond the repeater.

Other units connected to the network may
obscure nodes. For example a bridge unit connects
two similar networks but only passes messages that

10 are being sent from a node on one side of the bridge
to a node on the other side of the bridge. It will not
pass messages between nodes on the same side, in
order to reduce the traffic on the other side of the
bridge. A bridge will prevent a probe from determining

15 the nodes on the other side of the bridge. A gateway
is a unit that connects dissimilar networks to pass
messages. Because a gateway may have to reformat
a message to accommodate a different network pro
tocol, it will prevent a probe from finding nodes

20 beyond the gateway.
There is need in the art then for a method of deter

mining the nodes on a local area network. There is
further need in the art for determining such nodes

- without the use of special equipment. A still further
25 need is for a method that will determine which nodes

are located beyond the repeater units, bridges, and
gateways on a network.

SUMMARY OF THE INVENTION
30

It is 'an object of the present invention to provide
a method of determining the elements or nodes con
nected to a network.

It is another object of the invention to provide a
35 method of discovering network nodes on a TCP/IP

network.
Another object of the invention is to determine

which discovered nodes are discovery agents and
can convey knowledge of the existence of other

40 nodes on the network.
Another object is to query all discovery agents

and ask for other nodes on the network
A further object is to query all TCPIIP nodes to ret

rieve the address translation table from the TCPIIP
45 node.

The above and other objects of the invention are
accomplished in a system which provides a general
way of discovering network elements, or nodes, and
a specific algorithm for discovering nodes within a

50 TCPIIP network, using a standard Simple Network
Management Protocol (SNMP), which is available
within the TCP/IP network.

Some nodes on a network can convey knowledge
of the existence of other nodes on a network, and are

55 called discovery agents. When a network contains
discovery agents. these agents can be queried to
obtain the information they have about other nodes on
the network. By obtaining a list of nodes from a single

3
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discovery agent, and querying each of the nodes
obtained to determine if it is also a discovery agent,
most of the nodes on a network can be discovered.

The Pfocess of querying discovery agents to
obtain a list of nodes known to be discovery agents, 5

must be repeated at timed intervals. At any given time
on a network, one or more nodes may not be respond-
ing to the network, either because it is inoperative. or
because it is not powered up. Therefore. if the discov-
ery process is attempted during this time, these 10

unava~able nodes will not be discovered. By repeat-
ing the discovery process over time at regular inter-
vals. additional nodes on a network can be
discovered.

In a TCPIlP network. discovery agents are nodes 15

that respond to queries for an address translation
table. Within TCPIlP network. every node will have an
internet protocol (IP) address. This address is a 32 bit
number and is unique to al/ nodes within the TCPIIP
network. Although the IP address is probably unique 20

to all nodes everywhere that use the TCPIlP protocol,
the physical address of a node on a particular network
will" be different from the IP address; For example,
some types of LANs use an 8 bit address, and can
therefore use the low order 8 bits of the IP address, 25

however. some other types of LANs use a 48 bit
address and cannot use the internet address. There-
fore. every node within a TCPIIP network must have
an address translation table which translates the IP
address to the physical address. The data from each 30

node's address translation table can be used to obtain
both the IP and the physical address of other nodes
on the networX. Again. as described in the above gen-
eral algorithm. the queries should be repeated at
timed intervals to insure that recently activated nodes 35

are discovered. Another reason for repeating the dis
covery process over timed intervals in a TCP/IP net-
worX is that some of the information within a node's
address translation table may be purged if the node
does not use the information after a period of time. 40

This purge is used to reduce the table size require
ments with in a node. By repeating the queries at timed
intervals, the greatest amount of translation table
information may be obtained.

45

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features. and
advantages of the invention will be better understood
by reading the following more particular description of 50

the invention. presented in conjunction with the fol
lowing drawings. wherein:

Fig. 1 shows a block diagram of the hardware of
the node that runs the process of the present
invention; 55

Fig. 2 shows a diagram of a typical computer
interconnection netwOl'k;
Figs. 3 through 5 show a hierarchy diagram of the

4

modules of the discovery system of the present
invention;
Fig. 6 shows a flowchart of the main module of the
invention;
Fig. 7 shows a flowchart of the self-seed module
of the invention;
Fig. 8 shows a flowchart of the process-node
module of the invention;
Fig. 9 shows a flowchart of the process-ping mod
ule of the invention;
Fig. 10 shows a flowchart of the process-IFIP
module of the invention;
Fig. 11 shows a flowchart of the store-IP module
of the invention;
Fig. 12 shows a flowchart of the store-IF module
of the invention;
Fig. 13 shows a flowchart of the invalidnode mod
ule of the invention;
Fig. 14 shows a flowchart of the findnode module
of the invention;
Fig. 15 shows a flowchart of the addnode module
of the invention;

-- .. Fig. 16 shows a flowchart of the process-AT mod
ule of the invention: and
Fig. 17 shows a flowchart of the store-AT module
of the invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

The following description is of the best presently
contemplated mode of carrying out the present inven
tion. This description is not to be taken in a limiting
sense but is made merely for the purpose of describ
ing the general principles of the invention. The scope
of the invention should be determined by referencing
the appended claims.

Fig. 1 shows a block diagram of the computer
hardware that contains the discovery system of the
present invention. Referring now to Fig. 1. a computer
system 100 contains a processing element 102. The
processing element 102 communicates to other ele
ments within the computer system 100 over a system
bus 104. A keyboard 106 is used to input information
from a user of the system. and a display 108 is used
to output information to the user. A network interface
112 is used to interface the system 100 to a network
118 to allow the computer system 100 to act as a node
on a network. A disk 114 is used to store the software
of the discovery system of the present invention. as
well as to store the data base collected by the discov
ery system. A printer 116 can be used to provide a
hard copy output of the nodes of the network discov
ered by the discovery system. A main memory 110
within the system 100 contains the discovery system
120 of the present invention. The discovery system
120 communicates with in operating system 122 and
network software 124 to discover the nodes on the
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network 118.
Fig. 2 shows a diagram of a network. Referring

now to Fig. 2. a network 202 contains a node 206.
Node 206 contains the processor 100 (Fig. 1) which
contains the discovery system software of the present 5

invention. Node 206 is attached to a first network seg-
ment 118. The networ1< segment 118 is connected to
a repeater 212 which is connected to a second net-
work sequent 214. This second network system 214
has nodes 216 and 218 attached to it. A repeater. 10

such as repeater 212, allows network sequents to be
connected to allow a network to be extended over a
longer distance. An important characteristic of a repe-
ater is that there is no translation of data passing
through it That is. every message that is transmitted 15

on one network segment, will pass unchanged
through a repeater to the other network segment.
Therefore, any messages broadcast. for example, by
node 206 will be received by node 216 and node 218
after these messages pass through repeater 212. 20

Network segment 118 is also attached to a bridge
208 which connects it to a third network sequent 210.
A bridge will only pass messages that are being trans-

.. mitted from a node on one side ofthe bridge to a node
on the other side of the bridge. It will block messages 25

that are transmitted from a node on one side of the
bridge to a node on that same side of the bridge. This
characteristic reduces network traffic on various
sequents of a network.

Segment 118 is also attached to a router/gateway 30

220- which connects is to a fourth network segment
222. Routers are devices that connect network seg
ments which have similar characteristics. Gateways
are devices which connect networks having different
types of characteristics. For example. a gateway 35

might connect a local area network to a wide area net-
work.

Because bridges, routers, and gateways, must
process the messages sent over the network, they
also must contain information about which nodes are ·40

on the network. Therefore, bridges, routers, and gate-
ways are authoritative sources of information for
determining the nodes on the network. A protocol
defines the format of messages that are sent across
a network. One popular protocol is the Department of 45

Defense Intemetworking Protocol Suite. popularly
known-as TCPIIP. Because it was developed by the
Department of Defense, this protocol is Widely avail-
able and used extensively, particularly in a university
environment. Also, this suite of protocols is very popu- 50

lar on the UNIX operating system and has seen wide
distribution there. The internet protocol (IP) uses a
single thirty-two bit address for all nodes that can be
connected to the internet at any location. Physical
addresses within a particular type of network, are nor- 55

mally different from an IP address. If a network
address is very small, perhaps eight bits, it may be the
same as the low order eight bits of the IP address. If

5

a network address is large, for example, some LANs
use forty-eight bit addresses. it is impossible for these
addresses to correspond directly to IP addresses.
Therefore, both an IP address and a physical address
exist for each node on a network. Devices such as
routers, gateways. and bridges. which can send mes
sages from one network to another must be able to
translate between IP addresses and physical addres
ses. Therefore. these devices have translation tables
which allow them to translate between these two
types of addresses. By accessing these translation
tables, one of the nodes on a network can obtain infor
mation about the other nodes on the network. The
existence of these translation tables allow the method
of the present invention to perform its function.

A network probe 224 is also attached to the net
work 11 B. A network probe 224 is a device that assists
in locating defective nodes and assists in repairing
those nodes. Since it is a testing device. it mayor may
not be attached to a network at any given time. When
a probe is attached to a network, the discovery system
of the present invention can query the probe and use
information obtained from the probe to assist in dis-

-covering other nodes on the network. _-~

Figs. 3 through 5 show a hierarchy diagram of the
modules of the software of the present invention. Ref
erring now to Figs. 3 through 5, discovery module 302
is the main module of the system. Discovery calls self
seed block 304 to start the process of building a
database about the network, and it calls process
node block 306 to process information about each
node that it obtained from self-seed. Process-node
block 306 calls process-ping block 308 to query a
node on the network to determine if that node is
active. Process-node block 306 also calls process
IFIP block 310 for each IP address thatit obtains. Pro
cess-IFIP block 310 calls store-IP block 402 for each
IP address, and store-IP block 402 calls invalidnode
block 406. findnode block 408, and addnode block
410, for each IP address. For each IF entry (physical
address) received, process-IFIP block 310 calls
store-IF block 404. For each address translation table
entry. process-node block 306 calls process-AT block
312 which in tum calls store-AT block 502. Store-AT
block 502 calls invalidnode at block 504, find node
block 506. and addnode block 508.

Fig. 6 shows a flowchart of the discovery module
block 302 (Fig. 3). Referring now to Fig. 6. after entry
block 602 gets any options that the user wishes to
enter. Block 604 then initializes the database used to
permanently store the nodes, and loads node Iistfrom
existing entries in the database. If a database for the
network does not exist, the discovery system has the
ability to create that database. If a database ofthe net
work already exists. the discovery system will use the
node information which is already available in that
database to query other nodes within the system.

Block 606 then initializes domains. A domain
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defmes the limit beyond which the user of the discov
ery system does not wish to find nodes. That is, the
domain limits the range of the discovery process. This
limitation is necessary on large networks. to keep the
amount of processing to reasonable level. Further
more. a user usually is only interested in the nodes on
a particular network segment. or the network segment
connected by repeaters and possibly bridges.

Block 608 then calls Fig. 7 to self-seed the sys
tem. If no entries were available in the database. the
discovery system can self-seed by sending a broad
cast message and detennine who responds to that
message. After retuming from self-seed, block 610
points to the first node list entry. As discussed earlier.
the nod~ list will contain a list of the nodes already
known to the system. This list can be input from the
database. or the list can be started from self-seed
module. After pointing to the first entry. block 612
determines if there are more entries to process. If
there are no more entries to process. block 612 trans
fers to block 614 which will wait a predetennined
period oftime before reprocessing the entire node list.
Typically. block 614 will wait for approximately thirty
seconds. By reprocessing the node list periodically.
additional nodes can be discovered. This is because
a node may be inactive on the system at any given
time and might not be discovered by a single pass
through the network. By waiting and reprocessing the
node list. nodes that were inactive may now be active

.'and additional information can be obtained.
If more entries in the node list exist. block 612

transfers to block 616 to prOCess one of the nodes.
After processing that node, block 616 transfers to
block 618 which points to the next node list entry and
returns to block 612 to process the next node.

Fig..7 shows a flowchart for the self-seed block
304 (Fig. 3) which obtains initial information about
nodes on the network. Referring now to Fig. 7. after
entry. block 702 sends an SP broadcast request to all
nodes on the network. SNMP stands for Simple Net
worK Management Protocol. and is a part of the
TCPIlP network software. After sending the broadcast
request. block 702 transfers to block 704 which
receives SNMP messages from the nodes. If more
SNMP messages are available. block 704 transfers to
block 706 which adds a node to the node list for each
message received. In this manner. all nodes that are
currenUy active on the network can be queried to
obtain initial infonnation about the node. After all
SNMP messages have been received. block 704
returns to the caller.

Another way of self-seeding is to query the
address translation table for the node that is executing
the discovery system. This table will contain the
addresses of other nodes on the network. and these
addresses are then used to start the discovery pro
cess.

Fig. 8 is a flowchart ofthe process-node block 306

(Fig. 3). The process-node module of Fig. 8 is called
from the discovery module of Fig. 6 once for each
entry in the node list. Therefore. whin Fig. 8 is called.
the address of a single node is passed to it. Referring

5 now to Fig. 8. after entry. block 802 determines
whether the node is within a domain. As discussed
earlier. the domain defines the limits beyond which
the discovery program does not wish to discover new
nodes. If the node is within the domain, block 802

10 transfers to block 804 which calls the process-ping
module of Fig. 9 to determine whether the node is
active. After returning from Fig. 9. block 804 transfers
to block 806 to detennine whether the state of the
node has changed since the last infonnation was

15 obtained. That is, when the process-ping module
queries the node, it determines the state of the node
at the present time. This state is compared, in block
806. with the state of the node as it was known previ
ously in the database. If that state has changed. block

20 806 transfers to block 808 to store the new state in the
database. Control then returns to block 810 which
calls process-IFIP to retrieve the IF and IP tables from

- the node. Afterreturning.from Fig. 10, block 810 trans
fers to block 812 which determines whether the node

25 responded to an SNMP request. If the node did res
pond to the SNMP request. block 812 transfers to
block 814 which detennines whether the node is cur
rently in the database. If the node is not in the datab
ase. block 814 transfers to block 816 to add the node

30 to the database. Control then continues at block 818
which calls Fig. 16 to retrieve the address translation
table from the node. Control then returns to the caller.

Fig. 9 shows a flowchart of the process-ping mod
ule block 308 (Fig. 3). This module is called to deter-

35 mine whether a node is active on the network.
Referring now to Fig. 9. after entry block 902 deter
mines whether the ping interval has elapsed. The ping
interval is used to prevent a node from being queried
too often. If the ping interval has not elapsed, block

40 902 returns to the caller. If the ping interval has elap
sed, block 902 transfers to block 904 which sends an
ICMP-echo message to the node. The ICMP-echo
protocol is defined as a part of TCP/IP and is used to
cause the node to return an acknowledgement to a

45 message. Block 904 then transfers to block 906 which
determines whether a response has been received
from the other node. If a response has not been
received within a predetermined amount of time, typi
cally block 906 transfers to block 910 which sets a flag

50 to indicates that the node failed to respond. If the node
does respond. block 906 transfers to block 908 which
sets a flag to indicate that the node did respond and
then block 912 sets a new ping interval which will pre
vent the node from being pinged for the period of the

55 interval. The ping interval is typically five minutes.
Block 912 then returns to the caller.

Fig. 10 shows a flowchart of the process-IFIP
module block 310 (Fig. 3). The IF and IP tables are
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available in a node to define the translation of physical
addresses to IP addresses. The infonnation is avail
able as two different tables. with an index contained
in the IF table to cross-reference to the IP table within
the node. By obtaining these two tables, the discovery
system can determine what the other interfaces to
which a node is connected, and therefore determine
other networks to which the node is connected. Ref
erring now to Fig. 10, after entry, block 1002 deter
mines whether the IFIP interval has elapsed. The IFIP
interval is similar to the ping interval described with
respect to Fig. g, and is used to keep a node from
being queried too often. If the IFIP interval has not
elapsed, block 1002 returns to the caller. If the IFI P
has elapsed, block 1002 transfers to block 1004 which
sends an SNMP message to request the node to send
its next IP table entry to the discovery node. When an
entry is received, block 1006 calls store-IP module of
Fig. 11 to store the node within the node list. Block
1007 then transfers back to block 1004 if more IP
entries are available. After all the entries are all stored
in the node list, block 1007 transfers to block 1008
which sets a new IFIP interval oftypically greater than

-10 hours. Block 1010 then sends an SNMP message
to request that the node send its next IF table entry to
the discovery node. When an IF table entry is
received, block 1012 calls the store-IF module of Fig.
12. Block 1014 then transfers back to block 101 if
more entries are available. After receiving and storing
all the IF table entries, block 1014 returns to the caller.
Each IF table entry contains an index into the IP table.
By using this index, physical addresses in the IF table
can be matched with the IP address.

Fig. 11 shows a flowchart of the store-IP process
block 402 (Fig. 4). Referring now to Fig. 11, after entry
block 1102 calls Fig. 14 to find the node in the node
list. The node will be found ifthe discovery system has
already encountered this node in its process. Block
1304 then determines whether the node exists. and if
the node does not exist, block 1104 transfers to block
1106 which calls Fig. 13 to determine whether the
node is valid. Block 1108 then determines if the node
is valid and if it is valid, block 1108 transfers to block
1110 to add the node to the node list. After adding the
node, or if the node already existed, control goes to
block 1112 which updates the state infonnation about
the node. After updating the node state information or
if the node was not valid, Fig. 11 returns to the caller.

Fig. 12 is a flowchart of the store-IF process of
block 404 (Fig. 4). This module is called for each table
entry in the IF table received from a node. Referring
now Fig. 12, after entry, block 1202 finds the IP index
within the IF record. As described earlier, each IF
table entry will have a corresponding IP table entry,
and the IP e.ntry is referenced by an index value con
tained in the IF entry. Block 1204 then detennines
whether a matching IP record exists. If a matching IP
record does exist, block 1204 transfers to block 1206

which moves the physical address from the IP record
to the node record in the node Iisl Block 1208 then
updates any state infonnation in the node record.
After updating the state infonnation, or if there were

5 no matching IP record, Fig. 12 returns to its caller.
Fig. 13 shows a flowchart of the invalidnode mod

ule block 406 (Fig. 4). Referring now Fig. 13, after
entry, block 1302 determines whether the address of
the node is simply the loopback address of another

10 node. Each node has a loopback address associated
with it for use in testing the node. Because the loop
back address refers to the same node, no additional
information can be obtained from that node and the
loopback address is never stored as a node address.

15 If the IP address is not equal to the loopback address,
block 1302 transfers to block 1304 to detennine
whether the node is within the domain. As described
earlier, the domain is used to determine the limits
beyond which the discovery system will not attempt to

20 discover new nodes. If the node is within the domain,
block 1304 transfers to block 1306 which returns an
indication that the node is valid. If the node is not
within the domain or if the IP address equals the loop

,back address, control transfers to .block 1308i;which
25 returns an error indication indicating that node is not

valid. Control then retums to the caller.
Fig. 14 is a flowchart of the find node module block

408 (Fig. 4). The module is used to find a node within
the node list. Referring now Fig. 14, after entry, block

30 1402 gets the node list entry. Block 1404 thEm deter
mines whether the IP- address matches the entry in
the list. If a match does occur, block 1404 transfers to
block 1408 which retums an indication that the node
is in the node list. If the IP address does not match,

35 block 1404 transfers to block 1406 which gets the next
node list entry and block 1410 then determines
whether the end of table has been reached. If the end
of the list has not been reached, block 1410 transfers
back to block 1404 to check the entry justfound.lfthe

40 end of the list has occurred, block 1410 transfers to
block 1412 which returns an error indication indicating
that the node is not in the node list.

Fig. 15 shows a flowchart of the process of adding
a node to the node list. Referring now to Fig. 15, after

45 entry, block 1502 performs a hash operation on the IP
address to create a pointer into the node list. Block
1504 then allocates memory for a node record, and
block 1506 stores the data available for the node into
the node record at the location pointed to by the

50 hashed IP address. Block 1506 then returns to the cal
ler.

Fig. 16 shows a flowchart of the process-AT mod
ule of block 312 (Fig. 3). This module is called by the
process-node module for each entry in the node list.

55 Referring now to Fig. 16, after entry, block 1602 deter
mines whether the AT interval has expired. The AT
interval is used to prevent a node from being polled
too frequently. If the AT interval has not expired, block

7
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1602 simpty retums to the caller. If the AT interval has
expired, block 1602 transfers to block 1604 which
sends an SNMP message to request that the node
send its next address translation table entry to the dis
covery node. When an entry is received, block 1606
is called to store the table entry. Block 1607 then
transfers back to block 1604 if more table entries are
available. After storing all the table entries, block 1607
transfers to block 1608 which updates the node's
state information in the node list. Block 1610 then sets
a new AT interval, typically fifteen seconds. and
returns to the caner.

Fig. 17 shows a flowchart of the store-AT module
of block 502 (Fig. 5). Referring now to Fig. 17, after
entry, block 1702 calls the findnode module Fig. 14 to
determine whether the node is already in the node list.
If the node is in the node list, block 1704 transfers to
block 1712. If the node is not in the node list, block
1704 transfers to block 1706 which calls Fig. 13 to
determine whether the node is a valid node. If the
node is not valid. block 1708 returns to the caller. Ifthe
node is valid. block 1708 transfers to block 1710

. which calls Fig. 15 to add the node to the node list.
After adding the node to the node list. or if the node
already existed, control to transfers block 1712 which
updates the state information about the node in the
node list before retuming to the caller.

In addition to querying nodes on the network, the
discovery system can also query any network probes
that may be attached to the network. Information
about other nodes on the network can be obtained
from these probes. and the discovery system can use
this information to assist in discovering other nodes
on the network.

Having thus desaibed a presently preferred
embodiment of the present invention, it will now be
apprec1ated that the objects of the invention have
been fully achieved, and it will be understood by those
stdUed in the art that many changes in construction
and circuitry and widely differing embodiments and
applications of the invention will suggest themselves
without departing from the spirit and scope of the pre
sent invention. The disclosures and the description
herein are intended to be illustrative and are not in any
sense limiting of the invention, more preferably
defmed in scope by the following claims.

Claims

1. A computer network node discovery process
(120) f04" determining nodes (206, 216, 218) con
nected to a computer network (118), said process
(120) oomprising the steps of:

(8) obtaining (306), from one node of a set of
known nodes on said computer network (118).
a list of addresses of one or more other nodes
with which said one node communicates;

(b) repeating step (a) for each of said other
nodes obtained; and
(c) storing said list of node addresses in a file
(808); whereby said list of node addresses

5 may be displayed to a user of said computer
network.

2. The process of claim 1 further comprising the step
of:

10 (d) repeating steps (a) through (c) at regular
time intervals.

3. The process of claim 2 further comprising the step
of:

15 (a1) obtaining from each bridge unit (208) con
nected to said network (118) a list of addres
ses of all nodes accessible by said bridge unit
(208).

20 4. The process ofclaim 3 further comprising the step
of:

(a2) obtain ing from each router unit (220) con
nected to said network (118) a list of addres
ses of all nodes accessible by said router unit

25 (220).

··5. The process of claim 4 further comprising the step
of:

(a3) obtaining from each gateway unit (220)
30 connected to said network (118) a list of

addresses of all nodes accessible by said
gateway unit (220).

6. The process of claim 5 further comprising the step
35 of:

(a4) obtaining from any network probe device
(224) connected to said networ1< (118) a list of
addresses of all nodes known to said network
probe device (224).

40

7. A computer networ1< node discovery process
(120) for determining nodes connected to a
TCpnp computer networ1< (118), said process
comprising the steps of:

45 (a) obtaining (306), from one node of a set of
known nodes on said computer networ1<. an
address translation table containing a list of
addresses of other nodes with which said one
node communicates;

50 (b) repeating step (a) for each of said other
nodes in said address translation table;
(c) storing said list of nodes in a file (808); and
(d) repeating steps (a) through (c) at regular
time intervals.

55
8. The process of claim 7 further comprising the

steps of:
(a1) obtaining from each bridge unit(208) con-

8 FH_000213
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nected to said network (118) an address
translation table containing a list of addresses
of nodes accessible from said bridge unit
(208);
(a2) obtaining from each router unit (220) con- 5

nected to said network (118) an address
translation table containing a list of addresses
of nodes accessible from said router unit
(220);
(a3) obtaining from each gateway unit (220) 10

connected to said network (118) an address
translation table containing a list of addresses
of nodes accessible from said gateway unit
(220);
(a4) obtaining from any network probe 15

devices (224) attached to said network (118)
a list of addresses of all nodes known to said
network probe (224); and
(a5) obtaining from each node in said network
(118) an interface table and an internet pro- 20

tocol table which defines other networks and
nodes to which said node is connected.

9; A computer network node -discovery process
(120) for detennining nodes connected to a com- 25

puter network (118), said process comprising the
steps of:

(a) sending a general response message
(307) to all nodes on said network;
(b) creating a node list (410) containing the 30

address of each node responding to said gen-
eral response message;
(c) obtaining (306), from each node in said
node list, a second list of addresses of other
nodes with which said node communicates; 35

(d) adding each node (410) in said second list
to said node list;
(e) repeating steps (c) through (d) for each of
said nodes in said second list;
(f) storing said node list in a file (808); and 40

(g) repeating steps (a) through (f) at regular
time intervals.

10. The process of claim 9 further comprising the
steps of: 45

(c1) obtaining from each bridge unit (208) con
nected to said network (118) a list of addres-
ses of all nodes accessible by said bridge unit
(208);
(c2) obtaining from each router unit (220) con- 50

nected to said network (118) a list of addres- .
ses of all nodes accessible by said router unit
(220);
(c3) obtaining from each gateway unit (220)
connected to said network (118) a list of 55

addresses of all nodes accessible by said
gateway unit (220); and .
(c4) obtaining from any network probe devices

9

(224) attached to said network (118) a list of
addresses of all nodes known to the network
probe (224).
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® Disclosed is a computer network node dis
-covery system (-120) that provides a general way

of discovering network elements, or nodes
(100), connected to a computer network (118),
and a specific algorithm for discovering nodes
connected to a TCP/IP network, using the
SNMP protocol available within the TCP/IP net
work software. Some nodes on a network, cal
led discovery agents, can convey knowledge of
the existence of other nodes on the network.
The network discovery system queries these
agents and obtains the information they have
about other nodes on the network. It then
queries each of the nodes obtained to deter
mine if that node is also a discovery agent In
this manner, most of the nodes on a network
can be discovered. The process of querying
discovery agents to obtain a list of nodes known
to the discovery agents is repeated at timed
intervals to obtain information about nodes that
are not always active. In a TCPIIP network,
discovery agents are nodes that respond to
queries for an address translation table which
translates internet protocol (IP) addresses to
physical addresses. The data from each node's
address translation table is used to obtain both
the IP and the physical address of other nodes
on the network. These nodes are then queried
to obtain additional information. After all the
nodes on a network are discovered, the list of
nodes is written to a database where it can be
displayed by the network manager or other
users of the network.
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NETWORK MONITORING
Background of the Invention

The invention relates to monitor~ng and managing

communication networks for computers.

5 Todays computer networks are large complex systems

with many components from a large variety of vendors.

These networks often span large geographic areas ranging
from a campus-like setting to world wide networks. While

the network itself can be used by many different types of

10 organizations, the purpose of these networks is to move

information between computers. Typical applications are

electronic mail, transaction processing, remote database,

query, and simple file transfer. Usually, the

organization that has installed and is running the

" 15 network -needs the network -to be running properly in order
to operate its business. Since these networks are
complex systems, there are various controls provided ~y

the different equipment to control and manage the

network. Network management is the task of planning,

20 engineering, securing and operating a network.

To manage the network properly, the Network

Manager has some obvious needs. First, the Network

Manager must trouble shoot problems. As the errors
develop in a running network, the Network Manager must

25 have some ·tools that notify him of the errors and allow
him to diagnose and repair these errors. Second, the

Network Manager needs to configure the network in such a

manner that the network loading characteristics provide

the best service possible for the network users. To do

30 this the Network Manager must have tools that allow him
visibility into access patterns, bottlenecks and general
loading. With such data, the Network Manager can

reconfigure the network components for better service.
There are many different components that need to

35 be managed in the network. These elements can be, but
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are not limited to: routers, bridges, PC's, workstations,

minicomputers, supercomputers, printers, file servers,
switches and pbx's. Each component provides a protocol

for reading and writing the management variables in the

5 machine. These variables are usually defined by the

component vendor and are "usually referred to as a

Management Information Base (MIB). There are some

standard MIB's, such as the IETF (Internet Engineering

Task Force) MIB I and MIB II standard definitions.

~o Through the reading and writing of MIB variables,

software in other computers can manage or control the

component. The software in the component that provides

remote access to the MIB variables is usually called an

agent. Thus, an indiyidual c~arged ~ith the
~5 responsibility of managing a large network often will use

various tools to manipUlate the MIB's of various agents

on the network.
Unfortunately, the standards for accessing MIBs

are not yet uniformly provided nor are the MIB

20 definitions complete enough to manage an entire network.

The Network Manager must therefore use several different

types of computers to access the agents in the network.

This poses a problem, since the errors occurring on the

network will tend to show up in different computers and
25 the Network Manager must therefore monitor several

different screens to determine if the network is running

properly. Even when the Network Manager is able to

accomplish this task, the tools available are not
sufficient for the Network Manager to function properly.

30 Furthermore, there are many errors and loadings on

the network that are not reported by agents. Flow

control problems, retransmissions, on-off segment

loading, network capacities and utilizations are some of

the types of data that are not provided by the agents.

•
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Simple needs like char~ing each user for actual network

usage are impossible.
SUmmary of the Invention

In general, in one aspect, the invention features

5 monitoring communications which occur in a network of

nodes, each communication being effected by a

transmission of one or more packets among two or more
communicating nodes, each communication complying with a

predefined communication.protocol selected from among

10 protocols available in the network. The contents of

packets are detected passively and in real time,

communication information associated with mUltiple

protocols is derived from the packet contents.

Preferred embodiments of the invention include the

- ". --15 following features. ··The communication· information ."

derived from the packet contents is associated with

multiple layers of at least one of the protocols.

In general, in another aspect, the invention
features monitoring communication dialogs which occur in

20 a network of nodes, each.dialog being effected by a

transmission of one or more packets among two or more

communicating nodes, each dialog complying with a

predefined communication protocol selected from among

protocols available in the network. Information about

25 the states of dialogs occurring in the" network and which

comply with different selected protocols available in the
network is derived from the packet contents.

Preferred embodiments of the invention include the

following features. A current state is maintained for

• 30 each dialog, and the current state is updated in response
to the detected contents of transmitted packets. For

~ each dialog, a history of events is maintained based on

information derived from the contents of packets, and the

history of events is analyzed to derive information about
35 the dialog. The analysis of the history includes
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counting events and gathering statistics about events'

The history is monitored for dialogs which are inactive,

and dialogs which have been inactive for a predetermined

period of time are purged. For example, the current

5 state is updated to data state in response to observing

the transmission of at least two data related packets

from each node. Sequence numbers of data related packets
stored in the history of events are analyzed and

retransmissions are detected based on the sequence

10 numbers. The the current state is updated based on each

new packet associated with the dialog; if an updated

current state cannot be determined, information about

prior packets associated with the dialog is consulted as

an aid in Updating the state. The history of events may

15 be searched to identify the initiator of a dialog.

The full set of packets associated with a dialog

up to a point in time completely define a true state of
the dialog at that point in time, and the step of

Updating the current state in response to the detected

20 contents of transmitted packets includes generating a
current state (e.g., "unknown ll ) which may not conform to

the true state. The current state may be updated to the

t~e state based on information about prior packets

t~ansmitted in the dialog.

25 Each communication may involve multiple dialogs

corresponding to a specific protocol. Each protocol
layer of the communication may be parsed and analyzed to

isolate each dialog and statistics may be kept for each
dialog. The protocols may include a connectionless-type

30 protocol in which the state of a dialog is implicit in

transmitted packets, and the step of deriving information

about the states of dialogs includes inferring the states

of the dialogs from the packets. Keeping statistics for

protocol layers may be temporarily suspended when parsing

•

•
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and statistics gathering is not rapid enough to match the

rate of packets to be parsed.
In general, in another aspect, the invention

features monitoring the operation of the network with

5 respect to specific items of performance during normal

operation, generating a model of the network based on the

monitoring, and setting acceptable threshold levels for

the specific items of performance based on the model. In

preferred embodiments, the operation of the network is

10 monitored with respect to the specific items of

performance during periods which may include abnormal

operation.
In general, in another aspect, the invention

features the combination of a monitor connected to the

. ···15 network medium for passively I and in realtime,

monitoring transmitted packets and storing information

about dialogs associated with the packets, and a

workstation for receiving the information about dialogs
from the monitor and providing an interface to a user. In

20 preferred embodiments, the workstation includes means for
enabling a user to observe events of active dialogs.

In general, in another aspect, the invention
features apparatus for monitoring packet communications

in a network of nodes in which communications may be in

25 accordance with multiple protocols. The apparatus

includes a monitor connected to a communication medium of
the network for passively, and in real time, mon~toring

transmitted packets of different protocols and storing
information about communications associated with the

30 packets, the communications being in accordance with

different protocols, and a workstation for receiving the

information about the communciations from the monitor and

providing an interface to a user. The monitor and the

workstation include means for relaying the information
35 about multiple protocols with respect to communication in
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the different protocols from the monitor to the

workstation in accordance with a single common network

management protocol.
In general, in another aspect, the invention

5 features diagnosing communication problems between two

nodes in a network of nodes interconnected by links. The

operation of the network is monitored with respect to

specific items of performance during normal operation. A

model of normal operation of the network is generated

10 based on the monitoring. Acceptable threshold levels are

set for the specific items of performance based on the

model. The operation of the network is monitored with

respect to the specific items of performance during

-. periods whic~ may includ~ abnormal operation. When
15 abnormal operation of the network with respect to

communication between the two nodes is detected, the

problem is diagnosed by separately analyzing the

performance of each of the nodes and each of the links

·connecting the ··two ·nodes to isolate the ·abnormal

20 operation.

In general, in another aspect, the invention

features a method of timing the duration of a transaction
of interest occurring in the course of communication

between nodes of a network, the beginning of the

25 transaction being defined by the sending of a first

packet of a particular kind from one node to the other,

and the end of the transaction being defined by the

sending of another packet of a particular kind between

the nodes. In the method, packets transmitted in the
30 network are monitored passively and in real time. The

beginning time of the transaction is determined based on

the appearance of the first packet. A determination is

made of when the other packet has been transmitted. The

timing of the duration of the transaction is ended upon

35 the appearance of the other packet.

•
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In general, in another aspect, the invention
features, tracking node address to node name mappings in

a network of nodes of the kind in which each node has a

possibly nonunique node name and a unique node address

5 within the network and in which node addresses can be

assigned and reassigned to node names dynamically using a

name binding protocol message incorporated within a
packet. In the method, packets transmitted in the

network are monitored, and a table linking node names to

10 node addresses is updated based on information contained

in the name binding protocol messages in the packets.

One advantage of the invention is that it enables

a network manager to passively monitor multi-protocol

networks at multiple layers of the communications. In
15 addition, it organizes and presents network performance

statistics in terms of dialoqs Which are occurring at any

desired level of the communication. This technique of

organizing and displaying network performance statistics
provides an effective and useful view of network

20 performance and facilitates a quick diagnosis of network

problems.

Other advantages and features will become apparent

from the following description of the preferred

embodiment and from the claims.

25 pescription of the Preferred Embodiments

Fig. 1 is a block diagram of a network;

Fig. 2 shows the layered structure of a network
communication and a protocol tree within that layered
environment;

30 Fig. 3 illustrates the structure of an
ethernet/IP/TCP packet;

• Fig. 4 illustrates the different layers of a

communication between two nodes;

Fig. 5 shows the software modules within the

35 Monitor;
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Fig. 6 shows the structure of the Monitor software

in terms of tasks and intertask communication mechanisms;

Figs. 7a-c show the STATS data structures which
store performance statistics relating to the the data

5 link layer;
Fig. 8 is a event/state table describing the

operation of the state machine for a TCP connection;
Fig. 9a is a history data structure that is

identified by a pointer found in the appropriate dialog

10 statistics data within STATS;

Fig. 9b is a record from the history table;

Fig. 10 is a flow diagram of the

Look_for_oata_State routine;

Fig. 11 is a .flow diagram of the

15 Look_for_Initiator routine that is called by the
Look_for_oata_State routine;

Fig. 12 is a flow diagram of the

Look_for_Retransmission routine which is called by the

Look_at~Historyroutine;

20 Fig. 13 is a diagram of the major steps in

processing a frame through the Real Time Parser (RTP);

Fig. 14 is a diagram of the major steps in the
processing a statistics threshold event;

Fig. 15 is a diagram of the major steps in the
25 processing of a database update;

Fig. 16 is a diagram of the major steps in the

processing of a monitor control request;

Fig. 17 is a logical map of the network as

displayed by the Management Workstation;
30 Fig. 18 is a basic summary tool display screen;

Fig. 19 is a protocol selection menu that may be

invoked through the summary tool display screen;

Figs. 20a-g are examples of the statistical

variables which are displayed for different protocols;
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Fig. 21 is an example of information that is
displayed in the dialogs panel of the summary tool

display screen;
Fig. 22 is a basic data screen presenting a rate

5 values panel, a count values panel and a protocols seen

panel;

Fig. 23 is a traffic matrix screen;
Fig. 24 is a flow diagram of the algorithm for

adaptively establishing network thresholds based upon

10 actual network performance;

Fig. 2S is a simple multi-segment network;

Fig. 26 is a flow diagram of the operation of the

diagnostic analyzer algorithm;

Fig. 27 is a flow diagram of the source node
15 analyzer algor i thm;

Fig. 28 is a flow diagram of the sink node

analyzer algorithm;

Fig. 29 is a flow diagram of the link analysis

loqic;

20 Fig. 30 is a flow diagram of the DLL problem

checking routine;
Fig. 31 is a flow diagram of the IP problem

checking routine;
Fig. 32 is a flow diagram of the IP link component

25 problem checking routine;
Fig. 33 is a flow diagram of the DLL link

component problem checking routine;
Fig. 34 shows the structure of the event timing

database;

30 Fig. 35 is a flow diagram of the operation of the
event timing module (ETM) in the Network Monitor;

Fig. 36 is a network which includes an Appletalk~

segment;
Fig. 37 is a Name Table that is maintained by the

35 Address Tracking Module (ATM);
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Fig. 38 is a flow diagram of the operation of the

ATMi and
Fig. 39 is a flow diagram of the operation of the

ATM.
5 Also attached hereto before the claims are the

following appendices:

Appendix I identifies the SNMP MIB subset that is

supported by the Monitor and the Management Workstation

(2 pages) i

10 Appendix II defines the extension to the standard

MIB that are supported by the Monitor and the Management

Workstation (25 pages);

Appendix III is a summary of the protocol

variables for which the Monitor gathers statistics and a

15 brief description of the variables, where appropriate (17

pages);
Appendix IV is a list of the Summary Tool Values

Display Fields with brief descriptions (2 pages); and

Appendix V is a description 'of 'the actual ,screens

20 for the Values Tool (34 pages).

structure and Operation

The Network:
A typical network, such as the one shown in Fig.

1, includes at least three major components, namely,

25 network nodes 2, network elements 4 and communication
lines 6. Network nodes 2 are the individual computers on

the network. They are the very reason the network

exists. They include but are not limited to workstations

(WS), personal computers (PC), file servers (FS), compute

30 servers (CS) and host computers (e.g., a VAX), to name

but a few. The term server is often used as though it

was different from a node, but it is, in fact, just a

node providing special services.

In general, network elements 4 are anything that

35 participate in the service of providing data movement in

•

•
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a network, i.e., providing the basic communications.
They include, but are not limited to, LAN's, routers,
bridges, gateways, multiplexors, switches and connectors.

Bridges serve as connections between different network

5 segments. They keep track of the nodes which are

connected to each of the segments to which they are

connected. When they see a packet on one segment that is
addressed to a node on another of their segments, they
grab the packet from the' one segment and transfer it to

10 the proper segment. Gateways generally provide

connections between different network segments that are
operating under different protocols and serve to convert

communications from one protocol to the other. Nodes

send packets to routers so that they may be directed over

15 the appropriate segments to the intended destination
node.

Finally, network or communication lines 6 are the

components of the network which connect nodes 2 and

ele.en~s 4 toqether so that communicatons between nodes 2
20 may take place. They can be private lines, satellite

lines or Public Carrier lines. They are expensive

resources and are usually managed as separate entities.

Often networks are organized into segments 8 that are

connected by network elements 4. A segment 8 is a

25 section of a LAN connected at a physical level (this may

include repeaters). Within a segment, no protocols at
layers above the physical layer are needed to enable

signals from two stations on the same segment to reach

each other (i.e., there are no routers, bridges,
30 gateways ••. ).

The Network Monitor and the Management Workstation:

In the described embodiment, there are two basic

elements to the monitoring system which is to be
described, namely, a Network Monitor 10 and a Management

FH_000246

SONY EXHIBIT 1027- Page 246



WO 92/19054

- ~2 -

PCT/US92102995

Workstation ~2. Both elements interact with each other

over the local area network (LAN).
Network Monitor ~o (referred to hereinafter simply

as Monitor ~O) is the data collection module which is

5 attached to the LAN. It is a high performance real time

front end processor which collects packets on the network

and performs some degree of analysis to search for actual

or potential problems and to maintain statistical
information for use in later analysis. In general, it

~o performs the following functions. It operates in a

promiscuous mode to capture and analyze all packets on

the segment and it extracts all items of interest from

the frames. It generates alarms to notify the Management

Workstation of the occurence of significant events. It

~5 receives commands from the Management Workstation,

processes them appropriately and returns responses.
Management Workstation ~2 is the operator

interface. It collects and presents troubleshooting and

performance information to the user. It is based on the

20 SUnNet Manager (SNM) product and provides a graphical

network-map-based interface and sophisticated data

presentation and analysis tools. It receives information

fr~m Monitor ~O, stores it and displays the information
i~.various ways. It also instructs Monitor ~o to perform

25 certain actions. Monitor ~O, in turn, sends responses
and alarms to Management Workstation ~2 over either the

primary LAN or a backup serial link ~4 using SNMP with

the MIS extensions defined later.

These devices can be connected to each other over

30 various types of networks and are not limited to

connections over a local area network. As indicated in

Fig. 1, there can be multiple Workstations ~2 as well as
mUltiple Monitors 10.

Before describing these components in greater

35 detail, background information will first be reviewed
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regarding communication protocols which specify how
communications are conducted over the network and

regarding the structure of the packets ..

The Protocol Tree:

5 As shown in Fig. 2, communication over the network

is organized as a series of layers or levels, each one

built upon the next lower one, and each one specified by

one or more protocols (represented by the boxes). Each

layer is responsible for handling a different phase of

10 the communication between nodes on the network. The

protocols for each layer are defined so that the services

offered by any layer are relatively independent of the

services offered by the neighbors above and below.

Although the identities and number of" layers may differ

15 "depending on the network (i~e., the protocol set defining
communication over the network), in general, most of them

share a similar structure and have features in common.

For purposes of the present description, the Open

Systems Interconnection (OSI) model will be presented as
20 representative of structured protocol architectures. The

OSI model, developed by the International organization

for Standardization, includes seven layers. As indicated

in Fig. 2, there is a physical layer, a data link layer

(DLL), a network layer, a transport layer, a session

25 layer, a presentation layer and an application layer, in

that order. As background for what is to follow, the
function of each of these layers will be briefly
described.

The physical layer provides the physical medium

30 for the data transmission. It specifies the electrical
and mechanical interfaces of the network and deals with
bit level detail. The data link layer is responsible for

ensuring an error-free physical link between the

communicating nodes. It is responsible for creating and

35 recognizing frame boundaries (i.e., the boundaries of the
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30

packets of data that are sent over the network.) The

network layer determines how packets are routed within
the network. The transport layer accepts data from the
layer above it (i.e., the session layer), breaks the

5 packets up into smaller units, if required, and passes
these to the network layer for transmission over the

network. It may insure that the smaller pieces all

arrive properly at the other end. The session layer is
the user's interface into the network. The user must

10 . interface with the session layer in order to negotiate a

connection with a process in another machine. The
presentation layer provides code conversion and data
reformatting for the user's application. Finally, the
application layer selects the overall network service for

15 the user's application.
Fig. 2 also shows the protocol tree which is

implemented by the described embodiment. A protocol tree
shows the protocols that apply to each layer and it
identifies by the .tree .structure which.protocols at each

20 layer can run "on top of" the protocols of the next lower
layer. Though standard abbreviations are used to
identify the protocols, for the convenience of the
reader, the meaning of the abbreviations are as follows:

ARP Address Resolution Protocol
25 ETHERNET Ethernet Data Link Control

FTP File Transfer Protocol
ICMP Internet Control Message Protocol
IP Internet Protocol
LLC 802.2 Logical Link Control
MAC 802.3 CSMA/CD Media Access Control
NFS Network File System
NSP Name Server Protocol

•

35

RARP Reverse Address Resolution Protocol
SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
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TCP Transmission control Protocol

TFTP Trivial File Transfer Protocol

UDP User Datagram Protocol
Two terms are commonly used to describe the protocol

5 tree, namely, a protocol stack and a protocol family (or

suite). A protocol stack generally refers to the

underlying protocols that are used when sending a message

over a network. For example, FTP/TCP/IP/LLC is a
protocol stack. A protocol family is a loose association

10 of protocols which tend to be used on the same network

(or derive from a common source). Thus, for example, the

TCP/IP family includes IP, TCP, UDP, ARP, TELNET and FTP.

The Decnet family includes the protocols from Digital

Equipment Corporation. And the SNA family includes the
.. _15 - protocols from .IBM.

The Packet:

The relevant protocol stack defines the structure

of each packet that is sent over the network. Fig. 3,
which shows an TCP/IP packet, illustrates the typical

20 structure of a packet. In general, each level of the

protocol stack takes the data from the next higher level

and adds header information to form a protocol data unit
(PDU) which it passes to the next lower level. That is,

as the data from the application is passed down through

25 the protocol layers in preparation for transmission over

the network, each layer adds its own information to the
data passed down from above until the complete packet is
assembled. ThUS, the structure of a packet ressembles

that of an onion, with each PDU of a given layer wrapped

30 within the PDU of the adjacent lower level.

At the ethernet level, the PDU includes a

destination address (DEST MAC ADDR), a source address

(SRC MAC ADDR), a type (TYPE) identifying the protocol
which is running on top of this layer, and a DATA field

35 for the PDU from the IP layer.
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Like the ethernet packet, the POU for the IP layer

includes an IP header plus a DATA field. The IP header

includes a type field (TYPE) for indicating the type of

service, a length field (LGTH) for specifying the total
5 length of the PDU, an identification field (IO), a

protocol field (PROT) for identifying the protocol which

is running on top of the IP layer (in this case, TCP), a

source address field (SRC ADDR) for specifying the IP

address of the sender, a.destination address field (DEST

~o ADDR) for specifying the IP address of the destination

node, and a DATA field.

The PDU built by the TCP protocol also consists of

a header and the data passed down from the next higher

layer. In this case the header includes a source port

~5 field (SRC PORT) for specifying the port number "of the

sender, a destination port field (OEST PORT) for

specifying the port number of the destination, a sequence

number field (SEQ NO.) for specifying the sequence number

"of the data that isbeinq sent in this packet, and an

20 acknowledgment number field (ACK NO.) for specifying the

number of the acknowledgment being returned. It also

includes bits which identify the packet type, namely, an

a~J:en0wledgment bit (ACK), a reset connection bit (RST), a

synchronize bit (SYN), and a no more data from sender bit

25 (FIN). There is also a window size field (WINDOW) for

specifying the size of the window being used.

The Concept of a Dialog:

The concept of a dialog is used throughout the

following description. As will become apparent, it is a

30 concept which provides a useful way of conceptualizing,

organizing and displaying information about the

performance of a network - for any protocol and for any

layer of the multi-level protocol stack.

As noted above, the basic unit of information in

35 communication is a packet. A packet conveys meaning
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between the sender and the receiver and is part of a

larger framework of packet exchanges. The larger
exchange is called a dialog within the context of this
document. That is, a dialog is a communication between a

5 sender and a receiver, which is composed of one or more

packets being transmitted between the two. There can be

multiple senders and receivers which can change roles.
In fact, most dialogs involve exchanges in both

directions.

10 Stated another way, a dialog is the exchange of

messages and the associated meaning and state that is

inherent in any particular exchange at any layer. It

refers to the exchange between the peer entities

(hardware or software) in any communication. In those

.. 15. situations where there is .a .layering of protocols, any

particular message exchange could be viewed as belonging

to mUltiple dialogs. For example, in Fig. 4 Nodes A and

B are exchanging packets and are engaged in mUltiple
dialogs. Layer 1 in Node A has a dialog with Layer 1 in

20 Node B. For this example, one could state that this is

the data link layer and the nature of the dialog deals

with the message length, number of messages, errors and
perhaps the guarantee of the delivery. Simultaneously,
Layer n of Node A is having a dialog with Layer n of node

25 B. For the sake of the example, one could state that.

this is an application layer dialog which deals with
virtual terminal connections and response rates. One can

also assume that all of the other layers (2 through n-1)

are also having simultaneous dialogs.

30 In some protocols there are explicit primitives
that deal with the dialog and they are generally referred
to as connections or virtual circuits. However, dialogs
exist even in stateless and connectionless protocols.

Two more examples will be described to help clarify the

35 concept further, one dealing with a connection oriented
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protocol and the other dealing with a connectionless

protocol.
In a typical connection oriented protocol, Node A

sends a connection request (CR) message to Node B. The
5 ' CR is an explicit request to form a connection. This is

the start of a particular dialog, which is no different

from the start of the connection. Nodes A and B could

have other dialogs active simultaneously with this

particUlar dialog. Each dialog is seen as unique. A

1.0 connection is a particular type of dialog.

In a typical connectionless protocol, Node A sends

Node B a message that is a datagram Which has no

connection paradigm, in fact, neither do the protocol(s)

at higher layers. The application protocol designates
1.5 this as a reqUest to initiate some action. For-'example,

a file server protocol such as Sun Microsystems' Network

File System (NFS) could make a mount request. A dialog

comes into existence once the communication between Nodes

. ~ and B has begun. It is possible .to determine that

20 communication has occurred and to determine the actions

being requested. If in fact there exists more than one

communication thread between Nodes A and B, then these

.~ould represent separate, different dialogs.
Inside the Network Monitor:

25 Monitor 1.0 includes a MIPS R3000 general purpose

microprocessor (from MIPS Computer systems, Inc.) running

at 25 MHz. It is capable of providing 20 mips processing

power. Monitor 1.0 also includes a 64Kbyte instruction

cache and a 64Kbyte data cache, implemented by SRAM.
30 The major software modules of Monito~ 10 are

implemented as a mixture of tasks and subroutine

libraries as shown in Fig. 5. It is organized this way

so as to minimise the context switching overhead incurred

during critical processing sequences. There is NO

35 PREEMPTION of any module in the monitor SUbsystem. Each
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module is cognizant of the fact that it should return

control to the kernel in order to let other tasks run.

since the monitor subsystem is a closed environment, the

software is aware of real time constraints.

5 Among the major modules which make up Monitor 10

is a real time kernel 20, a boot/load module 22, a driver

24, a test module 26, an SNMP Agent 28, a Timer module

30, a real time parser (RTP) 32, a Message Transport

Module (MTM) 34, a statistics database (STATS) 36, an

10 Event Manager (EM) 38, an Event Timing Module (ETM) 40

and a control module 42. Each of these will now be

described in greater detail.

Real Time Kernel 20 takes care of the general

housekeeping activities in Monitor 10. It is responsible

15 for schedulingi-handling intertask communications via

queues, managing a potentially large number of timers,

manipulating linked lists, and handling simple memory

management.

Boot/Load Module 22, which is FProm based, enables

20 Monitor 10 to start itself when the power is turned on in

the box. It initializes functions such as diagnostics,
and environmental initialization and it initiates down

loading of the Network Monitor Software including program

and configuration files from the Management Workstation.

25 Boot/load module 22 is also responsible for reloading

program and/or confiquration data following internal

error detection or on command from the Management

Workstation. To accomplish down loading, boot/load

module 22 uses the Trivial File Transfer Protocol (TFTP).

30 The protocol stack used for loading is

TFTP/UDP/IP/ethernet over the LAN and TFTP/UDP/IP/SLIP

over the serial line.

Device Driver 24 manages the network controller

hardware so that Monitor 10 is able to read and write

35 packets from the network and it manages the serial
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interface. It does so both for the purposes of

monitoring traffic (promiscuous mode) and for the

purposes of communicating with the Management Workstation

and other devices on the network. The communication

5 occurs through the network controller hardware of the

physical network (e.g. Ethernet). The drivers for the

LAN controller and serial line interface are used by the

boot load module and the MTM. They provide access to the

chips and isolate higher. layers from the hardware

10 specifics.

Test module 26 performs and reports results of

physical layer tests (TOR, connectivity, ••• ) under

control of the Management Workstation. It provides

traffic load information in response to user requests
15 identifying- the· particular--traffic data of interest. The

load information is reported either as a percent of

available bandwidth or as frame size(s) plus rate.

SNMP Agent 28 translates requests and information

into the .network management protocol being used to

20 communicate with the Management Workstation, e.g., the

Simple Network Management Protocol (SNMP).

Control Module 42 coordinates access to monitor

control variables and performs actions necessary when

t~ese are altered. Among the monitor control variables

25 which it handles are the following:

set reset monitor - transfer control to reset

logic;

set time of day - modify monitor hardware clock

and generate response to Management Workstation;

30 get time of day - read monitor hardware clock and
generate response to Workstation;
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set trap permit - send trap control ITM to EM and
generate response to Workstation;

get trap permit - generate response to

Workstation;

5 Control module 42 also updates parse control records

within STATS when invoked by the RTP (to be described) or
during overload conditions so that higher layers of

parsing are dropped unti~ the overload situation is

resolved. When overload is over it restores full
10 parsing.

Timer 30 is invoked periodically to perform

general housekeeping functions. It pulses the watchdog

timer at appropriate intervals. It also takes care of

internal time stamping and kicking off routines like the

15 EM routine which periodically recalculates certain

numbers within the statistical database (i.e., STATS).

Real Time Parser (RTP) 32 sees all frames on the
network and it determines which protocols are being used
and interprets the frames. The RTP includes a protocol

20 parser and a state machine. The protocol parser parses a

received frame in the "classical" manner, layer-by-layer,

lowest layer first. The parsing is performed such that
the statistical objects in STATS (i.e., the network

parameters for which performance data is kept) are
25 maintained. Which layers are to have statistics stored

for them is determined by a parse control record that is
stored in STATS (to be described later). As each layer

is parsed, the RTP invokes the appropriate functions in

the statistics module (STATS) to update those statistical

30 objects which must be changed.
The state machine within RTP 32 is responsible for

tracking state as appropriate to protocols and

connections. It is responsible for maintaining and
updating the connection oriented statistical elements in
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STATS. In order to track connection states and events,

the RTP invokes a routine within the state machine. This

routine determines the state of a connection based on

past observed frames and keeps track of sequence numbers.

5 It is the routine that determines if a connection is in

data transfer state and if a retransmission has occurred.

The objectives of the state machine are to keep a brief

history of events, state transitions, and sequence
numbers per connection; .to detect data transfer state so

10 that sequence tracking can begin; and to count

inconsistencies but still maintain tracking while falling

into an appropriate state (e.g. unknown).

RTP 32 also performs overload control by

determining the number of frames awaiting processing and

15 invoking control module 42 to update the parse control

records so as to reduce the parsing depth when the number

becomes too large.

Statistics Module (STATS) 36 is where Monitor 10

keeps informat~on·about the statistical objects it is

20 charged with monitoring. A statistical object represents

a network parameter for which performance information is
gathered. This information is contained in an extended

MIB (Management Information Base), which is updated by

.RTP 32 and EM 38.

25 STATS updates statistical objects in response to

RTP invocation. There are at least four statistical
object classes, namely, counters, timers, percentages

(%), and meters •. Each statistical object is implemented

as appropriate to the object class to which it belongs.

30 That is, each statistical object behaves such that when

invoked by RTP 32 it updates and then generates an alarm

if its value meets a preset threshold. (Meets means that

for a high threshold the value is equal to or greater

than the threshold and for a low threshold the value is
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equal to or less than the threshold. Note that a single

object may have both high and low thresholds.)
STATS 36 is responsible for the maintenance and

initial analysis of the database. This includes

5 coordinating access to the database variables, ensuring

appropriate interlocks are applied and generating alarms

when thresholds are crossed. Only STATS 36 is aware of
the internal structure of the database, the rest of the

system is not.

10 STATS 36 is also responsible for tracking events

of interest in the form of various statistical

reductions. Examples are counters, rate meters, and rate

of change of rate meters. It initiates events based on

particular statistics reaching configured limits, i.e.,

- 15 thresholds. The events are passed to the EM which sends

a trap (i.e., an alarm) to the Management Workstation.

The statistics within STATS 36 are readable from the

Management Workstation on request.
STATS performs lookup on all addressing fields.

20 It assigns new data structures to address field values

not currently present. It performs any hashing for fast

access to the database. More details will be presented

later in this document.

Event Manager (EM) 38 extracts statistics from

25 STATS and formats it in ways that allow the Workstation

to understand it. It also examines the various

statistics to see if their behavior warrants a
notification to the Management Workstation. If so, it

uses the SNMP Agent software to initiate such

30 notifications.
If the Workstation asks for data, EM 38 gets the

data from STATS and sends it to the Workstation. It also

performs some level of analysis for statistical,

accounting and alarm filtering and decides on further
35 action (e.g. delivery to the Management Workstation).
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EM 38 is a~so responsib~e for contro~ling the delivery of
events to the Management Workstation, e.g., it performs
event filtering. The action to be taken on receipt of an

event (e.g. threshold exceeded in STATS) is specified by
5 the event action associated with the threshold. The

event is used as an index to select the defined action

(e.g. report to workstation, run local routine xxxx,
ignore). The action can be modified by commands from the

~anagement Workstation (e.g., turn off an alarm) or by
10 the control module in an overload situation. An update

~o the event action, however, does not affect events
previously processed even if they are still waiting for

transmission to the Management Workstation. Discarded

events are counted as such by EM 38.

15 EM 38 also implements a throttie mechanism to
limit the rate of delivery of alarms to the console based
on configured limits. This prevents the rapid generation
of multiple alarms. In essence, Monitor 10 is given a

maximum. frequency at which.alarms may be sent to the

20 Workstation. Although alarms in excess of the maximum
frequency are discarded, a count is kept of the number of
alarms that were discarded.

EM 38 invokes routines from the statistics module
.(STATS) to perform periodic updates such as rate

25 calculations and threshold checks. It calculates time
averages, e.g.; average traffic by source stations,
destination stations. EM 38 requests for access to
monitor control variables are passed to the control
module.

30 EM 38 checks whether asynchronous traps (i.e.,
alarms) to the Workstation are permitted before
generating any.

EM 38 receives database update requests from the
Management Workstation and invokes the statistics module

35 (STATS) to process these.

.;,
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Message Transport Module (MTM) 34, which is DRAM

based, has two distinct but closely related functions.

First, it is responsible for the conversion of

Workstation commands and responses from the internal

5 format used within Monitor 10 to the format used to

communicate over the network. It isolates the rest of

the system from the protocol used to communicate within

Management Workstation. It translates between the

internal representation of data and ASN.l used for SNMP.

10 It. performs initial decoding of Workstation requests and

directs the requests to appropriate modules for
processing. It implements SNMP/UDP/IP/LLC or ETHERNET

protocols for LAN and SNMP/UDP/IP/SLIP protocols for

serial line. It receives network management commands

·15 from. the· Management Workstation and delivers these to the

appropriate module for action. Alarms and responses

destined for the Workstation are also directed via this

module.

Second, MTM 34 is responsible for the delivery and
20 reception of data to and from the Management Workstation

using the protocol appropriate to the network. Primary

and backup communication paths are provided transparently

to the rest of the monitor modules (e.g. LAN and dial up

link). It is capable of full duplex delivery of messages

25 between the console and monitoring module. The messages

carry event, configuration, test and statistics data.

Event Timing Module (ETM) 40 keeps track of the

start time and end times of user specified transactions
over the network. In essence, this module monitors the

30 responsiveness of the network at any protocol or layer

specified by the user.
Address Tracking Module 42 keeps track of the node

name to node address bindings on networks which implement

dynamic node addressing protocols.
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Memory management for Monitor 10 is handled in
accordance with following guidelines. The available
memory is divided into four blocks during system

initialization. One block includes receive frame
5 buffers. They are used for receiving LAN traffic and for

receiving secondary link traffic. These are organized as

linked lists of fixed sized buffers. A second block

includes system control message blocks. They are used

~or intertask messages within Monitor 10 and are
10 organized as a linked list of free blocks and mUltiple

linked lists of in process intertask messages. A third
block includes transmit buffers. They are used for

creation and transmission of workstation alarms and
responses and are organized as a linked list of fixed

15 sized buffers. A fourth block is the statistics. This
is allocated as a fixed size area at system

initialization and managed by the statistics module
during system operation.
Task structure of. Monitor;

20 The structure of the Monitor in terms of tasks and
intertask messages is shown in Fig. 6. The rectangular
blocks represent interrupt service routines, the ovals
~epresent tasks and the circles represent input queues.

. Each task in the system has a single input queue
25 which it uses to receive all input. All inter-process

communications take place via messages placed onto the
input queue of the destination task. Each task waits on

a (well known) input queue and processes events or inter

task messages (i.e., ITM 1 s) as they are received. Each
30 task returns to the kernel within an appropriate time

period defined for each task (e.g. after processing a
fixed number of events).

Interrupt service routines (ISR's) run on receipt
of hardware generated interrupts. They invoke task level
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processing by sending an ITM to the input queue of the

appropriate task.
The kernel scheduler acts as the base loop of the

system and calls any runnable tasks as subroutines. The

5 determination of whether a task is runnable is made from

the input queue, i.e., if this has an entry the task has
work to perform. The scheduler scans the input queues

for each task in a round robin fashion and invokes a task

with input pending. Eac~ task processes items from its

10 input queue and returns to the scheduler within a defined

period. The scheduler then continues the scan cycle of
the input queues. This avoids any task locking out

others by processing a continuously bUSy input queue. A

task may be given an effectively higher priority by

15 providing it-with multiple entries in the scan table.
Database accesses are generally performed using

access routines. This hides the internal structure of

the database from other modules and also ensures that
appropriate interlocks are applied to shared data.

20 The EM processes a single event from the input

queue and then returns to the scheduler.
The MTM xmit task processes a single event from

its input queue and then returns control to the

scheduler. The MTM Recv task processes events from the

25 input queue until it is empty or a defined number (e.g.

10) events have been processed and then returns control

to the scheduler.
The timer task processes a single event from the

input queue and then returns control to the scheduler.

30 RTP continues to process frames until the input
queue is empty or it has processed a defined number (e.g.
10) frames. It then returns to the scheduler.

The following sections contain a more detailed

description of some of the above-identified software

35 modules.
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The statistics Module (STATS):

The functions of the statistics module are:

* to define statistics records;

* to allocate and initialize statistics records;

5 * to provide routines to lookup statistics records,

e.g. lookup_id_addr;

* to provide routines to manipulate the statistics
within the records, e.g. stats_age, stats_incr and

stats rate;- \

10 * to provide routines to free statistics records,

e.g. stats_allocate and stats deallocate

It provides these services to the Real Time Parser

(RTP) module and to the Event Manager (EM) module.

STATS defines the database and it contains
15 subroutines for updating the statistics which it· keeps.

STATS contains the type definitions for all
statistics records (e.g. DLL, IP, TCP statistics). It

provides an initialization routine whose major function

is to allocate statistics records at startup from

20 cacheable memory. It provides lookup routines in order

to qet at the statistics. Each type of statistics record

has its own lookup routine (e.g. lookup_ip_address) which
returns a pointer to a statistics record of the
appropriate type or NULL.

25 As a received frame is being parsed, statistics

within statistics records need to be manipulated (e.g.

incremented) to record relevant information about the

frame. STATS provides the routines to manipulate those

statistics. For example, there is a routine to update

30 counters. After the counter is incremented/decremented

and if there is a non-zero threshold associated with the

counter, the internal routine compares its value.to the

threshold. If the threshold has been exceeded, the Event

Manager is signaled in order to send a trap to the

35 Workstation. Besides manipulating statistics, these

FH_000263

SONY EXHIBIT 1027- Page 263



WO 92119054

- 29 -

PCfIUS92/02995

10

15

routines, if necessarYI signal the Event Manager via an

Intertask Message (ITM) to send a trap to the Management

Workstation.

The following is an example of some of the

5 statistics records that are kept in STATS.

o monitor statistics

o mac statistics for segment

o 11c statisics for segment

o statistics per-ethernet/1sap type for segment

o ip statistics for segment

o icmp statistics for segment

o tcp statistics for segment

o udp statistics for segment

o nfs statistics for segment

o ftp contro1---statistics for segment

o ftp data statistics for segment

o te1net statistics for segment

o smtp statistics for segment

o arp statistics for segment

20 0 statistics per mac address

0 statistics per ethernet type/1asp per mac

address

0 statistics per ip address (includes icmp)

0 statistics per tcp socket

25 0 statistics per udp socket

0 statistics per nfs socket

0 statistics per ftp control socket

0 statistics per ftp data socket

0 statistics per telnet socket

30 0 statistics per smtp socket

o arp statistics per ip address

0 statistics per mac address pair

0 statistics per ip pair (includes icmp)
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0 statistics per nfs pair

0 statistics per ftp control connection

5 0 statistics per ftp data connection

0 statistics per telnet connection

0 statistics per smtp connection
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o connection histories per udp and tcp socket

All statistics are organized similarly across protocol

10 types. The details of the data structures for the DLL

level are presented later.

As noted earlier, there are four statistical

object classes (i.e., variables), namely, counts, rates,

percentages (%), and meters. They are defined and

15 implemented as follows.

A count is a continuously incrementing variable

which rolls around to 0 on overflow. It may be reset on

command from the user (or from software). A threshold

may be applied to the count and will cause an alarm when
20 the threshold count is reached. The threshold count

fires each time the counter increments past the threshold
value. For example, if the threshold is set to 5, alarms

are generated when the count is 5, 10,-15, •••

A rate is essentially a first derivative of a

25 count variable. The rate is calculated at a period

appropriate to the variable. For each rate variable, a

minimum, maximum and average value is maintained.
Thresholds may be set on high values of the rate. The

maximums and minimums may be reset on command. The
30 threshold event is triggered each time the rate

calculated is in the threshold region.

As commonly used, the % is calculated at a period

appropriate to the variable. For each % variable a
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minimum, maximum and average value is maintained. A
threshold may be set on high values of the %. The

threshold event is triggered each time the % calculated

is in the threshold region.

S Finally, a meter is a variable which may take any

discrete value within a defined range. The current value

has no correlation to past or future values. A threshold
may be set on a maximum and/or minimum value for a meter.

The rate and % fields of network event variables

10 are updated differently than counter or meter fields in

that they are calculated at fixed intervals rather than

on receipt of data from the network.

structures for statistics kept on a per address or

per address pair basis are allocated at initialization

_. 15'- time. - There are several sizes for these structures.

structures of the same size are linked together in a free

pool. As a new structure is needed, it is obtained from

a free queue, initialized, and linked into an active
list. Active lists are kept on a per statistics type

20 basis.

As an address or address pair (e.g. mac, ip,

tcp ••• ) is seen, RTP code calls an appropriate lookup

routine. The lookup routine scans active statistics
structures to see if a structure has already been

25 allocated for the statistics. Hashing-algorithms are

used in order to provide for efficient lookup. If no
structure has been allocated, the lookup routine examines

the appropriate parse control records to determine

whether statistics should be kept, and, if so, it

30 allocates a structure of the appropriate size,

initializes it and links it into an active list.
Either the address of a structure or a NULL is

returned by these routines. If NULL is returned, the RTP

does not stop parsing, but it will not be allowed to
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store the statistics for which the structure was

requested.
The RTP updates statistics within the data base as

it runs. This is done via macros defined for the RTP.

5 The macros calIon internal routines which know how to
manipulate the relevant statistic. If the pointer to the
statistics structure is NULL, the internal routine will

not be invoked.
The EM causes rates to be calculated. The STATS

10 module supplies routines (e.g. stats_rate) which must be

called by the EM in order to perform the rate

calculations. It also calls subroutines to reformat the

data in the database in order to present it to the

Workstation (i.e., in response to a get from the
15 Workstation).

The calculation algorithms for the rate and %

fields of network event variables are as follows.
The following rates are calculated in units per

"second, at the indicated (-approximate) -_intervals:

20 1. 10 second intervals:
e.g. OLL frame, byte, ethernet, 802.3, broadcast,

multicast rates
2. 60 second intervals

e.g., all OLL error, ethertype/dsap rates
25 all IP rates.

TCP packets, bytes, errors, retransmitted packets,
retransmitted bytes, acks, rsts

UDP packet, error, byte rates

FTP file transfer, byte transfer, error rates
30 For these rates, the new average replaces the

previous value directly. Maximum and minimum values are

retained until reset by the user.
The following rates are calculated in units per

hour at the indicated time intervals:
35 1. 15 minute interval.
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e.g., TCP - connection rate

Telnet connection rate

FTP session rate
The hourly rate is calculated from a sum of the

5 last twelve 5 minute readings, as obtained from the

buckets for the pertinent parameter. Each new reading

replaces the oldest of the twelve values maintained.
Maximum and minimum values are retained until reset by

the user.

10 There are a number of other internal routines in

STATS. For example, all statistical data collected by

the Monitor is sUbject to age out. Thus, if no activity

is seen for an address (or address pair) in the time

period defined for age out, then the data is discarded

15--and the space reclaimed so that it may be recycled. In
this manner, the Monitor is able to use the memory for
active elements rather than stale data. The user can

select the age out times for the different components.
The EM periodically kicks off the aging mechanism to

20 perform this recycling of resources. STATS provides the

routines which the EM calls, e.g. stats_age.

There are also routines in STATS to allocate and

de-allocate statistics, e.g., stats_allocate and
stats_de-allocate. The allocate routine is called when

25 stations and dialogs are picked up by the Network

Monitor. The de-allocate routine is called by the aging
routines when a structure is to be recycled.
The Data structures in STATS

The general structure of the database within STATS

30 is illustrated by Figs. 7a-c, which shows information

that is maintained for the Data Link Layer (DLL) and its

organ~zation. A set of data structures is kept for each

address associated with the layer. In this case there
are three relevant addresses, namely a segment address,

35 indicating which segment the node is on, a MAC address
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for the node on the segment, and an address which

identifies the dialog occurring over that layer. The

dialog address is the combination of the MAC addresses

for the two nodes which make up the dialog. Thus, the

5 overall data structure has three identifiable components:

a segment address data structure (see Fig. 7a), a MAC

address data structure (see Fig. 7b) and a dialog data

structure (see Fig. 7c).

The segment address structure includes a doubly

10 linked list 102 of segment address records 104, each one

for a different segment address. Each segment address

record 104 contains a forward and backward link (field

106) for forward and backward pointers to neighboring

records and a hash link (field 108). In other words, the

15 segment address records are accessed by either-walking

down the doubly linked list or by using a hashing

mechanism to generate a pointer into the doubly linked

list to the first record of a smaller hash linked list.

Each record also.contains the address of/the segment

20 (field 110) and a set of· fields for other information.

Among these are a flags field 112, a type field 114, a

parse_control field 116, and an EM_control field 118.

~lags field 112 contains a bit which indicates whether

the identified address corresponds to ~he address of

25 another Network Monitor. This field only has meaning in

the MAC address record and not in the segment or dialog

address record. Type field 114 identifies the MIB group

which applies to this address. Parse control field 116

is a bit mask which indicates what sUbgroups· of

30 statistics from the identified MIB group are maintained,

if any. Flags field 112, type field 114 and parse

control field 116 make up what is referred to as the

parse control record for this MAC address. The Network

Monitor uses a default value for parse control field 116

35 upon initialization or whenever a new node is detected.
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The default value turns off all statistics gathering.

The statistics gathering for any particular address may

sUbsequently be turned on by the Workstation through a
Network Monitor control command that sets the appropriate

5 bits of the parse control field to one.

EM_control field 118 identifies the subgroups of

statistics within the MIB group that have changed since

the EM last serviced the database to update rates and

other variables. This ~ield is used by the EM to

10 identify those parts of STATS which must be updated or

for which recalculations must be performed when the EM

next services STAT.

Each segment address record 104 also contains

three fields for time related information. There is a

. _ ...15. start_time .field .120 ..for the time that is used to perform

some.of the rate calculations for the underlying

statistics; a first_seen field 122 for the time at which

the Network Monitor first saw the communication; and a

last_seen field 124 for the time at which the last
20 communication was seen. The last seen time is used to

age out the data structure if no activity is seen on the

segment after a preselected period of time elapses. The
first_seen time is a statistic which may be of interest

to the network manager and is thus retrievable by the
25 Management Workstation for display.

Finally, each segment address record includes a

stats-pointer field 126 for a pointer to a DLL segment
statistics data structure 130 Which contains all of the

statistics that are maintained for the seqment address.

30 If the bits in parse_control field 116 are all set to
off, indicating that no statistics are to be maintained

for the address, then the pointer in stats_pointer field

126 is a null pointer.

The list of events shown in data structure 130 of
35 Fig. 7a illustrates the type of data that is collected
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for this address when the parse control field bits are

set to on. Some of the entries in DLL segment statistics

data structure 130 are pointers to buckets for historical

data. In the case where buckets are maintained, there

5 are twelve buckets each of which represents a time period

of five minutes duration and each of which generally

contains two items of information, namely, a count for

the corresponding five minute time period and a MAX rate

for that time period. ~ rate records any spikes which

10 have occurred during the period and which the user may

-not have observed because he was not viewing that

particular statistic at the time.

At the end of DLL segment statistics data

structure 130, there is a protocol_Q pointer 132 to a

1.5 "liriked list- 134 of protocol statistics records 1.-36

identifying all of the protocols which have been detected

running on top of the DLL layer for the segment. Each

record 1.36 includes a link 1.38 to the next record in the

list, the identity of the protocol (field 140), a frames

20 count for the number of frames detected for the

identified protocol (field 1.42); and a frame rate (field

144).

The MAC address data structure is organized in a

:similar manner to that of the segment data structure (see

25 -Fig. 7b). There is a doubly linked list 1.46 of MAC

address records 148, each of which contains the same type

of information as is stored in DLL segment address

records 1.04. A pointer 150 at the end of each MAC

address record 148 points to a DLL address statistics

30 data structure 152, which like the DLL segment address

data structure 130, contains fields for all of the

statitics that are gathered for that DLL MAC address.

Examples of the particular statistics are shown in Fig.

7b.
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At the end of DLL address statistics data

structure 152, there are two pointer fields 152 and 154,

one for a pointer to a record 158 in a dialog link queue

160, and the other for a pointer to a linked list 162 of

5 protocol statistics records 164. Each dialog link queue

entry 158 contains a pointer to the next entry (field

168) in the queue and it contains a dialo9_addr pointer
170 which points to an entry in the DLL dialog queue

which involves the MAC a~dress. (see Fig. 7c). Protocol

10 statistics records 164 have the same structure and

contain the same categories of information as their
counterparts hanging off of DLL segment statistics data

structure 130.

The above-described design is repeated in the DLL

.,: 15 dialog data structures. That is, dialog record '172

includes the same categories of information as its

counterpart in the DLL segment address data structure and

the.MAC address data structure. The address field 174

contains the addresses of both ends of the dialog

20 concatenated together to form a single address. The

first and second addresses within the single address are
arbitrarily designated nodes 1 and 2, respec~ive1y. In

the stats-pointer field 176 there is a pointer to a

dialog statistics data structure 178 containing the

25 . relevant statistics for the dialog. The entries in the

first two fields in this data structure (i.e., fields 180

and 182) are designated protocol entries and protocols.

Protocol entries is the number of different protocols

which have been seen between the two MAC addresses. The

30 protocols that have been seen are enumerated in the

protocols field 182.
DLL dialog statistics data structure 178,

illustrated by Fig. 7c, includes several additional

fields of information which only appear in these

35 structures for dialogs for which state information can be
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kept (e.g. TCP connection). The additional fields

identify the transport protocol (e.g., TCP) (field 184)

and the application which is running on top of that

protocol (field 186). They also include the identity of

5 the initiator of the connection (field 188), the state of

the connection (field 190) and the reason that the

connection was closed, when it is closed (field 192).

Finally, they also include a state-pointer (field 194)

which points to a history data structure that will be

10 described in greater detail later. Suffice it to say,

that the history data structure contains a short history

of events and states for each end of the dialog. The

state machine uses the information contained in the

history data structure to loosely determine what the
15 state of each of the end nodes is throughout the ·course

of the connection. The qualifier "loosely" is used

because the state machine does not closely shadow the

state of the connection and thus is capable of recovering

---·from loss of .state due to lost packets or missed

20 communications.

The above-described structures and organization

are used for all layers and all protocols within STATS.
Real Time Parser (RTP)

The RTP runs as an application task. It is

25 scheduled by the Real Time Kernel scheduler when received

frames are detected. The RTP parses the frames and

causes statistics, state tracking, and tracing operations

to be performed.

The functions of the RTP are:

30 * obtain frames from the RTP Input Queue;

* parse the frames;
* maintain statistics using routines supplied by the

STATS module;

* maintain protocol state information;

FH_000273

SONY EXHIBIT 1027- Page 273



WO 92119054

- 39 -

PCfI US92102995

* notify the MTM via an ITM if a frame has been
received with the Network Monitor's address as the

destination address; and

* notify the EM via an ITH if a frame has been

5 received- with any Network Monitor's address as the

source address.

The design of the RTP is straightforward. It is a
collection of routines which perform protocol parsing.

The RTP interfaces to the Real Time Kernel in order to

10 perform RTP initialization, to be scheduled in order to

parse frames, to free frames, to obtain and send an ITM

to another task; and to report fatal errors. The RTP is

invoked by the scheduler when there is at least one frame

to parse. The appropriate parse routines are executed
- - - ----15 per frame. Each parse routine invokes the next level

parse routine or decides that parsing is done.

Termination of the parse occurs on an error or when the

frame has been completely parsed.

Each parse routine is a separately compilable
20 module. In general, parse routines share very little

data. Each knows where to begin parsing in the frame and

the length of the data remaining in the frame.

The following is a list of the parse routines that
are available within RTP for parsing the different

25 protocols at the various layers.

Data Link Layer Parse - rtp_dll_parse:

This routine handles Ethernet, IEEE 802.3, IEEE

802.2, and SNAP~ See RFC 1010, Assigned Numbers
for a description of SNAP (Subnetwork Access

30 Protocol).

Address Resolution Protocol Parse - rtp_arp_parse.
ARP is parsed as specified in RFC 826.

Internet Protocol Parse - rtp_ip_parse

IP Version 4 is parsed as specified in RFC 791 as

35 amended by RFC 950, RFC 919, and RFC 922.
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Internet Control Message Protocol Parse - rtp_icmp-parse

ICMP is parsed as specified in RFC 792.

Unit Data Protocol Parse - rtp_udp-parse
UDP is parsed as specified in RFC 768.

5 Transmission Control Protocol Parse - rtp_tcp-parse

TCP is parsed as specified in RFC 793.
Simple Mail Transfer Protocol Parse - rtp_smtp-parse

SMTP is parsed as specified inRFC 821.

File Transfer Protocol Parse - rtp_ftp-parse
10 FTP is parsed as specified in RFC 959.

Telnet Protocol Parse - rtp_telnet-parse
The Telnet protocol is parsed as specified in RFC

854.

Network File system Protocol Parse - rpt_nfs~arse

15 The NFS protocol is parsed as specified" iri·RFC

1094.
The RTP calls routines supplied by STATS to look

up data structures. By callinq these lookup routines,
qlobal pointers to data structures are set up. Following

20 are examples of the pointers to statistics data
structures that are set up when parse routines call

statistics module lookup routines.
mac_segment, mac_dst_segment, mac_this_segment,

mac_src, mac_dst, mac_dialoq
25 ip_src_segment, ip_dst_seqment, ip_this_segment,

ip_src, ip_dst, ip_dialog
tcp_src_segment, tcp_dst_segment,
tcp_this_segment,
tcp_src, tcp_dst, tcp_src_socket, tcp_dst_socket,

30 tcp_connection

The mac_src and mac_dst routines return pointers
to the data structures within STATS for the source MAC
address and the destination MAC address, respectively.
The lookup_mac_dialog routine returns a pointer to the

35 data structure within STATS for the dialog between the
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two nodes on the MAC layer. The other STATS routines
supply similar pointers for data structures relevant to

other protocols.
The RTP routines are aware of the names of the

5 statistics that must be manipulated within the data base

(e.g. frames, bytes) but are not aware of the structure

of the data. When a statistic is to be manipulated, the
RTP routine invokes a macro which manipulates the

appropriate statistics in data structures. The macros

10 use the global pointers which were. set up during the

lookup process described above.

After a frame has been parsed (whether the parse

was successful or not), the RTP routine examines the

destination mac and ip addresses. If either of the

-- 15 addresses is that of the Network Monitor, RTP obtains a

low priority ITM, initializes it, and sends the ITM to

the MTM task. One of the fields of the ITM contains the
address of the bUffer containing the frame.

The RTP must hand some received frames to the EM

20 in order to accomplish the autotopoloqy function

(described later). After a frame has been parsed
(whether the parse was successful or not), the RTP

routine examines the source mac and ip addresses. If
either of the addresses is that of another Network-

25-.Monitor, RTP obtains a low priority ITM, initializes it
and sends the ITM to the EM task. The address data

structure (in particular, the flags field of the parse

control record) within STATS for the MAC or the IP

address indicates whether the source address is that of

30 another Network Monitor. One of the fields of the ITM
contains the address of the buffer containing the frame.

The RTP receives traffic frames from the network

for analysis. RTP operation may be modified by sending

control messages to the Monitor. RTP first parses these
35 messages, then detects that the messages are destined for
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10

the Monitor and passes them to the MTM task. Parameters

which affect RTP operation may be changed by such control

messages.
The general operation of the RTP upon receipt of a

5 traffic frame is as follows:
Get next frame from input queue

get address records for these stations

For each level of active parsing
{

get pointer to start of protocol header

call layer parse routine

determine protocol at next level

set pointer to start of next layer protocol

15

lend of frame parsing
if this is a monitor command add to MTM input

queue

if this frame is from another monitor, pass

to'EM

check for overload -if yes tell control
20 The state Machine:

In the described embodiment, the state machine

determines and keeps state for both addresses of all TCP

connections. TCP is a connection oriented transport
protocol, and TCP clearly defines the connection in terms

25 of states of the connection. There are other protocols
which do not explicitly define the communication in terms

of state, e.g. connectionless protocols such as NFS.

Nevertheless, even in the connectionless protocols there

is implicitly the concept of state because there is an
30 expected order to the events which will occur during the

course of the communication. That is, at the very least,

one can identify a beginning and an end of the
communication, and usually some sequence of events which

will occur during the course of the communication. Thus,
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even though the described embodiment involves a

connection oriented protocol, the principles are
applicable to many connectionless protocols or for that

matter any protocol for which one can identify a

5 beginning and an end to the communication under that

protocol.

Whenever a TCP packet is detected, the RTP parses

the information for that layer to identify the event

associated with that packet. It then passes the

10 identified event along with the dialog identifier to the

state machine. For each address of the two parties to

the communication, the state machine determines what the

current state of the node is. The code within the state

machine determines the state of a connection based upon a

15 set of rules that -are· illustrated by the event/state .
table shown in Fig. 8.

The interpretation of the event/state table is as

follows. The top row of the table identifies the six

possible states of a TCP connection. These states are

20 not the states defined in the TCP protocol specification.

The left most column identifies the eight events which

may occur during the course of a connection. within the

table is an array of boxes, each of which sits at the

intersection of a particular event/state combination.

25 Each box specifies the actions taken by the state machine

if the identified event· occurs while the connection is in

the identified state. When the state machine receives a

new event, it may perform three types of action. It may

change the recorded state for the node. The state to

30 which the node is changed is specified by the S="STATE"
entry located at the top of the box. It may increment or

decrement the appropriate counters to record the

information relevant to that event's occurrence. (In the

table, incrementing and decrementing are signified by the

35 ++ and the -- symbols, respectively, located after the
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identity of the variab~e being updated.) Or the state
machine may take other actions such as those specified in
the table as start close ti~er, Look_for_Data_State, or

Look_at_History (to be described shortly). The
5 particular actions which the state machine takes are

specified in each box. An empty box indicates that no
action is taken for that particular event/state
·combination. Note, however, that the occurrence of an

event is also likely to have caused the update of
10 statistics within STATS, if not by the state machine,

then by some other part of the RTP. Also note that it

may be desirable to have the state machine record other

events, in which case the state table would be modified

to identify those other action~.

15 Two events appearing on the table deserve further
explanation, name~y, close timer expires and inactivity
timer expires. The close timer, which is specified by
TCP, is started at the end of a connection and it
establishes a period during which any old packets for the

20 connection which are received are thrown away (i.e.,
ignored). The inactivity timer is not specified by TCP
but rather is part of the Network Monitor's resource
management functions. Since keeping statistics for
dialogs (especially old dialogs) consumes resources, it

25 is desirable to recycle resources for a dialog if no
activity has been seen for some period of time. The
inactivity timer provides the mechanism for accomplishing
this. It is restarted each time an event for the

connection is received. If the inactivity timer expires
30 (i.e., if no event is received before the timer period

ends), the connection is assumed to have gone inactive
and all of the resources associated with the dialog are
recycled. This involves freeing them up for use by other
dialogs.

FH_000279

SONY EXHIBIT 1027- Page 279



WO 92119054

- 45 -

PCT/US92/02995

. The other states and events within the table

differ from but are consistent with the definitions

provided by TCP and should be self evident in view of

that protocol specification.

S The event/state table can be read as follows.

Assume, for example, that node 1 is in DATA state and the

RTP receives another packet from node. 1 which it
determines to be a TCP FIN packet. According to the

entry in the table at the intersection of FIN/DATA (i.e.,

10 event/state), the state machine sets the state of the

connection for node 1 to CLOSING, it decrements the

active connections counter and it starts the close timer.

When the close timer expires, assuming no other events

over that connection have occurred, the state machine
15 sets node l' s state·to·-CLOSED and it starts the

inactivity timer. If the RTP sends another SYN packet to

reinitiate a new connection before the inactive timer

expires, the state machine sets nade l's state to
CONNECTING (see the SYN/CLOSED entry) and it increments

20 an after close counter.

When a connection is first seen, the Network

Monitor sets the state of both ends of the connection to
UNKNOWN .state. If some number of data and acknowledgment
frames are seen from both connection ends, the states of

25 the connection ends may be promoted to DATA state. The

connection history is searched to make this determination

as will be described shortly.
Referring to Figs. 9a-b, within STATS there is a

history data structure 200 which the state machine uses

30 to remember the current state of the connection, the
state of each of the nodes participating in the

connection and a short history of state related

information. History data structure 200 is identified by

a state_pointer found at the end of the associated dialog
35 statistics data structure in STATS (see Fig. 7c). Within

\
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history data structure 200, the state machine records the
current state of node 1 (field 202), the current state of

node 2 (field 206) and oth~r data relating to the
corresponding node (fields 204 and 208). The other data

5 includes, for example, the window size for the receive

and transmit communications, the last detected sequence

numbers for the data and acknowledgment frames, and other

data transfer information.

History data structure 200 also includes a history

10 table (field 212) for storing a short history of events

which have occurred over the connection and it includes

an index to the next entry within the history table for

storing the' information about the next received event

(field 210). The history table is implemented as a
. . ... . -.

15 circular buffer which includes SUfficient memory to

store, for example, 16 records. Each record, shown in

Fiq. 9b, stores the state of the node When the event was

detected (field 218), the event which was detected (i.e.,

received) (field 220), the data field length (field 222,),

20 the sequence number (field 224), the acknowledgment

sequence number (field 226) and the identity of the

initiator of the event, i.e., either node 1 or node 2 or

_0 if neither (field 228).

Though the Network Moni~or operates in a

25 promiscuous mode, it may occasionally fail to detect or

it may, due to overload, lose a packet within a

communication. If this occurs the state machine may not
be able to accurately determine the state of the

connection upon receipt of the next event. The problem

30 is evidenced by the fact that the next event is not what

was expected. When this occurs, the state machine tries
to recover state by relying on state history information

stored in the history table in field 212 to deduce what

the state is. To deduce the current state from

35 historical information, the state machine uses one of the
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two previously mentioned routines, namely,

Look_for_Data_State and Look_at_History.

Referring to Fig. 10, Look_for_Data_State routine

230 searches back through the history one record at a

5 time until it finds evidence that the current state is

DATA state or until it reaches the end of the circular

buffer (step 232). Routine 230 detects the existence of
DATA state by determining whether node 1 and node 2 each

have had at least two data events or two acknowledgment

10 combinations with no intervening connect, disconnect or
abort events -(step 234). If such a sequence of events is

found within the history, routine 230 enters both node 1

and node 2 into DATA state (step 236), it increments the

active connections counter (step 238) and then it calls a

-15 Look_for_Initiatorroutine -to look for the initiator of

the connection (step 240). If such a pattern of events

is not found within the history, routine 230 returns

without changing the state for the node (step 242).

As shown in Fig. 11, Look_for_Initiator routine
20 240 also searches back through the history to detect a

telltale event pattern Which identifies the actual

initiator of the connection (step 244). More

specifically, routine 240 determines whether nodes 1 and

2 each sent connect-related packets. If they did,
25 routine 240 identifies the initiator as the first node to

send a connect-related packet (step 246). If the search

is not successful, the identity of the connection

initiator remains unknown (step 248).
The Look_at_History routine is called to check

30 back through the history to determine whether data
transmissions have been repeated. In the case of
retransmissions, the routine calls a

Look_for_Retransmission routine 250, the operation of

which is shown in Fig. 12. Routine 250 searches back

35 through the history (step 252) and checks whether the
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same initiator node has sent data twice (step 254). It

detects this by comparing the current sequence number of

the packet as provided by the RTP with the sequence
numbers of data packets that were previously sent as

5 reported in the history table. If a retransmission is
\

spotted, the retransmission counter in the dialog

statistics data structure of STATS is incremented (step

256) • If the sequence number is not found within the
history table, indicating that the received packet does

10 not represent a retransmission, the retransmission

counter is not incremented (step 258).

Other statistics such as Window probes and keep

alives may also be detected by looking at the received

frame, _dat~ transfer variables, and, if necessary, the

15 history.

Even if frames are missed by the Network Monitor,

because it is not directly "shadowing" the connection,

the Network Monitor still keeps useful statistics about

-the connection. If inconsistencies are detected the

20 Network Monitor counts them and, where appropriate, drops
back to UNKNOWN state. Then, the Network Monitor waits

for the connection to stabilize or deteriorate so that it

can again determine the appropriate state based upon the

history table.

25 principal Transactions of Network Monitor Modules:

The transactions which represent the major portion

of the processing load within the Monitor, include

monitoring, actions on threshold alarms, processing

database get/set requests from the Management

30 Workstation, and processing monitor control requests from

the Management Workstation. Each of these mechanisms

will now be briefly described.

Monitoring involves the message sequence shown in

Fig. 13. In that figure, as in the other figures
35 involving message sequences, the numbers under the
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heading SEQ. identify .the major steps in the sequence.
The.following steps occur:

1. ISR puts Received traffic frame .ITM on RTP input
queue

5 2. request address of pertinent data structure from

STATS (get parse control record for this station)
3 . pass pointer to RTP
4. update statistical objects by call to statistical

update routine in STATS using pointer to pertinent

10 data structure

5. parse completed - release buffers
The major steps which follow a statistics

threshold event (i.e., an alarm event) are shown in Fig.
14. The steps are as follows:

15 "1. statistical "object 'update causes threshold alarm
2. STATS generates threshold event ITM to event

manager (EM)

3. look up appropriate action for this event
4. perform local event processing

20 5. generate network alarm ITM to MTM Xmit (if
required)

6. format network alarm trap for Workstation from
event manager data

7. send alarm to Workstation
25 The major steps in processing of a database update

request (i.e., a get/set request) from the Management
Workstation are shown in Fig. 15. The steps are as
follows:

1. LAN ISR receives frame from network and passes it
30 to RTP for parsing

2. RTP parses frame as for any other traffic on
segment.

3. RTP detects frame is for monitor and sends
received Workstation message over LAN ITM to MTM

35 Recv.
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20 4.

5.

-- 6.
..

.,.- 7 •
-_0

25

-4.

5.

6.

5 7.

8.

9.

MTM Recv proce~ses protocol stack.
MTM Recv sends database update request ITM to EM.

EM calls STATS to do database read or database
write with appropriate IMPB
STATS performs database access and returns
response to EM.
EM encodes response to Workstation and sends
database update response ITM to MTM Xmit
MTK Xmit transmits.

10 The major steps in processing of a monitor control
request from the Management Workstation are shown in Fig.
16. The steps are as follows:

1. Lan ISR receives frame from network and passes
received frame ITM to RTP for parsing.

15 2. RTP parses frame as for any other traffic on
segment.

3. RTP detects frame is for monitor and sends
received workstation message over LAN ITK to MTM
Recv.
MTM Recv processes protocol stack and decodes
workstation command.
MTM Recv sends request ITM to EM.
EM calls Control with monitor control IMPB.
Control performs requested operation and generates
response to EM.

8. EM sends database update response ITM to MTM Xmit.
9. MTM Xmit encodes response to Workstation and

transmits.
The Monitor/Workstation Interface:

30 The interface between the Monitor and the
Management Workstation is based on the SNMP definition
(RFC 1089 SNMP; RFC 1065 SMI; RFC 1066 SNMP MIB - Note:
RFC means Request for Comments). All five SNMP PDU types
are supported:

35 get-request

-.
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get-next-request

get-response

set-request

trap
5 The SNMP MIB extensions are designed such that where

possible a user request for data maps to a single complex

MIS object. In this manner, the get-request is simple
and concise to create, and the response should contain

all the data necessary to build the screen. Thus, if the

10 user requests the IP statistics for a segment this maps

to an IP Segment Group.
The data in the Monitor is keyed by addresses

(MAC, IP) and port numbers (telnet, FTP). The user may

wish to relate his data to physical nodes entered into

15- the network" map.-" The--mapping of addresses to physical
nodes is controlled by the user (with support from the

Management Workstation system where possible) and the

Workstation retains this information so that when a user

requests data for node 'Joe' the Workstation asks the
20 Monitor for the data for the appropriate addressees).

The node to address mapping need not be one to one.
Loading and dumping of monitors uses TFTP (Trivial

File Transfer Protocol). This operates over UDP as does
SNMP. The Monitor to Workstation interface follows the

25 SNMP philosophy of operating primarily in a polled mode.
The Workstation acts as the master and polls the Monitor

slaves for data on a regular (configurable) basis.
The information communicated by the SNMP is

represented according to that subset of ASN.1 (ISO 8824
30 Specification of ASN.1) defined in the Internet standard

structure of Management Information (SMI - RFC 1065).

The subset of the standard Management Information Base

(MIB) (RFC 1066 SNMP MIB) which is supported by the

Workstation is defined in Appendix III. The added value

35 provided by the Workstation is encoded as enterprise
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specific extensions to the MIS as defined in Appendix IV.

The format for these extensions follows the SMI

recomendations for object identifiers so that the

Workstation extensions fall in the subtree
5 1.3.6.1.4.1.x.1. where x is an enterprise specific node

identifier assigned by the lAB.
Appendix V is a summary of the network variables

for which data is collected by the Monitor for the

extended MIS and which can be retrieved by the

10 Workstation. The summary includes short decriptions of

the meaning and significance of the variables, where

appropriate.

The Management Workstation:
The Management Workstation is a SUN Sparcstation

15 (also referred to as a Sun) available from Sun

Microsystems, Inc. It is running the Sun flavor of Unix

and uses the Open Look Graphical User Interface (GUI) and

the SunNet Manager as the base system. The options
-required are those to. run cSunNet Manager with some

20 additional disk storage requirement.

The network is represented by a logical map
illustrating the network components and the relationships

~~ween them, as shown in Fig. 17. A hierarchical
ne~work map is supported with navigation through the

25 layers of the hierarchy, as provided by SNM. The
Management Workstation determines the topology of the

network and informs the user of the network objects and

their connectivity so that he can create a network map.

To assist with the map creation process, the Management

30 Workstation attempts to determine the stations connected

to each LAN segment to which a Monitor is attached.

Automatic determination of segment topology by detecting

stations is perfo~ed using the autotopology algorithms
as described in copending u.s. Patent Application S.N.

35 ***, *** entitled "Automatic Topology Monitor for Multi-

FH_000287

SONY EXHIBIT 1027- Page 287



WO 92119054 PCfI US92102995

- 53 -

Segment Local Area Network" filed on January 14, 1991

(Attorney Docket No. 13283-NE.APP), incorporated herein

by reference.

In normal operation, each station in the network

5 is monitored by a single Monitor that is located on its

local segment. The initial determination of the Monitor

responsible for a station is based on the results of the
autotopology mechanism. The user may override this

initial default if required.

10 The user is informed of new stations appearing on

any segment in the network via the alarm mechanism. As

for other alarms, the user may select whether stations

appearing on and disappearing from the network segment

generate alarms and may modify the times used in the

-. ·15 aging algorithms •.- When a .new node alarm occurs, the user

must add the new alarm to the map using the SNM tools.

In this manner, the SNM system becomes aware of the

nodes.

2.

25

The sequence of events following the detection of
20 a new node is:

1. the location of the node is determined

automatically for the user.

the Monitor generates an alarm for the
user indicating the new node and providing

some or all of the following information:

mac address of node
ip address of node

segment that the node is believed to

.be

30

3.

located on

Monitor to be responsible for the

node
the user must select the segment and add
the node manually using the SNM editor
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4. The update to the SNM database will be

detected and the file reread. The
Workstation database is reconstructed and
the parse control records for the Monitors

5 updated if required.
5. The Monitor responsible for the new node

has its parse control record updated via

SNMP set request(s).

An internal record of new nodes is required for

10 the autotopoloqy. When a new node is reported by a

Network Monitor, the Manaqement Workstation needs to have

the previous location information in order to kriow which

Network Monitors to involve in autotopoloqy. For
example, two nodes with the same IP address may exist in

15 separate segments of the network. The "history makes

possible the correlation of the addresses and it makes

possible duplicate address detection.

Before a new Monitor can communicate with the

- Management .Workstation via SNMP it needs to be added to

20 the SNM system files. As the SNM files are cached in the

database, the file must be Updated and the SNM system

forced to reread it.
ThUS, on the detection of a new Monitor the

following events need to occur in order to add the
25 Monitor to the Workstation:

1. The Monitor issues a trap to the

Management Workstation software and

requests code to be loaded from the Sun

Microsystems boot/load server.
30 2. The code load fails as the Monitor is not

known to the unix networkinq software at
this· time.

3. The Workstation confirms that the new
Monitor does not exceed the configured

35 system limits (e.q. 5 Monitors per
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Workstation) and terminates the
initialization sequence if limits are
exceeded. An alarm is issued to the user
indicating the presence of the new Monitor

5 and whether it can be supported.
4. The user adds the Monitor to the

SNMP.HOSTS file of the SNM system, to the
etc/hosts file of the Unix networking
system and to the SNM map.

10 5. When the files have been updated the user
resets the Monitor using the set tool
(described later).

6. The Monitor again issues a trap to the

Management Workstation software and
15 requests code to be loaded from the Sun

boot/load server.
7. The code load takes place and the Monitor

issues a trap requesting data from the
Management Workstation.

20 8. The Monitor data is issued using SNMP set
requests.

Note that on receiving the set request, the SHMP proxy
rereads in the (updated) SNMP.HOSTS file which now
includes the new Monitor. Also note that the SNMP hosts

25 file need only contain the Monitors, not the entire list
of nodes in the system.

9. On completion of the set request(s) the Monitor
run command is issued by the Workstation to bring
the Monitor on line.

30 The user is responsible for entering data into the
SNM database manually. During operation, the Workstation
monitors the file write date for the SNM database. When
this is different from the last date read, the SNM
database is reread and the Workstation database

35 reconstructed. In this manner, user updates to the SNM
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database are incorporated into the Workstation database

as quickly as possible without need for the user to take

any action.
When the Workstation is loaded, the database is

5 created from the data in the SNM file system (which the

user has possibly updated). This data is checked for

consistency and for conformance to the limits imposed by

the Workstation at this time and a warning is generated

to the user if any prob1ems are seen. If the data errors

~o are minor the system continues operation; if they are

fatal the user is asked to correct them and Workstation

operation terminates.

The monitoring functions of the Management

Workstation are provided as an extension to the SNM

1S system. They consist ·of additional display tools (i.e.,

summary tool, values tool, and set tool) which the user

invokes to access the Monitor options and a Workstation

event log in which all alarms are recorded.

As a result of the monitoring process, the Monitor

20 makes a large number of statistics available to the

operator. These are available for examination via the

Workstation tools that are provided. In addition, the

Monitor statistics (or a selected sUbset thereof) can be

made visible to any SNMP manager by providing it with

25 knOWledge of the extended MIS. A description of the

statistics maintained are described elswhere.

Network event statistics are maintained on a per

network, per segment and per node basis. Within a node,

statistics are maintained on a per address (as

30 appropriate to the protocol layer - IP address, port

number, ••• ) and per connection basis. Per network

statistics are always derived by the Workstation from the

per segment variables maintained by the Monitors.

SUbsets of the basic statistics are maintained on a node

3S to node and segment to segment basis.
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If the user requests displays of segment to
segment traffic, the Workstation calculates this data as
follows. The inter segment traffic is derived from the

node to node statistics for the intersecting set of
5 nodes. Thus, if segment A has nodes 1, 2, and 3 and

segment B has nodes 20, 21, and 22, then summing the node

to node traffic for
1 -> 20,21,22

2 -> 20,21,22

10 3 -> 20~21,22

produces the required result. On-LAN/off-LAN traffic for
segments is calculated by a simply summing node to node
traffic for all stations on the LAN and then SUbtracting
this from total segment counts.

15_ Alarms are reported to the user in the following
ways:

1. Alarms received are logged in a Workstation log.
2. The node which the alarm relates to is highlighted

on the map.
20 3. The node status change is propagated up through

the (map) hierarchy to support the case where the
node is not visible on the screen. This is as

. provided by SNM.
Summary Tool

25 After the user has selected an object from the map
and invokes the display tools, the summary tool generates
the user's initial screen at the Management Workstation.
It presents a set of statistical data selected to give an
overview of the operational status of the object (e.g., a

30 selected node or segment). The Workstation polls the
Monitor for the data required by the Summary Tool display
screens.

The Summary Tool displays a basic summary tool
screen such as is shown in Fig. 18. The summary tool

35 screen has three panels, namely, a control panel 602, a
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values panel 604, and a dialogs panel 606. The control

panel includes the indicated mouse activated bottons.
The functions of each of the buttons is as follows. The

file button invokes a traditional file menu. The view

5 button invokes a view menu which allows the user to

modify or tailor the visual protperties of the tool. The

properties button invokes a properties menu containing

choices for viewing and sometimes modifying the

properties of objects. ·The tools button invokes a tools

10 menu which provides access to the other Workstation

tools, e.g. Values Tool.

The Update Interval field allows the user to

specify the frequency at which the displayed statistics

are Updated by polling the Monitor. The Update Once
15 button enables the user to ret-rieve a single·screen

update. When the Update Once button is invoked not only

is the screen updated but the update interval is

automatically set to "none".

The .type field enables the user to specify the

20 type of network objects on which to operate, i.e.,

segment or node.

The name button invokes a pop up menu containing

an alphabetical list of all network objects of the type
selected and apply and reset buttons. The required name

25 can then be selected from the (scrolling) list and it

will be entered in the name field of the summary tool
when the apply button is invoked. Alternatively, the

user may enter the name directly in the summary tool name

field.
30 The protocol button invokes a pop up menu which

provides an exclusive set of protocol layers which the
user may select. Selection of a layer copies the layer

name into the displayed field of the summary tool when
the apply operation is invoked. An example of a protocol

35 selection menu is shown in Fig. 19. It displays the
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available protocols in. the form of a protocol tree with
multiple protocol familes. The protocol selection is two
dimensional. That is, the user first selects the
protocol family and then the particular layer within that

5 family.

As indicated by the protocol trees shown in Fig.

19, the capabilities of the Monitor can be readily

extended to handle other protocol families. The

particular ones which are implemented depend upon the

10 needs of the particular network environment in which the
Monitor will operate.

The user invokes the apply button t~ indicate that

the selection process is complete and the type, name,

protocol, etc. should be applied. This then updates the

15 screen using ·the new parameter set that the user

selected. The reset button is used to undo the
selections and restore them to their values at the last
apply operation.

The set of statistics for the selected parameter

20 set is displayed in values panel 604. The members of the

sets differ depending upon, for example, what protocol
was selected. Figs. 20a-g present examples of the types

of statistical variables which are displayed for the DLL,

IP, UDP, TCP, ICMP, NFS, and ARP/RARP protocols,

25 respectively. The meaning of the values display fields
are described in Appendix I, attached hereto.

Dialogs panel 606 contains a display of the

connection statistics for all protocols for a selected

node. Within the Management Workstation, connection

30 lists are maintained per node, per supported protocol.
When connections are displayed, they are sorted on "Last

." Seen" with the most current displayed first. A single

list returned from the Monitor contains all current
connection. For TCP, however, each connection also.

35 contains a state and TCP connections are displayed as
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Past and Present based upon the returned state of the

connection. For certain dialogs, such as TCPand NFS

over UDP, there is an associated direction to the dialog,

i.e., from the initiator (source) to the receiver (sink).

5 For these dialogs, the direction is identified in a OIR.

field. A sample of information that is displayed in

dialogs panel 606 is presented in Fig. 21 for current

connections.

Values Tool
10 The values tool provides the user with the ability

to look at the statistical database for a network object

in detail. When the user invokes this tool, he may

select a basic data screen containing a rate values panel

620, a count values panel 622 and a protocols seen panel

15 626, as shown in Fig. 22, or he may select a traffic 

matrix screen 628, as illustrated in Fig. 23.

In rate values and count values panels 620 and
622, value tools presents the monitored rate and count

.- -statistics,· respectively, fora selected ..protocol. The

20 parameters which are displayed for the different
protocols (i.e., different groups) are listed in Appendix

II. In general, a data element that is being displayed
for a node shows up in three rows, namely, a total for

the data element, the number into the data element, and

25 the number out of the data element. Any exceptions to

this are identified in Appendix II. Data elements that

are displayed for segments, are presented as totals only,

with no distinction between Rx and Tx.

When invoked the Values Tool displays a primary

30 screen to the user. The primary screen contains what is
considered to be the most significant information for the

selected object. The user can view other information for

the object (i.e., the statistics for the other

parameters) by scrolling down.
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35

The displayed information for the count values and

rate values panels 620 and 622 includes the following.
An alarm field reports whether an alarm is currently

active for this item. It displays as "." if active alarm

5 is present. A CUrrent Value/Rate field reports the

current rate or the value of the counter used to generate

threshold alarms for this item. This is reset following

each threshold trigger and thus gives an idea of how

close to an alarm threshold the variable is. A Typical

10 Value field reports what this item could be expected to

read in a "normal" operating situation. This field is
filled in for those items where this is predictable and

useful. It is maintained in the Workstation database and

is modifiable by the user using the set tool. An

'-15 ·Accumulated Count field reports the current accumulated

value of the item or the current rate. A Max.Value field

reports the highest value recently seen for the item.
This value is reset at intervals defined by a user

adjustable parameter (default 30 minutes). This is not a
20 rolling cycle but rather represents the highest value

since it was reset which may be from 1 to 30 minutes ago

(for a rest period of 30 minutes). It is used only for
rates. A Min Value field reports the lowest value

recently seen for the item. This operates in the same

25 manner as Max Value field and is used only for rates.

A Percent (%) field reports only for the following

variables:
off seq counts:

100{in count / total off seg count)

100{out count / total off seg count)

100(transit count / total off seq count)
100{local count / total off seq count)

off seg rates

100{transit rate / total off seg rate), etc.

protocols
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100(frame rate this protocol I total frame

rate)
On the right half of the basic display, there the

following addtional fields: a High Threshold field and a
5 Sample period for rates field.

Set Tool

The set tool provides the user with the ability to

modify the parameters controling the operation of the

Monitors and the Management Workstation. These
.... ;

10 pa~ameters affect both user interface displays and the

actual operation of the Monitors. The parameters which

can be operated on by the set tool can be divided into

the following categories: alarm thresholds, monitoring

con~rol, segment Monitor administration, and typical
15 values.

The monitoring control variables specify the

actions of the segment Monitors and each Monitor can have

a distinct set of control variables (e.g., the parse
control records that are described elsewhere). The user

20 is able to define those nodes, seqments, dialogs and

protocols in which he is interested so as to make the

best use of memory space available for data storage.

T~;S mechanism allows for load sharing, where mulitple
Monitors on the same segment can divide up the total

25 number of network objects which are to be monitored so
that no duplication of effort between them takes place.

The monitor administration variables allow the
user to modify the operation of the segment Monitor in a

more direct manner than the monitoring control variables.

30 Using the set tool, the user can perform those operations

such as reset, time changes etc. which are normally the

prerogative of a system administrator.

Note that the above descriptions of the tools

available through the Management Workstation are not

35 meant to imply that other choices may not be made
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regarding the particular information which is displayed

and the manner in which it is displayed.

Adaptiyely Setting Network Monitor Thresholds:

The Workstation sets the thresholds in the Network

5 Monitor based upon the performance of the system as

observed over an extended period of time. That is, the

Workstation periodically samples the output of the
Network Monitors and assembles a model of a normally

functioning network. Then, the Workstation sets the

10 thresholds in the Network Monitors based upon that model.

If the observation period is chosen to be long enough and

since the model represents the "average" of the network

performance over the observation period, temporary

undesired deviations from normal behavior are smoothed

- -- 15 - out- over time and- model -tends to accurately reflect

normal network behavior.

Referring the Fig. 24, the details of the training

procedure for adaptively setting the Network Monitor

thresholds are as follows. To begin training, the
20 Workstation sends a start learning command to the Network

Monitors from which performance data is desired (step

302). The start learning command disables the thresholds
within the Network Monitor and causes the Network Monitor

to periodically send data for a predefined set of network

25 parameters to the Management Workstation. (Disabling the

thresholds, however, is not necessary. One could have

the learning mode operational in parallel with monitoring

using existing thresholds.) The set of parameters may be

any or all of the previously mentioned parameters for

30 which thresholds are or may-be defined.

Throughout the learning period, the Network

Monitor sends "snapshots" of the network's performance to

the Workstation Which, in turn, stores the data in a

performance history database 306 (step 304). The network

35 manager sets the length of the learning period.
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Typically, it should be long enough to include the full
range of load conditions that the network experiences so

that a representative performance history is generated.

It should also be long enough so that short periods of
5 overload or faulty behavior do not distort the resulting

averages.

After the learning period has expired, the network

manager, through the Management Workstation, sends a stop

le~~ning command to the Monitor (step 308). The Monitor
~o ceases automatically sending further performance data

uP4ates to the Workstation and the Workstation processes

the data in its performance history database (step 3~0).

The processing may involve simply computing averages for

the parameters of interest or it may involve more

1S sophisticated statistical analysis of the data, such as

computing means, standard deviations, maximum and minimum

values, or using curve fitting to compute rates and other

pertinent parameter values.

After the Workstation has statistically analyzed

20 the performance data, it computes a new set of thresholds

for the relevant performance parameters (step 3~2). To
do this, it uses formulas which are appropriate to the

pa~ticular parameter for which a threshold is being

cC)~puted. That is, if the parameter is one for which one

2S wo~ld expect to see wide variations in its value during

ne~work monitoring, then the threshold should be set high

enough so that the normal expected variations do not

trigger alarms. On the other hand, if the parameter is
of a type for which only small variations are expected

30 and larger variations indicate a problem, then the

threshold should be set to a value that is close to the

average observed value. Examples of formulae which may
be used to compute thresholds are:

* Highest value seen during learning period;
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* Highest value seen during learning period +

10%;
* Highest value seen during learning period +

50%;
5 * Highest value seen during learning period +..

user-defined percent;

* Any value of the parameter other than zero;

* Average value seen during learning period +

50%; and

10 * Average value seen during learning period +

user-defined percent.

As should be evident from these examples, there is a

broad range of possibilities regarding how to compute a

particular threshold. The choice, however, should

15 reflect" the parameter~s importance in signaling serious

network problems and its normal expected behavior (as may

be evidenced from the performance history acquired for

the parameter during the learning mode).

After the thresholds are computed, the Workstation
20 loads them into the Monitor and instructs the Monitor to

revert to normal monitoring using the "new thresholds

(step 314).

This procedure provides a mechanism enabling the

network manager to adaptively reset thresholds in

25 response to changing conditions on the network, shifting

usage patterns and evolving network topology. As the

network changes over time, the network manager merely

invokes the adaptive threshold setting feature and

updates the thresholds to reflect those changes.

30 The Diagnostic Analyzer Module:

The Management Workstation includes a diagnostic

analyzer module which automatically detects and diagnoses

the existence and cause of certain types of network

problems. The functions of the diagnostic module may

35 actually be distributed among the Workstation and the
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Network Monitors which are active on the network. In

principle, the diagnostic analyzer module includes the
following elements for performing its fault detection and

analysis functions.
5 The Management Workstation contains a reference

model of a normally operating network. The reference

model is generated by observing the performance of the

network over an extended period of time and computing

a!erages of the performance statistics that were observed

10 dUring the observation period. The reference model

provides a reference against which future network

performance can be compared so as to diagnose and analyze

potential problems. The Network Monitor (in particular,

the STATS module) includes alarm thresholds on a selected
~5 set of the parameters which ""it. monitors -. - Some of those

thresholds are set on parameters which tend to be

indicative of the onset or the presence of particular

network problems •
.During monitoring, when a Monitor threshold is

20 exceeded, thereby iridicating a potential problem (e.g. in

a TCP connection), the Network Monitor alerts the

Workstation by sending an alarm. The Workstation

notifies the user and presents the user with the option

of either ignoring the alarm or invoking a diagnostic

25 algorithm to analyze the problem. If the user invokes

the diagnostic algorithm, the Workstation compares the

current performance statistics to its reference model to
analyze the problem and report its results. (Of course,

this may also be handled automatically so as to not

30 require user intervention.) The Workstation obtains the
data on current performance of the network by retrieving

the relevant performance statistics from all of the

segment Network Monitors that may have information useful

to diagnosing the problem.
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The details of a specific example involving poor
TCP connection performance will now be described. This

example refers to a typical network on which the

diagnostic analyzer resides, such as the network

5 illustrated in Fig. 25. It includes three segments

labelled 51, 52, and 53, a router R1 connecting 51 to 52,

a router R2 connecting 52 to 53, and at least two nodes,
node A on 51 which communicates with node B on 53. On

each segment there is also a Network Monitor 324 to

10 observe the performance of its segment in the manner

described earlier. A Management Workstation 320 is also

located on 51 and it includes a diagnostic analyzer

module 322. For this example, the sympton of the ·network

problem is degraded peformance of a TCP connection

15 . between Nodes A ,.and B•.

A TCP connection problem may manifest itself in a
number of ways, including, for example, excessively high

numbers for any of the following:

errors

20 packets with bad sequence numbers
packets retransmitted

bytes retransmitted

out of order packets
out of order bytes

25 packets after window closed

bytes after window closed
average and maximum round trip times

or by an unusually low value for the current window size.

By setting the appropriate thresholds, the Monitor is

30 programmed to recognize anyone or more of these

symptons. If anyone of of the thresholds is exceeded,
the Monitor sends an alarm to the Workstation. The

Workstation is programmed to recognize the particular

alarm as related to an event which can be further

35 analyzed by its diagnostic analyzer module 322. Thus,
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the Workstation presents the user with the option of

invoking its diagnostic capabilities (or automatically

invokes the diagnostic capabilities).

In general terms, when the diagnostic analyzer is

5 invoked, it looks at the performance data that the

segment Monitors produce for the two nodes, for the

dialogs between them and for the links that interconnect

them and compares that data to the reference model for

the network. If a significant divergence from the

10 reference model is identified, the diagnostic analyzer

informs the Workstation (and the user) about the nature

of the divergence and the likely cause of the prob1em.

In conducting the comparison to "normal" network

performance, the network circuit involved in

1.5 communications between nodes A· and B is decomposed into

its individual components and diagnostic analysis is

performed on each link individually in the effort to

isolate the problem further.

The overall structure of the diagnostic algorithm

20 400 is shown in Fig. 26. When invoked for analyzing a

possible TCP problem between nodes A and B, diagnostic

analyzer 322 checks for a TCP problem at node A when it

is acting as a source node (step 402). To perform this

check, diagnostic algorithm 400 invokes a source node

25 analyzer algorithm 450 shown in Fig. 27. If a problem is

identified, the Workstation reports that there is a high

probability that node A is causing a TCP problem when

operating as a source node and it reports the results of

the invest;gation performed by algorithm 450 (step 404).

30 If node A does not appear to be experiencing a TCP

problem when acting as a source node, diagnostic analyzer

322 checks for evidence of a TCP problem at node B when

it is acting as a sink node (step 406). To perform this

check, diagnostic algorit~ 400 invokes a sink node

35 analyzer algorithm 470 shown in Fig. 28. If a problem is
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identified, the Workstation reports that there is a high

probability that node B is causing a TCP problem when
operating as a sink node and it reports the results of
the investigation performed by algorithm 470 (step 408).

5 Note that source and sink nodes are concepts which

apply to those dialogs for which a direction of the

communication can be defined. For example, the source
node may be the one which initiated the dialog for the

purpose of sending data to the other node, i.e., the sink

10 node.
If node B does not appear to be experiencing a TCP

problem when acting as a sink node, diagnostic analyzer

322 checks for evidence of a TCP problem on the link

between Node A and Node B (step 410). To perform this

_15 .-check, __ diagnostic algorithm 400 invokes a link- analysis

algorithm 550 shown in Fig. 29. If a problem is

identified, the Workstation reports that there is a high

probability that a TCP problem exists on the link and it

reports the results of the investigation performed by
20 link analysis algorithm 550 (step 412).

If the link does not appear to be experiencing a

TCP problem, diagnostic analyzer 322 checks for evidence
of a TCP problem at node B when it is acting as a source

node (step 414). To perform this check, diagnostic

25 algorithm 400 invokes the previously mentioned source

algorithm 450 for Node-B. If a problem is identified,
the Workstation reports that there is a medium

probability that node B is causing a TCP problem when

operating as a source node and it reports the results of
30 the investigation performed by algorithm 450 (step 416).

If node B does not appear to be experiencing a TCP

problem when acting as a source node, diagnostic analyzer

322 checks for a TCP problem at node A when it is acting

as a sink node (step 418). To perform this check,

35 diagnostic algorithm 400 invokes sink node analyzer
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algorithm 470 for Node A. If a problem is identified,

the Network Monitor reports that there is a medium

probability that node A is causing a TCP problem when
operating as a sink node and it reports the results of

5 the investigation performed by algorithm 470 (step 420).

Finally, if node A does not appear to be

experiencing a TCP problem when acting as a sink node,

diagnostic analyzer 322 reports that it was not able to

isolate the cause of a TCP problem (step 422).

10 The algorithms which are called from within the

above-described diagnostic algorithm will nOW be

described. Referring to Fig. 27, source node analyzer

algorithm 450 checks whether a particular node is causing

a TCP problem when operating as a source node. The
1.5 strateqy i's as follows. To 'determine wnether -a: TCP

problem exists at this node which is the source node for

the TCP connection, look at other connections for which

this node is a source. If other TCP connections are

-okay, then there is probably not a problem with this

20 node. This is an easy check with a high probability of

being correct. If no other good connections exist, then
look at the lower layers for possible reasons. start at

D~ and work up as problems at lower layers are more

f~damental, i.e., they cause problems at higher layers

25 whereas the reverse is not true.
In accordance with this approach, algorithm 450

first determines whether the node is acting as a source
node in any other TCP connection and, if so, whether the
other connection is okay (step 452). If the node is

30 performing satisfactorily as a source node in another TCP

connection, algorithm 450 reports that there is no

problem at the source node and returns to diagnostic

algorithm 400 (step 454). If algorithm 450 cannot

identify any other TCP connections involving this node

35 that are okay, it moves up through the protocol stack
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checking each level for a problem. In this case, it then

checks for DLL problems at the node when it is acting as

a source node by calling an DLL problem checking routine

510 (see Fig. 30) (step 456). If a DLL problem is found,

5 that fact is reported (step 458). If no DLL problems are

found, algorithm 450 checks for an IP problem at the node

when it is acting as a source by calling an IP problem
checking routine 490 (see Fig. 31) (step 460). If an IP

problem is found, that fact is reported (step 462). If

10 no IP problems are found, algorithm 450 checks whether

any other TCP connection in which the node participates
as a source is not okay (step 464). If another TCP

connection involving the node exists and it is not okay,

algorithm 450 reports a TCP problem at the node (step

15 _~66). If no other TCP connections where the node is

acting as a source node can be found, algorithm 450
exits.

Referring to Fig. 28, sink node analyzer algorithm
470 checks whether a particular node is causing a TCP

20 problem when operating as a sink node. -It first

determines whether the node is acting as a sink node in

any other TCP connection and, if so, whether the other

connection is okay (step 472). If the node is performing
satisfactorily as a sink node in another TCP connection,

25 algorithm 470 reports that there is no problem at the
source node and returns to diagnostic algorithm 400 (step

474). If algorithm 470 cannot identify any other TCP

connections involving this node that are okay, i~ then
checks for DLLproblems at the node when it is acting as

30 a sink node by calling DLL problem checking routine 510

(step 476). If a DLL problem is found, that fact is

reported (step 478). If no DLL problems are found,
algorithm 470 checks for an IP problem at the node when

it is acting as a sink by calling IP problem checking
35 routine 490 (step 480). If an IP problem is found, that
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fact is reported (step 482). If no IP problems are

found, algorithm 470 checks whether any other TCP

connection in which the node participates as a sink is

not okay (step 484). If another TCP connection involving

5 the node as a sink exists and it is not okay, algorithm

470 reports a TCP problem at the node (step 486). If no

other TCP connections where the node is acting as a sink

node can be found, algorithm 470 exits.

Referring to Fig •. 31, IP problem checking routine

1.0 490 checks for IP problems at a node. It does this by

comparing the IP performance statistics for the node to

the reference model (steps 492 and 494). If it detects

any significant deviations from the reference model, it

reports that there is an IP problem at the node (step

1.5 496). If no significant dev1atlons are noted, it reports

that there is no IP problem at the node (step 498).

As revealed by examining Fig. 30, DLL problem

checking routine 51.0 operates in a similar manner to IP

problem checkinq routine 490, with the exception that it

20 examines a different set of parameters (i.e., DLL

parameters) for significant deviations.

Referrinq the Fig. 29, link analysis logic 550

first determines whether any other TCP connection for the

link is operatinq properly (step 552). If a properly

25 operatinq TCP connection exists on the link, indicating

that there is no link problem, link analysis logic 550

reports that the link is okay (step 554). If a properly

operating TCP connection cannot be found, the link is

decomposed into its constituent components and an IP link

30 component problem checking routine 570 (see Fig. 32) is

invoked for each of the link components (step 556). IP

link component problem routine 570 evaluates the link

component by checking the IP layer statistics for the

relevant link component.
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The decompositi~n of the link into its components
arranges them in order of their distance from the source
node and the analysis of the components proceeds in that

order. Thus, for example, the link components which make

5 up the link between nodes A and B include in order:

segment 51, router R1, segment 52, router R2, and segment

53. The IP data for these various components are
analyzed in the following order:

IP data for segment 51

10 IP data for address R1

IP data for source node to R1

IP data for 51 to 52

IP data for 52

IP data for address R2
15 IP data for 53

IP data for 52 to 53

IP data for 51 to 53

As shown in Fig. 32, IP link component problem

checking routine 570 compares IP statistics for the link

20 component to the reference mOdel (step 572) to determine
whether network performance deviates significantly from
that specified by the model (step 574). If significant
deviations are detected, routine 570 reports that there

is an IP problem at the link component (step 576).

25 otherwise, it reports that it found no IP problem (step

578).
Referring back to Fig. 29, after completing the IP

problem analysis for all of the link components, logic

550 then invokes a DLL link component problem checking

30 routine 580 (see Fig. 33) for each link component to
check its DLL statistics (step 558).

• DLL link problem routine 580 is similar to IP link

problem routine 570. As shown in Fig. 33, DLL link
problem checking routine 580 compares DLL statistics for

35 the link to the reference model (step 582) to determine
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whether network performance at the DLL deviates

significantly from that specified by the model (step

584). If significant deviations are detected, routine

580 reports that there is a DLL problem at the link

5 component (step 586). otherwise, it reports that no DLL

problems were found (step 588).

Referring back to Fig. 29, after completing the

DLL problem analysis for all of the link components,

lo.qic 550 checks whether· there is any other TCP on the
10 link (step 560). If another TCP exists on the link

(which implies that the other TCP is also not operating

properly), loqic 550 reports that there is a TCP problem

on the link (step 562). Otherwise, lcqic 550 reports

that there was not enough information from the existing

15 packet traffic to determine whether there was a link

problem (step 564)

If the analysis of the link components does not

isolate the source of the problem and if there were
. components for which sufficient information was not

20 available (due possibly to lack of traffic over through
that component), the user may send test messages to those

components to generate the information needed to evaluate
its performance.

The reference model against which comparisons

25 are made to detect and isolate malfunctions may be

generated by examining the behavior of the network over
an extended period of operation or over multiple periods

of operation. During those periods of operation, average
values and maximum excursions (or standard deviations)

30 for observed statistics are computed. These values

provide an initial estimate of a model of a properly
functioning system. As more experience with the network

is obtained and as more historical data on the various

statistics is accumulated the thresholds for detecting

35 actual malfunctions or imminent malfunctions and the
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reference model can be revised to reflect the new

experience.
What constitutes a significant deviation from the

reference model depends upon the particular parameter

5 involved. Some parameters will not deviate from the

expected norm and thus any deviation would be considered

to be significant, for example, consider ICMP messages of

type "destination unreachable," IP errors, TCP errors.
Other parameters will normally vary within a wide range

. .

10 of acceptable values, and only if they move outside of

that range should the deviation be considered

significant. The acceptable ranges of variation can be

determined by watching network performance over a

sustained period of operation.

15 T.he p~rameter~. ~hi~~.~en~ to provid~ useful
information for identifying and isolating problems at the

node level for the different protocols and layers include

the following.

~

20 error rate

header byte rate

packets retransmitted
bytes retransmitted

packets after window closed
25 bytes after window closed

~

error rate

header byte rate

30

IP
error rate

header byte rate

fragmentation rate

all ICMP messages of type destination
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unreachable, parameter problem,

redirection

error rate

5 runts

For diagnosing network segment problems, the above

identified parameters are also useful with the addition

of the alignment rate an~ the collision rate at the DLL.
Allor some subset of these parameters may be included

~o among the set of parameters which are examined during the

diagnostic procedure to detect and isolate network

problems.

The above-described technique can be applied to a

wide range of problems on the network, including among
15 others, the following:

TCP Connection fails to establish

UDP Connection performs poorly

UDP not working at all

IP poor performance/high error rate

20 IP not working at all

DLL poor performance/high error rate

DLL not working at all
For each of these problems, the diagnostic approach would

be similar to that described above, using, of course,

25 different parameters to identify the potential problem

and isolate its cause.
The Eyent Timing Module

Referring again to Fig. 5, the RTP is programmed

to detect the occurrence of certain transactions for
30 which timing information is desired. The transactions

typically occur within a dialog at a particular layer of

the protocol stack and they involve a first event (i.e.,

an initiating event) and a subsequent partner event or

response. The events are protocol messages that arrive
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5

1.0

- -1.5

20

at the Network Monitor, are parsed by the RTP and then

passed to Event Timing Module (ETM) for processing. A

transaction of interest might be, for example, a read of

a file on a server. In that case, the initiating event

is the read request and the partner event is the read

response. The time of interest is the time required to

receive a response to the read request (i.e., the
transaction time). The transaction time provides a

useful measure of network performance and if measured at

various times throughout the day under different load

conditions gives a measure of how different loads affect

network response times. The layer of the communicaton

protocol at which the relevant dialog takes place will of

course depend upon the nature of the event.
-. In general, -when the RTP detects an event-, it

transfers control to the ETM which records an arrival

time for the event. If the event is an initiatinq event,

the £TN stores the arrival time in an event timing

database 300 (see Fig. 34) for future use. If the event

is a partner event, the ETM computes a difference between

that arrival time and an earlier stored time for the

initiating event to determine the complete transaction
time.

Event timing database 300 is an array of records

25 302. Each record 302 includes a dialog field 304 for

identifying the dialog over which the transactions of
interest are occurring and it includes an entry type

field 306 for identifying the event type of interest.

Each record 302 also includes a start time field 308 for

30 storing the arrival time of the initiating event and an
average delay time field 31.0 for storing the computed
average delay for the transactions. A more detailed

description of the operation of the ETM follows.

Referring to Fig. 35, when the RTP detects the

35 arrival of a packet of the type for which timing
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information is being kept, it passes control to the ETM

along with relevant information from the packet, such as

the dialog identifier and the event type (step 320). The
ETM then determines whether it is to keep timing

5 information for that particular event by checking the

event timing database (step 322). Since each event type

can have mUltiple occurr~nces (i.e., there can be

mUltiple dialogs at a given layer), the dialoq identifier
is used to distinguish between events of the same type

10 f~r different dialogs and to identify those for which
information has been requested. All of the dialog/events

of interest are identified in the event timing database.

If the ,current dialoq and event appear in the event

timing database, indi~ating that the event should be

15 timed, the ETK determines whether the event is a 'starting

event or an ending event so that it may be processed

properly (step 324). For certain events, the absence of

a start time in the entry field of the appropriate record

302-in event timing database 300 is one indicator that

20 the event represents a start time; otherwise, it is an
end time event. For other events, the ETK determines if

the start time is to be set by the event type as

specified in the packet being parsed. For example, if
i ....

the event is a file read a start time is stored. If the

25 event is the read completion it represents an end time.

In general, each protocol event will have its own

intrinsic meaning for how to determine start and end

times.
Note that the arrival time is only an estimate of

30 the actual arrival time due to possible queuing and other

processing delays. Nevertheless, the delays are

generally so small in comparison to the transaction times

being measured that they are of little consequence.

In step 324, if the event represents a start time,

35 the ETM gets the current time from the kernal and stores
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it in start time field. 308 of the appropriate record in

event timing database 300 (step 326). If the event

represents an end time event, the ETM obtains the current

time from the kernel and computes a difference between

5 that time and the corresponding start time found in event

timing database 300 (step 328). This represents the

total time for the transaction of interest. It is

combined with the stored average transaction time to

compute a new running average transaction time for that

10 event (step 330).

Anyone of many different methods can be used to

compute the running average transaction time. For

example, the following formula can be used:

New Avg. = [(5 * Stored Avg.) + Transaction
15 Time] /6.

After six transaction have been timed, the computed new

average becomes a running average for the transaction

times. The ETM stores this computed average in the

appropriate record of event timing database 300,

20 replacing the previous average transaction time stored in

that record, and it clears start time entry field 308 for

that record in preparation for timing the next

transaction.

After processing the event in steps 322, 326, and

25 330, the ETM checks the age of all of the start time

entries in the event timing database 300 to determine if
any of them are too "old" (step 332). If the difference

between the current time and any of the start times

exceeds a preselected threshold, indicating that a

30 partner event has not occurred within a reasonable period

of time, the ETM deletes the old start time entry for

that dialog/event (step 334). This insures that a missed

packet for a partner event does not result in an

erroneously large transaction time which throws off the

35 running average for that event.
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If the average transaction time increases beyond a

preselected threshold set for timing events, an alarm is

sent to the Workstation.
Two examples will now be described to illustrate

5 the operation of the ETM for specific event types. In

the first example, Node A of Fig. 25 is communicating
with Node B using the NFS protocol. Node A is the client

while Node B is the server. The Network Monitor resides

0IJ. the same segment as node A, but this is not a

1.0 r~~~irement. when Node A issues a read request to Node
B, the Network Monitor sees the request and the RTP

within the Network Monitor transfers control to the ETM.

Since it is a read, the ETM stores a start time in the

Event Timing Database. Thus, the start time is the time

1.5 at which the read was initiated.

After some delay, caused by the transmission
de1ays of getting the read message to node B, node B
performs the read and sends a response back to node A.

After some further transmission delays in returning the

20 read response, the Network Monitor receives the second

packet for the event. At the time, the ETM recognizes

that the event is an end time event and updates the

ayerage transaction time entry in the appropriate record

with a new computed running average. The ETM· then

25 compares the average transaction time with the threshold
for this event and if it has been exceeded, issues an
alarm to the Workstation.

In the second example, node A is communicating

with Node B using the Telnet protocol. Telnet is a

30 virtual terminal protocol. The events of interest take

place long after the initial connection has been

established. Node A is typing at a standard ASCII (VT1.00

class) terminal which is logically (through the network)

connected to Node B. Node B has an application which is
35 receiving the characters being typed on Node A and, at
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appropriate times, indicated by the logic of the
applications, sends characters back to the terminal

located on Node A. Thus, every time node A sends

characters to B, the Network Monitor sees the

5 transmission.

In this case, there are several transaction times

which could provide useful network performance
information. They include, for example, the amount of

time it takes to echo characters typed at the keyboard

10 through the network and back to the display screen, the

.delay between typing an end of line command and seeing

the completion of the application event come back or the

network delays incurred in sending a packet and receiving

acknowledqment for when it was received.

·15 In ·this ··example, the particular time being
measured is the time it takes for the network to send a

packet and receive an acknowledgement that the packet has

arrived. Since Telnet runs on top of TCP, which in turn

runs on top of IP, the Network Monitor monitors t~e TCP

20 acknowledge end-to-end time delays.
Note that this is a design choice of the

implementation and that all events visible to the Network

Monitor by virtue of the fa~t that information is in the
packet could be measured.

25 When Node A transmits a data packet to Node B, the

Network Monitor receives the packet. The RTP recognizes

the packet as being part of a timed transaction and

passes control to the ETM. The ETM recognizes it as a
start time event, stores the start time in the event

30 timing database and returns control to the RTP after

checking for aging.
When Node B receives the data packet from Node A,

it sends back an acknowledgment packet. When the Network

Monitor sees that packet, it delivers the event to the

35 ETM, which recognizes it as an end time event. The ETM
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calculates the delay time for the complete transaction
and uses that to update the average transaction time.
The ETM then compares the new average transaction time
with the threshold for this event. If it has been

5 exceeded, the ETM issues an alarm to the Workstation.

Note that this example is measuring something very

different than the previous example. The first example
measures the time it takes to traverse the network,

perfora an action and return that result to the
10 requesting node. It measures performance as seen by the

user and it includes delay times from the network as well

as delay times from the File Server.

The second example is measuring network delays

without looking at the service delays. That is, the ETM

15 is measuring the amount of time it takes to send a packet

to a node and receive the acknowledgement of the receipt

of the message. In this example, the ETM is measuring

transmissions delays as well as processing delays

associated with network traffic, but not anything having

20 to do with non-network processing.
As can be seen from the above examples, the ETM

can measure a broad range of events. Each of these

events can be measured passively and without the
cooperation of the nodes that are actually participating

25- in the transmission.

The Address Trac~er Module 'ATM)
Address tracker module (ATM) 43, one of the

software modules in the Network Monitor (see Fig. 5),

operates on networks on which the node addresses for

30 particular node to node connections are assigned

dynamically. An Appletalk~ Network, developed by Apple
computer Company, is an example of a network which uses

dynamic node addressing. In such networks, the dynamic

change in the address of a particular service causes
35 difficulty trOUbleshooting the network because the
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network manager may not know where the various nodes are
and what they are called. In addition, foreign network
addresses (e.g., the IP addresses used by that node for
communication over an IP network to which if is

5 connected) can not be relied upon to point to a

particular node. ATM 43 solves this problem by passively

monitoring the network traffic and collecting a table
showing the node address to node name mappings.

In the following description, the network on which

10 the Monitor is located is assumed to be an Appletalk~

Network. Thus, as background for the following

discussion, the manner in which the dynamic node

addressing mechanism operates on that network will first

be described.
c_ '·15-When anode is activated on the Appletalk~

Network, it establishes its own node address in
accordance with protocol referred to as the Local Link
Access Protocol (LLAP).That is, the node guesses its

own node address and then verifies that no other node on
20 the network is using that.address. The node verifies the

uniqueness of its guess by sending an LLAP Enquiry

control packet informing all other nodes on the network

that it is going to assign itself a particular address

unless another node responds that the address has already

25 been assigned. If no other node claims that address as

its own by sending an LLAP acknowledgment control packet,

the first node uses the address which it has selected.
If another node claims the address as its own, the first

node tries another address. This continues until, the
30 node finds an unused address.

When the first node wants to communicate with a

second node, it must determine the dynamically assigned

node address of the second node. It does this in

accordance with another protocol referred to as the Name

35 Binding Protocol (NBP). The Name Binding Protocol is
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used to map or bind human understandable node names with

machine understandable node addresses. The NBP allows

nodes to dynamically translate a string of characters

(i.e., a node name) into a node address. The node
5 needing to communicate with another node broadcasts an

NBP Lookup packet containing the name for which a node

address is being requested. The node having the name

being requested responds with its address and returns a

Lookup Reply packet containing its address to the

~o original requesting node. The first node then uses that

address its current communications with the second node.

Referring to Fig. 36, the network includes an

Appletalke Network segment 702 and a TCP/IP segment 704,
each of which are connected to a larger network 706

15 through their respective gateways 708. A Monitor 7~0,

including a Real Time Parser (RTP) 712 and an Address

Tracking Module (ATM) 714, is located on Appletalk

network segment 702 along with other nodes 711. A

Management Workstation 7~6is located on segment 704. It

20 is assumed that Monitor 7io has the features and
capabilities previously described; therefore, those

features not specifically related to the dynamic node
addressing capability will not be repeated here but

rather the reader is referred to the earlier discussion.
25 Suffice it to say that Monitor 710 is, of course, adapted

to operate on Appletalk Network segment 702, to parse and

analyze the packets which are transmitted over that

segment according to the Appletalk~ family of protocols

and to communicate the information which it extracts from

30 the network to Management Workstation 7~6 located on
segment 704.

Within Monitor 710, ATM 714 maintains a name table
data structure 730 such as is shown in Fig. 37. Name

Table 720 includes records 722, each of which has a node
35 name field 724, a node address field 726, an IP address
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field 728, and a time ~ield 729. ATM 714 uses Name Table

720 to keep track of the mappings of node names to node

address and to IP address. The relevance of each of the

fields of records 722 in Name Table 720 are explained in

S the following description of how ATM 714 operates.

In general, Monitor 710 operates as previously

described. That is, it passively monitors all packet
traffic over segment 702 and sends all packets to RTP 712

for parsing. When RTP 712 recognizes an Appletalk

10 packet, it transfers control to ATM 714 which analyzes

the packet for the presence of address mapping

information.

The operation of ATM 714 is shown in greater

detail in the flow diagram of Fig. 38. When ATM 714

lS receives control from RTP 712, it takes the packet (step
730 and strips off the lower layers of the protocol until
it determines whether there is a Name Binding Protocol

message inside the packet (step 732). If it is a NBP

message, °ATM 714 then determines whether it is new name
20 Lookup message (step 734). If it is a new name Lookup

message, ATM 714 extracts the name from the message

(i.e., the name for which a node address is being
requested) and adds the name to the node name field 724

of a record 722 in Name Table 720 (step 736).

2S If the message is an NBP message but it is not a

Lookup message, ATM 714 determines whether it is a Lookup

Reply (step 738). If it is a Lookup Reply, signifying

that it contains a node name/node address binding, ATM
714 extracts the name and the assigned node address from

30 the message and adds this information to Name Table 720.
ATM 714 does this by searching the name fields of records

722 in Name Table 720 until it locates the name. Then,
it uPdates the node address field of the identified

record to contain the node address which was extracted
3S from the received NBP packet. ATM 714 also updates time
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field 729 to record the time at which the message was

-processed.

After ATM 714 has updated the address field of the

appropriate record, it determines whether any records 722

5 in Name Table 720 should be aged out (step 742). ATM 714
compares the current time to the times recorded in the

time fields. If the elapsed time is greater than a

preselected time period (e.g. 48 hours), ATM 714 clears

the record of all information (step 744). After that, it
10 "awaits the next packet from RTP 712.

As ATM 714 is processing each a packet and it

determines either that it does not contain an NBP message

(step 732) or it does not contain a Lookup Reply message
(step 738), ATM 714 branches to step 742 to perform the

" - -
15 age out check before goinq on to the next packet from RTP

712.

The Appletalk to IP gateways provide services that

allow an Appletalk Node to dynamically connect to an IP

-address for communicating -with IP nodes. This service

20 extends the dynamic node address mechanism to th~ IP

world for all Appletalk nodes. While the flexibility

provided is helpful to the users, the network manager is

faced with the problem of not knowing which Appletalk
Nodes are currently using a particular IPaddress and

25 thUS, they can not easily track down problems created by

the particular node.

ATM 714 can use passive monitoring of the IP

address assignment mechanisms to provide the network

manager a Name-to-IP address mappinq.

30 If ATM 714 is also keeping IP address information,

it implements the additional steps shown in Fig. 39 after

completing the node name to node address mapping steps.

ATM 714 again checks whether it is an NBP message (step

748). If it is an NBP message, ATM 714 checks whether it

35 is a response to an IP address request (step 750). IP

FH_000321

SONY EXHIBIT 1027- Page 321



"

wo 92119054

- 87 -

PCf/US92102995

address requests are typically implied by an. NBP Lookup

request for an IP gateway. The gateway responds by

supplying the gateway address as well as_ an IP address

that is assigned to the requesting node. If the NBP

5 message is an IP address response, ATM 714 looks up the

requesting node in Name Table 720 (step 752) and stores

the IP address assignment in the IP address field of the

appropriate record 722 (step 754).

After storing the- IP address assignment

10 information, ATM 714 locates all other records 722 in

Name Table 720 which contain that IP address. Since the

IP address has been assigned to a new node name, those

old entries are no longer valid and must be eliminated.

Therefore, ATM 714 purges the IP address fields of those

15- records (step 756) -. After doing this cleanup step, ATM

714 returns control to RTP 712.

other embodiments are within the following claims.

For example, the Network Monitor can be adapted to

identify node types by analyzing the type of packet

20 traffic to or from the node. If the node being monitored

is receiving mount requests, the Monitor would report

that the node is behaving like node a file server. If

the node is issuing routing requests, the Monitor would

report that the node is behaving like a router. In

25 either case, the network manager can check a table of

what nodes are permitted to provide what functions to

determine whether the node is authorized to function as

either a file server or a router, and if not, can take

appropriate action to correct the problem.
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".

SNMP MIB Subset Supported

This is the subset of the standard MIB which can be
obtained by monitoring.

Refer to RFC 1066 Management Information Base for an
explanation on the items which follow.

System group:
none

Interfaces group
ifType
ifPhysAddress
ifoperStatus
ifInOctets
ifInUcastPkts
ifInNUcastPkts
ifoutOctets
ifOutUcastPkts
ifOutNUcastPkts

Address Translation group
none

IP group
ipForwarding
ipDefaultTTL
ipInReceives
ipInHdrErrors
ipInAddrErrors
ipForwDatagrams
ipReasmReqds
ipFragCreates

IP Address Table
ipAddress
ipAdEntBcastAddr

IP Routing Table
none

ICMP group
icmpInMsgs
icmplnErrors
icmpInDestunreachs
icmpInTimeExcds
icmpInParmProbs
icmpInSrcQuenchs
icmpInRedirects
icmpInEchoes

App. I - 1.
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HotBot results: "Internet Phone" (71 +) http://www.search.hotbot.com/IU IMkUN EF IS...=2&AWI =&0 Y=95&act.ncxt.x=6&alOl.l1cXI.y= 13

Click
heft: amazon.com~ t

The Web

Usenet

["op News Sites

8nsitmsses

People

Email Addresses

Classifieds

Dornain Names

• Stocks

Discussion Groups

ShareWare

lof3

Click here for Amazon.com

Returned: 226 matches.

Breakdown: internet: 11672334, phone: 6326171 ~ 71 - 80 ..

• Buy Computer Books, 20-40% off at BarnesandNoble.com!.
• Need reliable sources? Use the HotBot Research Service.

,.

71. © C&I 514 Web
91%Language Arts Web Back to Student Web Welcome to C&I 514 Language

Arts Web Mexican Culture Server It has Mexican recipes,songs, flags, and
artists. All is in Spanish. Margaret Bruha Foreign Languages and Culture Web
references The site contains a...
http://www.cae.wisc.edu/~tojek/514Ianguage.html, 5567 bytes, 08Mar95

72. © Jo's Homepage
91%Jo'8 Bookmarks These are some of the resources that a typical K12 teacher

found on the Internet: White House Tour Index - NMANWHC National
Museum of American Art home page Adrien Rothschild - NMAA/WHC
http://www.nmaa.si. edu/whc/whcgifs...
http://www.vt.com/edu/jobook.htrnl. 13996 bytes, 20Jun94

73. © Electronic Retail
91%From: David Rich, sasha@ozemail.com.au On : Thu Mar 2 06:54:37 EST

1995 In reponse to why consumers may be going off buying over the internet:
Most consumers are not yet on the net. Most people do not understand what
the net is, nor how it works ..
http://cism.bus.utexas.edu/issues/issue2/comrnent11.html, 2997 bytes,
05Mar95

74. tkl March Archives: Re: 28.8 not all that bad
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20f3

httpJ/www.search.hotbot.comJIU1MkUNEFI8...=2&AW I=&DY=95&acl.ncXl.x=6&m;l.ncxl.y~ 13

91%Re: 28.8 not all that bad David Winet (dwinet@qal.berkeley.edu) Tue, 14 Mar
1995 06:40:56 -0800 (PST) Messages sorted by: [ date ][ thread ][ subject ][
author] Next message: Roie Gat: liRe: 28.8 not all that bad" Previous
message: Larry Chace: ...
http://www.indstate.edu/CU-SeeMe/devl_archives/mar_95/0259.html, 3587
bytes, 02Apr95

75. fkI The Web Untangled
91%Introduction Known as WWW or just the Web, the World Wide Web is more

a concept than a specific protocol. The Web provides computer users on the
Internet with a consistent means of access to a variety of media in a simplified
fashion. Access is via.
http://wvnvaxa.wvnet.edu/-romanlUNTANGLED.html, 3220 bytes, 06Jan95

76. fkI March Archives: Re: 28.8 not all that bad
90%Re: 28.8 not all that bad rravindr@INDYVAX.IUPUl.EDUTue, 14 Mar

1995 15:13:30 -0500 Messages sorted by: [date][ thread][ subject][ author
] Next message: Jesus Arango: "cu-seeme & iphone conference" Previous
message: Dan Berrios: "Timing out..
http://www.indstate.edu/CU-SeeMe/devl_archives/mar_95/0270.html, 4071
bytes,02Apr95

77. l:kJ Hendry's first home page
90% Hendry's Homepage Hot! Add you page here! This page is best viewed with

Netscape Navigator. Download Let's Surf Cool Sites Games HK Stuffs
Resources Dictionary Museums Movies, TV Softwares, Icons Download
Autos News, Magazines, Computer paper What.
http://www.smart.is/link.4/LINK5.HTM. 16131 bytes, OlJan94

78. l:kJ NIC-News Newsletters: NIC Newsletter v 5.10
90%NIC Newsletter v 5.10 Sheryl Erez (erez@cac.washington.edu) Tue, 23 Mar

1993 15:32:46 -0800 (PST) = II Networks & Distributed Computing II NIC 
NEWS II == --I An update on network resources for NnC staff IIVolume 5,
Issue 10 Edited by SheryL ..
http://www.washington.edu/nic-news/old/text/0053.html, 7486 bytes, 06Jan95

79. l:kJ (http://www.cox.smu.edu/class/mis6386/people/stort/iphone.html)
90% The Internet Phone The IPHONE is a cool program to "telephone" worldwide

using the Internet. System Requirements: 386 CPU or higher Windows 3.1 or
later A Sound Blaster (compatible) sound card Speakers Microphone Internet
Access (SLIP, e.g. PICnet..
http://www.cox. smu.edu/class/mis63 86/people/stort/iphone.html, 1841 bytes,
30Mar95

80. fkI Spock's Other Raging Slab ofMeat
90%The PolySpock Project BBS PolySpock is the direct and spiritual successor to

Rathead Systems. PSP was started on a crazy whim one day by RatSnatcher
and his roommate from Ohio, Special Ed (aka Gar, Adam Capell) while they
were trying to figure out..
http://www.arlington.com/~tjames/pig/pspock2.html. 4992 bytes, 15Mar95

Breakdown: internet: 11672334, phone: 6326171 -4 71 - 80 •

3/24/982:42 PMFH_000325

SONY EXHIBIT 1027- Page 325



, Ne,lScape L.~lUerence:ana \...0011 aJKo& IYleeung Koom

Netscape Conference and
CoolTalk Meeting Room

GIl Home School chat

GIl It's a BOY!

• Holocaust Remembrance Day Chat

ED Search Engines ...
Member ofthe Internet Link Exchange

Welcome to the q5 Netscape Conference and CoolTalk®
Meeting Room!
now with CHAT!
(We have NO connection to Netscape Conununications Corporation.)

Bookmark this page. Other pages will change as this site
improves!

We have Chat and Talk meeting rooms.

Chat allows you to communicate either publicly or privately
by typing to each other.

nup:J/W\\'W.q).COm!

Sponsored by:

5erv~l'
::l(in~

Is your domain available?

A random user

See the people you talk to! Email us
your GIF, JPEG, or BMP with a
bio. No graphic? Snail mail us your
picture and a bio and we will scan
it in.

101'2

For talk you can use either CoolTalk or Netscape Conference.
First you register (it's free), then go to the Talk Meeting Room to see the list of people
waiting for a call.
To call someone, press the CoolTalk ( m)or Conference ( iii ) icon next to their name.

For most of us, every time we log on to your Internet Service Provider you have a different
IP address, so you must register here each time you log on to your Intelnet Service
Provider.

3/20/98 11 :25 AM
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Netscape Conference is a program in the suite Netscape CommunicatorPreview
". Release. You must choose to download:

"Netscape Communicator Preview Release - All Components plus Plug-ins"
in order to get Netscape Conference.

- There is a section of the Release notes which deals with Netscape Conference.

• CooITa!k® is a plugin program for Netscape. It comes bundled with Netscape
I 3.0 and is available for many platforms including Windows 95, Windows NT,

Windows 3.1, MacGS, SunGS, Solaris, HP-UX, Digital Unix, and IRIX.

If you are downloading Netscape, you must get the "plugin" version with a "P" in its name.
When you select the "Desired Product:" make sure you select one which is called
"standard plus components"
CoolTalk can also be downloaded from the Netscape FTP site.

MAC users must use a 28.8 or faster modem.

Check out the CoolTalk FAQ. It specifically addresses issues of compatable sound cards,
upgrading to Full Dupex, and MAC.

We have NO connection with Netscape. While we may be able to answer simple
questions, Netscape Technical Support is more knowledgable than us. Send comments
about this site to coolmaster@detel.com

This site may be uncomprehendable without
" Netscape Navigator 3.0. Download Netscape Now

201'2

Copyright ©1996 Detel Communications
http://www.detel.com!
This site was created by:
Edwar~ J. Weinberg webmaster@detel. com

We can create one for you!
No programmers were harmed in the testing of this product.

!Jetel, mc.
Suite 332

2490 Black Rock Tnpk
Fairfield, CT 06432

Is your domain available')
Check out:

w\vw.serverking.col11

3120/98 I I:25 AM
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http://WW\\·.q5.cOmlcooltalklcooltreg.htm

Talk Meeting Room

The list

Member ofthe Internet Link Exchange
fi'·~~~'§E;"j~~~~

!! Meet vour " . . Visitors:

i lof3

.\

The following people have indicated they are looking for someone to talk to using
Netscape Conference or Cooltalk.

You have to press the "reload" button to see the latest list of names.

If you are waiting for a call ...make sure Conference and/or Cooltalk is turned on!

To call someone, press the CoolTalk ( /iii ) or Conference ( 11 ) icon next to their name.

When people disconnect, they are not removed from this list, and if you disconnect and log
in again you will probably have a different IP address.

While waiting for a call try our new Chat Room

ITime/Date II Dial II NamelEmaii

"
City II St II Country I

03/20 8'Guenter Z II Tacoma IIWA IluSA I
13:55 EST ill IKai, rufnochmal durch!!!!! !!!!!!

03/20 IB1111 LastNiceGuy II houston Iltx IIUSA
13:43 EST • II'd like to try this anyone call me.

03/20 [;]1katherina II Ilbc II canada
13:35 EST III Iwaiting for last nice guy

03/20 I_IIErin II York IlpA IIUSA
13 :31 EST iIlItI I

3/20/98 2:03 PM
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20f3

03/20
13:20 EST

03120
13:11 EST

03/20
12:37 EST

03120
12:27 EST

03/20
12:26 EST

03/20
12:04 EST

03/20
12:01 EST

03/20
12:01 EST

03120
11:03 EST

03/20
11:01 EST

03120
10:58 EST

03120
10:50 EST

03120
10:45 EST

03/20
10:35 EST

03/20
10:09 EST

03/20
09:22 EST

IROBNIEDSME II Tamarac IIFL IIUSA

IUSA

1M. ANN II Ilmd Ilusa

Ifinancial services,loans, maryland only.

IEglin M II Port Elizabeth II II South Africa

ILet's talk

IRik Ilvitoria liES II Brasil

IUSA

IMaximo II Roma II II Italia I
Iitalian I
Ipeter II montreal II que II Canada I
I I
IKai Schutrumpf II Friedewald II Hessen II Germany

IPlease only for Guenter! !!

IROCAL II Rochester II IN IIUSA

IKA9YQM

Itinkoo IIMUMBAI IIMH II INDIA

Ii can receive calls but can't call up ... I
IArmando Gonzalez II Caracas IIDF II Venezuela I
IUSA I
IARCH-Snd Questions II will snd answerllFI IIUS.A. I
INetConf & CT works send e-mail for info

Iperfect II II II
lhi
IZaxxon II statesville IINC II USA

I
Ibob II ellenton II f1 II usa

IUSA

IDon II Morristown IINJ II
IMy E-Mail is: Don0453@AOL.COM

Ihema Ilmumbai II II india

Ijust testing

3/20/98 2:03 PM
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03120 81Daniel II vic II Ilaust

09:14 EST mil USA

03120 81Corinne II II II Singapore
ttl09: 12 EST ILooking for DANIEL dear....

03/20 81TAZZ llNewnan IIGA liuSA

07:05 EST mI IUSA

03120 81LK II Russellville liAR IIUSA
06:52 EST ttl

lUSA

03/20 I-II~ II melbourne II vic II australia

06:38 EST III Iwaiting for mates

03120 81Thooe II okinawa Ilap Iljapan

06:26 EST -, I
03/20 81Aleksander II San Fran IICA IIICQ#8336177

04:44 EST iIlIl3 IHey any nasty ladies out there? ..M25

03/20 1·IIKRlSHY II

"

II Malaysia

03:29 EST IUSA

03/20 [;]1Lacie II Jacksonville IIFL IIUSA
02:22 EST _ IWaiting for Dave

03120 I_IIDavester II Phoenix IIAZ IIUS
02:22 EST ·ILacie.......

Copyright ©1996 Detel Communications
http://www.dete/.com/
This site was created by:
Edward J Weinberg coolmaster@detel.com

We can create one for you!
No programmers were harmed in the testing of this product.

~ 30f3

Detel,lne.

3/20/982:03 PM
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LinkExchange Member

http://www.q5.com/cgibinladdip.cgi

State:

City:

'- Register your IP address
"telephone number" for Netscape Conference

and/or CoolTalk
This will add your current IP address and other infonnation to the contact list.
Since your IP address will change each time you log on, you must register each time you
log on.

The following infonnation is optional, but including it will improve the chances that
someone will talk to you.
Including your email address will put you on our mailing lists for updates to this site.

Register me for:
121 mCoolTalk
o • Netscape Conference

Name or Nick: 1,:~9:,~~",wu.w.,=.,~,,,,.wuu.. ,.,.,~w~~~.~=.wwJ

E-Mail: 1 2:.~E«2.:.:.::.~.~ ..~.:::.:...~~.:.P...~.? ..:«.~.?.~.@ MM@ « @ •••••.1

I · ,
uu~=.~~::.9:.~.~~.v~=w_j

L.~~J
Country:

Comment:

III Remember this infonnation so I do not have to enter it again!

Your IP address is: 151.200.96.2.

iew Submitted IPs

I of I

l
3/20/98 2:02 PM
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(FILE 'USPAT' ENTERED AT 15:36:24 ON 18 MAR 1998)
L1 219 S IP ADDRESS
L2 145 S Ll AND SERVER
L3 103 S L2 AND INTERNET
L4 6 S L3 AND TELEPHONY
L5 0 S (INTERNET AND (pHONE OR TELEPHONE OR TELEPHONY))/TI
L6 0 S (INTERNET AND (PHONE OR TELEPHONE OR TELEPHONY))/ABS
L7 12 S (INTERNET AND (PHONE OR TELEPHONE OR TELEPHONY))/AB
L8 32 S "IP ADDRESS" (3A) (SERVER OR DATABASE OR STORAGE OR COLL
ECT
L9 2 S ("IP ADDRESS" (5A) (SERVER OR DATABASE OR STORAGE OR COLLEC
LlO 1 S L9 AND (TELEPHONY OR VOICE OR MULTIMEDIA OR SOUND OR TAL
KO

(FILE 'USPAT' ENTERED AT 18:26:56 ON 18 MAR 1998)
Ll 1369 S IRC
L2 1 S "DYNAMIC IP ADDRESS" AND (SERVER OR DATABASE OR STORAGE) .
L3 3 CHAT AND "IP ADDRESS"

(FILE 'USPAT' ENTERED AT 15:07:40 ON 23 MAR 1998)
Ll 88 S 395*12/CCLS
L2 0 S Ll AND INTERNET
L3 19 S LI AND TELEP?
L4 2 Ll AND "TELEPHONE INTERFACE"

(FILE 'USPAT' ENTERED AT 11 :49:05 ON 24 MAR 1998)
L1 0 S "INTERNET TELEPHONY"
L2 7 S "NETWORK TELEPHONY"
L3 1037 S INTERNET
L4 511 S L3 AND TELEPHONE
L5 51 S L4 AND INTERNET (4A) TELEPHONE
L6 3 S L4 AND (INTERNET (4A) TELEPHONE)/AB
L7 2 L5 AND (INTERNET (W) TELEPHONE)

(FILE 'USPAT' ENTERED AT 14:12:11 ON 27 MAR 1998)
Ll 103486 S INTERNET OR WEB OR WWW
L2 3531 S Ll AND (TELEPHON! OR VOICE OR TALK OR SPEAK OR SPEECH OR AU
L3 352 S L2 AND ( (ROLLING OR NEW OR DYNAMIC OR UNIQUE OR DIFFERENT
L4 3613 S LI AND (TELEPHON! OR PHONE OR VOICE OR TALK OR SPEAK OR SPE
L5 359 S L4 AND ( (ROLLING OR NEW OR DYNAMIC OR UNIQUE OR DIFFERENT
L6 178 S L5 AND ((USER (W) INTERFACE) OR WINDOW)
L7 35 S L6 AND (lP (7A) (SERVER OR DATABASE OR "DATA BASE"))

FH_000332
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Readme
VocalTec Internet Phone (TM)

Version 2.5 (Build 5) - February, 1995
======================================

Copyright (c) 1995 by VocalTec Ltd.

In order to use Internet Phone, you need ...

1. Windows 3.1 or higher (not NT).

2. 8MB of RAM recommended.

3. 486SX 25Mhz or faster recommended.

4. Windows compatible audio board, with speaker and microphone.

5. TCP/IP software with WINSOCK 1.1 support.

6. A SLIP/PPP, or direct Internet connection (14,400 baud minimum).

Installing the Inte~net Phone

1. Make sure that your microphone and speaker work properly,
by recording yourself using the Microsoft's Sound Recorder.
See "Preparing Your Audio Device" section, below.

2. Create a directory on your hard-disk
e.g.: MD C:\IPHONE

3. From that directory, execute the self-extracting archive
C:\IPHONE> IPHONE25.EXE

4. Choose File/Run and execute C:\IPHONE\ADDICONS
A new program-manager group file will be created, with icons for Th

e
Internet Phone and Help file

5. Double-click the Internet Phone icon.

6. The first time you run the Internet Phone Software, a Quick Tour wi
11

be suggested to you.

Page 1
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There is no need for bo

t'

Readme

7. start talking with the rest of the world!

About The Internet Phone and IRC
~ --------------------------------

The Internet Phone uses the IRC to show the currently on-line user
s .
The actual talk is done directly between the PC's running the Intern
et
Phone, and NOT via the IRC.

Selecting an IRC server

In order to use the Internet Phone, you must be connected to an I
RC
server; It is best to select the one nearest to you, in order to g
et
the best connection.

Once you're connected to the IRC, you can call any other Internet Pho
ne
user that is connected to the IRC network.
th
of you to use the same IRC server.

Please note that by "nearest" we mean over the net, but usual
ly .
geographically close places have a better network connection.

The first time you connect, you can select a server from the Public
ly
Accessible Servers. It might not be the closest to you, but it wi
11
enable you to start talking.

Later you can try and find a server better suited for you. Note th
at
many servers accept connections from specific areas. Some are limit
ed
to a country, some to a specific campus.

Page 2
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Readme

Technical Support

Before calling VocalTec for technical support, please do the following

1. Check the TroubleShooting from the Help menu in the Internet Phone.
It contains a list of problems and solutions.

2. Select "Technical Support" from the Help menu for information on ho
w

to contact VocalTec.

END of README. TXT

Page 3
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Untitled
Domain Name: Q5.COM

Administrative Contact, Technical Contact, Zone Contact:
Weinberg, Ed (EW286) edw@DETEL.COM
203-333-3675

Billing Contact:
Weinberg, Ed (EW286) edw@DETEL.COM
203-333-3675

Record last updated on 19-Mar-98.
Record created on 22-Feb-96.
Database last updated on 19-Mar-98 04:11:09 EST.

Domain servers in listed order:

NS1.DETEL.COM
NS1.GRANITECANYON.COM
NS2.GRANITECANYON.COM
NS1.RESEARCH.TROY.NY.US

165.254.238.145
205.166.226.34
208.146.254.90
206.72.196.240

Enter a handle, name, mailbox, or other field, optionally preceded
by a keyword, like "host diis". Type "?" for short, 2-page
details, "HELP" for full documentation, or hit RETURN to exit.

---> Do AE to show search progress, AG to abort a search or output <--

Whois:

Page 1
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DN : Re: Getting IP address of PPP-eonnected Mac iittp://x8.dejanews.com/getdoc.xp?AN~1007...0658.1125646767&HIT_NUM~9&hitnum=4&NTL= 1

"". . The Leader in Internet Discussion
...7. '

Port Message m"My Deja News

~:Ll
o

Help

Click here to find the resources you need to code faster and reach more customers.

Article 5 of exactly 5

« » 1\
Previous Next Current
Article Article Results

• Help • Post New
• Bookmark

• Author Profile· Post Reply
• Text Only

• View Thread • Email Reply

Subject:
From:
Date:
Message-ID:
Newsgroups:

Re: Getting IP address of PPP-connected Mac
jgull@umich.edu (Jason Gull)
1995/04/03
<jgull-0304951005350001@pm012-11.dialip.mich.net>
comp.sys.mac.comm

lof2

[Subscribe to comp.sys.mac.comm] ~

[More Headers]

Thanks for the advice. However, I'm already using MacTCPWatcher to find
out *my own* IP address. It's trying to discover the IP addresses of
other PPP users that is troubling me. So far the best "solution" seems to
be a central location where I and my friends with whom I may wish to use
Talk, NetPhone, etc. in the future can post our dynamic IPs each time we
connect via PPP. Then other users can check that location and contact me.

I'm working on an AppleScript to do this. Any info, comments, advice
would be appreciated. I'll post details here (and to my web page) if I
ever get it going.

Jason Gull
jgull@umich.edu
http://www.umich.edu/-jgull/

In article <3Imrnv$igu@sctl.sct.fr>, Luc Saint-Elie
<lstelie@world-net.sct.fr> wrote:

> jgull@umich.edu (Jason Gull) wrote:
> >Is there *any* other way I can find out the IP address of a Mac connected
> >via MacPPP without asking the person using the machine on the other end?
> >I've tried making Talk requests to my friend's various email addresses, to
> >no avail. It just seems like the server has to have some way of figuring
> >out the address of a MacPPP-connected machine. Right? So is there any
> >way I can tap into that knowledge on the server?
>
> There are two ways (may be much more) to know that:
>
> 1- Simple way, use the "stats .. " item in your ConfigPPP panel. On the
bottom right
> side of the display you will find your IP adress.

3/18/985:45 PMFH_000339
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DN -' Re: Getting IP address of PPP-eonnected Mac Iittp:/1x8.dejanews.comlgetdoc.xp?AN= I007...0658.1125646767&HIT_NUM=9&hitnum=4&NTL~ I

> 2- Best way: Use MacTCP Watcher (freeware from Peter Lewis), a really nice
> software allowing you to know EVREYTHING about your IP connection.

:i >
f > Hope this helps

Jason Gull
jgull@umich.edu

----
~""="'=-:. =----=::"":. =~=
=~=~=.

Liberty is always dangerous. But it is
the safest thing we have. - H.E.Fosdick

Click here to find the resources you need to code faster and reach more customers.

Previous Next Current
Article Article Results

« » 1\ • Help • Post New
• Bookmark

• Author Profile· Post Reply
• TextOnly

• View Thread • Email Reply

20f2

IBM Technical Interchange '98 I Directories I Classifieds I Yellow Pages

About Deja News . New Users . Ad Info . Our Advertisers . How are we doing?
Home Search Post My Deja News . Help

Copyright © 1995-98 Deja News, Inc. All rights reserved. Conditions of use.
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ON - Re: Internet Phone for Mac?
.

littpjlx8.dejanews.com/getdoc.xp?AN= I0 I003066&CONTEXT=890260658.1125646767&hill1um=7

....'

Pon Message

Click here for My Deja News.

ii~11
My Deja News

~~J
Help

Article 8 of exactly 11

« » 1\
Previous Next Current
Article Article Results

• Help • Post New
• Bookmark

• Author Profile· Post Reply
• Text Only

• View Thread • Email Reply

Subject:
From:
Date:
Messaqe-ID:
Newsqroups:

Re: Internet Phone for Mac?
jqull@umich.edu (Jason Gull)
1995/04/17
<jqull-1704950116450001@pm049-28.dialip.mich.net>
comp.sys.mac.comm

101'2

[Subscribe tp comp. sys . mac . comm] ..

[More Headers]

It's called NetPhone, and from all accounts, it's a lot better than
Internet Phone (which uses an IRC server). NetPhone supports GSM (the
compression scheme used by a lot of European and other cellular phones),
which means it works fine over a 14.4 line, though GSM really requires a
25rnhz 040 minimum.

The only problem for dial-up SLIP/PPP users is that to call, a caller
needs to know the IP address of the receiver's machine, which changes all
the time with most SLIP/PPP accounts. I've heard Internet Phone is trying
to solve this using a dedicated IRC server. I've been trying to solve it
with a script to write my current dial-up address to my web page, but it
doesn't really work yet.

NetPhone is from emagic, and their web site is at
http://www.emagic.com
There you can download a demo version (outgoing calls limited to 90 seconds).

Jason Gull
jgull@umich.edu

In article <jazzbo-1604951234280001@onramp2-11.onr.com>, jazzbo@onr.com wrote:

> The latest issue of Wired had a blurb that said there was something akin
> to the Internet Phone available for Mac users. What is it and where can I
> get it??
>
> , -Dave
>
> P.S. Have a nice day ..
>

3/18/985:48 PM
FH_000341

SONY EXHIBIT 1027- Page 341



DN - Re: Internet Phone for Mac?
'.

> Have you ever gotten sick of
they didn't invent? You will.
>
>

.
Inlp:!/x8.dejanews.com/getdoc.xp?AN= 10 I003066&CONTEXT=890260658.1125646767&hitnum=7

hearing AT&T take credit for things that

-Dave Hamilton (jazzbo@onr.com)

Previous Next Current
Article Article Results

,.,
•

« » 1\

Click here for My Deja News.

• Help • Post New
• Bookmark

• Author Profile· Post Reply
• Text Only

• View Thread • Email Reply
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Deja News - Power Search Results http://search.dejanews.com/dnquery.xp?QR. ..&fromdate=Jan+1 + I990&todate=Sept+ 12+1995

'"~".. [he Leader in Internet Discussion
.... ~:

~
~

Post. Message

Ml'
My Deja News

<ii
Help

Click here for My Deja News.

Power Search Results

11 Matches for search: • Help
• Quick Search

• Interest Finder

• Browse Groups

l.
2.
3.
4.
5.
6.
7.
8.
9.

10.
11.

Date

95/08/20
95/08/20
95/08/20
95/08/20
95/08/21
95/08/24
95/06/28
95/04/17
95/04/03
95/03/30
95/07/10

Scr

047
047
047
047
046
045
043
041
041
041
034

Subject

server addressed PPP account
server addressed PPP account
server addressed PPP account
server addressed PPP account
Re: server addressed PPP acc
Re: Static vs. Dynamic IP ad
PPP, Dynamic Addressing, & N
Re: Internet Phone for Mac?
Re: Getting IP address of PP
Re: Getting IP address of PP
Re: Eudora and Mailshare

Newsgroup

comp.protocols.tcp-ip
comp.protocols.tcp-ip
comp.protocols.ppp
comp.sys.mac.comm
comp.sys.mac.comm
comp.sys.mac.comm
comp.sys.mac.comm
comp.sys.mac.comm
comp.sys.mac.comm
comp.sys.mac.comm
comp.sys.mac.comm

Author

Emilio C. Petri
Emilio C.. Petri
Emilio C. Petri
Emilio C. Petri
Clark Martin
Dennis Wall
Jason Gull
Jason Gull
Jason Gull
Hao-lin Harry T
T. Byfield

lof2

Individual word match counts (exact)

• address: 132081
• ip: 36509
• netphone: 225
• server: 164858

Click here for My Deja News.

3/18/98 6:23 PMFH_000343

SONY EXHIBIT 1027- Page 343



Deja News - Power Search Results

Search Again: Power Search

http://search.dejanews.com/dnquery.xp?QR...&fromdate~Jan+ I+1990&todate~Sept+12+1995

Search for: • Help
• Quick Search

• Interest Finder

• Browse Groups

Archive: G~~E~.:"~~»",,E

~~::::sL~.~~:~~EJ

N~:~::;fL~h~,~uEJ

.f=~~~S I~::.~.:.~..:~:mm. EI
SO~;~ IW:':'~N:=ww'hwEl

Group(s):1 camp. * l
_ .. _ :.~~~,..,..:-:.:...-»»:-:_.=yh»:.,., :.:..'~:««-:«-.':.:.:«»>.»»~~:.,.~:.:."'.,.,.:.:«-»,.»»:-:-....,.:.:.,.:.:.,.,.:~.: .,"".",.:.:.,.:.:-."»X«.: ......"......"...-.:.:.,.,.,.:.:~

Example: alt.tv.x-files or *x-files*

Auth0 r(s): ["~~.",.....•....•..",.""".,..m.••••y/••v•.•mw#••.•,,.•= ••."".•."y.,="=•.•.•.•.•.y -_-,_•.•_._w_._._ __........... -_-_-_-.-.-_..-.__-_-u -.-.-.._._~_._._-_-_-_--
Example: demos@dejanews.com

Subject(s)'[ _-_,-._1.
·_._•.•.•.•.•.•••» •.•.•.•_._»~_._",._"",x.'».".N••."'._•....._._._.'••,"'.•.•_•.•_,,,_._._._~ .._.~••,,_._.=.,,,..•_._._. .-.-...-_._".._"«.•.•.•.~_._._•.•_._._._._•.•#. ··-••·.-.-.·,.-.-._._w.....•.......ww

Example: FAQ or (Frequently Asked Questions)

f~:l ...~,~.~ ..~.mm~:.~.~-.-mNj To: 1~..~,:E.! ...w~~.mm~,:~:'J
Example format: Apr 1 1997

2 of2

IBM Technical Interchange '98 I Directories I Classifieds I Yellow Pages

About Deja News' New Users' Ad Info' Our Advertisers' How are we doing?
Home Search Post My Deja News . Help

Copyright © 1995-98 Deja News. Inc. All rights reserved. Conditions of use.
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APPLICANT:
SERIAL NO.:
FILED:
FOR:
EXAMINER:
ART UNIT:

ATIORNEY'S DOCKET NO.:N0003n002

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Shane D. Mattaway et al.
08n21,316
September 25, 1995
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION

CERTIFICATE OF MAILING UNDER 37-C.FR. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on
the 20th day of December, 1996.

Assistant Commissioner for Patents
Washington, DC 20231

Sir:

Transmitted herewith for filing is/are the following document(s):

[Xl Information Disclosure Statement
[Xl PTO Form 1449

If the enclosed papers are considered incomplete, the Mail Room and/or the Application Branch
is respectfully requested to contact the undersigned collect at (617) 367-4600, Boston,
Massachusetts.

No fee is being submitted. If the fee is insufficient, the balance may be charged to the account
of the undersigned, Deposit Account No. 02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,

~~.Jf"-._-
Reg. No.: 33,518
BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street
Boston, Massachusetts 02108
Tel.: (617) 367-4600

ATIORNEY DOCKET NO.: N0003n002
DATE: December 20, 1996
NDDH:\BDJ\N0003\7002\IDSTRANS.WPD
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ATTORNEY'S DOCKET NO.: N0003n002

Applicant:
Serial No.:
Filed:
For:

Examiner:
Art Unit:

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Shane D. Mattaway et al.
081721,316
September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION

CERTIFICATE OF MAILING UNDER 37 G.FR. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on
the 20th day of December, 1996.

Frances M. Cunningham

Assistant Commissioner for Patents
Washington, DC 20231

STATEMENT FILED PURSUANT TO THE DUTY OF
DISCLOSURE UNDER 37 C.F.R. §§1.56. 1.97 AND 1.98

Sir:

Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the

applicant requests consideration of this information disclosure statement.

Compliance with 37 C.F.R. §1.97

This information disclosure statement has been filed before the mailing date of a

first office action on the merits in the above-identified application. No fee or certification

is required.

FH_000346
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Serial No. 08/721,316 -2-

Information Cited

The applicant hereby makes of record in the above-identified application the

information listed on the attached form PTO-1449 (modified). The order of presentation

of the references should not be construed as an indication of the relative importance of

the references.

Remarks

A copy of each of the above-identified information is enclosed unless otherwise

indicated on the attached form PTO-1449 (modified). It is respectfully requested that:

• The examiner consider completely the cited information, along with any

other information, in reaching a determination concerning the patentability

of the present claims;

• The enclosed form PTO-1449 be signed by the examiner to evidence that

the cited information has been fUlly considered by the Patent and

Trademark Office during the examination of this application;

• The citations for the information be printed on any patent which issues

from this application.

By submitting this information disclosure statement, the applicant makes no

representation that a search has been performed, of the extent of any search

performed, or that more relevant information does not exist.

By submitting this information disclosure statement, the applicant makes no

representation that the information cited in the statement is, or is considered to be,

material to patentability as defined in 37 C.F.R. §1.56(b).

By submitting this information disclosure statement, the applicant makes no

representation that the information cited in the statement is, or is considered to be, in

fact, prior art as defined by 35 U.S.C. §102.

FH_000347
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Serial No. 08/721,316 -3-

It is understood by applicant that the foregoing information will be considered

and, to the extent deemed appropriate by the examiner, will be reflected in the

examiner's communication.

Reg. No. 33,518
BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street
Boston, Massachusetts 02108
Tel: (617) 367-4600
Attorneys for Applicant

Respectfully submitted,

<:1o::£p.r-

Docket No.: N0003fi002
Date: December 20, 1996

H:\BDJ\N0003\7002\IDS.WPD
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AUNGlRECElPT DATE FIRST NAMED APPlICANT

(I I) i)-D

U.ILb/~6 NATTAWAY

8RUCb= [:. .J08~3F.

RCII)J<~:;n: I N ~, ~J-'D I F{I--::rl
ONE BEACON STREET
Bcp:n'.ON. /l'IA. O.21.q::::

_. ---'I

I•\.

"-- . '.- . . -::=:=':::-:-:- ; .'
DATE MAILED:

.i ~ If:

NOTICE TO FILE MISSING PARTS OF APPLICATION
Filing Date Granted

BIt..

_.._---._.-- --_.__ -.._-_._~
to complete the basic filing fee and/or file a verified small entity

An Application Number and Filing Date have been assigned to this application. However, the items indicated below are missing. The
required items and eesjdentified below mU~be timely submitted ALONG WITH THE PAYMENT OF A SURCHARGE for items 1 and
3-6 only of $ I ,tPrp for a large entity 0 small entity in compliance with 37 CFR 1,.27. Tne surcharge is set forth in
37 CFR 1.16(e). Applicant is given TWO M THS FROM THE DATE OF THIS NOTICE within which to file all required items and pay
any fees required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension'
fee under the provisions of 37:CFR 1.136(a).

" all required items on this (orm are filed within the period s,ur~ve, the total amount owed by applicant as a
o large entity 0 small entity (verified statement filed), Is $ I~~i/J .' .

"L>-;;i '- ~ ~- .

o 1. The statutory basic filing fee is:
o missing.

- -'-. Q .. insufficient-...-··- _.. ...----. - .- ..-- •.- - ._•._-. -. .. _·_I·.···••__. ~.. ._.. __

Applicant must submit $__'--- _
statement claiming such status (37 CFR 1·.27).

O. 2: Additional claim fees of $ • including any multiple dependent claim fees, are required.
. .Applicant must either submit the additional claim fees or cancel additionalclaims for which fees are due.

~ 3. i ~ath.or.declaration: . ; ,
IS mlssmg. _
does not cover the newly submitted items.

o does not identify the application to which it applies.
o does not include the city and state or foreign country of applicanfs residence.
An oath or declaration in compliance with 37 CFR 1. 63, including residence information and identifying the application by
the above Application Number and Filing Date is required.

o 4: The signature(s) to the oath or declaration is/are:
o missing.
o by a person other than inventor or person qualified under 37 CFR 1.42, 1.43, or 1.47.
A proPl!rIy si9!!ed oaf!! ,?r d~l!:..!J~Ji9!J1,!,c9mplianc.ewitl! 37 C!R I.PJ,ce'!tifying the applicat~on,by the. ab~ve
Application Number and Filing Date, is required. - .

o 5. The sign~ture.of the following i?int inven~or(s) is missing from t~e oath r eclaration:

__ An oath or d~/(JfJ!tio.n listing the names of all inventors and signed by the omitted inventor(s), identifying this application by
the above Application N'Jmber ancTFilingDate: isreqtii'ed. - .--. . - - - -- - - . - -. - ;

o 6. A $ processing fee is required since your check was retumed without payment (37 CFR 1.21 (m)).

o 7. Your filing receipt was mailed in error because your check was retumed without payment.

o 8. The application does not comply with the Sequence Rules.
See attached "Notice to Comply with Sequence Rules 37 CFR 1.821-1.825.'

o 9. OTHER: QI(

Direct the response and any questions about this notice to "Attention: BoX;:M!ss.ffi9 ,fwl~i97 037213! [.,

A copy of this notice MUST be retuhiJit with tt1lt,oresponse;

Customer Service Center
Initial Patent Examination Division (703) 308-1202

FORM PTO·1533 (REV.7·96) PART 3· OFFICE COPY ·U.S. GPO: 1996 404 496/40515FH_000349
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N0003fi002

PATENT

Assistant Commissioner for Patents
Box Missing Parts
Washington, DC 20231

TRANSMITTAL LETTER

Sir:

Transmitted herewith for filing in the Patent Application of

Applicant:

Serial No.:

Filed:

For:

Shane D. Mattaway, et al.

081721,316

September 25, 1996

GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION

are the following papers:

--X. Response to Notice to File Missing Parts of Application

--X. Signed Declaration

--X. Copy of Notice to File Missing Parts of Application Filing Date Granted

A check in the amount of $130.00 is enclosed to cover the surcharge. The

Commissioner is hereby authorized to charge any other fees under 37 C.F. R. §§1.16 and 1.17

that may be required, or credit any overpayment, to our Deposit Account No. 02-3038.

Respectfully submitted,

Bruce D. Jobse,
Reg. No. 33,51
BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street
Boston, MA 02108
(617) 367-4600

BDJ:rc

H:\BOJ\N0003\7002\MISPRTTR.WPO
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PATENT
N0003/7002

••
~

~.

I~ ~

.~ ~~"'. ~

\

'1Jf'D ~

. ,~~$
~&~~

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re The Application of: )
Shane D. Mattaway, et al. )

Serial No. 08/721,316 )
Filed: September 25, 1996 )
For: GRAPHIC USER INTERFACE )

FOR INTERNET TELEPHONY )
APPLICATION }

Examiner: Not yet assigned
Art Unit: Not yet assigned

Bookstein & Kudirka, P.C.
One Beacon Street
Boston, MA 02108

CERTIFICATE OF MAILING

Rivki Cohen

I hereby certify that the following Response to Notice to File Missing Parts is being
deposited with the United States Postal Service as first class mail pursuant to 37 C.F.R. 1.8
in an envelope addressed to the Assistant Commissioner for Patents, Washington, D.C.
20231, Attention: Box Missing Parts, on December 17, 1996.

~Co~

Assistant Commissioner for Patents
Washington, D.C. 20231
Attention: Box Missing Parts

Sir:

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION

In response to the Notice to File Missing Parts of Application-Filing

Date Granted mailed December 2, 1996, enclosed herewith is a Declaration

executed by the named inventors for the above-referenced application. A

check for $130.00 to cover the surcharge for this Response is enclosed.

FH_000351
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The Commissioner is hereby authorized to charge any other fees under

37 C.F.R. §§1.16 and 1.17 that may be required, or credit any overpayment, to

our Deposit Account No. 02-3038.

Respectfully submitted,

6~'iP==
Registration No. 33,518
BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street
Boston, MA 02108
(617) 367-4600

BDJ:rc

Date: December 17, 1996

ATTORNEY'S DOCKET NO. N000317002

x020297

H:\BDJ\N0003\7002\RESPMISS.WPD
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DOCKET miR: N0003nOO2

, .
,.

", ~.J'
.,.~

•

DECLARATION AND POWER OF ATTORNEY FOR
PATENT APPLICATION

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are stated below next to my name:

I believe I am an original, first and joint inventor the subject matter which is claimed and for which a patent
is sought on the invention entitled GRAPmC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION the specification of which was filed on September 25, 1996 under Attorney's Docket
Number N0003/7002, now U.S. Patent Application Serial No. 08/721,316.

I hereby state that I have reviewed and understand the contents of the above identified patent application,
including the claims as amended by any amendment referred to above.

I acknowledge the duty to disclose infonnation which is material to the patentability of this application in
accordance with 37 C.F.R. 1.56.

I hereby claim the benefit of foreign priority under 35 U.S.C. 119 of any foreign application(s) for patent or
inventor's certificate having a filing date before that of the application the priority of which is claimed:

Prior Foreign Application(s):

(Number) (Country) (Filing Date)

Priority Claimed

Yes No

I hereby claim the benefit of United States priority under 35 U.S.C. 120 of any United States application(s)
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in a
listed prior United States application in the manner provided by the first paragraph of 35 U.S.C. 112, I
acknowledge the duty to disclose infonnation material to the patentability of this application as defined in 37
C.F.R. 1.56 which occurred between the filing date of the prior application and the national or PCT
international filing date of this application.

08/533,115 9/25/95 pending
(Application Serial #) (Filing Date) (Status)

60/024.251 8/21/96 pending
(Application Serial #) (Filing Date) (Status)

60/025.415 9/4/96 pending
(Application Serial #) (Filing Date) (Status)

I hereby declare that all statements made herein of my own knowledge are true and that all statements made
on infonnation and belief are believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable by fine or imprisonment, or both,
under 18 U.S.C. 1001 and that such willful false statements may jeopardize the validity of the application or
any patent issued thereon.

Page 1 of2
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POWER OF AITORNEY: As a named inventor, I hereby appoint the following attorneys and/or agents to
prosecute this application and transact all business in the Patent and Trademark Office connected therewith.

Bruce D. Jobse
Arthur Z. Bookstein
Philip L. Conrad
Paul J. Cook

Reg. No. 33,518
Reg. No. 22,958
Reg. No. 34,567-Reg. No. 20,280

Paul E. Kudirka
John F. Perullo
Steven G. Saunders

Reg. No. 26,931
Reg.No.~

Reg. No. 36,26i

Send correspondence to Bruce D. Jobse, BOOKSTEIN & KUDIRKA, P.C., One Beacon Street, Boston,
Massachusetts, 02108.

FULL NAME OF INVENTOR::=:Matta~ ______

INVENTOR'S SIGNATURE: --l:::tsL~"-"==--+~7f-.1--~-++--=...::::==--~=r-
./"

RESIDENCE: 826 Periwinkle, ~oca Raton,YL 33486
CITIZENSHIP: U.S.A.
POST OFFICE ADDRESS: 826 Periwinkle, Boca Raton, FL 33486

DATE:

c2~t!lJ
FULL NAME OF INVENTOR: Glenn W. Hutton

"
INVENTOR'S SIGNATURE: z~~2~ DATE: /2--;)--1h

/"
RESIDENCE: 9725 Hammocks Boulevard, #206, Miami, FL 33196
CITIZENSHIP: Canada
POST OFFICE ADDRESS: 9725 Hammocks Boulevard, #206, Miami, FL 33196

FULL NAME OFINVENTOR:~raiB. trickland L....-,
INVENTOR'S SIGNATURE:~q

y
RESIDENCE: 5713 NW 65th Terrace, Tamarac, FL 33321
CITIZENSHIP: U.S.l". (1...a '1. o..dGt @
POST OFFICE ADDRESS: 5713 NW 65th Terrace, Tamarac, FL 33321

H:\BDJ\N0003\7002\DECL.WPD

Page 2 of2

DATE: /Lite/CIt,
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1 UNITED SJ..•;t! DEPARTMENT OF COMMERCE

Patent an'l'rad\Jmark Office
Address: OJMMISSIG '\R OF PAlENTS AND TRArEMARKS

Washington. D.C. 20231

APPUCATlON NUMBER I
O~3/7;:'1:- .J1rs

RUNGlRECEl?T DATE

U972.5;''16
FIRST NAMED APPUCANT

MATTAWAY
ATTORNEY DOCKET NOJTlTlE

S

BRUCE I) .JOBSE
BOOKSTEIN & KUDIRKA
ONE BEACON STREET
BOSTON triA 0210:3

0222/1202

DATE MAILED:

0000

1:2/02/96

NonCE TO FILE MISSING PARTS OF APPLICAnON
Filing Date Granted

An Application Number and Filing Date have been assigned to this application. However, the items indicated below are missing. The
required items ~~dentifiedbelowm!be timely submitted ALONG WITH THE PAYMENT OF A SURCHARGE for items 1 and
3-6 only of $ I ;""1' for a large entity 0 small entity in compliance with 37 CFR 1.27. The surcharge is set forth in
37 CFR 1.16(e). Applicant is given TWO NTHS FROM THE DATE OF THIS NOTICE within which to file all required items and pay
any fees required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension
fee under the provisions of 37 CFR 1.136(a).

If all required items on this form are filed within the period s,ta.1»ov~the total amount owed by applicant as a
o large entity 0 small entity (verified statement filed), is $ 13p, q)Ip. • .

o 1. The staMory basic filing fee is:
o missing.
o insufficient.
Applicant must submit $ to complete the basic filing fee and/or file a verified small entity
statement claiming such status (37 CFR 1.27).

o 2. Additional' claim fees of $ , including any multiple dependent claim fees, are required.
~ Applicant must either submit the additional claim fees or cancel additional claims for which fees are due.

~ 3. i oath or declaration:
is missing. .
does not cover the newly submitted items.

o does not identify the application to which it applies.
o does not include the city and state or foreign country of applicanfs residence.
An oath or declaration in compliance with 37 CFR 1. 63, including residence information and identifying the application by
the above Application Number and Filing Date is required.

o 4. The signature(s) to the oath or declaration is/are:
o missing.' /
o by a person other than inventQr'or person qualified under 37 CFR 1.42, 1.43, or 1.47.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.

o 5. The signature of the following joint inventor(s) is missing from the oath or declaration:

An oath or declaration listing the names of all inventors and signed by the omitted inventor(s), identifying this application by
the above Application Number and Filing Date, is required.

o 6. A $ processing fee is required since your check was returned without payment (37 CFR 1.21 (m)).

o 7. Your filing receipt was mailed in error because your check was returned without payment.

o 8. The application does not comply with the Sequence Rules.
See attached "Notice to Comply with Sequence Rules 37 CFR 1.821-1.825.'

o 9.0THER:

Direct the response and any questions about this notice to "Attention: Box Missing Parts."

A copy of this notice MUST be returned with the response. (!E/tJ~

Customer Service Center
Initial Patent Examination Division (703) 308-1202

FORM PTG-1533 (REV,7-96)
PART 1·ATTORNEY/APPLICANT COpy "U.S. GPO: 1~40515.

FH_000355
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O~/721316

PATENT

September 25, 1996 .
N0003n002

NEW APPLICATION TRANSMITTAL LETTER
Sir:

Transmitted herewith for filing is the Patent Application of

GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATIONFor:

, _ 00 Inventor(s): Shane D. Mattaway, Glenn W. Hutton, and Craig B. Strickland a _al.

I

This application is a continuation-in-part of U.S. Patent Application Serial No.
08/533,115, entitled, Point-to-Point Internet Protocol, by Glenn W. Hutton, filed
September 25, 1995.

Enclosed are the following papers required to obtain a filing date under 37 C.F.R.
§1.53(b):

....l:l....- Sheets of Informal Drawings
~ Pages of Specification, Including Claims and Abstract
_6_ Claims

The following papers, if indicated by an X, are also enclosed:

A Declaration and Power of Attorney
An Assignment of the invention
An Information-Disclosure Statement, Form PTO-1449 and a copy of each cited
reference
A Small-Entity Declaration

--.2L A Certificate of Express Mailing, Express Mail Label No. EM316008331 US

FEE CALCULATION:
Total Claims: 6 - 20 = 0 X $22.00 = $00.00

Independent Claims: 1 - 3 =0 X $78.00 = $00.00

Basic Fee: $750.00

lFH_000356
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I

'. Total of Above calaions: $750.00

.-lL A check in the amount of $750.00 is enclosed to cover the Filing Fee.

__ A check in the amount of $40.00 is enclosed to cover the Recording Fee for
the Assignment. A duplicate copy of this transmittal letter is enclosed.

The Commissioner is hereby authorized to charge any fees under 37 C.F.R. §1.16
and 1.17 that may be required by this paper or any paper filed in connection with this
Patent Application, or credit any overpayment, to our Deposit Account No. 02-3038.

Please address all communications and telephone calls to the undersigned.

Respectfully submitted,

&~~
Reg. No. 33,518
BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street
Boston, MA 02108
(617) 367-4600

•

(Typed or I' . ted naule of person mailing papH.~

/J~-V

"Express Mail'mailitllJ label number £Nl3/6oo3'32:>1 US
Date of Deposit Cj / ZS"fj b

r "bOd"dI hereby certify that this papu or fee IS elDg eposne
Wilh ,he United States Postal Service "Express Mail Post
Ollkc to Addre.see" service under 37 CFR 1.10 on the
date iJtdkated above and is addressed to: The Com
missiooer of Patents aAd Trademarks, Washington.
D.Co 20231.

brvu.. P. :1obs.e-.
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GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
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This application is a 90ntinuation-in-part of United States patent application serial
l Ybr\&'''\)

number 08/533,115 entitled Point-to-Point Internet Protocol, by Glenn W. Hutton, filed

"September 25, 1995, commonly assigned, the subject matter of which is inco~porated

'"herein by refer~nce.
. ~

To the extent that any matter contained herein is not already disclosed in the

above-identified parent applic*~!gi~~ationclaims priority to United States
~lb~'t6~~~

provisional patent application"x0X;ntitled Internet Telephony Apparatus and

Method by Mattaway et aI., filed September 4, 1996, and United States provisional
60/()~1/, {).S /

patent application serial numbe~XXlXXX,Xxx. entitled System and Methods for Point-

To-Point Communications Over a Computer Network, by Mattaway et aI., filed August

21, 1996.

In addition, this application is one of a number of related applications filed on an

even date herewith and commonly assigned, the subject matters of which are

incorporated herein by reference, including the f~~17 !/'Jf
U.S. Patent Application Serial NO~ x-x,~ntitled Directory Server

For Providing Dynamically Assigned Network Protocol Addresses, by Mattaway

et al.; fJi / 7/1 6~
u.s. Patent Application Serial NO~*XIiKxx,m, enLtled Point-to-point

Computer Network Communication Utility Utilizing Dynamically Assigned

Network Protocol Addresses, by Mattaway et al.;
df / 7/1 G. ¥ lJ .

U.S. Patent Application Serial No. *XIXxx,XX*, entitled Method And
'"Apparatus For Dynamically Defining Data Communication Utilities, by

Mattaway et al.;
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Computer Network, by Mattaway et al.; " ~~1/Zf rt
u.s. Patent Application Serial NO.~,***, entitled Method And

Apparatus For Providing Caller Identification Based Out-going Messages In A

Computer Telephony Environment, by Matta~9Y et al.;
df/7/F, ~II

U.S. Patent Application Serial NO~-*XIXXX,X'X ,entitled Method And
I .

Apparatus For Providing Caller Identification Based Call Blocking In A Computer

Telephony Environment, by Mattaway et al.;~ '" /. 4'
"'1 /jlh,,3 L

u.S. Patent Application Serial N0
1

*'<1 X,**X, entitled Method And

Apparatus For Providing Caller Identification Responses In A Computer

Telephony Environment, by Mattaway et al.

FIELD OF THE INVENTION

The present invention relates, in general, to data processing systems, and more

specifically, to a method and apparatus for facilitating audio communications over

computer networks.

BACKGROUND OF THE INVENTION

The increased popularity of on-line services such as AMERICA ONLINETM,

COMPUSERVE®, and other services such as Internet gateways have spurred

applications to provide multimedia, including video and voice clips, to online users. An

example of an online voice clip application is VOICE E-MAIL FOR WINCIM and VOICE

E-MAIL FOR AMERICA ONLINETM, available from Bonzi Software, as described in

"Simple Utilities Send Voice E-Mail Online", MULTIMEDIAWORLD,VOL.2,NO. 9,

3
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August 1995, p. 52. Using such Voice E-Mail software, a user may create an audio

message to be sent to a predetermined E-mail address specified by the user.

Generally, devices interfacing to the Internet and other online services may

communicate with each other upon establishing respective device addresses. One

type of device address is the Internet Protocol (IP) address, which acts as a pointer to

the device associated with the IP address. A typical device may have a Serial Line

Internet Protocol or Point-to-Point Protocol (SLIP/PPP) account with a permanent IP

address for receiving E-mail, voicemail, and the like over the Internet. E-mail and

voicemail is generally intended to convey text, audio, etc., with any routing information

such as an IP address and routing headers generally being considered an artifact of the

communication, or even gibberish to the recipient.

Devices such as a host computer or server of a company may include multiple

modems for connection of users to the Internet, with a temporary IP address allocated

to each user. For example, the host computer may have a generallP address

"XXX.XXX.XXX," and each user may be allocated a successive IP address of

XXX.XXX.XXX.10, XXX.XXX.XXX.11, XXX.XXX.XXX.12, etc. Such temporary IP

addresses may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host computer of a

company may support a maximum of 254 IP addresses which are pooled and shared

between devices connected to the host computer.

Permanent IP addresses of users and devices accessing the Internet readily

support point-to-point communications of voice and video signals over the Internet. For

example, real-time video teleconferencing has been implemented using dedicated IP

addresses and mechanisms known as reflectors. Due to the dynamic nature of

temporary IP addresses of some devices accessing the Internet, point-to-point

communications in real-time of voice and video have been generally difficult to attain.
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The ability to locate users having temporary or dynamically assigned Internet

Protocol address has been difficult without the user manually initiating the

communication. Accordingly, spontaneous, real-time communications with such users

over computer networks have been impractical. Further, it is desirable to have a

communication utility which contains familiar features and functions to current

communication utility such as telephones and cellular telephones. It is even further

desirable to utilize the current graphic user interface technology associated with

computer software in a manner to achieve a more flexible interface to a such a

communication utility, without the limitations associated with hardware.

Accordingly, a need exists for a way to determine whether computer users are

actively connected to a computer network.

A further need exists for a way to obtain the dynamically assigned Internet

Protocol address of a user having on-line status with respect to a computer network,

particularly the Internet.

An even further need exists for a method and apparatus by which to establish

real-time,point-to-point communications over a computer network using a

communication utility having an interface which combines the familiar aspects of current

hardware communication utilities but which al~ows for the flexibility associated with

graphic user interfaces.

SUMMARY OF THE INVENTION

The above deficiencies in the prior art and previously described needs are

fulfilled by the present invention which provides a virtual communications utility

displayable on computer system interfaces which enables real-time, point-to-point

communications over computer networks. According to one embodiment of the present

invention, a computer program product for use with a computer system having a display
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and an audio transducer comprises a computer usable medium having computer

readable code means embodied therein comprising program code means for

generating a user interface, program code means responsive to user input commands

for establishing a point-to-point communication link with another computer over a

network and program code means responsive to audio data from the audio transducer

for transmitting the audio data over the communication link.

According to another embodiment of the present invention, a computer program

product for use with a computer system comprises a computer usable medium having

computer readable program code means embodied thereon comprising code means for

transmitting from a client process to a server a query as to whether a second client

process is connected to the computer network, program code means for receiving the

network protocol address of the second process from the server, and program code

means responsive to the network protocol address of the second client process for

establishing a point-to-point communication link between the first client process and the

second client process.

BRIEF DESCRIPTION OF THE DRAWINGS

The features of the invention will become more readily apparent and may be

better understood by referring to the following detailed description of an illustrative

embodiment of the present invention, taken in conjunction with the accompanying

drawings, in which:

Fig. 1 illustrates, in block diagram format, a system for the disclosed point-to

point Internet protocol;

Fig. 2 illustrates, in block diagram format, the system using a secondary point-to

point Internet protocol;
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Fig. 3 illustrates, in block diagram format, the system of FIGS. 1-2 with the point

to-point Internet protocol established;

Fig. 4 is another block diagram of the system of FIGS 1-2 with audio

communications being conducted;

Fig. 5 illustrates a display screen for a processing unit;

Fig. 6 illustrates another display screen for a processing unit;

Fig. 7 illustrates a flowchart of the initiation of the point-to-point Internet

protocols;

Fig. 8 illustrates a flowchart of the performance of the primary point-to-point

Internet protocols;

Fig. 9 illustrates a flowchart of the performance of the secondary point-to-point

Internet protocol;

Fig. 10 illustrates schematically a computer network over which the present

invention may be utilized;

Fig. 11 is a block diagram of a computer system suitable for use with the

present invention;

Fig. 12 is a block diagram of an audio processing card suitable for use with the

computer system of FIG. 10;

Fig. 13 A-B are schematic block diagrams of the elements comprising the

inventive computer network telephony mechanism of the present invention;

Fig. 14 is a screen capture illustrating an exemplary user interface of the present

invention;

Fig. 15 is a schematic diagram illustrating the architecture of the connection

server apparatus suitable for use with the present invention;

Fig. 16A is a flowchart illustrating the process steps performed by the connection

server in accordance with the present invention;
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Fig. 16B is a flowchart illustrating the process steps performed in accordance

with the information server of the present invention;

Figs. 17A-B are schematic block diagrams illustrating of the packet transfer

sequence in accordance with the communication protocol of the present invention;

Fig. 18A-D are conceptual block diagrams illustrating user interface and graphic

user interface objects utilized by the communication utility of the present invention;

Fig. 19A-C are conceptual block diagrams illustrating the event manager and

media engine objects utilized by the communication utility of the present invention;

and

Figs. 20A-D illustrate process steps performed by the media engine function of

the communication utility in accordance with the present invention.

DETAILED DESCRIPTION

Referring now in specific detail to the drawings, with like reference numerals

identifying similar or identical elements, as shown in FIG. 1, the present disclosure

describes a point-to-point network protocol and system 10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first processing unit 12

for sending at least a voice signal from a first user to a second user. The first

processing unit 12 includes a processor 14, a memory 16, an input device 18, and an

output device 20. The output device 20 includes at least one modem capable of, for

example, 14.4 Kilobit-per-second communications and operatively connected via wired

and/or wireless communication connections to the Internet or other computer networks

such as an Intranet, i.e., a private computer network. One skilled in the art would

understand that the input device 18 may be implemented at least in part by the modem

of the output device 20 to allow input signals from the communication connections to be

received. The second processing unit 22 may have a processor, memory, and input
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and output devices, including at least one modem and associated communication

connections, as described above for the first processing unit 12. In an exemplary

embodiment, each of the processing units 12, 22 may execute the WEBPHONE®

Internet telephony application available from NetSpeak Corporation, Boca Raton, Fl,

which is capable of performing the disclosed point-to-point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are operatively

connected to the Internet 24 by communication devices and software known in the art,

such as an Internet Service Provider (ISP) or an Internet gateway. The processing

units 12, 22 may be operatively interconnected through the Internet 24 to a connection

server 26, and may also be operatively connected to a mail server 28 associated with

the Internet 24.

The connection server 26 includes a processor 30, a timer 32 for generating time

stamps, and a memory such as a database 34 for storing, for example, E-mail and

Internet Protocol (IP) addresses of logged-in units. In an exemplary embodiment, the

connection server 26 may be a SPARC 5 server or a SPARC 20 server, available from

SUN MICROSYSTEMS, INC., Mountain View, CA, having a central processing unit

(CPU) as processor 30, an operating system (OS) such as UNIX, for providing timing

operations such as maintaining the timer 32, a hard drive or fixed drive, as well as

dynamic random access memory (DRAM) for storing the database 34, and a keyboard

and display and/or other input and output devices (not shown in FIG. 1). The database

34 may be an Sal database available from ORACLE or INFORMIX.

In an exemplary embodiment, the mail server 28 may be implemented with a

Post Office Protocol (POP) Version 3 mail server and the Simple Mail Transfer Protocol

(SMTP), including a processor, memory, and stored programs operating in a UNIX
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environment, or, alternatively, another OS, to process E-mail capabilities between

processing units and devices over the Internet 24.

In the illustrative embodiment, the POP protocol is utilized to retrieve E-mail

messages from mail server 28 while the SMTP protocol is used to submit E-mail

message to Internet 24.

The first processing unit 12 may operate the disclosed point-to-point Internet

protocol by a computer program described hereinbelow in conjunction with FIG. 6,

which may be implemented from compiled and lor interpreted source code in the C++

programming language and which may be downloaded to the first processing unit 12

from an external computer. The operating computer program may be stored in the

memory 16, which may include about 8 MB RAM andlor a hard or fixed drive having

about 8 MB of available memory. Alternatively, the source code may be implemented

in the first processing unit 12 as firmware, as an erasable read only memory (EPROM),

etc. It is understood that one skilled in the art would be able to use programming

languages other than C++ to implement the disclosed point-to-point network protocol

and system 10.

The processor 14 receives input commands and data from a first user associated

with the first processing unit 12 though the input device 18, which may be an input port

connected by a wired, optical, or a wireless connection for electromagnetic

transmissions, or alternatively may be transferable storage media, such as floppy disks,

magnetic tapes, compact disks, or other storage media including the input data from the

first user.

The input device 18 may include a user interface (not shown) having, for

example, at least one button actuated by the user to input commands to select from a

plurality of operating modes to operate the first processing unit 12. In alternative

embodiments, the input device 18 may include a keyboard, a mouse, a touch screen,

10

FH_000394

SONY EXHIBIT 1027- Page 394



• • PATENT
N000317002

and/or a data reading device such as a disk drive for receiving the input data from input

data files stored in storage media such as a floppy disk or, for example, an 8 mm

storage tape. The input device 18 may alternatively include connections to other

computer systems to receive the input commands and data therefrom.

The first processing unit 12 may include a visual interface for use in conjunction

with the input device 18 and output device 20 similar to those screens illustrated in

FIGS. 5-6, discussed below. It is also understood that alternative devices may be used

to receive commands and data from the user, such as keyboards, mouse devices, and

graphical user interfaces (GUI) such as WINDOWSTM 3.1 available form MICROSOFT

Corporation, Redmond, WA., and other operating systems and GUls, such as OS/2 and

OS/2 WARP, available from IBM CORPORATION, Boca Raton, FL. Processing unit 12

may also include microphones and/or telephone handsets for receiving audio voice

data and commands, speech or voice recognition devices, dual tone multi-frequency

(DTMF) based devices, and/or software known in the art to accept voice data and

commands and to operate the first processing unit 12.

In addition, either of the first processing unit 12 and the second processing unit

22 may be implemented in a personal digital assistant (PDA) providing modem and E

mail capabilities and Internet access, with the PDA providing the input/output screens

for mouse interactions or for touchscreen activation as shown, for example, in FIGS. 5

6, as a combination of the input device 18 and output device 20.

For clarity of explanation, the illustrative embodiment of the disclosed point-to

point Internet protocol and system 10 is presented as having individual functional

blocks, which may include functional blocks labeled as "processor" and "processing

unit". The functions represented by these blocks may be provided through the use of

either shared or dedicated hardware, including, but not limited to, hardware capable of

executing software. For example, the functions of each of the processors and
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processing units presented herein may be provided by a shared processor or by a

plurality of individual processors. Moreover, the use of the functional blocks with

accompanying labels herein is not to be construed to refer exclusively to hardware

capable of executing software. Illustrative embodiments may include digital signal

processor (DSP) hardware, such as the AT&T DSP16 or DSP32C, read-only memory

(ROM) for storing software performing the operations discussed below, and random

access memory (RAM) for storing DSP results. Very large scale integration (VLSI)

hardware embodiments, as well as custom VLSI circuitry in combination with a general

purpose DSP circuit, may also be provided. Any and all of these embodiments may be

deemed to fall within the meaning of the labels for the functional blocks as used herein.

The processing units 12, 22 are capable of placing calls and connecting to other

processing units connected to the Internet 24, for example, via dialup SLiP/PPP lines.

In an exemplary embodiment, each processing unit assigns an unsigned long session

number, for example, a 32-bit long sequence in a *.ini file for each call. Each call may

be assigned a successive session number in sequence, which may be used by the

respective processing unit to associate the call with one of the SLiP/PPP lines, to

associate a <ConnectOK> response signal with a <Connect Request> signal, and to

allow for multiplexing and demultiplexing of inbound and outbound conversations on

conference lines, as explained hereinafter.

For callee (or called) processing units with fixed IP addresses, the caller (or

calling) processing unit may open a "socket", i.e. a file handle or address indicating

where data is to be sent, and transmit a <Call> command to establish communication

with the callee utilizing, for example, datagram services such as Internet Standard

network layering as well as transport layering, which may include a Transport Control

Protocol (TCP) or a User Datagram Protocol (UDP) on top of the IP. Typically, a

processing unit having a fixed IP address may maintain at least one open socket and a
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called processing unit waits for a <Call> command to assign the open socket to the

incoming signal. If all lines are in use, the callee processing unit sends a BUSY signal

or message to the caller processing unit. As shown in FIG. 1, the disclosed point-to

point Internet protocol and system 10 operate when a callee processing unit does not

have a fixed or predetermined IP address. In the exemplary embodiment and without

loss of generality, the first processing unit 12 is the caller processing unit and the

second processing unit 22 is the callee processing unit. When either of processing

units 12,22 logs on to the Internet via a dial-up connection, the respective unit is

provided a dynamically allocated IP address by an Internet service provider.

Upon the first user initiating the point-to-point Internet protocol when the first user

is logged on to the Internet 24, the first processing unit 12 automatically transmits its

associated E-mail address and its dynamically allocated IP address to the connection

server 26. The connection server 26 then stores these addresses in the database 34

and time stamps the stored addresses using timer 32. The first user operating the first

processing unit 12 is thus established in the database 34 as an active on-line party

available for communication- using the disclosed point-to-point Internet protocol.
,

Similarly, a second user operating the second processing unit 22, upon connection to

the Internet 24 through an Internet service provider, is processed by the connection

server 26 to be established in the database 34 as an active on-line party.

The connection server 26 may use the time stamps to update the status of each

processing unit; for example, after 2 hours, so that the on-line status information stored

in the database 34 is relatively current. Other predetermined time periods, such as a

default value of 24 hours, may be configured by a systems operator.

The first user with the first processing unit 12 initiates a call using, for example, a

Send command and/or a command to speeddial an NTH stored number, which may be

labeled [SND) and [SPD) [N), respectively, by the input device 18 and/or the output
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device 20, such as shown in FIGS. 5-6. In response to either the Send or speeddial

commands, the first processing unit 12 retrieves from mert:'l0ry 16 a stored E-mail

address of the callee corresponding to the NTH stored number. Alternatively, the first

user may directly enter the E-mail address of the callee.

The first processing unit 12 then sends a query, including the E-mail address of

the callee, to the connection server 26. The connection server 26 then searches the

database 34 to determine whether the callee is logged-in by finding any stored

information corresponding to the callee's E-mail address indicating that the callee is

active and on-line. If the callee is active and on-line, the connection server 26 then

performs the primary point-to-point Internet protocol; Le. the IP address of the callee is

retrieved from the database 34 and sent to the first processing unit 12. The first

processing unit 12 may then directly establish the point-to-point Internet

communications with the callee using the IP address of the callee.

If the callee is not on-line when the connection server 26 determines the callee's

status, the connection server 26 sends an OFF-LINE signal or message to the first

processing unit 12. The first processing unit 12 may also display a message such as

"Called Party Off-Line" to the first user.

When a user logs off or goes off-line from the Internet 24, the connection server

26 updates the status of the user in the database 34; for example, by removing the

user's information, or by flagging the user as being off-line. The connection server 26

may be instructed to update the user's information in the database 34 by an off-line

message, such as a data packet, sent automatically from the processing unit of the

. user prior to being disconnected from the connection server 26. Accordingly, an off-line

user is effectively disabled from making and/or receiving point-to-point Internet

communications.
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As shown in FIGS. 2-4, the disclosed secondary point-to-point Internet protocol

may be used as an alternative to the primary point-to-point Internet protocol described

above, for example, if the connection server 26 is non-responsive, unreachable,

inoperative, and/or unable to perform the primary point-to-point Internet protocol, as a

non-responsive condition. Alternatively, the disclosed secondary point-to-point Internet

protocol may be used independent of the primary point-to-point Internet protocol. In the

disclosed secondary point-to-point Internet protocol, the first processing unit 12 sends a

<ConnectReq> message via E-mail over the Internet 24 to the mail server 28. The E

mail including the <ConnectReq> message may have, for example, the subject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emaiIAddr]

where nnn.nnn.nnn.nnn. is the current (i.e. temporary or permanent) IP address of the

first user, and XXXXXXXX· is a session number, which may be unique and associated

with the request of the first user to initiate point-to-point communication with the second

user.

The following E-mail messages are transmitted to a remote users post office

protocol server via simple mail transport protocol using MIME by the event manager, as

explained hereinafter.

<ConnectRequest>

<CampRequest>

<VoiceMail>

<FileTransfer>

<E-mail>
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The following E-mail messages are received from a local WebPhone users POP

server via the POP protocol using MIME by the event manager, as explained

hereinafter.

<Connect Request>

<Camp Request>

<Voice Mail>

<File Transfer>

<E-mail>

<Registration>

As described above, the first processing unit 12 may send the <ConnectReq>

message in response to an unsuccessful attempt to perform the primary point-to-point

Internet protocol. Alternatively, the first processing unit 12 may send the

<ConnectReq> message in response to the first user initiating a SEND command or the

like.

After the <ConnectRequest> message via E-mail is sent, the first processing unit

12 opens a socket and waits to detect a response from the second processing unit 22.

A timeout timer, such as timer 32, may be set by the first processing unit 12, in a

manner known in the art, to wait for a predetermined duration to receive a

<ConnectOK> signal. The processor 14 of the first processing unit 12 may cause the

output device 20 to output a Ring signal to the user, such as an audible ringing sound,

about every 3 seconds. For example, the processor 14 may output a *.wav file, which

may be labeled RING.WAV, which is processed by the output device 20 to output an

audible ringing sound.
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Second processing unit 22 polls mail server 28 at an interval, for example, once

a minute, to check for incoming E-mail. Generally, second processing unit 22 checks

the messages stored on mail server 28 at regular intervals to wait for and detect

incoming E-mail indicating a <CONNECT REO> message from first processing unit 12.

Typically, for sending E-mail to user's having associated processing units

operatively connected to a host computer or server operating an Internet gateway, E

mail for a specific user may be sent over Internet 24 and directed to the permanent IP

address of the mail server providing the target user's mail services. The E-mail is

transported by a standard protocol, for example, SMTP, and stored into memory (not

shown in Fig. 1) associated with mail server 28.

The E-mail may subsequently be retrieved by processing unit 22 on behalf of the

user with another standard protocol, for example POP 3. The actuallP address utilized

by the user's processing unit is immaterial to the retrieval of E-mail.as the mail server

28 can, for example, be polled or queried from any point on the network.

Upon receiving the incoming E-mail signal from the first processing unit 12, the

second processing unit 22 may assign or may be assigned a temporary IP address.

Therefore, the delivery of the E-mail through the Internet 24 provides the second

processing unit 22 with a session number as well as IP addresses of both the first

processing unit 12 and the second processing unit 22.

Point-to-point communication may then be established by the processing unit 22

processing the E-mail signal to extract the <ConnectRequest> message, including the

IP address of the first processing unit 12 and the session number. The second

processing unit 22 may then open a socket and generate a <ConnectOK> response

signal, which includes the temporary IP address of the second processing unit 22 as

well as the session number of the first processing unit.
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The second processing unit 22 sends the <ConnectOK> signal directly over the

Internet 24 to the IP address of the first processing unit 12 without processing by the

mail server 28, and a timeout timer of the second processing unit 22 may be set to wait

and detect a <Call> signal expected from the first processing unit 12.

Real-time point-to-point communication of audio signals over the Internet 24, as

well as video and voicemail, may thus be established and supported without requiring

permanent IP addresses to be assigned to either of the users or processing units 12,

22. For the duration of the realtime point-to-point link, the relative permanence of the

current IP addresses of the processing units 12, 22 is sufficient, whether the current IP

addresses were permanent (Le. predetermined or preassigned) or temporary (Le.

assigned upon initiation of the point-to-point communication).

In the exemplary embodiment, a first user operating the first processing unit 12 is

not required to be notified by the first processing unit 12 that an E-mail is being

generated and sent to establish the point-to-point link with the second user at the

second processing unit 22. Similarly, the second user is not required to be notified by

the second processing unit 22 that an E-mail has been received and/or a temporary IP

address is associated with the second processing unit 22. The processing units 12, 22

may perform the disclosed point-to-point Internet protocol automatically upon initiation

of the point-to-point communication command by the first user without displaying the E

mail interactions to either user. Accordingly, the disclosed point-to-point Internet

protocol may be transparent to the users. Alternatively, either of the first and second

users may receive, for example, a brief message of "CONNECTION IN PROGRESS" or

the like on a display of the respective output device of the processing units 12, 22.

After the initiation of either the primary or the secondary point-to-point Internet

protocols described above in conjunction with FIGS. 1-2, the point-to-point

communication link over the Internet 24 may be established as shown in FIGS. 3-4 in a
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manner known in the art. For example, referring to FIG. 3, upon receiving the

<ConnectOK> signal from the second processing unit 22, the first processing unit 12

extracts the IP address of the second processing unit 22 and the session number, and

the session number sent from the second processing unit 22 is then checked with the

session number originally sent from the first processing unit 12 in the <ConnectReq>

message as E-mail. If the session numbers sent and received by the processing unit

12 match, then the first processing unit 12 sends a <Call> signal directly over the

Internet 24 to the second processing unit 22; i.e. using the IP address of the second

processing unit 22 provided to the first processing unit 12 in the <ConnectOK> signal.

Upon receiving the <Call> signal, the second processing unit 22 may then begin

a ring sequence, for example, by indicating or annunciating to the second user that an

incoming call is being received. For example, the word "CALL" may be displayed on

the output device of the second processing unit 22. The second user may then activate

the second processing unit 22 to receive the incoming call.

Referring to FIG. 4, after the second processing unit 22 receives the incoming

call, realtime audio and/or video conversations may be conducted in a manner known in

the art between the first and second users through the Internet 24, for example, by

compressed digital audio signals. Each of the processing units 12, 22 also display to

each respective user the words "IN USE" to indicate that the point-to-point

communication link is established and audio or video signals are being transmitted.

In addition, either user may terminate the point-to-point communication link by,

for example, activating a termination command, such as by activating an [END] button

or icon on a respective processing unit, causing the respective processing unit to send

an <End> signal which causes both processing units to terminate the respective

sockets, as well as to perform other cleanup commands and functions known in the art.
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FIGS. 5-6 illustrate examples of display screens 36 which may be output by a

respective output device of each processing unit 12, 22 of FIGS. 1-4 for providing the

disclosed point-to-point Internet protocol and system 10. Such display screens may be

displayed on a display of a personal computer (PC) or a PDA in a manner known in the

art.

As shown in FIG. 5, a first display screen 36 includes a status area 38 for

indicating, for example, a called user by name and/or by IP address or telephone

number; a current function such as C2; a current time; a current operating status such

as "IN USE", and other control icons such as a down arrow icon 40 for scrolling down a

list of parties on a current conference line. The operating status may include such

annunciators as "IN USE," "IDLE," "BUSY," "NO ANSWER," "OFFLINE," "CALL,"

"DIALING," "MESSAGES," and "SPEEDDIAL."

Other areas of the display screen 36 may include activation areas or icons for

actuating commands or entering data. For example, the display screen 36 may include

a set of icons 42 arranged in columns and rows including digits 0-9 and commands

such as END, SND, HLD, etc. For example, the END and SND commands may be

initiated as described above, and the HLD icon 44 may be actuated to place a current

line on hold. Such icons may also be configured to substantially simulate a telephone

handset or a cellular telephone interface to facilitate ease of use, as well as to simulate

function keys of a keyboard. For example, icons labeled L1-L4 may be mapped to

function keys F1-F4 on standard PC keyboards, and icons C1-C3 may be mapped to

perform as combinations of function keys, such as CTRL-F1, CTRL-F2, and CTRL-F3,

respectively. In addition, the icons labeled L1-L4 and C1-C3 may include circular

regions which may simulate lamps or light emitting diodes (LEDs) which indicate that

the function or element represented by the respective icon is active or being performed.
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Icons L1-L4 may represent each of 4 lines available to the caller, and icons C1

C3 may represent conference calls using at least one line to connect, for example, two

or more parties in a conference call. The icons L1-L4 and C1-C3 may indicate the

activity of each respective line or conference line. For example, as illustrated in FIG. 5,

icons L1-L2 may have lightly shaded or colored circles, such as a green circle,

indicating that each of lines 1 and 2 are in use, while icons L3-L4 may have darkly

shaded or color circles, such as a red or black circle, indicating that each of lines 3 and

4 are not in use. Similarly, the lightly shaded circle of the icon labeled C2 indicates that

the function corresponding to C2 is active, as additionally indicated in the status are 38,

while darkly shaded circles of icons labeled C1 and C3 indicate that such corresponding

functions are not active.

The icons 42 are used in conjunction with the status area 38. For example,

using a mouse for input, a line that is in use, as indicated by the lightly colored circle of

the icon, may be activated to indicate a party's name by clicking a right mouse button

for 5 seconds until another mouse click is actuated or the [ESC] key or icon is actuated.

Thus, the user may switch between multiple calls in progress on respective lines.

Using the icons as well as an input device such as a mouse, a user may enter

the name or alias or IP address, if known, of a party to be called by either manually

entering the name, by using the speeddial feature, or by double clicking on an entry in a

directory stored in the memory, such as the memory 16 of the first processing unit 12,

where the directory entries may be scrolled using the status area 38 and the down

arrow icon 40.

Once a called party is listed in the status area 38 as being active on a line, the

user may transfer the called party to another line or a conference line by clicking and

dragging the status area 38, which is represented by a reduced icon 46. Dragging the

reduced icon 46 to anyone of line icons L1-L4 transfers the called party in use to the
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selected line, and dragging the reduced icon 46 to anyone of conference line icons C1

C3 adds the called party to the selected conference call.

Other features may be supported, such as icons 48-52, where icon 48

corresponds to, for example, an ALT-X command to exit the communication facility of a

processing unit, and icon 50 corresponds to, for example, an ALT-M command to

minimize or maximize the display screen 36 by the output device of the processing unit.

Icon 52 corresponds to an OPEN command, which may, for example, correspond to

pressing the 0 key on a keyboard, to expand or contract the display screen 36 to

represent the opening and closing of a cellular telephone. An "opened" configuration is

shown in FIG. 5, and a "closed" configuration is shown in FIG. 6. In the "opened"

configuration, additional features such as output volume (VOL) controls, input

microphone (MIC) controls, waveform (WAV) sound controls, etc.

The use of display screens such as those shown in FIGS. 5-6 provided flexibility

in implementing various features available to the user. It is to be understood that

additional features such as those known in the art may be supported by the processing

units 12, 22.

Alternatively, it is to be understood that one skilled in the art may implement the

processing units 12, 22 to have the features of the display screens in FIGS. 5-6 in

hardware; i.e. a wired telephone or wireless cellular telephone may include various

keys, LEDs, liquid crystal displays (LCDs), and touchscreen actuators corresponding to

the icons and features shown in FIGS. 5-6. In addition, a PC may have the keys of a

keyboard and mouse mapped to the icons and features shown in FIGS. 5-6.

Referring to FIG. 7, the disclosed point-to-point Internet protocol and system 10

is illustrated. First processing unit 12 initiates the point-to-point Internet protocol in step

56 by sending a query from the first processing unit 12 to the connection server 26. If

connection server 26 is operative to perform the point-to-point Internet protocol, in step
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58, first processing unit 12 receives an on-line status signal from the connection server

26, such signal may include the IP address of the callee or a "Callee Off-Line"

message. Next, first processing unit 12 performs the primary point-to-point Internet

protocol in step 60, which may include receiving, at the first processing unit 12, the IP

address of the callee if the callee is active and on-line. Alternatively, processing unit 60

may initiate and perform the secondary point-to-point Internet protocol in step 62, if

connection server 26 is not operable.

Referring to FIG. 8, in conjunction with FIGS. 1 and 3-4, the disclosed point-to

point Internet protocol and system 10 are illustrated. Connection server 26 starts the

primary point-to-point Internet protocol, in step 64, and timestamps and stores E-mail

and IP addresses of logged-in users and processing units in the database 34 in step

66. Connection server 26 receives a query from a first processing unit 12 in step 68 to

determine whether a second user or second processing unit 22 is logged-in to the

Internet 24, with the second user being specified, for example, by an E-mail address.

Connection server 26 retrieves the IP address of the specified user from the database

34 in step 70, if the specified user is logged-in to the Internet, and sends the retrieved

IP address to the first processing unit 12 in step 72 to enable first processing unit 12 to

establish point-to-point communications with the specified second user.

The disclosed secondary point-to-point Internet protocol operates as shown in

FIG. 9. First processing unit 12 generates an E-mail signal, including a session

number and a first IP address corresponding to a first processing unit in step 76. First

processing unit 12 transmits the E-mail signal as a <ConnectRequest> signal to the

Internet 24 in step 78. The E-mail signal is delivered through the Internet 24 using a

mail server 28 to the second processing unit 22 in step 80. Second processing unit 22

extracts the session number and the first IP address from the E-mail signal in step 82

and transmits or sends the session number and a second IP address corresponding to
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the second processing unit 22, back to the first processing unit 12 through the Internet

24, in step 84. First processing unit 12 verifies the session number received from the

second processing unit 22 in step 86, and establishes a point-to-point Internet

communication link between the first processing unit 12 and second processing unit 22

using the first and second IP addresses in step 88.

The primary and secondary point-to-point Internet protocols previously described

enable users to establish real-time direct communication links over the Internet or other

computer networks without the need for any interaction with connection server 26, the

connection server providing only directory and information related services.

Fig. 10 illustrates an exemplary computer network 1000 over which the invention

may operate. A first processing unit 1012 is coupled to a computer network, illustrated

here as the Internet 1010, through an Internet service provider 1014. Similarly, a

second processing unit 1022 is coupled to Internet 1010 through Internet service

provider 1018. The inventive directory server 1020 is similarly coupled to Internet 1010

through Internet service provider 1026. Directory server 1020 further comprises a

connection server 1022 and information server 1024, as will be explained hereinafter.

The first processing unit 1012, second processing unit 1022 and directory server 1020

are operatively coupled to each other via the Internet 1010. It will be obvious to those

reasonably skilled in the art that network 1000 is not restricted to implementation over

the Internet 1010 but may comprise other network configurations such as a local area

network (LAN), a wide area network (WAN), a global area network or any number of
I

private networks currently referred to as an Intranet. Such networks may be

implemented with any number of hardware and software components, transmission

media and network protocols.

Exemplary Computer Architecture
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Fig.11 illustrates the system architecture for a computer system 1100 such as an

IBM PS/2®, suitable for implementing first and second processing units 1012 and 1022,

respectively, of Fig. 10, as well as global server 1020. The exemplary computer system

of Fig.11 is for descriptive purposes only. Although the description may refer to terms

commonly used in describing particular computer systems, such as in IBM PS/2

computer, the description and concepts equally apply to other computer systems

ranging from personal digital assistants (PDAs) to workstations to mainframe systems.

Computer system 1100 includes a central processing unit (CPU) 1105, which

may be implemented with a conventional microprocessor. System 1100 further

includes a random access memory (RAM) 1110 for temporary storage of information,

and a read only memory (ROM) 1115 for permanent storage of information. A memory

controller. 1120 is provided for controlling RAM 1110. A bus 1130 interconnects the

components of computer system 1100. A bus controller 1125 is provided for controlling

bus 1130. An interrupt controller 1135 is used for receiving and processing various

interrupt signals from the system components.

Mass storage may be provided by diskette 1142, CD ROM 1147, or hard drive

1152. Data and software may be exchanged with computer system 1100 via

removable media such as diskette 1142 and CD ROM 1147. Diskette 1142 is

insertable into diskette drive 1141 which is, in turn, connected to bus 1130 by a

controller 1140. Similarly, CD ROM 1147 is insertable into CD ROM drive 1146 which

is, in turn, connected to bus 1130 by controller 1145. Hard disk 1152 is part of a fixed

disk drive 1151 which is connected to bus 1130 by controller 1150.

User input to computer system 100 may be provided by a number of devices.

For example, a keyboard 1156 and mouse 1157 are connected to bus 1130 by

controller 1155. An audio transducer 1196, which may act as both a microphone and a

speaker, is connected to bus 1130 by audio controller 1197, as illustrated. It will be
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obvious to those reasonably skilled in the art that other input devices, such as a pen

and/or tablet may be connected to bus 1130 with an appropriate controller and

software, as required. DMA controller 1160 is provided for performing direct memory

access to RAM 1110. A visual display is generated by video controller 1165 which

controls video display 1170. Computer system 1100 also includes a communications

adaptor 1190 which allows the system to be interconnected to a network such as a

local area network (LAN), a wide area network (WAN), or the Internet, schematically

illustrated by transmission medium 1191 and network 1195.

In the illustrative embodiment, computer system 1100 may include an Intel

microprocessor such as the 80486DX-33 MHz, or faster, a 14.4 Kb communication

modem or faster, and a sound card, as further described with reference to Fig. 12.

Operation of computer system 1100 is generally controlled and coordinated by

operating system software, such as the OS/2® operating system, available from

International Business Machines Corporation, Boca Raton, FL, or Windows® DOS

based operating system available from Microsoft Corp., Redmond, WA. The operating

system controls allocation of system resources and performs tasks such as process

scheduling, memory management, networking, and I/O services, among other things.

Fig. 12 illustrates schematically an audio sound card 1200 which may be used to

implement audio controller 1197 of Fig. 11. Specifically, sound card 1200 may

comprise, in the exemplary embodiment, an analog-to-digital (AID) converter 1212, an

input buffer 1216, a digital signal processor (DSP) 1222, ROM 1224, RAM 1226, an

output buffer 1220, and an analog-to-digital (D/A) converter 1218, all of which may be

interconnected over a bus 1210. Bus 1210 is in turn coupled to a bus interface 1228

which, in turn, is coupled to bus controller 1125 of computer system 1100 of Fig. 11.

As illustrated in Fig. 12, AID converter 1212 is coupled to audio transducer -1214

which is typically a microphone. Conversely, D/A converter 1218 is coupled to audio
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transducer 1230, typically a speaker. It will be obvious to those reasonably skilled in

the art that audio transducers 1214 and 1230, may be combined into a single element

which serves as both a transmitter and receiver of audio signal.

In operation, AID converter 1212 samples the audio signals supplied to it by

transducer 1214 and stores the digital samples in buffer 1216. The digital sampling

occurs under control of a program typically stored in ROM 1224, or, alternatively, under

the control of digital signal processor 1222. The digital samples stored in input buffer

1216 are forwarded periodically, typically when the buffer reaches near capacity, over

bus 1210 to bus 1130 of Fig. 11, for further processing by computer system 1100. The

device driver for audio sound card 1200 generates system interrupts which will cause

the digital samples stored in input buffer 1216 to be retrieved for processing. In the

exemplary embodiment, the digital samples are uncompressed as supplied to computer

system 1100. However, compression of the digital samples may occur using DSP 1222

executing an appropriate compression algorithm, if desired.

Digital audio samples from computer system 1100 are also be converted to

analog signals by sound card 1200. The digital samples are supplied to bus 1210 and

temporarily stored into output buffer 1220. The digital samples are then converted by

D/A converter 1218 into an analog signals which are then supplied to audio transducer,

1230, i.e., a speaker, or to further amplification and processing devices.

Sound card 1200 contemplated for use with the present invention may be

implemented with any number of Windows compliant sound cards, such as the Sound

Blaster sound card, commercially available from Creative Technologies Ltd., Singapore.

Such Window compliant sound cards have a Windows compliant software interface

allowing a standa~~hanism for software programs to operate the sound card

device, such as WiA-sas. 1.1.
A.
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WebPhone Application

In the exemplary embodiment of the present invention, each of first processing

unit 1012 and second processing unit 1022 of Fig. 10 are executing a software

application capable of enabling point-to-point communication over network 1000, such

as an Internet telephone application. One such application suitable for use with the

present invention is the WebPhone Version 1.0 or higher, software, hereafter referred

as the "WebPhone," commercially available from NetSpeak Corporation, Boca Raton,

FL. A description of the architecture and operation of the WebPhone is provided herein

with reference to Figs. 5-6, 13A-B and 14. An extensive detailed description of t~e

architecture, application program interface, graphic user interface, and operation oj the
t'~ 71'/,S(J'j

WebPhone can be found in copending U.S. patent application serial numberX~
'\

XXX entitled "Point-to-Point Computer Network Communication Utility Utilizing

Dynamically Assigned Internet Protocol Addresses" by Mattaway et al. filed on an even

date herewith and commonly assigned, the complete subject matter of which is

incorporated herein by reference.

Referring to Figs. 13A-B, schematic block diagrams of the WebPhone

architecture are illustrated. The WebPhone is an end-user software application which

enables users to send real-time audio data to other WebPhone users over the Internet

or any public or private TCP/IP based computer networks. The WebPhone application

and architecture may be designed to run on any number of operating systems or

computer architectures. In the illustrative embodiment, the WebPhone application is

implemented as a Windows compatible application executable on an IBM PC

architecture or a clone thereof.

Referring to Fig. 13A, the WebPhone 1300 comprises a set of object modules,

written in a programming language such as C++, which work together in a concerted

fashion to provide real-time, multitasking, network-based media transmission and
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reception. WebPhone 1300 comprises a graphic user interface (GUI) 1310, a user

interface (UI) 1312, an event manager 1314, a media engine 1316, a database dynamic

link library 1318, one or more audio compression/decompression (codecs) 1320, an

audio manager 1324, a WebPhone application program interface (API) 1326, and a

network interface 1322.

WebPhone GUI1310 comprises the visual objects seen on a computer display

by the user, as illustrated by the screen capture of Fig. 14 discussed hereinafter.

WebPhone GUI 1310 serves only to display the artwork associated with the underlying

objects of WebPhone U11312. WebPhone GUI1310 may be implemented in a

modular fashion distinct from the WebPhone UI for rapid portability. In this manner,

other graphic user interface environments such as those compatible with the

Macintosh, X-Windows or OS/2 operating systems, may be substituted via the Plug and

Play protocol, as would be understood by those reasonably skilled in the arts.

. The WebPhone UI1312 objects maintain the state of the WebPhone GUI and

provide feedback to the WebPhone GUI objects from events originating from either the

user or the event manager 1314. When WebPhone changes a state that requires user

notification, WebPhone UI objects notify associated WebPhone GUI objects to display

the appropriate art work to the user. WebPhone UI objects also interface with the

database dynamic link library 1318 to maintain the WebPhone database information,

e.g. configuration information, phone directory information, etc.

The WebPhone event manager 1314 processes all the events originating from

the user, via WebPhone U11312, the media engine 1316, and WebPhone API 1326.

Event manager 1314 may be implemented as a table-driven state machine that

processes the above-identified events and performs the functions necessary to bring

the WebPhone from one state to another. For example, event manager 1314 interacts

with media engine 1316 to create, control and remove concurrently executing jobs
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managed by media engine 1316. Event manager 1314 also interfaces with the

WebPhone API 1326 to provide communications with other WebPhones and

connection servers, as described in more detail hereinafter. WebPhone database 1318

is a dynamic link library of tree-based subroutines that provide fast database access to

the WebPhone configuration information, personal phone directory, etc.

WebPhone media engine 1316 manages the allocation of associated resources

to provide a multitasking environment and controls the flow of real-time data streams,

e.g., conversations, outgoing messages, etc., and non-real-time data streams, e.g.,

voice mail, graphic images, files, etc., to and from a user network connection. The

objects representing tasks are created by event manager 1314, thereby freeing media

engine 1316 to manage resource routing. Specifically, the media engine routes data

streams from sources such as a microphone, file or network socket, to destinations

such as speaker, destination file or other network socket. To perform such routing

functions the media engine interfaces with the WebPhone API 1326 to control

communication with other processes, and further communicates with audio manager

1324 to communicate with the system input/output apparatus, such as sound card 1200

of Fig. 12. Media engine 1314 may be designed to employ heuristic methods to sense

and efficiently utilize available bandwidth to achieve timely and accurate delivery of all

data streams, both real-time and non-real-time.

Media engine 1316 further interacts with WebPhone codec 1320 to achieve

compression and decompression of audio data streams. Codec 1320 provides coding

of digital samples from the sound card 1200 of Fig. 12 into a compressed format more

suitable for transmission over a computer network. Codec 1320 further provides

decoding of a compressed signal prior to its submission to sound card 1200 for

subsequent conversion to an audible analog signal. In the exemplary embodiment,

WebPhone codec 1320 is implemented in a modular fashion so that codecs may be
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replaced and updated with newer, more efficient compression/decompression

algorithms via the Plug and Play protocol. A codec suitable for use with the present

invention is the True Speech codec, version 8.5, commercially available from the DSP

Group, Inc., Santa Clara, California. The True Speech codec is an enhanced linear

predicative coding algorithm, specifically designed to efficiently encode and decode

human speech data. The True Speech codec samples the digital sample stream from

sound card 1200, and, using a look-up table-based algorithm, tries to predict the value

of the next data sample in the digital data stream based on the history of prior data

sample values. The compressed data stream comprises a combination of identifiers of

the predicted sample values, as well as error values used to correct the predictive

values. Accordingly, the amount of digital data actually transmitted to represent the

audio signal is significantly reduced in comparison to transmission of the actual data

samples generated by sound card 1200. The True Speech codec provides temporal,

frequency domain compression of the digital data representing the audio signal.

Audio manager 1324 handles communication with the audio sound card 1200

and presents a common interface to media engine 1314. Audio manager 1324

interfaces with sound card 1200 through one or more application program interfaces. In

the illustrative embodiment, audio manager 1324 utilizes low-level Microsoft Windows

wave input/output routines to interface with MCI compliant sound cards. As with codecs

1320, audio manager 1324 may be implemented to adhere to the Plug and Play

protocol so other compliant audio sound cards or circuits, such as those for the Apple

Macintosh, commercially available from Apple Computer Company, Cupertino,

California, or a Unix compatible sound card or circuit may interact with the audio

manager 1324.

The WebPhone API 1326 enables the WebPhone to communicate with other

WebPhones, connection and directory assistance servers, Internet gateway servers,
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credit processing servers, database access servers and other client processes

implementing the WebPhone API. As illustrated in Fig. 138, the WebPhone API utilizes

sockets, i.e., a file handle or address indicating where data is to be sent, allowing

WebPhone API enabled processes to reside on the same computer, on a local area

network, on a wide area network, or over the Internet. A process 1328 communicates

with the WebPhone API 1326 through a plurality of sockets 1322. The sockets 1322

are accessible by network 1330 through a number of protocols including Internet

Protocol (IP) 1332, Transmission Control Protocol (TCP) 1334, Real-Time Protocol

(RTP) 1336 and User Datagram Protocol (UDP) 1338. The WebPhone API provides

remote command control of WebPhones and servers via the TCP. WebPhone API

1326 transfers real-time and streamed audio via the UDP protocol and real-time audio

and video data via the UDP and RTP protocols. The WebPhone API utilizes TCP to

transfer data of different types, i.e., file, image, graphics, etc. as well as to transfer

streamline video and other multimedia data types, such as Java developed by Sun

MicroSystems, Mountain View, CA. In addition, the WebPhone API provides user

definable commands and data types.

Fig. 14 illustrates the graphic display produced upon invoking the WebPhone

application. Display 1400 is an alternative embodiment to that illustrated in Figs. 5-6

with similar graphic elements, icons and display areas functioning as previously

described with reference to Figs. 5-6.

WebPhone Global Server

Having described the architecture of the WebPhone software which enables the

first and second processing units to establish point-to-point communication over a

network, a discussion of the global connection/information server is appropriate.
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Referring to Fig. 15A, a network diagram, similar to that shown in Fig. 10, is

illustrated, including a schematic diagram of the global server 1500 and the various

devices operatively coupling server 1500 to the Internet 1530. A first processing unit

executing the WebPhone application, hereafter referred to as WebPhone 1536, is

coupled to Internet 1530 through an Internet service provider 1532. Similarly, a second

processing unit executing the WebPhone application, referred to as WebPhone 1538, is

coupled to the Internet 1530 by an Internet service provider 1534. Global server 1500

is coupled to Internet 1530 by an Internet service provider 1528, a CSU/OSU 1526, a

router 1524, and a fire wall server 1522. In the illustrative embodiment, fire wall server

1522 and global server 1500 are connected through a local area network 1520.

Network 1520 may be implemented with an Ethernet or other suitable transport for

TCP/IP communications. However, as will be obvious to those recently skilled in the

arts, server 1500 may be connected directly to fire wall server 1522.

In the illustrative embodiment, firewall server 1522 is a single firewall mechanism

which protects unauthorized access from network 1530 into global server 1500.

Firewall server 1522 may be implemented on a work station, such as a SPARC 5 or

SPARC 20 server from Sun MicroSystems, executing a commercially available firewall

software application such as Raptor, available from Raptor Systems. Essentially, the

firewall server prevents unauthorized access into global server 1500 and thereby

prevents destruction of any of the information contained therein by checking the source

of requests for information to global server 1500.

Router 1524 translates logical addresses among networked topologies and may

be implemented with any number of commercial router devices such as the CISCO

model 2501 router executing CISCO 11.0 software, both commercially available from

CISCO Systems, Inc., San Jose, CA.
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CSU/DSU 1526 (Channel Send Unit/Data Send Unit) functions as a

sophisticated modem, converting network data to high speed serial data for transfer

over a T1 or T3 line. Such high speed data is connected to another CSU/DSU, typically

at the telephone company over the T1 or T3 line. An apparatus suitable for use in

implementing CSU/DSU 1526 in the present invention is the AT&T Paradigm by AT&T

Laboratories, Murray Hill, NJ.

Fig. 15A further illustrates a logical schematic of global server 1500. The server

comprises a hardware platform 1508 on which an operating system 1510 executes. In

the illustrative embodiment, hardware platform 1508 may comprise any number of

commercially available high end work stations such as a DEC Alpha 4100 System,

commercially available from Digital Equipment Corporation, Maynard, MA, or a SPARC

5 or a SPARC 20, both commercially available from Sun Micro Systems, Mountain

View, CA. Operating system 1510, in the illustrative embodiment, may comprise the

Unix, commercially available from Novell, Windows NT, commercially available from

Microsoft Corporation, or Solaris, commercially available from Sun MicroSystems, Inc.

Executing on operating system 1510 are a number of processes including connection

server 1512, information server 1514, database server 1518 and database 1516.

Connection Server

Connection server 1512 provides a directory information service to WebPhone

client processes currently on-line with respect to the computer network. Connection

server 1512 behaves like a virtual machine within global server 1500 and interacts with

database 1516 through database server 1518 and with network interface card 1540

through the WebPhone API. The basic function of connection server 1512 is to provide

a one-to-one mapping between an identifier of a WebPhone client process, such as a
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E-mail address, and the current IP address, dynamic or fixed, associated with that

WebPhone client process.

As described in further detail hereinafter, when a WebPhone client transmits a

<CONNECT REQ> packet to global server 1500, an E-mail address such as

"Shane@netspeak.com" is provided to connection server 1512. Connection server

1512 then compares the E-mail address with the values of the records contained in on

line table 1516B and, if a match occurs with one of the records contained therein,

transmits the value of the Internet Protocol address associated with that record to the

requesting WebPhone client, Le., a one-to-one matching between E-mail addresses

and Internet Protocol addresses.

Referring to Fig. 16A, a flow chart illustrating the basic process steps used by

connection server 1512 to implement a one-to-one mapping of E-mail addresses to

Internet Protocol addresses in accordance with the present invention is illustrated. The

coding of the process steps of the flowchart of Fig. 16A into instructions suitable to

control global server 1500 will be understandable by those having ordinary skill in the

art of programming. Connection server 1512 remains in an idle state until a

<CONNECT REQ> packet is transmitted from a WebPhone client to global server 1500,

as illustrated by decisional block 1610 of Fig. 16A. Upon receipt of the packet,

connection server 1512 extracts the E-mail address from the packet and supplies the E

mail address to database server 1518 which them communicates using the ODBC

standard with database 1516 to perform a search of On-line Table 1516B, as illustrated

by process blocks 1612 and 1614. Database 1516 performs a search of on-line Table

1516B and supplies the current Internet Protocol address of the WebPhone client

associated with the E-mail address to connection server 1512, via database server

1518. If a corresponding Internet Protocol address is found for the E-mail address

contained in the query, connection server 1512 supplies the Internet protocol address
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to the requesting WebPhone client by transmitting a <CONNECT ACK> packet, as

illustrated by decisional block 1616 and process block 1618. If, however, there is no

Internet Protocol address associated with the queried E-mail address or the WebPhone

client is off line, connection server 1512 will send an <OFFLINE> packet to the

WebPhone client, as illustrated by process block 1622. Connection server 1512 will

return to an idle state to await the receipt of another <CONNECT REQ> packet, as

illustrated by Fig. 16A. A description of the above described packets as well as a

diagram illustrating the packet transfer sequence between a WebPhone client and

global server 1500 can be found with reference to Tabes 7-8 and Fig. 17A, respectively.

Information Server

Information server 1514 provides an interface between requests from WebPhone

client processes and database 1516. Information server 1514 includes code written to

extract the search criteria from an <INFO REQ> packet and supply the search criteria to

the database search engine of database 1516 using the 008C standard. In particular,

referring to Fig. 168, a flow chart illustrating the basic process steps used by

information server 1514 in performing information/directory service functions in

accordance with the present invention is illustrated. The coding of the process steps of

the flow chart into instructions suitable for execution by global server 1500 will be

understood by those having ordinary skill in the art of programming. Information server

1514 remains idle until an <INFO REQ> packet is received from a WebPhone client

process, as illustrated by decisional step 1630. Next, information server 1514 extracts

the data elements defined within the <INFO REQ> packet and supplies them to

database server 1518 which, in turn, forward them to database 1516, as represented by

the process step 1634 and 1636. The search engine contained within database 1516

performs the search and supplies to information server 1514 all client records meeting

36

FH_000420

SONY EXHIBIT 1027- Page 420



• • PATENT
N000317002

the search criteria specified in the <INFO REO> packet, or a message indicating that no

records were found. Next, information server 1514 transmits a <INFO ACK> packet to

the WebPhone client process indicating the number of records satisfying the search

criteria, as indicated by process step 1638. The WebPhone client may wish to receive

all records satisfying the search criteria, or, if the number is excessively large, may

desire to further refine the search by transmitting a <INFO ABORT> packet to

information server 1514 and defining new search parameters to be sent with a

subsequent <INFO REO> packet. If a <INFO ABORT> packet is received by

information server 1514, the process will return to an idle state, as illustrated by

decisional block 1640. If no <INFO ABORT> packet was received, information server

1514 will transmit one or more <INFO> packets to the requesting WebPhone client until

all records have been received by the WebPhone client, as illustrated by process step

1642. Information server 1514 will return to an idle state awaiting another <INFO REO>

packet, as illustrated in Fig. 16B. A description of the packets comprising the

WebPhone protocol is illustrated in Tables 7-8 and a diagram illustrating the packet

transfer sequence defined in Fig. 17A-B.

Network interface card 1540 interfaces with connection server 1512, information

1514, and database server 1518 using the WebPhone API definition, as described

herein, and the Windows Sockets 1.1 Protocol, or, in a Unix-based operating system,

Berkeley Sockets Network API. Network interface card 1514 may comprise, in

illustrative embodiment, an Ethernet card capable of transmitting data at rates of 100

Mbps or greater, such cards being commercially available through a number of different

vendors.

The connection from CSU/OSU 1526 to ISP 1528 may comprise a T1

connection, i.e., a long-distance, digital, point-to-point communication circuit capable of

transmitting a signal at 1.544 Mbps with 24 channels at 64 Kbps. Alternatively, a T3
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connection may be used, i.e., a connection is similar to a T1 connection except it is

capable of transmitting at 44.746 Mbps per second with up to 28 T1 channels. Other

connections may be suitable, depending on specific requirements and availability.

Database

Database 1516 of global server 1500 may be implemented with any of a number

of commercially available structured query language (Sal) database engines, such as

Oracle 7.x, Informix, or Microsoft Sal server 6.x. The Sal database resides on a

RAID 1 and RAID 5 mirrored disk array. As will be explained hereinafter, database

1516 interacts with control server 1512 and information server 1514 through database

server 1518. In the illustrative embodiment, database 1516 comprises a Client table

1516A, an On-line table 1516B, a WebBoard table 1516C, a WebBoard configuration

table 15160 and a WebBoard Source table 1516E.

Client table 1516A comprises a plurality of records, each of which may have the

fields and corresponding data elements as described in Table 1. Each WebPhone

user, hereinafter "client," has a separate record in table 1516A containing the

information defining the client's profile of personal information. In Table 1, the

"activated," "paid," and "published" fields are boolean yes/no fields. The "id" field

comprises a unique 10 sequence identifying a particular WebPhone client. The

"activation date," "address change date," and "access date" fields are time references

measured in seconds since 00:00 Coordinated. Universal Time (UTC), January 1, 1970.

The "IPAddr" field represents the Internet protocol address of the WebPhone client and,

if unknown, has a default value of 0.0.0.0. The database record containing a

WebPhone client's profile, is defined upon first logging-on to global server 1500 and

may be updated each time a WebPhone user's profile changes, as explained

hereinafter.
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The On-line table 1516B provides a dynamic list of those clients from 1516A who

are currently On-line, as well as their current Internet protocol address. On-line Table

1516B comprises a plurality of records each of which may have the fields and data

types illustrated in Table 2. The record entries of On-line table 1516B are used by

connection server 1512 and information server 1514, as explained hereinafter, to

provide a directory of those WebPhone client processes currently having on-line status

with respect to the computer network.

The WebBoard™ is a virtual multimedia billboard which is transmitted as a series

of multimedia data files to WebPhone client processes while the WebPhone application

is activated. An extensive description of the WebBoard utilit~ and its operation can be

found in copending U.S. patent application serial number t~~ZxC'ntitledMethod
~

and Apparatus for Distribution of Multimedia Data Over a Computer Network by

Mattaway et aI., commonly assigned, the subject matter of which is incorporated herein

by reference.

A number of tables are associated with the WebBoard functionality including

WebBoard table 1516C, a WebBoard configuration table 15160, and a WebBoard

source table 1516E. WebBoard table 1516C includes a plurality of records each

describing a specific WebBoard and having the field and data types illustrated in Table

3. The "id" field of Table 3 provides a unique identification number for the WebBoard

file. The "imageType" field defines the video format of the image such as JPEG,TIF,

GIF, etc. The "audio" field defines the nature of the audio file, e.g. a .wav file or a MIDI

file, while the "audioType" field defines the codec, if any, used to compress/decompress

the audio file. The "hits" field defines the number of times the WebBoard has been

selected by WebPhone clients, while the "hits profile" field defines the file name of the

file identifying those WebPhone clients generating hits to the subject WebBoard.
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The WebBoard configuration table 1516D may have at least one record having

the fields and data types illustrated in Table 4. The count field represents the number

of WebBoard records currently in the table 1516C.

The WebBoard source table 1516E may comprise a plurality of records each

having the fields and data types defined in Table 5. The "URL" field of Table 5 defines

a data link in accordance with Uniform Resource Locator protocol to the home page or

Web site of the source. In the illustrative embodiment, any entity, including vendors,

advertisers, individuals or groups wishing to post information or having a Web site or

home page may have a WebBoard displayable through the present invention.

Database Server

Database server 1518 serves as the interface between database 1516 and

connection server 1512 and information server 1514. Specifically, connection server

1512 and information server 1514 communicate with database engine 1518 through

application program interfaces embedded in the code implementation of both the

connection server and the information server. Database server 1518 communicates

with database 1516, in the illustrative embodiment, using the open database

connectivity (DDBC) standard, developed by Microsoft Corporation, Redmond, WA.

Database server 1518 functions to supply structured database queries to database

1516 and to supply the results therefrom to connection server 1514 and information

server 1512. In the illustrative embodiment, database server 1518 may be

implemented as a "virtual machine" executing on global server 1500, or, alternatively,

may be implemented on a separate computer system such as a DEC Alpha 4100

Workstation executing DEC Unix operating system, both available from Digital

Equipment Corporation, Maynard, MA. Database server 1518 communicates with
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network interface card 1518 using the WebPhone Application Program Interface

described herein.

Global Server Network

In the illustrative embodiment, global server 1500 is implemented as a single

server apparatus on which a plurality of "virtual machines" execute simultaneously.

However, it will be obvious to those reasonably skilled in the art that a plurality of

separate servers, one dedicated to each of connection server 1512, information server

1514, and database server 1518 may be interconnected to database 1516 and to each

other using a local area network, to form a composite "virtual" global server, as

illustrated by Fig. 158, the construction of the system illustrated in Fig. 158 being within

the knowledge of those reasonably skilled in the art in light of the descriptions

contained herein.

It is further contemplated within the present invention that more than one global

server 1500 may be utilized, as illustrated by Fig. 15C. In this implementation, multiple

global servers 1500A-D are maintained for fault tolerant load sharing, each one

performing the above-described connection server, information server and database

server processes. Each of global servers 1500A-D are connected to the Internet via a

separate T1 or T3 connection to different Internet service providers, and are

synchronized with each other via database server replication. In such an embodiment,

multiple global servers may be located in close proximity or in geographically disparate

locations. In such an embodiment, the WebPhone application is provided with the

network address information of each global server 1500A-D. In the event that anyone

of the global servers initially contacted is nonresponsive the WebPhone application will

attempt connection to one or more of the remaining global servers to obtain directory

and information services.
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Further, in an implementation with multiple global servers, if the initially

contacted global server is unable to accommodate a WebPhone client request, or, is

not geographically convenient, the global server can provide the network address of

another global server capable of servicing the WebPhone client's request or which is

logically more convenient. This process may occur during the initial log-in of the

WebPhone client process, as described with references to messages 1-5 of Fig. 17A.

As previously described, if none of the global servers are available, the

WebPhone application can rely on the secondary Internet Protocol technique in which a

WebPhone client process sends its current dynamically assigned Internet Protocol

address to a prospective WebPhone callee through an E-mail message, as described

herein.

WebPhone Protocol

Prior to describing the interaction of the connection server 1512 and information

server 1514 with WebPhone client processes, a description of the WebPhone protocol

by which the WebPhone client processes and the global server 1500 communicate is

appropriate. Tables 6-7 below illustrate the packet definitions of the packets comprising

the WebPhone protocol (WPP) including the packet type, the direction and the data

elements comprising each packet. In Tables 6-7 the symbol "--+" indicates a packet

transmitted by a WebPhone client process, while the ".-" symbol indicates a packet

transmitted by the global server. Tables 8-9 define the data elements described in

Tables 6-7. In Tables 6-9, the terms "ULONG" and "UNSIGNED LONG" designate an

unsigned long integer value, i.e., 32-bit integer value. Similarly, the terms "USHORT"

and "UNSIGNED SHORT" designate an unsigned short integer value, i.e., 16-bit integer

value. The term "CHAR" designates a single character, typically assuming a binary

value of either 1 or O. The term "VARCHAR(X)", where X is an integer, value
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symbolizes a variable length character string, with the number of characters indicated

with the integer value. The term "UNSIGNED CHAR" designates an 8-bit character

code, i.e., no sign bit. Finally, the term "variable" indicates a variable length data field.

Figure 17A illustrates a schematic block diagram of a packet transfer sequence

between a pair of WebPhone client processes and the global server, in accordance with

the present invention. Each WebPhone application, also referred to as a WebPhone

client process, connects to global server 1500 upon start up to inform global server

1500 that the WebPhone client process is on-line and available to make and/or receive

calls. Specifically, as illustrated in Fig. 17A, WebPhone 1536 opens a socket to the

global server 1500 and transmits an <ONLINE REO> packet from WebPhone 1536 to

Global server 1500, as illustrated by message 1 and Fig. 17A. The <ON LINE REO>

packet may have the format and data illustrated in Table 6, and additional Feature bits

which define the functionality of the WebPhone application, as explained in greater

detail hereinafter. In response, connection server 1512 and information server 1514 of

global server 1500 use the information contained in the <ONLINE REO> packet to

update the status of database 1516. In the event that the WebPhone client process is

logging on for the first time, global server 1500 returns to the WebPhone 1536 a

<USER INFO REO> packet, as illustrated by message 2 of Fig. 17A. The <USER

INFO REO> packet Includes the elements as defined in Table 9. In response,

WebPhone 1536 returns a <USER INFO> packet as illustrated by message 3 of Fig.

17A. The <USER INFO> packet contains the data elements defined in Table 8.

Connection server 1512 and information server 1514 of global server 1500 utilize the

data in the <USER INFO> packet to update database 1516. Specifically, information

server 1514 utilizes such data to create a record in client table 1516A representing

WebPhone 1536. Next, global server 1500 transmits to WebPhone 1536 a

<REGISTRATION> packet, as illustrated by message 4 of Figs. 17A. The
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<REGISTRATION> packet contains the data described in Table 7 plus Feature bits, as

described hereinafter. The <REGISTRATION> packet returned to WebPhone 1536

enables certain functions within the WebPhone architecture based on predetermined

criteria, for example, whether the user has paid for the product, or which version of the

product the user possesses. Following the <REGISTRATION> packet, global server

1500 further transmits an <ONLINE ACK> packet, as illustrated by message 5 of Fig.

17A. Prior to transmission of the <ONLINE ACK> packet, connection server 1514

updates database 1516, specifically On-line table 15168 to indicate that WebPhone

1536 is on-line with respect to the computer network. Upon receiving the <ON-LINE

ACK> packet, WebPhone 1536 closes the socket to global server 1500.

In the event WebPhone 1536 had previously registered with global server 1500,

only messages 1 and 5 are required to establish WebPhone 1536 as being on-line. If

WebPhone 1536 had new user information to supply to global server 1500, then packet

sequence illustrated by messages 3 and 4 would occur.

Although the packet sequence illustrated by messages 1-5 is described with

reference to WebPhone 1536, WebPhone 1538 interacts in a similar manner with

global server 1500 to establish on-line status. No further interaction occurs between

the respective WebPhone client processes and the global server unless the

WebPhones require directory or search assistance about a prospective callee.

In one calling scenario, a WebPhone user knows the E-mail address of another

WebPhone user to which he/she wishes to establish a point-to-point communication,

however, the current dynamically assigned Internet protocol address of the callee is

unknown to the caller. In this scenario, the user of WebPhone 1536 requests

assistance from global server 1500 to obtain the current dynamically assigned Internet

Protocol address of the prospective callee WebPhone. First, the user of WebPhone

1536 specifies the callee by entering all or part of the callee party's name or alias in the
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party name field area of the graphic user interface. If the party is not in the WebPhone

user's local directory, the IP address or E-mail address of the callee WebPhone may be

entered into the number field area of the graphic user interface, followed by activation

of the send button or icon on the graphic user interface. As a result, WebPhone 1536

opens a socket to global server 1500 and transmits a <CONNECT REO> packet having

the format described in Table 6. Connection server 1512 of global server 1500 utilizes

the value of the E-mail address specified in the <CONNECT REO> packet to perform a

one-to-one mapping in the on-line table 15168 to determine the current Internet

Protocol address of the indicated callee, as illustrated by the flowchart of Fig. 15A.

Once this mapping is performed, the server 1500 transmits to WebPhone 1536 a

<CONNECT ACK> packet, as indicated by message 7A of Fig. 17A. The <CONNECT

ACK> packet has the format and content as illustrated in Table 6 and includes the IP

address of the callee as well as information such as an error code to indicate that no

WebPhone application is associated with that callee. Alternatively, if the selected

callee is off line, global server 1500 transmits to WebPhone 1536 an <OFF LINE>

packet to indicate that the desired party is not on-line, as illustrated by message 78 of

Fig.17A. Following the receipt of either a <CONNECT ACK> or an <OFF LINE>

packet by WebPhone 1536, the socket to global server 1500 opened by WebPhone

1536 is closed.

If the current Internet Protocol address of the callee was returned from global

server 1500, the packet transmission sequence illustrated between WebPhones 1536

and 1538 of Fig. 17A transpires. Whether a calling WebPhone knows the Internet

Protocol address of the callee WebPhone, as in the case of a fixed Internet Protocol

address, or obtains the Internet Protocol address from global server 1500, as previously

described, the calling sequence to establish a call occurs as follows. WebPhone 1536

opens a socket to WebPhone 1538. Next, WebPhone 1536 transmits to WebPhone
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1538 a <CALL> packet as illustrated by message 8 of Fig. 16A. The <CALL> packet

has the format illustrated in Table 6 and may, optionally, include information identifying

the compression/decompression (codec) used by the caller WebPhone. In response to

the <CALL> packet, WebPhone 1538 may return with a number of different packets, as

illustrated by messages 9A-D. First, callee WebPhone 1538 may respond to caller

WebPhone 1538 with a <REJECT> packet, as illustrated by message 9A, indicating

that the callee WebPhone does not wish to be disturbed, e.g. total call blocking, or, that

the callee WebPhone does not wish to talk to caller WebPhone, e.g. party specific or

group specific call blocking. In the event of party or group specific call blocking, the

user information contained within the <CALL> packet of message 9A is compared by

the caller WebPhone application to a predefined list of WebPhone user information

profiles which the callee does not wish to converse, such list having been predefined by

the callee in the WebPhone user's personal directory, as explained hereinafter. Upon

receiving the <REJECT> packet the caller WebPhone annunciates the result to the user

and the socket to the callee WebPhone is closed.

Alternatively, callee WebPhone 1538 may return a <BUSY> packet, as illustrated

by message 9B of Fig. 17A. The <BUSY> packet indicates that the callee WebPhone

is currently utilizing all available lines within its WebPhone application.

A further possible response from callee WebPhone 1538 is to issue an

<ANSWER MACH> packet, as illustrated by message 9C of Fig. 17A. The <ANSWER

MACH> packet includes data indicating whether the machine is capable of receiving

voice mail type messages, as described in greater detail in copending U.S. patent

~~~~x!9?application serial number X*h , entitled "Method and Apparatus for Providing
/I.,

Caller Identification Based Out-Going Messages in a Computer Telephony

Environment," by Mattaway et aI., commonly assigned and incorporated herein by

reference.
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The preferred response by callee WebPhone 1538 is to transmit a call

acknowledge <CALL ACK> packet, as illustrated by message 90 of Fig. 17A. The

<CALL ACK> packet has the data content illustrated in Table 6. Both the <CALL> and

<CALL ACK> packets contain the information of the WebPhone users sending the

packet. This information is useful by the recipient of the packet for a number of

purposes. For example, the user information is displayed on the enunciator area of the

WebPhone graphic display to identify the party placing the call. Second, the user may

select such information and, using the drag and drop functionality of the WebPhone

graphic user interface, add the user information to the callee WebPhone user's

personal directory resident within his/her specific WebPhone application. In such a

manner, both parties are completely identified to each other prior to commencing audio

communications. The transmission of complete caller identification information with the

<CALL> and <CALL ACK> symbols packets enables such functions as individual or

group specific call blocking, party specific outgoing messages, visual caller

identification, and party specific priority ringing and sound effects, as explained herein.

Following transmission of <CALL ACK> packet by callee WebPhone 1538, the

callee WebPhone further transmits an <ANSWER> packet to caller WebPhone 1536,

as illustrated by message 10 of Fig. 17A. Like the <BUSY> packet, the <ANSWER>

packet is essentially empty, containing nothing more than a session 10 number which is

unique to the call. The socket previously opened by caller WebPhone 1536 over which

the forgoing packets were transmitted remains open for the transmission of control

information between caller WebPhone 1536 and callee WebPhone 1538. Such control

information may comprise an <END> packet signaling the end of a call, a <HOLD>

packet indicating that one of the parties to a call has placed the call "on hold" or other

packets related to advance functionality of the WebPhone architecture. In addition,

caller WebPhone 1536 opens a second socket to callee WebPhone 1538 over which
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the respective WebPhones may exchange <AUDIO> packets, as illustrated by

messages 11A-8 of Fig. 17A. The <AUDIO> packets have the data content illustrated

in Table 6. The WebPhone application enables the parties to converse in real-time,

telephone quality, encrypted audio communication over the Internet and other TCP/IP

based networks. If both WebPhone client processes are utilized with full duplex sound

cards, such as that illustrated in Fig. 12, the WebPhone users may transmit and receive

audio packets simultaneously, similar to normal telephone conversation. However, if

the WebPhone client processes are used with half duplex sound cards, a WebPhone

user may only transmit or receive audio data simultaneously, similar to a speaker

phone. Exchange of <AUDIO> packets continues until either the callee WebPhone or

the caller WebPhone transmits an <END> packet, as illustrated by message 12 of Fig.

16A. Following the receipt of an end packet, the WebPhone client process will cease to

accept subsequent audio packets.

Following either transmission or receipt of an <END> packet by the caller

WebPhone, the socket opened by the caller WebPhone to the callee WebPhone over

which real-time audio communication occurred is closed. Similarly, the previously

opened socket over which control information was transmitted between the callee and

caller WebPhones is likewise closed.

Referring now Fig. 178, if a WebPhone caller seeks to determine whether a

prospective WebPhone callee is connected to the computer network, but, has little

information regarding the client process, information server 1514 may be utilized as

described. The WebPhone user defines One or more of the first name, last name,

company, city, state, or country values of the Query field contained within the <INFO

REQ> packet sends the packet to the global server. WebPhone 1536 opens a socket to

global server 1500 and forwards <INFO REQ> packet to global server 1500, as

illustrated by message 1 of Fig. 178. Information server 1514 extracts the values
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specified the query field of the <INFO REO> packet and queries the database 1516, as

previously described with reference to Fig. 16B. Global server 1500 then transmits a

<INFO ACK> packet back to WebPhone 1536, as illustrated by message 2 of Fig. 17B.

The <INFO ACK> packet has the format and data elements indicated in Table 7,

including the number of parties satisfying the search criteria, specified in the <INFO

REO> packet. If the user of WebPhone 1536 wishes to receive the number of parties

satisfying the search criteria global server 1500 automatically transmits to WebPhone

1536 one or more <INFO> packets, as illustrated by messages 3A-C of Fig. 178. The

<INFO> packet has the format and data elements as described in Tables 6-7. At any

time following transmission of the <INFO ACK> packet, WebPhone 1536 may transmit

an <INFO ABORT> packet to either prevent transmission of any <INFO> packets or to

stop transmission of any remaining packets, as illustrated by message 4 of Fig. 17B.

The <INFO ABORT> packet has the format and data elements as described in Table 6

7.

Once the user receives the information contained within the <INFO> packets

satisfying the search criteria, the user may store such information in his/her personal

WebPhone directory by dragging and dropping the information from the annunciator

area to the direction dialog box using the WebPhone GUI.

The methods and apparatus described herein provide computer users with a

powerful protocol in which to directly establish real-time, point-to-point communications

over computer networks directly without server required linking. The a directory server

assists in furnishing the current dynamically assigned internet protocol address of other

similarly equipped computer users or information about such users.

WebPhone Graphic User Interface
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Referring again to Fig. 14, the WebPhone GUI 1400 consists of a main window

which has the look of a modern cellular flip phone and a set of dialog boxes launched

from window. Operation of the WebPhone is controlled by selecting objects, i.e.,

buttons, text and images, and dragging objects, i.e., lines, parties, messages, etc., as

explained hereinafter.

WebPhone GUI 1400 comprises a plurality of visual objects, including display

1402, number pad 1406, line pad 1404, call function buttons 1408, phone function

buttons 1410 and audio controls (not shown). Display 1402 provides a number of

distinct area for presentation of entering of information useful in operation of the

WebPhone application. A party name field 1402A displays the name of the caller when

an incoming call arrives and may also be used for entering the name of a party, up to

25 characters. By entering the name of a party in the party name field 1402A and

pressing one or more of the phone function buttons 1410, various activities may be

accommodated. For example, entering the name of a party in the party name field and

pressing the [SND] button causes the WebPhone to first search the personal

information directory for the information profile of the party entered. If such party's

information is not already resident in the personal information directory, the WebPhone

will open up a directory assistance dialog allowing the user to enter information to be

submitted to the information server 1514 for searching, as described previously.

Further, clicking the entered party name with the right mouse button causes a dialog

box to appear enabling the user to modify the current directory entry, if any, for the

party entered.

Entering the IP address of a party in the party IP address field followed by the

[SND] button causes initiation of a call. If the callee's name exists within the caller's

personal directory, or the call is established, the callee's name will appear in a party

name field for caller ID purposes.
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The third line of the display 1402 serves as a status annunciator line for

displaying iconic feedback about the status of events within the WebPhone. Such

status icons may include icons indicating enablement of call forwarding, call blocking,

do not disturb, priority ringing, file transfer occurring, voice mail transfer occurring or call

camping.

The line number annunciator indicates the line, i.e., lines 1-4, currently active, as

illustrated by annunciated field 1402J. A main LED 1402F indicates when a line is

active by changing color. Time field 1402C displays the local time when no lines are

active. When one of the lines L1-L4 are active, time field 1402C displays the callee

party's time. By single clicking the time field the user can cycle through the two

different time values.

The line status field 1402H displays the status of the currently selected line,

illustrated in Fig. 14 as displaying "talk" status. A call duration field 14020 dis'plays the

elapsed time in minutes and seconds since the currently displayed call commenced.

The V-mail field 1402G displays the number of the new voice mail messages and

the total number of voice mail messages received.

When one or more call functions such as call conferencing, call blocking, priority

ringing, call camping, or call forwarding are activated, the list of those parties within the

WebPhone personal directory having such functionality active for their information

profile can be viewed in the party name field by selecting a list arrow (not shown) icon

which appears whenever one of the previously described functions is activated.

Pressing the icon arrow allows the parties to be viewed sequentially.

The number pad buttons 0-9 also serve as speeddial buttons. Right clicking on

anyone of the number pad buttons 0-9 causes the name, alias, e-mail address and IP

address, if known, of the party assigned to that speed dial position to be displayed on

display 1402.
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If a user right clicks on any of lines L1-L4 the name, alias, e-mail address and IP

address of the party on that line will similarly appear for a predetermined period of time

and then revert back to the normal display.

The keypad buttons displayed on WebPhone GUI 1400 may assume one of two

states. A button may be a momentary button which, when pressed, Le., left clicked,

gets pushed in and then pops back out again. A second type of button is a toggle

button which when pressed gets pushed in and stays in until pressed again. Number

pad buttons 0-9 are momentary buttons which may be used to enter the Internet

Protocol address of a party and which each house a speed-dial position. The user may

assign a party to one of the ten speed-dial positions by selecting the user's information

displayed in display 1402 and then dragging it onto the keypad button. To speed-dial

one of the ten buttons the user simply presses the appropriate number followed by the

[SND] button. As stated previously, if the user right clicks on one of the number pad

buttons, the information about the party assigned to the speed-dial position will be

displayed.

The line pad 1404 comprises four toggle buttons L1-L4, each of which has a

letter, a number and an LED indicating the status of the line. When one or more parties

are associated, Le., dragged and dropped, with a line, the letter designating the

appropriate line turns from an L to C indicating a conference call. When only one party

is left on the line the letter designation reverts from a C back to an L indicating a regular

call. Only one line, button may be selected at a time when an incoming call arrives.

Pressing any of the line buttons assigns the incoming call to the selected line. Pressing

a line button, Le., left clicking, when the line is in use places· the line on hold.

Subsequent depressing the line button takes the call off hold.

A number of call function buttons 1408, including the [RCL], [END], [SND],

[DND], [MUT], [HLD], [CMP], [BLK], [PRI], [FWD], not all of which are shown in Fig. 14,
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are used to control operation of calls. The [RCL] button is a momentary button used to

recall the last number dialed. Pressing [RCL] recalls the last party called by displaying

the party's name, alias, e-mail address and IP address, if known. Selecting a free line

following depression of the [RCL] button followed by the [SND] button will cause the

party last called to be dialed. The [END] button is a momentary button and terminates

a call upon depression. The [SND] button is a momentary button and is used to both

place and answer calls. Depressing the [SND] button when a call is being announced

causes the call to be answered on a preselected line or a line indicated by the user.

Depression of the [SND] button once a callee's information is entered into display 1402

causes the party to be called, if the required information is present, or otherwise causes

an information server connection to be established and activated, as previously

described.

The [DND] button is a toggle button and is used to activate the Do Not Disturb

function of the WebPhone. When activated, the [DND] button causes all inbound calls

to be routed to the answering machine.

The [MUT] button is a toggle button which, upon depression, causes disabling of

the microphone associated with a user's WebPhone system. When the [MUT] button is

enabled, the main LED 1402F and the status line 1402H change to indicate that the call

muted. Depression of the [MUT] button is undetected by one or more callees.

The [HLD] button is a momentary button and is used to place a call on hold.

When a user depresses the [HLD] button a party or parties to a conference call are

placed on hold, e.g., the microphone and speaker of the system are effectively

disabled. When a called is placed on hold, the main LED 1402F and call status field

1402H indicate the change. To take a call off hold, the user depresses the line button

of the call being held.
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The [CMP] button is a momentary button that causes the WebPhone user to

camp on a party, i.e., perpetual redial. Camping on a party serves to insure that the

user's call will go through when the party is available. After placing a call, if the callee

responds with either a busy or on off-line status, the user may press the [CPM] button

to camp on that party. To remove a camp from a party, the user presses the delete key

from the computer keyboard.

The [BLK] button is a toggle button and enables or disables call blocking.

Depression of the [BLK] button enables call blocking causing all inbound calls from

parties who have call blocking designated in their information profile within the personal

information directory to be either rejected or routed to the answer machine. Whether a

call is to be rejected or routed to the answering machine is specified in a party's

information profile record within the personal information directory, in a manner, as

previously described.

The [PRI] button is a toggle button which enables or disables priority ringing.

Depression of the button enables priority ringing of all inbound calls from parties, i.e.

generation of customized sound effects and/or graphic announcements when a call

arrives. As with call blocking, priority ringing is specified within a party's information

profile record in the user's personal information directory.

The [FWD] button is a toggle button which enables or disables call forwarding.

Depression of the button enables call forwarding of selected inbound calls to the party

specified in the appropriate information profile record in the personal information

directory. The WebPhone will first search in the personal information directory for an

information profile record which matches the inbound call. If a match occurs, and call

forwarding is enabled, the inbound call will be forwarded to the party' designated within

the matched information profile record. If no party is designated, the call will be

forwarded to a default forwarding party.
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In addition to the call function buttons, a number of phone function buttons 1410

including a [CFG], [DIR], [MSG], [OAT], [LOG], [], and? buttons enable users to further

direct functions of a phone. Specifically, the? button is a momentary button which

invokes an interactive, multimedia tutorial and help system about the WebPhone. The

[CFG] button is a momentary button, depression of which launches a configuration

dialog which enables the user to change the operating parameters of the WebPhone.

The [DIR] button is a momentary button, depression of which launches the phone

directory dialog which enables a user to add, store, update, view, and delete parties

and to obtain directory assistance from global server 1500, as described previously.

The [MSG] button is likewise a momentary button, depression of which launches the

voicemail message dialog which enables a user to view, sort, playback, delete, save

and restore voicemail messages, as well as to create, playback, delete, save, and

restore custom outgoing messages and assign them to information profile records in the

personal information directory.

The [OAT] button is a momentary button, depression of which launches a data

file transfer dialog enabling a user to monitor and control the progress of a data file

transferred over the communication link established with the WebPhone, such dialog

further enables a user to retrieve and create E-mail.

The [LOG] button is a momentary button, depression of which launches a call

activity log dialog which enables a user to use, sort, search for, print, and delete call

related events. An "X" icon is provided to exit the WebPhone. If one or more calls are

active when the X icon is selected, a dialog box will appear asking the user if he/she

really wishes to exit and terminate active calls. Other icons are provided for minimizing

or iconifying the WebPhone application.

In addition to the above-described display, the WebPhone GUI 1400 includes a

number of audio control buttons and sliders (not shown in Fig. 14). These graphic
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elements enable the user to control the recording the playback of voicemail and

outgoing messages and operate similar to conventional audio tape deck controls. In

the illustrative embodiment, and similar to that shown in Fig. 5, a progress bar is

illustrated which displays the extent of progress during playback and audio recording

processes. Momentary buttons may be provided for rewinding the "virtual tape" to the

beginning and for fast forwarding the tape to the end of a recording. Further,

momentary buttons are provided for aborting, as well as stopping, playback of audio. A

speaker card button, implemented as a toggle button, is provided to play back audio on

the sound card's speaker. A special momentary button for audio playback is provided.

When initially depressed, audio playing commences. The button then pops out and

becomes a pause button. Subsequent depression pauses the audio. The button then

pops out again to become a play button. A record button, in the form of a toggle button

is provided to control recording of audio. When the button is depressed the user is in

an audio record mode and can record voicemail or outgoing messages. To stop

recording, the button is pressed again or the stop is button is pressed. A slider-type

graphic potentiometer is provided to control speaker volume and enables the user to

adjust output volume of the audio received during conversation and playback of

voicemail and outgoing messages. The speaker control will attenuate the sound card

speaker volume. A similar control is provided to control microphone volume and

enables the user to adjust the input volume of audio recorded during conversation and

recording of voicemail and outgoing messages. The microphone slider control

attenuates the sound card's microphone volume.

WebPhone Application Object Implementation

As previously described, with reference to Figs. 13A-B, the WebPhone

application comprises a set of object modules which work together in a concerted
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fashion to provide real-time, multitasking, network-based media transmission and

reception. Specifically, the WebPhone GUI, user interface, event manager, and media

engine utilize a number of objects to house and manipulate data associated with the

operation of the WebPhone application. The GUI objects control the look and feel of

the graphic user interface controls which comprise the WebPhone user interface.

Some user interface objects maintain and manage many of the states of the WebPhone

and control the behavior of the GUI controls, as illustrated in Figs. 18A-0.

Fig. 18A illustrates the hierarchical relationship between objects within the

WebPhone. The UIVirtualBase 1812 is a class from which UIVirtualControl object 1810

and UIVirtual object 1808 inherit their respective attributes and member functions.

GUIControl object 1802 inherits its attributes and member functions from

UIVirtuaiControl1810, as illustrated. UICollection object 1806 inherits its properties

from the UIVirtual object class 1808. The UIControl object inherits its attributes and

member functions from both the UIVirtual control object class 1810 and the UIVirtual

object class 1808.

Referring to Fig. 18B the UIControl object 1804 itself serves as a class from

which the UIButton object 1828, UISlider object 1826, UIScroller object 1824, UITab

object 1822, UIOisplay object 1818, UIListBox object 1820, UIComboBox 1814, and

UIEditBox 1816 are subclasses. As illustrated in Fig. 18C, the UIPushButton 1842,

UIPlayRun object 1844 and UIToggle object 1846, are subclasses of the UIButton

object 1848. As illustrated in Fig. 180, the UIPhone object 1838, UICall object 1832,

UILine object 1834, and UIPopUp object 1836 are derived from or inherit their attributes'

and member functions from the UICollection object class 1806.

Each WebPhone control has two objects associated therewith, a windowing

system specific GUlcontrol object 802 and a generic UI control object 1804. When the

GUlcontrol object's state is changed by the user, GUIcontrol1802 verifies the change
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with UIcontrol 1804 to validate the change. UIcontrol 1804 is a child of the UIcollection

1806. When Ulcontrol's sibling, GUlcontrol 1802 requests Ulcontrol 1804 to verify a

change, and the change is accepted, GUIcontrol1802 must verify the change with its

parent object. The parent Ulcollection 1806 may have its own parent, another .

Ulcollection object, that it must verify the change with. The UIPhone object 1838 is a

member of the UI collection class. UIPhone has final approval over all changes in the

state of the WebPhone. UIPhone 1838 further tells child objects when the event

manager changes the phone state and further creates jobs for the event manager

based on user actions.

The WebPhone drag and drop functionality utilizes the standard Windows® drag

and drop interface and adds several unique object types to interact therewith.

Specifically, each Ulcontrol and GUlcontrol object has two new member functions

added, e.g., set dragtype and acceptdrop types. The set dragtype call sets the type of

drag that the control will perform if the mouse or other pointing device is moved out of

the control window with the left mouse button down. The accept droptype defines the

types of drags the control will accept.

Event Manager and Media Engine

The event manager is a state machine consisting of an array of pointers to

functions and states which make up a state-event table. When an event occurs as

caused by the mouse, keyboard, mic, speaker, or socket, it is up to the user interface to

determine if the event requires the attention of the event manager. The event manager

is not notified of events which effect only the graphic user interface, e.g., the user

depresses the [DIR] button to open the phone directory dialog.

Referring to Figs. 19A-C, a conceptual block diagram illustrating the event

manager and media engine objects utilized by the WebPhone is presented.
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Specifically, the following objects are utilized by both the user interface and the event

manager to manager the state of calls and tasks that are to be performed:

• line

• job

• party

• task

As illustrated in Fig. 19A, a Line object is represented by the pentagon shape

with a number contained therein. The Line object has the attributes of state and

duration and a *job pointer. Member functions for the Line object include createcall 0

and removecall O. The Job object is illustrated with a rectangle having pointers

extended therefrom as illustrated in Fig. 19A. Attributes of the job object include, 10,

type, state, and parties, and pointer attributes party, inTask, outTask, nextJob, prevJob.

The Job object has the member functions of Add Party, RemoveParty, CreateTask, and

RemoveTask. The Party object, illustrated with a triangular symbol, includes the

attributes of state, session, socket, and partyRec, and the member functions of

LoadParty.

The Task object includes the attributes of command, source, destination, extent,

fileHandle, fileType, fileLength, fileSize, mic, speaker, and flags, as wells as pointer

attributes *job and *buf. The values assumable by the command attribute of the Task

object may include initialize, close, start, stop, fill, and use, etc. The values assumable

by the source and destination attributes of the task object may include microphone,

speaker, socket, and file. Fig. 198 illustrates the relationship between Line objects and

Job objects and the pointers linking the two. Fig. 19 illustrates the relationship between
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Party objects, Job objects and Task objects and the pointers linking the Job objects to

the parties and tasks.

Media Engine Implementation

Figs. 20A-D illustrate the process steps performed by the media engine of the

WebPhone in accordance with the present invention. The coding of the process steps

of the flowchart of Figs. 20A-D and to instructions suitable for use by the WebPhone will

be understandable by those having ordinary skill in the programming arts. Fig.20A

illustrates the process executed by the media engine when the CMD attribute of a Task,
object is defined as a AE_USEME command, as previously illustrated in Fig. 19A. The

Task objects are set up by the event manager. The media engine manages routing and

resources. For example a microphone, file or socket may provide a source of data to

media engine while a destination may comprise either a speaker file or socket. The

media engine serves to perform compression/decompression as well as copying

functions. For the purposes of describing flowcharts 20 A-D the media engine will

referred to as media engine 2000.

Referring to Fig. 20A, media engine 2000 first determines the source of a data

stream, as illustrated by decisional block 2002. If the source is a microphone, media

engine 2000 determines whether or not the current audio data from the microphone

source is silence, as illustrated in decisional block 2004. If the audio stream from the

microphone is not silent the data will be accumulated into a microphone buffer, as

illustrated by procedural block 2006. Next, the media engine will determine whether or

not the buffer is full, as illustrated by decisional 2008. If the buffer is full, process flow

will proceed to a determination of the destination via connector Q. If in decisional block

2004 the determination was made that the audio data from the microphone was silence,

the media engine notes the length of the silence, as illustrated by procedural block
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2010. Next, the media engine determines whether or not the buffer is empty, as

illustrated by decisional block 2012. If the buffer is empty, process flow proceeds to a

determination of the source, via connector R, as illustrated by decisional block 2030.

Returning again to decisional 2014, a determination of the destination of the

audio data made after either a determination that the buffer is full, via connector Q, or

that the source of the audio data is a socket, e.g., one of the branches of decisional

block 2002. If in decisional block 2014 a determination is made that the destination is a

socket, media engine 2000 determines if a party is online, as illustrated by decisional

block 2028. If the party is online media engine 2000 will write to the socket associated

with that party, as illustrated by procedural block 2026. The process as illustrated by

decisional 2028 and process block 2026 are repeated for every party associated with

the Job object, i.e., conference calls include multiple parties. Following writing to the

parties socket, process flow returns decisional block 2030 for a determination of the

source, as illustrated. If in decisional block 2014 a determination was made that the

speaker was the destination, media engine makes a further determination to whether or

not the there is more than one party on the conversation, i.e., conference call, as

illustrated by decisional block 2020. If there is only one other party besides the user on

the call, process flow proceeds to junction K where the audio data is written to the

speaker, as illustrated by process block 2022. If in decisional block 2020 a

determination was made that multiple parties were associated with a call media engine

2000 mixes the audio data into a mixing buffer, as illustrated by process block 2016.

Next media engine 2000 determines whether or not the speaker is idle. If so, the audio

data from the mixing buffer is written to the speaker as illustrated by procedural block

2022. Otherwise, process flow proceeds to junction R. In decisional block 2030 media

engine 2000 determines again what the source of an audio data stream is. If the

source is determine to be a socket, media engine 2000 will place the empty buffer on
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the winSock queue, as illustrated by process block 2036. If the source is determined to

be a microphone, and the microphone is enabled, as determined in decisional block

2032, media engine 2000 will place the empty buffer on the mic sampling queue, as

illustrated by process block 2034. Otherwise, media engine 2000 will place the empty

buffer in the free pool of buffer space, as illustrated by process 2038. Either branch of

decisional block 2030 will result in a return from the task execution process, as

illustrated.

Fig. 20B, illustrates the process flow performed by media engine 2000 upon

receiving a task object from the event manager having the CMD attribute defined with a

AE_START, i.e., the event manager instructs the media engine to start·a copy

operation from a source to a destination. First, media engine 2000 determines whether

or not the source is a microphone or a file, as illustrated by decisional block 2040. If the

source is a file, process flow proceeds to block 2062 of Fig. 20C via connector F, as

described hereinafter. If the source is determined to be a microphone, media engine

2000 will determine whether or not the microphone is on, as illustrated by decisional

2044. If the microphone is not on, an internal error notification will be generated, as

illustrated by procedural block 2046. If the microphone is on, media engine 2000 will

enable microphone sampling, obtain space from the buffer pool, and perform an

asynchronous read from the microphone, as illustrated by process blocks 2048, 2050

and 2052, respectively. If in decisional block 2040 media engine 2000 determined that

the source was a socket, buffer space will be retrieved from the buffer pool, as

illustrated by process block 2042, and an asynchronous read from the socket will be

performed, as illustrated by process block 2045. Following the an asynchronous read

from either a socket or a microphone, media engine 2000 will return the task to the

event manager, as illustrated.
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Fig. 20 illustrates the process flow performed by media engine 2000 upon

receiving a Task object from the event manager in which the CMO attribute is defined

with a AE_FILLME command value, i.e., an empty packet has been returned from

either an MCI or WINSOCK asynchronous write operation upon completion. First,

media engine 2000 determines whether the source is from a file or either a socket or

speaker, as illustrated by decisional block 2054. If the source is a file, media engine

2000 will read a portion of the file, as illustrated by process block 2062. Next, media

engine 2000 will make a determination as to whether the destination is either a socket

or a speaker, as illustrated by decisional block 2068. If the destination is a socket

process flow will return to decisional block 2028 of Fig. 20A via connector S, as

illustrated. If the destination is a speaker, process flow will proceed to process block

2022 of Fig. 20A via connector K as illustrated.

If a determination was made in decision 2056 that the destination is a socket,

media engine 2000 will place the buffer associated with the task or message in the

WINSOCK free pool of buffer space, as illustrated by process block 2058. If the

destination is determined to be a speaker, media engine 2000 next determines whether

or not the buffer is empty, as illustrated by decision block 2060. If the buffer is not

empty, the data within the mixing buffer will be written to the speaker, as illustrated by

message 2064. If the buffer is empty, the buffer associated with the message, i.e.,

task, will be placed in the MCI message free pool, as illustrated by process block 2066.

Both branches decisional block 2056 result in a return from the task by media engine

2000, as illustrated. In the above-described flow diagrams, a message may be a task

implementation similar to the manner in which Microsoft Windows uses messages for

task completion operations.

Fig. 200 illustrates the process path taken by media engine 2000 when the CMO

attribute of a Task object is defined as a AE_STOP value, i.e., the event manager
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instructs the media engine to stop the current operation on behalf of a specified task.

The process begins with the determination of whether or not the source is a

microphone or file, as illustrated by decisional block 2070. If it is determined that the

source is a file, process flow proceeds to block 280 where the source is set to none,

i.e., no further data will retrieved or processed. If the process is determined to be a

socket, media engine 2000 cancels any pending asynchronous reads from the socket,

as illustrated by process block 2074. If a determination is made that the source is a

microphone, media engine 2000 will determine whether or not the microphone is on, as

illustrated by decisional block 2072. If the microphone is on, media engine 2000

cancels sampling of the audio signal from the microphone, as illustrated by process

block 2076, and, discards the pending data in the mix buffer, as illustrated by process

block 2078. Regardless of the determination of the source, all branches of the process

flow terminate with the setting of the source to none or null, indicating a termination of

the operation and a return by media 2000 from the task, as illustrated.

In an alternate embodiment, the various aspects of the invention may be

implemented as a computer program product for use with a computer system. Such

implementation may comprise a series of computer instructions either fixed on a

tangible medium, such as a computer readable media, e.g. diskette 1142, CD-ROM

1147, ROM 1115, or fixed disk 1152 of Fig. 11, or transmittable to a computer system,

via a modem or other interface device, such as communications adapter 1190

connected to the network 1195 over a medium 1191. Medium 1191 can be either a

tangible medium, including but not limited to optical or analog communications lines, or

may be implemented with wireless techniques, including but not limited to microwave,

infrared or other transmission techniques. The series of computer instructions

embodies all or part of the functionality previously described herein with respect to the

invention. Those skilled in the art will appreciate that such computer instructions can be
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written in a number of programming languages for use with many computer

architectures or operating systems. Further, such instructions may be stored using any

memory technology, present or future, including, but not limited to, semiconductor,

magnetic, optical or other memory devices, or transmitted using any communications

technology, present or future, including but not limited to optical, infrared, microwave, or

other transmission technologies. It is contemplated that such a computer program

product may be distributed as a removable media with accompanying printed or

electronic documentation, e.g., shrink wrapped software, preloaded with a computer

system, e.g., on system ROM or fixed disk, or distributed from a server or electronic

bulletin board over a network, e.g., the Internet or World Wide Web.

Although various exemplary embodiments of the invention have been disclosed,

it will be apparent to those skill in the art that various changes and modifications can be

made which will achieve some of the advantages of the invention without departing

from the spirit and scope of the invention. These and other obvious modifications are

intended to be covered by the appended claims.
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TABLE 1
Client Table

Field Data Type Comments

id ulong Unique ID Sequence

activated char 0= NO, 1 = YES

activationDate ulong Secs since 00:00 UTC
Jan 1, 1970

version capability ushort Version of the Webphone

Gt'
version protocol ushort

~\Q\I};
version vendor ushort

paid char 0= NO, 1 = YES

prePaidCode varchar(16)

firstName varchar(10)

lastName varchar(25)

alias varchar(20)

emailAddr varchar(90)

IPAddr varchar(80) 0.0.0.0 if not known

street varchar(50)

apt varchar(5)

city varchar(20)

state varchar(20)

country varchar(20)

postalCode varchar(20)

phone varchar(25)

fax varchar(25)

feature bits ulong WebPhone Feature Definitions

company varchar(25) Company Name

addrChanges char No. of address changes

addrChangeDate ulong Secs since 00:00 UTC

publish char 0= NO, 1 = YES

accessDate ulong Secs since 00:00 UTC
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TABLE 1 (Con't)

Field Data Type Comments

accessCount ulong # of log ons

callCount ulong # of outbound calls

social security number ulong optional

age ushort optional

occupation code ushort optional

interest codes ushort optional

household income range ushort optional
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TABLE 2
Online Table

Field Data Type Comments

~~ emailAddr varchar(90)

IPAddr varchar(80)

flags char

onlineDate ulong Sees since 00:00 UTC

TABLE 3
WebBoard Table

Field Data Type Comments

id ulong Unique ID Sequence

image varchar(255) Filename of image file

1~~t
imageType char .GIF =0, JPG = 1, RLE = 3

audio varchar(255) Filename of TSP encoded.WAV
file

audioType char GSM=O, TRUESPEECH = 1

hits ulong Number of accrued hits

hitsprofile varchar(8) Filename of Demographics

version ulong version of WebBoard

URL varchar (255) home page uri

count

TABLE 4
Weboard Config Table

Data Type

ulong

68
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TABLE 5
Source Table

Field Data Type Comments

id ulong Unique 10 Seqence

weboardlO ulong Link to WebBoard record

name varchar(50) Company's name

uri varchar(80 URL to Home Page

street varchar(50)

\(P~O"
apt varchar(5)

city varchar(20)

state varchar(20)

country varchar(20)

postalCode varchar(20)

phone varchar(25)

fax varchar(25)

contact varchar(35) Name of contact
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TABLE 6
WebPhone Protocol (WPP) Packet Definitions

Packet Packet Type Direction Data

Invalid WPP_INVALID WPP_INVALID

Online Req WPP_ONLINEREQ WPP ONLINEREQ, sid, version,
emailAddr, IPAddr, onlineState,
feature bits

OniineACK WPP ONLINEACK WPP ONLINEACK, sid
online5tatus, feature bits

Offline WPP_OFFLINE WPP_OFFLINE, sid

Hello WPP_HELLO WPP_HELLO, sid, version

Connect Req WPP_CONNECTREQ WPP CONNECTREQ, sid,
version, caliType,
Ra~EmailAdarl emailAddr,
PA dr, connec State

ConnectACK WPP_CONNECTACK WPP CONNECTACK sid,
connectStatus, partylPaddr

Call WPP_CALL WPP CALL sid version
emailAddr, IPAddr, userinfo

,\1~
CaliACK WPP_CALLACK WPP CALLACK sid, version,

emailAddr, IpAdar, userlnfo

CnfCall WPP_CNFCALL WPP CNFCALL, sid, version,
emailAddr, IPAddr, userlnfo

CnfCaliACK WPP_CNFCALLACK WP~_CNFCALLACK,sid,
version

Answer WPP_ANSWER WPP_ANSWER, sid

Busy WPP_BUSY WPP_BUSY, sid

AnsMachine WPP_ANSMACH WPP_ANSMACH, sid, state

End WPP_END WPP_END, sid

Hold WPP HOLD WPP_HOLD, SID, (ON/OFF)

Reject WPP_REJECT WPP_REJECT, sid

Camp WPP_CAMP WPP_CAMP, sid

CampACK WPP_CAMPACK WPP_CAMPACK, sid

Audio WPP_AUDIO WPP AUDIO, sid, audioType,
silence, length, audioData

Pulse WPP_PULSE WPP_PULSE, sid

Adjpulse WPP_PULSE WPP_ADJPULSE, sid, adjPulse
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TABLE 6 (con't)

Packet Packet Type Direction Data

Vmail WPP_VMAIL WPP VMAIL sid, audioType,
silence, length, audioData

VmailEnd WPP VMAILEND WPP_VMAILEND, sid

OgmEnd WPP_OGMEND WPP_OGMEND, sid

CnfAdd WPP_CNFADD WPP CNFADD, sid
pa~EmaiIAddr, partylPaddr,
part nfo

CnfDrop WPP_CNFDROP WPP_CNFDROP, sid

FileXmtReq WPP_FILEXMTREQ WPP FILEXMTREQ, sid,
fileType, fileName, fileSize
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Packet Packet Type Direction Data

FileXmtAck WPP_FILEXMTACK WPP_FILEXMTACK, sid

File WPP FILE WPP_FILE, sid, length, fileData

FileXmtEnd WPP_FILEXMTEND WPP_FILEXMTEND, sid

FileXmtAbort WPP_FILEXMTABORT WPP_FILEXMTABORT, sid

InfoReq WPP_INFOREQ WPP_INFOREQ, sid, query

InfoACK WPP_INFOACK WPP_INFOACK, sid, nparties

Info WPP_INFO WPP_INFO, sid, partylnfo

{'?1--- InfoAbort WPP_INFOABORT WPP_INFOABORT, sid

UserlnfoReq WPP_USRINFOREQ WPP_USRINFOREQ, sid

Userlnfo WPP_USRINFO WPP USRINFO, sid, version,
userlnfo

WBlmageStart WPP_WBIMAGESTART WPP WBIMAGESTART, sid,
fileSize, imageType, uri

WBlmage WPP_WBIMAGE yvpp WBIMAGE, sid, length,
Imageoata

WBlmageEnd WPP_WBIMAGEEND WPP_WBIMAGEEND, sid

WBAudioStart WPP_WBAUDIOSTART WPP WBAUDIOSTART, sid,
fileSize, audioType

WBAudio WPP_WBAUDIO WPP WBAUDIO, sid, length,
audioUata

WBAudioEnd WPP_WBAUDIOEND WPP_WBAUDIOEND, sid

Registration WPP_REG WPP REG, sid, feature bits,
EEM~ILAddr, customer id

Audio Start WPP_AUDIO START WPP_AUDIO START, sid

Audio End WPP_AUDIO END WPP_AUDIO END, sid

Caller OK WPP_CALLEROK WPP CALLEROK, sid, version,
emaiJAddr, feature bits

Caller ACK WPP_CALLERACK WPP CALLERACK, sid,
caller"Status, feature bits

Key Pad WPP_KEYPAD WPP_KEYPAD, sid (ON/OFF)

Key WPP_KEY WPP_KEY,sid,ascii character

WBLIST WPP_WBLIST WPP_WBLlST, sid, list ofWB IDs

WBLIST REQ WPP_WBLISTREQ WPP_BBLISTREQ, sid
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WBREQ

WBHIT

ANS FULL

WPP_WEBBOARDREQ

WPP_WEBBOARDHIT

WPP_ANS FULL

TABLE 8

WPP WEBBOARDREQ, sid,
WBicr,Client id

WPP WWBOARDHIT, sid, WB
id, Client id

WPP_ANS FULL, sid

WebPhone Protocol (WPP) Packet Data Definitions

Element Data Type

WPP_* unsigned char

Dt- sid unsigned long
i~1j

version unsigned(3)

emailAddr varchar(90)

IPAddr varchar(80)

onlineState unsigned char

Comment

WPP message identifier

session id unique per call

version of the webphone
(capability, protocol, vendor)

email address of caller

IP Address

bit 0 (ACTIVE/INACTIVE)

bit 1 (Merchant Phone)

bit 2 (Connection Server)

bit 3 (webboard disabled)

bit 4 Not Used

bit 5 Not Used

bit 6 Not Used

bit 7 Not Used

call Type

partyEmailAddr

connectStatus

unsigned char

varchar(90)

unsigned char
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partylPAddr

userlnfo

audioType

varchar(80)

varchar(120)

unsigned char

74

IP Address of person to call

firstName, LastName, alias,
emaiiAddr, street, apt, city,
state, country, postal\,.,ode,
phone, fax, company

audio compress type

O:GSM
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TABLE 9
WebPhone Protocol (WPP) Packet Data Definitions

Element Data Type

length unsigned short

audioData 512 Bytes

feature bits unsigned long

fileType unsigned char

1'~1---
fileName varchar(13)

fileSize unsigned long

fileData variable

query varchar(120)

nparties unsigned long

size unsigned long

imageType unsigned char

Comment

length of audio or data in bytes

compressed audio data

WebPhone feature definition

file type

0:DATA

1:EMAIL

2:TEXT

3:BINARY

name of file to be transmitted.

size of file to be transmitted in bytes

file data

firstName, lastName, company, city,
state, country

number of parties or query records
being sent

size of file (IMAGE or AUDIO) to be
sent

image type

O:GIF

1:JPG

imageData

eemailAddr

onlineStatus

callerStatus

onlineState

512 Bytes

varchar(90)

unsigned char

unsigned char

unsigned char

75
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OaK

-1 Error

o is unpaid

1 if paid

bit 0 webboard disabled

bit 1 Not Used

bit 2 Not Used

bit 3 Not Used
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TABLE 9 (can't)

Element Data Type Comment

bit 4 Not Used

bit 5 Not Used

bit 6 Not Used

bit 7 Not Used

WBid unsigned long link to WebBoard record

adjpulse unsigned long timer offset in secs

Table 10
Feature Definition

feature bit 0 0 =1 line

bit 1 o= Limited Call Time

bit 2 o= Limited VMail OGM

bit 3 o= Limited Directory Entries

bit 4 o= Webboard Not Disabled

bit 5 0= Conferencing(audio) Disabled

bit 6 0= Conferencing(video) Disabled

bit 7 0= Whiteboard Disabled

bit 8 o= Offline voicemail Disabled

bit 9 - 27 Reserved

bit 28 - 30 Type of Phone

o-Normal webphone
1 - Agent
2 - Business webphone
3 - Gateway
4-ACD
5-7 reserved

bit 31 1 = Disable all WebPhone features

76

1 =4 lines

1 = Unrestricted Call Time

1 =Unlimited Vmail OGM

1 =Unlimited Dir Entries

1 = Allowed to Disable

1 =Conferencing Enabled

1 =Conferencing Enabled

1 = Whiteboard Enabled

1 = Offline voicemail Enabled
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TABLE 11

Offset Name Size Description

Reserved Reserved

+1 SessionlD 4 Unique value for duration of this connection

+5 Version 6 WebPhone version and distributor stamp

+11 Codec 1 Audio compression algorithm selected

+12 FirstName 10 Given name, middle initial

+22 LastName 25 Surname

+47 Alias 20 Nickname

+67 EmaiiAddr 90 Caller's electronic mail address

+157 IpAddr 80 Caller's WebPhone's Internet address

+237 Street 50 Street address of user

+287 Apt 20 Apartment or suite number

11\61-
+307 City 20 City name

+327 State 20 State or province

+347 Country 20 Country name

+367 ZipCode 20 Zip or postal code

+387 Phone 25 Telephone ~umber

+412 Fax 25 Facsimile telephone number

+437 Company 25 Employer or organization name

+487 File Name 25 Name of file

+512 Action Code 25 Action descriptor

+537 File Type 10 File type descriptor

+547 Status 25 Status of WebPhone utility

-
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1:-7 computer program product for use with a computer system having a display

2~ a an audio transducer, the computer system operatively coupled to other

() ters and a server over a computer network, the computer program product

compris g a computer usable medium having computer readable code means

embodied I the medium comprising:

a. progra code means for generating a user-interface through which a user

may coact ith the computer system;

b. program code eans responsive to user input commands for establishing

a point-to-point c mmunications link with another computer over the

c. program code means, r sponsive to audio data from the audio transducer,

for transmitting the audio ta over the communication link to the other

computer.

2. The computer prog product of claim 1 wherein the program code means for

establishing a point-to-po' t communication link further comprises:

c.1 program code means, ponsive to the network protocol address of the

second processor, for estao' hing a point-to-point communication link

between the first processor and e second processor over the computer

network.

3. The computer program product of claim 2 erein the program code means for

establishing a point-to-point communication lin urther comprise:

c.2 program code means for transmitting, from til first processor to the

server, a query as to whether the second process is connected to the

computer network; and
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c.3

~ \

a _
~

program cod~ me~ns for receiving a network protocol address of the

second processor ~{)m the server, when the second processor is

connected to the co puter network.

4. The computer program produc of claim 2 wherein the program code means for

establishing a point-to-point com unication link further comprises:

c.2 program code means for tran itting an E-mail signal containing a

network protocol address from th first processor to the server over the

computer network;

c.3 program code means for receiving a s cond network protocol address

from the second processor over the com uter network.

5.

6.

The computer program product of claim 1 fu~er comprising:

d. program code means for processing aU~i~
\

The computer program product of claim 5\herein the program code means for

processing the audio data comprises: .\~

program code means for compressing \ecompreSSing the audio data.
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