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Status of this neno

This RFC specifies an Internet standards track protocol for the
Internet comunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" for the standardi zation state and status
of this protocol. Distribution of this meno is unlimted.

Abst r act

The Dynam c Host Configuration Protocol (DHCP) provides a franmework
for passing configuration information to hosts on a TCP/IP network.
DHCP i s based on the Bootstrap Protocol (BOOTP) [7], adding the
capability of automatic allocation of reusable network addresses and
addi tional configuration options [19]. DHCP captures the behavi or of
BOOTP rel ay agents [7, 23], and DHCP participants can interoperate
with BOOTP participants [9]. Due to sone errors introduced into RFC
1531 in the editorial process, this nmenp is reissued as RFC 1541.
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1. Introduction

The Dynam c Host Configuration Protocol (DHCP) provides configuration
paraneters to Internet hosts. DHCP consists of two components: a
protocol for delivering host-specific configuration paraneters froma
DHCP server to a host and a nechanismfor allocation of network
addresses to hosts.

DHCP is built on a client-server nbdel, where designated DHCP server
hosts all ocate network addresses and deliver configuration paraneters

to dynam cally configured hosts. Throughout the remainder of this
docunent, the term"server" refers to a host providing initialization
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paraneters through DHCP, and the term"client" refers to a host
requesting initialization paranmeters froma DHCP server

A host should not act as a DHCP server unless explicitly configured
to do so by a systemadnministrator. The diversity of hardware and
protocol inplenentations in the Internet would preclude reliable
operation if random hosts were allowed to respond to DHCP requests.
For exanple, IP requires the setting of many paranmeters within the
protocol inplenentation software. Because |P can be used on many
di ssimlar kinds of network hardware, values for those paraneters
cannot be guessed or assuned to have correct defaults. Also

di stributed address allocati on schenes depend on a pol |l ing/defense
nmechani sm for discovery of addresses that are already in use. |P
hosts may not always be able to defend their network addresses, so
that such a distributed address all ocati on schene cannot be
guaranteed to avoid allocation of duplicate network addresses.

DHCP supports three mechanisnms for | P address allocation. In
"automatic allocation", DHCP assigns a permanent |P address to a
host. In "dynanmic allocation”, DHCP assigns an |IP address to a host
for alimted period of tinme (or until the host explicitly

relinqui shes the address). |In "manual allocation", a host’s IP
address is assigned by the network adm nistrator, and DHCP is used
simply to convey the assigned address to the host. A particular
network will use one or nore of these nmechani sns, depending on the
policies of the network adm nistrator

Dynanmic allocation is the only one of the three nechanisns that
allows automatic reuse of an address that is no | onger needed by the
host to which it was assigned. Thus, dynanmic allocation is
particularly useful for assigning an address to a host that will be
connected to the network only tenporarily or for sharing a limted
pool of | P addresses anpbng a group of hosts that do not need
permanent | P addresses. Dynanic allocation nay al so be a good choice
for assigning an | P address to a new host being pernmanently connected
to a network where I P addresses are sufficiently scarce that it is
important to reclaimthemwhen old hosts are retired. Manua
allocation allows DHCP to be used to elimnate the error-prone
process of nmanually configuring hosts with | P addresses in
environments where (for whatever reasons) it is desirable to manage

| P address assi gnment outside of the DHCP nechani sns.

The format of DHCP nessages is based on the format of BOOTP nessages,
to capture the BOOTP rel ay agent behavi or described as part of the
BOOTP specification [7, 23] and to allow interoperability of existing
BOOTP clients with DHCP servers. Using BOOTP rel ayi ng agents
elimnates the necessity of having a DHCP server on each physi cal

net wor k segnent .
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1.1 Rel ated Wrk

There are several Internet protocols and rel ated nechani sns that
address sone parts of the dynam c host configuration problem The
Reverse Address Resol ution Protocol (RARP) [10] (through the

extensi ons defined in the Dynam c RARP (DRARP) [5]) explicitly
addresses the probl em of network address discovery, and includes an
automatic | P address assi gnment nechanism The Trivial File Transfer
Protocol (TFTP) [20] provides for transport of a boot inmage froma
boot server. The Internet Control Message Protocol (ICwWP) [16]
provides for inform ng hosts of additional routers via "I CW
redirect” nessages. |CMP also can provide subnet mask information
through the "I CWP nmask request"” message and other information through
the (obsolete) "ICVWP informati on request” nessage. Hosts can |ocate
routers through the I CVWP router discovery nmechanism]|[8].

BOOTP is a transport nechanismfor a collection of configuration
information. BOOTP is also extensible, and official extensions [17]
have been defined for several configuration paraneters. Mrgan has
proposed extensions to BOOTP for dynamic | P address assignment [15].
The Network Information Protocol (NIP), used by the Athena project at
MT, is a distributed mechani smfor dynanic |P address assi gnment
[19]. The Resource Location Protocol RLP [1] provides for |ocation
of higher level services. Sun Mcrosystens di skl ess workstations use
a boot procedure that enploys RARP, TFTP and an RPC nechani sm call ed
"boot parans” to deliver configuration information and operating
system code to diskless hosts. (Sun Mcrosystens, Sun Wirkstation
and SunCS are trademarks of Sun M crosystens, Inc.) Sonme Sun
networ ks al so use DRARP and an auto-installation mechanismto
automate the configuration of new hosts in an existing network.

In other related work, the path mninmumtransm ssion unit (MrU)

di scovery algorithm can determ ne the MIU of an arbitrary internet
path [14]. Coner and Droms have proposed the use of the Address
Resol uti on Protocol (ARP) as a transport protocol for resource

| ocation and selection [6]. Finally, the Host Requirenents RFCs [3,
4] nmention specific requirenents for host reconfiguration and suggest
a scenario for initial configuration of diskless hosts.

1.2 Problemdefinition and issues
DHCP is designed to supply hosts with the configuration paraneters
defined in the Host Requirements RFCs. After obtaining paraneters
via DHCP, a host should be able to exchange packets w th any other

host in the Internet. The paraneters supplied by DHCP are listed in
Appendi x A
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Not all of these paraneters are required for a newy initialized
host. A client and server nay negotiate for the transm ssion of only
those paraneters required by the client or specific to a particular
subnet .

DHCP al | ows but does not require the configuration of host paraneters
not directly related to the IP protocol. DHCP also does not address
registration of newly configured hosts with the Domai n Nane System
(DNS) [12, 13].
DHCP is not intended for use in configuring routers.

1.3 Requirenents

Thr oughout this docunment, the words that are used to define the
significance of particular requirenents are capitalized. These words

are:

o "MJST"
This word or the adjective "REQU RED' neans that the
itemis an absolute requirement of this specification.

o "MJST NOT"
This phrase neans that the itemis an absolute prohibition
of this specification.

o " SHOULD"

This word or the adjective "RECOWENDED' neans that there

may exi st valid reasons in particular circunmstances to ignore
this item but the full inplications should be understood and
the case carefully wei ghed before choosing a different course.

o "SHOULD NOT"
This phrase neans that there nmay exist valid reasons in
particul ar circunstances when the |isted behavior is acceptable
or even useful, but the full inplications should be understood

and the case carefully weighed before inplenenting any behavi or
described with this | abel.
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