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(5:4) Migration communication control device.

@ Disclosed is a migration communication con-trol device constructed to control a continuous
communication between a mobile node and a

node unaffected the mobile node's migration.
The migration communication control device
comprises a first migration control unit, a sec
ond migration control unit on the mobile node,
and a third migration control unit on the partner
node. The first migration control unit comprises
a packet transfer unit and an address post unit.
The packet transfer unit receives a packet
which was destined for an outdated address of

the mobile node, generates a conversion packet
which holds an updated address instead of the
outdated address, and then transmits the con-
version packet, while an address post unit
transmits an address post message which indi-
cates the updated address to the third migration
control unit. The second migration control unit
comprises a migration post unit and a packet
resumption unit. The migration post unit trans-
mits to the first migration control unit a mi-
gration post message which indicates the
updated address when the mobile node mi-
grates to another network while a packet re-
sumption unit receives the conversion packet
from both the first migration control unit and
the third migration control unit and resumes an
original packet from the conversion packet. The
third migration control unit comprises a packet
conversion unit which converts a destination

address of a packet into the updated address,
then transmits it to the mobile node.EP0556012A2

Jouve, 18. rue Saint-Denis. 75001 PARIS
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BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a migration com-
munication control device that controls a communica-

tion between a mobile node and a corresponding
node to enable them to communicate continuously

when the former migrates by managing addresses

assigned to the former each time it migrates across
networks.

(2) Description of the Related Art

Recent progress in the field of electronic technol-

ogy makes it possible to assemble smaller and lighter
portable computers. These portable computers refer-
red to as mobile nodes are designed so that they can

migrate across networks: they are unplugged from a
network and plugged in another and communicate
with a stationary node. Thus, each of them is as-

signed a specific address to prove its identity. The ad-
dress, in general, includes location information as to
which network the mobile nodes are currently plug-
ged in, and for this reason, a new address is assigned
each time they migrate.

For example, the address composed of a net-

work address unit for specifying a network in which
the mobile node is currently plugged in and a node
address unit for proving the mobile node's identity in
the network. or the address used in a conventional

network architecture such as Internet Protocol(de-
tails of which are in Internet Protocol, RFC791, Jon

Postel, Sep., 1981), they must be changed everytime
the mobile nodes migrate.

However, once the mobile node migrates to an-
other network. a communication with the stationary
node will be terminated. This is because a packet is
transmitted to its old address only to be wasted.

Thus. to enable the mobile node and stationary
node to communicate continuously when the former
migrates, it is necessary to control the communica-
tion by managing the steadily changing address.

To date, two address managing methods have
been proposed: one by Sony Computer Science Lab-

oratory Inc. and one by the Department of Computer
Science at Columbia University.

Sony Computer Science Laboratory Inc. pro-
posed a method using VIP(Virtual Internet Protocol),
details of which are on "VIP : Lower Layer Internet
Protocol", Fumio Teraoka, Yasuhiko Yokote, Mario To-

koro, Proceed of Data Processing Convention : Mul-
timedia Communication and Distributed Processing.

In this method. each mobile node is assigned a
VIP(Virtual Internet Protocol) address and a
PlP(Physical Internet Protocol) address. The former
is an unchanged address used in a communication
application for packet transmission and reception;

and the latter is an address changed for every migra-
tion to specify an update physical location of the mobil
node. Data related to both addresses are held In a

cache of a gateway. Under these conditions, the sta-
tionary node transmits a packet to the mobile node to
the VIP address thereof, and the packet is converted
into another packet addressed to the PIP address
when it passes the gateway. thence transmitted to

the mobile node via the gateways placed in a route
onwards. These gateways collect data related to a
correlation between the VIP and PIP addresses from

the header of the packet upon the receipt thereof,
thus updates data in the cache. and hence are able
to convert other packets addressed to the VIP ad-
dresses into the packets addressed to the PIP ad-
dresses based on the correlation entered in the
cache.

In this method, in short, the use of the address
constituting with the VIP and PIP addresses enables
the mobile node and the stationary node to commu-
nicate continuously when the former migrates.

The Department of Computer Science at Colum-
bia University proposed a method using an Internet
Protocol address of which network address unit does

not specify the network which the mobile node is cur-
rently plugged in but declares itself to be the mobile
node, hence a certain value is given as the network
address unit to all the mobile nodes. As well, the

method uses an MSS(Mobile Support Station) instal-
led at each network to manage the IP addresses and
control a packet route to the mobile node. The MSS
is designed so that it collects data related to the up-
date physical location of the mobile nodes by refer-
ring other MSSs.

Given these conditions, when the stationary
node transmits a packet to the mobile node when it

migrates, itfirst transmits the packet to a first MSS in-
stalled in its network; thence the first MSS transfers
the packet to a second MSS installed in a network

which the mobile node is currently plugged in; and fl-
nally the second MSS transfers the packet to the mo-
bile node.

In this method, in short, the use of the MSS en-

ables the mobile node and the stationary node to con-
tinue the communication when the former migrates.

In the first method, however, all the nodes must

be constructed so that they understand both the VIP
and PIP addresses, causing them to extend a scale
functionally. otherwise making it impossible to apply
this method to apparatuses employed in existing net-
works. In addition, the communication via the gate-
ways reduces communication efficiency compared
with direct packet transmission, because the gate-
ways check whether they have received the packet
addressed to the VIP address or PIP address each

time they receive it, as well as whether or not to col-
lect the data therefrom to update those in the cache. ~

In the second method, each network must have

ReexamFH 000898
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the MSS, and the communication via the MSSs
makes it impossible to transmit the packet directly,
thereby reducing the communication efficiency.

SUMMARY OF THE INVENTION

The present invention therefore has an object to
provide a migration communication control device
that is available to any apparatus employed in exist-
ing networks. Also the present invention has another
object to provide a migration communication control
device that enables the mobile node and stationary
node to communicate continuously when the former
migrates by transmitting and receiving the packet di-
rectly besides transferring the packet as has been
done when the mobile node migrates across the net-
works.

The above objects are fulfilled by a migration
communication control device constructed to control

a communication between a mobile node and a part-
ner node, the mobile node migrating across networks
and obtaining an address assigned on each network
while the partner node being a communication part-
ner of the mobile node, comprising a first migration
control unit. a second migration control unit, a third mi-
gration control unit, the second migration control unit
being placed on the mobile node and the third migra-
tion control unit being placed on the partner node.
wherein the first migration control unit comprises a
packet transfer unit for receiving a packet which was
destined for an outdated address of the mobile node,

the outdated address assigned when the mobile node
migrated to a network to which the first migration con-
trol unit is attached, generating a conversion packet
which holds an updated address instead of the out-
dated address, and transmitting the conversion pack-
et; and an address post unit for transmitting an ad-
dress post message which indicates the updated ad-
dress ofthe mobile node to the third migration control
unit, the third migration control unit transmitting the
packet received by the packet transfer unit, and the
second migration control unit comprises a migration
post unit for transmitting to the first migration control
unit a migration post message which indicates the up-
dated address of the mobile node when the mobile

node migrates to another network; and a packet re-
sumption unit for receiving the conversion packet
from both the first migration control unit and the third
migration control unit and resuming an original packet
from the conversion packet, and the third migration
control unit comprises a packet conversion unit for
converting a destination address of a packet, the
packet to be transmitted to the mobile node, into the
updated address indicated by the address post mes-
sage, the address post message sent by the first mi-
gration control unit, and transmitting it to the mobile
node.

The migration post unit in the second migration

control unit may transmit an identification key includ-
ed in the migration post message, the identification
key being employed to identify the mobile node. ~

The identification key may be an address of the
mobile node assigned atone network before the net-
work to which the mobile node is currently attached.

The identification key may be an address of the
mobile node assigned before its initial migration.

The second migration control unit may be con-
structed to transmit to the third migration control unit
the packet which has the same format as the re-
sumed packet.

The first migration control unit may further com-
prise an address hold unit for holding the outdated ad-
dress and the updated address by corresponding
them with each other; and an address comparison
unit for comparing the destination address of the re-
ceived packetwith the outdated address. wherein the
packet transfer unit generates the conversion packet
and transmits it when the address comparison unit
detects that the destination address of the received

packet coincides with the outdated address.
The first migration control unit may further corn-

prise an address hold unit for holding the outdated ad-
dress and the updated address by corresponding
them with each other; and an address comparison
unit for comparing the destination address of the
packet received by the packet transfer unit with the
outdated address, wherein the address post unit
transmits the address post message which indicates
the updated address of the mobile node to the third
migration control unit, the third migration control unit
transmitting the packet received by the packet trans-
fer unit, when the address comparison unit detects
that the destination address of the packet coincides
with the outdated address.

The second migration control unit may further
comprise an address hold unit for holding the outdat-
ed address and the updated address by correspond-

ing them with each other, and an address comparison
unitfor comparing the updated address with the des-
tination address of the packet received from one of
the first migration control unit and the third migration
control unit, wherein the packet resumption unit re-

sumes the original packetfrom the conversion packet
when the address comparison unit detects that the
updated address coincides with the destination ad-
dress of the packet received from one of the first mi-
gration control unit and the third migration control
unit.

The third migration control unit may further com-
prise an address hold unit for holding the outdated ad-
dress and the updated address ofthe mobile node by
corresponding them with each other; and an address
comparison unit for comparing the outdated address
in the address hold unit with the destination address

of the packet to be transmitted to the mobile node,
wherein the packet conversion unit converts the des-
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tination address of the packet to be transmitted to the
mobile node into the updated address which corre-
sponds to the outdated address in the address hold
unit when the address comparison unit detects the
outdated address in the address hold unit coincides

with the destination address of the packet.
There may be a plurality of the first migration con-

trol units. and the second migration control unit trans-
mits the migration post message to at least one of the
first migration control units.

The migration post unit in the second migration
control unit may transmit the migration post message
to the first migration control unit which is attached to
the network to which the mobile node was attached

before its migration, each of the first migration control
units has a migration post unit for transmitting to one
of the other first migration control units a migration
post message to postthe same address as the updat-
ed address indicated by the migration post message
received from the second migration control unit, and
each of the first migration control units has a migra-
tion post unit for transmitting a migration post mes-
sage from one of the otherfirst migration control units
to anotherfirst migration control unit to post the same
address as the updated address indicated by the re-
ceived migration post message.

Each of the first migration control units and the
second migration control unit may further comprise a
pointer hold unit for holding pointers related to the first
migration control unit to which the migration post mes-
sage is transmitted, and wherein the migration post
unit in each of thefirst migration control units and the
migration post unit in the second migration control-unit
transmit the migration post message to each of the
addresses related to each of the pointers.

Each of the pointers may be a broadcast address
of the network to which one of the first migration con-
trol units is attached.

Each of the pointers may be an address which is
assigned to one of the first migration control units
uniquely.

Each of the pointers may be the address of the
mobile node which is assigned when the mobile node
is attached to the same network as is the first migra-
tion control unit, and the migration post unit in the first

migration control unit and the migration post unit in
the second migration control unit obtain the broad-
cast address of the network to which each of the first

migration control units is attached with referring to the
address of the mobile node, and transmits the migra-
tion post message to the obtained broadcast address.

The pointer hold unit in the second migration con-
trol unit may hold a pointer related to a first migration
control unit for the latest migration. which is the first
migration control unit being attached to one network
before the network to which the mobile node is cur-

rently attached, and the pointer hold unit in the first
migration control unit holds a pointer related to an-

other first migration control unit attached to the same
network as was the mobile node attached before mi-

grating to the network to which the first migration con-
trol unit is attached.

The second migration control unit may further
transmit to the first migration control unit the pointer
by sending thereto the migration post message. the
pointer to be held by the first migration control unit.

The first migration control unit may store into the
pointer hold unitthe pointer when it receives from the

second migration control unit the migration post mes-
sage by corresponding the pointer with the updated
address indicated by the received migration post
message.

Each of the first migration control units may fur-
ther comprise an address hold unit for holding the out-
dated address and the updated address by corre-
sponding them with each other, wherein a migration
post message unit stores into the address hold unit
the outdated address and the updated address by
corresponding them with each other when it receives

from the second migration control unit the migration
post message, while converts the updated address in
the address hold unit into the updated address indi-
cated by the migration post message when it receives
from the first migration control unit the migration post
message and the outdated address indicated by the
migration post message coincides with one of the up-
dated addresses in the address hold unit.

The first migration control unit may be placed on
a gateway, which connects networks.

The first migration control unit may be placed on
the network as an individual node.

The migration post unit in the second migration
control unit may transmit the migration post message
to a home migration control unit. the home migration
control unit being the first migration control unit which
is attached to a network where the mobile node left

for its initial migration, and the home migration control
unit may further comprise a home migration post unit
for transmitting a migration post message to afirst mi-
gration control unit for the latest migration, the first
migration control unit forthe latestmigration being the
first migration control unit which is attached to the
network where the mobfle node left for the latest mi-

gration, to post the same updated address as is indi-
cated by the migration post message received from
the second migration control unit.

The first migration control unit may further com-
prise a migration post unit for transmitting the migra-
tion post message indicating the updated address of
the mobile node to one of the other first migration
control units when the conversionpacketdestined for
the outdated address of the mobile node was sent

therefrom to the first migration control unit.
The migration post unit in the second migration

control unit may transmit to the home migration con-
trol unit the migration post message where a home
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address and the updated address are corresponded

with each other. the home address assigned when
the mobile node is attached to the same network as

is the home migration control unit, and each of the
packet transfer unit and the address post unit in the
home migration control unit may transmit the conver-
sion packet and the address post message respec-
tively with referring to the above home address and
the updated address.

The second migration control unit may further
comprise an outdated address post unit for transmit-
ting to the first migration control unit for the latest mi-
gration an outdated address post message where the
outdated address and the home address are corre-

sponded with each other, the outdated address being
assigned to the mobile node before the latest migra-
tion. the home migration post unit in the home migra-
tion control unit may transmitto the said first migration
control unit for the latest migration the migration post
message where the above home address and the up-
dated address are corresponded with each other, and
the packet transfer unit and the address post unit in
the first migration control unit for the latest migration
may transmit the conversion packet and the address
post message respectively in accordance with the
outdated address and the updated address, the out-
dated address and the updated address being corre-
sponded with each other via the home address.

The outdated address post unit in the second mi-
gration control unit may transmit the above outdated
address post message at a migration of the mobile
node preceding the latest migration, and each of the
migration post units in the second migration control
unit and the home migration post unit in the home mi-
gration control unit may transmit the above migration
post message at the latest migration of the mobile
node.

The second migration control unit may further
comprise a home migration control unit pointer hold
unitfor holding a pointer related to the home migration
control unit, the migration post unit in the second mi-
gration control unit transmits the migration post mes-
sage to the address related to the pointer. the home
migration control unit may further comprise a pointer
hold unit for the latest migration for holding a pointer
related to the first migration control unit for the latest
migration, and the home migration post unit in the
home migration control unit may transmit the migra-
tion post message to the address related to the poin-
ter.

Each ofthe above pointers may be the broadcast
address of the network to which each of the first mi-

gration control units is attached.
Each of the above pointers may be the address

assigned to each of the first migration control units
uniquely.

The second migration control unit may further
comprise a pointer obtainment unit for requesting to

the first migration control unit for the latest migration
the pointer related to the first migration control unit for
the latest migration, and the migration post unit in the
second migration control unit may post the obtained
pointer to the home migration control unit together
with the updated address by sending thereto the rni-
gration post message.

The migration post unit in the second migration
control unit may post to the home migration control
unit the pointer at the migration of the mobile node
preceding the latest migration, while the migration
post unit may post the above updated address at the
latest migration of the mobile node.

The first migration control unit may further com-
prise an address post suppressing unit for suppress-
ing transmission of the address post message from
the address post unit to the third migration control
unit, and the address post suppressing unit may sup-
press transmission of the address post message
when none of the first migration control units is attach-
ed to the same network as is the mobile node.

The second migration control unit may further
comprise a detect unit for detecting whether or not the
first migration control unit is attached to the network
to which the mobile node migrates, the migration post
unit in the second migration control unit may transmit
to the home migration control unit the migration post
message which includes the detecting result of the
above detect unit together with the updated address,
the home migration post unit in the home migration
control unit may transmit to the first migration control
unit for the latest migration the migration post mes-
sage which includes the detecting result of the above
detect unit together with the updated address, and
the address post suppressing unit in each of the
home migration control unit and the first migration
control unit for the latest migration may suppress the
transmission of the address post message in accor-
dance with the detecting result of the above detect
unit.

The first migration control unit may further com-
prise a packet transfer suppressing unit for suppress-
ing transfer of the packet conducted by the packet
transfer unit.

The first migration control unit may further com-
prise an address post suppressing unit for suppress-
ing transmission of the address post message from
the address post unit to the third migration control
unit, and the address post suppressing unit in the first
migration control unit being attached to a network to
which the mobile node is not attached. may suppress
the transmission of the address post message when
the packet transfer suppressing unit in the first migra-
tion control unit for the latest migration suppresses
transfer of the packet.

The second migration control unit may further
comprise a detect unit for detecting whet her or not t he
packet transfer suppressing unit in the first migration
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control unit suppresses the transfer ofthe packet, the
first migration control unit being attached to the net-
work to which the mobile node migrates, and the mi-

gration post unit in the second migration control unit
transmits to the home migration control unit the mi-
gration post message which includes the detecting re-
sultof the above detect unit together with t he updated
address. the home migration post unit in the home mi-
gration control unit may transmit to the first migration
control unit for the latest migration the migration post

message which includes the detecting result of the
detect unit together with the updated address, and
the address post suppressing unit in each of the
home migration control unit and the first migration
control unit for the latest migration may suppress the
transmission of the address post message in accor-
dance with the detecting result of the above detect
unit.

The packet transfer suppressing unit in the first
migration control unit for t he latest migration may sup-
press the transfer of the packet conducted by the
packet transfer unit, when the packet transfer sup-
pressing unit in the first migration control unit being
attached to the network to which the mobile node mi-

grates suppresses the transfer of the packet.
The above objects may also be fulfilled by a pack-

et transfer migration control unit in a migration com-
munication control device, the migration communica-
tion control device being constructed to control a com-
munication between a mobile node and a partner

node. the mobile node migrating across networks and
obtaining an address assigned on each network while
the partner node being a communication partner of
the mobile node, comprising a packet transfer unit for
receiving a packet which was transmitted by the part-
ner node to an outdated address of the mobile node,

the outdated address being assigned when the mo-
bile node migrated to a network to which the packet
transfer migration control unit is attached, generating
a conversion packet which holds an updated address
instead of the outdated address, and transmitting the
conversion packet; and an address post unitfor trans-
mitting an address post message which indicates the
updated address of the mobile node to the partner
node, the partner node transmitting the packet re-
ceived by the packet transfer unit.

The above objects may further be fulfilled by a
mobile node migration control unit in a migration com-
munication control device. the migration communica-
tion control device being constructed to control a com-
munication between a mobile node which migrates
across networks and obtains an address assigned on
each network and a partner node which is a commu-
nication partner of the mobile node, being placed on
the mobile node and comprising a migration post unit
for transmitting to a packet transfer migration control
unit a migration post message which indicates an up-
dated address of the mobile node when the mobile

node migrates to another network, the packet trans-
fer migration control unit for receiving a packet which
was transmitted by the partner node to an outdated
address of the mobile node, the outdated address as-

signed when the mobile node migrated to a network
to which the migration control unit for packet transfer
is attached, generating a conversion packet which
holds the updated address instead of the outdated
address, and transmitting the conversion packet; and
a packet resumption unit for receiving the conversion
packet from both the packet transfer migration control
unit and the mobile node, and resuming an original
packet from the conversion packet.

The above objects are finallyfuifilled bya partner
node migration control unit in a migration communica-
tion control device, the migration communication con-
trol device being constructed to control a communica-
tion between a mobile node which migrates across
networks and obtains an address assigned on each
network and a partner node which is a communica-
tion partner of the mobile node, being placed on the
mobile node and comprising an address post mes-
sage receiving unitfor receiving an address postmes-
sage which indicates an updated address of the mo-
bile node from a packet transfer migration control unit,
the packet transfer migration control unit transmitting
an address post message which indicates the updat-
ed address of the mobile node to the partner node;
and a packet conversion unit for converting a destin-
ation address of a packet, the packet to be transmit-

ted to the mobile node. into the updated address in-
dicated by the address post message, and transmit-

ting it to the mobile node.
According to the above construction, the migra-

tion communication control device of the present in-
vention transfers and converts the packet using the
address assigned to the mobile node each time it mi-
grates across networks, obviating particular address-
es or devices such as the VIP address used conven-

tionaily. For this reason, the migration communica-
tion control device of the present invention can be ap-
plied to the existing partner node and mobile node so
that they can communicate continuously by transfer-
ring the packet. Moreover, it is advantageous that the
migration communication control device of the pres-
ent invention is not necessarily applied to all the
nodes to enhance communication efficiency; the
present invention can be applied only to where nec-
essary on the existing networks. More precisely,
when any existing partner node communicates with

the mobile node when it migrates, the packet can be
transmitted directly from the mobile nodes to the ex-
isting partner node; and it can be transferred via the
first migration control unit from the existing partner
node to the mobile node, thereby enhancing commu-
nication efficiency.

Furthermore, when the partner node employs
the migration communication control device of the
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present invention, communication efficiency is fur-
ther enhanced thanks to the direct packet transmis-

sion and reception made possible by posting the up-
date address of the mobile node from the first migra-
tion control unit to the third migration control unit.

Also, the devices such as MSS or a gateway em-
ploying the VIP are not necessarily installed at every
network to which the mobile node migrates. To be
precise, according to the present invention, the con-
tinuous communication is implemented even when

the mobile node migrates to a network at which no
special devices including above ones are installed.

BRIEF DESCRIPTION OF THE DRAWINGS

These and the other objects, advantages and
features of the invention will become apparent from
the following description thereof taken in conjunction
with the accompanying drawings which illustrate a
specific embodiment of the invention. In the draw-
ings:

FIG. 1 is a block diagram depicting a construction
of a migration communication control device in a
first embodiment of the present invention;
FIG. 2 is a block diagram depicting a detailed con-
struction of the migration communication control
device employed as a mobile node in the first em-
bodiment of the present invention;
FIG. 3 is a block diagram depicting a detailed con-
struction ofthe migration communication control
device employed as a gateway in the first em-
bodiment of the present invention;

FIG. 4 is a block diagram showing a detailed con-
struction of the migration communication control
device employed as a stationary node in the first
embodiment of the present invention;
FIG. Sis a block diagram showing a detailed con-
struction ofthe migration communication control
device employed as an individual node in the first
embodiment of the present invention;
FIG. Sis an illustration showing a first example of
a network to which the migration communication
control devices in FIG. 2. 3. 4 are attached;

FIG. 7 is an illustration showing a second exam-
ple ofthe network to which the migration commu-
nication control devices in FIG. 2, 3, 4 are attach-
ed;

FIG. 8 is an illustration showing a third example
of the network to which the migration communi-
cation control devices in FIG. 2, 3, 4 are attached;

FIG. 9 is an illustration showing a fourth example
of the network to which the migration communi-
cation control devices in FIG. 2, 3, 4 are attached;
FIG. 10 is an illustration showing (a) data in a data
hold unit 1 in the mobile node (b) data in a data
hold unit 1 in the migration communication control
devices each employed as the gateway, the sta-
tionary node, and the individual node.

12

FIG. 11 is an illustration showing a format of a
packet in the first embodiment of the present in-
vention;

FIG. 12 is an illustration showing a format of a
packet in the first embodiment of the present in-
vention;
FIG. 13 is an illustration showving a content ofthe
data hold unit 1 in the migration communication

control device employed as the gateway;
FIG. 14 is an illustration showing a content of the
data hold unit 1 in the migration communication
control device employed as the individual node;
FIG. 15 is an illustration showing an example of
a network to which the migration communication
control device is attached in a second embodi-

ment of the present invention;
FIG. 16 is a detailed block diagram depicting a
home migration communication control device in
the second embodiment of the present invention;
FIG. 17 is an illustration showing a content of a
home mobile host list hold unit in the second em-

bodiment of the present invention;
FIG. 18 is a detailed block diagram depicting the
visitor migration communication control device in
the second embodiment of the present invention;

FIG. 19 is an illustration showing a content of a
visitor mobile host list hold unit in the second em-

bodiment of the present invention;

FIG. 20 is a detailed block diagram depicting a mi-
gration address unit in the second embodiment of
the present invention;
FIG. 21 is an illustration showing a content of an
address hold unit in the migration address unit in
the second embodiment of the present invention;

FIG. 22 is a detailed block diagram depicting a mi-
gration address unit in the second embodiment of
the present invention;

FIG. 23 is an illustration showing a content ofthe
address hold unit in the migration address unit in
the second embodiment of the present invention;
FIG. 24 is an illustration showing a format of a
data packet in the second embodiment of the
present invention;
FIG. 25 is an illustration showing a format of a
packet transfer message in the second embodi-
ment of the present invention;

FIG. 26 is an illustration showing a flow of a data
packet transmitted between devices in the sec-
ond embodiment of the present invention;

FIG. 27 is an illustration showing a communica-
tion sequence in FIG. 26;
FIG. 28 is an illustration showing a construction
of each data packet in FIG. 26;
FIG. 29 is an illustration showing a change in the
content of each hold unit in FIG. 26;

FIG. 30 is an illustration showing a flow of each
data packet transmitted between devices at an
operation example in the second embodiment of
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the present invention;
FIG. 31 is an illustration showing a communi-
tion sequence in FIG. 30;
FIG. 32 is an illustration showing a construction
of each data packet in FIG. 30;

FIG. 33 is an illustration showing a change in the
address hold unit in each device in FIG. 33;

FIG. 34 is an illustration showing a flow of a data
packet transmitted between devices at an opera-
tion example in the second embodiment of the
present invention:

FIG. 35 is an illustration showing the communica-
tion sequence in FIG. 34;
FIG. 36 is an illustration showing a construction
of each data packet in FIG. 34;

FIG. 37 is an illustration showing a change in the
address hold unit in each device in FIG. 34;

FIG. 38 is an illustration showing a flow of each
data packet transmitted between devices at an
operation example in the second embodiment of
the present invention;

FIG. 39 is an illustration showing a communica-
tion sequence in FIG. 38;
FIG. 40 is an illustration showing a construction
of each data packet in FIG. 38;
FIG. 41 is an illustration showing a change in the
address hold unit in each device in FIG. 38;

FIG. 42 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the present invention;

FIG. 43 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment‘ of the present invention;
FIG. 44 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the present invention; and
FIG. 45 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[Embodiment 1]

Aconstruction ofa migration communication con-
trol device in a first embodiment of the present inven-
tion is described hereunder with referring to FlGs.
Hereinafter, the mobile node and partner node in the
related art as well as in the summary ofthe invention
are referred to as a mobile host and a stationary host,
respectively.

FIG. 1 is an illustration showing the construction
of the migration communication control device com-
prising a data hold unit 1, an application unit 2, a mi-
gration address unit 3, and a communication control
unit 4. '

The data hold unit 1 holds a couple of addresses

of a mobile host by corresponding them. Each of the
addresses in the data hold unit 1 is assigned before
and after a migration of the mobile host.

The application unit 2 checks a connection as
well as monitors a timer. The unit 2 is relevant for a

higherlayer in OSI model, which includes an applica-
tion layer. For example, the unit 2 operates as TCP at
TCP/IP (Transmission Control Protocol/Internet Pro-
tocol) or a layer which is higher than TCP.

The migration address unit 3 processes a migra-
tion address with referring to data in the data hold unit
1. The concrete operation of the migration address
unit 3 varies depending on a type of the migration
communication control device comprising the unit 3,
and this will be described in detail later.

The communication control unit 4 controls the

communication. The unit 4 is relevant for a lower layer
in the OSI model. For example, the unit 4 operates as
a layer which is lower than IP at TCP.

The application unit 2 and the communication
control unit4 arethe same units as ones implemented

on a general host. Besides the unit 2 and 4, the mi-
gration communication device in the first embodiment
of the present invention includes the data hold unit 1
and the migration address unit 3; thereby implements
an operation unique to this case. That is, the data hold
unit 1 and the migration address processing unit 3 are
attached to the mobile host which migrates across
networks, or a stationary host which is attached to a
network fixedly (for example, a gateway or a server);
otherwise. they operate alone. Each device compris-
ing the unit 1 and 3 supports a continuous communi-
cation unaffected by migration of the mobile host be-
sides providing its own function.

The data hold unit 1 and the mobile address unit

3, which are included in the devices attached to the
network, are described in FlGs. 2, 3, 4, 5. FIG. 2

shows a migration communication control device
where the unit 1 and the unit 3 are attached to the mo-

bile host which migrates across networks; FIG. 3
shows a migration communication control device
where the unit 1 and the unit 3 are attached to a gate- '
way which connects the networks; FIG. 4 shows a mi-
gration communication control device where the unit
1 and the unit 3 are attached to the stationary host,
which is the communication partner of the mobile
host; and FIG. 5 shows a migration communication
control device attached to the network itself.

The migration communication control device in
FIG. 2 (hereinafter referred to as a mobile host) fur-
ther includes the application unit 2, the communica-
tion control unit 4. and an address obtainment unit 25,

besides the data hold unit 1 and the migration ad-
dress unit 3.

Each of the application unit 2 and the communi-
cation control unit 4 operates as the above; while the
unit 2 together with the unit 4 operate as a conven-
tional stationary host.
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The address obtainment unit 25 obtains an ad-

dress of the mobile host assigned when it has migrat-
ed to another network. Although otheroptions can be
considered, such as employing a manual setting by
an operator or communicating with a server computer
which administrates addresses of the network, it is

supposed here that the address is obtained in accor-
dance with an instruction of a system administratoror
the operator. The address obtainment unit 25 is also
possessed by a general host and will not be described
in detail.

The addresses held in the data hold unit 1 are ob-

tained by the address obtainment unit 25.
The migration address unit 3 (enclosed with a

broken line) consists of a response message trans-
mission unit 20. a marked packet conversion unit 21,
a migration address setting unit 26, a migration post
transmission unit 27, a reception packet unit 28, and
a marked packet resumption unit 29.

The response message transmission unit 20
transmits the packet which responds to the received
packet if the response is needed.

The marked packet conversion unit 21 converts
a packet received from the response message trans-
mission unit 20 as well as the application unit 2 into a
marked packet by converting the address of the re-
ceived packet and marking the packet.

The migration address setting unit 26 stores the
address obtained by the address obtainment unit 25
into the data hold unit 1. The address obtained by the
unit 25 is the address of the mobile host assigned af-
ter the migration, and the unit 26 stores it into unit 1

by corresponding it to the address of the mobile host
assigned before the migration.

The migration post transmission unit 27 posts via
the communication control unit 4 that the address ob-

tained by the unit 25 is held in the data hold unit 1 to-

gether with the correspondence between a couple
addresses each of which assigned before and after
the migration.

The reception packet unit 28 detects whether or
not the received packet is marked, and sends the un-
marked packet to the application unit 2 while sending
the marked packet to the marketed packet resump-
tion unit 29.

The marked packet resumption unit 29 resumes
the marked packet.

The migration communication control device in
FIG. 3 (hereinafter referred to as a gateway) further
includes the application unit 2 and the communication
control unit 4 besides the data hold unit 1 and the mi-

gration address unit 3 (enclosed with a broken line).
Each of the application unit 2 and the communi-

cation control unit 4 operates described the above.
and the unit 2 together with the unit 4 operate as a
conventional gateway.

The data hold unit 1 holds the correspondence
between a couple of the addresses ofthe mobile host

each of which assigned before and after migration.
The migration address unit 3 consists of a recep-

tion packet unit 35, a migration post information unit
36, an address comparison unit 37, an address con-
version post transmission unit 38, and a marked pack-
et conversion unit 39.

The reception packet unit 35 detects whether or
not the received packet is the packet comprising a mi-
gration post message, which is transmitted bythe mo-
bile host. The unit 35 then sends the migration post
message to the migration post information unit 36
while sending the other packets to the address com-
parison unit 37.

In accordance with the migration post message
received from the reception packet unit 35, the migra-
tion post information unit 36 stores in the data hold
unit 1 the correspondence between a couple of the
addresses of the mobile host each of which assigned
before and afterthe migration. The unit 36 also sends
the migration post message to the address conver-
sion post transmission unit 38.

The address comparison unit 37 detects whether

or not the destination address of the packet received
from the reception packet unit 35 coincides with the
address ofthe mobile hostassigned before migration,
which is held in the data hold unit 1. when they coin-
cide with each other, the unit 37 further sends to the
marked packet conversion unit 39 the address as-

signed after the migration, which corresponds to the
address which coincides with the destination ad-

dress, as well as the packet received from the recep-
tion packet unit 35. On the other hand, when they do
not coincided with each other, the unit 37 implements
a function of a gateway by sending the packet to the
application unit 2.

The address conversion post transmission unit
38 transmits to the destination address of the above

packet received from the reception packet unit 35 an

address conversion post message to inform that the
address of the mobile host changes when the ad-
dress comparison unit 37 detects a coincidence. Also
the unit 38 transmits the address conversion post

message to the network which satisfies the following
two conditions: (1) the network where the address
assigned before the migration, which is held in the
data hold unit 1, is other than 0 (2) the migration com-
munication control device employs as the gateway is
not attached to the network. When the address con-

version post message is transmitted to the network,
which satisfies the above conditions, its destination
address is a broadcast address of the network. The

broadcast address consists of a network part and a
host part, and every bit of the host part is 1.

The marked packet conversion unit 39 generates
a marked packet when the address comparison unit

37 detects a coincidence. The unit 39 generates it by
marking a general packet after converting the destin-
ation address of the packet. Then, the unit 39 trans-
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mils it.

The migration communication control device in
FIG. 4 (hereinafter referred to as a stationary host)
further includes the application unit 2 and the com-
munication control unit 4 besides the data hold unit 1

and the migration address unit 3 (enclosed with a
broken line).

Each of the application unit 2 and the communi-
cation control unit 4 operates as described the above,

and the unit 2 together with the unit 4 operate as a
conventional stationary host (not migrate).

The data hold unit 1 holds the correspondence
between a couple of the addresses of the mobile host
each of which assigned before and after the migra-
tion.

The migration address unit 3 consists of a recep-
tion packet unit 45, a marked packet resumption unit
46, an address conversion post information unit 47,
an address comparison unit48. and a marked packet
conversion unit 49.

The reception packet unit 45 detects whether the
received packet is the packet comprising the address
conversion post message, the marked packet, or the
other packets. The address conversion postmessage
is transmitted by the gateway. Then the unit 45 sends
the address conversion post message to the address
conversion post information unit 47, the marked
packet to the marked packet resumption unit 46, and
the other packets to the application unit 2.

The marked packet resumption unit 46 resumes
the unmarked packet from the marked packet, which
is received from the reception packet unit 45.

The address conversion post information unit 47

obtains from the packet comprising the address con-
versions post message, which is received from the re-
ception packet unit45, the correspondence between
the address of the mobile host assigned before the
migration and the one assigned after the migration,
and stores it into the data hold unit 1.

The address comparison unit 48 detects whether
or not destination address of the packet received from
the application unit 2 coincides with the address of
the mobile host assigned before migration, which is
held in the data hold unit 1. When they coincide with
each other, the unit 48 further sends to the marked

packet conversion unit 49 the address assigned after
the migration, which corresponds to the address
which coincides with the destination address, as well

asthe packet received from the application unit 2. On
the other hand, when they do not coincided with each
other, the unit 48 sends the packet to the communi-
cation control unit 4.

The marked packet conversion unit 49 generates
a marked packet when the address comparison unit
37 detects a coincidence. The unit 49 generates it by
marking a general packet after converting the destin-
ation address of the packet. Then, the unit 49 trans-
mits it.

The migration communication control device in
FIG. 5. which is attached to the network by itself. con-

sists of the data hold unit 1 , the migration address unit
3 (enclosed with a broken line), and the communica-
tion control unit 4.

The data hold unit 1 holds the correspondence
between a couple of the addresses of the mobile host
each of which assigned before and after the migra-
tion.

The migration address unit 3 consists of the re-
ception packetunit 35, the migration post information
unit 36, the address comparison unit 37, the address
conversion post transmission unit 38. and the marked
packet conversion unit 39. The units integrating the
migration address unit 3 operate substantially same

as equivalent units integrating the gateway in FIG. 3
except the following.

In FIG. 3 the address conversion post transmis-
sion unit 38 transmits the address conversion post

message to the network satisfying both of the two
conditions, which are described in the above; where-

as. the address conversion post transmission unit 88
in FIG. 5 transmits the address conversion post mes-
sage to the broadcast address of the network as long
as the network satisfies the first condition. that is it

transmits the address conversion post message to
the network when the address assigned before the
migration, which is held in the data hold unit 1, is other
than 0.

FIG. 6 shows a first example of a network to
which the migration communication control device as
the mobile host in FIG. 2, the migration communica-
tion control device as the gateway in FIG. 3, and mi— '
gralion communication control device as the station-
ary host in FIG. 4 are attached. In the figure numeral
11 denotes a mobile host in FIG. 2, which migrates
from a network A to a network B and obtains an ad-

dress (1 assigned on the network A as well as an ad-
dress (3 assigned on the network B.

Numeral 12 denotes a stationary host in FIG. 3.
which is attached to the network B and obtains an ad-

dress 7 assigned thereon.
Numeral 12' denotes a stationary host in FIG. 3.

which is attached to the network Aand obtains an ad-

dress 1' assigned thereon.
Numeral 13 denotes a gateway in FIG. 3, which

has an address g. The gateway 13 is attached to both
the network A and the network B.

The address on each network is assigned by a
system administrator.

FIG. 7 shows a second example of a network to
which the mobile host in FIG. 2. the gateway in FIG.
3, and the stationary host in FIG. 4 are attached. The
stationary host is not illustrated in FIG. 7 since its lo-
cation does not affect the communication with the
mobile host.

In the figure the mobile host 11 migrates across
network 1-4, and obtains an address m, m’, m", m'"
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assigned on each network respectively.
The network 5 as well as each of the network 1-

4 (hereinafter referred to as the net 5, and the net 1-
4 respectively) are connected with each other by a
gateway 1-4, as shown in the figure.

A gateway 1 -4 (hereinafter referred to as gw 1-gw
4) is the migration communication control device em-
ployed as the gateway in FIG. 3.

FIG. 8 shows a third example of the network to
which the mobile host in FIG. 2. the gateway in FIG.
3, and the stationary host in FIG. 4 are attached. Con-
struction of this network is substantially same as the
second example ofthe network in FIG. 6 although op-
eration thereof is different from the second example,
which will be described later.

FIG. 9 shows a fourth example of the network to
which the mobile host in FIG. 2, the migration com-
munication control device in FIG. 5, the stationary
host in FIG. 4 are attached. The migration communi-
cation control device as the stationary host will not be
described here.

in the figure, numeral 11 denotes the mobile host
which migrates across the network 1-4 and obtains
the address m, m’, m”, m”' assigned on each network
respectively.

The network 5 as well as each of the network 1-

4 (hereinafter referred to as the net 5, and the net 1-

4 respectively) are connected with each other by a gw
1-4, as shown in the figure.

Each of the migration communication control unit
1-4 (hereinafter referred to as 81-84) is relevant for
the one in the FIG. 5.

An address used in the first embodiment of the

present invention is described hereunder. Each ad-

dress consists of a network part, which is assigned on
each network and shared by every host attached to

that network, as well as a host part, which is assigned
to each host uniquely.

A broadcast address is a special kind of address,
which can be divided into two types. The first one is
the broadcast address used as the destination ad-

dress in transmitting a packet from a network to an-
other network, such as the broadcast address where

every bit of the host part is 1. When the first type of
the broadcast address is used as the destination ad-

dress of the packet, the packet is transferred by the
gateway to the network directed by the network part
of the broadcast address. The other one is used in

transmitting a packet within a network, such as the
broadcast address where every bit of both the host
part and the network part is 1.When the second type
of the broadcast address is used as the destination

address of the packet, the packet is transmitted to all
the devices attached to the network. which includes

the broadcast address. However, the gateway does
not transfer the packet to any other network.

Operations of the migration communication con-
trol device in the first embodiment of the present in-

vention are described hereunder with referring to
drawings.

(operation example in FIG. 6)

in FIG. 6, when the mobile host migrates fromthe
network Ato the network 8, the migration communi-
cation control device is operated as follows.

In a first operation, the mobile host and the gate-
way operate when the mobile host migrates across
networks.

in a second operation, the stationary host trans-
mits a packet to an address of the mobile host which

was assigned before the migration.
in a third operation, the stationary host transmits

the packet to an address of the mobile host which has
been assigned after the migration.

In a fourth operation, the mobile host receives
the packet which is transmitted by the stationary host.

in a fifth operation, the mobile host sends a re-
sponse message to the stationary host.

(first operation in FIG. 6)

In FIG. 6 the mobile host 11 attached to the net-

work A (enclosed with a broken line) migrates to the
network B to complete ongoing communication with
the stationary host 12, which is attached to the net-
work B. When migrating to the network B, the ad-
dress obtainment unit 25 in the mobile host 11 (FIG.
2) obtains the address [3 assigned on the network B.

Immediately after obtaining the address 13, the
address obtainme nt unit 25 gives the address [3 to the
migration address setting unit 26 and the migration
post transmission unit 27. The migration address set-
ting unit26 stores the address [3 into the data hold unit
1 by corresponding it to the address 0., which is the
address assigned before the migration. FIG. 10 (a)
shows the content of the data hold unit 1. The migra-
tion post transmission unit 27 gives to the gateway 13
via the communication control unit 4 a packet corn-
prising migration post message and the correspon-
dence between the address a and the address (3, so
that the gateway 13 will know that the mobile host 11
has migrated to the network 8. The mobile host 11
can transmit the packet both before and after the mi-
gration. In FIG. 6 a packet51 is transmitted beforethe
migration, and its format is shown in FIG. 11 (a). As
shown in FIG. 11 (a), the packet 51 consists of a des-
tination address 91, a source address 92, and data

93. The data 93 further comprise a message type 98,
an address before migration 94, and an address after
migration 95.

Receiving from the communication control unit 4
the packet 51, the gate way 13 sends it to the recep-
tion packet unit 35, the unit4 and the unit 35 being in
FIG. 3. From the message type 98 in FIG. 11 (a). the
gateway 13 identifies the packet 51 with the migra-
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tion post message, and gives the packet 51 to the mi-

gration post information unit 36. The migration post in-
formation unit 36 obtains from the data 93 in the data

packet 51 the address before migration :1 and the ad-
dress after the migration B; then stores them into the
data hold unit 1 by corresponding them with each
other. The content of the data in the data hold unit 1

is shown in FIG. 10 (b).
Additionally, the destination address 91 of the

packet in FIG. 11 (a), can be the broadcast address
ofthe network A, where the network part names the
network A and every bit of the host part is 1. When
the broadcast address is employed, every stationary
host attached to the network A. including the gate
way 13, receives the correspondence of the address-
es each ofwhich assigned before and after the migra-
tion. In this case communication control unit 4 in the

stationary host 12’ receives the data packet 51, and
gives it to the reception packet unit45, the unit4 and
the unit 45 in FIG. 4. From the message type 98 in
FIG. 11 (a), the reception packetunit 45 identifies the
packet 51 with the migration post message. and gives
the packet 51 to the address conversion post infor-
mation unit 47. The unit 47 obtains from the data 93

in the data packet 51 the address before migration o.
and the address after t he migration [3 and stores them
into the data hold unit 1 by corresponding them with
each other. Once those addresses are stored in the

data hold unit 1, the stationary host 12’ can transmit
a packet to the address assigned afterthe migration
instead of transmitting it to the address before the mi-
gration, the same to other stationary hosts attached
to the network A.

(second operation in FIG. 6)

In the second operation, the stationary host 12
transmits a packet to the address assigned before the
migration after the mobile host 11 migrates to the net-
work 8 and obtains the address [3 assigned on the
network B. It is supposed that the mobile host 11
transmits the packet 51. which comprises the migra-
tion post message, to the gateway 13 rather than to
the broadcast address of the network A.

The stationary host 12, which is not notified that
the mobile host 11 has migrated to the network B,
transmits the packet to the address a of the mobile
host, which was assigned before the migration. A
packet 52 in FIG. 6 is transmitted by the stationary
host 12 to the address a. of the mobile host 11. and

its format is shown in FIG. 11 (f). The packet 52 is re-
ceived by the gateway 13. Because the gateway 13
is located between the source address of the packet
52 and the address of the mobile host or assigned be-
fore the migration, and also it is attached to the net-
work A, to which the mobile host 11 was attached be-

fore the migration.
The gateway 13 employs its devices in FIG. 3 to

implement its functions including reception of the
packet. That is, the communication control unit 4 in
the gateway 13 receives the packet 52, and sends it
to the reception packet unit 35 in the migration ad-
dress unit 3. The reception packet unit 35 identifies

the packet 52 with a general packet and gives it to the
address comparison unit 37. The unit 3? compares
the destination address a of the packet 52 with the
address before the migration, which is held in the data
hold unit 1; then detects whether or not they are co-
incide with each other. When the destination address

of the received packet does not coincide with the ad-
dress assigned before the migration, the address
comparison unit 37 sends the packet to the applica-
tion unit 2. On the other hand, when they coincide
with each other, the address comparison unit 37 ob-
tains from the data hold unit 1 the address 3 of the
mobile host assigned after the migration, which cor-
responds to the address or; then sends it both to the
address conversion post transmission unit 38 and the
marked packet conversion unit 39.

As is described the above, the packet 52 is trans-
mitted to the address a of the mobile host 11 by the
stationary host 12. Therefore, the address conver-
sion post transmission unit 38 notifies the stationary
host 12 that the address of the mobile host 11 has

changed by transmitting thereto the packet 53. FIG.
11 (b) shows the packet 53. Simultaneously. the
marked packet conversion unit 39 converts the pack-
et 52 into the packet 53 by rewriting the destination
address of the packet 52 to the address |3 assigned
after the migration, returning thereto the previous
destination address of the packet 52 as additional in-
formation, and marking to show that its destination
address has changed; then sends the packet to the
communication control unit 4. Thereby, the packet 52.
which is converted into the marked packet 52’, is
transferred from the address or of the mobile host 11

assigned before the migration to the address [5 as-
signed after the migration. FIG. 12 (e) shows the
packet 52’.

Receiving the packet 53 from the communication
control unit 4 in the stationary host 12. it sends its
packet 53 to the reception packet unit 45, the unit 4
and the unit 45 being in FIG. 4. From the message
type 98 in FIG. 11 (b), the reception packet unit 45
identifies the packet 53 with the address conversion
post message, and gives the packet53 to the address
conversion post information unit 47. The address con-
version post information unit 47 obtains from the data

93 in the data packet 53 the address before migration
or and the address after the migration p; then stores
them into the data hold unit 1 by corresponding them
with each other. Thereby, the stationary host 12 ob-
tains the address ofthe mobile host 11 assigned after
the migration, so that a direct communication be-
tween the stationary host 12 and the mobile host 11
is implemented.

ReexamFH 000908
SKYPE-‘N2P0O288063



ReexamFH_000909
SONY EXHIBIT 1003- Page 909

23 EP 0 556 012 A2 24

In the second operation the migration communi-
cation control device comprising the units in FIG. 4 is
employed as the stationary host 12. However, a con-
ventional stationary host, which is not constructed as
the migration communication control device can also
be communication partner of the mobile host if it is at-
tached to a network. Therefore, hereunder a commu-
nication between the mobile host 11 and the conven-

tion stationary host is described.
When the conventional stationary host transmits

a packet to the address of the mobile host 11 as-
signed before the migration after the mobile host 11
has migrated to another network. the gateway 13
transfers the packet to the address of the mobile host
11 assigned after the migration as well as sends to
the stationary host the packet 53 comprising the ad-
dress conversion post message in FIG. 11 (c). This
operation is same as the above.

However. when receiving the packet 53, the sta-
tionary host disposes it since it does not support the
address conversion post message and judges the
packet 53 is not a required packet, Thus. the conven-
tional stationary host cannot utilize the packet 53 to
detect the address of the mobile host assigned after
the migration nor hold the correspondence of the ad-
dresses each assigned before and after the migra-
tion.

Therefore, the stationary host gives the packet
only to the address of the mobile host 11 assigned be-
fore the migration. Then. the gateway transfers the
packet to the address of the mobile host 11 assigned
after the migration, and the mobile host 11 receives
the packet. The message from the mobile host 11,
such as the response message, is transmitted to the
stationary host directly, so that it is received by the
stationary host without fail.

Thus, the conventional stationary host transmits
a packet to the mobile host indirectly and receives a
packet from the mobile host directly. Continuous com-
munication unaffected by the mobile host's migration
can be implemented, even when the conventional sta-
tionary host is employed.

(third operation in FIG. 6)

In the third operation, the stationary host 12
transmits the packet to the address [3 of the mobile
host 11 assigned after the migration with referring to
the correspondence of the addresses each assigned
before and after the migration, which is held in the
data hold unit 1. The third operation is described here-
under with referring to FIG. 4.

The stationary host 12 employs its devices in
FIG. 4 to implement conversion ofthe destination ad-
dress and the transmission of the packet, both of
which integrate the third operation. That is, applica-
tion unit 2 sends to the address comparison unit 48
the packet 54, whose destination address is the ad-

dress 0. of the mobile host 11 assigned before the mi-
gration. FIG. 11 (1) shows a format of the packet 54.
Then. the comparison unit 48 obtains the destination
address of the packet 54 and detects whether or not
it coincides with the address before the migration,
which is held in the data hold unit 1.

The comparison unit 48 sends the packet 54 to
the communication control unit 4 when the above ad-
dresses do not coincide with each otherwhile itsends

the packet 54 to the marked packet conversion unit
49 when the above addresses coincide with each

other. In the third operation the coincidence is detect-
ed since the corresponded between the address or
and the address [3 is stored in the data hold unit 1.
Therefore, the packet 54 is sent to the marked packet
conversion unit 49. Then the marked packet conver-
sion unit49 obtains from the data hold unit 1 the ad-

dress ]3 of the mobile host assigned after the migra-
tion. which corresponds to the address or as well as
converts the packet 54 into t he packet 54' by convert-
ing the destination address a. into the address 3, re-
turning thereto the original destination address a as
additional information, and marking the packet 54 to
show that its destination address has changed; then
sends the packet 54' to the communication control

unit 4. FIG. 11 (c) shows a format of the packet 54’.
Since the destination address of the packet 54’ is an
updated address of the mobile host 11, the packet
54‘ is given to the mobile host 11 without fail.

(fourth operation in FIG. 6)

In the fourth operation, the mobile host 11 re-

ceives the marked packet 54' and obtains the original
unmarked packet 54 by resuming the packet 54'. This
operation is described hereunder with referring to
FIG. 2.

The mobile host 11 employs its devices in FIG. 2
to implement its operation. That is, the communica-
tion control unit 4 receives the packet 54' and sends
it to the reception packet unit 28. The reception pack-
et unit 28 detects that the received packet 54' is
marked, and sends it to the marked packet resump-
tion unit 29. The unit 29 obtains the original destina-
tion address a, which is held in the additional informa-

tion 97, and replaces the current destination address

[3 ofthe packet 54' with the address on. Then it sends
the packet 54' to the application unit 2. Thus, the mo-
bile host 11 can receive the packetdestined for its out-
dated address.

(fifth operation in FIG. 6)

In the filth operation. the mobile host 11 sends to

the stationary host 12 a packet comprising a re-
sponse message (hereinafter referred to as a re-
sponse packet) or a packet excluding the response
message (hereinafter referred to as a non-response
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packet). A type of the received packet determines
whether or not it is responded with the response
packet.

When the packet 54' is responded with a re-
sponse packet, the mobile host 11 employs its devic-
es in FIG. 2 to send the response packet. That is, the
response message transmission unit 20 builds the re-
sponse packet. and sends it to the marked packet
conversion unit 21 together with the destination ad-
dress 0. of the packet 54'.

The mobile host 12 also employs its devices to
send the non-response packet 55. That is, the appli-
cation unit 2 gives the address a assigned before the
migration and the non-response packet to the
marked packet conversion unit 21. The unit 21 sends
the received packet to the stationary host 12 via the
communication control unit 4 without marking it. FIG.
11 (e) shows the packet sent by the unit 21 to the sta-
tionary host 12.

The communication control unit 4 in the station-

ary host 4 receives the packet 55, and gives it to the
reception packet unit 45. The unit 45 detects that the
packet 55 is the non-response packet, so that it gives
the packet 55 to the application unit 2. Thus, the sta-
tionary host and the mobile host implement a contin-
uous communication unaffected by mobile host's mi-
gration. Although the migration communication con-
trol devioe is employed as the stationary host 12 in
this embodiment, the conventional host can also be

employed to transmit the non-response packet.
In the above, the unmarked response packet and

the unmarked non-response packet are sent to the
mobile stationary host 12. On the other hand, here-
under the operation of the mobile host 11 at conver-
sion of the response packet and the non-response
packet into the marked ones is described. This will be

employed effectively in a communication between
mobile hosts.

Receiving the unmarked packet from the applica-
tion unit2, the marked packet conversion unit 21 gen-
erates a packet 55' where the destination address
and the source address are the address y of the sta-
tionary host 12 and the address 3 assigned after the
migration respectively. Also in generating the packet
55’, the application unit 2 gives to the received packet
the address an assigned before the migration as addi-
tional information as well as marks the received pack-
et to indicate that the destination address has con-

verted. FIG. 11 (d) shows a format of the packet 55'.
Then the application unit 2 sends the packet 55' to
the stationary host 12 via the communication control
unit 4.

The communication control unit 4 in the station-

ary host 12 receives the packet 55', and sends it to
the reception packet unit 45. Detecting the packet
55' is the marked packet, the reception packet unit 45
sends itto the marked packet resumption unit46. The

unit 46 resumes the packet 55' into the packet 55 by

unmarking it and replacing the source address there-
of with the address (L assigned before the migration.
which is held as the additional information. A format

ofthe packet 55 is shown in FIG. 11 (e). Thus, the sta-
tionary host and the mobile host implement a contin-
uous communication unaffected by mobile host’s mi-
gration.

(operation example in FIG. 7)

In FIG. 7, when the mobile host migrates across
the network 1, 2, 3, and 4, and obtains a temporary
address assigned on each network. the newest ad-
dress of the mobile host is transmitted to the station-

ary host, which operates as communication partner.

(migration from network 1 to network 2)

The address of the mobile host is rn when it is at-

tached to the network 1. When migrating from the
network 1 to the network 2, the mobile host 11 replac-
es its address with m’ assigned on the network 2.
Then the mobile host 11 notifies the migration com-
munication control device attached to the network 1

that it has migrated to the network 2 by sending
thereto a packet comprising a migration post mes-
sage. In FIG. 7 the migration communication control
device gw 1, gw 2 attached to the network 1 receive
the migration post packet 61, and store it into its own
data held unit 1. The operation in FIG. 7 is substan-
tially same as the operation in FIG. 6 except that in
FIG. 7 the packet61 holds the address of the mobile

host assigned before the last migration besides the
correspondence of the addresses each assigned be-
fore and after the current migration. The address as-
signed before the last migration makes the gws pre-
pare for further migration of the mobile host. which
will be described later. A format of the packet 61 is
shown in FIG. 12 (a). Since the migration from the
network 1 to the network 2 is the first migration in
FIG. 7, the packet 61 holds 0 atthe address assigned
before the last migration.

The gw 1 and the gw 2 store in the data hold unit
1 the correspondence of the addresses each as-

signed before and after the migration. as well as the
address assigned before the last migration. As shown
in FIG. 13 (a), m-m’ and 0 are stored in the data hold
unit 1 of each of the gw1 and the gw 2.

Then. the gw 1 and the gw 2 detects from 0 atthe
address assigned before the last migration that no mi-
gration had been conducted before the current migra-
tion.

The broadcast address of the network 1 can be

employed as the destination address ofthe migration
post packet 61. If the packet is destined for the broad-
cast address, every host attached to the network 1,

which includes the gw 1 and the gw 2, will hold the
correspondence of the addresses each of which as-
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signed before and after the migration as well as the
address assigned before the last migration. Thereby.
the hosts attached to the network 1 can communicat-

ed with the mobile host directly.

(migration from network 2 to network 3)

When migrating from the network 2 to the net-
work 3. the mobile host 11 obtains m" at the address

assigned afterthe migration. Then the mobile host 11
notifies the gw 2 and a gw 3, both of which are attach-
ed to the network 2, that the mobile host 11 has mi-
grated to the network 3 by transmitting thereto a
packet comprising the migration post message, refer-
red to as a packet 62 in FIG. 7. FIG. 12 (b) shows a
format of the packet 62. which is transmitted to the gw
2. The broadcast address of the network2 can be em-

ployed as the destination address of the packet 62.
When the packet 62 is transmitted to the broadcast
address of the network 2, every host attached to the
network 2, which includes the gw 2 and the gw 3,
holds the correspondence of the addresses each as-

signed before and after the migration.
The gw 2 employs its devices in FIG. 3 to process

the packet 62. That is. receiving the packet 62, the gw
2 sends it to the migration post information unit 36 via
the communication control unit 4 and the reception
packet unit 35, then refers to the data hold unit 1
where m—>m' and D are still held at the address cor-

respondence and at the address assigned before the
last migration respectively. The migration post infor-
mation post unit 36 obtains from the packet 62 m’-
m" as the newly assigned correspondence between
the addresses each of which assigned before and af-
ter the current migration, the migration from the net-
work 2 to the network 3. Then, it detects whether or
not the address m‘ coincides with the address held in

the data hold unit 1 as the address assigned afterthe
last migration. Since the unit 36 detects the coinci-
dence, it replaces the address m’ in the unit 1 with the

address m" as well as replaces the correspondence
m-m’ with the correspondence m-m”.

Also the migration post information unit 36 sends
to the data hold unit 1 the address m assigned before
the last migration together with the address corre-
spondence m’-m” obtained from the current migra-
tion. Now the data hold unit 1 in the gw 2 holds the
address m at the address assigned before the lastmi-
gration and the address correspondence m'-m" at
the correspondence of the addresses each of which

assigned before and afterthe migration as well as the
address 0 at the address assigned before the last mi-
gration as well as the address correspondence m-
m’ at the correspondence of the addresses each of

which assigned before and after the migration. After
updating as well as adding the addresses in the data
hold unit 1, the migration post information unit 36
sends to the address conversions post transmission

unit 38 m'-m" as the newly obtained correspondence
of the addresses before and afterthe current migra-
tion.

The address conversion post transmission unit

38 detects the network satisfying the following con-
ditions with referring to the data hold unit 1 and then
transmits the address conversion post message to
the broadcast address of the detected network. That

is, the address conversion post message is transmit-
ted to the network where the address assigned be-
fore the migration, which is held in the data hold unit
1, is other than 0 as well as the migration communi-
cation control device employed as the gateway is not
attached. Although in the migration from the network
2 to the network 3, the data hold unit 1 holds m atthe

address assigned before the last migration, the 9w 2
is attached to the network 1; therefore, the unit 38

does not transmit the address conversion post to the
network 1.

The packet 62 is also received by gw 3. When re-
ceiving the packet 62, the gw 3 employs its own de-
vices in FIG. 3 to process the packet 62, which is sub-
stantially same as does the gw 2 except the following.
That is. the address conversion post transmission
unit 38 of the gw 3 detects that the gw 3 is not attach-
ed to the network 1. Also it is detected thatthe mobile

host 11, attached to the network 1, has the address

m as the address assigned before the last migration.
Therefore, the unit 38 of the gw 3 tlensmits to the
broadcast address ofthe network 1 a packet compris-
ing the address conversion post message, which is
referred to as a packet 63. FIG. 12 (c) shows the
packet 63.

The packet 63 is received by the gw 2, the gw 1,
both of which are attached to the network 1 . Although
it is also received by the stationary host 11, this will
not be described here. Obtaining the current address
correspondence m’-m" from the packet 63. where
m’ coincides with the address which has been held in
the hold unit 1 at the address obtained after the mi

gration, the gw 1 changes the m-m’ in the data hold
unit 1 into the m-m" by replacing rn’ with m" as the
address assigned after migration.

On the other hand, the data hold unit 1 ofthe gw
2 had gained from the packet 62 the above informa-
tion before receiving the packet 63. Therefore the
content of the unit 1 of the gw 2 does not change
across reception of the packet 63. This is because the
gws of the present invention locate on a gateway.
which connects a couple of networks. Due to its loca-

tion, each gw receives packets from two networks.
However, actually the packet 62 is destined for the
network 2 and the packet 63 is destined for the net-
work 1. Therefore. even though the gw 2, which are
attached to both the network 1 and the network 2, re-

ceives both the packet 62 and 63 by the gw 2, this will
not cause any problem in the communication be-
tween the stationary host 12 and the mobile host 11.

ReexamFH_00091 1
SKYPE-N2P0O288066



ReexamFH_000912
SONY EXHIBIT 1003- Page 912

29 EP 0556 O12A2 30

FIG. 13 (b) shows the content of the data hold unit
1 in each of the gws.

(migration from network 3 to network 4)

When migrating from the network 3 to the net-
work 4, the mobile host 11 obtains m"' as the address

assigned after the migration. Then the mobile host 11
sends to the gw 3 and a gw 4, both of which are at-
tached to the network 3, a packet comprising the mi-
gration post message. The packet received by the gw
3 is referred to as a packet 64. The broadcast address
of the network 3 can be employed as the destination
address of the packet 64. When the packet 64 is des-
tined for the broadcast address of the network 3, ev-

ery host attached to the network 2, which includes
the gw 3 and the gw 4, obtains from the packet the
correspondence of the addresses each of which as-
signed before and after the migration from the net-
work 3 to the network 4.

The gw 3 employs its devices in FIG. 3 to process
the packet 64. That is, receiving the packet 64, the gw
3 converts the content of the data hold unit 1 by re-
placing the address correspondence m-m" with m-
m"’, newly holding m"-m’” obtained from the packet64
as well as the address m’ assigned before the last mi-
gration. Then, the address conversion post transmis-
sion unit 38 of the gw 3 transmits the address conver-
sion post message to the network satisfying the fol-
lowing condition. That is, the address conversion post
message is transmitted to the network where the ad-
dress assigned before the migration, which is held in
the data hold unit 1, is other than 0 as well as the gw
3 it self is not attached. The packet including the ad-
dress conversion post message is referred to a pack-
et 65, and the packet is transmitted to the broadcast

address of the network 1. FIG. 7 (c) shows the packet
65.

The packet 64 is also received by gw 4. When re-
ceiving the packet 64, the gw 4 renews the content
of the data hold unit 1 by replacing m’-m” with m’-m”‘
as well as newly holding the address m’ as the ad-
dress assigned before the last migration. Further. the
address conversion post transmission unit 38 of the

gw 4 detects that the gw 4 is not attached to the net-
work 2 which has the address other than 0 at the ad-

dress assigned before the last migration; therefore,
the unit 38 of the gw 4 transmits a packet comprising
the address conversion post message, which is refer-
red to as a packet 66, to the broadcast address of the

network 2. FIG. 7 (c) shows the packet 66.
Receiving the packet 65, 65, the gw 2 and the gw

1 renew the content of its data hold unit 1, which is
substantially the same as the above.

The gw 3 and the gw 2 receives the same infor-
mation twice since the former receives the packet 64
and 65 while the latter receives the packet 65 and 66.
This is because gws of the present invention locate on

a gateway and receives packets from a couple of net-
works, which is described the above.

FIG. 13 (c) shows the contentofthe data hold unit
1 in each of the gws. Thus, according to the gws of
the present invention, the packet transmitted to any
of the addresses m, m‘, m" is transferred by the gws
to the updated address of the mobile host, the gws
also notify the stationary host of the updated ad-
dress.

For example, when the stationary host is not no-
tified of the updated address of the mobile host and
transmits a packet to the address m‘, the packet is re-
ceived by the gw 2 and the gw 3, both of which are
attached to the network 2. Then, the 9w 2 and the gw
3 transfers the packet to the updated address of the
mobile host as well as notifies the stationary host of
the updated address. Thereby, the stationary host
obtains the updated address of the mobile host. so
that it will be able to communicate with the mobile

host directly. The packet destined for the address
m’ is received by both the gw 2 and the gw 3, since
they are attached to the network 2. Thus. the mobile
host receives the same packet twice, once from the
gw 2 and the other time from the gw 3, and the sta-
tionary host receives the same message twice; how-
ever, the repeated packet or the message can be sim-
ply ignored, so that this will not cause any problem in
the communication between the stationary host and
the mobile host. The repeated packet orthe message
is observed when the two gws are attached to each
network in FIG. 7; whereas it is not observed when

only one migration communication control device is
attached to each network, which will be described lat-
er at the operation in FIG. 9.

(operation example in FIG. 8)

In FIG. 6, FIG. 7, the stationary hosttransmits the
data packet to the outdated address after mobile host
notifies the gws that it has migrated to another net- ,
work. Then the gws transmit the address conversion
post message to the stationary host. However, in FIG.
8 the gws convert the destination address of data the
packet from the outdated address into the updated
address assigned afterthe migration instead of trans-
mitting the address conversion post message.

A packet 71, 72 in FIG. 8 are substantially same
as the packet 51, 52 in FIG. 6. The operation conduct-
ed before the packet 72 is transmitted by the station-
ary host 12 and is received by the gateway 13 is sub-
stantially same as thefirstoperation in FIG. 6. The op-
eration which follows reception of the packet 72 is de-
scribed hereunder with referring to FIG. 3.

The gate way 13 employs its units in FIG. 3 to
process the packet 72. The communication control
unit4 receives the packet 72 and gives it to the recep-
tion packet unit 35 in the migration address unit 3. De-
tecting that the packet 72 is a general packet the re-
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ception packet unit 35 sends it to the address compar-
ison unit 37. The address comparison unit 37 detects
whether or not the destination address of the packet
72 coincides with the address in the data hold unit 1

at the address assigned before the migration.
When no coincides is found, the address compar-

ison unit 37 gives the packet 72 to the application unit
2. On the other hand. a coincidence is found, the ad-

dress assigned after the migration, which corre-
sponds with the address identical to the destination
address of the packet 72, is obtained from the data
hold unit 1, and is sent to the marked packet conver-
sion unit 39 together with the packet 72. The marked
packet conversion unit 39 generates a packet
72’ where the destination address ofthe packet 72 is
replaced with the address assigned after the migra-
tion, which is sent by the address comparison unit 37,
the destination address of the packet 72 is added as
additional address, and a mark is set to indicate that
the destination address has converted. Then the

packet 72’ is sent to the communication control unit4.

FIG. 12 (e) shows a format of the packet 72’, where
identical numerals denotes the same units in FIG. 11.

The packet 72’ is sent to the mobile host 11 without
fail since its destination address is the updated ad-
dress thereof.

(operation example in FIG. 9)

In FIG. 9, the mobile host migrates across net-
work 1, 2, 3, and 4. In FIG. 7 the gw 1-gw 4 are em-
ployed as the migration communication control devic-
es; whereas in FIG. 9 the gw 1-gw 4 are employed
simply as gateways to connect networks, and also an-

‘other migration communication control device is at-
tached to each network. The operation of the migra-
tion communication control device, which is connect-

ed to the network alone, at processing the migration
post message or the address conversion post mes-
sage is substantially same as one of the gw1—gw 4 in
FIG. 7. The flow of the migration post message and
the address migration post message are mainly de-
scribed hereunder.

(migration from network 1 to network 2)

When migrating from the network 1 to the net-
work 2, the mobile host 11 sends a packet comprising
the migration post messageto the migration commu-
nication control device. which is attached to the net-

work 1. In FIG. 9 (a) a migration post packet 81 is
transmitted to a migration communication control de-
vice 81, which is attached to the network 1. The des-
tination address of the packet 81 can be the broad- .
cast address ofthe network 1.

The device S1 processes the packet 81 by em-
ploying its devices in FIG. 3. Receiving the packet 81 .
the device S1 stores into the data hold unit 1 the cor-

respondence of the addresses each assigned before
arid after the migration as well as the address as-

signed before the last migration. The migration post
information unit 36 transmits the packet 81 to the ad-
dress conversion post transmission unit 38; however,
since the unit 38 detects that the address assigned
before the last migration is 0, it does not transmit the
address conversion post message to any network.
The content of the data hold unit 1 in the S1-S4 are

shown in FIG. 14 (a).

(migration from network 2 to network 3)

When migrating from the network 2 to the net-
work 3, the mobile host 11 notifies the 52, which is
attached to the network 2, that it has migrated to the
network 3 by transmitting thereto the packet compris-
ing the migration post message, which is referred to
as a packet 82 in FIG. 9 (b).

The S2 employs its devices in FIG. 3 to process
the packet 82. That is, it converts the content of the

data hold unit1 by renewing and adding new informa-
tion, and finally holds in the unit 1 the address m’-
m" at the correspondence of the addresses each of
which assigned before and after the migration as well
as the address m assigned before the last migration.
Then, the migration post information unit 36 gives the
newly obtained correspondence m’-m" to the ad-
dress conversion post transmission unit 38.

The address conversion post transmission unit
38 detects whether or not the address assigned be-
fore the last migration, which is held in the data hold
unit 1, is 0. lfthe address is not 0, the unit 38 transmits

the address conversion post message to the broad-
cast address of the network which includes the de-

tected address. In FIG. 9 (b) the address m is held at
the address assigned before the last migration. so
that the unit 38 transmits the packet 83 to the broad-
cast address of the network 1.

When receiving the packet 83. the migration
communication control device 81, which is attached
to the network 1, renews the content of the data hold

unit 1 by newly holding the address correspondence
m-m" as well as the address 0 at the address as-

signed before the last migration. Detecting 0 at the
address assigned before the last migration, the ad-
dress conversion post transmission unit 38 does not
transmit the address conversion post to any network.
The content of the data hold unit 1 in the 81-34 are

shown in FIG. 14 (b).

(migration from network 3 to network 4)

When migrating from the network 3 to the net-
work 4, the mobile host 11 notifies the communica-

tion migration control device 83, which is attached to
the network 3, that it has migrated to the network 4
by transmitting thereto a packet comprising the mi-
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gration post message, referred to as a packet 84 in
FIG. 9 (c).

The migration communication control device 83
employs its devices in FIG. 3 to process the packet
84. That is, it newly holds into the data hold unit 1 the
address correspondence m”-m"' as well as the ad-
dress m’ assigned before the last migration. Then,
the address conversion post transmission unit 38 in
the S3 transmits a packet comprising the address
conversion post message, referred to a packet 65 in
FIG. 9 (c), to the broadcast address of the network 2
since the address m’ is held at the address assigned
before the last migration in the data host unit 1.

When receiving the packet 85, the migration
communication control device S2 employs its devices
in FIG. 3 to process it. That is, it newly holds into the
data hold unit 1 the address correspondence m’-
m" as well as the address rn assigned before the last
migration. Then, the address conversion post trans-
mission unit 38 in the S2 transmits a packet compris-
ing the address conversion post message, referred to
a packet 86 in FIG. 9 (c), to the broadcast address of
the network 2 since the address m is held at the ad-

dress assigned before the last migration in the data
hold unit 1.

when receiving the packet 86, the migration
communication control device S1 employs its devices
in FIG. 3 to process it. That is, it newly holds into the
data hold unit 1 the address correspondence m-m"’
as well as the address 0 at the address assigned be-
fore the last migration. The address conversion post
transmission unit 38 in the S1 does transmit the ad-

dress conversion post since 0 is detected at the ad-
dress assigned before the last migration. The content
of the data held unit 1 in each of the S1-S4 are shown

in FIG. 14 (c). Thus, according to the migration com-
munication control device S1-S4 of the present inven-
tion, the S1-S4 are notified of the updated address of

the mobile host at every migration, so thatthe packet
transmitted to any of the addresses m, m’, m" is trans-
ferred thereby to the updated address of the mobile
host. The S1-S4 also notify the stationary host of the
updated address of the mobile host.

The operation in FIG. 9 differs from the operation
in FIG. 7 in that each network hasjust one communi-
cation migration control device (one of the S1-S4), so
that the migration post and the address conversion
transmitted to S1-S4 are not duplicated.

In the format shown in FIG. 11 and 12, the mark

96 or the message type 93 indicates kind of packet.
That is, mark 96 indicates whether or not the packet

is marked while the message type 93 indicates
whether it is the packet comprising the migration post
message. the packet comprising the address conver-
sion post message, and the general packet. Further,
a protocol type can also be employed to indicate
which migration communication control device is em-
ployed. For example, when TCP/IP is employed, the

protocol number at the IP header thereof distin-

guishes the packet employed in the embodimentfrom
other packets. That is, when the protocol number in
the packet is identical with the one, which has been

assigned to the protocol number field, the packet is
the one employed in the embodiment.

In the first embodiment of the present invention,
a nonvolatile storage can be employed as the data
hold unit 1 of the mobile host. If so, the communica-

tion can be resumed even after the host or the gate-
way is turned off as well as after the system is reset.

Also even when the stationary host employs the
nonvolatile storage as the data hold unit 1, it can re-
sume the communication, which has interrupted by
the switch off or the system reset, rather fast since it
obtains from another host the updated address of the

mobile host instead of receiving from the gatewaythe
address conversion post message which shows the
updated address.

For example, it is supposed in FIG. 7 thatthe mo-
bile host 11 migrates from the network 1 to the net-
work 4. The data held unit 1 of the migration commu-
nication device holds the address correspondence
m-m’" since it has communicated with the mobile

host, which is attached to the network 4, at least
once. According to the migration communication con-
trol device in the embodiment described the above,

the packet is transferred from the outdated address
to the updated address of the mobile host and the sta-
tionary host is notified of the updated address; there-
fore, even when the address information in the data

held unit is lost by switch off thereof, the stationary
host will obtain the updated address. Restart of the
communication can also be implemented by employ-
ing a specific host such as a server. That is, the ser-
ver may be constructed to obtain the updated ad-
dress of the mobile host at every migration, and give
it to the stationary host whenever requested. In this
case a packet comprising the address inquiry should
be generated beforehand.

Also in the fifth operation in FIG. 6, the mobile
host 11 employs the application unit 2 and sends to
the marked packetconversion unit21 the address as-
signed before the migration when transmitting the
non-response address to the stationary host after it
has migrated to another network. Instead of sending
the non-response address, the application unit 2 can
transmit a connection identifier to the marked packet
conversion unit 21. In this case the data hold unit of

the migration communication control device, em-
ployed as the mobile host, holds a correspondence
between the connection identifier and the address

that had been assigned when the connection was es-
tabllshed instead of holding the correspondence be-
tween the correspondence ofthe addresses each as-
signed before and after the migration. Then, the unit
21 obtains the source address of the packet by de-
tecting the eddress which corresponds to the identi-
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fier, which is held in the data hold unit 1.
As is described the above. the mobile host can

employ the broadcast address of the network when
transmitting the migration post to the migration com-
munication control devices. when the broadcast ad-

dress is employed, every host attached to the net-
work, to which the migration communication control
device is also attached, obtains the updated address
of the mobile host. This implements a direct commu-

nication between the mobile host and the stationary
host, which improves efficiency of the communica-
tion.

The address assigned before the last migration.
which is held in the hold unit 1. n be replaced with
the broadcast address assigned to the network to
which the mobile host is attached before the last mi-

gration. If the broadcast address is employed, the
gateway employed as the migration communication
control device (gws) or the migration communication
control device (Ss) needs to include the broadcast ad-
dress in the address conversion post message. In this
case both devices can obtain the broadcast address

from the data hold unit; therefore, the operation
thereof at requesting the broadcast address will be
eliminated.

When storage capacity of the data hold unit 1 is
limited, the data hold unit 1 holds only the useful data
bydisposing the unuseful data, which is least recently
retrieved therefrom by the address comparison unit.

[Embodiment 2]

In FIG. 15 network A, B, and C are connected in

a line via gateways 143 and 143', the gateway 143
placing between the network A and B while the gate-
way 143' placing between the network B and C.

A home migration communication control device
101 including a migration address unit 144 is attached
to the network A; a visitor migration communication
control device 109 including a migration address unit
145 is attached to the network B; and a visitor migra-
tion communication control device 109' including a
migration address unit 145’ is attached to the network
C. A mobile host 146 including a migration address
unit 115 is attached to the network Aas its home net-

work. and a stationary host 151 including a migration
address unit 125 is also attached to the network A.

The mobile host 146 migrates across the network
A, B, and C. It has a home address a assigned when
it is attached to the network A, as well as other ad-

dresses assigned depending on where it migrates,
such as a temporary address [3 on the network B and
a temporary address y on the network C.

Also each of the home migration communication
control device 101, the visitor migration communica-
tion control device 109, 109’ which are identical in its

construction and the stationary host 151 has an ad-
dress Ha, Va, Va’, and Sa respectively assigned on

the network.

Detailed function of the above devices 101, 109.
109', 146, and 151 is described hereunder, in which

like components are labeled with like reference nu-
merals.

[home migration communication control device 101]

When the mobile host 146 migrates from the
home network to another network, it is assigned the
temporary address. However if the stationary host
151 is not notified of that migration, it transmits an
original data packet (hereinafter referred to as a non-
capsulated data packet) to the home address a ofthe
mobile host 146. When the noncapsulated data pack-
et is destined for the outdated address of the home

mobile host 146. the home migration communication
control device 101 transfers that noncapsulated data
packet from there to the updated address. that is the
temporary address [5 oryof the mobile host. Then, the
device 101 posts to the stationary host 151 the tem-
porary address B ory here, so thatthe stationary host
151 will be able to communicate directly with the mo-
bile host. The device 101 also posts the same infor-
mation to the visitor migration communication control
device 109, 109', so thatthe devices 109, 109' will im-

plement the same function with the home migration
communication control device 101.

As shown in FIG. 16 the home migration commu-
nication control device 101 consists of the migration
address unit 144 and a communication control unit

108. The migration address unit 144 further compris-
es a home mobile host (MH) list hold unit 102, a pack-
et transfer unit 103, a mobile host (MH) transfer unit
104, an address inquiry unit 105, a packet monitoring
unit 106, an address post unit 107.

Next the function of each component integrating
the device 101 will be described. The communication

control unit 108 mainly controls the communication of
protocols located in lower layers including a physical
layer, such as the protocol lower than IP.

The address post unit 107 receives from the mo-
bile host 146 an data packet including an address post
message. The address post message is generated
when the mobile host 146 migrates to the network B
or C. and posts the temporary address [3 ory of the
mobile host to the device 101. The unit 107 sends the

address post message to the mobile host transfer unit
104 as well as sends a response message to the mo-
bile host 146. FIG. 28 (3) is an example ofthe address
post message, which includes the home address at as

well as the temporary address [3 or y of the mobile
host 146, a value of an autonomous flag F, and a
broadcast address Bba. Cba on the network B, C.

The autonomous flag Fwill be described later. FIG. 28
(4) is an example of the response message.

Amobile hosttransfer unit 104 stores the address

post message into the home mobile host list hold unit
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102, notifies the visitor migration communication con-

trol device 109 or 109' of the migration of the mobile
host 146 by sending thereto a mobile host transfer
message, and receives the data packet including the
response. Further, according to a direction given by
the packet transfer unit 103, the unit 104 transmits
the mobile host transfer message both to the station-

ary host 151 and the device 109 or 109'. The unit 103
gives the direction when the value ofthe autonomous
flag F is 1.

FIG. 32 (3) and FIG. 36 (5) are examples of the
mobile host transfer message including the home ad-
dress 0.. the temporary address ii or 7. and the auton-
omous flag F. Since the mobile host transfer message
is sent to the stationary host 151 is sent only when the

autonomous flag F is 1; therefore, it does not neces-
sarily include the value of the flag F. However, the
identical message is sent both to the stationary host
151 and the visitor migration communication control
device 109, 109' in this embodiment to simplify the
construction of the mobile host transfer unit 104. FIG

32 (4) is an example of the response message.
As shown in FIG. 17, the home mobile host list

hold unit 102 holds the home address (1., the tempor-

ary address B, y, the value of the autonomous flag F,
and the broadcast address Bba, Cba on the network
B, C, all of which are obtained from the mobile host
transfer unit 104.

The packet monitoring unit 106 receives the
packet destined for the home address 0. of the mobile
host 146, then sends it to the packet transfer unit 103
when the stationary host 151 transmits the packet to
the home address or of the mobile host 146 afterthe

mobile host 146 has migrated to another network.
The packet transfer unit 103 has a payload includ-

ing the noncapsulated data packet and the packet
transfer message informing the transfer of the non-
capsulated data packet, generates another data
packet, and sends it to the temporary address [3, y of
the mobile host 146. FIG. 32 (2) is an example of the
packet transfer message. As is described the above.
the packet transfer unit 103 directs the mobile host
transfer unit 104 to transmit the mobile host transfer

message to the stationary host 151 only when the au-
tonomous flag in the home mobile host list hold unit
102 shows the value of 1. The operation conducted
when the flag F is 1 will be described later.

When the stationary host 151 has problems in
communicating with the mobile host 146 such as re-
ceiving the unusual mobile host transfer message,
the address inquiry unit 105 is employed to solve the
problems. That is, receiving from the stationary host
151 an address inquiry message, the address inquiry
unit 105 transmits to the stationary host 151 a data
packet which responds to the address inquiry by
showing the address to be used in the communica-

tion. The address inquiry message includes a type
field 132, a flag field 133, a sequence field 134, and

a home address field 138, each of which having value
5, 1. a certain number. and a respectively; while the
response message includes a temporary address
field 139 filled with the temporary address [3, 7 as well
asthe flag field with 2, besides the type field 132, the
sequence field 134, and the home address field 138
filled with the same values in the address inquiry
message.

[visitor migration communication control device 109]

The visitor migration communication control de-
vice 109 implements the samefunction with the home

migration communication control device 101. That is.
when the stationary host 151 transmits an encapsu-
lated data packet to the temporary address B of the
mobile host 146. which is the updated address there-
of since the mobile host has migrated to the network
C. the visitor migration communication control device
109 transfers that encapsulated data packet from the
temporary address [3 to temporary address 7. Then,

the device 109 posts to the stationary host 151 the
temporary address y, so that the stationary host 151
will be able to communicate directly with the mobile
host 146. However, whether or not the device 109

provides the above packet transfer service will be de-
termined in accordance with a processing load put on
the device 109 or with a initial setting given by a sys-
tem operator, thus, the packet transfer service of the
device 109 is not necessarily an obligation.

As shown in FIG. 18, the visitor migration commu-
nication control device 109 consists of the migration
address unit 145 and the communication control unit

108. The migration address unit 145 further compris-
es the packet monitoring unit 106, a visitor mobile
host list hold unit 110, a packet transfer unit 111 , a mo-
bile host transfer unit 112, a mobile hostvisit unit 113,
and an autonomous support unit 114. The unit 106
and the unit 108 function the same as those in the

home migration communication control device 101.
Receiving an autonomous packet transfer sup-

port check message inquiring if the visitor migration
communication control device 109 provides the pack-

et transfer service, the autonomous support unit 114
responds to it with the response message where the
autonomous flag F shows 1 when the device 109 pro-
vides that service or 0 when it does not provide that

service. FIG. 28(1) is an example of the autonomous
packet transfer support check message. while FIG,
28(2) is an example of the response message includ-
ing the autonomous flag F and the broadcast address
Bba.

Receiving from the mobile host 146 the mobile
host visit message which informs that the mobile host
146 has migrated to the network B, the mobile host
unit 113 responds it with the response message after
storing the mobile host visit message into the visitor
mobile host list hold unit 110. The mobile host visit
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message includes the home address (I. and the tern-
porary address B of the mobile host 146. FIG. 28 (5)
is the format of the mobile host visit message, while
the FIG. 28 (6) is the format of the response mes-
sage.

Receiving from the mobile host transfer unit 104
in the device 101 the mobile transfer message in-
forming that the mobile host 146 has migrated to the
network C, the mobile host transfer unit 112 stores in
the visitor mobile host list hold unit 110 the updated

temporary address 7 of the mobile host 146 and the
value of the autonomous flag F by corresponding
them to the home address or. The unit 112 also trans-

mits to the stationary host 151 the mobile host trans-
fer message in accordance with the direction from the

packet transfer unit 111, as does the mobile host
transfer unit 104 in the device 101.

As shown in FIG. 19, the visitor mobile host list
hold unit 110 holds the home address 0. and the tern-

porary address [3 on the network 8, which are ob-
tained from the mobile host 146 via the mobile host

visit unit 113, as well as the temporary address y and
value on the autonomous flag F, which are obtained
from the home migration communication control de-
vice 101 via the mobile host transfer unit 112.

The packet transfer unit 111, as does the packet

transfer unit 103 in the home migration communica-
tion control device 101, transmits to the temporary ad-
dress y the data packet including the transfer mes-
sage as well as orders the mobile host transfer unit
112 to transmit the mobile host transfer message.

‘ — [mobile host 146]

As shown in FIG. 20, the mobile host 146 includes

the migration address unit 115, an address obtain-
ment unit 116. the communication control unit 108.

and an application processing unit 124 which mainly
controls the communication of protocols located in

higher layers including an application layer, such as
TCP or layers located higher than it.

The migration address unit 115 comprises the a
packet transmission unit 117. a transfer packet recep-
tion unit 118, an address hold unit 119. a migration unit
120. an autonomous support unit 121, an address
post unit 122, a mobile host visit unit 123.

The migration address unit 115 comprising the
above units is employed in transfer of data to the tern-
porary address [3 or y when the mobile host 146 mi-
grates to the network 8 or C. Also receiving the data
packet destined for the temporary address [i or y in-
cludlng the packet transfer message and the noncap-
sulated data packet, the device 115 transmits the
noncapsulated data to the application processing unit
124.

In accordance with the order given by the appli-
cation processing unit 124 when the mobile host mi-
grates to the network B, C, the migration unit 120 con-

trols the address obtainment unit 116, the autono-

mous support unit 121. the address post unit 122. the
mobile host visit unit 123, and the address hold unit
119.

Directed by the migration processing unit 120,
the address obtainment unit 116 obtains the tempor-
ary address [3, 7 ofthe mobile host 146 assigned when
it migrates to the network B, C respectively. BOOTP
in "Bill Croft and John Gilmore, BOOTSTRAP PRO-
TOCOLRFC951, Sep., 1985' is an example of obtain-
ing the temporary address; besides employing the
BOOTP, the operator may input the temporary ad-
dress [3, 7 assigned by a system administrator of the
network B, C.

Directed by the migration unit 120, the autono-
mous support unit 121 sends the autonomous packet

transfer support check message to inquire if the visi-
tor migration communication control device 109,
109’ attached to the network B. C provides the pack-
et transfer service and receives the response mes-
sage to the inquiry. The autonomous packet transfer
support check message is also sent to obtain the
broadcast address Bba and Cba on the network B

and C respectively.
Directed by the migration unit 120, the address

post unit 122 sends the address post message to no-
tify the home migration communication control device
101 of the temporary address [3, 7. The address post
message also informs whether or not the device 109,
109’ provides the packet transfer service as well as
the broadst address Bba, Cba on the network B, C.
If the response message from the visitor migration
communication control device 109, 109' has the val-

ue 1 of the autonomous flag F, the mobile host visit
unit 123 transmits to the visitor migration communica-
tion control device 109, 109' the mobile host visit

message including the home address a as well as the
temporary address )3, 7 respectively.

As shown in FIG. 21, the address hold unit 119

previously holds the home address a of the mobile
host 146 and the broadcast address Aba on the net-

work A. Now, the unit 119 newly holds the temporary
address B or y obtained from the address obtainment
unit 118 via the migration unit 120 and the broadcast
address Bba or Cba obtained from the autonomous

support unit 121 via the migration unit 120.
When the mobile host 146 is attached to the net-

work A and receiving a data packet destined for the
home address a, the transfer packet reception unit
118 sends data etc. in the nonca psulated data packet
to the application processing unit 124. On the other
hand, when the mobile host 146 is attached to the

network B and receiving a data packet destined for
the temporary address [3, the data packet including
the packet transfer message and the noncapsulated
data packet destined for 0., the unit 118 sends to the
application processing unit 124 data etc. in the non-
capsulated data. Thus, the application processing

ReexamFH_000917
SKYPE-N2P00288072



ReexamFH_000918
SONY EXHIBIT 1003- Page 918

41 EP 0 556 012 A2 42

unit 124 receives the data without being affected by

the migration of the mobile across the networks.
Receiving the data to be transmitted and the in-

struction fromthe application processing unit 124, the
packet transmission unit 117 generates a noncapsu-
lated data packet whose destination address is the
home address on and transmits it.

[stationary host 151]

As shown in FIG. 22, the stationary host 151
comprises the migration address unit 125 and the ap-
plication processing unit 161 which mainly controls
the communication ofa protocol located in higher|ay-
ers including application layer, such as TCP or layers
located higher than the TCP and the communication
control unit 108.

The migration address unit 125 comprises a
transfer packet transmission unit 126. a packet recep-
tion unit 127, an address hold unit 128, an address in-

quiry unit 129, and the mobile host transfer unit 130.
The migration address unit 125 comprising the

above units generates a noncapsulated data packet
and sends it to the home address a when it is not no-

tified that the mobfle host 146 migrate to the network
8 or C and obtained the temporary address [3 or 7 re-
spectively. The unit 125 also generates an encapsu-
lated data packet including as a payload the noncap-
sulated data packet and a data transfer message,
which informs transfer of the noncapsulated data
packet and sends it to the temporary address B. 7.
when it is notified of the migration.

Receiving from the home migration communica-
tion control device 101 and the visitor migration com-
munication control device 109, 109’ the data packet
including the mobile host transfer message which in-
forms the migration of the mobile host 146, the mo-
bile host transfer unit 130 stores into the address hold

unit 128 the home address or and the temporary ad-
dress [3 or 7 of the mobile host 146 assigned on the
network B or C respectively.

As shown in FIG. 23, the address hold unit 128

holds the home address a, the temporary address [3
ory by corresponding them.

Directed by the application unit 161, the transfer
packet transmission unit 126 generates a data packet
destined for the home address a, and transmits it.
However, ifthe address hold unit 128 holds the tem-

porary address [3 or 7 besides the home address a,
the unit 126 generates an encapsulated data packet
destined for the temporary address [3 or 7, which in-
cludes as a payload a noncapsulated data packet and
a packet transfer message, which informs transfer of
the noncapsulated data packet. and transmits it.

As is described the above, both the home migra-
tion communication control device 101 and the visitor

migration communication control device 109,
109' generate the encapsulated data packet includ-

ing the packet transfer message and the noncapsu-

lated data and transmits it to the current temporary
address of the mobile host 146. Owing to the device
101 or 109, 109', the stationary host 151 is able to
transmit to the mobile host 146 both the noncapsulat-
ed data packet destined for the home address or and
the encapsulated data packet destined for the tent-

porary address 0 or ‘y without failure even when the
address hold unit 128 fails to hold the current tempor-
ary address B or 7 and the stationary host 151 trans-
mits the data packet to the outdated address of the
mobile host 146.

The packet reception unit 127 receives a data
packet which is sent from the mobile host 146 and has
Sa as its destination address, and sends the data etc.
in it to the application unit 161.

When the address inquiry unit 129 has problems
such as that it received an illegal mobile host transfer
message or that it cannot communicate with the mo-
bile host 146 successfully, it transmits a data packet
including an address inquiry message in order to in-
quire of the host migration communication control de-

vice 101 the address which is currently used to corn-
municate with the mobile host 146.

[construction of data packet]

As shown in FIG. 24 (a), (b), (c), there are three
kinds of data packets, each data packet 210, 220,
230. includes each of header 211, 221, 231 and pay-
load 212. 222. 232 respectively.

The header 211 of the data packet 210 includes
a destination address 201, and a source address 202.

Also the payload 212 consists of a transmission data
203.

The header 221 of the data packet 220 includes
the destination address 201 and the source address

202. Also t he payload 222 consists of a message 204.
The header 231 of the data packet 230 includes

the destination address 201 and the source address

202. Also the payload 232 consists of the message
204, which is employed as the packet transfer mes-
sage, and a noncapsulated data packet 210. Also
each header 211, 221. 231 includes information

showing presence or absence of the message 204 as
a protocol number etc.

The message 204 includes some of the fields in
FIG. 25 in accordance with its type.

The type of the message 204 is indicated in the
message type field 132. Besides the above types,
the message 204 is also employed as an echo mes-
sage for examining whether or not a host employs an
appropriate operation in accordance with the mes-
sage.

Aflag field 133 indicates whether or not the mes-
sage 204 is a response. When the message 204 is not
the response, the field 133 further indicates whether
or not the message 204 requests a response.
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Asequence field 134 gives a single number both
to the request message and its response message.
thereby the request message and the response mes-
sage are corresponded.

An autonomous flag field 135 contains a value of
the autonomous flag F indicating whether or not the
visitor migration communication control device
109.109’ provide the packet transfer service.

A counter field 136 contains a counter indicating
the number of the visitor migration communication
control devices employed to transfer the encapsulat-
ed data packet consisting of the packet transfer mes-
sage and the noncapsulated data packet. The visitor
migration communication control device increments
the counter in the received message packet by 1, and

gives it to the message to be transmitted. When the
incremented number is greater than the predeter-
mined number, the received message packet is dis-
posed.

A status field 137 of the response message indi-
cates presence or absence of an error in a transmis-
sion/reception of the data packet. For example, it in-
dicates an error in authentication information, which

will be described later, or the address inquiry mes-
sage which cannot or should not be responded.

A home address field 138, a temporary address
field 139, and a broadcast address field 140 indicates

the home address as well as the temporary address
of the mobile host 146 or the broadcast address on

its home network or on the network it migrates. How-
ever, what the broadcast address field 140 indicates

depends on type of the message 204. Whether the
message 204 is the request or the response also de-
vices the content of the broadcast address field 140.

The authentication information field 141 indi-
cates if a source address coincides with the sender's
address.

[outline of communication operation]

The home migration communication control de-
vice 101 and the visitor migration communication con-
trol device 109.109’ is basically employed to transfer
the data packettransmitted bythe stationary host 151
as well as post to the stationary host 151 the updated
temporary address of the mobile host 146. Under-
standing of such operations will be helped by the fol-
lowing two points.

1. Transfer of the data packet and posting of the
updated temporary address are conducted only
when the mobile host 146 migrates from its home
network to another network. The home network

refers to the one to which the home migration
communication control device is attached.

2. Posting of the updated temporary address is
conducted only when the autonomous flag F is 1,
which indicates the visitor migration communica-
tion control device 109, attached to the same net-

work as is the mobile host 146, provides the
packet transfer service. Otherwise. the data
packet transmitted by the stationary host 151 to
the posted temporary address will not be re-
ceived by the mobile host 146 when the mobile
host 146 migrates to another network.

[communication operation 1]

An example of the communication operation is
described hereunder. In the communication operation
1 the visitor migration communication control device
109.109’ provides the packet transfer service when
the mobile host 146 migrates from the network A to
the network B, further from the network B tothe net-
work C.

[migration from network A to network B]

The operation at the migration of the mobile host
146 from the network A to the network B is described

with referring to FlGs. 26-29. FIG. 26 shows a flow of
the data packet transmitted between the devices;
FIG. 27 shows a communication sequence ofthe data
packet: FIG. 28 shows construction of each data
packet; and FIG. 29 shows the contentof the address
hold unit 119 etc.

When the mobile host 146 is attached to the net-

work A, the home mobile host list hold unit 102 in the

home migration communication control device 101
holds the home address a both as the home address

and the temporary address of the mobile host 146.
Thereby the home migration communication control
device 101 detects that the mobile host 146 is attach-
ed to the network A.

The address hold unit 119 in the mobile host 146
holds the home address a and the broadcast address
Aba on the network A.

When the mobile host 146 migrates to the net-
work B, the application unit 124 orders the operation
of the migration unit 120 in accordance with the in-
slruction given by the operator. The temporary ad-
dress [3 is assigned to the mobile host 146 on the net-
work B, and the address obtainment unit 116 obtains

it. The migration unit 120 stores into the address hold
unit 119 the temporary address [5 together with the
home address or and the broadcast address Aba.

(1) The autonomous support unit 1 21 transmits to
the visitor migration communication control de-
vice 109, which is attached to the network B, the

data packet including the autonomous packet
transfer support check message 147 which holds
the home address a and the temporary address
B. The destination address of the data packet is
the broadcast address shared by every network,
such as an address where every bit is 1. The mes-
sage 147 does not necessarily hold the home ad-
dress 0. and the temporary address [3 although
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they can be used in checking the security of the
network if it does. Also the message 147 holding
the home address or and the temporary address
y can take the place of a mobile host visit mes-
sage 146, which will be described later.
(2) The autonomous support unit 114 in the visitor
migration communication control device 109 re-
sponds to the autonomous support unit 121 with
the response message 147R where broadcast
address Bba is set and the autonomous flag F in
the autonomous flag field 135 indicates 1 to in-
form that the device 109 provides the packet
transfer service.

The mobile host 146 transmits the data pack-
et to the visitor migration communication control
device 109. The broadcast address Bba is em-

ployed as the destination address of the data
packet and it is set in the response message
147R; however. this is not an obligation.

That is, when the response message 147R
does not hold the broadcast address Bba, the fol-

lowing means can be employed. First. the broad-
cast address shared by every network can be
employed, which is described in the above. Sec-
ond, the source address, which is set in the head-

er of the data packet comprising the response
message 147R, can be employed. Third, a so
called name service can be employed, where a
server device on the network system informs the
broadcast address Bba. Finally. when the ad-
dress assigned to each of the devices. which are
attached to the network, consists of the network

address being unique for the network and a de-
vice address being unique for the devices, and
the broadcast address on each network consists
of such network address and the device address

where the value of every bit is 1, the network ad-
dress Bba can be generated by employing the
network address included in the temporary ad-
dress B ofthe mobile host 146.
(3) The address post unit 122 transmits to the
home migration communication control device
101 the address post message 148. The mes-
sage 148 includes the value 1 of the autonomous
flag F, which is obtained from the response mes-
sage, home address (1, the temporary address [3
on the network B. and the broadcast address
Bba, and the broadcast address Aba is the des-

tination address of the address post message
148.

When the address post unit 107 in the home
migration communication control device 101 re-
ceives the address post message 148, the mo-
bile host transfer unit 104 stores in the home mo-

bile host list hold unit 102 the temporary address
B, the va|ue1 of the autonomous flag 1, and the
broadcast address Bba by corresponding them to
the home address a. Since the home address a

had been stored as the temporary address before
the temporary address [3 was stored. the mobile
host transfer unit 104 knows that the mobile host

146 has migrated from the network A to the net-
work B; therefore, itdoes not transmit the mobile

host transfer message to the visitor migration
communication control device 109,109‘. That is,
the data packet transmitted by the stationary host
151 to the home address aofthe mobile host 146

is received by the home migration communica-
tion control device 101 and transferred thereby to
the temporary address B; therefore, the visitor
migration communication control device
109.109’ is not employed here.
(4) The address post unit 107 notifies the address
post unit 122 that it has received the address post
message 148 by sending the response message
148R.

(5) Since the visitor migration communication
control device 109 provides the packet transfer
service, the mobile host visit unit 123 transmits to

the visitor migration communication control de-
vice 109 the mobile host visit message 149 in-
cluding the home address (1. and the temporary
address [3, so that the device 109 is notified that
the mobile host 1415 has migrated to the network
B. The mobile host visit message 149 is destined
for the broadcast address Bba.

The mobile hostvisit unit 113 inthe visitor mi-

gration communication control device 109 re-
ceives the mobile host visit message 149 and
stores into the visitor mobile hostlist hold unit 110

the home address ct as well as the temporary ad-
dress B. The temporary address B is stored also
as the updated temporary address of the mobile
host 146. which will be assigned when the mobile
host 146 migrates from the network B to another
network; thereby, the visitor migration communi-
cation control device 109 detects that the mobile

host is currently attached to the network B.
(6) The mobile host visit unit 113 notifies the mo-
bile host visit unit 123 by sending the response
message 149R that it has received the mobile
host visit message 149.

[communication between the stationary host 151
and the mobile host 146 on the network B]

The operation atthe communication between the
stationary host 151 and the mobile host 146 when the
mobile host is attached to the network B is described

hereunder with referring to FlGs. 30-33. which are rel-
evant for FlGs.26-29.

(1) The application unit 161 in the stationary host
151 directs the transmission of the noncapsulat-
ed data packet, whose destination is the home

address 0., despite the migration of the mobile
host 146. Immediately after the mobile host 146
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migrates to the network B, that is, when the ad-
dress hold unit 128 does not hold the home ad-

dress 0. and the temporary address [3, the trans-
fer packet transmission unit 126 is not notified of

the migration; therefore, it generates the noncap-
sulated data packet 152 and transmits it to the
home address a in accordance with the direction

from the application unit 151.
The noncapsulated data packet 152 is not re-

ceived by the mobile host 146, which is not at-
tached to the network A. but by the packet mon-
itoring unit 106 in the home migration communi-
cation control device 101 since the home mobile
host list hold unit 102 in the device 101 holds the

home address a as well as the temporary ad-
dress [1, which coincides with the destination ad-
dress of the noncapsulated data packet 152.
(2) The packet transfer unit 103 in the home mi-
gration communication control device 101 gener-
ates an encapsulated data packet including the
noncapsulated data packet 152, which is re-
ceived by the packet monitoring unit 106, and the
packet transfer message 153, which informs the
transfer of the noncapsulated data packet 152;
and transmits it to the temporary address B. The
packet transfer message 153 includes the value
0 in the field 133, which indicates that no re-

sponse is requested. as well as the value Oon the
counter in the field 136, which indicates that the

packet transfer message is the first message
added to the noncapsulated data packet 152. As
is described, no response is requested by the
packet transfer message 153. That is, the appli-
cation unit 161 of the stationary host 151 and the
application unit of the mobile host 146, rather
than the home migration communication control
device 101 and the migration address unit 115,
confirm that the mobile host 146 receives the

noncapsulated data packet 152.
The transfer packet reception unit 118 in the

mobile host 146 receives the encapsulated data
packet including the packet transfer message
153 and the noncapsulated data packet 152.
since it is destined for the temporary address [3,
which is held in the address hold unit 119. The
unit 118 then detects that the destination address

of the noncapsulated data packet 152 is the
home address a, and sends the data etc. in the

noncapsulated data packet 152 to the application
unit 124.

Thus, the communication between the appli-
cation unit 124 and the application unit 161 is not
affected by the migration of the mobile host 146.
(3) The packet transfer unit 103 transmits the en-
capsulated data packet including the data packet
transfer message. It also directs, after detecting
that the autonomous flag F indicates 1, the mo-
bile host transfer unit 104 to transmit to the sta-

tionary host 151 the data packet including the
mobile host transfer message 154 where the
home address or. and the temporary address [3 are
set. Finally, the unit 104 transmits the data packet
to the stationary host 151.

The mobile host transfer unit 130 in the sta-

tionary host 151 receives the mobile host transfer
message and stores into the address hold unit
128 the home address a and the temporary ad-
dress ti.
(4) The mobile host transfer unit 130 responds to
the mobile host transfer unit 104 with the re-

sponse message 154R.
(5) When the application unit 161 directs the
transmission of the noncapsulated data packet to
the home address a. after the address hold unit

128 holds the home address a. and the temporary
address 0, the transfer packet transmission unit
126 first generates a noncapsulated data packet
destined for the home address a, then generates
an encapsulated data packet including it and a
packet transfer message 155. The encapsulated
data packet is then transmitted to the temporary
address I}. Thus, once the home migration com-
munication control device 101 notifies the sta-

tionary host 151 of the home address or and the
temporary address B, the stationary host 151 is

able to transmit the data packet to the temporary
address [3 of the mobile host 146, and the home
migration communication control device 101 is
not employed.
On the other hand, when data is transmitted from

the mobile host 146 to the stationary host 151, the Se
is employed as the destination address (1 and the
home address is employed as the source address;
and the noncapsulated data packet is transmitted
from the address a to the address Sa.

Thus, even when all the noncapsulated data
transmitted by the stationary host 151 is destined for
the home address or, the home migration communica-
tion device 101 transfers the data to the updated tem-
porary address of the mobile host; thereby, the corn-
munication between the mobile host 146 and the sta-

tionary host 151 is implemented, and the convention-
al device can be employed as the stationary host 151,
which broadens a practicability of the network sys-
tem.

Whereas, when the network system checks the
original source address of the data packet ora trans-
fer path of the data packet, the transmission unit may
be built in the mobile host 146 like the transfer packet
transmission unit 126 in the stationary host 151, and
also the reception unit may be built in the stationary
host 151 like the transfer packet reception unit 118 in
the mobile host 146; and the encapsulated data pack-
et including the packet transfer message and the non-
capsulated data packet may be transmitted there-
between.
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[migration from network B to network C]

The operation at the migration of the mobile host
146 from the network B to the network C is described

hereunder with referring to FIGS. 34-37. relevant for
FIGS. 26-29.

(1 )-(4) The operation related to transmission of an
autonomous packet transfer support check mes-

sage 147', a response message 147R’, an ad-
dress post message 148’, and a response mes-
sage 148' between the mobile host 146 and the
visitor migration communication control device
109’ is substantially same as the operation relat-
ed to transmission of messages between the mo-
bile host 146 and the visitor migration communi-
cation control device 109. which is conducted

when the mobile host 146 migrates to the net-
work B. However, the operation at the migration
from the networkA to the network B and the op-
eration at the migration from the network B and
the network C are different from each other in

part of the operation of the home migration com-
munication control device 101 conducted after it

responds to the received address post message
148' with the response message 148R.
(5) When the address post unit 107 receives the
address post message 148’, the mobile host
transfer unit 104 in the home migration commu-
nication control device 101 detects that the mo-
bile host been attached to the network B before

migrating to the network C since the temporary
address 13 has been stored as the temporary ad-
dress. Then, the mobile host transfer unit 104

sends to the visitor migration communication
control device 109 the data packet including both
the home address a and the temporary address
7, so that t he device 109 transfers the data packet
transmitted by the stationary host 151 from the
temporary address B to the temporary address y.
The data packet received by the visitor migration
communication control device is destined for the
broadcast address Bba.

In accordance with the address post mes-
sage 148’, the mobile host transfer unit 104
stares into the home move host list hold unit 102

the temporary address y, the value 1 of the au-
tonomous flag F, and the broadcast address Cba
by corresponding them to the home address a.

Receiving the data packet including the mo-
bile host transfer message 150, the mobile host
transfer unit 112 in the visitor migration commu-
nication control device 109 stores into the visitor

mobile host list hold unit 110 the temporary ad-

dress y newly assigned to the mobile host 146
and the value 1 ofthe autonomous flag F by cor-
responding them to the home address oz.
(6) The mobile host transfer unit 112 notifies the
mobile host transfer unit 104 that it has received

the mobile host transfer message 150 by sending
thereto the response message 150R.

(7). (8) The transmission of a mobile host visit
message 149’ and a response message
149R’ between the mobile host 146 and the vis-

itor migration communication control device 109',
which is conducted when the device 109' pro-
vides the packet transfer service, is substantially
same as the transmission of messages between

the mobile host 146 and the visitor migration
communication control device 109, which is con-

ducted when the mobile host 146 migrates to the
network B.

[communication between mobile host 146 attached

to network C and stationary host 151]

Transmission of the data packet from the station-
ary host 151 to the mobile host 146 when the mobile
host is attached to the network C is described with re-

ferring to FIG. 38-41, which are relevant for FlG. 26-
29.

The transmission is substantially same as the
transmission between the stationary host 151 and
the mobile host 146 when the mobile host 146 is at-

tached to the network 8, except thatthe visitormigra—
tion communication control device 109 instead of the

home migration communication control device 101 is
employed.

(1) When the stationary host 151 is not notified
that the mobile host 146 has migrated from the
network B to the network C. the stationary host
151 generates the encapsulated data packet in-
cluding the noncapsulated data packet, which is
destined for the home address 0.. and the packet
transfer message 156; then transmits it to the
temporary address (3. This is substantially the
same as (5) in the communication between the
stationary host 151 and the mobile host 146 at-
tached the network B.

The data packet transmitted by the station-
ary host is not received by the mobile host 146
since the mobile host is not attached to the net-

work B. The data packet is received by the packet
monitoring unit 106 in the visitor migration com-
munication control device 109 since the visitor
mobile host list hold list unit thereof holds the

temporary address [3 besides the temporary ad-
dress 7.
(2) The visitor migration communication control
device 109 transmits to the temporary address y
of the mobile host 146 the data packet including
the packet transfer message 157, which is sub-
stantially same as (2) in the communication be-
tween the stationary host 151 and the mobile
host 146 on the network B except a difference
described hereunder.

The home mobile host migration communi-
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cation control device 101 receives the noncapsu-

lated data packet 152 and generates an encapsu-
lated data packet comprising the received non-
capsulated data packet 152 and the packet trans-

fer message 153. On the other hand, the visitor
migration communication control device 109 re-
ceives the encapsulated data packet comprising
the packet transfer message 156 and the packet
transfer unit 111 converts the data packet by
changing the destination address from the tem-
porary address [3 into the temporary address y as
well as converting the packet transfer message
156 into the packet transfer message 157, whose
value on the counter is incremented by 1.
(3)-(5) The visitor migration communication con-
trol device 109, the stationary host 151, and the
mobile host 146 on the network C operate sub-
stantially same as the home migration communi-
cation control device 101, the stationary host
151, and the mobile host 146 on the network B,

which is described the above in (3)-(5); thereby
the mobile host transfer message 158 and the re-
sponse message 158R are transmitted, and the
data packet including the packet transfer mes-
sage 160 is transmitted by the stationary host
151 to the mobile host 146 attached to the net-
work C.

If the stationary host 151 does not transmit any
data packet to the mobile host 146, which is attached
to the network 8, the stationary host is not notified of
either the temporary address [3 or the temporary ad-
dress 7; therefore, the stationary host 151 transmits
the data packet to the home address at even when the
mobile host 146 has migrated from the network B to
the network C. When this occurs, the home migration
communition control device 101, as does the visitor

migration communication device 109, transfers the
data packet from the home address or to the temper-
ary address y, then notifies the stationary host 151 of
the updated temporary address y of the mobile host
146 so that the stationary host 151 will be able to di-
rectly transmit the data packet. which comprises the
packet transfer message. to the mobile host 146 at-
tached to the network C.

Further, when the mobile host 146 migrates to
the network, to which the visitor migration communi-
cation control device is attached to provide the packet
transfer service, the stationary host 151 may transmit
the data packet destined for any of the addresses (1.
B, or y. When the data packet is transmitted to the

home address 0. or the temporary address 7, the
home migration communication control device 101 or
the visitor migration communication control device
109'. which is notified of the updated temporary ad-
dress of the mobile host146, transfers the data pack-
et to the updated temporary address; then it notifies
the stationary host 151 of the updated temporary ad-
dress of the mobile host.

When the data packet is transmitted to the tem-

porary address [3 of the mobile host 146, the visitor
migration communication control device 109 receives
it. Since the device 109 is notified of only the tempor-

ary address 7, it transmits the data packet comprising
the packet transfer message to the temporary ad-
dress 7 as well as transmits the mobile host transfer
message to notify the stationary host 151 of the tem-
porary address y. The visitor migration communica-
tion control device 109’ receives the data packet corri-
prising the packet transfer message. which is des-
tined for the temporary address y, and transmits it to
the updated temporary address of the mobile host
146; then transmits the mobile host transfer message
to notify the stationary host 151 of the updated tem-
porary address. Also the visitor migration communi-
cation control device 109' obtains the address of the

visitor migration communication control device 109
from the source address of data packet transmitted
thereby, and transmits the mobile host transfer mes-
sage to the device 109. Thus, the visitor migration
communication control device 109' obtains the updat-
ed temporary address of the mobile host 146, and
transfers the data packet to the mobile host 146 as
well as notifies stationary host 151 of the obtained up-
dated temporary address.

[communication operation 2]

Another example of the communication opera-
tion is described hereunder. In the communication op-
eration 2 the visitor migration communition control

' device 109 does not provide the packet transfer ser-
vice when the mobile host 146 migrates from the net-
work A to the network B. further from the network B
to the network C.

As shown in FIG. 42, when the device 109 does

not provide the packet transfer service. the autono-
mous packet transfer support check message 181,
transmitted by the mobile host 146 which has migrat-
ed from the networkAto the network B, is responded
with the response message 181 R where the autono-
mous flag F in the autonomous flag field 135 indi-
cates 0. Thereby, the autonomous flag field 135 in
the address post message 182, which is transmitted
bythe mobile host 146 to the home migration commu-
nication control device 101, obtains the value 0, and
the value 0 is held in the home mobile host list hold

unit 102 in the device 101. The mobile host 146 does

not transmit the mobile host visit message to the vis-

itor migration communication control device 109.
As shown in FIG. 43, receiving from the station-

ary host 151 the noncapsulated data packet 183,
which is destined for the home address a. the home

migration communication control device generates
the encapsulated data packet comprising the re-
ceived noncapsulated data packet 183 and the pack-
et transfer message 184, and transmits it to the tem-
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porary address [5, as is in the communication opera-
tion 1.

However, recognizing the value 0 on the autono-
mous flag F, which is held in the home mobile host list
hold unit 102, the device 101 does not transmit to the

stationary host 151 the mobile host transfer message
including the temporary address B. Therefore. every
data packet transmitted by the stationary host 151 is
destined for the home address (1, and it is transferred

to the mobile host 146 by the home migration commu-
nication control device 101. Thus, the stationary host
151 is not notified of the temporary address [5 since
the data packet transmitted to the address other than
the home address 0. is not transferred by the device

109; therefore it is not received bythe mobile host 146
when it departs the network B to migrate to the net-
work C.

When the visitor migration communication con-
trol device 109'. which is attached to the network, pro-
vides the packet transfer service, the home migration
communication control device 101 notifies the sta-

tionary host 151 of the temporary address y when it
transmits the noncapsulated data to the home ad-
dress 0.. so that the stationary host 151 is able to di-
rectly transmit the data packet comprising the non-
capsulated data packet and the packet transfer mes-
sage to the mobile host 146 on the network C.

When the visitor migration communication con-
trol device 109 does not provide the packet transfer
service, the home migration communication control
device 101 does not necessarily notify the device 109
of the temporary address y of the mobile host 146 as-
signed when it has migrated from the network B to the
network C. However, the construction of the device
101 will be simplified if it conducts the same operation
either or not the packet transfer service is provided

since the visitor migration communication control de-
vice 109 ignores the mobile host transfer message.

Also the device 109 may respond to the autono-
mous packet transfer support check message 181
only when it provides the data packet transfer service;
therefore, the presence or absence of the response

message 181R indicates to the mobile host 146
whether or notthe data packet transfer service is pro-
vided. In the above operation the value 0 of the au-
tonomous F also indicates that the packet transfer
service is not provided, whereas absence of the re-
sponse message to the message 181 can indicate the
absence ofthe packet transfer service, which will sim-
plify construction of mobile host 146.

[communication operation 3]

The final example of the communication opera-
tion is described hereunder. In the communication op-

eration 3 the visitor migration communication control
device 109’ does not provide the packet transfer ser-
vice whfle the visitor migration communication control

device 109 does.

As shown in FIG. 44, when the packet transfer
service is not provided by the visitor migration com-
munication control device 109', the mobile host 146

transmits to the home migration communication con-
trol device 101 the address post message 182‘ where
the value 0 is set at the autonomous flag F. Then. the
home migration communication control device 101
transmits to the device 109 the mobile host transfer

message 185 by setting the value 0 at the autono-
mous flag F.

When detecting the value 0 at the autonomous
flag F, the visitor migration communication control de-
vice 109 ceases to provide the packet transfer ser-
vice.

As shown in FIG. 45, even after cease of the data

packet transfer service, the stationary host 151 may
transmit to the temporary address the data packet
comprising the noncapsulated data packet and the
packet transfer message 186.

When this happens, the visitor migration commu-
nication control device 109 obtains the noncapsulat-
ed data packet 187 from the received encapsulated
data packet and transmits it to its destination address,
the home address oi. The noncapsulated data packet
187 is then received by the home migration commu-
nication control device 101, which is attached to the

network A. Finally, the home migration communica-
tion control device 101 transfers the noncapsulated
data packet 187 together with the packet transfer
message 188 to the temporary address y of mobile
host 146, which is attached to the network C.

The visitor migration communication control de-
vice 109 notifies the stationary host 151 thatthe mo-
bile host 146 is attached to the network A instead of

the network C by sending the mobile host transfer
message 189 where the home address 0. is set in the
temporary address field 139. Then, the stationary
host 151 transmits the noncapsulated data packet
187 to the home address a, and it is transferred bythe
home migration communication control device 101.
which is employed to take the place of the visitor mi-

gration communication control device 109. As an-
other option, the device 109 may send the mobile
host transfer message 189 where the invalid address
is set, such as the address where every bit is 1. Then,
the home migration communication control device
101 may notify the stationary host 151 of the home
address a in accordance with the address inquiry ob-
tained from the stationary host 151.

The operation described the above will be em-
ployed when the visitor migration communication
control device 109 ceases to provide the packet
transfer service operation regardless whether or not
the device 109’ provides the packet transfer service.

On the other hand, the visitor migration commu-
nication device 109 may restart the packet transfer
service even when the device 109’ ceases to provide
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the service.

in this case. the home migration communication

control device 101 needs to provide the visitor migra-
tion communication control device 109 with the up-
dated temporary address at every migration of the
mobile host 146 unless the mobile host migrates to
the network to which another visitor migration com-
munication control device is attached and provides
the packet transfer service. To realized it, for exam-

ple, when the value of the autonomous flag F in the
address post message is 0 to indicate thatthe device
109‘ does not provide the packet transfer service. the
broadcast address Bba as the destination address of

the mobile host transfer message. which is transmit-
ted to the device 109, will not be renewed.

Additionally. the broadcast address as the des-
tination address of the data packet, which is transmit-
ted by the mobile host 146, can be replaced with the
address Ha. Va. Va‘. each of which is unique to each
device. The address unique to each device will be ob-
tained by detecting the source address of the data
packet received from each device, or by employing a
so called name service.

Also in the second embodiment, the home migra-
tion communication control device 101 detects
whether or not the mobile host 1465 is attached to the

same network from what is held as the temporary ad-
dress in the address hold unit; to be precise, whether
or not the home address (1. is held as the temporary
address. However, this can also be detected by know-
ing in which table the temporary address is held. For
example, when the device 101 and the mobile host
146 are attached to the same network, the first table
holds the addresses, such as the home address (1.;
whereas, the second table holds the addresses when
the device 101 and the mobile host 146 are attached
to the different network from each other. Value of the

autonomous flag F, 0 or 1, can also be utilized in the
same way.

Further. the home migration communication con-
trol device 101 and the visitor migration communica-
tion control device 109, 109' may be employed as a
host such as the mobile host 146 or the stationary
host 151.

Finally, the home migration communication con-
trol device 101, the visitor migration communication
control device 109, the mobile host 146, and the sta-
tionary host 156 may be constructed identically and
can be replaced with each other.

Although in the embodiment the application unit
124 starts its operation before being notified of updat-
ed temporary address [}; therefore it always transmits
the data packet to the home address a of the mobile
host 146. it can transmit the data to the temporary ad-
dress [3 if is starts its operation after obtaining the
temporary address 13.

Although the present invention has been fully de-
scribed by way of examples with reference to the ac-

companying drawings, it is to be noted that various
changes and modifications will be apparent to those
skilled in the art. Therefore, unless otherwise such

changes and modifications depart from the scope of
the present invention, they should be constructed as
being included therein.

Claims

1. A migration communication control device con-
structed to control a communication between a

mobile node and a partner node. the mobile node
migrating across networks and obtaining an ad-
dress assigned on each network while the part-

ner node being a communication partner of the
mobile node, comprising a first migration control
unit, a second migration control unit, a third mi-
gration control unit. the second migration control
unit being placed on the mobile node and the
third migration control unit being placed on the
partner node,

wherein the first migration control unit
comprises:

packet transfer means for receiving a
packet which was destined for an outdated ad-
dress of the mobile node, the outdated address

assigned when the mobile node migrated to a
network to which the first migration control unit is
attached, generating a conversion packet which
holds an updated address instead of the outdated
address, and transmitting the conversion packet;
and

address post means for transmitting an ad-
dress post message which indicates the updated
address of the mobile node to the third migration
control unit, the third migration control unit trans-
mitting the packet received by the packet transfer
means, and

the second migration control unit compris-
es:

migration post means for transmitting to
the first migration control unit a migration post
message which indicates the updated address of
the mobile node when the mobile node migrates
to another network; and

packetresumption meansfor receiving the
conversion packet from both the first migration
control unit and the third migration control unit
and resuming an original packet from the conver-
sion packet, and

the third migration control unit comprises:
packet conversion means for converting a

destination address of a packet. the packet to be
transmitted to the mobile node, into the updated
address indicated by the address post message,

the address post message sent bythe first migra-
tion control unit, and transmitting it to the mobile
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node.

The migration Communication control device of
Claim 1, wherein the migration postmeans in the
second migration control unit transmits an identi-
fication key included in the migration post mes-
sage, the identification key being employed to
identify the mobile node.

The migration communication control device of
Claim 2, wherein the identification key is an ad-
dress of the mobile node assigned at one net-
work before the network to which the mobile

node is currently attached.

The migration communication control device of
Claim 2, wherein the identifimtion key is an ad-
dress of the mobile node assigned before its ini-
tial migration.

The migration communication control device of
Claim 1; wherein the second migration control
unit is constructed to transmit to the third migra-
tion control unit the packet which has the same
format as the resumed packet.

The migration communication control device of

Claim 1, wherein the first migration control unit
further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other; and

address comparison means for comparing
the destination address of the received packet
with the outdated address. wherein

the packet transfer means generates the
conversion packet and transmits it when the ad-
dress comparison means detects that the destin-
ation address of the received packet coincides
with the outdated address.

The migration communication control device of
Claim 1, wherein the first migration control unit
further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other; and

address comparison means for comparing
the destination address of the packet received by
the packet transfer means with the outdated ad-
dress, wherein

the address post means transmits the ad-
dress post message which indicates the updated
address of the mobile node to the third migration
control unit, the third migration control unit trans-
mitting the packet received by the packet transfer
means. when the address comparison means de-
tects that the destination address of the packet
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coincides with the outdated address.

The migration communication control device of
Claim 1, wherein the second migration control
unit further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other; and

address comparison means for comparing
the updated address with the destination ad-
dress of the packet received from one of the first
migration control unit and the third migration con-
trol unit, wherein

the packet resumption means resumes
the original packet from the conversion packet
when the address comparison means detects
that the updated address coincides with the des-
tination address of the packet received from one
of the first migration control unit and the third mi-
gration control unit.

The migration communication control device of
Claim 1, wherein the third migration control unit
further comprises:

address hold means for holding the out-
dated address and the updated address of the
mobile node by corresponding them with each
other; and

address comparison means for comparing
the outdated address in the address hold means

with the destination address of the packet to be
transmitted to the mobile node, wherein

the packet conversion means converts
the destination address of the packet to be trans-
mitted to the mobile node into the updated ad-
dress which corresponds tothe outdated address
in the address hold means when the address

comparison means detects the outdated address
in the address hold means coincides with the

destination address of the packet.

. The migration communication control device of
Claim 1, wherein there are a plurality of the first
migration control units, and the second migration
control unit transmits the migration post message
to at least one of the first migration control units.

. The migration communication control device of
Claim 10, wherein the migration post means In
the second migration control unit transmits the
migration post message to the first migration con-
trol unit which is attached to the network to which

the mobile node was attached before its migra-
tion.

each of the first migration control units has
migration post means for transmitting to one of
the other first migration control units a migration
post message to post the same address as the
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updated address indicated by the migration post
message received from the second migration
contml unit, and

each of the first migration control units has
migration post means for transmitting a migration
post message from one of the other first migra-
tion control units to another first migration control
unit to post the same address as the updated ad-
dress indicated by the received migration post
message.

The migration communication control device of
Claim 11, wherein each of the first migration con-
trol units and the second migration control unit
further comprise pointer hold means for holding
pointers related to the first migration control unit
to which the migration post message is transmit-
ted, and wherein

the migration post means in each of the
first migration control units and the migration post
means in the second migration control unit trans-
mit the migration post message to each of the ad-
dresses related to each of the pointers.

The migration communication control device of
Claim 12, wherein each ofthe pointers is a broad-
cast address of the network to which one of the

first migration control units is attached.

. The migration communication control device of
Claim 12, wherein each of the pointers is an ad-

dress which is assigned to one of the first migra-
tion control units uniquely.

The migration communication control device of
claim 12, wherein each of the pointers is the ad-
dress of the mobile node which is assigned when
the mobile node is attached to the same network

as is the first migration control unit, and
the migration post means in the first mi-

gration control unit and the migration post means
in the "second migration control unit obtain the
broadcast address of the network to which each

of the first migration control units is attached with
referring to the address of the mobile node, and
transmits the migration post message to the ob-
tained broadcast address.

. The migration communication control device of
Claim 12, wherein the pointer hold means in the
second migration control unit holds a pointer re-
lated to a first migration control unit for the latest
migration, which is the first migration control unit
being attached to one network before the net-
work to which the mobile node is currently attach-
ed, and

the pointer hold means in the first migra-
tion control unit holds a pointer related to another
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first migration control unit attached to the same
network as was the mobile node attached before

migrating to the network to which the first migra-
tion control unit is attached.

. The migration communication control device of
Claim 12, wherein the second migration control
unit further transmits to the first migration control
unit the pointer by sending thereto the migration
post message. the pointer to be held by the first
migration control unit.

. The migration communication control device of
Claim 17. wherein the first migration control unit
stores into the pointer hold means the pointer
when it receives from the second migration con-
trol unit the migration post message by corre-
sponding the pointer with the updated address
indicated by the received migration post mes-
sage.

. The migration communication control device of
Claim 11, wherein each ofthe first migration con-
trol units further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other, wherein

migration post message means stores into
the address hold means the outdated address

and the updated address by corresponding them
with each other when it receives from the second

migration control unit the migration post mes-
sage, while converts the updated address in the
address hold means into the updated address in-
dicated by the migration post message when itre-
ceives from the first migration control unit the mi-
gration post message and the outdated address
indicated by the migration post message coin-
cides with one of the updated addresses in the
address hold means.

. The migration communication control device of
Claim 1. wherein the first migration control unit is
placed on a gateway, which connects networks.

. The migration communication control device of
Claim 1, wherein the first migration control unit is
placed on the network as an individual node.

. The migration communication control device of
Claim 10, wherein the migration post means in
the second migration control unit transmits the
migration post message to a home migration con-
trol unit. the home migration control unit being the
first migration control unit which is attached to a
network where the mobile node left for its initial

migration, and
the home migration control unit further
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comprises home migration post means for trans-
mitting a migration post message to a first migra-
tion control unit for the latest migration. the first
migration control unit for the latest migration be-
ing the first migration control unit which is attach-
ed to the network where the mobile node left for

the latest migration, to post the same updated ad-
dress as is indicated by the migration post mes-
sage received from the second migration control
unit.

. The migration communication control device of
Claim 22, wherein the first migration control unit
further comprises migration post means for trans-
mitting the migration post message indicating the
updated address of the mobile node to one of the
other first migration control units when the con-
version packetdestined for the outdated address
of the mobile node was sent therefrom to the first

migration control unit.

The migration communication control device of
Claim 22, wherein the migration post means in
the second migration control unit transmits to the
home migration control unit the migration post
message where a home address and the updated
address are corresponded with each other, the

home address assigned when the mobile node is
attached to the same network as is the home mi-

gration control unit,
and each ofthe packet transfer means and

the address post means in the home migration
control unit transmits the conversion packet and
the address post message respectively with re-
ferring to the above home address and the updat-
ed address.

. The migration communication control device of
Claim 24, wherein the second migration control
unit further comprises an outdated address post
means for transmitting to the first migration con-
trol unit for the latest migration an outdated ad-
dress post message where the outdated address
and the home address are corresponded with
each other, the outdated address being assigned

to the mobile node before the latest migration,
the home migration post means in the

home migration control unit transmits to the said
first migration control unit for the latest migration
the migration post message where the above
home address and the updated address are cor-
responded with each other. and

the packet transfer means and the ad-
dress post means in the first migration control

unit for the latest migration transmit the conver-
sion packet and the address post message re-
spectively in accordance with the outdated ad-
dress and the updated address, the outdated ad-
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dress and the updated address being corre-
sponded with each other via the home address.

26. The migration communication control device of
the Claim 25, wherein the outdated address post
means in the second migration control unit trans-
mits the above outdated address post message
at a migration of the mobile node preceding the
latest migration, and

each of the migration post means in the
second migration control unit and the home mi-
gration post means in the home migration control
unit transmits the above migration post message
at the latest migration of the mobile node.

. The migration communication control device of
Claim 22, wherein the second migration control
unit further comprises home migration control
unit pointer hold means for holding a pointer re-
lated to the home migration control unit,

the migration post means in the second
migration control unit transmits the migration post
message to the address related to the pointer,

the home migration control unit further
comprises pointer hold means for the latest mi-

gration for holding a pointer related to the first mi-
gration control unitfor the latest migration, and

the home migration post means in the
home migration control unit transmits the migra-
tion post message to the address related to the
pointer.

. The migration communication control device of
Claim 27, wherein each of the above pointers is
the broadcast address of the network to which

each of the first migration control units is attach-
ed.

The migration communication control device of
Claim 27, wherein each of the above pointers is
the address assigned to each of the first migra-
tion control units uniquely.

. The migration communication control device of
Claim 27, wherein the second migration control
unit further comprises pointer obtainment means

for requesting to t he first migration control unit for
the latest migration the pointer related to the first
migration control unit for the latest migration, and

the migration post means in the second
migration control unit posts the obtained pointer
to the home migration control unit together with
the updated address by sending thereto the mi-
gration post message.

. The migration communication control device of
Claim 30, wherein the migration post means in
the second migration control unit posts to the
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home migration control unit the pointer at the mi-
gration of the mobile node preceding the latest
migration, while the migration post means posts
the above updated address at the latest migra-
tion of the mobile node.

. The migration communication control device of
Claim 22. wherein the first migration control unit
further comprises address post suppressing
means for suppressing transmission of the ad-
dress post message from the address post
means to the third migration control unit, and

the address post suppressing means sup-
presses transmission of the address post mes-
sage when none of the first migration control
units is attached to the same network as is the
mobile node.

. The migration communication control device of
Claim 32, wherein the second migration control
unit further comprises detect means for detecting
whether or notthe first migration control unit is at-
tached to the network to which the mobile node

migrates,
the migration post means in the second

migration control unit transmits to the home mi-
gration control unit the migration post message
which includes the detecting result of the above
detect means togetherwith the updated address,

the home migration post means in the
home migration control unit transmits to the first
migration control unit for the latest migration the

migration post message which includes the de-
tecting result of the above detect means together
with the updated address. and

the address post suppressing means in
each of the home migration control unit and the
first migration control unit for the latest migration
suppress the transmission of the address post
message in accordance with the detecting result
of the above detect means.

. The migration communication control device of
Claim 22, wherein the first migration control unit
further comprises packet transfer suppressing
means for suppressing transfer ofthe packet con-
ducted by the packet transfer means.

. The migration communication control device of
Claim 34. wherein the first migration control unit
further comprises address post suppressing
means for suppressing transmission of the ad-
dress post message from the address post

means to the third migration control unit. and the
address post suppressing means in the first mi-
gration control unit being attached to a network to
which the mobile node is not attached, suppress-
es the transmission ofthe address post message
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when the packet transfer suppressing means in
the first migration control unit for the latest migra-
tion suppresses transfer of the packet.

. The migration communication control device of

Claim 35, wherein the second migration control
unit further comprises detect means for detecting
whether or not the packet transfer suppressing
means in the first migration control means sup-
presses the transferof t he packet, the first migra-
tion control means being attached to the network
to which the mobile node migrates, and

the migration post means in the second
migration control unit transmits to the home mi-
gration control unit the migration post message

which includes the detecting result of the above
detect means together with the updated address,

the home migration post means in the
home migration control unit transmits to the first
migration control unit for the latest migration the
migration post message which includes the de-
tecting result of the detect means together with
the updated address, and

the address post suppressing means in
each of the home migration control unit and the
first migration control unit for the latest migration
suppresses the transmission of the address post
message in accordance with the detecting result
of the above detect means.

. The communication control device of Claim 36,

wherein the packet transfer suppressing means
in the first migration control unit for the latest mi-
gration suppresses the transfer of the packet
conducted by the packet transfer means. when
the packet transfersuppressing means in the first
migration control unit being attached to the net-
work to which the mobile node migrates sup-
presses the transfer of the packet.

. A packet transfer migration control unit in a migra-
tion communication control device, the migration
communication control device being constructed
to control a communication between a mobile

node and a partner node, the mobile node migrat-
ing across networks and obtaining an address
assigned on each networkwhie the partner node
being a communication partner of the mobile
node. comprising:

packet transfer means for receiving a
packet which was transmitted by the partner
node to an outdated address of the mobile node.

the outdated address being assigned when the
mobile node migrated to a network to which the
packet transfer migration control unit is attached,
generating a conversion packet which holds an
updated address instead of the outdated ad-
dress, and transmitting the conversion packet;
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and

address post means for transmitting an ad-
dress post message which indicates the updated

address of the mobile node to the partner node,
the partner node transmitting the packet received
by the packet transfer means.

. Amobile node migration control unit in a migration
communication control device. the migration
communication control device being constructed
to control a communication between a mobile

node which migrates across networks and ob-
tains an address assigned on each network and
a partner node which is a communication partner
of the mobile node, being placed on the mobile
node and comprising:

migration post means for transmitting to a
packet transfer migration control unit a migration
post message which indicates an updated ad-
dress of the mobile node when the mobile node

migrates to another network, the packet transfer
migration control unit for receiving a packet which
was transmitted by the partner node to an outdat-
ed address of the mobile node, the outdated ad-

dress assigned when the mobile node migrated
to a network to which the migration control unitfor
packet transfer is attached. generating a conver-
sion packet which holds the updated address in-
stead of the outdated address. and transmitting
the conversion packet; and

packet resumption meansfor receiving the
conversion packet from both the packet transfer
migration control unit and the mobile node, and
resuming an original packet from the conversion
packet.

. A partner node migration control unit in a migra-
tion communication control device, the migration
communication control device being constructed
to control a communication between a mobile

node which migrates across networks and ob-
tains an address assigned on each network and
a partner node which is a communication partner
of the mobile node, being placed on the mobile
node and comprising:

address post message receiving means
for receiving an address post message which in-
dicates an updated address of the mobile node

from a packet transfer migration control unit, the
packet transfer migration control unit transmitting
an address post message which indicates the up-
dated address of the mobile node to the partner
node; and

packet conversion means for converting a
destination address of a packet, the packet to be
transmitted to the mobile node, into the updated

address indicated by the address post message.
and transmitting it to the mobile node.
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64) Automatic discovery of network elements.

@ Disclosed is a computer network node discovery system that provides a general way of discovering
network elements. or nodes. connected to a computer network. and a specific algorithm for discovering
nodes connected to a TCPIlP network. using the SNMP protocol available within the TCPIIP network
software. Some nodes on a network, called discovery agents, can convey knowledge of the existence of
other nodes on the network. The network discovery system queries these agents and obtains the
infonnatlon they have about other nodes on the network It then queries each of the nodes obtained to
determine if that node is also a discovery agent. In this manner. most of the nodes on a network n be
discovered. The process of querying discovery agents to obtain a list of nodes known to the discovery
agents is repeated at timed intervals to obtain information about nodes that are not always active. In a
TCPllP network, discovery agents are nodes that respond to queries for an address translation table
which translates intemet protocol (IP) addresses to physical addresses. The data from each node-'5
address translation table is used to obtain both the IP and the physical address of other nodes on the
network. These nodes are then queried to obtain additional Information. After all the nodes on a
network are discovered. the list of nodes is written to a database where it can be displayed by the
network manager or other users of the network
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FIELD OF THE INVENTION

This invention relates to computer systems and
more particularly to computer networks that intercon-
nect computers. Even more particularly. the invention
relates to determining the nodes connected to a net-
work.

BACKGROUND OF THE INVENTION

Computer networks are collections of hardware
and software that connect computers and allow them
to send infonnation from one computer to another
electronilly. A computer network is comprised of the
physical hardware connections between the various
computers, for example telephone lines or a coax
cable. and the software used to send and receive data
and to route the data to the selected computer on the
network.

A local area network (LAN) is a network connec-
tion between computers in close proximity. typically
less than one mile, and usually connected by a single
cable such as coax cable. A wide area network (WAN)
is a network of computers located at longer distances,
often connected by telephone lines or satellite links.
Network software may sometimes be used with both
types of networks. For example, a popular network is
the Department of Defense lntemetworklng protocol
suite. known as Transmission Control ProtocolIInter-

net Protocol (TCPIIP). This system was originally
developed by the Defense Advanced Research Pro-

jects Agency (DARPA) and has now been widely dis-
tributed to Universities and industry.

When a network is fast growing. that is. network
elements or nodes are being added frequently, a net-
work administrator may not know all of the nodes con-
nected to the network. Also, a network administrator

new to his or herjob may not be familiarwith the nodes
on the network. Deterrninlng the nodes manually is a
difficult problem. The administrator may contact all
the users of the network known to the administrator.

however, infrequent users may be forgotten and not
contacted. Also, if a node is connected to the network,

but not active because the oomputer is not powered
up or is inoperative. that node may not be included in
the list. In a very short local area network, a network
administrator may physically trace the cable of the
network to determine which nodes are located on the

network. However, since longer local area networks
can extend as far as a mile. through many floors and
offices within a building. physical tracing may be
impossible. In a wide area network. physical tracing is
almost always impossible.

For some commonly used networks. special
equipment can be purchased that will delennine the
nodes located on the network and the distance be-

tween them. This equipment. called a probe, is often
limited by the other components of the network. how-

ever. For example. in a local area network, a repeater
unit may be used to extend the eflective distance of
the local area network to a distance greater than is

capable with a single cable. A repeater unit amplifies
signals, and therefore will not allow a probe to deter-
mine the location of nodes beyond the repeater.

Other units connected to the network may
obscure nodes. For example a bridge unit connects
two similar networks but only passes messages that
are being sent from a node on one side of the bridge
to a node on the other side of the bridge. It will not
pass messages between nodes on the same side, in
order to reduce the traffic on the other side of the

bridge. A bridge will prevent a probe from determining
the nodes on the other side of the bridge. A gateway
is a unit that connects dissimilar networks to pass
messages. Because a gateway may have to reformat
a message to accommodate a different network pro-
tocol. it will prevent a probe from finding nodes
beyond the gateway.

There is need in the art than for a method of deter-

mining the nodes on a local area network. There is
further need in the art for determining such nodes
without the use of special equipment A still lurther
need is for a method that will determine which nodes

are located beyond the repeater units, bridges. and
gateways on a network.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide
a method of detemrining the elements or nodes con-
nected to a network.

It is another object of the invention to provide a
method of discovering network nodes on a TCPIIP
network.

Another object of the invention is to detennine
which discovered nodes are discovery agents and
can convey knowledge of the existence of other
nodes on the network.

Another object is to query all discovery agents
and ask for other nodes on the network

A further object is to query all TCPIlP nodes to ret-
rieve the address lranslation table from the TCPIIP
node.

The above and other objects of the invention are
accomplished in a system which provides a general
way of discovering network elements. or nodes. and
a specific algorithm for discovering nodes within a
TCPIIP network, using a standard Simple Network
Management Protocol (SNMP), which is available
within the TCPIIP network.

Some nodes on a network can convey knowledge
of the existence of other nodes on a network, and are
called discovery agents. When a network contains
discovery agents. these agents can be queried to
obtain the information they have about other nodes on
the network. By obtaining a list of nodes from a single
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discovery agent, and querying each of the nodes
obtained to determine if it is also a discovery agent.
most of the nodes on a network can be discovered.

The process of querying discovery agents to
obtain a list of nodes known to be discovery agents.
must be repeated at timed intervals. At anygiven time
on a network. one or more nodes may not be respond-
ing to the network. either because it is inoperative, or
because it not powered up. Therefore. ifthe discov-
ery process is attempted during this time. these
unavailable nodes will not be discovered. By repeat-
ing the dbcovery process over time at regular inter-
vals. additional nodes on a network can be
discovered.

In a TCPIIP network, discovery agents are nodes
that respond to queries for an address translation
table. Within TCPIIP network, every node will have an
intemet protocol (IP) address. This address is a 32 bit
number and is unique to all nodes within the TCPIIP
network. Although the IP address is probably unique
to all nodes everywhere that use the TCPIIP protocol,
the physical address of a node on a particular network
will be different from the IP address. For example,
some types of LANs use an 8 bit address. and can
therefore use the low order 8 bits of the IP address,

however, some other types of LANs use a 48 bit
address and cannot use the intemet address. There-

fore, every node within a TCPIIP network must have
an address translation table which translates the IP

adtkess to the physical address. The data from each
node's address translation table can be used to obtain

both the IP and the physical address of other nodes
on the network. Again. as described in the above gen-
erel algorithm, the queries should be repeated at
timed intervals to insure that recently activated nodes
are discovered. Another reason for repeating the dis-
covery process over timed intervals in a TCPIIP net-
work is that some of the information within a node's

address translation table may be purged if the node
does not use the information afler a period of time.
This purge is used to reduce the table size requir&
mente within a node. By repeating the queries at timed
intervals. the greatest amount of translation table
lnfonrietion may be obtained.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects. features, and
advantages of the invention will be better understood
by reading the following more particular description of
the invention. presented in conjunction with the fol-

lowing drawings, wherein:
Fig. 1 shows a block diagram of the hardware of
the node that runs the process of the present
invention;

Fig. 2 shows a diagram of a typical computer
interconnection network;

Figs. 3 through 5 show a hierarchy diagram of the

modules of the discovery system of the present
invention;

Fig.6 shows aflowchart of the main module of the
invention;
Fig. 7 shows a flowchart of the self-seed module
of the invention;

Fig. 8 shows a flowchart of the process-node
module of the invention:

Fig. 9 shows a flowchart of th e process-ping mod-
ule of the invention;
Fig. 10 shows a flowchart of the process-IFIP
module of the invention;

Fig. 11 shows a flowchart of the store-IP module
of the invention;
Fig. 12 shows a flowchart of the store-IF module
of the invention:

Fig. 13 shows a flowchart of the invalidnode mod-
ule of the invention;

Fig. 14 shows a flowchart of the findnode module
of the invention;

Fig. 15 shows a flowchart of the addnode module
of the invention:

Fig. 16 shows a flowchart of the process-AT mod-
ule of the invention; and
Fig. 17 shows a flowchart of the store-AT module
of the invention.

DESCRIPTION OF THE PREFERRED

EMBODIMENT

The following description is of the best presently
contemplated mode of carrying out the present inven-
tion. This description is not to be taken in a limiting
sense but is made merely for the purpose of describ-
ing the general principles of the invention. The scope
of the invention should be determined by referencing
the appended claims.

Fig. 1 shows a block diagram of the computer
hardware that contains the discovery system of the
present invention. Referring now to Fig. 1,a computer
system 100 contains a processing element 102. The
processing element 102 communicates to other ele-
ments within the computer system 100 over a system
bus 104. A keyboard 106 is used to input information
from a user of the system. and a display 108 is used
to output information to the user. A network interface
112 is used to interface the system 100 to a network
118 to aiiowthe computer system 100 to act as a node
on a network. A disk 114 is used to store the software

of the discovery system of the present invention. as
well as to store the data base collected by the discov-

ery system. A printer 116 can be used to provide a
hard copy output of the nodes of the network discov-
ered by the discovery system. A main memory 110
within the system 100 contains the discovery system
120 of the present invention. The discovery system
120 communicates with in operating system 122 and
network software 124 to discover the nodes on the
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network 118.

Fig. 2 shows a diagram of a network. Referring
now to Fig. 2. a network 202 contains a node 206.
Node 206 contains the processor 100 (Fig. 1) which
contains the discovery system software of the present
invention. Node 206 is attached to a first network seg-
ment 118. The network segment 118 is connected to
a repeater 212 which is connected to a second net-
work eequent 214. This second network system 214
has nodes 216 and 218 attached to it. A repeater.
such as repeater 212, allows network sequents to be
connected to allow a network to be extended over a

longer distance. An important characteristic of a repe-
ater is that there is no translation of data passing
through it. That is. every message that is transmitted
on one network segment. will pass unchanged
through a repeater to the other network segment.
Therefore. any messages broadcast. for example. by
node 206 wt be received by node 216 and node 218
after these messages pass through repeater 212.

Network segment 1 18 is also attached to a bridge
208 which connects itto a third network sequent 210.
A bridge will only pass messages that are being trans-
mitted from a node on one side of the bridge to a node
on the other side of the bridge. It will block messages
that are transmitted from a node on one side of the

bridge to a node on that same side of the bridge. This
characteristic reduces network traffic on various

sequents of a network.
Segment118 is also attached to a routerlgateway

220 which connects is to a fourth network segment
222. Routers are devices that connect network seg-
ments which have similar characteristics. Gateways
are devices which connect networks having different
types of characteristics. For example, a gateway
might connect a local area network to a wide area net-
work

Because bridges. routers. and gateways. must
process the messages sent over the network, they
also must contain information about which nodes are

on the network. Therefore, bridges. routers. and gate-
ways are authoritative sources of infomiaticn for
determining the nodes on the network. A protocol
defines the fonnat of messages that are sent across
a network. One popular protocol is the Departmentof
Defense Internetworking Protocol Suite, popularly
known as TCPIIP. Because it was developed by the
Department of Defense. this protocol is widely avail-
able and used extensively. particularly in a university
environment. Also. this suite of protocols is very popu-
lar on the UNIX operating system and has seen wide
distribution there. The internet protocol (IP) uses a
single thirty-two bit address for all nodes that can be
connected to the internet at any location. Physical
addresses within a particular type of network. are nor-
mally different from an IP address. If a network
address is very small. perhaps eight bits. it may be the
same as the low order eight bits of the IP address. if

a network address is large. for example, some LANs
use forty-eight bltaddresses. it is impossible for these
addresses to correspond directly to IP addresses.
Therefore. both an IP address and a physical address
exist for each node on a network. Devices such as

routers, gateways, and bridges, which can send mes-
sages from one network to another must be able to
translate between IP addresses and physical addres-
ses. Therefore. these devices have translation tables
which allow them to translate between these two

types of addresses. By accessing these translation
tables, one of the nodes on e networkcan obtain infor-
mation about the other nodes on the network. The
existence of these translation tables allow the method

of the present invention to perform its function.
A network probe 224 is also attached to the net-

work 118. A network probe 224 is a device that assists
in locating defective nodes and assists in repairing
those nodes. Since it is a testing device. it may or may
not be attadied to a network at any given time. When
a probe is attached to a network, the discovery system
of the present invention can query the probe and use
information obtained from the probe to assist in dis-
covering other nodes on the network.

Figs. 3 through 5 show a hierarchy diagram of the
modules of the software of the present invention. Ref-
erring now to Figs. 3 through 5, discovery module 302
is the main module of the system. Discovery calls self-
seed block 304 to start the process of building a
database about the network. and it calls process-
node block 306 to process information about each
node that it obtained from self-seed. Process-node

block 306 calls process-ping block 308 to query a
node on the network to determine if that node is

active. Process-node block 306 also calls process-
IFIP block 310 for each IP address that it obtains. Pro-
cess-lFlP block 310 calls store|P block 402 for each
IP address. and store—iP block 402 calls invalidnode
block 406. findnode block 408. and addnode block
410, for each IP address. For each IF entry (physical
address) received. process-lFIP block 310 calls
store-lF block 404. For each address translation table

entry. process-node block 306 calls process-AT block
312 which in turn calls store-AT block 502. Store-AT

block 502 calls invalidnode at block 504, findnode
block 506. and addnode block 508.

Fig. 6 shows a flowchart of the discovery module
block 302 (Fig. 3). Referring now to Fig. 6, after entry
block 602 gets any options that the user wishes to
enter. Block 604 then initializes the database used to

permanently store the nodes. and loads node listfrom
existing entries in the database. If a database for the
network does not exist. the discovery system has the
ability to create that database. It a database of the net-
work already exists. the discovery system will use the
node information which is already available in that
database to query other nodes within the system.

Block 606 then initializes domains. A domain
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defines the limit beyond which the user of the discov-
ery system does not wish to find nodes. That is. the
domain limits the range of the discovery process. This
limitation is necessary on large networks, to keep the
amount of processing to reasonable level. Further-
more. a user usually is only interested in the nodes on

a particular netwodrsegment, or the network segment
connected by repeaters and possibly bridges.

Block 608 then calls Fig. 7 to self-seed the sys-
tem. if no entries were available in the database. the
discovery system can self-seed by sending a broad-
cast message and determine who responds to that
message. After retuming from self-seed, block 610
points to the first node list entry. As discussed earlier.

the node list will contain a list of the nodes already
known to the system. This list can be input from the
database, or the list it be started from self-seed

module. After pointing to the first entry, block 612
determines if there are more entries to process. it
there are no more entries to process, block 612 trans-
fers to block 614 which wfll wait a predetemrined
period of time before reprocessing the entire node list.
Typically. block 614 will wait for approximately thirty
seconds. By reprocessing the node list periodically,
additional nodes can be discovered. This is because

a node may be inactive on the system at any given
time and might not be discovered by a single pass
through the network. By waiting and reprocessing the
node list, nodes that were inactive may now be active
and additional information can be obtained.

if more entries in the node list exist, block 612
b-ansfers to block 616 to process one of the nodes.
After processing that node. block 616 transfers to
block 618 which points to the next node list entry and
returns to block 612 to process the next node.

Fig. 7 shows a flowchart for the self-seed block
304 (Fig. 3) which obtains initial information about
nodes on the network. Refening now to Fig. 7, after
entry. block 702 sends an SP broadcast request to all
nodes on the network. SNMP stands for Simple Net-
work Managament Protocol, and a part of the
TCPIIP network software. After sending the broadcast
request. block ‘/02 transfers to block 704 which

receives SNMP messages from the nodes. if more
SNMP messages are available. block 704 transfers to
blodr 706 which adds a node to the node list for each

message received. In this manner, all nodes that are
currently active on the network can be queried to
obtain initial lnfonnation about the node. After all

SNMP messages have been received, block 704
retums to the caller.

Another way of self-seeding is to query the
address translationtabie for the node that is executing
the discovery system. This table will contain the
addresses of other nodes on the network, and these

address are then used to start the discovery pro-
case.

Fig. 8 is aflowchart ofthe process-node block 306

(Fig. 3). The process-node module of Fig. 8 is called
from the discovery rnoduie of Fig. 6 once for each
entry in the node list. Therefore, whin Fig. 8 is called.
the address of a single node is passed to it. Referring
now to Fig. 8, after entry, block 802 detemrines
whether the node is within a domain. As discussed

earlier, the domain defines the limits beyond which
the discovery program does not wish to discover new
nodes. if the node is within the domain. block 802
transfers to block 804 which calls the process-ping
module of Fig. 9 to determine whether the node is
active. After rehrming from Fig. 9. block 804 transfers
to block 806 to determine whether the state of the

node has changed since the last information was

obtained. That is. when the process-ping module
queries the node, it determines the state of the node
at the present time. This state is compared, in block
806. with the state of the node as it was known prevl~
ously in the database. lflhat state has changed, block
806 transfers to block 808 to store the new state in the
database. Control then returns to block 810 which

calls process-lFlP to retrieve the IF and IP tables from
the node. After returning from Fig. 10. block 810 trans-

fers to block 812 which determines whether the node
responded to an SNMP request if the node did res-
pond to the SNMP request. block 812 transfers to
block 814 which detennines whether the node is cur-

rently in the database. If the node is not in the datab-
ase. block 814 transfers to block 816 to add the node
to the database. Control then continues at block 818

which calls Fig. 16 to retrieve the address translation
table from the node. Control then returns to the caller.

Fig. 9 showsa flowchart of the process-ping mod-
ule block 308 (Fig. 3). This module is called to deter-
mine whether a node is active on the network.

Referring now to Fig. 9, after entry block 902 deter-
mines whether the ping interval has elapsed. The ping
interval is used to prevent a node from being queried
too often. If the ping interval has not elapsed, block
902 returns to the caller. if the ping interval has elap-
sed, block 902 transfers to block 904 which sends an

ICMP-echo message to the node. The iCMP-echo
protocol is defined as a part of TCPIIP and is used to
cause the node to return an acknowledgement to a
message. Block 904 then transfers to bloctr 906 which
detennines whether a response has been received
from the other node. if a response has not been
received within a predetermined amountof time, typi-
caliy block906 transfers to block 910 which sets a flag
to indicates that the node failed to respond. if the node
does respond, block 906 transfers to block 908 which
sets a flag to indicate that the node did respond and
then block 912 sets a new ping interval which will pre-
vent the node from being pinged forthe period of the
interval. The ping interval is typically five minutes.
Block 912 then returns to the caller.

Fig. 10 shows a flowchart of the process-IFIP
module block 310 (Fig. 3). The IF and IP tables are
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available in a node to define the translation of physical
addresses to IP addresses. The inforrnatlon is avail-
able as two different tables, with an index contained
in the IF table to cross-reference to the IP table within

the node. By obtaining these two tables, the discovery
system can delennine what the other interfaces to
which a node is connected. and therefore determine
other networks to which the node is connected. Ref-

erring now to Fig. 10, after entry, block 1002 deter-
mines whetherthe IFIP interval has elapsed. The IFIP
interval is similar to the ping interval described with
respect to Fig. 9, and is used to keep a node from
being queried too oflen. If the IFIP interval has not
elapsed, block 1002 returns to the caller. If the IFIP
has elapsed, block 1002 transfers to block 1004 which

sends an SNMP message to request the node to send
its next IP table entry to the discovery node. When an
entry is received, block 1006 calls store-IP module of
Fig. 11 to store the node within the node Ilst. Block
1007 then transfers back to block 1004 if more IP
entries are available. After all the entries are all stored

In the node list, block 1007 transfers to block 1008

which sets a new IFIP interval of typically greater than
10 hours. Block 1010 then sends an 'SNMP message
to request that the node send its next IF table entry to
the discovery node. When an IF table entry is
received, block 1012 calls the store—|F module of Fig.
12. Block 1014 then transfers back to block 101 if

more entries are available. After receiving and storing
all the IF table entries, block 1014 retums to the caller.

Each IF table entry contains an index into the IP table.
Byusing this index, physical addresses in the IF table
can be matched with the IP address.

Fig. 11 shows a flowchart of the store-IP process
block 402 (Fig. 4). Referring now to Fig. 11, afterentry
block 1102 calls Fig. 14 to find the node in the node

list. The node will be found if the discovery system has
already encountered this node in its process. Block
1304 then determines whether the node exists. and if
the node does not exist, block 1104 transfers to block

1106 which calls Fig. 13 to determine whether the
node is valid. Block 1108 then determines If the node

_is valid and if it is valid, block 1108 transfers to block
1110 to add the node to the node list. After adding the
node, or ifthe node already existed, control goes to
block 1112 which updates the state infonnation about
the node. After updating the node state lnfomiatlon or
if the node was not valid, Fig. 11 returns to the caller.

Fig. 12 is a flowchart of the store-IF process of
block 404 (Fig. 4). This module is called foreach table
entry in the IF table received from a node. Referring
now Fig. 12. after entry, block 1202 finds the IP index
within the IF record. As described earlier, each IF

table entry will have a corresponding IP table entry,
and the IP entry is referenced by an index value con-
tained in the IF entry. Block 1204 then determines
whether a matching IP record exists. lfa matching IP
record does exist, block 1204 transfers to block 1206

which moves the physical address from the IP record
to the node record in the node list. Block 1208 then

updates any state information in the node record.
After updating the state information. or if there were
no matching IP record, Fig. 12 returns to its caller.

Fig. 13 shows a flowchart of the invalidnode mod-
ule block 406 (Fig. 4). Referring now Fig. 13, after
entry, block 1302 determines whether the address of
the node is simply the loopback address of another
node. Each node has a loopback address associated
with it for use in testing the node. Because the loop-
back address refers to the same node, no additional
information can be obtained from that node and the
loopback address is never stored as a node address.
If the IP address is not equal to the Ioopback address,
block 1302 transfers to block 1304 to determine
whether the node is within the domain. As described
earlier, the domain is used to determine the limits
beyond which the discovery system will not attempt to
discover new nodes. If the node is within the domain.
block 1304 transfers to block 1306 which retums an
indication that the node is valid. If the node is not

within the domain or if the IP address equals the loop-
back address. control transfers to block 1308 which

returns an error indication indicating that node is not
valid. Control then returns to the caller.

Fig. 14 is a flowchartof the findnode module block
408 (Fig. 4). The module Is used to find a node within
the node list. Referring now Fig. 14, after entry, block
1402 gets the node list entry. Block 1404 then deter-
mines whether the IP address matches the entry in
the list. If a match does occur, block 1404 transfers to
block 1408 which returns an indication that the node

is in the node list. If the IP address does not match,
block 1404 transfers to block 1405 whichgets the next
node list entry and block 1410 then determines
whether the end of table has been reached. If the end
of the list has not been reached, block 1410 transfers
back to block 1404 to check the entry just found. If the
and of the list has occurred, block 1410 transfers to

block 1412 which returns an error indication indicating
that the node is not in the node list.

Fig. 15 shows a flowchart ofthe process of adding
a node to the node list. Referring now to Fig. 15, after
entry. block 1502 performs a hash operation on the IP
address to create a pointer into the node list. Block
1504 then allocates memory for a node record. and
block 1506 stores the data available for the node Into

the node record at the location pointed to by the
hashed IF‘ address. Block 1506 then returns to the cal-
ler.

Fig. 16 shows a flowchart of the process-AT mod-
ule of block 312 (Fig. 3). This module is called by the
process—node module for each entry in the node list.
Referring now to Fig. 16, afterentry, block 1602 deter-
mines whether the AT interval has expired. The AT
interval is used to prevent a node from being polled
too frequently. If the AT interval has not expired, block

ReexamFH 000982
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1602 simply retums to the caller. lithe AT interval has
expired. block 1602 transfers to block 1604 which
sends an SNMP message to request that the node
send its next address translation table entry to the dis-
covery node. When an entry is received. block 1606
is called to store the table entry. Block 1607 then
transfers back to block 1604 if more table entries are

available. After storing all the table entries. block 1607
transfers to block 1608 which updates the node’s
state information in the node list. Block 1610 then sets

a new AT interval. typically fifteen seconds. and
returns to the caller.

Fig. 17 shows aliowchart of the store—AT module
of block 502 (Fig. 5). Referring now to Fig. 17, after
entry, block 1702 calls the findnoda module Fig. 14 to
detsnninewhather the node is already in the node list.
if the node is in the node list, block 1704 transfers to
block 1712. If the node is not in the node list, block

1704 transfers to block 1706 which calls Fig. 13 to
determine whether the node is a valid node. If the

node is not valid. block 1708 returns to the caller. lflhe
node is valid, block 1708 transfers to block 1710
which calls Fig. 15 to add the node to the node list.
Altar adding the node to the node list, or if the node
already existed, control to transfers block 1712 which
updates the state information about the node in the
node list before ramming to the caller.

In addition to querying nodes on the network. the
discovery system can also query any network probes
that may be attached to the network. Information
about other nodes on the network can be obtained '

l'rom these probes, and the discovery system can use
this information to assist in discovering other nodes
on the network.

Having thus described a presently preferred
embodiment of the present invention, it will now be
appreciated that the objects of the invention have
been fullyachleved. and it will be understood by those
skilled in the art that many changes in construction
and circuitry and widely diller-ing embodiments and
applications of the invention will suggest themselves
without deparfing from the spirit and scope of the pre-
sent invention. The disclosures and the description
herein are intended to be illustrative and are not in any
sense limiting of the invention. more preferably
defined in scope by the following claims.

Claims

1. A computer network node discovery process
(120)1or determining nodes (206, 216, 218) con-
nscted to a computer network (1 1 8). said process
(120) comprising the steps of:

(a) obtaining (306). from one node of a set of
known nodes on said computer network (1 18),
a list of addresses of one or more other nodes
with which said one node communicates;

(b) repeating step (a) for each of said other
nodes obtained; and

(c) storing said list of node addresses in a file
(808): whereby said list of node addresses
may be displayed to a user or said computer
network.

The process ofcla im 1 further comprising the step
of:

(d) repeating steps (a) through (c) at regular
time intervals.

The process of claim 2 further comprising the step
ol:

(a1) obtaining from each bridge unit (208) con-
nected to said network (118) a list of addres-
ses of all nodes accessible by said bridge unit
(208).

The process ofclaim 3 further comprising the step
of:

(a2) obtaining from each router unit (220) cc n-
nected to said network (118) a list of addres-
ses of all nodes accessible by said router unit
(220).

The process ofclaim 4 iurthercomprising the step
of;

(a3) obtaining from each gateway unit (220)
connected to said network (118) a list of
addresses of all nodes accessible by said
gateway unit (220).

The process ofclaim 5 further comprising the step
of:

(ad) obtaining from any network probe device
(224) connected to said network (118) a list of
addresses of all nodes known to said network

probe device (224).

A computer network node discovery process
(120) for determining nodes connected to a
TCPIIP computer network (118), said process
comprising the steps 01:

(a) obtaining (306), from one node of a set of
known nodes on said computer network, an
address translation table containing a list of
addresses of other nodes with which said one
node communicates;

(b) repeating step (a) for each of said other
nodes in said address translation table;

(c) storing said list of nodes in a tile (808): and
(d) repeating steps (a) through (c) at regular
time intervals.

8. The process of claim 7 further comprising the
steps of: '

(a1) obtaining from each bridge unit (208) con-

R°°§1“5§}]§Ié‘n~%)r9<?(§2388 1 3 8
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nected to said network (118) an address

translation table containing a list of addresses
of nodes accessible from said bridge unit
(208);
(a2) obtaining from each router unit (220) con-
nected to said network (118) an address
translation table containing a list ofaddresses
oi nodes accessible from said router unit

(220);
(a3) obtaining from each gateway unit (220)
connected to said network (118) an address
translation table containing a list ofaddresses
of nodes accessible from said gateway unit
(20);
(a4) obtaining from any network probe
devices (24) attached to said network (113)
a list of addresses of all nodes known to said

network probe (224); and
(a5) obtaining from each node in said network
(118) an interface table and an intemet pro-
tocol table which defines other networks and
nodes to which said node is connected.

9. A computer network node discovery process
(120) for determining nodes connected to a com-
puter network (118), said process comprising the
steps of;

(a) sending a general response message
(307) to all nodes on said network;
(b) creating a node list (410) containing the
address of each node responding to said gen-
eral response message;
(c) obtaining (306), from each node in said
node list. a second list of addresses of other
nodes with which said node communicates;

(d) adding each node (410) in said second list
to said node list;

(e) repeating steps (c) through (d) for each of
said nodes in said second list;

(f) storing said node list in a ffle (808); and
(g) repeating steps (a) through (0 at regular
time intervals.

10. The process of claim 9 further comprising the
steps of:

(c1) obtaining from each bridge unit (208) con-
nected to said network (118) a list of address-
ses of all nodes accessible by said bridge unit
(208);
(c2) obtaining from each router unit (220) con-
nected to said network (118) a list of addres-
sas of all nodes accessible by said router unit
(220):
(c3) obtaining from each gateway unit (220)
connected to said network (118) a list of
addresses of all nodes accessible by said
gateway unit (220); and .

(c4) obtaining from any network probe devices

14

(224) attached to said network (118) a list of
addresses of all nodes known to the network

probe (224).
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9a731

Information:

4152068

NPL Documents N2P|DS_00803.pdf 7b3a2e2ddcdeffd I 64fBaI cfc96d6l IJe8b84
6617

Information:

4330148

c432255361158b4e81c3b1bb0d51e05742
423578

NPL Documents N2P|DS_00845.pdf

Warnings:

Information:

2944261

NPL Documents N2P|DS_O0914.pdf 080bb981dd8437b6157018b86fc3befc6ea
75db8

Information:

4490177

NPL Documents N2P|DS_00964.pdf 7d I ee36dc21fea4ded8792651 54131379453

Information:

4260549

NPL Documents N2P|DS_01014.pdf 3cdd0fi‘0c98cae3e3cae281 13224 21149521 Se
177f

Information:

3030407

NPL Documents N2P|DS_O1064.pdf 4ac0890d3df0b3d2e76bc806eea54f876a6
dad9c

Information:

2797371

NPL Documents N2P|DS_01114.pdf 1aa57(3ffcZ8f68e2b720D7b078334fd902a I
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Information:

2757821

7137842735401ba137dd0536afd9e083311
aUe19

NPL Documents N2P|DS_01164.pdf

Warnings:

Information:

2751710

NPL Documents N2P|DS_O1214.pdf Pf893P575fi0PnI 5P67tIrtI743fh91 5 14711119
65a5b

Information:

2069106

NPL Documents N2P|DS_01264.pdf df95 a3 Z66f-IbU45~IUff5 23 UcbfU6f52De2a80
hdl

Information:

4119057

b220edcf06eed135dc679c8358b50fad44b
347112

NPL Documents N2P|DS_01311.pdf

Warnings:

Information:

3968881

NPL Documents N2P|DS_O1394.pdf 4aI783e9I)0d04ff379bba2fc7dfcfa52b9b1 d
311

Information:

1920359

NPL Documents N2P|DS_01452.pdf 3130 13bU3eeUd9b44a7aad I c6e1 d3b56344
860c7d

Information:

3401591

NPL Documents N2P|DS_01491.pdf 36/laed57efdIa9a5a36c818e1e6Sd:90a11
abd54

Information:

4441250

NPL Documents N2P|DS_O1547.pdf 15d16abc2d22fc670e1b3af189014Zdbe41
d6c87

Information:

2566762

NPL Documents N2P|DS_01618.pdf 26a8065e8fe33d88e2ed93572052aa6e784
b30cc
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Information:

2270928

14e4e229680I1b9eda39be0Z:0::42a7d3D
cbef4

NPL Documents N2P|DS_01658.pdf

Warnings:

Information:

1540394

NPL Documents N2P|DS_O1694.pdf Fu=r7hP7e68a603a7 §r0faftI§7a479064Par8
d23f

Information:

1150239

NPL Documents N2P|DS_01717.pdf 05ae46U89bU835eU58abU4f346c73aa6ea6
(3178

Information:

2620699

8878a7f238582ef777bb48052fa3Z342df91
bcI6

NPL Documents N2P|DS_01741.pdf

Warnings:

Information:

1800489

NPL Documents N2P|DS_O1791.pdf 59e0d76f3e3f44657ef083de4d41a22e7ff85
2f‘2

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

ReexamFH_001011
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. Group Art Unit: 3992

COmrO1NO_: 90/010,416 JExaminer: KOSOWSKI, Alexander
Issue Date: August 22, 2000 Date: August 11, 2009

Title: POINT—TO-POINT INTERNET . .
PROTOCOL Confirmation No.. 1061

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents

P.O. Box 1450

Alexandria, VA 223 13-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PT0-] 449. One

copy of each non—U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.5 6(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

N2PIDS_O2021
ReexamFH_001012
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In re Application of: Net2Phone, Inc.

Control No.: 90/010,416

Page 2 of 2

E The Examiner’s attention is directed to co-pending U.S. Patent Control

Nos. 90/010,424, 90/010,421, 90/010,422 and 90/010,423 which are involved in

the same litigation as the patent corresponding to the present re—eXamination. The

identification of this U.S. Patent Application is not to be construed as a waiver of

secrecy as to that application now or upon issuance of the present application as a

patent. The Examiner is respectfully requested to consider the cited application

and the art cited therein during examination.

l:l Copies of the references were cited by or submitted to the Office in parent

Application No. , filed , which is relied upon for an earlier filing date

under 35 U.S.C. 120. Thus, Form PTO 1449 is attached without copies of these

references. 37 C.F.R. § l.98(d).

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0188.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 missin or insufficiencies onl now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

(jug-i-Q M ER N U M 3 ER Respectfully submitted,

42624

Davidson Berquist Jackson & Gowdey LLP By: /Michael R- Casey /
4300 Wilson Blvd., 7th Floor,

Arlington Virginia222°3 Michael R. Casey, Ph.D. (Reg. No.: 40,294)
Main: (703) 894-6400 o FAX: (703) 894-6430

N2 PIDS 0 2 0 2 2

ReexamFH_001013
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Reexam number 90/010,416

First Named inventor Hutton

INFORMATION DISCLOSURE Patent Under Re-Exam 6108704
STATEMENT BY APPLICANT

FORM pTO_1449 (modified) ISSUG Date 2000/08/22

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0188

Sheet 1 of 1 Confirmation No. 1061

NON-PATENT REFERENCES

|lE>_<tai°?iner Site Non—patent Reference bibliographic information, where availableni la 3* o.

Civ Action No. 06-2469 Plaintiff Net2Phone, inc.'s Opening Claim Construction
Brief (part 1 of 3) (N2PlDS_02100—2166)

Civ Action No. 06-2469 Plaintiff Net2Phone, inc.'s Opening Claim Construction
Brief (part 2 of 3) (N2PlDS_02166-2232)

Civ Action No. 06-2469 Plaintiff Net2Phone, inc.'s Opening Claim Construction
Brief (part 3 of 3) (N2PlDS_02233—2292)

Examiner Date

Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. include a copy of this form with next communication to applicant. Notes: if identified, the
following is provided; EA = English Abtract. T = Translation, PF = Patent Family.

Re”é§§l¥.%ir%%?3f4
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CERTIFICATE OF SERVICE

The undersigned hereby certifies that, on August 12, 2009, the Information Disclosure

Statements (with references in electronic format, as agreed by requestor) filed in Reexam Control

Numbers:

1) 90/010,422;

2) 90/010,424;

3) 90/010,421;

4) 90/010,416; and

5) 90/010,423

were served by First Class Mail, on Requester:

Blakely, Sokoloff, Taylor & Zafman LLP

1279 Oakmead Parkway

Sunnyvale, CA 94085-4040

M2//2
Michael R. Casey, Ph.D.

N2PIDS_02078

ReexamFH_001015
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Electronic Acknowledgement Receipt

International Application Number: 

Title of Invention: Point-to-Point Internet Protocol

First Named Inventor/Applicant Name:

Application Type: Reexam (Third Party)

Payment information:

File Listing:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

252336

Transmittal Letter N2P|DS_O2072.pdf 69c2ba3d6a8‘1b/I 5b625fef0888a6a(/I (9233
a46a

'"‘°"“a“°"= ReexamFH 001016
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134023

(188e2b31d80239bce01a98ff8ceefa047f:c
558

Information Disclosure Statement (IDS)

F”ed(SB/08) N2P|DS_02074.pdf

Warnings:

Information:

This is not an USPTO supplied IDS fillable form

7508718

5746764f:5941adI219fab(n873a3f3I1ed43
6bI0

NPL Documents N2P|DS_02100.pdf

Warnings:

Information:

6806160

NPL Documents N2P|DS_O2166.pdf e5l84cd3022bf393d6052237c341fc4a7861
6303

Information:

6987289

NPL Documents N2P|DS_02233.pdf 25ba8ceecec040367eZ1e1IdIbSI5a6IcdS0

Information:

21706

Reexam Certificate of Service N2P|DS_02078_COS.pdf 1aBb052cea43fd90e6l3de54729d:a4e47d
Zbd /a

Warnings:

Information:

Total Files Size (in bytes):I 21710232

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

ReexamFH_001017
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. Group Art Unit: 3992

ConH01 NO’: 90/010:“ 6 Examiner: KOSOWSKI, Alexander
Issue Date: August 22, 2000 Date: August 12, 2009

-TO_POINT INTERNET Confirmation No.2 1061

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents

P.O. Box 1450

Alexandria, VA 223 13 - I450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the infonnation be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

N2 PI DS 0 2 0 7

ReexamF}T_001018
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In re Application of: Net2Phone, Inc.

Control No.: 90/010,416

Page 2 of2

D The Examiner’s attention is directed to co-pending U.S. Patent Control

Nos. 90/010,424, 90/010,421, 90/010,422 and 90/010,423 which are involved in

the same litigation as the patent corresponding to the present re—examination. The

identification of this U.S. Patent Application is not to be construed as a waiver of

secrecy as to that application now or upon issuance of the present application as a

patent. The Examiner is respectfully requested to consider the cited application

and the art cited therein during examination.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0188.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 missin or insufficiencies onl now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless

1 an issue fee transmittal sheet is filed.

CU 51-0 M E R N U M BE R Respectfully submitted,

42624

_-liavidson Berquist Jackson & Gowdey LLP BY-' /Mlchflfil R- Case)’ /
4300 Wilson Blvd., 7th Floor,

Arlington Virgin’ 22203 - .
Main: (703) 394-12400 o FAX: (703)894-6430 M1°hae1R' Casey’ PhD‘ (Reg'N°" 40294)

N2 pr DS 020
ReexamFH_001019
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TEMENT BYAPPLICANT

wa-"gm
warm

— “°”'P“E”TREFERE“°E$ —
Examiner Cite I tReference bibliographicinformation,whe available ‘Initials‘ No. ~

Civ Action No. 6-2469 Plaintiff Net2Phone. in opening Claim Construction
Brief (part1 of (N2PlDS_02100-2166)

Civ Action No. 06-246 laintiff Net2P ne, Inc.'s Opening Claim Construction

« Considered

‘Examiner: Initial if reference was considered, whether or not citation is In conformance with MPEP 609. Draw a line through citatio ‘t
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract. T = Translation, PF = Patent Family.

N2PIDS_02074

ReexamFH_001020
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TEMENT BY A,,pL,cANT
Pro-we (modified)

IE5’-

_* “°N-PATENT REFERENCES —

vailable WExaminer Cite . tReference bibliographic information, wher ainitials‘ No.

-Civ Action No. 6-2469 Appendix A (List of Prio rt References) to Defendants‘
1-2 .

Civ Action N. 06-2469 Declaration of Alan J. Her ich in Support of Opening Claim
Constructi Brief of Skype Tech. Skype Inc. and E .
(N2PlD 0507-556)

ction No. 06-2469 Declaration of Alan J. Heinrich in ‘ pport of Opening Claim
r struction Brief of Skype Tech, Skype Inc. and Ebay (part '- of 5)
2P|DS_0O557—606)

H Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support 0 Opening Claim
Construction Brief of Skype Tech, Skype inc. and Ebay (part 4 of 5)
(N2PIDS_00607-656)

A

' nmexanderxosowsni Date. owismooe Q;» Considered :

‘Examiner: Initial if reference was considered, whether or not citation is in confomiance with MPEP 609. Draw a line through citatic if
not in conformance and not considered. Include a copy of this form with next oommuniwtion to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.

N2PIDS_02023

ReexamFH_001021
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E137-

C N0”-PATENTREFERENCES C

vailable WInitials‘ No.

24 . - ‘ '

I(N2PIDS_00657
-22 Civ Action No. 06-246 Declaration of . an J. Heinrich in Support of Reply Claim

Construction Brief of Sk e Tech, S , e Inc. and Ebay (part1 of 3)
(N2PIDS_O0734—768)

Civ Action No. 06-2469 Decla —-v ‘on of Alan J. Heinrich in Support of Reply Claim
Construction Brief of Skype kype Inc. and Ebay (part 2 of 3)
(N2PlDS_0O769-802)

Civ Action No. 06-24 ° Declaration of A : J. Heinrich in Support of Reply Claim
Construction Brief Skype Tech. Skype I . and Ebay (part 3 of 3)
(N2PlDS_00803~

Civ Action
Claim Co

cticn No. 06-2469 Declaration of David B. Johnson i Support of Skype's
sponsive Claim Construction Brief (N2PIDS_00845—913)

A

Civ Action No. 06-2469 Defendants‘ Fourth Amended Responses ~

lnterrogatory Nos. 17-19 Directed to Defendents Ebay Skype Tech a o Skype Inc
(N2PlDS_00387-411)

A

. Date
o Considered

‘Examiner: Initial ll reference was considered. whether or not citation is in conformance with MPEP 609. Draw a line through citati a if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified. the
following is provided: EA = English Abtract. T = Translation, PF = Patent Family.

N2PIDS_02024

ReexamFH_00 1022
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90/010.416 I
First Named Inventor

FORMATION DBCLOSURE Patent Under Re-Exam 6108704 _
.'i“.’!Ec'ii4?9*(.‘tf;i;';l)°‘”T

wan
warm

T N0”-PATENTREFERENCES T
vailaExaminer Cite nt Reference bibliographic infonnation, wher a bleInitials‘ No.

69Joint Final Pretrial Ord (part1 of 8) (N2PlDS_0O914-963)
3-2 Civ Action No. 06-24 ‘ Joint Final Pre al Order (part 2 of 8) (N2PlDS_00964-

Civ Action No. 06-2469 Joint -'4 ~l Pretrial Order (part 3 of 8) (N2P|DS_010‘l4-

Civ Action No. 06-2 -’. ' Joint Final Pret .- Order (part 4 of 8) (N2PlDS_01064—

. 06-2469 Joint Final Pretrial Order art 5 of 3) (N2PlDS_01114- I

Date
- Considered

‘Examiner. Initial if reference was considered. whether or not citation is In conformance with MPEP 609. Draw a line through citati n it
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified. the
following is provided: EA = English Abtract. T = Translation, PF = Patent Family.

N2PIDS_02025

ReexamFH_001023
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Reexam number 90/010,416 —

S
‘

Cg
@—

_ NON-PATENT REFERENCES
Examiner Cite -. tReferencebibliographicinformation, whe available Ainitials’ No.

Civ Action No. 6-2469 Joint Final Pretrial Ord (part 8 of 8) (N2PlDS_O‘l264—
1310)

Civ Action No. 06-246 . ' ' onstruction Brief of Skype Tech Skype inc.

Civ Action No. 062469 Plain ' et2Pl1one's Reply Brief on Claim Construction
(part1 of 3) (N2PlDS_0131

(part 2 of 3) (N2Pl 7 _01394-1451)

A . 06-2469 Plaintiff Net2Phone's Rep Brief on Claim Construction
(part 3 of (N2P|DS_01452-1490)

ction No. 06-2459 Plaintiff Net2Phone's Response B
c: 1 of2) (N2P|DS_O1491-1546)

Civ Action No.’ 06-2 1 ‘ Plaintiff Net2Pho ‘s Reply Brief on Claim Construction I

Civ Action No. 06-2469 Plaintiff Net2Phone's Response Brief on C .
(part 2 of 2) (N2PlDS_01547-1617)

A

Date
- Considered

‘Examiner: initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citati- if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified. the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.

N2PIDS_02026

ReexamFH_00 1024
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F':',‘,',',§L'?§,?ff§PL8§X§TE
PTO-1449 (modified)

’

@-

‘ “°“'P“E“T“EFE“E”°ES —
Examiner Cite -. tReference bibliographic information, wher available
Initials‘ No.

. _ Date
. /A|exanderK0s0wskI/ Considered 00/19/2009

‘Examiner: lni‘lial if reference was considered. whether or not citation is in conformance with MPEP 609. Draw a line through citatio if
not in conlomiance and not considered. Include a copy of his form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.

N2PIDS_02027

ReexamFH_001025 V
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Reexamination AppIicant(s)IPatent Under -Reexamination

90010416 6108704

HIIIIIHN H IIHIH H IIIHI lHHll|
Requester Correspondence Address: [I Patent owner [2] Third Party

Blakely Sokoloff Taylor & Zafman LLP
1279 Oakmead Parkway
Sunnyvale, CA 94085-4040

LITIGATION REVIEW El AJK 03/25/2009
' examiner initials

Director Initials

OPEN: 2:06cv2469 Net2phone v. Ebay I I

COPENDING OFFICE PROCEEDINGS

TYPE OF PROCEEDING

1. no copending proceeding

_

C::C1—~T
US. Patent and Trademark Office DOB g“9fl026
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Application/Control No. Applicant(s)IPatent Under
Reexamination

Seafch. NOYBS 90010415 6108704

, Examiner Art Unit

ALEXANDER J KOSOWSKI 3992

SEARCHED

 
— 

SEARCH NOTES

Search Notes - 
Reviewed proposed prior art and prosecution history AJK

INTERFERENCE SEARCH

U.S. Patent and Trademark Office PartRe5xgfnF[(Io_9m)1()27
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Omce
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria. Virginia 22313-1450www.usplo.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

90/0 I0,4I6 02/I 7/2009 6 I 08704 2655-0188 I06I

42624 7590 08/27/2009 EXAMINER

DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR

ARLINGTON, VA 22203 ART UNIT PAPER NUMBER

DATE MAILED: 08/27/2009

Please find below and/or attached an Office communication concerning this application or proceeding.

ReexamFH 001028
PTO-90C (Rev. 10/03) ‘
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N , UNITED STATES PATENT AND TRADEMARK OFFICE
Commissioner for Patents

United States Patent and Trademark Office
P.0. BOX1450

Alexandria. VA 2231 3-1450vwxwusptogov

DO NOT USE IN PALM PRINTER

(THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS)

Blakely Sokoloff Taylor & Zafman LLP

1279 Oakmead Parkway

Sunnyvale. CA 94085-4040

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. 90/010416.

PATENT NO. 6108704.

ART UNIT 3992.

Enclosed is a copy of the latest communication from the United States Patent and Trademark

Office in the above identified ex parte reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a

reply has passed, no submission on behalf of the ex parte reexamination requester will be

acknowledged or considered (37 CFR 1.550(9)). '

PTOL-465 (Rev.07-04)
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Control No. Patent Under Reexamination

90/010,416 6108704

Office Action in Ex Parte Reexamination Examiner M Unit
ALEXANDER J. KOSOWSKI 3992

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address —

aE Responsive to the communication(s) filed on 2/17/09 . bl] This action is made FINAL.
CIZ A statement under 37 CFR 1.530 has not been received from the patent owner.

A shortened statutory period for response to this action is set to expire Q month(s) from the mailing date of this letter.
Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parte reexamination
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TlME ARE GOVERNED BY 37 CFR 1.550(c).
If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days
will be considered timely.

Part I THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION:

1. E] Notice of References Cited by Examiner, PTO-892. 3. E] Interview Summary, PTO—474.

2. E Information Disclosure Statement, PTO/SB/08. 4. I:I .

Part II SUMMARY OF ACTION

1a. Claims 1-7 and 10-44 are subject to reexamination.

1b. Claims sflgg are not subject to reexamination.

2. Claims jliatve been canceled in the present reexamination proceeding.

Claims ire patentable and/or confirmed.

Claims 1-7 and 10-44 are rejected.

Claims _are objected to.

The drawings. filed on jars acceptable.

. I:] The proposed drawing correction, filed on __Es been (Ta) E] approved ‘(7b)[] disapproved.

. [:1 Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)-(d) or (t).

a)[] All b)l:l Some‘ c)I:I None of the certified copies have

1[:] been received.

2I:I not been received.

3E] been filed in Application No.

4I:I been filed in reexamination Control No.

5|: been received by the International Bureau in PCT application No. .

* See the attached detailed Office action for a list of the certified copies not received.

9. [:1 Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal
matters, prosecution as to the merits is closed in accordance with the practice under Ex parte Quayle, 1935 CD.
11, 453 O.G. 213.

10. D Other: .

cc: Reuester ifthird
US. Patent and Trademark Office

PTOL-466 (Rev. 08-06) ' Office Action in Ex Parte Reexamination Pa 1 Paper N 0 0824
eexami7‘Ig[o_(?01030
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Application/Control Number: 90/010,416

Art Unit: 3992

DETAILED ACTION

1) This Office action addresses claims 1-7 and 10-44 of United States Patent Number

6,108,704 (Hutton et al), for which it has been determined in the Order Granting Ex Parte

Reexamination (hereafter the “Order”) mailed 3/1 1/09 that a substantial new question of

patentability was raised in the Request for Ex Parte reexamination filed on 2/17/09 (hereafter the

“Request”). Claims 8-9 are not subject to reexamination.

IDS

2) With regard to the IDS’s filed 8/11/09 and 8/12/09:

These IDS’s have been given due consideration. However, that which are not either prior

art patents or prior art printed publications have been crossed out so as not to appear reprinted on

the front page of the patent.

Rejections

3) The following three rejections are utilized by the examiner below, referencing the

proposed prior art listed on pages 5-6 of the Request:

Claims 1-7 and 10-44 in view of NetBIOS, RFC 1531, Pinard and

VocalChat User’s Guide.

Claims 1-7 and 10-44 in view of Etherphone, Vin, RFC 1531, NetBIOS,

Pinard and Voca1ChatUser’s Guide.

Claims 1-7 and 10-44 in view of VocalChat, RFC 1531, NetBIOS and

Pinard.

Claim Rejection Paragraphs

ReexamFH_00 103 1



ReexamFH_001032
SONY EXHIBIT 1003- Page 1032

Application/Control Number: 90/010,416
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4) Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. l03(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in

section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Issue 1

5) Claims 43-44 are rejected under 35 U.S.C. l02(b) as being unpatentable by NetBIOS

(See claim mapping chart in Exhibit M, pages 36-40, incorporated by reference).

6) Claims 1-7 and 32-42 are rejected under 35 U.S.C. lO3(a) as being unpatentable by

NetBIOS, further in view of RFC 1531 (See claim mapping chart utilizing alternative 103

rejections in Exhibit M, pages 1-15 for claims 1-7 and pages 25-35 for claims 32-42,

incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the

time the invention was made to utilize the limitations taught by RFC 1531 in the invention taught

ReexamFH_00 1032
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by NetBIOS above since this would allow for automatic reuse of an address that is no longer

needed by the host to which it was assigned {RFC 1531, Pg. 2), and since examiner notes the use

of dynamic IP address assignment in a TCP/IP network are old and well known in the art, and

are useful to eliminate the burdensome task of manually assigning IP addresses for all networked

computers.

7) Claims 10-17, 19-28, 30-31 are rejected under 35 U.S.C. 103(a) as being unpatentable by

NetBIOS, further in view of Pinard (See claim mapping chart in Exhibit M, pages 15-25,

incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the

time the invention was made to utilize the user-interface elements and interactions taught by

Pinard in the invention taught by NetBIOS since Pinard teaches that the invention can be used

with any system in which a personal computer in conjunction with a server operates (Pinard, col.

2 lines 43-46), since NetBIOS teaches that it can be implemented using different operating

s stems etBIOS . 359 and since examiner notes that both NetBIOS and Pinard relate to

communications between at least two users implemented in a computerized environment.

8) Claims 18, 29, are rejected under 35 U.S.C. 103(a) as being unpatentable by NetBIOS,

further in view of Pinard, further in view of VocalChat User's Guide (See claim mapping chart in

Exhibit M, pages 19 and 24, incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the

time the invention was made to utilize the limitations taught by VocalChat User’s Guide in the

ReexamFH_001033
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invention taught by NetBIOS and Pinard above since all three references relate to the field of

communications over a computer network, since VocalChat and Pinard utilize a computer

system for telephony features specifically, and since examiner notes that the use of a MUTE

feature in telephone conversations is old and well known in the art.

Issue 2

9) Examiner notes the following will represent the Etherphone references utilized for the

rejection below (All considered a single reference as published together):

“Zellweger ”: An Overview of the Etherphone System and its Applications

“Swine/1art": Telephone Management in the Etherphone System

“Terry”: Managing Stored Voice in the Etherphone System

“Swine/iart 2 System Support Requirements for Multi-media Workstations

“Zellweger 2 Active Paths through Multimedia Documents

10) Claims 43-44 are rejected under 35 U.S.C. 102(b) as being unpatentable by Etherphone

(See claim mapping chart in Exhibit N, pages 33-35, incorporated by reference).

1 1) Claims 1-2, 4-7, 32-42 are rejected under 35 U.S.C. 103(a) as being unpatentable by

Etherphone, further in view of Vin, further in view of RFC 1531 (See claim mapping chart

utilizing alternative 103 rejections in Exhibit N, pages 1-12 for claims 1-2 and 4-7, and pages 24-

33 for claims 32-42, incorporated by reference).
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In addition examiner adds that it would have been obvious to one skilled in the art at the

time the invention was made to utilize the computer program product taught by Ethegphone

above in an lntemet based system utilizing dynamically assigned IP addresses from Internet

access servers as taught by Vin and RFC 1531 since Ethegphone was intended for use in multiple

networks and communication rotocols Terr a e 3 since Vin and Ethe hone both describe

the same Ethegphone system, since examiner notes that Internet and IP address-based networks

are old and well known in the art and would be a natural extension from an ethemet-based

system, since dynamic allocation of IP addresses allows for automatic reuse of an address that is

no longer needed by the host to which it was assigned (RFC 1531, Pg. 2 1, and since examiner

notes the use of dynamic IP address assignment in a TCP/IP network are old and well known in

the art, and are useful to eliminate the burdensome task of manually assigning IP addresses for

all networked computers.

12) Claims 10-17, 19-28, 30-31 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Etherphone, further in view of Pinard (See claim mapping in the Request pages 1 18-126,

and also claim mapping chart utilizing alternative 103 rejections in Exhibit N, pages 12-17 for

claims 10-17, pages 17-23 for claims 19-28, and page 24 for claims 30-31, incorporated by

reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the

time the invention was made to utilizing the user-interface elements and interactions taught by

Pinard in the invention taught by Ethegphone since Pinard teaches that the invention can be used

with any system in which a personal computer in conjunction with a server operates (Pinard, col.
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2 lines 43-46 and since examiner notes that both Ethe hone and Pinard relate to

communications between at least two users implemented in a computerized environment.

13) Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Etherphone,

further in view of Vin, RFC 1531 and NetBIOS (See claim mapping in the Request, pages 112-

’ 113 and also claim chart in Exhibit N, page 8, incorporated by reference).

In addition examiner adds that it would have been obvious to combine NetBIOS with

Ethegphone, Vin, and RFC 1531 as taught above since examiner notes that all references teach

, the use of computer networking, and since examiner notes that the use of timestamps would

allow for determination of length of time a user has been online and would also allow for

removal of stale entries in the database.

14) Claims 18 and 29 are rejected under 35 U.S.C. l03(a) as being unpatentable over

Etherphone, further in view of Pinard and VocalChat User's Guide (see claim chart in Exhibit N,

page 17 for claim 18, and page 23 for claim 29, incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the

time the invention was made to utilize the limitations taught by VocalChat User’s Guide in the

invention taught by Etherphone and Pinard above since all three references relate‘ to the field of

communications over a computer network, since V0calChat User’s Guide and Pinard utilize a

computer system for telephony features specifically, and since examiner notes that the use of a

MUTE feature in telephone conversations is old and well known in the art.
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Issue 3

14) Examiner notes the following will represent the VocalChat references utilized for the

rejection below:

“User ’s Guide": VocalChat User’s Guide, Version 2.0

“Readme ”; VocalChat Readme File, Version 2.02

“Networking Information VocalChat 1.01 Networking Information

”Help File ”: VocalChat Information, Version 2.02

“Troubleshooting Help File”: VocalChat Troubleshooting Help File, Version 2.02

15) Claims 1-2, 4-7, 32-42 are rejected under 35 U.S.C. l03(a) as being unpatentable by the

combination of all five VocalChat references listed above (hereafter “VocalChat References”),

further in view of RFC 1531 (See claim mapping chart utilizing alternative 103 rejections in

Exhibit '0, pages 1-15 for claims 1-2 and 4-7, and pages 26-36 for claims 32-42, incorporated by

reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalChat client software and which all interoperate in the same

basic manner. In addition it would have been obvious to utilize the limitations taught by RFC

. 1531 in the invention taught by VocalChat above since this allows for automatic reuse of an

address that is no longer needed by the host to which it was assigned (RFC 1531, Pg. 2 ), and

since examiner notes the use of dynamic IP address assigmnent in a TCP/IP network are old and
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well known in the art, and are useful to eliminate the burdensome task of manually assigning IP

addresses for all networked computers.

16) Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable by the combination of

VocalChat, further in view of RFC 1531, fiirther in view ofNetBIOS (See claim mapping chart

in Exhibit 0, pages 9-10, incorporated by reference).

In addition examiner adds that it would havebeen obvious to combine NetBIOS with

VocalChat and RFC 1531 as taught above since examiner notes that all references teach the use

of computer networking, and since examiner notes that the use of timestamps would allow for

determination of length of time a user has been online and would also allow for removal of stale

entries in the database.

17) Claims 43-44 are rejected under 35 U.S.C. l03(a) as being unpatentable by VocalChat.

Referring to (Claim 43), VocalChatteaches a computer program product for use with a

computer system, the computer system executing a first process operatively coupled over a

computer network to a second process and a server process (User°s Guide, pg. 5, 7-8, Help File,

pg._;), the computer program product comprising a computer usable medium having computer

readable program code embodied therein, the program code comprising:

a. program code configured to access a directory database, the database having a network

protocol address for a selected plurality of processes having on—line status with respect to the

computer network, the network protocol address of each respective process forwarded to the

database following connection to the computer network (Help File, pg. 2, 26, Network
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Information, pg. 10, whereby the network protocol address of clients are transmitted to and

stored in a Connection List / USERS file located on the network); and

b. program code responsive to one of the network protocol addresses and configured to

establish a point-to-point communication link from the first process to the second process over

the computer network (Help File, pg. 17, User Guide, pg. 2, whereby user-to-user access is

facilitated through a connection list file over a network).

In addition examiner notes that it would have been obvious to one skilled in the art at the

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalChat client software and which all interoperate in the same

basic manner.

Referring to (Claim 44), VocalChat teaches in a first computer process operatively

coupled over a computer network to a second process and an address server (User’s Guide, pg. 5,

7-8, Help File, pg. 2), a method of establishing a point-to—point communication between the first

and second processes comprising the steps of:

A. following connection of the first process to the computer network forwarding to the

address server a network protocol address at which the first process is connected to the computer

network (Help File, pg. 2, 26, Network Information, pg. 10, whereby the network protocol

address of clients are transmitted to and stored in a Connection List / USERS file located on the

mtvv_or_k);
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B. querying the address server as to whether the second process is connected to the

computer network (Help File, pg. 2, 26, Network Information, pg. 10, whereby clients Query the

network server and whereby the server stores addresses of logged in users);

C. receiving a network protocol address of the second process from the address sewer,

when the second process is connected to the computer network (Help File, pg. 2, 22, whereby the

server transmits network addresses from the directog database); and

D. in response to the network protocol address of the second process, establishing a

point—to-point communication link with the second process over the computer network (Help

File, pg. 17, User Guide, pg. 2, whereby user-to-user access is facilitated through a connection

list file over a network).

In addition examiner notes that it would have been obvious to one skilled in the art at the

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalChat client software and which all interoperate in the same

basic manner.

18) Claims 10-31 are rejected under 35 U.S.C. l03(a) as being unpatentable over VocalChat,

further in view of Pinard.

Referring to (Claim 10), VocalChat teaches in a computer system, a method for

establishing a point-to-point communication link from a caller process to a callee process over a

computer network, the caller process having a user interface and being operatively connectable

to the callee process and a server over the computer network (Help File, pg. 17, User Guide, pg.
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2), the method comprising establishing a point-to-point communication link from the caller

process to the first callee process (Help File, pg. 14, 20-21, whereby calls are established

between two parties via network address).

In addition, VocalChat teaches the use of multiple user interface elements {User Guide,

pg. 12, 14, Help File, pg. 11, 20-21 1. However, VocalChat does not explicitly teach providing a

user interface element representing a first communication line, providing a user interface element

representing a first callee process; and establishing communication in response to a user

associating the element representing the first callee process with the element representing the

first communication line.

Pinard teaches a human machine interface for teleph_one feature invocation which is

utilized on a personal computer and allows a user to make telephone calls by moving graphics

around a screen. Pinard teaches a user interface element representing a first communication line

and callee process (Pinard, Figure 6 and col. 5 lines 23-30 ), and also teaches clicking and

dragging an icon representing a callee from a directopy into a call setup icon to establish a call

link (Pinard, Figure 3, col. 4 lines 38-51, Figure 6, col. 5 lines 36-37).

Therefore it would have been obvious to one skilled in the art at the time the invention

was made to utilize the user-interface elements and interactions taught by Pinard in the invention

taught by VocalChat since Pinard teaches that the invention can be used with any system in

which a personal computer in conjunction with a server operates (Pinard, col. 2 lines 43-46), and

since examiner notes that both VocalChat and Pinard relate to communications between at least

two users implemented in a computerized environment.
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Referring to (Claim 21), VocalChat teaches a computer program product for use with a

computer system comprising a computer usable medium having program code embodied in the

medium for establishing a point-to-point communication link from a caller process to a callee

process over a computer network, the caller process having a user interface and being operatively

connectable to the callee process and a server over the computer network (User’s Guide, pg. 5, 7-

8, readme, pg. 1, Help File, pg. 2), the medium further comprising program code for establishing

a point-to-point communication link from the caller process to the first callee process (Help File,

pg. 14, 20-21, whereby calls are established between two parties via network address).

In addition, VocalChat teaches the use of multiple user interface elements gUser Guide, pg. 12,

14, Help File, pg. 1 1, 20-21 1. However, VocalChat does not explicitly teach program code for

generating an element representing a first communication line and a first callee process and

establishing communication responsive to a user associating the element representing the first

callee process with the element representing the first communication line.

Pinard teaches a human machine interface for telephone feature invocation which is

utilized on a personal computer and allows a user to make telephone calls by moving graphics

around a screen. Pinard teaches a user interface element representing a first communication line

and callee process (Pinard, Figure 6 and col. 5 lines 23-30), and also teaches clicking and

dragging an icon representing a callee from a directory into a call setup icon to establish a call

link (Pinard, Figure 3, col. 4 lines 38-51, Figure 6, col. 5 lines 36-37).

Therefore it would have been obvious to one skilled in the art at the time the invention

was made to utilize the user-interface elements and interactions taught by Pinard in the invention

taught by VocalChat since Pinard teaches that the invention can be used with any system in
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which a personal computer in conjunction with a server operates (Pinard, col. 2 lines 43-46), and

since examiner notes that both VocalChat and Pinard relate to communications between at least

two users implemented in a computerized environment.

Referring to (Claims 11-20 and 22-31), See claim mapping chart in Exhibit 0, pages 17-

20 for claims 1 1-20 and pages 22-26 for claims 22-31, incorporated by reference.I

In addition examiner notes that it would have been obvious to one skilled in the art at the

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalChat client software and which all interoperate in the same '

basic manner. In addition it would have been obvious to utilize the limitations taught by Pinard

in the invention taught by VocalChat above since this allows for automatic reuse of an address

that is no longer needed by the host to which it was assigned (RFC 1531, Pg. 2), and since

examiner notes the use of dynamic IP address assignment in a TCP/IP network are old and well

known in the art, and are useful to eliminate the burdensome task of manually assigning IP

addresses for all networked computers.
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Conclusion

All correspondence relating to this ex parte reexamination proceeding should be directed

as follows:

By U.S. Postal Service Mail to:

Mail Stop Ex Parte Reexam
ATTN: Central Reexamination Unit

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

By FAX to:

(571) 273-9900
Central Reexamination Unit

By hand to:

Customer Service Window

Randolph Building

401 Dulany St.

Alexandria, VA 22314

By EFS-Web:

Registered users of EFS—Web may alternatively submit such correspondence via the

electronic filing system EFS—Web, at

https://sportaluspto. gov/authenticate/authenticateuserlocalepf.html

EFS—Web offers the benefit of quick submission to the particular area of the Office that

needs to act on the correspondence. Also, EFS—Web submissions are “soft scanned” (i.e.,

electronically uploaded) directly into the official file for the reexamination proceeding, which

offers parties the opportunity to review the content of their submissions after the “soft scanning”

process is complete.
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Any inquiry concerning this communication or earlier communications from the

Reexamination Legal Advisor or Examiner, or as to the status of this proceeding, should be

directed to the Central Reexamination Unit at telephone number (571) 272-7705.

/Alexander J Kosowski/

Primary Examiner, Art Unit 3992
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Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patent and Trademark Office

P.O. Box 1450
Alexandria, VA 22313-1450

{M www.uspto.gov

OCT 2 6 2009

omit REEXAMINATIDN um’

DAVIDSON BERQUIST : ,

JACKSON & GROWDEY LLP : (For Patent Owner)

4300 WILSON BLVD., 7T“ FLOOR -
ARLINGTONVA 22203

BLAKELY SOKOLOFF TAYLOR A : (For Third-Party Requester)
& ZAFMAN LLP '

1270 OAKMEAD PARKWAY

SUNNYVALE, CA 94085-7070

In re HUTTON et a1. : DECISION GILANTING

Reexamination Proceeding : PETITION FOR

Control No. 90/010,416 : EXTENSTION OF TIME

Request Deposited: February 17, 2009 : [37 CFR 1.550(0)]

For: U.S. Patent No. 6,108,704 '

' This is a decision on the October 8, 2009, "REQUEST FOR EXTENSION OF TIME

PURSUANT TO 37 C.F.R §1.550(c)" requesting that the time to submit a Patent Owner

response be extended one month.

The petition is before the Director of the Central Reexamination Unit for consideration.

The petition is granted and a one—month extension of time is granted for the reasons set forth
below. 5

REVIEW OF RELEVANT FACTS

U.S. Patent 6,108,704 issued to Hutton et alia on August 22, 2000.
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Application/Control Number: 90/010,416 Page 2

Art Unit: 3992

On February 17, 2009 a third party requester requested ex parte reexamination of US

Patent No. 6,108,704 which is identified under control no. 90/010,416.

The Order was granted for reexamination on March 11, 2009.

A First Office action was issued on August 27, 2009 setting a two—month period for
I'€Sp0I1SC.

A petition for extension of time under 37 CFR l.550(c) was filed October 19, 2009

requesting a one month extension.

DECISION

The Patent Owner requests an extension of time in which to file a response to the outstanding

Office action. The present petition for extension of time was timely filed on October 8, 2009

together with the petition fee required by 37 CFR l.5l5(c).

37 CFR 1.550 (c) states:

(c) The time for taking any action by a patent owner in an ex parte reexamination

proceeding will be extended only for sufficient cause and for a reasonable time

specified. Any request for such extension must be filed on or before the day on

which action by the patent owner is due, but in no case will the mere filing of a

request effect any extension. Any request for such extension must be accompanied

by the petition fee set forth in § l.l7(g). See § 1.304(a) for extensions of time for

filing a notice of appeal to the U.S. Court of Appeals for the Federal Circuit or for

cornmencinga civil action.

Addressing the requirement of 37 CFR 1.550 (c) to make a showing of’ “sufficient cause" to

grant an extension of time request, MPEP 2265 states, in pertinent part:

Evaluation of whether sufficient cause has been shown for an extension must be made in

the context of providing the patent owner with a fair opportunity to present an argument

against any attack on the patent, and the requirement of the statute (35 U.S.C. 305) that

the proceedings be conducted with special dispatch

Any request for an extension of time in a reexamination proceeding must fully state
the reasons therefor

The reasons stated in the request will be evaluated by the CRU Director, and the requests

will be favorably considered where there is a factual accounting of reasonably diligent

behavior by all those responsible for preparing a response within the statutory time

period.
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Application/Control Number: 90/010,416

Art Unit: 3992

Patent Owner’s Showing of Sufficient Cause to Grant an Extension of Time

The request notes what steps Owner has taken to date in preparation of a response to the Office

action. Further, the request outlines why, in spite of the actions taken thus far, the requested

additional time is believed necessary.

Analysis and Findings

On balance it is considered that the petition explains the “sufficient cause" for an extension of

time. It is clear Patent Owner requires some additional time to prepare a response to the

outstanding Office action. See pages 2-3 of the petition for details. An extension of time of one
month is considered sufficient.

Patent Owner should expect that future requests for extensions will not be granted absent strong

and compelling reasons that establish the existence of an extraordinary situation necessitating the
additional time.

CONCLUSION

1. Petitioner’s request is granted. The time for filing a response to the outstanding Office

action is extended for one month and is due on or before November 27, 2009.

2. All correspondence relating to this ex parte reexamination proceeding should be directed:

By EFS: Registered users may submit via the electronic filing system EFS-Web, at

https://sportal.uspto.gov/anthenticate/authenticateuserlocalepfihtml.

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit

Commissioner for Patents

United States Patent & Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

By FAX to: (571)273-9900
Central Reexamination Unit

By hand: Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

For EFS-Web transmissions, 37 CFR 1.8(a)(1)(i) (C) and (ii) states that correspondence

(except for a request for reexamination and a corrected or replacement request for

reexamination) will be considered timely filed if (a) it is transmitted via the Office’s electronic
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Application/Control Number: 90/010,416 Page 4

Art Unit: 3992

filing system in accordance with 37 CFR l.6(a)(4), and (b) includes a certificate of transmission

for each piece of correspondence stating the date of transmission, which is prior to the expiration

of the set period of time in the Office action.

3. Telephone inquiries related to this decision should be directed to Eric Keasel, at (571)

272-4929, Jessica Harrison at (571) 272-4449 or Mark Reinhart, at (571) 272-1611.

/J. Harrison/ for

Gregory Morse

Director, Central Reexamination Unit
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Electronic Patent Application Fee Transmittal

Title of Invention: Point-to-Point Internet Protocol

o

ex parte reexam Filing Fees

Sub-Total in

USD($)

Basic Filing:

Description Fee Code Quantity

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-AIIowance-and-Post-Issuance:

Extension-of-Time:

Petition fee— 37 CFR 1.17(g) (Group II) xamFI_I2(fi01054
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Miscellaneous:

 S“:-;;(t$a)| In

Total in USD ($)
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Electronic Acknowledgement Receipt

m

—

Title of Invention: Point-to-Point Internet Protocol

First Named Inventor/Applicant Name: 6108704

Customer Number: 42624

I
—

Payment information:

Submitted with Payment yes—

 
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination profi%‘@g5igflsFH 001056
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document
Document Description File Name Flle SlzewytesllNumber Message Digest Part /.zip (if appl.)

652300

Reexam Request for Extension of Time 20091123,EOT,request.pdf a7388Z1zlltldle(62f6cb703b(394ef6S64b
66661)

Information:

Reexam Certificate of Service 20091123_COS.pdf 3d48b703ddeebe5e1ad7e0fb6475fc2d4b0
04358

Information:

29576

84f06dd76e04ef0733(8(ee8639I a3b9f5:a
ea5'|

Fee Worksheet (PTO-875) fee-info.pdf

Warnings:

Information:

Total Files Size (in bytes):| 735455

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP401 Box‘ I450

Alexandria, Virginia 22313-1450www.usplo.gov

APPLICATION NO. FILINO DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION N0.

90/010,416 02/I7/2009 ‘ 6lO8704 2655-0188 I06!

42624 7590 I l /25/2009 EXAMINER

DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, VA 22203 PAPERNUMBERE

DATE MAILED: I I/25/2009

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. I0/()3) ReeXamFH_001053
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patents and Trademark Office

P.O.Box I450
Alexandria, VA 22313-1450

WWW . USDIO. g0V

THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS Date:

Edwin H. Taylor MAELED!

BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN, LLP 4

1279 Oakmead Parkway NOV 2 5 2009
Sunnyvale, CA 94085-4040 ' CENTRAL REEXAMINATION LMT

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. : 90010416

PATENT N0. : 6108704

ART UNIT : 3992

Enclosed is a copy of the latest communication from the United States Patent and Trademark

Office in the above identified ex parte reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a -

reply has passed, no submission on behalf of the ex parte reexamination requester will be

acknowledged or considered (37 CFR 1.550(9)).
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patent and Trademark Office

P.O. Box 1450
Alexandria, VA 22313-1450www.usgto.gov ,

Michael R Casey :

DAVIDSON BERQUIST JACKSON .: (For Patent Owner
& GOWDEY LLP -

4300 WILSON BLVD., 7TH FLOOR :

ARLINGTON VA 22203. . : MA”-ED

NOV 2 52009

BLAKELY SOKOLOFF TAYLOR 2 or Third Party cENmA1_ REEXAMINATION UNIT

& ZAFMAN LLP : Requester)
1279 OAKMEAD PARKWAY

SUNNYVALE, CA 94085-4040

In re: Hutton et alia DECISION
Ex Parte Reexamination Proceeding : DISMISSING

Control No. 90/010,416 : PETITION FOR EXTENSION

Deposited: 17 February 2009 : OF TIME

For: US Patent No. 6,108,704 : 37 CFR§ 1.550(0) & 1.181

This is a decision on the 23 November 2009, “Supplemental Request for Extension of Time in a Re-

Examination” filed under 37 CFR § l.550(c) requesting that the time for responding to the non-final
Office action dated 27 August 2009, be further extended by one (1) week. The petition was filed

with the required certificate of service and petition fee. The petition was timely filed.

The petition is before the Director of the Central Reexamination Unit for consideration.

The petition is dismissed for the reasons set forth below.

DISCUSSION

The Patent Owner requests the period of time be further extended in which to file a

response to non-final Office action dated 27 August 2009 which set a two (2) month period for
response thereto. A first petition for extension of time was granted extending the response period by

one month in the decision dated 26 October 2009. The subsequent petition was timely filed with the

required certificate of service and petition fee pursuant to 37 CFR '§§ 1.550(0) and 1.l7(g). Second
requests for extension of time will only be granted in exception circumstances.

The petition for extension of time dated 23 November 2009_ is dismissed.

37 CFR § 1.550 (c ) states:

ReexamFII_001060
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Reexamination Control No. 90/010,4] 6

(c) The time for taking any action by a patent owner in an exparte reexamination

proceeding will be extended only for sufficient cause and for a reasonable time

specified. Any request for such extension must be filed on or before the day on

which action by the patent owner is due, but in no case will the mere filing of a

request effect any extension. Any request for such extension must be accompanied by

the petition fee set forth in § l.17(g). See § 1.3 04(a) for extensions of time for filing a

“notice of appeal to the U.S. Court of Appeals for the Federal Circuit or for

commencing a civil action. (emphasis added) I

MPEP § 2265 Extension of Time (in-part) .

Ex parze prosecution will be conducted by initially setting either a 1-month or a 2-

month shortened period for response, see MPEP § 2263. The patent owner also will

be given a 2-month period after the order for reexamination to file a statement >(by

statute (35 U.S.C. § 304 ), this period cannot be less than 2—months, even in a

proceeding where the patent is being litigated). See 37 CFR § 1.530(b). First requests

for extensions of these statutory time periods will be granted for sufficient cause, and

for a reasonable time specified — usually 1 month. The reasons stated in the request

will be evaluated by the CRU or TC Director, and the requests will be favorably

considered where there is a factual accounting of reasonably diligent behavior by all

those responsible for preparing a response within the statutory time period. Second or

subsequent requests for extensions of time or requests for more than 1 month will be

granted only in extraordinary situations.

ANALYSIS AND FINDINGS

The patent owner’s representative petitions to extend the period for response by adding thirty (30)

days to the period for response._ The decision to extend the period for response is
evaluated based upon a showing of “sufficient cause.” There is always the consideration to

balance the need for the patent owner to have a fair opportunity to respond to the Office

action between the need for special dispatch.

The patent owner timely submitted a first petition for extension which was granted on 26 October

2009. This first extension oftime granted one additional month for which the patent owner to

respond to the outstanding Office action. Second or subsequent requests for extensions of time or

requests for more than 1 month will be granted only in extraordinary situations. The factual

accounting presented by the petitioner does not meet the level of extraordinary circumstances.

The petition request to extend the response time is hereby dismissed.

CONCLUSION

The patent owner’s petition for extension of time is hereby dismissed.

The time to respond continues to run.
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Reexamination Control No. 90/010.4 I 6

Response is due on 27 November 2009.

Response and/or submissions to the Office should be addressed as follows:

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit

Commissioner for Patents

United States Patent & Trademark Office

P. O. Box 1450

Alexandria, VA 22313-1450

(5 71) 273-9900
Central Reexamination Unit

Customer Service Window

Randolph Building

. 401 Dulany Street

Alexandria, VA 22314

Registered users of EFS-Web may alternatively submit such correspondence

via the electronic filing system EFS-Web, at
https://sportaluspto.gov/authenticate/a11thenticateuserlocalepfhtinl. EFS-Web

offers the benefit of quick submission to the particular area of the Office that

needs to act on the correspondence. Also, EFS-Web submissions are “soft
scanned” (i.e., electronically uploaded) _directly into the official file for the

reexamination proceeding, which offers parties the opportunity to review the

content of their submissions after the “soft scanning” process is complete.

Telephone inquiries with regard to this decision should be directed to Mark Reinhart,

at (571) 272-1611, in the event that Mark Reinhart is unavailable Eric Keasel at (571)

272-4929, or Jessica Harrison at (571) 272-4449; all are Supervisory Patent

Examiners in the Central Reexamination Unit, Art Unit 3992 may also be contacted.

/Mark Reinha1t/

for

Gregory Morse

Director,
Central Reexamination Unit 3999
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. (Patent No. 6,108,704) Group Art Unit: 3992

Control No.2 90/010,416 Examiner: KOSOWSKI, Alexander

Issue Date: August 22, 2000 Date: November 27, 2009

Title: POINT-TO-POINT INTERNET

PROTOCOL Confirmation No.: 1061

RESPONSE TO NON—FINAL REJECTION IN A RE—EXAMINATION

Hon. Commissioner of Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Office Action dated August 27, 2009 (and having had the deadline for

responding extended one month), the Assignee hereby submits:_

Claim Amendments beginning on page 2 of this paper; and

Remarks/Arguments beginning on page 6 of this paper.
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Re—Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

AMENDMENTS TO THE CLAIMS

Please amend the claims in re—examination as follows:

l0. (Canceled)

l 1. (Amended) In a computer system, a method for establishing a point-to-point

communication link from a caller process to a callee process over a computer network, the caller

process having a user interface and being operatively connectable to the callee process and a

server over the computer network, the method comprising the steps of:

A. providing a user interface element representing a first communication line;

B. providing a user interface element representing a first callee process; and

C. establishing a point—to—point communication link from the caller process to the first

callee process. in response to a user associating the element representing the first callee process

with the element representing the first communication line, |'l‘he method of claim 10] wherein"

step C further comprises the steps of:

c.l querying the server as to the on-line status of the first callee [process] process; and

c.2 receiving a network protocol address of the first callee process over the computer

network from the server.

12. (Amended) The method of claim [10] ll further comprising the step of:

D. providing an element representing a second communication line.

14. (Amended) The method of claim [10] Q further comprising the steps of:

D. providing a user interface element representing a second callee process; and

E. establishing a conference point-to-point communication link between the caller

process and the first and second callee process, in response to the user associating the element

representing the second callee process with the element representing the first communication

line.
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Re-Examination ofPatent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

15. (Amended) The method of claim [10] Q further comprising the step of:

F. removing the second callee process from the conference point-to-point communication

link in response to the user disassociating the element representing the second callee process

from the element representing the first communication line.

16. (Amended) The method of claim [10] Q fiirther comprising the steps of:

D. providing a user interface element representing a communication line having a

temporarily disabled status; and

E. temporarily disabling a point-to-point communication link between the caller process

and the first callee process, in response to the user associating the element representing the first

callcc process with the element representing the communication line having a temporarily

disabled status.

19. (Amended) The method of claim [10] l_l wherein the caller process further comprises

a visual display and the user interface comprises a graphic user interface.

21. (Canceled)

22. (Amended) A computer program product for use with a computer system comprising:

a computer usable medium having program code embodied in the medium for

establishing a point-to-point communication link from a caller process to a callee process over a

computer network, the caller process having a user interface and being operatively connectable

to the callee process and a server over the computer networlg, the medium further comprising:

program code for generating an element representing a first communication line;

program code for generating an element representing a first callee process;

program code, responsive to a user associating the element representing the first callee

process with the element representing the first communication line, for establishing a point-to-

3
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Re—Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: Febmary 24, 2009

Reply to Office Action of August 27, 2009

point communication link from the caller process to the first callee process, [The computer

program product of claim 21] wherein the program code for establishing a point-to-point

communication link further comprises:

program code for querying the server as to the on-line status of the first callee process;

and

program code for receiving a network protocol address of the first callee process over the

computer network from the server.

23. (Amended) A computer program product of claim [21] Q further comprising:

program code for generating an element representing a second communication line.

25. (Amended) The computer program product of claim [21] 2 further comprising:

program code for generating an element representing asecond callee process;

program code means, responsive to the user associating the element representing the

second callee process with the element representing the first communication line, for establishing

a conference communication link between the caller process and the first and second callee

process.

27. (Amended) The computer program product of claim [21] Q further comprising:

program code for generating an element representing a communication line having a

temporarily disabled status; and

program code, responsive association of the element representing the first callee process

with the element representing the communication line having a temporarily disabled status, for

temporarily disabling the point-to-point communication link between the caller process and the

first callee process.
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Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

30. (Amended) A computer program product of claim [21] gg wherein the computer

system further comprises a visual display and the user interface comprises a graphic user

interface.
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Re—Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

REMARKS/ARGUMENTS

Favorable reconsideration of the claims currently undergoing re-examination, in View of

the present amendment and in light of the following discussion, is respectfully requested.

STATUS OF THE CLAIMS AND SUPPORT FOR THE CLAIM CHANGES

Claims 1-7, 11-20 and 22-44 are pending and the subject of this re—examination. Claims

11 and 22 have been rewritten in independent form without changing their scope, thus those

amendments are self supporting. Their corresponding independent claims (i.e., claims 10 and

21) have been canceled. The dependencies of claims 12, 14, 15, 16, 19, 23, 25, 27 and 30 have

been amended in light of the cancelation of claims 10 and 21 to depend from new independent

claims 11 and 22. In light of the changes to the dependencies, these changes are self supporting.

Thus, no new matter has been added, ‘No other claims have been amended, added or canceled

herewith.

RESPONSE TO REJECTIONS

In the outstanding Office Action, five main rejections were made as follows:

1. Claims 43 and 44 were alleged to be anticipated by NetBIOS;

2. Claims 1-7 and 10-42 were alleged to be rendered obvious by NetBlOS in

combination with at least one other reference;

3. Claims 43 and 44 were alleged to be anticipated by the Etherphone papers;

4. Claims 1-7 and 10-42 were alleged to be rendered obvious by the Etherphone

papers in combination with at least one other reference; and

5. Claims 1-7 and 10-44 were alleged to be rendered obvious by the VocalChat

References, either alone or in combination with at least one other reference.

ReexamFH_001068



ReexamFH_001069
SONY EXHIBIT 1003- Page 1069

Re-Examination ofPatent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

Each of those rejections is respectfully traversed for the reasons set forth below. Reference is

made throughout this response to the Declaration Of Ketan Mayer-Patel Under 37 C.F.R. 1.132

(hereinafter the “Mayer-Patel Declaration”) attached hereto as Exhibit 1.

The Rejection of Claims 43 and 44 over NetBIOS

Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality ofprocesses having on-line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” This limitation is not

taught by the NetBIOS reference as NetBIOS does not provide dynamic addressing or on-line

status. See Exhibit 1, Mayer-Patel Declaration, paragraph 21.

In rejecting claim 43, the Office Action adopts the positions of the third-party requester

and states “See claim mapping chart in Exhibit M, pages 36-40, incorporated by reference.”

With respect to this limitation (a), the claim mapping does not allege, much less prove, that

NetBIOS teaches “the network protocol address of each respective process forwarded to the

databasefollowing connection to the computer network.” In fact, the Office Action appears to

have agreed (e.g., with respect to claim 1) that the NetBIOS reference does not teach that the

processes receive network protocol addresses “following connection to the computer network.”

The Office Action did this by rejecting the requester’s arguments under 35 U.S.C. § 102 and

instead adopting “claim chart mapping utilizing alternative 103 rejections” -- rejections that rely

on RFC 1531 to teach dynamic addressing. See Exhibit 1, Mayer—Patel Declaration, paragraph

22.

Even assuming that the Office Action intended the rejection to be a rejection under 35

U.S.C. § 103 by combining NetBIOS with RFC 1531, the rejection would still not be proper.

When alleging that one of ordinary skill in the art would have combined NetBIOS with RFC

1531, the Office Action states “it would have been obvious to utilize the limitations taught by

RFC 1531 in the invention taught by NetBIOS since this would allow for automatic reuse of

7

ReexamFH_00 1069



ReexamFH_001070
SONY EXHIBIT 1003- Page 1070

Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

an address and since examiner notes the use of dynamic IP address assignment in a TCP/IP

network are old and well known and are useful to eliminate the burdensome task of manually

assigning IP addresses for all networked computers.” The assignee respectfully submits that the

conclusion drawn by the Office Action on the combinability ofNetBIOS and RFC 1531 is

mistaken in its conclusion on motivation. The Office Action speculates, with hindsight, as to

why a person ofordinary skill might Want to combine the two references, but does not

acknowledge the problems that would arise in doing so, and does not provide any prior art that

would indicate how the problems that dynamic addressing would bring into a NetBIOS type

system could be resolved by those of ordinary skill at the time the patent was filed. See Exhibit

1, Mayer-Patel Declaration, paragraph 23. In the context ofpoint-to-point communication,

widespread use of dynamically assigned addresses does not solve NetBIOS’s problems, it creates

further problems. The assignee agrees that dynamically assigned addresses were known, and the

patent in re-examination specifically states in that regard, “Due to the dynamic nature of

temporary IP addresses of some devices accessing the Internet, point-to-point communications in

realtime of voice and video have been generally difficult to attain.” Col. 1, lines 53-56. See

Exhibit 1, Mayer-Patel Declaration, paragraph 24.

But it is not enough to prove that the cause of a problem existed, namely the problematic

use of changing addresses. The Office Action must show by citation of prior art that the problem

was recognized, and that the solution for NetBIOS was either known or trivially apparent from

the known art. See Innogenetics, N I/. v. Abbott Laboratories, 512 F.3d 1363, 1373 (Fed Cir.

2008) (“The district court was nevertheless correct that knowledge of a problem and motivation

to solve it are entirely different from motivation to combine particular references to reach the

particular claimed method.”). If the requester of this reexamination had such prior art it would

undoubtedly have been provided as part of its exhaustive reexamination request. The fact that

there is none is testimony to the lack of teaching in the prior art to make the suggested

combination.
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The NetBIOS reference cited in the request, moreover, indicates the opposite. For

example, Section 15.1.7 of the NetBIOS reference (entitled “Consistency of the NBNS Data

Base”) recognizes that the association between a node, a registered name and an IP address is

tenuous, even in an environment that uses static IP addresses. “Even in a properly running

NetBIOS scope the NBNS and its community ofend-11odes may occasionally lose

synchronization with respect to the true state of name registrations.” To minimize the impact of

this problem, the reference states, “Various approaches have been incorporated into the

NetBIOS-over—TCP protocols” which it then proceeds to describe. See Exhibit 1, Mayer—Patel

Declaration, paragraph 26.

However, by incorporating DHCP and adopting dynamic address allocation as used by

Internet access providers, the synchronization problem would become more disruptive, not less.

Dynamic addressing would have introduced a new uncertainty to the relationships among the

NBNS and its community of end-nodes and anew set of obstacles to NetBIOS synchronization

that are not addressed by the NetBIOS reference. Consider the case of a node that is tumed-off

and then subsequently turned back on, or a node that has simply lost its Internet connection for

some technical reason or whose DHCP lease has expired and then re-established a connection.

In a dynamic addressing environment, such a node would most likely obtain a new IP address

when it was turned back on that was different than the one it had when it registered its name.

This change could lead to any number of node-name-IP address synchronization problems for

the disclosed NetBIOS protocols. See Exhibit 1, Mayer—Patel Declaration, paragraph 27.

For example, because the NBNS does not know the node’s new address, the NBNS

would be unable to send to the node a Name Release Request or a Name Conflict Demand or

request that the node send it a Name Status Request. Because communication from the node

would be originating at a new address that was not recognized by the NBNS, a node’s response

to a Name Query Request (assuming it somehow knew that its name had been challenged,

perhaps from before it lost network connectivity) would not be recognized. A node would also

be unable to confirm its association with registered names by sending Name Refresh Request

9
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packets to the NBNS. If a session between two NetBIOS applications were cut-off, re-

establishing the communication would be especially difficult where the ability of a called entity

to obtain both its associated name and its associated IP address were in doubt. As a result, the

Office Action has not demonstrated that a solution to the problems created by exposure of

NetBIOS to DHCP and dynamic addressing has been addressed by any of the applied

referencesl See Exhibit 1, Mayer-Patel Declaration, paragraph 28.

The Office Action also has not identified anything in the cited art that suggests how a

person of ordinary skill is to go about the redesign ofNetBIOS and the solving of obstacles to

NetBIOS operation that are created by Internet access; problems that were recognized and left

as warnings unresolved in the NetBIOS reference? See Exhibit 1, Mayer-Patel Declaration,

paragraph 29.

Merely citing to dynamic addressing, i.e., the source of those problems, is insufficient as

the Supreme Court and the Federal Circuit have repeatedly made clear. See Depuy Spine, Inc. v.

Medtronic Sofamor Danelg Inc., 567 F.3d 1314, 1326 (Fed. Cir. 2009) citing inter alia KSR Int 7

Co. v Teleflex Inc., 550 U.S. 398 (2007) and US v/ldams, 383 U.S. 39 (1966), for the

proposition that obviousness requires not only “the expectation that prior art elements are

capable ofbeing physically combined, but also that the combination would have worked for its

intended purpose,” and quoting In re ICON Health & Fitness, Inc, 496 F.3d 1374, 1382 (Fed.

1 Besides dynamic addressing, Internet access would pose other challenges to a NetBIOS system. For example,
because NetBIOS was designed for use on local area networks with small numbers of computers, trust among the
network participants is assumed. That assumption cannot be transferred to a global Internet made up of unknown,

and sometimes malevolent, entities. An implementation ofNetBIOS on the public Internet would necessitate non-

trivial adaptations to ensure that its services perform correctly and return accurate information. There is no
discussion of security issues in the cited references. See Exhibit 2, from

ht_tp://www.w3schools.c0ni/Site/site securityg1_s_p which l11St1’llCtS Microsoft Windows users whose computers access
the Internet to disable NetBIOS over TCP/IP in order to solve their security problems. See Exhibit 1, Mayer-Patel
Declaration, paragraph 28.

2 The cited references go out of their way to avoid describing how a NetBIOS protocol might work in inter—
connected network environments that that are less complex than the Internet and that predate DHCP. See Section

4.6 (“The proposed standard recognizes the need for NetBIOS operation across a set of networks interconnected by
network (IP) level relays (gateways.) However, the standard assumes that this form of operation will be less
frequent than on the local MAC bridged-LANF’)

1 0
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Cir. 2007) as saying “[A] reference teaches away from a combination when using it in that

combination would produce an inoperative result.”

In View of the foregoing, a rejection of claim 43, even over the combination ofNetBIOS

and RFC 1531, can be compared to the rejection of a patent that claims a vehicle that travels on

water where one piece of prior art shows a land vehicle and another shows water. The fact that

water creates a problem for the land vehicle does not disclose that the person of ordinary skill

would know how to build a vehicle capable of crossing the water. Thus, claim 43 is patentable

over NetBIOS alone or over NetBlOS in combination with RFC 1531. See Exhibit 1, Mayer-

Patel Declaration, paragraph 30.

NetBIOS and RFC 1531 also do not teach “a. program code configured to access a

directory database.. having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network.” While NetBIOS uses name

entries with “active” statuses as part ofits narnelmanagernent process, an analysis of how that

“active” status is used shows that “an active name” is not synonymous with an “on-line status

with respect to the computer network.” An active name simply refers to a name that has been

registered and that has not yet been de—registered, independent of whether the associated

computer is or is not on—line. As shown on page 447 (and reproduced below), the Node_Name

entries stored with respect to a NetBIOS Name Server contain a series of fields including the

“ACT” field.
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See Exhibit 1, Mayer—Patel Declaration, paragraph 31.

The ACT field is a single bit field (in bit 5) that signifies an “Active Name Flag. All

entries have thisflag set to one (1).” (Emphasis added.) If all name entries have this flag set to

one (1), then the NetBIOS name server cannot be using the Active Name Flag as a means of

separately tracking whether the entity that owns the name is “active,” let alone What its “on-line

status” might be. See Exhibit 1, Mayer-Patel Declaration, paragraph 32.

The NetBIOS reference also does not teach that the active status of a name in the

NetBIOS server is an indication of the active status of the owner of that name. To the contrary,

when information about whether the owner of a name is “active” may be relevant, for example

when a new entity seeks to register a name that has already been registered in the NetBlOS name
12

ReexamFH_001074



ReexamFH_001075
SONY EXHIBIT 1003- Page 1075

Re—Examination ofPatent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

server, the NetBIOS reference describes an elaborate set of interactions used to test whether the

existing owner of the registered name is active or inactive. It does not rely on the fact that the

name is active in the NetBIOS name server (See Section 15.2.2.2 and 15 2.2.3 entitled “Existing

Name and Owner is Inactive”). See Exhibit 1, Mayer-Patel Declaration, paragraph 33.

The NetBIOS reference also does not teach that an acquired IP address can be reasonably

relied upon by a requesting end—node to confirm the “on-line status” of an end—node associated

with a sought name. The NetBIOS reference describes at least two different scenarios where a

second end—node sends a rejection response to the first end—node notwithstanding thefact that a

second end-node is connected to the computer network and active with respect to the sought

name. See Section 16.1.1 (“There exists a NetBIOS LISTEN compatible with the incoming call,

but there are inadequate resources to permit establishment of a session. . .The called name does,

in fact, exist on the called node, but there is no pending NetBIOS LISTEN compatible with the

incoming call.’l). No distinction is made in the reference between the rejection response in these

cases and the rejection response in cases where the called name does not exist on the called end-

node. Id., (“In all but the first case, a rejection response is sent back over the TCP connection to

the caller”). See Exhibit 1, Mayer-Patel Declaration, paragraph 34.

Thus, the limitation “program code configured to access a directory database, the

database having a network protocol address for a selected plurality ofprocesses having on-line

status with respect to the computer network, the network protocol address of each respective

process forwarded to the database following connection to the computer network” of claim 43 is

not taught by the NetBIOS reference alone or in combination with RFC 1531, and the rejection

of claim 43 should be withdrawn. See Exhibit 1, Mayer-Patel Declaration, paragraph 35.

Claim 44 recites ‘following connection ofthefirst process to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

connection to the computer network” in claim 43, NetBIOS does not teach the claimed dynamic

13
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address assignment. Moreover, it would not have been obvious to combine NetBIOS and RFC

1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-Patel

Declaration, paragraph 36.

Claim 44 also recites “querying the address server as to whether the secondprocess is

connected to the computer networ .” As was discussed above with respect to the recitation of

“processes having on-line status with respect to the computer network” in claim 43, NetBIOS

does not teach that an active name in NetBIOS is synonymous with “whether the second process

is connected to the computer network.” An active name simply refers to a name that has been

registered and that has not yet been de-registered, independent of whether the associated

computer is or is not connected to the computer network. Thus, claim 44 is patentable over both

NetBIOS alone and the combination ofNetBIOS and RFC 1531. See Exhibit 1, Mayer-Patel

Declaration, paragraph 37.

Claims 1-7 and 32-42

Claim 1 recites “program code for transmitting to the server a network protocol address

received by thefirstprocessfollowing connection to the computer network.” Claim 1 further

recites “program code for receiving a network protocol address of the second process from the

server, when the secondprocess is connected to the computer network.” As was discussed

above with respect to the recitation of “the network protocol address of each respective process

forwarded to the database following connection to the computer network” in claim 43, NetBIOS

does not teach this dynamic address assignment. Further, it would not have been obvious to

combine NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43. See

Exhibit 1, Mayer-Patel Declaration, paragraph 38.

Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the secondprocess is connected to the computer network.” As was discussed above with

respect to the recitation of “processes having on-line status with respect to the computer

network” in claim 43, NetBIOS does not teach that an active name in NetBIOS is synonymous

14
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with “Whether the second process is connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 1 patentable over the combination ofNetBIOS and RFC 1531. See Exhibit 1,

Mayer—Patel Declaration, paragraph 39.

Claim 2 recites “each network protocol address stored in the memoryfollowing

connection ofa respective process to the computer network.” As was discussed above with

respect to the recitation of “the network protocol address of each respective process forwarded to

the database following connection to the computer network” in claim 43, NetBIOS does not

teach this dynamic address assignment. Further, it would not have been obvious to combine

NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1,

Mayer-Patel Declaration, paragraph 40.

Claim 2also recites “means. .. for determining the on-line status ofthe secondprocess

and for transmitting a network protocol address ofthe secondprocess to the first process in

response to a positive determination ofthe on-line status ofthe secondprocess.” As was

discussed above with respect to the recitation of “processes having on-line status with respect to

the computer network” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “an on-line status of the second process.” An active name simply refers to a

name that has been registered and that has not yet been dc-registered, independent of whether the

associated computer is or is not connected to the computer network. Thus, claim 2 and its

dependent claim 3 are patentable over the combination ofNetBIOS and RFC 1531. See Exhibit

1, Mayer-Patel Declaration, paragraph 41.

Claim 4 recites “each of the network protocol addresses received following connection of

the respective process to the computer network.” As was discussed above with respect to the

recitation of “the network protocol address of each respective process forwarded to the database

following connection to the computer networ ” in claim 43, NetBIOS does not teach this

dynamic address assignment. Further, it would not have been obvious to combine NetBIOS and

15
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RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-Patel

Declaration, paragraph 42.

Claim 4 also recites “receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect

to the computer network.” Claim 4 further recites “determining the on-line status of the second

process.” As was discussed above with respect to the recitation of “processes having on-line

status with respect to the computer networ ” in claim 43, NetBIOS does not teach that an active

name in NetBIOS is synonymous with “an on-line status” of a process. An active name simply

refers to a name that has been registered and that has not yet been de—registered, independent of

whether the associated computer is or is not connected to the computer network. Thus, claim 4

and its dependent claims 5-7 are patentable over the combination ofNetBIOS and RFC 1531.

See Exhibit 1, Mayer-Patel Declaration, paragraph 43.

Claim 32 recites “the lnternet Protocol address added to the listfollowing connection of

theprocess to the computer network.” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

connection to the computer network” in claim 43, NetBl0S does not teach this dynamic address

assignment. Further, it would not have been obvious to combine NetBIOS and RFC 1531 for the

reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-Patel Declaration,

paragraph 44.

Claim 32 also recites “an Internet accessible list having a plurality of selected entries,

each entry comprising an identifier and a corresponding Internet protocol address of a process

currently connected to the Internet.” As was discussed above with respect to the recitation of

“processes having on-line status with respect to the computer network” in claim 43, NetBIOS

does not teach that an active name in NetBlOS is synonymous with “a process currently [being]

connected to the Internet.” An active name simply refers to a name that has been registered and

that has not yet been de—registered, independent ofwhether the associated computer is or is not
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connected to the Internet. Thus, claim 32 is patentable over the combination ofNetBIOS and

RFC 1531. See Exhibit 1, Mayer—Patel Declaration, paragraph 45.

Claim 33 recites “the network protocol address of the corresponding process assigned to

the process upon connection to the computer network.” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

database following connection to the computer network” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-

Patel Declaration, paragraph 46.

Claim 33 also recites “selected entries comprising a network protocol address and a

corresponding identifier ofa process connected to the computer network.” As was discussed

above with respect to the recitation of “processes having on-line status with respect to the

computer networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de—registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 33 and its dependent claims 34-37 are patentable over the combination ofNetBIOS

and RFC 1531. See Exhibit 1, Mayer-Patel Declaration, paragraph 47.

Claim 38 recites “the networkprotocol address of the corresponding process assigned to

the process upon connection to the computer network.” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

database following connection to the computer networ ” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-

Patel Declaration, paragraph 48.

Claim 38 also recites “selected entries comprising a network protocol address and a

corresponding identifier of a process connected to the computer network.” As was discussed

17
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above with respect to the recitation of “processes having on-line status with respect to the

computer networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de—registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 38 and its dependent claims 39-42 are patentable over the combination ofNetBIOS

and RFC 1531. See Exhibit 1, Mayer-Patel Declaration, paragraph 49.

Claims 10-31

Claims 10-31 are rejected under 35 U.S.C. § 103(a) as being obvious over NetBIOS in

View of Pinard, either alone or in combination with VocalChat User’s Guide. That ground for

rejection is respectfully traversed.

Amended claim 11 recites “the callerprocess having a user interface and being

operatively connectable to the callee process” and “establishing a point-to-point communication

linkfrom the callerprocess to the first callee process.” When taken together, it is clear that the

Office Action has not alleged, much less proven, that the caller process, having a user interface,

establishes a point-to—point communication link with a first callee process. The Exhibit M of the

Request for Re-examination (the “Request”) states that “Pinard discloses that a point-to-point

communication link is established in response to a user associating an element representing the
99

first calleeprocess with the element representing a first communication line. However, as

shown in Figure 1, Pinard discloses that conventional telephones connected to a telephony server

via telephony interface circuits make calls to other conventional telephones. Those telephones

are not caller and callee processes. In fact, with respect to the limitation “providing a user

interface element representing a first callee process,” Exhibit M identifies, instead of a callee

process, two people, Mary and John. Clearly neither is a callee process. See Exhibit 1, Mayer-

Patel Declaration, paragraph 51.
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Exhibit M further states that “Applications. which utilize NetBIOS application services

inherently include ‘user interfaces?” This assertion is disputed. Page 356 ofNetBIOS states

“Protocols supporting NetBIOS services have been constructed on diverse protocol and

hardware foundations.” Thus, the NetBIOS applications could be running on a computer system

(e.g., an embedded system) such that there are no user interfaces at all. In fact, the example

provided in Exhibit M is disingenuous. Exhibit M states that “NetBIOS provides a vendor

independent interface for the IBM Personal Computer (PC) and compatible systems.” The

“interface” discussed in that sentence is a software communications interface, between NetBIOS

service elements and NetBIOS-compatible applications, not a user interface. Moreover, the

reference to “IBM Personal Computer (PC) and compatible systems” is a reference to the

hardware, not the software with user interfaces that is running on the hardware. Exhibit M itself

admits the deficiency in the inherency argument when it states “it is expected that on computers

operating under the PC-DOS and MS—l)OS operating systems that the existing NetBIOS

interface will be preserved.” This says nothing about what processes with user interfaces can

participate in the claimed point-to-point communications. See Exhibit 1, Mayer—Patel

Declaration, paragraph 52.

With respect to the establishing step, Exhibit M does not even assert that one ofthe

processes running on one of the DOS-style computers is the caller process. This is because

neither the phone application not the device agent are part of the point-to-point communication --

the telephones are. Thus, this limitation is not met. See Exhibit 1, Mayer-Patel Declaration,

paragraph 53.

In addition, the Office Action has not established that one of ordinary skill in the art

would have made the proposed combination. The Office Action alleges that “it would have been

obvious to utilize the user-interface elements and interaction taught by Pinard in the invention

taught by NetBIOS since Pinard teaches that the invention can be used with any system in which

a personal computer in conjunction with a server operates since NetBIOS teaches that it can

be implemented using different operating systems and since examiner notes that both

19

ReexamFH_001081



ReexamFH_001082
SONY EXHIBIT 1003- Page 1082

Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

NetBIOS and Pinard relate to communications between at least two users implemented in a

computerized environment.” However, Pinard already discloses a personal computer 1

interacting with a server 5 without any indication that there is something missing from Pinard.

Thus, without an indication that Pinard was somehow deficient, one of ordinary skill in the art

would not have been motivated to include NetBlOS with Pinard. Accordingly, amended claim

11 and its dependent claims 12-20 are not rendered obvious by the combination ofNetBIOS and

Pinard. See Exhibit 1, Mayer-Patel Declaration, paragraph 54.

Amended claim 22, like amended claim 11, recites “the callerprocess having a user

interface and being operatively connectable to the callee process” and “establishing a point—to-

point communication linkfrom the callerprocess to the first callee process.” As was set forth

for the patentability of amended claim 11 above, that combination of elements is not taught by

the applied combination of references. Thus, amended claim 22 and its dependent claims 23-31

A are patentable over the applied combinationiofireterences. See F1, Mayer-(Patel

Declaration, paragraph 55.

The rejection of claims 43 and 44 as anticipated by the Ethegphone papers

Claims 43 and 44 have been rejected under 35 U.S.C. § 102(b) as anticipated by the

Etherphone papers. Those grounds for rejection are respectfully traversed.

Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality ofprocesses having on-line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” Exhibit N of the

Request asserts that this limitation is taught by the system directory database of local Xerox

employees and cites Zellweger, page 4. However, in the paragraph just prior to the section cited

by Exhibit N, Zellweger states “Figure 3 shows an Etherphone control window, called Finch, and

a personal telephone directory window.” The caption for Figure 3 fiirther explains that “the
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lower window [ofFigure 3] shows a portion of a personal telephone directory, which is a set of

speed-dialing buttons that can be created easily from an ordinary text file.” See Exhibit 1,

Mayer—Patel Declaration, paragraph 58.

Figure 3 does not show that the cited database includes the claimed “network protocol

address for a selected plurality ofprocesses having on-line status with respect to the computer

networ ” -- rather it simply appears to include phone numbers for the Various entries, including

phone numbers outside of the Etherphone system. Thus, this limitation is not taught by the

Etherphone references, and the rejection of claim 43 should be withdrawn. See Exhibit 1,

Mayer—Patel Declaration, paragraph 59.

The Office Action also has not shown that the Etherphone papers disclose “the network

protocol address of each respective process forwarded to the database following connection to

the computer network” as the Office Action has not shown how such a dynamic addressing

7 techniquelisltaulghtflbly the limitation notlanticipated the 0

Etherphone papers as well. See Exhibit 1, Mayer—Patel Declaration, paragraph 60.

As described above, claim 43 recites “a selected plurality of processes having on-line

status with respect to the computer network.” The Request and Exhibit N do not show how the

Etherphonc papers teach this recitation limitation. In fact, “on-line” status is not mentioned in

any of the corresponding support sections for claim 43 in either the Request or Exhibit N.

Further, the Etherphone papers do not teach an association between users’ on-line status and the

maintaining of a network address. To the contrary, the Etherphone system appears to always

associate a user with a location, whether or not the user is currently at that location, and directs

telephone calls for that user to that location without regard to the users’ on-line status. So, for

example, while the Request points out that logging in to a workstation tells the Etherphone

system—through unspecified mechanisms—where calls should be directed (citing Swinehart 1,

page 2 as stating “Calls are to individuals, not locations. . Logging in tells the telephone system

where Karmen is”), the Request neglects to point out that logging out also tells the telephone

system where calls should be directed. (“Since Karmen has signed off from her workstation, the
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call rings immediately at an attendant’s workstation. . .” Swinehart page 3). See Exhibit 1,

Mayer—Patel Declaration, paragraph 61.

Even assuming that the Office Action intended the rejection of claim 43 to be an

obviousness rejection, claim 43 still is patentable over the Etherphone papers in View ofVin and

RFC 1531. The Office Action alleges, with respect to claim 1, that it would have been obvious

to utilize dynamically assigned IP address from Internet access servers as taught by Vin and

RFC 1531 since Etherphone was intended for use in multiple networks and communication

protocols (Terry, page 3), [and] since dynamic allocation of IP addresses allows for automatic

reuse of an address that is no longer needed by the host to which it was assigned . .. and since

examiner notes the use of dynamic IP address assignment in a TCP/IP network are old and well

known in the art, and are useful to eliminate the burdensome task of manually assigning IP

addresses for all networked components.” See Exhibit 1, Mayer-Patel Declaration, paragraph 62.

Terry, page , however, (does not indicate under what circumstancesthe “multiple

networks and communications protocols” would be used. The full paragraph that appears to be

referenced by the Office Action states:

The Etherphone system is intended for use in a locally distributed computing

environment containing multiple workstations and programming environments,

multiple networks and communication protocols, and perhaps even multiple

telephone transmission and switching choices. The system is intended to be

extensible in that introducing new applications, network services, workstations,

networks, and other components is possible.

See Exhibit 1, Mayer-Patel Declaration, paragraph 63.

Thus, it is probable that the “multiple networks and communications protocols” refers to

uses of the workstations and not the Etherphones. Similarly, Vin does not disclose how/where

the IP address of Figure 5 is obtained. In addition, Figure 5 shows that the IP address is below a

“datagram multicast” layer, so there is no evidence that one of ordinary skill in the art would

have been motivated to use -- let alone know how to adapt —— the techniques of a multicast system
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when implementing a “point-to-point communication link between the first and second

processing units through the Internet.” See Exhibit 1, Mayer-Patel Declaration, paragraph 64.

Furthermore, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to combine the Etherphone papers with Vin and RFC 1531 without

additional modifications to the combination —— modifications which are not specified in the

Office Action. For example, the Office Action has not identified that one of ordinary skill in the

art would have been motivated to combine the Etherphone papers with RFC 1531 in light of the

use of “leases” on network addresses within the RFC 1531 framework. As described in section

3.6 “If the lease expires before the host can Contact a DHCP server, the host must immediately

discontinue use of the previous network address and may inform local users of the problem.”

Similarly, section 4.4.4 of RFC 1531 states “If the lease expires before the client receives a

DHCPACK, the client moves to INIT state, MUST immediately stop any other network

0 processingand requests network initialization parameters as it theclieiit were uninitialized. 0. .. If

the client is given a new network address, it MUST NOT continue using the previous network

address and SHOULD notify the local users of the problem.” However, if the system of the

Etherphone papers and Vin is using “datagrarn multicast,” how is the system supposed to deal

with the loss of the address? Other processes that were communicating with the process that lost

its lease would now begin sending the packets to the wrong destination. Moreover, by having to

rely on another server that can go down such that a lease cannot be renewed and the computer

has to stop using its network address, the combination is less robust than a system using static

address assignment. Thus, the Office Action has not shown that one of ordinary skill in the art

would have been motivated to combine the Etherphone papers with Vin and RFC 1531. See

Exhibit 1, Mayer-Patel Declaration, paragraph 65.

Thus, claim 43 is neither anticipated by the Etherphone papers not rendered obvious by

the Etherphone papers in combination with Vin and RFC 1531. See Exhibit 1, Mayer-Patel

Declaration, paragraph 66.
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Claim 44 recites “following connection ofthe first process to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As discussed above with respect to claim 43, the Office

Action has not shown how such a dynamic addressing technique is taught by the Etherphone

papers or rendered obvious by the combination of the Etherphone papers and Vin and RFC 1531.

See Exhibit 1, Mayer-Patel Declaration, paragraph 67.

Claim 44 also recites “querying the address server as to whether the second process is

connected to the computer network.” Exhibit N alleges that “conversations are established

between two or more parties (Etherphones, servers, and so on) by performing remote procedure

calls to the Voice Control Server.” It then alleges that “when a first user at a first Etherphone (a

first ‘process’) calls a second user at a second Etherphone (a second ‘process’), the first

Etherphone transmits a query in the form of a remote procedure call to determine the location of

C the seconTdTEtlierphone.”W allegation Tcitiationito portion of the 7 A

Etherphone papers -- because the conclusion is not supported. See Exhibit 1, Mayer-Patel

Declaration, paragraph 68.

As admitted in the Exhibit N, Swinehart states “The telephone control server manages

voice switching by sending to each Etherphone or service the network addresses of the other

participants. .. . Thereafter, voice datagrams are transmitted directly among the participants,

bypassing the control server.” Neither the Exhibit N nor Swinehart discloses when this

information is sent, thus there is no evidence that a query is sent to an address server (e.g., such

that the network address information is returned as part of the result of the query). In fact, if the

Voice Control Server were periodically sending out information to Etherphones or other

services, there would be no need to “querying the address server as to whether the second

process is connected to the computer network.” Thus, this limitation is not inherently met by the

Etherphone references, and the rejection of claim 44 should be withdrawn. See Exhibit 1,

Mayer-Patel Declaration, paragraph 69.
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As described above, claim 44 recites “querying the address server as to whether the

secondprocess is connected to the computer network." As was discussed above with respect to

claim 43, the Request and Exhibit N do not show how the Etherphone papers teach this tracking

of on-line status. Thus, claim 44 is patentable over the Etherphone papers. See Exhibit 1,

Mayer—Patel Declaration, paragraph 70.

The rejection of claims 1-7 and 10-42 as obvious over the Etherphone papers in combination

with at least one other reference

Claims 1-7 and 10-42 have been rejected under 35 U.S.C. § l03(a) as obvious over the

combination of the Etherphone papers in combination with (1) Vin and RFC 1531, (2) Pinard,

(3) Vin, RFC 1531 and NetBlOS, and (4) Pinard and VocalChat User’s Guide. Those rejections

Clairns i ,2, 21-7 and 321427 are rejééied midér*35 Ufsici §"i03(a’) "as being ucnpatemabiec

are respectfully traversed.

over the Etherphone papers in view of Vin and RFC 1531. As was discussed above with respect

to claim 43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses. See Exhibit 1, Mayer—Patel Declaration, paragraph 72.

Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the second process is connected to the computer network.” As was discussed above with respect

to claim 44, the Office Action has not provided any evidence to support the allegation that such a

query is taught by the Etherphone papers. Further, as was discussed with respect to claim 43, the

Office Action has not shown that the Etherphone papers teach determining “whether the second

process is connected to the computer network.” Thus, claim 1 is not rendered obvious by the

proposed combination of references. See Exhibit 1, Mayer—Patel Declaration, paragraph 73.

Claim 2 recites “a memory, operatively coupled to the processor, for storing a network

protocol address for selected of a plurality of processes, each networkprotocol address stored in

the memoryfollowing connection ofa respective process to the computer network.” As was
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discussed above with respect to claim 43, the Office Action has not shown that one of ordinary

skill in the art would have been motivated to make the proposed combination of references in

light of the problems associated with the use of dynamic addresses. See Exhibit 1, Mayer-Patel

Declaration, paragraph 74.

Claim 2 also recites “means, responsive to a queryfrom thefirstprocess, for

determining the on-line status of the second process and for transmitting a network protocol

address of the second process to the first process in response to a positive determination of the

on-line status of the second process.” As was discussed above with respect to claim 44, the

Office Action has not provided any evidence to support the allegation that such a query is taught

by the Etherphone papers. Further, as was discussed with respect to claim 43, the Office Action

has not shown that the Etherphone papers teach “determining the on-line status of the second

process.” Thus, claim 2 and its dependent claim 3 are not rendered obvious by the proposed

7 cfoinbination of references. 0 See’ Exhibit l, Mayer-(Patel Declaration, paragraph75". if 7

Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect to

the computer network, each ofthe network protocol addresses receivedfollowing connection of

the respective process to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses. See Exhibit 1, Mayer-Patel Declaration, paragraph 76.

Claim 4 also recites “B. receiving a query from the lirst process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the

Etherphone papers. Further, as was discussed with respect to claim 43, the Office Action has not

shown that the Etherphone papers teach “determin[ing] the on-line status of the second process.”

Thus, claim 4 and its dependent claim 5-7 are not rendered obvious by the proposed combination

of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 77.
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Claim 32 recites “a. maintaining an Internet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet, the Internet Protocol address added to the list

following connection oftheprocess to the computer network.” As was discussed above with

respect to claim 43, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to make the proposed combination of references in light of the problems

associated with the use of dynamic addresses. Further, as was discussed with respect to claim

43, the Office Action has not shown that the Etherphone papers teach determining the on-line

status of processes such that the Etherphone papers would disclose entries for processes that are

“currently connected to the Internet.” Thus, claim 32 is patentable over the applied combination

of references. See Exhibit 1, Mayer—Pate1 Declaration, paragraph 78.

Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

of entries,’ selected eintrieslconiprrising a networkprotocol address and alcorreslpoiidiiig I I W I

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Further, as was

discussed with respect to claim 43, the Office Action has 11ot shown that the Etherphone papers

teach determining the on-line status of processes such that the Etherphone papers would disclose

entries for processes that are “connected to the computer network.” Thus, claim 33 and its

dependent claims 34-37 are patentable over the applied combination of references. See Exhibit

1, Mayer-Patel Declaration, paragraph 79.

Claim 38 recites “program code configured to maintain, in the computer memory, a

network accessible compilation of entries, selected of the entries comprising a network protocol

address and a corresponding identifier of a process connected to the computer network, the

networkprotocol address ofthe corresponding process assigned to the process upon
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connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of references in light of the problems associated with the use of

dynamic addresses. Further, as was discussed with respect to claim 43, the Office Action has not

shown that the Etherphone papers teach determining the on-line status of processes such that the

Etherphone papers would disclose entries for processes that are “connected to the computer

network.” Thus, claim 38 and its dependent claims 39-42 are patentablc over the applied

combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 80.

Claims 10-30 are rejected under 35 U.S.C. § lO3(a) as being unpatentable over the

Etherphone papers in View of Pinard, either alone or in combination with the VocalChat User’s

Guide. Amended claim 11 recites “the caller process having a user interface and being

operatively connectable to the callee process” and “establishing a point-to—point communication

tihielcialler ipirocesslto the first cialleeiprocess.” (When iaiéefitbgétiiér’, it is "clearithati the 9 1

Request (including Exhibit N) and Office Action have not alleged, much less proven, that the

caller process, having a user interface, establishes a point-to-point communication link with a

first callee process. The Request states on page 119 that “Etherphone describes establishing a

point-to—point communication link between a caller process and a callee process. Pinard

discloses that a point-to-point communication link is established in response to a user associating

an element representing the first callee process with the element representing a first

communication line.” Neither of those assertions actually state that any ofthe user interface

elements described in the Request establish a point-to-point communication with a callee

process. In fact, Exhibit N admits that the user interface elements are on the workstation not on

the Etherphones that conduct the voice communications. Page 12 of Exhibit N directly states

that the “GUI features [are] presented on the workstation display.” See Exhibit 1, Mayer-Patel

Declaration, paragraph 81.

In addition, the Office Action has not established that one of ordinary skill in the art

would have made the proposed combination. The Office Action alleges that “it would have been
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obvious to utilize [e] the user-interface elements and interactions taught by Pinard in the

invention taught by Etherphone since Pinard teaches that the invention can be used with any

system in which a person computer in conjunction with a server operate.” However, Pinard

already discloses a personal computer 1 interacting with a server 5 without any indication that

there is something missing from Pinard. Thus, without an indication that Pinard was somehow

deficient, one of ordinary skill in the art would not have been motivated to include Etherphone

with Pinard. Accordingly, amended claim l l and its dependent claims 12-20 are not rendered

obvious by the combination ofNetBIOS and Pinard. See Exhibit 1, Mayer-Patel Declaration,

paragraph 82.

Amended Claim 22, like amended claim ll, recites “the callerprocess having a user

interface and being operatively connectable to the callee process” and “establishing apoint-to-

point communication linkfrom the callerprocess to the first callee process.” As was set forth

for patentability of claim liabrovie, tliarticornbinationiof elierrientsis inotitaught the applied if

combination of references. Thus, amended claim 22 and its dependent claims 23-31 are

patentable over the applied combination of references. See Exhibit 1, Mayer-Patel Declaration,

paragraph 83.

The rejection of claims 1-7 and 10-42 over the combination of the VocalChat References, either

alone or in combination with at least one other reference

Claims 1-7 and 10-44 are rejected under 35 U.S.C. § 103 (a) as obvious over VocalChat

User’s Guide in view of VocalChat Readme, VocalChat Networking, VocalChat Help File and

VocalChat Troubleshooting Help file (collectively the “VocalChat References”), either alone or

in combination with at least one other reference. Those rejections are respectfiilly traversed.

The VocalChat References Are Not Printed Publications

The Office Action appears to rely on, but does not expressly reference, Exhibit L of the

Request for Re-examination (i.e., the Declaration ofAlon Cohen), to establish that the
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VocalChat References are, in fact, printed publications. However, the Office Action has not

established that the VocalChat References constitute printed publications as required by statute.

See 35 U.S.C. §§ 301 and 302.

As found by the Federal Circuit in Carella v. Starlight Archery, 804 F.2d 135, 139, 231

USPQ 644, 646-7 (Fed. Cir. 1986), “one who wishes to characterize the information, in whatever

form it may be, as a ‘printed publication’ . .. should produce sufficient proof of its dissemination

or that it has otherwise been available and accessible to persons concerned with the art to which

the document relates and thus most likely to avail themselves of its contents.” (Citing In re

Wyer, 655 F.2d 221, 227, 210 USPQ 790, 795 (CCPA 1981) as quoting Phillips Electronics &

Pharmaceutical Industries Corp. v. Thermal & Electronic Industries, Inc., 450 F.2d 1164, 1171,

171 USPQ 641, 646 (3rd. Cir. 1971).

Mr. Cohen states in paragraph 3 of his declaration that “the first version of the VocalChat

5 product waslcommercially released to public in (However, this lprovidesl no indication” I I

of what information was distributed with that version (or even what the version number was of

that version).

In paragraph 4 ofhis declaration, Mr. Cohen alleged that VocalChat 1.01 Networking

Information “was publicly distributed in 1994 as part of the Voca1Chatversion 1.01 software,

which was commercially released and on sale to the general public in 1994.” Mr. Cohen did not,

however, allege the facts necessary to show that the files are actually printed publications For

example, to whom was the software distributed, if anyone, outside of VocalTec? Second, how

many copies were distributed and under what conditions? For example, were the copies

distributed under a confidentiality agreement such that the associated files were not available to

the general public? Were they distributed in such a way as to have been sufficiently available to

one of ordinary skill in the art that she/he could have found them when trying to solve a similar

problem? Without evidence on these factors, the mere allegation that VocalChat 1.01

Networking Information “was publicly distributed in 1994 as part of the VocalChat version 1.01
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software, which was commercially released and on sale to the general public in 1994” is

insufficient to show that this reference constitutes a printed publication.

Similarly, with respect to the VocalChat Help File and the VocalChat Troubleshooting

Help file, Mr. Cohen alleges in paragraph 6 of his declaration that “Electronic copies of these

documents were publicly distributed in 1994 as part of the VocalChat version 2.02 software,

which was commercially released and on sale to the general public as a boxed product in 1994.”

However, this too fails to provide the same relevant facts required to make a prima facie case

that the VocalChat Help file and VocalChat Troubleshooting Help file constitute printed

publications.

As also described in Carella, “Although in some circumstances unsupported oral

testimony can be sufficient to prove prior knowledge or use, it must be regarded with suspicion

and subject to close scrutiny.” 804 F.2d at 138, 231 USQP at 646. Although not disclosed in the

the declarant, apaidtheDefendants in the litigation if

relating to the patent in re-examination. See Exhibit 3 where the Court found Mr. Cohen to be a

“consultant[] who the defendant has paid, see Deposition of Alon Cohen. . Mr. Cohen also co-

founded a company named BitWine that partners with Defendant Skype. See Exhibit 4 (from

htt ://techaddress.word rcss.com/2006/l2/06/interview—with-alon-cohcn-co-founder-and-co-ceo-

of-bitwine.). Mr. Cohen also offers personal services to the public through the BitWine-Skype

partnership. See Exhibit 5 (from http://www.bitwine.com/search?gue1;y:alon+cohen&=).

Moreover, Mr. Cohen’s company, VocalTec, produced Internet Phone, and the original patentee,

NetSpeak, produced a competing product called WebPhone, thereby creating a potential for bias

—— especially when at least one person compared the two products and stated “WebPhone may

well become the killer app that puts to shame similar offerings from VocalTec (Internet Phone)

and Quarterdeck (WebTalk). See Exhibit 6 (N2P-001-00005919).
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TheVocalChat References Do Not Teach All of the Claim Limitations

Even assuming that the VocalChat References constitute printed publications (which has

not been established), the combination of references still does not render obvious the claims

under re-examination.

Claims 43 and 44

Claim 43 recites “program code configured to access a directory database, the database

having a network protocol address for a selected plurality ofprocesses having on-line status with

respect to the computer network.” The Office Action alleges that this limitation is met because

“the network protocol address of clients are transmitted to and stored in a Connection List/

USERS file located on the network.” However, each VocalChat process actually reads the file

and locally processes it, writing back the whole contents of the file when it has added its changes

0 to it. Thus, linlthe lcolnteirt ofmrultipler, independently-operatin vaééichéi clients leach being"

able to read from and write to the “shared CONNLISTVC” file, that file is not acting as a

directory database, just a file whose contents could readily become inconsistent with the actual

state of processes. For example, if a first process reads the file and then a second process reads

the file, then the first process writes the file and then the second process writes the file, the

changes written by the first process will be lost when the second process writes back its changes.

Similarly, if the second process wrote back the file before the first, then the second process’s

changes would be lost when the first process wrote back its version of the file. Thus, the

VocalChat References do not anticipate the claimed “program code configured to access a

directory database, the database having a network protocol address for a selected plurality of

processes having on-line status with respect to the computer network.” See Exhibit 1, Mayer-

Patel Declaration, paragraph 85.

In addition, claim 43 also recites “the network protocol address of each respective

process forwarded to the database following connection to the computer network.” This

limitation is not taught by the VocalChat References, and the Office Action does not identify
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how this dynamic addressing is taught by the Voca1Chat References. Even assuming that the

Office Action had intended to apply the combination of the VocalChat references and RFC 1531,

the combination of references still would not have rendered obvious the subj ect matter of claim

43. See Exhibit 1, Mayer—Patel Declaration, paragraph 86.

With respect to claim 1, the Office Action asserts that “it would have been obvious to

utilize the limitations taught by RFC 1531 in the invention taught by VocalChat since this

allows for automatic reuse of an address that is no longer needed by the host to which it was

assigned and since examiner notes the use of dynamic IP address assignment in a TCP/IP

network are old and well known ... and are useful to eliminate the burdensome task ofmanually

assigning IP addresses for all network computers.” The assignee respectfully submits that the

Office Action is mistaken in its conclusion on motivation. In the context of point—to-point

communication, widespread use ofdynamically assigned addresses is not the solution to a

7 problem, itlisthe problem See Exhibit 71’, Mayer:Patel Declaration, paragraphs 87488. The 1

assignee agrees that dynamically assigned addresses were known, and the patent in re-

examination specifically states in that regard, “Due to the dynamic nature of temporary IP

addresses of some devices accessing the Internet, point-to-point communications in realtime of

voice and video have been generally difficult to attain.” Col. 1, lines 53-56.

But it is not enough to prove that the cause of a problem existed. The Office Action must

show by citation of prior art that the problem was recognized, and that the solution was either

known or trivially apparent from the known art. See Innogenetics, N. V. v. Abbott Laboratories,

512 F.3d 1363, 1373 (Fed Cir. 2008) (“The district court was nevertheless correct that

knowledge of a problem and motivation to solve it are entirely different from motivation to

combine particular references to reach the particular claimed method”).

The development history of the VocalChat products indicates the opposite. See Exhibit

1, Mayer-Patel Declaration, paragraph 89. The Request cites a Generic version of the VocalChat

client which, according to Mr. Cohen, was used on local area networks. See Cohen Declaration,

paragraph 3. Absent from the Request, however, is any reference to the subsequent versions of
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VocalChat that were released by VocalTec to the public for use on the Internet. The first of

those Versions was released in 1994, at least in beta, and was called VocalChat Gateway To

Interent (or “VocalChat GTI”). This Internet version is believed to have required users to

manually input callee addresses into static local address files. (See paragraph 393 of the Pre-

Trial Order (filed with the IDS dated August 11, 2009) and Exhibit 7, SKYPE—N2P00286659.)

Likewise, it is believed that VocalChat GTI did not utilize a server at all. See Pre-Trial Order at

paragraph 390.

The use ofmanually input static addresses and the absence of a server suggests that the

VocalTec designers-——presumably software developers ofat least ordinary skill in the art—did

not consider the alleged combination of their own VocalChat references with RFC 1531, or it

suggests that they did consider it but were unable to overcome the non-trivial obstacles to doing

so. See Exhibit l, Mayer-Patel Declaration, paragraph 90.

I The nextrverrsioniof—VocalChat—was released soon thereafter and was also meant formuse I

on the Internet. This version, again, did not combine the Request’s disclosed versions of

VocalChat with RFC 1531. Instead, it used the Internet Relay Chat (IRC) to help VocalChat

clients with dynamically assigned IP addresses find one another. See Pre-Trial Order at

paragraph 392 and Exhibit 7, SKYPE-N2P00286660. The development history of VocalChat-

from the Generic version disclosed by the Request for use on local area networks to the GT] and

IRC versions for use on the Interent——is strong, objective evidence ofnonobviousness. If the

designers of the VocalChat Generic implementation did not see fit to combine dynamic

addressing with the implementation disclosed in the VocalChat references, it is respectfully

submitted that one of ordinary skill in the art would not have done so either. Thus, the subject

matter of claim 43 is not anticipated by or rendered obvious by the VocalChat References. See

Exhibit 1, Mayer-Patel Declaration, paragraph 91.

Claim 44 recites “querying the address server as to whether the second process is

connected to the computer network.” The Office Action cites the Help file, pages 2 and 26, and

the Network Information file, page 10, as disclosing this element and states “clients query the
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network server and the server stores addresses of logged in users.” However, the Office

Action has not identified how the cited portions of those references teach the claimed

“querying.” At best, the references teach that a local process reads a “USERS” file or a

Connections file. As can be seen from page 4 of the VocalChat Network Information

(reproduced below), when the VocalChat system uses the Generic mode, a USERS file is used.

See Exhibit 1, Mayer-Patel Declaration, paragraph 92.

$5» 5-‘&1‘%‘J‘¥f V aramfiifi-'73, it? .$?¥€..l{$'?€£3iCF¥5¥. 51‘??? 353:3
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The USERS file configuration parameter includes a “UsersFi1e” entry that specifies the “path

name of users file (when Generic is set).” However, it is also stated that “The VOCLCHAT.INI

files are in the windows directory of each user.” Thus, this “UsersFile” entry is a local

configuration parameter such that the local VocalChat client reads and writes the USERS file on

its own -- without performing the Claimed query. See Exhibit 1, Mayer-Patel Declaration,

paragraph 93.
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Similarly, page 8 of the VocalChat Help file states “If your network type is not NetWare

or Windows for Workgroups, the Setup program creates a Connection List file which is used to

identify and access users.” The Connection List file and the USERS file apparently have the

same function. Thus, the identification and access enabled by the Connection List is performed

by the local VocalChat client reading and writing the file itself -- without performing the claimed

query. Accordingly, claim 44 is not rendered obvious by the applied combination of references.

See Exhibit 1, Mayer-Patel Declaration, paragraph 94.

Claim 44 further recites “following connection of the first process to the computer

network forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As discussed above with respect to the “querying” step, in

the VocalChat Generic implementation, a local process reads a “USERS” file or a Connections

file in its entirety and writes it back in its entirety rather than “forwarding to the address server a

causes the VocalChat system to have to send an increasing amount of information as the number

ofusers increases. Sending the whole file such that the new file replaces the old file also creates

problems with consistency such that one user’s changes could overwrite the changes of another

user —— especially as networks got larger which would have increased the problem of inconsistent

files being written. See Exhibit 1, Mayer-Patel Declaration, paragraph 95.

In addition, with respect to “following connection of the first process to the computer

network forwarding . .. a network protocol address at which the first process is connected to the

computer network,” the Office Action has not shown how this dynamic address-based limitation

is taught by the VocalChat References. Thus, this limitation has not been shown to be taught by

the applied references. See Exhibit 1, Mayer-Patel Declaration, paragraph 96.

Further, even if the Office Action had proposed a combination of the VocalChat

References and RFC 1531, the combination would still not render obvious claim 44. As was

discussed above with respect to claim 43, there is no motivation for combining VocalChat

References and RFC 1531. Thus, claim 44 is not rendered obvious by the VocalChat
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References, either alone or in combination with RFC 1531. See Exhibit 1, Mayer—Patel

Declaration, paragraph 97.

Claims 1-7 and 31-42

Claim 1 recites “program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network.” As was discussed above with respect to

claim 44, the VocalChat References do not teach “querying.” In addition, the Office Action has

not shown how the VocalChat references teach such a server capable of receiving a query. Thus,

this limitation is not taught by the proposed combination. See Exhibit 1, Mayer—Patel

Declaration, paragraph 98.

Claim l also recites “program code for transmitting to the server a network protocol

address received by the first processfollowing connection to the computer network.” As was

discussed above respect claim 43F,Zit toicombiiiezthew if 7 70

VocalChat References and RFC 1531. Thus, claim 1 is nonobvious in view of the applied

references. See Exhibit 1, Mayer—Patel Declaration, paragraph 99.

Claim 2 recites “means, responsive to a queryfrom thefirstprocess, for determining the

on-linc status of the second process and for transmitting a network protocol address of the

second process to the first process in response to a positive determination of the on-line status of

the second process.” As was discussed above with respect to claim 44, the Office Action has not

provided any evidence to support the allegation that such a query is taught by the VocalChat

References. See Exhibit 1, Mayer—Patel Declaration, paragraph 100.

Claim 2 further recites “each network protocol address stored in the memoryfollowing

connection ofa respectiveprocess to the computer network.” As was discussed above with

respect to claim 43, the VocalChat References do not teach this dynamic address assignment.

Further, it would not have been obvious to combine the VocalChat References and RFC 1531 for

the reasons set forth above with respect to claim 43. Thus, claim 2 and its dependent claim 3 are
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patentable over the combination of the VocalChat References and RFC 1531. See Exhibit 1,

Mayer-Patel Declaration, paragraph 101.

Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect to

the computer network, each ofthe networkprotocol addresses receivedfollowing connection of

the respectiveprocess to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references. See Exhibit l, Mayer-Patel

Declaration, paragraph 102.

Claim 4 also recites “B. receiving a query from the first process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the

I I/ocalChat references. claim dependentwcllalim 5-7 éréiibt renderedlobvious by I I I

the proposed combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 103.

Claim 32 recites “a. maintaining an Internet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet.” Exhibit 0 of the Request admits that “While

VocalChat does not explicitly describe a server with stored names and addresses is accessible

over ‘the Internet,’ it describes the use of TCP/IP, which is the protocol used on the Internet.”

Exhibit 0 then states that “VocalChat inherently describes that the list of users and network

addresses is accessible over the Internet”; however, this is not inherently true. There may be any

range of local area networks running TCP/IP communications that are not connected to the

Internet. Thus, just because the Internet is a type of TCP/IP network does not mean that all

TCP/IP networks must be the Internet. See Exhibit 1, Mayer-Patel Declaration, paragraph 104.

In fact, the security and privacy concerns that arise in a secure, local area network are

very different than the issues that arise on the Internet. The VocalChat References describe that

“All users must use the same Post—Off1ce, otherwise they won't be able to communicate or leave
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messages to each other. This means that all users must have write permission for the Post-

Office directory.” This would mean opening up one’s network to outsiders across the Internet.

The Office Action has not cited any evidence that one of ordinary skill in the art would have

been motivated to do so in light of the inherent risks. Further, the VocalChat development

history discussed above is illuminating about how one of ordinary skill in the art would have

modified the VocalChat system. The VocalChat designers went from a Generic implementation

with a shared directory with a shared file that can be remotely updated, to locally processed files

that were manually updated in the VocalChat GT1 version. Thus, the trend on how to modify the

VocalChat system was the opposite of what is being proposed. See Exhibit 1, Mayer—Patel

Declaration, paragraph 105. H

Claim 32 also recites “the Internet Protocol address added to the listfollowing

connection oftheprocess to the computer network.” As was discussed above with respect to

A claim ,zthe Office Action has not shown that of ordinary would D W 7 A A D 7 7 7

motivated to make the proposed combination of references. Thus, claim 32 is patentable over

the applied combination of references. See Exhibit 1, Mayer—Patel Declaration, paragraph 106.

Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

of entries, selected of the entries comprising a network protocol address and a corresponding

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Thus, claim 33

and its dependent claims 34-37 are patentable over the applied combination of references. See

Exhibit 1, Mayer—Patel Declaration, paragraph 107.

Claim 38 recites “program code configured to maintain, in the computer memory, a

network accessible compilation ofentries, selected of the entries comprising a network protocol

address and a corresponding identifier of a process connected to the computer network, the
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networkprotocol address ofthe correspondingprocess assigned to the process upon

connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of references in light of the problems associated with the use of

dynamic addresses. Thus, claim 38 and its dependent claims 39-42 are patentable over the

applied combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 108.

Amended claim 11 recites “c.1 querying the server as to the on-line status of the first

callee process; and c.2 receiving a network protocol address of the first callee process over the

computer network from the server.” As was discussed above with respect to claim 44, the

VocalChat References do not disclose such a querying step. Thus, amended claim 11 and its

dependent claims 12-20 are patentable over the applied combination of references. See Exhibit

1, Mayer-Patel Declaration, paragraph 109.

Amended claim‘ 22 recites “program codemforqiieryingr tiie’se{~vé{as* tolthe on-line status 7 7 A

of the first callee process; and program code for receiving a network protocol address of the first

callee process over the computer network from the server.” As was discussed above with respect

to claim 44, the VocalChat References do not disclose such a querying step. Thus, amended

claim 22 and its dependent claims 23-30 are patentable over the applied combination of

references. See Exhibit 1, Mayer-Patel Declaration, paragraph 110.

Objective Evidence ofNon—Obviousness

In addition to the reasons set forth above showing that all of the elements of the claims

under re-examination are not taught by the applied references, it is respectfully submitted that

objective evidence supports a finding that the claims are non-obviousness. Objective indicia of

non-obviousness, which include commercial success, licenses showing industry respect, and the

failure of others, “provide evidence of how the patented device is viewed by the interested

public: not the inventor, but persons concerned with the product in the objective arena of the

marketplace.” Graham v. John Deere C0., 383 U.S. 1, 17-18 (1966); WMS Gaming Inc. v.
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International Game Tech., 184 F.3d 1339, 1359 (Fed. Cir. 1999); Arkie Lures, Inc. v. Gene

Larew Tackle, Inc., 119 F.3d 953, 957 (Fed. Cir. 1997). Evidence supporting the objective

indieia of non=obviousness is set out below.

Commercial Success

NetSpeak’s WebPhone, an exemplary embodiment of the ‘704 patent (see, eg, col. 3, 11.

6-10), was a commercial success as evidenced by the recognition it received in the industry.

WebPhone’s commercial success is attributable to the novelty and non-obviousness of the

invention. Demaco Corp. v. F. Van Langsdorfi’Licensing, Ltd, 851 F.2d 1387, 1393 (Fed. Cir.

1988) (“A prima facie case of nexus is generally made out when the patentee shows both that

there is commercial success, and that the thing (product or method) that is commercially

successful is the invention disclosed and claimed in the patent”).

NetSpeak’s WebPhone Internet Telephony’si1998 Froduct of the Yeariinmthe

category of Internet Telephony Clients. Exhibit 8, page 6 (N2P-200—00012627).

NetSpeak’s WebPhone product also won significant praise when compared to other

products in the same timeframe. “WebPhone may well become the killer app that puts to shame

similar offerings from VocalTec (Internet Phone) and Quarterdeck (WebTalk). See Exhibit 6

(N2P-00l—000059l9).

The importance of the claimed invention can also be seen in its praise by other companies

in the industry. In a joint press release ofNetSpeak and Durand Communications Network

(“Durand”), Durand’s president and CEO stated “NetSpeak’s WebPhone is hands-down the best

PC-voice communications package available in the market today. We wanted to work with a

company whose leading edge technology would add value to our existing MindWire NT

Communityserver by offering unique telephony services so integral to fostering growth within

online communities.” Exhibit 9, page 1.

NetSpeak’s WebPhone was also praised in the Computer Telephony Magazine. The July

1996 Edition included an article on the WebPhone trial version and stated “You’ve gotta try this
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Internet telephony package. NetSpeak makes WebPhone. Does it work? Yes.” Exhibit

10 (N2P—200-00012630).

As set forth in the original Assignee’s Amended S-1 Registration form (Exhibit 11),

NetSpeak’s technology was a commercial success as further evidenced by the investments made

in the company. At least three different stock offerings were made which raised ‘millions of

dollars for the company. The Amended S-1 Registration form describes on numbered page 19:

In January and February of 1996, the Company sold 1,204,000 shares of

Common Stock at $2.50 per share in a private offering raising $2,992,028

In June 1996, the Company issued 207,679 shares of Common Stock to

Creative at a price of $5.05 per share raising $943,698

In August 1996, the Company issued 769,853 shares of Common Stock

and the Motorola Warrant to purchase up to an additional 452,855 shares of

Common Stock at a price of $5.50 per shareiforia in0 8 A 7

August 2002 to Motorola raising $3,993,864. . ..

Later, in 1998, Motorola took an even larger interest in NetSpeak by acquiring an

additional 27% of the stock that it did not already own at a cost of $90 million. See Press

Release, Exhibit 12 (N2P-200—000l2891). See also March 30, 1998 article from

Telephony online describing strategic alliance between Motorola and NetSpeak. See

Exhibit 13 (N2P-102-00000048).

Also in 1998, the Company issued approximately 1.3 million shares of common

stock to Bay Networks for $36.8 million. See Exhibit 14, NetSpeak Form 10-K for the

Fiscal Year ending December 31, 1997.

See also, the 8-K related to the acquisition ofNetSpeak by Net2Phone. Exhibit

15.

As more fully detailed in NetSpeak’s 10-K for Fiscal Year 1997 (Exhibit 14),

NetSpeak’s communications technology was a commercial success as further evidenced
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by the strategic alliances it made with “with leaders in various segments of the

telecommunications and networking industries,” including Siemens (whereby Siemens

agrees to market NetSpeak’s “IP telephony server products”), Bay Networks (whereby

the Company agrees “not to provide its source code to. . .competitors for a period ofthree

years), Fujitsu and Rockwell International (whereby NetSpeak was “integrating its

software into the[se] companies‘ proprietary hardware platforms”), MCI (see Exhibit 16

announcing that MCI signs contract with NetSpeak to incorporate WebPhone in

networkMCI Click’NConnect Web—Based Service) and NTC (whereby NetSpeak would

“supply IP telephony products and systems”), and others.

NetSpeak’s WebPhone client software products were a commercial success as

further evidenced by the number and extent of the channels through which they were

sold, including “distribution agreements with over 900 ISPS worldwide.” See Exhibit 14,

I 10-K cited above. Details of the operationiof the Weblihonei can

Exhibits l7 and 18. For example, Exhibit 17 states “the CS [i.e., connection server]

updates the user e-mail address, IP address, and online status fields, and uses them to

perform IP address resolution and track account activation information. ... When a user

calls using a WebPhone, the CS is used to resolve the target e-mail address to an IP

address.” Similarly, Exhibit 18 states “Connection and Information servers are the

addresses here at NetSpeak that your WebPhone uses to find and call other parties.

...Connection Server: is used when you dial someone by e-mail address. If you try to dial

someone by e-mail address, the WebPhone, calls the connection server, matches the

desired e-mail address to an IP address, disconnects from the Connection server, and

dials the IP address.”

Licenses Showing Industry Respect

In connection with Motorola’s 1998 investment described above, and as set forth more

fully in the NetSpeak Form l0-K for the Fiscal Year 1997 (Exhibit 14), NetSpeak and Motorola
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entered into a joint development and licensing agreement pursuant to which the two companies

would seek to join their technologies to enable lnternet Protocol multimedia communications on

wireless networks. Under that agreement, Motorola obtained a license to develop RF products

using NetSpeak’s technology, to include NetSpeak’s technology in wireless devices such as

cellular phones, pagers, satellite phones and two way radios to support real-time multimedia

communications (voice, audio, video, data, etc.), and to manufacture and sell NetSpeak products.

See description ofNetSpeak’s technology at page 6 of Exhibit 14 under the header

“NETSPEAK’S CORE COMMUNICATIONS TECHNOLOGY” (reciting, inter alia, “allows

users to connect to other users in a point-to-point fashion, rather than through an intermediate

routing mechanism.”). NetSpeak’s licenses included a license to the WebPhone product and

network address resolution technology, see Exhibit 14, which are commercial embodiments of

the patented claims. NetSpeak’s success in licensing is attributable to the novelty and non-

obviousness of the invention.—DemacolCorp., 85 F.2dCat 2

Failure of Others

The inventions claimed in the ‘704 Patent resolved the problem oflocating a computer

process connected to a network, where the computer process was assigned a temporary network

address. See, e.g., specification at col. 5, lines 21-24. Each time a particular computer process

connected to the network, it would have a different address. Such addresses were largely a by-

product of the near—universal adoption of the Dynamic Host Configuration Protocol (“DHCP"),

described in RFC 1531. As discussed above, others, including the developers of the VocalChat

references cited by the Request and the writer of Exhibit 23, attempted to resolve the problem of

locating a computer process with a dynamically assigned address and failed to suggest the

claimed methods.
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Recognition in the Patent Literature

The Federal Circuit has left itself open to acknowledging that the patent citations of later

patent applicants and examiners can be objective evidence of an earlier patent’s nonobviousness.

See In re: Mettke, 570 F.3d 1356, 1361 (Fed. Cir. 2009). This position is supported by the

academic literature. See, e.g., Trajtenberg, Manuel , "A Penny for Your Quotes: Patent Citations

and the Value of Innovations," The RAND Journal of Economics, Vol. 21, No. 1 (Spring 1990),

pp. 172-187 at 174. (“Thus, if citations keep coming, it must be that the innovation originating

in the cited patent had indeed proven to be valuable”) (Exhibit 19.) As shown in Exhibit 20,

according to the USPTO’s own records, the ‘704 patent and its continuations and divisionals

have been cited in 76 issued patents, This supports an inference that the ‘704 patent in re-

examination advanced the art in a nonobvious way that was neither cumulative of the art that

came before it nor predictable in its view.

This inference of nonobviousness iisrespecially compelling ovei the Netl”3TOSireferénces. 0 0 0 0 7 if

Not one issued patent that cites the patent in re-examination (or one of its related patents) also

cites a NetBIOS reference. See Exhibit 21 (including variations on the name for NetBIOS such

that it includes RFC 1001 and RFC 1002). This phenomenon is especially significant given that

NetBIOS is a well known piece of networking art that has been cited frequently in the patent

literature -- 33 times according to the USPTO’s records.3 The assignee respectfully submits that

there is a simple explanation for this otherwise highly improbably dichotomy: NetBIOS and the

patent in re-examination do not overlap because the scope and content ofwhat they disclose are

distinct.

The assignee also notes in this regard that the cover page of U.S. Patent No. 6,389,127,

assigned to ICQ Inc., an unrelated company, and entitled “Telephone Status Notification

System,” references the ‘704 Patent in re-examination, but does not cite to any of the references

submitted in the Request. Their absence from the ICQ patent is especially significant since both

31n fact, there are 43 references to NetBIOS if the search includes any of: NetBIOS, RFC 1001, RFC 1002, NBT
and NetBT (excluding references to “NBT” in the medical field). See Exhibit 22.

45
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Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

. he... February 24, 2009

Reply to Office Action of August 27, 2009

NetBIOS and Etherphone are well known pieces of art, and each has been cited frequently in the

patent literature—33 times and 135 times, respectively. The assignee respectfully submits that

there is a simple explanation for this difference: the references in the Request were not cited by

the ICQ patent because they did not teach anything plausibly related to “Status Notification,”

whereas 6,108,704 was cited because it plainly did.

Consequently, in light of the above discussions, the outstanding grounds for rejection are

believed to have been overcome and the patentability of the claims subject to re-examination

should be indicated as confirmed. An early and favorable action to that effect is respectfully

requested.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0188.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any misslngfor C 7 C 7 W C
insufficient .fee(s)- filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accountingl
Order Nos. shown above. for which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER

42 6 24 By: / Michael R. Casey /

Michael R. Casey, Ph.D.

Registration No.: 40,294

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203

Main: (703) 894-6400 0 FAX: (703) 894-6430
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. (Patent No. 6,108,704) Group Art Unit: 3992

Control No.: 90/010,416 Examiner: KOSOWSKI, Alexander

Issue Date: August 22, 2000 Confirmation No.2 1061

Title: POINT-TO-POINT INTERNET

PROTOCOL

DECLARATION OF KETAN MAYER-PATEL UNDER 37 C.F.R. 1.132

Hon. Commissioner of Patents

P.O. Box 1450

Alexandria, VA 22313-1450

1. INTRODUCTION

1. I havefbeenretained as an independent expert witness by Net2Phone, Inc., the assignee of b

the patent presently undergoing re-examination (i.e., U.S. Patent No. 6,108,704 (hereinafter “the

‘704 patent”)).

2. I am an expert in the field ofnetworking protocols including networking protocols

supporting multimedia streams including digital audio data. See Curriculum Vitae attached as

Exhibit 1.

3. I received Bachelors of Arts degrees in Computer Science and Economics in 1992, a

Masters of Science in 1997 from the Department of Electrical Engineering and Computer

Science and a Ph.D. in 1999 from the Department of Electrical Engineering and Computer

Science, all from the University of California, Berkeley.

4. I received the National Science Foundation CAREER Award in 2003 while an Assistant

Professor at the University ofNorth Carolina, Chapel Hill.

5. I have had extensive experience in both industry and academia as it relates to the

technical fields relevant here. For example, I have been a programmer, a Visiting researcher, and

an Assistant and Associate professor.
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Filed: February 24, 2009

Declaration of Ketan Mayer—Patel under 37 CPR. 1.132

6. I am a co—author ofnumerous articles that have appeared in a number of refereed

publications and proceedings.

7. Governmental agencies, such as the National Science Foundation and the Office ofNaval

Research, have provided funding for my research.

II. RETENTION AND COMPENSATION

8. I have been retained to offer an expert opinion on the prior art relevant to the ‘704 patent

(and other patents currently under re-examination) and the validity of the claims undergoing re-

examination.

9. My work on this case is being billed at a rate of $400 per hour, with reimbursement for

actual expenses. My compensation is not contingent upon the outcome of the case.

III. BASIS OF MY”Ol3iINION AND MATERIALS CONSIDERED

10. In preparation for this report, I have considered and relied on data or other documents

identified in this report. For example, I have reviewed the Office Action dated August 27, 2009

as well as the Request for Re-examination that was filed for the ‘704 patent including the

Exhibits to the Request for Re-examination. I have also reviewed the file history of the ‘704

patent.

11. I have familiarized myself with the state of the art at the time the ‘704 patent was filed by

reviewing both patent and non—patent references from prior to the filing date of the application

that became the ‘704 patent.

12. My opinions are also based upon my education, training, research, knowledge, and

experience in this technical field.

lV. SUMMARY OF MY OPINIONS

13. Based on my prior experience in the field of computer systems and networking, including

network communication protocols, and based on my review of the documents relating to the

2
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pending reexamination proceeding, I have developed an understanding of the ‘704 patent and

the claimed inventions.

14. I have been asked to compare the claims of the ‘704 patent to the references applied in

the outstanding Office Action. The results of my comparison are provided below.

15. I understand that the assignee’s response includes the following amendments to the

claims:

10. (Canceled)

l 1 . (Amended) In a computer system, a method for establishing a point-to-

point communication link from a caller process to a callee process over a

computer network, the caller process having a user interface and being operatively

connectable to the callee process and a server over the computer network, the

(method comprising the steps of?

A. providing a user interface element representing a first communication

lifi;

B. providing a user interface element representing a first callee process;

fli

C. establishing a point-to-point communication link from the caller

process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

communication line, |The method of claim 10] wherein step C further comprises

the steps of:

c.l querying the server as to the on—line status of the first callee [process]

process; and

c.2 receiving a network protocol address of the first callee process over the

computer network from the server.
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12. (Amended) The method of claim [10] Q further comprising the step

D. providing an element representing a second communication line.

14. (Amended) The method of claim [10] 1_l_ further comprising the steps

D. providing a user interface element representing a second callee process;

and

E. establishing a conference point-to-point communication link between

the caller process and the first and second callee process, in response to the user

associating the element representing the second callee process with the element

representing the first communication line.

15. (Amended) The method of claim [10] Q further comprising the step

of:

F. removing the second callee process from the conference point—to—point

communication link in response to the user disassociating the element

representing the second callee process from the element representing the first

communication line.

16. (Amended) The method of claim [10] Q further comprising the steps

of:

D. providing a user interface element representing a communication line

having a temporarily disabled status; and

E. temporarily disabling a point—to—point communication link between the

caller process and the first callee process, in response to the user associating the

element representing the first callee process with the element representing the

communication line having a temporarily disabled status.

4
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19. (Amended) The method of claim [10] Q wherein the caller process

further comprises a visual display and the user interface comprises a graphic user

interface.

21 . (Canceled)

22. (Amended) A computer program product for use with a computer

system comprising:

a computer usable medium having program code embodied in the medium

for establishing a point-to-point communication link from a caller process to a

callee process over a computer network, the caller process having a user interface

and being operativelyconnectable to the callee process and a server over the

computer network, the medium further comprising;

program code for generating an element representing a first

communication line‘

program code for generating an element representing a first callee process;

program code, responsive to a user associating the element representing

the first callee process with the element representing the first communication line,

for establishing a point-to-point communication link from the caller process to the

first callee process, [The computer program product of claim 21] wherein the

program code for establishing a point—to-point communication link further

comprises:

program code for querying the server as to the on-line status of the first

callee process; and

program code for rcceiving a network protocol address of the first callee

process over the computer network from the server.

5
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23. (Amended) A computer program product of claim [21] _2__2_ further

comprising:

program code for generating an element representing a second

communication line.

25. (Amended) The computer program product of claim [21] 2_2_ further

comprising:

program code for generating an element representing a second callee

process; and

program code means, responsive to the user associating the element

representing the second callee process with the element representing the first

communication line, for establishing a conference communication link between

the caller process and the first and second callee process.

27. (Amended) The computer program product of claim [21] 2 fiirther

comprising:

program code for generating an element representing a communication

line having a temporarily disabled status; and

program code, responsive association of the element representing the first

callee process with the element representing the communication line having a

temporarily disabled status, for temporarily disabling the point-to-point

communication link between the caller process and the first callee process.

30. (Amended) A computer program product of claim [21] 22 wherein the

computer system further comprises a visual display and the user interface

comprises a graphic user interface.
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16. In general, it is my opinion that all of the pending claims undergoing re-examination (i.e.,

claims 1-7, 11-20 and 22-44) are patentable over the applied references for at least the reasons

set forth below.

The rejection of the claims over NetBIOS, either alone or in combination with at least one other

reference

17. Claims 43 and 44 were rejected under 35 U.S.C. § 102 as being anticipated by Protocols

for X/Open PC lnterworking SMB, Version 2, The Open Group (1992) (hereinafter “NetBlOS”).

18. I understand that a claim is rejected under 35 U.S.C. § lO2(b) when an examiner believes

that each and every limitation of the claim is taught by the applied reference.

19. Pending claims 1-7, 11-20 and 22-42 were rejected under 35 U.S.C. § l03(a) as being

obvious ovefNetBIOS in combination with at least one other reference.

20. I understand that a rejection under 35 U.S.C. § 103(a) means that an examiner believes

that although no single reference includes all of the claimed limitations, nonetheless the

combination of references made by the examiner would have been obvious to one of ordinary

skill in the art at the time the invention was made.

The Rejection of Claims 43 and 44 over NetBIOS

21. Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” This limitation is not

taught by the NetBIOS reference as NetBlOS does not provide dynamic addressing or on-line

status.

22. In rejecting claim 43, the Office Action adopts the positions of the third-party requester

and states “See claim mapping chart in Exhibit M, pages 36-40, incorporated by reference.”

7
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With respect to this limitation (a), the claim mapping does not show that NetBIOS teaches “the

network protocol address of each respective process forwarded to the databasefollowing

connection to the computer network.” In fact, the Office Action appears to have agreed (e.g.,

with respect to claim 1) that the NetBIOS reference does not teach that the processes receive

network protocol addresses “following connection to the computer network.” The Office Action

did this by rejecting the requester’s arguments under 35 U.S.C. § 102 and instead adopting

“claim chart mapping utilizing alternative 103 rejections” —- rejections that rely on RFC 1531 to

teach dynamic addressing.

23. Even assuming that the Office Action intended the rejection to be a rejection under 35

U.S.C. § 103 by combining NetBIOS with RFC 1531, the rejection would still not show that the

claims were unpatentable. When alleging that one of ordinary skill in the art would have

combined NetBIOS with RFC 1531, the Office Action states “it would have been obvious to

utilize the limitations taught by RFC 1531 in the invention taught by NetBIOS ...since this

would allow for automatic reuse of an address and since examiner notes the use of dynamic

IP address assignment in a TCP/IP network are old and well known and are useful to

eliminate the burdensome task of manually assigning IP addresses for all networked computers.”

24. I do not agree with the conclusion drawn by the Office Action on the combinability of

NetBIOS and RFC 1531. The Office Action speculates, with hindsight, as to why a person of

ordinary skill might want to combine the two references, but does not acknowledge the problems

that would arise in doing so, and does not provide any prior art that would indicate how the

problems that dynamic addressing would bring into a NetBIOS type system could be resolved by

those of ordinary skill at the time the patent was filed. In the context of point-to-point

communication, widespread use of dynamically assigned addresses does not solve NetBIOS’s

problems, it creates further problems.

25. Dynamically assigned addresses were known, and the patent in re-examination

specifically states in that regard, “Due to the dynamic nature of temporary IP addresses of some

devices accessing the Internet, point-to-point communications in realtime of Voice and video

8
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have been generally difficult to attain.” Col. 1, lines 53-56. However, the Office Action has not

shown that one of ordinary skill in the art would have made the proposed combination of

dynamically assigned addresses with NetBIOS.

26. Section 15.1.7 of the NetBIOS reference (entitled “Consistency of the NBNS Data Base”)

recognizes that the association between a node, a registered name and an IP address is tenuous,

even in an environment that uses static IP addresses. “Even in a properly running NetBIOS

scope the NBNS and its community of end-nodes may occasionally lose synchronization with

respect to the true state of name registrations.” To minimize the impact of this problem, the

reference states, “Various approaches have been incorporated into the NetBIOS—over—TCP

protocols” which it then proceeds to describe.

27. However, by incorporating DHCP and adopting dynamic address allocation as used by

Internet access providers, the synchronization problem would become more disruptive, not less.

Dynamic addressing would have introduced a new uncertainty to the relationships among the

NBNS and its community of end-nodes and a new set of obstacles to NetBIOS synchronization

that are not addressed by the NetBIOS reference. Consider the case of a node that is turned—off

and then subsequently turned back on, or a node that has simply lost its Internet connection for

some technical reason or whose DHCP lease has expired and then re—estab1ished a

connection. In a dynamic addressing environment, such a node would most likely obtain a new

IP address when it was turned back on that was different than the one it had when it registered its

name. This change could lead to any number of node-name-IP address synchronization

problems for the disclosed NetBIOS protocols.

28. For example, because the NBNS does not know the node’s new address, the NBNS

would be unable to send to the node a Name Release Request or a Name Conflict Demand or

request that the node send it a Name Status Request. Because communication from the node

would be originating at a new address that was not recognized by the NBNS, a node’s response

to a Name Query Request (assuming it somehow knew that its name had been challenged,

perhaps from before it lost network connectivity) would not be recognized. A node would also

9
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be unable to confirm its association with registered names by sending Name Refresh Request

packets to the NBNS. If a session between two NetBIOS applications were cut-off, re-

establishing the communication would be especially difficult where the ability of a called entity

to obtain both its associated name and its associated IP address were in doubt. As a result, the

Office Action has not demonstrated that a solution to the problems created by exposure of

NetBIOS to DHCP and dynamic addressing has been addressed by any of the applied

references.‘

29. The Office Action also has not identified anything in the cited art that suggests how a

person of ordinary skill is to go about the redesign of NetBIOS and the solving of obstacles to

NetBIOS operation that are created by Internet access; problems that were recognized and left as

warnings unresolved in the NetBIOS reference?

30. In view of the foregoing, claim 43 is patentable over NetBIOS alone or over NetBIOS in

combination with RFC 1531?

31. NetBIOS and RFC 1531 also do not teach “a. program code configured to access a

directory database. . .having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network.” While NetBIOS uses name

entries with “active” statuses as part of its name management process, an analysis of how that

“active” status is used shows that “an active name” is not synonymous with an “on—line status

with respect to the computer network.” An active name simply refers to a name that has been

1 Besides dynamic addressing, Internet access would pose other challenges to a NetBIOS system. For example,
because NetBIOS was designed for use on local area networks with small numbers of computers, trust among the
network participants is assumed. That assumption cannot be transferred to a global Internet made up of unknown,
and sometimes malevolent, entities. An implementation of NetBIOS on the public Internet would necessitate non-
trivial adaptations to ensure that its services perform correctly and return accurate information. There is no
discussion of security issues in the cited references. See Exhibit 2, from
%v_g_\2g_vvfl,yv3schools.cong_S‘ite§it,e__s.e<_:L_1r_iQg.asp which instructs Microsoft Windows users whose computers access
the Internet to disable NetBIOS over TCP/IP in order to solve their security problems.
2 The cited references go out of their way to avoid describing how a NetBIOS protocol might work in inter-
connected network environments that that are less complex than the Internet and thatpredate DHCP. See Section
4.6 (“The proposed standard recognizes the need for NetBIOS operation across a set of networks interconnected by
network (IP) level relays (gateways.) However, the standard assumes that this form of operation will be less
frequent than on the local MAC bridged-LAN.")

1 0
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registered and that has not yet been de—registered, independent of whether the associated

computer is or is not on-line. As shown on page 447 (and reproduced below), the Node_Name

entries stored with respect to a NetBIOS Name Server contain a series of fields including the

“ACT” field.
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32. The ACT field is a single bit field (in bit 5) that signifies an “Active Name Flag. All

entries have thisflag set to one (1).” (Emphasis added.) If all name entries have this flag set to

one (1), then the NetBIOS name server cannot be using the Active Name Flag as a means of

separately tracking whether the entity that owns the name is “active,” let alone what its “on-line

status” might be.
1 l

ReexamFH_001 125



ReexamFH_001126
SONY EXHIBIT 1003- Page 1126

Re-Examination of Patent No. 6,131,121

Control No.2 90/010,424

Filed: February 24, 2009

Declaration of Ketan Mayer-Patel under 37 C.F.R. 1.132

33. The NetBIOS reference also does not teach that the active status ofa name in the

NetBIOS server is an indication of the active status of the owner of that name. To the contrary,

when information about whether the owner of a name is “active” may be relevant, for example

when a new entity seeks to register a name that has already been registered in the NetBIOS name

server, the NetBIOS reference describes an elaborate set of interactions used to test whether the

existing owner of the registered name is active or inactive. It does not rely on the fact that the

name is active in the NetBIOS name server (See Section 15.2.2.2 and 15.2.2.3 entitled “Existing

Name and Owner is Inactive”).

34. The NetBIOS reference also does not teach that an acquired IP address can be reasonably

relied upon by a requesting end-node to confirm the ‘‘on-line status” of an end-node associated

with a sought name. The NetBIOS reference describes at least two different scenarios Where a

second end-node sends a rejection response to the first end-node notwithstanding thefact that a

second end-node is connected to the computer network and active with respect to the sought

name. See Section 16.1.1 (“There exists a NetBIOS LISTEN compatible with the incoming call,

but there are inadequate resources to permit establishment of a session. . .The called name does,

in fact, exist on the called node, but there is no pending NetBIOS LISTEN compatible with the

incoming call.”). No distinction is made in the reference between the rejection response in these

cases and the rejection response in cases where the called name does not exist on the called end-

node. See also section 16.1.1 which state ‘‘In all but the first case, a rejection response is sent

back over the TCP connection to the caller.”

35. Thus, the limitation “program code configured to access a directory database, the

database having a network protocol address for a selected plurality of processes having on—line

status with respect to the computer network, the network protocol address of each respective

process forwarded to the database following connection to the computer networ ” of claim 43 is

not taught by the NetBIOS reference alone or in combination with RFC 1531, and I believe that

the patentability of claim 43 should be confirmed.
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36. Claim 44 recites “jbllowing connection ofthefirstprocess to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

connection to the computer networ ” in claim 43, NetBIOS does not teach the claimed dynamic

address assignment. Moreover, it would not have been obvious to combine NetBIOS and RFC

15 31 for the reasons set forth above with respect to claim 43.

37. Claim 44 also recites “querying the address server as to whether the secondprocess is

connected to the computer network.” As was discussed above with respect to the recitation of

“processes having on—line status with respect to the computer networ ” in claim 43, NetBIOS

does not teach that an active name in NetBIOS is synonymous with “whether the second process

is connected to the computer network.” An active name simply refers to a name that has been

registered and that has not yet been de-registered, independent of whether the associated

computer is or is not connected to the computer network. Thus, claim 44 is patentable over both

NetBIOS alone and the combination of NetBIOS and RFC 1531.

Claims 1-7 and 32-42

38. Claim 1 recites “program code for transmitting to the server a network protocol address

received by thefirstprocessfollowing connection to the computer network.” Claim 1 further

recites “program code for receiving a network protocol address of the second process from the

server, when the secondprocess is connected to the computer network.” As was discussed

above with respect to the recitation of “the network protocol address of each respective process

forwarded to the database following connection to the computer networ ” in claim 43, NetBIOS

does not teach this dynamic address assignment. Further, it would not have been obvious to

combine NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43.

39. Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the secondprocess is connected to the computer network.” As was discussed above with

13
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respect to the recitation of “processes having on—line status with respect to the computer

networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is synonymous

with “whether the second process is connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de—registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 1 patentable over the combination ofNetBIOS and RFC 1531.

40. Claim 2 recites “each network protocol address stored in the memoryfollowing

connection ofa respective process to the computer network.” As was discussed above with

respect to the recitation of “the network protocol address of each respective process forwarded to

the database following connection to the computer networ ” in claim 43, NetBIOS does not

teach this dynamic address assignment. Further, it would not have been obvious to combine

NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43.

41. Claim 2 also recites “means... for determining the on-line status ofthe secondprocess

and for transmitting a network protocol address ofthe secondprocess to the first process in

response to a positive determination ofthe on-line status ofthe secondprocess.” As was

discussed above with respect to the recitation of “processes having on—line status with respect to

the computer network” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “an on-line status of the second process.” An active name simply refers to a

name that has been registered and that has not yet been dc-registered, independent of whether the

associated computer is or is not connected to the computer network. Thus, claim 2 and its

dependent claim 3 are patentable over the combination ofNetBIOS and RFC 1531.

42. Claim 4 recites “each of the network protocol addresses received following connection of

the respective process to the computer network.” As was discussed above with respect to the

recitation of “the network protocol address of each respective process forwarded to the database

following connection to the computer network” in claim 43, NetBIOS does not teach this

dynamic address assignment. Further, it would not have been obvious to combine NetBIOS and

RFC 1531 for the reasons set forth above with respect to claim 43.

14
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43. Claim 4 also recites “receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect

to the computer networ .” Claim 4 further recites “determining the on-line status of the second

process.” As was discussed above with respect to the recitation of “processes having on-line

status with respect to the computer networ ” in claim 43, NetBIOS does not teach that an active

name in NetBIOS is synonymous with “an on-line status” of a process. An active name simply

refers to a name that has been registered and that has not yet been de-registered, independent of

whether the associated computer is or is not connected to the computer network. Thus, claim 4

and its dependent claims 5-7 are patentable over the combination of NetBIOS and RFC 1531.

44. Claim 32 recites “the Internet Protocol address added to the listfollowing connection of

the process to the computer networ .” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

connection to the computer network” in claim 43, NetBIOS does not teach this dynamic address

assignment. Further, it would not have been obvious to combine NetBIOS and RFC 1531 for the

reasons set forth above with respect to claim 43.

45. Claim 32 also recites “an Internet accessible list having a plurality of selected entries,

each entry comprising an identifier and a corresponding Internet protocol address of aprocess

currently connected to the Internet.” As was discussed above with respect to the recitation of

“processes having on-line status with respect to the computer network” in claim 43, NetBIOS

does not teach that an active name in NetBIOS is synonymous with “a process currently [being]

connected to the Internet.” An active name simply refers to a name that has been registered and

that has not yet been de—registered, independent of whether the associated computer is or is not

connected to the Internet. Thus, claim 32 is patentable over the combination of NetBIOS and

RFC 153 1 .

46. Claim 33 recites “the networkprotocol address of the corresponding process assigned to

the process upon connection to the computer networ .” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

15
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database following connection to the computer network” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43.

47. Claim 33 also recites “selected entries comprising a network protocol address and a

corresponding identifier ofa process connected to the computer network.” As was discussed

above with respect to the recitation of “processes having on-line status with respect to the

computer networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 33 and its dependent claims 34-37 are patentable over the combination of NetBIOS

and RFC 1531.

48. Claim 38 recites “the networkprotocol address of the corresponding process assigned to

the process upon connection to the computer network.” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

database following connection to the computer networ ” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43.

49. Claim 38 also recites “selected entries comprising a network protocol address and a

corresponding identifier of aprocess connected to the computer network.” As was discussed

above with respect to the recitation of “processes having on—line status with respect to the

computer networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 38 and its dependent claims 39-42 are patentable over the combination ofNetBIOS

and RFC 1531.
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Claims 10-31

50. Claims 10-31 are rejected under 35 U.S.C. § l03(a) as being obvious over NetBIOS in

View of Pinard, either alone or in combination with VocalChat User’s Guide. In light of the

cancelation of claim 10 and the amendment to claim 11, I will address this rejection with respect

to claim 11.

5]. Amended claim 11 recites “the caller process having a user interface and being

operatively connectable to the callee process” and “establishing a point-to-point communication

linkfrom the caller process to the first callee process.” When taken together, it is clear that the

Office Action has not shown that the caller process, having a user interface, establishes a point-

to—point communication link with a first callee process. The Exhibit M of the Request for Re-

examination (the “Request”) states that “Pinard discloses that a point-to-point communication

link is established in response to a user associating an element representing thefirst callee
35

process with the element representing a first communication line. However, as shown in

Figure l, Pinard discloses that conventional telephones connected to a telephony server via

telephony interface circuits make calls to other conventional telephones. Those telephones are

not caller and callee processes. In fact, with respect to the limitation “providing a user interface

element representing a first callee process,” Exhibit M identifies, instead of a callee process, two

people, Mary and John. Clearly neither is a callee process.

52. Exhibit M further states that “Applications which utilize NetBIOS application services

inherently include ‘user interfaces.” This assertion is disputed. Page 356 of NetBIOS states

“Protocols supporting NetBIOS services have been constructed on diverse protocol and

hardware foundations.” Thus, the NetBIOS applications could be running on a computer system

(e.g., an embedded system) such that there are no user interfaces at all. In fact, the example

provided in Exhibit M is disingenuous. Exhibit M states that “NetBIOS provides a vendor

independent interface for the IBM Personal Computer (PC) and compatible systems.” The

“interface” discussed in that sentence is a software communications interface, between NetBIOS

l7
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service elements and NetBIOS—compatible applications, not a user interface. Moreover, the

reference to ‘‘IBM Personal Computer (PC) and compatible systems” is a reference to the

hardware, not the software with user interfaces that is running on the hardware. Exhibit M itself

admits the deficiency in the inherency argument when it states “it is expected that on computers

operating under the PC-DOS and MS—DOS operating systems that the existing NetBIOS

interface will be preserved.” This says nothing about what processes with user interfaces can

participate in the claimed point-to-point communications.

5 3. With respect to the establishing step, Exhibit M does not even assert that one of the

processes running on one of the DOS-style computers is the caller process. This is because

neither the phone application not the device agent are part of the point-to-point communication --

the telephones are. Thus, this limitation is not met.

54. In addition, the Office Action has not established that one of ordinary skill in the art

would have made the proposed combination. The Office Action alleges that “it would have been

obvious ... to utilize the user-interface elements and interaction taught by Pinard in the invention

taught by NetBIOS since Pinard teaches that the invention can be used with any system in which

a personal computer in conjunction with a server operates since NetBIOS teaches that it can

be implemented using different operating systems and since examiner notes that both

NetBIOS and Pinard relate to communications between at least two users implemented in a

computerized environment.” However, Pinard already discloses a personal computer 1

interacting with a server 5 without any indication that there is something missing from Pinard.

Thus, without an indication that Pinard was somehow deficient, one of ordinary skill in the art

would not have been motivated to include NetBIOS with Pinard. Accordingly, amended claim

11 and its dependent claims 12-20 are not rendered obvious by the combination ofNetBIOS and

Pinard.

55. Amended claim 22, like amended claim 11, recites “the caller process having a user

interface and being operatively connectable to the callee process” and “establishing a point-to-

paint communication linkfrom the callerprocess to the first callee process.” As was set forth

18
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for the patentability of amended claim 11 above, that combination of elements is not taught by

the applied combination of references. Thus, amended claim 22 and its dependent claims 23-31

are patentable over the applied combination of references.

The rejection of claims the pending claims over the Ethegphone papers, either alone or in

combination with at least one other reference

56. Claims 43 and 44 were rejected under 35 U.S.C. § 102 as being anticipated by

Etherphone: Collected Papers 1987-1988 (May 1989) (hereinafter “the Etherphone papers”).

The Etherphone Collected Papers include An Overview ofthe Etherphone System and its

Applications (hereinafter “ZellWeger”), Telephane Management in the Etherphone System

(hereinafter “Swinehart”), and Managing Stored Voice in the Etherphone System (hereinafter

“Terry”).

57. Pending claims l-7, l l-20 and 22-44 were rejected under 35 U.S.C. § l03(a) as being

obvious over the combination of the Etherphone papers with at least one other reference (e.g.,

Harrick M. Vin, et al. Multimedia Conferencing in the Etherphone Environment, IEEE Computer

Society (October 1991) (hereinafter “Vin”) and RFC 1531).

The rejection of claims 43 and 44 as anticipated by the Etherphone papers

5 8. Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” Exhibit N of the

Request asserts that this limitation is taught by the system directory database of local Xerox

employees and cites Zellweger, page 4. However, in the paragraph just prior to the section cited

by Exhibit N, Zellweger states “Figure 3 shows an Etherphone control window, called Finch, and

a personal telephone directory window.” The caption for Figure 3 further explains that “the
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lower window [of Figure 3] shows a portion of a personal telephone directory, which is a set of

speed-dialing buttons that can be created easily from an ordinary text file.”

5 9. Figure 3 does not show that the cited database includes the claimed “network protocol

address for a selected plurality ofprocesses having on—line status with respect to the computer

network” —— rather it simply appears to include phone numbers for the various entries, including

phone numbers outside of the Etherphone system. Thus, this limitation is not taught by the

Etherphone references, and I believe that the patentability of claim 43 should be confirmed.

60. The Office Action also has not shown that the Etherphone papers disclose “the network

protocol address of each respective process forwarded to the database following connection to

the computer network” as the Office Action has not shown how such a dynamic addressing

technique is taught by the Etherphone papers. Thus, this limitation is not anticipated by the

Etherphone papers as well.

61. As described above, claim 43 recites “a selected plurality of processes having on—line

status with respect to the computer network.” The Request and Exhibit N do not show how the

Etherphone papers teach this recitation limitation. In fact, “on-line” status is not mentioned in

any of the corresponding support sections for claim 43 in either the Request or Exhibit N.

Further, the Etherphone papers do not teach an association between users’ on—line status and the

maintaining of a network address. To the contrary, the Etherphone system appears to always

associate a user with a location, whether or not the user is currently at that location, and directs

telephone calls for that user to that location without regard to the users ’ on-line status. So, for

example, while the Request points out that logging in to a workstation tells the Etherphone

system—through unspecified mechanisms—where calls should be directed (citing Swinehart 1,

page 2 as stating “Calls are to individuals, not locations...Logging in tells the telephone system

where Karmen is.”), the Request neglects to point out that logging out also tells the telephone

system where calls should be directed. (“Since Karmen has signed off from her workstation, the

call rings immediately at an attendant’s workstation. . .” Swinehait page 3).
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62. Even assuming that the Office Action intended the rejection of claim 43 to be an

obviousness rejection, claim 43 still is patentable over the Etherphone papers in View of Vin and

RFC 1531. The Office Action alleges, with respect to claim 1, that it would have been obvious

to utilize dynamically assigned IP address from Internet access servers as taught by Vin and

RFC 1531 since Etherphone was intended for use in multiple networks and communication

protocols (Terry, page 3), [and] since dynamic allocation of IP addresses allows for automatic

reuse of an address that is no longer needed by the host to which it was assigned and since

examiner notes the use of dynamic IP address assignment in a TCP/IP network are old and well

known in the art, and are useful to eliminate the burdensome task of manually assigning IP

addresses for all networked components.”

63. Terry, page 3, however, does not indicate under what circumstances the “multiple

networks and communications protocols” would be used. The full paragraph that appears to be

referenced by the Office Action states:

The Etherphone system is intended for use in a locally distributed computing

environment containing multiple workstations and programming environments,

multiple networks and communication protocols, and perhaps even multiple

telephone transmission and switching choices. The system is intended to be

extensible in that introducing new applications, network services, workstations,

networks, and other components is possible.

64. Thus, it is probable that the “multiple networks and communications protocols” refers to

uses of the workstations and not the Etherphones. Similarly, Vin does not disclose how/where

the IP address of Figure 5 is obtained. In addition, Figure 5 shows that the IP address is below a

“datagram multicast” layer, so there is no evidence that one of ordinary skill in the art would

have been motivated to use —— let alone know how to adapt —- the techniques of a multicast system

when implementing a “point-to- point communication link between the first and second

processing units through the Internet.”
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65. Furthermore, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to combine the Etherphone papers with Vin and RFC 1531 without

additional modifications to the combination —— modifications which are not specified in the

Office Action. For example, the Office Action has not identified that one of ordinary skill in the

art would have been motivated to combine the Etherphone papers with RFC 1531 in light of the

use of “leases” on network addresses within the RFC 1531 framework. As described in section

3.6 “If the lease expires before the host can contact a DHCP server, the host must immediately

discontinue use of the previous network address and may inform local users of the problem.”

Similarly, section 4.4.4 of RFC 1531 states “If the lease expires before the client receives a

DHCPACK, the client moves to INIT state, MUST immediately stop any other network

processing and requests network initialization parameters as if the client were uninitialized. If

the client is given a new network address, it MUST NOT continue using the previous network

address and SHOULD notify the local users of the problem.” However, if the system of the

Etherphone papers and Vin is using “datagram multicast,” how is the system supposed to deal

with the loss of the address? Other processes that were communicating with the process that lost

its lease would now begin sending the packets to the wrong destination. Moreover, by having to

rely on another server that can go down such that a lease cannot be renewed and the computer

has to stop using its network address, the combination is less robust than a system using static

address assignment. Thus, the Office Action has not shown that one of ordinary skill in the art

would have been motivated to combine the Etherphone papers with Vin and RFC 1531.

66. Thus, claim 43 is neither anticipated by the Etherphone papers nor rendered obvious by

the Etherphone papers in combination with Vin and RFC 1531.

67. Claim 44 recites “following connection of the first process to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As discussed above with respect to claim 43, the Office

Action has not shown how such a dynamic addressing technique is taught by the Etherphone

papers or rendered obvious by the combination of the Etherphone papers and Vin and RFC 1531.

22
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68. Claim 44 also recites “querying the address server as to whether the second process is

connected to the computer network.” Exhibit N alleges that “conversations are established

between two or more parties (Etherphones, servers, and so on) by performing remote procedure

calls to the Voice Control Server.” It then alleges that “when a first user at a first Etherphone (a

first ‘process’) calls a second user at a second Etherphone (a second ‘process’), the first

Etherphone transmits a query in the form of a remote procedure call to determine the location of

the second Etherphone.” This allegation is made without citation to any portion of the

Etherphone papers -- because the conclusion is not supported.

69. As admitted in the Exhibit N, Swinehart states “The telephone control server manages

voice switching by sending to each Etherphone or service the network addresses of the other

participants. Thereafter, voice datagrams are transmitted directly among the participants,

bypassing the control server.” Neither the Exhibit N nor Swinehart discloses when this

information is sent, thus there is no evidence that a query is sent to an address sewer (e.g., such

that the network address information is returned as part of the result of the query). In fact, if the

Voice Control Server were periodically sending out information to Etherphones or other

services, there would be no need to “querying the address server as to whether the second

process is connected to the computer network.” Thus, this limitation is not inherently met by the

Etherphone references, and I believe that the patentability of claim 44 should be confirmed.

70. As described above, claim 44 recites “querying the address server as to whether the

secondprocess is connected to the computer network.” As was discussed above with respect to

claim 43, the Request and Exhibit N do not show how the Etherphone papers teach this tracking

of on—line status. Thus, claim 44 is patentable over the Etherphone papers.

The rejection of claims 1-7 and 10-42 as obvious over the Etherphone papers in combination

with at least one other reference

71. Claims 1-7 and 10-42 have been rejected under 35 U.S.C. § lO3(a) as obvious over the

combination of the Etherphone papers in combination with (1) Vin and RFC 1531, (2) Pinard,

23
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(3) Vin, RFC 1531 and NetBIOS, and (4) Pinard and VocalChat User’s Guide. However, I

believe that each of the pending claims in that group of claim is non—obvious as set forth below.

72. Claims 1, 2, 4-7 and 32-42 are rejected under 35 U.S.C. § 103(a) as being unpatentable

over the Etherphone papers in View of Vin and RFC 1531. As was discussed above with respect

to claim 43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses.

73. Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the second process is connected to the computer network.” As was discussed above with respect

to claim 44, the Office Action has not provided any evidence to support the allegation that such a

query is taught by the Etherphone papers. Further, as was discussed with respect to claim 43, the

Office Action has not shown that the Etherphone papers teach determining “whether the second

process is connected to the computer network.” Thus, claim I is not rendered obvious by the

proposed combination of references.

74. Claim 2 recites “a memory, operatively coupled to the processor, for storing a network

protocol address for selected of a plurality ofprocesses, each networkprotocol address stored in

the memoryfollowing connection ofa respective process to the computer network.” As was

discussed above with respect to claim 43, the Office Action has not shown that one of ordinary

skill in the art would have been motivated to make the proposed combination of references in

light of the problems associated with the use of dynamic addresses.

75. Claim 2 also recites “means, responsive to a queryfrom thefirstprocess, for

determining the on—line status of the second process and for transmitting a network protocol

address of the second process to the first process in response to a positive detennination of the

on-line status of the second process.” As was discussed above with respect to claim 44, the

Office Action has not provided any evidence to support the allegation that such a query is taught

by the Etherphone papers. Further, as was discussed with respect to claim 43, the Office Action

has not shown that the Etherphone papers teach “determining the on-line status of the second
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process.” Thus, claim 2 and its dependent claim 3 are not rendered obvious by the proposed

combination ofreferences.

76. Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect to

the computer network, each ofthe networkprotocol addresses receivedfollowing connection of

the respectiveprocess to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses.

77. Claim 4 also recites “B. receiving a query from the first process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the

Etherphone papers. Further, as was discussed with respect to claim 43, the Office Action has not

shown that the Etherphone papers teach “determine[ing] the on-line status of the second

process.” Thus, claim 4 and its dependent claim 5-7 are not rendered obvious by the proposed

combination of references.

78. Claim 32 recites “a. maintaining an Intemet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet, the Internet Protocol address added to the list

following connection ofthe process to the computer network.” As was discussed above with

respect to claim 43, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to make the proposed combination of references in light of the problems

associated with the use of dynamic addresses. Further, as was discussed with respect to claim

43, the Office Action has not shown that the Etherphone papers teach determining the on-line

status of processes such that the Etherphone papers would disclose entries for processes that are

“currently connected to the Internet.” Thus, claim 32 is patentable over the applied combination

of references.
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79. Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

of entries, selected of the entries comprising a network protocol address and a corresponding

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Further, as was

discussed with respect to claim 43, the Office Action has not shown that the Etherphone papers

teach determining the on-line status of processes such that the Etherphone papers would disclose

entries for processes that are “connected to the computer network.” Thus, claim 33 and its

dependent claims 34-37 are patentable over the applied combination of references.

80. Claim 38 recites “program code configured to maintain, in the computer memory, a

network accessible compilation of entries, selected of the entries comprising a network protocol

address and a corresponding identifier of a process connected to the computer network, the

networkprotocol address ofthe correspondingprocess assigned to theprocess upon

connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of references in light of the problems associated with the use of

dynamic addresses. Further, as was discussed with respect to claim 43, the Office Action has not

shown that the Etherphone papers teach determining the on—line status of processes such that the

Etherphone papers would disclose entries for processes that are “connected to the computer

network.” Thus, claim 38 and its dependent claims 39-42 are patentable over the applied

combination ofreferences.

81. Claims 10-30 are rejected under 35 U.S.C. § 103(a) as being unpatentable over the

Etherphone papers in View of Pinard, either alone or in combination with the Voea1Chat User’s

Guide. Amended claim 11 recites “the caller process having a user interface and being

operatively connectable to the callee process” and “establishing a point-to-point communication
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linkfrom the callerprocess to the first callee process.” When taken together, it is clear that the

Request (including Exhibit N) and Office Action have not shown that the caller process, having a

user interface, establishes a point—to—point communication link with a first callee process. The

Request states on page 119 that “Etherphone describes establishing a point—to—point

communication link between a caller process and a callee process. Pinard discloses that a

point—to—point communication link is established in response to a user associating an element

representing the first callee process with the element representing a first communication line.”

Neither of those assertions actually state that any of the user interface elements described in the

Request establish a point-to-point communication with a callee process. In fact, Exhibit N

admits that the user interface elements are on the workstation, not on the Etherphones that

conduct the voice communications. Page 12 of Exhibit N directly states that the “GUI features

[are] presented on the workstation display.”

82. In addition, the Office Action has not established that one of ordinary skill in the art

would have made the proposed combination. The Office Action alleges that “it would have been

obvious ... to utilize[e] the user—interface elements and interactions taught by Pinard in the

invention taught by Etherphone since Pinard teaches that the invention can be used with any

system in which a person computer in conjunction with a server operate.” However, Pinard

already discloses a personal computer 1 interacting with a server 5 without any indication that

there is something missing from Pinard. Thus, without an indication that Pinard was somehow

deficient, one of ordinary skill in the art would not have been motivated to include Etherphone

with Pinard. Accordingly, amended claim 11 and its dependent claims 12-20 are not rendered

obvious by the combination of NetBIOS and Pinard.

83. Amended Claim 22, like amended claim 1 1, recites “the callerprocess having a user

interface and being operatively connectable to the callee process” and “establishing a point-to-

point communication linkfrom the caller process to the first callee process.” As was set forth

for the patentability of claim 11 above, that combination of elements is not taught by the applied
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combination of references. Thus, amended claim 22 and its dependent claims 23-31 are

patentable over the applied combination of references.

The rejection of the pending claims over the VocalChat References, either alone or in

combination with at least one other reference

84. Claims 43 and 44 were rejected under 35 U.S.C. § 103(a) as being obvious over

VocalChat User’s Guide in View of VocalChat Readme, VocalChat Networking, VocalChat Help

File and VocalChat Troubleshooting Help file (collectively the “VocalChat References”), either

alone or in combination with at least one other reference.

Claims 43 and 44

85. Claim 43 recites “program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network.” The Office Action alleges that this limitation is met because

“the network protocol address of clients are transmitted to and stored in a Connection List /

USERS file located on the network.” However, each VocalChat process actually reads the file

and locally processes it, writing back the whole contents of the file when it has added its changes

to it. Thus, in the context of multiple, independently-operating VocalChat clients each being

able to read from and write to the “shared CONNLIST.VC” file, that file is not acting as a

directory database, just a file whose contents could readily become inconsistent with the actual

state of processes. For example, if a first process reads the file and then a second process reads

the file, then the first process writes the file and then the second process writes the file, the

changes written by the first process will be lost when the second process writes back its changes.

Similarly, if the second process wrote back the file before the first, then the second process’s

changes would be lost when the first process wrote back its version of the file. Thus, the

VocalChat References do not anticipate the claimed “program code configured to access a
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directory database, the database having a network protocol address for a selected plurality of

processes having on-line status with respect to the computer network.”

86. In addition, claim 43 also recites “the network protocol address of each respective

process forwarded to the database following connection to the computer network.” This

limitation is not taught by the VocalChat References, and the Office Action does not identify

how this dynamic addressing is taught by the VocalChat References. Even assuming that the

Office Action had intended to apply the combination of the VocalChat references and RFC 1531,

the combination of references still would not have rendered claim 43 obvious.

87. With respect to claim 1, the Office Action asserts that “it would have been obvious to

utilize the limitations taught by RFC 1531 in the invention taught by VocalChat since this

allows for automatic reuse of an address that is no longer needed by the host to which it was

assigned and since examiner notes the use of dynamic IP address assignment in a TCP/IP

network are old and well known and are useful to eliminate the burdensome task of manually

assigning IP addresses for all network computers.” I do not agree with the conclusion drawn in

by the Office Action on the combinability of the references.

88. In the context of point-to-point communication, widespread use of dynamically assigned

addresses is not the solution to a problem, it is the problem itself. Dynamically assigned

addresses were known, and the patent in re-examination specifically states in that regard, “Due to

the dynamic nature of temporary IP addresses of some devices accessing the Internet, point-to-

point communications in realtime of Voice and Video have been generally difficult to attain.”

Col. 1, lines 53-56.

89. The development history of the VocalChat products indicates that the developers of the

VocalChat products had problems addressing dynamic addressing issues. The Request cites a

Generic version of the VocalChat client which, according to Mr. Cohen, was used on local area

networks. See Cohen Declaration, paragraph 3. There apparently was a subsequent version of

VocalChat that was also released by Voca1Tec to the public in 1994, at least in beta. This

version, called VocalChat Gateway To Interent (or “VocalChat GT1”) was designed for use on
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the Internet, and I have been informed that Net2Phone believes that VocalChat GT1 used static

local address files into which static callee addresses were manually input. 1 have also been

informed that Net2Phone believes that VocalChat GT1 did not utilize a server at all.

90. Based on the above, I believe the use of manual inputting of static addresses and the

absence of a server suggests that the VoealTee designers~presumably software developers of at

least ordinary skill in the art—did not consider the alleged combination of their own VocalChat

references with RFC 1531, or it suggests that they did consider it but were unable to overcome

the non—trivial obstacles to doing so.

91. I have also been informed that Net2Phone believes that soon after the release of the

VocalChat GT1 version, VoealTee released another VocalChat version that used Internet Relay

Chat (IRC) to help VocalChat clients with dynamically assigned IP addresses find one another.

This change from VocalChat GT1 to VocalChat IRC appears to be further objective evidence that

even the VocalChat designers recognized that the “improvement” to the Generic VocalChat

implementation was still deficient. If the designers of the VocalChat Generic implementation

did not see fit to combine dynamic addressing with the Generic implementation disclosed in the

VocalChat references, then I do not believe that one of ordinary skill in the art would not have

done so either. Thus, claim 43 is not anticipated by or rendered obvious by the VocalChat

References.

92. Claim 44 recites “querying the address server as to whether the second process is

connected to the computer network.” The Office Action cites the Help file, pages 2 and 26, and

the Network Information file, page 10, as disclosing this element and states “clients query the

network server and the server stores addresses of logged in users.” However, the Office

Action has not identified how the cited portions of those references teach the claimed

“querying.” At best, the references teach that a local process reads a “USERS” file or a

Connections file. As can be seen from page 4 of the VocalChat Network Information

(reproduced below), when the VocalChat system uses the Generic mode, a USERS file is used.
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93. The USERS file configuration parameter includes a “UsersFi1e” entry that specifies the

“path name ofusers file (when Generic is set).” However, it is also stated that “The

VOCLCHAT.INI files are in the windows directory of each user.” Thus, this “UsersFile” entry

is a local configuration parameter such that the local VocalChat client reads and writes the

USERS file on its own -- without performing the claimed query.

94. Similarly, page 8 of the VocalChat Help file states “If your network type is not NetWare

or Windows for Workgroups, the Setup program creates a Connection List file which is used to

identify and access users.” The Connection List file and the USERS file apparently have the

same function. Thus, the identification and access enabled by the Connection List is performed

by the local VocalChat client reading and writing the file itself -- without performing the claimed

query. Accordingly, claim 44 is not rendered obvious by the applied combination of references.

95. Claim 44 further recites “following connection of the first process to the computer

network forwarding to the address server a network protocol address at which the first process is
3 1
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connected to the computer network.” As discussed above with respect to the “querying” step, in

the VocalChat Generic implementation, a local process reads a “USERS” file or a Connections

file in its entirety and writes it back in its entirety rather than “forwarding to the address server a

network protocol address at which the first process is connected to the computer network.” This

causes the VocalChat system to have to send an increasing amount of information as the number

of users increases. Sending the whole file such that the new file replaces the old file also creates

problems with consistency such that one user’s changes could overwrite the changes of another

user -— especially as networks got larger which would have increased the problem of inconsistent

files being written.

96. In addition, with respect to “following connection of the first process to the computer

network forwarding a network protocol address at which the first process is connected to the

computer network,” the Office Action has not shown how this dynamic address—based limitation

is taught by the VocalChat References. Thus, this limitation has not been shown to be taught by

the applied references.

97. Further, even if the Office Action had proposed a combination of the VocalChat

References and RFC 1531, the combination would still not render obvious claim 44. As was

discussed above with respect to claim 43, there is no motivation for combining VocalChat

References and RFC 1531. Thus, claim 44 is not rendered obvious by the VocalChat

References, either alone or in combination with RFC 1531.

Claims 1-7 and 31-42

98. Claim 1 recites “program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network.” As was discussed above with respect to

claim 44, the VocalChat References do not teach “querying.” In addition, the Office Action has

not shown how the VocalChat references teach such a server capable of receiving a query. Thus,

this limitation is not taught by the proposed combination.
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99. Claim 1 also recites “program code for transmitting to the server a network protocol

address received by the first processfollowing connection to the computer network.” As was

discussed above with respect to claim 43, it would not have been obvious to combine the

VocalChat References and RFC 1531. Thus, claim 1 is nonobvious in View of the applied

references.

100. Claim 2 recites “means, responsive to a queryfrom thefirstprocess, for determining the

on-line status of the second process and for transmitting a network protocol address of the

second process to the first process in response to a positive determination of the on-line status of

the second process.” As was discussed above with respect to claim 44, the Office Action has not

provided any evidence to support the allegation that such a query is taught by the VocalChat

References.

101. Claim 2 further recites “each network protocol address stored in the memoryfollowing

connection ofa respective process to the computer network.” As was discussed above with

respect to claim 43, the VocalChat References do not teach this dynamic address assignment.

Further, it would not have been obvious to combine the VocalChat References and RFC 1531 for

the reasons set forth above with respect to claim 43. Thus, claim 2 and its dependent claim 3 are

patentable over the combination of the VocalChat References and RFC 1531.

102. Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on—line status with respect to

the computer network, each ofthe networkprotocol addresses receivedfollowing connection of

the respective process to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references.

103. Claim 4 also recites “B. receiving a query from the first process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the
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VocalChat references. Thus, claim 4 and its dependent claim 5-7 are not rendered obvious by

the proposed combination of references.

104. Claim 32 recites “a. maintaining an Internet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet.” Exhibit 0 of the Request admits that “While

VocalChat does not explicitly describe a server with stored names and addresses is accessible

over ‘the Internet,’ it describes the use of TCP/IP, which is the protocol used on the Internet.”

Exhibit 0 then states that “VocalChat inherently describes that the list of users and network

addresses is accessible over the Internet”; however, this is not inherently true. There may be any

range of local area networks running TCP/IP communications that are not connected to the

Internet. Thus, just because the Internet is a type of TCP/IP network does not mean that all

TCP/IP networks must be the Internet.

105. In fact, the security and privacy concerns that arise in a secure, local area network are

very different than the issues that arise on the Internet. The VocalChat References describe that

“All users must use the same Post-Office, otherwise they won't be able to communicate or leave

messages to each other. This means that all users must have write permission for the Post-

Office directory.” This would mean opening up one’s network to outsiders across the Internet.

The Office Action has not cited any evidence that one of ordinary skill in the art would have

been motivated to do so in light of the inherent risks. Further, the VocalChat development

history discussed above is illuminating about how one of ordinary skill in the art would have

modified the VocalChat system. The VocalChat designers went from a Generic implementation

with a shared directory with a shared file that can be remotely updated, to locally processed files

that were manually updated in the VocalChat GT1 version. Thus, the trend on how to modify the

VocalChat system was the opposite of what is being proposed.

106. Claim 32 also recites “the Internet Protocol address added to the listfollowing

connection ofthe process to the computer network.” As was discussed above with respect to

claim 43, the Office Action has not shown that one of ordinary skill in the art would have been

34
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motivated to make the proposed combination of references. Thus, claim 32 is patentable over

the applied combination of references.

107. Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

of entries, selected of the entries comprising a network protocol address and a corresponding

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Thus, claim 33

and its dependent claims 34-37 are patentable over the applied combination of references.

108. Claim 38 recites “program code configured to maintain, in the computer memory, a

network accessible compilation of entries, selected of the entries comprising a network protocol

address and a corresponding identifier of a process connected to the computer network, the

network protocol address ofthe correspondingprocess assigned to the process upon

connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of references in light of the problems associated with the use of

dynamic addresses. Thus, claim 38 and its dependent claims 39-42 are patentable over the

applied combination of references.

109. Amended claim 11 recites “c.l querying the server as to the on-line status of the first

callee process; and c.2 receiving a network protocol address of the first callee process over the

computer network from the server.” As was discussed above with respect to claim 44, the

VocalChat References do not disclose such a querying step. Thus, amended claim 11 and its

dependent claims 12-20 are patentable over the applied combination of references.

110. Amended claim 22 recites “program code for querying the server as to the on-line status

of the first callee process; and program code for receiving a network protocol address of the first

callee process over the computer network from the server.” As was discussed above with respect

35
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to claim 44, the VocalChat References do not disclose such a querying step. Thus, amended

claim 22 and its dependent claims 23-30 are patentable over the applied combination of

references.

11 l. I hereby declare that all statements made herein of my own knowledge are true and that

all statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States

Code and that such willful false statements may jeopardize the validity of the application or any

patent issued thereon.

Dated: November 27, 2009

Ketan Mayer-Patel, Ph.D.
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United States Department of Agriculture, Albany, CA. (May 1991 — June 1992)

Honors and Notables

° National Science Foundation CAREER Award, 2003

' Computer Science Student Association Teaching Award, 2003

° Invited to three major meetings (one domestic and two international) of top multimedia
researchers to discuss future directions for the field.

° In the sixteen—year history of the ACM SIGMultimedia Conference, Considered to be the

premier conference in the field of multimedia, I have published twelve papers in ten

different years.

Publications

Refereed Journals

K. Mayer-Patel and D. Gotz, “Scalable, Adaptive Streaming for Nonlinear Media," IEEE

Multimedia, vol. 14, no. 3 (15 pages).
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D. Ott and K. Mayer-Patel, “An open architecture for transport-level protocol coordination

for distributed multimedia applications,” ACM Transactions on Multimedia Computing,

Communications, and Applications, VOl. 3, no. 3 (22 pages).

D. Gotz and K. Mayer-Patel, “GAL: A middleware library for multidimensional adaptation,”

under review for ACM Transactions on Multimedia Computing, Communications, and

Applications (21 pages).

K. Mayer-Patel, B. Smith, and L.A. Rowe, “The Berkeley software MPEG-1 video decoder,”

to appear in ACAJ Transactions on Multimedia Computing, Communications, and

Applications, VOl. 1, no. 1 (23 pages).

K. Mayer-Patel and S.—U. Kum, “Real—time multi depth stream compression,” ACM

Transactions on Multimedia Computing, Communications, andApplications, Vol. 1, no. 2

(26 pages).

D. Gotz and K. Mayer-Patel, “A Framework for Scalable Delivery of Digitized Spaces,”

International Journal on Digital Libraries, Vol. 5, no. 3 (14 pages).

J. Considine, K. Mayer-Patel, and J. Byers, “A case for testbed embedding services,”

Computer Communication Review, Vol. 34, no. 1, January 2004, pp. 137-142.

Refereed Conferences and Workshops

V 11--.-.. n-...1 scc«-.n_2-. ._ ._1._ 11_..,s_., ..r:.---,1:- ._ 1..._¢'-.-_._. o...-.-_..¢:. ,_ ......1:_,. .,..11.4,.:...._, .-..'¢L
L\. ivrayei-rater, systems cuaueuges U1 1 1-aura eolrectlvea. ouppuiuflg rueuia collectives wuu

adaptive MDC,” Proceedings of the 15”’ International ACM Conference on Multimedia,
Augsberg, Germany, 2007, pp. 625-630.

S. Krishnan and K. Mayer—Patel, “A utility—driven framework for loss and encoding aware

video adaptation,” Proceedings of the 15”’ International ACM Conference on Multimedia,
Augsberg, Germany, 2007, pp. 1026-1035.

D. Gotz and K. Mayer-Patel, “A general framework for multidimensional adaptation,”

Proceedings ofthe 12”’ International ACM Conference on Multimedia, New York, 2004,
pp 612-619.

D. Ott and K. Mayer—Patel, “Coordinated multi-streaming for 3D tele—immersi0n,”

Proceedings ofthe 12”’ International ACM Conference on Multimedia, New York, NY,
2004, pp. 596-603.

D. Ott and K. Mayer-Patel, “Aggregate congestion control for distributed multimedia

applications,” Proceedings ofIEEE Infocom ‘04, Hong Kong, 7-11 March 2004, vol. 1,

pp. 13-23.
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K. Mayer-Patel and W. Miaw, “Evaluating the effectiveness of automatic PVR

management,” Proceedings ofthe SPIE Conference on Storage and Retrieval Methods

and Applicationsfor Multimedia, San Jose, CA, January 2004, vol. 5307, pp. 360-365.

S.—U. Kum, K. Mayer—Patel and H. Fuchs, “Real-time compression for dynamic 3D

environments,” Proceedings of the I I th International ACM Conference on Multimedia,
Berkeley, CA, 2003, pp. 185-194.

N. Kelshikar, X. Zabulis, J. Mulligan, K. Daniilidis, V. Sawant, S. Sinha, T. Sparks, S.

Larsen, H. Towles, K. Mayer-Patel, H. Fuchs, J. Urbanic, K. Benninger, R. Reddy and G.

Huntoon, “Real—time terascale implementation of tcle—immersion,” Proceedings ofthe

International Conference on Computation Science, Melbourne, Australia, 2003, Springer-

Verlag Lecture Notes in Computer Science vol. 2660, pp. 33-42.

K. Mayer—Patel, L. Lo and G. Carlc, “An MPEG performance model and its application to

adaptive forward error correction,” Proceedings oftlze I 0”“ International ACM
Conference on Multimedia, Juan-les-Prins, France, 2002, pp. 1-10.

D. Gotz and K. Mayer-Patel, “IRW: an incremental representation for image—based

walkthroughs,” Proceedings of the I 0”’ International ACM Conference on Multimedia,
Juan—les—Prins, France, 2002, pp. 67-76.

D. Ott and K. Mayer-Patel, “A mechanism for TCP-friendly transport-level protocol
Coordination,”Proceedings ofthe USENIX Technical Conference, Monterrey, CA, 2002

(14 pages).

A. Wilson, K. Mayer-Patel and D. Manocha, “Spatially-encoded far-field representations for

interactive walkthroughs,” Proceedings of the 9"“ International ACM Conference on
Multimedia, Ottawa, Canada, 2001, pp. 348-357.

D. Ott and K. Mayer—Patel, “Transport-level protocol coordination in c1uster—to-cluster

applications,” Proceedings ofthe 8”’ International Workshop on Interactive Distributed
Multimedia Systems (Lecture Notes in Computer Science), vol. 2158, Springer, 2001, pp.
10-22.

D. Yu, D. Wu, K. Mayer-Patel and L.A. Rowe, “do: a live webcast control system,”

Proceedings of the SPIE Conference on Multimedia Computing and Networking, vol.

4312, San Jose, CA, 2001, pp. 111-122.

K. Mayer—Patel, “Incorporating application-level knowledge into the MPEG-2 coding

model,” Proceedings of the Workshop on Network and Operating System Supportfor

Digital Audio and Video INOSSDAV), Chapel Ilill, CA, 2000, (6 pages).

K. Mayer—Patel and L.A. Rowe, “Exploiting spatial parallelism for software—only video

effects processing,” Proceedings of the SPIE Conference on Multimedia Computing and

Networking, vol. 3654, San Jose, CA, 1999, pp. 252-263.
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K. Mayer-Patel and L.A. Rowe, “A multicast control scheme for parallel software-only video

effects processing,” Proceedings of the 7”“ International ACM Conference on
Multimedia, Orlando, FL, 1999, pp. 409-418.

K. Mayer-Patel and L.A. Rowe, “Exploiting temporal parallelism for software-only video

effects processing,” Proceedings of the 6"" International ACM Conference on
Multimedia, Bristol, England, 1998, pp. 161-169.

T.H. Wong, K. Mayer-Patel and L.A. Rowe, “A software-only video production switcher for

the Internet MBone,” Proceedings of the SPIE conference on Multimedia Computing and

Networking, vol. 3310, San Jose, CA, 1998, pp. 28-41.

K. Mayer-Patel and L.A. Rowe, “Design and performance of the Berkeley Continuous Media

Toolkit,” Proceedings of the SPIE conference on Multimedia Computing and

Networking, vol. 3020, San Jose, CA, 1997, pp. 194-206.

K. Mayer-Patel, D. Simpson, D. Wu, and L.A. Rowe, “Synchronized continuous media

playback through the World Wide Web,” Proceedings of the 4”’ International ACM
Conference on Multimedia, Boston, MA, 1997, pp. 435-436.

L.A. Rowe, K. Patel, and B. Smith, “MPEG video in software: representation, transmission,

and playback,” Proceedings of the SPIE conference on High-Speed Networking and

Multimedia Computing, Vol. 2188, San Jose, CA, 1994, pp. 134-144.

K. Patel, B. Smith, and L.A. Rowe, “Performance of a software MPEG video decoder,”

Proceedings of the 1“ International ACM Conference on Multimedia, Los Angeles, CA,

1993, pp. 75-82.

Software Artifacts

mpeg_play

The first publicly available MPEG-1 video decoder originally released in 1993. Over

1,000,000 Copies of this program have been downloaded. It has been used as a code base for

innumerable research and open source systems. Mayer—Patel was the architect of the original

code that was later refactored and maintained by a number of other individuals.

The Berkeley Continuous Media Toolkit

The Berkeley CMT provided a framework within which to develop experimental multimedia

tools and applications. Although primarily used by researchers at UC Berkeley, it was

employed by a number of different research groups world-wide. Development of CMT ended

in approximately 1998.

MPEG2Event

This recently released C# library allows researchers to rapidly develop MPEG-2 analysis

tools that are interested in the details of bit—level coding elements. Although currently in use
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by only a small number of researchers, it is freely available at

http://www.cs.unc.edu/~kmp/mpeg2event. Further development of the library is on-going.

Teaching

COMP 416: Introduction to Web Programming

My goal with this course is to pique student interest for more detailed upper-division courses

in operating systems, networking, databases, security, etc. while satisfying their practical

interest in developing web programming skills.

COMP 426: Advanced VVeb Programming

A follow-on course to COMP 416, this course expands on client-server programming

concepts and concentrates more attention to the design and use of databases and XML-

related technologies.

COMP 249: Multimedia Computing and Networking

This course is an advanced graduate-level course that covers the fundamental concepts in

multimedia computing and networking. Students are expected to complete an extensive final

project, some of which have led to publications in refereed conferences and workshops.

COMP 249-080: Topics in Multimedia Systems

This seminar course provides students with an opportunity to read and present the most

research literature in multimedia systems.

R esearch Areas

Coordinated Multistreaming

In this project, we are developing mechanisms to address the needs of distributed multimedia

applications that employ many (i.e., lO’s or l00’s) of different media flows with complex

inter-stream semantics and adaptation requirements. This project addresses fundamental

problems in protocol coordination and aggregate congestion control.

Multidimensional Adaptation

We are developing a framework for compactly expressing and evaluating adaptation policies

that must negotiate tradeoffs in real—time within very large multiresolutional datasets with

high dimensionality.

StrandCast

StrandCast is an application—layer multicast protocol intended for latency—insensitiVe

multimedia applications such as receiver—driVen layered multicast and pyramid broadcasting.

The design and implementation of StrandCast exploits the lax latency requirements of these

applications to optimize for link stress, rapid joins and leaves, and robustness in the face of
node failure.
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Encoding and Transmission of 3D Scenes from Multiple Cameras

The project explores ways to efficiently transmit video data from a set of cameras viewing

the same scene. This problem is at the heart of most tele—immersion applications. Our

hypothesis is that it is possible to exploit depth information (even if imperfect) derived from

stereo correlation between cameras to more efficiently encode the original color information.

Recoverable Video Adaptation

Existing video adaptation techniques generally lead to irreversibly loss of video quality. In

this project, we are exploring adaptation techniques that can be used to recover high (or at

least higher) quality video from a set of independently constructed lower quality

representations.

Funding

CAREER: Enabling Futuristic Distributed Applications with Integrative Multistream

Networking

Pi’s: K. Mayer—Patel

Agency: National Science Foundation (ANL0238260)
Amount: $404,387

Duration: 8/15/2003 — 8/l4/2008

ITR: Protocol Coordination for Multi—Stream Applications

Pl’s: K. Mayer-Patel

Agency: National Science Foundation (ANI-0219780)

Amount: $368, 047
Duration: 10/l/2002 —- 9/30/2005

RI: Tera-Pixels - Using High-Resolution Pervasive Displays to Transform

Collaboration and Teaching

Pl’s: K. Jeffay, A. Lastra, F.D. Smith, K. Mayer-Patel and L. McMillan

Agency: National Science Foundation (EIA—O303590)

Amount: $590,986
Duration: 8/15/2003 — 8/14/2008

3D Telepresence for Medical Consultation: Extending Medical Expertise Throughout,

Between, and Beyond Hospitals

PI’s: H. Fuchs, B. Cairns, K. Mayer-Patel, D. Sonnenwald, G. Welcli

Agency: National Library of Medicine

Amount: $2,549,980
Duration: 09/30/2003-09/29/2006

Video-Based Representation and Rendering of Large Real and Synthetic Environments

PI’s: D. Manocha and K. Mayer—Patel

Agency: Office of Naval Research
Amount: $112,384

Duration: Ol/01/2001-12/31/2003
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Video Quality Metric Oracle

PI’s: K. Mayer—Patel

Agency: North Carolina Networking Initiative Fellowship Program

Amount: $20,000
Duration: 08/15/2001 — 5/15/2002

SCOUT: An On-Line Network Path Measurement and Characterization Tool

PI’s: K. Mayer-Patel

Agency: North Carolina Networking Initiative Fellowship Program

Amount: $20,000
Duration: 08/l5/2000 — 5/15/2001

Professional Activities

Editorships

° Associate Editor, ACM Transactions on Multimedia Communications, Computing,

and Applications (TOMCCAP)

' Associate Editor, IEEE Multimedia Magazine

Executive Committees

° Co-Chair, International Workshop on Network and Operating System Support for
Digital Audio and Video (NOSSDAV)

Organizing Committees

Program Chair, ACM Multimedia Systems 2010

General Co—Chair, Multimedia Networking and Computing 2009

Program Co-Chair, Multimedia Modeling (MMM) 2009

General Co-Chair, NOSSDAV 2005

Program Co—Chair, ACM Multimedia, 2006

Open Source Software Competition Chair, ACM Multimedia (2004, 2005)

Tutorial Program Chair, ACM Multimedia (2003)

Doctoral Symposium Chair, ACM Multimedia (2000, 2001)

Program Committees
° ACM Multimedia

' NOSSDAV

Multimedia Computing and Networking (MMCN)

Multimedia Interactive Protocols and Systems Workshop

IFIP Networking Conference

Multimedia Information Systems Conference
International World Wide Web Conference

SPIE Conference on Multimedia Computing and Networking

IEEE International Conference on Distributed Computing Systems

Interactive Distributed Multimedia Systems Workshop

Global Internet Symposium
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Other Professional Service

° Guest Editor, Special Issue of Multimedia Systems Journal featuring expanded papers

from the SPIE Conference on Multimedia Computing and Networking, 2003.

° In 2004, participated in a by invitation—on1y meeting of leaders Within ACM

SIGMultimedia. A report of the meeting outlining important directions for

multimedia research will appear in Transactions on Multimedia Computing,

Communications, and Applications.

° Invited to an international meeting of leading multimedia researchers being organized

for Spring 2005 in Dagstuhl, Germany to discuss the future of multimedia research.

Past Ph.D. Students

' David Gotz, Supporting adaptive scalable access to multiresolutional

multidimensional data, May 2005.

° David Ott, Coordination mechanismsfor distributed multistream applications,
Slovember 2005.

° Sang-Uok Kum, Encoding and transmission of3D depth streams, November 2008.

Universlg Service

University Committees

' Tar Heel Bus Tour Advisory Committee (Fall 2001).

Department Service T
° Chair of Undergraduate Curriculum Committee (Fall 2009 — present).

° Chair of Graduate Admissions Committee (Spring 2005 —- Fall 2009).

' Member of Graduate Admissions Committee (Spring 2001 — Spring 2005).

Other Service

° Project UPLIFT participant (recruitment of minority high school students)

' C0-coach of the UNC ACM Programming Competition team (Fall 2000 — present).
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EXHIBIT 2 TO MAYER-PATEL DECLARATION
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http ://www.w3 schools.com/Site/site_secu1‘ity.asp

‘L? ‘N ‘V HL Search W3schools :

H<)i~iE HTML CSS XML JAVASCRIPT ASP PHI? SQL MCJRE... References Examples Forum About

YOUR FREE WEBSITE

Free Flash Website
Free Website Builder

Free Web Design

'i'ii‘w:aiH5s+;.;G W 7
Best Web Hosting

w b B ‘Id’ .
W:b Dtesiglng << Previous Next Chapter >> VHF’ MVSQL “°5U”9
Web USEFS Top 10 Web Hostingw in St d cl .- - -

W; Vaalgaiirorf You are offering your IP address to the entire world at this very moment. UK Reseuer. posting

mivéfigurity Make sure you are not offering access to your private data at the same time. Web HostingWeb Glossary FREE \Neb Hosting

‘"e”S"a"““ YOUR IP ADDRESS IS PUBLIC , ‘iovwebiiostmg
Windows Hosting

W“ B“‘‘'‘““9 Web Building SecurityWeb HOME

Accessing the Internet is a security risk.
V 3 B L IN

When you are connected to the Internet, an IP address is used to identify your computer. If you ; WE U1 D Gdon't protect yourself, this IP address can be used to access your computer from the outside world. , Download XML Editor
FREE Flash Website

If you're using a modern with a dial-up connection, you will get a new IP address every time you FREE Web Tempiates
connect to Internet. : Website lVl0l1Ef‘lZ?it§(ln

A fixed IP address is a larger security risk.

With an ADSL or cable connection users sometimes keep the same IP address for several months, ‘ ‘ FIJGHT 1-i\cK\E1-5this represents an increased security risk. J
Find the cheapest flight ,

If you have a fixed IP address, you give Internet hackers all the time they need to search for to any dest' tion now!
entrances on your computer, and to store and share (with other hackers) information they find on .
your computer. ‘ EDUCATION

US Web Design Schools ‘

Your Network Shares HTML. Certification
JavaScript Certification

Personal computersrare often connected to a shared network. Personal computers in large XML certification
companies are connected to large corporate networks. Personal computers in small companies are . PHP Certification
connected to a small local network, and computers in private homes often share a network between ASP Certification
family members.

STATISTICS
Browser Statistics

when you are connected to the Internet, your shared resources can be accessed by the Browser OS
rest of the world. Browser Display

Most often networks are used to share resources like printers, files and disk storage.

A Common Windows Security Problem
Unfortunately, many Microsoft Windows users are unaware of a common security leak in their
network settings.

This is a common setup for network computers in Microsoft Windows:
- Client for Microsoft Networks
- File and Printer Sharing for Microsoft Networks0 NetBEUI Protocol
- Internet Protocol TCP/IP

If your setup allows NetBIOS over TCP/IP, you have a security problem:
- Your files can be shared all over the Internet
- Your logon—name, computer-name, and workgroup--name are visible to others

If your setup allows File and Printer Sharing over TCP/IP, you also have a problem:
- Your files can be shared all over the Internet

Computers that are not connected to any network can also have unsecure network settings,
because the settings were changed when Internet was installed.

Solving the Problem
For Windows 2000 users:

You can solve your security problem by disabling NetBIOS over TCP/IP:

Open Windows Explorer
Right-click on My Network Places
Select: Properties
Righbclick on Local Area Network
Select: Properties
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http://w“ww.w3schools.com/Site/site_security.asp

Web Security

Select: Internet Protocol TCP/IP
Click on Properties
Click on Advanced
Select the WINS tab
Select Disable NetBIOS over TCP/IP
Click OK

If you get the message: "This connection has an empty .... ..", ignore the message and click on YES
to continue, and click OK to close the other setup windows.

You should restart your computer after the changes.

For Windows 95, 98, or ME users:

You can solve your security problem by disabling NetBIOS over TCP/IP:

Open Windows Explorer
Right-click on My Network Places
Select: Properties
Select: Internet Protocol TCP/IP
Click on Properties
Select the NetBIOS tab
Uncheck: Enable NetBIOS over TCP/IP
Click OK

You must also disable the TCP/IP Bindings to Client for Microsoft Networks and File and Printer
Sharing:

Open Windows Explorer
Right-click on My Network Places
Select: Properties

7 Select: Internet Protocol TCP/IP
Click on Properties
Select the Bindings tab
Uncheck: Client for Microsoft Networks
Uncheck: File and Printer Sharing
Click OK

If you get a message with something like: "You must select a driver ....... ..", Ignore the message
and click on YES to continue, and click OK to close the other setup windows.

If you still want to share your Files and Printer over the network, you must use the NetBEUI
protocol instead of the TCP/IP protocol. Make sure you have enabled It for your local network:

Open Windows Explorer
Right-click on My Network Places
Select: Properties
Select: NetBEUI
Click on Properties
Select the Bindings tab
Check: Client for Microsoft Networks
Check: File and Printer Sharing
Click OK

You should restart your computer after the changes.

Protect Your Server

HSPROTECT provides a complete range of password protection, authentication and user
management solutions:

iisPROTECTasp: Protect areas of your web site and require username and password. Grant/deny any
users/groups on a per resource basis. Extensive Web Interface for user/group admin, use any DB
backend, store custom data, set user start/end dates, email users, audit Ioglns.

iisPROTECT: Protect all web site files including images, databases,html,ASP etc. Protect entire
directories, users / groups independent from Windows accounts, complete web administration, does
not require cookies or any programming. Complete turn key solution.

iisPROTECTquota: All of the features of i|5PROTECT plus: prevent concurrent Ioglns and password
cracking attempts, set quotas on hits, Ioglns, kb per user.

ReadLri_o_re_a_l;9,u_tjrPR(2iEg;1

« Previous Next Chapter >>

Product Spotlight
Wei) 2.0 Code Generation is Here!
Generate data entry and reporting .NET Web apps in minutes. Quickly create visually stunning,
feature—r'ich apps that are easy to customize and ready to deploy. Downlggd Now!

1,050,724 Sites built with Wix. Make your own!
Qlmictlem to design a Stunning Flash Website for Free

Wix is a revolutionary web design tool that provides anyone with the possibility to create
professional and beautiful websites for free.

ReexamFH_00 1 162



ReexamFH_001163
SONY EXHIBIT 1003- Page 1163

http://www.w3schoo1s.com/Site/site_security.asp

With e-commerce features, search engine visibility and many more professional tools, Wix is the
ultimate solution for creating a spectacular site while saving tons of money.

T09 QEUNY J FOR‘u':’\-1 1 ABOUT

Copyright 1999 2009 by ilefsrzes rimto. Aii Rights Reserved
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
U ‘t dstt Pt t dT demarkoffice

me aes aen an raP.O.Box145o
Alexandria, VA 22313-1450

CENTRAL REEXAMINATIUN UNIT

Michael R Casey :

DAVIDSON BERQUIST JACKSON : (For Patent Owner)
& GOWDEY LLP -

4300 WILSON BLVD., 7TH FLOOR
ARLINGTON VA 22203

BLAKELY SOKOLOFF TAYLOR I (For Third Party Requester)
& ZAFMAN LLP '

1279 OAKMEAD PARKWAY

SUNNYVALE, CA 94085-4040

In re: Hutton et alia : DECISION

Ex Parte Reexamination Proceeding : DISMISSING

Control No. 90/010,416 : PETITION FOR EXTENSION

Deposited: 17 February 20_,09 : OF TIME
For: US Patent No. 6,108,704 : 37 CFR § 1.550(c) & 1.181

This is a decision on the 23 November 2009, “Supplemental Request for Extension of Time in a Re-

Examination” filed under 37 CFR § 1.550(c) requesting that the time for responding to the non-final

Office action dated 27 August 2009, be further extended by one (1) week. The petition was filed

with the required certificate of service and petition fee. The petition was timely filed.

The petition is before the Director of the Central Reexamination Unit for consideration.

The petition is dismissed for the reasons set forth below.

DISCUSSION

The Patent Owner requests the period of time be further extended in which to file a

response to non-final Office action dated 27 August 2009 which set a two (2) month period for

response thereto. A first petition for extension of time was granted extending the response period by
one month in the decision dated 26 October 2009. The subsequent petition was timely filed with the

required certificate of service and petition fee pursuant to 37 CFR §§ 1.550(c) and 1.17(g). Second

requests for extension of time will only be granted in exception circumstances.

The petition for extension of time dated 23 November 2009 is dismissed.
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Reexamination Control No. 90/0I0,4I6

37 CFR§ 1.550 (c ) states:

(c) The time for taking any action by a patent owner in an ex parte reexamination

proceeding will be extended only for sufficient cause and for a reasonable time

specified. Any request for such extension must be filed on or before the day on

which action by the patent owner is due, but in no case will the mere filing of a

request effect any extension. Any request for such extension must be accompanied by

the petition fee set forth in § 1.l7(g). See § 1.304(a) for extensions of time for filing a

notice of appeal to the U.S. Court of Appeals for the Federal Circuit or for

commencing a civil action. (emphasis added)

MPEP § 2265 Extension of Time (in-part)

Exparte prosecution will be conducted by initially setting either a 1-month or a 2-

month shortened period for response, see MPEP § 2263. The patent owner also will

be given a 2-month period after the order for reexamination to file a statement >(by

statute (35 U.S.C. § 304), this period cannot be less than 2-months, even in a

proceeding where the patent is being litigated). See 37 CFR § 1.530(b). First requests

for extensions of these statutory time periods will be granted for sufficient cause, and

for a reasonable time specified —- usually 1 month. The reasons stated in the request
will be evaluated by the CRU or TC Director, and the requests will be favorably

considered where there is a factual accounting of reasonably diligent behavior by all

those responsible for preparing a response within the statutory time period. Second or

subsequent requests for extensions of time or requests for more than 1 month will be

granted only in extraordinary situations.

ANALYSIS AND FINDINGS

The patent owner’s representative petitions to extend the period for response by adding thirty (30)

days to the period for response. The decision to extend the periodfor response is

evaluated based upon a showing of “sufficient cause." There is always the consideration to

balance the need for the patent owner to have a fair opportunity to respond to the Office

action between the need for special dispatch.

The patent owner timely submitted a first petition for extension which was granted on 26 October

2009. This first extension of time granted one additional month for which the patent owner to

respond to the outstanding Office action. Second or subsequent requests for extensions of time or

requests for more than 1 month will be granted only in extraordinary situations. The factual

accounting presented by the petitioner does not meet the level of extraordinary circumstances.

The petition request to extend the response time is hereby dismissed.

CONCLUSION

The patent owner’s petition for extension of time is hereby dismissed.

The time to respond continues to run.
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Reexnnzinarion Control No. 90/010,416

Response is due on 27 November 2009.

Response and/or submissions to the Office should be addressed as follows:

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit

Commissioner for Patents

United States Patent & Trademark Office

P. O. Box 1450

Alexandria, VA 22313-1450

By Fax to: (571) 273-9900
Central Reexamination Unit

By Hand: ” Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

Registered users of EFS-Web may alternatively submit such correspondence

via the electronic filing system EFS-Web, at

https://sportal.usgto.gov/authenticate/authenticateuserlocalegflhtml. EFS-Web

offers the benefit of quick submission to the particular area of the Office that

needs to act on the correspondence. Also, EFS-Web submissions are “soft

scanned” (i.e., electronically uploaded) directly into the official file for the

reexamination proceeding, which offers parties the opportunity to review the

content of their submissions after the “soft scanning” process is complete.

Telephone inquiries with regard to this decision should be directed to Mark Reinhart,

at (571) 272-1611, in the event that Mark Reinhart is unavailable Eric Keasel at (571)

272-4929, or Jessica Harrison at (571) 272-4449; all are Supervisory Patent

Examiners in the Central Reexamination Unit, Art Unit 3992 may also be contacted..

/Mark Reinhart/

Mark Reinhart,

Supervisory Patent Examiner,

AU 3992,
Central Reexamination Unit

571-272-1611
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_3—Z US-_52_47§20c__ _ 0 1993/@/21 __ Fukuzawa etal.

3-8 us—5249290 1993/28/09 w T Heizer
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- 1995/11 Judson, David H.- us-5574774 1996/11 Ahlberg et al.
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Abstract

An apparatus for establishing a point-to-point communication link, the

apparatus operating in a computer system operatively coupled to another

computer system and a server over a computer network, the apparatus comprising

means for transmitting an E-mail signal containing a network protocol address

from a first process to a second process over the computer network, means for

receiving a second network protocol address from the second process over the

computer network, and means, responsive to the second network protocol

address, for establishing a point-to-point communication link between the first

process and the second process over the computer network.
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The following statement is a full description of this invention, including the best method of

performing it known to us:
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POINT-TO-POINT INTERNET PROTOCOL

The present invention relates, in general, to data processing

systems, and more specifically, to a method and apparatus for facilitating

audio communications over computer networks.

The increased popularity of on-line services such as AMERICA

ONLINETM, COMPUSERVE®, and other services such as lnternet

gateways have spurred applications to provide multimedia, including

video and voice clips, to online users. An example of an online voice clip

application is VOICE E-MAIL FOR WINCIM and VOICE E-MAIL FOR

AMERICA ONLINET“, available from Bonzi Software, as described in ‘

"Simple Utilities Send Voice E-Mail Online", MULTIMEDIA WORLD, VOL.

2, NO. 9. August 1995, p. 52. Using such Voice E-Mail software. a user

may create an audio message to be sent to a predetermined E-mail

address specified by the user.

Generally. devices interfacing to the Internet and other online

services may communicate with each other upon establishing respective

device addresses. One type of device address is the lnternet Protocol

20 (IP) address, which acts as a pointer to the device associated with the IP

address. A typical device may have a Serial Line Internet Protocol or

Point-to-Point Protocol (SLIP/PPP) account with a permanent IP address

for receiving E-mail, voicemail, and the like over the Internet. E-mail and

voicemail is generally intended to convey text, audio, etc, with any

routing information such as an IP address and routing headers generally

"ReexamFH_001201
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-.being considered an artifact of the communication, or even gibberish to

the recipient.

Devices such as a host computer or server of a company may

5 include multiple modems for connection of users to the Internet, with a

temporary IP address allocated to each user. For example, the host

computer may have a general IP address and each user

may be allocated a successive IP address o.f XXX.XXX.XXX.10,

XXX.XXX.XXX.11. XXX.XXX.XXX.12, etc. Such temporary IP addresses

may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host

computer of a company may support a maximum of 254 IP addresses

which are pooled and shared between devices connected to the host

computer.

Permanent IP addresses of users and devices accessing the

Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, realtime video teleconferencing

has been implemented using dedicated IP addresses and mechanisms

known as reflectors.

A technique for matching domain names to Internet Protocol

addresses is described in the text entitled “lnternetvvorking Vlfith TCP/IP",

2nd Edition, by Douglas E. Comer, November 1992, Prentice Hall,

Englewood Cliffs, New Jersey, U.S.A. Comer describes a domain name

system and cooperative systems of name servers for matching domain

names to network addresses. Each name server is a server program that

supplies mapping of domain names to IP addresses. The system

described in Comer, however, is not designed for use with network nodes

whose network names or name to address bindings change frequently.

International Publication WO 92/19054 discloses a network

*ReexamFH_001202
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monitoring system including an address tracking module which uses passive

monitoring of all packet communications over a local area network to maintain a

name table of lP address mappings. The disclosed address tracking module is

capable of monitoring only a small number of nodes on a local area network and is

not suitable for use with a multitude of nodes over a wide area network.

None of the above-described systems are suitable for use with processes

which have dynamically assigned network protocol addresses and which are

communicating over wide area or global networks.

Due to the dynamic nature of temporary IP addresses of some devices

accessing the Internet, point-to-point communications in realtime of voice and

video have been generally difficult to attain.

In accordance with the present invention, there is provided an apparatus for

establishing a point-to-point communication link, said apparatus operating in a

computer system operatively coupled to another computer system and a server

over a computer network, said apparatus comprising:

a. means for transmitting an E-mail signal containing a network protocol

address from a first process to a second process over the computer network;

b. means for receiving a second network protocol address from the

second process over the computer network; and

c. means, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

second process over the computer network.

The present invention also provides a method of establishing a point-to-

point communication between a first process and a second process, said method

for use in a first computer process operatively coupled over a computer network to

a second process and a mail server process, said method comprising:

a. transmitting an E-mail signal to the mail server process over the

computer network, the E-mail signal containing a first network protocol address

assigned to the first process upon connection to the computer network;

ReexamFH_001203
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b. receiving a second network protocol address from the second

process over the computer network, the second network protocol address

assigned to the second process upon connection to the computer network; and

c. establishing a point-to-point communication link between the first

process and the second process over the computer network, in response to

receiving the second network protocol address.

The present invention also provides an apparatus for establishing a point-

to-point communication link, said apparatus operating in a computer system

operatively connectable to other processes and a server process over a computer

network, said apparatus comprising:

a. program logic configured to transmit an E-mail signal containing a

network protocol address from a first process to a second process over the

computer network;

b. program logic configured to receive a second network protocol

address from the second process over the computer network; and

c. program logic, responsive to the second network protocol address,

and configured to establish a point-to-point communication link between the first

process and the second process over the computer network.

The present invention also provides a computer program product for use

with a computer system, the computer system capable of executing a first process

and operatively connectable to a second process and a server over a computer

network, the computer program product comprising a computer useable medium

having program code embodied in the medium. the program code further

comprising:

program code for transmitting an E-mail signal comprising a network

protocol address of the first process to the second processor over the computer

network;

program code for receiving a second network protocol address from the

second process over the computer network: and

program code, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

ReexamFH_001204



ReexamFH_001205
SONY EXHIBIT 1003- Page 1205

P.’\U7EK\DBW\7Z475v96 dh‘L¢1Ka8 Seplnfluw‘. NXIV

-3-

second process over the computer network.

The present invention also provides a method of establishing a point-to-

point communication between a first process and second process, said method for-

use in a first computer process operatively coupled over a computer network to a

5 second process and an E-mail server, said method comprising the steps of:

A. transmitting to the second process over the computer network an

E-mail signal comprising a network protocol address of the first process;

B. receiving from the second process over the computer network a

second network protocol address; and

C. in response to the second network protocol address, establishing a

point-to-point communication link between the first process and the second

process over the computer network.

Preferred embodiments of the present invention are hereinafter described,

15 by way of example only. with reference to the following drawings, wherein:

FIG 1 illustrates, in block diagram format, a system for the disclosed point-

to-point Internet protocol:

FIG 2 illustrates, in block diagram fonnat, the system using a secondary

point-to-point Internet protocol;

FIG 3 illustrates, in block diagram format; the system of FIGS 1-2 with the

point-to-point Internet protocol established;

FIG 4 is another block diagram of the system of FIGS 1-2 with audio

communications being conducted;

‘_‘_R.ee'xamFH_00-1-205



ReexamFH_001206
SONY EXHIBIT 1003- Page 1206

4

FIG. 5 illustrates a display screen for a processing unit;

FIG. 6 illustrates another display screen for a processing unit;

FIG. 7 illustrates a flowchart of the initiation of the point-to-point

Internet protocols;

FIG. 8 illustrates a flowchart of the performance of the primary

point-to-point Internet protocols; and

FIG. 9 illustrates a flowchart of the performance of the secondary

point-to-point Internet protocol.
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Referring now in specific detail to the drawings, with like reference

numerals identifying similar or identical elements, as shown in FIG. 1_’,"the

present disclosure describes a point-to-point network protocol and system

10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first

processing unit 12 for sending at least a voice signal from a first user to a

second user. The first processing unit 12 includes a processor 14, a

memory 16, an input device 18, and an output device 20. The output

device 20 includes at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired and/or

wireless communication connections to the Internet or other computer

networks such as an Intranet, i.e., a private computer network. One

skilled in the art would understand that the input device 18 may be

implemented at least in part by the modem of the output device 20 to

allow input signals from the communication connections to be received.

The second processing unit 22 may have a processor, memory. and

input and output devices, including at least one modem and associated

communication connections, as described above for the first processing

unit 12. In an exemplary embodiment, each of the processing units 12,

22‘ may execute the WEBPHONET“ Internet telephony application

available from NetSpeak Corporation, Boca Raton, FL, which is capable

of performing the disclosed point—to—point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are

operatively connected to the Internet 24 by communication devices and

software known in the art, such as an Internet Service Provider (ISP) or

an Internet gateway. The processing units 12, 22 may be operatively

interconnected through the Internet 24 to a connection server 26, and
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