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Abstract. This paper describes an architecture, Onion Routing, that
limits a network's vulnerability to tra�c analysis. The architecture pro-

vides anonymous socket connections by means of proxy servers. It pro-

vides real-time, bi-directional, anonymous communication for any proto-
col that can be adapted to use a proxy service. Speci�cally, the architec-

ture provides for bi-directional communication even though no-one but

the initiator's proxy server knows anything but previous and next hops
in the communication chain. This implies that neither the respondent

nor his proxy server nor any external observer need know the identity

of the initiator or his proxy server. A prototype of Onion Routing has
been implemented. This prototype works with HTTP (World Wide Web)

proxies. In addition, an analogous proxy for TELNET has been imple-

mented. Proxies for FTP and SMTP are under development.

1 Introduction

This paper presents an architecture that limits a network's vulnerability to traf-

�c analysis. We call this approach Onion Routing , because it relies upon a lay-

ered object to direct the construction of an anonymous, bi-directional, real-time

virtual circuit between two communicating parties, an initiator and responder .

Because individual routing nodes in each circuit only know the identities of adja-

cent nodes (as in [1]), and because the nodes further encrypt multiplexed virtual

circuits, studying tra�c patterns does not yield much information about the

paths of messages. This makes it di�cult to use tra�c analysis to determine

who is communicating with whom.

Onion Routing provides an anonymous socket connection through a proxy

server. Since proxies are a well de�ned interface at the application layer [12, 11],

and many protocols have been adapted to work with proxy servers in order to

accommodate �rewalls, Onion Routing can be easily used by many applications.

Our prototype works with HTTP (World Wide Web) proxies. In addition, a

proxy for TELNET has been implemented.

Tra�c analysis can be used to help deduce who is communicating with whom

by analyzing tra�c patterns instead of the data that is sent. For example, in

most networks, it is relatively easy to determine which pairs of machines are

communicating by watching the routing information that is part of each packet.

Even if data is encrypted, routing information is still sent in the clear because

routers need to know packets' destinations, in order to route them in the right
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direction. Tra�c analysis can also be done by watching particular data move

through a network, by matching amounts of data, or by examining coincidences,

such as connections opening and closing at about the same time.

Onion Routing hides routing information by making a data stream follow a

path through several nodes en route to its destination. The path is de�ned by

the �rst node, which is also a proxy for the service being requested (e.g., HTTP

requests). Therefore, this Proxy/Routing Node is the most sensitive one, so sites

that are concerned about tra�c analysis should also manage a Proxy/Routing

Node. We will see later that it is important that this Proxy/Routing Node also

be used as an intermediate routing node in other virtual circuits. Although the

compromise of all routing nodes compromises the hiding, one uncompromised

routing node is su�cient to complicate tra�c analysis. Figure 1 illustrates the

topology of an Onion Routing network with �ve nodes, one of which (W ) is the

Proxy/Routing node for the initiator's site.

W is a Proxy/Routing Node
controlled by Secure Site

InternetSecure Site

Routing/Proxy Node

W X U

Y ZInitiator
Machine

Responder
Machine

Routing Node

Link Encrypted Connection Between Routing Nodes

Fig. 1. Routing Topology.

The goal of Onion Routing is not to provide anonymous communication.

Parties are free to (and usually should) identify themselves within a message. But

the use of a public network should not automatically give away the identities and

locations of the communicating parties. For example, imagine a researcher who

uses the WorldWide Web to collect data from a variety of sources. Although each
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piece of information that he retrieves is publicly known, it may be possible for an

outside observer to determine his sensitive interests by studying the patterns in

his requests. Onion Routing makes it very di�cult to match his HTTP requests

to his site.

Anonymous re-mailers [5, 6] attempt to limit the feasibility of tra�c analysis

by providing an anonymous store and forward architecture. To prevent replay

attacks, re-mailers keep a log of sent messages. These two characteristics make

the anonymous re-mailer approach unsuitable for HTTP applications, as HTTP

requests would both generate an enormous log and require bi-directional commu-

nication. Anonymous ISDN [8] has even more severe real-time and bi-directional

requirements than HTTP, but, the architecture of an ISDN network is consider-

ably di�erent from the architecture of the Internet [4].

Onion Routing provides bi-directional communication,without requiring that

the responder know the initiator's identity or location. Individual messages are

not logged. In addition, Onion Routing is easily adapted to electronic mail.

Messages can include Reply Onions that permit a later reply to the sender

without knowing his address and without keeping the original virtual circuit

open.

The rest of the paper is organized in the following way: Section 2 presents

background information. Section 3 describes the Onion, the object that directs

the construction of the virtual circuit. Section 4 describes the construction and

use of these virtual circuits. Section 5 describes the vulnerabilities in the Onion

Routing architecture. Section 6 presents some concluding remarks.

2 Background

Chaum [1] de�nes a layered object that routes data through intermediate nodes,

called mixes. These intermediate nodes may reorder, delay, and pad tra�c to

complicate tra�c analysis. Some work has been done using mixes in ATM net-

works [3].

Anonymous Remailers like [5, 6] use mixes to provide anonymous e-mail

services and also to invent an address through which mail can be forwarded back

to the original sender. Remailers work in a store and forward manner at the mail

application layer, by stripping o� headers at each mix, and forwarding the mail

message to the next mix. These remailers provide con�rmation of delivery.

In [8], mixes are used to provide untraceable communication in an ISDN

network. In a phone system, each telephone line is assigned to a particular local

switch (i.e., local exchange), and switches are interconnected by a (long distance)

network. Anonymous calls in ISDN rely upon an anonymous connection within

each switch between the caller and the long distance network, which is obtained

by routing calls through a prede�ned series of mixes. The long distance endpoints

of the connection are then mated to complete the call. (Notice that observers can

tell which local switches are connected.) This approach relies upon two unique

features of ISDN switches. Since each phone line has a subset of the switch's

total capacity pre-allocated to it, there is no (real) cost associated with keeping
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a phone line active all the time, either by making calls to itself, to other phone

lines on the same switch, or to the long distance network. Keeping phone lines

active complicates tra�c analysis because an observer cannot track coincidences.

Also, since each phone line has a control circuit connection to the switch,

the switch can broadcast messages to each line using these control circuits. So,

within a switch a truly anonymous connection can be established: A phone line

makes an anonymous connection to some mix. That mix broadcasts a token

identifying itself and the connection. A recipient of that token can make another

anonymous connection to the speci�ed mix, which mates the two connections to

complete the call.

Our goal of anonymous socket connections over the Internet di�ers from

anonymous remailers and anonymous ISDN. The data is di�erent, with real-time

constraints more severe than mail, but somewhat looser than voice. Both HTTP

and ISDN connections are bidirectional, but, unlike ISDN, HTTP connections

are likely to be small requests followed by short bursts of returned data. In a

local switch capacity is pre-allocated to each phone line, and broadcasting is

e�cient. But broadcasting over the Internet is not free, and de�ning broadcasts

domains is not trivial. Most importantly, the network topology of the Internet

is more akin to the network topology of the long distance network between

switches, where capacity is a shared resource. In anonymous ISDN, the mixes

hide communication within the local switch, but connections between switches

are not hidden. This implies that all calls between two businesses, each large

enough to use an entire switch, reveal which businesses are communicating. In

Onion Routing, mixing is dispersed throughout the Internet, which improves

hiding.

3 Onions

To begin a session between an initiator and a responder, the initiator's proxy

identi�es a series of routing nodes forming a route through the network and

constructs an onion which encapsulates that route. Figure 2 illustrates an onion

constructed by the initiator's Proxy/Routing Node W for an anonymous route

to the responder's Proxy/Routing Node Z through intermediate routing nodes

X and Y . The initiator's proxy then sends the onion along that route to establish

a virtual circuit between himself and the responder's proxy.

The onion data structure is composed of layer upon layer of encryption

wrapped around a payload. Leaving aside the shape of the payload at the very

center, the basic structure of the onion is based on the route to the responder

that is chosen by the initiator's proxy. Based on this route, the initiator's proxy

encrypts �rst for the responder's proxy, then for the preceding node on the route,

and so on back to the �rst routing node to whom he will send the onion. When

the onion is received, each node knows who sent him the onion and to whom he

should pass the onion. But, he knows nothing about the other nodes, nor about

how many there are in the chain or his place in it (unless he is last). What a
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exp_timex,Y,Ffx,Kfx,Fbx,Kbx,

exp_timey,Z,Ffy,Kfy,Fby,Kby,

exp_timez,NULL,Ffz,Kfz,Fbz,Kbz,PADDING

X

Y

Z

Fig. 2. A Forward Onion.

node Px receives looks like this

fexp time; next hop; Ff ;Kf ; Fb;Kb; payloadgPKx

Here PKx is a public encryption key for routing node Px, who is assumed

to have the corresponding decryption key.1 The decrypted message contains an

expiration time for the onion, the next routing node to which the payload is to

be sent, the payload, and two function/key pairs specifying the cryptographic

operations and keys to be applied to data that will be sent along the virtual

circuit. The forward pair (Ff ;Kf ) is applied to data moving in the forward

direction (along the route that the onion is traveling) the backward pair (Fb;Kb)

is applied to data moving in the opposite direction (along the onion's reverse

route).2 (If the receiving node is the responder's proxy, then the next hop �eld

is null .) For any intermediate routing node the payload will be another onion.

The expiration time is used to detect replays, which pairs of compromised nodes

could use to try to correlate messages. Each node holds a copy of the onion

until exp time. If he receives another copy of the same onion within that time

he simply ignores it. And, if he receives an onion that has expired, he ignores

that as well.

Notice that at each hop the onion shrinks as a layer is peeled o�. To avoid

compromised nodes inferring route information from this monotonically dimin-

ishing size, a random bit string the size of the peeled o� layer is appended to the

end of the payload before forwarding. No proxy except the last will know how

much of the payload he receives is such padding because he won't know where

1 Depending on certain assumptions about the �elds in each onion layer, a naive RSA

implementation of the simple public key encryption implied by our notation could

be vulnerable to an attack as described in [7]. In our implementation, this potential

vulnerability is illusory since the public key is only used to encrypt a secret key, and

that secret key is used to encrypt the remainder of the message using an e�cient

symmetric algorithm. This also makes for a more e�cient implementation than the

simple, straightforward implementation using only public keys.
2 Specifying two pairs of functions uni�es the virtual circuits that are constructed by

forward and reply onions. See section 3.3.
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