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Al.e.xandria.¢ 223 § 33$ ‘~1¥5{}

’l)ec.Iaratiun 01‘ Arweins D. Ke‘mrm*tis. PILI). 

I decla:‘e3 that the fhllawitxg state1m3nt?.s are true to the best m‘.‘m}= .k.mm.>Ee:ige, i.ni’o.r.:natim.1, anal

beiief, fmlned afier reascrnabifis ixiqtziijy‘ L¥.l'1C}E‘~1'fl'18 ~2iYCl1lI1‘StafiC8S.

AN’GE.L0-S D. K.E;ROE\-i.‘Y"1"1S, declare as foiiows:

II halve been retained. by V.iI"r.n=:£'.‘—~‘;'_ Inc. {"“v"i‘met'}i_’°) far the abm»'e«ref.‘<:~renced

1‘€E=}2£i1i11ii1&Ii0~‘!1 procaedi:2.g. I uxzsierstaxzd that this :‘eexaz11i11ati:313 in‘w:3h.=es Patent No. 7,siiS,5U4

{“*the ‘Seas; patent”). 1. further und-ers’tan.dt|1atthe ‘S04 patent is as%signed tn ‘«;'i;‘ne:'X and that it is part

of 3. ir‘a:n‘1i'iy :13" paients {“‘T\~‘iung,s=:1‘ ;7a?t.e11t fa,miE_v"'} that stema fi'Q'f]‘l prov‘is‘i:'maI appiicat.ic:sn nos.

€>O..-“fHJ€s,261 {:“L{31e E61 application”), filed an (j)ci:3beT1‘ 30., 1998, and 60..-"'}3‘§",7{34 (“me “.394

app¥ication‘”j_1, filefi on June 7, 1999, I undetsmnd. tlmf the ‘S04 patent is a com‘i.m:a:i.0n af U_S_

appiication rm. 09.-‘558,2i0 (“the “.220 app1'i::.m:im.z’"}, {Red April 216, 2£¥£¥0 {now abmxdmxed), \-vhiv.'.'.11 is

2: comiuuation-.i:n~p::u't of US. application rm. G9.:"'50s1,?'S3 (‘now US. Imam: No. 6,502,135, “the ‘V335

pa.’te1:t”A}. 1 3150 zmd.e.2rs't;md that the ‘E35 patent is 3 cnntinnation-in~;:aa1't of US. a:ppi:ication nan.

09.f429,643 {now US. 1-”’ate:1tf=.\‘=‘0. ”?,0l0,€s{}4}, which s:'iai.ms primiiy to the €261 and ‘704 applications.

Petitioner Apple - Ex. 1052, p. 1



Petitioner Apple - Ex. 1052, p. 2

Con‘ir«:.u} No; 95.300} .7388

TDec?i2m-itirm rofAng.;e¥~0$ TD. I<Zem1tn}.=t,is, Phi).

I. ’RESO{_ER(fES I HAY’ C{)NSL5L~’l‘fEfl)

2. E hm-‘e rex-=i:2wc3d the X304 patent, incmding claims 1*60. I hax-‘e also reviewed a.

Reqxzest for .:’mc:* I7’::zr*1:;%.s‘ Raéexeuninatiun uf the ‘S04 psxtent fiiecl by Ap«pl.e Inc. with the U Patem

and T:‘ade'n1a1'k’ ()fl'1c¢;‘. 011 Qctobex‘ 18, Efiii {“Re3quesi.°’ or “Req."’). as wail its atsc-:'J:npany'i.ng

ex.bii::i1*s.‘ .Aa:idifim1a.Hy, I hax-—‘e reviewed an Citrder G.t7anti.n.g Request fim‘ Irma‘ P:::rr:2!.s‘ R.eexa.mi.11a1‘i.0:1

of the ’5{}4 patent {"‘the Order”) and an Office Action (“the Office Amionfi, bath mailed on

Des':emi‘:~er 29, 20% 1.3

3. I have alse studied the f'mH0vm3g (iocuments cited in and inciudesd with the Request

and.-50:‘ Office Action: Smaina at 3]., ‘“F§.e>:.ib}.e inremer Secu.re Tmn5acti{_ms Based on Ca}i.aharative

D0m2:i;1s,” Lecture News ir1(.‘.0mp1;:1:ez‘ Eicmzcve, val. 1.361, at 3".?~5} {£997} {*‘:‘s‘r2i<:.u‘2<::"}.; l.‘ateni

No. (i..‘5'»5'»’?,("J~?.~Tr' m Prcwina {"‘}3’r:2:.:£r2r)”’}; (KS. .Pat‘e;t2.f N0. f§,i¥9f§,5§(§7 to Beam‘ an 3.3. {"‘1:?e..s'c?r‘":}; R.

Atk‘ius0n., IETF RFC 223$, E>:<:ha.nge Dei.eg§:t§0n Record. for the DNS." N«L:=x-mnber $997

{j“RfF{T 2230”}; D. Easilake at 233., IE'I‘}‘~' RFC 2538. ‘Staring (?«ax‘t.ifm:atas in the Dumain Nazne-. Syslterlz

{'['}’:‘~’§S4},”‘ Ma1‘c}1 £999 (“RFC 2573 87}; S. Kent at 21%., IETF’ RFC: 240% , “SecL:17:i.ty' Architecture for the

Imemet Prot{>c0i,"' Nm-=en::b~er ’i.998 (“RFC 2.403}; D. Eastiake et 21%., IETF RFC 2065, ""D(_3r.11ain

.T\izm1e S‘§e‘SiE5.l11 Security’ E...\:.te21sim1$._” I:.mua..ry :99? (“RFC 2.065”); 3,P::ssta1 et 3%., ‘£‘E’I'.F "Rf-‘C 91.10,

“£)::smain Requirements.” October X984 (“RFC 8920"}; Guttman at 211.. .iE.'FF RFC 2f3{)«'$._ ""L§‘se3rs’

Securify I-{a.:1.d.‘m)0}4.,” Fasbrtlarje 3999 {"‘RF(}'. 3504”); Vii. Reed. :31" 211.. “Pmxties fm‘ A:_1o:1§.-111a113

R::>uting.” .i2{;’a Annual (ffo1n_pute1‘ Sectnriiy Applisitatimis (.I011.fm‘e‘x1c-e, San Diegm, (IA. {1L}~es:embe.r 9—

}3} {“.!i’a2':3a:i"’}; Goidschlaig er a1... “Hiding R.0u.ting Infcsn.n.a:i_ox1,” Wo1‘k.sh0_p cm Infortnaficyn H_id_ing,

Ca'n1hs‘idge, UK... May 3996 (“G01dschIag”_}; P. :\~'§0ck‘z1;3et't'is, IETF RFC 3035, “Do:n;1inN:;1I:3.es

}f1:,up’ie1:nen'tm:is:>n and S’p~ec.i‘fn:.a31i0.u,” Nm.=en1be1' £98‘? {L“'RF{.‘. E035“); R.iB.rade—11_. i.¥:‘TF RH.‘ 1123.

“Requi1*em§:nts for Emanxet Heats —~ Appficmions and Su.pp0.rt,” October 3.989 (“RFC H_2.3“_};

R. ,»:=‘*s.f1«;‘.in50n_. [ETF RFC 182:3, “i‘§ec11_1‘i1),»‘ ,%‘s.1‘ch.ite<:t11t‘<: for the ¥.mie‘m:.-11'. P1‘m'0c0L” .e'-\.1;.gu.st 3.995 (“RFC

3825”); R. Housiey at 31., fiE'3T'E' RFC 2459, “fi.11iemei X509 .‘t":;:bii.s:i Key i.nfi'astrucmre Ciiertifisme and

1 I refer to the Re-:;'u:2st for 1;-zine;-' 1’am::s R@€}(3Ini1‘lE1‘ii0‘fl as “$116 Request” and,
C0fI'i’S}_)O1:'1di1‘1g}.‘f,?, I wiii rr::'i'er to Agapie inc. “the .R.eqm:.<m:r..”

The Ch€‘fE.ce Actigsn i.ncm*pm7ate;:: me-a.r¥y ail ofthe Request by referemze. For thar rezxsun,
when I sometimes refer to “the Request,” i am aisu refen’i.11g to me {T31“fic.e Actimi.
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'DE2C’im‘ati.0i‘} rofAng.;e¥e0$ TD. I<Zem1tn}.=t,is, P121).

CR1; .Pmfiie,“" .¥zmu.a1y 1999 {“RFC.': 2459’); and P. K-'1ucka:pet:‘is, ‘I‘ETLF' RFCf H33-—’l_, "'Ds;m13in Names ~

Colxcepis and I?‘ac:iiii:ie5__"‘ Ntwember $98’? {’“RF(§ l03«'1"_1.3

4. I am familiar with the ilevel of otdixlazjy skill in the an witii respe<:.t re the irwentio:1.s

cftbe ‘S04 patent as of .Fe§:m,mry ’¥ ’300(L wlius,-.11t‘|1e a13p¥éca.t§r:sn for the parent ‘T1135 patent was fiied.

Specifica.i§y., based on "1313: review cf the tec%1r1r;l:':g5;'e, the educational {eve} of ac-tire w'c‘ri<crs in the

fieeide and d.;‘zw«§u.1g on 2113:’ own experience, I heiicx-‘e 3 perscen cf 0‘x‘di.n3ry s_ii<i.i'i in an: 31‘ ihet time

wozild $13.“: had :1 mzistefis degree in. ccsmputer sciezme or computer e11gi.neeri.:1gc, as weeli. as two }-‘ears

of expeerience in cmnputex‘ networkisng with some aecotn.pa:1_ving expos11;‘e to x1ec.\-'o;:‘k .~:er;u.rii3=.

5. I have been asieeci to consider haw one cf cedixzary skiii in the art would have

understood the refitrcnccs memigmed abave. s\-tiy findings are set forth belcw,

.1 I. QUAf{.f{Ff{(TATl(}NS

6. 3. have 21 great deaii mfexpericncc and f%.:n1ili_arit}«‘ with c.cm1p1;n:er and i1m*W0l‘]{ :::ec‘mfi.ty,

211113 hen-‘e been w0rk§z1{g in {hie fieiid SHICEE 1?}?}3.

T‘. i am curremxiy an .»'Xssccia:te Professor of Computer Sc-fence 31 Ccltxxnbia Lhxix-’ersity,

as well as Qirecetcwr of the Un_iversi.ty’s New-=02‘k. Secufitg.-* I4-1 b0ratm.*§.=‘_ I joineezfi eC‘.nl.1.1mbi:~.1 in 2081 as

an Assisiaxlt Pmt"essm‘, after recciix-ting my M.S<:. ami i?h.I3. tiegrees in Computer Science, hath from.

the Lmiexrersixy of Pennsy’lvaz1i:a.. Phi). dissertation work was cm the topic of secure access

contra? ihr distributed systenas and, in particular, an the .manageme.nt cfmtst in distfibutetd. c:_m1;)u.tcr

lletvmfiszs.

8. I received :11}; BBC. in Cfcxnputer Science from the Unive1‘sitj.-* cf Cirecte, in Cireece, in

1996, During :11}! u.ndergr;1dua.te smdies, ‘I worked as systenr: aciministra.mr in the Ccmpming Center

at the E..?=n.ive1‘sit;¢ cf (fkfete. Fcailoxa-‘i133; ihfit, I wmked as new-usik e.:1ginecr at the fiI’stt <:.cn1r11erc-$3.1

"interact Service Provider {"‘ISI"’} in Greece, FO'R‘}‘Hne‘t SA, where I was exposeeéi to xxlany network

security issxzes.

9. 3 h3?\-“B actively participated in the intcmet ElI1gi.:1ecI‘i.:1g T331-: Fcnxe (“IE-TF7}, £1

standarcls-sett.i:ng {may for the intemet, since i 995. in the iiare 19985 and eagfly 2€}€)0s, 111.5; wark vs-ith

the }ETF was pri.z11ari!y within. me Intcmet Prcmcci Secu.n'ty {""§fPsec‘°} Working Group. in addi.ticn

3 Although I iistcd dates in these citat.io.n.s, 1 am not testifying ta xx‘-heather a.n},.= ofthcse
references were aa:.'ruaIi},~' -pubiic§y distributed cm the date listed
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eDeciarati.or:r ref ._>'Mf1gQ3~0S TD. I<Ze:‘01tn}.=t,is, P121).

re ::mm‘ibuti11g to the speeifiearien of the {Fees standards, I wrere the firs: rmplemema.t;i:m of the

‘J:I?’h0iu1‘is lazey n.2a1'ragen'1em; pmtecoi. {now RFC 2 .22}. 1 else C~£'}l‘1t.i‘§b'{!’{ii!(§ tn the "first erpen-seuree

.in1;3l.eme.utat.i0n of the ii.ii<.S:'-‘xF.‘v§il’;"Ii1§E. key .managemer1r "protocol for the epen-seuree BSD apereting

system: (msw RFC: 2:109}, and developer} the first such in1p’!en1ent.etimr for the Linux ope:'ati:1g

S_'§.’Sii8l'I'l. E\-'15; Linux. 1mp¥erne:1tatir3r1, "named Pinto, was adopted by the ’F\‘='ati0r1a‘i irrsfituie of Standmds

and 'I'erc1mef{ogy 1: in 3999. in addi‘fi0.11, rny ie1r1p'ieme‘m'21ri.r;3r1 of i¥}’se—::< fer the open-source

BSD operating system. is c1r.rrent}.3-= used mam}; c.empa.n.ies and. gmrerrlmrents e.t‘mm.d. the wot‘i:i, arid

serves as the basis "far se+ver‘ai Cerm31er‘cia.1 products {hat em.pie_x-' C-‘£T,»‘§3t{‘3g_l‘3'§)§1iC e0‘mmr1.n_icattirms. in

i€¥E¥E§, I erehrieeted and iniqaiemeniesii the fixer 0per1—so‘u1‘c.e fi'a.1rrewor§< for supperr:in;.g. h.arci\:v:2n‘e

CI'j:p‘i.()‘gi‘af3hiC E‘rCC»t2k’1’{1t0I’S. This; franrewtsrrr is 1..lS'r3d in the open~sor;1rce C3pen.BSD, .=.\§etBS.{.‘:,

F1'eeEsSD, and Linux. rwgaeratirrg $3.-stems. s“v1_vwo'I*k in i.rnple.rner1rir.1g' fi1*ev.-ails mu} erher <:=:'y_;7teg1‘aphis::

and networic preteeois has resu3.te<’i in e0.rm.rrerc.ial sf,-‘st'em.s and publications in refereed z:es:‘i1:1ieai

cenferences and academic joumalsr I. as Work.r'ng Cétrmrp Seeret.ary‘ fer the IETF Wses:

\&-"e.r§»:.i'ng Group (.’l{){)3 —2‘,{}{}5} and as Sec.um_\; Area Adx~'iser't0Ii1e {iEi'I‘F at ;Ea‘rj._:;e (2003 —?.{3{)8}.

$0. In x*nys;n;:e1'1're1rt peeiI:iorr er Celu.mbra. Ur1iv'er'srr§»; I work with a large gr0u:;_) of g.ra.d.u.ate

and pestgreduate students in the area er“ ::}.=bez‘eecrrrit;r, 1‘.vi§,-* pas: sru::ier1r.>:; new work in this field as

Lrlrhiersiijr p:‘:3't7ese(3rs, as teci111i2i:£1!i r'eseare11ers for reseach i3h0mIm'ies_., or as engineers fer‘

relrecummrmieetiens companies. I izave received federal, stare, and c-erperate spensorslrrp tr: cendrrct

c§.=berseeuri.t3-' research free: the Department ef Defense, the Naetiorrai Security Agerrey, the Defense

.-’-Xdvsilrced Research P'r0_§ects A§._1',e:1ey' {“D:’-\RPA"L}, the ?~£aIei(m:.1¥ Se.iem:e F()umizzt.ion, the Deparmneirt

efHemela:nd. Secmity, the Air Fer‘ce, the {'}ffie:e for Neva! Research‘ rhe.A:*1r1;,« Research Office, the

Dep§m:mem‘_ e.fr}1e Interior, the 3 Eatienei Re<:en.n.aiesance Officer, ‘z:”Qr=I<; State? Gr_3:_3g,2re, Intel,

(Trace, and omers. 3{I‘l1‘:1}~’tc°:Jt} "year's as it prefessrrr, I have received even‘ 36 1ni‘ilie.n de1%e1‘s to sup-p-or:

my re3earch in Cj.-‘§3El'SBC’t3i‘i€}’- 3 aleo 1'egrrlafly teach ceurses on cy¥::e1'sectu‘iry, in arlriirien tn mere

genera} courses in computer science.

11. 3 hawe published m-‘er 200 tecl1m7c-a§ pagzeers in .re.fereed jeurnels, corzihrences, and

werkshops, 211} ef which are directed re \-'aris3us areas of e}-=berseer;1'it:r. I lmve {rise authereri a beak,

coauthored a.net3.zer beak, and r:en.tril3ured c¥1.apters for n1z1.nyr.n:he.r brrrrks that reiare re cybe.:‘sec1rri.ty.

Between 1999 and ROM), 1 have rirefier} er codrzzfied e.ighi etandarrds decr1r11e':1*{s their were puhiishedi

Request fer {Ie.r1m1e.nts {"‘R}*‘C.‘s”)r. Severari of ihese }s’.F(eI3 are deireeriy rel.::zted re 1}’ ser:uri.t:r. For

exerrxpie, RFC 6M2 reflexes to t’;f:-.1r:rs'pe.:f1 Ila}»‘e1' secL}_2‘.iry; RFC 5708, RFC 2792, and RFC ;'3?04 relate to

l<;:':y signamre and em:Qd.irrg fer trust i¥1£u1i1ge§I1ei.1i; and RFC 3586 relates m {P ses:r1;r_i*iy policy
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TDec?i2m-itirm rofAng.;e¥~0$ TD. I<Zem1tn}.=t.is, 912.1).

requirenaents. Aciciitioxxafiy, E am a c.m'.m=entm" on tweh-‘e issueci ‘U18. patems, and have seve:‘a.i other

appiicaiions pending. Most a‘:eft"i1ese patmlts and pending applica.tiu.ns are reiarted in I.::':i;w'mfi«; and

53.-'stt3111s sexturity.

112. 1 have chairefi s.s~:evem} intema:tionai technical c:r::nfe:*$nces and wo:rI<shops in

c3,¢‘t1e1‘secL1:‘i£y, inciudingg, '{'o'r €~X21.I3.1'p1s‘:, "the ’i.t1ten1atim‘1a'i Con.{"er<'c.nce on F.inzu1c.izzl Ck}-=ptog1‘a;7‘f1y and

Data Security {Eff}, A{If:‘vi (:i)iI}§)‘L21E.t" and C01xunL:.11ic.ati0n. Sec1:rity' {C(.TS). and the New Sec-uriI:y

Parafiignius Wmkshop SPW}. I 113»-‘e M50 Sufism-=ed in wet eigh.f§.=‘ 1‘.ec¥mi.c.<.tl. progrzml Vc0n1m.ittees. Fm‘

SBCI1 ex-‘ems. I~"rom3 2004—2{}}(}. 1 served as A.~‘;snci.ate Iiliim‘ far {ha pre.m.:Ee.r techni.s:ai. _§m:u*na} ms.

03-'beV1'sec:u.:‘ity ---------T-the AC;’\~{I '1‘:‘a11.sacti0n.sM on Infm‘n1zmb;1 and Sysselns Seszmrity {TISSECL}.

A.cidition.a}iy, 3 have sen-‘:22? on sex-*e:ra§ ad\=isoz‘_V va-=0.rk..s‘T!1csps to the Utxited. G=m-=enm1en.t on

c3y=‘ti:ersecL1:‘i iy, inciuditxg. €n3.z01.:g 0'ih:s.rs, the ()ffis:e of the ILh‘.rec—tu.r uf .‘f\‘='atim.1ai Zmeiligetmce

({j5DNfi}:‘Natio;1a.} Sac121‘it3-'5-\ge13c~}= {NSA) Im"itatim1a§ Wwarkshop on {.T::;111pux‘zu;.io1x21l (.i'y‘be:‘se.s:u1‘.fiy in

C.'.on1pmn1ised Enx-=irann3en.fs (C731'.~".f} (20! 3}, the Qffifle a;F‘N£n»-‘al Research {QNRE W'0x‘ksh{3p cm Has:

CO1".t‘i§1U{i8T Secu.1‘.iij_@ ('2{}}{}}, the h1?;eii1gem:e C(T§n.l‘£.1tII.1it}" Te::hn.icAai E.xc.ha‘:.1ge Cm Mex-'.i‘ng 'i."a.t‘get

{Z010}, Lockheed Ma1‘{'in ‘Future Security '£‘hreats Workslaup {?-.009), and t}1e..ARO.f'FS'1‘(? W'cn‘i<;si1op

an insider Attagtk am} Ciyber Sectxrityr.

3n addition in this; m-‘ark, I have cofimmcied two c.0n1pa.n.ie3 in s:}='he‘rseCL;rity. Una

C0*n1pa1}y, St2:c§cSa.fe inc. (f01‘me1'¥y Revive Systexns ‘Inc._}_. was a. pm\«iidei' {if {:1 virm2:iize~d.

pre1::mducti«:n1 sta3.;iu.g en\«‘ir0m‘nem. that i1:u:Iudes autmnated testixzg, atxalysis. and repoming fur Y1"

«:)pe.1'aii<ms {:eams. I was \’-srith this c{}n1_pamy' from its .f’0unding;_g in EGGS untii 2.009. The SE3£'.0l1d

c0=n1pa113~', .Mhu'e Seciurity 'I‘Veci1z1oEagie$ tjfounded in 2.0‘i{}}, dsevelups d.ece'ption-ibased. smlutimns for

detecting and n1it*iga.t’i.n.g the m.a1ic.imzs cyber~insic.1e.:' t.h.z‘eat, commercializing teclnmlmgy deveioped at

Cohgunbia thrwugfh. DHS and DAR}’A g.raz.z'is and 3 D.-'-‘\.¥{PA SBER contract.

M, Niy curriculum vitae, which is zuapended to this decla1'a:n'o;1, details 113;; backgromzd

and te<:¥mit:a¥ quaiifi cations. Aiitimugh I. am being cc.3m.pensated. at 131}: :~.:tand.sn‘d rate «ref $5f}f}:'hm1r for

rny work on this decla::fatio'n. tile. (:m3.1'pe:‘1sat.i0z.z in no way-' afiects the siatemants in this deciaraticm.

SH. BACTKGRO[?N13 OF 'I'HE ’5{}4 Pr-\'l‘TE’NT

ii Befme: mming to a discussion. 0f the t‘ef‘cret1c.es relied. cm in the Request and. £116

Ch“fi{:e A<:t.ic.m, I summarize my ’understa.n~;3.ing ufcenzxin em.b0ciiments d.iSC1{JSE3d in the ’5f}4 patrzznt.

Generaliy 3pea¥»:ing._. the "'SG4 paisnt disckzses, amung other things, systems and rnethods fiat

p1‘L$“»=iding a dcmain narne Sen-=ice 3"} for e»s’tabTEish:'n“1g .3! sectm: <:mnmuni::ati(m iiniz.
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TDec?i2m-itirm rofAng.;e¥~0$ TD. I<Zem1tn}.=t,is, P121).

$6. The "SM patent disczio sex-reérai embadiments cf 3. domain name sen-‘ice system fur
VJ 5.? U}

esta.b1isI'xing a ss':a:fure a:.ommun.icai:im'1 il’ir1£<;, such as a x\*.irtua1_pm«‘231a 1.:etwm‘k{“V”I’N”1} cm.mnun.ica.ii0.n

fink. in me such elnhudiilaent, 3 um.-'e§._. spec.iaLli2eMci ii}'.=‘*4a' s::~.n-‘er Wceives a.11'aditim1ai request,

and the sen-‘er a::.f0nt:atica1§3-= Vacilitates the estab‘!ish1ne:1t of a. secure c.nmnnmica:tio11 link, such

21 “v"P’s’\'s‘ 1'in}:, be'iwee1} a target made and a user. (‘S04 patent. 39:46-:71.) 'Fh_is spe::.izxi.i:a:ed BN3

sarvex‘ d.i‘ffe2'en{ fmnl 21 canx.-'e13tim1a§. DNS server knaawn at the time of imwsntion for an least the

reasm that the specialized DNS server suppI:::rtsM tin-2 est:.:¥:s§ish.111ent of a. secure c0m.:m1n.icati.on_ iink

b:-‘.3-‘and mereiy retLu‘n.ing a. requested IPadd1‘es:=s or pub§ic

H‘. For exmr11pie, in the exen1p‘lar$ at‘ FI(}iS. 26 and 2‘? cf the ‘S34 patent, 1‘epr<)du<:ed

beiow, a DNS server 260‘: inci?ud.ing a DNS proxy,» 261.0 s‘L1ppm*ts es:a.blishing a link beta‘-=ee11 21

cumpuier 3601 and a secwe target site 2604. {Id at 39:6?-41:59.}

 
in me e1nbociin1ent, the DNS SE1'\-‘er 3602 receives 3. 8 request for a target site

f1‘orn cm‘1m:;n':er 2603.. (M. at 40:49-52.) The ‘grruxy 2610 deta1‘m'm§*.s w'¥1athe—r 'tE'1eia.:‘gei site a

sVecm‘e site. {fin}, at 4033-8, 40:~—‘¥9—5(w.} If access in a, secure siiie has been requested, the pm>:.y

2.61 G detennmss whether the cumputer Zzfniil is authurjzeai ta §:1CC-E358 the site. {Id at 4G;S'.?*S9_} ‘ifso,

the DNS pmxy 263.0 '£ransmi'is 3 n'1assag,e to 5.gai:ek::epe.r 2603 m {’a.c—i‘iita.t'e ‘the’: c.n':a:tim1 ofzx VPN 117111»:

hem-‘ee.t1 C{}§'11put‘.e¥' 26303. and secure target site 2.604. (Id. as 40:i8—2.4.:} pm>:y 2610 than

respnnds to the computer’s Z601 DNS request with an a.d.d.:‘ess rec.ei\-‘e+;i from the gatekeepet‘ 26%.

(Kai. at 40: i9«22.:) A secme ‘JPN link is {hen esiabiiished be3i\;x~"es3.1} the c(m1pL:te‘r 2601 and the St*C1iT£E§

-6-
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target site :£6{}4. {R3, at sH:5—3.} As elmwn in ties e.\:am;:1le€ the specialized D'N'S server sup;:m:'ts

s':reat.in 2: secure camtmzniczatien 3.ink, mi, in e'il1e1‘we:‘ds, does more than‘; a. eem-‘emienai ee1r‘ve.:‘

at the time of i.m«'ention..

119. In} fact. the ‘SM patent heighlights this distémttion between the Spe(tiaii::e~d BN3 seam‘

dies':'iosed in its specification and a cerwesxtiorxei st:-izeme, which IT}€I‘~E‘1}’ reurms 8. requested 1}’

address or pubfiic key:

Com-‘enti_m1a.§ Domiiin s‘~E2un.e Servers {'UNSes‘} previde 3 kmk-u.p fm1ct‘icm that retu.m.s

the IP address of a requested <:.0n:1pm.e1' or hast. For emmpie, when 2: cemputer user

types in me web name “‘r'ehoo.c.r.m1,“ the user‘s web hmwser t.rans;mi.ts e reqxleet tie 2;

DNS, which comerts the name ime El feux‘-pa.rt {P a.d.d1‘ess that is retumed $0 the user’s
brmx-=se:~_ . . .

{hie cmweniietmi scheme timt prm=ides; se::.u.re x-:it‘iua‘i p.ri&*:ate .neiv.-‘m‘i<s mm‘ the

intzemet: pr;fo’x-isles the IJNS server w.i’d:1 "the public Ewzeys of the Iuech'i11es that the

server‘ has the addresses .for. 'l.‘hiseai’l0wshests1<::‘reu'iex=e aute1.netice1lyfi1e public lceys

of 23 best that the hes? ti} cen1mu.n.ieate wit|1 so that the host can set up a VPN witheut

liming the user enter the pub§.i<: key of the ciestmattimm host. One ir.npiememaI:i0n of

this sliatiidard is p.x‘esen‘i!%_y being developed 215 part of the F‘reAeS:"W'.-°.uN ‘projeci {RFC

3<'2~*sj,_

The eemrentienal sx::her.11e s:1ffe.1‘s fium a:e1‘l:ain d1‘a\x='b::u:1~;s. Far exampie, any1:se‘r can

perf»:3n31 21 DNS request. ;\-:’¥0re0's-‘e:‘, reqlIeSi.S x‘es0§x~'e to {be male 1-'a_h:e 'for 3.1!
USER'S.

ACC01‘dinj.{: to certain aspects of the i,m=entio;n, 3 speciaiized ‘BN8 sezrver traps BN3

requests and, if the request is x‘7ro.n.*s 3 special. type of user one For whielr: secure
cummuniazeation sen-=‘ic:e:s are d&fi¥1E«C§}, the server dues not ‘return the true {P ad<:{ress of

the target mode, but instead. auton1atic.a.1ly sets up a.vim1a§ private network between the

I»E1$‘§_£fi3In{}{‘3e and the user.

{if-;:;'. at 39:15.3 .} Compared with 3 com-*entional DNS KBUVV-“.I'i. at the time of the filing ef the ’504

patem, the speeieiized. disclosed in the ’SfJ43~ petem‘ smnpperts e3i:ab¥.ish.ing as secure

s3U111111Li11§C£lTi0’I} fink. 'I'i1e ciaime of'ti1e 304 patent 21330 clirected to 3 do.m.a‘i.n name semice for

eetablislmzg a. secure c0:nn1unicetim3 link. (See, —“:~.“e«:1 pa.ferfi. 55:49-56,’ 57:-»“i8~:"i8Y (;{}:_;3—M_}.

W‘. REFERENCES CITED AGMNST CLAIWS 36, Sf}

A. 5’0L-me

20. {i~e.ue;m11y, ;S’oZarm disuieses e. dex.nain—beseé§ sec-urity arc'i1ite::t11re fer Imemet

transactions. {.‘.s'm'.'a>ea Ab:‘;Lrac.t_, Fig‘ .1.) Regarding 1, 3‘.'£3}‘}T{}dLlCed beiow, S¢‘_}f£1f?£I diecfieses that.

the amlxitecture includes a clirectmy service {hat ‘izlinds don1ains to their pubiic keys and 3.
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tuna} a.ut¥tenttica’tiou. ciatabase (“LA[T”) that mcitxdes the putttlic keys for each 1:nr:i.uci_;:wa‘E witltin a

do1‘x1ai1't. (Id. at 43.) SoitI.=m discioses that ea.cl1 s::curit§-' dotnaitl inciudes 2: demzxin key ttolctat‘

{"‘DKi~{“") that stores the key ring of dottzaixt p{lb§iC«:"‘pl'iE-‘.R€€ key pats attd £1 domztin 13tTi1'£ZtE.‘.i‘ system

{“’i')BS’°) that perfomzs various tasks tetated to inter—doma§:1 ctotlaboration, (Id. at 43-44.} S'uI:::m:r

aisa disciwses u2‘1i.fat‘tn natning infotmatimt that is used to destignate bath {iotna.itts and

p.t‘.i11ci.p:«3}2§ within domains. (".13. at 43,} The ‘§J:"<'I 1113}? be commun t18I‘£1t2., an E——Inaii add:;‘es-3, :31‘ a

network atttttessf‘ {.fd.}
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21%. .S’m.‘mm d_iscio:«;es two ti11T.i3f£tt1f.i'V"E!S for ct1tt1t11ttx1icati1i:g between an initiator in a ..<_;mtt'ce

d«:)ma.in and a. t'»aspund»a..t' in 23 destimtimt domain. Utiil. at Figs. 2a and 2b, below.) in the configuratiutt.

reiating to Fig. the initiator sends a cmnmuni.c.ation 1‘) to a source DES {""S—DtBS""_}. (Id. at 4:1}

The c.mmt1u:1i<:at.im1 tt1C1'iidES. z-1 iiiteader that co.nt't.ti_ns a sessiml key and umfettin. _n.at1:1i_ng m_{"c«t‘tna{'ir_st:t

("L‘s'.T‘4il’"]: for the responder, and et1c.1'ypt:ed with a ‘p‘ubl.ic key 1::-fthe S0!;i1'C€ x:¥+:n11ati.11. {.I<z'.} The 8--

D83 receives the cmrt1tmm.icati.on, decrfqnts the he:-met‘ txsilxg its p.t‘iv:~.tte key‘, Ii:-\fi‘.l}CI‘y}3tS the samae

header using the pubitc key of the d:':st‘i11at‘i.m1 dmmtin, anti sezmis the t1'am:actti0n to the destinatitm

DB5 (“D-DiBS”b}. (1:11 at 45-4t3j} The D-{BBS li3<ew§se extracts the he-adet, finds; the 1:32:31 public key

of the I.’E.’.S§3(3f.'idEt‘ in the LAB, re-encrypts the same header with the respmtder local pubtic ks},-i, and

.tb1‘wat'ds the transactimt to the respm1det‘. (M. at 46.}
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22. "in the cnnfigumtion reiaiing in Fig. 3b, the initiator sends a similar communicatiam

di.res;tt1y to the respandrzr that inciiudes the same header as in the c0nfiVgu_t*aticm. of Fig. 2.3, except t'h:~.1t

the header EilCl"jr‘}3{f'.’d \-x=-‘ith ‘the desiinatim1 d(n:na.m pllbiixz key. {I<:{. at 4546.} The resp0nLdLer

forwarck the headm to the L)-JDBS. and the 'D—DBE: sends the hea.d.e.r back.‘ this time e:x+c.1*y;m:ed. with

the respou.d.er kzcal public {Id}

1. SaLw:;3 does not disclose 1: dmnaiu :1 arm service s3,-‘stem configu1*e1i in

store 21 piuraiity 01‘ domain narmzs and currespuntlimlg network addresses.

}l‘ is 1115}? opmiml that Sr)Iam'; tick-is not di.scAk1se3 3 d0.n.1ézu7.n name sen-‘ice system

c0:;1fig;m'ed. to store 3. p;’mra1ity of d.omain names and cmwespumiing netws:sflx' ad<i1'esses5 as recited in

K-"£i‘Fi(}11L-3 {:1-a.in1s of the ‘S04 patent‘. The (3'f.‘fi::e .s=\<:ti0n, by im:.m.';mrz1ting page -'12 cf rthe Reqtxest,

asserts thai f§0}ana’s L§.11i.{’0rm ?’~££u‘31ing h3R1rn1a.itio11 {“UNI”_}_, which .:m1§;" be _puhl.ished ‘in. 3 directory

seewice (’_“’i3S‘”), inciudes both ‘-'3-L‘<!lI}£1il‘1‘I1.EI'£‘;l‘x('3S :311c§<:m‘1‘eSpm1£iing zxetwsm; acichesses. ii disag1‘ee for the

f3;>1iowi_:1g reasosia

24. Fi1'st¢ Sc.»’am does not discmse that the D8 stores 3. p1'umE.ity mi‘ donlain namm-.5 and

corrresposnding, network ac3c¥[x<esses. Instead; S'0z’mm n1e:*e§y discloses that the D8 smres “nanming

i111bn11.al‘i0n. and . . . {.te':f:1?i‘icale3 that sec1m:iybi:1d dcninains 1'0 their public {.S':;ia,=1a 43.) Tlrus,

if EiTI.‘£}"£§1iI}g, S:.2Jcm<;s’s D8 stmes xiaullixig inf0’I‘n1aitim1 1°01‘ dcumlins and cm“?-sspztknciingg pzxbfak‘ &Ie_3--as‘ far

the domains. But Sofarza times ms»? dis-‘muse that the US stores 3 pl.u.raIity of donmin rmmes and.

:1‘o;*re:gn<':;:c;?is1g Refit-wJ;*}c :;:c;?c;fr':;%,m?s,

2:3. Second, the “‘11aming .iz.zfbI*I1‘1ai:i<‘:u';"’ stored in .-§i‘<;>:’:1rm1’s {BS aiso (Ines mt inciude both

dcsmai.n names amd ('.':‘J‘i"i"<E?.S}?(‘fi}‘I<fi}?g m-22zwor‘Ic :;r;:FaFn‘:'..s',e::::e.s_ S.<>!c::m:z explains that the “n.a:ming

.infom1ati0.n.‘° is stored in the DS in the fawn of wlixich 111a§.<'i.11c}1:de “st comnmn mine, an E~

rnafi afiid1‘es3.. or a r.1etwm‘1~: ac'id'r*essA.°’ (See id. ,empha.sis addvad} Thus, the {,?I\ifi disc-insed by s‘Eir.>Z<:m<::

does net inciude Ema‘: a a:is:nn.ain name and a con‘espond.i;ng :1eiwo:‘§< address.

.. -
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26. Funthere in L reprechzeed in part beige-F, S.::.!:;rz»m ciiescleses in greater detaii how

UNIS and c-o1‘1‘es1')m':di11g keys may aise be s'mr«:‘:ui tegemex‘ in the fL..M), e.ne'ther ciatabase sepa:‘a.ie

fimn the D8. But the iLAfi) also does not smre domain names and eo1i:‘es‘po‘nding netwczrk aededresses:

   X—.‘.“,.,3—,,.. ,¢\\\\~~""~.. is
\..?‘

I

5’

{jl<:z'.} The 'L}‘NI.-*’P‘zzb~K tables in Fi;,~'_2,. E Shm-‘.-‘ how'il1e LAD e.ss0<::iates a E.5I\‘=‘ii Uf e panicuiar pr.inci'pal

 /.v//.r¢.'1ttzttrarznnavwtttnvtnnmnnu/Ammmmm
with fir} }3¥.i¥3]‘iC1~Z€jr‘. (Id. at 43-44.) As Shawn, the LEN} for a eprinciepai in the seuree domain

CQTT~i3‘.-‘«}JQIIdS to public. key "‘a.:=.dfghj,°’ am? the UNI “azb:t:f§§:D" fer a prim:ipa.¥ in the destinatien d:_am.a.in

s':u.rres_;m.m‘ie to pubfisr: keg;-' “;zx«:.x='b1.:."’ (Id. at Fig. 1.} But again, {he UI\‘=‘{ .itse—ifcIc3es net inciude both a

domai..u name and a. c.on'espendi;ug .11etwork address, {Id at 43.} Morem-‘er, the stored in the

LAD is assc_:<:i:».n‘_ed with 3 pubiiz: .1<ey; and not with e nemrerk‘ 21<icire.ss;:. {Id at Fig. 1.}

27. Thi2‘d__ one of erdixmzfy ekfii in the art would me: have uI.:dersmm‘i S$‘<'2f.:z':-2.:z".<; D5 to be a

d::smai.n name sen-‘fee systezn, As diseuseseed, »'.S‘m’::;r2:;r’s {'38 stores naming :i.m“-armatioen (TL'.3":\"¥sA} for

domains and ee_ri:i'fic.m.es Eh:-.1t hind these dmnaiue te 'pubiic But S(1i:;zrm dues net di_sc:iese tliaait

the D8 reeoives dmmzfm namee----- --1'e$r.>15vi.x1;;§ cimnain. names into: if’ aeci;ci.:<esses is omzzide the Scope of

Shfmm,

3. Salmza does not disclose a demain name service system configureci te

remix-‘e a query fer a network address.

28, it is also .211}; 0p.inim1 that S<::!ama:z‘ does not d_isc.h_>se El donimn name serx»-‘ice sysi:em_

c0=;:figL:z'ed. in receive a query for a. network address. The Gffice Acxien adapted pages 42-44 of the

Request, which asserts that this cieim feature is disciosed in three difierem. figures e:FS‘0IL:m.:2r. Fer the

foiiowing, reesens, I disagree with this aseertien.

39, First, cm1tra.r_¢ te the Request’s assertions, Fi;gure i does net disclose a demain narne

service system configured to receive a query for a network address. TheRequ.est3.sse1‘ts that ,.S"u.€¢:rm:r

“explains that its SECLMQ DNS ezystems are designed to }.mndle the ‘genexic 4h1{'err_1e{' n'ansaen?en"

wi1i.c}2 . . . is generated by requests iniiiaied£byt11e twe pri11.ei‘paIs—e-4-[the °ini‘tia:te1" and the ‘1‘es;::ende1*.

(Reg. at 43.) The Request centilmeer "‘[i]11 Figure L the inieaetmsr and the responder entiteies are shown

xtnaking requests that are :-lcted mam": by the S}-"S‘£f.1fi.'\ tie estabiish an au.{'hem.ic21i:ed and

enc1“;.-‘pied chzmtkei efcmmxmzxiee1ie.ns.” (lei) fiedisag.1‘ee.

-10-
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30. Nothing in 3§§r.>i:Ir:':3 suggests that the identified requests in .§’c.>Ia:ma:; inchide a query for s

Isstxwmk aéiéiress. To "the c::mn‘a1fy, the “requests” semi. fmm the initiatm‘ and reswpondes, discussed in

greater detail beimv with respect to Figs. 23 and 2b, are qa1eI‘iesf0r»§t£{i-*5 st-cn"edh1t‘he BS or the LAIJ.

(B’e.=;.> §_;‘efI2c2‘i"£?1'i:}-’ id. at 4546 {°"'I"he i:n.itiat0r . . . issues 3 BS query In .«:.>im=:zm {ms .:2’esIir2c::.i'm:< .-:fi:'m1.<Iir1

,m:h;*.'f::- fc'ey.,” emphasis added.) {m‘ieed_. Fig. I ef JS’e:.'c:mc:: discleses an sire-l‘1h:ex:m‘:‘e (F1211; distribzrtes

public keys used to estsbhsh authemiesied aniifer enexypteei ehanneis ---------T-113: an sn:11.hectuu‘e that

receives quefies for :1et‘werk addresses.

3}. Second, C0?3t3‘a.1‘ytU the Req;u.esi’s sessertiesas. Figure la in S«::«1‘azm dues set disciese 21

domain name services system cm'1figu.1'e<§ in receive a !.}lI€§‘:x;’ for 3. netwmk address. With respect io

Fig. Es, the Request asserts that “the system en. requests to determine mztwork sddresses sf

the inhisriol‘ and 2‘espcn'1a'ier p'ri.m:ipaIs."' (Id. at 44.‘) "I‘he Request hiss pomts to the three

commu.n.icsat:.irms sh(:swx'1 in Es. and e:e;J§s.ined en pages 45-46 of Sm.’arm as s‘i1eged.1y ::hss:ieosi‘ng'

these “requests tn determine netwaurk addresses of‘the initi.st‘mfs.m;i.res;:»e13+:iem* prh1ci.psis_.” Uzi’, st 43*

46%.} Agzisins 1 disagrees.

33. S.<.>h;m.:;s discisses t'l1s:t the first C-0n1.1111micsh'm1 in '§%'i;;. 2.3 is sent frsm. the senses

dmnsin to the S083 and inciiudes “a header c.ont‘ain.ing the session [key ans the UNI of the

respolsdes” amid a §._)s§,>I0a.(i. c0m.s.mi_ng encr§-‘ptetii data (depicted in Fig. 2:1 as "‘.E.;;(D.ATA}”}. (Soiczna

45.) "Nothing in Soi¢;:s-m d.eserisbes or suggests that the c-sn1snunicati<:an im:h:.d.es 3 request firs‘ a

netwmk address. Morem-‘er, the reinsimng two caxmnuuieatimtas shmm in Fig. Es ::n.e;re1y invoive

'f«:)1"\-wirdhxg the cummu'I.1ic:ati0n ‘from the S~DBS to the {ILDBS and than .i’1‘»;m1 the IIZFDBS to the

responder. (Id. at 45-46.} Each of these mmxmmieations inc.ludes the same header containing the

same sessicm Em}: and ofthe respoz1cler-t?he mziy c,iifference being tlsst the header is sencrypted

with the pu%3h'e key hfthe 'rec:.ipiem d1;:.1‘.iz.zg each c-mmmmis:=sI.ien {ji.e,., the public he hfiile desii11a.*iie11

domain during cmmmmication. 2 and the public key afthe responder during c0m:nun.is:a.tim1 3). {mi}

33. ¥:‘1n1E1e.r., Figure Es dues not d.iscZ.e.se d.o.nr:;:1i.n name service s3,‘-‘stem c<mfigu.red tn

1‘s::.ei>.-‘e 3 query fo=ra1'1e1:wh1‘1»: address" because when the Request sileges is the claimed donlsin name

service system (..‘.~Ish2r2c2’s DS} class not .1'eee.i\-‘e ihe alleged quen-' for a settworl-2 s::i::h'ess. Soiamsv

discloses that the c.enf1g1n*s.tims efFig. Es psrt_ie11iar.1y convenient for p.rim:ipsl.s h.«u:l<;i.ng access {:3

2: glohsfi (14:17. at 46.} in etfler wards, the D3------the a.1§e§}_;ed efiitiillaiii name service system----- not

.im-*0!»-ed. in the Inethod disclsseci in Fi 221.

34. T.h.ird, erjsmrsrjg is the R.equest"s sssertinnss Figure 2b dues not [§.SCi{}5_€‘i.’: 21 do-n1ain

11211116 service system cm1.fig1:1‘ed to 1‘eeeix="e a query fat‘ 3 network address. For exsmpie, Soiarza

_;;_
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expiains that the first commu.u.ic.atjm1 in Fig lb im:¥ud.es the mifiat.o1* generating the same header as

in the firs: ::.0mmzm.iee1:1m'1 in F.ig. 23. {MA} T§lti‘.l‘3¢ the i.:1iiiai0r issues 3 “US query ff) (trim-irirz the

desriraaiinrz cfen-min £>1.;b}f(.‘§'aT£:‘}-’ hr }:ea.:;*'er e;-29cm:_2iim-2,” '!d.,en.u1.1asis added.) '1‘}.1us,fi1e 0:11‘; ‘uerv. . . J i . . Li. .,

:issu.ed by the iu.i'§ia’mr is a query fer a public and not :3 query for a net.wm‘k aciciress, {ie::'._‘;

3. Srzlana dues not disclose ‘*3 domain name service system} mnfigured . . . to

comprise an indicatien that the dtmmin name

service system sumeuriis estabiishing a secure cenmmnication link.”

35. It is aise my epinioh that Sm’z;u-ya aise fame to teach or s‘L:ggest “a demein name

service system. configured to . (‘ . szomprise an mdicatinn that the ::im:n.ain name sewice system

supports estabiishixzg it seem?-e emnmmxicattiml fli.:'ik,'" as required by, for e>:a:m;'3ie, claim 3 ef the ’5{}£§»

patent. The Request asserts that Siaiwm teaehee this hmitation beca.u.se: (1) ;S’r:ss’c:m::z teaches that its

system: includes ilamain Key Hohier {ERR} and 3 Domain Border System {BBS} that Inanage

and use keys.-"'eert.ificeies to hamiie auihe.11tice.ii0.z1 and £3'f1C-!‘f;’{}Ci(3I} fum:.!fi011s”; and {2} “the ‘patent

owner has assenezl that the use at‘ certificates in connection with estabhshmenet of secure

cemmunication {inks comprises an °h1dicat.ien’ that a systezn can s1q:q::ert sec.u3.'e

cum;1mnieet.i0=:_zs.” (Req. at 4%] E dieagree xvmz t11eseasse:‘i.icn1e.

36. "i‘h.e Request suggests; that the lceys and eertifiizmes in S‘ofc.::m are ‘i,i'idiCEii;.iOI1S’fh.aI:’[‘§16

D3, I)K1~§, and .083 of .S‘o.I::m=a Support es'tah§.ish.ing the s1‘!¥ege<i. secure cemmu_n.ia:a;ti.m1 ‘E.ink_ But no

s':emhi1'xa{:io1'x -2wf‘Sr.>fm3a’s DKH, or DB3 can be the recited dmziain name sen-=ic=e system hecauee

none af these COI11D{)21E.l}I‘S are emfguzfed to {i} 5m.1‘e :1 pE.ura‘ii.£};‘ of dtn1.xa:i11 §‘18I‘t].E‘.S and ::e1‘1‘e.~t;pond.i‘ng

network addresses or (2) receive 3 quest}; for 3 11etwe.rkedd:*ess as required by some csfthe e.Za.ims mi‘

the K50-'1 pal‘e‘!1I'.. Mmem-“er, one Bf m'd.iI3a1‘y skili in the art at the n7.n.1e 01°t‘§1e app¥icat:.is3n fer the ’5{3~‘1

patent wouid um: have ‘uhderstnesi the D8; DRE, 0;‘ D88 to be 3. éi0n1ain name se1‘\«iic.e syste‘m. As I

discu:ssed ebm='e, the DS deecribed by S'ai’am;: dues net store a pl.ura¥i.t}»' of :i(.m13.in names and

:':m‘:‘espnnding neizvmrla: addresses or receive 2: query fin‘ a network zu:h:h‘ess_ Indeed, the Request and

the Offiszze Action do not :show haw the DKH and {ABS chsehased by S.:>;.'e:'zc:: hlclmrhé these feamres.

Nor meld they‘, in the eyes of one 01" m‘dma:.’y skill in the an:_._ be cm1si.dered 21 donmin heme service

sysfitellu.

3?. in additien, it is isrreievaht whether ae the Request and Offiee Action a.ssertm“t'he

patent owner has a.s3erte—d that the use of certfiicates in cc.n:meetie.:1 with est'z1bI.ishn::en.£: of secmse

s:u111n1u11iCa1ti0n iiuks cmnprises £1111 ‘ix}d.iC»a1:i0:1’ that a systhexwa can su.ppt'n‘{: secure

communicariens.” 1&1.) The cenificathes and keys disemsed by -.,3'm’c1r.?h1r and rehed upon by the Office

A.eti.0:1:11*e ciistrihuteci by systems that are not dmmxin name service systems.

_;g__

Petitioner Apple - Ex. 1052, p. 12



Petitioner Apple - Ex. 1052, p. 13

Cflfliffli No; 95.300} 388

ifleciizm-itirm rofAng.;e¥i0$ TD. I<Zem1tn}.=t,is, P121).

3. 501311;: in \’i£sw of RI-?‘C.‘i 25%

33. iii. is "my epirlion film caixibimilg RFKI 2504 with -‘$:(<)g(.£i.E(I still daes um remedy the

defis:.iem:..ies ii ideiitified abm-‘e with :'+:sp::~.ct to S<:>I(m;3', The Request 1"E.’iiE:S on RFC 2:304 as Eiistiflsillg

an iimjication that the domain name sis~:em:*.s~:-. S‘;-"Sf§’.I',fl suppans eSf.Eii‘f1i¥‘Sh¥‘1}§}j a secure ciomn1m1ic.atiim1

fink, 1‘ disag:‘c=:e.

3:9. RFC.'i 2504 21 docrrnneixt than “’p‘m‘w.==ide:s gtxidaiice €10 the endi-use1's of computer

systen1.5 and netw0ri<s abaut what time}; can do us: keep their data and cmixnunication pr.iva.te_“ (RFC

2504 21:: 2,} such, RES 2504"; ‘fi'}CI;}S is with e1iz(‘£«1:ser fi.:nct.ion2:lit:,c and steps that end«u:s‘e‘r3 can

take: 15:: pratect their netwom C‘Dn11—}]t]'i]w§[:L&3:{ifll'131‘ (.8:-.2? 31:2,} RF{§.’. ZSIM does mt discuss DNS

ftinctiqxnaiity. Moreover, RFC 2504 does min‘. d.isr:.¥ose smringgj d.0m.<,ti.n. m,:m.es and icorresimnciing

11etx>mrk adciresses or receiving a £}'L1£‘1'}" fin‘ £1 ne'iw0i‘i< adiiress. Because RFC 250% does um d.isc§0se

a d(ZIi1‘l.£ii.l1 1131118 sen-'.ice systeixi, it does not disclose an iudicaflon that Ilia? cicim-:Ii:'z .rr«.-1r.mu;?Se-r-vic»:mg=sm;2

supports :'2stah¥i.shi.ng .2; secure r:mnmuni.c2ition link".

48; B16 Request‘ and the ()i’fice 1‘-\C.i“§{‘.%£‘I also assert that M‘-'(.‘. 2S€}4’5 “nae rif\:'isih1e

indiizations, smitx as 3. ‘iock’ or ‘key’ icon 1:11r0u.gh a. web browser," discloses such an i.ndicat:icn‘1.

{Rec}. at 91.4} But v..-*l1atm-‘er the larmk. Q!’ key i{.‘.0!13 ofRFC: I-250$? ixldicate, the'\,»‘ {in not .im}icate that {Fm

c1r.m-min r‘?£¥r"fi(E’ .s*a:‘r'i«‘fc.a:‘ s'_}.v's'a‘£.>s*:w suppm:'ts esiahiishillg £1 sszcure cmxmluniciation igink. bszczxtise £10 Sud}

domain name service system is discinsed in RFC‘. 2584.

C. P:'m--iizw

41. 1:’:-‘m'£m.: disuioz-ie:-3 as: S}"S!iE‘.iTl ff)!‘ it:.0z.1ir.1e::i.ing an eixternaii cievice to :1 tziex-‘ice 0:1 3. \-‘irtual

pm-‘ate network via a. secure tunnei between the exienlai devic.e and a. firexi-‘ail associated with the

X-'.§!"T.Z1ai p.t‘i\.-‘ate n.em'0ri<; {Prrn-=im) Al3sn‘a.i:.t.) Rezferring to Fifi“ 1 {if }7“i“m..‘i3‘2(J? reprmiutsmi. bekm-‘,

when an :'i;iera:'m2‘ at 23 devizze .§12{i'.n] wizshes "£0 mmiect to a. device 33 on the imernet, the ope-.1'am:‘

inputs :1 immanw-rea.d.able address of the device 13, causing me devisze ‘ii-2.(m_} to send 2: message to a

name SEEK-'8? 1'7 reqziesting the com-:sp{;ndi.ng Internet a.cidre.<.;s of the device 1 ;Z{'m‘}. {Id at 8:1 440,

33:54 1.) "fhe mania S&1'\-"<'i‘fi‘ $7 does not have the a.ddres.<;es of the clevices 3} on the V"ifiii8.1 privaie

lief“-“0’I‘i( 15, except fur the acidreiss rafthe firexavaii. 30 ofthe virtua.l. pvxTi‘S°'3te new-‘o‘ri< 1:3. in respmise ‘to

a reqmzst fiat the Entezrnet address (If a clcavice 31 on tlm virtual private m:twm‘l«: .25, the name sewer

1‘etu;‘nst¥‘1e }Qr1te'met am‘ia‘iresS aftlie firewall 30. (Id, at 10:45-33, 11:11-1&3.)
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42. The cieex-ice ’i2{'hn1b} initiates estab.‘tislm1e‘nt at‘ a secure tunnel with the firewaii 30. {R1,

at 9:31‘-.—.“.s6_, N1:S6~58_, .H:13~l6.} Further, the fi.t'ewa}! Sf} pt‘0t=‘t't§e.s the device i?.{tn) with the

ide:‘1tifi::.ati:m of a second ttante serve}? 32 inside the virtual private ttettt-mi»: .35. (Id. at 10:62-63.)

The device 12:’ m) setxdsy \:wet‘ the SvE‘»C-[HTS ifLII)'I)€L a‘:11esstage to the sewed ,t13I‘£].E sen-’e—r 32 et‘eqttesti11g

the Itttemet address Of the device 31 mt the vittttai pt'i\s21t'e t1ettwt)1‘k 3?. cmrespetaditig to the §.11lf}1?!\i}.'~

1't’£idab}€‘ a.dd1‘ess of the device 31. {It}. at i{}:63~6'?, T2 T2 :1'?—I;'6._} ThE.l‘€’-.El‘f.\Y.£‘—‘i”,. the de‘$.~"i.s::e i2{:T1“£_} is ttble

tea cm'1nnutxicate with the tie»-'ice 351 an the virtue} prwate ttetrwcztk i5 \='tEt the sec.t1tetu11ne7E.

43-, The Request asserts that “the itietittificetimt. of F.it'et-wt}! 3% by '{1m".[1<.-‘.* sen-'er 1‘?

c0'n1p:‘ises an i.t1d.tca’t‘i0t1 that the name set‘V'et' 3 3’ s1t‘p‘p0t.1s este1.bl.tsi1t.ng ta setzure C0‘£_‘I".tl".t1l}.t‘£.tCaIiiU11 iittk.”

(Reg. at 322.) Id.isagree.

44, ,:-=13 tie3c.:‘tb:':—ti in the ssttnittinary ttbm-‘e, i’mt.=irzr:fs ttanzte St’.?t“§='t3t‘ if? ---- --tt-=ht7t:h the Request

and the (}'£’fis:e Actimt allege discioses the Ciaittteéi dotttain nElt'l}£3 S-i3t‘K~'tCe S_‘}«'SI:‘3.=t‘£} ---- --just ‘t‘ee(*.-Hes the

Inte-met addt‘esS of the fu'ewa'li 31'} in I’€¥S{J!3I'1S~‘3 to 2: erequest to ‘I‘€~SO§VE the ltttlflali-Ififadflble atzltzliess ef

the Brett-‘alt 30; This is not an intiieetiett that the name sert-‘er 1‘? {the alleged datmtin !‘§.3t‘I‘.iiE.‘ sen-iitse
M
3

S}x‘S‘CEn‘3} s1t'prp0=;'i3 establishittg it 3€?:3lU't3 cutltztttttttcation §.ink>,, because the ttztme sen-‘et' E. t:e501\=eS the

requested intemet 3€}d,t'E5SS C:t‘at1y dm-*ice 13 on the Internet, t’n'ewa.tl 30 or etltetwise, ‘pI‘O‘\-"iiI1Ed’£haf is

abie tn do 30. .P:-m.=i:m’s name sewer 27 {the f:iHL3j.;!_E3»t'id(}£‘!h'*13-£1 name sewiee s;«‘:::te1rn} operates just Iiisze

a ::.0nve1'tt.ionat domain manta service system and (tees not have any a.dciit.i<maE ftlIlCtif3t1z§iit}’fi1ai eouitzt

be sgonsittered in comprise an itttdictttimrn thztt the name stem-"er 1’? s'tt_ppt.ttts e>:ttab}.isthi.:2g E! setcttre

_ 1.: ._
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enmmunieation link. indeed, ssince the only diseiosed capabiiity of the name sewer 17 is to

i.:1dise:‘i1‘11ineteiy retum a 1'equested fim:en1et: address 0%.‘ a device, Prrn-=i.=-m does em even s‘uggest $113:

the name sen-*e.r E 7 has the ee.pabiflity ta supportestabiisii1i‘:1g a secure s:os.11munsiceti.en‘link. .f’rm»'im’s

name server ‘ii’? retuming, :4 requested Internet adidrees cannce. comprise an im,iice:io:n mat the name

se1‘ver N suppons es'£a‘eilis}3i_ng 2: secure celmxnrmeatsion link, since Prrn-=im:« does not even cliseieee

that is 11:35 that eepabfiity to begirl with.

45. Suppenting n1}; cenc1u.sion, Pr-(n.=im)"s aileged dcsmein name sen-flee system {the n:~.1m.e

server 1?} is eonsistem. with £1 cem\='e:2iiene.1 domain name service system the: the ‘§0ai paitent

dist’i:1guis’i1es from a “de1r11ain name se1'x-rice s3.~'s~1:em e0nfi;gu1'ed. te . . . c-::m1prise an indication that the

denaain name service system: S'1!}3}3m.'tS‘ est::b}.isl1ing e.see1.,u*e eenxxxmnieation. 1i.n.k,"‘ as recited. in eleinm

I. (See, e.g., ‘504 patent 39:?—¢32.) fFc::‘ se.xzu‘nple, the "SCH; pe.t'e.nt ind.i<:—ate—s that e seems-‘emiexmi

d0.mai.n name service sgwstem me.re§.y returns an iii’ address iihat was requested ef it, In one

en1b0din1em, ‘(he ’SG4 patent e.\:pi21iz1s that "‘[e]:;1m=en.tim.:ai Domain Name Servers {DNSS} previde 3

§vJU}s:—11p fu_ue1'im1 that 1'etm‘.11e the H-’ address of 21 req1:e:w.'e:é’ Compmter 01‘ 11031. For example, wlien 2:

eormputex‘ user types in the web name ‘Yai'1s3s3.eexn,’ the usefs web browser trzmsmiis a req_uest ta 3.

*s.\-‘hiazh cmrw‘en‘t:: the name into a feurfipart 1? address that is re1‘.u.med.t0 the 'user“s Tbrewser . . . .”

{£61. at 39:?—l3, emphasie e.dd.ed; .s‘e’c: .:;:.i.sw id. at 39:e¥.i£—i¥2.} In another exaLm‘ple, the %5{34 patient

identifies a conveetienai domain name service system that stores _{:~ubii<: ‘keys ef different machines

so that hosts can request and receive thoee gzmhhc l«-zeys fmm the domain name sen-=ice s§,>'stem. {M at

39:34-42.) Simiiar {:0 the cenventiene}. demain name sf,-etems {§ese1'§be(i’i3}=‘ihe ‘S04 patent, the name

sewer 1? of &'~—‘rm.=z‘m:: merely returns a requested In'teme'{ address of 3. device eorres‘po'nd.ing tn the

1w:tm1s1«s‘eac3ab¥e adciress of that »;iex-ice, such. as the requested SP edd.res.s: eo.r.res;2end.ing. to a dmirlain

112m1eIike “Ye11ee.cem.” s(£77<u;n;,>a;'e I:’;-z:n».im:~ 8:48-51 with ‘S0«’1pa.:ent 39:7—i3_}

46, The “$04 patent remgnizes that such cenven‘tiene.1 demain name systems suffer frem

ee:‘tain drawbacks and {hue cliscleeses embedimems that address them, ilxeiuding a. demain name

sewiee syseem ::0;1IigL:red to COT}'1}‘.ifiSti% en ’i.:1diezm'er1 the.i.t§1e domain mule sen»-‘ic«e syetelzz supperlts

estahl.is11.ing a. secure een1mu.uicatien linflsz. (..‘rs‘ee. *13,§_‘f‘.,_ ‘E84 patent 39:43 -43 :61 .)

4?. The Request raise alieges that “Pi-*c>t.=ir:m slimws the a'ufl1en'zat.ien zmd enggfegemem of

device 1;-2{':2‘1} {:§n‘o1zg}.2 the fireweli c0mpr.ises an .iT}{§i33I.i0n {sic} of 3 seeme em.umunice:i1Te.n 117.111»:

diseemible to 3 user {s:ie}.” (Reg. at 122.} A;>;>a1re.11tE.y as ‘part of this assemen, ix‘: further a’iiegesfi1.ai

"”f’m':.-'inr.> also teaches the engage£11e1}t' of diex-‘me 1?.{m) {1} inciueie p‘mvi_si_0n of the deczrypitima
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aigorithm and associated decrg.-ptioxz k~ey fmm the firewali 30 to use in decrypting message packets

f1‘orn the (id) 1 disagme.

48. Prcwino does nut disvciose “ax: iudic.ati<3n. ‘that {fie d:i:.»m:zi.n m:::.rm: .xe;~-vice: .3)-‘S§i:‘}£?

supports esfabiisbing :1 secure m:mnm1mcati0n ii.n§<.”’ {emphasis added}. As aiismnssed, Prm>im> times

not 'teac¥‘1'1l'm£: the ailegecl don'1aén name serx-=’ic:~e syS£ern {the .name serve!‘ 3'?) evetz has the-. ca:pz\i‘31T}it_\; tn

sumaart esmhlishing 21 secéura c0'ni1mu.u.icai:i::m fink and, thus, the rei"ere—nce cammt dTi.sc-Ease any

indi.cati«;m that the £¥Lm1a.§n name. srzn.-‘ice sysstenz supportg establishing a secure c0m.nmnication. link‘,

49. En ad»;:¥.i'iio.:1, based on the excerpts cf Prmsizm cited in the Iiequest: and the (IiH‘fice

:'\ctim1, it app-‘ears that the aliegeci “a:uti'10ri;z.ati0n smud eng.ag;e1nem."‘ refers tn the procczzss in which £he

device .§3{m} and the firewaiii 30 emgagrz to estabiish the secure mums} {'i,e., the ailegezd secure

cummu1'xicat.i0=n {ink}. {Sezz }’nr_n:z';1<> 59:46-4"E:i2.} "I‘hi.s process, i‘10v.-*ex-mi, dues um im-"oh-'3 the

aiI.eged dotxzaitx nanle serrx-"ice 3},-‘stem in }’:>'<n.-inn {the name server 17}, and thus cannot disclose or

Siiggesf 3 :::‘::nm':z’r2 ncmm .«;e!r'1-dare? .3}v=.*_cr‘<2'rn c(}n.fig1:red. £0 C£m1p:‘ise an im:{i.c.Sm'm"a that the a:§r)mmj‘n 1-z.::Im€

s':3rvir.'u<: :_:_}.=:_:{‘s3.nI suppm'l‘s esta.hii2si1i2ng ax secme Co111n11111i1‘is:atim1. "Thai the t:§evi::e lZ( mi} anti ‘thus iirewal§

30 establislrx 3 sec ure mime} does nut:mea:1‘thaI:the ailegeai c:§0r31:ai.rz }'?£Ii‘I2(i-’SEé‘“‘W(1?é?:{}=’:§f‘€f?'? is c0I1i§gu:'e~d.

to comprise am i_nd.i»::atim1 that the domu:zin mr:~.*e .:s-er'1.=':}:re ..53*=.._v‘&'~.w2 supgaerts establishing a. aecutre

s:u111;11u11iCa1ti0n fink.

D. I-’:*m-who in View of RFC 2230

50. it is 111),; opininn that comhi11ing RFC 2230 with .f~’m1-=ino stiii does not :=::1r11ed.}i the

deficg‘-i&:;1c;‘-i<':s I iderxtified abs»-‘e with 'ré3spet:.i io }’r{:n.-firm. T112: Reque-s‘{ wiias on RFC 2230 as

discluséirag, an indiwccation that the domain name serviaze system suppons eStab}is11ing a. seszure

com:nun.icat’im1 Kink. I d.isagré:e_

:3}. RFC 2230 3150 dues amt disclnse 2: d:'n‘na.in name sen-‘ice 3395:8111 mn.i'ig1zred 3:0

comprise an indication that the ::1«;nma.in name service systexn supports e.stab1ishing. a seszure

com:nun.icat’im1finkibratleastthe reasuns Id,isx:'r.zss in the paragraphs bekm-* addre:~.;si.ng RFC 2230.

.Prm'ir1r) in View uf RFC .2504

S2. it is my opinion. that m1mb.ir1i.x*;g RFC 3504 with .P.f‘01=‘i3-H} stili dues not renzedy tlae

defic..iss:s1 1 icientified abm.-‘e with respect to Prm>im,>.

53. The Request and the ()fi’.ic:': .-’&ct.ion }‘6§}" rm RFC? V2504 sakely £0 a.1iegec1%y Show an

.indication {hat the d0n'1a.i13 nzutne seem-'.ice s§.=ste.m .s1;:ppm‘ts estabiishixxg: a. secure ::*.e1I1:11.un.ic:::ti0n

iini»; {Rec}. at §;98~99.) As 1 discussed above with "respect to the c0n:1tm1ati_m1 ml" RFC 2504 wit]:

-Sr.>.%'mm, }{F(_‘. 3504 dues not disciuse an ix1d.ica1itit';_n. 1313i file do'mz1_in name service S}-"S{i6I.1‘1 suppmu
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establishing; a secure z:0mmu.n.ic.atjnn Mn}-<. ‘Instead, RFC: 2504 is a document that "‘prm»'isdes guidance

tn the end—users of computer systems and I3etwm}»:.s iii:-out what they can do to keep their data and

con1:11uu.icsat&un. private." {RFEI 2504 3:12.} As sxmh, RTFCI 2.504 is ‘p‘1‘i.Il3£11‘i}_\5‘ c0m.:emed with end-user

functienaiitjg and steps that em’i~users can take to protect their i‘\Ef.‘W‘0I‘k con1:m,n1icarsinns, (,5‘ka-2 Ri§~"€f.‘.

2504.} ’R;F-’(.‘. 2594 dues not ziéscuss EIJNS f’a:’z.zc-tionaisiiy. E\~*ic3rem=‘e'r, RFC 25634 does not d.is<:‘i0se—

sstorixxg s;is:m1s:in .na:n1es and c0.1'.1'espz).:1d.i:1g 1'1etwm‘lc addresses Br [rec-six-=’i.11g a queazy .i'b;‘ 2: neiwori»:

addrsss. Because-: RFC‘. 2504 does not d.is.c.ic:s:2 a donmin same service system}, [RFC P504 cannm

disclose am ind.ica.t‘i0.:1 that. the domain same service s;»~'ste‘:n_"suppm‘ts e31a§'1l.ish.ing a sesame

C0131!"1}l11}iC€ifiEm iin1<;.

54. Further__ the Request and the Oi‘fi<:e Ac.tics11 assert that “the use of xfiisible .indic:~.1ti:)ns,

sue-I1 :1 ‘}0::.l-:’ an‘ “my” icorl tln‘m;:g.'b a web Z*m'nvser_,”' d.isc—mse s'uc—h an ind.i<:—ati:';x1. (Rm. at 193-

99.) But \;\-‘hates-“e.x‘ the iock cu" lizey icons 0fRFC" 3504 is11dic.a¥e, 1115*;-' do not ,iI1(}iif£31i3 that size d}_mn::f;~r

mm-aw: .s::2s='w‘::-:3 .5‘).-*.s7I:3r?z suizspcwts establishing a se::1m-2 c:omm1.mic.s1tim3 fink, because m such dm°.n.a.in

lmme sen-'1Ce sysl‘em is disciosed in I¥=ZF{I 2504.

F. Brasw

Eier.w~:r' discloses 21 sfwstem for i.niti.ati.ng a umneiing cmmec.t‘i.on that hides the identity of the.

0rig.in£1t.ing21.ndtem1inariing emis ofthe tmmeling ass0cie1.ii0.1} from othm‘ users (.h‘eser' Absit1‘aciI._}

With referemce to Fig. 1, risproduced beluw, £>’en:e?r‘ ciiscioses ‘tliata fix'str1et\x.-‘t:wfk device 14 informs 3.

tnzsted«th.irc3—pax‘ty z1et'wm'k dawice 30 Ma 1'§3£1L!§3i-‘$1.0 initiate £:lt111111€1.i11g cnnnectioxx recei.vm3. fmm an

«:)1'ig.i;1at.i;1g teleplwny c'1:=:\«'iCe.=: 24. ?:t32-8:61, 16:2-6s, 11:19-I0.)

Fifi. E

 
_;7_
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55. The request to im’tia:te a tunneiing com:ecfr.ien includes :5: Lmiquse idexxtifisezr far a

terminariing ieiephony device 26. {Iii at iCi‘:4-6,} 1-\§‘terhe.ingi.n_fi>1‘meduf‘the—.1‘equesi,trusted-thir<:i—

pang.-' .uetw0~:‘}~: device 30 associates an .idem.ifie.r of teiTl.1’1‘iYi£1{i1§}.'§ telephcmy device ‘.26 vs-‘ith as public [P

address ofa second. netwmk d.ex-ice H5. zffa’. at I 1:36-3:2,) Then, 131'ix-me IP addresses for each sf the

o1‘ig.inat.ing teiephany device 24 and the terxrlinating telephony c1e\:‘ic—e 36 are .:1egoiia:ied and

distributed to the secmld .l}8‘f\A-"0’IT§§ giievice $6 and the first" netwoxfk device 34, yespec-ti»-’e—l}s. {See

id. at 1. 1. :5'»9«i%2:54.) This we}: the tu.n_neiin.g connectimn “hid.es the i::ientit3=‘ 0f the 01‘ig.ina.t.i:1g :~.md

te:‘:11§.ua.fi.ug 311613 of she tunneling association fi‘m‘n {he othet‘ users of the pubiic netwm*l<." Na‘. 31

2:35.39)

56:. 1:70;.‘ at least the *.FOH.c:wi.ng two reasons, it is my npmion. that 3£?.S‘E?}‘ does net d.isc}.<:sse 21

dmnain name se1‘via:e s3+=sten'1 +:.0nfi5_:_uz‘ed to cvo1‘np;‘.ise an indication that the sa‘imna:in name service

S‘).-'i*T~'tE—.lI,1 suppons ss{si3¥.ish.,iI1g s. secure c:0'nm1u.:1.icai:§cu1 fink.

5'3’. Fi.rst, Be.«;er does not discicsse 21 sec.u.t‘e c.o.mm1.mic.stim3 iink and, t.h.u.s, cannot discimse

a11i:1dicat.i»:3n that the dm'ns.11'1 name sewme systexn supports esiaTi1lishie1g a secure ss:.0mn1u_n.ication }mi»:..

The ’Request and the Office A‘C'%i2fl11 assert that Essex‘ discloses a. secure c>mn1n‘u11is:ation £3111»: by

negotiating “firs? and secmud private 1'? addresses . . . in a manner to ensure ansn§m1it_\;-‘ and. hide the

ideniifiiies ufthe 01‘ig1I1at1I1g and lterminating Llevices K K K f’ {Rec}. at I disagree.

S8. Que of nniinary 510113 in the art wuukl. luwe understssssd a secure c.ommuni~c.ation link

In require encryption. For exanupie, the ‘S04 patent expisins that “'{d]ata sec.u:r:i_ty is ususliy tackied

using 3r.n-.=-2:'.*_fi.'».i-*r1r2 <_I_f}:$.:II<:1 <3:-2L:;::.;z.2zirJ;-2," {F04 _p3.iem. 1:55-56, emph:—1s‘is added.) ;¥2’w;cw. hDW'E3V‘f:I', dot:-.5

not discluse esmblishing a secure C0n113}£}'£}iC'a-t§0§1\ fink between the O1‘ig‘il13‘ii11g and termimsting

devices because Beyer does not disciose that the comn1um'cat.i{_m between these two dewictzs is

e.:1:::;‘_-g.rp'1<=:d. Insteadl, Bases’ discloses establishing £1 tur1nc=:iing a.ssmr.iat.ioI1 tl1aM_1‘1e.1‘ely hides the .ide:‘1t.it3:

of the £>1'iginating. and sts1'miz1ati:1g. ends of the tu.;me§ing associatiun fmm the otlser users aisfa public

network. (8«:.:»;c~:2' 2:36-39; see sis-r; Reg. at 23].) But the emmtnu.n_é::a.ti.on between these mm dex.-1Tc:zs

is not encrypted and, thus, no sec'u'r«e cmn.n.mniszsgiiutz iink is esiaiaiishecie in .fa.<:—1;.f:‘es*er ac.k'n0w‘iZesflges

that elsczjaption was known ts er-zist, but teaches that it u'ndesi.m'l:‘ie in the configuratimxs disciosed

by Beam‘ beczstzse, according H3 ,¥§eser‘, en§:1‘3=‘pti-$.31} may prm-tide insm‘.‘fi<:iem pruzetections may be

i.n.f‘aasii‘:~}e to 11'11p’¥e1'11e':.2'£, smxi.-*'or may creante sewéce p.mb'iems due to ecnizmuter’-power !iInit2:t.ions.

i::'s=1—€s’?'_} '3{’hus._ use of 0.rdinaz'y skiil in the art, when reading Benz;-', would understand 111.-En:

1$’e,s'r;.>r’s tu1111e.¥i:1g t"ec}1.n.iq‘ue does mm“ esta¥31isl1 a secure c0mx1t11:1i:‘ic.ation links but instead prfn-’id.<:S mi:

a¥ie.r.ua:tix='e ta estahiisi‘1i13g one.

_ 13 ._
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59. Second .8’<ae.s‘e~:r does not disciose that The ciomam name se1‘x-ice system comprises an

iMr:2c;:'f;:-czlim: film‘: "the dmnam mum: Sti‘.i'K«"iC«&3 system suppcsrta é:3ta.b1'ish'i.:1g a se::—w‘e c0mr11unicattimx 1.ini<.

The R.s2que.\:i and the Office Actioxz assert that Be—rser-'3 “neg.:atiation” ciisclcsses the claiimad

:im:iicat.i<>n_ {Reqe at 23 1 ~;?2~._‘} 1 disagee.

60. 13e.s‘er'"s “n.eg0t‘iat‘im1"’ is mere};-* 3. dist:‘.ibutLion of network a.ddresses. Fm‘ exampie, the

{TuSiefl—£11iI‘d-piift}-" n.etwork éievice 3!} fttnwards tiu~:~. public 23113 prhsate Ii’ 21dciresse—s of ihe flrsi

network device to the 3:-:.cm.1s:i aaem-=0r.k. drzvice, and vice {‘.S"s~.!e Es’e.ve;-', .3 3:‘£.0~‘i_4:33, Fig. 9,} Butt‘

dist.:‘ib1:fi.:§g 1P addresseg to the first and second .l‘1i3iW0'I.'k (lexsices is not an mdicat.io‘I3 thai the C§.O.i‘I3£fi.l‘1

manna sen-‘ice sysimn suppofis estabiishing :3 secure cCmnn1mic1a£i0n iink. E-\.t most, Samar" me'rei3'

sh.ow:s that the tmstecmhir{}x—pa.rty netwnrk. d.ew'.ce 30 is config11:‘e¢i. to distribme IP acidresses in

entities seekirxg {3.I8I'I'1.

G. RFC 2231}

mi. RFC 2230 discioses a mechanism :0 deieggate 2u1ti1ori2at.io13 for one node to act as

:Ef.}{C.h€1l'lf§,Ef.l‘ far 2:. secgmd made. {RFC 22313 an 1.) In pa.riic.ul.ai', RFC 2230 “specifies .3 new kind of

IENS Resource Record ('§{Rg},1S:nawz'1as:the Key E.xchang.er (RX) x‘ecm<:i." (M. at 2.} “’Fhe record

is useful in prox-*ifii.:1g an a11t.hemi«:atib}.e n1etl.'md mf de§ega.ti:1g au.tlmri.satim1 far one I}Od.¢3 to prém-‘i:$r;:

key emzhange sewices e11heh£1!%f0'f (me or 'n1m‘e_, p0ssihE_v di1°f‘erent., nodes.” (.33. at 1.}

633. Fig3.1:re § of ’R'i‘«'C 2230, repmduced beimsu sfhczws a Subne‘tam—Sum1et fjxasnple Qf lcey

ex<:i1ange deIegat’ioz1_ Uni. at 3.} Wham an m‘igmati:1g .n0d.e sends packets to a cie.:~.:tin.at.ima mods I),

an IPsec mater R1 ‘for uxigirlating, nude 3 decides whetl1e;' in ‘p?r(w’i:;ie {P360 ‘Fm the t;raffic. {.2’d.

at 2-3.} If R1 has xziecideazl that trafis: from S to ‘D simuid be prom-acted, it performs a ieolmp for

the records assc.:ciats3d with. the donxain of D. (inf. at 3.} If R1 0nlyk‘:1m-vst.h.e {P a;d;d.:=::ss for D, then

it first per{'m‘ms El 17ex=e1‘se Imukup to demnxxima the dc;m1a.in of D befma it perf:.'m‘11s tiie-. TIMES

10-okup fin‘ thfis r§-.c0rd.s associated with the domain cf {‘}'::z‘.)

  

\., _ W
39 - + «- - 1.:\'»»»\

"x ‘I ‘ »-.v .~ v « .-\ --.« , ~ .~ -~ ‘- "}+ " .i“\ .5. " " N " " § 2 x.‘- 3‘. €‘:‘:x_:.§.\:: I. Q-‘._}. :‘.. .-:_ " =5-‘ .
‘ 3i :~~: \ \ . v» .~~_

K) J vr + " ‘ " $3.:

I!

£<‘:?,;;,r=‘22:e. ,-.: &\§t'S=TC.‘>s"<Iéi‘§{ f=::.<:: ~t.<3—~-.-*3‘-;s3.:>:3s.:.

EX 1‘ecm‘d(s} retumed. from the ENS kmk11p indicatefisj a. set of one or more delegated kegs

e:<C¥1angers far ‘(he do1rnai:1 of [3------in {Ms Case: R2. (.I<I‘.} Baaeci. on the KX ‘res:0;rd ‘i.nchadi.t1g til"

:§«:>main name of R2 as the ~:¥eiega.tsd key exclmnger for ‘D, ‘R1 seiects R2. as 3 key r3xs:.han5;er and

“initiates a key n1anag.ge1nem sessicm with that key e.>;chm1ger {in this example, R2)?‘ {‘.Iz:f.) A KXT

_;9_
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record. has the fofiowittg syntax:
\ .. . .... .... T‘ ‘V V-"K-‘

~‘I $‘:3.'\..‘E‘s ‘<c,‘.k 1 "‘ Ilcrh T9 .L§’S .:‘:,.,.~K  

which means that “h1ten.1eit nmies about: in ittitiatc at key e>:.a:.}.1t1I1g:3 wi.th <ld0‘main—;nan1e 1:9 .<;h.Uuid

instead contact fidfllilaiti}-l}8.i}1E 2.> to initiate the 1-:e’y exc.l1attge for 3 SeC—Lu"ii?§.-“‘ se:t'\«'ic—e between the

i.11.iiia.io1‘and~<do1ina.i.n«nan::e 211*." Uzi. at 3.}

63, R2 tlzm perfimrns at RX rect‘m;i l0uk'u‘p on to co:1fi.t'.t¥.1 that R] is the delegated key‘

exchanger far 8. Uri. at 3t—4.‘} ’1"'hen, "'{i}f the pmpcscd IPsec Securit;,.= Associaticm is acceptahie tc

both R} and R2, each of which might 113'»-"c separate policies, than they cream that EP:~.:c»;:. 3€L“llI’i1‘.}-'

1-\sscciai'i0:‘1'\-‘ta Key i\~'1ianagc:'net3t.’" (id. at 4.)

64. The '§~?.equ.cst and the Office Action prcpcse two alte.1'ttatix=es for why RFC 2239

ailcgediy d.ist:}.o3e:3 23 éitntztain name service systcnt t:o:1fégur<:ti to i::mfnpi‘iSL’ an i.11dicati.itm tlmt. the

dumatin name St31‘\-"ICE 5}-‘sttéitft S11.pp()i‘i.S esiah¥is1m‘1g 3 SE3C~{l£‘8 ::0.n.11mtm7cation link‘. (Reg. at '3S{}—8} .)

First, they alticggr; that “hike Secure DNS systems d.escrihed in RFC 2230 inciu.d.e ittdicatintts, via the

resource rcccni, that the systems suppmt estahhslting secure comm'tmi.c::m'cn i_in1<'s." {hi 211280,}

Sec01_:(i, the Rs‘:Cj!.'!<'i‘~S{I and the ().f7f‘7ic:': Aflimt afliegc that ‘”“tiu:‘ing the cszzabiishmcnt cf the ii.-‘Sec

Seezturity Associmicn. a further i.u.dicvat.im': is provided that the ser.:'z1.tre DN-S systents sucpcport

csmblislting a secure: cmnmm1i:cat.itm 1i.n.1<." {'!:.='.) I. disagrec for the fcI§cwi.n.g rcascns and address

eas.':h in mm.

65. ‘First, the reccrd in ’RFC 2230 is not an itxdicahott that the alleged Q!(}In{:ri-in mime

.S"¢;’;-‘"1-“iC‘¢';? .s;,;.>.s'ic:r2 supports establishittg £1 secure C{}I)11]iI1.1LI1§Céifimii §.ink. Insteati, as des<:;t'ihed_ above, the

record i11ch1.ties'thc domain name of at de.z'cgm»:%<f .<':cce{}.r ctx.:?i~zc2t2gc?;+* .m:‘:u’s3 []e.g.,, R2}. Specifically, the

reccsrd inchtdes the ciomaizn namefs} mfa “wt q;"";z;:.~aFe5.' {that} are tmtlimxrised keyexci1m1ge:t‘:mdes

for the des1i_n.a1it).:1. D.” {RFC 2236 at 3, emphasis add.ed.) RFC. 2330 s.pe<:i_fie3 thmf the tzwiegated key

e..~;changer ¥}Ofi§€‘S are the “II’scc.-capahhs muters" R1 and R2 0:‘ the iiPscc—capzthle I’01ti~t3l' R} and the

destittatiott. ttcrder {:1 itself, depetzding. upon the CD11figl11‘.EitiOn fSuht1e:—tc~Suhnet, Suhnet—m-Host, mi

HUS§'~i0-S’{13;)£l8t). rid’. at 247.} But hascti on the desc'ri_pt'io'n in RFC‘ 2230, one o_{"ortii.nar_y skid! in the

an wouid fihaivc u.m;icrsi:o0ti ‘that: the IP‘S€C»~C3}32i.bi€ muters R} and R2 and the destination node D are

.se.;;_>.czn:;re from. the aflegcd domain name sen»-'i.ce 53.-"sten1 to which the DNS 100'k1.,t}'_! was sent and the

reccrd t_:htained. Thus, the retzord imzhtdes the dtmitam name cfa delegated. dex.-‘ice, sep:r.r*czrr:

Hum the aiiegcti dm‘n£1i.t1 name stéwicc system, which is caipahie of key manage;.11e_nt. ACs:0.:'dti;1g1}-‘,

want of ordinaxfiy skiil in the art wcruld. not hm-‘c tunderstood the H-:.c0r:;i to comprise an irtdicmiczt

that the dtznmmz .5”z'lINTI{3' sex‘:-=t’::‘:;e .t__t.r.ti‘m7-2 supptms cstabiishting a secure conrmmnicaticn fink‘. Whfic

-20-
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ixzcltxdmg the domain name «.11? a certain de1egat1edI];’sec node capabie ofjkey-‘exc}3a11ge,I13e recnrd

i.11c.1L:cI¢s no irlclication aijcmt the capabilities 92’ the aflésged domain nanxa sen-=ic:=a-. syste-.13; itself, and

certa.ini},r does :10: inciude an indication that the dmtnain name sen-ice sys‘t£<n1 su‘p‘po'rts estab1isl1ing a

secure ccsm:nuni.catio:n fink; indeed, the afieged. dmnain n:m1e service sj_asten1 discloseci E33: RFC? 2230

does not suppwrt. e.sia'i:+¥1shing a secure t:0mmu:';ical’10n {£13}: i:'~V:=:<:auLse it I‘I1€3I’<:“;~i_‘_»-’ .remn.1s rec—s'm:i

\=~.-'ii1e11 cane .req’ues‘t&d. RFC 2230 does not rciiseilose that the alieged d0m::zin .11a1n.e sen-‘ic—e sysienn

does anj,.-‘thing else, and. does mt ciisciase that it su.ppm‘fs ests1bTiisi1.i13g a secure c0m:fm.1nic.aticm fink",

RFC ;’»31‘,3{} carmoi be viewed. as discfosing them: a d0.:na'i,n. name sewixze sysianz comprises Em

indication that it su_ppm'::s establishing a. se»c:u.:'e s:01mnu.nicatiim Imi-: when tlxe1‘e1’e—re:11ce.d.oes not even

teach that the imegeai danzain n:;m1e service has the s:a.pai3i¥itj;.> to support esta.bi.ish.ing 3. :::ec4urr;:

cummu1'xi<:at.i0=n fink to "begin with.

66. Semnd, accVa31‘di.:1.g m the Request and the £}ffic.s: Acfimx, “du.1iing' the estabiishmeI1t of

the .¥.PSec Sec11:‘it‘}* Associaticm, 3 fizrthrzr inz;ii.cm.ioI1 is provided that the sec'u:fe DN-S $3-‘:::t:3:f:1s suppcm‘.

:=:sta2.b1is|1i.ug a secureé Cmmmmicaiim} Kink.” (.i?.ieq§. at 280.) T0 support this aSse1‘ti(mf, the Requf:sta11dL

the {'}ffic-£2 Action bl0£:i<—q‘u.o‘te the "first four pa:ra;;raphs of ‘§{FC 2230, page 5 (section 2.2 .2 Subnet-to-

Host .}":'j.xa1npZs':V}, mad than state, °‘T¥1us, D verifies {ha ami1cs:*izs1ti013 and pemaits creafioxx of an IP33:

Secu.1‘.i1y Assnciatigzrx on hehzflii’ of This i11d.ic.aii.0n sttppmts estabi.isht11ent of the SE§C?ll{‘€

communicatimz him}: between and (Id. at 280-81.) h‘iisagree with this comlusion.

6?. The qumted passage 0?‘ 2230 e.\:p‘iains ¥:zm.x-; in the Su¥:met—to-Host E;xampie, "D

can x»-’eri1“j-,»' that R} is au?L‘h0'riser;i ta aware an IP36: Sci-.<:-‘urit}.~' Asset:-'iaifi011"’ before Ri engages; in key

exc¥1a1}ge with the destination D. {RFKT 2230 at 5.} The destmatioxa D dues this by requesting a.

“fc_:m-'ar‘£3 DNS icmkup cm 3 to 1<3catz~‘: the K}-’<I rszzcmds for {Li} The destimtion D will engage in

I<;ayn‘1anage:‘11eI_:'i with R} so 10:15:; the "returned Ii): nzcord “indiaa.t'e{s} that R1 is m1am‘h:';rise-.d key

e:<ci1anger for mi.)

68. d.§scusse<i abmwe, hem-ex-"s:1*, a record does nut cinnprise an i.nd.icati.on that the

ailaged a’:.>i:ncu}‘: my-ne ;~;c%m«':'cc% s.:_,w.:iem suppimts «:‘:sta.blishi.t1g a. secure mmmu.n.i<:—ati£3I1 fink; Based on

RFC 333,0? one mf‘ordin:2u§~' skiil in the an wmtld have undes;'steed a mcord to imzhxde the domain

name of‘ 3 dex-'ice3,, .\'{?pa:I‘i“{Ii£? fmr.n the waged domain mama: seWi.s;e sjg-‘stexrn, that suppurts key

1‘nana:g,en.2e1'xt .fm' {he scmrcze "rather than to indicarw: wl‘1ai}1e.:‘ the aileged c¥on1a.in nmne service

supparts es‘tahiis}1iI1g :1 secmie c0'nm1u.:1i«.:ai:is:m 1i.r:}»:. Fm‘ ii1St£3I}CE‘., in the exzilmlpka cited by the Request

and the C)ffia:»e .Ac.t"ioz1, the rammed. KX nscmd must imsmde the dmimma name of R! before: the

drsstiizzttion I) wili praceesd with key m2u1a.ge'n‘1em:, (Iii, e:‘npha.s.is added.) AccU.1‘~ding1y. in the cilted

_g;_
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exampte, one ef ordinary skitt in the an wmzidi have understood the record to inehnzie the ctenzain

name at‘ E1 se_;.mm:‘e 1TPse::- r<2;'.::<2r R1 eapahfle of key etxehatxge on behalf ef the source S, not to

.indie.:ate the zttieged dr::m¢;eis-2 .tI.:1'mt;<‘ sen-‘ice 5'}-KS‘Ie?m st1ppt:n‘te estabtishing. a secure cem.:11un.ir.:atien link.

Ttstzs, the d.est:inet_ic:m I)’s. x-‘erit"n;:a:ti>:m that Rt is the zmthorized key exc.ltenge:* for the srgsuree S in

RFC 2230 does not diseiese the etilatmecl d01r1a.i'n name cservitee .<;yste'm c0t1ft'?gut‘ed to comprise an

indicetie.nt}1a:t the d0’n'1ain .ne.me servicze 5:.-‘stem: eupperts essta‘hlishing; a. secure COI11.t11ul.}iCat‘iU£}. halt.

6:9. in addition, em: 0.’? erdinat}-‘ skitl in the art wtmld not [have tmdersttmti the tzreatitm

and use Uftlte Ii-‘see SeeIurity Assocmtisen between I} and R1 in diseiese ta11.t1)(t‘i.C£tti01t that the atiieged

demaitn name sewiee syetxem suppmts estmtistxing a secure COImT1!;I,t}iC-iiitliilll link As explained, one

0.’? elfldnaty skill in the en; vx-'mxI.d. iruave ’tmderstt00d. the tiestinzmon D and. the {Psett router Rt :15.

39;;-cmxrte frmn the atteged dmttaén name set»-‘ice syetem, and tires wouid net hex-‘e. viewed the

estabI..is11.t13en.t and use of an IPsee Se«:u.1'ity ASS£}£itati0‘n between these dex-’i.ees to cottrprise an

indiwtitxn that the ai]eg.£:d ::fs'm24:2r7n rmrma .s*m'1.=i:?e sf.-“stem supports est::1bi.ish.i13g 3 eecttre

szunttttttltttattitm Emk.

TF0; COI1'fi1‘1}ttI1g the t3'011ChlSis3t'1S I have rezwhed above with reg;e:rti tee RFC 23.30, the

aileged. domain name sen-'i.ce S3-=;«,:ten1 in RFC‘. 2230 is consistent with a e0m='enti0n:~.1i dcnnain name

sen-‘iace systetm that the X504 patent: tiisttttguishes fi'{‘m”.1 21 dmttaiu uanle SE.t'\-"_tCt3 system Ct'm.f‘igLu‘ed to

cosmprise an indication that the ::1«;nma.in name service system supports estabtistaing a secure

eemmunication iiuk. ’50«:t patent 3Si‘;"}'—42._} As discussed, the "‘.:"~T~t}-»“I= patent ilfiificates that a

cum.~‘e;1tt0.na.1 tiumain. ttame service systiettt 1t1e:'eij,-‘ tetums an [P at:i<:tt'ess ut‘ publie key that was

requested at" it. For instance‘ the "504 patent exptains that “[e}otn=entiena‘t Demain Naznte Servers

ptm-'itie at i{)€)l~:-1I1?> fmetien. that t'etums the {P a.d.d.re.<.;s of a re'q2:e.s‘:ec:{ cemputer or host. Fm?

exempte, when a e0m;*mter user types in the web name “_z"‘za,i‘10e,<:e.t11,’ the tlsefs wet} tmm-‘set

transmits at request to 2: ZYNS, whieht cenverts the name into a feu.r-«part '1'?’ address that is returned to

the u.ee.r’=_=. tsrcsswser . . . (‘S84 patent ;‘:€3:?'~t3, emphasis aclcled; see aI.s‘r.:’5t3"h¥ patent 39t:.i4»42.} In

zzumtitel‘ ezxamplet, the ‘SE4 patent itkntifies cm';venti0.t3a.l domain ttzmte s«e1‘x-tee 33;»-etze-x‘11s that store

public key-=5 ef tiiifferent maszhitzes 50 that haste can ;'eq‘uest and 1'ec.ei\-re these putmlis: lxxeys front: the

domain name sezviee systenu. (lat. at ;‘5€3:3c't~i¥2.) Simiiar to the ct_mvent.i{_mal de1rna.in ntmxe systems

dees':ribed by the "5-I€)4 patent, the donmin name service csy-‘stem desefihed in RFC 3336 mereiy :‘et:u:t‘ns;

a KX reseurce.tecm't1 reqtteeted fat‘ 21 petticuiat dstmiein. name, {-.S’ee, RFC 2230 21:3,}

‘Hi. The X504 patent ;.’ect>gn_i;'»r.es we sttch cnnx-'<:nti()1ml_ 6011:1561} mtme system_s suffez‘ frmtit

cet‘iait1 d1‘awbaeits and thus d;tSClt'J5t‘i3 emtt«odi.z11et1ts that addtees their}, ix‘1c}1:&i.x‘1g it d£31‘118iI‘t name

.. "P"? ..
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service system: coii.figiires:i to comprise an indication that the cimtaain naiiie sen.=ic.e system siippnits

esta.b1isI'iing a secure C{)I‘§.‘£’§.1‘lLm'i+i2~£UZi012 link. {See, t3?.;_£§'. *504 patent 39:-i-34-1:61.} .-and s‘im:.e RFC

223{3’s aliegeci cimiia.in.1iai.i1e SE.i‘\-".iC~Ef S}'StE'In‘i is as. mere izoiixientienai ciriinaiii iianii: serve.r air‘ the typ-e

ciistiug;u.isiieci by the ‘Vim p3.‘fEi!‘L One of O,l‘(i.i§'i&i‘}" siciii in the an: wmiiici im:i1a.\-‘e i!.i}(i:$I‘S§OO{i ‘RFC

2230 to discliise or siigges'i a dm_na.in name sciri-'.ic»a-. s5;'sten1 ceii.{igui‘ed to irmiipiise an iiidical:i<'m that

the dOi‘i'l2E1in name S€f}T'\-‘ite sysieiii suppons estabiisfiiiiig a secure CO'D".i1’}1Li,i}iC-i31i’i.f}l1 link.

H. RFC 1538

"I2. R}~‘C 25$ discloses 22. d.0n‘iain namie system i‘&si'ii;irce ‘$.’@C{‘)1‘€i {“RR"‘}_._ the (?§£i}~’..”T{‘ RR,

fQI‘S'1DI7il‘1§ Ci-er{ii‘icates in the DNS. (}~1F{;‘. 2538 at 1.) RFC 2533 <i.e.s c-iibes 2: c-efigiiiciate as “a bimzliiigj.

. . {if a ptibiic . . . and. identify, am.h0ri2tati.0i1, or mjiier infaynmitionq" {Id at 2.} RFC.‘ 251:8

1‘ai:.om1‘1ie'nds s’ioi‘iiig (.‘.EfR‘fi‘ RRS in the under 3. domain name of the ei1t.ii_\;«' that: i:iiim‘:';is the

p.l‘.i’K-"‘Eii8 key miii‘esp(i.iiciiii.g to the _;:iLii:ii.ii: key iieings certified. {}’i:f. at :1.) Ac:co1‘ding; in the R8(}'{iBS’L

"[t]i1is permits the system: In provide, in respiiiise to 3. query with respett to the i:sa.:‘ticu.i:~.ii* £i{‘m12i.il“.i

name, this E1.ppi'()pi'i3IT€'3 puiilic key ci3i‘i‘ii‘icate associzited wilt}; {that d0ma_i‘iL" (Reg. at 324.}

TF3. 'i‘ha Request and the Oiiice Aciisriii a.sseri: that {he (§.’.E.R’i" RR of‘RFC‘. 2533 discloses

an ‘“in(i.ii;ta.’ri0n that this domziin namrz sen=i.ce S}-"Sf.€§fl siippons est‘ai3iishing :1 S€£?i;li‘€ it'.‘.0I.’l1?7i‘I.{§.i').i£‘.afiflfl

iiiiisi.” (Id. at 3;73-=i~;2..'3.} {(iiS£1gi'E€.

‘M. Tu begin with, the 'Requ.e3t S1lgg€SFS that the DNS S€‘~‘I‘\"€~l‘ that stores the CfE.R'i‘ RE. is

the eiainieci t’.im'£1E3.iII riarne servica system. (iii. at 322-24.) But the <:ert.ii‘.icate in E1 CERT RR.I}i1E3I‘£‘.ij.~’

binds 3. public fie;-' in some “.idei1t.ii}=, auth0i‘i;¢ai’ii0.ni, or 0thei' iii.ii:i'nnatii'i11.‘"' {R13-(I 2533 at 1.} It s;i0es

not iI}Ci‘i.lCiE‘. any‘ indiuatioii that the DNS S8511-"€‘-T iii whiizii the cei'tiiTicate is S§Ol‘8Ei suppcms establishing:

‘:1 seciire <:mi1r.tiu.n_icaition ii.n.1«:. RFC 2439;, relieii on by the Reqiwst, siisiziiases the iciasic sfmtax for um:

type of C-ertifiizate mei1i:ioned in RFC 2533------the I>&I.i:"i(}9 cariiificate. But n0’{i‘li=.U.g' in iiilt‘: basic s;_3~'iii2i.x

inclucies any iHfC‘+l‘i'I31:’i§i0I1 that indicates tiiai the DNS Se‘I‘V"€-1" siippons ES§3.biiiSi3il1§gj a secure

com:nuii.i<:at’imi. ii.n.k. {RFC 2459 at i:3~2L'i.)i Imiised, the DNS s<:we.r di.s::io:s:e«;ii by RFC 2538 (ices not

siippori estai3iishi.ii.g a se»:.ure <:m'mn'unii:aii0ii flird»:---- --it H1f1!‘ii‘»i}-‘ returns 3 i:eI1i.i'icate is-"}.n=:—ii cm’: is

requested. RIFC 2538 does 219: ciisciose that the SE5l‘\-"€‘~'I‘ cities am-tiiing else, am! does nut: disciose

that it supports €Siaif3iiSi1iI}g a sec.iire <:.un1mii.n.i;:ation. .iin.k.. RFC izammt be vi.eweci as ciisciiisiiig

tfiiai a dO£'I'l‘c‘{i£1 nan1s=: sevrvic.-2 system‘; <:0in_p.1‘ises an ind.ic—ai.ii'm ihai. {he dcniziain iianiii-. servicie system

SiLif_if_30T§S esi:abiisiiiii.g 21 secmie c:0.mmunicat.i0i1 iink when the I‘€fE'I.‘eI}C-E fails to sriisfiiose that the

iiontiaiin naim: Service hiis the ciipzibiiiiy to s.uppm‘i estab1‘isiii‘i_:i_g a se<:ui'e <:0miin.uii.icaitii3ii iiiii; to begin

with .

I
N'4)

I
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'35. in fact‘ RFC 2:338’s alleged. dm11a..i::z name sen-ice systetn, the S, is C013sist.entwiti1

2: c0nve1'xt.i0'nai dmmtin Jt‘:£3'I}‘it3 servic«e system‘: that the ’S(}4 patent distingmslles fimn a d<';r11a.m name

S‘¢:3.l“v"iC‘ii‘. system}; cmfigured to mxnpziiee am ind_icatim1 that the c'ia3mei.n name service system supports

establishing: :1 sexrure enmnm.nica:ti.on h‘nk,” as re~:§ted in claim 1. (132249, :24.;;._e €04 petexrn 39:7—42j}

For exax1‘11‘3§e: the ‘”5fl4 patent indicates that a com-'er1tianaie domain name se—rvice syemi-.111 r11erely

.re'tum:§ am IP address or pu.bI'ic key that was requested 91’ it. In (me embodiment, the ‘S04 patent:

ex_pi.ain.s that “{c]i0nventim'1a} .Dc»m.ai.z1 Nam: Sewers {.DNSs) pmx-‘ide 3 look-‘up fi;mc.tim.t that t\3t1.m1s

the H’ address ofa. requested commuter or hesli.” {.121 at 3-9:'.?«I 3; see crzfso id. at 39:14»-'12.} in amther

exm'11p1ee, the ‘SM patent Iidemifiee e. eemfentionai domain name servel‘ that stores public keys of

diffirent machine::: so that hosts can request :,-ind receive these pubiic iieys from the doxmtin namrs.

sewice system. (.153. ai 39:34---42.)~ S'i.n.1i§e;r to the ::.em-‘entienai domain nzune servers descetmed by

the ‘S04 patent, the cf RFC." 2538 .me2‘e‘ly.1'eiurns :1 (L'iE-R"? RR with it public key‘in.1'e.~t;ponset0 a

request for one. (flee, :3. Reg, at 324, °‘T}1is permits the s_\;-Stem to prm.-"ME, in response :9 3. query

w1t§} 'I‘€S'p~€Cl‘ in ti1epa.1‘t:icuIl£11‘ domain "name, the app.t‘0p.riate public c.e‘rti_i'k»z37te {associated witih that

demai.n."‘_)

’?c':_ The ‘$04 }:~efent remgmizee that sur:‘|1 c:.m2.\-‘enti0.n.a} dotmtin nanae sewers suffer fmna

szeriain drawbacks and thus discluses en‘1bodi_x11ems that address t¥1e.I.n, ix1::fi1:di.x1g a de;3mai11 name

service system cm1fiegu1'ed to cnmprise an indicai'im1 mat the domain name service system seu‘p‘po‘;'ts

establishing: a Secure c0n1m.u.11.icatjD11 link.” ca‘. "504 patent 39:43-41:61) And simte RFC‘.

233S"3 DNS {fi.e., the alieged demain name seI's-“me s3s'stem'} is :1. mere an:we‘n‘iiu.m1.1 domain .!"£Ei.l}.1B

sewer of the type disting-uisheed by the ‘S04 paiexit, one caf Qrdinary skili in the art would not have

understood RFC 2538 to disclese or stlggest a diminain name service system <:nnfi.gut‘ed to comprise

an iriclication that the dmnam maize serx-ice syste1nsu;1_;w:‘ts esiai3e§.ish.ing, 3. seeure cmmmm_icati0I.1 iixik.

V" . REFERELVC CITED A.GA.lNS"} ‘ DEPENBENT CLAIM‘-S 5, 23, D 4‘?

Ti’. 3 utxderstami that the ()fi‘Tice Astmzx and {he Request reiy on 13’rm-i:2o as edisarfliosing 2:

domain name service system COI}fig11f€d In a.utl1entieate the queen-' for the Iaetwurk address er to

a1zt¥1emic.atet¥1e query fer the netwmk. eddr-"es using a ctiyptogratpixic technique. The Request asserts

tfhai “Pmvino teaches syeierns that receive it qguerj,-‘ Fm‘ 3 netvmrk £lddl‘ii!SS fram the Qp8I‘El€(‘3l‘ (and

su'bseeque.nt:}y) ‘frotn device I ?.{m}. . . , "This occurs during. dialog: between the i‘ni.tiating' and

1‘esp0nd_ing e:1t.i1ies_°’ (§§.~;.>c€, e.g., Reg. at E23, 168,} To su_ppo.ri' their a.ss.:en"i_0n_, the R.eque.s't and the

Office .-’~$.c.t.:'on biwclvqmsaute 3 passagge of i’:*m=ino ciiscussirlg the d.ia¥.ng; between {he device 1;‘/i{_:n) zmd

_g4_
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the firewail 30 that sets up the secure tiunneh {R.eq. at 123, citing §9’.m:.-ma EH36-§Q:‘l2.} I d;isag1'ee

with this i1'xta'rp=;‘eta:iim1 o'i"}T’rm~‘ine.

78. 'i"h.¢:~. only encnqption U.1'd,8C.1}’p1‘i{)I1 descxribed in the med pass.age of Proving refers to

e;1c:‘ypti.ugg msszwarge ;3m:;’c.a.>t.s‘ sent ’bs~:etwee1-T: the dex-"ice $2{m} anrzi the fimwali 38 over the seVc.mre

tunnel. {}"m':—=:Tm.> 915640: 12.) Tixis a.m:ry;3ti0n 01’ mecssagge pacil:ets does. net ocsczgn‘ untii the secure

tunnel. has baexx set up-----------flier" the device i2{r11) has ahready sent the alleged q‘ue—ry fin‘ the netwmi»:

addres.s Q? the firewali 30 to the afleged -’3a’:sI31aiI} name 5335:6313 {mime Saver 1?}. P;-'m—=i;-zr_> is

siieni regarding au::hem.ic.a::i:1g the aiiiegged query for a netwc.».r}: address, that ‘is, the message Sam :9

the muneé server 1? requesting I313 Mamet address of 2: device c.o1‘r£:s_p::s11:§ix1g; to a prm-‘idseci hummu-

readable addrszss ofthat den-‘ic»:2. it is the1'ef‘m*e my opinioxl that .Pr<'n-=i::*o dices not d.iscéi.03e a dwzynmin

name se.rvics': system c:>1x.fig,L:red to autimlticvate the quary‘ for the I1t':iW‘01‘}£ atifiréss us.i:.zg a

C13-ptug.1'aph.ic~ ‘tE%£:hn.ique or utizenvise.

V]. .RE-F (IITED ACJAENST BEPENDENT CZILALMIS 8 9

719. E mlderstami that the Request and the Gffice Acxion that the fc«1hw..=it3_g

qu.0i.2a1;.is:2n frmn ~.S’o2'm'm discioses that: a. don1a.i11naI.n.s: 3e.r\-ice s_\_-"s{:e'm ::0.n_ne<:.1:able In as xiirtual p.:‘.iv'ate

1:1etxw1r}~:: "‘m'gan.iza{irm.s c:cu1cen'1ed by sectnrity ccnceiwe stxmig; ime:1‘nal sec.u:;‘i.ty policies amd

i11.t:e1‘a£:.1 mm the Ime.t‘.m:'i thrntxgh \~':':ry _I‘i3Sl'fiCl'i\-’t3 fi1‘ewa}.L<_: ax‘ £33: '{1}£3df.1S of we}1«pr(_)t:.-zctasii ‘v"irt=ue1¥_

P:‘i\-“ate I\Ee1\-3-"0;‘i<s {\~"P’3‘§§)~." {:Re£;. at 4?, qucwtiug 4‘:s‘m‘c:m:: 38.) But this qtlotatien rniiy says that

orgamizations may use virtuai Vprivate networks. ‘ii does mat disclose or Even suggest that the aiieged

dumain name servica: S}«"$f.€IT} (Sm’c:mz:;’3 BS} is L‘.m.1’:.1ecia.bEe to ‘:1 1-‘i.rma¥ p.1‘i\-we ‘r.1e{‘*~.\-=0rk.. In ‘fau;:£, the

quotation (3’iSC1iSS8d a'im\-‘st is ‘the only time ;s1«..»zam: mentions vinua} prix-'at:3 ‘networks., and 5’c:!:1mI is

siie:1i1‘egax'diAngt11e DS being ccmnectabie ti: 2! x-‘irtua.E p;'i's-‘sate ne‘twori<. I: is xtherefijre 1113,: opinion that

Salami does not discime :1 domain name service aystexn is cm121e<::ahie to 3 \»-‘imam private ?.1€:{'\.§-"‘[)i‘.i'{.

80. K Lmder5?la11d‘ii3".u11it11e (}'ffic.e Acitioll and {he Request Exist; 1‘eij,v'oI1}’r'<n-ims as disciasing

21 sziomain namie SEi‘\-‘itfif system that is C0m1e::tabk‘. tn (1 \»-‘im.,:a.1 prix-‘at‘e Ixem-“ark, 3.sserting that “Fig,}

of Prm-=1’;1o discloses 3ec:u1'e systesns <:m111ex:t.abkc to :1 virmzai pm-‘ate network {'35} thmugh the

c0'n1muniCa’L‘i0n.'netw02‘¥<. (ixlieimzi $4.)” (M. mi 124; we’ id’. at 168, $99.} 5 diséaggee,

81%. As I stated abm-*3, the Request and the Ofike Acfion ailege that Prm.=im>‘s n:~_m2_e

S%i2l“'v‘si‘.i‘ 1? discloses the ciaimed dmsnaén name. s.erv.ice systena. But Prr,>s.>rf;zo does not teach that the

name servm 3"? ewes‘ cmmects to Pi-‘(n:irm’s viriuai pri»-‘ate .:1a£w01'l< 15 (ihiif aiisageti x-iirtuai p.:‘i»-"ate

netxvmk}. in fact, it is the e>:.ten1ai d.ex-“ice i2{.m) gather than the name server 3?‘ that com1ec.ts in
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JL’*‘r.<>\..-imfs virtue} private axetu-tori: H m-“er the secure tuuuei with the fire»:-‘ail 30. I?’r<:w£;«m just

dies':'ioses that the 1'1€n‘ne server 1'? perI’om1s "the eonvemienal cio.mm‘.n narme sen-'.i<:—e fi.m<::i1T0n 0%‘

.1‘etumi.ug the Internet addreess of 3 clevice 13 an the Imernet (e.g., fire.wal1 30) in resprsnse to

re»:':e:ivi,ng' a. reques’t from the extentnal device J.j3(m_) emxtaining the hun1an-:'eada‘i3¥ee address of that

device. The .system d.iag2‘a1‘:.2 in Fig. 2 0f }'»’rm.=f;-m aisn dues not show time the eliegeci d<';r11a.m name

S‘E.l‘\<'iC‘E s}=st:ex'11(11a211e sen-‘ex? E?) is m.11.11ectabletml1e vimzai p1‘i\-"ate netw'mi‘k £5, Because the a11ege—d

donaain name service system {}:’mw7m'}’5 name server 1'?) is rim feu1gi1t :9 ever emmect to the v.irtue.§

prfimie neetwurk $3., 11. is 1135! epinimrx mat }3’rm>z'm) fafis to disclose that the dcm1ai11 name service

5;.-‘stem is cemxeetable ‘to a x.-'i’rmaE private 1'1eix\-'e:‘kt111'0ughthe e0mmum'cation netwofli.

82. The Rmluest also assene that B:2!.s‘£~.!r' and RFC Z-’.z¥{}1 ::{i,seIose that the doznain name

sewiee :‘.ye'1em is eeonnectaijie £0 a vimlafl p1'i\-‘ate new-’e.:‘k. T¥.zeReq'uesi.aA1d the ()ffic«e ..=1.<:.tien assert

that £>’eser‘ in \’i8\\r' of RFC 2-‘¥Ui weuld have rendered tlzis {salute 0b‘x-"i£m5 because. “RFC 340$

describes , . . 22 model where edge rmlters on two differem nem"0r}<‘s are used. m estamish the

e31c:;'_ypied IF m:1:1eI thmugh W'h1Ch {he new-‘(n‘k d£"v"iiZi'.’-S the "fi;‘st* and ‘secaimd’ ;ne1wo‘rk devices

0f£)‘a1cei-‘)‘u.-'iil. cemm‘u'nicate.” (Id. at 2?{}.} Hm:s=eve1“, even ifiieser and RFC? 2401 were eo1nbined.in

the wa.3~= asserted by the Request and Office Action, this c:csn1.bin.<,:ti0n u-‘mxlezi not discinse er‘ suggggeet‘

the dcmlain name sen»‘i>::.e 5},-‘Stem cmr.u:1ee:.iah¥e to 21 \.=irma§ private x1eiwm‘k. {n5tea_d_., the Request and

(kfimaAmbnEcmfimnmmnemumeeaminavfimfl;xwmenmwmkbauem1mefimxaminwmm

nmmfidwmmeflkmtAshmmmmdflme&m&mmmmmfimDfiwAmmnmmnmmme

mzs'!e‘d-If2ir::a’7pu.=-‘1:;.=' rxeru-'<.;*.*7&: :;1eviw 3!)‘, and not: i§1e_{i;-ts‘: germ‘ ;eecr.m.:¥ 316:1-1.><:>2'k <::'evic1‘c<s', is the dmliaim

name sewice system. Tiltzs, even if the ecoxllbmatioxi were made, it would not result in the d()l'I‘:‘c'\§n

name sewice system: being <:omnee.tab¥e to a virtuai pn'x»'ete :1etw0.r1<_

S3. The Requeet aka ass«eris that RFEI 223% and M‘-‘(T 2491 d'is<:—Iese that the domain name

service system is cmmectable to a ‘virtual pmate ne'twori<. The Request and the Uffice Aetimn assert

that RFC 2230 in View e«fRFC 240; would have rendered. this feamre obx-was because “RFC 240}

dees':ribes . . . a mode! whezfe edge 1't')ll?."&?’i‘S on two difi*‘erent new-‘orkse are "used in estahdish the

e’:1crypted Z}? tzz:2;2elti2.z'm;gl1 which the network tieviszes {z'.-ea! the and ‘D’ network: dew-'i~c.es ofRFC

2.2.:-‘s{}) wiil <:mn.n31mi.ca:e.”‘ (Id. at 314.} }~h:3we\’-‘es; even if RFC‘. 2230 and. RFC 240} were e::e1:n§3i:1.ed

in the way asserted by the Request and Of’fi::.e .-<’xc:i:i<'Jz‘1, tlzis s:e:11bmati0r1 weuid not d‘is<:—£ese er sL:g;_gg;_gest

the seuebjeci matter ef ::1:::i'n:1 8 and its de_pendeem eiaixii .9, Instead, ihe Reqxiesti and ()£7i'ice Aeti.oI1’s

a;:(_m1i3inetion would eiliegedly resuit in e \-‘inuai prix-me ?.1E3{'.‘J.-"(')I‘1(_ hem-‘een {he 0r'1’_g'£nu£1‘n,g' c!e:.»'.ice 5' am?

the cieslimzrrimz afe‘;-=iL?e% D Qf RF(L” 2230. As discuseed aha»-‘e with respect to independe_nt s:_‘£zu‘.m I, one
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of cs1'dsi:2ar§.-" skill in the art would }m\,-‘e understeed these cievices to be "§“£?g?£:[If{:2££E€ from the aiieged

do1‘nai1'ma::2‘1e servicze system {to whici1 the recerd iookup is sent}. ‘fI‘l1us,e»-‘er: ifthe ::e1nbimal:i:';:1

were made, it week} not result in the eileged Ckllllaill name se':‘x-ice system] bemg emmectabie re a

\~":im1.a} prim-"ate netwmric.

S4. The Requesta:'1dths=.: ().i7i’1ceActiL>11 also assert that the ce':nbinan7en c3fR7F{.‘. ;-1.538 xvii}:

RFC 2401 wouid render obs-=’is:3us a d0I1}a.m meme service system connecteble to 2; virtual pm=*ate

network. (Id. at :'§S4«55.) I disagree. As I dismlssed abm-‘e, RFC 2538 xnereiy discisoses the use nf

(f}EifR.’fi‘ RRs fbr storing certificates in the dor11am name system. RFCI 240} discloses the me:

pret0~c::wls. {'RE~"CT 240} at 3,») Burt neither 1‘efe;‘en<:e diseioses a. dmnain name service system

conxzectalfie to :3: \-irmai prix-‘ate netxmrk. Indeed, the Request and. the Office Acticm assert that ‘RFC

240} discieses es'£a‘eIis}3i2'1g 3 v'i1‘tual pr-ix.-'3;ix=: xletwurk it-ei.wee.:1 .rren—t.=<m*5c cievicres. {See Re-q. at 355?

“RFC 2:10} ciescrflbes . . . §;1’}3'1DdE1 where ecige routers on two diffemif. uetweylcs are used ms esiebiish

the en.crypted. 1? tunnei th.r0u.g.b wiinich. the netwerk d.evi.c.es xvii? c0nnnun.ieate."‘ Naming in [RFC

2610} aiisacioses or {E13511 these tlehx-“(wk de\:'ices are donilain name siewicse s_y'siie111s. iet ahme the

ciaimed d.0rn1ain name service system. Thus, even if the coxnbinatiesn proposed by the Q’ffis:e Actsion

were txnadee it weuid. um rczsult in 21 dc:mm".11 name sen-‘ic.e systems being eelslsectabie to a. virtuzfl

primie netw01‘}~:_

VII. RE-F.F.RENCF.S CITE-I) AG.»‘\}NST C}..AIMS IS AND 42

85. I usm:}ersmnd that the Ciffice Acitinn xejects dependent: claims 18 and 4?. ‘is anticipated

by S<':!¢::m::, and being obvious ms-‘er .%'r)£*.'c;:m;: in View of RFC 2504. The Request and the Offisze

.-‘action assert that .Sa!a'I.=u:‘s “domain names e1‘:1pfEe}-‘mg Uniibrnx ’Nam.i’:1g .‘£11.i’o';*:.natioI1 (UNEI3 of the

respender“" disciose that at ieast one of the phxmlity of domain nanies is resen-‘ed fer secure

com:nun.icat’ien. Iirlks. {R£:q. at 50-35; »:::'i,.w.> sfd. at 64, .94, 'l.{12._} I disagree. S«c3f::rm:r ciisclmses that

the U§.‘~£Ii may be a c:mm'm‘m names an emaiil address, er :1 .:1eiwe:‘i«: asdmess. (fSr.>£:1m1 43.} Eiut 2‘5fr.>l.’ar.?cI

does not s:Ei.sc10se that this common i1£1mE=._ e-«mail adciress, or ‘network address is F‘£?.S“:£??‘“i-~‘6-’.:;1 for secure

com:nun.i<:at‘ion. links. Smknza does not ciisciese that the UM czm cmly be used. fer secure

cumnmni<:et.i0=:_1 msks, am‘! mere3.y estabiishisxg an eileged Sii!C'{!'£‘@ Cexinmmieatien link with ihe

respondex‘ UN} does 210: disclose that: the respmzdexf UNI }"£‘-.S'£‘-}"‘t«’£‘:‘4If fer secure c-0111mu:ni.s::eiien hiulss.

As such, .S':‘.u’am: does not disclose dema.in nan1es1'eser\-‘ed for se<:m7e mm_mum:::eti0n iinlcs.
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86. 1 und.erst;'u1»:i that the Office Amman aiso rqiects dependent claims :8 and 42 as being

antis':ipated by £$’ess;%r. 'Fh.e Req'us=:st and "Kim (fIh“Fcc‘: .-<‘u:.tic:r1 aszmrt that Iifes-‘ear ciisclaséa-.3 dmmin name-.s

resets-‘eéd for secure c.om.1nu.n.icatiU.11 ffinks bee-ause Be—rser discloses assaciatmg a unique identifier

{whiaah may be a domain name) in :1 tunneling request xx-‘iii: the first and second netxmxrk devices,

(Reg. at 336, 251.} ’Butme1‘eiy assccéating 111:‘: unique .ider1t.ifie:‘ of tam1'z'i.:1atti.:1g teEephon§=' aim-"ice 26

that inchzded in the request with a.:1ot:he2‘ 1'1eiwo;‘k deviiie does not éiisclose 1‘eservin.g £1331‘ unique

id£m.tit‘ier for semzre c0mm.u.n.ic:atiLm iinks, 138.58!‘ discieses that the ‘unique ident.ifier nxay inci.u.d.e 3

d§a.1«*up1111mber, au1fi EZ.~n1z:t.ii address, a. domain name, an en1p'i0_g.~'e& numh&.r, a ci‘ri.\.*e1"s 1i.s:.e‘n:s‘e Injuliber,

etc. {}fi:s:es* ;$0V:3’?'—1 1:8,‘; Burt 1>’e:2:e:* daes not disttiose reserx-'in;; :3m}-' 01" thesze iC1l1€!1fi'fi.t3i‘S fer secure

c0n1mun.icati0n. links, The pm‘t.imrus in fig:-.s'¢:-r reiied upnm by the Reqntest and the éfiffice Actmn as

Mmgflwdmdmmgmfifimmmnwmwpmnmo$mmgmMmnmmw%0£&mwmmfimRmm%Hmd

the Office A::{:irm. earrfiex‘ asserted was an ins:iicat.i::3n that the: dcsnmiu 11::u:ne— service S'_\;’St8I}’i s‘uppo‘n‘s

esta.bli.shing_g 3. secunz comnmnicixtion link. Thesée parficsns do not s:ii.scIose reser\=‘i_n_g dmmtin names

for secure Con1x1m'nicariimi liilks.

8?. I x;n1»:}e’:‘sI;:—1nd that the Office Ac;t:icm reiects depezzckuit claims 38 anti 42 as being

anticipated. by RFC‘. ‘2‘23("J, The .Request and the Off%':ce Action ailege [RFC 2230 cfiiscioses t‘h:~.1t at Ems:

{me of {ihe pltxraiity of d0mai.11 names is resers-‘ed. for secure s:.0n1mu.n.iCatiw1 1i.u§i~:.s_._ Citing in RFC

2230’s statement that “[0}nCE: R1 Em decided that the ';:>ac§»;et‘ from to D shcsuid. be p1‘E}teCted, it

performs a secure “{)NS imkup for the mcords a.ssm:iated with domain {"Req, at 284, 2%.} ‘RFC

2230 dues Imt ppQI'li £1113 pnsitiim.

88. Whiie RFC.'i 2'I~."3~€} discloses that IPsec Security Assuxciations aim’? be Eestabiished

between dosmzisis, the rs2fémn«;:.e dues not discinse that any dmnasfn 1“l3.fiTlf3S are ,*'e:~.:em.=<:<:;f 1“o.r seem:

cummu1'xi<:at.i0=n Zinl-:5. iug,hligim=:d by the passage cited by the Requesrt and the {)ffi<:e As;'.l:i<';n, in

the Subnet-m—Subnet Ijxample, before R1 even penfimms a DNS 1:2.-<2.-knits, “R1 {first} makes the p:“)Iiz13='

cf:?c?Z.s“!}.>%1 20 prm-‘ide the ZI}%’se<: Sen-‘ice: .¥i>1' n‘afi.'1;: from R! tiesfinezl fur R2. fjfincre R} has‘: tiara:-Ecfecf tint

the pau:.1a:et fimn m E} shmzid he 'p1‘0'iacted, ii _pt::‘.{“m‘:1'z:s £1 sewre iooi.-cup for the Tt‘:‘iI.{‘.«1'C§S

assmtiated with domai.n {RFC 223 at 3. emphases addetij R1 or D ma.§<es 3. simiiar‘po1ic.y

decision in the: ether s:n1b::sdi:11:ents as we] 3:

R}. makes the ;::<.:!ic;1.= zfecisfwn that [P Sec-ux‘il§,=' is mailed fur the paciisaet

trax-'EE}i11g fruem to I). ‘I‘hen* R I. }.1E‘.i.‘f0‘1"mS the §er:.ure DNS 1«:3«:3kup fer D (iisf.

at 4, en:q3l1a5i5 added}; and
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{'3 makes the ]?(‘}iIe£1-’_]«" i:fm.*i.s*i:}r:« that IE’ SE’.Cm‘it}’ is neecied for the packets from D

to S. Then D pe.rfmz1is the secure DNS iookup for S (M. at 6? etniihasis

added).

Since an exteniai policy ciecisinn »;i.ei:3r1niz1c3s whezflier in prmixzle sei:i1r.it;g-‘ for }33:Ck'f3iS sent betwzsen

ggji-'31.: t'i.('1fi13'i!‘lS,, it is p0S5’ii?sie to estahiish El conneixiiusz £0 a.dmm1i.n with or w'ithQuit [P Secsurit}-2 '}7hu:s,

it is nay opinion that RFC ?.?.3{? iioes not disciose f‘:;?S:;?e“i--'iI?f_,’ any domain names for secure

C(_3I11II’3ufl_ii’:at’i0_I}. iin_1<:s.

S9. 3 understand that the ()ffis::«e Ac-tioiz mjects depe.zi<3em' claims I8 and 43 being

ami.cipated by RFC 22338. The Recguesi mid Office Action assert RFC discioses reserving

Liomain names fur secure <:«;n:11immir.:au'0i1 links becatzse it discloses that" ""»;imn:1iii_n names are

assoi:-iaried wiih cenzificates u.s:=:.i‘} fer secure cimxiz.mu1ieat.ion §i:1ks." (Reg. at 328? 348.} But: me.:‘e1*_;»‘

stcslixig a certificate under a uzicnnajn xiame related to its suhiect, as discloseci in RFC 35384 dues nut

nziean gm: the dmmiixi name reserved .i’m' seciire <:.r.m‘1i‘nt‘m.icamm iinks. {RFC .’-33.38 at 5,} in fact,

1mt}1i;1g in RFC 2538 discluses am‘ that "film dumain naiiie asscaciaiia-.d with the ceriificmze .!‘nfl‘}=‘

be used. Onig.-" fur secure coniinmicatjaiz. As such, RFC 2338 times mm: cliscinse that domain :names

storm} are resen-‘ed. for S€C.u{‘€? cmnmun.icat‘im11in}»:s.

VII}. }{E'FE}{E'=.\“CES CiYl"E'£) i-=\(}s-\Ii‘s‘S'i‘ 1)’E’PENl}E=_=\*"'I‘ i(7LA]i\iS 24 AND 48

90. The ()f'}"ice Action. ngj ems dependieitit cf.-aims 24 and 48 anticipated by S<‘J£’a‘I.i‘3.;‘¥_< and

being 0bx«:iou:s Mex‘ ..‘s‘c:n’a;icr in View of }{fiE’(;‘J 920 zmcifor RFC 2504. The. Request: anci the {Hfice

Asgttiim asseirf that because S'oL:;mc;: ciigcioses dcjunain nazm-:3 that are asgoeimeci with cettificates.:1eedeii.

fiir ses;:u.re tmnsactimis, timse domain. names “‘ss.:curt: n:::m.es° a.s:::0::,iated with sezcure

cmmniinicatiosns Emiifl3€1'*&{)}\’C«U1n‘;)i'iS€ indicatians that its secure BN8 systems support estabiis.'hing; a

secure c.on3m.u.nimtima 1i.:1k."‘ (Reg, at 52~53__} I:i.is:.ig;i*ee.

93%. This n1s:r<': 23.3:-imgiatizoiz of a duntmirs name w.iti1 it x:::m'1"ica1'e does not" dirsciuse mu-‘tiiiitig

abimt wiiatz the €.i{)¥'l1i3..iI'1 name itself commises. In }3<'{X’iiC1!l.E1,i', just because a éio1n.ain name is

assmtiated ‘with 22 c:':i‘tificate times not mean that the domaiil mime itseif C0¥11pI‘iSeS an il3t1iiC£1tiiL)i‘).ti}2it ii

dmnain name systeni supports estabiishing a secure <:o1mnun.icatim1l.ink.

92. in fact, .fs‘r::Zi:mi:2 does not disclose that the U§\iIs {ihe iaiiege<:l CiC?3l‘f‘tfii.l1 names) imzhide

any i.l}(iiC»§itii)n of the czipahiiities (if the BS {the aiieged domain narne service systiem)._ iziucii iess an

indi.c.atimi that the D3 E1!pp{.‘$I‘f.1~‘a estaiziish.ing a secure i:c_m1.im1nicati0.n l.i.n.k. Fm exampie._._ Saicmcr

discloses twu examgziles inf UNIS in Fig. I: and afbc-@:D. (}S‘01m-2:: 43, Fig. 1.) Bart .S‘r:n'::;mi:1
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daes not discfose that these LZ='N'Is, or any other U£\;‘Is, rmmprise an im:iic.atinn that the ‘BS suppons

esta.b1isI'xing a secure: <:m'nn'1uniz:atéQn fink.

93. R}?‘C.'i 93.0 and R.FC S1504 aiso do not disciose that a donmin name itseH‘c0mp:'ises an

indicatian that a. donzain name syste-m supports estabiislwingg a secure r:0m:n11micati0:n link. The

Request Miss an RFCi 920 as “’im:3.udir:g gene1'al cz‘ii.e:‘ia. fm estabiish.ing':1ass= dmnain na.:nes."’ fiieq.

at 80,} Bus the “ge.x1ex‘al c2‘iteria” in RFC 920 de mt disciose 23. dmimin 11:11:16 that comprises an

indi.cati«;m that $31.: dmrmaizrn name service system supports estai3I.isi1ing a. secsm-.‘. c01nn11.misc§1ti:)n fink. I

uilderstand that me Resqsaest and the ()ffice Actimx 60 not that it »Ei;i‘3~t3S. (Ia?) at 80, 3 3 §« ¥ ?.j_) R}5='(_‘.

2504 211313 dues not eziisclcsse, and is net nfiied ’u'po'n as aiieg.edI;y' disclosing, £113: a domain name sitseif

cLm1p:‘ises an ind_icatiot1 that :1 dmmiin name S}-mam smppons est‘:;1biisln'ng 21 se<:'ure comxm.u1icm,i:)n

fink, (M. at 95-96, 111-123.}

:94. E u.nde.rsI;21nd that the fj)fi‘i::e .Ae:i:irm rgiects de<pe11é§em; claims 34 and 48 as :1m:is:i;_)ated

by Pm\.=.iTm';, and as being obs.-‘i0u.:~_: Cu-‘er }3‘r‘:::m2() in \~"§£;‘-W 0f‘R.FC 9220, RFC 2230, zmd,-‘"0: RFC 2.504.

The Req*uest and {he ().F.flce ,+'\.s:.iim1 aliege thai 13’r'm=:.'m;' d.isa:.}o:‘ses 8 dtmsain name that comprises. or

inc.l.ude.s an i.ndicatim'1 that the dtnlxaizi 113.1116 servicze system supports estabiishing; a secure

c0n1mun.icati0n. fink because “.¥’r0\-‘ins aisrjs discloses use of nan1esen-"erg m 'res(:si.\«-‘se ht1n1a.:).»1*ea:i:~.1b¥e

do1".ua.i11 nain1es {:0 prtwide 2:tppmp.x‘.i£1te h1temet aid.d_:‘s3s${es}, and {hat domairi names {e3.g., d0_u.mins

name 3SSOCi.3‘(E'.d with \«’PN' E5} are asscvciated with secure transactions ever the iintems-I." (Id. at

3 2.8.} This is incorrect for at ieast twin I~.$aS‘{-J;1S‘\

95. Fi1'st., as discusscsd abm-‘e with respect in the i‘ndepa.m:iem' «I:-Iaiims, Phil:-=i:m’s a.1Eege<;i

domain name sen-‘ice s§.:sts~;:m (name sen-'e’r I 7} is not cnnfigured tn s:~.<:am'prise an i11d.ica:tim1 that the

domain mains: servi.s;:e systenu suppmts astablisl1ing E1 saacure ::0mm1,:nic::ztion link. Rather, .Pm1»=im;’5

ailaged ("i-tmxain :‘1a1'ne service system is as szonven'iiuna.l dmnai.n name-A seI‘\-‘me S}."'Sii€~!‘1L :<ac.og=,nized and

distiyagxzisiaed by the 304 patent, that n1e:‘e§3,r responcis to 3 teams: fir.-r the Intemet address at‘ a device

{firsaxvvail 30 or otherwise») cr:3rresp0ndiz1g to the hun1a.:1~z‘eaLiab§e n:».1m.e far that dew-‘icfl. Thus,

f?r'r.n~*f;«m‘s aileged dmnain rlame sen-=‘ie:e systexn does nut aver: have the capability to support

estahl.is11.ing 2: semufe uonnfrzunication link: iet a.§.<:)n.e tn mm'pri.se an ix1<'iieation that the domain name

se.r\.-dict: systetn supparts establishing a sscctsre eumxmxznication link. Ami b+:zs;a'use F‘§'::)a.*.i%1<';°5§ aileged

dmnain mama‘: service system does mm es.-‘an 11av:=:. the capz1.biisii§,= to support estab%ish_ing as secure

communicsatrirm. ’ii11I~:;, it cannut store a tiomain name {hat comprises 01f‘i11s::}ucie:s an ,i‘ild,i.i2z3I'iG11 ‘than: the

aileged.d(_m1aim1ame sewictz systexwx smisports £:‘S!"§.l.h§iS}.‘1i]iif.:{ 3 5_ie£:.§.II'é3 <:mnr.nunicat"im1 117111;‘.
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96. in addition, the fact that }¥’rm-=imJ’s alieged demain name sen.=ice system zfesnhres the

Iinternet afiiéiress of the fm=:waH 33 (with ‘A-"11iCh £13.26 dew-‘ice !‘.?(m'} nlay at :sm1:ze— paint fatal‘ esiahiish 2:

secmreé tunnel) when it is .1'equested does not disciose an.ytl.1ing :::'l::::ut what the ail.egedT dT0mz:1i‘n name

ofthe firewail 30 itself‘ comprises‘ Just bec.au.ss.=: a d.omain name is associated with a fi1‘e\.x»'ai3 d0e§ not

Ineau that the do1'na'm name itself hzciudes 0:‘ cmnpriaea an indicatiun that 21. domain xzamie .~‘syste:‘n

supgaarts esta’i3¥.ish.iI1g a secure c:o.u1nmnicat.i0I1 iink. .Prm::’r2o dues not p1*m~:iéie.an}= specifics ahcmt the

content of the a.Heg*‘::d domain names sstoredi in P3-'m»-‘ino’s name saerx-"er 17., anti certa.ini.y not

disciiose that tfiixey 0.21:1 comp.x‘ise or include an ind_ic.at:i.on of the capabi.;Eifi7e3 (sf 1:11;: aiiéged C§.0.i‘I3£fi.l‘i

name sen.-'ice sysh;-112, much less an im"iica1:§0x1 that it sL1pp::w1‘ts esta.b1ishi:xg 9. secure cQ1I1111u:1icatio11

ii.=1k. As I explained above. Pr-m.rn.m does. mt even dimose fhm‘. the ailegeci. domain name servisce

s_ysi:e1‘x1 is capabie i}.fS’£Z'p*p‘0‘ITii1}g esm{>lishi.x1g £1 sec-um: C(}.lT]IT1LlY1iC£\t§(m to i3eg.i'n witlm

9?‘. E u21.a:iE:;‘staI3<i £113.‘: the ()ffice~. Action aisa meets éiependem claims 2.4 and 48 as being

anticipated. by Es'a=:..s'a2-r‘, and as being obx-“£0115 ox-‘er {fags-er‘ in View of RFC 92.0. The Requeat and. the

(Nfice Action 21.3363‘:t;ha'i1‘§»;:saer ¢;iisa:1505e-5 a d(m1a.in.t1a.n1e ihai a:.0ni1prises an iI.1d;is:a_l‘it'm. {hair the d0_iI1fii_i}.

names: service system supports estabiishirxg a seems con1:n*unicaiim1iink because. the don1ain names in

Be._w3s‘-"‘a1'e ‘.s:':cu.re:1an1es°Aasscrciatedwitiru secure cmmn‘L1n.icani.ox1s_” {Re<.1.at‘23‘3>j} I d.isagree,

98. Merei},~' u.5i.11g a. timmlisn nanw in secure c0n111nun_icat$011.5, as assenied by the Requrssi

and the Office Actinn, does not discluse a.ny-(fixing about what the domain name itself szomprises. In

particular, just becauam a domain name is “assaci.ated. with secuire co131n1u:1ications” fines mt mean

that the cimna‘i:1 name cmmpfises an indi£:ai'irm filiii 21 damain name systa-.1n suppurts establishing a

secureé cnnummication link. In fa.c.t_. 8656:" times not disciose that the alleged demain names {i.e.,

u:n.i-2312:: ic1en.tifiers} i.ns;:lud- any indication (ref the capabih'ti.es of the alleged domain mum: service

3_ysi:e1‘n (§.t‘:., rmsi:ed—th.ird-pamr netx-m;'ie;' de's-"me 30}, iet alums an :‘nd.i<:attim1 that the aiieged ;¥<';r11a.m

name Service Systein suppcmzs estabiishing a seczure C-mmnunica:ticsn iink.

9;‘). RFC 920 aiso dues mm disciose a dmrxlain 11a.me that €:(}lfMp!“§E:‘«£i$E:‘« an i.ndicat.im3 that the

do1‘nai1'ma::2‘1s': s:;xppm‘ts es'£ab1is}3i.ng El secure c.mIm1u:1i<:-atim.1 link. The Request: xalies an RFC 920 as

"‘"i21ch1d;i2’;ag, genera! criteria for estabiishing new domain n.ame:§."’ {lid at 265-66.} But, as disszussed,

the "'gjeneta§ <:n't£:n'a” in RFC 920 do not disclossz: at dmrnain name that comprises an indication. that the

dm‘x1ai1'xname se1‘via:e S}_s‘St<’i‘.£1'1 supprarts es'iabfli:s3.zi1‘1fg, 3. sczcwe cr3m.:11unica.t'iu.n fink;

100. E u.udeI‘Stam:i that the Office Aci:im1 '1i2Ifl1e:;‘ x‘ejes::i1s dependent c;la:ims 24 and 48 as

beitzg amticipated by RFC 2230, z-md as being gbx-‘inns mrer KIT‘ .?..?.3fl in. *.-‘ism-' 0%.‘ RFC ‘,-'>?.{'}. The

Recgueszit and the C}ffice Aciiml ailege that RFC? 2230 d_ist:.l.o::es 3 dw‘na'ix1 narne that s:m‘np.r.ises or

43;-
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irmltsdes an inciicatiou. that the domain name serssice system supports esmbiisixingg a secmre

cummu1'xi<:at.i0=n iink ‘i*:ec—au.s:=:. “RFC 2‘:?.3~{‘3 disdoses secures BN8 systaxns pIm=iding for secure

con1mu.uicat.'um. 1inI~:;s between mu§.t.ip§.+: domains and ‘D’? thax are estahlislxesii via use cf systezns

that im:x:>rpm‘a.te and use the KX resotsrce record.” (Id. at :2$6,} This is incm'rec.: far at feast twn

1‘easmx.3.

10%. First, as E descrfiére abox-8* RFC 2*.230"s a‘iI.eged dminmn xmine. servé::.e system not

cmxfigured in cVLm1prise an indication that the d.o.main n.a1.ne sen-‘ice system ssuppmts estab3.ish.ing :1

secure coifmmmicariimi imk. }«t.ati1er, R}E~‘{f? 2230 discloses a com-'emiona;E domain mamas SF:1‘\-'.iCF:

sV;.-'St€-;1n, 2'ac«;>gnizec§ axtzd ciisting.1:ishec§ by the ‘S04 ‘patent. ‘Ti‘hu.s, RFC 23-.30’s aileged. domain name

service systexn does not luau-‘e the «:apabiiitj»* to support establ.ishi11g a. secure Vcon1m.u.nis:a.tim1

§ink, let alane ta cmnmise an imiicatimx that the domain name se.rx-‘ice s_\;‘stem sL:;3pmts esm§31.is11.i:zg 3

sVecm‘e mm;n1L:I1icmi0;n link, as recited by i1'1&<2pe:1de11.t c§ai1.n I. Becmnse fin: aliegeii domain ‘name

service systexn does not luau-‘e the «:apabi¥.itj»* :9 support establ.ishi11g a. secure Vcon1m.u.nis:a.tim1

§i:zk_,, RFC 2230 s:.m1nofr.«:ii5ci0st3 or suggest: that {he zziieged dotlmrin name sewice systen1 stores at Iieast

one c:i0main name {hat cexnprises or ir1c‘|u.des an mdicatifln ihai the aileged d.0n"::ain Raine: servicte

system: gmppom‘ e.5ta.b¥i5hing 21 seciure «:mn.z1111nicati0n finia‘.

N12. 3n additi0'n_._ the mere fact: {hat RFC 223E! d‘isck1ses that {P360 §3ecu_i'itj'y‘ Associatians

can be created between an 0i‘ig.i21}a.fix1g device 3 and a destination devisze D does not d.isc.k3se anything

abmnt what the cie:m1a.in names asgaciatecl with these d.evices themseix-‘es include. Specificaliy, just

iamause a Se::u1'it)_.= Ass(3cia'iiu11 it-3 i2~i‘@3t8d beiwea-.n tam devices does not 1118311 that their z;i0:na.i:1

names include or cmnprise an ind.ic.a.tim1 that the aiieged domain name systeni suppmts estab'iishimg: a

se.::ure communicatimx link. RFC 223$ dues not prwide any specifics about the C(}.fifE3Tl’{ mf the

do1‘nai1'xnanxss, arid certai2'1iy does not d’isc§0se ih€1tfl1e§~'s:.&n c0.:11m*ise D1’ indude an i.nd.icati::sn m“ihs':

capabilities nf the alfEeg.e<:i dctmaian name Sen-‘ice system. “£‘hu.s_. RFC 2230 cicses um dis+c.h::se that at

Least one ofthe phuality mi" damain. nan1e.s.4 cmnpri or im:.}uc,ies an imii<:a.tim1 tlixzn the r.$m:na.in name:

sewice sy3te:1‘1 sup;‘n'n‘tS estabiis}.zin;,:_2, a Séiil-’£!’£‘E3 communiszariiun §ini<1,

I03. I umlesfsmnd that the (}fi‘ice .Aw$i£:!‘1 ;'e-facts dependent claims and 48 as being

anticipated by RFC 2533, and as being ohx-‘ions mm‘ RFC in view at‘ RFC 920. The Rmuest

ami the ()f3"ice Action éxssert £1131 RFC” 2538 d.iS::2.U3e3 a domam name that camgnises an indi£:.artio11

t.hat'tI:1e domain name service systzenn supports estabE.ishi11g a 3ecu;‘e COfl‘£I1].Ul1iCE1£,iOI1 Fink because the

domain £!Sil"D{3S in RFC 2538 “are ‘séecum: names‘ as.s»;>c‘imed_ witth secure c0mn:11mi.::ations." {Rec}. 211:

I disztxgree.
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W4. ?\«'1’ere3§.-" associating £1 dr:niu.ai11 §’i3.~l}’R3 wit“l1 secure c.r:1rnmunica:ti0ns, as asserted by the

Request and the ().i"f'u':e :‘-\.et‘im1, does mm: ‘L‘i!.S‘i2.10S€- a.n}.ri§‘1ie.:1g abum’ what the dmxmaixz I1aIT.1¢.‘: iiself‘

conmrises. fin ;3a3.“{icuela.1',j11st beeszmse a ::1s:)n1a.in mmxe is “assoc-ieteci with secure. s:mnn11mic.ations”

dues not mean. that the dmma.in name inciudes an iudicmimn that 3. :;h:unain name sj;cste:m suppons

esta.b1isI'xing a. secuw: commun.icai:im1 fink. in fee-te, REVC 2538 does not clisciose domain names that

.incI.ude any ind.icat:im1 0f the capa.bil.ities of the ailegeci ciolnain name .%-ervice sy~3:‘:e—:11 in RFC 2.538,

nnueh. REES an i.:1dica.t.im1 that the alleged z:im.na.in mam: sen-‘ic.e sf.-“stem mppmts est:~.1b¥ish.ingg :1 secure

CU111i11Ll11§CEiti03} imk. ‘fires, iR}~“(Z 2138 aims not d.isc§esc=: 1‘l1efea.mrs3s o.i’c‘£.ai:ns IE4 and 43.

$05. RFC 920 does not nmke up far the at-m'e—110E:ed defis:ie—m:ies of RFC £38, The

Request reiies on RFC 920 as ‘°m«:iud17ng geneml m‘ite.ria1 For es1‘.ahlishi.n,g new d.0m:~.1i.n. nznnes,” (1:11. at

353-52.} ’BuL as éiiscussed, the “genera? criteria." in I?.F(.‘. 1920 do not d.isci_nse a du.:nai.n .na.mr.': that

coixlprises an .ind*is:etion. that the dm.na.i'n .11ame sen-‘ice system suppons establisllizxg 8. secure

c0n1mun.icati0n. iink,

RfEFERfEN(fES {.“;lT[Ef{} A(}A»-’\IE‘£ST DiE?EN})ENT CLAI 26 .A3\‘I) S0

1106:. 3. understanci that the Ofiiaze A.c.tioz1.re_iects dependent cIai_11*:s 26 and 5!} as a.n.ticipated

by .‘_§a:).?wm, and as being obvious m-“err Sofzmzz in flew of RFC 2534. The Request and the Ch°fiCe

Actiun assert that Sr.w2;zr2<;z dieseloses ‘Ems to ciesignate principals and domains, and that the LEN! is

used when establishmg the alieged secure. w1nnm11ieet.ien h'n1«:_ {'.$’:;e<?, <:<g., Reg, at 53, gfiting Smmzcr

* 3-46, Figs. 22:,-b, 3:51-’i3.)~ But: 1ne:'ei§-“ ’LIS.i’I}g e when estabiiishixlg an eiiiegeii secure

communicatim Hal»: does not mean that the UN! irseif enables (or is ccsnfigured an as to enabie)

establishrnent cssf the secure c<_m1:1mnicatim1. lime. As d.iseusseei., S’r.aIa;w. di.scE0ses two exen1p¥ar_\_;

UNIS in cwmzeetiean with Fig. §: >zy;:.@$ zmd eiacgéjigi). (Swizz;-2:: :13? Fig. 1.) But ;S’{2!c1r2c1 times not

dischasee that these exemplary UNE enable esta.biisE1ment of a secure connnnuiication fink,

110?. }[ understzmd that the i”_}1‘.‘f.‘ies: .:¢\»:.ti0n f1m.her re_§ect.s clepeexzdem claims 26 and :31} as

a.12ticipateci by .P.=-me-=im.2, and as being Qiwious 0'ws:r 13’:-miimza in View of RFC 2230 Gr RFC 2504. The

Request and the Office Actio21 ailege that 1~"rr:.:wf:m diseioses that at least one of the 'p1uraii.t_v of

domain nasnes enables, or is configured so to enebh; estab¥ishme.nt of a secure c:0.:n1m,mic.at.ima

fink because “[t:]he domain nzxmes and intemet addresses .maintai.ned in name server 3?. asre used :0

esLa’bl..is11 V‘i.1‘{:’t1£ilp*}Ti\’ate n.et‘w0I‘ks¢ whisk} are secure cimlmuni.s:iafiL1n iini~:s.'” {}S‘ee, Req. at 129.} 1

disagree.
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W8. Ex»-1’ere3§.=' z.:.m2g_.: 3 domain name when esmhiis§1ing an aiieg-ed secure co:mmunicatiun

fink does ‘no’: mean that the clomairl name iiseh“ -2%mI?.3ic:‘s esta.b}ishIz1an£ of the secura commun.ical:is'm

fink. f’mviLsz0 is siient regarding the cmtent of the ailegefi domr;:in namnes {11u1nan—1x~:adab}e

addresses), and certa.iniy does mm d.isc}.ose that they iuchada axzytixing, specie? tixai enables“ or is

:':un.fig;u1‘eci S-J as to c=:na.bic=:, estal'3$§shme:‘1t Ufa. sea:.ure— c0n1:1:unica.ttm_:1 lmk.

1019. E um:ie:;‘staI3<i 2113;: the ()ffice~. Action aiso repeats éiependeixt cl.:1ims 2.6 and 30 as being

anticipated. by .8»:~:.‘;w'. The Request and the Office Amen assert that £§z;rs‘e:-' discleses that at iazasj. one

of the pluraiity of t;i03‘i‘1£1i,311}€3T.31t3S ezmbiies, or is configumd SC! 21310 enai3;Eef, e3tab;Eish_me11t of 2: sesame

cmmnmmmmmimkbflmmeBmw”flmflmm&wammflnwmmmammweflmmfim;wfifiumwbea

dnnaain nantu-2, is; z.1,_w3d to establish :1 secure comm.u.n.ica.ticsn iinkf’ (.S‘ee, 53., id. at 23:9, etnphasis

added} But merely zzsing £1 a'im‘na'in .nm.m': wllen e$tahi.i:shir1g;_; an alleged secure anxxmxutzmation link

does not :‘:nem‘1 that the du.1nai.n .ua1n+;< itself s:-mz£.>Ze.s“ estahiis-l31.nent of the secure c-0111:nu:;1i.s:a;iian .'E‘in}»*;.

;.‘>‘r:._w3;‘-' {mas mm édiscinse that the timque identifiers aairzclivfz‘: {or are tcsnfigureti so to enabk}

:3Sti¥.h1§SI1I3}£3’Ifl of a secure s:,m1m1u11i2cau(m imk.

H0. I u11deI‘Stam:i mat: the Q-1‘-fice A'ci"ic»T11 ‘futflzer rejecis dependem claims 26 and 50 as

being 2mtici.pat£:d by RFC 223i} Time Reqtuzst and the Qffice Action aliege tlrsat RFC? 2230 d.isc.}.csses.

that at iieast um: mi’ the pim‘aI1it_3«-' of {30.tm1i.n nanles enahlezs.‘ or is Cfillfigtlfed so as to enab}e_,

establislnnent at‘ a secure cemmu.nic.a.tic:n §ink hecauwse RFC 2.230 dischtsses secure cmnmunicatiorz

iitms between R1 and R2 and between R1 and D. (S1322‘, ea. id. at 1237.} 1d.isagsree.

H1. M:=:1'e}3+= usirzg 21 domain nanle wluen e.<;iab§.ish.ing, an ahegeci se<:rure com.munica:iim1

{ink dues nut mean that the d.omainA name itseif em:z'E2Ie:é.+; estabiishmeixt of the secure cmnmunication

ii.:1k_ In fact, RFC’. 2230 does not disazliose thatt|1e.1miqu.eidexrntifiers e=‘3m:‘.:'!c estabiisinnent :31" a secure

cummu1'xi<:at.i0=n ‘zmk, and thus dnes 1:01 aurxtic-iparie azlaimcs 126 and 38. Accm‘d.iIzg,iy, the re_jecti0n 0.?

these ciaims shank? be withdrawn. As with mixer references discussed ai:3m=e, RF(.'1 2230 is silent

regarding the wntssnt of the alleged domain nanxes, and <:ertai.r1§ 3-‘ dues mm d.iscl.0se fhifl may include

a.nyi:3_2i:‘1g special {hat e2'1abies§ Ur is cm.zfif_2,u:‘ed 3:0 as ten e:‘1a.£>1e, es’{abiiish‘memt of 2: sectxre

c0n1111u11.icat.im1 ii.n}~:.

H2. in additmn, as I :3xp¥ai.n, befbre an IPs.;e<: node in RFC 223$} the DNS

1‘e::.ords (1? its £:a1‘gei:éio1'nam, it first makes a ,>;m:':'c’_3.A* <Z¢’t2C=iSi{'}32 01’ W‘hEtEht‘:!‘ to ;'3rm-‘ide {Psec-A sewices for

t:mfi‘ic 'l3eiween. give.11 d0*n'1a.i’ns. {£59, 3. 'R}?7(§‘l 124230 at 3, 4, 6,} Becaxnse an e.xu‘:er:1ah:-aiicy decisioi)

de:e11ni.ues wlmilxex‘ to ';:1mvid.e SeC1}_I‘§ijy-‘ .{"m' pa<:ke£'s scam hem-can giwzn dennains, it pussihie in

:':sta.b1isI1 a c0=;.1nes:tim‘1 1:0 21 c1mna.i:'1 with or wifiucsut IP Ses:.u1‘.ity. 'l7h.u_s, I-lF{.‘. 2230 does not disclose

_34_
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that at least (me of the _p§u.rality ef darrmérz }‘i‘{;¥}'?1‘::':?.$‘ :;:2s«ac;'fuk.>:.', or is :>rngfE,:_«a.,<r'e?::f so as to e-m:rf>f:2,

eeta.b1isIm1en’1 efa secure czzmmlurlicatien fink.

H3. 1 uuderstamii that the Office Aciiifill fu1*the;‘ xejectes dependent claims 26 and EU as

being; anticiparfed by RFC‘. 2538, The ’Rs~:=qu.est and the Uffce Action assert that RFC: 2.538 discioees

do1‘nai1'ma:n‘1es t}_2atenab1e, 02‘ is cm}? gured 33 as ix‘: enahie, eeia131ie¥nnem.nf a secme c.on‘1r11un.ic-atinn

1i:1kbeca.1:ese the ~:l>:11nai.11 nz1mesi.u RFC.‘ 2538 are associated with a C.‘ERT RR. { -.S’ee, Req. at‘ 330-

31.‘) But I.'l1€T'¥‘G1}~’ associating :21 dmnmm name with :1 pubiic: key c=om21i.ned.in 3. Certificate {the (IERT

RR} deesnotn1ean that the domai:1 name i1?:sefi‘e11ab1es esmbi.ish.n.1emo’1’a SE~i.‘.'u1‘€ co‘n1:m1n_icatirm. link.

Thai: is, :13ere1yasS0cia{'i:1§: 3. danmn name with 3 public key has not'hin;,g. to do with the capabilities

()1? the arztual domain name, s'uc§1 as \-whether the donmin name enabies esmbl.isl11ne:1t Sf 21 secare

cummu1'xi<:at.i0=n iink. Tizus, EIFC 2533 me're§_v discieses domain namese assuciated with puhiir: keys;

and flees not disclose that the d0.mai.m12m1es e1'1ab’le, or are £i(}i1fi§:-lllfed 5:3 to enable._ esta’h1ish;I1e:1.t

0.’? a :secure ::0nm1m1icat.i0n fink.

Tmtll and Acc1ii'ac}= uf Statenuems

I f‘u_:‘ither dea:.lare "that" 31% st‘:-m:mem‘s made herein of 'f.‘l}:'5-" ms.-11 knowledge are true anal that all

statemeemts made an .in'fbn'na.{im:x and befief beiiiemed te be true, zmd further that these statenieme

were macie wit*h the imowiedge that wilifui false staiements and the '¥il~:e ea made are ptu1is‘i1ab7ie by

fine or imp1‘i5.a0nnnent, or both, un-zier Section 200.2 of Title 18 of the Utmed States Code, and. that

wiiiftii ‘fake statements or the like i‘f.13}" jeopardize {he 3-'ai.idit}-'0fi§,1e €504 patent.

Signeti at New \i’~:_3rk, Ycxrkfi this 2.9117: da'y01“ s\-‘iiarche, 238173.

  
Le105 W’

Aiitgelos D) K.ex‘0m§. 15.:
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- Steerirlg Cm'n.miitee_, .-’v’m1.==‘5'eczzz~‘i{;.>:’i’z1rr<;zcfigr:-rs 3-$"{(Jf‘:?'x'S1Z?i)g3 (;=’\3lS'f’£iI%‘f}, 200'? omvard.

c Assuciztte E.dii‘.{‘.¢I‘, .»’&{II\*{ '1‘x'a':.1sm:i'i.(_n_1s on Info1‘1_1'1an"0.:1 and Systtzxn Sec-1.1ri_ty {‘IT'I!i§SEC}_,
2004 ~ 20} G.

- f§'£ee1‘ing Committee, {..=iSTZ{l-WQYT §'¥tJF‘i{:;§?}?rJ}3 an .H'or TrJpi¢;‘.s' in fi<;%s;~zA:r'i:f}.=- {H0:Sec,}, 2006 —
2009.

- Steering CUn1n1itte:e, (I'r.>r3pui<:r' .3°<:?s;:'1.'r'iI_}.= A i‘(.?}1iI&?{.:‘I2I}‘(3? 119.1-;‘}:.2;':§:s“f2{:.2j_::r ('(',7S_.«i 1%). 2‘-.(.10’}" — Z3.(}0’§}.
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Program Chair

o Pmgmmn (.‘.h21i1; ififl‘ {men1aAt'im1ai. C0:1'fe1‘enc:;2 on Fi.n.a.m:.iai. Crypr0g1'aph}e ax1d.Dat':~.1
Sacurity (13-'(i?}, 2‘-:{}_i 2.

- P.:‘0gg;r21:n. c(1—(_”.‘hair, 3 ‘7m A(.‘.M Cmnputetf and Cfmtmlm1.i(:21ti0n f§ec1u.'itj,»‘ {(:§{?S:}__ 2010.
- P+rogra1n cw-Chair, 16”‘ ACEVI C&:>n1pxm;:r and CIomn11micati«:‘sn Security’ {CICS}, EEEOQ.
- .P1‘0g1‘a.m cavfihaii‘, New Secu1‘i’{y Paz'adig.:n.1s Woikfihop SPW}, ?.{}(}S.

e Pmgram c0—Ch21i::_ New Sectzrity Fzuadigzns Wmrkshnp {NSPW)__ 3007.

- C‘.ha.i1; 27”‘ Izatematicmsd Conference on Dist1‘ibt1.ted C::m113ut'ing Systems {ICIDCS},
S£3£??.:‘i“if_}»" .'}"m»;r;'c;, 2007,

- Chair, if?“ Wmid Wide Web (WWW) Conference, §§e.ci‘an*iz}.=, }9‘z*.i1?>:;»;:?y,, 1»fc4féc1§.>éIi.f}»‘ c.<n.::!'
.I’:i’f}'.*i»;:-:9 I}“czc:/E, 2{}i}7.

. (.‘.haisL_ 15”’ USIEENIX. Sec.’;11'i'£y S§,~mp0sium., 2{){}fi.
- Deputy Cihair, {Sm Worki “A-"Ti.€3E.2 Web {‘Vv’Vv"i.X*') C-::mferc;=.11Ce, ,Sm‘.:“z.:ria‘g.-i. Prf1»=;Ic.j;;.-' rszrrctf 2%?-zics‘

.I’7rm;~k_. 2906.
- Chair, 3”‘ Waurkshmga on Rapid Maicmie {“NOR:‘x='¥»}, 2005,
- 1’1‘ogra113 c:0—Clhai.r, 3"‘U‘?xp_;1l..ie«:i Cr_wp’t«3g1fap}13»= and Net\«~.-'or¥«: Secmity {AC.'INS} +C‘..0n;tére:1{:e,

.2{}(}S.

c Pr0g,1‘azn »:.0~—{.‘.hz1ir,_ OpenSig Wm?l.<‘s110p, 2.0%.

Program Organization

a {ie.nsa~.rai fZ‘.’31ai.r, New Security Paradigns Wort-zslmp {'_NSPW}, 2028.

0 CiE:ne1‘a.i\7'i.ce Chm, New Sec:u1iiiy i1’Varad§gn1s \?\»*m'f¥<si1o;3(NSPWL 20099

-I C0~c.hai.r, Em-died Talks, ’¥.7"hUSeLr1.1ri.t}-‘ S),-‘1n.p0si11n:1_, 2093.
- Generai cs:>—chai.1fi, .Ap’;3§i.Bd Crjgptagraphy and Net.wm'k Secu:'17ty(AC‘NS‘} Cmnfere11ce,

.2008.

o {.‘.o»ci1a.i1j, E.nvitm:i Ta.I!.<'s, £63‘ USENIX Securii"y Syn::_posimn_§ 200?.
- (‘firgaziizirzg Conmfittee, Coiunlbis-.151BM.r"Stevens S€s2u.£'it},~' :3: P1'iwu:y {Jay {bi«annuai.

EWEEIII].

Organizer, CmhmlhiafIBE\»{s’Stex.*e11s S:3r:.u1‘it}=‘ S: Privacy-‘ TDa._5«-g .'£}ece1nber2.0i{),

{f}rgani.ze1‘, CUhzmhias‘IBE\/‘§;"Stevens Seu.u.1'ity& P.2‘iva<:3~* {)a.§~'_._ }ilI}€:‘- 316307.

e (.‘.0—mfganizer, ARC};'FS'T£T Wm'ks¥.mp on I.n.si.deV1' Attack and Cg-‘bar St‘.-‘:{2UX‘i‘I.}?, 20{}‘?,

a Publicity c.0-Chain AC‘.1‘vti C‘: 0nfe.1‘e;1c.e an C(3,‘z'i}g31.i£e‘i.‘ am C(m1n1unic.ati(:n$ S§e«::‘urity, 2006.

- (Semrai cu~(IIha.ir_., (I}penSig W{3r'k‘s¥1op, 2.0{}3.

Program Committees

an Prcsgram. Cm1:m:1it.t.ee, E-SOC Sj,-n:1p0si.1sn1 on Neiwmk am‘? Dist1‘ibu.i'r2d Systems Sec’ux'.i:}=

(VSNDSS), 2fJ03, :2(3\04, 2006, f.l0¢TJ7, 2.008, 2812..

- P1iogn‘an:z Cf)I11¥}1§lfiE?tE:, §I:1te1'nai‘i.om1§ W'm‘}§‘sl"mp an VSecu.t‘ii‘y {EW313(7)? EH06, 2.{3{)?, 2008,,

2009, 2.013, ;”;';(}§ 3.,

- I’rogram. (fimmnittee, 5-‘k(‘.1:’»~I C’:onference can (ffomputer and {‘,‘:onunu11icat.i0ns Se.s:u.z'ity

{CCIS}, 2{}{15, ‘Z3007, 2{}(}8§ ;?_.(3{}9, 20150.

as

Petitioner Apple - Ex. 1052, p. 37



Petitioner Apple - Ex. 1052, p. 38

Pmgram Cf)I11¥}'l§l'.iE?tES, Appiieil {II1'}»';)t0graph.j,«> and Nahvéurk Se::.u.i‘17i‘y {AC.‘.NS_} C0z1fere1u:.e5

F.’.{}05, EGCJ6, -_?.::»m3 3031, 2012.

I’rogram. (fimmnittee, Securfiy Syzxagmsiuzxm, 2004, V2005, 2036, 3003.

Program *::{)I1tM}‘1iT,‘(.i3f:, h11f:1‘1“121tiQm1§Cm“1feI‘em:.c on DiSi‘§'ib1I{Cd Computing S}*'S‘{€iI1S

{IiC.‘.BCS), S:;<‘cz,«ri(_‘;: F1~“m;ric., 21065, 2006, ;2f}{‘!7, 2008.

.P':.‘ogram {.‘.m.mni1:iee, ‘Nmisaslxop on Rapid Maicorie (\";«"()_‘R_E\»=1)_, Efifléi, $3005, 2906:; 200?.

Pmgmmn Con1mit'u=:.e, §_z1fmm1atiun Sec'urit.3-‘ C0.n.fs:s.re11ce (‘{SC.}§ 2603, 200?, 2009, 201 I.

]E’.mgr.2m1 Co.xmnittee, World Wide \rVeh Cfom“e;‘e‘:1ce{WWW}, IIUKES, 2006, 2€i}(}“.?'.

P.:'og.gr.:«1z13. C‘0.tmnittee, Woskslxop on Hot Topigs in Security {}'{otSec}, 2006?

2001 2010.

.Pmgra.m fbmmdttee, Financial Cityptagraphy-* {FC.) {.':cam“erence, Z-3.003., 2‘U.i{}f‘ 3:131}, 3012.

Pmgram Con1n1ittee._ Eurcpe-an Wurkslmp on Sjystems Sern,zriI.}-= {E;'m:0S<:c.), 2009, 2018,
2011.

P.mgram. (I?m1m.ziti;ee, ,=‘-\;‘1mxa§ ~(ITorr.1pu1:er Sec:1m:y' ppiicatiams C.‘.m1fere:1ce {‘ACIS.<5\{I3v},

2006, 2002 20} 3.

.P'mgra.m Ccnmfittee, ’USENII¥i ’I‘es:hnica1 C.‘om‘7e.renee_, F:-'ec3E_}.= f)is*triE2z::czZzIe J$‘s<>_*;‘Im—=.:2'rc=?

{j}5}‘ee%3m:_} I }*‘c:1c,r}{'., 1993, '1 999, 2003,

I’mgran1 Cionnnittee, IEEE Secz1rity«.“»' Priva.c.:.»‘ S_ymposium_. 2(}{}(§, ;'.2,{}()8.

I’rogram. (fimmnittee, 5-‘k(‘.ls’»~I SIf.“::Cf(Z3f\<iM[ Woflashop an Large Scale ..=’-xttac.1~:. Dr:-fense

(LSAEIL Z‘-.€}(}f:‘i, 280?.

1’1‘ogra113 Clommitteaz, New SectzmyfP:.1radigms Wo1‘ksh0‘p(NSPWA}, 2(}{}’;?., 2.008.

iP':.‘ogram {.‘.m.mni1:iee, §I¥Ei}§'..}E. W!Ei‘I‘I{I}§Z \’v"c_arksh0p on E11*ierprise Semn‘i1§.-1_ 2{3f}2, '.'-3003.

Pmglmn ¢.'..70n1r11i t'.1s=:e._ h1.t.e1'na1im“121§ ‘C0§‘$fi3I'é.?I1CC on M‘a1'1mnatiL:a1 i\-"I:-:v1'hx3ds, §‘\-'I7oc;1«::1sand

;‘-‘\_rchi{ectm‘es for Computez‘ }"~£e‘m~m‘}-; Secuxiifir {ji:‘x=1IMM —.A(§'iNS}, 2{}U7, 202.3.

Program. Cmtnmttee, .Am.1ua1 Technical fibriference {.-‘-‘\.TC}, 2008? ?.{}_i 1.

P%rogra1n Caxnniittee, Eumpean Sumpnsium on Research in Ccsn1pute1‘S~ec.11ri:y

{”ES()I£{{(_‘.S}, 201}.

Pmgram Con1n1itte::._ h1terna1’ic:mz1§ Wurkslaop on Mame Se<:1xx:iz:}.* {‘sW¢£S), 20$ 0.

Program Cbmmittee, 40“‘ Annual IEEEEIFIP intemational Crssnferzzmte on Dependabie
S).rs'£er11s and N’eh.\-*m‘ks (D Ii)epeI1(iahh=: Canxgmting and Communicatimi S}.=:'11p1'asi1m'1

HJCCS}, Z‘-.010.

’I‘1‘0gram (}‘.1ommiI:iee, (Ton1pute.1' F t‘)I‘{3!'1SiCS in Saftware E-I2giI2ee:‘i.:1g Whrksixop, 2009.

Hogram {.‘.or.mni1:iee, ’US!EiE\‘=‘I}§ Wm‘ksI'mp m11..aI‘ge~sce11e Eélzapinits and }3l‘n1erge:1t 'IT'h1‘e-aiis

{V}_.EET}, 200$.

I’3'ogr2m1 C.7cumm'ttee, 23’"1 .Intema1im1ai Infom1atim1 SBCul'ii‘j." CDI.‘2f»‘3Te11C-E {IFIP SEQ),
2008.

I’1‘og_§1‘am Commdttee, Joint i'I‘mst and “PST (fi0nfe1*euc.es ur1Privacy, "I.‘;1'ust i=.\{ana2_1_e:11ent

and Sc':C:m‘.i'£}" (LEiFIP'E7i§»\'I}, EUGS.

Pmgram {.‘.s;>r11m.ittet:._ F‘ Cfon1put:=.r Secu1*i<:3,-' Arc.hitc::cmre Workshop {GSA \’v"_’}, 200?.
}’3‘0gr.2m1 Cmmnittee, Sm H €}Ei.Ei Inf0n"na.t‘ion A§s1u.‘zms:.e Worksllap {‘{A\‘v’}, 2{}€}‘?(
Proggram. Cfmtmxittee, ,=‘-\.r1ti~iPhi.si1iI3g \’v’t_srki_1‘1g Gmup (.-‘\.PW(T[} f:?C?.'iI}1€ Resaarclxers

Summit, 2007. _

I-‘*1‘0g1‘a.m Conlmiltiee, 4:?’ G} I1'1te;‘11ai:io'I3a1(k1n.fe;‘eucem1I3ei:ecIim1<>_f Intrusi0.u.s;
Maiwarfs, and \v’1dnm*a.bi¥it§s Assegsnnent {DIM\,="A.,}:, :20£1’.?,

Program Cbmmitteeg Z’.""i NCIVI Sj»’111}_30Si11I11 on inf0n“nAti<:sn, Computm‘ and
(Tmmmxnications Se+c.u.:'ii'5;' {'.»-ixsia{i.‘.{‘Z?§}__, 2{}{)”r'.
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- Pmgram ikmmlitiiee, (im §I:1£e1'nai‘i.oI.1a§ ~"3»;>:1f'e;‘et1ce on Cirypttflugy aI.1d‘Nei\‘v0.:‘k Set:.u1‘iiy
{items}, 2200?.

- I’rogram. ificxzzunittee, 2,”‘iW01*i<sl1op011 Advances in "{'msted. Cs:amp*u:ti.ng (‘\‘.='}<\'i”Cf}, 2.006.
- Program C‘.£311:u1*1it.t.e.¢:, h11t:1‘l“1E1t_ii}n£1§ CIm1fe1'e;1::.c an Tmfmnzatieiz and COIRITEifi1iCE3£iO1‘1S

Security (ICL‘f{£_‘.S), ZEWJ6.

-v .P':.‘ogram {.‘.m.mni1:iee, 2“ Wmkslxop on Secmie Network Pa‘0t'm:o}s {NPSEC}, Eflflfi.
o Pmgmmn (.‘.on1mit'1ee, ifiV\VL1fkS]1{.3p* m.1}-imfopints in Systetzn I)epe11;da.biZi.t§-‘(E-ijmflep),

;'-3{){}5.

- P.:‘ograz11.C0nm1ittee, 2.0"}°‘ A(.‘.\<f¥ S§»'111p0sh.1rn on A.;3;3h‘ed CmnpL1i‘ing £f‘SA(.‘.V}_, Trust,
R€‘C01':‘liT1CndfiIiG11S, Evigience and. other Coiiabmratiolm Know-ilew {TRECK} ‘Track, 2005.

- .Pmgra.m {_‘.ommdtiee, I“ Worl-zshop an Operating S}=ste.:11 £111§AfC}3‘i.tEC’{LlTS S1:pp01'tf<)rt11E-.

on demand IT Infrastructure {QA.SISV}, 20%».

- Program Cimmnmee, Workshop an Inf«;>m1ation Security Applicatimns {\-WSA}, 2004.

- P.n')gran3. iifmtmmtee, W'o=;:kslmp cm Logicai F0z11‘1cimi011s of an A€iapi‘i_\-'6 S‘EC{1I‘.i‘i}<"

Ini'i‘asm3.c.t1m': {'WQLFASI*) 2004.

- .I"mgra.m Cornmdtiee, 29”’ IEi£€}E; C0m“e1‘en<:—e on L-ocai Comp*n‘ie.1‘Networ§<:s (L(Z’E\"}, 3004.
- Pmgram Cf)I11E}1§liiEtE:, 2"“ Inteilmiional ~"30n.i’e.1‘e11ce on Trust s\'?ianaget11e:1t, 2004.
- I’mgran1 Cionnnittee, Asia BSD Cionference, 2.804,

0 I’rogram. (Immnittee, 3”‘iA.t1:11:aE NewYo1*k Metm Area Networkitag ‘s-*5.-"u2‘ks1mp
(N\:"E\-'IAN_}, 2002.

- 1’1‘ogra113 Committee, Ciuxud Compmi.ng Security Werkshop (CI£TSW}, 2009.

. iP';.‘ogram {.‘.m.mni1:iee, Wmkslxop on (31‘idar1d{iI§0ud Secm‘it§.-' {‘\-§="GCI~Secb), 201.1,

- Pmglmn ¢.'..70n1r11i t'.1s=:e._ W01‘i«;s}30p an C ybm Security Expt2riTm::11ta1ionand Test {CSET},
I-3{)i 1.

Advismfy Wtxrksihops

- (}jDNl'-‘”=.\‘='SA 1n.\.=i1:atim1ai Ws:nfksi‘1(_zpmlCiiomputalimxai (f7y{>e1‘secL11‘ii}=' in (fT0mp1‘mnised

Erwirc_mzne,m.s {'C‘3F;_), K.eyst011e, CO, Septexnhm‘ 201$.

- ONR \3.=’mTEs;s}}o;> on East C011}pater Sectmiiy, Cllicagje, 11., {)cm13e.i‘ 3{} M}.

- Intel XX-"0:‘kshop um "fn.xsi’ Evidmme and E?.nd~m~t :mi Trust in E-imterogenecxtis

Enx-‘irosnments, Santa. Ciiam, CA: May 2010.

- Inteifiggence {Z‘omn_mn.iiy‘ Technicafi Exciixaxxga on cwi.:1g ’I‘arget, ‘Wa.sE1i.21gto:1, DC, April
2010;

- Lackheed .Ma:rt:in Future Secsurity "I“hreats Wm*k.s‘h0p_, New Ycnisz, November 2009.

- Air iF0~1‘<:r.=3 {}f'fi::e ‘£.7;;3r Scientific Research {_AF{I)SLR.V} iIn_\=itaI.im1ai W0rksh_0p on

I-Imxmgzmenus Enciawe 530ftwa:‘e us’ H'L§?.£;‘.!‘Cigi3'I1€90l.iS E.m;'.lav2 Sofm-are, ..4‘-\.r¥i11g£'0_:L \-’.._¢‘-\..,
Ocitobei‘ 200?.

- Future Inwmei‘ Neiwurk Ilesign \-Vorki.:1.§;_z Meéfling, Arii.ngt0.:1, VA, Ju.n.i: 2007.

- AR Workshop an Insider Attacic and C.‘ybs=:1‘ $ecurit'y, Afiitxgtotz, June 2007.

. Iinvim-innai W'orks’E1op 011}9'uture Dixmrtims for 1;ha(fiybe’r’I‘z*ust Pmgram, i’ittsb?z::;‘ggh,

PA, Om.e»ber2{1~(}6.

-T ARCtfHSfi\E{1?,e\Envitationai Wm‘ks1mp on 1\/Ialware Dete::ti.+on, A.1‘1i11gto13, ‘VA, August
;'-2(){}5.

.. D¢paz.'tr11t:nt ui"{)efer1se Ir1x-'1'ta}tim1ai ‘?v’m‘ks‘r;n;3 an the Cmnplex. Bclzax-'iLn' O’fAL§§i}1‘:°1i\—’€,
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Netx-v’urE»:~{3e12.tt1‘ic S}”Sl‘.E3T11S, Coiiege Park, MD, .¥uiy 2{}f}5.

. AREA Next Ge11era.tim1 Maiware hwitationai Wcsrkslwp, Almapcsiis Jutmtion, MD,
March 2005.

I C0-i::ade1‘ufse.ssi.or1 on "Se.c12tir1g 3uft's:<-=a:‘c e;1\»'i;‘o11r11e:11:2", jeim NSF and Depa1*tme11t of

T.I'i3a.SLi2'jr'}11Vi‘£ati(i¥.l‘1aI Workshup an Resiiient Fi—na:nc‘ia‘i infcmnaticsn Systems,

W asi1i.:1.gr.m1, DC, s"v1a:z_‘<:h 2005.

o DARPA.A1:spiica'{im1 C01in.:m:.:1it'ies Km-‘i.tationa§ Wo:'ks}3.op, ,*‘\.I'1iI‘I§.;.{i£)I‘IF V ()L‘.t.ober 2Ui}»4.

- I)..¢\RiPA A}’Ne‘iS Invitaiiimzai W'o1‘§~;3hop,, }’hiiadelphia, PA, Decemhel‘ 2(3{}3.

- Iim-“i.tai‘i.om1§ Woxkshmp an (.‘Jybet‘sec1Hi.t.y W{_u‘k.{"0.:'~:;e ‘Neeils .$assessr11e:1t and

Educatiuna} InVucwat~ion, Ariingt¢:m, VA, Atxgtzst ?;{)t)3.

- {nvita.’:-innai W¢;>rks’i1s:>p an i1_.a-rge Scafie Cybex‘-Sec*nrity, L-fi.l'i.S(‘§O\\’T3S, V Mi11‘¢:h
2003.

. IP Securit},-= ’Werkh1g Group Sec.reta1j,-, 1’ntemet?Engineering Task iForc.e (iiiE'TF9}, 2.003 -
2(){}8.

an Session m.odera1'mfi_, Workslzop an Intelligence and R.es.:ea1‘c1L Fi.0rh:~11i:1 Park, _, October
.2001.

- DARPA C{‘J!I}§.‘.IOSEIh1€‘ }'{igI1 A.ss11:‘z»111c:3 Truséied S-}"Sf€?I1S {C.¥§IATS2'_} I1w.iiati.i(ma}

Workshop,,_ Napa, CA, NM-‘en1ber ;2{}fJ0.

Other Professional. Actijvities

0 (Tc;-c.ha.ir,_ A.(.‘.s\-*1 Ciorznpuring flassificatiola VSV_wter11‘Upda1e Coamnittee {“‘Secu;'it}-* and

P.:‘i2vacy” i(1p~Ievei node)_., 2'01}.

- Member, ;1.CM Comput-ir1g Cia.ss-ifica:tim1 System Lfpdate C'i0rmnitt.ee ijtop two 1eveis:},
2010,

an Externai. A£}V"i.SD§‘}-" B¢L}i;iI,’i_‘§ r11e;11b¢x‘, ”i—e;ra::a'¢:2.' .I€e?:.;1-Iirrw ;‘s=I.:;':’.¥};7i(J'u.S’ t:7r,>z:s”e‘: Icfc?m'2§fEcraIir.::2‘M’, EU

'p1‘(3jeCt, :28} O - 2312.

- Reviewer {‘§_;{IEu1t app1ic.a'ii 011$), Greeisz E‘srIi'i.:1:‘s3t:‘),-= 0 1° Eiducatimx, .2’-1}] G.

- Rwiewer {gra.21t.211:rp1i<:azi0115}, Dzlnish Nan'0.n.a.i Rese;11'c}1. F0x.;mi:;::io:1, 2010,

- Memlaer 0ffi'1e Scientific Advismy Baard, {:€13‘i‘§é3 _i’m' Re.<;e.a:.‘c§*3 303:1’§':3¢:fi2_z';ar3§£;a§gy,_ ?§'i:5::§§Ei$

{"{.‘.E3§§’37§E§}, 2{2l{}S ~ 2.011.

- Senior §\»1en1be1‘».:>fTh€ ACNL 2008 01m-mci.

c Setnior wmber ofthe IIEEfE._., SW39 onward,

an Visitirzg Sci.ent.ist, iI_n..<_atit1u':: for }nf‘0c0mm TRe3:2a11‘ch.{II3R._}, f§ingapm=e, Febr11:~_1r“§,-' ~» R-'¥Ia.§-=
2087,

- Coiunibia. Rra13I‘rasentati\=‘e to the Ixlstituie fer I11fm'1naiim1 }i"£.fFaSIi‘1.lC—ti1!‘€ Pmtecmm {£3 P}?
2006' « 2063.

- ’I‘e::11z1ieaiAdvisory Board, 5,fI:;sc*k§s'cgrfé3 Inc. {_’f£_1rme.w’_;.=‘ .§~;‘em=u> .‘§_}1s‘I£?ri?.€ Im-;?._,i, 2006 -« 2009.

- Techmizai. .:»‘\(h-“i.s(n‘y BQMUL .Rcm‘rTL:: In:;.‘., 2006.

. Reviewer {grant applications}, Instituizac for Security 'TI‘ec’i1n0iugy Stmiies (_iSTS),

Dartnmmh Ciuiiege, 2006,

e Rem-rim-=er{ Si.ngapnre National Science and Technoiogjg Awards {NSTA}, 2006.

-T Boarrd of mrectors, .S'rs::rci.=’cS:gfE3 Inc. {j‘é}2*rr2e;>.z-‘£7: .Re1<>i1.=<2 «.‘.{.vsm;:_-; fried, 3005 — 2009.

c I-‘uurxéien f:IIc:»;?i%5‘cg;*é'..fz'z»:;-. (I23;-':r2m'17_';--‘ Rm--‘Ems ,8}-=.sz*'e;I.mr.$: .{nc.?_}, EH05 -- 2009.

s Expert witmss in cri1nin.:zl. m16_i11tell.ec.ma§ p1‘0pe1‘i'y iitigatioia sagas, 2085, 2006, 200?,
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2009, 2310, 20? 3..

a Science Fair Jzidge, Middle Ssslwul for Democ.rar:y and Lead.ership_. Brooklyn, 2005,
2006.

- Rex-"ie\w:r (gran.t.21ppI.icmi011s}, Swiss Nmionai SL‘.i:;>nc.e .F’0unv;i‘aficm, 200?.

- R»;«~x=ie~we.r {gra:;zt applicat.ions), Netherlands Orga:1isat:i0n far Ss:ient:ific Researrch, 2005,
.2{}06.

o Rex-=i:'m-=e1*{.g1'an1 app1ica.tinn.sfi), USs‘°Is;7ar2§ Binationai SLti.em:e Fouxmation, 2003, 2005,

- NSF 1‘ex-viema-‘er p2u'1e§i.~3t; 2002., ;'£.{3(}3, 2{)06f, 2{}{JS_, 2009, 20} L

- Inienilet Engix‘1r£:ering Task‘ Fm‘c.e {iET[F) Sec11n'I‘y .3-\.ra:a Adviséur, 2001 - 3008,

Ph.D. Thesis Committee Service

an ¥.‘»-'H»:hai.i$ .‘Pc_1iyC¥1mIzaki.5, "(R-.?}?€'I‘i€.' C’r)a:fe I3‘afj<?L1'{i{‘§3“i .»;?Ifm.rk _l)e£e!(.'IérJr3 .z.:..~':ir':g {.’0d«;:*

Hsrzufcmiarf’, CUi1}.;“)1W3i‘ Eécience i)epartn1e.z1t? ‘L}nive1*sity m“{‘.':rete, Ocsmber 2809.

-v Sp§_.A-‘ms An'£onm.0s, "1}e;jf£?mffngag»;xim't.Knowrr mrrcié Z.3'}zicmn~s.=;*‘: ;-=I.tmclcs m;£.*e;.jg at ;-’\v-Elm);-‘It Q)"

..~'1j.g‘}?;-2:3¢:! .I:?c::2eg.«;;:w:J(s’f, Cu.n1pute:;‘ Science IJepam1":ent, ‘L3'n‘iversity of Crete, {)c:ts:3ber 2009.

- V’‘an—I‘-TIm1 Pham, "Ht:;r2c{;.s;,:;::I Tr1;*.<;’8.s‘ }*‘or‘zm.«;f¢"?.«; E1}-’ .;*';¥:i’s<:m;~: a_fI4Iz<:zc?l<: .155‘:-=er2I .!<:a’sr2I2fficc::fimz",

Cimnputer SL:i.em:.e (Stump, (.‘.mmnunica{ions and Ei:2cttm.n.ics Depa1‘tx1:1e1t1I., Essie ?‘~§:;:ii0:1a,ie

Su.pe1‘ieure des Teiecmlinmmications, September 2009.

- Gabriela {I.‘,i0caz'Iie, "’f2'1rm.r¢;r'd:; 5’:-:r{f%.4cfc:gJa.i1.=e.A1tzrm::.:1.{_1r1I)gIect.€(m Sen;s‘m1s""_. Depar¥.me.m

0f C0mp11‘£.{3I' Scis=:21ce, C0¥u.mbia Uxxiversitjg‘, Septszmber 2009.

o Vanessa iFri.as-Martinez, "'Bt;?§?£I1-’i{)}"-B£I=¥€£%c:2':‘Ic3":‘?2iJ§§.‘fwI aw ..a"I'<;?ces:*:e' £’.‘T.‘<m1'r{31_j}.>:‘ Nertwrsit

f_s"e;;:;r.:r-'i2{j:->”, I3epa.t'm.1en'i of {::01'I}pl1fL’~i‘ Sci.e.m:e, Cfohmxbia Uni.ver5ity, Sepienxber 2{}{}8.

- Wei-J en Li, ”S}’A1x’3E.' f1'_},=‘bI*I7d§s:}~’.9£(:?In__fE.1£‘M511hi"{ids-Be?m‘i§‘zg 1)rm..:rr2~e?z2{ li.3::r;=eV:>Ii{:2;z

Departzment of fiiutlxputer Scielzce», COIu1fnhia. U n.ive1*.sit§.-',_ June 3038.

an Raj Kumar ¥§‘..ajem§ran, "1’}‘n:? M‘e?1l1m:i"_j,fbr' .5f:'r)r:2g1)m‘ecz‘§w2jé‘;r 1)i.s'Ir*iZr1¢re::i R«:2z.:ii:zg"_.

Eiectricai iE11gi neerixxg Tfleparmaexmé Culumbia ’L'%’ni.x-"e1'sity', March 2008.

- C‘I0.I1Sta.I3.i‘..i'i1 Serban_, ’T.-=?cf1.>c:nce.«; in 1)::/»:;-a?:2Im{é:¢;?cf wad ,S'z‘c1f.:g;’é.;l L.‘-*»§c?c=‘e:<s‘.s‘ (I.’(m.Imi”, (fmwzpazier

Scimrwe D+epaz'm1ent., Rutgers ‘L.f11iversi1'y, Decen1ber .—’ZfJi’}‘T?.

- ifiicardo E3a.x'attio, "2’T)E7‘i:\’{i7.’..«:¥ £?"iN1.r.:IicmcfRszzrzoie1L3i5p!a:1}3:it*:?}‘:£fec:Iu:"e_fi::rZ)s,i:IcI<:;p

{j.’r}mp:.;ii;'2g”, Coxnplitet‘ f§cien.c.e Depzlnxlxem, Cfolunfiuia Uni.w:rsitj,«>, ()cmber 200?’.

- Zhenkai Liang, ”?E?c?J2r2iqz1as' fr:_»2f2aIcm1uf<:!d(>21-=Iw3;'—AIi:v(.%kR<s.spmz3emm’f{ec.+m1»*e:j}.fi"’,

Cflmptltel‘ Sciem:.e Deparm1ent,._ Stm1yfB.2'00k Unix=‘ers.i‘ty, I\5m=e:nbe1' 2006.

an Kc Wang, ”.e\5(:?l‘¥1«’{‘J.¥‘§'I3a1{}.’f{}£i3!'iZf~[T!.£;!.!i't?d ,»§;'.':1n;r(;!_1.= 1I.3:;!z‘L2c?firm 51311;!‘ (‘}::»n{c?r3:f»be:I.vm’ ..4i'.!.'(~.ur'.a’

(‘.T:::?‘eIatia:r (Z':omput.er Science Dep:.1rt.ment, (iioiuxtzbia UI1}'V‘E,!‘$‘itjf_. August 2006.

- Se0ung~i¥3u:".u. Lraze, ”,*‘L:fl:':J,_>.:JIi‘~sre% Qzxctlixf}-»‘ {;j}“;S’er*s.*.ic°:;f,fé;r3* .¥'¥"iI'e%Ic*s.',a‘31:3’Ems:Noarfu-=(;:r'k5"', Eieciticai

En.gi11ar3:7i.mg De1:sm1:znem', Columbia [§i:1iv‘er3i1y, June 2006,

- Siiliunm Hershkop, "Be.‘z:Ivia;-'~a5:1s:;ez;1’ !:7mc1‘1TI .(-:%‘,*1c22.’_§.—=s‘i,s* with ../1}.?jJf§£?£If§{3i'I I0 ..S:m1m .lfJc:'I'ecI1.'c):z"'.

C0mpul'er f§ci.e.m:.e Depan.:11e11L Ciulumbia Uni.ve1*si1y, Augusi 2005.

- Gzmrav S. Kc, ”£)c§_f£'aN»::Iing f§qfi‘m::r'<:;=1ga1'in=:.'£Proce:s'5-.s'z.:‘f2w3rsi.<n-?311::-irks", CIom;_:>ute.r

Scienc.e Department, (f.‘0iun1b.ia ’L;‘-Iziversity, A;3.z'iI 2005?

e Gang S11, '1-:’u-i‘CL?I«-'39.‘ A §\-"::m.~' I-"'irr-M2Ii;:mfir.m xfpg3§‘::>c¥<i‘§: Io M<:2‘2iEe Emmi?zurn’c<1!fam’7.

Ccamputer Sc’i.ence Deparm1em,., C0].u.mbia Uxzix.-*e1'sity', i‘v‘Iay20(34.

- .Em1ai:han M. Efi.e;mm.x., "',S°er1~>z'c;'.:?,s'jé::x'_.i'r~2zcrt~2ef Te'fe§g1l1r)r:r‘}.-"'T, (_7on'1p'uier Science I)ep:1:'i:men‘t,

Coiuznbia U‘£‘}iVE'i‘Si.E}F, Decembex‘ 2003.
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a Michael f§(0u:na's-his, "I‘I-'agr'c1mmi1-zg .«' -‘1?I.'w{}:*kfArcrh.if:?»:rXura?.5"7. Ei€Ci1'iC£i1 E.:I.g§11ee.1‘ir1g

[)»apart;13ent, Clohmabia U11ive1'sit),-g June 2%}.

. Wen}-12 Jiaixg, "Qz:2.S' .s’vfea.s*M-erxyewt and .3362‘fI£Igf8§I2f€2f?ff€)f" .I:z1.‘err2eI R£';?é;'l£"-é"ii?E:;’— .»'\«1iz.:1£irm2<:2';%'<:1

Sérz*wfz,rc~.r.';"', Cm11pLn:e1‘Science Departn‘1er1L Culumbia igfiiiix-ersitg-', Aprii 2003.

Past-doctnral Students

- H3-‘um; (‘ban K.i1n {fictoiaer 12%’? - {imoiaexf 2008)

o Steiios Sidii‘€3g}0u {(I}ctobe1' 2008 - December 2008)

o Georgios Po:‘t.0ka.¥idis (:NT,flI'\':h 20130 »p:‘ese.n.1i__}

-T Mic11a.iis P015-'chmnak§.s {Ev-tija); 2.010 - present}

- Dimims {}em3iaiz1ki.s {_".¥’um: 20.10 » p.rese:1t’_}

Current PILD. Students

. Georgina Kontaxis {’Sep:e;nbe.r 2331. '1.)

- V-"asiiis Pappas(_Se'pten11:n21* 21009 — present}

- "X-"as.i3..~::ios }~i»~::z‘11.erIis {:Sepi‘eInber ;?.{}{1S ~ p;'esen't_}

- Kzmgkuok me {'Jan’uary 11008 — p1*eser;t_“}

c Samimddilo C11-a?»~:ra\='arty (.¥‘a1ma1‘}* 200? - present)

- Atigeiika }?im-“om {Sep1:embe1‘ 2{1{}6 - jmesent)

Graduated Ph.D. Students

5 Debra Cc_mE»:(:.Ea1ma:‘y2082 ~ June 2006}

Thesisé iitie: ”.5i‘f<;;s;5;:.’c‘ .e‘,>’:T‘<:s~c‘.3c* {L..".§g.>:’;s;=?;+“‘s""

iPost‘~gmduanion: Me111bex'0ftI1e '}.":=:<:l_micai St'e1f£ 33:311. Labs

C7z1;‘re11t.Ijx: Research Staff3\«-'Cem11er_,Te1<:c)rd:i:;1 Re.s;earc.h

- ,=‘-\_:1ge~ias Stzanarou if J2u'm21ry 2003 « ..=\ugust 300?}

c: Ti1eSi.5tii}.e: ‘E93 Q1-’{?i‘.3e:{}.*.5?3'23}?if{?e1?f3€3‘aE?hf§)£‘33§'Ie;f~,*‘€}-~E§1s:?§§t?é’!fi:'.?€A3MCI:i.*'s:?§}£:f§{§.FN

{‘aw.:11'dedwiti1 distinmtionj}

iPost‘~gmduanion: ,»:=XssisI.a.m: P1'0f‘e.<_a:m1i.,{ZIa1‘11;:1.m:x‘ S§<:.i::*1‘1c«:: I)epmih.r1e:1t, iieoige

Masgm U11ix-'e1'sit'y ('GI*viU}

<3 (ff*ur.>:‘enil§;: AsS.ista::1t iP1‘ofe-.3301; ifmiputex‘ Scirsmze. Deparin1e.11t_, {}e0rge Mason

mm-'e1:sii:y {‘(}i=.\*{{_§ )

- Michael E. Lomsto (Sept.en1ber ;’.l€}tTJ2 - December 3.0()’?}

:;.—. Thesisé ipitie: ":‘:§’:‘I£§?'f.{f§-’ £’{::.s':‘a{r*:;:s%__;fEsr‘ §.af<‘1f__ff'i-‘§“.£}'.*"‘a’;? ,.‘.é"s:tV.§’,;*'l.."’__1?*.:;;T-_"&%;;z:;=e”{awarded \-x-‘ith

0I.istimtiion._}

Q ¥’0st—gradu.ati0n: ISTS Research Feiiow, Dartmouth College

c.~. C‘u:‘:'eniIy: Assisi‘a;.1ifPmfess0z‘, I}x:paIt‘x1'zent0f‘C0.:npu.ter1‘:§c‘ie.n.ce, UT}iV€i‘Si’[.j,~" of

Caigary

o Steiios Sitii1'c:g.iou Qhme 2033 ~ May 20%)

/_ Thesis titie: "'1¥«,';g;‘}.'1-:.»:.:.s-‘e2* [’e§flf:ee::’é:gg§ €s'L«:.w’;::g :‘Ti‘m'.ar E-*"’£n*.‘,ns:::Eissczfims:”

P<:sst—;.graduat.io.n: Research Scientist, C.'i0iu:mbi.a Univm'sity

*4
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Cli1‘1‘€‘I1{I}fL Rieseiamh Scientisi, MET CSAIL.

0, Ma11s0oi'AIiche1'rj«'{‘Septei11ber 2006 — October EON}

o 'I.”hesi.s title: "’.»=E .«’.i.¥,r‘.«.*.«‘;**.*i:’:>s3.g~:f<2u" }3’<:>z’ii:§:c £Z7:'§,f?i>§-'€8:;='2¢=??23‘ Ami’:.€ze?»;:%e?::.s'i:{;’i;ir i":~:":'_?:3.<‘1*.’s;? ..--iiiifi ffiisi:
i‘3‘>""i§.?<""i-i~’(}i".?E{lS‘ ”

c,= }’0st»gia.duat:i0n: Ms:e.i11bei‘ of the Tecliiiicai Staff, Ah:ate1—Lizcent 8&2} Labs

Ciii‘i‘:::i1tIy: iv1ei}1i‘3ei‘ 0f‘the Teci‘1nica1 éSt.a1“f, .»"§.iC~&i?t?i.-{.-l:lC<t31}iT Bali {mas

o Biriam Bowen {Se'pt.enfzber 260’? » Decimtxbszr 20 10; c.0~aLiv:ise«;*I with S:—ii.\-‘a.{'0::‘e 3, Swifo}

<3 'ii‘i'l€‘S’iS tiiie: ”f3£iS§_g?’? izzszcf ,i»-'i§,*“.3.i':L’:_1»-‘.1~‘«‘z'i.~*;‘ egg" .£i3is:.~{3_i= 5.53.13" :'i:*.»‘;>:z.:s‘je7_;,»“ {.i.::(.?a»‘:‘i:,’_31s'i"{3’.-"' i‘?i"ia.::;i;;"i.f._11.*”

<_~. Post-gr£ic1i.i2it.i01i: Member cf the Tecliniczai Siam‘, San<i.i;1 National L::;1b<i1‘aii;ii‘ies

Currently: Meniber of the Te:hniifai Staff, Szmdia 7=.\;‘atio11a.i {;a.b0x‘a.tories

Service at Columbia

o (.‘.oni;3i1tei' Science Department Ph.Ii3. (Tommittee, 2010 — 20.! E

-v COI.1‘1pl;1'U3_I‘ Scieiice Depa1‘m:1e1:n.Fa<:.i1ii‘ies C{‘)I1NJ.‘lii.1’.<:€§ I-E0(3} ~ 2008? ELM) - cm:x‘e:_1i

C':}.ia:i.t, Facilitries committee, 2003 - 2U0:’s, 201} » cumsm

- Miic. Admissimis C«Ui1‘l.l1}i’£I~86, 300? ~ currem.

an MSG, C0i“}1i11it'7iee, EGGS « L‘m7I'em.

- Clomputer Sciencs Depam11entFacui’t},-' Recruiting, cciimnitztee, 20022, 2008

- C.‘.03.umbia CUl"fl.II}iiItE:ii on Reseamli Confiict. (ii"!Ii"11E:t‘i:si. Piuiicy, 2{}C%? ~ 2008

o (.‘.0—mfgani;zer, C.mnpu‘ier Science Facxuliy R.ei'reat., F:~.ii.i 200?

- Advisoi' for the Schooi of Eiigiiieeringg Computer Suienc-e Ma_§oi's, Freshinen &

SUpi'1(1I.1".l(1f€S_, 20061 « EGUS

- Ciomgzimer Science Depa1'tment Unc'iergra<_iuate r"1.Cil1‘iiSS‘ii3I3S Represent:ati\.=e, 1’.0(.1? — 2008

- Advisur for the School of E.ng;i11ee.:'ii1g(iIomputerS<:iaiu:e Mzyiors, SE‘-!’1i0!’S, ?.{}i}? — 2034,
2006 — 306?

-T C‘c::mputer Sc’i.ei1ce Deparmiem. pace Aliocatioii Poiicy C(}fl1l‘I}Ji‘tt8e, 3002 — 20 E 0

- (IT‘.0mpi11:e1* Sci.em:.e i:}€[3?11‘iZi‘I‘1eI}i‘ IEZwaii1:s R emeseiitatix-'ie§ ?.{)f}2. - ?.{Iifii-3

-s A(i\:i3m' "fair {ha Schoai of Eiigi1ieeI'iii1g C0m.puI.e1‘ Scieitice Majnrs, }imim‘s_, 2002 ~ 2003”
.2005 — 2{Ji{}¢Z:i

- C.‘.0mpi.1te.t' Sc:.iem:e D‘BpE1—I'Ul‘1E'l1i. C.‘.R.F Direcmi‘ ifiiiiing £:0m.mim:e:_ 2{}03

- Advisor {at the Scimoi 01‘ Eiigineering C«;m1_13ut‘ei* Ss;%ienc.e ‘:\='Ia_i0i's, Snphomores, 2801 —
2002

an C(}I}ilpI;H'2T SL:i.em:e Dgzpamnem FflCl1it'y Recr1iit'ing c0iin.in.in.ee_T 2061 —- 2002

- Exemtrive Vicei¥i’ro\.«1::st c-ainm-itt.ee on CV<>iu:mbi.a's response to the 9;’l7£ events, Fali 2001

Teaching

("§"§»:r.ires iI‘I(Zfit'.1‘Cl¢"{? rimxrri c<:«zm:«*e qzialfzja-= mz'i;'2g_fi“r::rn stziczferz? (\"I.i‘.I"i--‘L’-?_}.~’.‘ gwm--‘i2_i.—* was crrnrrifzzcri-:c2{fé;:t'

.s":m:m?¢:';“ 5‘£‘f.'§.§'ii')i‘Z.Sf,i‘

- Instructmf, COME E63 83-} — gxcmincazci Tupics in Netwuric Secizriiy-y Coiumbia.

L.§‘1‘£iV"¢I‘Sify‘

Faii 2006i: 17’ 0i}—ca:mpus students {%3’.§»S’.»"5)

e i}1S{l'U§_TT.01‘, COMS W69‘.3S‘. '3 — A{1\’Ei§'lC§.?£3T0]3iCS in Ncztwmk Securitg,»-‘, Cnhzmhia

., 3 -
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’LL§niversi'i§£

Q Fafi 22094: 17‘ s3n~Cam_puS Stud.e11ts:"4.z5';?,/‘5,)

a Spring 2003: $8 on-campus students {.;?*"»-,-L4I?,3

s Enst1‘uctmj, COME W4! 80 — Netwm7i<' SC{.?1,lfi‘{.j,«", Culumbia {;§;1i\-'c:‘sii'y

2: Spring 20} 1: 4 (f.‘:\-" studems (’§=‘vi-A}

.:::~ Faii 2010: 2 (IX-"N siudenis {}\$’;=aI‘}

v::~ Spring 2020: 2:3 Lm~cam_pus and 5 C‘s-’N s{'ud.em's 48.3)

L; Suxmner 2i}0(:i: 75" CV Sfude'I3‘{‘S :’;=\=’;={;-ii)

<_~. Spring 20136: 53 omcampzls 21n.{19 C‘.-\"N smdems ('4. ;'4x":T}

c Summer 2005: 4 students (N..¥’;~'{)

Sprimg 2005: 41 an-cazmpzis and {TX-*'N stuciams {é$.;?5..=‘.‘.?)

-:2 Summ.-2-tr 2.084: 6 C students (g-:“v?*'L4_}

1: F31} 2083: 45 on«c2m1_1:sus and 12 (TV stu.d.e:nts {:1 F4,-"L5,:

<2 Sunm.1er 2003: 5 CK-" s;mden'is {}’&-’.1-'f;<¥,)

:: Faii 2002: 43 m“}-CELmp11S and 9 CVN studems {'3..i? 1’./51;‘

F31} 2001: 23 my-s:a:mpus students {3.r§..="5)

- hlsinictm‘, COS \R~"41 18 ~ ()pm‘e1t‘i.11g: Systerns, Ciahtmbiiaz UI1iX"‘€fS.i‘i‘f§"

9 Summer 2002?‘: 8 (TV students (‘;»\a'i )

 

 
 

Fafi 2.006: on-campus and 7? (TV stmients (3. .”3,="'5_}
O

at Summer 2006: 15 CNN smdents {I-*\»?-ici,)

c. Faii 2005: :32 on—czunpz1s and 9 C students {3..».8’6..-’5)

S[3}“i1'l§.f, 2004; 32 01M:amp'us and 4 {IVN studemts {3,3AE2x"5.}

v:3~ Sprimg; 2002; .37 n13~can‘1p*11.s students {’3.13.r’.5}

- Instru " :01‘, {TOMS \*\-*3 2 5".’ « .é\d'\-‘3'I3C-t‘3i‘.1 P:‘0gj;‘aI1111z.i.u§._;, Columbia {,.§.u.i\='e:‘sity

<3 Fafi 2013: 3'?’ omcampus siudenis (3.25,-*‘5_}

Fafl 2007: c:m—c:-ampus students ('?~;f.1’6..-’5)

- E.:1s{ru<:tm“_, (l"jES?iZ}0,"U03 « Btliidiilg Siecure ‘Sj,*'St8I11S_,UI1i'~.’€1’Sfij,’ (hf Pe.u_:1.s‘yivaI3i.3, Swing;
£998

Support for Research and Teaching (Gifts

and Grants)

fi. PI ('c.o-PIS: .R.{)xana C:‘n:a1nba.s1z, ,?u11fe11gA3"a11g, Simha Set11un1ad11m-‘am, Sai Stolfo),

"_.=1v{£i'£ii1'€}:;Z=3 .s‘Wc7iI!léIiI‘§iP'I§;{’ 1’§7II!{;??;3JF‘i;‘iTI‘§‘:R£?.¥f:7?8i'i’f;:}P via 1<f(;?¢‘.'£’.*"£§§’rijJ;’E(T('lf[.?i<;? .ziciL:rgJ:c2ziu;z

.3‘)1:r2.g)‘é‘;rmcH'i.~:>n Q/“S<‘g;f.'.?i»1-=.:1.r“e% Sk?;“vic?er3§”_, DARPA MRC, $6,619,273 {GQEZGH ~ (}9.»‘201 5;

ieafiéing tezmz that inchzd:2s~: George Mascm U:1ivm'sity and S3-=mant'ec Corp.)

2. PI, "_.=\-'I‘S‘F S££1,J}{)r)f‘f,fi3I“ the 30.:‘i ;’\e"em~* .‘§’:s.::2.;r*iz3.'.Pcmm'igmS }".§"’{3}"I§;1§i§{3gJ.Fi?1£1I1(?f£?f;I¥f£}7

(LS7zgppi::2z::2e.n()'2 NSF Trzism-'0:1h3-*Computing, $113,901‘! {{}6..«~"2f)}1 —~ ?.e’2012)

3. PI, "Ice1=:a;;':::q;g*z'r‘2g' {he (7z’m.1::1f<;Azsc1‘iz' I..=’.$e*(3;"SensiI§1-=9 1'I';fl‘Jff1£IIi{Ji‘2'", Gocsgk-: iiresearclx gift),

$63,201} {05.«";?_()’i 1}

4. cL>—PE {with 531 S‘t.t;vh‘1;1}, ”Ai);4.:¥«f;‘§4xi:m2r2c:c?e:f ii’e*.fzu1-=i::>r<1f -.‘f$e:ws<u:s €4.88)”, DARPA

.AD.AMS_, $’7M8I},9'96 {£15,323} 3 — 04.f2{3i3L}

PI, '"_Y}‘cJa?kfNgSt3i'1sfIi1-*e'.z’i;;’E)i":??»;x:’i<:J2FI I*"'I:m-3.‘ ir1.fiai'(1c!::?rr:r l’:}“lf€’:‘;l}§’fS£’.\"’, Imie}, $84,951

{1.2f2O1{_} » ¥2Z:’20i 3.}
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6, c:.0~PI {mm Simha Seth’u1m3dhavan, S21} Stoifo, ;31‘:.:1f£;:1\g ‘.:"‘a.n§;_;, and Da‘e-‘id A1.tgus1:

I’ri11r:.eta3n), "$‘PL-"U{(‘.7HS.‘ 3yrnbim‘i(.-, }1’:J!_},>;12x>r;2}zi(.€, zi2..m:>zr,m7i<.', Rc?.5’i:'i(:'.}?I, {}”!.:%z::r2—.si;*:I:2', Host

z‘5'ecz:r'f«{}-’”,. ?i}.»*‘-‘v.R.PA (CRASH, $6.,424,,}.8l) (.10..-""2010 — {)9..="'2fJ}4}

'3’. PI", "N.S’}'*‘Si:p11':<‘1rt‘_fé>1'the3{}1(}3»='ewf5'e2':;?zxi‘i!_jv}3’m‘acfigI22s 3-3i"'r.‘»2':§?;s'.!‘2::>,‘r.? !3"im*1z2z.?ir:1 Ai«:i"_, NSF

T.nzsfw0.rthy Ciomputin $}{},f}i)(} {‘D9,r’:2fJ1f.} — 08.5201 1}

8“ PI {c0—P}.<_:: ;¥11z1*£Te;1g ‘s’a:‘1g-T3, Sal 53-n:»i.-sip), "’;=$f}L=‘J}i7S§?TRM(};‘€Ii7'7, EZARLPA, $7,530,113 ({}3.»-‘"2910 ~

(T?,="'20.¥4; ieading t's=:a.zn that includes S£em1’m‘(i U'ni.\.-‘ersi13-i, Gesmge N{aS~0I'l Ur.1iversiI.}.=, and

S}«‘.¥1‘}31}ii8C C0131}

9. c0nPE (with 3t1.t1.fe.ug Yan.ga:.1d Dawsen En_L_z_i.£:.r Si'('£.i1f!INd), ":‘§a2:;<:§'.' (§.',S7{€.' .*.’Lczrg<:~.‘

(]‘riaZ£:1r37(.>:':1!iwe 1i‘:>.:.'s3::m':.5r.' S}:=:r;:Gr‘<:y::: i'm;;z*rn.rii1g l~.S'(-5fr1"i‘§‘{»[;"E:~‘ I{’@£'ic':biiii_}.-* Tlrmzxgh 5'65:-zwrfic?

J§i:rzi!m‘i{}..= Bug S£?:1i*£.'}"z '2 CE€}~Z, CNS-10-1 ;3i.{}?, $335,008 {:07.f;"—i0 3. :1} - U6:’2{}1 H

'20, PI, ”Y}'cJ:?f¢mgSa;?é:s;‘£i1-=61.r3f&;.r*;1m!i<1x:Z*”frmu‘in;’aé'0dz:ari:2££.‘m<4rjpz*.ises”, Inte§, $82,286

{USP-.Uf}9 -— 07;'2U {O}

11. PI, ’V'.S'z¢;.2g2.z’e%m.:.>r;{IQ};-‘ !m;~:?x'm;Ix‘f0;':»::;’ .Ifesem'cr§2 (fT.‘m’l»:r£3m*e'z'{isms", NSF "IT'msi:wor£§'1)s

Cmnpu1‘ing§ $~*H ,‘769 £09..-"'2?.OU‘_?) ~ 08.32031’)

2132. P1,. 5’2:},1prJI‘! f?}f' the 306%? ;‘\e1:*w -.’§ec?z.:rz'{;.v=}’m":v.:2’ig:22.s 3-'.i-"::>:-'ix:€.€m;.2 .E?‘ir-2:m.<:?im".-=iid”'; NSI~‘

T1‘11S'i\w>1‘1'ix 3-' C01npu£’ing, $‘fi},{}{H} ({}9;’2{}(}9 -- 08.i'20'§.{})

E3, PI, ”Mc2m.'2x;1'i;-2g 112:2? Ifmfffi :igf1;zf<:r'zze?! Rouiis-3g." A 1,.amgiz2;afi;~2cri f§f:::iaf}»*", Ci0u3_z_1e(resear<:?h

gift}, $60,000 {0?..-"$009)

14. PI, ’V'(ff.'.S’;’\’.' 3mzz;- Arr 1r3;‘€'1z'nmri:.>n .»4c.rm2:r1Ic2n¥m’§{}FAref;§!ec:‘£z;r'e{f€2r1)i.s*fr'iZmz£::z7 }§}?Ie?i‘;?I‘i.5’£?

S,1.=.s'.?c?2-:25 "_, 'I‘rz1stw0rthy Cs:>x11pu’ti.11g., (TNSV-09-34312, $4S{l,0£.Iu {07’,«’2()U9 - 06./Z10i.2L}

3.5. ca-PI {with Jason Nieh}, "_’l‘t’_]‘.' .S'.rmxZ:.’.‘ J?-i?.Ni.‘l!}:({'J“I:i."§i‘I‘!‘E_§' .Sqfl*'1—:-=are I:.7fc2;s‘ii¢;‘ii}.{fé»;* .~i1.sz‘Tr::;%nae.'i<:'

.§7<gfh¢-=:1r'a;2 ,3'<1'{fL.}fm:z:'iz?g_{V, NSF T1‘us1w0r¥h_y' C7-01npu{';iI1g, CNS~0'.~3—§4845¢ $45{¥J)€}(}

{{)?.:'“2{}{J~9 ~ 0(i..-Q0 § 2:}

16. c-0-PE fiwitih St’e'x-‘e BeB.t3\:“i.11 and Sai Si0i'§bV}, ”.n'D3"f}"i7C'd{"§1-’§l’!§-’l?{if.1‘T?1'f_H-"i}Ig'i;l€‘? 5{3!.?‘iéi? 2'??reec;£”,

Office of 3\Ea.\-"a1 Reseamh (ONE), $294,625 {'04,="?;\D09 — ()9,="20i{)’)

1?. m—PI {"witi'1Si.:11fii1a Seih“u1nadI3ava1'1and Sai Stc:H*1'3}, ".‘§{7€fil:”.S'.‘ $é?£‘2£}"é’{:1-’t%?é??‘{}1Dé3}"{Ifi{)F?S

zmts’ }’c:r*a2'iYe.ii:cvI§::é1 .S’z‘m:1iea*.«; (TT.«’n.*;z‘es"'_, Ai1*Forc:L-3 Qffice for Sciexntific. Research (APO-SR._),

$65{},00fl {{}4,s"1 552009 — ()4fMa»*'201G_}

18. PI: (co~PIe‘;' 851$ Sitzuiib), "1':"i“(1.'g1P'L‘I3?? iT'i3"hifz21ix;£ir2§g,{, I<“:¢fr2eJr°aZ>iIf{;.= :"i',f'm'I:1-‘!iC'\%T arm? }€i,s'£:‘

.+‘Ls'.9z:?.:rks'rr1«2?:;?t‘ ”_. S}.=m.2mtec (1‘eseax‘c.h gift}, $65,301} ('i2,»"‘.Z{)08)

2.9. 59-131 {witi1Sai Sttufifq}, "./-32.m.mz:;zz'z;'z:!(71"z;)mim: of-f‘.é\«":2*n~1.«*<3z-‘ftam?‘ (Ta;-zrenz‘ .Trqfi‘§c .F<)r the

_Nc:zz'{::m;l {:}.’ziJ8}" f£c;izge'f. Ds‘-\.R}?’A:'S’I'(), SS5,{}fi£} {{}l..«"{}l..~"2{){}E3 - 0€§..-"'3(}..-"'."-30'}. 1; part of 21

iarger ;;:m_iec.t}

20. co-PE {with Stex-=ei8eHm-“i11_,Ta}.MTail<in, and Sal Statslfo), "f»'e?ct:.e“e? £i‘r2c:2~;;.=;,t::e<1‘ Se:1r;=u:?}?”,

EARPA, $64S;'.»’87 (O9/’2Gi)Z\’ - O1§:_.»"'?;0H))

121. P}, "Y‘ms::fi:'i;-2gSemiii::e? .1’:z;‘;%:r'nzc2.r.ic.>r2 f?’E;::m.=5 in T.-*'M&.;x¢:2’g«.*.«"r-11 Ef'21‘c??‘,£1f‘.5.,'s‘&E?;!?N, Intei {rese—a1'ch gift‘),

$f:~4,(}{}(} ( {}5.="’2{){)8)

22, PI, ”}’.>*'z}--‘:tz£.;,v (Jazz? .S11?ci:i*ci‘f2.‘ .i'!(n.=ii'2g if 80!}: H"'c¥}‘_€ in I‘?'2sb Sen-=.i:;:':’3..s*”, G0V0§_.r}:: if1“e5é:—:;1rch gift),

$5{},0(){} (03.f20()8}

23. PI {co~PI: Sal S'£c:3.fo), "{i‘m:t‘ir:2x.::Iirm.‘ SicgféB;*'m-1.wi;1g }’_1§:~w:1z«;:;F2 ¥-i3"é£:~i>c;s‘r3:;;’ ;:ipp£i<;'aIfia:r

(}‘m27.m2mfries"”. G00g§e{'rese:11‘ch $5t},l3t)£) (‘03.«"20{}S}

E4. a:a—PI {jwiti'1Ste\='e Be§i0\='i1},"¢'is1}a.1Mis1‘3, Hamming Ss:huizr.i:mef, 11:315. R11i3&1}ste_i:.L Nick.

Ma:\‘em.c11.z1cIc.), "'2’e"m {}.?.éiLIgé'iZ}!!'z¢iI;‘}:?i€.' l:m*im'm:rf{}»=A..s*.s1;;*¢::Z:fe (I.’{3zrrn22.;i2iti:a<: {E§{}1L1[AC}”_,

IZJARPAESTO, $835,357 (1 1;"Z»’.O€}’? — 0ET:”>{}09; part ofa Iargm p1‘0jer.:t with Te.1c.0rd.ié:,

fi§pa.rta_, {3s’vIU, and t'}.1e’L;?11i'ver~3it§;r ofi?e:1nsyh-'aI2i.a_}
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. PI, "”.7}'m-‘:5? .‘§1;p;.}!r:nzMe:’2I 1.mcie:* 2,526 {}'I‘£.’i.*’.Er,t2.:1rz {f‘:*'iféc?<::i’ I}*s;fi":;:.a‘tm.::'mi"c?}’I'mf»::e:rfi:m

{T'<>o,:>e,r1r.ufitJr2Pmgrcm:", NSF Cybeflnxst, $38,640 V({}9.e"E{){)'.3’ — ()S.»"2009>}

M . P I, "3’a:vc?£re!.$}i>r-ec2cf.* .Pr'z1c~zic?m’ .Nei>.-24-‘<:>:V'ic {T'I7c3¥l4"*<‘551ifiéi5‘ "1 C}’b3T'{“'11S’D-. CN3‘U7‘W—37'7§

$28{L(!0{‘! (09,.-"2.{}0? - 08320‘! 0)

. PL "I:rzs2-g:'z3Igad .£i.’r2ter:g::"i\xe ,‘£e?crs.;;-‘£23.-* .:’iA9"c::zc:ge».'r.rre:-§:", C_3"be‘iTT}‘t¥.St_, C‘NS-0";7- i464"?,

$236,486 {L08:'200’? « {}7:’2U{}9V}

, PI, '"Se“.§'_f€? 1?r‘c‘;1»t.:s‘2;-:3: }’*Z31:*0:,~.gfr 3"!-"':33‘3*f)¢:I.s‘erci sf[)f)fiC7£l'I1A{)§I (‘}m:rn2miI‘iev.~; "’,

Staiiewciytecixiiic [IA'I'_, $25,000 (06_!'3{){3? ~ {}€i..-"2{)0;§)

A . PIC, ".¢-“’L~."¢“?'...=’*:’*‘{1’.' .}5'azmc:’zrIi(H:c;.a’ £13m‘ f$:}.»:§‘fc?H:,5' Sz;p;;r)r‘?__?'€:r* Qaxmxfiicatém-=8 }."}“z.:..hf M«::12czgeer:~rcr-2;",

Office of E\I?a.x-"a1 Reseaath {ONE}, $75t},fl£H) {'0S,=’?-400’? — (14.52-.012; part of a larger pmject

with the UI}i'V€‘-i‘SY[‘_‘_e‘ of Pen.z1sy1'va11ia and Georgia Ii.n.stitw::e of ‘I‘ec}z_11o3og;3-*}

. PI {’c0—PIs: Jascm Ni.:-:31, 8.221 Stmfbf}, "j‘1«'i"{,.‘=‘Y1?1“r.‘x§i!.£!('2}£(}i?1i£?‘R:;?(.T{}1?€?If}-’Qf‘EI1Z£?f}?f‘i;S’£?-H-‘Rife?

.‘?-f3.»*.*;i<::21:.'flies‘ ..¢£;'z;:rc.u{r 4:;-' Ihiizu-(:2 win‘-2 }¥}:>;-wam’ ( }.Lrt‘2“:;?<.?[irJH Air Force Qffice 0fScientifi<:.

R2:.<_:em*c-h (AF{i)SR.}, f§.I_,368_,0(}0 {'€}S;’?;00” « ($4..-"'2f)i 2.; pmii Ufa larger.‘ project wifi1(_}s“~.<fl_§

:-md Penn State Uni's.~'er'siiy}

. cm-PI ('witi1 S211 Stoiifof}, "Hz.m2m1 8ehcr1.>:Te*Jr, f.r~2.wTc1’c>r Tb:-‘czavxi. iifficffiW£?f‘c’f1ci§‘,S‘", KJHSXIEP,

$616,443 {L0='$:'2O0? — {}3,=’2U{}9_}

, PI (‘C0-}"II Sal Stoifox ’i‘§qf£:=: Bmwsi:Lzg I?1r:'.21s,gf? I-'3-"a2‘f2—ba.s'e:tf ..»=Ip;:riimfir2;-? Cfl}‘?‘.'r:*‘3'?.I.~'HiI§é?;§‘H,

(iiuogh: {research gi1“t.)_., $5i},{Mli} {G1;"2UfJ7)

. PI (m~PZI: Sai Siteifg), "S2.:;.r;.?f«;?r?re?r1i’rz1 8:2}:an-=i::>r—be:rsec2’ A::c:<4s.s' {,}’omf;r::11' mm’

(hr;-12-rzz,:;»ricratiwi in .:1~:2?Z-€I‘.§\5;€i‘§?Z*; gr*cIrzz". iD:‘¥iii’A=’iZI"l‘(3 anti NRO, $96,627 {D9;’20(}6 ..

{}"’.="2{}(}‘?)

. PI, '"Sa;3cz::r”a;3 (}1.*e%r'!c1__v Sew.-=i::>+::.s"’, Smii:2,”P0i}-Iechziin: CAT, Slflitiifl {{}9:’2{306 ~ 06.="20{}‘?)

. PK {Co-«PIS: G:-3.'i.i Kaiseij, Sal Siioifb}, ”ii7I::IZn’i2‘zg {]"a!laZwm1i1—=e S@{’,fli1e’cvfir2g;5'c:§}‘§‘1-2.=e:m:

fig,-';s'Vfc3r3z;s"T, (_‘.yt1~erT1usi:_, {I.NS—{}6«3'?4'?3._ $800,300 VfLi‘}§3.="2OO(i « {i!3,«-"2{}1{}V}

S . P3 (tttm-Pi: Sal Stoifaji, "£?<:!imw’c:>r—I:m¢ed .~'1c.=‘cr;:s'.s (f'0;=2fr'0i (mat! (f'(mm7zm.imzimz in

..="i1vir‘.’.»:i.s“\=’.e‘_iT3;", I{)A.I¥?.jP_.-"-V...-“hi!PTO; $1iIi},0fl{} ({}?;’2{}fi6 ~ (}€i..-"2 0{)?L)

. C0-PE {with Steve. B£?§§Q\-‘ill and S213 Stoifbh ”I¢:1r;_2_3e~§§c:‘z:riz3 §:}x.»‘A‘Ie?:‘}? £I3q;‘Emse”’, DTO,

$535,555 {V{}?,:’200Ew - E 2;’20{}7_}

PL ’é'}=1’a;'£iw2 Z}‘t3£?(}_fi1--‘A‘fi}3' §}f.:_}‘=x4.=c:rz2"_, NY Staite»*'P0i}.=tec}m11ic {.TAT_., $25,~0{}{§ (;06!'2{}{)6 ~

§2...-"200'?_)

. PI‘, "!i’efrqfFfIis'zg xi .F‘Is;n-1:-cwrwrrleaf }’tn-':m‘zTgn‘.= in (]‘r;n>‘r:Nruc;fi2f}=~ CflI3€':“{1‘fiiIgS}-’;ffZc?f3?Sfi3}“ High-

_i"e*{;fé1r1:2::zm>e' (i7:2;2'.;mzz'fr1g”, NSF CP.==‘\_, (_7(_‘.F~{)5«4§O93, $378J)93. {‘{).1..-"'2()06 « 1?...»-"?.i}{)S}

, Cs}-PI ("with iasim Niel}, Gail Kziisezf}, "BI'()£1a;f:;?I2i?IgPm“§i(.fip::IIi0I2 in Ti<Z<2:w?c;wr':?f2"’, NSF BPC,

$133,565 {G9,.»“’2f_HJ5 ~ (3852006)

] PI, ’M'.T‘,i~'c:*.:i‘-.w‘<~.*. {'}1»=en’z::{;.! .S'c.!M>ic.'e?a"’, S‘(flt€‘r"P0§jyTfiC§1Ei,C CAT, $1 2,51“) ('09,e"2<}£)§ — €)6;'2UO£§}

cc»-=PI {’_wi’th Ban ’¥{Lzb:3nstein, Vishai Mis1'a.}, "5‘ec:z.zr'{: (L31.-w‘.«.’¢::_.;.! .S’ervi::g':s lute} C':or;_:s.

(rc':sea.1‘c:h gift} $754300 {08.f;‘0(}5_}

’ V. P}, V¢>"\S‘!‘.12£.-I£w’é\:.“‘1‘I“:£'\S"!g_ New York StateCenterfi)1‘A.(3vanced Tecl1mITogy_, $14,999 {0?.s"2UU5 ~

0(s,=‘2(>(;m

' . PI, ’M'.S'e%§i§g2z":::fez»;-zifng ;‘:T}:>gfl'wcIi-*e"fl {I0iLm.1b.ia Scienceand’{'a<:l113010gj,= \-"e_:1tu:‘es {n:sem*::§3

gm, $55,000 {'0a;‘2<3e5 — 09_:’;’£0flS)

m—PI {jw*iti'1{}:-33} Kaiser); '”_T1“‘§!5‘fH»’(Jf‘s?}'?_ji-’ {I"wrz;mzirzg{‘.7z.:r'r‘1?::nufm22 f}ex.>s3£’qn;21c%rrr", M.ict.‘0s0f"t

Research {researcth gift}, SSKLBIN} {'1.2,«"2U(}4 ~ 1232005}

L Cs}-PI ("with iasim Niel}, Gail Kziisezf}, ”,S'<:cz;r'e? R(:??TE{.?i'¢£? (f'i:zr2;?z.:Ii12g f;’<23r*&.=.ic.+s:‘_s"', NSF ITR,

CE\‘=S~{}4~26623, $1 ,2{}{},(){}{} (£39..-"2.{){}»'¥ ~ 08.-"'?.009)
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U1 ‘J’:

{Jr C‘.

. P}, *'<'fm:ze .See;rz;r;i1_y .1:;:¥_f'g(r'¥}::§-’)A§":‘!~S“ 5:2: {’(1.‘:::.%ixiK} D.ARI’A.!':5J‘C}, $37,000 {M200 1 — 0632003;

. PI, ”’Se?r_:z;r.~;? (Ch-‘er'1c:;_jv Sen»-'ir_re.s“", NY Sta£e!'P0iytechnie CAT, $12,580 {09,='2{I!(}-'1 ~ 06:=’20{}5‘}

. co-Pi {with Dan Rubenstein, Vishaiix-=1isra}, ”.S::?r;rz.;re {j)wzr{;;r_3..> f"5:i:>‘ff‘1-’}I'«:;?£;*.‘.‘:~‘q‘, hate} Ema.

{research gift}, $93,000 {‘Ue,«“'2iJ04)

. ee-PE (with Dan Ruhenstei.:“1, K-"ish21§ Misra._}._ "Sec:-a:r‘e ()1-=er‘£::r}.-' S€.?}"1=‘i(‘fé?S”_, I11te§C»0rp.

(resea.reh gift}, $.12£fl,i)00 (08.-"E10931!

. PI {ce—P}s: Dan R’ubenste.i'n, Vis}3a1 }vfism_), ""Se<;'m“e:‘ (T):-=§;»r‘I:‘z}-= .Ser1\rice'.s”; Cisce (Imp.

{i‘esea.rc.h g,i.'fi._}, $176,000 (0’?.="2003’_)

. C~D«PE {with 33.1 Steifhg Tai Ma.1ki1'1, Visiufi E\-ii.i§.ra}, "'1Z)i,.m*'i1mzeciIrm*u5ir::r1 I}'}e’:ecr'io;-2

}¥‘e¢as’il)i£iz:i.~‘ Sizzcfi.-"’, Depa_1‘m‘1e1"nT of Defense, 33904180 {TU3l'72f}O3 ~ (33;’2{3{}-1)

. PL "f§?'3’€0N(‘}M4N”, DeARPA;"A'TO, $23382 ('09,="ZE«Di)2. — OS..=“3()03; part of 21 larger pmject‘

with the Urziversity 01° Pen.t1sjy‘1va11'ia)

" V. P}, ”}’{f}S5Y§", DARPA-"A’TC}, $E6,34“l {'f}9,»"'.Z()02 - 0812003; pan: of a larger pmjeet with

the Lfneiversitjy cf Pee1ms}_»-=Zvaniaf}

’\ . PIC, ’V'{T;«’1'§’_1‘.D£’..V£T}3('.71':\"”é, NEW’ "Rusted (I0x11;‘n11tiI1g_, CCR«'{'{f«02~(389?72, $2{§?.~0{}{§ ((}e7:’2(}0?. ~

06.f2005; mrt e.f21i21rgerpr0_§eet with the Um \-*er::it3-' Q1" ePenns}e¥\-=a11.ia and ‘r’a.§e

U'niversit§-*)

. PI {c0»P}s.: Dan Rubenstein, 1-331331 Misrzigl, "'Se.%<:'2:r‘e {91»*¢?r‘f::}.-= S£?}’"i—’.!.;C’{?;§‘", Cfisce C?0.:';_).

{research gift), esvwme (:_17,f2ee2)

. P I (C-0-PIS: Dan Rui3e:1stei.:1, Vishafi Misra.)_,, "Ser.‘:1:r‘c (}1.:=e;-Zc2{;.-* .S’e:*1-=ices DARI’eA..=‘A'E‘{i},
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