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Abstract

Thi s docunent defines the HTTP Cooki e and Set-Cooki e header fields.
These header fields can be used by HITP servers to store state
(call ed cookies) at HTTP user agents, letting the servers nmaintain a
stateful session over the nostly stateless HITP protocol. Al though
cooki es have many historical infelicities that degrade their security
and privacy, the Cookie and Set-Cooki e header fields are wi dely used
on the Internet. This docunent obsol etes RFC 2965.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6265

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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This docunment may contain material from|ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
materi al may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages other
t han Engli sh.
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1. Introduction

Thi s docunent defines the HTTP Cooki e and Set-Cooki e header fields.
Usi ng the Set-Cookie header field, an HTTP server can pass name/val ue
pai rs and associ ated netadata (call ed cookies) to a user agent. Wen
the user agent nekes subsequent requests to the server, the user
agent uses the nmetadata and other information to determ ne whether to
return the name/val ue pairs in the Cooki e header

Al t hough sinple on their surface, cookies have a number of
conplexities. For exanple, the server indicates a scope for each
cooki e when sending it to the user agent. The scope indicates the
maxi mum amount of tine in which the user agent should return the
cookie, the servers to which the user agent should return the cookie,
and the URI schenmes for which the cookie is applicable.

For historical reasons, cookies contain a nunber of security and
privacy infelicities. For exanple, a server can indicate that a
given cookie is intended for "secure" connections, but the Secure
attribute does not provide integrity in the presence of an active
network attacker. Simlarly, cookies for a given host are shared
across all the ports on that host, even though the usual "same-origin
policy" used by web browsers isolates content retrieved via different
ports.

There are two audi ences for this specification: devel opers of cookie-
generating servers and devel opers of cooki e-consuni ng user agents.
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To maxim ze interoperability with user agents, servers SHOULD |imt
thenselves to the well-behaved profile defined in Section 4 when
generati ng cooki es.

User agents MJST inplenment the nore |iberal processing rules defined
in Section 5, in order to maxim ze interoperability with existing
servers that do not conformto the well-behaved profile defined in
Section 4.

Thi s docunent specifies the syntax and semantics of these headers as
they are actually used on the Internet. |In particular, this docunent
does not create new syntax or semantics beyond those in use today.
The reconmmendati ons for cookie generation provided in Section 4
represent a preferred subset of current server behavior, and even the
nmore |iberal cookie processing algorithmprovided in Section 5 does
not recommend all of the syntactic and senmantic variations in use
today. Where sone existing software differs fromthe reconmended
protocol in significant ways, the docunent contains a note explaining
the difference.

Prior to this docunent, there were at |east three descriptions of
cooki es: the so-called "Netscape cookie specification" [Netscape],
RFC 2109 [ RFC2109], and RFC 2965 [ RFC2965]. However, none of these
docunents descri be how the Cooki e and Set- Cooki e headers are actually
used on the Internet (see [Kri2001] for historical context). In
relation to previous | ETF specifications of HITP state nanagenent
mechani sms, this docunment requests the foll owi ng actions:

1. Change the status of [RFC2109] to Historic (it has already been
obsol eted by [ RFC2965]).

2. Change the status of [RFC2965] to Historic.
3. Indicate that [RFC2965] has been obsol eted by this docunent.
In particular, in noving RFC 2965 to Historic and obsoleting it, this
docunent deprecates the use of the Cookie2 and Set- Cooki e2 header
fields.

2. Conventions

2.1. Conformance Criteria
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].
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Requi rements phrased in the inperative as part of algorithms (such as
"strip any |l eading space characters" or "return fal se and abort these
steps") are to be interpreted with the neaning of the key word
("MJST", "SHOULD', "MAY", etc.) used in introducing the algorithm

Conf ormance requirenments phrased as algorithnms or specific steps can
be inplemented in any manner, so long as the end result is
equivalent. In particular, the algorithns defined in this
specification are intended to be easy to understand and are not

i ntended to be performant.

2.2. Syntax Notation

This specification uses the Augnented Backus- Naur Form ( ABNF)
not ati on of [ RFC5234].

The followi ng core rules are included by reference, as defined in

[ RFC5234], Appendix B.1: ALPHA (letters), CR (carriage return), CRLF
(CR LF), CTLs (controls), DA T (decimal 0-9), DQUOTE (doubl e quote),
HEXDI G (hexadeci mal 0-9/A-F/a-f), LF (line feed), NUL (null octet),
OCTET (any 8-bit sequence of data except NUL), SP (space), HTAB
(horizontal tab), CHAR (any [USASCII] character), VCHAR (any visible
[USASCI I] character), and WSP (whitespace).

The OA5 (optional whitespace) rule is used where zero or nore |inear
whi t espace characters MAY appear

ONS = *( [ obs-fold ] WSP)
; "optional" whitespace
obs-fold = CRLF

OA5 SHOULD either not be produced or be produced as a single SP
character.

2.3. Term nol ogy
The terns user agent, client, server, proxy, and origin server have
the sane neaning as in the HITP/ 1.1 specification ([RFC2616], Section
1.3).
The request-host is the nane of the host, as known by the user agent,
to which the user agent is sending an HTTP request or fromwhich it
is receiving an HTTP response (i.e., the name of the host to which it
sent the correspondi ng HTTP request).

The termrequest-uri is defined in Section 5.1.2 of [RFC2616].
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