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1. 1 NTRODUCTI ON

Thi s docunent describes the functions to be perforned by the

i nternetwork Transmni ssion Control Program [TCP] and its interface to
progranms or users that require its services. Several basic
assunptions are made about process to process conmuni cation and these
are listed here without further justification. The interested reader
is referred to [ CEKA74, TOWML74, BELS74, DALA74, SUNS74] for further

di scussi on.

The authors would li ke to acknow edge the contributions of R
Tom i nson (three way handshake and Initial Sequence Nunber

Sel ection), D. Belsnes, J. Burchfiel, M Glland, R Kahn, D. LIoyd,
W Plunmer, and J. Postel all of whose good ideas and counsel have
had a beneficial effect (we hope) on this protocol design. 1In the
early phases of the design work, R Metcalfe, A MKenzie, H

Zi mrerman, G LelLann, and M Elie were nost hel pful in explicating
the various issues to be resolved. O course, we remain responsible
for the remaining errors and m sstatenents which no doubt lurk in the
nooks and cranni es of the text.

Processes are viewed as the active elements of all HOST conputers in
a network. Even terminals and files or other I/O nmedia are viewed as
communi cati ng through the use of processes. Thus, all network
conmmuni cation is viewed as inter-process conmuni cation

Since a process may need to distinguish anbng several comruni cation
streanms between itself and another process [or processes], we imagine
that each process may have a nunber of PORTs through which it

communi cates with the ports of other processes.

Since port names are selected i ndependently by each operating system
TCP, or user, they nmay not be unique. To provide for unique nanmes at
each TCP, we concatenate a NETWORK identifier, and a TCP identifier
with a port nane to create a SOCKET name which will be unique

t hroughout all networks connected together
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A pair of sockets form a CONNECTI ON which can be used to carry data
in either direction [i.e. full duplex]. The connection is uniquely
identified by the <local socket, foreign socket> address pair, and
the sane | ocal socket can participate in rmultiple connections to
different foreign sockets [see Section 2.2].

Processes exchange finite |l ength LETTERS as a way of conmuni cati ng;
thus, letter boundaries are significant. However, the length of a

|l etter may be such that it nmust be broken into FRAGVENTS before it
can be transnitted to its destination. W assune that the fragnents
will normally be reassenbled into a letter before being passed to the
recei ving process. Throughout this docunment, it is legitimate to
assune that a fragment contains all or a part of a letter, but that a
fragment never contains parts of nore than one letter

We specifically assune that fragnents are transnmitted from Host to
Host through means of a PACKET SW TCHI NG NETWORK [ PSN] [ ROVET7O,
PQUZ73]. This assunption is probably unnecessary, since a circuit

swi tched network could al so be used, but for concreteness, we
explicitly assume that the hosts are connected to one or nore PACKET
SWTCHES [PS] of a PSN [ HEKA7O, POUZ74, SCW 71].

Processes nmake use of the TCP by handing it letters. The TCP breaks
these into fragnments, if necessary, and then embeds each fragnent in
an | NTERNETWORK PACKET. Each internetwork packet is in turn enbedded
in a LOCAL PACKET suitable for transmission fromthe host to one of
its serving PS. The packet switches nmay performfurther formatting or
other operations to achieve the delivery of the |ocal packet to the
destinati on Host.

The term LOCAL PACKET is used generically here to nean the formatted
bit string exchanged between a host and a packet switch. The fornmat
of bit strings exchanged between the packet switches in a PSN wil|l
generally not be of concern to us. If an internetwork packet is
destined for a TCP in a foreign PSN, the packet is routed to a
GATEWAY whi ch connects the origin PSNwith an internediate or the
destination PSN. Routing of internetwork packets to the GATEWAY may
be the responsibility of the source TCP or the | ocal PSN, depending
upon the PSN | npl enentation

One nodel of TCP operation is to inmagine that there is a basic
GATEWAY associ ated with each TCP which provides an interface to the
| ocal network. This basic GATEWAY perforns routing and packet
reformatting or enbeddi ng, and nay al so i npl enent congestion and
error control between the TCP and GATEWAYS at or internediate to the
destination TCP
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At a GATEWAY between networks, the internetwork packet is unw apped
fromits | ocal packet format and exanined to determ ne through which
network the internetwork packet should travel next. The internetwork
packet is then wrapped in a |ocal packet format suitable to the next
networ k and passed on to a new packet switch

A GATEWAY is permitted to break up the fragnent carried by an

i nternetwork packet into smaller fragnents if this is necessary for
transm ssion through the next network. To do this, the GATEWAY
produces a set of internetwork packets, each carrying a new fragment.
The packet format is designed so that the destination TCP nay treat
fragments created by the source TCP or by internediate GATEWAYS
nearly identically.

The TCP is responsible for regulating the flow of internetwork
packets to and fromthe processes it serves, as a way of preventing
its host from beconi ng saturated or overloaded with traffic. The TCP
is also responsible for retransmtting unacknow edged packets, and
for detecting duplicates. A consequence of this error
detection/retransm ssion schenme is that the order of letters received
on a given connection is also naintai ned [ CEKA74, SUNS74]. To perform
these functions, the TCP opens and cl oses connections between ports
as described in Section 4.3. The TCP performnms retransn ssion
duplicate detection, sequencing, and flow control on all

communi cati on anong the processes it serves.

2. The TCP | NTERFACE to the USER
2.1 The TCP as a POST COFFI CE

The TCP acts in nmany ways |like a postal service since it provides a
way for processes to exchange letters with each other. It sonetines
happens that a process nay offer sonme service, but not know in
advance what its correspondents’ addresses are. The anal ogy can be
drawn with a nmail order house which opens a post office box which can
accept mail from any source. Unlike the post box, however, once a
letter froma particul ar correspondent arrives, a port becones
specific to the correspondent until the owner of the port declares

ot herwi se.

In addition to acting |like a postal service, the TCP insures end-to-
end acknow edgnent, error correction, duplicate detection
sequenci ng, and flow control
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2.2 Sockets and Addressing

We have borrowed the term SOCKET fromthe ARPANET term nol ogy

[ CACR70, MCKE73]. In general, a socket is the concatenation of a
NETWORK identifier, TCP identifier, and PORT identifier. A CONNECTI ON
is fully specified by the pair of SOCKETS at each end since the sane
| ocal socket may participate in many connections to different foreign
socket s.

Once the connections is specified in the OPEN comrand [ see section
2.3.2], the TCP supplies a [short] Local Connection Name by which the
user refers to the connection in subsequent comrmands. In particul ar
this facilitates using connections with initially unspecified foreign
socket s.

TCP's are free to associate ports with processes however they choose.
However, several basic concepts seem necessary in an inplenentation
There nust be well known sockets [VWKS] which the TCP associ ates only
with the "appropriate” processes by some neans. W envision that
processes nmay "own" sockets, and that processes can only initiate
connections on the sockets they own [neans for inplenenting ownership
is a local issue, but we envision a Request Port user call, or a

met hod of uniquely allocating a group of ports to a given process,
e.g. by associating the high order bits of a port name with a given
process. |

Once initiated, a connection nmay be passed to another process that
does not own the |ocal socket [e.g. fromlogger to service process].
Strictly speaking this is a reconnection issue which night be nore
el egantly handl ed by a general reconnection protocol as discussed in
section 3.3. To sinplify passing a connection within a single TCP
such "invisible" switches nmay be allowed as in TENEX systens.

O course, each connection is associated with exactly one process,
and any attenpt to reference that connection by another process wll
be signaled as an error by the TCP. This prevents stealing data from
or inserting data into another process’ data stream

A connection is initiated by the rendezvous of an arriving

i nternetwork packet and a waiting Transni ssion Control Block [TCB]
created by a user OPEN, SEND, | NTERPUPT, or RECEI VE call [see section
2.3]. The matching of local and foreign socket identifiers determ nes
when a successful connection has been initiated. The connection
becones establi shed when sequence nunbers have been synchroni zed in
both directions as described in section 4.3.2.
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It is possible to specify a socket only partially by setting the PORT
identifier to zero or setting both the TCP and PORT identifiers to
zero. A socket of all zero is called UNSPECI FI ED. The purpose behind
unspeci fied sockets is to provide a sort of "general delivery"
facility [useful for |ogger type processes with well known sockets].

There are bounds on the degree of unspecificity of socket
identifiers. TCB' s nust have fully specified |local sockets, although
the foreign socket nmay be fully or partly unspecified. Arriving
packets must have fully specified sockets.

We employ the foll owi ng notation

X.y.z = fully specified socket with x=net, y=TCP, z=port
X.Y.u = as above, but unspecified port

X.U.u = as above, but unspecified TCP and port

u.u.u = conpletely unspecified
with respect to inplenentation, u = 0 [zero]

We illustrate the principles of matching by giving all cases of

i ncom ng packets which match with existing TCB' s. Generally, both
the local (foreign) socket of the TCB and the foreign (local) socket
of the packet nust match.

TCB | ocal TCB foreign Packet | ocal Packet foreign
(a) a.b.c e.f.g e.f.g a.b.c
(b) a.b.c e.f.u e.f.g a.b.c
(c) a.b.c e.u. u e.f.g a.b.c
(d) a.b.c u.u.u e.f.g a.b.c

There are no other |egal conbinations of socket identifiers which
mat ch. Case (d) is typical of the ARPANET well known socket idea in
whi ch the well known socket (a.b.c) LISTENS for a connection from
any (u.u.u) socket. Cases (b) and (c) can be used to restrict

mat ching to a particular TCP or net.
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