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This docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

1. ABSTRACT

This docunment specifies a way to create a stateful session with HTTP
requests and responses. It describes two new headers, Cookie and

Set - Cooki e, which carry state information between participating
origin servers and user agents. The nethod described here differs
from Netscape’s Cooki e proposal, but it can interoperate with
HTTP/ 1. 0 user agents that use Netscape's nethod. (See the H STORI CAL
section.)

2. TERM NOLOGY

The terns user agent, client, server, proxy, and origin server have
the sane neaning as in the HITP/ 1.0 specification

Fully-qualified host name (FQHN) nmeans either the fully-qualified
domai n nane (FQDN) of a host (i.e., a conpletely specified domain
nane ending in a top-level domain such as .comor .uk), or the
nuneric Internet Protocol (IP) address of a host. The fully
qualified domain nane is preferred; use of nuneric |IP addresses is
strongly di scouraged.

The ternms request-host and request-URl refer to the values the client
woul d send to the server as, respectively, the host (but not port)

and abs_path portions of the absoluteURl (http URL) of the HITP
request line. Note that request-host nust be a FQHN.
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Hosts nanes can be specified either as an I P address or a FCQHN
string. Sonetinmes we conpare one host name with another. Host A's
name donmai n-matches host B's if

* pboth host names are | P addresses and their host name strings match
exactly; or

* both host nanes are FQDN strings and their host nane strings match
exactly; or

* Ais a FQDN string and has the form NB, where Nis a non-enpty name
string, B has the form.B, and B is a FQDN string. (So, X.y.com
domai n- mat ches .y.com but not y.com)

Not e that dommi n-match is not a comutative operation: a.b.c.com
domai n-mat ches .c.com but not the reverse

Because it was used in Netscape’'s original inplenmentation of state
managenent, we will use the termcookie to refer to the state

i nformati on that passes between an origin server and user agent, and
that gets stored by the user agent.

3. STATE AND SESSI ONS

Thi s docunment describes a way to create stateful sessions with HITP
requests and responses. Currently, HITP servers respond to each
client request without relating that request to previous or
subsequent requests; the technique allows clients and servers that

wi sh to exchange state information to place HTTP requests and
responses within a larger context, which we terma "session". This
context mght be used to create, for exanple, a "shopping cart”, in
whi ch user sel ections can be aggregated before purchase, or a
magazi ne browsi ng system in which a user’s previous reading affects
whi ch offerings are presented.

There are, of course, many different potential contexts and thus many

different potential types of session. The designers’ paradigmfor

sessions created by the exchange of cookies has these key attri butes:
1. Each session has a begi nning and an end.

2. Each session is relatively short-1ived.

3. Either the user agent or the origin server nay ternmnate a
sessi on.

4. The session is inplicit in the exchange of state information.
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4.  QUTLI NE

We outline here a way for an origin server to send state infornmation
to the user agent, and for the user agent to return the state
information to the origin server. The goal is to have a m ni mal

i mpact on HITP and user agents. Only origin servers that need to
mai ntai n sessions woul d suffer any significant inpact, and that

i mpact can largely be confined to Conmon Gateway Interface (Cd)
prograns, unless the server provides nore sophisticated state
managenent support. (See Inpl enentation Considerations, bel ow.)

4.1 Syntax: Genera

The two state nanagenent headers, Set-Cookie and Cooki e, have conmon
syntactic properties involving attribute-value pairs. The follow ng
granmar uses the notation, and tokens DIGA T (decinal digits) and
token (informally, a sequence of non-special, non-white space
characters) fromthe HTTP/ 1.1 specification [ RFC 2068] to describe
their syntax.

av-pairs = av-pair *(";" av-pair)

av-pair = attr ["=" val ue] ; optional value
attr = t oken

val ue = wor d

wor d = token | quoted-string

Attributes (nanmes) (attr) are case-insensitive. Wite space is
permtted between tokens. Note that while the above syntax
description shows value as optional, nost attrs require them

NOTE: The syntax above all ows whitespace between the attribute and
the = sign.

4.2 Oigin Server Role
4.2.1 Genera

The origin server initiates a session, if it so desires. (Note that
"session" here does not refer to a persistent network connection but
to a logical session created fromHTTP requests and responses. The
presence or absence of a persistent connection should have no effect
on the use of cookie-derived sessions). To initiate a session, the
origin server returns an extra response header to the client, Set-
Cookie. (The details follow later.)

A user agent returns a Cookie request header (see below) to the
origin server if it chooses to continue a session. The origin server
may ignore it or use it to determne the current state of the
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session. It may send back to the client a Set-Cookie response header
with the sane or different information, or it may send no Set- Cookie
header at all. The origin server effectively ends a session by

sending the client a Set-Cookie header wi th Max-Age=0.
Servers may return a Set-Cooki e response headers with any response.
User agents should send Cooki e request headers, subject to other
rul es detailed below, with every request.
An origin server may include nultiple Set-Cookie headers in a
response. Note that an intervening gateway could fold multiple such
headers into a single header.

4.2.2 Set-Cookie Syntax
The syntax for the Set-Cookie response header is

set - cooki e " Set - Cooki e: " cooki es

cooki es = 1#cooki e
cooki e = NAME "=" VALUE *(";" cookie-av)
NAME = attr
VALUE = val ue
cooki e- av = "Coment" "=" val ue
| "Domai n" "=" val ue
| " Max- Age" "=" val ue
[ "Pat h" "=" val ue
| " Secure"
| "Version" "=" 1*DIGAT

Informal |y, the Set-Cookie response header conprises the token Set-
Cooki e:, followed by a comma-separated |ist of one or nore cookies.
Each cookie begins with a NAME=VALUE pair, followed by zero or nore
sem -col on-separated attribute-value pairs. The syntax for
attribute-value pairs was shown earlier. The specific attributes and
the semantics of their values follows. The NAME=VALUE attri bute-

val ue pair nust come first in each cookie. The others, if present,
can occur in any order. |If an attribute appears nore than once in a
cooki e, the behavior is undefined.

NAVE=VALUE
Required. The name of the state information ("cookie") is NAME

and its value is VALUE. NAMEs that begin with $ are reserved for
ot her uses and must not be used by applications.
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The VALUE is opaque to the user agent and may be anything the
origin server chooses to send, possibly in a server-selected
printable ASCI| encoding. "Opaque" inplies that the content is of
interest and relevance only to the origin server. The content
may, in fact, be readable by anyone that exani nes the Set-Cookie
header .

Comment =comment
Optional. Because cookies can contain private infornmation about a
user, the Cookie attribute allows an origin server to docunent its
i ntended use of a cookie. The user can inspect the information to
deci de whether to initiate or continue a session with this cookie.

Donai n=domai n
Optional. The Donain attribute specifies the domain for which the
cookie is valid. An explicitly specified domain nust always start
with a dot.

Max- Age=del t a- seconds
Optional. The Max-Age attribute defines the lifetine of the
cookie, in seconds. The delta-seconds value is a decinmal non-
negative integer. After delta-seconds seconds el apse, the client
shoul d di scard the cookie. A value of zero means the cookie
shoul d be di scarded i medi ately.

Pat h=pat h
Optional. The Path attribute specifies the subset of URLs to
whi ch this cookie applies.

Secure
Optional. The Secure attribute (with no value) directs the user
agent to use only (unspecified) secure neans to contact the origin
server whenever it sends back this cookie.

The user agent (possibly under the user’s control) may determ ne
what | evel of security it considers appropriate for "secure"
cookies. The Secure attribute should be considered security
advice fromthe server to the user agent, indicating that it is in
the session’s interest to protect the cookie contents.

Ver si on=ver si on
Required. The Version attribute, a decimal integer, identifies to

whi ch version of the state managenment specification the cookie
conforns. For this specification, Version=1 applies.
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