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Abstract

The Common Gateway Interface (CGI) is a simple interface for running external programs, software or gateways
under an information server in a platform-independent manner. Currently, the supported information servers are
HTTP servers.

The interface has been in use by the World-Wide Web (WWW) since 1993. This specification defines the ‘current
practice’ parameters of the ‘CGI/1.1’ interface developed and documented at the U.S. National Centre for Su-
percomputing Applications. This document also defines the use of the CGI/1.1 interface on UNIX(R) and other,
similar systems.

Robinson & Coar Informational [Page 1]

Google Ex. 1009, pg 1f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


RFC 3875 CGI Version 1.1 October 2004

Table of Contents

1 Intr oduction 4
1.1 Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.2 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.3 Specifications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.4 Terminology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2 Notational Conventions and Generic Grammar 5
2.1 Augmented BNF . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.2 Basic Rules . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
2.3 URL Encoding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

3 Invoking the Script 7
3.1 Server Responsibilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
3.2 Script Selection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
3.3 The Script-URI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
3.4 Execution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

4 The CGI Request 9
4.1 Request Meta-Variables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

4.1.1 AUTH_TYPE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
4.1.2 CONTENT_LENGTH . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
4.1.3 CONTENT_TYPE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
4.1.4 GATEWAY_INTERFACE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
4.1.5 PATH_INFO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
4.1.6 PATH_TRANSLATED . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
4.1.7 QUERY_STRING . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
4.1.8 REMOTE_ADDR . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
4.1.9 REMOTE_HOST . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
4.1.10 REMOTE_IDENT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
4.1.11 REMOTE_USER . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
4.1.12 REQUEST_METHOD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
4.1.13 SCRIPT_NAME . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
4.1.14 SERVER_NAME . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
4.1.15 SERVER_PORT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
4.1.16 SERVER_PROTOCOL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
4.1.17 SERVER_SOFTWARE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
4.1.18 Protocol-Specific Meta-Variables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

4.2 Request Message-Body . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
4.3 Request Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

4.3.1 GET . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
4.3.2 POST . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
4.3.3 HEAD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
4.3.4 Protocol-Specific Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

4.4 The Script Command Line . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

Robinson & Coar Informational [Page 2]

Google Ex. 1009, pg 2f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


RFC 3875 CGI Version 1.1 October 2004

5 NPH Scripts 19
5.1 Identification .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
5.2 NPH Response . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

6 CGI Response 20
6.1 Response Handling . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
6.2 Response Types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

6.2.1 Document Response . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
6.2.2 Local Redirect Response . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
6.2.3 Client Redirect Response . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
6.2.4 Client Redirect Response with Document . . . . . . . . . . . . . . . . . . . . . . . . . . 21

6.3 Response Header Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
6.3.1 Content-Type . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
6.3.2 Location . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
6.3.3 Status . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
6.3.4 Protocol-Specific Header Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
6.3.5 Extension Header Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

6.4 Response Message-Body . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

7 System Specifications 25
7.1 AmigaDOS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
7.2 UNIX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
7.3 EBCDIC/POSIX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

8 Implementation 26
8.1 Recommendations for Servers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
8.2 Recommendations for Scripts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

9 Security Considerations 27
9.1 Safe Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
9.2 Header Fields Containing Sensitive Information . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
9.3 Data Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
9.4 Information Security Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
9.5 Script Interference with the Server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
9.6 Data Length and Buffering Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
9.7 Stateless Processing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
9.8 Relative Paths . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
9.9 Non-parsed Header Output . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

10 Acknowledgements 29

11 References 29
11.1 Normative References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
11.2 Informative References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

12 Authors’ Addresses 31

13 Full Copyright Statement 32

Robinson & Coar Informational [Page 3]

Google Ex. 1009, pg 3f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


RFC 3875 CGI Version 1.1 October 2004

1 Introduction

1.1 Purpose

TheCommon Gateway Interface (CGI) [22] allows an HTTP [1], [4] server and a CGI script to share responsibility
for responding to client requests. The client request comprises a Uniform Resource Identifier (URI) [11], a request
method and various ancillary information about the request provided by the transport protocol.

The CGI defines the abstract parameters, known as meta-variables, which describe a client’s request. Together
with a concrete programmer interface this specifies a platform-independent interface between the script and the
HTTP server.

The server is responsible for managing connection, data transfer, transport and network issues related to the client
request, whereas the CGI script handles the application issues, such as data access and document processing.

1.2 Requirements

The key words ‘MUST’, ‘MUST NOT’, ‘REQUIRED’, ‘SHALL’, ‘SHALL NOT’, ‘SHOULD’, ‘SHOULD NOT’,
‘RECOMMENDED’, ‘MAY’ and ‘OPTIONAL’ in this document are to be interpreted as described in BCP 14,
RFC 2119 [3].

An implementation is not compliant if it fails to satisfy one or more of the ‘must’ requirements for the protocols it
implements. An implementation that satisfies all of the ‘must’ and all of the ‘should’ requirements for its features
is said to be ‘unconditionally compliant’; one that satisfies all of the ‘must’ requirements but not all of the ‘should’
requirements for its features is said to be ‘conditionally compliant’.

1.3 Specifications

Not all of the functions and features of the CGI are defined in the main part of this specification. The following
phrases are used to describe the features that are not specified:

‘system-defined’
The feature may differ between systems, but must be the same for different implementations using the same
system. A system will usually identify a class of operating systems. Some systems are defined in section 7
of this document. New systems may be defined by new specifications without revision of this document.

‘implementation-defined’
The behaviour of the feature may vary from implementation to implementation; a particular implementation
must document its behaviour.
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1.4 Terminology

This specification usesmany terms defined in the HTTP/1.1 specification [4]; however, the following terms are
used here in a sense which may not accord with their definitions in that document, or with their common meaning.

‘meta-variable’
A named parameter which carries information from the server to the script. It is not necessarily a variable
in the operating system’s environment, although that is the most common implementation.

‘script’
The software that is invoked by the server according to this interface. It need not be a standalone program,
but could be a dynamically-loaded or shared library, or even a subroutine in the server. It might be a set of
statements interpreted at run-time, as the term ‘script’ is frequently understood, but that is not a requirement
and within the context of this specification the term has the broader definition stated.

‘server’
The application program that invokes the script in order to service requests from the client.

2 Notational Conventions and Generic Grammar

2.1 Augmented BNF

All of the mechanisms specified in this document are described in both prose and an augmented Backus-Naur
Form (BNF) similar to that used by RFC 822 [13]. Unless stated otherwise, the elements are case-sensitive. This
augmented BNF contains the following constructs:

name = definition
The name of a rule and its definition are separated by the equals character (‘=’). Whitespace is only signifi-
cant in that continuation lines of a definition are indented.

“literal”
Double quotation marks (") surround literal text, except for a literal quotation mark, which is surrounded by
angle-brackets (‘<’ and ‘>’).

rule1 | rule2
Alternative rules are separated by a vertical bar (‘|’).

(rule1 rule2 rule3)
Elements enclosed in parentheses are treated as a single element.

*rule
A rule preceded by an asterisk (‘*’) may have zero or more occurrences. The full form is ‘n*mrule’
indicating at leastn and at mostmoccurrences of the rule.n andmare optional decimal values with default
values of 0 and infinity respectively.
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