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58 Data Link Control and Communication Channels Chap. 2

the above properties). Their generator polynomials are

g(D)=D'®+ D" + D? +1, for CRC-16
g(D) =D + D2+ D% +1, for CRC-CCITT

2.4 ARQ—RETRANSMISSION STRATEGIES
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The general concept of automatic repeat request (ARQ) is to detect frames with er-
rors at the receiving DLC module and then to request the transmitting DLC module
to repeat the information in those erroneous frames. Error detection was discussed
in the last section, and the problem of requesting retransmissions is treated in this
section. There are two quite different aspects of retransmission algorithms or proto-
cols. The first is that of correctness; ¢.¢., does the protocol succeed in releasing each
packet, once and only once, without errors, from the receiving DLC? The second is
that of efficiency; ¢.e., how much of the bit transmitting capability of the bit pipe is
wasted by unnecessary waiting and by sending unnecessary retransmissions? First,
several classes of protocols are developed and shown to be correct (in a sense to be
defined more precisely later). Later, the effect that the various parameters in these
classes have on efficiency is considered.

Recall from Fig. 2.2 that packets enter the DLC layer from the network layer;
a header and trailer are appended to each packet in the DLC module to form a
frame and the frames are transmitted on the virtual bit pipe (i.e., are sent to
the physical layer for transmission). When errors are detected in a frame, a new
frame containing the old packet is transmitted. Thus, the first transmitted frame
might contain the first packet, the next frame the second packet, the third frame a
repetition of the first packet, and so forth. When a packet is repeated, the header
and trailer might or might not be the same as in the earlier version.

Since framing will not be discussed until the next section, we continue to
assume that the receiving DLC knows when frames start and end; thus a CRC (or
any other technique) may be used for detecting errors. We also assume, somewhat
unrealistically, that all frames with errors are detected. The reason for this is that
we want to prove that ARQ works correctly except when errors are undetected.
This is the best that can be hoped for, since error detection cannot work with
perfect reliability and bounded delay; in particular, any code word can be changed
into another code word by some string of transmission errors. This can cause
erroneous data to leave the DLC or, perhaps worse, can cause some control bits to
be changed.

Next, a number of assumptions are made about the bit pipes over which these
frames are traveling. These assumptions are somewhat more general than before.
The major reason for this generality will appear when framing is studied; in effect,
these general conditions will allow us to relax the assumption that the receiving
DLC has framing information.
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Figure 2.17 Model of frame transmissions: frame 2 is lost and never
arrives; frame 4 contains errors; the frames have variable transmission delay,
but those that arrive do so in the order transmitted.

Assume first that each transmitted frame is delayed by an arbitrary and vari-
able time before arriving at the receiver, and assume that some frames might be
“lost” and never arrive. Those frames that arrive, however, are assumed to arrive
in the same order as transmitted, with or without errors. Figure 2.17 illustrates
this behavior.

2.4.1 Stop-and-Wait ARQ

The simplest type of retransmission protocol is called stop-and-wazt. The basic
idea is to ensure that each packet has been correctly received before initiating
transmission of the next packet. Thus, in transmitting packets from point A to B,
the first packet is transmitted in the first frame, and then the sending DLC waits.
If the frame is correctly received at B, B sends an acknowledgment (called an ack)
back to A; if the frame is received with errors, B sends a negative acknowledgment
(called a nak) back to A. Since errors can occur from B to A as well as from A to
B, the ack or nak is protected with a CRC.

If a frame is received without errors at B, and the corresponding ack is received
without errors at A, then A can start to send the next packet in a new frame.
Alternatively, detected errors can occur either in the transmission of the frame or
the return ack or nak, and in this case A resends the old packet in a new frame.
Finally, if either the frame or the return ack or nak is lost, A must eventually time
out and resend the old packet. Since frames can be arbitrarily delayed, it is possible
for A to time out, to resend an old packet, and subsequently to get an ack or nak
for the earlier transmission (see Fig. 2.18).

Note that because of the time outs, and also because of the potential errors
in the B to A channel, it is possible that B receives the first packet correctly
in the first frame and then receives it again in the second frame (see Fig. 2.18).
By assumption, packets are arbitrary bit strings, and the first and second packet
could be identical. Thus, if B receives the same packet twice, it cannot tell whether
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60 Data Link Control and Communication Channels Chap. 2

Transmitter departure times at A —— ¢

AR

Receiver arrival times at B

Packet 0 Packet 0 or 1?7

Figure 2.18 The trouble with unnumbered packets. If the transmitter at
A times out and sends packet 0 twice, then the receiver at B cannot tell whether
the second frame is a retransmission of packet 0 or the first transmission of

packet 1.
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Figure 2.19 The trouble with unnumbered acks. If the transmitter at
A times out and sends packet 0 twice, and then sends packet 1 after the first
ack, node A cannot tell whether the second ack is for packet 0 or 1.

the second frame is repeating the first packet or sending the second packet (which
happens to be the same bit string as the first packet).

The simplest solution to this problem is for the sending DLC module (at A)
to add a sequence number to identify successive packets. Although this strategy
seems simple and straightforward, it will not work as just described. The problem
is that acks can get lost on the return channel, and thus when B gets the same
packet correctly twice in a row, it has to send a new ack for the second reception
(see Fig. 2.19). Node A, after transmitting the packet twice but receiving only one
ack, could transmit the next packet in sequence, and then on receiving the second
ack, could interpret that as an ack for the new packet, leading to a potential failure
of the system.

To avoid this type of problem, the receiving DLC (at B), instead of returning
ack or nak on the reverse link, returns the number of the next packet awaited. This
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