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proxy (i.e., the “secure server”).  The DNS proxy module or DNS module of the 

modified C-HTTP name server determines whether the requested host is a member 

of the closed network.  If the requested host is a member of the closed network 

(i.e., a server-side proxy), then a C-HTTP name service response is returned to the 

client-side proxy including an IP address for the server-side proxy and Nonce 

values, and a secure, encrypted channel is automatically initiated/created between 

the client-side proxy and the server-side proxy.  However, if the requested host is 

not a member of the closed network, then the DNS proxy module or DNS module 

performs a lookup to the conventional DNS server and returns the IP address to the 

client-side proxy. 

As set forth in Ex.1009 ¶¶ 44-47 and Appendix C, it would have been 

apparent to a person of ordinary skill in the art as a mere design choice to 

consolidate domain name resolution functions in Kiuchi’s C-HTTP name server.  

Kiuchi clearly recognizes and discloses that a conventional DNS lookup for the 

domain name is needed when access is not being requested to a secure server, i.e., 

when the requested server-side proxy is not registered in the closed network. 

(Ex.1002 at 65, sec. 2.3(2)).  This is identical to the ‘151 Patent, where a DNS 

lookup is performed when access is not being requested to a secure server. 

(Ex.1001 at 38:12-16). 
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Kiuchi defines three new components for the system, namely the client-side 

proxy, the server-side proxy, and the C-HTTP name server. (Ex.1002 at 64, sec. 

2.1).  While Kiuchi describes a system in which a conventional DNS lookup 

request is made from the client-side proxy, it would have been apparent to a person 

of ordinary skill in the art based on Kiuchi’s teachings to make the conventional 

DNS lookup request from the C-HTTP name server.  As discussed above, the C-

HTTP name server already determines whether the DNS request received from the 

client-side proxy is requesting access to a secure server (i.e., a server-side proxy).  

Rather than returning an error status to the client-side proxy when the DNS request 

is not requesting access to a secure server, it would have been trivial and obvious 

as a mere design choice for the C-HTTP name server to pass the domain name 

received in the C-HTTP name service request to the conventional DNS server (i.e., 

a “DNS function”), as depicted in the following Figure: 
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Such a configuration, which places a DNS proxy server function in a 

modified C-HTTP name server (similar to placement of the DNS proxy server 

function of the ‘151 patent in the DNS server – see Ex.1001 at FIG. 26), is merely 

a rearrangement of existing functions within the C-HTTP system and could be 

implemented with little or no modification to Kiuchi’s protocols.  For example, a 

C-HTTP name service response message containing an IP address without a public 

key and Nonce values (e.g., using values of zero or other convention for the public 

key and Nonce fields, or modifying the protocol to use a previously unused flag in 

the response to indicate that a public key and Nonce values are not provided) 

would indicate to the client-side proxy that the DNS request is not requesting 
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access to a secure server and hence that no secure/encrypted channel is needed.  

The motivation for modifying Kiuchi in this way would have been to streamline 

the operation of the system, e.g., instead of having the C-HTTP name server send 

an error status to the client-proxy which would in turn initiate a conventional DNS 

inquiry, the modification eliminates the error status message from the process by 

having the C-HTTP name server directly initiate the request to the conventional 

DNS server.  Thus, the consolidation of domain name resolution functions in the 

C-HTTP name server is obvious in view of Kiuchi.  See KSR Intern. Co. v. Teleflex 

Inc., 550 U.S. 398, 401; 127 S.Ct. 1727, 173 (2007) (“a combination of familiar 

elements according to known methods is likely to be obvious when it does no more 

than yield predictable results”); Sakraida v. Ag Pro, Inc., 425 U.S. 273, 282, 96 

S.Ct. 1532 (1976) (when a patent “simply arranges old elements with each 

performing the same function it had been known to perform” and yields no more 

than one would expect from such an arrangement, the combination is obvious). 

The modified C-HTTP name server includes a “DNS proxy module” 

because it contains a program that responds to a domain name inquiry in place of a 

DNS (i.e., it responds to a DNS request in place of a conventional DNS server 

when the requested host is a member of the closed network).  The modified C-

HTTP name server also includes a “DNS module” because it includes a program 

that performs a lookup service and returns an IP address for a requested domain 
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name (i.e., it first performs a lookup to determine if the requested host is registered 

in the closed network, and then, if needed, performs a lookup to the conventional 

DNS server); in Kiuchi, this DNS module also performs the functions of a DNS 

proxy by responding to a DNS request in place of the conventional DNS server 

when the requested host is a member of the closed network, as discussed above. 

The C-HTTP is a data processing device having a memory storing a “DNS 

proxy module” or “DNS module” that intercepts DNS requests sent by the client-

side proxy (i.e., the “client”) and performs the steps recited in the claims.  The 

client-side proxy is a “client” because it is a computer that sends a DNS request.  

The server-side proxy is a “secure server” because it is a server that requires 

authorization for access and can communicate in an encrypted channel. 

Ground 1. Claim 1 is Obvious Over Kiuchi 

As set forth in Ex.1009 ¶¶ 29-47 and Appendix C, Kiuchi teaches all of the 

limitations of claim 1.  With regard to claim 1, the modified C-HTTP name server 

including a DNS proxy module is a data processing device.  The functions 

performed in the modified C-HTTP name server are necessarily stored in computer 

program code in memory, as is the case for any such processing device. (Ex.1009 ¶ 

44). 

When the client-side proxy (i.e., the “client”) receives the HTTP request 

from the user agent, it generates (and transmits) a DNS request that is sent to the 
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