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Introduction

Introduction

Welcome to the Aventail Connect 3.01/2.51 secure Windows client for 16- and
32-bit Windows applications. The client component of the Aventail ExtraNet
Center, Aventail Connect is a secure proxy client based on SOCKS 5, the IETF
standard for authenticated firewall traversal. Aventail Connect delivers enhanced
security and simplifies SOCKS deployment for users and network managers.

Aventail Connect redirects WinSock calls and reroutes them based upon a set of
routing directives (rules) assigned when Aventail Connect is configured. (For
more information about WinSock, TCP/IP, and general network communications,
see “Getting Started.”)

On larger networks, Aventail Connect can address multiple SOCKS 5 servers
based on end destination and type of service. This feature enables network
administrators to effectively monitor and direct network traffic.

Aventail Connect is a proxy client, but when used with SSL it provides the ability
to encrypt inbound or outbound information.

Features of Aventail Connect:
» Aventail Connect supports X.509 client certificates for strong authenti-
cation with SSL (when encryption is enabled)

» Automated Customizer utility simplifies client configuration, distribution,
and installation

* SSL compression detects low bandwidth connections and compresses
encrypted data (when encryption is enabled)

» Secure Extranet Explorer (via Extranet Neighborhood icon on desk-
top) allows users to securely access Windows or SMB hosts over an
extranet connection (Windows 95, Windows 98, and Windows NT 4.0
only)

» Supports WinSock 2.0 (LSP) applications in Windows 98, and Windows
NT 4.0, and WinSock 1.1 and WinSock 2.0 applications in Windows 95

» Supports WinSock 1.1 applications in Windows 3.1, Windows for Work-
groups 3.11, and Windows NT 3.51

» MultiProxy feature allows you to use a SOCKS server or an HTTP
proxy to control outbound access

» Allows the use of port ranges for redirection rules
» Provides integration with SoftiID™ and SecurlD™ tokens
» Provides automated installation and uninstallation

» Credential cache timeout feature allows administrators to specify when
credentials expire

» Provides optional password protection for configuration files

» Supports both SOCKS v4 and SOCKS v5 (RFC 1928 and RFC 1929)
standards
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