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CHAPTER 13

IP SECURITY

if a secret picce of news is divuiged by a spy before the time is ripe, he must be put to
death, together with the man to whom the secret was told.

—The Art of War, Sun Tzu

mechanisms in a number of application areas, including electronic

mail (S/MIME, PGP), client/server (Kerberos), Web access (Secure
Sockets Layer), and others. However, users have some security concerns that
cul across protocot layers. For example, an enterprise can run a secure, pri-
vale TCP/IP network by disallowing links to untrusted sites, encrypting:
packets that leave the premises, and authenticating packets thal enter the
premises. By implementing security at the IP lével, an organization can
ensure secure networking not only for applications that have security mech-
anisms but for the many security-ignorant applications.

IP-leve] security encompasses three functional areas: authentication,
confidentiality, and key management. The authentication mechanism assures
that a received packel was, in fact, transmitted by the party identified as
the source in the packet header. In addition, this mechanism assures that the
packet has not been altered in transit. The confidentiality facility enables
communicaling nodes to encrypt messages to prevenl eavesdropping by
third parties. The key management facility is concerned with the secure
exchange of keys.

We begin this chapter with an overview of IP security (IPSec) and an
introduction to the [PSec architecture. We then look at each of the three func-
tional areas in detail.! The appendix to this chapter reviews internet protocols.

The Internet community has developed application-specific security

t

K
z
_!’

'As of this writing, many of the 1PSec specilications are in {nternci Draft form and subject to
change. Most of these documents have been through numerous iterations and should be quite
stable, but some of the details may change.
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400 CHAPTER 13 / IP SECURITY

13.1 IP SECURITY OVERVIEW

In 1994, the [nternet Architecture Board (IAB) issued a report entitled “Security in
the Internet Architecture” (RFC 1636). The report stated the general consensus that
the Internet needs more and better security, and it identified key areas for security
mechanisms. Among these were the need to secure the network infrastructure from
unauthorized monitoring and contro] of network traffic and the need Lo secure end-
user-to-end-user traffic using authentication and encryption mechanisms,

These concerns are fully justified. As confirmation, the 1997 annual report
from the Computer Emergency Response Team (CERT) lists over 2500 reported
security incidents affecting nearly 150,000 sites. The most serious types of attacks
included IP spoofing, in which intruders create packets with false IP addresses and
exploit applications that use authentication based on IP; and various forms of eaves-
dropping and packet sniffing, in which attackers read transmitted information,
including logon information and database contents.

In response to these issues, the IAB included authentication and encryption as
necessary security features in the next-generation IP, which has been issued as IPv6,
Fortunately, these security capabilities were designed to be usable both with the cur-
rent IPv4 and the future TPv6. This means that vendors can begin offering these fea-
tures now, and many vendors do now have some IPSec capability in their products,

Applications of IPSec?

IPSec provides the capability to secure communications across a LAN, across pri-
val¢ and public wide area networks (WANSs). and across the Internet. Examples of
its use include the following:

* Secure branch office connectivity over the Internet; A company can build a
secure virtual private network over the Internet or over a public WAN, This
enables a business 1o rely heavily on the Internet and reduce its need for pri-
vate networks. saving costs and network management overhead.

* Secure remote access over the Internet: An end user whose system is equipped
with IP security protocols can make a local cail 1o an Internet service provider
(ISP) and gain secure access to a company network, This reduces the cost of
toll charges for traveling employees and telecommuters.

* Establishing extranet and intranet connectivity with partners: IPSec can be
used Lo secure communication with other organizations, ensuring authentica-
tion and confidentiality and providing a key exchange mechanism.

* Enhancing electronic commerce security: Even though some Web and elec-
tronic commerce applications have built-in security protocols, the use of IPSec
enhances that security.

The principal feature of IPSec that enables it 1o support these varied appli-
cations is that it can encrypt and/or authenticate all traffic at the IP level, Thus, all

*This subsection is based on malerial in /P Security Whitepaper, from CyLAN Technologics
hllp:llwv.vw.cy!an.cnmiﬁlcslwhpaper.htm. 1997,
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Figure 13.1  An IP Security Scenario.

distributed applications, including remote logon, chentfserver e-mail, file transfer,
Web access, and so on, can be secured.

Figure 13.1 is a typical scenario of IPSec usage. An organization maintains
LANSs at dispersed locations. Nonsecure IP iraffic is conducted on each LAN, For
traffic off site, through some sort of private or public WAN, IPSec protocols are
used. These protocols operate in networking devices, such as a router or firewal),
that connect each LAN (o the outside world. The 1PSec networking device will
typically encrypt and compress all traffic going into the WAN, and decrypt and
decompress traffic coming from the WAN; these operations are transparent to
workstations and servers on the LAN. Secure transmission is also possible with indi-
vidual users who dial into the WAN. Such user workstations must implement the
IPSec protocols to provide security.

Benefits of IPSec
[IMARK97] lists the following benefits of 1PSec:

* When IPSec is implemented in a firewall or router, it provides strong security
that can be applied to all traffic crossing the perimeter, Traffic within a com-
pany or workgroup does not incur the overhead of security-related processing,

* 1PSec in a firewall is resistant to bypass if al} traffic from the outside must use
IP and the firewall is the only means of entrance from the Internet into the

. organization.

* IPSec is below the transport layer (TCP, UDP) and so is transparent to appli-

cations. There is no need to change software on a user or server system when
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402 CHAPTER 13 / [P SECURITY

1PSec is implemented in the firewall or router. Even if IPSec is implemented

in end systems, upper-layer software, including applications, is not affected.
* IPSec can be transparent to end users, There is no need to train users on secu-

rity mechanisms, issue keying material on a per-user basis, or revoke keying

material when users leave the organization. ‘
* IPSec can provide security for individual users if needed. This is useful for off-

site workers and for setting up a secure virtual subnetwork within an organi-

zation for sensitive applications, :

Routing Applications

In addition to supporting end users and protecting premises systems and networks,
1PSec can play a vital role in the routing architecture required for internetworking,
[HUIT98] lists the following examples of the use of IPSec. IPSec can assure that

* A router advertisement (a new router advertises its presence) comes from an
authorized router.

* A neighbor advertisement {a router seeks 10 establish or maintain a neighbor
relationship with a router in another routing domain) comes from an autho-
rized router, '

* A redirect message comes from the router to which the initial packet was sent.

* A routing update is not forged.

Without such security measures, an opponent can disrupt communications or
divert some traffic. Routing protocols such as OSPF should be run on top of secu-
tity associations between routers that are defined by IPSec.

"'13.2 1P SECURITY ARCHITECTURE

The IPSec specification has become quite complex. To get a feel for the overall
architecture, we begin with a ook at the documents that define IPSec. Then we dis-
cuss IPSec services and introduce the concept of security association,

IPSec Documents

In August 1995, the IETF published five security-related Proposed Standards that
7 define a security capability at the internet level:

* RFC 1825: An overview of a security architecture

RFC 1826: Description of a packet authentication extension to IP
* RFC 1828: A specific authentication mechanism

* RFC 1827: Description of a packet encryption extension to IP
RFC 1829: A specific encryption mechanism
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Figure 13.2  [PSec Document Overview.

Support for these features is mandatory for IPv6 and optional for IPv4. In both
cases. the security fealures are implemented as extension headers that follow the
main IP header. The extension header for authentication is known as the Authen-
tication header; that for encryption is known as the Encapsulating Security Payload
(ESP) header.

Since this initial set of documents, a great deal of work has been done within
the IP Security Protocol Working Group set up by the IETF. The documents are
divided inlo seven groups, as depicted in Figure 13.2;

* Architecture; Covers the general concepts, security requirements, definitions,
and mechanisms defining IPSec technology.

* Encapsulating Security Payload (ESP): Covers the packet format and general
issues related to the use of the ESP for packet encryption and, optionally.
authenticalion.

* Authentication Header (AH): Covers the packet format and general issues
related to the use of AH for packet authentication,

* Encryption Algorithm: A set of documents that describe how various encryp-
tion algorithms are used for ESP,
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404 CHAPTER 13 / IP SECURITY

* Autheatication Algorithm: A set of documents that describe how various authen-
tication algorithms are used for AH and for the authentication option of ESP.

* Key Management: Documents that describe key management schemes.

* Domaiu of Interpretation (DOI): Contains values needed for the other docy-
ments to relate to each other, These include identifiers for approved encryp-

tion and authentication algorithms, as well as operational parameters such as
key lifetime,

IPSec Services

1PSec provides security services at the IP layer by enabling a system to select
required security protocols, determine the algorithm(s) to use for the service(s), and
put in place any cryptographic keys required to provide the requested services.
Two protocols are used to provide security: an authentication protocol designated
by the header of the protocol, Authentication Header (AH); and a combined
encryption/authentication protocot designated by the format of the packet for that
protocol, Encapsulating Security Payload (ESP). The services are as follows:

* Access control

¢ Connectionless integrity

* Data origin authentication

* Rejection of replayed packets (a form of partial sequence integrity)
Confidentiality (encryption)

Limited traffic flow confidentiality

Table 13.1 shows which services are provided by the AH and ESP protocols.
For ESP, there are two cases: with and without the authentication option. Both AH
and ESP are vehicles for access control, based on the distribution of cryptographic
keys and the management of traffic flows relative to these security protocols.

Security Associations

A key concepl that appears in both the authentication and confidentiality mecha-
nisms for 1P is the security association (SA). An association s a one-way relation-
ship between a sender and a receiver that affords security services to the traffic

Table 13.1 IPSec Services

ESP (encryption ESP (encryption
AH only} plus authentication)
Access contro) v v v
Connectionless integrity v v
Data origin authentication v v
Rejection of replayed packets v v v
Confidentiality v v
Limiledlrafﬁcﬂqw R Bkt el S T R
confidentiakity v v
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13.2 / 1P SECURITY ARCHITECTURE 405

carried on it. If a peer relationship is needed, for two-way secure exchange, then two
security associations are required. Security services are afforded to an SA for the
use of AH or ESP, but not both.

A security association is uniquely identified by three parameters:

» Security Parameters Index (SP1): A bit string assigned to this SA and hav-
ing local significance only. The SPI is carried in AH and ESP headers to
enable the receiving system to select the SA under which a received packet
will be processed.

¢ IP Destination Address: Currently, only unicast addresses are allowed: this is
the address of the destination endpoint of the SA, which may be an end user
system or a network system such as a firewall or router.

* Security Protocol Identifier: This indicates whether the association is an AH
or ESP security association.

Hence, in any IP packet,’ the security association is uniquely identified by the
Destination Address in the IPv4 or TPv6 header and the SP! in the enclosed exten-
sion header (AH or ESP),

SA Parameters

In each IPSec implementation, there is a nominal* Security Association Data-
base that defines the parameters associated with each SA. A security association is
normally defined by the following parameters:

+ Sequence Number Counter: A 32-bit value used to generate the Sequence
Number field in AH or ESP headers, described in Section 13.3 (required for
all implementations).

* Sequence Counter Overflow: A flag indicating whether overflow of the
Sequence Number Counter should generate an auditable event and prevent
further transmission of packets on this SA (required for all implementations).

« Anti-Replay Window: Used to determine whether an inbound AH or ESP
packet is a replay, described in Section 13.3 (required for all implementations).

* AH Information: Authentication algorithm, keys, key lifetimes, and related
parameters being used with AH (required for AH implementations).

« ESP Information: Encryption and authentication algorithm, keys, initialization
values, key lifetimes, and related parameters being used with ESP (required
for ESP implementations),

¢ Lifetime of this Security Association: A time interval or byte count after
which an SA must be replaced with a new SA (and new SPI) or terminated,
plus an indication of which of these actions should occur (required for all
implementations).

*In this chapler, the term /P packer refers to either an TPv4 datagram or an IPv6 packet.

*Nominal in the sense that the functionality provided by a Security Association Database must be present
in any IPSec implemenation, but the way in which that functionality is provided is up 1o the implementor.
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* IPSec Protocol Mode: Tunnel, transport, or wildcard (required for all imple-
mentations). These modes are discussed later in this section.

* Path MTU: Any observed path maximum transmission unit {maximum size of
a packet that can be transmitted without fragmentation) and aging variables
(required for all implementations).

The key management mechanism that is used 10 distribuie keys is coupled to
the authentication and privacy mechanisms only by way of the Security Parameters
Index. Hence, authentication and privacy have been specified independent of any
specific key management mechanism.

SA Selectors

IPSec provides the user with considerable flexibility in the way in which 1PSec
services are applied to 1P traffic. As we will see later, SAs can be combined in a
number of ways to yield the desired user configuration. Furthermore, [PSec pro-
vides a high degree of granularity in discriminating between traffic that is afforded
IPSec protection and traffic that is allowed to bypass [PSec, in the former case relat-
ing [P traffic to specific SAs.

The means by which 1P traffic is related to specific SAs (or no SA in the case
of traffic allowed to bypass IPSec) is the nominal Security Policy Database (SPD),
In its simplest form, an SPD) contains entries, each of which defines a subset of 1P
traffic and points to an SA for that traffic. In more complex environments, there
may be multiple entries that potentially relate to a single SA or multiple SAs asso-
ciated with a single SPD entry. The reader is referred to the relevant [PSec docu-
ments for a full discussion.

Each SPD entry is defined by a set of IP and upper-layer protocol field values,
called selecrors, In effect, these selectors are used to filter outgoing traffic in order
to map it into a particular SA. Outbound processing obeys the following general
sequence for each [P packet;

1. Compare the values of the appropriate fields in the packet (the selector
ficlds) against the SPD to find a matching SPD entry, which will point 10 zero
or more SAs.

2. Determine the SA if any for this packet and its associated SPI.

3. Do the required IPSec processing (i.e., AH or ESP processing).
The following selectors determine an SPD entry:

* Destination [P Address: This may be a single IP address, an enumerated list
or range of addresses, or a wildcard (mask) address. The latter two are
required to support more than one destination system sharing the same SA
(e.g., behind a firewall).

* Source IP Address: This may be a single IP address, an enumerated list or range
of addresses, or a wildcard (mask) address. The latler two are required to sup-
port more than one source system sharing the same SA (e.g., behind a firewall).

New Bay Capital, LLC
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13.2 / 1P SECURITY ARCHITECTURE 407

* UserlD: A user-identifier from the operating system. This is not a field in the
[P or upper-layer headers but is available if IPSec s running on the same oper-
ating syslem as the user.

* Duta Sensitivity Level: Used for systems providing information flow security
(e.g., Secret or Unclassified),

* Transport Layer Protocok: Obtained from the IPv4 Protocol or IPv6 Next
Header field. This may be an individual protocol number, a list of protocol
numbers, or a range of protocol numbers.

* 1PSec Protocol (AH or ESP or AH/ESPY: If present, this is obtained from the
1Pv4 Protocol or IPv6 Next Header field,

* Sowrce and Destination Ports: These may be individual TCP or UDP port val-
ues, an enumerated list of ports, or a wildcard port.

* IPv6 Class: Obtained from the IPv6 header. This may be a specific IPv6 Class
value or a wildcard value.

* IPv6 Flow Label: Obtained from the IPv6 header. This may be a specific IPv6
Flow Label value or a wildcard value,

* IPvd Type of Service (TOS): Obtained from the IPv4 header. This may be a
specific [Pv4 TOS value or a wildcard value.

Transport and Tunnel Modes

Both AH and ESP support two modes of use: transport and tunnel mode. The oper-
ation of these two modes is best understood in the context of a description of AH
and ESP, which are covered in Sections 13.3 and 134, respectively, Here we provide
a brief overview,

Transport Mode

Transport mode provides protection primarily for upper-layer protocols, That
is, transpart mode protection extends to the payload of an IP packet. Examples
include a TCP or UDP segment or an Internet Control Message Protocol (ICMP)
packet, all of which operate directly above IP in a host protocol stack. Typically,
transport mode is used for end-to-end communication between two hosts (e.g., a
client and a server, or lwo workstations), When a host runs AH or ESP over IPv4,
the payload is the data that normally follow the IP header. For IPv6, the payload is
the data that normally follow both the IP header and any IPv6 extensions headers
that are present, with the possible exception of the destination options header,
which may be included in the protection,

ESP in transport mode encrypts and optionally authenticates the IP payload
but not the IP header. AH in transport mode authenticates the IP payload and
selected portions of the IP header.

Tunnel Mode

Tunnel mode provides protection to the entire 1P packet. To achieve this, after
the AH or ESP fields are added (o the IP packet, the entire packet plus security
fields is treated as the payload of new “outer” IP packet with a new outer IP header,
The entire original, or inner, packet travels through a “tunnel” from one point of an

New Bay Capital, LLC
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Table 13.2  Tunne! Mode and Transport Mode Functionality

13.3

Transport Mode SA Tunnel Mode SA
AH Authenticates IP payload and Authenticates entire inner 1P
selected portions of IP header packet (inner header plus IP
and IPv6 extension headers, payload) plus selected portions
of outer IP header and outer
) _ IPv6 extension headers.
ESP Encrypts IP payload and any Encrypts inner TP packet.
1Pv6 cxtension headers
o _Iollowin_g the ESP header. ]
ESP with Encrypts IP payload and any Encrypts inner 1P packet,
Authentication 1Pv6 extension headers Authenticates inner [P packet,
following the ESP header.
Authenticales IP payload but
not IP header.

IP network to another; no routers along the way ar€ able to examine the inner 1P
header. Because the original packet is encapsulated, the new, larger packet may
have totally different source and destination addresses, adding to the security. Tun-
nel mode is used when one or both ends of an SA is a security gateway, such as a
firewall or router that implements IPSec. With tunnel mode, a number of hosts on
networks behind firewalls may engage in secure communications without imple-
menting IPSec. The unprotected packets generated by such hosts are tunneled
through external networks by tunnel mode SAs set up by the IPSec software in the
firewall or secure router at the boundary of the local network,

Here is an example of how tunnel mode IPSec operates. Host A on a network
generates an IP packet with the destination address of host B on another network.
This packet is routed from the originating host to a firewall or secure router at the
boundary of A’s network. The firewall filters all outgoing packets 10 determine the
need for IPSec processing. If this packet from A to B requires IPSec, the firewall
performs IPSec processing and encapsulates the packet in an outer IP header. The
source IP address of this outer IP packet is this firewall, and the destination address
may be a firewall that forms the boundary to B's local network. This packet is now
routed 1o B’s firewall, with intermediate routers examining only the outer IP
header. At B’s firewall, the outer [P header is stripped off, and the inner packet is
delivered to B.

ESP in wnnel mode encrypts and optionally authenticates the entire inner IP
packet, including the inner IP header. AH in tunne! mode authenticates the entire
inner IP packet and selected portions of the outer IP header.

Table 13.2 summarizes transport and tunnel mode functionality,

AUTHENTICATION HEADER

The Authentication Header provides support for data integrity and authentication
of IP packets. The data integrity feature ensures that undetected modification to a
packel’s content in transit is not possible, The authentication feature enables an end

——— bt et ke ..

New Bay Capital, LLC
Ex.1007-Page 13 of 45




- a - g — ey

PRV N

v

o e

13.3 / AUTHENTICATION HEADEP. 409

system or nelwork device to authenticate the user or application and filter traffic
accordingly; it also prevents the address spoofing attacks observed in today’s Inter-
net. The AH also guards against the replay attack described later in this section.
Authentication is based on the use of 2 message authentication code (MAC),
as described in Chapter 8; hence the two parties must share a secret key.
The Authentication Header consists of the following fields (Figure 13.3):

e Next Header (8 bits): Identifies the type of header immediately following
this header,

* Payload Length (8 bits): Length of Authentication Header in 32-bit words,
minus 2, For example, the default length of the authentication data field is 96
bits, or three 32-bit words. With a three-word fixed header, there are a total
of six words in the header, and the Payload Length field has a value of 4.

¢ Reserved (16 bits): For future use,

« Security Parameters Index (32 bits): Identifies a security association.

+ Sequence Number (32 bits): A monotonically increasing counter value, dis-
cussed later.

» Authentication Data (variable): A variable-length field (must be an integral
number of 32-bit words) that contains the Integrity Check Value (ICV), or
MAC, for this packet, discussed later.

Anti-Replay Service

A replay attack is one in which an attacker obtains a copy of an authenticated
packet and later transmits it to the intended destination. The receipt of duplicate,
authenticated IP packets may disrupl service in some way or may have some other
undesired consequence. The Sequence Number field is designed to thwart such
attacks. First, we discuss sequence number generation by the sender, and then we
took at how it is processed by the recipient.

When a new SA is established, the sender initializes a sequence number
counter to 0. Each time that a packet is sent on this SA, the sender increments the
counter and places the value in the Sequence Number field. Thus, the first value to

16

RESERVED

Security Parameters Index (SP1)

Sequence Number

Authentication Data (variable)

Figure 13.3 1PSec Authentication Header,
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Figure 13.4 Anti-Replay Mechanism.

be used is 1. If anti-replay is enabled (the default), the sender must not allow the
sequence number to cycle past 2% - 1 back to zero. Otherwise, there would be mul-
tiple valid packets with the same sequence number. If the limit of 22 — 1 is reached,
the sender should terminate this SA and negotiate a new SA with a new key.

Because IP is a connectionless, unreliable service, the protocol does not guar-
antee that packets will be delivered in order and does not guarantee that all pack-
ets will be delivered. Therefore, the IPSec authentication document dictates that the
receiver should implement a window of size W, with a default of W = 64. The right
edge of the window represents the highest sequence number, N, so far received for
a valid packet. For any packet with a sequence number in the range fromN - W +
1 to N that has been correctly received (i.e., properly authenticated), the corre-
sponding slot in the window is marked (Figure 13.4). Inbound processing proceeds
as follows when a packet is received:

1. If the received packet falls within the window and is new, the MAC is checked.
[f the packet is authenticated, the corresponding slot in the window is marked.

2. 1f the received packet is to the right of the window and is new, the MAC is
checked. If the packet is authenticated, the window is advanced so that this
sequence number is the right edge of the window, and the corresponding slot
in the window is marked.

3. If the received packet is to the left of the window, or if authentication fails, the
packet is discarded; this is an auditable event.

Integrity Check Value

The Authentication Data field holds a value referred to as the Integrity Check
Value. The ICV is a message authentication code or a truncated version of a code
produced by a MAC algorithm. The current specification dictates that a compliant
implementation must support

* HMAC-MD3-96
* HMAC-SHA-1-96
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Ex.1007-Page 15 of 45




13.3 / AUTHENTICATION HEADER. 411

Both of these use the HMAC algorithm, the first with the MD3 hash code and the
second with the SHA-1 hash code (all of these algorithms are described in Chapter
9). In both cases, the full HMAC valueg is calculated but then truncated by using the
first 96 bits, which is the default length for the Authentication Data field.

The MAC is calculated over the following:

* IP header fields that either do not change in transit (immutable) or that are
predictable in value upon arrival at the endpoint for the AH SA. Fields that
may change in transit and whose value on arrival are unpredictable are set 1o
zero for purposes of calculation at both source and destination.

* The AH header other than the Authentication Data field. The Authentica-
tion Data field is set to zero for purposes of calculation at both source and
destination.

* The entire upper-level protocol data, which is assumed to be immutable in
transit (€.g., a TCP segment or an inner TP packet in tunnel mode).

For IPv4, examples of immutable fields are Iniernet Header Length and
Source Address. An example of a mutable but predictable field is the Destination
Address (wilh loose or strict source routing). Examples of mutable fields that are
zeroed prior 10 ICV calculation are the Time to Live and Header Checksum fields.
Note that both source and destination address fields are protected, so that address
spoofing is prevented.

For 'Pvé, examples in the base header are Version (immutable), Destina-
tion Address {mutable but prediclable), and Flow Label (mutable and zeroed for
calculation),

Transpoert and Tunnel Modes

Figure 13.5 shows two ways in which the 1PSec authentication service can be used.
In one case, authentication is provided directly between a server and client work-
stations; the workstation can be either on the same network as the server or on an

Server

= End-ip-end
i Wcalion

End-to-end
authentication

End-to-intermediale
authentication

Figure 1.5 End-ic-end versus End-to-intermediate Authentication.
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Figure 13.6 Scope of AH Authentication,

external network. As long as the workstation and the server share a protected secret
key, the authentication Process is secure, This case uses a transport mode SA. In the
other case, a remole workstation authenticates itself to the corporate firewall, either
for access to the entire internal network or because the requested server does not

Support the authentication feature. This case uses a tunnel mode SA.

In this subsection, we look at the scope of authentication provided by AH and
the authentication header location for the two modes. The considerations are some-
whal different for IPv4 and 1Pvé. Figure 13.6a shows typical IPv4 and 1Pv6 packets.
In this case, the IP payload is a TCP segment; it could also be a data unit for any

other protoco that uses IP, such as UDP or ICMP.

For transport mode AH using IPv4, the AH is inserted after
header and before the IP payload (e.g., a TCP segment); this is sho

the original IP
wn in the upper
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part of Figure 13.6b. Authentication covers the entire packet, excluding multable
fields in the 1Pv4 header that are set to zero for MAC calculation,

In the context of IPv6, AH is viewed as an end-to-end payload; that is, it
is not examined or processed by intermediate routers. Therefore, the AH appears
after the IPv6 base header and the hop-by-hop, routing, and fragment exten-
sion headers. The destination options extension header could appear before or
after the AH header, depending on the semantics desired. Again, authentication
covers the entire packet, excluding mutable fields that are set to zero for MAC
calculation.

For tunnel mede AH, the entire original IP packet is authenticated, and the
AH is inserted between the original IP header and a new outer IP header (Figure
13.6¢). The inner IP header carries the ultimate source and destination addresses,
while an outer TP header may contain different IP addresses (e.g., addresses of fire-
walls or other security gateways).

With tunnel mode, the entire inner IP packet, including the entire inner IP
header, is protected by AH. The outer IP header (and, in the case of IPv6, the outer
IP extension headers) is protected except for mutable and unpredictable fields.

" 13.4 ENCAPSULATING SECURITY PAYLOAD

The Encapsulating Security Payload provides confidentiality services, including
confidentiality of message contents and limited traffic flow confidentiality. As an
optional feature, ESP can also provide the same authentication services as AH.

ESP Format
Figure 13.7 shows the format of an ESP packet. It contains the following fields:

* Security Parameters Index (32 bits): Identifies a security association.

* Sequence Number (32 bits): A monotonically increasing counter value; this
provides an anti-replay function, as discussed for AH.

¢+ Payload Data (vaviable): This is a transport-level segment (transport mode) or
IP packet (tunnel mode) that is protected by encryption.

* Padding (0-255 bytes): The purpose of this field is discussed later.

¢ Pad Length (8 bits): Indicates the number of pad bytes immediately preced-
ing this field.

« Next Header (8 bits): Identifies the type of data contained in the payload data
field by identifying the first header in that payload (for exampte, an extension
header in IPv6, or an upper-layer protocol such as TCP).

* Autheniication Data (variable): A variable-length field (must be an integral
number of 32-bit words) that contains the Integrity Check Value computed
over the ESP packet minus the Authentication Daia field.

New Bay Capital, LLC
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Figure 13.7 1PSec ESP Format.

Encryption and Authentization Algorithms

The Payload Data, Padding, Pad Length, and Next Header fields are encrypted by
the ESP service. If the algorithm used 10 encrypt the payload requires cryptographic :
synchronization data, such as an initialization vector (1V). then this data may be car- f
ried explicitly at the beginning of the Payload Data tield. If included, an IV is usy- !
ally not encrypted, although it is often referred (o as being part of the ciphertext.

* Three-key triple DES
* RC5

* IDEA

* Three-key triple IDEA
» CAST

* Blowfish

All of these algorithms are described in Chapter 4,

As with AH, ESP supports the use of a MAC with a defau]t length of 96 bits.
Also as with AH, the current specification dictates that a compliant implementation
must support HMAC-MDS5-96 and HMAC-SHA-1-95.
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Padding
The Padding field serves several purposes:

« If an encryption algorithm requires the plaintext to be a multiple of some
number of bytes (e.g., the multiple of a single block for a block cipher), the
Padding field is used to expand the plaintext (consisting of the Payload Data,
Padding, Pad Length, and Next Header fields) to the required length.

» The ESP format requires that the Pad Length and Next Header fields be right
aligned within a 32-bit word. Equivalently, the ciphertext must be an integer
multiple of 32 bits. The Padding field is used to assure this alignment.

» Additional padding may be added to provide partial traffic flow confidential-
ity by concealing the actual length of the payload.

Transport and Tunnel Modes

Figure 13.8 shows two ways in which the IPSec ESP service can be used. In the
upper part of the figure, encryption (and optionally authentication) is provided
directly berween two hosts. Figure 13.8b shows how tunnel mode operation can be

(a} Transport-level security

Encrypted tunne. -

carrying IP traffic

{(b) A virtual private netwerk via tunnel mode

Figure 13.8 Transport Mode versus Tunnel Mode Encryption,
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used to sel up a virtual private network. In this example, an organization has four
private networks interconnected across the Internet. Hosts on the internal networks
use the Internet for transport of data but do not interact with other Internet-based
hosts. By terminating the tunnels at the security gateway to each internal network,
the configuration allows the hosts to avoid implementing the security capability. The
former technique is support by a transport mode SA, while the latter technique uses
a tunnel mode SA. v
In this section, we look at the scope of ESP for the two modes. The consider-
ations are somewhat different for IPv4 and IPv6. As with our discussion of AH
scope, we will use the packet formats of Figure 13.6a as a starting point. '

Transport Mode ESP !

Transport mode ESP is used to encrypt and optionally authenticate the data i
carried by IP (e.g., a TCP segment), as shown in Figure 13.9a. For this mode using '
1Pv4, the ESP header is inserted into the IP packet immediately prior to the ;
transport-layer header (e.g., TCP, UDP, ICMP) and an ESP trailer {Padding, Pad
Length, and Next Header ficlds) is placed after the IP packet; if authentication is :
selected, the ESP Authentication Dala field is added after the ESP trailer. The

4= Authenticated —————p

!
——— Eneryplite———p i
origtt Jesel o [ pL o frselese ]
e v fnaef T R L i
' A h 1, ‘ud = :
€————Enerypled———— !
orig 1P | hap-hy-hop, dem, fisef L1 oo T © o |aselesp g
LA hor routing, fragment |hdr | - TC' . Puta - telr Javih
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I
¥
A= e A B RUCD et e :
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. B . - 1
New IP |ESP| orig )P . . 'JESP|ESP K
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Figure 13.9  Scope of ESP Encryption and Authentication.
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entire transport-level segment plus the ESP trailer are encrypted. Authentication
covers alt of the ciphertext plus the ESP header.

In the context of IPv6, ESP is viewed as an end-to-end payload: that is, it is not
examined or processed by intermediate routers. Therefore, the ESP header appears
after the 1Pv6 base header and the hop-by-hop, routing, and fragment extension
headers. The destination options extension header could appear before or after the
ESP header. depending on the semantics desired, For IPv6, encryption covers the
entire transport-level segment plus the ESP trailer plus the destination options
extension header if it occurs after the ESP header. Again, authentication covers the
cipheriext plus the ESP header.

Transport modc operation may be summarized as follows:

1. Al the source, the block of data consisting of the ESP trailer plus the entire
transporl-layer segment is encrypted and the plaintext of this block is replaced
with its ciphertext to form the IP packet for transmission. Authentication is
added if this option is sclected.

2. The packet is then routed Lo the destination. Each intermediate router needs
to examine and process the 1P header plus any plaintext 1P extension headers,
but does not need to examine the ciphertext.

3. The destination node examines and processes the IP header plus any plaintext
1P extension headers. Then, on the basis of the SP1 in the ESP header, the des-
lination node decrypts the remaincer of the packet to recover the plaintext
transport-layer segment.

Transport mode operation provides confidentiality for any application that
uscs it, thus avoiding the need to implement confidentiality in every individual appli-
cation. This mode of operation is also reasonably efficient, adding littie to the total
length of the IP packet. One drawback to this mode is that it is possible to do traf-
fic analysis on the transmitted packets.

Tunnel Mode ESP

Tunnel mode ESP is used to encrypt an entire 1P packet (Figure 13.9b). For
this mode, the ESP header is prefixed 1o the packet and then the packet plus the
ESP trailer is encrypted. This method can be used to counter traffic analysis.

Because the IP header contains the destination address and possibly source
routing dircctives and hop-by-hop option information, it is not possible simply to
transmit the encrypted [P packet prefixed by the ESP header. Intermediate routers
would be unable to process such a packet. Therefore, it is necessary to encapsulate
the entire hlock (ESP header plus ciphertext plus Authentication Data, if present)
with a new 1P header that will contain sufficient information for routing but not for
traffic analysis.

Whereas the transport mode is suitable for protecting connections between
hosts that support the ESP feature, the tunncl mode is useful in a configuration that
includes a firewall or other sort of security gateway that protects a trusted network
from external networks. In this latler case, encryption occurs only between an exter-
nal host and the security galeway or between two security gateways. This relieves
hosts on the internal network of the processing burden of encryption and simplifies
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the key distribution task by reducing the number of needed keys. Further, it thwarts
traffic analysis based on ultimate destination.

Consider a case in which an external host wishes to communicate with a host
on an internal network protected by a firewall, and in which ESP is implemented in
the external host and the firewalls. The following steps occur for transfer of a trans-
port-layer segment from the external host to the internal host;

1. The source prepares an inner IP packet with a destination address of the tar-
get internal host. This packet is prefixed by an ESP header: then the Ppacket
and ESP trailer are encrypted and Authentication Data may be added, The
resulting block is encapsulated with & new IP header (base header plus
optional extensions such as routing and hop-by-hop options for IPv6) whose
destination address is the firewall; this forms the outer IP packet.

2. The outer packet is routed to the destination firewall. Each intermediate

router needs to examine and process the outer [P header plus any outer [P

extension headers but does not need to examine the ciphertext,

The destination firewall examines and processes the outer IP header plus any

outer IP extension headers, Then, on the basis of the SPI in the ESP header,

the destination node decrypts the remainder of the packet to recover the plain-
text inner IP packet. This packet is then transmitted in the internal network.

4. The inner packet is routed through zero or more routers in the internal net-
work (o the destination host.

3

13.5 COMBINING SECURITY ASSOCIATIONS = ' -

An individual SA can implement either the AH or ESP protocol but not both.
Sometimes a particular traffic flow will call for the services provided by both AH
and ESP. Further, a particular traffic flow may require IPSec services between hosts
and, for that same flow, separale services between security gateways, such as fire-
walls. In all of these cases, multiple SAs must be employed for the same traffic flow
to achieve the desired IPSec services. The term Security association bundle refers to
a sequence of SAs through which traffic must be processed to provide a desired set
of IPSec services. The SAs in a bundle may terminate at different endpoints or at
the same endpoints,
Security associations may be combined into bundles in two ways:

* Transport adjacency: Refers to applying more than one security protocol to
the same [P packet, without invoking tunneling, This approach to combining
AH and ESP allows for only one level of combination; further nesting yields
no added benefit since the processing is performed at one IPsec instance: the
(ultimate) destination,

* Nerated tunneling: Refers to the application of multiple layers of security pro-
tocols effected through IP tunneling, This approach allows for multiple levels
of nesting, since each tunnel can originate or terminate at a different IPsec site
along the path.

New Bay Capital, LLC
Ex.1007-Page 23 of 45




13.5 / COMBINING SECURITY ASSOCIATIONS 419

The two approaches can be combined (for example, by having a transport SA
between hosts travel part of the way through a tunnel SA between security gateways).

One interesting issue that arises when considering SA bundles is the order in
which authentication and encryption may be applied between a given pair of end-
points and the ways of doing so. We examine that issue next. Then we look at com-
binations of SAs that involve at least one tunnel.

Authentication Plus Confidentiality

Encryption and authentication can be combined in order to transmit an 1P packel
that has both confidentiality and authentication between hosts. We look at several
approaches.

ESP with Authentication Option

This approach is illustrated in Figure 13.9. In this approach, the user first
applies ESP to the data to be protected and then appends the authentication data
field. There are actually two subcases:

» Transport mede ESP: Authentication and encryption apply to the IP payload
delivered to the host, but the IP header is not protected.

« Tunnel mode ESP: Authentication applies o the entire IP packet delivered to
the outer IP destination address (e.g., a firewall), and authentication is per-
formed at thal destination. The entire inner IP packet is protected by the pri-
vacy mechanism, for delivery to the inner IP destination.

For both cases, authentication applies 10 the ciphertext rather than the plaintext.

Transport Adjacency

Another way to apply authentication after encryption is to use two bundled
transport SAs, with the inner being an ESP SA and the outer being an AH SA. In
this case ESP is used without its authentication option. Because the inner SA is a
transport SA. encryption is applied to the 1P payload. The resulting packet consists
of an IP header (and possibly IPv6 header extensions) followed by an ESP. AH is
then applied in transport mode, so that authentication covers the ESP plus the orig-
inal TP header (and exiensions) except for mutable fields. The advantage of this
approach over simply using a single ESP SA with the ESP authentication option is
that the authentication covers more fields, including the source and destinaticn 1P
addresses. The disadvantage is the overhead of two SAs versus one SA.

Transpor(-Tunnel Bundle

The use of authentication prior to encryption might be preferable for several
reasons. First, because the authentication data are protected by encryption, il is
impossible for anyone to intercept the message and alter the authentication data
without detection. Second, it may be desirable to store the authentication infor-
mation with the message at the destination for later reference. It is more conve-
nient to do this if the authentication information applies (o the unencrypted
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message; olherwise the message would have to be reencrypted to verify the authen-
tication information,

One approach 1o applying authentication before encryption between two hosts
is Lo use a bundle consisting of an inner AH transport SA and an outer ESP tunnel
SA. In this case, authentication is applied Lo the IP payload plus the 1P header (and
extensions) except for mutabie fields, The resulling IP packel is then processed in
tunnel mode by ESP: the result is that the entire, authenticated inner packet s i
encrypted and a new outer IP header (and exlensions) is added, :

D e L T —

Basic Combinations of Security Associations

The 1PSec Architecture document lists four examples of combinations of SAs that
must be supported by compliant 1PSec hosts (e.g.. workstation, server) or security
gateways (e.g., firewall. router). These are illustrated in Figure 13.10, The lower part
of each case in the figure represents the physical connectivity of the elements: the
Upper part represents logical conneclivity via one or more nested SAs. Each SA can '
be either AH or ESP. For host-10-host SAs, the mode may be either transport or
tunnel: ntherwise it must be tunnel mode.

In Case 1, all securily is provided between end systems that implement IPSec.
For any two end systems to communicate via an SA, they must share the appropri- ,
ale secret keys. Possible combinations include the following:

————

Tunnel SA
One or More SAs

Une pr two SA%

(M Coar 1

Tunne) SA

1 Cuwr T

* o iinpleaents iPNer

Figure 1310 Basic Combinations of Security Associations,
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a. AH in transport mode

b. ESP in transport mode

¢. AH followed by ESP in transport mode {(an AH SA inside an ESP SA)
d. Any one of a, b, or ¢ inside an AH or ESP in tunnel mode

We have already discussed how these various combinations can be used 10
support authentication, encryption, authentication before encryption, and authenti-
cation after encryption,

For Case 2, security is provided only between gateways (routers, firewalls, etc.)
and no hosts implement 1PSec. This case illustrates simple virtual private network
support. The security architecture document specifies that only a single tunnel SA
is needed for this case. The tunne! could support AH. ESP, or ESP with the authen-
tication option. Nested tunnels are not required because the 1PSec services apply to
the entire inner packet.

Case 3 builds on case 2 by adding end-to-end security. The same combinations
discussed for cases 1 and 2 are allowed here. The gateway-to-gateway tunnel pro-
vides either authentication or confidentiality or both for all traffic between end sys-
tems. When the gateway-to-gateway tunnel is ESP, it also provides a limited form
of raffic confidentiality. Individual hosts can implement any additional IPSec ser-
vices required for given applications or given users by means of end-to-end SAs.

Case 4 provides support for a remote host that uses the Internet (o reach an
organization's firewal} and then 10 gain access t0 SOme server or workstalion behind
the firewall. Only tunnel mode is required between the remote host and the firewall.
As in Case 1, one or two SAs may be used between the remote host and the local host.

13.6 KEY MANAGEMENT

The key management portion of IPSec involves the determination and distribution
of secret keys. A typical requirement is four keys for communication between two
applications: transmit and receive pairs for both AH and ESP, The IPSec Architec-
ture document mandates support for two types of key management:

» Manual: A system administrator manually configures each system with its own
keys and with the keys of other communicating systems. This is practical for
small, relatively static environments.

» Antomated: An automated system enables the on-demand creation of keys for
SAs and facilitates the use of keys in a large distributed system with an evolv-
ing configuration,

The default avtomated key management protocol for IPSec is referred to as
ISAKMP/Oakley and consists of the following elements:

* QOakley Key Determination Protocok Qakley is 2 key exchange protocol based
on the Diffie-Hellman algorithm but providing added security. Oakley is
generic in that it does not dictate specific formats.
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* Internet Security Association and Key Management Protocol (ISAKMP):
ISAKMP provides a framework for Internet key management and provides
the specific protocol support, including formats, for negotiation of security
altributes.

ISAKMP by itself docs not dictate a specific key exchange algorithm; rather.
ISAKMP consists of a sct of message types that enable the use of a variety of key
exchange algorithms. Ouakley is the specific key exchange aigorithm mandated for
use with the initial vcrsion of ISAKMP.

We begin with an overview of Qakley and then look at ISAKMP.

Oakley Key Determination Protocol

Oakley is a refincment of the Diffie-Hellman key exchange algorithim. Recail that
Diffie-Hellman involves the following interaction between users A and B, There is.
prior agreement on two global parameters: ¢, a large prime number; and a. a prim-
itive root of ¢. A sclects a random integer X4 asils private key and transmits to B
its public key ¥, - ¥ . Similariy. B selects a random integer Xp as its private key,
and transmits 10 A its public key Y, = o*® . Each side can now compute the secret
session key:

K= (Y mod g = (Y, mod ¢ = """ mod ¢
The Diffic-Hellman algorithm has two attractive features:

» Secrel keys arc created only when needed. There is no need to store secrel
keys for a long period of time, exposing them to increased vulnerahility,

* The exchange requires no preexisting infrastructure other than an agreement
an the global parameters.

However, there are a number of weaknesses 10 Diffie-Hellman, as pointed out in
[HUIT98):

* It does not provide any information about the identities of the parties.

* Itis subject (o a man-in-the-middle attack. in which a third party C imperson-
ales B while communicating with A and impersonates A while communicat-
ing with C. Both A and B end up negotiating a key with C, which can then
listen (o and pass on traffic, The man-in-the-middle attack proceeds as follows:
|. B sends his public key Yy in a message addressed to A (see Figure 6.16).

2. The enemy (E) intercepts this message. E saves B's public key and sends a
message 10 A that has B's User 1D but E's public key Y. This message is
sent in such a way tha it appears as though it was sent from B's host system.
A receives E's message and stores E's public key with B's User ID., Similarly,
E sends a message to B with E's public key, purporting Lo come from A,

3. B computes a secret key K, based on B's private key and Y. A computes a
secret key K, based on A's private key and Y. E computes K, using E's
secret key X, and 'Y, and computes K, using X; and Y,

New Bay Capital, LLC
Ex.1007-Page 27 of 45




13.6 / KEY MANAGEMENT 423

4. From now on E is able to relay messages from A to B and from B to A,
appropriately changing their encipherment en route in such a way that nei-
ther A nor B will know that they share their communication with E,

» 1t is computationally intensive. As a result, it is vulnerable to a clogging attack,
in which an opponent requests a high number of keys. The victim spends con-
siderable computing resources doing useless modular exponentiation rather
than real work.

Oakley is designed to retain the advantages of Diffie-Hellman while counter-
ing its weaknesses.

Features of Oakley
The Qakley algorithm is characterized by five important features:

1. It employs a mechanism known as cookies to thwart clogging attacks.

2. It enables the two parties to negotiate a group; this, in essence, specifies the
global parameters of the Diffie-Heliman key exchange.

3. 1t uses nonces to ensure against replay attacks.
4. Tt enables the exchange of Diffie-Hellman public key values.
5, It authenticates the Diffie-Hellman exchange to thwart man-in-the-middle attacks.

We have already discussed Diffie-Heliman. Let us look the remainder of these
elements in turn, First, consider the problem of clogging attacks. In this attack, an
opponent forges the source address of a legitimate user and sends a public Diffie-
Hellman key to the victim. The victim then performs a modular exponentiation 10
compute the secret key. Repeated messages of this type can clog the victim’s system
with useless work. The cookie exchange requires that each side send a pseudoran-
dom number, the cookie, in the initial message, which the other side acknowledges.
This acknowledgment must be repeated in the first message of the Diffie-Hellman
key exchange. If the source address was forged, the opponént gets no answer. Thus,
an opponent can only force a user to generate acknowledgments and not to perform
the Diffie-Hellman calculation.

ISAKMP mandates that cookie generation satisfy three basic requirements:

1. The cookie must depend on the specific parties. This prevents an attacker from
obtaining a cookie using a real IP address and UDP port, and then using it lo
swamp the victim with requests from randomly chosen IP addresses or ports.

1t must not be possible for anyone other than the issuing entity to generate
cookies that will be accepted by that entity. This implies that the issuing entity
will use local secret information in the generation and subsequent verification
of a cookie. Jt must not be possible to deduce this secret information from any
particular cookie. The point of this requirement is that the issuing entity need
nol save copies of its cookies, which are then more vulnerable to discovery,
but can verify an incoming cookie acknowledgment when it necds to.

2

3. The cookie generation and verification methods must be fast to thwart attacks
intended to sabotage processor resources.
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The recommended method for creating the cookie is to perform a fast hash
(¢.g., MDS5) over the IP Source and Destination addresses, the UDP Source and
Destination ports, and a locally generated secret value.,

Oakley supports the use of different groups for the Diffie-Hellman key
exchange. Each group includes the definition of the two global parameters and the
identity of the algorithm, The current specification includes the following groups:

* Modular exponentiation with a 768-bit modulus
g =28 - 2 _ [ 4+ 20 x (2% X n + 149686)
a =2

* Modular exponentiation with a 1024-bit modulus
g =2"" - 2% — 1 4+ 2% x ([2™ x n + 129093)
a=2

* Modular exponentiation with a 1024-bit modulus
@ Parameters to be determined

» Elliptic curve group over 2'%

© Generator (hexadecimal): X = 7B, Y = 1C8

o Elliptic curve parameters (hexadecimal): A =0, Y = 7338F
Elliptic curve group over 2%

0 Generator (hexadecimal}: X =18, Y =D

o Elliptic curve parameters (hexadecimal): A =0, Y = 1EE9

The first three groups are the classic Diffie-Hellman algorithm using modular :
exponentiation. The last two groups use the elliptic curve analog to Diffie-Hellman, '
which was described in Chapter 6.

Oakley employs nonces to ensure against replay attacks. Each nonce is a !
locally generated pseudorandom number. Nonces appear in responses and are
encrypted during certain portions of the exchange to secure their use,

Three different authentication methods can be used with Oakley:

* Digital signatures: The exchange is authenticated by signing a mutually obtain-
able hash; each party encrypts the hash with its private key, The hash is gen-
erated over important parameters, such as user IDs and nonces.

* Public-key encryption: The exchange is authenticated by encrypting parame-
ters, such as IDs and nonces, with the sender’s private key.

* Symmetric-key encryption: A key derived by some out-of-band mechanism
can be used to authenticate the exchange by symmetric encryption of exchange
parameters.

Oakley Exchange Example

The Oakley specification includes a number of examples of exchanges that are
allowable under the protocol. To give a flavor of Oakley, we present one example,

called aggressive key exchange in the specification, so called because only three
messages are exchanged,
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Figure 13.11 shows the agpressive key exchange protocol. In the first step, the
initiator (I} transmits a cookie, the group to be used, and I's public Diffie-Hellman
key for this exchange. I also indicates the offered public-key encryption, hash, and
authentication algorithms to be used in this exchange. Also included in this message
are the identifiers of I and the responder (R) and I's nonce for this exchange.
Finally, I appends a signature using I's private key that signs the two identifiers, the
nonce, the group, the Diffie-Hellman public key, and the offered algorithms.

When R receives the message, R verifies the signature using I's public signing
key. R acknowledges the message by echoing back I's cookie, identifier, and nonce,
as well as the group. R also includes in the message a cookie, R’s Diffie-Hellman
public key, the selected algorithms (which must be among the offered algorithms),
R's identifier, and R’s nonce for this exchange. Finally, R appends a signature using
R'’s private key that signs the two identifiers, the two nonces, the group, the two
Diffie-Hellman public keys, and the selected algorithms.

When I receives the second message, 1 verifies the signature using R’s public
key. The nonce values in the message assure that this is not a replay of an old mes-
sage. To complete the exchange, I must send a message back to R to verify that |
has received R’s public key.

ISAKMP

ISAKMP defines procedures and packet formats 1o establish, negotiate, modify, and
delete security associations. As part of SA establishment, ISAKMP defines payloads
for exchanging key generation and authentication data. These payload formats pro-
vide a consistent framework independent of the specific key exchange protocol,
encryption algoerithm, and avthentication mechanism.

ISAKMP Header Format

An ISAKMP message consists of an ISAKMP header followed by one or more
payloads. All of this is carried in a transport protocol. The specification dictates that
implementations must support the use of UDP for the transport protocol.

Figure 13.12a shows the header format for an ISAKMP message. 1t consists of
the following ficlds:

* Initiator Cookie (64 bits): Cookie of entity that initiated SA establishment, SA
notification, or SA deletion.

* Responder Cookie (64 bits): Cookie of responding entity; null in first message
from initiator.

* Next Payload (8 bits): Indicates the type of the first payload in the message;
payloads are discussed in the next subsection.

* Major Version (4 bits): Indicates major version of ISAKMP in use.

* Minor Yersion (4 bits): Indicates minor version in use,

* Exchange Type (8 bits): Indicates the type of exchange; these are discussed
later in this section,

* Flags (8 bits): Indicates specific options sel for this ISAKMP exchange. Two
bits so far defined: The Encryption bit is set if al] payloads following the
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[ Initiator Cookie

— Responder Cookie

Next Payload | MjVer| MnVer| ExchangeType Flags

Message 1D

Length

(a) ISAKMP header

Bit:

16

Next Payload RESERVED Payload Length

(b) Generic Payload header
Figure 1312 [SAKMP Formats.

header are encrypted using the encryption algorithm for this SA. The Commit
bit is used 10 ensure that encrypted material is not received prior to comple-
tion of SA establishment,

» Message ID (32 bits): Unique 1D for this message.

* Length (32 bits): Length of total message (header plus all payloads) in octets.

ISAKMP Payload Types

All ISAKMP payloads begin with the same generic payload header shown in
Figure 13.12b. The Next Payload field has a value of 0 if this is the last payload in the
message; otherwise its value is the type of the next payload, The Payload Length field
indicates the length in octets of this payload, including the generic payload header.

Table 13.3 summarizes the payload types defined for ISAKMP and lists the
fields, or parameters, that are part of each payload. The SA payload is used 1o begin
the establishment of an SA. In this payload, the Domain of Interpretation parame-
ter identifies the DOI under which negotiation is taking place. The IPSec DOI is
one example, but ISAKMP can be used in other contexis. The Situation parameter
defines the security policy for this negotiation; in essence, the levels of security
required for encryption and confidentiality are specified (e.g., sensitivity level, secu-
rity compartment), _

The Proposal payload contains information used during SA negotiation. The
payload indicates the protocol for this SA (ESP or AH) for which services and
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mechanisms are being negotiated. The payload also includes the sending entity’s SP1
and the number of transforms. Each transform is contained in a transform payload.
The use of multiple transform payloads enables the initiator to offer several possi-
bilities, of which the responder must choose one or reject the offer.

The Transform payload defines a security transform to be used to secure the
communications channel for the designated protocol. The Transform # parameter
serves to identify this particular payload so that the responder may use it to indicate
acceptance of this transform. The Transform-ID and Attributes fields identify a spe-
cific transform (e.g., 3DES for ESP, HMAC-SHA-1-96 for AH) with its associated
attributes (e.g., hash length).

The Key Exchange payload can be used for a variety of key exchange tech-
niques, including Oakley, Diffie-Heliman, and the RSA-based key exchange used
by PGP. The Key Exchange data field contains the data required to generate a ses-
sion key and is dependent on the key exchange algorithm used.

The ldentification payload is used to determine the identity of communicating
peers and may be used for determining authenticity of information. Typically, the
ID Data field will contain an IPv4 or IPv6 address.

The Certificate payload transfers a public-key certificate. The Certificate
Encoding field indicates the type of certificate or certificate-related information,
which may include the following:

¢ KCS #7 wrapped X.509 certificate
¢ PGP certificate

* DINS signed key

» X.509 certificate—signature

e X.509 certificate—key exchange

s Kerberos tokens

+ Certificate Revocation List (CRL)
* Authority Revocation List (ARL)
* SPKI certificate

At any point in an ISAKMP exchange, the sender may include a Certificate
Request payload to request the certificate of the other communicating entity. The
payload may list more than one certificate type that is acceptable and more than one
certificate authority that is acceptable.

The Hash payload contains data generated by a hash function over some part
of the message and/or ISAKMP state. This payload may be used o verify the
integrity of the data in a message or to authenticaie the negotiating entities.

The Signature payload contains data generated by a digital signature function
over some part of the message and/or ISAKMP state. This payload is used to verify
the integrity of the data in a message and may be used for nonrepudiation services.

The Nonce payload contains random data used to guarantee liveness during
an exchange and protect against replay attacks.

The Notification payload contains either error or status information associated
with this SA or this SA negotiation. The following ISAKMP error messages have
been defined:
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Invalid Payload Type Invalid Protocol 1D Invalid Certificate
DOI Not Supported Invalid SP1 Bad Cert Request Syntax .
Situation Not Supported  Invalid Transform ID Invalid Cert Authority i
Invalid Cookie Attributes Not Supported  Invalid Hash Information i
Invalid Major Version No Proposal Chosen Authentication Failed !
Invalid Minor Version Bad Proposal Syntax Invalid Signature :
Invalid Exchange Type  Payload Malformed Address Notification '
Invalid Flags Invalid Key Information .
Invalid Message 1D Invalid Cert Encoding i
\
l

The only ISAKMP siatus message so far defined is Connected. In addition to
these ISAKMP notifications, DOl-specific notifications are used, For IPSec, the fol-
lowing additional status messages are defined:

* Responder-Lifetime: Communicates the SA lifetime chosen by the responder.

* Replay-Status: Used for positive confirmation of the responder’s election of
whether or not the responder will perform anti-replay detection.

* Initial-Contact: Informs the other side that this is the first SA being established
with the remote system. The receiver of this notification might then delete any
existing SAs it has for the sending system under the assumption that the send-
ing system has rebooted and no longer has access to those SAs.

S 5

The Delete payload indicates one or more SAs that the sender has deleted
from its database and that therefore are no longer valid. !

ISAKMP Exchanges

ISAKMP provides a framework for message exchange, with the payload types
serving as the building blocks. The specification identifies five default exchange types
that should be supported; these are summarized in Table 13.4. In the table, SA refers
1o an SA payload with associated Protoco) and Transform payloads.

The Base Exchange allows key exchange and authentication material to be
transmitted together. This minimizes the number of exchanges at the expense of not
providing identity protection. The first two messages provide cookies and establish
an SA with agreed protocol and Iransforms; both sides use a nonce to ensure against
replay attacks. The last two messages cxchange the key material and user IDs, with
the AUTH payload used to authenticate keys, identities, and the nonces from the
first two messages.

The Identity Protection Exchange expands the Base Exchange to protect the
users’ identities. The first two messages establish the SA, The next two messages
perform key exchange, with nonces for replay protection. Once the session key has
been computed, the two parties exchange encrypted messages that contain authen-
tication information, such as digital signatures and optionally certificates validating
the public keys.

The Authentication Only Exchange is used to perform mutual authentication,
without a key exchange. The first two messages establish the SA, 1n addition, the
responder uses the second message to convey its ID and uses authentication to protect
the message. The initiator sends the third message to transmit its authenticated ID.
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Table 13.4 ISAKMP Exchange Types

Exchange Note
(a) Base Exchange
(1)1 -+ R: SA; NONCE Begin ISAKMP-SA negotiation
(2) R = L SA; NONCE Basic SA agreed on
(3)I-= R:KE, ID; AUTH Key generated, Initiator identity verified by
responder
(4) R = I:XE: IDg: AUTH Responder identity verified by initiator; Key

generated; SA established
(b) ldentity Protecfion Exchange

(1)I—= R:SA Begin ISAKMP-SA negotiation

(2}R — I: SA Basic SA agreed on

(3} 1= R: KE; NONCE Key generaled

(4) R = E KE; NONCE Key generated

(51> R:ID; AUTH Initiator identity verified by responder

(6)* R — L ID,: AUTH Responder identity verified by initiator; SA
established

{c) Authentication Only Exchange

(1)1 - R; SA; NONCE Begin ISAKMP-SA nepotiation

(2) R = E SA; NONCE; IDy; AUTH Basic SA agreed on; Responder identity verificd ,
by initistor

(3H1-R:ID; AUTH Initiator identity verified by responder; SA
established

(d) Aggressive Exchange
(1)1 = R: SA; KE; NONCE. ID, Begin ISAKMP-SA negotiation and key exchange

(2) R = L 5A; KE; NONCE; IDg; AUTH Initiator identity verified by responder; Key
‘ generated; Basic SA agreed upon

(12 R:AUTH Responder identity verified by initiator; SA
established
(e) Informational Exchange
(1)*1 =+ R: ND ' Errot or status notification ar deletion
Notation:
1 = iniliator
R = responder

U

-

payload encryption after the ISAKMP header

The Aggressive Exchange minimizes the number of exchanges at the expense
of not providing identity protection. In the first message, the initiator proposes an
SA with associated offered protocol and transform options. The initiator also begins
the key exchange and provides its ID. In the second message, the responder indi-
cates its acceptance of the SA with a particular protocol and transform, completes
the key exchange, and authenticates the transmitted information. In the third mes-
sage, the initiator transmits an authentication result that covers the previous infor-
mation, encrypted using the shared secret session key.

The Informational Exchange is used for one-way transmittal of information
for SA management.
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13.7 RECOMMENDED READING

1Pv6 and IPv4 are covered in more detail in [STAL97]. Good coverage of interneiworking :
and [Pv4 can be found in [COMEY5] and [STEV94). [BRADY6] is a thorough treatment of :
IPv6-relaled issues; the book provides a relatively nontechnical discussion of the require-

ments for IPv6 and the history of the IPv6 development. [HUIT98) is a straightforward tech-

nical description of the various RFCs that together make up the IPv6 specification; the book

provide a discussion of the purpose of various features and of the operation of the protocol.
[CHEN98] provides a good discussion of an IPSec design.

BRADY6 Bradner, 8., and Mankin, A. IPng: Internet Protocot Nexi Generation, Reading.
MA: Addison-Wesley, 1996,

CHEN98  Cheng, P., ¢t al. “A Security Architecture for the Internel Protocol.” /8M
Systerns Journal, Number 1, 1998,

COMES5a Comer, D. Interneiworking with TCP/P, Volume I: Principles, Protocols and
Architecture. Upper Saddle River, NJ: Prentice Hall, 1995.

HUIT®  Huitema, C. /Pv6: The New Internet Proiocol. Upper Saddle River. NJ: Prentice
Hall, 1998,

STALY7  Siallings. W. Dasa and Computer Communications, Fifih Edition, Upper Saddle
River, NJ: Prentice Hall, 1997.

STEVY4  Stevens, W. TCF/IP fllustrated, Volume 1. The Protocols. Reading, MA: Addison-
Wesley, 1994,

Recommended Web siles:

* IP Security Protocol (ipsec) Charter: Latest RFCs and internet drafts for IPSec
* IP Security Working Group News: Working group documents, mail archives, related
technical papers, and other useful material

* IP Security (IPSEC) Resources: Lisi of companies implementing IPSec, implementa-
tion survey, and other vseful material

13.8 PROBLEMS

13.1 Indiscussing AH processing, it was mentioned that not all of the fields in an 1P header
are included in MAC calculation.
8. For cach of the fields in the 1Pv4 header, indicate whether the field is immutabie.
mutable but predictable, or mutabie (zeroed prior to ICV calculation).
b. Do the same for the IPv6 header,
c. Do the same for the IPv6 exlension headers,
In each case, justify your decision for each field,

13.2  When tunnel mode is used, 2 new outer IP header is constructed. For both 1Pv4 and
IPv6, indicale the relationship of each outer IP header field and each extension
header in the outer packet 1o the corresponding field or extension header of the inner
IP packet. That is, indicate which outer values are derived from inner values and
which are constructed independently of the inner values.

13.3 End-10-end authentication and encryption are desired between 1wo hosts. Draw fig-
ures similar to Figures 13.6 and 13.9 that show
a. Transport adjacency, with encryption applied before suthentication
b. A transport SA bundled inside a tunnel SA, with encryption applied before

authentication

. A transport SA bundled inside a tunnel SA, with authentication applied before
encryption
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13.4 The IPSec architecture document states that when two transport mode SA’s are bun-
dled 1o allow both AH and ESP protocols on the same end-to-end flow, only one
ordering of security protocols seems appropriate: performing the ESP protocol before
performing the AH protocol. Why is this approach recommended rather than authen-
tication before encryption? '

135 o Which of the ISAKMP Exchange Types (Table 13.4) corresponds to the aggres-
sive Oakley key exchange (Figure 13.11)7

b. For the Oakley apgressive key exchange, indicate which parameters in each mes-
sage go in which ISAKMP payload types.

APPENDIX 13A: INTERNETWORKING AND INTERNET
PROTOCOLS

This appendix provides an overview of internet protocols. We begin with a summary
of the role of an internet protocol in providing internetworking. Then the two main
internet protocols, IPv4 and IPv6, are introduced.

The Role of an Internet Protocol

An internet protocol (IP) provides the functionality for interconnecting end systems
across multiple networks, For this purpose, [P is implemented in each end system
and in routers, which are devices that provide connection between networks,
Higher-level data at a source end system are encapsulated in an IP protocol data
unit {PDU) for transmission. This PDU is then passed through one or more net-
works and connecting routers to reach the destination end system.

The router must be able to cope with a variety of differences among networks,
including the following:

o Addressing schemes: The networks may use different schemes for assigning
addresses to devices, For example, an IEEE 802 LAN uses either 16-bit or
48-bit binary addresses for each attached device; an X.25 public packet-switching
network uses 12-digit decimal addresses (encoded as 4 bits per digit for a
48-bit address). Some form of global network addressing must be provided, as
well as a directory service.

« Maximom packet sizes: Packets from one network may have to be broken into
smaller pieces to be transmitted on another network, a process known as frag-
mentation. For example, Ethernet imposes a maximum packet size of 1500
bytes; a maximum packet size of 1000 bytes is common on X.25 networks. A
packet that is transmitted on an Ethernet system and picked up by a router for
retransmission on an X.25 network may have to fragment the incoming packet
into two smaller ones.

« Interfaces: The hardware and software interfaces to various networks differ.
The concept of a router must be independent of these differences.

* Reliability: Various network services may provide anything from a reliable
end-to-end virtual circuit to an unreliable service, The operation of the routers
should not depend on an assumption of network reliability.
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End system Y

Appli- ol APpli-
catlon [ cation
TCP » TCP
" |e » P g » IP
LLC (¢ # LLC LLC #{ LLC
MAC |« | MAC MAC # MAC
Physical{q— »{PhysicallPhysica)) ’ PhysicallPhysica) Physical

Figure 13.13  Configuration for TPC/IP Exampie.

The operation of the router, as Figure 13,13 indicates, depends on an internet
protocol. In this example. the Internet Protocol (IP) of the TCP/IP protocol suite
performs that function. IP must be implemented in all end systems on all networks
as well as on the routers. In addition, each end system must have compatible pro-
tocols above 1P to communicate successfully. The intermediate routers need only
have up through IP,

Consider the transfer of a block of data from end system X to end system Yin
Figure 13.13. The IP layer at ¥ receives blocks of data to be sent to ¥ from TCP in
X. The IP layer attaches a header that specifies the global internet address of Y.
That address is in two parts: network identifier and end system identifier. Let us
refer 1o this block as the IP packet. Next, IP recognizes that the destination (Y)is
on another subnetwork. So the first step is to send the packet to a router, in this case
router 1. To accomplish this, IP hands its data unit down to LLC with the appro-
priate addressing information. LLC creates an LLC PDU, which is handed down to
the MAC layer, The MAC layer constructs a MAC packet whose header contains
the address of router 1,

Next, the packet travels through LAN to router 1. The router removes the
packet and LLC headers and trailers and analyzes the IP header to determine the
ultimate destination of the data, in this case Y. The router must now make a rout-
ing decision. There are two possibilities: '

1. The destination end system Y is connected directly to one of the subnetworks l
to which the router is attached.

2. To reach the destination, one or more additional routers must be traversed.
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In this example, the packet must be routed through router 2 before reaching
the destination, So router 1 passes the IP packet to router 2 via the intermediate net-
work, For this purpose, the protocols of that network are used. For example, if the
intermediate network is an X.25 network, the IP data unit is wrapped in an X.23
packet with appropriate addressing information to reach router 2. When this packet
arrives at router 2, the packet header is stripped off. The router determines that this
1P packet is destined for Y, which is connected directly to a subnetwork to which
the router is attached. The router therefore creates a packet with a destination
address of Y and sends it out onto the LAN. The data finally arrive at ¥, where the
packel, LLC, and internet headers and trailers can be stripped off.

This service offered by IP is an unreliable one. That is, IP does not guarantee
that all data will be delivered or that the data that are delivered will arrive in the
proper order. It is the responsibility of the next higher layer, in this case TCP, to
recover from any errors that occur. This approach provides for a greal deal of flex-
ibility. Because delivery is not guaranteed, there is no particular reliability require-
ment on any of the subnetworks. Thus, the protocol will work with any combination
of subnetwork types. Because the sequence of delivery is not guaranteed, successive
packets can follow different paths through the internet. This allows the protocol to
react to congestion and failure in the internet by changing routes.

IPv4

For decades, the keystone of the TCF/IP protocol architecture has been the Inter-
net Protocol (IP) version 4. Figure 13.14a shows the IP header format, which is a
minimum of 20 octets, or 160 bits. The fields are as follows:

» Version (4 bits): Indicates version number, to allow evolution of the protocol;
the value is 4.

* Internet Header Length (IHL) (4 bits): Length of header in 32-bit words. The
minimum value is five, for a minimum header length of 20 octets.

* Type of Service (8 bits): Provides guidance to end system IP modules and to
routers along the packet's path, in terms of the packet’s relative priority.

» Total Length (16 bits): Total IP packet length, in octets.

« Identification (16 bits): A sequence number that, together with the source
address, destination address, and user protocol, is intended to identify a packet
uniquely. Thus, the identifier should be unique for the packet’s source address,
destination address, and user protocel for the time during which the packet
will remain in the internet,

« Flags (3 bits): Only two of the bits are currently defined. When a packet is frag-
mented, the More bit indicates whether this is the last fragment in the original
packet. The Don't Fragment bit prohibits fragmentation when set. This bit
may be useful if it is known that the destination does not have the capability
to reassemble fragments. However, if this bit is set, the packet will be dis-
carded if it exceeds the maximum size of an en Toute subnetwork. Therefore,
if the bil is set, it may be advisable to use source routing to avoid subnetworks
with small maximum packet size. :
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Bit:

Options + Padding

(a) 1Pvd header

(b} IPY6 header
Figure 13,14 1P Headers.

* Fragment Offset (13 bits): Indicates where in the original packet this fragment
belongs, measured in 64-bit upits, This implies that fragments other than the
last fragment must contain a data field that is a multiple of 64 bits in length.

* Time to Live (8 bits): Specifies how long, in seconds, a packet is allowed to
remain in the internet. Every router that processes a packet must decrease the
TTL by at least one, so the TTL is somewhat similar to a hop count.

* Protocol (8 bits): Indicates the next higher level protocol, which is to receive
the data field at the destination; thus, this field identifies the type of the next
header in the packet after the IP header.

* Header Checksum (16 bits): An error-detecting code applied to the header
only. Because some header fields may change during transit (e.g., time to live,
segmentation-related fields), this is reverified and recompuied at each router.
The checksum field is the 16-bit one’s.complement addition of all 16-bit words
in the header. For purposes of computation, the checksum field is itself ini-
tialized to a value of zero.

* Source Address (32 bits): Coded 10 allow a variable allocation of bits to spec-
ify the network and the end system attached to the specified network (7 and
24 bits, 14 and 16 bits, or 21 and 8 bits),
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+ Destination Address (32 bits): Same characteristics as source address.

* Options (variable): Encodes the options requested by the sending user; these
may include security label, source routing, record routing, and timestamping.

* Padding (variable): Used to ensure that the packet header is a multiple of 32
bits in length.

IPvo6

In 1995, the Internet Engineering Task Force (IETF), which develops protocol stan-
dards for the Internet, issued a specification for a next-generation IP, known then
as IPng. This specification was turned into a standard in 1996 known as IPv6. IPv6
provides a number of functional enhancements over the existing IP (known as [Pv4),
designed to accommodate the higher speeds of today’s networks and the mix of data
streams, including graphic and video, that are becoming more prevalent. But the di-
ving force behind the development of the new protocol was the need for more
addresses, IPv4 uses a 32-bit address to specify a source or destination. With the
explosive growth of the Internet and of private networks attached to the Internet,
this address length became insufficient to accommodate all systems needing
addresses. As Figure 13.14b shows, IPv6 includes 128-bit source and destination
address fields. Ultimately, all installations using TCP/IP are expected to migrate
from the current IP to IPv6, but this process will take many years, if not decades.

IPv6 Header

The IPv6 header has a fixed length of 40 octets, consisting of the following
fields (Figure 13,14b):

* Version (4 bits): Internet Protocol version number; the value is 6.

+ Traffic Class (B bits): Available for use by originating nodes and/or forward-
ing routers to identify and distinguish between different classes or priorities of
IPv6 packets. The use of this field is still under study.

* Flow Label (20 bits): May be used by a host to labe] those packets for which
it is requesting special handling by routers within a network. Flow labeling
may assist resource reservation and real-time traffic processing.

* Payload Length (16 bits): Length of the remainder of the IPv6 packet follow-
ing the header, in octets. In other words, this is the total length of all of the
extension headers plus the transport-level PDU.

» Next Header (8 bits): Identifies the type of header immediately following the
IPv6 header; this will either be an IPv6 extension header or a higher-layer
header, such as TCP or UDP.

* Hop Limit (8 bits): The remaining number of allowable hops for this packet.
The hop limit is set to some desired maximum value by the source and decre-
mented by 1 by each node that forwards the packet. The packet is discarded if
Hop Limit is decremented to zero.

* Source Address (128 bits): The address of the originator of the packet.

+ Destination Address (128 bits): The address of the intended recipient of the
packet. This may not, in fact, be the intended ultimate destination if a Rout-
ing extension header is present, as explained later.
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Although the 1Pv6 header is longer than the mandatory portion of the IPvd4
header (40 octets versus 20 octels), it contains fewer fields (8 versus 12). Thus,
routers have less processing to do per header, which should speed up rouling,

IPv6 Extension Headers

An IPv6 packet includes the IPv6 header, just discussed, and zero or more exten-
sion headers. Outside of I1PSec, the following extension headers have been defined:

* Hop-by-Hop Options header: Defines special options that require hop-by-hop
processing.

* Routing header: Provides extended routing, similar to IPv4 source routing,
* Fragment header: Contains fragmentation and reassembly information.

* Authentication header: Provides packet integrity and authentication.

* Encapsulating Security Payload header: Provides privacy.

* Destination Options header: Contains optional information to be examined by
the destination node.

The 1Pv6 standard recommends that, when multiple extension headers are
used. the IPv6 headers appear in the following order.

1. IPv6 header: Mandatory, must always appear first
2. Hop-by-Hop Options header
3. Destination Options header: For options to be processed by the first destina-

tion that appears in the IPv6 Destination Address field plus subsequent desti-
nations listed in the Routing header

. Routing header

Fragment header

Authentication header

- Encapsulating Security Payload header

Destination Options header: For options to be processed only by the final des-
tination of the packet

® N s

Figure 13,15 shows an example of an IPv6 packet that includes an instance of
each nonsecurity header. Note that the IPv6 header and each extension header
include a Next Header field. This field identifies the type of the immediately fol-
lowing header. If the next header is an extension header, then this field contains the
type identifier of that header. Otherwise, this field contains the protacol identifier
of the upper-layer protocol using 1Pvé (typically a transport-level protocol), using
the same values as the IPv4 Protocol field. In Figure 13,15, the upper-layer proto-
col is TCP, so the upper-layer data carried by the IPv6 packet consist of a TCP
header followed by a block of application data,

The Hop-by-Hop Options header carries optional information that, if present,
must be examined by every router along the path. The header consists of the fol-
lowing fields:

* Next Header (8 bits): Identifies the type of header immediately following
this header.
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+ Header Extension Length (8 bits): Length of this header in 64-bit units, not
including the first 64 bits,

* Options: Contains one or more options. Each option consists of three sub-
fields: a tag, indicating the option type; a length, and a value.

Only one option has so far been defined; the Jumbo Payload option, used to
send IPv6 packets with payloads longer than 2'¢ — 1 = 65,535 octets. The Option
Data field of this option is 32 bits long and gives the length of the packet in octets,
excluding the IPv6 header, For such packets, the Payload Length field in the IPvé
header must be sct to zero, and there must be no Fragment header. With this option,
1Pv6 supports packet sizes up to more than 4 billion octets. This facilitates the trans-
mission of large video packets and enables IPv6 to make the best use of available
capacity over any transmission medium.

The Routing header conlains a list of one or more intermediate nodes to be
visited on the way to a packel’s destination. All routing headers start with a 32-bit
block consisting of four 8-bit fields, followed by routing data specific to a given rout-
ing type. The four 8-bit fields are Next Header, Header Extension Length, and

* Routing Type: 1dentifies a particular Routing header variant. If a router does
not recognize the Routing Type value, it must discard the packet.

Octets:
T
IPv6 header 40
Hop-by-Hop Variable
Options header
Routing header Variable
=ﬁsmmt header B
Destm;t;:;e?pﬂons | Vacisbe
TCP header 20 (optional variable part)
Application data Varishle

=

]
Next header field

Figure 13.15 1Pv6 Packel with Extension Headers (containing a TCP segment).
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» Segments Left: Number of explicitly listed intermediate nodes still 10 be vis-
ited before reaching the final destination,

In addition to this general header definition, the TPv6 specification defines the
Type (0 Routing header, When using the Type 0 Routing header, the source node
does not place the ultimate destination address in the I[Pv6 header. Instead, that
address is the last address listed in the Routing header, and the IPv6 header contains
the destination address of the first desired router on the path. The Routing header
will not be examined until the packet reaches the node identified in the [Pv6 header.
At that point, the IPv6 and Routing header contents are updated and the packet is
forwarded. The update consists of placing the next address to be visited in the [Pv6
header and decrementing the Segments Left field in the Routing header.

IPv6 requires an [Pv6 node to reverse routes in a packet it receives containing
a Routing header, to return a packet to the sender.

The Fragment header is used by a source when fragmentation is required. In
IPv6, fragmentation may only be performed by source nodes, not by routers along
a packet’s delivery path. To take full advantage of the internetworking environment,
a node must perform a path discovery algorithm that enables it to learn the small-
est maximum transmission unit {MTU) supported by any subnetwork on the path.
In other words, the path discovery algerithm enables a node to learn the MTU of
the “bottleneck” subnetwork on the path. With this knowledge, the source node wiil
fragment, as required, for each given destination address, Otherwise the source must
limit all packets to 1280 octets, which is the minimum MTL) that must be supported
by each subneiwork.

In addition to the Next Header field, the fragment header includes the fol-
lowing fields;

* Fragment Offset (13 bits): Indicates where in the original packet the payload
of this fragment belongs. It is measured in 64-bit units. This implies that frag-
ments (other than the last fragment) must contain a data field that is a multi-
ple of 64 bits long.

* Res (2 bits): Reserved for future use.

* M Flag (1 bit): 1 = more fragments; 0 = last fragment,

~« Identification (32 bits): Intended to identify uniquely the original packet. The
identifier must be unique for the packet’s source address and destination
address for the time during which the packet will remain in the internet. All
fragments with the same identifier, source address, and destination address are
reassembled to form the original packet.

The Destination Options header carries optional information that, if present, is
examined only by the packet's destination node. The format of this header is the
same as that of the Hop-by-Hop Options header,
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