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In This Chapter
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This chapter presents an overview of security features provided in Microsoft
Windows 98. It describes their use, together with security features of Internet
Explorer version 4.0, in a networking environment. It is intended for system
administrators and others who have authority to set security levels for network
clients, and for those who need secure communication over the Internet.
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» For information about file and printer sharing services and user-level or share-
level security, see Chapter 18, “Logon, Browsing, and Resource Sharing.”

» For information about editing system policies, see Chapter 8, “System -
Policies.”

» For information about security for Internet Explorer, see Chapter 20,
“Internet Access and Tools.”

= For information about Distributed Component Object Model (DCOM),
see Chapter 29, “Windows 98 Network Architecture” and Chapter 25,
“Application Support.”
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Computer security refers to the protection of all components—hardware,
software, and stored data—of a computer or a group of computers from
damage, theft, or unauthorized use. A computer security plan that is well
thought out, implemented, and monitored makes authorized computer use
easy and unauthorized use or accidental damage difficult or impossible.

Personal computing depends increasingly on computers connected through
networks, and more often through the Internet and intranets. You can use
Windows 98 security to prevent unauthorized access to shared resources on
computers in a network. The security features built into Windows 98 are
described briefly in this section, and in more detail later in the chapter.

Logon Security

Windows 98 allows users to log on fully. In a networking environment, you can
set your system up so that when a name and password pair have been validated
against the security authority of a network server, the Windows 98 user interface
is displayed.

Logon Password

A user can log on to a}l networks and Windows 98 at the same time. If a user’s
password for Windows 98 or for another network is the same as the password
for the primary logon client, Windows 98 automaticaily logs the user on to
Windows 98 and all networks using that password.

Note A unified password prompt does not enhance security, but eases logging on
to the system. As the system administrator, you can require additional passwords
for a more secure system.

For more information about the logon prompt, see “Using the Windows 98 Logon
Password” later in this chapter. Once users log on to their machines, they have the
option to cache their passwords. These passwords are cached in a file with a .pwl
extension. The file name is the same as the user’s name. See “Password Caching”
later in this chapter.

Network Validation

With system policies, you can prevent nsers from logging on to Windows 98

if their Windows NT or Novell NetWare network logon is not validated. This
causes the network logon dialog to appear before, or instead of, the Windows 98
logon prompt. Also, the user list may not be network wide, but specific to a
server, and may be different for different servers.
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Shared-Resource Security

When a computer is ranning Windows 98 with file and printer sharing services,
other users can connect to shared printers, volumes, directories, and CD-ROM
drives on that computer. To protect these shared resources, Windows 98 provides
user-level and share-level security. A

User-Level Security

With user-level security, a user’s request to access a shared resource is passed
throngh to a security provider, such as a Windows NT or NetWare server.

The security provider grants or denies the request by checking the requestor’s
user name and password against a network-wide or server-wide stored list. User-
level security does not require file and printer sharing services. These accounts
must be created on the machine providing user-level authentication, such as a
Windows NT or NetWare server. Windows 98 cannot act as an authentication
server for user-level security.

This type of security allows fine-grained control over per-user access and allows
individual accountability. The disadvantages are that you must create a user
account for each user you want to grant access to, and you must grant that user

P the access.

Share-Level Security

With share-level security, users assign passwords to their shared resources.

Any user who can provide the correct password is permitted to access the shared :
resource. The password is stored and checked by the computer where the resource i
resides. Share-level security requires file and printer sharing services. :

Note Any subfolders of the shared folder, if they are also shared, must be set with
the same level of security as the parent folder.

The advantage of this type of security paradigm is that it allows granting access
to a broad range of people with very little effort. However, it is not as secure as
user-level security, because the password is widely distributed and there is no
notion of personal accountability.
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