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1. Introduction

Prime numbers are used in several contexts to yieid efficient random-
ized algorithms for various problems [ 1,4]. In these applications a
randomly chosen prime p 1is used to "fingerprint" a long character-string
by computing the residue ¢f that strfng, viewed as a large integer,
mocdulo p.

This methed requires performing fixed-noint arithmetic on k-bit
integers, where k = [iogz pl, or at least addition/subtraction on such
integers [ 4].

We propose using a randeomly chosen irreducible (primé) polynomial
p(t) ¢ Zz[t] of an apprcoriate small degree k instead cf the orime
integer p. It turns out that it is very easy to effect a random choice
of an irreducible polynomial. The implementation of mod pit) arithmetic
reguires just lengih-k shift registers and the exclusive-or operaticn on
k-bit vectors. These operations are fast, involve simple circuits, and in
VLSI require little chip area.

The applications given here are: a real-time string matching
algorithm; detection cf unauthorized changes in a file. The method ob-
vicusly extends intc other zreas.

Polynoimial mooular computations are used in algebraic errer correction
codes. In these appiicetions one carefully constructs a cpecific poly-
nomial which is designed to facilitate coding and decoding. Under assump-

tion of & randow distribution of all possible arror pattarns, the code
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will aetect/correct most occurrences of up to- % errors for some fixed 4.
In the style of [ 5], we turn the tables around and instead of applying a
fixed algorithm to (hopefully) randomly distributed inputs, we construct

a randomizing algorithm which is efficient on every input. By randomizing
the choice of the irreducible polynomial p(t), we ocbtain a provably
highly dependable and efficient algorithm for every instance of the

string matching problem to be solved; we successfully protect every file
against any deliberate modification, etc. The mathematically provable
efficacy of cur method is of particular significance for this last

apnlication.

2. Qounting and Choosing Irreducible Polynomials

en theugh any degree x can be used, implementatior i3 most con-

venient when k s prime. Thus in practice we can use &k =17, 19,...,31,

61, etc.

Lemma 1. Let k be prime. The number of irreducible polynomials

)
Plxd = x" v a x4 L vag e LIk, ds (2% - 2)/k.
Preof. Let GF(Ek} = E be the Galois field with 2k eiements. Every

irreducible polyrcmial p{x) ¢ Zz[x] of degree %k has exactly % roots

in E, and since 1< k these roots are in E - 7

(]

Let oe £ - Z, v and let 1 < m te the degree of the irreducuble
polynomial qlx) = ,2[ x] that o satisfies. Then [Zz(o): 22] =m and
hence mlk (see [31). Since k s prime, m = k. I.e., every
o & -7, 15 aroot of an irreducible polynemial of degree k.

fhus the ser L - 7, is partitioned into sefs of k elements,
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fe szx] of degree k, and all such pslynomials are obtaired in this

way. It follows inat the number of these polynomials i3 (Zk-Z)/k. =

Consider a fixed prime k, 32y k = 31, how do we randomly choose

an irreducible poiynomial t3] + b]t30 + ... € Zz[t]? We shall do this

k) of Zk elements.

L s
To this end we need one irreducible polynomial f(x) = x + a1xk ‘

by caiculating within the field E = GF(2

-+

+ ... ¢ Zz[x}. The elements of E will be the k-tuples =~ = (c],...

c; € 22. The additicn of two elements is component-wise. To find the

product vy+«§, where ¢ = (dl""’dk)’ calculate (in Zz[x]) the
residue
k-1 k-1 e kT _
ex toote 2 (o et g ) (dyx + ...+ d) mod f(x);

T LI =/
then y<$ ge1,...,ek,.

Details of how tc computationally impiement the arithmetic of a
finite field can be found in [ 7], where an efficient method for findinag
irreducible polynomials of any degree n 1is also given. We assume that

irreducibie polynomials fz(x), f3(x), von faq{x),..., of small prime

K} I

degrees are tabulated once and for all.

We shall now effect a random choice of an irreducible polvnomial
p(t) =t° + ... ¢ Zg[t]. We use the indeterminate t to distinguish
these poilynemials from the fixed polynomials fz(x), F3(x};,.. . Choose

randomly an elisment y= (Ci’ .,c3]) e GF{z"") - 22. Namely, randomly

generate a sequence of 31 bits and if it nappers to be (0,0,...,0} or

\

(6,0,...,0,1) discard it.

The element + satisfies, by the proof of Lemma 1, a unique

. . . 3 {
irreducible polynamial op(t) = t”] + bl 3J ... + b. i € Z,(t}. To

(.\.

cc(?3!\

find 14 reomnnta 40
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