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Abstract

The Hypertext Transfer Protocol (HTTP) is an application-level
protocol for distributed, collaborative, hypermedia information
systems. It is a generic, stateless, protocol which can be used for
many tasks beyond its use for hypertext, such as name servers and
distributed object management systems, through extension of its
request methods, error codes and headers [47]. A feature of HTTP is
the typing and negotiation of data representation, allowing systems
to be built independently of the data being transferred.

HTTP has been in use by the World-Wide Web global information

initiative since 1990. This specification defines the protocol
referred to as "HTTP/1.1", and is an update to RFC 2068 [33].

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm

Proxyconn, Inc.
cam EXhibit 2006



awainman
Text Box
Proxyconn, Inc.
Exhibit 2006


https://www.docketalarm.com/

Fielding, et al. Standards Track [Page 1]

RFC 2616 HTTP/1.1 June 1999

Table of Contents

1 INtroducCtion .......ccceeviiiienieiere e 7

1.1 PUIPOSE.....ccciiiiiiiic e 7

1.2 REqQUIFEMENTS ...ocverviiieiieieieie e 8

1.3 Terminology ...cccccvvevvevieiieieee e 8

1.4 Overall Operation ..........cccceevvevveiieiieesiieiieens 12

2 Notational Conventions and Generic Grammar .................... 14
2.1 Augmented BNF ..o 14
2.2 BaSiC RUIES ......ccoovviiiiiiieee e 15

3 Protocol Parameters .........cccoovveenenieniencneee, 17
3.1 HTTP VErSION ....coveviiiieiieiieie e, 17
3.2 Uniform Resource Identifiers .........ccccoevevvnienenn, 18
3.2.1  General Syntax .......ccccceeveevverieiienesieseennn 19
322 NP URL .o 19

3.2.3  URI COMPArison ........cccceeeverenenenenennennns 20
3.3 Date/Time FOrmats .......cccocevvvevvereeseeseeieseeens 20
3.3.1 Full Date ......cccoovviiiiiiiiiceeeee, 20

3.3.2 Delta Seconds ........cccocevvinieneninnieniiene 21

3.4 Character Sets .......ccocvvvvrieniienieenine e 21
3.4.1 Missing Charset ........cccceoeverenencncneneniens 22
3.5 Content Codings ......cccvevveveerieiieieeie e 23
3.6 Transfer Codings ........cccovvvviiiieiieiiiciie e, 24
3.6.1 Chunked Transfer Coding ........cccccoerervrcrennnnn 25
3.7 Media TYPES ..ooviveriiiieieieieie e 26
3.7.1 Canonicalization and Text Defaults ...........c.cc.co..... 27
3.7.2  Multipart TYPES ..ccovvverrieiieerie s eree e 27
3.8 Product TOKENS .......cccvvviviiriieieeeseeeee e 28
3.9 Quality Values .........cccoovviiiiiiieienesee 29
3.10 Language Tags ...ccccovveeriieeeiiieesiieesiee e 29
3.11 ENtitY TagS .iovveveeeieecie e 30

3.12 Range UNItS .....cooviiiiiiiieicece e 30

4 HTTP MESSAQE ....ccovvvireirieiiieeiee e 31

4.1 MeSSage TYPES ..cccveverrreeiiieesiieessiieessiieesieeens 31
4.2 Message Headers ........cocoovvveveeiiieniciie e 31
4.3 Message Body .......cccceoveieiiniiiniieeeeeen 32

4.4 Message Length ......cccoovvviiiiiininiienise 33
4.5 General Header Fields ........ccccoceviniiiiiininnn, 34

5 REQUEST ..ooeiiiiiciee e 35

5.1 RequUESE-LINe .....ccoooiiiiiiiiieeeseseeee 35
5.1.1 Method ....ccooevviieiiee e 36

5.1.2 Request-URI ......ccccoooiiiiiiniiiieiie e, 36

5 2 The Resource Identified by a Request ..........cccccvvennne 38

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

6.1 StatusS-Line ....oooovvvviviiiiiiiee e 39
6.1.1 Status Code and Reason Phrase ............cccceeevenenne. 39
6.2 Response Header Fields .......c.cccccocevvevviieinennnn, 41

Fielding, et al. Standards Track [Page 2]

RFC 2616 HTTP/1.1 June 1999

T ENLY oo 42

7.1 Entity Header Fields ..........c.ccoooiiiiniciinen, 42

7.2 Entity BodY ....cocovviviiiiieee 43

721 TYPE oo 43

7.2.2 Entity Length ....ccoooviiiiiii e, 43

8 CONNECLIONS ...cvvvvieciieeeee e 44

8.1 Persistent CONNECLIONS ........ccovvveevverieeierieens 44

8.1.1 PUIPOSE ...oovvieiiiiiciiee e 44

8.1.2 Overall Operation .........ccccccevvveviieiie v, 45

8.1.3  ProxXy SErvers .......cccooeniiiieiiecninicneennens 46

8.1.4 Practical Considerations ...........cccccerververnennn. 46

8.2 Message Transmission Requirements .............cccccvevenne. 47
8.2.1 Persistent Connections and Flow Control .................. 47
8.2.2 Monitoring Connections for Error Status Messages ......... 48
8.2.3 Use of the 100 (Continue) Status ............ccccereeene 48
8.2.4 Client Behavior if Server Prematurely Closes Connection ..50
9 Method Definitions ..........cccceevveivieiiieiiiccie e, 51

9.1 Safe and Idempotent Methods ..........cccceovveviinnenne 51
9.1.1 Safe Methods .........cccccveverienine e 51

9.1.2 Idempotent Methods .........ccccceevevveiiiiiciienns 51

9.2 OPTIONS ..ottt 52

0.3 GET oot 53

9.4 HEAD ..ot 54

9.5 POST o 54

9.6 PUT o 55

9.7 DELETE ..ooci it 56

9.8 TRACE ..o i 56

9.9 CONNECT ..o 57

10 Status Code Definitions .........cccecvvevivviieeiiecinennn, 57

10.1 Informational IXX ......ccccvveeveniinnnenienirnieenenn 57

10.1.1 100 CONLINUE ..eovveveeeieeir e sieeie e eee e 58

10.1.2 101 Switching Protocols ..........cccccvevevvevieennene, 58
10.2 SUCCESSTUl 2XX w.ivvviiiiiiiiie e 58

10.2.1 200 OK ..ovviieiecreiceeiee e 58

10.2.2 201 Created .....cccvvverveierieseee e e 59

10.2.3 202 AcCePted ......ccoveviieiiieee e 59

10.2.4 203 Non-Authoritative Information ........................ 59
10.2.5 204 No Content ........ccccevveereeriienienieeienne 60

10.2.6 205 Reset Content ........ccccevvveveeniennieesinnnn 60
10.2.7 206 Partial Content ...........cccccevveiiiiiennenne 60

10.3 RedireCtion 3XX ......cccccevvveviveiiieiieesieesneenns 61

1aNn"D1 [aYaYa W . W FIF1 FH7N PNV o “VON-P0 0N nA1

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

10.3.3 302 FOUNA ....ooovieiincieece e 62
10.3.4 303 See Other .......ccccevcvvvvvveiice e 63
10.3.5 304 Not Modified ........ccocvrererieninieniiinnns 63
10.3.6 305 USE PrOXY ..vvvviiieiiiieiireesiiieesieeesieeans 64
10.3.7 306 (UNUSEA) ....oovveiviriiiieieieiiec e 64

Fielding, et al. Standards Track [Page 3]

RFC 2616 HTTP/1.1 June 1999

10.3.8 307 Temporary Redirect .........ccccovvvvreeiiernennnn, 65
10.4 Clent Error 4XX .....ccocevenenenenenieseseeeeeen, 65

10.4.1 400 Bad ReqUESL ........cceevvveeriieiieciiecieeiens 65

10.4.2 401 Unauthorized ........ccccoevevivieneeieninnnns 66

10.4.3 402 Payment Required .........cccoocevenvrennnnnnnns 66
10.4.4 403 Forbidden .........cccoevvreiincnininesene 66

10.4.5 404 Not FOUN .....cvvveieiiieececesceee s 66

10.4.6 405 Method Not Allowed .........ccoovvverrrinnnnnn, 66
10.4.7 406 Not Acceptable ........ccccoeveviieiciiniennnn 67
10.4.8 407 Proxy Authentication Required ..........c............ 67
10.4.9 408 Request TIMEOUL ........cceevveeieevieeriiesinens 67
10.4.10 409 Conflict .....ccoevvvvvieriieiereee e 67

10.4.11 410 GONE ..oovvveiieieeiee e 68

10.4.12 411 Length Required .........cccocovevveveiieinennns 68
10.4.13 412 Precondition Failed ...........cccooeivernnnnnne. 68
10.4.14 413 Request Entity ToO Large ........ccccoceevrvrnene. 69
10.4.15 414 Request-URI Too LONG ....ccovviriveiiiniiniienns 69
10.4.16 415 Unsupported Media TYPE ....ccocvvvvvverreiiennns 69
10.4.17 416 Requested Range Not Satisfiable .................... 69
10.4.18 417 Expectation Failed ............ccccvriiinnnnne. 70
10.5 Server Error 5XX ...ccccveveeiienieenie e 70

10.5.1 500 Internal Server Error .........ccccoevvvveveiennn, 70
10.5.2 501 Not Implemented ..........cccceevveiievieiiieennn. 70
10.5.3 502 Bad GateWay .........ccceeververenenenieienennes 70
10.5.4 503 Service Unavailable ..........cccccoovvveinennne 70
10.5.5 504 Gateway TimeouUt ..........ccceevvrieereerieseennns 71
10.5.6 505 HTTP Version Not Supported ..........ccccovvevivenne. 71
11 Access Authentication .........cccccoevvvvenviiennennene 71

12 Content Negotiation ...........cccocevvreninnnieennenen, 71

12.1 Server-driven Negotiation ............cccocvevvriveieenns 72
12.2 Agent-driven Negotiation ...........ccccceveviveeiieinnnnn, 73
12.3 Transparent Negotiation ............cccceoevniriviinenenn. 74

13 Caching IN HTTP ..o, 74

13.1.1 Cache COITeCtNESS ......ccoevvrrverieriesiriesinienas 75
13.1.2 WaArnings ....cccovvvvevieeiie e 76

13.1.3 Cache-control Mechanisms ..........ccccccevevieinnnns 77
13.1.4 Explicit User Agent Warnings ..........cc.cceevvvveinennns 78
13.1.5 Exceptions to the Rules and Warnings ..................... 78
13.1.6 Client controlled Behavior ..........ccccocvvvinnnnnnn 79

190 N Cirnmivatinn RAA~AA] i)

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

13.2.2 Heuristic EXpIration ...........c.ccccoevvirininnnnn. 80

13.2.3 Age Calculations ..........cccoceverenininienienen, 80

13.2.4 Expiration Calculations ..........c.cccccocvvvverieennnnn. 83
13.2.5 Disambiguating Expiration Values .............c.ccccev.. 84
13.2.6 Disambiguating Multiple Responses ............ccccccueuee. 84
13.3 Validation Model ..........cccoooviviviiiiiieireen, 85

13.3.1 Last-Modified Dates ........cccccoverirernrivnennenn 86

Fielding, et al. Standards Track [Page 4]

RFC 2616 HTTP/1.1 June 1999

13.3.2 Entity Tag Cache Validators ...........ccccccevvvennnne 86
13.3.3 Weak and Strong Validators ............cccceeereninnns 86
13.3.4 Rules for When to Use Entity Tags and Last-Modified Dates.89
13.3.5 Non-validating Conditionals ............c.cccccvvennne. 90

13.4 Response Cacheability ...........cccceeveiiiiineneennn. 91

13.5 Constructing Responses From Caches ..........c.cccccevueenee. 92
13.5.1 End-to-end and Hop-by-hop Headers ..............co...... 92
13.5.2 Non-modifiable Headers ..........ccccvvvvivivninnnnnns 92
13.5.3 Combining Headers .........ccccooevvvvevieiiecineanne. 94

13.5.4 Combining Byte Ranges .........c.ccocvvvrvrviivnnnnns 95

13.6 Caching Negotiated RESPONSES ........cccevvevevrvrrreennnn. 95
13.7 Shared and Non-Shared Caches .............ccocvvvrvinnnns 96
13.8 Errors or Incomplete Response Cache Behavior ................ 97
13.9 Side Effects of GET and HEAD ........ccccccovveiviiennenn. 97
13.10 Invalidation After Updates or Deletions ................... 97
13.11 Write-Through Mandatory .........c.cccccveveiveineennene 98
13.12 Cache Replacement ..........ccccoeevveiiievieiiieeinns 99

13.13 HiStory ListS ......ccccvviieiiiciciccc e 99

14 Header Field Definitions ........c.ccoocvveeviveieiiennns 100

14.1 ACCEPL .o 100

14.2 Accept-Charset ........cccovveivieeiieiiiccie e 102

14.3 AcCept-ENCoding ......cccoevverveniiininisieieiees 102

14.4 Accept-Language ..........cccoovereerreennenineeneennns 104

14.5 Accept-Ranges .......ccccvcvvvieiiiieeniiee e 105

146 AQE oot 106

14.7 AOW ..o 106

14.8 AULhOrIZAtioN ......cccccvvvveieciesee e 107

14.9 Cache-Control ........ccccoovevvveienineniesein 108

14.9.1 What is Cacheable .........ccccovviiiiiiiiiine 109

14.9.2 What May be Stored by Caches ...........cc.ccocvrennne. 110
14.9.3 Modifications of the Basic Expiration Mechanism ......... 111
14.9.4 Cache Revalidation and Reload Controls .................. 113
14.9.5 No-Transform Directive ..........ccccceveviverennnne 115
14.9.6 Cache Control EXtensSions ...........ccccevvvvivereennnns 116
14.10 CONNECLION ..vvevveiieieeee e 117

14.11 Content-Encoding .......ccccevevveieeiiesieesesiene 118

14.12 Content-Language .......ccccceevveerveeiireesiineesnnns 118

114 19D NAantant | At 110

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




