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52 THE UNIX PROGRAMMING ENVIRONMENT : CHAFPTER 2

Exercise 2-3. (Harder) How does the pwd command operate? U
- Exercise 2-4, du was writtéix,to monitor disc usage. Using it to find files in a directory

hierarchy is at best a strange idiom; and perhaps inappropriate. As an alternative, look
at the manual page for £ind(1), and compare the two commands. In particular, com-
pare the command du -a | grep ... with the corresponding invocation of find.

Which runs faster? Is it better to Huild a new tool or use a side effect of an old one?

2.4 Permissions

Every file has a set of permissions associated with it, which determine who
can do what with the file. If you're so organized that you keep your love
letters on the system, perhaps hierarchically arranged in a directory, you prob-
ably don’t want other people to be able to read them. You could therefore
change. the permissions on each letter to frustrate gossip (or only on some of
the letters, to encourage it), or you might just change the permissions on the
directory containing the letters, and thwart snoopers that way.

But we must warn you: there is a special user on every UNIX system, called
the super-user, who can read or modify any file on the system. The special
login name root carries super-user privileges; it is used by system administra-
tors when they do system maintenance. There is also a command called su
that grants super-user status if you know the root password. Thus anyone
who knows the super-user password can read your love letters, $0 don’t keep
sensitive material in the file system.

If you need more privacy, you can change the data in a file s0 that even the
super-user cannot read (or at least understand) it, using the crypt command
(crypt(1)). Of course, even cxypt isn't perfectly secure. A super-user can
change the crypt command itself, and there are cryptographic attacks on the
crypt algorithm. The former requires malfeasance and the latter takes hard
work, however, so crypt is in practice fairly secure.

In real Lifg,: most security breaches are due to passwords that are given
away or easily ‘guessed. Occasionally, system administrative lapses make it
possible for a mialicious user to gain super-user permission. Security issues are
discussed further in some of the papers cited in the bibliography at the end of
this chapter.

When you log in, you type a name and then verify that you are that person
by typing a password. The name is your login identification, or login-id. But
the system actually recognizes you by a number, called your user-id, or uid. In
fact different login-id’s may have the same uid, making them indistinguishable
to the system, although that is relatively rare and perhaps undesirable for secu-
rity reasons. Besides a vid, you are assigned a group identification, or group-
id, which places you in a class of users. On many systems, all ordinary users
(as opposed to those with login-id’s like xoot) are placed in a single group
called other, but your system may be different. The file system, and there-
fore the UNIX system in general, determines what you can do by the
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permissions granted to your uid and group-id.

The file setc/passwd is the password Jile; it contains all the login infor-
mation about each user. You can discover your uid and group-id, as does the
system, by looking up your namé in /etc/passwd:

$ grep you Seto/pagswd
you ! gkmbOTeJ04COM 6041 1:Y. 0. A, People:/usr/you:
$ .

- The fields in the password file are separated by colons and are laid out like this
- {as seen in passwd(5)):

login-id: encrypted-password :uid : group-id : miscellany t login-directory s shell

The file is ordinary text, but the field definitions and separator are a conven-
tion agreed upon by the programs that use the information in the file.

The shell field is often empty, implying that you use the default shell,
- /bin/sh. The miscellany field may contain anything; often, it has your name
and address or phone number.
Note that your password appears here in the second field, but only in an
encrypted form. Anybody can read the password file (you just did), so if your
password itself were there, anyone would be able to use it to masquerade as
you. When you give your password to login, it encrypts it and compares the
result against the encrypted password in /ete/passwd, If they agree, it lets
ou log in. The mechanism works because the encryption algorithm has the
roperty that it’s easy to go from the clear form to the encrypted form, but
ery hard to go backwards. For example, if your password is ka-boom, it
might be encrypted as gkmbCTrJ04COM, but given the latter, there’s no casy
way to get back to the original.
~ The kernel decided that you should be allowed to read /ete/passwd by
Iooking at the permissions associated with the file. There are three kinds of
permissions for each file: read (i.e., examine its contents), write {i.e., change
s contents), and }5 ecute (i.e., run it as a program), Furthermore, different
permissions can apply to different people. As file owner, you have one set of
read, write and execute permissions. Your “group” has a separate set. Every-
ne else has a third set,

ify that you are that person
wification, or login-id. But
ied your user-id, or uid. In
king them indistinguishable

The ~1 option of 1s prints the permissions information,
things:

among other

$ ls ~1 Jetes/passwd

\ ar At L L B <7<} 5115 Aug 30 10:40 /eto/passwd
:rha})s uqdesa{able for secu -_ $ 1s -1g setco/passwd
up ldenﬁﬁcatmnj or group- “EWL x4 adm 5115 Aug 30 10:40 /etc/passwd
systems, all ordinary user $

¢ placed in a single group.
The file system, and there
vhat you can do by the

hese two lines may be collectively interpreted as: /etc/passwd is owned by
wgin-id root, group adm, is 'S115 bytes long, was last modified on August 30
: 10:40 AM, and has one link (one name in the file system; we’ll discuss links
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54  THE UNIX PROGRAMMING ENVIRONMENT CHAPTER 2

in the next section). Some versions of 1s give both owner and group in one
invocation,” D
The string ~rw-r--x~- is how ls represents the permissions on the file.
The first ~ indicates that it is an ordinary file. If it were a directory, there
would be a & there. The next three characters encoede the file owner’s (based
on uid) read, write and execute permissions. xw- means that root {the
owner) may read or write, but not execute the file. An executable file would
have an x instead of a dash.

The next three characters (r--) encode group permissions, in this case that
people in group adm, presumably the system administrators, can read the file
but not write or execute it. The next three (also r--) define the permissions
for everyone else — the rest of the users on the system. On this machine,
then, only xoot can change the login information for a user, but anybody may
read the file to discover the information. A plausible alternative would be for
.group adm to also have write permission on /etc/passwd.

The file /etc/group encodes group names and group-id’s, and defines
which users are in which groups, /etc/passwd identifies only your login
group; the newgrp command changes your group permissions to another
group. '

Anybody can say

$ ed Jete/passwd

and edit the password file, but only root can write back the changes. You

might therefore wonder how you can change your password, since that involves

editing the password file. The program to change passwords is called passwd;

you will probably find it in /bin: :
$ 1s ~1 sbin/passwd

~prwsr-xr-~x 1 root 8454 Jan 4 1983 /bin/passwd
$

(Note that /etbspasswd is the text file containing the login information,
while /bin/passwd, in a different directory, is a file containing an executable
program that lets you change the password information.) The permissions here
state that anyone may execute the command, but only root can change the
passwd command. But the s instead of an x in the execute field for the file
owner states that, when the command is run, it is to be given the permissions
corresponding to the file owner, in this case root. Because /bin/passwd is
“get-uid” 10 root, any user can run the passwd command to edit the pass-
word file.

The set-uid bit is a simple but elegant ideat that solves a number of security
problems. For example, the author of a game program can make the program
set-uid to the owner, so that it can update a score file that is otherwise

¥ The set-uid bit is patented by Dennis Ritchie.
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