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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paervvork Reduction Act of 1995 no ersons are reuired to resond to a collection of information unless it disla s a valid OMB control number.

REISSUE PATENT APPLICATION TRANSMITTAL

Attorney Docket No. ARAC_01RE1

First Named Inventor Rozman, Amen |:_

M3" Stop Reissue Original Patent Number 7 484 247 B2
Commissioner for Patents Original Patent Issue Date I I
P'O' Box 1450 Month/Da /Year ‘Jan’ 272009
Alexandria, VA 22313-1450

APPLICATION FOR REISSUE OF:

(Check applicable box) Utility Patent I:I Design Patent I:I Plant Patent
APPLICATION ELEMENTS (37 CFR 1.173) ACCOMPANYING APPLICATION PARTS

Address to:

Express Mail Label No.

Fee Transmittal FOFITI (PTO/SB/56) Statement of status and support for all
10._ _ _ changes to the claims. See 37 CFR 1.173(c).

Applicant claims small entity status. See 37 CFR 1.27.

Specification and Claims in double column copy of patent format 11:‘ Foreign Priority Claim (35 U_S_C_ 119)
(amended, if appropriate) (if applicable)

DraWIng(S) (proposed amendments’ ifappropriate) 12. Information Disclosure Statement (IDS)
_ _ _ _ PTO/SB/08 or PTO-1449

Reissue Oath/Declaration (original or copy) '3 copies of Citations attached(37 C.F.R. 1.175) (PTO/SB/51 or 52)

Power of Attorney
13. I:I English Translation of Reissue Oath/Declaration

Original U.S. Patent currently assigned? I:I Yes No (ifapp/[cab/e)
(If Yes, check applicable box(es))

_ _ 14. Pre|iminaryAmendment
I:I Written Consent of all Assignees (PTO/SB/53)

:1 Return Receipt Postcard (MPEP 503)15.l:| 37 CFR 3.73<b> statement (PTO/s B/96> (Should be specifically itemized)

. El CD-ROM or CD-R in duplicate, Computer Program (Appendix)
or large table 16. I:I Other:
I: Landscape Table on CD

. Nucleotide and/or Amino Acid Sequence Submission
(if applicable, items a. — c. are required))

a. I:I Computer Readable Form (CRF)
b. Specification Sequence Listing on:

i I] CD-ROM (2 copies) or CD-R (2 copies); or
ii |:| paper

c. I:I Statements verifying identity of above copies
17. CORRESPONDENCE ADDRESS

I:I The address associated withCustomer Number: I OR Correspondence address below
Name Allen F. Rozman

Address 6402 Wildlife Trail

City Zip Code 75044

Country TeIephOne 214-478-2172 Ema” arozman@verizon.net

Signature /A. F. Rozmanl Date 3/9/2010

Name (Print/Type) Allen l=_ Rozman Registration No. (Attorney/Agent) 41230

This collection of information is required by 37 CFR 1.173. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND To: Mail Stop Reissue, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 . The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTOISBIS3 (O9-07)
Approved for use through 08/31I2010. OMB 0651-0033

US. Patent and ‘Trademark Office: US. DEPARTMENT OF COMMERCE
Under the Paerwork Reduction Act of 1995. no ersons are re uired to resend to a coiiection of information unless it disia a valid OMB control number.

Docket Number (Optionai)
REISSUE APPLICATION: CONSENT OF ASSIGNEE;

STATEMENT OF NON-ASSIGNMENT
ARAC—O1 RE1

art of the a iication for a reissue atent based on the oriinal atent identified beiow.

Name of Patentee(s)

Rozman; Allen F, Ciofii; Alfonso J

Patent Number Date Patent issued

7,484,247 January 27, 2009

Title of Invention

System and method for protecting a computer system from maiicious software.

 

‘I. E] Fiied herein is a statement under 37 CFR 3.73(b)_ (Form PTO:'SBI96)

2. Ownership of the patent is in the inventor(s), and no assignment of the patent is in effect.

One of boxes 1 or 2 above must be checked. If multiple assignees, complete this form for each assignee. if
box 2 is checked, skip the next entry and go directly to “Name of Assignee”.

The written consent of all assignees and inventors owning an undivided interest in the original
atent is included in this a iication for reissue.

The assignee(s) owning an undivided interest in said original patent is/are

and the assignee(s) consents to the accompanying application for reissue.

Name of assignee/inventor (if not assigned)

Rozman; Alien F, Cioffi; Alfonso J

Signature

r {Li
Typed or printe J

This collection of information is required by 37 CFR 1.172. The information is required to obtain or retain a benefit by the public which is to me (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 6 minutes to complete, including
gathering. preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
emount of time you require to complete this form andlor suggestions for reducing this burden, should be sent to the Chief information Officer, US. Patent and
Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 223131450. DO NOT SEND FEES OR COMPLETED FORMS TO Tl-tls
ADDRESS. SEND To: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-B00~PTO—9f 99 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 . The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: Rozman, er al. Docket No.: ARAC-0 l RE1

Serial No.: TBD Filed: Herewith

Reissue of: 7,484,247 Issued: January 27, 2009

Title: System and Method for Protecting a Computer System from Malicious
Software.

Mail Stop: REISSUE
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

Dear Sir:

Prior to examination on the merits, Applicants respectfully submit the amendments and

remarks set forth below.

ARAC-0lREl Page 1 of23
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In the Specification:

Before the heading “Cross Reference to Related Patents and Applications” please insert:

Cross Reference to Multiple Reissue Applications

This application is a reissue application of U.S. Patent No. 7,484,247, entitled “System

and Method for Protecting a Computer System from Malicious Software,” issued on Januapy 27,

2009, and is related to another reissue application designated U.S. Patent Application Serial No.

gDocl<et No. ARAC-0lRE2) from U.S. Patent No. 7,484,247 filed concurrently

herewith, which are incogporated herein by reference.

ARAC-0lREl Page 2 of 23
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1

10

11

12

13

14

15

16

17

18

19

Claims (1, 2, 6, 10, 11, 15, 17 and 20) are currently amended from their form in U.S. Patent No.

7,484,247. Claims (3, 4, 5, 7, 8, 9, 12, 13, 14, 16, 18 and 19) are in their original form in U.S.

Patent No. 7,484,247.

1) (Currently amended) A method of operating a computer system capable of exchanging

data across a network of one or more computers and having at least a first and second

electronic data processor capable of executing instructions using a common operating

system, comprising the steps of:

executing browser instructions in a first logical process within the common

operating system using the first electronic data processor, wherein the first logical

process is capable of accessing data contained in a first memory space 

 ;

executing instructions in a second logical process within the common operating

system using the second electronic data processor, wherein the second logical process is

capable of accessing data contained in the second memoryspace 

 
displaying data from the first logical

process and the second logical process, wherein a Video processor is adapted to combine

data from the first and second logical processes and transmit the combined data to [the] a

display ter-m-i-n-a-1;

wherein the computer system is configured such that the second electronic data

processor is operating in a protected mode and data residing on the first memory space is

ARAC-01RE1 Page 3 of 23
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20

21

protected from corruption by a malware process downloaded from the network and

executing as part of the second logical process.

2) (Currently amended) The method of claim 1 wherein the fim%m 

second memory space . - is selected 

from the group consisting of:

a memo;v_ zone within a physical memo;v_ common to the first memo;v_ space;

a partition on a memogv_ device;

random access memoLv_ (RAM );

both volatile and nonvolatile memo;v_.

3) (Original) The method of claim 1 wherein the second logical process is selected from the

group consisting of:

an electronic mail process, an instant messaging process, an intemet browser process,

an interactive gaming process, a virtual private network (VPN) process, and a reader

application process.

4) (Original) The method of claim 1 wherein the first logical process receives user interface

data, and passes the user interface data to the second logical process.

5) (Original) The method of claim 1 wherein the first and second electronic data processors

are part of a multi-core electronic data processor.

ARAC-0lREl Page 4 of 23
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l 6) (Currently amended) The method of claim 1 and further comprising the step of restoring

at least one corrupted data file from[an] a

protected image

7) (Original) The method of claim 1 and further comprising the step of automatically

deleting at least one data file residing on the second memory space when the second

logical process is terminated.

8) (Original) The method of claim 1 and further comprising the steps of:

encrypting data with the first logical process;

transferring the encrypted data from the first logical process to the second logical

process;

transferring the encrypted data from the second logical process to the network

interface device.

9) (Original) The method of claim 8 and further comprising the steps of:

decrypting the data with the network interface device;

transferring the decrypted data from the network interface device to the network

10) (Currently amended) A multi-processor computer system using a common operating

system capable of exchanging data across a network of one or more computers via a

network interface device, comprising:

a first electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a first memory space-and—a

ARAC-0lREl Page 5 of 23
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10

ll

12

13

14

15

16

17

18

 ;

a second electronic data processor capable of executing browser instructions using

the common operating system and communicatively coupled to [the] a second memory

 
a Video processor adapted to combine Video data from the first and second electronic

data processors and transmit the combined Video data to a display

 

wherein the computer system is configured such that the second electronic data

processor is operating in a protected mode and data residing on the first memory space is

protected from corruption by a malware process downloaded from the network and

executing on the second electronic data processor.

ll) (Currently amended) The computer system of claim 10 wherein the £1-r-st—n=ien=ier=,Lspaee

and—the-second memory space i_s

selected from the group consisting of:

a memo;V_ zone within a physical memo;V_ common to the first memo;V_ space;

a partition on a memo;V_ device;

random access memogy gRAM );

both Volatile and nonvolatile memory.

12) (Original) The computer system of claim 10 wherein the first and second electronic data

processors are part of a dual processor computer system.

ARAC-0lREl Page 6 of 23
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10

11

12

13

14

15

13) (Original) The computer system of claim 10 wherein the second electronic data

processor and the Video processor are co-located on a circuit card, the circuit card being

communicatively coupled to the first electronic data processor.

14) (Original) The computer system of claim 10 wherein the computer system is configured

such that the first electronic data processor is protected from executing instructions

initiated by a malware process downloaded from the network and executing on the

second electronic data processor.

15) (Currently amended) A multi-processor computer system using a common operating

system capable of exchanging data across a network of one or more computers,

comprising:

at least a first and second electronic data processor capable of executing instructions

using the common operating system;

at least a first and second memory space;

a Video processor;

wherein the first and second electronic data processors, first and second memory

space, and Video processor are configured for performing the steps of;

executing browser instructions in a first logical process with the first electronic data

processor, wherein the first logical process is executing within the common operating

system and is capable of accessing data contained in the first memory space and—the

 ;

executing browser instructions in a second logical process with the second electronic

data processor, wherein the second logical process is executing within the common

ARAC-01RE1 Page 7 of 23
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16

17

18

19

20

21

22

23

24

25

26

operating system and is capable of accessing data contained in the second memory space;

 
displaying data from the first logical

process and the second logical process, wherein the Video processor is adapted to

combine data from the first and second logical processes and transmit the combined data

to [the] a display terminal;

wherein the computer system is configured such that the second electronic data

processor is operating in a protected mode and data residing on the first memory space is

protected from corruption by a malware process downloaded from the network and

executing as part of the second logical process.

16) (Original) The computer system of claim 15 wherein the computer system is further

configured such that the first logical process is protected from executing instructions

initiated by a malware process downloaded from the network and executing as part of the

second logical process.

17) (Currently amended) The computer system of claim 15 and further comprising: at least

one network interface device capable of exchanging datawith 

preeess-and—wi-th the network and with a logical process selected from the group

consisting of:

the first logical process;

the second logical process.

ARAC-01RE1 Page 8 of 23
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18) (Original) The computer system of claim 17 wherein the network interface device is

capable of decrypting data received from the second logical process and transmitting the

decrypted data to the network while preventing the second logical process from accessing

the decrypted data.

19) (Original) The computer system of claim 15 wherein the at least one electronic data

processor is selected from the group consisting of: a multi-core electronic data processor;

dual electronic data processors; and multiple electronic data processors.

20) (Currently amended) The computer system of claim 15 and further configured for

performing the step of: restoring at least one corrupted data filem9 

m from [an] a protected image

ARAC-01RE1 Page 9 of 23
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1

10

11

12

13

14

15

16

17

18

19

20

Please add the following new claims (21-57)

21) (New) A portable computer, comprising:

a network interface device configured to exchange data across a network of one or

more computers using a wireless connection;

at least a first memory space and a second memory space, the first memory space

containing at least one system file;

at least one electronic data processor communicatively coupled to the network

interface device, the first and second memory space, and to a user interface, wherein the

user interface is configured to receive input from a computer user;

the at least one electronic data processor configured to execute a first browser process

in a first logical process, wherein the first logical process is capable of accessing data

contained in the first memory space;

the at least one electronic data processor further configured to execute a second

browser process in a second logical process, wherein the second logical process is

capable of accessing data contained in the second memory space and is further capable of

generating video data;

a video processor configured to transmit video data from the second browser process

to a display;

wherein the first browser process is capable of opening the second browser process

and is further capable of passing data to the second browser process;

wherein further the portable computer is configured such that the at least one system

ARAC-01RE1 Page 10 of 23
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21 file residing on the first memory space is protected from corruption by a malware process

22 downloaded from the network and executing within the second browser process.

1 22) (New) The portable computer of Claim 21 wherein the first browser process is capable

2 of exchanging data with the network interface device and with the second browser

3 process.

1 23) (New) The portable computer of Claim 22 wherein the first browser process is capable of

2 passing data downloaded from the network to the second browser process.

1 24) (New) The portable computer of Claim 21 wherein the second browser process is capable

2 of exchanging data with the network interface device and with the first browser process.

1 25) (New) The portable wireless communication device of Claim 21 wherein the at least one

2 electronic data processor is selected from the group consisting of:

3 an Application Specific Integrated Circuit;

4 a Field Programmable Gate Array;

5 a plurality of electronic data processors;

6 a multi-core electronic data processor.

1 26) (New) The portable computer of Claim 21 wherein the second memory space is selected

2 from the group consisting of:

3 a memory zone within a physical memory common to the first memory space;

4 a partition on a memory device;

ARAC-0lREl Page ll of 23
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random access memory (RAM);

both volatile and nonvolatile memory.

27) (New) The portable computer of Claim 21 configured such that at least one corrupted file

required for a browser process is capable of being restored from a protected image.

28) (New) The portable computer of Claim 27 wherein the protected image is stored at a

location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device;

a nonvolatile memory disk;

another device.

29) (New) The portable computer of Claim 21 configured such that at least one corrupted file

residing on the second memory space is capable of being automatically deleted when the

second browser process is terminated.

30) (New) The portable computer of Claim 21 configured such that the first browser process

is protected from executing instructions initiated by a malware process downloaded from

the network and executing as part of the second browser process.

31) (New) The portable computer of Claim 21 wherein attempts by malware to record data

entry by the computer user are effectively blocked.

ARAC-0lREl Page 12 of 23
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1

10

11

12

13

14

15

16

17

18

19

1

32) (New) A method of operating a portable computer having at least one electronic data

processor communicatively coupled to a first and second memory space and to a network

interface device, wherein the network interface device is configured to exchange data

across a network of one or more computers using a wireless connection, comprising the

steps of:

storing at least one system file within the first memory space;

executing a first browser process in a first logical process using the at least one

electronic data processor, wherein the first logical process is configured to access data

contained in the first memory space;

executing a second browser process in a second logical process using the at least

one electronic data processor, wherein the second logical process is configured to access

data contained in the second memory space and is further configured to generate video

data;

opening the second browser process on instruction from the first browser process;

passing data from the first browser process to the second browser process;

displaying video data from the second browser process;

wherein the portable computer is configured such that the at least one system file

residing on the first memory space is protected from corruption by a malware process

downloaded from the network and executing as part of the second browser process.

33) (New) The method of Claim 32 wherein the portable computer is configured such that the

first browser process is capable of exchanging data with the network interface device and

with the second browser process.

ARAC-01RE1 Page 13 of23
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l 34) T(New) The method of Claim 33 and further comprising the step of;

downloading data from the network and passing the data from the first browser

process to the second browser process.

35) (New) The method of Claim 32 wherein the portable computer is configured such that the

second browser process is capable of exchanging data with the network interface device

and with the first browser process.

36) (New) The method of Claim 32 wherein the second memory space is selected from the

group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memory (RAM);

both volatile and nonvolatile memory.

37) (New) The method of Claim 32 and further comprising the step of;

restoring at least one corrupted file from a protected image.

38) (New) The method of Claim 37 wherein the protected image is stored at a location

selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device;

ARAC-0lREl Page 14 of 23
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a nonvolatile memory disk;

another device.

39) (New) The method of Claim 32 and further comprising the step of;

deleting at least one corrupted data file residing on the second memory space

when the second logical process is terminated.

40) (New) The method of Claim 32 wherein the at least one electronic data processor is

selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors;

a multi-core electronic data processor.

41) (New) The method of Claim 32 wherein the first browser process is protected from

executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process.

42) (New) The method of Claim 32 and further comprising the step of:

displaying video data from the first browser process.

43) (New) The method of Claim 32 wherein attempts by malware to record data entry by the

computer user are effectively blocked.

ARAC-0lREl Page 15 of23
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1

10

11

12

13

14

15

16

17

18

19

1

44) (New) A portable computer, comprising:

a network interface device configured to exchange data across a network of one or

more computers using a wireless connection;

at least a first memory space and a second memory space;

at least one electronic data processor communicatively coupled to the network

interface device, the first and second memory space, and to a user interface, wherein the

user interface is configured to receive input from a computer user;

wherein the portable computer is configured for performing the steps of:

storing at least one system file in the first memory space;

opening a first browser process, wherein the first browser process is capable of

accessing data contained in the first memory space;

opening a second browser process, wherein the second browser process is capable

of accessing data contained in the second memory space, and is further capable of

generating video data;

passing data from the first browser process to the second browser process;

displaying video data from the second browser process;

wherein the portable computer is configured such that the at least one system file

residing on the first memory space is protected from corruption by a malware process

downloaded from the network and executing as part of the second browser process.

45) (New) The portable computer of Claim 44 wherein the first browser process is capable of

exchanging data with the network interface device and with the second browser process.

ARAC-01RE1 Page 16 of 23
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l 46) (New) The portable computer of Claim 45 and further configured for performing the step

2 of:

3 downloading data from the network and passing the downloaded data from the

4 first browser process to the second browser process.

1 47) (New) The portable computer of Claim 46 and further configured for performing the step

2 of:

3 storing the downloaded data on the second memory space.

1 48) (New) The portable computer of Claim 44 wherein the second browser process is capable

2 of exchanging data with the network interface device and with the first browser process.

1 49) (New) The portable computer of Claim 44 and further configured for performing the step

2 of:

3 restoring at least one corrupted file from a protected image.

1 50) (New) The portable computer of Claim 49 wherein the protected image is stored at a

2 location selected from the group consisting of:

3 a removable drive;

4 the first memory space

5 a partition on a memory device;

6 a non-volatile memory disk;

7 another device.

ARAC-0lREl Page 17 of 23
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51) (New) The portable computer of Claim 44 configured such that at least one corrupted file

residing on the second memory space is capable of being automatically deleted when the

second browser process is terminated.

52) (New) The portable computer of Claim 44 wherein the first browser process is protected

from executing instructions initiated by a malware process downloaded from the network

and executing as part of the second browser process.

53) (New) The portable computer of Claim 44 and further configured for performing the step

of:

the first browser process instructing the second browser process to open.

54) (New) The portable computer of Claim 44 wherein attempts by malware to record data

entry by the computer user are effectively blocked.

55) (New) The portable computer of Claim 44 wherein the at least one electronic data

processor is selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors;

a multi-core electronic data processor.

56) (New) The portable computer of Claim 44 wherein the second memory space is selected

from the group consisting of:

a memory zone within a physical memory common to the first memory space;

ARAC-0lREl Page 18 of 23
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a partition on a memory device;

random access memory (RAM);

both Volatile and nonvolatile memory.

57) (New) The portable computer of Claim 44 and further configured for performing the step

of:

the first browser process opening a plurality of second browser processes.

ARAC-0lREl Page 19 of 23
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REMARKS

The Applicants respectfully provide the following remarks related to the claim

amendments submitted above. Claims (1, 2, 6, 10, 11, 15, 17 and 20) are currently amended

from their form in U.S. Patent No. 7,484,247. Claims (3, 4, 5, 7, 8, 9, 12, 13, 14, 16, 18 and 19)

are in their original form in U.S. Patent No. 7,484,247. Claims 21-57 have been added (new) by

this Preliminary Amendment. Applicants respectfully provide notice that more than one reissue

application has been filed on U.S. Patent No. 7,484,247, as required under 37 C.F.R. § 1.177(a).

Claims 21-57 have been added to more comprehensively claim the subject invention. No

new subject matter has been added by the claims, and the new claims are fully supported in the

specification, as demonstrated in the attached Appendix entitled Status of Claims and Support

for Claim Changes, as required under 37 C.F.R. § 1.173(c). The support shown in the Appendix

is by way of example only and the Applicants make no representation that the identified support

is the only or best support for the claims. Other support than that specifically cited in the

Appendix may be found in the specification, drawings, and original claims, as well.

Please enter the above amendments before consideration of this application. The

Applicants believe the claims are in condition for allowance and respectfully request that the

Examiner pass the case to reissuance. The Examiner is invited to contact the undersigned to

address any questions or concerns regarding the present reissue application.

Respectfully submitted,

3/9/2010 /A. F. Rozman/

Date Allen F. Rozman

Co-Applicant

Registered Patent Agent

Reg. No. 41,280
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APPENDIX

STATUS OF CLAIMS AND

SUPPORT FOR CLAIM CHANGES

1 Currently C01 9 lines 30-37 C01 11 lines 2-4

amended Fig. 1, 190, 195 Fig. 1, 120, 191,

190, 110, 130

amended Col 16 lines 44-47 C01 10 lines 34-37

———
“t
“‘

Currently Fig. 4, 420 Col 12 lines 46-58 ‘amended

———
H‘:
H‘:

10 Currently C01 9 lines 30-37 Col 11 lines 2-4

amended Fig. 1, 190, 195 Fig. 1, 120, 191,

190, 110, 130

amended Col 16 lines 44-47 C01 10 lines 34-37

———
———
———

amended Fig. 1, 190, 195 Fig. 1, 120, 191,

190, 110, 130

———

amended 190, 110, 13022
———
———

20 Currently Fig. 4,420 Col 12 lines 46-58 ‘amended

21 New C019 lines 30-37 Fig. 1, 120, 150, 160 Fig. 1, 120, 140

Fig. 1, 190 C01 16 lines 24-30 Fig. 1, 140, 170, 180
C01 7 lines 63-67 C01 6 lines 56-60 C01 18 lines 23-28

C01 9 line 53 C01 10 line 67
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1
SYSTEM AND METHOD FOR PROTECTING
A COMPUTER SYSTEM FROM MALICIOUS

SOFTWARE

TECHNICAL FIELD

The present invention relates generally to computer hard-
ware and software, and more particularly to a system and

U.S. patent or PUB

US 7,484,247 B2

2

software.
method for protecting a computer system from malicious
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Polymorphic virus detection module.
Detection and elimination of macro viruses.
Fast virus scanning using session stamping.
Validating components of a malware scanner.
System and process for mainmining a plurality of remote security
applications using a modular framework in a distributed computing
environment.
Me rod for software distribution and compensation with
replenishable advertisements.
Flexible window management on a computer display.
Windowed computer display.
Mul iple window generation in computer display.
Window grouping mechanism for creating, manipulating and
dis3 aying windows and window groups on a display screen ofa
com 3uter system.
Vi eo graphics display system with adapter for display
management based upon plural memory sources.
Memory mapped interface between host computer and graphics
sys em.
Me rod and apparatus for display of windowing application
programs on a terminal.
Mu i-function controller and method for a computer graphics
disp ay system.
Me rod and apparatus for providing security for servers executing
app ication programs received via a network
Me rod and system for maintaining restricted operating
environments for application programs or operating systems.
Security enhancement for unttusted executable code.
Me rod and system for protecting operations of trusted internal
networks.
Sys em and method for securing a program’s execution in a network
environment.
Browser-independent and automatic apparatus and method for
receiving, installing and launching applications from a browser on a
client computer.
Protecting resources in a distributed computer system.
Executing isolated mode instructions in a secure system running in
privilege rings.
Controlling access to multiple memory zones in an isolated
execution environment.
Controlling access to multiple isolated memories in an isolated
execution environment.
Video hardware for protected, multiprocessing systems.
Method for securely creating, storing and using encryption keys in
a computer sys em.
Computer network security device and method.
Personal computer having a master computer system and in internet
computer system and monitoring a condition of said master and
internet compu er systems
E-mail software and method and system for distributing
advertisements to client devices that have such e-mail software
installed thereon.
System and me iod for comprehensive general generic protection
for computers against malicious programs that may steal
information an /or cause damages.
System and me iod for providing security to a remote computer
over a network DIOWSCI‘ interface.
Virus protection in an internet environment.

System and me iod for protecting computer users from web sites
hosting computer viruses.
Malware infection suppression.

Access control or computers.
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Detecting malicious alteration of stored computer files.

The above-listed U.S. Patents and U.S. patent applications
are incorporated by reference as if reproduced herein in their
entirety.

BACKGROUND

The very popular and ubiquitous rise of the ‘personal’
computer system as an essential business tool and home
appliance, together with the exponential growth of the Inter-
net as a means of providing information flows across a wide
variety ofconnected computing devices, has changed the way
people live and work. Information in the form ofdata files and
executable software programs regularly flows across the
planetary wide system of interconnected computers and data
storage devices.

Popular and ubiquitous computer hardware and software
architectures have typically been designed to allow for open
interconnection via, for example, the internet, a VPN, a LAN,
or a WAN, with information often capable of being freely
shared between the interconnected computers. This open
interconnection architecture has contributed to the adoption
and mainstream usage ofthese computers and the subsequent
interconnection of vast networks of computers. This easy to
use system has given rise to the explosive popularity of appli-
cations such as email, internet browsing, search engines,
interactive gaming, instant messaging, and many, many more.

Although there are definite benefits to this open intercon-
nection architecture, a lack of security against unwanted
incursions into the computers main processing and non-vola-
tile memory space has emerged as a significant problem. An
aspect of some current computer architectures that has con-
tributed to the security problem is that by default programs
are typically allowed to interact with and/or alter other pro-
grams and data files, including critical operating system files,
such as the windows registry, for example. Current open
interconnection architectures have opened the door to a new
class ofunwanted malicious software generally known a mal-
ware. This malware is capable of infiltrating any computer
system which is connected to a network of interconnected
computer systems. Malware is comprised of, but not limited
to, classes of software files known as viruses, worms, Trojan
horses, browser hijackers, adware, spyware, pop-up win-
dows, data miners, etc. Such malware attacks are capable of
stealing data by sending user keystrokes or information stored
on a user’s computer back to a host, changing data or destroy-
ing data on personal computers and/or servers and/or other
computerized devices, especially through the Internet. hi the
least, these items represent a nuisance that interferes with the
smooth operation ofthe computer system, and in the extreme,
can lead to the unauthorized disclosure of confidential infor-

mation stored on the computer system, significant degrada-
tion of computer system performance, or the complete col-
lapse of computer system function.

Malware has recently become much more sophisticated
and much more difiicult for users to deal with. Once resident

on a computer system, many malware programs are designed
to protect themselves from deletion. For example, some mal-
ware programs comprise a pair of programs running simul-
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taneously, with each program monitoring the other for dele-
tion. If one of the pair of programs is deleted, the other
program installs a replacement within milliseconds. In
another example, some malware will run as a Windows pro-
gram with a .dlls extension, which Windows may not allow a
user to delete while it is executing. Malware may also reset a
user’ s browser home page, change browser settings, or hijack
search requests and direct such requests to another page or
search engine. Further, the malware is often designed to
defeat the user’s attempts to reset the browser settings to their
original values. In another example, some malware programs
secretly record user input commands (such as keystrokes),
then send the information back to a host computer. This type
ofmalware is capable of stealing important user information,
such as passwords, credit account numbers, etc.

Many existing computers rely on a special set of instruc-
tions which define an operating system (O/S) in order to
provide an interface for computer programs and computer
components such as the computer’s memory and central pro-
cessing unit (CPU). Many current operating systems have a
multi-tasking capability which allows multiple computer pro-
grams to run simultaneously, with each program not having to
wait for termination of another in order to execute instruc-

tions. Multi-tasking O/S’s allow programs to execute simul-
taneously by allowing programs to share resources with other
programs. For example, an operating system running mul-
tiple programs executing at the same time allows the pro-
grams to share the computer’ s CPU time. Programs which run
on the same system, even if not simultaneously with other
programs, share space o11 the same nonvolatile memory stor-
age medium. Programs which are executing simultaneously
are presently able to place binaries and data in the same
physical memory at the same time, limited to a certain degree
by the O/S restrictions and policy, to the extent that these are
properly implemented. Memory segments are shared by pro-
grams being serviced by the O/S, in the same manner. O/S
resources, such as threads, process tables and memory seg-
ments, are shared by programs executing simultaneously as
well.

While allowing programs to share resources has many
benefits, there are resulting security related ramifications,
particularly regarding malware programs. Security problems
include allowing the malware program: to capitalize CPU
time, leaving other programs with little or no CPU time; to
read, forge, write, delete or otherwise corrupt files created by
other programs; to read, forge, write, delete or otherwise
corrupt executable files of other programs, including the O/S
itself; and to read and write memory locations used by other
programs to thus corrupt execution of those programs.

In the case of a computer connected to the Internet, the
computer may run an O/S, with several user applications,
together comprising a known and trusted set of programs,
concurrently with an Internet browser, possibly requiring the
execution of downloaded code, such as Java applets, or EXE/
COM executables, with the latter programs possibly contain-
ing malware. Many security features and products are being
built by software manufacturers and by O/S programmers to

Google - Exhibit 1002, page 47



Google - Exhibit 1002, page 48 Google - Exhibit 1002, page 48

US 7,484,247 B2

5

prevent malware infiltrations from taking place, and to ensure
the correct level of isolation between programs. Among these
are architectural solutions such as rings-of-protection in
which different trust levels are assigned to memory portions
and tasks, paging which includes mapping of logical memory 5
into physical portions or pages, allowing different tasks to
have different mapping, with the pages having different trust
levels, and segmentation which involves mapping logical
memory into logical portions or segments, each segment hav-
ing its own trust level wherein each task may reference a
different set of segments. Since the sharing capabilities using
traditional operating systems are extensive, so are the security
features. However, the more complex the security mechanism
is, the more options a malware practitioner has to bypass the
security and to hack or corrupt other programs or the O/S
itself, sometimes using these very features that allow sharing
and communication between programs to do so.

Further, regarding malware programs, for virtually every
software security mechanism, a malware practitioner has
found a way to subvert, or hack around, the security system,
allowing a malware program to cause harm to other programs
in the shared environment. This includes every operating
system and even the Java language, which was designed to
create a standard interface, or sandbox, for Internet down-
loadable programs or applets.

Maj or vulnerabilities of existing computer systems lies in
the architectures ofthe computer system and ofthe operating
system itself. A typical multi-tasking O/S environment
includes an 0/S kernel loaded in the computer random access
memory (RAM) at start-up ofthe computer. The 0/S kernel is
a minimal set of instructions which loads and off-loads

resources and resource vectors into RAM as called upon by
individual programs executing on the computer. Sometimes,
when two or more executing programs require the same
resource, such as printer output, for example, the 0/S kernel
leaves the resource loaded in RAM until all programs have
finished with that resource. Other resources, such as disk read
and write, are left in RAM while the operating system is
running because such resources are more often used than
others. The inherent problem with existing architectures is
that resources, such as RAM, or a hard disk, are shared by
programs simultaneously, giving a malware program a con-
duit to access and corrupt other programs, or the O/S itself
through the shared resource. Furthermore, as many applica-
tion programs are of a general nature, many features are
enabled by default or by the 0/S, thus in many cases bypass-
ing the O/S security mechanism. Such is the case when a
device driver or daemon is run by the O/S in kernel mode,
which enables it unrestricted access to many if not all theresources.

The most common state-ofthe-art solutions for preventing
malware infiltration are software based, such as blockers,
sweepers and firewalls, for example, and hardware based
solutions such as router/firewalls. Examples of software
designed to counter malware are Norton Systems Works,
distributed by the Symantec Corporation, Ad-aware, distrib-
uted by the Lavasoft Corporation of Sweeden, Spy Sweeper,
distributed by the Webroot Software Corporation, Spyware
Guard, distributed by Javacool Software LLC, among others.
Currently there are a plethora of freeware, shareware and
purchased software programs designed to counter malware
by a variety of means. Such anti-malware programs are lim-
ited because they can only detect known malware that has
already been identified (usually after the malware has already
attacked one or more computers).

Network firewalls are typically based on packet filtering,
which is limited in principle, since the rules determining
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which packets to accept and which to reject may contain
subjective decisions based on trusting known sites or known
applications. However, once security is breached for any rea-
son (for example, due to a software or hardware error, a new
piece ofmalware unrecognized by the anti-malware program
or firewall, or an intended deception), a malicious application
may take over the computer or server or possibly the entire
network and create unlimited damages (directly or indirectly
by opening the door to additional malicious applications).

The methods in the prior art are typically comprised of
embedded software countermeasures that detect and filter

unwanted intrusions in real time, or scan the computer system
either at the direction of a user or as a scheduled event. Two

problems arise from these methods. In the first instance, a
comprehensive scan, detect, and elimination ofmalware from
desired incoming data streams could significantly slow or
preclude the interactive nature of many applications such a
gaming, messaging, and browsing. In the second instance,
newly implemented software screens may be quickly circum-
vented by malware practitioners who are determined to pass
their files through the screen. Newly discovered malware
leads to the development of additional screens, which lead to
more malware, etc., thus creating an escalating cycle ofmea-
sure, countermeasure. The basic flaw is that all incoming
executable data files must be resident on the computers main
processor to perform their desired function. Once resident on
that processor, access may be gained to non-volatile memory
and other basic computer system elements. Malware exploits
this key architectural flaw to infiltrate and compromise com-
puter systems.

The majority of these applications rely upon a scanning
engine which searches suspect files for the presence of pre-
determined malware signatures. These signatures are held in
a database which must be constantly updated to reflect the
most recently identified malware. Typically, users regularly
download replacement databases, either over the Internet,
from a received e-mail, or from a CDROM or floppy disc.
Users are also expected to update their software engines every
so often in order to take advantage of new virus detection
techniques (e.g. which may be required when a new strain of
malware is detected).

Many of the aforementioned applications are also not
effective against security holes, for example, in browsers or
e-mail programs, or in the operating system itself. Security
holes i11 critical applications are discovered quite often, and
just keeping up with all the patches is cumbersome. Also,
without proper generic protection against, for example, Tro-
jan horses, even VPNs (Virtual Private Networks) and other
forms of data encryption, including digital signatures, are not
totally safe because information can be stolen before or below
the encryption layer. Even personal firewalls are typically
limited, because once a program is allowed to access the
Internet, there are often few limitations on what files may be
accessed and transmitted back to a host.

A major problem faced by computer users connected to a
network is that the network interface program (a browser, for
example) is resident on the same processor as the O/S and
other trusted programs, and shares space on a common
memory storage medium. Even with security designed into
the 0/S, malware practitioners have demonstrated great skill
in circumventing software security measures to create mal-
ware capable ofcorrupting critical files on the shared memory
storage medium. When this happens, users are often faced
with a lengthy process ofrestoring their computer systems to
the correct configuration, and often important files are simply
lost because no backup exists.
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Therefore, what is needed in the art is a means of isolating
the network interface program from the main computer sys-
tem such that the network interface program does not share a
common memory storage area with other trusted programs.
The network interface program may be advantageously given
access to a separate, protected memory area, while being
unable to initiate access to the main computer’s memory
storage area. With the network interface program constrained
in this way, malware programs are rendered unable to auto-
matically corrupt critical system and user files located on the
main memory storage area. If a malware infection occurs, a
user would be able to completely clean the malware infection
from the computer using a variety of methods. A user could
simply delete all files contained in the protected memory area,
and restore them from an image residing on the main memory
area, for example.

Other discussions ofmalware, its effects on computer sys-
tems, techniques used by malware practitioners to install
malware, and techniques for detection and removal, may be
found in the published literature, and in some of the patents
and applications previously incorporated by reference. Ref-
erence to malware may be found in a technical white paper
entitled “Spyware, Adware, and Peer-to-Peer Networks: The
Hidden Threat to Corporate Security.”, by Kevin Townsend,
© Pest Patrol Inc. 2003. Pest Patrol is a Carlisle; Pa. based
developer of software security tools. Another reference is a
technical white paper entitled “Beyond Viruses: Why anti-
virus software is no longer enough.” by David Stang, PhD, ©
Pest Patrol Inc. 2002. Yet another reference is “The Web:

Threat or Menace?” from “Firewalls and Internet Security:
Repelling the Wily Hacker”, Second Edition, Addison-Wes-
ley. ISBN 0-201-63466-X, Copyright 2003. The foregoing
references are incorporated by reference as if reproduced
herein in their entirety.

SUMMARY OF THE INVENTION

Embodiments of the present invention achieve technical
advantages as a system and method for protecting a computer
system from malicious software attacks via a network con-
nection.

It is an object of the present invention to provide a com-
puter system capable of preventing malware programs from
automatically corrupting critical user and system files.

It is another object of the present invention to confine any
malware infection that may occur to a separate, protected part
of the computer system.

It is another obj ect ofthe present invention to provide a user
with an easy and comprehensive method of removing the
malware infection, even ifthe user’ s anti-malware software is
incapable of detecting and/or removing the malware infec-
tion.

It is another obj ect ofthe present invention to provide a user
with an easy and comprehensive method of restoring critical
system and user files that may have been corrupted by a
malware infection.

It is another object of the present invention to provide a
computer system configured such that attempts by malware to
record and report data entry by the computer user via input
devices such as keyboards, mouse clicks, microphones, or
any other data input devices are effectively blocked.

It is another object of the present invention to provide a
computer system capable of executing instructions in a first
logical process, wherein the first logical process is capable of
accessing data contained in a first memory space and a second
memory space.
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It is another object of the present invention to provide a
computer system capable of executing instructions in a sec-
ond logical process, wherein the second logical process is
capable of accessing data contained in the second memory
space, the second logical process being further capable of
exchanging data across a network of one or more computers.

It is another object of the present invention to provide a
computer system capable of displaying, in a windowed for-
mat on a display terminal, data from the first logical process
and the second logical process, wherein a video processor is
adapted to combine data from the first and second logical
processes and transmit the combined data to the display ter-
minal

It is another object of the present invention to provide a
computer system configured such that a malware program
downloaded from the network and executing as part of the
second logical process is incapable of initiating access to the
first memory space.

It is another object of the present invention to provide a
computer system configured such that corrupted data files
residing on the second memory space may be restored from
an image residing on the first memory space.

It is another object of the present invention to provide a
computer system configured such that data files residing on
the second memory space may be automatically deleted when
the second logical process is terminated.

It is another object of the present invention to provide a
computer system configured such that the second electronic
data processor and the video processor are co-located on a
circuit card, the circuit card being commumcatively coupled
to the first electronic data processor.

These objects and other advantages are provided by a pre-
ferred embodiment of the present invention wherein a com-
puter system comprising a first electronic data processor is
communicatively coupled to a first memory space and to a
second memory space, a second electronic data processor is
communicatively coupled to the second memory space and to
a network interface device, wherein the second electronic
data processor is capable ofexchanging data across a network
of one or more computers via the network interface device, a
video processor is adapted to combine video data from the
first and second electronic data processors and transmit the
combined video data to a display terminal for displaying the
combined video data in a windowed format, wherein the
computer system is configured such that a malware program
downloaded from the network and executing on the second
electronic data processor is incapable of initiating access to
the first memory space.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present inven-
tion, and the advantages thereof, reference is now made to the
following descriptions taken in conjunction with the accom-
panying drawings, in which:

FIG. 1 illustrates a preferred embodiment of an exemplary
computer system according to the principles of the present
invention;

FIG. 2 illustrates a preferred embodiment of an exemplary
protected process flow according to the principles of the
present invention;

FIG. 3 illustrates a preferred embodiment of an exemplary
file download process according to the principles of the
present invention;

FIG. 4 illustrates a preferred embodiment of an exemplary
memory restoration process according to the principles ofthe
present invention;
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FIG. 5 illustrates a preferred embodiment of an exemolary
automatic memory restoration and cleaning process accord-
ing to the principles of the present invention;

FIG. 6 illustrates a preferred embodiment of an exemolary
interactive network process flow according to the principles
of the present invention;

FIG. 7 illustrates a preferred embodiment of an exemolary
computer system according to the principles of the present
invention;

FIG. 8 illustrates a preferred embodiment of an exemolary
computer system according to the principles of the present
invention;

FIG. 9 illustrates a preferred embodiment of an exemolary
computer system according to the principles of the present
invention;

FIG. 10 illustrates a preferred embodiment of an exem-
plary protected process flow according to the principles ofthe
present invention.

DETAILED DESCRIPTION OF THE
ILLUSTRATED EMBODIMENTS

The making and using of the presently preferred embodi-
ments are discussed in detail below. It should be appreciated,
however, that the present invention provides many applicable
inventive concepts that can be embodied in a wide variety of
specific contexts. The specific embodiments discussed are
merely illustrative ofspecific ways to make and use the inven-
tion, and do not limit the scope of the invention.

A computer system, constructed in accordance with a pre-
ferred embodiment of the present invention, is illustrated in
FIG. 1. Computer system 100 may represent, for example, a
personal computer (PC) system, a server, a portable com-
puter, such as a notebook computer, or any data processing
system, a personal digital assistant (PDA), a communication
device such as a cell phone, or device that is capable ofbeing
connected to a network of one or more computers. System
100 comprises a first processor 120 (P1) communicatively
coupled to a first memory and data storage area 110 (M1). P1
100 may comprise, for example, a microprocessor, such as a
Pentium® 4 processor, manufactured by the Intel Corpora-
tion, or a Power PC® processor, manufactured by the IBM
Corporation. Other electronic data processors manufactured
by other companies, including but not limited to electronic
data processors realized in Application Specific Integrated
Circuits (ASICs) or in Field Programmable Gate Arrays (FP-
GAs), are within the spirit and scope of the present invention.

The first memory and data storage area 110 may comprise
both volatile and nonvolatile memory devices, such as
DRAMs and hard drives, respectively. Any memory structure
and/or device capable of being communicatively coupled to
P1 may be advantageously used in the present invention. M1
may be used to store, for example, critical operating system
files, user data and applications, interim results of calcula-
tions, etc. The many uses of computer memory are well
understood by those skilled in the art, and will not be dis-
cussed further here. One may refer to several of the afore-
mentioned patents and applications incorporated by refer-
ence, in addition to other references, for a discussion of
existing computer architectures and uses of computer
memory. Also part of system 100 is user interface 150, which
may comprise, for example, a keyboard, mouse or other
pointing device, microphone, pen pad, etc. Any device or
method capable of inputting commands and/or data from a
user 160 to computer system 100 may be used to advantage.
A video processor 170 is used to format information for
display and transmit the display information to a video dis-
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play device 180, which is viewed by user 160. Video proces-
sor 170 typically includes an associated video memory area,
which may be dedicated to the video processor, or shared with
other resources. It is understood in the art that the video

processor 170 may be part ofprocessor P1 120, in that it may
be integrated onto the microprocessor chip. Video processor
170 may also comprise a processor IC located on a video
graphics card, which is communicatively coupled to a com-
puter motherboard. Additionally, video processor 170 may
comprise circuitry located on the computer motherboard.
Further still, functions of video processor 170 may be split
between the processor, motherboard, or separate video graph-
ics card.

It is often desirable to connect computer system 100 to a
network of one or more computer devices 195, such as the
Internet, a LAN, WAN, VPN, etc. This connection may be
accomplished via network interface device 190, which may
comprise, for example, a telephone modem, a cable modem,
a DSL line, a router, gateway, hub, etc. Any device capable of
interfacing with the network 195 may be used, via a wired
connection, a wireless connection, or an optical connection,
for example. Network interface device 190 may connect to
network 195 through one or more additional network inter-
face devices (not shown). For example, network interface
device 190 may comprise a gateway or router, connected to a
cable modem, with the cable modem connected to network
195. Of course, other configurations are within the spirit and
scope of the present teachings.

In accordance with a preferred embodiment of the present
invention, network 195 is isolated from the first processor 120
and memory 110 by a second processor 140 (P2). Second
processor 140 may comprise any electronic data processor,
such as the devices previously described as applicable to first
processor 120. Communicatively coupled to P2 140 is second
memory and data storage area 130 (M2), which may comprise
any memory device or devices, such as the devices previously
described as applicable to first memory 110.

The architecture of computer system 100 is designed to be
capable of protecting memory 110 from malware initiated
intrusions, and preventing malware from initiating unwanted
processes on first processor 120. This is accomplished by
using second processor 140 to isolate 110 and 120 from
network 195. In a preferred embodiment, P2 140 is commu-
nicatively coupled to memory storage area M2 130, and may
be configured such that P2 140 is incapable of initiating
access to memory storage area M1 110. For example, P2 140
may be capable of accessing memory storage area M1 110
with the strict permission of user 160, either through a real
time interaction or via stored configuration or commands.
Such a configuration may be desirable in a multi-core or multi
processor system, where user 160 may wish to use P2 140 in
either a protected mode or an unprotected mode, depending
on the application. However, user 160 is capable of denying
P2 140 the capability of initiating access to memory storage
area M1 110 without the user’s permission. P1 120 is com-
municatively coupled to both memory areas M1 110 and M2
130, thereby enabling P1 120 to access data downloaded from
the network 195. In the presently described embodiment, any
malware that has intruded the 130-140 system is thus con-
fined to the 130-140 system, and may be configured to be
incapable of automatically corrupting data contained on M1
110, or ofautomatically initiating an unwanted process on P1
120.

This and other features of the present teachings may be
illustrated with reference to the example process flow 200 of
FIG. 2. Computer user 160 wishes to connect to network 195
via for example, a browser program such as Internet Explorer
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or Netscape Navigator. Of course, other methods of connect-
ing to network 195 may be used. User 160 inputs commands
to open a protected process (e.g. a browser program in this
example) at step 210. At step 220, 1” processor 120 instructs
2”’ processor 140 to initiate the protected process and open
one or more process windows. Second processor 140, in
conjunction with memory 130, then interacts with the net-
work 195 via network interface device 190, receiving and
transmitting the data necessary to execute the desired pro-
tected process, such as browsing the internet or communica-
tion via e-mail. Second processor 140 and memory 130 act as
a separate computer system, interacting with network 195
while isolating network 195 from the first processor 120 and
memory 110. Memory 130 may store critical application and
system files required by second processor 140 to execute the
desired tasks. Memory 130 also stores data necessary to carry
out the desired protected process. In the example of FIG. 2,
first processor 120 receives user interface data from user 160,
and passes user interface data to second processor 140 when
the protected process window is selected or active, illustrated
at step 230. User interface data, such as keystrokes for
example, may be advantageously encrypted by P1 120 before
passing the data to P2 140, with network interface device 190
possibly decrypting the data prior to transmitting the data to
network 195. Encrypting, for example keystroke data, may
disrupt the efforts of spyware programs designed to store user
keystrokes for later transmission to a host computer. Second
processor 140 generates video data for the protected process
window(s) and passes the video data to video processor 170,
for eventual display on video display 180, shown at step 240.
Video processor 170 then interleaves the video data from all
processes being executed by first processor 120 and second
processor 140, at step 250. While there are many applicable
methods for displaying video data from multiple sources, one
such method was described in U.S. Pat. No. 5,751,979,
entitled “Video hardware for protected, multiprocessing sys-
tems”, previously incorporated by reference.

In accordance with a preferred embodiment of the present
invention, ifany malware is downloaded from network 195, it
is stored in memory 130, and/or run as a process on second
processor 140. In the configuration of computer system 100,
any downloaded malware is rendered incapable of self initi-
ating access to memory 110 or first processor 120, because
second processor 140 is rendered incapable of initiating
access to 110 and 120 without a direct or stored command

from user 160. Any malware infection is thus confined. If a
malware attack corrupts files and/or disrupts the operation of
the 130-140 system, the user may easily shut down the cor-
rupted process and restore the corrupted files from a protected
image stored on memory 110, for example.

In accordance with a preferred embodiment of the present
invention, the operating system controlling the 110-120 sys-
tem may be different from an operating system controlling the
protected 130-140 system. Conversely, a common operating
system may control both the 110-120 system and the pro-
tected 130-140 system.

A user 160 may find it desirable to transfer files from the
protected 130-140 system to the 110-120 system. User 160
may find it necessary, for example, to transfer an attachment
from an e-mail message stored on memory 130 to the 110-120
system for further processing, modification, etc. In this case,
the computer system 100 may go through a process whereby
a file or other data is transferred from the 130-140 system to
the 110-120 system, exemplified by the process 300 illus-
trated in FIG. 3.

In accordance with a preferred embodiment of the present
invention, at step 310, user 160 selects one or more data files
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to download from network 195. The desired data is down-

loaded to the 130-140 system at step 320. The user 160 then
directs computer system 100 to move the desired file(s) from
the 130-140 system to the 110-120 system at step 330. P1 120
may then perform a malware scan on the desired files, either
in real time as the data is being transferred, or while the data
still resides in M2 130 (step 340). Alternatively, P2 140 may
perform the malware scan. At step 350, processor P2 140 (or
P1 120) determines if malware has been detected in the
desired file(s), and thus P1 120 makes a decision. If no mal-
ware is detected, the file(s) are moved or copied onto M2 110
at step 360. If malware is detected, the data file(s) are quar-
antined on M2 130, and the data file(s), if transferred to M1
100, are erased or quarantined. Once malware is detected, the
user 160 may be alerted of the detection (step 370). Either as
a result of user input or stored configuration commands, the
infected file(s) are deleted, cleaned, or quarantined on M2
130, at step 380.

The user 160 would of course understand the dangers
inherent in transferring downloaded files from the 130-140
system to the 110-120 system. For example, the user’s anti-
malware software may not be up to date, or may simply be
unable to detect certain types of malware. Also, the malware
itself may be so new that the user’s anti-malware definitions
have not been updated as yet. Therefore the user may wish to
keep the files on the 130-140 system for some period of time.
Consequently, it may be desirable to have resident on the
130-140 system a variety of application software such as
readers, thereby allowing the user to examine the files without
risking transferring the files to the 110-120 system. These
reader programs, such as Adobe Acrobat Reader, by the
Adobe Systems Corporation, or Visio reader, by the
Microsoft Corporation, are typically subset application pro-
grams ofthe full featured application programs, and may thus
require far less memory space than the full application. Addi-
tionally, software companies often distribute the reader pro-
grams for free (or a nominal fee), thereby providing advertis-
ing for the full featured application in the hopes that it will be
eventually purchased by the user. This reader application may
be opened and executed on the 130-140 system in a manner
similar to the process described in FIG. 2. Of course, a user
160 may also load a full application into the 130-140 system,
enabling processing and modification of a downloaded file
fully in the protected space, without risking a transfer of the
file to the 110-120 system.

In the event the 130-140 system becomes infected with
malware, the user 160 may wish to clean the 130-140 system.
This cleaning may be accomplished by running an anti-mal-
ware application on the 130-140 system. However, if the
infection is too severe for the anti-malware software to clean,
or if the malware is undetectable by the user’s anti-malware
software, the user may wish to restore critical system files (or
other user data files) for the 130-140 system from a protected
image stored on M1 100, for example. It is of course under-
stood that the critical system file image may be restored from
another device, such as a removable drive or a CD, for
example. The user may however consider it more convenient
to restore the critical system files from an image on M1 100.

In accordance with a preferred embodiment of the present
invention, an exemplary process for restoring M2 130 from
M1 110 is illustrated by process 400 in FIG. 4. At step 410,
malware is detected or suspected to be infecting the 130-140
system. The user instructs P1 120 to reload critical system
files onto M2 130 from a protected image on M1 110, at step
420. Depending on the severity of the infection, P1 120 may
scan all or part of the data contained on M2 130 for malware,
and may scan all processes currently running on P2 140. The
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scan may be initiated by direct instructions from the user, or
by stored configuration commands, for example (step 430).
P1 120 may delete all or part of the data contained on M2. P1
120 may also reset P2 140 and/or delete the contents of any
RAM communicatively coupled to P2 140 (step 440). Once
the 130-140 system has been adequately cleaned, clean criti-
cal system files are loaded onto M2 130 from any of the
sources previously mentioned, preferably an image stored on
M1 110 (step 450). The 130-140 may now be rebooted and/or
reinitialized from the clean critical system files. In an extreme
case where the malware resists deletion by the operating
system, the user may elect to do a low level format on the M1
1 1 0 memory in order to ensure that the malware infection has
been cleaned.

In accordance with a preferred embodiment of the present
invention, a user 160 may consider it advantageous for the
130-140 system to be automatically reinitialized from clean
critical system files when a protected process window is
opened. In this way, the new protected process is much less
likely to be affected by an infection from a previous protected
process session. Of course, a user may have a plurality of
protected processes open and running during a protected pro-
cess session. It may only be necessary to automatically reini-
tialize from clean critical system files when the first protected
process is opened during a session. Subsequent protected
processes may not require automatic re-initialization from
clean critical system files. An exemplary automatic re-initial-
ization from clean critical system files is illustrated by steps
510, 520 and 530 in FIG. 5a. Additionally, processes running
on P2 140 may be automatically scanned and compared with
an allowed process list, particularly as a protected process is
started up. If any process is detected which is not on the
allowed list, the user may be alerted that a possible malware
infection has occurred. A user may then choose to scan or
clean the system, or inspect the unknown process to deter-
mine if the process will be allowed to continue to execute. A
user may also update the list of allowed processes from time
to time as new, legitimate processes are added, for example,
by a browser software update.

In accordance with a preferred embodiment of the present
invention, a user 160 may consider it advantageous for the
130-140 system to be automatically cleaned when a protected
process window is closed. In this way, any detected or unde-
tected malware infections are much less likely to affect a
future protected process session. It may only be necessary to
automatically clean the 130-140 system when the last pro-
tected process is closed during a session. An exemplary auto-
matic cleaning process is illustrated by steps 540, 550, 560,
570 and 580 in FIG. 5b. The memory M2 130 and processor
P2 140 may be automatically scanned for malware infections
as the protected process session closes. Infected files may be
deleted or quarantined automatically. Additionally, there may
be a variety offiles that a user may wish to have automatically
cleaned or deleted upon closing a protected process session.
For example, temporary internet files, cookies, browser plug-
ins, etc., may be deleted or scarmed for malware automati-
cally. A user may also wish to have websites that contributed
to a malware infection noted, and may wish to place the
offending websites in a block list, such that the offending
websites carmot be accessed in the future without the user

specifically authorizing access. As part of the malware scan,
the malware scarmer may automatically log the offending
website(s), and block future access. Also, the P2 140 proces-
sor and any associated non-volatile memory may be reset
and’or erased as the protected process session is closed. The
exemplary automatic cleaning process illustrated in FIG. 5b
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may therefore reduce the risk of a malware infection being
carried over to a future protected process session.

Interactive network processes such as interactive gaming
have become very popular in recent years. In current interac-
tive gaming processes, a user may log onto a game host
located on network 195, or connect to other computers whose
users wish to participate in the game. Computer games, such
as Quake 3. Arena, by Id Software Incorporated, or Call of
Duty, by Activision Incorporated, arejust two examples ofthe
plethora of games available that may be played interactively
over a network. The user’s computer system typically pro-
vides the bulk of the processing power and video graphics
generation required to display the often fast moving and
richly detailed three dimensional game environments. Infor-
mation about the current and new state of the game is
exchangedbetween various users’ computer systems, often in
real time. With this type of process, a relatively modest
amount of data is required to be exchanged between users, or
a user and the host, with the bulk of the processing, data
manipulation, and graphics generation being handled by the
user’ s local machine. However, this open network connection
may become a conduit for malware practitioners to exploit,
allowing malware to be downloaded onto a user’s computer
during a gaming session, often without the user being aware
of the malware transfer. It would be advantageous, therefore,
for a computer system to be much less susceptible to malware
attacks during gaming sessions.

In accordance with a preferred embodiment of the present
invention, an exemplary process flow 600, illustrated in FIG.
6, allows an interactive network process, such as online gam-
ing, to be carried out on computer system 100.A user initiates

an interactive network process via 2'” processor P2 140 (step
610). P2 140 receives interactive network process status data
from network connection (step 620). P2 140 informs lst
processor P1 120 that interactive network process status data
is available (step 630). P1 120 retrieves interactive network
process status data from P2 140 and uses the status data to
update the interactive network process and update video dis-
play (step 640). P1 120 then passes the updated interactive
network process status data to P2 140 (step 650). P2 140 then
sends the updated interactive network process status data to
the network via network connection 195 (step 660). The
exemplary process 600, or a process functionally equivalent,
is carried out continuously as long as the interactive process is
running.

By using exemplary process 600 (or an equivalent), com-
puter system 100 is capable of actively deciding what data to
download and use, and what data to discard or scan for mal-
ware. The game status data is buffered prior to loading it onto
the 110-120 system. The 110-120 system may be advanta-
geously configured to only accept game status information in
the proper format, thereby minimizing the chance that a mal-
ware practitioner could deceptively load malware onto the
110-120 system.

Additionally, computer system 100 could be configured
such that system 130-140 is powerful enough to process the
interactive network process without exchanging information
with the 110-120 system. Such a configuration may be more
secure, as a conduit between the 110-120 system and the
130-140 system may not be necessarily opened. The 130-140
system may contain all the necessary files to facilitate the
interactive network process. Higher end computers, worksta-
tions, and servers often contain dual (or more) processors,
such as the Mac G5, manufactured by the Apple Computer
Corporation, or a single physical processor with a multiple
processor core. Often, the processors in these multi-processor
machines are of equal or comparable processing power. In
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such a configuration, one processor may be dedicated to
performing functions equivalent to those described for P1
120, with a second processor performing the functions
equivalent to those described for P2 140. A computer system
100 employing multiple processors may be advantageously
configured such that one of the processors is dedicated to
protected processes only when a network process is active.
When a user is not accessing a network, the multiple proces-
sors in a computer system may be dedicated to other pro-
cesses, such as performing complex calculations or simula-
tions, or running complex non-network interactive gaming
processes, for example. Alternatively, the computer system
100 may be configured such that the 110-120 system simply
transfers required files to the video processor 170 or the
130-140 system at the appropriate time to facilitate the inter-
active network process. The 110-120 system could be com-
manded to retrieve and transfer the files at the command ofthe

video processor, or at the command of the 130-140 system, or
a combination of both.

In accordance with embodiments of the present invention,
computer system 100 may be configured in a variety ofways,
while still remaining within the spirit and scope ofthe present
teachings. One such exemplary embodiment is illustrated in
FIG. 7. Subsystem 700 of computer system 100 comprises a
video processor 770, a second processor 740, and a second
memory data storage area 730. The demarcation line illus-
trated by subsystem 700 may be either physical or logical. For
example, subsystem 700 may comprise an add-on card, such
as a high end video card, or a video/network card. If config-
ured in this exemplary manner, a user could upgrade an exist-
ing computer system to take advantage ofthe teachings of the
present invention. Subsystem 700 may be plugged into the
main motherboard of an existing computer, for example. The
motherboard connector may be already communicatively
coupled to the 110-120 system, thereby facilitating the sys-
tem upgrade. The network interface device 190 may be con-
nected directly to subsystem 700, or network interface device
190 could be integrated as part of subsystem 700. Memory
data storage area 730 may comprise any ofthe volatile and/or
non-volatile memory types previously described, or any com-
bination thereof, or any suitable memory storage medium, for
example. Alternatively, subsystem 700 may be located on the
motherboard, as opposed to an add-on card. Further still,
portions of subsystem 700, such as video processor 770,
and’or second processor 740, for example, may be integrated
together with P1 120. It is understoodthat functions described
herein may be configured in a wide variety of ways, without
departing from the spirit and scope of the present teachings.

In accordance with a preferred embodiment of the present
invention, an alternate configuration for computer system 1 00
is illustrated in FIG. 8. Subsystem 800 of computer system
100 comprises a video processor 870, a second processor 840,
and a second memory data storage area 830. The demarcation
line illustrated by subsystem 800 may be either physical or
logical. For example, subsystem 800 may comprise an add-on
card, such as a high end video card, or a video/network card.
If configured in this exemplary manner, a user could upgrade
an existing computer system to take advantage of features of
the present invention. In the exemplary embodiment of FIG.
8, second processor 840 and video processor 870 are inte-
grated together, perhaps on a common integrated circuit.
Such a configuration may help to reduce the cost ofsubsystem
800, and/or improve the performance. Additionally, a circuit
designer may find it advantageous to integrate 840 and 870
together to facilitate communication between the functions. It
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is understood that such an integration of functions may create
a device in which an external user may find it difiicult to
distinguish where the function of870 ends and the function of
840 begins, and vice versa. Such a device, however, would
remain within the spirit and scope of the present teachings.

In accordance with a preferred embodiment of the present
invention, an alternate configuration for computer system 1 00
is illustrated in FIG. 9. Computer system 100 comprises a
video processor 970, processor 960, and a memory data stor-
age area 950. Processor 960 may further comprise multiple
processor cores, illustrated by 1” processor 920 and 2"d pro-
cessor 940. It is understood that processor 960 may contain
more than 2 processor cores. Microprocessors manufactured
with multiple processor cores are becoming common in the
industry, and such multi-core processors may be particularly
advantageous when used in accordance with the present
teachings. Memory data storage area 950 may further com-
prise I“ memory data storage area 910 and 2"d memory data
storage area 930. Memory areas 910 and 930 may comprise,
for example, different partitions on a single hard drive, and/or
different address ranges in a RAM bank.

Referring again to FIG. 9, the functions carried out by
processors 920 and 940 may comprise separate, secure logi-
cal processes executing on the same physical processor. For
example, a first logical process may comprise executing
instructions necessary to carry out the functions of an oper-
ating system, or the first logical process may comprise
executing instructions necessary to carry out the functions of
a first computer program, including but not limited to a word
processor. A second logical process may comprise executing
instructions necessary to carry out the functions of a web
browser program, or may comprise executing instructions
necessary to carry out the functions of an instant messenger
program, for example. A computer system 100 constructed in
accordance with the principles ofthe present invention would
be capable ofdisallowing a secure logical process, such as the
second logical process described above, access to certain
memory spaces, and/or disallowing a secure logical process
from initiating access to another logical process. For
example, the functions carried out by P2 140 (FIG. 1) may
comprise a secure logical process, which may be configured
to be unable to automatically initiate access to either M1 110
or another logical process performing the functions ofP1 120.
Additionally, memory areas 910 and 930 may comprise sepa-
rate, isolated memory zones within a common physical
memory space, such as separate partitions within the same
hard drive, for example.

Some malware programs are designed to secretly record
user input commands (such as keystrokes, for example), then
send the information back to a host computer. This type of
malware is capable of stealing important user information,
such as passwords, bank account numbers, social security
numbers, driver’s license numbers, credit account numbers,
etc. Theft of such personal information could result in the
theft of actual assets (money or securities, etc.) or perhaps
used for identity theft, among other malicious intents.
Clearly, a computer system capable ofensuring the protection
of such sensitive information would be desirable.

In accordance with an embodiment of the present inven-
tion, a computer system is configured such that attempts by
malware to record and report data entry by the computer user
via input devices such as keyboards, mouse clicks, micro-
phones, or any other data input devices are effectively
blocked. Encryption ofuser input data, such as keystrokes, is
an effective means of protecting such data from theft by
malware. Specific techniques used for data encryption and
decryption are well known in the art, and need not be dis-
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cussed further here. There are many examples in the art that
may be examined to better understand various encryption/
decryption techniques and the use of encryption/decryption
in computer systems. Among these are U.S. Pat. No. 6,581,
162 entitled “Method for securely creating, storing and using
encryption keys in a computer system.” issued to Angelo, et
al., and U.S. Pat. No. 6,134,661 entitled “Computer network
security device and method.” Issued to Topp. The aforemen-
tioned patents have been previously incorporated by refer-ence.

In accordance with the present teachings, a method of
operating a computer system involving data encryption is
described. In step 1010, a user opens a protected process
where some level of data encryption is desired, for example,
the encryption of sensitive user interface data or user files.
Other data may be encrypted as desired. At step 1020, pro-
cessor P1 120 instructs processor P2 140 to initiate a pro-
tected process and open a process window. P1 120 encrypts
the sensitive data and passes the user interface data to P2 140
when a P2 140 window is selected or active (step 1030). P2
140 generates video data for the P2 140 process window(s)
and passes the video data to video processor 170 (step 1040).
Video processor 170 decrypts the sensitive data and inter-
leaves the video data from all P1 and P2 processes (step
1050). P2 140 passes the encrypted sensitive data to network
interface device 190 (step 1060). Network interface device
190 decrypts the sensitive data and passes the decrypted sen-
sitive data to network 195. Of course, other methods of oper-
ating a computer system in which data is encrypted prior to
being passed to P2 140, and decrypted after leaving the con-
trol of P2 140, are within the spirit and scope of the present
teachings.

In accordance with a preferred embodiment of the present
invention, data desired to be protected is encrypted prior to
sending the data to processor P2 140, which may be running
one or more malware processes. Processor P2 140 does not
have visibility to the decryption keys, and is therefore unable
to decrypt the data. Data may be decrypted by network inter-
face device 190 prior to forwarding the data on to network
195. Conversely, encrypted data may be sent directly over the
network for decryption by another computer system, includ-
ing, for example, an intemet banking host computer. Decryp-
tion keys may be passed between P1 120 and network inter-
face device 190 via a communication link 191. Video

processor 170 may decrypt the data prior to displaying the
data on video display 180, with decryption keys possibly
passed between P1 120 and video processor 170 via a com-
munication link 171. Conversely, data may be passed directly
to video processor 170 via a communication link 151.

A user 160 may wish to encrypt just a portion of the data
destined for the network, such as passwords, credit card num-
bers, etc. Conversely, a user may wish to encrypt large blocks
of data, such as e-mails or large application files containing
sensitive text and/or graphics. Instructions may be passed to
network interface device 190 directing 190 to decrypt one or
more specific data blocks prior to sending the data blocks to
network 195. Conversely, instructions may be passed to net-
work interface device 190 directing 190 to pass one or more
specific data blocks to network 195 without decryption.

While this invention has been described with reference to

illustrative embodiments, this description is not intended to
be construed in a limiting sense. Various modifications and
combinations ofthe illustrative embodiments, as well as other
embodiments of the invention, will be apparent to persons
skilled in the art upon reference to the description. It is there-
fore intended that the appended claims encompass any such
modifications or embodiments.
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What is claimed is:

1. A method ofoperating a computer system having at least
a first and second electronic data processor capable ofexecut-
ing instructions using a common operating system, compris-
ing the steps of:

executing instructions in a first logical process within the
common operating system using the first electronic data
processor, wherein the first logical process is capable of
accessing data contained in a first memory space and a
second memory space;

executing instructions in a second logical process within
the common operating system using the second elec-
tronic data processor, wherein the second logical pro-
cess is capable ofaccessing data contained in the second
memory space, the second logical process being further
capable of exchanging data across a network of one or
more computers;

displaying, in a windowed format on a display terminal,
data from the first logical process and the second logical
process, wherein a video processor is adapted to com-
bine data from the first and second logical processes and
transmit the combined data to the display terminal;

wherein the computer system is configured such that the
second electronic data processor is operating in a pro-
tected mode and data residing on the first memory space
is protected from corruption by a malware process
downloaded from the network and executing as part of
the second logical process.

2. The method of claim 1 wherein the first memory space
and the second memory space comprise separate regions of a
common memory space.

3. The method of claim 1 wherein the second logical pro-
cess is selected from the group consisting of; an electronic
mail process, an instant messaging process, an intemet
browser process, an interactive gaming process, a virtual
private network (VPN) process, and a reader application pro-cess.

4. The method of claim 1 wherein the first logical process
receives user interface data, and passes the user interface data
to the second logical process.

5. The method of claim 1 wherein the first and second

electronic data processors are part of a multi-core electronic
data processor.

6. The method ofclaim 1 and further comprising the step of
restoring at least one corrupted data file residing on the sec-
ond memory space from an image residing on the first
memory space.

7. The method ofclaim 1 and further comprising the step of
automatically deleting at least one data file residing on the
second memory space when the second logical process is
terminated.

8. The method of claim 1 and further comprising the steps
of:

encrypting data with the first logical process;
transferring the encrypted data from the first logical pro-

cess to the second logical process;
transferring the encrypted data from the second logical

process to the network interface device.
9. The method of claim 8 and further comprising the steps

of:

decrypting the data with the network interface device;

transferring the decrypted data from the network interface
device to the network.

10. A multi-processor computer system using a common
operating system, comprising:
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a first electronic data processor capable of executing
instructions using the common operating system and
communicatively coupled to a first memory space and a
second memory space;

a second electronic data processor capable of executing
instructions using the common operating system and
communicatively coupled to the second memory space
and to a network interface device, wherein the second
electronic data processor is capable of exchanging data
across a network of one or more computers via the
network interface device;

a video processor adapted to combine video data from the
first and second electronic data processors and transmit
the combined video data to a display terminal for dis-
playing the combined video data in a windowed format;

wherein the computer system is configured such that the
second electronic data processor is operating in a pro-
tected mode and data residing on the first memory space
is protected from corruption by a malware process
downloaded from the network and executing on the sec-
ond electronic data processor.

11. The computer system of claim 10 wherein the first
memory space and the second memory space comprise sepa-
rate regions of a common memory space.

12. The computer system of claim 10 wherein the first and
second electronic data processors are part of a dual processor
computer system.

13. The computer system of claim 10 wherein the second
electronic data processor and the video processor are co-
located on a circuit card, the circuit card being communica-
tively coupled to the first electronic data processor.

14. The computer system ofclaim 1 0 wherein the computer
system is configured such that the first electronic data proces-
sor is protected from executing instructions initiated by a
malware process downloaded from the network and execut-
ing on the second electronic data processor.

15. A multi-processor computer system using a common
operating system, comprising:

at least a first and second electronic data processor capable
of executing instructions using the common operating
system;

at least a first and second memory space;

a video processor;

wherein the first and second electronic data processors,
first and second memory space, and video processor are
configured for performing the steps of:
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executing instructions in a first logical process with the first
electronic data processor, wherein the first logical pro-
cess is executing within the common operating system
and is capable of accessing data contained in the first
memory space and the second memory space;

executing instructions in a second logical process with the
second electronic data processor, wherein the second
logical process is executing within the common operat-
ing system and is capable of accessing data contained in
the second memory space, the second logical process
being further capable of exchanging data across a net-
work of one or more computers;

displaying, in a windowed format on a display terminal,
data from the first logical process and the second logical
process, wherein the video processor is adapted to com-
bine data from the first and second logical processes and
transmit the combined data to the display terminal;

wherein the computer system is configured such that the
second electronic data processor is operating in a pro-
tected mode and data residing on the first memory space
is protected from corruption by a malware process
downloaded from the network and executing as part of
the second logical process.

1 6. The computer system ofclaim 15 wherein the computer
system is further configured such that the first logical process
is protected from executing instructions initiated by a mal-
ware process downloaded from the network and executing as
part ofthe second logical process.

17. The computer system of claim 15 and further compris-
ing: at least one network interface device capable ofexchang-
ing data with both the second logical process and with the
network.

18. The computer system of claim 17 wherein the network
interface device is capable of decrypting data received from
the second logical process and transmitting the decrypted
data to the network while preventing the second logical pro-
cess from accessing the decrypted data.

19. The computer system of claim 15 wherein the at least
one electronic data processor is selected from the group con-
sisting of: a multi-core electronic data processor; dual elec-
tronic data processors; and multiple electronic data proces-sors.

20. The computer system of claim 15 and further config-
ured for performing the step of: restoring at least one cor-
rupted data file residing on the second memory space from an
image residing on the first memory space.

* * * * *
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Each inventor’s residence, mailing address and citizenship are stated below next to their name.
I believe the inventors named below to be the original and first inventor(s) of the subject matter which is described and claimed
in patent number 7 484 247 , granted and for which a
reissue patent is sought on the invention entitled ,

System and method for protecting a computer system from malicious software

the specification of which

is attached hereto.

E‘ was filed onTas reissue application number

and was amended on

(If applicable)

I have reviewed and understand the contents of the above—identified specification, including the claims, as amended by any
amendment referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56.

I hereby claim foreign priority benefits under 35 U.S.C. 119(a)—(d) or (f), or 365(b). Attached is form PTO/SB/02B (or
equivalent) listing the foreign applications.

I verily believe the original patent to be wholly or partly inoperative or invalid, for the reasons described
below. (Check all boxes that apply.)

D by reason ofa defective specification or drawing.

by reason ofthe patentee claiming more or less than he had the right to claim in the patent.

I: by reason of other errors.

At least one error upon which reissue is based is described below. If the reissue is a broadening
reissue, such must be stated with an explanation as to the nature of the broadening:

The patentees have claimed less than they had the right to claim and have filed a broadening

reissue. At least one error is the failure to claim subject matter disclosed in the specification

pertaining to a portable computer wherein attempts by malware to record data entry by the

computer user are effectively blocked.

[Page 1 of 2]
This collection of information is required by 37 CFR 1.175. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 30 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, ca/I 1-800-PTO-9199 and select option 2.
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PTO/SBI51 (05438)
Approved for use through 08/31/2010. OMB 0651 -0033

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
ersons are redirect to resend to a collection of information unless it disla - a valid OMB control number.

Docket Number (option at)

ARAC~O’l RE1

All errors corrected in this reissue application arose without any deceptive intention on the part of the applicant.

   
Under the Paerwcrk Reduction Act of 1995, no
 
 
  
 

 
 

(RElSSUE APPL|CATlON DECLARATlON BY THE INVENTOR, page 2)

  
 
 

Note: To appoint a power of attorney, use form PTOISB/81.

 Correspondence Address: Direct all communications about the application to:

OR

Firm or
Individual Name Allen f. Rozman

Address

 
 
  

  

 6402 Wildlife Trail

Country USA

214-478-2172
WARNING:

Petitioner/applicant is cautioned to avoid submitting personal infonnation in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card
numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by
the USPTO to support a petition or an application. If this type of personal information is included in documents submitted to

the USPTO, petitionersiapplicants shouid consider redacting such personal information from the documents before submitting
them to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after
publication of the application (unless a non-publication request in compliance with 37 CFR 1.2i3(a) is made in the application)
or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the public if the
application is referenced in a pubtished appiication or an issued patent (see 37 CFR 1.14). Checks and credit card
authorization forms PTO—2038 submitted for payment purposes are not retained in the application file and therefore are not
publicly available.

  

  
    
  

 

  
  

  
  
  
  
  

  
 

 
l hereby declare that all statements made herein of my own knowledge are true and that all statements made on information

and belief are believed to be true; and further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine and imprisonment, or both, under 18 U.S.C. 1001, and that such willful
false statements may jeopardize the validity of the apptication, any patent issuing thereon, or any patent to which this
dectaration is directed.

Full name of sate or first inventor (given name, family name)
Ailen F. Rozman

Inventor's sign >ture Date ‘
A am a 3 "‘ ‘i—/ 0

Residence Citizenship
8402 Wildlife Trail Garland. Texas 75044 USA

Mailing Address

6402 Wildlife Trail Garland, Texas Z5044

Full name of second joint invert o’r}(give « ame, family name)
Alfonso J. Cidfii ,1‘? ,» _,/
inventors ~. _,atur;e ’“‘"‘ Date a g g

/ K . M (_I__ ‘O

Residen - ‘V Citizenship
719 Mockingbir I , lvlurphv,I exas 75094 USA

Mailing Address

719 Mockingbird Dr, Murphy, Texas 75094

[3 Additional joint inventors or legal representath/e(s) are named on separately numbered sheets forms PTO/SBI02A or O2LR attached hereto.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 . The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/SB/06 (O7-O6)
Approved for use through 1/31/2007. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paervvork Reduction Act of 1995, no ersons are reuired to resond to a collection of information unless it disla s a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Appiication or Docket Number Filing Date
substitute for Form pTo-875 12/720,147 03/09/2010 [I To be Mailed

APPLICATION AS FILED — PART I OTHER THAN

(Column 1) (Column 2) sivi/.\I_I_ ENTITY |X| OR SMALL ENTITY

) FEE (13)O NUMBER FILED NUMBER EXTRA RATE ($

IZI B/*3“? FEE N/A N/A N/A37CFR1.16a, b,or c

El SEARCH FEE
37 CFR 1.16 k, i,or m

|:| EXAMINATION FEE N/A N/A N/A(37 CFR1.16( ), (p), or (q))

TOTAL CLAIMS _ _ _
37CFR1_16i minus 20- X $26-

INDEPENDENT CLAIMS 3 , _37 CFR1.16 h ”"”“S3‘

If the Specification and drawings exceed 100
h t f th I‘ t' ' f d

DAPPLICAHONSIZEFEE E$‘§5%‘E$‘?Z2‘?E;rs%ZI?%Lifi;§’?o?':§cfie "9
(37 CFR 116(5)) additional 50 Sheets or fraction thereof. See

35 U.S.C. 41 a 1 G and 37 CFR 1.16 S.

I:I MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR1.16(j))

X $110:

* If the difference in column 1 is less than zero, enter“0“ in column 2.

APPLICATION AS AMENDED — PART II

OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL

03/09/2010 AFTER PREVIOUSLY EXTRA RATE“) FEE ($)AMENDMENT PAID FOR

Total (37 CFR ,, - M _ _
Minus ~37 x$26-

Minus =3

ADDITIONAL

RATE ($) FEE W

D Application Size Fee (37 CFR 1.16(s))

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

I-
Z
UJ
E
D
Z
UJ
2
<1:

XX 9999

(Column 1)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL

AFTER PREVIOUSLY EXTRA RATE ($) FEE ($) RATE ($) FEE ($)AMENDMENT PAID FOR

Total (37 CFR ,, - H
2 MW-

37 CFR 1.16 I’)

D Application Size Fee (37 CFR 1.16(s))

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j)) - OR

 TOTAL

X 99X $ : :

Minus X $ = =AMENDMENT
OR ADD‘L

FEE

:*If the entry in column 1 is less than the entry‘in column 2, write “0“ in column 3. “ “ Legal Instrument Examiner:
If the Highest Number Previously Paid For IN THIS SPACE is less than 20, enter 20 . /JESSICA GAYNOR/

*** If the “Highest Number Previously Paid For“ IN THIS SPACE is less than 3, enter
The “Highest Number Previously Paid For“ (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/SB/06 (O7-O6)
Approved for use through 1/31/2007. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paervvork Reduction Act of 1995, no ersons are reuired to resond to a collection of information unless it disla s a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Appiication or Docket Number Filing Date
substitute for Form pTo-875 12/720,147 03/09/2010 [I To be Mailed

APPLICATION AS FILED — PART I OTHER THAN

(Column 1) (Column 2) sivi/.\I_I_ ENTITY |X| OR SMALL ENTITY

) FEE (13)O NUMBER FILED NUMBER EXTRA RATE ($

IZI B/*3“? FEE N/A N/A N/A37CFR1.16a, b,or c

El SEARCH FEE
37 CFR 1.16 k, i,or m

|:| EXAMINATION FEE N/A N/A N/A(37 CFR1.16( ), (p), or (q))

TOTAL CLAIMS _ _ _
37CFR1_16i minus 20- X $26-

INDEPENDENT CLAIMS 3 , _37 CFR1.16 h ”"”“S3‘

If the Specification and drawings exceed 100
h t f th I‘ t' ' f d

DAPPLICAHONSIZEFEE E$‘§5%‘E$‘?Z2‘?E;rs%ZI?%Lifi;§’?o?':§cfie "9
(37 CFR 116(5)) additional 50 Sheets or fraction thereof. See

35 U.S.C. 41 a 1 G and 37 CFR 1.16 S.

I:I MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR1.16(j))

X $110:

* If the difference in column 1 is less than zero, enter“0“ in column 2.

APPLICATION AS AMENDED — PART II

OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL

03/09/2010 AFTER PREVIOUSLY EXTRA RATE“) FEE ($)AMENDMENT PAID FOR

Total (37 CFR ,, - M _ _
Minus ~37 x$26-

Minus =3

ADDITIONAL

RATE ($) FEE W

D Application Size Fee (37 CFR 1.16(s))

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

I-
Z
UJ
E
D
Z
UJ
2
<1:

XX 9999

(Column 1)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL

AFTER PREVIOUSLY EXTRA RATE ($) FEE ($) RATE ($) FEE ($)AMENDMENT PAID FOR

Total (37 CFR ,, - H
2 MW-

37 CFR 1.16 I’)

D Application Size Fee (37 CFR 1.16(s))

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j)) - OR

 TOTAL

X 99X $ : :

Minus X $ = =AMENDMENT
OR ADD‘L

FEE

:*If the entry in column 1 is less than the entry‘in column 2, write “0“ in column 3. “ “ Legal Instrument Examiner:
If the Highest Number Previously Paid For IN THIS SPACE is less than 20, enter 20 . /JESSICA GAYNOR/

*** If the “Highest Number Previously Paid For“ IN THIS SPACE is less than 3, enter
The “Highest Number Previously Paid For“ (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addless. COMMISSIONER FOR PATENTSPO Box 1450 

Alexandria, Viigtnia 22313-1450WWVl.'.llSpt0 .goV

APPLICATION FILING or GRP ART
NUMBER 371(0) DATE UNIT F FEE REC'D ATTY.DOCKET.NO TOT CLAHVIS IND CLAIMS

12/720,147 03/09/2010 2183 2052 ARAC—01RE1 57 6

CONFIRMATION NO. 8473

Allen F. Rozman FILING RECEIPT
6402 Wildlife Trail

Garland. Tx 75044 lllllllllllllllllIllllIlllfllllllllllllIlllllllll lllllllllll llllllllllllllllllllllllll000000040527 38

Date Mailed: 03/10/2010

Receipt is acknowledged of this reissue patent application. The application will be taken up for examination in

due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,

NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the

changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Allen F. Rozman, Garland, TX;

Alfonso J. Cioffi, Murphy, TX;

Power of Attorney: None

Domestic Priority data as claimed by applicant

This application is a REI of 10/913,609 08/07/2004 PAT 7,484,247

Foreign Applications

Projected Publication Date: None, application is not eligible for pre—grant publication

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

Title

SYSTEM AND METHOD FOR PROTECTING A COMPUTER SYSTEM FROM MALICIOUS

SOFTWARE

Preliminary Class

712

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
page 1 of 3
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in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international

application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent

protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific

foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must

issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application

serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the

section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it

can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self—help "toolkits" giving innovators guidance on how to protect intellectual property in specific

countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may

call the U.S. Government hotline at 1-866-999-HALT (1—866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "lF REQUIRED, FOREIGN FILING

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

page 2 of 3
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The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and

Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControI, Department of

Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,

if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addless. COMMISSIONER FOR PATENTSPO Box 1450

Alexandria, Viigtnia 22313-1450WWVl.'.llSpt0 .goV

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT F FEE REC'D ATTY.DOCKET.NO TOT CLAHVIS IND CLAIMS

57 612/720,147 03/09/2010 2431 2052 ARAC—01RE1

 
CONFIRMATION NO. 8473

Allen F. Rozman REPLACEMENT FILING RECEIPT
6402 Wildlife Trail

eanana, rx 7so44 lllllllll lllllllllllllllllrlrllrllrl,1,1116111 IIIIIIII Illlllllll lllll Illlllll
Date Mailed: 03/11/2010

Receipt is acknowledged of this reissue patent application. The application will be taken up for examination in

due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,

NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the

changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Allen F. Rozman, Garland, TX;

Alfonso J. Cioffi, Murphy, TX;

Power of Attorney: None

Domestic Priority data as claimed by applicant

This application is a REI of 10/913,609 08/07/2004 PAT 7,484,247

Foreign Applications

If Required, Foreign Filing License Granted: 03/11/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 12/720,147

Projected Publication Date: None, application is not eligible for pre—grant publication

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

page 1 of 3
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Title

SYSTEM AND METHOD FOR PROTECTING A COMPUTER SYSTEM FROM MALICIOUS

SOFTWARE

Preliminary Class

726

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international

application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent

protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific

foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must

issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application

serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the

section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it

can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes seIf—heIp "too|kits" giving innovators guidance on how to protect intellectual property in specific

countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may

call the U.S. Government hotline at 1-866-999-HALT (1—866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "|F REQUIRED, FOREIGN FILING

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

page 2 of 3
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and

Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControI, Department of

Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,

if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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Page 1

l ofl DOCUMENT

UNITED STATES PATENT AND TRADEMARK OFFICE GRANTED PATENT

Z4§424Z

Link to Claims Section

January 27, 2009

System and method for protecting a computer system from malicious , , software

INVENTOR: Rozman, Allen F - 735 Mockingbird Dr., Murphy, Texas, 75094, United States (US)Cioffi, Alfonso J —

719 Mockingbird Dr., Murphy, Texas, 75094, United States (US) »

APPL-N0: 913609 (10)

FILED-DATE: August 7, 2004

GRANTED-DATE: January 27, 2009

CORE TERMS: malware, user, processor, network, memory, computer, computer system, video, interface, software,

storage, display, logical process, configured, interactive, executing, intemet, infection, window, data processor,

operating systems, automatically, electronic, browser, communicatively, coupled, subsystem, session, stored,
downloaded

ENGLISH-ABST:

In a computer system, a first electronic data processor is communicatively coupled to a first memory space and a

second memory space. A second electronic data processor is communicatively coupled the second memory space and to

a network interface device. The second electronic data processor is capable of exchanging data across a network of one

or more computers via the network interface device. A video processor is adapted to combine video data from the first

and second electronic data processors and transmit the combined video data to a display terminal for displaying the

combined video data in a windowed format. The computer system is configured such that a malware program

downloaded from the network and executing on the second electronic data processor is incapable of initiating access to

the first memory space.
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Search - No Documents Found Page 1 of 1

No Documents Found

No documents were found for your search terms
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO!SBf08a (01-10)
Approved for use through 07l31!2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman, Allen F.

Art Unit

Examiner Name

Attorney Docket Number | ARAC—01RE1

U.S.PATENTS -

Examiner Cite Kind Name of Patentee or Applicant PageS’C°|umn5'Lme5 Where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of cited Document .

Figures Appear

1 4890098 B2 1989-12-26 Dawes, et al

2 5280579 B2 1994-01-18 Nye

3 5502808 B2 1996-03-26 Goddard, et al

4 5555364 B2 1996-09-10 Goldstein

5 5666030 B2 1997-09-09 Parson

6 5673403 B2 1997-09-30 Brown, et al

7 5751979 B2 1998-05-12 McCrory

8 5826013 B2 1998-10-20 Nachenberg

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman, Allen F.

Art Unit

Examiner Name

Attorney Docket Number | ARAC—01RE1

15918039 B2
I 5978917 B2
I 5995103 B2

6134661 B2
6167522 B2
6192477 B1
6199181 B1

I 6216112 B1
6275938 B1

I 6351816 B1
I 6385721 B1
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1999-06-29

1999-1 1-30

2000-10-07

2000-12-26

2001-02-20

2001-03-06

2001-04-10

2001-08-14

2002-02-26

2002-05-07

1999-11-02 Chi

Ashe

Topp

Corthell

Lee, et al

Fuller, et al

Bond, et al

Puckette

Buswell, el al

Rechef, et al

Mueller, et al
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman, Allen F.

Art Unit

Examiner Name

Attorney Docket Number | ARAC—01RE1

NJ0 6480198 B1

NJ A 6507904 B1

6507948 B1

6546554 B1

NJ 6553377 B1

6578140 B1

NJ 0') 6581162 B1

6633963 B1

6658573 B1

NJ (D 6663000 B1

(.0NJNJNJNJNJ
6678825 B1

EFS Web 2.1.17

2002-11-12

2003-01-14

2003-01-14

2003-04-08

2003-04-22

2003-06-10

2003-06-17

2003-10-14

2003-12-02

2003-12-16

2004-01-13

Kang

Bischof

Curtis, et al

Eschelbeck, et al

Policard

Ellison, et al

Schmidt, et al
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Ellison, et al

Muttick, et al
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman, Allen F.

Art Unit

Examiner Name

Attorney Docket Number | ARAC—01RE1

6735700 B1 2004-05-11

6321337 B1 2001-11-20

7146640 B2 2006-12-05

7260839 B2 2007-08-12

 
If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

 
 

Examiner

|nitia|*

EFS Web 2.1.17

Publication

Number

20020066016

20020174349

20030023857

20030097591

20030177397

Kind Publication Name of Patentee or Applicant
of cited Document

Wolff, et al

Hinchcliffe, et al 
Pham, et al
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE First Named Inventor Rozman, Allen F.

STATEMENT BY APPLICANT Ar, Uni, l
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC-01RE1

20040006715 2004-01-08 Skrepetos

20040034794 2004-02-19 Mayer, el al

20040039944 2004-02-26 Karasaki

20040054588 2004-03-18 Jacobs, et al

20050240810 2005-10-27 Safford, et al

20060004667 2006-01-05 Neil

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Pages,Co|umns,Lines

Examiner Cite Foreign Document Country Kind Publication 2an?i::r:t:‘:t:i:::e or where Relevant
|nitia|* No Code2 i Code4 Date Dggument Passages or Relevant

Figures Appear 
If you wish to add additional Foreign Patent Document citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item

(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), T5

publisher, city and/or country where published.
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor Rozman, Allen F.

Art Unit |
Examiner Name

Attorney Docket Number |ARAC—01RE1

"Spyware, Adware, and Peer to Peer Networks; The Hidden Threat to Corporate Security" by KEVIN TOWNSEND,
Pest Patrol, 2003

‘Beyond Viruses: Why Anti—Virus Software is No Longer Enough" by DAVID STANG PhD, Pest Patrol, 2002

"The Web: Threat or Menace?" from "Firewalls and Internet Security: Repelling the Wiley Hacker", Second Edition,
Addison-Wesley, ISBN 0-201-63466—X, 2003

 
If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE First Named Inventor Rozman, Allen F.

STATEMENT BY APPLICANT Ar, Uni, l
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC—01RE1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.9"/'(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

II any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|:| See attached certification statement.

Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

|:| None
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature Date WW-MM-00> 2°10-03-09
NamelPrint Registration Number 41280

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the

public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed

application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.

Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND

FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement

negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record

may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS PTO!SBf08a (01-10). . . . . A df th h 0713112012. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U_s_ Patent and Tragzggfk O‘:;::eU_§"EfiEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 12720147

Filing Date 2010-03-09

IN FORMATION DISCLOSU RE First Named Inventor Rozman et al_

STATEMENT BY APPLICANT l_ _ Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC—01RE1

U.S.PATENTS -

Examiner Cite Kind Name of Patentee or Applicant PageS’C°|umn5'Lme5 Where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of cited Document .

Figures Appear

1 5673403 B2 1997-09-30 Brown, et al

2 5751979 B2 1998-05-12 McCrory

3 5974549 B2 1999-10-26 Golan

4 5978917 B2 1999-11-02 Chi

5 6091412 B2 2000-07-18 Simonoff, et al

6 6134661 B2 2000-10-17 Topp

7 6397242 B1 2002-05-28 Devine, et al

8 6401134 B1 2002-06-04 Razavi, et al
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman et al_

Art Unit |
Examiner Name

Attorney Docket Number |ARAC-01RE1

6433794 B1

6438600 B1

6492995 B1

A 6678825 B1

A 00 6691230 B1

6757685 B1
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7024555 B1

A 7139890 B1
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Application Number 12720147

Filing Date 2010-03-09

IN FORMATION DISCLOSU RE First Named Inventor Rozman et al_

STATEMENT BY APPLICANT Ar, Unit |
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC-01RE1

7401230 B1 2008-08-15 Campbell, et al
7421689 B1 2008-09-02
7565522 B1 2009-07-21 Sastry, et al 

If you wish to add additional U.S. Patent citation information please click the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS

Kind Publication Name of Patentee or Applicant PageS‘C°|umnS'LineS Where
. Relevant Passages or RelevantCode1 Date of cited Document .

Figures Appear 
If you wish to add additional U.S. Published Application citation information please click the Add button.
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Name of Patentee or Pages,Co|umns,Lines
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The Duality of Memory and Communication in the Implementation of a Multiprocessor Operating System by MICHAEL
YOUNG, AVADIS TEVANIAN, RICHARD RASHEED, DAVID GOLUB, JEFFERY EPPINGER, JONATHAN CREW,

WILLIAM BOLOSKY, DAVID BLACK and ROBERT BARON, Computer Science Department Carnegie-Mellon
University Appeared in Proceedings of the 11th Operating Systems Principles, November, 1987

App|ication—Contro||ed Physical Memory using External Page-Cache Management by KEIRAN HARTY and DAVID R.
CHERITON, Computer Science Department, Stanford University, 1992

Efficient Software—Based Fault Isolation by ROBERT WAHBE, STEVEN LUCCO, THOMAS ANDERSON, SUSAN
GRAHAM, Computer Science Division University of California, Berkeley, SIGOPS 1993

TRON: Process—Specific File Protection for the UNIX Operating System by ANDREW BERMAN, VIRGIL BOURASSA,
ERIK SELBERG, Department of Computer Science and Engineering, University of Washington, January 23, 1995

A Secure Environment for Untrusted Helper Applications (Confining the Wily Hacker) by IAN GOLDBERG, DAVID
WAGNER, RANDI THOMAS, and ERIC BREWER, Computer Science Division, University of California, Berkeley,
Sixth USENIX UNIX Security Symposium San Jose, California, July 1996

Building Systems that Flexibly Control Downloaded Executable Context by TRENT JAEGER and ATUL PRAKASH,
Software Systems Research Lab, University of Michigan and AVIEL D. RUBIN, Security Research Group, Bellcore
Sixth USENIX UNIX Security Symposium San Jose, California, July 1996

Java Security: From HotJava to Netscape and Beyond by DREW DEAN, EDWARD W. FELTEN, DAN S. WALLACH
Department of Computer Science, Princeton University, Princeton, NJ 08544
1996 IEEE Symposium on Security and Privacy, Oakland, CA, May 6-8, 1996.

ChakraVyuha (CV) : A Sandbox Operating SystemEnvironment for Controlled Execution of Alien Code by
ASIT DAN, AJAY MOHINDRA, RAJIV RAMASWAMI, and DINKAR SITARAM

IBM Research Division T_J_ Watson Research Center Yorktown Heights, New York
RC 20742 (2/20/97) Computer Science IBM Research Report LIMITED DISTRIBUTION

Vulnerability of Secure Web Browsers by FLAVIO DE PAOLI, ANDRE DOS SANTOS, RICHARD KEMMERER
Reliable Software Group Computer Science Department, University of California, Santa Barbara, 1997

Security of Web Browser Scripting Languages: Vulnerabilities, Attacks, and Remedies by VINOD ANUPAM and ALAIN
MAYER, Bell Laboratories, Lucent Technologies
7th USENIX Security Symposium San Antonio, Texas, January 26-29, 1998

"Virtual Memory in Contemporary Microprocessors" by BRUCE JACOB University of Maryland and TREVOR MUDGE
University of Michigan, IEEE MICRO JULY—AUGUST 1998
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"Flexible Control of Downloaded Executable Content" by TRENT JAEGER and JOCH EN LIEDTKE
and NAYEEM ISLAM, IBM Thomas J. Watson Research Center, and ATUL PRAKASH University of Michigan, Ann
Arbor

ACM Transactions on Information and System Security, Vol. 2, No. 2, May 1999, Pages 177-228.

"J2ME Building Blocks for Mobile Devices: White Paper on KVM and the Connected", Limited Device Configuration
Sun Microsystems May 19, 2000

"User-level Resource—constrained Sandboxing" by FANGZHE CHANG, AYAL ITZKOVITZ, and VIJAY KARAMCHETI
Department of Computer Science, Courant Institute of Mathematical Sciences, New York University
USENIX Windows System Symposium, August 2000

"Verifying the EROS Confinement Mechanism" by JONATHAN S. SHAPIRO and SAN WEBER
IBM T.J. Watson Research Center
0-7695-0665-8/00 2000 IEEE

"WindowBox: A Simple Security Model for the Connected Desktop" by DIRK BALFANZ, Princeton University and
DANIEL R. SIMON, Microsoft Research, 2000

"Building a Secure Web Browser" by SOTIRIS IOANNIDIS, University of Pennsylvania, and STEVEN M. BELLOVIN,
AT&T Labs Research

2001 USENIX Annual Technical Conference Boston, Massachusetts, USA June 25-30, 2001

"Virtua|izing I/O Devices on VMware Workstations Hosted Virtual Machine Monitor" by JEREMY SUGERMAN,
GANESH VENKITACHALAM and BENG—HONG LIM, VMware, Inc. 3145 Porter Dr, Palo Alto, CA 943042001
USENIX Annual Technical Conference Boston, Massachusetts, USA June 25-30, 2001

"When Virtual Is Better Than Real" by PETER M. CHEN and BRIAN D. NOBLE, Department of Electrical Engineering
and Computer Science University of Michigan
2001

"A Flexible Containment Mechanism for Executing Untrusted Code" by DAVID PETERSON, MATT BISHOP, and
RAJU PANDEY, Department of Computer Science University of California, Davis
USENIX Security Symposium San Francisco, California, USA August 5-9, 2002

"ReVirt: Enabling Intrusion Analysis through Virtual-Machine Logging and Replay" by GEORGE W. DUNLAP,
SAMUEL T. KING, SUKRU CINAR, MURTAZA A. BASRAI, PETER M. CHEN, Department of Electrical Engineering
and Computer Science, University of Michigan
Proceedings of the 2002 Symposium on Operating Systems Design and Implementation (OSDI)
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"Trusted Paths for Browsers: An Open—Source Solution to Web Spoofing" by ZISHUANG (Eileen) YE and SEAN
SMITH

Department of Computer Science Dartmouth College
Technical Report TR2002—41 8 February 4, 2002

"User Interaction Design for Secure Systems" by KA—P|NG YEE
http:llzesty.ca/sidl
2002

BAA-00-06—SNK Focused Research Topic 5 by MARC STIEGLER AND MARK MILLER
Report Name: "A Capability Based Client: The DarpaBrowser"
26 June 2002

"A Virtual Machine introspection Based Architecture for Intrusion Detection" by TAL GARFINKEL and MENDEL
ROSENBLUM, Computer Science Department, Stanford University
2003

"Terra: A Virtual Machine-Based Platform for Trusted Computing" by TAL GARFINKEL, BEN PFAFF, JIM CHOW,
DAN BONEH and MENDEL ROSENBLUM, Computer Science Department, Stanford University
SOSP‘03, October 19-22, 2003, Bolton Landing, New York, USA.

Microsoft® Virtual PC 2004 Technical Overview by JERRY HONEYCUTT
Published November 2003

httpjldownload_microsoft_com/downloadlc/flblcfb100a7—463d-4b86-ad62—
064397178b4fNirtual_PC_Technical_Overview.doc

"Xen and the Art of Virtualization" by PAUL BARHAM, BORIS DRAGOVIC, KEIR FRASER, STEVEN HAND, TIM
HARRIS, ALEX HO, ROLF NEUGEBAUREY, IAN PRATT, ANDREW WARFIELD

University of Cambridge Computer Laboratory 15 JJ Thomson Avenue, Cambridge, UK, CB3 0FD
SOSP'O3, October 19-22, 2003, Bolton Landing, New York, USA

"Design of the EROS Trusted Window System" by JONATHAN S. SHAPIRO, JOHN VANDERBURGH, ERIC
NORTHRUP, Systems Research Laboratory Johns Hopkins University, and, DAVID CHIZMADIA, Promia, Inc.
2004

"Survey of System Virtualization" Techniques by ROBERT ROSE
March 8, 2004

White Paper: "Smart Phone Security Issues" by LUC DELPHA and MALIHA RASHEED, Cyber Risk Consulting
Blackhat Briefings Europe May 2004
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INFORMATION DISCLOSURE
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( Not for submission under 37 CFR 1.99)

EXAMINER SIGNATURE

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST_16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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STATEMENT BY APPLICANT Ar, Uni, l
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC—01RE1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.9"/'(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

II any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|:| See attached certification statement.

Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

None
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature Date WW-MM-00>
NamelPrint Registration Number 41280

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the

public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed

application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.

Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND

FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement

negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record

may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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New Applications Under 35 U.S.C. 111
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New International Application Filed with the USPTO as a Receiving Office
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and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.

Google - Exhibit 1002, page 97



Google - Exhibit 1002, page 98 Google - Exhibit 1002, page 98

Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTO./SBf08a (01-10)
Approved for use through 07l31!2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman et al.

Art Unit | 2439
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number | ARAC-01RE1

U.S.PATENTS -

Examiner Cite Kind Name of Patentee or Applicant PageS’C°|umn5'Lme5 Where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of cited Document .

Figures Appear

1 6880110 B2 2005-04-12 Largman et al.

2 7096381 B2 2006-08-22 Largman et al.

3 7577871 B2 2009-08-18 Largman et al.

4 7694328 2010-04-06 Joshi et al.

5 7373505 B2 2008-05-13 Seltzer et al.

6 7039801 B2 2006-05-02 Narin

7 7596694 B1 2009-09-29 Karp et al.

8 7085928 B1 2006-08-01 Schmid et al.

EFS Web 2.1.17
Google - Exhibit 1002, page 98



Google - Exhibit 1002, page 99 Google - Exhibit 1002, page 99

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman et al.

Art Unit | 2439
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number |ARAC-01RE1

17181768 B1
I 7284274 B1
I 6804780 B1

7191469 B2
6505300 B2
7246374 B1
7062672 B2

I 7444412 B2
6772345 B1
I
I6873988 B2

EFS Web 2.1.17

2007-02-20

2007-10-16

2004-10-12

2007-03-13

2003-01-07

2007-07-17

2006-06-13

2008-10-28 Owhadi

2004-08-03 Shetty

2000-08-22

2005-03-25

Walls et al.

Touboul

Erlingsson

Chan el al.

Ghosh et al.

Simon et al.

Owhadi et al

Leach et al.

Herrmann et al.

Google - Exhibit 1002, page 99



Google - Exhibit 1002, page 100 Google - Exhibit 1002, page 100

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman et al.

Art Unit | 2439
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number |ARAC—01RE1

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

If you wish to add additional U.S. Patent citation information please click the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Co|umns,Lines where

Relevant Passages or Relevant

Figures Appear

Publication Kind Publication Name of Patentee or Applicant
Code1 Date of cited Document

Ulfar Erlingsson 
If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Co|umns,Lines
Country Kind Publication A "cant of cited where Relevant
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Figures Appear 
If you wish to add additional Foreign Patent Document citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item

(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), T5

publisher, city and/or country where published.

Examiner Cite

"SOFTWARE SECURITY AND PRIVACY RISKS IN MOBILE E—COMMERCE" by Anup K. Ghosh and Tara M.

1 Swaminatha, |:|
COMMUNICATIONS OF THE ACM February 2001 Vol.44, No.2

2 T. Jaeger, A. D. Rubin, and A. Prakash. "Building systems that flexibly control downloaded executable content." E‘In Proceedings of the 1996 USENIX Security Symposium, pages 131-148, San Jose, Ca., 1996.

3 Nimisha V. Mehta, Karen R. Sollins, "Expanding and Extending the Security Features of Java." C‘Proceedings of the 7th USENIX Security Symposium, San Antonio, Texas, January 26-29, 1998

David A. Wagner, "Janus: an approach for confinement of unlrusted applications."

4 Master's thesis, University of California, Berkeley, 1999.. ElAlso available, Technical Report CSD—99—1056, UC Berkeley, Computer Science Division.
http:llwww.cs.berke|ey.edu/~daw/papers/janus—masters.ps
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE
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First Named Inventor Rozman et al.

Art Unit | 2439
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number |ARAC-01RE1

Richard West and Jason Gloudon, "User-Level Sandboxing: a Safe and Efficient Mechanism for Extensibility",
Technical Report, 2003-014, Boston University, June 2003

Shaya Potter, Jason Nieh, Dinesh Subhraveti, "Secure Isolation and Migration of Untrusted Legacy Applications."
Columbia University Technical Report CU CS-005-04, January 2004

M. Schmid, F. Hill, A. Ghosh, "Protecting Data from Malicious Software."
Annual Computer Security Applications Conference (ACSAC'02), Las Vegas, NV, December, 2002.

Valentin Razmov "Security in Untrusted Code Environments: Missing Pieces of the Puzzle."
Dept. of Computer Science and Engineering, University of Washington, March 30, 2002

Sotiris loannidis and Steven M. Bellovin. "Sub-Operating Systems: A New Approach to Application Security."
Technical Report MS-CIS-01-06, University of Pennsylvania, February 2000.

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE First Named Inventor Rozman et al_

STATEMENT BY APPLICANT
_ _ Art Unit | 2439

( Not for submission under 37 CFR 1.99)
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number | ARAC—01RE1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.9"/'(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

II any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|:| See attached certification statement.

|:| Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

None
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature Date WW-MM-00> 2°10-08-05
NamelPrint Registration Number 41280

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the

public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed

application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.

Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND

FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement

negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record

may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Information:
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Information:

1996_Bui|ding_systems_that_f| 1359844
NPL Documents exib|y_contro|_down|oaded_e

xecuta bl e_co nte nt. pdf 7a4fbbd000dc5044bc10c3cca676efbf1243cbae

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: Rozman, et al. Docket No.: ARAC—01RE1

Serial No.: 12720147 Filed: 09—MAR—20 10

Reissue of: 7,484,247 Issued: 27—JAN—2009

Title: System and Method for Protecting a Computer System from Malicious
Software.

Mail Stop: REISSUE
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

SUPPLEMENTAL PRELIMINARY AMENDMENT

Dear Sir:

Prior to examination on the merits, Applicants respectfully submit the amendments and remarks

set forth below.
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In the Specification:

Please delete the following material from the previous Preliminary Amendment, filed on 09-

MAR—20 10:

 
Before the heading “Cross Reference to Related Patents and Applications” please insert:

Cross Reference to Multiple Reissue Applications

This application is a reissue application of U.S. Patent No. 7,484,247, entitled “System

and Method for Protecting a Computer System from Malicious Software,” issued on 27—JAN—

2009, and is related to reissue application designated U.S. Patent Application Serial No.

12720207, {Docket No. ARAC—0lRE2) from U.S. Patent No. 7,484,247, filed on 09—MAR—2010,

and is also related to reissue application designated U.S. Patent Application Serial No.

12854149, {Docket No. ARAC—0lRE3) from U.S. Patent No. 7,484,247, filed on 10-AUG-2010,

and is also related to reissue application designated U.S. Patent Application Serial No.

12941067, {Docket No. ARAC—01RE4) from U.S. Patent No. 7,484,247, filed on 07—NOV—2010.

The above reissue applications are incorporated herein by reference in their entirety.
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REMARKS

Please enter the above amendments before consideration of this application. The

Applicants believe the claims are in condition for allowance and respectfully request that the

Examiner pass the case to reissuance. The Examiner is invited to contact the undersigned to

address any questions or concerns regarding the present reissue application.

Respectfully submitted,

l3—NOV—20 l 0 /A. F. Rozman/

Date Allen F. Rozman

Co—Applicant

Registered Patent Agent

Reg. No. 41,280
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Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

Supplemental Response or ARAC-01RE1_Supp|ementa|_Pr

Supplemental Amendment e|iminary_Amendment.pdf 0acc7331f091f1 e5cd8ba859bfeb521 70b8a
b6c8

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.goV

 
CONF {MATION NO.APPLICATION NO. F ING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

12/720,147 03/09/2010 Allen F. Rozman ARAC—01RE1 8473

759° °“°‘”2°“Allen F. Rozman —
6402 Wildlife Trail LAFORGIA, CHRISTIAN A

Garland, TX 75044 ART UNIT PAPER NUMBER

2439

MAIL DATE DELIVERY MODE

01/04/201 1 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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Application No. App|icant(s)

12/720,147 ROZMAN ET AL.

Office Action Summary Examiner A“ Unit

Christian LaForgia 2439

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

— If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IXl Responsive to communication(s) filed on 09 March 2010.

2a)I:I This action is FINAL. 2b)IXl This action is non—final.

3)I:l Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Exparte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)IZl Claim(s)1-Zflis/are pending in the application.

4a) Of the above claim(s)j is/are withdrawn from consideration.

5)I:l Claim(s)j is/are allowed.

6)IXl Claim(s)1-jflis/are rejected.

7)I:l Claim(s)j is/are objected to.

8)I:l Claim(s)jare subject to restriction and/or election requirement.

Application Papers

9)I:l The specification is objected to by the Examiner.

10)|Z| The drawing(s) filed on 09 March 2010 is/are: a)IXl accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)|:| All b)I:l Some * c)|:| None of:

1.|:I Certified copies of the priority documents have been received.

2.|:| Certified copies of the priority documents have been received in Application No. _.

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IX] Notice of References Cited (PTO-892) 4) El Interview Summary (PTO-413)
2) D Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper N°(5)/IVIaII DaTe- E -
3) IX] Information Disclosure Statement(s) (PTO/SB/08) 5) I:I Notice of informal Patent Application

Paper No(s)/Mail Date 4/14/10. 6) D Other: .
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100712
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Application/Control Number: 12/720,147 Page 2

Art Unit: 2439

DETAILED ACTION

1. Claims 1-57 have been presented for examination.

Inforn1ation Disclosure Statement

2. The information disclosure statements (IDS) submitted on 14 April 2010 and 05 August

2010 are in compliance with the provisions of 37 CFR 1.97. Accordingly, the information

disclosure statements have been considered by the examiner.

3. The information disclosure statement filed 05 August 2010 fails to comply with 37 CFR

l.98(a)(2), which requires a legible copy of each cited foreign patent document; each non-patent

literature publication or that portion which caused it to be listed; and all other information or that

portion which caused it to be listed. A copy of “Expanding and Extending the Security Featurs

of Java” does not appear in the file (item #3 under “Non-Patent Literature Documents”).

Reissue Applications

4. Claims 1-57 are rejected under 35 U.S.C. 251 as being improperly broadened in a reissue

application made and sworn to by the assignee and not the patentee. A claim is broader in scope

than the original claims if it contains within its scope any conceivable product or process which

would have infringed the original patent. A claim is broadened if it is broader in any one respect

even though it may be narrower in other respects.

5. Claims 1-57 are rejected under 35 U.S.C. 251 as being an improper recapture of

broadened claimed subject matter surrendered in the application for the patent upon which the

present reissue is based. See Pannu v. Storz Instruments Inc., 258 F.3d 1366, 59 USPQ2d 1597

(Fed. Cir. 2001); Hester Industries, Inc. v. Stein, Inc., 142 F.3d 1472, 46 USPQ2d 1641 (Fed.

Cir. 1998); In re Clement, 131 F.3d 1464, 45 USPQ2d 1161 (Fed. Cir. 1997); Ball Corp. v.
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Application/Control Number: 12/720,147 Page 3

Art Unit: 2439

United States, 729 F.2d 1429, 1436, 221 USPQ 289, 295 (Fed. Cir. 1984). A broadening aspect

is present in the reissue which was not present in the application for patent. The record of the

application for the patent shows that the broadening aspect (in the reissue) relates to claim

subject matter that applicant previously surrendered during the prosecution of the application.

Accordingly, the narrow scope of the claims in the patent was not an error within the meaning of

35 U.S.C. 251, and the broader scope of claim subject matter surrendered in the application for

the patent cannot be recaptured by the filing of the present reissue application.

6. North American Container, Inc. V. Plastipak Packaging, Inc., 415 F.3d 1335, 75 USPQ2d

1545 (Fed. Cir. 2005) reiterated a three step test for determining whether recapture exists. MPEP

§ 1412.02(I). To determine whether recapture exists, a determination must be made whether the

reissue claims are broader in scope than the original patent claims. Next, the reissue claims must

be analyzed to determine whether the subject matter is that which was surrendered during the

original prosecution. Finally, the reissue claims must be analyzed to determined whether they

were materially narrowed in other respects.

7. The reissue claims are broader in scope than the patented claims since the Applicant has

removed the limitation that the “second logical process [executing on the second electronic data

processor is] capable of exchanging data across a network of one or more computers . . . .” The

reissue application has been broadened to read on any multiprocessor system capable of

exchanging data over a network instead of having a dedicated processor for communicating

across a network. The claims have also been further broadened by the Applicant's removal of

the limitation that the data from both processors are combined to be displayed in a windowed

format on a display terminal.
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Application/Control Number: 12/720,147 Page 4

Art Unit: 2439

8. The subject matter cancelled in the reissue application was surrendered during the course

of the original prosecution. As noted by the cases cited and the amendments made by the

Applicant, the Examiner interpreted the claims as having a processor dedicated to network

communications and the claimed system to display the data from both processors in a windowed

format. This interpretation was supported by the Applicant's final amendment prior to

allowance, which further specified that the system comprised two processors, one of which was

capable of exchanging data across a network, and combining and displaying the data from the

processes executing on the separate processors. The reissue claims were not materially narrowed

in other respects, and therefore recapture exists.

Claim Rejections - 35 USC § 112

9. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

10. Claim 25 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite for

failing to particularly point out and distinctly claim the subject matter which applicant regards as

the invention. Claim 25 recites the limitation "the portable wireless communication device" in

the preamble. There is insufficient antecedent basis for this limitation in the claim.

11. Claims 44-57 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for

failing to particularly point out and distinctly claim the subject matter which applicant regards as

the invention. A single claim which claims both an apparatus and the method steps of using the

apparatus is indefinite under 35 U.S.C. 112, second paragraph. MPEP § 2173.05(p)(II). See also

IPXL Holdings v. Arnazon.con1, Inc., 430 F.2d 1377, 1384, 77 USPQ2d 1140, 1145 (Fed. Cir.

2005); Ex parte Lyell, 17 USPQ2d 1548 (Bd. Pat. App. & Inter. 1990). Claims 44-57 are
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directed toward a portable computing device and a method of using it and are therefore indefinite

under 35 U.S.C. 112, second paragraph.

Claim Rejections - 35 USC § 101

12. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and
requirements of this title.

13. Claims 44-57 are rejected under 35 U.S.C. 101 because the claimed invention is directed

to non—statutory subject matter. A single claim which claims both an apparatus and the method

steps of using the apparatus is neither a “process” nor a “machine,” but rather embraces or

overlaps two different statutory classes of invention set forth in 35 U.S.C. 101 which is drafted

so as to set forth the statutory classes of invention in the alternative only. MPEP §

2173.05(p)(II). See also IPXL Holdings v. Amazon.com, Inc., 430 F.2d 1377, 1384, 77 USPQ2d

1140, 1145 (Fed. Cir. 2005); EX parte Lyell, 17 USPQ2d 1548 (Bd. Pat. App. & Inter. 1990).

Since the claims set forth a portable computing device and a method of using it, thereby

overlapping two statutory classes of invention, they are ineligible for patent protection under 35

U.S.C. 101.

Claim Rejections - 35 USC § 102

14. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.
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15. Claims 32-36, 39-48, and 51-57 are rejected under 35 U.S.C. 102(e) as being anticipated

by U.S. Patent No. 7,146,305 B2 to van der Made, hereinafter van der Made.

16. As per claim 32, van der Made teaches a method of operating a portable computer having

at least one electronic data processor communicatively coupled to a first and second memory

space and to a network interface device, wherein the network interface device is configured to

exchange data across a network of one or more computers using a wireless connection,

comprising the steps of:

storing at least one system file within the first memory space (Figures 1 [element 106], 3

[element 106], column 5, line 55 to column 6, line 6);

executing a first browser process in a first logical process using the at least one electronic

data processor, wherein the first logical process is configured to access data contained in the first

memory space (Figures 1 [element 105], 3 [element 105], column 1, lines 22-55, column 5, lines

24-55, i.e. the invention relates to programs used in communication networks, including e-mail

and web browsing applications);

executing a second browser process in a second logical process using the at least one

electronic data processor, wherein the second logical process is configured to access data

contained in the second memory space and is further configured to generate video data (Figures

1 [elements 104, 205], 3 [elements 104, 205], column 6, lines 16-43, the processor generates

video data for the I/O-GUI element 104);

opening the second browser process on instruction from the first browser process

(column 5, line 50 to column 6, line 6, an application process initializing the analytic virtual

machine) ;

Google - Exhibit 1002, page 118



Google - Exhibit 1002, page 119 Google - Exhibit 1002, page 119

Application/Control Number: 12/720,147 Page 7

Art Unit: 2439

passing data from the first browser process to the second browser process (column 5, line

50 to column 6, line 31);

displaying Video data from the second browser process (column 5, lines 24-55, column 6,

lines 38-43, the resulting behavior flag pattern, together with the sequencer structure, are passed

to the application that initiated the analytical Virtual machine which in turn displays the data on

the I/O-GUI of element 104);

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process (column 9, lines 47-60, column

10, lines 29-44).

17. Regarding claim 33, Van der Made teaches wherein the portable computer is configured

such that the first browser process is capable of exchanging data with the network interface

device and with the second browser process (column 1, lines 22-55, column 5, lines 24-55,

column 5, lines 24-55, column 6, lines 38-43).

18. With regards to claim 34, Van der Made teaches downloading data from the network and

passing the data from the first browser process to the second browser process (column 1, lines

22-55, column 5, lines 24-55, column 5, lines 24-55, column 6, lines 38-43).

19. Regarding claim 35, Van der Made teaches wherein the portable computer is configured

such that the second browser process is capable of exchanging data with the network interface
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device and with the first browser process (column 5, lines 24-55, column 6, lines 38-43, the

resulting behavior flag pattern, together with the sequencer structure, are passed to the

application that initiated the analytical virtual machine).

20. Regarding claim 36, van der Made teaches wherein the second memory space is selected

from the group consisting of: a memory zone within a physical memory common to the first

memory space (Figures 1 [element 106], 3 [element 106], column 5, line 55 to column 6, line 6);

a partition on a memory device (Figures 1 [element 106], 3 [element 106], column 5, line 55 to

column 6, line 6); random access memory (RAM); both volatile and nonvolatile memory.

21. Regarding claim 39, van der Made teaches deleting at least one corrupted data file

residing on the second memory space when the second logical process is terminated (column 6,

lines 6-42).

22. Regarding claim 40, van der Made teaches wherein the at least one electronic data

processor is selected from the group consisting of: an Application Specific Integrated Circuit; a

Field Programmable Gate Array; a plurality of electronic data processors (Figures 1 [elements

105, 205], 3 [elements 105, 205]); a multi-core electronic data processor.

23. Regarding claim 41, van der Made teaches wherein the first browser process is protected

from executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process (column 9, lines 47-60, column 10, lines 29-44).
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24. Regarding claim 42, van der Made teaches displaying video data from the first browser

process (column 9, lines 47-60, column 10, lines 29-44).

25. Regarding claim 43, van der Made teaches wherein attempts by malware to record data

entry by the computer user are effectively blocked (column 9, lines 47-60, column 10, lines 29-

44).

26. As per claim 44, van der Made teaches a portable computer, comprising:

a network interface device configured to exchange data across a network of one or more

computers using a wireless connection (column 1, lines 22-55, column 5, lines 24-55, i.e. the

invention relates to programs used in communication networks, including wired and wireless

connections);

at least a first memory space and a second memory space (Figures 1 [element 106], 3

[element 106], column 5, line 55 to column 6, line 6);

at least one electronic data processor communicatively coupled to the network interface

device, the first and second memory space, and to a user interface, wherein the user interface is

configured to receive input from a computer user (Figures 1 [element 105], 3 [element 105],

column 1, lines 22-55, column 5, lines 24-55);

wherein the portable computer is configured for performing the steps of:

storing at least one system file in the first memory space (Figures 1 [element 106], 3

[element 106], column 5, line 55 to column 6, line 6);
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opening a first browser process, wherein the first browser process is capable of accessing

data contained in the first memory space (Figures 1 [element 105], 3 [element 105], column 1,

lines 22-55, column 5, lines 24-55, i.e. the invention relates to programs used in communication

networks, including e—mail and web browsing applications);

opening a second browser process, wherein the second browser process is capable of

accessing data contained in the second memory space, and is further capable of generating video

data (Figures 1 [elements 104, 205], 3 [elements 104, 205], column 5, line 50 to column 6, line 6,

column 6, lines 16-43, an application process initializing the analytic virtual machine, the

analytical machine processor generates video data for the I/O-GUI element 104);

passing data from the first browser process to the second browser process (column 5, line

50 to column 6, line 31);

displaying video data from the second browser process (column 5, lines 24-55, column 6,

lines 38-43, the resulting behavior flag pattern, together with the sequencer structure, are passed

to the application that initiated the analytical virtual machine which in turn displays the data on

the I/O-GUI of element 104);

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process (column 9, lines 47-60, column

10, lines 29-44).

27. Regarding claim 45, van der Made teaches wherein the first browser process is capable of

exchanging data with the network interface device and with the second browser process (column
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1, lines 22-55, column 5, lines 24-55, column 5, lines 24-55, column 6, lines 38-43).

28. With regards to claim 46, Van der Made teaches performing the step of downloading data

from the network and passing the downloaded data from the first browser process to the second

browser process (column 1, lines 22-55, column 5, lines 24-55, column 5, lines 24-55, column 6,

lines 38-43).

29. Concerning claim 47, Van der Made teaches performing the step of storing the

downloaded data on the second memory space (column 1, lines 22-55, column 5, lines 24-55,

column 5, lines 24-55, column 6, lines 38-43).

30. Regarding claim 48, Van der Made teaches wherein the second browser process is capable

of exchanging data with the network interface device and with the first browser process (column

5, lines 24-55, column 6, lines 38-43, the resulting behavior flag pattern, together with the

sequencer structure, are passed to the application that initiated the analytical Virtual machine).

3 1. Regarding claim 51, Van der Made teaches that at least one corrupted file residing on the

second memory space is capable of being automatically deleted when the second browser

process is terminated (column 6, lines 6-42).

32. Regarding claim 52, Van der Made teaches wherein the first browser process is protected
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from executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process (column 9, lines 47-60, column 10, lines 29-44).

33. Regarding claim 53, van der Made teaches the first browser process instructing the

second browser process to open (column 5, line 50 to column 6, line 31).

34. Regarding claim 54, van der Made teaches wherein attempts by malware to record data

entry by the computer user are effectively blocked (column 9, lines 47-60, column 10, lines 29-

44).

35. Regarding claim 55, van der Made teaches wherein the at least one electronic data

processor is selected from the group consisting of: an Application Specific Integrated Circuit; a

Field Programmable Gate Array; a plurality of electronic data processors (Figures 1 [elements

105, 205], 3 [elements 105, 205]); a multi—core electronic data processor.

36. Regarding claim 56, van der Made teaches wherein the second memory space is selected

from the group consisting of: a memory zone within a physical memory common to the first

memory space(Figures 1 [element 106], 3 [element 106], column 5, line 55 to column 6, line 6);

a partition on a memory device (Figures 1 [element 106], 3 [element 106], column 5, line 55 to

column 6, line 6); random access memory (RAM); both volatile and nonvolatile memory ().
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37. Regarding claim 57, van der Made teaches the first browser process opening a plurality

of second browser processes (column 5, line 50 to column 6, line 31).

Claim Rejections - 35 USC § 103

38. The following is a quotation of 35 U.S.C. l03(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

39. Claims 1-5, 7, 10, 11, and 14-17 are rejected under 35 U.S.C. l03(a) as being

unpatentable over Van der Made in View of U.S. Patent No. 6,871,348 B1 to Cooper, hereinafter

Cooper.

40. As per claim 1, van der Made teaches a method of operating a computer system capable

of exchanging data across a network of one or more computers and having at least a first and

second electronic data processor capable of executing instructions using a common operating

system, comprising the steps of:

executing browser instructions in a first logical process within the common operating

system using the first electronic data processor, wherein the first logical process is capable of

accessing data contained in a first memory space (Figures 1 [element 105], 3 [element 105],

column 1, lines 22-55, column 5, lines 24-55, i.e. the invention relates to programs used in

communication networks, including e-mail and web browsing applications);

executing instructions in a second logical process within the common operating system

using the second electronic data processor, wherein the second logical process is capable of
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accessing data contained in the second memory space (Figures 1 [element 205], 3 [element 205],

column 6, lines 16-43);

wherein the computer system is configured such that data residing on the second

electronic data processor is operating in a protected mode and data residing on the first memory

space is protected from corruption by a malware process downloaded from the network and

executing as part of the second logical process (column 9, lines 47-60, column 10, lines 29-44).

41. Van der Made discloses a user I/O and GUI (Figures 1 [element 104], 3 [element 104])

that displays application data being executed by both the processor and the software CPU

(column 5, lines 24-55, column 6, lines 38-43, the resulting behavior flag pattern, together with

the sequencer structure, are passed to the application that initiated the analytical virtual

machine). However, van der Made does not explicitly disclose displaying data from the first

logical process and the second logical process, wherein a video processor is adapted to combine

data from the first and second logical processes and transmit the combined data to a display.

42. Cooper discloses displaying data from the first logical process and the second logical

process, wherein a video processor is adapted to combine data from the first and second logical

processes and transmit the combined data to a display (column 3, lines 1-51).

43. It would have been obvious to one of ordinary skill in the art at the time the invention

was made to combine the data from the first and second processes to be displayed together, since

one of ordinary skill in the art would recognize that it would be more efficient to combine data

instead of having the first processor execute code that was performed on the second processor.

Furthermore, as Cooper states at column 2, lines 55-67, that the combined display would present
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only one application to the user, thereby providing a cleaner, more aesthetically pleasing desktop

that would be easier to maneuver.

44. Regarding claim 2, van der Made teaches wherein the second memory space is selected

from the group consisting of: a memory zone within a physical memory common to the first

memory space (Figures 1 [element 106], 3 [element 106], column 5, line 55 to column 6, line 6);

a partition on a memory device (Figures 1 [element 106], 3 [element 106], column 5, line 55 to

column 6, line 6); random access memory (RAM); both volatile and nonvolatile memory.

45. Regarding claim 3, van der Made teaches wherein the second logical process is selected

from the group consisting of: an electronic mail process (column 1, lines 22-37), an instant

messaging process, an internet browser process, an interactive gan1ing process, a virtual private

network (VPN) process, and a reader application process.

46. Regarding claim 4, van der Made teaches wherein the first logical process receives user

interface data and passes the user interface data to the second logical process (column 5, line 50

to column 6, line 43).

47. With regards to claim 5, van der Made teaches wherein the second memory space is

selected from the group consisting of: a memory zone within a physical memory common to the

first memory space (Figures 1 [element 106], 3 [element 106], column 5, line 55 to column 6,
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line 6); a partition on a memory device (Figures 1 [element 106], 3 [element 106], column 5, line

55 to column 6, line 6); random access memory (RAM); both volatile and nonvolatile memory.

48. Regarding claim 7, van der Made teaches automatically deleting at least one data file

residing on the second memory space when the second logical process is terminated (column 6,

lines 16-43).

49. As per claims 10 and 15, van der Made teaches a multiprocessor computer system using a

common operating system capable of exchanging data across a network of one or more

computers via a network interface device, comprising the steps of:

a first electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a first memory space (Figures 1

[element 105], 3 [element 105], column 1, lines 22-55, column 5, lines 24-55, i.e. the invention

relates to programs used in communication networks, including e-mail and web browsing

applications);

a second electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a second memory space (Figures 1

[element 205], 3 [element 205], column 6, lines 16-43);

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first electronic memory space is

protected from corruption by a malware process downloaded from the network and executing on

the second electronic data processor (column 9, lines 47-60, column 10, lines 29-44).
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50. Van der Made discloses a user I/O and GUI (Figures 1 [element 104], 3 [element 104])

that displays application data being executed by both the processor and the software CPU

(column 5, lines 24-55, column 6, lines 38-43, the resulting behavior flag pattern, together with

the sequencer structure, are passed to the application that initiated the analytical virtual

machine). However, van der Made does not explicitly disclose a video processor adapted to

combine video data from the first and second electronic data processors and transmit the

combined video data to a display.

51. Cooper discloses displaying data from the first logical process and the second logical

process, wherein a video processor is adapted to combine data from the first and second logical

processes and transmit the combined data to a display (column 3, lines 1-51).

52. It would have been obvious to one of ordinary skill in the art at the time the invention

was made to combine the data from the first and second processes to be displayed together, since

one of ordinary skill in the art would recognize that it would be more efficient to combine data

instead of having the first processor execute code that was performed on the second processor.

Furthermore, as Cooper states at column 2, lines 55-67, that the combined display would present

only one application to the user, thereby providing a cleaner, more aesthetically pleasing desktop

that would be easier to maneuver.

53. Regarding claim 11, van der Made teaches wherein the second memory space is selected

from the group consisting of: a memory zone within a physical memory common to the first

memory space (Figures 1 [element 106], 3 [element 106], column 5, line 55 to column 6, line 6);
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a partition on a memory device (Figures 1 [element 106], 3 [element 106], column 5, line 55 to

column 6, line 6); random access memory (RAM); both volatile and nonvolatile memory.

54. Regarding claims 14 and 16, van der Made teaches wherein the computer system is

configured such that a malware program downloaded from the network and executing on the

second electronic data processor is incapable of initiating the execution of instructions on the

first electronic data processor (column 10, lines 42-45, no direct interaction between the two

processors).

55. Regarding claim 17, van der Made teaches at least one network interface device capable

of exchanging data with the network and with a logical process selected from the group

consisting of: the first logical process, the second logical process (column 1, lines 22-55, column

5, lines 24-55, i.e. the invention relates to programs used in communication networks, including

e-mail and web browsing applications).

56. Claims 6 and 20 are rejected under 35 U.S.C. l03(a) as being unpatentable over van der

Made in view of Cooper as applied above, and further in view of U.S. Patent No. 7,024,581 B1

to Wang et al., hereinafter Wang.

57. Regarding claims 6 and 20, van der Made and Cooper do not teach restoring at least one

corrupted data file from a protected image.

Google - Exhibit 1002, page 130



Google - Exhibit 1002, page 131 Google - Exhibit 1002, page 131

Application/Control Number: 12/720,147 Page 19

Art Unit: 2439

58. Wang teaches restoring at least one corrupted data file from a protected image (Figures 2

[elements 82, 72, 74, 76, 78, 80], 3 [element 140], 6 [element 236], 7 [element 272], column 9,

lines 13-30, column 9, line 31-67).

59. It would have been obvious to one of ordinary skill in the art at the time the invention

was made to restore at least one corrupted data file from a protected image, since Wang states at

column 2, lines 49-60 that using a protected image takes advantage of today’s computing power

and storage capabilities to increase the reliability, accessibility, flexibility, and performance of

computers and the backup/restore process.

60. Claims 12 and 19 are rejected under 35 U.S.C. l03(a) as being unpatentable over van der

Made in view of Cooper as applied above, and further in view of U.S. Patent No. 6,578,140 B1

to Policard, hereinafter Policard.

61. Regarding claim 12, van der Made and Cooper do not teach wherein the first and second

electronic data processors are part of a dual processor computer system.

62. Policard teaches wherein the first and second electronic data processors are part of a dual

processor computer system (Figure 4 [elements 34, 52], column 4, lines 11-21).

63. It would have been obvious to one of ordinary skill in the art to replace the virtual

processor of van der Made with a dedicated processor, since one of ordinary skill in the art

would recognize and appreciate the performance enhancement accompanied by having a

dedicated hardware processor to perform suspect operations over the software processor

described in van der Made.
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64. Regarding claim 19, van der Made and Cooper do not teach wherein the at least one

electronic data processor is selected from the group consisting of: a multi—core electronic data

processor; dual electronic data processors.

65. Policard teaches wherein the at least one electronic data processor is selected from the

group consisting of: a multi—core electronic data processor; dual electronic data processors

(Figure 4 [elements 34, 52], column 4, lines 11-21).

66. It would have been obvious to one of ordinary skill in the art to replace the virtual

processor of van der Made with a dedicated processor, since one of ordinary skill in the art

would recognize and appreciate the performance enhancement accompanied by having a

dedicated hardware processor to perform suspect operations over the software processor

described in van der Made.

67. Claims 21-26 and 29-31 are rejected under 35 U.S.C. l03(a) as being unpatentable over

van der Made.

68. As per claim 21, van der Made teaches a portable computer, comprising:

a network interface device configured to exchange data across a network of one or more

computers using a wireless connection (column 1, lines 22-55, column 5, lines 24-55, i.e. the

invention relates to programs used in communication networks, including wired and wireless

connections);

at least a first memory space and a second memory space, the first memory space

containing at least one system file (Figures 1 [element 106], 3 [element 106], column 5, line 55

to column 6, line 6);
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at least one electronic data processor communicatively coupled to the network interface

device, the first and second memory space, and to a user interface, wherein the user interface is

configured to receive input from a computer user (Figures 1 [element 105], 3 [element 105],

column 1, lines 22-55, column 5, lines 24-55);

the at least one electronic data processor configured to execute a first browser process in

a first logical process, wherein the first logical process is capable of accessing data contained in

the first memory space (Figures 1 [element 105], 3 [element 105], column 1, lines 22-55, column

5, lines 24-55, i.e. the invention relates to programs used in communication networks, including

e-mail and web browsing applications);

the at least one electronic data processor further configured to execute a second browser

process in a second logical process, wherein the second logical process is capable of accessing

data contained in the second memory space and is further capable of generating video data

(Figures 1 [elements 104, 205], 3 [elements 104, 205], column 6, lines 16-43, the processor

generates video data for the I/O-GUI element 104);

a virtual processor configured to transmit video data from the second browser process to

a display (column 5, lines 24-55, column 6, lines 38-43, the resulting behavior flag pattern,

together with the sequencer structure, are passed to the application that initiated the analytical

virtual machine which in turn displays the data on the I/O-GUI of element 104);

wherein the first browser process is capable of opening the second browser process and is

further capable of passing data to the second browser process (column 5, line 45 to column 6,

line 6);
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wherein further the portable computer is configured such that the at least one system file

residing on the first memory space is protected from corruption by a malware process

downloaded from the network and executing within the second browser process (column 9, lines

47-60, column 10, lines 29-44).

69. Van der Made does not teach a video processor configured to transmit video data from

the second browser process to a display.

70. It would have been obvious to one of ordinary skill in the art at the time invention was

made to replace the virtual processor of van der Made with a hardware video processor, since

one of ordinary skill would recognize the benefits in speed, performance, and efficiency in

replacing a virtual processor with an actual hardware processor.

71. Regarding claim 22, van der Made teaches wherein the first browser process is capable of

exchanging data with the network interface device and with the second browser process (column

1, lines 22-55, column 5, lines 24-55, column 5, lines 24-55, column 6, lines 38-43).

72. With regards to claim 23, van der Made teaches wherein the first browser process is

capable of passing data downloaded from the network to the second browser process (column 1,

lines 22-55, column 5, lines 24-55, column 5, lines 24-55, column 6, lines 38-43).

73. Regarding claim 24, van der Made teaches wherein the second browser process is capable

of exchanging data with the network interface device and with the first browser process (column

5, lines 24-55, column 6, lines 38-43, the resulting behavior flag pattern, together with the
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sequencer structure, are passed to the application that initiated the analytical Virtual machine).

74. Regarding claim 25, Van der Made teaches wherein the at least one electronic data

processor is selected from the group consisting of: an Application Specific Integrated Circuit; a

Field Programmable Gate Array; a plurality of electronic data processors (Figures 1 [elements

105, 205], 3 [elements 105, 205]); a multi—core electronic data processor.

75. Regarding claim 26, Van der Made teaches wherein the second memory space is selected

from the group consisting of: a memory zone within a physical memory common to the first

memory space (Figures 1 [element 106], 3 [element 106], column 5, line 55 to column 6, line 6);

a partition on a memory device (Figures 1 [element 106], 3 [element 106], column 5, line 55 to

column 6, line 6); random access memory (RAM); both Volatile and nonvolatile memory.

76. Regarding claim 29, Van der Made teaches at least one corrupted file residing on the

second memory space is capable of being automatically deleted when the second browser

process is terminated (column 6, lines 6-42).

77. Regarding claim 30, Van der Made teaches that the first browser process is protected from

executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process (column 9, lines 47-60, column 10, lines 29-44).

78. Regarding claim 31, Van der Made teaches wherein attempts by malware to record data
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entry by the computer user are effectively blocked (column 9, lines 47-60, column 10, lines 29-

44).

79. Claims 27, 28, 37, 38, 49, and 50 are rejected under 35 U.S.C. l03(a) as being

unpatentable over van der Made in View of Wang.

80. Regarding claims 27, 37, and 49, van der Made does not teach at least one corrupted file

required for a browser process is capable of being restored from a protected image.

81. Wang teaches at least one corrupted file required for a browser process is capable of

being restored from a protected image (Figures 2 [elements 82, 72, 74, 76, 78, 80], 3 [element

140], 6 [element 236], 7 [element 272], column 9, lines 13-30, column 9, line 31-67).

82. It would have been obvious to one of ordinary skill in the art at the time the invention

was made to restore at least one corrupted data file from a protected image, since Wang states at

column 2, lines 49-60 that using a protected image takes advantage of today’s computing power

and storage capabilities to increase the reliability, accessibility, flexibility, and performance of

computers and the backup/restore process.

83. With regards to claims 28, 38, and 50, Wang teaches wherein the protected image is

stored at a location selected from the group consisting of: a removable drive; the first memory

space; a partition on a memory device (Figures 2 [elements 82, 72, 74, 76, 78, 80], 3 [element

140], 6 [element 236], 7 [element 272], 9 [element 309], column 9, lines 13-30, column 9, line

31-67); a nonvolatile memory disk; another device (Figure 4).
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Allowable Subject Matter

84. Claims 8, 9, 13, and 18 are objected to as being dependent upon a rejected base claim, but

would be allowable if rewritten in independent form including all of the limitations of the base

claim and any intervening claims. Claims 8, 9, 13, and 18 would be allowable if the rejections

set forth in this Office action were overcome and all of the limitations of the base claim and any

intervening claims were included in those claims.

Conclusion

85. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Christian LaForgia whose telephone number is (571)272-3792.

The examiner can normally be reached on Monday thru Thursday 7-5.

86. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Edan Orgad can be reached on (571) 272-7884. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

87. Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Christian LaForgia/
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO!SBf08a (01-10)
Approved for use through 07l31!2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman et ai.

Art Unit | 2439
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number |ARAC—01RE1

U.S.PATENTS -

Examiner Cite

|nitia|* No
Patent Number

Kind

Code 1 Issue Date
Name of Patentee or Applicant
of cited Document

Pages,Co|umns,Lines where

Relevant Passages or Relevant

Figures Appear

/CLF/’ 1 6880110 B2 2005-04-12 Largman et al.

/CLF./ 2 7096381 B2 2006-08-22 Largman et al.

/Ci-F/' 3 7577371 B2 2009-03-13 Largman et al.

/CLF/' 4 7394323 2010-04-03 Joshi et ai.

/CLF/ 5 7373505 B2 2003-05-13 Seltzer et al.

/CU-I, 3 7039301 B2 2003-05-02 Narin

/GL__I 7 7593694 B1 2009-09-29 Karp et al.

/CLF/ 3 7035923 B1 2003-03-01 Schmid et al.
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Filing Date 2010-03-09
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STATEMENT BY APPLICANT A“ Unit P439
( Not for Submission under 37 CFR 1-99) Examiner Name LAFORGIA CHRISTIAN A

Attorney Docket Number | ARAC—01RE1
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STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman et al.

Art Unit | 2439
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number | ARAC—01RE1

Publication

Country

Code2 i

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Kind Publication Name of Patentee or Applicant
of cited Document

Ulfar Erlingsson 
FOREIGN PATENT DOCUMENTS

Kind Publication

Code4 Date

Pages,Co|umns,Lines where

Add

Remove

Relevant Passages or Relevant

Figures Appear

Name of Patentee or

Applicant of cited
Document

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

If you wish to add additional U.S. Published Application citation information please click the Add button.

Pages,Co|umns,Lines
where Relevant

Passages or Relevant

Figures Appear

Add

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
 

 

 

http:llwww.cs.berkeley.edu/~daw/papers/janus—masters.ps
Also available, Technical Report CSD—99—1056, UC Berkeley, Computer Science Division.

E).(a.‘m":er one (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), T5Initials . . .
publisher, city and/or country where published.

"SOFTWARE SECURITY AND PRIVACY RISKS IN MOBILE E—COMMERCE" by Anup K. Ghosh and Tara M.

/CLF/’ Swaminatha, |:|
COMMUNICATIONS OF THE ACM February 2001 Vol. 44, No.2

/6, F, T. Jaeger, A. D. Rubin, and A. Prakash. "Building systems that flexibly control downloaded executable content." El
’ "" ’ In Proceedings of the 1996 USENIX Security Symposium, pages 131-148, San Jose, Ca., 1996.

Nimisha V. Mehta, Karen R. Sollins, "Expanding and Extending the Security Features of Java."
.........................................

David A. Wagner, "Janus: an approach for confinement of unlrusted applications."

“ALF/, Master's thesis, University of California, Berkeley, 1999.. E‘[U .
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE First Named Inventor Rozman et al.

STATEMENT BY APPLICANT
_ _ Art Unit | 2439

( Not for submission under 37 CFR 1.99)
Examiner Name LAFORGIA, CHRISTIAN A

Attorney Docket Number | ARAC-01RE1

/(xi.-‘I’ Richard West and Jason Gloudon, "User-Level Sandboxing: a Safe and Efficient Mechanism for Extensibility",
"’ ' ’ Technical Report, 2003-014, Boston University, June 2003

/(KLF/I Shaya Potter, Jason Nieh, Dinesh Subhraveti, "Secure Isolation and Migration of Untrusted Legacy Applications."
"" ‘ Columbia University Technical Report CUCS-005-04, January 2004

,/Q{_[-'_/ M. Schmid, F. Hill, A. Ghosh, "Protecting Data from Malicious Software."
Annual Computer Security Applications Conference (ACSAC'02), Las Vegas, NV, December, 2002.

Valentin Razmov "Security in Untrusted Code Environments: Missing Pieces of the Puzzle."
/CL?/I Dept. of Computer Science and Engineering, University of Washington, March 30, 2002

/CLPIV Sotiris loannidis and Steven M. Bellovin. "Sub-Operating Systems: A New Approach to Application Security."
' ' Technical Report MS-CIS-01-06, University of Pennsylvania, February 2000.

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /C§*‘=FlS‘ll6l!‘l LaF0f§ll&’ Date Considered I2/2‘!/20‘==’3

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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PTO!SBf08a (01-10)
Approved for use through 07l31!2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman, Allen F.

Art Unit

Examiner Name

Attorney Docket Number | ARAC—01RE1

U.S.PATENTS -

Examiner Cite Kind Name of Patentee or Applicant PageS’C°|umn5'Lme5 Where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of cited Document .
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17‘ / 1 4890098 B2 1989-12-26 Dawes, et al/oLF,

/‘C55’ 2 5230579 B2 1994-01-18 Nye

/CLF/I 3 5502808 B2 1996 03 26 G— — oddard, et al

/‘CW 4 5555364 B2 1996-09-10 Goldstein

,.(;1__§f/' 5 5666030 B2 1997-09-09 Parson

/CLF/ 6 5673403 B2 1997-09-30 Brown, et al
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE First Named Inventor Rozman, Allen F.

STATEMENT BY APPLICANT A“ Unit |
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC—01RE1
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/GLF/
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE First Named Inventor Rozman, Allen F.

STATEMENT BY APPLICANT A“ Unit |
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC—01RE1
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 12720147

Filing Date 2010-03-09

First Named Inventor Rozman, Allen F.

Art Unit

Examiner Name

Attorney Docket Number | ARAC—01RE1

6735700 B1 2004-05-11

6321337 B1 2001-11-20

7146640 B2 2006-12-05

7260839 B2 2007-08-12
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE First Named Inventor Rozman, Allen F.

STATEMENT BY APPLICANT Ar, Uni, l
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number | ARAC-01RE1

/Ql_F/' 20040006715 2004-01-08 Skrepetos 
/CLF/ 20040034794 2004-02-19 Mayer, et al 

I/QLF:/' 20040039944 2004-02-26 Karasaki

/CLF/’ 20040054588 2004-03-18 Jacobs, et al
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/'CLF/ 20060004667 2006-01-05 Neil

 
If you wish to add additional U.S. Published Application citation information please click the Add button.
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Application Number 12720147

Filing Date 2010-03-09

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor Rozman, Allen F.

Art Unit |
Examiner Name

Attorney Docket Number |ARAC—01RE1

"Spyware, Adware, and Peer to Peer Networks; The Hidden Threat to Corporate Security" by KEVIN TOWNSEND,
Pest Patrol, 2003

‘Beyond Viruses: Why Anti—Virus Software is No Longer Enough" by DAVID STANG PhD, Pest Patrol, 2002

"The Web: Threat or Menace?" from "Firewalls and Internet Security: Repelling the Wiley Hacker", Second Edition,
Addison-Wesley, ISBN 0-201-63466—X, 2003

 
If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /Christian LaF0l‘gi-ax’ Date Considered jg/21/2919

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.goV

 
CONF {MATION NO.APPLICATION NO. F ING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

12/720,147 03/09/2010 Allen F. Rozman ARAC—01RE1 8473
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6402 Wildlife Trail LAFORGIA, CHRISTIAN A

Garland, TX 75044 ART UNIT PAPER NUMBER

2439

MAIL DATE DELIVERY MODE

03/09/201 1 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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Application No. App|icant(s)

_ 12/720,147 ROZMAN ET AL.

Interview Summary E _ A t U _txamlner I‘ nl

Christian LaForgia 2439 

All participants (applicant, app|icant’s representative, PTO personnel):

(1) Christian LaFor ia. (3)j.

(2) Allen Rozman. (4) .

Date of Interview: 04 March 2011.

Type: a)I:I Telephonic b)|:l Video Conference
c)IXI Personal [copy given to: 1)|Xl applicant 2)|:l applicant’s representative]

Exhibit shown or demonstration conducted: d)|:I Yes e)lZl No.
If Yes, brief description:

Claim(s) discussed: 1-57.

Identification of prior art discussed: USPN 7,146,305 (van der Made); 6,871348 (COOPER); 7,024,581 (WANG),-

6,578,140 (POLICARD1.

Agreement with respect to the claims f)|:| was reached. g)|Zl was not reached. h)|:| N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was

reached, or any other comments: See Continuation Sheet.

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims

allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims

allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE

INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS

INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO

FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview

requirements on reverse side or on attached sheet.

/Christian LaForgia/
Primary Examiner, Art Unit 2439

U.S. Patent and Trademark Office

PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20110304
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face—to—face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed bythe applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
— Application Number (Series Code and Serial Number)
— Name of applicant
— Name of examiner
— Date of interview

— Type of interview (telephonic, video-conference, or personal)
— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed
— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner's initials.
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Continuation Sheet (PTOL-413) Application No. 12/720,147

Continuation of Substance of Interview including description of the general nature of what was agreed to if an
agreement was reached, or any other comments: The Applicant discussed the recapture amendments. The examiner

stated his position and will review those arguments upon receiving a formal response. The Applicant and Examiner

discussed the rejections under 35 USC 112 and 101 and possible amendments to overcome those rejections. Finally,

the Applicant and Examiner discussed the prior art rejections, the differences between the prior art and the invention,

and possible considerations and amendments to overcome the prior art of record. The Examiner will take action upon

receiving a formal response.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: Rozman, et al. Docket No.: ARAC-0lREl

Serial No.: 12/720,147 Filed: 03/09/2010

Reissue of: 7,484,247 Issued: January 27, 2009

Title: System and Method for Protecting a Computer System from Malicious
Software.

Commissioner for Patents

P. O. Box l450

Alexandria, VA 22313-1450

AMENDMENT UNDER 37 CFR §1.111

Dear Sir:

The following amendments and remarks are presented in response to the EXaminer’s

Office Action mailed January 4, 201 l. Please amend the above-referenced application as

follows. No new matter has been added.

ARAC-0lREl Page l of47
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IN THE SPECIFICATION:

Before the heading “Cross Reference to Related Patents and Applications” kindly insert:

Cross Reference to Multiple Reissue Applications

This application is a reissue application of U.S. Patent No. 7,484,247, entitled “System

and Method for Protecting a Computer System from Malicious Software,” issued on January 27,

2009, and is related to another reissue application designated U.S. Patent Application Serial No.

12/720,207 from U.S. Patent No. 7,484,247 filed concurrently herewith, which are incorporated

herein by reference. This application is also related to another reissue application designated

U.S. Patent Application Serial No. 12/854,149 from U.S. Patent No. 7,484,247 filed on August

10, 2010 and a continuation application therefrom designated U.S. Patent Application Serial No.

13/015,186 filed on January 27, 201 l, which are incorporated herein by reference. This

application is also related to another reissue application designated U.S. Patent Application

Serial No. 12/941 067 from U.S. Patent No. 7 484 247 filed on November 7 2010 which is 

incorporated herein by reference.

ARAC-0lREl Page 2 of 47
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IN THE CLAIMS:

1. (Twice Amended) A method of operating a computer system capable of

exchanging data across a network of one or more computers and having at least a first and

second electronic data processor capable of executing instructions using a common operating

system, comprising[ the steps of]:

executing browser instructions in a first logical process within the common operating

system using the first electronic data processor, wherein the first logical process is capable of

accessing data contained in a first memory space[ and a second memory space];

executing instructions in a second logical process within the common operating system

using the second electronic data processor, wherein the second logical process is capable of

accessing data contained in the second memory space[, the second logical process being further

capable of exchanging data across a network of one or more computers]; and

displaying[, in a windowed format on a display terrninal,] data from the first logical

process and the second logical process, wherein a Video processor is adapted to combine data

from the first and second logical processes and transmit the combined data to [the]a display[

terminal];

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second logical process.

2. (Twice Amended) The method of claim 1 wherein the[ first memory space and

the] second memory space [comprise separate regions of a common memory space is]comprises

ARAC-01RE1 Page 3 of47
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memopv_ selected from the group consisting of:

a memopv_ zone within a physical memopv_ common to the f1rstmemopv_ space;

a partition on a memopv_ device;

random access memo RAM ' and

both volatile and nonvolatile memory.

3. (Amended) The method of claim 1 wherein the second logical process

[is]comprises a process selected from the group consisting of:

an electronic mail process, an instant messaging process, an intemet browser process, an

interactive gaming process, a virtual private network (VPN) process, and a reader application

process.

4. (Original) The method of claim 1 wherein the first logical process receives user

interface data, and passes the user interface data to the second logical process.

5. (Original) The method of claim l wherein the first and second electronic data

processors are part of a multi-core electronic data processor.

6. (Twice Amended) The method of claim 1 and further comprising[ the step of]

restoring at least one corrupted data file[ residing on the second memory space] from [an]a

protected image[ residing on the first memory space].

7. (Amended) The method of claim 1 and further comprising[ the step of]

automatically deleting at least one data file residing on the second memory space when the

second logical process is terminated.

8. (Amended) The method of claim 1 and further comprising[ the steps of]:

encrypting data with the first logical process;

transferring the encrypted data from the first logical process to the second logical

ARAC-0lREl Page 4 of 47
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process; and

transferring the encrypted data from the second logical process to the network interface

device.

9. (Amended) The method of claim 8 and further comprising[ the steps of]:

decrypting the data with the network interface device; and

transferring the decrypted data from the network interface device to the network.

10. (Twice Amended) A multi-processor computer system using a common operating

system capable of exchanging data across a network of one or more computers via a network

interface device, comprising:

a first electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a first memory space[ and a second

memory space];

a second electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to [the]a second memory space[ and a

network interface device, wherein the second electronic data processor is capable of exchanging

data across a network of one or more computers via the network interface device]; and

a video processor adapted to combine video data from the first and second electronic data

processors and transmit the combined video data to a display[ terminal for displaying the

combines video data in a windowed format];

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing on the second

electronic data processor.

ARAC-0lREl Page 5 of 47
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ll. (Twice Amended) The computer system of claim 10 wherein the[ first memory

space and the] second memory space[ comprise separate regions of a common memory space is]

comprises memory selected from the group consisting of:

a memogV_ zone within a physical memog common to the first memogV_ space;

a partition on a memory device;

random access memo RAM ' and

both Volatile and nonvolatile memory.

12. (Original) The computer system of claim l0 wherein the first and second

electronic data processors are part of a dual processor computer system.

13. (Original) The computer system of claim l0 wherein the second electronic data

processor and the Video processor are co-located on a circuit card, the circuit card being

communicatively coupled to the first electronic data processor.

l4. (Original) The computer system of claim l0 wherein the computer system is

configured such that the first electronic data processor is protected from executing instructions

initiated by a malware process downloaded from the network and executing on the second

electronic data processor.

15. (Twice Amended) A multi-processor computer system using a common operating

system capable of exchanging data across a network of one or more computers, comprising:

at least a first and second electronic data processor capable of executing instructions

using the common operating system;

at least a first and second memory space;£1

a Video processor;

wherein the first and second electronic data processors, first and second memory space,

ARAC-01RE1 Page 6 of47
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and Video processor are configured to_:[for performing the steps of;]

[executing]execute browser instructions in a first logical process with the first

electronic data processor, wherein the first logical process is executing within the common

operating system and is capable of accessing data contained in the first memory space;

[executing]execute browser instructions in a second logical process with the

second electronic data processor, wherein the second logical process is executing within the

common operating system and is capable of accessing data contained in the second memory

space[, the second logical process being further capable of exchanging data across a network of

one or more computers]; and

[displaying, in a windowed format on a display teminal,] data from the

first logical process and the second logical process, wherein the Video processor is adapted to

combine data from the first and second logical processes and transmit the combined data to

[the]a display[ terminal];

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second logical process.

l6. (Original) The computer system of claim l5 wherein the computer system is

further configured such that the first logical process is protected from executing instructions

initiated by a malware process downloaded from the network and executing as part of the second

logical process.

17. (Twice Amended) The computer system of claim 15 and further comprising[:] at

least one network interface device capable of exchanging data with[ both the second logical

ARAC-0lREl Page 7 of 47
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process and with] the network and with a logical process that comprises a process selected from

the group consisting of:

the first logical process; and

the second logical process.

l8. (Original) The computer system of claim l7 wherein the network interface device

is capable of decrypting data received from the second logical process and transmitting the

decrypted data to the network while preventing the second logical process from accessing the

decrypted data.

l9. (Amended) The computer system of claim l5 wherein the at least one electronic

data processor [is]comprises a processor selected from the group consisting of]:] a multi-core

electronic data processor; dual electronic data processors; and multiple electronic data

processors.

20. (Twice Amended) The computer system of claim l5 and further configured t_o

 rperforming the step of: restoring] at least one corrupted data file[ residing on the

second memory space] from [an]a protected image[ residing on the first memory space].

21. New A ortable com uter ca able of executin instructions usin a common

operating system, comprising:

a network interface device configured to exchange data across a network of one or more

computers and access at least one website;

at least a f1rstmemogv_ space and a second memory space, the first memogv_ space

containing at least one system file‘,

at least one electronic data processor communicatively coupled to the network interface

device, the first and second memogv_ space, and to a user interface, wherein the user interface is

ARAC-01RE1 Page 8 of47
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configured to receive input fiom a computer user;

the at least one electronic data processor configured to execute a first browser process in

a first logical process within the common operating system; wherein the first logical process is

capable of accessing data contained in the first memopy space;

the at least one electronic data processor further configured to execute a second browser

process in a second logical process within the common operating system; wherein the second

logical process is capable of accessing data contained in the second memopy space and is further

capable of generating video data fiom a website accessed via the network; and

a video processor configured to process video data fiom the second browser process for

display;

wherein the first browser process is capable of opening the second browser process and is

further capable of passing data to the second browser process;

wherein further the portable computer is configured such that the at least one system file

residing on the first memopy space is protected from corruption by a malware process

downloaded from the network and executing within the second browser process.

22. New The ortable com uter of Claim 21 wherein the first browser rocess is

capable of directly exchanging data with the network interface device and with the second

browser process.

23. New The ortable com uter of Claim 22 wherein the first browser rocess is

capable of passing data downloaded fiom the network to the second browser process.

24. New The ortable com uter of Claim 21 wherein the second browser rocess is

capable of directly exchanging data with the network interface device and with the first browser

[}I'OC€SS.
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25. New The ortable com uter of Claim 21 wherein the at least one electronic data

processor comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors; and

a multi-core electronic data processor.

26. New The ortable com uter of Claim 21 wherein the second memo s ace

comprises memopy selected from the group consisting of:

a memopy zone within a physical memopy common to the first memopy space;

a partition on a memopy device;

random access memo RAM ' and

both volatile and nonvolatile memory.

27. New The ortable com uter of Claim 21 confi ured such that at least one

corrupted file reguired for a browser process is capable of being restored from a protected image.

28. New The ortable com uter of Claim 27 wherein the rotected ima e is stored

at a location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memopy device; and

a nonvolatile memopy disk.

29. New The ortable com uter of Claim 21 confi ured such that at least one

corrupted file residing on the second memopy space is capable of being automatically deleted

when the second browser process is terminated.

ARAC-0lREl Page 10 of 47
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30. New The ortable com uter of Claim 21 confi ured such that the first browser

process is protected from executing instructions initiated by a malware process downloaded from

the network and executing as part of the second browser process.

3 l. New The ortable com uter of Claim 21 wherein attem ts b malware to

record data entpy by the computer user are effectively blocked.

32. New A method of o eratin a ortable com uter ca able of executin

instructions using a common operating system and having at least one electronic data processor

communicatively coupled to a first and second memopy space and to a network interface device,

comprising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website‘,

storing at least one system file within the first memory space‘,

executing a first browser process in a first logical process within the common operating

system using the at least one electronic data processor, wherein the first logical process is

configured to access data contained in the first memopy space‘,

executing a second browser process in a second logical process within the common

operating system using the at least one electronic data processor, wherein the second logical

process is configured to access data contained in the second memopy space and is further

configured to generate video data‘,

opening the second browser process on instruction from the first browser process‘,

passing data from the first browser process to the second browser process‘, and

displaying website video data from the second browser process‘,

wherein the portable computer is configured such that the at least one system file residing
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on the first memopy space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.

33. New The method of Claim 32 wherein the ortable com uter is confi ured such

that the first browser process is capable of directly exchanging data with the network interface

device and with the second browser process.

34. New The method of Claim 33 and further com risin downloadin data from

the network and passing the data from the first browser process to the second browser process.

35. New The method of Claim 32 wherein the ortable com uter is confi ured such

that the second browser process is capable of directly exchanging data with the network interface

device and with the first browser process.

36. New The method of Claim 32 wherein the second memo s ace com rises

memopy selected from the group consisting of:

a memopy zone within a physical memopy common to the first memopy space;

a partition on a memopy device;

random access memo RAM ' and

both volatile and nonvolatile memory.

37. New The method of Claim 32 and further com risin restorin at least one

corrupted file from a protected image.

38. New The method of Claim 37 wherein the rotected ima e is stored at a

location selected from the group consisting of:

a removable drive;

the first memory space;

ARAC-0lREl Page l2 of 47
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a partition on a memopv_ device; and

a nonvolatile memopv_ disk.

39. New The method of Claim 32 and further com risin deletin at least one

corrupted data file residing on the second memopv_ space when the second logical process is

terminated.

40. New The method of Claim 32 wherein the at least one electronic data rocessor

comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit‘,

a Field Programmable Gate Array‘,

a pluralit_v_ of electronic data processors; and

a multi-core electronic data processor.

41. New The method of Claim 32 wherein the first browser rocess is rotected

from executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process.

42. New The method of Claim 32 and further com risin dis la in video data

from the first browser process.

43. New The method of Claim 32 wherein attem ts b malware to record data en

by the computer user are effectively blocked.

44. New A method of o eratin a ortable com uter com risin a network

interface device, at least a first memopv_ space and a second memopv_ space, and at least one

electronic data processor communicatively coupled to the network interface device, the first and

second memopv_ space, and to a user interface, comprising:

exchanging data across a network of one or more computers with the network interface
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device and accessing at least one website‘,

storing at least one system file in the first memopy space‘,

opening a first browser process, wherein the first browser process is capable of accessing

data contained in the first memopy space,‘

opening a second browser process, wherein the second browser process is capable of

accessing data contained in the second memopy space, and is further capable of generating data

for video display‘, and

passing data from the first browser process to the second browser process‘,

wherein the portable computer is configured such that the at least one system file residing

on the first memopy space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.

45. New The method of Claim 44 wherein the first browser rocess is ca able of

directly exchanging data with the network interface device and with the second browser process.

46. New The method of Claim 45 and further com risin downloadin data from

the network and passing the downloaded data from the first browser process to the second

browser process.

47. New The method of Claim 46 and further com risin storin the downloaded

data on the second memopy space.

48. New The method of Claim 44 wherein the second browser rocess is ca able of

directly exchanging data with the network interface device and with the first browser process.

49. New The method of Claim 44 and further com risin restorin at least one

corrupted file from a protected image.
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50. New The method of Claim 49 wherein the rotected ima e is stored at a

location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memopy device; and

a non-volatile memopy disk.

51. New The method of Claim 44 wherein at least one corru ted file residin on the

second memopy space is capable of being automatically deleted when the second browser

process is terminated.

52. New The method of Claim 44 wherein the first browser rocess is rotected

from executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process.

53. New The method of Claim 44 and further com risin the first browser rocess

instructing the second browser process to open.

54. New The method of Claim 44 wherein attem ts b malware to record data en

by a computer user are effectively blocked.

55. New The method of Claim 44 wherein the at least one electronic data rocessor

comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a pluralit_v_ of electronic data processors; and

a multi-core electronic data processor.

ARAC-0lREl Page 15 of47
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56. New The method of Claim 44 wherein the second memo s ace com rises

memopy selected from the group consisting of:

a memopy zone within a physical memopy common to the first memopy space;

a partition on a memopy device;

random access memo RAM ' and

both volatile and nonvolatile memory.

57. New The method of Claim 44 and further com risin the first browser rocess

opening a plurality of second browser processes.

58. New The ortable com uter of Claim 21 wherein the network interface device

is capable of exchanging data with the network using a wireless connection.

59. New The ortable com uter of Claim 58 wherein the network com rises a

cellular data carrier network.

60. New The method of Claim 32 wherein the network interface device is ca able

of exchanging data with the network using a wireless connection.

6l. New The method of Claim 60 wherein the network com rises a cellular data

carrier network.

62. New The method of Claim 44 wherein the network interface device is ca able

of exchanging data with the network using a wireless connection.

63. New The method of Claim 62 wherein the network com rises a cellular data

carrier network.

64. New Acom uter ro ram roduct com risin a ro ram code stored inanon-

transitopy computer readable medium operable on computer capable of executing instructions

using a common operating system and having at least one electronic data processor
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communicatively coupled to a first and second memopy space and to a network interface device

configured to exchange data across a network of one or more computers and access at least one

website, configured to:

store at least one system file within the first memopy space‘,

open a first browser process in a first logical process, the first logical process being

configured to access data contained in the first memopy space‘,

open a second browser process in a second logical process, the second logical process

being configured to access data contained in the second memopy space; and

pass data fiom the first browser process to the second browser process, wherein the at

least one system file residing on the first memopy space is protected from corruption by a

malware process downloaded from the network and executing as part of the second browser

process.

65. New The com uter ro ram roduct of Claim 64 wherein the first browser

process is capable of opening the second browser process and the program code stored in the

non-transitopy computer readable medium is further configured to pass data to the second

browser process.

66. New The com uter ro ram roduct of Claim 64 wherein the second lo ical

process is configured to generate data for display and the program code stored in the non-

transitopy computer readable medium is further configured to process website Video data fiom

the second browser process.

67. New The com uter ro ram roduct of Claim 64 wherein the first browser

process is capable of directly exchanging data with the network interface device and the second
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browser process or the second browser process is capable of directly exchanging data with the

network interface device and the first browser process.

68. New The com uter ro ram roduct of Claim 64 wherein at least one corru ted

file for a browser process is capable of being restored from a protected file.

69. New The com uter ro ram roduct of Claim 64 wherein at least one corru ted

file residing on the second memopy space is capable of being deleted when the second browser

process is terminated.

70. New The com uter ro ram roduct of Claim 64 wherein the first browser

process is protected fiom executing instructions initiated by a malware process downloaded fiom

the network and executing as part of the second browser process.

71. New The com uter ro ram roduct of Claim 64 wherein attem ts b malware

to record data entpy by a computer user are effectively blocked.

72. New The com uter ro ram roduct of Claim 64 wherein the network interface

device is capable of exchanging data with the network using a wireless connection.

73. New The com uter ro ram roduct of Claim 72 wherein the network

comprises a cellular data carrier network.
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Remarks

The Applicants have carefully considered this application in connection with the

Examiner’s Office Action and respectfully request reconsideration of this application in view of

the foregoing amendments and the following remarks. The Applicants thank the Examiner for

the Examiner Interview with Mr. Rozman on March 4, 2011 and have taken into consideration

the topics of discussion therein when addressing the objections and rejections to this application.

The Applicants originally submitted Claims 1-57 in the application. While Claims 1-3,

6-11, 15, 17, 19-22, 24-26, 28, 32-40, 42, and 44-57 have been amended and Claims 58-73 have

been added, no claims have been cancelled herein. For the Examiner’s benefit, the Applicants

have provided an Appendix II to clearly show the amendments to the specification and claims

from the preliminary amendment filed on March 9, 2010. Regarding the added claims, Claims

58-63 depend from previous independent claims, and independent Claim 64 (with its respective

dependent Claims 65-73) is a computer program product claim with analogous limitations to

ones of the previous independent (and dependent) claims. Also, the Examiner has indicated that

Claims 8, 9, 13 and 18 would be allowable if rewritten in independent form including all of the

limitations of the base claim and any intervening claims. Accordingly, Claims 1-73 are currently

pending in the application.

1. Formal Matters

The Examiner has objected to the information disclosure statement filed 05 August 2010 for

failing to comply with 37 CFR l.98(a)(2), which requires a legible copy of each cited foreign patent
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document; each non-patent literature publication or that portion which caused it to be listed; and all

other information or that portion which caused it to be listed. In accordance therewith, the

Applicants have submitted a copy of “Expanding and Extending the Security Features of Java” to the

Examiner, thereby overcoming the objection to the information disclosure statement.

11. Rejections under 35 U.S.C. §251

The Examiner has rejected Claims 1-57 under 35 U.S.C. §251 as being improperly

broadened in a reissue application for the recapture of broadened claimed subject matter

surrendered in the application for the patent upon which the present reissue is based. The

Examiner believes that the claims of the reissue application have been broadened to read on any

multiprocessor system capable of exchanging data over a network instead of having a dedicated

processor for communicating across the network. The Examiner also believes that the claims of

the reissue application have been broadened with the removal of the limitation that the data from

both processors are combined to be displayed in a windowed format on a display terminal. The

Examiner believes that the removal of the aforementioned claim limitations represents an

improper recapture. (Examiner’s Office Action, pp. 2-4.) The Applicants respectfully disagree.

Regarding the first limitation introduced above, the claims of the parent application (U.S.

Patent No. 7,484,247) do not include a limitation wherein a processor is dedicated to

communicating across a network. Thus, recapture cannot apply to the aforementioned limitation

inasmuch as the claims of the parent application do not recite a dedicated processor for

communicating across the network. Regarding the windowed format for display, an analogous

limitation was present in ones of the claims of the parent application as filed, and was not
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amended or argued during prosecution thereof. Thus, this limitation was not previously

surrendered during the prosecution of the parent application.

Accordingly, the Applicants believe that recapture does not apply to the present

application and respectfully request the Examiner to withdraw the rejection of Claims 1-57 under

35 U.S.C. §25l.

III. Rejections under 35 U.S.C. §112

The Examiner has rejected Claims 25 and 44-57 under 35 U.S.C. §112, second

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject

matter which applicant regards as the invention. The Applicants have amended ones of Claims

25 and 44-57 to resolve any ambiguities and antecedent basis errors therein, thereby overcoming

the rejection of Claims 25 and 44-57 under 35 U.S.C. §112, second paragraph.

IV. Rejections under 35 U.S.C. §101

The Examiner has rejected Claims 44-57 under 35 U.S.C. §101 because the claimed

invention is directed to non-statutory subject matter. The Applicants have amended ones of

Claims 44-57 to direct the claims to a statutory class of invention, thereby overcoming the

rejection of Claims 44-57 under 35 U.S.C. §101.

V. Rejections under 35 U.S.C. §102

The Examiner has rejected Claims 32-36, 39-48 and 51-57 under 35 U.S.C. §l02(e) as

being anticipated by U.S. Patent No. 7,146,305 to van der Made. As the Examiner is no doubt
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aware, anticipation requires that each and every limitation of the claimed invention be disclosed

in a single prior art reference. The disclosed limitations must either be disclosed expressly or

inherently and must be arranged as in the rejected claims.

While the Applicants do not necessarily agree, the Applicants have amended independent

Claims 32 and 44 to clarify a previously claimed embodiment of the present application. In

accordance therewith, the Applicants believe that van der Made fails to teach or suggest, among

other things, a method of operating a portable computer including exchanging data across a

network of one or more computers and accessing at least one website as recited in ones of

independent Claims 32 and 44 of the present application. It follows that van der Made also fails

to teach or suggest executing or opening first and second browser processes as recited in ones of

independent Claims 32 and 44 of the present application for the reasons as set forth below.

Van der Made is directed to “a virtual machine system for computer code behavior

analysis, the virtual machine system having a software processor.” (Column 3, lines 8-10.) Van

der Made is clear that the virtual machine system is directed to a system that analyzes application

program code for malware, and does so in a simulated, virtual machine environment. Van der

Made teaches:

The analytical virtual machine (AVM) described here is intended

to be used in automated code function analysis and behavior

extraction. (Column 4, lines 24-26.)

Van der Made further teaches:

The preceding discussion described a virtual machine that

performs analysis of an application program (code) within a

protected execution environment on a real computer. (Column 10,

lines 29-31.)
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In accordance with the teaching of van der Made, the Applicants respectfully assert that

the virtual machine is not intended to exchange data across a network of one or more computers.

As van der Made provides:

Preferred implementations of an analytical virtual machine do not

allow physical input or output to take place or any interaction

between the program code under analysis and the real or physical

computer system. Instead, input and output operations, system

calls and instructions are simulated in a manner transparent to the

code under analysis. (Column 4, lines 8-14.)

Van der Made goes on to reiterate the intent that no interactions be allowed between the program

code under analysis and the real or physical system by stating:

No direct interaction is allowed to exist between the application

program and the system software execution environment and/or the

computer hardware. (Column 10, lines 42-44.)

The Applicants assertion that van der Made teaches a system for computer code

simulation and behavior analysis is further illustrated by a statement in van der Made that:

The aim of execution within the AVM is to perform an analysis

that extracts the program code behavior under every condition

contained within that program. Once this aim has been satisfied,

the analytical virtual machine is terminated, preserving the

generated behavior pattern and the sequencer structure, which

contains the sequence in which events recorded in the behavior

pattern have taken place. (Column 10, line 63 to column ll, line

3.)

Van der Made then teaches that the end product of the Analytical Virtual Machine (AVM) is by

stating:

The end product of an invocation of an AVM in accordance with

preferred embodiments of the present invention are the contents of

the behavior flag register and the sequencer. (Column 10, lines 7-

1 0.)
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Thus, it is quite clear from the excerpts of the reference reproduced above that van der

Made fails to teach or suggest a method of operating a portable computer including exchanging

data across a network of one or more computers and accessing at least one website as recited in

ones of independent Claims 32 and 44 of the present application. To reiterate, van der Made is

directed to a virtual machine system for computer code behavior analysis, whereas the method of

operating the portable computer as recited in ones of independent Claims 32 and 44 of the

present application is operable to interact with a network interface device to exchange data

across a network of one or more computers, execute or open browser processes and, ultimately,

protect a system file residing on a memory space from corruption by a malware process.

Thus, van der Made fails to teach or suggest the limitations of Claims 32 and 44, and the

claims dependent thereon. Accordingly, the Applicants respectfully request the Examiner to

withdraw the §102 rejection in view thereof with respect to Claims 32-36, 39-48 and 51-57 of

the present application.

VI. Rejections under 35 U.S.C. §103(a)

The Examiner has rejected Claims 1-5, 7, 10, 11 and 14-17 under 35 U.S.C. § 103(a) as

being unpatentable over van der Made in view of U.S. Patent No. 6,871,348 to Cooper. The

Examiner has also rejected Claims 6 and 20 under 35 U.S.C. § 103(a) as being unpatentable over

van der Made in view of Cooper and further in view of U.S. Patent No. 7,024,581 to Wang, et al.

(“Wang”). The Examiner has also rejected Claims 12 and 19 under 35 U.S.C. § 103(a) as being

unpatentable over van der Made in view of Cooper and further in view of U.S. Patent No.

6,578,140 to Pollicard. The Examiner has also rejected Claims 21-26 and 29-31 under 35 U.S.C.

ARAC-01RE1 Page 24 of 47

Google - Exhibit 1002, page 208



Google - Exhibit 1002, page 209

§ l03(a) as being unpatentable over Van der Made. The Examiner has also rejected Claims 27,

28, 37, 38 and 50 under 35 U.S.C. § l03(a) as being unpatentable over Van der Made in View of

Wang.

With respect to independent Claims 1, l0, l5 and 21 of the present application, the

Examiner relies on Van der Made for exchanging data across a network of one or more

computers. (Examiner’s Office Action, pp. 13, 14, 16, 17 and 20-22.) For the reasons as set

forth above, the Applicants respectfully disagree. To reiterate, Van der Made is directed to a

Virtual machine system for computer code behavior analysis, whereas the method of operating a

portable computer as recited in independent Claim 1, the multi-processor computer systems as

recited in ones of independent Claims 10 and 15, and a portable computer as recited in

independent Claim 21 of the present application are configured to exchange data across a

network of one or more computers, execute browser processes or instructions and, ultimately,

protect data or a system file residing on a memory space from corruption by a malware process.

The same, of course, is true for the method of operating the portable computer as recited in ones

of independent Claims 32 and 44 of the present application.

In accordance therewith, it appears to the Applicants that Van der Made (and the other

references by the Examiner’s own admission) does not teach or suggest, among other things, a

computer, or related method of operating the same, configured to exchange data across a network

of one or more computers as recited in ones of independent Claims 1, 10, 15, 21, 32 and 44 of

the present application. Thus, the combination of references does not teach or suggest all of the

limitations of independent Claims 1, l0, 15, 21, 32 and 44 of the present application. In View of

the foregoing remarks, the cited references do not support the Examiner’s rejection of

independent Claims 1, l0, 15, 21, 32 and 44 and the claims dependent thereon, namely, Claims
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2-7, Claims 11, 12, 14, Claims 16, 17, 19, 20, Claims 22-31, Claims 37, 38, and Claim 50,

respectively, under 35 U.S.C. §103(a). In accordance therewith, the Applicants respectfully

request the Examiner withdraw the rejection.

VII. Conclusion

In View of the foregoing amendments and remarks, the Applicants now see all of the

claims currently pending in this application to be in condition for allowance and therefore

earnestly solicit a Notice of Allowance therefor.

The Applicants request that the Examiner telephone the undersigned attorney of record at

(972) 732-1001 if such would further expedite the prosecution of the present application. The

Commissioner is hereby authorized to charge any additional fees, or credit any overpayments, to

Deposit Account No. 50-1065.

Respectfully submitted,

April 4, 201 1 /Glenn W. Boisbrun/

Date Glenn W. Boisbrun

Attorney for Applicant

Reg. No. 39,615

Slater & Matsil, L.L.P.

17950 Preston Rd., Suite 1000

Dallas, Texas 75252-5793

Tel. 972-732-1001

Fax: 972-732-9218
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APPENDIX I

STATUS OF CLAIMS AND

SUPPORT FOR CLAIM CHANGES

Claims Status Su 1 sort

Twice C01 9 lines 30-37 C01 11 lines 2-4 C01 6 lines 56-60

Amended Fig. 1, 190, 195 Fig. 1, 120, 191, C01 101ine 67

C01 18 lines 3-5 190, 110, 130

Twice C01 18 lines 30-33 C01 16 lines 19-21 C01 9 lines 48-52

Amended C01 16 lines 44-47 C01 10 lines 34-37

Co11811nes33-38

Twice Fig. 4, 420 C01 12 lines 46-58
Amended

Col 18 lines 49-52
_Col 18 lines 53-60
_Col 18 lines 61-65

10 Twice C01 9 lines 30-37 C01 11 lines 2-4 C01 6 lines 56-60

Amended Fig. 1, 190, 195 Fig. 1, 120, 191, C01 101ine 67

C01 18 lines 3-5 190, 110, 130

Col 16 lines 19-21 C019 lines 48-52Amended C01 16 lines 44-47 C01 10 lines 34-37

12 Oriinal

13 Ori inal

14 Ori ina1

15 Twice C01 9 lines 30-37 C01 11 lines 2-4 C01 6 lines 56-60

190, 110, 130

16 Ori ina1

Amended 190, 110, 130

18 Ori ina1

Co12011nes 38-42

20 Twice Fig. 4, 420 Col 12 lines 46-58
Amended

21 New C01 9 lines 30-37 Fig. 1, 120, 150, 160 Fig. 1, 120, 140

Fig. 1, 190 Col 16 lines 24-30 Fig. 1, 140, 170, 180
C01 7 lines 63-67 C01 6 lines 56-60 C01 18 lines 23-28

C01 9 line 53 C01 10 line 67 C01 18 lines 3-5

Fig. 1, 120, 191, Col 11 lines 2-4

190, 110, 130 C018 lines 1-6

F1.1,12o,191,190‘
Fi. 1,120,191, Col 11 lines 38-41
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l\) -lk

-lk l\)

-lk -lk

-
-
-

52

/ co3

/ co3

/

190, 195 ‘
cw Fi. 1, 140, 190 :
ew C01 14 lines 62-67 C01 9 lines 30-47

ew C01 18 lines 30-33 C01 16 lines 19-21

Col 16 lines 44-47

cw
ew C017 lines 13-16
cw —
cw —
cw —

C01 9 lines 30-37

Fig. 1, 190
C01 7 lines 63-67

C01 9 line 53

Fig. 1,120,191,

190, 110, 130

cw Fi.1,12o,191,190F

ew Fig. 1, 120, 191, Col 11 lines 38-41

190, 195

cw Fi. 1, 140, 190 :
ew C01 18 lines 30-33 C01 16 lines 19-21

Col 16 lines 44-47

—

—

ew Fi. 4, 420 C01 12 lines 46-58

ew C01 12 lines 46-58 C017 lines 13-16

—
—
—

C01 9 lines 48-52

Col 10 lines 34-37

—
—
—
—
—

Col 16 lines 24-30

C01 6 lines 56-60

C01 10 line 67

C01 11 lines 2-4

Col 8 lines 1-6

Fig. 1, 120, 140

Fig. 1, 140, 170, 180
Col 18 lines 23-28

C01 9 lines 48-52

Col 10 lines 34-37

ew C01 8 lines 23-26 —

‘
‘
‘

cw‘
cw ‘‘

171, 180“V --
cw ‘‘

C01 9 lines 30-37

Fig. 1, 190
C01 7 lines 63-67

C01 9 line 53

Fig. 1,120,191,

190, 110, 130

cw Fi.1,12o,191,190‘

ew Fig. 1, 120, 191, Col 11 lines 38-41

190, 195

—

cw Fi. 3, 320 “
——

—
—
—

Col 16 lines 24-30

C01 6 lines 56-60

C01 10 line 67

C01 11 lines 2-4

Col 8 lines 1-6

Fig. 1, 120, 140

Fig. 1, 140, 170, 180
Col 18 lines 25-28

cw
cw
cw
cw —
ew C01 19 lines 33-37
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—C01 1 and 2 US PAT 6,216,112

C01 9 lines 30-37 C01 16 lines 24-30

Fig. 1, 190 C016 lines 56-60
C01 7 lines 63-67 C01 10 line 67

C01 9 line 53 C01 11 lines 2-4

Fig. 1, 120, 191, C018 lines 1-6

190, 110, 130

Fig. 1, 120, 191, C0111 lines 38 41 Fig 2, 220

190, 195 C01 13 lines 22 24

Fig. 1, 120, 140
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C01 18 lines 25-28
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—
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APPENDIX II

SPECIFICATION AS AMENDED ACCORDING TO STANDARD AMENDMENT

FORMAT

Kindly amend the “Cross Reference to Multiple Reissue Applications” section as set

forth below:

Cross Reference to Multiple Reissue Applications

This application is a reissue application of U.S. Patent No. 7,484,247, entitled “System

and Method for Protecting a Computer System from Malicious Software,” issued on January 27,

2009, and is related to another reissue application designated U.S. Patent Application Serial No.

l2/720,207 from U.S. Patent No. 7,484,247 filed

concurrently herewith, which are incorporated herein by reference. This application is also

related to another reissue application designated U.S. Patent Application Serial No. l2/854,149

from U.S. Patent No. 7,484,247 filed on August l0, 20l0 and a continuation application

therefrom designated U.S. Patent Application Serial No. l3/0l5,l86 filed on Januag 27, 201 l,

which are incorporated herein by reference. This application is also related to another reissue

application designated U.S. Patent Application Serial No. l2/941,067 from U.S. Patent No.

7,484,247 filed on November 7, 2010, which is incorporated herein by reference.
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CLAIMS AS AMENDED ACCORDING TO STANDARD AMENDMENT FORMAT

1. (Currently Amended) A method of operating a computer system capable of

exchanging data across a network of one or more computers and having at least a first and

second electronic data processor capable of executing instructions using a common operating

system, comprising :

executing browser instructions in a first logical process within the common operating

system using the first electronic data processor, wherein the first logical process is capable of

accessing data contained in a first memory space;

executing instructions in a second logical process within the common operating system

using the second electronic data processor, wherein the second logical process is capable of

accessing data contained in the second memory space;Q1

displaying data from the first logical process and the second logical process, wherein a

Video processor is adapted to combine data from the first and second logical processes and

transmit the combined data to a display;

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second logical process.

2. (Currently Amended) The method of claim 1 wherein the second memory space

[[is]]comprises memorV_ selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;
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a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.

3. (Currently Amended) The method of claim 1 wherein the second logical process

[[is]]comprises a process selected from the group consisting of:

an electronic mail process, an instant messaging process, an intemet browser process, an

interactive gaming process, a virtual private network (VPN) process, and a reader application

process.

4. (Previously Presented) The method of claim 1 wherein the first logical process

receives user interface data, and passes the user interface data to the second logical process.

5. (Previously Presented) The method of claim 1 wherein the first and second

electronic data processors are part of a multi-core electronic data processor.

6. (Currently Amended) The method of claim l and further comprising t-l=I%S-E619-6-f

restoring at least one corrupted data file from a protected image.

7. (Currently Amended) The method of claim l and further comprising the-step-o-f

automatically deleting at least one data file residing on the second memory space when the

second logical process is terminated.

8. (Currently Amended) The method of claim l and further comprising :

encrypting data with the first logical process;

transferring the encrypted data from the first logical process to the second logical

process;Lncl

transferring the encrypted data from the second logical process to the network interface

device.
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9. (Currently Amended) The method of claim 8 and further comprising :

decrypting the data with the network interface device;Q1

transferring the decrypted data from the network interface device to the network.

10. (Currently Amended) A multi-processor computer system using a common

operating system capable of exchanging data across a network of one or more computers via a

network interface device, comprising:

a first electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a first memory space;

a second electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a second memory space;£1

a video processor adapted to combine video data from the first and second electronic data

processors and transmit the combined video data to a display;

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing on the second

electronic data processor.

ll. (Currently Amended) The computer system of claim 10 wherein the second

memory space [[is]]comprises memogv_ selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.
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12. (Previously Presented) The computer system of claim 10 wherein the first and

second electronic data processors are part of a dual processor computer system.

13. (Previously Presented) The computer system of claim 10 wherein the second

electronic data processor and the video processor are co-located on a circuit card, the circuit card

being communicatively coupled to the first electronic data processor.

14. (Previously Presented) The computer system of claim 10 wherein the computer

system is configured such that the first electronic data processor is protected from executing

instructions initiated by a malware process downloaded from the network and executing on the

second electronic data processor.

15. (Currently Amended) A multi-processor computer system using a common

operating system capable of exchanging data across a network of one or more computers,

comprising:

at least a first and second electronic data processor capable of executing instructions

using the common operating system;

at least a first and second memory space; and

a video processor;

wherein the first and second electronic data processors, first and second memory space,

and video processor are configuredg 

 browser instructions in a first logical process with the first

electronic data processor, wherein the first logical process is executing within the common

operating system and is capable of accessing data contained in the first memory space;

 browser instructions in a second logical process with the second

electronic data processor, wherein the second logical process is executing within the common
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operating system and is capable of accessing data contained in the second memory space; and

 datafrom the first logical process and the second logical

process, wherein the video processor is adapted to combine data from the first and second logical

processes and transmit the combined data to a display;

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second logical process.

16. (Previously Presented) The computer system of claim 15 wherein the computer

system is further configured such that the first logical process is protected from executing

instructions initiated by a malware process downloaded from the network and executing as part

of the second logical process.

17. (Currently Amended) The computer system of claim 15 and further

comprising[[:]] at least one network interface device capable of exchanging data with the

network and with a logical process that comprises a process selected from the group consisting

of:

the first logical process; and

the second logical process.

18. (Previously Presented) The computer system of claim 17 wherein the network

interface device is capable of decrypting data received from the second logical process and

transmitting the decrypted data to the network while preventing the second logical process from

accessing the decrypted data.
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19. (Currently Amended) The computer system of claim 15 wherein the at least one

electronic data processor [[is]]comprises a processor selected from the group consisting of[[:]] a

multi-core electronic data processor; dual electronic data processors; and multiple electronic data

processors.

20. (Currently Amended) The computer system of claim 15 and further configured t_o

restore at least one corrupted data file from a protected

image.

21. (Currently Amended) A portable computer capable of executing instructions

using a common operating system, comprising:

a network interface device configured to exchange data across a network of one or more

computers andaccess at least one website;

at least a first memory space and a second memory space, the first memory space

containing at least one system file;

at least one electronic data processor communicatively coupled to the network interface

device, the first and second memory space, and to a user interface, wherein the user interface is

configured to receive input from a computer user;

the at least one electronic data processor configured to execute a first browser process in

a first logical process within the common operating system, wherein the first logical process is

capable of accessing data contained in the first memory space;

the at least one electronic data processor further configured to execute a second browser

process in a second logical process within the common operating system, wherein the second

logical process is capable of accessing data contained in the second memory space and is further

capable of generating video data from a website accessed via the network; and
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a video processor configured to transnciitlm video data from the second browser

process to—a@ display;

wherein the first browser process is capable of opening the second browser process and is

further capable of passing data to the second browser process;

wherein further the portable computer is configured such that the at least one system file

residing on the first memory space is protected from corruption by a malware process

downloaded from the network and executing within the second browser process.

22. (Currently Amended) The portable computer of Claim 2l wherein the first

browser process is capable of iexchanging data with the network interface device and

with the second browser process.

23. (Previously Presented) The portable computer of Claim 22 wherein the first

browser process is capable of passing data downloaded from the network to the second browser

process.

24. (Currently Amended) The portable computer of Claim 2l wherein the second

browser process is capable of iexchanging data with the network interface device and

with the first browser process.

25. (Currently Amended) The portable  computerof

Claim 21 wherein the at least one electronic data processor [[is]]comprises a processor selected

from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors;£1

a multi-core electronic data processor.
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26. (Currently Amended) The portable computer of Claim 21 wherein the second

memory space [[is]]comprises memogv_ selected fiom the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.

27. (Previously Presented) The portable computer of Claim 21 configured such that

at least one corrupted file required for a browser process is capable of being restored from a

protected image.

28. (Currently Amended) The portable computer of Claim 27 wherein the protected

image is stored at a location selected fiom the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device; and

a nonvolatile memory disk;

 .

29. (Previously Presented) The portable computer of Claim 21 configured such that

at least one corrupted file residing on the second memory space is capable of being automatically

deleted when the second browser process is terminated.

30. (Previously Presented) The portable computer of Claim 21 configured such that

the first browser process is protected from executing instructions initiated by a malware process

downloaded from the network and executing as part of the second browser process.
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3 l. (Previously Presented) The portable computer of Claim 21 wherein attempts by

malware to record data entry by the computer user are effectively blocked.

32. (Currently Amended) A method of operating a portable computer capable of

executing instructions using a common operating system and having at least one electronic data

processor communicatively coupled to a first and second memory space and to a network

interface device ~ - 

 ,comprising :

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website;

storing at least one system file within the first memory space;

executing a first browser process in a first logical process within the common operating

system using the at least one electronic data processor, wherein the first logical process is

configured to access data contained in the first memory space;

executing a second browser process in a second logical process within the common

operating system using the at least one electronic data processor, wherein the second logical

process is configured to access data contained in the second memory space and is further

configured to generate video data;

opening the second browser process on instruction from the first browser process;

passing data from the first browser process to the second browser process; and

displaying website video data from the second browser process;

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.
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33. (Currently Amended) The method of Claim 32 wherein the portable computer is

configured such that the first browser process is capable of directly exchanging data with the

network interface device and with the second browser process.

34. (Currently Amended) The method of Claim 33 and further comprising thestep

downloading data from the network and passing the data from the first browser process to

the second browser process.

35. (Currently Amended) The method of Claim 32 wherein the portable computer is

configured such that the second browser process is capable ofiexchanging data with the

network interface device and with the first browser process.

36. (Currently Amended) The method of Claim 32 wherein the second memory space

[[is]]comprises memorv_ selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.

37. (Currently Amended) The method of Claim 32 and further comprising the-step

restoring at least one corrupted file from a protected image.

38. (Currently Amended) The method of Claim 37 wherein the protected image is

stored at a location selected from the group consisting of:

a removable drive;

the first memory space;
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a partition on a memory device; and

a nonvolatile memory disk;

 .

39. (Currently Amended) The method of Claim 32 and further comprising thestep

deleting at least one corrupted data file residing on the second memory space when the

second logical process is terminated.

40. (Currently Amended) The method of Claim 32 wherein the at least one electronic

data processor [[is]]comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors;£1

a multi-core electronic data processor.

41. (Previously Presented) The method of Claim 32 wherein the first browser process

is protected from executing instructions initiated by a malware process downloaded from the

network and executing as part of the second browser process.

42. (Currently Amended) The method of Claim 32 and further comprising the-step

displaying video data from the first browser process.

43. (Previously Presented) The method of Claim 32 wherein attempts by malware to

record data entry by the computer user are effectively blocked.

44. (Currently Amended) A method of operating a portable computer[[,]] comprising

a network interface device 
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 ,at least a first memory space and a second memory

space, and at least one electronic data processor communicatively coupled to the network

interface device, the first and second memory space, and to a user interface, wherein—theuser

 

 compfising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website;

storing at least one system file in the first memory space;

opening a first browser process, wherein the first browser process is capable of accessing

data contained in the first memory space;

opening a second browser process, wherein the second browser process is capable of

accessing data contained in the second memory space, and is further capable of generating video

data for video display; and

passing data from the first browser process to the second browser process;

 ;

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.

45. (Currently Amended) The  ethodof Claim 44 wherein the

first browser process is capable of directly exchanging data with the network interface device

and with the second browser process.

46. (Currently Amended) The  ethodof Claim 45 and further

comprising
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downloading data from the network and passing the downloaded data from the first

browser process to the second browser process.

47. (Currently Amended) The  ethodof Claim 46 and further

comprising

storing the downloaded data on the second memory space.

48. (Currently Amended) The  ethodof Claim 44 wherein the

second browser process is capable of directly exchanging data with the network interface device

and with the first browser process.

49. (Currently Amended) The  ethodof Claim 44 and further

comprising

restoring at least one corrupted file from a protected image.

50. (Currently Amended) The  ethodof Claim 49 wherein the

protected image is stored at a location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device; and

a non-volatile memory disk:

 .

51. (Currently Amended) The  ethodof Claim 44 eonfi-gu«1=ed—sueh

thatwherein at least one corrupted file residing on the second memory space is capable of being

automatically deleted when the second browser process is terminated.
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52. (Currently Amended) The  ethodof Claim 44 wherein the

first browser process is protected from executing instructions initiated by a malware process

downloaded from the network and executing as part of the second browser process.

53. (Currently Amended) The  ethodof Claim 44 and further

comprising

the first browser process instructing the second browser process to open.

54. (Currently Amended) The  ethodof Claim 44 wherein

attempts by malware to record data entry by [[the]]a computer user are effectively blocked.

55. (Currently Amended) The  ethodof Claim 44 wherein the at

least one electronic data processor [[is]]comprises a processor selected from the group consisting

of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors;£1

a multi-core electronic data processor.

56. (Currently Amended) The  ethodof Claim 44 wherein the

second memory space [[is]]comprises memogv_ selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.
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57. (Currently Amended) The  ethodof Claim 44 and further

comprising

the first browser process opening a plurality of second browser processes.

58. (New) The portable computer of Claim 21 wherein the network interface device

is capable of exchanging data with the network using a wireless connection.

59. (New) The portable computer of Claim 58 wherein the network comprises a

cellular data carrier network.

60. (New) The method of Claim 32 wherein the network interface device is capable

of exchanging data with the network using a wireless connection.

6l. (New) The method of Claim 60 wherein the network comprises a cellular data

carrier network.

62. (New) The method of Claim 44 wherein the network interface device is capable

of exchanging data with the network using a wireless connection.

63. (New) The method of Claim 62 wherein the network comprises a cellular data

carrier network.

64. (New) A computer program product comprising a program code stored in a non-

transitory computer readable medium operable on computer capable of executing instructions

using a common operating system and having at least one electronic data processor

communicatively coupled to a first and second memory space and to a network interface device

configured to exchange data across a network of one or more computers and access at least one

website, configured to:

store at least one system file within the first memory space;

open a first browser process in a first logical process, the first logical process being
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configured to access data contained in the first memory space;

open a second browser process in a second logical process, the second logical process

being configured to access data contained in the second memory space; and

pass data fiom the first browser process to the second browser process, wherein the at

least one system file residing on the first memory space is protected from corruption by a

malware process downloaded from the network and executing as part of the second browser

process.

65. (New) The computer program product of Claim 64 wherein the first browser

process is capable of opening the second browser process and the program code stored in the

non-transitory computer readable medium is further configured to pass data to the second

browser process.

66. (New) The computer program product of Claim 64 wherein the second logical

process is configured to generate data for display and the program code stored in the non-

transitory computer readable medium is further configured to process website Video data fiom

the second browser process.

67. (New) The computer program product of Claim 64 wherein the first browser

process is capable of directly exchanging data with the network interface device and the second

browser process or the second browser process is capable of directly exchanging data with the

network interface device and the first browser process.

68. (New) The computer program product of Claim 64 wherein at least one corrupted

file for a browser process is capable of being restored from a protected file.
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69. (New) The computer program product of Claim 64 wherein at least one corrupted

file residing on the second memory space is capable of being deleted when the second browser

process is terminated.

70. (New) The computer program product of Claim 64 wherein the first browser

process is protected from executing instructions initiated by a malware process downloaded from

the network and executing as part of the second browser process.

71. (New) The computer program product of Claim 64 wherein attempts by malware

to record data entry by a computer user are effectively blocked.

72. (New) The computer program product of Claim 64 wherein the network interface

device is capable of exchanging data with the network using a wireless connection.

73. (New) The computer program product of Claim 72 wherein the network

comprises a cellular data carrier network.
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DETAILED ACTION

1. The amendment of 04 April 2011 has been noted and made of record.

2. Claims 1-73 have been presented for examination.

Inforn1ation Disclosure Statement

3. The information disclosure statement (IDS) submitted on 04 April 2011 is in compliance

with the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement has been

considered by the examiner.

Response to Arguments

4. Applicant’s arguments, see pages 20-21, filed 04 April 2011, with respect to the

rejections made under 35 U.S.C. § 251 have been fully considered and are persuasive. The 35

U.S.C. § 251 rejection of claims 1-57 has been withdrawn.

5. Applicant’s arguments, see pages 20-21, filed 04 April 2011, with respect to the

rejections made under 35 U.S.C. § 112 have been fully considered and are persuasive. The 35

U.S.C. § 112 rejection of claims 25 and 44-57 has been withdrawn.

6. Applicant’s arguments, see pages 20-21, filed 04 April 2011, with respect to the

rejections made under 35 U.S.C. § 101 have been fully considered and are persuasive. The 35

U.S.C. § 101 rejection of claims 44-57 has been withdrawn.

7. Applicant's arguments with respect to the prior art rejection of claims 1-57 have been

considered but are moot in view of the new grounds of rejection set forth below.

Claim Rejections - 35 USC § 102

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:
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A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or
on sale in this country, more than one year prior to the date of application for patent in the United States.

9. Claims 1-4, 5, 7, 10-12, 14-17, 19, 21-26, 29-48, 51-56, 58-67, and 69-73 are rejected

under 35 U.S.C. 102(b) as being anticipated by U.S. Patent Application Publication No.

2002/0002673 A1 to Narin, hereinafter Narin.

10. As per claim 1, Narin teaches a method of operating a computer system capable of

exchanging data across a network of one or more computers and having at least a first and

second electronic data processor capable of executing instructions using a common operating

system, comprising the steps of:

executing browser instructions in a first logical process within the common operating

system using the first electronic data processor, wherein the first logical process is capable of

accessing data contained in a first memory space (Figures 2 [element 210, 212], 3 [element

310]], 4 [step 402], paragraphs 0019, 0030, 0031, 0035, 0036, 0040, 0046, i.e. secure application

offers a web browsing function in a multiprocessor system);

executing instructions in a second logical process within the common operating system

using the second electronic data processor, wherein the second logical process is capable of

accessing data contained in the second memory space (Figures 2 [elements 220, 222], 3 [element

320], 4 [step 404], paragraphs 0019, 0032, 0037, 0040-0041, 0050-0051); and

displaying data from the first logical process and the second logical process, wherein a

Video processor is adapted to combine data from the first and second logical processes and

transmit the combined data to a display (Figures 1 [element 190], 5, Abstract, paragraphs 0007,

0050, 0051, the second process renders its output in a child window of the first process, so that

Google - Exhibit 1002, page 244



Google - Exhibit 1002, page 245 Google - Exhibit 1002, page 245

Application/Control Number: 12/720,147 Page 4

Art Unit: 2439

the use of a second process to host non—secure software objects is transparent to the user of the

first process);

wherein the computer system is configured such that data residing on the second

electronic data processor is operating in a protected mode and data residing on the first memory

space is protected from corruption by a malware process downloaded from the network and

executing as part of the second logical process (Abstract, paragraph 0035-0036, 0039, the first

process’s address space is inaccessible to the second process; provides defense against from the

non—secure software object (i.e. web browsing functions, from observing or modifying anything

going on with the secure application)).

11. Regarding claim 2, Narin teaches wherein the second memory space comprises memory

selected from the group consisting of: a memory zone within a physical memory common to the

first memory space (Figure 2 [element 141], paragraph 0025); a partition on a memory device;

random access memory (RAM) (Figure 2 [element 132], paragraph 0023); both volatile and

nonvolatile memory.

12. Regarding claim 3, Narin teaches wherein the second logical process comprises a process

selected from the group consisting of: an electronic mail process, an instant messaging process,

an intemet browser process (paragraphs 0007, 0036, 0045-0051), an interactive gaming process,

a virtual private network (VPN) process, and a reader application process.
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13. Regarding claim 4, Narin teaches wherein the first logical process receives user interface

data and passes the user interface data to the second logical process (Figures 3 [elements 326,

238], 4 [step 408], paragraphs 0037-0038, 0041-0042).

14. Regarding claim 5, Narin teaches wherein the first and second electronic data processors

are part of a multi—core electronic data processor (paragraph 0019, multi—core electronic data

processor is the functional equivalent of a multiprocessor system, neatly packaged in a single-

chip) .

15. Regarding claim 7, Narin teaches automatically deleting at least one data file residing on

the second memory space when the second logical process is terminated (Figure 4 [step 412],

paragraph 0044).

16. As per claims 10 and 15, Narin teaches a multiprocessor computer system (Figure 1

[element 120], paragraphs 0019, 0021, multiprocessor systems) using a common operating

system capable of exchanging data across a network of one or more computers via a network

interface device, comprising:

a first electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a first memory space (Figures 2

[element 210, 212], 3 [element 310]], 4 [step 402], paragraphs 0019, 0030, 0031, 0035, 0036,

0040, 0046, i.e. secure application offers a web browsing function in a multiprocessor system);
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a second electronic data processor capable of executing browser instructions using the

common operating system and communicatively coupled to a second memory space (Figures 2

[elements 220, 222], 3 [element 320], 4 [step 404], paragraphs 0019, 0032, 0037, 0040-0041,

0050-0051);

a video processor adapted to combine video data from the first and second electronic

processors and transmit the combined video data to a display (Figures 1 [element 190], 5,

Abstract, paragraphs 0007, 0050, 0051, the second process renders its output in a child window

of the first process, so that the use of a second process to host non—secure software objects is

transparent to the user of the first process);

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first electronic memory space is

protected from corruption by a malware process downloaded from the network and executing on

the second electronic data processor (Abstract, paragraph 0035-0036, 0039, the f1rstprocess’s

address space is inaccessible to the second process; provides defense against from the non—secure

software object (i.e. web browsing functions, from observing or modifying anything going on

with the secure application)).

17. Regarding claim 11, Narin teaches wherein the second memory space comprises memory

selected from the group consisting of: a memory zone within a physical memory common to the

first memory space (Figure 2 [element 141], paragraph 0025); a partition on a memory device;

random access memory (RAM) (Figure 2 [element 132], paragraph 0023); both volatile and

nonvolatile memory.
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18. Regarding claim 12, Narin teaches wherein the first and second electronic data processors

are part of a dual processor computer system (Figure 1 [element 120], paragraphs 0019, 0021,

multiprocessor systems).

19. Regarding claims 14 and 16, Narin teaches wherein the computer system is configured

such that the first electronic data processor is protected from executing instructions initiated by a

malware process downloaded from the network and executing on the second electronic data

processor (Abstract, paragraph 0035-0036, 0039, the f1rstprocess’s address space is inaccessible

to the second process; provides defense against from the non—secure software object (i.e. web

browsing functions, from observing or modifying anything going on with the secure

application)).

20. Regarding claim 17, Narin teaches at least one network interface device capable of

exchanging data with the network and with a logical process selected from the group consisting

of: the first logical process and the second logical process (paragraph 0036, secure application

312 may provide some type of web—browsing functionality, which would require exchanging

data with the network interface device).

21. Regarding claim 19, Narin teaches wherein the at least one electronic data processor

comprises a processor selected from the group consisting of: a multi—core electronic data
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processor; dual electronic data processors (Figure 1 [element 120], paragraphs 0019, 0021,

multiprocessor systems).

22. As per claim 21, Narin teaches a portable computer capable of executing instructions

using a common operating system (paragraph 0019, i.e. handheld or laptop devices), comprising:

a network interface device (Figure 1 [element 170]) configured to exchange data across a

network of one or more computers and access at least one website (paragraphs 0026, 0027, 0048,

0049);

at least a first memory space (Figure 2 [elements 132, 141, 212]) and a second memory

space (Figure 2 [elements 132, 141, 222]), the first memory space containing at least one system

file (Figure 1 [element 134], paragraphs 0030, 0031);

at least one electronic data processor (Figure 1 [element 120]) communicatively coupled

(Figure 1 [element 121], system bus) to the network interface device (Figure 1 [element 170]),

the first (Figure 2 [elements 132, 141, 212]) and second memory space (Figure 2 [elements 132,

141, 222]), and to a user interface, wherein the user interface is configured to receive input from

a computer user (Figure 1 [element 160], paragraph 0025);

the at least one electronic data processor configured to execute a first browser process in

a first logical process, wherein the first logical process is capable of accessing data contained in

the first memory space (Figures 2 [element 210, 212], 3 [element 310]], 4 [step 402], paragraphs

0030, 0031, 0035, 0036, 0040, 0046, i.e. secure application offers a web browsing function);

the at least one electronic data processor further configured to execute a second browser

process in a second logical process within the common operating system (Figures 2 [element
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220], 3 [element 320], 4 [step 404], paragraphs 0032, 0037, 0040), wherein the second logical

process is capable of accessing data contained in the second memory space (Figure 2 [elements

220, 222]) and is further capable of generating Video data from a website access Via the network

(Figures 3 [element 322], 4 [steps 406, 410], paragraphs 0040-0041,0050-0051, rendering

webpage data, which one of ordinary skill in the art would construe as containing Video data, in

the non—secure process);

a Video processor (Figure 1 [element 190]) configured to transmit Video data from the

second browser process to a display (Figure 5, Abstract, paragraphs 0007, 0050, 0051, the

second process renders its output in a child window of the first process, so that the use of a

second process to host non—secure software objects is transparent to the user of the first process);

wherein the first browser process is capable of opening the second browser process and is

further capable of passing data to the second browser process (Figures 3 [elements 326, 238], 4

[step 408], paragraphs 0037-0038, 0041-0042, secure application may initiate the hosting of the

non—secure software object by instructing the host application to load and execute a non—secure

software object within the separate process);

wherein further the portable computer is configured such that the at least one system file

residing on the first memory space is protected from corruption by a malware process

downloaded from the network and executing within the second browser process (Abstract,

paragraph 0035-0036, 0039, the first process’s address space is inaccessible to the second

process; provides defense against from the non—secure software object (i.e. web browsing

functions, from observing or modifying anything going on with the secure application)).
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23. Regarding claim 22, Narin teaches wherein the first browser process is capable of

exchanging data with the network interface device (paragraph 0036, secure application 312 may

provide some type of web—browsing functionality, which would require exchanging data with the

network interface device) and with the second browser process (Figures 3 [elements 326, 238], 4

[step 408], paragraphs 0037-0038, 0041-0042, secure application communicates with hosting

application, which hosts non—secure objects).

24. With regards to claim 23, Narin teaches wherein the first browser process is capable of

passing data downloaded from the network to the second browser process (Figures 3 [elements

326, 238], 4 [step 408], paragraphs 0037-0038, 0041-0042).

25. Regarding claim 24, Narin teaches wherein the second browser process is capable of

exchanging data with the network interface device (paragraph 0036, non—secure software object

is a web browser, which includes the second process exchanging data via the network interface

device) and with the first browser process (Figure 5, Abstract, paragraphs 0007, 0050, 0051, the

second process communicates with the first process for the purpose of rendering its output in a

child window of the first process).

26. Regarding claim 25, Narin teaches wherein the at least one electronic data processor is

selected from the group consisting of: an Application Specific Integrated Circuit; a Field

Programmable Gate Array; a plurality of electronic data processors (Figure 1 [element 120],

paragraphs 0019, 0021, multiprocessor systems); a multi-core electronic data processor.
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27. Regarding claim 26, Narin teaches wherein the second memory space is selected from the

group consisting of: a memory zone within a physical memory common to the first memory

space (Figure 2 [element 141], paragraph 0025); a partition on a memory device; random access

memory (RAM) (Figure 2 [element 132], paragraph 0023); both volatile and nonvolatile

memory.

28. Regarding claim 29, Narin teaches at least one corrupted file residing on the second

memory space is capable of being automatically deleted when the second browser process is

terminated (Figure 4 [step 412], paragraph 0044).

29. Regarding claim 30, Narin teaches that the first browser process is protected from

executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process (Abstract, paragraph 0035-0036, the first

process’s address space is inaccessible to the second process).

30. Regarding claim 31, Narin teaches wherein attempts by malware to record data entry by

the computer user are effectively blocked (paragraph 0035, provide defense against observation

and/or modification).

31. As per claim 32, Narin teaches a method of operating a portable computer (paragraph

0019, i.e. handheld or laptop devices) capable of executing instructions using a common
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operating system and having at least one electronic data processor (Figure 1 [element 120])

communicatively coupled (Figure 1 [element 121], system bus) to a first (Figure 2 [elements

132, 141, 212]) and second memory space (Figure 2 [elements 220, 222]) and to a network

interface device (Figure 1 [element 170]), comprising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website (paragraphs 0026, 0027, 0048, 0049);

storing at least one system file within the first memory space (Figures 1 [element 134], 2

[elements 132, 141, 212], paragraphs 0030, 0031);

executing a first browser process in a first logical process within the common operating

system using the at least one electronic data processor, wherein the first logical process is

configured to access data contained in the first memory space (Figures 2 [element 210, 212], 3

[element 310]], 4 [step 402], paragraphs 0030, 0031, 0035, 0036, 0040, 0046, i.e. secure

application offers a web browsing function);

executing a second browser process in a second logical process within the common

operating system using the at least one electronic data processor (Figures 2 [element 220], 3

[element 320], 4 [step 404], paragraphs 0032, 0037, 0040), wherein the second logical process is

configured to access data contained in the second memory space (Figure 2 [elements 220, 222])

and is further configured to generate video data (Figures 3 [element 322], 4 [steps 406, 410],

paragraphs 0040—0041,0050—0051, rendering webpage data, which one of ordinary skill in the art

would construe as containing video data, in the non—secure process);

opening the second browser process on instruction from the first browser process

(Figures 3 [elements 326, 238], 4 [step 408], paragraphs 0037-0038, 0041-0042, secure
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application may initiate the hosting of the non—secure software object by instructing the host

application to load and execute a non—secure software object within the separate process);

passing data from the first browser process to the second browser process (Figures 3

[elements 326, 238], 4 [step 408], paragraphs 0037-0038, 0041-0042, secure application

communicates with hosting application, which hosts non—secure objects);

displaying website video data from the second browser process (Figure 5, Abstract,

paragraphs 0007, 0050, 0051, the second process renders its output in a child window of the first

process, so that the use of a second process to host non—secure software objects is transparent to

the user of the first process);

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process (Abstract, paragraph 0035-

0036, 0039, the first process’s address space is inaccessible to the second process; provides

defense against from the non—secure software object (i.e. web browsing functions, from

observing or modifying anything going on with the secure application)).

32. Regarding claim 33, Narin teaches wherein the portable computer is configured such that

the first browser process is capable of exchanging data with the network interface device

(paragraph 0036, secure application 312 may provide some type of web—browsing functionality,

which would require exchanging data with the network interface device) and with the second

browser process (Figures 3 [elements 326, 238], 4 [step 408], paragraphs 0037-0038, 0041-0042,

secure application communicates with hosting application, which hosts non—secure objects).
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33. With regards to claim 34, Narin teaches downloading data from the network and passing

the data from the first browser process to the second browser process (Figures 3 [elements 326,

238], 4 [step 408], paragraphs 0037-0038, 0041-0042).

34. Regarding claim 35, Narin teaches wherein the portable computer is configured such that

the second browser process is capable of directly exchanging data with the network interface

device (paragraph 0036, non—secure software object is a web browser, which includes the second

process exchanging data via the network interface device) and with the first browser process

(Figure 5, Abstract, paragraphs 0007, 0050, 0051, the second process communicates with the

first process for the purpose of rendering its output in a child window of the first process).

35. Regarding claim 36, Narin teaches wherein the second memory space is selected from the

group consisting of: a memory zone within a physical memory common to the first memory

space (Figure 2 [element 141], paragraph 0025); random access memory (RAM) (Figure 2

[element 132], paragraph 0023); both volatile and nonvolatile memory.

36. Regarding claim 39, Narin teaches deleting at least one corrupted data file residing on the

second memory space when the second logical process is terminated (Figure 4 [step 412],

paragraph 0044).

37. Regarding claim 40, Narin teaches wherein the at least one electronic data processor is
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selected from the group consisting of: an Application Specific Integrated Circuit; a Field

Programmable Gate Array; a plurality of electronic data processors (Figure 1 [element 120],

paragraphs 0019, 0021, multiprocessor systems); a multi—core electronic data processor.

38. Regarding claim 41, Narin teaches wherein the first browser process is protected from

executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process (Abstract, paragraph 0035-0036, the first

process’s address space is inaccessible to the second process).

39. Regarding claim 42, Narin teaches displaying video data from the first browser process

(Figure 5, Abstract, paragraphs 0007, 0050, 0051, the second process renders its output in a child

window of the first process, so that the use of a second process to host non—secure software

objects is transparent to the user of the first process).

40. Regarding claim 43, Narin teaches wherein attempts by malware to record data entry by

the computer user are effectively blocked (paragraph 0035, provide defense against observation

and/or modification).

41. As per claims 44 and 64, Narin teaches a method of and non—transitory computer readable

medium containing instructions for operating a portable computer (paragraph 0019, i.e. handheld

or laptop devices) comprising a network interface device (Figure 1 [element 170]), at least a first

memory space (Figure 2 [elements 132, 141, 212]) and a second memory space (Figure 2
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[elements 220, 222]), and at least one electronic data processor communicatively coupled (Figure

1 [element 121], system bus) to the network interface device, the first and second memory space,

and to a user interface, comprising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website (paragraphs 0026, 0027, 0048, 0049);

storing at least one system file in the first memory space (Figures 1 [element 134], 2

[elements 132, 141, 212], paragraphs 0030, 0031);

opening a first browser process, wherein the first browser process is capable of accessing

data contained in the first memory space (Figures 2 [element 210, 212], 3 [element 310]], 4 [step

402], paragraphs 0030, 0031, 0035, 0036, 0040, 0046, i.e. secure application offers a web

browsing function);

opening a second browser process (Figures 2 [element 220], 3 [element 320], 4 [step

404], paragraphs 0032, 0037, 0040), wherein the second browser process is capable of accessing

data contained in the second memory space (Figure 2 [elements 220, 222]), and is further

capable of generating data for Video display (Figures 3 [element 322], 4 [steps 406, 410],

paragraphs 0040—0041,0050—0051, rendering webpage data, which one of ordinary skill in the art

would construe as containing Video data, in the non—secure process);

passing data from the first browser process to the second browser process (Figures 3

[elements 326, 238], 4 [step 408], paragraphs 0037-0038, 0041-0042, secure application

communicates with hosting application, which hosts non—secure objects);

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from
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the network and executing as part of the second browser process (Abstract, paragraph 0035-

0036, the first process’s address space is inaccessible to the second process; provides defense

against from the non—secure software object (i.e. web browsing functions, from observing or

modifying anything going on with the secure application)).

42. Regarding claim 45, Narin teaches wherein the first browser process is capable of

exchanging data with the network interface device (paragraph 0036, secure application 312 may

provide some type of web—browsing functionality, which would require exchanging data with the

network interface device) and with the second browser process (Figures 3 [elements 326, 238], 4

[step 408], paragraphs 0037-0038, 0041-0042, secure application communicates with hosting

application, which hosts non—secure objects).

43. With regards to claim 46, Narin teaches downloading data from the network and passing

the downloaded data from the first browser process to the second browser process (Figures 3

[elements 326, 238], 4 [step 408], paragraphs 0037-0038, 0041-0042).

44. Concerning claim 47, Narin teaches storing the downloaded data on the second memory

space (paragraph 0036, non—secure software object runs web—browsing which includes

downloading data).

45. Regarding claim 48, Narin teaches wherein the second browser process is capable of

exchanging data with the network interface device (paragraph 0036, non—secure software object
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is a web browser, which includes the second process exchanging data via the network interface

device) and with the first browser process (Figure 5, Abstract, paragraphs 0007, 0050, 0051, the

second process communicates with the first process for the purpose of rendering its output in a

child window of the first process).

46. Regarding claim 51, Narin teaches that at least one corrupted file residing on the second

memory space is capable of being automatically deleted when the second browser process is

terminated (Figure 4 [step 412], paragraph 0044).

47. Regarding claim 52, Narin teaches wherein the first browser process is protected from

executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process (Abstract, paragraph 0035-0036, 0039, the first

process’s address space is inaccessible to the second process; provides defense against from the

non—secure software object (i.e. web browsing functions, from observing or modifying anything

going on with the secure application)).

48. Regarding claim 53, Narin teaches the first browser process instructing the second

browser process to open (Figures 3 [elements 326, 238], 4 [step 408], paragraphs 0037-0038,

0041-0042, secure application may initiate the hosting of the non—secure software object by

instructing the host application to load and execute a non— secure software object within the

separate process).
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49. Regarding claim 54, Narin teaches wherein attempts by malware to record data entry by

the computer user are effectively blocked (paragraph 0035, provide defense against observation

and/or modification).

50. Regarding claim 55, Narin teaches wherein the at least one electronic data processor

comprises a processor selected from the group consisting of: an Application Specific Integrated

Circuit; a Field Programmable Gate Array; a plurality of electronic data processors (Figure 1

[element 120], paragraphs 0019, 0021, multiprocessor systems); a multi—core electronic data

pI'OCCSSOI'.

51. Regarding claim 56, Narin teaches wherein the second memory space comprises memory

selected from the group consisting of: a memory zone within a physical memory common to the

first memory space (Figure 2 [element 141], paragraph 0025); a partition on a memory device;

random access memory (RAM) (Figure 2 [element 132], paragraph 0023); both volatile and

nonvolatile memory.

52. Regarding claims 58, 60, 62, and 72, Narin teaches wherein the network interface is

capable of exchanging data with the network using a wireless connection (paragraph 0022,

wireless media).
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53. With regards to claims 59, 61, 63, and 73, Narin teaches wherein the network comprises a

cellular data carrier network (paragraph 0022, cellular networks use RF, or radio frequency).

54. Regarding claim 65, Narin teaches wherein the first browser process is capable of

opening the second browser process (Figures 3 [elements 326, 238], 4 [step 408], paragraphs

0037-0038, 0041-0042, secure application may initiate the hosting of the non—secure software

object by instructing the host application to load and execute a non—secure software object within

the separate process) and the program code stored in the non—transitory computer readable

medium is further configured to pass data to the second browser process (Figures 3 [elements

326, 238], 4 [step 408], paragraphs 0037-0038, 0041-0042).

55. Regarding claim 66, Narin teaches wherein the second logical process is configured to

generate data for display and the program code stored in the non—transitory computer readable

medium is further configured to process website video data from the second browser process

(Figures 3 [element 322], 4 [steps 406, 410], paragraphs 0040-0041,0050-0051, rendering

webpage data, which one of ordinary skill in the art would construe as containing video data, in

the non—secure process).

56. Regarding claim 67, Narin teaches wherein the first browser process is capable of directly

exchanging data with the network interface device (paragraph 0036, secure application 312 may

provide some type of web-browsing functionality, which would require exchanging data with the

network interface device) and the second browser process (Figures 3 [elements 326, 238], 4 [step
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408], paragraphs 0037-0038, 0041-0042, secure application communicates with hosting

application, which hosts non—secure objects) or the second browser process is capable of directly

exchanging data with the network interface device (paragraph 0036, non—secure software object

is a web browser, which includes the second process exchanging data via the network interface

device) and the first browser process (Figure 5, Abstract, paragraphs 0007, 0050, 0051, the

second process communicates with the first process for the purpose of rendering its output in a

child window of the first process).

57. Regarding claim 69, Narin teaches wherein at least one corrupted file residing on the

second memory space is capable of being deleted when the second browser process is terminated

(Figure 4 [step 412], paragraph 0044).

58. Regarding claim 70, Narin teaches wherein the first browser process is protected from

executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process (Abstract, paragraph 0035-0036, 0039, the first

process’s address space is inaccessible to the second process; provides defense against from the

non—secure software object (i.e. web browsing functions, from observing or modifying anything

going on with the secure application)).

59. Regarding claim 71, Narin teaches wherein attempts by malware to record data entry by a

computer user are effectively blocked (paragraph 0035, provide defense against observation

and/or modification).
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Claim Rejections - 35 USC § 103

60. The following is a quotation of 35 U.S.C. l03(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

61. Claims 6, 20, 27, 28, 37, 38, 49, 50, and 68 are rejected under 35 U.S.C. l03(a) as being

unpatentable over Narin in View of U.S. Patent No. 7,024,581 B1 to Wang et al., hereinafter

Wang.

62. Regarding claims 6, 20, 27, 37, 49, and 68, Narin does not teach at least one corrupted

file required for a browser process is capable of being restored from a protected image.

63. Wang teaches restoring at least one corrupted data file from a protected image (Figures 2

[elements 72, 74, 76, 78, 80, 82], 3 [element 140], 6 [element 236], 7 [element 272], column 9,

lines 13-67).

64. It would have been obvious to one of ordinary skill in the art at the time the invention

was made to restore at least one corrupted data file from a protected image, since Wang states at

column 2, lines 49-60 that using a protected image takes advantage of today’s computing power

and storage capabilities to increase the reliability, accessibility, flexibility, and performance of

computers and the backup/restore process.

65. With regards to claims 28, 38, and 50, Wang teaches wherein the protected image is

stored at a location selected from the group consisting of: a removable drive; the first memory

space; a partition on a memory device image (Figures 2 [elements 72, 74, 76, 78, 80, 82], 3
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[element 140], 6 [element 236], 7 [element 272], column 9, lines 13-67); a nonvolatile memory

disk; another device (Figure 4).

66. Claim 57 is rejected under 35 U.S.C. l03(a) as being unpatentable over Narin.

67. Regarding claim 57, Narin does not teach the first browser process opening a plurality of

second browser processes.

68. It would have been obvious to one of ordinary skill in the art at the time the invention

was made for the first browser process to open a plurality of second browser processes, since one

of ordinary skill in the art would recognize that web pages may have several processes from

different service providers that could be regarded as nefarious, thereby having a need to generate

a second process for each of the potentially nefarious processes. Furthermore, it has been held

that merely duplicating a part or its function has no patentable significance unless it produces

new and unexpected results. See MPEP § 2144.04(VI)(B).

Double Patenting

69. The nonstatutory double patenting rejection is based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or

improper timewise extension of the “right to exclude” granted by a patent and to prevent possible

harassment by multiple assignees. A nonstatutory obviousness—type double patenting rejection

is appropriate where the conflicting claims are not identical, but at least one examined

application claim is not patentably distinct from the reference claim(s) because the examined

application claim is either anticipated by, or would have been obvious over, the reference

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re
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Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re

Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163

USPQ 644 (CCPA 1969).

70. A timely filed tern1inal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may

be used to overcome an actual or provisional rejection based on a nonstatutory double patenting

ground provided the conflicting application or patent either is shown to be commonly owned

with this application, or claims an invention made as a result of activities undertaken within the

scope of a joint research agreement.

71. Effective January 1, 1994, a registered attorney or agent of record may sign a terminal

disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).

72. Claims 21-73 are provisionally rejected on the ground of nonstatutory double patenting

over claims 21-55 of copending Application No. 12/720,207. This is a provisional double

patenting rejection since the conflicting claims have not yet been patented.

73. The subject matter claimed in the instant application is fully disclosed in the referenced

copending application and would be covered by any patent granted on that copending application

since the referenced copending application and the instant application are claiming common

subject matter, and only differ in the type of device implementing the claimed invention.

Allowable Subject Matter

74. Claims 8, 9, 13, and 18 are objected to as being dependent upon a rejected base claim, but

would be allowable if rewritten in independent form including all of the limitations of the base
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claim and any intervening claims. Claims 8, 9, 13, and 18 would be allowable if the rejections

set forth in this Office action were overcome and all of the limitations of the base claim and any

intervening claims were included in those claims.

Conclusion

75. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Christian LaForgia whose telephone number is (571)272-3792.

The examiner can normally be reached on Monday thru Thursday 7-5.

76. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Edan Orgad can be reached on (571) 272-7884. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

77. Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Christian LaForgia/

Primary Examiner, Art Unit 2439

clf
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§USPGPUB; §oR §OFF §2oo8/02/19
5USPAT = 1 =13: 13
 

 

 
:\................... ‘.......................‘ ‘.................................................................... ‘.............................. x........................................ _..................................................................
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gsecure near3 process$3 §USPGPUB; §2008/ 08/18
§same insecure near3 §USPAT §14:32
§process$3 5 5 ‘ 5

 
Google - Exhibit 1002, page 271

file:///Cl/Documents%20and%20Settings/claforgia/My%20D...20147/EASTSearchHistory.12720147_AccessibleVersion.htm (4 of 21)4/26/11 9:27:56 AM



Google - Exhibit 1002, page 272 Google - Exhibit 1002, page 272

EAST Search History

 
 
 

;2o1o7‘i2‘7‘2T“
‘1 3- 27

 

g266é76é7‘1

gé66§76é7i‘é‘"""""""
§14:33

§2008/ 08/ 1 3

1 6: 34

3: 48

§1 4: 1 3

««««xxxxxx«««««xxxxxx«««««xxxxxx«««§§§«§§§§«««§§«.\\\\\\\\\\\\\\\\\\\\\rF‘

i

“ ;é6?67?§}‘é‘i"""""""‘
3- 29-----------3.-----------3.---------3r-----------3uuuuuuuuuuuuuuuuuuuuuuuu-----------3.------T‘uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu------------»n----------.\------3.-uuuuuuuuuuu-  OR

OR

OR

OR

 
 

§OR

OR

“““““““““““\«\\\\\\\\\\\\\\\\\\\\\\\\\\\\«§§§§«§§«..xx«§§«§§§§§§«««§«..\\\\\\\\\\n»\K\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\.\\““““““‘r“xxxx«««««xxxxxx«««««xxxxxx«««««xxxxxx«««««xxxxxiiixxxxxiiixxxxxx.\\\\\\\\\\\\\\\\\\\\\r“iiixxxxxi..§§§«§§§. 
- ‘\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\‘

MR“OB,Umm3U

USPAT

““““““““““‘=V\“‘““‘=““““=““."“""""‘“"""“"‘=““““““““““V.§§«§§§§.\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\vtiiiiiiiii.\““““““=u««««««««««««5 
7421339") or

"7565522")).PN.

 

) or

) or

) or

) or

) or

) or

)

).URPN.

) or
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) or
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$1 mail)

secure near3 processor
and insecure near3

common near (operat$3

_ 7431527

"5974549"
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§S65 §11 §«"5918o39w or §USPAT 33R KDFF §2o1o/12/21
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PTOlSBl08b (07-09)
Approved for use through 0713112012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paenovork Reduction Act of 1995, no ersons are reuired to resend to a collection of information unless it clisla s a valid OMB control number.

Substitute for form 1449B.fPTO C01" ' fete ‘T K"°W"
Application Number 12/72o_147

|NFORMAT|oN DISCLOSURE F" m an t
STATEMENT BY APPLICANT "3 _me Me" or ozmane 3

Include name of the author (in CAPITAL LETTERSg, title of the article (when appropriate , title of the item (book,magazine, journal, serial, symposium, catalog, e c.), date, page(s , volume-Issue num er(s), publisher, cityandlor count where ublls ed.

MEHTA, N. V., et al'., “Expanding and Extending the Securit Features of Java," Proceedings of the 7"‘ USENIX
Security Symposium, San Antonio, Texas January 26-29, 1 98, 15 pages.

Examiner — ,1 . ,,fl— Date , ,5‘ _,/Christian LaFolg:a/ 34/25/49,1
*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.
1App|icant's unique citation designation number (optional). 2App|icant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form andlor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents. P.0. Box 1450. Alexandria. VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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PTO/SB/81 (01-09)
,Approved for use through 02/28/2011. OMB 0651-0035

U.S. Patent and Trademark Office: US. DEPARTMENT OF COMMERCE
Under the Papen/vork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY

OR
REVOCATION OF POWER OF ATTORNEY

WITH A‘ NEW POWER OF ATTORNEY System and Method for Protecting aComputer System from Malicious
. AND Software '

CHANGE OF CORRESPONDENCE ADDRESS
Attorney Docket ARC-O1RE1

_ Number _ '

I hereby revoke all previous poers of attorney given in the above-identified application. _ T _ V V 7

El A Power of Attorney is submitted herewith.
0 .'

I hereby appoint Practitioner(s) associated with the following Customer 25962
Number as my/our attorney(S) or agent(s) to prosecute the application
identified above, and to transact all business in the United States Patent
and Trademark Office connected therewith:

  
 
 

 

 
 
 

 
 

    

  

 

  

 

 
 

 

 
  

  

  

  
  

OR

[:1 I hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) to prosecute the application identified above, and to
transact all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address fr the above-identified application to:

The address associated with the above-mentioned Customer Number:
OR

B The address associated with Customer Number: l 
OR . . _ . . . .

E] Firm orindividual Name

state zip .

Telephofie — 
I am the:

Applicant/Inventor

E] Assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3. 73(b) (Form PTO/SB/96) submitted herewith or filed on

SIGNATURE of Applicant or Assignee ofRecord

It-- 1/ —~ 1
Name Allen F. Rozma _ Te'eph°“e _
We 3'“ C°'“Pa"V
NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more than
one si nature is re ulred, see below*.

D ‘Total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by
the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, Call 1-800@gQ]gI®d-seEb6h/iabfl 1 O , page 2
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and Trademark Office connected therewith:

OR
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transact all business in the United States Patent and Trademark Office connected therewith:
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NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more than
one sinature is reuired. see below*.

E] ‘Total of
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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CONFIRMATION NO. 8473

25962 POA ACCEPTANCE LETTER

SLATER & MATSIL, L.L.P.

17950 paesrom RD, suITE 1000 lllllllllllllIllIllllIlllflllllllIllllIllllllllllllfllllllllllllllllllllllllllllllllllllll000000049 29 27
DALLAS, TX 75252-5793

Date Mailed: 08/24/2011
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above address as provided by 37 CFR 1.33.
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Application No. App|icant(s)

_ _ _ _ 12/720,147 ROZMAN ET AL.
Applicant-Initiated Interview Summary _ _Examiner Art Unit

Christian LaForgia 2439 

All participants (applicant, app|icant’s representative, PTO personnel):

(1) Christian LaForgia. (3)A//en F. Rozman.

(2) Glenn Boisbrun. (4) .

Date of Interview: 22 August 201 1.

Type: IX] Telephonic I:I Video Conference
I] Personal [copy given to: El applicant El applicant’s representative]

Exhibit shown or demonstration conducted: [I Yes IX] No.

If Yes, brief description:

Issues Discussed I:I101 I:|112 EI102 I:|103 Elothers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 1 and21.

Identification of prior art discussed: US 2002/0002673 (NARIN).

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

See Continuation Sheet.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

IX! Attachment

/Christian LaForgia/
Primary Examiner, Art Unit 2439

 
U.S. Patent and Trademark Office

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20110822
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face—to—face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed bythe applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
— Application Number (Series Code and Serial Number)
— Name of applicant
— Name of examiner
— Date of interview

— Type of interview (telephonic, video-conference, or personal)
— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed
— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner's initials.
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Continuation Sheet (PTOL-413) Application No. 12/720,147

Continuation of Substance of Interview including description of the general nature of what was agreed to if an
agreement was reached, or any other comments: The Applicant discussed differences between the cited prior art and

the claimed invention. First the Applicant pointed out that prior art does not disclose a first logical process executing on

a first processor and a second logical process executing on a second process. The Examiner pointed out that the prior

art discloses that the invention may be implemented on a multi—processor system (paragraph 0019) and that the prior

art reasonably suggests that the processes operated on separate processors. The Applicant pointed out that the prior

art was not specific enough in its disclosure.

The Applicant also argued that the prior art did not teach a first and second browser process (with respect to claim 21).

The Applicant pointed out several locations in the prior art where the alleged first process (the secure rendering

application) did not actually perform any browser functions and instead invoked a second process (the hosting

application) to perform web browsing functions. The Examiner noted that the prior art reference did not define secure

rendering application. Furthermore, the prior art's disclosure of secure rendering application is unclear; the prior art

states at paragraph 0036 that the “[secure rendering] application 312 may provide some type of web browsing

capability to its user, but, rather than performing the actual web browsing itself, application 312 may call upon a

general-purpose web browsing program to perform the web-browsing.“ Based on this disclosure it appears that the

secure rendering application may have some browser functionality, since the prior art states that the application may

provide some type of web browsing capability and may invoke a general-purpose web browser. There is enough to

suggest to one of ordinary skill in the art that the application may provide web browsing capabilities, instead of

optionally invoking one. The Applicant kept pointing to locations where the secure rendering application invoked a

general-purpose browser. The Examiner and Applicant did not reach an agreement with respect to this limitation.

The Examiner will take further action upon receiving a formal response.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: Rozman, et al.

Reissue of: 7,484,247 Issued: January 27, 2009

Title: System and Method for Protecting a Computer System from Malicious
Software.

Agenda for Patent Examiner Interview with Christian LaF0rgia

August 22, 2011

0 Ser # l2/720,l47, Docket # ARAC—0lREl

o 35 USC § 102 claim rejections

I Discussion of U.S. Patent Publication 2002/0002673 A1 to Narin

I Discussion of possible claim amendments

0 Ser # l2/941,067, Docket # ARAC—0lRE4

o 35 USC § 251 Improper broadening rejection

o 35 USC § 102 claim rejections

I Discussion of U.S. Patent Publication 2002/0002673 A1 to Narin

0 Ser # l3/015,186, Docket # ARAC—0lRE3Cl

o Specification objection

I computer readable medium

0 Closing and any remaining issue
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: Rozman, et al. Docket No.: ARAC—01RE1

Serial No.: 12/720,147 Filed: 03/09/2010

Reissue of: 7,484,247 Issued: January 27, 2009

Title: System and Method for Protecting a Computer System from Malicious
Software.

Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT UNDER 37 CFR 1.111

Dear Sir:

The following amendments and remarks are presented in response to the Examiner’ s

Office Action mailed April 29, 2011. Please amend the aboVe—referenced application as follows.

No new matter has been added.

ARAC—01RE1 Page 1 of 47

Google - Exhibit 1002, page 304



Google - Exhibit 1002, page 305

IN THE SPECIFICATION:

Before the heading “Cross Reference to Related Patents and Applications” kindly insert:

Cross Reference to Multiple Reissue Applications

This application is a reissue application of U.S. Patent No. 7,484,247, entitled “System

and Method for Protecting a Computer System from Malicious Software,” issued on January 27,

2009, and is related to another reissue application designated U.S. Patent Application Serial No.

12/720,207 from U.S. Patent No. 7,484,247 filed concurrently herewith, which are incorporated

herein by reference. This application is also related to another reissue application designated

U.S. Patent Application Serial No. 12/854,149 from U.S. Patent No. 7,484,247 filed on August

10, 2010 and a continuation application therefrom designated U.S. Patent Application Serial No.

13/015,186 filed on January 27, 201 l, which are incogporated herein by reference. This

application is also related to another reissue application designated U.S. Patent Application

Serial No. 12/941 067 from U.S. Patent No. 7 484 247 filed on November 7 2010 which is 

incogporated herein by reference.

ARAC—0lREl Page 2 of 47
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IN THE CLAIMS:

1. (Thrice Amended) A method of operating a computer system capable of

exchanging data across a network of one or more computers and having at least a first and

second electronic data processor capable of executing instructions using a common operating

system, comprising[ the steps of]:

executing a first browser process in a first logical process within the common

operating system using the first electronic data processor, wherein the first logical process is

capable of accessing data contained in a first memory space[ and a second memory space];

executing a second browser process in a second logical process within the

common operating system using the second electronic data processor, wherein the second logical

process is capable of accessing data contained in the second memory space[, the second logical

process being further capable of exchanging data across a network of one or more computers];

&1

displaying[, in a windowed format on a display terminal,] data from the first logical

process and the second logical process, wherein a Video processor is adapted to combine data

from the first and second logical processes and transmit the combined data to [the]a display[

terminal];

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second browserlegieal process.

ARAC—0lREl Page 3 of 47
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2. (Twice Amended) The method of claim 1 wherein the[ first memory space and

the] second memory space [comprise separate regions of a common memory space is]comprises

memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memor RAM ' and

both volatile and nonvolatile memory.

3. (Twice Amended) The method of claim 1 wherein the first logical process is

capable of accessing data contained in the second memoryspace 

 
4. (Original) The method of claim 1 wherein the first logical process receives user

interface data, and passes the user interface data to the second logical process.

5. (Original) The method of claim 1 wherein the first and second electronic data

processors are part of a multi—core electronic data processor.

6. (Twice Amended) The method of claim 1 and further comprising[ the step of]

restoring at least one corrupted data file[ residing on the second memory space] from [an]a

protected image[ residing on the first memory space].

7. (Amended) The method of claim 1 and further comprising[ the step of]

automatically deleting at least one data file residing on the second memory space when the

second logical process is terminated.

ARAC—0lREl Page 4 of 47
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8. (Amended) The method of claim 1 and further comprising[ the steps of]:

encrypting data with the first logical process;

transferring the encrypted data from the first logical process to the second logical

process;id

transferring the encrypted data from the second logical process to the network interface

device.

9. (Amended) The method of claim 8 and further comprising[ the steps of]:

decrypting the data with the network interface device; and

transferring the decrypted data from the network interface device to the network.

10. (Thrice Amended) A multi—processor computer system using a common

operating system capable of exchanging data across a network of one or more computers via a

network interface device, comprising:

a first electronic data processor capable of executing a first browser process 

using the common operating system and communicatively coupled to a first memory space[ and

a second memory space];

a second electronic data processor capable of executing a second browser

process using the common operating system and communicatively coupled to [the]a

second memory space[ and a network interface device, wherein the second electronic data

processor is capable of exchanging data across a network of one or more computers via the

network interface device]; and

a video processor adapted to combine video data from the first and second electronic data

processors and transmit the combined video data to a display[ terminal for displaying the

combines video data in a windowed format];

ARAC—0lREl Page 5 of 47
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wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second browserprocess .

ll. (Twice Amended) The computer system of claim 10 wherein the[ first memory

space and the] second memory space[ comprise separate regions of a common memory space is]

comprises memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memor RAM ' and

both Volatile and nonvolatile memory.

12. (Original) The computer system of claim 10 wherein the first and second

electronic data processors are part of a dual processor computer system.

13. (Original) The computer system of claim 10 wherein the second electronic data

processor and the Video processor are co—located on a circuit card, the circuit card being

communicatively coupled to the first electronic data processor.

14. (Original) The computer system of claim 10 wherein the computer system is

configured such that the first electronic data processor is protected from executing instructions

initiated by a malware process downloaded from the network and executing on the second

electronic data processor.

15. (Thrice Amended) A multi—processor computer system using a common

operating system capable of exchanging data across a network of one or more computers,

comprising:

ARAC—0lREl Page 6 of 47
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at least a first and second electronic data processor capable of executing instructions

using the common operating system;

at least a first and second memory space; and

a Video processor;

wherein the first and second electronic data processors, first and second memory space,

and Video processor are configured ‘tc)_:[for performing the steps of;]

[executing]execute a first browser process in a first logical process

with the first electronic data processor, wherein the first logical process is executing within the

common operating system and is capable of accessing data contained in the first memory space;

[executing]execute a second browser process in a second logical

process with the second electronic data processor, wherein the second logical process is

executing within the common operating system and is capable of accessing data contained in the

second memory space[, the second logical process being further capable of exchanging data

across a network of one or more computers]; and

[displaying, in a windowed format on a display terminal,]display data from the

first logical process and the second logical process, wherein the Video processor is adapted to

combine data from the first and second logical processes and transmit the combined data to

[the]a display[ terminal];

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second browserlegieal process.

ARAC—0lREl Page 7 of 47
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16. (Original) The computer system of claim 15 wherein the computer system is

further configured such that the first logical process is protected from executing instructions

initiated by a malware process downloaded from the network and executing as part of the second

logical process.

17. (Twice Amended) The computer system of claim 15 and further comprising[:] at

least one network interface device capable of exchanging data with[ both the second logical

process and with] the network and with a logical process that comprises a process selected from

the group consisting of:

the first logical process; and

the second logical process.

18. (Original) The computer system of claim 17 wherein the network interface device

is capable of decrypting data received from the second logical process and transmitting the

decrypted data to the network while preventing the second logical process from accessing the

decrypted data.

19. (Amended) The computer system of claim 15 wherein the at least one electronic

data processor [is]comprises a processor selected from the group consisting of[:] a multi—core

electronic data processor; dual electronic data processors; and multiple electronic data

processors.

20. (Twice Amended) The computer system of claim 15 and further configured t_o

res‘l[for performing the step of: restoring] at least one corrupted data file[ residing on the

second memory space] from [an]a protected image[ residing on the first memory space].

21. New A ortable com uter ca able of executin instructions usin a common

operating system, comprising:

ARAC—0lREl Page 8 of 47
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a network interface device configured to exchange data across a network of one or more

computers and access at least one website;

at least a first memory space and a second memory space, the first memory space

containing at least one system file;

at least one electronic data processor communicatively coupled to the network interface

device, the first and second memory space, and to a user interface, wherein the user interface is

configured to receive input from a computer user;

the at least one electronic data processor configured to execute a first browser process in

a first logical process within the common operating system, wherein the first logical process is

capable of accessing data contained in the first memory space;

the at least one electronic data processor further configured to execute a second browser

process in a second logical process within the common operating system, wherein the second

logical process is capable of accessing data contained in the second memory space and is further

capable of generating video data from a website accessed via the network; and

a video processor configured to process video data from the second browser process for

display;

wherein the first browser process is capable of opening the second browser process and is

further capable of passing data to the second browser process;

wherein further the portable computer is configured such that the at least one system file

residing on the first memory space is protected from corruption by a malware process

downloaded from the network and executing within the second browser process.

ARAC—0lREl Page 9 of 47
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22. New The ortable com uter of Claim 21 wherein the first browser rocess is

capable of directly exchanging data with the network interface device and with the second

browser process.

23. New The ortable com uter of Claim 22 wherein the first browser rocess is

capable of passing data downloaded from the network to the second browser process.

24. New The ortable com uter of Claim 21 wherein the second browser rocess is

capable of directly exchanging data with the network interface device and with the first browser

process.

25. New The ortable com uter of Claim 21 wherein the at least one electronic data

processor comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors; and

a multi—core electronic data processor.

26. New The ortable com uter of Claim 21 wherein the second memor s ace

comprises memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memor RAM ' and

both volatile and nonvolatile memory.

27. New The ortable com uter of Claim 21 confi ured such that at least one

corrupted file reguired for a browser process is capable of being restored from a protected image.

ARAC—0lREl Page 10 of 47
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28. New The ortable com uter of Claim 27 wherein the rotected ima e is stored

at a location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device; and

a nonvolatile memory disk.

29. New The ortable com uter of Claim 21 confi ured such that at least one

corrupted file residing on the second memory space is capable of being automatically deleted

when the second browser process is terminated.

30. New The ortable com uter of Claim 21 confi ured such that the first browser

process is protected from executing instructions initiated by a malware process downloaded from

the network and executing as part of the second browser process.

31. New The ortable com uter of Claim 21 wherein attem ts b malware to

record data entry by the computer user are effectively blocked.

32. New A method of o eratin a ortable com uter ca able of executin

instructions using a common operating system and having at least one electronic data processor

communicatively coupled to a first and second memory space and to a network interface device,

comprising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website;

storing at least one system file within the first memory space;

executing a first browser process in a first logical process within the common operating

system using the at least one electronic data processor, wherein the first logical process is
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configured to access data contained in the first memory space;

executing a second browser process in a second logical process within the common

operating system using the at least one electronic data processor, wherein the second logical

process is configured to access data contained in the second memory space and is further

configured to generate video data;

opening the second browser process on instruction from the first browser process;

passing data from the first browser process to the second browser process; and

displaying website video data from the second browser process;

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.

33. New The method of Claim 32 wherein the ortable com uter is confi ured such

that the first browser process is capable of directly exchanging data with the network interface

device and with the second browser process.

34. New The method of Claim 33 and further com risin downloadin data from

the network and passing the data from the first browser process to the second browser process.

35. New The method of Claim 32 wherein the ortable com uter is confi ured such

that the second browser process is capable of directly exchanging data with the network interface

device and with the first browser process.

36. New The method of Claim 32 wherein the second memor s ace com rises

memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;
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random access memor RAM ' and

both volatile and nonvolatile memory.

37. New The method of Claim 32 and further com risin restorin at least one

corrupted file from a protected image.

38. New The method of Claim 37 wherein the rotected ima e is stored at a

location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device; and

a nonvolatile memory disk.

39. New The method of Claim 32 and further com risin deletin at least one

corrupted data file residing on the second memory space when the second logical process is

terminated.

40. New The method of Claim 32 wherein the at least one electronic data rocessor

comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors; and

a multi—core electronic data processor.

41. New The method of Claim 32 wherein the first browser rocess is rotected

from executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process.
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42. New The method of Claim 32 and further com risin dis la in video data

from the first browser process.

43. New The method of Claim 32 wherein attem ts b malware to record data entr

by the computer user are effectively blocked.

44. New A method of o eratin a ortable com uter com risin a network

interface device, at least a first memory space and a second memory space, and at least one

electronic data processor communicatively coupled to the network interface device, the first and

second memory space, and to a user interface, comprising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website;

storing at least one system file in the first memory space;

opening a first browser process, wherein the first browser process is capable of accessing

data contained in the first memory space;

opening a second browser process, wherein the second browser process is capable of

accessing data contained in the second memory space, and is further capable of generating data

for video display; and

passing data from the first browser process to the second browser process;

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.

45. New The method of Claim 44 wherein the first browser rocess is ca able of

directly exchanging data with the network interface device and with the second browser process.
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46. New The method of Claim 45 and further com risin downloadin data from

the network and passing the downloaded data from the first browser process to the second

browser process.

47. New The method of Claim 46 and further com risin storin the downloaded

data on the second memory space.

48. New The method of Claim 44 wherein the second browser rocess is ca able of

directly exchanging data with the network interface device and with the first browser process.

49. New The method of Claim 44 and further com risin restorin at least one

corrupted file from a protected image.

50. New The method of Claim 49 wherein the rotected ima e is stored at a

location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device; and

a non—volatile memory disk.

51. New The method of Claim 44 wherein at least one corru ted file residin on the

second memory space is capable of being automatically deleted when the second browser

process is terminated.

52. New The method of Claim 44 wherein the first browser rocess is rotected

from executing instructions initiated by a malware process downloaded from the network and

executing as part of the second browser process.

53. New The method of Claim 44 and further com risin the first browser rocess

instructing the second browser process to open.
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54. New The method of Claim 44 wherein attem ts b malware to record data entr

by a computer user are effectively blocked.

55. New The method of Claim 44 wherein the at least one electronic data rocessor

comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors; and

a multi—core electronic data processor.

56. New The method of Claim 44 wherein the second memor s ace com rises

memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memor RAM ' and

both volatile and nonvolatile memory.

57. New The method of Claim 44 and further com risin the first browser rocess

opening a plurality of second browser processes.

5 8. New The ortable com uter of Claim 21 wherein the network interface device

is capable of exchanging data with the network using a wireless connection.

59. New The ortable com uter of Claim 5 8 wherein the network com rises a

cellular data carrier network.

60. New The method of Claim 32 wherein the network interface device is ca able

of exchanging data with the network using a wireless connection.
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61. New The method of Claim 60 wherein the network com rises a cellular data

carrier network.

62. New The method of Claim 44 wherein the network interface device is ca able

of exchanging data with the network using a wireless connection.

63. New The method of Claim 62 wherein the network com rises a cellular data

carrier network.

64. New A com uter ro ram roduct com risin a ro ram code stored in anon-

transitory computer readable medium operable on computer capable of executing instructions

using a common operating system and having at least one electronic data processor

communicatively coupled to a first and second memory space and to a network interface device

configured to exchange data across a network of one or more computers and access at least one

website, configured to:

store at least one system file within the first memory space;

open a first browser process in a first logical process, the first logical process being

configured to access data contained in the first memory space;

open a second browser process in a second logical process, the second logical process

being configured to access data contained in the second memory space; and

pass data from the first browser process to the second browser process, wherein the at

least one system file residing on the first memory space is protected from corruption by a

malware process downloaded from the network and executing as part of the second browser

process.

65. New The com uter ro ram roduct of Claim 64 wherein the first browser

process is capable of opening the second browser process and the program code stored in the
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non—transitory computer readable medium is further configured to pass data to the second

browser process.

66. New The com uter ro ram roduct of Claim 64 wherein the second lo ical

process is configured to generate data for display and the program code stored in the non-

transitory computer readable medium is further configured to process website video data from

the second browser process.

67. New The com uter ro ram roduct of Claim 64 wherein the first browser

process is capable of directly exchanging data with the network interface device and the second

browser process or the second browser process is capable of directly exchanging data with the

network interface device and the first browser process.

68. New The com uter ro ram roduct of Claim 64 wherein at least one corru ted

file for a browser process is capable of being restored from a protected file.

69. New The com uter ro ram roduct of Claim 64 wherein at least one corru ted

file residing on the second memory space is capable of being deleted when the second browser

process is terminated.

70. New The com uter ro ram roduct of Claim 64 wherein the first browser

process is protected from executing instructions initiated by a malware process downloaded from

the network and executing as part of the second browser process.

71. New The com uter ro ram roduct of Claim 64 wherein attem ts b malware

to record data entry by a computer user are effectively blocked.

72. New The com uter ro ram roduct of Claim 64 wherein the network interface

device is capable of exchanging data with the network using a wireless connection.
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73. New The corn uter ro rarn roduct of Claim 72 wherein the network

comprises a cellular data carrier network.
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REMARKS

The Applicants have carefully considered this application in connection with the

Examiner’s Office Action and respectfully request reconsideration of this application in View of

the foregoing amendments and the following remarks. The Applicants thank the Examiner for

the Examiner Interview on August 22, 2011 and have taken into consideration the topics of

discussion therein when addressing the objections and rejections to this application.

The Applicants previously submitted Claims 1-73 in the application. While Claims 1, 3,

10 and 15 have been amended, no claims have been cancelled herein. For the Examiner’s

benefit, the Applicants have provided an Appendix II to clearly show the amendments to the

specification and claims from the amendment filed on April 4, 2011. With respect to the

specification, the Cross Reference to Multiple Reissue Applications is submitted without

markings as no changes have been made from the previous amendment. Also, the Examiner has

indicated that Claims 8, 9, 13 and 18 would be allowable if rewritten in independent form

including all of the limitations of the base claim and any intervening claims. Accordingly,

Claims 1-73 are currently pending in the application.

I. Rejections under 35 U.S.C. §102

The Examiner has rejected Claims 1-5, 7, 10-12, 14-17, 19, 21-26, 29-48, 51-56, 58-67

and 69-73 under 35 U.S.C. §102(b) as being anticipated by U.S. Patent Application Publication

No. 2002/0002673 to Narin. As the Examiner is no doubt aware, anticipation requires that each

and every limitation of the claimed invention be disclosed in a single prior art reference. The

disclosed limitations must either be disclosed expressly or inherently and must be arranged as in

the rejected claims.
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For the reasons as set forth herein, the Applicants believe that Narin does not disclose a

computer system, portable computer, computer program product or related method as recited in

ones of independent Claims 1, l0, 15, 21, 32, 44 and 64 of the present application. In particular,

the Applicants believe that Narin fails to disclose, among other things, a computer system,

portable computer, computer program product or related method configured to execute (or open)

first and second browser processes in accordance with at least one electronic data processor, and

protect data (or a system file) residing in a first memory space (accessible by the first browser

process) from corruption by a malware process executing as part of the second browser process

as recited in ones of independent Claims 1, l0, 15, 21, 32, 44 and 64 of the present application.

Narin provides a technique for allowing an open or untrusted application to provide

untrusted or open features for a secure application that are not directly implemented within the

secure application (or closed application). In accordance therewith, an open or untrusted

application is run in a separate, auxiliary process from the closed or protected application. The

auxiliary process is creating by running a hosting application that has minimal functionality, just

enough to be able to host an application and to communicate with the closed process. The

auxiliary process is started by the closed process; the closed process controls the lifetime of the

auxiliary process and terminates it when the open features that it provides are no longer

necessary. (Paragraph [0006].)

In the following excerpt, Narin teaches away from the closed process being a browser

process. If the application is trusted, running a browser in—proc may subvert the security scheme

of the trusted application. The browser code may not be secure to the same extent as the trusted

application. Even if the browser code itself is secure, the browser provides the capability to

import executable code from other sources that may not be trusted. If trust is to be maintained,
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executable code from unknown sources cannot be given access to the address space of the trusted

application and therefore cannot be run in process. (Paragraph [0004].) As it is well settled, a

reference may be said to teach away when a person of ordinary skill, upon reading the reference,

would be discouraged from following the path set out in the reference or would be led in a

direction divergent from the path that was taken by the applicant. (See, e. g., Spectralytics V.

Cordis C0rp., Nos. 2009-1564, 2010-1004 (Fed. Cir. 2011) (citing In re Gurley, 27 F.3d 551,

553 (Fed. Cir. 1994)).)

Narin continues that in a world where computers are increasingly called upon to handle

secure or sensitive information, there is a tension between trusted applications and open

applications. Trusted applications typically provide a circumscribed set of functions that cannot

be extended by a user, which means that such applications can be trusted to handle sensitive

content in predictable ways. Open applications, on the other hand, provide a wide range of

functionality that is, in some cases, user expandable — some open applications, such as browsers,

can execute code that is user—implemented or imported from other sites on the Internet.

(Paragraph [0016].)

In the detailed description, Narin discusses how the secure application (the trusted

application) makes use of a non—secure software object (the open process or untrusted

application), and clearly describes them as being distinct and different from each other. Narin

describes a web browser as being an example of such a non—secure software object, meaning that

a web browsing program cannot be part of the secure application. Narin clearly says in the first

sentence below that the non—secure software object provides a service that is not directly

implemented within the secure application. This can only mean that they are separate and

distinct from each other.
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Secure application 312 uses non—secure software object 322 to perform an action or

provide a service that is not directly implemented within application 312. Non—secure software

object 322 is non—secure in the sense that its behavior cannot be relied upon; for example, non-

secure software object may be a program that imports and runs arbitrary code from a remote,

non—authenticatable (possibly nefarious) source. A web browser is an example of such a non-

secure software object 322, because it retrieves and executes scripts from remote locations that

may or may not be trustworthy. As an example, application 312 may provide some type of web

browsing capability to its user, but rather than performing the actual web browsing functions

itself, application 312 may call upon a general—purpose browsing program to perform the web

browsing. In this exemplary case, non—secure software object 322 is such a web browsing

program. (Paragraph [0036].)

Narin continues to draw the clear distinction between a web browser and a secure

application, again, clearly teaching away from the secure application ever being a web browser.

A web browser is an example of a non—secure object that should not be granted access to an

address space where decrypted content or decryption keys may be stored. Although certain

commercially—available browsers may be a known quantity that can be trusted not to content

subversive code, one feature of a browser is that it can load and run arbitrary code from unknown

sources (e.g., in the form of an ActiveX® control, a JAVA script or applet, eta). Thus, if the

browser runs in the same process as a secure rendering application, the browser could be used to

unwittingly download an ActiveX® control that would locate a buffer used by the rendering

application to store decrypted content and, say, store that content to the hard disk. (Paragraph

[0047] .)
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Narin belabors the point by providing that the secure rendering application may instruct

the browsing program to render a list of links that the user may visit. If the user clicks on any of

the links, the browsing program will retrieve the web page associated with that link and display it

to the user. It should be observed that it is the browsing program, and not the secure rendering

application, that performs the retrieval of web pages. It should further be observed that the

downloading of an arbitrary web page in the browser does not, in and of itself, compromise the

security of the secure rendering application; since the browser executes in the second process, it

has no access to the address space of the secure rendering application that runs in the first

process. (Paragraph [0049].)

Narin makes the clearest distinction below between the browser and the secure

application, referring to the web browsing function as being a separate program running in a

separate process. Narin here is clearly teaching away from the secure application and the non-

secure application both comprising browser processes. Preferably, integration between the

secure rendering application and the browsing program is as transparent as possible. That is,

when the user invokes the secure rendering application, the user should not be aware (and likely

does not care) that some of the application's function (i.e., the web browsing function, in this

case) is being provided by a separate program running in a separate process. (Paragraph [0050].)

Thus, it is quite clear from the excerpts of the reference reproduced above that Narin fails

to disclose, among other things, a computer system, portable computer, computer program

product or related method configured to execute (or open) first and second browser processes in

accordance with at least one electronic data processor, and protect data (or a system file) residing

in a first memory space (accessible by the first browser process) from corruption by a malware

process executing as part of the second browser process as recited in ones of independent Claims
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1, 10, 15, 21, 32, 44 and 64 of the present application. To reiterate, Narin distinguishes a

browser program from a secure process, whereas the claimed invention can protect data (or a

system file) residing in the first memory space (accessible by first browser process) from

corruption by a malware process executing as part of a separate second browser process in

accordance with at least one electronic data processor.

While the Applicants believe that the distinctions above overcome the rejection of the

claimed subject matter in view of Narin, the Applicants will briefly address the limitations of

Narin with respect to the first and second electronic data processors executing the first and

second browser processes, respectively, in view of independent Claims 1, 10 and 15 of the

present application. As the Examiner correctly points out, Narin does mention that the

computing environment may be embodied in configurations including multiprocessor systems.

(Paragraph [0019].) This is a simple listing of well known computing systems and does not

teach executing the separate processes on separate processors. Moreover, there is no affirmative

statement in Narin that the secure application and the web browser (a non—secure software

object) thereof are executed (or can be executed) on separate processors and the only

embodiment illustrated and described is a single processor running the two applications. In the

environment of an embodiment of the present application as embodied in independent Claims 1,

10 and 15, there is a clear advantage to bifurcating the execution of the first and second browser

processes on separate electronic data processors. As an example, a higher level of security may

be achieved by partitioning the execution of the processes on physically separate processors.

Narin is merely silent on the concept and any advantages associated with the same.

Narin, therefore, fails to disclose the limitations of independent Claims 1, 10, 15, 21, 32,

44 and 64, and the claims dependent thereon. Accordingly, the Applicants respectfully request
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the Examiner to withdraw the §102 rejection in View thereof with respect to Claims 1-5, 7, 10-

12, 14-17, 19, 21-26, 29-48, 51-56, 58-67 and 69-73 of the present application.

II. Rejections under 35 U.S.C. §103(a)

The Examiner has rejected Claims 6, 20, 27, 28, 37, 38, 49, 50 and 68 under 35 U.S.C. §

103(a) as being unpatentable over Narin in View of U.S. Patent No. 7,024,581 to Wang, et al.

(“Wang”). The Examiner has also rejected Claim 57 under 35 U.S.C. § l03(a) as being

unpatentable over Narin. For the reasons as set forth herein, Narin fails to teach or suggest a

method of operating a computer system, a multi-processor computer system, a portable computer

and method of operating the same, and a computer program product as recited in ones of

independent Claims 1, 15, 21, 32, 44 and 64, and Wang fails to cure the deficiencies thereof.

Thus, since Narin fails to teach or suggest all of the limitations of independent Claims 1, 15 , 21,

32, 44 and 64, and the secondary reference fails to cure the deficiencies thereof, the Examiner

cannot establish a primafacie case of obViousness of Claims 6, 20, 27, 28, 37, 38, 49, 50, 57 and

68, which depend from ones thereof. Accordingly, the Applicants respectfully request the

Examiner to withdraw the §103 rejection with respect to Claims 6, 20, 27, 28, 37, 38, 49, 50, 57

and 68 of the present application.

III. Double Patenting

The Examiner has provisionally rejected Claims 21-73 on the grounds of nonstatutory

double patenting over Claims 21-55 of co-pending U.S. Patent Application Serial No.

12/720,207 to Rozman, et al. Although the Applicants do not necessarily agree, the Applicant

has filed a Terminal Disclaimer herewith directed to U.S. Patent Application Serial No.

12/720,207 in compliance with 37 CFR §1.321 to overcome the Examiner’s rejection thereto.
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IV. Conclusion

In View of the foregoing amendments and remarks, the Applicants now see all of the

claims currently pending in this application to be in condition for allowance and therefore

earnestly solicit a Notice of Allowance therefor.

The Applicants request that the Examiner telephone the undersigned attorney of record at

(972) 732-1001 if such would further expedite the prosecution of the present application. If the

enclosed fees are insufficient, the Commissioner is hereby authorized to charge any additional fees,

or credit any overpayments, to Deposit Account No. 50-1065.

Respectfully submitted,

August 29, 2011 /Glenn W. Boisbrun/

Date Glenn W. Boisbrun

Attorney for Applicant

Reg. No. 39,615

Slater & Matsil, L.L.P.

17950 Preston Rd., Suite 1000

Dallas, Texas 75252-5793

Tel. 972-732-1001

Fax: 972-732-9218
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APPENDIX I

STATUS OF CLAIMS AND

SUPPORT FOR CLAIM CHANGES

Claims Status Support

1 Thrice Col 9 lines 30-37 C01 11 lines 2-4 C01 16 lines 24-30

-Fig. 1, 190, 195 Fig. 1, 120, 191, C016 lines 56-60
C01 18 lines 3-5 190, 110, 130 C01 10 line 67

C01 18 lines 30-33 C01 16 lines 19-21 C019 lines 48-52Amended Col 16 lines 44-47 C01 10 lines 34-37

C01 18 lines 6-10Amended

Twice Fig. 4, 420
Amended

Co1181111es 49-52
IOCo11811nes 53-60
OCo11811nes 61-65

10 Thrice Col 9 lines 30-37 Col 11 lines 2-4 C01 16 lines 24-30

-Fig. 1, 190, 195 Fig. 1, 120, 191, C016 lines 56-60
C01 18 lines 3-5 190, 110, 130 C01 10 line 67

C01 18 lines 30-33 C01 16 lines 19-21 C019 lines 48-52Amended C01 16 lines 44-47 Col 10 lines 34-37

—

Original

Original
Thrice

Amended

Col 12 lines 46-58

C01 9 lines 30-37 Col 11 lines 2-4 Col 16 lines 24-30

Fig. 1, 190, 195 Fig. 1, 120, 191, C016 lines 56-60

190, 110, 130 Col 10 line 67

Original
Twice

Amended

Original
Amended

Twice

Amended

21 New Col 9 lines 30-37 Fig. 1, 120, 150, 160 Fig. 1, 120, 140

Fig. 1, 190 Col 16 lines 24-30 Fig. 1, 140, 170, 180
C01 7 lines 63-67 C01 6 lines 56-60 C01 18 lines 23-28

C01 9 line 53 C01 10 line 67 C01 18 lines 3-5

Fig. 1, 120, 191, Col 11 lines 2-4

190, 110, 130 C018 lines 1-6

F1g.1,120,191,190“

Fig. 1,120,191,

190, 110, 130

C01 20 lines 38-42

20 Fig. 4, 420 C01 12 lines 46-58
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APPENDIX II

SPECIFICATION AS AMENDED ACCORDING TO STANDARD AMENDMENT

FORMAT

No changes have been made to the “Cross Reference to Multiple Reissue Applications”

section and, as such, the section is set forth below without markings:

Cross Reference to Multiple Reissue Applications

This application is a reissue application of U.S. Patent No. 7,484,247, entitled “System

and Method for Protecting a Computer System from Malicious Software,” issued on January 27,

2009, and is related to another reissue application designated U.S. Patent Application Serial No.

12/720,207 from U.S. Patent No. 7,484,247 filed concurrently herewith, which are incorporated

herein by reference. This application is also related to another reissue application designated

U.S. Patent Application Serial No. 12/854,149 from U.S. Patent No. 7,484,247 filed on August

10, 2010 and a continuation application therefrom designated U.S. Patent Application Serial No.

13/015,186 filed on January 27, 20ll, which are incorporated herein by reference. This

application is also related to another reissue application designated U.S. Patent Application

Serial No. l2/941,067 from U.S. Patent No. 7,484,247 filed on November 7, 2010, which is

incorporated herein by reference.
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CLAIMS AS AMENDED ACCORDING TO STANDARD AMENDMENT FORMAT

1. (Currently Amended) A method of operating a computer system capable of

exchanging data across a network of one or more computers and having at least a first and

second electronic data processor capable of executing instructions using a common operating

system, comprising:

executing a first browser process in a first logical process within the common

operating system using the first electronic data processor, wherein the first logical process is

capable of accessing data contained in a first memory space;

executing a second browser process in a second logical process within the

common operating system using the second electronic data processor, wherein the second logical

process is capable of accessing data contained in the second memory space; and

displaying data from the first logical process and the second logical process, wherein a

Video processor is adapted to combine data from the first and second logical processes and

transmit the combined data to a display;

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second browserlegieal process.

2. (Previously Presented) The method of claim 1 wherein the second memory space

comprises memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;
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a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.

3. (Currently Amended) The method of claim 1 wherein the first logical process is

capable of accessing data contained in the second memoryspace 

 
4. (Previously Presented) The method of claim 1 wherein the first logical process

receives user interface data, and passes the user interface data to the second logical process.

5. (Previously Presented) The method of claim 1 wherein the first and second

electronic data processors are part of a multi—core electronic data processor.

6. (Previously Presented) The method of claim 1 and further comprising restoring at

least one corrupted data file from a protected image.

7. (Previously Presented) The method of claim 1 and further comprising

automatically deleting at least one data file residing on the second memory space when the

second logical process is terminated.

8. (Previously Presented) The method of claim 1 and further comprising:

encrypting data with the first logical process;

transferring the encrypted data from the first logical process to the second logical

process; and

ARAC—0lREl Page 33 of 47

Google - Exhibit 1002, page 336



Google - Exhibit 1002, page 337

transferring the encrypted data from the second logical process to the network interface

device.

9. (Previously Presented) The method of claim 8 and further comprising:

decrypting the data with the network interface device; and

transferring the decrypted data from the network interface device to the network.

10. (Currently Amended) A multi—processor computer system using a common

operating system capable of exchanging data across a network of one or more computers via a

network interface device, comprising:

a first electronic data processor capable of executing a first browser process 

using the common operating system and communicatively coupled to a first memory space;

a second electronic data processor capable of executing a second browser

process using the common operating system and communicatively coupled to a

second memory space; and

a video processor adapted to combine video data from the first and second electronic data

processors and transmit the combined video data to a display;

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second browserprocess .

ll. (Previously Presented) The computer system of claim 10 wherein the second

memory space comprises memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;
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random access memory (RAM); and

both volatile and nonvolatile memory.

12. (Previously Presented) The computer system of claim 10 wherein the first and

second electronic data processors are part of a dual processor computer system.

13. (Previously Presented) The computer system of claim 10 wherein the second

electronic data processor and the video processor are co—located on a circuit card, the circuit card

being communicatively coupled to the first electronic data processor.

14. (Previously Presented) The computer system of claim 10 wherein the computer

system is configured such that the first electronic data processor is protected from executing

instructions initiated by a malware process downloaded from the network and executing on the

second electronic data processor.

15. (Currently Amended) A multi—processor computer system using a common

operating system capable of exchanging data across a network of one or more computers,

comprising:

at least a first and second electronic data processor capable of executing instructions

using the common operating system;

at least a first and second memory space; and

a video processor;

wherein the first and second electronic data processors, first and second memory space,

and video processor are configured to:

execute a first browser process in a first logical process with the first

electronic data processor, wherein the first logical process is executing within the common

operating system and is capable of accessing data contained in the first memory space;
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execute a second browser process in a second logical process with the

second electronic data processor, wherein the second logical process is executing within the

common operating system and is capable of accessing data contained in the second memory

space; and

display data from the first logical process and the second logical process, wherein

the video processor is adapted to combine data from the first and second logical processes and

transmit the combined data to a display;

wherein the computer system is configured such that the second electronic data processor

is operating in a protected mode and data residing on the first memory space is protected from

corruption by a malware process downloaded from the network and executing as part of the

second browerlegieal process.

16. (Previously Presented) The computer system of claim 15 wherein the computer

system is further configured such that the first logical process is protected from executing

instructions initiated by a malware process downloaded from the network and executing as part

of the second logical process.

17. (Previously Presented) The computer system of claim 15 and further comprising

at least one network interface device capable of exchanging data with the network and with a

logical process that comprises a process selected from the group consisting of:

the first logical process; and

the second logical process.

18. (Previously Presented) The computer system of claim 17 wherein the network

interface device is capable of decrypting data received from the second logical process and
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transmitting the decrypted data to the network while preventing the second logical process from

accessing the decrypted data.

19. (Previously Presented) The computer system of claim 15 wherein the at least one

electronic data processor comprises a processor selected from the group consisting of a multi-

core electronic data processor; dual electronic data processors; and multiple electronic data

processors.

20. (Previously Presented) The computer system of claim 15 and further configured

to restore—at least one corrupted data file from a protected image.

21. (Previously Presented) A portable computer capable of executing instructions

using a common operating system, comprising:

a network interface device configured to exchange data across a network of one or more

computers and access at least one website;

at least a first memory space and a second memory space, the first memory space

containing at least one system file;

at least one electronic data processor communicatively coupled to the network interface

device, the first and second memory space, and to a user interface, wherein the user interface is

configured to receive input from a computer user;

the at least one electronic data processor configured to execute a first browser process in

a first logical process within the common operating system, wherein the first logical process is

capable of accessing data contained in the first memory space;

the at least one electronic data processor further configured to execute a second browser

process in a second logical process within the common operating system, wherein the second

logical process is capable of accessing data contained in the second memory space and is further
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capable of generating video data from a website accessed via the network; and

a video processor configured to process video data from the second browser process for

display;

wherein the first browser process is capable of opening the second browser process and is

further capable of passing data to the second browser process;

wherein further the portable computer is configured such that the at least one system file

residing on the first memory space is protected from corruption by a malware process

downloaded from the network and executing within the second browser process.

22. (Previously Presented) The portable computer of Claim 21 wherein the first

browser process is capable of directly exchanging data with the network interface device and

with the second browser process.

23. (Previously Presented) The portable computer of Claim 22 wherein the first

browser process is capable of passing data downloaded from the network to the second browser

process.

24. (Previously Presented) The portable computer of Claim 21 wherein the second

browser process is capable of directly exchanging data with the network interface device and

with the first browser process.

25. (Previously Presented) The portable computer of Claim 21 wherein the at least

one electronic data processor comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors; and

a multi—core electronic data processor.
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26. (Previously Presented) The portable computer of Claim 21 wherein the second

memory space comprises memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.

27. (Previously Presented) The portable computer of Claim 21 configured such that

at least one corrupted file required for a browser process is capable of being restored from a

protected image.

28. (Previously Presented) The portable computer of Claim 27 wherein the protected

image is stored at a location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device; and

a nonvolatile memory disk.

29. (Previously Presented) The portable computer of Claim 21 configured such that

at least one corrupted file residing on the second memory space is capable of being automatically

deleted when the second browser process is terminated.

30. (Previously Presented) The portable computer of Claim 21 configured such that

the first browser process is protected from executing instructions initiated by a malware process

downloaded from the network and executing as part of the second browser process.

31. (Previously Presented) The portable computer of Claim 21 wherein attempts by

malware to record data entry by the computer user are effectively blocked.
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32. (Previously Presented) A method of operating a portable computer capable of

executing instructions using a common operating system and having at least one electronic data

processor communicatively coupled to a first and second memory space and to a network

interface device, comprising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website;

storing at least one system file within the first memory space;

executing a first browser process in a first logical process within the common operating

system using the at least one electronic data processor, wherein the first logical process is

configured to access data contained in the first memory space;

executing a second browser process in a second logical process within the common

operating system using the at least one electronic data processor, wherein the second logical

process is configured to access data contained in the second memory space and is further

configured to generate video data;

opening the second browser process on instruction from the first browser process;

passing data from the first browser process to the second browser process; and

displaying website video data from the second browser process;

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.

33. (Previously Presented) The method of Claim 32 wherein the portable computer is

configured such that the first browser process is capable of directly exchanging data with the

network interface device and with the second browser process.
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34. (Previously Presented) The method of Claim 33 and further comprising

downloading data from the network and pas sing the data from the first browser process to the

second browser process.

35. (Previously Presented) The method of Claim 32 wherein the portable computer is

configured such that the second browser process is capable of directly exchanging data with the

network interface device and with the first browser process.

36. (Previously Presented) The method of Claim 32 wherein the second memory

space comprises memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;

random access memory (RAM); and

both volatile and nonvolatile memory.

37. (Previously Presented) The method of Claim 32 and further comprising

restoring at least one corrupted file from a protected image.

38. (Previously Presented) The method of Claim 37 wherein the protected image is

stored at a location selected from the group consisting of:

a removable drive;

the first memory space;

a partition on a memory device; and

a nonvolatile memory disk.

39. (Previously Presented) The method of Claim 32 and further comprising

deleting at least one corrupted data file residing on the second memory space when the second

logical process is terminated.
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40. (Previously Presented) The method of Claim 32 wherein the at least one

electronic data processor comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors; and

a multi—core electronic data processor.

41. (Previously Presented) The method of Claim 32 wherein the first browser process

is protected from executing instructions initiated by a malware process downloaded from the

network and executing as part of the second browser process.

42. (Previously Presented) The method of Claim 32 and further comprising

displaying video data from the first browser process.

43. (Previously Presented) The method of Claim 32 wherein attempts by malware to

record data entry by the computer user are effectively blocked.

44. (Previously Presented) A method of operating a portable computer comprising a

network interface device, at least a first memory space and a second memory space, and at least

one electronic data processor communicatively coupled to the network interface device, the first

and second memory space, and to a user interface, comprising:

exchanging data across a network of one or more computers with the network interface

device and accessing at least one website;

storing at least one system file in the first memory space;

opening a first browser process, wherein the first browser process is capable of accessing

data contained in the first memory space;

opening a second browser process, wherein the second browser process is capable of
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accessing data contained in the second memory space, and is further capable of generating data

for video display; and

passing data from the first browser process to the second browser process;

wherein the portable computer is configured such that the at least one system file residing

on the first memory space is protected from corruption by a malware process downloaded from

the network and executing as part of the second browser process.

45. (Previously Presented) The method of Claim 44 wherein the first browser process

is capable of directly exchanging data with the network interface device and with the second

browser process.

46. (Previously Presented) The method of Claim 45 and further comprising

downloading data from the network and pas sing the downloaded data from the first browser

process to the second browser process.

47. (Previously Presented) The method of Claim 46 and further comprising storing

the downloaded data on the second memory space.

48. (Previously Presented) The method of Claim 44 wherein the second browser

process is capable of directly exchanging data with the network interface device and with the

first browser process.

49. (Previously Presented) The method of Claim 44 and further comprising

restoring at least one corrupted file from a protected image.

50. (Previously Presented) The method of Claim 49 wherein the protected image is

stored at a location selected from the group consisting of:

a removable drive;

the first memory space;
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a partition on a memory device; and

a non—volatile memory disk.

51. (Previously Presented) The method of Claim 44 wherein at least one corrupted

file residing on the second memory space is capable of being automatically deleted when the

second browser process is terminated.

52. (Previously Presented) The method of Claim 44 wherein the first browser process

is protected from executing instructions initiated by a malware process downloaded from the

network and executing as part of the second browser process.

53. (Previously Presented) The method of Claim 44 and further comprising the first

browser process instructing the second browser process to open.

54. (Previously Presented) The method of Claim 44 wherein attempts by malware to

record data entry by a computer user are effectively blocked.

55. (Previously Presented) The method of Claim 44 wherein the at least one

electronic data processor comprises a processor selected from the group consisting of:

an Application Specific Integrated Circuit;

a Field Programmable Gate Array;

a plurality of electronic data processors; and

a multi—core electronic data processor.

56. (Previously Presented) The method of Claim 44 wherein the second memory

space comprises memory selected from the group consisting of:

a memory zone within a physical memory common to the first memory space;

a partition on a memory device;
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random access memory (RAM); and

both volatile and nonvolatile memory.

57. (Previously Presented) The method of Claim 44 and further comprising the first

browser process opening a plurality of second browser processes.

5 8. (Previously Presented) The portable computer of Claim 21 wherein the network

interface device is capable of exchanging data with the network using a wireless connection.

59. (Previously Presented) The portable computer of Claim 5 8 wherein the network

comprises a cellular data carrier network.

60. (Previously Presented) The method of Claim 32 wherein the network interface

device is capable of exchanging data with the network using a wireless connection.

61. (Previously Presented) The method of Claim 60 wherein the network comprises a

cellular data carrier network.

62. (Previously Presented) The method of Claim 44 wherein the network interface

device is capable of exchanging data with the network using a wireless connection.

63. (Previously Presented) The method of Claim 62 wherein the network comprises a

cellular data carrier network.

64. (Previously Presented) A computer program product comprising a program code

stored in a non—transitory computer readable medium operable on computer capable of executing

instructions using a common operating system and having at least one electronic data processor

communicatively coupled to a first and second memory space and to a network interface device

configured to exchange data across a network of one or more computers and access at least one

website, configured to:

store at least one system file within the first memory space;
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open a first browser process in a first logical process, the first logical process being

configured to access data contained in the first memory space;

open a second browser process in a second logical process, the second logical process

being configured to access data contained in the second memory space; and

pass data from the first browser process to the second browser process, wherein the at

least one system file residing on the first memory space is protected from corruption by a

malware process downloaded from the network and executing as part of the second browser

process.

65. (Previously Presented) The computer program product of Claim 64 wherein the

first browser process is capable of opening the second browser process and the program code

stored in the non—transitory computer readable medium is further configured to pass data to the

second browser process.

66. (Previously Presented The computer program product of Claim 64 wherein the

second logical process is configured to generate data for display and the program code stored in

the non—transitory computer readable medium is further configured to process website video data

from the second browser process.

67. (Previously Presented) The computer program product of Claim 64 wherein the

first browser process is capable of directly exchanging data with the network interface device

and the second browser process or the second browser process is capable of directly exchanging

data with the network interface device and the first browser process.

68. (Previously Presented) The computer program product of Claim 64 wherein at

least one corrupted file for a browser process is capable of being restored from a protected file.
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69. (Previously Presented) The computer program product of Claim 64 wherein at

least one corrupted file residing on the second memory space is capable of being deleted when

the second browser process is terminated.

70. (Previously Presented) The computer program product of Claim 64 wherein the

first browser process is protected from executing instructions initiated by a malware process

downloaded from the network and executing as part of the second browser process.

7 1. (Previously Presented) The computer program product of Claim 64 wherein

attempts by malware to record data entry by a computer user are effectively blocked.

72. (Previously Presented) The computer program product of Claim 64 wherein the

network interface device is capable of exchanging data with the network using a wireless

connection.

73. (Previously Presented) The computer program product of Claim 72 wherein the

network comprises a cellular data carrier network.
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