
US008462920B2 

(12) United States Patent (10) Patent N0.2 US 8,462,920 B2 
Gonen et a]. (45) Date of Patent: Jun. 11, 2013 

(54) REGISTRATION, VERIFICATION AND 6,044,471 A 3/2000 Colvin 
NOTIFICATION SYSTEM 6,088,683 A 7/2000 Jalili 

6,097,791 A * 8/2000 Ladd et al. ............... .. 379/88.19 

_ _ 6,167,518 A 12/2000 Padgett et al. 
(75) Inventors. Shlomo Gonen, Calabasas, CA (US), 6,175,626 B1 V2001 Aucsmith et a1‘ 

Jonathan A- Gonen, Calabasas, CA 6,256,512 B1 * 7/2001 Verdonk .................. .. 455/5541 
(US); Alon Gonen, Haifa, IL (US); 6,259,909 B1 7/2001 Ratayczak et al. 
Danny Rosen, Valley Village, CA (US) 6,574,599 B1 6/2003 Llm et _a1~ 

6,934,858 B2 8/2005 Woodhlll 
- _ . . - 7,043,230 B1 5/2006 Geddes et al. 

(73) A551gnee~ Teleslgn Corporatlon: Manna Del Rey: 7,233,790 B2 * 6/2007 Kjellberg et a1, ,,,,,,,,,,, H 455/419 
CA (Us) 7,383,572 B2 6/2008 Rolfe 

7,389,913 B2 * 6/2008 Starrs .......................... .. 235/379 

( * ) Notice: Subject to any disclaimer, the term of this 7,574,733 B2 8/2009 Woodhill 
patent is extended or adjusted under 35 7,870,599 B2 1/2011 Pemmaraju 

U.S.C. 154(b) by 1601 days. (Continued) 

(21) APPL No. 11538989 FOREIGN PATENT DOCUMENTS 
WO WO-95/19593 A1 7/1995 

(22) F1led: Oct. 5, 2006 OTHER PUBLICATIONS 

r10r ll lcatlon ata Rose Maciejewski, Authentify Showcases Rapidly Deployable Two 65 P ' P bl' ' D 

Factor Online Authentication System at 28th Annual Computer Secu 
US Zoos/0010687 A1 Jan' 10’ 2008 rity Institute Conference, Chicago, IL, Oct. 23, 2001. 

Related US. Application Data (Continued) 

“3) ' ’ ’ ' (74) Attorney, Agent, or Firm * Perkins Coie LLP 

(51) Int. Cl. 
H04M 11/00 (2006.01) (57) ABSTRACT 

(52) US, C], A registrant provides at least one registrant electronic contact, 
USPC ...................................... .. 379/9312; 713/168 such as atelephone number, during aregistration process' The 

(58) Field of Classi?cation Search registrant’s information may be compared to a database of 
USPC ............... .. 379/9312; 370/352e356; 713/168 Such information- The registrant is veri?ed by establishing a 
See application ?le for Complete Search history connection With the registrant via the registrant contact. The 

veri?cation code is communicated to the registrant, Which is 
(56) References Cited input into an on-line form. Noti?cation events are established, 

U.S. PATENT DOCUMENTS 

5,881,226 A 3/1999 Veneklase 
5,995,606 A 11/1999 Civanlar et a1. 
6,012,144 A 1/2000 Pickett 

and the registrant is noti?ed of the occurrence of a previously 
established noti?cation event by establishing a connection 
With the registrant via the registrant contact. 

22 Claims, 10 Drawing Sheets 

1 O0 
End-User Beglns 

Veri?cation Process 

User fills 
out form 104 

User does not 
complete form 

User receives 
notification that they 
did not complete 

telephone verification 

User 
logs In 

l /—110 
User is routed to or is 
able to access a page 

that requests 
telephone verification 

l 
User attempts 

telephone veri?cation 

TWILIO, INC.  EX. 1020 
Page 1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 8,462,920 B2 
Page 2 

US. PATENT DOCUMENTS OTHER PUBLICATIONS 

8,024,567 B2 * 9/2011 Han """"""""""""""" " 713/168 Peter Tapling, Highly Auditable Self-Service Life-Cycle Manage 
2003/0191712 A1 * 10/2003 Ohmae ......................... .. 705/41 . . . 

mun/0221125 A1 11/2003 Rolfe ment for Electronic Security Credentials, 2003 Annual Computer 
2004/0030607 A1 2/2004 Gibson Security Applications Conference, Las Vegas, Nevada, 2003. 
2004/0030935 A1 2/2004 Kai 
2004/0254890 A1 12/2004 Sancho et a1. * cited by examiner 

TWILIO, INC.  EX. 1020 
Page 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US. Patent 

FIG. 1 

Jun. 11, 2013 Sheet 1 0f 10 

End-User Begins 
Verification Process 

102 /_ 
User fills 
out form 

T /—106 
User receives 

notification that they 
did not complete 

telephone verification 

US 8,462,920 B2 

i /—104 
User does not 
complete form 

108 /_ 
User 
logs in 

User is routed to or is 
able to access a page 

that requests 
telephone verification 

i /—112 
User attempts 

telephone verification 

TWILIO, INC.  EX. 1020 
Page 3

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US. Patent Jun. 11,2013 Sheet 2 0110 

Verification 
Start 

Provide on-line 
registration form 
on a web-site 
to registrant 

200 —\ 

202 
At least 
partially 

completing 
registration 

form 

A verification system 
telephone number 

supplied to Registrant 
206 —\ 

Establish telephonic 
208 —\ connection between 

US 8,462,920 B2 

/- 204 
Registrant supplies 

registrant’s 
telephone number 

registrant and 
verification system 

210 
Registration 

code 
communicated 
to registrant 

Registration code 
input into on-line 

registration form, or 
verification system 

FIG. 2 
Verification 

End 

TWILIO, INC.  EX. 1020 
Page 4

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US. Patent Jun. 11,2013 Sheet 3 0f 10 US 8,462,920 B2 

Verification 
Start 

User fills out an on-line 
300 _\ web registration and is 

prompted to enter his 
phone number 

User prompted to enter 
302 —\ phone number and 1 

clicks "Next" to continue, 
to complete registration 

lr 
User is advised that the 
automated system will 
now call his telephone 

304 —\ number entered for 
verification, or an SMS 

will be sent to the 
number entered 

306 
Phone 
rings or 

SMS message 
received 

User answers the phone 
(or reads SMS), get a 

308 —\ greeting and a code to 
enter onto the "On-line 
web Registration and 

Verification" form 

310 

Please try again 
(user allowed 

limited attempts) FIG. 3 

Registration is complete 
314 user gets message: 
_\ "You have been verified 

and can now log in" 

Verification 
End 

TWILIO, INC.  EX. 1020 
Page 5

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


