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(57) ABSTRACT

This invention discloses a system of remote user authenti-
cation to an authentication server, with a telephone interface
to the authentication server that only receives routed calls
that have originated from a cell phone in a cellular network
and a call handling logic function which routs only those
calls to the authentication server over the interface that have

originated from a cell phone with a subscriber identity
module (SIM) card and for which the cellular company
maintains an individual subscriber identification data. In a

diflerent embodiment a remote user authentication system
has different interfaces and different authentication pro-
cesses that correspond with a telephone network interface
and with a cellular telephone company network interface,
enabling the authentication system to have different methods
of authentication depending upon which interface a remote
user connection authentication request originated from. The
method uses the SIM card of a cell phone as a “something
you have” factor as part of a two-factor authentication
mechanism to an authentication server. The telephone net-
work uses a call back feature.

10A

Authentication server 30

Authentication

Process

VoIP

Gateway 35A  
Cellular 20

Telephone

Company #1  
 

Authentication

database 34

Cellular 20 35

Telephone

Company #2

 Cellular 20

Telephone

Company #3
 
 

TWILIO, INC. EX. 1009

Page 1
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


 
 

 
  

 

 

 
 

 
 

 

 
  

 

 
 

 
 

 
 

 
  

 
 

 
 

 
 

 
 

 

  
 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

    

         
 

         
 

      
 

   
      

 
       
 

  
       

TWILIO, INC.  EX. 1009 
Page 2

Patent Application Publication Feb. 22, 2007 Sheet 1 of 5 US 2007/0042755 A1

F239". 
 

 

mt>cmaEoo35m:
mcocqm_o._.oma_=__8mu>cmqEooo:ocqo_o.rom.m_:__mo

395.3__8

E>cmdEo0
vmmmmnmgmcm:ocQm_8.:o:mo_Em£:<om.m_:__mo

xsémz:m_:__mO

 
 

3

<mm>m>>Bm0n:O>

mmwooico:mo_Em£:<OM._0>._0mCO_u60_u_._0£u:<

 

TWILIO, INC. EX. 1009

Page 2
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

    

         
 

         
 

      
 

   
       
       
 

  
       

TWILIO, INC.  EX. 1009 
Page 3

Patent Application Publication Feb. 22, 2007 Sheet 2 of 5 US 2007/0042755 Al

N9_=m_n_

._mE9w:omo_>._mmm58mo_?_mmmmc_u_>o._n_mm._mm:9:mczmoscmfism228mmmnmfic35$9::_=mcE8mE52:5:co:moc_Em_o__m:om_mamBbwcm3_mE9m:ooo_>6mm5m:_a_a>om.:o:mo_Eo£:mEm:99:95..>>oS_:o>:mc>>..B.903ocoommm.mmZn.6>:cw.8.mmm>_m53mc_EEo.n_mm.mo_Emm9:5,.mmmmmmE@585mwm_2cm£o.umc8mEHo::mmmmmmr:..__m.oumN__o£:mc:..cmm::m_o:::c<om.co:mo_Ew£:mEm:90:5.5.928._m>mc:o>RES:m9Em_m>_:Umcmmm.émwmmnmumo:_um:2m-oam_3.:E_m__moa5:3__mom:_Eooc_9:E95:39:mcE2m._>_vm.>:maEoo__mo9:£_>>Esooomum_Em>>E:mu_.mE9m:om952_mc_>oEmo_>5m:8@513nm_Ew>cmmnm>m:E5m__mowmofi>_covtozamc.m_:=mom53.mc_Em2:ou_mmvtozpmc.m_:__momco_mEo..m:o3.13u9m:_m_.omamE5_mE9m:omo_>._mmmE0:m__mom:o;am_9mc_Eoo:_mmofi>_:om>_mo99_m>._mmm?_a%<
TWILIO, INC. EX. 1009

Page 3
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
   
 

 
  

 

 
  

  
 

  

 
 

 

   
 

 

 
 

 
  

 
 

 

 
 

 
 

    

         
 

         
 

      
 

   
      

 
       
 

  
       

TWILIO, INC.  EX. 1009 
Page 4

m2:9“. 
 

 mu>cmQEoooco;am_8.8._m_:__w0

V—.Em:

US 2007/0042755 A1

nunD7
m:>__w

 

mu>cmqEoom:o;am_o._.om._m_:__m0
 mmE893__8  E>:mQEOOm:o;ao_m._.om:m_:=mO

 owxssmz.m_=__mo 

Eowmnmfiu:o:8_E9_s<

 

<mm>m>>w..mO
mmmmwmoo._n_m_o>

 

 
>:mQEoo

 

  
  

:o_..mo_Em£:<m:o;qm_99:3
59.95cmmmma

mw.,_u.w&o_%_wmnr._m.u_w.,w\_>_®._®Em_.._camE..Nv>:maEoo.m__m$wc_Wmmfi._mm:m»_\%mc9._ao_m._.on._o>._om:o=mo=:w_.=:<__mm.>\m.uwm%_m_an.w_¢nna
._8§__m_.on:.8.m:_m_.oxmmmow3.8:

 

Patent Application Publication Feb. 22, 2007 Sheet 3 of 5

TWILIO, INC. EX. 1009

Page 4
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

    

         
 

         
 

      
 

   
      

 
       
 

  
       

TWILIO, INC.  EX. 1009 
Page 5

v2:9".gown®”—OE®._m£BmozcmfizmOwmmmnflmu9:E9:®:_>_.t®>
US 2007/0042755 A1

mmm.__movwN_._o£:m::cm*0mmmmmmEm9__5>__%mm_2:m£o.z_n_m53:58..mmmnmymcEm_E.m__mot.Ew.,w>m9:EEmeaimmmcoamm.m>_.om._mE_cm3m:_EE9n_<wm.mmmpSmcE996co__mo_Eo£:m.cm5:29:m.8E.m__momc_Eoo:_9:@5020cammc_>Em>
NMmmmwoohm_._O_uNU_u:0_.._u5<

D_.mgmmzBQEQ9:Bmozcmfism29mo_Em£:<9mmmnfimbEH_mciomconew_N-z_n_E>.5:®.8mc_EE9n_05.m_FmqmgmEta>_m..m_nmEE_mmmnfimu9:c_r-2_n_m_£5».E935m_8598:8mcoE996m53xomnm:___mom:m...__movwucofismcscm:.6mmmmmwc.mwm_2cm£o=>>OC9.9.2ob.cm6wmmwmmrcm9__5>__%ncm.mwmnfimu_._o__.m.o__Em£:mcm:_Tz_n_mc_&_.m><5._.-z_n_m9.0bucm8...E9m>mco_.mo_Eo£:m9:hoE996mwcoawm;m>:om.9:_cm3m_.__EE9n_
FM<mmwoo._n_:o=mu=:o5:<

Patent Application Publication Feb. 22, 2007 Sheet 4 of 5

TWILIO, INC. EX. 1009

Page 5
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


