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1
METHOD AND SYSTEM FOR ELECTRONIC
REAUTHENTICATION OF A
COMMUNICATION PARTY

This application is a National Phase of PCT Application
No. PCT/SE2005/000568 filed on Apr. 20, 2005, which
claims priority under 35 U.S.C. §365(c).

TECHNICAL FIELD OF THE INVENTION

The present invention relates to a method for electronic
reauthentication of a communication party. The method fur-
ther relates to a device for electronic reauthentication of a
communication party.

BACKGROUND ART

Today companies and organizations communicate with
their customers and other parties via the Internet to an ever-
increasing extent. In these situations, the companies and orga-
nizations need to ensure that a specific party is the same party
they communicated with at an earlier occasion.

One way to ensure this is to provide the communication
party with a code or a user name and password. If a person is
able to replicate the code at a later occasion, this replication is
considered to be an indication that it is the same person who
previously received the code.

The use of codes or passwords as authenticating means has
the disadvantage that there is a risk that an unauthorized
person acquires these authenticating means. In today’s soci-
ety, people also need to learn and memorize codes to an
ever-increasing extent, e.g. to use various services on the
Internet or to use credit cards. This fact increases the risk that
people will start to write down codes, making them easier for
other people to acquire. It also makes these solutions less
user-friendly, since it becomes considerably harder for people
to remember all the codes. There is also a risk that so called
brute force attacks or dictionary based attacks are used to find
out and acquire passwords.

In many situations, code- or password-based solutions are
hence considered insufficient. Instead, there is a need to intro-
duce another mechanism which the communication party can
control—which is more secure yet easy-to-use. Hence, the
following features are desirable for such a mechanism:

The user is able to protect authenticating means, e.g. pass-

words, from being stolen.

A possible theft of authentication means is easily discov-
ered.

The effect of a possible theft of authenticating means can
be reduced, e.g. through a procedure of revoking the
authenticating means.

It should be easy for companies to start using the mecha-
nism on a wide basis, e.g. as a means for administering
the communication with a great number of communica-
tion parties.

The mechanism should be easy-to-use and straightforward
from a user perspective.

There are currently available solutions that meet these
requirements to some degree. One example is the usage of
card-based certificates, based on Public Key Infrastructure,
PKI, as a tool for identification. A card-based certificate can
be protected. A stolen certificate may easily be identified. If it
is stolen, it may be revoked. However, the card-based tech-
nology requires an infrastructure that is not yet widely spread,
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An alternative is to use file-based certificates based on
Public Key Infrastructure. These are more widely spread than
card-based certificates, but are still by many considered not
sufficiently spread and available to citizens and consumers.

SUMMARY OF THE INVENTION

An object of the invention is to alleviate the problems of
prior art through providing a straightforward and easy-to-use
method for electronic reauthentication.

This object is accomplished by a method of electronic
reauthentication of a communication party in accordance
with claim 1, and a device for electronic reauthentication of a
communication party in accordance with claim 21.

According to a first aspect of the present invention, a
method is provided of electronically reauthenticating a com-
munication party. First, an association between a telephone
communication address of the communication party, an addi-
tional communication address of the communication party
and the communication party itself, which association serves
as a basis for future authentication of the communication
party, is created. Then, a request is received from a requesting
communication party and it is verified that an association
exists for the requesting communication party. A first confir-
mation token is distributed to the requesting communication
party over a first communication channel and a second con-
firmation token is received from the requesting communica-
tion party over a second communication channel, wherein at
least one of the first and the second channel is established by
using the telephone communication address of the associa-
tion for the requesting communication party. Thereafter, cor-
respondence is verified between the first confirmation token
and the second confirmation token. A third confirmation
token is distributed over a third communication channel to the
requesting communication party and a fourth confirmation
token is received from the communication party over a fourth
communication channel, wherein at least one of the third and
the fourth channel is established by using the additional com-
munication address of the association for the requesting com-
munication party. Further, correspondence is verified
between the third confirmation token and the fourth confir-
mation token, wherein the requesting communication party is
considered to be authenticated.

If the request comprises a request to create an association
for a further telephone communication address, a fifth con-
firmation token is distributed to the requesting communica-
tion party over a fifth communication channel and a sixth
confirmation token is received from the requesting commu-
nication party over a sixth communication channel, wherein
at least one of the fifth and the sixth channel is established by
using said further telephone communication address of the
request. Then, correspondence is verified between the fifth
confirmation token and the sixth confirmation token and an
association between said further telephone communication
address of the requesting communication party, said addi-
tional communication address and the requesting communi-
cation party itself is created, which association serves as a
basis for future authentication of the requesting communica-
tion party.

If the request comprises a request to create an association
for a further additional communication address, a seventh
confirmation token is distributed to the requesting communi-
cation party over a seventh communication channel and an
eighth confirmation token is received from the requesting
communication party receiving over an eighth communica-
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communication address of the request. Correspondence is
verified between the seventh confirmation token and the
eighth confirmation token and an association between said
further additional communication address of the requesting
communication party, said telephone communication address
and the requesting communication party itself is created,
which association serves as a basis for future authentication
of the requesting communication party.

According to a second aspect of the present invention, a
device is provided for electronic reauthentication of a com-
munication party comprising means for creating an associa-
tion between a telephone communication address of the com-
munication party, an additional communication address of
the communication party and the communication party itself,
which association serves as a basis for future authentication
of the communication party and means for storing the asso-
ciation. Further, the device comprises means for receiving a
request from a requesting communication party, means for
verifying that an association exists for the requesting com-
munication party, means for distributing, over a first commu-
nication channel, a first confirmation token to the requesting
communication party and means for receiving, over a second
communication channel, a second confirmation token from
the requesting communication party, wherein at least one of
the first and the second channel is established by using the
telephone communication address of the association for the
requesting communication party. Moreover, the device com-
prises means for verifying correspondence between the first
confirmation token and the second confirmation token, means
for distributing, over a third communication channel, a third
confirmation token to the requesting communication party,
means for receiving, over a fourth communication channel, a
fourth confirmation token from the communication party,
wherein at least one of the third and the fourth channel is
established by using the additional communication address of
the association for the requesting communication party and
means for verifying correspondence between the third con-
firmation token and the fourth confirmation token, wherein
the requesting communication party is considered to be
authenticated.

Further, the device comprises means for distributing, if the
request comprises a request to create an association for a
further telephone communication address, over a fifth com-
munication channel, a fifth confirmation token to the request-
ing communication party, means for receiving, over a sixth
communication channel, a sixth confirmation token from the
requesting communication party, wherein at least one of the
fifth and the sixth channel is established by using said further
telephone communication address of the request, means for
verifying correspondence between the fifth confirmation
token and the sixth confirmation token, means for creating an
association between said further telephone communication
ad-dress of the requesting communication party, said addi-
tional communication address and the requesting communi-
cation party itself, which association serves as a basis for
future authentication of the requesting communication party.

Finally, the device comprises means for distributing, if the
request comprises a request to create an association for a
further additional communication address, over a seventh
communication channel, a seventh confirmation token to the
requesting communication party, means for receiving, over
an eighth communication channel, an eighth confirmation
token from the requesting communication party, wherein at
least one of the seventh and the eighth channel is established
by using said further additional communication address of the
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token, means for creating an association between said further
additional communication address of the requesting commu-
nication party, said telephone communication address and the
requesting communication party itself, which association
serves as a basis for future authentication of the requesting
communication party.

A basic idea of the present invention is to have a commu-
nication party, which employs a service, state two different
communication addresses, one being a telephone number, via
which the communicating party may authenticate herselfto a
provider of the service.

A relation with the communication party, in the following
referred to as a user, is established by confirming user control
of the telephone communication address and an additional
communication address. Initially, an association between the
telephone communication address of the user, the additional
communication address of the user and the user herself are
created. When receiving a request from a user, which user not
necessarily is the same as the user for which an association is
created, it must be verified that an association exists for this
requesting user. The confirmation of the requesting user’s
control of the telephone communication address of the asso-
ciation is made by distributing a first confirmation token over
a first communication channel to the requesting user, receiv-
ing a second confirmation token over a second communica-
tion channel from the requesting user and then verifying that
the two tokens are the same. At least one of the two commu-
nication channels should be established by means ofusing the
telephone communication address of the association of the
requesting user. In this way it is ensured that the requesting
user is in control of the device which is designated by the
telephone communication address. For instance, in case the
telephone communication address is a telephone number, the
requesting user shows, by sending a second token that is
identical to the first token, that she actually is in possession of
the telephone linked to the telephone number to which the
first token was sent, and authentication of the requesting user
is hence made.

To further strengthen authentication validity, confirmation
of the requesting user’s control of the additional communi-
cation address of the association is made by distributing a
third confirmation token over a third communication channel
to the requesting user, receiving a fourth confirmation token
over a fourth communication channel from the requesting
user and then verifying that the two tokens are the same. At
least one of the two communication channels should be estab-
lished by means of using the additional communication
address of the association of the requesting user. In this way,
it is ensured that the requesting user is in control of the means
which is designated by the additional communication
address. For instance, in case the additional communication
address is an e-mail address, the requesting user shows, by
sending a fourth token that is identical to the third token, that
she actually is in possession of the e-mail account linked to
the e-mail address to which the third token was sent, and
authentication of the requesting user is hence made again.

The request of the user may for instance be to access an
account which the user has at the service provider. The
request may also be to create an association for a further
telephone communication address and/or a further additional
communication address. Alternatively, the request may com-
prise both an access request and an association request.

If the user request comprises a request to create an asso-
ciation for a further telephone communication address, a fifth
confirmation token is distributed to the requesting user over a
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